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Preface

IBM Storage Protect for Cloud (SP4C) is an offering from IBM® that provides data protection
for software as a service (SaaS) applications. This IBM Redpaper publication describes its
capabilities and explains how to install, configure, and monitor the software to protect and
monitor backups.

Many organizations overestimate the level of protection that is provided by cloud service
providers (CSPs). Although organizations often believe that existing controls and CSP
safeguards are sufficient, this situation is not always the case.

The growth of ransomware and other cyberthreats continue to drive IT professionals to
reassess data protection and disaster recovery strategies. Research based on interviews with
security and business leaders provides insight into current risks. In 2025, the average cost of a
data breach was reported at USD 4.44 million. Although slightly less than the 2024 average,
this figure represents a significant financial impact across industries. Malicious insider activity
resulted in the highest average breach cost at USD 4.92 million, followed by third-party
vendor and supply-chain compromise at USD 4.91 million.

For workloads that run on CSP platforms, the risks can be even greater. Bad actors
increasingly target organizations that rely on cloud environments. SaaS workloads such as
Microsoft 365 (M365), Dynamics 365, Salesforce, Microsoft Azure (Azure), and Google
Workspace are especially important because they support communication. collaboration and
business operations for distributed teams. As organizations continue to adopt digital tools to
increase efficiency, the use of these Saa$S applications continue to grow.

Protecting business-critical applications and strengthening data resiliency is essential. These
applications generate important operational data that must be safeguarded. CSPs provide
limited built-in protection, and most backup responsibilities remain with customers. Many
organizations do not recognize these gaps until an incident occurs.

SP4C enables organizations to address these requirements by protecting SaaS data in
alignment with the shared responsibility model.

This document is intended for use by storage and backup administrators, data resiliency
professionals, and anyone who is looking for more information about protecting, recovering
and monitoring SaaS-based workloads with IBM Storage Protect for Cloud.
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Technical Support Organization working out of Beaverton, Oregon. He has been part of IBM
for over 17 years. He authors and contributes to hundreds of technical documents that are
published to IBM.com and works directly with IBM's largest customers to resolve critical
situations. As a team lead and subject matter expert for the ADSM, IBM Tivoli® Storage
Manager, and IBM Storage Protect support team, he leads and grows international IBM
teams, develops and implements team processes, and creates and delivers education. Phillip
holds a degree in computer science and business administration from Oregon State
University.

© Copyright IBM Corp. 2026. vii


https://www.ibm.com/reports/data-breach
https://www.ibm.com/reports/data-breach

Robert Deselle has dedicated 26 years with IBM and is a member of the IBM Storage
Protect for Cloud Site Reliability Engineering (SRE) team. He has 24 years of experience in
customer service, specializing in IBM Storage Protect, IBM Storage Protect for Virtual
Environments, and IBM Storage Protect Plus. He has served as a team lead for these
products for 20 of those years. His expertise spans DevOps, SRE practices in IBM Storage
Protect for Cloud, and Microsoft Azure.

Meghan Grable is a Global Growth Product Manager with over six years of experience in
strategizing and scaling data protection solutions across SaaS and hybrid software
environments. She focuses on driving product-led growth (PLG) initiatives by using
data-driven development, user insights, and iterative experimentation. She leads
cross-functional engineering, UX, and go-to-market teams to deliver resilient,
compliance-ready solutions that address complex threats, including ransomware, malware,
and operational errors. Meghan holds a degree in Service Design from the Savannah College
of Art and Design and uses her background in enterprise design thinking to create scalable,
secure, and user-centric products. Her work bridges technical depth and strategic growth,
enabling organizations to enhance cyber resilience and accelerate user adoption and
retention through product experience.

Del Hoobler is a Principal Storage Software Specialist with more than 25 years of experience
in data resilience. He develops and designs cyber resilience solutions for enterprise
customers in all industries.

Daniel Michel leads the Storage Protect for Cloud Site Reliability Engineering (SRE) team.
He is based in Frankfurt, Germany. He has 17 years of experience at IBM in roles including
Storage Engineer, Scrum Master, DevOps, and SRE lead. He holds a degree in computer
science from the University of Applied Sciences in Coburg, Germany. His expertise includes
full-stack software development, DevOps, and SRE in IBM Cloud® and Microsoft Azure.

Now you can become a published author, too!

viii

Here’s an opportunity to spotlight your skills, grow your career, and become a published
author, all at the same time! Join an IBM Redbooks® residency project and help write a book
in your area of expertise, while honing your experience using leading-edge technologies. Your
efforts will help to increase product acceptance and customer satisfaction, as you expand
your network of technical contacts and relationships. Residencies run from two to six weeks
in length, and you can participate either in person or as a remote resident working from your
home base.

Find out more about the residency program, browse the residency index, and apply online at:

ibm.com/redbooks/residencies.html

IBM Storage Protect for Cloud: Safeguarding Critical SaaS Environments


https://www.redbooks.ibm.com/residencies.html
http://www.redbooks.ibm.com/residencies.html

Comments welcome

Your comments are important to us!
We want our papers to be as helpful as possible. Send us your comments about this paper or
other IBM Redbooks publications in one of the following ways:
» Use the online Contact us review Redbooks form found at:
ibm.com/redbooks
» Send your comments in an email to:
redbooks@us.ibm.com
» Mail your comments to:

IBM Corporation, IBM Redbooks
Dept. HYTD Mail Station P099
2455 South Road
Poughkeepsie, NY 12601-5400

Stay connected to IBM Redbooks

» Find us on LinkedIn:
https://www.linkedin.com/groups/2130806

» Explore new Redbooks publications, residencies, and workshops with the IBM Redbooks
weekly newsletter:

https://www.redbooks.ibm.com/subscribe
» Stay current on recent Redbooks publications with RSS Feeds:

https://www.redbooks.ibm.com/rss.htm]

Preface ix


http://www.redbooks.ibm.com/
http://www.redbooks.ibm.com/
https://www.redbooks.ibm.com/contacts.html
https://www.linkedin.com/groups/2130806
https://www.redbooks.ibm.com/subscribe
https://www.redbooks.ibm.com/rss.html

X IBM Storage Protect for Cloud: Safeguarding Critical SaaS Environments



Introduction

This chapter provides an introduction to IBM Storage Protect for Cloud (SP4C) and outlines
the key features and principles on which the product is built.

This chapter describes the following topics:
» 1.1, “Introduction to IBM Storage Protect for Cloud” on page 2
» 1.2, “IBM Storage Protect for Cloud key highlights” on page 2
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1.1 Introduction to IBM Storage Protect for Cloud

The rapid growth of ransomware and other advanced cyberthreats compels IT professionals
to reevaluate data protection and disaster recovery strategies. The associated impact
continues to increase. In 2025, the global average cost of a data breach was USD 4.44 million
(2025 Cost of a Data Breach Report). Software as a service (SaaS) workloads, particularly
Microsoft 365 (M365), remain a primary concern because they support communication,
collaboration, and productivity across modern enterprises. As remote and hybrid work models
expand, reliance on cloud-based platforms such as M365 has increased, making these
platforms frequent targets for cyberattacks.

Although these platforms offer operational benefits, many organizations assume that data in
SaasS environments is automatically protected. In reality, cloud service providers (CSPs) such
as Microsoft follow a shared responsibility model. They secure and maintain the underlying
infrastructure and security, whereas organization must protect, back up, and retain their
business data. The risk of accidental deletion, malicious activity, and ransomware highlights
the need for third-party backup and recovery solutions that support data resiliency.

As digital transformation accelerates, SaaS adoption continues to grow. Organizations use
these tools to increase agility, reduce costs, and support innovation. To realize the benefits of
SaaS platforms and reduce risk, IT leaders need data protection strategies that support the
requirements of cloud-based environments.

SP4C addresses these needs by providing reliable backups, fast recovery, and proactive
threat detection capabilities for critical cloud workloads. It combines security features,
centralized management, and flexible deployment options to help IT teams protect data from
ransomware, accidental loss, and compliance risks and maintain business continuity.

1.2 IBM Storage Protect for Cloud key highlights

Organizations can integrate SP4C into their data protection strategies to improve resilience
against evolving cyberthreats. SP4C provides capabilities that help business continuity
across SaaS platforms.

Comprehensive protection for SaaS, laaS, and PaaS workloads

SP4C offers a backup and recovery for SaaS applications and cloud services such as M365,
Power platform, Azure, Entra ID, Google Workspace, Salesforce, and Dynamics 365. It
provides full and incremental backups and granular restores to keep critical data secure and
recoverable against threats such as ransomware or accidental deletion.

Proactive threat detection and recovery

Beyond backup and recovery, SP4C includes features for proactive threat detection. It
analyzes unusual activity within the environment and provides alerts for potential ransomware
attacks or other anomalies. This early warning capability enables organizations to respond
quickly to threats and minimize potential damage and downtime.
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Advanced security and compliance features

Security is essential in modern digital environments. SP4C incorporates advanced security
measures such as encryption of data both in transit and at rest, role-based access controls
(RBAC), and support for customer-managed encryption keys. These capabilities protect
sensitive data from unauthorized access and support compliance with industry regulations.
The solution can also send logs and audit data to security information and event management
(SIEM) platforms such as Splunk and IBM QRadar®. This integration enables organizations
to centralize security monitoring, detect anomalies quickly, and respond to threats effectively
as part of a broader cybersecurity strategy.

Centralized management and reporting

Managing backups across multiple platforms can be complex. SP4C simplifies this process
with a centralized management console that provides comprehensive tracking, monitoring,
and reporting for backup data and restore operations. This unified approach enables IT
administrators to oversee data protection activities efficiently across the organization.

Flexible deployment options

Organizations have diverse infrastructure requirements, so SP4C offers flexible deployment
options. The solution adapts to backups stored in Microsoft Azure, an organization’s cloud
infrastructure, or on SFTP or FTP servers and integrates with existing systems.

Chapter 1. Introduction 3
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IBM Storage Protect for Cloud
features and supported
workloads

This chapter provides a detailed overview of IBM Storage Protect for Cloud (SP4C). This
chapter covers the software as a service (SaaS) delivery model, the cloud workloads that
SPA4C protects, and the notable features and advantages of SP4C that safeguard these
cloud-based workloads.

This chapter describes the following topics:

» 2.1, “IBM Storage Protect for Cloud overview” on page 6

» 2.2, “IBM Storage Protect for Cloud Supported workloads” on page 6
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2.1 IBM Storage Protect for Cloud overview

SPA4C is a fully managed SaaS backup and recovery platform that is designed to safeguard
enterprise data across popular cloud-native workloads, including Azure, Microsoft 365
(M365), Dynamics 365, Salesforce, and Google Workspan SaaS solution, the solution
requires no deployment or patching and provides a centrally managed dashboard. This
dashboard enables businesses to mitigate risk from cyberattacks and accidental deletion and
to avoid fines associated with compliance requirements.

This solution supports backups up to four times daily and provides granular restore
capabilities that allow recovery based on filters such as content type, owner, creation date,
and file size. SP4C supports item-level restores across services such as email, Teams chat,
SharePoint files, Power Bl datasets, Salesforce records, Azure virtual machines (VMs), which
enables targeted recovery without requiring full environment rollbacks.

The platform includes security and compliance controls that encrypt backups, enforce
role-based access control (RBAC), support multi-factor authentication, and provide audit logs
for administrative and user activity visibility. The platform also includes detection of unusual
activity and alerts that help identify ransomware or malicious behavior in backups and enable
rapid response.

In summary, SP4C provides a scalable and secure backup platform that simplifies data
protection, improves recovery time, and supports compliance without requiring organizations
to manage infrastructure.

2.2 IBM Storage Protect for Cloud Supported workloads

2.2.1 Azure

This section describes the following topics.

» Azure
Microsoft 365
Dynamics 365
Salesforce

>
>
>
» Google Workspace

SPA4C for Azure VMs, Storage, and Entra ID provides cloud-based data protection for key
Azure workloads, including Microsoft Entra ID (formerly Azure Active Directory), Azure VMs,
Azure Blob, File, and object storage, Azure SQL databases, Azure DevOps repositories, and
Azure AD B2C tenants. SP4C enables organizations to schedule encrypted backups up to
four times a day to protect sensitive business data from risks such as ransomware, hardware
failures, accidental deletion, or natural disasters.

SP4C transmits and stores backups that use industry-standard encryption protocols to
support data privacy and regulatory compliance. SP4C supports full and incremental
backups, which helps IT administrators optimize storage use and reduce network bandwidth
consumption. Automated backup policies, real-time monitoring, and granular restore options
enable IT teams to recover specific objects, such as an individual VMs, Entra ID user, or SQL
table, or entire workloads, which reduces application downtime and supports business
continuity. Audit trails and RBACs enhance security and governance.
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A key capability of the solution is support for granular restore operations. Administrators and
authorized users can recover specific objects, files, folders, or metadata instead of restoring
entire workloads, which reduces downtime and operational impact. Granular recovery is also
available for Microsoft Entra groups and blobs that are deleted beyond standard retention
periods. For example, administrators can restore a deleted group with its memberships or
recover specific blobs or directories from any backup point by using merge or overwrite
options for targeted data restoration.

SP4C Azure includes a calendar-based restore function, often referred to as “Calendar View
Recovery” that allows administrators and authorized users to pinpoint and browse recovery
points by date, as shown in Figure 2-1. This capability streamlines locating the exact restore
point after data loss events such as accidental deletion, corruption, or ransomware attacks.
Together with anomaly detection and self-service recovery, these features provide granular,
efficient, and secure mechanisms that help organizations keep their Azure environments
resilient and compliant against diverse threats.

)
Restore > Virtual Machine

Azure virtual machines

> Restore

Today < >  07/2025 O Include jobs with only partial backup data

Sunday Monday Tuesday

Saturday

55AM

v [ osooam
v | orooam

RS
SERE

SRR
SRR

| o7ssau

JERE
SREE

| o755Am

Figure 2-1 SP4C Azure Restore Calendar View Recovery window

By centralizing management and automating compliance reporting, SP4C Azure support for
VMs, storage, and Microsoft Entra ID helps organizations efficiently protect, manage, and
recover Azure-based data assets, as shown in Figure 2-2.

Backup object summary
Displays the ratio of obf the cu

All tenants -

Microsoft Entra ID Azure AD B2C 0% Azure virtual machine SFD
i o " 24 N
Azure blob container S,D Azure file share Admin portal settings
12 o 22 21721

Native Azure SQL backup monitoring i Azure SQL backup 0% Azure DevOps 509

Figure 2-2 SP4C Azure backup object dashboard
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The unified administration console simplifies configuration, monitoring, and reporting across
protected Azure resources, and its compliance features streamline regulatory reporting for
mandates such as GDPR and HIPAA. Integration with native Azure APIs supports operation
with minimal disruption to existing cloud workflows. Advanced analytics and alerting
capabilities enable proactive identification of backup failures and policy deviations and
support rapid remediation. This end-to-end solution reduces the operational burden on IT
staff, lowers the total cost of ownership, and helps ensure that critical cloud data is always
protected and recoverable.

2.2.2 Microsoft 365

SP4C for M365 is an SaaS solution that is designed to provide backup and recovery for M365
data, including Exchange Online, OneDrive, SharePoint Online, M365 Groups,

Teams, Microsoft Teams chat, Project Online, Public Folders, Viva Engage, Power Bl, Power
Automate, and Power Apps, as shown in Figure 2-3. The service allows clients to back up
their M365 data to IBM-provided Azure storage or to their own storage environment. Because
ransomware and cyberattacks continue to evolve, SP4C for M365 helps organizations
address shared responsibility gaps by enabling automated policy-driven backups up to four
times daily, granular search and restore features, and encryption in transit and at rest. This
capability includes bring your own key (BYOK), which gives clients more control over
encryption management. In addition, SP4C for M365 monitors for unusual activity and
provides configurable alerts to system administrators. After administrators receive an alert,
they can use Smart Assist restore capabilities to help ensure that recovered data is clean and
not affected by the original attack.

IBM Storage Protect for Cloud ~ —
Microsoft 365 =

#  I1BM (Demo) SS. n

" Reporting / Microsoft 365 unusual activities analysis
ackup

OneDrive  SharePoint Online Teams Microsoft 365 Groups

Dashboard  Details

S A

Protected OneDrive accounts OneDrive accounts with unusual activities

17 1

OneDrive accounts' unusual activities trends

Time range (UTC):9/30/2024 - 10/29/2024 &

Job monitor

5
4
3
2
1
0

A
N\
0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—0—C o}
Settings 930 107 1014 1021 1028

— Under potential ransomware attack ~— With unusual activities

Figure 2-3 SPA4C for M365 unusual activities reporting window

The platform includes a centralized web-based management console that IBM hosts in Azure,
and it allows administrators to monitor backup jobs, configure retention policies, and generate
detailed reports. Self-service and delegated administration features allow administrators and
authorized users to recover lost or corrupted files quickly and to minimize downtime. The
solution supports advanced security controls such as RBAC and multifactor authentication
(MFA). These controls help ensure that only authorized personnel access sensitive backup
data.
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SP4C for M365 enables authorized users to recover their own data through the SP4C
Recovery Portal. This service provides a web-based interface for restoring data and supports
protection for M365 environments in a centralized manner.

SP4C for M365 provides early detection capabilities for suspicious activity that might indicate
ransomware, as shown in Figure 2-4. The platform reporting and alerting capabilities notify
administrators when issues occur.

3§ exchange online

©

Protected 7 mailboxes
Backing up

)i Teams

©

Protected 4teams
Next backup 712872025 02:00 PM

&3 vivatngage

©

% OneDrive

©

Protected 18 users
Next backup 712812025 04:10 PM

a0
g Teams chat

Configure IBM Storage Protect for Cloud Microsoft
365

Power BI

©

-
B sharepoint Online

©

Protected 5 site collections
Next backup 712812025 11:06 AM

@2, Project Online

©

Protected 0site collections
Next backup 712872025 03:03 PM

% power Automate

©

) microsoft 365 Groups

©

Protected 7 groups
Next backup 712812025 04:00 PM

L4
B2 Public Folders

©

Protected 1folders
Backing up ' 1%

€ Power apps

©

Protected 0 communit ities Protected
Next backup 772812025 04:00 PM Next backup

Protected 4flows Protected

s 0apps
712872025 04:00 PM Next backup 772872025 04:05 PM Next backup 7/28/202510:45 AM

Figure 2-4 SP4C for M365 dashboard

2.2.3 Dynamics 365

Microsoft Dynamics 365 is a suite of intelligent business applications that combines customer
relationship management (CRM) and enterprise resource planning (ERP) capabilities. It
unifies business processes through cloud services, Al, and data-driven insights. In an
enterprise setting, organizations use Dynamics 365 to streamline operations across sales,
finance, customer service, supply chain, and marketing, which helps improve productivity and
decision making.

Under the shared responsibility model, Microsoft secures the cloud infrastructure (physical
hosts, network, and data centers), while customers must secure data, users, access
permissions, and compliance configurations within Dynamics 365. As a result, enterprises
must actively manage backups, user authentication, and data governance to help ensure
protection and compliance.

SP4C provides a robust SaaS backup solution for Dynamics 365 CRM through frequent,
encrypted, and granular backups with flexible storage options, including IBM-hosted storage
or bring your own storage (BYOS). Enterprises define backup scopes, schedules, and
policies to meet regulations and internal recovery time objective (RTO) and recovery point
objective (RPO) standards.
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10

Restore granularity in SP4C for Dynamics 365 is a key feature that enables administrators
and authorized users to recover exactly what they need. Administrators and authorized users
can restore specific tables (entities), individual records, or data at the field level within a
record. This precision helps reduce downtime and preserves data integrity. The compare
method enables administrators to review two recovery points in the same backup cycle to
identify lost or changed data and to recover records promptly, as shown in Figure 2-5. With
this level of granularity and control, organizations can meet operational recovery needs and
compliance requirements.
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Figure 2-5 SP4C Dynamics 365 Compare Data for Restore window

SP4C delivers powerful, enterprise-grade backup and recovery for Microsoft Dynamics 365,
helping ensure that critical customer and operational data is protected, as shown in

Figure 2-6. With support for automated, encrypted backups and flexible storage options,
including IBM-hosted and BYOS, enterprises retain control of their data. Granular restore
capabilities enable administrators and authorized users to recover data, from entities to
individual fields, which reduces downtime and helps prevent unnecessary data loss.
Enterprises retain full control over access, compliance, and recovery workflows to meet data
protection requirements defined by the shared responsibility model.

Backup
W, 0rg72d27023 & W, orgha0fffob @
'/ 7123 entities protected V 403 entities protected
Record backup Record backup @
Next backup 07/28/2025 1:00 PM Next backup 07/28/2025 11:47 AM
Audit data backup Audit data backup @
Next backup 07/29/2025 1:00 AM Next backup 07/28/2025 11:47 AM

Figure 2-6 SP4C Dynamics 365 backup information tile
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2.2.4 Salesforce

Salesforce is a cloud-based CRM platform that offers a suite of applications for sales, service,
marketing, commerce, and analytics, all designed to help businesses manage customer
relationships and drive growth. In an enterprise setting, Salesforce is widely used to centralize
customer data, automate workflows, personalize customer engagement, and gain real-time
insights across teams and business units.

Under the shared responsibility model, Salesforce secures the cloud infrastructure, including
servers, databases, and core application services, while customers must manage data, user
permissions, backup and recovery strategies, and compliance settings within the platform.

SP4C Salesforce delivers comprehensive backup and recovery for Salesforce environments,
including metadata, record data, and file attachments. These backups preserve relationships
between objects and attachments to enable full-fidelity restores. With granular restore options,
administrators can selectively recover specific records, related attachments, or entire data
hierarchies, and filter by owner, date, or other metadata for precise RPO tuning. Furthermore,
before a full restore is completed, administrators can compare backup data and metadata to
identify differences between objects or metadata in two backups, as shown in Figure 2-7.
Storage options include IBM-hosted Azure storage or customer-provided targets, with
encryption at rest and in transit and support for BYOK and RBAC. The solution also includes
sandbox seeding capabilities, which enables teams to populate Salesforce sandboxes with
real data for safe and effective development, testing, and training.

P—— N

Compare > Compare metadata

Figure 2-7 SPA4C Salesforce Compare Metadata window

SP4C offers comprehensive protection for Salesforce environments. It backs up metadata,
records, and attachments with full accuracy and integrity. It supports both IBM-hosted and
BYOS options, with built-in encryption and RBAC for added security. Granular restore
features allow businesses to recover exactly what they need quickly and efficiently, whether it
is a single record, related files, or an entire object structure.

2.2.5 Google Workspace

Google Workspace is a cloud-based productivity and collaboration platform that is developed
by Google. It includes widely used tools such as Gmail, Google Drive, Docs, Sheets, Slides,
Calendar, Chat, and Meet, all integrated to support seamless communication and workflow
across teams. In an enterprise setting, Google Workspace enables employees to collaborate
in real time, share files securely, manage schedules, and streamline daily operations from
almost any location.
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Under the shared responsibility model, Google secures the underlying infrastructure,
including data center operations, network security, and service reliability. Customers are
responsible for managing user access, data classification, sharing permissions, and
implementing appropriate backup and recovery strategies to protect their data within the
platform.

SP4C provides comprehensive backup and recovery for Google Workspace, covering Gmail,
Drive (including Shared Drives), Calendar, Contacts, Classroom, and Vault data. It offers
flexible, item-level or account-level recovery options through a recovery portal, which allows
targeted data recovery based on search or calendar criteria. The solution encrypts backups in
transit and at rest, and these backups can be stored on IBM-hosted Azure Blob storage or on
customer-provided storage. With RBAC and support for multi-region retention, the solution
helps ensure data security and compliance.

SP4C is a comprehensive solution for safeguarding Google Workspace data, offering broad
coverage and flexibility. Its intuitive calendar-based restore feature enables users to locate
and recover data that is associated with specific dates, which simplifies the recovery process
and reduces downtime, as shown in Figure 2-8. Whether organizations use IBM-hosted or
BYOS options, backups are encrypted end to end and can be customized to align with
enterprise compliance requirements. Designed for reliability and control, SP4C combines
automation, granular restore capabilities, and enterprise-grade security to support consistent
productivity in demanding environments.

|
Restore Searchmode ~ Calendar mode
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Jos3zam  |losazam v [loszzam Z
10334 1033 am o [ 2
Joszzen v Noszzen v Noszzom 2

J1033Au 1oz am =

4 B
|osazam  [loszam «l
Joaszem v Voszzem v

6 7 8 5 10 n 12
Joss3am  [los33am  [losz3am « |loss3am  [losz3am © |losz3am  [losz3am v
1033 A | 1oasam v||1033w | I1033am v||1033AM | 110338 v [1ozau ¢|
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Figure 2-8 SP4C Google Workspace Restore Calendar View Recovery window

IBM Storage Protect for Cloud: Safeguarding Critical SaaS Environments



Whether an organization uses IBM-hosted or BYOS options, backups are encrypted end to

end and can be customized to align with enterprise compliance requirements, as shown in

Figure 2-9. Designed for reliability and control, SP4C combines automation, granular restore

capabilities, and enterprise-grade security to support consistent productivity in demanding

environments.

Google Workspace  Vault  Google Classroom

Gmail @ Calenda

Gmail - Backup points

Subscription information

Purchased user seats

25

(©] contacts @ orive @ chat @ Shared drives @

Total users

IS

= Protected users @

Unprotected users

Assigned user seats Available user seats Expiration date

4 21 7/6/2026

Figure 2-9 SPA4C Google Workspace status window
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Integration Into SIEM solutions

Security information and event management (SIEM) are cybersecurity capability that
aggregates and analyzes log and event data from various sources within an organization’s IT
infrastructure. This centralized approach enables real-time monitoring, threat detection,
incident response, and compliance reporting.

This chapter describes the following topics:

» 3.1, “Introduction” on page 16

» 3.2, “Integration with QRadar” on page 16

» 3.3, “Integration with Splunk” on page 17

» 3.4, “Supported audit events” on page 17
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3.1 Introduction

As more customers use SIEM solutions to monitor both on-premises products as cloud
services, integrating IBM Storage Protect for Cloud (SP4C) with SIEM systems becomes
increasingly important. This chapter describes the integration of SP4C with two widely used

SIEM solutions: QRadar and Splunk.

3.2 Integration with QRadar

QRadar is a SIEM solution that is developed by IBM. It is designed to help organizations to
detect, investigate, and respond to cybersecurity threats in real time. The support page that is
shown in describes the steps that are required to integrate SP4C with QRadar by creating a
log source and a log source type. For more information, see How to integrate IBM QRadar

with IBM Storage Protect for Cloud.

Retum to Event List [§] Offense

Event Information

Map Event . False Posive B} Extract Property ) Previous () Next (25 Prnt §

Event Name Unknown
Low Level Category | Unknown

Event Description | Unknown

Magnitude @ ‘ Relevance 1

Username daniel.michel @de.ibm.com

Start Time Dec 11, 2024, 5:07:59 PM ‘ Storage Time Dec 11, 2024, 5:07:59 PM
Action (custom) | null

Severity ‘ 3 Credibility

Log Source Time ‘ Jan 11, 2024, 4:58:32 PM

Comment (custom) | null

Controller Name

(custom) AccountController

Functionality i
(custom)

Module (custom) null

e e daniel.michel@de.ibm.com
Obiect Type null

(custom)

OperationType

custom) null

Product (custom) | IBM Storage Protect for Cloud

Status (custom) | null

actionParameters

(custom) null

controllerName
(custom)
currentValue

(custom)

AccountController

Sign-in Status: Successful; IP Address: 84.128.148.94

geoLocation
(custom) -
partnerTenantOwner’
(custom)
previousValue
(custom)

null
null
null

Domain Default Domain

Source and Destination Information

Source IP ‘Visuza 148.94
Source Asset Name ‘ N/A

Source Port ‘ 0
i

‘ Destination Asset Name | N/A

Figure 3-1 Event information window in QRadar
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https://www.ibm.com/support/pages/node/7178240

3.3 Integration with Splunk

Splunk is a platform for searching, monitoring, and analyzing machine-generated data in real
time. The support page that is shown in Figure 3-2 describes the steps that are required to
integrate SP4C with Splunk by building and configuring a custom Splunk add-on. For more
information, see How to integrate Splunk with IBM Storage Protect for Cloud.

splunk>ent: e Apps ¥ Administrator v Me Settings v Activity v  Help v Find Q
Inputs  Configuration  Search
NeW sea rch Save As v Create Table View Close
sourcetype="SP4CAuditLog" Last 7 days v n

v 10 events (11/1/24 9:00:00.000 AM to 11/8/24 9:48:06.000 AM) No Event Sampling v Jobw led L] 4 *® Smart Mode ¥
Events(10)  Patterns  Statistics  Visualization
Format Timeline v — Zoom Out 1hour per column

List ¥ # Format 20 Per Page v
< Hide Fields = All Fields i | Time Event

> 1624 (@]
SELECTED FIELDS

814:07000 AM action: null
a host 1 N
actionName: Sign In

a source 1

actionParameters: null
a sourcetype 1 o B
actionTime: 2024-11-06T08:14:07Z
actionUser: ede. ibm. com
additionalDetails: { [+]
}
clientIP: 129.41.47.0
comment: null

INTERESTING FIELDS
a action 1
a actionName 4
a actionParameters 1
a actionTime 10
controllerName: AccountController
a actionUser 1
currentValue: Sign-in Status: Successful; IP Address: 129.41.47.0
a clientlP 4 i
functionality: null

a comment 1 N
geoLocation: null

a controllerName 3
module: null
a currentValue 7

# date_hour 5

Figure 3-2 Audit events search in Splunk ‘

objectName: ede. ibm. com

3.4 Supported audit events

Administrators of SIEM solutions such as Splunk and QRadar need to understand which
security events and logs SP4C sends so that they can create rules to capture critical attack
indicators. The list of currently supported SP4C audit events for each workload is available at
this link (downloadable Excel spreadsheet):
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IBM Storage Protect for Cloud
Partners

This chapter provides an overview and information about IBM Storage Protect for Cloud
(SP4C) and describes how it is designed to support ease of use for managed service
providers (MSPs). It highlights key features such as centralized management through the
Partner Portal, role-based access control (RBAC), reporting and monitoring tools,
standardized storage profiles, API integration, and built-in security measures. The solution
enables MSPs to manage and protect customer data across cloud platforms with scalability,
automation, and flexibility.

This chapter describes the following topics:
» 4.1, “Overview” on page 20
» 4.2, “Key features” on page 20
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4.1 Overview

SP4C Partners is a multi-tenant, cloud-native data protection solution designed for MSPs. It
enables partners to deliver secure, scalable, and automated backup and recovery services.
These services support enterprise cloud workloads such as Microsoft 365 (M365),
Salesforce, Microsoft Dynamics 365, Google Workspace, and various Microsoft Azure
services.

It is built on the SP4C platform with enhancements that are designed for MSP use cases.
SP4C Partners offers flexible billing models, tenant and administrative isolation, delegated
administration, and support for white-labeling. SP4C Partners includes a centralized
web-based interface, the Partner Portal, as shown in Figure 4-1.

s 1
o = +s @

Dashboard

Dashboard

°
Backup status - A

3 0

Pinned customers

or with bac . . . " iy .' Delicious Icecream Lrd (IBM)
..... Kup exceptions Customees with no back ates i

1 o]
a Flat Tire Ltd (1BM)

A issues found o

@
LI 4
]

Storage s B+ Export

Starage type (custemer count)

N\

Figure 4-1 SPA4C Partners Dashboard

4.2 Key features

This section outlines the key features of SP4C Partners that support scalable service delivery,
operational efficiency, and secure multi-tenant management for MSP environments.

4.2.1 Centralized management

20

Centralized management enables MSPs to oversee multiple customer environments through
a single interface, streamlining administration and improving operational visibility.

In the Partner Portal, the Customer subscriptions page displays general account and service
information, as shown in Figure 4-2 on page 21. Users can sort, filter, and search for
customers. MSPs can also perform administrative tasks for their customers. New customers
can be invited to SP4C by selecting Onboard new customer.
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Customer subscriptions

Customer subscriptions

a f 52 Fiter 1D Manage columns
Reparts =
[0 Customer Tenant owner Product subscriptions Status
0 & " " 2
[m] “i} Delicious Icecream Ltd (1BM) meghan grablemibm,com 2 5 subscriptionis o
O E Flat Tire Ltd (18M) daniel michelSde iben.com (2 5 SubsEROUONS
] Q- Ski Tours Ltd (1BM) robertsd@us.ibm.com (2 5 subscriptions © Working

Figure 4-2 SP4C Partners Customer Subscriptions window

Services can be added for an existing customer by selecting the customer and selecting Add
services, as shown in Figure 4-3.

& Back
Customer subscriptions Delicious Icecream Ltd (IBM)
n
Products & subscriptions Al Backup status

1BM Storage Protect for Cloud Miczasoft
365

=
-] [C]
Micrsoft 365 Google Workspace
IBM Storage Protect for Cloud Dynamics omer from |BM Storage Protect for Cloud Partners.
b =
IBM Storage Protect for Cloud Azure Dynamics 365 Salesfarce

16M Storage Protect for Cloud
Salesforce

Unusual activities analysis

|BM Storage Protect for Cloud Goagle OneDrive  SharePoint Online

Wiorkspace

]

Figure 4-3 SP4C Partners Subscribed Customer details window
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Similarly, existing subscriptions can be modified by selecting the customer subscription and
selecting Edit subscription, as shown in Figure 4-4.

Edit subscription

IBM Storage Protect for Cloud Microsoft 365

17425 pownload license details

Micrasoft 365 licenses (assignedavailable) @

Subscription type: *

[ Subscription

Storage:*

[ 18M Agure Storage

Note: Changing the value of this field means you are about to change the lecation where
the customer's backup data s stored. If the customer changes from the default storage
to BYOS, the legacy backup data in 1BM storage will be kept for 90 days.

Retention: *

Uniimited retention

Microsoft 365 services

Source: *

Podled subscription

Figure 4-4 SPA4C Partners Edit Subscription dialog

4.2.2 Role-based access

In the Partner Portal, MSPs can create local user accounts or configure a partner app profile
for M365. This configuration allows users and groups from Microsoft Entra ID to be added as
SP4C Partners users for a single sign-on (SSO) experience. With RBAC, MSPs can define
user permissions in the Partner Portal and in each managed customer’s backup and recovery
environment. Managed customers can be organized by using customer groups, as show in
Figure 4-5.

Seftings > Customer groups

Q Search for custamer group

Create customer group # Delete

[0 Name:z Customers & Created time ¢
[ European Customers 1 06/26/2025
[]  us Customers 2 06/26/2025
[ 1BM Demo Group 3 04/16/2025

Figure 4-5 SP4C Partners Customer groups window
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MSPs can create custom roles on the Roles page. Each custom role is assigned specific
system permissions and customer groups. This assignment helps ensure that users can
perform only the actions and manage only the customers who are allowed by the role in the
SP4C Partners Portal, as shown in Figure 4-6.

164 Storage Protect lor Cloud _
oo E r a2 @

Settings > Roles > Role details

CustomAdminRoleUs # Edic

Permissions  Services Customers  Membership

Us Customers

Figure 4-6 SP4C Partners Role details window

4.2.3 Reporting

The Partner Portal provides reporting capabilities that help MSPs to improve operational
efficiency, as shown in Figure 4-7. Unified dashboards present a single view of backup and
storage activities across multiple customers, platforms, and locations. MSPs can identify
issues, such as failed backups or capacity limits, without checking individual systems. MSPs
can also easily view the status of customer subscriptions, including license usage and
expiration dates. This approach reduces the time and effort that is required for manual data
collection and monitoring.

18M Storage Protect for Clowd ~~ __
e = cs @
Reports > Report center » Customer operations report — =
Summary
1BM Storage Protect for Cloud Salesforce 1BM Storage Protect for Cloud Microsoft 1BM Storage Protect for Cloud Dynamics Auto Discovery
365 365
0 0 0 0

Failed jobs Failed jobs Failed jobs Failed jobs

Customers

a Flat Tire Ltd (1BM) o et ',& Delicious Icecream Ltd (IBM) wdeta A 5k Tours Led yBM)

Registered account:

Country o region: Country or region: Country or region:
rited State: United States United States
Service status Service status Service status

1BM Storage Protect for Cloud Salesforce Failed jobs 1BM Stor ge Protect for Cloud Salesforce 0 Fa

tect for Cloud Salesforce 0 Failed jobs

Falled jobs Cloud Dynamics.... 0 Faile

Failed jobs 0 Failed jobs

Figure 4-7 SP4C Partners Reports window
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The report generation engine can automatically generate and distribute reports on a daily,
weekly, or monthly basis, as shown in Figure 4-8. MSPs can customize these reports to meet
their operational requirements. This capability reduces operational effort and improves
consistency in communication.

IBM Storage Proteet for Clowd
Pastners

Reports > Report center > Create areport

Report na

Description

[ Export the report in a schedule

Frequency * File type *

Start date *

&

Recipients *

Storage per customer P

Figure 4-8 SPA4C Partners Report center creation dialog

4.2.4 Monitoring

24

The Partner Portal provides an integrated single pane of glass for monitoring all customer
backup environments. It presents details about data protection jobs, storage consumption,
and system health. The Partner Portal triggers alerts automatically and sends them by email,
as shown in Figure 4-9.

IBM Storage Protect for Cloud Azure
Backup Job Report
The backup job was finished with exception. Refer to the table below for more
details:
Job ID 1B20250626230030724
Backup Scope Name Azure AD B2C Backup Scope
Operator IABM Storage Protect for Cloud System
ccount
daniel.michel@de.ibm.com
Tenant Owner (baa46109-3921-4288-98e6-
dd54b1dédc5a)
Start Time 6/26/2025 23:00:30 (UTC)
Finish Time 6/26/2025 23:09:13 (UTC)
Description
Status Finished with Exception
An unexpected error occurred. Please
Comment contact IBM Support for assistance.

Figure 4-9 Backup Job Report email example
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4.2.5 Storage

Storage profiles allow MSPs in SP4C Partners to standardize storage across multiple
customers. Instead of configuring storage settings individually for each customer individually,
MSPs can assign a storage profile that contains predefined configurations, as shown in
Figure 4-10. SP4C Partners includes built-in support for many cloud storage providers.

Settings » Storage profile

Create a storage profile

#® To enhance security when using your storage device, it is hiy
Storage Protect for Cloud access to your storage. For detailé

Profile name: *

Q. Search by profile name

# Edit W Delete

Settings

[0 Profile name ¢

Description

Storage type: *

Microsoft Azure Storage

FTP

SFTP

Amazon 53

Amazen S3-Compatible Storage
IBM Storage Protect - 53

IBM Cloud Object Storage
Google Cloud Storage

Microsoft Azure Storage

cancel B

Figure 4-10 SPAC Partners Storage profile dialog

4.2.6 IBM Graph API

SP4C Partners includes the IBM Graph API, which streamlines partner operations. The API
provides a flexible interface for programmatic access to the data protection platform. It
enables MSPs to manage customers, customer subscriptions, data protection jobs, and

protected data (for SP4C M365 only).
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4.2.7
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MSPs can open the Settings page and select Create App Registration on the APl app
registration page to generate access credentials, as shown in Figure 4-11. The IBM Graph
API supports both client secrets and certificates for authentication.

Create app registration

Name *

APl access

Permission *
& partner.coprotected.read.all
(@ pantner.customers.read.all

[ partner.jobs.read.all

Figure 4-11 SPA4C Partners API app registration dialog

Security

SP4C Partners provides security by design. It includes built-in tenant isolation, which can
ensure that each customer environment is logically separated while still allowing MSPs to
monitor all customers from a central location. With role-based access, authorized users see
only the data that corresponds to their roles or assigned customers. All administrative actions
in the Partner Portal and in each customer’s data protection environment are tracked for
auditing and compliance, as shown in Figure 4-12.

e @
Reports > Reportcenter > User activity report
Activity Report
Q search f iGN &2 Filter M Manage columng.
E: Export
Operation time. Operated by Module Category. Operation Target object
067302025 11:3253 danielmichel@de bm.com settings APIapp registration Ageess AP app registration WA
06/30/2025 11:2957 danielmichelfde ibm.com Settings AP app registration Access APl app registration A
06/30/2025 11:29:34 chel@de bm.com Others Login Login daniel michelgde ibrm.com
06/27/2025 12122 danielmichelfde bm.com Settings AP app regisration Aecess AP| app registration NiA
06/27/2025 09:39:58 danielmichei@de ibm.com Customer subscriptions Log inta service Log into 1BM Storage Protect for Cloud  meghan grable@iben.com

Figure 4-12 SPA4C Partners User activity report window

IBM Storage Protect for Cloud: Safeguarding Critical SaaS Environments



Conclusion

The rise of ransomware and targeted cyberattacks requires organizations to reassess data
protection and recovery practices. As software as a service (SaaS) adoption increases and
platforms such as Microsoft 365 become central to business operations, IT leaders must
adapt traditional strategies to support resilient, cloud-ready solutions. Many organizations
assume that cloud-provided safeguards fully protect their data. However, the
shared-responsibility model makes clear that organizations remain accountable for data
protection.

To secure critical workloads and maintain business continuity, organizations need third-party
backup and recovery solutions that address SaaS-specific risks. IBM Storage Protect for
Cloud (SP4C) provides capabilities that support reliability, rapid recovery, and threat
detection. These measures are essential as data breaches continue to have significant
operational and financial consequences.

Managed service providers also use SP4C to deliver data protection as a managed service.
With multi-tenant architectures and centralized monitoring, MSPs can scale backup
operations, meet service-level commitments, and provide consistent oversight. This approach
allows IT teams to focus on strategic initiatives instead of infrastructure management. This
approach provides access to cloud data protection through subscription-based service
models and supports resilience for organizations of all sizes.

Overall, the combination of increasing cyberthreats, expanding SaaS usage, and the shared
responsibility model underscores the need for comprehensive cloud data protection. By using
solutions such as SP4C directly or through trusted MSPs, organizations can achieve backup
coverage, rapid recovery, and proactive threat monitoring across critical workloads. This
alignment helps mitigate operational risk and supports innovation within a secure and resilient
digital environment. Proactive data protection with SP4C transforms potential vulnerabilities
into strategic advantages and helps reduce risk and supports consistent business operations
as organizations continue to grow.
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