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Preface

Metro disaster recovery (DR) provides two-way synchronous data replication between 
IBM® Fusion HCI clusters installed at two sites. In the event of a site disaster, applications 
can be failed over to the second site. The replication between the sites is synchronous, 
hence, the Metro DR solution is only available for metropolitan distance data centers with 40 
milliseconds latency or less. 

This IBM Redpaper publication will help you install and configure the new Metro DR function. 
The use case will show the end to end process with the failover and failback of a filebrowser 
application.
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� Global Data Platform Configuration for Metro-DR pairing through services page
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� UI modifications for Disaster Recovery Topology page
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� UI modifications for Disaster Recovery Replicated applications page
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� UI modifications for failover of applications made easy
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Chapter 1. Metro disaster recovery 
deployment models

IBM Fusion HCI provides a feature, Metro DR, to achieve a highly available (HA) storage 
infrastructure. This chapter describes the Metro DR use case for disaster recovery (DR).

1
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1.1  Introduction

Metro DR (Disaster Recovery) provides two-way synchronous data replication between 
IBM Fusion HCI clusters installed at two sites. In the event of a site disaster, applications can 
be failed over to the second site. The replication between the sites is synchronous. Hence, 
the Metro DR solution is only available for metropolitan distance data centers with 
40-millisecond latency or less. 

The Metro DR architecture consists of the following components as shown in Figure 1-1.

1. Home Site - This is the first site in the Metro DR configuration, also referred to by Local 
site or Home Site or Site1 in this guide. 

2. Remote Site - This is the second site in the Metro DR configuration, also referred to as 
Remote Site or Site2 in this guide.

3. Tiebreaker 

Figure 1-1   Metro DR configuration

IBM Fusion HCI is based on IBM Storage Scale and uses its “stretch cluster” feature to 
provide a unique active-active resiliency across data centers that are up to 150 km distant. 
This is achieved by spanning an IBM Storage Scale file system across two IBM Fusion and 
Red Hat OpenShift Container Platform (OCP) clusters and synchronously replicating the data 
between both availability zones as shown in Figure 1-2 on page 3. The goal is to allow for an 
IBM Fusion to synchronously replicate data to another nearby IBM Fusion, each with their 
own OpenShift clusters.

Site1 Site2
2 IBM Fusion HCI: Metro Disaster Recovery Use Case



Figure 1-2   Metro DR component architecture

1.2  Deployment Models

There are two deployment models for Metro DR configuration.

1.2.1  Deployment Type #1 

As a client, you buy a single IBM Fusion appliance. Later, as the business requirements 
increase, you need another IBM Fusion appliance as well if you want to achieve DR. In this 
case as shown in Figure 1-3, you convert the first appliance into Site1 (Refer to 2.1.3, “Site2 
Installation” on page 25 for the steps to configure Global Data Platform) and then continue 
with the installation of the second appliance as Site2. 

Figure 1-3   Deployment model Type #1 for setting up DR
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1.2.2  Deployment Type #2 

As a client, based on business requirements, you plan to have DR. In this case, you would 
have to purchase two IBM Fusion appliances, see Figure 1-4. The installation of the two 
appliances will be done in sequence. During IBM Fusion appliance setup, on the Disaster 
Recovery step, ensure to select the appropriate options. For the first rack install, select Site1 
and for the second appliance install, select Site2. Refer to 2.1, “Installation” on page 6.

Figure 1-4   Deployment model Type #2 for setting up DR
4 IBM Fusion HCI: Metro Disaster Recovery Use Case



Chapter 2. IBM Fusion HCI Metro disaster 
recovery installation

IBM Fusion HCI provides a feature, Metro DR, to achieve a highly available (HA) storage 
infrastructure. This chapter describes the Metro DR installation steps based on the selected 
deployment model.

2
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2.1  Installation

This section will guide you through the installation of the IBM Fusion appliances in a Metro 
DR configuration. It will also guide to install the Tiebreaker and configure it.

2.1.1  Prerequisites

Before you begin installation, you need to ensure that the IBM Fusion HCI appliance is set up 
in the data center as per guidance from IBM. 

1. For more information for IBM Fusion HCI 2.7 installation, see:

– Planning and prerequisites R2.7.x for instructions to setup the appliance in Data 
Center.

– General Metro-DR prerequisites R2.7.x for instructions to setup network and 
connectivity between Metro DR clusters.

2. For more information for IBM Fusion HCI 2.8 installation, see:

– Planning and prerequisites R2.8.x for instructions to setup the appliance in Data 
Center.

– General Metro-DR prerequisites R2.8.x for instructions to setup network and 
connectivity between Metro DR clusters.

2.1.2  Site1 installation for Deployment type #2

If you have considered deployment type #2 from 1.2.2, “Deployment Type #2” on page 4, 
follow these steps to start the Site1 install.

Network configuration
Follow these steps to set up the network configuration:

1. Select the Deployment Type as Single Rack and click Next as shown in Figure 2-1.

Figure 2-1   Deployment Type
6 IBM Fusion HCI: Metro Disaster Recovery Use Case
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2. Enter the details of the Network configuration as shown in Figure 2-2.

Figure 2-2   Network settings

3. Click on the Confirm button as shown in Figure 2-2.

The Network configuration provisions Node IP, configures DHCP, and NTP as shown in 
Figure 2-3, Figure 2-4 on page 8, and Figure 2-5 on page 8.

Figure 2-3   Network validation
Chapter 2. IBM Fusion HCI Metro disaster recovery installation 7



Figure 2-4   Network validation - DHCP configuration

Figure 2-5   Network validation - NTP configuration

4. The network configuration is completed successfully as shown in Figure 2-6 on page 9.
8 IBM Fusion HCI: Metro Disaster Recovery Use Case



Figure 2-6   Network validation - Successful completion.

5. Click the Finish button. This page will continue with the installation as shown in 
Figure 2-7.

Figure 2-7   Next Steps

The following steps describe the installation process for IBM Storage Fusion:

1. To proceed with the IBM Fusion install, use the URL as shown in Figure 2-7 for your 
system.

2. You are presented with a License agreement page. Read the License agreement and 
Privacy policy. Then, accept the license and click on Continue button as shown in 
Figure 2-8 on page 10.
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Figure 2-8   License agreement

3. The Getting Started page displays the procedure for Install process as shown in 
Figure 2-9.

Figure 2-9   Network precheck

4. The Network precheck page displays all the nodes of the appliance along with the other 
details like MAC address, status, location, hostname, and IP address as shown in 
Figure 2-10 on page 11.
10 IBM Fusion HCI: Metro Disaster Recovery Use Case



Figure 2-10   Network precheck details

5. Select the image registry as per your requirements as shown in Figure 2-11. Enter the 
details and click Next.

Figure 2-11   Image registry

6. In the Network Settings page as shown in Figure 2-12 on page 12, choose the Yes 
option to use Global Data Platform to enable Metro Disaster Recovery and choose First 
Cluster for the question Is this the first or second cluster in the Metro DR 
relationship?
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Figure 2-12   Network settings 

Also, as shown in Figure 2-13 Network settings, enter the details of the OpenShift 
network and storage network.

Figure 2-13   Network settings 

7. On the Custom certificate page as shown in Figure 2-14 on page 13, provide the details 
of your organization certificate, if any or else set the Configure Now to No and click 
Finish to start the installation as shown in Figure 2-15 on page 13.
12 IBM Fusion HCI: Metro Disaster Recovery Use Case



Figure 2-14   Custom certificate using your organization’s certificate

Figure 2-15   Custom certificate with selection of No to Configure now

8. Once the Install completes, the button to download the password and CoreOS key is in the 
enabled state.

9. Click the button Download Password and CoreOS key shown in Figure 2-16 on 
page 14.

10.Now, click on the IBM Storage Fusion button to proceed with the install.
Chapter 2. IBM Fusion HCI Metro disaster recovery installation 13



Figure 2-16   OpenShift Initialization

Once the prior steps are completed, a three-node OpenShift Cluster is deployed and 
IBM Storage Fusion software is installed on it.

Click on IBM Storage Fusion button to launch the IBM Storage Fusion user interface as 
shown in Figure 2-17.

Figure 2-17   OpenShift Initialization - launch IBM Storage Fusion user interface

Addition of remaining nodes to the OpenShift Cluster
This section describes the steps for adding the remaining nodes to the OpenShift cluster. 

From the left menu, navigate to the Infrastructure → Nodes page shown in Figure 2-18 on 
page 15.
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Figure 2-18   Nodes Page - Configured Tab

Click on the Discovered tab shown in Figure 2-19.

Figure 2-19   Nodes page - Discovered Tab

Select all the nodes from the Discovered tab shown on Figure 2-20 on page 16.
Chapter 2. IBM Fusion HCI Metro disaster recovery installation 15



Figure 2-20   Nodes page - Discovered Tab

Click Add to Cluster button. This opens up a dialog box listing the nodes.

Click on Add button to begin the node addition process as shown in Figure 2-21.

Figure 2-21   Nodes page - Add Node Dialog Box

As shown in Figure 2-22 on page 17, the nodes are moved from Discovered page to 
Configured page. The progress of nodes addition is shown on this page.
16 IBM Fusion HCI: Metro Disaster Recovery Use Case



Figure 2-22   Nodes page - Configured Tab

Once the node addition process completes, the nodes status changes to Normal as shown in 
Figure 2-23.

Figure 2-23   Nodes page - Configured Tab with additional nodes

Global Data Platform Installation
From the left menu, navigate to the Services page as shown in Figure 2-24 on page 18.
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Figure 2-24   Services page

Click on Global Data Platform tile, a dialog box opens up. Click on Install button as shown in 
Figure 2-25.

Figure 2-25   Services page - Global Data Platform Dialog Box

The Install service dialog box opens up, Click on Install button shown in Figure 2-26 on 
page 19.
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Figure 2-26   Services page - Install Services Dialog Box

Global Data Platform service installation is in progress as shown in Figure 2-27.

Figure 2-27   Services page - Global Data Platform Installation Progress

Once the installation is complete, the Global Data Platform service shows Healthy as 
shown in Figure 2-28 on page 20.
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Figure 2-28   Services page – Global Data Platform Installation Completion

Global Data Platform Configuration
In the left menu, navigate to the Services page, click on Configure now as shown in 
Figure 2-29.

Figure 2-29   Services page 

Selecting Configure now opens up the Global Data Platform page as shown in Figure 2-30 
on page 21.
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Figure 2-30   Global Data Platform Page

Click Configure storage and toggle on Set up Disaster Recovery as shown in Figure 2-31.

Figure 2-31   Global Data Platform Page - Configure Storage

Select Metro configuration and click Next as shown in Figure 2-31.
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Figure 2-32   Global Data Platform Page - Configure Storage

Select the Recovery Group as per the nodes available in the Fusion HCI appliance. Click 
Show advanced section to select the Block size as shown in Figure 2-33.

Figure 2-33   Global Data Platform Page - Configure Storage

Select the block size and click on Configure as shown in Figure 2-34 on page 23.
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Figure 2-34   Global Data Platform Page – Configure Storage

The message Configuring Storage appears as shown in Figure 2-35.

Figure 2-35   Global Data Platform Page

The Global Data Platform configuration started as shown in Figure 2-36 on page 24.
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Figure 2-36   Global Data Platform Page - Configure Storage in progress

As soon as the configuration completes, the Global Data Platform service page shows the 
storage cluster health as OK and the nodes shows the Storage Status as Normal as shown 
in Figure 2-37.

Figure 2-37   Global Data Platform Page - Configure Storage completion 

Now, we are ready to use IBM Fusion as shown in Figure 2-38 on page 25.
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Figure 2-38   IBM Fusion Quick start page

2.1.3  Site2 Installation

This section describes the steps to install Site2, regardless of the deployment type from 1.2, 
“Deployment Models” on page 3.

Network configuration
The network configuration steps for Site2 are similar to the steps for Site1. Follow 2.1.2, 
“Site1 installation for Deployment type #2” on page 6. 

Save the URL given at the end of the network configuration step as shown in Figure 2-39.

Figure 2-39   Site2 - Network Configuration - Next Steps
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IBM Storage Fusion installer
The following steps describe the installation process for IBM Storage Fusion:

1. To proceed with IBM Storage Fusion install, use the URL as shown in Figure 2-39 on 
page 25 for your system.

2. You are presented with a License agreement page. Read the License agreement and 
Privacy policy. Then, accept the license and click Continue as shown in Figure 2-40.

Figure 2-40   License Agreement

Click on Get Started in the Network Precheck page shown in Figure 2-41.

Figure 2-41   Network precheck - Getting Started 
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The Network precheck page displays all the nodes of the appliance along with the other 
details like MAC address, status, location, hostname, and IP address as shown Figure 2-42 
on page 27.

Figure 2-42   Network precheck

Click Next. Select the image registry as shown in Figure 2-43. Enter the details and click 
Next.

Figure 2-43   Image registry

Note: If any issues are indicated in the page, connect with IBM to resolve the issue before 
proceeding further.
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In the Network Settings page as shown in Figure 2-12 on page 11, choose the Yes option to 
use Global Data Platform to enable Metro Disaster Recovery. For Site2, choose Second 
Cluster for the question Is this the first or second cluster in the Metro DR relationship? 
as shown in Figure 2-44 on page 28.

Figure 2-44   Network Settings

Also, as shown in the Network Settings page (Figure 2-45) enter the details of the OpenShift 
network and storage network. Click Next to proceed.

Figure 2-45   Network Settings

On the Custom certificate page as shown in Figure 2-46 on page 29, provide the details of 
your organization certificate, if any. Click Finish to start the installation.
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Figure 2-46   Custom certificate

Once the install completes, the message is displayed as shown in Figure 2-47.

Click on Download Password and CoreOS key button to download OpenShift credentials. 
Once the credentials are downloaded, the IBM Storage Fusion button is enabled.

Figure 2-47   OpenShift initialization

Note: IBM Storage Fusion installation completed successfully. Download password and 
CoreOS key is enabled.
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Addition of remaining nodes to the OpenShift Cluster
The steps for addition of remaining nodes to the OpenShift cluster for Site1 and Site2 are 
similar. Follow the steps in “Addition of remaining nodes to the OpenShift Cluster” on 
page 14.

Global Data Platform Installation
The steps for Global Data Platform Installation for Site1 and Site2 are similar. Follow the steps 
in “Global Data Platform Installation” on page 17.

Global Data Platform Configuration
This section explains how to set up the Global Data Platform Configuration.

Ensure that the following prerequisites are met.

� IBM Storage Scale on the Site1 is healthy and all IBM Storage Scale core pods are up and 
running. 

� Ensure that the disk count is the same on Site1 or Standalone appliance and Site2. 

� Ensure that Site2 has the same supported OpenShift Container Platform version as Site1.

� Collection of Connection Snippet from Site1 or Standalone appliance.

Log in to IBM Storage Fusion user interface of Site1.

From the left pane menu, navigate to the Disaster Recovery → Overview page as shown in 
Figure 2-48.

Figure 2-48   Site1 - IBM Storage Fusion User Interface

Click on Generate Connection Snippet. It opens up a dialog box as shown in Figure 2-49 on 
page 31. Click on Copy snippet to copy the connection details of Site1.
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Figure 2-49   Site1 - Disaster Recovery - Overview Page - Connection Snippet

Steps to configure Site2 Storage Configuration
Log in to IBM Storage Fusion user interface of Site2.

In the left pane menu, navigate to Services. Click Configure Now as shown in Figure 2-50.

Figure 2-50   Site2 - Services page

The Global Data Platform page opens up. Click on Configure Storage button as shown in 
Figure 2-51 on page 32.
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Figure 2-51   Site2 - Global Data Platform

On Configure storage, click Setup Disaster Recovery. Click the Next button as 
shown in Figure 2-52.

Figure 2-52   Global Data Platform - Configure Storage 

On the Configure storage page perform the following steps:

� In the Configure storage section, select Metro (Figure 2-53 on page 33).
� In the How do you intend to use this cluster section, select Second Site.
� In the Connect to the first site section, enter the connection snippet of Site1 as collected 

in the prerequisites section.
� Enable Jumbo Frames as required by your organization.
� Click Configure to proceed.
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Figure 2-53   Site2 - Global Data Platform - Configure Storage 

After selecting Configure, the selection box will show the status of configuring as shown in 
Figure 2-54.

Figure 2-54   Site2 - Global Data Platform – Configure Storage in progress

Once the Global Data Platform configuration is completed successfully, the health of the 
Storage cluster shows OK and the Storage status of nodes shows Normal as shown in 
Figure 2-55 on page 34.
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Figure 2-55   Site2 - Global Data Platform - Configure Storage Completed

Disaster recovery
On the IBM Storage Fusion user interface, in the left pane menu, click Disaster recovery → 
Topology as shown in Figure 2-56.

Figure 2-56   Disaster recovery

2.1.4  Tiebreaker installation 

A special tiebreaker node is hosted at a third site and is used to determine which cluster is in 
charge of the data in the event that the network between the two clusters is severed. 
Configuring a Metro DR topology requires several network connections to be made between 
the two clusters and the tiebreaker.
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The following are the installation requirements:

� Hardware requirements are CPU 2 cores, Memory 4G, a raw disk with less than 20 GB.

� For software requirements, see:

– Software requirements for 2.7.x.

– Software requirements for 2.8.0.

– Software requirements for 2.8.1.

� For tiebreaker allowed ports, see:

– Securing the IBM Storage Scale system using firewall for 2.7.x.

– Securing the IBM Storage Scale system using firewall for 2.8.0.

– Securing the IBM Storage Scale system using firewall for 2.8.1. 

� Download the following from the IBM Entitled System Support. 

– Storage_Scale_Data_Management-5.1.9.1-x86_64-Linux.tar.gz for 2.7.x

– Storage_Scale_Data_Management-5.2.0.0-x86_64-Linux.tar.gz  for 2.8.0

– Storage_Scale_Data_Management-5.2.0.1-x86_64-Linux.tar.gz for 2.8.1

The following steps show the download and installation: 

1. Log in into the Entitled Systems Support (ESS) portal as shown in Figure 2-57.

Figure 2-57   Entitled Systems Support (ESS) portal

2. Click on My Entitled Software as shown in Figure 2-58 on page 36.
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Figure 2-58   Entitled Systems Support website

3. Click on Software Downloads as shown in Figure 2-59.

Figure 2-59   Software Downloads

Figure 2-60 provides background for ESS website for My Entitled Software downloads.

Figure 2-60   Software Downloads
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4. Search for the product 5771 as shown in Figure 2-61.

Figure 2-61   Search Product

5. Select the product 5771-PP7 (IBM Storage Fusion HCI) as shown in Figure 2-62.

Figure 2-62   Select the product

6. The selected product is displayed as shown in Figure 2-63. Click Continue.

Figure 2-63   Selected product display

7. Click the checkbox as shown in Figure 2-64 on page 38. Click Continue.
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Figure 2-64   Confirm the selected products

8. Read the License Terms and click on I agree as shown in Figure 2-64.

Figure 2-65   License Terms confirmation

9. Select the download method as shown in Figure 2-66 and click Continue.

Figure 2-66   Download method
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10.Review the download details as shown in Figure 2-67 and click the Download now button.

Figure 2-67   Start download

11.Once the download is complete, navigate to the download folder. List the contents of the 
directory. You should be able to see the files as listed in Example 2-1.

Example 2-1   Downloaded files

[root@isftc11tbm9m10 ~]# 
ls Storage_Scale_Data_Management-5.1.9.1-x86_64-Linux.tar.gz

12.Change the permissions of the file as shown in Example 2-2.

Example 2-2   Permission change

[root@isftc11tbm9m10 ~]# $chmod +x 
Storage_Scale_Data_Management-5.1.9.1-x86_64-Linux.tar.gz
$./Storage_Scale_Data_Management-5.1.9.1-x86_64-Linux.tar.gz

13.Start the installation as shown in Figure 2-68 on page 40 and Figure 2-69 on page 41. 
Input the details as requested.
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Figure 2-68   Installation 

Figure 2-69 on page 41 is the continuation of the installation show in Figure 2-68.
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Figure 2-69   Install continuation

14.Navigate to the Ansible toolkit directory as shown in Example 2-3.

Example 2-3   Ansible toolkit directory

[root@isftc11tbm9m10 ~]# cd /usr/lpp/mmfs/5.1.9.1/ansible-toolkit 

15.View the contents of the directory as shown in Example 2-4. Verify that you see a file 
named Spectrumscale.

Example 2-4   Directory contents of ansible-toolkit directory

[root@isftc11tbm9m10 ansible-toolkit]# ls
ansible  cli            documentation  externallibs       license  __pycache__  Spectrumscale
bin      configuration  espylib        installer.snap.py  logs     README       _version.py
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16.Install the toolkit as shown in Example 2-5 using the following command:

./Spectrumscale setup -s <IP of the scale cluster master node>

Example 2-5   Ansible-toolkit install

[root@isftc11tbm9m10 ansible-toolkit]# ./Spectrumscale -s 192.168.192.220
[ INFO  ] Installing prerequisites for install node
[ INFO  ] Found existing Ansible installation on system.
[ INFO  ] Install Toolkit setup type is set to IBM Storage Scale (default). If 
an ESS is in the cluster, run this command to set ESS mode: ./Spectrumscale 
setup -s server_ip -st ess
[ INFO  ] Your ansible controller node has been configured to use the IP 
192.168.192.220 to communicate with other nodes.
[ INFO  ] Port 10080 will be used for package distribution.
[ INFO  ] SUCCESS
[ INFO  ] Tip : Designate protocol, nsd and admin nodes in your environment to 
use during install:./Spectrumscale -v node add <node> -p  -a -n

17.Get the secrets of the following Storage Scale keys as shown in Example 2-6.

Example 2-6   Secrets of IBM Storage Scale

oc get secret ibm-Storage-scale-core-ssh-key-secret -n ibm-Storage-scale -ojsonpath="{.data.ssh-authorizedkeys}"
oc get secret ibm-Storage-scale-core-ssh-key-secret -n ibm-Storage-scale -ojsonpath="{.data.ssh-privatekey}"
oc get secret ibm-Storage-scale-core-ssh-key-secret -n ibm-Storage-scale -ojsonpath="{.data.ssh-publickey}"

18.Validate the secrets from Step 17 are present in the file tiebreaker_nodedefinition.json 
as shown in Example 2-7.

Example 2-7   Secret validation

[root@isftc11tbm9m10 ansible-toolkit]# cd /usr/lpp/mmfs/5.1.9.1/ansible-toolkit/ansible/vars/ 
Edit tiebreaker_nodedefinition.json file with secrets collected as in 2.6 and tiebreaker ip
[root@isftc11tbm9m10 vars]# cat tiebreaker_nodedefinition.json
{
"scale_cluster": {
 "scale_version": "5.1.9.1",
 "ssh_authorizedkeys": "c3NoLXJzYSBBQUFBQjNOemFDMXljMkVBQ.."
"ssh_privatekey": "LS0tLS1CRUdJTiBSU0EgUFJJVkFURSBLRVktLS0tLQp.."
"ssh_publickey": "c3NoLXJzYSBBQUFBQjNOemFDMXljMkVBQUFBREFR.."
},
"tiebreaker_node": [
 {
   "fqdn": "192.168.192.220"
 }
]
}

19.Copy the yaml files as shown in Example 2-8. 

Example 2-8   Copy the yaml files

cp /usr/lpp/mmfs/5.1.9.1/ansible-toolkit/ansible/sample/playbook_tiebreakernode_install.yml  
/usr/lpp/mmfs/5.1.9.1/ansible-toolkit/ansible/sample/set_json_variables_tb.yml  
/usr/lpp/mmfs/5.1.9.1/ansible-toolkit/ansible/

Run the following command to configure the SSH passwordless:
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sed -i 's/scale_private_public_key_config: false/scale_private_public_key_config: true/g' 
/usr/lpp/mmfs/5.1.9.1/ansible-toolkit/ansible/playbook_tiebreakernode_install.yml

20.Navigate to the ansible directory to run the playbook as shown in Example 2-9.

Example 2-9   Run the ansible playbook

[root@isftc11tbm9m10 ~]# cd /usr/lpp/mmfs/5.1.9.1/ansible-toolkit/ansible/
[root@isftc11tbm9m10 ansible]# ansible-playbook 
playbook_tiebreakernode_install.yml

21.Ensure the playbook runs successfully as shown in Example 2-10.

Example 2-10   Run playbook to install Tiebreaker

[root@isftc11tbm9m10 ansible]# ansible-playbook playbook_tiebreakernode_install.yml 
[WARNING]: provided hosts list is empty, only localhost is available. Note that the 
implicit localhost does not match 'all'

PLAY [localhost] 
****************************************************************************************
*****************************************************
 
TASK [Gathering Facts] 
****************************************************************************************
***********************************************
ok: [localhost]
 
TASK [Read all intermediate output from Resource Details] 
****************************************************************************************
************
ok: [localhost]
 
TASK [Check valid json file] 
****************************************************************************************
*****************************************
ok: [localhost] => {
    "changed": false,
    "msg": "All assertions passed"
}
 
TASK [Pass all inputs related to creating Spectrum Scale cluster to all nodes] 
*******************************************************************************
changed: [localhost] => (item={'fqdn': '192.168.192.220'})
 
PLAY [tierbreaker_node] 
****************************************************************************************
**********************************************
 
TASK [Gathering Facts] 
****************************************************************************************
***********************************************
ok: [192.168.192.220]
 
TASK [tierbreaker node | install] 
****************************************************************************************
************************************
ok: [192.168.192.220] => {
    "msg": "Tierbreaker node installation is in progress. This may take a while. Please 
be patient."
}
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…
 
TASK [prepare | Authorize all SSH keys] 
****************************************************************************************
******************************
ok: [192.168.192.220] => (item=192.168.192.220)
 
TASK [shell] 
****************************************************************************************
*********************************************************
changed: [192.168.192.220]
 
TASK [shell] 
****************************************************************************************
*********************************************************
changed: [192.168.192.220]
 
TASK [prepare | Change the Port 12345 in ssh_config] 
****************************************************************************************
*****************
ok: [192.168.192.220]
 
TASK [prepare | Change the Port 12345 in sshd_config] 
****************************************************************************************
****************
changed: [192.168.192.220]
 
TASK [prepare | Restart the sshd service] 
****************************************************************************************
****************************
changed: [192.168.192.220]
 
TASK [Create a file in tiebreaker to avoid mounting any filesystem] 
****************************************************************************************
**
changed: [192.168.192.220] => (item=192.168.192.220)
[WARNING]: Consider using the file module with state=touch rather than running 'touch'.  
If you need to use command because file is insufficient you can add
'warn: false' to this command task or set 'command_warnings=False' in ansible.cfg to get 
rid of this message.
 
PLAY RECAP 
****************************************************************************************
***********************************************************
192.168.192.220            : ok=67   changed=6    unreachable=0    failed=0    
skipped=46   rescued=0    ignored=0   
localhost                  : ok=4    changed=1    unreachable=0    failed=0    skipped=0    
rescued=0    ignored=0   
 
Run lsblk to get the device name of the raw disk attached to the tiebreaker VM. The 
device name gets used later to add the tiebreaker into the IBM Storage Scale cluster.

[root@isftc11tbm9m10  ansible]# lsblk
NAME          MAJ:MIN RM   SIZE RO TYPE MOUNTPOINT
sda             8:0    0 447.1G  0 disk [root@isftc11tbm9m10 ansible]# ansible-playbook 
playbook_tiebreakernode_install
|-sda1          8:1    0   600M  0 part /boot/efi
|-sda2          8:2    0     1G  0 part /boot
`-sda3          8:3    0 444.8G  0 part 
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  |-rhel-root 253:0    0   337G  0 lvm  /
  |-rhel-swap 253:1    0   7.8G  0 lvm  [SWAP]
  `-rhel-home 253:2    0   100G  0 lvm  /home
sdb             8:16   0 447.1G  0 disk

Run the following echo command to encode the disk name string:
[root@isftc11tbm9m10  ansible]# echo "/etc/sdb" | base64

22.Patch the secret on any of the sites of the IBM Storage Fusion metro-dr pair as shown in 
Example 2-11.

Example 2-11   Secret patched on the IBM Storage Fusion rack

oc patch secret isf-metrodr-config-secret -n ibm-Storage-fusion-ns -p 
'{"data":{"TieBreakerDevice":"Encoded disk name from previous command"}}'

Tiebreaker configuration from IBM Storage Fusion GUI 
Now that we finished the install steps, we are ready to finish the Metro DR configuration from 
the IBM Storage Fusion GUI. Follow these steps:

1. Log in to the IBM Storage Fusion GUI.

2. Go to Disaster Recovery.

– Add Tiebreaker IPs and Credentials on the Disaster recovery page as shown in 
Figure 2-70.

– After saving tiebreaker credentials, click on Connect as shown in Figure 2-71 on 
page 46. 

Figure 2-70   Add tiebreaker IPs and Credentials
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Figure 2-71   Connect Tiebreaker to Metro DR

Verify IBM Storage Scale status with mmgetstate -a from OCP as shown in Example 2-12.

Example 2-12   Verify IBM Storage Scale with mmgetstate -a command

sh-4.4# mmgetstate -a

 Node number  Node name                                        GPFS state  
---------------------------------------------------------------------------

1 control-1-ru2.daemon.ibm-Storage-scale.stg.rackm09 active
2 control-1-ru3.daemon.ibm-Storage-scale.stg.rackm09 active
3 control-1-ru4.daemon.ibm-Storage-scale.stg.rackm09 active
4 compute-1-ru7.daemon.ibm-Storage-scale.stg.rackm09 active
5 compute-1-ru5.daemon.ibm-Storage-scale.stg.rackm09 active
6 compute-1-ru6.daemon.ibm-Storage-scale.stg.rackm09 active
7 compute-1-ru5.daemon.ibm-Storage-scale.stg.rackm10 active
8 compute-1-ru6.daemon.ibm-Storage-scale.stg.rackm10 active
9 compute-1-ru7.daemon.ibm-Storage-scale.stg.rackm10 active
10 control-1-ru2.daemon.ibm-Storage-scale.stg.rackm10 active
11 control-1-ru3.daemon.ibm-Storage-scale.stg.rackm10 active
12 control-1-ru4.daemon.ibm-Storage-scale.stg.rackm10 active
13 gpfs-tiebreaker active

Edit an existing Tiebreaker configuration from IBM Storage Fusion GUI
To Change/Modify (Tiebreaker IP Address and/or user ID and/or password) an existing Metro 
DR configuration from the IBM Storage Fusion GUI. Follow these steps:

1. Log in to the IBM Storage Fusion GUI of the local or remote site

2. Go to the Topology page under the Disaster recovery side menu.

– Right-click on Tiebreaker and click Edit. Update Tiebreaker IPs and Credentials to the 
Topology page by right-clicking the tiebreaker icon (Figure 2-72 on page 47) and then 
completing the Edit tiebreaker credentials (Figure 2-73 on page 47).

– Click on Save.
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Figure 2-72   Select tiebreaker icon to update credential

Figure 2-73   Edit tiebreaker IP and credentials and click Save

Verify IBM Storage Scale status with mmgetstate -a from OCP as shown in Example 2-12 on 
page 46.

Example 2-13   Verify IBM Storage Scale with mmgetstate -a command

sh-5.1# mmgetstate -a

 Node number  Node name                                        GPFS state  
---------------------------------------------------------------------------

14 control-1-ru2.daemon.ibm-Storage-scale.stg.rackm09 active
15 control-1-ru3.daemon.ibm-Storage-scale.stg.rackm09 active
16 control-1-ru4.daemon.ibm-Storage-scale.stg.rackm09 active
17 compute-1-ru7.daemon.ibm-Storage-scale.stg.rackm09 active
18 compute-1-ru5.daemon.ibm-Storage-scale.stg.rackm09 active
19 compute-1-ru6.daemon.ibm-Storage-scale.stg.rackm09 active
20 compute-1-ru5.daemon.ibm-Storage-scale.stg.rackm10 active
21 compute-1-ru6.daemon.ibm-Storage-scale.stg.rackm10 active
22 compute-1-ru7.daemon.ibm-Storage-scale.stg.rackm10 active
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23 control-1-ru2.daemon.ibm-Storage-scale.stg.rackm10 active
24 control-1-ru3.daemon.ibm-Storage-scale.stg.rackm10 active
25 control-1-ru4.daemon.ibm-Storage-scale.stg.rackm10 active
26 gpfs-tiebreaker active

MetroDR Setup Validations
In the OCP UI, go to Administration → CustomResourceDefinitions → Search for 
“MetroDR” → Click on MetroDR with group name “metrodr.isf.ibm.com”.

Click on Instances tab → Select metrodrsite → Click on YAML tab.

Once the installation is successful and MetroDR clusters are ready, the following values 
should be seen in the yaml display:

overallDRClusterStatus: Healthy

clusterStatusSite1: Healthy

clusterStatusSite2: Healthy

clusterStatusTieBreaker: Healthy

networkStatusSite1: Healthy

networkStatusSite2: Healthy

Refer to Figure 2-74, Figure 2-75 on page 49, and Figure 2-76 on page 49. 

Figure 2-74   CustomResourceDefinitions and search for “MetroDR”
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Figure 2-75   Click on MetroDR with group name “metrodr.isf.ibm.com

Figure 2-76   Verify metrodrsite component status 
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Chapter 3. Setting up application failover 
and failback

This chapter describes the steps to set up the failover and failback of the file browser 
application between a local site and remote site with IBM Fusion HCI. 

3
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3.1  Application Failover/Failback between local site and remote 
site

In case of disaster or maintenance work on any of the sites, you need to setup the 
applications for recovery. IBM Storage Fusion provides a simple method for setting up the 
application(s) for disaster recovery (DR).

3.1.1  Prerequisites for application failover/failback

Before the application(s) is setup for DR, complete the following steps.

1. Ensure the health status of the DR is “healthy” as shown in Figure 3-1.

Figure 3-1   Disaster Recovery user interface

2. The application is deployed and displays on the Applications page as shown in 
Figure 3-2 on page 53.
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Figure 3-2   User-deployed applications showing up on the Applications page

3.1.2  Setting up applications for DR

You can use the IBM Storage Fusion user interface to setup one or multiple applications for 
DR. There are multiple ways to setup one or multiple applications. This section describes the 
methods for setting up application(s) for DR.

Setting up a single application for DR
This section describes several methods of setting up a single application for DR. 

We can use any of the following methods or options to enable a single application for DR:

� Applications page
� Individual Application details page
� Disaster Recovery Section of Application Details page
� Replicated applications page

Method 1: Applications user interface.
Here are the steps for setting up the DR using the Applications page: 

1. Go to the Applications page shown in Figure 3-3 on page 54.

2. You can view the applications.

3. For the application you wish to enroll for disaster recovery, go to the end of that row and 
click on the three dots to open the menu.

4. Click on Add disaster recovery.

5. Manage disaster recovery pops up. 

6. Select Metro section on Manage disaster recovery. 

7. Click on Save to enable DR.

8. The enrollment process starts and Adding application(s) to disaster recovery is 
displayed as shown in Figure 3-4 on page 54.

9. Applications are showing up in DR status as “Synchronized” on the applications page as 
shown in Figure 3-5 on page 54.
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Figure 3-3   Enroll an application for DR from Applications page

The message Adding disaster recovery is displayed after enabling disaster recovery as 
shown in Figure 3-4.

Figure 3-4   Adding application to disaster recovery

Figure 3-5 shows the application status (DR status) changed to “Synchronized” for the 
disaster recovery-enabled application.

Figure 3-5   Application changed its DR status as “Synchronized”
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Method 2: Applications details page
Here are the steps for setting up the DR Method 2 using the Application details page. 

1. Click on the application from the Applications page.

2. The Application details page opens up.

3. Click on Actions to open the menu.

4. Click on Manage disaster recovery from the drop-down menu.

5. Manage disaster recovery pops up.

6. Select Metro from the popup window. 

7. Click on Save to enable disaster recovery as shown in Figure 3-6.

Figure 3-6   Select Metro on Manage disaster recovery popup window and click Save

Method 3: Disaster Recovery Section on Application Details page 

You can also setup an application for disaster recovery on the Application details page 
section Disaster recovery.

Here are the steps for setting up the DR Method 3 using the Disaster recovery section on 
the application detailed page.

1. Open the Application detail page.

2. Click on Add disaster recovery button as shown in Figure 3-7 on page 56.

3. Add the application to the DR displayed as shown in Figure 3-8 on page 56.

4. Metro status on the disaster recovery section changed to “Synchronized” as shown in 
Figure 3-9 on page 57
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Figure 3-7   Click on Add disaster recovery button on the Disaster recovery section

Figure 3-8   Adding disaster recovery is in progress
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Figure 3-9   Metro status changed to “Synchronized”

Method 4: Replicated applications page
You can also set up an application for DR from the Replicated applications page.

1. Click on the disaster Recovery. 

2. Open the Replicated applications page.

3. Click on the Enroll applications + button.

4. Select an application on Enroll applications in disaster recovery popup window as 
shown in Figure 3-10.

5. Click on check boxes for the selected applications.

6. Click on Enroll.

Figure 3-10   Enable disaster recovery from Replicated applications page

Setting up multiple applications for DR
We can use either of the following methods to enable a single application for DR:

� Applications page 
� Replicated applications page
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Method 1: Applications page
You can enroll multiple applications for DR simultaneously as described in the following steps.

1. Open the Applications page.

2. Click the checkbox next to each Application name as shown in Figure 3-11.

3. Click on the Manage disaster recovery button to enroll the selected applications for DR.

4. Manage disaster recovery window pops up.

5. Select Metro and click on Save to enable disaster recovery as shown in Figure 3-12.

6. Adding disaster recovery message displayed as shown in Figure 3-13 on page 59.

7. Disaster recovery enabled message displayed and applications are showing up as 
“synchronized”. See Figure 3-14 on page 59.

Figure 3-11   Enroll multiple applications for DR

Figure 3-12   Select Metro and click on Save to enable DR
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Figure 3-13   Adding DR is in progress

Figure 3-14   DR status changed to “Synchronized”

Method 2: Enroll applications for DR from Replicated Applications page

You can also set up an application for disaster recovery from the Replicated applications 
page.

1. Click on the Disaster Recovery.

2. Open the Replicated Applications page.

3. Click on the Enroll applications + button.

4. Select more than one application on Enroll applications in disaster recovery popup 
window as shown in Figure 3-15 on page 60.

5. Click on check boxes for the selected applications.

6. Click on Enroll.
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Figure 3-15   Enable disaster recovery from Replicated applications page

3.1.3  Viewing DR-enabled or synchronized applications for Site1 and Site2

View Disaster recovery enabled or synchronized applications on Replicated applications 
page on Disaster recovery main pages of Site1 and Site2. Figure 3-16 shows Synchronized 
applications on Site1 and Figure 3-17 on page 61 shows Synchronized applications on Site2.

Applications Metro status set to “Synchronized” on the Replicated applications page on 
Site1.

Figure 3-16   Replicated applications page showing “Synchronized” applications on Site1 

Applications Metro status set to “Synchronized” on the Replicated applications page on 
Site2.
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Figure 3-17   Replicated applications page showing “Synchronized” applications on Site2

3.1.4  Removing application(s) from DR

If you do not want to use any application for disaster recovery, you can disable the 
application(s) from disaster recovery.

Disabling DR for a Single application
We can use any of the following methods or options to disable a single application for disaster 
recovery.

� Applications page
� Individual Applications details page
� Replicated applications page

Method 1: Disable DR from the Applications page
You can disable an application from disaster recover from the Applications page with the 
following steps:

1. Click on the Applications page.

2. Select an application and click on 3 dots and click on Manage disaster recovery as 
shown in Figure 3-18 on page 62.

3. Select Metro and click on No disaster recovery and save it as shown in Figure 3-19 on 
page 62.

4. Confirm by clicking Remove on the Remove disaster Recovery popup window shown in 
Figure 3-20 on page 63.

5. Figure 3-21 on page 63 shows the Removing disaster recovery message.

6. Go back to the Applications page, Figure 3-22 on page 63, and see the DR status 
changed to Not protected.
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Figure 3-18   Select an application and click on 3 dots and click on manage disaster recovery

Figure 3-19   Select Metro and click on No disaster recovery and save it
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Figure 3-20   Click on Remove to confirm 

Figure 3-21   Removing disaster recovery message is displayed

Figure 3-22   DR status changed to Not protected

Method 2: Disable disaster recovery from the Application detail page
You can disable an application from disaster recovery from the Applications detail page with 
the following steps.
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1. Click on the Application and open detail page.

2. Click on Manage disaster recovery in Figure 3-23.

3. Confirm by clicking Remove on the Remove disaster Recovery popup window shown in 
Figure 3-24.

4. Removing disaster recovery message displayed in Figure 3-25 on page 65.

5. Metro status “Synchronization” removed on the Disaster recovery section. See 
Figure 3-26 on page 65.

6. Go back to the application page and see DR status changed to Not protected in 
Figure 3-27 on page 65.

Figure 3-23   Click on Manage disaster recovery on the application details page

Figure 3-24   Click on remove on the Remove disaster recovery popup window
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Figure 3-25   Removing disaster recovery message displayed 

Figure 3-26   DR status removed from the Disaster Recovery section

Figure 3-27   DR status changed to Not protected on the application page
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Method 3: Remove disaster recovery from the Replicated application page
You can also disable an application from disaster recovery from the Replicated applications 
page with the following steps.

1. Click on the disaster Recovery.

2. Open the Replicated applications page.

3. Select an application by clicking a check box and click on Manage disaster recovery on 
the blue bar or click on the 3 dots and click on Manage disaster recovery on the drop 
down box as shown in Figure 3-28 and Figure 3-29.

4. Click on No disaster recovery on the Manage disaster recovery popup page and click 
Save as shown in Figure 3-30 on page 67.

5. Click on Remove on the Remove disaster recovery popup page as shown in Figure 3-31 
on page 67.

6. You can see a message Removing disaster recovery displayed as shown in Figure 3-31 
on page 67.

7. The application will be removed from the Replicated applications page as shown on 
Figure 3-32 on page 67.

8. DR status of the application will be changed to Not protected on the Applications page 
as shown in Figure 3-33 on page 68.

Figure 3-28   Select an application and click on Manage disaster recovery on the blue bar

Figure 3-29   Click on 3 dots and manage disaster recovery
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Figure 3-30   Select No disaster recovery and click Save 

Figure 3-31   Click on Remove to confirm

Figure 3-32   Removing disaster recovery message displayed
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Figure 3-33   Disaster recovery disabled application removed from Replicated applications page 

Figure 3-34   DR status of the application moved to Not protected

Disabling Disaster recovery from multiple applications
We can use any of the following methods or options to disable multiple applications from DR:

� Applications page
� Replicated applications page

Method 1: Disable DR from the applications page
You can remove disaster recovery from an application from the Applications page with the 
following steps.

1. Click on the Applications page.

2. Select multiple applications as shown in Figure 3-35 on page 69.

3. Click on Manage disaster recovery on the blue bar as shown in Figure 3-36 on page 69.

4. Click on No disaster recovery and save it as shown in Figure 3-37 on page 69.

5. Confirm by clicking Remove on the Remove disaster Recovery popup window shown in 
Figure 3-38 on page 70.

6. Figure 3-39 on page 70 shows the Removing disaster recovery message.

7. Go back to the Applications page and see the DR status changed to Not protected as 
shown in Figure 3-40 on page 71.
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Figure 3-35   Select multiple applications by clicking check boxes 

Figure 3-36   Click Manage disaster recovery on blue bar

Figure 3-37   Select No disaster recovery on the Manage disaster recovery popup window and click 
save 
Chapter 3. Setting up application failover and failback 69



Figure 3-38   Click Remove to confirm

Figure 3-39   Removing disaster recovery message displayed
70 IBM Fusion HCI: Metro Disaster Recovery Use Case



Figure 3-40   DR status of applications changed to Not protected

Method 2: Remove disaster recovery from Replicated applications page
You can remove disaster recovery from multiple applications from the Replicated 
applications page with the by following the steps:

1. Click on the Replicated applications page.

2. Select multiple applications and click on Manage disaster recovery button on the blue 
bar as shown in figure Figure 3-41.

3. Click on No disaster recovery on the Manage disaster recovery popup window and 
click Save as shown in Figure 3-42 on page 72.

4. Click on Remove to disable the disaster recovery enrollment on the selected applications 
on the Remove disaster recovery popup window as shown in Figure 3-43 on page 72.

5. Disaster recovery disabled applications will be removed from the Replicated applications 
page as shown in figure Figure 3-44 on page 72.

6. Applications DR status changed to Not protected on the Applications page as shown in 
Figure 3-45 on page 73.

Figure 3-41   Select multiple applications and click on Manage disaster recovery button on the blue bar
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Figure 3-42   Click on No disaster recovery and then save

Figure 3-43   Click on Remove to confirm

Figure 3-44   Selected applications removed from the Replicated applications page
72 IBM Fusion HCI: Metro Disaster Recovery Use Case



Figure 3-45   DR status moved to Not protected for the DR disabled applications
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Chapter 4. Application failover and failback

This chapter describes the steps to demonstrate the failover and failback of the file browser 
application between a local site and remote site with IBM Storage Fusion HCI. 

4.1  Failover

The applications are enrolled for disaster recovery (DR) and the persistent volumes are 
shared across the sites. Just in case, Site1 is unavailable due to unknown reasons or for 
planned maintenance work, the applications can still be accessed from Site2.

View the applications for failover by following these steps:

1. Log in to IBM Storage Fusion of the remote site. 
2. Go to the Replicated applications page.
3. Click on the Actions button.
4. Go to the Failover window.
5. Browse and select the applications as shown in Figure 4-1 on page 76.

4
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Figure 4-1   Select applications to be failed over on the failover window

Initiate the failover process
This section describes the steps of the failover process:

1. Go to Disaster Recovery and click on Replicated application page as shown in 
Figure 4-2.

2. Click on Actions and Failover.

Figure 4-2   Failover process

3. Click on the Failover button to initiate failover. The dialog box will appear as shown in 
Figure 4-3 on page 77.
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Figure 4-3   Click on Failover to initiate failover

4. Failover initiated message displayed on the Replicated applications page for the 
selected applications as shown in Figure 4-4.

Figure 4-4   Confirmation message for failover process initiated
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5. Once the failover is complete for the application, the Failover complete message is 
displayed as shown in Figure 4-5.

Figure 4-5   Failover completion message

6. The application status icon is updated under primary and partner cluster columns as 
shown in Figure 4-6.

Figure 4-6   Applications status with icon updated under primary and partner cluster column

7. Now, redeploy the failed over application(s) on remote site from the OpenShift console as 
shown in Figure 4-7 on page 79.
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Figure 4-7   Remote site - Application redeployment from OpenShift console

8. Access redeployed applications from a remote site as shown in Figure 4-8.

Figure 4-8   Remote site - Click on location on OpenShift Console to access the redeployed application

9. View failed over applications on a remote site as shown in Figure 4-9 on page 80.
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Figure 4-9   Application access from remote site

4.2  Failback

Once the Site1 is back online, you may want to failback the applications from remote site 
(Site2) to local site (Site1). 

View failed over application(s)
To view the failed over application(s) from local to remote site, follow these steps:

1. Log in to IBM Storage Fusion of local site (Site1).

2. Go to Replicated applications page.

3. Click on Action → Failover, select the failed over applications and click failover in 
Figure 4-10.

Figure 4-10   View failed over applications
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Initiate failback process
Follow these steps to failback the application(s) from the remote site (Site2):

1. Log in to IBM Storage Fusion of local site (Site1).
2. Go to the Replicated applications page.
3. Click Actions → Failover. 
4. Select failover applications.
5. Click Failover button as shown in Figure 4-11.

Figure 4-11   Select applications and click on Failover to initiate failback of failover applications

6. The message failover initiated is displayed for the failback initiated application(s) as 
shown in Figure 4-12.

Figure 4-12   Failover initiated message displayed after initiating failback
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7. After the completion of the failover for the selected applications, a Failover complete 
message is displayed as shown in Figure 4-13. 

Figure 4-13   Failover complete message displayed for the selected applications

8. When the failback completes, the application status for primary and partner cluster is 
reflected back to the original status as shown in Figure 4-14.

Figure 4-14   Failed back application(s) status under primary and partner cluster columns

9. View failed back applications on the OpenShift console for the failed back applications as 
shown in Figure 4-15 on page 83.
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Figure 4-15   View failed back application(s) on local site
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed 
discussion of the topics covered in this paper.

IBM Redbooks

The following IBM Redbooks publications provide additional information about the topic in this 
document. Note that some publications referenced in this list might be available in softcopy 
only. 

� Accelerating IBM watsonx.data with IBM Fusion HCI, REDP-5720
� IBM Storage Fusion Backup and Restore for Cloud Pak for Data, REDP-5706
� IBM Storage Fusion Product Guide, REDP-5688

You can search for, view, download or order these documents and other Redbooks, 
Redpapers, Web Docs, draft and additional materials, at the following website: 

ibm.com/redbooks

Online resources

These websites are also relevant as further information sources:

� IBM Storage

https://www.ibm.com/storage

� IBM Storage Fusion documentation

https://www.ibm.com/docs/en/storage-fusion

� IBM Storage Fusion

https://www.ibm.com/products/storage-fusion

� IBM Storage Fusion HCI 2.8.x Metro-DR

https://www.ibm.com/docs/en/sfhs/2.8.x?topic=disaster-recovery

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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