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Summary of changes

This section describes the technical changes made in this edition of the paper and in previous
editions. This edition might also include minor corrections and editorial changes that are not
identified.

Summary of Changes
for IBM Fusion HCI: Metro Disaster Recovery Use Case
as created or updated on September 25, 2024.

September 2024, Second Edition

This revision includes the following new and changed information.

New information

» The procedures described in this paper are for IBM Fusion HCI 2.7.x and 2.8.x.
» Global Data Platform Installation as a service

» Global Data Platform Configuration for Metro-DR pairing through services page

Changed information

Ul modifications for Disaster Recovery Topology page

Multiple ways to enable and disable disaster recovery for applications

Ul modifications for Disaster Recovery Replicated applications page

Ul modifications for Software download with Entitled Systems Support (ESS)
Ul modifications for failover of applications made easy

Ul modifications while installing Global Data Platform as a service

Ul modification while configuring Global Data Platform for Metro-DR pairing
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Metro disaster recovery
deployment models

IBM Fusion HCI provides a feature, Metro DR, to achieve a highly available (HA) storage
infrastructure. This chapter describes the Metro DR use case for disaster recovery (DR).

© Copyright IBM Corp. 2023, 2024.



1.1 Introduction

2

Metro DR (Disaster Recovery) provides two-way synchronous data replication between

IBM Fusion HCI clusters installed at two sites. In the event of a site disaster, applications can
be failed over to the second site. The replication between the sites is synchronous. Hence,
the Metro DR solution is only available for metropolitan distance data centers with
40-millisecond latency or less.

The Metro DR architecture consists of the following components as shown in Figure 1-1.

1. Home Site - This is the first site in the Metro DR configuration, also referred to by Local
site or Home Site or Site1 in this guide.

2. Remote Site - This is the second site in the Metro DR configuration, also referred to as
Remote Site or Site2 in this guide.

3. Tiebreaker

Tiebreaker

Figure 1-1 Metro DR configuration

IBM Fusion HCI is based on IBM Storage Scale and uses its “stretch cluster” feature to
provide a unique active-active resiliency across data centers that are up to 150 km distant.
This is achieved by spanning an IBM Storage Scale file system across two IBM Fusion and
Red Hat OpenShift Container Platform (OCP) clusters and synchronously replicating the data
between both availability zones as shown in Figure 1-2 on page 3. The goal is to allow for an
IBM Fusion to synchronously replicate data to another nearby IBM Fusion, each with their
own OpenShift clusters.
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Figure 1-2 Metro DR component architecture
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1.2 Deployment Models

There are two deployment models for Metro DR configuration.

1.2.1 Deployment Type #1

As a client, you buy a single IBM Fusion appliance. Later, as the business requirements
increase, you need another IBM Fusion appliance as well if you want to achieve DR. In this
case as shown in Figure 1-3, you convert the first appliance into Site1 (Refer to 2.1.3, “Site2
Installation” on page 25 for the steps to configure Global Data Platform) and then continue
with the installation of the second appliance as Site2.

Conversion

Standalone Sitel Site2

Figure 1-3 Deployment model Type #1 for setting up DR
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1.2.2 Deployment Type #2

4

As a client, based on business requirements, you plan to have DR. In this case, you would
have to purchase two IBM Fusion appliances, see Figure 1-4. The installation of the two
appliances will be done in sequence. During IBM Fusion appliance setup, on the Disaster
Recovery step, ensure to select the appropriate options. For the first rack install, select Site1
and for the second appliance install, select Site2. Refer to 2.1, “Installation” on page 6.

Sitel Site2

Figure 1-4 Deployment model Type #2 for setting up DR

IBM Fusion HCI: Metro Disaster Recovery Use Case



IBM Fusion HCI Metro disaster
recovery installation

IBM Fusion HCI provides a feature, Metro DR, to achieve a highly available (HA) storage
infrastructure. This chapter describes the Metro DR installation steps based on the selected
deployment model.

© Copyright IBM Corp. 2023, 2024.



2.1 Installation

This section will guide you through the installation of the IBM Fusion appliances in a Metro
DR configuration. It will also guide to install the Tiebreaker and configure it.

2.1.1 Prerequisites

Before you begin installation, you need to ensure that the IBM Fusion HCI appliance is set up
in the data center as per guidance from IBM.

1. For more information for IBM Fusion HCI 2.7 installation, see:

— Planning and prerequisites R2.7.x for instructions to setup the appliance in Data
Center.

— General Metro-DR prerequisites R2.7.x for instructions to setup network and
connectivity between Metro DR clusters.

2. For more information for IBM Fusion HCI 2.8 installation, see:

— Planning and prerequisites R2.8.x for instructions to setup the appliance in Data
Center.

— General Metro-DR prerequisites R2.8.x for instructions to setup network and
connectivity between Metro DR clusters.

2.1.2 Site1 installation for Deployment type #2

6

If you have considered deployment type #2 from 1.2.2, “Deployment Type #2” on page 4,
follow these steps to start the Site1 install.

Network configuration
Follow these steps to set up the network configuration:

1. Select the Deployment Type as Single Rack and click Next as shown in Figure 2-1.

Deployment type

figure how this rack will be used in the customer's environment,

single rack High availability cluster Expansion rack

Figure 2-1 Deployment Type

IBM Fusion HCI: Metro Disaster Recovery Use Case
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Enter the details of the Network configuration as shown in Figure 2-2.

1BM Storage Fusion Install

© Deployment type

Network settings

Fill out the information below to connect to the network.

% mostink
2 a2
5200
@ o iecies v [ Tk .
1
L e o i
172182100 510 GoF 0577 FinerIDACIAOC v

Advanced Settings

Figure 2-2 Network settings

Click on the Confirm button as shown in Figure 2-2.

The Network configuration provisions Node IP, configures DHCP, and NTP as shown in
Figure 2-3, Figure 2-4 on page 8, and Figure 2-5 on page 8.

IBM Stor:

© Deployment type

Network validation

© Network settings Verify whether each MAC address is assigned a hostname and IP address.

€ Network validation
€ provisio

Figure 2-3 Network validation
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1BM Storage Fi

© Deployment type Network validation

Verify whether each MAC address is assigned a hostname and IP address.

Network settings

€ Network validation

9.42.45.15:3000/networksetup:

Figure 2-4 Network validation - DHCP configuration

M Storage Fusion Install

© Deployment type Network validation

© Network settings each MAC s ah d 1P address

€ Network validation
~
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Figure 2-5 Network validation - NTP configuration

4. The network configuration is completed successfully as shown in Figure 2-6 on page 9.
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Figure 2-6 Network validation - Successful completion.

5. Click the Finish button. This page will continue with the installation as shown in
Figure 2-7.

Next Steps!

172.18.2.130:3000/isfsetup

Share this link with the client, as it is required to continue the installation.

Figure 2-7 Next Steps

The following steps describe the installation process for IBM Storage Fusion:

1. To proceed with the IBM Fusion install, use the URL as shown in Figure 2-7 for your
system.

2. You are presented with a License agreement page. Read the License agreement and
Privacy policy. Then, accept the license and click on Continue button as shown in
Figure 2-8 on page 10.

Chapter 2. IBM Fusion HCI Metro disaster recovery installation 9



License agreement

ge Fi

Figure 2-8 License agreement

3. The Getting Started page displays the procedure for Install process as shown in
Figure 2-9.

Get started with Fusion.

g 1L IBM Storage.
and initialize the operator.

Average completion fime: 1.5 hours

Figure 2-9 Network precheck
4. The Network precheck page displays all the nodes of the appliance along with the other

details like MAC address, status, location, hostname, and IP address as shown in
Figure 2-10 on page 11.
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€ Network precheck

Network precheck

Tagaregitry Verify nodes are online and properly configured.

If changes to your node settings are neadad, contact your network team. Learn mora
Network settings
Nodes

Custom certificate

Status 1P Address
172182128

Rack Unit

<zlzizzzE

Figure 2-10 Network precheck details

Select the image registry as per your requirements as shown in Figure 2-11. Enter the
details and click Next.

18M Storage Fusion Install

Image registry

° Private image registry

pository. Required

Y3pISUSCH TFFhZIN;

ac " avc
E¥LblpuRnoLUNRUAWSAdUSyUFNUTTZ4bFVtc2Qy Taa0NTT1V=TELGOTexUmFKY 3RsRjLIb0S1VFheNEHS
o 2LXNKTmZML
- “cliebl@us.ibm.com$}} 4
o
Proxy settings
T kand registries. (This is not required if you are.

@ Connectdirectly

O Connect through a proxy

Figure 2-11 Image registry

In the Network Settings page as shown in Figure 2-12 on page 12, choose the Yes
option to use Global Data Platform to enable Metro Disaster Recovery and choose First
Cluster for the question Is this the first or second cluster in the Metro DR
relationship?

Chapter 2. IBM Fusion HCI Metro disaster recovery installaton 11



© visgregity Input the network settings for the Red Hat OpenShift cluster and IBM Storage Fusion system. This form will be pre-

populated with default values. Learn mora

€ Networksettings Wil o e ing Gl Dats Pltform 9 ensble et Oiastar Recavery
@ ves
Custom certificate O Mo

Optional s this the firstor second cluster in the Metro DR relationship?

5. 1f you choose to alter these values, ensure network settings used between the
d. La

OpenShift network

The RedHat OpenShift cluster will use this network configuration.

Pod network CIOR Pod network host prefix

10128.0.0/14 23

i CIDR

172.30.0.0/16

Storage network

18M Storage Fusion will use this network configuration as its internal storage netwark.

192.168.128.0/18

Gatoway address

Figure 2-12 Network settings

Also, as shown in Figure 2-13 Network settings, enter the details of the OpenShift
network and storage network.

Network settings

OpenShift network

e RedHet OpenShiftcuster il use thisnetvork confguraton

101280014 2

172300016

Storage network

1521601200028
1521601201

15216012011 - 1260191258

Figure 2-13 Network settings

7. On the Custom certificate page as shown in Figure 2-14 on page 13, provide the details
of your organization certificate, if any or else set the Configure Now to No and click
Finish to start the installation as shown in Figure 2-15 on page 13.

12 IBM Fusion HCI: Metro Disaster Recovery Use Case



Custom certificate

Figure 2-14 Custom certificate using your organization’s certificate

Custom certificate

teste Anorty, L o

Figure 2-15 Custom certificate with selection of No to Configure now

8. Once the Install completes, the button to download the password and CoreOS key is in the
enabled state.

9. Click the button Download Password and CoreOS key shown in Figure 2-16 on
page 14.

10.Now, click on the IBM Storage Fusion button to proceed with the install.

Chapter 2. IBM Fusion HCI Metro disaster recovery installation 13
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Openshift initialization
Configuring a three node Red Hat OpenShift cluster.

© The 18M storage Fusion installation complated successfully (100%6)

Next steps

Figure 2-16 OpenShift Initialization

Once the prior steps are completed, a three-node OpenShift Cluster is deployed and
IBM Storage Fusion software is installed on it.

Click on IBM Storage Fusion button to launch the IBM Storage Fusion user interface as
shown in Figure 2-17.

SR o

Figure 2-17 OpenShift Initialization - launch IBM Storage Fusion user interface

Addition of remaining nodes to the OpenShift Cluster
This section describes the steps for adding the remaining nodes to the OpenShift cluster.

From the left menu, navigate to the Infrastructure — Nodes page shown in Figure 2-18 on
page 15.

IBM Fusion HCI: Metro Disaster Recovery Use Case



IBMStorage Fusion | rackm09 © A 6

Gty @  Nodes are ready for storage configuration
Configure storage on the nodes which were recently added to OpenShift. The nodes will not be available untilthe storage configuration is complete.
Events

Applications

Nodes

Cloud Satellite

Configured (3)  Discovered (3

[0 Name Hardware status. Type Firmware SIN Rack Rack unit CPU cores. Memory (GB)
O  control-1-ru2.rackm09.mydomain.com © Normal Com orage  isf-2.7.0 e9ruez 2 32 256
O  control-1-ru3.rackm09.mydomain.com © Normal Computestorage  isf-2.7.0 — 3 32 256
O control-1-rud.rackm09.mydomain.com © Normal Computestorage  isf-2.7.0 n097u04 RackM09_Sitel 4 32 256
Figure 2-18 Nodes Page - Configured Tab
Click on the Discovered tab shown in Figure 2-19.
X IBM Storage rackm09 @ Ly e
ek @ Nodes are ready for storage configuration
Configure storage on the nodes which were recently added to OpenShift. The nodes will not be available until the storage configuration is complete.
Nodes
Rack: Allracks v Hardware status: Filter v Q  Searc @
[J Name Hardware status. Type Firmware S/N Rack Rack unit CPU cores. Memory (GB)
[0 monitoring-compute-1-rus O Po Compute storage is-2.7.0 re9zu0s 5 32 256 @
[0 monitoring-compute-1-ru6 () Powered off Compute storage is7-2.7.0 r99zu0s RackM09_Site1 6 32 256 ®
[0 monitoring-compute-1-ru7 © Ready Compute storage i8#-2.7.0 "097u87 RackM09_Sitel 7 32 256 ®

Figure 2-19 Nodes page - Discovered Tab

Select all the nodes from the Discovered tab shown on Figure 2-20 on page 16.
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rackm09.

@  Nodes are ready for storage configuration
Configure storage on the nodes which were recently added to OpenShift. The nodes will not be available until the storage configuration is complete.

Nodes

Configured (3)  Discovered (3)

Nodes that are part of the appliance that haven't yet been added to the OpenShift cluster.

Add to cluster +

Name Hardware status Type Firmware S/N Rack. Rack unit CPU cores Memory (GB)
monitoring-compute-L-ruS. O Powered oft Computestorage  isf-27.0 no9zu0s RackMO9_Sitel & 32 256
ompute-1-u6 O Powersd oft Computestorage  isf-27.0 no9zu0s RackMO9_Sitel 6 2 256
monitoring-compute-1-ru7 © Rosdy Computs storageis1-2.7.0 no9zu67 RackMO9_Sitel 7 32 256

Memsperpage: 25 v 1-3of3items 1v loflpage

Figure 2-20 Nodes page - Discovered Tab

Click Add to Cluster button. This opens up a dialog box listing the nodes.

Click on Add button to begin the node addition process as shown in Figure 2-21.

Add node
The following node(s) will be added to your OpenShift cluster.

Nodes SIN

monitoring-compute-1-ru5 m09ru05

monitoring-compute-1-rué m09ru06

monitoring-compute-1-ru7 m09ru07

Figure 2-21 Nodes page - Add Node Dialog Box

As shown in Figure 2-22 on page 17, the nodes are moved from Discovered page to
Configured page. The progress of nodes addition is shown on this page.

IBM Fusion HCI: Metro Disaster Recovery Use Case



to OpenShift. The not

v Q search @

Hardware status Type Firmware SN Rack Rack unit CPU cores Memory (GB)

£-2.7.0 251
is-2.7.0 re9zuss RackM09_Sitel 6 32 256
is-2.7.0 ne9zue7 RackM09_Sitel 7 32 256
1-2.7.0 2 256
is-2.7.0 ro9zues RackM09_Sitel 3 32 256
2.7.0 re9zuca RackM09_Sitel 4 32 256
1v loflp

Figure 2-22 Nodes page - Configured Tab

Once the node addition process completes, the nodes status changes to Normal as shown in
Figure 2-23.

1BM Storage Fusion rackm09 ® R’ &

@ Nodes are ready for sorage configuration
Conigure storage on the nodss which were recenty added to Openhitt. The nodes will not be available unil he storage configuration s complete.

Nodes

v ]
Hardware status Type Firmware SN Rack Rack unit CPU cores Memory (GB)

© Normal 27.0 RackM09_Sitel 5 32

© Normal -2.7.0 eoxucs RackM09_Sitel 6 32

© Norm: 7.0 9_Sitel 32 256

© Normal 7.0 Racl _Sitel 2 32

© Normal Computestorage  is-2.7.0 neozues RackM09_Sitel 3 32

© Normal Computestorage  isf-2.7.0 neozues RackM09_Sitel & 32

1v loflpage

Figure 2-23 Nodes page - Configured Tab with additional nodes

Global Data Platform Installation
From the left menu, navigate to the Services page as shown in Figure 2-24 on page 18.
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1BM Storage F n09

See Nodes page to begi

Quickstart @ Nodes are ready for storage configuration
Configure storage on the nodes which were recenty added to OpenShif. The nodes willnot be available until the storage configuration is complete.

Event

Services

Discover and manage available services. Learn more

Get started

Select and configure a storage service.

Services A
[

5 Global Data Platform
18M « Storage
T rovides crash consistent backups,

data from internal or external storage
= nd Container Storage Interfaces (CST)
provisioning of high performance storage.

Additional services

View list of supported services.

@ Install and configure storage
These services requirs storage. You must install and configure a storage service before intalling thess services.

1BM - Data protectian 18M - Data protection BM - Metadata
Provides appl centric backups, using local Provides application-centric backups, using local Provides rapid automated data discovery and robust
snapshots for quick recovery and external object snapshots for quick recovery and external object metadata capture, curation and enrichment.
storage protection. Enhanced offering with stability storage protection. Enhanced offering with stability

and scalability improvements. and scalability improvements.

Figure 2-24  Services page

Click on Global Data Platform tile, a dialog box opens up. Click on Install button as shown in
Figure 2-25.

18M Storage Fusion rackm09

(/03) Global Data Platform

Vendor About
1eM
This service provides crash consistent backups, access to data from internal or external storage sources and Container Storage Interfaces (CSI)
Sebhaary provisioning of high performance storage.
Storage
eren
6.1.9.4
;f ted ks Features and capabilities

Bring data to your workloads
toyour hosted in IBM Storags

Central storage hub

Use IBM Storage Scale as a providar for A\

Crash consistent backups.
The Global Data Platform's storage layer coordinates simultaneous snapshots across all PVCs that an application is using, ensuring you get a consistent snapshot of all data
an application s using instantly.

Figure 2-25 Services page - Global Data Platform Dialog Box

The Install service dialog box opens up, Click on Install button shown in Figure 2-26 on
page 19.
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Global Data Platform

Install service

Figure 2-26 Services page - Install Services Dialog Box

Global Data Platform service installation is in progress as shown in Figure 2-27.

Open aplioatn menu
@ Installing Global Data Platform service...

Services

Discover and manage available services. Learn more

Installed

(@) Globat Data Platform ) Installing...

Available

View list of supported services.

@ instaltand contigure storage

You must install

Figure 2-27 Services page - Global Data Platform Installation Progress

Once the installation is complete, the Global Data Platform service shows Healthy as
shown in Figure 2-28 on page 20.
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16M Storage Fusion  rackm09 ® 22

Quickstart
‘ecently added to OpenShift. The nodes will not be available until the storage configuration is complete.

2

; @ Install complete! x
Services Global Data Platform service was
installed successfully.

Installed

(e} Global Data Platform v.1.5 ® Healthy

Available

View list of supported services

@ Configure storage Configure now
T

Figure 2-28 Services page — Global Data Platform Installation Completion

Global Data Platform Configuration

In the left menu, navigate to the Services page, click on Configure now as shown in
Figure 2-29.

X 1BM Storage Fusion rackm09 0 &

Noc y
Configure storage on the n re recently added to OpenShift. The nodes will not be available until the storage configuration is complete.

Services

Installed

72 Global Data Platform 15.:..: o Healthy
Services

Available

View list of su

. You must configure storage befors installing these services.

Figure 2-29 Services page

Selecting Configure now opens up the Global Data Platform page as shown in Figure 2-30
on page 21.
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18M Storage Fusion rackm09.

See Nodes pags
configuration

@ Nodes are ready for stor guration
the nodes which

to OpenShift. The nodes will not be available until the storage configuration is complete.

Global Data Platform

View the confi g

n of Global Data Platform, capacity

Storage not configured yet

Figure 2-30 Global Data Platform Page

Click Configure storage and toggle on Set up Disaster Recovery as shown in Figure 2-31.

Configure storage

Disaster recovery

Adiasaster recovery configuration provides data replication between two Storage Fusion HCI clusters by connecting the storage networks used by
the clusters. Learn more

Setup Disaster Recovery

a»

Figure 2-31 Global Data Platform Page - Configure Storage

Select Metro configuration and click Next as shown in Figure 2-31.
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Configure storage

Disaster recovery
Ad onfiguration provides data replication betwaen two Storage Fusion HCI clusters by connecting the storage networks used by
the Lear

et up Disaster Recoven

Configuration

What disaster recovery configuration do you intend to use?

(e)——(a)

Regional

Asynchronous replication between two sites.

First site

This is the first site being set up for a disaster recovery pair. being set up in a disast

Cancel

Figure 2-32 Global Data Platform Page - Configure Storage

Select the Recovery Group as per the nodes available in the Fusion HCI appliance. Click
Show advanced section to select the Block size as shown in Figure 2-33.

Configure storage

Storage setting

This servics uses building blocks to resiliency configuration. Learn more

‘The settings offered below are based on the number of nodes in your system. Some selections may require adding more nodes to your OpenShift
ct the option that best fits your organization's storage and data protection needs:

Strong data resiliency
+ One building block (4+2p) that can withstand the simultaneous
failure of two nodes

Configure

Figure 2-33 Global Data Platform Page - Configure Storage

Select the block size and click on Configure as shown in Figure 2-34 on page 23.
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Configure storage

Storage setting
This servics uses building blocks to determine the capacity and resiliency of your storage configuration. Laarn more

The settings offered below are based on the number of nodes in your system. Some selections may require adding more nodes to your OpenShift
cluster. Select the option that best fits your organization's storage and data protection needs:

Select storage setting:

b 4

Strong data resiliency

+ One building block (4+2p) that can withstand the simultaneous
failure of two nodes

+ Maximiza the risk of data loss due to hardware failures

apacity

67x

[Show advanced A

Because OpenShift clusters typically run a mix of workloads with different 1/0 characteristics, it is recommended that you use the default 4MiB block
size, which is optimized for mixed workloads. If the applications that will be deployed to the Openshift cluster are specifically workloads that drive
large or small I0s, you to get better perfc Learn more

Block size

O 1MiB: forclusers primariy dealing with many small fles

® 4 Wi:for eneral workioads

Configure

Figure 2-34 Global Data Platform Page — Configure Storage

The message Configuring Storage appears as shown in Figure 2-35.

I8V Storage Fusion  rackm09 @ o e

See Nodes page to begin storage.

@  Nodes are ready for storage configuration Seier

Configure storage on the nodes which ware recently added to OpenShift. The nodes will not be available unfil the storaga configuration is complete.

@ Configuring storage... x
Global Data Platorm Global Data Platform e
eing configured.

Cloud Satellite View the configuration of Global Data Platform, capacity utilization and storage nodes.

Storage not configured yet

Figure 2-35 Global Data Platform Page

The Global Data Platform configuration started as shown in Figure 2-36 on page 24.
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X 1BM Storage Fusion rackm09 ® & &

Quickstart @ Nodes are ready for storage configuration
Configure storage on the nodes which were recently added to OpenShitt. The nodes will ot be available unil the storage configuration i complete.

Global Data Platform

View the configuration of Global Data Platform, capacity utilization and storage nodes.

Usable capacity © Health
 configuring storage.

Nodes

View the status of the storage software running on each node. Learn mo

8
Name. Storage status Type Disks Disksize (TiB) CPU cores Memory (GB)

2 698 3 6
2 9 2 2
' 6.9 32 256
2 6.98 3

9 32 2
2 6.98 3 6

Figure 2-36 Global Data Platform Page - Configure Storage in progress

As soon as the configuration completes, the Global Data Platform service page shows the
storage cluster health as OK and the nodes shows the Storage Status as Normal as shown
in Figure 2-37.

X IBM Storage Fusion rackm09 [© [
© Disaster recovery s In a ritcal state See Disaster recovery status for details
Global Data Platform Configure encryptior
View the configuration of Global Data Platform,
Usable capacity Health
ouiionl @  Storage cluster
| © oK
d o
Nodes
View the status of th softw o
@

Name Storage status Type Disks Disk ize (TiB) CPUGores Memory (G8)

© Normal 2 698 2 3

© Normal 2 6.98 5

© Normal 698 2 56

© Nomal 2 98 56

© Normal 698 2 56

© Normal Compute storage 2 698
Itemsperpage: 25 v 1-6 1v 1oflpag

Figure 2-37 Global Data Platform Page - Configure Storage completion

Now, we are ready to use IBM Fusion as shown in Figure 2-38 on page 25.
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Figure 2-38 IBM Fusion Quick start page

2.1.3 Site2 Installation

This section describes the steps to install Site2, regardless of the deployment type from 1.2,
“Deployment Models” on page 3.

Network configuration
The network configuration steps for Site2 are similar to the steps for Site1. Follow 2.1.2,
“Site1 installation for Deployment type #2” on page 6.

Save the URL given at the end of the network configuration step as shown in Figure 2-39.

Next Steps!
172.17.10.30:3000/isfsetup

Share this link with the client, as itis required to continue the installation.

Figure 2-39 Site2 - Network Configuration - Next Steps
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IBM Storage Fusion installer
The following steps describe the installation process for IBM Storage Fusion:

1. To proceed with IBM Storage Fusion install, use the URL as shown in Figure 2-39 on
page 25 for your system.

2. You are presented with a License agreement page. Read the License agreement and
Privacy policy. Then, accept the license and click Continue as shown in Figure 2-40.

License agreement

Before installing IBM Storage Fusion, please read the following license agreement carefully.

Read our license agreement

18M Privacy policy

Taccept the license agreement

Continue

Figure 2-40 License Agreement

Click on Get Started in the Network Precheck page shown in Figure 2-41.

Get started with Fusion.

Through thi createa nstall IBM Storage Fusion images,
and initialize the operator.

Average completion time: 1.5 hours

Figure 2-41 Network precheck - Getting Started
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The Network precheck page displays all the nodes of the appliance along with the other

details like MAC address, status, location, hostname, and IP address as shown Figure 2-42
on page 27.

IBM Storage Fusion Install

€ Network precheck

Network precheck

Imagaregistry Verify nodes are online and properly configured.

1f changes to your node settings are nesded, contact your network team. Learn more
£ Network settings
Nodes
* Custom certificate

Optional

Hostname

1P Address MAC Address Rack Unit

Ttems per page: 25

1-6 of 6 items

Figure 2-42 Network precheck

Note: If any issues are indicated in the page, connect with IBM to resolve the issue before
proceeding further.

Click Next. Select the image registry as shown in Figure 2-43. Enter the details and click
Next.

© Network precheck

Image registry

€ Imagorogistry The system neads to download software images from a registry to install OpenShift

and [BM Storage Fusion software.
Select the registry that will be used to install the required software images. Learn more

Network settings

° Pri t

Cor pository Required
Custom certfcate o ble o proceed with the
Optional <
Openshit
vap TFERZIN
Ta0JMKL
EVLblpvRnoUWhUGWEAdUsyUFNUTTZ4bFVtc2QyTlJaaONTTLVETELGQTdxUmFKY3RSRIIbOSLVFeNmtHS
gy MGSOUTVOBELLL : i
=", "email’; "cliebl@us.jbm.com"}} 4
1oM entitement key

Proxy settings

Connect to
connecting

rver to provide access to your network and image registries. (This is not required ifyou are
Your image repositories) Learn more
Imege

@ Comectairecty

O Connect through a proxy

Figure 2-43 Image registry
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In the Network Settings page as shown in Figure 2-12 on page 11, choose the Yes option to
use Global Data Platform to enable Metro Disaster Recovery. For Site2, choose Second
Cluster for the question Is this the first or second cluster in the Metro DR relationship?
as shown in Figure 2-44 on page 28.

© Network precheck

Network settings

© imsgsragistry Input the for the Red Hat and IBM Storage This form will be pre-

populated with default values. Learn mo;

€ Network sttings Wil you b using GlobalData Plaform to enable Metro Disastr Recovery

lues. If you choose to alter these values, ensure network settings used between the
not duplicated. Learn more.

OpenShift network

The RedHat OpenShift cluster will use this network configuration.
ok CIDR Pod network host prefix

10.132.0.0/14 2
Service network CIDR

172.31.0.0/16

Storage network

IBM Storage Fusion will use this network configuration as its internal storage network.

CIR sddress

192.168.192.0/18

Back Next

Figure 2-44 Network Settings

Also, as shown in the Network Settings page (Figure 2-45) enter the details of the OpenShift
network and storage network. Click Next to proceed.

Network settings

This form il e pre-

1§ Use unique networivalues for Metro DR clusters

o Hietto Disaster Recovery ites re no duplicated. Learn more

OpenShift network

The Redtiat et custe ill use this network conigraton.

)
Storage network
192160192028
1921600921
19216805221 - aasezsse

Figure 2-45 Network Settings

On the Custom certificate page as shown in Figure 2-46 on page 29, provide the details of
your organization certificate, if any. Click Finish to start the installation.
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.
Figure 2-46 Custom cetrtificate
Once the install completes, the message is displayed as shown in Figure 2-47.

Note: IBM Storage Fusion installation completed successfully. Download password and
CoreOS key is enabled.

Click on Download Password and CoreOS key button to download OpenShift credentials.
Once the credentials are downloaded, the IBM Storage Fusion button is enabled.

Openshift initialization

Configuring a three node Red Hat Openshift cluster.

© The 18M storage Fusion installation

Next steps

1. Downloa

€05 key are required for debug and system recovery. Learn more

Figure 2-47 OpenShift initialization
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Addition of remaining nodes to the OpenShift Cluster

The steps for addition of remaining nodes to the OpenShift cluster for Site1 and Site2 are
similar. Follow the steps in “Addition of remaining nodes to the OpenShift Cluster” on
page 14.

Global Data Platform Installation

The steps for Global Data Platform Installation for Site1 and Site2 are similar. Follow the steps
in “Global Data Platform Installation” on page 17.

Global Data Platform Configuration
This section explains how to set up the Global Data Platform Configuration.
Ensure that the following prerequisites are met.

» IBM Storage Scale on the Site1 is healthy and all IBM Storage Scale core pods are up and
running.

» Ensure that the disk count is the same on Site1 or Standalone appliance and Site2.
» Ensure that Site2 has the same supported OpenShift Container Platform version as Site1.
» Collection of Connection Snippet from Site1 or Standalone appliance.

Log in to IBM Storage Fusion user interface of Site1.

From the left pane menu, navigate to the Disaster Recovery — Overview page as shown in
Figure 2-48.

rackm09

Protect applications from cluster or region
outages

Get started

Explore our capabilities

edeploying your app to the target
codata L 2 ragional ous Luster after » fail hinds th

Click on Generate Connection Snippet. It opens up a dialog box as shown in Figure 2-49 on
page 31. Click on Copy shippet to copy the connection details of Site1.
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C ion Snippet

Copy the Connection Snippet below and enter it into the primary cluster when prompted during the Connect Cluster
workflow.

Figure 2-49 Site1 - Disaster Recovery - Overview Page - Connection Snippet

Steps to configure Site2 Storage Configuration
Log in to IBM Storage Fusion user interface of Site2.

In the left pane menu, navigate to Services. Click Configure Now as shown in Figure 2-50.

ere racently added to OpenShift. The nodas will not be available until the storage configuration is complata.

Installed

@) Globat Data Platform 1551 o Healthy

Available

View list of supported services.

@ Configure storage Configure now

You must installing these services.

Figure 2-50 Site2 - Services page

The Global Data Platform page opens up. Click on Configure Storage button as shown in
Figure 2-51 on page 32.
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re recently added to OpenShift. The nodes will not be available until the storage configuration is complete.

Global Data Platform

View the configuration of Global Data Platform, capacity utilization and storage nodes.

Storage not configured yet

Figure 2-51 Site2 - Global Data Platform

On Configure storage, click Setup Disaster Recovery. Click the Next button as
shown in Figure 2-52.

Configure storage

Figure 2-52 Global Data Platform - Configure Storage

On the Configure storage page perform the following steps:

>
>
>

In the Configure storage section, select Metro (Figure 2-53 on page 33).

In the How do you intend to use this cluster section, select Second Site.

In the Connect to the first site section, enter the connection snippet of Site1 as collected
in the prerequisites section.

Enable Jumbo Frames as required by your organization.

Click Configure to proceed.
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Configure storage

o o

Figure 2-53 Site2 - Global Data Platform - Configure Storage

After selecting Configure, the selection box will show the status of configuring as shown in
Figure 2-54.

Figure 2-54  Site2 - Global Data Platform — Configure Storage in progress

Once the Global Data Platform configuration is completed successfully, the health of the
Storage cluster shows OK and the Storage status of nodes shows Normal as shown in
Figure 2-55 on page 34.
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Global Data Platform

Usalsle capuatity Healh
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Figure 2-55 Site2 - Global Data Platform - Configure Storage Completed

Disaster recovery
On the IBM Storage Fusion user interface, in the left pane menu, click Disaster recovery —
Topology as shown in Figure 2-56.

Topology (=

Figure 2-56 Disaster recovery

2.1.4 Tiebreaker installation

A special tiebreaker node is hosted at a third site and is used to determine which cluster is in
charge of the data in the event that the network between the two clusters is severed.
Configuring a Metro DR topology requires several network connections to be made between
the two clusters and the tiebreaker.

34 IBM Fusion HCI: Metro Disaster Recovery Use Case



The following are the installation requirements:
» Hardware requirements are CPU 2 cores, Memory 4G, a raw disk with less than 20 GB.
» For software requirements, see:
— Software requirements for 2.7.x.
— Software requirements for 2.8.0.
— Software requirements for 2.8.1.
» For tiebreaker allowed ports, see:
— Securing the IBM Storage Scale system using firewall for 2.7 .x.
— Securing the IBM Storage Scale system using firewall for 2.8.0.
— Securing the IBM Storage Scale system using firewall for 2.8.1.
» Download the following from the IBM Entitled System Support.
— Storage_Scale_Data_Management-5.1.9.1-x86_64-Linux.tar.gz for 2.7.x
— Storage_Scale_Data_Management-5.2.0.0-x86_64-Linux.tar.gz for 2.8.0
— Storage_Scale_Data_Management-5.2.0.1-x86_64-Linux.tar.gz for 2.8.1
The following steps show the download and installation:
1. Log in into the Entitled Systems Support (ESS) portal as shown in Figure 2-57.

«
®
(g

& C O B8 ==t 6 ibm. ver rver landing/landing-pag 90% ¥ @

Jo

Support  Downloads v Documentation v  Forums ~ Cases v  Monitoring v Manage support account v

Entitled Systems Support
(ESS) g'

Access and manage IBM Power, IBM Storage ;

hardware and software and IBM Z hardware
products and services purchased through Digital ‘

Sellers, Business Partners or by yourself directly
on ESS.

GetanieNd °

ESS documentation —>

Figure 2-57 Entitled Systems Support (ESS) portal

2. Click on My Entitled Software as shown in Figure 2-58 on page 36.
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https://www.ibm.com/docs/en/storage-scale/5.2.1?topic=topics-securing-storage-scale-system-using-firewall
https://www.ibm.com/docs/en/spectrum-fusion/2.4?topic=planning-firewall-requirements-spectrum-fusion-hci
https://www.ibm.com/docs/en/storage-scale/5.1.9?topic=topics-securing-storage-scale-system-using-firewall
https://www.ibm.com/support/pages/ibm-storage-scale-5190-fix-readme
https://www.ibm.com/servers/eserver/ess/landing/index.html
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Figure 2-58 Entitled Systems Support website

3. Click on Software Downloads as shown in Figure 2-59.

Entitled System g
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Figure 2-59 Software Downloads

Figure 2-60 provides background for ESS website for My Entitled Software downloads.

This section of the ESS website focuses on activities related to Power and Storage software products - downloading,
ordering and updating software media and keys.

You need to be registered for one or more customer numbers to use most of the options, as access to customer numbers is
what governs everything you are entitled to do. Options related to customer number access can be found under My Profile.

The following activities are available within My Entitled Software:

Software Updates - IBM i, AIX and Linux - place update orders for products you have an active software maintenance for
Software Downloads - IBM i, AIX, Linux, Storage - download all your entitled software based on authorized customer
numbers

IBM i Evaluation and NLV Download - IBM i - download any available free, trial and secondary national language version
software media

IBM i Software Keys - IBM i - download keys for licensed IBM i products, manage your IBM i temporary licenses (5733-
ITL) and download interim keys for supported products

Figure 2-60 Software Downloads
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4. Search for the product 5771 as shown in Figure 2-61.
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Figure 2-61 Search Product

5. Select the product 5771-PP7 (IBM Storage Fusion HCI) as shown in Figure 2-62.

My ot thec oftwane 3 Soltwars Downlusds >

Software Downloads

it | St & Produst B Sla 2 Lsguags | Siap 3 Package | Stspd: TEGs | Slep S Helbaord | Step b Do

Dy rxtmznrg iy machine By product m

Figure 2-62 Select the product

6. The selected product is displayed as shown in Figure 2-63. Click Continue.

My entilled software > Software Downloads >

Software Downloads

Start | Step1: Product | Siep 2: Language | Step 3: Package B Slep 4:T&CS | Step 5: Methad | Step & Dewnload ESD enenged autharizanons

Step 3: Praduet download package selestion . Stooys it proriec software

Cumrant praducts,

Michila Application

B seioct all Search package tifle:
Fraduct/Release Download Package Siza (MB)
5773-FP7 ditaily Bl Storage Fusion HCT System SW 15253
02.07.01 Pickages 580%: [0M Saectrum Fusion lor HE1¥02.07.04, ENUESD 15233
Tatal davmload size (M8} 15283

Figure 2-63 Selected product display

7. Click the checkbox as shown in Figure 2-64 on page 38. Click Continue.

Chapter 2. IBM Fusion HCI Metro disaster recovery installation

37



38

My entiled sofware > Software Downloads >

Software Downloads
Start | Stép 1 Proguct | Slep 2: Language | Step 3: Package & Slap 4. TACs | Step 5 Method

Step 3: Praduct download package selestion

Current products

Search packaga title:

& setocrall

Fraduct/Ralease Download Package siza (ME]
STTL-PPT dataily Bl storage Fusion HCI System 5W 15253
0207.01 Rackages 580: IDM Saectrum Fusion or HET v32.07.01ENUESD 15233

Tatal dawnload size (M8} 15253

ESO emanded autnarizatons

| Show all supparted softviare

Mohila Application

Figure 2-64 Confirm the selected products

8. Read the License Terms and click on | agree as shown in Figure 2-64.

My entitied saftware > Soltware Downkiads >

Software Downloads

Start | Step 1o Praduct | Step 2: Language | Siep 3 Fackage | Stepd: T&Es ® Siep S: Methad | Step & Download

Cusrent products,

Product Praduct Nama

57TL-BRT details Storage Fusion HC1 System SW

Release Selected content

020701 5809: 1M Specirum Fusion for HEL v2.07.01 ENUESD

aggree button below. By clicking L agree pau a
sneitians gover i

a e huaves el e oppeturiity b resiew the ferms and conditions fat

and that such terms ar action. Select 1 disagree to exit.

ESD witweed manthorizasions

w Show all supaorted soft

Figure 2-65 License Terms confirmation

9. Select the download method as shown in Figure 2-66 and click Continue.

d software » Software Downloads >
Software Downloads

Start | Step 2: Prodisct | Step 2: Language | Step 3: Package

Py ant

&Cs | StepS: Method & Step 4: Download

methad of downlosd
Download instructions

Same af the processes o prepace and install the saftwan may be deferent from what you normally use.

Follerw thy the seftware
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A ticnal intormation for &7 roduUCts ean be ound in 11 I IBM Knowledgs Cente

Dawnload methoel
Dawniad using Dawnlcad Director (requires javal
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ESD extendud autherizations

» Ehow all supported soétwarg

Figure 2-66 Download method
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10.Review the download details as shown in Figure 2-67 and click the Download now button.

18M Entitled Systems Support

My entitled software > My Entitled Software >

Software Downloads

Start | Step 1 Product | Step 2: Language | Step 3: Package | Step 4: T&Cs | Step 5: Method | Step 6: Download ESD extended autheorizations
Step 6: Download with HTTPS « | Shaw all supparted software
Current products( ) Mabile Application

Poa ‘WE‘E App

18M Spectrum Protect Plus V10.1.10 Server for 08

177616287 7534
1BM Spectrum Frotect Plus License Key for Upgrada from Trial to full version
ﬂ_.q IBM Spectrum Protect Plus V10.1.9 License Key for Upgrade from Trial to full version Multilingual 022022 L 1
CO7761401_lic

Spectrum_Scale_Data_Management-5.1.6.0-x86_64-Linux o
o, Spectrum_Scale Data Management-5.1.6 0-xB6 6d-Linux tar.gz et
Spectrum_Scale_Data_Management-5.1,7.0-x86_64-Linux =
2 Spectrum_Scale Data Management-51.7 0-xB6_64-Linux tar gz Lt
Storage_Scale_Data_Management-5.1.9.1-x86_64-Linux i
ﬂ_.q Stotage Scale Data Management-5.1.9.1-x86 64-Linux.targz 1206
Storage_Scale_Data_Management-5.2.0.0-x86_64-Linux
A Storage Scale Data Management-5.2.0.0-x86 6d-Linux.large st
Storage_Scale_Data_Management-5.2.0.1-x86_64-Linux

1151

. Storage Scale Data Management-5.2.0.1-x86 6d-Linux.targz

Download all links Select new downloacd

Figure 2-67 Start download

11.0nce the download is complete, navigate to the download folder. List the contents of the
directory. You should be able to see the files as listed in Example 2-1.
Example 2-1 Downloaded files

[root@isftclltbmIml0 ~]#
1s Storage Scale Data Management-5.1.9.1-x86_64-Linux.tar.gz

12.Change the permissions of the file as shown in Example 2-2.

Example 2-2 Permission change

[root@isftcl1tbm9ml0 ~]# $chmod +x
Storage_Scale_Data_Management-5.1.9.1-x86_64-Linux.tar.gz
$./Storage_Scale_Data_Management-5.1.9.1-x86_64-Linux.tar.gz

13.Start the installation as shown in Figure 2-68 on page 40 and Figure 2-69 on page 41.
Input the details as requested.
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LICENSE INFORMATION

The Programs listed below are licensed under the following
License Information terms and conditions in addition to the
Program license terms previously agreed to by Client and
IBM. If Client does not have previously agreed to license
terms in effect for the Program, the International Program
License Agreement (i125-3301-15) applies.

Program Name (Program Number):

IBM Storage Scale Data Access Edition 5.1.9.1 (5737-139)
IBM Storage Scale Data Access Edition 5.1.9.1 (5641-DA1)
IBM Storage Scale Data Access Edition 5.1.9.1 (5641-DA3)
IBM Storage Scale Data Access Edition 5.1.9.1 (5641-DA5S)

Press Enter to continue viewing the license agreement, or
enter "1" to accept the agreement, "2" to decline it, "3"
to print it, "4" to read non-IBM terms, or "99" ta go back
to the previous screen.

1

License Agreement Terms accepted.

Extracting Product RPMs to /usr/lpp/mmfs/5.1.9.1 ...
tail -n +678 ./cd776372.tar.gz | tar -C fusr/Ipp/mmfs/5.1.9.1 --wildcards -xvz Public_Keys ansible-toolkit cloudkit/dependencies
ganesha_debs/ubuntu/ubuntu20 ganesha_debs/ubuntu/ubuntu22 gpfs_debs/ubuntu/ubuntu20 gpfs_debs/ubuntu/ubuntu22
hdfs_rpms/rhel/hdfs_3.1.1.x hdfs_rpms/rhel/hdfs_3.2.2.x smb_debs/ubuntu/ubuntu20 smb_debs/ubuntu/ubuntu22
zimon_debs/ubuntu/ubuntu20 zimon_debs/ubuntu/ubuntu22 ganesha_rpms/rhel7 ganesha_rpms/rhel8 ganesha_rpms/rhel9
ganesha_rpms/sles15 gpfs_rpms/rhel7 gpfs_rpms/rhel8 gpfs_rpms/rhel9 gpfs_rpms/sles15 smb_rpms/rhel7 smb_rpms/rhel8
smb_rpms/rhel9 smb_rpms/sles15 zimon_debs/ubuntu zimon_rpms/rhel7 zimon_rpms/rhel8 zimon_rpms/rhel9
zimon_rpms/sles15 cloudkit gpfs_debs gpfs_rpms scaleapi_rpms manifest 1> /dev/null

- Public_Keys

- ansible-toolkit

- cloudkit/dependencies

- ganesha_debs/ubuntu/ubuntu20

- ganesha_debs/ubuntu/ubuntu22

- gpfs_debs/ubuntu/ubuntu20

- gpfs_debs/ubuntu/ubuntu22

- hdfs_rpms/rhel/hdfs_3.1.1.x

- hdfs_rpms/rhel/hdfs_3.2.2.x

- smb_debs/ubuntu/ubuntu20

- smb_debs/ubuntu/ubuntu22

- zimon_rpms/rhel9
- zimon_rpms/sles15
- cloudkit

Figure 2-68 Installation

Figure 2-69 on page 41 is the continuation of the installation show in Figure 2-68.
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- gpfs_debs

- gpfs_rpms

- scaleapi_rpms
- manifest

Removing License Acceptance Process Toal from fusr/lpp/mmfs/5.1.9.1 ...
rm -rf fusr/lpp/mmfs/5.1.9.1/LAP_HOME [usr/lpp/mmfs/5.1.9.1/LA_HOME

Removing JRE from /usr/lpp/mmfs/5.1.9.1 ...
rm -rf fusr/lpp/mmfs/5.1.9.1/ibm-*gz

Product packages successfully extracted to /usr/lpp/mmfs/5.1.9.1

Cluster installation and protocol deployment
To install a cluster or deploy protocols with the IBM Storage Scale Installation Toolkit:
Jusr/Ipp/mmfs/5.1.9.1/ansible-toolkit/spectrumscale -h

To install a cluster on public clouds (AWS, GCP) with the IBM Storage Scale Installation Toolkit:
{usr/lpp/mmfs/5.1.9.1/cloudkit/cloudkit -h

To install a cluster manually: Use the GPFS packages located within fusr/lpp/mmfs/5.1.9.1/gpfs_<rpms/debs>

To upgrade an existing cluster using the IBM Storage Scale Installation Toolkit:
1) Review and update the config: /usr/Ipp/mmfs/5.1.9.1/ansible-toolkit/spectrumscale config update
2) Update the cluster configuration to reflect the current cluster config:
Jusr/lpp/mmfs/5.1.9.1/ansible-toolkit/spectrumscale config populate -N <node>
3) Use online or offline upgrade depending on your requirements:
- Run the online rolling upgrade: /fusr/Ipp/mmfs/5.1.9.1/ansible-toolkit/spectrumscale upgrade -h
- Run the offline upgrade: /usr/lpp/mmfs/5.1.9.1/ansible-toolkit/spectrumscale upgrade config offline -N;
Jusr/lpp/mmfs/5.1.9.1/ansible-toolkit/spectrumscale upgrade run
You can also run the parallel offline upgrade to upgrade all nodes parallely after shutting down GPFS
and stopping protocol services on all nodes.
You can run the parallel offline upgrade on all nodes in the cluster, not on a subset of nodes.

To add nodes to an existing cluster using the IBM Storage Scale Installation Toolkit:

1) Add nodes to the cluster definition file: /usr/lpp/mmfs/5.1.9.1/ansible-toolkit/spectrumscale node add -h
2) Install IBM Starage Scale on the new nodes: /usr/lpp/mmfs/5.1.9.1/ansible-toolkit/spectrumscale install -h
3) Deploy protocols on the new nodes: fusr/lpp/mmfs/5.1.9.1/ansible-toolkit/spectrumscale deploy -h

To add NSDs or file systems to an existing cluster using the IBM Storage Scale Installation Toolkit:
1) Add NSDs or file systems ta the cluster definition: fusr/Ipp/mmfs/5.1.9.1/ansible-toolkit/spectrumscale nsd add -h
2) Install the NSDs or file systems: Jusr/lpp/mmfs/5.1.9.1/ansible-toolkit/spectrumscale install -h

To update the cluster definition to reflect the current cluster config examples:
Jusr/lpp/mmfs/5.1.9.1/ansible-toolkit/spectrumscale config populate -N <node>

1) Manual updates outside of the installation toolkit

2) Sync the current cluster state to the installation toolkit prior to upgrade

3) Switching from a manually managed cluster to the installation toolkit

To get up and running quickly, consult the IBM Storage Scale Protocols Quick Overview:
https://www.ibm.com/docs/en/STXKQY_5.1.9/pdf/scale_povr.pdf

Figure 2-69 Install continuation

14.Navigate to the Ansible toolkit directory as shown in Example 2-3.

Example 2-3 Ansible toolkit directory
[root@isftclltbm9Iml0 ~1# cd /usr/1pp/mmfs/5.1.9.1/ansible-toolkit

15.View the contents of the directory as shown in Example 2-4. Verify that you see a file
named Spectrumscale.

Example 2-4 Directory contents of ansible-toolkit directory

[root@isftc11tbm9ml0 ansible-toolkit]# 1s
ansible cTi documentation externallibs license _ pycache__ Spectrumscale
bin configuration espylib installer.snap.py logs README _version.py
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16.Install the toolkit as shown in Example 2-5 using the following command:

./Spectrumscale setup -s <IP of the scale cluster master node>

Example 2-5 Ansible-toolkit install

[root@isftcl1tbmIml0 ansible-toolkit]# ./Spectrumscale -s 192.168.192.220

[ INFO ] Installing prerequisites for install node

[ INFO ] Found existing Ansible installation on system.

[ INFO ] Install Toolkit setup type is set to IBM Storage Scale (default). If
an ESS is in the cluster, run this command to set ESS mode: ./Spectrumscale
setup -s server_ip -st ess

[ INFO ] Your ansible controller node has been configured to use the IP
192.168.192.220 to communicate with other nodes.

[ INFO ] Port 10080 will be used for package distribution.

[ INFO ] SUCCESS

[ INFO ] Tip : Designate protocol, nsd and admin nodes in your environment to
use during install:./Spectrumscale -v node add <node> -p -a -n

17.Get the secrets of the following Storage Scale keys as shown in Example 2-6.

Example 2-6 Secrets of IBM Storage Scale

oc get secret ibm-Storage-scale-core-ssh-key-secret -n ibm-Storage-scale -ojsonpath="{.data.ssh-authorizedkeys}"
oc get secret ibm-Storage-scale-core-ssh-key-secret -n ibm-Storage-scale -ojsonpath="{.data.ssh-privatekey}"
oc get secret ibm-Storage-scale-core-ssh-key-secret -n ibm-Storage-scale -ojsonpath="{.data.ssh-publickey}"

18.Validate the secrets from Step 17 are present in the file tiebreaker_nodedefinition.json
as shown in Example 2-7.

Example 2-7 Secret validation

[root@isftclltbmIml0 ansible-toolkit]# cd /usr/1pp/mmfs/5.1.9.1/ansible-toolkit/ansible/vars/
Edit tiebreaker_nodedefinition.json file with secrets collected as in 2.6 and tiebreaker ip
[root@isftcl1tbmIml0 vars]# cat tiebreaker_nodedefinition.json

{

"scale cluster": {

"scale_version": "5.1.9.1",

"ssh_authorizedkeys": "c3NoLXJzYSBBQUFBQjNOemFDMX1jMkVBQ. ."

"ssh _privatekey": "LSOtLS1CRUdJTiBSUOEgUFJJVKFURSBLRVktLSOtLQp.."

"ssh_publickey": "c3NoLXJzYSBBQUFBQjNOemFDMX1jMkVBQUFBREFR. ."

}s

"tiebreaker node": [

{

"fgqdn": "192.168.192.220"

}
]
}

19.Copy the yaml files as shown in Example 2-8.

Example 2-8 Copy the yaml files

cp /usr/1pp/mmfs/5.1.9.1/ansible-toolkit/ansible/sample/playbook_tiebreakernode install.yml
/usr/1pp/mmfs/5.1.9.1/ansible-toolkit/ansible/sample/set_json_variables_tb.yml
/usr/1pp/mmfs/5.1.9.1/ansible-toolkit/ansible/

Run the following command to configure the SSH passwordless:
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sed -i 's/scale_private_public_key config: false/scale_private_public_key config: true/g'
/usr/1pp/mmfs/5.1.9.1/ansible-toolkit/ansible/playbook_tiebreakernode_install.yml

20.Navigate to the ansible directory to run the playbook as shown in Example 2-9.

Example 2-9 Run the ansible playbook

[root@isftcl1tbmIm10 ~]# cd /usr/Tpp/mmfs/5.1.9.1/ansible-toolkit/ansible/
[root@isftcl1tbmIml0 ansible]# ansible-playbook
playbook_tiebreakernode_install.ym]l

21.Ensure the playbook runs successfully as shown in Example 2-10.

Example 2-10 Run playbook to install Tiebreaker

[root@isftcl1tbmIml0 ansible]# ansible-playbook playbook_ tiebreakernode_install.ym]
[WARNING] : provided hosts Tist is empty, only localhost is available. Note that the
implicit localhost does not match 'all'

PLAY [localhost]

B o e R R R R R o e S R R R S T T T e S S L L

EE e R R R T R R R R R T R L

TASK [Gathering Facts]

R S e R S R S L e R R L R R kkhkkkhkkhhkhk kkhkkkhkhkkhhhhhhkhhkhhkkkx

B e R e T R R R L R R L L R

ok: [Tocalhost]

TASK [Read all intermediate output from Resource Details]

R R S e R S R R S T R L LR L L R s kkhkkkhkkkhkhk kkhkkhhhkkhhkhhhhkhhkhhkkkx

*hkkkhkkkkkkkk

ok: [Tocalhost]

TASK [Check valid json file]

R R R R S R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

Khkhkkhhkkhhhhhhhrhhhhdhhhdhhdhhdrhdhhhhhdhrdhdkx
ok: [Tocalhost] => {

"changed": false,

"msg": "AT1 assertions passed"

}

TASK [Pass all inputs related to creating Spectrum Scale cluster to all nodes]
Khhkkhhkhkhhkhhhhhkrhhkhhhhhhhdrhhrhdhhhhhdrhdrhdhhhhdhrhrhhrkhs *kkkkkhkk k% *khkkkkhkhkhhkkhkk

changed: [localhost] => (item={'fqdn': '192.168.192.220'})

PLAY [tierbreaker_node]

R R o R R S R R R R R S R R R R R R R R R R R R R R R R R R R R R R R

R o o o R R R R R R R R R R Rk ko

TASK [Gathering Facts]

B e e R e R R R o R S T R e S S T T T e S S L L

B S R R R T R R T R R L R L T L

ok: [192.168.192.220]

TASK [tierbreaker node | install]

R R e T R R R S R R R e R R R R *kkkkkkkkkk kkhkkhkkhkkkkhhkhhkhkkkkkkkkkxx

Khkkhkkkhkkhhkhhhhhrhhkrhdhhhkdhhhhhrhkhhrhhxk
ok: [192.168.192.220] => {
"msg": "Tierbreaker node installation is in progress. This may take a while. Please

be patient."
}
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TASK [prepare | Authorize all SSH keys]

FhA KA AR IIAAI A A A A bk hhhhhhhhhhhhhhhhhhdrhdhhrhrrrrrrrrrrx kkhkkkhkkhhkhk kkhkkhkhhkkhhhkhhhkhhkhhkkx

B T T

ok: [192.168.192.220] => (item=192.168.192.220)

TASK [shell]

B R R R S R R R R R S R R R R R R R R R R R R R S R R R R R R R R R R

R o o o R R R R R R R R R R R Rk Rk Rk R R R

changed: [192.168.192.220]

TASK [shell]

B e e R R R R R o R T R e T S R T T e S L L L

B R R R R S S R R R R R R R R R R R R R R R

changed: [192.168.192.220]

TASK [prepare | Change the Port 12345 in ssh_config]

B o e R R o T R R e T S T T T e S S L L L

B R R

ok: [192.168.192.220]

TASK [prepare | Change the Port 12345 in sshd_config]

R R e T R R R S R R R R R R R *kkkkkkhkkkk kkhkkhkkhkkkhhhkhkhkkkkkkkkkxx

R R T

changed: [192.168.192.220]

TASK [prepare | Restart the sshd service]

R R Rk o o o o R R R R R R R R R kR Rk kR R R R R R R R R R k*kkkkkkkkxk kkhkkkhkkkkhkkhkhkkhkkkkkkikxx

R R R s

changed: [192.168.192.220]

TASK [Create a file in tiebreaker to avoid mounting any filesystem]
KA KKKI KRR IR IR KR AR R KA RKR R AR R AR A AR I AR A AR A AR hhxdhhhhxrhhdhhrdsk kkkhkkkkhkkkhkh% kkkhkkkhhkkhhkkkhkkhkhhkkhkx

**

changed: [192.168.192.220] => (item=192.168.192.220)

[WARNING] : Consider using the file module with state=touch rather than running 'touch'.
If you need to use command because file is insufficient you can add

'warn: false' to this command task or set 'command warnings=False' in ansible.cfg to get
rid of this message.

PLAY RECAP

B e R R R S R R o T T T R S R S T T T e 2 S E

B e R R R R R R R S T R R R

192.168.192.220 : 0k=67  changed=6 unreachable=0 failed=0
skipped=46 rescued=0 ignored=0
localhost : ok=4 changed=1 unreachable=0 failed=0 skipped=0

rescued=0 ignored=0

Run 1sbTk to get the device name of the raw disk attached to the tiebreaker VM. The
device name gets used later to add the tiebreaker into the IBM Storage Scale cluster.

[root@isftcl1tbmIml0 ansiblel# 1sblk

NAME MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT

sda 8:0 0 447.1G 0 disk [root@isftcl1tbm9ml0 ansible]# ansible-playbook
playbook_tiebreakernode_install

|-sdal 8:1 0 600M 0 part /boot/efi

|-sda2 8:2 0 16 0 part /boot

“-sda3 8:3 0 444.8G 0 part
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|-rhel-root 253:0 0 3376 0 lvm /

| -rhel-swap 253:1 0 7.8G 0 Tvm [SWAP]

“-rhel-home 253:2 0 1006 O lvm /home
sdb 8:16 0 447.1G 0 disk

Run the following echo command to encode the disk name string:
[root@isftcl1tbmIml0 ansible]# echo "/etc/sdb" | base64

22.Patch the secret on any of the sites of the IBM Storage Fusion metro-dr pair as shown in
Example 2-11.

Example 2-11 Secret patched on the IBM Storage Fusion rack

oc patch secret isf-metrodr-config-secret -n ibm-Storage-fusion-ns -p
"{"data":{"TieBreakerDevice":"Encoded disk name from previous command"}}'

Tiebreaker configuration from IBM Storage Fusion GUI

Now that we finished the install steps, we are ready to finish the Metro DR configuration from
the IBM Storage Fusion GUI. Follow these steps:

1. Log in to the IBM Storage Fusion GUI.
2. Go to Disaster Recovery.

— Add Tiebreaker IPs and Credentials on the Disaster recovery page as shown in
Figure 2-70.

— After saving tiebreaker credentials, click on Connect as shown in Figure 2-71 on
page 46.

Edit tiebreaker credentials

IP address

192.168.192.220

Figure 2-70 Add tiebreaker IPs and Credentials
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@ Disastor recovery is in a critical state

Topology [l

Events

apps rackm0%.mydomain.com

apps.rackm10.mydomain.com

Figure 2-71 Connect Tiebreaker to Metro DR

Verify IBM Storage Scale status with mmgetstate -a from OCP as shown in Example 2-12.

Example 2-12 Verify IBM Storage Scale with mmgetstate -a command

sh-4.4# mmgetstate -a

Node number Node name GPFS state

1 control-1-ru2.daemon.ibm-Storage-scale.stg.rackm09 active
2 control-1-ru3.daemon.ibm-Storage-scale.stg.rackm09 active
3 control-1-rud.daemon.ibm-Storage-scale.stg.rackm09 active
4 compute-1-ru7.daemon.ibm-Storage-scale.stg.rackm09 active
5 compute-1-ru5.daemon.ibm-Storage-scale.stg.rackm09 active
6 compute-1-ru6.daemon.ibm-Storage-scale.stg.rackm09 active
7 compute-1-ru5.daemon.ibm-Storage-scale.stg.rackmlO active
8 compute-1-ru6.daemon.ibm-Storage-scale.stg.rackml0 active
9 compute-1-ru7.daemon.ibm-Storage-scale.stg.rackml0 active
10 control-1-ru2.daemon.ibm-Storage-scale.stg.rackml0 active
11 control-1-ru3.daemon.ibm-Storage-scale.stg.rackml0 active
12 control-1-rud.daemon.ibm-Storage-scale.stg.rackml0 active
13 gpfs-tiebreaker active

Edit an existing Tiebreaker configuration from IBM Storage Fusion GUI

To Change/Modify (Tiebreaker IP Address and/or user ID and/or password) an existing Metro
DR configuration from the IBM Storage Fusion GUI. Follow these steps:

1. Log in to the IBM Storage Fusion GUI of the local or remote site

2. Go to the Topology page under the Disaster recovery side menu.

IBM Fusion HCI:

Right-click on Tiebreaker and click Edit. Update Tiebreaker IPs and Credentials to the
Topology page by right-clicking the tiebreaker icon (Figure 2-72 on page 47) and then
completing the Edit tiebreaker credentials (Figure 2-73 on page 47).

Click on Save.
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X IBM Storage Fusion rackm10 @ B,

Quickstart

Topology

Events
apps.rackm10.mydomain.com

o @ No exents o display fo this cluster

. 4 apps.rackm09.mydomain.com

L4 © Noevents to display for this cluster

O Cluster ¥ Tiebreaker @ Metro relation

— Data connection — Tiebreaker connection

Figure 2-72 Select tiebreaker icon to update credential

Edit tiebreaker credentials
1P address

192.168.192.220

Figure 2-73 Edit tiebreaker IP and credentials and click Save

Verify IBM Storage Scale status with mmgetstate -a from OCP as shown in Example 2-12 on
page 46.

Example 2-13 Verify IBM Storage Scale with mmgetstate -a command

sh-5.1# mmgetstate -a

Node number Node name GPFS state
14 control-1-ru2.daemon.ibm-Storage-scale.stg.rackm09 active
15 control-1-ru3.daemon.ibm-Storage-scale.stg.rackm09 active
16 control-1-ru4.daemon.ibm-Storage-scale.stg.rackm09 active
17 compute-1-ru7.daemon.ibm-Storage-scale.stg.rackm09 active
18 compute-1-ru5.daemon.ibm-Storage-scale.stg.rackm09 active
19 compute-1-ru6.daemon.ibm-Storage-scale.stg.rackm09 active
20 compute-1-ru5.daemon.ibm-Storage-scale.stg.rackmlO active
21 compute-1-ru6.daemon.ibm-Storage-scale.stg.rackmlO active
22 compute-1-ru7.daemon.ibm-Storage-scale.stg.rackmlO active
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23 control-1-ru2.daemon.ibm-Storage-scale.stg.rackml0 active
24 control-1-ru3.daemon.ibm-Storage-scale.stg.rackml0 active
25 control-1-ru4.daemon.ibm-Storage-scale.stg.rackml0 active
26 gpfs-tiebreaker active

MetroDR Setup Validations
In the OCP Ul, go to Administration — CustomResourceDefinitions — Search for
“MetroDR” — Click on MetroDR with group name “metrodr.isf.ibm.com”.

Click on Instances tab — Select metrodrsite — Click on YAML tab.
Once the installation is successful and MetroDR clusters are ready, the following values
should be seen in the yaml display:

overal1DRClusterStatus: Healthy

clusterStatusSitel: Healthy

clusterStatusSite2: Healthy

clusterStatusTieBreaker: Healthy

networkStatusSitel: Healthy

networkStatusSite2: Healthy

Refer to Figure 2-74, Figure 2-75 on page 49, and Figure 2-76 on page 49.

RedHat B
Openshift 2 A2

o @ kube:admin v

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others ta log in.

Projects

Create CustomResourceDefinition

Search CustomResourceDefinitions
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Events. Name v | MetroDR| 7

Operators Name MetoDR X Clearallfilters
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o (@D MetroDR metrodrisfibm.com Vi Yes. o

Virtualization

@D vetroDRD fib w Yes ®
Networking

@& MetroDRInit metrodrisfibm.com v Yes °
Storage MetroDRNetworkinstall networkistibm.com v Yes o
Builds @D MetroDRUpdate metrodrisfibm.com vi Yes ]

List vlalphal Ne ©
Observe

@D VolumeReplicationGroup ramendropenshiftio Vialphal Yes [
Compute

VelumeSnapshotRestore datamever.eadp. openshiftio Vialphal Yes [}

User Management

Administration

Cluster Settings
Namespaces
ResourceQuotas

LimitRanges

CustomResourceDefinitions

Figure 2-74 CustomResourceDefinitions and search for “MetroDR”
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Figure 2-76 Verify metrodrsite component status
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Setting up application failover
and failback

This chapter describes the steps to set up the failover and failback of the file browser
application between a local site and remote site with IBM Fusion HCI.

© Copyright IBM Corp. 2023, 2024.
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3.1 Application Failover/Failback between local site and remote

site

In case of disaster or maintenance work on any of the sites, you need to setup the
applications for recovery. IBM Storage Fusion provides a simple method for setting up the
application(s) for disaster recovery (DR).

3.1.1 Prerequisites for application failover/failback

52

Before the application(s) is setup for DR, complete the following steps.
1. Ensure the health status of the DR is “healthy” as shown in Figure 3-1.

X IBM Storage Fusion rackm09

Quickstart

Connect cluster ~ +

Topology

Events
apps.rackm09.mydomain.com
fs] @ Noevents to display for this cluster

apps.rackm09.m...
apps.rackm10.mydomain.com

5 @ Noevents to display for this cluster

Tiebreaker

apps.rackm10.m

O Cluster Y Tiebreaker @ Metro relation

— Data connection Tiebreaker connection

Figure 3-1 Disaster Recovery user interface

2. The application is deployed and displays on the Applications page as shown in
Figure 3-2 on page 53.
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IBM Storage Fusion rackm09

Quickstart

Events

Applications

Applications

Backup & restore

Disaster Recovery

Disaster recovery Backup policies

Synchronize application data between two
sites to ensure your apps are recoverable
in the event of a disaster.

Regularly scheduled backups enable quick

Select applications to assign data recovery from data loss

protection capabilities.

Learn more. Assign policies
Global Data Platform
DR status: Filter v Backup status: Filter v Q_ filebrowser-application X o]
Cloud Satellite
Tafrastiactine [ Name Used (GiB) Capacity (GiB) DR status Backup status Last backup on Success rate Policies
Sl filebrowser-application1 <0.01 100 — Not protected ~ No policy 0/0 0
Settings
filebrowser-application10 0.00 100 — Not protected ~ No policy 0/0 0
filebrowser-application1l 0.0 100 Not protected No policy 0/0 0
filebrowser-application12 0.0 100 Not protected No policy 0/0 0
[] filebrowser-application13 0.00 100 Not protected No policy 0/0 0
filebrowser-application14 0.0 100 Not protected No policy 0/0 0
[J filebrowser-application2 0.00 100 Not protected No policy 0/0 0
filebrowser-application3 0.00 100 ~ Notprotected - No policy 0/0 0

Figure 3-2 User-deployed applications showing up on the Applications page

3.1.2 Setting up applications for DR

You can use the IBM Storage Fusion user interface to setup one or multiple applications for
DR. There are multiple ways to setup one or multiple applications. This section describes the
methods for setting up application(s) for DR.

Setting up a single application for DR
This section describes several methods of setting up a single application for DR.

We can use any of the following methods or options to enable a single application for DR:

»

»
»
»

Applications page

Individual Application details page

Disaster Recovery Section of Application Details page
Replicated applications page

Method 1: Applications user interface.
Here are the steps for setting up the DR using the Applications page:

1.
2.

© N o o &

Go to the Applications page shown in Figure 3-3 on page 54.
You can view the applications.

For the application you wish to enroll for disaster recovery, go to the end of that row and
click on the three dots to open the menu.

Click on Add disaster recovery.

Manage disaster recovery pops up.

Select Metro section on Manage disaster recovery.
Click on Save to enable DR.

The enroliment process starts and Adding application(s) to disaster recovery is
displayed as shown in Figure 3-4 on page 54.

Applications are showing up in DR status as “Synchronized” on the applications page as
shown in Figure 3-5 on page 54.
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Events Applications

Applications

Backup x
Disaster recovery Backup policies

it Select applications to assign data Synchronize application data between two Regularly scheduled backups enable quick
: ik sites to ensure your apps are recoverable recovery from data loss.
protection capabilities. in the event of a disaster.

Learnm Ass

ed | Selectall 14 items Assign backup policy B Manage disaster | cancel

B Name Used (GiB) Capacity (GiB) DR status Backup status Last backup on Success rate Policies
filebrowser-applicationl <0.01 100 Not protected No policy /0

filebrowser-application10  0.00 100 N No policy /0

il 0 plica 1 0.00 100 Not pro Mo policy ojo

filebrowser-application12 0.00 100 Not protected No policy ojo

filebrowser-application13 0.00 100 Not prot Na policy ofo

P Eag it No policy /0 o Manage disaster recovery

filebrowser-applicatior 0.00 100 Not protecte No policy o/0 [

filebrowser-application3 0.00 100 Ne No policy o/ ']

Figure 3-3 Enroll an application for DR from Applications page

The message Adding disaster recovery is displayed after enabling disaster recovery as
shown in Figure 3-4.

torage Fusion rackm09

Applications

Applications @ Adding disaster recovery X
a fitebrowser-applicationi madified.

Backup & restore Disaster recovery

. Select applications to assign data Synchronize application data between two Regularly scheduled backups enable quick
Disaste 5 dih sites to ensure your apps are receverable recovery from data loss
protection capabilities. in the event of a disaster.

v Backup ~ % filebrowser x @
Name Used (GiB) Capacity (GiB) DR status Backup status Last backup on Success rate Policies.
fileb ionl 0.00 100 Not protected No pelicy o/0 o

Figure 3-4 Adding application to disaster recovery

Figure 3-5 shows the application status (DR status) changed to “Synchronized” for the
disaster recovery-enabled application.

X IBM Storage Fusion rack 8 o
Quickstart i -
Applications
Ev
Applications x
Disaster recovery Backup policies
Select applications to assign data Synchronize application data betweentwo  Regularly scheduled backups enable quick
el sites to ensure your apps are recoverable recovery from data loss.
protection capabilities. in the event of a disaster.
Leam mere Assign policies
applications
Global Data Platform -4 Backup status: 4 G filebrowser i @
Cloud Satelite [ Name Used (GiB) Capacity (GiB) DR status Backup status. Last backup on Success rate Policies
filebrowser-application 0.00 100 © Synchronized No policy o/0 0

Figure 3-5 Application changed its DR status as “Synchronized”
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Method 2: Applications details page
Here are the steps for setting up the DR Method 2 using the Application details page.

Click on the application from the Applications page.

The Application details page opens up.

Click on Actions to open the menu.

Click on Manage disaster recovery from the drop-down menu.
Manage disaster recovery pops up.

Select Metro from the popup window.

N o o s~ Db~

Click on Save to enable disaster recovery as shown in Figure 3-6.

filebrowser-applicationl "
Manage disaster recovery

Replicate data and etcd metadata between both sites for the selected application.

Which disaster recovery configuration do you intend 1o use?

Metro
Synchionaus replication between two sites.

(") No disaster recovery
> Disable disaster recovery for al of the selected spplications. Mirroring

e
will be stopped for the applications.

Figure 3-6 Select Metro on Manage disaster recovery popup window and click Save

Method 3: Disaster Recovery Section on Application Details page

You can also setup an application for disaster recovery on the Application details page
section Disaster recovery.

Here are the steps for setting up the DR Method 3 using the Disaster recovery section on
the application detailed page.

1. Open the Application detail page.

2. Click on Add disaster recovery button as shown in Figure 3-7 on page 56.

3. Add the application to the DR displayed as shown in Figure 3-8 on page 56.
4

. Metro status on the disaster recovery section changed to “Synchronized” as shown in
Figure 3-9 on page 57
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& Back up this application To take advantage of IBM Storage Fusion data protection, back up this application using a backup policy.

Storage Events
A summary of PVE storage and storage classes utilized by this application
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Warning

No events found

Disaster recovery

Protect this application from a site outage by enabling synchronous data mirroring between this
cluster and the remote cluster (apps.rackm10.mydomain.com).

Add disaster recovery

Figure 3-7 Click on Add disaster recovery button on the Disaster recovery section

Storage )9 s @

Overview  Storage kups.

Quickstart I

Events

i Back up this application To take advantage of IBM Storage Fusion data protection, back up this application using a backup policy. ®  Aifogdhasecracoiey
Applicatie
pplications filebrowser-application? modified.

Storage Events View al

A summary of PVC storage and sterage classes utilized by this application

O GiB 10 0 ce

Warning Recent

al Data Platform

Cloud Satell

lable) 100 GiB total s1
No events found

Disaster recovery

Pratect this application from a site outage by enabling synchronous data mirroring between this
cluster and the remote cluster (apps rackm10.mydomain.com).

2

Backups Inventory

The summary provides details about the backup activity of this application,

Figure 3-8 Adding disaster recovery is in progress
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Overview  Storage  Backups  Resources

i Back up this application To take advantage of IBM Storage Fusion data protection, back up this application using a backup palicy.

A summary of PVC storage and storage classes utilized by this application,

Warning Recent

Used Capacity by storage class
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1
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Disaster recovery

Current cluster

apps. rackmD9. mydomain.com

Hame cluster

apps.rackm09.mydamain.com

Storage Events View all

Figure 3-9 Metro status changed to “Synchronized”

Method 4: Replicated applications page
You can also set up an application for DR from the Replicated applications page.

1. Click on the disaster Recovery.

2. Open the Replicated applications page.
3. Click on the Enroll applications + button.
4

Select an application on Enroll applications in disaster recovery popup window as
shown in Figure 3-10.

Click on check boxes for the selected applications.
Click on Enroll.

Enroll applications in disaster recovery

Select applications
The selected applications will be replicated synchronously between sites through a
Metro relationship. Applications that are already enrolled in disaster recovery will
not appear here.

Name
filebrowser-application1

filebrowser-application10
filebrowser-application11

filebrowser-application12

filebrowser-application13

1-50f 5 items

Figure 3-10 Enable disaster recovery from Replicated applications page

Setting up multiple applications for DR
We can use either of the following methods to enable a single application for DR:

» Applications page
» Replicated applications page
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Method 1: Applications page
You can enroll multiple applications for DR simultaneously as described in the following steps.

Open the Applications page.

Click the checkbox next to each Application name as shown in Figure 3-11.

Click on the Manage disaster recovery button to enroll the selected applications for DR.
Manage disaster recovery window pops up.

Select Metro and click on Save to enable disaster recovery as shown in Figure 3-12.
Adding disaster recovery message displayed as shown in Figure 3-13 on page 59.

N o o s~ Db~

Disaster recovery enabled message displayed and applications are showing up as
“synchronized”. See Figure 3-14 on page 59.

Applications

Application:

Kup

Disaster recovery Backup policies.
Select applications to assign data Synchronize application data between two Regularly scheduled backups enable quick
i b sites to ensure your apps are recoverable recovery from data lass.
protection capabilities. in the event of a disaster.
Learn more Assign policies

eloct all 14 items Assign backup policy B

B Name Used (GiB) Capacity (GiB) DR status Backup status Last backup on Success rate Policies
B filebrowser-applicationl <0.01 100 ~ Notprotected  — Nopolicy 0/0 o
B filebrowser-application10 0.00 100 = Not protected = No policy o/o o

Figure 3-11 Enroll multiple applications for DR

2 applications selected x
Manage disaster recovery

Replicate data and eted metadata between both sites for the selected application.

Which disastar recovary configuration do you intand to use?

Metro
Synchroneus replication between two sites.

") No disaster recovery
~ Disable disaster recovery for all of the selected applications. Mirroring
will be stopped for the applications.

Figure 3-12 Select Metro and click on Save to enable DR
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Figure 3-13 Adding DR is in progress
1BM Storage Fusion rackm09 @ & &

Applications

Disaster recovery Backup policies

Synchronize application data between twa

sites to ensure your apps are recoverable
in the event of a disaster.

Regularly scheduled backups enable quick

Select applications to assign data recovery from data loss.

protection capabilities.
Le
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Figure 3-14 DR statué. .c.héh.ged to “Synchrbnized”

Method 2: Enroll applications for DR from Replicated Applications page

You can also set up an application for disaster recovery from the Replicated applications
page.

1. Click on the Disaster Recovery.

2. Open the Replicated Applications page.

3. Click on the Enroll applications + button.
4

Select more than one application on Enroll applications in disaster recovery popup
window as shown in Figure 3-15 on page 60.

Click on check boxes for the selected applications.
Click on Enroll.
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Enroll applications in disaster recovery

Select applications
The selected applications will be replicated synchronously between sites through a
Metro relationship. Applications that are already enrolled in disaster recovery will
not appear here.

Name
filebrowser-app-m09
filebrowser-app6-m09
filebrowser-app7-m09
filebrowser-app8-m09

] filebrowser-app9-m09

[ filebrowser-applications

1-60f6items

Enroll

Figure 3-15 Enable disaster recovery from Replicated applications page

3.1.3 Viewing DR-enabled or synchronized applications for Site1 and Site2

View Disaster recovery enabled or synchronized applications on Replicated applications
page on Disaster recovery main pages of Site1 and Site2. Figure 3-16 shows Synchronized
applications on Site1 and Figure 3-17 on page 61 shows Synchronized applications on Site2.

Applications Metro status set to “Synchronized” on the Replicated applications page on
Site1.

&
Replicated applications Actions.. %
Status: Filter,, v Q filebrowser x B Enroll applications
Name Primary cluster Partner cluster Metro status a8
filebrowser-applicationl apps.rackm09.mydomain.com apps.rackm10.mydomain.com @ Synchranized
filabrowser-application10 apps.rackm09. mydomain.com pps.rackm10.mydomain.com © Synchronized
filebrowser-application1l ps.rackm09.mydomain.com apps.rackm10.mydomain.com @ Synchronized
filebrowser-application12 apps.rackm09.mydomain.com apps.rackm10.mydomain.com @ Synchronized
filebrowser-application13 apps.rackm09.mydomain.com apps.rackm10.mydomain.com @ Synchronized
filebrowser-application14 apps.rackm09.mydomain.com apps.rackm10.mydomain com @ Synchronized
filebrowser-application2 apps.rackm09.mydomain.com apps.rackm10.mydomain.com © Synchronized
filebrowser-application3 apps.rackm09.mydomain.com apps.rackm10.mydomain.com © synchronized
filebrowser-applicationd apps.rackm09. mydomain.com apps.rackm10.mydomain.com © Synchronized

Figure 3-16 Replicated applications page showing “Synchronized” applications on Site1

Applications Metro status set to “Synchronized” on the Replicated applications page on
Site2.
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Figure 3-17 Replicated applications page showing “Synchronized” applications on Site2

3.1.4 Removing application(s) from DR

If you do not want to use any application for disaster recovery, you can disable the
application(s) from disaster recovery.

Disabling DR for a Single application

We can use any of the following methods or options to disable a single application for disaster
recovery.

» Applications page
» Individual Applications details page
» Replicated applications page

Method 1: Disable DR from the Applications page

You can disable an application from disaster recover from the Applications page with the
following steps:

1. Click on the Applications page.

2. Select an application and click on 3 dots and click on Manage disaster recovery as
shown in Figure 3-18 on page 62.

3. Select Metro and click on No disaster recovery and save it as shown in Figure 3-19 on
page 62.

4. Confirm by clicking Remove on the Remove disaster Recovery popup window shown in
Figure 3-20 on page 63.

5. Figure 3-21 on page 63 shows the Removing disaster recovery message.

6. Go back to the Applications page, Figure 3-22 on page 63, and see the DR status
changed to Not protected.
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Applications

protection capabilities.

Select applications to assign data
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Synchronize application data between two
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Backup policies

Regularly scheduled backups enable quick
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x &
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a0 v E
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Figure 3-18 Select an application and click on 3 dots and click on manage disaster recovery

Nlebromser-application]

Manage disaster recovery

Replicate data and etcd metadata between both sites for the selected application

Metro

Synch-onous replicarion betwsan two sites.

(<) No disaster recovery °

Disable disaster recovery for all of tne selectad anglications. Mirroring

will be stopped for the applications.

Figure 3-19 Select Metro and click on No disaster recovery and save it

IBM Fusion HCI: Metro Disaster Recovery Use Case




flebrowser-azzlicationd

Remove disaster recovery

Are you sure you would like to disable disaster recovery for the selected
applications?

Mirroring will be stopped and re-enabling disaster recovery at a later time will
result ina full data copy for the applications

Figure 3-20 Click on Remove to confirm

Replicated applications ncione
@ Removing disaster recovery x
filebrowser-application13 will no
Status: Filte v Qe longer be replicated
——
[J  Name Primary cluster Partner cluster Metro status 1
O filebrowser-application13 apps.rackm09.mydomain.com apps.rackm10.mydomain.com © Synchrenized
[ filebrowser-application14 apps.rackm03 mydomain.com apps.rackm10.mydomain.com © synchronized
|l filebrawser-applicatian2 apps.rackm0%.mydomain.com apps.rackm10.mydomain.com © Synchronized
L) tilebrowser-applicationd apps.rackm0?.mydomain.com apps.rackm10.mydomain.com © Synchronized
[ filebrowser-applicationa apps. rackm02 mydomain,com apps.rackm10.mydomain.com @ Synchronized
| | filebrowser-applications 2pps rackm09 mydomain.com apps.rackm10. mydomain.com © Synchronized

Figure 3-21 Removing disaster recovery message is displayed

Applications
®
Disaster recovery
Select applications to assign data Synchioncs apelication dara etween 4o
A . sites to ensure your apps are recoverable
protection capabilities. in the event of a disaster.
Learn more
DR status: Filter ~ Q. application13| £ )
[] Name Used (GiB) Capacity (GiB) DR status
[0 iilebrowser-application13 0.00 100 Not protected
Ttems per page: 100 ~ 1-1 of 1 item 1~ 1of1page

Figure 3-22 DR status changed to Not protected
Method 2: Disable disaster recovery from the Application detail page

You can disable an application from disaster recovery from the Applications detail page with
the following steps.
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. Click on the Application and open detail page.

N

. Click on Manage disaster recovery in Figure 3-23.

w

. Confirm by clicking Remove on the Remove disaster Recovery popup window shown in
Figure 3-24.

Removing disaster recovery message displayed in Figure 3-25 on page 65.

o &

Metro status “Synchronization” removed on the Disaster recovery section. See
Figure 3-26 on page 65.

6. Go back to the application page and see DR status changed to Not protected in
Figure 3-27 on page 65.

filebrowser-application1

Manage disaster recovery

Applications

Backup & restore Ovarview  Storage  Backups  Resources e
4. Back up this application To take advantage of 15M Storage Fusion data protection, back up this application using a backup palicy.
Storage Events View all

A summay of PUC starage an stary

b GiB r:LdO GiB

2

iesses uilized by this spplication

Warning Recent
Canacity by storage class

1
e 100 Gi8 okl Storage clas
s found
1
| latl
Disaster recovery
rrent cluster [P
apps.rackm09.mydomain.com @ Synchronized

teme cluste

apps.rackm09.mydomain.com

Figure 3-23 Click on Manage disaster recovery on the application details page

ebrowser-aoplicationl

Remove disaster recovery

Are you sure you would like to disable disaster recovery for the selected
applications?

Mirroring will be stopped and ro-enabling disaster recovery at a later time will
result in a full data copy for the applications.

Figure 3-24 Click on remove on the Remove disaster recovery popup window
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Figure 3-27 DR status changed to Not protected on the application page

Chapter 3. Setting up application failover and failback

65




66

Method 3: Remove disaster recovery from the Replicated application page

You can also disable an application from disaster recovery from the Replicated applications
page with the following steps.

1.
2.
3.

Click on the disaster Recovery.
Open the Replicated applications page.

Select an application by clicking a check box and click on Manage disaster recovery on
the blue bar or click on the 3 dots and click on Manage disaster recovery on the drop
down box as shown in Figure 3-28 and Figure 3-29.

. Click on No disaster recovery on the Manage disaster recovery popup page and click

Save as shown in Figure 3-30 on page 67.

Click on Remove on the Remove disaster recovery popup page as shown in Figure 3-31
on page 67.

You can see a message Removing disaster recovery displayed as shown in Figure 3-31
on page 67.

The application will be removed from the Replicated applications page as shown on
Figure 3-32 on page 67.

DR status of the application will be changed to Not protected on the Applications page
as shown in Figure 3-33 on page 68.

B name Primary cluster Partner cluster Metro status T

filebrawser-apalicationi3 apps.rackm07.mydemain.com apps. rackm10.mydemain.com © synchronized

a0ps rackmO00. mydomai s, rackm 0. myl O 5

Figure 3-28 Select an application and click on Manage disaster recovery on the blue bar

x @

Primary cluster Partner cluster Metro status T

apps.rackm10.mydomain.cor gnchronized
b 10.mydomain.com © synchrd Manage disaster recovery

Manage disssler rec

Figure 3-29 Click on 3 dots and manage disaster recovery
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Disable dsester recovery for all of the selected apslications. Mirroring
il be stopped for the applications.

Figure 3-30 Select No disaster recovery and click Save

filebrawser-apsication 1

Remove disaster recovery

Are you sure you would like to disable disaster recovery for the selected
applications?

Mirroring will be stopped and re-enabling di saster recovery at a later ime will
result in 2 full data copy for the applications.

Figure 3-31 Click on Remove to confirm

M Storage Fusion r ) ® o
Replicated applications Actions.. >
@ Removing disaster recovery x
filebrowser-appficationd3 will ne
v la e longer be replicated,
—_—
[ Name Primary cluster Partner cluster Metro status 'y
O filebrowser-application13 apps.rackm09 mydomain.com apps.rackm10.mydomain.com @ synchronized i
[T filebrowser-applicationid apps.rackm09 mydomain.com apps.rackml0.mydomain.com @ Synchronized H
u er-application2 apps.rackm09 mydomain.com apps.rackm10.mydomain.com @ Synchronized i
] tilebrowser-application3 apps.rackm09.mydomain.com apps.rackm10.mydomain.com @ Synchronized i
] filebs -applicationd apps.rackm09 mydomain com apps.rackm10.mydomain.com @ Synchronized H
| | filebrowser-applications apps.rackm09 mydomain.com apps.rackm10.mydomain.com © Synchronized i
= -

Figure 3-32 Removing disaster recovery message displayed
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Replicated applications Actions

Q. filebrowser-applicationt x ]

Name Primary cluster Partner cluster Metra status 1

r-aps n14 pps.ackm09.mydomain.co \pps.rackn ydomain.com @ Ssynchronizec

Quickstart

Events 1 H
L Applications
Applic: ns
%
" Disaster recovery Backup policies
Select applications to assign data Synchronize application data between two Regularly scheduled backups enable quick
2 S sites o ensura your apps are recoverable recovery from data loss
protection capabilities. in the event of a disaster.
Learn more ssign policies
OR status: F v Backup status: F 2 filebrowser-application? x | &
Name Used (GiB) Capacity (GiB) DR status Backup status Last backup on Success rate Palicies
filebrowser-applicationl 0.00 100 - Notprotected  — Nopolicy 0/0 ]

Setting

Figure 3-34 DR status of the application moved to Not protected

Disabling Disaster recovery from multiple applications

We can use any of the following methods or options to disable multiple applications from DR:
» Applications page

» Replicated applications page

Method 1: Disable DR from the applications page

You can remove disaster recovery from an application from the Applications page with the
following steps.

1. Click on the Applications page.

Select multiple applications as shown in Figure 3-35 on page 69.

Click on Manage disaster recovery on the blue bar as shown in Figure 3-36 on page 69.
Click on No disaster recovery and save it as shown in Figure 3-37 on page 69.

o > 0D

Confirm by clicking Remove on the Remove disaster Recovery popup window shown in
Figure 3-38 on page 70.

6. Figure 3-39 on page 70 shows the Removing disaster recovery message.

7. Go back to the Applications page and see the DR status changed to Not protected as
shown in Figure 3-40 on page 71.
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Figure 3-35 Select multiple applications by clicking check boxes

2 items selected | Select all 14 items Assign backup policy [ Manage disaster recovery &  Cancel

B Name Used (GiB) Capacity (GiB) DR status Backup status Last backup on Success rate Policies
filebrowser-applicationl 0.00 100 @ Synchronized — No policy 0/0 0
filebrowser-application10 0.00 100 @ Synchronized No policy 0/0 0

Figure 3-36 Click Manage disaster recovery on blue bar

2 acplications selacted
Manage disaster recovery

Replicate data and etcd metadata between both sites for the selected application.

Which disaster rasovery confizuration €o you intend to use

Metro

Synehranaus replisatian betueen o sites
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= Disabile disaster recove Il of the selected applications. Miroring
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Figure 3-37 Select No disaster recovery on the Manage disaster recovery popup window and click
save
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Remove disaster recovery

Are you sure you would like to disable disaster recovary for the selectad
apalications?

Mirroring will be stopped and re-enabling disaster recovery at a later time will
result in a full data copy for the applications,

Figure 3-38 Click Remove to confirm
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Select applications to assign data HTelone dpplaton b v 2 will no-longer be
protection capabilities. in the event of a disaster. Tephcated
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Figure 3-39 Removing disaster recovery message displayed

70 IBM Fusion HCI: Metro Disaster Recovery Use Case



Jo
En)

Disaster recovery Backup policies
Select applications to assign data

protection capabilities.

Regularly scheduled backups enable quick
[ dat: 88

nthe event of a disaster.

earn more ign policie

DR stat =i v Backup status: Fi v Q  filebrowser-application x 8

Name Used (GiB) Capacity (GiB) DR status Backup status Last backup on Success rato Policies

C s o ®s No p
O o |

t ot ©s ized o poli
C o 00 0 s No p
ot LY Ny

f 2 o ] CE ized No pali

Figure 3-40 DR status of applications changed to Not protected

Method 2: Remove disaster recovery from Replicated applications page

You can remove disaster recovery from multiple applications from the Replicated
applications page with the by following the steps:

1. Click on the Replicated applications page.

2. Select multiple applications and click on Manage disaster recovery button on the blue
bar as shown in figure Figure 3-41.

3. Click on No disaster recovery on the Manage disaster recovery popup window and
click Save as shown in Figure 3-42 on page 72.

4. Click on Remove to disable the disaster recovery enroliment on the selected applications
on the Remove disaster recovery popup window as shown in Figure 3-43 on page 72.

5. Disaster recovery disabled applications will be removed from the Replicated applications
page as shown in figure Figure 3-44 on page 72.

6. Applications DR status changed to Not protected on the Applications page as shown in
Figure 3-45 on page 73.

X IBM Storage Fusion rackm09 @ 5 D

Quickstart
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Applications

Backup & restore

Infrastructure

Storage

2items selected | Selectall 12 items
B name

L filebrowser-applicationl
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apps.rackm09.mydomain.com

apps.rackm09.mydomain.com

apps.rackm09.mydomain.com

apps.rackm09.mydomain.com

Partner cluster

apps.rackm09.mydomain.com

apps.rackm10.mydomain.com

apps.rackm10.mydomain.com

apps.rackm10.mydomain.com

pps.rackm10.myd

Manage disaster recovery () | Cancel

Metro status "
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© synchronized
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o

Figure 3-41 Select multiple applications and click on Manage disaster recovery button on the blue bar
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Manage disaster recovery

Replicate data and etcd metadata hetween both sites for the
selected application

Which disaster recovery configuration do you intend to use?

71 Metro

Synchronaus replication between twa sites.

() No disaster recovery °

" Disable disaster recovery for all of the selected applications. Mirroring
will be stopped for the applications.

Figure 3-42 Click on No disaster recovery ad then save

2 applications selected

Remove disaster recovery

Are you sure you would like to disable disaster recovery for the selected
applications?

Mirroring will be stopped and re-enabling disaster recovery at a later time will
resultin a full data copy for the applications.

e

Figure 3-43 Click on Remove to confirm

Replicated applications \Acws—v
;

Name Primary cluster Partner cluster Metro status 4y

Status: Filter... v | Q filebrowser-application12 x

No items match the current filter.

Figure 3-44 Selected applications removed from the Replicated applications page
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Figure 3-45 DR status moved to Not protected for the DR disabled applications
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Application failover and failback

This chapter describes the steps to demonstrate the failover and failback of the file browser
application between a local site and remote site with IBM Storage Fusion HCI.

4.1 Failover

The applications are enrolled for disaster recovery (DR) and the persistent volumes are
shared across the sites. Just in case, Site1 is unavailable due to unknown reasons or for
planned maintenance work, the applications can still be accessed from Site2.

View the applications for failover by following these steps:

Log in to IBM Storage Fusion of the remote site.

Go to the Replicated applications page.

Click on the Actions button.

Go to the Failover window.

Browse and select the applications as shown in Figure 4-1 on page 76.

oD~

© Copyright IBM Corp. 2023, 2024. 75



Failover

Pull applications from the partner cluster to this cluster.

1" Possible data overwrite
Data may not be synchrenized. If you want to synchronize all data before failing over and switch the direction of replication, initiate the failover from
the partner cluster

This action will:
1. Stop ion i diately for the selected .
2. Prepare this cluster to host the selected applications by creating the PV and PVCs that the applications need to access data.

After the failover is complete, deploy the applications on this cluster.

Select applications
Select the applications you wish to relocate to this cluster

Name Status 4~ Primary cluster Partner cluster

filebrowser-application1 @ Synchronized apps.rackm09.mydomain.com apps.rackm10.mydomain.com

filebrowser-application10 apps.rackm09.mydomain.com apps.rackm10.mydomain.com

@ Synchronized

filebrowser-application11 @ Synchronized apps.rackm09.mydomain.com apps.rackm10.mydomain.com

filebrowser-application12 Synchronized apps.rackm09.mydomain.com apps.rackm10.mydomain.com

filebrowser-application13 apps.rackm09.mydomain.com apps.rackm10.mydomain.com

Synchronized apps.rackm09.mydomain.com apps.rackm10.mydomain.com

]
@ Synchronized
]

filebrowser-application2 Synchronized apps.rackm09.mydomain.com apps.rackm10,mydomain.com

Failover

Figure 4-1 Select applications to be failed over on the failover window

Initiate the failover process
This section describes the steps of the failover process:

1. Go to Disaster Recovery and click on Replicated application page as shown in
Figure 4-2.

2. Click on Actions and Failover.

Data Cataloging service is in a degraded state

Replicated applications

Status: Filtes v Q file EIRER W Encollapplications  +
Name Primary cluster Partner cluster Metro status. +
filebrowser-applicationl % apps.rackm10.mydomain.com apps.rackm09.mydomain.com @ Synchronized

76

filebrowser-application12

filebrowser-application13

apps.rackm09.mydomain.com

apps.rackm09.mydomain.com

apps.rackm10.mydomain.com

apps.rackm10.mydomain.com

filebrowser-application10 % apps.rackm10.mydomain.com apps.rackm09.mydomain.com © synchronized
filebrowser-application11 apps.rackm09.mydomain.com apps.rackm10.mydomain.com © Synchronized

@ Synchronized

© Synchronized

Figure 4-2 Failover process

3. Click on the Failover button to initiate failover. The dialog box will appear as shown in

Figure 4-3 on page 77.
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Failover

Pull applications from the partner cluster to this cluster,

' Possible data overwrite
Data may not be synchrenized. If you want to synchronize all data before failing over and switch the direction of replication, initiate the failover from
the partner cluster

This action will:
1.5top ion immediately for the selected
2. Prepare this cluster to host the selected applications by creating the PV and PVCs that the applications need to access data.

After the failover is complete, deploy the applications on this cluster.

Select applications
Select the applications you wish to relocate to this cluster

Name
filebrowser-application1

filebrowser-application10

filebrowser-application11
filebrowser-application12

filebrowser-application13

Status

© Synchronized

@ Synchronized

Synchronized

Synchronized

Primary cluster

apps.rackm09.mydomain.com
apps.rackm09.mydomain.com
apps.rackm09.mydomain.com
apps.rackm09.mydomain.com

apps.rackm09.mydomain.com

Partner cluster

apps.rackm10.mydomain.com
apps.rackm10.mydomain.com
apps.rackm10.mydomain.com
apps.rackm10.mydomain.com

apps.rackm10.mydomain.com

filebrowser-application1d Synchronized apps.rackm09.mydomain.com apps.rackm10.mydomain.com

omain.com

]
@ Synchronized
]
]

Synchronized apps.rackm09.mydomain.com apps.rackm10.

filebrowser-application2

Failover

Figure 4-3 Click on Failover to initiate failover

4. Failover initiated message displayed on the Replicated applications page for the
selected applications as shown in Figure 4-4.

=

. - © Failover initiated P
Replicated applications 2 applications are relocating ta this
cluster,
~ O tilebrowser x =] Enroll applicatial
Primary cluster Partner cluster Metro status P
pplicationl apps. 09.m 10 mydo
-application1n a0ps.rackmO8 mydomain com s, rackm10 myda @ Synchranized

L Data P

Cloud Satellite 0. ® Synchronized

application1l apps.rackm09.mydomain.cam

Infrastrue
pps.rackm10.mydomain.com @ synchronized

polication13 apps.rackmD9 mydumain com

application13 o5, rackm O mydemain tom rackml0.mydomain.cam 8 sync

application14 apps.rackmi9 mydumain com pps.rackin L Omydamain som @ Ssynchronized

appe.rackm09.mygemain.com apps.rackm10.mydomain.cam ® Synchronizes

apps.rackma9 mycemain com apps.rackm10. mydomain.cam @ synchronized

Figure 4-4 Confirmation message for failover process initiated
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5. Once the failover is complete for the application, the Failover complete message is
displayed as shown in Figure 4-5.

IBM Storage Fusion

Quickstart

Infrastructure

Replicated applications

Statuz: Filte ~ Q. filearowser

|| Name

[ filebrowser-anplication1
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Primary cluster
) apps rackm10.mydomain.com
apps. rackm09.mydomain.con
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Partner cluster
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Metro status E

& synchronized

@ synchronized

@ synchronized

@ Synchranized

@ sunchranized

® Synchrenized

@ Sencheanized

& synchronized

& Sunchronized

Figure 4-5 Failover completion message

6. The application status icon is updated under primary and partner cluster columns as
shown in Figure 4-6.

18M Storage Fusion

Replicated applications

Status: Filter v 2 filebrowser

_]  filebrowsar-applicationl 1

=

1 flebroveser-applicatianl2
| flebrawser-applicatianld
1 flebrowser-application1d

"1 flebrawser-application

Primary cluster

s rackm L0, mydemain car

1%, myclom:

apps.rackmO®.mydomain.com

apps.rackmO%. mydemain, com

apps.rackmO%.mydomain.com

apps.rackm09. mydemain.ca

#) apps rackm 10 mydomain carm

Partner cluster

mydoman.com

10.mydamain.com

apps.rackm0.mydomain.com

aps.rackmd 0. mydomain.com

apps.rackm 1 0 mydamain.com

apps.rackm10 mydomain.com

nydomain.com

Artinns,

Metro status 9

@ synchronesd

@ synchronizad

@ Syncheonizad

8 synchronzed

@ Synchronizad

® synchroneed

@ synchroneed

Figure 4-6 Applications status with icon updated under primary and partner cluster column

7. Now, redeploy the failed over application(s) on remote site from the OpenShift console as
shown in Figure 4-7 on page 79.
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Red Hat
OpenShift

&% Administrator

Home

Operators

Workloads

Pods

DeploymentConfigs
StatefulSets
Secrets

ConfigMaps

CronJobs.

=5 a2 O @ kube:admin =

“You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to login.

Project: filebrowser-application] =

pods

Y Filter = Name = / m

MName 1 Status Ready Restarts Owner Memory CcPU Created

2 Running il [ @ 18 Mar 2024,

43 pm

Figure 4-7 Remote site - Application redeployment from OpenShift console

8. Access redeployed applications from a remote site as shown in Figure 4-8.

PodDisruptionBudgets

Figure 4-8 Remote site - Click on location on OpenShift Console to access the redeployed application

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others ta log in.

Project: filebrowser-applicationl =

R s
@D fb-route = accepsea

Route details

Name Location
fb-route r

Namespace Status
NS filebr Ho i

Labels dit # Host

th-raute-filebrowser-applicatian apps.rackmI0.mydomain.com

9. View failed over applications on a remote site as shown in Figure 4-9 on page 80.
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Figure 4-9 Application access from remote site

4.2 Failback

Once the Site1 is back online, you may want to failback the applications from remote site

(Site2) to local site (Site1)

View failed over application(s)
To view the failed over application(s) from local to remote site, follow these steps:

1. Log in to IBM Storage Fusion of local site (Site1).

2. Go to Replicated applications page.

3. Click on Action — Failover, select the failed over applications and click failover in

Figure 4-10.
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Figure 4-10 View failed over applications
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Initiate failback process
Follow these steps to failback the application(s) from the remote site (Site2):

Log in to IBM Storage Fusion of local site (Site1).
Go to the Replicated applications page.

Click Actions — Failover.

Select failover applications.

Click Failover button as shown in Figure 4-11.

arwN~

Failover

Pull applications from the partner cluster to this cluster.

Possible data averwrite
Data may not be synchronized. If you want to synchronize all data before failing over and switch the direction of replication, initiate the failover from
the partner cluster

This action will:
1. Stop replication immediately for the selected applications.
2. Prepare this cluster to host the selectad applications by creating the PV and PUCs that the applications need ta access data,

Afterthe failover is complete, deploy the applications on this clustar,

Select applications
Select the applications you wish to relocate ta this cluster

Name Status T Primary cluster Partner cluster
filabrowser-applicationl @ Synchronized %) apps.rackml0.mydomain.com apps.rackmD¥ mydomain.com
filebrowser-application2 @ Ssynchronized ) apps.rackm10.mydomain.com apps.rackm09 mydemain.com

Cancal Failover

Figure 4-11 Select applications and click on Failover to initiate failback of failover applications

6. The message failover initiated is displayed for the failback initiated application(s) as
shown in Figure 4-12.

09 mydomain.com;

Slatus: Filler - Q. filebramser © Fallover indtiated 5
2 applications are relocating 1o this
1 Name Primary cluster Partner cluster cluster,
| filsbrowser-anplicationd %) apps.rackmL0.mydomain.com apps.rack % mydamain.com ® Synchronized
T filebrowser-asplizatiandt apps.rackm0%.mydomsin.com apps.rackm L0 mydeman.cem ® Synchranized
7] tilebrowser-anplicationd1 apps.rackm09 mydomzin.com appe.rackm 10 mycdomain.com @ synchronized
| filebrowser-application12 apps.rackm09 mydam ain com apps.rackmi.0.mydamain.com @ Synchronized
7] filebrowser-applization13 apps.rackmiy. mydomain.co apps.rackm 10, mydomain.com @ synchronized
| filzbrowser-application1d apps.rackm09. mydamzin.com appsrackmL0.mydomain.com ® Synchronized
| filehrowse-application? W appe.rackm10mydomain.com apps.rackmOg.mydamain.com @ Synchranized
1 filebowser-application3 apps.rackm 0 mydamain.co apps.rackmLOnydomn.com ® Synchranized
_1  filsbrowser-applicationd apps.rackm09.mydomain.com s.rackm10.mydamain.com @ Synchronized
| apps. rackm Y mydam ain.com ApPs rack L0, ido man.com @ Syne
1 filebrowser-applicationd apps.rackm09 . mydomain.co apps.rackmllmydoman.cem @ synchronized
| filsbrowser-anplication? 2pps.rackm09 mydomain.com apps.rackm L. mycomain.com © Synchronized

Figure 4-12 Failover initiated message displayed after initiating failback
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7. After the completion of the failover for the selected applications, a Failover complete

message is displayed as shown in Figure 4-13.

ents

pplications

Figure 4-13 Failover complete message displayed for the selected applications
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8. When the failback completes, the application status for primary and partner cluster is
reflected back to the original status as shown in Figure 4-14.
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Figure 4-14 Failed back application(s) status under primary and partner cluster columns

9. View failed back applications on the OpenShift console for the failed back applications as
shown in Figure 4-15 on page 83.
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Figure 4-15 View failed back application(s) on local site

Chapter 4. Application failover and failback

83




84 IBM Fusion HCI: Metro Disaster Recovery Use Case



Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this paper.

IBM Redbooks

The following IBM Redbooks publications provide additional information about the topic in this
document. Note that some publications referenced in this list might be available in softcopy
only.

» Accelerating IBM watsonx.data with IBM Fusion HCI, REDP-5720
» IBM Storage Fusion Backup and Restore for Cloud Pak for Data, REDP-5706
» |BM Storage Fusion Product Guide, REDP-5688

You can search for, view, download or order these documents and other Redbooks,
Redpapers, Web Docs, draft and additional materials, at the following website:

ibm.com/redbooks

Online resources

These websites are also relevant as further information sources:

» IBM Storage
https://www.ibm.com/storage

» IBM Storage Fusion documentation
https://www.ibm.com/docs/en/storage-fusion

» IBM Storage Fusion
https://www.ibm.com/products/storage-fusion

» |IBM Storage Fusion HCI 2.8.x Metro-DR

https://www.ibm.com/docs/en/sfhs/2.8.x?topic=disaster-recovery

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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