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IBM Director of Licensing, IBM Corporation, North Castle Drive, MD-NC119, Armonk, NY 10504-1785, US 
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TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A 
PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of express or implied warranties in 
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to the information herein; these changes will be incorporated in new editions of the publication. IBM may make 
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time 
without notice. 

Any references in this information to non-IBM websites are provided for convenience only and do not in any 
manner serve as an endorsement of those websites. The materials at those websites are not part of the 
materials for this IBM product and use of those websites is at your own risk. 

IBM may use or distribute any of the information you provide in any way it believes appropriate without 
incurring any obligation to you. 

The performance data and client examples cited are presented for illustrative purposes only. Actual 
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Information concerning non-IBM products was obtained from the suppliers of those products, their published 
announcements or other publicly available sources. IBM has not tested those products and cannot confirm the 
accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on the 
capabilities of non-IBM products should be addressed to the suppliers of those products. 

Statements regarding IBM’s future direction or intent are subject to change or withdrawal without notice, and 
represent goals and objectives only. 

This information contains examples of data and reports used in daily business operations. To illustrate them 
as completely as possible, the examples include the names of individuals, companies, brands, and products. 
All of these names are fictitious and any similarity to actual people or business enterprises is entirely 
coincidental. 

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming 
techniques on various operating platforms. You may copy, modify, and distribute these sample programs in 
any form without payment to IBM, for the purposes of developing, using, marketing or distributing application 
programs conforming to the application programming interface for the operating platform for which the sample 
programs are written. These examples have not been thoroughly tested under all conditions. IBM, therefore, 
cannot guarantee or imply reliability, serviceability, or function of these programs. The sample programs are 
provided “AS IS”, without warranty of any kind. IBM shall not be liable for any damages arising out of your use 
of the sample programs. 
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Preface

IBM Cloud Pak® for Data can be protected with IBM Storage Fusion. This IBM Redpaper 
publication covers backing up IBM Cloud Pak for Data with a non-disruptive (online) backup 
and then restoring to an alternate cluster. During an online backup, normal runtime 
operations in the Cloud Pak for Data cluster continue while the backup completes. The 
backup process includes creating policies and automating backups in IBM Storage Fusion, 
then protecting Cloud Pak for Data, protecting IBM Storage Fusion namespace and the IBM 
Storage Protect Plus (SPP) catalog. Backup and restore is supported from IBM Storage 
Fusion HCI to IBM Storage Fusion software as well as from IBM Storage Fusion Software to 
IBM Storage Fusion HCI.

Authors

This paper was produced by a team of specialists from around the world working with the IBM 
Redbooks, Tucson Center.

Paulina Acevedo is one of two System Test architects for the Cloud Pak Storage Test team. 
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Test Project manager for several products including IBM XIV®, A9000, Spectrum NAS, and 
Spectrum Virtualize.
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as a co-op in 2020, working on IBM DS8000® storage testing automation. After returning 
full-time in 2021, Austen began working on storage testing for Cloud Paks. He holds a BS 
degree in Computer Science from University of Arizona.
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has worked as a test and development engineer on several IBM storage products, such as 
DS8000, IBM Spectrum Scale, and IBM Enterprise Storage Server®. He is working on IBM 
Cloud® Pak as a system test engineer, with an emphasis on Cloud Pak storage integration.

Note: IBM Spectrum® Fusion™ HCI and IBM Spectrum Fusion™ have become IBM 
Storage Fusion HCI System and IBM Storage Fusion. This edition uses some of the IBM 
Spectrum brand names and will be updated with the next edition. See Evolving the IBM 
Storage Portfolio Brand Identity and Strategy to learn more about how IBM Storage Fusion 
HCI System and IBM Storage Fusion are key to the IBM Storage Portfolio. 

IBM Spectrum Fusion must be at 2.3 or higher with “Backup” service installed. If using IBM 
Storage Fusion 2.5.2, the “Backup (Legacy)” service should be used.

If using Storage Fusion 2.6.x, refer to Chapter 5 Backup and Restore in this Redbooks 
publication here.
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Summary of changes

This section describes the technical changes made in this edition of the paper and in previous 
editions. This edition might also include minor corrections and editorial changes that are not 
identified.

Summary of Changes
for IBM Storage Fusion Backup and Restore for Cloud Pak for Data
as created or updated on October 24, 2023.

October 2023, First Edition minor updates

This revision includes the following new and changed information.

New information
� Updated supported lBM Storage Fusion levels in 1.1, “Considerations and requirements” 

on page 2 with the following:

The following must be considered when preparing to protect your Cloud Pak for Data 
environment on Storage Fusion 2.3.x, 2.4.x, and 2.5.x. If using Storage Fusion 2.6.x, refer 
to Chapter 5 Backup and Restore in this Redbooks publication here.

Changed information
� Updated IBM Spectrum to IBM Storage 
� Updated urls
© Copyright IBM Corp. 2023. xi
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Chapter 1. Preparation

This chapter describes the considerations, requirements, and pre-requisites to set up IBM 
Storage Fusion backup and recovery for the Cloud Pak for Data environment.

1
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1.1  Considerations and requirements

The following must be considered when preparing to protect your Cloud Pak for Data 
environment on Storage Fusion 2.3.x, 2.4.x, and 2.5.x. If using Storage Fusion 2.6.x, refer to 
Chapter 5 Backup and Restore in the Redbooks publication here.

� If using Storage Fusion 2.3.x or 2.4.x, 2.5.0 or 2.5.1, the “Backup” service should be 
installed and utilized

� If using IBM Storage Fusion 2.5.2, the “Backup (Legacy)” service should be installed and 
utilized

� IBM Storage Fusion Data Protection is enabled (which deploys IBM Storage Protect Plus)

� OpenShift OCP 4.8 and OCP 4.10 are supported, but both source and target clusters 
must be at the same major version

� IBM Cloud Pak for Data must be at version 4.5.3 or higher

� All services are installed at the same Cloud Pak for Data release

� The Cloud Pak for Data control plane is installed in a single project (namespace)

� Backup and restore of the Cloud Pak for Data instance with tethered namespaces is 
supported

1.2  Getting pre-requisites ready

Before backing up and protecting the Cloud Pak for Data environment, some pre-requisites 
must be prepared.

1.2.1  Installing the cpdbr-oadp service

The first item to prepare is the cpdbr-oadp service in the Cloud Pak for Data operators and 
Cloud Pak for Data instance namespaces. 

To install the services, prepare your environment to use cpd-cli, which can be found at the 
following location: https://github.com/IBM/cpd-cli/releases

Install the cpdbr-oadp service in the Cloud Pak for Data operators and instance namespaces. 
Reference the Cloud Pak for Data link: 
https://www.ibm.com/docs/en/cloud-paks/cp-data/4.7.x?topic=utilities-installing-cp
dbr-service-storage-fusion-integration 

In the sample environment, it is an Express install, which has foundational services and Cloud 
Pak for Data operators in the same ibm-common-services namespace. The cpdbr-oadp 
service was installed by issuing the following command, as shown in Figure 1-1. 

./cpd-cli oadp install --foundation-namespace=ibm-common-services
--operators-namespace=ibm-common-services --component=cpdbr-ops-hooks
--cpdbr-hooks-image-prefix=icr.io/cpopen/cpd --log-level=debug -verbose
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Figure 1-1   Install the cpdbr-oadp service in the Cloud Pak for Data operators namespace

Afterwards, we issued oc get pod -n ibm-common-services |grep cpdbr to ensure the 
cpdbr-ops-service pod is running, as seen in Figure 1-2. 

Figure 1-2   Command to ensure the cpdbr-ops-service pod is running

The install of the cpdbr-oadp service will also generate and apply the ibmcpd-operators for 
the IBM Storage Fusion recipe in the Cloud Pak for Data operators namespace, as seen in 
Figure 1-3.

Figure 1-3   Generate and apply the ibmcpd-operators

Next, the cpdbr-oadp service is installed in the Cloud Pak for Data instance namespace. In 
the sample environment, the Cloud Pak for Data instance is in the czen namespace. The 
cpdbr-oadp service was installed by issuing the following command, as seen in Figure 1-4. 

./cpd-cli oadp install --cpd-namespace=czen --component=cpdbr-hooks 
--cpdbr-hooks-image-prefix=icr.io/cpopen/cpd --log-level=debug -verbose

Figure 1-4   Install cpdbr-oadp service in the Cloud Pak for Data instance namespace

Afterwards, we issued oc get pod -n czen |grep cpdbr to ensure the cpdbr-service pod is 
running, as seen in Figure 1-5. 

Figure 1-5   Ensure the cpdbr-service pod is running

The install of the cpdbr-oadp service will also generate and apply the ibmcpd IBM Storage 
Fusion recipe in the Cloud Pak for Data instance namespace, as seen in Figure 1-6.
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Figure 1-6   ibmcpd IBM Storage Fusion recipe in the CP4D instance namespace

Moreover, the installation of cpdbr-oadp service also triggers the IBM Storage Fusion 
application to then add additional information to the spec area of the Cloud Pak for Data 
instance application yaml, such as the variables that will be used for the recipe to be able to 
perform the backup and the restore. 

We can view the czen yaml by issuing oc get fapp czen -n ibm-spectrum-fusion-ns -o 
yaml, as depicted in Figure 1-7.

Figure 1-7   View the czen yaml

1.2.2  Setting up Object Storage

The next step is to add a backup storage location which is required before we set up backup 
policies. To add a storage location, we go to the Backup policies page and click on Add 
location as seen in Figure 1-8 on page 5. 
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Figure 1-8   Add storage location from Backup policies page by selecting Add location

In our example, we named our location cpst-cos-hciops and we will be using IBM Cloud 
Object Storage. We then entered the endpoint and bucket and added the access key and 
secret key as seen in Figure 1-9.

Figure 1-9   Complete Add backup location credentials then click on Add location
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Once we entered the login credentials, we clicked on Add location and we can now see it 
listed as one of the Locations within the Backup policies page as seen in Figure 1-10.

Figure 1-10   cpst-cos-hciops listed as backup location

1.2.3  Backup policies for Cloud Pak for Data applications

Prior to creating and applying backup policies to the Cloud Pak for Data applications, you 
must create an S3 compliant backup location in the IBM Storage Fusion UI, which will be 
used to store the backups and restore data from.

The next step is to log into IBM Storage Fusion UI and go to the Backup policies page to 
create a backup policy which will use an S3 object storage location. From that page, we 
clicked on Add policy and we named the policy czen-policy and selected a monthly 
frequency as seen in Figure 1-11.

Figure 1-11   Create the backup policy czen-policy
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Under the Backup Locations section, we selected Object storage as seen in Figure 1-12.

Figure 1-12   Select Object storage for backup location

Once the policy is created, it will appear in the Backup Policies page under the Policies 
section as seen in Figure 1-13.

Figure 1-13   czen-policy now listed in Backup Policies page
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The next step is to go to the IBM Storage Fusion Applications page and assign the policy to 
your application. In our example, we assigned the czen-policy we just created to the czen 
application by clicking on Assign policy which is under the Backup policy column as seen 
in Figure 1-14.

Figure 1-14   Select the Assign policy for the czen application 

From the Assign a backup policy menu, select the policy you want to apply and click 
Assign policy. In our example, we selected the newly created czen-policy as show in 
Figure 1-15.

Figure 1-15   Assign the czen-policy to the czen namespace

After assigning the policy, now we can see that the czen-policy is applied to the czen 
namespace from the Applications page as seen in Figure 1-16 on page 9.
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Figure 1-16   Page shows czen-policy assigned to czen namespace

In the Backup Polices page, we can also verify that the backup policy has been applied to 
czen namespace/application as seen in Figure 1-17. 

Figure 1-17   Verify that the backup policy has been applied to czen namespace
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We can also list the policies and view the objects that get created via command line by 
issuing the following command: $ oc get fbp, fpa as shown in Figure 1-18.

Figure 1-18   Command line list of policies and objects created 

From that command we can see the backup policy we created which is called czen-policy 
and the policy assignment of the czen namespace. Furthermore, we can also see the Recipe 
column lists the ibmcpd recipe. 

Additionally, the ibm-common-services namespace was assigned the cpdops-policy as 
seen in Figure 1-19. 

Figure 1-19   cpdops-policy was also assigned to the ibm-common-services namespace

1.2.4  Backup policy for IBM Storage Fusion application

In the Fusion UI, create a new Backup policy for the IBM Storage Fusion application backup 
and restore resources. In this case, policy cpd-isf was created, as seen in Figure 1-20 on 
page 11.
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Figure 1-20   Backup policy cpd-isf created to backup the IBM Storage Fusion resources

Then assign the policy to the IBM Storage Fusion application. In this example, 
ibm-spectrum-fusion-ns. Seen in Figure 1-21.

Figure 1-21   Assign backup policy for ibm-spectrum-fusion-ns Application

1.2.5  Backup policy for the IBM Storage Protect Plus catalog

Log into the IBM Storage Protect Plus user interface (SPP UI) to create the SPP catalog 
backup policy. To get the credentials, you need to get them from the OCP console and go to 
Workloads → Secrets → spp-connection. That page lists the URL for IBM Storage Protect 
Plus as well as the username and password. 
Chapter 1. Preparation 11



From the SPP UI, go to Manage Protection → Policy Overview and click Add SLA Policy. 
Create new SLA policy of type IBM Storage Protect Plus catalog, as seen in Figure 1-22.

Figure 1-22   Create SLA Policy to backup the SPP catalog to Object Storage

Select the desired policy rules, such as frequency and retention. Note, the start time must be 
after the completion time of the Cloud Pak for Data operators, Cloud Pak for Data instance, 
and IBM Storage Fusion backups, to capture the most recent backups. Select the desired 
object storage location, which can be accessed by the target cluster. Seen in Figure 1-23.

Figure 1-23   Define the policy rules and storage destination for the SPP catalog backup policy 

Now assign the policy for backing up the SPP catalog. In the SPP console, navigate to 
Manage Protection → IBM Spectrum Protect Plus → Backup. Find the newly created 
policy and select it. Click Save. Seen in Figure 1-24 on page 13.
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Figure 1-24   Assign the SLA policy to backup the SPP catalog

At this point the SPP catalog will backup on the selected schedule.

1.2.6  IBM Storage Protect Plus access credentials for source cluster

The user must document the access credentials for IBM Storage Protect Plus for the source 
cluster, in the event the source cluster goes down and will be restored to an alternate cluster. 

The credentials reside in the spp-connection secret in the IBM Storage Fusion namespace. 
An example command to obtain the credentials is the following: 

oc extract secret/spp-connection --to=- -n ibm-spectrum-fusion-ns
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Chapter 2. Backing up the source cluster

Now that the Cloud Pak for Data and the IBM Storage Fusion applications, as well as the IBM 
Storage Protect Plus catalog, have backup policy assignments, they will begin backing up 
according to their respective backup policy frequencies. However, an on demand backup of all 
of the elements can be performed. 

This chapter describes the steps to backup the Cloud Pak for Data operators and instance, 
IBM Storage Fusion namespace, and the IBM Storage Protect Plus catalog. In our example, 
we installed Cloud Pak for Data platform 4.5.3 with IBM Db2® service. Timings for backup 
and restore are based on our specific deployment. 

2
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2.1  Backing up the Cloud Pak for Data operators

From the IBM Storage Fusion UI, we can start the backup of the IBM Cloud Pak for Data 
operators. In the sample case, we used the IBM Common Services express installation. To 
start the backup, we went to Applications and selected ibm-common-services. Then 
clicked on the Backups tab at the top of the screen. Then, clicked the Actions drop-down 
menu and selected Backup now as seen in Figure 2-1.

Figure 2-1   Select a backup

Then from the Run a backup now window, click on Run backup policy as shown in 
Figure 2-2. 

Figure 2-2   Run the backup policy cdpops-policy immediately

The next step is to log into the IBM Storage Protect Plus user interface (SPP UI) to watch the 
progress of the backup job. To get the credentials, you need to get them from the OCP 
console and go to Workloads → Secrets → spp-connection. That page lists the URL for 
IBM Storage Protect Plus as well as the username and password. 

After logging into the SPP user interface, click on the Jobs and Operations icon on the 
left-hand side, and in the Running Jobs tab, we can see the progress of the scheduled 
backup job as seen in Figure 2-3 on page 17.
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Figure 2-3   View the jobs running

After the job completes, we can go to the Job History tab and from there, we can see there 
are two phases to the backup. The first phase is the Snapshot which performs the local 
snapshot of all the PVCs and resources. In our case, this phase took four minutes and 21 
seconds. The second phase is the Backup which is a copy of the backup and this phase 
uploads all information to the selected storage location and this phase took six minutes and 
22 seconds. In total, the backup of Cloud Pak for Data operators took ten minutes and 43 
seconds to complete as seen in Figure 2-4. 

Figure 2-4   View statistics for snapshot and backup
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Once the backup completes, we can see the Backup status listed as Completed in the 
Applications page of IBM Storage Fusion which shows the status of the most recent backup 
as shown in Figure 2-5.

Figure 2-5   Status of most recent backups

2.2  Backing up the Cloud Pak for Data instance

Now we are ready to do the backup of the Cloud Pak for Data instance, which in our example, 
the application/namespace is called czen. To do so, we went to the Applications page within 
IBM Storage Fusion and clicked on czen as shown in Figure 2-6.

Figure 2-6   Select namespace czen

Once, inside the czen Applications page, we clicked on the Backups tab and from the 
Actions drop-down menu, selected Backup now as show in Figure 2-7 on page 19.
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Figure 2-7   Selected Backup now from the czen Applications page

Then from the Run a backup now window, we clicked on Run backup policy which will 
utilize the backup policy that was just created as shown in Figure 2-8.

Figure 2-8   Run the backup now for czen-policy 

Once it starts, we can see the snapshot creation is in progress as depicted in Figure 2-9.

Figure 2-9   View the Snapshot in progress status
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To see the progress of the backup, we went to the IBM Storage Protect Plus UI then went to 
the Jobs and Operations page and clicked the Job History tab. In our example, the 
snapshot took 3 minutes 52 seconds to complete and the copy backup took 3 minutes 51 
seconds as depicted in Figure 2-10.

Figure 2-10   Review the progress status of the jobs

So overall, it took under 20 minutes to complete all the phases of the backups for our 
deployment of ibm-common-services and czen applications. 

We can also see that the SPP job log shows that the execution of recipe hooks and activities 
from the recipe completed successfully as seen in Figure 2-11. 

Figure 2-11   SPP job log shows detail of completed phases of the backups
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2.3  Backing up the IBM Storage Fusion namespace

From the IBM Storage Fusion UI, we can start the backup of the IBM Storage Fusion 
namespace. Note: The IBM Storage Fusion application backup is also a recipe based backup, 
in which only a subset of the Kubernetes resources are backed up, which include the backup 
storage locations (BSLs), the secrets for the BSLs, the backup policies created in Fusion, and 
the Fusion applications. To start the backup, we went to Applications and selected 
ibm-spectrum-fusion-ns. Then clicked on the Backups tab at the top of the screen. Then, 
clicked the Actions drop-down menu and selected Backup now as seen in Figure 2-12.

Figure 2-12   Select Backup now for the ibm-spectrum-fusion-ns Fusion application to initiate an 
On-Demand backup

The next step is to log into the IBM Storage Protect Plus user interface (SPP UI) to watch the 
progress of the backup job. To get the credentials, you need to get them from the OCP 
console and go to Workloads → Secrets → spp-connection. That page lists the URL for 
IBM Storage Protect Plus as well as the username and password.
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After logging into the SPP user interface, click on the Jobs and Operations icon on the 
left-hand side, and in the Running Jobs tab, we can see the progress of the scheduled 
backup job as seen in Figure 2-13.

Figure 2-13   Monitor SPP running jobs

After the job completes, we can go to the Job History tab and from there, we can see there 
are two phases to the backup. The first phase is the Snapshot which performs the local 
snapshot of all the resources. In our case, this phase took three minutes and 17 seconds. The 
second phase is the Backup which is a copy of the backup and this phase uploads all 
information to the selected storage location and this phase took four minutes and 17 seconds. 
In total, the backup of IBM Storage Fusion resources took seven minutes and 34 seconds to 
complete as seen in Figure 2-14.

Figure 2-14   The SPP backup jobs for ibm-spectrum-fusion-ns completed successfully
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2.4  Backing up the IBM Storage Protect Plus catalog

Now that the Cloud Pak for Data operators, Cloud Pak for Data instance, and IBM Storage 
Fusion backups are complete, we are ready to back up the actual SPP catalog which is 
required to restore over to the target cluster. In the SPP UI, go to Manage Protection → IBM 
Spectrum Protect Plus → Backup. Under SLA Policy Status, click on the Actions 
drop-down menu and select Start as seen in Figure 2-15.

Figure 2-15   Select Start from the Actions drop-down menu to start an SPP catalog backup

Once it starts, we can see the backup is in Running State from the Running Jobs tab in the 
Jobs and Operations page as seen in Figure 2-16. The SPP catalog backup is meta data 
only and the backup goes quickly, 1- 5 minutes.

Figure 2-16   Review the progress status of the backup job
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Chapter 3. Restoring to the target cluster

Now that everything on the source cluster is backed up, we can move over to the target 
cluster to perform the restore. As stated in Chapter 1, “Preparation” on page 1, the source 
and target clusters need to be at the same OCP major version. This chapter will include 
restoring the IBM Storage Protect Plus catalog, then restoring the IBM Storage Fusion 
resources, and then finally restoring the Cloud Pak for Data operators and Cloud Pak for Data 
instance applications.

3
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3.1  Validating the target cluster is ready for restore

Restore of Cloud Pak for Data requires that the namespaces do not exist prior to restore. On 
the target cluster, we will check that it does not currently contain ibm-common-services and 
czen namespaces. To do this, we issue the $ oc get ns |grep -v open and the $ oc get ns 
ibm-common-services czen commands as seen in Figure 3-1 and the output indicates they do 
not exist. 

Figure 3-1   Verify ibm-common-services and czen namespaces do not exist on the target cluster

We also need to verify that none of the Cloud Pak for Data catalog sources exist on the 
cluster. Issue command oc get catsrc -n openshift-marketplace. If any Cloud Pak for 
Data catalogs exist, then it may cause the restore to fail.

We then need to verify this is a fresh installation of IBM Storage Fusion and that it doesn't 
have any other existing backups. This is because when the SPP catalog is restored from the 
source cluster, any existing backups will be lost. To check, we need to log into the SPP UI for 
the target cluster and we need to get the credentials from the target OCP cluster just like we 
did earlier. To get the credentials, we need to log into the OCP cluster, and from there, go to 
Workloads → Secrets → spp-connection. This page lists the URL for IBM Storage Protect 
Plus as well as the username and password. Once we attained our credentials, we logged 
into the SPP UI and went to the Jobs and Operations page. As we can see from the 
Figure 3-2, we do not have any running jobs. 

Figure 3-2   Jobs and Operations page of the SSP UI shows no running jobs

From the Job History tab, we also checked that there are no previously scheduled backups 
as seen in Figure 3-3 on page 27.
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Figure 3-3   No previous scheduled backups

The other thing we need to verify is that we need to have the original storage classes that we 
had on the source cluster. To check this, we issued $ oc get pvc -n czen from ocp-a which 
is our source cluster, as seen in Figure 3-4. 

Figure 3-4   Verify the original storage classes on the source cluster

From the STORAGECLASS column from Figure 3-4, we can see that we have the IBM 
Storage Scale storage classes for both RWX and RWO: ibm-spectrum-scale-rwo and 
ibm-spectrum-scale-rwx. Furthermore, we can also see that we have the same storage 
classes on ocp-b, which is our target cluster by issuing $ oc get sc as shown in Figure 3-5. If 
these two storage classes do not exist on both the source and target clusters, the restore will 
fail. 

Figure 3-5   Verify target cluster storage classes are the same as the source cluster

Additionally, the target cluster must be prepared to install Cloud Pak for Data. Change any 
node settings that are required to match the source cluster. Reference the following Cloud 
Pak for Data link: 
https://www.ibm.com/docs/en/cloud-paks/cp-data/4.5.x?topic=cluster-changing-requir
ed-node-settings
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3.2  Restore the IBM Storage Protect Plus catalog

Once we verified that we have a fresh installation of Storage Fusion and that there are no 
existing backups on our target cluster, we are ready to restore the SPP catalog from the IBM 
Cloud Object Storage. 

The first thing that must be setup is access to the same s3 object storage where the SPP 
catalog was backed up on the source cluster. In the SPP UI, go to the System 
Configuration → Storage page as shown in Figure 3-6.

Figure 3-6   Select Storage under System Configuration 

The next step is to select Cloud storage → Add cloud storage and go through the menus 
as shown in Figure 3-7.

Figure 3-7   Select Add cloud storage

In our example, we used IBM Cloud Object storage as the backup storage location. In the first 
page, we select IBM Cloud Object Storage and in the next page, we need to enter the 
details for location. This will be the same location we performed the backup to on the source 
cluster so that the target cluster will be able to look up that catalog backup and be able to 
restore from it. See Figure 3-8 on page 29.
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Figure 3-8   Enter the Cloud details

Once we entered the Cloud details, the next page, prompts us to enter the details of the 
bucket endpoint. In our example, it was IBM Cloud Object Storage, but it could be set to the 
location of your choice as seen in Figure 3-9.

Figure 3-9   Enter the details of the bucket endpoint
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In the last page, we reviewed the details we entered, and once we confirmed it was correct, 
we clicked Submit as shown in Figure 3-10.

Figure 3-10   Review and submit to add cloud storage

Now we are ready to restore the SPP catalog. Go to the Manage Protection → IBM 
Spectrum Protect Plus → Restore Page as seen in Figure 3-11. 

Figure 3-11   Select Restore 

In this example, we performed the restore from IBM Cloud Object Storage, so we go to the 
From cloud storage tab at the top and click on the storage location spp-catalog as seen in 
Figure 3-12 on page 31. 
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Figure 3-12   Restore SPP catalog from cloud storage

Then we found the most recent backup we just performed and clicked on Restore as shown 
in Figure 3-13. 

Figure 3-13   Restore the most recent spp-catalog 

We then left the default values to Restore the catalog and suspend all scheduled jobs and 
we left the Expire in-place snapshots for container workloads checkbox selected and 
clicked on Restore. 
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A warning box asking if you are sure you want to proceed then appeared and by clicking Yes, 
the restore for SPP is started. See Figure 3-14.

Figure 3-14   Select Yes on message box to start the restore for SPP

The restore for SPP took about 20 minutes in our example and we followed the progress via 
command line within the SPP namespace by following the sppvirgo pod logs. To find the 
name of the sppvirgo pod, we issued the following command (see Figure 3-15).

$ oc get pod -n ibm-spectrum-protect-plus-ns

Figure 3-15   Find the sppvirgo pod name

The command to follow the sppvirgo pod logs is as follows: 

$ oc logs <sppvirgo-pod-name> -n ibm-spectrum-protect-plus-ns -f --since=1m

In our example the name of our sppvirgo pod is sppvirgo-58f764f974-5sr9q so we issued 
the following command as shown in Figure 3-16 on page 33: 

$ oc logs sppvirgo-58f764f974-5sr9q -n ibm-spectrum-protect-plus-ns -f --since=1m
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Figure 3-16   Follow the sppvirgo-58f764f974-5sr9q pod logs to check restore progress

From the logs we can see it unregistered everything from the original instance and it is 
restoring the instance from the source cluster. Once that process completes, we will see the 
SPP pods, including the sppnodejs pod, in Running state as seen in Figure 3-17. 

Figure 3-17   SPP pods show running

The next step is to log back into the SPP UI from ocp-b, which is our target cluster, but this 
time, our old credentials will not work because the credentials changed after the restore 
completed and now the credentials are from the original source cluster. Therefore, we need to 
get the credentials from the source cluster by following the same procedure as before and 
logging into the OpenShift cluster and from there, go to Workloads → Secrets → 
spp-connection. Once we have the credentials, we can log into the SPP UI now that the 
restore is completed. 

Once we log in, the first step is to go into the Accounts → User page and change the 
isfadmin user that IBM Storage Fusion uses and change the password back to what IBM 
Storage Fusion on the target cluster has recorded for it. 
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To do this, from the Users page, we click on the three dots within the isfadmin box and this 
will bring up the Change password window as shown in Figure 3-18.

Figure 3-18   Change the isfadmin user password to what was recorded on the target cluster

Once we enter the password, we click on Update user and then a window appears saying we 
must log in again because the password changed as shown in Figure 3-19. Therefore, we log 
back in with the credentials from ocp-b, which is our target cluster.

Figure 3-19   Log in again after the password was updated 

Once we log into the SPP UI for our target cluster (ocp-b), we go to the Jobs and 
Operations → Job History tab and we can see that the restore contains all the previous 
backups that were performed on the source cluster and now they are available on the target 
cluster as shown in Figure 3-20 on page 35.
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Figure 3-20   Verify all the backups from the source are restored on the target cluster

Then we go to System Configuration → Storage → Cloud storage to confirm the storage 
locations are also restored from the source cluster as shown in Figure 3-21.

Figure 3-21   Confirm the storage locations are also restored from the source cluster
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The restore brings over the cluster registration from the source cluster. So first, we need to 
delete the managed cluster registration from the OpenShift containers section and delete that 
registration. To do this, from within the SPP UI for our target cluster, we go to the Manage 
Protection → Containers → OpenShift page and click on Manage clusters as shown in 
Figure 3-22. 

Figure 3-22   Go to Manage clusters 

Then we clicked on the trash bin icon to delete the prior host address, entered the code to 
confirm deletion and then clicked on UNREGISTER as shown in Figure 3-23.

Figure 3-23   Unregister ocp-a

After successful deletion, a message stating The provider was successfully unregistered 
appeared, and we clicked Ok as seen in Figure 3-24 on page 37.
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Figure 3-24   Successfully unregistered message

The next step is to delete one of the baas transaction manager pods and by doing this, it will 
cause an automatic re-registration of the local cluster. This will register the baas agent locally 
and it will go back to being the target cluster (ocp-b), instead of the source cluster (ocp-a). 
This step is very important to ensure everything is set up and works correctly.

To do this, we first list the pods in the baas namespace as shown in Figure 3-25 by issuing 

$ oc get pod -n baas and then issued $ oc delete pod -n 
baas-transaction-manager-5bf458648-6xk2z

Figure 3-25   Delete one of the baas transaction manager pods to cause local cluster re-registration

Then, we confirmed the baas transaction manager pods are recreated and are in Running 
state as seen in Figure 3-26. 

Figure 3-26   baas transaction manager pods are recreated and running

The next step is to go back to the SPP UI from ocp-b, which is our target cluster, and go to the 
Manage Protection → Containers → OpenShift page to confirm the creation of the new 
registration and to perform a test and inventory on it to ensure everything looks as expected. 
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To perform the test, we clicked on the Actions drop-down arrow and clicked on Test as 
shown in Figure 3-27. 

Figure 3-27   Perform a test

Once the test completes, the results of the test are displayed as seen in Figure 3-28.

Figure 3-28   Results of the test are displayed in the window

The next step is to run the inventory by clicking on the Actions drop-down arrow and 
selecting Inventory as seen in Figure 3-29 on page 39.
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Figure 3-29   Select Inventory from the actions drop-down menu

After the inventory job is created, we go to the Jobs and Operations → Job History page 
and we confirmed that the Inventory completed as seen in Figure 3-30. 

Figure 3-30   Confirm the inventory completed
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The next step is to go to the Manage Protection → Containers → OpenShift page and we 
confirmed that the name of the cluster is no longer ocp-a; it is opc-b now, which is our target 
cluster as show in Figure 3-31.

Figure 3-31   Confirm the cluster is opc-b our target cluster

3.3  Restore the IBM Storage Fusion application

To restore the IBM Storage Fusion application resources, from the IBM Storage Protect Plus 
UI, go to Jobs and Operations and click Create job. Then select Restore as seen in 
Figure 3-32.

Figure 3-32   In SPP, create a restore job for the ibm-spectrum-fusion-ns application

In the restore job view, select Containers → OpenShift and click Next, as seen in 
Figure 3-33 on page 41.
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Figure 3-33   Restore job will be OpenShift restore type

For the restore source, select the source cluster and click the plus icon next to 
ibm-spectrum-fusion-ns, as seen in Figure 3-34.

Figure 3-34   The restore resource will be the isf application for ibm-spectrum-fusion-ns
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For the source snapshot, select From Copy and On-Demand. Then select the desired 
restore point, in this case the most recent backup. See Figure 3-35.

Figure 3-35   Restore type of From Copy and On-Demand

For destination, select Restore to alternate cluster, then select the local cluster (ocp-b in 
this example), as seen in Figure 3-36.

Figure 3-36   Restore to alternate cluster

Use the defaults for the remaining selections and submit the restore job. 

From Jobs and Operations panel, watch the job progress. For this example, the IBM 
Storage Fusion namespace restore took five minutes and six seconds, as seen in Figure 3-37 
on page 43.
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Figure 3-37   Monitor the SPP jobs for the ibm-spectrum-fusion-ns application restore

3.4  Restore Cloud Pak for Data 

Before restoring Cloud Pak for Data operators and instance applications, we must install the 
cpdbr-oadp service in the Cloud Pak for Data operators and instance namespaces on the 
restore cluster. This will setup the required cluster roles, cluster rolebindings, and 
permissions for the cpdbr service to perform the restore operations. Reference the Cloud Pak 
for Data link: 

https://www.ibm.com/docs/en/cloud-paks/cp-data/4.7.x?topic=utilities-installing-cp
dbr-service-storage-fusion-integration

Using cpd-cli, install the cpdbr oadp service for Cloud Pak for Data operators. In this example, 
it is an Express install, where both the foundation and operators namespaces are 
ibm-common-services. 

./cpd-cli oadp install --foundation-namespace=ibm-common-services
--operators-namespace=ibm-common-services --component=cpdbr-ops-hooks
--cpdbr-hooks-image-prefix=icr.io/cpopen/cpd --log-level=debug -verbose

Then install the cpdbr oadp service for Cloud Pak for Data instance. In this example, the 
instance is in the czen namespace. 

./cpd-cli oadp install --cpd-namespace=czen --component=cpdbr-hooks 
--cpdbr-hooks-image-prefix=icr.io/cpopen/cpd --log-level=debug -verbose

Note: The ibm-common-services namespace will not yet exist on the restore cluster, this 
step will only setup cluster permissions.

Note: The czen namespace will not yet exist on the restore cluster, this step will only setup 
cluster permissions.
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3.4.1  Restore the Cloud Pak for Data operators

Now, we are ready to prepare for the restore of the Cloud Pak for Data operators. The first 
step is to click on Create job from the Jobs and Operations page as seen in Figure 3-38. 

Figure 3-38   Select the Create job button

The next page is the Create job page and here, we selected Restore which brings up the 
Restore - VMWare page and we selected OpenShift under the Containers section as seen 
in the Figure 3-39. 

Figure 3-39   Select OpenShift

On the Select source menu, we clicked on the ocp-a cluster and we clicked on the plus icon 
next to the pvc for ibm-common-services and after doing this, it appears under the Item list 
on the right hand side. Afterwards, we clicked on the Next button as seen in the Figure 3-40 
on page 45. 
44 IBM Storage Fusion Backup and Restore for IBM Cloud Pak for Data



Figure 3-40   Select the ocp-a cluster

On the Source snapshot page, we expanded the Origin drop-down menu and selected 
From Copy as the source of the snapshot and selected On-Demand as the Type of Restore 
as shown in Figure 3-41. 

Figure 3-41   Selected From Copy from Origin menu and On-Demand from Type of restore
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Then we scrolled down the page to find and select the most recent snapshot, and then clicked 
Next as can be seen in Figure 3-42. 

Figure 3-42   Scrolled to find the most recent snapshot then selected Next

On the Restore method page, we left the defaults and just clicked Next as shown in 
Figure 3-43.

Figure 3-43   Accepted the defaults and selected Next

On the Set destination page, we selected the radio button next to Restore to alternate 
cluster and also selected the radio button next to our target cluster, ocp-b, and then clicked 
Next as depicted in Figure 3-44 on page 47.
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Figure 3-44   Select Restore to alternate cluster ocp-b

On the Job options page, we left the defaults and clicked Next as shown in Figure 3-45.

Figure 3-45   Accepted the defaults and selected Next
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In the last page, we reviewed all our selections and clicked Submit as shown in Figure 3-46. 

Figure 3-46   Review the selections and submit

The restore job is then created and the confirmation message appears as seen in 
Figure 3-47.

Figure 3-47   Message stating the Restore job was created and can be viewed in the Running Jobs tab

To view the progress of our restore job, we went to the Running Jobs tab and we can see the 
job is running in Figure 3-48 on page 49. This restore process involves restoring the catalog 
sources, the subscriptions, the csv installations and preparing all of the IBM Cloud Pak for 
Data operators.
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Figure 3-48   View the Running Jobs

The Cloud Pak for Data operators are installed in ibm-common-services and after a few 
minutes, we can see the pod in Running state by running the following command:

$ oc get pod -n ibm-common-services

We can also see that the recipe that was part of the backup is also restored by issuing the 
following command (see Figure 3-49):

$ oc get recipes.spp-data-protection.isf.ibm.com -n ibm-common-services 

Figure 3-49   Check that the pod is running and the recipe is restored
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After about an hour and 17 minutes, we can see that the restore job for the Cloud Pak for 
Data operators completed successfully from the Jobs and Operations page in the SPP UI 
on ocp-b, which is our storage cluster as shown in Figure 3-50. In our source cluster we had 
several catalog sources and operators that were running on our source cluster and were 
restored. As such, the amount of time it takes for the restore to complete depends on the 
number of services and catalogs that are on the Cloud Pak for Data instance.

Figure 3-50   On-Demand Restore completed 

We verified the creation of the catalog sources on our cluster (ocp-b) by running $ oc get 
catsrc -n openshift-marketplace as seen in Figure 3-51.

Figure 3-51   Verify the creation of the catalog sources on ocp-b cluster

Additionally, we also verified the subscriptions on ibm-common-services by issuing $ oc get 
sub -n ibm-common-services as shown in Figure 3-52 on page 51.
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Figure 3-52   Verify the subscriptions on ibm-common-services

3.4.2  Restoring the Cloud Pak for Data instance

Now we are ready to move on to the restore of the Cloud Pak for Data instance. First, we 
checked that the czen namespace does not exist by issuing $ oc get ns czen. Next, we 
installed cpdbr-oadp service. Note, it does not create that namespace but it will set up the 
cluster role-bindings and permissions required for cpdbr-oadp tool to be restored during the 
restore phase. To install, we issued the following command as seen in Figure 3-53.

./cpd-cli oadp install --cpd-namespace=czen --component=cpdbr-hooks 
--cpdbr-hooks-image-prefix=icr.io/cpopen/cpd --log-level=debug -verbose

Figure 3-53   Check czen namespace does not exist and install cpdbr-oadp service

Now we are ready to go through the same restore process we previously ran. On the target 
cluster, which is ocp-b in our example, we go to the SPP UI Jobs and Operations page and 
click on Create job as seen in Figure 3-54. 

Figure 3-54   Select create job
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On the Create job page, we select Restore as seen below in Figure 3-55. 

Figure 3-55   Select Restore

On the Restore - OpenShift page, we select OpenShift from the Containers section as 
seen in Figure 3-56. 

Figure 3-56   Restore OpenShift

On the Select source page, we selected the PVC to recover by clicking on the ocp-a cluster 
and that listed the PVCs within it. Then, we clicked on the plus sign next to the 
isf-app:ibm-spectrum-fusion-ns:czen PVC. This added the PVC to the Item list on the right 
hand side and then we clicked Next as shown in Figure 3-57 on page 53.
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Figure 3-57   Select the PVC to recover

On the Source snapshot page, we selected the resource to restore by clicking on the 
drop-down arrow next to Origin and we selected From Copy and on the Type of Restore 
drop-down arrow, we selected On-Demand. This then listed the restore points, and there is 
only one in our example below. We selected it and then clicked Next as shown in Figure 3-58.

Figure 3-58   Selected From Copy, On-Demand, and Restore Point
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On the Restore method page, we left the defaults and clicked Next as seen on Figure 3-59. 

Figure 3-59   Accepted defaults for Restore method

On the Set destination page, we selected Restore to alternate cluster and ocp-b as 
depicted in Figure 3-60.

Figure 3-60   Selected Restore to alternate cluster

Also in the Set destination page, ensure that Original Storage class is selected for the 
Storage class for restoring PVCs and Original Namespace is selected for the Namespace 
Destination, as depicted in Figure 3-61 on page 55. Then we clicked Next.

Note: We must have the same storage classes on the target cluster that were used on the 
source cluster, otherwise the restore will fail.
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Figure 3-61   Selected Original Storage Class and Original Namespace

On the Job options page, we left the defaults and ensured the following options were 
selected before clicking Next: Do not overwrite PVCs, Run cleanup immediately on job 
failure, Allow session overwrite, Continue with restores of other selected resources 
even if one fails as shown in Figure 3-62.

Figure 3-62   Accepted defaults and selected Do not overwrite PVCs and checked the boxes
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On the Review page, we verified our selections were accurate and then clicked Submit as 
seen in Figure 3-63 to perform the restore. 

Figure 3-63   Verified that the selections were accurate

A confirmation then appeared informing us the restore job had been created and we clicked 
OK as seen in Figure 3-64.

Figure 3-64   Confirmation that the restore job was created
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3.5  Verification of the Cloud Pak for Data restore

After the job was completed, we went to the Job History tab within the Jobs and Operations 
and saw that this restore took 12 minutes and 6 seconds to complete. The restore included 
the restore of all of the services, the Cloud Pak for Data platform, and in our example, we had 
an IBM Db2 instance that was deployed on the original source cluster (ocp-a) and it was also 
restored and deployed on the target cluster (ocp-b). We verified the creation of all of the pods 
in the czen namespace by issuing $ oc get pod -n czen on our target cluster (ocp-b) as 
seen in Figure 3-65.

Figure 3-65   Verified the creation of all the pods in the czen namespace on target cluster ocp-b

Then we verified the IBM Db2 instance deployment by issuing $ oc get db2ucluster -n czen 
as seen in Figure 3-66. 

Figure 3-66   Verified the IBM Db2 instance deployment

We then described zenservice by issuing $ oc describe zenservice lite-cr -n czen and 
verified it is 100% complete as seen in Figure 3-67 on page 58. 
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Figure 3-67   Described the zenservice and verified it is 100% complete

Now we can access the instance console for Cloud Pak for Data by first getting the link from 
our target cluster (ocp-b) by issuing $ oc get route -n czen as seen in Figure 3-68.

Figure 3-68   Get the link to access the instance console for Cloud Pak for Data from ocp-b

Once we log in, we clicked on View all from within the My instances section in the main page 
for the IBM Cloud Pak for Data console as shown in Figure 3-69.

Figure 3-69   Selected View all from My instances for the IBM Cloud Pak for Data console

From within the Instances page, we confirmed that the instance name is the same as our 
source cluster (Db2-1) and the Status is green and Running as shown in Figure 3-70 on 
page 59.
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Figure 3-70   Confirmed instance name is the same as source cluster (Db2-1)

We then verified that all the PVCs for the czen namespace were restored on the target cluster 
(ocp-b) by issuing $ oc get pvc -n czen as seen in Figure 3-71. 

Figure 3-71   Verified all the PVCs for the czen namespace were restored on the ocp-b

By running all the steps described in this paper, we have completed a successful online 
backup of the Cloud Pak for Data application and restored it to an alternate cluster using IBM 
Storage Fusion Data Protection. 
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed 
discussion of the topics covered in this paper.

IBM Redbooks

The following IBM Redbooks publications provide additional information about the topic in this 
document. Note that some publications referenced in this list might be available in softcopy 
only. 

� Accelerating IBM watsonx.data with IBM Storage Fusion HCI System, REDP-5720

� IBM Storage Fusion HCI System Metro Sync Dr Use Case, REDP-5708

� IBM Storage Fusion Product Guide, REDP-5688

� Multi-Factor Authentication Using IBM Security Verify for IBM Spectrum Fusion, 
REDP-5662

You can search for, view, download or order these documents and other Redbooks, 
Redpapers, Web Docs, draft and additional materials, at the following website: 

ibm.com/redbooks

Online resources

These websites are also relevant as further information sources:

� IBM Storage Fusion

https://www.ibm.com/products/storage-fusion

� IBM Documentation - IBM Storage Fusion 

https://www.ibm.com/docs/en/storage-fusion

� IBM Storage Fusion HCI announcements

https://www.ibm.com/docs/en/search/storage%20fusion?type=announcement

� IBM Support - IBM Storage Fusion Support Reference Guide

https://www.ibm.com/support/pages/ibm-storage-fusion-support-reference-guide

� IBM Documentation - IBM Cloud Pak for Data documentation

https://www.ibm.com/docs/en/cloud-paks/cp-data

� IBM Documentation - IBM Spectrum Protect Plus documentation

https://www.ibm.com/docs/en/spp/10.1.15?topic=product-support-documentation

� Evolving the IBM Storage Portfolio Brand Identity and Strategy

https://www.ibm.com/cloud/blog/evolving-the-ibm-storage-portfolio-brand-identit
y-and-strategy

� IBM Storage

https://www.ibm.com/storage
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Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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