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About this document

The focus of this document is to highlight early threat detection by using Splunk Enterprise
and proactively start a cyber resilience workflow in response to a cyberattack or malicious
user action. The workflow uses IBM® Copy Services Manager (IBM CSM) as orchestration
software to invoke the IBM FlashSystem® storage Safeguarded Copy function, which creates
an immutable copy of the data in an air-gapped form on the same IBM FlashSystem Storage
for isolation and eventual quick recovery.

This document explains the steps that are required to enable and forward IBM FlashSystem
audit logs and set a Splunk forwarder configuration to forward local event logs to Splunk
Enterprise. This document also describes how to create various alerts in Splunk Enterprise to
determine a threat, and configure and invoke an appropriate response to the detected threat
in Splunk Enterprise. This document explains the lab setup configuration steps that are
involved in configuring various components like Splunk Enterprise, Splunk Enterprise config
files for custom apps, IBM CSM, and IBM FlashSystem Storage. The last steps in the lab
setup section demonstrate the automated Safeguarded Copy creation and validation steps.

This document also describes brief steps for configuring various components and integrating
them. This document demonstrates a use case for protecting a Microsoft SQL database (DB)
volume that is created on IBM FlashSystem Storage. When a threat is detected on the
Microsoft SQL DB volume, Safeguarded Copy starts on an IBM FlashSystem Storage
volume. The Safeguarded Copy creates an immutable copy of the data, and the same data
volume can be recovered or restored by using IBM CSM.

This publication does not describe the installation procedures for Splunk Enterprise, Splunk
Forwarder for IBM CSM, th Microsoft SQL server, or the IBM FlashSystem Storage setup. It is
assumed that the reader of the book has a basic understanding of system, Windows, and DB
administration; storage administration; and has access to the required software and
documentation that is used in this document.

© Copyright IBM Corp. 2022. 1



Executive summary

2

The financial impact of cyberattacks continues to rise. Cyberattacks can happen in various
ways. They can take the form of malware or ransomware that is targeted at stealing
confidential data or holding valuable information for ransom. Sometimes these attacks are
designed to destroy confidential data to cripple organizations. In many cases, these data
breaches involve internal threat actors.

Traditional approaches to data protection work well for their intended purposes but are not
adequate to protect against cyberattacks, which might encrypt or otherwise corrupt your data.
Remote replication for disaster recovery replicates all changes including malicious ones to
the remote copy. Recovery from a widespread attack by using data that is stored on offline
media or the cloud might take too long. Large-scale recovery can take days to weeks, which
lead to substantial downtime for businesses.

Detecting a threat before it starts can help speed recovery. Splunk Enterprise monitors
activities for signs that might indicate the start of an attack, such as logins from unusual IP
addresses or outside business hours. When threat detection and saved alerts occur, triggered
conditions for Splunk Enterprise alerts and integration with IBM CSM can proactively invoke
Safeguarded Copy to create a protected backup at the first sign of a threat.

The Safeguarded Copy function helps businesses recover quickly and safely from a
cyberattack in minutes or hours. It creates multiple recovery points for a production volume.
These recovery points are called Safeguarded Copy backups. The recovery data is not stored
in separate regular volumes but in a storage space that is called Safeguarded Copy backup
capacity, which creates a logical air gap. The backups are not directly accessible by a host.
The data can be used only after a backup is recovered to a separate recovery volume.

In an attack, the orchestration software IBM CSM creates and identifies the best Safeguarded
Copy backup to use, and it automates the process to restore or recover data to online
volumes. Because a restore action uses the same snapshot technology, it is much faster than
using offline copies or copies that are stored in the cloud.

Cyber Resiliency with Splunk Enterprise and IBM FlashSystem Storage Safeguarded Copy with IBM Copy Services Manager



Scope

The focus of this document is to showcase early threat detection on IBM FlashSystem
Storage system and proactively invoke Safeguarded Copy to create an immutable backup at
the first sign of a threat. The IBM CSM orchestration software interacts with

IBM FlashSystem Storage to invoke a schedule task for a Safeguarded Copy backup.

IBM CSM also is used for recovery or a restore of that backup.

As part of early threat detection, several alerts and saved alerts in Splunk Enterprise are
shown. A sample Python script is provided that is used to invoke the Safeguarded Copy
action.

Customers and readers are encouraged to create control path and data path use cases that
are customized for Splunk Enterprise. They also should create custom response scripts and
custom apps in Splunk Enterprise that are suited to their environment. The use cases, alerts,
saved alerts, and Python script should be seen as templates or guides. They may not be used
“as is” in a production environment.

The solution that is featured in this document is created by using Splunk Enterprise,

IBM FlashSystem Storage, and IBM CSM. The IBM CSM Scheduled task feature is used to
create the required workflow. The sample workflow that is explained is part of the solution,
and it involves invoking Safeguarded Copy for the IBM FlashSystem Storage volume.

All the components that are described in this document, such as Splunk Enterprise, Splunk
forwarder, IBM CSM, and the Microsoft SQL server are in the same network. More adequate
network planning is required if these systems are in different segments.

For more information about Splunk Enterprise, Safeguarded Copy, IBM CSM, and
IBM FlashSystem Storage, see “Resources” on page 31.



Introduction

Combining the capabilities of IBM FlashSystem Storage Safeguarded Copy, IBM CSM, and
Splunk Enterprise enables enterprises to build comprehensive cyber resilience solutions that
address the Protect and Recover and the Detect and Respond functions of the NIST
framework. For more information, see NIST Framework Documents.

Splunk Enterprise can log user activities in the access and audit logs, which contain all the
storage object access information. To identify and detect potential malicious access or
activities and check for compliance auditing, these access and audit logs must be integrated
with the Splunk Enterprise and Security Information and Event Management (SIEM) solution.

IBM FlashSystem Storage Safeguarded Copy function

The Safeguarded Copy feature creates immutable backups that are not accessible by the
host system, and it protects these backups from corruption that might happen in the
production environment. A Safeguarded Copy schedule can be defined to create multiple
backups regularly, such as hourly or daily.

Safeguarded Copy can create backups with more frequency and capacity compared to
IBM FlashCopy® volumes. Creating Safeguarded Copy backups also has less of an impact
than creating multiple target volumes by using FlashCopy.

The Safeguarded Copy function provides backup copies to recover data in case of logical
corruption or destruction of primary data.

Safeguarded Copy uses a backup capacity, production volume, and recovery volume:

» Backup capacity can be created for any production volume. The size of the backup
capacity depends on the frequency of the backups and the length of the duration that the
backups must be retained.

The Safeguarded Copy session creates a consistency group across the source volumes to
create a safeguarded backup, which stores the required data in the backup capacity.

» The production volume is the source volume for a Safeguarded Copy relationship.
Depending on the specific client topology, this relationship might be a Metro Mirror, Global
Mirror, or Global Mirror with change volume.

» A recovery volume is used to restore a backup copy for host access while production
continues to run on the production volume. The recovery volume is the target volume for a
Safeguarded Copy recovery, which enables a previous backup copy to be accessed by a
host that is attached to this volume. The recovery volume is always thick-provisioned.

Management of the Safeguarded Copy is supported by IBM CSM 6.2.3 or later. The
management software can create and recover backups and define policies for expiration.

IBM Copy Services Manager
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IBM CSM controls copy services in storage environments. Copy services features are used
by storage systems such as IBM Spectrum® Virtualize for Public Cloud (IBM SV4PC) to
configure, manage, and monitor data-copy functions.

Copy services include FlashCopy, Metro Mirror, Global Mirror, and Metro/Global Mirror.

IBM CSM runs on Windows, IBM AIX®, Linux, Linux on IBM zSystems, and IBM z/OS®
operating systems. When it is running on z/OS, IBM CSM uses the Fibre Channel connection
(IBM FICON®) to connect to and manage count key data (CKD) volumes.

Cyber Resiliency with Splunk Enterprise and IBM FlashSystem Storage Safeguarded Copy with IBM Copy Services Manager
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The fully licensed version of IBM CSM provides all supported FlashCopy, Metro Mirror, Global
Copy, Global Mirror, Metro/Global Mirror, and multi-target solutions.

IBM CSM provides a GUI, a command-line interface (CLI), and Representational State
Transfer (RESTful) API for managing data replication and disaster recovery. Starting with
IBM CSM 6.2.9, online help also integrates with the RESTful API.

Splunk Enterprise

Splunk Enterprise is a software product that enables you to search, analyze, and visualize the
data that is gathered from the components of your IT infrastructure or business. Splunk
Enterprise takes in data from websites, applications, sensors, devices, and so on. After you
define the data source, Splunk Enterprise indexes the data stream and parses it into a series
of individual events that you can view and search.

Most users connect to Splunk Enterprise with a web browser and use Splunk Web to
administer their deployment; manage and create knowledge objects; run searches; and
create pivots and reports. You also can use the CLI to administer your Splunk Enterprise
deployment.

You can extend the Splunk Enterprise environment to fit the specific needs of your
organization by using apps. An app is a collection of configurations, knowledge objects,
views, and dashboards that run on the Splunk platform. A single Splunk Enterprise
installation can run multiple apps simultaneously. You can browse available apps at
Splunkbase or build your own apps at Splunk Developer Program.

For more information about Splunk Enterprise, see Splunk Enterprise Overview.

Prerequisites

This section outlines the prerequisites for the solution:

» IBM FlashSystem Storage administration skills with good understanding of Safeguarded
Copy.

» IBM CSM 6.2.3 or later must be available and the IBM FlashSystem Storage must be
registered in IBM CSM by using administrator privileges. For more information about
IBM CSM document references, see “Resources” on page 31.

» A scheduled task must be defined inside IBM CSM. It must consist of various operations,
depending on the functions that are used in the storage system. For example, when Copy
Services such as Metro Mirror or Global Mirror are used, writes to target volumes must be
suspended to achieve a consistent state before a Safeguarded Copy backup can be
made.

» A Python script that initiates a Safeguarded Copy, which is available on GitHub.
Understanding the basic Python script and implementing the prerequisites are required for
the script and automation.

» Make sure that the SafeGuarded pool virtual capacity is provisioned. To configure the
SafeGuarded pool virtual capacity.

» Understanding IBM FlashSystem Storage is required for working with volumes and
SafeGuarded pool capacity allotment.


https://docs.splunk.com/Splexicon:Splunkweb
https://splunkbase.splunk.com/apps#/type/app
https://dev.splunk.com/getstarted
https://docs.splunk.com/Documentation/Splunk/9.0.2/Overview/AboutSplunkEnterprise
https://github.com/IBM/ibm-qradar-ds8k-sgc-csm

» Make sure that Splunk Enterprise alerts and saved alerts are defined for the use case. In
this case, we created rules for a specific case (a sample use case). Implement the alerts
as needed for your requirements, such as brute force attack or a login failure for a DB user
with an invalid password.

» Install Microsoft SQL 2019 on a Window host and configure users to access the DB.
Restrict access to sensitive data table access as needed.

Solution overview

Organizations can face threats in multiple ways: compromised user credentials that are
obtained through a spear-fishing attack; a rouge user within the organization; cyberattacks
such as brute force attempts; and ransomware. Any of these threats poses grave risks to
storage systems that are used for storing data.

To track admin actions, the solution implements various control path use cases. To track the
application data changes, a data path use case is used.

A syslog configuration is created inside IBM FlashSystem Storage that allows forwarding of
storage events to Splunk Enterprise and Splunk forwarder. The configuration is deployed on
Windows along with local event configuration in Splunk Enterprise. Splunk Enterprise
understands the events that are forwarded by IBM FlashSystem Storage, events that are
forwarded from Splunk Forwarder, and local events from Windows and Microsoft SQL server.
The Splunk Enterprise events are saved as alerts and categorized. The saved alerts are
configured with custom action and triggered actions to create a saved alerts definition.

When the events classification completes and is saved as alerts, a Splunk Enterprise
administrator can define several alerts to detect threats that are categorized under control
and data path. When a threat is detected, a cyber resiliency response is invoked as a Python
script that uses APl commands to run a predefined IBM CSM scheduled task. The scheduled
task feature of IBM CSM is used because it provides flexibility to run various operations,
including conditional run times that are based on a certain state of a previously run command.

Figure 1 on page 7 represents the deployment overview of entire solution. Audit logs from
IBM FlashSystem contain storage-related actions that were performed. To identify and detect
potential malicious access and perform compliance auditing, these access logs must be
integrated with the Splunk Enterprise and SIEM solution. Similarly, the application audit log
events also are forwarded to Splunk Enterprise. The collected audit telemetry events are
normalized and stored in a Splunk Enterprise DB. The preconfigured set of alerts analyses
the normalized events for possible threat scenarios.

When a threat is detected, a cyber resilience workflow runs to create immutable Safeguarded
Copy volumes in IBM FlashSystem Storage.

6 Cyber Resiliency with Splunk Enterprise and IBM FlashSystem Storage Safeguarded Copy with IBM Copy Services Manager



Demo — Proactive Threat detection with Splunk & IBM Storage with Safeguarded Copy

Splunk SOAR

Configure A|E"1_S for - e - On threat detection, invoke the
threat detection configure B P Cyber Resiliency workflow with

Alerts Rest API API or Script

VM with Copy Services
Manager to invoke
Safeguarded Copy to secure
data volumes

Application
audit logs
Audit Logs from

IBM FlashSystem Storage Audit Logs from
IBM FlashSystem Storage

' Admin

actions

Figure 1 Deployment overview

Control and data path use cases

Sample control path use cases are listed in this section. This collection is not exhaustive, but
it provides a general idea of threats. The security policy of an organization defines what a
threat and its remediation should be.

» Loginto the DB and try to access the restricted tables. An event is generated for
unauthorized access to DB tables. The event matches the saved alert criteria to invoke
custom actions.

The DB user tries to access the data from the restricted tables. The DB user does not
have access to the restricted tables, but they still try to access the data. This activity is an
unauthorized one, so this type of activity should be detected and an alert should be
generated to prevent any unauthorized access.

» Login failure for a DB user for an invalid password

This case is a classic one of compromised or shared credentials. This case also can be a
user that uses a brute force attack to try to access the DB.

Lab setup

The lab setup that is described in this section briefly shows the configuration steps for various
components like Splunk Enterprise, Splunk forwarder, IBM CSM, and Microsoft SQL server.
For more information about product links and details configuration, see “Resources” on
page 31.




Configuration and lab setup

To create the cyber resiliency solution by using Splunk Enterprise and IBM FlashSystem
Storage Safeguarded Copy with IBM CSM, follow the steps in the subsections (“Step 1:
Configuring Splunk Enterprise” on page 8 to “Step 7: Validating Safeguarded Copy creation
on IBM FlashSystem Storage” on page 29) of this section.

Step 1: Configuring Splunk Enterprise

To configure Splunk Enterprise, complete the following steps:

1. Log in to the Splunk Enterprise portal with the username as admin and your password to
configure and add data sources. Figure 2 shows the login window for Splunk Enterprise.

splunk>enterprise

You have been logged out. LOg in to return to the system.

Figure 2 Splunk Enterprise login window

2. Select the data sources by clicking Add Data, as shown in Figure 3.

splunk>enterprise A Administrator v 9 Messages v  Settings ¥  Activity v
Apps )
Explore Splunk Enterprise
~
> Search & Reporting — e — —
o T ( —
( \ —® =
Splunk App for SOAR — r}: () =
Export
Product Tours Add(Vata Splunk Apps 2 Splunk Docs (2
Splunk Essentials for Cloud New to Splunk? Take a tour to help Add or forwart\!\a to Spiunk Apps and add-ons extend the Comprehensive documentation for
and Enterprise 9.0 you on your way. Enterprise. Afterwards, you may capabilities of Splunk Enterprise. Splunk Enterprise and for all other
extract fields. Splunk products.
Splunk Secure Gateway
Data Qualty 2 ©
Upgrade Readiness App This dashboard helps you assess the quality of your incoming data by revealing issues that occur when the data is being indexed. These issues appear as warnings and errors in your splunkd.log.

script_custom_alert_action

Time Range Group Instance
gikicMorAepe Last 15 minutes - Allindexers - All indexers of selected ... ¥ Hide Filters

Search produced no resuits.

Event Processing Issues by Source Type

Figure 3 Adding data sources

3. Select the TCP/UDP, as shown in Figure 4 on page 9.

8 Cyber Resiliency with Splunk Enterprise and IBM FlashSystem Storage Safeguarded Copy with IBM Copy Services Manager



Add Data ® ¢Back

Select Source Input Settings Review Done
Local Event Logs
Collect event logs from this machine.
Remote Event Logs < Select an option

Collect event logs from remote hosts. Note: this uses WMI and

requires a domain account

Files & Directories

Upload a file, index a local file, or monitor an entire directory.

HTTP Event Collector
Configure tokens that clients can use to send data over HTTP or
HTTPS.

TCP/UDP

Ccnhgu:@;\unk platform to listen on a network port.

Local Performance Monitoring
Collect performance data from this machine.

Remote Performance Monitoring
Collect performance and event information from remote hosts.

Requires domain credentials.

Registry monitoring
Have the Splunk platform Index the local Windows Registry, and

monitor it for changes.

Figure 4 Adding TCP/UDP data sources

4. Add the source name and source type and click Save, as shown in Figure 5.

514

Data inputs » TCP » 514

IBM FlashSystem
Storage IP

Source

Source name override = 91110317:514

If set, overrides the default source value for your TCP entry (host:port).
Source type
Set sourcetype field for all events from (msIomce
Setsourcetype | Manual .

Source type | IBM Flashsystem

If this field is left blank, the default value of tcp-raw will be used for the source type.

[ More settings

Sancel “

Figure 5 Adding a data source



10

5. Add another data source as local event log collection and click Save, as shown in

Figure 6.

localhost

Data inputs » Event log collections » localhost

Available log(s) add all »
Application

3 Security

Setup

3) System

5| ForwardedEvents

B Analytic

DirectShowFilterGraph

Y NiractShowBluninCantenl
Select the Windows Event Logs you want to index from the list.
Index
Set the destination index for this source.

Index default

Selected log(s)
Security
System
ForwardedEvents
B Ha JeEvents
Microsoft-Windows-EventCollector/Debug
Microsoft-Windows-EventCollector/Oj

Microsoft-Windows-User Control Panel Usage/Diagnostic

A Micrnenft-Windnwe.l lear Cantral Panal/Niannnctic

«clear all

Figure 6 Data input settings

6. Go to the Forwarded inputs section and click Windows Event Logs, as shown in

Figure 7.

L TN & O 8 & 911.221.143:8000/en-US/manager/search/datainputstats
SPIUNK Secure Gateway Ueleting Expired 1okens
Delete expired or invalid tokens created by Secure Gateway from Splunk

Splunk Secure Gateway Role Based Notification Manager
Used for sending mobile alerts to users by role

Splunk Secure Gateway Enable

Splunk Secure Gateway Metrics Collector

F O r Wa r d e d Collects metrics for Splunk Secure Gateway
Showing 1-10 of 19 modular inputs

Forwarded inputs

Type

m forwarders.

Files & Directories
Monitor files or directories on forwarders.

Windows Performance Monitoring
Collect performance data from forwarders.

TCcP
Configure a forwarder to listen on a TCP port for incoming data.

uoP
Configure a forwarder to listen on a UDP port for incoming data.

Scripts
Collect data from scripts installed on forwarders.

Determine if Splunk Secure Gateway core modular inputs should be enabled

1|2 Next»

Inputs

+ Add new

+ Add new

+ Add new

+ Add new

Actions

+ Add new

+ Add new

+ Add new

+ Add new

+ Add new

+ Add new

Figure 7 Windows Event Logs

7. Log in to the Microsoft SQL server and generate the log events for a failed login for a user
so that the events can be configured as saved alerts in Splunk Enterprise, as shown in

Figure 8 on page 11.
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i Microsoft SQL Server Management Studio (Administrator)
Fle Edit View Tools Window Help
> Bro-SEF ANwuey RR SRR

Execute

Object Explorer QX
Connect~ ¥ ¥ YOS
= I8 locathost (SQL Server 13.0.5026.0 - TANZU-JUMP\Administrator)
= Databases
. System Databases
. Database Snapshots
W AdventureWorks2016_EXT
W T_Company
W Northwind
+ Security
+ Server Objects
+ Replication
¥ PolyBase
® W Alweys On High Availability
+ Management
. Integration Services Catalogs
# 8 SQL Server Agent
# [E] XEvent Profiler

- ~-|B| ~-| A Tablet

Connect to Server

SQL Server

\'Dlamemm

RMramE-,

localhost

| SOL Server Athertication

Figure 8 Microsoft SQL login for user

8. Add the search string as “failed login MSSQLSERVER” and search for these events. The

search results display events for failed logins, as shown in Figure 9.

[ —

Search  Analytics  Datas Reports  Alerts  Dashboards

Q Find

B> Ssearch & Reporting

New Search
failed login *SourceNane=HSSQLSERVER"

15 events (9/28/22 11:00:00.000 PM to 9/29/22 11:54:03.000 PM)  No Event Sampling ¥

Events (15) Patterns. Statistics Visualization
Format Timeline » = Zoom Out
Ustv  /Format 20 PerPage~
< Hide Fields = All Fields i Time. (5.
> ines omitte
SELECTED FIELDS 929122 41 teed
o 91533000PM  ComputerName=Tanzu-Jump

peonil SourceName=HSSQLSERVER

- 3 lines omitted
aLogName 1
o Loamam, TaskCategory=Logon

source OpCode=None
a sourcetype 1
how all 12 lin

INTERESTING FIELDS Show ol il
aiConputations | LogName = Application ~ host = TANZU-JUMP  index = main
# EventCode 1 > one2 4 Lines onitted
# Eventype 1 91530000PM  ComputerNiame=Tanzu-Jump
a Keywords 1 SourceName=HSSQLSERVER
#linecount 1 - 3 lines onitted
a Message 1 TaskCategory=Logon
a OpCode 1 OpCode=None
apunct 1

# RecordNumber 15
a SourceName 1

Show all 12 lines

« sphnk_server 1 LogName = Application  host= TANZU-JUMP  index = main

Message=Login failed for user 'hsk'. Reason: Could not find a login matching the name provided. [CLIENT: <local machine>]

source = WinEvent.

sourcetype =

Message=Login failed for user ‘hsk'. Reason: Could not find a login matching the name provided. [CLIENT: <local machine>]

source = WinEventL

sourcetype =

SaveAs~v  CreateTable View  Close

Last 26 hours » n
anﬁa s & L % SmatModev

1hour per column

Figure 9 Failed login events for user
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9. Select the event and click Save As Alert, as shown in Figure 10.

splunk

Search

New Search Sea rChed

Events are
Alert

15 events (9/28/22 11:00:00.000 PM to 9/29/22 11:54:03.000 PM) No Event Sampling v S a Ved a S A | e rt Jo E:smashhcard

Save As v

Events (15) Patterns Statistics Visualization New Dashboard
Event Type
Format Timeline v = Zoom Out
Lstv  / Format 20 Per Page ¥

< Hide Fields = All Fields i Time Event
SELECTED FIELDS > 9/29/22 ... 4 lines omitted ...

9:15:33.000 PM ComputerName=Tanzu~-Jump
a host 1

SourceName=MSSQLSERVER

aindex 1
a LogName 1 ... 3 lines omitted ...
. TaskCategory=Logon

a source 1

OpCode=None
Message=Login failed for user 'hsk'. Reason: Could not find a login matching the name provided. [CLIENT: <local machine>]
Show all 12 lines

a sourcetype 1

INTERESTING FIELDS
LogName = Application ~ host= TANZU-JUMP  index = main ~ source = WinEventL sourcetype = WinEventL

a ComputerName 1
# 1

Figure 10 Search events are Saved As Alert

10.Add the description of the alert, alert type, and expiration in Settings. Add the trigger
conditions and trigger actions and click Save, as shown in Figure 11.

Edit Alert

Settings

Alert  Brute force login attach to SQL server - unauthorised user access

Description Brute force login attack to SQL server - unauthorized user access

Alert type Scheduled Real-time

Expires day(s) v

Define Alert type- .
. L. Trigger Conditions

Trigger Conditions S —— T
Trigger Actions s

in minute(s) v
Trigger For each result
Throttle
Suppress triggering for minute(s) v
Trigger Actions
+Add Actions ¥
When triggered v M Addto Triggered Alerts Remove

Severity

Sancel m

Figure 11 Configuring an alert

11.To a trigger action, go to the Trigger Actions section, click Add Actions, and select the
relevant action from the drop-down menu, as shown in Figure 12 on page 13. In this
example, we select Scripted Custom Alert Action, as shown in Figure 13 on page 13.

Cyber Resiliency with Splunk Enterprise and IBM FlashSystem Storage Safeguarded Copy with IBM Copy Services Manager




Add Trigger
Action

Edit Alert

Alert

Description

Alert type

Expires

Trigger Conditions

Trigger alert when

Trigger

Throttle

Suppress triggering for

Trigger Actions

Brute force login attach to SQL server - unauthorised user access

Brute force login attack to SQL server - unauthorized user access

Scheduled Real-time

day(s) v

Number of Results v

is greater than v

minute(s) ¥

For each resuit

minute(s) ¥

+ Add Actions v

ey o e
Wt Custom action to output results to telemetry endpoint Remove
. Run Playbook in SOAR

Run a SOAR playbook on this event

Run a script

Invoke a custom script @

(<) Send email
Send an email notification to specified recipients

Remove

. Send to SOAR
Send search results to SOAR.

Cencel m

> Send to Splunk Mobile

Edit Alert

Alert

Description

Alert type
Expires

Trigger Conditions

Trigger alert when

Trigger
Throttle ”
Suppress triggering for

Trigger Actions

When triggered

Figure 12 Adding trigger actions

Brute force login attach to SQL server - unauthorised user access

Brute force login attack to SQL server - unauthorized user access

Scheduled Real-time

day(s) v

Number of Results ~

is greater than v

minute(s) v

For each result

minute(s) ¥

Scripted
Custom Alert
Action

+ Add Actions v

M Add to Triggered Alerts Remove

Severity

@ Scripted Custom Alert Action k Remove

Sonce! m

Figure 13 Adding a Scripted Custom Alert Action
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12.Click Manage Apps, and then click Create app to create an app for the custom alert
action, as shown in Figure 14. You must create this app first so that it is visible and can be
selected in the Add Actions drop-down menu that is shown in Figure 13 on page 13.

Apps e e

Showing 1-25 of 26 items.

25 per page

Create App Eh &5

for Script

SpunkFonvarer SpunkFonvarer s "o :
e — SpunktinFonvarder Yes No . Custom Action

Log Event Alrt Acton e w1 ves "o d

Webhaok Aert Acton R w1 v No  Apirumissons  nabedIDiale  Edtproperes | Viewobecs

HITP equest ntfcaton . 220 v Y GlobalPemisions  Eraea | Dissble  Setup | Edtproperes | Viewoblet | (2 View detts on Sprkbese
Apps Browser appsbrowser 901 Yes No App | Permissions Enabled Edit properties | View objects

introspection_generator_addon introspection_generator_addon 901 Yes No App | Permissions Enabled | Disable Edit properties | View objects

Home tuncher s Yo AoplPemissons  Enabled Launchapp | Eat proertes | View tjects

tarnea teamea s No  Apipemissons  Erabed Disble  Editpopertes | Viewobecs

Figure 14 Creating an app for a custom alert action (1 of 2)

13.Create an app and complete the fields that are shown in Figure 15. Select a template and
click Save, as shown in Figure 15.

script_custom_alert_action

Apps » script_custom_alert_action

Name | script_custom_alert_action

Give your app a friendly name for display in Splunk Web

Update checking No (@) Yes

Check SplunkApps for updates to this app.

Visible No @) Yes

Only apps with views should bekade visible,

Upload asset Browse... | No file selected.

Can be any html, js, or other file to add to your app.

SCance! “

Figure 15 Creating an app for a custom alert action (2 of 2)

14.Click the Apps menu, and from the drop-down menu, click Manage apps and select the
newly created app (script_custom alert_action) from the list of apps. Click Edit
properties, as shown in Figure 16.

phank - i - B

script_custom_alert_action

e -
N T
My @
*.
e Browss.. o e it

Figure 16 Editing properties for the script custom alert action app
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15.Click the Apps menu, and from the drop-down menu, click Manage apps and select the

newly created app (script_custom_alert_action) from the list of apps. Click
Permissions, as shown in Figure 17.

Permissions

Apps » seript_custom_alert_action » Permissions

App permissions

Users with read access can only save objects for themselves, and require write access to be able to share objects with other users.

Roles Read  Write

B permission for
e the custom app

splunk-system-role

user

Apply selected role permissions to:

This app only (script_custom_alert_action) @  All apps (system)

Figure 17 Adding permissions for the script custom alert action app

16.Click Settings, and from the drop-down menu, click Alert Actions. Go to the newly

created app (script_custom alert_action) and click Permissions to edit the
permissions, as shown in Figure 18.

splunk>enterpris

A Administrator ¥

Permissions

Apps » script_custom_alert_action » Permissions

App permissions

Users with read access can only save objects for themselves, and require write access to be able to share objects with other users.

Roles Read Write Ad d
i permission for
o the custom app

splunk-system-role

user

Apply selected role permissions to:

— L3

This app only (script_custom_alert_action) @) Al apps (system)

Eones m

Figure 18 Adding permissions to the custom app
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17.Select the new app from the Apps menu and add permissions, as shown in Figure 19.

Edit Permissions

Alert action  scriptcustomalert
Owner  nobody
App  script_custom_alert_action

Display For Owner App All apps

SEi et e

Everyone

Permissions

can_delete

for the app

power

splunk-system-role

user

Figure 19 Adding permissions to the custom app (2 of 2)

Step 2: Creating custom app config files in the Splunk Enterprise server

Log in to the Windows server where Splunk Enterprise is installed and go to th C:\Program
Files\Splunk\etc\apps\scripts_custom alert action directory. In that directory, create
files for the custom alert action app. Script_custom_alert_action is the name of the app that
we created for custom alert actions. For more information, see Using custom alert actions.

Figure 20 on page 17 - Figure 27 on page 21 show the details for configuring the custom alert
action app files.
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Figure 20 and Figure 21 show the app directory structure and app components.

App directory structure

Here is the directory layout of an app that includes a custom alert action.

[app_name]
appserver
static
[app_icon].png
[alternative_icon].png

bin
[custom_alert_action_script]

default
alert_actions.conf
app.conf
restmap.conf
setup.xml
data
ui
alerts
[custom_alert_action].html

metadata
default.meta

README
alert_actions.conf.spec
savedsearches.conf.spec

Figure 20 App directory structure for reference

App components

This app directory has the following components.

Component File Description Required?
Logic [custom_alert_action_script] Alert action script or executable file Yes
User interface [custom_alert_action].html HTML file defining the user interface for alert configuration Yes
Alert action configuration alert_actions.conf Registers the custom alert action Yes
Spec files alert_actions.conf.spec Declares alert action parameters Optional
savedsearches.conf.spec Declares alert action parameters configured in the local Optional

savedsearches.conf file for the Splunk platform instance.

App configuration app.conf Defines app package and Ul information Yes

Icons [app_icon].png One or more icon image file(s) Optional
Setup setup.xml Defines a Ul for populating global settings at setup time Optional
Validation restmap.conf Defines validation for parameters declared in Optional

savedsearches.conf

Access control metadata default.meta Defines alert action permission and scope Optional

Figure 21 App components
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The configurations files that are shown in Figure 22 - Figure 27 on page 21 are created for a
custom alert action by using the App directory structure and App components that are shown
in Figure 20 on page 17 and Figure 21 on page 17.

Figure 22 shows the alert configuration script or executable file.

File Edit View Selection Find Packages Help

Project
v I script_custom_slert_action — gt
202 -t',
v I appserver " "
--csm_task',
> I static o~

type=str,

Python Script
. . for Safeguarded
e : Copy

v i data 209 args = parser.parse_args()
v 210
- -5":" oo et aiennm]| 211 CSM_HOST = args.csm_server.strip()
> I nav - o 212 CSM_PORT = args.csm_port
> I views 213 b64_USER = args.csm_user.strip()
B slert actionsconf 214 b64_PASS = args.csm_user_passwd.strip()
j:;:t:.‘ 215 CSM_TASK = args.csm_task.strip()
[B) savedsearches.conf <
> I local 217 # the base64 value passed is received as ascii string
R jpeacia 218 # it needs be encoded from ascii to base64 and
:’:::::“ 219 # decoded back to ascii
220 CSM_USER = base64.b64decode(b64_USER.encode('ascii')).decode('ascii').strip()
221 CSM_PASS = base64.b64decode(b64_PASS.encode('ascii')).decode('ascii').strip()
223 URL = ‘'https://{@}:{1}/CSM/web' . format(CSM_HOST,CSM_PORT)

_hdr = {'Accept-Language': 'en-US',
226 ‘Content-Type': 'application/x-www-form-urlencoded’

227 }

229 main()

Figure 22 Python script for Safeguarded Copy

Figure 23 shows the Python script location on the GitHub site.

o Search or jump to. Pullrequests ! sues Marketplace Explore

& IBM/ibm-gradar-ds8k-sgc-csm  Public

< Code (O Issues

11 Pullrequests  © A

B Projects @ Security L Insights

P main - Pibranch ©0tags Gototie  addrie- ([ES About

Cyber resiliency solution, IBM DS8000

shashank-shingornikar Update README.md - 1fbebse on 12May O 12 commits Safeguarded Copy with IBM Copy
Services Manager
. [) CONTRIBUTING.md Add files via upload 6 months ago
Python Script
N Initial commit 7 month:
ython Script s - o e
[ READMEmd Update README.md Smonthsago ¢y 1star
.

ava I | a b | e O n O run-cr-wilow-ds8k.py Python script commit 7monthsago @ 2 watching

¥ Oforks
. = README.md
github

Safeguarding Data with IBM QRadar and IBM Copy
Services Manager on IBM DS8000

No releases published

Packages
This repository contains the sample script used as part of Cyber Resiliency (CR) workflow. The CR workflow is a

response to a threat detected by [BM QRadar. Upon invocation, the script makes several API calls to IBM Copy No packages published
Services Manager (CSM) to execute SafeguardedCopy function on DS8000 storage.

. Contributors 2
Documentation

sshashank-shingornikar Shashank Sh...
Refer to Resources section for various links to IBM Documentation about IBM DS8000, Copy Services Manager

ibm-open-source-bot 1M Open Sou..
and also the solution blueprint. @ L e Solk

Support

Languages

The sample Python code available in the repository is created as part of solution. There is no official support on

® Python 100.0%
the code.

Figure 23 GitHub location for the Python script

Figure 24 on page 19 shows the alert action script or executable file.
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File Edit View Selection Find Packages Help

Project script_custom_alert_action.h. scripteustomalertbat u savedsearches.conf alert_actions.conf app.conf
v I script_custom_alert_action 1 set PATH=C: \Program Flles\Splunk\b'
~ I sppserver .
> stic .
v I bin
B custom-actionpy N
B hellopy . SDK\ODBC\IBO\Tools\Blnn\ C:\Program Flles (x86)\M1cr‘oso~Ft SQL Server\lSB\Tools\Blnn\ C:\Program
[) readmet * Files\Microsoft SQL Server‘\lBO\Taols ;C:\Program Files\Microsoft SQL

B) scriptcustomalertbat

+  Server\138\DTS\Binn\;C:\Users\Admini r\AppData\Local\atom\bin;C:\Program Files\Azure Data

v I defoult . .
e e + Studio\bin
v
v I alerts splunk cmd python3 .\custom-action.py -s 9.11.221.144 -P 9559 -u Y3NtYWRtaW4K -p
>.@' s artopacLacon e vH\I‘i‘ciQ\‘Ji’\lthSNBbSJkCg:: -t splunk-response
el I

B alert_actions.conf
Bl sppeon,
B resdmesct
[ savedsearches conf
> i local
v I metadata

scriptcustomalert.bat
e file

Figure 24  Files for custom alert actions (1 of 4)

Figure 25 shows the alert action configuration files.

File Edit View Selection Find Packages Help

Project script_ m_alert_action.h. default
v I script_custom_alert_action 1 [scrlptcustomalert]
v I appserver 2 is_custom
A Eaic 3 label = Action against brute force login attack
v I bin Sebd 3 . .
B cmtenadioney 4 description = Action against brute force database login attack
B hellopy 5 alert.execute.cmd = scriptcustomalert.bat
B readmesxt 6
B scriptcustomalertbat
v [l default I
v i data
v i
v [l alerts

B script_custom _alert_actionhtml
> [ nav
> [ views
[B alert_actions.conf
B appconf
B resdmetxt
B savedsearches.conf
> [ local
v [l metadata
B defaultmeta
B localmeta

alert_action.conf file

Figure 25 Files for custom alert actions (2 of 4)
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Figure 26 defines the app package and Ul information.

File Edit View Selection Find Dackages Help

Project script_custom_alert_action.h scriptcustomalert.bat default.meta custom-action.py savedsearches.conl
v I script_custom_slert_action 1 # Splunk app configuration file
v [l appserver 2
;" o 3 [install]
W bin
B custom-actionpy 4 is_configured = 1
B hellopy 5 state = enabled
B readmett 6
B scriptcustomalertbat 7 [u1]
v i default o ..
e 8 is_visible = ©
v 9 label = SQL Server brute force login attack
v [ alerts 10
B script_custom _alert_actionhtml 11 [1auncher]
> I nav 5
> BB views 12 author =
[ alert_actions.conf 13 description = Custom action to create Safeguarded copy

app.conf 14 version = 1.0.0
B readmetxt
B savedsearches.conf

> Il local

v [l metadata
B defaultmeta

B localmeta

app.conf file

Figure 26 Files for custom alert actions (3 of 4)
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Figure 27 declares the alert action parameters that are configured in the local
savedsearches.conf file for the Splunk platform instance.

File Edit View Selection Find Packages Help
Project
v [ script_custom_alert_action
v [ appserver
> [ static
v I bin
@ custom-action.py
@ hellopy
B resdmetxt
B scriptcustomalertbat
v [ default
v i data
~
v i alerts
B script_custom_alert_action.htm!
> Il nav
> Il views
[® alert_actions.conf
B appconf
B readmetxt
savedsearches.conf
> I local
v [l metadata
B defaultmeta
B localmeta

1
2
3
4
5
6
7
8
9

B
P ®

istom_alert_action.h

savedsearches.conf

nalert.bat default.meta

[default]
disabled = ©

action.script = true

* Specifies whether the script action is enabled for this search.
* Default: true

action.script.filename = scriptcustomalert.bat

* The filenaye, with no path, of the shell script to run.

* The scrip;[should be located in: $SPLUNK_HOME/bin/scripts/

* For system shell scripts on UNIX, or .bat or .cmd file on Windows, there
are no further requirements.

* For other types of scripts, the first line should begin with a #! marker,

followed by a path to the interpreter that will run the script.

* Example: #!C:\Python27\python.exe

Default: empty string

*

[Message size by relay]
action.email.sendresults = @
dispatch.ttl = 3600

= statistics

= statistics

[Mail delivery time]
action.email.sendresults = @

dispatch.ttl = 3600

relation = None

Figure 27 Files for custom alert actions (4 of 4)
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Step 3: Configuring IBM Copy Services Manager

To configure IBM Copy Services Manager, complete the following steps:

1. Log in to IBM CSM and discover or create a session and schedule tasks, as shown in
Figure 28 and Figure 29 on page 23. For more information about how to create a session,
see Creating volume groups and assigning source volumes.

Overview { Stor S Console

4 Overview

Session Overview

IBM Copy

Services manager

Storage Systems Host Connections Management Servers
S
==
Configure
Connections to local server Configure

Al storage systems connected

Figure 28 IBM CSM session
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Overview Sessions Storage Paths Notifications Console Settings

# Sessions > CDM_SQL

CDM_SQL

Status lormal

State PrAscted /

Session Type Safeguarded Copy

Active Host H1

Recoverable Yes Site 1

Description Al i created Saf ded ——
Copy session(modify)

Copy Sets 1 (view)

Group Name Automatically Generated Session

Backup Schedule 2 Scheduled Tasks

Last Recoverable Backup  2022-09-29 21:15:40 MST

Volume Group CDM_sQL

Backup Info  Recover Backup Info

Total Number 8 Total 8 Total L 0

Bac Time ~ Backup ID Recoverable Copy Sets Last Result Expiration

2022-09-26 11:29:59 MST 1664217000 Yes 1 IWNR2800I 2023-09-26 11:29:59 ...
2022-09-28 03:40:32 MST 1664361630 Yes 1 IWNR2800! 2023-09-28 03:40:32 ...
2022-09-28 04:45:12 MST 1664365512 Yes 1 IWNR2800I 2023-09-28 04:45:12 ...
2022-09-28 04:55:27 MST 1664366122 Yes 1 IWNR2800I 2023-09-28 04:55:27 ...
2022-09-28 08:38:23 MST 1664379500 Yes 1 IWNR2800I 2023-09-28 08:38:23 ...
2022-09-28 11:10:24 MST 1664388622 Yes 1 IWNR2800I 2023-09-28 11:10:24 ...
2022-09-29 21:08:30 MST 1664510910 Yes 1 IWNR2800I 2023-09-29 21:08:30 ...

Figure 29 Session action

2. Create a schedule task in CMS, as shown in Figure 30. This schedule task is called by the
Python script that is shown in Figure 22 on page 18. For more information about the
Python script documentation and prerequisites, see GitHub.

Settings

4 Settings > Scheduled Tasks

Modify Action

What action will the task perform?
Type: | Command ¥
. " . " i ey
Which session will the action run against?
\ | Filter.
@
Backup Schedule for CDM_SQL using policy predefinedsgpolicy2 and schedule 1 Name - Type |
Backup Schedule for CSM_DB using policy predefinedsgpolicy2 and schedule 1 CDM_SQL Backup
| Backup Schedule for VM_Explore using policy predefinedsgpolicyl and schedule CSM_DB Backup
CR-Workflow VM_Explore Backup
i What command do you want to issue?
| command to issue Command: [Bassap ™
‘ OK Cancel
‘ Run the following task if successful | Do not run a Task ~
|
Run the following task on failure | Do not run a Task ~ [

Cancel

Figure 30 Schedule task details
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splunk-response is the schedule task that is created with the affected session, as shown in
Figure 31.

Overview assions Storage Paths Notifications

Console Settings
# Settings > Scheduled Tasks

E Scheduled Tasks

Create Task...

Name 4 Affected Sessions Status Schedule
Backup Schedule for COM_SQL using policy predefinedsgpolicy2 and schedule 1 CDM_SQL Enabled Every 28 days
Backup Schedule for CSM_DB using policy predefinedsgpolicy2 and schedule 1 CSM_DB Enabled

Every 28 days
Backup Schedule for VM_Explore using policy predefinedsgpolicy1 and schedule 1 VM_Explore Enabled

Every 7 days
CR-Workflow VM_Explore Disabled No schedule
splunk-response k CDM_SQL Disabled No schedule

splunk-response

task created

Figure 31 Created schedule task

Step 4: Configuring IBM FlashSystem Storage for Safeguarded Copy

To configure the IBM FlashSystem Storage for Safeguarded Copy, complete the following
steps:

1. Log in to the IBM FlashSystem Storage, as shown in Figure 32.

Loginin to
| B M F | s h Syste m Storage Management (ISVFS9100-01)

FlashSystem 9100

Figure 32 IBM FlashSystem Storage login
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2. Create the Safeguarded pool and policy, as shown in Figure 33. For more information, see
Safeguarded Copy function.

1BM FlashSystem 9100 1SVFS9100-01 Volumes by Pool

SafeguardedCopy_0 ©
=y 16 Volume copies
Q Dashboard T Easy Tier: Balanced
Pool0 v i
97 Volume copies Safeguarded
Monitoring EE L
== 2.99 TiB (2%) Stored
165.52T18 Total Usabla @® Ccreate Volumes = Actions ~ All Volumes ~
Name State Synchronized Protocol Type
ISV_Child v
AT - v . bk_1662100200_0 + Online
“W = bk_1662705000_0  Online
1,000.00 GiB (12%) Used
8.00 TiB Total Capacity bk_1663309800_0 + Online
bk_1663353060_0 + Online
D SafeguardedCopy_0 v bk_1663353060_1 + Online
gz 16 Volume copies bk_1663914600_0 + Online
Ty —
= 41.00GiB (27%) Used bk_1664217000_0 + Online
Access 150.00 GiB Total Capacity
bk_1664360576_0 + Online
Safeguarded )
Settings bk_1664361630_0 + Online
bk_1664365512_0 + Online
bk_1664366122_0 + Online
bk_1664379500_0 + Online
bk_1664388622_0 + Online
bk_1664510910_0 + Online
Safeguarded Pool for o
S a fe g ua rd e d Co py bk_1664519400_0  Online

Figure 33 Safeguarded Copy pool

Figure 34 shows the storage volume that is mapped to the SQL server. The Safeguarded
Copy is created for this storage volume.

IBM FlashSystem 9100 ISVFS100-01  Volumes by Hosts and Clusters 8, G @  svperuser (SEETJAITIREIAIOR

= 1Port 100.00 GiB Total Provisioned
1 Mapped Volume

Q Dashboard

Q tanz x
tanzu-jump °
M Volum Port Definitions Properties
100.00 GiB Total Provisioned appediVolimes G
© CrstoVoumes | = Actons < | Allvaumes -
Volumee e State Synchronized Pool Protocol Type uID

Copysenices SQL Server and
f— Volume

§O3 settings

Figure 34 Volume that is mapped to the SQL server
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Figure 35 shows the volume group for the storage volume that is mapped to the SQL
server. The Safeguarded Copy is created for this storage volume.

1BM FlashSystem 9100 ISVFS9100-01 Volume Groups

Q

Dashboard
CDM_SQL

1 Volume

Monitoring

Safeguarded

CSM_DB
2 Volumes

Volumes Safeguarded

VM_Explore

1Volume

e Safeguarded

Access

Settings

CDM_SQL

Backup Policy: Copy every month, retain for 365 days
Last backup time: 9/26/2022 11:29 AM

Safeguarded
= Actions ~ All Volumes ~
Name State
TANZU_JUMP_SQL_VOL_01 + Online

Volume group for
Safeguarded Copy

Safeguarded Backup Lo...

SafeguardedCopy_0

Figure 35 Volume group

3. Figure 36 shows the syslog configuration of IBM FlashSystem Storage. To forward the

storage logs to Splunk Enterprise, configure syslog forwarding (9.11.221.143 is the
Splunk Enterprise IP address) for control path monitoring and threat detection.

IBM FlashSystem 9100  ISVFS9100-01 Notifications

*,
M suve Syslog Servers
Asyslog server tory. Use thi , modify, or
Dashboard

£} Dsshboar i 9.11.82.84 9.11.221.143 : 9.11.221.149

roatne port: 524 Pratcot uoe ot 514 p— ot 524
Format: Concise Faciity: Level 0 Format: Concise Facily: Lovel 0
Notifcations: Notifications:

EB  Pools

Messages:
Volumes

Hosts
Copy Services

Storage log

= Access

) Settings

CuL (Login

Error Warning (Info

LI Login

9.11.221.110

forwarding to Splunk
Enterpise

Error Warning | Info

Messages:

CLI Login
9.11.221.13 9.11.221.143
Protocol: UDP Port: 8089 Protocol: TCP. Port:514
Facility: Level 0 Format: Concise Faciliy: Level O Formal.c‘kse
Notifications:

Eror  Warning Info
Messages:

Cur ( Login

Format: Concise.

Notifications:

Messages:

cur | Login

Messages:

cur (Login

superuser ((Sacurity Administrator.

Protocol: UDP

Facility: Level 0

Error  Warning | Info

Protocol: TCP.
Facilty: Level 0

Figure 36 Syslog log forwarding
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Step 5: IBM FlashSystem Storage LUN that is mapped to a Windows server for
a Microsoft SQL DB

Figure 37 shows an IBM FlashSystem Storage LUN that is mapped to an SQL server. For
more information about host and volume mappings, see Host mapping.

_se' Microsoft SQL Server Management Studio (Administrator)
File Edit View Tools Window Help
B-o-26EH8P BNewauey B QIAR

| Execute

Connect ~

[] _Ready

Object Explorer

FY YO

= @ localhost (SQL Server 13.0.5026.0 - TANZU-JUMP\Administrator)

SQL Server - mapped
volume from IBM
FLashSystem

v i x

- |B| -| A% Tabled

meEso-,

&) Device Manager
4 3 stonge
b W Windows Server Backug]
¢ Disk Management
by Services and Applications

@ W Databases
@ M Security & Computer Management
@ W Server Objects
@ W Replication File Action View Help
® 1 PolyBase e amEDRDXSFea @
% 1 Always On High Availabil —_—
- M,,,,y;,m,,“g . A Computer (Local [ Volume [ Layout [ Type [ File System [ Status [ Capacity
5 1 Integuation Services Catalogs 4 [} System Tools = Simple Basic Healthy (Recovery Partition) 300 MB
5 48 SQL Server Agent b (D Task Scheduler = Simple  Basic Healthy (EF] System Partition) 9 M8
[A Xevent pw,llz, b (@] Event Viewer =3 Simple Basic Healthy (Primary Partition) oMB
b 3) Shared Folders = Simple  Basic Healthy (Primary Partition) oms
b & Local Users and Groups|[<# (C)  Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 149.48 GB
b ® Performance CaSQL(F) Simple Basic NTFS Healthy (Primary Partition) 998768

. = | - SQL (F) Properties

oo i [ Shadow Copies | Previous Versions | Quota | Customize

=  — General | Tools | Hawae | Shamg | Seauty |
149.88 GB 300M8 9MB

Online Healthy (Recovery F || Health, = |E!—|

C4Disk 1

Basic saL (F)

99.88GB 99.87 GB NTFS

Online Healthy (Primary Partition)
<ico-ROMO

VD (D7)

No Media

M Unallocated Il Primary partition

Type: Local Disk

Flesystem:  NTFS
1.984,659.456 bytes GB
105253203968 bytes 0GB

107.237.863.424 bytes

Drive F:

[l Used space:
I Free space.

Capacty. 998GB

[T Compress this drive to save disk space
[V} Alow files on this drive to have contents indexed in addtion to
fie propertes

ok [Ccan |

Actions
Disk Management -

More Actions »

Figure 37 Storage LUN is mapped to the SQL server
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Figure 38 shows the IBM CSM window and a Microsoft SQL server DB login action by a user
who does not have access to the specified DB. This figure shows a simulation of a brute force
login attack on the DB, where the user is trying to access the DB by using multiple login
attempts. An alert and the SQL server logs are generated, and these logs are forwarded to
Splunk Enterprise. Based on the logs and multiple login attempts by the user, the alert criteria
is matched on the Splunk Enterprise. Based on the saved alerts definitions, the custom alert
action is triggered to create a Safeguarded Copy in IBM FlashSystem Storage.

Sep 28, 2022 4:55:29 AM
Sep 28, 2022 8:38:20 AM
Sep 28, 2022 8:38:20 AM
, 2022 8:38:20 AM
, 2022 8:38:20 AM
, 2022 8:38:25 AM
. 2022 8:38:25 AM
, 2022 11:10:22 AM
, 2022 11:10:22 AM
, 2022 11:10:22 AM
, 2022 11:10:22 AM
, 2022 11:10:27 AM
., 2022 11:10:27 AM
, 2022 4:28:26 AM
, 2022 4:28:26 AM
, 2022 4:28:26 AM
2022 4:28:26 AM
, 2022 4:28:26 AM
, 2022 4:28:26 AM
, 2022 4:28:26 AM
, 2022 4:28:26 AM
, 2022 4:28:26 AM
, 2022 4:28:26 AM
, 2022 4:28:26 AM
, 2022 4:26:26 AM
, 2022 4:28:26 AM
, 2022 4:28:26 AM
, 2022 4:28:26 AM
, 2022 4:28:26 AM
, 2022 4:28:26 AM
, 2022 9:08:30 PM
, 2022 9:08:30 PM
, 2022 9:08:30 P
1, Aug 12, 2022 4:28:26 AM
Sep 29, 2022 9:08:30 P
Sep 29, 2022 9:08:35 PM
Sep 29, 2022 9:08:35 P

Server : 1WNR22121 : The scheduled task splunk-esponse has finished running.
csmadmin : IWNR22081 : Foreing the scheduled task splunicresponse to run now.
Server : IWNR22111 : The scheduled task splunk-response has started running.
Server : IWNR10281 : The Backup command In the COM_SQL session was issued
Server : IWNR2800! : A recoverable backup of all volumes in session CDM_SQL was created at 2022-09-28 08:38:23 MST with an 1D of 16
Server : IWNR10261 : The Backup command in the CDM_SQL session completed.
Server : IWNR22121 : The scheduled task splunk-esponse has fiished running
esmadmin : TWNR22081 : Forcing the scheduled task splunicresponse to run now.
Server : IWNR22111 : The scheduled task splunk-response has started running.
Server : IWNR10281 : The Backup command In the COM_SQL session was Issued.
Server : IWNR28001 : A recoverable backup of il volumes in session CDM_SQL was created at 2022-09-28 11:10:24 MST with an 1D of 1
Server : IWNR10261 : The Backup command in the COM_SQL session completed,
Server : IWNR22121 : The scheduled task splunk-response has finished running.
NR2B50W : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
2850 : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.

Server
Server
Server : IWNR2B50W : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. YM_Explore.
Server : IWNR2850W : The backup created at 2022-08-12 04:28:28 MST has explred on the hardware. YM_Explore.

Server : IWNR2BS0W : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
Server : IWNR28S0W : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
Server : IWNR2B50W : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.

Server : IWNR2850W : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. YM_Explore.
Server : IWNR2850W : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. YM_Explore
Server : IWNR28S0W : The backup created at 2022-08-12 04:28:28 MST has explred on the hardware. YM_Explore.
Server : IWNR2B50W : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
Server : IWNR2B50W : The backup created at 2022-08-12 04:26:28 MST has expired on the hardware. YM_Explore.
Server : IWNR2BS0W : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. YM_Explore.
Server : IWNR2BS0W : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. YM_Explore.
Server : IWNR2850W : The backup created at 2022-08+12 04:28:28 MST has expired on the hardware. YM_Explore.
Server : IWNR28S0W : The backup created at 2022-08-12 04:28:28 MST has explred on the hardware. YM_Explore
Server : IWNR2B50W : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.

csmadmin : TWNR22081 : Forcing the scheduled task splunicresponse to run now.
Server : IWNR22111 : The scheduled task splunk-response has started running.

Server : IWNR10281 : The Backup command In the COM_SQL session was issued.

WNR2850W : The backup created at 2022:0-12 04:28:28 MST has expired on the hardware. VM_Explore.

Server 28001 A recoverable backup of all volumes In session CDM_SQL was created at 2022-09-29 21:08:30 MST with an ID of 1
Server : IWNR10261 : The Backup command in the COM_SQL session completed.

Server

Server : IWNR22121 : The scheduled task splunk-response has fiished runing,
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Figure 38 Brute force login attack simulation

With the automated response and configuration and integration that is done by IBM CSM, the
Safeguarded Copy is created in IBM FlashSystem Storage, as shown in Figure 39.
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Overview

‘csmadmin : IWNR2208I : Forcing the scheduled task splunk-response to run now.
Server : IWNR22111 : The scheduled task splunk-response has started running.

%2 Sep 25, 2022 11:10:22 AM : Server : IWNRI0251 : The Backup command n the COM_SQL session was issued.
ep 26, 2022 11:10:27 AM : Server : IWNR10261 : The Backup command In the COM_SQL session completed.
%2 Sep 28, 2022 11:10:27 AM : Server : IWNR22121 : The scheduled task splunkresponse has finished running.

Server : IWNR2BSOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
Server : IWNR2BSOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
Server : IWNR2BSOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
Server : IWNR2BSOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
Server : IWNR28SOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.

+ Server : IWNR28SOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
Server : IWNR2BSOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
Server : IWNR2BSOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
Server : IWNR2BSOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
Server : IWNR2BSOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
Server : IWNR2BSOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.

+ Server : IWNR28SOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
Server : IWNR2BSOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
Server : IWNR2BSOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
Server : IWNR28SOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
Server : IWNR2BSOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.

+ Server : I

R2850W : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
csmadmin

R22081 : Forcing the scheduled task splunk-response to run now.
Server : IWNR22111 : The scheduled task splunk-response has started running.
Server : IWNR10251 : The Backup command in the CDM_SQL session was issued.

Server : IWNR28SOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.
Server : IWNR2B0DI : A recoverable backup of all volumes In session CDM_SQL was created at 2022-09-29 21:08:30 MST with an ID of 1

Server : IWNR1026! : The Backup command In the CDM_SQL session completed.
Server : IWNR22121 : The scheduled task splunk-response has finished running.

smadmin : IWNR22081 ; Forcing the scheduled task splunkresponse to run now.

Server : IWNR22111 : The scheduled task splunk-response has started running.

Server : IWNR10261 : The Backup command in the CDM_SQL session was issued.
 Server : IWNR28SOW : The backup created at 2022-08-12 04:28:28 MST has expired on the hardware. VM_Explore.

Server : IWNR2B0DI : A recoverable backup of all volumes In session CDM_SQL was created at 2022-09-29 21:15:40 MST with an ID of 1
Server : IWNR1026! : The Backup command In the CDM_SQL session completed.

Server : IWNR22121 : The scheduled task splunk-response has finished running.

[ 9.11.221143
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Figure 39 Safeguarded Copy created during a brute force login attack event
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Step 7: Validating Safeguarded Copy creation on IBM FlashSystem Storage

Validate the Safeguarded Copy that is created in IBM FlashSystem Storage by completing the
following steps:

1. Log in to Splunk Enterprise and check the triggered alerts during the period when the
threat was detected. Figure 40 shows the triggered alert that was defined in the trigger
conditions.

App | Search & Reporting (search) ~ | Owner Administrator (admin) ~ | Severity = Al - Aert Al

«Prev Next»

Time Fired alerts ¢ App Type ¢ Severity %
[m} 2022-09-29 21:15:34 US Mountain Standard Time Brute force login attach to SQL server - unauthorised user access search Real-time @ High
Dk 2022-09-29 21:08:27 US Mountain Standard Time Brute force login attach to SQL server - unauthorised user access search Real-time @ High
] 2022-09-28 22:42:07 US Mountain Standard Time Brute force login attach to SQL server - unauthorised user access search Real-time @ High

Figure 40 Triggered alerts

Figure 41 shows the alerts that are mapped with triggered conditions, and the trigger
actions.

Edit Alert

Description Brute force login attack to SQL server - unauthorized user access

Search | fajled login "SourceName=MSSQLSERVER"
Alert type Scheduled Real-time
Expires day(s) ¥

Trigger Conditions

Trigger alert when Number of Results v
is greater than v 3
in minute(s) ¥
Trigger For each result
Throttle ?
Suppress triggering for minute(s) v

Trigger Actions

+ Add Actions v

When triggered v é Add to T"%Sred Alerts Remove

Severity High v

@ Scripted Custom Alert Action Remove

Cencel m

Figure 41 Alert mapped with triggered actions
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2. Safeguarded Copy creates a copy in IBM FlashSystem Storage, as shown in Figure 42.

Properties for Volume

Volume Overview Copy 0

Name: bk_1664511337_0 Cache mode: Enabled
Volume ID: 102 Cache state: Not empty
State: + Online UDID (OpenVMS): N/A

Capacity: 100.00 GiB Volume UID: 60050768108B03'
I0PS limit: Disabled 1/0 group: Caching: io_grp0
Bandwidth limit: Disabled Accessible: io_grp0
Encrypted: No Preferred node: nodel

FlashCopy mappings: 1 Protocol type:

Mirror sync rate: 2 MiB/s Last Access Time:

Figure 42 Safeguarded Copy was created during the brute force login attack event

Summary

The focus of this document is to highlight early threat detection by using Splunk Enterprise
and proactively start a cyber resilience workflow in response to a cyberattack or malicious
user action. The workflow uses IBM CSM as orchestration software to invoke the

IBM FlashSystem Storage Safeguarded Copy function, which creates an immutable copy of
the data in an air-gapped form on the same IBM FlashSystem Storage for isolation and
eventual quick recovery.

This document explains the steps that are required to enable and forward IBM FlashSystem
audit logs and set a Splunk forwarder configuration to forward local event logs to Splunk
Enterprise. This document also describes how to create various alerts in Splunk Enterprise to
determine a threat, and configure and invoke an appropriate response to the detected threat
in Splunk Enterprise. This document explains the lab setup configuration steps that are
involved in configuring various components like Splunk Enterprise, Splunk Enterprise config
files for custom apps, IBM CSM, and IBM FlashSystem Storage. The last steps in the lab
setup section demonstrate the automated Safeguarded Copy creation and validation steps.

This document also describes brief steps for configuring various components and integrating
them. This document demonstrates a use case for protecting a Microsoft SQL DB volume that
is created on IBM FlashSystem Storage. When a threat is detected on the Microsoft SQL DB
volume, Safeguarded Copy starts on an IBM FlashSystem Storage volume. The Safeguarded
Copy creates an immutable copy of the data, and the same data volume can be recovered or
restored by using IBM CSM.
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Notices

This information was developed for products and services offered in the US. This material might be available
from IBM in other languages. However, you may be required to own a copy of the product or product version in
that language in order to access it.

IBM may not offer the products, services, or features discussed in this document in other countries. Consult
your local IBM representative for information on the products and services currently available in your area. Any
reference to an IBM product, program, or service is not intended to state or imply that only that IBM product,
program, or service may be used. Any functionally equivalent product, program, or service that does not
infringe any IBM intellectual property right may be used instead. However, it is the user’s responsibility to
evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not grant you any license to these patents. You can send license inquiries, in
writing, to:

IBM Director of Licensing, IBM Corporation, North Castle Drive, MD-NC119, Armonk, NY 10504-1785, US

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION “AS 1S”
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of express or implied warranties in
certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. IBM may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time
without notice.

Any references in this information to non-IBM websites are provided for convenience only and do not in any
manner serve as an endorsement of those websites. The materials at those websites are not part of the
materials for this IBM product and use of those websites is at your own risk.

IBM may use or distribute any of the information you provide in any way it believes appropriate without
incurring any obligation to you.

The performance data and client examples cited are presented for illustrative purposes only. Actual
performance results may vary depending on specific configurations and operating conditions.

Information concerning non-IBM products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. IBM has not tested those products and cannot confirm the
accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on the
capabilities of non-IBM products should be addressed to the suppliers of those products.

Statements regarding IBM’s future direction or intent are subject to change or withdrawal without notice, and
represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate them
as completely as possible, the examples include the names of individuals, companies, brands, and products.
All of these names are fictitious and any similarity to actual people or business enterprises is entirely
coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs in
any form without payment to IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating platform for which the sample
programs are written. These examples have not been thoroughly tested under all conditions. IBM, therefore,
cannot guarantee or imply reliability, serviceability, or function of these programs. The sample programs are
provided “AS 1S”, without warranty of any kind. IBM shall not be liable for any damages arising out of your use
of the sample programs.

© Copyright IBM Corp. 2022. 33



Trademarks

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International Business Machines
Corporation, registered in many jurisdictions worldwide. Other product and service names might be
trademarks of IBM or other companies. A current list of IBM trademarks is available on the web at “Copyright
and trademark information” at http://www.ibm.com/1egal/copytrade.shtmi

The following terms are trademarks or registered trademarks of International Business Machines Corporation,
and might also be trademarks or registered trademarks in other countries.

AIX® IBM Cloud® QRadar®

FICON® IBM Cloud Pak® Redbooks®
FlashCopy® IBM FlashSystem® Redbooks (logo) (@ ®
IBM® IBM Spectrum® z/0S® '

The following terms are trademarks of other companies:

The registered trademark Linux® is used pursuant to a sublicense from the Linux Foundation, the exclusive
licensee of Linus Torvalds, owner of the mark on a worldwide basis.

Microsoft, Windows, and the Windows logo are trademarks of Microsoft Corporation in the United States,
other countries, or both.

Red Hat, OpenShift, are trademarks or registered trademarks of Red Hat, Inc. or its subsidiaries in the United
States and other countries.

VMware, and the VMware logo are registered trademarks or trademarks of VMware, Inc. or its subsidiaries in
the United States and/or other jurisdictions.

Other company, product, or service names may be trademarks or service marks of others.
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Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and conditions.

Applicability

These terms and conditions are in addition to any terms of use for the IBM website.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that all
proprietary notices are preserved. You may not make derivative works of these publications, or reproduce,
distribute or display these publications or any portion thereof outside your enterprise, without the express
consent of IBM.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either
express or implied, to the publications or any information, data, software or other intellectual property
contained therein.

IBM reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use of
the publications is detrimental to its interest or, as determined by IBM, the above instructions are not being
properly followed.

You may not download, export or re-export this information except in full compliance with all applicable
laws and regulations, including all United States export laws and regulations.

IBM MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE
PUBLICATIONS ARE PROVIDED "AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF
MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR PURPOSE.

Privacy policy considerations

IBM Software products, including software as a service solutions, ("Software Offerings") may use cookies or
other technologies to collect product usage information, to help improve the end user experience, to tailor
interactions with the end user, or for other purposes. In many cases no personally identifiable information is
collected by the Software Offerings. Some of our Software Offerings can help enable you to collect personally
identifiable information. If this Software Offering uses cookies to collect personally identifiable information,
specific information about this offering's use of cookies is set forth below.

This Software Offering does not use cookies or other technologies to collect personally identifiable
information.

If the configurations deployed for this Software Offering provide you as customer the ability to collect
personally identifiable information from end users via cookies and other technologies, you should seek your
own legal advice about any laws applicable to such data collection, including any requirements for notice and
consent.

For more information about the use of various technologies, including cookies, for these purposes, see IBM’s
Privacy Policy at http://www.ibm.com/privacy and IBM’s Online Privacy Statement at
http://www.ibm.com/privacy/details in the section entitled “Cookies, Web Beacons and Other Technologies,”
and the “IBM Software Products and Software-as-a-Service Privacy Statement” at
http://www.ibm.com/software/info/product-privacy.
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