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About this document

The focus of this Blueprint publication is to highlight the early threat detection capabilities of
IBM® QRadar® and to show how to proactively start a cyber-resilience workflow in response
to a cyberattack or malicious user actions.

The workflow uses IBM’s Copy Services Manager as orchestration software to start IBM
Spectrum Virtualize for Public Cloud (SV4PC) Safeguarded Copy functions. The IBM SV4PC
Safeguarded Copy function creates an immutable copy of the data in an air-gapped form on
the same IBM SV4PC on Azure for isolation and eventual quick recovery.

This document describes the steps that are involved to enable and forward IBM SV4PC audit
logs to IBM QRadar. It also describes how to create various rules to determine a threat, and
configure and start a suitable response to the detected threat in IBM QRadar. This document
also explains how to register a storage system and create a scheduled task by using IBM
Copy Services Manager.

Finally, this document also describes deploying IBM QRadar and SV4PC on Azure. A use
case for protecting the MS SQL database (DB) volume that was created on IBM SV4PC is
included. Upon threat detection on a database volume, Safeguarded Copy is started for IBM
SV4PC volume. The Safeguarded Copy creates an immutable copy of the data. The same
data volume can be recovered or restored by using IBM’s Copy Services Manager.
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Executive summary
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The financial effects of cyberattacks continue to rise. Cyberattacks can occur in various ways.
They can take the form of malware or ransomware that is targeted at stealing confidential
data or holding valuable information for ransom. Sometimes, these attacks are designed to
destroy confidential data to cripple organizations.

In many cases, it is observed that the data breaches involve internal threat actors.

Traditional approaches to data protection work well for their intended purposes, but are not
adequate to protect against cyberattacks, which might encrypt or otherwise corrupt your data.

Remote replication for disaster recovery replicates all changes (malicious or not) to the
remote copy. Data that is stored on offline media or the cloud can take too long to recover
from a widespread attack. Large-scale recovery can take anywhere from days to weeks,
which can lead to substantial downtime for businesses.

Detecting a threat before it starts can help speed recovery even more. IBM Security™
QRadar is a Security Information and Event Management (SIEM) and threat management
system that monitors activities and looks for signs that might indicate the start of an attack,
such as logins from unusual IP addresses or outside business hours. Now, IBM QRadar can
proactively start Safeguarded Copy to create a protected backup at the first sign of a threat.

The Safeguarded Copy function helps businesses recover quickly and safely from a
cyberattack, helping reduce recovery to minutes or hours. It creates multiple recovery points
for a production volume. These recovery points are called Safeguarded Copy backups.

The recovery data is not stored in separate regular volumes, but in a storage space that is
called Safeguarded Copy backup capacity, which creates a logical air gap. The backups are
not directly accessible by a host. The data can be used only after a backup is recovered to a
separate recovery volume.

If an attack occurs, the orchestration software, IBM Copy Services Manager, helps create and
identify the best Safeguarded Copy backup to use and automates the process to restore or
recover data to online volumes. Because a restore action uses the same snapshot
technology, it is almost instant and much faster than the use of offline copies or copies that
are stored in the cloud.
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Scope

The focus of this document is to showcase the early threat detection on IBM SV4PC storage
system and proactively start Safeguarded Copy to create an immutable backup at the first
sign of a threat. IBM Copy Services Manager orchestration software is used to interact with
IBM SV4PC system to start a schedule task for Safeguarded Copy backup, and to recover or
restore that backup.

As part of early threat detection, several rules are shown and a sample Python script is
provided that were used to start the Safeguarded Copy action. The document also explains
several sample control path and data path use cases.

Customers are readers are encouraged to create a control path and data path use cases,
customized IBM QRadar rules, and custom response scripts that are best suited to their
environment. Consider the use cases, rules, and Python script as templates or guides that
might not be used in a real-world, production environment as presented here.

The solution that is featured in the document is created by using IBM QRadar release 7.3.x,
IBM’s Azure SV4PC, and IBM’s Copy Services Manager 6.3. IBM’s Copy Services Manager
Scheduled task feature is heavily relied upon to create the required workflow. The sample
workflow that is explained as part of the solution involves starting Safeguarded Copy for IBM
SV4PC volume.

All components that are described in this document, such as IBM QRadar, IBM Copy
Services Manager, and IBM SV4PC are in the same Azure Resource Group. More adequate
network planning is required if these systems are in different resource groups.

For more information about resources on IBM QRadar, Safeguarded Copy and Copy Services
Manager, IBM SV4PC on Azure, see “Resources” on page 49.



Introduction

Combining the capabilities of IBM SV4PC Safeguarded Copy and IBM QRadar enables
enterprises to build comprehensive cyber-resilience solutions that address the Protect and
Recover functions of the NIST framework and the Detect and Respond function. For more
information, see this NIST web page.

IBM SV4PC can log administrative activities in the access or audit logs, which include all
storage objects access information. To identify and detect potential malicious access or
activities and for compliance-auditing purposes, such access or audit logs must be integrated
with the SIEM solution.

By combining IBM SV4PC administration access, audit logs, application logs, network and
server logs, flow and packet data, IBM QRadar can provide complete protection to the entire
data space and reduce attacks vectors.

IBM SV4PC Safeguarded Copy function

The Safeguarded Copy feature creates immutable backups that are not accessible by the
host system and protects these backups from corruption that can occur in the production
environment. A Safeguarded Copy schedule can be defined to create multiple backups
regularly, such as hourly or daily.

Safeguarded Copy can create backups with more frequency and capacity in comparison to
IBM FlashCopy® volumes. Creating Safeguarded Copy backups also has less performance
impact than the multiple target volumes that are created by IBM FlashCopy.

The Safeguarded Copy function provides backup copies to recover data if logical corruption
occurs or primary data is destroyed.

Safeguarded Copy uses a backup capacity, production volume, and recovery volume.
Consider the following points:

» Backup capacity can be created for any production volume. The size of the backup
capacity depends on the frequency of the backups, and the duration that backups must be
retained.

The Safeguarded Copy session creates a consistency group across the source volumes to
create a safeguarded backup, which stores the required data in the backup capacity.

« The production volume is the source volume for a Safeguarded Copy relationship.
Depending on the specific client topology, this relationship can be a Metro Mirror, Global
Mirror, or Global Mirror with change volume.

* Arecovery volume is used to restore a backup copy for host access while production
continues to run on the production volume. The recovery volume is the target volume for a
Safeguarded Copy recovery, which enables a previous backup copy to be accessed by a
host that is attached to this volume. The recovery volume is always thick provisioned.

Managing Safeguarded Copy is supported by Copy Services Manager 6.2.3 or later. The
management software provides the ability to create and recover backups and to define
expiration policies.
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IBM Copy Services Manager

IBM Copy Services Manager controls copy services in storage environments. Copy services
features are used by storage systems, such as IBM SV4PC, to configure, manage, and
monitor data copy functions.

Copy services include IBM FlashCopy, Metro Mirror, Global Mirror, and Metro Global Mirror.
IBM Copy Services Manager runs on the following operating systems:

*  Windows
* |IBM AIX®
¢ Linux

Linux on IBM Z®
IBM z/OS® operating systems

When it is running on z/OS, IBM Copy Services Manager uses the IBM Fibre Channel
connection (IMB FICON®) to connect to and manage count-key data (CKD) volumes.

The fully licensed version of IBM Copy Services Manager provides all supported IBM
FlashCopy, Metro Mirror, Global Copy, Global Mirror, Metro Global Mirror, and multi-target
solutions.

IBM Copy Services Manager provides a graphical user interface (GUI), a command-line
interface (CLI), and Representational State Transfer (RESTful) API possibility for managing
Data Replication and Disaster Recovery.

Staring with IBM Copy Services Manager v6.2.9, the online help also integrates with the
RESTful API.

IBM QRadar

IBM QRadar Security Intelligence Platform products provide a unified architecture for
integrating security information and event management (SIEM), log management, anomaly
detection, incident forensics, and configuration and vulnerability management.

It is one of the most popular SIEM solutions on the market today. It provides powerful cyber
resilience and threat detection features, such as centralized visibility, flexible deployment,
automated intelligence, machine learning, and proactive threat hunting.

IBM QRadar can detect malicious patterns by using several data sources and analysis tools
and techniques, including access logs, heuristics, correlation with logs from other systems
(such as network logs, database audit logs, or server logs), network flow, and packet data. Its
open architecture enables third-party interoperability so that many solutions can be
integrated, which makes it even more scalable and robust.

To apply the security and compliance policies, IBM QRadar administrators can perform
following tasks:

+ Search event data by using specific criteria and display events that match the search
criteria in a results list. Select, organize, and group the columns of event data.

» Visually monitor and investigate flow data in real time, or perform advanced searches to
filter the displayed flows. View flow information to determine how and what network traffic
is communicated.

+ View all of the learned assets or search for specific assets in your environment.



Prerequisites
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Investigate offenses, source and destination IP addresses, network behaviors, and
anomalies on your network.

Edit, create, schedule, and distribute default or custom reports.

This section outlines the following prerequisites for the solution that is presented in this
Blueprint:

Azure administration skills with good understanding of Azure resource groups, Azure
networking and deployments, and role bases access for the users on Azure.

The firewall rules between IBM QRadar and IBM SV4PC storage are adjusted to allow
traffic on 514/tcp or 514/udp. Also, the firewall rules are adjusted to allow traffic between
IBM QRadar host and IBM Copy Services Manager on port tcp/9595.

Note: IBM QRadar accepts incoming events on tcp and udp protocol on port 514. The
choice of protocol that is used for communication depends on an organization’s
guidelines.

IBM Copy Services Manager 6.2.3 or later is available and the IBM SV4PC storage is
registered in IBM Copy Services Manager by using administrator privileges (see
“Resources” on page 49).

A scheduled task must be defined inside IBM Copy Services Manager that consists of
various operations, depending on the functions that are used in the storage system; for
example, when Copy Services (such as metro or global mirror are used), writes to target
volumes must be suspended to achieve a consistent state before a Safeguarded Copy
backup can be made.

Safeguarded virtual capacity is provisioned. For more information about configuring
safeguarded virtual capacity, see “Resources” on page 49.

An understanding of IBM SV4PC storage for working with volumes and safeguarded pool
capacity allotment.

IBM QRadar rules are defined for the use case. In this example, we created rules for two
specific use cases:

o Log in to the database and attempt to access the restricted tables. An offense likely is
generated for unauthorized access to database tables.

o In a brute force attack, a login failure occurs for the database user who attempts to use
an invalid password.

MS SQL 2019 is installed on a Windows host and users are configured to access the
database, and restrict access to database users for sensitive data table access as
demonstrated in the use case demonstration.

IBM QRadar WinCollect is installed. Administrators can use WinCollect to forward
Windows-based events for IBM QRadar SIEM administrators. For more information, see
“Resources” on page 49.
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Solution overview

Organizations can face many cyberthreats, including compromised user credentials by using
spear fishing attack, a rouge user within the organization, or cyberattacks, such as brute force
attempts or ransomware. Any of these threats pose grave risks to storage systems that are
used for storing data.

To track administrator’s actions, the solution implements various control path use cases. Also,
a data path use case is discussed in which changes in application data are tracked.

A syslog configuration is created inside IBM SV4PC that allows forwarding of storage events
to IBM QRadar. IBM QRadar understands the authorization events that are forwarded by IBM
SV4PC and categorizes them correctly. Other storage-specific events must be mapped to
correct IBM QRadar identifier (QID) for storage-specific operation categorization.

After the events classification is completed, an IBM QRadar administrator can define several
rules to detect threats that are categorized under the control and data path.

Upon threat detection, a cyber resiliency response is started in the form of a Python script
that uses APl commands to run a predefined IBM Copy Services Manager scheduled task.
The scheduled task feature of IBM Copy Services Manager is chosen as it provides flexibility
to run various operations, including conditional execution based on certain state of previously
run command.

An overview of solution is shown in Figure 1.

Cyber Resilience with IBM QRadar & IBM SV4PC (Safeguarded Copy)

Configure rules for o On threat detection, invoke the
Cyber Resiliency workflow

threat detection

Custom parser for
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|BM FlashSystem logs

normalization.

Wi with Copy Services Manager
(R o invoke Safeguarded Copy to
secure data volumes

Application

audit logs e

Audit Logs from
1BM SV4PC

IBM Spectrum Virtualize
For Public Cloud (SV4PC)

actions

Figure 1 Solution overview



Control and data path use cases

The following sample control path use cases are presented in this document:

* An unauthorized user attempts to log in to the database and access data that is in
restricted tables. An offense likely is generated to prevent any unauthorized access.

* Alog in failure occurs when a database user attempts to use an invalid password. This
use case is an example of when compromised or shared credentials are used. This
example also can be considered a brute force attack when the user attempts to access the
database.

These use cases are by no means is an exhaustive list of the types of cyberthreats that
organizations face; rather, they are intended to provide general threat examples. Ultimately,
cyberthreats are defined by the security policy of the organization.

Use case representation

Figure 2 shows a typical 3-tier application infrastructure with IBM QRadar monitoring
telemetry from all the sources within the environment.
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Figure 2 Sample application infrastructure

The audit log events from the host, web, application, and database tier can be used to
determine a brute force attack threat.

For this solution, the brute force login on the database server was attempted. The failed
logins triggered events inside IBM QRadar to activate the threat conditions. Then, the
cyber-resiliency workflow starts an IBM Copy Services Manager scheduled task to create
Safeguarded Copy backup by suspending Global Mirror. The copy session also is restarted
post Safeguarded Copy backup.
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Lab setup

This section explains the lab setup that was used.

Deployment overview

The deployment of various components on Azure for the entire solution is shown in Figure 3.

Azure Resource Group

G

IBM QRadar

Azure

Volume

Figure 3 Deployment overview for entire solution

The configuration consisted of IBM QRadar, IBM Copy Services Manager, IBM SV4PC, and
Microsoft’s SQL Server that are deployed in the same Azure Resource Group within the same

Azure region (see Figure 3).



The post deployment status of Azure virtual machines (VMs) in the resource group is shown
(see Figure 4).
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Figure 4 Virtual machines deployed in the resource group

The IBM SV4PC storage was configured with a Safeguarded pool and volumes, as shown in

Figure 5.
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Figure 5 Safeguarded copy pool and capacity

The IBM Copy Services Manager software was installed on the Windows 2019 VM that was
deployed inside the Azure resource group (see Figure 6).
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Figure 6 IBM Copy Services Manager host with IBM

10

SV4PC storage connection added
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Microsoft’s SQL 2019 was deployed on an Azure Windows 2019 VM, where the volumes from
IBM SV4PC storage are connected by using iSCSI. Various database user activities were
started as a sample threat for use cases to access the Microsoft SQL database to maintain
write activity on the primary volumes.

Audit logging was enabled on IBM SV4PC systems by using a syslog setup. IBM QRadar
understands the syslog event format, it then automatically creates a LinuxServer type log
source and the events are categorized. This categorization was changed for storage-specific
actions.

Deploying IBM QRadar on Azure

Complete the following steps to deploy IBM QRadar on Azure:
1. Loginto https://portal.azure.com/#home with your username and password.

2. Inthe search bar, search for Marketplace. Then, search for “IBM QRadar” and select IBM
QRadar SIEM v7.3.x (BYOL), as shown in Figure 7.
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Marketplace

Get Started

Service Pravid 0 You have private products available. View private products
ervice Providers
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My Marketplace
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Create - v

Figure 7 IBM QRadar SIEM v7.3.3 (BYOL)

For more information, see this hIBM Documentation web page.
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3. Select the IBM QRadar SIEM v7.3.3(BYOL) plan and then, click Create (see Figure 8).

Microsoft Azure £ Search resources, services, and dd

i

Home > Marketplace >

IBM QRadar SIEM v7.3.3 (BYOL) =

IBM Security

E IBM QRadar SIEM V7.3.3 {BYOL) ¥ Remove from Favorites

IBM Security
Plan
| QRadar SIEM Console 7.3.3 v [ Start with a pre-set configuration

Want to deploy programmatically? Get started

Overview  Plans + Pricing Usage Information + Support Reviews

Figure 8 Selecting plan
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4. Complete the following steps to configure the virtual machine settings (see Figure 9 -
Figure 11 on page 14):

Select an existing resource group or create a resource group.
Enter the virtual machine name.

Select Region.

Choose an SSH public key or Password.

Set the Public inbound ports to Allow selected ports.

Set the Select inbound ports to SSH (22) and HTTPS (443).

"0 Q0T

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Marketplace > IBM QRadar SIEM v7.3.3 (BYOL)

Create a virtual machine

Basics Disks Nelwnrking Management Advanced Tags Review + create

Create & virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more =

Project details

Select the subscription to manage deployed rescurces and costs. Use resource groups like folders to organize and manage all
YOUF FESoURCes,

Subscription ® (1) | Microsoft Azure Enterprise_ikky W
Resource group * (1) | CQradar-SV4PC-RG2 o
Create new

Instance details

Virtual machine name * | grdr1 v
Region* @ | (Eurcpe) Germany West Central o
Availability options | l Availability zone L 1
Availability zone * (0 |_2_,nne-s i "W

& You can now select multiple zones. Selecting multiple zones will create one VM
per zone. Learmn more

Figure 9 Basic, configure VM settings




Security type O

Image * (O

Azure Spot instance ()

Size * (0

Administrator account

Authentication type O

Username * (0
SSH public key source

S5H public key * (0

| Standard ~ |

[ [ Qradar SIEM Console 7.3.3 - Gen1 A l

See all images | Configure VM generation

0

[ Standard_B2ms - 2 vepus, B GiB memory ($70.08/month) S~
See all sizes

@ SSH public key
O Password
ﬂ Azure now automatically generates an SSH key pair for you and allows you to

store it for future use. It is a fast, simple, and secure way to connect to your
virtual machine.

| azureuser v |
| Use existing public key N ]
ssh-rsa w

AAAABINZaC1yc2EAAAADAQABAAABgQUMNQKZZHHW zUfMoUm2msVNC/zP
bvEVEevE2KHcLeTRQUgLIVIUKBYcW43sElpvpja305sDBJOrLERWUCTHIHqUWYY

@ Learn more about creating and using SSH keys in Azure &

Figure 10 Basic, configure VM settings

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular

network access on the Networking tab.

Public inbound ports * (i

Select inbound ports *

Q MNone

@ Allow selected ports

| HTTPS (443), SSH (22) v |

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab to
create rules to limit inbound traffic to known IP addresses.

Figure 11 Basic, configure VM settings
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5. Click Next: Disks >. Select the required disks from the drop-down menu. Click Next.

6. Click Next: Networking > and enter the network details (see Figure 12 and Figure 13 on
page 16).

= Microsoft Azure £ Search resources, services, and docs (G
Home > Marketplace > |BM QRadar SIEM v7.3.3 (BYOL) »

Create a virtual machine

Basics  Disks  Networking Management  Advanced Tags  Review + create

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control ports,

inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution.
Learn more 7

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * (0 | QRadar-SV4PC-Vnet W
Create new
Subnet * (D QRadar-5V4PC-cluster-snet (40.10.1.0/24) e

Manage subnet configuration

Public IP (0 (new) grdr2-ip e
Create new

MIC network security group (0 O None
@l Basic

O Advanced

Public inbound ports * (0 () None
(') Allow selected ports

Select inbound ports * HTTPS (443), 55H (22) w

Figure 12 Networking, configure VM settings
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Delete public IP and NIC when VM is D
deleted ©

Accelerated networking (0
The selected image does not support accelerated networking.

Load balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn more &

=
Load balancing options (O r:!/' MNone

O Azure load balancer
Supports all TCP/UDP network traffic, port-forwarding, and outbound flows.

O Application gateway
Web traffic load balancer for HTTP/HTTPS with URL-based routing, SSL

termination, session persistence, and web application firewall.

| <Previous || Next:Management > |

Figure 13 Networking, configure VM settings

16

7. Click Next: Management > and then, select the wanted options.
8. Click Next: Advanced > and then, select the wanted options.
9. Click Next: Tags >and then, enter the wanted name as a tag.
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10.Click Next: Review + Create >. Based on the information that was entered, the review
results are displayed as validation passed (see Figure 14).

— Microsoft Azure 0 Search resources, services, and docs (G+/)

Home > Marketplace > IBM QRadar SIEM v7.3.3 (BYOL) >

Create a virtual machine
o Validation passed

Basics  Disks  Networking Management  Advanced Tags  Review + create

ﬂ' Cost given below is an estimate and not the final price. Please use Pricing calculator for all your pricing needs.

PRODUCT DETAILS

IBM QRadar SIEM v7.3.3 (BYOL) You are not authorized to view subscription price (O
by I1BM Security Retail price 0.0000 USD/hr

Terms of use | Privacy policy

1 X Standard B2ms You are not authorized to view subscription price O
by Microsoft Retail price 0.0960 USD/hr

Terms of use | Privacy policy Pricing for other VM sizes

TERMS

By clicking "Create", | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed
above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same
billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage and transactional
information with the provider(s) of the offering(s) for support, billing and other transactional activities. Microsoft does not
provide rights for third-party offerings. See the Azure Marketplace Terms for additional details.

Name | 'Ha-rnant 'kantak
Preferred e-mail address * | =t v’
Preferred phone number * | | e o

Figure 14 Review + Create, configure VM settings

11.Click Create. The deployment starts. Check the status of deployment and wait for the
deployment to complete. Post deployment, check the assigned IP address to the IBM
QRadar VM.



Upon logging in to IBM QRadar console with the username admin and your password, the
dashboard page is displayed (see Figure 15).

- () O G &= hitpsy//40.10.1.28

IBM QRadar

Offerses Log Activity Network Activity
w Heaw Dashboard Ranmme Dashibosnd a Dalata Dashbossd

Show Dashbosrd. | Theest snd Security Monitoring

Default IDS | IPS-All: Top Alarm Signatures (Event Count) CEE8  myofienses

Top Semvices Denied through Firewalls (Event Count)

Figure 15 IBM QRadar console

Deploying IBM SV4PC on Azure

Complete the following steps to deploy IBM SV4PC on Azure:
1. Loginto https://portal.azure.com/#home with your username and password

2. In the search bar, search for “Marketplace”. Then, search for and select IBM Spectrum
Virtualize for Public Cloud. Figure 15 - Figure 23 on page 24 shows the lab setup

deployment steps.

= Microsoft Azure £ Search resources, services, and docs (G

Home > Marketplace

IBM Spectrum Virtualize for Public Cloud - Beta (preview) =

|BM Spectrum Software

IBM Spectrum Virtualize for Public Cloud - Beta (preview)

IBM Spectrum Software

IBM
* 5.0 (2 Azure ratings)

Plan

I[BM Spectrum Virtualize for Public Cl... VI

Figure 16 IBM Spectrum Virtualize for Public Cloud
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https://portal.azure.com/#home

Microsoft Azure

Home > Marketplace > |BM Spectrum Virtualize for Public Cloud - Beta (preview) >

Create IBM Spectrum Virtualize for Public Cloud - Beta

Basics VM Selection  Credentials  Networking Storage  Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * (U ! Microsoft Azure Enterprise_iklky
Resource group * (1) (New) Qradar-SV4PC-RG3 W |
Create new
Instance details
Region * (0 Germany West Central A
Project Name
Tag to identify deployment in a resource group
Tag* © | grdrsvdpci o
Rollback
Rollback on failure. ()

Figure 17 Create IBM Spectrum Virtualize for Public Cloud
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= Microsoft Azure £ Search resources, services, and d

Home > Marketplace > IBM Spectrum Virtualize for Public Cloud - Beta (preview) >

Create IBM Spectrum Virtualize for Public Cloud - Beta

Basics VM Selection  Credentials  Networking Storage  Review + create

IBM Spectrum Virtualize for Public Cloud is deployed in a 2 Node High Availability cluster consisting of 2 Azure VMs and
a third VM that serves as a quorum node for the cluster. The following selection allows you to select from 3 different
Azure VMs that are supported for running IBM Spectrum Virtualize for Public Cloud

Learn maore

Spectrum Virtualize for Public Cloud 2x Standard D16s v3

Node * (@ 16 vcpus, 64 GB memory
Change size

Fixed Size Quorum MNode * (O 1x Standard B1ms
1 vepu, 2 GB memory
Change size

Figure 18 VM selection, IBM Spectrum Virtualize for Public Cloud
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B

Home > Marketplace » IBM Spectrum Virtualize for Public Cloud - Beta (preview) >

Create IBM Spectrum Virtualize for Public Cloud - Beta

Basics VM Selection  Credentials  MNetworking  Storage  Review + create

Spectrum Virtualize Management Credentials
Set password for the Security Administrator user profile (superuser) for management GUL

Learn more

Password * (D | ESE e, 7]
Confirm password * (O I ................. - |
Customer Entitlement

Provide IBM Passport Advantage Customer Number of BYOL offering. The IBM customer numbser is associated with the
purchase of the software license The installation template verifies entithernent to the software with this eustomer

number

Learn more

IBM Customer Number * @) | === -]
Notification

The email address receives notifications on the status of the installation

Learmn maore

Notification Ermail * © B .
VM Credential

Provide SSH public key to configure Spectrum Virtualize WM nodes for secured access.
Learn how to generate S5H keys

SSH public key source | use existing public key v

S5H public key * (O ssh-rsa v‘
AAAABINZAC 1yc2 EAAAADACABAAABGOICmNCEZZHHWI UMaUm2m
SVNC/2PbwEVEevE2KHCLeTROUGLIVEIKBY CW43sElpvpja3 O5sDEIOrLER

a Léar mode

BT [ ] [ e ]

Figure 19 Credentials, IBM Spectrum Virtualize for Public Cloud




Microsoft Azure AL Search resources, services, and

Home > Marketplace > IBM Spectrum Virtualize for Public Cloud - Beta (preview) >

Create IBM Spectrum Virtualize for Public Cloud - Beta

Basics VM Selection  Credentials  MNetworking Storage  Review + create

Spectrum Virtualize is deployed in an Azure VNet across two subnets, The Spectrum Virtualize cluster VMs are deployed
in cluster subnet and a quorum VM is deployed in quorum subnet. User may provide new CIDR block to create new
Vet and new subnets or choose existing VNet and subnets in the same region

Learn maore

Configure virtual networks

Virtual Network * (0 [ QRadar-SV4PC-Vnet R
Create new
Cluster Subnet * () l QRadar-SV4PC-cluster-snet (40.10.1.0/24) A

Manage subnet configuration

Quorum Subnet * O | QRadar-SV4PC-Quorum-snet (40.10.2.0/26) v
Manage subnet configuration

Figure 20 Networking items for IBM Spectrum Virtualize for Public Cloud

o Microsoft Azure 2 Search resources, services, and d

Home > Marketplace > IBM Spectrum Virtualize for Public Cloud - Beta (preview) >

Create IBM Spectrum Virtualize for Public Cloud - Beta

Basics VM Selection  Credentials  Networking  Storage  Review + create

Select the type of Azure Managed Disk to be used with IBM Spectrum Virtualize for Public Cloud for storage
provisioning. A minimum of two volumes is required for initial cluster creation, and more can be added after installation.
Check pricing details of Azure managed disks

Azure Disk
Disk Type * © Standard SSD (LRS) v |
Disk Size * (D 512 GB v |

Figure 21 Azure Storage selection for IBM Spectrum Virtualize for Public cloud
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— Microsoft Azure O Search resources, services, and doct

Home > Marketplace > 1BM Spectrum Virtualize for Public Cloud - Beta (preview) >

Create IBM Spectrum Virtualize for Public Cloud - Beta
@ validation Passed

Basics VM Selection  Credentials  Metworking  Storage  Review + create

PRODUCT DETAILS

IBM Spectrum Virtualize for Public
Cloud - Beta

by IBM Spectrum Software

Terms of use | Privacy policy

TERMS

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed above; (b) authorize Micrasoft to bill my current payment method for the fees associated with the offering(s),
with the same billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage
and transactional information with the provider(s) of the offering(s) for support, billing and other transactional
activities, Microsoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional

details,

MName Hemant Kantak
Preferred e-mail address * —
Preferred phone number * —_—

Figure 22 Review + Create, IBM Spectrum Virtualize for Public Cloud
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Basics

Subscription Microsoft Azure Enterprise_ikiy
Resource group Qradar-SV4PC-RG3

Region Germany West Central

Tag qrdrsvdpc]

VM Selection

Spectrum Virtualize for Public Cloud Mo_.  Standard_D16s_v3
Fived Size Quorum Mode Standard_B1ms

Credentials

Passwond
18M Customer Number

Motification Email

S5H pubdic key ssh-rsa AAAARINZaC Tyc2EAAAADAQABAAABgOCMNOKIZHHWZU Molm2
HNetworking

Virtual fetaark QRadar-SVAPC -Vnet

Cluster Subnet QRadar-SVAPC-cluster-snet

Address prefix [Cluster Subnet) 40.10.1.0/24

Quionsm Subnet QRadar-SVAPC -Quorum-snet

Address prefix (Quomnm Subnet) 40.10.2 0/26

Storage

Disk Type Standard 550D (LRS)

Disk Size 512GB

< Previous Mext Download a template for automation

Figure 23 Create IBM Spectrum Virtualize for Public Cloud
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Setting up audit log forwarding from IBM SV4PC

Complete the following steps to enable audit log forwarding from IBM SV4PC to IBM QRadar:
1. Log in to the SV4PC GUI as superuser.
2. Click Settings — Notifications — Syslog and then, select Create Syslog Server.

3. Enter the IP address of IBM QRadar host (do not change the default value for the port).
The Syslog is configured for lab setup (see Figure 24).

ENMF Syshog Servers
B bbb o it S T e S e (1 ol it 548 1108, et Vb, el £ et il v

Lyilog A O BT M D T SO VT [T B I I

40.10.1.28 40.10.1.28

Figure 24 Setting up Syslog audit logging for IBM SV4PC

The syslog events that are forwarded by IBM SV4PC are understood by IBM QRadar as Linux
events and a Log source is automatically defined. Although this setup works for most of the
login and operating system operations, the storage-specific events need other categorization,
as described next.
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Working with IBM QRadar Events

This section describes how to use the Device Support Module (DSM) editor to correctly
categorize the storage-related actions events that are incorrectly mapped as Linux events.
Also, after an event mapping is created, subsequent events are mapped correctly. The
process must be repeated for every storage event you want to monitor.

Under IBM QRadar’s Log Activity tab, select the events from Action drop-down menu that
must be categorized. Then, select the DSM Editor option (see Figure 25).

St Tiww | GBI

View  Spinct A

Corrsat Filsas
Qe Fiber i harmare o Fitar
* Cutmet Shstistics

Figure 25 Opening events in DSM editor

= %

The DSM editor shows the selected sample events that were generated for the SQL server
audit action (see Figure 26).

Microsoft Windows Security
Event Log

Broperbes Cvanl Mapgings Sanilyguie iz
cstatane

iratase_name

Property Configuration
Eezression |

Regas

L] ‘sdacabase_samet. e

ucceededi lse 1
Lag Activity Praview

DB_semsion waar | Destimaton 1P DeaSination WAL Deutimaton Port  Event Cabegary tvad 10 Event Marre”

Ewefll jeunlem) | Croupll (&
i)

S0L Sarver Al BTSN
s SOL Audt 33 SOL Server Audt WETITIEN
w5 S0L At e SOL Sanver At WETITTHEY

e S0 At o 0L Berver At RTITTEE

[

Figure 26 Sample audit event
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Complete the following steps to correctly parse the event:

1. In the Log Source Type window on the Properties tab, click the blue + button to create a
custom property definition and then, enter the regular expression. Repeat this step for
each property definition that is to be parsed. It is possible to provide multiple criteria for a

property to extract specific value from the event (see Figure 27).

o

Workspace
Microsoft Windows Security
Event Log

Properties

Create a new Custom Property Definition
configurations.

MName Field Type

database_name

Description

Create a new Custom Property Definition that can be expressed within one or more Log Source Type

Text =

| Enable this Property for use in Rules and Search Indexing ?

1 Go Back

Figure 27 Regular expression for Event ID and Event Category

2. Update the custom property with the required regular expression (see Figure 28).

aQ
Microsoft Windows Security
Event Log o]
Progeiies Evenl Mappings Cailguialion
datitase

database_name

Property Configuration
Exprossions |
Aegax
[ ] \sdatabase_samed. THs

Q 0
Microsoft Windows Security Microsoft Windows Security
Event Log Event Log =
Propertes Event Macpings Configurabion PICDaTtes Evenl Mappings Contgpaation
schama stabernent

schema_name

Property Configuration

Expressions 1 D
Regex
] ‘wschema_named. T)s

;|

I siadement_lype A ow

Progerty Configuration
Expiesdions °
Ragex
o wslatementl" ¥

1

Figure 28 Regex for custom properties, event mapping

3. Click Save.
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IBM Copy Services Manager

This section describes the Copy Services sessions setup between IBM SV4PC and IBM
Copy Services Manager. For more information, see IBM Copy Services Manager User’s
Guide in “Resources” on page 49.

IBM Copy Services Manager includes the following key features:

e Scheduled Tasks

Starting with Copy Services Manager Version 6.2.1, you can use a GUI wizard to schedule
tasks. Currently, tasks can be scheduled against sessions only. The scheduled tasks can
consist of one or more actions, including issuing commands and waiting for states.

The Wait for State action ensures that the next action in the list does not occur until the
session is in the correct state. The list of actions that you create in the wizard occur
sequentially; that is, one after the other. Therefore, the Wait for State action delays the
next action in the task from running until the specified state is reached. The task fails if the
state is not reached.

For more information about other actions possible with Scheduled Tasks, see “Resources”
on page 49.

» Session

A session completes a specific type of Data Replication for a specific set of volumes.
During Data Replication, data is copied from a source volume to one or more target
volumes, depending on the session type. The source volume and target volumes that
contain copies of the same data are collectively referred to as a copy set. A session can
contain one or more copy sets.

Sessions are referred to in the following terms:

o Single-target: The source volume site can have only one target site. Data Replication
occurs from the source to the target.

o Multi-target: The source volume site can have multiple target sites. Data Replication
can occur from the source to an individual target or to all targets simultaneously.

In our demo, the session type is “backup”, which is automatically detected for the
safeguarded copy function.

+ Copy sets

The number of volumes in the copy set and the role that each volume plays is determined
by the session type that is associated with the session to which the copy set belongs.

For the lab setup, we deployed IBM Copy Services Manager on a Windows 2019 server.
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To ensure communication between IBM SV4PC storage and IBM Copy Services Manager,
log in to IBM Copy Services Manager and then, click Settings — Server Properties — Edit
and add the parameters in the server properties file (see Figure 29).

« C Q& localhost
Settings
# set Server Properiies
‘f& Server Properties

¥ configurati § Reglicati . A

communications.port-9568
conmunications.haPort=9561
communications.auth.port=9562

csn,server, ldap.enabled-t

sve.ssh.publicKey. file=C:\\keys\ \Hemant-Azure-Public.pub
sve.ssh.privateley . file=C:\\keys) \Hemant -key-Private.pan
sve. 550 . useKeyAuthType=t

Figure 29 Copy Services Manager server property file for SSH Public Key for IBM QRadar

Creating a Safeguarded Copy session in Copy Services Manager

For the lab setup, Group Name (Automatically Generated Session) was chosen for the
configuration, with the Safeguarded Copy and the session type is Backup.

Sessions are automatically detected for the Safeguarded Copy function in IBM Copy Services
Manager (see Figure 30).

O 4 ocalhost

# Ssssions

Create Session

Active Host Active Site

M rioima Protecied Bacp H1 Sitn 1

Figure 30 Session name and type for Safeguarded Copy
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Creating a Scheduled Task to issue Safeguarded Copy backup in Copy
Services Manager

Complete the following steps to create a scheduled task to issue Safeguard Copy backup in
Copy Services Manager:

1. Loginto Copy Services Manager and click Settings. Then, select Scheduled Tasks from
the drop-down menu. Click Create Task to start the task creation wizard.

2. Enter a suitable name and description for the task and then, click Next.

3. Select the No Schedule option in “How often do you want the task to run” window and
then, click Next.

4. Click Add Action in the What action would you like to perform? window.

5. Select the Command option in the Type combination box and then select, Copy Services
session name and the Backup option from the Command combination box. Click OK
(see Figure 31).

What action will the task perform?

Type: Command ~

Which session will the action run against?

Name a  Type [
S0L_DB_ORADAR-SV4PC-AZURE Backup

What command do you want to issue?

Command: Backup ~

How many days should each backup be retained?

Retention (days): |s

Figure 31 Scheduled Task Actions (step 1)
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The last window in the wizard is the Scheduled Task Summary window of the scheduled
task (see Figure 32).

Modify a Scheduled Task

- Scheduled Task Summary

o Task Hame: CR-Workflow
Description: Cuber-resiliency workdlow for safeguarded copy
Collect PE package il error occurs running the task: No
Scheduled: No schedule
Run the following task if successful Do not run a Task
Rumn the following task on failure Do mot run a Task

List of Actions

Step # Action type Session Action [ HS
1 Command with SOL_DB_QORA 1z5ue Backup' to "S0L_DB_QRADAR-SV4F
< >

-4 Back Finish
Figure 32 Scheduled Task Summary window

6. Review the actions and then, click Finish to complete the scheduled task creation wizard.

Threat detection in IBM QRadar

Threats are detected by the rules engine inside IBM QRadar. This rules engine applies
various conditions to the normalized events to determine any threat.

After a threat is detected, its severity can be determined and a response can be generated
that is based properties that are extracted from the source events.

In addition to the response, the IBM QRadar administrator can choose to raise an offense.

The sample rule configuration that is used to determine the threat of a brute force login attack
is described next.
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Complete the following steps to build a cyber-resiliency workflow in IBM QRadar:

1. Log in to IBM QRadar with administrator’s privileges. Click the Admin tab and then, click
Custom Actions — Define Actions and then, click Add to define the custom action.

2. Define a custom action as shown in Figure 33. Notice that the Copy Services
Manager USER and Copy Services Manager_ PASSWD parameters are base64-encoded

strings.
@& Fixad Property
Define Custom Action Value
Encrypl va
~
Basic information Mebwirk Evant Piopaity
Hudd Remove Selected
Name CR-Workflow
Descripon imvoke CR worlkfiow Hame Type Value
R Ficed Pro a4
Script Configuration
USER_Pas F W E
Interpreter Python i
Script File P Browse CSH_TasSK Fiuwd Propay 1 CR-Workflaw
Save Cancel

Figure 33 Custom action definition

Note: The sample Python script is available on GitHub. For more information, see
“Resources” on page 49.

3. Click OK to save the changes and acknowledge the dialog box to deploy the script.

4. Return to the Admin tab and notice the message regarding undeployed changes. Click
Deploy Changes to deploy the changes that were made (see Figure 34).

t'_} Deploy Changes Advanced ¥

1. There are undeployed changes. Click 'Deploy Changes' to deploy them. View Details

Figure 34 Deploy changes post custom action definition

5. Click the Log Activity tab and then, click the Rules drop down menu and select the Rules
option. Click Next in the Custom Rule Wizard welcome window.
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6. Select the Action drop-down menu to create the New Events rule radio button as the
Source to generate the rule (see Figure 35).

@ FRules List — Mazilla Firefex

O & = httpsy//40.10.1.28,

Display: Rulss v Group: SV4PC_SGC
View ima 1BM App Exchange for mons
Rule Name &

Brute farce login aftack
Database login atternpt for unauthonsed data acess

- (m] x
o =
B
Groups  Adions ¥ g™
—— I
New Flow Ru“c 1
Grow reate & new rule based on events jag Resy S
P Mew Commarroome X = pos
SV4PC_SGC ! True Dispalch Mew Event
Mew Offense Rule
SVAPC_BGC | True Dispatch Mew Event
y Ope
8 Delete
N Assior
€D Historical Correlation

Figure 35 Creating a rule

7.Rules Test Stack Editor window, use the log source criteria to filter the rules and click the
green (+) icon to add the first rule. The bold text act as hyperlinks for selecting the suitable
properties (see Figure 36).

m Rule Wizard: Rule Test Stack Editor

Which tests do you wish to perform on incoming events?

Test Group  All v Export as Building Block
log source]|
& when the event(s) were detected by one or more of these log sources

& when the eveni{s) were detected by one or more of these log source types

& when the event{s) have not been detected by one or more of these log source types for this many seconds
& when the event{s) have not been detected by one or more of these log sources for this many seconds

& when the event{s) were detected by one or more of these log source groups

& when the event(s) have not been detected by one or more of these log source groups for this many seconds

Figure 36 Filtering log source

7. Click the log sources and choose the log source that was automatically defined by IBM
QRadar for the Linux host.

33



8. Click Rules to select the property. Search for at least this many events and select the
green (+) icon to add the second rule (see Figure 37).

Which tests do you wish to perform on incoming events?
Test Group Al W |Export as Building Block|
at least this many events| I
& when at least this many events are seen with the same event properties in this many minutes
& when at least this many events are seen with the same event properties and different event properties in this many minutes
& when at least this many events are seen with the same event properties and different event properties in this many minutes
after these rules match
& when at least this many events are seen with the same event properties in this many minutes afier these rules maich with
the same event properties
& when at least this many events are seen with the same event properties and differant event properties in this many minutes
after these rules match with the same event properties

Figure 37 Filtering this many events

Make the following property value selections:

— Click This many and enter 5.
— Click Event Properties and choose Username.
— Click This many minutes and choose 3 minutes.

9. Use the filter text and add the next rule (see Figure 38).

Which tests do you wish to perform on incoming events?

Test Group | All ~ Export as Buiding Block

event Q|
& when the event QID is one of the following QIDs

Figure 38 filtering for event QID
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After all of the property values are updated, the completed rule looks similar to the
example that is shown in Figure 39.

Rube Wirard aas

m Rule Wizard: Rule Test Stack Editor

Which tests do you wish to perform on incoming events?

Test Group All W Export as Buiding Block]

when the local network is one of the following networks e
when the destination network is one of the following networks
whan the IF protocol is one of the lollowing protocols

when the Event Payload contains this string

whan the source port is one of the following poris

when the destination port is one of the following ports

when the local port is ane of the Tollowing ports

when the remole porl is one of the following ports

when the source IP i3 ong of the following IP addresses

it B B B it i

CCCO0O0O000C0

[
¥

Rule k on an underlined value ko adit it)
Inalid tests are highlighted and must be fised before rule can be saved

Apply | Brute force login attack on events which are detected by the Local ~  system
O 2nd when the event{s) were detaclad by one of mare of 3

O 2nd when al least § evenis are seen with the same Lizemams in
S0 2nd when the event QID is one of the following (£ g

Please salect any groups you would like this rule 1o D¢ 3 memoer of
O [ JResponse A
. ] suspidous
O @ svePc_sceC
O [ system
O [ Threats v

Motes ([Enter your nofes about this rule)
Brute force login aftack detected

b

Figure 39 Rule that is defined by selecting appropriate property values
The rule also is assigned a name for identifying its purpose and a group is chosen of
which this rule is to become a member.

In our lab setup, the rule was made part of the group SV4PC_SGC (for rule categorization).
Of the three groups that were available, the SV4PC_SGC group name was custom created.
Also, the notes that describe the purpose of the rule are provided for future reference.
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10.Click Next to configure the Rule Response window, which is divided in the following
sections:

o Rule Action

Various properties are configured in this section. An offense is also generated when
the rule is triggered, and the property Username is used to identify the offending user
who is attempting the brute force login (see Figure 40).

Rule Wizard =
E Rule Wizard: Rule Response
Rule Action
Choose the action(s) to take when an event occurs that triggers this rule
B Severity Settn w2 w
W Credibility Sello v |2 w
B Relevance Setlo v 2 v

Ensure the detected event is par of an offense

Index offense based on| Source IP -
Annotate this offense: |Brute force login attack

[Jinclude detected events by Source IP from this point forward, in the offense, for second(s)

[CJAnnotate event

L Bypass further rule correlation event

Figure 40 Configuring Rule Action
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o Rule Response

A new event is generated with a specific name and description to indicate that the rule
was triggered. In this section, the custom action is also chosen in response to a
detected threat (see Figure 41).

Rule Response
Choose the response(s) to make when an event triggers this rule

3 Dispatch New Event
Enter the details of the event to dispatch

Event Name: Brute force login attempt detected I

Event Description: [Brute force login attempt detected

Event Details:
Severty 5 | Credibility 10 « Relevance 10 «
High-Level Category. Authentication » | Low-Level Category
User Login Failure u

[ Annotate this offense
DEH$UFQ the dispatched event is part of an offensea

[JEmail

[C)Send to Local SysLog
[[JSendto Forwarding Destinations
[ Motify

[ Add to a Reference Set

[C]Add to Reference Data
[CJrRemove from a Reference Set
[JRemove from Reference Data
[rigger Scan

B Execute Custom Action

Custom Action to execute: | CR-Workflow

Figure 41 Configuring Rule Response

o Response Limiter

This parameter limits the response by the rule. In this example, the rule response is set
to single execution for every 30 minutes (see Figure 42).

Response Limiter
Use this section to configure the frequency with which you want this rule response to respond

3 Respond no more than |1 tlime(s) per |30 minute(s) ~ per Rule -

Enable Rule

Enable this rule if you want it to begin watching events right away

Figure 42 Rule Response Limiter and Rule State

o Enable Rule

Multiple rules can be configured for testing different conditions to detect the threat, and
a single rule can be enabled by using this property (see Figure 42).
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11.The final window of the Rule Wizard shows the summary of the rule that was created.
Validate the selection that is made and click Finish to save the rule and close the wizard
(see Figure 43).

Rule Wizard u

Rule Summary

Review this rule summary to ensure all the details you have specified are comect. You may click 'Back’ 1o change incorred seftings

Mate that your rule has nol yet been saved or deployed. t will be saved when you seled Finish' and only be deployed if you chose the
Enable Rule’ checkbaox on the prévious screen

Rule Description
Apply Brute force login attack on events which are detected by the Local system
and when the event(s) were detected by one or more of WindowsAuthServer @ qrdr-mgmt-ym
andwhen at least 5 events are seen with the same Usemame in 3 minutes
and when the event QID is one of the following (5001203) MSS0L Login failed for user

Rule Notes
Brute force login attack detected

Rule Actions

= Sel Severityto 2

« Sel Credibilityto 2

= Set Relevance to 2

« Force the detected Event 10 create a NEW offense, selectthe offense using Source IP
Annotate this offense with: Brute force login attack

Rule Responses

» Dispatch Mew Event
Event Name: Brute force login attempt detected
Event Description: Brute force login attempt detected
Severity. 5 Credibility- 10 Relevance: 10
High-Level Category: Authentication
Low-Level Category. User Login Failure

= Execute Cuslom Action

Rule Limiter
Respond no more than 1 ime(s) per 30 minute(s) per Rule

This Rule will be: Enabled

Figure 43 Rule Summary
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Demonstration: Brute force login attack

This section demonstrates a brute force login attack scenario, Figure 44 shows the IBM
QRadar console logs and SQL server connection in which the user attempts to log in by using
an invalid password.

T S o e | P L e e T SQL Server

Figure 44 IBM QRadar console with MSSQL login failed events

Here, a brute force attach is depicted. Figure 44 also shows the events that are received from
SQL server DB in the IBM QRadar log activity tab.

From the IBM QRadar console window, the database user attempts to log in by using invalid
password. IBM QRadar monitors events. Based on the defined rules, it runs custom actions

that were defined, including the Safeguarded copy. This Safeguarded copy is started inside

IBM SV4PC by using IBM Copy Services Manager (see Figure 44).

After the audit log events reach IBM QRadar, the rules engine identifies the threat based on
the rule conditions that were defined. Then, it runs the predefined custom user action,
including the Python script that was registered as part of the custom user action.

The script makes API calls to IBM Copy Services Manager to run the predefined Scheduled
Task with different actions, as described in “Creating a Scheduled Task to issue Safeguarded
Copy backup in Copy Services Manager” on page 30.

The brute force login case that is described here shows a threat detection from a database
user environment. Similarly, by using the audit logging from other applications (for example,
database or http), the syslog configuration can be extended to send application-specific
events to IBM QRadar.

These events can be categorized and threat detection rules can be defined based on the
security compliance matrix that is defined by the organization.
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The IBM QRadar console events and IBM Copy Services Manager console events for the
safeguarded copy-initiated events are shown in Figure 45 and Figure 46.
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Figure 45 IBM QRadar console events and IBM Copy Services Manager console events

H < 10:03:08 AM cemadrmn t Foroing the scheduled ta
20 D:05:08 F a e
1 2 10:05:08 AM 1 Server The echeduled tapk ClsWorkflow has o mnang
H 3108 AM | Server i | The Backup command in the SQL_DE_QRADAR -SV4FC-ATURE session »as issued
l 5108 AM | Server 1 1 A recoverable backup of all volumes in session SQL_DE_QRADAR-SV4PC-AIURE was created st 2022-03-18 10903108 UTC with an 1D of
18- 0105110 AM | Server The Backup command in the 5QL_DB_QRADAR-SV4FC-ATURE session completed
1 2 10:0%5:10 AM | Sarvar 1 TWRRZ21321 Tha schaduled task CR-Worlkdflow has finishad runming

Figure 46 IBM Copy Services Manager Console Events for Safeguarded copy

The Safeguarded Copy that was created on IBM SV4PC is shown in Figure 47.

a

Sessions
30 nmwr

M 0 ey
1 mormal
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Figure 47 Backup ID, IBM Copy Services Manager
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The Safeguarded Copy volume details in IBM SV4PC are shown in Figure 48.
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Figure 48 Safeguarded Copy created in IBM SV4PC
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Sensitive data table access rule

This section provides the summary of the rules that were defined in IBM QRadar to cover
data path use cases that are discussed in this publication.

The rule definition for sensitive data table access by a user who does not have access to table
is shown in Figure 49.

m Rule Wizard: Rule Test Stack Editor

Which tests do you wish to perform on incoming events?

Test Group | All w Export as Buiding Block

when the local network is one of the following networks A~
when the destination network is one of the following networks

when the IP protocol is one of the following protocols

when the Event Payload contains this string

when the source port is one of the following ports

when the destination portis one of the following ports

when the local port is one of the following ports

when the remote port is one of the following ports

when the source IP is one of the following IP addresses

P = SO AU S YRS - WS 1 R T VT W W S—

yoOOOO0O00O00

Rule (Click on an underined value to edit it)
Invalid tests are highlighted and must be fixed before rule can be saved

[y andwhen alleasl 3 evenls are seen wilh the same ACion_allowed [CUs1om) in 5 minules A
S8 and when the Event Payload contains database _na ubs
OO0 and when the Event Payload contains
&8 and when the Event Payload contains
O and when the Event Payload contains
D and when the Event Payload contains su

Please select any groups you would like this rule to be a member of.
O [JResponse ~

&3 [ suspicious

O @ sv4PC_SGC

O [ system

O [ Threats v

Notes (Enter your notes aboutthis rule)

Figure 49 Rule definition for sensitive data table access by a user
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The Rule Action window is shown in Figure 50.

5 Rule Wizard: Rule Response

Rule Action

Choose the action(s) to take when an event occurs that riggers this rule
Severity Setto w2 w
Credibility Setto v 2 w
FRelevance Setto v 2 w

Ensure the detected event is part of an offense

Index offense basedon  DE_session_user(custol =

Annotate this offense: |Sensitive data table access

[Jinclude detected events by DB_session_user (custom) from this point forward, in the offense, for
second(s)

Annotate event

Enter annotation for this event: |Sensiive data table access

[CJBypass further rule correlation event

Figure 50 Database rule action

The Rule Response window is shown in Figure 51.

Rule Response
Choose the response(s) to make when an event iriggers this rule

¥ Dispatch New Event
Enter the details of the event to dispatch

Evenl Mame Sensitive data table access
Event Description: |Sensitive data table access

Event Details:
Severity 1 ~ | Credibility| 0 ~ | Relevance 0

High-Level Category. ACCess v | Low-Level Category. Database Action Denied b

[ annotate this offense
DERSUFE the dispatched event is par of an offense

CEmail

[JSendto Local SysLog

DS\EHG to Forwarding Destinations
Moty

[Jadd to a Reference Set

[[] Add to Reference Data
[JrRemove from a Reference Set
[JRemove from Reference Data

O rigger Scan

[(JExecute Custom Action

Figure 51 Rule response



The Rule Summary window is shown in Figure 52.

Rule Wizard ==
Rule Summary 7

Review this rule summary to ensure all the details you have specified are correct. You may click ‘Back’ to change incomrect settings

Mote that your rule has not yet been saved or deployed. It will be saved when you select Finish’ and only be deployed if you chose the
‘Enable Rule' checkbox on the previous screen

Rule Description
Apply Database login attempt for unauthorised data acess on events which are detected by the Local system
and when the event{s) were detected by one or mare of WindowsAuthServer @ grdr-mgmi-vm
and when at least 3 events are seen with the same Action_allowed (custom) in 5 minutes
and when the Event Payload contains database_name pubs
and when the Event Payload contains schema_name:dbo
and when the Event Payload contains object_name:authors
and when the Event Payload contains statement select
and when the Event Payload contains succeededialse

Rule Actions

« Set Severity to 2

« Set Credibilityto 2

« Set Relevance to 2

= Force the detected Event to create a MEW offense, select the offense using DB_session_user (custom)
Annotate this offense with: Sensitive data table access

« Annotate the Event with: Sensitive data table access

Rule Responses

= Dispatch New Event
Event Name: Sensitive data table access
Event Description. Sensitive data table access
Severity: 1 Credibility: 0 Relevance: 0
High-Level Category: Access
Low-Level Category: Database Aclion Denied

Rule Limiter
Respond no more than 1ime(s) per 3 minute(s) per Rule

This Rule will be: Enabled i

Figure 52 Rule summary, sensitive data table access by a user
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Demonstration: Sensitive data table access to generate an offense

This section demonstrates the sensitive data table access scenario. Figure 53 shows the IBM
QRadar console log activity and SQL server management studio.
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Figure 563 IBM QRadar events for sensitive data table access

In this scenario, the user attempts to access the tables by using the select query on the
database table, with no access rights.

The IBM QRadar console window shows the detected SQL audit log events when the select
query was run on the database table to which the user does not have access (see Figure 53).
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The IBM QRadar event payload and rule that is defined for the event is displayed (see
Figure 54).
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Figure 54 IBM QRadar event payload and rule that is triggered for the sensitive database event
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An offense is generated for sensitive data table access (see Figure 55).
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Figure 55 Offense generated for sensitive data table access

Summary

The solution that described in this Blueprint shows the integration of IBM QRadar for early
threat detection for IBM SV4PC storage and a database that is running on a host.

After a threat is detected, IBM QRadar’s cyber-resiliency workflow is triggered. The workflow
is used to run a defined scheduled task in IBM Copy Services Manager. This task performs
the required actions, including IBM SV4PC Safeguarded Copy, to create an immutable copy
of the data.

The solution can be used as template to categorize the events that are received from the IBM
SV4PC storage system and database host. Based on the events that are received, threat
detection rules can be defined that conform with security standards that defined by the
organization’s compliance matrix.

Finally, the sample Python script shows how to use the API interface of IBM Copy Services
Manager to perform a specific task.
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Resources

For more information, see the following resources:

Cyber Resiliency Solution using IBM Spectrum Virtualize:
http://www.redbooks.ibm.com/abstracts/redp5657.html
IBM FlashSystem Safeguarded Copy Implementation Guide:
http://www.redbooks.ibm.com/abstracts/redp5654.html
IBM QRadar:

http://www.ibm.com/docs/en/qgsip

IBM Copy Services Manager:
http://www.ibm.com/docs/en/csm

IBM Copy Services Manager User’s Guide:
http://www.ibm.com/support/pages/system/files/inline-files/sc27854220.pdf
Scheduled Tasks in Copy Services Manager:

http://www.ibm.com/docs/en/csm/6.3.1?topic=replication-creating-scheduled-tasks

Securing Data on Threat Detection by Using IBM Spectrum Scale and IBM QRadar: An

Enhanced Cyber Resiliency Solution:
http://www.redbooks.ibm.com/abstracts/redp5560.htm1?0pen
GitHub link to download the script:

http://www.github.ibm.com/IBM/cyber-resiliency-solutions/ibm-qradar-ds8k-sgc-wi

th-csm
IBM WinCollect agent for QRadar:

https://www.ibm.com/community/qradar/home/wincollect/
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Notices

This information was developed for products and services offered in the US. This material might be available
from IBM in other languages. However, you may be required to own a copy of the product or product version in
that language in order to access it.

IBM may not offer the products, services, or features discussed in this document in other countries. Consult
your local IBM representative for information on the products and services currently available in your area. Any
reference to an IBM product, program, or service is not intended to state or imply that only that IBM product,
program, or service may be used. Any functionally equivalent product, program, or service that does not
infringe any IBM intellectual property right may be used instead. However, it is the user’s responsibility to
evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not grant you any license to these patents. You can send license inquiries, in
writing, to:

IBM Director of Licensing, IBM Corporation, North Castle Drive, MD-NC119, Armonk, NY 10504-1785, US

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION “AS 1S”
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of express or implied warranties in
certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. IBM may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time
without notice.

Any references in this information to non-IBM websites are provided for convenience only and do not in any
manner serve as an endorsement of those websites. The materials at those websites are not part of the
materials for this IBM product and use of those websites is at your own risk.

IBM may use or distribute any of the information you provide in any way it believes appropriate without
incurring any obligation to you.

The performance data and client examples cited are presented for illustrative purposes only. Actual
performance results may vary depending on specific configurations and operating conditions.

Information concerning non-IBM products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. IBM has not tested those products and cannot confirm the
accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on the
capabilities of non-IBM products should be addressed to the suppliers of those products.

Statements regarding IBM’s future direction or intent are subject to change or withdrawal without notice, and
represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate them
as completely as possible, the examples include the names of individuals, companies, brands, and products.
All of these names are fictitious and any similarity to actual people or business enterprises is entirely
coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs in
any form without payment to IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating platform for which the sample
programs are written. These examples have not been thoroughly tested under all conditions. IBM, therefore,
cannot guarantee or imply reliability, serviceability, or function of these programs. The sample programs are
provided “AS 1S”, without warranty of any kind. IBM shall not be liable for any damages arising out of your use
of the sample programs.

© Copyright IBM Corp. 2022. 51



Trademarks

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International Business Machines
Corporation, registered in many jurisdictions worldwide. Other product and service names might be
trademarks of IBM or other companies. A current list of IBM trademarks is available on the web at “Copyright
and trademark information” at http://www.ibm.com/1egal/copytrade.shtmi

The following terms are trademarks or registered trademarks of International Business Machines Corporation,
and might also be trademarks or registered trademarks in other countries.

AIX® IBM FlashSystem® Redbooks®

FICON® IBM Security™ Redbooks (logo) ¢@ ®
FlashCopy® IBM Spectrum® z/0S® '
IBM® IBM Z®

IBM Cloud® QRadar®

The following terms are trademarks of other companies:

The registered trademark Linux® is used pursuant to a sublicense from the Linux Foundation, the exclusive
licensee of Linus Torvalds, owner of the mark on a worldwide basis.

Microsoft, Windows, and the Windows logo are trademarks of Microsoft Corporation in the United States,
other countries, or both.

OpenShift, Red Hat, are trademarks or registered trademarks of Red Hat, Inc. or its subsidiaries in the United
States and other countries.

Other company, product, or service names may be trademarks or service marks of others.
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Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and conditions.

Applicability

These terms and conditions are in addition to any terms of use for the IBM website.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that all
proprietary notices are preserved. You may not make derivative works of these publications, or reproduce,
distribute or display these publications or any portion thereof outside your enterprise, without the express
consent of IBM.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either
express or implied, to the publications or any information, data, software or other intellectual property
contained therein.

IBM reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use of
the publications is detrimental to its interest or, as determined by IBM, the above instructions are not being
properly followed.

You may not download, export or re-export this information except in full compliance with all applicable
laws and regulations, including all United States export laws and regulations.

IBM MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE
PUBLICATIONS ARE PROVIDED "AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF
MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR PURPOSE.

Privacy policy considerations

IBM Software products, including software as a service solutions, ("Software Offerings") may use cookies or
other technologies to collect product usage information, to help improve the end user experience, to tailor
interactions with the end user, or for other purposes. In many cases no personally identifiable information is
collected by the Software Offerings. Some of our Software Offerings can help enable you to collect personally
identifiable information. If this Software Offering uses cookies to collect personally identifiable information,
specific information about this offering's use of cookies is set forth below.

This Software Offering does not use cookies or other technologies to collect personally identifiable
information.

If the configurations deployed for this Software Offering provide you as customer the ability to collect
personally identifiable information from end users via cookies and other technologies, you should seek your
own legal advice about any laws applicable to such data collection, including any requirements for notice and
consent.

For more information about the use of various technologies, including cookies, for these purposes, see IBM’s
Privacy Policy at http://www.ibm.com/privacy and IBM’s Online Privacy Statement at
http://www.ibm.com/privacy/details in the section entitled “Cookies, Web Beacons and Other Technologies,”
and the “IBM Software Products and Software-as-a-Service Privacy Statement” at
http://www.ibm.com/software/info/product-privacy.
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