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Overview

The focus of this Blueprint is to facilitate the deployment of the hybrid cloud business 
continuity solution with Red Hat OpenShift Container Platform (RHOCP) on Microsoft Azure 
Cloud and Container Storage Interface (CSI) driver plug-in for IBM Block Storage and IBM® 
Spectrum Virtualize for Public Cloud (SV4PC) on Microsoft Azure Cloud. 

This solution is designed to protect the data by using IBM Storage-based Global Mirror 
Replication, and the “volume replication” feature from IBM block storage CSI driver for IBM 
Storage.

For demonstration purposes, MySQL containerized database is installed on the persistent 
volume (PV) that is created on the on-premises IBM FlashSystem® Storage. This storage is 
connected to the RHOCP cluster in the vSphere environment.

CSI driver plug-in for IBM Block Storage (FS9100) and SV4PC on Azure is installed on Red 
Hat OCP on Azure and On-premises Red Hat OCP. 

The volume or logical unit number (LUN) from on-premises IBM FlashSystem Storage 
(FS9100) is replicated to IBM SV4PC on Microsoft Azure Cloud by using the IBM storage 
global mirror replication feature and the IBM CSI volume replication feature. 

The information in this document is distributed on an as-is basis without any warranty that is 
either expressed or implied. Support assistance for the use of this material is limited to 
situations where IBM Spectrum® Virtualize for Public Cloud is supported and entitled, and 
where the issues are specific to this Blueprint implementation.
© Copyright IBM Corp. 2022. 1



Executive summary

In today’s environment, many organizations use some form of cloud services, whether 
private, public, or hybrid multi-cloud. Storage infrastructure is a part of these services and 
deployments.

For the RHOCP that is deployed on Microsoft Azure Cloud, the RHOCP installation program 
offers you flexibility. You can use the installation program to deploy a cluster on infrastructure 
that the installation program provisions and the cluster maintains. You also can deploy a 
cluster on infrastructure that you prepare and maintain.

IBM released its open source CSI driver, which allows dynamic storage provisioning for 
containers on Kubernetes and RHOCP on Azure. The IBM Spectrum Virtualize family and 
IBM Spectrum Virtualize for Public Cloud (SV4PC on Azure) support clients in their IT 
architectural transformation and migration toward the cloud service model. This 
transformation enables hybrid cloud strategies while maintaining the benefits and advanced 
functions of sophisticated storage systems.

With IBM Spectrum Virtualize and IBM Spectrum Virtualize For Public Cloud on Azure, 
organizations can have multi-cloud environments with data replication between the following 
components:

• On-premises or private cloud to public cloud (Azure Cloud)
• Two public clouds (Azure Cloud)

IBM Spectrum Virtualize for Public Cloud enables data on heterogeneous storage systems to 
be replicated or migrated between on-premises and Azure or AWS.

IBM Spectrum Virtualize and IBM Spectrum Virtualize for Public Cloud together support 
mirroring between on-premises and cloud data center or between cloud data center.

These functions can be used to:

• Migrate data between on-premises and public cloud data center or between a public cloud 
data center. Data management is consistent between on-premises storage and the public 
cloud.

• Implement disaster recovery strategies between on-premises and public cloud data 
center.

• Enable cloud-based DevOps with easy replication of data from on-premises sources.
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Scope

The focus of this document is to provide a business continuity solution for the containerized 
MySQL database running on RHOCP at on-premises data centers. The MySQL PV or LUN 
from the on-premises IBM FlashSystem Storage (FS9100) is replicated by using IBM Global 
mirror to the PV or LUN that is created on the IBM SV4PC on Microsoft Azure Cloud. The PV 
or LUN is created from IBM SV4PC on Microsoft Azure Cloud by using the IBM Block Storage 
CSI driver plug-ins on the RHOCP that is deployed on Microsoft Azure Cloud. 

This document also describes a brief procedure about how to use IBM Block CSI driver 
volume replication function to create volume relationships between on-premises PV to the 
SV4PC PV. Configuration steps also are included for enabling hybrid cloud connectivity 
between the on-premises data center to Microsoft Azure Cloud 

The solution that is described in this document relies on the following software components 
and related document links for the configuration:

• RHOCP 4.x on Microsoft Azure cloud and on-premises RHOCP.

• IBM Block Storage CSI driver for IBM Storages.

• IBM Spectrum Virtualize for Public Cloud on Microsoft Azure Cloud.

• IBM FlashSystem Storage FS9100 (on-premises).

• Hybrid Cloud connectivity on-premises to Azure Cloud with Virtual Private Network (VPN).

• MySQL containerized database on RHOCP.

• IBM Spectrum Virtualize for Public Cloud on Microsoft Azure Cloud implementation guide.

• Technical configuration steps for building an end-to-end solution.

• VPN connectivity, on-premises to public cloud. For more information, see Solutions for 
Hybrid Cloud Networking Configuration Version 1 Release1, REDP-5542.

Customers are encouraged to suitable proper data consistency mechanisms for the 
respective databases to ensure that consistent data is available across sites.

The use-case that is presented in this document is a sample disaster recovery scenario in the 
Hybrid Cloud environment. 

This blueprint does not:

• Provide scalability and performance analysis from a user perspective
• Replace any official manuals and documents that are issued by IBM
• Describe the installation of RHOCP in the on-premises data center
3



Introduction

Combining the capabilities of Red Hat OCP and IBM SV4PC on Microsoft Azure Cloud with 
IBM Block Storage CSI driver for IBM Storages enables enterprises to build business 
continuity solutions. These solutions address various use cases and enables data on 
heterogeneous storage systems to be replicated or migrated between on-premises and Azure 
or AWS. IBM Spectrum Virtualize and IBM Spectrum Virtualize for Public Cloud together 
support mirroring between on-premises and the cloud data center or between two public 
cloud data center.

IBM Block Storage CSI driver

IBM block storage CSI driver is used by Kubernetes PVs to dynamically provision for block 
storage used with stateful containers.

IBM block storage CSI driver is based on an open source IBM project (CSI driver), which is 
included as a part of IBM storage orchestration for containers. IBM storage orchestration for 
containers enables enterprises to implement a modern, container-driven hybrid multi-cloud 
environment that can reduce IT costs and enhance business agility, while continuing to derive 
value from existing systems.

By using CSI drivers for IBM storage systems, Kubernetes PVs can be dynamically 
provisioned for block or file storage to be used with stateful containers, such as database 
applications (IBM Db2®, MongoDB, PostgreSQL, and so on) running in Red Hat OCP or 
Kubernetes clusters. 

Storage provisioning can be fully automatized with more support of cluster orchestration 
systems to automatically deploy, scale, and manage containerized applications. For more 
information, see IBM Documentation web page.

IBM Spectrum Virtualize for Public Cloud on Microsoft Azure

IBM Spectrum Virtualize for Public Cloud is now available on Microsoft Azure. With IBM 
Spectrum Virtualize for Public Cloud 8.4.3 users, can deploy a highly available, two-node 
cluster running IBM Spectrum Virtualize for Public Cloud on supported Microsoft Azure virtual 
machines (VMs). This all-inclusive, bring your own license (BYOL) software offering 
virtualizes, optimizes, and provisions supported Azure Managed Disks to applications that 
require the performance of block storage in the cloud with the added efficiencies that IBM 
Spectrum Virtualize for Public Cloud brings to native infrastructure as a service (IaaS) 
provided by Microsoft Azure. 

For more information, see Implementation Guide for IBM Spectrum Virtualize for Public Cloud 
on Microsoft Azure Version 8.4.3, SG24-8510. 

For more information about product positioning, software requirements, and limitations, see 
the IBM Canada Software Announcement: IBM Spectrum Virtualize for Public Cloud 8.4.3 on 
Microsoft Azure, A21-0596.
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Installing Red Hat OpenShift Container Platform on Azure

OpenShift Container Platform is used for developing and running containerized applications. 
It is designed to allow applications and the data centers that support them to expand from a 
few machines and applications to thousands of machines that serve millions of customers.

With its foundation in Kubernetes, OpenShift Container Platform incorporates the same 
technology that serves as the engine for massive telecommunications, streaming video, 
gaming, banking, and other applications. Its implementation in open Red Hat technologies 
lets you extend your containerized applications beyond a single cloud to on-premises and 
multi-cloud environments. For more information, see this Red Hat Documentation web page. 
Also, see the Red Hat OCP installation procedure for installing a cluster on Azure into a VNet.

Prerequisites

This section outlines prerequisites for the solution.

This blueprint assumes that the person who is implementing this solution has the basic 
knowledge of or access to the following information:

• IBM Spectrum Virtualize for Public Cloud on Microsoft Azure. For more information, see 
the following resources:

◦ Implementation Guide for IBM Spectrum Virtualize for Public Cloud on Microsoft Azure 
Version 8.4.3, SG24-8510

◦ This IBM Documentation web page

• IBM Storage Remote Replication (IBM Global Mirror). For more information, see this IBM 
Documentation web page.

• IBM Block Storage CSI driver plug-ins and RHOCP and Kubernetes. 

• iSCSI basics and connectivity with IBM Storage. For more information, see this hIBM 
Documentation web page.

• Microsoft Azure Cloud portal login and required user rights and billing and cost approval. 

• RHOCP 4.x on Microsoft Azure Cloud and on-premises RHOCP. For more information, 
see this Red Hat Documentation web page.

• Red Hat login credentials to download binaries, pull secret, tools. For more information, 
see this Red Hat Documentation web page (login required).

• VPN connectivity between on-premises data-center to Microsoft Azure Cloud. For more 
information, see the following resources:

– This Microsoft Build tutorial
– This VyOS Documentation web page

• Containerized MySQL database deployment on RHOCP. 

• Bastion hosts on Microsoft Azure Cloud (Windows 2019 and Linux 7.x).

• User with administrator privileges and required roles that must be created on Microsoft 
Azure portal for creating resources on Azure and successful deployment.

• The firewall rules and network security groups that must be created on Microsoft Azure 
Cloud and on-premises data-centers for hybrid cloud connectivity and networking between 
various network components.

• Internet access from Microsoft Azure Cloud and on-premises data center for successful 
deployment of RHOCP.
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Solution overview

The purpose of this document is to showcase the hybrid multi-cloud scenario for business 
continuity and data replication between on-premises IBM FlashSystem Storage FS9100 to 
IBM Spectrum Virtualize for Public Cloud on Microsoft Azure Cloud connected with iSCSI 
protocol for host mapping.

For demonstration purposes, MySQL containerized database is installed on the PV or LUN 
that was created on the on-premises IBM FlashSystem Storage that is connected with iSCSI 
protocol to the RHOCP (v4.8) worker nodes in the vSphere environment and by using the IBM 
block storage CSI driver (v1.8). 

A 2-way IP partnership was created between the on-premises (FS9100) IBM FlashSystem 
Storage and IBM SV4PC on Azure Cloud. The VPN connectivity between the on-premises 
data center and Azure Cloud is created with the Site-to-Site VPN to Azure (BGP over 
IKEv2/IPsec).

The volume or LUN on IBM FlashSystem Storage FS9100 is replicated by IBM global mirror 
on IBM Spectrum Virtualize for Public Cloud on Azure. The replicated volume or PV is 
imported in the RHOCP that is deployed on Azure Cloud. For more information about 
importing a volume, see this IBM Documentation web page.

Note: Consider the following points:

• Red Hat OpenShift installation on Azure and Azure Red Hat OpenShift (ARHO) feature 
different installation procedures. For more information, see this Red Hat Documentation 
web page.

• VPN connectivity between on-premises data centers to Microsoft Azure Cloud depends 
on the VPN and gateways devices that are available at on-premises. In this document, 
we used VyOS documentation.

• The yellow arrow that is outlined in blue in the figures in this document highlights areas 
for selecting options while configuring the solution. 
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Figure 1 shows a typical infrastructure and the various components that are required and 
used to create a business continuity solution.

Figure 1   Solution overview

As part of the solution and the use case scenario and for data consistency, a sample 
database was created in the MySQL databases at the primary site (on-premises) and sample 
data is inserted in the table. 

After the consistent copying status is completed to consistent synchronized, the consistency 
group is stopped and the replicated volume is opened for read/write access at the Azure 
Cloud. Also, the volume is imported by importing a volume in the RHOCP cluster and then, 
validating the sample data is available on the replicated volume to conclude the business 
continuity use-case.

Use cases demonstration methods

The following volume replication methods are described in this document for the use case 
demonstration:

• By using the IBM Storage global mirror feature
• By using IBM Block Storage CSI Volume Replication function
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Lab setup

In this section, we describe the lab setup that was used for this use case.

Setting up Microsoft Azure Cloud and the on-premises data center

The following major components and software were deployed at the on-premises data center 
and Microsoft Azure Cloud for creating the lab setup:

• Microsoft Azure Cloud:

– Red Hat OpenShift Container Platform v4.8 in the VNET
– IBM Block Storage CSI driver v1.8 on RHOCP
– IBM Spectrum Virtualize for Public Cloud v8.x with iSCSI connection
– IBM Global mirror replication
– Azure Cloud VPN Gateway device
– Azure Site-Site VPN connection and local gateway
– MySQL containerized database
– Bastion hosts on Microsoft Azure (Windows 2019 and Linux 7.x)
– SV4PC cluster IP: 40.10.1.4
– Linux bastion host: hybrid-cloud-linux-bastion-vm

• On-premises data center:

– Red Hat OpenShift Container Platform v4.8
– IBM Block Storage CSI driver v1.8 on RHOCP
– IBM FlashSystem Storage FS9100 with iSCSI connection
– IBM Global mirror replication
– On-premises VPN gateway devices (VyOS)
– MySQL containerized database
– RHOCP bastion hostname: gw-10
– IBM FlashSystem storage IP: 10.0.240.30

Steps to be performed on Microsoft Azure Cloud 

The following steps must be completed on Microsoft Azure Cloud:

1. Create virtual networks.

Log in to the Microsoft Azure portal at https://portal.azure.com and create a VNet by 
using the following settings (see Figure 2 - Figure 6 on page 12):

–  Resource group: Hybrid-Cloud-with-IBM-SV4PC
–  Name: Hybrid-Cloud-IBM-SV4PC-VNET
–  Region: Germany West Central
–  IPv4 address space: 40.10.0.0/16
–  Subnet name: Hybrid-Cloud-IBM-SV4PC-Cluster-snet
–  Subnet address space: 40.10.1.0/24
–  Subnet address space: 40.10.2.0/26
–  AzureBastionSubnet: 40.10.3.0/24
8 Business Continuity Solution with Red Hat OpenShift and IBM Spectrum Virtualize for Public Cloud
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Figure 2   Creating virtual network: Basics

Figure 3   Creating VNet and adding subnet
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Figure 4   Creating VNet and AzureBastionSubnet
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Figure 5   Creating resource
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Figure 6   Checking deployment progress

2. Create the VPN gateway.

Log in to the Microsoft Azure portal at https://portal.azure.com and create a VPN 
Gateway by using the following settings (see Figure 7 on page 13 - Figure 11 on page 16):

–  Name: Hybrid-Cloud-IBM-SV4PC-Vnet-gateway
–  Region: Germany West Central
–  Gateway type: VPN
–  VPN type: Route-based
–  SKU: VpnGw1
–  Generation: Generation 1
–  Virtual network: Hybrid-Cloud-IBM-SV4PC-VNET
–  Gateway subnet address range: 40.10.0.0/24
–  Public IP address: Create new
–  Public IP address name: Hybrid-Cloud-IBM- SV4PC-Public-IP
–  ASN: 65515
12 Business Continuity Solution with Red Hat OpenShift and IBM Spectrum Virtualize for Public Cloud
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Figure 7   Selecting Create option

Figure 8   Creating VPN gateway: Basics page Part 1
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Figure 9   Creating VPN gateway: Basics page Part 2
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Figure 10   Selecting Create option on Review + create page
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Figure 11   Checking that deployment is complete

3. Complete the following steps to create a site-to-site connection:

a. Log in to the Microsoft Azure portal at https://portal.azure.com and create a 
site-to-site connection by using the values that are shown in Figure 12 - Figure 17 on 
page 19.

Figure 12   Hybrid cloud network connectivity

b. Log in to the Microsoft Azure portal at https://portal.azure.com and create a Local 
Network Gateway to create a site-to-site connection. (A virtual network and VPN 
gateway were created in steps 1 and 2).
16 Business Continuity Solution with Red Hat OpenShift and IBM Spectrum Virtualize for Public Cloud
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Figure 13   Selecting the Create option

Figure 14   Create local network gateway: Basics page
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Figure 15   Create local network gateway: Advanced

Figure 16   Creating local network gateway: Review + create page
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Figure 17   Deployment succeeded message

4. Configure the on-premises VPN gateway device.

Log in to the on-premises VPN gateway device and configure the device for site-to-site 
VPN to Azure; that is, BGP over IKEv2/IPsec (see Figure 18 - Figure 20 on page 21). For 
more information, see this web page.

Configure the device with the values as described in Appendix 18, “Configuring 
on-premises VPN device” on page 19.

Figure 18   Configuring on-premises VPN device
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Figure 19   Configuring on-premises VPN gateway device: Part 1
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Figure 20   Configuring on-premises VPN gateway device: Part 2

5. Add a connection to create the site-to-site VPN connection. 

Log in to the Microsoft Azure portal at https://portal.azure.com and add a connection to 
the VPN gateway to create the site-to-site connection (see Figure 21 on page 22 - 
Figure 23 on page 23).
21
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Figure 21   Adding connection
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Figure 22   Checking the status of the deployment

Figure 23   Checking the status of devices that are connected on-premises to Azure Cloud
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6. Complete the following steps to install Linux VM as the Bastion host for the RHOCP 
cluster on Microsoft Azure Cloud:

a. Log in to the Microsoft Azure portal at https://portal.azure.com and create the Linux 
virtual machine (see Figure 24).

b. Enter the Disk, Networking, Management, Advance, Tags information.

c. Review and create the virtual machine.

Ensure that the existing Resource Group, which was configured with Virtual networks 
(VNET), was selected.

Figure 24   Creating Linux virtual machine

7. Complete the following steps to install Red Hat OpenShift Container Platform on Microsoft 
Azure Cloud:

a. Log in to the Microsoft Azure portal at https://portal.azure.com.

b. Log in to the Linux VM by using azureuser and the SSH key that uses the Bastion 
service or by using SSH and configuring the Azure Account that is required for the 
RHOCP deployment (see this Red Hat Documentation web page), as shown in 
Figure 25 on page 25 - Figure 28 on page 26).
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Figure 25   Logging in to Linux VM host

Figure 26   Creating Azure Account
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Figure 27   Azure account show

Figure 28   Adding role and assignment and creating service principal

8. Complete the following steps to create the Public DNS Zone in Microsoft Azure:

a. Log in to the Microsoft Azure portal at https://portal.azure.com and create the DNS 
zone (see Figure 29 on page 27 - Figure 32 on page 28).
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Figure 29   Selecting the Create option 

Figure 30   Creating DNS zones: Basics page
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Figure 31   Checking the deployment

Figure 32   Checking the name server details

b. Log in to the Microsoft Azure portal at https://portal.azure.com.

c. Log in to the Linux VM by using azureuser and the SSH key.

d. Create the install-config.yaml file and the RHOCP cluster (see Figure 33 on 
page 29 - Figure 37 on page 31).
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Figure 33   Creating SSH key with ssh-keygen

Figure 34   Creating install-config file
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Figure 35   Creating cluster

Figure 36   Logging in and checking the node status
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Figure 37   Checking the cluster status with web console

9. Install the IBM Block Storage CSI driver on RHOCP on Microsoft Azure Cloud.

As shown in Figure 38, Open the RHOCP console URL from the browsers of your choice 
and log in by using kubeadmin. Click the Operator hub and install the IBM Block Storage 
CSI driver. For more information, see this IBM Documentation web page.

Figure 38   Installing IBM Block storage CSI driver
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10.Complete the following steps to install IBM Spectrum Virtualize for Public Cloud on 
Microsoft Azure Cloud:

a. Log in to the Microsoft Azure portal at https://portal.azure.com. 

b. Select market place → Private Products → IBM Spectrum Virtualize for Public 
Cloud.

c. Click Create (see Figure 39 - Figure 47 on page 38).

Figure 39   Basic product details
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Figure 40   Selecting VM to create SV4PC on Azure
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Figure 41   Providing credentials to create SV4PC on Azure
34 Business Continuity Solution with Red Hat OpenShift and IBM Spectrum Virtualize for Public Cloud



Figure 42   Networking details

Figure 43   Storage details
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Figure 44   Review + create option
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Figure 45   Creating SV4PC
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Figure 46   Checking the deployment

Figure 47   Checking email for cluster IP details

11.Create a Windows 2019 VM on Microsoft Azure Cloud or log in to the Windows VM from 
your on-premises Windows host and open the web browser of your choice to configure the 
newly deployed SV4PC storage on Azure Cloud.

12.Log in to the cluster IP at https://40.10.1.4:8443/login to complete the configuration for 
the newly deployed SV4PC (see Figure 47).

13.Click Next. Select Agree with the terms in the License agreement. Enter the password 
and then, click Apply. Then, click Next. 

14.Enter the following information:

– Name of the system
– External Virtualization
– Capacity in TB
– DNS
– Storage IBM Insight®
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15.Click Finish to complete the setup.

16.Log in to the Storage at https://40.10.1.4:8443/login and check the status (see 
Figure 48).

Figure 48   Checking the status of storage

17.Complete the following steps to create host mapping in SV4PC Storage for RHOCP 
Worker nodes with iSCSI connection:

a. Log in to the Microsoft Azure portal at https://portal.azure.com.

b. Log in to the Linux VM by using azureuser and the SSH key that uses the Bastion 
service or by using SSH and get the initiator name from the RHOCP worker nodes.

c. Create the host mapping for the worker nodes, as shown in Figure 49 on page 40 - 
Figure 52 on page 41.

d. Repeat the same procedure for all the worker nodes in the cluster. Then, run iscsiadm 
commands for the iSCSI login. 
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Figure 49   Getting iSCSI initiator name

Figure 50   Defining host mapping
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Figure 51   Running iscsiadm commands

Figure 52   Checking the host status
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18.Complete the following steps to create the Storage secret and Storage class on RHOCP 
on Microsoft Azure Cloud:

a. Log in to the Microsoft Azure portal at https://portal.azure.com.

b. Log in to the Linux VM by using azureuser and the SSH key that uses the Bastion 
service or by using SSH.

c. Create the Storage secret and Storage class (see Figure 53 and Figure 54).

Figure 53   Creating Storage secret

Figure 54   Creating Storage class
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19.Install the following components: 

◦ Red Hat OpenShift container Platform. For more information, see the following 
resources:

• IBM Storage for Red Hat OpenShift, REDP-5565
• This Red Hat Documentation web page

◦ IBM Block storage CSI driver v1.8. For more information, see this IBM Documentation 
web page.

◦ IBM FlashSystem Storage FS9100 and Create host mapping and iSCSI connection for 
on-premises RHOCP worker nodes and host, as described in Step 17 on page 39.

With these steps completed, the hardware, software, and hybrid cloud networking setup 
process is complete and the use case demonstration is available. 

Use case demonstration

This use case demonstration shows how the on-premises data can be made available to 
remote sites and Microsoft Azure Cloud by using the following methods:

• Volume replication by using IBM Storage Global mirror
• Data replication by using IBM Block Storage CSI driver volume replication

These methods are described next.

Volume replication by using IBM Storage Global Mirror feature

Complete the following steps:

1. Log in to the on-premises RHOCP bastion hosts or the host from where the RHOCP 
cluster can be accessed by using oc cli command tools.

2. Create the Storage secret and Storage class, as shown in Figure 55 on page 44 and 
Figure 56 on page 44.

Note: In this use case demonstration we did not use the Global Mirror with Change 
Volumes (GMCV) replication method. The customer can use this method if wanted. 

The steps in this demonstration show how the on-premises data can be made available to 
remote sites and public clouds by using the components that are described in this 
Blueprint. 

For more information about steps that can be taken to ensure database data consistency, 
see the specific product documentation. 
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Figure 55   Creating Storage secret

Figure 56   Creating Storage class
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3. Create a project and namespace and then, create the yaml files for the PV claim and 
MySQL deployment yaml file, as shown in Figure 57.

Figure 57   Creating PVC pvc for mysql

4. Confirm that the volume was created on the on-premises IBM FlashSystem storage 
FS9100, as shown in Figure 58.

Figure 58   Checking that the volume and LUN are created on storage

5. Create the MySQL deployment yaml file and the MySQL containerized database, as 
shown in Figure 59 on page 46.
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Figure 59   Creating mysql yaml file and deploying mysql
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6. Log in to the MySQL pod and check whether the MySQL deployment was successful, as 
shown in Figure 60.

Figure 60   Logging in to mysql pod
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7. Create the sample database and table and then, insert data into table and show the table 
contents (see Figure 61). 

Figure 61   Creating database and insert sample data

The next part of the process involves replicating the on-premises storage volume or LUN with 
the equal sized volume or LUN on the SV4PC storage that is deployed on Microsoft Azure 
Cloud. The data replication is performed by using IBM Global mirror replication.
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Complete the following steps:

1. Log in to the SV4PC storage on the Azure Cloud and the, create the 20Gi volume, as 
shown in Figure 62 and Figure 63 on page 50.

Figure 62   Creating 20gi volume on sv4pc on Azure
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Figure 63   Checking the volume properties

2. Log in to the IBM FlashSystem FS9100 storage (on-premises) and SV4PC storage on 
Azure and complete the following steps to replicate the data on the volume, as shown in 
Figure 64 on page 51 - Figure 74 on page 55):

a. Create a partnership from on-premises storage. 
b. Create a partnership from SV4PC storage on Azure Cloud.
c. Add a Consistency Group.
d. Create a relationship and start copying the data that is on the volume.
e. Stop the Remote-copy Consistency Group.
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Figure 64   Creating partnership: On-premises storage, Part 1

Figure 65   Creating partnership: On-premise storage, Part 2
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Figure 66   Creating partnership: sv4pc on Azure, Part 1

Figure 67   Creating partnership: sv4pc on Azure, Part 2

Figure 68   Adding consistency group: On-premises storage
52 Business Continuity Solution with Red Hat OpenShift and IBM Spectrum Virtualize for Public Cloud



Figure 69   Creating relationship: On-premises storage Part 1

Figure 70   Creating relationship: On-premises storage Part 2

Figure 71   Creating relationship: On-premises storage Part 3
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Figure 72   Adding consistency group: On-premises storage

Figure 73   Checking status: Consistent synchronized
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Figure 74   Stopping remote-copy consistency group

3. Log in to the Microsoft Azure portal at https://portal.azure.com and then, log in to the 
Linux VM by using azureuser and the SSH key that uses the Bastion service or by using 
SSH and creating the persistent volume claim (PVC) and PV by using the procedure that 
is described at this IBM Documentation web page (see Figure 75 on page 56 - Figure 82 
on page 60).
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Figure 75   Creating a volume yaml file

Figure 76   Checking the status of pv,pvc
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Figure 77   Creating mysql pvc
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Figure 78   Creating mysql yaml file
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Figure 79   Deploying mysql

Figure 80   Logging in to mysql pod
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Figure 81   Validating the replicated data

Figure 82   Validating replicated data

Now, the volume replication and business continuity use case is complete by using IBM 
Storage Global Mirror.
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Replication by using IBM Block Storage CSI driver volume replication 

Complete the following steps:

1. Log in to the on-premises RHOCP bastion hosts or the host from where RHOCP cluster 
can be accessed by using oc cli command tools and deploy MySQL, as shown in 
Figure 83 - Figure 87 on page 63.

Figure 83   Creating mysql pvc yaml file

Figure 84   Deploying mysql
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Figure 85   Logging in to the mysql pod and inserting sample data

Figure 86   Checking that the volume is created in storage
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2. Log in to the SV4PC on Azure and create equal-sized storage LUNs for CSI-based volume 
replication (see Figure 87).

Figure 87   Creating a same size (20gi) volume on sv4pc storage

3. Using volume replication (remote copy function), enable support on your orchestration 
platform cluster and the storage system.

To enable support on your Kubernetes or Red Hat OpenShift cluster, install the following 
replication CRDs once per cluster as shown in Figure 88 on page 64 and Figure 90 on 
page 65.

Before the volume replication function is used, ensure that a partnership is created, and a 
consistency group is added to configure correctly. 
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Figure 88   Enabling volume replication support (on-premises)

4. Log in to the on-premises RHOCP Bastion hosts or the host from where the RHOCP 
cluster can be accessed by using oc cli command tools and create the volume replication 
class (see Figure 89). Ensure to add the correct system_id in the yaml file (see Figure 89).

Figure 89   Creating volume replication class (on-premises)
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Figure 90   Enabling volume replication support (sv4pc on Azure)

5. Log in to the Microsoft Azure portal at https://portal.azure.com.

6. Log in to the Linux VM by using azureuser and the SSH key by using the Bastion service 
or use SSH and create the volume replication class (see Figure 91).

Figure 91   Creating volume replication class (sv4pc on Azure)
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7. Create the volume replication yaml file as shown in Figure 92. Then, create volume 
replication and check the status of volume replication.

Figure 92   Creating volume replication (on-premises)

8. Log in to the on-premises storage and check the status of volume relationship (see 
Figure 93). The status should be consistent synchronized. 

Figure 93   check status consistent synchronized
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9. Stop the Remote-copy consistency group and allow secondary read/write access (see 
Figure 94).

Figure 94   Stopping remote-copy consistency group

10.Log in to the Microsoft Azure portal at https://portal.azure.com.

11.Log in to the Linux VM by using azureuser and the SSH key that uses the Bastion service 
or by using SSH and deploying MySQL and validating the data (see Figure 95 - Figure 100 
on page 71).

Figure 95   Creating mysql pvc
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12.Create the PVC and PV by using the procedure that is described at this IBM 
Documentation web page (see Figure 96 and Figure 97).

Figure 96   Importing a volume
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Figure 97   Checking the status of the volume

13.Create the MySQL deployment yaml file and the MySQL deployment (see Figure 98 on 
page 70 and Figure 99 on page 71).
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Figure 98   Deploying mysql
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Figure 99   Creating mysql deployment

14.Log in to the MySQL pod and validate the data, as shown in Figure 100.

Figure 100   validate the data

Now, the volume replication and business continuity use case that uses the IBM block storage 
CSI volume replication feature is complete.
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Summary

This solution is designed to protect the data by using IBM Storage-based Global Mirror 
Replication and the volume replication feature from IBM block storage CSI driver for IBM 
Storage. 

The use case that is described in this document is designed for the business continuity 
solution for containerized workload for Red Hat OpenShift on Microsoft Azure with IBM 
Spectrum Virtualize for Public Cloud on Azure. 

The steps in this demonstration show how the on-premises data can be made available to 
remote sites and public clouds by using the components that are described in this Blueprint. 

For more information about steps that can be taken to ensure database data consistency, see 
the specific product documentation.
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Resources

For more information, see the following resources:

• IBM block storage CSI driver 1.8.0:

https://www.ibm.com/docs/en/stg-block-csi-driver/1.8.0 

• Preparing to install on Azure:

https://docs.openshift.com/container-platform/4.8/installing/installing_azure/p
reparing-to-install-on-azure.html 

• Microsoft tutorial: Create a site-to-site VPN connection in the Azure portal:

https://docs.microsoft.com/en-us/azure/vpn-gateway/tutorial-site-to-site-portal 

• Route-Based Site-to-Site VPN to Azure (BGP over IKEv2/IPsec):

https://docs.vyos.io/en/latest/configexamples/azure-vpn-bgp.html 

• Implementation Guide for IBM Spectrum Virtualize for Public Cloud on Microsoft Azure 
Version 8.4.3, SG24-8510:

https://www.redbooks.ibm.com/Redbooks.nsf/RedpieceAbstracts/sg248510.html?Open 
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Notices

This information was developed for products and services offered in the US. This material might be available 
from IBM in other languages. However, you may be required to own a copy of the product or product version in 
that language in order to access it. 

IBM may not offer the products, services, or features discussed in this document in other countries. Consult 
your local IBM representative for information on the products and services currently available in your area. Any 
reference to an IBM product, program, or service is not intended to state or imply that only that IBM product, 
program, or service may be used. Any functionally equivalent product, program, or service that does not 
infringe any IBM intellectual property right may be used instead. However, it is the user’s responsibility to 
evaluate and verify the operation of any non-IBM product, program, or service. 

IBM may have patents or pending patent applications covering subject matter described in this document. The 
furnishing of this document does not grant you any license to these patents. You can send license inquiries, in 
writing, to:
IBM Director of Licensing, IBM Corporation, North Castle Drive, MD-NC119, Armonk, NY 10504-1785, US 

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION “AS IS” 
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED 
TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A 
PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of express or implied warranties in 
certain transactions, therefore, this statement may not apply to you. 

This information could include technical inaccuracies or typographical errors. Changes are periodically made 
to the information herein; these changes will be incorporated in new editions of the publication. IBM may make 
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time 
without notice. 

Any references in this information to non-IBM websites are provided for convenience only and do not in any 
manner serve as an endorsement of those websites. The materials at those websites are not part of the 
materials for this IBM product and use of those websites is at your own risk. 

IBM may use or distribute any of the information you provide in any way it believes appropriate without 
incurring any obligation to you. 

The performance data and client examples cited are presented for illustrative purposes only. Actual 
performance results may vary depending on specific configurations and operating conditions. 

Information concerning non-IBM products was obtained from the suppliers of those products, their published 
announcements or other publicly available sources. IBM has not tested those products and cannot confirm the 
accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on the 
capabilities of non-IBM products should be addressed to the suppliers of those products. 

Statements regarding IBM’s future direction or intent are subject to change or withdrawal without notice, and 
represent goals and objectives only. 

This information contains examples of data and reports used in daily business operations. To illustrate them 
as completely as possible, the examples include the names of individuals, companies, brands, and products. 
All of these names are fictitious and any similarity to actual people or business enterprises is entirely 
coincidental. 

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming 
techniques on various operating platforms. You may copy, modify, and distribute these sample programs in 
any form without payment to IBM, for the purposes of developing, using, marketing or distributing application 
programs conforming to the application programming interface for the operating platform for which the sample 
programs are written. These examples have not been thoroughly tested under all conditions. IBM, therefore, 
cannot guarantee or imply reliability, serviceability, or function of these programs. The sample programs are 
provided “AS IS”, without warranty of any kind. IBM shall not be liable for any damages arising out of your use 
of the sample programs. 
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Trademarks

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International Business Machines 
Corporation, registered in many jurisdictions worldwide. Other product and service names might be 
trademarks of IBM or other companies. A current list of IBM trademarks is available on the web at “Copyright 
and trademark information” at http://www.ibm.com/legal/copytrade.shtml 

The following terms are trademarks or registered trademarks of International Business Machines Corporation, 
and might also be trademarks or registered trademarks in other countries. 

Redbooks (logo) ®
Db2®
IBM®

IBM Cloud®
IBM FlashSystem®
IBM Spectrum®

Insight®
Redbooks®

The following terms are trademarks of other companies:

The registered trademark Linux® is used pursuant to a sublicense from the Linux Foundation, the exclusive 
licensee of Linus Torvalds, owner of the mark on a worldwide basis.

Microsoft, Windows, and the Windows logo are trademarks of Microsoft Corporation in the United States, 
other countries, or both.

OpenShift, Red Hat, are trademarks or registered trademarks of Red Hat, Inc. or its subsidiaries in the United 
States and other countries.

VMware, and the VMware logo are registered trademarks or trademarks of VMware, Inc. or its subsidiaries in 
the United States and/or other jurisdictions.

Other company, product, or service names may be trademarks or service marks of others. 
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Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and conditions.

Applicability

These terms and conditions are in addition to any terms of use for the IBM website.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that all 
proprietary notices are preserved. You may not make derivative works of these publications, or reproduce, 
distribute or display these publications or any portion thereof outside your enterprise, without the express 
consent of IBM. 

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either 
express or implied, to the publications or any information, data, software or other intellectual property 
contained therein.

IBM reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use of 
the publications is detrimental to its interest or, as determined by IBM, the above instructions are not being 
properly followed.

You may not download, export or re-export this information except in full compliance with all applicable 
laws and regulations, including all United States export laws and regulations.

IBM MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE 
PUBLICATIONS ARE PROVIDED "AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER 
EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF 
MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR PURPOSE. 

Privacy policy considerations

IBM Software products, including software as a service solutions, ("Software Offerings") may use cookies or 
other technologies to collect product usage information, to help improve the end user experience, to tailor 
interactions with the end user, or for other purposes. In many cases no personally identifiable information is 
collected by the Software Offerings. Some of our Software Offerings can help enable you to collect personally 
identifiable information. If this Software Offering uses cookies to collect personally identifiable information, 
specific information about this offering's use of cookies is set forth below.

This Software Offering does not use cookies or other technologies to collect personally identifiable 
information.

If the configurations deployed for this Software Offering provide you as customer the ability to collect 
personally identifiable information from end users via cookies and other technologies, you should seek your 
own legal advice about any laws applicable to such data collection, including any requirements for notice and 
consent.

For more information about the use of various technologies, including cookies, for these purposes, see IBM’s 
Privacy Policy at http://www.ibm.com/privacy and IBM’s Online Privacy Statement at 
http://www.ibm.com/privacy/details in the section entitled “Cookies, Web Beacons and Other Technologies,” 
and the “IBM Software Products and Software-as-a-Service Privacy Statement” at 
http://www.ibm.com/software/info/product-privacy.
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