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About this document

Cyberattacks are likely to remain a significant risk for the foreseeable future. Attacks on 
organizations can be external and internal. Investing in technology and processes to prevent 
these cyberattacks is the highest priority for these organizations. Organizations need 
well-designed procedures and processes to recover from attacks.

The focus of this document is to demonstrate how the IBM® Unified Data Foundation (UDF) 
infrastructure plays an important role in delivering the persistence storage (PV) to 
containerized applications, such as IBM Cloud® Pak for Security (CP4S), with IBM 
Spectrum® Scale Container Native Storage Access (CNSA) that is deployed with IBM 
Spectrum scale CSI driver and IBM FlashSystem® storage with IBM Block storage driver with 
CSI driver. Also demonstrated is how this UDF infrastructure can be used as a preferred 
storage class to create back-end persistent storage for CP4S deployments.

We also highlight how the file I/O events are captured in IBM QRadar® and offenses are 
generated based on predefined rules. After the offenses are generated, we show how the 
cases are automatically generated in IBM Cloud Pak® for Security by using the IBM QRadar 
SOAR Plugin, with a manually automated method to log a case in IBM Cloud Pak for Security. 

This document also describes the processes that are required for the configuration and 
integration of the components in this solution, such as: 

• Integration of IBM Spectrum Scale with QRadar
• QRadar integration with IBM Cloud Pak for Security
• Integration of the IBM QRadar SOAR Plugin to generate automated cases in CP4S. 

Finally, this document shows the use of IBM Spectrum Scale CNSA and IBM FlashSystem 
storage that uses IBM block CSI driver to provision persistent volumes for CP4S deployment. 
All models of IBM FlashSystem family are supported by this document, including:

• FlashSystem 9100 and 9200
• FlashSystem 7200 and FlashSystem 5000 models
• FlashSystem 5200
• IBM SAN Volume Controller 
• All storage that is running IBM Spectrum Virtualize software

For more information about supported models, see the following resources:

• This GitHub web page 
• IBM Spectrum Scale Container Native Storage Access 5.1.0.3
• IBM Documentation 
© Copyright IBM Corp. 2021. 1
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Executive summary

With IBM Hybrid Cloud and AI solutions, the new generation of hybrid cloud enables you to 
build and manage applications or solutions across any cloud with a common platform. At IBM, 
the foundation of this approach is Red Hat OpenShift, which is the market-leading hybrid 
cloud container platform.

IBM also offers IBM Cloud Pak solutions, which are an AI-infused software portfolio that runs 
on Red Hat OpenShift. On the Red Hat Hybrid Cloud Platform, IBM delivers a set of six IBM 
Cloud Paks that each deliver a set of unified, domain-specific software capabilities.

IBM Cloud Pak for Security provides a platform to quickly integrate your security tools and 
generate deeper insights into threats across hybrid, multi-load environments.

IBM QRadar is one of the most popular SIEM solutions in the market today. QRadar helps 
you quickly uncover existing and potential threats through its advanced analytics capabilities. 
It also provides many features, including centralized visibility, flexible deployment, automated 
intelligence, machine learning, and pro-active threat hunting.

IBM Spectrum Scale is a state-of-the-art, highly scalable file solution with security features 
that ensure the required protection for your data. One such capability is IBM Spectrum Scale 
File Audit Logging. When this capability is enabled, all of the file access to the file system is 
logged with the required audit information.

In this solution guide, we integrated, qualified, and documented a step-by-step approach for 
IBM FlashSystem storage, IBM Spectrum Scale CNSA, IBM Spectrum Scale cluster, and 
QRadar with CP4S.

By using these products, we built a cyber resiliency solution that demonstrates early threat 
detection for modification of data that is hosted on IBM Spectrum Scale FlashSystems by 
internal threat actors or a malware attack.
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Scope

The scope of this document is to use IBM FlashSystem storage and IBM Spectrum Scale 
CNSA storage class as the storage persistence volumes requirement for a CP4S application 
in the Red Hat OpenShift container platform.

The document focuses on how to provision persistence storage from IBM Spectrum Scale 
CNSA or IBM Storage Block CSI by using “StorageClass” for CP4S application.

Also discussed is how to configure prerequisites for CP4S application deployment and 
configure a connector for QRadar to fetch data from connectors to CP4S applications.

Finally, this document describes how the file I/O events are captured in QRadar and offenses 
are generated based on defined rules. As a prerequisite, IBM Spectrum Scale file auditing 
must be enabled so that the file I/O audit events are generated. The setup also requires 
rsyslog to be configured to forward the events to QRadar.

This document does not discuss the installation of the following products:

• IBM Spectrum Scale CNSA
• IBM storage block CSI driver
• OCP
• QRadar

It is assumed that the reader has a basic understanding of Red Hat OpenShift, IBM Spectrum 
Scale, IBM QRadar, IBM Cloud Pak for Security, and LDAP.

All the steps that are described this is document are specific to demonstrating the use case 
and set up that was done in our lab and are restricted to the demonstration set-up. You might 
need to design your own example per your requirements.
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Use case

The sample use case in this section is demonstrated as part of Cyber Resiliency workflow. 

Tracking an internal threat actor

Although suitable permissions are defined at storage system, nothing stops a curious user or 
a threat actor from accessing the data that is available on the system, irrespective of access 
level.

Write permissions might be prohibited in specific cases, but users might still be able to view 
the contents of the file. Such incidents can result in stealing the information from the system.

To track such activities, the Spectrum Scale audit logging feature is an invaluable tool. By 
combining the audit logging capabilities of Spectrum Scale with IBM QRadar, a sophisticated 
monitoring mechanism can be set up to trace the threat actors.

Origin of malware

The nature of the malware or ransomware infection is to make the data inaccessible to the 
user for financial gains. After the infection begins, it rapidly spreads across the system to 
corrupt as many files as it can find.

Here too, by combining the file auditing capabilities of IBM Spectrum Scale and IBM QRadar, 
the malware or ransomware activity can be detected by analyzing the audit events. After such 
infection is detected, a file system-level snapshot can be started to protect the maximum 
amount of data, which limits the effect of infection by quickly restoring the infected files.

This sample use case can be further extended based on the organizations needs.

IBM Cloud Pak for Security provides sophisticated integration with AD/LDAP and provides the 
means to run automated workflow execution by using Ansible automation. This automation 
helps isolate and evict the device in question to curtail the spread of infection.

IBM QRadar also can run custom actions to facilitate response in automated manner.
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Unified Data Foundation overview

IBM UDF is a reference architecture and framework (see Figure 1) that accelerates the 
adoption of hybrid cloud and AI platforms by providing a container-native or container-ready 
data service or foundation. This foundation is based on IBM and Red Hat software-defined 
storage tools and solutions

Figure 1   UDF reference architecture and framework

The use cases that are shown at the top of Figure 1 can be implemented by (but not limited 
to) applications and solutions that are shown in Figure 1. The data needs of these 
applications and solutions are catered by the Unified Data Foundation layer by using various 
functions, such as ingest, move, catalog, protect, and access. These UDF functions play a 
vital role as the application deployment can be a public or hybrid cloud model.
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Lab architecture

As shown in Figure 2, the lab setup is orchestrated in an VMware environment with Red Hat 
Red Hat OpenShift 4.6 installed with the IPI method. It is assumed that Red Hat OpenShift 
4.6+ with three master nodes and five CoreOS worker nodes is installed. For more 
information about prerequisites, see this IBM Documentation web page.

Figure 2   Lab setup

Ensure that you can access a DNS server (or can request a DNS server) to update the 
application domain name configuration that is required for CP4S. For more information, see 
this IBM Documentation web page. 

In this lab setup, the architecture shows that CP4S is deployed on the IBM® Spectrum Scale 
CNSA storage class.

Ensure that you can access an LDAP to configure users and groups and integrate LDAP with 
CP4S. In our lab setup, we used OpenLDAP to integrate with CP4S.

QRadar is used as the data source for CP4S. QRadar also features the log-source that was 
created for IBM FlashSystem and IBM Spectrum Scale.

Similarly, IBM Spectrum Scale auditing is enabled. How the file I/O events are captured in 
QRadar and offenses are generated based on defined rules is described. After the offenses 
are generated, we see how the cases are automatically generated in IBM Cloud® Pak for 
Security by using the QRadar SOAR Plugin.

With this lab setup, we demonstrate the deployment of CP4S with IBM block storage or IBM 
Spectrum Scale CNSA storage class. We also provide UDF services to the IMB Cloud Paks.
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Lab setup

The document assumes that the following components are installed and configured per best 
practices:

• Red Hat OpenShift container platform 4.6 + with three master nodes and five CoreOS 
worker nodes

• IBM QRadar 7.4 + with IBM QRadar SOAR plug-in

• LDAP server (we used Open LDAP) 

• IBM Spectrum Scale CNSA cluster with storage class

• IBM Spectrum Scale CNSA cluster with audit enabled 

• Red Hat OpenShift client: oc binary

• Package deployment client: helm3

• CP4S configuration client: cloudctl

More domain names cases-rest and cases-stomp are required for working with case 
management application in CP4S. For more information about the resolution of the domain 
names, see “Configuring domain name for CP4S” on page 8. 

Configuring LDAP for CP4S users

To configure the cpsadmin user in OpenLDAP, which used for logging on to the CP4S 
application domain, create the cpsadmin group first and then, create the cpsadmin user (see 
Figure 3).

Figure 3   Creating cpsadmin group and cpsadmin user
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Configuring domain name for CP4S

This section describes the domain name registration process for CP4S in the DNS 
configuration in which OCP is hosted. In this lab setup, OCP is deployed by using the IPI 
method on VMware.

Figure 4 shows the fully qualified domain name (FQDN) use for CP4S. The domain name that 
is listed here must be resolved when the dnsname lookup is performed. Also, domain names 
for cases-rest and cases-stomp are registered for the same IP. 

Figure 4   Fully Qualified Domain Name for CP4S domain

Figure 5 shows the reverse lookup of the FQDN configured for CP4S. Notice the extra domain 
names (cases-rest and cases-stomp) also are resolved to same IP address.

Figure 5   Reverse lookup for CP4S FQDN
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Configuring required TLS certificates for CP4S

Complete the following steps to configure the TLS certificates. This sample is a TLS 
certificate that we created by using openssl that was specific to our CP4S domain (for more 
information, see this IBM Documentation web page):

1. Optionally export the SUBJ field that is used when creating the certificate:

[root@cluster3-inf] export SUBJ="/CN=cp4s.apps.cluster3.storage-ocp.tuc.stglabs.ibm.com"

2. Create the openssl.cfg file (see Figure 6).

Figure 6   Configuring TLS certificate in .cfg file

3. Create a ca.key file:

[root@cluster3-inf] openssl genrsa -out ca.key 4096

4. Run the openssl command to create the required certificate by using the openssl.cfg 
configuration file and the ca.key file that were generated in step 2 and step 3:

[root@cluster3-inf] openssl -req x509 -new -nodes -key ca.key -sha256 -day 390 
-config openssl.cfg -extensions v3_ca -subj "${SUBJ}" -out ca.crt

5. Create another configuration file (for example, step2-openssl.cfg), as shown in Figure 7.

Figure 7   Configure TLS certificate ca.crt file
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6. Generate a tls.key and PEM formatted tls.csr:

openssl -req -nodes -newkey rsa:2048 -keyout tls.key -ourform PEM -out tls.csr 
-subj ${SUBJ}" \  -config step2-openssl.cfg

7. Generate the TLS certificate:

Openssl -req x509 -sha256 -in tls.csr -out tls.crt.tmp -CA ca.crt -Cakey ca.key 
-CAcreateserial -CAserial ca.serial -days 398 -extensions usr_cert -extfile 
step2-openssl.cfg

The TLS certificate and domains are used in the values.conf file, as listed in “Appendix A” on 
page 40 and are used while installing CP4S.

Configuring CP4S on IBM Spectrum SCALE CNSA, 
StorageClass

This section describes installing CP4S 1.7 on the CNSA storage class. It is assumed that 
required domains (for example, values.conf) are now created. 

Verify that the CNSA storage cluster and storage class are available and created per the 
guidelines that are described at this IBM Documentation web page. 

Figure 8 shows the CNSA storage class ibm-spectrum-scale-cnss-new (default) that is used 
during the CP4S deployment process.

Figure 8   ibm-spectrum-scale-cnss-new (default) storage class for CNSA

Confirm that the following prerequisites are met:

• Domain name and TLS certificate Domain name and TLS certificate are created.

• entitledRegistryUsername and entitledRegistryPassword are updated in the 
values.conf file

• All other required parameters are populated in values.conf (see “Appendix B” on 
page 41)

• Check prerequisites at this IBM Documentation web page to download oc, helm3, and 
cloudctl binaries
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Deploying CP4S 1.7 

Complete the following steps to deploy CP4S 1.7: 

1. Run the following cloudctl command, which downloads the required package archive for 
the CP4S installation. Extract the downloaded archive by using tar command. The 
command snippet shows execution of both commands in single operation: 

# cloudctl case save -t 1 --case 
https://github.com/IBM/cloud-pak/raw/master/repo/case/ibm-cp-security-1.0.17.tg
z --outputdir /root/cp4s1.7/ && tar -xf 
/root/cp4s1.7/ibm-cp-security-1.0.17.tgz

The extracted package creates the structure that is shown in Figure 9.

Figure 9   File structure created for cp4s

2. Log in to the Red Hat OpenShift cluster (see Figure 10).

Figure 10   Log in to OCP cluster with kubeadmin

3. Update the values.conf file and run the cloudctl command with the installation 
parameter:

# cloudctl case launch -t 1 --case ibm-cp-security --namespace cp4s --inventory 
installProduct --action install --args "--license accept --helm3 
/usr/local/bin/helm3 --inputDir /root/cp4s1.7" 

Note: The deployment process takes approximately 90 minutes to complete. 
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After the deployment is complete, the output that is shown in Figure 11 is displayed. Any 
other log files that are generated during the installation are found in the /tmp directory. 

Figure 11   Successful completion of CP4S deployment

4. Run the following command to retrieve the foundational services URL:

5. Run the following command to retrieve the foundational services admin username:

6. Use the output from steps 5 and 6 to retrieve the console login URL, username, and 
password. This information also is available in the installation log file that is found in the 
/tmp directory. 
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Configuring the identity provider (LDAP) with CP4S 

Complete the following steps to configure the identity provider when you log in to CP4S for 
the first time:

1. Figure 12 shows the first-time login window in CP4S. Click Manage identity provider. 

Figure 12   First-time login to the Common Service console

2. Click Create connection to configure the LDAP connection (see Figure 13).

Figure 13   Configuring the identity provided LDAP
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3. Enter the LDAP connection details as shown in Figure 14.

Figure 14   Creating LDAP connection with CP4S

Click Test Connection to test the connection to the LDAP server. Make sure that the 
result is successful. If the result is not successful, check the LDAP connectivity between 
LDAP server and CP4S, and re-check the parameters that were set in the Add LDAP 
connection (see Figure 14).

4. Log in to your CP4S application console URL by using the cpsadmin user that is configured 
in LDAP. Make sure to change the authentication type to LDAP at the login window (see 
Figure 15).

Figure 15   Log in with LDAP user cpsadmin
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Upon successful login, the CP4S dashboard is displayed (see Figure 16). 

Figure 16   Successful log in to CP4S application by using the cpsadmin user
15



Configuring QRadar with LDAP

Complete the following steps to integrate IBM QRadar with LDAP: 

1. Log in to the QRadar and select the Admin tab. Then, select Authentication. The Edit 
LDAP Repository window opens (see Figure 17).

Figure 17   LDAP connection with QRadar
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2. Scroll down and enter Group Base DN in the Group Member field (see Figure 18).

Figure 18   Completing the Group Member field
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3. Continue to scroll down and then, click Load Groups to populate the user roles and 
provide permissions (see Figure 19).

Figure 19   Populating the user roles and providing permissions

Integrating IBM CP4S with IBM QRadar

Complete the following steps to integrate IBM CP4S with IBM QRadar:

1. Log in to the QRadar console and select the Admin tab. Then, select Authorized 
Services (see Figure 20).

Figure 20   Select authorized services

2. Create an authorized service name and token (see Figure 21), which is the same service 
and token that is to be used to configure QRadar connector from the CP4S console.

Figure 21   Creating authorized service and token
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3. Log in to CP4S application and console by using the cpsadmin user. Click Connections → 
Data sources. Click the Data sources option and then, click Connect a data source (see 
Figure 22).

Figure 22   Creating a QRadar data source connection

4. Click IBM QRadar and IBM QRadar On Cloud (see Figure 23).

Figure 23   Creating data source connection
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5. Enter the needed connection details (see Figure 24, which shows a sample lab 
configuration).

Figure 24   Entering the connection details

6. Continue to scroll down in the same window to complete the Query Parameters and 
Configurations sections (see Figure 25).

Figure 25   Completing the Query Parameters and Configurations sections 
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Optionally, add the certificate information (see Figure 26).

Figure 26   Entering the IBM QRadar certificate

After the connection is created, a green dot and the word “Connected” are displayed, 
which indicates that the connection was successful (see Figure 27).

Figure 27   Successful connection with QRadar
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Integrating IBM CP4S with IBM QRadar, Proxy

As described in “Integrating IBM CP4S with IBM QRadar” on page 18, log in to the CP4S 
application and select Connections → QRadar Proxy. Enter the necessary information and 
create the connections.

Figure 28   QRadar proxy

Note: The connection is not shown as connected unless you log in by using the correct 
user (in our example, qradaruser1) in the QRadar console and accept the license (see 
Figure 28).
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Enabling IBM Spectrum Scale logs forwarding

Complete the following steps to enable audit logging and audit log events forwarding by using 
Rsyslog:

1. Log in to the IBM Spectrum Scale node and enable auditing on the file system (see 
Figure 29):

# mmaudit enable gpfs0

Figure 29   Enabling audit on the file system

The audit log file structure is shown in Figure 30.

Figure 30   Audit log file structure

2. Create a file for rsyslog to forward the log to QRadar system (see Figure 31).

Figure 31   Creating a file for rsyslog

3. Run the systemctl restart rsyslog command to restart the rsyslog daemon process.

4. Confirm no errors are reported by the rsyslog daemon by running the 
systemctl status rsyslog -l command.
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Configuring IBM Spectrum Scale log source in QRadar

Complete the following steps to configure the IBM Spectrum Scale log source in QRadar:

1. Log in to the QRadar console and confirm that the audit events are from Spectrum Scale 
are visible in QRadar. Various time-based filters can be applied to narrow the time for 
which events viewing (see Figure 32). 

Figure 32   Applying time-based filters

2. Currently, QRadar does not support Spectrum Scale event normalization by extracting the 
data from the received audit log event. The data from these events must be manually 
configured by using DSM editor (see Figure 33).

Figure 33   Selecting the DSM Editor option
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3. Create an empty log source type by clicking Create (see Figure 3).

Figure 34   Creating a log source type
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The DSM editor window now shows a three-pane view that includes the log source 
properties, raw event data, and log activity preview (see Figure 35).

Figure 35   DSM Editor window

4. Click and expand the Event ID property in the Properties window and enter the regular 
expression to extract data from the “event” field (see Figure 36).

Figure 36   Regular expression to extract data from event field
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The correct regular expression is highlighted in green (see Figure 37) for the text match 
found in the event data. The event is still shown as Parsed but not Mapped in the Log 
Activity preview window.

Figure 37   Correct regular expression highlighted

5. Click Choose QID to create an event mapping, which maps the parsed event (see 
Figure 38).

Figure 38   Log source configuration
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In the QID Records window, various filters can be applied to narrow down the matching 
category that belong to the QID/Name (see Figure 39.

Figure 39   Selecting the suitable QID record

Selecting the suitable QID record completes the QID mapping and the event status is 
changed to Parsed and Mapped in the Log Activity Preview window (see Figure 40).

Figure 40   Parsed and mapped event
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6. To map the subsequent events that are received by QRadar, a new Log Source must be 
defined. This definition is done by clicking the Admin tab, and selecting Log Sources 
application under Data Sources (see Figure 41).

Figure 41   Log sources application

7. A new log source definition window opens. Start the new log source addition wizard by 
clicking Add new log source (see Figure 42).

Figure 42   Defining new log source

Note: In the post QID-mapping process that is described here, the Save button must be 
clicked to save all the changes to be made to the newly created log source type. 
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The completed log source wizard summary is shown in Figure 43.

Figure 43   Log Source summary window
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Configuring IBM QRadar SOAR Plugin

Complete the following steps to configure the IBM QRadar SOAR Plugin:

1. Download the IBM QRadar SOAR Plugin file to your local machine from this web page.

2. Log in to QRadar console. Click Extension management → Add and then, enter any 
necessary information. Click Install (see Figure 44).

Figure 44   SOAR Plugin window

3. Select the Admin tab and then, click Apps → IBM QRadar SOAR Plugin and configure 
the plug-in by using the provided information and click Verify and Configure (see 
Figure 45). For more information about editing the configuration file, see IBM 
Documentation).

Figure 45   SOAR plug-in
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4. To automate the process that creates cases in CP4S, configure the escalation rule in the 
Escalation tab of IBM QRadar SOAR Plugin (see Figure 46).

Figure 46   SOAR plug-in: Escalation rule

Defining a reference set in QRadar

Complete the following steps to configure a reference set in IBM QRadar:

1. Log in to QRadar and click the Admin tab. Select Reference set and then, click Add. Add 
a new Alphanumeric reference type that is called Confidential items (see Figure 47).

Figure 47   Reference set management
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2. Double-click the newly defined reference set and click Add to add a single entry, or 
choose Import to import a text file that contains a list of entries that are defined as one 
record per line (see Figure 48).

Figure 48   Reference set Confidential items
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Defining rules in QRadar 

QRadar provides a flexible rules wizard that is used to incorporate various conditions that are 
suitable for a user's needs. 

Complete the following steps to define rules that cater to tracking users actions to confidential 
items, files, or locations that are defined on the system:

1. Log in to QRadar and click the Log Activities tab; then, click the Rules drop-down to start 
the Rules wizard. Various condition choices are displayed that are selected by clicking the 
green button in front of the rule and by choosing the suitable attribute for the rule (see 
Figure 49).

Figure 49   New rule definition
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The selection dialog box that appears when event QID attribute selection is chosen is 
shown in Figure 50.

Figure 50   QID

The dialog box with various event properties when the File name attribute is chosen for the 
rule attribute is shown in Figure 51.

Figure 51   Event property
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2. Upon choosing the suitable attributes per rule, click Next in the rule definition window to 
open the Rules Response section. Here, various response attributes, including the 
Offense definition, are configured (see Figure 2).

Figure 52   Selecting the rule response attributes
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3. After all of the required attributes are set for the rule, click Next to display the Rule 
Summary page. This page describes the rule definition (see Figure 53).

Figure 53   Rule Summary window

Demonstration use case

This demonstration shows how the file I/O events are captured in QRadar and offenses are 
generated based on predefined rules.

After the offenses are generated, we see how the Cases are automatically generated in Cloud 
Pak for Security by using the QRadar SOAR plug-in.

Complete the following steps:

1. With all the configuration tasks complete, log in to IBM Spectrum Scale node and attempt 
to update the confidential.txt file. This file is defined in QRadar’s Reference set and is 
monitored for user actions against it (see Figure 54 on page 38).
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Figure 54   Scale node, update file

As the confidential file is being modified, IBM Spectrum Scale audit events track the I/O 
activity and generate audit events that are forwarded to IBM QRadar. These events can be 
seen under QRadar’s Log Activity tab (see Figure 55).

Figure 55   Scale audit events
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QRadar’s rules act on the received audit event and an offense is generated when events 
are found that match the predefined rule (see Figure 56).

Figure 56   Offenses in QRadar

2. Click Send to SOAR. The SOAR plug-in seamlessly sends the required event data to 
CP4S to create a case (see Figure 57). 

Figure 57   Sending event data to CP4S

Note: If you set the escalation rule in the IBM QRadar SOAR Plugin configuration, no 
manual intervention is needed to generate a case in CP4S. The required event data is 
automatically sent to CP4S. 
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Figure 58 shows the received event data and the Case that is generated against the same. 

Figure 58   Open Cases in CP4S

Summary

In this blueprint, we demonstrated the use of UDF infrastructure and UDF services for IBM 
Cloud Pak®. We also described integrating each of the components that are involved to 
prepare a solution for a Cyber Resiliency solution for the UDF infrastructure devices.

The combination IBM Spectrum Scale, IBM Cloud Pak for Security, and IBM QRadar 
integrated IBM QRadar SOAR Plugin for automating cases in CP4S is a state-of-the-art, 
highly scalable file solution with security features that ensure the required protection for your 
data. 

One such capability is IBM Spectrum Scale File Audit Logging that, when enabled, logs all of 
the file access to the file system with the required audit information. With the solutions and 
integrations that are listed “Appendix A”, we can also take advantage of the SOAR Platform 
(CP4S) with CP4S.

Appendix A

For more information, see the following publications:

• Securing Data on Threat Detection Using IBM Spectrum Scale and IBM QRadar: An 
Enhanced Cyber Resiliency Solution, REDP-5560

• Enhanced Cyber Resilience Threat Detection with IBM FlashSystem Safeguarded Copy 
and IBM QRadar, REDP-5655

• Cyber Resiliency Solution using IBM Spectrum Virtualize, REDP-5657
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Appendix B

A sample values.conf file is shown in Figure 59.

[root@cluster3-inf cp4s1.7]# cat 
./ibm-cp-security/inventory/installProduct/files/values.conf

# Admin User ID (Required): The user that is to be assigned as an Administrator in the 
default account after the installation. The user must exist in an LDAP directory that 
will be connected to Foundational Services after deployment.
adminUserId="cpsadmin" 

# Cluster type (Required) should be one of the following: i.e. "aws", "ibmcloud", 
"azure", "ocp". This is a mandatory value, If not set it will be "ocp" by default.
cloudType="ocp"

# Block storage (Required), see more details 
https://www.ibm.com/support/knowledgecenter/en/SSTDPP_1.7.0/docs/security-pak/persistent
_storage.html
storageClass="ibm-spectrum-scale-cnss-new"

# Entitled by default (Required)
registryType="entitled"

# Only Required for online install 
entitledRegistryUrl="cp.icr.io"

# Only Required for online install 
entitledRegistryPassword="YOUR-ENTITLED-REGISTRY-PASSWORD-HERE" 

# Only Required for online install 
entitledRegistryUsername="cp" 

# Only required for offline/airgap install
localDockerRegistry="" 

# Only required for offline/airgap install
localDockerRegistryUsername=""

# Only required for offline/airgap install
localDockerRegistryPassword=""

# CP4S FQDN domain (Optional: Not required if your cloudType is set to "ibmcloud" or 
"aws")
cp4sapplicationDomain="cp4s.apps.cluster3.storage-ocp.tuc.stglabs.ibm.com"

# e.g ./path-to-cert/cert.crt (Optional: Not required if you are using ibmcloud or aws). 
See more details: 
https://www.ibm.com/support/knowledgecenter/en/SSTDPP_1.7.0/docs/security-pak/tls_certs.
html.
cp4sdomainCertificatePath="/root/cp4s1.7/TLS/tls.crt" 
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Figure 59   Sample values.conf file

# Path to domain certificate key ./path-to-key/cert.key (Optional: Not required if you 
using ibmcloud or aws). See more at 
https://www.ibm.com/support/knowledgecenter/en/SSTDPP_1.7.0/docs/security-pak/tls_certs.
html.
cp4sdomainCertificateKeyPath="/root/cp4s1.7/TLS/tls.key"

# Path to custom ca cert e.g <path-to-cert>/ca.crt (Only required if using custom/self 
signed certificate and optional on ibmcloud or aws). See more at 
https://www.ibm.com/support/knowledgecenter/en/SSTDPP_1.7.0/docs/security-pak/tls_certs.
html.
cp4scustomcaFilepath="/root/cp4s1.7/TLS/ca.crt" 

# Set image pullpolicy  e.g Always,IfNotPresent, default is Always (Required)
cp4simagePullPolicy="Always"

# Set to "true" to enable Openshift authentication (Optional). Only supported for ROKS 
clusters, for more details, see 
https://www.ibm.com/support/knowledgecenter/en/SSHKN6/iam/3.x.x/roks_config.html
cp4sOpenshiftAuthentication="false"

# Default Account name, default is "Cloud Pak For Security" (Optional)
defaultAccountName="Cloud Pak For Security" 

# set to "true" to enable CSA Adapter (Optional), see 
https://www.ibm.com/support/knowledgecenter/en/SSTDPP_1.7.0/docs/scp-core/csa-adapter-ca
ses.html for more details
enableCloudSecurityAdvisor="false"

# Set storage fs group. Default is 26 (Optional)
storageClassFsGroup="26"

# Set storage class supplemental groups (Optional)
storageClassSupplementalGroups=ibm-spectrum-scale-cnss-new"" 

# Set seperate storageclass for backup (Optional)
backupStorageClass="ibm-spectrum-scale-cnss-new" 

# Set custom storage size for backup, default is 100Gi (Optional)
backupStorageSize="100Gi" 
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Any references in this information to non-IBM websites are provided for convenience only and do not in any 
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materials for this IBM product and use of those websites is at your own risk. 
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