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Introduction to cloud

Cloud is a method of computing. In an age where everything relies on data, from the digital
drive of a single person to the confidential data of a large bank, the internet age requires that
this data is transported rapidly, efficiently, and securely always, sometimes globally.

Before cloud computing, which started to become mainstream only in the late 1990s, each
company, no matter how small or large, arranged their own private data center to store their
data. However, data centers must be well-kept, constantly maintained, and regionally located
to supply data fast; therefore, not only was this method arduous and time-consuming for
companies, but maintaining another space was risky, expensive, and in many instances,
negligent.

Cloud computing, where data of a company is maintained by an established cloud service
provider that has branches globally, is the key to completing the digital transformation for any
business.

Similar to many other cloud service providers in the market, IBM® Hybrid Cloud supplies
customers with cloud computing capabilities. That is, the hybrid cloud features make disaster
recovery, data backup, and business continuity easier and less expensive because the data
can be mirrored across multiple sites globally, and hosted by the cloud provider.

With the acquisition of Red Hat in 2018 and the major IBM shift in focus to Artificial
Intelligence (Al) and Hybrid Cloud, IBM has now positioned itself as one of the leading
contenders for open, hybrid cloud provider of our times.

This IBM Redpaper® publication was created to provide customers and IBM teams with the
necessary background knowledge about cloud, the cloud provider market, and IBM Hybrid
Cloud. The goal is to deliver a general understanding about the different aspects of cloud
computing, and most importantly, what makes IBM Hybrid Cloud unique.
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Definitions

Cloud computing is the on-demand access (by way of the internet) to computing resources,
including servers, storage, databases, networking, software, analytics, and intelligence. This
access typically is made possible over the internet (the cloud) and hosted at a remote data
center that is managed by a cloud service provider (CSP) to offer faster innovation, flexible
resources, and economies of scale.

Five essential characteristics of cloud computing

Cloud computing features the following essential characteristics:
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On-demand self-service
Broad network access
Resource pooling
Rapid elasticity
Measured service

Cloud computing services
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This section describes the following types of cloud computing services that are offered by
cloud providers:

»

Software as a Service (SaaS)

Application software that is hosted in the cloud and that you access and use by way of a
web browser, a dedicated desktop client, or an API that integrates with your desktop or
mobile operating system. This service is sometimes referred to as on-demand software.

Platform as a Service (PaaS)

Provides software developers with an on-demand platform that is the hardware and
software tools for running, developing, and managing applications without the cost,
complexity, and inflexibility of maintaining that platform on-premises.

Infrastructure as a service (laaS)

Provides on-demand access to fundamental computing resources (physical and virtual
servers, networking, storage, and data center space) without the need to manage or
operate them.

Serverless Computing (serverless)

Cloud computing model that offloads all of the back-end infrastructure management tasks
to the cloud provider, which frees developers to focus all their time and effort on the code
and business logic to their applications.

Functions as a Service (FaaS)

Subset of serverless, allows developers to run portions of application code (called
functions) in response to specific events.
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Types of cloud computing

Definitions

The following types of cloud computing are available:

>

Public cloud

Type of cloud computing in which cloud services are used over the open internet on
hardware that is owned by the cloud provider, but its usage is shared by other companies.

Private cloud

Type of cloud environment in which all cloud infrastructure and computing resources are
dedicated to, and accessible by, one single organization. This cloud can run on-premises
or it can be owned, managed, and operated by a service provider.

Hybrid cloud

Connects public and private cloud environments into a single, flexible infrastructure for
running workloads and applications.

Multicloud

Use of two or more clouds from two or more different cloud providers, which often means
companies use multiple cloud services (including SaaS, PaaS, and laaS services) from
two or more of the leading cloud providers.

Organizations choose multicloud to avoid vendor lock-in to have more services to choose
from, and to access more innovation. However, the more clouds that are used (each with
its own set of management tools, data transmission rates, and security protocols), the
more difficult it can be to manage your environment.

Hybrid multicloud
The use of two or more public clouds together with a private cloud environment.

The following definitions are useful to help understand general cloud concepts:

»

Virtualization

Uses software to create an abstraction layer over computer hardware that allows the
hardware elements of a single computer (processors, memory, storage, and more) to be
divided into multiple virtual computers, commonly called virtual machines (VMs).

Virtual machine

A visual representation, or emulation, of a physical computer. Often, they are referred to
as a guest while the physical machine they run on is referred to as the host.

On-premises

Software that is installed and runs on computers that are in the building of the person or
organization that uses the software rather than at a remote facility, such as a server farm
or cloud.

Kubernetes

Container orchestration platform for scheduling and automating the deployment,
management, and scaling of containerized applications. Red Hat uses Linux, cloud,
container, and Kubernetes technologies to supply their enterprise open source solutions.

Containers

Executable unit of software in which an application is packaged with libraries and
dependencies in common way so that it can be run anywhere on the desktop, traditional
IT, or the cloud.


https://www.ibm.com/cloud/blog/5-benefits-of-virtualization
https://www.ibm.com/cloud/learn/kubernetes

» Availability zones (AZs)

In the context of cloud computing, AZs are isolated locations within data center regions
from which public cloud services originate and operate. Regions are geographic locations
where public cloud service providers’ data centers reside. Businesses often choose one or
multiple worldwide availability zones for their services, depending on their needs.

Different cloud providers

The cloud industry is expanding rapidly, with Gartner forecasting worldwide public cloud user
spending to grow 23% to a total of $332.3 billion in 20211 up from $270 billion in 2020. As a
result, billions of dollars are being invested in cloud migration and the cloud service providing
market remains competitive.

Today, the two leaders in cloud computing are Amazon and Microsoft, followed by Google,
Alibaba, and IBM.

This section summarizes the top cloud computing providers.

Amazon Web Services

Amazon Web Services (AWS), a subsidiary of Amazon and one of the first to enter the cloud
computing market space, has a commanding advantage as the most popular, broadly
adopted public and hybrid cloud service provider. It offers an extensive range of infrastructure
and platform services globally to businesses on a metered pay-as-you-go basis.

AWS cloud provides a range of products, services, and solutions, including compute,
DevOps, data analytics, Internet of Things (loT), machine learning, networking, content
delivery, robotics, and serverless computing, in 81 availability zones. Amazon Cloud markets
themselves as a way of assisting customers to become more agile more quickly and cheaply
than building physical server farms.

Microsoft Azure
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Microsoft Azure is the second most popular cloud service. It provides a flexible hybrid cloud
platform for building, testing, deploying, and managing applications and services through
Microsoft-managed data centers.

Because of their 200+ data centers being spread out in many regions, Azure provides a
global reach with a local presence. Azure provides Software, Platform, and Infrastructure
services that support programming languages, tools, and frameworks, including
Microsoft-specific and third-party software and systems.

Microsoft markets themselves as the intelligent cloud for on-premises, hybrid, or multicloud
access, and are cheaper than their biggest competitor, AWS. A key advantage for Azure is
their long Microsoft relationships with large enterprises.

" https://www.gartner.com/en/newsroom/press-releases/2021-04-21-gartner-forecasts-worldwide-public-clo
ud-end-user-spending-to-grow-23-percent-in-2021
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Google Cloud

Google Cloud Platform (GCP) is a suite of cloud computing services that provides
Infrastructure, Platform, and Serverless computing environments. It is a newer yet competitive
cloud service provider.

Google uses GCP internally for their user products, such as Google Search and YouTube.

The company markets themselves as an open source, multicloud, and hybrid cloud
environment that provides advanced data analytic capabilities, all on a net carbon-neutral
cloud because electricity that is used to run Google Cloud products and services is matched
100% with renewable energy.

As a result of entering the cloud computing market late, Google, like IBM, is playing catch-up;
however, their primary advantages are their easy to use Ul and leading tech, considering that
they created Kubernetes.

Alibaba Cloud

Although relatively new, Alibaba Cloud became the largest Chinese cloud computing provider,
and delivers a comprehensive suite of global cloud computing services to power customer
online businesses and their own e-commerce ecosystem.

Along with their cloud offerings, the company offers a host of products and services, such as
compute, network, storage, security, monitoring and managing, communication, analytics,
loT, application development, data migration, and web hosting.

Alibaba markets themselves as possessing an all-inclusive approach to technology, with
significant sector knowledge and powerful insight analytics. Because of their unique
e-commerce-based business model, support services for customer satisfaction, sensitivity to
lucrative business opportunity, and ecosystem, Alibaba made themselves a key player in the
e-commerce and cloud industry.

IBM Hybrid Cloud

IBM Hybrid Cloud is a full stack cloud platform that spans public, private, and hybrid
environments with products and services covering compute, network, storage, management,
security, DevOps, and databases.

Some of their prominent offerings include their bare metal servers, VMware, Cloud Paks for
Application Modernization, Virtual Private Cloud, and the suite of emerging, popular
technologies, such as Al, loT, Blockchain, Data, and Analytics. IBM has been a cloud service
provider since 2011, but only recently began offering Open Hybrid Cloud after the acquisition
of Red Hat in 2018.

Note: IBM Cloud offering portfolio includes IBM Z®, Power Systems, and x86 cloud
capabilities and no other cloud provider currently meets IBM in this space. Thus, the
growth of competitors is based on the markets that they are facing off to. Although IBM is
newer to the cloud-providing industry, IBM is in a different marketplace. Moreover, the
cloud computing games have only just begun.


https://cloud.google.com/
https://us.alibabacloud.com/en
https://www.ibm.com/cloud

Reference architecture

A reference architecture is a proven template solution for architecture within a domain (in this
case, the cloud computing domain). A reference architecture is important because it offers
the following benefits:

» Delivers best practices in a standardized, methodical way.
» Ensures consistency and quality across the development and delivery processes.
» Mitigates risk by taking an asset-based approach to solution development.

Cloud Computing Reference Architecture (CCRA) is an IBM-defined reference architecture
for the cloud computing domain, as shown in Figure 1 on page 6. It is an evolving architecture
that is based on real-world input from many cloud implementations around the globe and was
submitted to the Open Group Cloud Architecture Project.

The IBM CCRA is designed around a set of architectural principles that establish the
framework within which architectural decisions are made. CCRA includes the following
architectural principles:

» Design for cloud-scale efficiencies.
» Support lean service management.
» Identify and use commonalities.
» Define and manage cloud services generically during their lifecycle.
Cloud Service Cloud Service Provider Cloud Service
Consumer Creator
Cloud Services Common Cloud Management Platform
Existing and 3rd Party Bushics e
Senvices, Partner as-a-Service
Ecosystems
Flatform-as-a-Service ‘
SC‘,Ic:L_ld Operational Business Support
s | Support Senvices Seni
Integration : s
Tgols ’ Software-as-a-Semice J (0SS) (BSS) |
Infrastructure-as-a-Service ‘ Service '
Creation
Tools
Infrastructure
Server Storage Network Facilities
Consumer
In-house IT J !
i ‘ Processor I l Drives ‘ l Internal ‘ | Location I
: { Me mory I ‘ Ephemeral ‘ l External ‘ I Fower I ]
! { MNodes I l Persistent ‘ l Inter-site l
/ ,, P

Secunty, Resiliency, Performance & Consumability

Govemance

Figure 1 IBM Cloud Computing Reference Architecture (CCRA)
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What differentiates IBM Cloud?

Scalability

This section describes characteristics that deliver key advantages for the use of IBM Cloud for
your cloud computing workloads and cloud application modernization.

Being the leading enterprise Kubernetes platform, Red Hat OpenShift accelerates the hybrid
cloud adoption process by helping customers to truly shift their business applications to the
cloud.

Although 81% of enterprises use cloud as of 2020, only 50% of all corporate data is stored in
the cloud?. As businesses begin or continue the next chapter of their digital reinventions and
modernize workloads, IBM Hybrid Cloud that is built on Red Hat OpenShift provides them
with open, flexible technology to manage their hybrid multicloud environment.

Hybrid cloud allows businesses to move their workload to the cloud and use cloud services
anywhere, whether that means on- or off-premises.

The Red Hat acquisition was and still proves to be a game changer for IBM Hybrid Cloud,
which makes IBM one of the top hybrid cloud providers in the emerging $1 trillion growth
cloud market.

Although Red Hat maintains their open source innovation tradition, the acquisition brought
together the best-in-class hybrid cloud providers, which enabled companies to securely move
all business applications to the cloud.

With IBM and Red Hat conjoint assistance, customers can use the cloud services that they
purchased to their maximum capability. Developers can then work on applications with any
language or tool and deploy efficiently and rapidly with a click of a button.

Location access

IBM Cloud Kubernetes Services are available to deploy workloads resiliently in over 60 data
centers worldwide, which customers can deploy locally and scale globally and maximize
choice and control.

The location access of IBM Hybrid Cloud is a huge differentiating factor because other cloud
providers have less data center locations and as a result, are less secure regarding disaster
recovery.

Moreover, although other cloud providers experienced outages over the years, such as the
AWS outage in 2018 that caused many of the largest platforms to shutdown and the Microsoft
Azure hour-long outage in 2021, IBM has never experienced such an outage.

IBM Cloud features three tiers of regions:

» Multi-zone regions (MZRs)

MZRs are composed of three or more zones that are independent from each other to
ensure that single failure events affect only a single zone. This configuration ensures that
customer workloads are secure if a singular malfunction occurs. MZRs also provide low
latency and high bandwidth connectivity across zones.

2 Cloud Computing Trends: 2021 State of the Cloud Report:
https://www.flexera.com/blog/cloud/cloud-computing-trends-2021-state-of-the-cloud-report/


https://www.flexera.com/blog/cloud/cloud-computing-trends-2021-state-of-the-cloud-report/

» Single-zone regions (SZR)
SZRs are available to deploy on, but they cannot spread across zones.

» data centers
Data centers host the power, cooling, compute, network, and storage resources that are
used for services and applications.

IBM Cloud Satellite™, allows customers to use a single API to create an IBM Cloud Satellite
location and then, add host machines from any cloud, their on-premises data center, or edge
computing. They can then use IBM Cloud services anywhere they need them, and
consistently deploy, manage, and control workloads across these environments.

Cloud security

IBM has a long-standing history as a leading cloud security provider. Often, customers are
concerned about placing their workloads on the cloud, especially the public cloud, because of
security breaches.

However, IBM ensures that customers are always in control with the IBM Cloud data
protection program, making sure that customers are the only party that governs their private
data.

IBM does not provide customer data to a government agency under any surveillance program
that involves the bulk collection of content or metadata. A shared responsibility for security
exists between IBM and customers, which enables collaborative management and
transparency.

Data Encryption is a tool that protects data across environments, addresses compliance
requirements, and reduces administrative efforts so businesses can remain secure. IBM
Security™ Guardium® Data Encryption encrypts files, databases, and applications;
addresses data security and privacy regulations; and controls encryption keys for
cloud-based data for customers.

The IBM Cloud for Financial Services™ is a cloud that is built to enable transparency, trust,
compliance, and resiliency that financial institutions need. By using this public cloud,
companies can confidently host their critical applications in the cloud and transact quickly and
efficiently.

With IBM Cloud Security and Compliance Center, customers also can use a unified
dashboard to monitor security and compliance controls directly with IBM Cloud. Because the
cost of a data breach is detrimental for businesses, IBM Cloud provides a single platform to
view and manage security with configuration rules, predefined profiles, custom profiles,
insights, reports, and custom tools.

Long-lasting relationship
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IBM works with customers throughout the duration of their cloud transition, from beginning to
end, providing abundant support. To assist with the move, customers can use a database of
published documentation about cloud-related questions, a large community of cloud peers
and experts, constant assistance from outside developers, and IBM expertise.

The use IBM Hybrid Cloud means that businesses never have to go through their cloud
journey alone.
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IBM Garage™ brings together designers, architects, developers, and data scientists to
envision, scale, and execute new plans with businesses. IBM Garage provides customers
with tailored solutions and accommodation, whether that means responding to a quick
disruption or guiding customers one-on-one in a full-scale transformation.

IBM recognizes that one cloud size does not fit all; therefore, IBM is available to accompany
customers throughout their experience.

Beyond the unique IBM Garage methodology, which was proven to accelerate digital
transformation across enterprises, the unfaltering goal for IBM is to always create
long-lasting, functional relationships with not only each customer, but with the entire
ecosystem. Rather than simply dump solutions and leave each customer alone, IBM seeks to
co-create, co-execute, and cooperate to build a successful MVP, solution, and partnership
with every customer.

Leveraging innovation

A major differentiating factor for IBM is the services that are offered alongside IBM Hybrid
Cloud, as shown in Figure 2.

- Services

Certified offerings 4>

Open hybrid

cloud platform

., Red Hat
- OpenShift,

infrastructure

Figure 2 IBM wide range of portfolio offerings

With IBM and Red Hat solutions conjoined, customers can accelerate development and
reduce processing time.

Along with the tailored assistance to shift onto hybrid cloud, IBM offers different Cloud Paks to
streamline digital business development and resiliency. Cloud Paks help enterprises do more.
IBM Cloud Paks are Al-powered software that help organizations build, modernize, and
manage applications securely across any cloud. The following types of Cloud Paks are
available:

» Business Automation
Watson AlOps
Integration

Network Automation
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» Security
» Data

All of these Cloud Pak types include pre-certified, containerized software and services that
provide common operations and integration framework.

IBM offers over 350 services, software, and consulting products that are available for
customers to customize and build the solutions that are tailored for their business. A popular
choice with IBM Hybrid Cloud is integrating Al into workflow, by using the trusted and reliable
IBM data foundation for artificial intelligence. Most Al failures are the result of failures in data
collection and organization, not the Al models themselves; therefore, by using scalable data
infrastructure, customers can gain flexibility, extract insights, and unify tools from complex,
unstructured big data.

Solutions for IBM Watson® and IBM Security are secure. They help customers minimize risk
by using Al and protect data by complying with regulatory and data privacy obligations.

Multicloud and open source flexibility

Price

IBM supports multicloud strategies for application development, migration, modernization,
and management with a range of cloud migration and integration technologies, services, and
consulting offerings.

Customers can choose deployment options that are tuned for specific business needs on any
cloud (IBM, AWS, Azure, or Google Cloud platforms) and any system (x86, Power Systems,
or IBM Z). Each cloud provider has their own set of management tools, data transmission
rates, and security protocols, so at times the multicloud approach lacks visibility; however,
IBM works with customers and competitors to provide seamless cloud integration,
interoperability and portability, latency, and privacy regulations.

A few other cloud providers partake in the multicloud approach, which makes the
collaboration seamless. However, by using the IBM Garage methodology, IBM not only
co-collaborates with customers and other cloud providers, but invests in their ecosystem to
benefit the customer, their partners, and the IBM company.

Along with the no vendor lock-in benefit, the Hybrid Multicloud Platform is built on open

source technologies to provide flexibility, portability, and cloud services by way of open APIs.
By nature, open source is a benefit for all, enabling anyone to look for and fix security flaws,
which creates a much more secure and transparent platform for businesses and consumers.

IBM is invested in open cloud, where one of the foundations of the partnership between IBM
and Red Hat is Kubernetes, the open source application container orchestration software the
makes it easier to configure, deploy, and manage containerized applications. Through Red
Hat OpenShift, IBM can provide the cloud platform where developers can build for hybrid
cloud in open source.

IBM offers flexible cloud billing options for every business by way of three different account
types: Lite, Pay-as-you-go, and Subscription. Each account type offers different features and
are billable on varying levels.
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Lite

The no-cost lite version of IBM hybrid cloud provides access to over 40 services, including
IBM Watson APIs. To access features beyond the lite account, customers can upgrade to
Pay-as-you-go in which they receive a USD 200 credit that is valid for 30 days.

Pay-as-you-go

The Pay-as-you-go purchase model allows access to the full IBM Cloud catalog. Customers
also can create multiple resources groups, but customers pay for only what they use with no
long-term commitments.

Subscription

The subscription account offers many of the same benefits as Pay-as-you-go, but includes
discounts for platform services and support and more consistent billing through subscription.
To get a better idea of how much this model costs, see this IBM Cloud Docs web page.

If you are skeptical about IBM Hybrid Cloud because of the price, consider the value of the
product at-hand, which ultimately saves them money by streamlining data, preventing
breaches, and modernizing workloads.

To estimate how much a firm can save, customers can use the IBM Cloud cost estimator.
Also, along with the IBM Hybrid Cloud services, customers gain IBM expertise, and focus
efforts on specialized application tasks, workloads, security requirements, along with specific
industry and customer needs, and build a successful partnership.

Use cases

This section discusses the following IBM Cloud use cases:
» Walmart Stores: Retail industry

Walmart adopted the agile development method. However, to support their developers in
their new agile approach, Walmart sought to quickly distribute computer resources to
them.

By using IBM Cloud Platform, Walmart created a cloud platform that is driven by APIs to
give developers on-demand access to the resources they need and help the business
scale to meet unpredictable spikes in demand. The collaboration resulted in a 99%
decrease in time that is needed to deliver resources to developers (from 5 days to 10
seconds).

» Deutsche Bank: Financial services

Deutsche Bank had a goal of improving the experience of banking customers and users of
their back-end technology, being employees and external providers and developers who
use the platform to build and run applications.

By using Red Hat solutions, Deutsche Bank then built an open source PaaS to simplify
DevOps collaboration, optimize capacity, and grow efficiency. As a result, they cut the
end-to-end application development time from 6 - 9 months to 2 - 3 weeks.

» Aetna: Healthcare services

A CVS Health business, Aetna approached IBM with the goal of digitally transforming their
business, specifically to improve transparency and interoperability within healthcare.

By using the cloud-based IBM Blockchain Platform, Aetna and IBM collaborated to design
and create a blockchain network to enable healthcare companies to build, share, and
deploy solutions in a highly secure, shared environment.
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» The Weather Company: Computer services

With millions of people relying on the Weather Company website daily, especially in
extreme weather times and usage peaks, the site must remain at their fastest and most
reliable to provide the information that people need to stay safe.

Thus, to optimize elasticity in handling extreme spikes in demand, the Weather Company
worked with IBM to quickly migrate to the IBM Cloud from its existing cloud provider. The
results unlocked significant cost savings, used containerization services with Kubernetes,
and expanded their global reach with access to more data centers.

» Fox Sports: Media and Entertainment industry.

Fox Sports sought to create a highly efficient, cutting-edge workflow that used their
infrastructure to support live event production anywhere in the world, a revolutionary task
for events of their scale.

By using IBM Aspera® Streaming technology, Fox Sports integrated to Telestream
Vantage and Lightspeed systems to deliver broadcast-quality feeds of every World Cup
match to remote production teams in near real time, over unmanaged IP networks. The
results created captivating HD content, greatly reduced costs of production, and delivered
2 petabytes of HD and UHD content from Russia to the US over unmanaged IP networks.

Note: For more information about how IBM Cloud helped to transform businesses, such as
Intel, MongoDB, ExxonMobil, and State Farm, see this web page.

Summary
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IBM Cloud entered the cloud service market in 2011, years later than most of their
competitors, which made the race for the largest market share appear skewed.

Although AWS, Google Cloud, and Microsoft Azure continue to dominate the cloud market,
IBM made great progress to become another leading cloud service provider and robust
competitor, who further challenges and advances the cloud computing game.

With cloud computing becoming the go-to model for IT, especially after the COVID-19
pandemic triggered the move to remote work, cloud providers are continuously trying to
remain competitive with the rapidly growing market. The data acquisition game is ultimately
about having an edge, whether that edge is providing multicloud, hybrid cloud, or
differentiating oneself with Artificial Intelligence, analytics, 10T, and edge computing or
serverless and managed services.

According to the validation of 30 spanning companies, the value that is derived from a full
hybrid, multicloud platform technology and operating model at scale is 2.5 times the value
that is derived from a single platform, single cloud vendor approach3.

Only IBM offers a hybrid cloud, multicloud service, that is facilitated by the acquisition of Red
Hat in 2018, and their unique, tailored Cloud Paks along with Al-infused software and Garage
methodology, all of which enable businesses to transform their businesses.

3 The Hybrid Cloud Platform Advantage:
https://www.ibm.com/thought-leadership/institute-business-value/report/hybrid-cloud-platform
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The next chapter of the cloud requires businesses that are about to embark on their cloud

journey to invest in hybrid multicloud platform strategies and capabilities. They also must use

the cloud service providers that address their exact needs at an accelerated yet efficient

deployment pace and care to foster a long-lasting, trusting, and supportive relationship with

the

ir business.

Note: For more information about the pricing of IBM Hybrid Cloud with Red Hat OpenShift,
see this IBM Cloud Pricing web page.
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What is Cloud Security: An overview of cloud security:
https://www.ibm.com/cloud/Tearn/cloud-security

IBM Terms:

https://www.ibm.com/software/sla/sladb.nsf/sla/dsp

IBM Cloud Security and Compliance Center:
https://www.ibm.com/cloud/security-and-compliance-center

IBM 1H 2021 Law Enforcement Requests Transparency Report:
https://www.ibm.com/downloads/cas/DAGAKDJG

Chat with an IBM Expert:
https://www.ibm.com/account/reg/us-en/subscribe?formid=urx-47762

IBM Cloud: Catalog:

https://cloud.ibm.com/catalog#services

Unlock your data for Al:

https://www.ibm.com/analytics/unlock-data-for-ai

Reduce reputational and regulatory risk:
https://www.ibm.com/analytics/reduce-reputational-and-regulatory-risk
Manage risk and improve compliance with IBM RegTech:
https://www.ibm.com/industries/banking-financial-markets/risk-compliance
Data governance tools and solutions: Why employ data governance solutions?

https://www.ibm.com/analytics/data-governance
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IBM Cloud Docs: Managing your account, resources, and access: Account types:
https://cloud.ibm.com/docs/account?topic=account-accounts
Get full access to IBM Cloud:
https://www.ibm.com/cloud/pricing/pay-as-you-go

Find out what factors help mitigate breach costs:
https://www.ibm.com/account/reg/us-en/signup?formid=urx-46542
IBM Cloud for Financial Services:
https://www.ibm.com/cloud/financial-services

IBM Cloud for Financial Services:
https://www.ibm.com/downloads/cas/PLPO3PZY

AWS Says It's Never Seen a Whole Data Center Go Down:

https://www.datacenterknowledge.com/amazon/aws-says-it-s-never-seen-whole-data-
center-go-down

Navisite Blog:

https://www.privoit.com/resources/3-reasons-why-aws-is-dominating-the-cloud-mar
ketplace

What are availability zones?
https://searchaws.techtarget.com/definition/availability-zones
Redhat: What is Kubernetes?
https://www.redhat.com/en/topics/containers/what-is-kubernetes
Seven Reasons for Alibaba’s Ground-Breaking Success:

https://www.bbntimes.com/society/seven-reasons-for-alibaba-s-ground-breaking-su
ccess

Gartner Forecasts Worldwide Public Cloud End-User Spending to Grow 23% in 2021:

https://www.gartner.com/en/newsroom/press-releases/2021-04-21-gartner-forecasts
-worTdwide-public-cloud-end-user-spending-to-grow-23-percent-in-2021

The right solution begins with the IBM Garage:

https://www.ibm.com/garage/services?pl=Search&p4=43700054945079354&p5=e&gclid=E
ATaIQobChMI7fjs4NT08QIVSUpyCh33iwuoEAAYASACEgJKTvD BwE&gcTsrc=aw.ds

IBM Garage Tour:
https://www.ibm.com/garage/tour/
Build on the most open cloud:
https://www.ibm.com/cToud/open

In the era of open hybrid cloud, open source skills matter more than proprietary software
skills:

https://developer.ibm.com/devpractices/open-source-development/blogs/oreilly-op
en-source-skill-survey-blog/
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» Deutsche Bank streamlines development platform, democratizes IT:

https://www.redhat.com/en/success-stories/deutsche-bank? ga=2.193380269.1238082
881.1627259477-1317987756.1623180944

» Aetna, IBM launching new blockchain healthcare network:

https://www.fiercehealthcare.com/tech/aetna-anthem-hcsc-and-ibm-creating-new-b1
ockchain-healthcare-network

This paper was produced by a team of specialists from around the world working at IBM
Redbooks, Poughkeepsie Center.

Dino Quintero is an IBM Redbooks® Project Leader and an IBM L3 Certified Technologist
with IBM Systems. He has 25 years of experience with IBM Power Systems technologies and
solutions. Dino shares his technical computing passion and expertise by leading teams
developing technical content in the areas of enterprise continuous availability, enterprise
systems management, high-performance computing (HPC), cloud computing, artificial
intelligence including machine and deep learning, and cognitive solutions. He also is a
Certified Open Group Distinguished IT Specialist. Dino holds a Master of Computing
Information Systems degree and a Bachelor of Science degree in Computer Science from
Marist College.

Madison Lee is a third-year computer science student at Columbia University, working as a
Technical Solution Specialist Intern at the IBM San Francisco office this Summer. She joined
the IBM Redbooks team, enabling her to work on a few residencies. Over the course of her
internship, Madison has co-authored two official IBM documents.
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Now you can become a published author, too!

Here's an opportunity to spotlight your skills, grow your career, and become a published
author—all at the same time! Join an IBM Redbooks residency project and help write a book
in your area of expertise, while honing your experience using leading-edge technologies. Your
efforts will help to increase product acceptance and customer satisfaction, as you expand
your network of technical contacts and relationships. Residencies run from two to six weeks
in length, and you can participate either in person or as a remote resident working from your
home base.

Find out more about the residency program, browse the residency index, and apply online at:

ibm.com/redbooks/residencies.html

Stay connected to IBM Redbooks

» Find us on LinkedIn:
http://www.linkedin.com/groups?home=&gid=2130806

» Explore new Redbooks publications, residencies, and workshops with the IBM Redbooks
weekly newsletter:

https://www.redbooks.ibm.com/Redbooks.nsf/subscribe?0penForm
» Stay current on recent Redbooks publications with RSS Feeds:

http://www.redbooks.ibm.com/rss.html
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Notices

This information was developed for products and services offered in the US. This material might be available
from IBM in other languages. However, you may be required to own a copy of the product or product version in
that language in order to access it.

IBM may not offer the products, services, or features discussed in this document in other countries. Consult
your local IBM representative for information on the products and services currently available in your area. Any
reference to an IBM product, program, or service is not intended to state or imply that only that IBM product,
program, or service may be used. Any functionally equivalent product, program, or service that does not
infringe any IBM intellectual property right may be used instead. However, it is the user’s responsibility to
evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not grant you any license to these patents. You can send license inquiries, in
writing, to:

IBM Director of Licensing, IBM Corporation, North Castle Drive, MD-NC119, Armonk, NY 10504-1785, US

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION “AS 1S”
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of express or implied warranties in
certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. IBM may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time
without notice.

Any references in this information to non-IBM websites are provided for convenience only and do not in any
manner serve as an endorsement of those websites. The materials at those websites are not part of the
materials for this IBM product and use of those websites is at your own risk.

IBM may use or distribute any of the information you provide in any way it believes appropriate without
incurring any obligation to you.

The performance data and client examples cited are presented for illustrative purposes only. Actual
performance results may vary depending on specific configurations and operating conditions.

Information concerning non-IBM products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. IBM has not tested those products and cannot confirm the
accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on the
capabilities of non-IBM products should be addressed to the suppliers of those products.

Statements regarding IBM’s future direction or intent are subject to change or withdrawal without notice, and
represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate them
as completely as possible, the examples include the names of individuals, companies, brands, and products.
All of these names are fictitious and any similarity to actual people or business enterprises is entirely
coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs in
any form without payment to IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating platform for which the sample
programs are written. These examples have not been thoroughly tested under all conditions. IBM, therefore,
cannot guarantee or imply reliability, serviceability, or function of these programs. The sample programs are
provided “AS 1S”, without warranty of any kind. IBM shall not be liable for any damages arising out of your use
of the sample programs.

© Copyright IBM Corp. 2022. 17



Trademarks

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International Business Machines
Corporation, registered in many jurisdictions worldwide. Other product and service names might be
trademarks of IBM or other companies. A current list of IBM trademarks is available on the web at “Copyright
and trademark information” at http://www.ibm.com/1egal/copytrade.shtmi

The following terms are trademarks or registered trademarks of International Business Machines Corporation,
and might also be trademarks or registered trademarks in other countries.

Aspera® IBM Cloud Satellite™ Redbooks®
Guardium® IBM Garage™ Redbooks (logo) ¢@ ®
IBM® IBM Security™ Satellite™ '
IBM Cloud® IBM Watson®

IBM Cloud for Financial Services™ IBM Z®

The following terms are trademarks of other companies:

Intel, Intel logo, Intel Inside logo, and Intel Centrino logo are trademarks or registered trademarks of Intel
Corporation or its subsidiaries in the United States and other countries.

The registered trademark Linux® is used pursuant to a sublicense from the Linux Foundation, the exclusive
licensee of Linus Torvalds, owner of the mark on a worldwide basis.

Microsoft, and the Windows logo are trademarks of Microsoft Corporation in the United States, other
countries, or both.

OpenShift, Red Hat, are trademarks or registered trademarks of Red Hat, Inc. or its subsidiaries in the United
States and other countries.

VMware, and the VMware logo are registered trademarks or trademarks of VMware, Inc. or its subsidiaries in
the United States and/or other jurisdictions.

Other company, product, or service names may be trademarks or service marks of others.
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