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Preface

This IBM® Redpaper publication describes support for Red Hat OpenShift Container Platform
application data protection with IBM Spectrum® Protect Plus. It explains backup and restore
operations for persistent volume data by using the Container Storage Interface (CSl) plug-in.

The paper starts with an introduction and overview of containers and Red Hat OpenShift,
followed by a quick review of the IBM Spectrum Protect Plus architecture and functions.
Readers who are familiar with any one of these topics can skip the corresponding chapters.

Chapter 3, “Installing IBM Spectrum Protect Plus as a containerized application” on page 21
reviews the specific case of deploying IBM Spectrum Protect Plus as a containerized
application. Chapter 4, “Container Backup Support” on page 61 - Chapter 6, “Using Container
Backup Support” on page 121 review the support for containers backup, the CSI, and several
options for installing, configuring, and the use of the backup as a service (BaaS) components
as implemented and supported by IBM Spectrum Protect Plus.

Chapter 6, “Using Container Backup Support” on page 121 also reviews the use case of
backing up and restoring a containerized application in a consistent way by implementing pre-
and post-backup tasks.

Finally, Chapter 7, “Red Hat OpenShift cluster disaster recovery solution” on page 147
describes a solution for a Red Hat OpenShift cluster recovery that combines Velero and
IBM Spectrum Protect Plus restore operations.
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Introducing containers

This chapter presents the conceptual foundations of containers, the evolution of computing
from bare metal computers to virtual machines (VMs), and then, containers. It also describes
the Red Hat OpenShift Container Platform that is based on Kubernetes.

The chapter also addresses the concept of persistent data, storage for containers, the
approach that is used to back up containers, and the challenges that can be encountered
when backing up a container environment with IBM Spectrum Protect Plus.

This chapter includes the following topics:

» 1.1, “Containers overview and concepts” on page 2
» 1.2, “Orchestrating containers” on page 4
» 1.3, “Protecting a Red Hat OpenShift environment” on page 7

© Copyright IBM Corp. 2021, 2022. 1



1.1 Containers overview and concepts

For decades, most users are familiar with the physical (bare-metal) server that they rely on to
run a single monolithic application by using the compute and storage resources of one
computer in a beige steel box. Often times, a rack was used that was connected to a network
switch and storage-area network.

Later on came the VM, where the compute and storage resources of the physical server were
abstracted by software. This configuration enabled multiple virtually running computer
systems with their own CPU, memory, network interface, storage, and operating systems.
Although they worked independently of each other, they always shared hardware. They are
still used and relevant, but now are evolving to a new way of abstracting the compute and
storage hardware into what are called containers.

These “containers” are an executable unit of software in which application code is packaged,
along with its libraries and dependencies, and stored in a repository as an image. By doing
so, it can be run anywhere, whether it be on desktop, traditional IT, or the cloud. Containers
are small, fast, and portable because unlike a VM, containers do not need to include a guest
operating system in every instance. Instead, they can use the features and resources of the
host operating system.

The three deployment model’s characteristics are shown in Figure 1-1. Traditional deployment
workloads examples include physical and bare metal deployments, files, databases, and
applications. The virtualized deployment consists of multiple VMs, each with a separate
operating system on a single physical server's CPU cores. The container-based deployment
allows multiple applications to be within the same operating system, but with their own
independent sets of dependencies.

App App
s - -] -
!
Virtual Machine Virtual Machine Container Container Container

App App  App

Traditional Deployment Virtualized Deployment Container Deployment

Figure 1-1 Application deployment models
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1.1.1 Benefits of containers

The primary advantage of containers, especially compared to a VM, is providing a level of
abstraction that makes them lightweight and portable:

» Lightweight containers share the machine operating system kernel, which eliminates the
need for a full operating system instance per application and makes container files small
and easy on resources. Their smaller size, especially compared to VMs, means that they
can spin up quickly and better support cloud-native applications that scale horizontally.

» Portable and platform independent: Containers carry all their dependencies with them;
that is, software can be written once and then, run without needing to be reconfigured
across laptops, cloud, and on-premises computing environments.

» Supports modern development and architecture: Because of a combination of their
deployment portability and consistency across platforms and their small size, containers
are an ideal fit for modern development and application patterns (such as DevOps,
serverless, and microservices) that are built are regular code deployments in small
increments.

» Improves utilization: Like VMs before them, containers enable developers and operators to
improve CPU and memory usage of physical machines. Where containers go even further
is that application components can be deployed and scaled more granularly because
containers also enable microservice architectures. This ability is an attractive alternative to
having to scale up an entire monolithic application because a single component is
struggling with load.

1.1.2 Container concepts

A standardized approach is used to developing and deploying containerized applications, as
shown in Figure 1-2.

Client

Container Host Container Registry
ez e Container Runtime F==~-
cli build - i
4 , \ Images
| A
# Containers II‘-. “|--Container
cli pull -~ \ Images =t

cli run =

Y <
T

y /
A "X

=

Figure 1-2 Container concepts
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Containers feature the following main components:
» Container command-line interface (CLI)

Provides an interface to interact with the container run time. The CLlI is used to interact
with the container run time to build new images or move images between the host and the
container registry.

» Container run time

This run time manages the lifecycle of a container, along with how a container runs code.
Several container run times are available, including Docker and Podman.

» Container image

A container image is a read-only snapshot of a container that is stored in public or private
repository or on the host for running by the container run time. Images also are used as a
template for building containers.

» Container

This unit of software packages code with its required dependencies to run in an isolated,
controlled environment.

» Container registry

Container images are stored in registries. Several large public registries are used in which
images for “off the shelf” applications are published. Most enterprises that write in-house
applications also include private registries that are hosted by a cloud provider

(IBM Cloud®) or run internally.

1.2 Orchestrating containers

Although it is possible to run containers on an individual machine, the use of containers at
scale is practical only with a container orchestration platform. As containers proliferated
(today, an organization might have hundreds or thousands of them), operations teams are
needed to schedule and automate container deployment, networking, scalability, and
availability.

To support these orchestration needs, several platforms exist. However, in this IBM Redpaper
publication, we focus on Red Hat OpenShift Container Platform, which is based on
Kubernetes. This orchestration platform is available on most cloud providers (IBM Cloud,
Microsoft Azure, Amazon Web Services (AWS), and others) and also is available for
installation on-premises.

1.2.1 Red Hat OpenShift introduction

This section is not meant to be a guide to the Red Hat OpenShift Container Platform. Instead,
the intention is to introduce the key components of the Red Hat OpenShift platform that are
relevant to backup and restore by using the IBM Spectrum Protect tools.

For more information about available documentation, see this Red Hat OpenShift
Documentation web page.

In 1.1.2, “Container concepts” on page 3, we reviewed the concept of containers and the
container run time that runs the containers on a single host. Red Hat OpenShift extends these
capabilities by using a cluster, as shown in Figure 1-3 on page 5.
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Control Plane

Controller
Manager

Scheduler E
[

‘ API Server

Worker

‘ Kubelet H Kube Proxy ‘

Container
Runtime

W

Figure 1-3 Red Hat OpenShift cluster topology

A Red Hat OpenShift cluster consists of the following key components:

>

Control Plane
Consists of one or more nodes that host the control components for the cluster.
Apiserver

The entry point to the cluster. The central point for all users, automation, and Kubernetes
resources to interact with the cluster. It is responsible for storing the application state in the
etcd persistent storage for the cluster.

etcd

Highly available data store of the configuration of the cluster. Contains the details of the
cluster and the applications that are hosted on the cluster.

Controller manager

A daemon that manages the key control loops of the platform that ensure the state of the
cluster matches the state as defined in the etcd database.

Scheduler

Controls the placement of application pods on the worker nodes.
Worker

A set of one or more nodes where the workloads on the cluster run.
Kubelet

Primary node agent of the node that communicates with the apiserver.
kube proxy

The network proxy for the cluster.

Container run time

The run time that runs the containers, as with the single host solution. It can be any
container run time that supports the Open Container Initiative (OCI) specification.

Chapter 1. Introducing containers 5



Red Hat OpenShift provides the capability to deploy an application as a set of containers. The
description of the containers to run and the configuration for the application are packaged as
a deployment. A high-level view of a deployment is shown Figure 1-4.

Worker Node Storage

P

Persistent Volume Claim Persistent Volume

Block Storage

File Storage

s - ?

\ Secret
Storage Class Provisioner

Figure 1-4 A deployment
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A deployment is a Red Hat OpenShift artifact that defines the pods that are to be deployed.
Deployments include the following key components:

» Namespaces

The container management system provides several constructs to make it easier to
manage larger-scale deployments where multiple teams share an instance. Namespaces
provide a way to create separate islands; for example, to keep two teams from seeing
each other’s containers. Deployments are deployed to namespaces.

» Pods

A pod is the unit of work that the scheduler schedules onto the worker nodes. Pods
contain one or more containers, and describe the persistent volume claims (PVCs) that
the containers need for storage.

» PVC

A request to a storage system for a place to store data. PVCs can be static or dynamic.
With dynamic provisioning, a developer can deploy an application with a PVC, and a
volume is automatically created and assigned. A PVC defines the type of storage class
that it needs.

» Storage classes

Storage classes define the characteristics of a persistent volume. They indicate which
storage provider must provision the volume and the specifics of the volume that is required
(retention, priority, and expansible, and so on).

» Persistent volumes

When containers must store data that exists through restarts, they use persistent volumes.
These storage volumes are available until deleted.
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» Provisioner

Each persistent volume is created by a provisioner that uses a plug-in to interface with
different types of back-end storage. The latest specification for provisioners is the
Container Storage Interface (CSI). CSl is an abstraction layer for underlying storage
technologies.

Storage vendors can write a CSl driver and then, Kubernetes dynamically provisions
persistent volumes, as needed. CSI also supports other storage functions, such as
snapshots, although not all CSI enabled storage includes support for the snapshot
functions.

The CSI standard replaces an established approach that is known as in-tree storage
plug-insthat Kubernetes is deprecating.

» Configuration maps and secrets

Extra data that is used to fully describe the deployment. Configuration maps provide a way
to pass configuration data to a running container without hardcoding that information in the
container image that is stored in the registry or the YAML file definition.

Secrets provide similar functions for sensitive information that requires extra privacy and
security.

1.3 Protecting a Red Hat OpenShift environment

When implementing a solution to protect Red Hat OpenShift containers, it is important to
understand the components of the environment and their specific protection requirements.

Some components do not need to be protected; for example, because they can be easily
reinstalled, re-created from images, or are part of the underlying infrastructure (for example,
physical hosts, storage systems, and network devices).

Other entities might be important to be protected because they contain unique
customer-specific information, such as passwords, configuration information, or application
data that was created by users.
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1.3.1 Protected items

Figure 1-5 shows a basic Red Hat OpenShift environment.
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Figure 1-5 Components to be protected in a Red Hat OpenShift cluster

The disabled items in gray that are shown in Figure 1-5 do not need to be backed up because
they can be rebuilt if a failure occurs. If for example, a worker-node fails, the Red Hat
OpenShift-Scheduler relocates application containers to other nodes in the cluster. The
infrastructure administrators can deploy a new worker-node to reestablish the wanted level of
redundancy.

The colored items that are shown in Figure 1-5 indicate entities that must be protected
because they contain specific user data that cannot be rebuilt from other sources.

The following items include the cluster metadata (which is stored in the etcd database) and
the application data from stateful pods (which is stored in persistent volumes):

» Cluster metadata

Red Hat OpenShift stores most of the cluster’'s operational state in the etcd cluster
database on the control nodes. A backup of etcd is always considered a best practice for
production clusters. However, etcd is not the only consideration. It is also essential to have
backups of some of the static assets that are created during deployment or updated later;
for example, PKI assets or certificates that are used by the Red Hat OpenShift apiserver
and any secrets or configuration maps.

» Application data

In addition to all of the metadata that is necessary to reconstitute Red Hat OpenShift,
recovering stateful pods is useless, unless the persistent data that is associated with those
pods also is recovered. This process involves protecting the stateful data on persistent
volumes. Containerized applications also need crash or application-consistent backups,
depending on the requirements of the application.

8 IBM Spectrum Protect Plus: Protecting Red Hat OpenShift Containerized Environments




1.3.2 IBM Spectrum Protect Plus Container Backup support

IBM Spectrum Protect Plus offers support to protect Red Hat OpenShift environments.

IBM Spectrum Protect Plus uses the open source tool Velero to facilitate Kubernetes
metadata (etcd) backups. These backups can be stored locally in the cluster (for example, for
fast recovery of older states) or copied to external object or disk storage (for example, for
disaster protection or to enable cross-cluster recovery).

Also, IBM Spectrum Protect Plus implements mechanisms to protect user data that is stored
in persistent volumes. This backup data can be stored locally in the form of storage snapshots
or copied to external object or disk storage.

For more information about the general IBM Spectrum Protect Plus architecture, see in
Chapter 2, “IBM Spectrum Protect Plus architecture” on page 11.

For more information about container backup support, such as components, prerequisites,
supported Red Hat OpenShift environments, and storage providers, see Chapter 4,
“Container Backup Support” on page 61.
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IBM Spectrum Protect Plus
architecture

This chapter provides a general architectural overview of the IBM Spectrum Protect Plus
solution. Readers that are familiar with the product can skip this chapter.

The information that is included in this chapter is intentionally kept brief. For more information
about this topic, see IBM Spectrum Protect Plus documentation or read the IBM Redbooks
publication IBM Spectrum Protect Plus Practical Guidance for Deployment, Configuration,
and Usage, REDP-5532.

This chapter includes the following topics:

» 2.1, “Overview” on page 12
» 2.2, “Architecture” on page 12
» 2.3, “Components and terminology” on page 15
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2.1 Overview

IBM Spectrum Protect Plus is used for backing up virtualized systems, databases, file
systems, cloud-managed applications, and containerized applications. Incremental backups
are realized by using snapshot technology to provide rapid backup, data reuse, recovery, and
(self-service) data management.

Data availability retention compliance is provided through automated service-level
agreements (SLAs).

IBM Spectrum Protect Plus is a zero touch data protection solution; that is, no manual agent
roll-out or installation is needed.

2.2 Architecture

Figure 2-1 shows an overview of the IBM Spectrum Protect Plus architecture with key
components and the data transfer options from the data sources.

VMs and
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Protect server

@ vavrossm

Directory
container pool

~ff——replication stgrule———»

Figure 2-1 IBM Spectrum Protect architecture overview

Repositories can be a vSnap storage server or an IBM Spectrum Protect directory container
pool, or S3 cloud storage. The data source type defines which options are available and is
shown in Figure 2-1with the lines from the “VMs and application” box.

The IBM Spectrum Protect Plus server is the control plane of all backup data, regardless of
where it is stored.
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A common deployment approach to copy snapshots to secondary backup storage is shown in
Figure 2-2 (copy to IBM Cloud Object Storage) and Figure 2-3 (copy to a repository IBM
Spectrum Protect server).
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Protect Plus server
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Replicate

Figure 2-2 Deployment across two geographical locations with copy to cloud storage

Location 2

@ Datacenter

Location 1

@ vCentaer @ Datacenter

Primary Site Secondary Site

r&ﬁ IBM Spectrum J
Protect Plus server -

| 1BM Spectrum Protect |

9 VADP proxy e VADP proxy . S @ VADP proxy
Data copy S
0 vSnap server 9 vSnap server - O vSnap server

Replicate

Figure 2-3 Deployment across two geographical locations with copy to IBM Spectrum Protect

Backup of VMware workloads directly to an IBM Spectrum Protect server was introduced with
IBM Spectrum Protect server 8.1.16 and IBM Spectrum Protect Plus 10.1.12. This
configuration does not require a vSnap server. Instead, an Open Snap Store Manager
(OSSM) agent is used to provide an extra layer of data protection by backing up the data to
IBM Spectrum Protect directory-container storage pools.

Also, by using OSSM, you can replicate the data from one IBM Spectrum Protect server to
another IBM Spectrum Protect server.
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The OSSM components are shown in Figure 2-4.
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Figure 2-4 Configuration with Open Snap Store Manager

Three components are introduced. On the VADP proxies, the Mount Controller and the Mount
Agent are installed. On the IBM Spectrum Protect server, the Control Agent can be selected
as part of the server installation. These components make data transfer transparent to

IBM Spectrum Protect Plus and IBM Spectrum Protect.

Note: As of this writing, IBM Spectrum Protect server that also serves as OSSM control
agent is supported on only Linux x86_64 that is protecting VMware workloads.

Container workloads, such as Kubernetes and Red Hat OpenShift clusters backup (snapshot)
copies, can be stored directly into an S3 object store. This feature makes the solution
independent of a noncontainerized infrastructure.

Moving the objects to or from the object store is based on the restic tool that is part of the
backup as a service (BaaS) client installation. The restic tool also handles the expiration of
data in the object store. The following object stores are supported:

» Amazon S3

IBM Cloud Object Storage
Microsoft Azure Blob storage
S3 compatible storage

vYyy

For more information about other validated vendors, see IBM Support technote 1087149.

For more information about the BaaS$S installation, see Chapter 5, “Implementing Container
Backup Support” on page 85.
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The key components and terms are described next.

2.3 Components and terminology

This section includes a short description of some of the most important IBM Spectrum Protect
Plus components and terms in the context of this publication. For more information, especially
about sizing aspects, see the IBM Spectrum Protect Plus Blueprints that are available at this
web page.

2.3.1 IBM Spectrum Protect Plus server

The IBM Spectrum Protect Plus server is the component that manages and orchestrates the
entire system. It also is the “brain” that provides the web interface portal with role-based
access. It is used for configuring and operating the backup and restore solution, and
performing centralized scheduling of activities.

Although the IBM Spectrum Protect Plus server orchestrates the entire system, it only
“triggers” actions; that is, it is not part of the backup processing data path. Backup data flow is
handled between other components directly to prevent a bottleneck at the IBM Spectrum
Protect Plus server. The IBM Spectrum Protect Plus server is responsible for scheduling,
starting, and cataloging the backups.

Figure 2-1 on page 12 shows the IBM Spectrum Protect Plus server in the middle, which is
deployed as a virtual machine (VM). The IBM Spectrum Protect Plus server communicates
with the backup clients by using standardized API calls. This communication is used to
manage the inventory and backup processes.

Note: One IBM Spectrum Protect Plus server instance is used per deployment.

2.3.2 vSnap Backup Storage server

The vSnap Backup Storage server (vSnap server) is the component that is responsible for
storing and processing the backup data that is received from production systems (backup
clients).

Backups that are taken as block-level incremental forever backups from VMs, databases, and
applications are stored according to the backup policies (SLA) as a read/write snapshot in the
vSnap server. A vSnap server can run on virtual or physical systems, and can be replicated to
a second vSnap server as a disaster recovery (DR) option.

If required, data can be copied to IBM Spectrum Protect, onto multiple different storage
options (such as Object Storage), or onto a dedicated Object Storage (such as IBM Cloud
Object Storage) to increase the protection level.

The vSnap server manages the backup traffic and workload. The backup metadata is sent to
the IBM Spectrum Protect Plus server. To achieve local backup data placement by using SAN
or LAN networks and to scale out, multiple vSnap servers often are used within an

IBM Spectrum Protect Plus solution. For efficient performance, correct sizing of the vSnap
server is crucial.

For more information, see the IBM Spectrum Protect Plus Blueprints that are available at this
web page.
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Note: One or more vSnap servers are used per deployment, usually at least one per site.
Any vSnap server can belong to a single site only.

2.3.3 VADP proxy server with vSnap backup storage server

To protect VMware VMs, a VADP proxy server must be used. This proxy server or data mover
is responsible for moving data from vSphere data stores (through the proxy server) to the

vSnap server. Each site, with VMware VMs that are required to be backed up, needs at least
one VADP proxy server to be deployed. Based on sizing, more VADP proxies can be added.

Note: A common practice is to deploy the VADP proxy together with the vSnap server. In
this case, IBM Spectrum Protect optimizes data movement by eliminating extra transfer
overhead (NFS mount over LAN), and handling this traffic inside the same (virtual or
physical) machine.

2.3.4 Open Snap Store Manager storage server

As an alternative to vSnap servers, backup data can be ingested directly into an

IBM Spectrum Protect server directory container pool. At the time of this writing, VMware
workloads are supported. The OSSM component is installed on the IBM Spectrum Protect
server that is running Linux x86_64 and on at least one VADP proxy node.

A new concept of a central control agent that is installed on the IBM Spectrum Protect server
controls the backup and restore data flow. Data can be replicated to a secondary
IBM Spectrum Protect target server.

For more information about how to implement OSSM, see IBM Support technote 6612979.

2.3.5 VADP proxy with OSSM

The proxy agent is controlled by the central control agent to start the backup and restore
process.

The mount agent handles the file operations for backup and restore operations. A local
MariaDB holds temporary metadata during the backup process. To reduce network traffic
data, deduplication queries ensure that extents are not resent to the IBM Spectrum Protect
server.

The VADP proxy OSSM components cannot be configured on the same operating system as
the IBM Spectrum Protect server.

2.3.6 Backup clients

Systems that are protected by IBM Spectrum Protect Plus often are referred to as backup
clients. Backup clients are in one of the following categories:

» Virtualized: VMware, Hyper-V, and Amazon EC2

» Databases: IBM Db2®, Oracle, MongoDB, Microsoft SQL, Microsoft Exchange, and
SAPHANA
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» Container: Kubernetes and Red Hat OpenShift Container Platform
» File Systems: Microsoft Windows

This publication focuses mainly on the use of IBM Spectrum Protect Plus to protect
containerized application data that is deployed in a Red Hat OpenShift environment.

For more information about IBM Spectrum Protect Plus Container Backup Support (BaaS),
see Chapter 4, “Container Backup Support” on page 61.

For more information about backup and restore requirements for the different supported
systems, see this IBM Support web page.

IBM Spectrum Protect Plus Online Services

IBM Spectrum Protect Online Services replaced the former way of protecting M365
workloads. Today, the service also supports sales force data protection. The service runs in
the Microsoft Azure cloud and is operated by IBM.

Although no onsite infrastructure is required, it is possible to bring your own storage (BYOS)
instead of what is provided by IBM. All backup and restore is done by using the online portal.
As of this writing, data centers are in the US, Canada, Germany, and the UK.

2.3.7 Service-level agreement backup policies

SLA backup policies (also known as policies) define the backup jobs parameters. This
definition includes information about backup schedule, retention time, target (site), and extra
protection (replication or extra copy). You assign backup clients to one or multiple SLAs to
create corresponding backup jobs. Although an SLA cannot be renamed, the parameters can
be modified for future backups.
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Figure 2-5 shows the different options of target storage, depending on the data source.

Policy Type
Select policy type

o You will not be able to change the policy type after the policy has been created

Category All protected

Tiered vSnap

This policy includes these functions:

— Back up fo vSnap server
— Back up logs

— Replicate data

— Copy or archive data

The following workloads can use
this policy:

- VMware

— Hyper-V

— Db2

— Exchange

— Microsoft 365

— MongoDB

— Oracle

- 50QL

— SAP HANA

— Windows File System

OSSM

This policy includes these functions:

— Back up to 055M
— Replicate data

The following workloads can use
this policy:

- VMware

Tiered snapshot

This policy includes these functions:

— Back up fo vSnap server

— Manage snapshot
protection

— Back up logs

— Replicate data

— Copy or archive data

The following workloads can use

this policy:

— Kubernetes
— OpenShift

Figure 2-5 Policy types available depending on workload type

2.3.8 Site

The term siteis used as a policy construct to manage data placement in the IBM Spectrum
Protect Plus environment. A site can have physical or logical meaning. such as a physical
data center, or a logical organizational structure. IBM Spectrum Protect Plus components are
assigned to sites to localize and optimize data paths.

Note: A default deployment includes two sites: primary and secondary. You can change
names, add sites, and define a throttle rate to limit maximum throughput between sites that
are used for replication or copy operations.
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2.3.9 Extra copies

You can increase the level of protection for your backup data by creating copies. These copies
can be stored in one of the following locations:

On secondary backup storage (that is object storage)

On multiple vSnap servers (assigning multiple SLA backup policies)

As a replication between two vSnap servers (for more information, see “Replication”)
As a tape or cloud archive storage (object archive cloud storage, physical tape or VTL)

vyvyyy

Note: All types of extra copies establish new extra copies. None of those copies are
moving or migrating any data from one storage tier to another.

2.3.10 Replication

Replication is a specific type of extra copy and refers to the replication of the backup storage
data from one backup storage server to another backup storage server. The replication can
be a vSnap-to-vSnap server or from a source-to-target IBM Spectrum Protect server by way
of the OSSM agent.

The partner relationship configuration between sites dictates the data placement of the
secondary copy.

Common use cases for replication are to protect your backup data against the following
issues:

» Complete loss of a primary vSnap or IBM Spectrum Protect server
» Loss of an entire data center (site)
» Limited available space in source location; defining a longer retention time for the target

Note: Replication is possible between vSnap servers that are assigned to different sites
only. Replication is the only way to recover a vSnap server.
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Installing IBM Spectrum Protect
Plus as a containerized
application

This chapter discusses the deployment of IBM Spectrum Protect Plus as a set of containers
within a Red Hat OpenShift Container Platform. Do not confuse this specific installation with
the ability of protecting containerized application data, which also is supported by the
traditional IBM Spectrum Protect Plus deployment.

For more information about this traditional deployment, see Chapter 5, “Implementing
Container Backup Support” on page 85.

We assume that you have a basic knowledge of containers and the Red Hat OpenShift
Container platform. You must understand the meaning of terms such as pods, storage class,
persistent volume claim (PVC), and operators. For more information about these terms and
concepts, see Chapter 1, “Introducing containers” on page 1.

It also is important to understand that when deploying the IBM Spectrum Protect Plus Server
as a set of containers, the vSnap server is not part of this containerized deployment. Without
a vSnap server, you can still perform backups of configuration resources and PVCs with
IBM Spectrum Protect Plus server; however, these backups remain as local snapshots that
are inside the Red Hat OpenShift Container Platform, without copy outside of the cluster.

To secure an extra copy outside of the containerized environment, starting IBM Spectrum
Protect Plus version 10.1.9, you can store backup on a vSnap server (which must be installed
and configured by using the .ova image for VMware Virtual environment) or store your
backup directly to an object storage.

For more information, see this IBM Documentation web page.

Note: For the installation that is described in this chapter, the Red Hat OpenShift
environment must access the IBM registry, which presumes a working connection with the
internet.
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This chapter describes the installation process, starting from the prerequisites up to the
IBM Spectrum Protect Plus instance running, and includes the following topics:

» 3.1, “Understanding the environment and requirements” on page 22

3.2, “Preparing Red Hat OpenShift Container Platform” on page 27

3.3, “Deploying IBM Spectrum Protect Plus by using an operator” on page 38

3.4, “Configuring an IBM Spectrum Protect Plus Server catalog backup” on page 43

»
»
»
» 3.6, “IBM Spectrum Protect Plus deployment troubleshooting” on page 52

3.1 Understanding the environment and requirements

Deploying IBM Spectrum Protect Plus server as a containerized application is different than
deploying IBM Spectrum Protect Plus on VMware to back up containerized applications data.
These installations involve different processes and result in distinct outcome.

The goal in the first case is to deploy the IBM Spectrum Protect Plus server as a set of
containers whereas in the latter, various components are deployed to perform backups of
containerized applications. For more information about how to protect containerized
application data, see Chapter 5, “Implementing Container Backup Support” on page 85.

Before reviewing how to deploy IBM Spectrum Protect Plus Server as a containerized
application, you must understand some key concepts to understand and complete some
preparation work on the Red Hat OpenShift Container Platform.

Container deployment is made in a way that the IBM Spectrum Protect Plus server
components are distributed across multiple containers, which are grouped as pods and are
referred as a deployment. This deployment is managed by an operator that is made available
by IBM.

IBM Spectrum Protect Plus server uses CPU, memory, disk space, and network resources,
and is accessible through an HTTP interface. These concepts are defined and named next in
a Red Hat OpenShift Container Platform environment.

In this section, we also present a typical IBM Spectrum Protect Plus Server deployment and
the following resources that are created after the setup process is complete:

v

Containers and pods (compute)

» Persistent volumes (PV) and PVC, which define persistent storage

» Services (network within the containers to make the application work)
» Routes (access the containerized application from outside the cluster)

These IBM Spectrum Protect Plus server resources are created and managed by the

IBM Spectrum Protect Plus Operator. The IBM Spectrum Protect Plus operator is a Docker
image that uses Ansible Operator technology. The image contains the Kubernetes
configuration files that are necessary to deploy and upgrade IBM Spectrum Protect Plus.

The IBM Spectrum Protect Plus Operator also can be used after the setup to change some of
the IBM Spectrum Protect Plus Server deployment settings, which then are automatically
applied by that operator to the IBM Spectrum Protect Plus related objects.
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3.1.1 Containers and pods

IBM Spectrum Protect Plus Server is deployed as a set of 16 pods: Twelve pods for the
server’s core components and four pods for the managing components.

Each of these pods is composed of one or multiple containers. In an IBM Spectrum Protect
Plus deployment (except the spp-operator pod), all pods are composed of a single container.

The following core component pods are defined:

spp-awsebs-xxx
Spp-awsec2-xxx
spp-plugins-mongo-xxx
spp-plugins-redis-xxx
sppdbmongo-xxx
sppdbmongo2-xxx
sppdbpostgres-xxx
sppkc-xxx
sppnodejs-xxx
SppUi-xxx

sppvadp-xxx
SppVirgo-xxx

VVYVYYVYYYVYVYVYVYYVYY

Where the xxx is an auto-generated string that is unique to your deployment.

The following managing pods are defined:

» spp-operator-xxx is the pod where the operator is running. It is used to automatically
deploy IBM Spectrum Protect Plus Server components.

» spp-manager-xxx is used to update the IBM Spectrum Protect Plus instance from
IBM Spectrum Protect Plus (the https://SPPUI:8090 interface).

» spp-proxy-xxx is used for internal communication between the virgo container and other
containers.

» spp-ingress-xxx is responsible for routing requests to the spp-proxy container, which in
turn routes the requests internally between the various containers that are hosting
different components of the IBM Spectrum Protect Plus server.
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Figure 3-1 shows an IBM Spectrum Protect Plus deployment in a Red Hat OpenShift
Container Platform.
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Figure 3-1 IBM Spectrum Protect Plus deployment as a container

Note: If you run the oc get pods command in your project or namespace, you notice a pod
with a name starting with spp-operator*. This container is deployed for the IBM Spectrum
Protect Plus Operator. For more information, see 3.2, “Preparing Red Hat OpenShift
Container Platform” on page 27.

3.1.2 Persistent storage

Eight of the 16 pods use persistent storage. For more information about the required space,
see this IBM Documentation web page.

For IBM Spectrum Protect Plus Server version 10.1.12, the persistent volumes require
approximately 400 GiB and are distributed as listed in Table 3-1.

Table 3-1 Persistent storage size

Persistent volume Size (GiB) | Mount path Permissions Container that access
the PVC

Virgo logs 10 /data/log drwxrwsr-x sppvirgo

plug-in logs 10 /data/platform/Tog drwxrwsr-x awsev2 and awsebs

MongoDB 100 /var/1ib/mongodb/data drwxrwsr-x sppdbmongo

MongoDB catalog 100 /var/1ib/mongodb/data drwxrwsr-x sppdbmongo?2

Postgres 10 /var/1ig/pgsql/data drwxrwsr-x sppdbpostgres
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Persistent volume Size (GiB) | Mount path Permissions Container that access
the PVC

Apache Lucene 150 /data/lucene drwxrwsr-x sppvirgo

Nodejs logs 10 /data/log/ode-cdm-service drwxrwsr-x sppnodejs

VMware vStorage 10 /data/1og/vmdkbackupproxy drwxrwsr-x sppvadp

API for Data
Protection proxy
(VADP proxy) logs

Note: All PVC access is set to read_write_once (RWO), which means that the volume can
be mounted as read/write by a single node.

Example 3-1 shows, from the Red Hat OpenShift console, the persistent storage that is
created as part of the spp-redb IBM Spectrum Protect Plus server deployment. In this
example, the persistent volumes are used through a PVC that belongs to the project
spp-redb, which is the namespace that is used for our IBM Spectrum Protect Plus server
deployment.

Example 3-1 Listing the persistent volumes that are associated to an IBM Spectrum Protect Plus
deployment

[root@ocp-helper ~]# oc get pv |grep -E "NAME|spp"

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM
pvc-11dbc09d-30b0-4856-b5fe-12ad5e3fd135  10Gi RWO Delete Bound
spp-redb/sppnodejs-spp-redb-claim

pvc-23484be9-5279-4c89-bc7d-9c33c2e3573a 150G RWO Delete Bound
spp-redb/virgo-lucene-spp-redb-claim

pvc-3c9a3f79-a328-45e7-851a-b011a3ddc9f5  10Gi RWO Delete Bound
spp-redb/sppvadp-spp-redb-claim

pvc-429384d8-8dc6-44f7-9b2b-5800a04c94ch  100Gi RWO Delete Bound
spp-redb/sppdbmongo-spp-redb-claim

pvc-5bc7ad53-5e24-4835-9b45-ec8b2f0c6c86  20Gi RWO Delete Bound
spp-redb/spp-Tog-spp-redb-claim

pvc-b5fe690f-d83b-4313-b583-07bfdf9516ff  10Gi RWO Delete Bound
spp-redb/sppdbpostgres-spp-redb-claim

pvc-d2aa0447-dla5-4962-8bb3-848f229e44b7  100Gi RWO Delete Bound

spp-redb/sppdbmongo2-spp-redb-claim

Example 3-2 shows the association between the containers and their PVCs.

Example 3-2 PVC that is used for IBM Spectrum Protect Plus server containers

[root@ocp-helper ~]# oc project spp-redb

Now using project "spp-redb" on server "https://api.ocpd.isv.escc.lab:6443".

[root@ocp-helper ~]# oc get pods -n spp-redb| awk '/spp/ { print $1}' | while read line; do oc describe pods $line
-n spp-redb | grep -E "~Name:|"Node:|ClaimName"; echo ; done

Name: spp-awsebs-6b7f7ffc6f-f9z2b

Node: ocp-worker-04.ocp4.isv.escc.1ab/10.0.240.230
Name: spp-awsec2-9489c5d49-9zp55

Node: ocp-worker-04.ocp4.isv.escc.1ab/10.0.240.230
Name: spp-ingressproxy-54d7dcc67c-6m21r

Node: ocp-worker-04.ocp4.isv.escc.1ab/10.0.240.230
Name: spp-manager-586c57559h-84pd7

Node: ocp-worker-04.ocp4.isv.escc.1ab/10.0.240.230
Name: spp-operator-664f985744-z9qmh

Node: ocp-worker-04.ocp4.isv.escc.1ab/10.0.240.230
Name: spp-plugins-mongo-66f478dbd7-6d6vq

Node: ocp-worker-04.ocp4.isv.escc.1ab/10.0.240.230
Name: spp-plugins-redis-6¢chb55b57-wbcgl

Node: ocp-worker-04.ocp4.isv.escc.1ab/10.0.240.230
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Name: spp-proxy-755d6bf5c9-w5zgd

Node: ocp-worker-04.ocp4.isv.escc.1ab/10.0.240.230

Name: sppdbmongo-5d94fdf7f9-kbdbx

Node: ocp-worker-04.ocp4.isv.escc.1ab/10.0.240.230
ClaimName: sppdbmongo-spp-redb-claim

Name: sppdbmongo2-6695ffcfdc-zcdp9

Node: ocp-worker-04.ocp4.isv.escc.1ab/10.0.240.230
ClaimName: sppdbmongo2-spp-redb-claim

Name: sppdbpostgres-64b9d68989-tprtz

Node: ocp-worker-04.ocp4.isv.escc.1ab/10.0.240.230
ClaimName: sppdbpostgres-spp-redb-claim

Name: sppkc-77698479dd-5nfcg

Node: ocp-worker-04.ocp4.isv.escc.1ab/10.0.240.230

Name: sppnodejs-69bbd6b7 f6-trmfv

Node: ocp-worker-04.ocp4.isv.escc.1ab/10.0.240.230
ClaimName: sppnodejs-spp-redb-claim

Name: sppui-58c76fd85b-gthjj

Node: ocp-worker-04.ocp4.isv.escc.1ab/10.0.240.230

Name: sppvadp-699f4954b6-hznhg

Node: ocp-worker-04.ocp4.isv.escc.1ab/10.0.240.230
ClaimName: sppvadp-spp-redb-claim

Name: sppvirgo-7459bd485f-7qx5g

Node: ocp-worker-04.ocp4.isv.escc.1ab/10.0.240.230

ClaimName: virgo-lucene-spp-redb-claim
ClaimName: spp-Tog-spp-redb-claim

3.1.3 Services

A serviceis an abstract way to make available an application that is running on a set of pods
as a network service.

When you deploy an IBM Spectrum Protect Plus Server, Red Hat OpenShift creates two
services for the inter-pods communication and possibly external communication when a route
is built on top of that service.

As shown in Example 3-3, a service was created for the operator, which is fully integrated in
this deployment because the operator is used to instantiate or upgrade the IBM Spectrum
Protect Plus server containers.

Example 3-3 List of services that were created for an IBM Spectrum Protect Plus server redeployment

[root@ocp-helper ~]# oc get services | grep spp

spp ClusterIP  172.30.29.120 <none> 8082/TCP,5672/TCP,5671/TCP  7h10m
spp-operator-metrics  ClusterIP  172.30.85.140 <none> 8383/TCP,8686/TCP 24h

sppingressproxy ClusterIP 172.30.1.84 <none> 80/TCP 7h9m
sppmanager ClusterIP  172.30.78.219 <none> 80/TCP 7h10m
Sppproxy ClusterIP  172.30.106.193  <none> 443/TCP 7h9m

3.1.4 Routes

A Red Hat OpenShift route is a way to make available a service by giving it an externally
reachable hostname, such as sppname-spp.apps.cluster3ll.ocpstorage.icc, as shown in
Example 3-4 on page 27.

A defined route and the endpoints that are identified by its service can be used by a router to
provide named connectivity. This feature enables external clients to reach the application; in
this case, the IBM Spectrum Protect Plus server GUI through the sppproxy service.
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Example 3-4 Listing the route that is created

[root@ocp-helper ~]# oc get routes

NAME HOST/PORT PATH  SERVICES PORT
TERMINATION WILDCARD
spp-p91wx  sppredb.apps.ocp4.isv.escc.lab / sppingressproxy <all>

edge/Redirect  None

3.2 Preparing Red Hat OpenShift Container Platform

Note: The Red Hat OpenShift Container Platform operations that are described in this
section require Red Hat OpenShift Cluster administrator privileges.

This section reviews the Red Hat OpenShift Container Platform preparation steps that are
required before the IBM Spectrum Protect Plus server is deployed as a set of containers.
The preparation process includes the following tasks:

» Review requirements.

» Get Entitlement key and create image pull secret.

» Register the IBM Container registry in Red Hat OpenShift Container Platform to access
IBM Spectrum Protect Plus Operator.

» Create a project that is dedicated to IBM Spectrum Protect Plus deployment.

3.2.1 Requirements

At the time of this writing, IBM Spectrum Protect Plus 10.1.12 supports Red Hat OpenShift
Container Platform versions 4.8 and beyond.

For more information about IBM Spectrum Protect Plus 10.1.12, requirements,

see IBM Documentation. The requirements and support matrix that are available at this
IBM Documentation web page are changing rapidly; therefore, be sure you check the page
often for the latest information.

In addition to the software requirements and product compatibilities, you must perform several
preparation tasks in your environment, install the IBM Spectrum Protect Plus operator, and
create an instance of the IBM Spectrum Protect Plus server to install and use IBM Spectrum
Protect Plus on a Red Hat OpenShift cluster.

Complete the following steps in Red Hat OpenShift cluster before IBM Spectrum Protect Plus
server’s containers are deployed:
1. Log in to the IBM Container software library to get the entitlement key.

2. Create an image pull secret in the openshift-marketplace project/namespace to enable
the Red Hat OpenShift cluster to authenticate with the IBM Entitled Registry.

3. Add the catalog source that contains the IBM Spectrum Protect Plus operator to the Red
Hat OpenShift web console.

4. Create a project(namespace) in the Red Hat OpenShift web console, to where the
IBM Spectrum Protect Plus server is deployed.
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5. Create the image pull secret for IBM Spectrum Protect Plus in the project that was created
in step 4 on page 27.

6. Install the IBM Spectrum Protect Plus operator.

The following sections describe these steps.

Steps 1 and 2: Preparing for the registry access
Complete the following steps:

1. Connect to the IBM Container software library.
2. Log in with your IBMid and password, which is associated with the entitled software.

3. The Entitlement Key window opens. Click Copy Key to get the entitlement key (as shown
in Figure 3-2) and save it in a secure place. This key is needed later in the setup process
to create an image pull secret.

Note: If you do not have a key that is defined or you want to created one, click Add New
key and a new key is generated automatically and presented to you on that window.

Container software and cloud En’[iﬂement keys (2)

Pak access management
Entitlement keys

Container software library .
Access your container software

Your entitlement key allows you to access all your container software in the IBM Entitled Registry. For a full list of
container software you own, view your container software library

Active entitlement keys

Use any active entitlement key to log in to the image registry and retrieve any container software you own.

Add new keyl

—You can have a maximum of (5) entitlement keys.
—Onceakey is deleted, it's no longer valid.

Issue date: October 18, 2022

L ol oo i e

Figure 3-2 IBM Container Software registry key

The image pull secret provides the credentials for pulling Docker images from the
IBM Entitled Registry. The image pull occurs at deployment time, and requires an internet
connection from the Red Hat OpenShift environment.

4. After the key is downloaded from IBM Container software library, log in at the Red Hat
OpenShift web console as cluster administrator and create the image pull secret.

To create an image pull secret, complete the following steps:
a. Log on to the Red Hat OpenShift web console as the cluster administrator.
b. In the navigation window, click Workloads — Secrets.
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c. Ensure that the project is created in the openshift-marketplace project by clicking
Project — openshift-marketplace.

d. On the Secrets window, click Create — Image Pull Secret.

e. On the Create Image Pull Secret window, enter ibmspp-image-secret for the name of
the secret.

f. Create the image pull secret by entering the credentials for the IBM Entitled Registry:
i. Inthe Authentication Type list, click Image Registry Credentials.

ii. Inthe Registry Server Address field, enter the address for the IBM Entitled
Registry: cp.icr.io/cp/sppserver.

ii. In the Username field, enter cp.
iv. In the Password field, enter the entitlement key that you obtained.
v. Click Create.

Figure 3-3 shows the Create Image Pull Secret window.

RedHat
OpenShift
Container Platform

Project: openshift-marketplace =

]

&2 Administrator

Create Image Pull Secret

Image pull secrets let you authenticate against a private image registry.

Operators

Secret Name *

Workloads
ibmspp-image-secret

Pods Unique name of the new secret
Deployments Authentication Type

Deployment Configs Image Registry Credentials

Stateful Sets Registry Server Address *

Cerrrin cp.icriofcp/sppserver

Config Maps Username *

cp

Cron Jobs
Password * <= ===
Jobs

Daemon Sets
Email
Replica Sets

Replication Controllers

Horizontal Pod Autoscalers
© Add Credentials

Networking e
=

Figure 3-3 Creating an image pull secret to access an IBM registry in openshift-marketplace
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Adding the pull secret stores the credentials in Red Hat OpenShift that are required to access
the IBM registry. The registry is accessed to pull the Docker image that is needed to deploy
the IBM Spectrum Protect Plus Operator.

The next step is to add the IBM registry as a source in the Red Hat OpenShift Catalog.

3.2.2 Step 3: Adding the IBM registry to the IBM Spectrum Protect Plus

operator

1. To add the IBM registry, click Administrator — Administration — Cluster Settings and
then, select the Configuration tab, as shown in Figure 3-4.

— RedHat
— OpenShift
Container Platform

&2 Administrator

Operators

Workloads

Networking

Storage

Builds

Monitoring

Compute

User Management

Administration

Cluster Settings
MNamespaces
Resource Quotas

Limit Ranges

. '
Cluster Settings P
‘:/

Details  Cluster Operators  Global Configuration
Edit the following resources to manage the configuration of your cluster.

Filter by name or description..

Configuration Resource Description

APIServer AFPIServer holds

servers in the sys
of aninstanceis’

Alertmanager Configure groupi

Authentication Authentication sj
authenticators).”

Build Build configures
can be overridde
is "cluster”

ClusterVersion ClusterVersion is

automatic updats

Caonsole Console holds ch
public URL of the

DNS DNS holds cluste
FeatureGate Feature holds clu
Image Image governs pr

allows cluster ad
trust bundles for

Figure 3-4 Browsing the cluster settings to add an IBM registry as an Operator Hub resource

2. In this window, look for the OperatorHub (see Figure 3-5 on page 31) configuration

resource and click it to open it.
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OperatorHub OperatorHub is the Schema for the operatorhubs API. It can be used to change the state of the default
hub sources for OperatorHub on the cluster from enabled to disabled and vice versa.

Figure 3-5 OperatorHub configuration resource item

3. From the OperatorHub Details window, in the Sources tab, click Create Catalog Source

and specify the following values, as shown in Figure 3-6:

— Catalog Source Name: ibm-spp-operator

— Display Name: IBM SPP Operator

— Publisher Name: 1BM

— Image: icr.io/cpopen/spp-operator-catalog:latest
— Availability: Namespaced catalog source

— Namespace: openshift-marketplace

Create CatalogSource
Create a CatalogSource in order to make operators available in OperatorHub

CatalogSource name

ibm-spp-ope ratob

Display name

IBM SPP Operator

Publisher name

IEM

Image (URL of container image) *

Gcr_io/cpopen/spp -operator-catalog:latest 3

URL of container image hosted on a registry

Availability

O Cluster-wide CatalogSource

Catalog will be available in all namespaces
Namespaced CatalogSource
Catalog will only be available in a single namespace

Namespace *

(@ openshift-marketplace 3

Figure 3-6 Adding an IBM registry as an OperatorHub source
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4. The IBM Spectrum Protect Plus Operator is now available from the OperatorHub window
by clicking Administrator — Operators — OperatorHub, as shown in Figure 3-7.

— RedHat
— OpenShift
Container Platform

Project: openshift-marketplace =

&2 Administrator

OperatorHub
Discover Operators from the Kubernetes community and Red Hat partners, curated by
Operators on your clusters to provide optional add-ons and shared services to your developers. A
experience.
OperatorHub
Installed Operators I All ltems All Items

Al/Machine Learning SPECHUM protect plus|

Workloads
Application Runtime

Networking Big Data
Cloud Provider

Storage Database
IBM Spectrum Protect Plus
Operator

Development Tools provided by IBM

Developer Tools
Builds

Monitorin Brivegs And Elugins IBM Spectrum Protect Plus is a

4 Integration & Delivery modern data protection solution
that provides near-instant...

Logging & Tracing

Compute

Modernization & Migration

User Management Monitoring

Figure 3-7 IBM Spectrum Protect Plus Operator available in the OperatorHub

3.2.3 Steps 4 and 5: Creating project and image pull secret

Note: A project or namespace must be created and the pull secret added before the
IBM Spectrum Protect Plus operator is deployed.

Projects are used to group and isolate related objects. Projects that start with openshift- and
kube- are default projects. These projects host cluster components that run as pods and other
infrastructure components.
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As an administrator, you can grant developers access to specific projects, allow them to
create their own projects, and grant them administrative rights within individual projects.

Note: Deploying IBM Spectrum Protect Plus server on its own project or namespace is a
good practice.

Creating a project for IBM Spectrum Protect Plus server deployment is a one-step process,
as shown in Figure 3-8.

Create Project

Name *

spp-redb

Display Name

spp-redbooks-environment

Description

Spectrum Protect Plus deployment as containers

Figure 3-8 Creating the spp-redb project for deploying the IBM Spectrum Protect Plus Operator and server containers

After the project is created, you must create an image pull secret; that is, the credential that is
used to access the IBM registry to pull the Docker Image that is used to build the
IBM Spectrum Protect Plus operator.
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Create that pull secret by clicking Administrator — Workloads — Secrets. On the right side
of the window, click Create — Image Pull Secret (see Figure 3-9).

Be careful to select the correct project space (in our scenario, spp-redb) when you are
creating this image pull secret.

Project: spp-redb  «

Create Image Pull Secret

Operators

ts let you authenticate against a private image registry.

Workloads
Secret Name *
Pods -
ibmspp-image-secret
Deployments Unigue name of the new secret
Deployment Configs Authentication Type
Stateful Sets Image Registry Credentials -
Secrets Registry Server Address *
Config Maps cp.crio/cp/sppserver
.
Cron Jobs Username
P
Jobs
- Password *
Daemon Sets
Replica Sets
it Email
Replication Controllers
Horizontal Pod Autoscalers
MNetworking © Add Credentials

Figure 3-9 Creating an image pull secret in the project

The next step is to install the IBM Spectrum Protect Plus Operator, as described next. After
this process is done, you can instantiate an IBM Spectrum Protect Plus server.
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Installing IBM Spectrum Protect Plus Operator

After you create the image pull secret, added the IBM image registry, and created the project
along with the image pull secret, you are now ready to install the IBM Spectrum Protect Plus
operator.

Complete the following steps:

1. Click Administrator — Operators — OperatorHub. Search for IBM Spectrum Protect
Plus operator in the GUI by using the keyword spp in the search bar. Then, select the
IBM Spectrum Protect Plus Operator from IBM SPP Operator, as shown in Figure 3-10.

— RedHat .
= OpenShift iT A3
Container Platform

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

Search

Project: spp-redb  ~

API Explorer
provide opticnal add-ons and shared services to your developers. After installation, the Operator capabilities will appear in the Developer Catalog providing a self-service experi
Events
| Alttems All ltems
Operators Al/Machine Learning
Application Runtime
OperatorHub
Automation
Installed Operators Big Data
B RuiamaTio IBM Operator Catalog A IBM Operator Catalog s IBM SPP Operator
Workloads Cloud Provider
Databasa IBM Spectrum Protect Plus IBM Spectrum Protect Plus IBM Spectrum Protect Plus
Pods Container Backup Support MCM Operator Operator
Developer Tools dod by [BM wided hy|B e
"
Brelooreib Development Tools
=t IBM Spectrum Protect Plus IBM Spectrum Protect Plus is a IBM Spectrum Protect Plusis a..
(Ll B st g Tirsents sl pligins Container Backup Support modern data protection solution
StatefulSets Integration & Delivery that provides near-instant... @ Installed

Logging & Tracing

Secrets

Figure 3-10 Searching the IBM Spectrum Protect Plus Operator from the Operator Hub
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2. Click IBM Spectrum Protect Plus Operator tile and then, click Install (see Figure 3-11).

IBM Spectrum Protect Plus Operator

10112.¢

Install

Latest version IBM Spectrum Protect Plus is a modern, easy-to-use data protection solution that simplifies backup
10112.89 administration while enabling rapid recovery of data. IBM Spectrum Protect Plus leverages APls and
incremental-forever data copy technology to create backup copies and stores these copies as

addressable snapshot images on any storage device. This enables more point in time copies, which

Capability level 3 i : B S
P y results in more improved recovery point objectives. IBM Spectrum Protect Plus creates and maintains a
@ BasicInstall global catalog of all copies of data and optionally indexes files. When the need to recover arises, this
1

@ Seamless Upgrades global catalog enables the administrator to quickly search and identify what they want to recover instead
A : of browsing through hundreds of objects and recovery points. IBM Spectrum Protect Plus provides
instant access and restore from the catalog so that an administrator can restore the organization's

3 : ' ghts operations in a matter of minutes and enables multiple use casesThese key use cases include Data
) Auto Pilot Protection, Disaster Recovery (DR), Development and Test (Dev/Test), Business analytics and more.

Source This is the official operator to deploy and manage IBM Spectrum Protect Plus on Openshift.
IBM SPP Operator Supported container platforms:

Provider * OpenShift v4.3+

IBM

Creating an SPP Instance

Figure 3-11 Installing the IBM Spectrum Protect Plus Operator from the Operator Hub

3. When the wizard starts, specify the following information:

— The Installation Mode on a specific namespace on the cluster, which is the mode that
we created earlier (spp-redb).

— Update channel: Choose the latest version available (here, itis v10.112), as shown in
Figure 3-12.

Update channel * @

O viomno
O viom
® vionz
O viois
O vio1e

Figure 3-12 IBM Spectrum Protect Plus operator update channel selection

— Update Approval Strategy: Choose Automatic or Manual. Although your choice
depends on your strategy, Manual might be a better choice because you can decide
when the upgrade occurs to avoid conflict with backup workload.
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4. Then, click Install to start the installation.

If you selected the Manual update strategy, a message might appear in which you are
prompted to approve the chosen installation plan, as shown in Figure 3-13.

IBM Spectrum Protect Plus Operator

10.19.373 provided by IBM

Manual approval required

Review the manual install plan for operators spp-operatoryv10.19.373. Once approved,
the following resources will be created in order to satisfy the requirements for the
components specified in the plan. Click the resource name to view the resource in detail.

Approve ‘ Deny ‘ View installed Operators in Namespace spp-redb

spp-operatorv10.19.373

Name Kind Status APl version

@ spp-operatorv1019.373 ClusterService\Version Unknown operators. coreos.com/vlalphal
@ ibmspps.ocp.spp.ibm.com CustomResourceDefinition Unknown apiextensions k8s.iofv

@ spp-operator ServiceAccount Unknown core/vl

@ spp-operatorv1019.373-586556d9ff ClusterRole Unknown rbac.authorization k8s.io/vl
@B spp-operatory10.19.373-586556d9ff ClusterRoleBinding Unknown rbac.authorization.kBs.io/vl

Figure 3-13 IBM Spectrum Protect Plus operator Manual Update approval confirmation wizard

As a result, the IBM Spectrum Protect Plus operator is installed as a container that is
named spp-operator-xxx (where xxx is a randomly generated unique string), as shown in
Example 3-5.

Example 3-5 IBM Spectrum Protect Plus operator pod running

[root@ocp-helper ~]# oc project spp-redb

Now using project "spp-redb" on server "https://api.ocp4.isv.escc.lab:6443".
[root@ocp-helper ~]# oc get pods -n spp-redb

NAME READY  STATUS RESTARTS  AGE
spp-operator-5f6bf988bc-94wst  2/2 Running 0 12m

The IBM Spectrum Protect Plus server can now be instantiated from the operator. The
operator manages the installation for you.
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3.3 Deploying IBM Spectrum Protect Plus by using an operator

After you created the image pull secret, added the IBM image registry, created the project
along with the image pull secret, and installed the IBM Spectrum Protect Plus operator, you
are now ready to create an instance of the IBM Spectrum Protect Plus server by using

IBM Spectrum Protect Plus operator.

The IBM Spectrum Protect Plus operator is a Docker image that uses Ansible Operator
technology. The image contains the Kubernetes configuration files that are necessary to
deploy and upgrade IBM Spectrum Protect Plus containers, where the different

IBM Spectrum Protect Plus Server components are running. For more information, see 3.1.1,
“Containers and pods” on page 23.

3.3.1 Creating IBM Spectrum Protect Plus instance

By using the IBM Spectrum Protect Plus operator, the deployment of IBM Spectrum Protect
Plus server is straightforward. Complete the following steps:

1. Click Administrator — Operators — Installed Operators. Search for the IBM Spectrum
Protect Plus operator tile and then, click Create Instance, as shown in Figure 3-14.

(Selecting the Create IBMSPP option that is available in the IBM Spectrum Protect Plus
section of that same window results in the same action.)

Project: spp-redb =
= Administrator ! Ee

Inztalled Operators *  Operator Details
Home
IBM Spectrum Protect Plus Operator

Operators

Details  YAML  Subscription  Events  IBM Spectrum Protect Plus

OperatorHub

Installed Operators Provided APls

Workloads IEM Spectrum Protect Plus

Pods IBM Spectrum Protect Plus is a medem

Deployments
Deployment Configs
Stateful Sets environments

Secrets

:::.:unfig Maps @ Create Instance

Figure 3-14 Creating an instance from the IBM Spectrum Protect Plus Installed Operator menu

2. The Create Instance wizard prompts you to specify the following information:
— The IBM Spectrum Protect Plus deployment Name: ibmspp.
— License agreements (click the twistie to display and accept the agreement).

— Specify the Image registry from where the IBM Spectrum Protect Plus container
images are downloaded: cp.icr.io/cp/sppserver.

— The Image Pull Secret (the one you added as part of preparation steps in your
IBM Spectrum Protect Plus project environment; in our example, spp-redb). The image
pull secret in our example is named ibmspp-image-secret.
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— The hostname, which is used for the route definition, to access that IBM Spectrum
Protect Plus deployment from the outside of the Red Hat OpenShift Cluster (the

IBM Spectrum Protect Plus GUI). This hostname must not be in use. In our example,

we specify: sppredb.apps.ocp4.isv.escc.lab.

— The Storage Class, where the persistent storage volumes are created for some of the
IBM Spectrum Protect Plus containers, as described in 3.1.2, “Persistent storage” on

page 24.

— The IBM Spectrum Protect Plus version that you want to deploy. Choose the latest

available from the drop down list.

The first two windows of the installation wizard are shown in Figure 3-15 and Figure 3-16 on

page 40.

( Project: spp-redb ;

IEM Spectrum Protect Plus Operator *  Create IBMSPP

Create IBMSPP

Creat

the form. Default values may

g

Configure via: (@ Form View (O YAML View
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Mame *
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Labels

appkubernetes.iofinstance=ibm-spp-eperator
app kubernetesio/managed-by=ibm-spp-operator =

app kubemetes.io/name=ibm-spp-operator *

License
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s: httpsfwww-03.bm_com,/sof tware/slafsladb.nsfysearchlis
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Figure 3-15 IBM Spectrum Protect Plus Server creation wizard: part 1
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Image Registry *
Specify the image registry
Image Pull Secret*
Select Secret v
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Hostname *
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Storage Class *
@ acs-storagecluster-ceph-rgw -
The name of the storage class
IBMSPP Version *
10112124+
install
Use same registry for RedHat images

[J usesameregistryforredhat
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Figure 3-16 IBM Spectrum Protect Plus Server creation wizard: part 2

Cancel

3. Click Create. The Spectrum Protect Plus operator creates the config maps, the secret,
and the deployment, which enables creating the pods, persistent storage, and associated
PVCs, services, and eventually the routes.

You can monitor pod creation activities by using the CLI, as shown in Example 3-6.

Example 3-6 Using the CLI

[[root@ocp-helper ~]# oc get pods -n spp-redb

NAME READY  STATUS RESTARTS  AGE
spp-awsebs-6b7f7ffc6f-f9z2b 1/1 Running 0 105s
spp-awsec2-9489c5d49-9zp55 1/1 Running 0 108s
spp-ingressproxy-54d7dcc67c-6m21r 0/1 Running 0 69s
spp-manager-586c57559b-84pd7 0/1 Running 0 115s
spp-operator-664f985744-z9gmh 2/2 Running 0 17h
spp-plugins-mongo-66f478dbd7-6d6vg  1/1 Running 0 113s
spp-plugins-redis-6cbb55b57-wbcgl 1/1 Running 0 110s
spp-proxy-755d6bf5c9-mqlcg 0/1 Running 0 65s
sppdbmongo-5d94fdf7f9-kbdbx 1/1 Running 0 100s
sppdbmongo2-6695ffcfdc-zcdp9 1/1 Running 0 99s
sppdbpostgres-64b9d68989-tprtz 1/1 Running 0 94s
sppkc-77698479dd-5nfcg 1/1 Running 0 92s
sppnodejs-65fbcd4d55-nk6z1 0/1 Running 0 88s
sppui-58c76fd85b-gthjj 0/1 Running 0 74s
sppvadp-5dd67568b5-t88rz 1/1 Running 0 77s

0 81s

sppvirgo-55886cc57d-gvc89 0/1 ContainerCreating

4. Alternatively, you can use the Red Hat OpenShift web console. Click Operators —
Installed Operators, and select your project. Then, click the IBM Spectrum Protect Plus
Operator.

5. Select the IBM Spectrum Protect Plus tab and then, click the name for the instance (in
our example, ibmspp), as shown in Figure 3-17 on page 41.
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Project: spp-redb =

Installed Operators *  Operator Details

@ IBM Spectrum Protect Plus Operator

IBM Spectrum Protect Plus

Details YAML  Subscription  Events
IBMSPPs
Name = Search by name
Name T Kind
EID ibmspp IBMSPP

\

Status Labels

Actions

-

Create IBMSPP

io/i.. =ibm-spp-op...

o/m... =ibm-spp-o...

app.kubemetes.io/... =ibm-spp-ope..

Figure 3-17 Browsing the menu to find the IBM Spectrum Protect Plus custom resource

6. For verification, you can select the Resources tab, as shown in Figure 3-18.

Project: spp-redb =

Installed Operators »

D ibmspp

e

spp-operatorvl] 127382 » IBMSPP Details

Details YAML  Resources Events
Y Filter ~ Name ¥
Name 1t Kind Status
ibmspp-version- ConfigMap @ Created
101.8.4083
9 mongo-secret Secret @ Created
® spp-awsebs Deployment @ Created
@® spp-awsec2 Deployment @ Created
® sopdbmongo Deployment @ Created
@® =ppdbmongo2 Deployment @ Created
® sppdbpostgres Deployment @ Created
@ sppkc Deployment @ Created
@® spp-manager Deployment @ Created
® sppnodsjs Deployment @ Created
@® =pp-plugins-mongo Deployment @ Created
@ spp-plugins-redis Deployment @ Created
@ Spp-proxy Deployment @ Created
spp-proxy-config ConfigMap @ Created
spp-proxy-entrypoint ConfigMap @ Created
O spp-tls Secret @ Created

Created

@ 3 minutes ago

@ 3 minutes ago
@ 3 minutes ago
@ 3 minutes ago
@ 3 minutes ago
@ 3 minutes ago
@ 3 minutes ago
@ 2 minutes ago
@ 3 minutes ago
@ 2 minutes ago
@ 3 minutes ago
@ 3 minutes ago
@ 2 minutes ago
@ 2 minutes ago
@ 2 minutes ago

@ 3 minutes ago

Ac

Figure 3-18 IBM Spectrum Protect Plus Resource deployment after instance creation
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7. After the operator creates the route as part of the setup process, you can access the
IBM Spectrum Protect Plus Server User Interface and proceed with steps that are specific
to IBM Spectrum Protect Plus configuration, such as:

Defining an administrator

Configuring object storage or a vSnap server

Configuring the IBM Spectrum Protect Plus Server catalog backup
Creating service-level agreements (SLAs)

All IBM Spectrum Protect Plus administrative-related tasks

8. Access the IBM Spectrum Protect Plus web interface. The connection information is
available from by selecting Red Hat OpenShift Container Platform user interface —
Networking — Routes menu or the use of the CLI, as shown in Example 3-7.

Example 3-7 Getting the route information to access IBM Spectrum Protect Plus web interface

[root@ocp-helper ~]# oc get routes -n spp-redb

NAME HOST/PORT PATH  SERVICES PORT
TERMINATION WILDCARD
spp-p91wx  sppredb.apps.ocp4.isv.escc.lab / sppingressproxy <all>

edge/Redirect None

3.3.2 Reviewing the IBM Spectrum Protect Plus deployment

As a result of the IBM Spectrum Protect Plus server deployment through the IBM Spectrum
Protect Plus Operator, the following components are created:

» Sixteen pods
» Three services that are dedicated to the IBM Spectrum Protect Plus server
» One route that is used to access the application

If you want to configure the backup of your different projects, namespaces, and PVCs, you
must deploy the backup as a service (BaaS) components. For more information, see
Chapter 4, “Container Backup Support” on page 61.

The following commands that are run from the Red Hat OpenShift Container platform console
can help you to check whether the resources are running and available:
» oc project spp-redb

Log on to the project that you created for your IBM Spectrum Protect Plus server
deployment.

» oc get pods

List the pods where IBM Spectrum Protect Plus server components are running, and their
status.

» oc get services | grep spp
List services that are associated with IBM Spectrum Protect Plus Server.
» oc get routes

List the route that was created to access IBM Spectrum Protect Plus server User Interface
from outside the Red Hat OpenShift cluster.
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3.4 Configuring an IBM Spectrum Protect Plus Server catalog
backup

After you successfully installed the IBM Spectrum Protect Plus server as a containerized
application, its catalog backup must be configured. The catalog contains all metadata
information that is required to track the backups activities and recovery points information.

The first time that you connect to the IBM Spectrum Protect Plus server user interface, you
are prompted to change the default credentials information by specifying a new administrator
name and password of your choice.

Note: Default login credential is: admin/password.

Then, you can log in and start configuring the IBM Spectrum Protect Plus environment.

To backup the IBM Spectrum Protect Plus server catalog, the first step is to configure a
vSnap or IBM Cloud Object Storage. Then, you must define an SLA policy that points to that
newly defined storage.

In this section, we describe how to configure object storage and define an SLA to backup the
catalog.

3.4.1 Defining a cloud storage to be used by IBM Spectrum Protect Plus

First, define cloud storage that points to your S3 object storage. Browse to the System
Configuration — Storage menu and click the Cloud Storage tab. From this menu, click Add
cloud storage. The wizard opens and guides you through the configuration of your S3 object
storage provider.

Note: For more information about a list of supported Object Storage providers, see this
IBM Documentation web page.

When adding your object storage as a storage target for backup, it can be used for many
different backup workloads, including the following examples:

» Catalog backups
» Container backups that can direct backup to S3
» Copies and archive processes that use S3 as a copy destination

Different object storage buckets must be specified to separate the backup and copies
processes from a logical standpoint on the object storage.

As part of the wizard steps, after the endpoint URL is specified, you can retrieve the list of
buckets that are defined on your object storage. On the object storage side, be sure that
different buckets are prepared in advance and have meaningful names so that you can
identify them when you configure the IBM Spectrum Protect Plus server side.

Note: The catalog backup to object storage uses the backup storage bucket, which is
defined as a parameter in the Object Storage definition.
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Figure 3-19 shows the Cloud storage window, which is accessible by using the System
Configuration — Storage menu. From here, you can start the wizard that helps you to add
your cloud storage.

® L ® sppadmin v

Storage
Cloud storage
i) Dashboard
4 Sites
‘ [l Add cloud storage +
Name Provider

B vsnap

senvers No entries found.
B ossm ‘
O Cloud

storage
B Repository

servers

Figure 3-19 Cloud Storage window in IBM Spectrum Protect Plus

By using the wizard, you specify your Object Storage type (in our case, S3 compatible
Storage tile). Click Next.

Then, in the Cloud Details window, you specify the name of your choice and the required
credentials to access that storage endpoint (Access key and Secret key). Eventually, you also
specify the certificate because the S3 connection is going to be encrypted. Click Next.

The next window is where you specify your object storage endpoint URL, which then enables
you to connect and retrieve the list of defined buckets, as shown in Figure 3-20.

& Back to Storage

Add cloud storage

© Cloudtype Get buckets
@ Cloud details Enter an endpoint to update buckets.
@ Get buckets Endpoint https://10.0.240.210:9000

Update buckets

Backup storage bucket

If you are backing up container workloads, you can use cloud storage as your primary backup storage. Select a bucket to serve as a primary data backup location. Learn more

Backup object storage bucket radp-spp-openshift v

Additional copy buckets

If your primary backup storage location is a vSnap server, you can use cloud storage as an archive backup location. Select a bucket to serve as an archive backup location.. Learn more

Standard object storage bucket redp-spp-openshit-standard v

Archive object storage bucket None v

Figure 3-20 Listing buckets that are defined in the specified S3 object storage endpoints
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The following buckets are specified in the window that is shown in Figure 3-20 on page 44:

>

Backup storage bucket

This bucket is used to store any type of workload that is eligible for direct backup to object
storage, whenever cloud storage is selected in an SLA. As of IBM Spectrum Protect Plus
10.1.12, these workloads can be container backups or IBM Spectrum Protect Plus server
catalog backups.

Additional copy buckets — Standard object storage bucket

This bucket is used to store incremental copies. The incremental copy feature is valid for
any supported workload in IBM Spectrum Protect Plus, except the Application logs (for
example, databases logs).

Additional copy buckets — Archive object storage bucket

This bucket is used to store full copies. The archive copy feature is valid for any supported
workload in IBM Spectrum Protect Plus, except the Application logs (for example,
databases logs).

After the cloud storage is created, you can use that storage target within an SLA policy as
described next.

3.4.2 Defining an SLA policy to protect the IBM Spectrum Protect Plus catalog

Starting with IBM Spectrum Protect Plus 10.1.12, you can configure the internal catalog to be
backed up directly on Object Storage. After an Object Storage endpoint is configured on the
IBM Spectrum Protect Plus server (as described in 3.4.1, “Defining a cloud storage to be
used by IBM Spectrum Protect Plus” on page 43), you must create an SLA with the specific
IBM Spectrum Protect Plus catalog category, as shown in Figure 3-21.

Dashboard

Jobs and Operations

Manage Protection

Policy Overview

Virtualized Systems

File Systems

Containers

Cloud Management

Databases

IBM Spectrum Protect Plus

Cenfiguration

Accounts

Figure 3-21 Adding

& Back to Policy Overview

Add SLA Policy

| @ Policy Type POl.le Type
Select policy type

o You will not be able to change the policy type after the policy has been created

Category IBM Spectrum Protect Plus catalog .
Catalog to vSnap Catalog to Object Storage
Backs up IBM Spectrum Protect Backs up IBM Spectrum Protect
Plus’ catalog to a vSnap server. Plus’ catalog direct to cloud storage.
This policy includes these functions: This policy includes these functions:
— Back up to vSnap server — Backup to Object Storage
— Manage snapshot

protection

— Copy or archive data

an SLA to back up an IBM Spectrum Protect Plus catalog that uses its SLA-specific category
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This SLA is created by clicking Add SLA Policy in the user interface and then, Manage

Protection — Policy Overview window.

The following settings are configured by using the wizard:

» Name: The name that you want to use for this SLA.

» Retention: The number of days that you want to keep this catalog backup.

» Schedule information: Frequency and start time.

» Destination: Object Storage.

» Target Object Storage: The Object storage that you configured as described in 3.4.1,
“Defining a cloud storage to be used by IBM Spectrum Protect Plus” on page 43.

An example is shown in Figure 3-22.

€ Back to Policy Overview

Add SLA Policy

© Policy Type Policy Rules
@ Policy Rules Current Policy Type: Catalog to Object Storage ®
Name

SPPCatalogtoS3

Retention 5 = + Days v

[] Disable Schedule

Repeats Daily v Every: 1 - + day(s)

Start Time | 10/24/2022 H 01:00 H Europe/Paris
Destination Object Storage -4
Target Object Storage minio v

Figure 3-22 IBM Spectrum Protect Plus SLA for catalog backup details

Now that the object storage is configured and the SLA is defined, one last step must be
completed: assign the specific SLA that was created to the catalog backup. This process is
done by clicking menu Manage Protection — IBM Spectrum Protect Plus — Backup.
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In this window, select the SLA policy that was created and click Save, as shown in
Figure 3-23.

Backup

Dashboard

System Information

Jobs and Operations

Configuration Catalog
otection A 0.24% (48.1 MB /19.6 GB)

@ search Policy by name...
[ - | SLA Policy Frequency Retention

openshitt B seecatalogtos3 Every 1 Days at 1:00:00 AM Backup: 3 Days
ens

Management
[0  Production Backup: 15 Days

1-20f 2 items lofipage <« >

s) ration

Figure 3-23 Assigning a catalog backup SLA to enable an IBM Spectrum Protect Plus catalog backup

After the SLA is assigned, you can immediately trigger a catalog backup by clicking Action at
the bottom of the window (see Figure 3-24).

SLA Policy Status

Policy Job Type Frequency Next Run Status

SPPCatalogtoS3 Backup Every 1 Days at 1:00:00 Oct 25, 2022 1:00:00 AM Idle Actions -,
AM

Start

Pause Schedule

Figure 3-24 Manually starting a catalog backup by selecting the SLA action

Note: IBM Spectrum Protect Plus catalog backup can be directly stored to Object Storage
or copied to Object Storage. Depending on how you configured it, the procedure and
requirements to recover it from Object Storage are different.

If the catalog was stored directly to object storage, it can be restored directly from that
Object Storage by clicking Manage Protection — IBM Spectrum Protect Plus —
Restore and then, selecting the From cloud storage tab.

If the catalog was stored to vSnap and then copied to an object storage, a vSnap is
required (for staging the content back from Object Storage). To access this catalog
recovery point, click Manage Protection — IBM Spectrum Protect Plus — Restore and
then, select the From vSnap tab.
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3.5 Upgrading an IBM Spectrum Protect Plus containerized
server

IBM Spectrum Protect Plus server can require product updates, such as security fixes or
new features. They also can include minor fixes, which are part of the same update channel,
or they might require a subscription to a new update channel, as in when a new product
version is released.

Note: IBM Spectrum Protect Plus server upgrade is a disruptive process. Be sure that no
jobs are running before starting the upgrade process. For more information about general
recommendations about how to prepare for an upgrade, see this IBM Documentation web

page.

At the time of this writing, the latest IBM Spectrum Protect Plus version is 10.1.12 with the
associated update channel v10.112 for the IBM Spectrum Protect Plus Operator.

Update channels also are available for IBM Spectrum Protect Plus version 10.1.11 (Operator
update channel v10.111) and IBM Spectrum Protect Plus version 10.1.8 (Operator update
channel v10.18).

Thanks to the advanced automation capabilities brought by the IBM Spectrum Protect Plus
Operator, code updates are greatly simplified.

When the updates are within the same code stream (for example, 10.1.12_, they are
automatically made available for installation. Depending on the configuration you selected for
the Update Approval as part of the IBM Spectrum Protect Plus Operator installation, the
updates are automatically or manually installed.

The available updates are shown on the Operator window (see Figure 3-25). Here, you can
see the message Upgrade available because we chose the Manual Update approval
strategy. If you opt in for the Automatic approval, the operator is automatically updated.

Installed Operators * Operator details
IBM Spectrum Protect Plus Operator

1011471 provided by IBM

Details  YAML  Subscription  Events  IBM Spectrum Protect Plus

Subscription details

Update channel & Update approval & Upgrade status linstalled

vionz & Manual & @ Upgrade available 1 requires approval

Figure 3-25 Operator Subscription version and upgrade status

If you need to switch from one IBM Spectrum Protect Plus version to the next (for example,
you want to upgrade from version 10.1.11 to version 10.1.12), you must update your
Operator subscription channel. This process first upgrades the IBM Spectrum Protect Plus
Operator, which then enables you to trigger the upgrade of IBM Spectrum Protect Plus
server components.
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Figure 3-26 shows how to change the IBM Spectrum Protect Plus Operator subscription
channel from Version 10.1.11 to Version 10.1.12. Complete the following steps:

1. From the Operators — Installed Operators menu, select the installed operator of the
specific project environment. Select the Subscription tab and then, click the pen icon to
edit the Subscription channel.

Change Subscription update channel

Which channel is used to receive updates?

O stable
spp-operatorv] 0.0-580

O viom
spp-operatorvl0L470

® vion2
spp-operatorvl0N2.90

O via1s
spp-operatorv10.18.782

Figure 3-26 IBM Spectrum Protect Plus Installed Operator update channel modification to Version 10.112

2. After you change the Operator update channel, the Operator pods are updated to the
corresponding version. Again, depending on the update approval strategy that you used,
you might need to confirm the installation by approving the installation plan, as shown in
Figure 3-27.

InstallPlans > InstallPlan details

(@ install-9g57v 4 requiresapproval Actions =

Details  YAML Components

Review manual InstallPlan

Review the manual install plan for operators spp-operatorv10112.89. Once approved, the following resources will be created in order to satisfy the requirements for the components specified in the plan. Click the
resource name to view the resource in detail.

Figure 3-27 Reviewing and approving the spp-operator pods upgrade plan following an upgrade channel update

3. You can follow the installation from the user interface by clicking Operators — Installed
Operator. Then, select your operator and click the Events tab.
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4. Follow the operator upgrade process by using the CLI. Checking the operator pods, you
see that the spp-operator pod is changing and the new pod is reporting an updated
version, as shown in Example 3-8.

Example 3-8 Checking the IBM Spectrum Protect Plus operator pods version after an upgrade

[root@ocp-helper ~]# oc describe pods spp-operator-6d45bbc7f5-p5twm | grep
OPERATOR_CONDITION_NAME
OPERATOR_CONDITION_NAME: spp-operator.v10.111.471
OPERATOR_CONDITION_NAME: spp-operator.v10.111.471

[root@ocp-helper ~]# oc get pods | grep operator
spp-operator-64dbdc86c6-xsmnx 2/2 Running 0 22s
spp-operator-6d45bbc7f5-p5twm 2/2 Terminating O 24m

[root@ocp-helper ~]# oc describe pods spp-operator-64dbdc86c6-xsmnx | grep
OPERATOR_CONDITION_NAME
OPERATOR_CONDITION_NAME: spp-operator.v10.112.89
OPERATOR_CONDITION_NAME: spp-operator.v10.112.89

5. Following the spp-operator pods upgrade, the IBM Spectrum Protect Server also can be
upgraded to the corresponding version. The following options are available:

— The use of the IBM Spectrum Protect Plus User Interface wizard, as shown in
Figure 3-28.

Jobs and Operations

Currently Running History
Total Jobs Total Jobs Run Success Rate

0 0

0

Figure 3-28 IBM Spectrum Protect Plus Ul upgrade wizard
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— Modify the IBMSPP instance YAML file, as shown in Figure 3-29.

Installed Operators » spp-operatorv101i2.89 * IBMSPP details

(@® ibmsppjsa3 Actions v

Details  YAML Resources Events

| Reload ‘ ‘ Cancel ‘ ‘ . Download

Figure 3-29 Editing the IBM Spectrum Protect Plus server instance to change the version

This YAML file is accessible by completing the following steps:

a. Click Operators — Installed Operators — IBM Spectrum Protect Plus Operator.
b. Select the IBM Spectrum Protect Plus tab.

c. Select your IBMSPP instance, and then select the YAML tab.

d

. Search for the keyword version: and enter the suitable version information (in our
example, 10.1.12.124).

A few seconds after you save the modification that is done in the YAML, the operator
triggers the upgrade process of all IBM Spectrum Protect Server pods.

Note: To find the specific IBM Spectrum Protect Plus version to specify here (in our
example, 10.1.12.124), click Workloads — ConfigMaps and find the latest ConfigMaps
that was created for the ibmspp operator (which is named ibmspp-version-**** where
***% js the version for which you are looking).

Alternatively, you can use the commands that are shown in Example 3-9. The details of the
ConfigMaps give you the specific version that is going to be deployed for each of the

IBM Spectrum Protect Plus server components (it is specified in the tag information under
the Data section).

These commands must be used in the context of the project where your IBM Spectrum
Protect Plus Server is deployed.

Example 3-9 Determining the correct IBM Spectrum Protect Plus server version

[root@ocp-helper ~]# oc get configmaps | grep ibmspp
ibmspp-version-10.1.11.3010 20 49m
ibmspp-version-10.1.12.124 20 27m

[root@ocp-helper “]# oc describe configmaps ibmspp-version-10.1.12.124

Name: ibmspp-version-10.1.12.124
Namespace: spp-jsa3
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Labels: app=1ibmspp
version=10.1.12.124

Annotations: cloudpakId: c77058d714fc4bb89bc29781e0161826
cloudpakName: IBM Cloud Pak for Spectrum Protect Plus
cloudpakVersion: 1.0.0
productChargedContainers: All
productCloudpakRatio: 1:1
productID: c77058d714fc4bb89bc29781e0161826
productMetric: VIRTUAL_PROCESSOR_CORE
productName: IBM Spectrum Protect Plus
productVersion: 10.17.5

Whatever path you opt for, the operator checks for the latest version that is available in the
select upgrade channel. Then, it re-creates the different pods that are composing the
IBM Spectrum Protect Plus Server to include all of the updates.

The upgrade operation can take several minutes, depending on the size of the environment.
One possibility to monitor the IBM Spectrum Protect Server restart after the upgrade is to
check the virgo logs by using the oc Togs sppvirgo-xxxx -f command, which displays the
virgo logs in real time. When the virgo logs entries stop, the IBM Spectrum Protect Plus
Server is accessible by using its graphical interface.

3.6 IBM Spectrum Protect Plus deployment troubleshooting

The IBM Spectrum Protect Plus Server deployment relies on the IBM Spectrum Protect Plus
operator. Therefore, if a problem occurs in the deployment, investigation can be done by
checking the operator logs.

3.6.1 Pods information
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Understand which pods are running and from which image they built upon, as shown in
Example 3-10.

You can see that some of the containers that are deployed are coming from the cp.icr.io,
which is the IBM registry that you added as part of the set up process. Those containers are
the core components of the IBM Spectrum Protect Plus server. Others are coming from
docker.io Docker registry or registry.access.redhat.comand registry.redhat.io Red Hat
Registry.

Example 3-10 Listing pods image details (including their source repository)

[root@console ~]# oc get pods -n spp-redb -o jsonpath="{..image}" | tr -s
'[[:space:]1]" '\n' | sort -u
cp.icr.io/cp/sppserver/spp-awsebs@sha256:9e862d55a710bcd3bf512fle2bech8d50e7dcc356
490703e5e8cdbch1d672af
cp.icr.io/cp/sppserver/spp-awsec2@sha256:c74bca7db1259a110327d4fb95c29fbeaBab7ec38
0b0752b636eaf9594f653a7
cp.icr.io/cp/sppserver/spp-kc@sha256:626c2fa00a65092708e0fc40e53506¢c95438575143e46
9b7219e0d9defb02aa8
cp.icr.io/cp/sppserver/spp-manager@sha256:51d9d2755110531681155ef52d62c087038ff21b
06d42870fd5a576€62033e13
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cp.icr.io/cp/sppserver/spp-node@sha256:637c23e231adb69a38h9e38a5869e3aea92a951ladee
e048880d91e2d3ab18c28
cp.icr.io/cp/sppserver/spp@sha256:98029ebc79216aad3431d897c99eeec63b126d57898b161a
e448b88db3144c0f
cp.icr.io/cp/sppserver/spp-uinginx@sha256:5bebed76016499fhc8039714b754b5d36951ad4a
472b32c830edbecled7ccfl7
cp.icr.io/cp/sppserver/spp-vadp@sha256:92897eblafh06e399578d47b00a37f83c5902502103
7178a6363aec3ff10c5f9
docker.io/ibmcom/spp-operator@sha256:79789506cd01bf426c6e078eas47b83572ed6405651f0f
d247b74bfab156671a8

registry.access.redhat.com/rhscl/mongodb-36-rhel7:1atest
registry.redhat.io/rhel8/postgresql-96:1atest
registry.redhat.io/rhscl/nginx-116-rhel7:latest
registry.redhat.io/rhscl/redis-5-rhel7:1atest

The IBM Spectrum Protect Plus operator runs as one pod, two containers, which can be
found by using the command that is shown in Example 3-11, where spp-redb is the project
under which IBM Spectrum Protect Plus is deployed. First, find the operator pod name and
then, query its details.spec.containers to get the types of container that the pod is running.

Example 3-11 IBM Spectrum Protect Plus operator pod and containers

[root@console ™~]# oc project spp-redb

[root@console ~]# oc get pods | grep -E "NAME|operator"

NAME READY  STATUS RESTARTS  AGE
spp-operator-6ddc8c7897-bsnmh 2/2 Running 0 10d

[root@console ™~]# oc get pods spp-operator-6ddc8c7897-bsnmh -o
jsonpath="'{.spec.containers[*].name}*' ; echo

ansible operator*

[root@console ™]#

Apparently the IBM Spectrum Protect Plus operators rely on an Ansible container and an
operator container. This information is important to know where you need to query the logs for
troubleshooting.

3.6.2 Accessing the pods and container logs

The pods logs can be accessed from the Red Hat OpenShift Container Platform CLI by using
the oc Togs <pod name> command. If the pod includes multiple containers, you must specify
the -c option to indicate which container you want to query, as shown in Example 3-12. This
example shows the pod spp-operator, which has two containers: operator and Ansible.

Example 3-12 Getting logs from the operator pod and Ansible container

[root@console ~]# oc logs spp-operator-6ddc8c7897-bsnmh

error: a container name must be specified for pod spp-operator-6ddc8c7897-bsnmh,
choose one of: [ansible operator]

[root@console ~]# oc logs spp-operator-6ddc8c7897-bsnmh -c ansible [tail -10
36751 1621520083.40838: getting the next task for host localhost

36751 1621520083.40900: done getting next task for host Tocalhost

36751 1621520083.40974: ~ task is: None

36751 1621520083.41041: ~ state is: HOST STATE: block=5, task=0, rescue=0,
always=0, run_state=ITERATING_COMPLETE, fail_state=FAILED_NONE,
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pending_setup=False, tasks child state? (None), rescue child state? (None), always
child state? (None), did rescue? False, did start at task? False
36751 1621520083.41102: running handlers

PLAY RECAP R R Rk R R Rk R R R R R R R R R R R R R R R R Rk R R R R R R R R R R R R R R R R R R R R R Rk Rk

localhost : ok=50 changed=0 unreachable=0 failed=0
skipped=5 rescued=0 ignored=0

36751 1621520083.41476: RUNNING CLEANUP

Checking the log of the operator container (spp-operator pod), you can find more information
about all of the tasks that are managed by the operator. Details about Red Hat Ansible tasks
that are run by the Ansible container are logged and can be viewed.

Example 3-13 shows the task summary and status of the vadp pod deployment, which occurs
when you instantiate an IBM Spectrum Protect Plus server.

Example 3-13 Operator container log showing the vadp related build activity

[root@console ~]# oc logs spp-operator-6ddc8c7897-bsnmh -c ansible |tail -10
--------------------------- Ansible Task StdOut ------====-c-mmmmmmmmmeme oo

TASK [ibmspp : Create vadp persistent volume claim] ***#¥kxdsdkrsidhssddhrssihrss
task path: /opt/ansible/roles/ibmspp/tasks/spp.yaml:127

{"level":"info","ts":1621520064.509277,"Togger":"1ogging_event_handler","msg":"[p]
aybook task]","name":"ibmspp2","namespace":"spp-redb","gvk":"ocp.spp.ibm.com/v1,
Kind=IBMSPP","event_type":"playbook_on_task_start","job":"2374361282119289216","Ev

entData.Name":"ibmspp : Create vadp persistent volume claim"}

TASK [1bmspp . Create Vadp dep]oyment] khkhkkkkkkhkhkhdhhhhhhhhhhhhhddhdhdhhhhhhhhkhkddddx*k
task path: /opt/ansible/roles/ibmspp/tasks/spp.yaml:134

{"level":"info","ts":1621520066.373031,"Togger":"logging_event_handler","msg":"[p]
aybook task]","name":"ibmspp2","namespace":"spp-redb","gvk":"ocp.spp.ibm.com/v1,
Kind=IBMSPP","event_type":"playbook_on_task_start","job":"2374361282119289216","Ev

entData.Name":"ibmspp : Create vadp deployment"}

TASK [1bmspp : Create Vadp Service] kkkkhkkkhkhkkhkhkhhkhkhhhhkkhkhhkhkhkkhkhkkhkhkkhkhkkhkhkkhkhkkkxx

task path: /opt/ansible/roles/ibmspp/tasks/spp.yaml:140

{"level":"info","ts":1621520068.3327763,"1ogger" :"1ogging_event_handler","msg":"[p
Taybook task]","name":"ibmspp2","namespace":"spp-redb","gvk":"ocp.spp.ibm.com/v1,
Kind=IBMSPP","event_type":"playbook_on_task_start","job":"2374361282119289216","Ev

entData.Name":"ibmspp : Create vadp service"}
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The oc 1ogs command is valid for all other IBM Spectrum Protect Plus Server pods, such as
the sppvirgo pod, which can help you track the start of the IBM Spectrum Protect Plus server
interface task. A typical situation is when you are waiting for the Ul to be ready, you might
want to follow the virgo activity to understand when that interface is ready. Often, it is ready
when the virgo log stops intensive message logging (see Example 3-14).

Example 3-14 Checking the virgo logs

[root@console ~]# oc logs sppvirgo-6664cdbcd6-6dvvc |tail-f

[2021-05-20T14:11:43.1347Z] start-signalling-38 <DE0005I> Started bundle
'com.catalogic.ecx.ibmproviderfcm' version '3.8.0'.

[2021-05-20T14:11:45.3467Z] fs-watcher <DE0004I> Starting bundle
'com.catalogic.ecx.serviceprovider.catalog.ibmfcm' version '3.8.0'.
[2021-05-20T14:11:45.4587] start-signalling-38 <DE0005I> Started bundle
"com.catalogic.ecx.ibmproviderfcm.impl' version '3.8.0'.
[2021-05-20T14:11:46.063Z] start-signalling-37 <WE0001I> Started web

bundle 'com.syncsort.dp.xsb.api.endeavour.update' version '3.8.0' with context
path '/api/endeavour/update'.

[2021-05-20T14:11:46.063Z] start-signalling-37 <DE0O0O5I> Started bundle
'com.syncsort.dp.xsbh.api.endeavour.update' version '3.8.0'.
[2021-05-20T14:11:48.290Z] start-signalling-37 <DE0005I> Started bundle
'com.catalogic.ecx.serviceprovider.catalog.ibmfcm' version '3.8.0'.
[2021-05-20T14:11:48.2917] start-signalling-37 <DE0005I> Started plan
'xsb-ibmproviderfcm' version '2.0.0'.

[2021-05-20T14:12:46.251Z] start-signalling-37 <DE0005I> Started bundle
'com.syncsort.dp.xsh.autoupdate' version '3.8.0'.

[2021-05-20T14:12:46.2527] start-signalling-37 <DE0005I> Started plan
'xsb-update' version '2.0.0'.

[2021-05-20T14:12:46.2587] start-signalling-37 <DE0005I> Started plan

'xsb-app' version '2.0.0'.
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The pods logs also are accessible from the Red Hat OpenShift Container Platform web
interface by clicking Administrator - Workloads — Pods, selecting your pod, and then,
clicking the Logs tab, as shown in Figure 3-30.

Project: spp-redb =
0 Administrator

Pods * Pod Details

Home

(@ spp-operator-6ddc8c7897-bsnmh & running Actions =

Operators

Details YAML Environment Events Termina
OperatorHub

Installed Operators
Some lines have been abridged because they are exceptionally long.

To view unabridged log content, you can either open the raw file in anather window or download it

Workloads

Pods . /
) Logstreaming.. (@ ansible = M Raw | & Download

Deployments

Deployment Configs unting tasks in each s

11 one counting tasks in each state o
Stateful Sets elem
a[em

e: e[em

Secrets
Config Maps
[em

to drain[em
Cron Jobs

Jobs

Daemon Sets

Replica Sets
Replication Controllers

Horizontal Pod Autoscalers

MNetworking

glhost[em 2 5@ [em changed=8 unreachable=8 failed=-2

Storage

1;38m 44911 1621611119, RUNNING CLEANUF[8m

Builds

Figure 3-30 Accessing pods logs from the Red Hat OpenShift Container Platform web interface

One of the benefits of the use of the web interface is that it offers log streaming, with which
you can watch the logs in real time. This feature is helpful to follow modifications that are
applied to a pod.

Note: If you review the operator pods logs and select the operator container, you see
summarized output of the Ansible tasks that are performed by the operator, which is helpful
to track what was done without too much information about the action.

However, if you select the Ansible container, the information is too verbose about the
various Ansible operations that are done to perform all the deployment and updates
activities.
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3.6.3 Monitoring the IBM Spectrum Protect Plus Server resource usage

Many performance indicators are automatically monitored when you deploy pods within a Red
Hat OpenShift Container Platform environment.

After you deployed the IBM Spectrum Protect Plus server by using the IBM provided operator,
you can access performance indicators by clicking Administrator — Observe —
Dashboards. From the drop-down menu at the upper right, select the dashboard type that
you want; for example, Compute Resources/Namespace (pods). Then, select your
namespace (spp-redb is our sample project under which you deployed the IBM Spectrum
Protect Plus server), as shown in Figure 3-31.

You are logged in as a temporary administrative user. Update the cluster OAuth confiquration to allow others to log in.

4 Administrator - 7
Dashboards Time Range Refresh Interval
/ Last 30 minutes v 30seconds ¥
Dashboard Namespace Pod /

Operators

Kubernetes / Compute Resources /Pod ¥ spp-redb ¥ sppvirgo-7459bd485f-79:59

OperatorHub

Installed Operators

v CPU Usage
Workloads

CPUUsage Inspect
Networking s = i e S R— — —— T — —
25| ‘
Storage ‘
Builds 9] 1

1

Observe 05

) 0
Alerting 442PM 444PM 446 PM 4:48PM 450PM 452PM 454PM 456PM 458 PM 500PM 502PM 504 PM 5:06 PM 5.08PM 510PM
Metrics iigo

requests

Dashboards Rinits

Targets

Figure 3-31 Monitoring feature of Red Hat OpenShift Container Platform

This dashboard provides more information about the Compute resources that are used by the
IBM Spectrum Protect Plus pods. It also includes information about network traffic (Receive
and Transmit bandwidth), and all of that information is available at the pod level.

This information is useful when you must troubleshoot performance-related problems.

3.6.4 Changing the hostname of IBM Spectrum Protect Plus server

A situation might exist in which you need to change the hostname of your IBM Spectrum
Protect Plus server.

The Red Hat OpenShift operator makes this task easy because it manages all of the required
pods communication updates in the background.
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Complete the following steps to change the IBM Spectrum Protect Plus hostname:
1. Click Operators — Installed Operators.

2. Select the IBM Spectrum Protect Plus Operator that is installed in your project (in our
example, spp-redb).

3. In the IBM Spectrum Protect Plus tab, click your IBMSPP instance (in our example,
ibmspp). After the instance is selected, edit the YAML view to access the details of your
specific IBMSPP deployment, as shown in Figure 3-32.

= RedHat
—t OpensShift
Container Platform

You are logged in as a temporary administrative user. Update the

& Administrator
Project: spp-redb  +

Home = -
Installed Operators * spp-operatorvON2.89 » IBMSPP details

Overview Ibmspp
Projects
Details YAML Resources Events

Search e

AP Explorer

Events

Operators

OperatorHub

Installed Operators

Workloads

Pods
Deployments
DeploymentConfigs

StatefulSets

Secrets

Confighaps 0 ibmspp has been updated to version 78527715

CronJobs ‘ Reload ‘ ‘ Cancel ‘

Figure 3-32 Editing the ibmspp operator YAML to change the IBM Spectrum Protect Plus server hostname

4. Scroll down to the YAML and edit the hostname value to specify the new hostname. Click
Save.
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After a few seconds, you see that the vadp, virgo, and nodejs pods are re-created

automatically, as shown in Example 3-15.

Example 3-15 Routes and pods information

[root@ocp-helper ~]# oc get routes
NAME HOST/PORT
TERMINATION WILDCARD

spp-tbj18  sppredb.apps.ocp4.isv.escc.lab

edge/Redirect  None

[root@ocp-helper ~1# oc get pods
NAME

spp-awsebs-6b7f7ffc6f-jwdn9
spp-awsec2-9489c5d49-rdsgh
spp-ingressproxy-54d7dcc67c-w2b22
spp-manager-586c57559b-xczz4
spp-operator-f78cd7949-rjjb9
spp-plugins-mongo-66f478dbd7-zvirb
spp-plugins-redis-6cbb55b57-5pgsg
spp-proxy-755d6bf5c9-khxfs
sppdbmongo-5d94fdf7f9-h6h44
sppdbmongo2-6695ffcfdc-sxfbs
sppdbpostgres-64b9d68989-1pzqk
sppkc-77698479dd-mjbt
sppnodejs-69bbd6b7 f6-wswfw
sppui-58c76fd85b-v4jkc
sppvadp-699f4954b6-6dbz1
sppvirgo-7459bd485f-xt81k

READY
1/1
1/1
1/1
1/1
2/2
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1

PATH

/

STATUS

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

Terminating

Running

Terminating
Terminating

SERVICES

sppingressproxy

RESTARTS

0
0
0
0
0
0
0
0
0
0
0
0
1
0
0
0

PORT

<all

2 (22m ago)

>

AGE
11d
11d
11d
11d
56m
11d
11d
11d
11d
11d
11d
11d
11d
11d
11d
31m

Also, a route is created that corresponds to the new IBM Spectrum Protect Plus hostname

that you specified in the operator YAML file, as shown in Example 3-16.

Example 3-16 Routes and pods information after the operator finishes the hostname change

[root@ocp-helper ~]# oc get routes
NAME HOST/PORT
TERMINATION WILDCARD

spp-6mb4c  sppredbnew.apps.ocp4d.isv.escc.lab

edge/Redirect  None
[root@ocp-helper ~]# oc get pods
NAME

spp-awsebs-6b7f7ffc6f-jw4n9
spp-awsec2-9489c5d49-rdsgh
spp-ingressproxy-54d7dcc67c-w2b22
spp-manager-586c57559b-xczz4
spp-operator-f78cd7949-rjjb9
spp-plugins-mongo-66f478dbd7-zvirb
spp-plugins-redis-6cbb55b57-5pgsg
spp-proxy-755d6bf5c9-khxfs
sppdbmongo-5d94fdf7f9-h6h44
sppdbmongo2-6695ffcfdc-sxfbs
sppdbpostgres-64b9d68989-1pzqk
sppkc-77698479dd-mjbtj
sppnodejs-74fb964bb4-n85bk
sppui-58c76fd85b-v4jkc

READY
1/1
1/1
1/1
1/1
2/2
1/1
1/1
1/1
1/1
1/1
1/1
1/1
0/1
1/1

PATH

/

STATUS

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

SERVICES

sppingressproxy

RESTARTS

OFR OO OO ODODODOOO OO

(27s ago)

P

AGE
11d
11d
11d
11d
59m
11d
11d
11d
11d
11d
11d
11d
2m22s
11d

ORT

<all>
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sppvadp-54d4df5bc4-kp2hr 1/1 Running 0 2mlls
sppvirgo-7b7b86d84f-9w8w5 0/1 Running 0 2ml5s
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Container Backup Support

This chapter provides information about the Container Backup Support feature of
IBM Spectrum Protect Plus. It covers IBM Spectrum Protect Plus components and
prerequisites for Container Backup Support in Red Hat OpenShift.

This chapter includes the following topics:

4.1, “Overview” on page 62

4.2, “Components” on page 64

4.3, “Red Hat OpenShift prerequisites and supported environments” on page 68
4.4, “IBM Spectrum Protect Plus and storage prerequisites” on page 72

4.5, “Container backup and restore types” on page 77

4.6, “Service-level agreement policies for container backup” on page 80

4.7, “Container Backup Support security features” on page 82

4.8, “IBM Spectrum Fusion and IBM Cloud Pak for Data” on page 83

YyVyVYyVYVYYVYYY
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4.1 Overview

Container Backup Support that is provided with IBM Spectrum Protect Plus protects the data
of persistent volumes, namespace-scoped resources, and cluster-scoped resources that are
associated with containers in a Kubernetes or Red Hat OpenShift Container Platform
environment. You can run snapshot backup operations to create locally stored backup
snapshots in the cluster, or you can store backup copies on the IBM Spectrum Protect Plus
vSnap server or object store for longer-term retention.

4.1.1 Version history

Container Backup Support for Red Hat OpenShift was initially introduced with IBM Spectrum
Protect Plus V10.1.7. With more recent versions of IBM Spectrum Protect Plus, more features
that are related to container backup were added, as listed in Table 4-1.

Table 4-1 IBM Spectrum Protect Plus Container Backup Support history of versions and features

IBM Spectrum Protect version

Specific features of Red Hat OpenShift container environments

10.1.7

>
| 4

A\

Initial Red Hat OpenShift container platform support on AMD64.

Metadata backups by using Red Hat OpenShift API for Data Protection and
Velero.

Deploy IBM Spectrum Protect Plus as a container.

Restore to alternative namespaces or clusters.

IBM block storage Container Storage Interface (CSI) driver support.

10.1.8

Protect virtual machines (VMs) that are running in Red Hat OpenShift
Container Platform containers (10.1.8.1).

Back up and restore application-consistent data by using Velero pre- and
post-backup hooks (10.1.8.1).

Ceph File System (CephFS) and Scale CSI driver support.

10.1.9

Backup Red Hat OpenShift Container Platform data directly to cloud storage.
Install Container Backup Support by using an operator.
Enhance security by switching from SSH to RestAPI.

10.1.10

Reduce storage footprint for containerized IBM Spectrum Protect Plus server
(v10.1.10.2).
Hitachi NAS (HNAS) and Net App Trident CSI driver support.

10.1.11

Create a namespace during the restore of persistent volume claims (PVCs).
Vertical Pod Autoscaling for Container Backup Support pods.
Backup and restore Red Hat OpenShift platform on IBM zSystems.

10.1.12

Back up the IBM Spectrum Protect Plus catalog directly to cloud storage.
Enhanced options for PVC restore jobs.

4.1.2 User roles

Depending on their role, developers of containerized applications and backup administrators
interact with different user interfaces to protect persistent data in containers.

Application developer
The enterprise application developer completes the following tasks:

» Defines application protection requirements (for example, RTO and RPO).

» Defines the application components that need to be protected.
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Communicates the above to the backup administrator.

Uses the Red Hat OpenShift GUI or command-line interface (CLI) (oc) to complete the
following tasks:

— Creates scripts that allow to manipulate applications in preparation for a backup or
after a restore.

— Assigns annotations to pods to use these scripts as backup or restore pre- and
post-hooks.

— Assigns labels to Red Hat OpenShift Container Platform components that can be
bound to backup policies later.

Completes the following tasks in the IBM Spectrum Protect Plus user interface (can be
done by the backup administrator as well):

— Starts self-service backup and restore requests.

— Selects service-level agreement (SLA) policies to use in backup requests to protect
their volumes or resources.

— Restores volumes and resources.

— Views the status of backup and restore requests.

— Queries information about snapshot and copy backups.

— Removes SLA policy assignments from PVCs and resources.

— Removes obsolete scheduled backup requests and on-demand snapshot requests.

Backup administrator

The IBM Spectrum Protect Plus administrator with the Containers Admin role completes the
following tasks:

»

Deploys and sets up Container Backup Support software in the Red Hat OpenShift
environment.

Creates the storage class for persistent volumes and the snapshot class for storing
shapshots.

Installs and configures IBM Spectrum Protect Plus.

Compiletes the following tasks in the IBM Spectrum Protect Plus user interface:

— Manually registers a Red Hat OpenShift cluster or updates the cluster properties.
— Manually runs an inventory to detect cluster resources.

— Creates SLA policies according to the requirements as provided by the application
administrator.

— Defines SLA backup jobs to protect volumes and resources.
— Removes SLA policy assignments from PVCs and resources.
— Restores volumes and resources.

— Monitors inventory, backup, and restore jobs by using the IBM Spectrum Protect Plus
user interface.

— Generates reports that show the history of container backup jobs by using the IBM
Spectrum Protect Plus user interface.

— Completes troubleshooting tasks, such as collecting log files for debugging the Red
Hat OpenShift environment and viewing trace log files for Container Backup Support.
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4.2 Components

In addition to the IBM Spectrum Protect Plus server and vSnap servers, the container backup
support relies on several other components (See Figure 4-1) that must be installed into the
backup as a service (BaaS) namespace on a Red Hat OpenShift cluster. These components
are described next.

ﬂed Hat OpenShift Cluster \
/

Container Backup Support Pods in BaaS Namespace \ 0 .
- - n premises
MO [ Controller ] Transaction MinlO data
Streams manager mover
Zookeeper Entity Application . U
(x3) operalor } ‘ Scheduler ‘ agent MinlQ \
- i IBM
Operalor manager OADP Velero \ Spectrum
controller operator e / \ Protect Plus
\ ‘
Application Namespaces !
Stateful

vSnap server or ]

Stateless Data mover
\ application application contalner cloud storage

i

\\\ (-
Contalner
_ W o Storage | g s
Persistent volume  L———— @ Interface (CSI) g(_:_‘L Volume snapshot ‘
4 snapshot

Figure 4-1 Red Hat OpenShift deployment

4.2.1 Container Backup Support (BaaS) namespace

To protect persistent volumes (PVs) that are used by containers and cluster-scoped and
namespace-scoped Red Hat OpenShift resources, you must install and configure

IBM Spectrum Protect Plus Container Backup Support in a Red Hat OpenShift Container
Platform environment.

On Red Hat OpenShift and Kubernetes clusters, you can install Container Backup Support by
running an installation script at the CLI. However, as an alternative on Red Hat OpenShift
clusters, you also can install Container Backup Support from the Red Hat OpenShift web
console.

As a prerequisite, an instance of the IBM Spectrum Protect Plus server must be installed and
configured. This instance can be deployed as a containerized application into Red Hat
OpenShift or as a virtual appliance on a VMware or Microsoft Hyper-V hypervisor. Container
Backup Support protects only persistent storage that was allocated by a storage plug-in that
supports the CSI.
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Velero and Red Hat OpenShift API for Data Protection

Velero is an open-source tool that is used in container environments to safely back up and
restore, perform disaster recovery tasks, and migrate Kubernetes cluster resources and
persistent volumes.

Velero and the Red Hat OpenShift API for Data Protection operators are deployed together
with the IBM Spectrum Protect Plus Container Backup Support installation. They do not need
to be installed separately in the Red Hat OpenShift cluster.

Kafka and AMQ streams

Apache Kafka is an event-streaming platform that collects, stores, manipulates, and
distributes messages between processes.

Red Hat AMQ Streams is a Kafka distribution for the Red Hat OpenShift container platform. It
provides an event-streaming backbone with which the application agent and data movers
exchange data with high throughput and low latency.

Figure 4-2 shows the pods that are part of the BaaS project installation.

Project:baas «

Pods
Yrler v Name v || [ul
Name 1 Status Ready Restarts Owner Memory cPU
& Running n a 332 MiB 0,019 cores
2 Running 33 a 4957 MiB 0,012 cores
2 Running n a 7155 MiB 0,013 cores
@ baasminio-0 2 Running n a 168,3MiB 0,004 cores
2 Running n a 162 MiB 0,001 cores
£ Running n a 2164 MB 0,001 cores
 Running 3/3 a yazs-{ransaction-manager-655d589bcs 4126 MiB 0,008 cores
saction-manager-655d589bc8- & Running 33 2 (B bass-transaction-manager-635d583hcs 4046 MiB 0,008 cores
] ion-manager-G55 {3 Running 33 [ @ baas-transaction-manager-655d589bcs 2160 MB 0,007 cores
Z Running n [ D bazs-zookeeper 6367 MiB 0,009 cores
1@ baas-zookeeper-1 £ Running n [y 6B baas-zookeeper 6179 MiB 0,007 cores
1@ baas-zookeeper-2  Running 7 0 6B baas-zookeeper 3858 MiB 0,008 cores
 Running 22 Q @b tor-controller-manager- 1408 2Mi8 1160 cores
23 Running n 0 @ controller-manager- 404 MiB 0,004 cores
@ velero-bs Wity 2 Running n a @ velero-bs7o5H7 86, MiB 0,006 cores

Figure 4-2 Pods that are installed as part of the Baa$S project
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4.2.2 Data mover pods

Data mover containers are controlled by the IBM Spectrum Protect Plus server and are used
to move copies of local snapshot backup data to external storage; for example, a vSnap
server or IBM Cloud Object Storage. The following types of data movers are available and are
deployed with IBM Spectrum Protect Plus Container Backup Support:

» The first type of data mover is used to create external copies of PVC data by mounting a
clone of the latest CSI snapshot. It is instantiated on-demand (when a backup job runs)
and deployed in the application namespaces because access to snapshots and PVCs is
possible from within a namespace only. After a PVC backup is completed, the data mover
pods are removed again to save resources.

» The second type of data mover is used to create external copies of data that were created
by the Velero tool (“metadata” backups). Velero stores its backups to a MinlO pod that
runs inside the BaaS namespace and uses a small PVC to persist these backups. Thus,
this second data mover type mounts a clone of the “MinlO-PVC” and copies the contents
to external storage (vSnap or IBM Cloud Object Storage). As with the first data mover
type, it is instantiated on-demand (when a backup job runs) and is removed again after the
metadata backup completes.

Container Backup Support uses PVCs to identify the persistent volumes to back up. For copy
backup operations, when a schedule is run, snapshots and copy backups of a PVC are
created at the time intervals that are specified by the SLA policy. The data mover copies the
data and IBM Spectrum Protect Plus creates a record in its recovery database. Snapshots
that are created by on-demand backups also are recorded in IBM Spectrum Protect Plus.

4.2.3 Container Storage Interface

Stateful data must be managed across any containerized environment. For this need, many
drivers with different specifications were available. The industry recognized the lack of
standardization and developed a specification that is called the CSI, which is now adopted by
all major container orchestrator systems.

For more information about how CSI integrates into a Red Hat OpenShift cluster,
see IBM Documentation.

The CSI enables Red Hat OpenShift Container Platform to use storage from any storage
backend that implements the CSl interface as persistent storage. Multiple storage backends
can be attached to the same Red Hat OpenShift cluster in parallel.

By using standardized API calls, applications can perform complex storage actions, such as
dynamic provisioning of volumes, creating snapshots, or volume cloning without the need to
understand how these activities are technically implemented on a specific storage back end.
The CSI driver hides this complexity from the calling application.

IBM Spectrum Protect Plus Container Backup Support mainly uses the following CSI
features:

» Provisioning of volumes: New volumes might be created as part of a restore procedure; for
example, when the backup of a PVC is restored to another namespace or cluster. The
type of volume is being specified by a StorageClass parameter of the CSI driver.

» Volume snapshots: Creating volume snapshots is a part of the PVC backup process.
Users can decide whether creating regular, local snapshots is sufficient or if external
copies of volume data must be created. To enable the creation of volume snapshots, the
CSl driver that provided the volume must also implement a VolumeSnapshotClass.

66 IBM Spectrum Protect Plus: Protecting Red Hat OpenShift Containerized Environments


https://docs.openshift.com/container-platform/4.11/storage/container_storage_interface/persistent-storage-csi.html

» Create volume from snapshot: Whenever disaster protection is required and backup data
must be copied to an external storage device (for example, vSnap or IBM Cloud Object
Storage), volumes must be attached to data mover pods. Because snapshots cannot be
mounted to a pod directly, temporary volumes are created from the latest snapshot and
mapped to the data movers.

Examples

Theoretically, IBM Spectrum Protect Plus Container Backup Support works with any type of
storage vendor that includes a CSI driver that implements the features as listed in 4.2.3,
“Container Storage Interface” on page 66. However, IBM supports only CSI drivers and
versions that were tested.

For more information about validated storage providers, see 4.3.3, “Supported storage types”
on page 70 or this IBM Support web page.

Types of supported container storage types include the following examples:

» IBM Block CSI: This storage plug-in enables a Red Hat OpenShift cluster to dynamically
provision volumes on IBM block storage systems that are attached to the worker nodes by
way of ISCI or Fibre Channel, such as the IBM DS8000® family, IBM FlashSystem®
A9000/A9000R, and systems from the IBM Spectrum Virtualize family.

Each persistent volume in Red Hat OpenShift features a 1:1 relation to a LUN in the
storage system (for example, a VDisk in an IBM FlashSystem). The creation of a volume
snapshot in Red Hat OpenShift results in a hardware snapshot (IBM FlashCopy®) on the
storage system.

» IBM Spectrum Scale CSI: This storage plug-in enables a Red Hat OpenShift cluster to
dynamically provision file volumes that are in independent file sets of an IBM Spectrum
Scale file system. Each persistent volume in Red Hat OpenShift features a 1:1 relation to
an independent file set in IBM Spectrum Scale. The creation of a volume snapshot in
Red Hat OpenShift results in a software snapshot of the corresponding file set.

Important: The latest versions of IBM Spectrum Scale CSI support so-called “consistency
groups” (CGs). In such a setup, the PVCs are represented by dependent file sets that
belong to an independent file set (which represents the CG). If a CSI snapshot is
performed for only one of the PVCs, the result is a software snapshot of the IBM Spectrum
Scale independent file set, which also affects or snapshots all of the other PVCs in the CG.
For more information, see this IBM Documentation web page.
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Figure 4-3 shows the relation between persistent volumes and file sets in IBM Spectrum
Scale consistency groups.

'l Namespace I'

{ /mnt/fs1 } 'l Filesystem |'
'l prefix-namespace-appl I' 'l prefix-namespace-app2 I' 'l Indlfirf:!gem I'

{ PV 1-Xxx } «{ PV2-XXX |> { PV 1-Xxx H PV 2-XXX H PV 3-XXX I' {L)e[)elwclenrl—\leset}

Figure 4-3 IBM Spectrum Scale consistency groups

4.3 Red Hat OpenShift prerequisites and supported
environments

Before you can install Container Backup Support on a Kubernetes or Red Hat OpenShift
cluster, ensure that all system requirements and prerequisites are met.

For more information about the current support matrix, see this IBM Support web page.

4.3.1 Installation types

The following types of installations are available:
» Online

Install the IBM Spectrum Protect Plus operator from an online registry, such as the
IBM Entitled Registry. By creating an image pull secret, the IBM Spectrum Protect Plus
image can be installed from the IBM Cloud Container Registry (cp.icr.io/cp).

For more information, see Chapter 5, “Implementing Container Backup Support” on
page 85 or this IBM Documentation web page.

» Air-gapped installation

Some Red Hat OpenShift clusters cannot be attached to the internet and must have a
private registry to install the IBM Spectrum Protect Plus operator. This installation is a bit
more tricky because more components must be in place. The installation can be done by
using a Container Application Software for Enterprises (CASE) package.

For more information, see this IBM Documentation web page.
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4.3.2 Supported Red Hat OpenShift architecture

IBM Spectrum Protect Plus data protection for containers can be implemented on Red Hat
OpenShift that is running on AMD64 and IBM zSystems platform.

Different versions of cloud environments also are supported for the AMD64 platform. The
IBM zSystems platform is supported only in private cloud deployments (on-premised). For
more information about the coverage support matrix, see this IBM Support web page.

Notes: Red Hat OpenShift for IBM zSystems is not supported in an air-gapped

environment. In addition, the data that is protected on IBM zSystems environments cannot

be recovered on amd64-based Red Hat OpenShift Container Platform clusters.

The storage type support varies between the AMD64 and IBM zSystems platform. For

more information about storage support, see Chapter 5, “Implementing Container Backup

Support” on page 85.

At the time of writing, the Red Hat OpenShift environments that are listed in Table 4-2 -
Table 4-5 are supported by IBM Spectrum Protect Plus.

Table 4-2 Supported Red Hat OpenShift Container Platform versions (AMD64)

Red Hat OpenShift Container Platform IBM Spectrum Protect Plus

» Version 4.8 and later updates » Beginning with Version 10.1.8 iFix2
» Version 4.9 and later updates » Beginning with Version 10.1.9 iFix3
» Version 4.10 and later updates » Beginning with Version 10.1.10.2

» Version 4.11 and later updates » Beginning with Version 10.1.11

Table 4-3 Supported ODF versions (AMD64)

Red Hat OpenShift Data Foundation IBM Spectrum Protect Plus

» Version 4.8 and later updates » Beginning with Version 10.1.8 iFix2
» Version 4.9 and later updates » Beginning with Version 10.1.9 iFix3
» Version 4.10 and later updates » Beginning with Version 10.1.11

Table 4-4 Supported Red Hat OpenShift Container Platform versions (IBM zSystems)

Red Hat OpenShift Container Platform IBM Spectrum Protect Plus

» Version 4.9 and later updates » Beginning with Version 10.1.11
» Version 4.10 and later updates » Beginning with Version 10.1.12
» Version 4.11 and later updates » Beginning with Version 10.1.12

Table 4-5 Supported ODF versions (IBM zSystems)

Red Hat OpenShift Data Foundation IBM Spectrum Protect Plus
» Version 4.9 and later updates » Beginning with Version 10.1.11
» Version 4.10 and later updates » Beginning with Version 10.1.12
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4.3.3 Supported storage types

Container Backup Support protects volume data that was allocated and provisioned by a
storage plug-in that supports the CSI specification.

The CSI plug-in must provide the following features:
» Dynamic provisioning of volumes.
» Snapshot capabilities that are used for local backup operations.

» Volume-cloning capabilities (“volume from snapshot”) that are used to mount a volume
clone to the IBM Spectrum Protect Plus data mover component to create external backup
copies; for example, to an IBM Spectrum Protect Plus vSnap server or to Object Storage.

Notes: Back-up operations for raw block device volumes (volumeMode 'Block') are not
supported. Only formatted volumes can be mounted to the data mover for copy operations.

You cannot restore a snapshot backup to a different cluster or namespace because a
shapshot belongs to the same namespace as the source volume.

File-based, incremental copy backup and restore operations are performed by using the
open-source tool restic, which is included in the data mover pods. During incremental
backups, only new and changed data is copied to the IBM Spectrum Protect Plus vSnap
server. It does not matter if block or file-based storage types are in use.

For IBM Spectrum Scale backups, the following limitations apply:

» Snhapshots can be created from independent fileset-based PVCs only. PVCs that are
based on lightweight directories and dependent file sets are not supported. These types of
PVCs are automatically filtered and are not displayed in the container inventory in the
IBM Spectrum Protect Plus user interface.

» Backup and restore operations of IBM Spectrum Scale specific access control lists (ACLS)
are not supported. During a restore operation, only standard and extended POSIX
attributes are restored.

At the time of this writing, the storage types that are listed in Table 4-6 and Table 4-7 on
page 71 are supported by IBM Spectrum Protect Plus.

Table 4-6 Supported storage types (AMD64)

Storage CSl driver CSl and IBM Spectrum
Protect Plus version
External CephFS Ceph CSI driver » Installed with OCS, or
with CephFS storage Version 3.2.2 or later
(Beginning with

IBM Spectrum Protect Plus
10.1.10)

» Version 3.6.2 or later
(Beginning with
IBM Spectrum Protect Plus
10.1.12)
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Storage

CSl driver

CSl and IBM Spectrum
Protect Plus version

Ceph Rados Block Device
(RBD)

Ceph CSI driver with RBD

» Installed with OCS, or
Version 3.2.2 or later
(Beginning with
IBM Spectrum Protect Plus
10.1.10)

» Version 3.6.2 or later
(Beginning with
IBM Spectrum Protect Plus
10.1.12)

IBM block storage

IBM block storage CSI
for virtualized storage

» Version 1.6 or later
(Beginning with
IBM Spectrum Protect Plus
10.1.8 ifix2)

» Version 1.7 or later
(Beginning with
IBM Spectrum Protect Plus
10.1.9)

» Version 1.8 or later
(Beginning with
IBM Spectrum Protect Plus
10.1.10)

» Version 1.9 or later
(Beginning with
IBM Spectrum Protect Plus
10.1.11)

IBM Spectrum Scale (5.1.1 or
later)

IBM Spectrum Scale CSI driver

Version 2.2.0 or later updates
(Beginning with IBM Spectrum
Protect Plus 10.1.8)

HNAS HNAS CSI Driver for Version 1.1.1 or later
Kubernetes (Beginning with IBM Spectrum
Protect Plus 10.1.9)
NetApp storage CSI Trident for Kubernetes Version 21 or later (Beginning

with IBM Spectrum Protect Plus
10.1.9)

Table 4-7 Supported storage types (IBM zSystems)

Storage

CSl driver

CSl and IBM Spectrum
Protect Plus version

External CephFS

Ceph CSI driver
with CephFS storage

Version 3.2.2 or later
(Beginning with IBM Spectrum
Protect Plus 10.1.12)

Ceph RBD

Ceph CSI driver with RBD

Version 3.2.2 or later
(Beginning with IBM Spectrum
Protect Plus 10.1.12)

IBM block storage

IBM block storage CSI
for virtualized storage

Version 1.8 or later (Beginning
with IBM Spectrum Protect Plus
10.1.11)

For more information about supported storage types, see this IBM Support web page.
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4.3.4 Red Hat OpenShift cluster prerequisites

Specific requirements must be met to ensure the proper operation of Container Backup
Support on your cluster. These requirements consist of the CLI, collecting metrics
performance improvements, CSI external-snapshotter, an accessible registry, a storage class,
and defining user permissions and settings.

Consider the following points:

»

In a Red Hat OpenShift environment, the CLI (oc) must be accessible on the installation
host and in the local path.

Ensure that the Red Hat OpenShift Cluster Monitoring Operator is installed and running in
the environment for metrics and performance improvement.

Ensure that the cluster operator csi-snapshot-controller is in the Available: True state.

A storage class and volume snapshot class must be defined for the persistent volumes
that are being protected.

The target image registry must be accessible from the Red Hat OpenShift cluster. The
target image registry can be a local image registry or an external image registry.

The host that is used to install Container Backup Support must use a kubeconfig file with
cluster-admin privileges, KUBECONFIG.

To create cluster-wide resources, you must be logged in to the target cluster as a user with
cluster-admin privileges.

Ensure that Container Backup Support secrets that include user IDs, passwords, and keys
are encrypted at rest in the etcd distributed key-value store.

4.4 IBM Spectrum Protect Plus and storage prerequisites

In this section, we discuss IBM Spectrum Protect Plus and storage prerequisites.

4.4.1 General prerequisites

The IBM Spectrum Protect Plus server and the IBM Spectrum Protect Plus vSnap server
must be provisioned and configured by the IBM Spectrum Protect Plus administrator.
Consider the following points:

>

An IBM Spectrum Protect Plus instance must be deployed in a container environment or
as a VMware or Microsoft Hyper-V virtual appliance.

Network connectivity must exist to and from the target Red Hat OpenShift cluster.

The Red Hat OpenShift cluster must be registered to IBM Spectrum Protect Plus by using
a Fully Qualified Domain Name (FQDN) name or IP address.

The IBM Spectrum Protect Plus IP address and port number must be specified in the
Container Backup Support configuration. Only https (port 443) can be specified for use
with all IBM Spectrum Protect Plus instances.

An example of a BaaS configuration file is shown in Figure 4-4 on page 73.
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ibmsppc-entitled-registry

Details YAML Resources Events

Figure 4-4 Sample YAML file with IBM Spectrum Protect Plus IP address and port number

» An administrative user account for Container Backup Support must be configured on
IBM Spectrum Protect Plus for access to all external components that interact with
Container Backup Support. This administrative account can be a local user or configured
as a global LDAP account. Figure 4-5 shows the user management dialog of
IBM Spectrum Protect Plus.

User

Sers Ly e, baas

Name Role
RESOURCE GROUPS

Abaas Containers Admin
Permission 1

Sisppadmin SUPERUSER e

s Ad

|

> Ky

1-2 of 2items lofipage <« » &

Figure 4-5 Baa$ user with the Container Admin role
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4.4.2 Managing connection performance in Red Hat OpenShift

A default of two Ingress controller pods is needed to handle routes. Larger Red Hat OpenShift
clusters require more Ingress controller pods to handle routes. When the number of Ingress
controller pods is insufficient, you might experience connections being dropped from the
IBM Spectrum Protect Plus to the agent. The maximum number of Ingress controller pods
that you can scale is equal to the number of worker nodes.

Example 4-1 shows how to determine the current number of ingress controllers, update the
number to a higher value, and check that the update was successful.

Example 4-1 Modifying the number of Red Hat OpenShift Ingress controllers

#> oc get -n openshift-ingress-operator ingresscontrollers/default -o
jsonpath="'{$.status.availableReplicas}'
2

#> oc patch -n openshift-ingress-operator ingresscontroller/default --patch
"{"spec":{"replicas": 3}}' --type=merge
ingresscontroller.operator.openshift.io/default patched

#> oc get -n openshift-ingress-operator ingresscontrollers/default -o
jsonpath="'{$.status.availableReplicas}'
3

Consider the following points:

» Network connectivity must exist to and from the target Red Hat OpenShift cluster and the
IBM Spectrum Protect Plus vSnap instance or S3 object storage.

» If backups are encrypted at rest, make sure to size suitable resources (memory and CPU)
to the vSnap server. Encryption uses 5 - 10% extra CPU resources, depending on the
environment.

» Cluster performance is affected when you back up many PVCs concurrently because each
PVC uses multiple threads and uses bandwidth when data is copied. You can specify the
maximum concurrent PVCs. Figure 4-6 shows the default concurrent PVCs of 10.

Manage Clusters

Edit Application Properties

| sting use
Use existing user

Select user

Certificate
@ Use existing certificate O Use CA certificate O Copy and paste O Upload

Select a certificate

dpr-cert X v

Options

Maximum concurrent PVCs 10 - |+

Figure 4-6 Specification of maximum concurrent PVCs
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4.4.3 Vertical Pod Autoscaler

The Red Hat OpenShift Container Platform Vertical Pod Autoscaler Operator (VPA)
automatically reviews the historic and current CPU and memory resources for containers in
pods. It also can update the resource limits and requests based on the usage values it learns
over time.

The use of the VPA is optional. If VPA should be used to adapt resource assignments for the
BaaS pods, the following steps must be performed before IBM Spectrum Protect Plus
Container Backup Support is installed:

1. Install the VPA to the Red Hat OpenShift cluster by using a Red Hat operator. For more
information, see this web page.

2. Adapt the BaaS configuration file to use VPA, as described at this web page.

3. Deploy BaaS, as described in Chapter 5, “Implementing Container Backup Support” on
page 85.

The VPA parameters that are added to the BaaS configuration enable choosing between two

“update modes”:

» Initial: The VPA adapts the resource assignments to BaaS pods whenever a pod is
restarted or evicted.

» Off: Recommendations can be queried from VPA and applied to the BaaS configuration
manually.

4.4.4 Cloud storage for direct backup operations

Object storage can be used in the following ways to store container backup data with
IBM Spectrum Protect Plus:

» Use disk-based vSnap servers as primary target storage for container backup data and
create copies from vSnap to an object storage system regularly.

» Back up data from a Red Hat OpenShift cluster directly to S3 object storage.

Notes: In addition to container backup data, the metadata catalogs of the IBM Spectrum
Protect Plus server can be stored to Object Storage by using these approaches.

When direct backup to object storage is used, no other copies (for example, to a vSnap or
another object storage) are possible.

The following Object Storage systems are supported for direct backup from Red Hat
OpenShift:

» Amazon Simple Storage Service (Amazon S3)

IBM Cloud Object Storage (including IBM Cloud Object Storage Systems)
Microsoft Azure Blob storage

S3 compatible storage

vvyy
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Note: For IBM Cloud Object Storage, retention-enabled vaults are not supported.

For S3 compatible storage, generic S3 support is based on an external certification
process. For more information about supported S3 compatible providers, see this
IBM Support web page.

Other object storage (such as MinlO or other open-source implementations) might work,
but were not tested and are not supported by IBM.

Figure 4-7 shows an example of an IBM Cloud Object Storage System being registered as
cloud storage to IBM Spectrum Protect Plus.

Storage
Cloud storage
=8 S
Name

B vSnap

servers O VCOS-SLE
B 055M
& Cloud

storage
B Reposito

servers

Items per page: 100 v~

i} Add cloud storage +

Provider

cos

Cloud details Get buckets Review

Review

Cloud type
Provider: IBM Cloud Object Storage

Cloud details
Name: VCOS-SLE
A VCOS-SLE-KEY_1644947182520

te: <Not Set>

Buckets

Endpoint: http:ff 9.x.v.2

storage bucket: N/A
orage bucket: spp-server

object storage bucket: N/A

1-1 of 1 item 1 v of1page 14 » (&)

Figure 4-7 Example of defining an IBM Cloud Object Storage System as a backup target

4.4.5 Communication ports

Table 4-8 lists the ports that are used by IBM Spectrum Protect Plus agents.

Table 4-8 Communication ports that are used for Container Backup Support

Port Protocol Initiator Target Description

443 TCP IBM Spectrum | Container Used by IBM Spectrum Protect Plus to connect to the data
Protect Plus Backup mover container to run agents. Also used for REST API
server Support connections to the container backup support agent.

agent
111 TCP and Container vSnap server | Used for NFS data transfer to and from file systems that are
UDP Backup mounted from vSnap servers during backup and restore
Support agent operations.
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Port Protocol Initiator Target Description
443 TCP Container IBM Used for IBM Spectrum Protect Plus-issued commands to run
Backup Spectrum backup, restore, inventory, and other operations.
Support agent | Protect Plus
server
2049 TCP and Container vSnap server | Used for NFS data transfer to and from file systems that are
UDP Backup mounted from vSnap servers during backup and restore
Support agent operations.
20048 | TCP and Container vSnap server | Used for NFS data transfer to and from file systems that are
UDP Backup mounted from vSnap servers during backup and restore
Support agent operations.

4.5 Container backup and restore types

Container Backup Support provides multiple types of backup and restore functions for your
PVCs and other cluster resources. You can use the IBM Spectrum Protect Plus user interface
to assign policies and regular backup schedules to cluster components or start ad hoc
backup and restore operations.

4.5.1 Backup types

In this section, we describe the available backup operations.

For more information about backup and restore types, see this IBM Documentation web
page.

Figure 4-8 shows the data flows for snapshot and copy backups.

Note: Figure 4-8 shows a vSnap server as target for external data copies. Instead of a
vSnap server, data also can be backed up to IBM Cloud Object Storage.

SLA Policy
SPP snapshot backup : SPP copy backup
T ; ---------- =
Y — — Y ——
Pl Temp. |
PVC Volume | I 1\, e {|BaaS Datamover copy vSnap
Snapshot| ! | ! Vol
11 Clone |
~— N~ : N -’I N~
|
3 < S
Resources Baas : vSna
inetcd | | Velero backup I\(nér;()) | | BaaS Datamover copy Vol P
~— — U ~—
\ Red Hat OpenShift cluster / vSnap server

Figure 4-8 Snapshot versus copy backup
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The following sections describe the backup options.

Snapshot backup of PVCs

A snapshot backup creates a backup of the persistent volume by using CSI storage plug-in
shapshot capabilities. The snapshot is stored in a location that is assigned by a Kubernetes
snapshot class as defined by the backup administrator. Typically, this location is the same
storage site as the persistent volume that is backed up.

The snapshot class must be compatible with the storage class of the persistent volume. That
is, the snapshot class and storage class are defined and provided by the same CSI storage

plug-in.

Snapshot backup: nhamespace-scoped and cluster-scoped resources

A snapshot backup creates a backup of the cluster-scoped or namespace-scoped resources,
which are backed up to the local MinlO in the BaaS namespace. The MinlO object store that
runs in the BaaS namespace claims a persistent volume to store the snapshot backups. This
PVC is a single holding area for the data for all resource snapshot backups. The storage
administrator must ensure that a default storage class exists in the cluster or a suitable
storage class is defined by the MinlO storage class parameter when the BaaS is installed.

Snapshot backups are created by scheduled backup requests or on-demand backup
requests. During scheduled backups, snapshot backups are created at intervals that are
defined by the assigned SLA policy.

Copy backup: PVCs

This type of backup copies the persistent volume contents to an IBM Spectrum Protect Plus
vSnap server or directly to IBM Cloud Object Storage. IBM Spectrum Protect Plus policy
definitions allow dissimilar retentions between copy and snapshot backups.

Copy backup: namespace-scoped and cluster-scoped resources

A copy backup copies the namespace-scoped or cluster-scoped resources from BaaS MinlO
to an IBM Spectrum Protect Plus vSnap server or directly to IBM Cloud Object Storage.

IBM Spectrum Protect Plus policy definitions allow dissimilar retentions between copy and
snapshot backups.

Snapshot-only protection

Container Backup Support can be deployed as a snapshot-only solution. In this configuration,
the installation of an IBM Spectrum Protect Plus vSnap server or a connection to IBM Cloud
Object Storage is not required.

IBM Spectrum Protect Plus policy definitions may define snapshot backups only, without
enabling regular copy backups. In this scenario, snapshots are created and stored locally, but
data is not copied from the cluster to the external vSnap server or cloud storage. With a
shapshot-only deployment, data cannot be restored to another namespace or cluster.

4.5.2 Restore types
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In this section, we describe the available types of restore operations.

For more information about restoring container data with IBM Spectrum Protect Plus, see this
IBM Documentation web page.

Figure 4-9 on page 79 shows the data flows for snapshot and copy restores.
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Note: Figure 4-9 on page 79 shows a vSnap server as source of external data copies.
Instead of a vSnap server, data also can be restored from IBM Cloud Object Storage.

SPP snapshot restore : SPP restore from copy
T
]
o { \
ﬂ_/ N -
I
PVC Volume | New <}3338 Datamover copy| | vSnap
Snapshot| | PVC Vol
|
~— N~ 1 ~ N
|
- | -
Resources|  Velero restore Baas BaaS Datamover copy | vSnap
in etcd Minio Vol
(S3) I
~— —_ 1 ~—
\ Red Hat OpenShift cluster / vSnap server

Figure 4-9 Snapshot versus copy restores
The following sections describe the restore options.

Snapshot restore: PVCs

This operation restores a snapshot to a new persistent volume. This type of operation is
suitable for rapidly restoring recent snapshot backups.

Snapshot restore: namespace-scoped and cluster-scoped resources
This type of snapshot restore operation restores a snapshot copy from the BaaS MinlO to the
same namespace or cluster. Snapshot copy backups cannot be restored to another
namespace or cluster; they can be restored to the same cluster or the same namespace only.
This type of operation is suitable for rapidly restoring recent snapshot backups.

Copy backup restore: PVCs

This operation restores a copy backup to a persistent volume with the same name of the
original volume, or to a new volume. You can select to restore to an alternative cluster or
namespace.

If you want to restore a copy backup to the original persistent volume, the container to which
the persistent volume is attached must not be running. This type of operation is suitable for
restoring persistent volumes from copy backups that are retained for a longer period on

IBM Spectrum Protect Plus.

Copy backup restore: namespace-scoped and cluster-scoped resources
This operation restores a backup from the vSnap server or cloud storage to MinlO, and then
to the original namespace or cluster. Alternatively, the restore operation can run to a new
namespace or cluster, depending on what is being specified in the restore job. This type of
restore operation is suitable for restoring resources from copy backups that are retained for a
longer period on IBM Spectrum Protect Plus.
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Restore capability matrix

Table 4-9 lists the four different restore methods in combination with the backup methods.

Table 4-9 Backup and restore methods

example, IBM block CSlI)
Note: Storage class names can be different

Restore to Restore Restore from
from Copy (vSnap or
Snapshot cloud storage)

Original PVC name in same namespace Y Y

(original PVC must be deleted first)

New PVC name in same namespace Y Y

(deployments must be updated to include new PVC name)

Other namespace in same cluster N Y

Other cluster (both clusters must have same storage type; for N Y

4.6 Service-level agreement policies for container backup

SLAs in IBM Spectrum Protect Plus are policies that define the following relevant

parameters for a backup:

» Scheduler: Can be Active or Disabled (ad hoc or external scheduling only).

» Retention: How long to keep the backup data?

» Repeats: When and how often is data to be backed up?

» Target: Where to store the backup data?

» Replication: Will the data be replicated to another vSnap server?

» Extra copies: Enables creating copies of backup data that is stored in a vSnap to other

storage, such as IBM Spectrum Protect or IBM Cloud Object Storage.

Note: Replication data and extra copies can have their own retentions assigned.

Depending on the type of the backup client (for example, VMs, file systems, databases or
applications, Amazon EC2 instances, Kubernetes, or Red Hat OpenShift containers) some

SLA options can vary or might not be available at all.

An SLA for Red Hat OpenShift container backup is referred to a tiered snapshot. Figure 4-10
on page 81 shows the options of the tiered snapshot SLA type.
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Tiered snapshot

This policy includes these functions:

— Snapshot

— Backup to vSnap

— Replication

— Create additional data
copies to other locations

These workloads can use this policy:

— Kubernetes
— OpenShift

Figure 4-10 SLA type tiered snapshot for container backup support

The following functions are available:

»

Snapshot Protection (a container backup policy must use CSl snapshots; all other SLA
parameters are optional):

Scheduler: Active or inactive.
Retention for local CSl snapshot backups.
Repeats: When and how often will CSI snapshots be created?

Snapshot Prefix: A prefix that is assigned to the CSI snapshots that allows
identification of snapshots in Red Hat OpenShift Container Platform that were triggered
by IBM Spectrum Protect Plus.

Backup Policy (optional, snapshots can be “tiered” or copied to external vSnap or cloud
storage):

Scheduler: Active or inactive.

Retention for vSnap or cloud storage backups.

Repeats: When and how often will snapshots be tiered to vSnap or cloud?
Storage Type: Site (vSnap) or cloud storage.

Replication Policy (optional, can be used only if the older SLA section Backup Policy is
enabled and configured to copy data to a vSnap. Replication is not possible when the
Backup Policy sends snapshot data to directly cloud storage):

Scheduler: Active or inactive.
Retention for replicated vSnap data.
Repeats: When and how often will vSnap data be replicated?

Target Site: Specifies which vSnaps will be used as replication targets.
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Extra Copies (optional, can be used only if older SLA section Backup Policy is enabled
and configured to copy data to a vSnap. Extra copies are not possible when the Backup
Policy sends snapshot data directly to cloud storage):

— Scheduler: Active or inactive.

— Retention for copied vSnap data.

— Repeats: When and how often will vSnap data be copied?

— Source: Data can be copied from a backup-target vSnap or replication-target vSnap.
— Destination: Data can be copied to IBM Spectrum Protect or cloud storage.

The storage administrator can create SLA policies by using the IBM Spectrum Protect Plus
user interface:

»

List existing SLAs: In the IBM Spectrum Protect Plus user interface, click Manage
Protection — Policy Overview. The SLA Policies section lists all the policies that are
available.

A predefined SLA policy (Container) is available to help you protect your persistent
volumes and cluster- and namespace-scoped resources. The predefined Container policy
runs the following operations:

— Snapshot backups every 6 hours with a retention period of 1 day
— Copy backups daily with a retention period of 31 days

Create new SLA: In the IBM Spectrum Protect Plus user interface, click Manage
Protection — Policy Overview — Add SLA Policy. Multiple options for SLA types are
displayed.

The SLA is assigned to a volume or resource in the backup schedule definition. You can
assign more than one SLA to a volume or resource.

When snapshot and copy backups expire, they are marked for expiration on IBM Spectrum
Protect Plus. Then, they are deleted by IBM Spectrum Protect Plus maintenance jobs. It is
also possible to expire container data backups manually.

For more information, see this IBM Documentation web page.

4.7 Container Backup Support security features

The following advanced security features are provided to help protect containers, secure
network connections, encrypt data, and verify installation packages:

vVvyYvyvyYYyvyy

Security scanning of containers

Least privileged containers
Authentication of network connections
Multitenancy

Encryption of data at rest

Code signing

For more information about these security features, see this IBM Documentation web page.
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4.8 IBM Spectrum Fusion and IBM Cloud Pak for Data

IBM Spectrum Fusion is a data services platform for Red Hat OpenShift. It builds the
foundation for container-native applications that are running anywhere on Red Hat OpenShift
(on-premises or in a cloud) and provides data-storage and data-protection services.

Key components are based on IBM Spectrum Scale to provide a scalable, flexible
container-native storage and IBM Spectrum Protect Plus to provide the container backup
capabilities.

IBM Cloud Pak for Data (CP4D) is a cloud-native solution that runs on Red Hat OpenShift and
that enables users to get out the most of their data by providing tools and features, such as
the following examples:

» Collect from or connect to various data sources.

Organize data by using data classifications.

Storing data into various databases or warehouses.

Infuse data with Al and machine learning.

Analyze and visualize data to get insights and to extract business relevant information.

vVvyyy

Depending on which components are implemented and used, protecting a CP4D installation
can become challenging. To ensure backup data consistency, some services might need to
be stopped during backup or components might need to be backed up in a specific order.

IBM Spectrum Fusion is the only data protection platform that can create a nondisruptive
backup of CP4D for DR by orchestrating the backup of multiple data sources by using a
prescribed set of steps. This prescription is called a recipe, which is provided by the
application to be backed up (CP4D) and used by the data protection platform (IBM Spectrum
Protect Plus) to perform the backup in the correct way.

At the time of this writing, CP4D is the only Cloud Pak that provides a backup recipe and the
containerized version of IBM Spectrum Protect Plus that is packaged with IBM Spectrum
Fusion. It also is the only backup solution that can use the recipe to control the backup
workflow.
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Implementing Container Backup
Support

This chapter provides information about how to install, configure, and use the IBM Spectrum
Protect Plus and backup as a service (BaaS) component in a Red Hat OpenShift Container
environment.

This chapter includes the following topics:

» 5.1, “Validating the prerequisites” on page 86
» 5.2, “Installing in an online environment” on page 87
» 5.3, “Installing in an air-gapped environment” on page 120
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5.1 Validating the prerequisites

IBM Spectrum Protect Plus Container Backup Support for Red Hat OpenShift is implemented
through the BaaS component. This component acts as an agent for IBM Spectrum Protect
Plus and is installed in the Red Hat OpenShift cluster.

Before starting the Baa$ installation, the following prerequisites must be met:
» Your Red Hat OpenShift version is supported by IBM Spectrum Protect Plus.

» A Storage Provider and Container Storage Interface (CSI) driver is implemented that is
supported by IBM Spectrum Protect Plus.

» A running IBM Spectrum Protect Plus server and optional vSnap servers are available.

» All necessary software packages are installed in your Red Hat OpenShift Container
Platform cluster.

For more information about supported environments, see Chapter 4, “Container Backup
Support” on page 61, or this IBM Documentation web page.

5.1.1 Preparing IBM Spectrum Protect Plus backup servers

All backup and restore operations are managed by a central entity: the IBM Spectrum Protect
Plus server. The IBM Spectrum Protect Plus vSnap servers act as a storage server for the
backup data.

The IBM Spectrum Protect Plus server and the IBM Spectrum Protect Plus vSnap servers
must be provisioned and configured by the IBM Spectrum Protect Plus administrator.
Consider the following points:

» An IBM Spectrum Protect Plus server must be deployed in a container environment or as
a VMware virtual appliance.

Network connectivity must exist to and from the target cluster and the IBM Spectrum
Protect Plus server instance.

» An administrative account for Container Backup Support must be configured on
IBM Spectrum Protect Plus, as shown in Figure 4-5 on page 73. This administrative
account can be configured as a local user or as a global LDAP account in the data center.
This administrative user account and its password must be available when installing the
BaaS component later.

» Optional: For copy backup and copy restore operations, the IBM Spectrum Protect Plus
vSnap servers must be provisioned and configured by the backup administrator. An
IBM Spectrum Protect Plus vSnap instance must be deployed as a VMware virtual
appliance and configured to store backups.

Network connectivity must exist to and from the target Red Hat OpenShift cluster and the
IBM Spectrum Protect Plus vSnap instance.

For more information about the IBM Spectrum Protect Plus architecture and components, see
the Chapter 2, “IBM Spectrum Protect Plus architecture” on page 11, or IBM Spectrum
Protect Plus Practical Guidance for Deployment, Configuration, and Usage, REDP-5532.
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5.2 Installing in an online environment

The easiest way to install IBM Spectrum Protect Plus Container Backup support is by using
IBM and Red Hat online repositories.

To perform a Baa$ installation by using the online repositories, the Red Hat OpenShift cluster
and the system that is used to pull the required code packages must access the internet. In
environments where direct internet access is denied, an http or https proxy can be used.

For more information about how to configure cluster-wide proxy on an Red Hat OpenShift
Container Platform cluster, see this Red Hat OpenShift Documentation web page.

The process that is used to install Container Backup Support (BaaS) features the following
overall tasks:

» Obtaining the IBM Container Software Library Entitlement key.

» Setting up installation variables.

» Editing the cluster global pull secret.

» Creating the Container Backup Support namespace.

» Creating the image pull secret.

» Creating the general-purpose secret for Container Backup Support.

» Exchanging certificate between IBM Spectrum Protect Plus and Red Hat OpenShift
Container Platform.

» Adding the online CatalogSource.

» Installing the Container Backup Support (BaaS) operator.

» Creating a Container Backup Support (BaaS) instance.

» Registering the Red Hat OpenShift cluster in IBM Spectrum Protect Plus server.

Note: Unlike previous versions, the latest versions of the Container Backup Support
(BaaS) operator deploys the Red Hat OpenShift API for Data Protection and the AMQ
Streams operators (as shown in Figure 4-1 on page 64).

Also, Red Hat OpenShift API for Data Protection and AMQ Streams instances are
deployed during the Container Backup Support (BaaS) installation.

5.2.1 Obtaining the IBM Container Software Library Entitlement key

During the deployment, container images are pulled from the IBM Container Software Library.

To access this library, you must retrieve your entitlement key from this web page (log in
required).
After you retrieve your entitiement key, complete the following steps:

1. Log in to the IBM Container Software Library by using the IBMid and password that are
associated with the entitled software.

2. Click Get entitlement key.
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3. Click Copy key to copy the generated entitlement key (see Figure 5-1).

O

Container software

Access your container software

library

key — Use it to verify and gain access
out the container software library to

Entitlement key

Get entitlement key

Issued Date: March 25, 2020

View library
eyJhbGciOi

LI 13gFV_J1aU

Copy key Get new key

Figure 5-1 Obtaining the entitlement key from the IBM Container Software Library

4. Save the entitlement key securely because it is requested later.

5.2.2 Setting up installation variables

The goal of this process is to prepare the following files required during the installation:
» baas-options.sh

This file contains variables that are used to prepare the Container Backup Support
installation. It is specially useful for command-line interface (CLlI) installation and is used
as a reference for GUI installation.

» baas-values-cr.yaml

This file describes the CustomResource that is used to deploy the Container Backup
Support. It is specially useful for CLI installation and is used as a reference for GUI
installation.

During our installation, those files are stored in the install_vars directory (see Example 5-1).

Example 5-1 Creating the install_vars directory

$ mkdir install_vars
$ cd install _vars

Preparing the baas-options.sh file
The goal of this process is to create the baas-options.sh file, which contains variables that
are used to prepare the Container Backup Support installation.

Tip: A sample baas-option.sh file is available at this IBM Documentation web page.
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Although this file is used mostly for the CLI installation, it can be used as a reference for the
GUI installation (see Example 5-2).

Example 5-2 Sample baas-option.sh that is used for the lab

$ cat baas-options.sh

export DOCKER REGISTRY ADDRESS='cp.icr.io/cp'
export DOCKER _REGISTRY_ USERNAME='cp'

export DOCKER _REGISTRY_ PASSWORD='IBM_CONTAINER SOFTWARE ENTITLEMENT KEY'
export DOCKER REGISTRY_ NAMESPACE='sppc'
export SPP_ADMIN_USERNAME='baas'

export SPP_ADMIN_PASSWORD='Pass40CP!"

export DATAMOVER USERNAME='dmuser'

export DATAMOVER PASSWORD='pass2PLAY'

export MINIO USERNAME='minio'

export MINIO PASSWORD='pass2PLAY'

Use Table 5-1 to determine the suitable environment variables to set in your baas-options.sh
file and then, update your baas-options.sh file as needed.

Table 5-1 The baas-options.sh script environmental variables description

Environment variable

Description

DOCKER_REGISTRY_ADDRESS

For an online installation, images are pulled from the IBM Entitled Registry. You
must specify 'cp.icr.io/cp'.

DOCKER_REGISTRY_USERNAME

For an online installation, you must specify ‘cp’.

DOCKER_REGISTRY_PASSWORD

For an online installation, the registry password should be the entitlement key
that was retrieved as described in 5.2.1, “Obtaining the IBM Container
Software Library Entitlement key” on page 87.

DOCKER_REGISTRY_NAMESPACE

For an online installation, you must specify ‘sppc’.

SPP_ADMIN_USERNAME

The user ID of the IBM Spectrum Protect Plus containers administrator.
The containers administrator is an IBM Spectrum Protect Plus administrator
with the Containers Admin role on All Resources.

SPP_ADMIN_PASSWORD

The IBM Spectrum Protect Plus password for the containers administrator.
Optionally, you can specify an environment variable for the password; for
example, ${PROTECTPLUS_ADMIN_PW}.

DATAMOVER_USERNAME

» The user ID that is to create for use with the data mover. The value does
not have to exist already because it is created during the installation.

» The data mover user ID must adhere to the rules for usernames and
passwords for Red Hat Enterprise Linux (RHEL) 7 operating system. The
rules for creating a user on RHEL 7 apply; for example, the password and
the username cannot be the same.

DATAMOVER_PASSWORD

The user password that is used to create for use with the data mover. The value

does not have to exist already because it is created for the installation.

The data mover password must adhere to the rules for passwords for RHEL 7.

The rules for creating a user on RHEL 7 apply. For example:

» The password must be at least 8 characters, and must contain letters and
numbers.

» No dictionary words are allowed in the password.

» The password cannot be the same as the username.

Chapter 5. Implementing Container Backup Support 89



Environment variable Description

MINIO_USERNAME » The username that is used to create for MinlO object storage, which is
used to store backups of cluster and namespace resources.

» The value does not have to exist already because it is created during the
installation.

» The username must be at least 3 characters in length.

MINIO_PASSWORD » The password that is used to create for the MinlO user.

» The value does not have to exist already because it is created during the
installation.

» The password must be at least 8 characters.

Preparing the baas-value-cr.yaml file

The goal of this process is to create the baas-value-cr.yaml file, which describes the
Container Backup Support custom resource deployment.

Although this file is used mostly for CLI installation, it also is used as a reference for the GUI
installation.

Update the example that is shown in Example 5-3 according to your infrastructure, with the
help of Table 5-2 on page 91.

Example 5-3 Sample baas-values-cr.yaml that is used for the lab

apiVersion: sppc.ibm.com/vl
kind: IBMSPPC
metadata:
namespace: baas
name: ibmsppc-entitled-registry
spec:
state: present
version: 10.1.12
license:
accept: true
product_loglevel: DEBUG
cluster_name: dpr
image_registry_namespace: sppc
image_registry: cp.icr.io/cp
image_registry secret: baas-registry-secret
spp_port: '443'
spp_ips: 10.0.240.222
spp_fqdn: 10.0.240.222
networkPolicy:
cluster_api_serverips:
- 10.0.240.232
- 10.0.240.233
- 10.0.240.234
cluster_api_serverport: 6443
cluster_cidr: 10.254.0.0/16
is_server_installed_on_another_cluster: false
other_cluster_cidr_bTock: '24'
minio_storage_class: ocs-storagecluster-ceph-rbd
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Table 5-2 The baas-values-cr.yaml variables description

Parameter Description Default Value
license Set the value to True to indicate that you reviewed and agree to the | false
license agreement.
product_loglevel The trace levels for troubleshooting issues with the Container INFO
Backup Support transaction manager, controller, and scheduler
components. The following trace levels are available: INFO,
WARNING, DEBUG, and ERROR.
cluster_name The unique cluster name that is used to register the application host | None
in IBM Spectrum Protect Plus.
image_registry_namespace In an online installation, you must specify spcc. baas

image_registry

In an online installation, you must specify cp.icr.io/cp.

docker-repo-h

ostname:
5000
image_registry_secret The image pull secret for Container Backup Support that provides | None
the credentials for pulling images from the registry where container
images are loaded.
For an online installation, you must specify baas-registry-secret to
pull images from the IBM Entitled Registry.
spp_port The IBM Spectrum Protect Plus server port. The value must be 443. | 443
spp_fqdn The DNS address for the IBM Spectrum Protect Plus server. You None

can specify an IP address or a fully qualified domain name.

Consider the following points:

» If the IBM Spectrum Protect Plus server is installed as a virtual
appliance and no DNS server is available, specify the IP
address that is used for the spp_ips parameter.

» If the IBM Spectrum Protect Plus server and the Container
Backup Support are deployed on the same Red Hat OpenShift
cluster, spp_fqdn is the full name of the IBM Spectrum Protect
Plus server's sppproxy service.

It is sppproxy.spp_server_namespace.svc, where
spp_server_namespace is the namespace for IBM Spectrum
Protect Plus server.

» If the IBM Spectrum Protect Plus server is installed in a Red
Hat OpenShift environment and the Container Backup Support
is on another Red Hat OpenShift cluster, retrieve the DNS
address by issuing the following command:
oc get route --namespace spp_server_ns
Where spp_server_ns specifies the namespace in which the
IBM Spectrum Protect Plus server is installed. The DNS
address to use is listed in the HOST/PORT column in the
command output.

For example:

NAME HOST/PORT PATH SERVICES

spp-rte my.plus.server.example / sppproxy
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Parameter

Description

Default Value

spp_ips

» If the IBM Spectrum Protect Plus server is installed as a virtual
appliance, specify its IP address.

» If the IBM Spectrum Protect Plus server and the Container
Backup Support are deployed on the same Red Hat OpenShift
cluster, use the sppproxy IP address:
oc get service sppproxy --namespace Spp_server_ns

» If the IBM Spectrum Protect Plus server and the Container
Backup Support are not deployed on the same Red Hat
OpenShift cluster, by using the value of the spp_fqdn
parameter, use one of the following methods:

— Run the following command:
nslookup my.plus.server.example

— For more reliable results, create the Kubernetes dnsutils
pod and run a DNS lookup of the IP address from that pod.
For more information, see DNS debugging resolution.

For example:

kubectl exec -i -t dnsutils -- nslookup
my.plus.server.example

XXX X

cluster_api_serverips

The master nodes (where the apiserver is running) of the IP
addresses. On Red Hat OpenShift, use the following command:
oc get endpoints -n default -o yaml kubernetes
Use all the IP addresses listed under subset.addresses, or add or
remove IP addresses as needed. Specify multiple addresses as
follows:
networkPolicy:
clusterAPIServerips:

- X.X.X.X

- y.yyey

- Z.2.2.Z

None

cluster_api_serverport

The port used by the apiserver.

On Red Hat OpenShift, use the following command:

oc get endpoints -n default -o yaml kubernetes

Use the value listed in subsets.ports[name=*https”].port inthe
output.

6443

cluster_cidr

The Classless Inter-Domain Routing (CIDR) value for the cluster.
To obtain the CIDR on Red Hat OpenShift, issue the following
command:

oc get network -o yaml | grep -Al clusterNetwork:

Use the displayed IP address as the cluster CIDR address.

192.168.0.0/1
6

is_server_installed_on_anot
her_cluster

Specifies whether the IBM Spectrum Protect Plus server is installed

on another Red Hat OpenShift Cluster.

Set the value to false if:

» You are installing the product on a Kubernetes cluster, or the
IBM Spectrum Protect Plus server is installed as a virtual
appliance.

» You are installing the product on a Red Hat OpenShift cluster
and the IBM Spectrum Protect Plus server is installed on the
same cluster.

Setthe value to true if you are installing the product on a Red Hat

OpenShift cluster and the IBM Spectrum Protect Plus server is

installed on a separate Red Hat OpenShift cluster.

false
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Parameter Description Default Value

other_cluster_cidr_block The group of CIDRs and IP addresses of other clusters. This None
parameter is used to enable IBM Spectrum Protect Plus servers on
different clusters to connect to the Container Backup Support
container agent in the network policy.

If you do not set this value, the network policy acts as a firewall and
prevents connections to the cluster on which Container Backup
Support is being installed.

minio_storage_class The name of the storage class to use for the MinlO server: None

» The MinlO server is used to store the backups of cluster and
namespace resources. If you do not specify a value for this
parameter, the default storage class of your cluster is used.
Ensure that a default storage class is defined.

» To retain snapshot backups of cluster and namespace
resources between BaaS uninstalls and reinstalls, use storage
class for which reclaim policy is set to Retain or manually set
MinlO PV reclaim policy to Retain. For more information, see
Reusing MinlO persistent volume on reinstall.

vertical_pod_autoscaler Optional: For Red Hat OpenShift only. None
To adjust pod resource levels with the Vertical Pod Autoscaler (VPA)
operator, specify the following optional configuration parameters:
vertical pod autoscaler:
namespace: ns_vpa_operator_installed
update_mode policy: Initial | Off
» vertical_pod_autoscaler is an optional parameter that
enables Vertical Pod Autoscaler functions in the Container
Backup Support.
» ns_vpa_operator_installed specifies the namespace in which
the VPA operator is installed.
» update_mode_policy specifies the policy, which you can set to
initial or off:
— Initial mode applies VPA recommendations when pod is
restarted.
— 0ff mode provides only the recommended values so that
you can apply them manually.

Note: In Example 5-3 on page 90, we did not use vertical pod autoscaler, and thus did not
specify it. For more information, see 4.4.3, “Vertical Pod Autoscaler” on page 75.

5.2.3 Editing the cluster global pull secret

The cluster global pull secret references the different credentials to access the different
container registries.

This step adds the credentials for the IBM Container Software Library to this global pull
secret, which is in the openshift-config namespace.
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Using the CLI

To add the IBM Container Software library to the global pull secret by using CLI, the jq tool
must be installed. This tool enables processing JSON content from the CLI (see

Example 5-4).

Example 5-4 Editing the global pull secret by using the CLI

# Source the baas-options.sh file
$ . ./baas-options.sh

# Extract the existing global pull secret configuration to the file
.dockerconfigjson
$ oc extract secret/pull-secret -n openshift-config --confirm > /dev/null

# Create the base64-encoded registry authentication string based on variables
# from baas-options.sh

$ AUTH=$(printf "${DOCKER_REGISTRY_ USERNAME}:${DOCKER REGISTRY PASSWORD}" |
base64)

# add a docker configuration for cp.icr.io to the existing docker configurations
# and save it to the file new_dockerconfigjson

$ cat .dockerconfigjson | jq --compact-output

".auths[\"${DOCKER_REGISTRY_ ADDRESS}I\"] |= . + {\"auth\":\"$AUTH\"}" >
new_dockerconfigjson

# Update the global pull secret with the new docker configurations
$ oc set data secret/pull-secret -n openshift-config \
--from-file=.dockerconfigjson=new_dockerconfigjson

# Remove the temporary files
$ rm .dockerconfigjson new_dockerconfigjson

Using the Red Hat OpenShift web console
To edit the cluster global pull secret, complete the following steps:

1. Log in to the Red Hat OpenShift web console.

2. Select Workloads — Secrets, and look for the pull-secret secret from the project
openshift-config, as shown in Figure 5-2 on page 95. Click the secret to select it.
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Figure 5-2 Locating the global pull secret
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3. From the Secret window, select Edit Secret from the Actions menu, as shown in

Figure 5-3.

gauth~

Project: openshift-config

Secrets * Secret details

© pull-secret

Details YAML

Secret details

Name

pull-secret

Namespace

@ openchift-config
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Add Secret to workload
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m
=

Delete Secret
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Figure 5-3 Going to the secret edition window
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4. From the next window, click Add credentials, as shown in Figure 5-4, complete the fields
that are listed in Table 5-3 and then, click Save.

Table 5-3 Fields to be completed

Field Value

Registry server address For an online installation, enter cp.icr.io/cp.

Username For an online installation, enter cp.

Password For an online installation, enter your entitlement key, which was
retrieved as described in 5.2.1, “Obtaining the IBM Container Software
Library Entitlement key” on page 87.

RedHat
OpenShift # a2 © @ gauth~
Container Platform

Project: openshift-config
& Administrator
Username *

Home

Password *

Operators

Workloads Email

Pods

Deployments

DeploymentConfigs @ Remove credentials
Registry server address *

StatefulSets

cpicrio/cp
Exerie For example quay.io or dockerio
ConfigMaps Username®
CronJobs | CD‘ oL |
“Your IBM Container Library
Password * entitlement key

Jobs

DaemonSets

ReplicaSets Email

ReplicationControllers

HorizontalPodAutoscalers

© Add credentials

Networking

B
Storage

Figure 5-4 Editing the global pull secret

5.2.4 Creating the Container Backup Support namespace

In the step, we create the namespace that hosts the Container Backup Support application.
The namespace is named baas.

Using the CLI
Example 5-5 shows how to create the Container Backup Support namespace.

Example 5-5 Creating the Container Backup Support namespace by using the CLI

$ oc new-project baas
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Using the Red Hat OpenShift web console
From the Red Hat OpenShift web console, select Home — Projects. Then, click Create
Project, as shown in Figure 5-5.

— Red Hat . ~
— OpenShift EH _ gauth=
Container Platform

%5 Administrator Projects

Home Y Fiter = Name / m
Overview R
Name Display ... Status Reques... Memory CPU Created
Projects
@ aw-spp No display @ Active kube:admin - - @ 17 oct 2022,
15:54

name

Search

Figur5-5 Accessing the Project window in Red Hat OpenShift web console

The Create Project window opens. Enter the required values, as shown in Figure 5-6.

Create Project

An OpenShift project is an alternative representation of a Kubemetes namespace.
Learn more about working with projects &
Name* @

baas

Display name

Spectrum Protect Plus Baas

Description

]

Figure 5-6 Creating the baas project in the Red Hat OpenShift web console

5.2.5 Creating the image pull secret

In this step, an image pull secret (that is, a secret with registry credentials) is created to allow
the Container Backup Support to pull images from the IBM Container Software Library.

This baas-registry-secret secret is created in the namespace baas.

Chapter 5. Implementing Container Backup Support 97



Using the CLI

Example 5-6 shows how to create the image pull secret by using the CLI.

Example 5-6 Creating the image pull secret

# Source the baas-options.sh file to make the variables accessible.

$ . ./baas-options.sh

# Create the baas-registry-secret

$ oc create secret docker-registry baas-registry-secret --namespace baas\
--docker-server=${DOCKER_REGISTRY_ADDRESS}\
--docker-username=${DOCKER_REGISTRY_USERNAME}\
--docker-password=${DOCKER_REGISTRY_PASSWORD}

Using the Red Hat OpenShift web console

To create the image pull secret by using the Red Hat OpenShift web console, complete the
following steps:

1. From the Red Hat OpenShift web console, select Workloads — Secrets, click Create,
and then select Image pull secret, as shown in Figure 5-7. Be sure to be in the baas
project.
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Openshift BH a2 O @
Container Platform
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Project: baas
& Administrator
Home Secrets
Y Fiter ~ Nafa! @ Key/value secret
Operators
Image pull sEcret
i
Name Type Siz Created h®,
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@ builder-dockercfg-d95gg kubernetes.io/dockercfg 1 @ Just now T
Pods
e builder-token-52622 kubernetes io/service-account-token 4 @ Just now From YAML
Deployments
gl e @ builder-token-z8872 kubernetes.io/service-account-token 4 @ Just now
StatefulSets 9 default-dockercfg-zhrb8 kubernetes.io/dockercfg 1 @ Justnow
SEEEE © default-token-6gs5j kubernetes.io/service-account-token 4 @ Just now
ConfigMaps
@ default-token-nkivg kubernetes io/service-account-token 4 @ Just now
CronJobs 9 deployer-dockercfg-ric4b kubernetes.io/dockercfg 1 @ Justnow
Jobs : =
@ deployer-token-kgklb kubernetes.io/service-account-token 4 @ Just now
DaemonSets
© deployer-token-g8mem kubernetes io/servica-account-token 4 @ Just now
ReplicaSets

Figure 5-7 Accessing the secrets window in the baas project by using the Red Hat OpenShift web
console

2. On the Create Image Pull Secret window (see Figure 5-8 on page 99), complete the fields
that are listed in Table 5-4 and then click Create.

Table 5-4 Fields to be completed

Field Value

Secret name Enter baas-registry-secret.

Authentication type Select Image registry credentials.

Registry server address For an online installation, enter cp.icr.io/cp.
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Field Value

Username For an online installation, enter cp.

Password For an online installation, enter your entitlement key, which was
retrieved in 5.2.1, “Obtaining the IBM Container Software Library
Entitlement key” on page 87.

RedHat
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Project: baas =
9 Administrator

Create image pull secret

Home

Image pull secrets let you authenticate against a private image registry

Operators

Secret name *

Workloads 5
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% Image registry credentials -
DeploymentConfigs
StatefulSets Registry server address *
Frewis cp.icriofcp
For example quay.io or dockerio
ConfigMaps
Username *
CronJobs cp

Jabs Password *

DaemonSets

ReplicaSets Email
ReplicationControllers

HorizontalPodAutoscalers

Your IBM Container Library
© Add credentials entitlement key

Networking

Storage m

Figure 5-8 Creating the baas-registry-secret by using the Red Hat OpenShift web console

Cancel |

5.2.6 Creating the general-purpose secret for Container Backup Support

The Container Backup Support requires credentials for the IBM Spectrum Protect Plus
server, data movers, and the MinlO instance. This information is stored in a baas-secret
secret in the baas namespace.

Using CLI

Example 5-7 shows how to create the general-purpose secret for Container Backup Support.

Example 5-7 Creating the general-purpose secret for Container Backup Support

# Source the baas-options.sh file to make the variables accessible.

$ . ./baas-options.sh

# Create the baas-secret

kubectl create secret generic baas-secret --namespace baas \
--from-Titeral="baasadmin=""${SPP_ADMIN USERNAME}"'"' \
--from-1literal="'baaspassword=""${SPP_ADMIN_PASSWORD}""'"' \
--from-1iteral="'datamoveruser="'"${DATAMOVER_USERNAME}"'' \
--from-Titeral="datamoverpassword="'"${DATAMOVER_PASSWORD}"'"' \
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--from-Titeral='miniouser="'"${MINIO_USERNAME}"'" \
--from-Titeral='miniopassword="'"${MINIO_PASSWORD}""'"

Using the Red Hat OpenShift web console
To create the general-purpose secret for Container Backup Support by using the Red Hat
OpensShift web console, complete the following steps:

1. From the Red Hat OpenShift web console, select Workloads — Secrets, click Create,
and then select Key/value secret, as shown in Figure 5-9. Be sure to be in the baas
project.

RedHat
OpenShift = a2 O @ gauth~
Container Platform

% Administrator

Y Filter ~ Name w Key/value secre
Dperators

Image pull secret

Name Type i Created
Norkloads i Source secret
@ baas-registry-secret kubernetes.io/dockerconfigjson @ Just now

o Webhook secret

e builder-dockercfg-d95gg kubernetes.io/dockercfg S y a7 minutes From YAML
Deployments

DeploymentConfigs © builder-token-52622 kubernetes.io/service-account-token @ ilya7minutes

StatefulSets © builder-token-28872 kubernetes.io/service-account-token @ ilya7minutes

Secrets © default-dockercfg-zhrb3 kubernetes.io/dockercfg @ ily a7 minutes

ConfigMaps
@ default-token-6gs5j kubernetes.io/service-account-token 4 Qi y a7 minutes

Figure 5-9 Accessing the secrets window in the baas project by using the Red Hat OpenShift web
console

2. On the Create key/value Secret window, as shown in Figure 5-10 on page 101, complete
the fields that are listed in Table 5-5 and click Create.

Tip: Use the baas-options.sh file that was created as described in “Preparing the
baas-options.sh file” on page 88 to find the required different values for this secret.

Click the Add key/value link to add key/value pairs to the secret, as shown in Figure 5-10
on page 101.

Table 5-5 Fields to be completed

Key Value
Secret name baas-secret
baasadmin The user ID of the IBM Spectrum Protect Plus containers administrator.

This value of SPP_ADMIN_USERNAME is from the baas-options.sh file.

baaspassword The password of the IBM Spectrum Protect Plus containers
administrator. This value of SPP_ADMIN_PASSWORD is from the
baas-options.sh file.

datamoveruser The user ID to use with the data movers. This value of
DATAMOVER_USERNAME is from the baas-options.sh file.
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Key Value

datamoverpassword The password to use with the data movers. This value of
DATAMOVER_PASSWORD is from the baas-options.sh file.

miniouser The user ID to use with for the MinlO instance. This value of
MINIO_USERNAME is from the baas-options.sh file.

miniopassword The password to use with for the MinlO instance. This value of
MINIO_PASSWORD is from the baas-options.sh file.

Project: baas ~

Create key/value secret
Key/value secrets let you inject sensitive data into your application as files or environment variables

Secret name *

baas-secret
Unique name of the new secret
Key *

baasadmin

Value

Browse...
1g and drop file with your value here or browse to upload it

baas|
%

© Add key/value
)

I+

Cancel

Figure 5-10 Creating the baas-secret from the Red Hat OpenShift web console

5.2.7 Exchanging a certificate between IBM Spectrum Protect Plus and Red
Hat OpenShift Container Platform

In the latest Container Backup Support version, communications between the IBM Spectrum
Protect Plus Server and the Container Backup Support use APIs that are secured by TLS
certificates.

You do not exchange a certificate in the following environments:

» IBM Spectrum Protect Plus and Container Backup Support agent are deployed in the
same Red Hat OpenShift cluster.

» IBM Spectrum Protect Plus is configured with the certificates from a known certificate
authority.

In our lab, we use self-signed certificates, so we must perform the actions that are described
in the following sections.
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Obtaining the IBM Spectrum Protect Plus server certificate
If the IBM Spectrum Protect Plus server is installed as a virtual appliance, obtain the required
certificates by running the following command:

openss1 x509 -in <(openssl s _client -connect spp_server address:443 -prexit
2>/dev/null) | base64 --wrap=0

Where spp_server_address is the IP address or Fully Qualified Domain Name (FQDN) of
your IBM Spectrum Protect Plus instance (see Example 5-8).

Example 5-8 Obtaining the IBM Spectrum Protect Plus server certificate when the server is installed as
a virtual appliance

$ openss1 x509 -in <(openss] s client -connect 10.0.240.222:443 -prexit
2>/dev/null) | base64 --wrap=0
LSOtLS1CRUdJITiBDRVJIUSUZJIQOFURSOtLSOtCk1JSUZZVENDQTBtZOF3SUJBZ01VVFMxeFZ10Uprb3dYN2
FwMWdjY1dWcjR2Zm5NdORRWUpLb1pJdaHZjTkFRRUWKQ1FBd1dgqRUXNQWtHQTFVRUJOTUNWVk14Q3pBSkdn
T1ZCQWdNQWs IWk1ROHAEUVTEV1FRSERBWkJjbTF2Ym1zeApHREFXQmdOVkJBbO1EMGXDVFNCRGIZzSndiMO
poZEdsdmJqRVRNQkVHQTFVRUF3d0tjMOJ3TFhObGNuWmxjakF1CkZ3MHTNakV3TVRFeE1gRTBNRFZhRncw
ek1qRXdNRGA4TWpFMELIEVmMFNRm94Q3pBSkJnT1ZCQVTUQWXWVE1Rc3cKQ1FZRFZRUUTEQUpPPV1RFUE1BME
dBMVVFQnd3R1FYSnRiMjVyTVIndOZnWURWUVFLREE5SSTFrMGdRMj15Y0c5eQpZWFJIwYjI0eEV6QVICZO5W
QkFNTUNuTndjQzF6W1hKM1pYSXdnZ01pTUEWRONTcUdTSWIZzRFFFQkFRVUFBNETDCkR3QXdnZ01LQW9JQO
FRQzRJZjV5bkZQRHN5cE510FJwOGIFaG1GV21yYjFQZEV6b3BDOVA2NTImOVIXxck1JK1EKZnUybmttS1FB
VUFhVFcwOWXxkRG1XZkZSd2d3bFFocGF1SE1QK1JwZ096UONUSmIRRXISSmtWTFg2VUZPOVhYSgpgWT1kZ1
NhWGpUdOcvOETISTFTZm1WbWNpRFVSWWYYRGZITjJWQzRxbnFiWFFQUXMObEY5TWIOMVE4SW5VMmxvCmlp
UjRLRVcyc3pvem5qSUVPOGtMRGpmUGIUNEKSNUpTNGtLUEKXxWGhjWE91RVRWNUVNOGJICVzdmSndiZThvRH
YKUGQ2QIN6dE9pLO9qR1MAKOMzUE56dzQweFgzRUdHRUT0SDdyNG51a0tVVDcyeEdDUTg1UkpOMO1scER2
OWO2WAPEY1FWTX1sSVhxM1FId1hkdW9ScOpiZFpqUERPZUthbT1EWNnYzY2gwck5PVURVMFppd1FPQTVGTW
p3Z0xweHcOC1dOVDRHUUFQU1Q3UFcwYi9KQnBVNKFYRMIMNFI4LOVkeTFBRGswWkwyemdmbmJkRmFpVnN3
NWozVUpJWXJFYXkKVTVub1IwV05aUDh3TE9RaUpyVWxXSWUOb1TKbTIZYW1uQXNzSy9TKOXFMz10WTJKUH
gzcEdpb21qdEQ4bDVMMApPPUFTWQXhCRmY4em1EQi85M00zcXhDOThWTTFxeThqUGTHaDREbO1CUEQ5dGxK
UWFzQWVmRVTrZFIyYk1uS2FLC1FDVVM2enZsbGtoZGVnQOpwUHYyWEwyS1FwalVIa305M1dWM0x0ZDQ0Z1
pJIMTVqWXVIUVd2SWdSNWt4clpIM1YKb1VtZE56ZVBMdnRAWHIjQVFzeTU5ZG1KUkdJQXcwZFd5aGFtZ0JH
YORYRUT0ckEyOHJUT2wzMzRvd0O1EQVFBQgpveDh3SFRBYkInT1ZIUkVFRkRBU2dncHpjSEFOYzJWeWRtVn
1od1FLQVBEZU1BMEdDU3FHUO1iMORRRUJDd1VBCkEOSUNBUUJaAZitCWWJIYQk9jUETPYXIMZDBOY1kvekor
cVc1lc1BPQnJISSWpMeWNDa25ubkEwMUtvVXROT3hpUnAKbGRINTNsR25kQTFhcDNBaEowSHFYeDIvaGFGVU
XFUUZHV1FSc2ZmNTFLQTAVRUpOZ3NzaWpTR2Vn0XdGVndWeQpQWXUwS2NONET TeGNydWdKMjFIdTdIK0ZJ
WHpkZmxsYnJNRVNSNkVCM1ZJVnJIbF11TXhLdm1FdEFCN1JaN3NvCmhWcOsxMk85QkF4Wk1xdmlzcys5d2
pvTzN3eVpIcE54U30rVkYwMS91R1Zrc2xLb31rVVNkbS9OdENNdFkOZy8KTkFrblpKRHN6aFVsYTNVSkRi
WmRZR1pNTHBCVVErNXZmUENTOUZ6MnNpbFpGekJwUG1zVkEvQ29zZVhMTGx4cwpwMFNKY 1FoNG85WmFDWG
F3aX10MGhwdWc5ZTBSbGYwZGpVNXMvTjdpbV1TWDhzQVhRbGpGengyQndNdDZ1UTgwCnhTYz1FQkZncG5H
VzBzUmpZeFBuVOZBNOFpM2tyMTVQcWdjTXIxSUtHOGhCADT2RDVwVzNwekUxZXRVeDZ4VmOKQmpQWUQxci
t0Z1NOK1g4Wkg3QzJWRDJIXSWFpYmtoL3dKZ0t1am95WHFaTmNuTGtgNHVCWUQyaVVGWEhzNm1DQworbEdo
UmpOL3RaK3BDeDM5L09ZazE2NzkrRE93WnJulWHFyVG5yQ1p4WDdSVUZLeTVIWFJIXbXh1VzZwOF1kTTM3Cn
pOODBZMjVSeFM0QzZHZ1hTZFJZWERVWNR2YmOzdGgraOdrRkpJTFMOZGtmbHBQbOk4Q3hnZWhtT1JWQO9m
0UOKcnNwSkxQb2JTRUTLK2JWTzN6NOpvYkhxVitJbEZRR3Bjb1NaK2xtTEszaFRnOXFIJWTE9PQotLSOtLU
VORCBDRVJUSUZJQOFURSOtLS0tCg==

If the IBM Spectrum Protect Plus server is installed on a Red Hat OpenShift cluster, obtain
the required certificates by running the following command (see Example 5-9 on page 103):

oc get secret router-ca -n openshift-ingress-operator -o
jsonpath="{.data['tls\.crt']}"
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Example 5-9 Obtaining the IBM Spectrum Protect Plus server certificate when the server is installed on
Red Hat OpenShift

$ oc get secret router-ca -n openshift-ingress-operator -o
jsonpath="{.data['tTs\.crt']}"
LSOtLSICRUdJTiBDRVJUSUZJIQOFURSOtLSOtCk1JSURERENDQWZTZOF3SUJBZ0TCQVRBTkIna3Foa21HOX
cwQkFRcOZBREFtTVNRAOTnWURWUVFEREJOcGJItZHkKWThOekxX0XdaWEpoZEc5eVFERTJ0ak0zTTRjeU56
Y3dIaGNOTWpJdO9USXhNVEEWTnpVM1doY05NaTF3T1RJdwpNVEEWTnpVM1dqQWINU1F3SWdZRFZRUUREQN
RwYmlkeVpYTnpMVz13W1hKaGRHOX1RREUY TmpNMO5UY310emN3CmdnRWINQTBHQINXRINJYjNEUUVCQVFV
QUEOSUJEdOF3Z2dFSOFvSUJBUURHTFBUeXM2cTROUHVSQ2VHM1oydFUKR1ZaL1100HZONWJuc09ieUIrUD
Y3RVFKTkZwZW41eHA0a2JXxWFTkTWRBNjJMcH1zVWILOTBNTOF5SndvNjA2bAp6TWhpSnRmdmR6cytUTjRF
QWVpQmEYYVIMOWt jbUtPSVRSTmMRGZUQrUWINK25ibktI0U5SNRjJ4AMDhVajRkaHZoC1VFc3BheVYvdVdjc2
44Mkh1RmFSNT1zZURDd1FyTi9uQzdVdUN5SZWVrVHIXeX1kUXB3MU9TATNOZHFsU1dHSEMKMOp4N3p1Ym8r
N3M5Sz12L0d4Z0J2bXBDenNxRnR3a0Fsa0szTzcxMGQraS8waE9KVGV2UHZ6djJERkdoSGNWRAptcnVHT2
hpMG1aK1BUOGhwcmhZNWFpUDF4R110eFYxWDFHbWVMROXMUHV2R1R40DhhYndSU285T1BPQO1hMOtYCkFn
TUJBQUdqUTRCRE1BNEdBMVVKRHAFQi93UUVBdOTDcERBUOINTTZIUk1CQWY4RUNEQUdBUUgvQWdFQU1CME
cKQTFVZERNUVACQ1FSQjdLeTFwTU81ZUZwUHdHdEh2dk9ERMIUU2pBTkJna3Foa2THOXcwQk FRc0ZBQUID
QVFFQQpJa0ZubHdYUzFadC9QVkh6dkhWVUtyYVEONVA2M3VFTUpwZFRVUmxHbXgyOUdIckYz0Tg5cGpxV2
RnczdLNE14CjZDOWx6bXc5M11JQ1VFa3dWeD1HbkIWSmp4T1pgWkJEaFgvd1U2al1QMnBhWD1oNG8yVmNW
V2hTMUdRbDTVTkoKVUZKSVVRU3dJaW5TU21uTVc5SGUzUCtYVAANEIKY2xTT1ESMGF50HZ1 clkxc2xCUE
91WEpxYjJ6SEQzc31jSA0oyZGd0OQU12S1FBUONEQMISckRNTUpGR1IALSFNRZFhTbFI4UnhteFZFUTd3RVdD
bXdPckTEeFZLcOhNZmIQbTZTCnZNbnpIQOVXVVhPTOtydk IWRF1aZzg5UET10dkNVZit3T2JTROdLADk2bT
11Q29QNmxJczNaNStxYWIwMSthemIKck5QSEpudmIVRGIEWFRGOVNWS3R0Zz09Ci0tLSOtRUSEIENFUTRY
RkTDQVRFLSOtLSOK

Importing the IBM Spectrum Protect Plus certificate

In this section, a baas-spp-server-cert secret is created by using the IBM Spectrum Protect
Plus certificate that was obtained as described in “Obtaining the IBM Spectrum Protect Plus

server certificate” on page 102. This baas-spp-server-cert secret is created in the Container
Backup Support namespace, baas.

Using the CLI
Create a file baas-spp-server-cert.yaml with the content that is shown in Example 5-10.

Example 5-10 baas-spp-server-cert.yaml content

apiVersion: vl
kind: Secret
metadata:
name: baas-spp-server-cert
namespace: baas
type: Opaque
data:
tls.crt: <baseb4-encoded certificate>

Where <base64-encoded certificate> is the certificate that was obtained as described in
“Obtaining the IBM Spectrum Protect Plus server certificate” on page 102.
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Create the secret by running the command that is shown in Example 5-11.

Example 5-11 Creating the baas-spp-server-cert secret by using the CLI

$ oc apply -f baas-spp-server-cert.yaml
secret/baas-spp-server-cert created

Using the Red Hat OpenShift web console
Complete the following steps:

1. From the Red Hat OpenShift web console, click Import YAML (+).

2. Paste the secret YAML manifest that is shown in Example 5-10 on page 103. Click Create
(see Figure 5-11).

Red Hat
OpensShift = A3 © @ gauth~
Container Platform

Project: baas =
%% Administrator

Import YAML

Drag and drop YAML or JSON files into the editor, or manually enter files and use | -- - | to separate each definitior

Home

Overview

Projects ility help | @ View shortcuts

Search
API| Explorer

Events

Operators

OperatorHub

Installed Operators

Workloads

Figure 5-11 Creating the baas-spp-server-cert secret by using the Red Hat OpenShift web console

5.2.8 Adding the online catalog source

A catalog source is a repository of Custom Resource Definitions, Operators, and so on.

In this section, the IBM Container Software Library catalog source is added to the Red Hat
OpenShift cluster.

As a result, new operators are available, including the Container Backup Support operator.

Using the CLI

Complete the following steps:

1. Create a file baas-ocp-catalogsource.yaml by using the content that is shown in
Example 5-12.

Example 5-12 baas-ocp-catalogsource.yaml content

apiVersion: operators.coreos.com/vlalphal
kind: CatalogSource
metadata:
name: ibm-operator-catalog
namespace: openshift-marketplace
spec:
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displayName: IBM Operator Catalog
image: 'icr.io/cpopen/ibm-operator-catalog:latest'
publisher: IBM
sourceType: grpc
updateStrategy:
registryPoll:
interval: 45m

2. Create the catalog source by running the command that is shown in Example 5-13.

Example 5-13 Creating the IBM Operators catalog source by using the CLI

$ oc apply -f baas-ocp-catalogsource.yanml
catalogsource/ibm-operator-catalog created

3. Check whether the catalog source is ready by running the command that is shown in
Example 5-14.

Example 5-14 Checking the catalog source status by using the CLI

$ oc describe catalogsource -n openshift-marketplace ibm-operator-catalog| grep
"Last Observed State"
Last Observed State: READY

If the Last Observed State is Ready, the new operators are available in the Operator Hub.
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Using Red Hat OpenShift web console
Complete the following steps:

1. From the Red Hat OpenShift web console, click Import YAML (+).

2. Paste the catalog source YAML manifest that is shown in Example 5-12 on page 104 and
click Create (see Figure 5-12).

RedHat
OpenShift = a3 © @ gauth~

Container Platform

Project: baas
% Administrator
Click an the + todirectly import a

Import YAML YAML configuration

Drag and drop YAML or JSON files into the editor, or manually enter files and use | --- |to sep

Operators

Workloads

Pods

Deployments
DeploymentConfigs
StatefulSets
Secrets

ConfigMaps

CronJobs

Jobs

DaemonSets
ReplicaSets
ReplicationCentrollers

HorizontalPodAutoscalers

Networking

Cancel |

Storage ﬂ

Figure 5-12 Creating the IBM Operators catalog source by using the Red Hat OpenShift web console
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You are immediately redirected to the catalog source window, where the status can be
monitored, as shown in Figure 5-13.

Project: openshift-marketplace =

CatalogSources  *  CatalogSource details

& ibm-operator-catalog Actions

Details  YAML Operators

CatalogSource details

Name

ibm-operator-catalog Status
READY

Namespace

IBM Operator Catalog

Edit &
Publisher
IBM
Annotations Availability
0 annotations #* Cluster wide
Created at Endpoint
@ 13 oct 2022 13:04 icriof/cpopen/ibm-operator-catalog:latest

Registry poll interval

Figure 5-13 Checking the catalog source status by using the Red Hat OpenShift web console

5.2.9 Installing the Container Backup Support (BaaS) operator

After the IBM operators catalog source is created and ready, the Container Backup Support
operator is available in the OperatorHub.

The Container Backup Support operator must be installed before you deploy the Container
Backup Support instance.

Installing the Container Backup Support also installs the Red Hat OpenShift API for Data
Protection operator and the Red Hat AMQ Stream (Strimzi) operator.

Using the CLI

To install the Container Backup Support (BaaS) operator by using the CLI, complete the
following steps:

1. Create an Operator Group for Container Backup Support. For more information about
Operator Groups, see Operator groups.
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2. Create a baas-ocp-operatorgroup.yaml with the content that is described in
Example 5-15.

Example 5-15 baas-ocp-operator-group.yaml content

apiVersion: operators.coreos.com/vl
kind: OperatorGroup
metadata:

name: baas-ibmsppc

namespace: baas

annotations:

olm.providedAPIs: IBMSPPC.vl.sppc.ibm.com

spec:

targetNamespaces:

- baas

3. Apply the YAML file to create the Operator Group, as shown in Example 5-16.

Example 5-16 Applying baas-ocp-operator-group.yaml by using the CLI

$ oc apply -f baas-ocp-operator-group.yaml
operatorgroup.operators.coreos.com/baas-ibmsppc created

4. Create the Container Backup Support subscription by using the
baas-oc-subscription.yaml file with the content that is provided in Example 5-17.

Example 5-17 The baas-ocp-subscription.yaml file content

apiVersion: operators.coreos.com/vlalphal
kind: Subscription
metadata:
name: baas-operator
namespace: baas
spec:
channel: vl1.6
installPlanApproval: Automatic
name: ibmsppc-operator
source: ibm-operator-catalog
sourceNamespace: openshift-marketplace

5. Apply the YAML file to create the subscription, as shown in Example 5-18.

Example 5-18 Applying the baas-ocp-subscription.yaml file by using CLI

$ oc apply -f baas-ocp-subscription.yam]
subscription.operators.coreos.com/baas-operator created

6. After a few minutes, you should see three pods in the baas project that correspond to the
Red Hat OpenShift API for Data Protection and AMQ Stream (Strimzi) operators, as
shown in Example 5-19.

Example 5-19 Checking the operator installations

$ oc get pod

NAME READY STATUS  RESTARTS
amg-streams-cluster-operator-v2.2.0-1-67d944c474-d9dkx 1/1 Running 0
ibmsppc-operator-controller-manager-54cfébd56-51991 2/2 Running 0
openshift-adp-controller-manager-65745b84c5-c5qd9 1/1 Running 0
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Using the Red Hat OpenShift web console
To install the Container Backup Support (BaaS) operator by using the Red Hat OpenShift web
console, complete the following steps:

1. From the Red Hat OpenShift web console, select Operators — OperatorHub, and look
for the operator IBM Spectrum Protect Plus Container Backup Support, as shown in
Figure 5-14. (Be sure to have the project baas selected.)

— RedHat
= OpenShift 2 gauth »
Container Platform

& Administrator

OperatorHub

Discover Operators from the Kubernetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software
through Red Hat Marketplace & You can install Operators on your clusters to provide optional add-ons and shared services to your

Operators
developers. After installation, the Operator capabilities will appear in the Developer Catalog providing a self-service experience.
OperatorHub
| Attems All ltems Use the filber o caaly.fad
Installed Operators i the operator
Al/Machine Learning 35
Application Runtime
Workloads
Automation
Pods Big Data
IBM Operator Catalog IBM Operator Catalog

Business Automation
Deployments

Cloud Provider

B siyhetritionhins Dtabae IBM Spectrum Protect Plus IBM Spectrum Protect Plus
StatefulSets Developer Tools (Fontalner B_ackup Support MCM Open-atof
Secrets Development Tools
IBM Spectrum Protect Plus IBM Spectrum Protect Plusis a
ConfigMaps IS S0 PIGES Container Backup Support modern data protection solution
Integration & Delivery that provides near-instant.

Eron abe Logging & Tracing

Figure 5 14 IBM Spectrum Protect Plus Container Backup Support in the OperatorHub

2. Click the operator tile, which opens a window. From this window, click Install, as shown in
Figure 5-15.

IBM Spectrum Protect Plus Container Backup Support

Latestversion IBM Spectrum Protect Plus 101121

161 N _
IBM Spectrum Protect Plus is a modern data protection solution that provides near-instant recovery,

. replication, retention, and reuse for VMs, databases, and containers in hybrid multicloud environments.
Capability level

© Basic Instal Introduction

|
@ Seamless Upgrades
A IBM Spectrum Protect Plus is a data protection and availability solution for virtual environments and

database applications that can be rapidly deployed to protect your environment.

Container Backup Support is a feature of IBM Spectrum Protect Plus that extends data protection to
containers in a Kubernetes or Red Hat OpenShift environment. Container Backup Support protects
persistent volumes, namespace-scoped resources, and cluster-scoped resources that are associated with
containers in Kubernetes or Red Hat OpenShift clusters. Snapshot backups of the persistent volumes are
IBM Operator Catalog created and can be copied to IBM Spectrum Protect Plus vSnap servers or directly to cloud storage without

using a vSnap server as intermidiary storage.

Figure 5-15 Installing the Container Backup Support operator from the Red Hat OpenShift web console
part 1
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3. In Install Operator window, select v1.6, the baas namespace as the destination, and the
Automatic update strategy, as shown in Figure 5-16. Then, click Install.

— RedHat

= OpenSi mH a3 © @ gauth~
Conta

OperatorHub > Operator Installation

Operators Install Operator

OperatorHub

Installed Operators

Update channel * & IBM Spectrum Protect Plus Container Backup
Workloads Support
vi3 ovided by IBM
provided by IBM
Pods vid Provided APIs
vi5
Deployments ® yi6 m IBMSPPC
el feitgs Installation mode * Documentation for additional details
StatefulSets regarding install parameters check:
http://ibm.biz/BdgkAf License By
Sacrets installing this preduct yourac(ept the
@ A specific namespace on the cluster license terms http://iom.biz/BdgkAf-
ConfigMaps ~tor will be available in 3 single license.
ator will be available in a single M
CronJobs Installed Namespace *
Jobs @ Operator recommended Namespace: (5) baas -— ::11“;;5;:‘6;““ be
installed

DaemonSets
Namespace already exists

ReplicaSets Namespace baas already exists and will be used. Other users

can already have access to this namespace,
ReplicationControllers

HorizontalPodAutoscalers Select a Namespace

Update approval * @

Networking

The operator will be

) .
Automatic automatically updated

Storage Manual

Builds

Observe

Figure 5-16 Installing the Container Backup Support operator from the Red Hat OpenShift web console
part 2

4. The operator installation starts, and it might take a few minutes. After the operation
completes, click View Operator to go to the operator window, as shown in Figure 5-17.

IEM Spectrum Protect Plus Container Backup Support @

1.6, provided by IEM

Installed operator - ready for use

View Operator View installed Operators in Namespace baas

Figure 5-17 Container Backup Support installation
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5. From the Red Hat OpenShift web console, select Operators — Installed Operator and
select the baas. You see the Container Backup Support operator along with Red Hat Red
Hat OpenShift API for Data Protection and AMQ Stream, which were installed by the
Container Backup Support operator.

5.2.10 Creating a Container Backup Support (BaaS) instance

After the Container Backup Support operator, along with the Red Hat OpenShift API for Data
Protection and AMQ Stream operators, are installed, you can deploy Container Backup
Support.

To perform the deployment, use the baas-value-cr.yaml that was created in Table 5-1 on
page 89, which describes the Container Backup Support instance.

Using the CLI

Because the baas-value-cr.yaml file is prepared, apply the file to deploy the Container
Backup Support instance, as shown in Example 5-20.

Example 5-20 Deploying the Container Backup Support instance by using the CLI

$ oc apply -f ./baas-values-cr.yaml
subscription.operators.coreos.com/baas-operator created

This command creates the different resources that are required for Container Backup Support
in the baas project.

After a few minutes, if the deployment is successful, all the required pods are running in the
baas project, as shown in Example 5-21.

Example 5-21 Checking the Container Backup Support pods’ status

$ oc get pod -n baas

NAME READY  STATUS RESTARTS AGE
amg-streams-cluster-operator-v2.2.0-1-5479-2hf 1/1 Running 0 19d
baas-entity-operator-674d845745-jt25g 3/3 Running 0 19d
baas-kafka-0 1/1 Running 0 19d
baas-minio-0 1/1 Running 0 19d
baas-scheduler-bddc8bb6f-2pvn9 1/1 Running 0 19d
baas-spp-agent-5c8b6chddb-vz4adg 1/1 Running 0 19d
baas-transaction-manager-655d589bc8-kc4cp 3/3 Running 0 19d
baas-transaction-manager-655d589bc8-tdvn7 3/3 Running 2 (19d ago) 19d
baas-transaction-manager-655d589bc8-vcwdw 3/3 Running 0 19d
baas-zookeeper-0 1/1 Running 0 19d
baas-zookeeper-1 1/1 Running 0 19d
baas-zookeeper-2 1/1 Running 0 19d
ibmsppc-operator-controller-manager-asbc-nvbcf 2/2 Running 0 20d
openshift-adp-controller-manager-59dd86-pt7 1/1 Running 0 20d
velero-b87f65b7-wwrvj 1/1 Running 0 19d
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Using the Red Hat OpenShift web console

To create a Container Backup Support (BaaS) instance by using the Red Hat OpenShift web
console, complete the following steps:

1. From the Red Hat OpenShift web console, select Operators — Installed Operators, and
select the baas project. Click the IBM Spectrum Protect Plus Container Backup Support
operator, as shown in Figure 5-18.
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Deployments
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DaemonSets
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ReplicationControllers DownloadRequest

View Timore..
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Figure 5-18 Going to the Container Backup Support operator by using the Red Hat OpenShift web
console

2. From the IBM Spectrum Protect Plus Container Backup Support operator window, click
Create Instance in the IBMSPPC tile, as shown in Figure 5-19 on page 113.
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Figure 5-19 Going to the instance creation window by using the Red Hat OpenShift web console

3. From the Create IBMSPPC window, click YAML view, and replace the YAML with the
content of baas-values-cr.yaml, as shown in Figure 5-20.

RedHat
OpenShift H a2z O @ gauth~

. Project: baas
o Administrator
IBM Spectrum Protect Plus Container Backup Support > Create IBMSPPC
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DeploymentConfigs
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ConfigMaps

Cron.
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DaemonSets
ReplicaSets
ReplicationControllers

HorizontalPodAutoscalers

Networking

Storage
| Cancel | | & Download |

Figure 5-20 Creating the Container Backup Support instance from the Red Hat OpenShift web console
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Tip: Make sure that '443' is written with quotation marks, and not as 443 because the
system is expecting a string and not a number.

4. Click Create.

You are redirected to the IBMSPPC tab in the IBM Spectrum Protect Plus Container
Backup Support operator window.

When the newly created instance’s status changes to Condition Running, as shown in
Figure 5-21, the Container Backup Support is correctly installed.

Project: baas
nstalled Operators >  Operator details

IBM Spectrum Protect Plus Container Backup Support

Actions =
161 provided by IBM

Details YAML Subscription Events IBMSPPC

BMSPPCs

MName =
MName Kind Status Labels
(EID ibmsppe-entitled- IBMSPPC Condition:® Running [No labels
registry

Figure 5-21 Monitoring the Container Backup Support status from the Red Hat OpenShift web console

5. Select Workloads — pods window and select the baas project. You can verify that all the
Container Backup Support pods are running, as shown in Figure 5-22 on page 115.
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Figure 5-22 Monitoring the Container Backup Support pods status from the Red Hat OpenShift web
console

5.2.11 Registering the Red Hat OpenShift cluster in IBM Spectrum Protect
Plus server manually

During the Container Backup support instance deployment, the Red Hat OpenShift cluster
normally self-registers in the IBM Spectrum Protect Plus server.

However, this task might fail; if so, the Red Hat OpenShift cluster must be added manually.
To add the cluster manually, you must complete the following steps, which are described in
the following sections:

Retrieving the Container Back Support host address

Retrieving the Container Backup Support host address

Retrieving the Container Back Support certificate

Registering the Red Hat OpenShift cluster

Retrieving the Container Back Support certificate

o ok~ 0 Dd -

Registering the Red Hat OpenShift cluster
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Retrieving the Container Backup Support host address

If IBM Spectrum Protect Plus server and the Container Backup Support are running on the
same Red Hat OpenShift cluster, the host address is baas-rest-spp-agent.baas.svc.
Otherwise, you can retrieve the Container Backup Support host address by running the
following command, as shown in Example 5-22:

oc get route baas-spp-agent-route --namespace baas -ojsonpath="{.spec.host}{'\n'}"

Example 5-22 Retrieving the Container Backup Support host address

$ oc get route baas-spp-agent-route --namespace baas -o
jsonpath="{.spec.host}{'\n'}"
baas-spp-agent-route-baas.apps.ocp4.dpr.escc.lab

Retrieving the Container Back Support certificate

If the IBM Spectrum Protect Plus server and Container Backup Support are running on the
same Red Hat OpenShift cluster, this step is not necessary.

On your Red Hat OpenShift cluster, if you are using the default configuration, you can retrieve
the required certificate by running the following command, as shown in Example 5-23:

oc get secret -n openshift-ingress-operator router-ca -o
jsonpath="{.data.t1s\.crt}' | base64 -d

Example 5-23 Retrieving the certificate when you use a default Red Hat OpenShift configuration

$ oc get secret -n openshift-ingress-operator router-ca -o
jsonpath="{.data.t1s\.crt}' | base64 -d

————— BEGIN CERTIFICATE-----
MIIDDDCCAfSgAwIBAgIBATANBgkqhkiG9wOBAQs FADAmMMSQwIgYDVQQDDBtpbmdy
ZXNzLW9wZXJhdG9yQDE2NjUOMTkwNzAwHhcNMj IXMDEWMTYyNDI5WhcNMjQxMDAS FAAOCAQEA
wumLOqVb3kp5X8jQ1QKJI3n9AvTegwjJhmKgxvT+UtEBGr56cGjWQdZVOtWRIJIBMS
PRo512TW1GZYwQ6alogFCGZPFmm8shiTwixxG9vCnR867hDiXB1HeCXBhFqPEr1d
EIZvWIhurzDrvJbSOv2aTRg0OY5uWOCczpXmDFO1Im5Ebv4vsheSUHGHOQheWSMULK
V9Dexpey7sRX47ZA4nBFUZ/djgT5magxneDbERkcq5MLASTV3K/Z/yZel33e4q9r
mQwj3c9x88XI/N2avA2U4CG/C4hXSkZvSdvgCXclpUQ53SKAbP2 /wsT+fj6t7ThH
vrrQHXqjNTH1IEek8em9Zw==

————— END CERTIFICATE-----

On your Red Hat OpenShift cluster, if you are using a custom certificate for external
communication, for example, server-secret in the namespace openshift-ingress, you can
retrieve the required certificate by running the following command, as shown in Example 5-24
on page 117:

oc get secret -n openshift-ingress server-secret -o jsonpath='{.data.tls\.crt}' |
base64 -d
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Example 5-24 Retrieving the certificate when using a custom Red Hat OpenShift configuration

$ oc get secret -n openshift-ingress server-secret -o jsonpath='{.data.tls\.crt}'
| base64 -d

----- BEGIN CERTIFICATE-----
MIIDDDCCAfSgAwIBAgIBATANBgkghkiGIwOBAQsFADAmMMSQwIgYDVQQDDBtpbmdy
ZXNzLW9wZXJIhdGIyQDE2NFUOMTkwNzAwHhcNMj IXMDEWMTYyNDI5WhcNM3jQxMDAS
MTYyNDMwlW jAmMSQwIgYDVQQDDBtpbmdyZXNzLWIwZXJhdG9yQDE2NjUOMTkwNzAw]jJhmKgxvT+UtEBGr56cGjWQdZVOtWRIJBMF
PR0o5T2TW1GZYwQ6aDpcoSifhQt59Su78QadxG9vCnR867hDiXBT1HeCXBhFqPEr1d
EIZvWIhurzDrvJbSOv2aTRgOY5uWOCczpXmDFO1Im5Ebv4vsheSUHGHOQheWSMULK
V9Dexpey7sRX47ZA4nBFUZ/djgT5magxneDbERkcq5MLASTV3K/Z/yZe133e4q9r
mQwj3c9x88XI/N2avA2U4CG/C4hXSkZvSdvgCXc1pUQ53SKAbP2 /wsT+fj6t7ThH
vrrQHXqjNTH1IEek8em9Zw==

----- END CERTIFICATE-----

Registering the Red Hat OpenShift cluster
To register the Red Hat OpenShift cluster, complete the following steps:

1. From the IBM Spectrum Protect Plus web console, select Manage Protection —
Containers — OpenShift, click Manage clusters, and then click Add Cluster, as shown
in Figure 5-23.

® 0 @ ispwaimin

OpenShift

Manage Clusters

Host Address 05 Type

No entries found.

0-00f 0item loflpage ¢  » C

Figure 5-23 Going to the cluster registration window by using the IBM Spectrum Protect Plus web
console
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2. Enter the required values, as shown in Figure 5-24, by using values that are described in
Table 5-6.

® ,l_;\’ ® isppadmin

OpenShift

Manage clusters @

.\’A-
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&)
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i . bees-spp-agent-reute-baas.apps.acpsa +—————  Container Backup Support host address reirieved in the previous steps
L tHun
223 - 4
U esting e ] +———  Select an existing user
dpr v <4————— Selectthe usercorresponding to the data mover user in baas-options sh
Certific
O use exist (O Use CAcertificate

lary name of the certificale ——w  drp-cert

bntof the certificate retrievedin =~ - BEGIN CERTIFICATE-----
the previaus steps —  »  MIIDDDCCAISZAWIBAZIBATANB gkqhkiGSwOBAQSFADAMMSQwIEYDVQQDDE
tpbmdy
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MTYyNDMwWIAmMSQWIEYDVQQDDBipbmdyZXNZLWIWZXIndGIyQDEZN|UO
Y, T %

Options

“

Figure 5-24 Adding a Red Hat OpenShift cluster by using the IBM Spectrum Protect Plus web console

Table 5-6 Red Hat OpenShift form fields description
Field Value

Cluster Name The Red Hat OpenShift cluster name that is
specified in baas-value-cr.yaml.

Host Address The Container Backup Support host address that
was retrieved in “Retrieving the Container
Backup Support host address” on page 116.

Port Number 443.
Use Existing User Checked.
Select User The user that corresponds to the data mover that

is specified in baas-options.sh.
This user was created during the Container
Backup Support deployment.

Certificate Select Copy and paste.
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Field Value

Certificate Name An arbitrary name to save the certificate.

Certificate Content The certificate itself, which was retrieved in
“Retrieving the Container Back Support
certificate” on page 116.

Important: After setting the certificate’s name and content, do not forget to click Create to
save the certificate.

3. Click Save to register the cluster. After the Red Hat OpenShift cluster registration finishes,
you can run an inventory to gather information from this cluster, as shown in Figure 5-25.

@ Qz ® isppadmin

5
OpenShift
Manage clusters ]
-‘ﬁ.
OpenShift Backup

Q. Search for... All ~ View:  Project ~
% I:‘ Name Version SLA Policy
I;r. No entries found.

Refresh list button
0-0 of Oitem 1 of 1 page 4 » e}
Run Select an SLA policy

Figure 5-25 Running an inventory job for the Red Hat OpenShift cluster from the IBM Spectrum Protect
Plus web console
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5.2.12 Updating Container Backup Support

When updating the IBM Spectrum Protect Plus server, you might need to update other
components, including Container Backup Support. To do so, click Installed Operators, select
the IBM Spectrum Protect Plus Container Backup Support operator, click the Subscription
tab, and click Update Channel, as shown in Figure 5-26.

Change Subscription update channel

Which channel is used to receive updates?
o w3
(@& ibmsppc-operatorv1.34-20220217¢

O w4

(@Y ibmsppc-operatorvl4]
O ws

(&) ibmsppc-operatorv15.0

® e
(@Y ibmsppc-operatorvl 6l

Figure 5-26 Changing the Container Backup Support Update Channel

However, depending on which version you are upgrading, some extra tasks might be required
before the update. For an exhaustive description of these tasks by version, see Updating
Container Backup Support operator and instance.

5.3 Installing in an air-gapped environment

In some situations, the Red Hat OpenShift cluster is deployed in a restricted network without
connectivity to internet. If so, performing an online installation is impossible because the Red
Hat OpenShift cluster cannot pull the required images. Instead, the cluster must pull images
from a local registry where the required images are stored.

To perform an air-gapped installation, see Installing Container Backup Support on Red Hat
OpenShift by using a CASE package in an air-gapped environment.
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Using Container Backup Support

This chapter provides information about how to use the IBM Spectrum Protect Plus backup as
a service (BaaS) component in a Red Hat OpenShift Container environment.

This chapter includes the following topics:

6.1, “Sample application” on page 122

6.2, “Application-consistent backups” on page 127

6.3, “Creating a service-level agreement policy” on page 130

6.4, “Red Hat OpenShift Container Platform backups” on page 136
6.5, “Performing restores” on page 142
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6.1 Sample application

To demonstrate the container backup and restore capabilities of IBM Spectrum Protect Plus,
you need a sample application as the base. In our example, we use a sample WordPress
application. This section describes how you can create an instance of the sample application.

Complete the following steps:

1. From a command shell with access to your Red Hat OpenShift cluster, log in to the cluster
with an account that has Red Hat OpenShift cluster administrator privileges. The login
mechanism for your cluster might use a different authentication mechanism, but in this
example the cluster is set up to allow the user to log in with a token, as shown in
Example 6-1.

Example 6-1 Logging in to the cluster

oc login --token=<token> --server=https://<cluster api url>:6443

2. Create a project in the cluster for your WordPress application. In the examples that follow,
we use spp-wordpress for the name of our project, as shown in Example 6-2.

Example 6-2 Creating a project to contain our sample application

oc new-project spp-wordpress

3. Before you create an application, set up the environment variable for installation, as shown
in Example 6-3. This environment variable is used in the following scripts.

Example 6-3 Setting up the environment variable

export WORDPRESS NAMESPACE=spp-wordpress

4. The WordPress application needs a secret, so create a secret by cutting and pasting the
code in Example 6-4 to the command shell where you are logged in to Red Hat OpenShift.

Example 6-4 Creating the secret

cat <<EOF |oc apply -f -
apiVersion: vl
kind: Secret
metadata:
name: mysql-pass
namespace: ${WORDPRESS NAMESPACE}
type: Opaque
data:
password: PasswOrd
EOF

5. Deploy the mysql deployment that is used as the back end for the WordPress application
by cutting and pasting the code that is in Example 6-5 to the command shell.

Example 6-5 Creating the mysql deployment

cat <<EOF |oc apply -f -
apiVersion: vl
kind: Service
metadata:
name: wordpress-mysql
namespace: ${WORDPRESS NAMESPACE}
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labels:
app: wordpress
spec:
ports:
- port: 3306
selector:
app: wordpress
tier: mysql
clusterIP: None
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: mysql-pvc
namespace: ${WORDPRESS NAMESPACE}
labels:
app: wordpress
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
apiVersion: apps/vl
kind: Deployment
metadata:
name: wordpress-mysql
namespace: ${WORDPRESS NAMESPACE}
labels:
app: wordpress
spec:
selector:
matchLabels:
app: wordpress

tier: mysql
strategy:
type: Recreate
template:
metadata:
labels:
app: wordpress
tier: mysql
spec:

containers:
- image: mysql:5.6
name: mysql
env:
- name: MYSQL_ROOT_PASSWORD
valueFrom:
secretKeyRef:
name: mysql-pass
key: password
ports:
- containerPort: 3306
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name: mysql
volumeMounts:
- name: mysql-persistent-storage
mountPath: /var/1ib/mysql
volumes:
- name: mysql-persistent-storage
persistentVolumeClaim:
claimName: mysql-pvc
EOF

6. Create the wordpress deployment by cutting and pasting the code in Example 6-6 to the
command shell.

Example 6-6 Creating the wordpress deployment

cat <<EOF |oc apply -f -
apiVersion: vl
kind: Service
metadata:
name: wordpress
namespace: ${WORDPRESS NAMESPACE}
labels:
app: wordpress
spec:
ports:
- port: 80
selector:
app: wordpress
tier: frontend
type: ClusterIP
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: wordpress-pvc
namespace: ${WORDPRESS NAMESPACE}
labels:
app: wordpress
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
apiVersion: apps/vl
kind: Deployment
metadata:
name: wordpress
namespace: ${WORDPRESS NAMESPACE}
labels:
app: wordpress
spec:
selector:
matchLabels:
app: wordpress
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tier: frontend
strategy:
type: Recreate
template:
metadata:
labels:
app: wordpress
tier: frontend
spec:
containers:
- image: wordpress:4.8-apache
name: wordpress
env:
- name: WORDPRESS_DB_HOST
value: wordpress-mysql
- name: WORDPRESS_DB_PASSWORD
valueFrom:
secretKeyRef:
name: mysql-pass
key: password
ports:
- containerPort: 80
name: wordpress
volumeMounts:
- name: wordpress-persistent-storage
mountPath: /var/www/htm]
volumes:
- name: wordpress-persistent-storage
persistentVolumeClaim:
claimName: wordpress-pvc
EOF

7. The application is deployed. Ensure that the two pods for the application are running by

running the command that is shown in Example 6-7.

Example 6-7 Check that the wordpress pods are running

oc project spp-wordpress
oc get pods

8. The output should be like what is shown in Example 6-8. The last part of the names of the

pods differ.

Example 6-8 The wordpress pods are running

NAME READY  STATUS RESTARTS  AGE
wordpress-6755c4ccdd-ptplq 1/1 Running 0 5d16h
wordpress-mysql-74c97488d6-trcdl  1/1 Running 0 5d16h

9. By default, the wordpress route is not created, so create the route by running the
command in Example 6-9.

Example 6-9 Exposing the service

oc expose svc wordpress
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10.A new route is created. Details of the route can be obtained by running the command that
is shown in Example 6-10.

Example 6-10 Getting the route details for the WordPress application

oc get route

The output is to what is shown in Example 6-11.

Example 6-11 Route details

NAME HOST/PORT PATH  SERVICES PORT  TERMINATION  WILDCARD
wordpress  wordpress-spp-wordpress.apps.ocp4.dpr.escc.lab wordpress 80 None

11.Check that the WordPress application is correctly deployed by accessing the HOST/PORT
URL that is defined in the route that we created. You should see the WordPress window,
as shown in Figure 6-1.

SPP RESIDENCY

Just another WordPress site

Figure 6-1 Initial window of the WordPress site
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6.2 Application-consistent backups

With the advent of cloud-native applications, microservices architecture, and containerization,
applications might be composed of a multitude of moving parts, each potentially with its own
storage technology. In order for a backup to be taken, the data for the whole application must
be consistent. IBM Spectrum Protect Plus includes the open-source Velero distribution that
provides hooks, which allow application developers to ensure that the data of an application is
in a good state before a backup is taken.

6.2.1 Velero hooks

To support application-consistent backups, use the capabilities of Velero to annotate pods
with backup pre- and post-hooks so that you can put the application into a state where a
consistent backup is possible:

» Pre-hooks

pre.hook.backup.velero.io/container

The container where the command should be run. Defaults to the first container in the
pod. Optional.

pre.hook.backup.velero.io/command

The command to run. If you need multiple arguments, specify the command as a JSON
array, such as ["/usr/bin/uname", "-a"].

pre.hook.backup.velero.io/on-error

Action to take if the command returns a nonzero exit code. Defaults to Fail. Valid
values are Fail and Continue. Optional.

pre.hook.backup.velero.io/timeout

How long to wait for the command to run. The hook is considered in error if the
command exceeds the timeout. Defaults to 30s. Optional.

» Post-hooks

post.hook.backup.velero.io/container

The container where the command should be run. Defaults to the first container in the
pod. Optional.

post.hook.backup.velero.io/command

The command to run. If you need multiple arguments, specify the command as a JSON
array, such as ["/usr/bin/uname", "-a"].

post.hook.backup.velero.io/on-error

Action to take if the command returns a nonzero exit code. Defaults to Fail. Valid
values are Fail and Continue. Optional.

post.hook.backup.velero.io/timeout

How long to wait for the command to run. The hook is considered in error if the
command exceeds the timeout. Defaults to 30s. Optional.

For more information about Velero hooks, see Backup Hooks.
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6.2.2 Configuring the sample application with backup hooks

The example WordPress application contains a MySQL database. This database uses a
persistent volume to store the database data. We create Velero hooks to ensure that the
persistence volume is in an application consistent state while we create snapshots of the
volume.

Note: This example is a simple one to demonstrate the usage of hooks. It is the application
developers responsibility to provide the detailed hooks that permit an application
consistent backup.

Complete the following steps:

1. Login to the Red Hat OpenShift cluster as a cluster administrator. Set up the environment
for creating the hooks by running the commands that are shown in Example 6-12. The
WordPress pod contains a single container called mysqT.

Example 6-12 Setting up the environment for creating the hooks

oc project wordpress

export WORDPRESS MYSQL_POD=$(oc get pods | grep wordpress-mysql | awk '{ print $1
)

export MSGQL_CONTAINER=mysq]l

2. Create the pre-hooks by running the commands that are shown in Example 6-13. We set
up a command that flushes and locks the tables. If the command fails, we fail the backup.
We set a timeout of 30 seconds for the command to run, which is the default and can be
omitted.

Example 6-13 Velero pre-hooks

oc annotate pod ${WORDPRESS MYSQL POD}
pre.hook.backup.velero.io/container=${MYSQL_CONTAINER}

oc annotate pod ${WORDPRESS MYSQL POD}
pre.hook.backup.velero.io/command="'["/bin/bash", "-c", "mysq]l
--password=$MYSQL_ROOT_PASSWORD -e \"FLUSH TABLES WITH READ LOCK\""]'

oc annotate pod ${WORDPRESS MYSQL POD} pre.hook.backup.velero.io/on-error=Fail
oc annotate pod ${WORDPRESS MYSQL POD} pre.hook.backup.velero.io/timeout=30s

3. Set up the post-hooks by running the commands that are shown in Example 6-14. These
hooks will run.

Example 6-14 Velero post-hooks

oc annotate pod ${WORDPRESS MYSQL POD} post.hook.backup.velero.io/container=mysql
oc annotate pod ${WORDPRESS_MYSQL_POD}
post.hook.backup.velero.io/command="'["/bin/bash", "-c",
--password=$MYSQL_ROOT_PASSWORD -e \"UNLOCK TABLES\""]'

oc annotate pod ${WORDPRESS MYSQL POD} post.hook.backup.velero.io/on-error=Fail
oc annotate pod ${WORDPRESS_MYSQL_POD} post.hook.backup.velero.jo/timeout=30s

"mysq]l

4. You can check whether the annotations were applied correctly by running the command
that is shown in Example 6-15.

Example 6-15 Getting the YAML for the WordPress pod

oc get pods ${WORDPRESS MYSQL POD} -o yaml
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The output should contain the details of the newly applied hooks in the annotations section of
the pod, as shown in Example 6-16.

Example 6-16 The WordPress mysql pod with annotations created

kind: Pod
metadata:
annotations:
k8s.vl.cni.cncf.io/network-status: |-

[{
"name": "openshift-sdn",
"interface": "eth0",
"ips": [

"10.254.5.234"

1,
"default": true,
"dns": {}

1]

k8s.vl.cni.cncf.io/networks-status: |-

[{
"name": "openshift-sdn",
"interface": "eth0",
"ips": [

"10.254.5.234"

1,
"default": true,
"dns": {}

1]

openshift.io/scc: anyuid
post.hook.backup.velero.io/command: '["/bin/bash", "-c", "mysq]l
--password=$MYSQL_ROOT_PASSWORD
-e \"UNLOCK TABLES\""]'
post.hook.backup.velero.io/container: mysql
post.hook.backup.velero.io/on-error: Fail
post.hook.backup.velero.io/timeout: 30s
pre.hook.backup.velero.io/command: '["/bin/bash", "-c", "mysql
--password=$MYSQL_ROOT_PASSWORD
-e \"FLUSH TABLES WITH READ LOCK\""]'
pre.hook.backup.velero.io/container: mysql
pre.hook.backup.velero.io/on-error: Fail
pre.hook.backup.velero.io/timeout: 30s

The application is now configured to run the hooks when we take a backup with
IBM Spectrum Protect Plus. For more information, see 6.4, “Red Hat OpenShift Container
Platform backups” on page 136.
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6.3 Creating a service-level agreement policy

You must create a service-level agreement (SLA) policy before you back up and restore the
sample application. You can manage SLAs by selecting Manage Protection — Policy
Overview, as shown in Figure 6-2.

Jobs and Operations

Protection

Policy Overview h

Flo R

E

Virtualized

Figure 6-2 Policy Overview menu

The list of available SLAs is shown in Figure 6-3. Click Add SLA Policy to create a SLA.

SLA Policies

Add SLAPolicy @

Q, search Policy by name.

Name Job type Frequency Retention
2 o Container Snapshot Every 6 Hours 1 Days
Backup Every 1 Days at 7:10:00 AM 1 Months
V3 o HANA_backup Backup Every 1 Days at 12:00:00 PM 3 Days
2 o SPPCatalogtos3 Backup Every 1 Days at 1:00:00 AM 2 Days
2 i selfprotect Copy Every 1 Days at 5:00:00 AM Same retention as source selection.
Backup Every 1 Days at 4:00:00 AM 5 Days
1-4 of 4 items 1of1page

Figure 6-3 SLA overview
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6.3.1 General parameters

In IBM Spectrum Protect Plus, different types of SLAs are available, depending on the type of
application data to be backed up. In our example, we set up a Containers policy type by
completing the following steps:

1. In the Add SLA Policy window, select Category drop-down menu and select Containers,
as shown in Figure 6-4.

< Back to Policy Overview

Add SLA Policy

| @ Policy Tvpe PolicyType
Select policy type

o ‘You will not be able to change the policy type after the policy has been created

Category All protected e

All protected 3

Tiered vSna 1BM Spectrum Protect Plus catalog Tig

This policy inclut Thi
¥ Virtualized systems
- Backuptov! -
— Backup logs Applications and databases -
— Replicate da
— Copy or arch o =
Py Containers a2
Containers
The following workloads can use The following workloads can use The|
this policy: this policy: this

Figure 6-4 Selecting the policy type

2. A set of appropriate policy types are shown. Because we selected the Containers policy
type, the only option is Tiered snapshot, as shown in Figure 6-5. Select this template and
click Next to configure the policy.

€ Back to Policy Overview

Add SLA Policy

| @ Folicy Type POlICy Type
Select policy type

| @  vouwill not be able to change the policy type after the policy has been created

Category Containers ~

Tiered snapshot
This policy includes these functions

— Back up to vSnap server

— Manage snapshot
protection

— Back up logs

— Replicate data

— Copy or archive data

The following workloads can use

this policy

— Kubernetes
— OpenShift

Figure 6-5 Available policy templates

Chapter 6. Using Container Backup Support 131



3. Now, configure the rules for the policy. First, define the name of the SLA. A best practice is

to provide a specific name that provides information about the SLA. In our example, we
defined the name spp-containers, as shown in Figure 6-6.

This SLA applies to containers. In our example, we create a policy that allows for an ad
hoc backup, so we do not provide a schedule. This policy is fine for testing or when the
snapshots or backups that use this SLA are triggered by an external scheduler by using a
REST API. For production environments that use the IBM Spectrum Protect Plus,
complete the details for the Scheduling capability.

> < Back to Policy Overview
o Add SLA Policy
_\/\. @ Policy Type POI.ICY Rules
@ Folicy Rules Current Policy Type: Tiered snapshot &
o Name
N spp-container-policy
[] Dpisable all Schedules
E Snapshot Protection
Retention 15 = + Days ~
A
Disable Schedule
11/02/2022 || 00:00 ‘ ‘ Europe/Amsterdam
Snapshot Prefix
spp-containers

Figure 6-6 Configuring Snapshot Protection

6.3.2 Configuring a backup policy

Optionally, you can activate and define a backup policy. A backup policy backs up the
resources and persistent volume claims (PVCs) so that they are stored outside the Red Hat
OpenShift Container Platform cluster in the IBM Spectrum Protect Plus vSnap servers. In our
example, we configure our policy to have no schedule (testing purposes only). We configure
the following items:

>

The target site to which you want to store the backups (primary or secondary). In our
example, the target site is the primary site.

Whether the backups are stored in encrypted vSnap servers. In our examples, we use an
unencrypted VSnap server.

Figure 6-7 on page 133 shows our example backup policy.
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Backup Policy
Backup Storage

Retention 1% - + Days V

Disable Schedule

11/01/2022 09:11 Europe/Amsterdam

Target Storage Type  Site v Target Primary v [ ]

Figure 6-7 Backup policy

Important: Snapshots and backups are performed for resources and PVCs, which are
triggered by one or many SLAs. However, snapshots and backups of a resource or PVC
cannot occur concurrently. If two jobs address the same resource, the second job fails.

Therefore, you must be careful about defining SLA snapshots and backup schedules, and
how SLAs are assigned to resources or PVCs to avoid overlap.

Important: When a backup is performed, for each resource and PVC that uses this SLA,
the backup uses the latest snapshot that is available in the Red Hat Red Hat OpenShift
Container Platform cluster.

Therefore, having backups more frequently than snapshots results in many identical
backups. The backups can use the same latest snapshots as source.
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6.3.3 Defining a replication policy

Optionally, you also can define a replication policy. A replication policy defines how resources
and PVCs are backed up by a backup policy to another site. A replication policy configuration
is like a backup policy, but it also provides another parameter, which is the target site (see
Figure 6-8). With this parameter, you can choose the site where the target vSnaps are
located. For our example, we do not create a replication policy, so leave the Backup Storage
vSnap Replication checkbox clear.

Replication Policy
Backup Storage vSnap Replication

Target Site

Retention

Figure 6-8 Configuring a replication policy

Note: To allow a replication policy, first create the appropriate replication partnerships
between the VSnap server, as described in IBM Spectrum Protect Plus Practical Guidance
for Deployment, Configuration, and Usage, REDP-5532.

6.3.4 Additional Copies

You also can choose to copy data to a standard object store (cloud services) or to an
IBM Spectrum Protect instance (repository servers). These additional copies can be used, for
example, the following reasons:

» Provide long-term retention backup.
» Store backups on a low-cost tier.
» Outsource backups off-site.

Note: To create extra copies, you must enable a backup policy to vSnap.

The additional copies can be incremental or full copies. For incremental copies, the first copy
is always a full copy. The next copies are incremental, so only changes since the last copy are
transferred. Configuring the Repeats and Retention parameters are like the previous
snapshot and backup policies. For our example, we do not use a schedule.

A source for the copy must be selected, which is either the backup policy destination or the
replication policy destination. For example, because we have not configured a replication
policy destination, only a single option is highlighted.
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After selecting the source, select a destination for the copy. For our example, we use the S3
compatible MinlO server that we created in Chapter 5, “Implementing Container Backup
Support” on page 85. The parameters for the destination are configured as follows:

» Destination: A cloud service or a repository server.

» Target: One of the cloud services or repository servers that are available.

Figure 6-9 shows Additional Copies window.

Additional Copies

Stan! ect storage (incremental copy)
O o ule Source
Backup Policy Destination
Repeats Daily v Every: 1 - |+ day(s) E
De

Cloud services v

Start Time ‘ 11/01/2022 H 00:00 H Europe/Amsterdam
rget .

MinIO ¥

B same retention as source selection

Figure 6-9 Additional Copies

Note: The target should be defined before the SLA configuration by selecting System
Configuration — Backup Storage — Cloud Storage or Repository Server.

For more information about more copies, see IBM Spectrum Protect Plus Practical
Guidance for Deployment, Configuration, and Usage, REDP-5532.

6.3.5 Configuring object storage archival

To configure object storage archival, complete the following steps:

1. ltis possible to configure archiving for the object storage, as shown in Figure 6-10. For our
example, we do not configure this capability.

(full copy)

/eekly, Monthly, or Yearly

Specify to

Source

Destination

Target

Retention

Figure 6-10 Configuring object storage archival
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2. Click Next. Figure 6-11 shows a summary of the policy that will be created.

& Back to Policy Overview

Add SLA Policy

& Policy Type
) Policy Rules

@ Review

Review

SLA Policy
SLA Policy Name: spp-container-policy
SLA Policy Type: Tiered snapshot

Snapshot Protection
Retention: 15 Days (Snapshat)
Snapshot Prefix: spp-containers

Backup Policy

Retention: 15 Days (Backup)
Target Site: Primary
Encrypted Disk Storage:

Additional Copies

Standard object storage (incremental copy)

Retention: Same retention as source selection. (Object Storage Copy)
Destination Target: MinIO

Schedule: Every 1 Days at 12:00:00 AM Europe/Amsterdam from Nov 1, 2022

Figure 6-11 SLA policy review

3. Click Submit to create the SLA policy.

6.4 Red Hat OpenShift Container Platform backups

In this section, we use our sample application to show how we can create a snapshot, a
backup copy of the application, and the cluster-scoped resources that are needed to restore
the application to a new namespace on our cluster (which also can be used to restore the
application to a new cluster). We use the policy that was created in 6.3, “Creating a
service-level agreement policy” on page 130.

To back up Red Hat OpenShift Container Platform objects, you must understand what kind of
objects exist and what is backed up if such an object is assigned to an SLA. The following
Red Hat OpenShift Container Platform objects can be backed up with IBM Spectrum Protect

Plus:

» Cluster: Assigning an SLA to a cluster backs up all resources in the cluster. These
resources include all metadata (cluster-scoped and namespace-scoped resources) and all

PVCs.

Note: Depending on the size and the amount of namespaces, pods, and PVC data that
is managed by the Red Hat OpenShift Container Platform cluster, it might not be
practical to assign the entire cluster to a single SLA. Instead, split the workload into
smaller pieces and assign the various namespaces to multiple SLAs.

» Cluster Resources: Assigning a SLA to Cluster Resources backs up cluster-scoped
resources, such as PersistentVolumes, ClusterRoles, StorageClasses, CSIDrivers,
VolumeSnapshotClasses, and CustomResourceDefinitions.
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Note: This type of backup might help in disaster recovery (DR) situations when a full
cluster must be rebuilt. However, this type does not include persistent data in PVCs or
namespace-scoped resources, so these resources also must be protected.

» Project: A project in the cluster, including all namespace-scoped resources (metadata)
and the PVCs (persistent data).

» Project Resources: Project-scoped resources, such as PersistentVolumeClaims, pods,
containers, ConfigMaps, secrets, services, and deployments.

Note: Selecting only the project resources does not back up the persistent data. To also
protect the persistent data, assign the entire project to an SLA or include dedicated
PVCs to the SLA.

» PVC: PVCs in a project (the persistent data).
As a prerequisite for the tasks that are described in the next sections, the following
assumptions can be made:

» An application server inventory job was performed and discovered all resources in the Red
Hat OpenShift Container Platform cluster.

» One or more SLAs of type Containers were created, as defined in 6.3.1, “General
parameters” on page 131.

6.4.1 Performing container backups

To back up Red Hat OpenShift Container Platform resources, you must assign those
resources to an SLA. This requirement also is true for ad hoc backups.
Complete the following steps:

1. Log in to the IBM Spectrum Protect Plus GUI and select Manage Protection —
Containers — OpenShift, as shown in Figure 6-12.

Openshift

trum Protect Plus

Figure 6-12 Accessing the backup capability
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The clusters that IBM Spectrum Protect Plus are configured with appear, as shown in
Figure 6-13.

OpenShift

Q, Search for. All e

@
@
2
5

Clusters

o} O Name Version s

C5 O £ dpr Red Hat Openshift Container Platform: 4.10.34 Kubernetes: v1.23.5+8471591

Figure 6-13 Red Hat OpenShift Container Platform Clusters that are configured for IBM Spectrum Protect Plus

2. Filter the resources by searching for the example project, and the project resources and
any cluster-scoped resources are shown. Select the project and the cluster resources, as
shown in Figure 6-14. The cluster resources are needed only if you are backing up to a
new cluster.

OpenShift

Manage clusters

@
W
:
S
5]

Q. spp-word % All ~

Clusters / dpr
,2 - | Name

I £ openshift-vsphere-infra
£ spp-wordpress
O = wordpress

E2 dpriresources

1-73 of 73 items

Clear Selections (2)

Figure 6-14 Selecting the resources to back up
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3. Select the policy for the backup. In our example, we select the policy that we created in
6.3.1, “General parameters” on page 131, as shown in Figure 6-15. Click Save.

Clear Selections (2)

SLA Policy

[- | SLA Policy Fre|
O Container Ev

spp-container-policy

1-2 of 2 items

SLA Policy Status

Figure 6-15 Selecting the policy to use for the backup

4. From the SLA Policy Status section, click Actions for your policy and click Start, as
shown in Figure 6-16.

©) Qs ® isppadmin

1-73 0t 73 items lofipage ¢ * C

@

- ——
.\/\.
U] SLA Policy Status

Fitier oo Loz () select >

Policy Job Type Frequency Total Succeeded Failed Next Run Status Policy Options
o
A
. Container 3 3 0 Nov 1, 2022 Held 3 Actions v
] 12:10:00 PM

. spp-container- Copy 0 0 0 Nov 2, 2022 1dle ] Actions
policy 12:00:00 AM

start

Pause Schedule

Figure 6-16 Running the policy
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5. A dialog window opens and prompts you for an action. In this example, we first create a

snapshot of the application and cluster resources, so select Snapshot and click OK, as
shown in Figure 6-17.

Note: This procedure is required only for manual backups. Scheduled backups perform the
shapshot and backup automatically.

Start Options X

SLA Policy

Snapshot ™

Cancel

Figure 6-17 Starting the backup snapshot process

A dialog opens and indicates that the snapshot started, as shown in Figure 6-18.

Info

The following policy schedules have been
launched: spp-container-policy

Figure 6-18 Dialog to indicate that a job is running

6. When the job is complete, a snapshot of the resources at the cluster and project level are
created. Now, we create a backup of the data to our S3 storage so that the application can
be restored to a new namespace. Return to the backup window and find the container SLA
policy that we used to create the snapshot. Select Actions — Start to start a new job. In
the dialog window that opens, select Backup, as shown in Figure 6-19.

Start Options x

SLA Policy

Backup h

Cancel

Figure 6-19 Backup option
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6.4.2 Monitoring backup jobs

To see an overview of all jobs that are active, select Jobs and Operations — Running Jobs
in the IBM Spectrum Protect Plus GUI, as shown in Figure 6-20.

Jobs and Operations

RunningJobs 3 Job History Active Resources Schedule

CPU Usag|
1 1 0 0 0 -
E .
Start v 1 Q. search by 7
A openshift_spp-container-policy
8
openshift_spp-container-policy Type: Backup - Snapshot | Start Time: Nov 2, 2022 8:08:38 AM
Type: Backup - Snapshot | Activity: Running
Start Time: Nov 2, 2022 8:08:38 AM ~
Duration: Oh Om 9s Completed: 0/4 Concurrent Jobs ‘
S
Container ... Hostname ... Location Size OverallPr.. |  Backup Sta...
dpr:resources N/A ® Running
dpr:spp- N/A ® Running

wordpress:mysal-

dprispp- N/A ® Running
wordbress:resoun
dprispp- N/A ® Running
wordpress:wordoi

Figure 6-20 Jobs and operations

In 6.2.2, “Configuring the sample application with backup hooks” on page 128, we created
hooks to ensure that an application consistent backup was taken. The job log for the backup
should show that the hooks that we created ran, as shown in Figure 6-21.

® Qa ® isppadmin

Info
@ start v 7" Q_ search by.. 7 The following policy schedules have been
. . o launched: spp-container-policy
openshift_spp-container-policy
.\/\. openshiﬂ Spp-container-policy Success: a4 Type: Backup - Snapshot | Start Time: Nov 2, 2022 10:55:58 AM | End Time: Nov 2, 2022 11:00:08 AM
- Failed: 0
Type: Backup - Snapshot | Status: Completed Skipped: 0
@ Start Time: Nov 2, 2022 10:55:58 AM Vs N
End Time: Nov 2, 2022 11:00:08 AM [ Progress ‘ JobLog | ConcurrentJobs |
AN J
& Duration: Oh 4m 10s Total: 4
Failed: 0 | Success: 4 | Total: 4 v
5] openshift_spp-container-policy g:ﬁfgss g
Type: Backup - Snapshot | Status: Failed Skipped: 0 Status Time D Description
g Start Time: Nov 2, 2022 10:08:08 AM
N 10:59:37 AM “/bin/bash -c mysql --password=$MYSQL_ROOT_PASSWORD -e "FLUSH TABLES WITH READ
EndTime: Nov 2,202210:12:18 AM LOCK™ in container mysql of pod wordpress-mysql-74c97488d6-trcdl in namespace spp-
o Duration: 0h 4m 10 Total 4 wordpress.
Detail Nov 2, 2022 CTGGK3166 baas-spp-agent-route-baas.apps.ocpé.dpr.escc.lab] Command */bin/bash -c mysal
10:59:37 AM --password=$MYSQL_ROOT_PASSWORD -e "FLUSH TABLES WITH READ LOCK™" in pod
openshift_spp-container-policy ?ﬁﬁfi” S wordpress-mysql-74c97488ds6-trcdl completed with return code 0
Type: Backup - Snapshot | Status: Failed Skipped: 0 Info Nov 2, 2022 CTGGK3063 baas-spp-agent-route-baas.apps.ocp4.dp! lab] Snapshot of Per reClaim
. 11:00:07 AM dpr:spp-wordpress:mysgl-pc succeeded.
Start Time: Nov 2, 2022 9:50:41 AM
End Time: Nov 2, 2022 9:54:51 AM Info Nov 2, 2022 CTGGK3063 baas-spp-agent-route-baas.apps.ocpé.dpr.escc.lab] Snapshot of PersistentvolumeClaim
Duration: oh £m 106 otal . 11:00:07 AM dprispp-wordpress:wordpress-pvc succeeded
Detail Nov 2, 2022 CTGGK3165 baas-spp-agent-route-baas.apps.ocp4.dpr.esce.lab] Executing post-backup command
11:00:07 AM “/bin/bash -c mysql --password=$MYSQL_ROOT_PASSWORD -e “UNLOCK TABLES"" in
e container mysql of pod wordpres: ql-74c9 in namespace spp- I
Application Server Inventory
) i Detail Nov 2, 2022 CTGGK3166 baas-spp-agent-route-baas.apps.ocpé.dpr.escc.ab] Command */bin/bash -c mysgt
Type: Inventory | Status: Completed 11:00:07 AM --password=$MYSQL_ROOT_PASSWORD -e “UNLOCK TABLES"" in pod wordpress-mysql-
Start Time: Nov 2, 2022 9:00:00 AM 74c97488d6-tredl completed with return code 0

Figure 6-21 Backup logs showing running of the hooks
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6.5 Performing restores

This section describes how to perform restores of Red Hat OpenShift objects by using the
IBM Spectrum Protect Plus GUI. We use the backup that is we created in 6.4, “Red Hat
OpenShift Container Platform backups” on page 136 to demonstrate the restore procedure to
a new namespace on the same cluster. We will restore all of the resources that we backed up.

6.5.1 Deciding which objects must be restored

Before starting a restore job, you must know which objects can be restored and which objects
might be required in a specific situation.
The following potential restore scenarios are available:

» Cluster or namespace configurations mistakenly were changed, or objects (such as
custom resource definitions (CRDs) or deployments) were deleted: This issue might be
solved by restoring cluster- or namespace-scoped resources.

Note: Restoring cluster or namespace metadata does not overwrite objects.

» Alogical error occurred to persistent data, for example, a database table was dropped or
deleted: This issue might be solved by restoring one or more PVCs.

» A stateful application must be cloned to another namespace or cluster for development or
testing purposes: This issue might be solved by restoring a full namespace backup,
including metadata resources and PVCs. For our example, we clone the application to a
new namespace on the same cluster.

6.5.2 Restoring the application

To restore the application, complete the following steps:

1. To start the restore, select Manage Protection — Containers — OpenShift, and then
click Create job, as shown in Figure 6-22 on page 143.
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< Back to Openshift

Create job

Create a job to backup selected resources or to restore data.
Select one of the job options, and our wizards will guide you through the process.

= [6]

Ad hoc backup Restore

Back up selected resources that are Restore data from a specific instance.
associated with an SLA policy.

Kube

Openshift

Cloud nent

Figure 6-22 Creating a job

2. Select the Restore job to start the configuration. Select the source for the restore by
selecting the resources that we backed up from the spp-wordpress project, as shown in
Figure 6-23. Click Next.

® Qa ® isppadmin

< Back to Openshift

@ Restore - OpenShift
Select source
v QD Default Setup
Select source
U] Select data sources Select the PVC or resource to recover
iO Select source ~
& Q. spp-wordpress x View:  Project v
Clusters
E Name Location Item

B3 dpr:spp-wordpress:mysql-pvc dpr/spp-wordpress. dpr:spp-wordpress:mysql-pvc

E dpr:spp-wordpress:resources dpr/spp-wordpress dpr:spp-wordpress:resources

i
- N

B3 dpr:spp-wordpress:wordpress-pvc dpr/spp-wordpress. dpr:spp-wordpress:wordpress-pvc

1-3 of 3items lofipage <« > C

Figure 6-23 Selecting the source for the restore job
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3. Select the snapshot to restore. We restore from the backup copy that we created on the
MinlO storage. In the columns of the Source snapshot window, select From Copy,
On-Demand, Cloud service copy, and MinlO, and then for each of the resources, we
want to select the restore point from the available restore points, as shown in Figure 6-24.
Click Next.

@) Qa ® isppadmin

< Backto Openshift

@ Restore - OpenShift
Source snapshot
v QD Default Setup
Source snapshot
@ Seloct data sources select which resource you would like to restore for each chosen source.
Select source
& From Copy v On-Demand v Cloud service copy MinIo v 10/27/2022 - 11/03/2022
Source snapshot
5] Item Restore Point
dpr:spp-wordpress:mysgl-puc Nov2,2022 8:30:41 AM v
o
A
dpr:spp-wordpressiresources Nov2,20228:30:41AM  +
= dpr:spp-wordpress:wordpress-pvc Nov2,2022 8:30:41AM v

Figure 6-24 Selecting a restore job backup

4. Select the restore method, and ensure that the radio button for the same cluster is
selected along with original storage class. For the namespace, specify an alternative
namespace (for our example, we use spp-wordpress-restore. Click Next. Figure 6-25

shows the window for the restore job destination.

< Back to Openshift

Restore - OpenShift

Set destination

QD Default Setup
Set destination

Select a destination to which to restore the selected resources.

Select source (® Restore to original cluster Q Restore to alternate cluster

Source snapshot

Restore method Storage class for restoring PVCs
(® Original Storage class
Set destination

Namespace Destination

Q original Namespace Q Choose from available namespaces

O Cchoose from available storage classes

® QS ® isppadmin

(® Specify an alternate namespace

spp-wordpress-restore|

Figure 6-25 Restore job destination

5. Next, complete the restore options window. Select Do not Overwrite PVCs and check the
remaining checkboxes for the options, as shown in Figure 6-26 on page 145. Click Next.
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< Back to Openshift

Restore - OpenShift
Job options
QB oefault Setup
Job options

Configure the options for this restore job

Select source ) ®
Manage existing PVCs Do not overwrite PVCs v

Source snapshot

Restore method Run cleanup immediately on job failure

Set destination
Allow session overwrite
Set run settings

Job options Continue with restores of other selected resources even if one fails

Figure 6-26 Restore job options

Figure 6-27 shows a summary of the restore job.
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resources even if one fails:
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Figure 6-27 Restore job summary
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6. The restore job can be monitored in the same way as the backup job, as described in
6.4.2, “Monitoring backup jobs” on page 141. When the restore is complete, the new
application is available in the spp-wordpress-restore namespace. Log in to the cluster as
a cluster administrator. The route to the application can be retrieved by running the
commands that are shown in Example 6-17.

Example 6-17 Retrieving the route for the application

oc project spp-wordpress-restore
oc get route

The host or port entry of the returned route is the route to the application.

6.5.3 Application considerations for necessary rework after a restore

In the WordPress application, some information is hardcoded in it that relates to the original
workspace. For the application to work correctly, this information must be corrected for the
new workspace. To accomplish this task, complete the following steps:

1. Log in to the Red Hat OpenShift cluster as a cluster administrator, and then run the
commands that are shown in Example 6-18 to get the name of the mysq1 pod.

Example 6-18 Getting the name of the mysql pod

oc project wordpress
export MYSQL _POD=$(oc get pods | grep wordpress-mysql | awk '{ print $1 }' )

2. Run exec, as shown in Example 6-19.

Example 6-19 Running exec

oc exec -it ${MYSQL _POD} --

3. Run the commands that are shown in Example 6-20. The domain portion of the URL
should be replaced with the domain that you are using for Red Hat OpenShift.

Example 6-20 Updating the mysql wp-options table

export TARGETURL=http://wordpress-wordpress-restore.<domain>

mysql -u root -p${MYSQL_ROOT_PASSWORD} -e "use wordpress; UPDATE wp options SET
option_value='${TARGETURL}' WHERE option_name='siteurl'; UPDATE wp_options SET
option_value='${TARGETURL}' WHERE option_name='home';"

4. Restart the front-end pod. This process forces the WordPress application to read the
configuration options again and stop the unwanted redirects to the old home URL.
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Red Hat OpenShift cluster
disaster recovery solution

This chapter describes the usage of IBM Spectrum Protect Plus as a disaster recovery (DR)
solution for Red Hat OpenShift clusters.

This chapter includes the following topics:

» 7.1, “General disaster recovery considerations” on page 148

» 7.2, “Protecting the environment” on page 149

» 7.3, “Preparing for a DR restore with IBM Spectrum Protect Plus” on page 152
» 7.4, “Cluster-scoped resources recovery” on page 153

» 7.5, “Application namespaces recovery” on page 158
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7.1 General disaster recovery considerations

When discussing DR for a Red Hat OpenShift cluster, You should understand the different
components and objects that make up a cluster environment and which ones must be
recovered if a disaster occurs.

A generic setup of a Kubernetes based container environment is shown in Figure 7-1 (the red
circles show what is in scope of IBM Spectrum Protect Plus, and the gray boxes indicate
elements that are out of scope).
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Figure 7-1 A generic Red Hat OpenShift cluster overview diagram

The environment consists of the following essential components:

» A set of physical or virtual machines (VMs) that host the control and worker nodes of the
environment, network components, and storage.

» The host operating system, a container run time, Kubelet, and Kube-Proxy.

» The control plane with the distributed configuration database (etcd).

» Pods, containers, persistent volume claims (PVCs), and so on.

Important: IBM Spectrum Protect Plus Container Backup Support does not protect all
these components. Therefore, if a disaster occurs, a basic infrastructure must be
reestablished manually before an IBM Spectrum Protect Plus restore can be performed.

The following components are not protected by IBM Spectrum Protect Plus Container Backup
Support and cannot be restored with the product:

» The operating system of the nodes.

» Kubernetes or Red Hat OpenShift system components and their configuration (control
plane components, kubelet, kube-proxy, and the container run time).

» Any artifacts that are outside of the Kubernetes environment, such as non IBM Container
Storage Interface (CSI) volume drivers or node-related network components and
configurations.
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Tip: To be prepared for a disaster, it is a best practice to perform regular recovery tests to
a fenced environment. As applications change over time, ensure that all components are
included in the backup and available for recovery.

7.2 Protecting the environment

As described in 7.1, “General disaster recovery considerations” on page 148, a
comprehensive strategy must be developed to protect the Red Hat OpenShift environment
against a disaster.

7.2.1 Protecting the infrastructure, and complementary systems and services

Because not all components of a Red Hat OpenShift container environment are in the scope
of an IBM Spectrum Protect Plus backup, more arrangements must be made to prepare for a
recovery of the base infrastructure and external services on which the Red Hat OpenShift
cluster relies. These arrangements include the following examples:

>

Collect and save infrastructure-related configuration information, such as the following
items:

The number of control and worker nodes in the cluster
Network interfaces, hostnames, and IP addresses

CPU and memory resources per node

Storage capacities, CSI storage-classes, and provider types

This information must be saved in a way so that you can quickly rebuild an “empty” Red
Hat OpenShift cluster from scratch. This preparation can be facilitated by using
configuration management systems like GitHub, or automation frameworks like Ansible.

Save the identity provider configuration (and potentially secrets) to reestablish user
authentication quickly on a rebuilt cluster.

Use an external registry to store and manage your images. An example for a distributed
and highly available container image registry is Red Hat Quay, which can be implemented
as a private registry for the enterprise on-premises. It also offers a hosted option through
quay.io. For more information, see Red Hat Quay.

Work with the Red Hat OpenShift administrators to develop a strategy to reattach the
registry after a cluster is rebuilt from scratch.

Back up the complementary systems and services, such as DNS, NTP, LDAP, or file
servers by using a backup software product.

Tip: If these services are provided by systems that are running on VMware or Microsoft
Hyper-V VMs, IBM Spectrum Protect Plus can be used to back up these systems.

Ensure that the latest version of the IBM Spectrum Protect Plus server, vSnap servers,
and the backup as a service (BaaS) component is installed.

Ensure that the backup systems are running on a separate infrastructure. For example,
the IBM Spectrum Protect Plus server and vSnaps must not be hosted on the same
storage systems that host volumes for the Red Hat OpenShift container storage providers.
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7.2.2 Protecting cluster resources and persistent data

Tip: Create extra copies of backup data in a different location, such as by implementing
vSnap server replication or adding copies from a vSnap server to IBM Spectrum Protect or

a supported IBM Cloud Object Storage System.

As described in 4.5, “Container backup and restore types” on page 77, IBM Spectrum Protect
Plus Container Backup provides options to back up Red Hat OpenShift cluster metadata
(cluster-scoped and namespace-scoped resources), and persistent application data that is

stored within PVCs.

Figure 7-2 shows various cluster-scoped (blue boxes) and namespace-scoped resources and
objects (green boxes) within a Red Hat OpenShift cluster.
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Namespace
A Deployment
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Config
Map

Namespace
scoped resource

StatefulSet
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Figure 7-2 Cluster- and namespace-scoped resources and objects

150 IBM Spectrum Protect Plus: Protecting Red Hat OpenShift Containerized Environments

Backing up cluster-scoped resources

Create backups of the cluster-scoped resources (the blue boxes in Figure 7-2) to allow
restores of cluster metadata if an accidental deletion or a disaster occurs. Ensure that the
policies that are used perform backups to vSnap servers or cloud storage so that backup

copies are stored outside of the Red Hat OpenShift cluster.

Figure 7-3 on page 151 shows the assignment of cluster-scoped resources of Red Hat

OpenShift cluster DPR-0CP to a service-level agreement (SLA) that is named

ESCC-DPR-RESOURCE.




OpenShift Backup

Search for... ‘ Q ‘ ‘ ESCC-DPR-RESOURCE ~

View:| Project -
Last inventory completed May 19, 2021 10:01:57 AM [ Cut]

Location SLA Policy

DPR-OCP

Figure 7-3 Assignment of cluster-scoped resources to an SLA

For more information about how to create SLA policies and assigning them to Red Hat
OpenShift resources, see Chapter 6, “Using Container Backup Support” on page 121.

Note: IBM Spectrum Protect Plus Container Backup Support uses the Velero tool to back
up and restore cluster- or namespace-scoped resources.

Velero does not overwrite existing cluster resources during a restore. A restore requires
manually reconstructing some configuration items that are created after a cluster is rebuilt
from scratch in a DR situation.

For example, when redeploying an empty Red Hat OpenShift cluster as part of a DR
procedure, the OAuth server is implemented with a default configuration. This configuration
might not contain all identity providers that were configured in the original cluster. Even if
the former OAuth configuration was backed up by IBM Spectrum Protect Plus, it is not
applied as part of a restore process because Velero must overwrite a configuration.

Therefore, the OAuth configuration must be reestablished manually by using information
that was saved and prepared separately (see 7.2.1, “Protecting the infrastructure, and
complementary systems and services” on page 149).

Backing up important namespaces

Create backups of all namespaces that contain critical applications. These backups must
include the metadata (namespace-scoped resources) and the PVCs. For more information
about how to create backups of namespaces, see Chapter 6, “Using Container Backup
Support” on page 121.

Ensure that the SLA policies that are used perform backups to vSnap servers externally store
backup copies to the Red Hat OpenShift cluster.
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The example that is shown in Figure 7-4 shows the assignment of namespace-scoped
resources and PVCs of the namespaces mariadb and wordpress in Red Hat OpenShift cluster
DPR-OCP to an SLA that is named ESCC-0CP-DPR.

Last inventory completed May 19, 2021 10:01:57 AM [ e

A

Location SLA Policy

3 DPR-OCP:mariadb:mariadb DPR-OCP/mariadb ESCC-OCP-DPR

& DPR-OCP:mariadb:resources DPR-OCP/mariadb ESCC-OCP-DPR

1 DPR-OCP:wordpress:mysql-pvc DPR-OCP/wordpress ESCC-OCP-DPR

& DPR-OCP:wordpress:resources DPR-OCF/wordpress ESCC-OCP-DPR

£ DPR-OCP:wordpress:wordpress-pve DPR-OCP/wordpress ESCC-OCP-DPR

v
Total: 5

Figure 7-4 Assignment of namespace-scoped resources and PVCs to an SLA

Tip: For more complex applications (for example, spanning multiple namespaces or
requiring the recovery of single components in a sequence of multiple steps), it might be
helpful to assign labels to these components and SLA policies that are based on labels
instead of namespaces. An example is an application with a front end (web server) and a
back end (database) that share a namespace. By using the labels “tier=frontend” and
“tier=backend” and assigning the SLA policy to these labels, you can do more granular
restores later instead of restoring the entire namespace.

7.3 Preparing for a DR restore with IBM Spectrum Protect Plus

If a disaster occurs, the basic infrastructure must be reinstalled. The IBM Spectrum Protect
Plus BaaS component must be deployed as a foundation for subsequent restore tasks. The
following steps must be completed before the restore can start:

1. Reinstall a new Red Hat OpenShift cluster by using the information that was gathered in
the production environment (see 7.2.1, “Protecting the infrastructure, and complementary
systems and services” on page 149). Then, deploy the same cluster version that was used
before the disaster occurred.

2. Configure (or reconfigure) the OAuth configuration and the identity providers.

3. Configure the Red Hat OpenShift cluster to reattach to an image registry, for example, Red
Hat Quay.

4. Install (or reinstall) the container storage providers that were used by the applications to
store PVCs.

Note: Although the storage-class names can be different from the formerly used
names, the storage providers must be of the same type.

5. Implement the prerequisites to install the IBM Spectrum Protect Plus Container Backup
support (BaaS) component. For more information about implementing the BaaS
prerequisites, see 4.3, “Red Hat OpenShift prerequisites and supported environments” on
page 68.
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6. Install and configure the BaaS component and register the Red Hat OpenShift cluster to
the IBM Spectrum Protect Plus server by using the same name that was used before the
disaster occurred. For more information about installing the BaaS component, see
Chapter 5, “Implementing Container Backup Support” on page 85.

7. Verify that the connection between the IBM Spectrum Protect Plus GUI server and the
BaaS component was correctly established. You can verify the connection by running and
monitoring an application server inventory job. In the IBM Spectrum Protect Plus GUI,
select Manage Protection — Containers — OpenShift — Manage Clusters — Actions.
Then, select Inventory from the drop-down menu.

7.4 Cluster-scoped resources recovery

During the preparatory measures of rebuilding a new cluster from scratch, most
configurations were re-created already (see 7.2.1, “Protecting the infrastructure, and
complementary systems and services” on page 149).

However, some configuration items such as Namespaces, ClusterRoles, or
CustomResourceDefinitions might be missing after a scratch installation or an unintended
deletion and can be restored through IBM Spectrum Protect Plus.

Note: Recovering an entire Red Hat OpenShift cluster is a two-fold process. Although all
configuration data should be tracked in and restored from a configuration management
platform (like GitHub), IBM Spectrum Protect Plus should be leveraged to back up and
restore the user data. Usually, this data consists of namespace-scoped resources and
PVCs that were included in a namespace backup. Thus, restoring user data on a
namespace level (or even more granularly based on labels) should be sufficient to recover
applications to a new cluster.

7.4.1 Temporarily pausing the machine-config operator

Note: Consider the following points:

» A restore of cluster-scoped resources also recovers machine-config objects if those
objects existed before the disaster and were not re-created manually. Examples for
such machine-configs are NTP configurations or hardware-related CSI drivers.

» When a new machine-config object is applied as part of a restore process, a restart of
the Red Hat OpenShift control and worker nodes is triggered, which interrupts the
restore operation and causes the operation to hang.

To prevent restored machine-configs from interrupting or hanging the restore process, the
machine-config operator must be paused before starting a restore of cluster-scoped
resources, as shown in Example 7-1.

Example 7-1 Disabling autoreboot for the machine-config operator

[root@helper ~]# oc patch --type=merge --patch='{"spec":{"paused":true}}’
machineconfigpool/master
machineconfigpool.machineconfiguration.openshift.io/master patched
[root@helper ~]# oc patch --type=merge --patch='{"spec":{"paused":true}}’
machineconfigpool/worker
machineconfigpool.machineconfiguration.openshift.io/worker patched
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When the restore of cluster-scoped resources by using IBM Spectrum Protect Plus is
complete, re-enable the machine-config operator (see Example 7-2).

Example 7-2 Enabling autoreboot for the machine-config operator

[root@helper ~]# oc patch --type=merge --patch='{"spec":{"paused":false}}'
machineconfigpool/master
machineconfigpool.machineconfiguration.openshift.io/master patched
[root@helper ~]# oc patch --type=merge --patch='{"spec":{"paused":false}}'
machineconfigpool/worker
machineconfigpool.machineconfiguration.openshift.io/worker patched

For more information about how to disable an autoreboot that is triggered by the Red Hat
OpensShift machine-config operator, see Disable autoreboot after a change with the
machine-config operator in OpenShift Container Platform 4.

7.4.2 Restoring cluster-scoped resources
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To start the process of restoring cluster-scoped resources, complete the following steps:

1. In the IBM Spectrum Protect Plus GUI, select Manage Protection — Containers —
OpenShift, and then click Create Job in the upper right (see Figure 7-5).

OpenShift
OpensShift Backup
Clusters Last inventory completed May 20, 2021 11:19:13 AM [0S

O  nName Version SLA Policy

O g8 DPR-OCP Red Hat OpenShift Container Platform: 4.6.21 Kuberetes: v1.19.0+2{3101c

Platform: 4.6.21 Kubernetes: v1.19.0+23101c

=] &8 ISV-0CP

Figure 7-5 Creating an IBM Spectrum Protect Plus job

2. Click Restore to start the restore wizard (see Figure 7-6).

G|

Restore

Restore data from a specific instance.

Figure 7-6 Creating a restore job

3. In the Restore wizard, select the name of the Red Hat OpenShift cluster that must be
recovered. Then, select the cluster-scoped resources item and add it to the restore item
list by clicking the plus sign (+), as shown in Figure 7-7 on page 155.
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Figure 7-7 Selecting the cluster-scoped resources for restore

4. To restore data from an external copy (a vSnap server or cloud storage), select From
Copy — On-Demand and select the latest good backup timestamp from the list, as shown

in Figure 7-8.

Source snapshot

Select which resource to restore for DPR-OCP:resources.

From Copy ~

o

M | | 05/13/2021 - 05/20/2021

Restore Point
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SLA Policy

openshift_ESCC-DPR-RESOURCE

openshift_ESCC-DPR-RESOURCE

Available
Backup

Backup

Selected: May 19, 2021 12:11:39 PM, Backup

Figure 7-8 Selecting a backup timestamp to be restored

5. Follow the instructions in the wizard by making the following selections:

— Do not change the PVC name

— Restore to original cluster

— Use the original storage class

— Use the original namespace

— Use the proposed default job options
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6. Review the summary, and if all the information is correct, click Submit, as shown in

Figure 7-9.
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Figure 7-9 Submitting the cluster-scoped resources restore job

7.4.3 Monitoring the progress of the restore job

To monitor the progress of a restore job, complete the following steps:

1. In the IBM Spectrum Protect Plus GUI, select Jobs and Operations — Running Jobs
and validate that the restore job started correctly (see Figure 7-10).

Jobs and Operations

RunningJons 3 | Job History Rotive Resourcss | Schedue
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1BM Spectrum Protect Pus Host Machine
ot
v
onDemandRestore
Type: Restore. | Start Trme: May 20, 2021.12:22:03 PM

Download zip

Duration: oh om Databases Completed: Of1 %
"

12:22:05PM

Figure 7-10 Monitoring the restore job in the IBM Spectrum Protect Plus GUI

After the backup data is copied from the vSnap to the BaaS component, a Velero restore
job reads the cluster-scoped metadata from the backup image and applies it to the Red
Hat OpenShift cluster.
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Restoring cluster metadata can be a long-running task, and no updates appear in the job log
in the IBM Spectrum Protect Plus GUI for some time.

To get an overview of the detailed progress, the Velero job can be queried by using native
Velero commands:

1. To query the restore job progress with native Velero commands, log in to the Administrator
view in the Red Hat OpenShift Container Platform GUI and select Workloads — Pods.
Select project baas from the Project drop-down menu, as shown in Figure 7-11.

RedHat
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Container Platform

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.
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Project: baas ¥

Home

Pods
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Y Filter ~ Name |ve|ero\ m
Workloads
Name velero X Clear all filters.
Pods
Name 1 Status Ready Restarts Owner Memory CPU Created

Deployments

&£ Running 1”1 o G velero- 253,8 MiB 0,006 cores @ 14 Oct 2022,
b87f65b7 14:07

DeploymentConfigs

StatefulSets

Figure 7-11 Selecting the Velero pod in the Red Hat OpenShift GUI

2. Click the name of the Velero pod and select the Terminal tab, as shown in Figure 7-12.

Project: baas

Pods » Pod details

@ velero-b87f65b7-wwrvj £ running

Details Metrics YAML Environment Logs Events

Figure 7-12 Opening a terminal session to the Velero pod

3. Use the following command to determine the ID of the running restore job:
./velero restore get

The command and its output are shown in Example 7-3.

Example 7-3 Identifying the Velero restore job

sh-4.4% ./velero restore get

NAME BACKUP STATUS STARTED COMPLETED ERRORS WARNINGS CREATED SELECTOR
spprestore-k8s-b168a23b-4193-4475-b8c6-7d12bb6251c5
sppbackup-k8s-e8342fb0-2df5-4b54-9679-bf5c752e7da7  Completed 2022-11-01
10:45:17 +0000 UTC  2022-11-01 10:50:17 +0000 UTC O 443
2022-11-01 10:45:17 +0000 UTC  <none>

4. Use the following command to get an estimate about the total number of metadata objects
to be restored and how many objects were restored so far:

./velero restore describe <restore-job-name> | grep restored
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The command and its output are shown in Example 7-4.

Example 7-4 Listing the current Velero restore job status

sh-4.4% ./velero restore describe
spprestore-k8s-b168a23b-4193-4475-b8c6-7d12bb6251c5 |grep restored
Total items to be restored: 2880

Items restored: 523

Tip: In some situations, a Velero restore job can hang. This issue occurs if the Red Hat
OpenShift cluster node that is running the Velero pod is restarted during the restore job
(see 7.4.1, “Temporarily pausing the machine-config operator” on page 153).

In such a situation, the CLI can be used to delete a Velero restore job before triggering a
new restore task through the IBM Spectrum Protect Plus server GUI.

The following command can be used to delete a hanging Velero restore:

./velero restore delete <restore-job-name>

7.5 Application namespaces recovery
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After the Red Hat OpenShift cluster is restored, the important applications can be recovered.
The namespaces objects (projects) were recovered by restoring cluster-scoped resources
before, but without any content.

To recover the namespace contents (hamespace-scoped resources and PVCs), complete the
following steps:

1. Log in to the IBM Spectrum Protect Plus GUI and select Manage Protection —
Containers — OpenShift, and then click Create Job in the upper right. Click Restore to
start the restore wizard.

2. Click a namespace to be restored, select the namespace-scoped resources and the
PVCs, add them to the restore item list by clicking the plus sign (+), and then click Next
(see Figure 7-13 on page 159).
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Figure 7-13 Selecting namespace resources and objects to be restored

3. To restore namespace data from a vSnap server, select From Copy — On-Demand —
Site, select the name of the vSnap site with the backup, and select the latest good backup
timestamp from the list, as shown in Figure 7-14.

Note: To restore namespace data from cloud storage, select From Copy —
On-Demand — Cloud service backup, select the name of the cloud provider with the
backup, and select the latest good backup timestamp from the list.

Source snapshot

Select which resource you would like to restore for each chosen source.

From Copy - On-Demand ~ | Site - | Primary - ‘ ‘ 05/14f2021 - 05/28/2021 ‘

Item Restore Point
DPR-OCP:wordpress:mysgl-pvc ‘ May 19, 2021 12:18:15 PM ‘
DPR-OCP:wordpress:resources ‘ May 19,2021 12:18:15 PM ~ ‘
DPR-OCP:wordpress:wordpress-pvc ‘ May 19, 2021 12:18:15 PM ~ ‘

Figure 7-14 Selecting a backup timestamp to be restored

4. Follow the instructions in the wizard by making the following selections:

— Do not change the PVC name

— Restore to original cluster

— Use the original storage class

— Use the original namespace

— Use the proposed default job options
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5. Review the summary. If all the information is correct, click Submit, as shown in

Figure 7-15.
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Figure 7-15 Submitting the namespace restore job

For more information about how to perform restores of namespace resources and objects,
see Chapter 6, “Using Container Backup Support” on page 121.
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Related publications

The publications that are listed in this section are considered suitable for a more detailed
description of the topics that are covered in this paper.

IBM Redbooks

The following IBM Redbooks publications provide more information about the topics in this
document. Some publications that are referenced in this list might be available in softcopy
only

>

IBM Spectrum Protect Plus Practical Guidance for Deployment, Configuration, and Usage,
REDP-5532

IBM Spectrum Protect Plus Protecting Database Applications, REDP-5640

Using the IBM Block Storage CSI Driver in a Red Hat OpenShift Environment,
REDP-5613

You can search for, view, download, or order these documents and other Redbooks,
Redpapers, web docs, drafts, and additional materials at the following website:

ibm.com/redbooks

Online resources

The following websites are also relevant as further information sources:

»

IBM block storage Container Storage Interface (CSI) driver:
https://www.ibm.com/docs/en/blockstg-csi-driver

IBM Container website:
https://www.ibm.com/cloud/Tearn/containers

IBM Hybrid cloud website:
https://www.ibm.com/cloud/Tearn/hybrid-cloud

IBM Spectrum Protect Plus documentation:
https://www.ibm.com/docs/en/spp

Red Hat OpenShift Velero plug-in:
https://github.com/konveyor/openshift-velero-plugin
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Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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Abbreviations and acronyms

ACL
BYOS
BaaS
CASE

CIDR
CLI
CP4D
CRD
csl
CephFS
DR
ESCC
FQDN
HNAS
IBM

OocCl
OSSM
PVC
PV
RBD
RHEL
RWO
SLA
VM
VPA

access control list
bring your own storage
backup as a service

Container Application Software for
Enterprises

Classless Inter-Domain Routing
command-line interface

Cloud Pak for Data

custom resource definition
Container Storage Interface

Ceph File System

disaster recovery

EMEA Storage Competence Center
Fully Qualified Domain Name
Hitachi NAS

International Business Machines
Corporation

Open Container Initiative
Open Snap Store Manager
persistent volume claim
persistent volume

Rados Block Device

Red Hat Enterprise Linux
read_write_once
service-level agreement
virtual machine

Vertical Pod Autoscaler
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