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Preface

Integrated Cryptographic Service Facility (ICSF) is a part of the IBM® z/OS® operating
system that provides cryptographic functions for data security, data integrity, personal
identification, digital signatures, and the management of cryptographic keys. Together with
the cryptography features of the IBM Z family, it provides secure, high-performance
cryptographic functions (such as the loading of master key values) that enable the hardware
features to be used by applications.

This IBM Redpaper™ publication briefly describes ICSF and the key elements of z/OS that
address different security needs. The audience for this publication is cryptographic
administrators and security administrators, and those in charge of auditing security in an
organization.

Authors

This paper was produced by a technical specialist working at the International Technical
Support Organization, Poughkeepsie Center.

Lydia Parziale is a Project Leader for the ITSO team in Poughkeepsie, New York, with
domestic and international experience in technology management, including software
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an IBM Certified IT Specialist with an MBA in Technology Management. She has been
employed by IBM for over 25 years in various technology areas.
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area of expertise, while honing your experience using leading-edge technologies. Your efforts
will help to increase product acceptance and customer satisfaction, as you expand your
network of technical contacts and relationships. Residencies run from two to six weeks in
length, and you can participate either in person or as a remote resident working from your
home base.

Find out more about the residency program, browse the residency index, and apply online at:

ibm.com/redbooks/residencies.html
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Overview

Integrated Cryptographic Service Facility (ICSF) protects data that is stored within a system,
on magnetic tape off a system, or sent between systems, from unauthorized disclosure or
modification. It uses cryptography to accomplish these functions.

Cryptography enciphers data by using an algorithm and a cryptographic key, so the data is in
an unintelligible form. Deciphering the data involves reproducing the intelligible data from the
unintelligible data.

This chapter includes the following sections:

» The need for cryptography

» Cryptographic architectures
» System Authorization Facility
» What ICSF is

© Copyright IBM Corp. 2018. All rights reserved.



1.1 The need for cryptography
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Regardless of the form that data might take, information security is the practice of protecting
and defending information from unauthorized access and use, disclosure, disruption, or
modification. All of these items form the triad of basic information security:

Confidentiality The set of rules or a promise that limits access or places restrictions
on information. It is equivalent to privacy. Confidentiality involves
protecting data from unauthorized access or disclosure.

Integrity The assurance that the data being accessed or read has not been
tampered with or been altered or damaged since the last authorized
access. Integrity involves maintaining and assuring the accuracy and
consistency of data through its lifecycle.

Availability Information is available when it is needed. Availability is synonymous
with uptime when discussing hardware. When considered in the larger
picture, uptime is not just a function of hardware, but also of software
stability and resilience to disaster or attack. Availability is about
resilience, business continuity, and disaster recovery. You must ensure
that backup information and systems are in place for recovery
purposes.

These three elements of the triad are considered to be the most crucial components of
security. The purpose of information security is to preserve them.

Cryptography is the science of hiding that information by applying complex mathematics to
design strong methods of encryption (the process of converting information or data into a
code, especially to prevent unauthorized access). The intent is for the sender and receiver to
communicate with each other by using a special code to disguise their message, confident
that the information they share is not easily understood by whoever might be eavesdropping.

Cryptography provides the primitives to support security functions, and security functions help
to ensure authorized use of key material and cryptographic functions.

In addition to the encryption and decryption of data, ICSF provides application programs with
a callable interface to perform these tasks:

» Generate, install, and distribute Data Encryption Standard (DES) cryptographic keys
securely by using both public and secret key cryptographic methods.

» Generate, install, and distribute cryptographic keys securely by using public key
cryptographic methods.

» Generate, verify, and convert personal identification numbers (PINs).

» Ensure the integrity of data by using message authentication codes (MACs), hashing
algorithms, digital signatures, or the VISA Card Verification Value/MasterCard Card
Verification Code.

» Develop Secure Electronic Transaction (SET) applications at the merchant and acquirer
payment gateway.

» Public key algorithm (PKA)-encrypt and PKA-decrypt symmetric key data that Secure
Sockets Layer (SSL) applications can use to generate session keys.

» Develop EMV ICC applications by using CSNBDKG, CSNBSPN, CSNBSKY, and
CSNBPCU callable services.

» Provide enhanced key management for Crypto Assist instructions.
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» Provide remote key loading for automated teller machines (ATMs) from a central
administrative site by using DES keys.

» Support the EMV2000 key generation algorithm.

» Enable customers to write applications implementing the Diffie-Hellman key agreement
protocol by using the PKA encrypt callable service that is named CSNDPKE.

» Provide an application programming interface (API) for applications to store objects and
perform cryptographic functions by using PKCS #11.

1.2 Cryptographic architectures

This section describes how ICSF uses a standard API that is provided for applications to
extend the use of cryptography and the IBM Common Cryptographic Architecture (IBM CCA).

1.2.1 PKCS #11

Originally published by RSA Laboratories and now maintained by OASIS, the Public-Key
Cryptography Standard #11 (PKCS #11) defines a standard API for devices that hold
cryptographic information and perform cryptographic functions. It is an industry accepted
standard for interfacing with a cryptographic device.

Applications that are written in C can code to the PKCS #11 cryptographic API, and on the
z/OS platform, ICSF is invoked to manage PKCS #11 tokens and objects and perform
cryptographic functions.

PKCS #11 supports Java Security usage of the PKCS #11 API and enables Java
applications, IBM Resource Access Control Facility (RACF®), and SSL to replace their
individual keystores with a single repository for keys that is managed by ICSF.

1.2.2 IBM Common Cryptographic Architecture

IBM CCA is an architecture for the use of cryptography, and this architecture is common
across IBM products and operating system platforms. It is not itself a product. IBM CCA
defines a set of cryptographic functions, external interfaces, and a set of key management
rules that pertain both to the DES-based symmetric cryptographic algorithm and the PKA
asymmetric cryptographic algorithm. These algorithms provide a consistent, end-to-end,
cryptographic architecture across different IBM platforms. The functions of the IBM CCA
define services for the following goals:

» Key management, which includes the generation and exchange of keys securely across
networks and between applications programs. The exchanged key is securely encrypted
by using either DES or a PKA that is used in the context of symmetric key management.

» Data integrity, with the use of encrypted and decrypted capabilities that are accessible at
all levels of a network protocol stack.

» Personal authentication, with PIN generation, verification, and conversion.
Key management is essential to successful cryptography. Because the algorithm is usually
public knowledge, the security of the data depends on the security of the key that is used to

encipher the data. Enciphered data might be obtained by an adversary, but without access to
the cryptographic key, the data remains secure.
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Key management in the IBM CCA includes the following concepts:

Master Key Concept Each cryptographic system has a Master Key that is kept in the clear
inside the cryptographic facility, which is a highly secure physical
repository. Each operational DES key is encrypted under the
appropriate Master Key variant, which enables an installation to
protect many keys while providing physical protection for only one key.

PKA keys The concept of Master Key is also applied to PKA keys that are
encrypted under the PKA Master Keys.

Key Separation Cryptographic keys should be used only for their intended function.
For DES keys, the IBM CCA enforces key separation by using control
vectors (CVs).

A CV is a fixed pattern that is defined for each key type that the
cryptographic facility exclusively ORs with the Master Key to produce a
Master Key variant that is used to encrypt the key. Effectively, this
pattern produces a unique Master Key for each key type. The Master
Key variants protect keys operating on the system, which are called
operational keys.

The CV concept also applies to the secure transportation of symmetric
keys, where the transport key is encrypted under a variant of the
key-encrypting key. For example, when a key is stored with a file or
sent to another system, the key is encrypted under a key-encrypting
key.

1.3 System Authorization Facility

4

The System Authorization Facility (SAF) is an element of z/OS. Its purpose is to provide a
framework between those products and components of z/OS, requesting security services
and the external security manager (ESM) that is installed on the z/OS operating system. It
conditionally directs control to the installed ESM, such as the RACF, when receiving a request
from a resource manager. SAF is a component of IBM MVS™ and not a part of RACF.

SAF provides an installation with centralized control over system security processing by using
a system service that is called the SAF router. The SAF router provides a focal point and a
common system interface for all products that provide resource control.

ESMs provide tables to SAF, which direct specific calls for security functions to specific
routines within the ESM. The usage of these tables enables z/OS to support pluggable ESMs,
providing the flexibility to determine which ESM to use.

For each request type that is presented to SAF (for example, authenticate, authorize, or
audit), a different routine is accessed. Each of these routines is in the SAF routing table.

SAF and the SAF router are present on all z/OS systems regardless of whether an ESM is
installed.

z/OS Communications Server TCP/IP applications use SAF to authenticate users and
prevent unauthorized access to data sets, files, and SERVAUTH protected resources. The
SAF SERVAUTH class is used to prevent unauthorized user access to TCP/IP resources
(stack, ports, and networks).
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1.4 What ICSF is

ICSF provides APIs by which applications request cryptographic services. As a started task
of the z/OS operating system, it serves as an interface between the users of cryptographic
functions and IBM Z cryptographic hardware.

ICSF load balances cryptographic requests to the Peripheral Component Interconnect
Express (PCle) cryptographic coprocessors and accelerators on IBM Z hardware. ICSF also
provides keystore services, storing key material in three VSAM data sets that depend on the
type of key material.

ICSF acts as a device driver for the IBM cryptographic hardware and manages cryptographic
key material. As new hardware becomes available, updates and functions are added to ICSF.
ICSF is also the means by which the secure cryptographic features are loaded with master
key values, enabling the hardware features to be used by applications. The cryptographic
feature is secure, high-speed hardware that performs the actual cryptographic functions.

The following list outlines factors that drive updates to ICSF:
» The continuing evolution of IBM cryptographic hardware:
— Added features and functions in CP Assist for Cryptographic Function (CPACF).
— New algorithms in crypto coprocessors.
» Evolving US and International security standards:
— Federal Information Processing Standard (FIPS), DK, EMV, and so on.
— Standards are not always in complete agreement.
» Open standards (for example, PKCS #11).

» Industry demand for stronger encryption. For example, the move from DES to Advanced
Encryption Standard (AES) for symmetric operations.

» z/OS Infrastructure Improvements:
— Must be vigilant to remain a “good citizen” of z/OS.
— ICSF “always there” driving availability improvements.

» Performance. With hundreds of millions of cryptographic transactions every day,
performance metrics are critically important.

1.4.1 ICSF services

ICSF provides access to cryptographic functions through callable services. Callable services
perform the following tasks:

Encryption and decryption of data

Key generation and distribution

PINs

MACs

Hashing algorithms

Digital signatures

Card-verification values

Conversion of data and PINs in networks
SET

SSL

EMV-integrated circuit card specifications

VVYVYYYYVYVYVYYVYY
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» ATM remote key loading
» PKCS #11

ICSF uses cryptographic coprocessors to perform hardware crypto functions. These
coprocessor cards provide a highly secure cryptographic subsystem with high throughput.

ICSF provides cryptographic coprocessors administration facilities for those coprocessors
that require a master key to be set.

1.4.2 ICSF options

ICSF enables customization to how ICSF runs by using an installation options data set. The
installation options data set is processed during the start of ICSF and is specified in the ICSF
start procedure.

To display certain ICSF options, use the DISPLAY ICSF,0PTIONS MVS command. When this
command is issued, the following information is displayed:

>

>

»

>

>

>

The name of the system (for example, SYSA).
The ICSF release that is active (for example, HCR77B1).

The most recent build date of ICSF executable code (for example, 01/09/15 or the current
ICSF code change).

How much time must elapse between key references before a refdate change is recorded
in the key data set (KDS) record (refdate update interval).

How often KDS refdate updates are hardened to the KDS data set (refdate update period).
The number of master key verification (MASTERKCVLEN) pattern digits.
Type 82 SMF records that show auditing options.

Example 1-1 shows a sample output from the DISPLAY ICSF,0PTIONS command.

Example 1-1 Sample output

SYSA D ICSF,OPTIONS

SYSA CSFM668I 10.23.21 ICSF OPTIONS 833

SYSNAME = SYSA ICSF LEVEL = HCR77CO

LATEST ICSF CODE CHANGE = 08/22/16

Refdate update interval in Days/HH.MM.SS = 030/00.00.00
Refdate update period in Days/HH.MM.SS = 000/01.00.00
MASTERKCVLEN = display 3 digits

AUDITKEYLIFECKDS: Audit CCA symmetric key lifecycle events
SYSNAME LABEL TOKEN

SYSA Yes Yes

AUDITKEYLIFEPKDS: Audit CCA asymmetric key lifecycle events
SYSNAME LABEL TOKEN

SYSA Yes Yes

AUDITKEYLIFETKDS: Audit PKCS #11 key lifecycle events
SYSNAME TOKOBJ SESSO0BJ

SYSA Yes Yes

AUDITKEYUSGCKDS: Audit CCA symmetric key usage events
SYSNAME LABEL TOKEN Interval Days/HH.MM.SS

SYSA Yes Yes 000/01.00.00

AUDITKEYUSGPKDS: Audit CCA asymmetric key usage events
SYSNAME LABEL TOKEN Interval Days/HH.MM.SS
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SYSA Yes Yes 000/01.00.00

AUDITPKCS11USG: Audit PKCS #11 usage events

SYSNAME TOKOBJ SESSOBJ NOKEY Interval Days/HH.MM.SS
SYSA Yes Yes Yes 000/01.00.00

ICSF auditing options are described in 3.2, “ICSF and SMF” on page 16.

Table 1-1 lists four of the more important security options in the installation options data set,
along with explanations of their use.

Table 1-1 ICSF options

CHECKAUTH (YES/NO) Skips SAF checks for Supervisor State or System Key callers. Indicates whether
ICSF performs security access control checking of Supervisor State or System
Key callers. If you specify CHECKAUTH(YES), ICSF issues RACROUTE calls to
perform the security access control checking and the results are logged in
RACF SMF records that are cut by RACF. If you specify CHECKAUTH(NO), the
authorization checks against resources in the CSFSERV, CSFKEYS, and
XCSFKEY classes are not performed.

If you do not specify the CHECKAUTH option, the default is CHECKAUTH(NO).

COMPAT (YES, NO, or COEXIST) Indicates whether ICSF runs in compatibility mode, non-compatibility mode, or
coexistence mode with PCF:

» YES: Indicates compatibility mode.

» NO: Indicates non-compatibility mode.

» COEXIST: Indicates coexistence mode.

If you run ICSF in compatibility or coexistence mode, you cannot change the
domain number without performing an IPL of the system. An IPL ensures that a
program does not access a cryptographic service with a key that is encrypted
under a different master key.

DEFAULTWRAP Specifies the default key wrapping for DES keys. Any token that is generated or
(internal_wrapping_method, updated by a service is wrapped by using the specified method unless
external_wrapping_method) overridden by a rule array keyword or a skeleton token.

If the DEFAULTWRAP parameter is not specified, the default wrapping method will
be ORIGINAL for both internal and external tokens.

SSM (YES/NO) Specifies whether an installation can enable special secure mode (SSM) while
running ICSF. SSM lowers the security of your system to let you enter
clear keys and generate clear PINs. You must enable SSM for the KGUP exit
to permit generation or entry of clear keys and to enable the secure key import,
secure key import2, multiple secure key imports, or clear pin generate callable
services.

» YES Indicates that you can enable the SSM.

» NO Indicates that you cannot enable the SSM.

When using the SAF profiles to set the SSM, all ICSF instances sharing the SAF
database are affected. If you do not specify the SSM option, the default value is
SSM(NO).

For more information about the options available in the installation options data set, see z/0S
Cryptographic Services Integrated Cryptographic Service Facility System Programmer's
Guide, SC14-7507.
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1.4.3 SAF-protecting ICSF services and IBM CCA Keys

As an element of the z/OS operating system, ICSF uses SAF services and an ESM, such as
RACF, to control which applications can use specific keys and services. This situation enables
granular access control to sensitive key material and, as a result, detailed auditing as
provided by the ESM. This feature enables the security administrator working with the
cryptographic administrator to validate and enforce security policies that govern the usage of
sensitive keys and ICSF services.
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IBM Z hardware cryptography
implementation

This chapter includes the following sections:

» CP Assist for Cryptographic Functions
» The IBM Cryptographic Coprocessor
» The Trusted Key Entry workstation
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2.1 CP Assist for Cryptographic Functions

The CP Assist for Cryptographic Function (CPACF) offers a set of symmetric cryptographic
functions for high-performance encryption and decryption with clear key operations for
Secure Sockets Layer and Transport Layer Security (SSL/TLS), VPN, and data-storing
applications that do not require Federal Information Processing Standard (FIPS) 4 140-2 level
4 security. The CPACEF is integrated with the compression unit in the coprocessor in the IBM
z13®, IBM z13s™ and the IBM z14 microprocessor core.

The CPACF protected key is a function that facilitates the continued privacy of cryptographic
key material while keeping high performance. CPACF ensures that key material is not visible
to applications or operating systems during encryption operations. CPACF protected key
provides substantial throughput improvements for large-volume data encryption and low
latency for encryption of small blocks of data.

Cryptographic assist includes support for the following functions:

» Data Encryption Standard (DES) data encrypting and decrypting. DES supports the
following key types:

— Single-length key DES
— Double-length key DES
— Triple-length key DES (TDES)
» Advanced Encryption Standard (AES) for 128-bit, 192-bit, and 256-bit keys
» Pseudo-random number generation (PRNG)
» Message Authentication Code (MAC)
» Hashing algorithms: SHA-1 and SHA-2 support for SHA-224, SHA-256, SHA-384, and
SHA-512

SHA-1 and SHA-2 support for SHA-224, SHA-256, SHA-384, and SHA-512 are shipped
enabled on all servers and do not require the CPACF enablement feature. The CPACF
functions are supported by z/OS, IBM z/VM®, IBM z/VSE®, z/TPF, and Linux on IBM Z.

2.2 The IBM Cryptographic Coprocessor

10

The IBM Cryptographic Coprocessor is a hardware device that can be plugged into a
peripheral component interconnect (PCI) bus. It is a secure coprocessor and hardware that is
certified at Federal Information Processing Standard (FIPS) 140-2 level 4 (the highest
security level defined) with several means of tamper detection.

Available across all IBM platforms, the IBM Z Cryptographic Coprocessor is packaged in
Crypto Express generation numbers 2, 3, 4S5, 5S, and 6S. Each can be shared by up to 85
logical partitions (LPARSs), although pre- IBM z13, the number of LPARs that is shared is 16.
Here are the modes for the IBM Cryptographic Coprocessor:

» IBM Common Cryptographic Architecture (IBM CCA).

» Accelerator (IBM CCA, but clear key asymmetric operations only).

» Enterprise Public-Key Cryptography Standard #11 (PKCS #11) (EP11).

» Extendable through User-defined Extension (UDX). Created and deployed by IBM under
the services contract.
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The Crypto Express6S feature is the newest generation of the Peripheral Component
Interconnect Express (PCle) cryptographic coprocessors on IBM z14 servers. With the initial
configuration, a minimum of two features are installed. The number of features then increases
one at a time up to a maximum of 16 features. Each Crypto Express6S feature holds one
PCle cryptographic adapter. Each adapter can be configured by the installation as a Secure
IBM CCA coprocessor, as a Secure IBM Enterprise PKCS #11 EP11 coprocessor, or as an
accelerator.

The tamper-resistant hardware security module (HSM), which is contained on the Crypto
Express6S feature, is designed to conform to the FIPS 140-2 Level 4 Certification. It supports
UDX services to implement cryptographic functions and algorithms (when defined as an IBM
CCA coprocessor).

The Crypto Express5S feature was introduced with the IBM z13 servers. It is an optional
feature exclusive to the z13 and z13s servers. This feature provides a secure programming
and hardware environment where crypto processes are performed. Each cryptographic
coprocessor includes a general-purpose processor, hon-volatile storage, and specialized
cryptographic electronics. The Crypto Express5S feature has one PCle adapter per feature.
For availability reasons, a minimum of two features is required. Up to 16 Crypto Express5S
features are supported (16 PCle adapters per z13 and z13s server). The Crypto Express5S
feature occupies one I/O slot in a PCle I/O drawer.

Each adapter can be configured as a Secure IBM CCA coprocessor, a Secure IBM Enterprise
PKCS #11 EP11 coprocessor, or as an accelerator. Crypto Express 6S and Crypto
Express5S features are enhanced to provide domain support for up to 85 LPARs on z14 and
IBM z13 servers and 40 LPARs on the z13s server.

The accelerator function is designed for maximum-speed SSL/TLS acceleration, rather than
for specialized financial applications, for secure, long-term storage of keys or secrets. The
Crypto Express5S feature can also be configured as one of the following configurations:

» The Secure IBM CCA coprocessor for FIPS 40-2 Level 4 certification includes secure key
functions and is programmable to deploy more functions and algorithms by using UDX.

» The Secure IBM PKCS #11 EP11 coprocessor implements an industry-standardized set
of services that adheres to the PKCS #11 specification V2.20 and more recent
amendments. It was designed for extended FIPS and Common Criteria evaluations to
meet industry requirements.

Trusted Key Entry (TKE) feature: The TKE Workstation feature is required for supporting
the administration of the Crypto Express 6S and Crypto Express5S features when they are
configured as an Enterprise PKCS #11 coprocessor in EP11 mode.

When the Crypto Express6S PCle feature is configured as a secure IBM CCA coprocessor, it
still provides accelerator functions. However, up to three times better performance for those
functions can be achieved if the Crypto Express6S PCle feature is configured as an
accelerator (CEX6A).
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2.3 The Trusted Key Entry workstation

Shipped with the IBM z14, TKE is an optional hardware and software feature that provides a
key management tool for IBM Z Host Cryptographic Coprocessors. Cryptography is only
secure if the keys are managed properly. You need key management for regulatory
compliance (and security in general), especially for these requirements:

Payment Card Industry Data Security Standard (PCI-DSS)

PCI Personal Identification Number (PIN) security requirements
Digital signature requirements in the public sector

Health Insurance Portability and Accountability Act (HIPAA)

vyvyyy

TKE provides the following main features:

» Dual control for access and separation of duties.

» Restrict access to cryptographic keys to the fewest number of custodians necessary.
» Store cryptographic keys securely in the fewest possible locations and forms.

» Secure cryptographic key storage. Tamper responsive cryptographic hardware (certified at
FIPS140-2 Level 4).

» Cryptographic key rotation for keys that have reached the end of their crypto period (in
accordance with NIST SP 800-57).

» Fully document and implement all key-management processes and procedures for
cryptographic keys.

» Audit trails for all key management operations.

2.3.1 Clear key versus secure key versus protected key

12

A clear key has not been encrypted under another key and has no additional protection within
the cryptographic environment. For clear keys, the security of the keys is provided by
operational procedures. Crypto operations may be performed in CPACF or on a Crypto
Express adapter.

A secure key is protected by another key that is called a master key. IBM secure key hardware
(the Crypto Express adapter) provides a tamper-sensing and tamper-responding environment
that, when attacked, zeroizes the hardware and prevents the key values from being
compromised. The secure key hardware requires that a master key is loaded. That master
key is stored inside the secure hardware and used to protect operational keys.

The clear value of a secure key is generated inside the hardware (through a random number
generator function), and encrypted under the master key. When a secure key must leave the
secure hardware boundary (to be stored in a data set), that key is encrypted under the master
key.

So, the encrypted value is stored, and not the clear value of the key. Some time later, when
data must be recovered (decrypted), the secure key value is loaded back into the secure
hardware. It is then decrypted from under the master key. The original key value is then used,
inside the secure hardware, to decrypt the data.
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Here are the secure key functions:
» FIPS compliance

The United States government has introduced a set of standards that define cryptographic
algorithms and procedures to be used by government agencies and companies that work
for the US government. These standards are part of FIPS and include, for example, AES
and DES encryption algorithms.

The Crypto Express adapters for System z are designed and certified to work in a
standard-compliant mode, freeing application programmers from dealing with the
intricacies of these standards. In secure key mode, you do not have to configure the
adapter specifically for FIPS compliance.

» RSA public and private key processing

Running in clear key mode, the Crypto Express adapter supports RSA encryption and
decryption with key lengths of up to 2048 bits. In secure mode, this function is extended to
key lengths of up to 4096 bits.

» DES and triple DES

DES and triple DES are common shared key encryption algorithms that are used in many
applications. Examples include smart cards, SSL communication, and disk encryption.
The Crypto Express adapters in coprocessor mode provide an implementation of these
algorithms, just as CPACF does. The difference lays in the asynchronous processing that
is performed with the Crypto Express adapter.

Although using CPACF blocks your physical unit (PU) from any other work until the
cryptographic operation is completed, Crypto Express works asynchronously. Requests
are queued and pushed to the adapter where they are processed while the PU is free to
run other code. Depending on your setup, the z90crypt driver then either polls the adapter
for completed requests or is notified by the adapter itself, and the processed data is
handed back to your application.

» MAC processing

In cryptography, a distinction exists between message confidentiality, which is provided by
encryption, and message integrity, which can be provided either by signing the message
or adding a MAC to it.

Signatures use asymmetric keys to provide an advanced level of integrity and
non-repudiability (ensuring the sender cannot deny sending a message), but MACs use
symmetric keys and provide only basic integrity verification.

In secure key mode, the Crypto Express adapter provides MAC functions, which enable
you to offload both MAC creation and MAC verification to the coprocessor. The IBM CCA
RPM package contains sample source code in /opt/IBM/4764/samples/mac.c for
computing a MAC by using the Crypto Express adapter.

From the perspective of the actual cryptographic operation, no difference exists between clear
key and secure key operations. A piece of original plaintext, encrypted by using the same
algorithm and the same key, can produce the same ciphertext whether the key was clear or
secure.

The difference between clear key and secure key is simply in the management of the keys.
With clear key, the key is protected only by file system permissions. A sufficiently privileged
user can locate where the key is stored and read it. A secure key is encrypted by using a
different key (the master key) and is never visible in the clear outside the secure cryptographic
hardware.
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IBM Z hardware adds support for protected keys. Protected keys blend the security of the
Crypto Express hardware and the performance characteristics of the CPACF. An
enhancement to CPACF facilitates the continued privacy of cryptographic key material when
used for data encryption. CPACF, by using key wrapping, ensures that key material is not
visible to applications or operating systems during encryption operations. Keys that are
protected under the DES or AES master key are stored in a VSAM data set that is called the
cryptographic key data set (CKDS). Only protected keys that are created from secure keys
should be used when using pervasive encryption.

Integrated Cryptographic Service Facility (ICSF) can reencipher the secure key to decrypt it
from under the original master key and reencrypt it under the new master key, all within the
secure hardware and before it is stored back into a new CKDS, which is now associated with
the new master key value.

IBM hardware that supports secure key operation provides protection for secure keys by
employing tamper-sensitive storage that zeros the memory of the device if it is attacked. This
protects the keys even when they are being used inside the hardware. The hardware can
even support the changing of the master key by decrypting the secure key and reencrypting it
by using the new master key within the secure cryptographic hardware.

2.3.2 TKE and the benefits of using ICSF and protected keys

14

TKE is an optional feature of ICSF that provides a basic key management system. Your key
management system provides a method for authorized persons to do key identification,
exchange, separation, update, backup, and management. It is a tool for security
administrators to use in setting up and establishing the security policy and placing it into
production.

By using cryptographic keys on ICSF, you can perform functions such as protecting data,
verifying messages, generating and verifying signatures, and managing personal
identification numbers (PINs). TKE works in concert with ICSF in managing keys. TKE with
smart card support provides an additional level of data confidentiality and security.

TKE manages the IBM Z cryptographic coprocessors through network-connected systems. In
order for this management to occur, the ICSF TKE host transaction program is started.

Key registers are then loaded from the TKE, but keys are set from ICSF, which requires an
active Time Sharing Option/Extended (TSO/E) session on the TKE workstation or another
workstation located nearby. The ICSF screens are used to load operational keys from key
part registers, set master keys, and initialize or reencipher the CKDS, Public Key Data Set
(PKDS), and PKCS #11 Token Data Set (TKDS). The TSO/E session is also required to
disable and enable public key algorithm (PKA) services so that the PKA master keys can be
reset and changed, and the PKDS can be initialized, reenciphered, and refreshed.

Use TKE to manage cards’ master keys and access control points (ACPs). Track which
applications request which ACPs.

Access to utilities that are run on the IBM CCA coprocessor is through ACPs in the ICSF role.
To run utilities on the coprocessor, ACPs must be enabled for each service in the ICSF role.
The TKE workstation enables you to enable or disable ACPs.
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Auditing

Industry-specific standards to protect private and sensitive data (such as financial, medical,
and personnel data) continue to grow. Integrated Cryptographic Service Facility (ICSF)
continues to refine its ability to generate audit records for specific events. This chapter
provides an overview of the value of ICSF regarding the type of SMF records that are
generated by ICSF, and enhanced logging for payment card industry (PCI) audit
requirements.

This chapter includes the following sections:

» ICSF: Enhanced logging for PCI audit requirements
» ICSF and SMF

© Copyright IBM Corp. 2018. All rights reserved.
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3.1 ICSF: Enhanced logging for PCI audit requirements

The IBM Peripheral Component Interconnect Express (PCle) Cryptographic Coprocessor is a
hardware security module (HSM), which provides a high-security, high-throughput
cryptographic subsystem. ICSF uses PCle Cryptographic Coprocessors to perform hardware
crypto functions.

In accordance with the PCI Data Security Standard audit requirements, SMF record Type 82
(X'52") has been modified to include additional information in the header and self-defining
section of the record. These fields include:’

» IBM Resource Access Control Facility (RACF) user ID

» RACF Connect Group

» Certificate Distinguished Name for the Issuer and Subject
» Job name, date, and time

» Terminal name

» Security label

» User-defined identification field

3.2 ICSF and SMF

ICSF uses SMF record type 82 to write certain ICSF events to the SMF data set at the
completion of certain cryptographic functions. The latest enhanced audit capabilities for
specific events enable industry regulations to be better met.

Here are the latest auditing capability keywords:
» Key Lifecycle

Key material has a defined lifecycle: Keys are generated, updated, activated/deactivated,
imported/exported, archived/restored, and eventually destroyed. ICSF now can generate
SMF audit data for each of these key transitions. It is now possible to audit the ICSF
relevant lifecycle of keys that are not stored in a key data set (KDS). Any event that
changes a key, the key's metadata, or the key's state is now auditable and recorded into
SMF type 82 records. The following items list the ICSF options (entered into the
installation options data set) and their subtypes:

— AUDITKEYLIFECKDS (TOKEN(YES/NO),LABEL(YES/NO))

SubType 40 — IBM Common Cryptographic Architecture (IBM CCA) Symmetric
(Symmetric-key algorithms are algorithms for cryptography that use the same
cryptographic keys for both encryption of plaintext and decryption of ciphertext).

— AUDITKEYLIFEPKDS (TOKEN(YES/NO),LABEL(YES/NO))

Subtype 41 — IBM Common Cryptographic Architecture (IBM CCA) Asymmetric
(Asymmetric cryptography, also known as public key cryptography, uses public and
private keys to encrypt and decrypt data. The keys are large numbers that have been
paired together but are not identical.

— AUDITKEYLIFETKDS (TOKENOBJ(YES/NO), SESSIONOBJ(YES/NO))
SubType 42 — PKCS #11

T https://www.ibm.com/support/know] edgecenter/SSLTBW_1.13.0/com.ibm.zos.r13.e0zal00/e0z2alc346.htm
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» Key Usage

ICSF now can generate audit data that is related to how a key is used, whenever the key is
used, connecting the key to the application or user of that key. The interval in which the
key usage data is aggregated can be 1 - 24 hours in the Installation Options Data Set.
However, it can be 1 second - 24 hours by using the SETICSF OPT operator command. Here
are the relevant options:

— AUDITKEYUSGCKDS (TOKEN(YES/NO) ,LABEL(YES/NO), INTERVAL(n))

Subtype 44 — IBM Common Cryptographic Architecture (IBM CCA) Symmetric Key
— AUDITKEYUSGPKDS (TOKEN(YES/NO) ,LABEL(YES/NO), INTERVAL(n))

Subtype 45 — IBM Common Cryptographic Architecture (IBM CCA) Asymmetric Key

— AUDITPKCS11USG(TOKENOBJ(YES/NO)SESSIONOBJ (YES/NO),
NOKEY (YES/NO) , INTERVAL (n))

* Controls usage auditing of PKCS #11 session objects.
e Subtype 46 — PKCS #11.

e Subtype 47 — No key usage event. (A PKCS #11 event that does not involve a key
or object.)

» Old Master Key

When a master key is changed on an IBM CCA coprocessor, knowledge of the previous
master key is retained as the old master key. Key tokens that were enciphered under this
key are still usable in services, but their use generates a warning reason code that
indicates that the key should be reenciphered under the current master key. ICSF now can
audit the use of “old master key” tokens. Here is the relevant option:

KEY_OLD

— The key is internal, but not wrapped under the current master key.

— Subtype 44 (IBM Common Cryptographic Architecture (IBM CCA) Symmetric Key).

— Subtype 45 (IBM Common Cryptographic Architecture (IBM CCA) Asymmetric Key).
» FIPSMODE adherence

ICSF supports the Federal Information Processing Standard (FIPS) 140-2 compliant
mode of operation, which is a United States Government standard that provides a
benchmark for implementing cryptographic software. ICSF can generate audit data that
verifies that cryptographic resources are used in a FIPS-compliant manner. Here are the
relevant options:

FIPSMODE (YES, FAIL(fail-option) or COMPAT, FAIL(fail-option) or
NO,FAIL(fail-option))

Indicates whether z/OS PKCS #11 services must run in compliance with FIPS 140-2.
Subtype 42 PKCS #11 Object Lifecycle Event.

Subtype 46 PKCS #11 Key Usage Event.

Subtype 47 PKCS #11 No Key Usage Event.
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ICSF and cryptographic
governance

Governance is the system of rules, practices, and processes by which a company is directed
and controlled. Cryptographic governance provides a company with a shift from being
reactive to being proactive in securing transactions.

This chapter provides the following overviews:

» Enterprise Key Management Pillar-Crypto Analytics Tool (EKMP-CAT) tool
» Integrated Cryptographic Service Facility (ICSF) keystore policy

© Copyright IBM Corp. 2018. All rights reserved. 19



4.1 Determining your cryptographic governance posture

Determining your cryptographic governance posture that supports the mission of the
organization and compliance with government statutes requires enterprise-wide input,
decision-making, and commitment.

National standards bodies around the world recommend symmetric keys that are 16 bytes
(128 bits) or larger to prevent brute force attacks. Manually managing and monitoring these
keys to ensure compliance and policy enforcement is a time-consuming and tedious task with
many points of failure.

The IBM Enterprise Key Management Foundation (IBM EKMF) provides a centralized key
management solution that uses investments in IBM Z hardware cryptography for the ultimate
protection of sensitive keys and helping meet compliance standards.

4.1.1 IBM Enterprise Key Management Pillar-Crypto Analytics Tool tool

overview

20

The EKMP-CAT tool, an optionally priced feature that is obtained through a services contract,
is part of the IBM EKMF that was developed to help provide up-to-date monitoring of
crypto-related information on IBM Z in the enterprise. EKMP-CAT is designed to combine and
present crypto information in a way that helps ensure compliance and policy enforcement.
EKMP-CAT collects cryptographic information from across the enterprise and provides
reports to help users better manage the crypto infrastructure and ensure it follows preferred
practices. The EKMP-CAT Monitor provides overviews, queries, and reports to better manage
the cryptographic setup.1

EKMP-CAT is an analytics solution that does the following tasks:

» Offers a comprehensive data view of the cryptographic security on the system.

» Enables monitoring to ensure that programs, keys, and cryptographic functions are set up
and protected, complying with preferred practices.

» Eases policy and compliance enforcement.
» Helps administrators to understand weaknesses and gaps to prioritize improvements.

» EKMP-CAT also can take a snapshot of keys in the ICSF keystores for comparison with
other earlier snapshots for analysis.

" http://www.ibm.com/dk/security/cccc/products/ekmp-cat.html
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Here are the main components of EKMP-CAT

Data collection The z/OS part of EKMP-CAT collects data from these data sources:
CryptoExpress3/4S/5/6, ICSF, and RACF. Data collection jobs are run
at user-defined intervals.

IBM DB2® The collected information is loaded into EKMP-CAT DB2 tables on
z/0O8S. Data collection from multiple systems and LPARs is transferred
and loaded into a central EKMP-CAT DB2 database.

EKMP-CAT Client  The GUI that enables you to monitor data and run reports.

Figure 4-1 depicts how the EKMP-CAT Agent collects cryptographic information from
CryptoExpress, ICSF, and IBM Resource Access Control Facility (RACF). That information is
then made available to the EKMP-CAT Monitor running on the desktop. The EKMP-CAT
Monitor provides overviews, queries, and reports to better manage the cryptographic setup.

IEM

Applications/

z/0S
components

|y

S
CAT
for desktop

Key
stores

Figure 4-1 How EKMP-CAT interfaces with ICSF

4.1.2 Significant EKMP-CAT tool findings

Using EKMP-CAT can help you deal with managing complex cryptography resources across
your organization in three key areas:

» Control: Understand which applications have access to particular cryptographic functions
and keys.

» Up-to-date view: Monitor keys, and identify and highlight potential security issues.

» Compliance: Help ensure that your systems meet regulatory compliance standards and
track system changes.
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4.2 ICSF keystore policy

A keystore policy defines the set of rules outlining how encrypted key tokens are stored in a
Cryptographic Key Data Set (CKDS) or a Public Key Data Set (PKDS). The keystore policy
also specifies how these key tokens can be accessed and used.

4.2.1 Keystore policy summary

22

Most of the keystore policy controls work with profiles in the CSFKEYS class and enable you
to do the following tasks:

» Specify how ICSF should respond when a key token is passed to a callable service
instead of a key label (which is needed to perform a System Authorization Facility (SAF)
authorization check).

» Determine whether applications should be prevented from creating a key record (with a
new key label) for a token that is already stored in the CKDS or PKDS (in a key record with
a different key label).

» Specify whether READ access authority is sufficient to create, write to, or delete a key
label, or if a higher level of access authority should be required for these actions.

» Specify whether READ access authority to an Advanced Encryption Standard (AES) or
Data Encryption Standard (DES) key is sufficient to export the key (move it from
encryption under a master key to encryption under an RSA key), or if UPDATE authority
should be required for this action.

» Place restrictions on how keys can be used. You can:

— Restrict a particular AES or DES key from being exported, or allow it to be exported
only by certain RSA keys (or only by RSA keys that are bound to identities in certain
key certificates).

— Restrict certain RSA keys from being used in secure export and import operations, or
from being used in handshake operations.

» Allows archived records in the CKDS and PKDS to be used by applications.

» Allows archived object records in the Token Data Set (TKDS) to be used by applications.

Each keystore policy control is a resource in the XFACILIT class, and can be enabled by
creating a profile for the resource by using the RDEFINE command. Similarly, you can disable a
control by deleting its profile by using the RDELETE command.

Certain controls, when enabled, activate the keystore policy for either the CKDS or PKDS.
When the keystore policy is activated, ICSF identifies the key label or labels that are
associated with each key token in the keystore. This information is needed, for example, to
perform SAF authorization checks against RACF profiles (which are based on key labels)
when a key token is passed to a callable service, or to ensure that an application does not
store a duplicate token (a token that is already stored, but associated with a different key
label) in the keystore.

In addition to the controls that activate keystore policy, other controls that do not themselves
activate keystore policy might still require, or to a lesser degree rely upon, an active keystore
policy and its key token/label associations. IBM Knowledge Center outlines the keystore
policy controls that are available. This table also highlights the controls that activate keystore
policy for a CKDS or PKDS, and the dependencies the other controls have on keystore policy
being active. Be aware that keystore policy is activated separately for a CKDS and a PKDS.

For more information about how to define the keystore policy, see IBM Knowledge Center.
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4.3 ICSF health checks

As part of its role of acting as the gatekeeper of cryptography on z/OS, part of ICFS’ role is to
act as a sort of device driver for the IBM crypto hardware. As such, it has several means of
detecting configuration and setup errors through health checks, console messages, and
panel messages.

RACF provides a set of health checks that examine the status of general resource classes
and also the security characteristics of system-critical data sets. The ICSF-related RACF
health checks are:

> RACF_SENSITIVE_RESOURCES for the ICSF key data sets (KDSs)

» RACF_CSFSERV_ACTIVE for the CSFSERYV resource class

> RACF_CSFKEYS_ACTIVE for the CSFSERYV resource class

ICSF provides a set of health checks to inform the user of potential ICSF problems. The
checks include both migration checks and status checks. A migration check is designed to
warn of changes in a current or pending ICSF release that might negatively impact usage. A
status check provides information about the current state of ICSF.

The ICSF health checks are:

» ICSF_COPROCESSOR_STATE_NEGCHANGE

» ICSF_DEPRECATED_SERV_WARNINGS

» ICSF_KEY_EXPIRATION

» ICSF_MASTER_KEY_ CONSISTENCY

The ICSF migration checks are:

» ICSFMIG_DEPRECATED_SERV_WARNINGS
ICSFMIG_MASTER_KEY_CONSISTENCY

» ICSFMIG7731_ICSF_RETAINED_RSAKEY
» ICSFMIG77A1_COPROCESSOR_ACTIVE

» ICSFMIG77A1_TKDS_OBJECT

> ICSFMIG77A1_UNSUPPORTED_HW

v
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4.4 Putting it all together

Some of the elements of the enterprise security hub, which is built on the IBM z14 server, are
shown in Figure 4-2.

Crypto Express

Data Privacy

Compliance
and Audit

t4Common Criteria

z/0S System

Platform Infrastructure SSL =,
RACF

ICSF SSL/TLS

Figure 4-2 The enterprise security hub that is built on the IBM z14 server

» Extended Enterprise

z/OS PKI services are the standard for public key cryptographic security, and are used to
ensure the security of digital certificates. PKI Services enable you to establish a PKI
infrastructure and serve as a certificate authority for internal and external users according
to your own organization’s policies.

» Platform Infrastructure:
— RACF:
e Audit.
¢ Authorization.
¢ Authentication.
¢ Access Control.
— ICSF:
¢ Services.

¢ Key storage for key material.
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» Compliance and Audit: Common Criteria Ratings
» Data Privacy:

— CP Assist for Cryptographic Function (CPACF) is an encryption accelerator function
that provides high-speed cryptography functions, such as DES, triple-length key DES
(TDES), AES, SHA PRNG, and protected key support.

— EKMP-CAT.
— Trusted Key Entry (TKE).
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