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Preface

Many types of web applications are running on the Internet today. There are also as many
ways to manage and maintain the infrastructure that powers those applications. IBM®
Bluemix™ delivers quick and easy cloud capabilities to deploy and maintain your web
application, with minimal hassle and overhead. As you follow along with two lab-style
scenarios, this IBM Redpaper™ publication demonstrates how to create and deploy a
web-based collaboration application on IBM Bluemix.

» Lab 1 features a Java Liberty Profile application that uses the Delivery Pipeline, Data
Cache, and Monitoring and Analytics services. The lab focuses on quickly getting an
application started, importing some existing code, and using a Data Cache service from
IBM Bluemix, Delivery Pipeline, and Monitoring and Analytics services.

» Lab 2 extends functionality of Lab 1 by adding Auto-Scaling and Load Impact services to
load-test the application and watch the behavior of auto-scaling service in action.

The target audience for this paper is technical cloud specialists who are familiar with
technology of enterprise applications, but might be new to IBM Bluemix. This paper provides
a good foundation to help you discover some of the powerful application development
capabilities that are available in IBM Bluemix.
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Introduction

Many types of web applications are running on the Internet today. There are also as many
ways to manage and maintain the infrastructure that powers those applications. IBM Bluemix
delivers quick and easy cloud capabilities to deploy and maintain your web application, with
minimal hassle and overhead. Applying industry-adopted standard architecture capabilities
into our application deployments allows us to confidently advance and grow our infrastructure.

Hosting applications on Bluemix provides users with many advantages. Bluemix is an
end-to-end offering that provides developers with a complete set of DevOps tools and
integrated services to simplify development, test, build, and deploy applications. Moreover,
applications that are hosted by Bluemix have access to the capabilities of the underlying
cloud infrastructure. Such an infrastructure provides the best support for non-functional
requirements (such as scalability, performance, availability, security) that are needed for
enterprise applications. Furthermore, Bluemix provides a rich set of services to extend your
application through incorporation of sophisticated analytics, social, and mobile capabilities as
needed. Finally, the Bluemix platform frees developers and organizations from worrying about
infrastructure-related “plumbing” details and focus on what matters to their organizations:
business scenarios that drive better values for their customers.

This chapter discusses the main considerations for deploying your web application with IBM
Bluemix, and provides an architecture overview and implementation decisions. We suggest
that you read this chapter first before implementing the scenarios that are in this book.

This chapter contains the following topics:

» 1.1, “Deploying your web application with IBM Bluemix” on page 2
» 1.2, “Architecture overview” on page 3
» 1.3, “Implementation decisions” on page 6

© Copyright IBM Corp. 2015. All rights reserved. 1



1.1 Deploying your web application with IBM Bluemix

In these lab exercises, you deploy an existing web cache application, taking advantage of
certain architecture elements of a web application hosting pattern, and extend it by using
some of the services that are available on Bluemix. The primary objective of extending this
application’s capabilities is to show how a web application can scale significantly and easily
by employing a set of easy-to-use services that are provided as part of the Bluemix platform.
We also show demonstrate how third-party services are used to load-test the application, and
we show how scaling capabilities react to load changes over time. The following services are
used in the labs:

» Data Cache: This IBM Bluemix service supports distributed caching scenarios for web and
mobile applications. The caching service uses the technology of a data grid in which you
can store key-value objects. Data Cache offers a business-ready, in-memory data grid
(IMDG) that places data close to the logic and keeps it there as the business scales up.

» Auto-Scaling: In IBM Bluemix, you can automatically manage your application capacity
depending on incoming loads and policies. With the Auto-Scaling for Bluemix service, you
can automatically increase or decrease the compute capacity of your application. The
number of application instances are adjusted dynamically based on the Auto-Scaling
policy you define. The service also provides metric statistics for the instances of your
application. You can see the average statistics and select specific instance statistics.

» Monitoring and Analytics: This IBM Bluemix service that provides users with the visibility
and control you need over your application. Determine the response time your users see,
understand the performance and availability of the application components, and use
analytics to keep your application up and performing well. The service also provides
capabilities for diagnosing problems faster by quickly identifying the root cause of
application problems with line of code diagnostics. The service also provides intelligent
searches through logs and metrics data to help you find answers to application problems.

» Delivery Pipeline: With this IBM Bluemix service, developers can automate builds and
deployments, test execution, configure build scripts, and automate execution of unit tests.
It also provides capabilities for automatically building and deploying your application to
IBM cloud platform, Bluemix.

» Load Impact: This third-party service provides for unlimited testing, on-demand from
multiple geographic locations, where you can create sophisticated tests by using our
simple GUI or connect directly to Bluemix through our API.

This Redpaper publication shows you how we get an existing web application to run on
Bluemix. The steps are straightforward and can be completed within hours. Moreover,
extending the application’s capabilities to scale is another quick exercise, because of the use
of existing Bluemix services. Furthermore, with Bluemix, we can deploy the application
instantly to multiple environments such as test, development, preproduction and production,
multiple versions, or releases with agile, pipeline and DevOps-oriented integration. Finally,
with Bluemix, we can integrate with on-premises enterprise resources through the built-in
hybrid integration capabilities, targeting with an APl or host name and port behind our firewall.

To say it simply, building our application on Bluemix enables us to grow quickly and securely,
while also realizing cost and time savings, and at the same time build on industry-proven
architectures. Now we are ready to get to it.
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1.2 Architecture overview

Through the lab series, we incrementally grow our capabilities to adapt a standard web
application into an architecture more in line with an industry-proven architecture for web
application hosting. This web application hosting reference architecture covers the details
from the user requesting the initial URL all the way through to the back-end data calls. It is
described in the following document:

http://www.cloudstandardscustomercouncil.org/web-app-hosting-wp/index.htm

See the Cloud Standards Customer Council Resource Hub website:

http://www.cloud-council.org/resource-hub.htm

Figure 1-1 shows the web application hosting reference architecture.

Figure 1-1 Web application hosting reference architecture

The components of the web application hosting reference architecture are as follows:

» Inbound user requests are initially handled by Domain Name Services, which route your
traffic to the proper infrastructure endpoints.

» Content Delivery Networks provide the least latency and the highest speed to create an
exceptional user experience for all your static application content.

» Firewalls provide a boundary to help keep intruders out while your web application
operates smoothly.

» Load Balancers allows configurability and flexibility to manage the traffic and resource
usage of server nodes in your environment so that no single device gets overwhelmed.
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» The Web App Server component is the heart of your web application, serving up your core
application to users. Build your server infrastructure by using high performance
containers, virtual machines, or Cloud Foundry based run times, all of which can be
similarly integrated across the architecture.

» User Registry Services enable authorization and authentication to secure resources
across your application.

» Session and Data Caching ensure low latency data access and prevent data loss for a
robust user experience. In addition, with sforage services, you can customize and have
total control over a SAN or NAS solution that fits your storage needs.

» Managed Database Services deliver high-performance database support, while allowing
you to focus on your application and not database maintenance. These databases range
from standard SQL databases to newer NoSQL databases to big data services.

This referenced architecture has multiple tiers and multiple components in each tier that are
critical to the optimal performance of your web application. The labs in this book specifically
focus on the Web and Service tiers, with the Web App Server, Cache, and Load Balancer
components.

Basic rules exist that are best followed when developing, deploying, and maintaining cloud
applications, in addition to the reference architecture. These rules are described in

Top 9 rules for cloud applications, by Kyle Brown and Mike Capern, and which is available at
the IBM developerWorks® library:

http://www.ibm.com/developerworks/websphere/techjournal/1404 brown/1404 brown.html

Here is an overview of the rules:

» Rule 1: Do not code your application directly to a specific topology. So far, we are talking
about only components. There is no mention of specific hardware, software, or hosting
capabilities. The key here is to keep your application flexible.

» Rules 2 - 4: These all center around the ephemeral, or non-permanent, natures of cloud
applications. Do not assume the local file system is permanent. Do not keep session state
inside your application. Do not log to the file system. Many run times that power cloud
applications today are ephemeral, or non-permanent. Therefore the application instances
and their underlying file systems can disappear and be rewritten when the application
scales or an instance is restarted. Overall, these are not new concepts for web
applications, but they are critical for successful cloud applications.

» Rules 5 - 6: These focus on infrastructure and on what you are building your application.
Do not assume any specific infrastructure dependency. Do not use infrastructure APls
from within your application. You do not want to tie your application to the infrastructure it
is running on for these reasons:

— It might be moved to another platform by you or the hosting provider.
— It might run on multiple platforms at the same time.

— Platform APIs and dependencies change at a different lifecycle than your application
code, so adding another requirement is unnecessary.

A preferred practice is to abstract the infrastructure needs outside of your application and
handle them through management and operation interfaces that are available on the cloud
platform.
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» Rules 7 - 8: These are common across application development to keep your long term
sanity. Do not use obscure protocols. Do not rely on features that are specific to the
operating system. You do not know with which services your application will need to
integrate in the future. You do not know which operating system your application will run
on. Use as many standards-supported APIs as possible when developing your application,
so you are not locked into a certain run time.

» Rule 9: Do not manually install your application. Automate, automate, automate. Whether
in development, test, staging, or production, automate your application installation as
much as possible. This promotes reuse, saves time, and vastly reduces errors in the long
run. That means better application quality and more uptime for users.

You are probably already adopting many of these rules in your applications today. If not, you
read Kyle and Mike's post for broader detail about what and how to accomplish these goals.
The exercises we describe in the following labs exemplify these rules and demonstrate
capabilities to deliver cloud applications that follow the rules.

1.2.1 Architecture of the labs in this book

We simplified the original reference architecture to map it to the needs of the labs in this book.
Figure 1-2 on page 6 shows that we will deploy our application Bluemix-Java-CacheLab in the
Web Tier and incorporating the Auto-Scaling service. As part of the Service tier, we are
incorporating the capabilities of the Data Cache service and the Load Impact service. In the
Dev Tier, we are using the Delivery Pipeline and Monitoring and Analytics services to help in
the automatic build and deploy steps, and also monitoring the health status of our Bluemix
application.

Figure 1-2 on page 6 shows the overall architecture of the application that we develop as part
of the following two labs.

» Lab 1 (Chapter 2, “Lab 1: Build a web application hosting architecture with Cloud Foundry”
on page 9)

Creates a Java Liberty Profile application that uses the Delivery Pipeline service, Data
Cache, and Monitoring and Analytics services. The lab focuses on getting a quick
application started, importing some existing code, and using a Data Cache service from
Bluemix, and Delivery Pipeline and Monitoring and Analytics services.

» Lab 2 (in Chapter 3, “Lab 2: Auto-scale, load-test, and monitor your web application” on
page 41)

Extends the functionality of Lab 1 by adding Auto-Scaling and Load Impact services to
load-test the application and watch the behavior of the Auto-Scaling service in action
because the policies that we create as part of this lab will be triggered based on the
load-test that we perform by using the Load Impact service.
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Services

Service Tier

Figure 1-2 Technical reference architecture: Web cache application on Bluemix

1.3 Implementation decisions

6

Whenever scaling and performance decisions are considered for any application architecture,
it is usually a balancing act among many factors that must be considered in order to achieve
business goals. Some factors are related to the application code and whether the correct
implementation decisions are made to ensure no major performance issues exist within the
application. For example, encrypting too many transactional data elements where they are
unnecessary. However, infrastructure decisions and having the correct infrastructure
capabilities can help in ensuring that applications will perform. Often, however, changing
infrastructures within data centers can require significant lead times in advance that might
render this option infeasible. Having a cloud platform that can scale quickly and is easy to
deploy is a good alternative in this scenario.

Our selected web application is a representation of a typical web application that uses a mix
of technologies. The front end uses JavaScript and the back end is a typical set of Java
classes. The objective of writing this paper was to show how you can easily take an existing
web application and let it use auto-scaling capabilities quickly during various load schedules.
Furthermore, we use existing services so that we can monitor the performance and
inspection of some key metrics, such as CPU load, memory consumption, Java heap
thresholds, and response times.

One of the first decisions to consider when you create applications in Bluemix is the nature of
the hosting application to use. In Bluemix, you have multiple options to select from that cater
to various underlying technologies such as Java, Node.js, PhP, Ruby, and your own build
pack. Bluemix also provides the container concept that might also be appropriate for hosting
existing applications.
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Because we have a simple web application, we selected the Java Liberty profile application.
The Java Liberty profile allows for run times that are typically built using a small footprint (less
than 54 MB), which provides for faster updates during builds. The Liberty profile also provides
more advantages for small memory overheads, startup times, instance creation, and easier
migration for the cloud.

Because we show auto-scaling that might require creating extra instances to handle potential
new loads, the Liberty profile can provide great support for what we are trying to accomplish.

After you decide on the application, additional considerations that are related to which
services to use with the application are required. In certain times, the choice of available
services to your Bluemix application can affect the selection of the appropriate application or
container. In our sample application, we wanted to provide some elastic caching capabilities
and the ability to auto-scale during various loads. We also wanted to have a quick way to
simulate loads to load-test the application, while monitoring the health status of the
application in real time. By browsing the Bluemix catalog, we found the services that we
needed (such as Data Cache, Auto-Scaling, Load Testing, and Monitoring) and that were
were ready to use in helping us achieve our objectives.

To incorporate the services into the application, deployment decisions are required. Bluemix
provides a Delivery Pipeline service that automates the aspects of build and deploy
operations. This service is provided through IBM DevOps capabilities that are exposed as
services through the Bluemix platform. This simplifies the overall process of modifying the
code, building, and deploying to Bluemix. Other build and deployment alternatives include
using the Cloud Foundry command-line interface to push code to Bluemix.

Additional alternatives also include using IBM Eclipse Tools for Bluemix. For more
information, see part 4 at the following web page:

http://www.ibm.com/developerworks/Tibrary/d-bluemix-javadevops/index.html

The approach we use in this book is close to what our clients will be considering in the future.
The labs are set up to use GitHub and JazzHub repositories to access the source code of the
application to be deployed to Bluemix. Moreover, we use many of the Bluemix services that
render the build and deploy procedures to be easy and clear. Also, we used only a fraction of
the services that are offered in Bluemix. The Bluemix catalog, which continues to grow,
provides many services that are available for immediate access; you are encouraged to
experiment with these services to realize their full benefits in your organizations.
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Lab 1: Build a web application
hosting architecture with Cloud
Foundry

In this chapter, we create a Java Liberty Profile application that uses the Delivery Pipeline,
Data Cache, and Monitoring and Analytics services. The lab focuses on quickly getting an
application started, importing some existing code, and using a Data Cache service from
Bluemix, and Delivery Pipeline and Monitoring and Analytics services.

For this lab, complete the following tasks:

2.1, “Task 1: Set up your Bluemix account” on page 10

2.2, “Task 2: Create your starter application on Bluemix” on page 11
2.3, “Task 3: Set up your DevOps account” on page 14

2.4, “Task 4. Obtain the sample code” on page 14

2.5, “Task 5: Add Data Cache service” on page 16

2.6, “Task 6: Build, deploy, and run your application” on page 20
2.7, “Task 7: Add a Delivery Pipeline service” on page 32

2.8, “Task 8: Add a Monitoring and Analytics service” on page 34
2.9, “Try it” on page 39

vVVYyVYyYVYVYVYYVYYVYY

Note: These labs were documented to be as accurate as possible at the time of
publication. However, Bluemix is an actively evolving development platform, therefore
capabilities, services, and user interfaces do change. For the most recent and accurate
labs, see the following web page:

https://ibm.biz/bluemix_labs

© Copyright IBM Corp. 2015. All rights reserved.
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2.1 Task 1: Set up your Bluemix account

IBM Bluemix is an open-standards, cloud-based platform for building, managing, and running
all types of applications: mobile, smart devices, web, and big data. The Bluemix capabilities
include Java, mobile back-end development, application monitoring, and features from
ecosystem partners and open source, all through an as-a-service model in the cloud.

Note: You can run the steps in this paper on any operating system. All you need is access
to a browser and the correct set of login information on Bluemix and IBM DevOps.

Complete the following steps:

1. Before you can use the Bluemix capabilities, you must register for an account. Sign up at
the following website, which gives you a 30-day no-charge trial. After the trial, you will
need to provide a credit card to pay as you go for your resource usage.

https://bluemix.net/
For more helpful information about Bluemix, see the DOCS section of this web page:
https://www.ng.bluemix.net/docs/#overview/overview.html

2. Log in to Bluemix at the following web page. The dashboard opens (Figure 2-1).

https://console.ng.bluemix.net/

€ 180 Blusmix DASHBOARD — SOLUTIONS ATALOH RICING OCS  COMBUNITY REGION US South » 165 | lﬁ

i amfred@us.ibm

Create 5 Space

APP HEALTH

Figure 2-1 Bluemix dashboard

The dashboard shows an overview of the active Bluemix space for your organization. By
default, the space is dev and the organization is the project creator’s user name. For example,
if bob @fictional-example.com logs in to Bluemix for the first time, the active space is dev and
the organization is bob@fictional-example.com. If you create more organizations or spaces
in Bluemix, be sure to use the same ones throughout the labs. Use the default selections.
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2.2 Task 2: Create your starter application on Bluemix

As indicated in the 1.3, “Implementation decisions” on page 6, creating the right application to
run on Bluemix is one of the early decisions to make. For the purposes of this sample
application, we chose the Java Liberty profile application for the benefits that we outlined in
that section.

Complete the following steps:
1. Click CREATE AN APP to start a new application and then click WEB (Figure 2-2).

Applications

What kind of app are you creating?

MOBILE

Figure 2-2 Create an app

2. As indicated previously, we are creating a Liberty for Java application, so click Liberty for
Java and click CONTINUE (Figure 2-3).

Liberty for Java™

Figure 2-3 Select Liberty for Java

3. Name your application to Bluemix-Java-CachelLab (Figure 2-4 on page 12) and click
Finish.
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Tip: You might receive the following message:

Someone already used that name

If you do receive the message, add your initials to this name and then use that new
name in the remaining instructions instead of using the Bluemix-Java-CachelLab name.

What do you want to name your new app?

Bluemix-Java-Cachelab

Figure 2-4 Name your application

Tip: Make a note of this name, you will need it for later tasks.

Your Bluemix dashboad now looks like Figure 2-5.

Routes:

’ Bluemix-Java-CachelLab

" ¥ APPHEALTH
()

o 4 s 47 512.0MB & RES \) Your application s staging.

LIBERTY FOR JAVA™

started Bluemix-Java-Cachel ab af]

updated Bluemix-Java-CacheLab |
+ changed routes

Figure 2-5 Bluemix dashboad

At the right side of the pane, in the APP HEALTH section, your application initially

indicates that it is stopped. But then Bluemix stages your application and attempts to run
it.

After Bluemix runs your application, the APP HEALTH message indicates it is running
(Figure 2-6).

APP HEALTH RESTART

O Your app is running.

Figure 2-6 App is running

12 IBM Bluemix Architecture Series: Web Application Hosting on Java Liberty



4. Click the Routes link in the Bluemix Dashboard tab (Figure 2-7).

I Bluemix-Java-CachelLab

|: .jl.iava |

berty |

- 1 512

LIBERTY FOR JAVA™

Figure 2-7 Routes link

Your shell application shows the “Hi World!” page (Figure 2-8) in a new browser tab.

Hi World!

Thanks for creating a . Get started by
reading our or use the Start Coding guide under your app
in your dashboard.

Figure 2-8 Hi World!

You now have an empty Java application created in your workspace that creates a simple
Hi World! message. We can now do something interesting with it.

Keep the dashboard open: Do not close the Bluemix Dashboard tab. If you accidentally
close it, log in to Bluemix again and click the Dashboard.

We next import some code into our simple Java application that we created and use a service
to make it more interesting. To import code into our application, IBM uses JazzHub repository,
which is similar to GitHub, but provides additional integration and build services for Bluemix.

To get started with JazzHub, you register for a no-cost account in Task 3.
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2.3 Task 3: Set up your DevOps account

IBM DevOps opens the door to a new way of working that offers faster development, without
sacrificing quality or security. IBM Cloud DevOps solutions provides developers with access
to all the services they need to develop and deliver innovative applications quickly. In this lab,
we use IBM DevOps services on the cloud to edit, build, and deploy the code used for the
sample test application. Therefore, you must have a user ID to access such services.

Complete the following steps:

1. Open a browser tab and log in at the following web address:

https://hub.jazz.net/

2. If you already have an IBM ID, click Sign In at the top right (Figure 2-9). If you do not have
an IBM ID, click Get Started for Free and complete the required fields.

DevOps Made Easy

Integrated Agile Planning, Coding, Building, Deploying

Get Started for Free

Figure 2-9 Sign in to IBM DevOps

2.4 Task 4. Obtain the sample code

In a previous task, we created an empty Java Liberty Profile application that does nothing
interesting. To make this application useful, we need to import our sample application code
that is available publicly on IBM JazzHub repository. Because you created an IBM DevOps
login in the previous task, you can use that in this task to gain access to that code. In this
task, you create a replica of the code and copy it into your local domain in JazzHub.

Complete the following steps:
1. Open a browser and go to the following web page:
https://hub.jazz.net/git/chowdhu/chowWebCache

We copy from this is a sample project into our project.

2. Select FORK PROJECT to create your own copy of the web cache data project
(Figure 2-10 on page 15).
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EDIT CODE TRACK & PLAN BUILD & DEPLOY
i(5(0) [ snare REBl| FORK PROUECT

Figure 2-10 Fork project

3. To the project that we will create in JazzHub, we use the same name we gave to our
Bluemix Java application: Bluemix-Java-Cachelab (or if you added your initials, use the
name that has your initials). See Figure 2-11.

Important: This name must match the name that was created for the Bluemix Java
Liberty application.

Fork Project ®

Name your project: mhirzalla | |Bluemix-Java-Cachelab 4

URL: https://hub jazz_net/project/mhirzalla/Bluemix-Java-CachelLab
[J Make it private (not public)
¥ Add features for Scrum development o

¥ Deploy to Bluemix Li ]

Select a Bluemix space to bill your services to:

Region | 1BM Biuemix (US South) v]
Organization |mamoun.hirzalla@us.ibm.com v |
Space |ue‘.r v |

These selections can be changed later in the options for your Project Settings.

CREATE CAMNCEL

Figure 2-11 Bluemix-Java-CachelLab

4. Provide the following information to the settings, and then click CREATE:

— Name your project: Bluemix-Java-CachelLab (or the name that has your initials)
— Make it private: Do not select this check box.

— Add features for Scrum development: Select this check box.

— Deploy to Bluemix: Select this check box.

— Region: Accept default

— Organization: Select your personal organization

— Space: Select dev

Chapter 2. Lab 1: Build a web application hosting architecture with Cloud Foundry
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Your new project is successfully created (Figure 2-12).

@ Congratulations! You have successfully created your new project

MEMBERS (1)

GIT LOG

Do you want to work on
your project locally?

o))

mhirzalla | Bluemix-Java-CachelLab

chowdhu | chow\WebCache

Go FDEIEER o FORK PROJECT

Branch: master w
mhirzalla | Bluemix-Java-CacheLab

Last Commit by Administrator 45 minutes ago

new Files

o T

aa

!

Figure 2-12 New project created

Keep the IBM DevOps browser page open: Do not close the browser page. You need it
later to edit source code and initiate build and deploy activities. If you accidentally close i,
log in to IBM DevOps again and select the project you created to see this page again.

2.5 Task 5: Add Data Cache service

The forked application code in the previous task was mapped to the Java Liberty Profile
starter application Bluemix-Java-Cachelab that you created in 2.2, “Task 2: Create your
starter application on Bluemix” on page 11. As part of that process, you specified the
application name to be similar to the name of the directory in your local domain on JazzHub.
The forked application code assumes the use of a Data Cache service that is available from
Bluemix. In this task, we use the service catalog in Bluemix to search for the Data Cache
service and bind it to our Java Liberty Profile application. After binding the Data Cache
service, you can build and deploy the new code, and then see the effect of importing the code
into the Bluemix project.
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Complete the following steps:
1. In your browser, go to the Bluemix Dashboard tab. Click ADD A SERVICE (Figure 2-13).

= Bluemix-Java-CachelLab

[ Java |

512.0MB@

LIBERTY FOR Java™

Figure 2-13 Add a service

2. Search for Data Cache by typing part or all of the words in the search field (Figure 2-14),
and then click Data Cache.

IBM Bluemix

mamoun.hirza Q, Data Car_‘h|

Services & The building blocks of any greal app

Web and
Application

Deliver new web and
mobile apps

Data Cache
1BM

Figure 2-14 Search for Data Cache
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3. In the next pane that opens (Figure 2-15), be sure that under App, be sure that the same
Java application we created in this lab is selected: Bluemix-Java-CachelLab. Keep the
other options as is, and click CREATE.

Add Servica
Impeove the performance and user experience of web applications by retrieving information from fast, Space
E managed, in-memaory caches, instead of relyiing entirely on slower disk-based databases. e =
- |
Pick a plan Nonhly pricas shown ane fof Country of region: United States EBlusmix-Java-Cachelab buem,., -
Data Cache
. Plan Features Price
[ Data Cache-wo |
;L”": = 50 MB of cache wpace s a repica :
PUBLISH DATE Selected Plan
AWINI0N4 IIL, 50 MB of cache space par inslancs :
| Free ~]
AUTHOR
164 Startes 1 GE of cache space and a replkca 555,00 LESDAnstance
Sarvice Standard 5 3B of cache space and a repica $155.00 UISDAnstance CREATE
; Premiem 5 GB of cache space and a replica 5505.00 LSDAnstance
VIEW DOCS

Figure 2-15 Data Cache service parameters

4. The Restage Application pop-up opens (Figure 2-16). Click RESTAGE.

Why restage? Because you added a new service to a running application, you are
prompted to restage the application to update it with the new service. Bluemix is trying
to make sure that the application code is up to date with any changes that were applied.

Your 'Bluemix-Java-CachelLab' app must be restaged to use
the new 'Data Cache-wo' service. Restaging makes this service
available for use. Do you want to restage it now?

RESTAGE CANCEL

Figure 2-16 Restage Application

The Data Cache service is now created and bound to your application. The service is not
ready for use yet. Each time you create a service, Bluemix creates a service name. In the
application code that we imported from JazzHub, the code assumes a different service
name. We must correct that before we can put this service to use.

5. Click the Back to Dashboard link.
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6. Your page is now similar to the one shown in Figure 2-17, although you might see a
different service name than what is showing here. Make a note of the service name you
have because you will be using that to update a configuration file.

Applications

.I.

CREATE AN APP

Services

Figure 2-17 Make a note of the service name

Service name: The Data Cache name here (Data Cache-wo) is unique to this lab. Your
Data Cache service name will be different from this one. Be sure you use the service
name you have when you configure the code in a future task.

In the previous steps, we created a starter application, copied the sample code to use for this
application, and added a Data Cache service that this application will use. So far, we have not
initiated any step to configure, build and deploy the application in order to execute the code.
With Bluemix, you can automate this process after it is configured once (as described in 2.6,
“Task 6: Build, deploy, and run your application” on page 20).
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2.6 Task 6: Build, deploy, and run your application

We do the initial configuration in this task. We also complete a build and deploy, which later, is
not required because Bluemix provides a Delivery Pipeline service. That service automates
all of the build and deploy activities after a successful commit and push is applied to code
changes in the JazzHub repository. We experiment with Delivery Pipeline service later on in
this lab.

Now, we need to configure our code to make sure that it is using the Data Cache service
service we created and added to our application. The name that was provided to us is Data
Cache-wo. For you, this name will be different.

To configure the build and deploy for the first time, complete the following steps:

1. Go to the IBM DevOps browser page that is open (from “Task 5: Add Data Cache service

on page 16). If that page is closed, log in to your IBM DevOps account and select the

project you created for this lab.

2. Your page is similar to the one in Figure 2-18. Click EDIT CODE.

OVERVIEW

MEMBERS (1)

GIT LOG

Do you want o work on
your project locaily?
Leam how io configure
Ediipse or done ha
rapository for a Gif project

@ Congratulations! You have successfully created your new project.

mhirzalla | Bluemix-Java-CachelLab

Forked from: chowdbu | chow'debCache

About thes project

Branch: masier

mhirzalia | Blusmix-Java-Cachalab

Last Commit by Sri Chow 26 minutes ago.

Whatgver
[ setings
3 bin
B3 capar
[ instructions
B ame
3 WebConlent
DY classpam
[ projact
[ it xemi
D cachesampleJavaNativesPis war
B Licenza.ta
Dimanitost ymi
MREADME.md

EMT CODE BUILD & DEPLOY

o | CIESEES ) RS

+  Members (10of 1)

AS SINeT ApERCAtion package
A3 stanier applicalion package
Asd starier applcation package
Agd stanter applcalion packaga
chowlipdate

enowUipdate

Add starier applcalion package
Add starer applcalion package
Add stanter appScation package
Add staner applcation package
Inisial commit

Whalever

Inilal cremmit

Invite others 1o join your project

Git URL
2 days 300
2 days ago
2 days ago
2 days ago
a day ago
A day ago
2 days ago 1KB
2 days ago 1KB
2 days ago 2KB
2 days 290 41 KB
2 days ago 1KB
2B minutes ago 1KB
2 davs ana 1KR

Figure 2-18 IBM DevOps browser tab
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3. Click the drop-down list (Figure 2-19). Make sure that you select the name you created in
the Application Name and Host fields. Select CREATE NEW

DevOps Services

mhirzalla | Bluemix-Java-CachelLab

File  Edit  View @ Bluemix-Java-Cachel... (space not found) ~» = 1

& Bluemix-Java-CacheLab m
> .ait

& » seftings — ]

Figure 2-19 Select CREATE NEW

4. Select your values that map to your application. Be sure your page looks like the page on
the right side in Figure 2-20. Then, click NEXT.

Configure Application Deployment X W Configure Application Deployment x

Target® 1BM Bluemix (US South) o
Organization™  mamoun hirzalla@us. ibm. com v
Space” dev v
Application

Name™ iohoMNebCache ~ |
Host: ichowAWebCache vl

¥ Save to manifest file: /manifest. yml

| canceL Il oepiov Jif wext >

Before

Target™ IBM Bluemix (U5 South) v
Qrganization™:  mameoun hirzalla@us ibm, com A
Space™; dev A
Rppication [Biemix-Java-CacheLab

Host: |muemb:-]ava-cacnelad

¥ Save 1o manifest file: imanifestymi

[owce ) oemior

After

Figure 2-20 Configure Application Deployment menu

Chapter 2. Lab 1: Build a web application hosting architecture with Cloud Foundry

21



5. Be sure that the Data Cache service that you created previously is selected in the Bound
services column (Figure 2-21). Follow the numbered steps shown in the Before (left side)
of the figure. That is, switch the available service and bound service, save to the manifest
file, and then click DEPLOY. The result is shown in the After side of the figure. Be sure that
the Save to manifest file check box is selected.

] ~

Bind services from the list Bind services from the list.

Available services Bound services Available services: Bound services:
|DaTa Cache-wo ] <l g Pata Cache-iy | I Data Cache-iy i Data Cache-wo i
5] a
2
¥ Save to manifest file: imanifest.ymi 5 1 & Save to manifest file: /manifest.ymi

Before After

Figure 2-21 Follow the highlighted steps (1 - 5)

The manifest.yml file: This file dictates what services to use when building and
deploying your application. Because your app has its own services and information
separate from the forked application, an important aspect is that our app builds and
uses its own resources.

6. Wait until the application deploys. This can take several minutes. After it deploys
successfully, notice the green circle next to the application name and the running status
(Figure 2-22).

mhirzalla | Bluemix-Java-Cachelab

Ped File  Edit  View FORK. @ Bluemix-Java-Cachelzb on dev (running) ~ | B

@ | Bluemix-Java-Cachelab on dev/mamoun.hirzalla@us.ibm.com ﬁ
3y git
=) L .
Figure 2-22 Application deploying

7. Open the Bluemix dashboard (Figure 2-23 on page 23). Click the application link to see
the run time.
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(] I1BM Bluemix

# Bluemix-Java-Cachelab

! Routes:
Bluemix-Java-CachelLab

Figure 2-23 Application route

8. You see the application’s page. Try to add a value and click Put (Figure 2-24).

Tip: If you cannot see the page, remove the cached data from your browser, which
might be caching the old version of the application (Hi World!).

Welcome to the on Bluemix!

This sample demonstrates how to use the Java Native API to access the service.

Grid Operations:

Key: @ Al
Value: | AAAA

Put successfull.

Grid Entries:

Key

Al

Figure 2-24 Application's page

2.6.1 Optional: Update the file manually

In the previous section, we used the GUI capabilities to update the manifest file (Figure 2-21
on page 22) that contains the required parameters to deploy the application properly.

The manifest file: This file dictates what services to use when building and deploying your
application. Because your app has its own services and information separate from the
forked application, an important aspect is that our app builds and uses its own resources.
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In this optional task, we show how to update the manifest file manually. If you do not want to
see how to do this task manually, go to Step 2.7, “Task 7: Add a Delivery Pipeline service” on
page 32.

Complete the following steps:

1. In the IBM DevOps tab, click EDIT CODE and select manifest.yml (Figure 2-25).

“ mhirzalla | Bluemix-Java-CachelLab

classpatn

=
[=]
T

roject

puild xm

cacheSampleJavaMativeAPls war

Dl O 00005 [0

=)
=
iF
s

)

Figure 2-25 manifest.yml

2. Edit the service names, name and host, within the manifest.yml file to match your new
application. Get this information from your web app and overwrite the values in
manifest.yml file. See Figure 2-26 on page 25. Make sure you use your Data Cache
name and not what is listed here.
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1 applications: -
2 - services: 1 applications:
3 - Data Cache-iy j - 595”%‘3927 .
4 disk_quota: 1024M : = Laka Lache-wo
5 host: chowblebCache N k=GOt e el B2 0
= . chowllebCach 5 nost: Bluemlx-Java-CachelLab
- L= sH Al A TR . 6 name: Bluemix-Jlawa-Cachelab
7 path: cache>amplelavalativeAPIs.war 2 path: cacheSamplelavallativetPls . war
8 domain: mybluemix.net 8 domain: mybluemix.net
9 instances: 1 | instances: 1
Le memory : S12M 18 memory: 512M
11 11

Before After

m
Figure 2-26 Before and after
3. Select File — Save (Figure 2-27).
mhirzalla | Bluemix-Java-CacheLlab
Edit  view Tools  [Gid = ‘@ Bluem

New > k-Java-CacheLab

ISax.re ::tr|+s]
Import »
Export »

» bin
» dep-jar

Figure 2-27 Save your file

4. Click the Git icon in the left navigation bar in the IBM DevOps page as shown in

Figure 2-28.

Figure 2-28 Git icon

5. In the page that opens (Figure 2-29 on page 26), complete these steps:

a. Select the Select All check box.
b. Provide a comment to the change you made.
c. Click COMMIT.
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p.”

Git

Working Directory Changes

Updated with service and host name

) Amend previous commit O add Change-ID to message

Figure 2-29 Click COMMIT button

6. On the same page, we push our code to the JazzHub repository so it will be used during

[ cone [ moraron 1+ wosveor [

«li
=+l
23]
53]
=
ﬁ
=1
=
=

the build and deploy process. Select PUSH — Push All (Figure 2-30).

I:' mhirzalla | Bluemix-Java-CachelLab

REPOSITORY: mhirzalla | Bluemix-Java-CachelLab v

Active Branch (master)

Working Directory Changes
Mothing to commit.

~ OUTGOING (1)

S Updated service name and host names

f “ Mamoun Hirzalla on 1/22/2015, 10:27:16 AM
more ...

» INCOMING (0)

Mo Changes

REFERENCE: master == origin/master “

v *1 £

|

Force Push All
Push Branch
Force Push Branch

e 2 2 BB

W

Figure 2-30 Push All
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7. A pop-up (Figure 2-31) provides the results of the push operation. Dismiss the pop-up.

Push Result:
[OK] master => originfmaster

Processing changes: refs: 1
Processing changes: refs:

Figure 2-31 Push Result
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8. The changes are now pushed to the repository. Click BUILD & DEPLQOY on the IBM
DevOps page (Figure 2-32).
- : [ecean ]

Figure 2-32 Build & Deploy button

9. Click ADVANCED to use the advanced options for creating a build (Figure 2-33).

OFF SIMPLE

Pipeline

Git Repo ¥

Figure 2-33 ADVANCED BUILD & DEPLOY option

10.Click add a builder.
11.0n the next page (Figure 2-34 on page 28), do these steps:

a. Set the builder to Ant.
b. Select the Automatically build when a build is delivered/published check box.

c. Click SAVE.
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Add Builder

Stage Name

Build

Builder

Ant ¥

Branch
master v

Working Directory

Build Archive Directory
output

Build Command

+| Automatically build when a change is delivered/pushed

Enable Unit Tests

Figure 2-34 Automatically build when a build is delivered/published

12.Click Request Build. The Request Build operation will instruct Bluemix to build the forked
and configured code to use the Java Liberty application that we built previously and to
which we added a Data Cache service. When the build is successful, a green check mark
is displayed next to the build.

If any issues occur with the build, inspect them by clicking the View logs and history link.
Because there are no issues now, we can proceed to deploy.
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13.Click add a stage (Figure 2-35).

Git Repo &
hitps:.ihub jazz netigitimhirzalla
Branch: master

Lalest Commit
Updated service name and hos___

Build |
Ant

| REQuEsTBUILD

Last Build
() Build 1 v

Wiew logs and history

Figure 2-35 Add a stage option

14.Remove the default name from the Application Name field so that the field is empty, and
then click SAVE (Figure 2-36).

Delivery Pipaline is frea for up to 2 deployment stages. Learn more about this service and
learn more about pricing
Add Deployer Stage
Stage Name
dev
Target
IBM Bluemix (US South) - hitps./fapi.ng.bluemix.net v

Organization

mamoun.hirzalla@us.ibm.com *

Space

K

Application Name

Deploy Script
of push “S{CF_aPP}”

# View logs
cf logs "${CF_APP}" --recent

[ Automatically deploy builds that succeed in the previous stage

|

Figure 2-36 Remove the default Application Name
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15.Drag your build to the stage on the right side, where it says “Drop a build to deploy”
(Figure 2-37).

Pipeline

. ne -

Git Repo 2 dev 2
hitps:hub jazz.netigitmhirzall... dev US South

Mo deployments
Branch: master

Latest Commit:
test

Build

Ant

REQUESTBUILD

Last Build

() Build 1 v

. : View logs and history
View logs and history

Figure 2-37 Drop a build to deploy
Your app automatically starts deploying.

Tip: After you drop the build, an entry that says “No build info” is displayed under the
app route, but it resolves to “Build 1” when the deployment completes.

16.When it completes, click the website URL in the deploy stage to run your application
(Figure 2-38).

- ] oo
Git Repo = dev e
hitps-ihub jazz netigitmhirzal dev US South
(+) Deployment 1 Success
Branch: master

Latest Commit

diddwarnnw

- @
BUI'd Bluemix-Java-CacheLab
Ant

REQUEST BUILD

Last Build ed 5 minutes ago

() Build 1 o Build 1 2

Figure 2-38 Click the application link
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The output page is shown in Figure 2-39.

Tip: If you cannot see the page, remove the cached data from your browser because it
might be caching the old version of the application (Hi World!).

Welcome to the on Bluemix!

This sample demonstrates how to use the Java Native API to access the service.

Grid Operations:

Key: | |

Value: | |[CEEncrypt

B T ST

Grid Entries:

Key Value

T Test1

T2 Test2

T2e rJ6+EmLciyXXrecgrWuiQ==
rJ6+EmLciyXXrecgrWuhQ==
vblwTwhhnoPR/wis6B2biQ==

vElwTwhhnoPR/wis6B2biQ==

Figure 2-39 Output of the application

Congratulations, you successfully hosted your web application on Bluemix and now can
leverage the capabilities of the cloud to provide the best performance and scaling capabilities.
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2.7 Task 7: Add a Delivery Pipeline service

In the previous tasks, we added a Data Cache service to our simple application. In this
section we add two more services to the application:

» Delivery Pipeline
» Monitoring and Analytics

These services are described in 1.1, “Deploying your web application with IBM Bluemix” on
page 2.

Complete the following steps to add Delivery Pipeline service:
1. In the Bluemix Dashboard, click ADD A SERVICE (Figure 2-40).

Data Cache-wo

Figure 2-40 Add a service

2. In the search field, enter Delivery. Then, click Delivery Pipeline service (Figure 2-41).
O, Delivery|

Services & The building blocks of any greal app

DevOps

From developmeni to
depl oymient

Web and

Application @
Defiver new web and

mobile apps

Figure 2-41 Select Delivery Pipeline service

3. Keep the default settings of the options and then click CREATE (Figure 2-42 on page 33).
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Use IBM DevOps Services to automate builds and deployments, test execution, configure build scripts, and
automate execution of unit tests. Automatically build and deploy your application to IBM's cloud platfarm

The Standard plan charges by build minutes, per project, per month and by Applicatien Instance (Deployer), per project, per
¢ menth. This service is enly configured to yeur space, and is net bound to an application. All the applications in your space can
US South take advantage of this service, but it will not show as a service for your individual applications. ¥our Bluemix usage report will

not reflect your 60 free build minutes or your 2 free Application Instances (deployers)
VIEW DOCS

Bluemix.
Pick a plan Monthly prices shown are for country or region: United tes
Delivery Pipeline P D
) Plan Features Price
11712015
Service

dev -
App:

Leave unbound i

Standard -

CREATE

Figure 2-42 Delivery Pipeline: Click CREATE

The Delivery Pipeline is now added (Figure 2-43).

B .. Progess il Dot

B parva b ol b at | b e e Ve, ol Buta Chgiery=mes 1

Figure 2-43 Delivery Pipeline service was added

4. Click Back to Dashboard. Your space is updated to reflect the extra service that you

added (Figure 2-44).

Applications

+ Bluemix-Java-CachelLab

E@®

CREATE AN APP

Standard

Figure 2-44 The additional service was added

(@)

Delivery Pipeline-20

Because the Delivery Pipeline service is added, any time changes are committed to the
application, a trigger is issued to build and automatically deploy to Bluemix. You can then take

it further to define other target deployment environments.
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2.8 Task 8: Add a Monitoring and Analytics service

Complete the following steps to add a Monitoring and Analytics service to your application:
1. In the Bluemix Dashboard, click ADD A SERVICE.
2. Inthe search field, enter Monitoring. Then, click Monitoring and Analytics (Figure 2-45).

= Monitoring

Services & The building blocks of any great app

DevOps

From development o
e vy e ikt

Mondoring and Analybcs

Figure 2-45 Select Monitoring and Analytics

3. Select your application in the App field, and then click CREATE (Figure 2-46).

Gain the visibility and control you need over your application. Determine the response time your users see Space
understand the performance and availability of the application components, and leverage analytics to keep s
your application up and performing well.
App:
] « Effortless visibility « Innovate faster Bluemix-Java-CachelLab bluemi...
Manitoring and — " ’ — ” =
: Get the visibility you need without taking any Spend your valuable time innovating and
Analytics time or effort to leam or deploy yet another delivering value to your users, not chasing bugs
new tool. and performance issues.
%11.1'51.20'“- \TE + Diagnose problems 90% faster + Resolve problems with embedded analytics Free
o Quickly identify the root cause of application Intelligently search through logs and metric data
e problems with line of code diagnostics. to find the answers to your application CREATE
problems.
US South

Keep your app running
When your app is up. we can help you keep it
VIEW DOCS up. Reduce your maintenance costs while
improving availability.
E—mEEs 0 0 0 0 E=EEEEE [ese—— — |

“\/

Figure 2-46 Click CREATE
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4. On the Restage Application pop-up, click RESTAGE (Figure 2-47).

Your 'Bluemix-Java-CachelLab' app must be I'ES‘.:IQEU to use
the new ‘Monitering and Analytics-05' service. Restaging
makes this service available for use. Do you want to restage it

now?
= -

Figure 2-47 Restage Application

5. Click Bluemix Dashboard and then click the application you created to see the
application status (Figure 2-48).

Appacations

Biuamix-Java-Cachalab

— = =
- B, +
(NS ey

;

Vs TN

F o e}

{ oy }

o ‘-.?
Sl ) ,

Delivery Pipelse-20 Moniloring and Anahtics-05

Standand

Figure 2-48 Click the application you created

6. Wait until the application is restaged by looking at the Bluemix dashboard to see that the
APP HEALTH status indicates running (Figure 2-49).

APP HEALTH

&) Your app is running.

Figure 2-49 APP HEALTH changes to running
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7. Click the Routes link (Figure 2-50).

Bluemix-Java-CachelLab

Routes: bluemix-jay

Figure 2-50 Run your application
8. Add some fields to the page (Figure 2-51) with encryption and without encryption.

Tip: If you cannot see the page, remove the cached data from your browser because it
could be caching the old version of the application (Hi World).

Welcome to the on Bluemix!

This sample demonstrates how fo use the Java Native API to access the service.

Grid Operations:

Key: | A2 |

Value: | AAAA | ®IEncrypt

Put successfull.

B B T

Grid Entries:
Key Value
T Test1
T2 Test2
T2e JG+EmLciyXXrecgiVuiC==
T2e3 U G+EmLeiyXXrecgiVuivi==
Al valwTwhhnoPR/AwiS6B2bi0==

vShwTwhhnoPRAwWIS6B20iC==

Figure 2-51 Add some fields with encryption and without encryption
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2.8.1 View runtime statistics about the application

Because you added the Monitoring and Analytics service in the previous step, you now can
see how your application is behaving at run time:

1. Return to your Bluemix Dashboard. Click the Monitoring and Analytics Service. Three
tabs are displayed:

— Availability: Shows information about the availability of the application.
— Performance and Monitoring: Shows information about performance of the application.
— Log Analysis: Shows information about the application logs.

Figure 2-52 shows a sample from our current application.

@ Monitoring and Analytics-05

Awvailability

Application Availability
Awvailsbiity (%) 100

14:44 Jan 22
Time

Available . Unavailabke

Application Response Time

Average response time (ms): 465,47 | Averags download (KB 4,53

Miliseconds (ms)
Kilobytes (KB}

14:44 Jan 22
Time:

= REsponse time (M5} = Hilobytes downloaded (KB)

Monitored application route: hitp Divemx-java-cachea. my duemx. nel

Figure 2-52 Availability of the application

Chapter 2. Lab 1: Build a web application hosting architecture with Cloud Foundry 37



2. Click the Performance Monitoring tab to see the performance of the application
(Figure 2-53).

Tip: Your results might differ from what is shown here.

@ Monitoring and Analytics-05

Awailability Performance Monitoring
—.
(2
JWM CPU Usage Average Thread Pool Usage p
= 50
B . 40
g Z 2
E 14 g 2
e o
£ 2
o = i
14:48 Jan 22 14:48 Jan 27
Time: Time
Aclve {=F = |dle e
Java Heap Usage Garbage Collection Count and Duration
0 3,00
o _
= an ... £
= = s B oo =
4] = = e
= - : =] -]
E — N N ° 100 oo S
= 00 | e 5
- o
=
14:48 Jan 22 14:48 Jan 22
Time Time
=—=Heap used = Maximum heap ==GC duration [} GC count

Figure 2-53 Performance of the application
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3. Click the Log Analysis tab to see the logs related with the application (Figure 2-54).

@ Monitoring and Analytics-05

Availability Performance Monitoring Lol Analysis

bm_instidx { 1)
bm_appGUID (1}
source { 2 )
sequence ( 74 )
bm_appMame { 1}
_datasource (2 )
bm_instid ( 1)

- v v oy oo

" [01/22/15 20:50:50:554 +0000]

Log Events Granularity : minute Time Range : 01/22/2015, 20:39:00 - 01/22/2015

60
40
20

839PM BADFPM B41PM 8A2PM BA3PM SA44PM 645PM B46PM 847 PM BABPM BAGFM 850PM B851PM B52PM 853

J T —_—

__‘ 1to 74 of T4 results >

[01/22/15 20:50:50:600 +0000]

_datasource:liberty_message: 1421959167633, bm_instldx:0. loggerName:SystemOut, bm_appGUID:127448fa-056e-4101-b3as-2
severty:0, message:6, source:/nome/vcap/app/ liberty/usriservers/defaultServer../../../../_/logs/logdata, sequence:157, bm_appNa
bm_instld:9052b444d0cf4860857d659e33fcd9ch

[01/22/15 20:50:50:599 +0000]

_datasource:liberty_message: 1421959167633, bm_instldx:0. loggerName:SystemOut, bm_appGUID:127448fa-056e-4101-b3ag-2
severity:O, message:grid entries:[{"key" "T1", "value": "Test1"}, {"key" "T2", "value™ "Test2"}, {"key"™ "T2e", "value": "rU6+EmLciyX]
{"key": "A1", "value": "vSiw7whhnoPR/WISEB2biQ=="}, {"key" "A2", "value™ "vilw7whhnoPR/wi56B2biQ=="}], source:/home/vcap/a
bm_appName:Bluemix-Java-Cachelab, _writetime:01/22/15 20:52:07:946 +0000, bm_instid:9052b444d0cf4860857d659e337cdIg)

_datasource:liberty_message: 1421959167633, bm_instldx:0, loggerName:SystemOut, bm_appGUID:127448fa-056e-4101-b3ag-2
severity:O, message:Encrypt value ?=true, source:/home/vcap/app/ liberty/usr/servers/defaultServer/_./../../ ./ /logs/logdata, sequen
20:52:07:946 +0000. bm_instld:9052b444d0cf4860857d652e33fcd9ch

Figure 2-54 Logs related with the application

2.9 Try it

When you are ready to learn how to save your web application’s data in a database that is
running in Bluemix, you can complete Chapter 3, “Lab 2: Auto-scale, load-test, and monitor
your web application” on page 41.

Now that you are a “pro” at setting up a fast and highly reliable web application that runs on
the cloud, go to Bluemix and create your own web application.
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Lab 2: Auto-scale, load-test, and
monitor your web application

In Chapter 2, “Lab 1: Build a web application hosting architecture with Cloud Foundry” on
page 9, you created the application, bound a Data Cache service to it, and verified that it is
running.

In this chapter, you add some scaling capability to the application. In real-life situations,

web applications are often associated with business services that generate revenue for
organizations. A critical function is that such applications scale up to the demand when
needed. Also equally important is to have the application not consume too many resources
that are tied to this application in anticipation of peak demand. At times where demand is not
high, having the ability to free up resources that might have been tied to applications that are
not using them is useful. This Auto Scaling service will allow you to establish such behavior
through policies that you can customize for your application.

For this lab, complete the following tasks, and then get help if you still have questions:

3.1, “Task 1: Add an Auto-Scaling service to your application” on page 42
3.2, “Task 2: Create and modify Auto-scaling polices” on page 43

3.3, “Task 3: Add a Load Impact service and create an account” on page 45
3.4, “Task 4: Create a user scenario” on page 47

3.5, “Task 5: Create and run a test configuration” on page 48

3.6, “Task 6: View Load Impact test results and add graphs” on page 51
3.7, “Task 7: View Auto-Scaling metric statistics and history” on page 52
3.8, “Task 8: View Monitoring and Analytics performance” on page 55

3.9, “If you still have questions” on page 56

YyVVYyVYVYVYVYYVYYY

Note: These labs were documented to be as accurate as possible at the time of
publication. However, Bluemix is an actively evolving development platform, therefore
capabilities, services, and user interfaces do change. For the most recent and accurate
labs, see the following web page:

https://ibm.biz/bluemix_Tlabs
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3.1 Task 1: Add an Auto-Scaling service to your application

Prerequisite: Lab 1 (Chapter 2, “Lab 1: Build a web application hosting architecture with
Cloud Foundry” on page 9) is a prerequisite of this lab.

Complete the following steps:
1. Go to Bluemix Dashboard and click the Bluemix-Java-CacheLab application.
2. Click Add a Service and select the Auto-Scaling service (Figure 3-1).

App User Registry A ing Delivery Pipeline Monitoring and Analytics Track & Plan

| BETA

Figure 3-1 Select Auto-Scaling service

3. If you have multiple apps, select the Bluemix-Java-CacheLab app, and click CREATE

(Figure 3-2).
Add Service
The Auto-Scaling for Bluemix service enables you to automatically increase or decrease the compute Space
ag capacity of your application. The number of application instances are adjusted dynamically based on the i .
[c-e] Auto-Scaling policy you define
e « Dynamic scaling « Custom scaling policy cRowANOhCAcR. thowWehCach. . .
9 Automatically add or remove resources to Define policy on metrics of interest
match the current workload.
Selected Plan
PUBLISH DATE
11212015 « Metric statistics « Scaling history -
Visualize the current and historical values of Query the scaling activities based on status, res ‘ |
TYPE
Phinz performance metrics time and type.
US South
Pick a plan Monthly prices shown are for country or region: United States
Plan Features Price
v free Free
(i) isis the free senice plan for e Auto-Scaling sevice.

Figure 3-2 Click CREATE

4. If you see a pop-up message for Restage, click RESTAGE.

Your new Auto-Scaling service will now be created and bind to your application.
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3.2 Task 2: Create and modify Auto-scaling polices

With an Auto-scaling policy, you can create rules that determine when the Auto-Scaling
service will increase or decrease the number of instances of your application. In this task, you
create and modify rules for your Java Liberty application.

Complete the following steps:

1. Within your application, click the Auto-Scaling service.
2. Click CREATE AUTO-SCALING POLICY (Figure 3-3).

Policy Configuration

There is no policy defined for this application.

CREATE AUTO-SCALING POLICY

Figure 3-3 Create auto-scaling policy

3. Enter the parameters for the policy as follows:
a. Enter the name.
b. Enter minimum and maximum number of application instances:

¢ Minimum: If the number of the instances equals this value, the Auto-Scaling service
will not scale in the application any more.

* Maximum: If the number of the instances equals this value, the Auto-Scaling service
will not scale out the application any more.

c. Scroll to the Rule 1 section (Figure 3-4 on page 44) and make these changes:

i. Keep the Metric Type set to Memory.

i. Change Scale Out percentage to 30, and change Scale In to 15.

iii. Expand the Advanced Configurations section.

iv. Set Statistic Window to 30 seconds.

v. Set and value of 60 seconds for Breach Duration and both Cooldown periods. We
use these smaller time frames for testing later.

Note: These settings are much lower than in a typical production application. The

values used are low enough to ensure that the Auto-Scaling service properly scales
your application within a shorter test window during progression of this lab.
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Scaling Rule(s)

¥ Rule 1
Add 1 instance(s) if average Memory utilization exceeds 30% for 60 seconds.
Remove 1 instance(s) if average Memory utilization is below 15% for 60 seconds.

Metric Type: Memory v
Scale Qut: If average Memory utilization exceeds | 30 %%, then increase | 1 instance(s) ¥ .
Scale In: If average Memory utilization is below | 15 %, then decrease | 1 instance(s) v .

v Advanced Configurations

Statistic Window: Breach Duration:

30 | seconds (30~1800) [60 seconds (30~36000)
Cooldown period for scaling out: Cooldown period for scaling in:
(60 | seconds (30~3600) [60 | seconds (30~3600)

ADD ARULE

There are unsaved changes

Figure 3-4 Scaling Rules: Rule 1

4. Click ADD A RULE to specify another rule.

5. This time, for Rule 2 (Figure 3-5), set the Metric Type to CPU. Keep the other values as
they were for the previous rule, Rule 1.

Add 1 instance(s) if average CPU utilization exceeds 30% for 60 seconds.
Remove 1 instance(s) if average CPU utilization is below 15% for 60 seconds.

Metric Type: cPU v
Scale Out: If average CPU utilization exceeds | 30 %. then increase | 1 instance(s) ¥ .
Scale In: If average CPU utilization is below | 15 %, then decrease | 1 instance(s) ¥ /.

v Advanced Configurations

Statistic Window: Breach Duration:

[30 | seconds (30~1800) 60 | seconds (30~36000)
Cooldown period for scaling out: Cooldown period for scaling in:

[60 | secands (30~3600) 60 | seconds (30~3600)

ADD ARULE

There are unsaved changes.

Figure 3-5 Add a rule: Rule 2

6. Click SAVE to save your policy
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The two scaling rules are shown in Figure 3-6.

Scaling Rule(s)

Remove 1 instance(s) if average Memory utilization is below 15% for 60 seconds.

» Rule 2
Add 1 instance(s) if average CPU utilization exceeds 30% for 60 seconds.

Add 1 instance(s) if average Memory utilization exceeds 30% for 60 seconds

Remove 1 instance(s) if average CPU utilization is below 15% for 60 seconds.
ADD A RULE

v Scaling policy "DefaultPolicy” created! X

No unsaved changes

Figure 3-6 Save the auto-scaling policy definition

Your application can now automatically scale based on the policies you defined. The next task
shows the effects when you start load-testing the application.

3.3 Task 3: Add a Load Impact service and create an account

In the previous task, you incorporated the auto-scaling capabilities into your application. In
this task, you test that auto-scaling capability. To test, you must create some load tests to
stress the application so that the auto-scaling policies, created in the previous task can be
run. The Load Impact service is a third-party service that allows you to define the load and
stress tests and simulate significant loads on your application.

In this task, you add a Load Impact service and bind it to your application.

If you have a no-cost or trial account, the limit is four service instances. Up to now in the labs,
you have deployed four services (Data Cache, Delivery Pipeline, Monitoring and Analytics,
and Auto-Scaling). Therefore, to continue with the tasks in Lab 2 if you have a no-cost or trial
account, we suggest that you delete the Delivery Pipeline service from your dashboard.

To do so, select the settings icon in the top right of the Delivery Pipeline service pane
(Figure 3-7 on page 46) and click Delete Service. If you are prompted to restage your
application, click Restage and wait for your application to be redeployed before proceeding.
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': @ ] 1 Delete Service

Delivery Pipeline-1h Delivery Pipeline-1h

Flan. Standard Flan: Standard

Figure 3-7 Delete the Delivery Pipeline service from your dashboard

Complete the following steps to add a Load Impact service:

1. In the Bluemix dashboard, click the Bluemix-Java-CacheLab application. Click ADD A
SERVICE and select the Load Impact service (Figure 3-8).

DevOps
z::ru ffn :enl Irjprne nt to @egﬁa

App User Registry Auto-Scaling l)l—ll'\fLI";‘ Pipeline Monitoring and Analytics Track & Plan BlazeMeter
IBM BETA A B BM

Load impact Mew Relic

Figure 3-8 Select the Load Impact service

2. Click CREATE to create and bind the new service to your space (Figure 3-9). This service
instance can be used across multiple applications; unlike some other services, it is not
bound to a specific application. Accept the default values.

Worlds #1 load testing ool - trusted by over 120.000 developers and testers. Unlimited testing. on-demand
trom multiple geographic locations. Create sophisticated tests using our simple GUI or connect directly to

dev -
our platform via our AP
Pick a plan Monthly prices shown are for country or region ted State Leave unbound -
Load Impact P
Cé name.
Plan Features Price
Load Impact.14
121182014 v Free Max 250 concurrent users (VUs) per test Free
30 minutes per monin
Service
1 Free Free
VIEW DOCS

CREATE

Figure 3-9 Create and bind the new service to your application
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3. Open the Load Impact Dashboard.
4. Complete the registration (Figure 3-10) to create your Load Impact account:

a. Do not alter your name in the First name and Surname fields.
b. For proper test results, set the time zone and country.
c. Click Save and continue.

Complete registration

First name * Surmname *
Space S i s T, -
Comparty name Country *
United States ¥
Time zone

[UTC - 5] Eastern Standard Time v

) Send me occasional emaid updstes on new features,
optimization tips and info.

¥ | have read and accept the user agreament

Fleids marked with * are mandaady.

Save and continue

Figure 3-10 Complete registration

Your Bluemix space, containing your current application, is now tied to your new Load Impact
account.

3.4 Task 4: Create a user scenario

A Load Impact user scenario defines what actions a simulated user will take during the load
tests of your application. Load Impact has some auto-generated tests, but to achieve more
realistic tests for your application, creating your own tests is important. In this task, you add
your own user scenario to use in a load test in a later step.

Complete the following steps:

1. When you are logged in to your Load Impact account, navigate to User scenarios and
click Create user scenario (Figure 3-11). Here is where you define what actions your
simulated users will take during the Load Impact test.

My tests Test configurations Scheduled tests Account settings

.4 Create user scenario

Figure 3-11 User scenarios
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2. Create the scenario (Figure 3-12):

a. Provide a name for your user scenario.

b. Copy the test from Appendix A, “Sample test for the Load Impact scenario” on page 57.

c. Paste the test into the script box, as shown in the figure.

d. Because your web application uses a URL that differs from the URL in the script, you
must modify the WEBSITE_URL code setting variable to your own application’s
Bluemix URL.

URL ending: Be sure your URL does not end with a forward slash (/) character.

User scenario
Jeybluemix.net/ecaasfoperationsputikey=alvaluesi”, auto_decompress=true},

Web Cache Scenario rd eybluemix.net/ecaasPoperation=allikey=8value=", autc_decompress=true}

http.request_bateh({
TGETT, Thttp://my-w

Script generation: 7 i -web-cache. mybluemix. net/ecaasoperation=all8key=28value=1", auto_decompress=true},
8 {"GET", "http://my-web-cache.mybluemix.net/ecaas?operation=allikey=0value=", auto_decompress=true}

http:// 9 'h

¥ Only get obsects from target page 11 http.request_batch({
12 {"GET", “http://my-web-cache.mybluemix.net/ecaas?operation=putikey=bivalue=2", aute_decompress=true},
Auto-generate 1 {"GET", “http://my-web-cache.mybluemix.net/ecaas?operation=allikey=bivalue=2", auto_decompress=true}
12 H

Record session 16  http.request_batch({ . . )
17 {"GET", “http://my-web-cache.mybluemix.net/ecaasoperationsputikey=civalue=3", auto_decompress=true},
18 {"GET", “"http://my-web-cache.mybluemix.net/ecaas?operation=allikey=civalue=3", auto_decompress=true}

Nasscdas Fas Phaasan:

Figure 3-12 Copy and paste the test into the script box

3. Click Save to create your scenario.

The User Scenario we provided was created with the culmination of Load Impacts Chrome
recorder extension and some custom Lua scripting. For more information about generating
your own tests for other applications, see the Load Impact documentation:

» Load Impact Quick Start Guide:

http://support.loadimpact.com/knowledgebase/articles/302067-Toad-impact-quick-start
-guide

» Simulating realistic load using Load Impact:

http://support.loadimpact.com/knowledgebase/articles/265464-simulating-realistic-1o
ad-using-load-impact

» Lua Quick Start Guide:
http://support.loadimpact.com/knowledgebase/articles/174637-Tua-quick-start-guide

3.5 Task 5: Create and run a test configuration

A test configuration in Load Impact orchestrates how simulated users will act and behave
during a Load Impact test. Here you determine testing factors such as how many users will be
simulated, how long the test will run, the number of servers used, and which user scenarios
will be run throughout the test.

Complete the following steps:

1. Navigate to Test configurations and click Create test configuration (Figure 3-13 on
page 49) to start creating our Load Impact test.
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http://support.loadimpact.com/knowledgebase/articles/302067-load-impact-quick-start-guide
http://support.loadimpact.com/knowledgebase/articles/265464-simulating-realistic-load-using-load-impact
http://support.loadimpact.com/knowledgebase/articles/174637-lua-quick-start-guide

My tess User scenmrios: - Seheduled ests - Acoount Sethgs

o Create test configuration

Figure 3-13 Create test configuration

2. Provide a name for your test configuration, and specify the target URL for your application
(Figure 3-14).

Create test configuration

Test configuration name

Bluemix Web Cache Test 1

Target URL
http://my-web-cache.mybluemix.net/

Figure 3-14 Create test configuration parameters

3. Expand the Load test execution plan section (Figure 3-15). Increase the maximum
number of virtual users (VUs) to 80 over a duration of 5 minutes for a test that will stress
the application enough to generate more instances.

- Load test execution plan

Max VUs Duration (Min) Load schedul
oad sc ule
80| 5 100
& Add step
754
E 5
=
51
[
Booo

Time

Cefine Me 0ad st execulon pian. Duraton Is specited in minuies or each sep

Figure 3-15 Increase the number of Virtual Users
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4. Expand the User scenarios section (Figure 3-16). Set the User scenario field to the
scenario you just created. You can keep the Load zone default.

- User scenarios
Allocation % Load zone User scenario
100 % | Ashburn, US (Amazon) v Web Cache Scenario ¥ [l New userscenaro [ j View/Edt user scenario

Total: 100%

&) Add scenario

Detne Me l0ad Bsluser séenanos. ARoCaton mustadd up 10 100%

Figure 3-16 User scenarios

5. Scroll to and expand the Extra settings section (Figure 3-17) and complete these steps:

a. Select 3x in the Increase source IP(s) field.
b. Click Create test configuration and start test.
c. When prompted to confirm, click Run test.

- Extrasettings

Add extra IP addresses 7

Increase source IP(s) Ix v | for a total of 3 source IP(s)

Create test configuration and start test Create test configuration Cance

Figure 3-17 Click Create test configuration and start test

As your test runs, statistics are displayed throughout the duration of the test (Figure 3-18).
You delve further into test results in your next task.

Load zone data source Status Progress

Aggregated (World) v : - Ru nning, i -
Choose from which load zone to display data Ends in: 4m 2s
VUs active Connections active Bandwidth Data received Requests
16 62 68.2 Kbit/s 270.31 KiB 719 (23 req/s)
Total number of active virtual Number of open TCP Current throughput to target Total number of byles received Current number of requests per
users connections to target system system during test second

Figure 3-18 Test running
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3.6 Task 6: View Load Impact test results and add graphs

As the Load Impact test runs, data that is collected from load testing your application is
generated and saved. In this task, you access and view some of this information.

Complete the following steps:

1. Scroll through the Load Test page for the test you just started, and open the Charts
section (Figure 3-19). As Load Impact runs, it generates graphs for your test. The first
graph shows the number of active clients over time, and the user load time. You can see

whether the load time slows with the increased user load.

- Charts 7 Switch view i Add graph I Remove graph
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Figure 3-19 Graph for the test results

2. You can use the Add graph button to add more metrics to the same chart or to add more
charts in additional the default chart. For example, you can add test failure rates over time,

as shown in Figure 3-20 on page 52.

To do this, click Add graph, select the Create new table box (unless you want to add lines
to the default graph), provide a name for the new graph, and then click Create.
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Figure 3-20 Test failure rates over time

Load Impact however provides only some of the server monitoring tools at our disposal given
the services we have bound to our application. You will get more involved with these analysis
tools in the next tasks.

3.7 Task 7: View Auto-Scaling metric statistics and history

You can examine more closely, the effects of the test on your Auto-Scaling policy rules (set in
3.2, “Task 2: Create and modify Auto-scaling polices” on page 43). The metrics in this task
show how effectively your Auto-Scaling policy handled the heavy load of the Load Impact test.
Complete the following steps:

1. Return to the Bluemix Dashboard, and click an application.

2. Services are listed in the left navigation bar (Figure 3-21). Click Auto-Scaling.

SERVICES
Auto-Scaling
Data Cache

Monitoring and Analytics

Figure 3-21 Click Auto-Scaling
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3. Click the Metric Statistics tab to see graphs of usage statistics over time for your Bluemix

application. Scroll through to see all the graphs. If you set up any scaling rules for a
specific property, upper and lower threshold indicators show when your application will

create or remove additional instances.
Figure 3-22 shows the CPU metrics.

Metric Statistics

Select Application Instance: Average v

P PU

0.05 % A_o
Figure 3-22 Graphs of usage statistics
Figure 3-23 shows the memory metrics.
emo emory: 512MB
|Il_————————_———— l/,"__
—_—

~ 5

454.77 MB

Figure 3-23 Graphs of usage statistics
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4. If your application is stressed enough, you see that the scaling polices you defined will
take effect. Depending on the conditions, you see that the applications scale out and scale
in. To view the scaling history, click the Scaling History tab (Figure 3-24).

Yolicy Configuration Metric Statistics Scaling History

Past Week Past Month Custom Range  Scaling Status: Any n Scaling InfOut: | Any n Refresh

Instance number

Status Start Time Duration Event Description after scaling
Complasd SRS Sgewondest COUlzon OV U Qo nsce. 1
Grwed mAIE | oG DUmleee i
Competed  PRALZE eSS GOz Romor finsace.
L B el il
Faied 202005, gy riecongs  Memory usage exceds Z!ﬂ;’;‘yq! ot

Figure 3-24 Scaling service and Scaling History

5. As Auto-Scaling creates or removes instances of your application, you can see these
changes reflected through your apps page from the Bluemix dashboard (Figure 3-25).

INSTANCES: MEMORY QUOTA: AVAILABLE MEMORY: “
2 512 8 @

LIBERTY FOR JAVA™ There are unsaved changes

Figure 3-25 Auto-Scaling is creating or removing instances
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3.8 Task 8: View Monitoring and Analytics performance

The Monitoring and Analytics service provides Performance Monitoring resource metrics
about your Bluemix Java Liberty application. In this part of the service, you can identify
potential issues with your application at run time.

Complete the following steps:

1. Services are listed in the left navigation bar (Figure 3-26). Click Monitoring and
Analytics.

SERVICES
Auto-Scaling
Data Cache

Monitoring and Analytics

Figure 3-26 Click Monitoring and Analytics

2. Click the Performance Monitoring tab. Multiple graphs depict various performance
metrics (Figure 3-27 on page 56):

— JVM CPU Usage: Is useful for identifying any unusual spikes in CPU usage.

— Java Heap Usage: Shows how much heap memory your application is using and if it
falls within an acceptable range.

— Average Thread Pool Usage: You can also check your Bluemix application’s thread
pool usage to see whether it meets your expectations.

— Garbage Collection Count and Duration: You can monitor how often and how long your
application is running garbage collection and deduce what implications that might have
on performance.
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Performance Monitoring Log Analysis
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Figure 3-27 Performance Monitoring tab

3.9 If you still have questions

Get expert help in the Bluemix forum:

https://developer.ibm.com/answers/smart-spaces/12/blTuemix.htm1
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Sample test for the Load Impact
scenario

The code in this Appendix is used in the Load Impact user scenario (in Chapter 2, “Lab 1:
Build a web application hosting architecture with Cloud Foundry” on page 9). Although Load
Impact has some auto-generated tests, you can achieve more realistic tests for your
application by creating your own.

For this purpose, you need to copy and paste the test we provide here into the script box in
step 2 on page 48 (of “Task 4: Create a user scenario” on page 47).

© Copyright IBM Corp. 2015. All rights reserved. 57



Load Impact sample test

Example A-1 shows a Load Impact sample test. Because your web application uses a URL
that differs from the URL in the script, you must modify the WEBSITE_URL code setting
variable to your own application’s Bluemix URL.

URL ending: Be sure your URL does not end with a forward slash (/) character.

Example A-1 Load Impact sample test

-- Variable determines appropriate website URL to test.
-- EDIT this VARIABLE to test your application.

-- Ensure there is NOT a trailing slash at the end
Tocal WEBSITE URL = "http://replace-me.mybluemix.net"
-- User input we want to randomly generate

Tocal KEY1 = string.char(math.random(32, 126))

Tocal KEY2 = string.char(math.random(32, 126))

Tocal KEY3 = string.char(math.random(32, 126))

local VALl = math.random(1l, 31415926)

local VAL2 = math.random(1, 31415926)

local VAL3 = math.random(1, 31415926)

-- Send PUT request to the app with random Key-Value pair

http.request batch({

{"GET", WEBSITE URL .. "/ecaas?operation=put&key=" .. KEY1 .. "&value=" .. VALl

.. "&encrypt=false", auto_decompress=true}

})

-- Simulate cache refresh by fetching all values

http.request batch({

{"GET", WEBSITE URL .. "/ecaas?operation=all&key=" .. KEY1 .. "&value=" .. VALl

.. "&encrypt=false", auto_decompress=true}

})

-- Send second PUT request to the app with random Key-Value pair

http.request batch({

{"GET", WEBSITE URL .. "/ecaas?operation=put&key=" .. KEY2 .. "&value=" .. VAL2
. "&encrypt=false", auto_decompress=true},

{"GET", WEBSITE URL .. "/ecaas?operation=all&key=" .. KEY2 .. "&value=" .. VAL2

.. "&encrypt=false", auto_decompress=true}

})

http.request batch({

{"GET", WEBSITE URL .. "/ecaas?operation=put&key=" .. KEY3 .. "&value=" .. VAL3
. "&encrypt=false", auto_decompress=true},

{"GET", WEBSITE URL .. "/ecaas?operation=all&key=" .. KEY3 .. "&value=" .. VAL3

.. "&encrypt=false", auto_decompress=true}

})

-- Send GET request to fetch the Value from Key, then refresh the data cache

http.request batch({

{"GET", WEBSITE _URL .. "/ecaas?operation=get&key=" .. KEY1 .

"&value=&encrypt=false", auto_decompress=true},

{"GET", WEBSITE URL .. "/ecaas?operation=all&key=" .. KEY1 .. "&value=" .. VALl

.. "&encrypt=false", auto_decompress=true}

})

http.request batch({

{"GET", WEBSITE _URL .. "/ecaas?operation=get&key=" .. KEY2 .
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"&value=&encrypt=false", auto_decompress=true},

)

)

})

)

)

)

{"GET", WEBSITE_URL .. "/ecaas?operation=all&key=" .. KEY2 .. "&value=" .. VAL2
. "&encrypt=false", auto_decompress=true}

http.request_batch({

{"GET", WEBSITE_URL .. "/ecaas?operation=get&key=" .. KEY3 ..

"&value=&encrypt=false", auto_decompress=true},

{"GET", WEBSITE_URL .. "/ecaas?operation=all&key=" .. KEY3 .. "&value=" .. VAL3
. "&encrypt=false", auto_decompress=true}

-- Delete keys one through three, refreshing the cache after each request

http.request_batch({

{"GET", WEBSITE URL .. "/ecaas?operation=delete&key=" .. KEY1 ..

"&value=&encrypt=false", auto_decompress=true},

{"GET", WEBSITE URL .. "/ecaas?operation=all&key=&value=&encrypt=false",

auto_decompress=true},

{"GET", WEBSITE URL .. "/ecaas?operation=delete&key=" .. KEY2 ..

"&value=&encrypt=false", auto_decompress=true},

{"GET", WEBSITE URL .. "/ecaas?operation=all&key=&value=&encrypt=false",

auto_decompress=true},

{"GET", WEBSITE_URL .. "/ecaas?operation=delete&key=" .. KEY3 ..

"&value=&encrypt=false", auto_decompress=true},

{"GET", WEBSITE URL .. "/ecaas?operation=all&key=&value=&encrypt=false",

auto_decompress=true}

-- Send an ENCRYPTED PUT request to the app with the random Key-Value pair

http.request_batch({

{"GET", WEBSITE_URL .. "/ecaas?operation=put&key=" .. KEYl .. "&value=" .. VALl
. "&encrypt=true", auto_decompress=true},

{"GET", WEBSITE_URL .. "/ecaas?operation=all&key=" .. KEYl .. "&value=" .. VALl
. "&encrypt=true", auto_decompress=true}

http.request_batch({

{"GET", WEBSITE_URL .. "/ecaas?operation=put&key=" .. KEY2 .. "&value=" .. VAL2
. "&encrypt=true", auto_decompress=true},

{"GET", WEBSITE_URL .. "/ecaas?operation=all&key=" .. KEY2 .. "&value=" .. VAL2
. "&encrypt=true", auto_decompress=true}

http.request_batch({

{"GET", WEBSITE_URL .. "/ecaas?operation=put&key=" .. KEY3 .. "&value=" .. VAL3
. "&encrypt=true", auto_decompress=true},

{"GET", WEBSITE_URL .. "/ecaas?operation=all&key=" .. KEY3 .. "&value=" .. VAL3
. "&encrypt=true", auto_decompress=true}

-- Send GET request for ENCRYPTED Value from Key, then refresh the data cache

http.request_batch({

{"GET", WEBSITE_URL .. "/ecaas?operation=get&key=" .. KEY1 ..

"&value=&encrypt=true", auto_decompress=true},

{"GET", WEBSITE_URL .. "/ecaas?operation=all&key=" .. KEY1 ..

"&value=aJY1vAbJJA2tCx2HN8QoQA%3D%3D&encrypt=true", auto_decompress=true}

})
http.request_batch({
{"GET", WEBSITE_URL ..

"&value=&encrypt=true",

{"GET", WEBSITE_URL ..

"/ecaas?operation=get&key=" .. KEY2 ..
auto_decompress=true},
"/ecaas?operation=all&key=" .. KEY2 ..

Appendix A. Sample test for the Load Impact scenario
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"&value=3029aRTtQAPQBqluW7zSkg%3D%3D&encrypt=true", auto_decompress=true}

})
http.request_batch({

{"GET", WEBSITE_URL .. "/ecaas?operation=get&key=" .. KEY3 ..
"&value=&encrypt=true", auto_decompress=true},
{"GET", WEBSITE_URL .. "/ecaas?operation=all&key=" .. KEY3 ..

"&value=zQ7y%2Frb9pnRKfvxoPk%2B3cA%3D%3D&encrypt=true", auto_decompress=true}
})

-- Delete Keys one and two, leaving three. Refresh cache after each request
http.request_batch({

{"GET", WEBSITE URL .. "/ecaas?operation=delete&key=" .. KEY1 ..
"&value=&encrypt=true", auto_decompress=true},

{"GET", WEBSITE_URL .. "/ecaas?operation=all&key=&value=&encrypt=true",
auto_decompress=true},

{"GET", WEBSITE URL .. "/ecaas?operation=delete&key=" .. KEY2 ..
"&value=&encrypt=true", auto_decompress=true},

{"GET", WEBSITE_URL .. "/ecaas?operation=all&key=&value=&encrypt=true",
auto_decompress=true}

})

client.sleep(math.random(20,40))
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this paper.

IBM Redbooks

The following IBM Redbooks publications provide additional information about the topic in this
document. Note that some publications referenced in this list might be available in softcopy
only.

» Accelerate Development of New Enterprise Solutions for the Cloud with Codename
Bluemix, REDP-5011

» |BM Bluemix Architecture Series: Web Application Hosting on IBM Containers,
REDP-5181

You can search for, view, download or order these documents and other Redbooks,

Redpapers, Web Docs, draft and additional materials, at the following website:

ibm.com/redbooks

Online resources

These websites are also relevant as further information sources:
» Sign up for Bluemix:
https://bluemix.net/
» Bluemix documentation:
https://www.ng.bluemix.net/docs/#
» Cloud Standards Customer Council Resource Hub:

http://www.cloud-council.org/resource-hub.htm

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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