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Introduction

With the announcement of vSphere 6.0, VMware also officially released support for the
vSphere Virtual Volumes (VVOL) architecture. VVOL allows more efficient operations and
control of external storage resources, such as the IBM® XIV® storage system.

This IBM Redpaper publication provides a short overview of the VVOL architecture
implementation in XIV. The integration of VVOL with XIV is based on the VMware APlIs for
Storage Awareness (VASA). The IBM support for VASA is delivered as part of IBM Spectrum
Control.

This paper discusses the prerequisites and shows a step-by-step illustration on how to
practically set up XIV to support and use vSphere Virtual Volumes.

Introduction to vSphere Virtual Volumes

Before the availability of vSphere Virtual Volumes, a virtual machine (VM) in a VMware
environment would be presented a disk in the form of a file called a VMware disk (VMDK).
This file represented a physical disk to the VM and could then be accessed by the operating
system installed on the VM in the same way a physical volume on a regular server was. The
VMDK file was then placed onto a file system called VMFS (VMware file system) hosted by a
standard volume (LUN), for example implemented on external storage system such as XIV.

Although this design has the advantage of simplicity, it also imposes constraints and
limitations on the management of the VM data. Indeed, the Storage Administrator and the
VMware Administrator need to agree about the size and placement of volumes in the storage
array before the deployment of VMs. This approach presents scalability and granularity
issues, and cannot respond to the needs of businesses in a dynamic fashion. It also inhibits
using advanced storage system functions such as instant snapshots and replication, and
complicates backup solutions.

With the availability of the vSphere Virtual Volume technology, each VM disk can now be
mapped to an external storage volume (for example, an XIV volume).

Tip: With VVOL, the XIV Storage System becomes aware of individual VMDK files, and
data operations such as snapshot and replication can be performed directly by XIV, at the
VMDK level rather than the entire VMFS datastore.
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Figure 1 shows how VVOL changes the landscape of storage in a virtualized environment.
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Figure 1 VMFS datastore and VVOL paradigms

VVOL implementation in XIV
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The VVOL architecture maintains the concept of VMDK files and remains compatible with
data storage implementations already in place. However, under the VVOL technology that XIV
supports, each VMware VM disk can correspond to an XIV volume and can use the storage
functions that apply to an XIV volume, such as encryption, snapshot, and replication.

XIV uses VASA to present virtual volumes to the ESXi host and inform the VMware vCenter of
the availability of VVOL aware storage. Refer to Figure 2 on page 3.

Storage containers are configured on VASA by the storage administrator and are used to
manage VVOLs and storage resources. Storage containers represent a grouping of virtual
volumes attached to a VM. In the XIV implementation, VASA associates a storage container
with a single XIV pool and uses it to present the pool resources to vSphere.The storage
containers are characterized by storage services and combine storage capacity with a set of
attributes, such as encryption or provisioning type. The storage container is used as virtual
datastore to match the requirements of a specific VM and constitutes the basis of a Storage
Policy Based Management.

VASA uses the concept of an Administrative Logical Unit (ALU), which is the SCSI object,
essentially appearing as a LUN that redirects the SCSI stream to its underlying virtual
volumes. As such, VVOLs are not mapped directly to a host like regular volumes. Rather, they
are bound to a host through the ALU. The ALU is also known as the Protocol Endpoint LUN.
The Protocol Endpoint (PE) represents the access point from VM hosts to the storage
system, and allows the storage system to carry on storage-related tasks on behalf of the ESXi
hypervisor.
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To separate the management of regular storage pools in XIV from those managed through
VASA, they are grouped into separate XIV domains. The VASA provider must be assigned to
and control a single domain. Because that domain will not be directly managed by the storage
administrator, it is marked as an externally managed domain. A new user role, Storage
IntegrationAdmin, is introduced in XIV, and is required to perform specific operations on a
managed domain.

The VASA implementation that is provided by IBM is now packaged with IBM Spectrum
Control Base, formerly known as the IBM Storage Integration Server (Figure 2).

VMware vSphere Virtual Volumes and XIV Integration
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Figure 2 VVOL and XIV integration




VVOL concepts mapping in IBM Spectrum Control Base Edition

Figure 3 shows a detailed mapping of VMware Virtual Volumes concepts in IBM Spectrum
Control Base Edition and IBM XIV:

» A VMware virtual volume maps to an IBM XIV volume (or LUN)

» A VMware Storage Container maps to an IBM Spectrum Control Storage Resource

» VMware VVOL Datastore Capabilities map to an IBM Spectrum Control VVOL service
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Figure 3 VVOL Concepts mapping with IBM Spectrum Control Base Edition

Defining Virtual Volumes in XIV

This section provides a quick overview of the requirements and practical tasks to perform for

defining and using vSphere Virtual Volumes with XIV.

Prerequisites and configuration

The following software and specific versions are required:

» VMware vCenter 6.0 server installed
» ESXi6.0.0 server installed
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IBM Spectrum Control Base 2.0.0 installed. The Linux installation package can be
downloaded from IBM Fix Central at:

http://www.ibm.com/support/fixcentral/
Specify IBM Spectrum Control as the product.
ESXi managed by vCenter

The following configurations must be completed to connect the VMware infrastructure with an
IBM X1V through the VASA interface. To enable VVOL for this IBM XIV, complete these steps:

» Configure the XIV Storage System to create a managed domain for all VVOL resources
» Configure IBM Spectrum Control to connect to the XIV storage
» Configure VASA on both vCenter and IBM Spectrum Control

IBM XIV configuration

The following configuration steps need to be completed on the XIV Storage System:

1.

Create a domain that includes all XIV GUI elements involved in the VVOL infrastructure.
These tasks can be accomplished either through the XIV GUI, or by using the XCLI. This
example shows these configuration steps with the XIV GUI:

a. Create a managed domain to hosts VVOL-related XIV elements.
b. Create a user in this domain with the Storage Integration Administrator role.
c. Define the VMware ESXi hosts in this domain.

Make the created domain an externally managed domain. These required steps must be
completed in the IBM XCLI:

a. Enable metadata service for the IBM XIV.
b. Configure created domain to be a managed entity.
c. Create a XIV administrative logical unit for each VMware ESXi host

Create an IBM XIV domain for all VVOL components
The following steps need to be completed to create an IBM XIV domain:

1.

From the XIVGUI, log on as the storage administrator.

2. The storage components used as VVOL must be in an XIV managed domain, so an XIV

domain must be created:

a. From the XIV GUI main window, select Actions, then Create Domain as shown in
Figure 4.

av XIV Storage Management ‘ﬁ
Systems |M| View | Tools | He

A Al Systen

Add System
Create Domain

Figure 4 Calling create domain wizard
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b. The Create Domain wizard window pops up. Specify domain hard size and soft size,
making sure that the soft size is four times larger than hard size (if you are going to use
thin provisioning), and enter a domain name, as shown in Figure 5.

Create Domain ®
Capacity
Select System: XV 1310091 -
Properties Taotal Capacity: 124 810 GB
—
‘ :
System Allocated ) Systemn
Pools & Domains 48% f, Free: 40%
61,725 GB [ [ 61,036 GB
— —
Domain Hard Size: 516 GB
Domain Soft Size: 2048 GB
Remaining Soft Capacity: 63,084 GB
Domain Name: * :itso_wol_d|

Figure 5 Filling capacity tab when creating domain

c. Inthe Properties tab, specify at least Max. Pools as 3, as shown in Figure 6. This
minimum is required because whenever a VVOL is created by IBM Spectrum Control,
three pools are created:

i. Meta Pool: Holds VMware virtual machine-related management metadata
ii. Thick Pool: For thick provisioning
iii. Thin Pool: For thin provisioning

Specify the other parameters according to your needs, then click Create.

Create Domain
Capacity
Max. Pools: & .3|
. Available: 218 Suggested: 1
Properties "
Max. Volumes: 81

Figure 6 Specifying at least three pools in the domain

3. An XIVGUI user with Storage Integration Administrator role must be created and
associated with this domain. Complete these steps:

a. Click the Padlock icon, then select Users, as shown in Figure 7.

Figure 7 Opening the user management page
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b. In the user window that opens, click Add User as shown in Figure 8.

Systems | Actions | View | Tools | Help | 0% = &0 &, AddUser & Add Usg

A Al Systems (6) > TS0 Group (3) > @EIEEILZE® ~ Users ~ 0| adduser

Figure 8 Calling Add User wizard

c. The Add User wizard window is displayed. Enter the name of the domain previously
created, and the category Storage Integration Administrator, as shown in Figure 9,

and then click Add.

Add User

System:
Domain:
Name:

New Password (6-12):

Category:
User Group:
Email Address:

Phone Number:

Retype New Password:

X 1310081 wf
itso_vvol d -
& itso_wal_u
*
Ll L Ll ]l
*
(XTI L 1L ]])
fsturage Integration Administrator -|
Hone -

Figure 9 Filling user properties

4. The VMware ESXi hosts featuring VVOL need to be defined in the newly created domain.
Compilete the following steps for each of these hosts:

a. Click the Hosts icon, then select Host and Clusters, as shown in Figure 10.

osts Connectivity ]
{ Volumes by Hosts )
[ 1SCSI Connectivity )

Hosts and Clusters

i

Hosts and Clusters

QoS Performance Class !

Figure 10 Launch Host and Clusters page



b. The Hosts and Clusters page opens. Click Add Host as shown in Figure 11.

Systems | Actions | View | Tools | Help | 0% = @) ! Add Host 'ﬁﬁ,ndd

A Al Systems (6) > ITSO Group 3) > @ELEGLGEP =~ Hosisand Clusi pdd Host

Figure 11 Starting the Add Host wizard

c. The Add Host wizard window opens. Specify the previously created domain name, as
shown in Figure 12, and click Add.

Add Host X
System: XV 1310091 -
Domain: tso_wvol_d -
Cluster: Standalone Hosts -

* [
Name: Mivex123
Type: default -
CHAP Name:

CHAP Secret:

B i |

Figure 12 Filling Add Host wizard

5. The newly created hosts now need to be mapped to the corresponding Fibre Channel
ports. For this purpose, complete the following steps for each ESXi host:

a. From the Hosts and Clusters page, right-click the newly created host and select Add
Port, as shown in Figure 13.

@ xivexisz default

Edit
Delete

Create a Cluster with Selected Hosts

Add Port

Figure 13 Starting the Add Port wizard
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b. Search for the ESXi host port name in the drop-down list and click Add, as shown in
Figure 14. Repeat this step for each ESXi port.

Add Port
System: XN 1310081 -
Host Name: Xivex152
Port Type: FC -
Port Name: Bl 1 0000030FA1741D4 -

Figure 14 Adding a port to a host

Tip: To retrieve the ESXi port names, issue the following command from an SSH
session to your host:

[root@xivcx123:™~] esxcli storage san fc Tlist | grep "Port Name"
Port Name: 10:00:00:90:fa:17:41:d4
Port Name: 10:00:00:90:fa:17:41:d5

You can also retrieve the ESXi FC ports from the vSphere management.

c. Your added ports then appear in the Host and Clusters window as shown in

Figure 15.

J xivextsz default
[&&] 10000090FA1741D4 FC
&&| 10000090FA174105 FC

Figure 15 Fibre Channel port defined on a host

Make new domain a managed domain
The following steps need to be completed to make a new domain:

1. Log on to your XCLI as user admin. Enable metadata service using the command shown in
Example 1.

Example 1 Enabling metadata service

XIV 1310091>>metadata_service_enable
Command executed successfully.




2. Log on to the XCLI with the user (Storage Integration role) you created at step c on page 7

and complete the following steps:
a. Configure the domain that was created at step b on page 6 to be managed, using the

command shown in Example 2.

Example 2 Configure domain to be managed

XIV 1310091>>domain_manage domain=itso_vvol_d managed=yes
Command executed successfully.

. Create a administrative logical unit for each VMware ESXi host using the command

shown in Example 3 with the following parameters:

alu A name for this administrative logical unit
host The ESXi host as defined in IBMXIV by step ¢ on page 8
lun Any unigque number between 512 and 755

Example 3 Creating administrative logical unit

XIV 1310091>>alu_create alu=itso vvol a host=xivcx123 Tun=600
Command executed successfully.

IBM Spectrum Control configuration

After the XIV Storage System has been configured, it needs to be known to IBM Spectrum
Control. The following are the high-level steps needed to do this:

>

First-time IBM Spectrum Control configuration
— Define the IBM Spectrum Control fully qualified domain name and high availability

group

— Generate a server certificate

Set up VASA credentials

Set up XIV credentials

Add the XIV Storage System

Create a storage space for this XIV in Spectrum Control
Add a VVOL-enabled service for this storage space

Define a storage resource with this VVOL-enabled service

A detailed description of these steps follows:

1.

Log in to IBM Spectrum Control Web Interface:
http://I1BM_Spectrum_Control_IP_address:8443
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2. Enter the default login credentials, which are user admin and password adminadmin, as
shown in Figure 16.

Welcome to IBM Spectrum Control IEM

Uger Marme

Paszward

Licensed Materials - Property of IEM corparation and ather{s). IBM

in the United States,

is registered trademark of IEM compao

ather countries, or both.

Figure 16 Log in to the IBM Spectrum Control user interface

3. If needed, complete these first-time configuration steps:

a. To configure IBM Spectrum Control fully qualified domain name, click the configuration
icon, then select SETTINGS as shown in Figure 17.

SETTINGS

STORAGE CREDENTIALS

Figure 17 Opening the general settings form

b. Complete the general settings form as shown in Figure 18 on page 12, with the
following parameters:

FDQN Fully domain qualified name of IBM Spectrum Control server
HA GROUP High Availability group containing this IBM Spectrum Control
server

The first defined IBM Spectrum Control server within a HA group is the active server,
whereas the second one is the standby one.

For more information about IBM Spectrum Control high availability feature, see the IBM
Spectrum Control Base User Guide, which is provided when you download IBM
Spectrum Control Base from IBM Fix Central (see “Prerequisites and configuration” on
page 4).
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GENERAL SETTINGS

FQDN xivex152 tuc.stglabs.ib

HA GROUP default_ha_group

CANCEL APPLY

Figure 18 Filling general settings form

c. To verify whether a certificate needs to be generated for this IBM Spectrum Control
server, click the Configuration icon, then on SERVER CERTIFICATE, as shown in
Figure 19.

SETTINGS
STORAGE CREDENTIALS
VASA CREDENTIALS

<SERVEF-2 CERTIFICATE)

Figure 19 Launching server certificate form

d. A certificate similar to the one shown in Figure 20 on page 13 should already be
existing and be valid at the date of your configuration.

In any case, it is required to regenerate the certificate, so that the FDQN previously
generated is integrated in the certificate. Complete the fields on the form and click
Generate, as shown in Figure 20 on page 13.

After the certificate is generated, log out of IBM Spectrum Control GUI and log in again
to allow IBM Spectrum Control server to complete the certificate generation.

12 IBM Spectrum Control Base: Enabling VMware Virtual Volumes with IBM XIV Storage System



SERVER CERTIFICATE

Certificate: 17396288995280730000
ssued to: MN/A

Walid frorm: 2015-03-12 18:46:09
Walid tor 2025-03-09 18:46:09

Common name: N/A
Host name: NSA

CHANGE CERTIFICATE

@ Generate @ Upload files

Hostname | xivex 52.tuc.stglab5.ibm.cor|

Common Name | ITSD |

IP Address [911.228109 |

Validity (Years) |1 |

CAMCEL GENERATE

Figure 20 Generating server certificate

4. Complete the following steps to configure VASA credentials:

a. Click the Configuration icon, then select VASA CREDENTIALS to set up the VASA
credentials in IBM Spectrum Control as shown in Figure 21.

SETTINGS
STORAGE CREDENTIALS

CVASA CREDENTIALS)

Figure 21 Calling VASA credentials form
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b. The VASA credentials form opens. Create the credentials that you want, as illustrated
in Figure 22. Those are the credentials to be used at vCenter

VASA CREDENTIALS

Username | itso_vASA |
Pazswaord | ssssseee |
Confirm Password | esssssse |

CANCEL APPLY

Figure 22 Creating VASA credentials

5. Perform the following steps to configure your XIV credentials in IBM Spectrum Control:

a. Click the Configuration icon, then select STORAGE CREDENTIALS as shown in
Figure 23 to call the storage credentials form.

SETTINGS

(STDRAGE CREDENTIALS)
VASA CREDENTIALS
SERVER CERTIFICATE

Figure 23 Calling the storage credentials form

b. Set storage credentials, which should be common to all the storage devices that will be
connected to your IBM Spectrum Control server, and in particular your IBM X1V, as
shown in Figure 24.

STORAGE CREDENTIALS

USER NAME | itso_vvol_u |

PASSWORD | sssssees |

| Directory account
CAMCEL APPLY

Figure 24 Providing IBM X1V credentials to IBM Spectrum Control
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6. Complete the following steps to add your IBM XIV to IBM Spectrum Control:

a. Click the Plus icon next to the ARRAYS pane to add your XIV to the IBM Spectrum
Control, as shown in Figure 25.

SO

igure 25 Calling the A New Array form

b. Complete the Add New Array form with your XIV IP address or host name as shown in
Figure 26.

Add New Array

IP/Hostnarne

| xi\fcallosatuc.5tg|abs.it|

Type

[ xiv v |

CAMNCEL ADD

Figure 26 Adding your IBM XIV

c. After the XIV address is given, the XIV system is displayed as depicted in Figure 27.

Note that the Free size shown in Figure 27 corresponds to the size that was defined in
step b on page 6.

XV 1310097

Figure 27 Displaying your IBM XIV
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d. You can optionally click the icon shown in Figure 28 to display the XIV properties.

ARRAYS

7

Figure 28 Opening XIV properties

The XIV properties window is displayed as shown in Figure 29. Note that no service is
defined yet, which is the object of the following steps.

ARRAY SETTINGS

Marne XV 1310097
Hostname xivcalIosE.tuc.sthabs.iI|
Type X

REMOVE CLOSE APPLY

ADD NEW RESOURCE

Service < >

Dornain | itso_domain v |

7-480GE

Na service iz selected

Figure 29 Showing XIV properties

7. Within IBM Spectrum Control server, a virtual storage is defined with a storage service and
a storage space. Therefore, you must first define a storage space. For that purpose,
complete the following steps:

a. Click the Configuration icon, then click Add new Space to add a storage space to
your IBM Spectrum Control, as shown in Figure 30.

Default Space

| Default Space
test

Figure 30 Calling the Add New Space form
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b. Provide a name for your new storage space and click APPLY as shown in Figure 31.

NEW SPACE
Space Narme | itso_wol_s
Description space created for VWOL|

CANCEL APPLY

Figure 31 Adding a storage space

IBM Spectrum Control GUI automatically brings you to this newly created storage space.

. Now that storage space is defined, a storage service must be configured. A storage

service is the combination of storage resources and associated user-defined policies,

such as encryption and mirroring. Complete the following steps to add a VVOL-enabled

service to the newly created storage space:

a. From your newly created storage space, click the Plus icon next to the service pane, as
shown in Figure 32.

itso_vvol_s Services

Figure 32 Calling the Add New Service form

17



a. The NEW SERVICE form is displayed. Complete it as shown in Figure 33. Specify
features fulfilled by this service according to your needs. Do not forget to select VVOL
Service.

NEW SERVICE

MName itso_wwol_sce

Description

[+ Autormatic resource adjustrment

Over-Provisioning %

Snapshot %
Encryption

@ Any

© Yes

@ No

Space Efficiency Support

© Any
® Thin pravisioning
@ Thick provisioning

@VO L Service

CANCEL APPLY

Figure 33 Adding a VVOL-enabled service

b. The service now appears in your newly created space, as shown in Figure 34.

itso_vvol_s Services

itso_vvol_sce
Allocated 0GIB
{Used D%)

Figure 34 New VVOL service added
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9. Perform the following steps to add a storage resource for this newly created
VVOL-enabled service:

a. Click the service that you want to use for the resource to be created, as shown in
Figure 35 (the circle is darker after you select it).

itso_vvol_s

Figure 35 Clicking the chosen service for the resource to be created

b. Click the Properties link on the Array (IBM XIV Storage Array attached) as shown in
Figure 36.

XIV 1310097

Figure 36 Clicking the Array Properties icon
c. Enter the appropriate details to attach a new storage resource.

Note: Wait a few seconds for the VVOL service to be activated on the storage array
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As shown in Figure 37, the selected service is now displayed. Enter the appropriate
size for your resource, then click Add.

ARRAY SETTINGS

Marne XV 1310097
Hostname ®ivcallos? .tuc.stglabs.il|
Type X

REMOVE ELOSE APPLY

ADD NEW RESOURCE

Service itso_vvol_sce

Dornain [ itso_wvol_d - |
1 -480 GIE
e ) —
ADD

Figure 37 Adding a resource

d. The created storage resource now appears in the array, as shown in Figure 38.

X1V 1310097

Figure 38 Created resource

The associated service also shows that it is now used, as shown in Figure 39.

itso_vvol_s

Figure 39 Service now shows used

20 IBM Spectrum Control Base: Enabling VMware Virtual Volumes with IBM XIV Storage System



10.In the XIV GUI, as admin user, you can now see the associated pools for this storage

resource:
a. Click the Pools icon, then select Storage Pools as shown in Figure 40.

umes by Pools )

Figure 40 Opening the Storage Pools window

b. Three pools have been created for this storage resource, pertaining to the same pool

group, as shown in Figure 41.

0GB Hard
— %
4: itso_vwvol_sce_gp_4155_meta 2 ™ itso_vvol_sce_gp_4155
— ‘ s
0GB Volumes allocated 0 G5B Soft
17 GB Hard
— -
itso_vvol_sce_gp_4I55_thick 1 3 itso_vvol_sce_gp_4155
— %
0 5B Volumes allocated 17 GB 17 G5B Soft
51 GB Hard
= ) T &
&57  itso_wol_sce_gp_4I55_thin £ i itso_vvol_sce_gp_4155
17 GB B6 GB Soft

Figure 41 Pool groups that are associated to created storage resource

These three pools are within the same pool group:

Meta Pool Holds VMware virtual machine-related management metadata
Thick Pool For thick provisioning
Thin Pool For thin provisioning

VMware vCenter and IBM Spectrum Control configuration

After both XIV and IBM Spectrum Control have been configured, IBM Spectrum Control can

make vCenter aware of the XIV system. To do so, complete the following high-level steps:
» Register IBM Spectrum Control as VASA storage provider in your VMware vCenter.

» Register your vCenter in IBM Spectrum Control server.
» Attach your IBM Spectrum Control configured services to your vCenter.

» After all of the above steps are complete, the storage resources configured by IBM
Spectrum Control in step 8 on page 17 are seen by VMware vCenter as storage
containers. Therefore, you can now configure VVOL datastores in vCenter.

» You can then define VVOL datastores with associated VMware storage policies.

These steps are detailed below.
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Register IBM Spectrum Control in vCenter
To register IBM Spectrum Control in VMware vCenter, complete these steps:

1.

Go to the vCenter Web Interface, and log in as an administrative user. Click Home —
Hosts and Clusters, click the vCenter server, and then select the Manage tab and the
Storage Providers tab. Doing so displays the storage provider page as shown in Figure 42.

Navigator X _,J stgbladeh23.tuc.stglabs.ibm.com Actions =

4 Home ] LO)] Getfting Started  Summary  Monitor | Manage | Related Objects

‘s | B 8 @

< [®) stgbladeh23 tuc.stglabs.ib...

| Settings | Scheduled Tasks | Alarm Definitions | Tags | Permissions | Sessions | Storage Providers |

4 Datacenter Storage Providers
@ B Group by: | Storage provider |+ |
Storage Provider/Storage System Status Active/Standby Priority URL

This listis empty.

Figure 42 Displaying storage provider vCenter page

Click the + icon. The New Storage Provider window shown in Figure 43 is displayed.
Complete the fields as follows (notice the use the VASA 2.0 URL):

Name Any name describing your IBM Spectrum Control server
URL https://IBM_Spectrum_Control_IP_address:8443/services/vasa
User name The same user name as defined in Figure 43
Password The same password as defined in Figure 43
| stgbladeh23.tuc.stglabs.ibm.com - New Storage Provider 2,
Mame: |ITSO_Spectrum_Control_VASAE |
URL: |https:a's‘xivu::<152.tuc.stgIabs.ibm.u:c:m:Sd-d-Ea’sewiu:esNasa |
User name: |itso_VASA |
Password: I******** |

[]Use storage provider certificate

Figure 43 Filling new storage provider vCenter form

3. vCenter starts its registration process as shown in Figure 44.

Reqgistering...

Figure 44 vCenter registering storage provider
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4. Then, vCenter asks you to verify the IBM Spectrum Control security certificate, as shown
in Figure 45. Click Yes to proceed.

Security Alert

Unable to verify the authenticity of the specified host.
The SHA1 thumbprint of the cedificate is:

24 DBE0EAS4:BATDFATO10:EEAAFD.EF05:BA 2E:45:69:
55

IssuerCN=xivcx152-sc
Subject: CM=xivcx152-sc
L Valid from:Thursday, February 19, 2015 4:58:26 PM
Valid to:Sunday, February 16, 2025 4.58.26 PM
Do you wish to proceed connecting anyway?

Choose "Yes" if you trustthe host. The above information will
be remembered until the hostis remaoved from the inventory.

Choose "Mo” to abort connecting to the host at this time.

Yes
Figure 45 Requesting that the IBM Spectrum Control certificate be trusted

5. The IBM Spectrum Control storage provider now displays in vCenter as shown in
Figure 46.

+ B G
Storage Providen'Storage System Status Active/Standby | Priority | URL 14
ITS0_Spectrum_Control_W Onli... - - https iivox152 tuc stglabs.ibm.com: 844 3/senicesivasa
N 42340004 454 nlinot At E

Figure 46 Registered IBM Spectrum Control server

You can verify that IBM Spectrum Control indeed accepted vCenter registry by going to
the IBM Spectrum Control GUI Settings, and clicking TRUSTED CERTIFICATES, as
shown in Figure 47.

SETTINGS

STORAGE CREDENTIALS
VASA CREDENTIALS
SERVER CERTIFICATE

(TRUSTED CERTIFICATES)

Figure 47 Calling trusted certificate window

The window should show the vCenter trusted certificate, as shown in Figure 48.

RUSTED CERTIFICATES

Serial number Expiration date

stgbladeh23 tuc stglabsi..  JCN=CA/DC=vsphere/DC.. 0.07 2025-02-13 02:58:4

Figure 48 vCenter trusted certificate
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Configure a VMware VVOL datastore
The following steps need to be completed to configure a VMware VVOL datastore:

1. From the vCenter Web Interface storage view, click New Datastore, as shown in
Figure 49.

(5] stgbladeh23.tuc.stglabs.ibm.com
[fg Datacenter
E Datastore 1

Actions - Datacenter
Add Host..

[ datastore1
U Mew Cluster...
Mew Folder ¥
Distributed Switch 4
Mew Virtual Machine ¥

B8] Mew vApp from Library...
#@ Deploy OVF Template...

(¥ & New Datastore...

Figure 49 Starting the VMware new datastore wizard

On the Location tab, select your location and click Next.
On the Type tab, select VVOL and click Next, as shown in Figure 50.

[F3 Mew Datastore

' 1 Location Type
¥l 2 Type (_) VMFS
3 Name and container Create a VMFS datastore on a disk/LUN.
selection
) NFS

4 Select hosts accessibility
Create an MF2 datastore on an NFS share over the network.

5 Ready to complete
(+) VWOL

Create a Virtual Yolumes datastore on a storage container connected to a storage provider

Figure 50 Selecting VVOL datastore type

4. On the Name and container selection tab, select the storage container of your choice for
this VVOL datastore, as shown in Figure 51, and click Next. You can recognize the
storage space that you defined in Spectrum Control Base in item b on page 17. This
storage space can contain different services with different capabilities.

3 New Datastore

# 1 Location Datastore name: |Datastore

W 2 Type

g - Name and container Backing Storage Container
selection

4 Select hosts accessibility

Name dentifier Maximum Disk Size | Existing Datastore

5 Ready to complete
(itso_wol_s) wolaf04cdadbb1d4659-03a006f37ab6clec  146.43TB -

Figure 51 Selecting the storage container

5. On the Select hosts accessibility tab, select the host of your choice and click Next.
6. The Ready to complete tab is displayed. Click Finish to begin creating the datastore.
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7. Click the created datastore, which should display its properties as shown in Figure 52.

8.

v_,Jstgbladeh23.tuc.stglabs.ibm.com

SEMNgS | AErT DeTmmons | Tags | FPEMMISSI0NS | SCNeEdUIET Tasks | FIES |

+ [ Datacenter
E Datastore 1
[ datastore1

A

= VWOL_Datastore

Default Storage Policy

Polis WolNoReguiremens Polcy

Capability sets

Default profiles Properties

Connectivity with Hosts MName

Protocol Endpoints Type wWoL
Capacity

» Capacity 15.29 GB free out of 47.34 GB

Backing Storage Container

Name
uuiD
Storage array(s)

Storage provider(s)

WWOL_Datastore

itso_wol_s
wol:afl4cd4ad6b1d4659-b3a006f37abbclec
XV 1310091
ITS0_Spectrum_Control_VASAZ

Figure 52 Created VVOL datastore settings

If you click Capabilities sets, the services and capabilities configured at the IBM
Spectrum Control Base server level in item 8 on page 17 are displayed, as shown in
Figure 53.

E datastore1
= VWOL_Datastore

General Merme

capoity st

Default profiles
Connectivity with Hosts

Protocol Endpoints

itso_vvol_sce - Capabilities

Encryption Disabled

Figure 53 Showing VVOL datastore capabilities

Defining VMware storage policies
Complete the following steps to define the VMware storage policies:

1.

From the vSphere Web Client Home, click Policies and Profiles — VM Storage Policies.

2. Click the icon that is circled in Figure 54 to create a virtual machine storage policy.

7 € 70 | @ Adions +

Mame

T

Create a new VM storage policy

Mesrrint

Figure 54 Create VM storage policy icon

3. Provide a name for your policy, and click Next twice.
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4. On the 2a Rule-set 1 tab, complete the wizard as shown in Figure 55.

F& Create New VM Storage Policy
i 1 Name and description Rule-Set 1
Select rules specific for a datastore type. Rules can be based on data senvices provided by datastore or based on tags.
i 2 Rule-Sets The VM storage policy will match datastores that satisfy all the rules in atleast one of the rule-sets
23 Rule-Set1
3 Storage compatibility Rules based on data services | com.ibm.storageprofile.policy |+ |
4 Ready to complete Encryption @& | Disabled | | e
| =Add rule= izl

Figure 55 Defining one rule

Repeat the above steps for all of the rules that you need.

Verify on the storage compatibility that the defined rule set corresponds to the VVOL
datastore you expect, as shown in Figure 56.

Create New VM Storage Policy

Storage compatibility
As defined, this VM storage policy is compatible with the following storage:

W 1 Name and description
M 2 Rule-Sets
M 23 Rule-Set1 e

+ 4 Ready to complete Compatible 47.34 GB 0o00B 47.34 GB 0ooB
Incompatible 1817TB 0.00B 0.00B 1817TB

Compatible storage

EE
Mame Datscenter Type Free Space Capacity
B WOL_Datastore Datacenter WWOL 1529 GB 4734 CGB

Sl 3 Storage compatibility Storage Compatibility Total Capacity Wirtual SAN Capacity Virtual Volumes Cap... VMFS Capacit

Figure 56 Verifying storage compatibility

7. Click Next and then Finish; Your policy is created, as shown in Figure 57.

B | & G 7 | {hActons -

Name Description Ve

E‘ﬁ Virtual SAM Default Storage .. | Storage policy used as defaultf.. ! stgbladeh23.tuc.stglabs.ibm.com
Fﬁ Vol No Requirements Policy | Allow the datastore to determine. .. _,J stgbladeh23 tuc.stglabs ibm.com

E5 itso_wol_bronze (5] stgbladeh23.tuc.stglabs.ibm.com

Figure 57 created VM storage policy
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8. Whenever you are ready to create a VMware virtual machine, you are now able to select a
VM storage policy that will take you to the VVOL datastore fulfilling that policy, as shown in
Figure 58.

77( New Virtual Machine)

1 Select creation type

Select storage

Select the datastare in which to store the configuration and disk files
4 1a Select a creation type

2 Edit settings C\-‘T-;'l Storage Palicy: itso_wol_bron@ -~ | @
v 2a Select a name and folder ;

The following datastores are accessible from the destination resource ti
b 2b Select a compute resource virtual machine configuration files and all of the virtual disks.

2c Select storage MName Capacity Provisicned
2d Select compatibility Compatible
Ze Selecta guest 0% £ WWOL_Datastore 47.24 GB 32.05GB
2f Customize hardware bbb

B3 Datastore 1 931.25GB 977.00 MB

3 Ready to complete

B datastore 924.00 GB 977.00 MB

Figure 58 Selecting appropriate storage when creating a VMware virtual machine
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