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Preface

This IBM® Redpaper™ publication describes how to implement a cloud-based solution with
IBM FlashSystem™ V840 in a VMware and IBM Storage Integration Server environment. It
walks the reader through planning, setup, configuration, and operations. It also provides tips
for implementing FlashSystem V840 in a VMware environment by using IBM Storage
Integration Server and VMware tools for optimizing and provisioning V840 storage.

The chapters cover the following topics:

FlashSystem V840 integration with VMware and IBM Storage Integration Server concepts
The value that IBM Storage Integration Server brings to business

Default installation and configuration of IBM Storage Integration Server

Stability and functions in a lab environment created by using these tools

vyvyyy

This paper is for presales and post-sales technical support professionals and storage
administrators and for anyone who wants to understand and learn how to implement
FlashSystem V840 and VMware as a cloud-based solution.
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Introduction and concepts

This chapter provides a reference for implementing IBM FlashSystem V840 storage with
VMware and the IBM Storage Integration Server software. It covers the following topics:

v

1.1, “Value of this solution” on page 2

1.2, “FlashSystem V840, VMware, and Storage Integration Server” on page 2
1.3, “Assumptions for use cases in this paper” on page 4

1.4, “Component overview” on page 5

vvyy

If the configuration that you want is not available for selection on the IBM System Storage®
Interoperation Center (SSIC) web page, submit a Solution for Compliance in a Regulated
Environment (SCORE) to IBM, requesting approval. Another name for this procedure is
submitting an RPQ (Request for Price Quotation).

Note: To submit a SCORE or RPQ, contact your IBM Sales Representative.

© Copyright IBM Corp. 2015. All rights reserved.



1.1 Value of this solution

The advanced storage services technology of virtualization is transforming organizations.
Current storage capacity, performance, and independent software vendor (ISV) integration
requirements are growing faster than ever, while infrastructure budgets are shrinking in the
same proportion.

IBM FlashSystem V840 storage addresses business performance and capacity requirements,
but a viable ISV integration that is needed by a software-defined environment (SDE) remains
a challenge. The IBM Storage Integration Server addresses this requirement by bringing
automation, elasticity, storage as a service capabilities, and operations management for
storage management.

The Storage Integration Server provides the capability of an IBM disk array to be
automatically orchestrated and monitored in a cloud environment (currently VMware only).

For more information about supported cloud interfaces, see “Supported storage systems” in
the IBM XIV Storage System section of the IBM Knowledge Center:

http://ibm.co/1z0xaD5

1.2 FlashSystem V840, VMware, and Storage Integration Server

The storage administrator uses the Storage Integration Server to control preferred IBM
storage systems and to identify which storage pools should be available for use in the
VMware environment. The administrator also controls the specific VMware vCenter servers
that can use the IBM storage resources.

The Storage Integration Server can be managed through a standard web browser, graphical
user interface (GUI), or a terminal and command-line interface (CLI).

Within the VMware vSphere Web Client, administrators can create, map, and have complete
control of storage volumes on the available storage systems and storage pools (as defined by
the IBM FlashSystem V840 storage administrator). In parallel, the Storage Integration Server
allows registered vCenter servers to connect and to use VMware vSphere APIs for Storage
Awareness (VASAS).

Specifically for a VMware target environment with IBM FlashSystem V840, Storage
Integration Server version 1.5 provides a single-server backend location and enables
centralized management of these components:

» VMware vCenter Server (VMware Virtual Center)

The vCenter Server is the central management and monitoring component of VMware
vSphere environments. It gives IT administrators dramatically improved control over virtual
environments through a single console application. Starting with vSphere vCenter 5.5, all
new features are available only through the vSphere Web Client:

— vCenter Single Sign-on

— vSphere Web Client

— vCenter Inventory Service
— vCenter Server database

2 Deploying IBM FlashSystem V840 Storage in a VMware Environment
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» VMware vSphere Web Client

The IBM Storage Enhancements for VMware vSphere Web Client integrate into the
VMware vSphere Web Client platform.They enable VMware administrators to
independently and centrally manage their storage resources on IBM storage systems.

» VMware vSphere APIs for Storage Awareness (VASA)

VASA can provide information about IBM storage-centric topology, capabilities, attributes,
and storage events to the vCenter Server in real time. VASA improves the ability to
monitor and automate storage-related operations on VMware platforms. These functional
and nonfunctional characteristics are automatically surfaced by a VASA-compatible
storage system and presented to vCenter to enhance intelligent automation of the storage
resource management in conjunction with the VMware Profile-Driven Storage resource
classification and deployment methodology.

1.2.1 Benefits and uses

The diagram in Figure 1-1 shows how the Storage Integration Server works as an abstraction
layer between the VMware environment and IBM FlashSystem V840, thereby consolidating
and reducing the VMware component’s generated requests against the storage system.

IBM/VMware Integration
Points

Thousands of Requests .
(many repetitive)

r

IBM Storage Integration Server|| Common Integration POD Orchestration & Automation

L

Requests consolidated
and reduced

N
IBM FlashSystem V840
Figure 1-1 V840 and VMware Integration with IBM Storage Integration Server

There are many integration points in VMware, including vCenter, vRealize Orchestrator,
management capabilities in both traditional vSphere client and the vSphere Web client or
VASA. These VMware entities generate thousands of requests against the storage system to
gather the information that they need.

Note: At the time of the writing, VMware vCenter Operations Manager and VMware
vRealize Orchestrator are not supported with version 1.5.0 of the Storage Integration
Server. They are currently supported only by the IBM XIV storage array.

Chapter 1. Introduction and concepts 3



Moreover, these entities are requesting the same information from the storage system. This
approach, with many redundant requests against the storage system, does not scale well in
very large environments that have multiple virtual centers.

In large environments, those numerous requests cannot be handled regularly in a timely
manner. For example, when using the IBM System Storage plug-in for vCenter in such large
environments, the time spent to refresh that agent (plug-in) can be easily 30 minutes or even
up to one hour for very large sites. Using the traditional approach of having an agent (in this
case, the vCenter plug-in) polling the storage system for each vCenter or ESX host is the
cause of the long refresh time.

The Storage Integration Server runs as a host application under Linux, with minimum
requirements and a straightforward installation and configuration process. For more
information about installation, see Chapter 2, “Planning and configuration” on page 19.

1.3 Assumptions for use cases in this paper

The use cases in this paper are based on these assumptions:

» We assume that the storage area network (SAN) switches used in the use cases are
already running and the zones are configured.

» We do cover the installation and configuration of IBM FlashSystem V840. We assume that
it is already running in the test environment.

» We do not cover the VMware environment deployment. This paper is based on the
assumption that the VMware is already installed.

This paper is not intended as any type of formal certification. For detailed information about
hardware capability and supported configurations, see the VMware hardware compatibility list
and IBM System Storage Interoperation Center (SSIC) web pages:

» VMware Compatibility Guide
http://www.vmware.com/resources/compatibility/search.php
» IBM SSIC
http://ibm.com/systems/support/storage/ssic/interoperability.wss
If a configuration that you want is not available for selection on the on the System Storage
Interoperation Center (SSIC) web page, submit a Solution for Compliance in a Regulated

Environment (SCORE) to IBM, requesting approval. Another name for this procedure is
submitting an RPQ (Request for Price Quotation).

Note: To submit a SCORE or RPQ, contact your IBM Sales Representative.

The component descriptions and details of integrating the Storage Integration Server,
VMware, and FlashSystem V840 are covered in the next topic.
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1.4 Component overview

This section describes the components required to create a private cloud environment using
V840, Storage Integration Server, and VMware.

1.4.1 Component environment diagram

Figure 1-2 shows a conceptual diagram of the consolidation that the Storage Integration
Server can realize with various target environments and storage systems. The main goal of
using Storage Integration Server is to provide common services for the whole environment,
reducing the management effort and making the deployment of cloud services easier, for
example VMware VCloud Suite. For a description of the setup and component integration in
our lab environment, see Figure 2-1 on page 20.

Target Environment

Microsoft

IBM Storage Integration Server Storage Systems

VMware XV Momt ==
OpenStack Web Client Common Ds8000
Services | Mot XIV
DS8000
* Authentication IS\Ye] V840
+ High availability Mgmt SVC
Symantec R Storwize

(V7000, V5000, V3700)
3 Party

Other ISVs <future plugin>

Mgmt

Figure 1-2 IBM Storage Integration Server logical architecture

1.4.2 IBM FlashSystem V840

Today’s storage capacity and performance requirements are growing faster than ever before,
and the costs of managing this growth are eating up more and more of the typical IT budget.
Flash storage addresses performance requirements, and software-defined storage simplifies
data management, improves data security, and preserves your investments in existing
storage methods.

Now, flash technology and software-defined storage are available in one solution that
provides flexible deployment architectures, extreme performance, simplified management,
and a faster return on investment (ROI).

IBM FlashSystem V840 is an all-flash storage system that is used to make applications and
data centers faster and more efficient. It is engineered to lower latency for data access. The
value that your business gets from an all-flash system is directly related to its low latency.

Figure 1-3 on page 6 shows the FlashSystem V840 single building block, which includes one
storage enclosure and two controllers.
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Figure 1-3 FlashSystem V840

FlashSystem V840 is a rack-mounted shared flash storage device that is based on enterprise
multilevel cell (eMLC) flash technology. It provides macro efficiency with 40 TB of protected
capacity in a 6U form factor, enterprise reliability through IBM Variable Stripe RAID™ and
two-dimensional flash RAID, and extreme performance with IBM MicroLatency®.
FlashSystem V840 also offers enterprise-level availability and reliability with no single point of
failure, multiple layers of data correction, chip redundancy, or redundant hot swap
components.

Component overview
The FlashSystem V840 baseline configuration is a single building block that is composed of
the following components:

» Two FlashSystem V840 control enclosures
» One FlashSystem V840 storage enclosure

FlashSystem V840 control enclosure

FlashSystem V840 control enclosure provides advanced data services for flash memory. It is
a 2U, 19-inch rack-mount enclosure. The FlashSystem V840 includes two control enclosures,
also called controller nodes, for redundant host access. The control enclosures include up to
16 ports that are used for connectivity, with options for 8 Gb Fibre Channel, 16 Gb Fibre
Channel, or 10 Gb Ethernet (FCoE) and iSCSI.

The FlashSystem V840 control enclosure consists of the following components:

Two control enclosures in each FlashSystem V840 provide redundancy. Each enclosure
consists of the following items:

» 2U server node

» Dual eight-core processor

» 64 GB memory

» New options for connectivity including four host interface cards (8 Gb FC, 16 Gb FC, and
10 Gb Ethernet)

» Two integrated AC power supplies and battery units

FlashSystem V840 control enclosures support Fibre Channel protocol, with point-to-point
(FC-P2P), arbitrated loop (FC-AL), and switched fabric (FC-SW) topologies. FC interfaces
can be configured as N_port or NL_port types. Full active-active multipathing across all
interfaces is supported, although host software support for this function might vary.
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The control enclosure includes integrated AC power supplies and battery units that supply
power to the control enclosure if there is a sudden power loss or failure to correctly commit all
transactions to the storage medium.

IBM FlashSystem V840 storage enclosure

FlashSystem V840 storage enclosure is a purpose-built, all-flash storage shelf. It is a 2U
19-inch rack-mount enclosure with twelve slots for flash modules. The storage enclosure
provides sixteen 8 Gb Fibre Channel ports to connect to FlashSystem V840 control
enclosures, either directly or through dedicated internal switches (with the scalable building
block).

Flash modules within any individual building block are available in 1 TB, 2 TB, or 4 TB
capacity and capacities cannot be mixed.

The FlashSystem V840 storage enclosure has the following attributes and components:

» Provides Flash storage:
» FlashSystem V840 storage enclosure has full internal redundancy:
— Redundant and hot-swappable Flash interface controllers
— Redundant and hot-swappable batteries
— Redundant and hot-swappable power and cooling
» 12 Flash modules in 1 TB, 2 TB, or 4 TB capacities:
— Can be ordered in 4, 6, 8, 10, or 12 module configuration
— All Flash modules must be the same capacity

Up to 40 TB RAID 5 configuration, up to 200 TB effective capacity with optional IBM Real-time
Compression™,

Software-defined flash services

FlashSystem V840 data services are provided through FlashSystem V840 software, which
offers a rich set of software-defined flash features that include IBM FlashCopy®, thin
provisioning, remote mirroring, external virtualization, IBM Easy Tier® 3rd Generation, and
IBM Real-time Compression.

FlashSystem V840 merges IBM software-defined storage with the scalable performance of
IBM FlashSystem technology to help make your entire storage environment easier to manage
while preserving your investments in storage. Software-defined storage services enable you
to use the following features across all of your storage.

Thin provisioning Enable dynamic growth. Purchase only the
storage you need when you need it.

Easy Tier flash storage management Optimize performance at lower overall cost.

High availability configurations Enable near-continuous data availability.
Copy services Create space-efficient backups.

Disaster recovery techniques Validate business continuity plans.

Simple GUIs Quickly deploy and efficiently manage storage.
External virtualization Leverage SAN storage investments by using

existing capacity, tiering to or from it, to maximize
your existing storage investment.

The FlashSystem V840 software runs on the control enclosures.

Chapter 1. Introduction and concepts 7



Value to business and IT objectives

The strategic value of FlashSystem is to help make businesses more agile and
analytics-driven by providing up-to-the-minute analytics based on real-time data.
FlashSystem products transform the data center environment and help consolidate resources
to gain the most from business processes and critical applications. The FlashSystem family
also enhances system resiliency without sacrificing performance or usable capacity.

FlashSystem V840 can deliver up to 2,520,000 IOPS with latency as low as 200
microseconds. With FlashSystem V840, it is possible to scale up to 1.2 million IOPS and 1.6
PB effective capacity when using IBM Real-time Compression. They also offer enterprise
availability and reliability with no single point of failure, multiple layers of data correction, chip
redundancy or redundant hot swap components.

FlashSystem V840 provides advanced data services, including business continuity with
replication services, data protection with FlashCopy services, and higher storage efficiency
with thin provisioning, Real-time Compression, IBM Easy Tier, external virtualization, and
space-efficient copies.

FlashSystem V840 provides high performance, effective data management, and protection
with the following benefits:

Extreme performance Enables businesses to unleash the power of performance, scaling,
and insight to drive services and products to market faster

MicroLatency Deliver microsecond-level response time to accelerate critical
applications and achieve competitive advantages

Macro efficiency Efficiency that is driven by consolidation of hardware and software,
power and cooling savings, data efficiencies of snapshots, thin
provisioning, and advanced copy services

Enterprise reliability Durable and reliable designs that use enterprise class flash with
remote mirroring to provide business continuity

Scalability

FlashSystem V840 has a scalable architecture that allows flash capacity to be added (scaled
up) to support multiple applications. The virtualized system can also be expanded (scaled
out) to support higher IOPS and bandwidth. Or the solution can be simultaneously scaled up
and out to improve capacity, IOPS, and bandwidth, while maintaining IBM MicroLatency. As a
result, your organization can gain a competitive advantage through a more flexible,
responsive, and efficient storage environment. FlashSystem V840 has the following
scalability features per building block:

» Slots for up to 12 hot-swappable flash storage modules (1 TB, 2 TB, or 4 TB modules)
» Configurable 2 - 40 TB of capacity for increased flexibility per storage enclosure
» FlashSystem V840 has the following flexible scalability configuration options:

— Base configuration

— Scale up: Add more flash capacity

— Scale out: Expand virtualized system

— Scale up and out: Add more flash capacity and expand virtualized system

A single FlashSystem V840 storage platform consists of two FlashSystem V840 control
enclosures directly cabled to one FlashSystem V840 storage enclosure (SE). That represents
a building block. FlashSystem V840 can be ordered in scalable configurations from a single
building block up to three additional scalable building blocks. For balanced increase of
performance and scale, up to four FlashSystem building blocks may be clustered into a single
storage system, multiplying performance and capacity with each addition.
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The scalable building blocks require dedicated internal Fibre Channel switches. These
scalable configurations also allow for the addition of up to four individual FlashSystem storage
enclosures to be added to the storage system. If 160 TB from four building blocks isn’t
enough capacity, up to four additional storage enclosures can be added. In total, a
FlashSystem V840 storage system can contain a maximum of eight FlashSystem V840
storage enclosures, which offer a potential storage capacity of 320 TB. Up to 1.6 PB effective
capacity is available at 80% compression. IBM Real-time Compression is available with
feature code 5639-FS7 for the AE1 storage enclosure. This feature code satisfies the license
requirement for Real-time Compression and remote mirroring.

Figure 1-4 illustrates the scalable capacity of FlashSystem V840. It also shows that additional
storage enclosures (SEs) can be added to a single building block (BB) or to two, three, or four

building blocks.

Fixed Building Block

-1 TTITTTIIIT e 1) T

EEINnnE +4 SE

Scale Up Capacity

. - Scale Out (performance & capacity)

Figure 1-4 FlashSystem V840 scalable capacity

Table 1-1 shows the host port count per building block configuration (one, two, three, or up to

four building blocks).

Table 1-1 Host port count per building blocks

8 GB FC 16 GB FC 10 GB FCoE | 8 GB and 10 GB 16 GB FC and 10
IP mirror GB mirror
10 Fixed 8 N/A N/A
1X 16 8 8 8,8 4,8
2X 32 16 16 16, 16 8,16
3X 48 24 24 24,24 12,24
4X 64 32 32 32,32 16,32
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For more information, see the IIBM Redbooks Product Guide for IBM FlashSystem V840:
http://www.redbooks.ibm.com/abstracts/tips1158.html?0pen#contents

1.4.3 V840 offerings

This section describes the main options and feature codes of FlashSystem V840 and
provides the necessary information to build a V840 configuration.

For software and licensing information, see the IBM FlashSystem V840 product guide cited
previously. For a price quote, contact your IBM Sales Representative.

Host connectivity interface cards

There are many options to provide a high-speed connection from the hosts to Flash system.
Table 1-2 shows the host connectivity options for FlashSystem V840.

Table 1-2 Host connectivity interface cards options

Item Feature code Description

FC Host Interface Card AF15 8 GB FC 8 port host optics: Set of 8 GB
Fibre Channel optics to enable 8 ports

8 GB FC 8 port host optics AF18 Set of 8 GB Fibre Channel optics to
enable 8 ports

16 GB FC 4 port host optics AF19 Set of 16 GB Fibre Channel optics to
enable 4 ports

8 GB FC with 4 port host optics AF10 8 GB Fibre Channel card with optics to
enable 4 ports

16 GB FC with 2 port host optics AF11 16 GB Fibre Channel card with optics to
enable 2 ports

10 GB Ethernet with 4 port host optics | AF12 10 GB Fibre Channel card with optics to
enable 2 ports

8 GB FC with 4 port host optics AF10 8 GB Fibre Channel card with optics to
enable 4 ports

Supported flash modules

FlashSystem V840 provides configurable flash module capacity. All modules are
hot-swappable. FlashSystem V840 can be populated with 4, 6, 8, 10, or 12 flash modules.
The available modules are displayed Table 1-3. You can add modules up to a maximum of 40
TiB by putting together 12 4-TB flash modules with RAID 5 protection, for example.

Table 1-3 Supported Flash Modules

Description Feature code Maximum quantity
1 TB eMLC Flash Module AF1B 12
2 TB eMLC Flash Module AF10 12
4 TB eMLC Flash Module AF11 12

For more information about the FlashSystem V840, see the Product Guide:
http://www.redbooks.ibm.com/abstracts/tips1158.htm1?0pen
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1.4.4 VMware

VMware, Inc.® was founded in 1998 to bring virtual machine (VM) technology to
industry-standard computers. VMware vCenter is a software that enables the deployment of
multiple, secure, independent virtual machines on a single physical server. For more
information, see the VMware website:

http://www.vmware.com

Since its inception, VMware has pushed for advancements in storage use for virtualized
environments. VMware uses a purpose built, virtualization friendly, clustered file system
which is enhanced with storage-centric features and functions aiming to ease the
management and maximize the performance of the storage infrastructure used by virtualized
environments.

VMware has also led the industry in working with partners to create integrations between
storage systems and VMware. The following sections outline some of the storage features
provided by VMware.

Figure 1-5 shows a virtualized environment.

Figure 1-5 VMware stack

Figure 1-5 shows that VMware presents individual portions of hardware to each virtual
machine. In this way, the operating systems and applications installed in the virtual machines
are not aware that the hardware is virtual.

Due to the virtualization, the guest operating system is not aware where the resources, for
example, where CPU and memory are coming from, allowing easier maintenance of physical
machines.

One virtual machine is isolated from the other, and this is possible because of the
virtualization layer, and it enables the sharing of physical devices with the virtual machines.
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VMware vSphere

VMware vSphere is a virtualization platform capable of transforming a traditional data center
and industry-standard hardware into a shared mainframe-like environment. Hardware
resources can be pooled together to run varying workloads and applications with different
service-level needs and performance requirements.

VMware vSphere is the enabling technology to build a private or public cloud infrastructure.

The components of VMware vSphere fall into three categories:

» Infrastructure services
» Application services
» VMware vCenter Server

Figure 1-6 shows a representation of the VMware vSphere platform. Note that to provide
performance and resilience to this infrastructure, you can use physical resources of a private
or public cloud. This option provides the benefit to use existing hardware and software of your
legacy datacenter.

Availability Security Scalability

A = vMotion
. DRS
Appllcatlon Storage vMotion FRILE P Hot Add

Services G VMsafe
Fault Tolerance
Data Recovery

Compute Storage Network

Infrastructure EEELEIT NMES Distributed
. DRS and DOM Thin =0 Switch
Services Memory Provisioning Network /0

Overcommit Storage /0 Control
Control

Figure 1-6 VMware vSphere platform

Infrastructure services

Infrastructure services perform the virtualization of server hardware, storage, and network
resources. The services within the infrastructure services category are the foundation of the
VMware vSphere platform.

Application services

The components categorized as application services address availability, security, and
scalability concerns for all applications running on the vSphere platform, regardless of the
complexity of the application.
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VMware vCenter Server

VMware vCenter Server provides the foundation for the management of the vSphere
platform. VMware vCenter Server provides centralized management of configurations and
aggregated performance statics for clusters, hosts, virtual machines, storage, and guest
operating systems. VMware vCenter Server scales to provide management of large
enterprises, granting administrators the ability to manage more than 1,000 hosts and up to
10,000 virtual machines from a single console.

VMware vCenter Server is also an extensible management platform. The open plug-in
architecture allows VMware and its partners to directly integrate with vCenter Server,
extending the capabilities of the vCenter platform, and adding additional functions.

Figure 1-7 shows the main pillars of the functions provided by VMware vCenter Server.

Vmware
vCenter Server

Automation
Visibilit
Unlocks the power of y
VMware vSphere Deep visibility into
through proactive every level of the

management virtual infrastructure

Scalability

Scalable and extensible
management platform

Figure 1-7 Pillars of VMware vCenter Server

Value to customers

Many IT organizations are stuck in a constraint-focused spiral. Business executives don’t see
value generated in proportion to the amount of IT spending. As a result, they view IT as a
department that needs to be constrained. Unfortunately, a primary focus on cost reduction
minimizes IT’s ability to deliver strategic value, which erodes business confidence in IT
management.

The cost savings associated with server consolidation efforts are significant. IT can
dramatically increase datacenter capacity, delay capital investments, and reduce energy
costs.

Virtualization also improves service visibility because the deployment of virtual servers can
be tracked easily, and resource use information can be consolidated at the service level.
Accounting for service use is a prerequisite for breaking aggregated cost data into unit-cost
information.
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Key measures at this transformation stage are related to hardware and operational cost
savings:

v

Hardware replacement cost

Power and cooling costs

Server to system administrator ratio
Ease of servicing

vYvyy

Latest features

VMware vSphere 5.5 introduces many new features and enhancements to extend the core
capabilities of the vSphere platform. This section describes features and capabilities of the
vSphere platform, including vSphere ESXi Hypervisor, VMware vSphere High Availability
(vSphere HA), virtual machines, VMware vCenter Server, storage, networking, and vSphere
Big Data Extensions.

The new features are organized into the following sections:

vSphere ESXi Hypervisor Enhancements

» Hot-Pluggable SSD PCI Express (PCle) Devices
» Support for Reliable Memory Technology

» Enhancements for CPU Monitoring

Virtual machine enhancements

» Virtual machine compatibility with VMware ESXi 5.5
» Expanded Virtual Graphics Support
» Graphic Acceleration for Linux Guests

VMware vCenter Server enhancements

VMware vCenter single sign-On

VMware vSphere Web Client

VMware vCenter Server Appliance

vSphere App HA

vSphere Big Data Extensions

vSphere HA and VMware vSphere Distributed Resource Scheduler (vSphere DRS) Virtual
Machine-Virtual Machine Affinity rule enhancements

vyVyVYyVvYyYYvYyyYy

vSphere storage enhancements

Support for 62 TB Virtual Machine Disk (VMDK) format
MSCS updates

vSphere 5.1 feature updates

16 GB E2E support

Permanent Device Lost (PDL) monitoring

vSphere Replication Interoperability

vSphere Replication Multi-Point-in-Time Snapshot Retention
vSphere Flash Read Cache

vVVyVYyVYVYVYYVvYYyY

vSphere networking enhancements

Link aggregation control protocol enhancements
Traffic filtering

Quality of service tagging

Single root I/0O virtualization (SR-IOV) enhancements
Enhanced host-level packet capture

40 GB NIC support

vyvyvyvYyYVvyy
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For detailed information about each of the enhancements, see the VMware document titled
What's new in VMware vSphere 5.5 Platform:

http://www.vmware.com

Components and licensing

VMware vCloud Suite combines multiple components into a single product to cover the
complete set of cloud infrastructure capabilities. When used together, the vCloud Suite
components provide virtualization, software-defined data center services, policy-based
provisioning, disaster recovery, application management, and operations management.

A vCloud Suite edition combines components such as vSphere Enterprise Plus, vCloud
Director, vCloud Networking and Security, and others, under a single license. vCloud Suite
editions are licensed on a per-processor basis. Many of the vCloud Suite components are
also available as stand-alone products licensed on a per-virtual machine basis. However,
when these components are obtained through the vCloud Suite, they are licensed on a
per-processor basis.

Figure 1-8 shows what VMware components require licenses.

VMware vSphere Provides virtualization technology to serve as the platform for cloud infrastructure.

VMware vCloud® Director Provides the ability to build secure, multi-tenant clouds by pooling virtual infrastructure
resources into virtual datacenters.

WMware vCloud Networking and Security Provides a security suite for ViMware vSphere. vCloud Metworking and Security (formerly
vShield) is a critical security component for protecting virtualized datacenters from attacks and
misuse to help you achieve your compliance-mandated goals.

VMware vCenter Operations Management Suite Automates operations management and provides integrated performance, capacity, and
configuration management for virtualized and cloud infrastructure.

YMware vCenter Site Recovery Manager Provides business continuity and disaster recovery capabilities that help you plan, test, and
perform recovery of virtual machines between one site (the protected site) and another site
(the recovery site).

ViMware vCloud Automation Center Provides functionality for deploying and provisioning of business-relevant cloud semvices
across private and public clouds, physical infrastructure, hypervisors, and public cloud
providers.

vCloud Automation Center Enterprise includes vCloud Automation Center Application Senvice
that automates application provisioning in the cloud including deploying and configuring the
application’s components and dependent middieware platform services on infrastructure
clouds.

Figure 1-8 vCloud Suite components that require licenses

The components from the vCloud Suite edition are activated with a single license key. For
example, if you have a license key for vCloud Suite Standard, you can use the same key to
activate vSphere Enterprise Plus, vCloud Director, vCloud Networking and Security.

All virtual machines running on a processor licensed with a vCloud Suite edition can use all
components included in that vCloud Suite edition. To run virtual machines on processors that
are not licensed for vCloud Suite, you need individual licenses for the products that you want
to use.

Integration components

VMware provides an ecosystem in which partners can integrate their products and provide
additional functions for the virtualized infrastructure.
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Storage partners have the opportunity to integrate with several VMware application
programming interfaces (APIs) to provide additional functions, enhanced performance, and
integrated management.

The integration with IBM Storage Provider for VMware VASA provides features such as:
viewing IBM storage capabilities and optimizing VM storage placement automatically for
VMware Storage Distributed Resource Schedule (VMware DRS)

In other words, IBM Storage Provider for VMware VASA improves the ability to monitor and
automate storage-related operations on VMware platforms.

With the IBM Storage Enhancements for VMware vSphere Web Client, you can discover data
store relationships down to the IBM Storage volumes and file shares. You can view native IBM
storage arrays, pools and volumes, or file share properties, and set provision volumes and file
shares from delegated pools. The Storage Enhancements for VMware vSphere Web Client
integrate into the VMware vSphere Web Client platform and enable VMware administrators to
independently and centrally manage their storage resources on IBM storage systems.

1.4.5 IBM Storage Integration Server

The Storage Integration Server is a centralized server system that consolidates a range of
IBM storage provisioning, virtualization, cloud, automation, and monitoring solutions through
a unified server platform.

The Storage Integration Server facilitates the integration of Storage System resources by
using options (user credential, storage system, and storage pool management) with
supported independent software vendor (ISV) platforms and frameworks. It provides a
foundation for integration with IBM systems and ISV solutions.

The IBM Storage Integration Server provides a single-server backend location and enables
centralized management of IBM storage resources for different virtualization and cloud
platforms, including:

» VMware vCenter Server

VMware vSphere Web Client

VMware vSphere APIs for Storage Awareness (VASA)
VMware vCenter Operations Manager (vCops)
VMware vRealize Orchestrator

vVvyyy

Note: In version 1.5.0, the IBM Storage Integration Server for VMware vCenter Operations
Manager and VMware vRealize Orchestrator are currently only supported by the IBM XIV
storage array.

Through unique credentials, storage array, and storage pool management options, the
Storage Integration Server facilitates the integration of IBM storage system resources with the
supported virtualization and cloud platforms such as VMWare. The Storage Integration
Server also provides a base foundation for integration with future IBM systems and
independent software vendor (ISV) Cloud solutions.

The Storage Integration Server can be managed through a standard web browser and a
graphical user interface (GUI), or through terminal and a command-line interface (CLI).

Value to customers

Use of the Storage Integration Server creates an abstraction layer between the storage
system and the operating systems.
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This abstraction reduces the complexity of storage services in a cloud environment by
focusing on the business and workload goals of IT storage infrastructure by delivering the
following customer values:

» Discover data store relationships down to IBM storage volumes and file shares
» View native IBM storage array, pool, and volumes/shares properties

» Self-provision volumes and file shares from delegated pools

» View IBM storage capabilities

» Optimize VM storage placement automatically (VMware Storage DRS)

Latest features

The following solution components, referred to as cloud interfaces, are included and
supported by V840 in the Storage Integration Server version 1.5 software package:

» IBM Storage Provider for VMware VASA

The IBM Storage Provider for VMware VASA improves the ability to monitor and automate
storage-related operations on VMware platforms.

» |IBM Storage Enhancements for VMware vSphere Web Client:-

The IBM Storage Enhancements for VMware vSphere Web Client integrate into the
VMware vSphere Web Client platform and enable VMware administrators to
independently and centrally manage their storage resources on IBM storage systems.

Where to download IBM Storage Integration Server
You can download the latest version at no charge from the IBM Fix Central web page:

http://www.ibm.com/support/fixcentral/

1.4.6 IBM Storage Integration Server compatibility and requirements

There is compatibility and requirements information that needs to be reviewed before
beginning an IBM Storage Integration Server installation procedure.

To insure a successful installation procedure, check the following compatibility and minimum
requirements information:

» Supported operating systems
Supported storage Systems

Minimum server hardware requirements
Supported browsers

Supported VMware platforms

vVvyyy

For detailed information about compatibility and requirements of version 1.5.0 of the Storage
Integration Server. visit the Storage Integration server website:

http://ibm.co/1AkxM14

Supported operating systems

The Storage Integration Server software can be installed on Red Hat Enterprise Linux
(RHEL) 6.3 through 6.5 (64-bit versions).

For more information, see “Supported operating systems” in the IBM XIV Storage System
section of the IBM Knowledge Center:

http://ibm.co/1DcPYOX
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Supported storage systems
IBM Storage Integration Server version 1.5 supports different IBM storage systems and
features. For FlashSystem V840, there are two cloud interfaces that are supported:

» |BM Storage Provider for VMware VASA
» IBM Storage Enhancements for VMware vSphere Web Client

For more information about the supported storage systems, see the IBM FlashSystem and
VMware vSphere configuration guide:

http://ibm.co/1w2LDhk

Minimum server hardware requirements
Storage Integration Server is installed should meet the following minimum hardware
requirements:

» 64-bit dual-core CPU
» Atleast 4 GB of RAM
» Atleast 16 GB of free disk space

Supported browsers
The Storage Integration Server can be accessed and managed with the following web
browsers:

» Microsoft Internet Explorer 10.0 or later
» Mozilla Firefox 21.0 or later
» Google Chrome 29.0 or later

Supported VMware platforms

The versions of VMware that are supported by version 1.5.0 of the IBM Storage Integration
Server are shown in Table 1-4

Table 1-4 Supported VMware platforms

VMware platform or framework Version
vSphere Web Client Server 5.1 0r5.5.x
vSphere APIs for Storage Awareness (VASA) 5.0,5.1, or 5.5.x

For the latest information about this interoperability, see “Supported VMware platforms” in the
IBM Knowledge Center:

http://ibm.co/1wQwHfT
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Planning and configuration

This chapter provides the requirements to connect IBM VMware vSphere to FlashSystem
V840 by using the IBM Storage Integration Server. The approach is to plan how we will set up
our system, adjust for environments, and describe techniques for troubleshooting.

© Copyright IBM Corp. 2015. All rights reserved.
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2.1 Our lab environment

Our setup is intentionally simple, but this system scales_with multiple FlashSystem V840 and

VMware ESX servers. Figure 2-1 shows an overall view of the environment.

Note: FlashSystem V840 has a highly scalable architecture that allows flash capacity to be
added (scaled up) to support multiple applications and to be expanded (scaled out) to
support higher IOPS and bandwidth. For more information, see the IBM Redbooks
Solution Guide titled IBM FlashSystem V840, TIPS1158.
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Figure 2-1 IBM Storage Integration Server registers FlashSystem V840, vSphere Web Client, and VMware VASA

2.1.1 Resources

This section provides the product configurations that we used for the Storage Integration
Server in our FlashSystem V840 lab environment. For a broader view of compatibility with
other IBM storage products, see the IBM Storage Integration Server release notes:

http://ibm.co/1lynOwdx
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Supported operating systems
The Storage Integration Server is installed on Red Hat Enterprise Linux (RHEL). Versions 6.3
through 6.5 are supported.

Minimum server hardware requirements
The Linux server on which the Storage Integration Server is installed must meet the following
minimum hardware requirements:

» 64-bit dual-core CPU
» Atleast 4 GB of RAM
» Atleast 16 GB of free disk space

The same requirements apply if a virtual machine is used rather than a physical server.

Tip: For best performance, use a dedicated server. The minimum requirements are for
supporting up to 20 storage arrays and up to 1000 objects (storage pools, volumes, host,
mappings, snapshots, mirroring groups, consistency groups).

Supported VMware platforms

Version 1.5.0 of the Storage Integration Server supports the VMware
platforms and frameworks shown in Table 2-1. VMware interfaces that are not yet supported
for FlashSystem V840 are not included in this table.

Table 2-1 FlashSystem V840 VMware versions

VMware platform or framework Version
vSphere Web Client Server 5.1,5.5.x
vSphere APlIs for Storage Awareness 5.0,5.1,5.5.x
(VASA)

Tip: The IBM Storage Enhancements for VMware vSphere Web Client are automatically
deployed and enabled by registering vCenter servers on the Storage Integration Server.

Supported browsers

The Storage Integration Server can be accessed and managed with the following web
browsers and versions:

» Microsoft Internet Explorer 10.0 or later
» Mozilla Firefox 21.0 or later
» Google Chrome 29.0 or later

The required screen resolution for GUI management is 1024x768 or higher.
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2.2 Install IBM Storage Integration Server

This section describes the configuration of the Storage Integration Server environment. It is
based on the assumption that a suitable Red Hat Enterprise Linux server is running. In our

environment, we used a guest OS called IBMSIS that was installed on our VMware vSphere
ESXi server.

2.2.1 Install Storage Integration Server RPM packages

The Storage Integration Red Hat Package Manager package can be downloaded from IBM
Fix Central:

https://ibm.biz/IBM _Storage Integration Server
The installation instructions are in the Storage Integration Server User Guide in Chapter 2,

“Extracting and installing the Integration Server software.” You can download the User Guide
from Fix Central:

https://ibm.biz/IBM_Storage_Integration_Server UG

Follow these instructions to unpack and install the RPM packages.

2.2.2 Define the storage array administrative account

Storage Integration Server uses a single login account to access all of the IBM storage
arrays. It is advisable to create a unique storage administrator account for traceability in the
environment. Most storage controllers have a default storage administrator account of
superuser, for example. In the following section, a new account is created called IBMSIS.

1. From the IBM FlashSystem V840 AC1 Controller GUI page, hover your cursor over the
security icon, and then select Access — Users, as shown in Figure 2-2.

A r ome = Overview t superuser (Security Administrator)

Suggested Tasks
=
P = 5
L v
o 0 Internal Drives = 12 Fibre Channel
d {1 —= & = {3 Hosts
16 MDisks 1 Pool 48 Volumes =
o |
& -
2 External 0 iSCSI Hosts
) =0
T Aud'rl Log ~ '

Figure 2-2 Select the Users menu in the V840 GUI
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2. Select +Create User to create a new user that represents your Storage Integration Server
Installation. This should be an administrative user, as shown Figure 2-3.
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,__V [l TAVB40ACT - Users x \p
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B Most Visited Getting Started 5./ Latest Headlines | | XIV | ) SONAS | | Linux | ) IBM | ) ProtecTIER | FlashSystems | | IBM TamNoon - Lucene De... [ Global Technical Advis... | | IBM | | Redbook | | IBM
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Figure 2-3 Create a specific user for IBM Storage Integration Server

3. Create the user, as shown in Figure 2-4 on page 24,and note the password for use during
the Storage Integration Server array configuration. Using a specific administrative user
name is beneficial for traceability. This user is registered in each array to be managed.
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Create User x

\I Name
IBMSIS
Authentication Mode

3 Local Remote

User Group

Administrator

Local Credentials
Users must have a password, an SSH pubiic key, or both.

Password Verify password

SSH Public Key

No file selected.

Figure 2-4 Define the IBMSIS user on the V840 storage controller

Tip: Secure Shell (SSH) is a client/server network application. FlashSystem V840 acts
as the SSH server in this relationship. Command-line access is not required for the
Storage Integration Server user.
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4. Close the Create User dialog window. You can see the command-line equivalent by
expanding the View more details drop-down menu (see Figure 2-5).

Create User

v~ Task completed, 100%

¥ View more details

Task started.

Creating user IBMSIS

Bunning command:

gyctask mkuser —name IBMSTS -pasaword **%*%*&% —ygergrp 1
Synchronizing memory cache.

The task is 100% complete.

Task completed.

| Cose | e

Figure 2-5 Command completion window

The resulting FlashSystem V840 controller window with the new user is displayed in
Figure 2-6.

superuser (Secur

—

:8 All Users (@ Administrator

“. @ Role: Administrator, Remote: No
G SecurityAdmin

=

G‘ﬁ? ( 3| ';' Creiate User | i= Actions | O\ Filter q

3}1 ‘:L.% Administrator

IBMSIS Administrator Configured No

Figure 2-6 New User Created

Tip: After this account is registered with the Storage Integration Server, any storage
administration tasks initiated by VMware vSphere are logged as performed by this user
account.
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2.2.3 Register IBM V840 array with the Storage Integration Server

Next, we configure the Storage Integration Server with the user that was defined in section
2.2.2, “Define the storage array administrative account” on page 22.

1. Log in to the server where the Storage Integration Server GUI is running to ensure that the
array login matches the storage controller login (IBMSIS in this example), as shown in
Figure 2-7.

Storage Arrays
1BuSIS L

Set Storage Credentials

IBMSIS
Password

[7] This is a directory
account

Figure 2-7 Window to log in to the storage controller

2. Select Arrays and then the Add tab to add an array, as shown in Figure 2-8.

Storage Arrays

I 3 | Add | Edit | Remove

Alias Model Storage Array Last Update Time Connected

Figure 2-8 Add opens the dialog window to enter the FlashSystem V840 array
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3. Specify the host name or IP address of the storage controller. The FlashSystem V840 is a
Storage Array type of the IBM Storwize® family of products, as shown in Figure 2-9.

Add Storage Array

Users The storage arrays that you add here will be available for use by the different cloud
interfaces that the IBM Storage Integration Server supporis (MASA, vCO, vCOps, and YWC).

VASA Enter the Hostname or IP address of the IBM storage array that you want to add, and then
click the storage array type.
vCO
9.11.211.191
vCOps

Storage Array Type

We
"llrln’lfl-_f

XV | Storwize Family | DS8000

Add Cancel

Figure 2-9 Add storage array

4. The results are displayed in the Storage Arrays pane shown in Figure 2-10

Storage Arrays
| Add Edit Remove Name perfv840a
Alias Model Storage Array Last Update ... Connected Version 7.3.0.6 (build
97.5.1409050000)

perfv840a svC perfv840a Never Yes
Management IP 9.11.211.191
address /
Hostname

Figure 2-10 Add Storage Array results

Tip: Any storage arrays in the environment that will have storage allocated from
vSphere can be added by using this process.
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2.2.4 Register the Integration Server as a storage provider for VMware VASA

28

To use the IBM Storage Provider for VMware VASA component, you need to register the
Storage Integration Server as a storage provider in VMware vCenter Server.

Tips: When the Storage Provider for VMware VASA and the IBM Tivoli® Storage
Productivity Center storage provider, which provides the functionality of IBM Spectrum™
Control, are registered on the same VMware vCenter server, vCenter uses Tivoli Storage
Productivity Center provider as the only source of information for that array’s storage views
on vSphere Client. This is true even while the same storage array is configured for both.
See the IBM Storage Integration Server User Guide.

The date and time defined on both the vCenter server and on the Storage Integration
Server must be identical. To accurately synchronize the date and time between the two
servers, you can connect both to a Network Time Protocol (NTP) server.

These steps are a summary of the Storage Integration Server 1.5.0 User Guide, which you
can download from Fix Central:

https://ibm.biz/IBM_Storage Integration_Server UG

There are two phases to configuring VMware VASA:

» Phase 1 is defining the credentials on Storage Integration Server.
» Phase 2 is registering the VASA provider on VMware vCenter.Phase 1. Defining the
credentials on Storage Integration Server

1. Log in to the Storage Integration Server.

2. Select the VASA tab at the left. Under “Set VASA Credentials” in the section to the right,
provide the following information:

a. Enter alogin ID to be used when exchanging certificates with vCenter.
b. Enter matching credentials.
c. Then, click Set.

Figure 2-11 on page 29 illustrates the procedure of setting the VASA credentials on the
Storage Integration Server.
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Registered VASA Servers

VASA {3

Set VASA Credentials
VASA
VASA

vCO
[TTTITTY

vCOps

T
VWG

Set

Figure 2-11 Set VASA credentials on IBMSIS

Note: The login credentials are case-sensitive.

These credentials are used in the next section, “Phase 2. Registering the VASA provider
on VMware vCenter” on page 29,to exchange security certificates with VMware vCenter.

Phase 2. Registering the VASA provider on VMware vCenter

This procedure explains steps to register the VASA VMware vSphere Web Client certificate
with Storage Integration Server.

1. Log in to the VMware vSphere Web Client.
2. Select the Home option at the left.

3. Then, under the Home tab display at the right, select the Storage icon, as indicated in
Figure 2-12 on page 30.
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are phere eb & =

‘ 4 History Ej o X H fx} Home
3 vCenter 3| Inventories
Rules and Profiles > _ : . o ’
| () vCenter Orchestrator > Q D;D @I ;g S ;’ %3 0
&% Administration > vCenter Hosts and VMs and Storage Metwaorking vCloud Hybrid vCenter
Clusters Templates Service Orchestrator
Tasks Installer
[ Log Browser Monitoring
T4 Events
= = . gt m
<7 Tags d 1 = [ 1
@, Mew Search 3| TaskConsole Event Consale Hast Profiles VI Storage Customization vCenter
Policies Specification Operations
E Saved Searches > Manager Manager
Administration
# R &
Roles Licensing vCenter
Solutions
Manager

Figure 2-12 Home panel for vSphere Web Client

4. Select WIN-70507KRDA40 at the left, and then select the Manage tab, as shown in
Figure 2-13.

vmware: vSphere Web Client #® @&

4 Home » ) X | () WIN-TO507KRD4O | Aclions ~

H Getting Started | Summary  Monitor | Managel Related Objects

¥ [n Datacenter What is vCenter Server?

vCenter Server allows you to manage
multiple ESX/ESXi hosts and the virtual =
machines on them. Because these
environments can grow very large, vCenter i’
Server provides useful management tools =

like the ability to organize the hosts and virtual A |
machines into clusters with vSphere DRS
and vSphere HA. Multiple vCenter Server
systems can be managed by the vSphere
Web Client so that their individual inventories
can be presented and managed under one
“pane of glass™.

Any vCenter Server systems for which you
have privileges and that have been registered
with the Lookup Service, or added manually
with the vCenter Reqgistration Tool in the
Administration section, will appear in your
inventory to the left.

vCenter Server

Basic Tasks Explore Further
7 Create a folder Learn more about folders
Create Datacenter Learn about datacenters

Figure 2-13 The Manage tab for storage provider selection
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5

6.

. Add a storage provider by selecting the Storage Providers tab(1) and the plus symbol +
(2) in the right pane as shown in Figure 2-14.

| WIN-7O507TKRD40 | Actions ~

Getting Started  Summary  Monitor | Manage | Related Objects

] Settings | Alarm Definitions i Tags i Permissions i Sessionsli Storage F'rovidersI Scheduled Tasks |

Storage Providers

Storage System/Storage Provider Status Adctive/Standby URL Last Rescan Time VASA APl Ve

This list is empty.

Figure 2-14 Add a storage provider by selecting +

In the next window, complete the New Storage Provider form for your installation as the
example in Figure 2-15 shows, and then click OK.

T T = N T o T T

-

(-] WIN-70507KRD40 - New Storage Provider 7
Mame: IBM Storage Integration Server

URL: hitps:/19.11.211.140:8443/senvicesivasal

User name: WASA

Passwaord: raraa]

[] Use storage provider certificate

L

Figure 2-15 New Storage Provider form

Tip: The VASA user name and password were created in “Phase 2 is registering the VASA
provider on VMware vCenter.Phase 1. Defining the credentials on Storage Integration
Server” on page 28.

It might take as long as a few minutes for the certificate exchange to take place, as
Figure 2-16 on page 32 shows.
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__J WIN-7O507KRD40 - New Storage Provider ’

O S S G e S e S e o

Reqistering...

OK ' Cancel '

Figure 2-16 vCenter and IBMSIS Storage Provider registration

Figure 2-17 shows the results of the vCenter storage provider registration.

[ WIN-70507KRD40 | Actions =

Getting Started  Summary  Monitor | Manage | Related Objects

|. Settings | Alarm Definitions | Tags | Permissions | Sessions | Storage Providers | Scheduled Tasks .

Storage Providers

+[2] 2 x = (@ ~)
Storage System'Storage Provider Status Active/Standby URL Last Rescan Time  VASA APl Ve
~ perfvB40a (1M1 online)

IBM Storage Integration Server  Online - hitps:#9.11.211.140:8443/servic..  10/28/2014 2... 1.0
4 H »

T 2items [~

Storage Provider Details

= = General
General

Supported vendor IDs

Provider name IBM Storage Integration Server

Provider status Online

Activel/standby status -

URL hittp=:49.11.211.140:8443/senicesivasal
Provider version 117

WVASA APl version 1.0

Default namespace ibm.hsgvasa

Provider ID =

Supported profiles -

Figure 2-17 Storage provider registration results
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Note: You might have to use the Refresh icon, as shown in Figure 2-17 (1).

. Now, back on the IBM Storage Integration Server screen, confirm the storage provider
registration in Storage Integration Server by selecting the VASA table and refreshing the
display. Make a note of the certificate (seeFigure 2-18).

Registered VASA Servers

Certificate

Issued to: VMware

Serial Number: 1413310609310

Valid From: 14/10/2013

Valid To: 14/10/2024

Common Name: SMS-141014111649310

Remove Certificate

Hostname / IP address

9.11.211.163

Figure 2-18 Confirm storage provider registration

Tip: Additional vCenter Servers can be registered by repeating this process.

2.2.5 Register IBM Storage Enhancements for VMware vSphere Web Client

This section describes configuration of the VMware vSphere Web Client (vSphere Web
Client) with the Storage Integration Server. We start with a review of the vSphere Web Client
user definition. Our assumption is that this user has already been created.

This section is followed with detailed instructions for configuring vSphere Web Client in the

IBM Storage Integration Server.

vSphere Web Client user definition

These windows show what the vSphere Web Client user looks like in vCenter. There is no
requirement to use this IBMSIS user. We use this account in the example to illustrate that
credentials are required as VMware and IBMSIS cross-certify to authenticate.

1. On the vSphere Web Client Home screen (Figure 2-19 on page 34), select
Administration to launch the vCenter Users and Groups pane.

Chapter 2. Planning and configuration ~ 33



vmware* vSphere Web Client # &

| 4 History EJ o X ! (2} Home
Getiing Started | Home |
| [ vCenter 3| Inventories
| |z Rules and Profiles >
| I} wCenter Orchestratar > @ D;
{ % Administration > vCenter Hos
Clu
[z] Tasks
|5 Loa Browser Monitoring
[T Events '
O Tage ] g
' €, New Search > Task Console Event
| [=l saved Searches >

Figure 2-19 Administration option

Tip: Multiple VMware Web Client administrators can execute IBM storage operations from
the vSphere Web Client. The IBMSIS user is used in this scenario by Storage Integration
Server to update vSphere with information about attached storage pools.
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2. From the Administration pane at the left (Figure 2-20), select Users and Groups (1) and

each ESX server domain (2). The user account is under the Users tab (3).

vmware® vSphere Web Client # @&

4 Home ¥ X 5 vCenter Users and Groups

Administration | Users | Application Users  Groups

+ Access Control

Domain: |WIN—?GEG?KRD4O |v|2

Roles
+ Single Sign-On 1 & | gh Actions ~
Configuration Administrator Administrator
- Licensing USERID 3 USERID
- | 1BMsIS IBMSIS
Licenses
Guest Guest
Reports
» Solutions
Client Plug-Ins

vCenter Server Extensions

Figure 2-20 Predefined user IBMSIS for example

Configuring the vSphere Web Client in the IBM Storage Integration
Server

In this section, we move back to the IBMSIS interface to configure the connection to vSphere
Web Client. Together with supported IBM storage systems that are managed by the Storage

Integration Server, the deployed IBM Storage Enhancements enable the following
management features on vSphere Web Client for registered vCenter servers:

>

Full control over storage volumes, including volume creation, resizing, renaming, migration
to a different storage pool, mapping, unmapping, multipath policy enforcement, and

deletion.

Easy and integrated allocation of volumes to VMware datastores that are used by virtual

machines that run on ESXi hosts, clusters, or data centers.

Follow these steps to configure the vSphere Web Client:

1.

In the Storage Integration Server interface, select vSphere Web Client (1) in the left pane,

as shown in Figure 2-21 on page 36, and then click Add (2) in the right pane.

Chapter 2. Planning and configuration 35



vCenter Servers
Arrays 2

Add Edit Remove

Hostname / IP address User
VASA

vCO

vCOps

Figure 2-21 Add the vCenter Server

2. Complete the information required in the Add vCenter Server pane (Figure 2-22) by
completing the fields, for example:

— Hostname/IP Address (9.11.211.163 for this example)
— Username (IBMSIS)
— Password

Arrays

y Add vCenter Server

Users The vCenter server that you add here enables the IBM Storage Enhancements on the ViMware
vSphere Web Client side.

VASA Enter the hostname or IP address of the vCenter server that you want to add, and then enter the
username and password for accessing the vCenter server.

vCO -

vCOps

Cancel

Figure 2-22 Complete the Add vCenter Server form

Tip: This user must be a registered administrative user on the vCenter Server.
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The server has been added in Figure 2-23. Our figure includes only the left pane of the

display to enhance readability.

vCenter Servers

Arrays
Users

Hostname / IP address
VASA

9.11.211.163
vCO
vCOps

Add

User

IBMSIS

Edit

Remove

Figure 2-23 Results of adding the vCenter Server

3. In the pane shown in Figure 2-24,select Attach to attach the a storage pool.

Help~ admin~
Storage Pool Attachments
Attach Detach
Storage Pool Name Capacity (GB) Storage Array

Figure 2-24  Attach the storage pool

4. Complete the Attach Storage Pools pane by selecting storage device perfvV840 (1),
clicking the Pool1 check box (2), and then clicking Attach Pools (3), as shown in

Figure 2-25 on page 38.
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38

Attach Storage Pools

Select a storage array and then select the storage pools that you
want to attach to the specific vCenter server.

If there are many storage pools on the selected storage array, you
can scroll down the list or enter the name of the required storage
pool in the Filter box.

perfv40a - 1

Select Storage Array

2

3

Attach Pools Cancel

Figure 2-25 Attach the storage pools

Tip: FlashSystem V840 system configurations can vary, especially with scale up, scale
out configurations. It is not unusual to have multiple storage pools to select from,
depending on the configuration of the environment.

Results of attaching the storage pools are shown in Figure 2-26.

Help~  admin~

vCenter Servers Storage Pool Attachments

Arrays

Add | Edit | Remove Attach | Detach
Users

Hostname / IP address User Storage Pool Name Capacity (GB) Storage Array

9.11.211.163 IBMSIS Poolt 18551 perfvé40a
vCo

vCOps

Figure 2-26 Storage pool attachment results

Note: vCenter Operations Manager (vCops) is not currently available for the V840.
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2.2.6 Add a VMware ESXi server to FlashSystem V840

This section describes the standard process for determining a host worldwide name (WWN)
on the VMware ESX server and demonstrates how these names are used on the
FlashSystem V840 AC1 controller to define a host.

Tip: Each ESXi server is defined as a separate host on the FlashSystem V840.

The section is based on the assumption that the storage area network (SAN) zoning is
established to allow the VMware ESXi Fibre Channel (FC) ports to see the FlashSystem
V840 AC1 FC HBA ports. Having the zoning available allows the WWN to be viewed in the
FlashSystem V840 AC1 interface GUI interface.

Determine the WWN for the ESXi host
The following steps are performed on the VMware vSphere Web Client:

1. Start from the vCenter Home screen, and select Hosts, as indicated in Figure 2-27.

vmware: vSphere Web Client # & U | IBUSIS@WIN-TO507KRD40 -
4 Home ¥ X [ vCenter Home
vCenter | Getting Started |
= vCenter Home
What is vCenter?
Inventory Trees [
N oL The vCenter inventory is where you find all the B a3
‘ [J Hosts and Clusters by objects associated with vCenter Server -
: systems, such as datacenters, hosts,
|2 WMs and Templates > clusters, networking, storage, and virtual
£ storage > machines
Q Metworking > The Inventory Lists allow you to view an
aggregated list of these objects across
~ Inventory Lists wiCenter Server systems. These flat lists
(3 vCenter Servers > enable easier batch operations.
Datacenters > The inventory tree is still available under :
Inventory Trees. Here objects are listed o R
| [ Hosts # hierarchically in four categories: Hosts and 3
B Clusters > E:lt‘:s:grr:i.n\;ms and Templates, Storage, and
(5 Resource Pools >
There are three steps to get started with your
[ Datastores > virtual infrastructure:
e > 1. Create a datacenter
Q Standard Metworks > 2. Add hosts to the datacenter
’ 3. Create virtual machines on the hosts
(= Distributed Switches >
{5 Virtual Machines b Explore Further
8 vApps | What is vCenter Server?
| v Templates > Networking in vSphere
i Storage in vSphere
What are inventory tree views?
Using the object navigator

Figure 2-27 Select Hosts on vCenter Home pane
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2. From the VMware vSphere Web Client Hosts display, select the ESX server to add to the
environment, as shown in Figure 2-28.

vmware:* vSphere Web Client # U | IBUSIS@WIN-TOS0TKRD40 ~ | Help ~

[E (Q Filter

Status

[ | 45 Actions ~
Name 14 State

G 911211141 Connected /& Warning i
@ 9.11.211.142 Connected Ay Warning

Figure 2-28 Select the ESX host that you need to determine the WWN

. In the right pane, select the Manage tab, as shown in Figure 4. This will display the object
(9.11.211.142) that can be managed for this ESX host.

vmware: vSphere Web Client # &

<4 vCenter » ) X | [811.211.142 | Actions ~

B Hosts @ J Getting Started | Summary Monitor | Manage| Related Objects

‘ @ 9.11.211.141 ‘
| R 911211142

:1 [ software. such as ESX and ESXi. to run virtual
Figure 2-29 Select the Manage tab

What is a Host?
Ahostis a computer that uses virtualization

4. Select the Storage tab in the right pane, as shown in Figure 2-30.

vmware* vSphere Web Client # @&

"4 vCenter [v|® ® [911211.142  Actions v
Y —
[ Hosts [ 2] Gefting Stated  Summary  Monitor | Manage | Related Objects
9.11.211.141 :
2 [Seaﬁngs | Networking| Storage | Alarm Definitions | Tags | Permissions
R 011211142
“ Licensing
> Ml MSCTan e Product YMware vSphere 5 Enterprise P

| Default VIM Compatibility
Figure 2-30 Select the Storage tab
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5. The Storage Adapters option is on the left column of the right pane. Scroll down until you
find the FC HBAs of interest. Record enough of the WWNSs so that you can identify them
when viewed in the FlashSystem V840 AC1 controller management GUI. See Figure 2-31.

vmware: vSphere Web Client # @& U | Busis@Win-70507KRD40 ~ | Help ~ | (CHIEEEIE

4 vCenter [r]® & [ e11.211142 | Actions -
B Hosts 2 Gefting Started  Summary  Monitor | Manage | Related Objects

[ 9.11.211.141

_ | setiings | Networking ‘ Slnrage‘ Alarm Definitions ‘ Tags ‘ Permissions
BRot1211142 >

Storage Adapters

“
Storage Adapters . A
EIITEE ... 5 - (a s )

Storage Devices aE

Adapter Type Status Identifier Targets |*
C G I el ICH10 4 port SATA IDE Controller

umhba32 Block SCSI | Unknown 0
umhbat Block SCSI | Unknown 1
1SP2532 based 86b Fibre Channel to PCI Express HBA

umhbad FibreCha  Unknown  20:0000-24f-280Fh2 2100°00-241280F 62 0
[ vmhbas FibreCha.  Unknown  20:0000:24f-28-eab? 2100-00 24728 eab? 0
[ vmhba? FibreCha | Unknown  20:0000-24f-2% eab3 2100-00 24728 eab3 0
[ vmhbas FibreCha Unknown  20:0000-241-280Fh3 2100°00-24128:0F b3 0
1SP81xx based 10 GbE FCOE to PCl Express CHA

[ vmhba3 FibreCha Unknown  20:0000°c0'dd 17-c5ch 2100:00-60-dd 17 cfirch 0

B vmhba2 Fibre Cha Unknawn 20:00:00:c0:dd: 17:c5:c9 21:00:00:c0:dd: 17:c5:c9 0 v
. i

Adapter Details

Properties | Devices  Paths

General

Name vmhbad

Mode| 1SP2532-based 8Gb Fibre Channel to PCI Express HBA
WWNN 20:00:00:24:f1.28:01.02

WWPN 21:00:00:24:f1.28:01.02

Figure 2-31 FC HBA WWN list on the ESX host

In the next section, these WWNSs are available in the Host Definition on the FlashSystem
V840 controller interface.

Create the host on the IBM FlashSystem V840

Use the IBMSIS login created earlier or any administrator account to log in to the
FlashSystem V840 AC1 controller. This set of steps describes defining a host and associating
the definition with the WWN on our ESX server.

1. Hover your cursor over the icons in the left panel until you see the Hosts menu shown in
Figure 2-32 on page 42.
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Overview

“' “Suggested Tasks |

>

0 Internal Drives

[ Hoss )

5 | Disks 1 Pool

Host Mappings
Volumes by Host

Figure 2-32 Hosts menu

2. The Hosts pane contains a list of hosts that are currently defined for the system.
Select the + Create Host tab (see Figure 2-33).

[ # create Host | i= actions | o Fitter | 5

Name

perfesx01 v Online
perfsh10c_fcs0 68 v Online
perfsh10c_fcs1_7 v Online

i R ol Y & o

Figure 2-33 Select the + Create Host tab
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3. Our lab environment uses Fibre Channel connectivity, so under Choose the Host Type, we
select the Fibre Channel Host icon (see Figure 2-34).

Create Host

Choose the Host Type

<5

Fibre Channel Host

iSC Sl Host

Figure 2-34 Fibre Channel Host icon selected

4. This opens the Create Host pane. As shown in Figure 2-35 on page 44, enter the host

name (1), use the list of WWPNSs that is available from the pull-down menu (2) and select

each port, followed by Add Port to List (3).

The Rescan option is available to refresh the list of WWPNs. The Advanced Settings were
all selected by default.
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Create Host x

Host Name (optional): 1

perfesx02 ||

Fibre Channel Ports
2 3
M E|PTROTET Y Rescan |
21000024FF280FB2
21000024FF280FB3

21000024FF2BEAB2 ded any WWPNs yet
21000024FF2BEAB3

Advanced Settings

IO Group Host Type

[w] io_grp0 @ Generic (default)
[v] fo_grp1 () HPIUX

[w] i0_grp2 (7) OpenVMS$S

[w] fo_grp3 (%) TPGS

g s Fersmrose i canco

Figure 2-35 Host definition form

5. The example in Figure 2-36 on page 45 shows the results of the completed Create Host
pane. Finish creating the host by selecting Create Host.
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Create Host x

Host Name (optional).

| perfesx02 [

Fibre Channel Ports

[ ) e =

Port Definitions
v 21000024FF280FB2 #
v 21000024FF280FB3 #
v 21000024FF28EAB2 #
v 21000024FF28EAB3 #

Advanced Settings

'O Group Host Type

| io_grp0 @) Generic (defauit)
v| io_grp1 HPUX

| l0_grp2 OpenVMS

| io_grp3 TPGS

B Advanced

Figure 2-36 Select Create Host to define the host

Tip: This list of WWPNs will be used for assigning volumes to this host.

Figure 2-37 on page 46 shows results of the host creation. More details are shown in the
results screen that provides an example of the command line that can be used.

6. Select Close to close the window (Figure 2-37 on page 46).
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Create Host

v Task completed. 100%

¥ View more details
Task started. 11:42 BAM

Creating the host perfesx(z

Bunning command:
svctask mkhost —-fowwpn 11:42 BEM
Z1000024FFZa0FB2Z 21000024 FF280FRB3:21000024FFZ0ERB2Z:Z1000024FF28ERR3
—force —iogrp io grpl:io grpl:io grp2:io grp3 —nams perfeax0Z -type
generic

The host (ID 13) was succesafully created. 11-42 BEM

Synchronizing memory cache. 11:4

The task is 100% complete. 11:4
Task completed. 11:42 2M

| Ciose | | ™cancer™|

Figure 2-37 Details of the Host Creation, with Close selected

In Figure 2-38, the new host definition appears on the list of host definitions when the
results window is closed.

osts = Hosts

| # Create Host | i= Actions | O Filter | [5] s

perfesx01 v Online Generic 4 Yes
perfesx02 v Online Generic 4 No

Figure 2-38 Hosts display after a new host is defined

Note: There are currently no host mappings defined for this host, perfesx02, because
we just created it. Mappings are created from VMware as volumes are created by using
the capabilities provided in the Storage Integration Server.
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Integration and operations

This chapter provides information about how to use the IBM Storage Enhancements for the
VMware vSphere Web Client plug-in to create and manage IBM FlashSystem V840 volumes
in pools that have been attached to the IBM Storage Integration Server. It also highlights a
single site high availability (HA) configuration that uses volume mirroring on the FlashSystem
V840.

This chapter describes the following scenarios:

» 3.1, “Use case: Provisioning FlashSystem V840 volumes using VMware” on page 48
» 3.2, “Use cases: Availability solutions” on page 50

— Single-site HA (volume mirroring to another storage system)

— Cross-site high availability: extended distance
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3.1 Use case: Provisioning FlashSystem V840 volumes using
VMware

The IBM Storage Enhancements for the VMware vSphere Web Client plug-in is used to
create and manage FlashSystem V840 volumes in storage pools that have been attached to
the IBM Storage Integration Server. As Figure 3-1 illustrates, the plug-in enables you to
create new FlashSystem V840 volumes directly from vCenter.

Through the plug-in, make the following selections: WIN-70507KRD40O — Actions — All
IBM Storage Enhancements for VMware vSphere Web Client Actions — Create New
Volume.

vmware: vSphere Web Client #& @

4 Home '@ 3 | WIN-TO507KRD40 | Actions

5] B | 8| & Gefing Started  Summd (29 Actions - WIN-70507KRD40
[> [ WIN-70507KRD40 ~ f NewDatacenter.

| setiings ‘ Alarm Definitig £ New Folder | Providers ‘ Scheduled Tasks |

¥ Deploy OVF Template

Storage Providers /& Assign License Key..

+ o Settings
Storage System/Storage Fr::l < AssignTag... URL Last Rescan Time | VASA AP| Version
~ perfvB40a (1/1 onling <% Remove Tag

IBM Storage Integrat e https:419.11.211.140:8443iservic... | 10/29/20142... 1.0

Alarms

AllvCenter Actions 3

All BN Storage Enhancements for...  » BN CECE NSRS
T T

. | Refresh Storage Integration Server

Figure 3-1 The IBM Storage Enhancements for VMware vSphere Web Client plug-in

This opens the Create New Volume window (Figure 3-2 on page 49).In the Create New
Volumes window, the Host Mappings drop-down menu in Figure 3-2 on page 49 shows that
ITSO-Cluster is the selected host that will be mapped to the newly created volumes. In this
example, there will be two 500 GB volumes created and mapped to ITSO-Cluster:

» The initial volume is named ITSO-Cluster_Vol_1 and is created in the Poo11 on the
perfv840a storage array. The number in the brackets sequentially increases by one.

» The second volume is called ITSO-CLuster_Vol_2. The Storage Array/Pool drop-down
menu lists the storage pools that were configured on the IBM Storage Integration Server.
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A Create New Volume

According to selected hosts mapping, 2 velume(s) with a size of 500 GB will be created on the storage pool named

Pool1', which was manually chosen.

Host Mapping:

- e
4.5 TB (52%) ; |
|

Bl ITSO-Cluster

Largest available capacity of 135.8 TB was found on Storage Pool:

Pooll (perf@40a)

Allccated on Storage Pool |
Pooll |
_‘ —

o

Volume Size:

Volume Name:

Storage Array/Pool:

LUN:

Volume Properties
Storage Array Name: perfvg40a
Enable Thin Provisioning

[/] Enable Data Compression

500 GB Number of Volumes:

ITSO-Cluster_Wol_{1}
Pool1 (perfvB40a)

Auto selected

Secondary Pool: | Pool2

'O Group: io_grp0

[v/] Enable Virtual Disk Mirroring

DK Cancel

Figure 3-2 Create a new FlashSystem V840 volume with the VMware Web Client plug-in

Figure 3-3 on page 50 shows that additional volume properties can be selected when
creating a volume from the Storage Enhancements for VMware vSphere Web Client plug-in.
These volume properties are available to select:

» Enable thin provisioning
» Data compression
» Virtual disk mirroring

Note: Data compression requires the volume to be thinly provisioned. If you select data
compression, thin provisioning is automatically selected for the volume. The thin
provisioning selection will be grayed out and a check mark will be placed in the selection
box.

During volume creation, a mirrored copy of the volume can also be defined. When Enable
Disk Mirroring is selected, a secondary pool and I/O Group must be provided. The Secondary
Pool drop-down menu lists the pools that are available on the storage array. We selected the
secondary pool, POOL2.

The 1/0 Group drop-down menu lists the I/O groups that are available on the storage array.
We selected the io_grp0 10 group.

Your selections here determine where the mirrored volume will be placed on the storage
array. Having a second pool on a second storage controller is a recommended practice for
redundancy. These pools should have similar performance characteristics.
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Volume Properties

Storage Array Name: perfvd40a

Enable Thin Provisioning Secondary Pool: | Pool2 | v |
[/] Enable Data Compression
[/] Enable Virtual Disk Mirroring

0 Group: | 1a_grpo |- |

oK Cancel

Figure 3-3 Additional volume properties

Figure 3-4 shows the new FlashSystem V840 volumes created and mapped directly from the
vSphere Web Client, without the need for the VMware administrator to access the
FlashSystem V840 GUI or command-line interface directly. This view lists the storage array
where the volumes are located. The names and size of the volumes can also be seen in this

vmware® vSphere Web Client #& & U | IBUSIS@WIN-TOS07KRD40 ~ | Help)
« vCenter © X | () WIN-TOS0TKRD4O | Actions ~
] 2 a|e Getting Started  Summary  Monitor  Manage | Related Objects |

[> [ WIN-TO507KRD40

[« standard Networks | Distributed Switches | Distributed Port Groups | Uplink Part Groups | Linked vCenter Server Systems | Host Profles | Extensions | 1B Storage | IEM Storage Volumes | = »|

R b g E @ | @adonsy Q Filter ~
Storage Devica ... Volume Ideniiier | Stoage Anay | Volume Name | Model Volume Size (38) | Usage Sedal Path Selection
IBM Fibre Chann naa.600507680" perfug40a ITSO-Cluster_Vo 2145 500 Notin use 02007f200058X> Round Robin
IBM Fibre Chann naa 600507680 perfu840a ITSO-Cluster_Vo 2145 500 Notin use 02007fa00058X> Round Robin

Figure 3-4 FlashSystem V840 volumes created and mapped from the vSphere Web Client

The results of the volume created by the VMware vSphere Web Client plug-in can also be
seen in the FlashSystem V840 GUI, as shown in Figure 3-5. . This particular view of the GUI,
lists the volumes that were defined on the FlashSystem V840. Figure 4-5 shows the two
volumes that were created from the plug-in. These volumes are named ITSO-Cluster_Vol_1
and ITSO-Cluster Vol Cluster 2.

IBMSIS (Administrator)

Allocated to Volumes ~ 4.40 TiB

Pool1 Volume Allocation . oc i
Online Virtual Capacity 14.65TB
8 MDisks, 42 Volume copies

sy ctive = Eﬁ

Compression Savings  Compressed

ame tate apacity Hos g UID
ITSO-Cluster_Vol_1 v Online £ 500.00 GiB 6005076801FE80016000000000000038 &

Gopy 0° ¥ Online £ 500,00 GiB Yes 6005076801FE80016000000000000038

Copy 1 v Online & 500,00 GiB Yes 8005076801FE80016000000000000038

&= NS \TSO-Cluster_Vol_2 v Online 2 500.00 GiB Yes 8005076801FE80016000000000000039

3 v Online 2 500.00 GiB Yes 6005076801FE80016000000000000039

@ v Online £ 500,00 GiB Yes 6005076801FE80016000000000000039

v Online 8 350.00 GiB Yes 8005076801FE80016000000000000000

Online 350,00 GIB Yes 8005078801FEB00:

Figure 3-5 FlashSystem V840 GUI view, Volumes by Pool window

3.2 Use cases: Availability solutions

In this section we highlight two availability solutions of FlashSystem V840. A single site high
availability (HA) solution using volume mirroring is covered in the first topic. The second topic
highlights cross-site (extended distance) solutions: metro and global mirroring and global
mirroring with changed volumes.
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3.2.1 Single-site HA (volume mirroring to another storage system)

Replication of data within a single site is typically used to protect against failure of a single
subsystem by mirroring the data to another subsystem, usually within the same site.
FlashSystem V840 supports volume mirroring, which maintains a synchronous copy of the
volume within the same storage pool or in different storage pools. Typically, the two copies are
allocated in different storage pools. By using volume mirroring, having two copies of a volume
provides a basic RAID-1 function at the storage level.The first storage pool (in our example
Pool1) contains the primary copy. The second pool, Pool2, contains the secondary copy. If
one of the storage pools fails, a volume copy is not affected if it has been placed in a different
storage pool. Volume mirroring is apparent to the host. If one of the subsystems fails, the host
continues without any impact. After the failed subsystem has been repaired, the mirrors must
be resynchronized.

Figure 3-6 shows volumes by pools that are defined on the FlashSystem V840. The
ITSO-Cluster_Vol_1 has two copies: Copy 0 and Copy 1. The (*) indicates that Copy 0 is the
primary copy of the volume.

% perfivg40a = Pools = Volumes by Pool

Pool Filter L

Pool1
Online
8 MDisks, 42 Volume copies

Easy Tier Inactive

+ Create Volume | i= Actions | O, Filter

ITSO-Cluster_Vol_1 v Online 5 500.00 GiB Yes
Copy 0* ¥ Online Z 500.00 GiB Yes
Copy 1 v Online S 500.00 GiB Yes

" : :
s~ < \TSO-Cluster_Vol_2 v Online 5 500.00 GIB Yes
Fy Copy 0* v Online 5 500.00 GiB Yes
¥ F v Online S 500.00 GiB Yes
v Online S 2350.00 GIB Yes
v Online 2 350.00 GiB Yes

Figure 3-6 Mirrored volumes

When a server writes to a mirrored volume, FlashSystem V840 completes the writes to both
volumes. Similarly, when a server reads a mirrored volume, FlashSystem V840 reads the
copy from the primary volume. In the use case where one of the copies is in flash storage and
the other copy is on a spinning disk, a preferred read configuration can be put in place.

In a preferred read configuration, the copy in flash is typically defined as the copy used to
satisfy all read requests from a host or application to the mirrored volume. The write
performance in a preferred read is determined by the 1/0 performance of the slowest device.
This provides the highest read performance back to the application. This configuration is
typically used in database environments, but it can be implemented for any workload where
you want to enhance the read performance.

3.2.2 Cross-site high availability: extended distance

If a greater level of protection is required, such as protection against fire or flooding at the
primary site, it is necessary to locate the auxiliary storage at another location. FlashSystem
V840 provides additional copy services to protect data by creating a copy of the data at the
secondary site. FlashSystem V840 is capable of replicating data to another FlashSystem
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V840 at another location. It can also replicate to a IBM Storwize SAN Volume Controller or
Storwize V7000 at a separate location. FlashSystem V840 offers the following copy services:

» FlashCopy creates a point-in-time copy and gives the application continuous operation
during backups.

» Metro Mirror is an synchronous remote copy function. In a synchronous mirror
relationship, updates are committed to both the primary and secondary copy before the
host I/0O completes. This slightly increases latency, depending on the distance and type of
technology used as the link between the two sites. It is suitable for disaster recovery
solutions for limited distances. Metro Mirror is supported up to 300 km. It keeps consistent
and current images of primary volumes. Figure 3-7 shows a simplified view of a Metro
Mirror relationship.

(1) Write (4) Ack

(3) Ack Write
(2) Mirror Write
5 Metro Mirror Relationship 5
Primary Secondary
Volume Volume

Figure 3-7 Metro Mirror relationship

» Global Mirror offers an asynchronous copy function for distances greater than 300 km.
Global Mirror is an asynchronous process, so the host I/O completes after the primary
copy has been updated. The update is then queued to the remote subsystem to update
the secondary copy. This prevents the host from seeing any additional latency from delays
on the remote link, but it means that the remote copy is always slightly out of date.

Global Mirror keeps consistent images of data at all times, even when the sites are
separated by long distances. To maintain integrity, FlashSystem V840 ensures that all
remote updates are sent in the order that they are received from the host. Global Mirror
supports up to 80 ms of round-trip latency. Figure 3-8 on page 53 shows the relationships.
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(1) Write l (2) Ack

(3) Mirror Write

a Global Mirror Relationship a

Primary Secondary
Volume Volume

Figure 3-8 Global Mirror relationship

» Global Mirror with Change Volumes is an asynchronous function that is based on
adjustable point-in-time copies of data. Global Mirror with Change Volumes was designed
for replication over lower-bandwidth networks. Figure 3-9 shows a simplified Global Mirror
with Change Volumes relationship.

(2) Start
FlashCopy Map .
—_— Global Mirror Relationship |

(3) Resynchronize GM Relationship

(1) Start I '
FlashCopy Map

e

Primary Change Secondary Change
Volume Volume Volume Volume

Figure 3-9 Global Mirroring with Change Volumes

VMware offers Site Recovery Manager (SRM) as an optional element of VMware
Infrastructure to enable automated disaster recovery. A Storage Replication Adapter (SRA)
for the SRM is the link between VMware SRM and FlashSystem V840. It makes VMware
software fully aware of FlashSystem V840 features, such as Flash Copy and Remote Copy. It
gives the SRM the possibility to automate a recovery process by using FlashSystem V840
storage replication services.

The benefit of adding the SRM is that it enables VMware to manage the remote copy function
of the FlashSystem V840 as well as the VMware hosts and guest virtual machines. It aids in
the following tasks:

Setting up the recovery infrastructure
Creation of recovery plans

Testing recovery plans

Automating failover

vyvyyy
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The combination of VMware Site Recovery Manager, Storage Replication Adapter, and
FlashSystem V840 enable the automated failover of virtual machines from one location to
another location that is connected by IBM Metro Mirroring or Global Mirroring technology.
This ensures that, in the event of a disaster at the primary location, VMware vCenter is able to
restart all of the required virtual machines at the secondary location with minimal delay and
manual intervention and the shortest recovery time. For more information about the SRM, see
the “VMware vCenter Site Recovery Manager Documentation” page on the VMware website:

https://www.vmware.com/support/pubs/srm_pubs.htm]
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Tips and troubleshooting

This chapter contains practical information about using IBM FlashSystem V840 storage in an
environment that is running with IBM Storage Integration Server and vSphere Web Client
tools. Sample scenarios are provided for resolving an out-of-space condition, for getting
performance information, for auditing, and for collecting logs.
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4.1 Resolving an out-of-space condition

56

This section discusses how to resolve an out-of-space condition and demonstrates how this
condition can be immediately addressed by using FlashSystem V840 and VMware in an
integrated environment. These two methods are described:

» “Extend an existing data store volume” on page 57
» “Expanding a data store by creating a new volume” on page 61

Out-of-space conditions occur when either initializing new VM guests or allocating additional
storage to existing guests. In addition, if t2in VMDKSs are being used and they have grown, an
out-of-space condition can result. VMware vCenter recognizes the out-of-space condition and
uses the vSphere Web Client to alert the administrator to the condition. In Figure 4-1 you can
see the initial alarms starting to display on our vSphere Web Client.

= 3 Alarms O
All(2) | Mew (2) Acknowl...
A Tso-DSC

Datastore cluster is out of 5...
& ITS0-DS_common

Datastore usage on disk

-

Figure 4-1 Running out-of-space alarm

Note: The alarm pane is available on the vSphere Web Client dashboard.

1. Move to the vCenter home (1), select the Actions menu (2), and IBM Storage

Enhancements (3), shown in Figure 4-2.

2. Start by clicking Refresh Storage Integration Server.

4 vCenter o x| (7] WIN.7O507KRDAO

g | m18 o
Il = [ WIN-7TO507KRD40
¥ [ Datacener
~ [, ITSO-CLUSTER
E 911211144
F 911211142
iy 1BMSIS

G ITSO-Win2ZKFS01

Getiing Started  Summd LA Actions - WIN-70507KRD40
~ iy New Datacenter...
| setiings | Alarm Definitig ] New Folder

~ ¥p Deploy OVF Template...

Storage Providers & AS5ign License Key

4+ = 4 Settings

Storage Syst

stemiStarsge P18 & Assign Tag...
(5 IT30-win2kFS02 ~ perfuB40a (111 onling .2 Remove Tag
¢ -win

ITSO-winZKFS03 IBM Storage Integrat Alarms

G ITSO-win2KFS04 3
AllvCenter Actions

EF’rUviders Scheduled Tasks

URL Last Rescan Time

» https:/i9.11.211.140:8443/5enic 1110/2014 4:

All IBM Storage Enhancements for ...

v | @ Create New volume

. Refresh Storage Integration Server

Figure 4-2 Refresh Storage Integration Server selection

Tip: Refreshing the Storage Integration Server is not always necessary. Be sure that you

have up-to-date information about your VMware environment.
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Our monitoring pane (Figure 4-3) shows that the out-of-space condition is getting worse, as
indicated by the ! icons.

» % Alarms O

| Al(2) | Mew(2) Acknowl..

© T50-DSC

Datastore clusteris outof 5.

¢ T50-D5_common

Datastore usage on disk

-

Figure 4-3 Alerts for out-of-space condition in vCenter

Resolving this quickly is a high priority for most VMware administrators. Fortunately, because

our FlashSystem V840 solution is integrated with VMware, the tools to address it are readily
available.

4.1.1 Extend an existing data store volume

Extending an existing volume is a task that is available to the VMware administrator. In our
test environment, this took less than a minute, manually. The following provides the steps:

1. Start with the alarm pane in Figure 4-4. Double-click the ITSO_Cluster alarm to select the
data store.

» U3 Alarms m|

All(1) | Mew (1)  Acknowl...

9 ITSO_Cluster |

Datastore usage on disk

Figure 4-4 Select the ITSO Cluster data store alarm

2. vSphere takes you directly to the pane that shows the problems for this data store, where

you can see the triggered alarm (Figure 4-5). Select the Related Objects tab to
investigate objects that are associated with this data store.

4 Home D X E31TS0 Clster | Actions ~ =
7 ITSO_Cluster Getfting Started  Summary | Monitor | Manage | Related Objects

{1 virtual Machines

@ Hosts

}'\ssues_ F’errormance'i Tasks | Events | Storage Reports |
[EB 18M Storage Volumes
«

] Show acknowledged | Q
All Issues

Object Severity Name Triggere
ITSO_Cluster £ Critical Datastore usage on disk 1142012
Figure 4-5 Data store Issues pane with triggered alarm notice
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3. Select the IBM Storage Volumes tab (1) in the Related Objects pane to see the volume

that is currently assigned to the data store. Select that volume (2), as shown in Figure 4-6.

4 Home ¥ K EJImSO_Custer | Actions = =
#; ITSO_Cluster Gefting Started  Summary  Monitor _ Manage | Related Objects |
30 virtual Machines 1
E Hosts | Virtual Machines ‘ WM Templates | Hnsts" IBM Storage Volumes |
S|
IBM Storage Volumes < =
3 150 storag 2 BT @ | @hctons Q Fie -
Storage Device N.. | Volume Identifier | Storage Amay Volume Name Model Volume Size (GB)  Usage Serial
| ITSO-Cluster_vo naa.600507680° perfvB40a ITSO-Cluster_vo 2145 1500 Datastore Extent 02007&:04

Figure 4-6 IBM Storage Volumes tab with the data store volume

Use the Actions pull-down menu (1) with the volume selected and select Extend (2), as
shown in Figure 4-7.

4 Home o J B 1mSO_Cluster | Actions +
Fi ITSO_Cluster Gefting Started  Summary  Monitor  Manage | Related Objects |
{1 Virtual Machines
B Hasts | Wirtual Machines ‘ WM Te‘mplates | Hosts ‘ 1BM Storage Volumes]
1
IBM St Vol - e
3 181 Storage Velumes =i | 2 || Actions ~ Q Filte
Storage Device N...  Volume I§ Actions - TSO-Cluster_vol Wodel Volume Size (GB)  Usage
ITSO-Cluster_vo naa.600 Lvo 2145 1500 Datastore Extent
T Rename i
g Map
g Set Multipath Policy Enforcement
WMove
T

Figure 4-7 Actions menu that is specific to the selected volume

The Extend Volume pane appears with the current attributes of the FlashSystem V840
storage pool that is providing the volume. Current Volume Size (1) and New Volume Size
(2) of two terabytes are displayed in Figure 4-8 on page 59.

Click OK (3) to extend the volume.
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Figure 4-8 Extend Volume display

5. The operation is monitored in the Recent Tasks pane shown in Figure 4-9. It is on the right
side of the vSphere Web Client dashboard.

All Running Failed

+ Rescan all HBAs

@ 911211141

Resize IBM Storage Volume
WIN-7O507KRD40
sow

" Populate vCenter Server Infarm
& WIN-TOS07TKRD4O

My Tasks = More Tasks
Figure 4-9 Recent Task pane
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6. Wait for the Resize IBM Storage Volume task to complete, and then select the Actions
pull-down menu (1) at the top of the Datastore pane shown in Figure 4-10. Select
Increase Datastore Capacity (2) from the menu.

<& Assign Tag..
<3 Remove Tag

Alarms 3

AllvCenter Actions »

<Home |+ ' X | E3mso_Custer | Actions ~
Getting Started SL RS IR I-_()bjects |
31 virual Machines T P Reagistervm..
[ Hosts | virtual Machines |_\ (@ Browse Files m]
B 181 Storage Volumes ~ _ (@ Refresh Capacity Information 2
SRR [ oo vasiorsCapach |
Storage Device N.. a me Name Madel Volume Size (GB)
ITSO-Cluster_vo é Settings :b-CIuster_vo 2145 2000
Move To...
Rename...

Figure 4-10 Increase Datastore Capacity selected

7. Follow the steps in the vSphere wizard to increase data store capacity, starting with
selecting the volume(1). Then, click Next (2), as shown in Figure 4-11.

] [TSO_Cluster - Increase Datastore Capacity ?
¥4 1 Select Device Q Filte i
2 Specify Configuration I Mame LUN Capsdity Hardware Acce...  Drive Type  Expandable
3 Ready To Complete I ITSO-Cluster_vol B 195T8 Supported Mon-S.. Yes
M 2 1 items

Figure 4-11 Select the Device in the Increase Datastore Capacity wizard
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8. Select Use Free space 500.00 GB to expand the datastore (1) from the partition menu,
and then select Next (2), and click Finish (3),as shown in Figure 4-12.

(%] ITSO_Cluster - Increase Datastore Capacity

+ 1 Select Device Partition Layout Datastore Details 1

2 Specify Configuration Partition Configuration | | <select a configuration= | v |
=select a configuration=

3 Ready To Complete
Use Free space 500.00 GB' to expand the datastore

0 The datastore already occupies one or more extents on this device. Selecting free space
adjacentto an extent in the datastore will expand that extent. Selecting any other aption will
add a new extent to the datastore

Capacity: 1.95TB
Free Space 500.00 GB 2 3

Figure 4-12 Increase Datastore Capacity wizard completion

Tip: These are the manual steps for the VMware administrator to resolve the out-of-space
condition. Automation in cloud infrastructures is expected to simplify this.

4.1.2 Expanding a data store by creating a new volume

Extending the volume is usually the preferred method for increasing data store size. The
Create New Volume process is shown here to illustrate the automation that is provided

through the IBM Storage Enhancements plug-in.

1. In the FlashSystem V840 the wizard, use the IBM Storage Enhancement plug-in (see
Figure 4-13) by selecting Actions (1) and Create New Volume (2).

4 vCenter ) X | [ WIN-TOSOTKRD4O ' | Actions ~
L A‘J Actions - WIN-TOS0TKRD40
1 TEwW Datacenter .

|“@_.| [&] =] @ Getting Started  Summ)

= [@ WIN-70507KRD40 _ )
w [Ig Datacenter | Settings | Alarm Definitig £ New Folder...

E Providers | Scheduled Tasks

v@ITSO—CLUSTER 3 Deploy OVF Template..

[9.11.211.141 SUEE IR /& Assign License Key...
[F9.11.211.142 + o 5% Setiings (Q fier

ﬁb IBMSIS

Eb ITSO-win2KFS01
G ITSO-win2<F 502
Gty TS0-win2KFS03 IBM Storage Integrat .1 ) |
(G ITS0-win2KFS04

Storage SystemiStorsge P & Assign Tag. URL Last Re

~ perfvB40a (1/1 onling <% Remove Tag
https:/9.11.211.140:8443/servic... 1110,

AllvCenter Actions » 2
All1BM Storage Enhancements for .. 4 i Create New Volume
i i Refresh Storage Integration Server

Figure 4-13 Initiate Create New Volume action
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Tip: Maintaining a 1:1 relationship of data store to volume is typically preferable. Using
multiple volumes can become cumbersome from a management perspective.

2. Complete the following fields in the Create New Volume pane, which is shown in
Figure 4-14 on page 63:

— Host Mapping (1)

— Volume Size (2)

— Volume Name (3)

— Number of Volumes (4)

— Volume Properties Selections (5)

3. The next step (Figure 4-14 on page 63) shows the fields where we entered information.
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volume creation.

Selectthe host(s) to which the volume should be mapped.
The largest available storage pool that is accessible from the selected host will be automatically chosen for the

1
Host Mapping: | selectisearch Host(s) - || [ custom
1.5 TE [9%) i __I
Allecated on Storage Pool A, Largest available capacity of 15.8 TB was found on Storage Pool:
Pooll \\ 4 Pooll (perfu40a)
|
Plics |
2
3
Volume Size: GB  Number of Volumes:
Volume Name: 4 ‘ ‘
Storage Array/Pool: | Pool1 (perfvB40a) -
LUN: -
5
Volume Properties

Storage Array Name: perfv840a

[ Enable Thin Provisioning

[] Enable Data Compression
D Enable Virtual Disk Mirroring

IO Group: io_grp0 | - |

Cancel

Figure 4-14 Create New Volume form

4. Enter the pane information by using the pull-down menu (1) and selecting the cluster level
(2), as shown in Figure 4-15 on page 64. This maps the storage to all hosts that belong to

this cluster.
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-
[ Create New Volume

Selectthe host{s) to which the volume should be mapped.
The largest available storage pool that is accessible from the selected host will bg
volume creation.

Host Mapping: || 1 v|
A T" — @ 9.11.211.163
- | i Datacenter
Allocated on Storage Pool | By
Poolt \ | 2 [@ TSOCLUSTER | 24
! ! H 9.11.211.141
Lo
E 9.11.211.142
Volume Size: ey

Volume Name:
Storage Array/Pool:

LUN:

Volume Properties

Storage Array Name: perfvB40a

Figure 4-15 Select the Cluster Level in this menu

5. Complete the information by defining Volume Size (1), Volume Number (2), Volume Name
(3), and Storage Array Pool (4) as shown in Figure 4-16 on page 65. The Volume
Properties (5) have been marked to take advantage of data compression and virtual disk
mirroring on our FlashSystem V840.
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[ Create New Volume

According to selected hosts mapping, 2 volume(s) with a size of 500 GB will be created on the storage pool named
Pool1’, which was automatically chosen.

Host Mapping: ﬁ ITSO-CLUSTER - [ Custom
1.5 TB (8%) T
i |
Allccated on Storage Pool L8 N .I Largest available capacity of 525.1 TB was found on Storage Pool:
Pooll LS _/'| Pooll {perfvB40a)
1 |
- g
1 2
Volume Size: 500 GB Number of Volumes:
Volume Name: ITSO_Cluster_wvold 3
Storage Array/Pool: || Pool1 (perfv@40a) 4 -
LUMN: Auto selected -
Volume Properties
Storage Array Name: perfv840a
5 —_— Secondary Pool: | Pool1 [~ ]
[/] Enable Data Compression G | - . |
roup: io_gr| -
[/] Enable Virtual Disk Mirroring £ =ik |

OK Cancel

Figure 4-16 Complete the Create New Volume form

6. Monitor the creation progress by using the Recent Task window shown in Figure 4-17.

Tip: The screen capture in Figure 4-17 displays a progressive status of the Running
tabs in Recent Task windows (currently 50% complete).

* [z] Recent Tasks OO = |z] Recent Tasks m|
Ml | Running | Failed All | Running Failed
Add IBM Storage Volume + Add IBM Storage Volume
(& WIN-7O507KRD40 B WIN-7O507KRD40
50% €3
My Tasks = More Tasks | My Tasks ~ More Tasks |

Figure 4-17 Running Recent Tasks
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Tip: If the Running Task window does not show the Create Volume task, that might be

due to lost communication with the IBM Storage Integration Server. This was resolved

in our test environment by restarting the server.

7. Wait for the creation task to complete in Step 5. Then, use the vSphere Web Client to
select the volumes just created to add to the data store. As Figure 4-18 shows, we
selected ITSO-DS_common datastore (1) and Increase Datastore Capacity (2).

4 vCenter ¥ X | E@ITS0-DS_common
__@ 1_'3)]] H [@7 Getfting Started  Summz
[ WIN-7O507KRD40
[l Datacenter | Virtual Machines | VM Te

~EITS0-NSC

FITSO-DS_common

il

Name

>

[ Perfesxi02-datastore

G [TSO-win2KFS01
G ITS0-win2kF502
Gp ITSO-win2KF503
G ITS0-win2KF304

Actions =

a Actions - MS0-D5_common
gb? Register vin..

] Browse Files 2

Settings

Move To...

Rename...
ﬁ Assign Tag..
<3 Remove Tag

Alarms

All vCenter Actions

N - R W - W S

Figure 4-18 Select Increase Datastore Capacity

8. Click Select Device to see the volumes created. Select a volume, as in Figure 4-19.

13

41 ITSO-DS_common - Increase Datastore Capacity
1 Select Device (Q it
2 Specify Configuration Mame LUN Capacity Hardware Acce... Drive Type  Expandsble
3 Ready To Complete [ Tso-Cluster_voio31 5 500.00 GB  Supported Mon-S..  No |
ITS0-Cluster_vol032 (] 500.00 GB  Supported Mon-5.. Mo
]
Hext

2items

Cancel

Figure 4-19 Select the volume to add to the data store

Tip: Only one volume can be selected at a time.

Deploying IBM FlashSystem V840 Storage in a VMware Environment




9. Figure 4-20 illustrates selecting the Partition Layout. In most cases, it is Use all available

partitions.

! ITSO-DS_common - Increase Datastore Capacity

+ 1 Select Device

% 2 Specify Configuration

3 Ready To Complete

Partition Layout Datastore Details

Partition Configuration \ Use all available partitions

Increase Size by <select a configuration=

Use all available partitions

© There s no extent of the datastore on this device. Selecting any configuration option will
add a new extent to the datastore.

ITSO-DS_common

500.00 GB
500.00 GB

Capacity:
Free Space:

Back Next Cancel
Figure 4-20 Select Use All Available Partitions
10.Click Finish to add the capacity, as shown in Figure 4-21.
B [TS0-DS_common - Increase Datastore Capacity ?) M
v 1 Select Device SEaE
+ 2 Specify Configuration Mame IT30-DS_common
,‘, Increase Datastore Size by 500.00GB
Future Datastore Size 1.957B
Device and Formatting

DiskiLUN ITSO-Cluster_vol031

Partition Format GPT

WMFS Version VMFS 5.60

Maximum File Size 62.947B

Block Size 1MB
Back | Finish | Cancel

Figure 4-21 Select Finish to add the capacity

Notice that the alarm for the out-of-space condition is gone in Figure 4-22 on page 68.
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= 3 Alarms |

All(0) | Mew (0) Acknowled..

Figure 4-22 Alarm automatically clears

Tip: The volume names used in this process need to be unique, including the numeric
suffix automatically added, or the process might fail. Volumes can be renamed easily
from vSphere. The change will be propagated to the FlashSystem V840.

4.2 Performance troubleshooting

The IBM Storage Integration Server is a centralized server system that consolidates a range
of IBM storage provisioning, virtualization, cloud, automation, and monitoring solutions
through a unified server platform. Performance data collection is not a capability that is
included with the product, because it operates only in the control plane and is not part of the
data path.

The FlashSystem V840 solution with VMware offers methods to look at performance by using
the tools in the products. Figure 4-23 on page 69 illustrates the environment that we examine
in these examples. The environment contains two VMware ESXi hosts: perfesx01 and
perfesx02. Each host has two virtual machines (VMs), FS01 - FS04, that use a cluster data
store called ITSO-DS_Common.

The sections that follow provide brief descriptions of tools that are available to examine
performance for a vSphere cluster and FlashSystem V840.
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vSphere MSO-CLUSTER

perfesx01 \ Host perfesx02

= X Vlr‘tL:la| s

o o Machines °
= . = . = ,

F501 F502 FS03

Datastore
M50-D5_Common
Cluster

Ve840 AC1
Control Enclosure

VB840 AE1
Storage Enclosure

Figure 4-23 IBM International Technical Support Organization (ITSO) test environment

4.2.1 Performance tips

Performance tuning is notwithin the scope of this paper. However, these tips will help you
consider the best approach for your environment.

Tip: The following excerpt is from the IBM FlashSystem and VMware vSphere
Configuration Guide, which you can download from the IBM Techdocs Library:

https://www.ibm.com/support/techdocs/atsmastr.nsf/WebIndex/TD106284

Always check for updates to performance information.
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This list contains key points from that guide:

» Figure 4-24 addresses multipath configuration options. Notice that the preferred round
robin configuration has additional tuning.

esxcli storage nmp psp roundrobin
deviceconfig set —type “lops” -
device=<naa.id>

Default/Recommended Configuration Options Supported Configuration Options
Utilizes all paths for a LUN, switches paths Utilizes one path for a LUN
after 1,000 10Ps Modify for 10Ps=4 to
maximize benefit of FS840/VE40 Configuration Steps

1. Verify NMP is set to Fixed for each
Configuration Steps LUN
1. Configure NMP to use Round Robin 2. Manually change active paths for
2. Configure device to change paths after 4 LUMN(s), distribute evenly across
Round Robin  © Fixed availabe paths

Required for virtualized Microsoft
Clusters

Figure 4-24 Round robin is the best, with the IOPs setting

» In Figure 4-25, virtual SCSI controllers are recommended.

Recommended

Supported

PVSCSI

All

Configuration Options
All ViMiware S5CSI controllers are
supported.

Paravirtualized 5CSI controllers
provide maximum performance at
lowest CPU. Differences observed at
higher I0P values.

Virtual SCSI controller type selected
from VMware when creating or
modifying a virtual machine.

Performance validation

10Ps - 4K Heavy Load

+4.31%

L5545 PV5CSI

Figure 4-25 Paravirtualized SCSI controllers

» Raw device mappings (RDMs) rather than virtual machine device disks (VMDK) or virtual
machine file system (VMFS) have shown good performance (Figure 4-26).

Usability Recommendation

Performance Recommendation

VMDK/VMFS

RDM

Configuration Options

VMware virtual disks (VMDKs) should
be deployed on VMware VMFS for
maximum usability.

The extremely low latency at high 10Ps
provided by FS840 exposes latency in
the VMware ViMKernel stack. Raw
Device Mappings (RDM) should be
used for maximum performance with
the lowest possible latency. The
needs for performance should
outweigh the drawbacks in usability
{example would be databases).

Performance validation

I0Ps - 4K Heavy Load

+48.22%

VMFS  RDM

Figure 4-26 Volume types
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4.2.2 Examining VMware vSphere performance

VMware vSphere Web Client provides multiple objects to monitor performance. This section
focuses on the ITSO-Cluster and the elements of our example, as shown previously in
Figure 4-24 on page 70.

Tip: This example focuses on using the vSphere Web Client GUI to look at performance.

VMware also provides a tool called esxtop to identify storage performance issues for ESX
or ESXi. See the article titled “Using esxtop to identify storage performance issues for ESX
/ ESXi (multiple versions)” (1008205) in the VMware Knowledge Base for more information:

http://vmw.re/1y1PDYf

Gather performance data at the datastore cluster level
The data store cluster level is the closest vSphere object to our storage and is directly in the
data path. This data store, called, ITSO-DS_Common, is shared with all ESX servers that

belong to the cluster. The next steps walk you through where to find performance information
for the data store cluster.

1. From the vCenter Home page, select the Storage object in the left pane, under Inventory
Trees (see Figure 4-27).

4 Home » ¥ X | [ vCenter Home

vCenter Getting Started

(= vCenter Home

What is vCenter?

The vCenter inventory ig
objects associated with
systems, such as data
clusters, networking, st
machines.

« Inventory Trees
[ Hosts and Clusters
[Z] vMs and Templates

VN

= Storage

I

3w u n The lresnmtnre | icd 11

Figure 4-27 Select the Storage object from the Inventory Trees options
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2. Open the Datacenter menu (1), data store cluster, ITSO-DS_common (2), and select the
Manage tab (seeFigure 4-28).

4 vCenter ¥ X | [lg Datacenter | Actions v 3
@ @ | 8 | & || cetingstarted | Summary Monitor [Manage | Related Objects

~ (G WIN-TO507KRD40 1

What is a Datacenter?

A datacenter is the primary container of
inventory objects such as hosts andvirual

0= machines. From the datacenter, you can add
B Perfesxio1-datastore * O, L8 Chcan Rt .cR

; and organize inventory objects. Typically, you
EdPerfesxi02-datastore add hosts, folders, and clusters to a
EvsanDatastore datacenter.

vCenter Server can contain multiple
datacenters. Large companies might use
multiple datacenters to represent
organizational units in their enterprise.

Inventory abjects can interact within

datacenters, but interaction across

datacenters is limited. For example, you can Datacenter
move avirtual machine with viotion across _

hosts within a datacenter but not to a hostin

another datacenter Sphere Client

Figure 4-28 Select the Manage tab for the data store cluster

Tip: vSphere Web Client remembers the last tab viewed, so your display might default
to one of the other tabs in the right pane.

3. After selecting Monitor (1), a second row of tabs opens where you select Performance
(2), as shown in Figure 4-29 on page 73.
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' 4 Home » € E [ mso-DS common | Actions ~

(] B | 8 | & | cetngstated summary | monitor | Manage Related Objects
 [5] WIN-FOS07KRD40
vDatacenter | Issues | Performance | Tasks | Events | Storage Reports
~ JITs0-DEC

|"

ERLTUE  View: | Space

[ Perfesxi01-datastore
H Perfesxil2-datastore
EvsanDatastore By File

Space

Space S_common

Performance

WVirtual Disks - 480.00 GB

O Swap Files - 4.00 GB

[ Snapshots - 26.459 GB

[ Other WM Files - 0.51 GB

W Other- 11.36 GB

[ Free Space- 976.90 GB
Total Space - 1,489.25 GB

By Virtual Machines (Top 5) ©)

W TSO-win2KFS04- 12013 GB
O ITS80-win2kF303- 12013 GB
W TSO-win2kFS02-150.61 GB
O ITS0-win2kF301- 12013 GB
Total Space- 510939 GB

Time Range: | 1Day ‘ |

1 Day Summary for ITSO-DS_common

Figure 4-29 Select the performance tab from the second row

Note: This default display shows the space allocations for the virtual machines, using
the cluster data store that is using ITSO-DS_Common.

4. Performance selection opens the Performance summary pane. The statistics displayed
depend on the length of time that they have been collected. In our example, this is less
than a day. Change the Time Range to real time, as shown in Figure 4-30.

[ ITS0-DS_common = Actions =

Getling Started  Summary | Monitor | Manage Related Objects

|. lssues ‘ Pe«rformance| Tasks | Events | Storage Reports]

View: |Perf0rmance |v| | Time Range:

Data is not collected for the current statistics leveSiaatiiis

Increase the statistics level to view the graphs. SRsEN
1Week
1 Maonth

1Year

Custom...

Figure 4-30 Change time range to Realtime
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5. The vSphere performance chart in Figure 4-31 shows two of the graphs that are available
for our common data store that is supported by FlashSystem V840. This is an example
with a test workload running on four virtual machines.

[ IMS0-DS_common = Actions +

Getting Started  Summary | Monitor | Manage Related Objects

| |ssues | Performance | Tasks | Events | Storage Reports |

View: | Performance |v| | Time Range: |Realtime |v| Graph refreshes every 20 seconds

Realtime Summary for ITS0-D5_common
Storage 1/0 Control Normalized Latency )
T N U U SO | (AU UL S
123 ﬁk |III
R LS. LS - | I o L —
| L |I|II 'lllll \ ||I||] H rllll
122 ||| |||[ t "I S | —

121 1- |I-J

SRR LY L Ry | T fﬁ... i

NN AR A — L

T |I|--‘--| --------------------- L ey
|

R . .
fm |
196 4 .r.|.|.|I|JIJ .u|_| ..... SRS L

microsecond

115-------|f--- -------- E— f --------------------

1111014 111114 111114 1111014 111114 1111014
10:10 AM 10:20 AM 10:30 AM 10:40 AM 10:50 AM 11:00 AM

W ITSO-DS_commaon
Storage 1/0 Control Aggregate I0Ps )

T R 4 e S T C 2 II AR SRR RS R S R R FEEEEE
. I-‘\ulluf\f’ﬂklk J
; A SN I ¥ o |
39,000 "ﬂ'] ......... n;_\._;._(\l.p g trrJT fomnmnmeneof | ........ A Wl,' Iﬁ. ;.-’.II‘JIT. }
f V
SS,DDU II .........
37,000 ‘ -------- ‘ ----------------- b ’ -----

36,000

Number

I T | . N | . .
35,000 I,-"ﬂ‘N', ) J I Wu‘f-/'l'...\.f\’l

34,000 SR IR R R R R R s o S

|
|
E B e | B e

1111014 1111014 1111014 111114 1111014 1111114
10:10 AM 10:20 AM 10:30 AM 10:40 AM 10:50 AM 11:00 AM

W ITS0-DS common
Figure 4-31 Common data-store performance served by FlashSystem V840 LUNs

Note: This is an example of where to look for performance information, not a
measurement of absolute performance on IBM FlashSystem V840.
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4.2.3 Performance at the virtual machine level

The test environment virtual machines (VMs) are all running Microsoft Windows 2012 R2 with
a sample workload. Each VM is encapsulated in the ITSO-DS_Common shared data store.

There are multiple ways to access this information in the vSphere Web Client. This one

method.

1. Start at the vCenter Home screen shown in Figure 4-32, and select Hosts and Clusters

from the left pane.

4 Home

vCenter

~ Inventory Trees

O x

[# vCenter Home

|| vCenter Home

| Getting Started |

What is vCenter?

[ storage
€3 Networking

 Inventory Lists

-/ vCenter Servers
Datacenters

@ Hosts

[P clusters

(& Resource Pools
EJ Datastores

5 Datastore Clusters
€ Standard Networks
(@ Distributed Switches
(51 Virtual Machines
5 vApps

[ vM Templates

v

VW W W WY Y Y VY VY Y Y Y

The vCenter inventory is where you find all the
objects associated with vCenter Server
systems, such as datacenters, hosts,
clusters, networking, storage, and virtual
machines.

The Inventory Lists allow you to view an
aggregated list of these objects across
vCenter Server systems. These flat lists
enable easier batch operations.

The inventory tree is still available under
Inventory Trees. Here objects are listed
hierarchically in four categories: Hosts and
Clusters, VMs and Templates, Storage, and
Metworking.

There are three steps to get started with your
virtual infrastructure:

1. Create a datacenter
2. Add hosts to the datacenter
3. Create vitual machines on the hosts

Explore Further

What is vCenter Server?
Networking in vSphere
Storage in vSphere

What are inventory tree views?
Using the object navigator

Figure 4-32 Select Hosts and Clusters

2. In the Hosts and Clusters window, select your VM (1). Our test environment VM is
ITSO-win2kFS01, as shown in Figure 4-33 on page 76.

Next, select the Monitor tab (2).
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4 VCenter ¥y X | (5 ITSO-win2KFS01 | Actions ~2

| 9 =] H 8 | cetting Started | Summary |ru1onitm| Manage Related Objects

| + (31 WIN-70507KRD40
« [lq Datacenter
[, ITSO-CLUSTER

What is a Virtual Machine?

Avirtual machine is a software computer that,

@,9-11-217-141 like a physical computer, runs an operating
1 FLo11.211142 system and applications. An operating i Machines
system installed on avirtual machine is N N
called a guest operating system \/ X
™

Because every virtual machine is an isolated fomRel 0 |
computing environment, you can use virtual <l\

{5 ITS0-win2KFS03 machines as desktop or workstation - /J .

[ ITSO-win2ZKFS04 environments, as testing environments, or to
consolidate server applications. Host
In vCenter Server, virtual machines run on
hosts or clusters. The same host can run
many virtlual machines. ! Ditacesitin

Center Server

vSphere Client

Figure 4-33 Select a VM to find performance.

3. The display will show something similar to Figure 4-34. Select the Performance tab to see
the Performance page.

(0 ITSO-win2KFS01 | Actions

Gefting Startled  Summary | Monitor | Manage Related Objects

[ |ssues ‘ Performance | Resource Allocation | Storage Reporis | Tasks | Events |

H

All Issues P

Triggered Alarms WMware Tools is notinstalled on this viftual machi...

Figure 4-34 Select the Performance tab
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4) Figure 4-35 shows the default Performance pane, which shows CPU use. Select the

Advanced tab to see information related to storage performance.

Getting Started  Summary | Monitor | Manage Related Objects

| lssues ‘ Performance | Resource Allocation | Storage Reports | Tasks | Events |

4

Overview

Advanced

|

View: | Home |v| | Time Range: | 1Day |v|

1 Day Summary for ITS0-win2KF 501

CPU (%) @

[ [ 1 ——— ............. ............. g e e s R e :1 ...........
: i : A

128 Mas i pusMA A A M S S gined LVNY]
10 """ """""""" cooe ' R s o m——

Crct) N USRNSSR HUSUNONS SRRSO HUSNOI SO

Percent

-1 NI N USRNSSR HUSUNONS SRRSO HUSNOI SO

[} oot e e S e T el s S S e e S e S e S el S T S e S i e S

111014 111014 11014 11114 111114 110114 110114 11011014
500FPM  8:00 PM 11:00 PM 2:00 AM 500 AM  2:00 AM  11:00 AM  2:00 PM

O Ready W Usage

Figure 4-35 Select the Advanced tab

4.

In Figure 4-36, the disk real-time performance is shown by default. Because FlashSystem
V840 latency is less than zero, this chart is of limited value. To display the details, hover

your cursor over the graph line at the bottom of the chart.

4 vCenter ) § | G ITSO-win2KFS01 | Actions =
| B | @ 8 e Geting Started  Summary | Monitor | Manage Related Objects
~ (FIWIN-TOS0TKRD40
+ g Datacenter [ 1ssues ‘ Performance | Resource Allocation ‘ Storage Reports | Tasks ‘ Events |
~ [ Tso-cLUSTER
Rot1211141 “ DiskiReal-ime, 111112014 3:47:00 PM - 111112014 4:46:20 PM Chart Options View: | Default -] @ &
Ro11211.142 Overview I fla
5 3
{5 ITS0-win2kFS02
(35 ITS0-win2KFS03
{5 ITSO-Win2KFS04 98 | 40000
98 I == = RS ~ — - — 30000
H
7 =
g
g 5
g
a
0s [ - 20000
02 b Write rate for - 10000
Read rate for [wmfs/devices/disks[naa.6005076801FF0001600
/vmfs/devices/disks/nas.6005076801F0001600 | [(oots Cohnen)
(SRS 11/11/2014 4:09:20 PM
11/11/2014 4109:20 PM Frm
0 keps
rate for o
[eiee rate oo /umfs/devices/disks/naa.6005076301Ff0001600 | .42 Py
/vmfs/devices/disks/naa.6005076801ff0001600 0000000000007 o
QUORONIGOROD: 11/11/2014'4:09:20 M
11/11/2014 4:09:20 M bl
0 keps
Wey Objedt Timssirament Highest latency for ITSO-win2KFS01 |, Latest  Maxi. | Mini
11/11/2014 4:09:20 M
B TSO-win2KFS01 Highestlatency o millis=cond lisecond 0 0 0

Figure 4-36 Disk real-time performance
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4.2.4 Performance at the host level

In this example, we look at the ESXi host to our VMs. It is the ESX host that provides access
to storage, using the host bus adapters (HBA) installed. The steps that follow begin at the
Host and Cluster level used in section 4.2.3, “Performance at the virtual machine level” on
page 75.

Note: This goal of this section is to show where this information is located. The
performance on a production server is likely to be different.

1. After selecting your host (1) select the Monitor (2) tab, as shown in Figure 4-37.

4« vCenter ) X | [ 911211142 | Actions v 2
| (gl ‘ & 8 Q IGening Started Surnmaryl Monitorl Manage Related Objects

| (1 WIN-TOS07KRD40
w [l Datacenter

1 ~ [ ITSO-CLUSTER

What is a Host?

s Ahostis a computer that uses virtualization
29.11.211.141 software, such as ESX and ESXi, to run virtual

R9.11211.142

machines. Hosts provide the CPU and

memory resources thatvirtual machines use \ :
oy TBMST and give virtual machines access to storage o <
R ITSO-win2KFS01 and network connectivity. e

G ITSO-Win2kFS02
G ITSO-Win2KFS03
G ITSO-Win2KFS04

Host

Figure 4-37 Select the Monitor tab
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Select the Performance tab (1), Advanced (2), and Datastore (3) views, as shown in
Figure 4-38.

[, 9.11.211.442 | Actions ~

Geting Started  Summary | Monitor | Manage Related Objects
1

[ Issues” Fer'fon'i'lahcél Storage Reports ‘ Tasks | Events | Hardware Status | Log Browser

h CPU/Real-time, 11/11/2014 5:15:20 PM - 11/11i2014 6:15:00 PM Chart Options

Overview 100 —
Advanced
80 |-
e | - 2000
g =
] 2
& N
2
2000
b L Al 1000
il il

518PM 521PM 528PM 531PM 538PM 541PM 548PM 551PM 558PM  6:01PM 608PM  8:11PM

Time

Figure 4-38 Move to the Advanced pane and select Datastore

Chapter 4. Tips and troubleshooting

79



The screen capture in Figure 4-39 shows the performance for the ITSO-DS_common data

store on this ESXi sever.

[7.9.11.211.142  Actions ~

puooasiy

0 i i
5.25 FI 530 FM 5.35 Pl

Performance Chart Legend

ITS0-DS_common
W ITSO-DS_common
B  Ferfesxi02-datastore
Il | Perfesxi02-datastore

Getting Started Summary | Monitor | Manage Related Objects

5:40 FM

ey | Object 14 Messurement
Vrite latency
Read latency
Read latency

Write latency

Issues | Performance | Storage Reports | Tasks | Events | Hardware Status | Log Browser

L4 Datastore/Real-time, 11/11/2014 5:25:00 PM - 11/11/2014 6:24:20 PM Chart Options

i
5:50 P 5:55 P
Time

Rollup

Average
Average
Average

Average

i
6:00 PM

view [Daasoe_[] @ [3-

i
6.05 PM 6:10 PM 615 FM €:20 PM

Latest I im
Willizecond 1] o o
Willisecond 1] 1] 0
Millisecond 0 3 0
Willisecond 0 8 0

Figure 4-39 ITSO-DS_common data store with less than a millisecond latency

4.2.5 Performance on FlashSystem V840
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The FlashSystem V840 Controller (AC1) is connected via the SAN to ESXi hosts in the test
environment. The physical storage is provided by the storage enclosure (AE1). Both devices

can be found in the following sections.

Performance data is collected either through the graphical user interface (GUI) in real time or
by using the command-line interface (CLI). This section focuses on simple performance

collectionby using the GUI.

Using FlashSystem V840 Controller (AC1) GUI to monitor performance
1. From the Monitoring menu (1) and select Performance (2), as shown in Figure 4-40 on

page 81.
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Actions

B

System

Monitoring
e —
| System )

Figure 4-40

Select Performance from the Monitoring menu
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2. This opens the System Statistics pane (1) with IOPS (2) as the default display, as shown in
Figure 4-41.

CPU Utilization Volumes
10 s | | o
@ 4
!
N
5 System % Compression % Read | Write D Read latency Write latency
._d 21 % 7% 32,550 IOPS 10,607 I1OPS 0ms 0Oms
‘ ’ Interfaces MDisks
&
-, "
o a
9 S
[l P Remote Copy Read | Write [ Read Iatency Write latency
FC SCSI SAS
‘ u 5430 10PS 8,23910PS 0ms 0ms
237 418 10PS 010PS 010PS 010PS

Figure 4-41 System Statistics pane with IOPS

3. The statistics display can be changed to MBps easily by using the pull-down menu shown

in Figure 4-42.
System Statistics Graphs represent 5 minutes of data
CPU Utilization Volumes
a
S i)
s :
o
=¥
- System % Compression % Read Write [ read latency Write latency
i 20% 7% 124 MBps 40 MBps Oms Oms
' ’ Interfaces MDisks
&
w 0
a o
o o
= 2
EC iscst . sAS . IP Remote Copy Read B Write D Read latency Write latency
165 MBps 38 MBps Oms Oms
450 MBps 0 MBps 0 MBps 0 MBps

Figure 4-42 Change to MBps by using pull-down menu

Tip: The FlashSystem V840 controller inherits a robust set of statistic collection tools from
the IBM SAN Volume Controller (SVC) family of products. They can be accessed by using
the CLI. See Chapter 8, “Performance data and statistics gathering,” in the Redbooks

publication titled /BM SAN Volume Controller 2145-DH8 Introduction and Implementation,
SG24-8229:

http://www.redbooks.ibm.com/abstracts/SG248229.htm1?0pen

82 Deploying IBM FlashSystem V840 Storage in a VMware Environment



http://www.redbooks.ibm.com/abstracts/SG248229.html?Open

Using the FlashSystem V840 enclosure (AE1) GUI to monitor
performance

In this section, we show examples of locating detailed performance data on the FlashSystem
V840 storage enclosure.

1. Log in to the management interface of the storage enclosure:

2. On the Home screen, select the Monitoring menu (1) and the Performance option under
that (2), as shown in Figure 4-43.

superuser (Security Administrator]

g = System

Actions

System
vents ),

b8 e [T
W[‘. i

hitps://9.19.91 32/gui#monitor-perf [T — e Thevugbout: 28 g | SO TIORS ) e St )

Figure 4-43 Navigate to the Performance selection on the Monitoring menu

3. Figure 4-44 on page 84 shows the Graphs menu (1). By selecting System 1/O view (2) and
by hovering the cursor over a data point, you can see the values (3).
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255-’:.‘:

O System /O

o System Latency

Read I0PS: (© 479.2310PS
Write IOPS: ® 468.0210PS
Total IOPS: & 947.2510PS

System Bandwidth

B
T Fibre Channel Port Total IOPS
Do

Fibre Channel Port Total Queue Depth

T
600 —

500 —

)

o8

400
300
200 -
100 —

[ | ! | | ' | | |
05:07 05:08 05:09 05:10 05:11 05:12 05:13 05:14 05:15

17.Nov 2014 5:05 PM - 5:15 PM

— e ) C— S ) — ) |
Figure 4-44 System I/O graph display

4. Next, look at the System Latency graph (Figure 4-45) by selecting it from the Graphs
menu.

Performance

ms

07—

0.6 —
0.5 —
8
i 04 —
<"43 (=]
X 03—
o

0.2 —

0.1

1 i | | 1 | '
03:15 03:16 0317 03:18 03:19 03:20 0321 03:22 03:23

17.Nov 2014 3:14 PM - 3:24 PM

Figure 4-45 System Latency graph

Tip: A significant amount of read I/O is being served by the FlashSystem V840 controller
and not being served from the storage enclosure. This is application-dependent, so
applications such as VMware ESXi server can scale significantly by using this technology.
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4.3 Auditing

Traceability is often important when auditing objects created in the environment. Techniques
described in the following section can be used to identify objects that are created in each
element of the environment.

4.3.1 FlashSystem V840 Controller Audits

In the following example, this IBMSIS account is used to create any objects in the
FlashSystem V840 controller. This was shown in 2.2.2, “Define the storage array
administrative account” on page 22.

To get to the audit log, follow these steps:

1.

In the FlashSystem V840 AC1 Controller GUI interface, from the Access menu, select
Audit Log, as shown in Figure 4-46.

ome = Overview

SugesiaTasks |
=B =
" < il
! 0 Internal Drives = 2 Fibre Channel
- {10 & = {3 Hosts
&
" 18 MDisks 1 Pool 7 Volumes =
@ x
L=

JL 1 External 0 iSCSI Hosts
‘ Storage System

Cusers )
@ he objects that need to be configured. To learn more about each object, click the icon in
#Object, either select the associated task from Suggested Tasks or use the icons in the left

S| navigation.

Mo e,
b Visit the Information Center

Figure 4-46 Select the Audit Log from the Access menu
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2. In Figure 4-47, notice how the IBMSIS user name appears in the audit log. This volume
was created from VMware. However, because we have the specific account, we can see

from this log that our IBM Storage Integration Server environment facilitated volume

renames, creating volumes, and host mappings.

11/14/14 10:23:09 AM IBMSIS
11/14/14 9:06:40 AM IBMSIS
11/14/14 8:45:11 AM IBMSIS
11/14/14 1:00:02 AM superuser
11/13/14 4:54:11 PM IBMSIS
11/13/14 11:52:51 AM IBMSIS
11/13/14 11:52:50 AM IBMSIS
* 11/13/14 11:52:44 AM IBMSIS
L'_! 11/13/14 11:52:40 AM IBMSIS
11/13/14 11:52:40 AM IBMSIS
‘@3 11/13/14 11:52:33 AM IBMSIS
e 11/13/14 1:00:02 AM superuser
; 11/12/14 1:00:02 AM superuser
!j:[ 11/11/14 1:00:02 AM superuser
i ’ 11/10/14 4:30:3% PM IBMSIS
. 11/10/14 4:30:13 PM IBMSIS
g 11/10/14 4:29:43 PM IBMSIS
= 11/10/14 4:27:34 PM IBMSIS
#( 11/10/14 4:27:16 PM IBMSIS
11/10/14 4:26:50 PM IBMSIS
11/10/14 3:46:48 PM IBMSIS
11/10/14 3:46:48 PM IBMSIS
11/10/14 3:46:42 PM IBMSIS
11/10/14 2:46:37 PM IBMSIS
11/10/14 3:46:37 PM IBMSIS
11/10/14 3:46:32 PM IBMSIS

svctask chvdisk -name ITSO-Cluster_vol03 7

svetask chvdisk -name ITSO-Cluster_vol00 4

svctask expandvdisksize -size 268435456000 -unitb §
svctask detectmdisk

svctask expandvdisksize -size 268435456000 -unit b 4
svctask mkvdiskhostmap -host perfesx2 -scsi 6 -force 8
svctask mkvdiskhostmap -host perfesx01 -scsi 6 -force 8

svctask mkvdisk -name ITSO-Cluster_vol032 -iogrp io_grp...

svectask mkvdiskhostmap -host perfesx01 -scsi 5 -force 7
svctask mkvdiskhostmap -host perfesx2 -scsi 5 -force 7

svctask mkvdisk -name ITSO-Cluster_vol031 -iogrp io_grp...

svctask detectmdisk

svctask detectmdisk

svctask detectmdisk

svctask chvdisk -cache readwrite &

svctask chvdisk -cache readwrite 5

svctask chvdisk -cache readwrite 4

svctask chvdisk -cache none &

svctask chvdisk -cache none 5

svctask chvdisk -cache none 4

svctask mkvdiskhostmap -host perfesx01 -scsi 4 -force 6
svctask mkvdiskhostmap -host perfesx2 -scsi 4 -force 6

svctask mkvdisk -name ITSO-Cluster_vol02 -iogrp io_grp0...

svctask mkvdiskhostmap -host perfesx01 -scsi 3 -force 5
svctask mkvdiskhostmap -host perfesx2 -scsi 3 -force 5

svctask mkvdisk -name 1TSO-Cluster_vol01 -iogrp io_grp0...

7

Figure 4-47 Audit log shows IBM Storage Integration Server login window

4.3.2 VMware vSphere Web Client events

Follow these steps to find VMware event information:

1. Figure 4-48shows the navigation bar (on the left) to get to the Events pane. With the
vSphere server displayed, select the Monitor tab (1) and then Events (2).

+ [ig Datacenter
v@ITSO-DSC
E1T50-DS_common
[ Perfesxi01-datastore
[ Perfesxi02-datastore

Getting Started  Summary | Monitor | Manage Related Objects

4 Home ¥ X | [0 WIN-TOSO7KRD4O | Actions ~

P @ (8| ea

1

2

| lssues | Tasks | Events | System Logs I Semice Health | Log Browser

Description

Figure 4-48 Navigate to the Events tab

2. The example in Figure 4-49 on page 87 shows the high-level tasks that were performed to
rename a volume. This is displayed at the right side of most panes in the VMware Web

Client interface.
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* [¢] Recent Tasks m|

l All Running Failed

+ |pdate SCSILUM display name
B 911211141

" Rename IBM Storage Volume

[ WIN-7TO507TKRD40

" Populate vCenter Server Informatif
[ WIN-7O507KRD40

My Tasks = More Tasks

Figure 4-49 Recent Taskspane showing activites for volume renaming

3. Additional details can be found on the vSphere server Events page shown in left and right
partial views, starting with Figure 4-50 on page 88.

Note: The single event screen shown in Figure 4-50 and Figure 4-51 was broken into
two parts for readability.
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] WIN-TOSDO7TKRD40 = Actions

Getting Started Summary | Monitor | Manage Related Objects

| Issues | Tasks | Events | System Logs | Sernvice Health | Log Elrowser-

Desiption

@ﬂ IBM Storage information: naa.6005076801f00016000000000000009 has been renamed to ITSO-Cluster_vol03
Q'g] User IBM3SIS@9.11.211.140 logged in as Python-urllib/2.7

(ﬂ Task: Update SCSI LUN display name

Qj User IBMSIS@9.11.211.140 logged in as Python-urllibi2.7

(j"_"| User IBMSIS@9.11.211.140 logged in as Python-urllibi2.7

@j Task: Rename IBM Storage Wolume

\i] User IBMSIS@9.11.211.140 logged in as Python-urllib/2.7

(1'7}_”] User IBMSIS@9.11.211.140 logged out (login time: Fri Nov 14 09:48:53 MST 2014, number of APl invocations: 3,...

Figure 4-50 vSphere Events page, Part 1

Figure 4-51 shows the far-right columns of the same window.

|
4
2|
(Q Filte I
Type Date Time Task Target il [ )
) Information 111412014 10:24 AM = e
) Information 111472014 10:24 AM
@ Information 111412014 10:24 AM Update SCSILUN displa... | [J 9.11.211.141
) Information 111472014 10:24 AM
@ Information 111412014 10:24 AM
) Information 111412014 10:24 AM Rename IBM Storage Vo... [] WIN-7O507KR. ..
@ Information 111412014 10:24 AM
) Information 111472014 10:18 AM -
v
100 items Previous Next W IQ"

Figure 4-51 vSphere Server Events, Part 2
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4.4 Collecting logs from each element of the environment

Logs are often required by support organizations when responding to inquiries from
customers about issues with products.

4.4.1 VMware vSphere vCenter

Collecting logs in vSphere captures useful information for the support teams. These logs can
be loaded to active support tickets. VMware support might direct you to add specific options

not covered here. This section provides tips about where to look.

The following steps can be used to generate and download these support logs:
1. Log in to the vSphere Web Client, and select your vCenter server (1).

2. Using the Actions menu (2), navigate to All vCenter Actions (3), and select Export
System Logs (4),as shown in Figure 4-52.

4 vCenter ) X | ) WIN-70507KRD40 2
[ vCenter Servers Getting Started  Summa [ Actions - WIN-TO507KRD40
e ;
WIN-7O507KRD40 ; T " | T ~
& Seftings | Alarm Definitig ] New Folder... [EProviders | scneduled Tasks |
1 ) ~ ¥4 Deploy OVF Template... R B )
Storage Providers J& Assign License Key..
+ o Settings

Storage System/Storage Prg \5 Assign Tag... URL

= perfvB40a (0/1 online Q Remove Tag

IBM Storage Integrat Alarms »

3 | All vCenter Actions » | MNew Datacenter...
AllIBM Storage Enhancements for . » | 3 New Folder...
' ! W #5 Deploy OVF Template...

4y Assign License Key...
Export System Logs...

Add Permission...

hitps:#9.11.211.140:8443isenic.

Figure 4-52 Select Export System Logs

3. The Export Logs pane requests that you select an ESX host log of interest (1) and,
optionally, include vCenter Server and vSphere Web Client logs (2).

Select Next (3) to continue (see Figure 4-53 on page 90).
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90

4.

() WIN-7O507KRD40 - Export Logs 2

1]
SelectvCenter Server and host logs to putinto an export bundle. When the export bundle is completed, click Finish to download the
logs to your local computer.
2 Ready to Complete
| Fiter | (1) Selected Otjedts
@me 9
1 MHame Cluster Datacenter Status Wersion
[ 5l E 9.11.211.142 @ ITSO-CLUSTER Datacenter Connected 550
™ ! 9.11.211.141 @ ITSO-CLUSTER Datacenter Connected 550
2 M 2items
[ Include vCenter Server and vSphere Web Client logs 3
| Next | Cancel |
Figure 4-53 Select the source of the logs
In our example, we used the defaults, which include the storage logs that are likely to be
needed to investigate any storage issues. Select Generate Log Bundle, as shown in
Figure 4-54.
| WIN-TO507KRD4O - Export Logs ?) b

v 1 Source
A\ The vCenter Server system you selected does not support export of individual system logs All system logs will be exported

2 Ready to Complete from vCenter Server

The generation of a log bundle might be a leng-running operation. You can minimize this dialog and continue your wark while the
generation is in progress

Specify which system logs are to be exported

» |v| Configuration

» V] CIM

+ || FaulfTolerance
v || ActiveDirectory
v || Testing

+ |¥| IntegrityChecks
+ |¥| hostProfiles

& (211 lzanmnrdd

SelectAll DeselectAll
[] Gather performance data

Duration: | 300

Interval: |5

| Generate Log Elundg|

Back Finish Cancel

Figure 4-54 Generate the Log Bundle selected

Tip: Use the scroll bar at the right side of the pane to look at other options.
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5. The process can take awhile. Our test system took 20 minutes, for example (see
Figure 4-55). The time is dependent on the configuration of the system.

Generating...

Cancel

Figure 4-55 Waiting for the logs to be generated

6. The vSphere Web Client offers the Download Log Bundle option (1) for the bundled just

generated (Figure 4-56). After the download finishes, select Finish (2).

v || Testing
» |v] IntegrityChecks
v [v] hostProfiles

|:| Gather performance data

Duration: | 300 —| second(s) Interval: 5 — second(s)

Log bundle generated. Click Download Log Bundle to save itto your local computer.

;.”Download Log Bundle

2

Select Al Deselect All

Back Cancel

Figure 4-56 Download the file

Tip: Often, it is useful to rename these files with the support ticket tracking number,
ifapplicable.
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4.4.2 IBM Storage Integration Server

Logs for the IBM Storage Integration Server are required in situations where the issue
involves control communications to the storage. Here are the steps for collecting the logs.

1. Log in to the IBM Storage Integration Server (Figure 4-57).

IBM Storage Integration Server

Login 3

Licensed Materials - Property of IBM corporation and other(s). IBM is registered
trademark of IEM corporation in the United States, other countries, or both.

Figure 4-57 Log in to IBM Storage Integration Server

Tip: The web GUI is on the server where the IBM Storage Integration Server was
installed.

2. Log collection is initiated by selecting the Help menu (1) and Collect Logs (2), as shown
in Figure 4-58.

Fe EIT ey ey Bugamats oor Fap

M tnowedgz. | A Seacs Cens. | Uachbzand

| BS e nazel . | [ Meet nge | B e seconty . \@ M- spense <., | T 18V Lunng 000, (] mumwu‘.jﬂ ool Jlogn % b i
€ & e A10E 3

|2 Mo Viited

e Flalo & A
Gelling Sicited %) Lelost Hoadlive | 30V SONES || Linux B ) ProteTER || FlaakSystens | | M Tambioun - Lovere De . %) Global Teuhmivl £l

B | | Pedbuk | | EM 1

Halp= admin=

1BM Storage Integration Server provides in-depth integration between

Hhol 2
Ay IEM dissk anay produets, and exlemesl virllualizalion @nd clowd Collest Logs
systems that consume advanced storage services. In-depth integration = )
\sars crables aulomialon provides: beller shoeage visibilily lon operdbons Online Documentation
management, and more.
VASA IBM Slowaapes Integpalion Seiver consolideaing he deploviment and
management of a growing set of infegration capabilities
GO Too b aboul e fealuies snd vepsbilities of 1BM Sloraue Inlegizbon
Senver, refer to its online documentation page.
vips P
-
YWC < SAN
e
I y t IEM Storage
N Integration
Server

Figure 4-58 Initiate log collection
3. Select Save File (1), and use a meaningful name to save the support file, for example:
PMR12345isis_Togs 2014-11-19 09-30-32.tgz
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Then, click OK (2), as shown in Figure 4-59.

Opening isis_logs_2014-11-19 09-30-32.tg

You have chosen to cpen:

isis_logs_2014-11-19 09-30-32.tgz

which is: tgz File (531 KB)

from: blob:

‘What chould Firefox do with this file?

() Open with Browse... 1

@ : Save File

Do this automatically for files like this from now on.

Figure 4-59 Select Save File to upload to a support ticket

Important: Synchronizing times by using Network Time Protocol (NTP) is highly
recommended.

4.4.3 FlashSystem V840

FlashSystem V840 logs are required for the majority of support tickets opened. To review,
there are two elements to the FlashSystem V840:

» Controller Models ACO and AC1
» Enclosure Models AEO and AE1

Each of these devices is managed separately with a distinct management addressthat is
used to connect the GUI. Collecting logs is similar for each device. Our VMware environment
and IBM Storage Integration Server is the only interface with the FlashSystem V840
Controller, so that is the device where logs will probably be needed.

FlashSystem V840 Controller

FlashSystem V840 Controller is the array device registered with the IBM Storage Integration
Server. The storage array management IP address is described in Chapter 2, “Planning and
configuration” on page 19. For more information,see “Introduction to the FlashSystem V840
control enclosure management GUI” in the IBM Knowledge Center:

http://ibm.co/lymzFju
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Define the storage array administrative account
The FlashSystem V840 GUI is used to connect to the FlashSystem V840 controller.

1. Start by logging into the FlashSystem V840 management interface in Figure 4-60.

FlashSystem™ V840

Storage Management (TAv840AC1)

User name: IBMSIS
Password: eescccse

Login [S5]

Licersed Materal - Property of [ £ IBM Corporgion and cthert! 3, 2014. IBM and FeshSysternare =
registered trademarks ofthe B orehion in the Unked Sates, o

s,

Figure 4-60 Log in to management interface

2. Move the mouse down the icons on the left side of the display to the Settings (1) menu
shown in Figure 4-61, and select Support (2).

@ TAvE40 = = Overview

LI :
& <’ i
ff{l 0 Internal Drives 1 Fibre Channel
e
r T =2 = 43 s
" . 16 MDisks 1 Pool 8 Volumes
e B
|
L&
&" 1 1 External 0 iSCSI Hosts
cm
o = Y 4

Event Notifications

D

irectory Services

Network

Figure 4-61 Select the Support selection

of the objects that need to be configured. To learn more about each object, click the ic
P A iR PR P
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3. In the Support window (Figure 4-62), select Download Support Package.

"Download Support Package

L ooking for individual log files? Show full log listing. ..

¢eRhsdnd

Figure 4-62 Support window

4. In the Download Support Package window shown in Figure 4-63 on page 96, unless the
IBM Support team has stated otherwise, select Standard logs plus one existing
statesave (1), and then click Download (2).
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Download Support Package X

Select the type of support package to download. This
package can be several hundred megabytes.

1 Standard logs

(@) Standard logs plus one existing statesave

Standard logs plus most recent statesave from each node

Standard logs plus new statesaves

2

| oo |N|_Gancer |

Figure 4-63 Download Support Package window

Tip: Depending on the configuration of the system, these logs can be quite large.
Ensure your workstation has enough space to hold the file.

5. It can take a while to gather all of the logs, as shown in Figure 4-64. Select Close when it
completes.

Generating the support package to your system. This will take a while.

& Running Command...

v View more details

Task started. 217 Pl
Running command: =17 Ph
svc_snap guiz2 2:=17 Pk

Figure 4-64 Generating the support package
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6. On completion, select the Save File (1) option, as in Figure 4-65, and then click OK (2).

Opening snap.?SﬁEg. 9,13

You have chosen to cpen:

|| snap.75AE930.141119.131748.tgz

which is: tgz File
from: hitps://9.19.91.33

What should Firefox do with this file?

1 © Open with Browse...

@ Save File

Do this automatically for files like this from now on.

2

[ oc ] [cenee]

Figure 4-65 Select Save File

7. Select File Save As and prefix the file name with the support ticket number, as shown in
Figure 4-66.

=

Enter name of file to sa
-

Organize v New folder

@ Documents A Name Date modified Type Size

g_} Flashsystem
@l M

J Music

[&=] Pictures
Qﬂ RB Images
B Videos

& jmi
E Computer

€ Network
@~ . an

File name: I PMR12345,678 Isnap.75A5930111119,131 748.tgz

Save as type: Itgz File (*.tgz)

No items match your search.

m

[ Swe | | Concel ]

4 Hide Folders

Figure 4-66 Use File Save As to save the file with the support ticket number as the prefix

Tip: IBM Support usually needs these logs to investigate issues. Collecting them in
advance, before they ask for them, saves time.
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FlashSystem V840 storage enclosure

FlashSystem V840 storage enclosure (AEO/AE1) is not in the control path that is used by the
IBM Storage Integration Server. The storage enclosure is the high-speed storage device that
provides the storage, and it is part of the data path. This section explains the steps to collect
logs for this device when required. These steps are nearly identical to the steps for the
controller.

1. Log in to the storage enclosure by using the defined management IP address. Figure 4-67
shows the login window.

' FlashSystem™ V840

Storage Management (TA_v840AE1)

User name: |-5up-eruser

Password: |_......o-

Figure 4-67 Log in windowforthe storage enclosure

2. Storage enclosures have a summary screen that is specific to a storage device, as shown
in Figure 4-68. Select the Settings (1) icon, and then select Support (2).

Actions

—
n

5.47 TiB

Allocated

Figure 4-68 Settings menu with Support selection
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3. From the Support pane, select Download Support Package (Figure 4-69).

= = Support

"Download Support Package |

Looking for individual log files? Show rull log listing. ..

Figure 4-69 Support pane with Download Support Package button

4. In the Download Support Package window, select Standard logs plus one existing
statesave (1) unless IBM Support has instructed something different. Then, click
Download (2), as shown in Figure 4-70.

Download Support Package X

Select the type of support package to download. This
package can be several hundred megabytes.

1 Standard logs

(@) Standard logs plus one existing statesave

Standard logs plus most recent statesave from each node

Standard logs plus new statesaves

2

Figure 4-70 Download Support Package options
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5. Wait for the command to complete. It can take a while, depending on system configuration.
Click Close when that button becomes active, as shown in Figure 4-71.

Generating the support package to your system. This will take a while.

5,- Running Command...

¥ View more details

Task started.
Bunning command:

svc snap guiz

Figure 4-71 Generating support package display

6. On completion, select the Save File (1) option, and then click OK (2), as in Figure 4-72.

Opening snap.1331015-1.141119‘.153153:_ ==

You have chosen to open:

| | snap.1331015-1.141119.163153.tgz
which is: tgz File
from: https://9.19.91.32

What should Firefox do with this file?

1 ) Open with Browse...

@ Save File

Do this automatically for files like this from now on.

2

oK

—J

[ Cancel I

Figure 4-72 Select Save File andclick OK
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7. Use Save As and add the support ticket number as the prefix (1), as Figure 4-73 shows.

Then, click Save (2).

ORI . Comoute ) local Dk @) 4 Suppontose |6 )] seoorsupporicr. 5|

Organize « MNew folder

[F] Documents  *  pame Date modified Type Size

il Flashsystem

gl] IMI - Mo iterns match your search.
J‘ Music

[E=] Pictures 3

il RBImages

E Videos

A jmi
el Computer

?j Metwork 1
- T S
| —— |
File name:l PMR12345.678 .UUU.|5r1ap|133lt]15-1.141119.163153.tgz v

Save as type: [tgz File (*.tgz)

| Save | ’ Cancel ]

= Hide Folders

igure 4-73 Save As display

Tip: These devices have methods to delete old files and snapshots if the sizemakes them

unmanageable.
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed
description of the topics covered in this paper.

IBM Redbooks

The following IBM Redbooks publications provide additional information about the topic in this
document. Note that some publications referenced in this list might be available in softcopy
only.

» IBM FlashSystem V840, TIPS1158

» IBM SAN Volume Controller 2145-DH8 Introduction and Implementation, SG24-8229
» IBM XIV and VMware Synergy with the IBM Storage Integration Server, REDP-5131
You can search for, view, download, or order these documents and other Redbooks,
Redpapers, Web Docs, draft and additional materials, at the following website:

ibm.com/redbooks

Online resources

These web pages are also relevant as further information sources:

» IBM FlashSystem 840 and V840 VMware vSphere Configuration Guide
https://www.ibm.com/support/techdocs/atsmastr.nsf/WebIndex/TD106284

» IBM FlashSystem V840 in the IBM Knowledge Center
http://www.ibm.com/support/knowledgecenter/ST2HTZ

» IBM FlashSystem family product page
http://www.ibm.com/storage/flash

» IBM System Storage Interoperation Center (SSIC)

http://www.ibm.com/systems/support/storage/ssic/interoperability.ws

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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