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IBM Worklight Application Center
introduction

This chapter provides an introduction to IBM Worklight and an overview of the IBM Worklight
Application Center. It explains the concept of the Application Center and describes use cases
and business benefits of using the Application Center.

© Copyright IBM Corp. 2013. All rights reserved.



1.1 What is IBM Worklight

IBM Worklight is a mobile application platform that enables you to develop, deploy, and
manage mobile applications. It includes the following components (Figure 1-1):

>

IBM Worklight Studio: This comprehensive, Eclipse-based integrated development
environment (IDE) supports all the development tasks that are required to build rich,
cross-platform applications.

IBM Worklight Server: This Java EE server provides security features, connectivity to
enterprise resources and data-syncing functionality.

IBM Worklight Device Runtime Components: These include client-side runtime libraries
that embed lightweight server integration functionality, application security, user interface
libraries, local data store, Javascript to native code bridging and Javascript to device
functionality for each vendor operating system.

IBM Worklight Application Center: This enterprise application store allows you to install,
configure, and administer a repository of mobile applications for use by individuals and
groups across your enterprise. It is the main focus of this paper.

IBM Worklight Console: This web-based user interface is for monitoring and administration
of the Worklight Server and its deployed applications.

Worklight
device runtime
Worklight - —
Studio > Application
Center
Mobile Client
Worklight Server
P . Worklight
Console
Application R Application
> Center
Center
Console
Application
Center
Repository

Figure 1-1 IBM Worklight components
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1.2 Overview of the Application Center

The Application Center is essentially an enterprise application store. With it, you can install,
configure, and administer a repository of mobile applications for use by individuals and
groups within your enterprise or organization. You can control who in your organization can
access the Application Center and upload applications to the Application Center repository,
and who can download and install these applications on to a mobile device. You can also use
the Application Center to collect feedback from users and access information about devices
on which applications are installed.

1.2.1 Concept

The concept of the Application Center is similar to the concept of the Apple public App Store
or the Google Play store, except that it targets the development process. It provides a
repository for storing the mobile application files and a web-based console for managing that
repository. It also provides a mobile client application to allow users to browse the catalog of
applications stored by the Application Center, install applications, leave feedback for the
development team, and expose production applications to IBM Endpoint Manager. Access to
download and install applications from the Application Center is controlled by using access
control lists (ACLSs).

1.2.2 Business benefits

Many participants can be involved in the mobile application development process. Mobile
application development teams need to provide versions of an application to a large extended
team within the enterprise. That team can include testers, graphic designers, user experience
experts and other stakeholders in the application development process. Sharing and
managing a large number of mobile applications that are constantly changing, across an
enterprise, can pose a challenge. However, it is an extremely necessary task throughout an
application development life-cycle.

The Application Center is designed to ease sharing and distribution of mobile applications
within an organization. You can use it to distribute mobile applications to specific users and
groups. A mobile application development team can use the Application Center during
various phases of the development lifecycle (for example, to initially share applications with
reviewers on the testing team and eventually expand the group to include beta-testers later on
in the development cycle). Reviewers can use the mobile client to download, install, and
evaluate versions of the application and leave feedback for the developers.

Chapter 1. IBM Worklight Application Center introduction 3



1.3 Architecture

The Application Center is composed of these main elements: a server-side component, a
repository, an administrative console, and a mobile client application (Figure 1-2).

4 )
G N (—
Application =
Catalog Service l
Application o
.. Install Service Application
Application Application Center mobile
Center Console < i
Feedback Service alent 2
Application Center 9 Mobile device

Application Server
N\ J

Figure 1-2 Application Center architecture

1.3.1 Server-side component

The Application Center server-side component of Worklight is a Java Enterprise application
that must be deployed in a web application server such as IBM WebSphere Application
Server or Apache Tomcat. The component provides services to support the various functions
of the Application Center, which include a catalog service, installation service, and feedback
service.

The Application Center is not available with the IBM Worklight Developer edition. You must
install one of the IBM Worklight Server editions to run the Application Center. See 2.2,
“Installation of Worklight Server V5.0.6” on page 10 for more information.

1.3.2 Repository

The Application Center repository is a database that stores information about mobile
applications, the devices on which they are installed, application ratings and feedback data,
and the application binary files. The Application Center is associated with a database when
you install and configure the Worklight Server. See 2.2, “Installation of Worklight Server
V5.0.6” on page 10 for more information.

1.3.3 Administrative console

4

The Application Center console is a web application that is used to manage the repository of
mobile applications. It communicates through REST services with the Application Center
server-side component. You can do the following tasks with the Application Center console:

Upload Android, iOS, and BlackBerry applications

Manage different versions of applications

Control who can install applications from the Application Center
Track the devices that are registered with the Application Center
View the applications that are installed on a specific device
View feedback left by mobile users about specific applications

vyvyvyvYyyvyy

See 3.1, “The Application Center console” on page 46 for more information.
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1.3.4 Mobile client application

The Application Center includes a client application that runs on a mobile device. This
application is called the Application Center installer or the mobile client, and supports
installation of applications on a mobile device. It is itself a Worklight mobile application that
communicates through REST services with the Application Center server-side component.
You can use the mobile client for the following tasks:

» Listing applications that are available to be installed from the Application Center
» Installing mobile applications from the Application Center to a mobile device
» Rating and leaving feedback for applications in the Application Center

The mobile client runs on Android, iOS, or BlackBerry devices. (Only BlackBerry OS V6 and
OS V7 are supported by the current version of the Application Center.) The mobile client must
be present on your device if you want to install applications from your Application Center
repository.

See 3.2, “The mobile client” on page 63 for more information.

1.4 Typical use case scenarios

There are several ways that the Application Center can be used in an enterprise; this section
describes several typical use cases. See Chapter 4, “Application Center and Endpoint
Manager for Mobile Devices” on page 87 for additional information about use cases that
involve IBM Endpoint Manager for Mobile Devices.

1.4.1 Development and testing environment

At a high level, the tasks you follow when developing a mobile application are similar to that of
a regular application development process. However, mobile application development has
some unique challenges. For example, the development lifecycle becomes more complicated
as the number of mobile device platforms that need to be supported increases. Developers
might work with a large extended team that includes integration testers, user experience
designers, business analysts, and other stakeholders in the organization. Different versions of
mobile applications need to be distributed across the organization so they can be tested, the
frequency of which might occur several times a day or week.

In this case, the Application Center can be used to facilitate the integration testing process.
Developers can create versions of a mobile application and make them available to testers by
publishing them on the Application Center. Testers can then download and install these
applications, and leave feedback for the developers. This feedback can be collected and
accessed through the Application Center console, and then developers can use it in the next
iteration of the development lifecycle (Figure 1-3).

T

Developers Testers Developers
Develop, Publish a Review a
deploy app to _ N app _ PP, Collect
. > to Application > leave
Worklight feedback
Center feedback
Server

Figure 1-3 Mobile app development workflow
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To test your mobile application with full enterprise system integration, the application must be
installed in an integration or QA environment that is accessible for any authorized testers.
Chapter 2, “Installing and configuring Application Center” on page 9 describes how to prepare
the integration environment. You can also publish daily builds of an application to the
Application Center as part of your build process.

1.4.2 Ad-hoc enterprise distribution mechanism

6

Another use for the Application Center, beyond a development and testing environment, is to
provide a “private” app store for members of your organization to download applications
(Figure 1-4). You can set up the Application Center on an enterprise intranet to allow
distribution and access to applications across your organization. You can upload applications
for multiple mobile platforms (Android, iOS, BlackBerry) and control who has access to
download and install these applications.

Application
Providers

f‘. Internet
~ Public app stores,

A= require registration to publish
Intranet Google
Private app store Play
IBM

Worklight Apple App

Application Store
Center

o Blackberry
’ World

<

\ Intranet Users /

Figure 1-4 “Public” versus “private” app stores

The Application Center provides a central location from which mobile applications for multiple
platforms can be managed and downloaded, whereas a public app store usually provides
applications only for one platform.

Even if you do not plan to publish applications to an Apple App Store, you or your organization
still needs to register as an Apple iOS developer in order to install an application on an iOS
device. See 1.4.3, “Vendor licensing considerations” on page 7 for more information.
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1.4.3 Vendor licensing considerations

If you want to publish applications through the various mobile app stores (such as Apple App
Store or Google Play), you or your organization must register as a developer with those
platforms:

>

iOS
To test an application on an iOS device, or prepare an application for release in the Apple

App Store or the Worklight Application Center, you must enroll in the Apple iOS Developer
Program as either an individual developer or as a company:

https://developer.apple.com/programs/ios/

A fee is associated with this registration. Individual developers are limited to distribute
applications to 100 unique devices within a yearly period. However, if you register as an
enterprise, you can perform ad-hoc distribution to as many devices as you want within the
organization.

Android

To publish an Android application to the Google Play store, you or your organization must
set up a Google Play account:

https://play.google.com/apps/publish/signup

This three-step process includes creating a developer profile, agreeing to the Developer
Distribution Agreement, and paying a registration fee by using Google Checkout. If you do
not want to distribute applications in the Google Play store, and instead want to use the
Worklight Application Center, then registration is not required.

BlackBerry

To publish a BlackBerry application to BlackBerry App World, you must have a vendor
account. You can apply for one at the BlackBerry World Vendor Portal:

https://appworld.blackberry.com/isvportal/home/login.seam?pagelndex=1&cid=26861
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Installing and configuring
Application Center

This chapter describes the process of installing and configuring IBM Worklight Server V5.0.6
in a WebSphere Application Server V8.5 and IBM DB2® Enterprise Server Edition V9.7
environment:

» Database creation

» Using the IBM Installation Manager to install the artifacts

» Manual installation procedure

» Review of the key components for Application Center and the overall installation structure

© Copyright IBM Corp. 2013. All rights reserved. 9



2.1 Compatibility

This section covers prerequisites and version support for installing IBM Worklight Server.

2.1.1 Supported databases

The following database versions are supported:

MySQL v5.1, v5.5

IBM DB2 Enterprise Server Edition v9.7, v10.1
IBM DB2 Workgroup Server Edition v9.7, v10.1
Oracle Database 11g Enterprise Edition
Oracle Database 11g Standard Edition
Apache Derby 10.8

vVvyvyvyYYyypy

2.1.2 Supported application servers

The following application server versions are supported:

» IBM WebSphere Application Server v7.0, v8.0, v8.5
» IBM WebSphere Application Server Network Deployment v7.0, v8.0, v8.5
» Apache Tomcat v7.0

2.1.3 Additional information

For the most up-to-date information about version compatibility, visit the following site:

http://pic.dhe.ibm.com/infocenter/prodguid/vlr0/clarity-reports/report/html/prereq
sForProduct?deliverableld=C2E8EF801E8711E28ACF6F870925FE36

2.2 Installation of Worklight Server V5.0.6

IBM Worklight Application Center is a sub-component of the complete IBM Worklight Server
V5.0.6 installation. To use the IBM Worklight Application Center, all components in the IBM
Worklight Server installation must be installed. The installation process described here is
divided into four sections:

» Preparing to install

Outlines the specific software that is used in this guide, and also any files that are
required.

» Database configuration
Provides steps for configuring the database, including database creation.
» Installing by using IBM Installation Manager

Describes how to use the IBM Installation Manager to install IBM Worklight Application
Center V5.0.6

» Manually installing Application Center artifacts

Explains the specific steps to manually install Worklight Application Center into a
WebSphere Application Server environment, assuming that access to the installation
artifacts is available.
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2.2.1 Preparing to install

This paper covers the installation of IBM Worklight V5.0.6 with the following prerequisites:

>

Operating system

Windows Server 2008 Service Pack 2
Application server

IBM WebSphere Application Server v8.5
Database

IBM DB2 Enterprise Server Edition v9.7

A copy of the IBM Installation Manager V1.6.1 or later must be installed onto the operating
system (OS).

The IBM Installation Manager repository for IBM Worklight V5.0.6 is required: either
Consumer Edition or Enterprise Edition. For example, the following archive file is used in this
guide:

IM_Rep _Worklight Server wee 5.0.6.zip

2.2.2 Database configuration

Before you run the IBM Installation Manager, you must configure the databases that are
required by Worklight Server to be configured on the DB2 instance. The required databases
are as follows:

» WRKLGHT

This database contains tables that relate to the mobile applications that are installed on
the Worklight Server and also the adapters, and so on.

WLREPORT

This database contains tables that store reporting information on the server for analytics
purposes.

APPCNTR

This database contains all the information around mobile applications that are added to
the Worklight Application Center such as, reviews, comments, and versions.

Creating databases and the Installation Manager: IBM Installation Manager is designed
to handle the creation of all the required databases for you. However, in Worklight Server
V5.0.6, IBM Installation Manager does not allow you to continue past the database
configuration step without the databases being present on the DB2 instance. Therefore the
following steps are required before launching the IBM Installation Manager process.

To create the required databases, complete the following steps:

1.

Make sure that the DB2 instance is running. TheDB2 instance running status is indicated
by the green icon in the task menu, as shown in Figure 2-1.

] L i0® il saam

Figure 2-1 Database indicator
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2. After the database starts, launch the DB2 Command Line Processor by making the

selections shown in Figure 2-2: Start — All Programs — IBM DB2 — DB2COPY1 —
Command Line Tools - Command Line Processor.

& Internet Explorer

—
& Internet Explorer (54-bit) ‘ J
[5=] Windows Contacts L
1 Windows Update !
. Accessories

Administrato
| Administrative Tools ministrator
Extr
| Extras and Upgrades Decumente
, IBMDB2
| DB2COPY1 (Defalt)
; Computer
| Command Line Tools
Command Editor S
BB Command ljne Processor
cal C db =P Pl
omman rocessor Plus I

Command Window
Command Window - Administrator
J General Administration Tools

Administrative Tools k

J Information Help and Support
, Monitoring Tools
| Set-up Tools Run...
J IBM Installation Manager
J IBM WebSphere Windows Security
, Maintenance
, Startup
'l Back
IE::'-': Search re 0] | a | 4 |

Figure 2-2 Launching DB2 Command Line Processor

. Enter the following command in the command window:

CREATE DATABASE WRKLGHT COLLATE USING SYSTEM PAGESIZE 32768

. Enter the following command to connect to the new database:

CONNECT TO WRKLGHT

. Create a user named work1ight and grant connection privileges to it, by entering the

following command:
GRANT CONNECT ON DATABASE TO USER worklight

. To continue creating the other two databases, enter the following command to reset the

connection:
CONNECT RESET

. Enter the following command to create the next database, WLREPORT:

CREATE DATABASE WLREPORT COLLATE USING SYSTEM PAGESIZE 32768

. Enter the following command to connect to the new database:

CONNECT TO WLREPORT

. Enter the following command to create a user named work1ight and grant connection

privileges to it:
GRANT CONNECT ON DATABASE TO USER worklight
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10.Enter the following command to reset the connection:
CONNECT RESET

11.Enter the following command to create the final database, APPCNTR:
CREATE DATABASE APPCNTR COLLATE USING SYSTEM PAGESIZE 32768

12.Enter the following command to connect to the new database:
CONNECT TO APPCNTR

13.Enter the following command to create a user called work1ight and grant connection
privileges to it (The output from these commands is similar to Figure 2-3.):

GRANT CONNECT ON DATABASE TO USER worklight

he first few keywords of a database manager command. For example:
? CATALOG DATABASE for help on the CATALOG DATABASE command
? CATALOG for help on all of the CATALOG commands.

o exit db2 interactive mode, type QUIT at the command prompt. Outside
interactive mode, all commands must he preflxed with 'dh2’.
o list the current command option settings,. type LIST COMMAND OFTIONS.

or more detailed help. refer to the Online Reference Manual.
b2 => CREATE DATABASE WRKLGHT COLLATE USING SYSTEM PAGESIZE 32768

BZ2B0AAI The CREATE DATABASE command completed successfully.
b2 =» CONMECT TO WRELGHT

Databaze Connection Information

DB2/NT64 2.7.08
ADMINIST ...
WRKLGHT

b2 =» GRAMT COMNECT ON DATABASE TO USER worklight

B2B0AA] The S5QL command completed successfully.

h2 =» CONMECT RESET

BEZ2000A]I The 5QL command completed successfully

h2 =» CREATE DATABASE WLREPORT COLLATE USING S?STEH PAGESIZE 32768
B28BAA] The CREATE DATABASE command completed successfully.

b2 =» CONMECT TO WLREPORT

Database server
8QL authorization ID
Local database alias

Databasze Connection Information

Database server = DB2-/NTG&4 9.7.8
2QL authorization ID = ADMINIST _ ..
Local database alias = WLREFORT

b2 => GRANT CONNECT ON DATABASE TO USER worklight

BZ2A0AA]I The 5QL command completed successfully.

b2 => CONMECT RESET

The SQL command completed successful

b2 => CREATE DATABASE APPCHIR COLLATE USIHNG SESTEM PAGESIZE 32768
B2@AAAI The CREATE DATABASE command completed successfully.

h2 => CONNECT TO AFPCNIR

Databaze Connection Information

Database server = DB2-/NT64 9.7.8
89L authorization ID = ADMINIET ...
Local database alias = APPCHTR

b2 => GRANT CONNECT ON DATABASE T(Q USER worklight
B2AAAAI The SQL command completed successfully.
h2 => _

=l

Figure 2-3 Database command output

14.Select Start — Right Click Computer — Manage to launch the Server Manager and set
up the worklight user system password.

15.0n the left side of the Server Manager, expand Configuration — Local Users and
Groups, as shown in Figure 2-4 on page 14.
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E:: Server Manager

File Action View Help

&= | nmel=|HBE

T Server Manager (SA-W337-1)

5. * Roles —
= Mame Full Mame Description
& Features o -
3 Diagnostics & admin admin
= jﬁ Configuration A& pdministrator Built-n account for administering the...
,:1:, Task Scheduler fq_..Guest Built4n account for quest access to t...
ﬁ' Windows Firewall with Advz
& Services

&5 WM Control
= _#-_, Local Users and Groups
| Grod
=5 Storage

Figure 2-4 Windows Server 2008 user administration panel

16.Right-click Users and click New User.

17.The New User window opens. You can specify the work1ight user name, which matches
the user name that you granted privileges to on the database.

Database user management: DB2 does not take ownership of authenticating users.
Instead, it relies on the underlying operating system to perform authentication tasks.

DB2 does take ownership of the permissions within the database context for any user
that exists on the system.

18.Enter the password for the worklight user and clear the User must change password at
next logon check box. The completed form is shown Figure 2-5.

New User
User name: Iworkligl‘rt
Full name: IWoringl'rt

Description: IWoringhl DB2 User

Password: Iooooooooo

Corfirn passwaord: I.........

™ {User must change password at next logor:

[ User cannot change password
[~ Password never expires
™ Account is disabled

Help Create Cloze

Figure 2-5 New user panel

19.Click Create.
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The database is now successfully configured, and you can use the IBM Installation Manager
to set up IBM Worklight Server.

2.2.3 Installing by using IBM Installation Manager

The two methods for installing Worklight Server and Application Center are as follows:
» Automatically install by using IBM Installation Manager (described in this section)

» Manually install (described in 2.2.4, “Manually installing Application Center artifacts” on
page 22)

If you prefer that the complete Worklight set of components be installed automatically,
continue with this section.

Before you start (LDAP configured WebSphere Application Server): At the time of
writing there was a problem with the IBM Installation Manager for Worklight Server V5.0.6
in which the Installation Manager reports a successful installation if the application server
has a federated repository with an Lightweight Directory Access Protocol (LDAP)
configured. However, the installation scripts fail to complete the installation, and nothing is
deployed to the application server.

To work around this issue, you can either remove LDAP from the federated repository
configuration temporarily, or following the manual installation instructions described in
2.2.4, “Manually installing Application Center artifacts” on page 22.

Use the following steps to use the IBM Installation Manager to copy the product files to an
installation directory, create the supporting database artifacts (tables and indices), and deploy
the product artifacts onto WebSphere Application Server:

1. Extract the contents of the IM_Rep _Worklight Server wee 5.0.6.zip file into a directory.

2. Start the IBM Installation Manager. Select Start — Programs — IBM Installation
Manager — IBM Installation Manager, as shown in Figure 2-6 on page 16.
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& Internet Explorer —

|
& Internet Explorer (54-bit) ‘ J
[5=] Windows Contacts >

1 Windows Update

. Accessories

Administrato
| Administrative Tools ministrator
E
| Extras and Upgrades T
, IBMDB2
J IBM Installation Manager
- 3 Computer
& M In:;tall\hhl:m Manager
€ | Release Néxis Network
@ View Installed Packages
IBM WebSph
) FR-pnEre Control Panel
, Maintenance
| Startup Administrative Tools k
Help and Support
Run...
Windows Security
1 Back
It:"EF Fe 0] | a | L |

Figure 2-6 - Launching Installation Manager

3. Add the location of the Worklight Server V5.0.6 repository to the IBM Installation
Manager’s configuration:

a. Inthe IBM Installation Manager window, select File — Preferences. The Preferences
window opens, as shown in Figure 2-7.

£ 1BM Installation Manager

,ﬁ Help

Qpen 4

View Log nager

= | Installation Hiskory

= View Installed Packages

Exit

Figure 2-7 Installation Manager preferences
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In the Preferences window, click Add Repository, as shown in Figure 2-8.

@rrcicrences iBix]
|th8 filker bext Repositories - - -
- Repositories
- AppEarance Repositories:
- Files For Rallback Location | connection | B e
Edit: Repasitory., . |
- Passport Advantage
i Updates Remove Repositarsy. |
Mowve Up |
[awe Down |
Elear Gredentials |
Tiesk Connections |
Service repositories are remote locations where updates or extensions
to packages {including the Installation Manager itself) are stored,
[¥ Search service repositories during
installation and updates, Restare Ciefaulks | Apply |
(7 [o]'8 | Cancel |

Figure 2-8 Selecting Add Repository to create a new repository

In the Add Repository window, click Browse. The Select a Repository window opens.
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d. Go to the directory where you extracted the Worklight Server archive file (step 1), and
select Worklight — disk1 — diskTag.info, as shown in Figure 2-9.

B select a Repository
G( )v | . = Worklght - disk1 - » (& [search ¥e)
Organize * = Views - | New Folder (7]
Favorite Links Mame = |v| Date modified |-| Type |v| Size |v|
J ad 3/26/2013 8:45 AM  File Folder
BE Desktop '\ md 3/25/20138:45 AM  File Folder
18 Computer J toc 3/26/2013 8:45 AM  File Folder
rr Documents .:Ii*Tag 311/20139:36 AM  Setup Information
rE Pictures
n} Music
4y Recently Changed
rB Searches
| Public
Folders ~
File name: IdiskTag j Irepository.cnnfig;diskTag.irrf;’j
COpen Cancel |
4

Figure 2-9 Worklight Server 5.0.6 repository info file

e. Click Open.

f. In the Add Repository window, the location of the Worklight Server V5.0.6 base
repository displays in the Repository field. Click OK.
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I type filter text

-~ Repositories

In Preferences, the location of the Worklight Server V5.0.6 base repository now is
displayed in the list, as shown in Figure 2-10. Click OK to close the window.

& Preferences [_ (O] x|
Repositories - L 4
Repositories:

Appearance

Files for Rollback

+]- Help

-- Internet

Passport Advantage

Location | Connection |
Z:\noback\IM_Rep_Worklight_Server_wee_5.0.6\Worklight'disk 1\diskT. .. ?ﬁz

Edit Repository... |
Remowve Repository |
Move Up |
[ore Do |
Clear Credentials |
Test Connections |

Service repositories are remote locations where updates or extensions to packages (induding the Installation Manager itself) are
stored.

v Search service repositories during installation and updates.

%estore Defaults | Apply

oK | Cancel

Figure 2-10 Added Worklight Server 5.0.6 repository

4.

Install the complete IBM Worklight Server software package by using the installation
Manager Install Packages wizard, as follows:

In the IBM Installer Manager window, click Install, as shown in Figure 2-11.

£) 1BM Installation Manager

File Help

IBM Installation Manager

Install

Install software packages,

=3

Figure 2-11 The Install button in the IBM Installation Manager window
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b. In the Select packages to install page (Figure 2-12), select the IBM Worklight Server
for IBM Worklight Enterprise Edition check box and click Next.

&l 1BM Installation Manager

Install Packages
Select packages to install:

Installation Packages | Status | Vendaor
=0 @ IBME® Worklight Server for IBM® Mobile Foundation Consumer Edition

) D lﬁ_u Version 5.0.6 IEM
=-0 [] 1BM® Workiight Server for IBM®& Mobile Foundation Enterprise Edition

: ) D lﬁ_u Version 5.0.6 IEM
=0 @ IEM® Worklight Server for IEM®& Worklight Consumer Edition

Fo O lﬁ_u Version 5.0.6 IEM
= [ IBM® Worklight Server for IBM® Worklight Enterprise Edition

“ [ L]y Version 5.0.6 will be installed IBM

Figure 2-12 Install packages page

c. Read the license agreement, and to continue, accept the terms in the license
agreements, and click Next.

d. In the Use the existing package group, or create a new one page, accept the default
values (for either selection) and click Next, as shown in Figure 2-13.

15, To run an application without administrative privieges on the Windows Server 2008 operating system, you must install the application package into a directory that is not virtualized.
The Program Files directory on Windows Server 2008 is virtualized.
To run an application with administrative privileges after it is installed, right-dick the package, and dick "Run as administrator”.

Install Packages ,_n‘/!_!

Insta cEnses

Ty o

Q Use the existing package group
& Create a new package group

Package Group Name | Installation Directory | Architecture |
| Ay
------ % Worklight C:'Program Files\IBMYWorklight 64-bit

Package Group Name: Worklight

Installation Directory: | C:'Program Files\IBMWorklight

Architecture Selection: ) 32-bit @ 64-bit

Figure 2-13 Installation location page

e. Inthe Select the features to install page, accept the defaults and click Next.

f. Choose your database type by selecting both of the following options, and then click
Next, as shown in Figure 2-14 on page 21:

* Use pre-installed database server (running)
e |BM DB2 Enterprise Server Edition V9.7 and later
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Chonse vour database bvpe

Configuration for IBM® Worklight Server for IBM& Worklight Consumer Edition 5.0.5

Database choice

& Use pre-installed database server (should be running)

¥ 1BM DEZ Enterprise Server Edition ¥9,7 and later:
€ MySQL 5.1 and later

" Oracle 11g Standard/Entreprise Editions Release 1 and later

" Install Apache Derby 10,8 Release (nok for production use)

| < Back I Mext = | |

| | Zancel |

Figure 2-14 Selecting a database to install

g. In the Database properties configuration page, enter the host name for the database

server, in this case localhost.

h. Fill in the port that the database listener is configured on.

i. Specify the worklight database user name and password for the user that was created

as part of the database configuration (2.2.2, “Database configuration” on page 11).
j- Under IBM DB2 Driver for JDBC, specify the path to the JDBC driver for DB2. In this

case, for example, the path is as follows:
C:\Program Files\IBM\SQLLIB\java\db2jcc4.jar

The DB2 database settings panel is shown in Figure 2-15.

Configuration for IBM® Worklight Server for IBM® Worklight Enterprise Edition 5.0.6
Database server properties

DB2 database settings

Worklight uses three databases WRKLGHT, WLREPORT, and APPCNTR on the DEZ2 database server. These databases may or may not exist

yet; if they don't exist, you can create them through the next panel.

Enter the settings that Weorklight should use to access these databases.

Network settings

Host name (example: localhost): |I0calhnst

Port: I 50000

Access settings
Enter the DB2 user account and its password for accessing the databases.

User name: I worklight
Password: I [E———

IBM DB2 Driver for JDBC

EEVGRIRETR " \Program Files\IBMSOLLIBiava\db Zjccd. jar

DB2 driver download: http: {fwww-01.ibm.com/support/docview. wss?uid=swg 21363866

Browse ... |

Figure 2-15 Database configuration details
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Installation Manager create database step: Even though a step is defined as part
of the installation manager process, referred to as Create Databases, Installation
Manager does not allow you to continue past the panel displayed in Figure 2-15
without first creating the databases.

k. Click Next.
[. Click Next on the Create DB2 Databases step.
m. Click Next on the Database creation progress step.

n. In the Choose your application server window, click Use pre-installed application
server and select WebSphere Application Server.

o. Click Next.

p. Specify or select the WebSphere installation directory. The Installation Manager
detects the profiles within the WebSphere Application Server installation.

g. Select the WebSphere Application Server profile on which to install the Worklight
Server.

r. Enter the administrative details for the node.
s. Select the server on the node on which to install Worklight Server.
t. Take note of the user name and password that the Installation Manager generates.

u. Click Next. The multiple users screen allows you to set an operating system user or
group to have access to the Worklight reports.

v. Click Next.
w. Click Next and then click Install to finish the installation of Worklight Server V5.0.6.

2.2.4 Manually installing Application Center artifacts

22

As mentioned, two methods are available for installing Application Center:

» Automatic, by using the IBM Installation Manager (described in 2.2.3, “Installing by using
IBM Installation Manager” on page 15)

» Manual (described in this section.)

If you used the IBM Installation Manager, you can skip this current section.

What is included: This manual installation process covers the steps to install only the
Application Center. The complete procedure for installing the full Worklight Server suite is
at the following location:

http://pic.dhe.ibm.com/infocenter/wrklight/v5r0m6/topic/com.ibm.worklight.help.
doc/admin/t_configuring_websphere application_server manually.html

This section describes the manual process for installing the Worklight Application Center
artifacts to WebSphere Application Server V8.5. It replicates what is automatically performed
as part of Installation Manager method. It assumes that the IBM Installation Manager
previously ran, and the required artifacts for Worklight Server are accessible, as shown in
Figure 2-16 on page 23.
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[ﬁ ApplicationCenter

(? (_}@ | . = Program Files = IBM ~ Worklight = ApplicationCenter -

* (&3 |seardt

File Edit Wew Tools Help

Organize * = Views -

Fawvarite Links
T Documents
FE Pictures
fﬂ_-, Music

Mare »

Folders
, Common Files
, IBM
| gska
| SOLLIB
| Worklight
. ApplicationCenter
| console
| databases
, installer
| tools
, Licenze-mfce
, Licenze-mfee
) License-wce
) License-wee
| properties
J shortouts
| WorklightServer

<

Mame = |v| Date modified |-| Type
Jiconsole 3/28/2013 2:20FPM  File Folder
| databases 3282013 2:20 FM  File Folder
| installer 3/28/2013 2:20PM  File Folder
| toals 3282013 2:20 FM  File Folder

Figure 2-16 The Worklight Server Artifacts

Prerequisites

The following files are required for the manual installation process:
» DB2 JDBC 4 driver: db2jcc4.jar
» DB2 License JAR: db2jcc_Ticense_cu.jar

» Worklight Application Center installation files:

— create-appcenter-db2.sql
— applicationcenter.ear

Setting up the data sources
Complete the following steps to set up the data sources:

1. Copy the DB2 drivers into the WebSphere Application Server configuration directory. The
drivers, by default, are in the following location:

C:\Program Files\IBM\SQLLIB\java

The configuration directory is specific to the application server, as in the following line,
where <profile_directory> is the profile directory of the server, <cell_name> is the cell
name, <node_name> is the node name, and <server_name> is the server name:

C:\Program Files (x86)\IBM\WebSphere\AppServer\profiles\<profile
directory>\config\cells\<cell name>\nodes\<node name>\servers\<server

name>\Work1ight-5.0\db2

Chapter 2. Installing and configuring Application Center
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Creating directories: If the Worklight-5.0 and db2 directories do not exist, they must
be created.

After copying the DB2 drivers and licenses, the folder will contain the files that are shown

in Figure 2-17.
G(_)v | . = cells ~ SA-W337-1ModeD1Cell = nodes = SA-W337-1Node01 - servers - worklightServer01 = Worklight-5.0 - db2 - l‘al IEE,—--_---

File Edit WView Tools Help

Organize v 152 Views
Favorite Links Narr.le - |v| Date modified |v| Type |v| Size |v| Tags |v|
| JdbZicca.jar 3/28/2013 2:20PM  JAR File 3,236 KB :
| Documents | |dbZjcc_license_cujar  3/28{2013 2:20PM  JAR File 1KB

Figure 2-17 DB2 drivers in the configuration directory

2. Verify that the USER_INSTALL ROOT variable exists in the WebSphere Application server
configuration:

a. Log in to the WebSphere Application Server administrative console as a user with
administrative privileges.

b. In the left pane, expand Environment — WebSphere Variables.

c. Verify that USER_INSTALL_ROOT exists and points to the profile base profile directory for
the server. The value is as follows, where <profile_directory> is the profile base
profile directory for the server:

C:\Program Files (x86)\IBM\WebSphere\AppServer\profiles\<profile directory>
If it does not, then complete the following steps:

i. Select the node on which you want to install Application Center from the Scope
drop-down list (for example, Node=SA-W337-1Node01).

ii. Click New.
iii. Enter the name as USER_INSTALL ROOT.
iv. The value is as follows:

C:\Program Files (x86)\IBM\WebSphere\AppServer\profiles\<profile
directory>

v. Click OK.

vi. The final WebSphere variables window now contains USER_INSTALL ROOT, as
displayed in Figure 2-18.

|- USER INSTALL ROOT C:%Program Files (=88] Node=5A-
\IBM\WebSphere\AppServer\profiles\AppSrv0l | W237-
1Node01

Figure 2-18 Our final variable
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3. Set up the JDBC driver provider. To do this, use the WebSphere variable that you set up in
the previous step, and the JDBC drivers that you copied to the configuration directory.

a. In the left navigation pane of the WebSphere administrative console, expand
Resources — JDBC — JDBC Providers. Select the appropriate scope for the
application server on which the Worklight Application Center is being installed, as in
Figure 2-19.

| Node=SA-Wz237-1Nodel1, Server=worklightServero1 x|

Figure 2-19 The scope selection for the IBM super computer

b. Click New.

c. From the Database Type drop-down list, select DB2.

d. From the Provider type drop-down list, select DB2 Using IBM JCC Driver.

e. From the Implementation type drop-down list, select Connection pool datasource.
f.  Enter Worklight JDBC Provider for the Name.

g. Click Next.

h. In Class path, select all the existing paths and delete them.

i. Click Apply.

j- Enter the path to the drivers that you copied in step 1, using the value for
USER_INSTALL ROOT. For example:

${USER_INSTALL_R0OT}/config/cells/<cell name>/nodes/<node
name>/servers/<server name>/Worklight-5.0/db2/db2jcc4.jar

${USER_INSTALL_ROOT}/config/cells/<cell name>/nodes/<node
name>/servers/<server name>/Worklight-5.0/db2/db2jcc_license_cu.jar

k. Click Next.
I.  Click Finish.
m. Save your changes to the master configuration (click Save).
4. Create the data source by using the JDBC driver that you just set up, as follows:

a. Expand Resources — JDBC — Data sources. Select the appropriate scope for the
application server where the Application Center is being installed to, as shown in
Figure 2-20.

| Node=SA-Wz237-1Nodel1, Server=worklightServero1 x|

Figure 2-20 Scope for Worklight Server

Click New.

In Data source name enter Application Center database.
In JNDI name enter jdbc/AppCenterDS.

Click Next.

® 2 0o T
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f.

-

k.

5. Create the J2C authentication alias for the database. This is the user name and password

On the Select JDBC provider window, click Select an existing JDBC provider and
select the JDBC driver that you created previously, as shown in Figure 2-21.

Select JDBC provider

Specify 2 JDBC provider to support the datasource. If you choose to create =
new JDBC provider, it will be created at the same scope as the datasource. If
you are selacting an existing JDBC provider, only those providers at the current
scope are available from the list.

& Create new JDBC provider

% salact an existing JOBC provider

| worldight JDBC Brovider x|

Figure 2-21 Selecting a JDBC provider

. Click Next.

Enter the following properties. Figure 2-22 shows an example.
* Database name: Enter APPCNTR.

¢ Server name: Enter the name of the server where the database is located.

¢ Port number: Enter the port to use for the server.

Enter database specific properties for the data source

Set these database-specific properties, which are required by the database
vendor JDBC driver to support the connections that are managed through the
datasource.

Name Value

#* Driver type IE

# Database name [appcHTR
# Server name [localhost]
#* Port number |SDDDD

¥ Use this data seurce in container managed persistence (CMP)

Figure 2-22 Database configuration

Click Next.
You configure security later. Click Next.
Click Finish.

Save your changes.

that is used to access the database.

a.

® 2 0o T

In the list of data sources, click Application Center database.

On the right side, click JAAS - J2C authentication data. Click New.

In the Alias field, enter WorklightDb2DatabaseCredentials.

In the User ID field, enter the user name for the DB2 instance, in this case worklight.
In the Password field, enter the password for the DB2 instance, in this case worklight.
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f.

g.
6. Configure the data source to use the credentials that you specified in the previous step:
a.

b
C.
d

e.

f.

DB2 user names and passwords: It is important that you configure the user name

and password here to be the same as the one you created in step 18 on page 14,

and it also be the same user that you use to run the database scripts in “Database

setup scripts” on page 34.

Click OK.
Save your changes.

Expand Resources — JDBC — Data sources.

. Click the Application Center database.

Scroll to Security Settings.

. Select Component-managed authentication alias —

WorklightDb2DatabaseCredentials.
Click OK.
Save your changes.

7. Configure two custom properties for the data source, as follows:

a.

© T » T

Expand Resources — JDBC — Data sources.
Click the Application Center database.

Click Custom properties on the right side.
Click the property named resultSetHoldability.
Enter 1 in the Value field. See Figure 2-23.

Ganeral Proparties

F Scope
cells:SA-W337-1Node01Cellinodes: SA-W337-
iNodell:serversiworklightServerdl

- Required

Name
|resu|t5etHc|dabi|it',—

Value

Description

Determines whether result sets are closed or kept open when committing a transaction. The possible
values are: 1 (HOLD_CURSORS_OVER_COMMIT), 2 (CLOSE_CURSORS_AT_COMMIT).

Apphy |ﬂ Resetl Cancel |

Figure 2-23 The resultsetHoldability property

Click OK.

Click New.

In the Name field, enter allowNextOnExhaustedResultSet.
Enter 1 in the Value field.
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h. Change the type to java.lang.Integer (select it from the Type menu).
i. Click OK.
j- Save your changes.

Installing enterprise application
Complete the following steps to install the Application Center enterprise archive file:

1. In the WebSphere administrative console, on the left navigation pane, expand
Applications —» New Application —» New Enterprise Application. Under Local file
system, click Browse (Figure 2-24).

a. Navigate to the Worklight directory that contains the applicationcenter.ear and
appcenterconsole.war files.

b. Select the applicationcenter.ear file.

Preparing for the application installation k4

Specify the EAR, WAR, JAR, or SAR module to upload and install.

Path to the new application
¥ Local file system

Full path
[c:\Program Files\1BM\We| Browse...

" Remote file system

Next Cancel

Figure 2-24 Uploading the Application Center EAR

Click Next.

On the Preparing for the application installation window, select Fast Path.
Click Next.

In the Application name field, change the name to Application Center.
Click Next.

o 0~ 0Db
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7. In the next window, verify that the two modules are being deployed to the correct
WebSphere Application Server nodes, as shown in Figure 2-25.

Map modules to servers

Specify targets such a=s application servers or clusters of application servers where you want to
install the modules that are contained in your application. Madules can be installed on the same
application server or dispersed among several application servers. Also, specify the Web sarvers
as targets that serve as routers for requests to this application. The plug-in configuration file
(plugin-cfg.xml) for each Web server is generated, based on the applications that are routed
through.

Clusters and servers:

here:cell=54 1Nodel1Cell,node=5A-W 1Nodell,server=worklightServer01
Apply
Select| Module URI Server

WebSphere:cell=SA-W337-
iNodedlCell,node=5A-W337-
1Nodel1,.server=worklightServer01

. . appcenterconsole.war, WEB-
| ApplicationCenterConsocle THF/ web el
WebSphere:cell=SA-W337-
iNodedlCell,node=5A-W337-
1Nodel1,.server=worklightServer01

applicationcenter.war, WEB-

|- ApplicationCenterServices INFfweb.xml

Figure 2-25 Mapping modules to servers

8. Click Next.
9. Under the Target Resource JNDI Name, click Browse.

10.Select the data source that you created previously (Application Center database), as
shown in Figure 2-26.

Cancel

paadllbi=
+ +

Select| Name 2 INDI name 3 Scope Description
DE2 JCC data
source using the
IBM Data Server
Driver for JDBC
and SQLI. IBM
Data Server

Node=5A-W337- Driver is the next

iModel1,Servar=worklightServer0i | generation of the
DBZ Universal
JCC driver. This
data source type
is configurable in
version 7.0 and
later nodes.

Application Center

jdbc/AppCenterDs

Es

Figure 2-26 Selecting data source

11.Click Apply.
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12.After the resources are mapped, as shown in Figure 2-27, click Next.

Map resource references to resources

Each resource reference that is defined in your application must be mapped to a rescurce.

Set Multiple JNDI Names ~ Modify Resource Authentication Method...
Extended Properties...

Fesource Target Resource JNDI
Select| Madule Bean | URI Rafarance Nama
. hdb:IAppCenterDS
- ApplicationCenterServices ;‘TIEI:::;:TMEr.war,WEEl- jdbc/AppCenterDS Browse...

Figure 2-27 Mapping resource references to resources

13.Click Next on the Map virtual hosts for Web modules window.
14.Click Next on the Metadata for modules window.

15.Click Finish.

16.Save the changes to the master repository.

Custom JVM and web container properties

To ensure proper execution and functioning of the Application Center application, you must
configure two properties as part of the WebSphere Application Server JVM definition:

» One for the home directory for Worklight to store configuration information
» One for the path to the Android packaging utilities

Configuring container property if running WebSphere Application Server V8.0

If you are running WebSphere Application Server V8.0, a web container property must be
configured, as follows:

1. From the left navigation pane in the administrative console, select Servers — Server
Types — Application Servers, and click the server used for Worklight.

Click Web Container Settings — Web container.

Click Custom properties.

Click New.

Enter the following properties, as shown in Figure 2-28 on page 31:

ok~ 0D

— In the Name field: com.ibm.ws.webcontainer.invokeFlushAfterService
— In the Value field: false
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General Properties

# Name
|:ainer.invol-ceFIushAFterSenri:e

* value

|Fa|se| J_

Drescription

Apprylﬂ Resetl Cﬂncel|

Figure 2-28 Web container properties

6. Click OK.
7. Click Save.

See more details about this procedure at the following location:

http:

//www.ibm.com/support/docview.wss?uid=swglPM50111

Setting custom properties
Set the custom properties as follows:

1. Set the worklight.home Java Virtual Machine (JVM) custom property:

a.

- o

@

From the left navigation pane in the administrative console, select Servers — Server
Types — Application Servers.

Click the WebSphere Application Server that Worklight is installed on.

In the Server Infrastructure section, select Java and Process Management,
depending on your version of WebSphere Application Server.

Click Process definition, as shown in Figure 2-29.

Server Infrastructure

=l Jawa and Process Management
Class loader
Erocess definition

Erocess exacution

| Administration

Java SDKs

Figure 2-29 Selecting the process definition

Select Java Virtual Machine — Custom Properties.

Click New. The Configuration pane opens.

In the Name field, type work1ight.home.

In the Value field, type the following line:
${USER_INSTALL_R0OOT}/servers/${WAS_SERVER_NAME}/worklight.home

This assumes that the environment variable USER_INSTALL_ROOT defines the profile
home directory for this server. If you have more than one application server hosting
IBM Worklight in the same profile, you must specify a unique worklight.home value
for each server in the directory that worklight.home refers to on the server, and then
create it.
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i. Click OK.
j- Save the changes.

2. Copy the Android SDK AAPT tools into the directory for the Worklight Server. Browse to
the Worklight installation directory, as shown in Figure 2-30.

MName = [ +| Date modified [ =] Type [+] size [~
| android-sdk 3/28/2013 2:20 PM  File Folder
lib 3/28/2013 2:20PM  File Folder
5| acdeploytool 3/11/20139:22 AM  Windows Batch File 1KB
|| acdeploytool.sh 3/11/20139:22 AM SHFile 2KB
| applicationcenterdeploytool. jar  3/11/2013 9:33 AM  JAR File 14 KB
= build 311/20139:22 AM XML Document 2KB
v 4| dbconvertertool 3/28/2013 2:20 PM  Windows Batch File 2KB
) || dbconvertertoal.jar 3/11/20139:33 AM  ]AR File 63 KB
Bl 8 Workight [ || dbconvertertoal.sh 3/28/2013 2:20 PM  SHFile 3KB
= 1. ApplicationCenter || jsond.jar 10/4/2012 8:34PM  JAR File 30 KB
console | README 3112013 9:22 AM  Text Document IKB
databases
= installer
IEMAppCenter ﬁ
IBMAppCenterBlackBerrya
= tools
android-sdk
lib

Figure 2-30 Worklight installation directory
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k. Copy the android-sdk directory into the configuration directory for the Worklight
server. This is the same directory that was used to copy the DB2 drivers in step h on
page 25. For example:

{USER_INSTALL ROOT}/config/cel1s/SA-W337-1Node01Cel1/nodes/SA-W337-1Node01/s
ervers/worklightServer0l/Worklight-5.0/android-sdk

3. Set up a JVM variable to refer to the location where the android-sdk AAPT packaging
utility files can be found for Application Center:

a. From the left navigation pane in the administrative console, select Servers — Server
Types — Application Servers.

b. Click the WebSphere Application Server on which Worklight is installed.

c. Inthe Server Infrastructure section, select Java and Process Management,
depending on your version of WebSphere Application Server.

d. Click Process Definition.

®

Click Java Virtual Machine — Custom Properties.

bl

Click New. The Configuration pane opens.
In the Name field, type android.aapt.dir.

@

In the Value field, type the following information:

${USER_INSTALL_ROOT}/config/cells/<cell name>/nodes/<node
name>/servers/<server name>/Worklight-5.0/android-sdk

Here is an example:

{USER_INSTALL ROOT}/config/cel1s/SA-W337-1Node01Cel1/nodes/SA-W337-1Node01/s
ervers/worklightServer01/Worklight-5.0/android-sdk

i. Click OK.
j- Save the changes.
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Changing module class loading order

For the Worklight Application Center to run correctly, you must update the class loading order,
as follows:

1. On the left pane, expand Applications — Application Types — WebSphere enterprise
applications.

2. Click the Application Center installed application.

3. On the right side, click Manage Modules, as shown in Figure 2-31.

Modules

Manage Modules

Metadata for modules

Display module build Ids

Web Module Properties

Figure 2-31 Click Manage Modules

4. Click ApplicationCenterConsole in the list of modules, as shown in Figure 2-32.

Clusters and servers:
|WebSphere::EII=EA—W33?—].NodeD].Cell,node=SA-W33?-LNodeDL,ser\rer=worl-c|ightSenrerD1_ Apply
Remove | Update Remowve File Export File
Select| Module URI iz Server
Type
WebSpherecall=SA-W337-

Il ApplicationCenterConsole ?ﬁ;fenge;::lnsole.war,WEB :I;:ule 1NodedlCell, node=SA-W337-

! ) 1Node0l,server=worklightServer01

- WebSpheare:call=SA-W337-
r #pplicationCenterServices ;EIE;:\:;I?;:?nter'war'WEB :l::ule 1Node01Cell,node=5A-W337-

! ) 1Nodell,server=worklightServer01

Figure 2-32 Both modules need to have their class loading order changed

5. From the Class loader order drop-down list, select Classes loaded with local class
loader first (parent last).

6. Repeat steps 4 and 5 for ApplicationCenterServices.
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Database setup scripts
Use the following steps to run the database creation scripts against the APPCNTR database.
This creates all the tables and indices for the Application Center:

1. Select Start — All Programs — IBM DB2 — DB2Copy1 —+ Command Line Tools —
Command Window, as shown in Figure 2-33.

& Internet Explorer I

—
& Internet Explorer (54-bit) J
@l Mozilla Firefoox ‘ U
[E5] Windows Contacts '
=7 Windows Update

. Administrator
| Accessories
Administrati
| Administrative Tools Documents
| Extras and Upgrades
, IBM DB2 Ci te
omputer
, DB2COFY1 (Default) -
i Cmmand Line Tools Metwork
Command Editor
ERe d Line P
ommand Line Frocessor Control Panel

Command Line Processor Plus

. M«M Administrative Tools 3
Command_indow - Administrat
, General Administration Tools Help and Support
, Information
, Monitoring Tools Run...
| Set-up Tools

| IBM Installation Manager Windows Security
| IBM WebSphere
; IBM Worklight

| Maintenance hd

IE:E":E&E":" [!:_ﬂ] (0] | a |’|

Figure 2-33 Launching command window

2. Inthe command window, type the following line:
db2 connect to APPCNTR USER worklight

When prompted for a password, enter the password that you configured in 2.2.2,
“Database configuration” on page 11. This password authenticates you as the Worklight
user and all future scripts will create tables and indexes as part of the WORKLIGHT
schema.

3. Enter the following command to run the SQL script against the previously created
APPCNTR database:

db2 -tvsf “C:\Program
Files\IBM\Worklight\ApplicationCenter\databases\create-appcenter-db2.sq1”

The database is set up.
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2.3 User configuration

This section describes the creation of groups and users in the WebSphere Application Server
console, assigning users to groups and mapping groups to the Worklight Application Center
enterprise application.

LDAP: The mappings that are described in 2.3.2, “Mapping Application Center roles to
groups or users” on page 37 can be mapped to any LDAP configured on WebSphere
Application Server. This scenario is further explored as part of 3.4, “Managing users with

LDAP” on page 79.

2.3.1 Creating Application Center groups

To authenticate to Worklight Application Center, you must define users or groups to access
the Application Center. If you already created users or groups for this purpose, as part of your
WebSphere Application Server infrastructure, you can skip this step and map these users or
groups by following the steps in 2.3.2, “Mapping Application Center roles to groups or users”
on page 37.

This section describes a scenario where you create two new users, add those users to
groups, and then map the groups to the appropriate Application Center roles.

Create Worklight users
To create two new users, complete the following steps:

1. In the left navigation pane of the WebSphere administrative console, select Users and
Groups — Manage Users.

2. Click Create.

3. Enter the following information, as shown in Figure 2-34:
— Inthe User ID field: wladmin
— In the First Name: enter Worklight

— In the Last Name field: Admin
— In the Password and Confirm password: wladmin

Create a User

*User ID
wladmin

Group Membership

# First name #Last name

Worklight Admin

E-mazil

* Password * Confirm password

| Create || Cancel |

Figure 2-34 Creation of WLAdmin

4. Click Create.
5. Click Create Like.
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6. Enter the following information, as shown in Figure 2-35:

In the User ID field: wluser

In the First name field: Worklight

In the Last name field: User

In the Password and Confirm password fields: wluser

Create a User

*User ID
wiuser Group Membership

* First name #Last name
Worklight User

E-mail

# Password # Confirm password

I Create || Cancel |

Figure 2-35 Creating the wluser

7. Click Create.
8. Click Close.

Create Worklight groups
To create two new groups for mapping to roles within Worklight Application Center, complete
the following steps:

Select Users and Groups — Manage Groups.
Click Create.

In the Group name field, enter wladmins.

Click Create.

Click Create Like.

In the Group name field, enter wlusers.

Click Create.

Click Close.

ONOOA WD

Add Users to groups
Complete the following steps to add the new users to the groups you just created:

1. On the Manage Groups screen, click wladmins.
2. Click the Members tab.

3. Click Add Users.

4. Click Search.

This step displays a list of all users, but you can search for specific users by entering a
name in the search field, and then clicking Search.

Select wladmin from the list and click Add.
Click Close.

Click Manage Groups in the left pane again.
On the Manage Groups screen, click wlusers.
Click the Members tab.

© © N o o
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10.Click Add Users.

11.Click Search.

12.Select wluser from the list and click Add.
13.Click Close.

2.3.2 Mapping Application Center roles to groups or users

After installing the Worklight Server and Application Center components, you must configure
the groups or users that need to access the Application Center. This includes users that need
to access the Application Center console (the web-based tool) and the mobile client. The
following two roles are defined in the Application Center EAR file:

» appcenteruser

This role covers users without any special privileges, and are simply allowed to log in and
interact with the applications installed into the Application Center.

» appcenteradmin

This role has all the privileges of appcenteruser with the added ability to manage
Application Center users, add applications, create access control lists for applications,
moderate comments, and so on.

Use the following steps to define users and groups that can access the Application Center:

1. In the left navigation pane of the administrative console, select Applications —
Application Types — WebSphere enterprise applications.

2. Click Application Center.

3. Under Detail Properties, click Security role to user/group mapping, as shown in
Figure 2-36.

Detail Properties

Target specific application status

Startup behavior
Application binaries

Class loading and update detection

Reguest dispatcher properties

( Security rale to user/group mappinq)

JASPI provider
Custom properties

View Deployment Descriptor

Last participant support extension

Figure 2-36 Mapping security roles to user/groups

4. Select appcenteruser, as shown in Figure 2-37.

Map Users... I Map Groups... | Map Special Subjects =
Select| Rale Special subjects Mapped users Mapped groups
|7 appcenteruser None
I_ appcenteradmin None

Figure 2-37 Selecting appcenteruser
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5. Click Map Groups.
6. Click Search.

This opens a list of all users, but you can search for specific users by entering a name in
the search field, and then clicking Search.

7. Select wlusers from the Available list (Figure 2-38) and click the left-to-right arrow.

Available: Selected:
Bowling team

wladmins E
4

wlusers

Figure 2-38 Mapping wlusers to the appcenteradmins role

8. Click OK.

9. Select appcenteradmin, as shown in Figure 2-39.

Map Users... I Map Groups... | Map Special Subjects =
Select| Raole Special subjects Mapped users Mapped groups
I_ appcenteruser None vlusers
F appcenteradmin None

Figure 2-39 Map appcenteradmin

10.Click Map Groups.
11.Click Search.
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12.Select wladmins from the Available list (Figure 2-40) and select the left-to-right arrow.

Available: Selected:
wlusers wladmins
Bowling team

2
4]

Figure 2-40 Mapping wladmins

13.Click OK.

14.0n the Security role to user/group mapping page click OK and click Save to the master
configuration. For special account mappings, see Figure 2-41.

Special account mappings: The Application roles explored in this section can be
mapped to the special subjects that are provided by WebSphere Application Server (as
shown in Figure 2-41):

» All Authenticated in Application’s Realm

» Everyone
Map Users... I Map Groups... | Map Special Subjects ~
MNone
Al Authenticated in Application's Realm
Everyonea
Select | Role Special subjects Mapped users Mapped groups
|- appcenteruser Mone wvilusers
vladmins
= appcenteradmin None Bowling
taam

Figure 2-41 Mapping the application roles to special subjects
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2.3.3 Verifying the installation

Verify that the Worklight Application Center was installed correctly, as follows:
1. Open a browser and type the following URL:
http://<worklight server>:<server port>/appcenterconsole

The login window opens, as shown in Figure 2-42.

WebSphere. B L]

| Login |

Licensed Materlals - Property of 1BM (c) Copyright IBM Corp. 1597, 2013 All
Rights Reserved. 1BM, the IBM logo, Ibm.com and WebSphere are trademarks or
reglstered trademarks of International Business Machines Corp., reglstered In
many jurisdictions worldwide. Other product and service names might be
trademarks of 1BM or other companles. A current st of 1BM trademarks |s
avallable on the Web at Copyright and trademark Information.

i

i
]
-]

Figure 2-42 User login pane
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Enter the user name wladmin and password wladmin, as shown in Figure 2-43.

WebSphere. BT

Worklight Application Center

User:

‘wladmin

Password:

| Login |

Licensed Materlals - Property of 1BM (c) Copyright IBM Corp. 1597, 2013 All
Rights Reserved. 1BM, the IBM logo, Ibm.com and WebSphere are trademarks or
reglstered trademarks of International Business Machines Corp., reglstered In
many jurisdictions worldwide. Other product and service names might be
trademarks of 1BM or other companles. A current st of 1BM trademarks |s
avallable on the Web at Copyright and trademark Information.

Figure 2-43 Log in as wladmin

Click Log in.
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The Application Management window opens, as shown in Figure 2-44.

800 mHelp - IBM Worklight *® ¥ [1IBM Worklight Application

L G' 1] 9.42.171.202:9080/appcenterconsole/applications/Applications.html ‘J" =
|5 http://jgvmap.com/ [ News [l Popular [] Training [L] Imported From Safari (] 1BM [soL [ SvN [ WebTools [ Triplelt []Java » [0 Other Bookmarks

1BM Worklight Application Center Applications Devices Users [ Groups Weicome wiadmin | Sign out

You are in: Applications

Application Management = a

Available Applications

Add Application Display: [E] =
1-20f2 Page 1 Previous | Next
Sort by: Label~ | OS | Update Date LE] Show inactive

la HelloWorklight IBM App Center
Rt Android {com. HelloWorklight) _— Android (com.ibm.appcenter)
Access control: restricted i -+ Access control unrestricted
- version 1 | 42113 (0} /' version 1| 4213 (0)
Show: 10 | 20 | 50 | All items Jump topage| 1 |of1 Previous = Next

Viersion: 20130311-0918

@ Copyright |BM Corporation 2011, 2012.

Figure 2-44 Application Center main pane

Congratulations! You successfully installed Application Center.

2.4 Installed artifacts

All installed files: Although this paper focuses on the installation of Application Center,
this section explains all files that are installed as part of the installation manager process.

If you use the IBM Installation Manager to install Worklight components, the following
directories are installed to your file system. Some of these components are described in more
detail in Chapter 3, “Using Application Center” on page 45.

» <install_dir>/Worklight/WorklightServer
Contains web archive (WAR) files, SQL scripts, and shortcuts, as follows:
— databases

Contains SQL scripts for the tables and indices required for the WRKLGHT and
WLREPORTS databases. Also include database migration scripts.

— worklight.war

This is the base Worklight customization WAR file (console) that is deployed as part of
the Installation Manager process.
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worklight-jee-library.jar

This is the shared library containing all code for the Worklight Server. This Java archive
(JAR) file is deployed as a shared library and bound to the worklight.war file.

worklight-ant.jar
This Java library contains all Apache Ant tasks for Worklight Server.
report-templates

This directory contains BIRT report templates for generating reports from the
WLREPORTS database.

shortcuts

This directory contains shortcuts to both the Application Center URL and the Worklight
console URL.

Worklight/ApplicationCenter

This directory contains WAR files and SQL scripts for the Application Center component of
Worklight, as follows:

databases
These are SQL scripts for creating the tables and indices required for the APPCNTR.
applicationcenter.war

This file is the web application containing all application web services for authenticating
users, browsing applications, downloading applications and leaving feedback.

appcenterconsole.war

This file is the Application Center console, which depends on applicationcenter.war
to function. This WAR file provides the web interface of Application Center.

applicationcenter.ear

This enterprise archive (EAR) file includes both applicationcenter.war and
appcenterconsole.war files.

installer

This contains prebuilt packages and projects for the mobile client application for
Application Center, as follows:

e IBMAppCenterBlackBerry6

Contains the BlackBerry project for the mobile Client for OS V6 and V7. You must
compile this project to create the BlackBerry version of the mobile client.

e IBMApplicationCenter.apk

This is the compiled package file for the Android version of the Application Center
Mobile client.

e IBMAppCenter

This contains the Worklight Studio project for the mobile client. This project contains
code for building the iOS, Android and BlackBerry versions of the mobile client. You
must compile this project to create the iOS version of the mobile client.

tools
* android-sdk

Contains the part of the Android SDK required by the Application Center console.
e applicationcenterdeploytool.jar

Contains the Ant task to deploy an application to the Application Center.
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acdeploytool.bat

This is the startup script of the deploy tool for use on Microsoft Windows systems.
build.xml

This Ant script example deploys applications to the Application Center.
dbconvertertool.sh

This is the startup script of the database converter tool for use on UNIX systems.
dbconvertertool.bat

This is the startup script of the database converter tool for use on Microsoft
Windows systems.

dbconvertertool.jar

This is the main library of the database converter tool.

1ib

Contains all JAR files required by the database converter tool.
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Using Application Center

The Application Center allows you to install, configure, and administer a repository of
mobile applications for use by your enterprise or organization. You can perform various
administrative tasks by using the Application Center console.

Consider the following information:

>

You must log in as a user with the appcenteradmin role privileges to use the Application
Center console. See 3.1, “The Application Center console” on page 46.

You can use the Application Center installer application, or the mobile client, to connect to
the Application Center from a mobile device and install and manage applications on that
device. See 3.2, “The mobile client” on page 63.

To use the Application Center, you must configure security settings and start the web
application server where IBM Worklight is installed. See 2.3, “User configuration” on
page 35 for more information.

To add applications to the Application Center repository, see 3.3, “Adding Worklight
applications to the Application Center” on page 75.

You can also configure the Application Center to user LDAP to manage user and group
access to applications. See 3.4, “Managing users with LDAP” on page 79.
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3.1 The Application Center console

The Application Center console is a web application used to manage the repository of the
Application Center. The Application Center repository is the central location where you store
the applications that can be installed on mobile devices. With the Application Center console,
you can manage the repository of the Application Center and your applications. You can
perform the following types of tasks with the Application Center console:

>

>

»

Upload Android, iOS, and BlackBerry applications.

Manage different versions of applications.

Control who can install applications from the Application Center.
Track the devices that are registered with the Application Center.
View the applications that are installed on a specific device.
View feedback left by mobile users about specific applications.

3.1.1 Starting the Application Center console

46

To start the Application Center console, you must have the following information:

>

>

Address and port of the server where the Application Center is installed

Credentials for logging in to the Application Center console

After you have that information, complete the following steps:

1.

In a web browser, enter the following URL, where <server:port> is the address and port
of the server where the Application Center is installed:

http://<server:port>/appcenterconsole
The following URL is an example:
http://localhost:9080/appcenterconsole

In the Authentication Required dialog (Figure 3-1 on page 47), enter the user ID and
password for a user that is mapped to the appcenteradmin role, and click OK.

WebSphere Application Server: If you installed the Application Center on a
WebSphere Application Server full profile, one user named appcenteradmin is created
by default with the password indicated by the installer.

Liberty Profile or Apache Tomcat: Two separate users are defined during Worklight
installation:

» User ID demo with password demo

» User ID appcenteradmin with password admin

These users are created to help you get started with using the Application Center.
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WebSphere. B0 TEN ~_ e 5]

o e Worklight Application Center
P

User:

wladmin

Password:

Login

Licensed Materials - Property of 1BM (c) Copyright 1BM Corp. 1597, 2013 All
Rights Reserved. IBM, the IBM logo, Ibm.com and WebSphere are trademarks or
reglstered trademarks of International Business Machines Corp., registered In
many jurisdictions worldwide. Other product and service names might be
trademarks of 1BM or other companies. A current list of 1BM trademarks s
avallable on the Web at Copyright and trademark Information.

Figure 3-1 Application Center console log in

3. In the Application Management view (Figure 3-2), you can add applications to the
Application Center. Initially, the list of applications is empty and you must upload an
application file.

IBM Worklight Application Center Applications Users / Groups Wielcome w

You are in: Applications

Application Management . Q

Available Applications

Add Application
Oofd Previous | Mest

Sort by: Label | O3 | Updste Date |7 Shovwy inactive

No application...

Showe: 100 20 | 50 | Al items Jumptopage 00 of0 Previous | Mext

Figure 3-2 Application Management view

4. For security purposes, you must sign out of the console when you have finished your
administrative tasks. To sign out of the Application Center console, click Sign out next to
the Welcome message that is displayed in the banner of every page.
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3.1.2 Views in the Application Center console

The Application Center console has three views, which you can open by clicking the buttons
shown in Figure 3-3:

>

Application Management: Use this view to add applications and manage application
versions. Click Applications to display this view.

Device Management: Use this view to get information about devices that connect to the
Application Center. Click Devices to display this view.

Users and Groups: Use this view to manage users and groups that access the Application
Center. Click Users/Groups to display this view.

Applications Devices Users / Groups

Figure 3-3 Application Center views

3.1.3 Adding a mobile application

There are three ways to add an application to the Application Center repository:

»

>

By using the Application Center console (described in this section)

By using the command-line tool (see 3.3.1, “Using the command-line tool for uploading an
application” on page 75)

By publishing Worklight applications directly from Worklight Studio (see 3.3.2, “Publishing
Worklight applications from Worklight Studio” on page 78)

Complete the following steps to add an application by using the Application Center console:

1.

2.

In the Application Management view, click Add Application (Figure 3-4).

Application Management

Available Applications

Add Application

Figure 3-4 Adding an application

Click Upload and select the application file to upload to the Application Center (Figure 3-5
on page 49):

— The application file extension for Android is apk.
— The application file extension for iOS is ipa.

— The application file extension for BlackBerry is zip. This archive file must contain a file
with the jad extension and all related files with the cod extension.

48 Enabling Mobile Apps with IBM Worklight Application Center



Application Management

Add an application

Application File

Upload an application file with file extension apk, ipa ar Zip.

* i .
File: Upload...

Previous Hext Cancel

Figure 3-5 Uploading an application

3. Click Next (Figure 3-6).

Application Management

Add an application

Application File

Upload an application file with file extension apk, ipa ar Zip.

* i .
File: Upload...

@ File HelloWuorklight4ndroid.apk uploaded

Previous Hext Cancel

Figure 3-6 Click Next

4. Complete the properties to define the application, as follows:

— Description: Describes the application to the mobile user. This information displays in
the mobile client when you view the application.

— Recommended: Select this property to indicate that you recommend to users to install
this application. Recommended applications appear in a special list of applications in
the mobile client.

— Installer: Administrator only; indicates that the application is used to install other
applications on the mobile device. This property is usually used for only one
application, which is the mobile client.

— Active: Indicates that an application can be installed on a mobile device. This property
is on by default. If you do not select this property, the application is inactive and is

Chapter 3. Using Application Center 49



50

disabled in the list of applications in Application Management. You can use this
property to temporarily make an application inactive, if you do not want to remove it
from the catalog.

Ready for production: Indicates that an application can be managed by the Application
Management component of IBM Endpoint Manager. Use this property to flag an
application as ready to be deployed in a production environment and is therefore
suitable to be managed by Endpoint Manager through its Application Management
component.

Note: The following values are from the application and you cannot edit them:

Package

Internal Version
Commercial Version
Label

Author

vyVYyVvyYvyy

See the “Application properties” topic in the IBM Worklight V5.0.6 Information
Center for more information:

http://pic.dhe.ibm.com/infocenter/wrklight/v5rOm6/topic/com.ibm.worklight
.help.doc/appcenter/r_application properties.html

5. Click Finish (Figure 3-7 on page 51).
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Application Details
Fackage, Version and Label must be et in the uploaded application package and cannot be modified afterwards.
FPackage: com. HelloWaorklight
Idertifies the application
Internal Yersion: 1
Internal version number uzed to compare versions
Commercial Version: 1.0
“ersion dizplayed onthe mokile device
*Label: HellaWorklight
Lakel of the application as defined by the developer
Author: wladmin
Uszer who has uploaded this application
Cescription:
(2045 characters maximum)
Recommended: F
Thiz application will be lizted a3 a recommended application on the mokile device
Installer: F]
Indicates whether thiz application iz an installer
Active:
An active application can be installed on a device
Ready for production: [
Indicates whether thiz application iz ready for production
Previous Finish Cancel

Figure 3-7 Adding application details

The application is listed under Available Applications in the Application Management view.
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3.1.4 Editing application properties
To edit application properties, in the Application Management view, click the version of the

application (Figure 3-8).

Available Applications

Add Application

1-2of2
Sort by: Label ~ | 0% | Update Date
"re  HelloWorklight
p‘ Andraid (oom Helldvar klight
Access control: unrestricted

B 412013 (i

Showe: 10 200 50 0 Al items

Figure 3-8 Application version

The Application Details view opens (Figure 3-9 on page 53). In this view, you can edit the
application properties (as described in 3.1.3, “Adding a mobile application” on page 48).

Important: If you want to update the application file, it must belong to the same package
and be the same version number. If either of these properties is not the same, you must

return to the application list and add the new version first.
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(EL;: HelloWorklight (Android)

1

* Properties Edit application properties

Feedback

Application Details

Fackage, Yersion and Label must be setinthe uploaded application package and cannot be modified afterwards.

Package:

Internal Wersion:

Commercial Wersion:

*Label:

Author:

Cescription:

Recommended:

com. HelloWaorklight
Idertifies the application

1

Internal wersion number uzed to compare versions

1.0

“Yersion displayed on the mobile device

HelloWorklight

Label of the application as defined by the developer

wladmin

Uzet who has uploaded this application

This is a simple hello world app.

(2045 characters maximum)

O

Thiz application will be listed a3 a recommended application on the maobile device

Figure 3-9 Editing application description

Click Finish to save your changes, or click Cancel to exit without saving.

3.1.5 Controlling access to applications

You can decide whether to allow installation of an application on mobile devices by any user

or whether to limit installation to specific users and groups. Access control is defined by an

access control list (ACL), at the application level and not at the version level.

After an application is uploaded, any user has the right to install the application on a mobile
device by default. The current access control for an application is displayed in the Application

Management view, under Available Applications for each application. The unrestricted or

restricted access status for installation is shown as a link to the page for editing access

control.
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Adding a user or group to an ACL
Complete the following steps to add access for users or groups to install an application on a
mobile device:

1. In Application Management under Available Applications, click the unrestricted or
restricted state of installation of an application (Figure 3-10).

Available Applications

Add Application

1-2of2

Sort by: Label ~ | 05 | Update Date

(p_, HelloWorklight
p" Android (cnm.HeIIanrklithi
' Access control
wersion 1 | 4213 (1)}

Show: 10 20 | 50 | Al tems

Figure 3-10 Click the unrestricted or restricted link to configure access control

2. Select the Access control enabled check box to enable access control (Figure 3-11).

Installation Access Control

The users with permizsion to install this application on their devices.

|EAccess cantral enabled:

Figure 3-11 Click Access control enabled

3. To add a single user or group to the access control list, start typing the name in the field,
and the Application Center tries to match it with existing users and groups in the registry.

Note: If the Application Center is connected to an LDAP repository, you can search for
users and groups in the repository and also locally defined groups. See 3.4, “Managing
users with LDAP” on page 79 for more information. If the repository is not LDAP, you
can search only local groups and registered users. Local groups are exclusively defined
in the Users and Groups view.

4. Select the user or group and click Add (Figure 3-12).

Installation Access Control

The users with permizsion to install this application on their devices.

Access control enabled

Bowling tearm| Add

Figure 3-12 Adding a user or group
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Removing a user or group from an ACL
To remove access from a user or group, in the access control list, do the following steps:

1. Click the X to the right of the user or group name (Figure 3-13).

jasaon

Joe Smith I:l

menan

Jumptopage| 1 |of 1 Previous | Mext

Figure 3-13 Deleting a user

2. Confirm the deletion by clicking OK (Figure 3-14).

Installation Access Control

The users with permizzion to install thiz applicstion on their devices.

Access contral enabled

Add Add users from application...

Confirmation

1-d4of4 Prewious | Mext
Sart by: Name Areyou sure to remaove "Joe Smith” from the access list?

Fq Bowling team oK Cancel

F1 jason

F1 joe Joe Srnith

F1 megan friegan
Shaowe 10 | 20 | 50 | 100 | Al items Jumptopage| 1 |ofi Prewious | Mext

Figure 3-14 Confirm delete

3.1.6 Managing users and groups

In the Users and Groups view, you can manage users and groups. You can list users who are
registered with the Application Center, and create and manage membership of local groups.

Local groups are distinct from groups that are defined in an LDAP user repository. When you
create a local group in the Application Center, it does not create the group in an LDAP user
registry. The local group only applies the ACLs you create in the Application Center.

Note: If you choose to use an authentication method through a user repository such as
LDAP, you can configure the Application Center so that you can use users and groups with
the user repository to define the access control list (ACL) of the Application Center. This
procedure is conditioned by the type and version of the web application server that you
use. See 3.4, “Managing users with LDAP” on page 79 for more information.
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Viewing registered users
To view the list of users registered with the Application Center, in the Users and Groups view,
click Registered Users (Figure 3-15).

Users and Groups Management a
User Groups Registered Users
» Registered Users Fegistered uzers of the Application center: mokile users, console users, local group members or members of access contral list.
1-4ofd Page 1 Previous | Mext
Sor by Mame ~
F1 jason jason i}
F1 joe Joe Smith i
F1 megan megan
F1 wiadmin wladrmin b}

Showe: 10 0 20 0 50 100 | Al tems

Jumpto page | 1 |of1 Previous | Mext

Figure 3-15 List of registered users

Creating a group

Complete the following steps to create a local group in the Application Center:
1. In the Users and Groups view, click User Groups (Figure 3-16).

Users and Groups Management

Registered Users

User Groups

repositary .

Create group...

1-2n0f2

Sort by Mame ~
E widevteam
Edit members
E witesttzam
Edit members

Showe: 100 20 | 50 100 | Al tems:

Groups defined in &pplication Center; when defining access control lists these groups are availshle in addition to the groups inthe

Page 1 Previous | Mext

Jumpto page| 4 |of 1 Previous | Mext

Figure 3-16 User Groups

2. To create a group, click Create group.
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3. Type a name for the group and click OK (Figure 3-17).

Users and Groups Management a

* User Groups User Groups
Registered Llsers

Groups defined in Application Certer; when defining access control lists these groups are available in addition to the groups in the

Create a group

Enter the name of group

Frevious | Mext

Mame: widevtearn| o

Identifies the group

Prewvious | hlext

0K Cancel

Figure 3-17 Entering the group name
The new group is listed under User Groups.

Adding a user to a group
Complete the following steps to add a user to a group:

1. In User Groups, click Edit members for that group (Figure 3-18).

* User Groups User Groups
Registarad Llsers Groups defined in Application Certer; when defining access contral lists these groups are available in adedtion to the groups in the
repostary.

Create group...

1 of1 Page 1 Previous | Mext

Sort by Mame A

wldevteam jim]

Showe: 10 20 | 50 | 100 Al tems Jurmprto page | 1 [of 1 Previous | Mext

Figure 3-18 Editing group membership
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2. Start typing the name of a user and select it from the drop-down list of matching options,
and then click Add (Figure 3-19).

wldevteam

Group Membership

Joe Smith Add

Figure 3-19 Adding a user to a group
The new user is listed under Group Membership.

Removing a user from a group
Complete the following steps to remove a user from a group:

1. Under Group Membership, click the X to the right of the user name (Figure 3-20).

jasaon
Joe Smith |:|
megan
Jumpto page| 1 |ofi Previous | Mext

Figure 3-20 Removing a user from a group

2. Click OK to confirm (Figure 3-21).

wldevteam

Group Membership

Add

1-30f3 Prewious | Mext

Siort by: Mame Confirmation
F1 megan
F joe

FY jason

Showe: 10 | 20 | 50 | 100 | Al tems

Areyou sure to remove user"Joe Smith" frorn group "widevteam®?

Jumpto page| {1 |of1 Prewious | Mext

Figure 3-21 Confirm delete

The user is removed from the Group Membership list.
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3.1.7 Managing devices

The Device Management view lists the registered devices that connected to the Application

Center at least once from the mobile client (Figure 3-22).

Device Management

Registered Devices

1of1 Page 1

Sort by Uzer Mame | Device Mame ~ | O Manufacturer | Model | Update Date

Joe Smith’s iPhone

wiuzer | Apple iPhone | iPhone OS64 3 (1083290 | Updsted on 45443

Showe: 510 20 50 Al items Jumpto page| 1 |ofi

Figure 3-22 Device Management view

To view or edit information for a device, click the device and select Properties (Figure 3-23).

Edit Device Properties

Installed Applications

*Marmne: Joe Smith's iIPhone

Mame of the device

ser Mame: wllser
Manufacturer: Apple
Model: iPhone

Cperating System: 1815

OK Apply Cancel

Unigue Identifier: BYGRSECE-3B4D-498C-97B9-FT46609DEASD

Figure 3-23 Device properties
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The following properties are listed:
» Name: This is the only field that you can edit.

Device naming: on iOS, the user can define this name in the settings of the device in
Settings — General — Information — Name. The same name is displayed on iTunes.

» User name: Name of the first user who logged into the device
» Manufacturer: Manufacturer of the device

» Model: Model identifier

» Operating system: Operating system of the mobile device

» Unique identifier: Unique identifier of the mobile device

Click OK to save your changes.

To view a list of applications installed on a device, click Installed Applications (Figure 3-24).

Properties Applications installed on device
(- nstalled Applications )

1-3nof3 Page 1 Previous | Mesxt

Sort by: Label ~ | OS5 Update Date

IBM App Center 1
0% (zom.ibm.imf.App Center)

PaymentTracker 1.0

0% (zom.ibm jazon.maddocks . Paymert Tracker)

Showe 50100 20 | 50 | Al items Jumpto page | 1 |of1 Previous | Mesxt

Figure 3-24 Applications installed on a device

iOS: On iOS, this list can include any applications that the user attempted to install,
whether they completed installation or not.
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3.1.8 Viewing application feedback

Users of mobile applications can rate an application and send feedback through the
Application Center mobile client. The feedback is available in the Application Center console.
Individual feedback is always associated with a particular version of an application.

To view feedback for an application, complete the following steps:
1. In the Application Management view, click the version of the application (Figure 3-25).

Available Applications

Add Application

1-2of2

Sort by: Label ~ | OF | Updste Date

"pe  HelloWorklight
D“ Andraid (com HelloWyorklight)

Access control, unrestricted

Showy: 10 20 | 50 | Al tems

Figure 3-25 Viewing application feedback

2. Click Feedback (Figure 3-26).

You are in: Applications > HelloWorklight

(cs‘: HelloWorklight {(Android)
R

* Properties Edit application properties

Figure 3-26 Click Feedback
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If no stars are selected, no feedback is recorded (Figure 3-27).

Application Feedback

(A\rerage rating: )

0ofi Previous | Mext
Sort by: Rating | Creation Date Refresh list
MNo feedback...

Show 5 10 | 20 | 50 100 | &l tems Jumptopage o ofd Previous | Mext

Figure 3-27 An application with no feedback

The rating is an average of all recorded feedback (Figure 3-28). It consists of one to five stars,
where one star represents the lowest level of appreciation and five stars represents the
highest level of appreciation.

PaymentTracker (iOS) Q
1.0

Propetties Application Feedback
» Feedback

@Verage rating: ) Display: E‘ =)

1-20f2 Page 1 Previous | Mext
Sort by: Rating | Creation Date Refresh list
wlUser commented on 44013, 1:42 PM i

The best app | have ever used. Finally | can track m payments & know where | 3.

willser commented on 454413, 1:39 P ﬁ' -

Dismal, needs to he cleaned up. The icons are incorrectly aligned, buttan press. ..

Showe: 5 10 0 20 | 50 | 100 | Al items Jumpto page| 1 |ofi Previous | Mesxt

Figure 3-28 An application with multiple ratings and feedback
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3.2 The mobile client

The Application Center includes a client application that runs on a mobile device. This
application is called the Application Center installer or the mobile client, and supports
installation of applications from the repository on a mobile device. It is itself a Worklight
mobile application. You can use the mobile client for the following tasks:

» Listing applications that are available to be installed from the Application Center
» Installing mobile applications from the Application Center to a mobile device
» Rating and leaving feedback for applications in the Application Center

The mobile client runs on Android, iOS, and BlackBerry devices. (Only BlackBerry OS V6 and
OS V7 are supported by the current version of the Application Center.) The mobile client must
be installed on a device if you want to install applications from an Application Center
repository.

3.2.1 Preparing to use the mobile client

To use the mobile client to install applications on mobile devices, you must first import the
IBMAppCenter project into Worklight Studio, or the IBMAppCenterBlackBerry6 project into
the BlackBerry Eclipse environment, build the project, and deploy the mobile client in the
Application Center. This procedure is similar to adding an application to the Application
Center (see 3.3, “Adding Worklight applications to the Application Center” on page 75).

The Application Center includes an Android, an iOS, and a BlackBerry version of the client
application that runs on the mobile device.

Prerequisites

The Worklight project IBMAppCenter contains both the Android and the iOS versions of the
client. The BlackBerry project IBMAppCenterBlackBerry6 contains the version of the client for
BlackBerry OS 6 and OS 7 devices.

» Android

The Android version of the mobile client is included in the Worklight Server installation in
the form of an Android application package (.apk) file. The ibmapplicationcenter.apk file
is in the ApplicationCenter/installer directory.

To build the Android version, you must have the latest version of the Android development
tools.

» iOS

The iOS version for iPad and iPhone is not delivered as a compiled application. The
application must be created from the Worklight project named IBMAppCenter. This project
is also delivered as part of the Worklight Server installation in the
ApplicationCenter/installer directory.

To build the iOS version, you must have Worklight Studio and Apple’s Xcode IDE. The
version of Worklight Studio must be the same as the version of Worklight Server on which
this documentation is based. The Apple Xcode version must be at least V4.5.

» BlackBerry

The BlackBerry version is not delivered as a compiled application. The application must be
created from the BlackBerry project named IBMAppCenterBlackBerry6. This project is
delivered as part of the distribution in the ApplicationCenter/installer directory.
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To build the BlackBerry version, you must have the BlackBerry Eclipse IDE (or Eclipse with
the BlackBerry Java plug-in) with the BlackBerry SDK 6.0. The application also runs on
BlackBerry OS 7 when compiled with BlackBerry SDK 6.0.

Building the Application Center installer
Complete the following steps to import the IBMAppCenter project into Worklight Studio:

1. Start Eclipse and open a new workspace.

2. If the Welcome view opens, click the Workbench icon to close it and open the Java EE
perspective in the workbench.

3. Select File — Import.
4. Select General — Existing Project into Workspace and click Next.

5. On the next page, select Select root directory and navigate to the root of the project,
which is in <ws_installation>\ApplicationCenter location.

6. Select the project.
7. Click Finish.

Building the Android or iOS project

The Worklight project contains a single application named AppCenter. Right-click the
application and select Run as — Build All and Deploy.

» Android
Worklight Studio generates a native Android project in the following path:
IBMAppCenter/apps/AppCenter/android/native

A native Android development tools (ADT) project is located directly under the
android/native folder. You can compile and sign this project by using the ADT tools.

See the Android site for developers for more specific Android information that affects the
mobile client application:

https://developer.android.com/index.html

» iOS
Worklight Studio generates a native iOS project in the following location:
IBMAppCenter/apps/AppCenter/iphone/native

The IBMAppCenterAppCenterIphone.xcodeproj file is in the ios/native folder. This file is
the Xcode project that you must compile and sign by using Xcode.

See the Apple developer site to learn more about how to sign the iOS mobile client
application:

https://developer.apple.com/

For signing the iOS application, you must change the Bundle Identifier of the application
to a bundle identifier that can be used with the provisioning profile that you are using. The
value is defined in the Xcode project settings as follows:

com.your_internet_domain_name.appcenter

To allow all users in your organization to be able to install the mobile client on their iOS
devices, you must sign the application with an Apple iOS enterprise profile (rather than an
individual developer profile).
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Building the BlackBerry project

To build the BlackBerry version, you must have the BlackBerry Eclipse IDE (or Eclipse with
the BlackBerry Java plug-in) with the BlackBerry SDK 6.0. The application also runs on
BlackBerry OS 7 when compiled with BlackBerry SDK 6.0. Complete the following steps:

1. Download the software from the following location:
https://developer.blackberry.com/java/download/eclipse/

2. Start the BlackBerry Eclipse IDE.

3. Select Help — Install New Software — Work with: BlackBerry Update Site.

4. Expand the BlackBerry Java Plug-in Category and select BlackBerry Java SDK 6.0.x.y.

The IBMAppCenterBlackBerry6 project is a native BlackBerry application that requires a

protected BlackBerry API. Therefore, you must first obtain a signature to sign the project.
Compilete the following steps to build the IBMAppCenterBlackBerry6 project:

1. In your web browser, open the following location:
https://www.blackberry.com/SignedKeys/codesigning.html

2. Follow the instructions to obtain the signature, which consists of several keys. All signature
keys must be imported into Eclipse by using Window — Preferences — BlackBerry
Java Plugin — Signature Tool.

3. In Eclipse, right-click the project and select BlackBerry — Package Project(s).
4. Right-click the project and select BlackBerry — Sign with Signature Tool.

The result is located in a generated directory called deliverables. This directory contains
two subdirectories:

— Standard

This directory contains the packaged application for uploading with USB cable to the
device. This method is incompatible with the packaging required for the Application
Center server.

- Web

This directory contains the packaged application for uploading over the air. This
method is compatible with the IBM Application Center. Therefore, use this directory
and not the Standard directory. Place this directory into an archive (.zip) file.

Important: Make sure that the archive file does not contain the Standard directory.
See the BlackBerry site for developers for more specific information that affects the
mobile client application for BlackBerry projects.
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Deploying the mobile client in the Application Center

The procedure for uploading the mobile client application is the same as for any Worklight
mobile application. On the Application Details screen, select the Installer property check box
(Figure 3-29).

Recommended:
Thiz application will be lizted a3 a recommended application on the mokile device
Gnstaller: )
Indicates whether thiz application iz an installer
Active:

An active application can be installed on a device

Ready for production:
Indicates whether thiz application iz ready for production

Figure 3-29 Application Installer property selected

This setting tells the Application Center to display this application for download when a user
with the appcenteruser role logs in to the following location:

http://<appcenterhost>:<port>/appcenterconsole/installers.html

See 3.3, “Adding Worklight applications to the Application Center” on page 75 for more
information.

3.2.2 Installing the mobile client on a device
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A user name and password is required to download and run the mobile client on a device.
This can either be the same user name and password that was used to log in to the
Application Center console, or a user that is mapped to the appcenteruser role, The user
name and password must be entered each time you use the mobile client on a device. These
credentials must be defined after the Worklight Server and Application Center is installed and
configured including the mapping of application roles. See Chapter 2, “Installing and
configuring Application Center’ on page 9 for more information.

The Application Center includes an Android, an iOS, and a BlackBerry version of the client
application that runs on the mobile device. You must build the appropriate version of the
mobile client application for your device (see “Building the Application Center installer” on
page 64), and then install it by following the procedure for your platform.

Installing on an Android mobile device
Complete the following steps to install the mobile client on an Android device:

1. Start the browser on your mobile device.
2. Enter the following access URL in the address text field:
http://<host name>:<port>/appcenterconsole/installers.html

Where <host name> is the address of the server and <port> is the number of the port
where the Application Center is installed.

Note: The Android browser is not able to run pages when SSL communication and
self-signed certificates are used. In this case, you must use a non self-signed certificate
or use another browser on the Android device, such as Firefox, Chrome, or Opera.
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3.

4.
5.

Enter your Application Center user name and password.

The list of compatible installer applications for your device displays in the browser.
Normally, only one application, the mobile client, appears in this list (Figure 3-30).

4§ 4:33

F 9.128.81.120:8888/applicc =

B P B T
valilanie AppIlICcE

| IBM App Center >

Figure 3-30 The mobile client on Android

Tap on the application you want to install.
Tap Install Now to begin installing the application.

Installing on an iOS mobile device

In the case of installing the mobile client on an iOS device, the installer is automatically
installed and launched after download. You are prompted for your user name and password
for most of the installation steps. Complete the following steps:

1.
2.

© N o ok~ w

Start the browser on your mobile device.
Enter the following access URL in the address text field:
http://<host name>:<port>/appcenterconsole/installers.html

Where <host name> is the address of the server and <port> is the number of the port
where the Application Center is installed.

Enter your credentials to access the Application Center.

Select an item in the list of available applications to display the application details.
Tap Install Now to download the mobile client.

To authorize the download, tap Open.

Enter your credentials to authorize the installation and begin the download.

Tap Install. The browser closes and you can watch the download progress.

Installing on a BlackBerry mobile device
Complete the following steps to install the mobile client on a BlackBerry device:

1.
2.

Start the browser on your mobile device.

In the address text field, enter the following access URL; <host name> is the address of the
server and <port> is the number of the port where the Application Center is installed:

http://<host name>:<port>/appcenterconsole/installers.html

Enter your credentials to authorize access to the server.
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4. Select an item in the list of available applications (Figure 3-31) to display the application
details.

Install Application

https://192.168.178.42:88... &

Available Applications

.1 IBM Application Center » >

Figure 3-31 The mobile client on BlackBerry

5. Tap Install Now to download the mobile client.

6. In the BlackBerry Over The Air Installation Screen, tap Download to complete the
installation.

3.2.3 Views in the mobile client

The mobile client provides various views for performing various tasks:
» On Android and iOS (Figure 3-32), the views are as follows:

— Settings: Shows your credentials for connecting to the Application Center and the path
to the Application Center.

— My Mobile: Allows you to remove or update applications and leave feedback for them.
— Catalog: Lists application that are available to install.
— In Progress: Shows applications that are at some stage of the installation process.

i 4| 439
My Mobile Catalog In Progress Settings

Figure 3-32 Mobile client views on Android

» On BlackBerry (Figure 3-33 on page 69), the views are as follows:
— Settings: Shows your credentials for connecting to the Application Center

— My Applications: Shows installed applications and allows you to remove or update
applications and leave feedback for them.

— All Applications: Lists applications that are available to install.
— My Updates: Shows a list of updates that are available for any installed applications.
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Figure 3-33 Mobile client views on BlackBerry
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Settings view: Launching the mobile client

The settings view is the first view that opens when you first launching the mobile client. You
can view and change the information required for the mobile client to connect to the
Application Center. The settings view displays the following fields:

» User name and password: These fields are for the user name and password required for
you to access the Application Center. This user can be any user mapped to the
appcenteradmin or appcenteruser roles in the WebSphere Application Server.

» Application Center server address: Enter the address for the Application Center server in
the following format:

<servername>:<port>/applicationcenter/

Web context: The web context here is the context for the Application Center Services
and not the Application Center Console. In this case, the Application Center Services
are mapped to applicationcenter role.

» Secure Sockets Layer (SSL): Select to enable the SSL protocol for communications over
the network. (Tapping this field again when SSL is selected switches SSL off.)

Note: SSL selection is available for cases where the Application Center server is
configured to run over an SSL connection. Selecting SSL when the server is not
configured to handle an SSL layer prevents you from connecting to the server.

» Offline mode notification (Android and iOS only): If the connection to the server is lost
while the mobile client is running, an unplugged icon is displayed in the current view
(Figure 3-34). This icon disappears at the first successful communication attempt with the
server.

Figure 3-34 Connection lost unplugged icon on Android

After making changes to the settings, tap Connect to connect to the Application Center.
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My Mobile or My Applications view

This view displays a list of installed applications and available updates for those applications.
The format of this view depends on the type of mobile device being used. Depending on the
type of device, you can display the entire content of the view at one time (on a tablet) or switch
between different parts of the view (on a smartphone). For example, to switch between the
application list and the properties of an application, tap the application name. To switch back,
tap Back.

This view displays the following information:

» Installed: This list shows all the applications installed on your mobile device.

» Update or Recommended: This list shows the updates that are available for the
applications installed on your mobile device and applications that have been
recommended by the administrator.

Tap an application name to access a list of properties for that application.

On the Application Properties screen, you can do the following tasks:
» Submit feedback about the application (3.2.5, “Rating an application” on page 71)
» Update an application (3.2.6, “Updating an installed application” on page 72)

» Remove the application from your mobile device (3.2.8, “Removing an installed
application” on page 73)

Catalog or All Applications view

On iOS and Android, this view displays a list of applications that are not already installed, and
can be installed from the Application Center to the mobile device. On BlackBerry, all
applications are listed. This list is limited to applications for your device family.

Select an application to view its related properties and actions.

In Progress view (Android and iOS)

The In Progress view shows applications that are at some stage of the installation or update
process. This view is automatically opened when an installation is in progress. From here, you
can watch the progress of an installation, or cancel the installation request (see 3.2.4,
“Installing an application by using the mobile client” on page 70 for more information).

The BlackBerry version of the mobile client does not have this view, because progress is
shown in the Application Properties view.

3.2.4 Installing an application by using the mobile client
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You can use the mobile client to install applications from the Application Center to a mobile
device.

Installing an application on an Android device
Complete the following steps to install an application on Android:

1. In the mobile client Catalog view, tap the name of the application you want to install. The
application properties and action data are retrieved from the server.

2. Tap Install Now. The rights that are granted to the upgraded application are displayed.

3. Tap Install to confirm installation of the application and wait for the installation progress to
complete.
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Note: If you tap Cancel, do the following steps to complete cancellation of the
installation:

1. Go to the In Progress view.

2. Select the application to be canceled and tap Cancel Now. The cancellation
process might take several minutes.

3. Tap Dismiss to exit the information message.

Installing an application on an iOS mobile device
Complete the following steps to install an application on iOS:

1. In the mobile client Catalog view, tap the name of the application you want to install. The
application properties and action data are retrieved from the server.

2. Tap Install Now. The In Progress view displays.

3. Tap Install to confirm installation of the application and wait for the installation progress to
complete.

Note: If you tap Cancel, you must do the following steps to complete cancellation of the
installation:

1. Go to the In Progress view.

2. Select the application to be canceled and tap Report Not in Progress. The
cancellation process might take several minutes.

Installing an application on a BlackBerry mobile device
Complete the following steps to install an application on BlackBerry:

1. In the mobile client My Applications view, tap the name of the application you want to
install. The Application Properties displays details about the application.

2. Tap or click Install. A progress bar displays.

To cancel installation on BlackBerry: Click the red X next to the progress bar.
Installation cannot be cancelled after download is complete.

3.2.5 Rating an application

You can rate an application and leave feedback for it in the My Mobile (Android or iOS) or My
Applications (BlackBerry) view. The rating and feedback can then be viewed in the Application
Center console. Complete the following steps:

1. Tap the name of the application that you want to rate in the list of installed applications:

— On Android or iOS: Expand the Rating and feedback property.
— On BlackBerry: Scroll horizontally to the Feedback pane and tap Submit Feedback.

2. Tap a star, from 0 to 5, to represent your approval rating of the version of the application.
One star represents the lowest level of appreciation and five stars represents the highest
level of appreciation.

On a BlackBerry device without touch screen, use the trackpad to slide horizontally to
select the number of stars.
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3. Enter a comment about this version of the application.

4. Tap Submit to send your feedback to the server. (Tap Back or Cancel to return to the
application properties without submitting your feedback.)

3.2.6 Updating an installed application

If a more current version of an application that is installed on a device is available in the
Application Center, it is listed under Update or Recommended in the My Mobile or My
Applications view of the mobile client. Use the following steps to update an installed
application to the new version:

1. Under Update or Recommended, tap the application that you want to update. The
Application Properties view displays the updated version information for the application.

2. On the Application Properties view, tap Install Now.
3. Confirm that you want to replace the currently installed version with the updated version.

Canceling an update: If you want to cancel installation of the update, do so as
described for your platform, in 3.2.4, “Installing an application by using the mobile
client” on page 70.

3.2.7 Reverting an installed application
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After updating an application, you can revert to an earlier version of the application, if it is still
available in the Application Center.

Reverting an installed application on Android or iOS
Complete the following steps to revert an application on Android or iOS:

1. In the My Mobile view, under Installed, tap the application that you want to revert.
2. In the Application Properties view, tap Switch Version.

3. Select the version of the application that you want to switch to from the list and tap Switch
Now (Figure 3-35).

Version switching .

Installed version

3
Select a version to switch to

1 v

Switch Now

Figure 3-35 Reverting to a previous version on Android

4. Confirm that you want to replace the currently installed version with another version of the
application.

Note: Reverting an application does not work on Android V4.2 and later.
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Reverting an installed application on BlackBerry
Complete the following steps to revert to an earlier version of an application that is installed
on a BlackBerry device:

1. In the All Applications, My Applications, or My Updates view, select the application that
you want to revert to a previous version.

2. Slide horizontally to the Versions view.
3. Select the application that you want to revert.
4. In the Application Properties view, tap or click Install. A progress bar displays.

To cancel installation on BlackBerry: Click the red X next to the progress bar.
Installation cannot be cancelled after download is complete.

3.2.8 Removing an installed application

Follow the steps for your platform to remove an application from a mobile device.

Removing an application on Android
Complete the following steps to remove an application from an Android device:

1. In the My Mobile view, select Installed.
2. Select the application you want to remove.
3. In the Application Properties view, tap Remove Now.

Removing an application on iOS
Follow the normal procedure to remove an application from an iOS device, and then tap
Report Not Install.

Removing an application on BlackBerry
Complete the following steps to remove an application from a BlackBerry device:

1. In the My Applications view, select the application that you want to remove.
2. Tap Uninstall.

Note: Removing an installed application often results in a reboot request. If you choose
to reboot later, the list of installed applications displayed in the mobile client might
temporarily become unsynchronized until the next reboot.

3.2.9 Advanced information for BlackBerry users

Sometimes you might have to set up the connection between the Application Center mobile
client and BlackBerry service manually. This information helps you to set the correct
connection. You have a choice of connection suffixes for manual connection between the
mobile client and BlackBerry.

The mobile client connects to the Application Center Server through HTTP. BlackBerry offers
different HTTP connection modes that can be controlled by a connection suffix. The
Application Center mobile client tries to detect the connection mode automatically. By default,
the mobile client tries WiFi, then WAP 2.0, and then direct TCP over the mobile carrier
(GPRS, 3G, and so on). In rare cases, it might be necessary to set up the connection suffix
manually.
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Complete the following steps to set up a manual connection:

1. On the BlackBerry home screen, open Options — Third Party Application — IBM
Application Center.

2. Specify the connection suffix and the connection timeout parameter.

See the advanced information topic in the IBM Worklight Information Center for a table of
possible connection suffixes:

http://pic.dhe.ibm.com/infocenter/wrklight/v5r0m6/topic/com.ibm.worklight.help.
doc/appcenter/r_ac_bb_advanced.html

Note: For corporate-owned devices, you might need to contact your network
administrator for the correct connection suffix. Corporate-owned devices might disallow
certain connection modes in the service book of the device.

3.2.10 Calling the rating feature from another IBM Worklight application
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You can send feedback to the Application Center from another IBM Worklight application. The
Worklight application must be installed on the mobile device by using the Application Center
mobile client.

The rating and feedback form of the Application Center mobile client for the Worklight
application that issues the call is shown when the APl is called. The form contains any rating
and comments that were passed through the API. The user can edit the feedback and tap
Submit to send the feedback to the server.

On Android systems, the APl is implemented with an Android intent class, with an action and
extras corresponding to the parameters. On iOS, the API object is part of a URL that is
completed by the values of the parameters.

The same API parameters are required on both Android and iOS operating systems:

pkg (Mandatory) The application package ID.

version (Optional) The application package version; if unspecified, the installed version.
stars (Optional) A value from 0 to 5 representing the number of stars of the rating.
comment (Optional) The comment string.

Calling the rating feature on Android

Start an intent with the com. ibm.appcenter.FEEDBACK_REQUEST action. The intent must contain
an extra with the pkg package ID. Optionally, it can also contain three more extras: version,
stars, and comment. See Example 3-1.

Example 3-1 Example of calling the rating feature on Android

Intent intent = new Intent("com.ibm.appcenter.FEEDBACK REQUEST");
intent.putExtra("pkg", "com.TestFeedbackApp");

//optional

intent.putExtra("version", 2);

//optional

intent.putExtra("stars", 1);

//optional

intent.putExtra("comment", "Good");

//optional
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Calling the rating feature on iOS
Open the following URL:

ibmappctrfeedback://<pkg>/<version>?<stars>=<number>&<comment>=<text>
The parameters are specified in Example 3-2.

Example 3-2 Example calling the rating feature on iOS

ibmappctrfeedback://com.TestFeedbackApp/2?stars=1&comment=Good

3.3 Adding Worklight applications to the Application Center

There are three ways to add an application to the Application Center repository:

» By using the Application Center console (see 3.1.3, “Adding a mobile application” on
page 48)

» By using the command-line tool (see 3.3.1, “Using the command-line tool for uploading an
application” on page 75)

» By publishing Worklight applications directly from Worklight Studio (see 3.3.2, “Publishing
Worklight applications from Worklight Studio” on page 78)

3.3.1 Using the command-line tool for uploading an application

In addition to using the Application Center console to upload an application, you can also
upload an application to the Application Center by using a command-line tool. This tool is
useful if you want to integrate deployment of an application into the build process.

The <installDir>/ApplicationCenter/tools directory contains the files required for using

the command-line tool:

» applicationcenterdeploytool.jar: The upload tool.

» Jjsondj.jar: The library for the JSON format required by the upload tool.

» build.xml: A sample Ant script that you can use to upload a single file or a sequence of
files to the Application Center.

The command-line tool can be used to upload Android (.apk) files or iOS (.ipa) files. It can be
used as a stand-alone command-line tool, or as an Ant task.

Using the stand-alone tool for uploading an application
Complete the following steps to use the upload tool from a command line:

1. Make sure that your class path for Java contains the applicationcenterdeploytool.jar
and json4j.jar files, by using either of the following options:

— Add applicationcenterdeploytool.jar and jsondj.jar to the Java classpath
environment variable.

— Call Java and pass the path to both JAR files in as attributes, as in the following
example:

java.exe -cp "C:\Program
Files\IBM\Worklight\ApplicationCenter\tools\jsondj.jar;C:\Program
Files\IBM\Worklight\ApplicationCenter\tools\applicationcenterdeploytool.jar"
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2. At a command prompt, enter the following command:
java com.ibm.appcenter.Upload [options] [files]

Where options can be any of the following options:

-s <serverpath> The path to the Application Center server.

-c <context> The context of the Application Center web application.

-u <user> The user credentials to access the Application Center.

-p <password> The password of the user.

-f Force uploading of applications, even if they exist already.

And files specifies the Android application package (.apk) files or iOS application (.ipa)
files to upload (see Example 3-3).

Example 3-3 Using the upload tool

java com.ibm.appcenter.Upload -s http://localhost:9080 -c applicationcenter -u
demo -p demopassword -f appl.apk app2.ipa

Using an Ant task for uploading an application

You can use the upload tool as an Ant task and use the Ant task in your own Ant script.
When you use the upload tool as an Ant task, the classname of the Ant task is
com.ibm.appcenter.ant.UpTloadApps. The Ant task takes the following parameters:

serverPath To connect to the Application Center. The default value is
http://Tocalhost:8080.

context The context of the Application Center. The default value is
/applicationcenter.

loginUser The user name with permissions to upload an application.

loginPass The password of the user with permissions to upload an application.

forceOverwrite If set to true, the Ant task attempts to overwrite applications in the
Application Center when it uploads an application that is already
present.

file The .apk or .ipa file to be uploaded. This parameter has no default
value.

fileset To upload multiple files.

Example 3-4 is a sample Ant script that uploads a single application to the Application Center.
It is located in the <installDir>/ApplicationCenter/tools directory.

Example 3-4 Example Ant script

<?xml version="1.0" encoding="UTF-8"?>
<project name="PureMeapAntDeployTask" basedir="." default="upload.Al11Apps">

<property name="install.dir" value="../../" />
<property name="workspace.root" value="../../" />

<l-- Server Properties -->
<property name="server.path" value="http://localhost:9080/" />
<property name="context.path" value="applicationcenter" />
<property name="upload.file" value="" />
<property name="force" value="true" />
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<l-- Authentication Properties -->
<property name="login.user" value="appcenteradmin" />
<property name="login.pass" value="admin" />
<path id="classpath.run">
<fileset dir="${install.dir}/ApplicationCenter/tools/">
<include name="applicationcenterdeploytool.jar" />
<include name="json4j.jar"/>
</fileset>
</path>
<target name="upload.init">
<taskdef name="uploadapps" classname="com.ibm.appcenter.ant.UploadApps">
<classpath refid="classpath.run" />
</taskdef>
</target>
<target name="upload.App" description="Uploads a single application"
depends="upload.init">
<uploadapps serverPath="§{server.path}"
context="${context.path}"
ToginUser="${login.user}"
ToginPass="${1ogin.pass}"
forceOverwrite="${force}"
file="${upload.file}"
</target>
<target name="upload.Al1TApps" description="Uploads all found APK and IPA
files" depends="upload.init">
<uploadapps serverPath="§{server.path}"
ToginUser="${login.user}"
ToginPass="${1ogin.pass}"
forceOverwrite="${force}"
context="${context.path}"
<fileset dir="${workspace.root}">
<include name="**/*_ ipa" />
<include name="**/* apk" />
</fileset>
</uploadapps>
</target>
</project>

When you call Ant, you can specify the following parameters by adding -D before the property
name:

install.dir Defaultsto ../../

server.path The default value is http://Tocalhost:9080.

context.path The default value is applicationcenter.

upload.file This property has no default value. It must include the exact file path.
workspace.root Defaultsto ../../

login.user The default value is appcenteradmin.

login.pass The default value is admin.

force The default value is true.
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For example, the following command runs the script to upload a single application
(sample.apk) to the Application Center:

ant upload.App -Dupload.file=sample.apk

The following command runs the script to upload all applications found in a directory:

ant upload.Al11Apps -Dworkspace.root=myDirectory

3.3.2 Publishing Worklight applications from Worklight Studio
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You can publish applications directly from Worklight Studio to the Application Center by
completing the following steps:

1. In Eclipse, open the Worklight project for the application that you want to publish to the
Application Center.
2. Configure your publish preference settings. Select Window — Preferences, and then
click IBM Application Center — Publish Preferences (Figure 3-36).
type filter text Publish Preferences - - w
»Ceneral
» Android Credentials and IBM Application Center server URL for native application
» Ant deployment.
I Data Management Credentials
FHelp Login: wladmin
VIBM Application Center
Publish Preferences Password: | w=w*x
Finstall/Update || Show Password
P Java
FJava EE . Application Center Server
P Java Persistence
I JavaScript Server URL: | http://localhost:9080/applicationcenter
P Mylyn
b Plug-in Development |_| Secure Sockets Layer
P Remote Systems
Figure 3-36 Publish preferences in Eclipse
3. Enter the credentials for a user with the appcenteradmin role in the Login and Password

fields, and enter the Application Center server URL in the Server URL field. Select Secure
Sockets Layer only if applicable.

4. Click OK to save the settings.

5. Right-click the project that you want to publish and select IBM Application Center —

Publish on IBM Application Center.

Select the application package file to upload to the Application Center and click Open.
— The application file extension for Android is apk.

— The application file extension for iOS is 1ipa.

— The application file extension for BlackBerry is zip. This archive file must contain a file
with the jad extension and all related files with the cod extension.

Click Publish on the confirmation window. The application is added to the Application
Center.
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3.4 Managing users with LDAP

You can use a Lightweight Directory Access Protocol (LDAP) registry to manage users of the
Application Center. First, you must configure your WebSphere Application Server or Apache
Tomcat server to use an LDAP registry to authenticate users, and then you must configure the
Application Center to use LDAP to define the users and groups that can use it to install
applications. The Application Center uses access control lists (ACLs) to control who can
install applications from the Application Center. The procedures for configuring LDAP vary,
depending on your platform.

3.4.1 Configuring LDAP for WebSphere Application Server V8.5

To use an LDAP registry with WebSphere Application Server V8.5, you must first configure a
federated repository to include the LDAP registry, and then configure settings to allow the
Application Center to use the LDAP registry.

Configuring a federated repository

You must configure LDAP based on the federated repository configuration. The stand-alone
LDAP registry is not supported. To configure an LDAP repository in a new configuration under
Federated repositories, you must have the following information:

» A valid user name (ID)

You can choose any valid user in the repository that is searchable. In some LDAP servers,
administrative users are not searchable and cannot be used (for example, cn=root in
SecureWay).

» The user password

» The server host and port

» The bind distinguished name (DN) and the bind password (if necessary)

Use the following procedure to configure an LDAP repository in a new configuration under
Federated repositories.

1. In the administrative console, click Security — Global security.

2. Under User account repository, select Federated repositories from the Available realm
definitions field and click Configure (Figure 3-37).

User account repository
Realm name
default'WIMFileBasedRealm

Current realm definition
Federated repositories

Available realm definitions

Federated repositories w Configure... | Set az current

Apply | | Reset

Figure 3-37 Configuring a federated repository

3. Enter a name for the realm in the Realm name field (for example, WLRealm). You can
change the existing realm name.
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4. Enter the name of the primary administrative user in the Primary administrative user name
field. This is the user with administrative privileges that is defined in the user registry.

Note: When you configure multiple repositories that includes a single built-in, file-based
repository, the primary administrative user name must exist in the file-based repository.
If the primary administrative user name does not exist in the file-based repository, then
the name is created in the file-based repository. The primary administrative user name
cannot exist in other repositories.

5. Select the Ignore case for authorization option, if applicable. When the realm includes a
built-in, file-based repository, you must enable the Ignore case for authorization option
(Figure 3-38).

Note: When you enable this option, the authorization check is case-insensitive.
Normally, an authorization check involves checking the complete DN of a user, which is
unique in the realm and is case-insensitive. Clear this option when all member
repositories in the realm are case-sensitive.

Some repositories contain data that is case-sensitive only, and some repositories
contain data that is case-insensitive only. Do not include both case-sensitive and
case-insensitive repositories in the realm. For example, do not include case-sensitive
repositories in the realm with a built-in, file-based repository.

6. Optional: Select the Allow operations if some of the repositories are down option to
allow operations such as get or search even if the repositories in the realm are down.

General Properties

# Realm nare
|WLRea|m

# Prirnary adrministrative user name
|adrnin

Server user identity
'G:' Autornatically generated server identity

O Server identity that iz stored in the repositary

Ignore case for authorization

D Allow operations if some of the repositaries are down

Figure 3-38 Federated repository general properties
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7. If the LDAP server that you need is not listed in Repositories in the realm, click Add
repositories (Figure 3-39).

Repositories in the realm:

Add repositories (LDAP, custarn, etc)... || Uze built-in repaozitory Rernove

Selact| Baze Entry Repository Identifisr Repository Type

“ou can administer the following resources:

I:l o=defaultWIMFileBasedRealm | InternalFileRepository | File

I:l o=sample LDAP1 LOAP:IDS

Total 2

Figure 3-39 Adding a repository

8. Select an external repository from the Repository field menu. If none are defined, click
New repository and select LDAP repository (Figure 3-40).

Global =

Global security > Federated repositories > Repository reference

Specifies a set of identity entries in a repository that are referenced by a base (or
parent] entry inta the directory infarrnation tree, If rultiple repositaries or
rrultiple subtress of the same repaositary are included in the zarme realm, it might
be necessary to define additional distinguished narmes to uniquely identify this
zet of entries within the realm.

General Propertes

* Repositor
rnone defined % Mew Repository... ~ |
ILDAF‘ repozitory I

# Unique distinguizhecystam repositary| = [or parent) entry in fedarated
repositories File repository

I:l Distinguished narme in the repository iz different

Apply |ﬂ Rezet | Cancel |

Figure 3-40 Defining a new repository
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9. Enter a name to identify the repository in the Repository identifier field (for example,

LDAP1), and enter the fully-qualified host name or IP address of the LDAP server in the
Primary host name field (Figure 3-41).

General Propertes

# Repozitory identifier
[Loap1

Repository adapter class name
carn.ibrn.ws, wirn, adapter |dap, LdapaAdaptar

LDAP server

Security
* Diractary tups Bind distinguished name
| IBM Tivali Directary Server W | |cn=root
Bind password
* Primary host name Port |"""""
[LoaPserver 389
Federated repository propertiss for login
uid
Failover sarver uzed when primary is not available:
LDAP attribute for Kerberas principal name
Delete | |
Select| Failover Host Hame Port Certificate mapping
Mone

| ERACT_DHM W |

Certificate filter
Add | | [

Figure 3-41 Configuring a repository

10.If required, enter the distinguished name and password of the user that the application

server must use to bind to the LDAP server (for example, cn=root). This information might
be required if non-anonymous access to LDAP is not permitted.
11.Click OK.

12.Enter the distinguished name of the base or parent entry that identifies the set of entries in

the federated repository in the Unique distinguished name of the base (or parent) entry in
federated repositories field (Figure 3-42).

General Properties

* REfositorf

# Unique distinguished name of the base (or parent] entry in federated repositaries
|o=samp|e

D Diztinguished name in the repasitary is different

Apply | 0K | Rezet | Cancel |

Figure 3-42 Repository reference
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Note: The base entry indicates the starting point for searches in this repository. This
entry and its descendents are mapped to the subtree that is identified by this unique
base name entry field. For example, for a user with a DN of cn=John Doe,
ou=Rochester, 0=IBM, c=US, specify the base entry as any of the following options:
ou=Rochester, 0=IBM, c=us or o=IBM, c=us or c=us.

If this field is left blank, the subtree defaults to the root of the repository. Consult your
repository administrator to determine if your repository provides support to search from
the root, or create users and groups under the root without defining a suffix beforehand.

In WebSphere Application Server, the distinguished name is normalized according to
the repository specification. Normalization consists of removing spaces in the base
distinguished name before or after commas and equal signs. An example of a
non-normalized base distinguished name is o = ibm, ¢ = us or o=ibm, c=us. An example
of a normalized base distinguished name is o=ibm,c=us.

13.Click OK and save your changes to the configuration.

Enable searching of LDAP user registry through Application Center
Certain roles must be assigned to the users and groups that are mapped to the
appcenteradmin role to allow them to search LDAP by using the VMM API. Assign the role of
IdMgrReader to the users who run the VMM code, or to a group that those users belong to, as
follows:

1. Select Servers — Server Types — WebSphere application servers.

2. Select the appropriate application server. In a clustered environment you must configure
all the servers in the cluster in the same way.

3. In the Configuration tab, under Server Infrastructure, click the Java and Process
Management tab and select Process definition (Figure 3-43).

Server Infrastructure

= Java and Process
Managerment
Clazs loader

Process definition

Process execution

Figure 3-43 Select Process definition

4. In the Configuration tab, under Additional Properties, select Java Virtual Machine —
Custom properties.

5. Click New.
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6. In the form, enter ibm.appcenter.1dap.vmm.active and assign the value true
(Figure 3-44).

General Properties

# Mame

|ﬂ.appcenter.|dap.umm.acti-.le

# Walue
|true

Description

Apply | oK | Heset| Eancel|

Figure 3-44 Create a custom property

7. Click Apply.

8. Inthe form, enter ibm.appcenter.ldap.active and assign the value true.

9. Click OK.

10.Save your changes to the configuration.

11.Restart the application server.

12.Map the IdMgrReader role to all users with the appcenteradmin role, as follows:

a. Inthe <was_home>\bin directory, where <was_home> is the home directory of your
WebSphere application server, run the wsadmin command.

b. After connecting with the WebSphere Application Server administrative user, run the
following command:

wsadmin>$AdminTask mapIdMgrGroupToRole {-roleName IdMgrReader -groupld
your_ LDAP_group_id}

Run the same command for all the groups mapped to the roles of appcenteruser and
appcenteradmin.

c. For individual users who are not members of groups, run the following command:

$AdminTask mapIdMgrUserToRole {-roleName IdMgrReader -userlId
your_LDAP_user_id}

The final output from running the wsadmin command is the Command completed
successfully message, as shown in Figure 3-45.

wsadnin>$AdninTask mapldMgrGroupToRole {-roleMame IdMgrReader —groupld wladmins?

CUUIMSA22] Command completed successfully.
wsadmin > _

Figure 3-45 Output from mapping command

d. Enter exit to end wsadmin.
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3.4.2 Configuring LDAP for WebSphere Application Server V8.0

You must configure LDAP based on the federated repository configuration. The stand-alone
LDAP registry is not supported. For information about configuring federated repositories, see
the WebSphere Application Server V8.0 Information Center:

http://pic.dhe.ibm.com/infocenter/wasinfo/v8r0/index.jsp

Then, see 3.4.1, “Configuring LDAP for WebSphere Application Server V8.5” on page 79.

3.4.3 Configuring LDAP for WebSphere Application Server V7

You can configure LDAP based on the federated repository configuration or with the
stand-alone LDAP registry. See the WebSphere Application Server V7.0 Information Center
for how to configure LDAP authentication with WebSphere Application Server V7.

See the “Configuring ACL management with LDAP and WebSphere Application Server V7~
topic in the IBM Worklight V5.0.6 Information Center for more information:

http://pic.dhe.ibm.com/infocenter/wrklight/v5rOm6/index.jsp

3.4.4 Configuring LDAP for Liberty Profile

You can configure LDAP authentication of users and groups in the server.xml file by defining
an LDAP registry. For information about the parameters required, see the WebSphere
Application Server V8.5 Information Center:

http://pic.dhe.ibm.com/infocenter/wasinfo/v8r5/index.jsp

Also see the IBM Worklight V5.0.6 Information Center:
http://pic.dhe.ibm.com/infocenter/wrklight/v5r0m6/index.jsp

At that site, see the following topics:

» Configuring LDAP authentication (Liberty profile)

» Mapping users and groups to Application Center roles (LDAP on Liberty profile)

» Configuring the Application Center for ACL management with LDAP (Liberty profile)

3.4.5 Configuring LDAP for Apache Tomcat

You must configure a JNDIRealm in the server.xml file in the <Host> element. See the Realm
Component on the Apache Tomcat website for more information about configuring a realm:

http://tomcat.apache.org/

For more information, see the Configuring ACL management with LDAP and Apache Tomcat
topic in the IBM Worklight V5.0.6 Information Center:

http://pic.dhe.ibm.com/infocenter/wrklight/v5r0m6/index.jsp
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Application Center and Endpoint
Manager for Mobile Devices

IBM Worklight Application Center forms a core component of the IBM MobileFirst Platform of
products offered from IBM. IBM Endpoint Manager for Mobile Devices is also part of the IBM
MobileFirst Platform and contains a mobile application space. This chapter describes each
product, describes the use cases that they are built to support, explains when to select one
product over the other, and discusses the symbiosis between the two products.
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4.1 Introduction to IBM Endpoint Manager

IBM Endpoint Manager is a centralized policy enforcement cross-device solution for helping
organizations manage all endpoints or targets within their enterprise, for example the
following items:

Desktops

Laptops

Servers

Purpose-built machines
Mobile devices

vyvyyvyyvyy

These endpoints can be managed in several key ways, all from one unified operations
console:

Patching

Life cycle management
Software use analysis
Power management

Core protection

Security and compliance
Mobile device management

vVVvyVYyVYVYYVvYYyY

IBM Endpoint Manager allows for the real-time monitoring of all devices within an
organization and also ensuring that any new device adheres to the policies that are enforced
across the enterprise.

In IBM Endpoint Manager V9.0, support continues to expand for mobile device management
within the product. With the advent of bring your own device (BYOD), an important task for
organizations becomes being able to manage security and offer benefits to this new class of
devices, while not impeding the productivity benefits that they give individuals.

With IBM Endpoint Manager for Mobile Devices, an enterprise can perform a wide range of
tasks on mobile devices that are operating within the organization:

Device wipe

Obtaining location information
Jailbreak/root detection

Recommended Apps

Application management

Device configuration (VPN, email, WiFi)
Encryption management

vVVvyVvYyVvYyYvYYyvYyYy
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4.1.1 Architecture

Overall, IBM Endpoint Manager is organized around a central Endpoint Manager server, with
clients or agents that communicate with it. The clients or agents can enforce the policies set
up for a device, as configured on the centralized server. Figure 4-1 focuses on the
arrangement of components in the mobile device space.

TEM Server

Console/Web Reports

http/52311

BigFix APIs
(SOAP and

LDAP/AD

LDAP protocol

Apple Push
Notification
Servers

TCP port 2195 to
* push.apple.com

Platform
) Relay
Trusted Service ( e et
. Extender for iOS/
P Enroliment Server
;I'CP port 5223 to
1; Y .push.apple.com
https/52316 https/443
Self-Service http/52311
Portal
https/443I Q}y

Android devices*
|
meoy
oo

End user Apple iOS devices*

Figure 4-1

Endpoint Manager Architecture

Endpoint Manager for Mobile Device Management uses the same infrastructure that all
Endpoint Manager target devices use.

The only difference between the mobile device space and traditional endpoints is that not all
operating systems allow for the background operation of an endpoint client or agent.
Specifically, the Apple iOS integration must rely on the exposed Mobile Device Management

(MDM) operations through Apple’s infrastructure.
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4.1.2 Enterprise App Management

90

One core component within IBM Endpoint Manager for Mobile Device Management is a
mobile application space known as Enterprise App Management. You configure this
application space through the same infrastructure that is used to enforce security policies and
operations on mobile devices. It allows for the importation of mobile applications in the form of
custom binaries, app store links and Worklight Application Center apps (Figure 4-2 on

page 90).

Pre-built Binaries

) 4 \ 4 Worklight Application Center

—
a ) Enterprise App
Management
IPA

Al

IBM Mobile Client

Figure 4-2 Enterprise App Management distribution model

Enterprise App Management aggregates these multiple sources of applications into one
unified enterprise view of all applications. In this way, users can have one platform from which
they can install all types of applications, and receive recommendations for applications.

It also allows the enterprise to make volume purchases of applications, monitor their install
base, control the backup strategy for apps, and have apps automatically be wiped when an
individual is decommissioned from the infrastructure.

There are two components that make up Enterprise App Management:

» The Enterprise Apps Management console that is part of the Endpoint Manager
configuration console

» The IBM Mobile Client app that talks to the Enterprise Apps Management services to
retrieve applications and updates
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4.2 IBM Endpoint Manager Enterprise App Management

The following sections outline several key use cases for the Endpoint Manager Enterprise
App Management. The common factor in these use cases is that Enterprise App
Management, as part of the integrated enterprise-wide management model offered by IBM
Endpoint Manager, is controlled by a centralized infrastructure management team.

4.2.1 Centralized mobile application recommendations

Enterprise App Management offers a centralized list of mobile applications that can be
aggregated from three separate sources. After an application is imported into the Enterprise
App Management console, it can be recommended for use within the enterprise for select
users. An application can be recommended, or it can be black-listed for mobile device
endpoints that are under the Enterprise App Management’s control.

For example, if a CIO for a large multi-national company, after formally reviewing cloud
security, wants to endorse an application with external cloud syncing functionality, the CIO
can place that application on the recommendation list, and instantly inform employees that
this application is deemed safe for company use.

Applications that are listed as recommended can be of two types:

» Recommend: Adds the application to a recommended list within the IBM Mobile Client
app.

» Must Install: Prompts the user on launching the IBM Mobile Client app to install the
application.

4.2.2 App distribution based on enterprise profile

Application distribution within Enterprise App Management can be based on profiles within
the Endpoint Manager infrastructure. Profiles allow recommendations for applications to be
made at a finer grained level rather than at an enterprise-wide level.

Profiles allow the targeting of groups within the organization and can be used to offer
recommendations for applications according to role. Just as the profile for a user dictates the
user’s access to the enterprise environment it also means that after a user leaves the
enterprise, apps can be automatically wiped from the user’s device.

4.2.3 Security focused app distribution

The enterprise also requires a way to ensure that confidential data is not being leaked to
other non-approved services to such entities as Apple iCloud. Distributing iOS apps through
Endpoint Manager Enterprise App Management means that a decision can be made to allow
or not allow backups of application data to the Apple iCloud service.
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4.3 IBM Worklight Application Center

In comparison to IBM Endpoint Manager Enterprise App Management, the Application Center
is designed to be part of the development process of an application. The following sections
outline typical use cases for the Application Center.

4.3.1 Distributing applications in test to the extended team for feedback

Mobile application development, like development of any other kind of application, requires
input from an extended team that can include several stakeholders throughout the entire
process. The idea behind the Application Center is to be able to distribute application builds
that are not ready for prime-time to the extended team and receive feedback from them.

This scenario is described in 1.4, “Typical use case scenarios” on page 5 and is key to
making suitable changes to the mobile application as required.

Without Application Center, distributing applications might be done either through a
file-system based approach, email, or a combination of both. With those methods, tracking
the team members that have a given version of the application, whether they have installed it,
or what version they are leaving feedback about becomes difficult.

4.3.2 Hosting of internal production applications

After an application advances to the production stage, generally two options exist:
» Application is submitted to vendor application stores
» Application is internally distributed within the organization

Applications that are not intended for release outside the organization must be distributed
internally. They must be hosted somewhere and distributed in some manner. The Application
Center offers the ability to host these production applications, and also distribute them
through the Application Center Mobile Client or the Endpoint Manager Enterprise App
Management, as covered in 4.4, “Integrating Worklight Application Center with Endpoint
Manager App Management” on page 93.

If the application is not to be submitted to a public app store distributing it to the extended
team without Application Center may be problematic. There needs to be a place to store it
and ideally a simple mechanism for loading it onto the mobile device.

4.3.3 Development managed permissions

92

Agile development teams change constantly, and being able to remove and change the
permissions of people for a given application within a suitable time frame is an important
feature. Because Application Center is not an enterprise-wide application distribution
mechanism like IBM Endpoint Manager Enterprise App Management, the Application Center
can be more focused on giving access and permission control to the development team,
rather than a far-removed infrastructure management team.

Enabling Mobile Apps with IBM Worklight Application Center



4.4 Integrating Worklight Application Center with Endpoint
Manager App Management

Because both products differ in their usage models, as explained previously, they are both
integrated as part of the IBM Mobile Foundation Solution. Enterprise App Management offers
the ability to import applications that are hosted within the Worklight Application Center
infrastructure, as depicted in Figure 4-3.

@ 5uid app in Worklight ——»{ (@) Import into Endpoint
Manager's
e ] Recommended Apps
{5;__‘—

’ R

\- J

l

Distribute App to
Employees

Figure 4-3 Integration of Application Center with Enterprise App Management

This capability is not limited to Worklight applications, but any type of application that is
hosted within the Application Center and marked as ready for production can be imported, as
explained in 3.3, “Adding Worklight applications to the Application Center” on page 75.
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After an application is marked as ready for production in the Worklight Application Center, the
method for importing it is simple, and is illustrated in Figure 4-4 on page 94.

Select the type of app to import.

(=) Import an app from the URL (Apple App Store/Google Play) specified below.

https://itunes.apple.com/us/app/temple-run-2/id57 23356087?mt=8
Click to browse the Apple App Store. &
Click fo browse Google Play. &

) Import an app from the file (.ipa*/.apk) specified below.

() Import the app from Worklight server specified below.

o

Figure 4-4 Importing of a new mobile application

After the application is added to the Enterprise App Management system of IBM Endpoint
Manger for Mobile Device Management, it appears in the catalog of applications available
within the IBM Mobile Client on every device. When the application is downloaded through
IBM Mobile Client app, it is downloaded from the Application Center. So, as soon as updates
are published to the Application Center, for a given application, the update is also picked up
by Enterprise App Management and sent as an update reminder to all mobile devices that
have it installed.
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Abbreviations and acronyms

ACL
ADT
BYOD
DN
EAR
IDE

ITSO

JAR
JVM
LDAP

MDM
(0]
SSL
WAR

access control list

Android Development Tools
bring your own device
distinguished name
enterprise archive

Integrated Development
Environment

International Technical Support
Organization

Java archive
Java virtual machine

Lightweight Directory Access
Protocol

Mobile Device Management
operating system

Secure Sockets Layer

web archive
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this paper.

Online resources

These websites are relevant as further information sources:

>

IBM Worklight V5.0.6 Information Center:
http://pic.dhe.ibm.com/infocenter/wrklight/v5rOm6/index.jsp
IBM WebSphere Application Server V8.5 Information Center:
http://pic.dhe.ibm.com/infocenter/wasinfo/v8r5/

WebSphere Application Server V8.0 Information Center:
http://pic.dhe.ibm.com/infocenter/wasinfo/v8r0/index.jsp
Configuring WebSphere Application Server manually:

http://pic.dhe.ibm.com/infocenter/wrklight/v5rOm6/index.jsp?topic=%2Fcom.ibm.worklight.h
elp.doc%2Fadmin%2Ft_configuring_websphere_application_server_manually.html

Product compatibility reports of IBM Worklight 5.0.6:

http://pic.dhe.ibm.com/infocenter/prodguid/vir0/clarity-reports/report/html/pre
reqsForProduct?deliverableld=C2E8EF801E8711E28ACF6F870925FE36

Apache Tomcat:

http://tomcat.apache.org/

Android site for developers:

https://developer.android.com/index.html

Apple iOS Developer Program:

https://developer.apple.com/programs/ios/

Google Play account setup:

https://play.google.com/apps/publish/signup

Blackberry World Vendor Portal:
https://appworld.blackberry.com/isvportal/home/Togin.seam?pageIndex=1&cid=26861
BlackBerry plug-in for Eclipse:
https://developer.blackberry.com/java/download/eclipse/

Ordering BlackBerry signed keys:
https://www.blackberry.com/SignedKeys/codesigning.html

Advanced information for BlackBerry users in the IBM Worklight information center:

http://pic.dhe.ibm.com/infocenter/wrklight/v5rOm6/topic/com.ibm.worklight.help.
doc/appcenter/r_ac_bb_advanced.html
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Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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IBM Worklight Application Center is an enterprise application store. It
allows you to install, configure, and administer a repository of mobile
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organization. It is built on top of the IBM MobileFirst Platform and the
IBM Worklight mobile application platform that enables you to develop,
deploy, and manage mobile applications.

This IBM Redpaper publication provides detailed step-by-step
guidance on how to install, configure, and use Worklight Application
Center. It provides instructions for installing mobile applications (apps)
into Application Center, and for browsing, installing, and rating those
apps through the mobile client running on an Android, i0S, or
BlackBerry smartphone.

This paper also positions Application Center next to the Enterprise App
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