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Preface

IBM® Tivoli® Access Manager for Enterprise Single Sign-On automates sign-on and access
to enterprise applications, eliminating the need to remember and manage user names and
passwords. Users log on to Tivoli Access Manager for Enterprise Single Sign-On with a
special user ID and password, and then, when they access their secured applications, the
Tivoli Access Manager for Enterprise Single Sign-On agent enters their stored credentials
automatically without the users needing to do so. Tivoli Access Manager for Enterprise Single
Sign-On provides the usual features associated with password security, for example,
password length, aging policy, and so forth.

This IBM Redpapers™ publication is based on a set of exercises that was produced for the
European Tivoli Technical Conference 2010. It shows how to configure Tivoli Access
Manager for Enterprise Single Sign-On to use additional or alternative methods of
authentication when users log on to provide a greater degree of security (stronger
authentication).

This paper is intended to complement the product documentation and should be read in
conjunction with it. In particular, you should refer to the Setup Guide.

The team who wrote this paper

This paper was produced by a team of specialists from around the world working at the
International Technical Support Organization, Austin Center.

Axel Buecker is a Certified Consulting Software IT Specialist at the International Technical
Support Organization, Austin Center. He writes extensively and teaches IBM classes
worldwide on areas of Software Security Architecture and Network Computing Technologies.
He holds a degree in computer science from the University of Bremen, Germany. He has 25
years of experience in a variety of areas related to Workstation and Systems Management,
Network Computing, and e-business Solutions. Before joining the ITSO in March 2000, Axel
worked for IBM in Germany as a Senior IT Specialist in Software Security Architecture.

Abdul Baki is an IT Specialist who works with customers using early versions of IBM Security
products as part of his role managing worldwide Beta Programs. He holds a degree in
Computer Communication and Networks from the University of Westminster, U.K., and is a
member of the British Computer Society. Abdul works at the IBM Hursley development
laboratory in Hursley, U.K.

Matthew Boult is a Product Introduction Specialist in the IBM SWG Early Programs
organization. He is based in Hursley in the U.K. and runs worldwide early programs for Tivoli
products, generating feedback to development, creating reference accounts, and promoting
sales enablement through early education and the production of intellectual capital. He has
more than 30 years of experience in the IT industry and has been working with Tivoli since
the acquisition of the company by IBM, initially providing post-sales technical support and
later designing and implementing solutions for outsourced customers. He has been working
with Tivoli Access Manager for Enterprise Single Sign-On since running the beta program for
v8.1 in 2009.

Many thanks to Sven Gossel at charismathics gmbh for providing the smart card middleware,
smart cards, and card readers used in producing this IBM Redpaper™.
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» Follow us on Twitter:
http://twitter.com/ibmredbooks

» Look for us on LinkedIn:
http://www.linkedin.com/groups?home=&gid=2130806
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https://www.redbooks.ibm.com/Redbooks.nsf/subscribe?0penForm
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Configuring authentication to
use smart cards

This chapter explains how to configure an existing Tivoli Access Manager for Enterprise
Single Sign-On environment to use smart cards as additional authentication factors.

Note: You can use a USB token instead of a smart card and reader.

This chapter includes the following topics:

“Prerequisite environment” on page 2

“Testing smart card compatibility” on page 2

“Configuring the certificate authority” on page 4

“Importing the CA root certificate to the IBM HTTP Server truststore, part 1” on page 7
“Importing the CA root certificate to the IBM HTTP Server trust store, part 2” on page 9
“Enabling two-way SSL on IBM HTTP Server” on page 16

“Creating IMS policies for smart card use” on page 17

Assigning the new template to the client workstation

“Modifying user default template to accept smart cards for authentication” on page 20
“Issuing a certificate to a smart card” on page 22

“Registering a smart card to user” on page 28

VVYVYVYYYVYVYVYYVYY
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1.1 Prerequisite environment

To run this exercise, you need the following resources. Refer to the Tivoli Access Manager for
Enterprise Single Sign-On product documentation for platform requirements and
configuration instructions.

» Integrated Management System Server (IBM IMS™ Server)

— Microsoft Certificate Server

— Internet Information Services

— Tivoli Access Manager for Enterprise Single Sign-On 8.1 IMS+ prerequisites
¢ IBM WebSphere® Application Server
e IBM HTTP Server
¢ A supported database (for example IBM DB2®)

— Smart card middleware

Note: This scenario uses the Charismathics Smart Security Interface (CSSI).

» Client

— Tivoli Access Manager for Enterprise Single Sign-On 8.1 AccessAgent
— Smart card middleware

— Initialized smart card and reader or USB token

— Drivers for reader or token

» Active Directory

— Domain containing computers and user accounts

1.2 Testing smart card compatibility

The Smart Card Compatibility Tool is supplied with Tivoli Access Manager for Enterprise
Single Sign-On V8.1 installation files. The tool is installed in the SCardCompatTool version
directory.

You can test smart card compatibility in the following way:

1. Create amycsp.ini configuration file that contains details of the location of the smart card
middleware driver, using the supplied example.ini file for guidance.

2. Run the following command from the command line:
SCardCompatTool.exe -i mycsp.ini -o output_file_name
The following prompt appears:

Insert the smart card that you wish to test. Press Enter to proceed.

2 Configuring Strong Authentication with IBM Tivoli Access Manager for Enterprise Single Sign-On



3. Insert the smart card into the reader, and press Enter. Then, enter the PIN when
prompted. Figure 1-1 shows the tests.

£ Charismathics Smart Security Interface Manager

Manager Edit Token TPM KeyPair  Certificate Info

= B Slts ® C:\Documents and Settings\testa\Deskiop\Smart card software
Lenovo Integrated Smart Card Reader 0 kest
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5 a Data
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€3 Back a - )':H Search || Folders | [T3z]

INDOWS\system32\cmd.exe EI v| Go

icrosoft Windows HP [Uersion 5.1.26801] -
{C>» Copyright 1985-28A1 MHicrosoft Corp. I.;j

C551_4.8.1_32bits_CSTC

sDocuments and Settings:testa>"GC:\Documents and Settings“testasDesktop:Smart c|

rd softwares8CardCompatTool_vi_6 \8CardCompatTool.exe"” —i "C:\Documents and Sett
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nter SmaprtCard PIN>eemcsex = f[nyotull::).txt ¢
tarting smart card tests... e (S 1T Al
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ress Enter to exit...
:\Documents and Settings“testal
Ad|
‘g My Mebwork Places
Details
Type: Text Document Date Modified: 3j30§2010 3:25 PM Size: 257 bytes 779 bytes j My Computer

Figure 1-1 Smart card compatibility tool

4. Verify that the test was successful by examining the output file. If the test is successful,
continue to the next section.

Note: You must initialize the smart card or USB token first. This process is outside the

scope of this paper. Refer to the smart card middleware documentation for information
about how to enable new smart cards.

Chapter 1. Configuring authentication to use smart cards
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1.3 Configuring the certificate authority

4

Next, configure the certificate authority (CA) on the IMS Server:

1.

Launch the Microsoft Certification Authority by navigating to Start —» Administrative

Tools — Certification Authority, as shown in Figure 1-2.

\g Manage Your Server

Command Prompt

]
A :j Windows Explorer

@ Motepad
\ Start HTTP Server

I Active Directory Users and
Computers

Configure Your Server
‘Wizard

Al Programs  »

adminisirator

:3! My Computer

B? Control Panel

];% Printers and Faxes

9) Help and Support
/') Search

7=J Run..

Log Off @ Shut Down

|#start | (& &

J @ Active Directory Users a... |

e’@ Active Directory Domains and Trusts

@ Active Directory Sites and Services
@ Active Directory Users and Computers

@ Component Services
g Computer Managemenk

4 Configure Your Server Wizard

v B Data Sources (ODEC)

D DpHep

.E Distributed File System
2 Dns
Bﬁ] Domain Contraller Security Policy
Bﬁ] Domain Security Policy
24| Evert viewer
"fg Internet Information Services (I15) Manager
& Licensing
_! Manage Your Server
% Microsoft \WET Framework 1.1 Configuration
% Microsoft \MET Framewark 1,1 Wizards
@ Metwork Load Balancing Manager
@ Performance
(£ Remote Deskbops
E Routing and Remate Access
g@ Server Management
% Services
T@ Terminal Server Licensing
,, Terminal Services Configuration

F Terminal Services Manager

Figure 1-2 Launching the Microsoft Certification Authority
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are displayed in the right pane, as shown in Figure 1-3.

f&s Certification Authority

File  Action Yiew Help

=10l x|

e~ | Bm BB LW

@ Certification Authority {Local)
E@ ims

[ Revoked Certificates

(2 Issued Certificates

(23 Pending Requests

(2] Failed Requests

ate Templates

ame | Intended Purpose
EFS Recovery Agent File Recovery
Basic EFS Encrypting File System

Domain Controller

Web Server

Computer

User

13ubordinate Certification Autharity
[ administrator

Client Authentication, Server Authentication
Server Authentication
Client Authentication, Server Authentication

Encrypting File System, Secure Email, Clien...

<l

Microsoft Trust List Signing, Encrypting File., ..

Figure 1-3 Available certificate templates

3. To install the necessary templates (for example, the Smartcard User and Smartcard

2. A window opens that displays details about the CA. In the left pane, select the CA server,
and then select the Certificate Templates directory. The available certificate templates

Logon templates), right-click in the right pane, and select New — Certificate Template to
Issue, as shown in Figure 1-4.

f&s Certification Authority

File  Action Yiew Help

=10l x|

- BERBR|2®

@ Certification Authority {Local)
E@ ims

[ Revoked Certificates

(2 Issued Certificates

(23 Pending Requests

(2] Failed Requests

4 Certificate Templates

ame | Intended Purpose

EFS Recovery Agent File Recovery
Basic EFS Encrypting File System
Domain Controller Client Authentication, Server Authentication
Web Server Server Authentication
Computer Client Authentication, Server Authentication
User Encrypting File System, Secure Email, Clien...

Subordinate Certification Autharity
Administrator

Manage

<l

Microsoft Trust List Signing, Encrypting File., ..

Refresh
Expork List. ..

Wiew

Arrange Icons
Line up Icons

Help

|Enable additional Certificate Templates on this Certification Authority

Figure 1-4 New certificate
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4. A list of available certificate templates appears. Scroll down, and select the Smartcard
Logon and Smartcard User templates, as shown in Figure 1-5. (You can select multiple
certificate templates using the Ctrl key.) Click OK.

=10l x|

fi Certification Authority

File  Action Yiew Help

e~ | Bm BB LW

@ Certification Autharity {Local) | Marme | Intended Purpose |
E@ ims [ EFs Recovery Agent File Recovery
LR B Frable Certificate Templates 21x|
D Issue
(A prend Select one or more Certificate Templates to enable on this Certification Authority
(2 Failes
LAY et Mame | Intended Purpose | |

wchange Enrollment Agent [Qffline request]  Certificate Request Agent
wchange Signature Only Secure Email

wchange User Secure Email

FSec IP zecurity IKE intermediate
FSec [Dffine request) IP zecurity IKE intermediate
outer [Qffline request] Client Authentication

ogon

Microzoft Trust List Signing
Secure Email, Client Authentication

DE I Cancel

rust List Signing
] Ll zer Signature Only

|
Figure 1-5 Selecting the templates

The smart card templates are added to the Certificate Template list, and the server is ready to
issue certificates, as shown in Figure 1-6.

=10l x|

f&s Certification Authority

File  Action Yiew Help

- BERBR|2®

6

@ Certification Authority {Local)
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a Certificate Templates
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| Intended Purpose

ySmartcard User

Smartcard Logon %
S Recovery Agent

iBasic EFS

Domain Controller

'eb Server

bordinate Certification Authority
4 Administrator

Secure Email, Client Authentication, Smart ...
Client Authentication, Smart Card Logon

File Recovery

Encrypting File System

Client Authentication, Server Authentication
Server Authentication

Client Authentication, Server Authentication
Encrypting File System, Secure Email, Clien...
<hll=

Microsoft Trust List Signing, Encrypting File., ..

Figure 1-6 Smart card certificates
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1.4 Importing the CA root certificate to the IBM HTTP Server
truststore, part 1

Now, obtain the CA root certificate by clicking Start —» Administrative Tools — Active
Directory Users and Computers. The window shown in Figure 1-7 appears.

This scenario uses the Microsoft Certificate Server to obtain the domain name.

-.? Active Directory Users and Computers

~1o/ x|
JREDS]

@ File  Action Yiew ‘Window Help

«= | BE e R 2| BB TE

@ Active Directory Users and Comnputer SEFEFET BTES B

D Saved Queties

SR} =ricnetwork. local [ EE Type Description
5[] Buiiin (JBuikin builtinDomain
Computers (A computers Conkainer Default container for upgr...
Domain Controllers Domain Conk,.,  Organizational ... Default container for dom. ..
(2 ForsignSecurityPrincipals [CForeignsecur... Container Default container for secu..,
o1 Users [users Container

Default container For upar...

K1 — |

|
Figure 1-7 Opening the Active Directory

Next, you need to obtain the Internet Information Services (IIS) server port number. By

default, the IIS port number is 80. However, because the IBM HTTP Server already requires
port 80, you need to modify the IIS port during installation.
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To find the 1IS server port number, follow these steps:

1. Go to Start —» Administrative Tools — Internet Information Services (lIS) Manager, as
shown in Figure 1-8.

e’@ Active Directory Domains and Trusts
@ Active Directory Sites and Services
@ Active Directory Users and Computers
@ Certification Authority

g o Cluster Administratar
adminisirator .
@ Component Services
- Computer Managemenk
\g Manage Your Server ;‘J)g 7 (o g

"'B Configure Your Server \Wizard
D el Eeme] " Data Sources (ODBC)

D DpHep

Command Prompt

= .E Distributed File System
./ windows Explorer >
== :r'j Printers and Faxes o1, DS
i Bﬁ] Domain Contraller Security Policy
@ Motepad g) Help and Support Bﬁ] Domain Security Policy
= Event Yiewer
\ Start HTTR Server I') e i
7 ] Run...

I Active Directory Users and
S Computers

# Manage Your Server

% Microsoft \WET Framework 1.1 Configuration

\% Evoizn:r?jure ey SR $ Microsoft NET Framework 1,1 Wizards

@ Metwork Load Balancing Manager
@ Performance
(£ Remote Deskbops
E Routing and Remate Access
g@ Server Management
All Programs % Services
T@ Terminal Server Licensing

L i @ St B .. Terminal Services Configuration

Ii‘ Start J @ g J 3 C\Documents and Settin...l @ Microsof F Terminal Services Manager

Figure 1-8 Opening the IIS Manager

8 Configuring Strong Authentication with IBM Tivoli Access Manager for Enterprise Single Sign-On



2. Click the plus sign (+) for the server from the left pane.

3. Open the Web Sites directory, and right-click Default Web Site. If there is more than one
website, right-click the one that is available, not the one that is stopped.

4. Select Properties. The window shown in Figure 1-9 opens. Several parameters appear,
one of which is the TCP port. Note the value of the TCP port. (If the value is 80, change it

to 81.

W Default Web Site Properties 21x| =10l x|
¥a File  Ac |_ 8| x
w Directory Security I HTTP Headers I Cuskom Errars I ASP.MET I —I—I—I
s o= | |—|: weh Site | Performance I ISAPI Filters I Home Directory I Diocuments
§ { Internet Infa i~ Web site identification |ader value I 1
B '1_:5 M3 (Ioc‘? Description: I Default Web Site i

B-_| Applic #

B Web 1P address: I(AII Unassigned) j Advanced. .. |

=@ :

; 3 3 TP port: | 5L port: |

_J web

[~ Connections
Conneckion timeout: I 120 seconds
V¥ Enable HTTP Keep-alives
—I¥ Enable logging
Active log Format:
|w3C Extended Log File Format x| Properties... |

4 I 3
’7 OF I Cancel Apply Help | li—l

Figure 1-9 TCP port value

1.5 Importing the CA root certificate to the IBM HTTP Server
trust store, part 2

Now that you have determined the domain name and the 1IS port number, enter the following
address for the certificate server into the browser:

http://domain_name:llS_port_number/certsrv

This opens the CA server page and allows certificates to be issued.
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Next, follow these steps:

1. Click the Download a CA certificate, certificate chain, or CRL link, as shown in
Figure 1-10.

| Elen |Lmks

Microsoft Certifica

Welcome

lUse this Weh site to request a certificate for your Web browser, e-mail client, or other program. By using a cerfificate, you can werify your identity to people you communicate with
aver the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list [CRL), or to view the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation

Select a task:
Reguest a cerificate
View the status of a pending certificate request
Download a CA certificate, ceificate chain or‘EIRL

Figure 1-10 Downloading a certificate

2. Enter the administrator's user ID and password at the prompt.

3. At the next page, you are prompted to select an encoding method. The following
standards are supported:

— DER
— Base 64

This scenario uses the Base 64 standard. Select the Base 64 option, and click Download
CA certificate, as shown in Figure 1-11.

Address Iﬁj http: /fims.encnetwork. local:51 /certsrv/certcarc.asp j Go | Lirks

Microsoft Ce

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Encoding method:

CDER
o

Download CA cerfificate
Download CA certmicate chain
Download latest base CRL
Download latest delta CRL

Figure 1-11 Downloading the Base 64 CA certificate
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In the confirmation box, click Save, and select the location where you want to save the
certificate. Assign a name to the certificate, as shown in Figure 1-12.

File Download

10|

. i
Save i |k_} Certificates 3 Q F M-
My Recent
Documents
File Download - Security Warning ﬂ m
Desktop
Do you want to open or save this file?
Marme: carknew,cer i .
0 Jocuments
Type: Security Certificate, 1,55 KB 1 syl
From:  ims.encnetwork, local
My Computer
‘Wihile files fram the Intarmet can be ussful, this file lype can ‘ I J
i b Fil : Chcert, h
potentially ham your computer. If you da not trust the source, da not My If:_t\:nrk Illafild St Lo i
open of save this software. Saveastype: [ Secuity Certficate =] Cancel
F

Figure 1-12 Saving the certificate

5.

After you obtain the root CA certificate, import it into the IBM HTTP Server trust store:

Navigate to Start — IBM WebSphere — Application Server v7.0 — Profiles —
AppSrv01 — Administrative Console.

On the left pane, expand Servers and then expand Server Types. On the right pane,
under “Web servers,” select the desired server, as shown in Figure 1-13.

Note: At the Administrative Console, you need to enter the WebSphere Application
Server administrator credentials.

Address IE https:{fims . encnetwork. local: 2043fibm/consolefsecuresecurelogon. do

Integrated Solutions Console

Welcome wasadmin Help Logout

| view: IAH tasks

;I Cell=imsNodenlCell, Profile=AppSrv0l

Welcome
Guided Activities
Bl servers
[ seruer Types
WebSphere MQ servers
Web servers
Applications
Services
Resources
Security
Environment
System administration
Users and Groups
Maonitoring and Tuning
B Troubleshooting
Service integration

upDI

WebSphere application servers

Web servers 7=

Web servers
Use this page to view a list of the installed Web servers.

Dreferences
Generate Plug-in | Propagate Plug-in | Drelete Templates... |Start Stop Terminate
k][4
Elee

Select| Name # ‘ Wl soveer TR G ‘ Node #_ ‘ Host Name 0 _ |\u’ers\on A |Status &

vou can administer the following resources:

l— websnruer]_ IBM HTTP Server ‘ imsMode0l ‘ ims.encnetwork,local | MD 7,0.0.7 | g
(
Total 1

Figure 1-13 Administrative Console
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6. Under the Configuration tab, in the Additional Properties section, click Plug-in properties,
as shown in Figure 1-14.

Address I@ hittps:ffims .encnetwork. local: 9043/ibmjconsale/securefsecurelogon. do

Integrated Solutions Console

Welcome wasadmin

| View: [All tasks

=l

Welcome
Guided Activities
H servers
B Server Types
WebSphers application servers
WebSphere MO saruers
Web servers
Applications
Services
Resources
Sacurity
Enviranment
System administration
Users and Groups
Manitoring and Tuning
B Troubleshoating
Service inteqration

upD1I

Help Logout

Cell=imsMode0lcell, Profile=AppSrv0l

Web servers (d

Web servers > webserverl

Use this page to configure a Web server that provides HTTP and HTTPS support to application servers,

Runtime | Configuration ‘

General Properties

web server name

Configuration settings

Web Server Wirtual Hosts

[webseruert

SGlobal Directives
Type
[1eM HTTP server =1 Additional Properties

Host name

Loq fil=
[ims. encnetwork.local

Confiquration File
# Port

Plugyin properties
ER § il
Rerirdte Web server managemnent

# Weh server installation location
|C:.|’Program Files/ IBM/HTTPServear

Lustom properties
Ports
# Configuration file name
[cvProgram Files\IEM\HTTPSarvarcor |Edit

# Service name

IBMHTTPServer?. 0

Platfarm Type
‘Windows |

Apply ‘ OK| | Reset Cancel |

Figure 1-14 Selecting Plug-in properties
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7. Click Manage keys and certificates, as shown in Figure 1-15.

Address I@ https:{ims. encnetwark.local: 9043fibr/consolefsecurefsecurelogan.do

Integrated Solutions Console welcome wasadmin Help | Logout

| s IA” tachs = | Cell=imsModeniCell, Profile=AppSrv0l

[T

servers

Inelcome

Guided Activities Web servers > webserverl > Plug-in properties

B Saruers Use this page to configure & Web server plug-in, The plug-in passes HTTP requests from a Web server to WebSphere(R)
application servers,
O server Types

WebSphers application seruers Runtime || Configuration

WebSphere MO servers
leb servers

Applications Plug-in properties Additional Properties

Bl Services Feguest and

Reszources [T 1gnore DNS failures during Web server startup Respanse
Caching
Security # Refresh configuration interval
&0 seconds Fequest Routing

Environment
Custorn Properties

System administration Repository copy of Web server plug-in files:
Users and Groups # Plug-in configuration file name
- Wi
B Manitoring and Tuning [Plugin-cfg. xmi ﬂ
H Troubleshootin [V Autornatically generste the plug-in corfiguration file
9
Service integration ¥ sutormatically propagate plug-in configuration file
uool1 * Plug-in key store file narme

|p|ug\n-kep.kdb

[ WManage keve and

Caopy to Web seruer ketstora diractary

Web server copy of Web server plug-in files:

# Plug-in configuration directary and file name
[c:\Pragram Filas\IBMVHTTPSeruerPlugins/ corfig/websaruerl/plugin-cfg.=

# Plug-in key store directory and file name
|C:\Program Filesh IBM\HTTPServertiPluginsiconfigdwebserverl/plugin-key. i

Figure 1-15 Selecting Manage keys and certificates
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8. Then, click Signer certificates, as shown in Figure 1-16.

Address I@_bl https: fims. encnetwork, local: 9043{ibm/console/securefsecurelogon, do j Go | Links *

Integrated Solutions Console Welcome wasadmin Help | Logout i

| e |A” Tacke ;I Cell=imsNodenlCell, Profile=AppSrv0l

Welcome Web servers 7 e

Guided Activities Web servers > webserverl > Plug-in properties > CM5Key Store

B servers Defines keystore types, including cryptagraphy, RACFIR), CMS, Java(TM), and all truststore types,
[ seruer Types
WebSphere application servers

WebSphere MG servers General Properties Additional Properties
Web servers Marme

[cMskeystare

Applications
Description

Services

Perzonal certificate
requests

[cMskeystare for web servar websarvarl.

B Resources Managernent scope Custorn properties
Security [cellliimsModetiCell:(node)iirnsNodal:
(serverliwebserverl

Environment
Path

System administration |${CONFIG_ROO'I'}.-’celIs.i'imsNodeU1Ce|\.-"n0des.-"\msNodeD]..n"seruersfwebsaruerl.l"p\uc_

Users and Groups * Password

Monitoring and Tuning

B Troubleshooting Type

[emsks =1

UDDI M Rread anly

Service integration

[T Initislize at startup

[ Ensble cryptographic operstions on hardware device

Apply | OFK|  Reset Cancel

Figure 1-16 Selecting signer certificates

9. On the right pane of the next panel, complete the following information:

— Alias: An alias name of your choice
— File Name: Full path of the CA certificate that you created earlier

10.Click OK, as shown in Figure 1-17. Save the changes when prompted to do so.

Address I@_‘] https: ffims. encnetwork.local: 9043 ibmfconsolefsecure/securelogon.do J GO Links **

Integrated Solutions Console  Welcome wasadmin Help | Logout |
| view: [All tazhe = | Cell=imshodedicell, Profile=AppSrvil
Welcome Web servers 7 E

Guided Activities Web servers > webserverl > Plug-in properties > CMSKeyStore > Signer certificates > Add signer certificate

Bl servers Adds a signer certificate to a key stare,
Bl Server Types General Properties
webSphere application servers % alias
WebSphers M seruers [cacer

Web saruers
#* File name

Applications [c\Documents and Settings\Administratar,My DocumentshCertificates CAcert, cer

Services Data type
[Basetd-ancaded ASCII data =]

Resources

Security

[apply ] g& Reset | | Cancel |
Environment
System administration
Users and Groups
Maonitoring and Tuning
B Troubleshooting

Service integration

upot

Figure 1-17 Copying certificate to web server
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11.0n the left pane of the WAS Administrative Console, expand Servers and then expand
Server Types. Select Web servers.

On the right pane, select the desired web server, and then, under “Plug-in Properties,”
click Copy to web server key store directory, as shown in Figure 1-18. The root CA
certificate is imported into the IBM HTTP Server trust store.

| View: IAH tasks =

Welcome
Buided Activities
Bl servers
B server Types
WebGphere application servers
WebSphere MO servers
Web servers
Applications
Services
Resources
Security
Environment
Systern administration
Users and Groups
Monitoring and Tuning
B Troubleshooting
Service integration

upot

Help | Legout

Address Iﬁj https: fims, encnetwork, local: 9043 ibmfconsolefsecure/securelogon, do j Go | Links **
® =

Integrated Solutions Console Walcome wasadmin

Web servers 7=

Web servers > webserver1 > Plug-in properties

Usa this page to canfigure a Wab server plug-in. The plug-in passes HTTP raquasts from a Web sarvar to WebSphare(R)
application servers,

Runtirne Configuration
Plug-in properties Additional Properties
Feguest and
[ Ignore DNS failures during Web server startup Response

#* Refresh configuration interval Cathing
&0 seconds Request Routing
Custorn Properties
Repository copy of ¥eb server plug-in files:

# Plug-in configuration file name
[plugin-cfg.xml View

¥ automatically generste the plug-in configuration file

2 Autornatically propagate plug-in configuration file

# Plug-in key store file narns
|p|ug|n-key.kdb

Manage keys and certificates

[ ooy to Web server key store dirsctor:

wieb sarver copy of Wab server plug-in files:

# Plug-in configuration directory and file name
|C:\Pr0gram Files\ IBM\HTTRServer,Plugins/configiwebserverd/plugin-cfg.x

# Plug-in key store directory and file narne
[chPragram Files\IBMVHTTP ServerPlugins/ config/webserverd/plugin-key. }

Figure 1-18 Copying to key store

12.Finally, restart the IBM HTTP Server. On the left pane of the WAS Administrative Console,
expand Servers and then expand Server Types. Select Web servers.

On the right pane, select the webserver1 link, and click Stop. After webserver1 stops,
select the link again, and click Start.
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1.6 Enabling two-way SSL on IBM HTTP Server

To enable secure communications on the IBM HTTP Server, follow these steps:
1. Log on to the WebSphere Application Server Administrative Console.

2. Then, go to Server — Server Types — Web servers — web_server — Configuration
file, as shown in Figure 1-19.

Address |§"| hittps:ffims .encnetwork. local: 9043/ibmjconsale/securefsecurelogon. do

Integrated Solutions Console

| View: [All tasks = |

Welcome

Welcome wasadmin

Guided Activities
H servers
B Server Types

WebSphers application servers
WebSphere MO saruers
Web servers

Applications

Services

Resources

Sacurity

Enviranment

System administration

Users and Groups

Manitoring and Tuning

B Troubleshoating

Service inteqration

upD1I

Help Logout i [ ] -

| Es | tnks »

Cell=imsMode0lcell, Profile=AppSrv0l

Web servers F=
Web servers > webserverl
Use this page to configure a Web server that provides HTTP and HTTPS support to application servers,

Runtime | Configuration

General Properties

Configuration settings
web server name

Web Server Wirtual Hosts

[webseruert

SGlobal Directives
Type
[1eM HTTP server =1 Additional Properties

Host name
[ims. encnetwork.local

Log file

# Port . :
|80 Use this page to view ar modify settings For the
Rerconfiguration File,

# Weh server installation location

Custom properties
|C:.|’Program Files/ IBM/HTTPServear

Ports

# Configuration file name
[cvProgram Files\IEM\HTTPSarvarcor |Edit

# Service name

IBMHTTPServer?. 0

Platfarm Type
‘Windows |

Apply ‘ OK| | Reset Cancel |

Figure 1-19 Configuration file
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3. Insert the following text between SSLProtocolDisable SSLv2 and SSLServerCert default,

as shown in Figure 1-20:
SSLCTlientAuth optional

Address Iﬂj https:ffims. encnetwork.local: 9043 ibmfconsalefsecurefsecurelogon.do

Integrated Solutions Console Welcome wasadmin

| View: IAIItasks ;l |

Welcome
Guided Activities
B servers
E server Types
WebSphere application servers
WehSphere MO servers
Web sarvers
Applications
Services
Resources
Security
Envirenment
System administration
Users and Groups
Manitaring and Tuning
Troublezhooting
Service integration

(W]s]e) }

Help Logout

#
# Enable IBM HTTP Server diagnostic features,
#

# rnod_rnpristats logs statistics about server activity to the main
# error log, Mo records are written while the server iz idle,
LaadMadule rprastats_rmodule modules/debugdmad_mpristats, so
<IfMaodule mad_mprmstats, c=

# Write a record every 10 minutes [if server isn't idle),

# Recormnmendation: Lower this interval to 60 seconds, which will
# result in the arror log growing faster but with more accurate

# information about zerver load.

FReportInterval 600

# Include details of active module in the statistics,
TrackMaodules ©n

=/ IfModule=

# mod_net_trace will record actual data sent/received from the client

# and on proxy connections, even for S5L connactions, Unlike an IP

# trace, interaction with the platfarm netwark APIs can be seen.

# The following example configuration can be activated by uncommenting
# the LoadModule directive,

#LoadModule net_trace_rmnodule modules/debugfmod_net_trace.so
<IfModule mod_net_trace, c=

MetTraceFile logs/nettrace.lag

MetTrace client * dest file avent senddata=65535 event recvdata=65535
<{IfModule=

LoadModule was_apZZ_madule "C:\Program
Files\IBM\HTTPSarver\Plugins\bin\rmod_was_apzZz_http. dlI"

webSpherePluginConfig "C\Program Files\IEM\HTTPSarvarPluginsiconfighwebsarvarl
Yplugin-cfg.xml"

LoadMadule ibr_ssl_rmodule rodulesirmod_ibra_ssl.so
Listern 0,0,0,0:4432

#H#IPvE

#Listen[::]: 443

<MirtualHost ¥:1443=

SSLEnable

S5LProtocalDisable 551wz

5 lientAuth optional

S5LServerCert default
=firtualHost=
KeyFile "C\Program FileshIBMVHTTPServef\Pluginsiconfighwebserverlplugin-key. kdb"

m
=
=
I
=
=
=a

Applyl ﬂ Reset| Cancel|

|

=l

Figure 1-20 Entering text

4. Click OK. Then, on the next page, click OK again, and click Save.

1.7 Creating IMS policies

for smart card use

To create IMS policies for smart card use, follow these steps:

1. Open a browser, and enter the IMS Server location. On the IMS Server page, select the

AccessAdmin option.

Enter the login details for the administrator for the IMS Server.

On the left pane of the AccessAdmin panel, under Machine Policy Templates, click New

Template.
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4. On the “Create new policy template” panel, shown in Figure 1-21, enter the following
information:

— Name: Name of the template. Assign a meaningful name.

— Criteria: Indication that this template is for specific machines on your domain. Use the
default option.

— Authentication Policies: Smart card designation. Enter this into the text box.
5. Click Add.

Address Iﬁj https: ffims. encnetwork, localfadmin/f aces|appfmptfnewrpt, <himl j Go | Links

Access Manager for Enterprise Single Sign-On

Create new machine policy template
administrator

Adminiztrstor General

Hame:

Log off Smart card template

Setup assistant

Search users Criteria

S h

Mzaagers " Use this as the default template for machines

Al Administrators vwhen nevy machines are added to TAM E-S50, and if they do not match any policy template, this
Al helpdesk users template will be applied.

All revoked users

~ * Use only machines that match these criteria:
User Policy Templates

ey b lat

T:r\;va:trgpaS;gnmEMS % Match all of these criteria £ Match any of these criteria
test
Default user template [ IAccessAgent WErEion LI Iis LI | =

Machines

Search

Machine Policy Templates

Hew template
Template assignments

+ fAuthentication Policies
System

System policies Authentication second factors supported

Authertication service policies Remove | Smart card
Application policies
Auclit logs I
Status
Abhout AccessAdmin .
[ Wallet Policies
Feedback
Help

[» Sign Up Policies

Figure 1-21 Entering the new template information
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Next, scroll further down on the “Create new policy template” panel, expand AccessAgent
Policies, and click Smart card policies.

When prompted, select Yes to enable Windows smart card logon, and then click Add, as

shown in Figure 1-22.

Address Iﬁj https: fims, encnetwork. localfadmingfacesfapp/mptfnewMpt. chtml

= |Links

[» Display Policies

[» EnGINA Policies

[ Desktop Inactivity Policies

[ LockiUnlock Policies

[ RFID Policies

[» Active Proximity Badge Policies

[» Fingerprint Policies

[» Terminal Server Policies

[ Logon/Logoff Policies

[ Hot Key Policies

[» Emergency Hot Key Policies

> Presence Detector Policies

[» Audit Logging Policies

+ Smart card Policies

Enable YWindovws smart card logon?

Smart card removal actions

ILoc:k computer LI

mﬂ‘h Reset

Figure 1-22 Adding smart card policies
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1.8 Assigning the new template to the client workstation

To assign the new template to the client workstation, go to Machines — Search. Enter an
asterisk (*) in the “Search for” field and select Host name in the “Search by” drop-down.
Make sure to select All templates in the “Search in template” drop-down list. Then, click
Search to list the workstations that are connected to the IMS Server using AccessAgent, as

shown in Figure 1-23.

Address I@j https: ffims . encnetwork,localfadmin/f aces/app/machine:

= |Links

ZTTA Access Manager for Enterprise Single Sign-On

Search for machines
administrator

Search for:

Log off I*

Search by
Setup assistant

-
IF address

Search users
Accessdgent version

Search

My uzers

All Administrators
Al helpdesk users
All revoked users

Active Directory groups LI

Search in template:

I Al templates - l

User Policy Templates

Mewy template
Template assignments
test

Default user template

Figure 1-23 Listing the workstations connected to the IMS Server using AccessAgent

Select the desired workstation. Then, from Machine Template Assignment, select the
Smart Card policy, and click Assign.

1.9 Modifying user default template to accept smart cards for
authentication

To modify the user default template to accept smart cards for authentication, follow these
steps:

1. Under the “Apply user policy templates” heading, select Default user template.

2. On the new panel, click Authentication Policies. Then, enable the Smart card box
option, and click Update.

3. Under the “Search users” heading, click the Search link. Then, fill in the required fields to
narrow down your search and click Search.
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Select the users who require smart card use. Under the Apply user policy template
heading, select Default user template from the drop-down menu, and click Apply to

selected results.

At the confirmation prompt, click OK, as shown in Figure 1-24.

Address Iﬁj https: ffims. encnetwork.localfadmingf acesfapp/searchEncUsers, xhtml

= |Links

Access Manager for Enterprise Single Sign-On

administrator
Adminiztrator

Log off

Setup assistant

Search users

Search

My uzers

All Administrators
Al helpdesk users
All revoked users

User Policy Templates

Mewy template
Template assignments
test

Default user template

Machines

Search

Machine Policy Templates

Mewy template
Template assignments

System

System policies
Authentication service policies
Application policies

Auclit logs

Status

About Accessadmin

Feedback
Help

Search results

Search results when searching for "*" by "Enterprise user name"

IShow 50 users per page LI

[ acministrator ¥ test ¥ test2 [ test3

Microsoft Internet Explorer

4

4 uzers found.

Cancel |

< Back | | Select all

x|

\?'/I Are you sure you wank to apply the template to the selected users?

Apphy user policy template

A uzer policy template can be applied to the selected users or to all users that are returned in the above

zearch.
IDefaun user template LI

| Apply to selected results | | Apply to all results | | Reset
Apply policies

To apply specific policies to the above users, click the button below to view the policies.

| Show user palicies =

Figure 1-24 Confirming modification to template
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6. A status bar displays the progress of applying the user template. When the task is
complete, restart WebSphere Application Server, as shown in Figure 1-25.

To stop WebSphere, select Start — All Programs — IBM WebSphere — Application
Server Network Deployment V7.0 — Profiles -> AppSrv01 — Stop the server.

To restart WebSphere select Start — All Programs — IBM WebSphere — Application
Server Network Deployment V7.0 — Profiles — AppSrv01 — Start the server.

adminisirator

\g Manage Your Server "_‘;I-g My Computer
=

- 3
5% Command Prompt B’ Control Panel

-m'g Administrative Taals »

!
Windows Explorer
g P -

b d Faxes
2 wWindows Catalog

l i i:j Motepad -“ ‘Windows Update o

IFT) Accessaries

\. SHSEIR S m Administrative Tools
= 7T 1S Resources
4 Active Directory, —
Computers 7] Startup

- & Internet Explarer
=4 Configure Your -
: Wizard (%) Outlook Express

Remate Assistance

* v v v

-
I 18MDE2

3
F-'f IBM WebSphere 3 f-f Application Server Metwark Deployment ¥7.0 3 f-f Profiles Ml AppSrw0l » @ Administrative console
m IBM HTTP Server ¥7.0  F @ Update Installer For Websphere ¥7.0 Software  » @ Information center K First steps
=Fi'| Open3SH For Windows ¥ e IMigration wizard @ Skart the server
All Erograms IFT) 115 7.0 Extensions 3 @ Online support @ Stop the server
Prafile Management Toaol
| Log Off @ Shut Down @ :

Itf;' Start J ['_'ﬁ Q J ) Ci\Documents and Settin, .. | @ TaM E-550 Accessadmin,. .

Figure 1-25 Restarting WebSphere Application Server

7. The AccessAgent icon on the client system displays a message for the computer to be
restarted due to changes on the IMS Server. Restart the computer. The AccessAgent is
now ready to allow authentication by smart cards.

1.10 Issuing a certificate to a smart card

Note: This exercise issues a smart card to the user who logs on, which might not be the
case in a real-world scenario.

To issue a certificate to a smart card, follow these steps:

1. On the client system, log on to the Windows system with the ID of the user who requires
the smart card use. Do not use AccessAgent to log in.

2. Insert the smart card in the reader or the token in a spare USB slot, as appropriate.
3. Go to the certificate server web page:

http://domain_name:I1I1S_port_number/certsrv

22 Configuring Strong Authentication with IBM Tivoli Access Manager for Enterprise Single Sign-On



4. Log on using the user’s credentials, as shown in Figure 1-26.

=

Connect to ims.encnetwork. local |E| rz|

A

o) =

Connecting ko ims.encnetwork, local

User name: | €7 testa 4 |

Password: | oy |

[CIremember my password

[ Ok H Cancel ]

Figure 1-26 Logging in to issue a certificate

5. Click Request a certificate from the “Select a task” options. Then, select the Advanced

Certificate Request option, and select the Create and submit a request to this CA
option.

6. Change only the following parameters, as shown in Figure 1-27:
— For Certificate Template, use Smartcard User.

— From the CSP drop-down under Key Options, select the relevant middleware that is

used within your environment. (This example uses the Charismathics Smart Security
Interface CSP))

<A Microsoft Certificate Services - Microsoft Internet Explorer |:||§|r5__<|
File  Edit View Favorites Tools  Help i f
. Al @ N : > R
@ Back - (=) \ﬂ @ { l\-| P ) Search “‘}/\( Favorites 6} [-_-_--_-_\‘ = ':’j
Address |@ http: ffims.encnetwork. local: 81 fcertsry/certrgma. asp A Go Links **
-
Advanced Certificate Request
Certificate Template:
‘ |Smancard User v|
\
ll Key Options:
@ Create new key set O Use existing key set
CSP:
Key Usage: Exchange h
Key Size: 1024 ’:"‘;:23:‘: (common key sizes: 512 1024 2042 1
® Automatic key container name (O User specified key container name
Mark keys as exportable
[JEnable strang private key protection
[ Store certificate in the lacal computer certificate store
Stores the cetificate In the Jocal computer store
instead of in the user's certificate store. Does not
install the root CA's certificate. You must be an
administrator to generate or use a key in the Jocal 2
manhing stara b
@ Done B Internet

Figure 1-27 Changing parameters for requesting certificate
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7. For Request Format under Additional Options, select PKCS10 (Public Key Cryptography
Standard for requesting certificates).

8. Click Submit, as shown in Figure 1-28.

2} Microsoft Certificate Services - Microsoft Internet Explorer

File  Edit View Favorites Tools  Help
. Al @ L . el
Qo - © ¥ [@ G P formon @ (- L BB
Address |ﬁj http: ffims.encnetwork. local: 81 fcertsry/certrgma. asp V| Go Links **
[LIEnable strong private key protection Py
[ Store certificate in the lacal computer certificate store
Stores the cetificate In the Jocal computer store
instead of in the user's certificate store. Does not
install the root CA's certificate. You must be an
administrator to generate or use a key in the Jocal
machine store.
Additional Options:
Request Format: QCMC  ®@PKCS10
Hash Algarithrm: | SHA-1 +
Only used to sign request.
[ =ave request to a file
Attributes:
Friendly Narne:
[ St > |
v
@ Done B Internet

Figure 1-28 Submitting certificate request
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9.

If you receive a warning message about a potential scripting violation, click Yes to open a
window for the appropriate smart card middleware CSP. Then, enter the PIN for the smart

card, and click Login as shown in Figure 1-29.

Edit =lp

@Back hd \J @ @ ih /':j Search *Favorites @ L;gv :;; ‘3

Microsoft Internet Explorer (=13
L

Address |@ http: ffims. encnetwork.local: 81 fcertsry/certrgma, asp V| Go Links **

[IEnable strong private key protection

[ Store certificate in the lacal computer certificate stare
Stores the cetificate In the Jocal computer store
instead of in the user's certificate store. Does not
install the root isscautiicats couct o
ELilttodenoigl Charismathics Smart Security Interface CSP
machine store,

Generate keppair

Additional Options: FIM entry method: Alphanumeric _ﬁ!

Request Format: OCMC @FP N

Hash Algarithm: | SHA-1 ‘

Only used to sign

[ =ave request to
4 Change... | l‘wggin I Cancel

-]

Attributes: ‘

Friendly Narne:

~

|%

P~ 2 .

Figure 1-29 Providing login information for the smart card middleware

The following message appeatrs:
Generating Request

Then, another message appears:
Waiting for Server response

These messages might display for two minutes or so.
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10.When the Certificate Issued page appears, click Install this certificate. When a warning
message about a potential scripting violation appears, click Yes to continue. Then, when a
message appears requesting confirmation for the installation of the certificate from the CA

server, click Yes again.

T b Microsoft Certificate Services - Microsoft Internet Explorer

Edit  Wiew Favorites  Tools  Help

@Back X -L) @ @ ib psaarch *Favorites @ D’Bv :;,P. E ﬁ

Address @ hittpeffims. encnetwork.lacal: 81 fcertsry feertfnsh. asp

Microsoft Certificate

Certificate Issued

Security Warning

The ¢

'i ‘fou are about to install a certificate from & certification authority (CA) claiming to represent:
.
ims

Thumbprint {shal): 2C71C085 4ABGE1FT 416F49D6 4568F1E6 FDSDEIDS

"Warning:

thumbprint is a security risk. IF you click "Yes" you acknowledge this risk.

Do you want to install this certificate?

= ® |

‘Windows cannot. validate that the certificate is actually from "ims", You should confirm its origin by contacting "ims". The Following number will assist you
in this process:

If you install this root certificate, Windows wil automatically trust any certificate issued by this CA. Installing a certificate with an unconfirmed

@ Downloading from site: res: [T WINDOWS\system32 shdoclc. difnavcancl.htm

& Intermet

Figure 1-30 Accepting a new certificate from your IMS server
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11.Click Yes when prompted to save the CA certificate.

‘A Microsoft Certificate Services - Microsoft Internet Explorer

File  Edit  View Favorites  Tools  Help .#
@ Back - '\_:9 @ @ é p Search * Favarites @ B - "“‘; B .'3
Address @ http: ffims.encnetwork. local:81 fcertsry/certfnsh. asp V| Go Links **

Microsoft Certific

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

Confirm Save Certificate

Do you wank to save the CA certificate?

es Mo

a B Internet
Figure 1-31 Saving the CA certificate

12. After the confirmation message appears, open the middleware software and read the
smart card contents. Verify that the certificate has been installed. Figure 1-30 on page 26

shows an example of the contents as displayed by the Charismathics Smart Security
Interface Manager.

Manager Edit Token TPM  Key Pair  Certificate  Info

= 2 slots Parameter Value
=43 Lenova Integrated Smart Card Reader O test ATR 3bf41800Fc10a31fe555634637635
B@ Certificates Chip Operating System Siemens Card0s ¥4.2
- & cn=ims, de=encnetwork, de=local Historical Bytes 56346376

) Data Label test

ﬁ Secret Keys Profile corparate profile
il Container: acSaalcd-432h-455e-bab5-ace0ecaze| | 2orial Mumber 43
; Maximurn PIN Length 10
[E] cn=Test alpha, cn=Users, dc=encnetwark, dc= Minimum PIN Length 4

------ B, RSA public key Free Card Memary (in Bytes) 40748

I 1} | 2

Figure 1-32 Contents displayed by the Charismathics Smart Security Interface
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1.11 Registering a smart card to user

To register a smart card to a user, follow these steps:

1. On the client system, insert the smart card into the reader when the AccessAgent logon
window is displayed. AccessAgent prompts you for the smart card registration with the
user account, as shown in Figure 1-33.

Welcome :: TAM E-550 AccessAgent

Access Manager for Enterprise Single Sign-On

Welcome This computer is protected by Tak E-550
Accessfgent.

3/30/2010, 4:34:40 PM

Log On IF pour are here for the first time, click 'Sign up' to get

gign Up started.

To log on, insert your smark card. |f you have
already inzerted your smart card and you are not
Go o Windows ko log on prompted for a PIM, remave and reinsert your smark
Shut down card, or press Cirlkal-Del.

Reset Password

If you do not have your smart card, click 'Log on' or
press Chilkal-Del

) Maobody logged an
Figure 1-33 Smart card registration

2. Enter the PIN that was assigned to the smart card during the certificate request process,
and then click OK, as shown in Figure 1-34.

Welcome :: TAM E-550 AccessAgent

Access Manager for Enterprise Single Sign-On £,

Welcome Enter the zmart card PIM to log on.
3302010, 4:34:40 PM

Log Cn

Sign Up

Reset Passwaord
Go b0 Windows to log on
Shut dovn

Q Mobody logged on

Figure 1-34 Entering smart card PIN
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3. A prompt to register the smart card with the IMS Server appears. You can use the smart
card with AccessAgent to log on, as shown in Figure 1-35. Then, click Next.

Welcome :: TAM E-550 AccessAgent

Access Manager for Enterprise Single Sign-On

Welcome To log on to Accessfgent uging your smart card,
S you need ta register it with [MS Server. Click 'Mest'

330/2010, 4:34:40 PM ol

Log &n

Sign Up

Reset Password
G0 ko Windows to log on
Shut down

0 Mobody logged on
Figure 1-35 Logging on with AccessAgent

4. When prompted, click Yes if you have already registered the user to use Tivoli Access
Manager for Enterprise Single Sign-On, as shown in Figure 1-36. (Otherwise, click No and
AccessAgent enrolls the user with the IMS Server.)

Welcome :: TAM E-550 AccessAgent

Access Manager for Enterprise Single Sign-On

Welcome Do you already have a TAM E-S50 uger name
d d?

3430/2010, 4:34:40 PM R

Log On

Sign Lp O No

Reset Password @ es

G0 ko Windows to log on

Shut down

O Mobody logged on
Figure 1-36 Registration to use Tivoli Access Manager for Enterprise Single Sign-On

5. Enter the account details, as shown in Figure 1-37, and click OK.

Welcome :: TAM E-550 AccessAgent

Access Manager for Enterprise Single Sign-On

Welcome Enter your uger name and pazsword to log on,
3/30/2010, 4:34:40 PM
Uszer name:
Log &n
Sign Up |test2 |
Pazsword:
Reset Password |""""| |
G0 ko Windows to log on -
Shut dawn Domair:
| encretwork v |

0 Mobody logged on
Figure 1-37 Entering account details
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The credentials are inserted automatically into the Windows system logon prompt, as
shown in Figure 1-38.

Log On to Windows

Microsoft:

' Wi
Copyright © 1985-2001 ' . Profe

Microsoft Corporation

User name: | testZ |
Password: | pesssses |
Log on ta: |ENCNETWORK

[JLog on using dial-up connection

L Ok ] [ Cancel ] [Shut Down...] [Options << ]

Figure 1-38 Windows system logon credentials

You are now logged on, and your registration for smart card use is complete. If you remove

the smart card, you are required to present the smart card and to enter the PIN the next time
that you log on with this account.
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Configuring authentication to
use radio frequency
identification cards

This chapter explains how to configure an existing Tivoli Access Manager for Enterprise
Single Sign-On environment to use radio frequency identification (RFID) cards as additional
authentication factors. It includes the following topics:

>

>
>
>

“Prerequisite environment” on page 32

“Creating and assigning the RFID machine policy template” on page 32
“Creating an authentication code for the user” on page 35

“Registering the RFID card to the user” on page 36
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2.1 Prerequisite environment

To do this exercise, you need the following resources. Refer to the Tivoli Access Manager for
Enterprise Single Sign-On product documentation for platform requirements and
configuration instructions.

» Integrated Management System Server (IMS Server)

— Microsoft Certificate Server

— Internet Information Services

— Tivoli Access Manager for Enterprise Single Sign-On 8.1 IMS+ prerequisites
e WebSphere Application Server
e IBM HTTP Server
¢ A supported database (for example DB2)

— Smart card middleware

» Client

— Tivoli Access Manager for Enterprise Single Sign-On 8.1 AccessAgent
— Smart card middleware

— Initialized Smart Card and reader or USB token

— Dirivers for reader or token

— RFID card with reader

— Dirivers for RFID reader

2.2 Creating and assigning the RFID machine policy template

32

To create and assign the RFID machine policy template, follow these steps:

1. Open a browser and enter the IMS Server location. From the IMS Server page, click
AccessAdmin. Then, enter the login details for the Administrator for the IMS Server.

2. On the AccessAdmin page, under Machine Policy Templates, click New Template. Then,
enter the following information, as shown in Figure 2-1 on page 33:

— Name: Enter the name of the template. Assign a meaningful name.

— Criteria: Specify the criteria if this template is for specific machines on the domain. Use
the default option.

— Authentication Policies: Enter RFID.
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3. Click Add.

Address @ https: fims. encnetwork.localfadmingfaces app/mptfnewMpt. chtml

| B e |Links

Log of

Setup assistant

Search users

Search

My uzers

All Administrators
Al helpdesk uzers
All revoked users

User Policy Templates
Mewy template

Template assignments
Default user template
Machines

Search

Machine Policy Templates

Hew template
Template assignments

System

System policies
Authentication service policies
Application policies

Auchit logs

Status

About Accessadmin

Feedback
Help

|RFID Enabled Policy

Criteria

(" Use this as the default template for machines

vwhen nevy machines are added to TAM E-S50, and if they do not match any policy template, this

template will be applied.

{* Use only machines that match these criteria:

% Match all of these criteria © Match any of these criteria

(@) I Accessdgent version LI I iz LI I

[» Authentication Policies

Authentication second factors supported

IRFID Am |
[» \Wallet Policies
[» Sign Up Policies

[ Shared Workstation Policies

Figure 2-1 Entering the new template information

4. Add the policy template by again clicking Add, as shown in Figure 2-2.

{* Use only machines that match these criteria:

% Match all of these criteria © Match any of these criteria

@) I Accessdgent version LI

s = |

+ Authentication Policies

Remave | RFID

[» \Wallet Policies

[» Sign Up Policies

[» AccessAgent Policies

Authentication second factors supported

[ Shared Workstation Policies

Figure 2-2 Adding the template

Chapter 2. Configuring authentication to use radio frequency identification cards

33



5. Now, assign this new template to the client system that will be used when the user with the
RFID badge logs on.
Go to Machines — Search on the left pane. Enter an asterisk (*) in the “Search for” field
and select Host name in the “Search by” drop-down. Make sure to select All templates in
the “Search in template” drop-down list.

Then, click Search to list the workstations that are connected to the IMS Server using
AccessAgent, as shown in Figure Figure 2-3.

Search for machines

Search for:
Ik
|

Search by

-
IF address

Accessigent version
Active Directory groups ™

Search in template:

| & templates x|

Figure 2-3 Listing the workstations

6. Select the workstation. Then, from the Machine Template Assignment list, select the RFID
policy, and click Assign.
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2.3 Creating an authentication code for the user

Follow these steps to create an authentication code to permit a user to log on with an RFID

badge as an authentication factor:

1. In AccessAdmin, select IMS Server —» AccessAdmin and locate the user you want to
create an authentication code for (here, A B) as depicted in Figure 2-4.

encnetwork.localttest
Audit logs  Authertication services

User Profile

Hame (first last):
IN:]

Last name:
a

E-mail address:
testi@encnetwork local

Enterprise user name:
|encnetw0rk.local\test

User principle name:
hes{@encne{work.local

Mobile ActiveCode phone number:

Country code Area code Phone number

Mobile ActiveCode e-mail address:
J-HIOT FOUND--

Figure 2-4 Logging on to AccessAgent
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2. Scroll down to Helpdesk Authorization and select Issue Authorization Code. Note the
code that is generated.

Helpdesk Authorization ¥

Authorization code: &N
The authorization code will expire on &pr 17, 2010 4:05:34 PM
The authorization code iz displayed only once.

Issue authorization code for:
¥ Password reset, unlock account, temporary online access, or registration of second factors.

' Temporary offline access to\Wallet.

Authaorization request code: I

Authaorization code expires in 1 day LI

Issue authorization code |

Authentication Factors P Q

Figure 2-5 Issue an authorization code

2.4 Registering the RFID card to the user

To register the RFID card to the user, follow these steps:

1. On the client system, tap your RFID card on the reader when prompted at the
AccessAgent logon window. AccessAgent prompts you for the RFID card registration with
the user account, as shown in Figure 2-6.

Welcome :: TAM E-550 AccessAgent

Access Manager for Enterprise Single Sign-On

Welcome This computer iz protected by Tak E-550
Accessfgent.

4/28{2010, 3:44:51 PM

Log On IF pour are here for the first time, click 'Sign up' to get

gign Up started.

To log on, tap your RFID card.
Reset Password g 28

Go o Windows ko log on If you da not have your RFID card. click 'Log on' or
Shut down press Chilkal-Del.

) Maobody logged an

Figure 2-6 Prompt to tap RFID card
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2. When prompted, select Yes if the user is already registered with Tivoli Access Manager for
Enterprise Single Sign-On. (Otherwise, select No, and AccessAgent enrolls the user.
Then click Next as shown in Figure 2-7.

Welcome :: TAM E-550 AccessAgent

Access Manager for Enterprise Single Sign-On

Welcome Do you already have a TAM E-S50 uger name
d d?

4/28/2010, 3:44:51 PM ancpasswal

Log &n

Sign Up O MNa

Reset Password @ es

G0 ko Windows to log on

Shut down

O Mobody logged on
Figure 2-7 Register the RFID card

3. Enter the account details for User name, Password, and Domain. Then click OK as shown
in Figure 2-8.

Welcome :: TAM E-550 AccessAgent

Access Manager for Enterprise Single Sign-On

Welcome Enter pour uger name and pazsword to log on.

4/28{2010, 3:44:51 PM

Lo o IUser hame:

Sign Up [test |
Pazsword:

Reset Password [
Go ko Windows ta log on L -
Shut dawn Dromair:

I
| encnetwark v |

0 Mobody logged on
Figure 2-8 RFID card logon

Chapter 2. Configuring authentication to use radio frequency identification cards 37



4. As shown in Figure 2-9, enter the authorization code that was generated previously (as
described in 2.3, “Creating an authentication code for the user” on page 35). The
credentials are inserted automatically into the Windows system logon.

Welcome :: TAM E-550 AccessAgent

Access Manager for Enterprise Single Sign-On

Welcome Enter the authorization code provided by pour
4/28[2010, 3:44:51 PM fiehdest

Log On Authorization code:

Sign Lp |FOB1E7E7EOR2

Reset Password
G0 ko Windows to log on
Shut down

) Mobody logged on

Figure 2-9 Entering authorization code

You are now logged on, and registration for RFID card use is complete. When you log on
again with this account, you are required to present the RFID card and enter the password.
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Configuring authentication to
use fingerprint recognition

This chapter explains how to configure an existing Tivoli Access Manager for Enterprise
Single Sign-On environment to enable the use of fingerprint readers for logging on to the
AccessAgent.

Note: You can use the instructions described in this chapter with supported Digital
Persona or UPEK readers. For readers that work with Biokey Biometric Service Provider
middleware, refer to IBM Tivoli Access Manager for Enterprise Single Sign-On Setup
Guide, Version 8.1, GC23-9692, and adapt these steps as appropriate.

This chapter includes the following topics:

“Prerequisite environment” on page 40

“Configuring the IMS Server” on page 40

“Creating and assigning fingerprint machine policy template” on page 41
“Updating the user template” on page 45

“Enrolling the user’s fingerprint for authentication” on page 48

vVvyyvyyvyy
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3.1 Prerequisite environment

To do this exercise, you need the following resources. Refer to the Tivoli Access Manager for
Enterprise Single Sign-On product documentation for platform requirements and
configuration instructions.

» Integrated Management System Server (IMS Server)

— Microsoft Certificate Server

— Internet Information Services

— Tivoli Access Manager for Enterprise Single Sign-On 8.1 IMS+ prerequisites
e WebSphere Application Server
e IBM HTTP Server
¢ A supported database (for example DB2)

— Smart card middleware

— Dirivers for fingerprint reader

» Client

— Tivoli Access Manager for Enterprise Single Sign-On 8.1 AccessAgent
— Smart card middleware

— Initialized Smart Card and reader or USB token

— Dirivers for reader or token

— Fingerprint reader

— Dirivers for fingerprint reader

3.2 Configuring the IMS Server

You must install the drivers for the fingerprint reader on both the IMS Server and the client
systems before you can use fingerprint authentication. After the drivers are installed, open the
deploymentPack_biometrics_8.1.0.0.xx directory from the installation CD, where xx is the
version number.

This directory includes subdirectories. Open the appropriate directory for the reader, and run
the relevant EnreaderCOM. bat batch file. Refer to Figure 3-1.

ot C:WINDDWS', system32' o =10l x|

C:\Documents and Settings“Administrator~Desktop~TAM E-550 8.1GA Package“CZA4LML_]
IMS 8.1GA Installer Files\IMSxdeploymentPack_bhiometrics_8.1.8.8.218upek>regsvr]
2 sz —u EnlUpekCOM.d11

C:xDocuments and Settings\ﬂdministralhrNDesktop\TﬂH E-850 8.1GA Package“~CZA4LML_|
IMS 8.1GA Installer Files\IMSxdeploymentPack_biometrics_8.1.8.8.218upek>regsvr]
2 EnlUpekCOM.d11

Regsvraz__ x|

.
\!1) DlRegisterServer in EnUpekcOM, dil succeeded.

Figure 3-1 Configuring the IMS Server for fingerprint authentication
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After the batch file executes successfully, restart WebSphere Application Server, as shown in
Figure 3-2.

adminisirator

\g Manage Your Server 3‘3 My Computer

L e e
g Command Pre &2 Windows Catalog
‘“ ‘Windows Update ve Tools 3

e
/ windows Expl
- Accessories

el 3

1 Faxes

@ Administrative Tools

—

@ Motepad 115 Resources
IFT) Startup

\ Start HTTP Sers & Internet Explarer

L.'%l CQutlook Express
i

',i hMailServer Adr

I 18MDE2

Start service ] Sphere

1 IF) IBMHTTP Server ¥7.0
g PRI OpenssH For Windows

IFT) 115 7.0 Extensions
@ Mozilla Thunder et
@ hMailServer
All Erograms Mozilla Thunderbird

Log Off E Shut Down

Id;.' Start I @ a @ J Windows Task Manager | @ Inbaox - Administratar. ., | @Integrated Solutions C... | @TAM E-550 AccessAdm... | /) C:\Program Files\IEMY... | [ CiiDoc

ppork

Remate Assistance

ﬁi Application Server Network Deployment ¥7.0 3 ﬁi Profiles \'i AppSrvOl @ Administrative console
@ Update Installer for Websphere ¥7.0 Software  » @ Information center First steps

e IMigration wizard @ Start the server

@ Online support & kStDp the server

@ Profile Management Tool

3
3
3
3
3
3
3
3

Figure 3-2 Restarting WebSphere Application Server

3.3 Creating and assigning fingerprint machine policy template

To create and assign a fingerprint machine policy template, follow these steps:

1. Open a browser and enter the IMS Server location. From the IMS Server page, click
AccessAdmin.

2. Enter the login details for the Administrator for the IMS Server.
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3. On the AccessAdmin page, under Machine Policy Templates, click New Template. Then,

enter the following information, as shown in Figure 3-3:

— Name: Enter the name of the template. Assign a meaningful name.

— Criteria: Specify the criteria if this template is for specific systems on the domain. Use

the default option.

Address Iﬁj https: jfims .encrnetwork. local/admingf aces/appfmpt fnewMpt. <html

| Go |Links

Access Manager for Enterprise Single Sign-0On

Create new machine policy template
administrator

Adminiztrator General
Hame:
Log off Fingerprint Enabled

Setup assistant

All revoked uzers

B (" Use only machines that match these criteria:
User Policy Templates

ey b lat
T::pl:trgpasggnmems % Match all of these criteria £ Match any of these criteria

Search users Criteria

Search

M?,adgers {+ Use this as the default template for machines

All &dministrators WWhen newy machings are added to TAM E-550, and if they do not match any policy template, this
Al helpdesk users template will be applied.

Default user template
(@) IAccessAgent wersion ;I Iis ;I I
Machines

Search

Machine Policy Templates

Hew template

Template azsignments

System [ Authentication Policies
System policies
A thertication service policies

Application policies phalletRoicies

At logs

Status [» Sign Up Policies

About AccessAdmin

Feedhack [» Shared Workstation Policies
Help

[ AccesshAgent Policies

Figure 3-3 Entering template information
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4. Under the Authentication Policies section, in the “Authentication second factor supported”
option, enter Fingerprint and click Add, as shown in Figure 3-4.

Important: Use the Add button. Do not press Return!

+ fAuthentication Policies

Authentication second factors supported

IFingerprint Aclel

[» \Wallet Policies
[» Sign Up Policies
[ Shared Workstation Policies

[ AccessAgent Policies

Reset

Figure 3-4 Add fingerprint authentication policies

5. Scroll down, and add the policy template by clicking Add, as shown in Figure 3-5.

[+ Sign Up Policies

[ Shared Workstation Policies

+ Accessigent Policies
[» Display Policies
[» EnGINA Policies
[ Desktop Inactivity Policies
[ LockiUnlock Policies
[ RFID Policies
[» Active Proximity Badge Policies
[» Fingerprint Policies
[ Terminal Server Policies
[ Logon/Logoff Policies
[ Hot Key Policies
[» Emergency Hot Key Policies
> Presence Detector Policies
[» Audit Logging Policies

[» Smart card Policies

@ Reset

Figure 3-5 Adding the policy template
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6. Next, assign this new template to the client system that will be used with fingerprint
recognition. Go to Machines — Search, and click Search to list the workstations that are
connected to the IMS Server. Select the workstation.

7. Then, from the “Machine policy template assignment” section, select the fingerprint policy
from the drop-down, and click Assign as shown in Figure 3-6.

Machine details for ABDUL-6DAT72C603
Machine attributes

Host name

ahdul-Bda7 2c603

IP address

192165.0.1010

Accesshgent version

§.1.0.0065

Active Directory groups

ch=domain computers cn=users do=encnetwoaork do=local
Distinguished name

CH=2B0UL-G0AT2CEDS CH=Computers DC=encnetwork DC=local
Delete machine

Machine policy template assignment

The following machine policy template is sssigned to this machine:

Fingerprint Enabled

AssiEn

Figure 3-6 Assigning the policy template
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3.4 Updating the user template

Next, specify the user or users who can use fingerprint recognition for authentication:
Under the User Policy Template heading, click the Default user template link to display
the details for the default user policy template.

2. Expand the Authentication Policies heading, and select Fingerprint, as shown in
Figure 3-7. Then, click Update at the bottom of the policy template details.

1.

Policy template details

General

Hame:

|Defau|t user template

[ Administrative Policies

+ Authentication Policies

Wallet authentication policy

¥ Smart card
¥ password
¥ password + RFID

Enable Mobile ActiveCode authentication?

e =]
[» AccessiAssistant and Web Workplace Policies
[+ \Wallet Policies
[ AccessAgent Policies

[ Authentication Service Policies

Update | Delete -| Reset -|

Figure 3-7 Updating the user template

3. Click the Search button under the Search for Users heading. Then, click Search, as
shown in Figure 3-8, to list the users who are registered on the IMS Server.

Search for users

Search for:

Ia

Search by

£F Name

User principle name
Mobile ActiveCode phone number
Mobile ActiveCode e-mail address LI

Figure 3-8 Searching for users
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4. Check the boxes next to the user or users who will use fingerprint authentication, as
shown in Figure 3-9.

Search results

Search results when searching for "*" by "Enterprise user name"

IShow 50 users per page LI

[ acministrator ¥ dactor-bab ¥ test ¥ test2 H
[ test3
5
IEi| 3
S users found.
< Back

Select all Select none

Apphy user policy template

A uzer policy template can be applied to the selected users or to all users that are returned in the above
zearch.

Default uzer template LI

Apply to selected results

Apply to all results Reset

Apply policies

To apply specific policies to the above users, click the button below to view the policies.

Show user palicies = |

Figure 3-9 Selecting the user or users
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5. Inthe “Apply user policy template” section, expand the drop-down menu, and select
Default user template, as shown in Figure 3-10. Then, click Apply to selected results.
When prompted to confirm your action, click OK to apply the default user template to the
selected users.

Search results

Search results when searching for "*" by "Enterprise user name"

IShow 50 users per page LI

[ acministrator ¥ dactor-bab ¥ test ¥ test2 H
[ test3

" o

5 uzers found.

< Back | Select all Select none

Apphy user policy template

A uzer policy template can be applied to the selected users or to all users that are returned in the above
zearch.

Default uzer template LI

Seled from templates below

all results Reset

Apply policies

To apply specific policies to the above users, click the button below to view the policies.

Show user palicies = |

Figure 3-10 Selecting the default user template

6. A progress bar displays. When the task completes, restart the client machine. The
displayed message on the AccessAgent interface on the client workstation will now
request a fingerprint to log on, as shown in Figure 3-11.

Welcome :: TAM E-550 AccessAgent

Access Manager for Enterprise Single Sign-On

Welcome This computer is protected by Tak E-550
Accessfgent.

Si6(2010, 2:25:23 PM

Log On IF pour are here for the first time, click 'Sign up' to get

gign Up started.

To log on, place your registered finger on the

Reset Password FENSOL.

G0 ko Windows to log on

Shut down To log on without fingerprint, click 'Log on' or press
Chrl-Alt-Del.

3

) Maobody logged an

Figure 3-11 Fingerprint requested to log on
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3.5 Enrolling the user’s fingerprint for authentication

To enroll the user’s fingerprint for authentication, follow these steps:

1. Have the user scan his or her finger by moving his or her fingertip across the reader. Enter
the appropriate user name at the prompt, as shown in Figure 3-12. Click Next.

Welcome :: TAM E-550 AccessAgent

Access Manager for Enterprise Single Sign-On

Welcome Fleaze enter your uzer name. If you do not have a
TaM E-550 , click 'Si ",
562010, 2:25:23 PM ST I, (IS S

Log &n
Sign Up
Uszer name:
Reset Password | I
G0 ko Windows to log on i
Shut down Domair:
encretwork v

) Mobody logged on

Figure 3-12 Entering the user name for fingerprint enroliment

2. Select Register Fingerprint, as shown in Figure 3-13.

Welcome :: TAM E-550 AccessAgent

Access Manager for Enterprise Single Sign-On

Welcome *four fingerprint does nat match any of those stored

5/6/2010, 2:25:23 PM on Server. f(ou can click retry to by & c!ifferent uzer
e name and fingerprint or register a new finger.

Log &n

Sign Up

Reset Password
G0 ko Windows to log on
Shut down

[ < Retry ] [ Fegister Fingerprint > ]

3

) Mobody logged on

Figure 3-13 Registering fingerprint
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3. Enter the password that is associated with the account, and then click OK, as shown in

4.

5. Scan the finger again as directed, as shown in Figure 3-16.

Figure 3-14.

Welcome :: TAM E-550 AccessAgent

Access Manager for Enterprise Single Sign-On

Welcome Enter your uger name and pazsword to log on.

Si6(2010, 2:25:23 PM

Log On Uszer name:

Sign Up |test2 |
Pazsword:

Reset Password
G0 ko Windows to log on -
Shut dawn Domair:

| encretwork v |

0 Mobody logged on

Figure 3-14 Enter password

Identify the finger that you scanned from the drop-down, as shown in Figure 3-15.

Welcome :: TAM E-550 AccessAgent

Access Manager for Enterprise Single Sign-On

Welcome Select the finger you just scanned. Fingers with green
dotz are already registered but can be replaced.
5/6/2010, 2:25:23 PM

Log On a0 [o]
sign Up | I'-\Il | ||I | % IIPI i
Al | \f I| |I / 1A
R\ gl
Reset Password \-__\'-' S /J? C‘\ J '.-"r__-"l
Go ko Windows ta lag on | ‘)’ '\’ {
Shut down | / \ i
e N /
| right index finger w |
[ < Back ] [ Mext > ]

0 Mobody logged on

Figure 3-15 Identifying the scanned finger

Welcome :: TAM E-550 AccessAgent

Access Manager for Enterprise Single Sign-On

Welcome Scan pour right index finger on the senzor 4 times,
5/6/2010, 2:26:23 PM

Log &n

Sign Up Captured 3 time(s] of 4

sy

‘Waiting for your fingerprint...

Reset Password
G0 ko Windows to log on
Shut down

0 Mobody logged on

Figure 3-16 Scanning user finger
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You are logged on to AccessAgent and to the Windows system, as shown in Figure 3-17.

Registration is now complete. You need only to scan the finger that you registered to log on to
your account again.

Log On to Windows

Microsoft:

;! ~ Win

Copyright © 1985-2001 ' » Profes
Microsoft Corporation

User name: | testZ |
Password: | ssssseee |
Log on to: |ENCNETWORK v |

[JLog on using dial-up connection

L Ok ] [ Cancel ] [Shut Down...] L%tions £ ]

Figure 3-17 User logged on to the Windows system
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Configuring authentication to
use Mobile ActiveCode as a
onhe-time password

This chapter explains how to configure an existing Tivoli Access Manager for Enterprise
Single Sign-On environment to use Mobile ActiveCode (MAC) as a one-time password (OTP)
for non-AccessAgent authentication.

The authentication is done using AccessAssistant and Web Workplace. AccessAssistant and
Web Workplace offer single sign-on without the requirement for an AccessAgent in scenarios
where the enterprise applications are web-based. MACs are used to implement second factor
authentication for AccessAssistant and Web Workplace.

Note: The steps in this chapter show how to send the OTP using a mail server. If required,
you can use short message service (SMS) messages instead of emails. You will need an
SMS gateway and will need to adapt these instructions as appropriate.

This chapter includes the following topics:

“Prerequisite environment” on page 52

“Creating the messaging connector for email” on page 52

“Configuring the AccessAssistant to use MAC as second factor authentication” on page 58
“Configuring the user account for MAC use” on page 62

“Logging on with MAC” on page 65

vyvyVvyyvyy
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4.1 Prerequisite environment

To do this exercise, you need the following resources. Refer to the Tivoli Access Manager for
Enterprise Single Sign-On product documentation for platform requirements and
configuration instructions.

» Integrated Management System Server (IMS Server)

Microsoft Certificate Server

Internet Information Services

Tivoli Access Manager for Enterprise Single Sign-On 8.1 IMS+ prerequisites
e WebSphere Application Server

e IBM HTTP Server

¢ A supported database (for example DB2)

Smart card middleware

» Mail server
— An email server and client

Note: The system must be enrolled in the Active Directory domain.

» Client

Tivoli Access Manager for Enterprise Single Sign-On 8.1 AccessAgent
Smart card middleware

Initialized Smart Card and reader or USB token

Drivers for reader or token

E-mail client

4.2 Creating the messaging connector for email

To create the messaging connector for email, follow these steps:

1. Navigate to the IMS Server, and click the IMS Configuration Utility link, as shown in
Figure 4-1.

Address I@j https: ffims . encnetwork, local{Frontf aces/ app/finde::. xhtml j a Go | Links

ZTTA Access Manager for Enterprise Single Sign-On

I English (United States) = l

Accesshdmin

Wiglcome to TAM E-S50 IMS Server.

M= Configuration Lhility
Accessbasistant

Weh Workplace

Figure 4-1 Selecting the connector
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2. On the left menu, under “Advanced settings,” select Message connectors to display a
drop-down menu on the right. Select SMTP Messaging Connector from the menu, as
shown in Figure 4-2, and click Configure.

Address I@I] https: ffims . encnetwork. localfwebconf faces/app/configPanel. xhtml j Go | Links

Access Manager for Enterprise Single Sign-On

Message connectors

Welcome
Add configuration group
Setup assistant ISMPP Messaging Connectar LI
Configuration Wizards MPP Messaging

Sh Connectar

Provizion IMS administrator eb-based SMS Connecto

Basic settings

Authertication services
Erterprize directories
Housekeeping
Biometric support
ActiveCode deployment

Advanced settings

Accesshdmin

M= Server

Data source

Message connectors
IMZ Bridges

Uszer authentication

Utilities
Upload System Data

Figure 4-2 SMTP Messaging Connector
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3. The SMTP messaging connector enables the delivery of MAC through email. Enter the
following parameters, as shown in Figure 4-3:

— Message Connector Name: A name of your choice (for example, mailServer)
— Address Attribute Name: For example, emailAddress

— SMTP server URL:For example, mailServer.domain name

— SMTP from address: For example, administrator@mailServer.domain name
— SMTP form friendly name: Enter a name of your choice (For example, Admin)
— SMTP port number: 25

— SMTP user name: For example, administrator@mailServer.domain name

— SMTP user password: Administrator password

4. After you enter these parameters, click Add. The new messaging connector appears.

Address Iﬁj https: ffims . encnetwork. localfwebconf faces/app/configPanel. xhtml j a Go | Links

ZTTA Access Manager for Enterprise Single Sign-On

SMTP Messaging Connector
Welcome
+ Basic configuration keys
Setup assistant Message Connectar Mame
Configuration Wizards Ima"ser\’er
Provision IMS administrator Address Attribute Name
. N IemaiIAddress
Basic settings
Authentication services SMTP server URL
Erterprize directories Iims.encnetwork.local
H keepi
B%L:::tr;e&npgpm SMTP from address:
ActiveCode deployment Erator@encnetwork.local
Advanced settings SMTP from friendly name:
5 scminiztrator
Accesshdmin
M= Server
Data source -
Meszage connectors = Advanced configuration keys
B EREEES _— SMTP port number:
Esesutshticaton Thiz must be an integer
Utilities o
Upload System Data SMTP uzer name:
administrator

SMTP user password:

Fetch the address sttribute from Enterprise Directory:
Falze

Erterprize directory address attribute:

Reset

Figure 4-3 Entering SMTP messaging connector parameters
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5. Click the ActiveCode deployment link. Then, to facilitate communication, add the IP
addresses of the following systems under Allowed ActiveCode client IPs, as shown in

Figure 4-4:

— IMS Server
— Client Machine
— Mail Server

Address Iﬁj https: ffims . encnetwork. localfwebconf faces/app/configPanel. xhtml j Go | Links

Access Manager for Enterprise Single Sign-On

Welcome

Setup assistant

Configuration Wizards

Provizion IMS administrator

Basic settings

Authertication services
Erterprize directories
Housekeeping

Biometric support
ActiveCode deployment

Advanced settings

Accesshdmin

M= Server

Data source
Message connectars
IMZ Bridges

Uszer authentication

Utilities
Upload System Data

ActiveCode deployment
General

Macximum number of ActiveCode verification attempts:
This must be an integer (Minimum: 09

&

ActiveCode account reset lockout time, in seconds:
This must be an integer (Minimum: =17

ISBDD

Mobile ActiveCode validity period, in seconds:
This must be an integer (Minimum: 09

300

Alloweed ActiveCaode client IPs:

Remave |12?.D.D.1
I I Addl

Enable SEL for ActiveCode client:
yes ¥

ActiveCode access password,

QTP look-ahead number:
This must be an integer (Minimum: 1)

25

Figure 4-4 Adding ActiveCode client IPs
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6. Scroll down and enter the name of your SMTP messaging connector in the Default
Messaging Connector parameter. Then, scroll to the bottom of the page, and click Update,
as shown in Figure 4-5.

Address Ifé‘] https: ffims . encnetwork, localfwebconf [Facesfapp/configPanel. xhtml j Go | Links

Send out Mohile ActiveCodes in upper case:
Trug =

Search fiter used for MAC-only registration of users L

=AMACcountMames* ohie

Default messaging connector:

mailServer|

Remove |ENC_PIJ‘.ID_OR_APP_PWD

Remove |MAC

Femove |AA_OTP

Remove |EIYPASS
[ aw
Authertication mechanisms for Stage 2:

Remove |MAC

Remove |VASCO

Remove |OATH

Remove |EIYPASS

Erterprize Directory sttributes to be matched before MACIOTP requestiverification:

Al

|

“alues of the Erterprize Directary attribute to be matched befare MACIOTP requestiverification:

ActiveCode-enabled authentication services:
el |

Figure 4-5 Setting default messaging connector
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7. Restart the IMS Server from the WebSphere Application Server Administrative Console by

clicking Stop and then Start, as shown in Figure 4-6.

Address IE https: ffims, encnetwaork,local: 9043 fibmfconsole/login, do?action=secure

j Go |Links **

Integrated Solutions Console

Welcome wasadmin

| Viaws: [All tasks =l

Welcame
Guided Activities
Servers
= applications
Mew Application
& Application Types
WebSphere enterprise applications

Business-level spplications
Azzets

Services

Resources

Security

Environmeant

System administration
Users and Groups
Maonitoring and Tuning
[H Troubleshooting
Seruice integration

uppt

Cell=imsModedlCell, Profile=AppSrve0l

Enterprise Applications

Enterprise Applications

Use this page to manage installed applications. A single applicstion can be deployed onto multiple servers,

Preferances

Help

Logout

TE

Start Install Uninstall Update Rallout Update

Remove File | EHportl Export DDL

Export File

sam‘ Name 2

|App|ication Status ()

You can adrinister the follow Please Wait. ..
- Cefaultapplication

P
el TAM E-S50 IMS >
[~ iuthpp P
I_ =14 0
Total 4

Figure 4-6 Restarting WebSphere Application Server
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4.3 Configuring the AccessAssistant to use MAC as second
factor authentication

To configure the AccessAssistant to use MAC as a second factor authentication, follow these
steps:

1. Navigate to the AccessAdmin page within the IMS Server. On the left menu under the
System heading, click the Authentication service policies link to list the applications, as
shown in Figure 4-7.

Address Iﬁj https: ffims . encnetwork. localfadmin/f aces/appfsearchEncUsers, xhtml j a Go | Links

ZTTA Access Manager for Enterprise Single Sign-On

Search for users
administrator
Search for:
Log off I
Search by

Setup assistant

Search users Mobile ActiveCode phone number

Mobile ActiveCode e-mail address LI
Search

My uzers

Al Administrators Search

Al helpdesk users

All revoked users

User Policy Templates
Mewy template

Template assignments
Default user template
Machines

Search

Machine Policy Templates

Mewy template
Template assignments

System

Lit]
Application policies
Auclit logs

Status

About Accessadmin

Feedback
Help

Figure 4-7 Selecting AccessAssistant
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In the “Personal authentication services” list, select AccessAssistant and scroll to the
bottom of the page. Click the button Move to enterprise authentication services.

Now, under the “Enterprise authentication services list,” click the AccessAssistant link,

as shown in Figure 4-8.

Address Iﬁj https: ffims . encnetwork. localfadmin/f aces/app/authServices, xhtml | Links

KN
I |
2

Access Manager for Enterprise Single Sign-On

Enterprise authentication services

administrator
™ Authentication service Authentication mode(s)
Log off r Pazsword
r AccessAssistant
BaseC: Pazsword
Setup assistant Asel.onnector
Search users [ encretwark local Password
Search
My uzers
All Administrators — .
all helpdesk users | Move to personal authentication services
All revoked users
User Policy Templates Personal authentication services
Mewy template
Template assignments ™ Authentication service Authentication mode(s)
Default user template
Machines [ AlwaysDenyConnector Pazzward
S h
=are ™ hotmsil Pazsword

Machine Policy Templates

Mew template |_ 1B Tivoli Integrated Portal Password
Template assignments

System [ Integrated Solutions Console Pazzward
System policies -

Authentication service polici [ itim Pazsword
Application policies

Audit logs ™ Lotus Motes Paszword

Status

Figure 4-8 Selecting AccessAssistant
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4. The “AccessAssistant Authentication service policies” panel appears. Expand the
Authentication Policies menu.

5. In the “Authentication modes to be supported” list, select Password and MAC, as shown
in Figure 4-9. Use the Ctrl key for multiple selections. Then, click Update.

Address Iﬁj https: ffims . encnetwork. localfadmin/f aces/app/authServices, xhtml j a Go | Links

ZTTA Access Manager for Enterprise Single Sign-On

Authentication service policies
administrator
Accessissistant

Back to Authentication services
Log off

[» Password Policies
Setup assistant

Search users + Authentication Policies
Search Default automatic sign-on password entry option for the authentication service
My uzers

Alvwvays -
All Administrators

Al helpdesk users

Enahble sutomatic sign-on®?
All revoked users

IYes VI

User Policy Templates
24 L Authentication modes to be supported
Mewy template

Template assignments
Default user template

Machines
Search

R ~ OTP (time-based)
Machine Policy Templates OTP (O&TH)
Mewy template
Template assignments Prompt user on auto-capture of password?

IYes 'l

System
System policies Maximum number of accounts allowed for the authentication service
Authentication service polici IUnIim'rted vl

Application policies

gﬁﬁslogs Reset
Figure 4-9 Selecting MAC and password

6. After you update the information, click the Back to Authentication Services link, and
move AccessAssistant back to the “Personal authentication service” list by selecting
AccessAssistant and clicking Move to Personal authentication service.
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7. Click the System policies link under the System heading in the left pane to display a list
of expandable menus. Then, expand the AccessAssistant and Web Workplace Policies
menu.

8. Select MAC from the drop-down list under the “Default second authentication factor for
AccessAssistant and Web Workplace” option, as shown in Figure 4-10. Then, scroll down
to the end of the page and click Update.

Address Iﬁj https: ffims, encnetwork. localfadminfacesfapp/systemPalicies. xhtml

= |Links

Access Manager for Enterprise Single Sign-On

System policies

administrator

Log off

Setup assistant

Search users

[» Password Policies

[» Self-service Policies

[» \Wallet Policies

[» Sign Up Policies

Search

My uzers

All Administrators
Al helpdesk users
All revoked users

[» ActiveCode Policies

+ Accesshssistant and Web Workplace Policies
User Policy Templates Enable automatic sign-on to applications in Accessbesistant?
ey template Mo

Template assignments

Default 1 |t
Sediisegenpaie Enable editing of user profile in AccessAssistant and Web Workplace?

Machines ko =
Search
Interval, in minutes, for periodic synchronization of AccessAssistant and Web Workplace with IMS
Machine Policy Templates Sepver
Mewy template ISD—
Template assignments
System Password display option in AccessAssistant

Systemn policies IDiSpIay password by default, with option to copy to clipboard LI
Authentication service policies
Application policies

Auclit logs

Status MaC =z

Default zecond authertication factor for AccessAssistant and Web Workplace

Figure 4-10 System policies
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4.4 Configuring the user account for MAC use

To configure the user account for MAC use, follow these steps:

1. Navigate to AccessAdmin, search for users, and then select the user account for which
you want to set up MAC authentication. Enter the following information, as shown in
Figure 4-11:

— Mobile ActiveCode email address: Enter the user’'s email address to which the MAC
will be sent.

— Preference: Enter the name of the of the message connector that you created
previously (for example, mailServer).

Address I»E:E https: ffims. encnetwork. localfadminfapplfst_user_display_page. jspimsId=4b93d52e277d52596d2b1 9a4f39c1 3c2 _'J

Al helpdesk users

All revoked users

User Policy Templates
Mewy template

Template assignments
Default user template
Machines

Search

Machine Policy Templates

Mewy template
Template assignments

System

System policies
Authentication service policies
Application policies

Auchit logs

Status

About AccessAdmin

Feedback
Help

T o Hame (first last):
Search users R
Search
My uzers Last name:
All Administrators [lala]

E-mail address:
doctor-bobi@encnetwork local

Enterprise user name:

lencnetwork.Iocal\dodor-bob

User principle name:

|doct0r-bob@encnetwork.Iocal

Mobile ActiveCode phone number:

Country code Area code Phone number

Mobile ActiveCode e-mail address:

|doct0r-bob@maiIServer.encnetwork.Iocal

Mobile ActiveCode preference 1

FEr -

Mobile ActiveCode preference 2
I--NOT FOUMD-- v[

Mobile ActiveCode preference 3
I--NOT FOLMND-- Vl

Wallet version:
3

Update Reset

Figure 4-11 Entering account information

2. Then, click the Update button.
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3. Scroll down to “Authentication Policies” and enable Mobile ActiveCode Authentication, as

shown in Figure 4-12, by selecting Yes from the drop-down

Address !EI Fizps: | fims encretweark. oo admingappl fst_user_dspley_page.jspédmsld=51801 321 7 adol 8d9247 d3edetioore? j Go | Links

PR TR AT TS
OTP Token Assignment
Cached Wallets P

Wallet Access Control
Administrative Policies ¥

Authentication Policies ¥
Wallet avthentication policy
¥ Eingeroent
I cmat card
¥ Pazzwond
¥ Paszword « RFD

Wo |
waﬁ; i

wallet Policies ¥

Accessigent Palicies P

LockUnlock Policies ¥

Enable Mohile ActiveCode authentication ?

Accesshssistant and Web Workplace Policies

Figure 4-12 Enabling Mobile ActiveCode authentication

4. Click Update.
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5. Now scroll up, and select Authentication Services, as shown in Figure 4-13.

Address I@_LI https: ffims.encnetwork.localadminfapplist_user_display_page. jsp7aimsId=4b93d52e277d52596d2b19a4F89c 1 3c2

B ks

A Access Manager for Enterprise Single Sign-On

administrator
A afor

A0

Log off

Setup assistant

Search users

Search

My uzers

All Administrators
Al helpdesk users
All revoked users

User Policy Templates
Mewy template

Template assignments
Default user template
Machines

Search

encnetwork.localidoctor-bob

Auchit logs

User Profile

Hame (first last):
doctor bak

Last name:
[alala]

E-mail address:
doctor-bobi@encnetwork local

Enterprise user name:

|encnetw0rk.Iocal\dodor-bob

User principle name:

|doct0r-bob@encnetwork.Iocal

Figure 4-13 Authentication Services

Under ActiveCode-enabled Authentication Services, select the AccessAssistant

authentication service from the drop-down, and enter the account name to which this

service is to be applied (in this case, “doctor-bob.”) Then, click Add account as shown in

Figure 4-14.

Address I@_LI https: ffims.encnetwork. localfadminfapplfst_user_app_bindings_page. jspimsId=4b93d52e277d52596d2b1 9a4f 391 3c2

B ks

A Access Manager for Enterprise Single Sign-On

Log off

Setup assistant

Search users

Search

My uzers

All Administrators
Al helpdesk users
All revoked users

User Policy Templates
Mewy template

Template assignments
Default user template
Machines

Search

Machine Policy Templates

Mewy template
Template assignments

System

System policies
Authertication service policies
Application policies

At logs

Status

About Accessadmin

Feedback
Help

encnetwork.localidoctor-hob

Biack to profile

Enterprise Authentication Services

Windows User Accounts

User name

doctor-hob

P: d-based Authentication Services

ActiveCode-enabled Authentication Services

Use active password authentication for the following sccounts:

Accessbasistant LI |doct0r-bob

Certificate bled Authentication Services

Use cerificate authentication for the following accounts:

Select an authentication service LI |

Personal Authentication Services

Add account

!_Add account

Figure 4-14 ActiveCode-enabled authentication services
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4.5 Logging on with MAC

To log on with MAC:

1. Log on to the Windows system with the user account that was configured to use MAC
authentication.

2. Open a browser to access the Web Workplace using the following URL:
ims_server domain_name/aawwp
If you receive a message about choosing a digital certificate, cancel it.
3. Enter the account details for the user. You are then be prompted for a MAC, as shown in

Figure 4-15.
Adrass #_] bezps:{fims.encnetwork.locafsavesp/aop/defauk_mac_page.sp w| EY o 5
Access Manager for Enterprise Single Sign-On E_‘_—_‘fﬁf:m

A Moiile Activelode has besn zend (o youl registered mabie phons o amsal

Loa on address When you have receive B, enler il below

Sagn up
Reset password y
e ¥ oul cAn A0 chok the apsropriste Ink peiow to get a Mokile A ctiveCode nyour

F Sk regislered mobile phang or emal

Hel
i it ol o mat vard to use Mobie ActheCode click for helkedesk authiorization.

Mobde ActyeCode:

N

Figure 4-15 MAC prompt

4. Do not close this window! To find the MAC, go to the email client, and read the relevant
email, as depicted in Figure 4-16.

ok [a-]-

Al Folders 4P| * Unread  Starred 5 Contact . Tags (& Actachment | Flt it / |

= test@encnetworklocal T & sk | From &  Date - m
[E= | tnboxt

TAM E-550 Mobibe ActiveCods © OTPmales

8 5ent
T aleted
+ = Local Folders

13 2 1= .ll o i
1 OTPmaikr <mailServer@encnetwork ocal | Sl reply | = | formard | | [ arctive | | @ gk (3¢ oo
| TAM E-S50 Mobile ActiveCode 1108 A
ro You other actions ~

Your TAM E-350 Mobile ActiveCode i3 F3CZYJ

b

Figure 4-16 Obtaining Mobile ActiveCode
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5. Enter the MAC into the prompt. You are presented with AccessAssistant and can view
your passwords, as shown in Figure 4-17.

{ -
K
&

Addrass g] Fktps: { fims encnetwark. oca aawsepfaoppasswords_display_page.jsp

i m Access Manager for Enterprise Single Sign-On

[frl]
IR
Hl.l
]

1

-i
m

-]

Log oft Select an option for getting an appication pessword

By Wallet =
(#) Dezplay paseword onthe brovwser
Feedhack _
Help () Copy the password to the cipbosnd 0 | can paste § 0 he password field

I: Application Type Used name
[ encnetworklocal Enterprize 1.1 ] et pazsword ==
fdd = | Delete | Edit password > | [.}

Figure 4-17 Obtain passwords

4.6 Conclusion

In this Redpaper, we have shown how to configure and use the following authentication
factors with Tivoli Access Manager for Enterprise Single Sign-On, for enhanced security:

» Smart Cards

» RFID Cards

» Fingerprint Readers

» Mobile ActiveCodes (a form of one-time password)
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Related publications

We consider the publications that are listed in this section particularly suitable for a more
detailed discussion of the topics that are covered in this paper.

IBM Redbooks publications

The following IBM Redbooks publications provide additional information about the topic in this
document. Note that some publications referenced in this list might be available in softcopy
only.

» Deployment Guide Series: IBM Tivoli Access Manager for Enterprise Single Sign-On 8.0,
SG24-7350

» A Guide to Writing Advanced Access Profiles for IBM Tivoli Access Manager for
Enterprise Single Sign-On, REDP-4767

You can search for, view, download or order these documents and other Redbooks,
Redpapers, Web Docs, draft and additional materials, at the following website:

ibm.com/redbooks

Online resources

For all the relevant product documentation you should visit the IBM Tivoli Access Manager for
Enterprise Single Sign-On Information Center:

http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/topic/com.ibm.itamesso.doc/
ic-homepage.html

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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