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Preface

This IBM® Redpaper™ publication covers the detailed step-by-step installation of IBM
Tivoli® Access Manager for Enterprise Single Sign-On 8.1 onto a single-server and a
clustered environment.

This paper supplements the IBM Tivoli Access Manager for Enterprise Single Sign-On 8.1
Installation Guide and IBM Tivoli Access Manager for Enterprise Single Sign-On 8.1 Setup
Guide. Do not use this document in isolation. Check the relevant guides in the Tivoli Access
Manager for Enterprise Single Sign-On Information Center as you perform the install.

There might be various reasons to install Tivoli Access Manager for Enterprise Single
Sign-On into either a single server or a clustered environment. A small-scale deployment, a
typical proof of technology, or a proof of concept might be the best examples for a single
server installation, whereas larger scale deployments or requirements for high availability and
scalability might be reasons to deploy in a clustered environment.

This IBM Redpaper is targeted towards administrators and engineers who are facing a Tivoli
Access Manager for Enterprise Single Sign-On deployment on either a single IBM
WebSphere Application Server or a clustered IBM WebSphere Application Server Network
Deployment configuration.
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Installation and configuration
onto a single Windows server

In this chapter we cover the installation of IBM Tivoli Access Manager for Enterprise Single
Sign-On 8.1 onto a single-server Windows® environment, where all components (server and
database) are located on a single machine. We cover the installation of the supplied
middleware (IBM DB2 and IBM WebSphere Application Server). Other deployment options
are available, but are not covered.

This section supplements the IBM Tivoli Access Manager for Enterprise Single Sign-On
Version 8.1 Installation Guide, GI11-9309, and IBM Tivoli Access Manager for Enterprise
Single Sign-On Version 8.1 Setup Guide, GC23-9692. Do not use this chapter in isolation.
Check the relevant guides in the Tivoli Access Manager for Enterprise Single Sign-On
Information Center as you perform the install.

© Copyright IBM Corp. 2010. All rights reserved. 1
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In Figure 1-1 we provide an overview of the key components and installation and
configuration steps for a single-server Tivoli Access Manager for Enterprise Single Sign-On
8.1 deployment. Figure 1-1 depicts the key dependencies between the steps and illustrates
the overall interaction between components in the environment.

DB Server
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v

Create A
Database

IR 2

Create A
Database User

v Interaction
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HTTP Server
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v
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) 4

\ 4

Apply
AccessAgent
Patch

Install
AccessStudio

Figure 1-1 Dependencies and interaction between the key components
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This chapter is divided into the following sections:

» 1.1, “Database installation and configuration” on page 4

» 1.2, “IBM WebSphere Application Server” on page 16 (including the IBM Update Installer)
» 1.3, “IMS Server’ on page 26

» 1.4, “HTTP Server and WebSphere Application Server plug-in” on page 33 (including
generation of the WebSphere Application Server plug-in for HTTP Server)

v

1.5, “IMS configuration” on page 48 (base configuration and definition of IMS administrator
and enterprise directory)

» 1.6, “AccessAgent and AccessStudio” on page 63

» 1.7, “Conclusion” on page 65

There are a number of optional steps in Figure 1-1 on page 2 (shown as boxes with dashed
outlines), such as the fix pack application steps. These might not be covered in this document

in the strict order in which they are shown in the diagram (and the AccessAgent fix pack
installation is not covered at all).

Note: It is required that you install the IMS Fix Pack 1. There are specific scenarios in
which the fix pack is installed before IMS configuration. See the Tivoli Access Manager for
Enterprise Single Sign-On Release Notes document for details:

http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/topic/com.ibm.itamesso.doc
/references/RN_description.html
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1.1 Database installation and configuration

Tivoli Access Manager for Enterprise Single Sign-On supports various versions of IBM DB2®,
Microsoft® SQL Server, and Oracle databases. The following section walks you through the
installation of the IBM DB2 database.

1.1.1 Installing DB2

The DB2 installation comes on a CD (or in the CD image) as a Windows executable such as
DB2_ESE V95 Win_x86.exe. The steps for the DB2 9.5 installation are:

1. Start up the DB2 Setup Launchpad wizard provided on the installation CD. Click Install
New to launch the DB2 Setup Wizard (Figure 1-2).

Information Management §iv G

Welcome

Installation Prerequisites
Release Notes

Migration Information
Install a Product =

Exit

4

‘ -[oix

Install a Product

/"\\ Click Install Mew to launch the DB2 Setup wizard for the desired product and to instal

{ | toa hew location. Ifyouwantto upgrade, migrate, or add features to an existing prodi

\\{j/ with Existing. ¥ou can also launch other product installations by clicking Install for the
carresponding product.

DBZ Enterprise Server Edition Version 9.5

DB2 Enterprise Server Edition is designed to meet the data server needs of mid- to large-size hu
can he deployed on Linug, UNE, orWindows seners of any size, from one CPLU to any number o

DB2 Enterprise Server Edition is an ideal foundation for building on demand enterprise-wide sol
as large data warehouses of multiple terabyte size or high performing 24x7 awailable high volum
processing business solutions, or'Web-hased solutions. DB2 Enterprise Server Edition incarpoi
HML data store and delivers flexible access to XML data using ¥GQuery, ¥Path, 8QL, and standard
tools.

Optional features far DB2 Enterprise Server Edition are available that provide additional advance:

capahilities in areas such as datahase paditioning, perfarmance, security, data federation, and ¢
administration. Please see hitp: iy ihrm.comfdb 2 for more information.

IBM Data Server Client Yersion 9.5

The 1B Data Server Client is a collection of client application drivers and tools for DBZ and Inforr
SEMNVErS.

The =et of application drivers for DB2 include: embedded SaL, ODBC/CLI, JOBCISGL), OLEDB,
Perl, and Ruby. Data access and administration tools are providing including: DB2 Contral Cente
and Linux) and DBZ2 Command Line Processar (CLP).

The set of application drivers for Informix IDS v11.10, or later, include: JOBC, .MET, PHP, and R—uiLI
»

Figure 1-2 DB2 Setup Launchpad
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Click Next to begin the process of installing DB2 Enterprise Server in the DB2 Setup

Wizard (Figure 1-3).

i'-.%" DEBZ Setup - DB2 Enterprise Server Edition - DBZCOPY1

inormtion Management [t

Welcome to the DB2 Setup wizard for DB2
Enterprise Server Edition, Yersion 9.5

The DEZ Setup wizard will install DBZ Enterprise Server Edition on your
computer, To continue, click Next,

_/i

Jaua

® Copyright International Business Machines Corporation, 1993, 2007, al
Rights Reserved,

] Cancel |

Figure 1-3 Begin DB2 Server installation

2. Click through the install until you get to the Select the installation type page (Figure 1-4).

There are three options:

— Typical
— Compact
— Custom

i'-.%‘ DEBZ Setup - DBZ Enterprise Server Edition - DEZCOPY 1

Select the installation type @

&+ Typical:
" Compack:

" Custom:

 Information about the installation type

The bypical setup includes basic database server function, database administration tools, and most product
features and Functionality.,

To add features For application development and other optional functionality later in the setup process, click

Custom,

AN =10l

Approximately 590 - 300 ME
Approximately 340 - 550 MB

Approximately 340 - 990 ME

View Features. . |

Installshield

< Back | Cancel | Help |

Figure 1-4 Installation type for DB2 Server
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Select the installation type that best suits your needs. Select Next to continue to the
“Select the installation, response file creation, or both” page (Figure 1-5). Choose to install
DB2 on this computer. When finished, click Next.

& DBZ Setup - DB2 Enterprise Server Edition - DB2COPY1 =101

Select the installation, response file creation, or both @

The DEZ Setup Wizard can install DEZ Enterprise Server Edition on this computer, create a response file
that vou can use to install this product on a computer later, or both,

If you are setting up a DEZ Enterprise Server Edition (ESE) partitioned database environment, you can
also create a response file to install DEZ on the other computers that will ack as database partition
SErvers,

' Install DEZ Enterprise Server Edition on this computer:

" Save my installation settings in a response file

Mo software will be installed on this computer,

" Install DEZ Enterprise Server Edition on this computer and save my settings in a response file

Response file name  |Ci\Documents and SettingsiAdministratorify mentsif ESE.r

Installshield

< Back. ] [ext > I Cancel I Help

Figure 1-5 Select the installation or response file creation for DB2

3. On the Select the installation folder page, select the install location (Figure 1-6). Click
Change to select a different folder or type a directory. When finished, click Next.

{5 DB2 Setup -DB2 Enterprise Server Edition - DEZCOPY1 A =lox]

Select the installation folder @

The DBZ Setup wizard installs DBZ Enterprise Server Edition in the Following Folder, To select a different Folder, click.
Change or type a directary,

Directory Jc:Program Files\TEM|SQLLIBY Change... |
Space required: 591 MB Disk space... |

Ir hiield

< Back Cancel Help

Figure 1-6 Installation folder
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4. On the Set user information for the DB2 Administrator Server page (Figure 1-7), define a
local DB admin account and specify a password. This creates an operating system
account either locally or in a Domain Controller if you specify a domain. A local account is
sufficient in this case. When finished, click Next.

i DBZ Setup - DB2 Enterprise Server Edition - DB2COPY1 =101

Set user information for the DB2 Administration Server @

The DEZ Administration Server {DAS) runs on your computer ko provide support required by the DEZ tools,
Specify the required user information For the DAS.

User information
Domain I Mone - use local user account _VJ—‘
User name |db23dmin
Password I********
Confirm password I********
N |

V¥ Use the same user name and password For the remaining DE2 services

< Back J Mext = I Cancel Help

Figure 1-7 Set user information for DB2 Administration Server

Installshisld

5. On the Set up a DB2 instance page (Figure 1-8), select the option to create a default DB2
instance. When finished, click Next.

{5 DB2 Setup - DB2 Enterprise Server Edition - DE2COPY1 U I ] 3

Set up a DB2 instance @

A DBZ instance is an environment in which you store data, You must have an instance to use this product,

Either create the default DEZ instance or join an existing partitioned database environment.

{* Create the default DEZ2 instance

" Jnin an existing partitioned database environment

Installshield

< Back Cancel Help

Figure 1-8 Creating a DB2 instance

Chapter 1. Installation and configuration onto a single Windows server 7



6. On the Set up partitioning options for the default DB2 instance page (Figure 1-9), select
Single partition instance. When finished, click Next.

R
Set up partitioning options for the default DB2 instance @

A DBEZ instance can have one or more database partitions, which exist on one or more computers, Select the partitioning
options for the default DEZ instance.

i+ Single partition instance

The instance will reside only on this computer, Select this option if the instance will not be used in a partitioned database
environment.

= Mulkiple partition instance

Select this option to prepare to use the partitioning capability of DE2 Enterprise Server Edition ko store data in multiple
database partitions, To use this functionality, wou must have a Database Partitioning Feature license,

IF wou select this option, two response files will be saved. See the help for details,

IMaximum logical partitions

This computer is assigned partition number 0, Type the maximum number of log Litions that car on each
database partition server. This setting applies to all database partition servers nstance,

Maxdirmumn logical partitions |4 TR IR 05 |

Installshield

< Back

Cancel | Help |

Figure 1-9 Partitioning options for DB2 instance

7. On the Configure DB2 instances page (Figure 1-10), you are presented with the single
default (DB2) instance. You do not have to specify the configuration options for the default
instance. When finished, click Next.

{5 DB2 Setup -DB2 Enterprise Server Edition - DEZCOPY1 A =lolx]

Configure DB2 instances @

The Following instances will be created during installation. You can customize the configurations by clicking on
the Configure button,

DEZ Instances:

Configure. ..

Instance description

The default instance, DEZ, stores application data,

‘fou can build a partitioned database environment by installing DBZ Enterprise Server Edition on
other computers, and specify that these computers participate in the default instance,

I Shiedd

< Back

Cancel Help

Figure 1-10 Configure DB2 instance
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catalog. When finished, click Next.

8. On the Prepare the DB2 tools catalog page (Figure 1-11), you do not need a DB2 tools

i'-‘%' DEB2 Setup - DB2 Enterprise Server Edition - DBZCOPY1

Prepare the DB2 tools catalog

schedule common kasks such as backups, The DEZ tools catalog must be stored in a DEZ database.

™ Prepare the DE2 tools catalog

Instance IDBZ j
Database

= new JrooLsDe

€ Existing | __1
Schema

 New JsvsTo0LS

" Existing I I

Installshield

The DEZ tools catalog must be created in order to use the Task Center and scheduler, These tools allow you to

=101 x|

Ei]

Cancel |

< Back

Help

Figure 1-11 DB2 tools catalog

When finished, click Next.

9. On the Set up notifications page (Figure 1-12), you do not need to set up notifications.

% DB2 Setup - DB2 Enterprise Server Edition - DB2COPYL 0 N

Set up notifications

‘fou can set up your DB2 server to automatically send e-mail or pager notifications to alert administrators when a
database needs attention. The conkact information is stored in the administration conkack lisk, You need an
unauthenticated SMTP server ko send these notifications.

I wou do not set up your DBZ2 server to send notifications at this time, the health alerts are still recorded in the
administration notification log,

[ Set up your DE2 server ko send notifications:

[Hatit SMTR server:

=101 x|

Ei]

|—Administr._ antact list [acation

% Local - Cres ontact: list on this computer

i te - Use an existing contact list an another DEZ server:

ke DEZ server

tallzhield

< Back | Mext = I Cancel

Help

Figure 1-12 Notifications
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10.0n the Enable operating system security for DB2 objects page (Figure 1-13), enable the

operating system security for the database server and accept the defaults. When finished,
click Next.

i'-‘%' DB2 Setup - DBZ Enterprise Server Edition - DB2ZCOPY1 ﬂ
Enable operating system security for DB2 objects @

Specify if you would like to enable operating system security For DBZ files, folders, registry keys, and other
ohjects on your computer, IF vou enable this security, operating system access to DEZ objects will be limited to
the groups specified below,

[¥ Enable operating system security

Information on the DBZ administrators group and DBZ users group is available by clicking Help.

—DBZ administrators group

Domain I Mone - use local group _1

Group name |DBZADMNS

DBZ users group S

Domain I Mone - use local group ﬂ

Group name |DBZUSERS

Inistallshield

< Back

Cancel i Help

Figure 1-13 Enable operating system security for DB2 objects

11.0n the Start copying files page (Figure 1-14), verify the settings on the Start copying files
page and click Install.

{5 DB2 Setup -DB2 Enterprise Server Edition - DEZCOPY1 A Il =lox]

Start copying files @

The DEZ Setup wizard has enough information to start copying the program files, IF you want to review or
change any settings, click Back, IF vou are satisfied with the settings, click Install to begin copying files,

Current settings:

DB2 copy name: DB2COPY1 =
Set as default DB2 copy: Yes
Set as default IBM database client interface copy: Yes

Selected features:
XML Extender
DB2 WMI Provider
SQLJ Support
Sample database source
Replication tools
OLE DB Support
0ODBC Support
MDAC 2.8
DB2 LDAP support
IRM Snftware Develnnment Kit ISOK] for JavalTM1 LI

Ir hiield

< Back | Install I Cancel | Help

Figure 1-14 Review DB2 installation settings
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12.The Setup is complete page displays upon the completion of the install (Figure 1-15).
Note the port number. It is 50000 by default. Click Next to complete the install and exit

the installer.

i'é‘- DB2Z Setup - DBZ Enterprise Server Edition - DB2COPY1 ll

Setup is complete

DEZ Setup wizard has finished copying files to your computer and has completed
all the required system configuration tasks, Shut down all software programs
running on the system now, The programs can then be restarted and DEZ will be
ready fFor use, The install log is located in C:\Documents and
SettingsiAdministratoriiy Documents\DBELOGIDEZ-ESE-Thu Mowv 05 17_41_17
2009.log. Consult the log file to ensure that all tasks completed successfully,

If you have not already done so, it is recommended that you complete the
post-install steps after installation,

Required steps: ﬂ

You have enabled DB2 extended Windows security.
You must add DB2 users that need to run DB2 local
applications or tools to either the DB2ZADMNS or
DB2USERS group.

You can connect to the DB2 instance "DB2" using the
port number ""50000", Record it for future reference. =l

Click Mext to install additional products.,

Figure 1-15 Setup complete confirmation
The DB2 server installation is now complete.

Note: There might be a slightly different page for 9.5 than for 9.7. Fundamentally, both are
the same and are considered standard. There are a few key differences when creating a
database (8 K blocksize, UTF-8) that should be highlighted. There are different installation
media for DB2 9.5 or 9.7. Some unpack the installation package, some need to be
unpacked manually, while for some you might need to run setup.exe. See the IBM DB2
Server Installation Guide from the respective version for the appropriate installation steps.
On 9.7, the First Steps dialog displays automatically. On the First Steps dialog there is a
Create a Database button. This does not let you specify the special settings the IMS DB
needs. Close the First Steps dialog and create a database as per the following section.

Chapter 1. Installation and configuration onto a single Windows server
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1.1.2 Creating a database

After the DB2 Server is installed, create the IMS database using either the DB2 Control

Centre Ul (start menu) or by entering the appropriate commands in the command-line
processor (start menu). The steps are:

1. In the Control Center (Figure 1-16), select the All Databases entry in the tree and

right-click Create Database. We are creating a Standard database. You can also use the

Create New Database link in the lower-right pane.

®  Control Center - DB2COPY1 (=]
Control Center  Selected Edit View Tooks Help - T
LEBEEEORE BE @ g
[T Object View
:: Conitral Certer | D atabases
(] All Syst
H gﬁ MNarne 2 I Systemne ] Instance | Tupe2 ! Databaze 2 ] Pathz I Comment 2 i
o Open Mew Contral Certer |
Create Database Standard...
Add.. With Automatic Maintenance...
Register with X3R... Fram Backup...
Refresh I
0 of O'itemns dizplayed l“z gl::> d 9 S}’ bﬂ Drefault View * | Wiew
7 All Databases (@) Heln x
Actions: Select an object from the list above to display more details.
op Create Mew Database

Figure 1-16 Create a new database

12 Setup and Configuration for IBM Tivoli Access Manager for Enterprise Single Sign-On 8.1



2. On the Specify a name for your new database page (Figure 1-17), provide a database

name, alias, and comment. Only the name is required.

Note: It is important that the buffer pool and table space page size is set to 8 K (the
default is 4 K).

* e Create Database Wizard

1. Mame

2. Storage
2. Region
4. Summary

Specify a name for your new database

This wizard helps you create and tailor a new database. To create a basic database, type a new name, select a drive, and click Finish. If you want
ta tailor the database to your requirements, click Mext to continue. Task Overview.

[ atabase name I IMSDE

Drefault path | C:h _I
Alias | IM3DB
Comment IDB far IMS

[~ Restrict access ta system catalogs

& Let DB2 manage my storage [automatic storage)

" | want ta manage my storage manually

Default bufferpocl and table space page size Im -

Mewt » I Finizh Cancel

Figure 1-17 New name for the database

Chapter 1. Installation and configuration onto a single Windows server
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The following figures show the page for the Create New Database wizard. On the first
page (Name) you can specify the database name. Pick the name for the database (such
as IMSDB). Click Next to continue to the Storage page (Figure 1-18). You can accept

the defaults.

* Create Database Wizard

1. Name Specify where to store your data

2. Storage Il an automatic storage databaze, the data is stored in one or maore storage paths. If vou do not specify additional storage paths, the database path

3 Region specified on the Mame page i used as the single storage path. If you clear the checkbox, the databaze path will not be used as a storage path. In

= this casze, you must specify one or more storage paths in the storage paths list.

& SR If you do not want to create an automatic storage database, return to the Mame page and click the radio button: | want to manage my storage
marually.

Storage Path - | Free Space [MB)2 I File System Capacity [MB)2 I Percent Used2 I

39
3

0 of 0items dizplayed | l“z gl::> o= @al Default iew * | View

4 Back | Mewt » I Finizh Cancel

Figure 1-18 Specify location to store data
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3. Click Next to continue to the Region page (Figure 1-19). On this page configure the code
set to UTF-8 (this is not the default). When finished, click Next to go to the Summary page.
The last page of the wizard is the summary page. Review the options, and click Finish to
create the database.

reate Database Wizard

1. Name Specify the locale for this database.
2. Storage The locale [teritory and code zet) determines the set of characters your databaze uzes. |t alzo determines how different character strings are
3 Fegion compared.
4. Summary ~Database locale
Country/Fegion Idefault LI
Teritary IUS
Code et ﬁiﬁ - l

- Collating Sequence |

{+ System Character strings are sorted according to the code set you specify above.

€ dentity Character stings are sorted according to their hexadecimal value.

. . Character stringz are sorted uzsing the Compatibility Encoding Scheme for
O Identiy_TBbit  \JTFAE: BBt specilication (CESLI-B)

Character strings are zorted using the Unicode Collation Algorithm 4.0.0,

" UCA400_ND with normalization on.

Character strings are sorted as per UCA400_MO, but uzging the Raoyal

 Ucad00_LTH Thai dictionary rules for the Thai characters.
¢ Compatibility Character stings are sorted using the DEZ version |ating seq;
£ NLSChar Character strings are sorted tem with additior =z for the

specific codeset/teritony

4 Back | Mewt » I Finizh Cancel

Figure 1-19 Locale for database

You have created a database.

1.1.3 Creating a DB2 user

Next you have to create a database owner that the IMS Server will use to create the schema
and load data. Create an operating system user (who can be local) and grant him
administrative privileges (member of the local administrators group).

In the DB2 Control Center:

1. Browse to the newly created database (previous section).

Click User and Group Objects.

Right-click DB Users and click Add.

Specify the administrator user that you just created.

o~ 0N

On the Authorities page,checkthe Connect to database check box,the Create tables
check box,and the Create packages check box.

You can also do this using an SQL statement in the command-line processor.

This completes the database preparation for the IMS Server.
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1.2 IBM WebSphere Application Server

This section details the installation and configuration of the various middleware components
and IMS itself.

1.2.1 Installing WebSphere Application Server 7.0

WebSphere® Application Server 7.0 normally comes on three CD images: the base install
CD and two supplemental CDs (Supplemental CD 1 and Supplemental CD 2).

Note: Passport Advantage® users have easy access to software upgrades. For more
information see:

http://www.ibm.com/software/howtobuy/passportadvantage/

Make sure that the installation user has thefollowing permissions:

» Act as part of the operating system
» Log on as a service

Click Control Panel —» Administrative Tools — Local Security Policy — Local
Policies — User Rights Assignments.
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Below are the steps for installing WebSphere Application Server 7.0. Use C1G2GML or the
Tivoli Access Manager for Enterprise Single Sign-On 32-bit assembly pack.

1. Start the launchpad from the installation CD. On the WebSphere Application Server
launchpad (Figure 1-20), select WebSphere Application Server Installation from
the navigation list on the left. Click the Launch the installation wizard for WebSphere
Application Server link to install WebSphere Application Server using an
installation wizard.

Note: The following figures only show the exceptional information. The standard steps,
such as licence agreement, have been skipped. You can install the sample applications
if you like, but they are not required for Tivoli Access Manager for Enterprise Single
Sign-On.

& webSphere Application Server N - Ellél

ﬁ WebSphere. software

Language selection: [J=ElE hd

Welcom

ebSphere Application Server
Alnstallation

1BM HTTP SETre— sttt
WehSphere Application Server is the industry's leading Java EE application

Web Server plug-ins Installation server. Support is available for the full Java EE prograrmming model and
extensions including Serdets, JSPs, EJBs, and YWeh services. Additional
programming model enhancements provide a secure foundation for a
IBM Update Installer for WebSphere Services Oriented Architecture.

Software Installation

WehSphere Application Server Installation

Application Clients Installation

) ‘e recammend viewing the installation diagrams for illustrations of commoan
IBM WebSphere Installation Factory application server environments. For full documentation visitthe an-line

. WighSphere Inf tion Center.
IBM Suppart Assistant ] ere Information Center.

IBM Tivoli Composite Application " Laurich the installation wizard for the YebSphere Application Server,
g’lanager for WebSphere Application |1 WehSphere Application Server using an installation wizan
Brver

- Yiew the installation quide forWebSphere Application Server.
Step-by-step instructions for installing WehSphere Application
Server.

Exit

- Yiew the readme file forYWebSphere Application Server.
Provides links to the latest information about this release.

Figure 1-20 WebSphere Application Server Launchpad
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2. In the installation wizard, click through the standard pages until the WebSphere
Application Server Environments page is displayed (Figure 1-21). Select Application
server as the type of WebSphere Application Server environment to install for a
stand-alone WebSphere Application Server single-server image. When finished,
click Next.

i IBM WebSphere Application Server 7.0 - |EI|1|

WehSphere Application Server Environments

Select the type of WebSphere Application Server environment to create during
installation. Although only one environment type can be chosen, additional
profiles can be created after installation using the Profile Management Taol.
Environments

Management

Description —|
A stand-alone application server enviranment runs your enterprise
applications. The application server is managed from its own administrative
cansale and functions independent of all other application server. |
InstallEhield
= Back Cancel

Figure 1-21 Stand-alone WebSphere Application Server environment

3. Continue until you see the Enable Administrative Security page (Figure 1-22). Enable
administrative security (the user name is WebSphere Application Server admin account
that you want created in WebSphere Application Server, not an operating system
account). Input a WebSphere Application Server administrator account user name of your
preference. Enter a password for the WebSphere Application Server administrator
account and re-enter the password for confirmation. This enforces login to the WebSphere
Application Server Integrated Solutions Console (ISC) later on. When finished, click Next.

i IBM WebSphere Application Server 7.0 _ - |EI|1|

Enahle Administrative Security

Choose whether to enable administrative security. To enable security, specify a
user name and password to log in to the administrative tools. The administrative
useris created in a repasitary within the Application Server. After installation
finishes, you can add mare users, groups, or external repositories.

U=er name:
[iaSAdmin
Faszsword:

B

Confirm password:

B

See the Information Center for more infarmation ahout administrative security.

InstallEhield

= Back | MNext = Cancel

Figure 1-22 Enabling Administrative Security
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Continue to click Next until the Installation Summary page displays (Figure 1-23). Check
the settings and click Next to complete the installation.

i IBM WebSphere Application Server 7.0 - |EI|1|

Installation Summary

Review the summary for carrectness. Click Back to change values on previous
panels. Click Next to hegin the installation.

The following product will be installed:

- IBM WebSphere Application Server - Base
FProduct Instaliation location: CA\Program
Files\EMWehSpherelippSerar

The following features will he installed:
& Core product files
Total size:

& 1168 MB

Application server enviranment:

& Application server

Enahle administrative security:

& True

InstallEhield

= Back Cancel

Figure 1-23 Installation Summary
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5. When WebSphere Application Server is installed, the First steps page displays
(Figure 1-24). Run the Installation verification to confirm it has been installed and
configured correctly. If the installation is a success, the installation verification confirmation
produces output like that shown in Figure 1-25 on page 21.

tﬁ: WebSphere Application Server - First steps - AppSry¥01 - |EI|1|

WebSphere Application Server

First steps

Installation verification
Confirm that your server is installed and that it can start properly.

Start the server
Start the server and its applications.

Administrative console
Install and administer applications.

Profile management tool
Waork with profiles.

Information center for WebSphere Application S erver
Learn more about Weh Sphere Application Server.

Migration wizard
Migrate WebSphere Application Server 5.1,6.0 or 6.1 to version 7.0.
Migrate WebSphere Application Server Feature Pack for Web Services to version 7 .0.

Exit

Figure 1-24 First Steps options
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6. To confirm a successful WebSphere Application Server installation, check for the last two
lines ..verification succeeded and..verification is complete and look for any errors. If
you do not see any errors, WebSphere Application Server 7.0.0 is installed correctly and
is ready for fix pack installation.

4P First steps output - Installation verification [

Server name is:serverl

FProfile name isAppSnidl

Praofile home is:CAProgram FilesiBtebSpheretdppSener! profilestdppSmii

Profile type is:default

Cell name is: IMS81BETA3Node 01 Cell

MNode name isIMSE1BETAINode01

Current encoding is:Cp1252

Start running the following command:.cmd.exe fic "CAProgram FilesiBMUAebSpheretbppSemver!iprofilesiippSndd 1bintstartServer. bat' server! -profilebame AppSry
=ADMUIOT1El: Taal infarmation is being logged in file CAProgram

= Files\BMWYebSphereldppServeriprofilesiAppSrolilogsiserveriistatServer.log
=ADMUTTO11: Because server! is registered to run as a Windaws Service, the

= request to start this server will be completed by starting the

= associated Windows Service.

=ADMUIOT1El: Taal infarmation is being logged in file CAProgram

=

= Files\BhWehSpherelbppServerliprofilesdpp Sl log siserver!istanServer log

=

=ADMUOT 281 Starting tool with the AppSr1 prafile

=

=ADMUZ1001: Reading configuration far senver: server!
-

=ADMUZZ001 Server launched. Waiting for initialization status.

=

=ADMUZ000I; Server server! apen for e-husiness; process id is 4030

=

Server port number is:9080

IVTLOO101: Connecting to the IM381BETA3.im=81.ihm.com WebSphere Application Server on part: 9080

IVTLOO151:WebSphere Application Server IMSE1BETA3.ims81.ibm.com is running on port: 3080 for profile AppSrvi

Testing server using the following URL hitp:dIMS81 BETAZ.im=21 ibm.com: 9080 wtiviserer?parm2=itsamlet

IWVTLOD0A0I: Servlet engine verification status: Passed

Testing server using the following URL hitp:fIMSE1 BETAZ im=81 ibm.com: 9080/ vtserver?parm2=itAddition jsp

IWVTLOO0S51: JavaServer Pages files verification status: Passed

Testing server using the following URL hitp:dIMS81BETAZ.ims81.ibm.com:9080ivtiviserver?parm2=iviejh

IWVTLOOGDI: Enterprise hean verification status: Passed

IWTLOO0351: The Installation Yerification Tool is scanning the C\Program FilestBMWehSpheretdppServer!iprofilestbppSrlfilogsiserver!1SystemCut log file far erra
(10727009 10:23:10:359 EST] 00000000 WEkeyStore W CWPKIOOD41W: One or more key stores are using the default passward.

[10727f09 10:23:30:608 EST] 00000000 ThreadPoalMgr WSWVROB2ZEWY: The ThreadPoal setting on the OhjectRequestBroker service is deprecated.
IVTLOO401: 2 errarsiwarnings are detected in the CAProgram Files\BMWWebSpherelWppServerliprofilesippSr0 1logsiserveriiSystem Outlog file
IVTLOOTOI: The Installation Yerification Tool verification succeeded,

IVTLOO0B0I: The installation werification is complete.

[l [»

Figure 1-25 Installation verification

Note: Do not install the IBM HTTP Server (IHS) at this point. If you install the IBM
HTTP Server before installing the Tivoli Access Manager for Enterprise Single Sign-On
IMS component, there will be no IMS definitions configured to the IBM HTTP Server. As
a result, you need to regenerate the WebSphere Application Server plug-in later if the
IBM HTTP Server were to be installed before Tivoli Access Manager for Enterprise
Single Sign-On IMS.

7. Stop WebSphere Application Server.

1.2.2 Installing IBM Update Installer for WebSphere software installation

The IBM Update Installer for WebSphere software installation is required to install
WebSphere Application Server, HTTP Server, and Tivoli Access Manager for Enterprise
Single Sign-On IMS fix packs.

Chapter 1. Installation and configuration onto a single Windows server 21



The Tivoli Access Manager for Enterprise Single Sign-On IMS 8.x fix pack installations
require the IBM Update Installer to be at 7.0.0.1 or later. If you are planning on installing the
IMS fix packs, download and install the 7.0.0.1 (or later) Update Installer here:

http://www-01.1ibm.com/support/docview.wss?rs=180&uid=swg21205991#updi70

Follow the installation instructions provided on the IBM Update Installer support site.

1.2.3 Upgrading WebSphere Application Server

Download the latest fix pack from the WebSphere Application Server support site:
http://www-01.1ibm.com/support/docview.wss?rs=180&uid=swg27004980#ver70

Use Fix Pack 5 or later.

Follow these steps to upgrade WebSphere Application Server:

1. Ensure that all WebSphere Application Server processes are stopped. To stop
WebSphere Application Server on the machine (Figure 1-26), go to Start — All
Programs — IBM WebSphere — Application Server <version> — Profiles —
<profile_name> — Stop the server.

il = [

Wik Lipdste

. L]
Administrangs
r g
- Aedritrae Tod
e Manage Yier =

:I 7] Ercandusti ki pgart
ﬂ m | 1M HITR Server V7.0

w,{j Jerez'Wieh Shart
) Merosoft SOL Server 2005
CEpm— "ﬂ Pierosoft SO Web Dt Adwritraion
Wanager ] Mioolla Frefoe:
“ £ %re
U} e S50
i Q) Awhe
:_! Heteped ] Svnante: Chent Secuiy
o ] TRME 550 AccassAgent
I--l Remie Barehe S TaME-550 M5 Server
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Trstader For 'Webephewe W70 Softmars b
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| 2T © B

Figure 1-26 Stopping WebSphere Application Server

2. Copy the .pak file into a directory on the local system. This can be the standard
directory (C:\Program Files\IBM\WebSphere\UpdateInstaller\maintenance) or one of
your choosing.
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Run the update installer, either after installation or from the Start menu by clicking All

Programs — IBM WebSphere — Update Installer. Figure 1-27 presents the interface for

when the update installer is started. Click Next to proceed with the upgrading process.

Note: On a Windows 2008 server, we found that even though a user was logged in as
the administrator, it was necessary to right-click and select Run as Administrator for

the installs to work correctly.

Shigld

i IBM Update Installer for WebSphere Software 7.0.0.0 -0 _XJ

Welcome to the IBM Update Installer for Y | e e wizard,

This wizard installs or uninstalls maintenance packages, including interim fixes, fix
packs, and refresh packs. The fallowing products are supparted:

& [BMWebhSphere Application Server Yersion 6.0.2.21 or above

& [BM WehSphere Anplication Server Metwork Deployment Version 6.0.2.21 ar
ahove

& [BMWehSphere Application Server - Express Yersion 6.0.2.21 or above

& [BM Application Client for WebSphere Application Server Yersion 6.0.2.21 or
ahove

& Yieh server plug-ins forWebhSphere Application Server Yersion 6 or above

& [BMWehSphere Application Server .1 Feature Pack forWeh Services
version B or above

@ [BM WebhSphere Application Server 6.1 Feature Pack for EJB 3.0 version 6 ar
ahove

& B WebhSphere Extended Deployment Yersion 5.1 or above

@ |[BM HTTF ServerVersion 6 or above

@ [BMWehSphere Process Server Version 6.0 or above

& |BMWehSphere Enterprise Service Bus Yersion 6.0.1 or above

& [BM WehSphere Profile Managerment Tool for 0S5

& [BMWehSphere Business Manitor 6.1 or above

Click on the links abave for product-specific support information. Additional
information can he found at the Information centers and support sites for WehSphere
and related products homepage.

Before installing or uninstalling e, stop all ¥ | e and related
processes, and read the Update [nstaller readme. Also ensure that you are using the
latest version ofthe Update Installer pragram.

Click Next to continue.

= Back Cancel

Figure 1-27 IBM Update Installer for WebSphere Software wizard
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4. Select which product to update by entering the installation location of the product
(Figure 1-28). Select the directory path of the app server for the WebSphere Application

Server to update (for example, C:\Program File\IBM\WebSphere\AppServer). When
finished, click Next.

| i IBM Update Installer for WebSphere Software 7.0.0.0 = |EI|1|

Product Selection
Enter the installation location of the product that yvou want to update.

You can select a different directary from the drop-down list, specify a different
directary, or click Browse to select a directory.

Directary path:
IC:IProgram Files\BMWYehSpheralippServar LI

Browse... |

InstallEhield

= Back | Iext = J Cancel |

Figure 1-28 Specify installation location of product to be updated for WebSphere Application Server

5. Browse to or specify the location of the fix pack .pak files used in step 1 (Figure 1-29).
Ensure that the specified directory path is where the WebSphere Application Server fix
pack .pak files are copied into. When finished, click Next.

& 1BM Update Installer for WebSphere Software 7.0.0.0 ‘ 10l =|

Maintenance Package Directory Selection

Enter directary to list maintenance packages availahle for installation. You can specify a
directory or click Browse to select a path to maintenance package.

Directary path:
COWWELT 0.0.5_fixpack

The latest maintenance packages are available online. Obtain maintenance packages
forWehSphere Application Server and all WebSphere Application Server Feature
Facks either by visiting the Becommended fixes forWebSphere Application Server

wehpage for a complete list or by using the WehSphere Maintenance Download
wizard to find specific maintenance packages.

Additional infarmation can be found online at the WebSphere Application Server library
or¥WehSphere Application Server infarmation center wehpages.

nztallshield

= Back | MNext = | Cancel |

Figure 1-29 Maintenance package location for WebSphere Application Server fix packs
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6. Select the check box for the maintenance fix pack packages to install that are relevant to

WebSphere Application Server (Figure 1-30).

i IBM Update Installer for WebSphere Software 7.0.0.0

=10l x|

Available Maintenance Package to Install

Select maintenance packages to install:

Select Recommended Updates Deszelect All Updates

[V 7.0.0-WS-WAS-WinX32-FPO000005. pak

Each package selection might restrict remaining packages availahle for further
selection.

Multiple selections can be made for different products.

Click Next to continue

InstallEhield

= Back

-

Cancel |

Figure 1-30 Select WebSphere Application Server Maintenance Packages to install

When finished, click Next to proceed to the Installation Summary page (Figure 1-31).

i IBM Update Installer for WebsSphere Software 7.0:0.0 ‘

=10l x|

Installation Summary

The following maintenance package will be installed:

FixPack
on the following product:
- IBM WebSphere Application Server - V7.0.0.0
CiProgram FilesiBrMitWehSphereifppSener]

This

e package ug

Click Mext to begin the installation.

InstallEhield

& 7.0.0 WS WAS WInX32-FPOD0D005 - WebSphere Application Server 7.0.0.5

the profiles. Review the maintenance package
readme for more information on profile updates. Back up each profile with the
bhackupConfig command before you continue, or archive the entire profiles directory.

= Back

Cancel |

Figure 1-31 Installation Summary for updating WebSphere Application Server

7. Click Next to install the fix pack.

Note: Up to this part in the installation process, you can install IBM HTTP Server, and
apply the relevant fix packs for IHS. However, do not install and configure the HTTP Server
WebSphere Application Server plug-in yet. The IHS install, patches, configuration, and

WebSphere Application Server plug-in install/config are covered later.
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1.3 IMS Server

This section details the installation of the Tivoli Access Manager for Enterprise Single
Sign-On IMS Server (called IMS from now on).

Before proceeding further into this section, ensure that the WebSphere Application Server
has been started and is running.

1.3.1 Preparing WebSphere Application Server for Global Application Security

Enable application security before installing the IMS Server into WebSphere Application
Server. You might recall that during the WebSphere Application Server installation, the
administrative security was enabled.

First, Start WebSphere Application Server. To start WebSphere Application Server on the
machine (Figure 1-32 on page 27), go to the Start menu and select All Programs — IBM
WebSphere — Application Server <version> — Profiles — <profile name> — Start
the server.

To enable application security:

1. Select Start — All Programs — IBM WebSphere — Application Server <version> —
Profiles — <profile name> — Administrative console.

2. On the IBM Integrated Solutions Console (ISC) login page, enter your login credentials
(the WebSphere Application Server administration account specified during the
WebSphere Application Server install, such as wasadmin), and click Log in.

From the task list on the left side of the welcome page, click Security.

Click Global security.

On the Global security page, select Enable application security and click Apply.
In the Messages box at the top of the page, click Save.

N o o~ o

Restart WebSphere Application Server.

You are now ready to install IMS.
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1.3.2 Installing IMS

For installation of the Tivoli Access Manager for Enterprise Single Sign-On IMS Server, the
steps are:

1. To begin the installation wizard for the Tivoli Access Manager for Enterprise Single
Sign-On IMS Server, run the executable file from the Tivoli Access Manager for Enterprise
Single Sign-On installation CD provided, for example, imsinstaller 8.1.0.0.210.exe.
Figure 1-32 displays the initial startup interface when the Tivoli Access Manager for
Enterprise Single Sign-On IMS Server installation begins. Select the language from the
drop-down list and click OK.

Tivoli Access Manager for Enterprise Single Sign-On
vaa

Licensed Materials - Property of IBM Corp.

IEninsh VI
Figure 1-32 Begin to install the IMS Server 8.1
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2. Read the software license agreement details and select | accept the terms in the license
agreement to continue the installation. Click Next to continue (Figure 1-33).

Braessomsserer e

» License Agreement Please read the following license agreement carefully,

[ Introduction International Program License Agreement ﬂ

[> Choose Installation Folder

[> Server Configuration Part 1 - General Terms

[= Pre-installation Summary

B nstall BY DOWMLOADING, INSTALLING, COPYING,
ACCESSING, CLICKING ON AN "ACCEPT"™ BUTTCN,

> Installation Complete OR OTHERWISE USING THE PROGRAM, LICENSEE
AGREES TO THE TERMS OF THIS AGEEEMENT. IF
Y¥OU ARE ACCEPTING THESE TERMS CN EEHALLF OF
LICENSEE, ¥OU REPRESENT AND WARRANT THAT YOU

-

HaWTFR RWIITT ATTTHOADTTY T RTRT T TERWMERR TN

' I donot accept the terms in the license agreement, I

- - . Print |

Cancel

Figure 1-33 Software license agreement details

Click Next to proceed to the next page for this installation.

License Agreement Click 'Mext'to proceed to the next screen. Click 'Previous'ta return to

Intraduction the previous screen.

Choose Installation Folder “ou can stop this installation at any time by clicking 'Cancel’.
Server Canfiguration
Pre-installation Summary
Install...

VVVVVYAS

Installation Complete

¥
A \ON

Cancel Erevious

Figure 1-34  Introduction
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3. Specify the destination folder for this installer (Figure 1-35). When finished, click Next.

R
+/ License Agreement Specify the destination folder for this installation.
+/ Introduction IC:'l,Program Files\IBM TAM E-SSOMIMS Server

LG e T A Restore Default Folder | Choose.. |

[> Server Configuration

[> Pre-installation Summary
[= Install...

[= Installation Complete

Cancel Previous

Figure 1-35 Installation destination for the IMS Server

4. Use the installer to deploy the Tivoli Access Manager for Enterprise Single Sign-On IMS
Server to WebSphere Application Server (Figure 1-35).

5. The installer gives you the option to defer deployment of the IMS EAR file to WebSphere
Application Server. This is on the Server Configuration page. If you choose to not install
the application, you need to manually deploy it according to the instructions in the
installation guide. Choose Yes if you want to install the application. Otherwise, choose No.
In this example presented, we chose Yes (Figure 1-36). When finished, click Next.

B oessomssever e

License Agreement would vou like to use this installer to deploy IMS Server to
Introduction WebSphere Application Server?

Server Canfiguration
> Pre-installation Summary

s
s
+/ Choose Installation Folder
»>
[
[= Install...

[

> Installation Complete * Yeg

 No

Cancel Erevious

Figure 1-36 Deploy IMS Server to WebSphere Application Server
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6. The WebSphere Security page for server configuration asks whether administrative
security has been enabled (Figure 1-37). This was done during the WebSphere
Application Server install. Note that this is administrative security, not application security.
This is relevant to the settings made in step 3 in 1.2.1, “Installing WebSphere Application
Server 7.0” on page 16. In this example, administration security was enabled in the
WebSphere Application Server, hence, Yes is selected. Click Next.

Bressomsserer R

+/ License Agreement Does the WebSphere Application Server have administration
+/ Introduction security enahled?

+/ Choose Installation Folder
» Server Configuration
[> Pre-installation Summary

[= Install...
[= Installation Complete * Yeg

 No

Cancel Erevious

Figure 1-37 Define whether WebSphere Application Server has administration security enabled
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7. The next page of the server configuration asks for the administrative user and password

and the SSL key store files (Figure 1-38). The administrative user is the one specified

during the WebSphere Application Server install in step 3 in 1.2.1, “Installing WebSphere
Application Server 7.0” on page 16. For the two SSL trusted keystore files, specify it as the
default trust.pl2 and key.pl2 files. When finished, click Next. By default they reside in

C:\Program Files\IBM\WebSphere\AppServer\profiles\<profile>\config\
cells\<cell>\nodes\<node>. The default password for the trust.pl12 and key.pl2 files

is WebAS.

— Example for trust.pl2 file:

C:\Program

Files\IBM\WebSphere\AppServer\profiles\AppSrv01l\config\cells\IMS81Node01Cel1\nod
es\IMS81Node0I\trust.pl2

— Example for key.

C:\Program

p12 file:

Files\IBM\WebSphere\AppServer\profiles\AppSrv0l\config\cells\IMS81Node01Cell

\nodes\IMS81Nod

e01\key.pl2

+/ License Agreement

+/ Introduction

+/ Choose Installation Folder

» Server Configuration
Fre-installation Surmmary
Install...

Installation Camplete

Cancel

Figure 1-38 Administration security information

Administrative user name *

| wasadin

Administrative password *

I********

SE5L Trusted Java key stare file *

I wppsrv0liconfigicelsiIMSa1Mode01 Celllnodes\IMSE 1 Mode0 1 brust . p12

Eestore Default Choose...

S5L Trusted key store password *

I*****

SEL Java key store file

I AppSrvDliconfighcellsiIMSE 1Mode0 1 Cellinodest IMS8 1 Noden key p12

Previous
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8. The next page asks for the SOAP port on WebSphere Application Server. Use the default
port number, 8880. When finished, click Next to proceed with the IMS Server
configuration (Figure 1-39). To get the SOAP number, go to <WAS install
folder>/profiles/<profile name>/logs/AboutThisProfile.txt.

Bressomsserer e Y

+/ License Agreement WebSphere Application Server SOAP connector port*
+/ Introduction |E’33D

+/ Choose Installation Folder
» Server Configuration

[= Pre-installation Summary

[= Install...
[= Installation Complete

Cancel Erevious

Figure 1-39 SOAP connector port on WebSphere Application Server

When finished, click Next to proceed to the Server Configuration page (Figure 1-40),
which begins the process of configuring the IMS Server for the system.

8 essomssever ST

+/ License Agreement

+/ Introduction

+/ Choose Installation Folder
» Server Configuration

[= Pre-installation Surmmary
== Install...

Installation Camplete Please wait, TAM E-SS0 IMS Server is being configured for your
system. This may take a moment...

Cancel Erevious

Figure 1-40 Complete IMS Server configuration step

This completes the server configuration steps.
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9

. When the server configuration step is completed, a pre-installation summary displays for
review (Figure 1-41). Click Install to continue. This installs the IMS Server onto
WebSphere Application Server and configures the base server settings.

RIS
+/ License Agreement Review the ing hefore proceeding with the installation.
+/ Introduction
+/ Choose Installation Folder Product Name:
+/ Server Configuration TAM E-550 IMS Server

» Pre-installation Summary
Install Folder:

nstall.. Cr\Pragram FilesuBMTAM E-SSOMMS Server

Installation Camplete
Yersion:
g8.1.00

Disk Space Information (for Installation Target):
Fequired: 309,627,357 bytes
Awailable: 21,920,030,720 bytes

y_

Cancel Erevious

Figure 1-41 Pre-installation Summary of IMS Server

Note: Apply the latest Tivoli Access Manager for Enterprise Single Sign-On IMS fix pack to
use Tivoli Access Manager for Enterprise Single Sign-On. Configure the HTTP Server first

to front the IMS (next section). Then install the fix pack.

1.3.3 Verifying the IMS Server installation and deployment

After the installation of the IMS Server, check the Tivoli Access Manager for Enterprise Single
Sign-On <installationdirectory>/TAM_E-SSO_IMS_Server_InstallLog.1og file for critical
errors that occurred during the IMS Server installation.

After deploying the IMS Server on the WebSphere Application Server, verify that the
deployment was successful with the following steps:

1

o > 0 DN

. Select Start — All Programs — IBM WebSphere — Application Server v<version> —

Profiles — <profile name> — Administrative console.

On the ISC login page, enter your login credentials.

Click Log in.

Select Applications — Application Types — WebSphere enterprise applications.
Verify that TAM E-SSO IMS appears on the list of applications.

1.4 HTTP Server and WebSphere Application Server plug-in

After you install the IMS Server, configure the IBM HTTP Server to front the IMS Server. Then
configure the IMS Server and modify your enterprise directory settings.

This section details the installation and configuration steps of the IBM HTTP Server and the
IBM HTTP Server WebSphere Application Server plug-in.
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1.4.1 Installing HTTP Server

34

If you are not going to run the IHS services by logging in as a local system account, then
create a suitable account in the active directory (AD) for the IHS services to run under.

The steps to install the IBM HTTP Server are:

1. Start the launchpad from the installation CD. In the WebSphere Application Server
launchpad (Figure 1-41 on page 33), select IBM HTTP Server Installation from the
navigation list on the left. Click the Launch the installation wizard for IBM HTTP Server
link to install IBM HTTP Server using the installation wizard. Click Next to go through the
install (Figure 1-42).

2. Install IBM HTTP Server from the same launchpad used to install WebSphere Application
Server (this also includes the WebSphere Application Server plug-in on later CD images).

Note: As with the WebSphere Application Server install, you can accept most defaults.
The exceptions are highlighted in the following sections.

& websphere Application Server ‘ v - |EI|1|

= WebSphere. software %

Language selection: [[SiBlE] -

Welcome

WehSphere Application Server
| Lrsf=lliien | IBM HTTP Server Installation
IBM HTTP Server Installation

: : IBM HTTP Serveris aeh serverthat is based onthe Apache YWeh server
Web Server plug-ins Installation developed by the Apache Software Foundation. IBM HTTP Server 7.0 adds
smlistian Clizms instltin several functional enhancements to the Apache base.

IBM Update Installer for WebSphere K" Launch the installation wizard for IBM HTTP Server.
Software Installation Install IBM HTTF Server using the installation wizard.

IBM WehSphere Installation Factary
-+ Wiew the installation quide for IBM HTTP Server.

IBM Support Assistant Step-by-step instructions for installing 1IBM HTTP Server.
II\.qB::T;'Vgr“fgs%%%Sétehgfggcatﬁgtim -+ Yiew the readme file for IBM HTTP Server.
Serve? P PR Frovides links to the latest information about IBM HTTP Server.

Exit

Figure 1-42 IBM HTTP Server Installation
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3. Read the software license agreement details and select | accept the terms in the license
agreement to continue the installation (Figure 1-43).

& IBM HTTP Server 7.0 10l =|

Welcome to IBM HTTP Server 7.0

This wizard installs [EM HTTF Server 7.0 on your computer.
See the |EM HTTP Server 7.0 Installation Guide to learn maore about this installation.

Click Next to continue.

InstallEhield —

- B
= Back Mext = _| Cancel

Figure 1-43 Installation wizard for IBM HTTP Server

4. Continue through the license agreement and then click Next to proceed with the system
prerequisite check on the system (Figure 1-44).

Sommeserer o JRT=IEY

System Prerequisites Check

Passed: Your operating system completed the prerequisites check successiully,

‘our operating system meets or exceeds the reguirements for this product. See
the WebSphere Application Server detailed systermn requirements Web pages far
mare information about supported operating systems. Go to the product suppart
Web pages to obtain the latest maintenance packages to apply after installation.

Click Next to continue the installation.

| = Back | MNext = | | Cancel

Figure 1-44 System Prerequisite Check for IBM HTTP Server
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5. Enter the installation location for installation of the IBM HTTP Server (Figure 1-45). Note

the install location, as you will need it when you apply a fix pack in later steps. Click Next
to continue.

& IBM HTTP Server 7.0 10l =|

Enter the installation location

Product installation location: o
CAProgram Files\BMIHTTP Server J

Browse...

InstallEhield

Figure 1-45 IHS installation location

6. Configure the port numbers for IBM HTTP Server Communication (Figure 1-46). Default
port numbers will be provided. Use the default ports values, and make sure that no

Windows applications (such as IIS) are running to use the same port number or can start
before IHS. When finished, click Next.

& IBM HTTP Server 7.0 A N =10l x|

Port Values Assignment

IBM HTTF Server caommunicates using the port numbers listed below. [fthese
ports are already in use by IBM HTTP Server ar another application, then change
the port numbers from their default values.

HTTF Port: 30 |

HTTP Administration Fort: (8008 |

InstallEhield

| = Back | MNext = | | Cancel

Figure 1-46 Port Value Assignment for IHS
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7. Define how Windows starts IHS and the IHS Administrative process. Leave them as
Windows services and use the local system account to start them. Click Next

(Figure 1-47).

Note: This is the minimal administrative involvement option. IHS and the admin service
come up when the box displays.

InstallEhield

i IBM HTTP Server 7.0

Windows Service Definition

Choose whether to use a Windows service to run IBM HTTP Server and [EM HTTF
Administration Server. Optionally the IBM HTTP Server and IBM HTTP
Administration Server can be started from the command line. Configure the starup
type to have the Windows services start manually or automatically when rebooting
the systemn.

Run [BM HTTF Server as a Windows Service
Run [BM HTTF Administration as a Windows Service

® Log on as a local system account

' Log on as a specified user account

User name:

Wministrator J
bl

Passward:

Startup type:
|Aut0matic |v

The user account that runs the Windows service must have the following user
rights:

& Act as part ofthe operating system
& Log on as a service

=0l x|

| = Back MNext = | | Cancel

Figure 1-47 Windows Service Definition

This completes the configuration of IHS itself.
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The next steps configure the integration between IHS and WebSphere Application Server:

1. Define the WebSphere Application Server account for administering IHS and the IHS
plug-in for WebSphere Application Server to route the appropriate HTTP requests to the
application server (Figure 1-48). Specify an account that can be used to administer IHS
from WebSphere Application Server. This is a WebSphere Application Server account, not
an operating system account. This is an account used to authenticate to IHS for
management from WebSphere Application Server. The install process creates the
account. When finished, click Next.

R

HTTP Administration Server Authentication
Create a user |D and password to authenticate to the IBM HTTP Server
administration server using the WehSphere Application Server administrative
cansale. The newly-created user ID and password is encrypted and stared in the
canffadmin.passwd file. You can create additional user IDs after the installation by
using the htpasswd utility.
Create a user |D far IBM HTTP Server administration server authentication.

User ID: .

| IHSAdmin J

Paszsword:

|........

Caonfirm Passward:

,:.....l |

Install=tiel
| = Back MNext = | | Cancel

Figure 1-48 HTTP Administration Server Authentication account

The next step is setting the parameters is to generate the IHS WebSphere Application
Server plug-in configuration.
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2. Specify the web server definition (by default, webserver1) and the host name or IP
address of the application server (WebSphere Application Server) (Figure 1-49). This sets
the parameters to install the IHS plug-in for WebSphere Application Server and configure
the plugin-cfg.xml file. When finished, click Next.

& IBM HTTP Server 7.0 10l =|

IBM HTTP Server Plug-in for IBM WebSphere Application Server

Silently install the plug-in using the remote installation scenario. The host name
and weh server definition are used when creating the default plug-in configuration
file. This file is used to route requests to the Application Server. Ifthere are multiple
Application Servers, then select one ofthe servers and specify the machine's host
name.

Install the IBM HTTP Server Plug-in for [BM WebSphere Application Server
Wieh sener definition: N
|webserver1 J
Host name or IP address for the Application Server: .
|IMSS1.tamessoS1.ibm.com

InstallEhield

[ T
= Back MNext = | | Cancel

Figure 1-49 Define routing information for IHS plug-in
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3. Review the installation summary details prior to installing the both IBM HTTP Server and
IBM HTTP Server plug-in for IBM WebSphere Application Server (Figure 1-50).

& IBM HTTP Server 7.0 10l =|

Installation summary

Review the summary for carrectness. Click Back to change values on previous
panels. Click Next to hegin the installation.

IBM HTTF Server will he installed ta the following location:
CAProgram Files\BMIHTTP Server
with the following configuration:
HTTP Port: 80
HTTP Administration Port: 8008
HTTP Service Name: |BM HTTP Server 7.0
Administration Service Name: [Bi HTTP Administration 7.0
User ID for HTTP Administration Server Authentication: IMSAdmin

IBM HTTF Server Plug-in for IEM WebSphere Application Server will he installed ta:

CAProgram Files\UBMHTTPServerPlugins
Total size:

392 MB

|

= Back | Mext = Cancel

Figure 1-50 IHS and IHS plug-in installation summary

InstallShield -

40 Setup and Configuration for IBM Tivoli Access Manager for Enterprise Single Sign-On 8.1



4. Click Next to start the install. When the installation completes and is successful
(Figure 1-51), click Finish.

& IBM HTTP Server 7.0 10l =|

Success: The following product was successfully installed:

& IBM HTTP Server - C\Program Files\UBMHTTPServer

IBM HTTF Server Plug-in for IEM WebSphere Application Server was successiully
installed to:

CAProgram Files\UBMHTTPServerPlugins

== |Forinfarmation on canfiguring and using the IBM HTTP Server, refer ta the an-line
IBM HTTP Server Information Center.

Click Finish to exit.

InstallEhield

Einizh

Figure 1-51 Successful installation of IHS and IHS plug-in for WebSphere Application Server

This completes the IHS and IHS plug-in for WebSphere Application Server installation.

In the following section are the steps for the IMS-required IHS configuration. You can also
apply the latest IHS fix pack before or after the configuration. We do it after the configuration.

1.4.2 Configuring the IBM HTTP Server

Use this procedure to set up the IBM HTTP Server to work with the WebSphere Application
Server. These steps are detailed in the first section of Chapter 5 of the BM Tivoli Access
Manager for Enterprise Single Sign-On Version 8.1 Installation Guide, GI11-9309.

Before you begin, ensure that:

» You installed the WebSphere Application Server and IMS Server.

» The IBM HTTP Server and IBM HTTP Server Administration Server are running.

» The WebSphere Application Server is running.

» You have an administrator user name and password for the IBM HTTP Server.

» You disabled Microsoft Internet Information Services (IIS) if your system is running on
Windows 2000 or later.

If 11S is active, port 80 and 443 are locked and the IBM HTTP Server configuration
might fail.

Chapter 1. Installation and configuration onto a single Windows server 41



Takethe following steps to configure the IHS:

1. Select Start — All Programs — IBM WebSphere — Application Serverv<version> —
Profiles — <profile name> — Administrative console.

2. On the IBM Integrated Solutions Console login page, enter your login credentials.
3. Click Log in.

4. Set up the WebSphere Application Server environment to work with the IBM HTTP Server
plug-in and configure remote administration for IHS. This done so that the web server can
be managed from within the ISC.

During the steps of the IHS installation and configuration in previous sections a Windows
batch file (configure<web server name>.bat) to configure the web server was created.
The default batchfile is called configurewebserverl.bat.

The <web server name> part of the configure<web server name>.bat file is specified
during IBM HTTP Server installation. Copy this file from the <IHS install
directory>\Plugins\bin to <WAS install directory>\bin. For example, copy
C:\Program Files\IBM\IBMHTTPServer\Plugins\bin\configurewebserverl.bat to
C:\Program Files\IBM\WebSphere\AppServer\bin.

5. Run configure<web server name>.bat from the command prompt. In the WebSphere
Application Server bin directory, run the batch file, passing it arguments of the profile
name, WebSphere Application Server administration user, and password. Figure 1-52
presents an example of executing the batch file to configure a created web server to be
managed within the ISC.

|- oSeEY o 1
Microseoft Windows [Version 5.2.37901 [«
(C>» Copuyright 1985-2083 Microsoft Corp. [:

C:“Documentz and Settings~Adminisztrator’cd "~ Program Files"
C:“Program Files>cd IEHM
C:“Program Files~IBM>cd Web&phere

C:“Program Files~IBM-WebSpherercd b
The system cannot find the path specified.

C:“FProgram Files~IBM-Web&pherecd bin
The =ystem cannot find the path specified.

C:“Program Filez~IBM-Web&pherercd Appferver

C:“FProgram Filesz“IBM-WebSphere-AppServer>cd bin

C:“Program FilesIBH-Web&pheresAppferver-bin>configurevebzerverld . bat —profileNam
e AppSrvdl —user WASAdmin —password Mercuryl _

Figure 1-52 Configure the web server to WebSphere Application Server as a profile

Note: If the script fails, edit the soap.client.props file in the <WAS
profile>\properties directory (for example, C:\Program
Files\IBM\WebSphere\AppServer\profiles\AppSrv0l\properties) and increase the
value for the com.ibm.SOAP.requestTimeout property to 6000.

6. Wait until you see the Configuration save is complete message and exit the command
prompt when it is finished.
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7. Grant remote server management rights to the WebSphere Application Server
administrator:

a. Log in to the WebSphere Application Server ISC using the WebSphere Application
Server administrative account to set remote administration.

b. Navigate to Servers — Server Types — Web servers — <server> — Remote Web
server management, specify the SOAP port, and enter the credentials that you set
when provisioning an administrator for IBM HTTP Server (Figure 1-53).

c. Select Use SSL if you want to use the HTTPS secure protocol. If you do not select Use
SSL, the default protocol is HTTP, which is not secure. When finished, click OK.

d. Save the configuration when prompted by clicking Save in the Messages box.

Integrated Solutions Console Welcome WASAdmin Help | Lagout §

Close page

| Yiew: IAII tashs

Welcome EE— L 2 fHelp |

Suided Activities Web servers > webserveri > Remote Web server Field help
H servers management For field I_ﬂelp |nf0rmat!0n,
zelect a field label ar lizt
Use this page to configure the IBM(R) HTTF Server rratker when the help
Bl server Types adriinistration server for a Web server. These properties are cursor is displayed.
WebSphere application server required for a Web server that is not installed on the same
WebSphere MG servers rmachine as the WebSphere(R) application server. Page help

Web servers canfiguration More information about
thiz page

Applications

Saryices Remote Web server management
#* Port
Resources =
[zo0s

Security .
Uszernarne
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[ Monitoring and Tuning Use S5L
r
Troubleshooting
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Figure 1-53 Specify port and user credentials for remote web server configuration
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8. Synchronize the WebSphere Application Server keystore with the IBM HTTP Server
keystore.

From the Web servers list, click <server> — Plug-in properties (on the right of the page).
There is nothing to change here, but you need to click Copy to Web server key store
directory to synchronize the WebSphere Application Server keystore with IHS so that the
HTTP plug-in will work (Figure 1-54).

Integrated Solutions Console Welcome WASAdmin Help | Lagout [

| View: IAII tasks ;I|
Welcome Web servers b N

Guided Activities Web servers > webserveril > Plug-in properties

E Servers Use this page to configure a Web zerver plug-in, The plug-in passes HTTP requests from a Web server to WebSphere(R)
application servers,
B server Types

WebSphere application servers Runtirne Caonfiguration
WebSphere MG zervers
Web servers

Applications Blug:inipropertics Additional Properties

Services

Feguest and l

Resources O Ignore DMS failures during Web server startup Response
Caching
Security # Refresh configuration interval
&0 seconds Feguest Routing

Environment
Custorn Properties

System administration Repository copy of Web server plug-in files:
Users and Groups # Plug-in configuration file narme

— Vi
Monitoring and Tuning |p|ug|n cfg.xml M
[H Troubleshooting v Automatically generate the plug-in configuration file
Service integration V' sutornatically propagate plug-in configuration file
uoot # Plug-in key store file name

|p|ugin-kel,l.kdb

Manage keys and certificates

Copy to Web server key store directary |

Figure 1-54 Synchronize the WebSphere Application Server keystore with the IBM HTTP Server keystore
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9. Click OK to complete this configuration (Figure 1-55).

Integrated Solutions Console

Welcome WASAdmin

| View: IAll taszks

=

Welcome
Guided Activities
Bl servers
E server Types
WebSphere MQ servars
Web servers
Applications
Services
Resources
Security
Enviranment
Systemn adminiztration
Users and Groups
Monitoring and Tuning
Troubleshooting
Service integration

uool

WebSphere application servers

&0 zeconds

Repository copy of Web server plug-in files:

# Plug-in configuration file name

|p|ugin—cfg.><m|

Help Logout

2 Autormatically generate the plug-in configuration file

2 Autormatically propagate plug-in configuration file

#* Plug-in key store file name
|p|ugin-key.kdb

Manage keys and certificates

Copy to Web server keay store directory

Web server copy of Web server plug-in files:

# Plug-in canfiguration directory and file name

|C:\Program Files, IBMYHTTPServert Plugin: gfwebserue gim-chg
# Plug-in key store directory and file name
|C:\Program Filesh IBMYHTTRServert Flugin s, gfwebseruerl) key. K

Plug-in logging:

# Log file name

|C:\Program File\IBMYHTTPServer\Plugins/lags/webservari/http_plugin.lo

Log level
Errar -

Apply | ﬂ Resetl Cancel |

Feguest Routing

Custorn Propertie

Figure 1-55 Complete WebSphere Application Server configuration file changes

10.Click Save in the Messages box at the top of the page to save the changes to the
WebSphere Application Server configuration files (Figure 1-56).

Integrated Solutions Console

Welcome WAS Admin

| View: IAII tasks
Welcome
Guided Activities
B zervers
B server Types
WebSphere MO seruers
Web servers
Applications
Services
Resources
Security
Environment
Systerm administration
Users and Groups
Monitoring and Tuning
Troubleshooting

Service integration

=)

WebSphere application zervars

e roee _

IE‘ Messages

&Changes have been made to your local configuration, ou

can:

® Save directly to the master configuration.
® Reuwiew changes befare saving aor discarding.

M The server may need to be restarted for these changes to

take effect

Web servers > webserverl

Use this page to configure a Web server that provides HTTP and HTTPS support to
application servers,

Funtirne Configuration

General Propertias

Web server narme

|webseruer1

Type

Configuration settings

Web Server Wirual
Hosts

Global Directives

|IBM HTTP Server

Additional Properties

Field help

For field help infc
selact a field lab:
marker when the
cursor is displaye

Page help
Mare inforrnation
thiz page

Command Assist
Wiew administrati

scripting cornmmar
action

Figure 1-56 Saving WebSphere Application Server configuration file changes
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11.Enable the Secure Sockets Layer (SSL) on IBM HTTP Server. This is for the AccessAgent
to IMS Server (via IHS) communication and should be encrypted. To achieve this,
manually add the SSL Apache directive to the HIS http.conf file. This can be done
manually by locating the file on the OS, editing it to add the required entries, saving it, and
restarting IHS.

Another option is to use the WebSphere Application Server ISC to edit the file. The
steps are:

a. Log on to the ISC.

From the task list on the left side select Servers — Server Types — Web servers.
Select the web server link (for example, webserver1).

Under Additional Properties (on the right of the page), click Configuration File.
Add the following to the end of the configuration file:

® 2 0 T

LoadModule ibm_ss1 module modules/mod_ibm ss1.so
Listen 0.0.0.0:443

## IPv6 support:

#Listen [::]:443

<VirtualHost *:443>

SSLEnable

SSLProtocolDisable SSLv2

SSLServerCert <alias of the IBM HTTP Server SSL certificate>
</VirtualHost>

KeyFile "<absolute path of the plugin-key.kdb file>"
SSLDisable

To help you understand the configuration information that is required to be added,
consider the following lists for details:

— The alias of the default SSL certificate is default.

— The default location of the plugin-key.kdb file is C:\Program
Files\IBM\HTTPServer\Plugins\config\webserverl.

— The KeyfFile file is in Servers\Server Types\Web Server\<servername>\Plug-in
Properties\<Web server copy of Web server pluginfiles>\<absolute path of the
plugin keystore file>.

Example 1-1 shows an example of the content that is added to the configuration file.

Example 1-1 Configuration file example

LoadModule ibm_ss1_module modules/mod_ibm_ss1.so
Listen 0.0.0.0:443

## IPv6 support:

#lListen [::]:443

<VirtualHost *:443>

SSLEnable

SSLProtocolDisable SSLv2

SSLServerCert default

</VirtualHost>

KeyFile “C:\Program
Files\IBM\HTTPServer\Plugins\config\webserverl\plugin-key.kdb”
SSLDisable
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Figure 1-57 shows how the configuration file changes look when using the WebSphere
Application Server ISC.

Integrated Solutions Console Welcome WAS Admin Help Logout |8 "
| Viaw: IAII tasks ;I Configuration file
Welcame

Guided Activities

I CTEEE g REY UaTEUE5E WO TREFTTTE
Bl Servers # 2) Update the KeyFile directive below to point to that key database
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Bl Server Types # Mote: The IPuE Listen directive must only be uncormmented if
N # IPvE networking is enablad.
WebSphere application servers o
wWebSphere MG servers #LoadMadule ibrn_ssl_madule modulesfmad_ibm_ssl.so Pag
Weh sarvers #Listen 0.0.0,0:443 Mor|
## IPué support: this|

P #Llisten [1:1]1442
Apnlfictizns #{\-firtua[ngst 443
#55LEnable

#5SLProtocolDisable S5Lv2

#<fVirualHost=

#KeyFile C:fProgram Files/IBM/HTTPServerfihsserverkey. kdb
Security #55LDizable

# End of example S5L configuration

B Environment |

W
Systemn administration wi support:

#Listen [:1]:443

Services

Resources

Users and Groups =WirtualHost #1445
S5LEnahble
Manitaring and Tuning S5LProtocolDisable S5Luz
S5lServercert default
[ Troubleshoating </irtualHost=
KeyFile C\Program Files\IBM\HTTPSarveriPlugins\confighwebsarveriiplugin-key. kdb

[ service integration SELDisable

Huoot

# Enable IBM HTTP S=rusr di
#

# mod_rmprnstats logs statistics about server ackivity to the main

# error log. Mo records are written while the server is idle.
LeadMedule mprstats_module modules/debugi/mod_mpmstats so
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Figure 1-57 Configuration file changes made in the Integration Solutions Console

Note: When performing this change to the configuration file, note to the user that in the
configuration file, there exists an example SSL configuration approximately half way in
the file that has been commented out on purpose. Do not be mix up this
commented-out example with your new SSL configuration entry.

12.When finished, click Apply and then OK.

13.Select General Properties — Apply. Click Save in the Messages box at the top of
the page.

14.Stop and start the IBM HTTP Server from the IBM Integrated Solutions Console.
15.From the left side menu panel, select Servers — Server Types — Web servers.
16.Select the check box beside the web server link (for example, webserver1).
17.Click Stop.

18.Select the check box beside the web server link again.

19.Click Start.

This completes the IHS installation steps.
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1.4.3 Applying HTTP Server fix pack

Apply the IHS patch using the IBM Update Installer as per the WebSphere Application Server
patch application in 1.2.3, “Upgrading WebSphere Application Server’ on page 22. The only
difference is the location of IHS, C:\Program Files\IBM\HTTPServer.

1.5 IMS configuration

This section describes the IMS-post installation steps to configure the IMS Server that you
installed earlier. Before proceeding to the IMS configuration, follow the IMS pre-configuration
steps in this section.

1.5.1 Applying the IMS fix pack

At the time of writing, the Tivoli Access Manager for Enterprise Single Sign-On 8.1 fix pack 1
(8.1.0.1) was available. The fix pack is shipped as an IBM Update Installer . pak file,
8.1.0-TIV-TAMESSO-IMS-FP00001.pak.

The installation instructions are included with the fix pack.

Note that:

» You can install the IMS FP1 before or after configuring IMS. There are specific scenarios
in which it should be applied before IMS configuration. See the Release Notes for details.

» You must use Update Installer 7.0.0.1+ to update IMS Server, so apply the latest Update
Installer FP. It makes sense to do this when you apply the WebSphere Application Server
7.0 FP.
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1.5.2 Creating IMS administrator in Active Directory

An IMS administration account is required. You can use any user account, but it needs to be a

member of the local administrators group. Figure 1-58 shows the creation of the IMS
administration account user named IMSAdmin.

-.? Active Directory Users and Computers

~1of x|
JREDS]

@ File Action Yiew ‘Window Help

= EE B xFRR | 2EBEBTE B

@ Active Directory Users and Compuber SRS RG0S
(-1 Saved Queries

E@ tamessod1.ibm.com New Object - User x|
B[] Builtin
D Computers
@ Domain Controllers g Create in:  tamessof1.ibm.comdUsers
D ForeignSecurityPrincipals
a Users
First name: I Initials: ]—
Last name: I
Full name: [ b4 scimird

User logon name:

[MSadmin [ @tamessodt ibm.com =l

User logon name [pre-windows 2000]:
ITAMESSDS1\ IIMSAdmin

< Ba I Mest » ‘ Cancel |

| ‘ = |

Figure 1-58 Creating an IMS administration account in Windows Active Directory

1.5.3 Configurationof the IMS Server

Before beginning to configure the IMS Server, ensure that the following tasks are complete:

» Install the IMS Server and the IBM HTTP Server, then complete the IMS-required IHS
configuration steps.

» Check the Tivoli Access Manager for Enterprise Single Sign-On <installation
directory>/TAM_E-SSO_IMS Server_InstalllLog.1og file for critical errors that occurred

during the IMS Server installation (if not done as described in 1.3.3, “Verifying the IMS
Server installation and deployment” on page 33).

» Set up the database that you want to use as the IMS Server database.

» During the IMS Server configuration steps, choose whether you want to use your own
database schema or create the new schema with the configuration wizard. If you chose to
use own database schema, create the schema before you start the IMS Server
configuration. Also, ensure that you set up your IMS Server database.

» See the IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Installation
Guide, G111-9309, for the setup instructions.
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The steps for configuring the IMS Server are:
1. Connect to the IMS Server using one of the following:
— If you are using the default port, access https://<IMS IHS hostname>/ims.

— If you are not using the default port, access https://<IMS IHS hostname:IHS SSL
port>/ims.

An example of the URL is:
https://computerXYZ.us.ibm.com:1234/ims

This confirms that the HTTP Server is running, the WebSphere Application Server plug-in
is configured correctly, IMS is running on WebSphere Application Server, and (if the https
URL is used) the HTTPS is configured correctly on IHS.

If everything is configured correctly you will see the Tivoli Access Manager for Enterprise
Single Sign-On Configuration Wizard Import Configuration page (Figure 1-59).

Access Manager for Enterprise Single Sign-On

Language: English (United States) v]

TaM E-S50: Configuration Wizard

Import Configuration
Choose whether you want to import the configuration from the ald IMS installstion.

& o

' ves

BEegin

|

Figure 1-59 Configuration Wizard Import Configuration

2. Select No, and click Begin to start the configuration.
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3. On the Enter data source information page (Figure 1-60), leave all values as they are.
These are the names that will be given to the JDBC provider and data source definitions in
WebSphere Application Server, and changing them can cause problems with IMS. When
finished, click Next to continue.

I Access Manager for Entarprise Single Sign-On

Language: Englizh (United States) vl

Tah E-55C: Configuration Wizard

Enter data source information
Set the configuration values of a data source.

JOBC provider name:
ITAM E-S5C JDBC Provider

Data SOUFCE Name:
|TAM E-S50 IMS Server Data Source

JMDI name:
debc.ﬂms

JALS - J2C authertication deta alias:
[imsavthdata

Cancel Back [ ext

Figure 1-60 Data source information
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4. When choosing to create an IMS Server database schema (Figure 1-61), do one of the
following actions:

a. Select the Create IMS Server database schema check box. This tells the
Configuration wizard to build the database schema and initial content.

b. If you de-select this item, you need to manually create the database after the
configuration. To use your own schema, see Appendix D in the BM Tivoli Access
Manager for Enterprise Single Sign-On Version 8.1 Installation Guide, G111-9309, for
further information about creating database schema. In the example presented in this
guide, this option has been checked.

Click Next to continue.

LI Access Manager for Enterprise Single Sign-On

Language: Englizh (United States) =

TaM E-S350: Configuration YWizard

Create IMS Database Schema

Mark the checkbaox to use this wizard to create the MS Server database schema.

[¥ Creste IMS Server database schema

Canecel Back | Mext

Figure 1-61 Create IMS Database Schema
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5. On the Choose Database Type page (Figure 1-62), select the type of database server that
you installed earlier and click Next to continue.

LT Access Manager for Enterprise Single Sign-On

Larguage; | English (Urited States) |

Tak E-S50: Configuration Wizard

Choose Database Type
Chooze the databasze type the IMS Server will use,

¥ DBE2 Server
" Microsoft SQL Server

" cracle Server

| cancel Back | Mext |

Figure 1-62 Database Type for IMS Server

6. On the Database Configuration - <database type> page, specify the necessary
information about the database type. Before proceeding, check any prerequisites for
applying the database type during this configuration step. Appendix A, “Database type
configuration for IMS Server” on page 203, provides detailed information about
configuration for DB2 and Microsoft SQL server for the IMS Server. When you have
chosen the database type, click Next to continue.

Chapter 1. Installation and configuration onto a single Windows server 53



7. On the Provide Root CA Details page (Figure 1-63), leave the default values (the
password is WebAS) if you have not changed the root CA used to sign the SSL certificate
used by IHS. The option is to specify the necessary information. When finished, click Next
to continue.

Note: The root CA must be the same CA that signs the SSL certificate. There the root
CA is used to sign the IMS Server CA.

RCTI Access Manager for Enterprise Single Sign-On

Language: IEninsh (United States) vI

TAM E-S5C: Configuration Wizard

Provide Root CA Details

Erter the keystore name, passwaord, and cerdificate aliss of the root CA that will be used to sign the IMS Server intermediste
A,

Keystore name: INodeDefaunRootStore
Heystore passward: I .....
Roaot C& alias name: lrnnt
| Caneel Back | Mext

Figure 1-63 Root CA Details
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8. On the Configure IMS services URL page (Figure 1-64), specify the IBM HTTP Server
name and port number value. The IBM HTTP Server name is the full-qualified web server
name of the IBM HTTP Server that interfaces with the WebSphere Application Server. The
port number value is the HTTPS communication port number. The IBM HTTP Server host
name must match the CN attribute of the SSL certificate used by IBM HTTP Server. You
can connect to the SSL port in a web browser to check this. When finished, click Next to
continue.

CTI Access Manager for Enterprise Single Sign-0n

Langusge: IEng\ish (United States) «

TaM E-S5C: Configuration YWizard

Configure IMS services URL

The IMS Server services URL is required for Accessassistant to connect to the MS Server

Fully qualified weh server name: IIM881 tames=o&1 ibm.com
HTTFS port numker: |443
Canecel Back Mext

Figure 1-64 Configure IMS Services URL

Chapter 1. Installation and configuration onto a single Windows server 55




9. On the Confirm settings page (Figure 1-65), review and verify that the setting information
entered looks correct and click Save.

Access Manager for Enterprise Single Sign-On

Language: IEninsh [United States) vl
TaM E-550: Configuration Wwizard

Confirm settings
The following seftings will be applied. Confirm the settings before proceeding to the next step. If the seftings are correct,
click Save.

J Data source name:

* TAME-ZZ0 IMS Server Data Source
J JMD name:
»  jodbcims

" Provide Raot Ca Details

» Keystore name: NodeDefautRootStore
* Root C& alizs name: root

—

Figure 1-65 Confirm settings
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The page is redisplayed with a progress bar showing the installation progress
(Figure 1-66). At completion a Data Source and Certificate Store Setup Complete page is
displayed.

T Access Manager for Enterprise Single Sign-On

Language: IEninSh (United Statez) =

Tam E-S500 Configuration Wizard

Data Source and Certificate Store Setup Complete

Data source and cerificate store were setup successfully.

Restart the IMS Server from the WebSphere Administrative Console for the changes to take effect

Figure 1-66 IMS configuration process

10.Restart the IMS Server application from within the IBM Integrated Solutions Console:

a.

g.

Select Start — All Programs — IBM WebSphere — Application Server
<version> — Profiles — <profile name> — Administrative console.

Log in to WebSphere Application Server ISC with WebSphere Application Server
administration user credentials.

From the task list on the left side of the page, select Applications — Application
Types —» WebSphere Enterprise Applications.

Select the check box beside the Tivoli Access Manager for Enterprise Single
Sign-On IMS application.

Click Stop.

Select the check box beside the Tivoli Access Manager for Enterprise Single
Sign-On IMS application.

Click Start.

This concludes the IMS basic configuration.

1.5.4 Provisioning IMS administrator and defining enterprise directory

The next step is to provision an IMS administrator and create an enterprise directory
connection.
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These steps are mentioned in Chapter 5 of the Tivoli Access Manager for Enterprise Single
Sign-On 8.1 Install Guide and are covered in detail in Chapter 3 of the Tivoli Access Manager
for Enterprise Single Sign-On 8.1 Setup Guide.

1. To start the process, access the Tivoli Access Manager for Enterprise Single Sign-On
Web Interface (Figure 1-67) via the URL https://<IMS IHS Server>/ims.

LTI Access Manager for Enterprise Single Sign-On

I English (United States) VI

AcceszAdmin

WWelcome to TAM E-S50 IMS Server.

M= Configuration Liility
Accesshasistant
Wek Workplace

Figure 1-67 IMS web interface

2. Select the IMS Configuration Utility link.

The WebSphere Application Server Administrator needs to log on to the application, and
as we have enabled global application security in WebSphere Application Server, our
wasadmin account is used to log in on the Log on page (Figure 1-68).

IECTI Access Manager for Enterprise Single Sign-On

Log on

Erter your user name and password to log on

Language:
[English (Unitec States) =]

Uszer name:

Pazsward:

Figure 1-68 iMS configuration utility
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The opening page for the IMS Configuration Utility is the Welcome page (Figure 1-69).

Access Manager for Enterprise Single Sign-On

Welcome

Setup assistant

Configuration Wizards
Pravizion IMS administrator

Basic settings

Authertication services
Ernterprize directories
Housekeeping
Biometric support
ActiveCode deployment

Advanced settings

AcceszAdmin

IMZ Server

Data source

Meszage connectors

M3 Bridges

Uszer authertication prn

Litilities
Upload System Deta

Figure 1-69 Welcome page of IMS configuration utility

3. Click the Setup assistant link. The setup assistant configures the Enterprise Directory
(the Enterprise Directory Setup Wizard) and the initial IMS Administrator (Provision an
IMS Server Administrator). The first few pages cover the Enterprise Directory setup.

4. On the Enterprise Directory Setup page (Figure 1-70), select Active Directory. A generic
LDAP can be used, such as Tivoli Directory Server. This might be appropriate for certain
demo environments.

|»

Access Manager for Enterprise Single Sign-0n

Enterprize Directory Setup Wizard
Welcome

Enterprise Directory Setup

Setup assistant
Select the type for enterprize directory

Configuration Wizards
Frovizion IMS administrator

Enterprize directary type

s

Authenticetion services
Erterprize directories
Houzekeeping

Biometric support m
ActiveCode deployment -
Advanced ngs

Accessddmin

MS Server

Data source

Message connectors

IS Bridues

Uszer authertication b

Litilities
Uplosd System Data

Figure 1-70 Enterprise Directory Setup
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5. Click Next to continue to the Edit domain page (Figure 1-71). Specify the Windows AD
domain (DNS domain name) and a lookup user ID/password for the Enterprise Directory.
When finished, click Next to continue.

Access Manager for Enterprise Single Sign-On

Welcome

Configure &ctive Directory connection

Edit domain

Edit the configured domain : tamessod1 ibm.com

Setup assistant

Configuration Wizards

Provision IMS administrator

DM domain name:

|Tam333081 ibm.com

Basic settings Lookup user name:

Authentication services

S e Jtames =081 ibm.comikiS Admin
SIRFSE dIFSCIOrSs

Housekeeping Lok &
Biometric support 0P passwon
ActiveCode deployment I--------
Advanced settings Next
AcceszAdmin

IMS Server

Data source

Message connectors

M= Bridges

Uszer authertication b
Utilities

Upload System Data

Figure 1-71 Edit domain for Active Directory configuration
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This is the user that IMS will look up in AD. This involves an initial AD lookup to determine
the AD schema in use. Also, when a new user registers, it will look up AD to verify that the
user exists.

For our deployment, we used the IMSAdmin account created above, which will be the
Tivoli Access Manager for Enterprise Single Sign-On administrator in our case, though it
can be any local user. Do not use an ordinary user account used to log into the domain,
but you might want to make it different from the administrator account that you will use for
policy and user administration (that is, one user account as the Tivoli Access Manager for
Enterprise Single Sign-On user to look up AD and one Tivoli Access Manager for
Enterprise Single Sign-On user account for administrative purposes).
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6. On the Password synchronization page (Figure 1-72), decide whether you want password
synchronization between the Tivoli Access Manager for Enterprise Single Sign-On and AD
for all users registered against this AD domain. With this option checked, the Active
Directory password is enabled to be used as the Tivoli Access Manager for Enterprise
Single Sign-On password. Users can then use their Active Directory credential information
to log in to Tivoli Access Manager for Enterprise Single Sign-On. When finished, click
Next to continue.

Configure Active Directory connection
Welcome

- Password synchronization
Setup assistant

Configuration Wizards This option enables the Active Directory password to be used a3 the TAM E-350 password.
Provision IMS administrator Users can then use their Active Directory credentisls to log on to TAM E-S50 software.
Basic settings ™ Use Active Directory passwaord as the TAM E-S50 password

Authertication services

Erterprise directories Back Mext
Housekeeping

Biometric support

ActiveCode deployment

Advanced settings

AccessAdmin

IME Server

Data source

Message connectors

M= Bridges

Uzer authentication e

Liilities
Upload System Data

Figure 1-72 Password synchronization between users

7. On the Choose credentials page (Figure 1-73), define the IMS Administrator to provision.

-

EETTA Access Manager for Enterprise Single Sign-On

Provizion an IMS Server Administrator
Welcome
Choose credentials

Setup assistant
Provide credentislz of & valid domain user to be provisioned as an IMS Administrator:

Pravision IMS administrator User name:
[t cmir
Authertication services Password:
Erterprize directories ]““.“.|
Housekeeping
Biometric support Domain
ActiveCode deployment
Itam933081 Jam.com LI

™ 1wl assign the Administrator later

AccessAdmin

IS Server -m Mext
Data source

Message connectors

M= Bridges
User authentication b

Upload System Data

Figure 1-73 Define credentials to be provisioned as an IMS Administrator
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8. Specify the user to be used as the initial IMS Server administrator. In our case we re-used
the AD lookup account from earlier. When finished, click Next to proceed to the Summary
page (Figure 1-74).

LI Access Manager for Enterprise Single Sign-On

Configure Active Directory connection
Welcome

Summary

Setup assistant
Click on Finish to complete the Active Directory configuration.

Configur ation Wizards

Provision IMS administrator [MSladiministeatar:
WS Admin
Basic settings
4 Configured domains:
Authentication services "
Erterprize directories Lensssesibnieon
Houzekeeping Active Directory password synchronization:
Biometric suppaort .
Dizahled

ActiveCode deployment

Advanced settings Back Finish

AccessAdmin

M5 Server

Data source

Message connectors

IMZ Bridoes

User authentication b

Utilities
Upload System Data

Figure 1-74 Summary for configuring Active Directory connection

9. Verify the settings and click Finish to complete. After the configuration is completed and
successfully, a finished message and configuration results are displayed to confirm the
status (Figure 1-75).

T Access Manager for Enterprise Single Sign-On

Configure Lctive Directory connection
Welcome

Finished

Active Directory has been configured successfully

Setup assistant

Configuration Wizards

Provision MS administrator Restart the IMS Server through Websphere Administrative Console for the changes to take effect:

Basic settings After restarting the IME Server, configure policies by logging on to SAccessdmin.
Authertication services
Erterprize directories
Housekesping
Biometric support
ActiveCode deployment

Adval settings

Accessidmin

M3 Server

Dista source

Meszsage connectors

M3 Bricges

User authentication b

Litilities
Upload System Data

Figure 1-75 Active Directory configured successfully

10.Restart the IMS application from within the WebSphere Application Server ISC. Then go
to the access admin at https://<IHS server>/admin and log in using your Tivoli Access
Manager for Enterprise Single Sign-On administrator account that you specified above.

Proceed to define user and machine policy templates using the setup wizard, but this is not
covered in this document. See the IBM Tivoli Access Manager for Enterprise Single Sign-On
Version 8.1 Policies Definition Guide, SC23-9694, for information about the policies that can
be set for this product.

62 Setup and Configuration for IBM Tivoli Access Manager for Enterprise Single Sign-On 8.1



1.6 AccessAgent and AccessStudio

The Tivoli Access Manager for Enterprise Single Sign-On AccessAgent and Tivoli Access
Manager for Enterprise Single Sign-On AccessStudio installation is reasonably
straightforward. The Access Studio requires an AccessAgent to be installed (so it can
communicate with the IMS Server). The AccessAgent requires a configuration file to be
edited prior to running the installer.

1.6.1 Preparing to install AccessAgent

Before installing AccessAgent, you must understand the preinstallation tasks and certain key
concepts. See the “AccessAgent preinstallation tasks and information” section in the IBM
Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Installation Guide,
Gl111-9309.

The AccessAgent install is controlled by settings in the SetupHip.ini file (Figure 1-76), found
in the Config directory under the Access Agent install image.

Edit this file in an editor and set the ImsServerName argument to the full host name of the
IMS Server. This is the host name of the IHS server and should match the full host name in
the HTTP Server SSL CA cert.

- setuphilpein s hotepad JJQ
File Edit Format View Help

;between two JwvM directories.

; JwMInstallationDirectories is for IwM versions = 1.1

; oldiwInstallationDirectories is specifically for IwM version 1.1

;IvMInstallationDirectories=<JvM Directory 1=|<JVM Directory 2=|<1WwW Diractory 3>

;oldivmInstallationDirectories=<IwM Directory 1=|<IWM Directory 2=|<IVM Directory 3=

;pefault secure port number for the default IMs server. (default: 443)
ImssecureportbDefault=443

;oefault download port number for the default ImMs server. (default: 80)
ImsbownloadPortbefault=80

;pefault download H:rotoco] for the default IMs server. (default: http://)
ImsDownloadProtocolDefault=http:/,

i
; Setup time and runtime options that to one registry value each

;supported wallet types. <0: IM5 only|l: Non-IMS only|2: Both IMS and non-IMS: (default: 0)
walletTypesupported=0

;whether to prompt user for IMS address during sign up, even if the IMS address specified in ImsServerNameDefault is correct.
ImsAddressPromptEnabled=0

;IMS Server hostname. "<TAM E-550 IMS Servers" should be replaced with the actual hostname of the IMS Server.
ImsServerName=<TAM E-550 IMS Server:

[Dependencyurls]
1SP @ service pack
15w @ software

;2K ¢ windows 2000
JXP 1 wWindows XP

High_Enc_Pack=http: / /download.microsoft. com/download,/win2000pro/w2kenc,/2195/NT5,/EN-US/Encpack_wWin2000_EN. exe

SP_SuW_key_2Kk=http:/ /www. microsoft. com/windows2000/downloads /servicepacks/sp3/sp3lang. asp

Figure 1-76 AccessAgent installation and upgrade options defined in SetHIp.ini

You might want to check the ImsSecurePortDefault, ImsDownloadPortDefault, and
ImsDownloadProtocolDefault settings. If you have configured IMS and IHS correctly, the
values already there should be correct. Save and exit.
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1.6.2 Installing AccessAgent

The steps to install the AccessAgent are straightforward. For more details on installation
steps, refer to the BM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1
Installation Guide, G111-9309, for information.

1. Run the installer in the AccessAgent directory. You can install AccessAgent using either of
following methods:

— Using setup.exe
i. Startsetup.exe.
ii. Go to the Select a language step.

Note: If the language for the installation is different from the Windows operating
system language, certain messages might appear in English or the operating
system language.

— Using AccessAgent.msi.

Double-click AccessAgent.msi. The installation program installs the English version
without prompting you to select a language.

Select a language from the list and click OK.

Click Next to display the license agreement.

Select | accept the terms in the license agreement.

Click Next to display the Install AccessAgent dialog.

Click Browse to select another folder. Click Next to continue the installation.

N o o~ ooDb

Click Yes to restart the computer immediately or No to restart it later.

Important: You must restart the computer before you can sign up or log on to the
Wallet.After the computer restarts, the AccessAgent window appears. The contents vary
according to your organization’s settings.

For Microsoft Windows Vista, enable “Interactive logon: Do not require CTRL+ALT+DEL” in
the Active Directory. AccessAgent automatically enables this security option during
installation unless other group policy enforcements prevent it from doing so. If the setting is
not enabled, press Ctrl+Alt+Delete to invoke the AccessAgent logon page.

Note: If there is a problem connecting to the IMS Server, you might be prompted to enter
the IMS Server host name and port again. If this continues to be a problem, you must
diagnose the connection problems (see Appendix B, “Diagnosing installation problems” on
page 207). You can bypass the step to define the IMS Server, but you are better off
resolving the connection issue before continuing.

1.6.3 Installing AccessStudio

64

The AccessStudio installation is straightforward. Run setup.exe in the AccessStudio directory
and follow the prompts. For more details about the installation steps, see the IBM Tivoli
Access Manager for Enterprise Single Sign-On Version 8.1 Installation Guide, GI11-9309.
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1.7 Conclusion

In this chapter we provided detailed instructions about installation, including figures and
information discovered during a number of installations that are not documented elsewhere in
the standard installation guides for the Tivoli Access Manager for Enterprise Single Sign-on
Version 8.1 product.

The contents presented here focused on providing a thorough and comprehensive set of
installation and configuration steps for the various product components for setting up a Tivoli
Access Manager for Enterprise Single Sign-on environment for a single server install.

In the next chapter we take a closer look at how to install and configure Tivoli Access
Manager for Enterprise Single Sign-on in a cluster environment.
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Installation and configuration in
a clustered environment

In this chapter we introduce the installation of Tivoli Access Manager for Enterprise Single
Sign-On 8.1 in a clustered IBM WebSphere Application Server environment. This section
supplements the IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1
Installation Guide, GI11-9309, and IBM Tivoli Access Manager for Enterprise Single Sign-On
Version 8.1 Setup Guide, GC23-9692. Do not use this chapter in isolation. Check the relevant
guides in the Tivoli Access Manager for Enterprise Single Sign-On Information Center as you
perform the install.
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Figure 2-1 shows a typical architecture diagram of WebSphere Application Server and Tivoli
Access Manager for Enterprise Single Sign-On components in a clustered environment.

WebSphere
Application Server

AccessAgent
Load balancer
Provisioning

Bridge

WebSphere
Application Server

Figure 2-1 Clustered solution architecture

For the Tivoli Access Manager for Enterprise Single Sign-On 8.1 deployment (as documented
in this chapter), we set up a single node WebSphere Application Server cluster with a single
HTTP server without any load balancer. We use IBM DB2 for the IMS database. At a later
point, you can add new cluster members as needed.
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2.1 Database installation and configuration

Tivoli Access Manager for Enterprise Single Sign-On supports various versions of IBM DB2,
Microsoft SQL Server, and Oracle databases. This section walks you through the installation
of the IBM DB2 database.

2.1.1 Installing IBM DB2 Workgroup Server Version 9.7

To install IBM DB2 Workgroup Server Version 9.7, follow the steps below:
1. Start the DB2 Setup launchpad wizard provided on the installation CD (Figure 2-2).

& B2 Setup Launchpad _ =] |
DB2 Setup Launchpad

> Welcome Welcome to DB2 Version 9.7
Release Information The DB2 Setup Launchpad gives you access to all ofthe information that you
. . need to install vour DBZ products and features for Linug, UNE and YWindows
Installation Requirements operating systermns.

Upgrade Information
o To access mare infarmation about the DB2 products available for installation
Install a Product or to perform an installation, select from the tabs provided. You can find mare

praduct infarmation by searching the Information Center.
Exit

Search Information Center

@ Copyright i Businesz hachi Corporation, 1993, 2009,

This Program iz livensed under the terms of the lizense agreement accompanying the Program. This license
agreement may be either located in @ Program directony folder or library identified as 'Licensze’ or "Mon_|Bh_License’,
if applicable, or provided az a printed license agreement. Please read this agreement carefully before using the
Program. By using the Program, you agree to these terms. 1B and the 1BM logo iz a trademark or registerad

of i Buszinesz hachi Corporation in the United States, ather countries, or both. %S
Uzers Restricted Rights - Use, ication or discl icted by G5AADP Schedule Contract with

»..\ |BhA Carp.

Figure 2-2 Welcome to DB2 Version 9.7
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2. Click Install New to launch the DB2 Setup wizard (Figure 2-3).

@& pB2 Setup Launchpad

DB2 Setup Launchpad

Install a Product

Welcome
Release Information Click Install Mew to launch the DB2 Setup wizard for the desired product and
Installation R . + toinstall the product to a new lacation. Ifyou want to update, upgrade, or add
nstallation kequirements features to an existing product, click Work with Existing. You can also launch
Upgrade Information other product installations by clicking Install for the corresponding product.

» Install a Product DB2 Workgroup Server Edition Yersion 8.7 b
Exit

DB2 Workgraup Server Edition is designed to meetthe data server needs of deplayment
of a warkgroup or medium sized business environment. DB2 Warkgroup Server Edition
incarporates a native XML data store and delivers flexible access to ¥wL data using
HQuery, ¥Path, SQL, and standard reporting toals.

Far mare infarmation, see hitpihwees ibm.comidb2,

Database Management and Application Development Tools

Figure 2-3 Install a Product

3. Click Next to begin the process of installing the DB2 Server (Figure 2-4).

,71 DB2 Setup - DB2 Workgroup Server Edition - DB2COPY1

Welcome to the DB2 Setup wizard for DB2 Workgroup Server Edition, Yersion 9.7
5765-F41

The DE2 Setup wizard will install DEZ Workgroup Server Edition on your computer, To continue, click Mext,

Licensed Materials - Property of IBM Corp,

@ Copyright, IBM Corp, and others, 1993, 2009, This Program is licensed under the terms of the license agreement

accompanying the Program, This license agreement may be either located in a Program directory Folder or library identified as
'License' or 'Mon_IEM_License', if applicable, or provided as a printed license agreement. Please read this agreement carefully ((
befare using the Program. By using the Program, you agree to these terms, IBM and the IEM logo is a trademark or

reqgistered trademark of International Business Machines Corporation in the United States, other countries, or both, Java l_t}iﬂ,
and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both, US
Government Users Restricked Rights - Use, duplication or disclosure restricted by GS& ADP Schedule Contract with IBM Corp,

Cancel |

Figure 2-4 Welcome to the DB2 Setup wizard
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4. Accept the license agreement and click Next (Figure 2-5).

Software License Agreement

Please read the following license agreement carefully,

{5 DB2 Setup - DB2 Workgroup Server Edition - DE2COPY1 i ] 5

IMPORTAMT: READ CAREFULLY
Two license agreements are presented below.

1. IBM International License Agreement for Evaluation of Programs
2. IBM International Program License Agreement

If you are obtaining the Program for purposes of productive use (other than evaluation, testing, trial "try
or buy," or demonstration): By clicking on the "Accept” button below, You accept the IBM International
Program License Agreement, without modification.

If you are obtaining the Program for the purpose of evaluation, testing, trial "try or buy," or demaonstration
(collectively, an "Evaluation™): By clicking on the "Accept” button below, You accept bath (i) the 1BM
International License Agreement for Evaluation of Programs (the "Evaluation License"), without

Read non-IBM terms. J

T accept the terms in the license agreement;

" 1 do not accept the terms in the license agresment

Installshisld _

|

Print J < Back | Mext = I Cancel

Figure 2-5 Software License Agreement

5. On the next page, you see three options for the installation type. Select the installation
type that best suits your environment’s needs. Click Next to continue the installation

(Figure 2-6).

{2 DB2 Setup - DBZ Workgroup Seryer Edition - DE2COPY1 U _ o) x|

Select the installation type

(% Typical: Approximately 900 - 1300 ME
" Compack: Approximately 500 - 1100 ME
™ Cuskom: Approximately 600 - 1700 ME

r~Information about the installation bype

The typical setup includes basic database server function, database administration tools, and most product
features and Functionality.,

To add features For application development and other optional functionality later in the setup process, click
Custom,

View Features. .. |

3| Shield
Cancel | Help

< Back

Figure 2-6 Select the installation type
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6. On the Select the installation, response file creation, or both page, you can accordingly
install DB2 on the computer or save the settings to a response file, or both, as necessary.
Click Next to continue (Figure 2-7).

{5 DB2 Setup - DB2 Workgroup Server Edition - DE2COPY1 o ]

Select the installation, response file creation, or both

The DEZ Setup Wizard can install DBZ Workgroup Server Edition on this computer, create a response file
that you can use to install this product on a computer later, or both,

' Install DEZ Workgroup Server Edition on this computer:

" Save my installation settings in a response file

Mo software will be installed on this computer,

" Install DEZ Workgroup Server Edition on this computer and save my settings in a response File

Response file name  |Ci\Documents and Settings)adminiskratorifay imentsiF WSE

Installshisld

< Back. J [ext > I Cancel I Help

Figure 2-7 Select the installation, response file creation, or both

7. Select the installation location (Figure 2-8). Click Change to select a different folder.
Click Next.

{2 DB2 Setup - DB2 Workaroup Server Edition - DE2COPY1 A I _ o) x|

Select the installation folder

The DEZ Setup wizard installs DBZ Workgroup Server Edition in the Following Folder. To select a different Folder, click
Change or type a directary,

Directary JE:\Program Files\[BMISQLLIE! Change... |
Space required: 7958 MB Disk space... |

Ir il

< Back | Mext = I Cancel Help

Figure 2-8 Select the installation folder
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8. Define a DB2 administrator account and specify a password (Figure 2-9). When finished,

click Next.

{5 DB2 Setup - DB2 Workgroup Server Edition - DE2COPY1

Set user information for the DB2 Administration Server

The DEZ Administration Server {DAS) runs on your computer ko provide support required by the DEZ Eools,
Specify the required user information for the DAS.

1t is highly recommended that you use a local user or domain user account instead of the LocalSystem account.
Further details are available by clicking Help.

{+ Local user or Domain user accaunt

User information

=101

(o LocalSystem account

V¥ Use the same accourtt For the remaining DE2 services

Installshisld

Domain I Mone - use local user account j
User name |db23dmin
Password I********
Confirm password I********

< Back ] et = | Cancel |

Help

Figure 2-9 Set user information for the DB2 Administration Server

9. On the Configure DB2 instances page (Figure 2-10), you are presented with the default
DB2 instance, You do not have to specify additional configuration options for the default

instance. Click Next to continue.

{i# DB2 Setup -DB2 Workgroup Server Edition - DE2COPY1 W

Configure DB2 instances

The Following instances will be created during installation. You can customize the configurations by clicking on
the Configure button,

DEZ Instances:

Configure. ..

=101

r~Instance description

The default instance, DEZ, stores application data,

Ir hiield

< Back Cancel

Help

Figure 2-10 Configure DB2 instances
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10.You do not need to prepare the DB2 tools catalog (Figure 2-11). Click Next to continue.

{5 DB2 Setup - DB2 Workgroup Server Edition - DE2COPY1 i ] 5

Set user information for the DB2 Administration Server

The DEZ Administration Server {DAS) runs on your computer ko provide support required by the DEZ tools,
Specify the required user information for the DAS.

1t is highly recommended that you use a local user or domain user account instead of the LocalSystem account.
Further details are available by clicking Help.

{+ Local user or Domain user accaunt

User information

Domain I Mone - use local user account j
User name |db23dmin
Password I********
Confirm password I********

(o LocalSystem account

V¥ Use the same accourtt For the remaining DE2 services

< Back J Mext = | Cancel J Help
Figure 2-11 Prepare the DB2 tools catalog

Installshisld

11.0n the Set up notifications page (Figure 2-12), uncheck the "Set up your DB2 server to
send notifications” selection. Click Next to continue.

DB2 Setup - DB2 Workgroup Server Edition - DB2ZCOP

Set up notifications

. =10l x]

‘fou can set up your DB2 server to automatically send e-mail or pager notifications to alert administrators when a
database needs attention. The contact information is stored in the administration conkack lisk, You need an
unauthenticated SMTP server ko send these notifications,

If wou do not set up your DB2 server to send notifications at this time, the health alerts are still recorded in the
administration notification log,

|~ Set up your DB2 server to send notifications!

tian SMTE server: |

"Admn o combach list lacation —

* Local - = & contack list om Ehis computer

" Remote - Use isting contact list om another DEZ server

te DBZ server

ImstallShield

< Back | Mext = I Cancel Help

Figure 2-12 Set up notifications
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12.Enable operating system security for the database server and accept the defaults

(Figure 2-13). When finished, click Next to continue.

{5 DB2 Setup - DB2 Workgroup Server Edition - DE2COPY1 X

Enable operating system security for DB2 objects

Specify if you would like ko enable operating system security For DBZ files, folders, registry keys, and other

ohjects on your computer, IF vou enable this security, operating system access to DEZ objects will be limited to
the groups specified below,

¥ Enable operating system security

Information on the DBZ administrators group and DBZ users group is available by clicking Help.

—DBZ administrators group

Domain I Mone - use local group j

Group name |DBZADMNS ‘

DBZ2 users group

Domain I Mone - use local group ﬂ

GrOUp Name

|pB2USERS ‘

InistallShield

< Back |

Cancel | Help |

Figure 2-13 Enable operating system security for DB2 objects

13.Verify the settings on the Start copying files page and click Install (Figure 2-14).

i DB2 Setup - DB2 Workgroup Server Edition - DB2COPYIN. =10l

Start copying files

The DEZ Setup wizard has enough information to start copying the program files, IF you want to review or
change any settings, click Back, IF vou are satisfied with the settings, click Install to begin copying files,

Current settings:

Product to install: DB2 Workgroup Server Edition - DB2COPY1
Installation type: Typical

DB2 copy name: DB2COPY1

Set as default DB2 copy: Yes

Set as default IBM database client interface copy: Yes

Selected features:

DB2 Update Service

Base application development tools

Base client support

Configuration Assistant

Control Center

IRM Nata Server Provider for NFT LI

Installshisld

< Back | Install I Cancel | Help

Figure 2-14  Start copying files

Chapter 2. Installation and configuration in a clustered environment

75



14.Wait for the installation to complete (Figure 2-15).

{5 DB2 Setup - DB2 Workgroup Server Edition - DE2COPY1 i ] 5

Installing DB2 Workgroup Server Edition - DE2ZCOPY1

Status:

Copying new files

Installshisld _

= Bac | [

Figure 2-15 Installing DB2 Workgroup Server Edition - DB2COPY1

15.The Setup is complete page displays on completion of the install (Figure 2-16). Note
the port number. This is 50000 by default. Click Next to complete the install and exit
the installer.

{i DB2 Setup - DB2 Workgroup Server Edition - DB2COPYT L x|

Setup is complete

DEZ Setup wizard has finished copying files to your computer and has completed
all the required system configuration tasks, Shut down all software programs
running on the system now, The programs can then be restarted and DBZ will be
ready for use, The install log is located in Ci\Documents and
Settingsiadministratoriiy Documents\DBZLOGDBZ-WSE-Fri Apr 09 15_36_01
2010.log. Consult the log file to ensure that all tasks completed successfully,

IF you have not already done so, it is recommended that you complete the
post-install steps after installation,

Required steps: ﬂ

You have enabled DB2 extended Windows security.
You must add DB2 users that need to run DB2 local

applications or tools to either the DB2 administrators
group or DB2 users group.

You can connect to the DB2 instance "DB2" using the
port number ""50000", Record it for future reference. =l

Click Mext to install additional products.,

Figure 2-16 Setup is complete

76 Setup and Configuration for IBM Tivoli Access Manager for Enterprise Single Sign-On 8.1



2.1.2 Configuring DB2

To configure DB2 follow the steps below:

1. Create the IMS database using either the DB2 Control center or by entering the
appropriate commands.

2. Configure DB2 via the Control Center:

a. Inthe Control Center, click the Create New Database link to start the Create Database
wizard (Figure 2-17).

b. Enter a name for the database (such as IMSDB), specify an alias (such as IMSDB),
and specify a path for the database (such as E:\).

c. Ensure that the default buffer pool and table space page size are set to 8 K. Click Next
to continue.

* . Create Database Wizard

x|

L Name Specify a name for your new database
2. Storade This wizard helps you create and tailor a new database, To create a basic database, type a new name, select a drive, and click Finish, I you
3. Region want to tailor the database ko your requirements, click Mext ko continue, Task Cverview,
4. Summary

Database name IIMSDB

Default path | el _I

Alias | DB

Comment IDB for IMS

[ Restrict access to system catalogs

{* Let DBZ manage my storage (automatic storage)

= I want ta manage my storage manually

Default bufferpool and table space page size |5

Mext » I Einish Cancel

Figure 2-17 Specify a name for your new database
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3. Verify that Use the database path as a storage path is checked (Figure 2-18) and click
Next to continue.

eate Database Wizard

1. Name Specify where to store your data

[ SlimEge In an automatic storage database, the data is stored in one or more storage paths, IF you do nok specify additional storage paths, the

3. Region database path specified on the Mame page is used as the single storage path. I you clear the checkbox, the database path will not be used
4, SR as a storage path., In this case, you must specify one or more storage paths in the storage paths list.

If you do not wank to create an aukomatic storage database, return to the Mame page and click the radio button: T want to manage my
storage manually.

Storage Path - | Free Space {ME) 2 I File System Capacity (ME) 2 I Percent Use

33
3

4 | |

0 of 0 ikems displayed l“z gl::> d> B | Defaul view = view

4 Back | Mext » I Einish Cancel

Figure 2-18 Specify where to store your data
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4. Ensure that System is selected for the collating sequence and UTF-8 for the code set
(Figure 2-19). Select the country/region and territory (for example, default for
Country/Region) and US for territory. Select the code-set as UTF-8 and click Next.

eate Database Wizard

1. Name Specify the locale for this database.
2 SHeEeE The locale (territory and code set) determines the set of charackers your database uses. It also determines how different character strings are
3. Region compared.,

[FS
L
=
2
=)
]

=

~Database locale

CountryRegion Idefault LI

Territary IUS|
Code set IUTF-B VI

~Collating Sequence

Character strings are sorted according to the code set you specify

' System abave.

€ Identity Character strings are sorted according to their hexadecimal value.

Character strings are sorted using the Compatibility Encoding Scheme
for UTF-16: 8-Bit specification (CESU-3)

Character strings are sorted using the Unicode Collation Algorithm
4.0.0, with normalization on.

" Identity_16hit

" UCA400_NO

Character strings are sorted as per UCA400_RO, but using the Royal

{7 UCA400_LTH Thai dictionary rules For the Thai characters,

¢ Compatibility his strings ate sorted using the DEZ vers collating):
Character sttings are so 0 Systenm with addi | rules for: b

= HLSChar specific codeset{territary,

4 Back | Mext » I Einish Cancel

Figure 2-19 Specify the locale for this database
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5. Review the options for creating the database (Figure 2-20) and click Finish to create
the database.

* e Create Database Wizard x|
1. Name Review the actions that will take place when you click Finish

2. Storade ‘Wwhen you click Finish, the wizard creates a database and the necessary table spaces, To change any of the parameters, go back to the

3. Region appropriake page in this wizard, To view the equivalent command, click Show Command

B SRR Create database IMSDBE

Automatic storage database: Yes
Table space prefetch size: Automatic

Defaulk Automatic Storage User Table Space
Defaulk Automatic Storage Catalog Table Space
Defaulk Automatic Storage Temporary Table Space

Defaulk database page size: 8 K
Restrict system catalog access: Mo

Territory: LS
Code set: UTF-8 (%ML enabled)
Collating type: SYSTEM

Storage paths:

e

Show Command |

4 Back | Cancel |

Figure 2-20 Review the actions that will take place when you click Finish

2.2 WebSphere Application Server Network Deployment

This section details the installation of IBM WebSphere Application Server Network
Deployment.

Before starting the installation, ensure that the installation user has the following permissions:

» Act as part of the operating system
» Log on as a service

Note: The part number for the IBM WebSphere Application Server Network Deployment
V7.0 for Windows on x86-32 bit installation package is C1G2GML. The part number for the
IBM HTTP Server, HTTP plug-in, and Update Installer for IBM WebSphere Application
Server Network Deployment V7.0 Windows x86-32 bit installation package is C1G2HML.
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To install:

1. Run Taunchpad.exe (Figure 2-21). Click Launch the installation wizard for WebSphere
Application Server Network Deployment to install IBM WebSphere using the installation

wizard.

54|

=] WebSphere. software

Welcome

WebSphere Application Server
Installation

IBM HTTP Server Installation
Weh Server plug-ins Installation

WehSphere DMZ Secure Proxy Server
Installation

Application Clients Installation

IEM Update Installer for WebSphere
Software Installation

IEM WehSphere Installation Factory
IEM Edge Components

IBM Support Assistant

IEM Tivoli Composite Application
Manager for YWebSphere Application

Server

Exit

i WebSphere Application Server Network Deployment - IEI|_|

ﬂ%

Language selection: Engllsh

Welcome to WehSphere Application Server Network
Deployment

|1Bh WebSphere Application Server Metwark Deployment, Wersion 7.0is an integrated
platform that contains an Application Server, Web development tools, a Web server, and
additional supporting software and documentation. This launchpad may serve as a
sindle paint of reference far installing your Application Server environmeant,

We recarmmend wiewing the installation diagrams for illustrations of cormmaon application
server environments. For full documentation wisit the on-line WehSphere Information
Center.

To begin, select an entry from the list below to initialize a product installation wizard.
Alternatively, select a praduct on the navigation listto leftto read descriptions of the
praducts, and browse help documentation and support links before starting an
installation wizard.

-+ WehSphere Application Server Network Deployment

& Launch the installation wizard forWebSphere Application Server hetwork
Deployment.

-+ IBM HTTP Server
N Launch the installation wizard for [BW HTTP Server.

-+ Weh Server plug-ins

E Launch the installation wizard forWeh Server plug-ins.

-+ WehSphere DMZ Secure Proxy Server

N Launch the installation wizard for DMZ Secure Proxy Server.

-+ Application Clients

N Launch the installation wizard for Application Clients. Ll

Figure 2-21 Welcome to WebSphere Application Server Network Deployment
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Click Next to continue on the Welcome to the IBM WebSphere Application Server
Network Deployment Installation wizard page (Figure 2-22).

i IBM WebSphere Application Server 7.0 - |EI|1|

Welcome to the IBM WebSphere Application Server Network Deployment
installation wizard.

This wizard installs |IEM WebSphere Application Server Metwaork Deployment.
Additional infarmation can be found at the [nformation Centers and Support sites
forWehSphere and related products homepage.

Click Next to continue.

InstallEhield —_ —— N

= Back Mext = Cancel |

Figure 2-22 Welcome

2. On the Software License Agreement page (Figure 2-23), accept the IBM and non-IBM
terms for the license agreement and click Next.

i IBM WebSphere Application Seryer 7.0 ‘ - |EI|1|

Flease read the following license agreement carefully.

lInternational Frogram License Agreement i’
Fart 1 - General Terms

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
PROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
ACCEPTING THESE TERMS OF BEHALF OF ANOTHER PERSON OR A
COMPANY OR OTHER LEGAL ENTITY, ¥OU REFRESEMNT AMD WARRANT THAT
0L HAYE FULL AUTHORITY TO BIND THAT PERSON, COMPARY, OR LEGAL
ENTITY TO THESE TERMS. IF ¥OU DO MNOT AGREE TO THESE TERMS,

Read non-IBM terms |

& accept hath the [BM and the non-IBM terms

|

| do not accept the terms in the license agreement

Print |

= Back MNext = Cancel

Figure 2-23 Software License Agreement
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3. On the system Prerequisites Check page (Figure 2-24), click Next when you see the
message that your operating system completed the prerequisites check successfully.

InstallEhield

i IBM WebSphere Application Server 7.0

System Prerequisites Check =

Passed: Your operating system completed the prerequisites check
successfully.

Your operating system meets or exceeds the requirements for this product.
See the WehSphere Application Server detailed system reguirerments Wekb
pages far mare information about supported operating systems. Go to the
product support Web pages to ohtain the latest maintenance packages to
apply after installation.

The installation wizard alzo checks for existing installations of WebSphere
Application Server. To have mare than one installation of WebSphere
Application Server running an the same machine, unigue portvalues must be
assigned to each installation. Otherwise, anly ane installation of WebSphere
Application Server can run.

& |nstallations of WebSphere Application Server prior ta Version 6.1
may not he found reliahly.

& |nstallations of WebhSphere Application Server that are not registered
with the aperating systerm may not be found reliably.

=10l x|

|

= Back et = Cancel |

Figure 2-24 System Prerequisites Check

From the Optional Features Installation page (Figure 2-25), we do not install any of the

sample applications/language packs. Click Next to continue.

stallShield

i IBM WebSphere Application Ser¥er 7.0 ‘ - |EI|1|

Optional Features Installation

Select IBM WebSphere Application Server Metwork Deployment features to
install. See the InstallGuide_en.html file in the docs directory for detailed
descriptions of the optional features.

[ Ingtall the Sample applications.

The Samples include hoth source code files and integrated enterprise
applications that demonstrate some ofthe latest Java (Th) Platfarm,
Enterprise Edition {Java EE) and WebSphere technologies. The samples are
recommended for installation to learning and demaonstration environments,
such as development environments. However, they are not recommended far
installation to production application server environments.

™ Install non-English language packages for the administrative consale.

In addition to installing the Enalish language files, you can also install all the
non-English language files needed for using the administrative console fram
machines with non-English locales.

[ Install non-English language packages for the application server runtime en...

In addition to installing the Enalish language files, you can also install all the
non-English language files that support the application server runtime
enviranment, such as the wsadmin tool and logging.

= Back Cancel

Figure 2-25 Optional Features Installation
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5. Accept the default installation directory or modify it as needed (Figure 2-26), and
click Next.

i IBM WebSphere Application Server 7.0 - |EI|1|

Installation Directory
IEM WehSphere Application Server Metwaork Deplayment, Yersion 7.0 will be
installed to the specified directary.

Specify a different directory or click Browse to select a different install location.

Froduct installation location:
|EhPr0gram Files\BMWYehSpheralippServar

Browse...

InstallEhield

= Back | Mext = | Cancel |

Figure 2-26 Installation Directory

6. On the WebSphere Application Server Environments page (Figure 2-27), select None

from the list of environments. We configure a profile later in the deployment. Click Next
to continue.

i IBM WebSphere Application Server 7.0 ‘ - |EI|1|

WehSphere Application Server Environments

Selectthe type of WebSphere Application Server environment to create during
installation. Although anly one environment type can be chosen, additional
profiles can be created after installation using the Profile Management Toal.
Environments

Cell {deployment manager and a managed node)

Management

Application server

Custom

Secure proxy (configuration-onlyd

Mone

"Descriptiuu

WebSphere Application Server version 7.0 requires at least one profile to be
functional. Only select this aption if one ar mare profiles will be created after
installation completes successiully.

lIShield

= Back | MNext = Cancel

Figure 2-27 WebSphere Application Server Environments
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7. A warning message displays (Figure 2-28). Ignore this message for the moment and click
Yes to continue.

WebSphere Application Server version 7.0 requires at least one profile to be functional.

& Are you sure you want to proceed withaout creating a profile?

Figure 2-28 Warning

8. Select the Create a repository for Centralized Installation Managers check box
(Figure 2-29).

i IBM WebSphere Application Server 7.0

=0l

Repository for Centralized Installation Managers

Choose whether to create a repaositary for centralized installation management.
Deployment managers can access and install cantents from this repository to
other target locations. If created now, a copy of this installation package can be
putin the repasitary. Use the YWehSphere Installation Factory to create and
populate a repository [ater,

[™ Create a repository for Centralized Installation Managers.

InstallZhielr —

= Back Cancel

Figure 2-29 Repository for Centralized Installation Managers
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9. You are then prompted for for the directory path of the repository (Figure 2-30). Modify the
directory path (if necessary) and click Next to continue.

i IBM WebSphere Application Server 7.0 - |EI|1|

Repository for Centralized Installation Managers

Choose whether to create a repositary for centralized installation management.
Deployment managers can access and install cantents from this repository ta
other target locations. If created now, a copy of this installation package can be
putin the repasitary. Use the YWehSphere Installation Factory to create and
populate a repository [ater,

Directary path of repositony:
|E:1Pr0gram Files\BMWYehSpherelcimrepos

Browse... I

¥ Populate the repositary with this installation package.

InstallEhield

= Back | Mext = | Cancel

Figure 2-30 Repository for Centralized Installation Managers

10.0n the Installation Summary page, review the installation (Figure 2-31) and click Next.

n Server 7.0 ‘ A 10l =|

Installation Summary

Review the summary far carrectness. Click Back to change values on previous
panels. Click Next to hegin the installation.

The following product will be installed:

- IBM WebSphere Application Server Hetwork Deployment
Product Instaliation location: EAProgram
Files\EMYehSpheralippSerer

The following features will he installed:
& Core product files
Total size:

& 1872 MB

Application server enviranment:

& Mone

lIShield

= Back Cancel

Figure 2-31 Installation Summary
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11.0n the Installation Results page, when you see the success message (Figure 2-32),
uncheck Create a new WebSphere Application Server Profile using the Profile
Management Tool and click Finish to complete the installation.

i IBM WebSphere Application Server 7.0 - |EI|1|

Installation Results

Success: The following product was installed successiully.

- IBM WebSphere Application Server Network Deployment -
E:\Pragram Files\UBwMWWehSpheralippSerer

;CLeate a new WebSphere Application Server profile using the Profile
wanagement Tool

Click Finish to exit.

InstallEhield

= Back = Einizh

Figure 2-32 Installation Results
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2.2.1 WebSphere Update Installer

88

The Update Installer is needed to install the HTTP Server, WebSphere Application Server fix
packs, and the IMS fix packs. The update installer software is available with the WebSphere
Application Server installation V7.0. Because we need to install a later version of the Update
Installer (V 7.0.0.7 or later), you need to obtain the software installation package from the IBM
support site and run the installation setup as shown in the following steps:

1. Runinstall.exe to start the Installation wizard for the update installer (Figure 2-33). Click

Next to continue with the installation.

& Installation Wizard for the Update Installer 7.0.0.7 10l =|

Installation Wizard for the Update Installer
Welcome to the Installation Wizard for the |IEM Update Installer for YWebSphere
Software. Additional information can be found at the Information Centers and

Support sites forWehSphere and related products home page.

Click Next to continue.

InstallShield —— —

=B et = Cancel

Figure 2-33 Installation Wizard for the Update Installer

terms and click Next.

From the Software License Agreement page (Figure 2-34), accept the IBM and non-IBM

& Installation Wizard for the Update Installer 7.0.0.7 — 10l =|

Flease read the following license agreement carefully.

International Program License Agreement i’
Part1 - General Terms

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
PROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
ACCEPTING THESE TERMS OM BEHALF OF ANOTHER PERSON OR A
COMPANY OR OTHER LEGAL ENTITY, ¥OU REFRESEMNT AMD WARRANT THAT
| [YOU HAVE FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LEGAL
S EMTITY TO THESE TERMS. IF ¥OU DO NOT AGREE TO THESE TERMS,

Read non-IBM terms |

& accept hath the [BM and the non-IBM terms

|

| do not accept the terms in the license agreement

_ Print |

InstallEhield

= Back MNext = Cancel

Figure 2-34 Software License Agreement
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3. Click Next when you get the passed status on the System Prerequisite Check page

(Figure 2-35).

i Installation Wizard for the Update Installer 7.0.0.7

=10l x|

InstallEhield

System Prerequisites Check

Passed: Your operating system completed the prerequisites check successiully,

Your operating system meets or exceeds the regquirements for this product. See
the WebSphere Application Server detailed systermn requirements Web pages for
mare information about supported operating systems. Go to the product suppart
Web pages to obtain the latest maintenance packages to apply after installation.

Click Next to continue the installation.

= Back Mext = Cancel

Figure 2-35 System Prerequisites Check

Change the directory location if necessary and click Next. You can create a start menu

icon by clicking the check box.

On the Installation Summary page (Figure 2-36), click Next to continue.

& Installation Wizard for the Update Installer 7.0.0.7 A 10l =|

InstallShield —

Installation Summary

Review the summary for carrectness. Click Back to change the values on previous
panels. Click Next to hegin the installation.

The following product will he installed:

@ IBM Update Installer for ¥ | e e
Path: E\Frogram Flileal B WebSphera\Uipdatelnstalier

for a total size:

@ 356 MB

= Back et = Cancel

Figure 2-36 Installation Summary
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6. Click Finish to complete the installation (Figure 2-37).

& Installation Wizard for the Update Installer 7.0.0.7 10l =|

Installation Complete

Success: The following product was successfully installed:

- IBM Update Installer for ¥ | e e
Path: EAProgram FilealBMWebSphera\Uipdatelnstalier

¥ Launch IEM Update Installer for WebSphere Software on exit.

You can also launch the Update Installer by running the update command in the
installation directory.

Click Finish to exit the wizard.

InstallEhield —

Figure 2-37 Installation Complete

The IBM Update Installer (V7.0.0.7) has been successfully installed.

2.2.2 WebSphere fix pack

For the purpose of this installation, the WebSphere Application Server fix packs can be
copied to any standard directory on the local system. For this WebSphere deployment, we
copy all the updates and fix packs to the Update Installer maintenance directory (for example,
E:\Program Files\IBM\WebSphere\Updatelnstaller\maintenance).

1. Run update.bat (from the E:\Program Files\IBM\WebSphere\UpdateInstaller directory)
to start the IBM Update Installer for WebSphere Software wizard (Figure 2-38). Click Next
to proceed with the upgrade process.

i IBM Update Installer for WebSphere Software 7.0.0.7 - |EI|1|

Wielzome to the IBM Update Installer for ¥ | e e wizard.

| v

This wizard installs or uninstalls maintenance packages, including interim

| WebSphere. ERiEI fixes, fix packs, and refresh packs. The following products are supported:

& [BMWebhSphere Application Server Yersion 6.0.2.21 or above
& [BMWehSphere Application Server Metwork Deployment Yersion
6.0.2.21 ar ahove
& [BMWehSphere Application Server - Express Yersion 6.0.2.21 or
ahove
@ |BM Application Client for WebSphere Application Server Yersion
6.1.0.0 or above ]
& Yieh server plug-ins forWebSphere Application Server Yersion 6 ar
ahove
& [BMWehSphere Application Server .1 Feature Pack for eh
Services version 6 or above
& [BMWehSphere Application Server 6.1 Feature Pack for EJB 3.0
version B or above
# [BMWehSphere Extended Deployment Yersion 5.1 or above
@ |[BM HTTF Server Yersion 6 or above LI

InstallEhield

= Back Cancel |

Figure 2-38 Welcome to the IBM Update Installer for WebSphere Software wizard
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2. Select WebSphere\AppServer from the drop-down menu (Figure 2-39) and click Next to
continue.

i IBM Update Installer for WebSphere Software 7.0.0.7 - |EI|1|

Product Selection
Enter the installation location of the product that yvou want to update.

You can select a different directary from the drop-down list, specify a different
directary, or click Browse to select a directory.

Directary path:
IE:IProgram Files\BMWYehSpheralippServar LI

Browse... |

|

InstallEhield

= Back

Cancel |

Figure 2-39 Product Selection

3. Select Install maintenance package (Figure 2-40) and click Next to continue.

i IBM Update Installer for WebSphere Software 7.0.0.7 - - |EI|1|

Maintenance Operation Selection

& |nstall maintenance package.

" Uninstall maintenance package.

Install=tield

= Back Cancel

Figure 2-40 Maintenance Operation Selection
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4. Browse to and specify the location of the fix pack (Figure 2-41). (This is the directory to
which you copied the maintenance packages. For this example, it is E: \Program
Files\IBM\WebSphere\UpdateInstaller\maintenance). When finished, click Next.

i IBM Update Installer for WebSphere Software 7.0.0.7 - |EI|1|

Maintenance Package Directory Selection

Enter directory to list maintenance packages available for installation. You can
specify a directary or click Browse to select a path to maintenance package.

Directary path:
|E:1Pr0gram Files\BEMWYehSpherallpdatelnstallenmaintenance

Browse...

The latest maintenance packages are available online. Obtain maintenance
packages forYWebhSphere Application Server and all WehSphere Application
Server Feature Packs either by visiting the Eecommended fixes for YWebSphere
Application Server webpage for a complete list ar by using the YWebSphere
Maintenance Download wizard to find specific maintenance packages.

Additional infarmation can be found online atthe WebSphere Application Server
library aor WebSphere Application Server infarmation center wehpages.

InstallEhield _— — S

= Back et = £ Cancel

Figure 2-41 Maintenance Package Directory Selection

5. On the Available Maintenance Package to Install page (Figure 2-42), accept the
WAS-WinX32-FP0000007.pak and click Next.

i IBM Update Installer for WebSphete Software 7.0:0.7 ‘ - |EI|1|

Available Maintenance Package to Install —

Select maintenance packages to install:

Select Recommended Updates Dezelect All Updates

¥ 7.0.0-WWS-\A SN 3 2-FPO00000T pak

I~ 7.0, 0-yE-Ap ] e NO0n00y. pak- Mot Applicable
| AR =R =R C32-FRO000007. pak- Mot Applicable

[~ 7.0.0-5-PLG- 32-FRO00000F.pak- Mot Applicable

Each package =selection might restrict remaining packages availahle for further
selection.

Multiple selections can be made for different products.

Click Next to continue LI

InstallShield -

= Back Cancel |

Figure 2-42 Available Maintenance Package to Install
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Click Next on the Installation Summary page (Figure 2-43) and wait for the installation to
complete.

i IBM Update Installer for WebSphere Software 7.0.0.7 - |EI|1|

Installation Summary

The following maintenance package will be installed:

& 7.0.0 WS AWAS WinX32-FPOD0D0D07 - WehSphere Application Server
7.0.0.7 FixPack

on the following product:

- IBM WebSphere Application Server Hetwork Deployment - V7.0.0.0
E:Pragram Files/BEMMehSpheraifppSerer

This maint e package updates the profiles. Review the maintenance
package readme for more information on profile updates. Back up each profile
with the backupConfig command before you continue, or archive the entire
profiles directory.

Click Mext to begin the installation.

InstallEhield  —

= Back Cancel

Figure 2-43 Installation Summary

6. When the success message is displayed on the Installation Complete page (Figure 2-44),
click Finish to exit the wizard.

(5 1 Updote InstalERTor b aghere Ioixq

Installation Complete

Success: The following maintenance package was installed:

& 7.0.0WSAWAS WInX32-FPOD0D0DD7Y - WehSphere Application Server
7.0.0.7 FixPack

on the fallowing product:

- IBM WebSphere Application Server Hetwork Deployment
E:Pragram Files/IErMYehSpheraifppSerer

| | Click Relaunch to add or remave additional maintenance packages, or click Finish
! to exitthe wizard.

allis

= Back Eelaunch Einizh

Figure 2-44 Installation Complete

Note: You will need to repeat the above installation steps on all servers/nodes to be
added to the WebSphere Application Server cluster that will host the IMS Server.

Creating WebSphere profiles

In this section we create a Deployment Manager and a custom profile using the WebSphere
Profile Management Tool.
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Creating a Deployment Manager profile
To do this follow the steps below.
1. Launch the WebSphere Profile Management Tool from the appropriate program group.

Click Start — All Programs — IBM WebSphere — Application Server Network
Deployment V7.0 — Profile Management Tool (Figure 2-45).

[ Profile Management Tool 7.0 10l =|

File Window Help

B @ Profile Management Tool | £33 welcome

Welcome to the Profile Management Tool

Launch Profile Management Tool

This wizard creates run-time environments that are referred to as profies At least one profile must exist to have a functional
installation,

An initial profile typically is created during the installation process, Use this wizard to create additional profiles that each contain a set
of commands, configuration files, log files, deplovable applications and other information that defines a single application server
environment.

Click the £ aunch Frofie Managemené Too/button or the Profile Management Tool tab above to begin managing your profiles,

The online information centers provide more information about the Profile Management tool and setting up bypical topologies,

‘WebSphere Application Server - View the online information center

Figure 2-45 Welcome to the Profile Management Tool
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2. Click Create to create a new profile (Figure 2-46).

File Window Help

ﬁ @ Profile Management. Tool Welcome

[ Profile Management Tool 7.0 10l =|

Profile name | Environment | Profile path

Augrent, ..

=0
Create. .. |
e

Figure 2-46 Profile Management Tool 7.0 - Profiles tab

3. For the type of WebSphere Application Server environments, select Management and

click Next (Figure 2-47).

[ Profile Management Tool 7.0

Environment Selection

ETTT

=10l x|

Select a specific bype of environment to create,
Environments:

| v

= WebSphere Application Server

Cell {deployment manager and a federated application server)
nagernenk

Application server
Custom profile
‘- Secure proxy {configuration-onky)

[ Description

A management profile provides the server and services For managing multiple application server environments, The administrative agent
manages application servers on the same machine, The Network Deployment edition also includes a deployment manager for tightly coupled
management and a job manager for loosely coupled management of topologies distributed over multiple machines.

< Back I Mext = I Eimish Cancel |

Figure 2-47 Environment Selection
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4. On the Server Type Selection page (Figure 2-48), select Deployment manager and click
Next.

& Profile Management Tool 7.0 10l =|

Server Type Selection

ETTT

Select the bype of server to be created within this management profile

" administrative agent

An administrative agent provides management capability For mulkiple stand-alone application servers, An administrative agent can manage
only the application servers that exist within the same installation on one machine,

i+ Deployment manager
A deployment: manager provides management capability For multiple federated nodes, A deployment manager can manage nodes that span
multiple systems and platforms. The nodes that are managed by a deployment manager can only be managed by a single deployment
manager and must be federated to the cell of that deployment manager, 1

" Job manager

A job manager provides management capability For multiple stand-alone application servers, administrative agents, and deployment

managers, The job manager can manage nodes that span multiple systems and platforms. The nodes that are managed by one job

manager also can be managed by other job managers. _I
-

Eimish Cancel |

Figure 2-48 Sever Type Selection

5. Select Typical Profile Creation (Figure 2-49) and click Next.

8 Profile Management Tool 7.0 — 10l =|

Profile Creation Options S

Choose the profile creation process that meets vour needs. Pick the Typical option to allow the Profile Management Tool to assign a set of default 2
configuration values to the profile. Pick the Advanced option to specify your own configuration walues for the profile.

ETTT

o Typical profile creation:

Create a deployment manager profile that uses default configuration settings. The Profile Management Tool assigns unique names ko the
profile, node, host, and cell. The tool also assigns unique port values, The administrative console will be installed and you can optionally
select whether to enable administrative security, The tool might create a system service to run the deployment manager depending on the
operating system of your machine and the privileges assigned to your user account,

Mote: Default personal certificates expire in one year, Select Advanced profile creation to create a personal certificate with a different

expiration.

" advanced profile creation
Create a deployment manager using default configuration settings or specify your own values For settings such as the location of the
profile and names of the profile, node, host, and cell. You can assign your own port values, You can optionally choose whether to deploy
the administrative console, You might have the option to run the deployment manager as a system service depending on the operating
system of your machine and the privileges assigned to your user account, _I
-

< Back I Mext = I Eimish Cancel |

Figure 2-49 Profile Creation Options
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6. On the Enable Administrative Security page (Figure 2-50), click the Enable
administrative security check box to enable administrative security. Enter a user name
(of your preference) for the WebSphere Application Server administrator to be created (for
example, wasadmin), and specify an appropriate password for the user. Re-enter the
password for confirmation and click Next.

[ Profile Management Tool 7.0 10l =|

Administrative Security r

Choose whether to enable administrative security. To enable security, supply & user name and password For logging into administrative tools, This 2

administrative user is created in a repository within the application server, After profile creation finishes, you can add more users, groups, or
external repositories.

ETTT

IV Enable administrative security

User name:

| wasadmin

Password:

Confirm password:

See the information center For more information about administrative security,

View the online information center LI

< Back ‘ Mexk = I J Cancel |

Figure 2-50 Administrative Security

7. Review the profile creation details and click Create (Figure 2-51).

[§ Profile Managemient Tool 7.0 ‘ ‘ i =]

Profile Creation Summary

ETTT

Review the information in the summary For correctness, IF the information is correct, click Create to start creating a new profile, Click Back to =
change values on the previous panels,

Application server environment ko create: Managemenk =
Server bype: Deployment manager
Location: E:\Program Files\IEM)WebSpheretAppServeriprofilesiDmgrol
Disk space required: 30 ME

Profile name: Dmgr0l
Make this profile the default: True

Cell name: demoCelldl
Mode name: demoCelManager0l
Host name: demo. kamesso,com

Deploy the administrative console (recommended): True

Enable administrative security (recommended): True LI

Eimish Cancel |

Figure 2-51 Profile Creation Summary
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Wait for the profile creation to complete (Figure 2-52).

[§ Profile Management Tool 7.0 =1ol |

Profile Creation Progress

ETTT

Running configuration c d: importConfigArchive_™M 4

|

[l l Eimish | Cancel

Figure 2-52 Profile Creation Progress

8. When the Profile Creation Complete page displays (Figure 2-53), select the Launch the
First steps console check box and click Finish to display the First Steps page.

[ Profile Management Tool 7.0 ‘ 10l =|
Profile Creation Complete .
| é

ETTT

The Profile Management Tool created the profile successfully.

| v

The next skep in creating a Network Deployment environment is to skart the deployment manager so that nodes can be Federated into its cell,
After the deployment manager is started, you can administer the nodes that belong to the cell,

‘fou can skark and stop the deployment manager From the command line or the First steps console, The First steps console also has links ko an
installation werification test and other information and Features that relate to the deployment manager,

To start the Profile Management Tool later, use the PMT command in the aoo server roodbintProfileManagement directory or the option in the
First steps consale,

< Back [dext = | Finish I Canicel |

Figure 2-53 Profile Creation Complete
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9. If you re-launch the WebSphere Profile Management Tool (by clicking Start — All
Programs — IBM WebSphere — Application Server Network Deployment V7.0 —
Profile Management Tool), you will see the Dmgr01 profile has been created
(Figure 2-54).

[ Profile Management Tool 7.0 10l =|

File Window Help

ﬁ @ Profile Management Tool Welcome

6 profies) =0
Praofile name | Ervviranment | Profile path ffé'é'fé':':':"""‘EI
Drngr01 Managernent

E:\Program FilesiIBM\WebSphere\AppServe. ..
A oo |

Figure 2-54 Profile Management Tool 7.0 - Profiles tab

10.Start the Deployment Manager.
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Creating a custom profile
To create a custom profile follow the steps below:

1. Launch the WebSphere Profile Management Tool (by clicking Start — All Programs —
IBM WebSphere — Application Server Network Deployment V7.0 — Profile

Management Tool).

2. From the Environment Selection page (Figure 2-55), select Custom profile and click
Next.
EE

Environment Selection

Select a specific bype of environment to create, =
Enviranments:

= websphere Application Server

Cell {deployment manager and a federated application server)
Managernent

Application server

i~ Descripkion ~

A custom profile contains an empty node, which does not contain an administrative console or servers, The bypical use for & custom
profile is to federate its node ko a deployment manager, After Federating the node, use the deployment manager to create a server or
a cluster of servers within the node. LI

< Back I Mext = I Eimish Cancel |

Figure 2-565 Environment Selection
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From the Profile Creation Options page (Figure 2-56), select Typical profile creation and

click Next.

o
o

Profile Creation Options S

ETTT

Choose the profile creation process that meets vour needs. Pick the Typical option to allow the Profile Management Tool to assign a2
set of default configuration walues to the profile, Pick the Advanced option ko specify yvour own configuration values For the profile,

Create a custom profile that uses default configuration settings, The Profile Management Tool assigns unique names to the
profile, node, and host, You can specify whether to federate the node ko an existing deployment manager or federate the
node later,

Mote: Default personal certificates expire in one year, Select Advanced profile creation to create a personal certificate
with a different expiration.

" advanced profile creation

Create a custom profile using default configuration settings or specify your own values For setting such as the location of
the profile and names of the profile, node, and host, ¥ou can specify whether to Federate the node to an existing
deployment: manager or federate the node later,

Figure 2-56 Profile Creation Options
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4. On the Federation page (Figure 2-57), specify the host name for the Deployment Manager
(for example, demo) and accept the default SOAP port number (8879). Also specify the
WebSphere Application Server administrator user name and password and click Next.

[ Profile Management Tool 7.0 10l =|
Federation

ETTT

I é
Specify the host name or IP address and the SOAP port number For an existing deployment manager. Federation can occur only if the
deployment manager is running.

Deployment manager host name or IP address:

| demo
Deployment manager SOAP port number {Default S879):
| 8879

Deployment manager authentication
Provide a user name and password that can be authenticated, if administrative security is enabled on the deployment manager.,
User name:

| wasadmin

Password:

[™ Eederate this nods later,

‘fou must Federate this node later using the addNode command if the deployment manager:
- is nok running
- has the S0AF connector disabled

< Back | Mext = I Eimish Cancel

Figure 2-57 Federation

5. Review the Profile Creation Summary (Figure 2-58) and click Create.

[ Profile Management Tool 7.0 - i =]

Profile Creation Summary .
Ié

ETTT

Review the information in the summary For correctness, IF the information is correct, click Create to start creating a new profile,
Click Back to change values on the previous panels,

Application server environment ko create: Custom profile
Location: E:\Program Files\IEMiWebSpherelAppServeriprofilesiCustom0l
Disk space required: 10 ME

Profile name: Customil
Make this profile the default: False

MNode name: demoiodedl
Host name: demo.tamesso.com

Federate to deployment manager: demo:8879 LI

I Create I Eimish Cancel |

Figure 2-58 Profile Creation Summary
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6. Click Finish on the Profile Creation Complete page (Figure 2-59).

Note: You can launch the First steps console by checking the Launch the First Steps
console check box before clicking Finish.

[ Profile Management Tool 7.0 10l =|

Profile Creation Complete ’

ETTT

The Profile Management Tool created the profile successfully.

If vou deferred federation, use the addNode command to federate the node ko a running deployment manager, After Federating the
node, use the administrative console of the deployment manager to create a server or cluster of servers within the node,

The First steps console contains links to important information and Features that relate o the custom profile,

Ta start the Profile Management Tool later, use the PMT command in the aon server roofbintProfileManagement directory or the
option in the First steps console,

[dext ! Einish | J

Figure 2-59 Profile Creation Complete

7. From the Profile Management Tool, verify that both the Deployment Manager profile and
the custom profile are listed under the profiles (Figure 2-60).

[§ Profile Management Tool 7.0 ‘ =] 3

File Window Help

Ej @ Profile Management Tool ‘ﬁ-‘ Welcome

=0
Frafile name 1 Environment J Prafile path Create..,
Custom0l Custom profile E:\Program FilesiIBM\WebSphere\AppServe. ..
Drngro1 Management E:\Program FilesiIBM\wWebSphere\AppServe, ., Audgment.., |

Figure 2-60 Profile Management Tool 7.0 - Profiles tab

8. At this time, start the node agent for the custom profile (Custom01) using the startnode
utility from the bin directory of the newly created profile (for example, E:\Program
Files\IBM\WebSphere\AppServer\profiles\Custom01l\bin).
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Note: Similarly, create custom profiles for all the nodes to be added to the WebSphere
Application Server cluster.

Creating WebSphere cluster
To create a WebSphere cluster follow the steps below:

1. Open the WebSphere Integrated Solutions Console.

2. Select Start — All Programs — IBM WebSphere — Application Server<version> —
Profiles — <profileName> — Administrative Console.

Note: If global security has been enabled, enter your login credentials on the IBM
Integrated Solutions Console and click Log In.

3. Select Servers — Clusters — WebSphere Application clusters (Figure 2-61).

Click New.
Integrated Solutions Console Welcome wasadmin Help | Logout
| View: |AII tasks = Close page
\Welcome WebSphere application server clusters
Guided Activities i
WebSphere application server clusters F'eld_ help
B Servers . ) . ) For field help
Use this page to change the configuration settings for a cluster, A information, select a
Mew server server cluster consists of a group of application servers, If one of the field label or list marker
B SErEr ToaEs member servers fails, requests will be routed to other members of the when the help cursor is
P o cluster. Learn more about this task in a guided activity, & guided activity displayed.
WehSphere application provides a list of task steps and more general information about the
WehSphere proxy serve topic. Page help
GEneric servers Preferences Maore information about
. this page
Version 3 IMS servers Mew || Delete | Star‘t| Stop Ripplestart | ImmediateStop |
WehSphere MQ servers _| Command Assistance
weh servers | [4) Wigw administrative
scripting cormmand for
B Clusters Select| Name & Status @ last action
Mone
Total 0

Proxy server clusters

Generic server clusters
Cluster topology

DataPower =
7" | »
|

Figure 2-61 WebSphere Application Server clusters
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4. Enter a name for the cluster (for example, cluster1). Select the Prefer local check box.
Also select the Configure HTTP session memory-memory replication check box
(Figure 2-62). Click Next.

Integrated Solutions Console ~ Welcome wasadmin Help | Logout
View: IA” tasks = cell=democelin:, Prafile=Dmgrol Close page
Welcome
Create a new cluster = _
Guided Activities i
Field help
B Servers Create a new cluster Configure HTTP
memaory-to-memaor
e SEREr =» Step 1: Enter Enter basic cluster information replicatﬁon. Y
B Server Types basic cluster
WebSphere information # Cluster name Page help
WebSphere [clusterd More information about
. | this page
Gengrlc S ¥ Prefer local, Specifies whether
Wersion 5 Ik enterprise bean reguests will be
wehSphere routed to the node on which the
client resides when possible.
Webh server
B Clusters ¥ Configure HTTP session memory-
webSphara to-memory replication
clusters
Generic ser

lister trngt
i il | B

———— =

Figure 2-62 Create a new cluster

5. Enter a unique name for the server to be added as the first cluster member (for example,
server1). Select the corresponding node accordingly from the drop-down list. Ensure that
Generate unique HTTP ports is set and click Next (Figure 2-63).

Integrated Solutions Console Welcome wasadmin Help | Logout

View: IAII tasks =

Welcome

Create first cluster member

The first cluster member determines the server settings for the
cluster members. A server configuration template is created
fram the first member and stored as part of the cluster data.

Guided Activities
—» Step 2: Create

B Servers first cluster Additional cluster members are copied from this template. —
b T member
* Member name
B Server Types |server1 |
WehSphere
wehSphere Select node
Generic sar |demoNodeni(ND 7.0.0.7) x|
Wersion 5 Ik * Waight
WehSphere |2 |(D..20)
Webh server .
¥ Generate unique HTTP parts
B Clusters
WehSphere select basis for first cluster member:
clusters ' Create the member using an application server template,
Frosy serve |defau|t vl
Generic ser’ © Create the member using an existing application server
Cluster tope as a template.

| demoCelld1/demoModed1{ND 7.0.0.7)fserverl ;I

° Create the member by converting an existing application
SErver,

| demoCelld1/demoModed1{ND 7.0.0.7)fserverl ;I

DataPower
Core Groups

H Applications —

Services  Mone, Create an empty cluster,

Fesources

Security

: Previous | Next| Cancel |
Environment

s Gl O
Figure 2-63 Create first cluster member

Kl
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Click Next to continue.

6. From the Create a new Cluster page (Figure 2-64), review the cluster details and
click Finish.

Integrated Solutions Console ~ Welcome wasadmin Help | Logout
View: IA” tasks = cell=democellnl, Profile=Dmgro1 Close page
Welcome
Create a new cluster ? - _
Guided Activities )
Field help
B Servers Create a new cluster Far field help
Maw sarver information, select a
Summary field label ar list marker
B Server Types ) when the help cursor is
WehSphere Surmary of actions: displayed.
WehSphere i
P Options walues | Page help
Generic ser Cluster R More information about
Wersion 5 1 MName this page
WehSphere Core Group | DefaultCoreGroup
Weh server Mode group | DefaulthodeGroup
=
Clusters = Sz 45 SR Prefer local | true
webSphere Configure
clusters HTTP session
Prowxy serve memaory-to- | true
g mernory
Generic ser replication
Cluster tap e — A

Server name | serverl

DataPower

demoModed1(ND
Core Groups Mode 7.0.0.7) :
H Applications | WWeight 2
Services ‘(Ignla?-?[JBIate default

Fesources
Create the member

Clone Basis | using an application

Security
server template.

Environment —
Generate

Systemn administra unigue HTTP | true
ports

Users and Groups

E Monitoring and Tur | Previous | | Finish | Cancel

E Troubleshoaoting

4 | » [a] [+

Figure 2-64 Create a new cluster - Summary

7. In the message box that appears at the top of the page, click Save to save changes to the
master configuration.

8. Add additional members (application servers) to the cluster by repeating these steps.

Note: The application server names need to be unique. Even if the node names are
different, you cannot use the same name for the application server (for example, if you
specified server1 in the earlier configuration, you cannot specify another member with
the same name. Instead, create the additional server as server2, and so on).
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9. Verify that the new cluster displays in the integrated solutions console (Figure 2-65).

Integrated Solutions Console

View: IAII tasks =

Welcome
Guided Activities
B Servers
Mew server
B Server Types
WehSpher
WehSpher
GEneric se

Wersion 5
wWehSpher
Webh serve

B Clusters

wWehSpher
clusters

Proxy sery
GEneric se
Cluster tof

Welcome wasadmin Help | Logout

WebSphere application server clusters

WebSphere application server clusters

Use this page to change the configuration settings for a cluster. A
server cluster consists of a group of application servers, If one of the
member servers fails, requests will be routed to other members of
the cluster. Learn more about this task in a guided activity. A guided
activity provides a list of task steps and more general information
about the topic.

Preferences

Mew || Delete | Star‘t| Stop Ripplestart | ImmediateStop
El=kElE
Select| Name 2 Status ®

You can administer the following resources:
O clusterl ®

Total 1

Close page

Field help

For field help
information, selec
field label ar list
when the help cul
displayed.

Page help
Maore information
this page

Command Assisti
Wiew administrativ

scripting commar
last action

-
3 T

<| I

Figure 2-65 WebSphere Application Server clusters

2.3 IBM HTTP Server

This section details the installation steps for the IBM HTTP Server:

1. Run Taunchpad.exe from the installation media. Select IBM HTTP Server Installation and
click the Launch the installation wizard for IBM HTTP Server link to install the IBM
HTTP Server using the installation wizard (Figure 2-66).

Welcome

Installation

Installation

Web Server plug-ins Installation

WehSphere DMZ Secure Proxy Server

Application Clients Installation

& websphere Application Server Network Deployment _

é WebSphere. software

c“ -

A a

Language selection:

WehSphere Application Server

IBM HTTP Server Installation

English

IBM HTTP Server Installation

|BM HTTF Server is a Weh server that is based on the Apache Weh server

several functional enhancements to the Apache base.

K" Launch the installation wizard for IBM HTTP Server,
Install IBM HTTP Server using the installation wizard.

developed by the Apache Software Foundation. IBWM HTTF Server 7.0 adds

IBM Update Installer for WebSphere
Software Installation

IBM WehSphere Installation Factary
IBM Edge Components

IBM Support Assistant

1BM Tivoli Composite Application
Manager for WebSphere Application
Server

Exit

-+ Yiew the installation quide for IBM HTTP Server.
Step-by-step instructions for installing 1BM HTTP Server.

-+ Yiew the readme file for IBM HTTP Server.
Frovides links to the latest information about IBM HTTP Server.

Figure 2-66 IBM HTTP Server Installation
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Click Next to continue (Figure 2-67).

& IBM HTTP Server 7.0 10l =|

Welcome to IBM HTTP Server 7.0

This wizard installs [EM HTTF Server 7.0 on your computer.
See the |EM HTTP Server 7.0 Installation Guide to learn maore about this installation.

Click Next to continue.

InstallEhield

(e [ Lo 1] [ oa ]

Figure 2-67 Welcome to IBM HTTP Server 7.0

2. Read and accept the IBM and non-IBM terms and click Next to continue with the
installation (Figure 2-68).

& IBM HTTP Server 7.0 A Il =10l x|

Fleasze read the following license agreement carefully.

International Program License Agreement

mD

Fart 1 - General Terms

B DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
PROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
WCCEPTING THESE TERMS OM BEHALF OF ANOTHER PERSON OR A
COMPANY OR OTHER LEGAL ENTITY, ¥OU REFRESEMNT AMD WARRANT THAT
OU HAVE FULL AUTHORITY TO BIND THAT PERSON, COMPARY, OR LEGAL
EMTITY TO THESE TERMS. IF ¥OU DO MOT AGREE TO THESE TERMS,

4]

Read non-1BM terms ?
@ | gccept hoth the |BM and the non-IEM terms

' I do not accept the terms in the license agreement

hield

| = Back MNext = | | Cancel

Figure 2-68 Software License Agreement
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3. Click Next when you see the Passed message on the System Prerequisites Check page
(Figure 2-69).

& IBM HTTP Server 7.0 10l =|

System Prerequisites Check

Passed: Your operating system completed the prerequisites check successiully,

Your operating system meets or exceeds the requirements for this product. See
the WebSphere Application Server detailed systerm requirements Web pages for
mare infarmation about supported operating systems. Go to the product support
Web pages to obtain the latest maintenance packages to apply after installation.

Click Next to continue the installation.

J
= Back —ﬂ—exh _| [ Cancel

Figure 2-69 System Prerequisites Check

InstallEhield

4. Select the default installation directory or change it as necessary (Figure 2-70).
Click Next.

& IBM HTTP Server 7.0 W =]

Enter the installation location

Froduct in=tallation location:
E[\Pragram FilesUBMHTTPServer |

Browse...

Install=tield

= Back MNext = | | Cancel

Figure 2-70 Enter the installation location
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5. Configure the port numbers for IBM HTTP Server communications (Figure 2-71). Use the
default port numbers and ensure that no other applications (like 11S) are using the same
port number on the HIS server. When finished, click Next.

& IBM HTTP Server 7.0 10l =|

Port Values Assignment

IBM HTTF Server communicates using the part numbers listed below. [fthese
ports are already in use by IBM HTTP Server ar another application, then change
the port numbers from their default values.

HTTP Bort: a0

HTTP Administration Paort: |SDDS B

InstallEhield — —

= Back | Mext = Cancel

Figure 2-71 Port Values Assignment
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6. Define how Windows will start IHS and the IHS Administrative processes. To run the
HTTP Server and HTTP Administration Server as Windows Services, click the appropriate

check boxes. Specify a local system account and password and select Automatic as the
startup type (Figure 2-72). Click Next.

& IBM HTTP Server 7.0 10l =|

Windows Service Definition

Choose whether to use a Windows service to run IBM HTTP Server and [EM HTTP
Administration Server. Optionally the IBM HTTP Server and IBM HTTP
Administration Server can be started from the cammand line. Configure the

startup type to have the Windows services start manually or automatically when
rehooting the systemn.

Run [BM HTTF Server as a Windows Service
Run [BM HTTF Administration as a Windows Service

® Log on as a local system account

' Log on as a specified user account

U=er name:

|Administrat0r

Passward:

Startup type:
Automatic |V|

The user account that runs the Windows service must have the following user
rights:

& Act as part ofthe operating system
& Log on as a senvice

InstallEhield —

= Back | Mext = | | Cancel

Figure 2-72 Windows Service Definition
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7. Specify an account that can be used to administer IHS from within WebSphere
(Figure 2-73). This account can be created by the install process. The account is a
WebSphere Application Server account and not an operating system account. It is used to
authenticate to IHS for management purposes from WebSphere Application Server (for
example, httpadmin). When finished, click Next.

& IBM HTTP Server 7.0 10l =|

HTTP Administration Server Authentication

Create a user |D and password to authenticate to the IBM HTTP Server

administration server using the WehSphere Application Server administrative

cansale. The newly-created user ID and password is encrypted and stared in the l

canffadmin.passwd file. You can create additional user IDs after the installation

by using the htpasswd utility.

Create a user |D far IBM HTTP Server administration server authentication.
User ID:
|httpadmin
Paszsword:
|........
Confirm Password:
|........

InstallEhield

[ = Back | Mext = r Cancel

Figure 2-73 HTTP Administration Server Authentication

8. Check the Install the IBM HTTP Server Plug-in for IBM WebSphere Application
Server check box (Figure 2-74). Also, specify the web server definition (default is
webserver1) and enter the host name of the WebSphere Application Server (for example,
demo.tamesso.com). When finished, click Next.

& IBM HTTP Server 7.0 10l =|

IBM HTTP Server Plug-in for IBM WebSphere Application Server

Silently install the plug-in using the remote installation scenario. The host name
and weh server definition are used when creating the default plug-in
canfiguration file. This file is used to route requests to the Application Server. If
there are multiple Application Servers, then select one ofthe servers and specify
the machine's host name.

Install the IEM HTTP Server Plug-in for [BM WebSphere Application Server
Weh server definition:
|webserver1 |
Host name or IP address for the Application Server:
demo.tamesso.com |

lIShield

| = Back | MNext = | | Cancel |

Figure 2-74 IBM HTTP Server Plug-in for IBM WebSphere Application Server
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9. Review the Installation summary page (Figure 2-75) and click Next.

i IBM HTTP Server 7.0

InstallEhield

=10l x|

Installation summary

Review the summary for carrectness. Click Back to change values on previous
panels. Click Next to hegin the installation.

IBM HTTF Server will he installed ta the following location:
E:\Pragram Files\BMHTTPServer
with the following configuration:
HTTP Port: 80
HTTP Administration Port: 8008
HTTP Service Name: |BM HTTP Server 7.0

Administration Service Name: [Bi HTTP Administration 7.0
User ID for HTTP Administration Server Authentication: hitpadmin

E:\Pragram FilesUBMHTTPServerPlugins
Total size:

392 MB

IBM HTTF Server Plug-in for IEM WebSphere Application Server will he installed ta:

r = Back | Mext = r Cancel

Figure 2-75 Installation summary

10.When the installation completes and the successful message is displayed (Figure 2-76),

click Finish.

InstallEhield

Smrsenero JRT=TEY

Success: The following product was successfully installed:

@ IBM HTTP Server - E\Program Files\UEMHTTPServer

IBM HTTF Server Flug-in for IEM WebSphere Application Server was successiully
installed to:

E:\Pragram FilesUBMHTTPServerPlugins

Far information an configuring and using the IBEM HTTP Server, refer to the on-line
IBM HTTP Server Information Center.

Click Finish to exit.

Figure 2-76 Success

This completes the IHS installation.
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2.3.1 IBM HTTP Server fix pack

This section details the steps for installing fix pack 7 for the IBM HTTP Server:

1. If you have not already copied the IHS fix pack to the Update Installer maintenance
directory, copy it to the WebSphere Application Server Update Installer maintenance
directory (for example,

E:\Program Files\IBM\WebSphere\UpdateInstaller\maintenance).

2. Run update.bat (from the E:\Program Files\IBM\WebSphere\Updatelnstaller directory)
to start the IBM Update Installer for WebSphere Software wizard (Figure 2-77). Click Next
to proceed with the upgrade process.

i IBM Update Installer for WebSphere Software 7.0.0.7

Welcome to the IBM Update Installer for Y | e e wizard.

|>|r§
|x

This wizard installs or uninstalls maintenance packages, including interim
fixes, fix packs, and refresh packs. The fallowing products are supparted:

& [BMWehSphere Application Server Yersion 6.0.2.21 or above
& [BMWehSphere Application Server Metwork Deployment Yersion
6.0.2.21 ar ahove
& [BMWehSphere Application Server - Express Yersion 6.0.2.21 or
ahove
@ [BWM Application Client for WebSphere Application Server Yersion
6.1.0.0 or above ]
& Yieh server plug-ins forWebSphere Application Server Yersion 6 ar
ahove
& [BMWehSphere Application Server 6.1 Feature Pack foreh
Services version £ or above
@ [BMWehSphere Application Server 6.1 Feature Pack for EJB 3.0
version B or above
@ [BMWehSphere Extended Deployment Yersion 5.1 or above
@ |BM HTTF Server Yersion 6 or above LI

InstallShield ——— —

= Back Cancel |

Figure 2-77 Welcome to the IBM Update Installer for WebSphere Software wizard

3. From the Product Selection page (Figure 2-78), accept the default directory or enter or
select another directory and click Next.

i IBM Update Installer for WebSphere Software 7.0.0.7 - |EI|1|

Product Selection

Enter the installation location of the product that you want to update.
‘WebSphere, EutEl:

You can select a different directary from the drop-down list, specify a different
directary, or click Browse to select a directory.

Directary path:
| ExProgram FilesUBMHTTP Served |

Browse... |

InstallEhield

= Back MNext = Cancel

Figure 2-78 Product Selection
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4. Select Install maintenance package from the Maintenance Operation Selection page
(Figure 2-79) and click Next to continue.

i IBM Update Installer for WebSphere Software 7.0.0.7 - |EI|1|
Maintenance Operation Selection
& Install maintenance package.
" Uninstall maintenance package.
InstallEhield S — —
= Back Mext = Cancel

Figure 2-79 Maintenance Operation Selection

5. On the Maintenance Package Directory Selection page (Figure 2-80), browse to the

WebSphere Update Installer maintenance directory and click Next.

i IBM Update Installer for WebSphere Software 7.0.0.7 ‘ - |EI|1|

dlli=

Maintenance Package Directory Selection

Enter directory to list maintenance packages available for installation. You can
specify a directary or click Browse to select a path to maintenance package.

Directary path:
|E:1Pr0gram Files\EMYehSpherallpdatelnstallenmaintenance

Browse... |

The latest maintenance packages are available online. Obtain maintenance
packages forYWehSphere Application Server and all WehSphere Application
Server Feature Packs either by visiting the Eecommended fixes for YWwebSphere
Application Server webpage for a complete list or by using the YWebSphere
Maintenance Download wizard to find specific maintenance packages.

Additional information can be found online at the WebSphere Application Server
library or WebSphere Application Server infarmation center wehpages.

= Back Cancel

Figure 2-80 Maintenance Package Directory Selection
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6. Select the IHS fix pack (7.0.0-WS-HIS-WinX32-FP0000007.pak) and click Next
(Figure 2-81).

i IBM Update Installer for WebSphere Software 7.0.0.7 - |EI|1|

Available Maintenance Package to Install

| v

Select maintenance packages to install:

Select Recommended Updates Deszelect All Updates

v 7.0.0-WS-IHS-\Winx32-FPO00O00T pak
I~ 7.0.0-¥8-AnpClient-yyinXaZ-FRO000007 pak - Mot Applicable |
| 7. 00 E-PLG-in 3 2-FROD0000F pak- Mot Applicable
| 7 0O S-S i 3 3-FROOD000T . pak - Mot Applicable

Each package selection might restrict remaining packages availahle for further
selection.

Multiple selections can be made for different products.

Click Next to continue Lﬂ

InstallEhield

= Back T Mex = Cancel |

Figure 2-81 Available Maintenance Package to Install

7. Review the installation summary (Figure 2-82) and click Next.

i IBM Update Installer for WebSphere Software 7.0.0.7 - - |EI|1|

Installation Summary

The following maintenance package will be installed:

@ 7.0.0-WS-H5 ' WinX32-FP000D007 - IBM HTTF Server 7.0.0.7 FixPack

on the fallowing product:

& IBM HTTP Server - ¥7.0.0.0
E:Pragram Files/BMHTTPServer

Click Mext to begin the installation.

Install=tield

= Back et = Cancel

Figure 2-82 Installation Summary
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8. Click Finish when you see the success message on the Installation Complete page
(Figure 2-83).

i IBM Update Installer for WebSphere Software 7.0.0.7 - |EI|1|

Installation Complete

Success: The following maintenance package was installed:
& 7.0.0- WS IHS-Win¥32-FP0000007 - IEM HTTF Server 7.0.0.7 FixPack
on the following product:

@ IBM HTTP Server
E:Pragram Files/EMHTTPServer

= | Click Relaunch ta add ar remove additional maintenance packages, or click Finish
to exit the wizard.

InstallEhield  —

= Back Relaunch

Figure 2-83 Installation Complete

This completes the IHS fix pack installation.

2.3.2 IBM HTTP Server plug-in pack

This section details the steps for installing fix pack 7 for the IBM HTTP Server plug-in.

1. Copy the IHS plug-in fix pack to the WebSphere Application Server Update Installer
maintenance directory (for example,

E:\Program Files\IBM\WebSphere\UpdateInstaller\maintenance).
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2. Run update.bat (from the E:\Program Files\IBM\WebSphere\UpdateInstaller directory)
to start the IBM Update Installer for WebSphere Software wizard (Figure 2-84). Click Next
to proceed with the upgrade process.

i IBM Update Installer for WebSphere Softwa - |EI|1|

Welcome to the IBM Update Installer for Y | e e wizard. =

This wizard installs or uninstalls maintenance packages, including interim
fixes, fix packs, and refresh packs. The following products are supported:

& [BMWehSphere Application Server Version 6.0.2.21 or above

& [BMWebhSphere Application Server Metwork Deployment Yersion
6.0.2.21 ar ahove |

& |BMWebhSphere Application Server - Express Yersion 6.0.2.21 or
ahove

& [BM Application Client for WebSphere Application Server Yersion
6.1.0.0 or above

& Yieh server plug-ins forWebSphere Application Server Yersion & or
ahove

& [BMWehSphere Application Server .1 Feature Pack forieh
Services version 6 or above

@ [BMWehSphere Application Server 6.1 Feature Pack for EJE 3.0
wersion B or above

& [BMWehSphere Extended Deployment Yersion 5.1 or above

@ |[BM HTTF Server Yersion 6 or above LI

InstallZhield — —

= Back

Figure 2-84 Welcome to the IBM Update Installer for WebSphere Software wizard

3. From the Product Selection page (Figure 2-85), browse to the installation directory of the
HTTP Server plug-in and click Next.

i IBM Update Installer for WebSphete Software 7.0:0.7 ‘ - |EI|1|

Product Selection

Enter the installation location of the product that yvou want to update.

You can select a different directary from the drop-down list, specify a different
directary, or click Browse to select a directory.

Directary path:
E\Pragram FilesUBMHTTPServerPlugins LI

Browse... |

InstallEhield

= Back MNext = Cancel

Figure 2-85 Product Selection
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4. Select Install maintenance package on the Maintenance Operation Selection page
(Figure 85) and click Next.

i IBM Update Installer for WebSphere Software 7.0.0.7

10l =|
Maintenance Operation Selection
& Install maintenance package.
" Uninstall maintenance package.
InstallEhield — —
= Back Mext = Cancel

Figure 2-86 Maintenance Operation Selection

5. Select the WebSphere Update Installer maintenance directory (Figure 2-87) and
click Next.

& IBM Update Installer for WebSphere Software 7.0.0.7 ‘ 10l =|

tallst

Maintenance Package Directory Selection

Enter directory to list maintenance packages available for installation. You can
specify a directary or click Browse to select a path to maintenance package.

Directary path:
|E:1Pr0gram Files\EMYehSpherallpdatelnstallenmaintenance

Browse... |

The latest maintenance packages are available online. Obtain maintenance
packages forYWebSphere Application Server and all WehSphere Application
Server Feature Packs either by visiting the Eecommended fixes for YWebSphere
Application Server webpage for a complete list ar by using the YWebSphere
Maintenance Download wizard to find specific maintenance packages.

Additional information can be found online atthe WebSphere Application Server
library or WebSphere Application Server infarmation center wehpages.

= Back Cancel

Figure 2-87 Maintenance Package Directory Selection
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6. From the Available Maintenance Package to Install page (Figure 2-88), select
WS-PLG-WinX32-FP0000007.pak and click Next.

i IBM Update Installer for WebSphere Software 7.0.0.7 - |EI|1|

Available Maintenance Package to Install

| v

Select maintenance packages to install:

Select Recommended Updates Deszelect All Updates

v 7.0.0-WS-PLG-WinX32-FRO000007 pak
I~ 7.0.0-¥8-AnpClient-yyinXaZ-FRO000007 pak - Mot Applicable |
[ 7. 00 E-H - i 3 2-FRO0000T . pak - Mot Anplicable

| 7 0O S-S i 3 3-FROOD000T . pak - Mot Applicable

Each package selection might restrict remaining packages availahle for further
selection.

Multiple selections can be made for different products.

Click Next to continue _'JJ

InstallEhield

= Back Cancel |

Figure 2-88 Available Maintenance Package to Install

7. Review the Installation summary (Figure 2-89) and click Next.

i IBM Update Installer for WebSphere Software 7.0.0.7 — - |EI|1|

Installation Summary

The following maintenance package will be installed:
& 7.0.0-WS-PLG-WinX32-FP0000007 - WebSphere Plugin 7.0.0.7 FixPack

on the fallowing product:

-# Web server plug-ins for WehSphere Application Server - V7.0.0.0
E:Pragram Files/BMHTTPServenFlugins

Click Mext to begin the installation.

shield

= Back Cancel

Figure 2-89 Installation Summary
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8. Click Finish when you see the success message on the Installation Complete page
(Figure 2-90).

i IBM Update Installer for WebSphere Software 7.0.0.7 - |EI|1|

Installation Complete

Success: The following maintenance package was installed:
& 7.0.0-WS-PLG-WinX32-FP0000007 - WebSphere Plugin 7.0.0.7 FixPack
on the following product:

-# Web server plug-ins for WehSphere Application Server
E:Pragram Files/IBMHTTPServenPlugins

Click Relaunch to add or remove additional maintenance packages, or click Finish
to exit the wizard.

InstallEhield _ —— I

= Back Relaunch

Figure 2-90 Installation Complete
This completes the installation of the IHS plug-in fix pack.

Adding HTTP Server to the WebSphere Deployment Manager
This section documents how to add the HTTP Server to the WebSphere Deployment
Manager.

1. From the WebSphere Integrated Solutions console, click Servers — Server Types —
Web servers — New.

2. From the New Server window (Figure 2-91), select Web server from the drop-down menu
of server types. Click Next.

Integrated Solutions Console Welcome wasadmin Help | Logout
View: IA” tasks = cCell=de =101, Profile=Dmgrol Close page
Welcome
Helo |
Guided Activities .
. Field help
B Servers Use this page to add a server. Far field help
information,
Mew server = select server Select server type field label or
B Server Types type when the he
WebSphere applics Select a Node Create new server instance displayed.

wWehSphere proxy
Generic servers : t a template
Wersion 5 IMS serv i
WehSphere MO sel r

Webh servers

Clusters
DataPower
Core Groups

Applications

Services

[rrm—— o
Figure 2-91 Select server type
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3. On the Create new Web server definition page (Figure 2-92), select the appropriate node
and server name for the web server (for example, demoNode01 and webserver1) and
select IBM HTTP Server for the type. Click Next.

i Integrated Solutions Console - Microsoft Internet Explorer - |EI|1|
|J QBack ~ &) - [¢] 2] .{h | ) Search < Favorites &2 | ijv & = | #
| |JLinks B

J File Edit Wiew Favorites Tools Help

J Address I@ https: fidemo.tamessa, com: 9043 fibmjconsolefsecurefsecurelogon. do

Integrated Solutions Console ~ Welcome wasadmin Help | Logout
| View: IA” tasks = cell=demaCell01, Profile=Dmgro1 Close page
Welcome

Create new Web server definition

Guided Activities

B Servers Use this page to create a new Web server, |

Mew server

4 Sen R Select a node for the Web server and select |

B Server Types
WehSphere applics
WehSphere proxy «

node for the
Web server and
select the Web
server type

the Web server type

Select a node that corresponds to the \Web server

you want to add.

GENneric servers
Select node

IdemoNodeDl 'I

* Server name
[webserveri]

Wersion 5 IMS serve
WehSphere MO ser
Webh servers

Clusters
DataPower
Core Groups

* Type
|1BM HTTP Server

E Applications

Services

Fesources

T — Smin |
Figure 2-92 Select a node for the Web server and select the Web server type

]

4. From the Select a Web server template page (Figure 2-93), verify that the IHS template is
selected and click Next.

Integrated Solutions Console ~ Welcome wasadmin Help | Logout
| View: IA” tasks = Cell=democ Prafile=Dmgrol Close page
Welcome
Create new Web server definition m
Guided Activities i
_ Field
Bl Servers Use this page to create a new Web server, Far fir
infarr
RS Select a Web server template field |
B Server Types wher
wehSphere applice Select the template that corresponds to the displz
server that you want to create.
WebSphere proxy «
Generic servers | [
Ve —» Step 2: Selecta + l'Ll
er:onh Servd :‘V‘*h I‘-“i""'er Select| Template Mame| Type | Description
Wehs I emplate
" The IHS Web
Weh servers [ IHS System |Server
Clusters b lemblste
DataPower
Core Groups
E Applications
S | Previous | | Mext | | Cancel
Fesources -
o | 3 e [

Figure 2-93 Select a Web server template
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properties on the Create new Web server definition page (Figure 2-94), and click Next.

Integrated Solutions Console

| View: |AII tasks

Welcome
Guided Activities
B Servers
Mew server
B Server Types
WehSphere applics
WehSphere proxy ¢
GENneric servers
Wersion 5 IMS serve
WehSphere MO ser
Webh servers
Clusters
DataPower
Core Groups

E Applications
Services
Fesources
Security

Environment

Welcome wasadmin

Help | Logout

Cell=demoCell0l, Profile=Dmgrol

Create new Web server definition

Use this page to create a new Web server,

Close page

Enter the properties for the new Web server

Enter the Web server properties.
#* Port

* Weh server installation location
|E|:\Pr0gram FileshIBMYHTTPServer

* Service name

— Step 3: Enter the
IBMHTTPServer?.0 |

properties for
the new Web
server

# Plug-in installation location

E:\Program Files\IBMYVHTTRServeriPlugins

Application mapping to the Web server
|AII vl
| Previous | Mext |—Cancel—|

ifirm

5. Verify the installation location (for example, E:\Program Files\IBM\HTTPServer) and other

Figure 2-94 Enter the properties for the new Web server

6. On the Confirm new Web server page (Figure 2-95), verify the information for the web
server and click Finish.

WehSphere applic:
WehSphere proxy
GEnEeric servers
Wersion 5 IMS serv
WehSphere MQ se
Webh servers

Clusters

DataPower

Core Groups

H Applications
Services
Fesources

Security

T I _>ILI|<I

Integrated Solutions Console Welcome wasadmin Help | Logout
| view: |4l tasks = cell=democellol, Profile=Dmgro1 Close page
Welcome Help |
Guided Activities .
Fielc
B Servers Far f
infar
Mewr server Confirm new Web server fisld
B Server Types whe
The following is a summary of your selections. displ

Click the Finish button to complete the Web
server creation. If there are settings you wish
to change, click on Previous button to review
the server settings.

summary of actions:

MNew \Web server entry "webserverl”
will be created on

node "demoMode01”

Platform Type "Windows"

Webh server installation

root "E:\Program
FileshIBMYHTTPServer"

Step 4: Confirm
new Web server

| Previous | |Finish| | Cancel |

Figure 2-95 Confirm new Web server
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7. Click Save to save to the master configuration (Figure 2-96).

Integrated Solutions Console

view: |all tasks =

Welcome

welcome wasadmin

Cell=democell0l, Profile=Dmgr0l Close page
Web servers 7=

Help | Logout §

Guided Activities
B Servers
MNew server
O Server Types
WebSphere
WebSphere
Generic sery
Wersion 9 JM
WebSphere

B Messages

[ Mew server is created successfully,
[ Modify variables, resources, and other server configuration settings, such as
message broker queue names before running the newly created server,
& Changes have been made to your local configuration, You can:
& Save directly to the master configuration.
» Review changes before saving or discarding.
An option to synchronize the configuration across multiple nodes after saving
can be enabled in Preferences.
Ay The server may need to be restarted for these changes to take effect.

Weh servers

Web servers
Clusters

DataPower

Core Groups Preferences

Use this page to view a list of the installed Web servers,

Applications

Generate Plug-in

| Propagate Plug-in ‘ Deletel Templates... |Star’t Stop Terminate —l

E Services B[ 2

Resources
SE‘\E!E‘t‘ Name &

‘Weh server Type & _ ‘ MNode 3 _ Host Mame $_ Wersion & _ | Status &

Security

You can administer the following resources:

Environment

(| ‘ webserverl

—
‘ IBM HTTP Server demoNode0l | demotamesso.com |ND 7007 | @

System administrati
Total 1

Users and Groups ¥

KT I— 3 KT

Figure 2-96 Welcome wasadmin

8. Click OK (Figure 2-97).

Integrated Solutions Console Welcome wasadmin

View: |m| tacks 2| Cell=democCelldl, Pr =Drngrol
\Welcome Web servers A\

Guided Activities

Wersion 5
4 | »

Help | Logout

Close page

> lhelp ]

Web servers > Save Field help
B Servers . . For field help
Waorkspace changes have been saved to master canfiguration information, select a
New sarver field label or list marker
B Server Types o \é\ni?elr; tfe‘lg help cursor is
WehSphere [l
WehSphere Page help
Generic ser RL:_:re information about
this page

Cfommand ficcictanrna

Figure 2-97 Welcome wasadmin - Save web servers
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Starting the web server

Select the check box for the web server (for example, webserver1) and click Start
(Figure 2-98).

Integrated Solutions Console Welcome wasadmin Help | Logout
UD”?”‘J cmee ;I Cell=demoCell0l, Profile=Drgrol Close page
Wersion 5 JMS se
wehSphare MQ Help |
Web servers :
Web servers Fiel
# Clusters Use thi to view a list of the installed tveb o
se this page to view a list of the installe eb servers. i
DataPower pag %T;EJI
Care Groups Preferences wha
® applications Generate Plug-in | Propagate Plug-in | Mew || Delete | Templates... | Star‘t| Stop Terminate | disp
B Services | [ ;ag
— Maort
Resources Select| Name & | Weab server Type & | Node | Host Mame o |version & | Status ¢ this

Security You can administer the following resources:

ird | webserverl | IBM HTTP Server

Environment | demoNodenl

demo.tamesso.com | MD 7.0.0.7 &

System administration Total 1

Users and Groups

E Troubleshooting

Monitoring and Tuning
Service integration

AT hd
<i | | [A]

Figure 2-98 Web servers

Generating the plug-in
Select the check box for the web server (for example, webserver1) and click Generate
Plug-in (Figure 2-99).

Integrated Solutions Console

WehSphere pro
Generic servers
Wersion 5 JMS se
WebSphere MO ¢
Web servers

Clusters
DataPower
Core Groups
H Applications
Services
Resources
Security
Environment
Systern administration
Users and Groups
Maonitoring and Tuning
E Troubleshooting
Service integration

ubDI hd

Welcome wasadmin Help | Logout
Cell=de 01, Prof mgril Close page
Web servers 7 - WHelp |
Bl Messages Fie
[ PLGCO00ST: Plug-in configuration file = E:\Program Far
Files\IBMywWebSphereyappServeryprofiles\Dmard LeonfighcellsydemoCellol infc
YnodesidemoNodel1serversywebserveriiplugin-cfg.xml f'eri‘
[l PLGCO0521: Plug-in configuration file generation is complete far the Web \E]VIS['
server, demoCell0l.demoNode0l. webserverl,
—_— Par
Mot
Web servers thic
Use this page to view a list of the installed Web servers. &
or
Preferences vie:
Generate Plug-in I Propagate Plug-in | Mew || Delete | Templates... | Star‘t| Stop Terminate | %

el

Select| MName
You can administer the following resources:
| IBM HTTF Server

| Weh server Type o _ | MNode 3 _ | Host Mame 3 _ |Ver5|0n [ | Status &

| wehserverl | demoMNode01 | demo.tamesso.com | ND 7.0.0.7 | 4

Total 1

T I e

Figure 2-99 Messages
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Propagating the plug-in
Select the check box for the web server (for example, webserver1) and click Propagate
Plug-in (Figure 2-100).

Integrated Solutions Console Welcome wasadmin Help | Logout
WehSphere Web servers VN = Iz‘
GEneric sery [Help  mm
K Bl Messages
Wersion 5 IV . ) . L f
[} PLGCO00621: The plug-in configuration file is propagated from E:\Program Field
WebSphere Files\IEMyWebSphere\dppServeryprofiesiDmagri1confighcellstdemaCellol Far fi
Weh server: wodesydemoMode0liserversiwebserveryplugin-cfg.xml to E:\Program infarn
Filesh\IBEMY\HTTPServer\Pluginsiconfigywebserverlyplugin-cfg.xml on the Wehb field |
Clusters server computer, when
DataPower [} PLGCOO0481: The propagation aof the plug-in configuration file is complete for displz
Care Graups the Web server. demoCelldl.demoModenl webserverl,
Page
B Applications E‘?Sre
is
Services Web servers
Use this page to view a list of the installed Web servers. Comr
RESOUrCEs )
. i Preferences V'B_Wt
Security SCripy
. Generate Plug-in I Propagate Plug-in Mew || Delete Terplates... Start | Stop Te te last &
Environment |4 | |J |
H System administrat il
Users and Groups Select| Name % Web server Type $_ | Node & _ Host Mame 3 _ varsion O | Status &
Monitoring and Tun vou can administer the following resources:
E Troubleshooting webserverl IBM HTTP Server demoNode0l demotamesso.com | (MD 7.0.0.7 &
Service integration Total 1
uUDDI | =]
T — o pin ] [

Figure 2-100 Messages

2.4 IMS Server

126 Setup an

This section details the installation of the Tivoli Access Manager for Enterprise Single
Sign-On IMS Server (referred to as IMS from now on).

1. Before proceeding further into this section, ensure that the WebSphere Application Server
has been started and is running. Also ensure that global application security and
administrative security have been enabled via the WebSphere Administrative Console (via
the Security — Global Security settings).

2. Run imsinstaller.exe.
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3. Figure 2-101 displays the initial startup interface when the Tivoli Access Manager for
Enterprise Single Sign-On IMS Server installation begins. Select the language from the
drop-down menu and click OK.

Tivoli Access Manager for Enterprise Single Sign-On
vaa

Licensed Materials - Property of IBM Corp.

IEninsh - l

Figure 2-101 Tivoli Access Manager for Enterprise Single Sign-On V8.1

4. Read and accept the terms of the license agreement (Figure 2-102) and click Next.

@ TAM E-550 IM5 Server b | o]
» License Agreement Please read the following license agreement carefully,
Introduction International FProgram License Agreement ﬂ
[> Choose Installation Folder
[> Serer Configuration Part 1 - General Terms

Fre-installation Surmmary
[ Install...
[= Installation Complete

BY DOWMNLOADING, INSTALLING, COPYING,
ACCESSING, CLICKING CN AN "ACCEPT"™ BUTTON,
COF OTHERWISE UIING THE PROGRLM, LICENIEE
AGREEZ TO THE TERMS OF THIS AGREEMENT. IF
¥OU ARE ALCCEPTING THESE TERMS CN BEEHALLF CF

LICENSEE, ¥OU REPRESENT AND WARRANT THAT YOU
HWAUR WITT ATTTHADTTY Tr RTMD T TORMSRR Th LI

' I donot accept the terms in the license agreement. l

- S — Print |

Cancel

Figure 2-102 License Agreement
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Click Next to proceed with the installation (Figure 2-103).

X
+/ License Agreement Click ‘Mext'to proceed to the next screen. Click 'Previous'ta return to
» Introduction the previous screen.
> Choose Installation Folder fou can stop this installation at any time by clicking 'Cancel”
[= Server Configuration
[= Pre-installation Summary
[= Install...
[= Installation Complete

Cancel Previous

Figure 2-103 Introduction

5. Accept the default location or specify the installation directory (Figure 2-104) and
click Next.

+/ License Agreement Specify the destination folder for this installation.

+/ Introduction IE:'l,Program Files\IBM TAM E-SSOMIMS Server

B Choose Inctaigtiop Folder Eestore Default Folder | Choose... |
[= Server Configuration

[= Pre-installation Surmmary

[= Install...

.

Installation Complete

¥
i

Cancel Erevious

Figure 2-104 Choose Installation Folder
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6. Do not use the installer to deploy the TAMESSO IMS Server to WebSphere Application
Server. Select No and click Next (Figure 2-105).

Braessomsserer e 5

License Agreement

Choose Installation Folder
Server Configuration
Fre-installation Summary

Wiould you like to use this installer to deploy IMS Server ta
Introduction WebSphere Application Server?

= Install...

VVUVY AL

= Installation Cormplete  Yes

Cancel

Figure 2-105 Server Configuration

Erevious

7. Review the pre-installation summary information (Figure 2-106) and click Install

to continue.

License Agreement Review the ing hefore proceeding with the installation.

8 essomssever L e

4

+/ Introduction

+/ Choose Installation Folder Product Name:

+/ Berver Configuration

» Pre-installation Summary

o Install Folder:

Installation Complete

Yersion:
g8.1.00

Cancel

Figure 2-106 Pre-installation Summary

Tal E-SS0 IMS Server

EXProgram FilesuBWMTAM E-SEOMMSE Server

Disk Space Information (for Installation Target):

Required: 309,627,352 bytes
Avallable: 2,135,5380,736 bytes

A \ON

Erevious
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Wait for the installation to complete (Figure 2-107).

@ 1AM E-550 IMS Server ] 5

+/ License Agreement
+/ Introduction
+/ Choose Installation Folder .
Meurise
+/ Serer Configuration b E‘“"“‘“’“
+/ Pre-installation Summary b/ /, OB s Maneger for
Enerprsa Siagha Sgn-On
» Install... 3 10 rurican Fcke
~B —1
[= Installation Complete . f T po .m
Biormetric - 0 . s s
S T BeT
OTF Token ]

| Installing... Java Runtime EmAronment

Cancel

Figure 2-107 Install

8. Click Done when you see the successful installation message (Figure 2-108).

License Agreernent Congratulations! TAM E-550 IMS Server has been successully

s

+/ Introduction installed to:
+/ Choose Installation Falder .
E:\Pragram FilesUBMITAM E-SSO0UMS Server
+/ Berver Configuration

+/ Pre-installation Summary Fressz "Done" to quit the installation program.
</ Install...

>

Installation Complete

Cancel Erevious

Figure 2-108 Installation Complete

This completes the IMS installation.
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IMS Server fix pack
We now apply the latest Tivoli Access Manager for Enterprise Single Sign-On IMS fix pack:

1. Extract the IMS fix pack to the WebSphere Update Installer maintenance directory (for

example, E:\Program Files\IBM\WebSphere\UpdateInstaller\maintenance).

2. Launch the Update Installer for WebSphere (Figure 2-109).

InstallEhield

i IBM Update Installer for WebSphere Software 7.0.0.7 - IEllll

Welcome to the IBM Update Installer for Y | e e wizard. —1

This wizard installs or uninstalls maintenance packages, including interim |
fixes, fix packs, and refresh packs. The following products are supported:

& [BMWebhSphere Application Server Yersion 6.0.2.21 or above
& [BMWebhSphere Application Server Metwork Deployment Yersion
6.0.2.21 ar ahove
& [BMWehSphere Application Server - Express Yersion 6.0.2.21 or
ahove
& [BM Application Client for WebSphere Application Server Yersion
6.1.0.0 or above {5
& Yieh server plug-ins forWebSphere Application Server Yersion 6 or
ahove
& [BMWehSphere Application Server .1 Feature Pack foreh
Services version 6 or above
& [BMWehSphere Application Server 6.1 Feature Pack for EJB 3.0
wersion B or above
@ [BMWebSphere Extended Deployment VYersion 5.1 or above
@ |BM HTTP ServerVersion 6 or above LI

Cancel I

Figure 2-109 Welcome to the IBM Update Installer for WebSphere Software wizard

3. On the Product Selection page (Figure 2-110), browse to the installation directory for the
IMS Server (for example, E:\Program Files\IBM\TAM E-SSO\IMS Server) and click Next.

e =

i IBM Update Installer for WebSphere Software 7.0.0.7 ‘ - |EI|1|

Product Selection
Enter the installation location of the product that yvou want to update.

You can select a differant directary from the drop-down list, specify a different
directary, or click Browse to select a directory.

Directory path:
EA\Fragram FilesUBMITAM E-SS0UMS Server LI

InstallEhield

= Back MNext = Cancel

Figure 2-110 Product Selections
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4. Select Install maintenance package (Figure 2-111) and click Next.

i IBM Update Installer for WebSphere Software 7.0.0.7 - |EI|1|

Maintenance Operation Selection

& Install maintenance package.

" Uninstall maintenance package.

InstallEhield

= Back et = Cancel |

Figure 2-111 Maintenance Operation Selection

5. On the Maintenance Package Directory Selection page (Figure 2-112), browse for the
installation package location and update the directory path. Click Next.

i IBM Update Installer for WebSphere Software 7.0.0.7 — - |EI|1|

Maintenance Package Directory Selection

Enter directary to list maintenance packages available for installation. You can
specify a directary or click Browse to select a path to maintenance package.

Directary path:
]E:IProgram Files\EMWYehSpherallpdatelnstallenmaintenance

Browse... |

The latest maintenance packages are available online. Obtain maintenance
packages forYWehSphere Application Server and all WehSphere Application
Server Feature Packs either by visiting the Eecommended fixes for YWebSphere
Application Server webpage for a complete list ar by using the YWebSphere
Maintenance Download wizard to find specific maintenance packages.

Additional information can be found online at the WebSphere Application Server
library ar WebSphere Application Server infarmation center wehpages.

hield

= Back Cancel

Figure 2-112 Maintenance Package Directory Selection
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6. Select TAMESSO FP00001.pak (Figure 2-113) and click Next to continue.

i IBM Update Installer for WebSphere Software 7.0.0.7 - |EI|1|

| v

Available Maintenance Package to Install

Select maintenance packages to install:

Select Recommended Updates Deszelect All Updates

¥ 8[1].1-WS-ITAMESSO-FROO001 pak

I~ 7.0.0-¥8-AnpClient-yyinXaZ-FRO000007 pak - Mot Applicable
[ 7. 00 E-H - i 3 2-FRO0000T . pak - Mot Anplicable

| 7. 00 E-PLG-in 3 2-FROD0000F pak- Mot Applicable

| 7 0O S-S i 3 3-FROOD000T . pak - Mot Applicable

Each package selection might restrict remaining packages availahle for further
selection.

Multiple selections can be made for different products.

InstallEhield

= Back Mext = Cancel |

Figure 2-113 Available Maintenance Package to Install

7. From the Installation Summary page, review the installation

(Figure 2-114).

information and click Next

i IBM Update Installer for WebSphere Software 7.0.0.7 _

Installation Summary

The following maintenance package will be installed:

& PKOODO1 - Fixpack 00001 for IEM Tivali Access Manager Enterprise Single
Sign-0n 8.1

on the fallowing product:

- IBM Trvoli Access Manager Enterprise Single Sign-On - ¥8.1.0.0.210
E:Pragram Files/BwMTAM E-SSOIMS Server

Click Mext to begin the installation.

=10l x|

Install=thield

= Back Cancel

Figure 2-114 Installation Summary
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Wait for the installation to complete (Figure 2-115).

i IBM Update Installer for WebSphere Software 7.0.0.7 - |EI|1|

Initializing c Imsserver

[

InstallEhield —

= Bac} ‘ Il J

Figure 2-115 Initializing component

8. If the installation is successful, you see the installation complete message (Figure 2-116).
Click Finish to exit the wizard.

i IBM Update Installer for WebSphere Software 7.0.0.7 - - |EI|1|

Installation Complete

The following maintenance package was pardially installed:

@ PKODDO1 - Fixpack 00001 for IEM Tivali Access Manager Enterprise Single
Sign-0n 8.1

on the following product:

@ IBM Trvoli Access Manager Enterprise Single Sign-On
E:Pragram Files/EMTAM E-SSOIMS Server

Far mare infarmation, refer to the following log file:
& E\Program Files\BMITAM E-SEOMIMS

Servenlogswupdateld%sBl %a0.1-WS-ITAMESSO-FRO0001 installupdatelo

Click Relaunch to add or remove additional maintenance packages, or click Finish
to exit the wizard.

4 | B

= Back Belaunch |

Figure 2-116 Installation Complete

Note: You will see the following message under the Installation Complete heading
Success:

The following maintenance package was partially installed.

This message is expected.
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2.5 Configuration on WebSphere Application Server

Next we install the Native Library Invoker (NLI) rar file on every node in the WebSphere
cluster, install the EAR file, and set up the necessary J2C authentication data.

2.5.1 Installing Native Library Invoker rar file

Log on to the WebSphere Application Server ISC (from the managed node where you ran the

IMS installation).

Installing the NLI.LRAR on every node in the WebSphere cluster

To install the file:
1. Click Resources — Resource adapters (Figure 2-117).
2. Click Install RAR.

Lse this page to manage resource adapters, which provide the

H applications fundamental interface for connecting applications to an
: Enterprise Information Systemn (EIS). The WebSphere(R)
Services Relational Resource Adapter is embedded within the product to

B eEEEE provide access to relational databases. To access another type
of EIS, use this page to install a standalone resource adapter
Schedulers archive (RAR) file, You can configure multiple resource adapters
far each installed RAR file,

B Scope: =All scopes

Ohject pool managers

B M5
HIDBC ¥ show scope selection drop-down list with the
B Resource Adapters all scopes optian

Resource adapters Scope specifies the level at which the

12C connection factories resource definition is wisible. For detailed

information on what scope is and how it

J2C activation specificati works, see the scope settings help,

J2C administered object:

H Asynchronous beans IA” SLCnEs &
Cache instances Preferences
T ail
™. Install RAR | MNew | Delete Update RAR |
H Resource Environment 0y [2 [=
+ +
= )
B Security Select| Mame & Scope O
Ervironment Mare
Systermn administration Total 0

Users and Groups -
« | LlJ

Figure 2-117 Resource adapters

Integrated Solutions Console Welcome wasadmin Help | Logout [ ;
| View: |AII tasks = Close page
VWelcome Resource adapters g A N o ?_WHelp W ]
Guided Activities N
Resource adapters F'eld_ help
Servers For field help

information, select a
field label or list marker
when the help cursor is
displayed.

Page help
Maore information about
this page

Command Assistance
Wiewr administrative
scripting cormmand for
last action
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3. On the Install RAR File page (Figure 2-118), select the node (for example, demoNode01)
from the Node drop-down menu. Also specify the local file system and enter the path for
com.ibm.tamesso.ims-delhi.j2c.adapters.win32.rar (for example, E:\Program
Files\IBM\TAM E-SSO\IMS Server\
com.ibm.tamesso.ims-delhi.j2c.adapters.win32.rar). Click Next to continue.

Integrated Solutions Console Welcome wasadmin Help | Logout
View: IA” ta= Resource adapters Close page [
Welcome
Install RAR File 2= Hep ]
Guided Activ .
) ) o . ’ Field help
Servers lse this page to install a RAR file in one of two ways, You can either upload a RAR file from the Far field help
— local file system, or specify an existing RAR file on a server. The RAR file must be installed at information, sal
® Applications the node level, and you can select the node below. field labal or Jist
Cervices when the help
displayed.
B Resources *Sa%p;e P
Schedul |demoNDdeDl 'I
Ohject ¢
IS Path
EHIDBEC & Local file system
B Resource Full path
RBSU_ [E:\Program Files\IBMYTAM E-SSOVMS Server\com.ibm.tamesso.ims-de| Browse..
=ee © Remote fil t
_— emote file system
J2C ¢
Bro
Asynchrol
Cache inz
T
URL Mext Cancel

i
Figure 2-118 Install RAR File

"
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4. Review the general properties (Figure 2-119) and click OK to continue.

View: I-;
Welco
Guidec
Server
H Applice
Service
B Resout
Sel

ok

E IMS

& JDBC

B Res

E Asyt
Cacl
P ail
LURL
Resi
Securit
Envirot
Systen
Users .

Maonito

B Trouble_|

Service
-

Integrated Solutions Console Welcome wasadmin Help | Logout i

file.

Configuration

General Properties

* Scope
[cells:democellnl:nodes:demoNodent |

MName

|TAM E-S50 IMS Mative Library Invoker 12C Resource

Description

TAM E-SS0O IMS MNative Library Invoker 12C Resource
(8.1.0.0.210)

Archive path

[${ CONNECTOR_INSTALL_ROOT}

Class path

MNative library path

[ Isaolate this resource provider

Reset Cancel

0 DIENE [

Field help

For field help
information, sele
field label or list
when the help o
displayed. —

Page help
More informatio
this page

ETNE O |

Figure 2-119 Configuration tab - General Properties
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5. Click Save to save the changes to the master configuration (Figure 2-120).

Integrated Solutions Console Welcome wasadmin Help | Logout

View: |all
Ml Resource adapters

Guided & B Messages

& Changes have been made to your local
configuration. You can:
e Save directly to the master
configuration.
® Review changes before saving or

Servers

H Applicatic

Services

B Resource discarding.
An option to synchronize the configuration
Sche - ;
. across multiple nodes after saving can be
Obje enabled in Preferences.
M5 & The server may need to be restarted for
1DBC these changes to take effect.
B Resou
R

Resource adapters

1 Use this page to manage resource adapters, which provide the

1z fundamental interface for connecting applications to an

1z Enterprise Information System (EIS). The WebSphere(R)
Relational Resource Adapter is embedded within the product to

H Asyncl provide access to relational databases. To access another type
cache of EIS, use this page to install a standalone resource adapter

. archive (RAR) file, You can configure multiple resource adapters
Mail for each installad RAR file.
UIRL B Scope: =All scopes
Resou

¥ Show scope selection drop-down list with the all

Security scopes option

Enviranm Scope specifies the level at which the
resource definition is visible, For detailed
information on what scope is and how it

works, see the scope settings help.

|2l scopes =l

System :

Users an

Maonitarir

E Troubles
Preferences

Service it
Install RAR || Mew|[ Delete || Update RaR |
oDl
BEEF
Select Mame 2 Scope &

You can administer the following resources:

| T&aME-S50 IMS Mative Mode=demaoModell

Library Invoker 12C
Eesource

Total 1

BTN

Close page

N [T

Field help

For field help
information, select a
field label ar list marker
when the help cursor is
displayed.

Page help
More information about
this page

Command Assistance
Wiew administrative

scripting cormmand for
last action

Figure 2-120 Resource adapters
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Adding JNDI Key to the connection factory of the NLI Resource Adapter
To add the JNDI Key to the connection factory of the NLI Resource Adapter:

1. From the ISC, click Resources — Resource adapters — TAM E-SSO IMS Native
Library Invoker J2C Resource.

2. Under Additional Properties, click J2C connection factories (Figure 2-121).

Guided Activ
Servers
E ppplications
Services
B Resources
Schedu
Object |
EIMS
EIDBC
B Resource
Resc
jzc
jzc
jzc
H Asynchro
Cache in:
M ail
LURL
Fesource
Security
Environmen
System adn
Users and «
Monitoring :
B Troubleshor
Service inte

uDDI

A | B EIE

Integrated Solutions Console Welcome wasadmin Help | Logout @
[N

View: IA” ta Cell=dermoCell0l, Profile=Drmgr01l Close page |[=
\Welcome Resource adapters h N

Resource adapters > TAM E-S50 IMS Native Library Invoker 12C Resource

Use this page to manage resource adapters, which provide the fundamental interface for connecting apnlicd
to an Enterprise Information System (EIS). The WebSphere(R) Relational Resource Adapter is embedded wit
the product to provide access to relational datahases. To access another type of EIS, use this page to insta
standalone resource adapter archive (RAR) file, You can configure multiple resource adapters for each instal

RAR file.

Configuration

General Properties

#* Scope .
[cells:democellol:nodes: demoboden | J2C connection
factories
DT Custom properties
- -
|TAM E-S50 IMS Mative Library Invoker 12C Resource
. Wiew Deployment
Description : : Descrintar
TAM E-550 IMS Mative Library Invoker 12C Resource |:|
(8.1.0.0.210)
* Archive path
|4;{C =CTOR I L ROOT iy 1B tamesso.ims &, adapterd
Class path
${COMMECTOR_INSTALL ROOT}Heom.ibm.tamesso.ims- I:‘
delhi.j2c.adapters.win32.rar
Mative library path

[T Isolate this resource provider

Thread pool alias
|Defauit

Apply| % Reset| Cancel |

Additional Properties

Figure 2-121 Configuration tab - General Properties
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3. Click New (Figure 2-122).

View: IAII taskd

Welcome
Guided Activitie
Servers
H Applications
Services
B Resources

Scheduler:

Integrated Solutions Console

Ohject po_J

H M5

HIDBC

B Resource Ac
Resour
J2C cor
J2C act
12C adr

Welcome wasadmin Help | Logout
Cell=demoCell0l, Profile=Dmgr0l Close page
He

Resource adapters > TAM E-SSO IMS Mative Library Invoker 12C Resource > J2C connection factories

Use this page to create a connection factary for use with the resource adapter. The connection factory is a collection of
configuration values that define a WehSphere(R) Application Server connection to your Enterprise Information System
(EIS). The connection pool manager uses these properties as directions for allocating connections during runtime, You

can configure multiple connection factories for each resource adapter.

Preferences

Mew || Delete |

Manage state... |

Select| Mame %

|JNDI name o | Scope

~
o

| Pravider

~
o

Description

~
o

Connection factory interface

-~

None

Total 0

2| Categary &

syhrhrnnn T
1| i v [E]

Figure 2-122 J2C connection factories
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4. From the General Properties page (Figure 2-123), enter TAMESSO_NLI J2C_ConnFactory in
the Name field. Enter tamesso/n1i/j2c/shared in the JNDI Name field.

Keep the default values for the other fields. Click OK to continue.

Integrated Solutions Console Welcome wasadmin Help | Logout
Yiew: IAII tasl Use this page to create a connection factory for use with the resource adapter. The connection
e factory is a collection of configuration values that define a \WebSphere(R) Application Server

connection to your Enterprise Information System (EIS). The connection poal manager uses these
Guided Activit properties as directions for allocating connections during runtime. You can configure multiple
connection factories for each resource adapter.

Servers ) -
Configuration
E Applications

Services

B Resources General Properties The additional properties
will not be available until
Schedule * Scope the general properties for
Object pe |ce||s:demoCeIID1:n0des:dem0N0deDl | this néem are applied or
E IMS * Provider save. ) q
® IDBC T&M E-550 IMS Native Library Additional Properties

5 Resource £ Invoker J2C Resource

Fesou * Mame
12C o |TAMESSO_NLI_JEC_CDnnFaI:tDry
J2C ar
J2C ar
B Asynchron Description
Cache inst [a]]
)
el Related Items
URL
Resource E I:‘
Security # Connection factory interface

Eere |javax.resource.cci.ConnectionFactory ;I

System admir |Categ0ry
Users and Gr

Manitoring ar Security settings
Select the authentication values for this resource,

E Troubleshoot W )
— Component-managed authentication alias
Service integl 1(n0ne) >

UDDI Mapping-configuration alias

DefaultPrincipalMapping ;I

Container-managed authentication alias
(none) =

Contai d auth

Authentication preference
MNone =

Applyl OK| | Reset Cancel
Figure 2-123 JNDI name
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5. Click Save to save the changes to the master configuration (Figure 2-124).

Resource adapters -

B Messages
A Changes have been made to your local canfiguration. You can:
# Save directly to the master configuration,
» Review changes before saving or discarding.
An option to synchronize the configuration across multiple nodes after saving can be enabled in Preferences.
& The server may need to be restarted for these changes to take effect.

Resource adapters > TAM E-SSO IMS Native Library Invoker 12C Resource > J2C connection factories

Use this page to create a connection factory for use with the resource adapter. The connection factory is a collection of configuration values that define a WebsSphere(R)
Application Server connection to your Enterprise Information System (EIS), The connection pool manager uses these properties as directions for allocating connections
during runtime. You can configure multiple connection factories for each resource adapter.,

Preferences

New | Delete | Manage state... |

EllElE

Select| Name & INDI name & Scope & Provider & Description & | Connection factory interface & Category &
You can administer the following resources:
- | TAMESSO MLI J2C ConnFactory| tamesso/nlifj2c/shared | Mode=demoNode0l TaM E-SSO [MS javaxr.resource.co.ConnecbionFactory
Mative Library
Invoker 12C
Resource
Total 1

Figure 2-124 J2C connection factories

Integrated Solutions Console Welcome wasadmin Help | Logout
view: [all tasks = Cell=demcoCell01, Profile=Dmgr0l Close page
Welcome Resource adapters Vy N o A N s [

Guided Activities q a q :
Resource adapters :» TAM E-550 IMS Native Library Invoker 12C Resource > J2C connection factories

Use this page to create a connection factory for use with the resource adapter, The connection factary is a collection of configuration values that define a WebSphere(R)
B Applications Application Server connection to your Enterprise Information System (EIS). The connection pool manager uses these properties as directions for allocating connections
during runtime. You can configure multinle connection factories for each resource adapter,

Preferences

New || Delete Manags stats...

Servers

Services

El Resources

Schedulers
Object poal m. [ (42
EIMs
B 10BC Select | Name % JMDI name & Scope <& Provider & Description & | Connection factary interface & Category &
B Resource Adapt You can administer the following resources:
Resource a [~ |TAMESSO MLI J2C ConnFactory | tamesso/nlifi2efshared  Node=demoNode01 TaM E-550 IMS javax.resource.cci.ConnectionFactory
J30 Native Library
Fanneq Invoker 12C
12C activat Resource
12C admini: Total 1

B Asynchronous £
Cache instance:

Resaurce Envirc

Security -
ETI— _>l_‘ O]

Figure 2-125 J2C connection factories

Note: For every node in the WebSphere Cluster, repeat the previous steps for all other
nodes in the WebSphere cluster.
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2.5.2 Installing IMS Server ear file

To install the IMS Server ear file:

1.

Log in to the WebSphere Application Server ISC (on the managed node where you ran the
IMS Server installation).

Click Applications — Application types — WebSphere Enterprise Applications
(Figure 2-126).

Click Install.

Integrated Solutions Console Welcome wasadmin Help | Logout k2
| Yiew: |AII tasks = Close page
VWelcome Enterprise Applications 7 _WHep ]
Guided Activities :
Enterprise Applications F'qu help
B Servers . . . A8 For field help
Use this page to manage installed applications. 4 single infarmation, select a
Mew server application can be deployed onto multiple servers, field label or list marker
Server Types Preferences when the help cursor is
Clusters displayed,
Install
DataPower L Page help
Core Groups ] [ Mare information about
this page
B Applications Select| Name & Application Status &

Command Assistance

e Apple=iom Mone wiew administrative
Bl spplication Typ Total O scripting command for
WebSphere | last action
applications

Business-level app«
4 | _>l_I
Figure 2-126 Enterprise Applications

On the Preparing for the application installation page (Figure 2-127), select Local file
system and specify the full path for the EAR file (for example, E:\Program Files\IBM\TAM
E-SSO\IMS Server\com.ibm.tamesso.ims-delhi.deploy.all.ear). Click Next.

Integrated Solutions Console Welcome wasadmin Help | Logout m

L\fiew: [ AN tasks = Enterprise Applications

-0 Preparing for the application installation

Guided Activities

Bl Servers Specify the EAR, WAR, JAR, or SAR module to upload and install,

Mews server Path to the new application

Server Types * Local file system
Clusters J Full path
DataPower [E:\Program Files\IBMYTAM [ Browse..

Care Groups )
2  Remote file system

B Applications

MNew Application Browse...

B Application Types

WehSphere enterg
applications Q&ancel
Business-level app«

4 | 3 T
Figure 2-127 Preparing for the application installation
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5. Select Fast Path to only prompt when additional information is required (Figure 2-128)
and click Next.

Integrated Solutions Console Welcome wasadmin Help | Logout E

| view: |4l tasks T Enterprise &pplications Close page

= YWeloome

Preparing for the application installation

Guided Activities
B servers How do you want to install the application?

= Mew Server & Fast Path - Prampt only when additional information is required.

Server Types " Detailed - Show all installation options and parameters.,
Clusters

DataPower
Core Groups Choose to generate default bindings and mappings

El2nnlications Previous I |Ne><t| | Cancel

= Mew application
El application Types

u WehSphere enter
applications

. - n‘./:h]/» [P | ﬁ: it
Figure 2-128 Preparing for the application installation - Fast Path

6. Retain the default values (Figure 2-129) and click Next.

Install Mew Application

Specify options for installing enterprise applications and modules.

= Step 1: Select Select installation options
installation
options Specify the various options that are available to prepare and install your application.

I Precompile JavaServer Pages files
Directory to install application

¥ Distribute application

[T Use Binary Configuration

[T Deploy enterprise beans

Application name
[Tam E-550 M5 |

¥ Create MBeans for resources
[T Override class reloading settings for Web and EIB rmodules

Reload interval in seconds

™ Deploy Web services
walidate Input offfwarn/fail
warn ¥
I Process embedded configuration

File Permission

Allow all files to be read but not written to
Allow executables to executs
Allow HTML and image files to be read by everyone

[#,dl=755# *\.50=7554#.* a=755#.*.5I=755

Application Build 1D
[Unknawn

[T allow dispatching includes to remote resources

[T allow servicing indudes from remote resources
Business level application name

ICreate Mew BLA >

Asynchronous Request Dispatch Type

IDisahIed 'I

I allow EJB reference targets to resolve automatically

=

Figure 2-129 Select installation options

144 Setup and Configuration for IBM Tivoli Access Manager for Enterprise Single Sign-On 8.1



Specify options for installing enterprise applications and modules.

Install New Application

-

Step 2: Map
modules to
servers

Map modules to servers

Specify targets such as application servers or clusters of application servers where you want to install thg
rodules that are contained in your application. Modules can be installed on the same application server d
dispersed among several application servers, also, specify the Web servers as targets that serve as rout
requests to this application. The plug-in configuration file {plugin-cfg.zml) for each Web server is generats
on the applications that are routed through.

L4pply |

(8.1.0.0.281)

accessassistant.war, WEB-
INFfweh zml

Select| Module URI Server
com.ibm.tamesso.ims- WebSphere:cell=demoCell01,cluster:
I~ TAM E-SS0 IMS Static Assets delhi webapp-
(8.1.0.0.28 static.war, WEB-
INFfweh zml
corm.ibrm.tamesso.ims- wehsphere:cell=demnCell0l,cluster:
~ TAM E-S50 IMS Frontdoor delhiwebapp-
(8.1.0.0.281) front. war,\WER-
INF/weeb =ml
com.ibm.tamesso.ims- WebSphere:cell=demoCell01,cluster:
I~ TaM E-S50 IMS delhiwebapp-
WehConfigurator (8.1.0.0,281) | webConfigurator.war WER-
INFfweeb wml
corn.ibrm. famesso.ims- wiehSphere:cell=demnCell01,cluster:
v TaM E-550 IMS Accessadmin delhiwebapp-
(8.1.0.0.281) accessAadmin.war,WEBR-
INFfweb xml
com.ibm.tamesso.ims- WebSphere:cell=demoCell01,cluster:
I~ TaM E-SS0 IMS Legacy delhi.runtime ws-
Runtime (2.1.0.0.2281) axisl.0 war WEB-
INFfweb zml
TAM E-550 TS g%m.ilsvrg.gggg_ssm.lms— wWihSphere:cell=demoCell0l,cluster:
ke '?EfcfSusgszsésff”tWEbWDrkplace accessAssistant.war, WEB-
e INF/web xml
com.ibm.tamesso.ims- WebSphere:cell=demoCell01,cluster:
v TAM E-S50 IMS AccessAdmin delhiwebapp-help-
Help (2.1.0.0.221) accessAdmin.war,\WEB-
INFfweb zml
TAM E-S50 IMS ;%T;.il?pvrgg:gpe_shs;gl:ns— wehSphere:cell=demoCell01,cluster:
v AccessAssistant Help i

Previous LNext| | Canc?‘
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7. On the Map modules to servers page (Figure 2-131), select all check boxes. Then select
both the target cluster and the web server from the Clusters and servers list.. Click Apply,

and then click Next to con

tinue.

Specify options for installing enterprise applications and modules,
Map modules to servers
Specify targets such as application servers or clusters of application servers where you want to install the
your application. Madules can be installed on the same application server or dispersed amang several apy
Step 2: Map the Web servers as targets that serve as routers for requests to this application. The plug-in configuratio
modules to Web server is generated, based on the applications that are routed through.
Servers
Clusters and servers:
Apply
& O
Select| Madule URI Server
com.ibm.tamesso.ims- WehSphere: cell=demaCell01,node=g
r TAM E-S50 IMS Static Assets delhiwebapp- WehSphere: cell=demoCell01,clusters
(8.1.0.0.281) static.war, \WEBR-
INFfweb.wml
com.ibm.tamesso.ims- WebSphere:cell=demoCell01,node=d
r TAM E-550 IMS Frontdoor delhi webapp- WehSphere: cell=demaCell0l,clusters
(3.1.0.0.281) frant, war,WEB-
INFiweb.sml
com.ibm.tamesso.ims- wWehSphere: cell=demoCell0l,node=g
m TAM E-S50 IMS delhiwebapp- WebhSphere: cell=demoCeall0l,clusters
webConfigurator (2.1.0.0.221)  webConfigurator.war,WEB-
IMNFfweb.sml
com.ibm.tamesso.ims- wehSphere: cell=demoCell01,node=g
r TAM E-S50 IMS Accessadmin delhi webapp- Wwebhsphere: cell=demoCell0l,clusters
(2.1.00.281) accessadmin.war, WEB-
INFfweb.uml
com.ibm.tamesso.ims- WebSphere:cell=demaoCell01,node=g
r TAM E-550 IMS Legacy delhiruntime ws- wWebSphere:cell=demoCell01,clusters
Runtime (8.1.0.0.281) axis1.0.war,\WER-
INFfweb.wml
TaM E-S50 TMS com.ibm.tamesso.ims- WebSphere:cell=demoCell01,node=g
delhiwebapp- WebSphere:cell=demoCell01,clusters
| ] .E'—\EE;CFSDSSS;B\S]F:;EntWBbWDI’kDHCB accesshssistant.war WEB-
M INFfweb.sml
com.ibm.tamesso.ims- WwebhSphere: cell=demoCell0l,node=g
O TAM E-S50 IMS Accessadmin delhi webapp-help- WebhSphere: cell=demoCeall0],clusters
Help (2.1.0.0.2281) accessadmin.war, WER-
IMNF/weeb.wml
com.ibm.tamesso.ims- wWebSphere:cell=demoCell01,node=g
r Eécn?esEs_gggsItgﬁt Help delhiwehapp-help- wehsphere: cell=demoCell0l,clusters
accessassistant.war, WEB-
(8.1.0.0.281) | INFfweb.uml
Previous | Mext Cancel
1
Figure 2-131 Map modules to servers
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8. Review the installation summary (Figure 2-132) and click Finish.

Install Mew Application A

Specify options for installing enterprise applications and modules.

Summary

summary of installation options

Options Walues
Precompile JavaServer Mo
Pages files

-3 Step 3: Summary Directory to install
application

Distribute application Yes

Use Binary

Configuration HD

Deploy enterprise

beans L2

Application name TAM E-S550 IMS
Create MBeans for

resources s

Cverride class
reloading settings for | Mo
wWeb and EIB modules

Reload interval in
seconds

Deploy Web services No

walidate Input

offfwarn;fail WEIY
Process embedded Mo
configuration

File Permission N dI=7554# %Y 50=755# .%,.a=755# .%\.5|1=755
Application Build ID Unknown
Allow dispatching

includes to remote Mo
resOuUrces

Allow servicing includes Mo

fram remote resources

Business level

application name

Asynchronous Request 2
Dispatch Type Dbl
Allow EJB reference

targets to resolve Mo
automatically

Cell/Node/Server Click here

Previous |—Finish—| Cancel

Figure 2-132 Summary
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9. Click Save (Figure 2-133) to save changes directly to the master configuration.

Installing...

If there are enterprise heans in the application, the EJB deployment process can take several minutes. Do not save the configuration until
the process completes.

Check the SystemOut.log an the deployment manager or sener where the application is deployed for specific information about the EJB deployment
process as it occurs.

ADMASDIEL Installation of TAM E-S50 IMS started.

ADMASDIEY|: Resource validation for application TAM E-S30 IMS completed successfully.

ADMASDES] Application and module versions are validated with versions of deployment targets.
ADMASD0S]: The application TAM E-SS0 IMS is configured in the WebSphere Application Server repository.
ADMASDS3]: The library references for the installed optional package are created.

ADMASO0S]: The application TAM E-SS0 IMS is configured in the WebSphere Application Server repositary.

ADMASO011: The application binaries are saved in EX\Program Files\BWWYebSpheretAppServerprofiles\Dmgi0l westempa1 4564614
workspacetcellsidemoCell0vapplicationsiTAM E-350 IMS. ear TAM E-550 IMS ear

ADMASO0Al: The application TAM E-S50 IMS is configured in the ¥WebSphere Application Serer repository.
SECJ04001: Successfully updated the application TAM E-S30 IM3S with the appContextlDF orSecurity information.
ADMASD0S]: The application TAM E-SS0 IMS is configured in the WebSphere Application Server repository.
ADMAST131: Activation plan created successfully.
ADMASD111: The cleanup of the temp directory for application TAM E-S50 IMS is complete.
ADMASDT31 Application TAM E-S50 IMS installed successfully.

Application TaM E-S50 IMS installed successfully,
To start the application, first save changes to the master configuration.

Changes have been made to your local configuration. You can:

& Save directly to the master configuration.
e Review changes before saving or discarding.

To work with installed applications, click the "Manage Applications” link.

Manage Applications

Figure 2-133 Installing
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2.5.3 Administering Tivoli Access Manager for Enterprise Single Sign-On from
WebSphere Application Server

To perform this administration:

1. From the WebSphere ISC, click Applications — Application Types — WebSphere
Enterprise Applications.

2. Click TAM E-SSO IMS to administer it (Figure 2-134).

Integrated Solutions Console Welcome wasadmin Help | Logout i

View: IAII tasks=
\Welcome Enterprise Applications
Guided Activitie . N K
Enterprise Applications
Bl Servers ) ) - ) . \ A
Use this page to manage installed applications. & single application can be deployved onto multiple servers. il
MNew serve f
Preferences
Server Type Y
Clusters Start | Stop || Install Uninstall | Update | Rollout Update | Remove File | Export | Export DDL Export File o
DataPower | [ B
.......... (=
Core Groups = gl i
— Select| Name £ Application Status & t
B applications — -
. You can administer the following resources: «
Mew Applic—
T O TAM E-S50 IMS ® Y
B Applic. E
Total 1 I

Assets

Services -
- K ]
Figure 2-134 Enterprise Applications
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3. Under Web Module Properties, click Session management (Figure 2-135).

Enterprise Applications FE

Enterprise Applications > TAM E-550 IMS

Use this page to configure an enterprise application. Click the links to access pages for
further configuring of the application ar its modules.

Configuration

General Properties

Modules
* MNarmne
TaM E-550 IMS Manage Modules
Application reference validation web Module Properties
|1s5ue warnings x|

Session management

Detail Properties Context Root For Web

Target specific application Modules
status 1SP and JSF options
Startup behavior Wirtual hosts

Application binaries

Class loading and update

Enterprise Java Bean Properties

detection Default messaging provider
. . references
Request dispatcher properties B
Security role to user/group Database Profiles
mappin )
) _ SQU profiles and pureQuery
Wiew Deployment Descriptor hind files
Last participant support
extension
References

Shared library references
Shared library relationships

Apply| % Reset| Cancel |

Figure 2-135 Tivoli Access Manager for Enterprise Single Sign-On IMS
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Under General Properties (Figure 2-136), check the Override session management check
box to select it. Click Apply.

Enterprise Applications FE

Enterprise Applications > TAM E-SS0 IMS > Session management

Use this page to configure session manager properties to control the behavior
of Hypertext Transfer Protocal (HTTP) session support. These settings apply to
both the SIP container and the Web container,

Configuration

General Properties

Additional Properties
[ ‘override session management

Custom properties

tracking mechani Distributed
[T Enable S5L 10 tracking environment

. settings
¥ Enable cookies
[T Enable URL rewriting
Il

¥ allow overflow

Magimurmn in-memaory session count:
[1000
sessions

Session imeout:

' Mo timeout
# Set timeout

30 minutes

[T Security integration

Serialize session access:

[T allow serial access

0
It

apply | [oK] [Reset | | cancel |

Figure 2-136 Session management
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5. Click Save (Figure 2-137).

Enterprise Applications FE

B Messages

& The session management changes apply to bath the

SIP container and the Web container,

& Changes have been made to your local

configuration. You can:
® Save directly to the master configuration.
& Review changes before saving or discarding.
An option to synchronize the configuration across
multiple nodes after saving can be enabled in
Preferences.
& The server may need to be restarted for these
changes to take effect.

Enterprise Applications > TAM E-SS0 IMS > Session management

Use this page to configure session manager properties to control the behavior
of Hypertext Transfer Protocal (HTTP) session support. These settings apply to
both the SIP container and the Web container,

Configuration

General Properties Additional Properties

verride session management

Custom properties

Session tracking mechani Distributed
[T Enable S5L 1D tracking environment
settings

¥ Enable cookies
[T Enable URL rewriting
=

¥ allow overflow

Magimurmn in-memory session count:
[1000
sessions

Session imeout:
' Na timeaut
& Set timeout

30 minutes

[T Security integration

Figure 2-137 Configuration tab

6. Click the TAM E-SSO IMS hyperlink at the top of the page. Under Additional Properties,
click Distributed environment settings.
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7. Ensure that None is selected under distributed sessions (Figure 2-138) and click OK.

Enterprise Applications FE
Enterprise Applications > TAM E-550 IMS > Session management >
Distributed environment settings
Use this page to specify how session data is saved in a distributed
environment. The SIP container uses only memory-to-memory replication
for distributed sessions.

Configuration
General Properties Additional Properties
sessions Custom tuning
parameters
i Database (Supported for Web
container only.)
© Memory-to-memary replication
(Replication domains are defined, but
the memory to memaory settings have
not been selected.)
Apply | QK| | Reset | Cancel
Figure 2-138 General Properties
8. Click OK, then click Save (Figure 2-139).
Enterprise Applications .. = h N h. N

B Messages

& The session management changes apply to both the SIP container and the Web
container,

ges have been made to your local configuration. You can:

® Save directly to the master configuration.

& Review changes before saving or discarding.

An option to synchronize the configuration across multiple nodes after saving can be
enabled in Preferences.

& The server may need to be restarted for these changes to take effect,

Enterprise Applications

Use this page to manage installed applications. & single application can be deployed onto multiple servers
Prefarences

Star‘t| Stop || Install Uninstall | Update | Rollout Update | Rermove File | Expnr‘t| Expaort DDL Export File

Select| Mame & Application Status &

‘You can administer the following resources:

I TAME-SS0 IMS ®

Total 1

7=

Figure 2-139 Preferences

9. Click the TAM E-SSO IMS hyperlink at the top of the page.

10.From the Detail Properties section, click Target Specific Application Status.

Chapter 2. Installation and configuration in a clustered environment

153




11.Select the cluster under which IMS is installed and click Disable Auto Start
(Figure 2-140).

Enterprise Applications

Enterprise Applications > TAM E-SS0O IMS > Target specific application status

Use this page to view a mapping of a deployed object, such as an application or module, into
a target server or cluster environment. This page displays the status of the enterprise
application or module on each server or cluster,

Preferences

Enable Auto Start I Disable Auto Start |
El=lezlE

Select| Target & Mode & varsion Auto Start Application Status ¢
You can administer the following resources:

I clusterl Mot applicable | Mot applicable | Yes ®
- webserverl demoModeldl | WD 7.0.0.7 Yes @
Total 2

Figure 2-140 Target specific application status

Note: A limitation of the IMS Server 8.1 deployment (prior to IMS Server 8.1 fix pack 2)
requires disabling of autostart for the IMS Server. You have to manually start the IMS
Server every that time the WebSphere Application Server is restarted.

12.Click Save (Figure 2-141) to save changes directly to the master configuration.

Enterprise Applications —

B Messages

Ay Changes have been made to your local configuration, You can:
@ Save directly to the master configuration.
& Review changes before saving or discarding.
An option to synchronize the configuration across multiple nodes
after saving can be enabled in Preferences.

& The server may need to be restarted for these changes to
take effect.

Enterprise Applications > TAM E-SS0 IMS > Target specific application status

Use this page to view a mapping of a deployed object, such as an application or module, into
a target server or cluster environment. This page displays the status of the enterprise
application or module on each server or cluster,

Preferences

Enable Auto Start | Disable Auto Start |
i
Select| Target & Mode & varsion Auto Start Application Status ¢
You can administer the following resources:
- clusterl Mot applicable | Mot applicable | Mo #®
- webserverl demoModeldl | WD 7.0.0.7 Yes @
Total 2

Figure 2-141 Preferences
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2.5.4 Importing root certificate to CellDefaultKeyStore

To import the root certificate from the DMgrDefaultRootStore to the CellDefaultKeyStore with
the same certificate alias name, follow the steps below:

1. From the WebSphere Integrated Solutions Console, click Security — SSL Certificate
and Key management. Under Related Items, click KeyStores and certificates
(Figure 2-142).

S5L certificate and key management [

SSL certificate and key management

551 configurations

The Secure Sockets Layer (SSL) protocol provides Related Items
secure communications between remote server

processes or endpoints, SSL security can be used 551

far establishing communications inbound to and configurations
outbound from an endpoint, To establish secure -
communications, a certificate and an S50 Dynamic
configuration must be specified for the endpaint. outbound

endpoint SSL

In previous versions of this product, it was configurations

necessary to manually configure each endpoint for

Secure Sockets Layer (SSL). In this version, you Key stores and
can define a single configuration for the entire certificates
application-serving environment. This capability

enables you to centrally manage secure Key sets
communications. In addition, trust zones can be

established in multiple node environments by key set groups

overriding the default, cell-level S5L configuration. Key managers

If you have migrated a secured environment to

this version using the migration utilities, the old Trust managers
Secure Sockets Layer (SSL) configurations are Certificate
restored for the various endpoints, However, it is Authority (
necessary for you to re-configure S50 to take xﬁ;yt—ont\{_@
advartage of the centralized management client )
capability. configurations

Configuration settings

Manage endpoint security configurations

Manage certificate expiration

[ Use the United States Federal Information
Processing Standard (FIPS) algorithms. Mote: This
option requires the TLS handshake protocol,
which some browsers do not enable by default,

¥ Dynamically update the run time when S50
configuration changes occur

Apply Reset

Figure 2-142 SSL certificate and key management
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2. Click CellDefaultKeyStore (Figure 2-143).

551 certificate and key management

SSL certificate and key management > Key stores and certificates
Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types,

Keystore usages

|SSL keystores =l

Preferences

Mew | Delete | Change password... Exchange signers...

Select| Name £ Description Management Scope 2 | Path &

You can administer the following resources:

[~ | CMSKeyStore CMSKeyStore for | (cell):demoCell0l: £{COMNFIG_ROOT }Heellsf/demoCell01/nodes/demorodellfserversfwebserverl/plugin-
web server (node):demoMode0l: | key.kdb
webserverl, (serverl:webserverl
CellDefaultkeyStore Default key stare | (cell):demoCell0l £{ CONFIG_ROOT Feells/demoCell0L/key.plz
for demoCellol
CellDefaultTrustStore | Default trust (cell):demacellnl ${CONFIG_ROOT}Heells/demoCelldlftrust.pl2
store for
demoCellol
MNodeDefaultkeyStore | Default key store | (cell):demoCell0l: E{COMNFIG_ROOT }feells/demoCell01fnodes/demoMode0 1 /key.pl2
for demokode0l | (node):demoNode0l
ModeDefaultTrustStore | Default trust (celly:demoCellnl: 4 CONFIG_ROOT F/eells/demoCell0 1/nodes/demonode0trust.pl2
stare for (node):demoMode0l
demoMode0l
Total 5

Figure 2-143 Key stores and certificates

3. Under Additional Properties, click Personal Certificates (Figure 2-144).

ificate and key management

SSL certificate and key management > Key stores and certificates > CellDefaultkeyStore
Defines keystore types, including cryptography, RACFR), CMS, lava(TM), and all truststore types.

General Properties

Additional Properties

lame .
[celibefaultkeyStare Signer certificates
Description Personal
[Default key store for demoCellol certificates
Personal
Management scope certificate
[(cell}:demoCelloL | reOuBsts
Path Custom properties
[${ CONFIG_ROOT}eells/demaCellnl/fkey.n1z2
+ Password

Type
|PrCS12 =l
[T Remately managed

Host list
" Read only

[T Initialize at startup

[T Enable cryptographic operations on hardware device

Apply | % Reset| Cancel |

Figure 2-144 CellDefauttKeyStore
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4. Click Import (Figure 2-145).

S5L certificate and key management

SSL certificate and key management > Key stores and certificates » CellDefaultKeyStore > Personal certificates
Manages personal certificates.

Preferences

Create ™ | Delete | Receive from a certificate authaority ... | Replace... Extract... | Import... Export... | Revoke... | Renew
Select Alias Issued To Issued By Serial Mumber Expiration
You can administer the following resources:
| mEE] default ChH=demo.tamesso.com, CM=demo.tamesso.com, | 2216844151421 | valid from
OU=demoCell0l, OU=Root Certificate, Apr 7, 2010
OlU=democCellManager0l, | OU=demoCell0l, o Apr 7,
O=IBM, C=1U5 OU=demoCellManagerdl, 2011,
O=IBM, C=LI5
= CM=demo.tamesso.com, CM=demo.tamesso.com, | 2213893242576 Walid from
QOU=Root Certificate, QOU=Root Certificate, Apr 7, 2010
OU=demoCell0l, OU=demoCell01, o Apr 3,
OlU=democCellManagerdl, | OU=demoCellManageril, 2025,
O=IBM, C=LI5 O=IBM, C=LI5
Total 2

Figure 2-145 Personal certificates

5. Under General Properties, select Managed key store (Figure 2-146).

551 certificate and key management

General Properties

Imports a certificate, including the private key, from a key store file or from an existing key store.

SSL certificate and key management > Key stores and certificates > CellDefaultkeyStore > Personal certificates > Import
certificates from a key file or key store

Key store

Key store passward

 Key store file
*

|CEIIDEfauItKE\rStUrE {{celly:democell0l}

[Prce
-

=

Get key lizses

Certificate alias to import
{none) =

Imported certificate alias

Apply | OK|  Reset Cancel

Get key store aliases

Figure 2-146 Import certificates from a key file or key store
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6. Select DmgrDefaultRootStore from the KeyStore drop-down menu, enter WebAS as the
key store password (Figure 2-147), and click Get key store aliases.

SSL certificate and key management

SSL certificate and key management > Key stores and certificates > CellDefaultKeyStore > Personal certificates > Import
certificates from a key file or key store

Imports a certificate, incduding the private key, from a key store file or fram an existing key store.
General Properties

& Managed key store
Key store
|DmgrDefauItR00tStore ((celly:democelll:(node):demoCellManagerol) Ll | Get key store aliases |

Key stare password
.

" Key store file
*

|rKCs1z =
*
Get Key File Aliases

Certificate alias to import
(hone) =

Imported certificate alias

Apply| QK| | Reset Cancel

Figure 2-147 Import certificates from a key file or key store

7. Select root for the certificate alias to import. Type root in the Imported certificate alias
field. Click OK to continue (Figure 2-148).

55L certificate and key management.

SSL certificate and key management > Key stores and certificates > CellDefaultKeyStore > Personal certificates > Import
certificates from a key file or key store

Imports a certificate, including the private key, from a key store file or from an existing key store,
General Properties

& Managed key stare
Key stare
|DmgrDefauItR00tSt0re ({cell):demoCell0l:(node):demoCellManagerdl) ;I \ Get key store aliases |

key store password
[esesaes

" Key store file
*

|PECS12 =
+
Get Key File aliases

Certificate alias to import
root >

Imported certificate alias
[root

Apply| QK| | Reset Cancel

Figure 2-148 Import certificates from a key file or key store
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8. Click Save to save directly to the master configuration (Figure 2-149).

551 certificate and key management

B Messages

Preferences.

Manages personal certificates.
Preferences

& Changes have been made to your local configuration, You can:
® Save directly to the master configuratian.
® Review changes before saving or discarding.
An option to synchronize the configuration across multiple nodes after saving can be enabled in

& The server may need to be restarted for these changes to take effect.

SSL certificate and key management > Key stores and certificates » CellDefaultkeyStore > Personal certificates

Create v | Delete | Receive from a certificate authority... | Replace... Extract... | Import... Export... | Revoke... | Renew
Select Alias Issued To Issued By Serial Mumber Expiration
You can administer the following resources:
| E] default CMN=demo.tamesso.com, CM=demo.tamesso.com, | 2216844151421 | Valid from
OlU=democCell01, QlU=Root Certificate, Apr 7, 2010
OU=demoCellManager0l, | OU=demoCell01, to Apr 7,
O=IBM, C=US Ol=demoCellManagerdl, 2011,
O=IBM, C=US
= CMN=demo.tamesso.com, CM=demo.tamesso.com, | 2213893242576 Walid from
OlU=Root Certificate, QOU=Root Certificate, Apr 7, 2010
QOU=democCell0l, QU=demoCell01, to Apr 3,
OU=demoCellManager0l, | OU=demoCellManagerol, 2025,
O=IBM, C=LI5 O=IBM, C=US
| =] root CH=demo.tamesso.com, CH=demo.tamesso.com, | 2213893242576 Valid from
QlU=Root Certificate, Ol=Rnot Certificate, Apr 7, 2010
OU=demoCell01, QOU=democellol, to Apr 3,
OU=demoCellManager0l, | OU=demoCellManagerol, 2025,
Q=IBM, C=LI5 O=IBM, C=US
Total 3

Figure 2-149 Personal certificates

S5L certificate and key management

Manages personal certificates.
Preferences

SSL certificate and key management > Key stores and certificates > CellDefaultkeyStore > Personal certificates

Create v | Delete | Receive from a certificate authority... | Replace... Extract... | Import... Export... | Revoke,.. | Renew
Select Alias Issued To Issued By Serial Mumber Expiration
You can administer the following resources:
mRIEE] default CH=demo.tamesso.com, CM=demo.tamesso.com, | 2216244151421 valid from
OlU=democCelldl, QOU=Root Certificate, Apr 7, 2010
OlU=demoCellManager0l, | OU=democCelldl, to Apr 7,
O=IBM, C=U5 OU=demoCellManagerol, 2011,
O=IBM, C=U5
= CH=demo.tamesso.com, CM=demo.tamesso.com, | 2213293242576 Yalid from
QOU=Root Certificate, QOU=Root Certificate, Apr 7, 2010
QOU=democCelld1, QOU=democCelld1, to Apr 3,
OU=demoCellManager0l, | OU=demoCellManagerol, 2025,
O=IBM, C=U5 O=IBM, C=U5
| mEE] root CH=demo.tamesso.com, CM=demo.tamesso.com, | 2213293242576 Yalid from
QOU=Root Certificate, QOU=Root Certificate, Apr 7, 2010
QOU=democCelld1, QOU=democCelld1, to Apr 3,
OU=demoCellManager0l, | OU=demoCellManagerol, 2025,
O=IBM, C=U5 O=IBM, C=U5
Total 3

Figure 2-150 Personal certificates

2.5.5 Copying \tamesso directory

Copy the \tamesso directory from the IMS installation directory (E:\Program Files\IBM\TAM
E-SSO\IMS Server) to E:\Program
Files\IBM\WebSphere\AppServer\profiles\Dmgr01l\config.
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2.5.6 Resynchronizing nodes

To resynchronize nodes:
1. From the WebSphere ISC, click System Administration — Nodes (Figure 2-151).

Nodes h. N 7 E

Nodes

Use this page to manage nodes in the application server environment, & node corresponds to a physical
computer system with a distinct IP host address. The following table lists the managed and unmanaged nodes in
this cell. The first node is the deployment manager. Add new nodes to the cell and to this list by clicking Add
Mode,

Preferences

Add Node | Remove Node | Force Delete | Synchronize | Full Resynchronize | Stop

ElalElE

Select| Name 2 Host Mame & varsion Discavery Protocol & | Status @
You can administer the following resources:
demoCellManagerdl demo.tamesso.com MWD 7.0.0.7 TCP &
- demoModenl demotamesso.com MWD 7.0.0.7 TCP L]
Total 2

Figure 2-151 Nodes

2. Select the check box for the node on which the IMS Server is installed (for example,
demoNode01) and click Full resynchronize (Figure 2-152).

Nodes h N h N h N -l

Nodes

Use this page to manage nodes in the application server environment, A node corresponds to a physical
computer system with a distinct IP host address. The following table lists the managed and unmanaged nodes in
this cell. The first node is the deployment manager. Add new nodes to the cell and to this list by clicking Add
Mode,

Preferences

Add Node I Remove Node | Force Delete | Synchronize | Full Resynchronize | Stop

EllElE

Select Name 2 Host Mame & varsion Discovery Protocol & | Status @
You can administer the following resources:
dermoCellManagerdl demo.tamesso.com MWD 7.0.0.7 TCP (=]
demotode0l demo.tamesso.com MWD 7.0.0.7 TCP (=]
Total 2

Figure 2-152 Nodes - demoNode01
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3. Verify that the synchronization is successfully initiated (Figure 2-153).

Nodes

Add Mode |

E Messages

[} Successfully initiated synchronization of the repasitory on node demoModedl
with the deployment manager's repository.

Nodes

Use this page to manage nodes in the application server environment, A node corresponds to a physical
computer system with a distinct IP host address, The following table lists the managed and unmanaged nodes in
this cell, The first node is the deployment manager, Add new nodes to the cell and to this list by clicking Add
Mode,

Preferences

Rermove Mode |

Farce Delete | Synchronize |

TE

Full Resynchronize | Stop |

Select| Name & Host Name &

You can administer the following resources:
democCellManagerdl demo.tamesso.com

r demoMode0l demo tamesso.com

Total 2

Wearsion

ND 7007
MO 7.0.0.7

Discovery Protocal 3 Status &

TCP &
TCP &

Figure 2-153 Success message

To set up J2C authentication data follow the steps below:

2.5.7 Setting up J2C authentication data

1. From the WebSphere ISC, click Security — Global Security.

2. Under Authentication, click Java™ Authentication and Authorization Service.Click the
J2C authentication data link (Figure 2-154).

Security Configuration \Wizard

Security Configuration Report

Globatsecuriy

Global security

Usea this panel to configure administration and the default application security policy. This security configuration applies to the security
policy for all adrministrative functions and is used as a default security policy for user applications, Security domains can be defined to
override and customize the security policies for user applications.

¥ Enable administrative security

Administrative security

Adrinistrative user roles

Adrinistrative qroup roles
Administrative authentication

Application security
[7 Enable application security

Java 2 security
I Use Java 2 security to restrict application access to local resources

¥ wwarm if applications are granted custom permissions
" Restrict access to resource authentication data

User account repository
Current realm definition
Federated repositories

Ayailable realm definitions

IFEderated repositories ;I

Caonfigure..,

Set as current

Apply Reset

Authentication
Authentication mechanisms and expiration

& LTpa
 Kerberos and LTPA

Kerberos configuration
Authentication cache settings

wWeb and SIP security

RMITIOP security

5 Java Authentication and Authorization Service

Application logins
Sestemn logins
12C authentication data

[T use realm-gualified user names

Security dormains
External authorization providers

Custom properties

Figure 2-154 Global security
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3. Uncheck the “Prefix new alias names with the node name of the cell” check box and click
Apply (Figure 2-155).

Global security FE

Global security > JAAS - 12C authentication data
Specifies a list of user identities and passwords for Java(TM) 2 connector security to use.

refix new alias names with the node name of the cell (for compatibility with earlier releases)

Apply

Preferences

Mew || Delete

El=EEE
Select| Alias 2 User ID Description &
MNone

Total 0

Figure 2-155 J2C authentication data
4. Click Save to save changes directly to the master configuration (Figure 2-156).

B Messages
& Changes have been made to your local configuration, You can:
® Save directly to the master configuration.
& Review changes before saving or discarding.
An option to synchronize the configuration across multiple nodes after saving
can be enabled in Preferences.

A The server may need to be restarted for these changes to take effect,

Global security > JAAS - 12C authentication data
Specifies a list of user identities and passwords for Java(TM) 2 connector security to use.

[T Prefix new alias names with the node name of the cell (for compatibility with earlier releases)

Apply

Preferences

Mew || Delete

Select alias 2 User ID & Description &
MNone

Total 0

Figure 2-156 Message - Changes

From the WebSphere ISC, click Security — Global Security.

Under Authentication, click Java Authentication and Authorization Service. Click J2C
authentication data.

7. Under Preferences, click New.
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The general properties list displays (Figure 2-157).

Global security > JAAS - 12C authentication data > New

General Properties

Cell=demoCell0l, Profile=Dmgrol
Global security

Specifies a list of user identities and passwords for Java(TM) 2 connector security to use.

* Alias

#* User ID

# Password

Description

apply | [oK] [Reset | | cancsl |

Figure 2-157 General Properties list

8. On the General Properties page (Figure 2-158), enter imsauthdata in the Alias field. Enter

the database user ID and password in the User ID and Password fields (for example,

db2admin). Click OK.

Global security A N h N A N 75

Global security > JAAS - 12C authentication data > New

Specifies a list of user identities and passwords for Java(TM) 2 connector security to
use.

General Properties

* Alias
imsauthdata

#* User ID
[dbzadmin

* Password

Description

pply | [ok] [Reset | | cancsl |

Figure 2-158 Enter user ID and password
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9. Click Save to save changes to the master configuration (Figure 2-159).

Global security FE

Global security > JAAS - 12C authentication data

Specifies a list of user identities and passwords for Java(TM) 2 connector security to
use.

[T Prefix new alias names with the node name of the cell (for compatibility with
earlier releases)

Apply

Preferences
Mew || Delete
El=EEE
~

Select| Alias & User ID & Description &
You can administer the following resources:
[ | imsauthdata db2admin

Total 1

Figure 2-159 Save changes to master configuration

2.5.8 Creating data source for DB2 database

To create the data source for the DB2 database follow the steps below:

1. From the WebSphere ISC, click Resources — JDBC — Data Sources.

2. Select cell scope from the Scope list.

3. Under Preferences, click New to open the Create a data source page (Figure 2-160).

Data sources h ¥ h N h N 7=

Data sources

Use this page to edit the settings of a datasource that is associated with your selected
1DBC provider, The datasource object supplies your application with connections for
accessing the database. Learn more about this task in a guided activity. & guided
activity provides a list of task steps and more general information about the topic.

B Scope: Cell=demoCellOl
¥ Show scope selection drop-down list with the all scopes option
Scope specifies the level at which the resource definition

is visible, For detailed information on what scope is and
how it works, see the scope settings help.

| cell=democelinl x|

Preferences

Mew || Delete | Test connection Manage state... |

~

Select Name & INDI name & | Scope $ | Provider & | Description & | Category &
MNone

Total 0

Figure 2-160 Data sources

164 Setup and Configuration for IBM Tivoli Access Manager for Enterprise Single Sign-On 8.1



Entering basic data source information
To do this:

1. Enter TAM E-SSO IMS Server Data Source for the Data Source Name field (Figure 2-161).

2. Enter jdbc/ims for the JNDI name field. Click Next.

Create a data source =

Create a data source

—» Step 1: Enter Enter basic data source information
basic data
source Set the basic configuration values of a datasource for
information association with your JIDBC provider, & datasource supplies the
physical connections between the application server and the
database.

Requirement: Use the Datasources (WebSphere(R) Application
Server W4) console pages if your applications are based on the
Enterprise JavaBeans(TM) (EIB) 1.0 specification or the Java
(TM) Servlet 2.2 specification.

Scope
[cells:democeliol |

# Data source name
|TAM E-550 IMS Server Data

# JMDI name

[idbefims]

Cancel

Figure 2-161 Enter basic data source information
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Creating a new JDBC Provider
To do this:

1. Select DB2 as the database type (Figure 2-162).

2. Select DB2 Universal JDBC Driver Provider as the provider type.
3. Select Connection pool data source as the implementation type.
4. Enter TAM E-SSO JDBC Provider in the Name field. Click Next.

Create a data source L

Create a data source

Create new JDBC provider

Set the basic configuration values of a JDBC provider, which
encapsulates the specific vendor JIDBC driver implementation
classes that are required to access the database. The wizard
fills in the name and the description fields, but you can type
different values.

pr

= Step 2.1:
new JDBC Scope

provider [cells:democeliol |

# Database type
IDE\2 'l
* Provider type
|DB2 Universal IDBC Driver Provider x|

#* Implementation type
|C0nnecti0n pool data sourceLI

#* Mame
[TAaM E-S50 IDBC Provider

Description

One-phase commit DB2 JCC provider that supports
JDBC 2.0, Data sources that use this provider ]
support only 1-phase commit processing, unless you
use driver type 2 with the application server for
z/05. If you use the application server for 205,
driver type 2 uses RRS and supports 2-phase commit ||
processing. -

| Previous | |Ne><t| Cancel |

[*

Figure 2-162 Create new JDBC provider
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Entering database class path information
Accept the default values and click Next (Figure 2-163).

Create a data source

Create a data source =

Enter database class path information

Set the environment variables that represent the JDBC driver class files,
which \WebSphere(R) Application Server uses to define your JDBC
provider, This wizard page displays the file names; you supply only the
directory locations of the files, Use complete directory paths when you
type the IDBC driver file locations. For example: CASQLLIBYjava on
wWindows(R) or fhomefdb2instlfsgllibfiava on Linux(TM).

If a value is specified for you, you may click Mext to accept the value.

Step 2.2: Enter
database class Class path:
path information

${DBZUNIVERSAL _IDBC_DRIVER_PATH}/db2jce.jar D
£{UNIVERSAL_IDBC_DRIVER_PATH}/dbZjce license_cu.jar
£{DB2UNIVERSAL_JDBC_DRIVER_PATH} /db2jcc license_cisuz.jar

Directory location for "db2jcc.jar, db2jcc_license_cisuz.jar' which is
saved as WebSphere variable ${DB2UNIVERSAL JDBC_DRIVER_PATH}

MNative library path

Directory location which is saved as WebSphere variable
$+{DB2UNIVERSAL _JDBC_DRIVER_MATIVEPATH}

|

Previous |—Ne><t| Cancel |

Figure 2-163 Enter database class path information
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Entering database-specific properties for the data source

On the Enter database specific properties for the data source page (Figure 2-164):

1. Select 4 as the driver type from the values list.

o~ 0 DN

Click Next.

Create a data source =

Create a data source

Step 3: Enter
database
specific
properties for
the data source

Previous | Next|

Type IMSDB into the Database name field.

Specify the server name. (In our case, the server name is demo.)
Ensure that the port number is set to 50000.

Check the Use this data source in container managed persistence (CMP) check box.

managed through the datasource.

Enter database specific properties for the data source

Set these database-specific properties, which are required by the
database vendor JDBC driver to support the connections that are

MName Walue

* Driver type IE[ v |
# Database name [msDE __

# Server name dema| ]
# Port number [S0000 1

Cancel |

¥ Use this data source in container managed persistence (CMP)

Figure 2-164 Enter database specific properties for the data source

Note: The above values are for the DB2 database only. Other databases require different
settings. Check the IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1

Installation Guide, G111-9309, for details.

Setup and Configuration for IBM Tivoli Access Manager for Enterprise Single Sign-On 8.1




Setting up security aliases
To do this:

1. On the Setup security aliases page (Figure 2-165), select imsauthdata from the
Component-managed authentication alias drop-down menu.

2. Select none from the Mapping-configuration alias drop-down menu.

Select none from the Container-managed authentication alias drop-down menu.
Click Next.

Create a data source =

Create a data source

Setup security aliases

Select the authentication values for this resource,

Component-managed authentication alias
Iimsauthdata 'I

Mapping-configuration alias
|(

nong) ;I
Container-managed authentication alias
(none) hd

MNote: You can create a new J2C authentication alias by
accessing one of the following links. Clicking on a link
will cancel the wizard and your current wizard
selections will be lost,

Ste tup

security aliases Global 12C authentication alias

Security domains

Step 50 Summary

Previous | Next| Cancel |

Figure 2-165 Setup security aliases
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Summary
In summary:

1. On the Summary page (Figure 2-166), review the settings and click Finish.

Create a data source =

Create a data source

Summary

summary of actions:

Options Yalues

Scope cells;demoCelldl

Data source name TaM E-550 IMS Server Data
INDI name jdbcfims

1DBEC provider name TAM E-SS0O IDBEC Provider

One-phase commit DB2 1CC provider that supports JOBC 2.0,
Data sources that use this provider support only 1-phase
commit processing, unless you use driver type 2 with the

Reseliphog application server for zf0S, If you use the application server for
z/05, driver type 2 uses RRS and supports 2-phase commit
processing.
£{DB2UNIVERSAL_IDBC_DRIVER_PATH}/db2jcc.jar

Class path F{UNIVERSAL_JDBC_DRIVER_PATH Hdb2jcc_license_cu.jar

£{DBE2UNIVERSAL_JDBC_DRIVER_PATH}/dbZjcc_license_cisuz jar

${DBZUNIVERSAL JDBC_DRIVER_PATH}
F{UNIVERSAL JDBC_DRIVER_PATHY

—> Step 5: Summary

Mative path £{DB2UNIVERSAL IDBC_DRIVER MATIVERATHT
$10B2UNIVERSAL_JDBC_DRIVER_MATIWEPATH}

Implementation class name com.ibm.db2 joo.DB2ConnectionPoolDataSource
Driver type 4

Databasze name IMSDB

Server name demao

Port number Sooao

Use this data source in container managed _

persistence (CMP)

Component-managed authentication alias imsauthdata

Mapping-configuration alias (hone)

Container-managed authentication alias (none)

| Prewvious | |Finish| |—Cancel—|

Figure 2-166 Summary of actions

2. Click Save to save to the master configuration.
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3. The new data source that we created, Tivoli Access Manager for Enterprise Single
Sign-On IMS Server Data Source, now displays under the list of data sources
(Figure 2-167).

Data sources 27
Data sources

Use this page to edit the settings of a datasource that is associated with your selected JDBC
provider, The datasource object supplies your application with connections for accessing the
database. Learn more about this task in a guided activity. A guided activity provides a list of
task steps and more general information about the topic.

B Scope: Cell=demoCellOl

¥ Show scope selection drop-down list with the all scopes option

Scope specifies the level at which the resource definition is
visible, For detailed information on what scope is and how it

works, see the scope settings help.
| cell=democCelioL =l

Preferences

Mew || Delete | Test connection Manage state... |

~

Select Name & JMDI name & | Scope & Provider ¢ | Description & | Category &

You can administer the following resources:

| TaME-550 | jdbgfims Cell=demoCelld1 | TAM E-S50  DBZ Universal
IMS Server IDBC Driver
Data Source Provider Datasource
Total 1

Figure 2-167 Data sources

Chapter 2. Installation and configuration in a clustered environment 171



172

Click the TAM E-SSO IMS Server Data Source link.

Under Additional properties, click Connection Pool properties (Figure 2-168).
Enter 800 for maximum connections.

Enter 100 for minimum connections.

Retain the other default values.

© ® N o O &

Click Apply.

Data sources {4

Data sources > TAM E-SS0 IMS Server Data Source > Connection pools

Use this page to set properties that impact the timing of connection management
tasks, which can affect the performance of your application. Consider the default
values carefully; your application requirements might warrant changing these
values,

Configuration

General Properties

Additional Properties
Scope ;
cells:demaoCellol Advanced connection
pool properties

Connection pool custom
properties

# Connection timeout
iz
seconds

# Maximum connections
[eoo
connections

# Minimum connections
[100
connections

* Reap time
[1z0
seconds

* Unused timeout
[1200
seconds

* Aged timeout
o
seconds

Purge policy
|EntirePonl x|

pply | [ok| | Reset | | Cancel |

Figure 2-168 Connection pools
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10.Click Save to save to the master configuration.

Data sources TE
Data sources
Use this page to edit the settings of a datasource that is associated with your selected JDBC
provider, The datasource object supplies your application with connections for accessing the
database. Learn more about this task in a guided activity. A guided activity provides a list of
task steps and more general information about the topic.
B Scope: Cell=demoCellOl
¥ Show scope selection drop-down list with the all scopes option
Scope specifies the level at which the resource definition is
visible, For detailed information on what scope is and how it
works, see the scope settings help.
| cell=democCelioL =l
Preferences
Mew || Delete | Test connection Manage state... |
El=EEE
Select| Name 2 IMDI name & | Scope & Provider & | Description & | Category &
You can administer the following resources:
| TaME-550 | jdbgfims Cell=demoCelld1 | TAM E-S50 | DEZ Universal
IMS Server IDBC Driver
Data Provider Datasource
Total 1

Figure 2-169 Save to the master configuration
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Modifying JDBC provider details
To modify JDBC provider details, follow the steps below:

1. From the WebSphere ISC, click Resources — JDBC — JDBC Provider.
2. Under Preferences, click TAM E-SSO JDBC Provider (Figure 2-170).

IDBC providers il |

JDBC providers

Use this page to edit properties of a JDBC provider, The JDBC provider object
encapsulates the specific JDBC driver implementation class for access to the specific
vendor database of your environment. Learn more about this task in a guided
activity. A guided activity provides a list of task steps and more general information
about the topic.

B Scope: =All scopes
¥ Show scope selection drop-down list with the all scopes option
Scope specifies the level at which the resource
definition is visible, For detailed information on what

scope is and how it works, see the scope settings
help.

|AII SCopes LI

Preferences

MNew || Delete

Select| Name 2 Scope O Description <
You can administer the following resources:

- | T&aME-S50JDBC Cell=democCelld1 One-phase commit DB2
Provider 1CC provider that

supports JDBC 2.0, Data
sources that use this
provider support only 1-
phase commit
processing, unless you
use driver type 2 with
the application server
for 2f0S. If you use the
application server for
z/05, driver type 2 uses
RRS and supports 2-
phase cormmit
processing.

Total 1

Figure 2-170 Click TAM E-SSO JDBC Provider
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3. Under General Properties (Figure 2-171), replace the following class path data:

${DB2UNIVERSAL JDBC DRIVER PATH}/db2jcc.jar
${UNIVERSAL_JDBC_DRIVER_PATH}/db2jcc_license_cu.jar
${DB2UNIVERSAL_JDBC_DRIVER_PATH}/db2jcc_license_cisuz.jar

with:

E:/Program Files/IBM/WebSphere/AppServer/profiles/Dmgr01/config/tamesso/1ib/db2jcc.jar
Click OK. Click Save.

JDBC providers > TAM E-SS0 JDBC Provider
Use this page to edit properties of a Java Database Connectivity (JDBC) provider, The JDBC provider
object encapsulates the specific JDBC driver implementation class for access to the specific vendor
database of your environment.

Configuration

General Properties

Additional Properties

* Scope
[cells:democeliol Data sources

¥ Mame Data sources
[T&M E-550 JDBC Provider WebSphere

Application Server

Description
One-phase commit DB2 JCC provider that supports -
1DBC 2.0, Data sources that use this provider support
only 1-phase commit processing, unless you use driver

type 2 with the application server for /05, If you use
the application server for z/0S, driver type 2 uses RRS

Class path

E:fProgram

Files/IEM\WebSpherefsppServerfprofiles/Dmgril/fconfigy
tamesso/lib/db2jcc.jar

L=

&

MNative library path
${DB2UNIVERSAL_IDBC_DRIVER_MNATIVEPATH}

[T Isolate this resource provider

# Implementation class name
|com.ibm.db2.jcc.DBECDnnectionPDoIDataSource

pply | [ok| | Reset | | Cancel |

Figure 2-171 TAM E-SSO JDBC Provider
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IDBC providers 7E

JDBC providers

Use this page to edit properties of a JDBC provider, The JDBC provider object
encapsulates the specific JDBC driver implementation class for access to the specific
vendor database of your environment. Learn more about this task in a guided
activity. A guided activity provides a list of task steps and more general information
about the topic.

B Scope: =All scopes
¥ Show scope selection drop-down list with the all scopes option
Scope specifies the level at which the resource
definition is visible, For detailed information on what

scope is and how it works, see the scope settings
help.

|AII scopes ;I

Preferences

MNew || Delete
El=lezlE

Select| Name 2 Scope & Description <
You can administer the following resources:

- | T&aME-S50JDBC Cell=democCelld1 One-phase commit DB2
Provider 1CC provider that

supports JDBC 3.0, Data
sources that use this
provider support only 1-
phase commit
processing, unless you
use driver type 2 with
the application server
for 2f0S. If you use the
application server for
z/05, driver type 2 uses
RRS and supports 2-
phase commit
processing.

Total 1

Figure 2-172 JDBC Providers

Testing data source connection
To test the data source connection, follow the steps below:

1. From the WebSphere ISC, click Resources — JDBC — Data Sources.

2. Under Preferences, select the TAM E-SSO IMS Server Data Source check box. Click
Test connection (Figure 2-173).

Mew || Delete | Test connection | Manage state... |

EllElE

Select Name & IMDI name & | Scope & Provider 2 | Description & | Category &
You can administer the following resources:

TAaM E-SSO | jdbeofims Cell=demoCelld1 | TAM E-S50 | DBZ Universal

IMS Server IDBC Driver

Data Source Provider Datasource
Total 1

Figure 2-173 Test connection
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3. Verify that the test connection was successful (Figure 2-174).

Data sources TE

B Messages

[} The test connection operation for data source TAM E-550 IMS
Server Data on server dmagr at node demoCellManager0l was
successful,

Data sources

Use this page to edit the settings of a datasource that is associated with your selected JDBC
provider, The datasource object supplies your application with connections for accessing the
database. Learn more about this task in a guided activity. & guided activity provides a list of task
steps and mare general information about the topic.

Scope: Cell=democCell01
Preferences

Mew || Delete | Test connection Manage state... |

Select| Name 2 IMDI name & | Scope & Provider & | Description 3 | Category &
You can administer the following resources:
- | TaME-S50 jdbcfims Cell=demoCelld1| TAM E-S50 | DBZ2 Universal
IMS Server IDBC Driver
Data Provider Datasource
Total 1

Figure 2-174 Success message
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Replacing ClassPath with generic directory
To replace the ClassPath with a generic directory, follow the steps below:

1. From the WebSphere ISC, click Resources — JDBC — JDBC Providers — TAM E-SSO
JDBC Provider (Figure 2-175).

JDBC providers > TAM E-SS0 JDBC Provider
Use this page to edit properties of a Java Database Connectivity (JDBC) provider, The JDBC provider
object encapsulates the specific JIDBC driver implementation class for access to the specific vendor
database of your environment.

Configuration

General Properties

Additional Properties

* Scope
[cells:democeliol Data sources

¥ Mame Data sources
[T&M E-550 JDBC Provider WebSphere

Application Server

Description W4)
One-phase commit DB2 JCC provider that supports -
1DBC 2.0, Data sources that use this provider support
only 1-phase commit processing, unless you use driver

type 2 with the application server for /05, If you use

the application server for z/0S, driver type 2 uses RRS 7_‘
Class path

E:fProgram

L
Files/IBM MW ebSpherefsppServerfprofiles/Dmgrilfconfigy
tamesso/lib/db2jcc.jar

&

MNative library path
${DB2UNIVERSAL_IDBC_DRIVER_MNATIVEPATH}

[T Isolate this resource provider

# Implementation class name
|com.ibm.db2.jcc.DBECDnnectionPDoIDataSource

Applyl COk| | Reset Cancel

Figure 2-175 TAM E-SSO JDBC Provider
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In the Configuration tab (Figure 2-176), replace the class path to make the path

independent of the WebSphere Application Server installation.
For DB2, set the CLASSPATH to ${USER_INSTALL ROOT}/config/tamesso/1ib/db2jcc.jar.

Click OK.

JDBC providers > TAM E-SS0 JDBC Provider

database of your environment.

Configuration

General Properties

* Scope
[cells:democeliol

F Mame

[TAM E-S50 IDBC Provider

Description

One-phase commit DB2 JCC provider that supports
1DBC 2.0, Data sources that use this provider support
only 1-phase commit processing, unless you use driver
type 2 with the application server for /05, If you use
the application server for z/0S, driver type 2 uses RRS

=

[T Isolate this resource provider

# Implementation class name

Class path

${USER_IMSTALL_ROOT }Hconfigftamesso/flib/db2jcc.jar |
MNative library path
${DB2UNIVERSAL_IDBC_DRIVER_MNATIVEPATH}

|com.ibm.db2.jcc.DBECDnnectionPDoIDataSource

apply | [ok| [ Reset | | cancel

Use this page to edit properties of a Java Database Connectivity (JDBC) provider. The JDBC provide
object encapsulates the specific JDBC driver implementation class for access to the specific vendor

Additional Properties
Data sources

Data sources

WwebSphere
Application Server
V4)

Figure 2-176 Settings
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4. Click Save to save the configuration changes.

IDBC providers P

JDBC providers

Use this page to edit properties of a JDBC provider, The JDBC provider object encapsulates the
specific JIDBC driver implementation class for access to the specific vendor database of your
environment. Learn more about this task in a guided activity. A guided activity provides a list of
task steps and more general information about the topic.

Scope: =All scopes
Preferences

MNew || Delete
El=lezlE

Select| Name 2 Scope & Description &
You can administer the following resources:

- | T&ME-S50 JDBC Provider Cell=democCelld1 One-phase commit DE2 1CC
provider that supports IDBC
3.0, Data sources that use
this provider support only 1-
phase commit processing,
unless you use driver type 2
with the application server
for 2f0S. If you use the
application server for z/05,
driver type 2 uses RRS and
supports 2-phase commit
processing.

Total 1

Figure 2-177 JDBC Providers

Synchronizing the nodes
Perform full synchronization of the nodes (Figure 2-178):

1. From the WebSphere ISC, click System administration — Nodes. Select nodes and
click Full Resynchronize.

Nogeg—————— 7

Nodes

lUse this page to manage nodes in the application server environment, A node corresponds to a physical
computer system with a distinct IP host address. The following table lists the managed and unmanaged
nodes in this cell. The first node is the deployment manager. Add new nodes to the cell and to this list
by clicking Add Mode.

Preferences

Add Node I Remove Node | Faorce Delete | Synchronize | Full Resynchronize | Stop
&

Select| Name & Host Mame & varsion Discovery Protocol & | Status ¢

You can administer the following resources:

demoCellManager0l | demo.tamesso.com | ND 7.0.0.7 TCP (=]
dermoMode0l demo.tamesso.com | ND 7.0.0.7 TCP (=]
Total 2

Figure 2-178 Configuration changes

2. Verify that the synchronization was successfully initiated (Figure 2-179).

B Messages

[} Successfully initiated synchronization of the repaository on node
demoMode0l with the deployment manager's repository.

Figure 2-179 Success message
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Restarting the cluster
To restart the cluster, follow the steps below:

1. From the WebSphere ISC, click Servers — Clusters —» WebSphere application server
clusters. Select the cluster1 checkb ox and click Stop. Once the cluster has been
successfully stopped, select the cluster1 check box again for and click Start
(Figure 2-180).

WehbSphere application server clusters

Use this page to change the configuration settings for a cluster. A server cluster consists of a
group of application servers. If one of the member servers fails, requests will be routed to other
members of the cluster, Learn more about this task in a guided activity. A guided activity provides
a list of task steps and more general information about the topic.

Preferences

Delete| Star‘t| Stop Ripplestart | ImmediateStop |

ElalElE

Select| Name 2 Status &

u can administer the following resources:
clusterl I

Total 1

Figure 2-180 WebSphere application server clusters

B Messages

[} The start operation on cluster clusterl has been initiated. It may
take several minutes for each cluster member to finish starting.

Figure 2-181 Initiation message

2. Verify that the cluster is started (Figure 2-182).

WehSphere'application server clusters

WehbhSphere application server clusters

Use this page to change the configuration settings for a cluster. A server cluster consists of a
group of application servers. If one of the member servers fails, requests will be routed to other
members of the cluster. Learn more about this task in a guided activity. A guided activity provides
a list of task steps and more general information about the topic.

Preferences

Delete| Star‘t| Stop Ripplestart | ImmediateStop |

ol
Select| Name 2 Status &
You can administer the following resources:
| clusterl

Total 1

Figure 2-182 Cluster start verification
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Starting the IMS Server

From the WebSphere ISC, follow the steps below:
1. Start the Tivoli Access Manager for Enterprise Single Sign-On IMS Server (Figure 2-183).

Enterprise Applications 7=

Enterprise Applications

Use this page to manage installed applications. & single application can be deploved onto multiple servers.
Preferences

Stop || Install Uninstall | Update‘ Rollout Update | Rernove File | Expor‘t| Export DDL Export File

B %P

Select Mame & N Application Status @&
— Please Wait. ..

You can administer the fo

v TAM E-SS0 IMS ®

Total 1

Figure 2-183 Start Tivoli Access Manager for Enterprise Single Sign-On IMS Server

2. Verify that the server is started successfully (Figure 2-184).

Enterprise Applications

B Messages

B application T&M E-SS50 IMS on server serverl and node demoMode0l started
successfully.

B spplication T&M E-S50 IMS started successfully an all of the servers in duster clusterl,

Enterprise Applications

Use this page to manage installed applications. A single application can be deployed onto multiple servers.
Preferences

Star‘t| Stop || Install Uninstall | Update| Rollout Update | Rermove File | Expor‘t| Export DDL Export File

ElEkEE

Select| Name £ Application Status 6
You can administer the following resources:

r TaM E-550 IMS P

Tatal 1

Figure 2-184 Success message

2.6 Configuration for IBM HTTP Server

The following steps guide you to set up the IBM HTTP Server to work with the WebSphere
Application Server. Before you begin, ensure that:

vVvyvyvYy

The WebSphere Application server is installed and running.

The IMS Server is successfully installed.

Both the IBM HTTP Server and the IBM HTTP Administration Server are running.
You have an administrator ID and password for the HTTP Server.

Ports 80 and 443 are available (and not being used by another application like 11S).
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2.6.1 Running the configurewebserver script

The <Webservername>.bat file is created during the IHS installation and configuration steps
carried out earlier. We use this bat file to configure a web server to be managed within the
WebSphere ISC.

1. Copy the configurewebserverl.bat file from the <IHS install directory> to the <WAS
Install Directory>\bin (for example, from E:\Program
Files\IBM\HTTPServer\Plugins\bin to E:\Program
Files\IBM\WebSphere\AppServer\bin).

2. Run configure<web server name>.bat from the command prompt, and pass arguments of
the profileName, the WebSphere Application Server administration user and password
(Figure 2-185). For example, from the E:\Program Files\IBM\WebSphere\AppServer\bin
directory, run the following command:

configurewebserverl.bat -profileName Dmgr0l -user wasadmin -password p@sswOrd

S WINDOWS' system32',.cmd.exe - configurewebserverl.bat -profil -0 1!

Dngr#l —user wvasadmin —password pBssuwBrd

sing the profile DmgrBi

sing WebSphere admin userlID wasadmin

ASH?282]1: Connected to process "“dmgr" on node demoCellManager®l using SOAP conn
ector; The type of process is: DeploymentManager
ASHBA11W: AdminTask object iz not availahle.
ASKH?3IB3I: The following options are passed to the scripting environment and are
available as arguments that are stored in the argu variabhle: "[wehzerverl. IHS.
E:»NProgram Files>\IBM~ \HTTPServer. E:““Program Files““IBM\“HTTPServers“conf>xh
ttpd.conf,. 88. MAP_ALL, E:““Program Files““IBMH““HITPServer “Plugins, unmanaged.
demo .tamesso.com—node,. demo.tamesso.com, windows. 8888, httpadminl"

:nProgram Files“\IBM-UWebSphere-AppServershin’configurewebzerverd  bat —profileNaW[j

Input parameters:

Webh server name
Web server type
Web server install location
Web server config location

wehserverl
IHS

E:»Program Files\IBM~HITPServer
E:“Program Files\IBM~HITPServerconfshttpd.conf

Web server port 88

Map Applications HAP_ALL

Plugin install location E:~Program Files\IEM~HTTPServer Flugins
Web server node type unmanaged

demo .tamesso.com—node
demo.tamesso.com
windows

80808

hﬁtpadmin

Web server node name

Web server host name

Web server operating system
IHE Admin port

IHS Admin user ID

IHE Admin password

IHS service name

eh zerver node definition demoMode®dl already exists.

The template version of the webh server node is not computed. exception = can't »
ead "AdminTask": no such variable

eh zerver definition for webhserverl already exists.

Start computing the plugin properties ID.
Plugin properties ID iz not computed. exception = com.ibm.ws.scripting.Scripting
xception: com.ibm.websphere .management.exception.ConfigServiceException
om.ibm.webzphere . management .exception.ConnectorException
rg.apache.soap.S0APException: [S0APException: faultCode=S0AP-ENU:Client; msg=Re
d timed out; targetException=java.net.SocketTimeoutException: Read timed out]

tart updating the plugin install location.
lugin install location is not updated. exception = can’t read “webserverPluginP|
opertiesID": no such variable

tart updating the plugin log file location.
lugin log file location is not updated. exception = can’t read “webserverPlugin
ropertiesID": no such variable

tart updating the RemoteConfigFilename location.
lugin remote config file location is not updated. exception = can’'t read "webse
verPluginPropertiesID": no such variable

tart updating the RemoteKeyRingFileMame location.
lugin remote keyring file location is not updated., exception = can’t read "wehs
rverPluginPropertiesID": no such variahle

tart saving the configuration.

Figure 2-185 Running configurewebserver1i.bat

3. Exit the command prompt when you see the message Configuration save is completed.
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Note: If you want to configure multiple HTTP Servers to the IMS Server, you must
specify a unique web server definition name during the IBM HTTP Server/IBM HTP
Server Plug-In installation (for example, webserver1, webserver2).

If you have multiple web servers installed, repeat the above steps for each

configure<webservername>.bat file.

2.6.2 Setting up SSL certificates

184

Create a certificate signed by the WebSphere Application Server CA. This uses the IBM
HTTP Server name as the common name (cn) for communication between the client and the

HTTP Server.

Deleting the default certificate

From the WebSphere ISC, follow the steps below:

1. Click SSL certificate and key management — Key stores and certificates —
CMSKeyStore — Personal certificates (Figure 2-186).

Preferences

| Delete I

Create ¥ Receive from a certificate authority...

Replace...

Extract...

SS1 certificate and key management > Key stores and certificates > CMSKeyStore > Personal certificates
Manages personal certificates,

Import...

Export...

Revoke...

Select Alias
You can administer the following resources:

default

Total 2

Issued To

CH=dero tamesso.com,
Oll=demoCell01,

OlU=demoCellManagerdl,

O=[BM, C=US

CHN=dero tamesso.com,
OlU=Root Certificate,
Oll=demoCell01,

Ol=demoCellManager0l,

O=[BM, C=US

1ssued By

CMH=demo.tamesso.com,
OU=Root Certificate,
OU=demoCell0l1,

OU=demoCellManagerdl,

O=IBM, C=US

CM=demo.tamesso.com,
OU=Root Certificate,
OlU=demoCell0l1,

OU=demoCellManagerdl,

O=IBM, C=US

Serial Number

57440418201¢

221389324253

Figure 2-186 Delete default certificate

Select the default certificate.
Click Delete.

Click Save to save the changes to the master configuration.
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Creating chained certificate
To create a chained certificate, follow the steps below:

1.

3. Enter the other information as necessary (organization, state, and so on). Click OK.

Click Create — Chained certificate and navigate to SSL certificate and Key
management — Key stores and certificates - CMSKeyStore — Personal

certificate — New.

In the General Properties dialog (Figure 2-187), specify a name for the alias (for example,

default) and provide the fully qualified host name for the HTTP Server for the common

name (for example, demo.tamesso.com).

SSL certificate and key management > Key stores and certificates > CMSKeyStore > Personal
certificates = New

A chained personal certificate is a personal certificate that is created using another certificate’s
private key to sign it.

General Properties

* Alias
[default

Root certificate used to sign the certificate
root >

Key size
|1024 'l bits

# Common name
[demo.tamesso.com

* validity period
|365 days

Qrganization
[1Bm

Qrganization unit

Locality

State/Province
[T

Zip code

Country ar region
IUS hd

apply | [oK] | Reset | | Cancel |

Figure 2-187 Setting properties

Note that if you have multiple load balancers set up, specify the fully qualified name of the

load balancer here.

4. Save the configuration changes.
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5. Verify that the new certificate is listed in the Personal certificates section (Figure 2-188).

S5L certificate and key management

SSL certificate and key management > Key stores and certificates » CMSKeyStore > Personal certificates
Manages personal certificates.
Preferences

Create ~ | Delete| Receive from a certificate authority... | Replace... Extract... | Import... Export... | Revoke.., | Renew

Select Alias Issued To Issued By Serial Mumber Expiration

You can administer the following resources:

| =] default CN=demo.tamesso.com, CM=demo.tamesso.com, | 123120455540857 | Walid from
O=IBM, 5T=Tx, C=LI5 OlU=Root Certificate, Apr 12,
OlU=democellol, 2010 to Apr
OlU=democCellManagerdl, 12, 2011.
O=IBM, C=US
= CH=demo.tamesso.com, CHM=demo.tamesso.com, 2213893242576 walid from
QOU=Root Certificate, QOlU=Root Certificate, Apr 7, 2010
OU=democCell0l, OlU=democellol, o apr 3,
OU=demoCellManagertl, | OU=demoCellManagerdl, 2025,
O=IBM, C=U5 O=IBM, C=US
Total 2

Figure 2-188 Personal certificates section

Note: The above steps need to be performed for each of the IBM HTTP Servers.

Synchronizing WebSphere Application Server keystore

We need to synchronize the WebSphere Application Server keystore with the IBM HTTP
Server keystore so that the HTTP plug-in works successfully. First, verify that the IBM HTTP
Server is started and running:

1. From the WebSphere ISC, click Servers — Server Types — Web Servers.
2. Select webserveri.
3. Select Additional Properties — Plug-In Properties.
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4. Click Copy to Web server key store directory (Figure 2-189).

Runtime || Configuration

Plug-in properties

Additional Pri

Feguest|

Caching
# Refresh configuration interval Request
60 seconds

Custom

[ Ignore DS failures during Web server startup

Repository copy of Web server plug-in files:

# Plug-in configuration file name
|p|ugin—|:fg.><m| M

¥ automatically generate the plug-in configuration file

¥ automatically propagate plug-in configuration file

* Plug-in key store file name
|p|ugin—key.kdb

Manage keys and certificates

Copy to Web server key store directory

Web server copy of Web server plug-in files:

# Plug-in configuration directory and file name
|E:\Pr0gram FileshIBMYHTTPServerPlug nfigiwebserver lugin-cfg

# Plug-in key stare directary and file name
|E:\Pr0gram FilesIBMYHTTPSErYE ginstconfig serverlipl -key.kdhb

Plug-in logging:

* Log file name
|E:\Pr0gram FileshIBMYHTTPServerPluginsilogsywebserveriihttp_plugin.log

Log level
Error x

Figure 2-189 Copy to web server key store directory
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Click OK (Figure 2-190).

Runtime || Configuration

Plug-in properties

[ Ignore DS failures during Web server startup

# Refresh configuration interval
60 seconds

Repository copy of Web server plug-in files:

# Plug-in configuration file name
|p|ugin—|:fg.><m| M

¥ automatically generate the plug-in configuration file

¥ automatically propagate plug-in configuration file

* Plug-in key store file name
|p|ugin—key.kdb

Manage keys and certificates

Copy to Web server key store directory

Web server copy of Web server plug-in files:

# Plug-in configuration directory and file name
|E:\Pr0gram FileshIBMWHTTPServeryPlugi anfighwebserve lugin-cfg

# Plug-in key stare directary and file name
|E:\Pr0gram Files\IBMYHTTPServe ginstconfi serverlyp 1-key . kdb

Plug-in logging:

* Log file name
|E:\Pr0gram FileshIBMYHTTPServerPluginsilogsywebserveriihttp_plugin.log

Log level
Error x

Apply| % Reset| Cancel |

Figure 2-190 Configuration tab

5. Click Save in the message box that appears at the top of the page to save changes to the
master configuration.

Note: The above steps must be performed for each IBM HTTP Server.

2.6.3 Enabling SSL on the HTTP Server

By default, SSL communication is disabled. We enable SSL on the HTTP server by editing
the httpd.conf file so that the IMS Server communication is encrypted.

Note: This must be performed for each IBM HTTP Server.

1. From the WebSphere ISC, click Servers — Server Types — Web Servers.
2. Under Web Servers, click webserver1.
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3. Under Additional Properties, click Configuration File (Figure 2-191).

Web servers > webserverl

Use this page to configure a \Web server that provides HTTP and HTTPS support to application servers,

Runtime || Configuration

General Properties

Configuration settings

Web server name )
[webservert | Web Server Wirtual Hosts

Type Global Directives

IBM HTTP Server =

I _I Additional Properties

#* Port
[z0 Log file

+ yeh server installation |ocation Configuration File
|E:,-’Drogram Files/IBM/HTTPServer Process definition

# Configuration file name Plug-in properties
[E{WEB_INSTALL_ROOT }eanf/httpd.conf | Edit Custom praperties

* Service name PeEs
IBMHTTPServer?.0

Apply| % Reset| Cancel |

Figure 2-191 Configuration tab

4. Add the following lines of configuration to the end of the configuration file:

LoadModule ibm_ss1 _module modules/mod_ibm_ss1.so
Listen 0.0.0.0:443
## IPvb support:
# Listen [::]:443
<VirtualHost *:443>

SSLEnable

SSLProtocolDisable SSLv2
SSLServerCert <alias of the IBM HTTP Server SSL certificate>
</VirtualHost>
KeyFile "<absolute path of the plugin-key.kdb>"
SSLDisable

For example:

LoadModule ibm ss1 _module modules/mod_ibm ss1.so
Listen 0.0.0.0:443
## IPvb support:
# Listen [::]:443
<VirtualHost *:443>
SSLEnable
SSLProtocolDisable SSLv2
SSLServerCert default
</VirtualHost>
KeyFile "E:\Program
Files\IBM\HTTPServer\Plugins\config\webserverl\plugin-key.kdb"
SSLDisable

5. Click Apply.
6. Click OK.
7. Select General Properties — Apply.
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8. Click Save in the messages box at the top of the page (Figure 2-192).

B Messages
& Changes have been made to your local configuration, You can:
® Save directly to the master configuration.
& Review changes before saving or discarding.
An option to synchronize the configuration across multiple nodes after saving can be enabled
in Preferences.
& The server may need to be restarted for these changes to take effect,

Figure 2-192 Change message

Note: The above steps must be performed for each IBM HTTP Server.

Restarting IBM HTTP Server
From the WebSphere ISC, follow the steps below:

1. Click Servers — Server Types — Web Servers.
2. Select the check box for webserver (webserver1).
3. Click Propagate Plug-in (Figure 2-193).

Web servers h 4 A A N h N | 7=

Web servers
Use this page to view a list of the installed Wweb servers,

Preferences
Generate Plug-in I Prapagate Plug-in | New | Delete Templates... | Startl Stop Terrinate
=l

Select Mame & Weh server Type & _ Node & Host Mame & _ version $_ | Status &

¥ou can administer the following resources:
webserverl IEM HTTP Server dermoMode0l demo.tamesso.com MD 7.0.0.7 |2

Total 1

Figure 2-193 Select webserver

4. Verify that the plug-in configuration file has been successfully propagated (Figure 2-194).

B Messages
[} PLGCO0621: The plug-in configuration file is propagated from E:\Program
FilesiIBMYWebSphere\appServeryprofilesiDmgrolyconfighcellsidermoCelld1ynodesidemoMode0 1
Yserversywebserveryplugin-cfg.xml to E:\Program
FileshIBMYHTTPServeryPluginsiconfigywebserveryplugin-cfg.xml on the Web server computer,
[} PLGCO0481: The propagation of the plug-in configuration file is complete for the Web server,
demoCell0l.demoMode0l. webserverl,

Figure 2-194 Success message

Select the check box for the webserver (webserver1).
Click Stop to stop the server.
Select the check box for the webserver (webserver1).
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8. Click Start to start the server (Figure 2-195).

Web servers FE
Web servers
Use this page to view a list of the installed Web servers.
Preferences
Generate Plug-in Propagate Plug-in | Mew | Delete | Ternplates... | Star‘t| Stop Terminate

el
Select| Mame & Web server Type 3 _ Mode 3 Host Mame o Wersion $_ | Status &
You can administer the following resources:

; wehserverl IBM HTTP Server demoNode01 demo.tamesso.com ND 7.0.07 |2

Total 1

Figure 2-195 Starting the server

Configuring the IMS Server
This section details how to properly configure the IMS Server.

Starting the IMS Server
If the IMS Server is not already started:

1. Start it via the WebSphere ISC (Figure 2-196).

Enterprise Applications h N h = N A\ . == 4
Enterprise Applications

Use this page to manage installed applications. & single application can be deployed onto multiple servers.,
Preferences

Stop || Install Uninstall| Update| Rollout Update | Remove File | Expor‘t| Export DDL Ex

Select Mame &

- Application Status &
. \Please Wait...
You can administer the fo
I~ TaM E-S550 IMS ®
Total 1

Figure 2-196 Enterprise Applications

2. Verify that the server is started successfully (Figure 2-197).

B Messages

b} &pplication TAM E-550 IMS on server serverl and node demoMode01 started
successfully.

0} application TAM E-550 IMS started successfully an all of the servers in cluster clusterl,

Enterprise Applications

Use this page to manage installed applications. & single application can be deployed onto multiple servers.,
Preferences

Star‘t| Stop || Install Uninstall | Update| Rollout Update | Remove File | Expor‘t| Export DDL E

Select| Mame & Application Status ¢

You can administer the following resources:
] TAM E-550 [MS P

Total 1

Figure 2-197 Success message
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Running the IMS configuration
To do this:

1. Access the following URL:
https://<fully qualified hostname>:9443/ims
For example:
https://demo.tamesso.com:9443/ims

2. Accept the default setting (do not import the configuration from the old IMS installation),
and click Begin (Figure 2-198).

Access Manager for Enterprise Single Sign-On

Language: IEninsh [United States) vl

Tam E-S5C: Configuration Wizard

Import Configuration
Choose whether you want to import the configuration from the old IMS installstion.

& ho

© ves

Begin

Figure 2-198 Import Configuration
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3. Select the Create IMS Server database schema check box and click Next (Figure 2-199).

Access Manager for Enterprise Single Sign-On

Language: IEninsh [United States) vl

TamM E-S5C: Configuration Yizard

Create IMS Database Schema

Mark the checkbox to uze this wizard to create the IMS Server database schema.

¥ Creste MS Server database schema.

Cancel Back Mewxt

Figure 2-199 Create IMS Database Schema

4. Select DB2 Server as the database type and click Next (Figure 2-200).

Access Manager for Enterprise Single Sign-0n

Language: IEninsh [United States) vl

TaM E-SSO: Configuration Yizard

Choose Database Type
Choose the databaze type the IMS Server will use.

¥ DBEZ Server
" hicrosoft SGL Server

" Oracle Server

Cancel Back Mext

FTgure 2-200 Choose Database Type
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5. Enter/verify the database configuration information. Click Next (Figure 2-201).

Access Manager for Enterprise Single Sign-On

Language: IEninsh [United States) vl

TaM E-S5C: Configuration Wizard

Database Configuration - DB2

Provide the database configuration information.

Host Mame:

|dem0.tamesso.com

Part:
50000

Databaze Mame:
imsb

User Mame:
Jeb2acimin

User Password:

Cancel

Figure 2-201 Database Configuration - DB2 o -

6. Enter Cell1DefaultKeyStore for the keystore name, enter WebAS as the keystore password,

and enter root for the root CA alias name. Click Next (Figure 2-202).

Access Manager for Enterprise Single Sign-On

Language: IEninsh (United States) vl

TaM E-S5C: Configurstion Wizard

Provide Root CA Details

Enter the keystore name, password, and certificate alias of the root C& that will be used to sign the IMS Server intermediste
CA

Keystore name:

|CeIIDefaunKeyStore|

Keystore pazsword: |-““
Root CA alias name: |root
R, |
Figure 2-202 Provide Root CA Details
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7. On the Configure IMS services URL page (Figure 2-203), enter the fully qualified server
name for the HTTP Server, enter 443 for the HTTPS port number, and click Next.

Access Manager for Enterprise Single Sign-On

Language: IEninsh [United States) vl

TaM E-S50: Configurstion Wizard

Configure IMS services URL

The IMS Server services URL is required for Accessissistart to connect to the IMS Server

Fully cualified weh server name: |dem0.tamesso.com

HTTPS port number: |443

Coas ] [ ]

Figure 2-203 Configure IMS services URL

8. On the Confirm settings page (Figure 2-204), verify the settings and click Save.

Access Manager for Enterprise Single Sign-On

Language: IEninsh [United States) vl

TaM E-350: Configuration Wizard

Confirm settings

click Save.

o Provide Root Ca Details -

& Keystore name: CelDefaultieyStore
® Root CA alias name: root

The follovwing settings will be applied. Confirm the settings before proceeding to the next step. If the seftings are correct,

W/) Configure IMS services URL

& Fully gqualified web server name: demo tamesso.com
& HTTPS port number: 443

Cancel

Figure 2-204 Confirm settings
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9. Wait for the process to complete (Figure 2-205).

Access Manager for Enterprise Single Sign-On

Language: IEninsh (United States) vl

TaM E-S5C: Configuration Wizard

Confirm settings

The follovwing settings will be applied. Confirm the seftings before proceeding to the next step. If the settings are correct,
click Save.

& Provide Root G Details _;*

& Keystore name: CellDefaultieyStore
® Root CA alias name: root

J Configure IMS services URL

& Fully gqualified web server name: demo tamesso.com
& HTTPS port number: 443

Processing... 8%

- %

Figure 2-205 Confirm settings

Deleting root certificate from CellDefaultKeyStore
To do this:

Under Related ltems, click Key stores and certificates.
Click CellDefaulyKeyStore.

Under Additional Properties, select Personal Certificates.
Select the check box of the root certificate to be deleted.
Click Delete.

Click Save to save to the master configuration.

Nooakrown~
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Synchronizing all managed nodes
To do this:

1. Go to System Administration —» Nodes.

2. Select all the nodes and click Full resynchronize (Figure 2-206).

Nodes

Use this page to manage nodes in the application server environment, & node corresponds to a physical
computer system with a distinct IP host address. The following table lists the managed and unmanaged
nodes in this cell. The first node is the deployment manager. Add new nodes to the cell and to this list

by clicking Add Mode.

Preferences

Add Node |

B Messages

[} Successfully initiated synchronization of the repaository on node
demoMode0l with the deployment manager's repository.

Remove Node | Force Delete | Synchronize |

Full Resynchranize

| Stop

Select| Name 2 Host Mame & varsion o Discovery Praotocol & | Status &
You can administer the following resources:
demoCellManager0l | demo.tamesso.com | ND 7.0.0.7 TCP (=]
- demoModenl demotamesso.com | WD 7.0.0.7 TCP L]
Total 2
Figure 2-206 Success message
Restarting the WebSphere cluster
Restart the WebSphere Cluster (Figure 2-207).
Integrated Solutions Console Welcome wasadmin Help | Logout

s

| View: |AII tasks =
Welcome

Guided Activities
B Servers
Mew server
E Server Types
WwebSphere applicat
WehSphere proxy s
Generic servers
Wersion 5 IMS serve
WebSphere MO ser
Web servers
B Clusters

WebSphere applicat
clusters

Proxy server cluster
Generic server clust

WEI-re application server‘

Cluster topology

DataPower
Core Groups

B Applications
Services

Resources

F Sarrite
_‘;l

i

E Messages

B The ripple start operation on cluster clusterl has been
initiated. Each cluster member will be stopped and
started in sequence. It may take several minutes for this
operation to complete.

webSphere application server clusters

Use this page to change the configuration settings for a cluster. & server cluster
consists of a group of application servers. If one of the member servers fails,
requests will be routed to other members of the cluster, Learn more about this
task in a guided activity. A guided activity provides a list of task steps and more
general information about the topic.

Preferences

Delete || Start | [ stop

El=E

New Ripplestart | ImmediateStop |

Select| Mame & Status &
You can administer the following resources:
m] clusterl P

Total 1

Figure 2-207 WebSphere Application Server clusters

Close page

> Pep ]

Field help

For field help
information, select a
field label or list marker
when the help cursor is
displayed.

Page help
Maore information about
this page

Command Assistance
Yiew administrative

scripting command for
last action

—_————r——_—————————
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Note: You might have to manually start the nodeagent before starting the cluster.

Restarting the IMS Server
Stop and start the IMS Server from the WebSphere ISC.

1. To stop the IMS Server:

a. From the ISC, select Applications — Application Types — WebSphere Enterprise
Applications.

b. Select the TAM E-SSO IMS check box.
c. Click Stop. Once the application is stopped, the status is displayed (Figure 2-208).

Enterprise Applications -

Enterprise Applications
Use this page to manage installed applications. & single application can be deployed onto multiple servers.
Preferences

Stop || Install Uninstall| Update| Rollout Update | Femove File | Expor‘t| Export DDL Ex

Select| Mame & - Application Status &
— Flease Wait. ..
You can administer the fo

¥ TAM E-SS0 IMS ®

Total 1

Figure 2-208 Application successfully stopped

2. To restart the IMS Server:

a. From the ISC, select Applications — Application Types — WebSphere Enterprise
Applications.

b. Select the TAM E-SSO IMS check box.
c. Click Start. Once the application is restarted, the status is displayed (Figure 2-209).

Enterprise Applications A ¥ h 4

E Messages
[l &pplication T&M E-550 IMS on server serverl and node demoMode01 started
successfully.
[ application TAM E-550 IMS started successfully an all of the servers in cluster cluster1,

Enterprise Applications
lUse this page to manage installed applications. & single application can be deployed onto multiple servers.,
Preferences

Star‘t| Stop | Install Uninstall | Update| Rollout Update | Remove File | Expor‘t| Export DDL E

ElalElE

Select| Mame & Application Status ¢
You can administer the following resources:

] TAM E-550 [MS P

Total 1

Figure 2-209 Application successfully started
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2.7 Adding nodeagent and server to Windows services

Run the WebSphere wasservice application to add the nodeadent and server to the Windows
startup. This allows the services to start automatically when the server is rebooted.

2.7.1 nodeagent

Take the following steps:

1.

Open a command prompt window and enter the following commands:
>cd E:\Program Files\IBM\WebSphere\AppServer\bin

>E:\Program Files\IBM\WebSphere\AppServer\bin>wasservice -add CustomOlNodeAgent
-serverName nodeagent -profilePath "E:\Program
Files\IBM\WebSphere\AppServer\profiles\Custom01" -wasHome "E:\Program
Files\IBM\WebSphere\AppServer" -logRoot "E:\Program
Files\IBM\WebSphere\AppServer\profiles\Custom0l\logs\nodeagent" -logFile
"E:\Program
Files\IBM\WebSphere\AppServer\profiles\Custom0l\1ogs\nodeagent\startServer.log"
-restart true -startType automatic

Adding Service: Custom0QlNodeAgent

Config Root: E:\Program
Files\IBM\WebSphere\AppServer\profiles\Custom0l\config

Server Name: nodeagent

Profile Path: E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom0l

Was Home: E:\Program Files\IBM\WebSphere\AppServer\

Start Args:

Restart: 1
IBM WebSphere Application Server V7.0 - Custom0lNodeAgent service successfully
added.
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Figure 2-210 depicts the command prompt output.

_olx|
E Program Files“\IBM“WebhSphere“AppServershin>wasservice ﬂ
sage: WASService.exe (with no arguments displays this helpd>

=1

:nProgram Files“IBM-UWebSphere-AppServershin>wasservice —add NodeAgent —serverHNal
e nodeagent —profilePath "E:“\Program Files>IBM:\WebSphere\AppServersprofilesz Cusg
omB1" —wasHome “E:“Program Files\IBM:WebhSphere-AppServer" —logHoot “E:“Program
iles>sIBMs\WebSpheresAppServersprofilessCustomBl~logssnodeagent’ —logFile "E:“FPro|
ram Files“\IBM\WebSpheresAppServersprofilessCustomPlslogs“nodeagentistartServer.

—add <service name>
—serverName <{Server>

—profilePath <{Server’'s Profile Directory’
[-wasHome <Websphere Install Directory>]
[-conf igRoot <Config Repository Directory>]
[-startArgs <{additional start arguments>]
[-stopArgs <additional stop arguments>]
[-userid <{execution id> —password <{password>]
[-logFile <service log file>]

[-logRoot <server’'s log directory>]l

[-encodeParams 1

[-restart <{true ! false>]

[-startType <{automatic |
—remove <{service name>

—start {service name> [optional startServer.bat parameter

—stop <service name> [optional stopServer.bat parameters]

—status <{service name>
—encodeParams <{service name>

log" —restart true —startType automatic
dding Service: Hodefgent

config

Config Root: E:“Program Files“IBM\WebSphere-AppServersprofilessCustonBl

Server Mame: nodeagent
Profile Path: E:“Program Files:IBM:MebSphere-AppServersprofiles CustomBbl]

Was Home: E:“Program Files“\IBM-UWebhSphere-AppServery

Start Args:
Restart:
IBM WebSphere Application Server U?.8 — Hodefgent service successfully added.
:nProgram Files“\IBM-UWebhSphere-AppServer-hin>

manual | disabled>]

Figure 2-210 Output for adding a nodeagent

2. Edit the registry settings to make the CellManager service dependent on the nodeagent

starting first.

3. Open the key via the registry editing tool (regedit) by clicking My Computer —
HKEY_LOCAL_MACHINE — SYSTEM — CurrentControlSet — Services —
IBMWAS70Service - demoCellManager01.

4. Create a MultiString value named DependOnService and enter the value
IBMWAS70Service - CustomOlNodeAgent.

This makes the CellManager service dependent on the nodeagent service starting first

(Figure 2-211).

' Registry Editor

File Edit View Faworites Help

=lolx|

-] IBMHTTRAdministration?.0 | | Name | Type | Data [

D IBMHTTPServer?.0 E’j(DeFau\t) REG_5Z {value not st}

:l'a @DependOnService REG_MULTI_SZ IBMWASTOService - NodeAgent
: {3 Enum Drescription REG_SZ Contrals the running of an IBM WebSphere Application Server Y7.0 server ...

,C] Pz - E"jDisplaVName REG_SZ IEM WebSphere Application Server V7.0 - demoCellManager0l

8 securiey [8¥)Errarcantrel REG_DWORD 0x00000001 (1)

E_I iM\gnfn:DSENIEE - NadeAgernt E'jlmagePath REG_EXPAMND_SZ "E:\Program Files\IBMwebSphere\AppServer|biniwasservice, exe” "IBMY. ..
: (] Parameters ObjectName REG_SZ LocalSystem

H L| Security Start REG_DWORD 0x00000002 (2)

-2 irsp Type REG_DMWORD 000000010 (16}

.07 TTEARMTN LI

Figure 2-211 Registry editor
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2.7.2 serveri

Take the following steps:
1. Open a command prompt window and enter the following commands:

E:\Program Files\IBM\WebSphere\AppServer\bin>wasservice -add CustomServerl
-serverName serverl -profilePath "E:\Program
Files\IBM\WebSphere\AppServer\profiles\Custom01" -wasHome "E:\Program
Files\IBM\WebSphere\AppServer" -TogRoot "E:\Program
Files\IBM\WebSphere\AppServer\profiles\Custom01\logs\serverl" -TogFile
"E:\Program
Files\IBM\WebSphere\AppServer\profiles\Custom01l\logs\serverl\startServer.log"
-restart true -startType automatic
Adding Service: CustomServerl

Config Root: E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom01\
config

Server Name: serverl

Profile Path: E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom01l

Was Home: E:\Program Files\IBM\WebSphere\AppServer\

Start Args:

Restart: 1

IBM WebSphere Application Server V7.0 - CustomServerl service successfully
added.

Figure 2-212 depicts the command prompt output.

S WINDOWS' system32', cmd.exe ‘ ;Iglll

E:\Program Files~IBH-MebSpheresAppServershindwaszservice —add CustomServerl —seru:J

erMame serverl —profilePath “E:“\Program Files>IBH-UWehSphere“AppServersprofiles:\C
unstomdl” —wasHome “E:“Program Files\IEM-WebhS8phere-AppServer"” —logRoot “E:“\FProgr:
m FilessIBM:\WebSphere-AppServersprofiles»CustomBl~\logs serverl" —logFile "E:“\FPro
gram FilessIBM~MebSphere-AppServersprofilessCustomBl*logssserverisstartServer. lo
" —restart true —startType automatic
Adding Service: CustomServerl

Config Root: E:“Program Files“IBM\WebSphere-AppServersprofilessCustomBl

config
Server Mame: serverl
Profile Path: E:“\Program Files:IBMMWebSphere-AppServersprofiles \Custombl)

Waz Home: E:“Program Files“IEM-UWebhSphere-AppServery
Start Args:
Restart: 1

IBH WebSphere Application Server U?.8 — CustomServerl service successfully added
é:\PPogPam Files~IBM~MebSpheresAppServershin’_

Figure 2-212 Output for adding server1
2. Edit the registry settings to make the serveri1 service dependent on the nodeagent starting
first.

3. Open the key via the registry editing tool (regedit) by selecting
HKEY_LOCAL_MACHINE — SYSTEM — CurrentControlSet — Services —
IBMWAS70Service - CustomServer1.
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4. Create a multi-string value named DependOnService with a value IBMWAS70Service -

Custom01NodeAgent (Figure 2-213).

£." Registry Editor

File Edit Wew Favorites Help

g [l 5]

D IBMHTTPAdrinistration?.0

-0 IBMHTTPServer7.0

Ela IBMWASTOService - CustomServerl
D Erum

D Parameters

-1 IBMWAS70Service - demoCellManagerl
—(Z Erum

[ Parameters

D Security

=10 IBMWAS70Service - NodeAgent

D Enuri

D Parameters

D Security == |

D Security LI

1

Type | Data
REG_5Z ({value nat set)
REG_MULTI_SZ IBMWASTOService - ModeAgent
REG_SZ Cantrols the running of an IBM WebSphere Application Server W7.0 server .
DisplayName REG_5Z IBM WebSphere Application Server ¥7.0 - CustomServerl
ErrorControI REG_DWORD 000000001 {1)
ImagePath REG_EXPAMND_SZ "E:\Program Files\IBM\WebSpherel AppServeribiniwasservice, exe” "IBMW,
ObjectMame REG_52 LocalSystem
[R] start REG_DWORD 000000002 (2}
[R¥]Type REG_DWORD 0x00000010 {16}

|My ComputeriHKEY_LOCAL_MACHINEYSYSTEM CurrentControlSet! Services [BMWASTOService - CustomServerl

N

Figure 2-213 Create multi-strong value name
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To provision the IMS administrator and to set up the Tivoli Access Manager for Enterprise
Single Sign-On IMS enterprise directory, see 1.5.4, “Provisioning IMS administrator and
defining enterprise directory” on page 57.

This concludes the configuration of the WebSphere Application Server cluster environment.
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Database type configuration for
IMS Server

On the Database Configuration page you are prompted for the DB configuration information
relevant to the server. Figure A-1 on page 204 shows the settings for DB2:

» Hostname: host name (or IP address) where the DB server resides.

» Port: DB server listening port. This was an option during the DB2 install, and 50000 is the
default. It might be different if you have multiple DB2s on the one server.

» Database Name: the name of the IMS Server database to configure as defined during the
DB2 install (see 1.1.2, “Creating a database” on page 12).

» User Name: DB2 administrator account defined during DB2 install (db2admin is the
default).

» User Password: DB2 administrator password defined during DB2 install.
If you are using Oracle or Microsoft SQL Server, the values will be different. For example,
with Microsoft SQL Server, you are prompted for the instance (optional) when a non-default

Microsoft SQL Server instance has been created. See “Microsoft SQL Server configuration
for IMS Server” on page 204 for more details.
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ECTI Access Manager for Enterprise Single Sign-0n

Language: IEninSh [United States) vl

Tak E-S3C: Configuration YWizard

Database Configuration - DB2

Provide the databaze configuration information

Host Matme:
[t

Port:
|50000

Databaze Name:
[msDB

Uszer Mame:
[eto2zcmin

User Password:

Cancel Back Mext

Figure A-1 Database configuration

If you are using MS SQL Server, the next page asks whether you want to create a new
database. See “Microsoft SQL Server configuration for IMS Server” on page 204 for the
ramifications of this. If you have already created the (empty) database, leave this option
unselected and click Next to continue.

Microsoft SQL Server configuration for IMS Server

There are certain requirements for MS SQL Server when used as the IMS Server datastore.
These are not clear in the Installation Guide, but the Release Notes and Setup Guide contain
pertinent information.

The relevant sections of the Setup Guide are:

>

For MS SQL Server 2000

http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/topic/com.ibm.itamesso.doc
/common/database_prerequisites_SQL_Server_2000.htmI

For MS SQL Server 2005

http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/topic/com.ibm.itamesso.doc
/common/database_prerequisites_SQL_Server_2005.htmI

For MS SQL Server 2008 we refer to the following tech note:
http://www.ibm.com/support/docview.wss?uid=swg21420688

There are, according to our reading of the documentation, two ways to create the database
and IMS schema after you have installed MQ SQL Server itself:

>

>

During the IMS Server Database Configuration step, select Create new database and
specify the system administrator (SA) account/password as the User Name/Password.
This creates the database instance and loads the ESSO schema/initial data.

Before running the IMS Server configuration, create an empty database instance using
the MS SQL Server admin Ul. Also create a database owner and set the appropriate
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rights/settings. Then during the IMS Server Database Configuration do not select (or
de-select) Create new database, then specify the database owner/password as the User
Name/Password.

We have not tried the first approach, however most for most customer deployments you do
not want the top-level system administrator account information stored in an application
outside of the DBA teams control. Thus, most deployments use the second option.

It is important that you follow the requirements in the links above, particularly the one about
not having the database owner as an administrator. If you do (as we found), then the schema
is created with an owner of dbo (for example, dbo.IMSTrustedCA) but when IMS talks to the
database the calls are against a prefix of owner (for example, fred.IMSTrustedCA).

The safest way that we found to have a working database is to have the database name and
owner name the same (for example, a database name of “Tamesso” and an owner of
Tamesso). Theoretically, if you have both the default schema of the DB owner being the IMS
DB name and the default DB for the DB owner being the IMS DB, then it should all work, but
it did not for us.

One final note is that when creating the DB in the MS SQL Server admin Ul, make sure that
the correct collation is used (SQL_Latin1_General_CP1_CS_AS). If not, you see error
messages during the configuration.
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Diagnosing installation problems

Many separate components and prerequisite steps are required to fully achieve the
installation and configurations of Tivoli Access Manager for Enterprise Single Sign-On 8.1,
WebSphere Application Server, IBM HTTP Server, Database Server Type installation, fix
packs, and so on. Due to the complexity and many installation and configuration steps
involved, there is a chance that problems will be encountered during the install, as there are
more points of failure.

There is limited information about diagnosing problems in the IBM Tivoli Access Manager for
Enterprise Single Sign-On Version 8.1 Installation Guide, GI11-9309. The IBM Tivoli Access
Manager for Enterprise Single Sign-On Version 8.1 Troubleshooting and Support Guide,
GC23-9693, has a far more comprehensive coverage of installation issues and how to
debug them.

This appendix contains additional information accumulated during Tivoli Access Manager for
Enterprise Single Sign-On installations.
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AccessAgent connection to IMS Server

The main challenge encountered is when installing the AccessAgent and its unsuccessful
attempt to contact the IMS Server. To diagnose these types of problems you need to
understand the organization and interaction between the AccessAgent and the IMS Server
application running on WebSphere Application Server. This is covered in Appendix C, “Using
ports and networks” on page 211.

One particular reason why AccessAgent is not able to connect to the IMS Server might be
that the Windows firewall is turned on. Disable the firewall to troubleshoot AccessAgent when
it is not functioning as expected behind a firewall.

The following sections provide steps to help diagnose connection problems. For the sake of
the discussion, the IMS Server (and HTTP Server) host name is imsserver.demo.com, the
IHS ports are standard (80, 443), and WebSphere Application Server ports are standard
(9080, 9443). We also assume that you are trying to connect to IMS using https and the
https port.

Is the HTTP server/port accessible

The first thing to check is whether a browser can resolve the IMS Server host name. Enter a
URL of http://imsserver.demo.com:80. You will see the standard IBM HTTP Server page. If
this works, you have proven that the host name is resolvable, the HTTP server is running,
and port 80 is accessible. If it does not work, check name resolution and http port
configuration, and that the http server is running.

Is the HTTPS port accessible

Repeat the above steps with https: https://imsserver.demo.com:443. You should get a
dialog complaining about the certificate that the server has presented. On validating the
certificate you should get to the standard IBM HTTP Server page. If this works, you have
proven that the HTTPS configuration in the httpd.conf is correct and that there is a
certificate. If it does not work, re-check the SSL configuration in the httpd.conf file.

Does the host name match the SSL Cert DN

Note the host name in the CN of the SSL certificate. It should be the same as the fully
qualified host name that you are specifying in the AccessAgent config.

If the host name that you are specifying is different from that in the CN of the certificate, try
again with the correct host name.

Is the WebSphere Application Server available for SOAP requests

The AccessAgent uses a ping service of /ims/services/encentuate.ims.service.ServerInfo. In
the browser, try:

» For http
http://imsserver.demo.com:9080/ims/services/encentuate.ims.service.ServerInfo
» For https

https://imsserver.demo.com:9080/ims/services/encentuate.ims.service.ServerInfo
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https://imsserver.demo.com:9080/ims/services/encentuate.ims.service.ServerInfo
http://imsserver.demo.com:9080/ims/services/encentuate.ims.service.ServerInfo

This should resolve and give you a welcome message.

If this works you have proven that WebSphere Application Server is running and that the IMS

application is installed and responding to SOAP requests. If not, check that WebSphere

Application Server is running and that the IMS application is running in WebSphere
Application Server.

Is WebSphere Application Server plug-in configured correctly

You should be able to send requests to the HTTP Server ports, and the WebSphere
Application Server plug-in will route the request to the WebSphere Application Server server.
In the browser, try:

» For http:

http://imsserver.demo.com/ims.services/encentuate.ims.service.ServerInfo

» For https:

https://imsserver.demo.com/ims.services/encentuate.ims.service.ServerInfo

This should resolve and give you the same welcome message. If this works you have proven
that the HTTP Server is taking requests on port 80, identifying the /ims portion of the URL,
and routing them (as per the WebSphere Application Server plug-in) to WebSphere
Application Server. If not, check the URIGroup settings in the plugin-cfg.xml file.
Example B-1 shows a sample correct plugin-cfg.xml file.

Example B-1 plugin-cfg.xml example

<UriGroup Name="default_host_serverl IMS81Node0Ol Cluster URIs">

<Uri
<Uri
<Uri
<Uri
<Uri
<Uri
<Uri
<Uri
<Uri
<Uri
<Uri
<Uri
<Uri
<Uri
<Uri
<Uri
<Uri
<Uri

AffinityCookie="JSESSIONID"
AffinityCookie="JSESSIONID"
AffinityCookie="JSESSIONID"
AffinityCookie="JSESSIONID"
AffinityCookie="JSESSIONID"
AffinityCookie="JSESSIONID"
AffinityCookie="JSESSIONID"
AffinityCookie="JSESSIONID"
AffinityCookie="JSESSIONID"
AffinityCookie="JSESSIONID"
AffinityCookie="JSESSIONID"
AffinityCookie="JSESSIONID"
AffinityCookie="JSESSIONID"
AffinityCookie="JSESSIONID"
AffinityCookie="JSESSIONID"
AffinityCookie="JSESSIONID"
AffinityCookie="JSESSIONID"
AffinityCookie="JSESSIONID"

</UriGroup>

AffinityURLIdentifier="jsessionid"
AffinityURLIdentifier="jsessionid"
AffinityURLIdentifier="jsessionid"
AffinityURLIdentifier="jsessionid"
AffinityURLIdentifier="jsessionid"
AffinityURLIdentifier="jsessionid"
AffinityURLIdentifier="jsessionid"
AffinityURLIdentifier="jsessionid"
AffinityURLIdentifier="jsessionid"
AffinityURLIdentifier="jsessionid"
AffinityURLIdentifier="jsessionid"
AffinityURLIdentifier="jsessionid"
AffinityURLIdentifier="jsessionid"
AffinityURLIdentifier="jsessionid"
AffinityURLIdentifier="jsessionid"
AffinityURLIdentifier="jsessionid"
AffinityURLIdentifier="jsessionid"
AffinityURLIdentifier="jsessionid"

Name="/snoop/*" />
Name="/hell0"/>
Name="/hitcount"/>
Name="*.jsp"/>
Name="*.jsv"/>

Name="*_ jsw"/>
Name="/j_security_check"/>
Name="/ibm_security logout"/>
Name="/servlet/*"/>
Name="/static/*"/>
Name="/front/*"/>
Name="/webconf/*"/>
Name="/admin/*"/>
Name="/ims/*"/>
Name="/aawwp/*"/>
Name="/help/admin/*"/>
Name="/help/aawwp/*" />
Name="/ivt/*"/>

The key entries are those from /static/ through /help/aawwp/. If these are missing, the
WebSphere Application Server plug-in needs to be re-generated.
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Using ports and networks

With the change of middleware with the current Tivoli Access Manager for Enterprise Single
Sign-On, there is potential for confusion over what ports are being used between the
AccessAgent and the IMS Server.

Figure C-1 shows the key components in the communication flow between the AccessAgent
and the IMS Server.

o 80 A= 9080
03T Es S
T =5 =
W e S =6 2 TAMESSO
28 8¢ 443 [l IMS Application
'—

<, %8 HTTP

T8
HTTPS 9443 L LR I

Application Server

Figure C-1 Database configuration

The IMS application is running on WebSphere Application Server using the embedded
WebSphere Application Server HTTP Server. This is listening on ports 9080 (HTTP) and
9443 (HTTPS). WebSphere Application Server invokes the appropriate IMS Server code
based on the URLSs received at the embedded HTTP Server (for example,
/ims/services/encentuate.ims.service.ServerInfo).

For troubleshooting purposes only, the AccessAgent can communicate with the IMS server
application directly using the 9080/9443 ports based on the above diagram in Figure C-1.

Default ports: By default, WebSphere Application Server port numbers are set to 9080
and 9443 during the installation, but it can be configured differently for each environment.
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If the default ports (80/443) are used, the AccessAgent communicates with the IBM HTTP
Server (IHS). The HTTP Server looks up the URL against the URI definitions loaded from the
WebSphere Application Server plug-in plugin-cfg.xml file. If configured correctly, it routes all
requests with URLs of the following forms to WebSphere Application Server:

static/*

/front/*
/webconf/*
/admin/*
/ims/*
/aawwp/*
/help/admin/*
/help/aawwp/*

vVVyVYyVYVYVYYVvYYyY

The communication between the AccessAgent is all SOAP over HTTP/HTTPS.
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Uninstalling Tivoli Access
Manager for Enterprise Single
Sign-On

This appendix covers the uninstallation of Tivoli Access Manager for Enterprise Single
Sign-On 8.1. There is an uninstall program, but this does not cover all components that
are installed.

This section is not concerned with removing WebSphere Application Server or database
components, only the Tivoli Access Manager for Enterprise Single Sign-On components,
under the assumption that there will be a re-install.
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Standard uninstall

You can use the standard Windows add/remove programs utility to remove the Access
Studio, Access Agent, and IMS Server components.

Make sure that you restart the system as advised.

Additional WebSphere Application Server cleanup

Removing IMS is essentially deleting the WebSphere Application Server profile. You might
see the following link for information about how to delete a profile:

http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/index.jsp?topic=/com.ibm.
itamesso.doc/tasks/IMS Troubleshoot Delete Profile.html

There is also a Technote document available that offers more steps for what needs to be
performed to do a WebSphere Application Server cleanup. This article was written to
troubleshoot when a problem arises during the IMS Installation process, when a configuration
failure happens using the IMS Configuration Utility, and results in being unable to return to the
IMS configuration page. The article is available at:

http://www.ibm.com/support/docview.wss?uid=swg21438690

There are two options for cleaning up WebSphere Application Server:
» Delete the profile. See the instructions here:

http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/index.jsp?topic=/com.ibm
.itamesso.doc/tasks/IMS_Troubleshoot_Delete_Profile.html

» Do a manual cleanup.

The steps for performing a manual clean up for WebSphere Application Server are:
1. Remove the JDBC settings:

a. Open the WebSphere Application Server ISC. Navigate to Resources — JDBC —
JDBC Providers.

i. Delete the JDBC providers named TAM E-SSO JDBC Provider.
ii. Navigate to Security — Global Security.

iii. Under Authentication, go to Java Authentication and Authorization Service.
Click J2C Authentication data.

b. Delete imsauthdata.
2. Remove the IMS KeyStore:

a. Click Security —_SSL certificate and key management —_Key Stores and
Certificates on the right (under Related ltems).

Select the check box for the IMS Entry, TAMESSOIMSKeystore, and click Delete.
Navigate to Environment — Naming — Name space bindings.

Delete the IMS Runtime URL.

Save the changes to the master configuration.
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f. Open Windows Explorer and delete the keystore file
<PROFILE_ROOT>\config\cells\<CELL NAME>\TAMESSOIMSKeystore.jks.

g. Delete the <PROFILE_ROOT>\config\tamesso folder.
3. Restart the server (restart Dmgr and the cluster if you are using clustered IMS).
4. Delete the IMS database.

File system cleanup

The install leaves a lot of files and directories around. The uninstall utility does not remove all
of them. First, make sure that the Tivoli Access Manager for Enterprise Single Sign-On
directory is deleted (C:\Program Files\IBM\TAMESSO). Next run a search across the
WebSphere AppServer directory (C:\Program Files\IBM\WebSphere\AppServer) looking for
IMS. You will probably find a lot of cache and temporary entries for empty folders that can be
cleaned up. We also found a KeyStore file that was causing problems with the install and had
to delete it.
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Creating WebSphere Application
Server

To create a new WebSphere Application Server for your cluster, navigate to the WebSphere
Administration Console, then:

1.

Navigate to Servers — New Server.

2. For the server type, select WebSphere Application Server and click Next.
3.
4

. Enter a server name (for example, server2) and click Next.

Select the node from the drop-down menu.

Note: Specify a unique name for the server in the WebSphere Application
Server cluster.

Ensure that Generate Unique Ports is selected for the server-specific properties. Click
Next.

6. Review the Summary of actions and click Finish.

7. Click Save to save the changes to the master configuration. Click OK.

8. Also add the application server to the WebSphere Application Server cluster.
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Adding an IMS Server to the
cluster

In this appendix we describe the necessary steps to add an additional IMS Server to the

WebSphere Application Server cluster:

1. Create a new custom profile (for example, Custom02) for the node that you are adding to
the WebSphere Application Server cluster.

2. Create a new application server (for example, server2) from the WebSphere Application
Server Admin Console:

a.

® 2 0 T

Navigate to Servers — new Server.

Select WebSphere Application Server and click Next.

Select target node and enter a name for the new server and click Next — Next.

Select Generate Unique Ports and click Next.
Click Finish and Save.

3. Add the newly created server to the WebSphere cluster from the ISC.

4. Add the nodeagent/application server to Windows automatic services. Run the
wasservice —add command from the AppServer\bin directory:

Eg: wasservice -add Custom02NodeAgent -serverName nodeagent -profilePath
"E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom02" -wasHome
"E:\Program Files\IBM\WebSphere\AppServer" -lTogRoot "E:\Program
Files\IBM\WebSphere\AppServer\profiles\Custom02\1ogs\nodeagent" -logFile
"E:\Program
Files\IBM\WebSphere\AppServer\profiles\Custom02\Togs\nodeagent\startServer.log"
-restart true
startType automatic

Similarly, add the application server.

© Copyright IBM Corp. 2010. All rights reserved.

219



5. Update the Windows services for the proper startup sequence:

a. Editthe CellManager service registry to edit the dependency of the node agent starting
up first. Run regedit and navigate to the CellManager key by clicking My Computer —
HKEY_LOCAL_MACHINE — SYSTEM — CurrentControlSet — Services —
IBMWAS70Service -demoCellManager01.

b. Create a MultiString value named DependOnService with a value IBMWAS70Service -
Custom02NodeAgent.

Similarly, edit the registry settings to make the new server service dependent on the
nodeagent starting up first.

6. Install the NLI.rar file on the new node (refer to 2.5.1, “Installing Native Library Invoker rar
file” on page 135).

7. Generate/propagate the plug-in and restart the HTTP Server.
8. Select all nodes and run a full synchronize.
9. Restart the IMS Server.
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this paper.

IBM Redbooks publications

The following IBM Redbooks publications provide additional information about the topic in this
document. Note that certain publications referenced in this list might be available in softcopy
only.

>

Deployment Guide Series: IBM Tivoli Access Manager for Enterprise Single Sign-On 8.0,
SG24-7350

IBM Tivoli Access Manager for Enterprise Single Sign-On v8.0 Migration Guide for
Encentuate 3.4 and 3.5, REDP-4615

Certification Study Guide Series: IBM Tivoli Access Manager for Enterprise Single
Sign-On 8.0, SG24-7784

You can search for, view, or download Redbooks publications, Redpapers publications,
Technotes, draft publications and Additional materials, as well as order hardcopy Redbooks
publications, at this website:

ibm.com/redbooks

Other publications

These publications are also relevant as further information sources:

»

IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Installation Guide,
Gl111-9309

IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Setup Guide,
GC23-9692

IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Deployment Guide,
SC23-9952

IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Troubleshooting
and Support Guide, GC23-9693

IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Policies Definition
Guide, SC23-9694
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Online resources

These websites are also relevant as further information sources:
» How to use Microsoft SQL Server 2008 as the database server
http://www.ibm.com/support/docview.wss?uid=swg21420688

» How to replace the IBM HTTP Server SSL certificate with an SSL certificate signed by a
third-party CA.

http://www.ibm.com/support/docview.wss?rs=0&q1=1424371&uid=swg21424371&1oc=en_US

» The IBM Tivoli Access Manager for Enterprise Single Sign-On reference manuals on the
online information center:

http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/index.jsp?topic=/com.ibm
.itamesso.doc/welcome.htm

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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who are facing a Tivoli Access Manager for Enterprise Single Sign-On
deployment on either a single IBM WebSphere Application Server or a
clustered IBM WebSphere Application Server Network Deployment
configuration.

REDP-4700-00

Redpaper-

INTERNATIONAL
TECHNICAL
SUPPORT
ORGANIZATION

BUILDING TECHNICAL
INFORMATION BASED ON
PRACTICAL EXPERIENCE

IBM Redbooks are developed
by the IBM International
Technical Support
Organization. Experts from
IBM, Customers and Partners
from around the world create
timely technical information
based on realistic scenarios.
Specific recommendations
are provided to help you

implement IT solutions more
effectively in your
environment.

For more information:
ibm.com/redbooks



http://www.redbooks.ibm.com/ 
http://www.redbooks.ibm.com/ 
http://www.redbooks.ibm.com/ 

	Go to the current abstract on ibm.com/redbooks
	Front cover
	Contents
	Notices
	Trademarks

	Preface
	The team who wrote this paper
	Now you can become a published author, too!
	Comments welcome
	Stay connected to IBM Redbooks

	Chapter 1. Installation and configuration onto a single Windows server
	1.1 Database installation and configuration
	1.1.1 Installing DB2
	1.1.2 Creating a database
	1.1.3 Creating a DB2 user

	1.2 IBM WebSphere Application Server
	1.2.1 Installing WebSphere Application Server 7.0
	1.2.2 Installing IBM Update Installer for WebSphere software installation
	1.2.3 Upgrading WebSphere Application Server

	1.3 IMS Server
	1.3.1 Preparing WebSphere Application Server for Global Application Security
	1.3.2 Installing IMS
	1.3.3 Verifying the IMS Server installation and deployment

	1.4 HTTP Server and WebSphere Application Server plug-in
	1.4.1 Installing HTTP Server
	1.4.2 Configuring the IBM HTTP Server
	1.4.3 Applying HTTP Server fix pack

	1.5 IMS configuration
	1.5.1 Applying the IMS fix pack
	1.5.2 Creating IMS administrator in Active Directory
	1.5.3 Configurationof the IMS Server
	1.5.4 Provisioning IMS administrator and defining enterprise directory

	1.6 AccessAgent and AccessStudio
	1.6.1 Preparing to install AccessAgent
	1.6.2 Installing AccessAgent
	1.6.3 Installing AccessStudio

	1.7 Conclusion

	Chapter 2. Installation and configuration in a clustered environment
	2.1 Database installation and configuration
	2.1.1 Installing IBM DB2 Workgroup Server Version 9.7
	2.1.2 Configuring DB2

	2.2 WebSphere Application Server Network Deployment
	2.2.1 WebSphere Update Installer
	2.2.2 WebSphere fix pack

	2.3 IBM HTTP Server
	2.3.1 IBM HTTP Server fix pack
	2.3.2 IBM HTTP Server plug-in pack

	2.4 IMS Server
	2.5 Configuration on WebSphere Application Server
	2.5.1 Installing Native Library Invoker rar file
	2.5.2 Installing IMS Server ear file
	2.5.3 Administering Tivoli Access Manager for Enterprise Single Sign-On from WebSphere Application Server
	2.5.4 Importing root certificate to CellDefaultKeyStore
	2.5.5 Copying \tamesso directory
	2.5.6 Resynchronizing nodes
	2.5.7 Setting up J2C authentication data
	2.5.8 Creating data source for DB2 database

	2.6 Configuration for IBM HTTP Server
	2.6.1 Running the configurewebserver script
	2.6.2 Setting up SSL certificates
	2.6.3 Enabling SSL on the HTTP Server

	2.7 Adding nodeagent and server to Windows services
	2.7.1 nodeagent
	2.7.2 server1


	Appendix A. Database type configuration for IMS Server
	Microsoft SQL Server configuration for IMS Server

	Appendix B. Diagnosing installation problems
	AccessAgent connection to IMS Server
	Is the HTTP server/port accessible
	Is the HTTPS port accessible
	Does the host name match the SSL Cert DN
	Is the WebSphere Application Server available for SOAP requests

	Is WebSphere Application Server plug-in configured correctly

	Appendix C. Using ports and networks
	Appendix D. Uninstalling Tivoli Access Manager for Enterprise Single Sign-On
	Standard uninstall
	Additional WebSphere Application Server cleanup
	File system cleanup

	Appendix E. Creating WebSphere Application Server
	Appendix F. Adding an IMS Server to the cluster
	Related publications
	IBM Redbooks publications
	Other publications
	Online resources
	Help from IBM

	Back cover

