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Preface

This IBM® Redpaper™ publication will help you plan for, install, and use IBM Assist On Site
(AOS).

Assist On Site is a Web-based tool that enables a support representative in IBM to analyze a
dump of your system remotely over a secure connection. It lets the support representative
see the desktop of a PC running the AOS plug-in, and optionally control the mouse and
keyboard. This allows investigation of critical problems to begin as quickly as possible.

The AOS tool can be used to assist customers with problems on a wide variety of platforms.
This paper focuses specifically on its use in a zZ OS® environment.
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This paper was produced by a team of specialists from around the world working at the
International Technical Support Organization, Poughkeepsie Center.

Mario Bezzi is a Senior Certified IT Specialist in IBM ltaly as well as a project leader for the
International Technical Support Organization, Poughkeepsie Center. He writes extensively
and teaches IBM classes worldwide on all areas of sysplex, performance, and high
availability.

Frank Kyne is a Executive IT Specialist at the International Technical Support Organization,
Poughkeepsie Center. He writes extensively and teaches IBM classes worldwide on all areas
of Parallel Sysplex® and high availability. Prior to joining the ITSO, Frank was an MVS
Systems Programmer in IBM Ireland.

Thanks to the following people for their contributions to this project:

Robert Abrams, Bill Dufresne, Roger McKnight, Kevin Peters, Ruth Ray
IBM USA

Conor Fahy
AIB Bank Ireland

Alan Murphy
IBM Ireland

Become a published author

Join us for a two- to six-week residency program! Help write a book dealing with specific
products or solutions, while getting hands-on experience with leading-edge technologies. You
will have the opportunity to team with IBM technical professionals, Business Partners, and
Clients.

Your efforts will help increase product acceptance and customer satisfaction. As a bonus, you

will develop a network of contacts in IBM development labs, and increase your productivity
and marketability.
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Comments welcome

Your comments are important to us!
We want our papers to be as helpful as possible. Send us your comments about this paper or
other IBM Redbooks® publications in one of the following ways:
» Use the online Contact us review Redbooks form found at:
ibm.com/redbooks
» Send your comments in an e-mail to:
redbooks@us.ibm.com
» Mail your comments to:

IBM Corporation, International Technical Support Organization
Dept. HYTD Mail Station P099

2455 South Road

Poughkeepsie, NY 12601-5400
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Introduction to Assist On Site

This chapter provides a description of the Assist On Site tool and helps you understand what
situations it is applicable to and what the considerations are for its use.
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1.1 What is Assist On Site?

2

Assist On Site (AOS) is a Web-based IBM tool that enables a support representative in IBM to
analyze a dump on your system remotely over a secure connection. The AOS tool is used by
IBM to assist customers with problems on a number of platforms; however, this document
focuses specifically on the use of AOS in a z/OS environment. For z/OS systems, AOS is
mainly intended to be used to view very large dumps related to high impact problems in the
interim before they reach IBM.

AOS is conceptually simple: it provides an IBM representative with the ability to see the
desktop of a PC that is running the AOS plug-in, and to optionally control the mouse and
keyboard. As a result, it provides the representative with the ability to use IPCS on your
system to analyze the dump. The net effect is the same as if the IBM representative was
located in your site and logged on to your system to view the dump.

Using the AOS plug-in, the customer connects to the AOS server in IBM via the Web. On the
IBM side, the support representative also connects to the AOS server via the IBM Intranet. All
communication between the support representative and the customer PC is via the secure
AOS server. This is shown in Figure 1-1.

Customer

Figure 1-1 Assist On Site - the complete picture

Assist On Site replaces the previously available SoftwareXcel offering. Whereas
SoftwareXcel required a leased line for the representative to access your system, AOS is
Web-based and therefore removes that requirement.
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1.2 Is AOS a chargeable service?

At the time of writing, there is no charge for AOS. The AOS plug-in can be downloaded for no
charge, and the use of AOS to view your dump is simply an extension to your existing support
agreement with IBM.

1.3 What is AOS used for?

In a mainframe environment, AOS is specifically intended as a way to let IBM start analyzing
large dumps while the dumps are still in the process of being transmitted to IBM. This allows
investigation of critical problems to start as quickly as possible. Depending on the process
you use to send dumps to IBM, the ability for IBM to immediately access your dump may
shave precious hours off the time required to identify the cause of the problem and,
potentially, the resolving fix.

Note that AOS is not intended as a replacement for sending your dumps to IBM. The
response time when accessing the dump remotely would not be the same as when the
support representative has access to the dump on an IBM system. Also, the representative
may have additional tools available in IBM to enhance and expedite detailed dump analysis,
so analyzing the dump on your system using AOS is a more time-consuming process than
processing the dump in IBM. The main advantage of AOS is that the support representative
can start on the job of analyzing the dump sooner.

1.4 How would | “invoke” AOS?

If you have suffered an outage and you need IBM to start investigating the problem
immediately, you can tell the representative that you are set up for AOS and would be willing
to use it for this problem. Depending on their understanding of the problem and the
information they have available to them, the support representative may decide to use AOS or
they may feel they have enough information to start their investigation pending the arrival of
your dump.

Obviously you should have set up your end of AOS in advance. The whole objective of AOS is
to expedite the start of the analysis process, so you do not want to have to delay that by only
starting to set up AOS at the time you want to use it.

Chapter 2, “Preparing for and installing AOS” on page 5 contains the information you need to
set up and test AOS in your installation.

Tip: The actual installation and use of AOS is very easy. However, organizing the security
accesses and legal review that your company may require typically takes many weeks.
That main goal of this paper is to encourage customers to do that work long before AOS is
actually needed. This will ensure that AOS is immediately available should you and IBM
agree that AOS is the most appropriate tool in a particular situation.

1.5 What about security?

Everyone is rightly concerned about IT security these days. We discuss the specific security
aspect of AOS in detail in Chapter 2, “Preparing for and installing AOS” on page 5. However,
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for now we simply say that AOS is designed to provide a secure capability specifically to allow
IBM support representatives to analyze dumps on your system, that you will at all times be
able to see all actions being carried out by the support representative, and that you can take
control of the session at any time. Furthermore, the data that is passed between your AOS

PC and the IBM support representative is both compressed and encrypted and can only be
viewed using the AOS software in the AOS server.
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Preparing for and installing AOS

This chapter leads you through the steps required to prepare a PC for the installation of AOS.
It also discusses security considerations and how to test the install to ensure it is functioning
correctly. Guidance is provided on ways to optimize the security and usability of AOS.

© Copyright IBM Corp. 2009. All rights reserved. 5



2.1 Setting up the AOS environment

The actual AOS software that runs in the customer site is small and simple and can be
installed in minutes. Therefore, the bulk of the work involved in preparing for AOS involves
setting up the environment to provide the control and security that you require. We discuss all
the steps that you need to complete, through to the point when you have AOS up and running.

2.2 Setting up the AOS workstation

6

In order to use AOS to have an IBM support representative view a dump on your system, you
need to have a workstation on which the AOS plug-in will be installed. The requirements for
that PC are:

» It must have a connection to the Internet. The connection speed should be at least
56 Kbps to provide reasonable response times.

» The PC should be a Pentium® class or faster, running Windows® 95, 98, 2000, Me, NT
4.0, or XP.

» It must have one of the following browsers installed:

— Internet Explorer 4.0 or later
— Netscape Navigator 4.0 or later
— Mozilla Firefox 1.0 or later

» It must have access to ports 80, 443, and 8200 (discuss with your firewall administrator if
you are unsure about this).

» If possible, it should have the authority to make direct outgoing TCP connections, or have
access to a SOCKS server or an HTTP proxy.

» It should have network access to the z/OS system the support representative will use to
access the dump. Note that this does not have to be the system that the dump was
created on.

» It should have Personal Communications or a similar program that supports 3270
sessions to the mainframe.

The AOS code that resides on the PC consists of a browser plugin that is downloaded and
installed each time you initiate an AOS session with IBM. At the end of each session, the
plugin deletes itself. The plugin is less than 1 MB, so it typically downloads in just seconds.

Before you decide on a particular PC to act as your AOS PC, you may wish to consider the
points discussed in 2.4.1, “The AOS PC” on page 8.

Once you have identified your PC and ensured that it has all the prerequisites in place, you
can run a small test to ensure that you can successfully communicate with the AOS server in
IBM. To download the test program, go to http://www.ibm.com/support/assistonsite/.
About half way down the page is a link that says “Assist On-Site Connectivity Tester.” Clicking
this link will download and execute a program called aostester.exe. After a few seconds, you
will see a small window, as shown in Figure 2-1 on page 6.

Assist On-site

Connecting to 72.15.208.234:8200

Figure 2-1 aostester.exe message
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If you have a client firewall installed, you might see a message indicting that program
aostester.exe is trying to access the Internet. You should permit this access. The program
will then try to access a number of servers in IBM, using each of ports 80, 443, and 8200.
When the program completes, you should see a report similar to that shown in Figure 2-2.

@ Assist On-site tester results - Microsoft Internet Explorer g@
Ir
U]

: File Edit View Favorites Tools Help

|ﬂ \El ";\] /..- ) search ‘-E}:Favorites 6‘3? - _:;_ - ﬁ

sl

: Address '@ C:\Documents and Settings'-l'l'SOi.lSER'-J.ocaI Settings\Temp'\aostest. html V Go : Links Hid
: Google (Cl+ v Goo & @ Eﬁ' + ¢ Bookmarksw :Eﬁpopups okay |22 { Settings - %_:I -
: 'Y, = @, ~ | Web Search @. n-| @ i I @ - - A~ @v ¥

Assist On-site Tester results I

Internet Explorer Settings : Available
Mozilla Firefox Settings : Available
Proxy Configuration : Direct connection to Internet

You must be able to connect to the Authentication server and the server in your
geography:

| Region | Server—_|Port|SSL} _Proxy _|Result] _Comments |

|AMERICA| 72.15.208.234 8200 No Direct access" ‘Success. It is a relay
/AMERICA | 72.15.208.234 | 80 No Direct access [l Success. It is a relay
EMEA [81.144.208.229 8200 No Direct access [l Success. It is a relay
EMEA /81.144.208.229 443 No Direct access [l Success. It is a relay

a
d
a
EMEA (81.144.208.229 443 |Yes Direct access [l Success. It is a relay
EMEA 81.144.208.229 80 No |Direct access [l Success. It is a relay
AP 203.141.90.53 8200 No Direct access [l Success. It is a relay
AP 203.141.90.53 443 No |Direct access [l /Success. It is a relay
AP 203.141.90.53 | 443 Yes Direct access [l Success. It is a relay
AP 203.141.90.53 | 80 |No |Direct access-Success. It is arelay| [v]
@Done - j My Computer

Figure 2-2 aostester.exe Results

The person using the console must be able to connect to aos.us.ihost.com with port 80 or
8200. If you want to use the other relays, you have to be able to connect to the other server on
either port 80, 8200, or 443.

If any of the tests fail, refer to: http://www.ibm.com/support/docview.wss?uid=swg21247084
and http://www.ibm.com/support/docview.wss?rs=0&ql=trcaos&uid=swg21232485 for
suggestions and possible resolution. More than likely it is a network security issue, in which
case you should take the results and the Web site listed here to your network security group
and see if they can help you resolve the issue. It is not unusual for changes in this area to take
weeks before they can be implemented, so allow yourself plenty of time for this step in the
installation process.

Assuming that all the tests are successful, your PC is now ready to take part in an AOS
session.
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2.3 TSO userid

In order to use IPCS to view and analyze the dump, the support representative will need
access to TSO and ISPF. They will also require access to IPCS and the data sets required to
run IPCS (SYS1.SBLS* and a dump directory data set (DDIR)). In addition, read access will
be required to SYS1.PARMLIB and SYS1.MIGLIB in order to be able to successfully use
IPCS. The userid should also be defined with a region size large enough to view a
stand-alone dump.

The system that the support representative will use to view the dump should be running the
same or higher release of z/OS as the system that created the dump.

Tip: To ensure that it will work in a real situation, we recommend testing the TSO userid in
advance to make sure that it has all the attributes and accesses required to view a typical
stand-alone dump.

2.4 Tips for maximizing security

There are two things to consider in relation to controlling which resources the IBM support
representative will have access to during the AOS session: the PC that is running the AOS
session, and the z/OS system that the representative will log onto to view and analyze the
dump.

2.4.1 The AOS PC

8

During the AOS session, the AOS PC can only effectively be used by one person—either you
or the IBM support representative. Therefore, if you choose to run AOS on one of the systems
programmer’s workstations, that person will effectively not be able to use that workstation for
any of his or her normal work activities during the AOS session. Also, while you can see
everything that the representative is doing on the PC, the fact is that all resources on that
device are potentially accessible to the support representative.

For both of these reasons, we recommend having a dedicated PC that is only used for AOS.
The PC does not need to meet very high performance specifications, and it only needs a
minimal amount of software installed, so old PCs that are available in most IT departments
would probably do the job nicely.

Having such a PC ensures that there is no concern about the IBM support representative
being able to see anything on the PC that you would not wish them to see. Also, while the
representative is busy looking through the dump, all the system programmers can get on with
their normal work activities.

For added security, you might wish to locate the PC somewhere within view so that its activity
can easily be monitored while the AOS session is active. You might even decide to leave that
PC powered-off while it is not being used.

Note: Regardless of which PC you use to run the AOS session, all communication
between that PC and IBM is encrypted using 128-bit encryption. The data is also
compressed, and can only be processed by AOS.

Introduction to Assist On Site For Use With z/OS



For more detailed information about the security mechanisms employed by AOS, refer to the
AOS Security Whitepaper, available on the Web at:

http://www.ibm.com/support/docview.wss?uid=swg21247084

2.4.2 TSO userid

The userid that will be used by the support representative must be able to use IPCS to view
and analyze the dump. However, that userid should only need a minimal level of access to
your system. Specifically, it does not need to have the level of access that system
programmer TSO IDs typically have.

You might wish to use a unique high level qualifier for any dump data sets that will be viewed
using AOS. If you limit the AOS TSO userid to only being able to see those data sets (rather
than DUMP.*), this again reduces the number of data sets that the support representative will
be able to view.

There are also security options related to IPCS. For example, you can use the RACF®
FACILITY class profile called BLSACTV.ADDRSPAC to protect access to ACTIVE storage
from IPCS. If this profile exists, READ access is required to be able to view ACTIVE storage,
s0 you would probably want to provide access to the RACF group containing your system
programmers, but not to the AOS TSO userid.

You can also create a validity check module named BLSUGWDM that can be used to limit the
TSO commands that can be issued from inside IPCS. More information is available in the
chapter entitled “Providing Security for IPCS” in MVS Interactive Problem Control System,
SA22-7595.

The system that is used to view the dump should be at the same or higher service and
release level as the system the dump was created on. One way to achieve this is to log on to
the userid on the system that created the dump. An alternative, and possibly more secure,
option would be to copy the dump over to a system programmer sandbox system (which
typically has no access to any production resources) and use that system for all dump
analysis. Also, the system programmer sandbox systems are typically at a higher service or
release level than the production systems, so they should be suitable for analyzing the
dumps.

2.4.3 Process suggestions

There are some other small things you might like to consider. For example, before you start
the AOS session, you will probably want to ensure that no other applications are active on the
AOS PC.

And, rather than giving the support representative the userid and password for their TSO ID,

you may want to start the 3270 session and log on to that ID in advance of starting the AOS

session. That way, the representative can immediately start working on the dump, and you do
not have the concern of giving the password to someone outside your company.

Another possible option is to revoke the AOS userid between AOS sessions; however, we do
not really recommend this. For one thing, that ID should not have access to any sensitive
resources anyway. And for another, you probably do not want to be faced with the added
delay and administration involved in getting the ID resumed when you need to use it
(remember that the whole idea of using AOS is to save time).

We have stressed various strategies for protecting your systems because we understand how
important the privacy and integrity of information is to our customers. But even beyond that,

Chapter 2. Preparing for and installing AOS 9



the service representatives who work on the IBM side of AOS are very senior, trusted, and
experienced employees, who have the best interests of our customers as a primary focus.
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Using AOS

After you have set up an environment that provides the security and control that you require,
you are now ready to use AOS. This chapter takes you step-by-step through the process of
initiating, managing, and ending an AOS session with IBM.

© Copyright IBM Corp. 2009. All rights reserved. 11



3.1 Initiating an AOS session

When you agree with the IBM support representative that they will use AOS to view and
analyze the dump on your system, a connection code must be entered by both you and the
representative. Note that speed is very important here—the connection code is only good for

5 minutes after it is presented to the representative1.

Therefore, before the representative requests the code from the AOS server, we recommend
that you start completing the Assist On-Site Request Form. To access this form, go to
http://www.ibm.com/support/assistonsite/. Click the IBM Assist On-site Request Form
link located about 1/4 of the way down the page. You will be presented with the form shown in

Figure 3-1.

Troubleshooting

Related links
product training

IBM Assist On-site

Downloads and drivers

Howy it works: Personalized support
Product publications
ey senceowoes 1. Once you are on the phone with a member of our support team, you will
Warranties and maintenance be directed back to this page after your support representative
Feedback provides you with a unigue connection code. You will then enter the Related resources
code in the field below and click the | Agree button to initiate the - CGlobal Technical Support

screen-sharing session.
. You are prompted to download a small 200kb plug-in.
- With your permission, your support representative can view your screen
and share control of your mouse and keyboard.
4. You are in full control of your computer at all times. You always have
overriding control of your mouse and keyboard, and you can end the
screen-sharing session at any time.

[ )

motely access,

rigM

ata, materiale and other i
Ny data, materials and/
onsible for
= subcontract

or dama 0
ems. You are

ntz or approvals that ma
r control

I applicab
separate agresments which you

Please complete the form below with your name and the cennection code you received from your
representative and click the | Agree button to proceed.

Hame:

IBM Customer Number:

PMR number, branch code, country code:
Connection code:

Geography: | Americas WJ

° I agree

Figure 3-1 Assist On-Site Request Form

12

" The support representative can extend the time by a maximum of ten minutes; however, you must specifically

request this if you think that the session will not be established within the original five minutes.
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After you have filled in the fields with your name, IBM Customer Number, the full PMR
number, and the geography, ask the support representative to obtain the connection code.
When you enter the connection code provided by the support representative and click

| Agree, you will be presented with the window shown in Figure 3-2.

Assist On-site v3.1

Assist On-site client download

Downloading the AOS Utility for Windows
Y our download should begin in 5 seconds. If it does not, please start the download hers

When presented the Open box, please select "Save File' to start your download

Opening ibmaos.exe

ou have chozen to open

[7] ibmaos_exe
which is & Application
from: http: //localhost: 3080

whould wou like to save thiz file?

Save File | | Cancel

Then right click and select "Open’ in the downloads window to start your session

ibmaos. exe 16:21

511 kB — localhost: 3080 Open
Open Conkaining Folder

G0 to Download Page
Copy Download Link,

Select all

Remowe From Lisk

Clear List [ Geamh.

Figure 3-2 Downloading the AOS plugin

After a few seconds the download of the ibmaos.exe file should automatically start. Click
Save File to save the file to your downloads folder. When the download completes, click the
exec to run it. You may get a security warning at that point, stating that the publisher could not
be verified. If this happens click Run to get the installation of the AOS plugin to proceed.

After a few seconds, you should see a window similar to the one you observed during the
connection test, informing you that Assist On Site is connecting to an IBM Web site. If you do
not complete this process quickly enough, you will receive a message as shown in Figure 3-3
on page 14.

Chapter 3. Using AOS 13



Assist On-site

Server refused the connection.
This program instance may be from an expired session
and will be deleted after cose.

Figure 3-3 Error message if session is not started quickly enough

When you click OK, you will be presented with the window shown in Figure 3-4. In this case,
we know that the reason for the failure was that the session was not started quickly enough,
so it is not necessary to complete this form.

Apologies for the inconvenience

There was a connection problem, so please send us this report by pressing 'Submit’
and telling us if you would like to be contacted in case more information is needed.

OI'm willing to be contacted in case more information is needed to fix the problem
My mail address is :

Report being sent (please review before submit):

12-2 4 v Path D |
12-23: 4%] —-»Current Fath C WLOCRLS~1\Temp
2-23: —->»8es=zion ID 9 35ae3gedBa
2-23: ]——-»Servers Count 2
2-23 ]—-->IF Rddress[0] : T72.1
12-23: ]-——>Port Li=tc [0] : 82
2-23: ]=-->IP Address[1l] : £81.144.
12-23: 3] -—->Port Listc [1] : 44
2-23 ] driver not di Done (0O)
2-23
2-23:0 nyInternet
Cpens.
12-23: ]——>»'"ProxyEnakle' is present

[2009.04.12-23: ]-—->"ProxyServer' is present

[2009.04.12-23 —=>"R onfigURL" HNOT present

[2009.04.12-23 ——>"C cuments and SettingshITSOUSER\Application

Data la\Fi “profiles. ' iz present

] -->»AUTO-DISCCVERING PROXY...
3] -->»Proxy huto Discovery FLILED
:05:03] -->»PRCXEY AUTODISCOVERY FATLED. Lets see if other settings

t03]--»5rcarting connection to TZ2.15.20

I
[

[
L0
[
i
|
i8]

|

i

n

4:8200

Lah

L2

Figure 3-4 AOS Connection error submission report

To establish the AOS session, you will need to go back to the AOS home page
(http://www.ibm.com/support/assistonsite/), fill in all the information again, and ask the
support representative for a new connection code. The reason you must start the session so
quickly is to ensure security. If you do not start the session in a timely manner, or if the
session is dropped, you and the support representative must get a new connection code and
specify that code when starting the session with the AOS server.
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Assuming that you start the AOS session within 5 minutes of the support representative
requesting the connection code, you will see the window shown in Figure 3-5.

Assist On-site

©

Agent RedPaperTest wishes to remotely access your system. Please select 'Shared
Contral' or dick Refuse’ if you DO NOT AGREE.

ATTENTION: Your screen may flick while the display is configured for optimal
performance, THIS IS MORMAL, settings will flick back to narmal after disconn

Seconds left to automatic refusal @ 173

WARNING
The remote support session cannot proceed without your acceptance.
Please dose all confidential information as the agent will see
everything on your screen if vou choose to share it

TIP: Press PALSE anytime to cdose session immediately

Chat

Shared View Shared Contral Refuze

I Log session actions into System Application log

Figure 3-5 AOS Session options

There are a few things on this window that you should be aware of, starting with the third
paragraph down. You will notice in the figure that it says “Seconds left to automatic

refusal : 173”. This means that if you do not select one of the three options (Chat, Shared
View, or Shared Control) within that number of seconds, the session will be cancelled and you
will need to start all over again. In this case, you will see the window shown in Figure 3-6.

! E Confirmation for Chat attempt by ‘RedPaperTest@ 192, 168, 2, 4[00: 19: 7e:46: 58:cf]' timed out, Session refused.,
L

OK

Figure 3-6 Automatic timeout message

The three options have the following meanings:

Chat

Shared View

This will limit the session to giving you and the support representative the
ability to chat back and forth. You can also cut and paste text into the chat
window. However, given that the objective of AOS is to speed up problem
resolution, this is not a particularly effective approach because the support
representative must ask you to issue all the IPCS commands, and then cut
and paste the response back to the chat session.

This will allow the support representative to view your PC desktop;
however, they do not have any control over it.

This is more effective than the Chat option because you do not need to cut
and paste the response to the IPCS commands. On the other hand, you still
need to issue all the IPCS commands on behalf of the support
representative.
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Shared Control This is the most effective solution from the perspective of time efficiency. In
this mode, the support representative can again see the desktop, but he or
she also has the ability to issue the IPCS commands. You can still see
everything that is happening, and can take back control of the desktop at
any time simply by moving your mouse. This is the mode that we
recommend simply because it maximizes the capability of AOS.

Just so you can see what each one looks like, we will step through each option. Also, we want
to point out a small window that will appear on your desktop, as shown in Figure 3-7. No
matter which of the three options you choose, you always have the ability to end the session
at any time simply by clicking End Session in that window.

SESSION IN PROGRESS

EMND SESSION

Figure 3-7 AOS End Session window

Chat window
If you click Chat in the window shown in Figure 3-5 on page 15, you will be presented with the
window shown in Figure 3-8.

@ uility Chat

RedPaperTest—>""TChat onlfy session stated™—
Frank Kynme->Hi Frank

Send Clear Change Session

Figure 3-8 AOS chat window

In this window you can chat back and forth with your support representative. Typically, the
representative will ask you to issue a command in IPCS and cut and paste the results in the
chat window, as shown in Figure 3-9 on page 17.
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Utility Chat

RedPaperTest->""That only session stated™

Frank Kyne->Hi Frank

RedPaperTest-:Please send me a sample 3270 session cut and
paste.

Frank Kyme—»0 DEFAULTS - Specify default dump and options
1 BROWSE - Browse dump data set

2 AMALYSIS - Analyze dump contents

3 UTILITY - Perform utility functions

4 INVENTORY - Inventory of problem data

5 SUBMIT - Submit problem analysis job to batch

6 COMMAMD - Enter subcommand, CLIST or REXX exec

T TUTORIAL - Leam how to use the IPCS dialog

X EXIT - Terminate using log and list defaults

Send Clear Change Session

Figure 3-9 AOS chat window showing cut and paste activity

If you have any experience with dump reading, you will know that analyzing a dump requires
many interactions, checking different parts of the dump, depending on what you find as you
go along. For this reason, using AOS in Chat mode really is not a very effective way of
analyzing a dump.

If you wish to change to a different mode, you can click Change Session in the AOS chat
window. Note that the support representative also has the ability to request a change to a
different mode. However, when the change is initiated by the support representative, you are
presented with the window shown in Figure 3-10. You can decide whether you wish to switch
to the requested mode or not.

(@) SESSION CHANGE REQUEST "

:;:/' Allow user RedPaperTest to change session to Shared Control?

Yes MNo

Figure 3-10 AOS plugin verification window for changing session options

When you click Change Session, you are presented with the window shown in Figure 3-11
on page 18. You can see that you have (in this case) the option to switch to a View Only
Session or a Shared Control Session. To demonstrate what the View Only Session is like, we

will select that option.
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Change Session

Please choose the new session type:

~

" Change to View Only Session
~

(" Change to Shared Control Session

Change Cancel

Figure 3-11 AOS plugin Change Session options

Tip: Before you enable shared view or shared desktop modes, you may wish to start a
Personal Communications session and log on to the TSO userid that the support
representative will be using, and navigate to the IPCS panels.

View Only Session

If you select the Change to View Only Session option (also known as Shared View mode), the
support representative can see your entire desktop, so ensure that you close any applications
that you would not want anyone else to see.

Note that when you switch to Shared View mode the AOS chat window will remain open and
the AOS window that lets you stop the session will remain on your desktop, but other than
that, there is no obvious indication that you are now in Shared View mode.

When you are in shared view mode, the IBM representative will have a window on his
desktop, in which he is able to see the contents of your desktop. This is shown in Figure 3-12
on page 19.
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@) Connected through Americas server (72.15.208.234) (SECURE) - View only mode =<

BTN Assist On-site | 47 l‘ S ‘ ?‘@ ‘EE?] e 4

-

ur‘;ct-i- =
lem dats
i N

=D NAEWUMNRS

Utility Chat

Frank Kynme—=Hi Frank
RedPaperTest-:Fleas
paste.

Frank Kyne—=0 DEFA
1 BROWSE - Brow
2 AMALYSIS - Analy
3 UTILITY - Perfom
4 INVENTORY - Inwe
5 SUBMIT - Submil
6 COMMAND - Entg

T TUTORIAI - | ganl®
<] | [

Figure 3-12 IBM Support representative view of shared desktop mode

This mode is an improvement in usability from chat mode, because the support
representative can immediately see the result of any IPCS commands you issue, eliminating
the need for you to copy the information back to the chat window. However, the support
representative is still not able to issue any commands—this is purely read mode. The only
“changes” the representative can make are to send you requests in the chat window, and
have you enter them on his or her behalf.

The final, and most efficient, mode is shared desktop mode. Once again, you can switch to
this at any time by clicking Change Session in the AOS chat window, and then selecting the
Change to Shared Control Session option.

Shared desktop mode

In shared desktop mode, the support representative has the ability to control your mouse and
keyboard. Everything that the representative does is reflected on your desktop, and you can
override any action at any time by simply moving your mouse.

Apart from the fact that the support representative can now navigate around IPCS without
having you enter every command on their behalf, there are some other nice capabilities
available in this mode. For example, the representative can highlight areas of the screen that
might be particularly of interest. The representative can also invite other IBM support
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representatives (who must be authorized to use AOS) to the session, perhaps to help on a
specific topic.

Hopefully the support representative will be able to determine the cause of your problem. But
even if not, you have got a valuable head start on the process. When you wish to end the AOS
session, you simply click the End Session button. The session will be dropped and you will
be presented with the window shown in Figure 3-13.

@

-
; 1{) RedPaperTest no longer connected, Shared Control session dosed,
e

OK

Figure 3-13 Confirmation that AOS session has been terminated

Once the session ends, the AOS plugin will automatically be deleted, and a browser session
will be started containing a short survey asking about your experience with AOS. Please take
a couple of minutes to complete this questionnaire; your answers are valuable input in helping
IBM to improve the AOS tool.

3.2 Summary

20

As you can see, once you get past any initial hurdles associated with getting access to AOS
(most likely related to your local network security), AOS is very easy to use. A little effort on
your part will create a very secure and controlled environment for using AOS. Hopefully, you
will not have many high severity dumps that warrant its use, but if the situation arises, AOS
can provide valuable time savings and speed the identification of the root cause and potential
fixes for the problem you encountered.
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Sample job to define AOS TSO
Userid

This appendix provides a sample job to define a minimal TSO userid that can be used by the
IBM support representative to use IPCS to view your dump.
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RACF definition job
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The JCL shown in Example A-1 shows how you might set up a TSO userid that would be
used by your IBM support representative to log on to TSO so they can use IPCS to view the
dump.

In the job, the RACF groups and HLQs are used as follows:

TSOGROUP A group that all TSO users are connected to. This group would have
access to the data sets listed in the standard TSO logon procedure
(ISPF data sets).

IPCSGRP A group that has access to the data sets required to use IPCS. These
would typically be called something like SYS1.SBLS*.

AOSDUMPS.** The high level qualifier used for the dumps that you want the support
representative to be able to browse.

UCAT and MCAT You will need to insert the names of your master catalog and the user
catalog that will contain the data sets for the TSO userid.

Example A-1 Sample JCL to define TSO ID for IBM support representative

//ADDUSER1 JOB (999,POK),'ADD USER***' CLASS=A,REGION=4096K,
// MSGCLASS=X,MSGLEVEL=(1,1),NOTIFY=&SYSUID
//******************************************************************
//IKJEFT EXEC PGM=IKJEFTO1,REGION=6000K
//SYSUADS DD DSN=SYS1.UADS,DISP=SHR
//SYSLBC DD DSN=SYS1.BRODCAST,DISP=SHR
//SYSTSPRT DD SYSQUT=*
//SYSTSIN DD *
ADDUSER IBMAOS1 PASSWORD(37DH9228) NAME('IBM PSR') +
UACC(NONE) DFLTGRP(TSOGROUP) +
TSO(ACCTNUM (xxxxxxxx) PROC(IKJACCNT) SIZE(2000000) +
MAXSIZE(O) UNIT(SYSALLDA))
PASSWORD INTERVAL(1) USER(IBMAOS1)
CONNECT IBMAOS1 GROUP(IPCSGRP) UACC(NONE)
PERMIT  AOSDUMPS.** ACCESS(READ) ID(IBMAOS1)
LISTUSER (IBMAQS1) TSO
ADDSD "IBMAOS1.**' UACC(NONE) OWNER(IBMAOS1)
LISTDSD DATASET (" IBMAOS1.**')
SETROPTS REFRESH RACLIST(TSOPROC ACCTNUM PERFGRP TSOAUTH)
/*
//STEP2 EXEC PGM=IDCAMS,REGION=6000K
//SYSPRINT DD SYSOUT=*
//SYSIN DD *
DEFINE ALIAS -
(NAME (IBMAOS1) RELATE(UCAT.whatever)) -
CAT (MCAT .mcatname)

Every installation has different RACF conventions and different data set naming standards, so
the only thing we can guarantee is that you will need to customize this JCL. Hopefully the
changes will be minimal.
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this paper.

Online resources

These Web sites are also relevant as further information sources:

» Introduction to AOS
http://www.ibm.com/support/assistonsite/

» IBM AOS Security Whitepaper
http://www.ibm.com/support/docview.wss?uid=swg21247084

» IBM AOS Network Access considerations
http://www.ibm.com/support/docview.wss?rs=0&ql=trcaos&uid=swg21232485

How to get IBM Redbooks publications

You can search for, view, or download Redbooks, Redpapers, Technotes, draft publications
and Additional materials, as well as order hardcopy Redbooks publications, at this Web site:

ibm.com/redbooks

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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Assist On Site is a Web-based tool that enables a support
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