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Introduction

This IBM® Redpaper provides best practices and 1/0O-related performance considerations for
backup and recovery using DB2® 9 for z/OS®. It describes some guidelines for DB2 for z/OS
backup and recovery, then it discusses performance considerations that may be used to
predict recovery time, which can be used, in turn, to adjust backup frequencies or methods.
This Redpaper has the following sections:

» “Planning the backup strategy” on page 2

This section deals with the series of decisions which a backup strategy involves, beginning
on the day that disk and tape hardware are purchased. Configuring the DASD hardware is
also the subject of Part 1. At this time some fundamental decisions are made that affects
both the probability of a hardware failure and the amount of time that it takes you to
recover from that failure. The decisions made at this time also affect the performance of
online transaction workloads. Part 1 also explains and contrasts the two major types of
backups, image copies and system level backups.

» “Recovery strategies” on page 16

This section presents some recovery strategies for recovering the entire DB2 system to
the current point in time after a hardware failure. This part explains the factors that affect
the recovery time and how to predict the recovery time. Armed with the knowledge of how
long recovery will take, it is easier to develop an effective backup strategy that enables you
to achieve the recovery time objectives.

» “Backup strategies” on page 22

This section analyzes hypothetical workload and failure scenarios: we examine a scenario
of hardware failure and two scenarios involving programming errors. We examine related
recovery to the current point in time and to a prior point in time.

This paper references and builds upon the IBM Redbooks® publication Disaster Recovery
with DB2 UDB for z/0OS, SG24-6370, which focused on disaster recovery, but also introduced
some concepts about FlashCopy® and system level backups. That book was written prior to
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DB2 9 for z/OS, which added some new features that use FlashCopy and system level
backups, and prior to the availability of the DS8000™. This paper contains a discussion of
DB2 9 features and DS 8000 functions.

Other references include the following Redbooks publications:
» IBM System Storage DS8000 Series: Architecture and Implementation, SG24-6786.

This paper references a number of hardware concepts that are described in this Redpaper
publication

» |BM System Storage DS8000 Series: Copy Services with IBM System z, SG24-6787,

This Redbooks publication summarizes all of the FlashCopy capabilities of the DS8000
and z/OS

» IBM TS3500 Tape Library with System z Attachment: A Practical Guide to TS1120 Tape
Drives and TS3500 Tape Automation, SG24-6789-02

This Redbooks publication describes current tape drives and their performance.

Planning the backup strategy

The choices begin with the type and quantity of storage to purchase. You need to decide
whether to use some form of data replication such as Metro Mirroring or Global Mirroring to
protect against a disaster that may destroy the local computer center. You need to decide
whether disks are used to store backups and archive logs and the number of disks to
purchase. You need to decide whether to store backups on tapes and, if so, the type and
quantity of tape subsystems to purchase.

Disk considerations

The DS8000 disk storage is the IBM solution for high-capacity, high-performance,
mission-critical workloads of midrange to large enterprises. The DS8000 features many
advanced management features, designed to enable and manage a tiered storage system.
You can use Global Mirror, Metro Mirror, and Global Copy. In terms of capacity, the IBM
DS8000 scales from 1.1 TB to over 320 TB in a single system. The IBM DS8000 supports
heterogeneous storage across multiple applications and platforms with up to 128 4 Gbps
Fibre Channel/FICON® ports or up to 64 IBM ESCON® ports.

The DS8000 disk systems can support up to 256 GB of cache to improve 1/O efficiency. You

can divide your DS8000 into two independent and unique storage environments that can run
their own microcode and continue to support various heterogeneous workloads. These LPAR
features maximize the efficiency, flexibility, and cost-effectiveness of your disk system.

IBM System Storage™ DS8000 (see Figure 1) supports both RAID 5 and RAID 10. Each
RAID rank consists of eight disks.
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Figure 1 DS8000

In a DS8000, a RAID 5 array built on one array site contains either seven or eight disks
depending on whether the array site is supplying a spare. See Figure 2. A seven-disk array
effectively uses one disk for parity, so it is referred to as a 6+P array (where P stands for
parity). See Figure 2. The reason only seven disks are available to a 6+P array is that the

eighth disk in the array site used to build the array is a spare. We then refer to this as a 6+P+S
array site (where S stands for spare). An 8-disk array also effectively uses 1 disk for parity, so
it is referred to as a 7+P array.
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Figure 2 RAID Array

The data is striped across all of the disks except the spare. Whenever one disk in a rank fails,
the parity is used to reconstruct the lost data to one of the spare disks. While the disk is being
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reconstructed, performance may be degraded somewhat. The DS8000 slows down the
rebuild process to minimize impact on host workload. The probability of two disks failing in the
same rank is small, but that is one reason for taking backups. With RAID 5, if two out of eight
disks (on a 7+P rank) or two out of seven disks (on a 6+P rank) fail, then the rank is said to
have failed and you need to recover the lost data using backups. RAID 10 stripes the data
across 4 disks and mirrors the data across the other 4 disks in the rank. Thus, 50% of the
space is used for mirroring. However, reliability is better because recovery from the backups
only need be done if two out of two disks fail, a lower probability than two out of six disks.
RAID 10 also experiences better write performance than RAID 5 in case of intensive random
updates. However, the sequential I/O performance of RAID 10 is not as good as RAID 5
because the data is striped across fewer disks. RAID 10 is not as commonly used as RAID 5,
mainly because more raw disk capacity is needed for every GB of effective capacity.

When the DS8000 is configured, you decide how to partition the ranks into extent pools. An
extent pool is a logical construct to aggregate the extents from a set of ranks to form a domain
for extent allocation to a logical volume. Typically the set of ranks in the extent pool should
have the same RAID type and the same disk RPM characteristics so that the extents in the
extent pool have homogeneous characteristics.

Each RAID rank is assigned to an extent pool. Thus, your DB2 database and backups may be
isolated from each other in separate extent pools so that no rank failure causes the loss of
both the database and the backup. However, this reduces the performance of the transaction
workloads because the transactions have accessibility to fewer disks.

The DS8000 now supports space-efficient (SE) FIashCopy1, but DFSMShsm™ does not.
Because DB2 is dependent on DFSMShsm support for FlashCopy, this function is not
available.

After having configured the disk hardware, the DFSMS™ storage groups must be defined,
perhaps with one storage group for incremental copies and archive logs, and a different
storage group for system-level backups. If system-level backups are to be used, two copy
pool backup storage groups should be created respectively for DB2 databases and logs. If
these backups and archive logs are to be used to recover from a hardware failure, it is
necessary to keep them physically separate from the database, with the knowledge that doing
so adversely effects the performance level of the transaction workloads to some degree. You
need to decide whether to use DFSMShsm to migrate the image copies and archive logs from
disk to tape. If a lot of migrated data sets have to be recalled from tape during recovery, HSM
and the tape subsystem may experience contention.

Tape considerations

If you decide to store backups on tape, you have the option whether to use low or
high-capacity high-performance tapes. Low capacity tape cartridges should be avoided,
because they are slow. Likewise, avoid using ESCON for tape because they are slow.
Therefore, it is suggested to avoid low capacity tapes and avoid ESCON for tape.

You need to define the number of tape controllers and the number of tape drives. The number
of tape controllers affects the aggregate bandwidth of the tape subsystems. For example, if
one 3592 tape controller? has four tape drives (see Figure 3), only three can effectively
transfer data at the same time, while the fourth tape drive is mounting or rewinding tapes.

1 Space-efficient FlashCopy allows you to allocate only the physical space that you need to maintain a point-in-time
image, rather than having to allocate the full amount of physical space on a volume. Space-efficient FlashCopy
does not support data-set-level FlashCopy.

2 The IBM TotalStorage® 3592 Enterprise Tape Drive has been replaced by the IBM System Storage TS1120 Tape
Drive.
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Figure 3 3592 J1A tape drive and 3592 J70 controller

Tape performance of modern FICON tape subsystems is good, but more than one tape
controller may be necessary to achieve high bandwidth to support the recovery performance
requirements. Even with high-performance high-capacity tapes, recovery performance suffers
if only a small amount of data is stored on each tape because it takes tens of seconds to
mount and rewind tapes.

Yet the 3592 architecture can be costly if the tapes are not fully utilized. One vendor
advertises three size 3592 IBM cartridges that hold 60 GB, 300 GB, and 700 GB, costing
$106, $133, and $180 respectively. The 3592 tape controller is capable of writing 256 KB
blocks at 155 MBps. or more. So, if only 3 GB were written to tape that had 300 GB capacity,
not only would 99% of the space be wasted, but it would take more of time to mount and
demount the tapes than to write the data.

Therefore, use 3592 tapes to achieve optimal tape performance and utilize as much of the
space on these tapes as possible to achieve the best performance at the lowest cost.

Tapes are ideal for storing full image copies, particularly when the image copies are stacked
on tape by the COPY utility. Inline copies created by the LOAD or REORG utilities are better
left on disk, unless several objects are REORGed at the same time using one REORG
statement along with a TEMPLATE statement. COPY should not be used to store incremental
copies on tape because it increases the number of tape drives needed for recovery without
saving much disk space.

If you plan to store full image copies on tape, it is generally better to let COPY write the image
copies of large objects directly to tape (using LISTDEF and tape stacking) rather than letting
DFSMShsm (abbreviated here as HSM) migrate them to tape, even though COPY may take
longer writing to tape than to disk. However, this strategy only makes sense if you ensure that
COPY fully utilizes the tapes. The main reason for preferring COPY over HSM for tape
management is to enable the RECOVER utility to minimize tape mounts'. This also makes it
possible for DB2 to store the image copies using 256 KB block sizes. Some tape drives are
faster than disks today for single threaded operations. If parallelism is used, offloading the
write 1/0Os to a tape subsystem has the effect of relieving the load on the disk subsystem,
resulting in better performance for online transactions.

You need to decide whether to purchase an automated tape library subsystem or a virtual
tape subsystem. Consider that virtual tape subsystems can write the data quickly, but may
have difficulty recovering the data because of an insufficient number of tape drives.

The 3592 tape controller is the best choice for tapes among IBM products, but Virtual Tape

Subsystems (VTS) with FICON (and fiber connections between the disk cache and the tape
drives) is a viable option if used appropriately. Even though VTS has a disk cache, it is known
to z/OS as tape device and it has all the serialization characteristics of all tape devices. That

T HSM archives randomly and HRECALL is needed to make the data sets available preventively.
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is, no two jobs can allocate the same tape at the same time. Such issues do not exist for disk
volumes or data sets. Consider that if two DB2 members try to store image copies on the
same tape, the second job waits for the tape to be made available.

HSM can be used for migrating the inline copies and incremental copies to tape, but HSM can
be overwhelmed if a massive number of image copy data sets need to be recalled from tape.
So, using HSM to migrate data sets to tape has dangerous implications for recovery
performance. If you are concerned about incremental copies consuming disk space, rather
than using HSM it would be better to write fresh full image copies to tape, although doing so
increases the tape requirements. Remember that any time that the RECOVER utility spends
waiting for HSM recalls offsets the advantage of having created the incremental copies—that
is, to reduce the number of log records to be applied. In other words, if there is not enough
disk space to store the incremental copies, then it may be better to simply increase the
interval between successive COPY invocations and avoid incremental copies altogether.
Therefore, store incremental copies on disk and avoid letting DFSMShsm migrate them to
tape.

A good backup strategy avoids having to read archive logs during recovery, except as a last
resort. Sometimes reading archive logs is unavoidable, however. DB2 supports the writing of
archive logs directly to tape, but doing so is discouraged. Outside of the DB2 environment, it
is possible to consolidate the archive log data sets to reduce the number of tapes and
manually copy the data sets back to disk before attempting a recovery, but this is a manual
task that is outside the scope of DB2. The preferred method of managing archive log data
sets is to use HSM. To minimize the HSM recall time, it is a good idea to anticipate which
archive logs will be needed and manually use the HRECALL command to queue the recalls
together. That way, if HSM stored some of the archive log data sets on the same tape, it will
recall all of the required data sets without having to remount the same tape. Make sure that
there is enough disk space to hold all of the recalled data sets. Therefore, if archive logs are
allowed to be migrated to tape by DFSMShsm, and if recovery needs to read the archive logs,
use the HRECALL command to recall the data sets all together.

Optionally the recover jobs may be started without waiting for the archive log recalls to
complete.

Data mirroring

A variety of techniques exist for replicating, backing up, and recovering data. The commonly
accepted approach to backup and recovery is to mirror the data to a secondary disk storage
system. This prevents one storage system from becoming a single point of failure. If the
second system is remote, there is protection against disasters that may destroy the local site.
Using a secondary storage system, however, may be the most expensive solution, whether or
not the secondary server is at a remote site. Mirroring only protects against physical data
corruption. It does not protect against logical data corruption, because the corruption just gets
mirrored to the remote site. So, data mirroring must be combined with a point-in-time backup
strategy. Data mirroring is covered extensively in the Redbooks publication Disaster Recovery
with DB2 UDB for z/OS, SG24-6370.

System-level backups

6

The BACKUP SYSTEM and RESTORE SYSTEM uitilities were introduced in DB2 Version 8.
The BACKUP SYSTEM uitility is a method for creating a system-level point-in-time backup for
both database and log copypools (option FULL) or only the data (option DATA ONLY). The
RESTORE SYSTEM utility is used to restore the database copypool and apply the current
log, or just apply the log (option LOG ONLY). The BACKUP and RESTORE SYSTEM utilities
are described in the Redbooks publication DB2 Version 9.1 for z/OS Utility Guide and
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Reference, SC18-9855. The IBM Redbooks publication Disaster Recovery with DB2 UDB for
z/0S, SG24-6370 shows some recovery scenarios. This book was written prior to the
existence of DB2 9, however, and prior to the hardware support for incremental system level
backups. The BACKUP SYSTEM utility uses FlashCopy, which is best described in the
Redbooks publication IBM System Storage DS8000 Series: Copy Services with System z,
SG24-6787. The DB2 BACKUP SYSTEM and RESTORE SYSTEM utilities use HSM to
invoke FlashCopy services. In DB2 9 the RECOVER utility can also use HSM to invoke
FlashCopy services. More about DFSMShsm can be found in the Redbooks publication
DFSMShsm Fast Replication Technical Guide. SG24-7069. Also the DB2 CHECK utility may
call DFSMSdss™ (known as DSS) to invoke FlashCopy services.

Two distinct methods of using the BACKUP SYSTEM utility are described in this section (both
new with DB2 9 for z/OS):

» Use the system level backup merely as a transient means of dumping the database to
tape. There is no intent to restore the database directly from disk.

» Maintain a permanent system level backup on disk and increments that backup
periodically.

As we shall see, there are reasons why it is undesirable to combine these two methods. The
first method is the cheaper of the two, but recovery is from tape rather than disk. The second
method requires more disk space, but it allows recovery from a disk backup when there is a
media failure.

With either method, if there is ever a need to recover to a time prior to the last increment, the
data has to be restored from tape.

System level backups use DFSMS copy pool backup storage groups. A system level backup
is also sometimes referred to as a Point-In-Time backup. The SMS configuration must be
modified to enable system level backups. First, an SMS copy pool is defined for the DB2
database (named DSN$db2loc$DB where “db2loc” is the DB2 location name). The copy pool
may contain up to 256 SMS storage group names. Then, one or more SMS storage groups
with type “copy pool backup” are defined.

Note: The normal database storage groups use type “pool”.

For each storage group in the Copy Pool, a copy pool backup storage group is identified to
SMS.

In order for the system level backup to protect against media failures, the copy pool and its
backup need to reside on completely separate media within the same DS8100 storage
server. If a DS8300 storage server is used, the copy pool and its backup need to reside in the
same storage facility image (SFl), because FlashCopy does not allow the source and target
on different SFls. To reside in separate media means that the volumes in the storage group
need to be allocated from different DS8000 extent pools. See Figure 4. Separating the copy
pool from its backup into different logical subsystems (LSSs) is insufficient, unless the LSSs
are allocated from different extent pools.
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Figure 4 Extent pools and servers

Copy pools are discussed in Redbooks publication Disaster Recovery with DB2 UDB for
z/0S, SG24-6370. This book suggests at least two versions of the Copy Pool on disk (in
addition to any copies that might be dumped to tape). Here, however, we recommend keeping
no more than one version on disk because the DS8000 supports only one persistent
FlashCopy target for a particular source. A persistent copy can be updated incrementally. The
reason for changing the recommendation is because the incremental copy feature didn’t exist
when SG24-6370 was written. Two disk versions can be maintained, but creating fresh full
volume backups frequently causes a lot of performance overhead. Because updating a single
disk version incrementally and frequently means that you cannot use the disk version to
recover to a prior point in time, use a tape backup to recover to a prior point in time.

It is useful to introduce some FlashCopy terminology to describe two flavors of FlashCopy, as
determined by the COPY or NOCOPY option. Once a Flash Copy relationship is established,
the COPY option initiates a physical background copy operation, but NOCOPY does not.
Therefore, if the backup is intended as a means to recover from media failures, NOCOPY
cannot be used, and the backup and database need to reside on different media. Until the
background copy is complete (which may take several hours) the background copy is not
secure from database media failures. Although the source volumes can be modified while the
background copy operations are occurring, the target backup is not secure until the
background copy is complete.

DB2 9 added the DUMP option to the BACKUP SYSTEM utility. This option causes HSM to
dump the disk backup to tape. If VERSIONS=0, HSM uses the NOCOPY option.
VERSIONS=0 offers better database performance for two reasons:

» The database and backup volumes can coexist on the same media, so that the database
has access to all of the media, which is better for transaction performance.

» The NOCOPY has better performance than the COPY option, because only the updated
tracks is physically copied.

If the dumps are deferred, however, the COPY option provides an opportunity for the DS8000
to copy the source tracks prior to the dump, and the dump task has less impact on the media
that contains the source tracks.
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HSM does not allow the database to be restored from the disk backup when VERSIONS=0.
Even if HSM did allow it, if there were a database media failure, the disk version would be lost
because HSM used the NOCOPY option. VERSIONS=0 is intended to be used just for
dumping the backup to tape. The dump can also be deferred until later. If VERSIONS>0, HSM
uses the COPY option which allows the database to be restored from a disk version.

Another addition to DB2 9 is the incremental capability. BACKUP SYSTEM ESTABLISH
FINCREMENTAL specifies that a persistent FlashCopy relationship is to be established, if
none exists, for the source copy volumes in the database copy pool. Use this keyword once to
establish the persistent incremental FlashCopy relationships. Subsequent applications of
BACKUP SYSTEM (without the FESTABLISH INCREMENTAL keywords) automatically
processes the persistent incremental FlashCopy relationship. BACKUP SYSTEM END
FINCREMENTAL specifies that a last incremental FlashCopy be taken, and for the persistent
incremental FlashCopy relationship to be withdrawn for all volumes in the database copy
pool.

Unlike traditional image copies, an incremental system level FlashCopy backup always
overwrite any writes previously done to the backup. Thus, it is easy to maintain a merged
system level backup. Such increments, however, preclude you from restoring to a prior point
in time using that same backup version.

To achieve the best recovery time after a media failure with the least impact on workload
performance when taking backups, use VERSIONS=1 and incremental backups. Perform
frequent incremental updates to keep your system-level backup on disk current. Periodically
dump the backup to tape, preferably during a time when the database 1/O activity is low. Avoid
ending the persistent FlashCopy relationships. To recover to prior points in time, you need to
restore the backups from tape.

Arguably, the incremental update feature of the BACKUP SYSTEM utility is what makes
system level backups so much superior to traditional image copies, because the cost of
creating traditional incremental image copies is much higher. While it is true that FlashCopy
avoids using channel resources and avoids using the DB2 buffer pool, the amount of
background data movement is the same, and database availability is the same as the COPY
utility with SHRLEVEL CHANGE.

If there is a database media failure before the dump is completed, then there is a need to use
an older backup to recover the database. If the workload is busy while the DS8000 is trying to
copy the data in the background, it may take several hours to complete the background copy
of a large copy pool. During that time the database is exposed unless there is an older
backup. To be 100% bullet proof, then, there is a need to have at least two backups at any
given time. To store two backups on disk the storage requirements must be tripled. The
exposure can be minimized, however, by taking frequent incremental backups and
occasionally dumping the backup to tape. In this case, the database needs to be restored
from tape only if there was a media failure while the system level backup was being
incremented. Otherwise, the database can be restored from disk.

Copy pool versioning was designed for non-persistent backups. If you use VERSIONS=2 and
one version is persistent, the BACKUP invocations bounce between the persistent and
non-persistent backup, which is likely not the intent. Remember that full backups impacts
performance much more than an incremental refresh of a backup.

Therefore, avoid using VERSIONS>1, because a volume can have only one persistent
FlashCopy relationship.

Normally you use the RESTORE SYSTEM utility to recover from a system level backup to the
current point in time. The RESTORE SYSTEM utility does not have the ability to recover
different objects to different points in time. The RECOVER utility has that ability. In DB2 9, the
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RECOVER utility was enhanced to recover individual DB2 objects from a system level backup
in conjunction with changes to DFSMShsm Versions 1.8. This is typically what is done when
there is a need to recover from a programming error and part of the database needs to be
recovered to a prior point in time. If the system level backup on disk is only used for this
purpose, then it is unnecessary to divide the database and backup on separate media.
Backup can still be dumped to tape in order to protect against the rare media failures.

Use the RESTORE SYSTEM utility to restore the entire system to a particular point in time.
Use the RECOVER utility if it is necessary to recover only a subset of objects, or if it is
necessary to recover different objects to different points in time.

System level backups must be supplemented with inline image copies. After running the
RESTORE SYSTEM utility, objects that had been loaded or reorganized because the system
backup was created or last incremented are left in RECOVER PENDING state. Those objects
have to be recovered from inline image copies using the RECOVER utility.

To minimize the likelihood of having to recover from inline copies, after reorganizing many
tablespaces, increment the system level backup.

There are also some special system level backup considerations when using NOT LOGGED
objects. See “NOT LOGGED” on page 14.

Image copies

10

Let’'s see how the DB2 utilities are used to create and manage image copy data sets.

We begin with the COPY utility. The COPY utility can be used to create both full image copies
and incremental copies. The COPY utility is the best method for writing a lot of image copies
to tape. The primary reason that it is the best method is that it enables control of how the
image copies are grouped on tape, organizing the data sets by recovery group. A recovery
group is a set of objects that is recovered at the same time. This set of objects could be
associated to a DB2 database for ease of operations. In contrast, the dumps created by the
BACKUP SYSTEM utility organize the data sets on tape by volume. When there is a need to
recover the entire system, the tape organization doesn’t matter, but if there is a need to
recover only a subset of objects, or if there is a need to stage the recovery one set of objects
at a time, the subset should be organized on a minimum number of tapes to optimize the
recovery time. In addition, DB2 9 supports the ability to write 256 KB blocks to tape for better
performance.

Given a list of objects, the COPY utility can use parallelism to write the image copies to disk
or tape. The TAPEUNITS parameter is used to control how many tapes are used in parallel.
When using tape parallelism, the COPY utility sorts the objects by size and distributes the
objects on tape according to descending size, so that the amount of data stored on each tape
tends to be uniform.

To get the best performance when recovering a subset of objects from tape, it is better to use
the COPY uitility to organize the image copies on tape by recovery group, rather than dumping
a system level backup to tape. When doing so, use the TAPEUNITS and PARALLEL
keywords for optimal COPY performance.

If you have enough disk space to store the small image copies on disk, then only store the
larger image copies on tape. That could mean that the image copies for LOB and XML
tablespaces and partitioned tablespaces are stored on tape, while other image copies are
stored in disk.
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The image copies of compressed tablespaces are compressed, but the image copies of
compressed indexes are not compressed. In contrast, the index backups produced by the
BACKUP SYSTEM utility are compressed if the source index is compressed.

Beginning in DB2 9, image copies can be written with a block size up to 256 KB for greater
tape utilization and performance. Using a 256 KB instead of 28 KB increases the throughput
to read and write large image copy data sets by 30% to 50%. Therefore, use 256 KB block
sizes for tape image copies.

SHRLEVEL CHANGE can be used to allow online work to progress while COPY is executing.
However, SHRLEVEL CHANGE does not produce a consistent copy. A consistent copy is one
which contains all updates for committed transactions and no updates for uncommitted
transactions. Regardless, RECOVER to current produces a consistent copy. In DB2 9
RECOVER to a point in time also produces a consistent copy. If it is desired that the image
copy itself be consistent, then SHRLEVEL NONE or SHRLEVEL REFERENCE must be
used, but that blocks applications from updating the table space. Therefore, use SHRLEVEL
CHANGE for best database availability.

By specifying COPY INCREMENTAL, the COPY utility produces an incremental copy. DB2
reads the space map pages to determine which pages have been changed since the last
COPY. DB2 then uses List Prefetch to read just those pages. Only the changed pages are
written to the incremental image copy data set. Therefore, do not use incremental copy for
small objects.

If image copies are used to restore the database, the RECOVER utility opens all incremental
copy data sets at the same as the full image copy in order to merge them. Performance
problems can arise if the incrementals are on different tapes; these problems can be severe if
many objects are recovered in parallel. The same problems can occur if DFSMShsm is used
to migrate the image copies to tape.

Store incremental image copies on disk. The tape subsystem may experience thrashing
during recovery if DFSMShsm has migrated the image copies to tape. If there isn’t enough
disk space to maintain the old incremental copies on disk, it is better to delete them from the
DB2 catalog than to let DFSMShsm migrate them to tape.

Occasionally it may become desirable to merge the incremental data sets using the
MERGECOPY utility. There are two types of merges:

» NEWCOPY YES

NEWCOPY YES produces a new full image copy. It also preserves the previous
incremental copies in SYSCOPY.

» NEWCOPY NO.

NEWCOPY NO only merges the incremental copies. It deletes the old incremental data
sets and removes them from SYSCOPY.

If recovery might be to a point in time prior to running MERGECOPY, it would be better to
avoid NEWCOPY NO.

As a general rule, if the aggregate size of all of your incremental copies reaches 20% of the
size of your full image copy, then generate fresh full image copies, unless the large size of the
incremental copies is due to growth in the database object itself.

The COPY utility was changed in DB2 9 to use Most Recently Used (MRU) for the buffer pool
in order to minimize the impact on the buffer pool. Thus, COPY in DB2 9 tends to have a
smaller impact on the performance of a concurrent transaction workload. Unlike the COPY
utility, MERGECOPY does not use the DB2 buffer pool. Like the REORG utility,
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MERGECOPY can stack the image copy data sets on tape and it does not support
parallelism.

To avoid any COPY PENDING conditions, the LOAD and REORG utilities can produce inline
copies. Use SHRLEVEL CHANGE to allow concurrent updates. Inline copies are consistent.
If REORG is given a list of objects to REORG at the same time, the utility can stack the image
copies on tape, but REORG cannot distribute the inline copies to tape in the same way that
the COPY utility does.

Combining and comparing system level backups with image copies on tape

12

Ordinarily, there is no reason to write both image copies and a system level backup to tape. A
reasonable option, however, is to use VERSIONS=1 for your system level backup without
dumping the backup to tape and use the COPY utility to write image copies to tape. If this
combination of backups is chosen, the RESTORE SYSTEM utility can be used to recover the
whole system to the current point in time, and the RECOVER utility can be used to recover
any subset of the system from tape, or to recover the whole system to a time prior to the last
system level backup.

If you are fortunate enough to never have to recover some objects from tape, then it doesn’t
matter which utility is used to write the tapes. It also doesn’t much matter if you have to
recover the entire system from tape. However, let’s consider what events would require
restoring from tape. Remember that if incremental system level backups are used, the backup
is no good if there is a database media failure while the increment is being written. This
occurrence may be unlikely, but it is one of the reasons why backups are dumped to tape. A
second reason for dumping the backup to tape is so that you might be able to recover to a
prior point in time.

If the entire system is to be recovered at the same time, then the RESTORE SYSTEM utility is
the easiest means to do it. However, if some applications are a higher priority than other
applications, then it may be best to stage the recovery one application at a time. In this case,
the RECOVER utility should be used to manage each stage. The RECOVER utility performs
better if the recovery group is stored on a minimum number of tapes, as organized by the
COPY utility.

If it is desirable to stage the recovery because some applications are more important than
others, then use the COPY utility to write image copies to tape and organize the data by
application.

Now let’s suppose that the application or programmer has corrupted or damaged the
database in some fashion, and suppose that the damage affects only certain applications. If
the entire database were recovered, some of the applications would become unavailable.
Therefore, it is important to recover only the data that was necessary for the applications that
were broken.

In order to distinguish between different applications and recover from situations where only
some applications are broken as a result of damaged data, then use the COPY utility to write
image copies to tape and organize the data by application.

To illustrate how COPY/RECOVER compares to BACKUP/RECOVER when storing backups
on tape, let’s consider an example. Suppose that 10,240 database objects were distributed
across 512 volumes, and suppose that the 512 volumes can be dumped to 100 tapes. Now
suppose that a group of 100 objects were corrupted. If COPY had been used to dump all 100
objects to the same tape, then RECOVER only needs to access that one tape. On the other
hand, if these 100 objects were distributed across the 512 volumes, it is likely that to use the
system level backup, RECOVER would have to access all 100 tapes, and it would have to
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DB2 logs

LISTDEF

search for each object on tape rather than reading the objects in the order that they were
stored on tape. The same thing could happen if DFSMShsm were used to archive the objects
on tape.

DB2 Version 8 supports up to 93 active log data sets of 4 GB each, offering up to a total of
372 GB of active log data sets. For best recover performance, use enough active log space so
that when there is a need to restore from the most current image copy or system level backup,
DB2 does not need to access any archive log data sets.

Therefore, it is urged to allocate enough space for the active log space so that when there is a
need to restore from the most current image copy or system level backup, DB2 does not need
to access any archive log data sets.

Updating intensive workloads may experience disk logging performance issues. In these
cases, if the environment supports MIDAWSs, you might consider striping your DB2 logs. High
speed channels reduce the need to use a lot of stripes and using too many stripes sometimes
has an adverse affect on log performance.

If you plan to stripe your logs for speed, as a general rule use no more than 4 stripes for your
active logs with a 2 gigabit/second (gbps) channels and no more than 2 stripes with 4 gbps
channels.

DB2 9 introduced support for extended format archive log data sets. Thus, archive logs can
now be striped and compressed by DFSMS. Striping the archive logs is useful if the active
logs are also striped.

If recovery needs to access archive log data sets, then there are concerns about where the
archive log data sets are stored and the type of data sets that are used. When the archive
logs are stored on disk, it is best to use DFSMS compression to achieve the best I/O
performance. Striping without using compression does not improve read performance
because DB2 9 reads only one block per read I/O, but the Basic Sequential Access Method
(BSAM) overcomes DB2’s buffer limitations for compressed data sets.

If using DB2 9, use DFSMS striping and compression for your archive logs, and use the same
number of stripes as are used for active logs.

Try to keep enough archive logs on disk so that if there is a media failure, archive logs do not
have to be fetched from tape. This means that any archive logs written since the last system
level backup was created or incremented, or since the last image copies were created, should
be on disk.

The LISTDEF utility enables database objects to be grouped in reusable lists. These lists can
be used in other utility control statements to indicate that the utility is to process all of the
items in the list.

The LISTDEF statement can be used to standardize object lists and the utility control
statements that refer to them. Standardization reduces the need to customize or alter utility
job streams. If predefined lists are not used, the entire list of objects must be repeated on
each utility control statement that processes the same group of objects.
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LISTDEF makes it easy to coordinate recovery groups between the COPY and RECOVER
utilities can use the same LISTDEF definition. The utilities can even retrieve a LISTDEF from
a commonly shared sequential file.

LISTDEF uses INCLUDE and EXCLUDE keywords to construct the list. Objects of a specific
type, such as LOBs, XMLs, and indexes, may be included. Wild card characters (*) and
pattern matching characters (%) can be used. For example, you could specify DB* to select
all database names that start with the letters DB. Objects may also be excluded from a list.
For example, a list may consist of all tablespaces except for XYZ*.

Implicitly created tables use system-generated names for the table space and database.
Because COPY and RECOVER do not directly support table names, LISTDEF is the only way
to specify the table names for COPY and RECOVER to use without first searching the catalog
to determine the system generated names.

NOT LOGGED

Indexes

It's important to treat NOT LOGGED objects with extra care when recovering databases,
especially if system level backups are used, because the user is responsible for managing the
recovery of NOT LOGGED objects. It is possible to create an image copy of a NOT LOGGED
object, but if the object is lost due to a media failure, application roll back, or abend, any
updates applied to the object since the image copy was created are lost. The user is
responsible for applying recent updates manually or rebuilding from scratch.

If the object was set to NOT LOGGED when the BACKUP SYSTEM utility was run,
RESTORE SYSTEM leaves the object in Recover Pending or Rebuild Pending state. Thus,
after running RESTORE SYSTEM, the NOT LOGGED objects must be recreated, rebuilt, or
recovered from an image copy. In other words, storing NOT LOGGED objects in the DB2 copy
pool is a bad idea because you cannot recover NOT LOGGED objects from the system level
backup, and it wastes space in the copy pool back up. If you store the NOT LOGGED objects
outside of the DB2 copy pool, RESTORE SYSTEM leaves the NOT LOGGED objects alone.
Then if the NOT LOGGED objects were unaffected by a copy pool hardware failure, the NOT
LOGGED objects does not require any recovery action.

Therefore, if you intend to leave an object permanently as NOT LOGGED, do not store the
object in the DB2 copy pool, because it wastes backup space.

If a NOT LOGGED obiject is stored in the DB2 copy pool, it is possible with DB2 9 to use the
RECOVER utility to exclude the NOT LOGGED objects from the recovery procedure.
Because LISTDEF does not have a special keyword for NOT LOGGED, it may be helpful to
store the NOT LOGGED objects in a separate database. There is no reason to exclude the
NOT LOGGED objects if there is a desire to recover both LOGGED and NOT LOGGED
objects, however, because the RECOVER utility automatically distinguishes NOT LOGGED
objects from LOGGED objects, and it chooses the system level backup accordingly to restore
the objects.

The COPY parameter of CREATE INDEX indicates whether the COPY uitility is allowed for the
index. COPY YES allows full image, concurrent copies, or the use of the RECOVER utility on
the index. COPY NO is the default.

14 DB2 9 for z/OS: Backup and Recovery I/O Related Performance Considerations



SYSLGRNX

SYSLGRNX entries are created whenever an object is opened for update. These entries are
updated when the object is closed. The Recover utility uses these entries to determine which
log intervals need to be read.

For page sets defined with CLOSE=YES, the PCLOSEN or PCLOSET DSNZPARM
parameters control how frequently such page sets are closed. PCLOSEN indicates the
number of consecutive DB2 checkpoints since a page set or partition was last updated, after
which DB2 converts the page set or partition from read-write to read-only. PCLOSET is the
number of minutes since a page set or partition was last updated, after which DB2 converts
the page set or partition from read-write to read-only. If the condition for PCLOSEN or
PCLOSET is met, the page set or partition is converted from read-write to read-only, and
SYSLGRNX is updated accordingly.

Maintaining a page set or partition as read-only is better for the performance of data sharing
systems, as well as for recovery, but there is also a cost to switch a page set from read-write
to read-only, especially in a data sharing system. That cost is in terms of CPU time, but there
is also a cost in terms of the number of entries in SYSLGRNX. As SYSLGRNX grows, the
time for Recover to read it grows.

Therefore, to help speed up of Recover and Modify Recovery, SYSLGRNX should be
reorganized at least twice a year. Also, run Modify Recovery frequently to remove unneeded
entries in SYSCOPY.

The default for PCLOSEN is 5 checkpoints and the default for PCLOSET is 10 minutes.
These values are too low for most data sharing systems.

Therefore, assuming the checkpoint frequency is 3 minutes, it is suggested to increase
PCLOSEN to 15 system checkpoints and 45 minutes if you are using data sharing.

Fast Log Apply

Fast Log Apply is something that should always be used for recovery and, beginning with DB2
V8, online REORG. The LOGAPSTG DSNZPARM represents the maximum amount of DBM1
storage that can be used by Fast Log Apply. The maximum possible value for LOGAPSTG is
100 MB and that is the default with DB2 Version 8. If set to a lower number, consider
increasing to 100 when not short on real storage.

Each RECOVER or REORG utility job that uses Fast Log Apply allocates a 10 MB buffer from
the LOGAPSTG pool. Thus, if you specify LOGAPSTG=100 MB, ten jobs can use Fast Log
Apply. If any other job needs to apply log records and no Fast Log Apply storage is available,
it falls back to normal log apply processing. Each DB2 member has its own Log Apply
storage. Thus, if each member uses LOGAPSTG=100 MB, they can each have ten jobs using
Fast Log Apply.

The RESTORE SYSTEM utility is unique in that it allocates 500 MB of FLA buffers,
independent of the LOGAPSTG parameter. It can use that much storage because RESTORE
SYSTEM serializes the entire DB2 subsystem and its data sharing group.

Fast Log Apply has three advantages over normal the log apply process:

» |/O across multiple objects is overlapped, and the log I/O is also overlapped with database
I/0O.

» Because the pages are sorted within an object, the seek distances on the disk are
minimized, reducing the total I/0 time

DB2 9 for z/OS: Backup and Recovery I/O Related Performance Considerations 15



» There is less CPU time because there are fewer I/Os and fewer Getpages.
Fast Log Apply does not support prefetch for indexes.

For best Fast Log Apply performance, it is suggested to avoid recovering more than 100
objects on one recover statement, especially if the objects are large. Do not, however, run
more than 10 recover jobs on one DB2 member. This suggestion does not apply to objects
which had insignificant update activity. For a larger number of objects, consider spreading the
jobs across different data sharing members.

More detail information about using multiple RECOVER jobs is discussed in “Recovery
strategies” on page 16.

Comparing RECOVER and RESTORE SYSTEM

RESTORE SYSTEM is convenient for recovering the entire system, but it does not offer any
tuning flexibility. Whereas RESTORE SYSTEM is a single utility job running under SYSPITR
conditional restart, several RECOVER jobs can be run simultaneously or in a staged manner.
When recovering hundreds of objects, Fast Log Apply is faster if the objects are divided
among multiple Recover jobs. See “Recovery strategies” on page 16. In some cases,
distributing the jobs among different data sharing members helps the performance, because
each member has its own Fast Log Apply buffers and its own CPU bandwidth.

It is suggested to use the RECOVER utility instead of the RESTORE SYSTEM utility in order
to optimize and tailor the recovery process to meet your specific performance and availability
needs.

Be aware of the limitations of RESTORE SYSTEM when it comes to NOT LOGGED objects
that were described at “NOT LOGGED” on page 14.

Recovering the DB2 catalog and directory

When recovering the DB2 catalog, ensure that the size of BPO is at least 10 000 buffers. The
default for BPO in DB2 V8 and DB2 9 is 20 000 buffers.

Recovery strategies

Backup and recovery strategies go hand in hand, but because the evaluation of a backup
strategy is dependent on knowing how long recovery takes, it is a good idea to begin with an
analysis of recovery performance. The focus here is on recovering the entire system to the
current point in time.

The moment to determine a recovery strategy is not when a hardware failure has occurred.
The recovery strategy and backup strategy need to be prepared at the same time, although
some last minute adjustments might be made to the recovery strategy after the failure occurs.
As the backup and recovery strategies are being developed, one should estimate how long
recovery will take. As the workload and database grow, this estimate needs to be revised and
factored into the backup strategy. In effect, the development of a good backup and recovery
strategy is a circular feedback mechanism. One may start with a rough idea how the backups
will be done based on rules of thumbs and then develop a recovery strategy based on the
initial backup strategy. Yet rules of thumb cannot apply to every situation. One must be
prepared to alter the backup strategy after determining if the recover strategy meets the
recovery performance objectives.
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There is no good substitute to testing the recovery procedures, but testing recovery is
expensive because it requires duplicating the production system to create a test system. In
lieu of testing a full recovery scenario, developing some simple test cases may help to
determine the speeds of your hardware. Generally, the recovery phase is not dependent on
the data content. A subset database could be created and dumped to tape using the COPY
utility, and recovered using the RECOVER utility. Only the number of objects and the size of
the objects are relevant data characteristics that affect restore time.

One of the decisions to make is whether to phase the recovery by workload. For example, if
one particular workload was more important than others, it may be brought back online more
quickly if the initial recovery phase focused on recovering those database objects needed by
the most important workload. The recovery of other database objects can be deferred until
after the first workload is brought back online.

Given that system-level objects are used, a decision is made whether or not to use
RESTORE SYSTEM. Because RESTORE SYSTEM can recover a subset of the databases, it
does not allow for a phased recovery. RESTORE SYSTEM also cannot be used to recover
NOT LOGGED objects or objects that have been REORGed since the last time that the
system level backup was incremented.

The emphasis in this section is on how to make the best use of the RECOVER utility to
minimize the recovery time. Nevertheless, the methodology used to predict the recover time
and to adjust the frequency of system level backups is largely the same for RESTORE
SYSTEM.

We assume that DB2 9 is installed because RECOVER in DB2 V8 cannot recover objects
from a system level backup, and BACKUP SYSTEM in DB2 V8 cannot incrementally update a
backup.

Using the RECOVER uitility, the objects may be divided among multiple jobs. There are a
number of reasons for using multiple RECOVER jobs:

» Employ more FLA buffers and more subtasks in order to speed up Fast Log Apply.
» Overcome the CPU bottlenecks of a single LPAR during FLA.
» Enable multi-tasking for the allocation and open/close operations of image copies.

The primary value of employing more FLA buffers is to reduce the number of Getpages and
the number of 1/Os, which reduces the amount of CPU time. Secondly, by sorting a set of
pages by RID, the DASD seek times can be reduced.

Database I/O during Fast Log Apply

The methodology begins by analyzing and predicting the database 1/O time for FLA. The
prediction of I/O time is independent of the number of RECOVER jobs. The methodology
described here applies specifically to random updates or inserts, not to sequential updates or
inserts. Sequential updates and inserts are typically CPU bound, not I/O bound.

It is useful to monitor the amount of log data being generated between backup cycles and
adjust the backup frequency accordingly. This simple level of analysis can provide a crude
upper bound on the estimate of recovery time, and some simple rules of thumb can be used
to divide the objects among recover jobs, but one cannot expect these rules of thumb to be
applicable. In order to optimize the recovery time and estimate the time more accurately, it is
necessary to do some object level analysis. In order to do some object level analysis, it is
necessary to generate incremental image copies. The size of the incremental copies is a
measure of how many pages are updated during each backup cycle. As long as the update
frequencies remain steady, it is not necessary to regularly generate incremental image
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copies. In fact, if system level backups are being incremented frequently (for example, once
per hour), it is perhaps not worth the effort to generate incremental image copies ever,
because one can take it on faith that recover time is short.

The number of pages for each object is an indirect measure of the number of log records
associated with each object. The number of log records is an indication of the amount of CPU
time and the amount of FLA buffer space used for each object. Because each RECOVER job
is allocated the same amount of buffer space, the buffer space is used more effectively if the
log records are divided evenly among the jobs. Furthermore, dividing the CPU time equitably
among the jobs and dividing the jobs among different LPARs may enable the CPU time to be
divided among different LPARs.

If the objects are divided among multiple RECOVER jobs, armed with the knowledge of how
many pages were changed in each object, it is possible to divide the objects among different
RECOVER jobs in a manner that divides the pages evenly among the jobs. Dividing the
objects in this manner may be at odds with the convenience of the way that LISTDEF
INCLUDE/EXCLUDE lists are generated, but it is not unusual for there to be a large skew in
the way that updated pages are distributed. To take an extreme example, suppose that two
tablespaces of equal size have 200 partitions and suppose that two RECOVER jobs are used,
but suppose that 90% of the updates are contained in one of the tablespaces. Although it may
be convenient to create one RECOVER job for each table space, the recovery time can be
reduced by splitting the partitions of each table space equally among the two jobs. In fact, if a
RECOVER job were to restore a million objects that had no log records, the FLA buffers
would never be used. Given a 90/10 split, there is more optimization for 10% of the work and
the other 90% of the work might be poorly optimized. In conclusion, a heavy update skew can
negate the value of having divided the objects into multiple RECOVER jobs.

Besides being an indirect measure of the number of log records, the number of pages is also
an excellent indicator of buffer hit ratios and DASD cache hit ratios. Assuming that the buffer
pools are much smaller than the DASD cache, the buffer pool residency time is much smaller
than the cache residency time. If the cache residency time for a page is 10 minutes, and if the
same page is updated in less than 10 minutes, the second update is a cache hit. Now let’s
make the assumption that a page is either hot or cold, meaning that a hot page stays in the
cache throughout recovery, and a cold page is one that is never updated a second time. Let’s
also assume that the total number of changed pages far exceeds the buffer pool size and the
cache size, so that the majority of changed pages must be cold pages. (If the number of
changed pages were smaller than the cache size, one could then ignore the I/O analysis of
FLA. With these assumptions, the number of changed pages is the number of cache misses,
and the number of log records does not affect the number of cache misses.

The next question is how the number of cache misses affects the elapsed time of recovery. It
is known that the typical disk service today is in the range of 4 ms to 10 ms, depending on
seek distance and disk model. Fast Log Apply has the effect of lowering the average seek
distance. Recent studies of throughput have been done using disk drives that IBM delivers in
the DS8000 spin at 15 000 RPM and have 300 GB capacity, which is perhaps the most
common type of disk drive in the marketplace today. These studies show that the maximum
throughput for one RAID 5 rank ranges from 1800 to 2500 I/O read operations per second,
depending on the average seek distance. (Response time is poor at these rates.) Because
RAID 5 updates consume about four times the disk bandwidth, we can conservatively
assume that each RAID 5 rank can do 400 to 500 updates per seconds. This conservatively
assumes that every read is a cache miss.

You can think of each changed page in the incremental data set as being one cache miss.
Armed with the knowledge of how many pages were changed and knowing the number of
RAID 5 ranks in the disk subsystem, you can estimate how long it takes for Fast Log Apply to
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Log I/O

update the database. If the time does not meet your objectives, then you may need to adjust
your backup cycle time accordingly.

It is suggested to perform object level analysis of the size of incremental image copies during
each backup cycle in order to predict the recovery time and adjust the backup cycle time
accordingly.

Log I/0 time can be largely ignored when the entire system is being recovered, especially
with DB2 9. Having increased the number of input log buffers from 15 to 120, DB2 9 can read
active log data sets at speed up to 160 MBps, more if the active log data sets are striped.
Archive log data sets on disk can also be read fast if DFSMS compression is used.

Multiple RECOVER jobs

Previously we did not explicitly adjust the estimate of I/O time based on the effects of multiple
RECOVER jobs. Recall that Fast Log Apply sorts all of the RIDs for each object that is
contained in a 5 MB buffer and uses List Prefetch to read the pages. When a large list of
objects is divided among, for example, 10 jobs, each job has its own 5 MB buffer and the RIDs
become more sorted. The effect of improved sorting may reduce the average I/O service time
per page, but this effect is difficult to predict. In the methodology described above, 33 ms of
service time was assumed. You have to use your own judgment and knowledge of your
hardware to adjust this estimate, and you also have to use judgment as to the effect of sorting
the RIDs on the database 1/O time.

Nevertheless, the value of sorting the RIDs is much more than 1/O time reduction. Another
major effect of sorting the RIDs is a reduction in CPU time, because the number of
GETPAGEs and the number of I/Os are reduced. To the extent that using multiple RECOVER
jobs reduces the number of GETPAGESs and the number of I/Os, it reduces the CPU time.

For example, suppose that a table space is among 100 objects processed by one RECOVER
job. Suppose that out of each 5 MB buffer, this table space has 160 RIDs which collapse
down to 80 GETPAGEs. Because FLA can read up to 64 pages in one 1/O, there are two 1/Os
for this table space. Now suppose that these 100 objects are split into two jobs. Now there
might be 320 RIDs for this table space in each 5 MB buffer and they might collapse to 100
GETPAGESs and all 100 page can be prefetched in two I/Os. Compared to using one job, this
represents a 1.6 to 1 reduction in the number of GETPAGEs and a 2 to 1 reduction in the
number of I/O operations.

It is unrealistic to try to predict how the effect of multiple jobs will actually reduce the CPU
time. However, users should concern themselves with whether or not they have sufficient
CPU capacity. Users should also be aware of the number of threads that each RECOVER job
might use. For one DB2 subsystem it is a good idea to spread the objects among 10
RECOVER jobs in one DB2 member.

It is suggested to spread all of the objects among 10 RECOVER jobs. Never go beyond 10
RECOVER jobs unless you have a data sharing group and can divide the jobs among
different DB2 members.

When deciding how to distribute the objects among different RECOVER jobs, try to spread
the large objects among the jobs, especially those large objects that had a lot of updates, so
that the FLA storage is used efficiently.
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Restoring the database
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The advantage of FlashCopy for RESTORE SYSTEM is that the restore phase can complete
very quickly and the Fast Log Apply phase can begin as soon as the FlashCopy restore
sessions are established. This may take several seconds or minutes given lots of volumes,
but this time is not significant. The volumes are physically copied in the background while and
after Fast Log Apply is executing. Thus, FLA may take longer than it ordinarily would. No
studies have been made to measure and compare the performance of FLA during RESTORE
SYSTEM versus a large number of RECOVER jobs.

Let’s now discuss the restore phase of RECOVER. RECOVER works somewhat differently
depending on whether the full image copies are stored on tape or DASD, or if a system level
backup is used. In all cases here let’'s assume that PARALLEL is specified on the RECOVER
statement and also assume that the incremental image copies are stored in disk.

It is complicated to predict the aggregate bandwidth of a DS8000 subsystem. Each DS8000
has three components that contribute to the aggregate bandwidth:

» RIOS bus(es)
» device adapters (DAs)
» channel paths

Any one of these components can limit the bandwidth. So, in order to determine the
bandwidth of a DS8000 subsystem for Recover operations, we have to consider the
bandwidth of each component.

One of the biggest performance differences between the DS8100 and the DS8000 pertains to
the RIOS bus, because each LPAR in the DS8300 has its own RIOS bus, giving the DS8300
twice the bus bandwidth of a DS8100. As Table 1 shows, the bus bandwidth for the DS8100 is
2000 MBps and the bus bandwidth for the DS8300 is 4000 MBps. However, writes consume
roughly double the bus bandwidth of reads, because the DS8000 writes the data in two
places in cache. Therefore, when restoring from tape to the DS8100 or DS8300, the effective
bandwidth of the bus is 1000 or 2000 MBps respectively. When restoring from the DS8100 or
DS8300 to itself, the effective rate that data can be copied is about 666 or 1333 MBps
respectively.

Table 1 Throughput rates in MBps f or DB2 data

READ only WRITE only COPY
3592 bus 450 450 N/A
DS8000 channel path | 275 138 206
DS8000 DA 356 356 138
DS8100 RIOS bus 2000 1000 666
DS8300 RIOS bus 4000 2000 1333

Device adapter and channel path considerations are the same for the DS8100 and DS8300.
The number of device adapters is a function of the number of disks; the DS8000 comes with
one DA pair for each set of 64 disks, up to a maximum of eight DA pairs. For example, if a
DS8000 has 128 disks, then it has two DA pairs, or four DAs. Table 1 shows that the
bandwidth for one DA is about 356 MBps. For example, the bandwidth of four DAs is then
1425 MBps. When doing parallel restores from tape to a DS8000 with four DAs, the
aggregate DA bandwidth exceeds the bus bandwidth of a DS8100 but not the DS8300. When
doing parallel restores from itself to the DS8000, the DAs can copy 712 MBps, which is again
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intermediate between the DS8100 and DS8300 bus bandwidth. So, given a DS8100 with four
DAs the DAs would not limit the throughput of restores, and given a DS8300 with four DAs the
bus would not limit the throughput of restores.

An LCU can have at most eight channel paths. Here we assume that every LCU in the same
DS8000 shares the same paths. It is possible that two LCUs in different DS8000s could also
share the same channels, but for simplicity we assume that the channels are not shared.
Using FICON Express 4 channels, each DS8000 channel path can read up to 275 MBps and
write up to 138 MBps. Thus, when restoring from tape to a DS8000 with eight channel paths,
the DS8000 can restore about 1100 MBps. When restoring from a DS8000 to itself with eight
channel paths, the DS8000 can still restore about 1100 MBps, because the FICON reads do
not impact the FICON writes.

Now, putting this altogether, suppose that a DS8100 has four DAs and eight channel paths.
What is the restore rate if the image copies are stored on the DS8100? The bus can restore
666 MBps, the DAs can restore 712 MBps, and the channel paths can restore 1100 MBps.
Therefore, in this example, the DS8100 can restore 666 MBps, limited by the RIOS bus.

Next, let's consider restores from one or more 3592 tape subsystems to the same DS8100 as
above. By offloading the read operations to tape, this bus bandwidth of the DS8100 can be
focused on the writes. Because the bus bandwidth is 1000 MBps, the four DAs become the
bottleneck of the DS8100 at 712 MBps. However, because a single 3592 subsystem can only
read 450 MBps, two 3592 subsystems are needed to push the restore rate beyond 450 MBps.

If you know the size of your database, you can use your estimate for the restore rate to predict
the restore time. For example, if the restore rate is 1000 MBps and you have to restore 1 TB,
the restore time is 1000 seconds, or 16.7 minutes. The restore time is proportional to the size
of the database.

Because the DS8300 has double the bandwidth of a DS8100, the DS8300 tends to be a
better choice for the optimization of recovery performance, especially when there are more
than four device adapters and more than eight channel paths. The DS8300 also has double
the CPU capacity of a DS8100, which is important for advanced copy services such as
FlashCopy and Metro or Global Mirroring.

If there are a lot of small objects, then the time to allocate and open the objects may outweigh
the time to copy the data. The allocation and open and close for image copies and
incremental copies are serialized by the RECOVER job’s control task. One can assume that
the RECOVER control task can process about five objects per second. Thus, given 1000 data
sets (including all incremental copies), it would take 200 seconds for one RECOVER job to
open and close them. This is one of the reasons why some object level analysis helps
determine the number of RECOVER jobs to use. If there are 10 000 data sets accessed, it
takes approximately 2000 seconds to process all of them, but dividing the objects among 10
RECOVER jobs would reduce the time to 200 seconds.

The time to mount the tapes can be ignored as long as the image copies are efficiently stored
on large capacity tapes and also read efficiently. The time to allocate and open the image
copy data sets can also be largely ignored provided that there are several RECOVER jobs.
For example, suppose that there are a total of 50 000 DB2 objects. Assuming five data sets
per second, the estimate for the total open/close time is 10 000 seconds. If 10 RECOVER
jobs are used, the estimated open/close time is 1000 seconds per job, or 16.7 minutes.
Because this time is overlapped with and less than the data transfer time, the allocation and
open time can be ignored if the 50 000 objects contain a few terabytes.

Of course, the fastest method for restoring the database is to use a system level backup.
Using the RECOVER utility to restore objects from a system level backup, we can assume the
same cost as open and close (it is actually smaller because the HSM requests within a single
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RECOVER job are done in parallel). The time for the restore phase of RESTORE SYSTEM is
a function of the number of volumes in the DB2 copy pool, but it can largely be ignored.

Data sharing considerations

Each DB2 member in a data sharing group may handle up to 10 RECOVER jobs without
sacrificing FLA. What is the optimal number of jobs to use when there are lots of data sharing
members? No studies have been done to examine this question, but presumably, if there
were 100 jobs each reading 10 different logs and merging them, there would be excessive log
I/O and there would probably not be much value. However, if the updates used system affinity
(which is unlikely), it is possible that the RECOVER objects could also be organized
according to system affinity. Short of such system affinity, the DBAs have to use their own
judgment about the total number of RECOVER jobs to use. Object level analysis would help,
because out of 10 000 objects, the majority is not likely to affect the FLA buffer consumption
significantly. Objects that were not updated should not be counted in the analysis of FLA,
although these objects may affect the restore time if there are a lot of them.

Given a large data sharing system and a system level backup, RESTORE SYSTEM is usually
the best option to restore the entire system quickly. There are some advantages to using
RECOVER, however. One of the advantages of RESTORE SYSTEM is that establishing a
few hundred volume level FlashCopy restore sessions is much faster than establishing tens of
thousands of data set level FlashCopy restore sessions. In other words, the restore phase
can be completed sooner. Because RESTORE SYSTEM also uses five times as much FLA
storage as one DB2 member, it would take five data sharing members and 50 RECOVER jobs
to equal the FLA storage used by one RESTORE SYSTEM job, and RESTORE SYSTEM
only has to read the logs one time. Thus, RESTORE SYSTEM has the potential to achieve
better performance than lots of RECOVER jobs, provided that one LPAR has the CPU
capacity to effectively execute 1000 tasks. However, following the execution of RESTORE
SYSTEM, RECOVER has to be executed for NO LOG objects and objects that were
REORGed after the last time that the system level backup was incremented.

Backup strategies

In this section, after introducing some failure scenarios, we define the related recovery
strategies.

A hypothetical workload and failure scenarios

22

In this part we present a hypothetical hardware environment with a hypothetical DB2
database and a hypothetical workload. Then we posit three different failure scenarios. One of
these scenarios is a hardware failure and the other two scenarios involve programming
errors. In the first two scenarios there is a need to recover to the current point in time and in
the second scenario there is a need to recover to a prior point in time.

Figure 5 summarizes the hardware environment and the database characteristics. The
environment consists of a single DS8300 subsystem which contains 512 disk drives of 300
GB each and the storage is partitioned into 4096 volumes. Because RAID 5 is the chosen
RAID design, the total addressable capacity is 113 TB, which comes out to be about 27 GB
per volume. In terms of DB2 database capacity, the addressable capacity is actually 99 TB
due to the fact that DB2 can only store 48 KB per track. There are 50 databases defined
amounting to a total of 30 TB and there are 50 000 DB2 objects. Each database corresponds
to a particular workload. If any part of a database is damaged, the corresponding workload is
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inoperable. One of the databases that is the focus of attention is DBXX1. DBXX1 consists of 1
TB.

1 DS8300 storage server

512 disk drives, 300 GB each
99 TB of DB2 database capacity
30 TB DB2 database defined
50,000 DB2 objects

4096 volumes

Figure 5 Hardware/workload environment: Disk/volume/database configuration

Figure 6 summarizes the tapes characteristics. The environment also has four 3592 tape
subsystems each with four tape drives and four FICON Express 4 channels. Tapes may be
used for either volume dumps or to hold full image copies. The max capacity of each tape is
currently 1 TB. Thus, with careful tape stacking, it takes a minimum of 30 tapes to hold the
image copies of all 50 databases. However, because it is decided to split different databases
on different tapes, it turns out that 120 tapes are needed. Three tapes are dedicated to
DBXX1. The image copies are stored on tape using 256 KB block sizes, which is supported
by DB2 9.

4 3592 tape subsystems

4 tape drives per subsystem

4 FICON Express 4 channels per subsystem

1 TB/tape capacity

120 tapes hold one set of DB2 full image copies

Figure 6 Hardware/workload environment: Tape configuration

Because the DS8300 subsystem has 512 disks, it is fully populated with 16 device adapters.
Therefore, the throughput capacity of the device adapters is estimated to about 5.6 GBps and
the throughput capacity of the RIOS bus is estimated to be 4.0 GBps. However, because the
DS3800 is configured with only four channels, the channels limits the throughput. We
estimate that these four channels can write 4x138=552 MBps. Therefore, the estimated time
to restore 30 TB of data from tape, or from image copies, is about 15 hours. Doubling the
number of channels could cut this time by half. Increasing the number of channels to 16 could
reduce the time to less than four hours. The RESTORE SYSTEM utility could do better,
because the channels are not used to restore the database. In any case, the restores are
done in the background.

Next, let’s turn to the question of Fast Log Apply time. To simplify the example, let's assume
that the workload is in a steady state, modifying the same amount of data throughout the day.

Figure 7 illustrates what information is needed to predict the Fast Log Apply time and adjust
the backup frequencies.

372 GB of primary active log space

36 GB/hour

10 hours to wrap the active log space
10 million total modified pages/hour
1 million DBXX1 modified pages/hour

Figure 7 Workload update characteristics
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One of the key pieces of information is the fact that 10 million pages are modified each hour.
This could be determined by generating incremental image copies. Does that mean that
incremental copies need to be generated every hour or every day? No. The incremental
copies only need to be generated once to develop an estimate of the page modify rate, or as
often as desired in order to monitor the changes in the workload. For this example, the
incremental copies were generated four hours after the full image copies and it was found that
the incremental copy data sets consumed 160 GB. That is, 40 GB per hour, which is 10
million 4 KB pages. (The number of pages could be adjusted for different page sizes.)

The data also shows the correlation between the amount of logging and the number of
modified pages. In this example, for every 1 GB of log data, 280 thousand database pages
were modified (that is, 10 million pages/hour divided by 36 GB/hour). Because it is much
easier to monitor the log activity than the page update activity, one can monitor the log activity
to judge how the workload characteristics are changing over time.

Knowing that the number of modified pages per hour is 10 million, it is possible to estimate
the amount time to apply the log records based on the throughput capacity of each RAID
rank. A RAID 5 rank consisting of 8 disks of the type illustrated here (300 GB, 15 000 RPM)
can do about 1500 to 3000 read operations per second, depending on the seek distance.
Conservatively assuming 1600 IO per second, and then allowing time for the data and RAID 5
parity to be updated, we can divide the read throughput by four, resulting in 400 data pages
updated per second per rank. With 512 disks divided among 64 ranks, the aggregate update
rate is 25600 updates per second, provided that the updates are evenly distributed among the
ranks. With these assumptions, it takes 6.5 minutes to update 10 million pages (an hour's
worth of workload updates). You could refine this estimate if you analyze how the updates are
distributed among the ranks.

We can also estimate the amount of time for Fast Log Apply to read the DB2 log. Because
372 GB of log data is written every 10 hours, 37.2 GB are written each hour. DB2 can read
the log at about 130 MBps. Thus, it takes about 4.8 minutes to read an hour's worth of log
records. Because the log time is less than the database 1/O time and because the log I/O and
database 1/O are overlapped, the log I/O time can be ignored. This is typically true unless the
database is spread across a vast number of disks.

We have assumed thus far that no archive logs need to be read during recovery. We want to
choose a backup methodology that avoids having to use archive logs. There are 372 GB of
active dual log space (that is, 372 GB for primary and 372 GB for secondary), which is the
maximum that DB2 allows. The workload runs 24x7. The workload generates 36 GB of log
space every hour. Therefore, the active logs hold about 10 hours worth of log records, DB2
writes the archive logs to disk, but HSM migrates the archive logs to tape daily. The log
records are divided among all of the DB2 objects.

Now let’s consider a few failure scenarios in the context of this environment.
» Media failure

At 10 p.m. Thursday, a disk drive failed, and though RAID 5 protected us against a single
disk drive failure, a second drive in the same RAID rank failed before we could replace the
first one. New disk drives are quickly installed. We do not know which objects were
allocated on those disk drives. It may be possible to determine which objects were lost and
to recover just the lost objects, but it is considered faster to simply recover all of the
tablespaces.

» Recover to current

At 10 p.m. Thursday, a volume was accidentally reformatted and that volume contained
part of the production database. Because it is unknown which data sets were on that
volume, every table space needs to be recovered.
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» Recover to prior

At 10 p.m. Wednesday, a change was made to one of the application programs. In some
cases, it mistakenly began updating the wrong rows in DBXX1. No other database was
affected. Unfortunately, the mistake was not detected until Thursday afternoon. The
application is quickly fixed, but now DBXX1 needs to be fixed. DBXX1 needs to be
recovered to 10 p.m. Wednesday, and then the application can be rerun.

The first scenario is the one which most people think about when they are planning their
backup strategies. The second scenario is atypical, but it is described here to just illustrate a
point. The third scenario is a common (usually due to lack of testing at cycle time) example
illustrating what must be done to recover some of the database to a prior point in time.

Some backup strategies

Next, we illustrate five different backup strategies. For each of these strategies, we estimate
the restore time and the Fast Log Apply time. Armed with that information, we can later posit
some recover performance capabilities for the hardware and calculate the time to recover.
These different strategies also affect the performance and storage capacity for the online
work.

» Strategy 1: NEWCOPYNO

Write full image copies each Sunday at 1 a.m. to tape. Each day of the week at 12 p.m., 4
p.m., and 8 p.m., incremental copies are created. At 1 a.m. each day, MERGECOPY is run
with the NEWCOPY NO option, and then another set of incremental copies are created.
Thus, there are 4 sets of incremental copies created each day.

» Backup strategy 2:NEWCOPY YES

The second strategy is the same as the first one except that instead of NEWCOPY NO, we
use NEWCOPY YES which creates full image copies, and no extra incremental copy is
needed at 1 a.m. The full image copies are written to tape. There are still 4 sets of
incrementals for each day.

» Backup strategy 3: COPY FULL

The third strategy is the same as the previous two, except that instead of using
MERGECOPY, COPY FULL is run every night at 1 a.m. There are 3 sets of incrementals
for each day.

» Backup strategy 4: Mix system backup and database

In the fourth strategy, we divide the volumes in half and use the BACKUP SYSTEM utility
to create a system level backup. The backup is incremented once each hour. The backup
volumes are spread across all of the RAID ranks. As with the third strategy, full image
copies are written to tape each night at 1 a.m., but no object level incremental copies are
created.

» Backup strategy 5: Isolate system backup from database

The fifth strategy is similar to the fourth, except that the backup volumes and database
volumes are segregated on different RAID ranks.

Notice that aside from the performance effect of running the COPY utility or BACKUP
SYSTEM uitility, all of these backup strategies have the same affect on workload performance
except for the fifth strategy. In order to segregate the databases and backup volumes, the
databases only have access to 256 disks instead of 512 disks. Therefore, disk response time
with the fifth strategy tends to be higher.
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Recover actions

Table 2 summarizes the actions that need to be taken in order to recover from our three
different failure scenarios, given each of the five different backup strategies.

Table 2 Recover actions

Failure 1: Failure 2: Failure 3:
Media failure Recover to current Recover to prior
Backup strategy 1: Action: Action: Action:
NEWCOPY NO RECOVER all RECOVER all RECOVER DBXX1
databases databases
Restore: Restore: Restore:
30 TB from 120 tapes | 30 TB from 120 tapes 1 TB from 3 tapes
+4 increments +4 increments + 4 increments
Log Apply: Log Apply: Log Apply:
20M pages 20M pages 2M pages
Backup strategy 2: Action: Action: Action:
NEWCOPY YES RECOVER all RECOVER all RECOVER DBXX1
databases databases
Restore: Restore: Restore:
30 TB from 120 tapes | 30 TB from 120 tapes 1 TB from 3 tapes
+3 increments +3 increments + 3 increments
Log Apply: Log Apply: Log Apply:
20M pages 20M pages 2M pages
Backup strategy 3: Action: Action: Action:
COPY FULL RECOVER all RECOVER all RECOVER DBXX1
databases databases
Restore: Restore: Restore:
30 TB from 120 tapes | 30 TB from 120 tapes 1 TB from 3 tapes
+3 increments +3 increments + 3 increments
Log Apply: Log Apply: Log Apply:
20M pages 20M pages 2M pages
Backup strategy 4: Action: Action: Action:
Mix system backup RECOVER all RESTORE SYSTEM RECOVER DBXX1
and database databases
Restore: Restore: Restore:
30 TB from 120 tapes | 30 TB from disk 1 TB from 3 tapes
Log Apply: Log Apply: Log Apply:
20M pages 10M pages 21M pages
Backup strategy 5: Action: Action: Action:
Isolate system RESTORE SYSTEM RESTORE SYSTEM RECOVER DBXX1
backup
from database Restore: Restore: Restore:
30 TB from disk 30 TB from disk 1 TB from 3 tapes
Log Apply: Log Apply: Log Apply:
10M pages 10M pages 21M pages

In the case of a media failure, we could spend some time trying to analyze which specific
objects resided on the failed media, but a tool would be needed to perform such analysis
quickly. For example, we could dump the VTOCs nightly and match those VTOC listings with
the DB2 catalog, but that approach would not identify objects that had been created recently.
A safer approach is to use the DB2 catalog to generate a full list of objects to be recovered,
then scan the VTOCs of every volume that was not lost. The objects found to be intact could
be deleted from the object list. The only problem with this approach is that one has to be
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careful about multi-volume data sets. If an object was a multi-volume data set and any one of
the volumes was on the failed media, then the entire object must be recovered. To deal with
multi-volume data sets, the system ICF catalogs must be analyzed rather than the VTOCs.
For each data set in an ICF catalog, the list of volumes must be scanned to see if any one of
them is in the list of volumes that were lost. In the final analysis, it is probably a lot simpler,
though often longer, to just recover every table space.

Table 3 summarizes the estimates of the recovery time, including the time for both the restore
phase and Fast Log Apply phase, for each combination of failure scenarios and backup
strategies.

Table 3 Recovery estimates

Backup strategy Failure 1: Failure 2: Failure 3:
Media failure Recover to Recover to
current prior
1 Restore 333 333 11.1
Fast Log Apply 43 43 4.2
Total 376 376 13.2
2 Restore 333 333 11.1
Fast Log Apply 43 43 4.2
Total 376 376 13.2
3 Restore 333 333 11.1
Fast Log Apply 43 43 4.2
Total 376 376 13.2
4 Restore 333 0 11.1
Fast Log Apply 43 10.8 225
Total 376 10.8 22.5
5 Restore 0 0 11.1
Fast Log Apply 21.5 21.5 45.0
Total 21.5 21.5 46.1

The fourth backup strategy cannot use the RESTORE SYSTEM utility to recover from the
media failure because part of the system backup was lost. The only backup strategy which is
capable of handling the media failure without having to restore from tape is the fifth strategy.
Also, because incrementing the system level backup is less obtrusive than using the COPY
utility to create incremental copies, we were able to refresh the system level backup hourly,
and therefore when we do need to run the RESTORE SYSTEM utility, the amount of log
records that need to be applied is greatly reduced. On the other hand, because the fifth
backup strategy constrained the databases onto fewer disks, transaction performance and
query performance was compromised.

The actions needed to recover from the accidental reformatting of one volume is much the
same as the actions that are needed to recover from a media failure, but for one exception.
The fourth backup strategy can take advantage of the RESTORE SYSTEM utility, because
the backup is completely intact.
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The third failure scenario is the most difficult one from which to recover, even though DBXX1
is the only database that is affected. Two factors make it difficult:

» We have to recall the archive log data sets from tape to apply the log records from the
previous night. The recall times are not shown in Table 3 on page 27.

» The system level backup cannot be used to restore DBXX1, because the error occurred
prior to the system backup being incremented.

Had the fourth and fifth backup strategies continued to incorporate object-level incremental
copies, the log apply time would be have been the same as the first three strategies.

Overlooked in the above analysis is the fact that after running the RESTORE SYSTEM utility,
any object that had been reorganized after the system level backup was created needs to be
recovered using the RECOVER utility. After having reorganized a lot of objects, it would be
best to increment the system level backup quickly in order to minimize the likelihood of having
to recover from image copies.

If the objective was to be able to recover the entire system in one hour after a media failure,
the only strategy that could meet this goal is the last one, namely to use a system level
backup.

Summary

This paper provides a broad set of recommendations for creating backups and for recovering
from different failure scenarios. Some decisions involve trade-offs that affect transaction
performance as well as the recovery time for different failure scenarios. The decisions begin
on the day that the storage is purchased and configured. Such decisions also affect the
probability of ever having to recover from a backup.

Both object level backups and system level backups were considered, either as distinct
solutions or in combination. Both full and incremental backups were considered. The
advantages and disadvantages of using tape were considered, both from a cost perspective
and a performance perspective. Given that tapes are used to store the backups, the pros and
cons of different methods of tape management were discussed.

Recovering from backups is something nobody wants to have to do, but when it happens,
there are some decisions to be made on how best to recover. Those decisions should be
discussed and planned before the failure occurs. If the RECOVER utility is going to be used,
the recovery of objects may be staged, or recovered in parallel. A methodology for predicting
the recovery time was presented that can be used to adjust the backup frequency.
Nevertheless, even with the accurate prediction techniques, there is no substitute for practice,
although practicing recovery is itself an expensive procedure. One should develop the
recovery scenarios and determine the acceptable recovery time. Practice helps determine if
procedures are in place to meet the recovery requirements of each failure scenario.
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