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Cisco FICON Basic Implementation

In this IBM® Redpaper we discuss the basic steps to configuring a switch for
FICON® in both switched point-to-point and cascaded configurations. We use
Fabric Manager (FM) and Device Manager (DM) to perform all configuration
steps.

Important: Although this paper shows the screen capture flow from a Fabric
Manager/Device Manager 3.0(3) installation, the flow equally applies to the
latest release of FM/DM 3.2.(1).

We discuss some basic FICON/mainframe steps that you will need to perform. It
is not our intent to show any of the steps on the mainframe, but we highlight the
considerations.
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Hardware configuration definition
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An I/O configuration defines the hardware resources that are available to the
operating system and the connections between these resources, which include:

Channels

ESCON/FICON Directors (switches)
Control units

Devices

vyvyyy

You must define an I/0O configuration to the operating system (software) and the
channel subsystem (hardware). The Hardware Configuration Definition (HCD)
element of z/ OS® combines hardware and software 1/0O configuration under a
single interactive user interface. HCD also performs validation checking, which
helps to eliminate errors before you attempt to use the I/O configuration.

The output of HCD is an I/O definition file (IODF). An IODF is used to define
multiple hardware and software configurations to the z/OS operating system.
When you activate an IODF, HCD defines the 1/O configuration to the channel
subsystem, the operating system, or both. With the HCD activate function or the
MVS™ ACTIVATE operator command, you can make changes to the current
configuration without having to perform an initial program load (IPL) on the
software or power-on reset (POR) of the hardware. Making changes while the
system is running is known as dynamic configuration or dynamic reconfiguration.

You select your 1/O configuration when you:

» POR
» IPL
» Activate a dynamic configuration change

IPL and activation require that you identify the IODF that contains the definition of
your configuration. A data set called an I/O configuration data set (IOCDS) is
used at POR. An IOCDS can be created from a configuration definition in an
IODF. The IOCDS contains the configuration for a specific processor, and the
IODF contains configuration data for multiple processors.

Important: We recommend that you complete the FICON configuration on the
switches before attempting to bring any CHPIDs or Control Units online.
Switch configuration cannot be finished until HCD configuration is complete.
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Figure 1 shows an example topology and associated statements.

RESOURCE PARTITION=((CF206400,D),(CF206401,C),(LPARMVSX,A),(LPARMVSY, E),(VMLPAR02,8))

CHPID PATH=(86),SHARED,PARTITION=((LPARMVSX,LPARMVSY),(VMLPAR02)),SWITCH=50,TYPE=FC
CHPID PATH=(89),SHARED,PARTITION=((LPARMVSX,LPARMVSY),(VMLPAR02)),SWITCH=50,TYPE=FC
CHPID PATH=(9E),SHARED,PARTITION=((LPARMVSX,LPARMVSY),(VMLPAR02)),SWITCH=51,TYPE=FC
CHPID PATH=(A0),SHARED,PARTITION=((LPARMVSX LPARMVSY),(VMLPAR02)),SWITCH=51,TYPE=FC

*
*_

CNTLUNIT CUNUMBR=EF50,PATH=(86,89),UNITADD=((00,001)),
LINK=(50FE,50FE),UNIT=2032
CNTLUNIT CUNUMBR=EF51,PATH=(9E,A0),UNITADD=((00,001)),
LINK=(51FE,51FE),UNIT=2032
CNTLUNIT CUNUMBR=EF52,PATH=(9E,A0),UNITADD=((00,001)),
LINK=(52FE,52FE),UNIT=2032

CHPIDS
86,89,9E,A0

5020 5103

R S

CNTLUNIT CUNUMBR=07C0,PATH=(9E,A0),UNITADD=((00,255)),
LINK=(5202,5202),CUADD=0,UNIT=2105

CNTLUNIT CUNUMBR=07D0,PATH=(9E,A0),UNITADD=((00,255)),
LINK=(5202,5202),CUADD=1,UNIT=2105

CNTLUNIT CUNUMBR=0D01,PATH=(86,89,9E,A0),UNITADD=((00,255)),
LINK=(5020,5020,5103,5103),CUADD=1,UNIT=2105

CNTLUNIT CUNUMBR=35A0,PATH=(9E,A0),UNITADD=((00,016)),

LINK=(5204,5204),UNIT=3590 0DO01 35A0 7C0/7D0O

=
§
=
=

Figure 1 FICON environment IOCP definitions

Note: There is no change to the IODEVICE or ID statements to support SAN.

You must be familiar with the HCD definition process before attempting to code
any of the statements shown in Figure 1, so we do not cover this process here.

FICON cascading

The Cisco MDS SAN-OS software allows multiple switches in a FICON network.
To configure multiple switches, you must enable and configure fabric binding in
each switch. We show how to accomplish this in later sections.
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FICON port numbering on the MDS switches
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Default FICON port numbers are assigned by the Cisco MDS SAN-OS software
based on the module and the slot in the chassis. The first port in a switch always
starts with a zero, as shown in Figure 2.

is ! Device Manager 3.0(3) - itso95049 172.16.20.9._. M=l E3
Device Physical Interface FC FICOM [P Security Admin Logs Help

SRS [E E’I}FVSANAIIvl? v tdvanced

Ceyice | Summar\;l H’Dggle FICOMN/nterface Fort Labels

COMPACT Siot O

c] I

COMPACT Slot 0
nfa I

Figure 2 Toggle FICON port numbers in Device Manager

The default FICON port number is assigned based on the front panel location of
the port and is specific to the slot in which the module resides. On all Cisco MDS
9000 Family switches, 32 port numbers are assigned to each slot—except for the
Cisco MDS 9513 Director, which has 16 port numbers assigned for each slot.
These default numbers are assigned regardless of the module’s physical
presence in the chassis, the port status (up or down), or the number of ports on
the module (4, 12, 16, 24, or 48).
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If a module has fewer ports than the number of port numbers assigned to the
slot, then the excess port numbers are unused. If a module has more ports than
the number of port numbers assigned to the slot, the excess ports cannot be
used for FICON traffic unless you manually assign the port numbers.

Note: You can set the preference in Device Manager to always display FICON
port numbers instead of the default interface numbers by selecting Device —
Preferences — Label Physical Ports View With, then select FICON and
click Apply.

FICON port number assignment

The FICON port number is assigned based on the front panel location of the port
and is specific to the slot in which the module resides. Even if the module is a
16-port module, 32 port numbers are assigned to that module, regardiess of the
module’s physical presence in the chassis or the port status (up or down).

Note: Only Fibre Channel, PortChannel, and FCIP ports are mapped to
FICON port numbers. Other types of interfaces do not have a corresponding
port number.

Cisco FICON Basic Implementation 5



Figure 3 lists the default port number assignment for the Cisco MDS 9000 Family
of switches and directors.

Implemented Part Allooation

Slat Unimplemsnisd
Preduct Humbar  |Te Ports To PertChannelFCIP | Ports Hotes
Cleco MDE glat 1 G through 31 & through £0 “ithrough 253 |Similar o o switching moduls.
PHOEees g o 22 through 63 and port 253 The first 4, 12, 15, or 24 port
Cisoo MDE | Slot 1 o through 31 128 through 153|154 through 253 [VO70P#r 03 4-port, 12-pa,
01508 Diirechor — and part 255 L&-port, or Z4-port maduls are
Slot 2 A1 through 62 uzzd atd the resi remain
Slot 3 & through 95 unuzzd. Exira 16 paris on
= 4i-port moduls are ot
Shot 4 o through 127
an allocated numb ers
Slot 5 o Supervisor modulss are not
Slot & P— allocaied port numbEns
Clerg MIE Slot 1 Orhrough 31 224 through 249 250 through 253 \The Ot 4, 12, 16, or 24 port
@50 Director [ g4 » 32 through 63 and port 255 numbssrs in & 4-port. 12-por,
L&-paort, or Z4-part moduls are
Slo 2 24 through 63 us=d and the resi remain
Sloi 4 o through 127 unussd. Exira 16 poris on
4a-port modulss are not
allcoaied port numbers
Slot 5 Mo SupErvisor modulss ane not
Sk & Home allccaied port numbers,
e T 122 through 159 Thez first 4, 12, 15, oT 24 peorl
Sl & L0 through 191 numb=rs are ussd for o 4-port.
LZ-port, 16-port, of 24-part
o] L= i 192 through 223 mcedu b and ibe resi remain
unus=d. Exira 16 poris on
4a-port madulss are not
allccaied port numbers,
Ciz=go M= Hlox 1 Orhrough 15 124 through 240 250 through 252 | The first 4 o1 12 port numbers
2512 Director - : and part 255 are sl or e 4-por or 12-pore
Shot 2 L through 51
g - mduke and the rest remain
Slot 3 2 through 47 unus=d_Bxira poris on 24-pot,
Slot 4 48 through a3 22-port, and 42-port moduls
2ot 5 #4 thraugh 70 are oot alkcaied port numb ers.
Shot & a0 rthrough 95
Slot T o SupeErvisor modulss are not
Slot & P— alloraied port numbers
Shot @ &5 through 111 The first 4 or 12 port numbers
Slot 160|112 through 127 are used for a 4-pom or 12-port
mduke and the rest remain
Slox 11 128 through 143 unused. Extra pors on 24-port,
Slot 12 144 through 150 32-port, e 43-pori modules
et 13 L& through 175 are ok alkocuied port numb Ers

Figure 3 Default FICON port numbering
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FC ID allocation

FICON requires a predictable and static FC ID allocation scheme. When FICON
is enabled, the FC ID allocated to a device is based on the port address of the
port to which it is attached. The port address forms the middle byte of the fabric
address. Additionally, the last byte of the fabric address should be the same for
all devices in the fabric. By default, the last byte value is 0 and can be configured.

FCIDs are 3 bytes in length. The first byte is the static domain ID of the switch, in
hexadecimal, which matches the switch parameter on the CHPID macro in the
IOCDS. The second byte of the FCID is the switch FICON port number (port
address). The last byte of the FCID defaults to 0. FICON requires the last byte of
the fabric address to be the same for all allocated FCIDs. The value of the last
byte can be changed if required, but only when the FICON VSAN is in the offline
state.

Note: You cannot configure persistent FC IDs in FICON-enabled VSANSs.

Cisco MDS switches have a dynamic FC ID allocation scheme. When FICON is
enabled or disabled on a VSAN, all of the ports are flagged to switch from
dynamic to static FC IDs and back again. Figure 4 shows the static FC ID
allocation for FICON.

Static Domain Fort Address Last Byte

& Oxdd 0

—

Static FC 1D allocation for interface fo3/5 includes the
static domain 1D (5), the port address (0xd4), and the last byte value (0).

Figure 4 Static FC ID allocation

Port addresses

By default, port numbers are the same as port addresses. You can swap the port
addresses, as described in “Using DM to swap ports” on page 62.
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Implemented and unimplemented port addresses

An implemented port refers to any port address that is available in the chassis.
An unimplemented port refers to any port address that is not available in the
chassis. See Figure 3 on page 6.

Reserved FICON port numbering scheme

A range of 255 port numbers are available to assign to the ports on a switch.
Figure 3 on page 6 shows that you can have more than 255 physical ports on a
switch and the excess ports do not have port numbers in the default numbering
scheme. When you have more than 255 physical ports on your switch, you can
assign unimplemented port numbers to the ports, or assign duplicate port
numbers if they are not used in the same FICON VSAN. For example, you can
configure port number 1 on interface fc1/1 in FICON VSAN 10 and fc10/1 in
FICON VSAN 20.

Note: A FICON VSAN can have a maximum of 250 port numbers.

FICON port numbers are not changed for ports that are active. You must first
disable the interfaces using the shutdown command.

You can configure port numbers even when no module is installed in the slot.

Installed and uninstalled ports

An installed port refers to a port for which all required hardware is present. A
specified port number in a VSAN can be implemented, and yet not installed, if
any of the following conditions apply:

» The module is not present.
For example, if module 1 is not physically present in slot 1 in a Cisco MDS
9509 Director, ports 0 to 31 are considered uninstalled.

» The small form-factor pluggable (SFP) port is not present.
For example, if a 16-port module is inserted in slot 2 in a Cisco MDS 9509
Director, ports 48 to 63 are considered uninstalled.

» The portis not in a FICON-enabled VSAN.
For example, if port 4 (of a 16-port module in slot 1) is configured in
FICON-enabled VSAN 2, then only port 4 is installed and ports 0 to 3 and 5 to
15 are uninstalled—even if they are implemented in VSAN 2.
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» If VSANSs 1 through 5 are FICON-enabled, and trunking-enabled interface
fc1/1 has VSANSs 3 through 10, then port address 0 is uninstalled in VSAN 1
and 2.

» The port is part of a PortChannel.
For example, if interface fc 1/1 is part of PortChannel 5, port address 0 is
uninstalled in all FICON VSANSs.

FICON port numbering guidelines

The following guidelines apply to FICON port numbers:
» Supervisor modules do not have port number assignments.

» Port numbers are VSAN independent and do not change based on VSANS or
TE ports.

» Each PortChannel must be explicitly associated with a FICON port number.

» When the port number for a physical PortChannel becomes uninstalled, the
relevant PortChannel configuration is applied to the physical port.

» Each FCIP tunnel must be explicitly associated with a FICON port number. If
the port numbers are not assigned for PortChannels or for FCIP tunnels, the
associated ports will not come up.

Assigning FICON port numbers to slots

To assign FICON port numbers to slots using Device Manager, follow these
steps:

1. Select FICON — Port Numbers to display the FICON port numbers
(Figure 5).

im | Device Manager 3.0(3) - its09513 172.16.20.6..|
Device Physical Interface FC |FICOM [P Security Admin
S@ERDE MFe VoA, |
e RLIR ERL...
Swap Selected Ports

Device | Sumrmary ]

Figure 5 FICON port numbers
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2. Enter the chassis slot port numbers in the Reserved Port Numbers field (if so
desired), click Apply, click Close (Figure 6).

is its09513 - FICON Port Numbers

%hysical | Logical |

i O
Module |Reserved Port Mumbers |MumPorts [Module Mame |
1 oo-2f 4a 1/2/4 Ghps FC Maodule |
z 20-5f 45 1/2/4 Ghps FC Module |
3 a0-2f 42 1/2/4 Gbps FC Module
4 o0-bf 48 1/2/4 Gbps FC Module
5 cO-29 48 1/2/4 Gbps FC Module
& fa-f7 4 10 Ghps FC Module
=] 00-2f 42 1/2/4 Ghps FC Module
10 20-5f 42 1/2/4 Ghps FC Moduls
11 a0-2f 42 1/2/4 Ghps FC Moduls
12 20-bf 24 1/2/4 Gbps FC Module
13 c0-c5, fi-f3, f8-f0 12 1,244 Gbps FC Moduls |
Aty Refresh J Cloze |
11 row(s)

Figure 6 Reserving FICON port numbers

Note: The reserved port numbers can be configured per module. Most times,
these reserved port numbers are configured to be contiguous.

Port numbers for FCIP and PortChannel interfaces
FCIP and PortChannels cannot be used in a FICON-enabled VSAN unless they
are explicitly bound to a port number. You can use the default port numbers if

they are available or if you reserve port numbers from the pool of port numbers
that are not reserved for Fibre Channel interfaces.
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Reserving FICON port numbers for FCIP and PortChannel

You must reserve port numbers for logical interfaces, such as FCIP and
PortChannels, if you plan to use them. To reserve FICON port numbers for FCIP
and PortChannel interfaces using Device Manager, follow these steps:

1. Click FICON — Port Numbers to display the FICON port numbers as shown
in Figure 7. Click the Logical tab to see the reserved port numbers for the
slot.

is its09513 - FICON Port Numbers | x|

Physical [[jogical

Feserved Port Murmbers: |ba—ef l

Apply | Refresh | Help | Close |
Data refrieved at 11:38:27

Figure 7 Reserving port numbers

2. Enter the chassis slot port numbers. These are the reserved port numbers for
one chassis slot. There can be up to 64 port numbers reserved for each slot
in the chassis.

3. After you have selected the ports to reserve, click Apply and Close to
complete the operation.

Cisco MDS 9000 Mainframe Package license

To configure the FICON feature on the Cisco MDS switches, the Cisco MDS
9000 Mainframe Package license must be installed first. This license contains the
following features:

FICON protocol and CUP management
FICON VSAN and intermixing

Switch cascading

Fabric binding

vVvyyy

Attention: Grace period is the amount of time an application can continue
functioning without a license. The grace period is set to 120 days from the first
occurrence of using any licensed feature without a license. The grace period
starts with the first checkout and is counted only for the days when that feature
is used. If you do not use this feature, the grace period stops incrementing.
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To obtain new or updated license key files, follow these steps:
1. Collect the host ID of the switch, also referred to as the switch serial number.
2. Obtain your Claim Certificate or the Proof of Purchase document.

3. Locate the Product Authorization Key (PAK) from the Claim Certificate or
Proof of Purchase document.

4. Locate the URL from the Claim Certificate or Proof of Purchase document.

5. Access the specified URL that applies to your switch and enter the switch
serial number and the PAK.

The license key file is sent to you by e-mail. The license key file is digitally signed
to authorize use only on the switch for which it was requested. The requested
features are also enabled when the SAN-OS software on the specified switch
access the license key file.

The switch serial number can be obtained by selecting Physical — Inventory
from the Device Manager tool bar as shown in Figure 8.

fm ! Device Manager 3.0(3) - itso9509 172.16.20.9._. [W=}E3
Device | Physical Interface FC FICOM P Security Admin Logs Help

o © MIECTENO )« ~| 2 s
Modules...

Temperature Sensars...

Power Supplies. ..
Fan...

System...

Figure 8 Identifying the switch serial number

This displays the model, serial number, and chassis hardware revision level
information as shown in Figure 9.

fmits09508 - Inventory

CaHe
Serial # Serial # Hardware |Software
Module Id |Name ModelName Primary Secondary |Rewision  |Revision
1 1/2/4 Gbps FC Module DS-x9124 J4B09380162 0.214 3.0(3)
2 1/2/4 Gbps FC Module DS-x0124 JABOD3700CE, 0.214 3.003)

Figure 9 Switch serial number

After you have received your digitally signed license key (or keys) you can install
them on the switch. The license files can be copied to the switch bootflash
beforehand, or they can be copied during the install process.
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You can also use the Licenses display in FM to verify that the mainframe licenses
have been installed. Open Licenses by selecting the Physical attributes tab in
FM, open the Switches folder, and select Licenses. Figure 10 shows the
installed licenses.

i;_."i.-'SAN.-'Fahril: its09513 [admin@localhost] - Fabric Manager 3.0(3)

File “iew Zone Tools Performance Server Help
A% ® | ELE BREMERT =S R VWEED | 2
v~z d : — -
~Physical Atlributes M Check in FM |® T H S
=[] Switches Feature Usage | Keys | Usage |
: Installed
; Switch |Feature Type
_| Clock 502513 FM_SERVER _PRG ermanent |
~-Supervisor Statistics itso0509 FM_SERVER PRG permanent
..... Copy Configuration itz09513 MAINFRAME PG permanent
E-) Interfaces itz09S09 MAINFRAME P permanent
[+ | FC Services itzn@513 [ENTERPRISE_PKIG pErmanent
- Events itz09509 EMTERFRISE _PKG piermanant
®- ) Security its09513 |SAMN_EXTH_OWER_TF per manent counted
&1 ISLs itz00509 |SAN_EXTH_OVER_IP pErfnanent counted
#- ] End Devices its09513 SAN_EXTH_OWER_IP_IPS2 permanent countad
its02509 SAN_EXTH_CWER_IP_IPSZ2 permanent counted
itz09513 |SaN_EXTH_OVER_IP_TPS4 per manent counted
itsn2513 | STORAGE_SERWICES_EMABLER_PKG per manent counted

Figure 10 License verification panel

FICON VSAN configuration and requirements

One of the advantages of using the Cisco MDS switches in mixed FCP (open
systems) and FICON environments is the ability to separate FICON and FCP
traffic into separate VSANSs. This is considered best practice. The capability
exists, if desired, to mix FCP and FICON traffic into a single VSAN and use
zoning to separate the two, but this is not the recommended design.

Using separate VSANSs provides the following functionality:

vyVvVyVvyvYyYyvyy

Isolation is improved.
VSAN based roles for administrative access can be created.
In-order delivery can be set per VSAN.

Load balancing behavior can be set per VSAN.
Default zoning behavior can be set per VSAN.
Persistent FCIDs can be set per VSAN.

Cisco FICON Basic Implementation
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» Domain ID allocation (static or dynamic) behavior can be set per VSAN.
» Fibre Channel timers can be set per VSAN.

This is not an all-inclusive list; it is an overview of how using the VSAN feature
enables you to implement FCP and FICON over the same physical topology
without sacrificing specific features as a result of FCP or FICON specific
fabric/VSAN requirements.

FICON VSAN prerequisites

14

To ensure that a FICON VSAN is set up correctly, be sure to verify the following
requirements:

Set the default zone to permit if you are not using the zoning feature.

Enable in-order delivery on the VSAN.

Enable (and configure, if required) fabric binding on the VSAN.

Verify that conflicting persistent FC IDs do not exist in the switch.

Verify that the configured domain ID and requested domain ID match.

Add the control unit port (CUP) (area FE) to the zone, if you are using zoning.

vVvyYvyvyYYyvyy

All of these requirements must be met to enable the FICON feature.

Next we show the creation of FICON VSAN 2. We again use Fabric Manager to
create the cascaded FICON VSAN (VSAN 2) between the 9509 and 9513. We
then repeat the process using FM to create the point-to-point FICON VSAN 3
that will reside on the 9513.

At this point we connect the interswitch links between the 9509 and the 9513 as
shown in Figure 11 on page 15. This enables us to manage both the 9509 and
9513 switches in the FICON cascaded fabric concurrently.

There are several ways to bring ports online, but perhaps the most intuitive way is
to use Device Manager:

1. We loaded DM for the 9506, and have clicked on interface FC9/2 and FC9/1
by holding the CTRL key to highlight both interfaces.

Cisco FICON Basic Implementation



2. We then right-clicked and selected Enable from the context menu (Figure 11).

Device Physical Interface FC

o | Device Manager 3.0(3) -

itso35089 172.16.20.9_ ..

FICOM [P Security Admin Logs Help

=B EBE [ E M s vsanalv |2

v Advanced

Device | Surnmary |

7@

STATUS

B@‘

STATUS

-

T

ﬂ ﬂ‘\“* fgﬂnnﬁhﬂgmﬂ Haorial

Disable !

COMPACT Slot

nfa |

COMPACT Slot 0
n'a |

fc9/2 (C1),...
Configure...
Monitar. ..

Figure 11 Enable E_Ports in Device Manager on the 9509
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3. Repeat these steps in DM for interfaces FC6/1 and FC6/2 on the 9513 as

shown in Figure 12.

= Device Manager 3.0(3) - itso9513 172.16.20.6...

Device Physical Interface FC FICOM I[P Security Admin Logs Help

SR BE®[E HE e voanalw|9

v advanced

Deyice | Surnmary |

ATUS fce/2 (F5),...
-::m-mmmt = Configure...
P e
4‘“!"4‘ Monitar ...

; e f—

isahle

Figure 12 Enable E_Ports on 9513
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If we refresh the DM Device view window, it will show a TE indication on the port.

This means that the ISLs are up and trunking as shown in Figure 13.

'm :Device Manager 3.0(3) - its09509 172.16.20.9...
Device Physical Interface FC FICOM IP Security Admin Logs Help

=@ & B MR ey veaNalw | @ W tdvanced

Dieyice I Surnmary |

N
— Lt

ol é“# ‘fm.m Mg ;:.:u..}

iii

Consoke Mgmt S-c"n!
2 ﬂéf&“:j C)

Figure 13 Verify ISL links are up

COMPACT Siot O
nia |

GOMPACT Slat 0
nfa |
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To begin configuring cascaded FICON VSAN 2:

1. We log on to FM using the FM server located at IP address 172.16.20.60
(Figure 14).

:;-_"'IDPEH Fabric - Fabric Mana... !EIE

Cisco SysTems

Fr Server: Ilucalhust LI

Fabric Seed Switch: [172.16.20.60 ~|

User Mame: Iadmin

Password: [F+******

Privacy Password.

W SHMPY3 [~ SHA T AES
[T accelerate Discovery

[ Use SMMP Prosy

Cpen Dptions << l Exit |

Figure 14 Logging in to FM server

2. Select the Create VSAN wizard (Figure 15).

is | /SAN/Fabric its09513 [adming

Filz “iew Zone Tools Performance

a®® EldE| ==
M‘

LogieslBOMENET Croate VSAN..

=24 SAN
-4 Fabric its09513
L

Figure 15 Create VSAN wizard
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This opens another panel as shown in Figure 16.

im Create VSAN - /SAN/Fabric itso9513

¥ its09513

¥ its09509
Switches:

WSaN Id: |2 :I 1..4093

MNarne: |FICON_Cascaded {blank =default)
LoadBalancing: ' srcld/Destid il Des i/ Ol

InterCperalue: & default © Inferop-1 € Inferop-2 € Inferap-a0 O nErmp:

AdminState: & active  suspended

[¥ Static Domain Ids: |04, 106-116,118-145,148-235,237-238 Apply

Sweitch Domainld
k509509 L]
ts09513

[V FIZON

¥ Enable Fabric Binding for Selected Switches
™ all Port Prohibited

[owe,]_com |
3

Figure 16 VSAN creation panel

Note the items that are selected in this panel:

>

>

| 2

Switches: Both its09509 and its09513; VSAN 2 will be created on each
VSAN ID: 2

Name: FICON_Cascaded

LoadBalancing: Source ID / Destination ID (FICON requirement)
InteropValue: left to default (required)

Admin state: active

FICON feature: enabled

Fabric Binding enabled for this VSAN (required)

Static domain ID: selected, assigned, and matches what is configured on the
mainframe in HCD
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When the FICON feature in Cisco MDS switches is enabled, this occurs
automatically:

» The IPL configuration file is created (as discussed in “FICON configuration
files” on page 54).

» The in-order delivery, source-destination ID load balancing, fabric binding,
and static (insistent) domain ID features are enabled for this VSAN and
cannot be disabled.

» The default zoning behavior is changed to permit.
We can verify that FICON VSAN 2 was created on each switch with the correct

attributes by selecting the Logical Domains tab in FM, opening the
FICON_Cascaded(2) folder, and selecting VSAN Attributes (Figure 17).

i;_."iISANIFabric itso9513/FICON_Cascaded (2) [admin{@localhost] - Fabric Manager 3.0(3)
File Wiew Zone Tools Performance Server Help

A% ELE | =REOAERE= {8 | WBED 2

rLogical Domains—— : & & -5 B g = H < & its09513/FICON_Ca

B4 54N :

54 Fabric itso9513 By Switch | nterfaces | Tterop-4 wisn |
- Al WSANS

Switch |Mame M |LoadBalancing InterCp [ Adrmin Oper |FICON
its09509 FICOMN Cascaded | 2112 srcld/Destld default active [Wa] rue
itsn9513 |FICON Cascaded| 2112|srcld/Destld default |active Wa] rue

L Atributes
Figure 17 VSAN verification panel one

The default zone behavior (permit is required) can be verified by opening the
folder for the created VSAN (FICON_Cascaded in this case), selecting Default
Zone, then selecting the Policies tab as shown in Figure 18.

Z;_ILZISANIFabric its09513/FICON_ Cascaded (2) [admin{@localhost] - Fabric Manager 3.0(3)
File Wiew Zone Tools Performance Server Help

%@ EdE =BENEEHA= 19  YRE@ | 2

rLogical Domains *: G ep=Yy Q& 2 /SAN/Fabric itso9513/FICON_Casc
B4 SAN .
ﬁ “3 Fabric ts09513 Members | Unzoned | Policies | Status | Enhanced | Read only Violations | Statistics | LU Zoning Stati
B All WSANs Default Zone  |Default Zone |Default Zone |Default Zone  |Default Zone

-] ¥SANOOD1 Switch |Behaviour ReadCnly QoS Qos Priority Broadcast  |Propagation

_ARICoN_Cascaded (2) |/ Hlits00500 per it r r none r activeZoneSet
=) 2 its09513 per mit I r none - EctiveZoneSet
SAN Attributes
-] Domain Manager

Figure 18 Default zone policy verification

Tip: Using descriptive names for your VSANSs helps you identify them more
easily in FM and prevent confusion and mistakes.
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With cascaded FICON VSAN 2 created, we proceed with the configuration of
point-to-point FICON VSAN 3 on the 9513 using the stand-alone version of FM:

1. Log on to Fabric Manager.
2. Select the Create VSAN Wizard icon as shown in Figure 19.

i;_"iISANIFﬂbric its08513 [admin@localhost] - Fabric Manager 3.0(3)

File View Zone Tools Performance Server Help

Bek ELE | =REAERT S [ WRED
jLogical Domains [ i vean. :@ @D osEHG @

RN .
54 Fabric its09513 Switches | 1515 | Hosts | Storage|

B0 All YSANs |Logical Mame [IP Address  [wiwr

-] WSANODOL its09513 172.16.20.60|20:00:00:05:30:01:c3:b2
__IFICON_Cascaded (2) its09509 172.1A,20.21 120:00:00;0d ;ec:00:d6:c0
[ JITSO_1 {32)

[ FICONG3

Figure 19 VSAN Create Wizard
This opens the VSAN Attributes/Create panel (Figure 20 on page 22).

Note the items that are selected in this panel.

» Switch: only itso9513 is selected

» VSANID: 3

» Name: FICON_PT_PT

» Source ID / Destination ID (FICON requirement)
» Interop value: left to default (required)

» Admin state: active

» FICON feature: enabled

» Fabric Binding: enabled (required)

» Static domain ID: 5
(Static domain ID is selected, assigned, and matches what is configured on
the mainframe in HCD.)
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Create Y5AN - fSAN/Fabric itso9513

S

Figure 20 FICON point-to-point VSAN creation
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We can verify that FICON VSAN 2 was created on the 9513 with the correct
attributes by selecting the Logical Domains tab in FM, opening the
FICON_PT_PT folder, and selecting VSAN Attributes as shown in Figure 21.

“ {SANfFabric itso89513/FICON_PT_PT (3) [admin@localhost] - Fabric Manager 3.0{3)
File View Zone Tools Performance Server Help

AC® || 2REOERA< | 119 | WREZ@ | 9
fogicalDomains A @ @ @ B 2 4 H S @ /SAN/ Fabric its09513/ FIC(

i W &l Vo B B O
ERETTY :
524 Fabric its0e513 By Switch | Interfaces | Interop-4 Wiwn |

-0 Al VEANS
-] ¥54N0001 Switch |Name My |LoadBalancing InterCp | Admin Cper |FICON
[E-L_1FICOM_Cascaded (2) | |litspos1alFicon PT PT]| 2112)srcld/Destid default  lactive up  lrue

524 FICON_PT_PT (3)

#-__| Domain Manager

Figure 21 FICON point-to-point VSAN verification

The default zone behavior (permit required) can be verified by opening the folder
for the created VSAN (FICON_PT_PT) but in this case by selecting Default
Zone then the Policies tab.

The setting for in-order delivery can be verified by opening the desired VSAN
folder (FICON_Cascaded in this case), selecting VSAN Attributes, then the By
Switch tab as shown in Figure 22.

'u fSANFFabric itso9513/FICON_Cascaded (2) [admin{@localhost] - Fabric Manager 3.0(3)

File “iew Zome Tools Performance Server Help

SCH | Edl =RLALEHA= 18 WLED |2

rLogical Domains —|: H-EBRESBYBPBSE /SAN/Fabric itso9513/FICON_Cascaded (]
EREEY :
54 Fabric 509513 By Switch | Interfaces | InterOp-4 Wi |
-] Al WEaNs Inorder
+- ] YSANDOOL Switch  |Mame Mt |LoadBalancing InterCp | Admin Cper |FICON |Delivery
=+ _AFICOM Cascaded (2) | |litsng509|FICON Cascaded| 2112 Srcldigestld default  |active up  true [
~Default Zone it=09513 |FICON Cascaded| 2112/srcld/Destld default lactive up  lfrue I
[+ | Domain Manager

Figure 22 In-order delivery verification
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FICON load balancing

24

FICON uses a load-balancing algorithm based on source and destination ID, so
some additional planning is necessary when planning how ISLs, both FC and
FCIP, will be designed. An automated tool in FM has been developed to aid in
this exercise: the FICON Flow Load Balance Calculator (Figure 23).

i;.."i.-'SANIFﬂhric: its08513/FICON_Cascaded (2) [admin{@localhost] - Fabric]

File “iew Zone |Tools Performance Server Help

% @ E SwithHealth.., =2 18  WREE
~Logical Domains — Fabric Configuration. .. ol 4 @ &
-4 SAN End to End Connectivity... - -
=-CAFabric it Pifg... nzaned | F'D|Iﬁ5] Status | Enharlced| R
I R fault Zone |Default Zone |Default Zong
R R =T —— [awioLr ReadOnly QoS
=g FIco.  Device Manager mit u I
Command Line Interface it [ o
~A/SAN T
- D Show Tech Support...
ePort Cither Port Channel...
Fabric Binding FCIP Turnel...
- FICON
-Preferred Path DPYM Sstup...
- FSPE ISCSI Setup...
~Avanced Quality of Service (Q0S)..,
B ] FICOM_PT_PT (2
: > — IF ACL...
- ITS0_2 (929
..._ T e License Install...
#1- ] Open_BN1 (54) Software Install...
TGroups FICON Preferred Path. .
SaM Extension Tuner...
Flow Load Balance Calculator. ..
1

Figure 23 FM FICON Flow Load Balance Calculator

Figure 24 on page 25 shows the calculator. To determine the proper ISL
configuration:

1. We clicked Add twice.

2. We entered the Source and Destinations flows from Source (FCIDS
0x060200 and 0x060400) to the Destinations (FCID 0x690200).

3. We selected 2 for the Number of ISLs to be used (in this case the ISLs were
FCIP links) and clicked Calculate.
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The Recommended Topology appears as shown in Figure 24.

,E Flow Load Balance Calculator - Fabric Manager E

~Enter Flows By FC Id (port optional). Eq 0a01 ->= 0b12,0b13
Source |Destinations

II]EI]E 6902
o022

L3
Mumber of ISLs: 2 <218

Platform Type: & Yegas  Isola

CixId: I Dx0000, 0 (Unused in FICOM)
~Recommended Topology \

# 1: Port Channel with 2 ISL members
I3L member 1 has 1 flows
IS3L member 2 has 1 flows

A Femoyve I

Close |

Figure 24 FM FICON Flow Load Balance Calculator

Note: The Platform Type Vegas refers to Generation 1 (1 and 2 MBSs)
linecards. The Isola type refers to Generation 2 (1,2, and 4 MBSs) linecards.
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Static domain ID configuration

As mentioned previously, static (insistent) domain IDs are a requirement for FICON.
The use of static domain IDs is required because this information is statically coded
in the IOCDS CHPID and CNTLUNIT macros, and is part of the fabric binding
database. MDS switches have a concept of a running and configured domain ID.
When you change the domain ID and make it static, you must disruptively restart
this VSAN in order for the newly configured domain ID to take effect.

Note: This is done automatically as part of the FM FICON VSAN create wizard.

Fabric binding configuration

26

Fabric binding is a security feature that enables explicit control over which switches
can be part of a fabric by manually defining the authorized switches in a fabric
binding database. This prevents non-authorized switches from joining the fabric
either accidentally or intentionally. Each FICON switch that is allowed to connect to
the fabric must be added to the fabric binding database of every other FICON
switch in the fabric. Activating fabric binding is a prerequisite for enabling FICON
on a VSAN.

In FICON cascaded topology the fabric binding database contains the switch
World Wide Name (sWWN) and domain ID of all switches authorized to join the
fabric. Fabric binding authorization is enforced per VSAN, as each VSAN is a
logical fabric. In a FICON point-to-point topology fabric binding is still required but
the fabric binding database is empty because defining the local SWWN and
domain ID in the fabric binding database is not required.

There are two fabric binding databases:

» Configuration database: Contains all manually configured sSWWNs and
domain IDs of those switches that are authorized to join the fabric.

» Active database: Contains the entries that are being enforced in the fabric.

To start enforcing a newly created or modified configuration database, an
activation sequence must be performed. The activation replaces the active
database with the configured database. This activation will fail if the configured
database does not match the current state of the fabric (for example, if a switch is
in the fabric but not defined in the database, or if a switch is in the fabric but has
a different domain ID than is defined in the configuration database). Alternatively
the force option could be used to activate the new fabric binding configuration,
which will isolate the switch in question.
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Attention: It is very easy to make a mistake in the configured fabric binding
database by using the force option and causing isolation to occur in the fabric.
The force option must be used with discretion and care.

Next, we proceed with the verification of the fabric binding database for both the
point-to-point VSAN 3 and the cascaded VSAN 2.

To verify that fabric binding is enabled, we open the folder of the VSAN we want
to examine by selecting Fabric Binding, and examining the Status column as
shown in Figure 25 and Figure 26.

! ISANSFabric itso9513/FICON_Cascaded (2) [al
File “iew Zfone Tools Performance Server Help

A& ELE | =REDLEA-

~Logical Domains :aa& @ g ch
=4 SAN a :
-4 Fabric its09513 Control | Actions
] Al YSANS Switch | Status
- WSANOOOL its09509 enabled
24 FICON_Cascared (2) its08513 enabled
Default Zone
WSAN Atributes

Fort Securiﬁ

Figure 25 Fabric binding status of VSAN 2

' /SAN/Fabric itse8513/FICON_PT_PT (3) [admi

File “iew Zone Tools Performance Server  Help

%@ ELE | =TEDERE-

50 . _
-} FICON_Cascaded (2) Control | Actions

- CAFICOM_PT_PT (3) Switch |Status
- ~Default Zone itz09513 |enabled

Figure 26 Fabric binding status of VSAN 3
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These displays show that fabric binding is enabled, and it was done as part of the
FICON VSAN creation process. The next step is to configure the fabric binding
database for VSAN 2, verify it, and activate it.

Note: This is can be done automatically by the FM FICON VSAN create wizard.

Figure 27 shows the currently configured database. As an example of how to
remove entries, we delete the entries by pressing the CTRL key and clicking
each entry. When the entries are highlighted, either right-click and select Delete
Row from the context menu, or click the Delete Row icon.

3;-_-"1.-'SAN.-‘Fabric: itso9913/FICON_Cascaded (2) [admin@localhost] - Fabric Manager, 3.0{3
Help

File “iew Zone Tools Performance Server

% ®m E&LE

=RENERE <

e 2

FREED | 2

4

~Logical Domains

] Al YSans

M- YSANDOO1

=4 FICON_Cascaded (2)
Default Zone

WSAN Atributes

__ I Domain Manager

Port Securi%

H

[

&

o

Switch |Id

[t=0a509

09513

1
L
t=09509 |
it=0951312

B B < &
Control | & Database | Active Datahase | Database Dif
Delete Row -
F T

Figure 27 Current Fabric Binding database for VSAN 10

After the entries are deleted, create the new fabric binding entries with the

updated domain IDs:

1. Click the Create Row icon at the top of the pane as shown in Figure 28.

| e
Config Database | Active Datal
Creake Row, ..

I Domainld I

Figure 28 Create new fabric binding entries
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2. This opens another window where you can select the sWWNs to add to the
fabric binding configuration database. Figure 29 shows adding the 9509 to the

fabric binding database of both switches.

' /SAN/Fabric its09513/FICON_Cascaded (2)/Fabric B... [E3

W it=09513

W itso9509
Syitches:

Inclex; | =+ 2..4095

g 00 i0d:ec
its09513,Cisco 20:00:00:05:30:01:c3:02,7

Lyvailable

iMame, Wi, Do rId) —
Faer Wi |20:00:00:0d:ec:00:d:c0

Domainid: [5 o230
Create I Close |
[

Figure 29 Creation of the fabric binding entry for the 9513 on both switches
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3. Figure 30 shows adding the 9513 to the fabric binding database of both
switches.

' /SAN/Fabric itso8513/FICON_Cascaded (2)/Fabric B... [

¥ itso9513

¥ itso9509
Switches:

Indes: IE :I 2..4095

its09509, Cisco 20:00:00:0d:ec:00;d5:c0,6

its09513, Cisco 20:00:00:05:30:01:c3:b2,7

Available

iMarne, Wi, Domld)
Paar WA |2EI:EIEI:EIEI:DS:3EI:EII:::3:b2

Domainid: I? :‘ 0..239

Create [:’! Close |

Figure 30 Creation of the fabric binding entry for the 9506 on both switches

4. Verify the newly configured fabric binding database to confirm its accuracy by
selecting the Config Database tab (Figure 31).

Control | Actions | Config Database | active Database | Database Differences |

Switch |Id |Peer WM (ame) Domainid
it=09509 (1 |Cisco 20:00;00:0d:ec:00:d6:c0 (itso9509) |Dxa (6]
its02512 /1 |Cisco 20:00:00:05:30:01:c3:02 (its09513) 0x7 (7
its02513 2 Cisco 20:00:00:0d:ec:00:d6:c0 (itso9509% | 0x60aY
itsogaug—ﬁ \Cisco 20:00:00:05:20:01:c3:b2 (503513 |0xF (7Y

Figure 31 New fabric binding entries
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5. Activate the newly defined configuration database: Click the Actions tab, click
in the Action column for each switch and select activate from the pull-down
selection list. Click the Apply Changes icon (Figure 32).

CU S - I = s I /SAN/Fabric itso95
q APP'S:’ éh%nga:a fonfig Datahase | Active Datahase | Datahase Differences | v
Copyactive
Switch | Action Enabled |Result |LastChange ToZonfig
its09509 |activate true success [2006,/11/13-10:35:03 [~
' activate irus LICCESS -10:36 H
forcedctivate
deactivate
noSelection

Figure 32 Activate new fabric binding database

If correct, the active fabric binding database should appear as in Figure 33.

Data?asel Datahase Differences
Switch | Peer Wil k¢ | Domainld

itsn 9509 [(Cisco 20:00:00:0d :ec:00:d6:c0 (itzn3509% OxGiE"
its09513 [Cisco 20:00:00:05:30:01:c3:b2 (itso9513%|  0x7(7)
its09509 [(Cisco 20:00:00:05:30:01:c2:b2 (itso25120 0x7 (7
it509513 [Cisco 20:00:00:0d :ec:00:d5:c0 (itso95097% | OxG(E"

Figure 33 Current active fabric binding database

PortChannel configuration

PortChannels refer to the aggregation of multiple physical interfaces into one
logical interface to provide higher aggregated bandwidth, load balancing, and link
redundancy. PortChannels should be built using interfaces across multiple
switching modules so that a failure in one module does not bring down the
PortChannel link.

In summary, PortChannels provide increased reliability and performance by:
» Combining multiple ISLs into a single logical link.

» Aggregating bandwidth by distributing traffic among all functional links in the
PortChannel.
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» Providing high availability. If one physical link fails, traffic previously carried on
this link is switched to the remaining links. If a link goes down in a
PortChannel, the upper protocol is not aware of it. To the upper protocol, the
link is still there, although the bandwidth is diminished. The routing tables are
not affected by link failure. PortChannels may contain up to 16 physical links
and may span multiple modules for added high availability.

We will create our PortChannel configuration by using the PortChannel Wizard
inside FM, but in order to use this wizard, ISLs between the switch must be
currently up and active. Remember that this was done prior to the creation of the
FICON VSANSs discussed in “FICON VSAN configuration and requirements” on
page 13. Refer to that for details about how to activate the ISLs.

1. After verifying that both ISLs have come online, select the PortChannel wizard
icon as shown in Figure 34.

! ISANSFabric its08513/FICON ‘Cascaded (2)
File “iew Zone Tools Performance Server Help

aC® | ELY EREREE T

Logical Domains PF"Dr‘t‘Channel | =
=24 SAN
B4 Fabric itso9513 | | General] otrer | §

Figure 34 PortChannel Wizard in FM
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2. This opens the PortChannel Wizard series of panels. In the first (Figure 35),
we select the switches we want to create the PortChannel between (itso9509
and itso9513). Select Create New and click Next.

‘s FC Port Channel Wizard - /SAN/Fabric itso8513

1 of 3: Select Switch Pair N

Select switch pair to be linked by an FC Port Channel. '

< Create Mews Bl Existing

Mext I"‘Dé Cancel

Figure 35 PortChannel panel 1 of 3
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3. In the next panel (Figure 36), select the ISLs to bundle into the PortChannel.
It is best practice to select links from multiple modules for high availability
reasons.

In our case we did not have this option. We selected ISLs that were
connected to ports 9/1 and 9/2 on the 9509, and ports 6/1 and 6/2 on the
9513. We then used the right arrow icon to move the ISLs from the Available
column to the Selected column.

is FC Port Channel Wizard - /SAN/Fabric itso9509

2 of 3: Select ISLs - P

I
Select one or more ISLs to create a nesw Channel between 509509 grg  S———
509513, \J
ayvailable Selected
gh
[ Dynamically form Port Channel Group from selected 1SLs.
<" Back [l e = Cancel

Figure 36 PortChannel ISL selection panel
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4. The box to Dynamically form Port Channel Group from selected ISLs is not
selected because we want to designate the FICON Port address ourselves.
To proceed with the configuration of the PortChannel, click Next (Figure 37).

m [C Port Channel Wizard - /SAN/Fabric itso39509

2 of 3: Select ISLs

Figure 37 PortChannel ISL selection panel 2
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5. Set the attributes of the PortChannel in panel 3 of the PortChannel wizard
(Figure 40 on page 38). The following attributes can be set:

— Channel ID number
— Description of the PortChannel

The wizard will put in a default description of the destination if one is not
entered. The configuration in both switches is updated with this
description.

— FICON Port Address

To get the next available FICON port address, click the ... box shown in
Figure 38.

‘s FC Port Channel Wizard - /SAN/Fabric itso9508

3 of 3: Create Port Channel .~ |

Please review the Channel atiributes before pressing Finish to create, e
Converting all ISL(z) simulianeously info a part channel may be '
disruptive.

HMOTE: the Channel may take tirme to appear in map.

Description: [To itso3513

FICON Port Address | ﬂﬂxeﬂ..ﬂ}{ﬁ;

—And Switch itso9513 (fce/2, fco/ 1
nd Switch itso3013 (fe6/2, 166/ 1) or o w First Available FICON Port]
Channel Id: !1 =] L=

Description: iTD its09509

FICON Port Address | [
~Channel Attributes
Part VSAN: |1 14003
WSAN List: [1-4003 (1-4093) e.g. 1-22,29-45

Trunk Mode: © nonTrunk & trunk © auto

L T T Toy [P, SR [ B LI [ i

-~ Back |

F_igure 38 Show first available FICON port
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6. This opens the window shown in Figure 39. We enter the value 0xe0 into the
field and repeat the process for the next switch.

im | First Available FICON Port for itso9509

Fort number 22Z4(0xel) is awailahle |:
C

Close |

Authentication successful

Figure 39 First available FICON port
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7. ltis recommended that you leave the Force Admin, Trunk, Speed, and
VSAN attributes to be identical box selected (Figure 40). This helps
eliminate configuration errors.

' FC Port Channel Wizard - /SAN/Fabric its09509

3 of 3: Create Port Channel ‘ A
Flease review the Channel atributes before pressing Finish to create, —
Corverting all ISL{s) simultaneously into a port channel may be '

disruptive,
HNCOTE: the Channel may take time o appea%w map.

~Between Switch itso9509 (fc9/1, fc9/2) . —
Channel 1d: [t 1.2

Description: [To its09513

FICOM Port Address ID}{eD _i D20, 0xf2

—And Switch itso9513 (fce/2, fco/1)
Channel Td: [t 125

Descriptian;: [To its09509

FICOMN Port Address ID}{ea _J
~Channel Attributes
Part vSaN: 1 +1..4003
YSAN List: [1-4093 (1-4093) e.g. 1-22,23-45

Trunk Mode: ¢ nonTrunk & frunk © auto
v Force Admin, Trunk, Speed, and YSAM attributes to be Identi.,.

Speed: & autp © 1Gh O 2Gh © 4Gh © autoMax2G

= Back Finish Cancel

Figure 40 PortChannel wizard panel 3
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The error message in Figure 41 warns that moving ISLs into PortChannels is
a disruptive operation.

FC Port Channel Wizard - /SAN/Fabric itso9513 [ x|

Corwerting 15L(s) into a port channel may be disruptive,
L Do you want to continue™

o |

Figure 41 PortChannel creation warning message

8. In DM, to verify the PortChannel operation, select the Interface — Port
Channels on the 9513 (Figure 42).

% its09513 - Port Channels

EEF'IEI’EI|| EC Interfacesl Trurk Cu:unﬂgl Trurk Failures] ALt Create|

o HG

Admin | Oper MernberList  |MerberList |MemberList  |Lastaction
Channel Mode [Mode |Force |By Interface |By FICON  |LoadBalanced |Status
channell{Esy active  |active I 'FcEv,-rl—Fcﬁ,-rE |Fj.F!S foe/1-foa/2 successiul

1 rowis)

Figure 42 9513 Port Channel verification

9. We did the same on the 9509 as shown in Figure 43.

[ it508508 - Port Channals

QEFIEI'ENI FC Interfaces] Trunk Config | Trunk Failures | Ethernet Interfaces | Auto Create
By ESG
admin  |Oper MemberList [MemberList [MemberList  |LastAction
Channel Mode |Mode |Force |By Interface |By FICOM  [LoadBalanced |Status
channell(EDY active |active W lfro/i-frofz  co.C1 fc9/1-fc9,/2 successiul
by
1 rowe(s)

Figure 43 9509 verification
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10.1f at any point you need to take down (known as “admin down”) and then bring
back up (known as “admin up”) the logical PortChannel interface to cause a
reinitialization to occur, this can be done in FM by selecting the Physical
Attributes tab, open the Switches — Interfaces folders, and select FC
Logical.

From the General tab (Figure 44), Admin down the PortChannel in question
and click Apply. To Admin up the PortChannel, select up and Apply the

changes.

General| other | FLOGI| ELP | Trunk Config | Trunk Failures | FSPr | 1R | Fe-sp | iscat | iscst Tep | Ficon | Damain Mar
Mode |Mode [Port  |Dynamic Speed Speed |Rate Status  |Status |9

Switch |Interface |Admin |Oper [WSAN |WSaN Description | Admin Oper  |Mode Service |admin |

itzoosnalthannell E 1z 0 itsn9513 0Gh JEhared || un o

its09513 channell |E TE 1nfa To itso9509  |auto 20 hared in Lp L

its09509 frip2 autn lauto infa __nfa red in d

its0g503 feip3 lauto  lauto o2lnfa o nfa  lshared  |in e} d

Figure 44 Causing reinitialization

It will take a while for FM to display the changes so we use the CLI command sho
int port-channel on both the 9509 and the 9513 to verify that all is well, as
shown in Example 1 and Example 2 on page 41.

Example 1 9509 display

its09509# sho int port-channel 1
port-channel 1 is trunking
Port description is To its09513
Hardware is Fibre Channel
Port WWN is 24:01:00:0d:ec:00:d6:c0
Admin port mode is E, trunk mode is on
snmp traps are enabled
Port mode is TE
Port vsan is 1
Speed is 20 Gbps
Trunk vsans (admin allowed and active) (1-2,92-94)

Trunk vsans (up) (1-2,92-94)
Trunk vsans (isolated) ()
Trunk vsans (initializing) ()

5 minutes input rate 13608 bits/sec, 1701 bytes/sec, 21 frames/sec
5 minutes output rate 12808 bits/sec, 1601 bytes/sec, 19 frames/sec
6670 frames input, 502336 bytes
0 discards, 0 errors
0 CRC, O unknown class
0 too Tong, 0 too short
5927 frames output, 461048 bytes
0 discards, 0 errors
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0 input OLS, 2 LRR, 0 NOS, O loop inits
3 output OLS, 2 LRR, 0 NOS, O loop inits
--More--

Example 2 9513 display

its09513# sho int port-channel 1
port-channel 1 is trunking
Port description is To its09509
Hardware is Fibre Channel
Port WWN is 24:01:00:05:30:01:c3:b2
Admin port mode is E, trunk mode is on
snmp traps are enabled
Port mode is TE
Port vsan is 1
Speed is 20 Gbps
Trunk vsans (admin allowed and active)
Trunk vsans (up)
Trunk vsans (isolated)
Trunk vsans (initializing)
5 minutes input rate 2440 bits/sec, 305 bytes/sec, 1 frames/sec
5 minutes output rate 808 bits/sec, 101 bytes/sec, 1 frames/sec
6517 frames input, 599860 bytes
0 discards, 0 errors
0 CRC, O unknown class
0 too Tong, 0 too short
7205 frames output, 542860 bytes
0 discards, 0 errors
2 input OLS, 2 LRR, 2 NOS, 0 loop inits
2 output OLS, 2 LRR, 0 NOS, O loop inits
--More--

1-2,92-94)
1-2,92-94)
)
)

— e~~~

To use FM to display the ISL/PortChannel operation, hover the cursor on the ISL
between its09509 and itso9513 in the SAN fabric map as shown in Figure 45.

N ./—ﬁ:csms

- =
f,r’a.“

ite08513,fcb/2 <-> itso8B008,fc8/1, 10 Gh, TE, WSAMN

its08313,fcb/1 <-> itsoBB08,fc/2, 10 Gh, TE, WSAMN

its03513 channell <-* its03509,channell, 20 Gh

Figure 45 FM ISL display
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Moving ports to the FICON VSAN

The last FICON switch configuration step moves all of the required ports for the
channels and control units into the correct FICON VSANs and enables the ports.

Remember that FICON VSAN 5 was defined on the 122 switch, and FICON
VSAN 10 was on the 81 and 49 switches. We perform this operation once for

each fabric.

Previously we used Device Manager to enable the ISL ports; for this section we

use Fabric Manager to configure and enable ports.

1. Click the Physical Attributes tab in FM.

2. Open Switches — Interfaces folder, and select FC Physical as shown in

Figure 46.

3. Click the General tab in the right information pane above the FM map to

display the panel shown in Figure 46. Sort on any column by clicking it once.

' /SAN/Fabric its09513 [admin@Iocalhest] - Fabric Manage

File “iew Zone Toolz Performance Server Help

el | ELE | =xBEALRTA= | Y
T 4 = B
~Phiysical [\iributes ‘p dEedRsESF
E- ] Switches General | Bh Contral | Bb Credit | Of
------ Hardware
----- Licenses ‘ , M':"j? Mode,
CFS Switch |Interface |Admin | Cper
-0 Clock itso0509 fe1/1 Fx F
Supervisor Statistics Its05209 Elx’ g Fa F
..... CDI-:'I:III CDnﬂguratIDn IEDQSIH lullr3 F:}{ F
- itsn2513 fC1/3 Fx F
its09509 fr9/1 E TE
its09509 fr9/2 E TE
its09513 61 E TE
its09513 fr6/2 E TE

Figure 46 General tab of FM physical interface display
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4. Place the ports you are using into the VSAN you want them in (in our case we
change from VSAN 92 to VSAN 2), set them to Admin Up status (if not up
already) as shown in Figure 47 on page 43 and Figure 48, and apply the

changes.

' /SAN/Fabric its09513 [admin@localhost] - Fabric Manager 3.0(;

File “iew Zone Toolz Performance Server Help
Se® | EfE | =REAERA= | 13 | W
. ‘ 1w -
~Physical Attributes N & 29 &8 &
-1 Switches General | B Control | Bl Credit | Other | FU
['E;?_E:;E Mode |Madg |Part
_____ CES Switch |Interface [Admin |Oper |[WSAMN
-] Clock itso9509 fcl/l  Fx F 2
----- Supervisor Statistics its05509 il Fx F 2
----- Copy Configuration it509513 f1/3 Fax F 2
5 Interfaces itsn9513 fc1/5 Fx F 2
. T—— itsooo0alfes/l 1E 1
: | FRNN_Y Y WoE o W — T El

Figure 47 Ports on the 9509 that we want to change

5. Click Apply Changes (Figure 48).

v
/SaMN/Fabric its09513,/Switches/Interfaces/FC PH
Apply Changes|

Mode |Modg |Port | Dynamic Speed Speed |Rate Status  [Status
Switch |Interface [Admin |Oper |WSAM | YSAN Description |Admin Oper | Mode Service | Adrmin
its09509 fc1/l Fx aUto 2nfa aUto nfa  shared in up
itso2509fcl/2 Fx F 2hfa auto 4Gh  |shared i up
its09513 frl/3 Fx aUto 2nfa auto nfa  shared in up
itsp3513 (fC1/5 Fx F 2hfa auto 4Gk |shared in up

Figure 48 Ports on the 9513 we want to change

This process must be repeated for switch.
CUP management

The Control Unit Port (CUP) protocol configures access control and provides
unified storage management capabilities from a mainframe computer. Cisco
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MDS 9000 FICON-enabled switches are fully IBM CUP standard compliant for
in-band management using the IBM S/A OS/390® I/O operations console.

CUP is supported by switches and directors in the Cisco MDS 9000 family. The
CUP function allows the mainframe to manage the Cisco MDS switches. Host
communication includes control functions such as blocking and unblocking ports,
as well as monitoring and error reporting functions.

1. To start the process to set the default zone to permit, select Zone — Edit
Local Full Zone Database (Figure 49).

Note: There is no need to explicitly zone the CUP devices. Setting the default
zone to permit should be sufficient. We show the process in case you have a
need to explicitly zone it.

& /SAN/Fabric its08513 [admin@localhost] < FabrigiManager 3.0(3)

File “iew |Zone Tools Performance Server Help

=] L5 m Edit Local Full Zone Database. .. I?E Eﬂ =3 ' ‘;'3 % % |B

Logical Dor  Deactivate Zoneset... e S
= gsan  Copy Full Zone Database... -

: [SLs | Hosts | Storage

= _AF  Merge Fail Recovary... 1 I e |
_ me |IP Address | WiWN
G- Merge &nalysis...

o Migrate Mon-MDS Database...

ll——— I ]

F %

Figure 49 Edit Local Full Zone Database
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2. In Edit Local Full Zone Database Edit, select Edit — Edit Default Zone
Attributes (Figure 50).

i;_."iEdit Local Full Zone Database - fSAN/Fabric itso39513

File | Edit Tools

— Insert. .. -
w | Swyitch: Iitsu:|9513 "l

| Eelete,
E' Ll CREREES . fibzrs
EEREmE...

““4 Copy Full Zone Database...

== e N e i

Figure 50 Edit Default Zone Attributes

3. Set the policy to permit if it is not already set and click OK (Figure 51).

::;':||...l||:|udif1-,ur Default Zone Properties - fSAN/Fabr... E

Policy: =gl ¥

Propagation: IactiveEuneEetl
[™ Read Only
[ Permit QoS Traffic with Priority: [rore

[T Restrict Broadcast Frames to Zone Members

(4 [ I Close

Figure 51 Modifying properties
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46

4. In Figure 52, from Device Manager — FC — Name Server for our VSAN (93
in this case) we obtain the FICON:CUP WWN.

k’ itsn9513 - Name Server

General | Advanced | Proxy | Statistics

92, 0x690000

B 50:05:07:563:03:11:43:b8

oe B <

YSAM Id, Fcld | Type |PortName ModeMame FcdType,/Features
2, Dx06fe00 Cisco 20:02:00:0d:ec:00:d6:c2 |(Cisco 20:02:00:0d:ec:00:d6:c1 FICOM:CLUP

2, 0x07fe00 Cigco 20:028:00:05:30:01:c3:b4 |Cisco 20:02:00:05:30:01:c3: b3 FICOM:CLIP

3, Ox05fe00 Cisco 21:03:00:05:30:01:03:b4 |Cisco 20:03:00:05:30:01:c3 b3 FICOM:CUP

scsi-fop, FICOM, frsh

92, 0x690200

[BM 50:05:07:63:03:11:03:08

Bl S0:05:07:63:03:ff:c3:b3

scai-fop, FICOM, fosh

92, Ox69fe00

92, 0x920200

B 50:05:07:54:01:00:95:39

’{BM 50:05:07:63:02:ff:c3:bs
I

92, 0x920400

IBM 50:05:07:54:01:40:95:39

TlEEElEEEEE

02, 0x02fe00

B3 ne7srenn |

93, 0x93fe00 M

Cisco 20:07:00:05:30:01:c3 b4 |Cisco 20:5d:00:05:30:01:c3:b3 FICOMN:CUP

Cigco 21:00:00:0d:ec:00:d6:c2 |(Cisco 20:5c:00:0d ec:00:d6:c1
B S0005:07:64:00: 0457 24

FICOM:CLP
FICOMN:CH

IBIM 50:05:07:64:00:c4:57:24

FICOM:CH

Cisco 21:02:00:05:30:01:c3:b4 Cisco 20:5c:00:05:30:01:c3:63

FICON:CLIP

jscn 20:50:00:0d ec:00:d6:0 1

TCON:CLIP

Figure 52 Name Server

5. Edit the zone database for the FICON93 VSAN (Figure 53).

= &

~Logical Dor

Edit Local Full Zome, Databas

Deactivate foneset...

Copy Full Zone Database. ..

ISL= | H
mMerge Fail Recovery... I
: ormain I
Merge Analysis...
_ 75(117
Migrate Mon-MDS Databasze. .. 037147

VR

I

ITT-T—__ T =7

Figure 53 FICON93
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Figure 54 shows the zone after we have dragged and dropped itso9509 into the
zone (that we identified in Figure 52 on page 46).

Important: If more than one FICON:CUP exists in this fabric, make sure to
add all the FICON:CUP WWNs to the required zone.

i;_."iEdit Local Full Zone Database - /SAN/Fabric itso9513

File Edit Tools
A0 @ | vean[rconss = | switch: fits0os13 > | z
=4 Zonesets 4 Type |Switch Interface [Name [shnti Feld
WY |its09509 Cigco 20:01:00:0d ec:00:d6:c2 20:01:00:0d ec:00:d5:c2 10x7Sfe00
WA it509513 Cisco 20:07:00:05:30:01:c3:b4 20:07:00:05:30:01:c3:b4 0x93fe00
AT IBM S0:05:07:64:01:00:37:d9 |50:05:07:64:01:00:37 :d9
AT IBM 50:05:07:64:01:00:35:05  |50:05:07:64:01:00:38:c5
AT IBM S0:05:07:64:01:00:38:f1  50:05:07:64:01:00:38:1
A IBM 50:05:07:64:01:00:83:1c  50:05:07:64:01:00:83:1c
AT IBM 50:05:07:64:01:00:97:95 |50:05:07:64:01:00:97:95
AT IBM 50:05:07:64:01:00:97:97 |50:05:07:64:01:00:97:97
Al IBM S0:05:07:64:01:00:97:90  |50:05:07:64:01:00:97 :9b
W'u'iu'l'\.ll IBM S0:05:07:64:01:00:97:9d 150:05:07:564:01:00:97:9d
4
F% 4
™ Hide End Devices Currertly Zoned by Wi - L
T... |Switch Interface |Name Wi Fcld
[]
= lits09513 Cieco 20:07:00:05:30:01:c3 b4 [20:07 :00:05:30:01:3:h4 (%9300

Figure 54 itso9509 dragged and dropped
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Bringing CHPIDs, devices and CUP online

48

After configuring the switches in both fabrics for FICON, you can start to bring the
host ports (CHPIDS), the devices, and the CUP devices online. Figure 55 shows
that the channel ports are online in Device Manager for the 9513.

:;,;':Deuice Manager 3.0(3) - itso9513 172.16.
Device Physical Interface FC FICON IP Security

@B @ [TE D EE veenalw| 2

Deyice | Summary |

w 00 02 04 06
e i o

f‘w@@mmmeﬁﬁﬁﬁwwﬁww3

A 24 ey . o i i
_FAH - i e e i LR R S AR i i e L

Figure 55 DM device view indicating channels online

Figure 56 shows that the CUs are online.

‘s Device Manager 3.0(3
Device Physical Interface FC

Flgure 56 CUs on//ne

Traditional open systems zoning can be done, but it is unnecessary because
open systems and FICON traffic can be separated by VSAN. In our case we are
not using zoning, so we will not show zoning.
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Figure 57 is a display of the switches that are part of the FICON cascaded

VSAN.

:;-_..-:ISANfFﬂhFiE its08513/FICON_Cascaded (2) [admin@localhost] - Fabric
FiIeJ Wiew Fone Tools Performance Server Help

~-Default Zone
~WSAN Attributes

%@ ELYE | >BREVEZE= 3 WYBEE
[ EEEEE
- :
-4 Fabric itsnd513 — | Switches | 1515 | Hosts | Storage |
H- ] Al WSaks Name |Dornain Id [YSak W
_1 YSANODD] it=09509 [OxG(E) Cigco 20:02:00:0d:ec:00:d5:c1 |
SRR ICON_ Cascaded ( it509513 |0:7 (7 Cisco 20:02:00:05:30:01:c3:b3

Figure 57 FM display of the switches in FICON VSAN 2

Figure 58 shows summary information of the PortChannel defined between the
9509 and the 9513.

i;_."iISANIFabric its09513/FICON_Cascaded (2) [admin@localhost] - Fah
File Wiew Zone Tools Performance Server Help

a8 ELE

#=REAENTA= |19 WBE

_;Dgijlszijmains =@ L= e

= :

54 Fabric its09513 Switches 151&' Hosts | Storage |
& All VSANS Fromi  |Fram |7 Ta
-] WSANOOOL YSANs  |Switch |Interface |Switth |Interface
el Cascaded | 1-2,02-94it509509 channell 509513 channell

Figure 58 FM display of the PortChannel in VSAN 2
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DM is used to manage an individual switch and FM is used to manage the fabric.
Figure 59 shows how to select the FICON Interface information.

‘s Device Manager 3.0(3) - its08513 172.16.20.6... [[=]E3
Device Physical | Interface FC FICOM IP Security Admin Logs Help

=] @ 5 & | PortChannels... W advancad
Device | summar FC FAL/TL..

FC E/TE...

FC Enahled...

FC all...

Diagnostics

Figure 59 DM display showing both CH and CU ports online

Next, we look at the FICON interface information for this 9513.

Figure 60 shows the operational settings of the FICON ports.

| its09513 - FICON Ports
| Ry BB Credit]| Other | FLOGT | Physical | Capability | EICOM |

E: f.f_&m‘é;ﬂ H <

YSAM Id |WSAN Id |Mode  |Mode |Speed Speed |Rate
Interface |Description |Port Dynamic |Admin [Oper | Admin Oper  |Maode
fc1/3 (02) 92ln/a Fx F ALt 4Gh  shared
f€1/5 (04) 92in/a Fi F auto 4Gh |shared
2 row (s

Figure 60 DM display of FICON general information

Figure 61 on page 51 displays the buffer-to-buffer (BB) credit information for the

channel and control unit ports on the 9513.

The current RX BB Credit tab shows the amount of frames the device can send
to the switch without waiting for an R_RDY from the switch to replenish the BB
credit. The TX value is the amount of frames the switch can send to the device
without waiting for an R_RDY from the device. The amount of RX BB Credit can
be modified, based on the mode in which the port is operating. If the port is
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operating as an F_Port, the AdminFx value can be modified. If the port is
operating as an E_Port or TE_Port, the AdminISL value can be modified. To
globally change the value regardless of the mode in which the port is operating,
the Admin value can be modified.

fmits09513 - FICON Ports

t] Other | FLOGT | Bhysical | capability | E1Con |

PerfBuffer |PerfBuffer |Current |Current
Interface |Oper |Model |admin |Extended |adminIlSL |AdminFx | admin Cper R T BbScn Motify
fc1/2 @2) | 16lreqular o o D 0 oln/a l 16 zo0 I
f£1/5 (04) 16/regular i] i] i 0 Oln/a | 16 200 Iv! I

|
5 ‘ Refresh | Help I Close |‘

Data refrieved at 08:59:37
Figure 61 DM display of FICON BB credit information

Figure 62 provides the Mtu and WWN (Fabric World Wide Name [fWWN])
information for each interface. The Fabric WWN is the World Wide Name of the

switch port itself.

la its09513 - FICON Ports

General | Rx BB Creditlé% | FLOGI | Brysical | capahility | FICOM |

- W N~

Interface |PortChannelld | Fabric Wi |y |RxDatsFieldSize |HoldTime |AutChannelCreats
fe1/3 (02) none 20:0%:00:05:30:01:c2:b2 | 2112 2112 u] [

fC1/5 (04) none 20:05:00:05:30:01:c2:b2 | 2112 2112 u] [

el Refresh | Help | Cloze |

Data retrieved at 08:59:50

Figure 62 DM display FICON port information
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Figure 63 shows the FICON-specific FLOGI information for just this switch. This
includes the negotiated buffer-to-buffer credits and class of service (CoS)

capability.

is its09513 - FICON Ports
General | Rx BB Credit| Other |FLUGH| Prysical | Capability | E1con |

o E S
BECred BBCredit Class 2 |Class {Class 3 |C
Interface, ... |Fcld |Partiame ModelMams, Mer.. |Rx T CoS  |RxDataS SeqDe| RxDatad S
fc1/3 (02),.../92... [IBM 50:05:07:64... 18I 50:05 107:64.., 9 200 162,3 2112 frue 21121...
fc1/5 (043,92, [IBM 50:05:07:64... [IBIM 50:05:07:54... 9 200 1623 2112/true 21121...
Refresh | Help | C|DSEJ

Data retrieved at 02:59:53

Figure 63 DM display of FICON FLOGI database

for the 9506

Figure 64 displays the port physical information.

‘| its09513 - FICON Ports

General | Rx BB Credit| Other | FLOG |

| capahility | E1con |

i =

Interface E-eau:u:un_Mu:ude ConnectorPresent | ConnectorType |Tran5mitterT3.rpe YYendar
fc1/3 (02) [ true sfowithSeriallD  longwavelaser1310nm (CISCO-IDSU
fc1/5 (04) [ frue sfithSeriallDlongwavelaser1310nm |(CISCO-TDSLU

Data refrieved at 05:59:55
Figure 64 DM display of physical port attributes
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Figure 65 indicates the Fibre Channel attributes that the switch port is capable of
supporting. For example, from this display we can discern that the switch can
support either class F, 2, or 3 types of service for connections to this port.

im its09513 - FICON Ports
Gereral | Rx BB Credit| Other | FLOGI | Physical | E1con|
=~
FC-PH Wers |FC-PH Wers |RxDataSize |RxDataSize |HoldTime |HoldTime SeqDeliv |SeqDeliv
Interface |Low High Ilin EYS Ilin Ml CoS |Class2 Class3
fC1/3 (02) B D 256 2112 1 100F,2,2 true true
fE1/5 ([04) & 0 256 211z 1 100/F,2,3 ftrue |true
Refresh | HeIpJ Closze |

Data retrieved at 08:59:58
Figure 65 DM display of capability for the FICON ports

Figure 66 displays the Request Node Identification Data (RNID) for the attached
device.

General | Rx BB cCredit] Other | FLOGT | Bhysical | capability | FEICOR

i

Port, YSaN Id TypeNume}S SeriaMumber |Tag  |Fod  [Status [Mame  |Manufacturer |ModelMumber |PlantOfivifg [UnitType

fc1/3 (02), 52 |[on20g4 000000045724 [0xE02C 920200 |valid I1Esra 518 0o channel

fcl/S (04, 92 oo2oo4 000000045724 |ﬂ){EDEID 020400 |valid IRNDUP,.. [IBM |518 oo channel
ll= Ll Refres

Data retrieved at 09:00:00
Figure 66 DM display of FICON RNID information

Select FC — Name Server (Figure 67) to display the global name server.

Q Device Manager 3.0({3)
Device Physical Interface [FC FICOM P Security Admin Logs Help

S@E® 0 E [ WSANS... v Advanced

Domain Manager ...

Device | Surnmary |

707 0 ‘ﬁ}i"‘fﬁ_ £ 18 18 10 1F 21

‘ e "- e s R e S S S R
WWWWWWWWW i i N AL S

Flgure 67 Path to DM display of name server information
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Figure 68 show the global name server information. There are several interesting
pieces of information in this display. For example, notice that the devices with
FclD 0x690000 and 0x690200 have registered for both FICON (fcsb2) and Open
Systems (scsi-fcp) support in the FC4Type/Features column.

.5 its09513 - Name Server

General | advanced | Erowy | Statistics
N H S

WSar Id, Fcld Portiarme MNodeMarme FedType/Features

Type

2, 0x06fe00 Cisco 20:02:00:0d:ec:00:d6:c2 |(Cisco 20:02:00:0d:ec:00:d6:c1 FICOM:CLP
2, Dx07fe00 Cisco 20:09:00:05:30:01:c3: b4 (Cisco 20:02:00:05:30:01:c3:b3 FICOM:CLUP
3, 0x05fe00 Cisco 21:03:00:05:30:01:c3:b4 |Cisco 20:03:00:05:30:01:c3:b3 FICOM:CLUF

92, Ox630000

B 50:05:07:53:03:11:43:b8

Br 50:05:07:63:03:ff:c3:b8

scsi-fop, FICOM, frsb2-ch-cu, frsb3-cu-ch: CU

02, Ox620=200
92, 0x69fe00
02, 0x920200
92, 0x920400
92, 0x92fe00

'{BM 50:05:07:63:03:ff:c3:b8
I

Cisoo 21:00:00:0d:ec:00:d6:c2 (Cisco 20:5c:00:0d ec:00:d5:c1 FICOMCUR
B 50:05:07:64:01:00:95:39 EBM S0:05:07:64:00:c4:57 24 FICOMN:.CH
B 50:05:07:64:01:40:95:39 [BM S0:05:07:64:00:04:57:24 | FICOMCH
Cisco 21:02:00:0%:20:01:c3:b4 Cisco 20:5c:00:05:20:01:c3 03 FICOM: CUP
93, Ox7Sfedd Cigoo 20:01:00:0d:ec:00:d6:c2 (Cisco 20:5d:00:0d ec:00:d6:c1 FICOMN CUP
03, 0x93fe00 N Cisco 20:07:00:05:30:01:c3:b4 Cisco 20:5d:00:05:30:01:c3:b3 FICOM,CUP

Figure 68 DM display of name server information

il
I+
i
i
i IBM 50:05:07:63:03:11:03:b5 scai-fop, FICOM, frsb2-ch-cu, fesb2-cu-chi CU,,
I+
i
i
il
I+

FICON configuration files

When the FICON feature on a VSAN is enabled, an IPL file is created
automatically with a default configuration. The IPL file contains port configuration
information about each FICON port with regard to what other FICON ports are
allowed to communicate with this port (prohibit function), whether this port is
completely isolated from other FICON ports (block function), and the description
or name of this FICON port. This information is not stored in the startup-config or
running-config of the switch as other configuration information is. This file was
designed to work specifically with the CUP feature, but it can also be managed
from the CLI, FM and DM as shown in Figure 69 on page 55.
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500390
e

Operator uses

SA390to

manage switch

SHMP over Ethernet FM.D
{out-of-band) e —
|
(in-band)
Operator uses
1 vendor GUI to
\ manage switch

Console
Port

CLI via telnet
or console

Figure 69 Managing FICON configuration files

You can save up to 16 FICON configuration files on each FICON VSAN. The files
are in EBCDIC format and are saved in persistent storage, so they will survive a
reload of the switch. FICON configuration files are maintained for each FICON
VSAN and the names need only be unique per FICON VSAN instance. For
example, you can have a configuration file called test for both FICON VSAN 5
and 10. In addition to the port configuration attributes we described earlier, the
following additional information is also stored in the FICON configuration file:

>

vvyyy

Configure automatic saving of the FICON configuration
FICON configuration for code page on this VSAN
Configuration of the last byte of the FCID

Enable host SA/390 control of the FICON VSAN
Enable SNMP (FM/DM) control of this FICON VSAN

These additional configuration settings can be viewed and modified using FM by
opening the FICON VSAN that you want to view or modify, and selecting FICON
from the list (Figure 70 on page 56).
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i;."i.-'SAN.-'Fﬂhric: itso9513/FICON_Cascaded (2) [admin@localhost] - Fabric Manage

s /SAN{Fabric itso8513/FICON_(
File Yiew Zone Toolz Performance

B4 Fabric its09513

A1 L Al VSshs

-] WSANDDD01

-4 FICOM_Cascaded (2
~Diefault Zane
~WSAN Atributes
-] Domain Manager
~Port Security
~Fabric Binding

~Preferred Path
~Advanced
- FICON_PT_PT (3)

Ac® | ELE =RE
~Logical Damains :
E-24 SAN -

Rl ' P_

S _d

Figure 70 Viewing FICON IPL file

Four tabs are available. Figure 71 shows the information displayed on the Control

tab.

File “iew Zone Tools Performance Server

Help

=RENRERE -

i g

BEED

ol

= A FICON_Cascaded |
-Default Zone
e WSAN Atributes
_______ | Domain Manag
Port Security
Fabric Binding
TR
~Prefarred Path

S ®m ELE%
eTEeEe —:@ Cr2OEHG S
N
—1- 4 Fabric its09513 — ’.E |] 'v'thNsI Part Cn:nnf‘guratmn' FI|ESI
E-3 Al WS AN h |5ta1l,15 Command  |LastCommand |Result
H-[ ] WSANDDOL its09509 lenabled noSelection  lenahle SUCCESS

Figure 71 Control tab

56
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Figure 72 and Figure 73 show the parameters on the VSAN tab.

Switch |Offline Sw | Sync Time |By Host By SMNMP Mame |Enable |CodePage  |CharSet |Saved  [Mode

@0 h eSS / SAN/ Fabric its09513, FICON_Cascaded (2)/FIC(
Control | ¥S4&Ns | Port Configuration | Files |
Host Can |Host Can [Port Contral |Port Contral {CUP | CLIP active = [User Alert

its09509

I v v v rue  [US-Canada gg7| M r

Figure 72 VSAN attributes

(@ s G @ /SAN/Fabric itso9

Control | ¥S4Ns | Port Configuration | Files |

CodePage

Active = [Usar Alert |Device
CharSet |Saved  |Mode Allegience | Time State  |WSAM SerialNurm

I IS-Canada

G697 T r unlocked  Wed Moy 15 13:41:34.484094 2005 online |00,000DECOODECE

Figure 73 VSAN attributes continued

You can toggle any of the IPL file attributes on or off, then select the Apply
Changes icon to make changes to the active configuration. These changes are
also saved into the IPL file immediately based on the default Active=Saved
feature.

Active=Saved If this feature is off, changes are written only when you
copy the switch’s running configuration to the startup
configuration. All other FICON configuration
information that is not contained in the IPL file is saved
only after the running configuration has been copied to
the startup configuration.

Port Control By Host  If enabled, the SA/390 administrator can block,
prohibit, or name ports. If not, the port configuration
can be viewed but not modified.

Host Can Offline Sw If enabled, the SA/390 administrator user can take the
VSAN offline and cause all ports in this VSAN to
transmit the OLS primitive sequence.

Host Can Sync Time  If enabled, the SA/390 administrator can sync the host
and switch time for troubleshooting purposes.

Tip: Setting the switch time zone can be done with the CLI clock timezone
configuration command.
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Port Control By SNMP The switch can also be configured to permit or deny an
SNMP (FM/DM) user from modifying IPL file attributes.
If the SNMP check box is toggled off, an FM/DM user
cannot change any port attributes or any other setting
that is stored in the FICON config files. FM/DM users
could still view the status of the FICON VSAN.

Note: When the SNMP box is unchecked, it can be re-enabled only via the CLI.

Device Allegiance Refers to the mechanism whereby the IPL file is locked
in order to avoid concurrent updates from multiple
sources. Remember, this file can be modified via
SNMP, SA/390, and the CLI. This panel indicates
whether the file is locked or unlocked and, if locked,
which device has the lock.

CodePage The FICON CodePage can also be modified here if
necessary.

Using DM to prohibit and block ports

As mentioned previously, SNMP (DM) can be used to manage FICON
configuration files, and as such can be used to prohibit, block, and swap ports.
Before you make any changes to the FICON IPL configuration file, first make a

backup copy of this file:
1. Select FICON — VSANSs (Figure 74).

s Device Manager 3.0(3) - its09513 172.16.20.6... [H=1E3
DCevice Physical Interface FC | FICOM [P Security Admin Logs Help

SE s &0 E EM' V¥ Advanced
FLIR ERL... S

Device ! Surnmary |

Swap Selected Ports

"
02 04 0C 0OE 10
e Port Mumbers.., : ‘

i =t (1] Bja] -;_I.' ﬁw‘mﬂ‘ﬁ, [EEN TN
Figure 74 Accessing FICON configuration files
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2. Click the Files tab (Figure 75).

iai1s09513 - FICON VSANs
User Alert
YSaN Id, FileMame Description CUP Marme Status Last Accessed Mode
2, IPL locked Mon Moy 12 15:35:45 2006 false
3, IFL locked Mon Mow 12 15:48:40 2005 falsa
92, IFL unlocked  pved MNov 15 11:06:36 2006 (false
92, DZYIRMNOZ2 CIPL 09131547 unlocked Mon Moy 12 17:20:40 2006 false
93, IFL locked Wed Moy 8 15:07:52 2006 falsa
93, TESTSAVE saveonCia unlocked  Mon Mow 13 17:32:50 2006 falsa
(EE . | Apply e | (SO | Create... | DE[EtE | Al | Refresh | Help J Close |

Figure 75 Accessing FICON configuration files panel 2

You might see only one configuration file, the IPL file, and if the Active=Saved
feature is enabled this file will be locked and it cannot be opened.

3. To make a copy of this file for backup purposes, select the IPL file you want to
copy, select Copy, enter the name of the new file, and click OK (Figure 76).

m ts08513 _ FICONvSANs U O

ySaNs | Eiles | clobal |
e o HS
IPL [ x|

YSAN Id, FileMName Description Entert il Esed

? nier target fe name. S {59545 3
3, IFL _ {backup 3 15:48:40 2
e 15 11:06:36 2
92, 0ZYIRMNOZ CIPL 091 Ok I Cancel | 3 17:39:49 2
93, TPL | B 15:07:52 2
93, TESTSAVE saveonDa | lunlocked  Mon Mov 13 17:39:50 2

Open... J Apply File Copy... | Create... | Delete | ﬁpg | Refresh

deleted.

Figure 76 Creating a copy of the IPL configuration file
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This create the new file (called backup in our example) shown in Figure 77.

& its09513 - FICON VSANSs

wSans | Eiles | Global |

FEOES

WSAN Id, FileMame Degcription CLIP MName
2, IPL i
3, IPL N
82, IFL A 'R \ 2
92, OZYIRMOZ2 CIPL 0213 15 47
53, IPL N
03, TESTSLVE covennDs
2, BACKLP | |
(e 1 Tl e | e,
created,

Figure 77 Newly created backup FICON configuration file
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With a backup of the configuration file created (2, BACKUP), we can make
changes directly to the IPL file. Select the FICON VSAN to modify, then click Port
Configuration (Figure 78).

w1 |1t509513 - FICON VSANs

WEANS | Files | Global |

A =

Host Can  |Host Can  |Port Control |Port Control | CUP
YWSAN Id | Offline Sw |Sync Time |By Host By SHMP Marme

CUP
Enzble |Domainld | CodePage

_ E E E E LIE R ] S-Canada
3 v i I v true OS5 IS-Canada
9z v i o v e Ox92i146% US-Canada
k] v v v v frue  [Dx93(147) [US-Canada

[ . e a "

Port Cunﬂguratiun...t\sj Port Attributes. .. |

Data retrieved at 13:06:56
Figure 78 Modifying IPL port attributes

At this point blocking and prohibiting ports is intuitive and can be accomplished
by simply toggling on and off the column boxes for the desired ports. The
example in Figure 79 shows port 2 blocked from all communication, port 1
prevented from communicating with port 3, and the name Production assigned
to port 4. If the cursor is moved over a row and column, the intersecting port
addresses are displayed (01/03). Clicking once in the port enters a red X and
automatically selects the corresponding row/port (03/01).

™ Installed Ports Only [~ ESCOMN Style | Paort: I Prohibit: |

Port Address 1Name Block |00 |01 (02 |03 |04 (05 |05 |OF (OB
OO¢fe1, 1y

01 < X

02 B e

03 | X

D4 roduction|

05 F

Figure 79 Prohibiting, blocking, and naming FICON ports
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Tip: To view the available and prohibited ESCON® style ports, select the
ESCON Style box.

Finally, apply the changes. Verify the changes by reopening the VSAN 2 Port
Configuration panel as shown in Figure 80.

u itso9513 - ¥SAN 2 Port Configuration

™ installed Ports Only [~ ESCOMN Style | Port: I Prohibit:

Port Address Marme Block |00 o1 |0z |o0= |III4 05
00{fc1/1y

01

02 B [
03 | |
04 Production

05 B |
Figure 80 Verifying FICON port attribute changes

Using DM to swap ports

If there is a problem with a particular port, a feature called port swap can be used
to move the FICON port address of one interface to a different Fibre Channel
interface that resides in the same switch. This temporarily circumvents the need
to make HCD changes on the host. Remember that the port number of FICON
CUs is defined in the LINK parameter on the CNTLUNIT macro in IOCDS. Our
goal is to swap the FICON port address for the CU on interface FC1/3 with
interface FC1/5. Both the source and destination ports must be FICON ports
(that is, both ports must be members of the FICON VSAN).

First, verify the current port addresses of the interfaces by selecting FICON —
VSANSs. Select VSAN 92, click Port Attributes, and click the FICON tab
(Figure 81). Notice the FCIDs 920200 and 920400.
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= its09513 - FICON Ports

W RS

Port, WSaM Id TypeMumber |SerialMumber |Tag |Fcld  |Status
fc1/1 (00), 92
fc1/z (013, 92

13 (02), 92 |oozoo4 000000045724 0xEQSC 920200 valid
fc1/4 (03), 92
fc1/5 (04), 92 |oozoo4 000000045724 |0xE08D 920400 valid

Figure 81 Viewing FICON port attributes

At this point the physical cabling swap for interfaces fc1/3 and fc1/5 (ports 02 and
04 in our display) is complete. We now port swap interfaces fc1/3 (02) with
fc1/5(04) in DM:

1. Click fc1/3 (02), hold down the CTRL key and click fc1/5(04).
2. Select FICON — Swap Selected Ports (Figure 82).

| Device Manager 3.0(3) - itso8513 172.16.20.6. .
gvice Physical Interface PC | FICOM [P Security  Admin

AR ] Eﬂ@“g WEANS..,

FELIR EEL...

EviCE 1 SQmmarﬂ

"-. - .n"' - "-. i .n"' .n"' .n"' J’ J’ J’ J’ J’ J’ J’ J’ J’ J’ J’ J’ J’

Flgure 82 Swapp/ng selected ports
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3. At the advisory that this might be disruptive (Figure 83), click Yes.

‘s Device Manager 3.0(3) - its098513 172.16.20.6... =] Ed
Device Physical Interface FC FICOM P Security Admin Logs Help

SR @ [ E A ey voanalw |2 ¥ advanced

Device I ngmar\;l

FaH
STATU

=

Figure 83 Warning message

4. Click OK to the swap success message (Figure 84).

= DeviceManagen 3.0(3) Sitsod5)s 172.16.20.6. [l EY

Device Fhysical Interface FC FICCH P Security Admin Logs Help
= B [ es vsanalw |9 W &dvanced

Deyice | Surnmmary |

Fil
STATUS|

| =
2| :

Figure 84 Port swap successful message
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5. When prompted to enable the ports (Figure 85), we selected Yes because we
have already moved the required cables.

m -Device Manager 3.0(3) - itso8513 172.16.20.6... [ [=]E3
Device Physical Interface FC FICOM I[P Security Admin Logs Help

S @& B ME ez veaNalv | ¥ W sdvanced

Deyice | Surnmary |

OE 10 12 14 16
Sy

w00 7 D . T
Device Manager 3.0{3) ~fitso85... m

?) Do you want to enable the ports?

We can verify that the port address was swapped as shown in Figure 86. Notice
how the FCIDs have changed when compared to Figure 81 on page 63.

| its08513 - FICON Ports

General | R BB Credit| Other | FLOGI | Physical | Capahility | EIEOR]

i O o

Paort, ¥SAN Id Typetumber |SerialNumber |Tag  |Fcld | Status
fr1/1 {00y, 92
fr1/2 {01y, 92

fc1/3 (04), 92 002094 000000045724 |0xE0SC 1920400 valid
fcl/4 (03), 92

fcl/5 (02), 92 002094 000000045724 |0xE0SD 920200 valid
frlf6 (05), 92 .

fr1/7 MAY. 92 Y

Figure 86 FICON port attribute display after the port swap

This completes our FICON basic configuration.
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Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other countries. Consult
your local IBM representative for information on the products and services currently available in your area.
Any reference to an IBM product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product, program, or service that
does not infringe any IBM intellectual property right may be used instead. However, it is the user's
responsibility to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document.
The furnishing of this document does not give you any license to these patents. You can send license
inquiries, in writing, to:

IBM Director of Licensing, IBM Corporation, North Castle Drive Armonk, NY 10504-1785 U.S.A.

The following paragraph does not apply to the United Kingdom or any other country where such
provisions are inconsistent with local law: INTERNATIONAL BUSINESS MACHINES CORPORATION
PROVIDES THIS PUBLICATION "AS I1S" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer
of express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. IBM may
make improvements and/or changes in the product(s) and/or the program(s) described in this publication at
any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in any
manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the
materials for this IBM product and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Information concerning non-IBM products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. IBM has not tested those products and cannot confirm
the accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on
the capabilities of non-IBM products should be addressed to the suppliers of those products.

This information contains examples of data and reports used in daily business operations. To illustrate them
as completely as possible, the examples include the names of individuals, companies, brands, and products.
All of these names are fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrates programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs in
any form without payment to IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating platform for which the
sample programs are written. These examples have not been thoroughly tested under all conditions. IBM,
therefore, cannot guarantee or imply reliability, serviceability, or function of these programs. You may copy,
modify, and distribute these sample programs in any form without payment to IBM for the purposes of
developing, using, marketing, or distributing application programs conforming to IBM's application
programming interfaces.

© Copyright International Business Machines Corporation 2008. All rights reserved.
Note to U.S. Government Users Restricted Rights -- Use, duplication or disclosure restricted by
GSA ADP Schedule Contract with IBM Corp. 67



This document REDP-4392-00 was created or updated on April 17, 2008.

Send us your comments in one of the following ways:

» Use the online Contact us review Redbooks form found at:
ibm.com/redbooks

» Send your comments in an e-mail to:
redbook@us.ibm.com

» Mail your comments to:
IBM Corporation, International Technical Support Organization
Dept. HYTD Mail Station P099, 2455 South Road
Poughkeepsie, NY 12601-5400 U.S.A.
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Trademarks

The following terms are trademarks of the International Business Machines Corporation in the United States,
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