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    About this document

    The focus of this document is to highlight early threat detection by using Splunk Enterprise and proactively start a cyber resilience workflow in response to a cyberattack or malicious user action. The workflow uses IBM® Copy Services Manager (IBM CSM) as orchestration software to invoke the IBM FlashSystem® storage Safeguarded Copy function, which creates an immutable copy of the data in an air-gapped form on the same IBM FlashSystem Storage for isolation and eventual quick recovery.

    This document explains the steps that are required to enable and forward IBM FlashSystem audit logs and set a Splunk forwarder configuration to forward local event logs to Splunk Enterprise. This document also describes how to create various alerts in Splunk Enterprise to determine a threat, and configure and invoke an appropriate response to the detected threat in Splunk Enterprise. This document explains the lab setup configuration steps that are involved in configuring various components like Splunk Enterprise, Splunk Enterprise config files for custom apps, IBM CSM, and IBM FlashSystem Storage. The last steps in the lab setup section demonstrate the automated Safeguarded Copy creation and validation steps.

    This document also describes brief steps for configuring various components and integrating them. This document demonstrates a use case for protecting a Microsoft SQL database (DB) volume that is created on IBM FlashSystem Storage. When a threat is detected on the Microsoft SQL DB volume, Safeguarded Copy starts on an IBM FlashSystem Storage volume. The Safeguarded Copy creates an immutable copy of the data, and the same data volume can be recovered or restored by using IBM CSM.

    This publication does not describe the installation procedures for Splunk Enterprise, Splunk Forwarder for IBM CSM, th Microsoft SQL server, or the IBM FlashSystem Storage setup. It is assumed that the reader of the book has a basic understanding of system, Windows, and DB administration; storage administration; and has access to the required software and documentation that is used in this document.

    Executive summary

    The financial impact of cyberattacks continues to rise. Cyberattacks can happen in various ways. They can take the form of malware or ransomware that is targeted at stealing confidential data or holding valuable information for ransom. Sometimes these attacks are designed to destroy confidential data to cripple organizations. In many cases, these data breaches involve internal threat actors.

    Traditional approaches to data protection work well for their intended purposes but are not adequate to protect against cyberattacks, which might encrypt or otherwise corrupt your data. Remote replication for disaster recovery replicates all changes including malicious ones to the remote copy. Recovery from a widespread attack by using data that is stored on offline media or the cloud might take too long. Large-scale recovery can take days to weeks, which lead to substantial downtime for businesses. 

    Detecting a threat before it starts can help speed recovery. Splunk Enterprise monitors activities for signs that might indicate the start of an attack, such as logins from unusual IP addresses or outside business hours. When threat detection and saved alerts occur, triggered conditions for Splunk Enterprise alerts and integration with IBM CSM can proactively invoke Safeguarded Copy to create a protected backup at the first sign of a threat.

    The Safeguarded Copy function helps businesses recover quickly and safely from a cyberattack in minutes or hours. It creates multiple recovery points for a production volume. These recovery points are called Safeguarded Copy backups. The recovery data is not stored in separate regular volumes but in a storage space that is called Safeguarded Copy backup capacity, which creates a logical air gap. The backups are not directly accessible by a host. The data can be used only after a backup is recovered to a separate recovery volume.

    In an attack, the orchestration software IBM CSM creates and identifies the best Safeguarded Copy backup to use, and it automates the process to restore or recover data to online volumes. Because a restore action uses the same snapshot technology, it is much faster than using offline copies or copies that are stored in the cloud.

    Scope

    The focus of this document is to showcase early threat detection on IBM FlashSystem Storage system and proactively invoke Safeguarded Copy to create an immutable backup at the first sign of a threat. The IBM CSM orchestration software interacts with 
IBM FlashSystem Storage to invoke a schedule task for a Safeguarded Copy backup. 
IBM CSM also is used for recovery or a restore of that backup. 

    As part of early threat detection, several alerts and saved alerts in Splunk Enterprise are shown. A sample Python script is provided that is used to invoke the Safeguarded Copy action. 

    Customers and readers are encouraged to create control path and data path use cases that are customized for Splunk Enterprise. They also should create custom response scripts and custom apps in Splunk Enterprise that are suited to their environment. The use cases, alerts, saved alerts, and Python script should be seen as templates or guides. They may not be used “as is” in a production environment.

    The solution that is featured in this document is created by using Splunk Enterprise, 
IBM FlashSystem Storage, and IBM CSM. The IBM CSM Scheduled task feature is used to create the required workflow. The sample workflow that is explained is part of the solution, and it involves invoking Safeguarded Copy for the IBM FlashSystem Storage volume.

    All the components that are described in this document, such as Splunk Enterprise, Splunk forwarder, IBM CSM, and the Microsoft SQL server are in the same network. More adequate network planning is required if these systems are in different segments.

    For more information about Splunk Enterprise, Safeguarded Copy, IBM CSM, and 
IBM FlashSystem Storage, see “Resources” on page 31. 

    Introduction

    Combining the capabilities of IBM FlashSystem Storage Safeguarded Copy, IBM CSM, and Splunk Enterprise enables enterprises to build comprehensive cyber resilience solutions that address the Protect and Recover and the Detect and Respond functions of the NIST framework. For more information, see NIST Framework Documents.

    Splunk Enterprise can log user activities in the access and audit logs, which contain all the storage object access information. To identify and detect potential malicious access or activities and check for compliance auditing, these access and audit logs must be integrated with the Splunk Enterprise and Security Information and Event Management (SIEM) solution.

    IBM FlashSystem Storage Safeguarded Copy function 

    The Safeguarded Copy feature creates immutable backups that are not accessible by the host system, and it protects these backups from corruption that might happen in the production environment. A Safeguarded Copy schedule can be defined to create multiple backups regularly, such as hourly or daily. 

    Safeguarded Copy can create backups with more frequency and capacity compared to 
IBM FlashCopy® volumes. Creating Safeguarded Copy backups also has less of an impact than creating multiple target volumes by using FlashCopy.

    The Safeguarded Copy function provides backup copies to recover data in case of logical corruption or destruction of primary data.

    Safeguarded Copy uses a backup capacity, production volume, and recovery volume:

    •Backup capacity can be created for any production volume. The size of the backup capacity depends on the frequency of the backups and the length of the duration that the backups must be retained.

    The Safeguarded Copy session creates a consistency group across the source volumes to create a safeguarded backup, which stores the required data in the backup capacity.

    •The production volume is the source volume for a Safeguarded Copy relationship. Depending on the specific client topology, this relationship might be a Metro Mirror, Global Mirror, or Global Mirror with change volume.

    •A recovery volume is used to restore a backup copy for host access while production continues to run on the production volume. The recovery volume is the target volume for a Safeguarded Copy recovery, which enables a previous backup copy to be accessed by a host that is attached to this volume. The recovery volume is always thick-provisioned.

    Management of the Safeguarded Copy is supported by IBM CSM 6.2.3 or later. The management software can create and recover backups and define policies for expiration.

    IBM Copy Services Manager

    IBM CSM controls copy services in storage environments. Copy services features are used by storage systems such as IBM Spectrum® Virtualize for Public Cloud (IBM SV4PC) to configure, manage, and monitor data-copy functions.

    Copy services include FlashCopy, Metro Mirror, Global Mirror, and Metro/Global Mirror. 
IBM CSM runs on Windows, IBM AIX®, Linux, Linux on IBM zSystems, and IBM z/OS® operating systems. When it is running on z/OS, IBM CSM uses the Fibre Channel connection 
(IBM FICON®) to connect to and manage count key data (CKD) volumes.

    The fully licensed version of IBM CSM provides all supported FlashCopy, Metro Mirror, Global Copy, Global Mirror, Metro/Global Mirror, and multi-target solutions.

    IBM CSM provides a GUI, a command-line interface (CLI), and Representational State Transfer (RESTful) API for managing data replication and disaster recovery. Starting with 
IBM CSM 6.2.9, online help also integrates with the RESTful API.

    Splunk Enterprise

    Splunk Enterprise is a software product that enables you to search, analyze, and visualize the data that is gathered from the components of your IT infrastructure or business. Splunk Enterprise takes in data from websites, applications, sensors, devices, and so on. After you define the data source, Splunk Enterprise indexes the data stream and parses it into a series of individual events that you can view and search.

    Most users connect to Splunk Enterprise with a web browser and use Splunk Web to administer their deployment; manage and create knowledge objects; run searches; and create pivots and reports. You also can use the CLI to administer your Splunk Enterprise deployment.

    You can extend the Splunk Enterprise environment to fit the specific needs of your organization by using apps. An app is a collection of configurations, knowledge objects, views, and dashboards that run on the Splunk platform. A single Splunk Enterprise installation can run multiple apps simultaneously. You can browse available apps at Splunkbase or build your own apps at Splunk Developer Program.

    For more information about Splunk Enterprise, see Splunk Enterprise Overview.

    Prerequisites

    This section outlines the prerequisites for the solution:

    •IBM FlashSystem Storage administration skills with good understanding of Safeguarded Copy.

    •IBM CSM 6.2.3 or later must be available and the IBM FlashSystem Storage must be registered in IBM CSM by using administrator privileges. For more information about 
IBM CSM document references, see “Resources” on page 31. 

    •A scheduled task must be defined inside IBM CSM. It must consist of various operations, depending on the functions that are used in the storage system. For example, when Copy Services such as Metro Mirror or Global Mirror are used, writes to target volumes must be suspended to achieve a consistent state before a Safeguarded Copy backup can be made.

    •A Python script that initiates a Safeguarded Copy, which is available on GitHub. Understanding the basic Python script and implementing the prerequisites are required for the script and automation.

    •Make sure that the SafeGuarded pool virtual capacity is provisioned. To configure the SafeGuarded pool virtual capacity.

    •Understanding IBM FlashSystem Storage is required for working with volumes and SafeGuarded pool capacity allotment.

    •Make sure that Splunk Enterprise alerts and saved alerts are defined for the use case. In this case, we created rules for a specific case (a sample use case). Implement the alerts as needed for your requirements, such as brute force attack or a login failure for a DB user with an invalid password. 

    •Install Microsoft SQL 2019 on a Window host and configure users to access the DB. Restrict access to sensitive data table access as needed.

    Solution overview

    Organizations can face threats in multiple ways: compromised user credentials that are obtained through a spear-fishing attack; a rouge user within the organization; cyberattacks such as brute force attempts; and ransomware. Any of these threats poses grave risks to storage systems that are used for storing data. 

    To track admin actions, the solution implements various control path use cases. To track the application data changes, a data path use case is used. 

    A syslog configuration is created inside IBM FlashSystem Storage that allows forwarding of storage events to Splunk Enterprise and Splunk forwarder. The configuration is deployed on Windows along with local event configuration in Splunk Enterprise. Splunk Enterprise understands the events that are forwarded by IBM FlashSystem Storage, events that are forwarded from Splunk Forwarder, and local events from Windows and Microsoft SQL server. The Splunk Enterprise events are saved as alerts and categorized. The saved alerts are configured with custom action and triggered actions to create a saved alerts definition. 

    When the events classification completes and is saved as alerts, a Splunk Enterprise administrator can define several alerts to detect threats that are categorized under control and data path. When a threat is detected, a cyber resiliency response is invoked as a Python script that uses API commands to run a predefined IBM CSM scheduled task. The scheduled task feature of IBM CSM is used because it provides flexibility to run various operations, including conditional run times that are based on a certain state of a previously run command. 

    Figure 1 on page 7 represents the deployment overview of entire solution. Audit logs from IBM FlashSystem contain storage-related actions that were performed. To identify and detect potential malicious access and perform compliance auditing, these access logs must be integrated with the Splunk Enterprise and SIEM solution. Similarly, the application audit log events also are forwarded to Splunk Enterprise. The collected audit telemetry events are normalized and stored in a Splunk Enterprise DB. The preconfigured set of alerts analyses the normalized events for possible threat scenarios. 

    When a threat is detected, a cyber resilience workflow runs to create immutable Safeguarded Copy volumes in IBM FlashSystem Storage.
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    Figure 1   Deployment overview

    Control and data path use cases

    Sample control path use cases are listed in this section. This collection is not exhaustive, but it provides a general idea of threats. The security policy of an organization defines what a threat and its remediation should be.

    •Log in to the DB and try to access the restricted tables. An event is generated for unauthorized access to DB tables. The event matches the saved alert criteria to invoke custom actions.

    The DB user tries to access the data from the restricted tables. The DB user does not have access to the restricted tables, but they still try to access the data. This activity is an unauthorized one, so this type of activity should be detected and an alert should be generated to prevent any unauthorized access. 

    •Login failure for a DB user for an invalid password

    This case is a classic one of compromised or shared credentials. This case also can be a user that uses a brute force attack to try to access the DB. 

    Lab setup

    The lab setup that is described in this section briefly shows the configuration steps for various components like Splunk Enterprise, Splunk forwarder, IBM CSM, and Microsoft SQL server. For more information about product links and details configuration, see “Resources” on page 31.

    Configuration and lab setup

    To create the cyber resiliency solution by using Splunk Enterprise and IBM FlashSystem Storage Safeguarded Copy with IBM CSM, follow the steps in the subsections (“Step 1: Configuring Splunk Enterprise” on page 8 to “Step 7: Validating Safeguarded Copy creation on IBM FlashSystem Storage” on page 29) of this section.

    Step 1: Configuring Splunk Enterprise 

    To configure Splunk Enterprise, complete the following steps:

    1.	Log in to the Splunk Enterprise portal with the username as admin and your password to configure and add data sources. Figure 2 shows the login window for Splunk Enterprise.
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    Figure 2   Splunk Enterprise login window

    2.	Select the data sources by clicking Add Data, as shown in Figure 3.
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    Figure 3   Adding data sources

    3.	Select the TCP/UDP, as shown in Figure 4 on page 9.
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    Figure 4   Adding TCP/UDP data sources

    4.	Add the source name and source type and click Save, as shown in Figure 5.
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    Figure 5   Adding a data source

    5.	Add another data source as local event log collection and click Save, as shown in Figure 6.
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    Figure 6   Data input settings

    6.	Go to the Forwarded inputs section and click Windows Event Logs, as shown in Figure 7.
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    Figure 7   Windows Event Logs

    7.	Log in to the Microsoft SQL server and generate the log events for a failed login for a user so that the events can be configured as saved alerts in Splunk Enterprise, as shown in Figure 8 on page 11.
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    Figure 8   Microsoft SQL login for user

    8.	Add the search string as “failed login MSSQLSERVER” and search for these events. The search results display events for failed logins, as shown in Figure 9.
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    Figure 9   Failed login events for user

    9.	Select the event and click Save As Alert, as shown in Figure 10.
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    Figure 10   Search events are Saved As Alert

    10.	Add the description of the alert, alert type, and expiration in Settings. Add the trigger conditions and trigger actions and click Save, as shown in Figure 11.
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    Figure 11   Configuring an alert

    11.	To a trigger action, go to the Trigger Actions section, click Add Actions, and select the relevant action from the drop-down menu, as shown in Figure 12 on page 13. In this example, we select Scripted Custom Alert Action, as shown in Figure 13 on page 13.
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    Figure 12   Adding trigger actions
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    Figure 13   Adding a Scripted Custom Alert Action

    12.	Click Manage Apps, and then click Create app to create an app for the custom alert action, as shown in Figure 14. You must create this app first so that it is visible and can be selected in the Add Actions drop-down menu that is shown in Figure 13 on page 13.
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    Figure 14   Creating an app for a custom alert action (1 of 2)

    13.	Create an app and complete the fields that are shown in Figure 15. Select a template and click Save, as shown in Figure 15.
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    Figure 15   Creating an app for a custom alert action (2 of 2)

    14.	Click the Apps menu, and from the drop-down menu, click Manage apps and select the newly created app (script_custom_alert_action) from the list of apps. Click Edit properties, as shown in Figure 16.
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    Figure 16   Editing properties for the script custom alert action app

    15.	Click the Apps menu, and from the drop-down menu, click Manage apps and select the newly created app (script_custom_alert_action) from the list of apps. Click Permissions, as shown in Figure 17.
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    Figure 17   Adding permissions for the script custom alert action app

    16.	Click Settings, and from the drop-down menu, click Alert Actions. Go to the newly created app (script_custom_alert_action) and click Permissions to edit the permissions, as shown in Figure 18.

    [image: ]

    Figure 18   Adding permissions to the custom app

    17.	Select the new app from the Apps menu and add permissions, as shown in Figure 19.
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    Figure 19   Adding permissions to the custom app (2 of 2)

    Step 2: Creating custom app config files in the Splunk Enterprise server

    Log in to the Windows server where Splunk Enterprise is installed and go to th C:\Program Files\Splunk\etc\apps\scripts_custom_alert_action directory. In that directory, create files for the custom alert action app. Script_custom_alert_action is the name of the app that we created for custom alert actions. For more information, see Using custom alert actions.

    Figure 20 on page 17 - Figure 27 on page 21 show the details for configuring the custom alert action app files. 

    Figure 20 and Figure 21 show the app directory structure and app components.
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    Figure 20   App directory structure for reference
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    Figure 21   App components

    The configurations files that are shown in Figure 22 - Figure 27 on page 21 are created for a custom alert action by using the App directory structure and App components that are shown in Figure 20 on page 17 and Figure 21 on page 17.

    Figure 22 shows the alert configuration script or executable file. 
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    Figure 22   Python script for Safeguarded Copy

    Figure 23 shows the Python script location on the GitHub site. 
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    Figure 23   GitHub location for the Python script

    Figure 24 on page 19 shows the alert action script or executable file.
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    Figure 24   Files for custom alert actions (1 of 4)

    Figure 25 shows the alert action configuration files.
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    Figure 25   Files for custom alert actions (2 of 4)

    Figure 26 defines the app package and UI information.
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    Figure 26   Files for custom alert actions (3 of 4)

    Figure 27 declares the alert action parameters that are configured in the local savedsearches.conf file for the Splunk platform instance.
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    Figure 27   Files for custom alert actions (4 of 4)

    Step 3: Configuring IBM Copy Services Manager

    To configure IBM Copy Services Manager, complete the following steps:

    1.	Log in to IBM CSM and discover or create a session and schedule tasks, as shown in Figure 28 and Figure 29 on page 23. For more information about how to create a session, see Creating volume groups and assigning source volumes.
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    Figure 28   IBM CSM session
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    Figure 29   Session action

    2.	Create a schedule task in CMS, as shown in Figure 30. This schedule task is called by the Python script that is shown in Figure 22 on page 18. For more information about the Python script documentation and prerequisites, see GitHub. 
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    Figure 30   Schedule task details

    splunk-response is the schedule task that is created with the affected session, as shown in Figure 31.
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    Figure 31   Created schedule task

    Step 4: Configuring IBM FlashSystem Storage for Safeguarded Copy 

    To configure the IBM FlashSystem Storage for Safeguarded Copy, complete the following steps:

    1.	Log in to the IBM FlashSystem Storage, as shown in Figure 32.
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    Figure 32   IBM FlashSystem Storage login

    2.	Create the Safeguarded pool and policy, as shown in Figure 33. For more information, see Safeguarded Copy function.
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    Figure 33   Safeguarded Copy pool

    Figure 34 shows the storage volume that is mapped to the SQL server. The Safeguarded Copy is created for this storage volume. 
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    Figure 34   Volume that is mapped to the SQL server

    Figure 35 shows the volume group for the storage volume that is mapped to the SQL server. The Safeguarded Copy is created for this storage volume.
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    Figure 35   Volume group

    3.	Figure 36 shows the syslog configuration of IBM FlashSystem Storage. To forward the storage logs to Splunk Enterprise, configure syslog forwarding (9.11.221.143 is the Splunk Enterprise IP address) for control path monitoring and threat detection.
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    Figure 36   Syslog log forwarding

    Step 5: IBM FlashSystem Storage LUN that is mapped to a Windows server for a Microsoft SQL DB 

    Figure 37 shows an IBM FlashSystem Storage LUN that is mapped to an SQL server. For more information about host and volume mappings, see Host mapping.
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    Figure 37   Storage LUN is mapped to the SQL server

    Step 6: Use case for a brute force login attack on a Microsoft SQL server 

    Figure 38 shows the IBM CSM window and a Microsoft SQL server DB login action by a user who does not have access to the specified DB. This figure shows a simulation of a brute force login attack on the DB, where the user is trying to access the DB by using multiple login attempts. An alert and the SQL server logs are generated, and these logs are forwarded to Splunk Enterprise. Based on the logs and multiple login attempts by the user, the alert criteria is matched on the Splunk Enterprise. Based on the saved alerts definitions, the custom alert action is triggered to create a Safeguarded Copy in IBM FlashSystem Storage.
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    Figure 38   Brute force login attack simulation

    With the automated response and configuration and integration that is done by IBM CSM, the Safeguarded Copy is created in IBM FlashSystem Storage, as shown in Figure 39.
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    Figure 39   Safeguarded Copy created during a brute force login attack event

    Step 7: Validating Safeguarded Copy creation on IBM FlashSystem Storage

    Validate the Safeguarded Copy that is created in IBM FlashSystem Storage by completing the following steps:

    1.	Log in to Splunk Enterprise and check the triggered alerts during the period when the threat was detected. Figure 40 shows the triggered alert that was defined in the trigger conditions.
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    Figure 40   Triggered alerts

    Figure 41 shows the alerts that are mapped with triggered conditions, and the trigger actions.
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    Figure 41   Alert mapped with triggered actions

    2.	Safeguarded Copy creates a copy in IBM FlashSystem Storage, as shown in Figure 42.
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    Figure 42   Safeguarded Copy was created during the brute force login attack event

    Summary 

    The focus of this document is to highlight early threat detection by using Splunk Enterprise and proactively start a cyber resilience workflow in response to a cyberattack or malicious user action. The workflow uses IBM CSM as orchestration software to invoke the 
IBM FlashSystem Storage Safeguarded Copy function, which creates an immutable copy of the data in an air-gapped form on the same IBM FlashSystem Storage for isolation and eventual quick recovery.

    This document explains the steps that are required to enable and forward IBM FlashSystem audit logs and set a Splunk forwarder configuration to forward local event logs to Splunk Enterprise. This document also describes how to create various alerts in Splunk Enterprise to determine a threat, and configure and invoke an appropriate response to the detected threat in Splunk Enterprise. This document explains the lab setup configuration steps that are involved in configuring various components like Splunk Enterprise, Splunk Enterprise config files for custom apps, IBM CSM, and IBM FlashSystem Storage. The last steps in the lab setup section demonstrate the automated Safeguarded Copy creation and validation steps.

    This document also describes brief steps for configuring various components and integrating them. This document demonstrates a use case for protecting a Microsoft SQL DB volume that is created on IBM FlashSystem Storage. When a threat is detected on the Microsoft SQL DB volume, Safeguarded Copy starts on an IBM FlashSystem Storage volume. The Safeguarded Copy creates an immutable copy of the data, and the same data volume can be recovered or restored by using IBM CSM.
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