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    About this document

    This IBM® blueprint publication focuses on early threat detection within a database environment by using IBM QRadar®. It also highlights how to proactively start a cyber resilience workflow in response to a cyberattack or potential malicious user actions. 

    The workflow that is presented here uses IBM Spectrum® Copy Data Management as orchestration software to start IBM FlashSystem® Safeguarded Copy functions. The Safeguarded Copy creates an immutable copy of the data in an air-gapped form on the same IBM FlashSystem for isolation and eventual quick recovery. 

    This document describes how to enable and forward SQL database user activities to IBM QRadar. 

    This document also describes how to create various rules to determine a threat, and configure and start a suitable response to the detected threat in IBM QRadar. 

    Finally, this document outlines the steps that are involved to create a Scheduled Job by using IBM Spectrum® Copy Data Management with various actions.

    Executive summary

    The financial effects of cyberattacks continue to rise. Cyberattacks can occur in various ways. They can take the form of malware or ransomware, which is targeted at stealing confidential data or holding valuable information for ransom.

    Sometimes, these attacks are designed to destroy confidential data to cripple organizations. In many cases, the data breaches involve internal threat actors.

    IBM QRadar® offers solutions to protect sensitive and regulated data. It provides this protection by continuously monitoring the data activity and accelerating compliance reporting that supports a zero trust approach to data management across environments, lifecycles, and platforms.

    Detecting a threat before it starts can help speed recovery even more. 

    IBM QRadar is a security information and event management (SIEM) and threat management system that monitors activities while looking for signs that might indicate the start of an attack, such as logins from unusual IP addresses or outside business hours. 

    Now, IBM QRadar can proactively start the Safeguarded Copy function to create a protected backup at the first sign of a threat.

    The IBM FlashSystem Safeguarded Copy function helps businesses recover quickly and safely from a cyberattack, which helps reduce recovery to minutes or hours. It also creates multiple recovery points for a production volume. These recovery points are called Safeguarded Copy backups.

    The recovery data is not stored in separate regular volumes, but in a storage space that is called Safeguarded Copy backup capacity, which creates a logical air gap. The backups are not directly accessible by a host. The data can be used only after a backup is recovered to a separate recovery volume.

    If an attack occurs, the orchestration software (IBM Spectrum Copy Data Management) helps create and identify the best Safeguarded backup to use. It also automates the process to restore data to online volumes. Because a restore action uses the same snapshot technology, it is almost instant; that is, it is much faster than the use of offline copies or copies that are stored in the cloud.

    Scope

    The focus of this document is to showcase the early threat detection by using IBM QRadar for threats, such as brute force and ransomware attacks on an SQL database. The database host uses storage that is mapped from IBM FlashSystem.

    SQL database audit events are forwarded to IBM QRadar. By using the preconfigured rules, audit data is analyzed to detect a potential threat and proactively start Safeguarded Copy restore to a clean space environment for data validation and investigation.

    As part of the discussion of early threat detection, several rules are described in this publication. Also, a sample Python script is used to start the Safeguarded Copy restore action that is provided. 

    This document also provides several sample control path and data path use cases.

    Customers are encouraged create control path and data path use cases, IBM QRadar rules, and custom response scripts that are best suited to their environment. 

     

    
      
        	
          Note: Although the use cases, rules, and Python script from this publication can be seen as templates, they cannot be used in a real-world environment.

        
      

    

    The solution that is featured in this document is created by using the following products:

    •IBM QRadar release 7.4.3

    •IBM FlashSystem 8.4.2.0

    •IBM Spectrum Copy Data Management 2.2.16

     

    
      
        	
          Note: All components that are described in this blueprint, such as IBM QRadar, IBM Spectrum Copy Data Management, and IBM FlashSystem are in same network segment. Suitable network planning is required if these systems are in different networks.

        
      

    

    For more information about IBM QRadar, IBM FlashSystem, Safeguarded Copy, and IBM Spectrum Copy Data Management, see “Resources” on page 33.

     

    Introduction

    Combining the capabilities of IBM FlashSystem Safeguarded Copy, IBM QRadar enables enterprises to build comprehensive cyber resilience solutions that address the protect and recover functions of the NIST framework and the detect and respond function.

    IBM QRadar can provide full protection to the enterprise data by combining IBM FlashSystem administration access logs, application logs, network or server logs, flow, packet data, and database events.

    IBM FlashSystem Safeguarded Copy function

    The IBM FlashSystem Safeguarded Copy feature creates safeguarded backups that are not accessible by the host system. It also protects these backups from corruption that can occur in the production environment. A Safeguarded Copy schedule can be defined to create multiple backups regularly (such as hourly or daily).

    Safeguarded Copy can create backups with more frequency and capacity compared to IBM FlashCopy® volumes. Creating Safeguarded backups also affects performance less than the multiple target volumes that are created by IBM FlashCopy. 

     

    
      
        	
          Note: The Safeguarded source volume cannot be removed before the Safeguarded backups are deleted.

        
      

    

    The Safeguarded Copy function provides backup copies to recover data if a logical corruption occurs or primary data is destroyed.

    Safeguarded Copy uses a backup capacity, production volume, and recovery volume. Consider the following points:

    •Backup capacity can be created for any production volume. The size of the backup capacity depends on the frequency of the backups and the duration that backups must be retained.

    •	The Safeguarded Copy session creates a consistency group across the source volumes to create a safeguarded backup, which stores the required data in the backup capacity.

    •A recovery volume is used to restore a backup copy for host access while production continues to run on the production volume. The recovery volume is the target volume for a Safeguarded Copy recovery, which enables a previous backup copy to be accessed by a host that is attached to this volume. The recovery volume typically is thin-provisioned; however, it does not have to be thin-provisioned.

    Managing Safeguarded Copy is supported by IBM Spectrum Copy Data Management 2.2.16 or later. The management software helps to create and recover backups and define policies for expiration.

    IBM Spectrum Copy Data Management

    IBM Spectrum Copy Data Management is a Copy Data Management (CDM) platform that can bring modernization to an environment without disruption.

    Organizations of all sizes must modernize their IT processes to enable critical new use cases, such as operational automation, DevOps, and integration of system-of-record data with Cloud compute. They are equally challenged with improving management efficiencies for long established IT processes, such as data protection, disaster recovery, reporting, and test and development.

    IBM Spectrum Copy Data Management delivers “in-place” copy data management to enterprise storage arrays from IBM, NetApp, and Pure Storage, which allows the IT team to easily use its existing infrastructure and data in a manner that is efficient, automated, and scalable.

    IBM Spectrum Copy Data Management also modernizes IT processes, enables key use cases; all without extra hardware.

    Consider the following related concepts:

    •Sites and providers

    A site is a user-defined grouping of providers that is generally based on location to help quickly identify and interact with data that is created through Copy Data Management jobs. Sites are assigned when registering providers. 

    When creating Backup and Restore jobs, sites clearly identify where your data is replicated by location. 

    Providers are physical servers that host objects and attributes. After a provider is registered in IBM Spectrum Copy Data Management, cataloging, searching, and reporting can be performed.

    •Inventory job

    An inventory job definition provides the framework to collect and catalog information about objects on a registered provider. A job that is based on an Inventory job definition discovers object information, catalogs it, and populates the IBM Spectrum Copy Data Management database.

    •Backup

    Create copies of your data. The RPO and copy data parameters are defined in an SLA Policy, which is then applied to the Backup job definition along with a specified activation time to meet your copy data criteria.

    •Restore

    IBM Spectrum Copy Data Management technology can be used for testing, cloning, and recovering copy data.

    For more information, see IBM Spectrum Copy Data Management 2.2.16 User’s Guide.

     

    IBM QRadar Security Intelligence Platform

    IBM QRadar Security Intelligence Platform products provide a unified architecture for integrating SIEM, log management, anomaly detection, incident forensics, and configuration and vulnerability management.

    It is one of the most popular SIEM solutions on the market today. It provides powerful cyber resilience and threat detection features, such as centralized visibility, flexible deployment, automated intelligence, machine learning, and proactive threat hunting.

    IBM QRadar can detect malicious patterns by using various data sources and analysis tools and techniques, including access logs, heuristics, correlation with logs from other systems (such as network logs or server logs), network flow, and packet data. Its open architecture enables third-party interoperability so that many solutions can be integrated, which makes it even more scalable and robust.

    To apply the security and compliance policies, IBM QRadar administrators can perform following tasks:

    •Search event data by using specific criteria and display events that match the search criteria in a results list. The columns of event data can be selected and grouped.

    •Visually monitor and investigate flow data in real time or perform advanced searches to filter the displayed flows. The flow information can be viewed to determine how and what network traffic is communicated.

    •View all the learned assets or search for specific assets in the environment.

    •Investigate offenses, source and destination IP addresses, network behaviors, and anomalies in the network.

    •Edit, create, schedule, and distribute default or custom reports.

    Prerequisites

    The following prerequisites must be met for the solution:

    •The firewall rules between IBM QRadar and IBM FlashSystem storage are adjusted to allow traffic on 514/TCP or 514/UDP.

     

    
      
        	
          Note: IBM QRadar accepts incoming events on TCP/UDP protocol on port 514. The choice of protocol that is used for communication depends on an organization’s guidelines. 

        
      

    

    •A policy configuration is available that consists of various rules that are aimed to capture any specific database action.

    •A running SQL database instance is available. For this solution, Microsoft SQL Server 2016 single instance database was used.

    •SCDM 2.2.16 or later is available and the IBM FlashSystem storage is registered in IBM Spectrum Copy Data Management by using administrator privileges. For more information, see “Resources” on page 33.

    •A scheduled job is defined in SCDM that consists of various operations, depending on the functions that are used in storage system.

    •The safeguarded virtual capacity is provisioned. For more information about configuring safeguarded virtual capacity, see “Resources” on page 33.

    •Understand IBM FlashSystem storage for working with volumes and safeguarded virtual capacity allotment.

    •SCDM was tested with 8.4.2, but it is recommended to run 8.5.1 as specified in the SCDM user guide.

    Solution overview

    Data is the most important asset of any company. It empowers businesses to make decisions. These decisions determine the future of the business and eventually the organization.

    Organizations can face various threats, including the following examples:

    •A rogue user within the organization

    •Cyberattacks that result in compromised user credentials by using spear phishing attacks

    •Brute force attempts

    •Ransomware

    All of these threats pose grave risks to storage systems that are used for storing the data.

    To track the administrative actions, the solution describes various control path use cases. To track the changes from application data, data path use cases are implemented here.

    An SQL database audit is created at the database level that allows forwarding of SQL audit events to IBM QRadar. IBM QRadar understands the authorization events that are forwarded by SQL database and categorizes them correctly.

    After the event classification is completed, the IBM QRadar administrator can define several rules to detect threats that are categorized under control and data path. 

    Upon threat detection, a cyber resiliency response is started in the form of a Python script that uses API commands to run a predefined SCDM scheduled job. The scheduled job feature of SCDM is chosen to restore the last known good configuration to clean space.

    An overview of solution is shown in Figure 1.
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    Figure 1   Solution overview

    Use cases

    This section describes the control and data path use cases that are considered for building the solution.

    Control path

    The sample control path use cases include the following examples. This list is not an exhaustive collection; rather, it generalizes the idea of a threat. Ultimately, the security policy of the organization defines a threat:	

    •A database SYS user is logged on from multiple locations or IP addresses at the same time. This use case is a classic example of compromised or shared credentials. 

    A legitimate user might be oblivious of the second sessions activity under same login. Moreover, how can the remote SYS logins can be justified? What if one of the sessions is malicious?

    •Operating system login activity tracking is a major task. Running commands, such as unmap, can result in dangerous consequences. It can easily go undetected and cause logical corruption on the storage volumes by overwriting the data that is in the volumes.

    Data path

    Data path use cases include the following scenarios:

    •SQL inside attack

    Considering access to the database is already granted (whether through brute force, a DBA account that was compromised, or even a malicious insider who has access), an attacker can drop, insert, or update data and modify the data. This process can be done with a few simple SQL transactions or SQL commands.

    •Encrypting the database

    This type of attack is the same as traditional ransomware attack that targets data. In this use case, critical data is encrypted by the attacker, which renders database operations useless. Then, ransom is demanded against the release of the data to bring back the database in operational mode.

    A typical database infrastructure with IBM QRadar monitoring audit logs from database server is shown in Figure 2.
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    Figure 2   Sample application infrastructure

    For this solution, several use cases were tracked, such as a brute force login, multiple and remote user(sa) logins, and user access to sensitive tables. The events that were captured by audit logs were sent to IBM QRadar to analyze the threat conditions. 

    The cyber resiliency workflow was started by IBM Spectrum Copy Data Management scheduled job to restore Safeguarded Copy restore.

    Lab setup

    The lab setup was created by using VMware ESXi that hosts the database server virtual machine. One storage volume was mapped to the SQL database server host by using iSCSI connectivity to store database and log files.

    Audit logging was enabled on SQL database server and SQL JDBS log source was created on IBM QRadar to categorize the database audit events.

    For more information about configuring SQL JDBC log source on IBM QRadar, see “Resources” on page 33.

    Various components that were used in the sample setup are described next.

    IBM FlashSystem

    On IBM FlashSystem 9100, a Safeguarded copy child pool was created under the parent pool. The shield icon that is next to the child pool’s name indicates that the child pool is the Safeguarded pool (see Figure 3).
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    Figure 3   Child pool that is configured with Safeguarded properties

    To make the immutable backups of the database volumes, a volume group was created. A Safeguarded policy also was created, and the database volumes were added to the volume group (see Figure 4).
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    Figure 4   Volume group with Safeguarded copy policy

    IBM Spectrum Copy Data Management

    The IBM Spectrum Copy Data Management workflow includes registering a provider, cataloging data, searching for objects, generating reports, and copying and using data.

    Registering providers

    Add providers, such as application servers, IBM, or NetApp storage devices, or VMware ESX resources to the Inventory by registering them. Before registering providers, create a site to assign to your provider. A site is a user-defined grouping of providers that is generally based on location.

    Registering IBM FlashSystem 9100 storage system

    Complete the following steps to register the IBM FlashSystem 9100 storage system:

    1.		Click the Configure tab. In the Views window, select Sites & Providers and then, select the Providers tab.

    2.		In the Provider Browser window, select IBM Spectrum Virtualize.

    3.		Right-click IBM Spectrum Virtualize. Then, click Register. The Register dialog window opens.

    4.		Complete the fields in the dialog window. Select New to add credentials if they are not yet added through identities. We used a superuser account to register IBM FlashSystem 9100 storage system (see Figure 5).

    [image: ]

    Figure 5   Registering FS9100 storage system

    5.	Click OK. IBM Spectrum Copy Data Management first confirms that a network connection exists and then, adds the provider to the database.

    Registering SQL database server

    Complete the following steps to register the SQL database server:

    1.	Click the Configure tab. In the Views window, select Sites & Providers and then, select the Providers tab.

    2.	In the Provider Browser window, select Application Server.

    3.	Right-click Application Server and then, click Register. The Register Application Server dialog opens.

    4.	Select SQL as the Application Type.

    5.	Complete the fields in the dialog window. Select New to add credentials if they are not yet added through identities. We used a Windows server’s Administrator account because mixed mode authentication is configured on SQL database (see Figure 6).
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    Figure 6   Registering SQL database server

    6.	Click OK. IBM Spectrum Copy Data Management first confirms that a network connection exists and then, adds the provider to the database.

    Configuring an SLA policy

    Complete the following steps to configure an SLA policy:

    1.	Click the Configure tab. In the Views window, select SLA Policies. The All SLA Policies window opens.

    2.		In the All SLA Policies window, click New. The New SLA Policies window opens.

    3.	Select IBM Spectrum Virtualize and Add Safeguarded Copy.

    4.	Enter a name and a meaningful description for the SLA Policy.

    5.	Select the source icon and define the recovery point objective to determine the minimum frequency and interval with which backups must be made. In the Frequency field, select Minutes, Hourly, Daily, Weekly, or Monthly and then, set the interval in the Interval field.

    6.	In the Associated Safeguarded Volume Group window, expand the storage device and select the volume group that you want to back up as a Safeguarded Copy. Any volume group that you want to back up as a Safeguarded Copy must be a volume that belongs to one of these groups. If it is not a member of any of these groups, it does not back up as a Safeguarded Copy.

     

    
      
        	
          Note: The Associated Safeguarded Volume Group lists only those volume groups that have the Safeguarded Copy policy applied on the storage array side.

        
      

    

    7.	In the Options window, set the following Safeguarded Copy subpolicy options (see Figure 7):
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    Figure 7   Configuring SLA policy

    ◦	Keep Snapshots

    After a specific number of snapshot instances are created for a resource, older instances are purged from the storage controller. Enter the age of the snapshot instances to purge in the Days field, or the number of instances to keep in the Snapshots field.

    ◦	Name

    Enter an optional name to replace the default FlashCopy subpolicy name that is displayed in IBM Spectrum Copy Data Management. The default name is Safeguarded Copy0.

    ◦	FlashCopy Volume Prefix

    Enter an optional label to identify the FlashCopy. This label is added as a prefix to the FlashCopy name that is created by the job.

    ◦	Perform Security Scan

    You can enable this scan and select your security scan servers. This setting allows to scan for every backup number you specified.

    8.	Click Finish.

    Configuring an SQL Backup Job

    Complete the following steps to configure an SQL backup job:

    1.	Click the Jobs tab. Expand the Database folder and then, select SQL.

    2.	Click New and then, select Backup. The job editor opens.

    3.	Select a Standalone or Failover Cluster or Always On Availability Group workflow template.

    4.	Enter a name and meaningful description for your job definition.

    5.	From the list of available sites, select one or more resources to back up. Expand Servers to view associated application databases.

    6.	Select an SLA Policy that meets your backup data criteria.

    7.	Click the job definition’s associated Schedule Time field and select Enable Schedule to set a time to run the SLA Policy. If a schedule is not enabled, run the job on-demand through the Jobs tab.

    To create the job definition by using default options, click Create Job. The job runs as defined by your triggers, or can be run manually from the Jobs tab (see Figure 8).
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    Figure 8   Configuring SQL backup job

    Configuring an SQL Restore Job

    Complete the following steps to configure an SQL restore job:

    1.	Click the Jobs tab. Expand the Database folder and then, select SQL.

    2.		Click New and then, select Restore. The job editor opens.

    3.		Enter a name and a meaningful description for your job definition.

    4.		Select Microsoft SQL (Standalone and Failover Cluster) or Microsoft SQL (Always On Availability Group).

    5.		Select a template. The following options are available:

    ◦	Instant Database Restore for Microsoft SQL Standalone/Failover Cluster and Always On Availability Group jobs

    ◦	Instant Disk Restore

    ◦	Instant Seeding for Microsoft SQL Always On Availability Group jobs

    6.	Click Source. From the drop-down menu, select Application Browse to select a source site and an application server to view available database recovery points. 

    Then, select Resources and change the order in which the resources are recovered by dragging and dropping the resources in the grid (see Figure 9).
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    Figure 9   Adding a source

    7.		Click Copy. Then, click Select Backup Date Range to provide a date range for which recovery points are displayed. Select a range of dates by selecting a date for Start Time and a date for End Time. After a range is established, click OK. 

    Sites that contain copies of the selected data are displayed. Select a site. By default, the latest copy of your data is used. To choose a specific version, select a site and then, click Select Version (see Figure 10).
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    Figure 10   Selecting the Copy option

    8.	Click Destination. Select a target site and an associated Microsoft SQL database. Click the New database name field to enter an optional, alternative name for the database (see Figure 11).
[image: ]

    Figure 11   Selecting Target Server and Database Name

    9.	To create the job definition by using default options, click Create Job. To update a job, click Update Job. The job can be run manually from the Jobs tab.

    Running a backup job

    Complete the following steps to run a backup job:

    1.	Click the Jobs tab. Expand the Database folder and then, select SQL.

    2.		Select the backup job name that was created and select the Start option (see Figure 12).
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    Figure 12   Running a backup job

    After it is completed successfully, the backup operation reflects the status as COMPLETED (see Figure 13).
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    Figure 13   Backup status

    Threat detection in IBM QRadar

    Threats are detected by the IBM QRadar rules engine. The rules engine applies various conditions on the normalized events to determine the threat. 

    After the threat is detected, its severity can be determined. Then, a response can be generated that is based on properties that are extracted from the events. 

    In addition to the response, the IBM QRadar administrator can choose to raise an offense.

    Defining a custom action in IBM QRadar

    Complete the following steps to define a custom action in IBM QRadar:

    1.	Log in to IBM QRadar by using administrator’s privileges. Click the Admin tab and then, click Custom Actions → Define Actions. Then, click Add (see Figure 14).
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    Figure 14   Custom Action Definition windows

    The property and value details that are used in this solution are listed in Table 1.

    Table 1   Properties and values

    
      
        	
          Name

        
        	
          Property

        
      

      
        	
          SCDM_SERVER

        
        	
          -s scdm_server_IP_address

        
      

      
        	
          SCDM_USER

        
        	
          -u scdm_user_name

        
      

      
        	
          SCDM_PASSWORD

        
        	
          -P scdm_user_password

        
      

      
        	
          RESTORE_JOB

        
        	
          -j restore_job_name

        
      

    

     

    2.	Click OK to save the changes and acknowledge the dialog box to deploy the script.

    3.	Return to the Admin tab. Notice the messages about undeployed changes (see Figure 15). Click Deploy Changes to deploy the changes.
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    Figure 15   Deploying changes after custom action is defined

    4.	Click the Log Activity tab and click the Rules drop-down. Select the Rules option. Click Next in the Custom Rule Wizard Welcome window. The sample rule that is displayed is based on a drop database event that was captured by SQL audit log and forwarded to IBM QRadar.

    5.	Select Events as the source to generate the rule and then, click Next (see Figure 16).
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    Figure 16   Rule wizard

    6.	The Rules Test Stack Editor window opens. Use the event matches criteria to filter the rules and click the green (+) icon to add the first rule. The text in bold act as hyperlinks to select suitable properties (see Figure 17).
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    Figure 17   Rule Test Stack Editor window

    7.	Click these log sources to select the property and search for the log source identifier (Tanzu, in our solution). Select the TANZU-SQL_JDBC value from the search results and then, click Add+. Then, click Submit (see Figure 18 and Figure 19).
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    Figure 18   Selecting the log source
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    Figure 19   Event added by log source

    8.	Use the filter text and add the next rule (see Figure 20).
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    Figure 20   Adding event by using payload string

    9.	Click this string and enter the payload string as the property value; in this example, drop database IT_Company. Here, IT_Company is the name of the critical database (see Figure 21, Figure 22, and Figure 23).
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    Figure 21   Selecting payload string
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    Figure 22   Property value drop database IT_Company
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    Figure 23   Event added by payload string

    The rule also is assigned a name for identifying its purpose and a group is chosen for which this rule can become a member. In our example, the rule was made part of the Threats group for rule categorization (see Figure 24).
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    Figure 24   Selecting group for a rule

    10.		Click Next to open the Rule Response window, which is divided into the following sections:

    ◦	Rule Action

    Under the Rule action section, configure the Severity, Credibility, and Relevance properties to determine the suitableness of the event. Use the Annotate even field to provide specific annotations to the event (see Figure 25).
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    Figure 25   Rule Action window

    ◦		Rule Response

    This section is used to configure a rule’s response, such as, the use of a property to base the offense on and the execution of custom action. It also allows configuring a new event with a user-defined name and description to indicate that the rule was triggered (see Figure 26 on page 24).
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    Figure 26   Rule Response window

    ◦		Response Limiter

    This parameter limits the response by the rule. In this example, the rule response was set to single execution for every 30 minutes (see Figure 27).
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    Figure 27   Response Limiter window

    ◦	Enable Rule

    Multiple rules can be configured for testing different conditions to detect the threat. A single rule can be enabled by using this property (see Figure 27).

    The final window of the Rule Wizard shows the summary of the rule that was created (see Figure 28).
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    Figure 28   Rule Summary window

    11.	Validate the selection that was made and click Finish to save the rule and close the wizard.

    Detect alter base events rule summary

    The IBM QRadar rule to detect alter database events also can be defined in IBM QRadar to work with the events that are received from SQL audit logs (see Figure 29).
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    Figure 29   Alter Table Rule Summary window

    Brute force attack on a database

    In this section, we discuss the issue of compromised “sa” user credentials. Attackers can take advantage of the sa user authority to delete critical databases.

    In this solution, a brute force drop database attack was generated from mssql-cli by using remote login.

    The GitHub repository shows a sample Python script that is registered as part of the custom user action. The script makes API calls to IBM Spectrum Copy Data Management to run the predefined Scheduled Job with restore action. For more information, see “Resources” on page 33.

    The brute force login case that is described here represents threat detection from the database environment by using the database audit logs and forwarding them to IBM QRadar as events. IBM QRadar’s rules engine is used to detect threats to the database and run custom user actions as response.

    These events can be categorized (and threat detection rules can be defined) based on the security compliance matrix that is defined by the organization.

    Consider the following points about this use case:

    •In this solution, Tanzu-jump is the source server hosting critical SQL database IT_Company (see Figure 30).
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    Figure 30   Source server that hosts IT_Company SQL database

    •The target server is cdm-sql-target with SQL server software installed on it (see Figure 31).
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    Figure 31   Target server with SQL server software installed

    •Drop database custom script is fired from remote Linux server through mssql-cli to drop critical database IT_Company (see Figure 32).
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    Figure 32   Drop database custom script from mmsql-cli

    •	SQL audit captures the audit logs and forwards them to IBM QRadar in the form of events. Drop database event is captured on IBM QRadar (see Figure 33).
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    Figure 33   Captured IBM QRadar drop database event

    •The event response is generated according to the custom event rule, which is defined in the Defining Custom Action in IBM QRadar section. This response triggers the restore job from SCDM through the custom Python script (see Figure 34).
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    Figure 34   Triggered SCDM restore job

    •After the restore job is completed, the IT_Company critical database is mounted from latest SGC backup on the clean space environment (in our case, the target server), cdm-sql-target, as shown Figure 35.
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    Figure 35   Critical database mounted on clean space environment

    Now, a good copy of the critical database is available in a clean space environment for user data validation and further investigation.

    Ransomware attack simulation

    In this section, we discuss the issue of ransomware attacks. Attackers can take advantage of the sa user authority to encrypt the critical data from database table.

    In this solution, a table from critical database was encrypted from mssql-cli to simulate a ransomware attack.

    The GitHub repository shows a sample Python script that is registered as part of the custom user action. The script makes API calls to IBM Spectrum Copy Data Management to run the predefined Scheduled Job with restore action, as described in “Configuring an SQL Restore Job” on page 16.

    The ransomware attack simulation case that is described here represents threat detection from the database environment by using the database audit logs and forwarding them to IBM QRadar as events. IBM QRadar’s rules engine is used to detect threats to the database and run custom user actions as a response.

    These events can be categorized, and threat detection rules can be defined, based on the security compliance matrix that is defined by the organization.

    Consider the following points about this use case:

    1.		In this solution, Employees is the table available on critical SQL database IT_Company (see Figure 36).
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    Figure 36   Table Employees that is available on the IT_Company critical database

    •Encrypt Column custom script is fired from remote Linux server through mmsql-cli to encrypt table Employees (see Figure 37).
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    Figure 37   Alter Table custom script

    •Table Employees is now encrypted and the critical data that is on the table is in indecipherable format (see Figure 38).
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    Figure 38   Alter table custom script

    •	SQL audit captures the audit logs and forwards them to IBM QRadar in the form of events. The Alter Table event is captured on IBM QRadar (see Figure 39).

    [image: ]

    Figure 39   Captured IBM QRadar alter table event

    •An event response is generated according to the custom event rule, which is defined in the Defining Custom Action in IBM QRadar section. This response triggers the restore job from SCDM through the custom Python script (see Figure 40).
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    Figure 40   Triggered SCDM restore job

    •After the restore job is completed, the critical database IT_Company is mounted from the latest SGC backup on the clean space environment; in our case, the target server cdm-sql-target (see Figure 41).
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    Figure 41   Critical database mounted on clean space environment

    Now, a good copy of the critical database is available in a clean space environment. The table Employees is in an unencrypted format for user data validation and further investigation.

    Summary

    The solution that is described in this IBM blueprint publication shows the integration of IBM FlashSystem, IBM Spectrum Copy Data Management, and IBM QRadar to perform early threat detection on databases. 

    When a threat is detected, a cyber resiliency workflow is triggered. This workflow is used to run a predefined scheduled job in IBM Spectrum Copy Data Management to perform the required actions. Then, these actions start the restore job to mount the latest database backup on clean space environment.

    The solution that is presented here can be used as template to categorize the events that are received from the database host. 

    Based on the events that are received, threat detection rules can be defined that confirm to security standards that are defined by organization’s compliance matrix. 

    The sample Python script shows how to use the API interface of IBM Spectrum Copy Data Management to perform specific tasks.
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