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    Introduction

    Data is the new crown jewel of any organization. The use of Multi-Factor Authentication (MFA) to safeguard the most critical asset of any organization (the data) became a high-priority need. MFA verifies the identity of the consumers by applying multiple methods that provide an extra layer of security in addition to the login credentials. Regulatory compliances exist that require MFA, such as PCI DSS v3.2, NIST SP 800-171, and DFS 23 NYCRR 500. Implementation of MFA reduces the risk and increases the security posture of your deployments.

    Storage is where the data resides. Compute is where the application processes the data. In hyperconverged systems, both storage and compute are converged. Therefore, it is critical to have an enhanced security posture for such infrastructure setups. Deployment of an MFA solution with a hyperconverged system is one key security feature where access to such a system should mandate MFA to its consumers.

    This paper describes the integration of IBM Spectrum Fusion® Hyperconverged Infrastructure (HCI) with IBM Security™ Verify, which ensures MFA for users who access IBM Spectrum Fusion HCI.

    IBM Spectrum Fusion Hyperconverged Infrastructure

    IBM® Spectrum Fusion is a hyperconverged configuration of the Red Hat OpenShift Container Platform (OCP). It is a simple turn-key enterprise-grade solution to deploy 
Red Hat OpenShift and a hybrid cloud data platform. 

    The following are key highlights of IBM Spectrum Fusion HCI:

    •Integrated HCI appliance for containers

    •Highly scalable containerized file system with erasure coding

    •Data resilience for local and remote backup and recovery

    •Simple installation and maintenance of hardware and software

    •Global data-platform for storage resources

    •IBM Cloud® Satellite™ and Red Hat Advanced Cluster Management (ACM) for Kubernetes native integration

    •Ready for artificial intelligence (AI) applications with optional NVIDIA A100 GPUs

    •Starts small with six servers and scales up to 20

    IBM Spectrum Fusion HCI is an ideal hyperconverged system for application modernization.

    For more information, see the IBM Storage Solution Brief: IBM Spectrum Fusion HCI

    IBM Security Verify

    IBM Security Verify (ISV) is a single identity-as-a-service (IDaaS) solution that delivers both workforce modernization and consumer digital transformation. IBM Security Verify protects users and applications both inside and outside the enterprise, while it enables technical agility and operational efficiency as a cloud-native solution. 

    Beyond single-sign on and multi-factor authentication, IBM Security Verify is a modernized, modular IDaaS that provides the following features:

    •Deep AI-powered context for risk-based authentication and adaptive access decisions

    •Guided experiences for developer time-to-value and comprehensive cloud-Identity 

    •Access management (IAM) capabilities 

    From privacy and consent-management to holistic risk-detection and identity-analytics, IBM Security Verify centralizes workforce and consumer IAM for any hybrid cloud deployment. 

    IBM Security Verify provides centralized user management, password-less authentication, risk-based authentication, and out-of-the-box Multi-Factor Verification. 

    Configure MFA for IBM Spectrum Fusion HCI with IBM Security Verify

    This section describes the IBM Spectrum Fusion authentication modules and how they can be configured with IBM Security™ Verify to achieve MFA.

    IBM Spectrum Fusion authentication and identity 

    IBM Spectrum Fusion authentication and identity are a core set of services that enable IBM Spectrum Fusion to provide a seamless experience while working with OpenShift. It establishes a Single Sign On (SSO) for management and storage software with OpenShift, which enables seamless access to the platform that provides multiple options to be used for authentication and authorization. Therefore, the solution supports a wide variety of Identity Providers starting from simple ones (such as file-based), to LDAP, to complex OpenID providers (such as Google and IBM). 

    Since IBM Spectrum Fusion HCI authentication is based completely on OCP authentication modules, IBM Security Verify can be easily integrated to implement MFA using OpenID Connect. This section describes the configuration for IBM Spectrum Fusion HCI with IBM Security Verify as the OpenID Connect identity provider. The process uses the authorization code flow such that both the first- and second-factor authentication for users is governed by IBM Security Verify. You can customize the setup such that the user is authenticated (first-factor) through the local Active Directory or LDAP while the second-factor authentication occurs through IBM Security Verify. 

    The OpenShift Container Platform master includes a built-in OAuth server. Users obtain OAuth access tokens to authenticate themselves to the API. The IBM Spectrum Fusion Management GUI and Storage Software are configured by default with self-SSO. This means that all user-authentication for IBM Spectrum Fusion Management occurs through the configured OCP authentication console. 

    In this setup, the default IBM Spectrum Fusion HCI configuration is used and OAuth is configured as IBM Security Verify, which is an OpenID Connect Identity provider.

     

    
      
        	
          Note: The IBM Spectrum Protect Plus component that is shipped with IBM Spectrum Fusion HCI version 2.1.0 and used for backup and restore does not support OCP SSO and therefore is not covered in this paper.

        
      

    

     

    
      
        	
          Note: IBM Security Verify provides various advanced identity-features that can be deployed by practitioners. This paper covers only the multi-factor authentication scenario as an example of the identity features.

        
      

    

    Setup details

    Figure 1 shows the high-level setup that is used in this paper for demonstration of IBM Spectrum Fusion MFA using IBM Security Verify. 

    [image: ]

    Figure 1   High-level setup: IBM Spectrum Fusion with IBM Security Verify

    IBM Spectrum Fusion Version 2.1.0 with Red Hat OpenShift 4.7.16 is used for demonstration.

    Configuration steps

    This section describes the configuration steps that are required by the system administrator for IBM Security Verify and IBM Spectrum Fusion:

    1.	Create a trial account on ISV using following link.

    https://www.ibm.com/security/digital-assets/iam/verify-demo-trial/

    2.	Log in to ISV as an administrator, as follows:

    a.	Go on the Account URL that you received from ISV after registration. See Figure 2.

    https://<company-name>.verify.ibm.com/ui/admin

    b.	Log in using your registered email.
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    Figure 2   ISV console

    3.	Add IBM Spectrum Fusion OCP as an application on ISV, as follows: 

    a.	Click the Navigation drawer menu icon on the upper-left, click Applications, and select Applications from the expanded list.

    b.	Click Add application, search for OpenShift, select Red Hat OpenShift, and click.

    The following three tabs options are on the Red Hat OpenShift window: 

     •	General 

     •	Sign-on 

     •	Account lifecycle

    [image: ]

    Figure 3   ISV application configuration - General tab

    c.	On the General tab, change the Description and Company Name as required. See Figure 3. 

    d.	Select the Sign-on tab and change following fields:

    i.	If you know your OpenShift cluster console URL, enter it In the application URL, enter your OpenShift cluster console URL. For example:

    https://console-OpenShift-console.apps.*******.***.*****.ibm.com/

    If you do not know your OpenShift cluster console URL on IBM Spectrum Fusion, use the following instructions:

    1.) Log in to IBM Spectrum Fusion Dashboard.

    2.) Click the Navigation drawer menu icon on the upper-left.

    3.) Click OpenShift Console.

    4.) Copy the Console URL, as shown in Figure 4.
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    Figure 4   OpenShift console URL

    ii.	Formulate the Dashboard URL and Redirect URI as follows:

    - 				Dashboard URL: 

      https://console-OpenShift console.apps.*******.***.*****.ibm.com/

    - Redirect URI: 

      https://oauth-OpenShift.apps.*******.***.*****.ibm.com/oauth2callback/openid

    From the Dashboard URL, replace console-openshift-console with oauth-openshift and append oauth2callback/openid at the end.

    In Figure 5, the Redirect URI is

    https://oauth-OpenShift.apps.*******.***.*****.ibm.com/oauth2callback/openid

    [image: ]

    Figure 5   ISV application configuration - Sign-on tab

    iii.	Scroll down the Sign-on tab (which is shown in Figure 5), to set the fields for Access policies, as follows:

    1.) Clear the Use default policy checkbox and click the edit icon. See Figure 6. 
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    Figure 6   ISV application configuration - Access policies change

    2.) Select Always require 2FA in all devices and click OK. See Figure 7.
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    Figure 7   ISV application configuration - Required Access policy selection

    e.	Select the Entitlements tab and select Automatic access for all users and groups and click Save, as shown in Figure 8.
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    Figure 8   ISV application configuration - Entitlements tab

    f.	Select the Sign-on tab. Copy and save the Client ID, Client secret, and Issuer URL, as shown in Figure 9. These fields are used in step 5.b. vi on page 9. 
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    Figure 9   ISV application configuration - Sign-on tab after configuration is complete

    4.	Add users (in ISV) who will log in to IBM Spectrum Fusion and to whom you want MFA to be mandated, as follows:

    a.	Click the Navigation drawer menu icon on the upper-left, click Directory, and select Users&Groups.

    b.	Click Add user  → Select Identity source as Cloud Directory → Enter other details  → Click Save. 

    The added users are sent an email that contains the link that they must click to reset the password.

    The examples in this paper refer to User Name John. 

    5.	Set cluster settings for configuring IBM Spectrum Fusion with IBM Security Verify, as follows:

    a.	Log in to IBM Spectrum Fusion Dashboard. Click the Navigation drawer menu icon on the top-left and click OpenShift Console.

    b.	Log in to your OpenShift web console using the admin userID (kubeadmin), as follows:

    i.	Scroll down and click Administration from the left menu.

    ii.	Click Cluster Settings.

    iii.	Navigate to the Global Configuration tab.

    iv.	Select OAuth, as shown in Figure 10.

    These steps are also documented in the Sign-On tab in ISV.
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    Figure 10   OpenShift Console (Administration  → Cluster Settings  → OAuth Selection)

    v.	In the Identity Providers section, select OpenID Connect from the Add list.

    vi.	Specify the following settings on the Add Identity Provider: OpenID Connect page as shown in Figure 11.

    Name	Provide a meaningful name for this field, which will be used in the redirect URL. 

    	In Figure 11, the name is openid. (We are declaring openid as the redirect URL in ISV, so openid is used as the name.)

    Client ID	Provide the Client ID attribute value that is generated when you save the OpenID Connect application for Red Hat OpenShift in step 3.f on page 7.

    Client Secret	Provide the Client secret attribute value that is generated when you save the OpenID Connect application for Red Hat OpenShift in step 3.f on page 7. 

    Issuer URL	Provide the Issuer URL value from ISV in step 3.f on page 7. 

    vii.	Click Add.
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    Figure 11   OpenShift Console - Add Identity Provider

    6.	Log in to IBM Spectrum Fusion - OpenShift Container Platform with MFA enabled, as follows: 

    a.	Log in to OCP with MFA provided by ISV. 

    b.	Using Incognito mode, log in to the OpenShift Container Platform web console. Select openid as the login method, as shown in Figure 12.
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    Figure 12   OpenShift console login using openid

    c.	Log in to ISV as the user (John) that was created in step 4.b on page 8. See Figure 13. 
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    Figure 13   ISV login to ISV

    d.	Choose a method for the two-factor authentication, as shown in Figure 14.
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    Figure 14   ISV - choose MFA method

    e.	Enter the one-time passcode (OTP), as shown in Figure 15.
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    Figure 15   ISV - Enter the OTP for MFA

    f.	Click Continue on next page and select Continue, as shown in Figure 16.
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    Figure 16   Accepting permission for adding user to OpenShift

    7.	Add a role to the OpenShift user (John) that was added in step 4.b on page 8, as follows: 

    a.	Go back to OpenShift Console where kube:admin is logged in.

    b.	Click User Management  → Users and select the newly-added user (John). See Figure 17.
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    Figure 17   Checking in OpenShift Console to verify that the new user was added

    c.	Click RoleBindings  → Create binding, as shown in Figure 18.

    [image: ]

    Figure 18   Role Bindings 

    d.	Set the following fields:

    i.	For Binding type, select Cluster-wide role binding (ClusterRoleBinding). 

    ii.	In Role Binding  → Name, provide a unique name.

    iii.	In Role  → Role name, select cluster-admin, as shown in Figure 19. (Based on your requirement, you can also select view as the Role name.)
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    Figure 19   Create ClusterRoleBinding for user

    iv.	Click Create.

    8.	Access the IBM Spectrum Fusion Management GUI using the added user, as follows:

    i.	Go to incognito mode, and go to IBM Spectrum Fusion GUI address.

    ii.	Click Get Started  → openid and log in using the newly-added user (John) in ISV, as shown in Figure 20.
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    Figure 20   IBM Spectrum Fusion Dashboard with user logged in

    9.	Access the IBM Spectrum Storage Software GUI using the newly-added user, as follows:

    i.	Click the Navigation drawer menu icon on the top-left.

    ii.	Select Storage Software and click Sign in with Red Hat single sign-on (with MFA) to log in to IBM Spectrum Scale GUI with ISV user (John). See Figure 21.
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    Figure 21   IBM Spectrum Scale GUI console with user logged in

    OCP CLI user login

    Direct login to OpenShift command line interface (CLI) for users who are registered for MFA with ISV does not work. The users need to obtain a login token from OpenShift web console after successful MFA login to the GUI console and then use that token to log in through CLI. This procedure ensures that the login to CLI also mandates MFA and ensures the required security.

    To log in to OCP, follow these steps:

    1.	Log in to OpenShift console as user (John) created on ISV in step 4.b on page 8. 

    2.	Click the username on the upper-right and select Copy Login command. See Figure 22.
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    Figure 22   OpenShift console with user logged in

    3.	If the login prompt opens again, select openid. Click Display Token and copy the command Login with this token. See Figure 23.
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    Figure 23   OpenShift page with user API token

    4.	Paste the copied command on OpenShift CLI. See Figure 24.
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    Figure 24   Login with user John on command line

    You are now logged in to the OpenShift CLI with your ISV user (John).

     

    
      
        	
          Reminder: You cannot log in directly to the OpenShift CLI using ISV user (John). You must perform MFA, obtain the token, and then login. 

        
      

    

    Conclusion

    This Redpaper describes the steps of configuring IBM Spectrum Fusion HCI with IBM Security Verify to enable Multi-Factor Authentication for IBM Spectrum Fusion HCI users and administrators.
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