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    About this document

    This document is intended to facilitate the deployment of the Multicloud Solution for Business Continuity by using IBM® Spectrum Virtualize for Public Cloud on AWS. To complete the tasks it describes, you must understand the IBM FlashSystem®, and IBM Spectrum® Virtualize for Public Cloud on AWS Cloud.

    The information in this document is distributed on an “as is” basis without any warranty that is either expressed or implied. Support assistance for the use of this material is limited to situations where IBM FlashSystem or IBM FlashSystem storage devices are supported and entitled and where the issues are specific to a blueprint implementation.

    Executive summary

    In today’s environment, many organizations are using some form of cloud services, whether private, public, or hybrid cloud. Storage infrastructure is an integral part of these deployments. 

    Virtualized storage (implemented through software in storage systems or software-defined storage) can dramatically increase operational efficiency, reduce administrative costs, improve data security, and provide cloud-based backup and disaster-recovery (DR) capabilities. It also can add these capabilities to storage you own.

    Modern DR solutions can involve leveraging cloud-based resources. However, infrastructure differences between on-premises, private, or public cloud offerings for DR can complicate replicating data to secondary sites. Equivalent storage is needed at each location or significant compute resources might be required to replicate the data at an application or middleware level. Organizations often have a mix of virtualized and non-virtualized applications and associated data that must be replicated to recover from a disaster, which can complicate any implementation. 

    IBM Spectrum Virtualize and IBM Spectrum Virtualize for Public Cloud use advanced copy services for storage-based replication of data over IP networks in real time. With the ability to achieve a near–zero recovery point objective (RPO) and recovery time objective (RTO), IBM Spectrum Virtualize for Public Cloud can be used in a business continuity solution to address a range of recovery objectives of clients. Any of the data copying features of IBM Spectrum Virtualize on-premises and IBM Spectrum Virtualize for Public Cloud, including synchronous and asynchronous replication capabilities, can be used between the two products.

    With IBM Spectrum Virtualize for Public Cloud available on IBM Cloud™ and on AWS Cloud, organizations can have multicloud environments where the data can be replicated between:

    •On-premise or Private cloud to Public Cloud (IBM Cloud or AWS Cloud) 

    •Two Public Cloud (IBM Cloud and AWS Cloud), which makes production and DR sites in public cloud in different public cloud vendors

    IBM FlashSystem is built with IBM Spectrum Virtualize, which provides a unique capability to bridge the gap in real-time replication. Consider the following points:

    •IBM Spectrum Virtualize operates at the storage not server level so it can offer a consistent approach to replication across a range of virtualized, containerized, and bare-metal systems.

    •IBM Spectrum Virtualize can operate within or “above” storage systems so it can offer a consistent approach to replication across a range of different storage systems (more than 440 different systems from IBM and others).

    As a result, IBM Spectrum Virtualize enables the use of entirely different storage at production data center and recovery locations, which opens new opportunities for flexibility and cost savings.

    Scope

    This blueprint guide provides the following information: 

    •A solutions architecture and related solution configuration workflow, with the following essential software and hardware components:

     –	IBM FlashSystem 7200

     –	IBM Spectrum Virtualize for Public Cloud on AWS

    •Detailed technical configuration steps for building an end-to-end business continuity and storage as a service solution in hybrid Cloud environment 

    This technical report does not: 

    •Provide performance analysis from a user perspective 

    •Replace any official manuals and documents that are issued by IBM 

    Prerequisites

    This technical paper assumes that the user has basic knowledge of the following products and technology: 

    •IBM FlashSystem

    •IBM Spectrum Virtualize for Public Cloud on AWS

    •AWS Cloud

    •IP networking 

    Getting started: Multicloud Solution for Business Continuity 

    This section describes the essential end-to-end business continuity and storage as a service solution building material.

    IBM Spectrum Virtualize for Public Cloud on AWS

    IBM Spectrum Virtualize for Public Cloud is a version of IBM Spectrum Virtualize that is implemented in a cloud environment.

    Designed for public cloud IaaS, IBM Spectrum Virtualize for Public Cloud represents a solution for public cloud implementations and includes technologies that complement and enhance public cloud IaaS offering capabilities.

    IBM Spectrum Virtualize for Public Cloud provides for the deployment of IBM Spectrum Virtualize-based software in public clouds, starting with IBM Cloud and is now available in Amazon AWS. This new offering with IBM Spectrum Virtualize for Public Cloud on AWS is a BYOL offering that can be purchased as a perpetual license or a monthly license. 

    IBM Spectrum Virtualize for Public Cloud can be deployed on AWS IaaS via the AWS Marketplace to enable hybrid cloud solutions, which offer the ability to transfer data between on-premises data centers by using any IBM Spectrum Virtualize-based appliance and AWS (see Table 1).

    Table 1   IBM Spectrum Virtualize for Public Cloud at a glance

    
      
        	
          Storage supported

        
        	
          AWS EBS block storage

        
      

      
        	
          Licensing approach

        
        	
          •Simple, flat cost per managed terabyte 

          •Monthly or perpetual licensing

        
      

      
        	
          Platform

        
        	
          IBM Spectrum Virtualize for Public Cloud on AWS installed on supported EC2 instance

        
      

    

    IBM FlashSystem 7200

    IBM FlashSystem 7200 is designed to deliver flexible, affordable scaling and performance:

    •Support of NVMe over Fabrics provides for the highest end-to-end storage performance

    •Utilization of IBM FlashCore®-enhanced storage media provides extraordinary flash density and storage capacity while achieving low latency in microseconds 

    FlashCore Modules (FCM) utilize powerful in line, hardware-accelerated compression technology that provides consistent data compression without performance impact across the full range of workloads. The FCMs are designed to support FIPS 140-2 Level 1 encryption. Built-in flexibility allows you to choose various drive types and supports all three drive types simultaneously within the array: 

    •FCMs in multiple capacities

    •Industry-standard NVMe 

    •New Storage Class Memory (SCM) drives

    Scaling of capacity and performance is dynamic, with always-online high-performance data compression in the FCMs, or with the Data Reduction Pool (DRP) technology using industry standard drives. Effective capacities can range up to four petabytes (PB) in a single 2U enclosure, with the ability to cluster, scale-out, or scale up capacity and performance to 32 PB and eight million input/output operations per second (IOPS). 

    Each controller contains a hardware compression accelerator based on Intel QuickAssist technology with an available second accelerator. Flexible host interface options include:

    •16 Gbps or 32 Gbps Fibre Channel with FC-NVMe support

    •25 Gbps Ethernet with iSCSI, iWARP, RoCE support, and 10 Gbps iSCSI 

    •Up to four IBM FlashSystem® 7200 arrays can be clustered and operated as a single system, with 12G, 24G, and 92G SAS expansion enclosures available. It can support up to 760 SAS drives per array controller, 96 NVMe, and 2,944 SAS drives per 4-way clustered system

    For more information about IBM FlashSystem specifications, see the following link:

    https://www.ibm.com/us-en/marketplace/flashsystem-7200

    For the purposes of this paper and lab environment, the IBM FlashSystem 7200 is deployed at an on-premises environment. The IBM FlashSystem 7200 combines the performance of flash and the Non-Volatile Memory Express (NVMe) protocol with the reliability and innovation of IBM FlashCore technology and the rich feature set of IBM Spectrum® Virtualize in one powerful new storage platform for your data-driven multi-cloud enterprise.

    End-to-end business continuity and data reuse solution architecture

    Figure 1 shows the end-to-end business continuity solution architecture of the IBM Spectrum Virtualize for Public Cloud running in AWS Cloud and IBM FlashSystem 7200.
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    Figure 1   Multicloud business continuity architecture diagram

    In this test environment, a Windows machine is installed at a protected on-premises site with SQL database running. An IBM FlashSystem 7200 system is also connected to the Windows server host. 

    The DR site is in an AWS Cloud and features the IBM Spectrum Virtualize for Public Cloud on AWS that is installed on EC2 servers that are deployed in AWS Cloud. The AWS Cloud site also has its own Windows EC2 instance as a DR server. The Elastic Block Storage (EBS) Volume in AWS cloud is virtualized behind the instance of IBM Spectrum Virtualize for Public Cloud running in AWS.

    The production on-premises site and AWS Cloud DR site are connected to each other by using IPSec site-to-site VPN that is tunneling over the public network. IBM Global Mirror with Change Volume is used to replicate data between on-premises IBM FlashSystem FS7200 and IBM Spectrum Virtualize for Public Cloud on AWS Cloud. 

    This configuration provides the option to choose the flexibility of required RPO. The same solution is extended for data re-use in AWS Cloud. The snapshot copies created with IBM FlashCopy® technology in AWS Cloud can be leveraged for DevOps, analytics and reporting, and backup in AWS Cloud. 

    Configuring protected on-premises site 

    This section describes the benefits, features, and configuration overview of the IBM®  FlashSystem 7200.

    IBM FlashSystem 7200 configuration

    The IBM FlashSystem 7200 system was used in the lab setup, and the drives were configured as Tier 0 with IBM Easy Tier®. 

    Complete the following steps to view the system overview page:

    1.	Log in to the IBM FlashSystem 7200 GUI. Then, log in to the cluster IP address by using a supported web browser and click System (see Figure 2).
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    Figure 2   IBM FlashSystem 7200 Login window

    2.	Click Pools → Internal Storage, as shown in Figure 3.
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    Figure 3   IBM FlashSystem 7200 disk information

    3.	The next step is to create a pool. Click Pools → Create Pool and follow the Create Pool wizard. Assign a managed disk (MDisk) to the pool, as shown in Figure 4.
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    Figure 4   IBM FlashSystem 7200 pool creation

    4.	After the pool is created, create a VDisk and map the VDisk to the Windows host.

    To create a VDisk, click Volumes by Pool → Create Volumes, as shown in Figure 5.
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    Figure 5   IBM FlashSystem 7200 volume creation

    5.	In the pool-creation window (see Figure 5), select the pool and provide volume details, such as the capacity and name for the VDisk. Also, select whether you want a thin provisioned volume or a thick volume, and if de-duplication must be enabled or disabled. 

    6.	Then, click Create and Map, as shown in Figure 6. Follow the wizard and map the volume to the Windows host at the on-premises site.
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    Figure 6   Create and map volume

    Configuring Disaster Recovery site at AWS Cloud 

    This section provides essential instruction for ordering, configuring, and installing IBM Spectrum Virtualize for Public Cloud.

    In the proof-of-concept solution lab test environment that is described in this section, a two-node IBM Spectrum Virtualize for Public Cloud cluster is configured. 

    Installing IBM Spectrum Virtualize for Public Cloud

    This section describes the high-level installation steps for IBM Spectrum Virtualize for Public Cloud.

    The high-level diagram for installation of IBM Spectrum Virtualize for Public Cloud in AWS is shown in Figure 7.
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    Figure 7   IBM Spectrum Virtualize for Public Cloud on AWS

    As shown in Figure 7, the installation can be done in an existing VPC or a new VPC. The installation is done by using the marketplace, as shown in Figure 8.
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    Figure 8   AWS Marketplace for IBM Spectrum Virtualize for Public Cloud 

    Complete the following steps to install IBM Spectrum Virtualize for Public Cloud:

    1.	Select the network and availability zone, as shown in Figure 9. 
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    Figure 9   AWS Marketplace for IBM Spectrum Virtualize for Public Cloud

    2.	Select the EC2 configuration. The details of the three supported types of EC2 configurations are shown in Figure 10.[image: ]

    Figure 10   EC2 instance types

    3.	After the cloudformation script is completed, the output is displayed (see Figure 11). 
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    Figure 11   Cloudformation template output

    4.	Log in to the IBM Spectrum Virtualize for Public Cloud cluster to the Web GUI.

    Logging in to an IBM Spectrum Virtualize for Public Cloud cluster is almost the same as logging in to a node. Replace the service IP with the cluster IP. Log in to the cluster with a GUI by using your browser, as shown in Figure 12. 

    With the GUI, you are guided through the steps that help you to complete your cluster installation.
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    Figure 12   IBM Spectrum Virtualize for Public Cloud on AWS login window

    Configuring back-end storage

    IBM Spectrum Virtualize for Public Cloud uses the back-end storage that is provided by AWS Cloud EBS Volume as external MDisk.

    To order back-end storage, log in to the AWS console. 

    Complete the following steps:

    1.	Click Elastic Block Storage → Volumes → Create Volumes, as shown in Figure 13.
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    Figure 13   AWS Console with EBS volume details

    2.	Select the volume type and size of the volume required, as shown in Figure 14.
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    Figure 14   EBS Create volume on AWS Console

    The volumes that are marked in RED are the two volumes that were created that are virtualized behind the IBM Spectrum Virtualize for Public Cloud on AWS (see Figure 13 on page 10).

    As shown in Figure 15, two Pools are created on IBM Spectrum Virtualize for Public Cloud on AWS. Each Pool as one MDisk that is assigned, which is the EBS external storage that was purchased on AWS Cloud.

    [image: ]

    Figure 15   Pool Creation

    3.	A pool must be created on IBM Spectrum Virtualize for Public Cloud on AWS. Log in to IBM Spectrum Virtualize for Public Cloud by clicking AWS GUI → Pools → Create Pool.

    4.	After the Pool is created, click Action → Discover storage, as shown in Figure 15.

    The EBS volume that is purchased on AWS Cloud and is free and not used is shown under the unassigned MDisk. To cross verify that the correct volume is added to the Pool, check the EBS Volume ID (it is the same volume ID as shown on the AWS Cloud console).

    5.	Add storage in the form of an MDisk to the Pool. Then, create a VDisk and assign the volume for host access by using iSCSI.

    AWS Cloud: Configuring site-to-site VPN IPSec tunnel for hybrid cloud connectivity

    This section describes how to configure hybrid cloud connectivity between the AWS Cloud and the on-premises environment. This section also describes the lab setup and the steps to configure the site-to-site IPSec tunnel for communication between AWS Cloud and the on-premises site. 

     

    
      
        	
          Note: Although this section describes the steps for the use case that is shown, the on-premises network configuration, infrastructure, and security policy can vary on a case-by-case basis. This section is intended to give a high-level example only.

        
      

    

    The high-level architecture diagram for hybrid cloud connectivity between on-premises and AWS cloud is shown in Figure 16.
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    Figure 16   Hybrid cloud network connectivity topology between AWS cloud and on-premises

    As shown in Figure 3 on page 6, Virtual Private Cloud (VPC) in AWS is configured with a VPN gateway and router for the CIDR block 172.16.0.0/24. VPN gateway is required for establishing the tunnel between AWS cloud and on-premises infrastructure. It acts as the default router for communication between AWS and on-premises systems. In AWS, all of the compute hosts and IBM Software defined storage systems are configured with IP addresses in the private IP subnet 172.16.1.0/24.

    At the on-premises site, a network address translation (NAT) router is used (which is the core router) with a public IP address. That public IP address is NAT’ed to a private IP 10.1.210.9. The second router used for lab purposes is a VyOS software gateway at the on-premises site that acts as a default gateway for a private subnet.

    The VPN IPSec site-to-site tunnel creates a secure communication network between AWS Cloud infrastructure and on-premises infrastructure. Network communication between the private subnets is controlled by the access control list that is populated at the creation of the VPN IPSec site-to-site tunnel. 

    AWS configuration for VPN IPSec tunnel

    This section describes the various required steps at the VPC level in AWS cloud for establishing the IPSec tunnel:

    1.	Create customer gateway.

    Log in to the AWS console with the resource provisioning privileges and scroll down to the Virtual Private Network (VPN) section in the pane. Click the customer gateways and enter the required information, as shown in Figure 17.
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    Figure 17   Customer gateway configuration in AWS

    2.	Create Virtual Private Gateways. Click the Virtual private gateways section in the VPC and configure the required details, as shown in Figure 18.
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    Figure 18   Virtual private gateway configuration in AWS

    3.	Attach Virtual private gateway to the VPC, as shown in Figure 19.
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    Figure 19   Attaching Virtual private gateway to VPC in AWS

    4.	Create Site-to-Site VPN connection in AWS console, as show in Figure 20. Select the virtual private gateway and customer gateway parameters as created the previous in steps (see Figure 20).
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    Figure 20   Creating VPN connection in AWS

    Two tunnels are created in the VPC. These tunnels are used for configuration purposes at the other end of the tunnel.

    Configuring the VYOS router at on-premises

    Complete the following steps:

    1.	Enable NAT traversal (NAT-T).

    The address of the external interface for your customer gateway must be a static address. In the LAB configuration, we used the VYOS gateway that is behind a device that is performing network address translation (NAT). To ensure that NAT-T can function, you must adjust your firewall rules to unblock UDP port 4500: 

    set security vpn ipsec nat-traversal enable

    2.	Complete the following steps to configure the IPSec tunnel #1:

    a.	Use the following Internet Key Exchange (IKE) configuration:

    set vpn ipsec ike-group AWS lifetime '28800'

    set vpn ipsec ike-group AWS proposal 1 dh-group '2'

    set vpn ipsec ike-group AWS proposal 1 encryption 'aes128'

    set vpn ipsec ike-group AWS proposal 1 hash 'sha1'

    set vpn ipsec site-to-site peer <Public IP of tunnel1@AWS> authentication mode 'pre-shared-secret'

    set vpn ipsec site-to-site peer <Public IP of tunnel1@AWS> authentication pre-shared-secret 'mD2UOcZmKY23sX30u.Iox_0Fj_GYcsEd'

    set vpn ipsec site-to-site peer <Public IP of tunnel1@AWS> description 'VPC tunnel 1'

    set vpn ipsec site-to-site peer <Public IP of tunnel1@AWS> ike-group 'AWS'

    set vpn ipsec site-to-site peer <Public IP of tunnel1@AWS> local-address <local Public IP>

    set vpn ipsec site-to-site peer <Public IP of tunnel1@AWS> vti bind 'vti0'

    set vpn ipsec site-to-site peer <Public IP of tunnel1@AWS> vti esp-group 'AWS'

    b.	Use the following Encapsulating Security Payload (ESP) configuration:

    set vpn ipsec ipsec-interfaces interface 'eth0'

    set vpn ipsec esp-group AWS compression 'disable'

    set vpn ipsec esp-group AWS lifetime '3600'

    set vpn ipsec esp-group AWS mode 'tunnel'

    set vpn ipsec esp-group AWS pfs 'enable'

    set vpn ipsec esp-group AWS proposal 1 encryption 'aes128'

    set vpn ipsec esp-group AWS proposal 1 hash 'sha1' 

    c.	Configure the IPSec dead peer detection parameters:

    set vpn ipsec ike-group AWS dead-peer-detection action 'restart'

    set vpn ipsec ike-group AWS dead-peer-detection interval '15'

    set vpn ipsec ike-group AWS dead-peer-detection timeout '30'

    d.	Configure IPSec tunnel parameters:

    set interfaces vti vti0 address '169.254.40.102/30'

    set interfaces vti vti0 description 'VPC tunnel 1'

    set interfaces vti vti0 mtu '1436'

    e.	Configure the Border Gateway Protocol (BGP). BGP is used within the tunnel to exchange prefixes between the Virtual Private Gateway and your Customer Gateway. The Virtual Private Gateway announces the prefix that corresponds to your VPC:

    set protocols bgp 65000 neighbor <Inside IP CIDR of tunnel1@AWS> remote-as '64512'

    set protocols bgp 65000 neighbor <Inside IP CIDR of tunnel1@AWS> soft-reconfiguration 'inbound'

    set protocols bgp 65000 neighbor <Inside IP CIDR of tunnel1@AWS> timers holdtime '30'

    set protocols bgp 65000 neighbor <Inside IP CIDR of tunnel1@AWS> timers keepalive '10'

    Your Customer Gateway can announce a default route (0.0.0.0/0), which can be done with the “network” statement.

    set protocols bgp 65000 network 0.0.0.0/0

    To advertise more prefixes to Amazon VPC, replace the 0.0.0.0/0 with the prefix you want to advertise. Ensure that the prefix is present in the routing table of the device with a valid next-hop.

    3.	Repeat steps 1 and 2 to configure IPSec tunnel #2: 

    a.	Use the following IKE parameters:

    set vpn ipsec ike-group AWS lifetime '28800'

    set vpn ipsec ike-group AWS proposal 1 dh-group '2'

    set vpn ipsec ike-group AWS proposal 1 encryption 'aes128'

    set vpn ipsec ike-group AWS proposal 1 hash 'sha1'

    set vpn ipsec site-to-site peer <Public IP of tunnel2@ AWS> authentication mode 'pre-shared-secret'

    set vpn ipsec site-to-site peer <Public IP of tunnel2@ AWS> authentication pre-shared-secret '63VRY4qF.6viqkguHB8wOwQK0FJdsvk1'

    set vpn ipsec site-to-site peer <Public IP of tunnel2@ AWS> description 'VPC tunnel 2'

    set vpn ipsec site-to-site peer <Public IP of tunnel2@ AWS> ike-group 'AWS'

    set vpn ipsec site-to-site peer <Public IP of tunnel2@ AWS> local-address <Local Public IP>

    set vpn ipsec site-to-site peer <Public IP of tunnel2@ AWS> vti bind 'vti1'

    set vpn ipsec site-to-site peer <Public IP of tunnel2@ AWS> vti esp-group 'AWS'

    b.	Use the following Tunnel Interface configuration: 

    set interfaces vti vti1 address '169.254.42.106/30'

    set interfaces vti vti1 description 'VPC tunnel 2'

    set interfaces vti vti1 mtu '1436'

    c.	Use the following BGP configuration:

    set protocols bgp 65000 neighbor <Inside IP CIDR of tunnel2@AWS) remote-as '64512'

    set protocols bgp 65000 neighbor <Inside IP CIDR of tunnel2@AWS) soft-reconfiguration 'inbound'

    set protocols bgp 65000 neighbor <Inside IP CIDR of tunnel2@AWS) timers holdtime '30'

    set protocols bgp 65000 neighbor <Inside IP CIDR of tunnel2@AWS) timers keepalive '10'

    4.	Check the tunnel status. On the VyOS router, VPN IPSec tunnel status can be verified by running the show vpn ipsec sa command (see Figure 21).
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    Figure 21   Checking VPN IPSec status at VYOS router

    5.	You can also check the status from the VPC AWS console by clicking Site-to-site connections → Tunnel Details (see Figure 22). 
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    Figure 22   Checking VPN IPSec status from AWS console

    Setting up Global Mirror relationship for storage

    This section describes the creating the Global Mirror IP replication relationship between on-premises IBM FlashSystem 7200 and IBM Spectrum Virtualize for Public Cloud cluster running in AWS.

    After the VPN tunnel is up and running, the machines in the on-premises private subnet 10.0.240.0/26 can connect and ping any machine running in the AWS Cloud private VPC subnet 172.16.1.0/26.

    Complete the following steps to create Global Mirror IP replication between on-premises IBM FlashSystem 7200 and IBM Spectrum Virtualize for Public Cloud cluster:

    1.	On the IBM Spectrum Virtualize for Public Cloud GUI, click Settings → Network → Ethernet and select the IP port. Then, right-click and select Modify Remote Copy, as shown in Figure 23.
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    Figure 23   Setting ports for remote replication

    2.	Enable IPv4 for the remote group and select the group, as shown in Figure 24.
[image: ]

    Figure 24   Setting remote copy port

    3.	After you enabled the port (see Figure 24), set the remote copy group, as shown in Figure 25.
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    Figure 25   Setting remote copy group

    4.	Repeat steps 1 and 2 for the on-premises IBM FlashSystem 7200 system.

    5.	Select Copy services → Partnership → Create Partnership, as shown in Figure 26.
[image: ]

    Figure 26   Create partnership

    6.	Enter the cluster IP address of the remote system, as shown in Figure 27.
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    Figure 27   Setting IP address for remote replication

    The Global Mirror IP replication is set up relationship between the on-premises IBM FlashSystem 7200 system and the IBM Spectrum Virtualize for Public Cloud cluster running in AWS Cloud, as shown in Figure 28.
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    Figure 28   IP replication

    7.	After the Global Mirror relationship is created, set the consistency group and replicate the volumes for DR between the on-premises site and AWS Cloud, as shown in Figure 29.
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    Figure 29   Create consistency group

    8.	Click Copy Services → Remote Copy → Create Consistency Group. 

    9.	Select the type of copy, as shown in Figure 30.
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    Figure 30   Select replication type

    10.	Add local and remote volume for the copy and begin copying, as shown in Figure 31.
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    Figure 31   Local and remote copy volume

    Failover of Microsoft SQL database 

    In the lab environment, the Microsoft SQL Server Express database was running at on-premises where the underline storage is from IBM FlashSystem 7200.

    The volume that consists of the database is replicated by using Global mirror/Global mirror with changed volumes to IBM Spectrum Virtualize for Public Cloud running in AWS.

    The D drive is the volume that includes TESTdb running, as shown in Figure 32.
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    Figure 32   Primary on-premises server with TESTdb

    The database has 1000 rows in the table at on-premises, as shown in Figure 33.

    [image: ]

    Figure 33   On-premises server with TESTdb

    During failover of this volume from on-premises to IBM Spectrum Virtualize for Public Cloud on AWS, stop the Global Mirror replication and make the secondary volume read/write enabled, as shown in Figure 34. 
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    Figure 34   Replication stopped due to disaster at on-premises site

    The target volume in IBM spectrum Virtualize for Public Cloud on AWS is attached to a DR server/EC2 windows instance with SQL running in AWS Cloud, as shown in Figure 35. The volume mapping to the EC2 instances is through iSCSI.
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    Figure 35   Replication stopped due to disaster at on-premises site

    The Test DB is attached to the SQL instance running in EC2 instance in AWS cloud, as shown in Figure 36.
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    Figure 36   Attach a TESTDB at EC2 instance in AWS Cloud post DR 

    It is also possible to failback the SQL instance to the original on-premises site using by reversing the Global Mirror replication from AWS Cloud to On-premise and failback the data to on-premises location.

    Summary

    With IBM FlashSystem and IBM Spectrum Virtualize for Public Cloud, customers can optimize their heterogeneous storage infrastructure and plan for hybrid-cloud DR between on-premises and AWS Cloud EBS storage.
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