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    Preface

    This IBM® Redpaper publication helps you design and implement a 4-site replication solution for IBM DS8000® environments. IBM Copy Services Manager is used to orchestrate the data replication and failover and failback mechanisms between the different sites.

    The IBM DS8000 Copy Services functions are the foundation of this 4-site replication solution. The four sites consist of two pairs of sites. Within each pair, the two sites are at metro distance, while the pairs connect at long distance over asynchronous links.

    The solution is based on a Multi-Target PPRC topology that consists of a Metro Mirror replication to the secondary site in the local region and a Global Mirror replication to the third site in the remote region. The fourth site is set up as a cascaded Global Copy, which is an asynchronous copy. 
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Introducing 4-site replication

    This chapter is a brief introduction to the business need for High Availability and Disaster Recovery (HA/DR) solutions. It discusses the HA/DR concept and presents the 4-site solution that is documented in this IBM Redpaper publication. 

    The solution that is presented is based on IBM Copy Services Manager (CSM) support for 4-site replication.

    This chapter includes the following topics:

    •1.1, “Overview” on page 2

    •1.2, “4-site concepts” on page 2

    •1.3, “Options” on page 4

     

    1.1  Overview

    With data replication, production data can be transmitted from the primary production site to other data center sites. In situations where the primary production site cannot be used or the safety of the production is jeopardized, production can be moved over to a secondary data center site. Possible reasons for a move include the following examples:

    •Natural disasters, such as earthquakes, fires, and floods.

    •Disordered infrastructure components in and around the data center, such as power outages, failing air-conditioning, or network outages.

    •Planned maintenance activities or construction that are inside or outside of the data center building.

    It might also be wanted to provide data redundancy in the secondary site for High Availability (HA) purposes. After a site switch, the production can remain for some time at secondary site. In that case, it is advisable to provide HA at the secondary site.

    This situation leads to a common setup, which is to establish multiple data centers in a symmetric way to optimize the use of the hardware resources. With this symmetric approach, the production is typically equally distributed across both data center sites.

    With a 4-site data replication, a maximum of redundancy for Disaster Recovery (DR) and HA can be provided.

    1.2  4-site concepts

    A typical approach of a 4-site setup consists of two pairs of data centers. Each data center pair is typically within metro distance. We assume that the metro pairs are combined into a so-called region. 

    Two regions are at long distance from each other and connected through links that support only asynchronous replication. That is, we have two regions, each containing two sites at metro distance, and the two regions are at long distance from each other. All together, the two regions make up the four different sites.

    The overall topology of a 4-site setup is shown in Figure 1-1 on page 3. The primary production is in one of the four sites (in our example at site1). The data replication starts at Site 1 with a Metro Mirror to Site 2 and a Global Mirror to Site 3. Site4 is supplied by a cascaded Global Copy from site3.

     

    
      
        	
          Note: The 4-site replication is implemented by using a Multi-Target PPRC topology that consists of a Metro Mirror replication to the secondary site in the local region and Global Mirror replication to the third site in the remote region. The fourth site is set up using a cascaded Global Copy, which is an asynchronous copy. Remote region consistency is provided after the Global Mirror is forming consistency groups to Site 3.
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    Figure 1-1   Topology of a 4-site environment

    The hosts are in both regions with the following options:

    •HA option within each region

    This minimum configuration consists of one host per region and each host in the local region can access both storage systems in that region.

    •DR at all sites

    This better configuration requires hosts at all four sites.

    These options ate described next. 

    1.2.1  4-site setup with High Availability per region 

    With the HA configuration, the secondary site in a region is used to provide only synchronized storage, but no redundant hosts. The hosts are at one of the two sites within each region, but can access the storage at the secondary site in that region.

    DR within a region is not possible when no host is available that can run the production. In this case DR can be achieved only by failing over the production to the other region.

    1.2.2  4-site setup with Disaster Recovery per region

    With a DR per region, hosts are at both sites within each region so that the secondary site can take over if a disaster occurs at the primary site in that region. 

    In a DR situation, you can choose to keep the production within a region if the disaster does not affect both sites of the region. If the extent of the disaster is such that the secondary site in the region is affected as well, the production can still be switched to the other region.

    HA region is still implied by this setup. It can optionally be used to switch I/O to secondary site within the region if the production site I/O fails.

    1.3  Options

    In this section, we describe a few options that are available for the setup and use of a 4-site replication solution.

    1.3.1  z/OS HyperSwap

    The IBM z/OS HyperSwap-based solution is designed to give cross-site storage access to the hosts, and achieve zero Recovery Point Objective (RPO) and zero Recovery Time Objective (RTO). In a 4-site setup with HA per region, as described in 1.2.1, “4-site setup with High Availability per region” on page 3, the production hosts are in only one site of a region. When a HyperSwap is triggered, the Metro Mirror is failed over to the secondary site and hosts can access the volumes at that site.

    The z/OS HyperSwap option requires a cross-site IBM FICON® connectivity from the host in the primary site to the storage at the secondary site within the region. The recommended type of physical connection is dark fiber. Also, z/OS HyperSwap requires IBM Copy Services Manager to set up the Metro Mirror relationships and load the HyperSwap configuration to the z/OS sysplex.

    1.3.2  Copy Service Manager

    Copy Service Manager (CSM) is used to automate Copy Service functions for DS8000 and other IBM storage platforms. CSM can be used in z/OS and in distributed system environments.

    The Copy Services management is organized in various session types for the following topologies:

    •2-Site replication with:

     –	Metro Mirror

     –	Global Mirror

    •3-Site replication with:

     –	Metro Global Mirror (Cascaded)

     –	Metro Mirror Global Mirror (Multi-Target)

    •4-Site replication with Metro Mirror Global Mirror and Global copy 

    CSM provides an easy-to-use graphical interface for setting up and maintaining the replication. After a session is set up and started, CSM controls synchronizing the mirrors. CSM presents the suitable actions to control replication that is based on the status of the session. All pairs that are managed within a session are controlled in a consistent manner.

    This CSM-driven approach ensures that only valid copy service actions can be operated for all pairs in that session. For more information about the general CSM functionality, see IBM Knowledge Center.

    1.3.3  GDPS

    Geographical Dispersed Cluster (GPDS) is a Contiguous Availability option for an IBM Parallel Sysplex® environment. IBM GDPS® is used in mainframe-based environments only.

    GDPS supports Metro Mirror and Global Mirror in 2-site environments, Metro Global Mirror and Multi-Target PPRC in 3-site environments (optionally, also as combination of Metro Mirror and z/OS Global Mirror), and 4-site environments.

    For more information about GDPS, see IBM GDPS Family: An Introduction to Concepts and Capabilities, SG24-6374.
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Requirements

    This chapter describes the hardware and software requirements to support the 4-site replication solution with IBM Copy Services Manager and includes the following topics:

    •2.1, “Hardware requirements” on page 8

    •2.2, “Software requirements” on page 8

    2.1  Hardware requirements

    The 4-site replication can be implemented for z/OS environments and distributed system environments on the IBM DS8000 storage platform. The following requirements must be met:

    •CSM server

    The CSM server can be deployed on any of the following operating system platforms:

     –	z/OS

     –	IBM AIX®

     –	Linux x86-64

     –	Linux s390

     –	Linux on IBM PowerPC®

     –	Windows 7 or higher

     –	DS8000 HMCs

    The minimum hardware requirements are 1 GB of free disk space and 1280 MB of usable memory. For more information, see IBM Knowledge Center or IBM Support’s Supported Platforms and Browsers for IBM Copy Services Manager 6.2.x web page.

    •Storage hardware and firmware

    For Multi-Target PPRC support, all storage systems in the solution must be at least an IBM DS8870 with firmware bundle release 7.4 or higher. 

    The following Feature Codes (FCs) must be installed:

     –	FC 0745: 242x-961 Indicator for MT-PPRC

     –	FC 7025: 239x-LFA Indicator (not capacity-dependent) for MT-PPRC

     –	Pre-requisites: Feature Codes for Metro Mirror, Global Mirror, and Metro Global Mirror

    2.2  Software requirements

    The 4-site solution includes the following software requirements: 

    •CSM software

    CSM must be at version 6.2.3 or higher.

    •z/OS HyperSwap

    For more information about z/O HyperSwap requirements, see Best Practices for DS8000 and z/OS HyperSwap with Copy Services Manager, SG24-48431.
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Setting up the 4-site environment

    This chapter provides a step-by-step description of the initial setup process that used for a CSM 4-site replication session with Metro Mirror and Global Mirror. Also explained is how to combine it with z/OS HyperSwap.

    This chapter includes the following topics:

    •3.1, “Metro Mirror - Global Mirror with 4-site replication session” on page 10

    •3.2, “Combining IBM z/OS HyperSwap with the 4-site session” on page 18

    3.1  Metro Mirror - Global Mirror with 4-site replication session

    Complete the following steps to create and configure a 4-site replication session with CSM:

    1.	Start the CSM GUI and log on. 

    2.	From the CSM main menu, click Sessions → Create Session... to start the session creation wizard.

    3.	In the Create Session window (as shown in Figure 3-1), select the hardware type DS8000. Then, choose the session type Metro Mirror - Global Mirror w/ Site 4 Replication from the menu that is displayed.

    [image: ]

    Figure 3-1   Create 4-site session

    4.	As shown in Figure 3-2, enter a meaningful name for the session and select the four location names that you want to manage in that 4-site session. 

     

    
      
        	
          Tip: The location name helps to limit the usable storage systems on that session site. You can assign one or more storage systems to the same location label. The displayed menu shows only location labels that were defined in the CSM Storage Systems configuration. You can leave the default location labels if you do not want to filter possible storage systems usage per session site.
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    Figure 3-2   Assigning session name and location labels to the session

    5.	Click OK to create the session. If successful, the message that is shown in Figure 3-3 is displayed. You can start the Add Copy Sets Wizard immediately.
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    Figure 3-3   Create session successfully completed

    6.	In the Add Copy Sets wizard that is shown in Figure 3-4 on page 12, select the Host 1 storage system, and then the Host 1 storage logical subsystem (LSS) and finally, a specific volume or All Volumes from the respective displayed menus. 

    If All Volumes are selected, CSM attempts a 1:1 mapping of all the devices in the selected LSSs for each role in the session. Otherwise, you must select each volume individually per session role.

     

    
      
        	
          Note: It is also now possible to import a CSV file that contains predefined copy sets. This process is a much more convenient method for bulk volume definitions. For more information about Copy Set importing from a CSV file, see the CSM documentation.

        
      

    

    Figure 3-4 shows the Host 1 volume copy set definition <<which is missing, the rest of the sentence or the period?>>
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    Figure 3-4   Host definitions

    For each volume role in the Copy Set, such as Journal1, Host2, Host3, Journal3, and Host4, the wizard guides you through the allowed storage systems, LSSs, and volumes. After you make those selections and upon successful matching (the process to validate volume sizes across storage systems), the message that is shown in Figure 3-5 is displayed.
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    Figure 3-5   Copy Sets selection completed

    The next window (see Figure 3-6 on page 13) displays the matching details. In this window, you can select or clear a subset of matched copy sets (rather than using all matched copy sets). The copy set is presented with the Host 1 volume and the full copy set volumes can be verified by clicking the Show link in the Copy Set column. In our example, eight copy sets were selected to participate in the session.
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    Figure 3-6   Selecting matched copy sets for the session 

    7.	Click Next to get a confirmation message, as shown in Figure 3-7. The information about “unresolved matches” is expected and can be ignored because not all copy sets were selected to be added to this session.
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    Figure 3-7   Copy Sets creation confirmation message

    8.	Click Next again to display the results window for the copy set creation, as shown in Figure 3-8.
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    Figure 3-8   Copy Sets successfully created message

    Upon completion of the Add Copy Sets wizard, the session overview window is displayed again, which contains the newly created session (in our example, ITSO_4-SITE) with a status of Inactive and a state of Defined (see Figure 3-9).
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    Figure 3-9   Session overview window

    9.	Click the name of the session to open the Session Details window, as shown in Figure 3-10. This window shows the topology and replication state of the 4-site session.
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    Figure 3-10   Session Actions window

    10.	The session is now ready to be started. To start replication, click Session Actions and then, Commands → Start... from the displayed menu, as shown in Figure 3-11.
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    Figure 3-11    

    11.	In the command confirmation window (see Figure 3-12), select Start H1->H2 H1->H3. This option is the typical start option that establishes the multi-target replication with a Metro Mirror from H1 to H2 and a Global Mirror from H1 to H3 as shown in the dynamic topology preview.
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    Figure 3-12    

    12.	Click Yes to confirm running the selected command and return to the session details window, as shown in Figure 3-13. The session status and state now show as Warning and Preparing while data is copied to the replication targets.
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    Figure 3-13    

    You also can monitor the progress of the replication in the topology diagram in the role pair table. Upon completion of the copy, the session status and state changes to Normal and Prepared, which means that the primary data is now protected on both target sites. However, it is only a regular 3-site Metro - Global Mirror protection, as shown in Figure 3-14.
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    Figure 3-14    

    13.	To engage H4 volumes at the fourth site, click Session Actions and select Commands → Start... from the displayed menu. In the command confirmation window (see Figure 3-15), select StartGC H3->H4 to start the Global Copy.
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    Figure 3-15   Initiate Global Copy between H3 and H4

    14.	Click Yes to confirm the start of the copy process between H3 and H4. Upon completion, the topology of the 4-site session looks as shown in Figure 3-16.

     

    
      
        	
          Note: The status and state do not change in this step because the Global Copy has no protection degradation effect on the replication of the primary leg.
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    Figure 3-16   4-site replication start completed

    The 4-site replication session start process is now completed, production runs on H1, and the primary data is protected by having copies of it in two regions and four sites.

    You can review the participating volumes and their roles by clicking the View hyperlink name that is next to the Copy Sets count (see Figure 3-16 on page 17).

    A list of all volumes in the copy set and their roles (H1, J1, H2, H3, J3, and H4) is displayed, as shown in Figure 3-17.
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    Figure 3-17   Session Copy Sets Volumes list and role

    Hovering with the mouse pointer over a volume displays more information about its capacity, type, or space efficiency. With many volumes, you can conveniently export the copy set list into a CSV file by clicking Export Copy Sets. 

    The CSV file output looks as shown in Figure 3-18. It does not show the Volsers as in the GUI, but the full DS8000 volume IDs instead.

    [image: ]

    Figure 3-18   Exporting copy sets to a CSV file

    3.2  Combining IBM z/OS HyperSwap with the 4-site session

    In an IBM z/OS environment, the 4-site session solution can be enhanced with local High Availability by adding z/OS HyperSwap capability to the session properties, as with regular 2-site or 3-site sessions.

    To add HyperSwap to the previously created 4-site session, the session properties must be changed.Complete the following steps:

    1.	In the session details view, click modify next to the Description field to open the Properties window. 

    2.	Select the tab H1-H2 Options tab. 

    3.	Select the system or sysplex name and then, Manage H1-H2 with HyperSwap, as shown in Figure 3-19.
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    Figure 3-19   Adding HyperSwap 

    4.	Select the H3-H4 Options tab and repeat these steps for the leg H3-H4 if HyperSwap is also wanted in the other region. 

     

    
      
        	
          Note: The systems or sysplex that appear in the displayed list are those systems or sysplexes where CSM is running or to which the CSM server is connected by way of a z/OS host IP connection. These systems or sysplexes are not necessarily all systems of a sysplex.

        
      

    

    5.	Close the properties window by clicking OK to apply the changes. 

    6.	In the session details window, the status for HyperSwap quickly changes to Yes and a HyperSwap arrow is displayed in the connection between H1 and H2, as shown in Figure 3-20.
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    Figure 3-20   HyperSwap active

    Now, no indication is shown for HyperSwap between Site 3 and 4 because this replication is a Global Copy replication. Only after a regional failover to Site 3 occurs does the replication between H3 and H4 have a chance to be converted into a HyperSwap-capable Metro Mirror relation.
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Managing 4-site replication by using CSM

    This chapter describes the practical use of the 4-site replication solution with Copy Services Manager. It also describes planned and unplanned Disaster Recovery (DR) scenarios, and back-out scenarios if the recovery fails.

    This chapter includes the following topics:

    •4.1, “Overview” on page 22

    •4.2, “Planned site failover scenarios” on page 30

    •4.3, “Practice scenarios” on page 41

    •4.4, “Creating a Golden Copy at fourth site” on page 46

    •4.5, “Unplanned scenarios” on page 48

    •4.6, “Back-out scenarios” on page 60

    4.1  Overview

    In this section, we provide an overview to the Metro Mirror - Global Mirror with a 4-site replication session in CSM. We show how to interpret the overall status of the 4-site session and how to obtain more information. We also explain which operations are applicable and the possible planned and unplanned scenarios.

    4.1.1  Exploring the 4-site session

    The 4-site session consists of a multi-target session with one Metro Mirror and one Global Mirror leg and a cascaded Global Copy from the Global Mirror target to the fourth site. This configuration results in a set of six different volume roles that are distributed across four sites. In this section, we describe how this session type is presented to the user.

    In Figure 4-1, the 4-site session is shown in a normal operational state with replication across all sites.
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    Figure 4-1   4-site session in normal operational mode

    The following information is highlighted in Figure 4-1 on page 22:

    •Red box number 1: General information about the state of the session. In this example, we see that the session Status is Normal and the State of the session is Prepared. “Prepared” means that the source to target data transfer is active and all volumes are recoverable at the Metro Mirror and Global Mirror target sites. The active host in this state is in Region A Site 1 accessing the volume set tagged with H1.

    •Red box number 2: The topology of the session. We can see the sites H1 to H4 with their name Region_A_site_1, Region_A_site2, Region_B_site3, and Region_B_site4. 

    The solid blue-colored volume stacks are showing volumes with a consistent, recoverable state whereby the disabled volume stacks are in an inconsistent state. For example, the H4 volumes are Global Copy target volumes, which are per definition inconsistent if I/O is ongoing. 

    The blue solid arrow indicates synchronous replication (Metro Mirror) while the dashed arrow represents asynchronous replication (Global Copy). Consistent asynchronous replication (Global Mirror), it is indicated with the spinning globe icon in the dashed arrow.

    For more information about the icons and states, see IBM Knowledge Center.

    •Red box number 3: The participating role pairs in the session are listed. When hovering the mouse over a role pair name, you can see in the topology diagram the corresponding volumes stacks of the role pair highlighted. In this specific state, the following role pairs are participating:

     –	H1-H2	: Metro Mirror between H1 and H2.

     –	H1-H3	: Global Copy between H1 and H3.

     –	H1-J3	: Global Mirror between H1 and J3. Global Mirror consists of the Global Copy H1-H3 and the IBM FlashCopy® H3-J3.

     –	H3-H4	: Global Copy between H3 and H4.

     –	H3-J3	: FlashCopy between H3 and J3 (belongs to Global Mirror consistency group formation, which is tracked with H1-J3).

    You can identify the role and the status of each pair by the columns of the table.

    The non-participating role pairs in the table that is shown at the bottom of Figure 4-1 on page 22 are not participating in the current session state. They are engaged when the session is moved into a different state; for example, when production is started at H2.

    4.1.2  General operational steps

    In this section, we briefly describe the general operational steps, which are applicable for recovery scenarios. We also give an overview of the operational steps for the major practice scenarios. Practice scenarios can be used to test the recover scenarios regularly.

    Operations to a session in the CSM GUI can be triggered by clicking Session Actions: in the session details window, as shown in Figure 4-2.
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    Figure 4-2   Selecting Session Actions

    With the Session Actions: → Commands submenu, CSM offers only those actions that are allowed in the current state of the session. We briefly describe next which operations often are used for specific purposes. These scenarios are described in this chapter.

    Recover operations

    Recover operations to a different site always are run in the sequence of operation. The following commands are used most often for such operations:

    •Suspend

    Before a recover operation can be started, replication must be suspended. Suspend means that the current replication is paused. 

    By using a suspend operation, the copy relations are not deleted; instead, they are maintained in a state where the replication stream is paused and outstanding updates are tracked in a change recording bitmap. The change recording bitmap is used for incremental resynchronization when the replication is resumed. Depending on the replication type and how replication is paused, the targets might not be consistent. 

     

    
      
        	
          Note: By using the Suspend command in CSM, CSM always attempts to pause the replication in a consistent manner, which allows it to receive consistent data at secondary site upon a subsequent Recover or Failover command.

        
      

    

    Depending on the replication type, a CSM Suspend command uses the required methods to pause replication in a consistent manner:

     –	For Global Mirror, CSM attempts to pause the Global Mirror master session on the DS8000 storage system with consistency. The Global Mirror master then forms and drains a last consistency group to the Global Mirror targets and then pauses the Global Copy pairs. 

     –	For Metro Mirror, CSM uses the Freeze/Unfreeze mechanism to pause replication consistently across all Metro Mirror pairs that are in the session. 

     –	For Global Copy, the CSM Suspend command converts the Global Copy relations into Metro Mirror relations and uses the Freeze/Unfreeze mechanism after all pairs in the session are fully synchronized.

    •Stop 

    The CSM Stop command pauses the replication inconsistently. Usually this process results in pause commands to the individual PPRC relationships. 

    The target volumes often are inconsistent and not in a recoverable state after running this command. However, if a Suspend command was not completed and the session remains in a transitional state (such as Suspending), the Stop command makes a final attempt to pause the individual relationships and forces the session into a Suspended state that allows more session commands. In this case, the status section in the session details must be verified (see red box 1 in Figure 4-1 on page 22). If this section shows Recoverable: Yes, the session is consistent. You can also verify the Recoverable state of the individual role pairs to see whether their replication was paused consistently.

    •Recover

    The Recover command starts the failover process to the site to which production is intended to move. This process includes Copy Services operations for the DS8000 PPRC failover to make the targets accessible and start change recording bitmaps. 

    The active site indicator in the session also is changed to the target site. For Multi-Target relationships, a Recover command is possible only if replication of both legs was suspended.

     

    
      
        	
          Note: A Recover command does not restart replication from the target site.

        
      

    

    •Failover

    The Failover command performs many of the same operations as the Recover command. However, it does not change the active site indicator of the session. Therefore, the Failover command does not allow a subsequent Confirm Production command to enable replication start from the target site. Although it can be used only to practice a DR at a dedicated site, it allows practice tests while the other leg of a Multi-Target relationship continues replication and provides DR protection for the production volumes at another site.

    •Confirm Production

    Confirming the production site gives the user the opportunity to check the status of the data at the recovered site before allowing replication to be started from the recovery site. When the CSM Confirm Production command is performed, no action on the storage systems is triggered. It is a safety feature for the session management to prevent unintended start of replication into the wrong direction after a recovery. 

    Because the recovery operation might be for practice purposes, a replication restart in original direction is the default start option until the user confirms the production switch and allows that original production site can become a new target site for the replication.

    •Start replication

    With a Start command, the replication is re-started in the selected directions. The 4-site session allows various start options, depending between which sites replication should be started and what replication type should be used. Although both legs of the multi-target relationship can be started by using a single command and individually, the cascaded replication to the fourth site always must be started by using a separate operation.

    Practicing in different sites

    A practice scenario offers the possibility to test the production start at another site. The current version of CSM does not provide dedicated practice volumes in the 4-site session. This limitation implies that when a practice was started (for example, at H2), no Metro Mirror data replication within the region is possible if the practice is ongoing. However, the replication to H3 and H4 in the other region continues without any effect.

    In contrast to a real DR scenario, which is often started by using the Recover command, a practice scenario might use the Failover command instead. 

    The Failover command enables a practice DR in a multi-target replication topology while one of the two legs can maintain its replication. The Failover command ensures that the host volumes receive the last possible consistent set of data and makes them available for host access. 

    Because the active host indicator of the session remains on the original site, the Failover command does not provide the possibility to change the direction of the replication. Therefore, the only possible action after a Failover command is to start the replication in its original direction, when the practice is finished.

    4.1.3  State and Status

    The session State and the session Status have different meanings and describe the current situation of the session. The status describes the health status with Inactive, Normal, Warning, and Failed, the state describes the momentary operational state of the session. States include the following examples:

    •Prepared	

    The source to target data transfer is active and all pairs are in a state such that the targets can be made consistent and recoverable for planned and unplanned replication events.

    •Preparing	

    The copy sets of the session started the replication, data is synchronizing or resynchronizing. Not all pairs in the session are prepared yet. For Metro Mirror or Global Mirror, this state is a transient state until all pairs become Prepared. For Global Copy, this state is a permanent state because active Global Copy relations cannot provide consistent data at the target site.

    •Suspended	

    Data transfer is temporarily paused. The Recoverable status of the session or the role pair details indicate whether a recovery to the target site is possible. A state of Suspended (Partially) is shown if only one leg of a Multi-Target relationship is suspended while the other leg is still replicating.

    •Suspending	

    A suspend operation is being processed to pause data transfer. This state is a transient state that results in a Suspended state. While the session is in the Suspending state, no other actions are allowed, except the Stop command to finally force the session into a Suspended state.

    •Draining	

    When the cascaded Global Copy relation is being suspended, a drain operation is being processed to transfer the outstanding data to the target volumes before the replication is paused. This operation is valid only if the primary leg of the cascaded relation is Suspended or Target Available to allow consistent replication pause of the cascaded leg.

    •Target Available	

    The targets of a relationship were made accessible for host access. This state is the resulting state after a Recover command.

    For more information about states and statuses, see IBM Knowledge Center.

    4.1.4  Normal operations

    During normal operations, CSM is monitoring the ongoing replication. Depending from where the production is started, the replication type differs. The following replication types are established for the different modes of production operation:

    Region A, Site 1	Production is connected to the H1 volumes. Metro Mirror is replicating synchronously to H2 and Global Mirror is started towards Region B, Site 3 (H3/J3). A cascaded Global Copy replicates asynchronously from the H3 to the H4 volumes.

    Region A, Site 2	Production is running on the H2 volumes. Metro Mirror is replicating synchronously to H1. In addition, Global Mirror is started to Region B, Site 3 (H3/J3). Finally, a cascaded Global Copy continues replication to the H4 volumes.

    Region B, Site 3	Production is running on the H3 volumes. Global Mirror is replicating towards Region A, Site 1 (H1/J1) and Metro Mirror replicates synchronously to H4. A cascaded Global Copy is started from H1 to H2 volumes.

    Region B, Site 4	Production is using the H4 volumes. Metro Mirror is replicating data synchronously to the H3 volumes. Global Mirror is started towards Region A, Site 1 (H1/J1). The cascaded Global Copy from H1 to H2 continues to replicate asynchronously.

     

    
      
        	
          Note: The normal operation status is shown when all replications are started. In some situations, the cascaded Global Copy to the fourth site must be restarted manually. Otherwise, the session stays in a warning state, which indicates that the fourth site does not contain a copy of the latest production data.

          The normal operation status is also shown after a recovery operation when the session is in Target Available state as described in the following sections.

        
      

    

    Detailed Status

    In some situations, more detailed status information about a certain session state or status is shown in the session details window (see in Figure 4-3).
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    Figure 4-3   Detailed Status information

    In this example, you see a Detailed Status message that provides more information about the reason for the Warning status of the session.

    CSM is maintaining its own state machine where multiple commands are transmitted to the participating storage devices. Instead of a status message as shown in Figure 4-3 in the Detailed Status section, you might also see a sequence of ongoing tasks. Ongoing tasks can be identified by a rotating icon in front of the message.

    Console window

    For more information about the status, errors, or warnings, the CSM Console window shows a history of all events and command execution. The Console window can be opened by clicking Console in the top menu bar of the CSM window. 

    As shown in Figure 4-4, the reason for the warning that is shown in Figure 4-3 on page 28 is that the StopH3H4 command was previously issued.
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    Figure 4-4   Console window

     

    4.2  Planned site failover scenarios

    In this section, we explain operations that involve site changes without an acute incident or disaster. A planned switch of production to a different site can be indicated when production is potentially endangered because of maintenance work that is in or close to the computer rooms. Another reason for a planned switch can be testing new applications or application upgrades in a production-like environment at a different site or testing the DR scenarios.

    A planned failover is a controlled series of actions and thus typically straightforward because no error conditions exist that must be detected and handled accordingly. The starting position is the completed setup as described in 3.1, “Metro Mirror - Global Mirror with 4-site replication session” on page 10 with Metro/Global Mirror started at site 1 on the H1 volumes.

    Planned site or region change scenarios can be performed for all sites of the 4-site session. The CSM 4-site session is organized in a symmetrical topology, which offers the possible production site changes that are listed in Table 4-1.

    Table 4-1   Site change possibilities in a 4-site session

    
      
        	
          Current production

        
        	
          Next site change

        
        	
          Next region change

        
      

      
        	
          H1

        
        	
          H2

        
        	
          H3

        
      

      
        	
          H2

        
        	
          H1

        
        	
          H3

        
      

      
        	
          H3

        
        	
          H4

        
        	
          H1

        
      

      
        	
          H4

        
        	
          H3

        
        	
          H1

        
      

    

    As you can see in Table 4-1, production can run at any site. The next possible site change within a region can be done to the corresponding Metro Mirror target volumes. In Table 4-1, they are listed in the Next site change column. 

    A region change can be done to the corresponding Global Mirror target volumes, which are H1 or H3 volumes, as listed in the Next region change column in Table 4-1. A change to the cascaded Global Copy target volumes (for example, H4 when production runs on H1 or H2) can be done only with a preceding change to the Global Mirror target volumes. It is not necessary to start production I/O on the Global Mirror target volume, but all operational steps in the CSM session must be performed before you can continue subsequent steps to finally switch production to the cascaded target site.

    Next, we describe how to operate the different scenarios.

     

    
      
        	
          Note: For the scenarios that are described next, we assume that the status of the session is Normal with a Prepared state and production is running on H1 volumes.

        
      

    

    4.2.1  Site failover from H1 to H2

    Failing over to Site 2 is the most obvious and simplest site switch. It is a move within one region. This scenario includes the following overall steps:

    1.	Stop I/O on the host volumes H1.

    2.	Suspend the session.

    3.	Recover the session to H2.

    4.	Start I/O at H2.

    5.	Confirm Production at H2 in the session.

    6.	Start session H2->H1 H2->H3.

    These steps are described next.

    Step 1: Stopping I/O on host site

    With a suspend command issued in the session, CSM always ensures that the replication is paused in a way that the target volumes are left in a recoverable state. Depending on the active replication type, different actions on the storage system are performed to accomplish this task (for more information, see 4.1.2, “General operational steps”). 

    However, when a copy relation is suspended while production is running, the most recent data that is no longer replicated to the target volumes is lost. To ensure that most recent data updates is included on the target volumes, the I/O must be stopped by closing the production at this point.

    Step 2: Suspend session

    The session is suspended by selecting Commands → Suspend... from the Session Action: button. In the subsequent suspend pop-up window, select the Suspend command and confirm the command preview and information message by clicking Yes, as shown in Figure 4-5.
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    Figure 4-5   Suspend 4-site session

    This suspend action pauses replication consistently on both active legs. It also results in the session status, as shown in Figure 4-6.
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    Figure 4-6   Suspended session from normal operation on H1

    As you can see, the state of the session changed to Suspended state with a Severe status. A Suspended state is always considered with a Severe status because the 4-site session cannot longer transmit any data to Site 2 or Site 3. Nevertheless, as you can see in the solid-colored volume stacks, consistent data exists in H1, H2, and H3. The Suspended state of the session is the final state to achieve in this step. 

     

     

     

    
      
        	
          Note: Sessions with many copy sets or with asynchronous replication that is lagging behind can take some time until the suspend operation is finished. During this period, you see that the session shows a transitional state of Suspending, which changes to Suspended after all copy sets are processed.

        
      

    

    As you can see in Figure 4-6, the Global Copy from H3 to H4 is left untouched during this operation.

    Step 3: Recover Session to H2

    After the session was successfully suspended, the session can be recovered to H2. To do so, select Commands → Recover... from the Session Actions: button. In the recover pop-up window that opens, select the RevocerH2 command and confirm the command preview and information message with Yes, as shown in Figure 4-7.
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    Figure 4-7   Recover session to H2 from H1

    The result of this action is shown in Figure 4-8.
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    Figure 4-8   Recovered session at H2

    As you can see, the session is now in status Normal. The state of the session is Target Available, which means that the volumes at H2 are now accessible to the host. 

    Step 4: Start I/O at H2

    I/O now can be started by using the H2 volumes. Rather than starting full production immediately at this point, required checks and tests are done. For example, applications and databases are checked to ensure that they can start correctly and their data integrity is verified.

    Step 5: Confirm production switch in session

    As shown in Figure 4-9, the Commands submenu includes the Start... command. However, the available start commands again restart the replication from H1 volumes. 

    CSM implemented a confirmation checkpoint to enable replication start into the opposite direction. The start commands for replication from the recovered site are not activated before the production switch is confirmed to the session. To do so, select Commands → Confirm Production at Site 2, as shown in Figure 4-9.
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    Figure 4-9   Confirmation of production at Site 2

    With the confirmation of the production at the new site, the data replication to the other sites (which includes in this case Metro Mirror to H1 and Global Mirror to H3) finally can be started. The pop-up window that is shown in Figure 4-10 explains this process and prompts the user for acknowledgment of the warning message by clicking Yes.
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    Figure 4-10   Acknowledge the confirmation

    Step 6: Start Session H2->H1 H2->H3

    After production is confirmed on H2, the 4-site session replication can be started from 
Site 2. To do so, select Commands → Start... and then, select the Start H2->H1 H2->H3 command from the subsequent pop-up window, as shown in Figure 4-11.

    [image: ]

    Figure 4-11   Start the session H2->H1 H2->H3

    Now the session resynchronizes data from Site 2, as shown in Figure 4-12. The status is Normal, the state of the session is Prepared, and Recoverable:Yes, as shown in the details window.
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    Figure 4-12   Running replication from Site 2

     

    
      
        	
          Note: During this scenario, the cascaded Global Copy between H3 and H4 never changed. Therefore, no specific actions are required to continue replication to the fourth site.

        
      

    

    4.2.2  Region failover from H1 to H3

    One of the typical scenarios of a 4-site replication session is a planned failover to the other region. Some customers perform this scenario regularly. One possible reason is to run test operations in the remote region without affecting DR capability in the local region. Other customers are switching production to the other region for a longer period.

    The planned region failover is performed by completing the following steps:

    1.	Stop host I/Os (that is, shutdown hosts).

    2.	Suspend both active legs of the 4-site session (Metro Mirror and Global Mirror).

    3.	Recover the session to H3.

    4.	Start host I/O from the H3 volumes.

    5.	If start checks were successful, confirm production at Site 3 in the session.

    6.	Start Metro Mirror and Global Mirror again in opposite direction (H3->H4 and H3->H1).

    7.	Start cascaded Global Copy to complete 4-site session (H1->H2).

    In the following sections, we review the individual steps because some options and considerations are important.

    Step 1: Stop host I/Os

    To provide most recent data at the other region, I/O is stopped before the replication is suspended.

    Step 2: Suspend the 4-site session

    The CSM GUI offers Suspend command options to suspend H1->H2 and H1->H3 separately or both mirrors together in a single command. Suspending both mirrors in one or in separate operations provides the same final result. In a planned region failover scenario, you can suspend both mirrors in a single step.

     

    
      
        	
          Note: In the example that is described next, you can see that the volumes at H3 features a consistent state (solid blue volume stack) after a Suspend H1->H3 command. This state occurs because the DS8000 systems that are used for this session are supporting the Global Mirror pause with consistency function in their microcode. 

          DS8000 systems that do not support this function cannot provide consistent data on the secondary host volumes of a Global Mirror relation (H3 or H1) right after the Suspend command. In that case, the last Global Mirror consistency group must first be restored on the H3/H1 volumes by using the Failover or Recover command. To provide consistency in this case, a Failover or Recover command must be triggered then.
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    Figure 4-13   4-site session in suspended state with consistent GM targets

    Although the data on H3 in this example is consistent, the copy on H4 is still an inconsistent copy because of the nature of Global Copy. Remember, the design point of this 4-site session is not to provide four consistent copies of data, but to establish quickly a Metro Mirror (or HyperSwap) relation in the remote region for immediate HA/DR capabilities after a region failover, as described next.

    Step 3: Recover H3

    This CSM command ensures that the last Global Mirror consistency group is restored to the H3 volumes to ensure that they are consistent before they are made accessible for hosts.
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    Figure 4-14   Recover Session at H3

    Step 4: Start I/Os from H3 volumes

    The host systems now can start from these volumes or mount them and perform tests for ensuring production can start and proceed on Site 3. If the decision is made to stay on Site 3, the next step can be performed.

    Step 5: Confirm production at Site 3

    This step is required as a checkpoint to confirm in the session that Site 3 is the new production site. This action enables the following command options within the Session Actions: menu:

    •Re-enable original direction: This option reverts a previous confirm production site operation. It is available if replication was not started from the new production site.

    •Start H3->H4 H3->H1: This option establishes the local Metro Mirror and reverses the Global Mirror relation back to Site 1.

    Step 6: Start Metro Mirror - Global Mirror relations from Site 3

    After production is confirmed at Site 3, the same level of protection as before the region switch is established again. Therefore, the Metro Mirror and Global Mirror and the cascaded Global Copy relation must be restarted. The Multi-Target replication can be restarted by using the Start... → command by selecting Start H3->H4 H3->H1 in the Start command options, as shown in Figure 4-15.
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    Figure 4-15   Restart replication from site 3

    Step 7: Start Global Copy H1->H2

    Although the session is recovered to H3 as described in “Step 3: Recover H3” on page 37, the Metro Mirror relation from H1 to H2 was failed over. You can identify this state by the opposite pointing arrows between both sites. 

    The CSM session details window also shows a warning that replication to the fourth site is not active. To bring the session back into normal operational mode, the now cascaded replication from H1 to H2 must be started as Global Copy by using the StartGC H1->H2 command, as shown in Figure 4-16.
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    Figure 4-16   Start cascaded replication to H2

    4.2.3  Site failover from H3 to H4

    Site failover from H3 to H4 works in the same way as described in 4.2.1, “Site failover from H1 to H2” on page 30. The only difference is that production runs at H3 and the local target site is H4. The steps to perform this operation are the same but with different sites:

    1.	Stop I/O on the host volumes H3.

    2.	Suspend the session.

    3.	Recover the session to H4.

    4.	Start I/O at H4.

    5.	Confirm Production at H4 in the session.

    6.	Start session H4->H3 H4->H1.

    As a prerequisite for this scenario, the 4-site session must be in Normal status with a Prepared state with production running on H3. Figure 4-17 shows how the session is presented in this mode.
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    Figure 4-17   Normal operation mode at Site 3

    When all steps of this scenario are completed, the session is in a normal operation mode at Site 4 and are presented as shown in Figure 4-18.
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    Figure 4-18   Normal operation mode at Site 4

    4.2.4  Region failover from H2 to H3

    When the session is running at region A site 2 on the H2 volumes, the session established a Metro Mirror relation to H1 and a Global Mirror relation to H3. From this situation, a site failover scenario to the H3 volumes in the other region can be applied.

    Typically, a successful site failover from H1 to H2 was operated before. The session must run in normal operation mode at H2 (as shown in Figure 4-12 on page 35) before this failover scenario can be started.

    This scenario includes the following steps:

    1.	Stop I/O at H2.

    2.	Suspend the session.

    3.	Recover the session to H3.

    4.	Start and verify production I/O at H3.

    5.	Confirm production at H3 in the session.

    6.	Start session with Start H3->H1 H3->H4.

    7.	Start Global Copy H1->H2.

    4.2.5  Region failover from H4 to H1

    A region failover from H4 to H1 corresponds to the process that is described in 4.2.4, “Region failover from H2 to H3”. A successful failover scenario to H4 as described in 4.2.3, “Site failover from H3 to H4” on page 39 must be operated first and production be in normal operational mode at H4.

    The process to failover from H4 to H1 includes the following steps:

    1.	Stop I/O at H4.

    2.	Suspend the session.

    3.	Recover the session to H1.

    4.	Start and verify production I/O at H1.

    5.	Confirm production at H1 in the session.

    6.	Start session with Start H1->H3 H1->H2.

    7.	Start Global Copy H3-> H4.

    4.3  Practice scenarios

    In this section, we describe how practice scenarios can be implemented by using the 4-site session.

    4.3.1  General overview

    With the practice scenarios that are described in this section, production data can be made available at one of the target sites while consistent data replication continues to the other target sites. The general approach to achieve this situation is to pause replication with consistency in a first step. This first step can be accomplished by using a Suspend command to the corresponding replication leg. Later, a Failover command is issued to the site where the DR practice test occurs. 

    In contrast to the site failover scenarios that are described in 4.2, “Planned site failover scenarios” on page 30, the practice scenarios usually do not suspend both replication legs. Therefore, the Recover command is not available to make consistent data accessible on the target site. With the Failover command that is generally used in these practice scenarios, replication can be restarted only in the original direction after the practice tests were completed.

    4.3.2  Practice failover at the Metro Mirror target site

    Practice failover to the Metro Mirror target site continues Global Mirror replication to the remote region. Also, the cascaded Global Copy to the fourth site in the other region can continue. 

    If an upcoming disaster situation during the test, a recovery to the remote region must be performed. Depending on which site is the current production site, different commands are required to practice on the Metro Mirror target site. However, the general operational steps are the same for each situation because the 4-site session provides a symmetrical topology.

    The following steps are required to practice DR on H2 if production is running on H1. Production continues to be active on H1 with Global Mirror running to H3:

    1.	Issue Suspend H1-H2.

    2.	Issue Failover H2.

    3.	Start host I/O for DR practice test on site 2 by using the H2 volumes.

    4.	When practice tests are finished, shutdown host I/O on H2 volumes.

    5.	Issue Start H1->H2 to restart Metro Mirror replication.

    The following steps are required to practice DR on H1 if production is running on H2. Production continues to be active on H2 with Global Mirror running to H3:

    1.	Issue Suspend H2-H1.

    2.	Issue Failover H1.

    3.	Start host I/O for DR practice test on site 1 by using the H1 volumes.

    4.	When practice tests are finished, shutdown host I/O on H1 volumes.

    5.	Issue Start H2->H1 to restart Metro Mirror replication.

    The following steps are required to practice DR on H4 if production is running on H3. Production continues to be active on H3 with Global Mirror running to H1:

    1.	Issue Suspend H3-H4B.

    2.	Issue Failover H4B.

    3.	Start host I/O for DR practice test on site 4 by using the H4 volumes.

    4.	When practice tests are finished, shutdown host I/O on H4 volumes.

    5.	Issue Start H3->H4 to restart Metro Mirror replication.

    The following steps are required to practice DR on H3 if production is running on H4. Production continues to be active on H4 with Global Mirror running to H1:

    1.	Issue Suspend H4-H3.

    2.	Issue Failover H3.

    3.	Start host I/O for DR practice test on site 3 using the H3 volumes.

    4.	When practice tests are finished, shutdown host I/O on H3 volumes.

    5.	Issue Start H4->H3 to restart Metro Mirror replication.

    4.3.3  Practice failover at Global Mirror target site

    This scenario provides the possibility to perform a DR practice test in the other region at the Global Mirror target site. The Metro Mirror replication in the same region continues without any impact and provides local protection if disaster occurs while the practice tests are ongoing. In that case, a recovery to the Metro Mirror target site must be performed.

     

    
      
        	
          Note: In the Global Mirror target site practice scenario, a start of the Metro Mirror replication to fourth site is not provided. Rather, the replication to fourth site is suspended to keep a consistent copy of production data at remote region while practice tests are being performed on Global Mirror target site. For more information about performing DR practice tests at a fourth site, see 4.3.4, “Practice failover at fourth site”.

        
      

    

    This DR practice scenario represents a situation that occurs when both sites within a region are affected by a regional disaster. Depending on which site is the current production site, different commands are required to practice on the Global Mirror target site. However, the general operational steps are the same for each situation because the 4-site session provides a symmetrical topology.

    The following steps are required to practice DR on H3 if production is running on H1. Production continues to be active on H1 with Metro Mirror running to H2:

    1.	Issue Suspend H1-H3.

    2.	Issue Failover H3.

    3.	Issue Suspend H3-H4 to keep a consistent production data copy on H4 volumes.

    4.	Start host I/O for DR practice test on site 3 by using the H3 volumes.

    5.	When practice tests are finished, shutdown host I/O on H3 volumes.

    6.	Issue StartGM H1->H3 to restart Global Mirror replication.

    7.	Issue StartGC H3->H4 to restart Global Copy replication to fourth site.

    The following steps are required to practice DR on H3 if production is running on H2. Production continues to be active on H2 with Metro Mirror running to H1:

    1.	Issue Suspend H2-H3.

    2.	Issue Failover H3.

    3.	Issue Suspend H3-H4 to keep a consistent production data copy on H4 volumes.

    4.	Start host I/O for DR practice test on site 3 by using the H3 volumes.

    5.	When practice tests are finished, shutdown host I/O on H3 volumes.

    6.	Issue StartGM H2->H3 to restart Global Mirror replication.

    7.	Issue StartGC H3->H4 to restart Global Copy replication to fourth site

    The following steps are required to practice DR on H1 if production is running on H3. Production continues to be active on H3 with Metro Mirror running to H4:

    1.	Issue Suspend H3-H1.

    2.	Issue Failover H1.

    3.	Issue Suspend H1-H2 to keep a consistent production data copy on H2 volumes.

    4.	Start host I/O for DR practice test on site 1 by using the H1 volumes.

    5.	When practice tests are finished, shutdown host I/O on H1 volumes.

    6.	Issue StartGM H3->H1 to restart Global Mirror replication.

    7.	Issue StartGC H1->H2 to restart Global Copy replication to fourth site.

    The following steps are required to practice DR on H1 if production is running on H4. Production continues to be active on H4 with Metro Mirror running to H3:

    1.	Issue Suspend H4-H1.

    2.	Issue Failover H1.

    3.	Issue Suspend H1-H2 to keep a consistent production data copy on H2 volumes.

    4.	Start host I/O for DR practice test on site 1 by using the H1 volumes.

    5.	When practice tests are finished, shutdown host I/O on H1 volumes.

    6.	Issue StartGM H4->H1 to restart Global Mirror replication.

    7.	Issue StartGC H1->H2 to restart Global Copy replication to fourth site.

    4.3.4  Practice failover at fourth site

    With this practice scenario, you can perform DR practice tests on the fourth site without affecting Metro Mirror. Also, Global Mirror can be restarted after a consistent data copy is created on the fourth site. Compared to the previous scenario, this current scenario includes the benefit that remote data protection with Global Mirror can be restarted while DR tests are performed.

    Depending on which site is the current production site, different commands are required to practice at the fourth site. As with the previous scenarios, the general operational steps are the same for each situation because the 4-site session provides a symmetrical topology.

    The following steps are required to practice DR on H4 if production is running on H1. Production continues to be active on H1 with Metro Mirror running to H2:

    1.	Issue Suspend H1-H3.

    2.	If the H1-H3 role pair does not show Recoverable for all pairs, you must issue Failover H3 to restore last Global Mirror consistency group on H3. You can also verify whether the Global Mirror details show that the master was paused with consistency, as shown in Figure 4-19 on page 44. In that case, the H3 volumes are consistent and the Failover H3 can be skipped.

    3.	Issue Suspend H3-H4.

    4.	Issue StartGM H1->H3 to restart Global Mirror replication.

    5.	Issue Failover H4.

    6.	Start host I/O for DR practice test on site 4 by using the H4 volumes.

    7.	When practice tests are finished, shutdown host I/O on H4 volumes.

    8.	Issue StartGC H3->H4 to restart cascaded Global Copy replication.
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    Figure 4-19   Global Mirror master paused with consistency

    The following steps are required to practice DR on H4 if production is running on H2. Production continues to be active on H2 with Metro Mirror running to H1:

    1.	Issue Suspend H2-H3.

    2.	If the H2-H3 role pair does not show Recoverable for all pairs, you must issue Failover H3 to restore last Global Mirror consistency group on H3. You can also verify whether the Global Mirror details show that the master was paused with consistency. In that case, the H3 volumes are consistent and the Failover H3 can be skipped.

    3.	Issue Suspend H3-H4.

    4.	Issue StartGM H2->H3 to restart Global Mirror replication.

    5.	Issue Failover H4.

    6.	Start host I/O for DR practice test on site 4 by using the H4 volumes.

    7.	When practice tests are finished, shutdown host I/O on H4 volumes.

    8.	Issue StartGC H3->H4 to restart cascaded Global Copy replication.

    The following steps are required to practice DR on H2 if production is running on H3. Production continues to be active on H3 with Metro Mirror running to H4:

    1.	Issue Suspend H3-H1.

    2.	If the H1-H3 role pair does not show Recoverable for all pairs, you must issue Failover H1 to restore last Global Mirror consistency group on H1. You can also verify whether the Global Mirror details show that the master was paused with consistency. In that case, the H1 volumes are consistent and the Failover H1 can be skipped.

    3.	Issue Suspend H1-H2.

    4.	Issue StartGM H3->H1 to restart Global Mirror replication.

    5.	Issue Failover H2.

    6.	Start host I/O for DR practice test on site 2 by using the H2 volumes.

    7.	When practice tests are finished, shutdown host I/O on H2 volumes.

    8.	Issue StartGC H1->H2 to restart cascaded Global Copy replication.

    The following steps are required to practice DR on H2 if production is running on H4. Production continues to be active on H4 with Metro Mirror running to H3:

    1.	Issue Suspend H4-H1.

    2.	If the H1-H4 role pair does not show Recoverable for all pairs, you must issue Failover H1 to restore last Global Mirror consistency group on H1. You can also verify whether the Global Mirror details show that the master was paused with consistency. In that case, the H1 volumes are consistent and the Failover H1 can be skipped.

    3.	Issue Suspend H1-H2.

    4.	Issue StartGM H4->H1 to restart Global Mirror replication.

    5.	Issue Failover H2.

    6.	Start host I/O for DR practice test on site 2 using the H2 volumes.

    7.	When practice tests are finished, shutdown host I/O on H2 volumes.

    8.	Issue StartGC H1->H2 to restart cascaded Global Copy replication.

    These procedures, and the procedures that are described in 4.2, “Planned site failover scenarios” on page 30, can be automated. The CSM scheduled tasks feature provides a mechanism to define command sequences for a single or multiple sessions.

    Such a defined task can then be run on-demand or scheduled to be run automatically at regular intervals or a predefined schedule.

    For more information about scenario automation, see Appendix A., “Automation” on page 67. 

    An example task to practice DR on H4 if production is running on H1 is provided in A.2.1, “Task to create DR practice copy on H4” on page 79.

    4.4  Creating a Golden Copy at fourth site

    In a 4-site session, the fourth site in the replication topology is an obvious place for a Golden Copy. The purpose of such a Golden Copy is to create a consistent set of data at a specific time or regular intervals. 

    For example, a Golden Copy can be used to perform independent application tests where host can run special operations on production data without interrupting normal production. A Golden Copy that is refreshed at regular intervals can be used as a last resort of DR; for example, when recovery to the Metro Mirror and Global Mirror target sites fail. It can also be used as data source to dump a consistent image of the production data to tape without quiescing production. The refresh intervals of a regular Golden Copy determine its Recovery Point Objective (RPO) if it is used to restore production data.

     

    
      
        	
          Note: The creation and refresh of a Golden Copy is an operational procedure for a CSM 4-site session. It can be performed manually, or scheduled to be run automatically by using a Scheduled Task that is defined for the scenario.

        
      

    

    For more information about scenario automation, see Appendix A., “Automation” on page 67. 

    An example task to create a Golden Copy at site 4 is provided in A.2.2, “Task to create regular Golden Copies on H4” on page 83.

    In a normal operational mode of the 4-site session, the volumes at the fourth site contain an asynchronous and inconsistent copy of production data, but it can be made consistent on demand. For regular Golden Copy creation, the cascaded Global Copy to fourth site can be in a Suspended or Target Available state and must be restarted first to catch up with the latest production data updates from the Global Mirror target site. 

    During this scenario, the Metro Mirror replication is not interrupted, which means that it remains in a Prepared state. The Global Mirror replication must be suspended and its target volumes must be made consistent before the latest updates can be drained to the fourth site for a consistent pause of the Global Copy relation.

    Depending on which site is the current production site, different commands are required to create a consistent Golden Copy at the fourth site. The general operational steps are the same for each situation since the 4-site session provides a symmetrical topology.

    The following steps are required to create a Golden Copy on H4 if production is running on H1. Production continues to be active on H1 with Metro Mirror running to H2:

    1.	If Global Copy role pair H3-H4 is Suspended or Target Available, issue StartGC H3-H4 and wait for progress completion close to 100%

    2.	Issue Suspend H1-H3.

    3.	If the H1-H3 role pair does not show Recoverable for all pairs, you must issue Failover H3 to restore last Global Mirror consistency group on H3. You can also verify whether the Global Mirror details show that the master was paused with consistency, as shown in Figure 4-19 on page 44. In that case, the H3 volumes are consistent and the Failover H3 can be skipped.

    4.	Issue Suspend H3-H4.

    5.	Issue StartGM H1->H3 to restart Global Mirror replication.

    6.	In case you need to access the Golden Copy, issue Failover H4.

    The following steps are required to create a Golden Copy on H4 if production is running on H2. Production continues to be active on H2 with Metro Mirror running to H1:

    1.	If Global Copy role pair H3-H4 is Suspended or Target Available, issue StartGC H3-H4 and wait for progress completion close to 100%.

    2.	Issue Suspend H2-H3.

    3.	If the H2-H3 role pair does not show Recoverable for all pairs, you must issue Failover H3 to restore last Global Mirror consistency group on H3. You can also verify whether the Global Mirror details show that the master was paused with consistency, as shown in Figure 4-19 on page 44. In that case, the H3 volumes are consistent and the Failover H3 can be skipped.

    4.	Issue Suspend H3-H4.

    5.	Issue StartGM H2->H3 to restart Global Mirror replication.

    6.	If you must access the Golden Copy, issue Failover H4.

    The following steps are required to create a Golden Copy on H2 if production is running on H3. Production continues to be active on H3 with Metro Mirror running to H4:

    1.	If Global Copy role pair H1-H2 is Suspended or Target Available, issue StartGC H1-H2 and wait for progress completion close to 100%.

    2.	Issue Suspend H3-H1.

    3.	If the H3-H1 role pair does not show Recoverable for all pairs, you must issue Failover H1 to restore last Global Mirror consistency group on H1. You can also verify whether the Global Mirror details show that the master was paused with consistency, as shown in Figure 4-19 on page 44. In that case, the H1 volumes are consistent and the Failover H1 can be skipped.

    4.	Issue Suspend H1-H2.

    5.	Issue StartGM H3->H1 to restart Global Mirror replication.

    6.	If you must access the Golden Copy, issue Failover H2.

    The following steps are required to create a Golden Copy on H2 if production is running on H4. Production continues to be active on H4 with Metro Mirror running to H3:

    1.	If Global Copy role pair H1-H2 is Suspended or Target Available, issue StartGC H1-H2 and wait for progress completion close to 100%.

    2.	Issue Suspend H4-H1B.

    3.	If the H4-H1 role pair does not show Recoverable for all pairs, you must issue Failover H1 to restore last Global Mirror consistency group on H1. You can also verify whether the Global Mirror details show that the master was paused with consistency, as shown in Figure 4-19 on page 44. In that case, the H1 volumes are consistent and the Failover H1 can be skipped.

    4.	Issue Suspend H1-H2.

    5.	Issue StartGM H4->H1 to restart Global Mirror replication.

    6.	If you must access the Golden Copy, issue Failover H2.

     

    4.5  Unplanned scenarios

    Unplanned scenarios are applicable when an incident affects the production and when the data replication is affected, which results in an exposure to disaster recoverability. The most important incidents to consider are effects against the running production. With a well-designed and tested two-, three- or four site solution, several types of production effects can be resolved by a suitable evasive action.

    Determining which evasive action is the right one depends on the type of effect. Table 4-2 lists a few examples of possible generic incidents. It is primarily dependent upon the type of implemented and available redundancy. 

    However, it is also important to understand what type of effect occurred. When you compare examples for Number 3 and 4 in Table 4-2, you can see that the same actions are applicable for different effects. 

    It is also important to understand which type of redundancy was implemented. Example 2 and 3 have the same effect; however, because the implemented redundancy is presumably slightly different, the actions are fundamentally different.

    You might also notice that the following terms are used with recovery of unplanned incidents in this section and in other places in this publication:

    •High Availability (HA)

    HA covers the outage of a single, often local component. By providing redundancy for the production data processing and I/O flow, the outage can be resolved mostly concurrently and automated by host cluster technologies, such as IBM PowerHA®, GDPS, or z/OS HyperSwap.

    •Disaster Recovery (DR)

    DR covers the resolution of an outage of more than one single component or essential infrastructure components. DR actions requires manual interventions by the operational personnel and might require to switch production workload to a different location because of a local or regional disaster.

    Also known is the term Continuous Availability (CA), which combines in some implementations DR and HA and offers automatically triggered actions for specific incident types. One example is the combination of a 4-site replication with GDPS, which can include HA and DR for storage and operating system platforms and network components to switch various infrastructure components that are based on policies and incident types.

    Table 4-2   Examples of considerable generic incidents

    
      
        	
          Number

        
        	
          Impact

        
        	
          Redundancy

        
        	
          Type

        
        	
          Possible action

        
      

      
        	
          1

        
        	
          Component failures of the local host

        
        	
          Locally available

        
        	
          HA

        
        	
          Component redundancy or automated failover action at the host

          No storage actions

        
      

      
        	
          2

        
        	
          Local host down

        
        	
          Redundant host available,

          Local storage accessible

        
        	
          HA

        
        	
          Host failover

          No storage actions

        
      

      
        	
          3

        
        	
          Local host down

        
        	
          Redundant host available,

          remote storage accessible and prepared

        
        	
          DR

        
        	
          Remote host failover

          Storage failover

        
      

      
        	
          4

        
        	
          Local [Network | Power | Air condition |... ] down

        
        	
          Redundant host available,

          remote storage accessible and prepared

        
        	
          DR

        
        	
          Remote host failover

          Storage failover

        
      

      
        	
          5

        
        	
          Remote storage unavailable

        
        	
          No other storage available

        
        	
          Exposed DR

        
        	
          Fix problem to restore DR capability

        
      

      
        	
          6

        
        	
          Remote Storage unavailable

        
        	
          More Storage available

        
        	
          Degraded DR

        
        	
          DR capability maintained with 3-site or 4-site replication

        
      

    

    4.5.1  Outage of the production site

    An outage at the primary site is the most serious incident that affects production because of the probability that the entire production fails. In this case, a failover to another production site is required. A primary production site outage can occur for many reasons, including the following examples:

    •Access loss to primary storage because of hardware failure or loss of all I/O paths to the storage systems

    •Server crash, where no HA functions are available or all HA functions failed

    •Infrastructure components failed, such as power, network, or air conditioning

     

    
      
        	
          Important: Before taking any action, ensure that the incident is thoroughly analyzed and the root cause is understood. It might not be only a single incident, but a chain of incidents that occur over time, which is known as a rolling disaster.

          For example, when CSM recognizes and reports that it lost access to a storage system, it does not necessarily mean that the storage system is down or that the I/O path to the storage is interrupted.

        
      

    

    For more information about the management of HA implementations with CSM and z/OS HyperSwap, see Chapter 7, “Managing z/OS HyperSwap with Copy Services Manager”, of Best Practices for DS8000 and z/OS HyperSwap with Copy Services Manager, SG24-8431.

    The following example shows an outage at the primary site, where we assume that the primary system is no longer available. We also assume that the host lost access to the primary storage and CSM also lost connection the storage systems that are hosting the H1 volumes.

    The CSM 4-site session presents a status as shown in Figure 4-20 on page 50. In the red rectangle at top Figure 4-20 on page 50, the overall status of the session is summarized. In this situation, the following three entries are most important:

    Status: Severe	The session is in a severe state, as expected when access to primary storage is down.

    State: Prepared	The session is prepared for a data recovery on another site.

    Recoverable: Yes	Acknowledgment that the session is recoverable.

    With this information, we can conclude that a recovery to H2 or H3 is feasible.
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    Figure 4-20   Status when primary storage failed

    In addition, we see the error message that is related to the severe session state, as shown in the second red rectangle in Figure 4-20. In this case, we see that the CSM connection to the primary storage system is lost.

    Finally, in the lower red rectangle that is shown in Figure 4-20, we see which role pairs of the session are affected. In this case, all role pairs with H1 as a source are affected. The Error Count column indicates how many copy sets are affected. Comparing this number with the total number of copy sets in the session, we can state that all copy sets are affected. You can find the total number of copy sets in the session status, which is marked by the rectangle at the top of Figure 4-20.

     

    
      
        	
          Attention: CSM recognizes only that it cannot connect to the primary storage systems. Only when the host looses I/O access to the storage as well we can say that the primary storage system or all its connection paths failed. 

        
      

    

    Recovering the session

    When a failed session status was detected as described in previous example, the primary aim in this situation is to recover production to another site. In our example, the following options are available with a CSM 4-site session:

    Recover at H2	H2 is a Metro Mirror target site, which should provide the most resent update of the production data.

    Recover at H3	H3 is the Global Mirror target site, which can provide the last consistency group with a certain RPO. The RPO can be obtained by clicking the Global Mirror Info tab in the session overview.

    Recover at H4	While a recovery at H4 site is possible, H4 cannot provide a better RPO than H3 and more actions are required. A recovery at H4 requires a recovery of H3 volumes to the latest Global Mirror consistency group before H4 volumes can become consistent for recovery. Starting production at H4 also implies that sufficient host resources are installed at this site. While H4 provides a perfect site to practice DR while Global Mirror can stay active, it is good practice to recover at H2 or H3, where consistent data can be provided directly after the Recover operation and less operational steps are required in an unplanned scenario.

    Because we now analyzed the status of the session, we are ready to start with the recovery procedure. In our example, we describe the scenario for an unplanned recovery at H2. 

    The following steps are required to perform this recovery in a 4-site session:

    1.	Pause the session replication.

    2.	Recover at H2.

    3.	Confirm H2 as new production site in the session.

    4.	Start Global Mirror replication from H2 to H3.

    Starting production I/O on H2 volumes can be done before or after starting Global Mirror replication to H3. If you want to keep a consistent set of data on H3 as backup for a failed production start on H2, restart Global Mirror after verification of a successful production start from H2 volumes. However, if you want to protect your production restart with a recoverable copy, restart Global Mirror before you perform production start on H2 volumes.

    Step 1: Pause the session replication

    Even when all I/O to the storage system stops, a Suspend command attempts to pause remaining pairs of the session in a consistent manner. To suspend the session, select Session Action: → Commands... → Suspend .... In the Suspend window, select Suspend (see Figure 4-5 on page 31) and confirm by clicking Yes.

    The progress of the Suspend command can be see in the console window. When the primary storage system is disconnected or is gone completely, CSM cannot process the Suspend command; therefore, the consistent pause fails and the session remains in the transient Suspending state, which allows only a few subsequent actions.

    In such situations, the command often finished with errors to H1, and a subsequent recover action is not offered by CSM. In this case, a subsequent Stop command (see Figure 4-21 on page 52 and Figure 4-22 on page 52) is required to bring the 4-site session in the Suspended state to continue recovering the session.
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    Figure 4-21   Stopping the session

    After selecting Session Actions: → Commands → Stop..., you can select the Stop command in the subsequent window to pause both replication legs of the session, as shown in Figure 4-22.
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    Figure 4-22   Stop command to stop both replication legs from H1

     

    
      
        	
          Note: Even if the Stop command cannot issue the necessary commands to the failed primary storage system, it forces the session state to Suspended to allow subsequent recovery actions. These actions do not rely on communication capability to the failed primary storage system.

        
      

    

    Step 2: Recover at H2

    After the session is in Suspended state, a recovery at H2 can be performed. For more information about how to perform that recovery scenario, see “Step 3: Recover Session to H2” on page 33.

    After a recover operation, the state of the session changes from Suspended to Target Available, as shown in Figure 4-23 on page 53. This state denotes that the H2 volumes are now ready for host access from site 2. 

     

    
      
        	
          Note: Even if the recovery was processed successfully, the session status is still Severe if the connection to the H1 storage system was not restored.
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    Figure 4-23   Recovered Session to H2

    Step 3: Confirm production at H2

    Now the production I/O can be started on H2 volumes. After verification that everything is up and running, the production switch to H2 must be confirmed to the session to enable subsequent start commands from H2.

    Step 4: Start Global Mirror H2->H3

    Although H1 was not yet recovered from the failure, the session is now ready to start Global Mirror from H2 to H3 to restore remote DR capability, as shown in Figure 4-24. This action is usually an incremental resynchronization between the former multi-target sites. Global Mirror consistency group formation starts after the resynchronization is completed.
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    Figure 4-24   Start Global Mirror from H2 to H3

    The session is running production now at H2 if H1 is still in a failed state. Remote DR capability was restored; however, because H1 storage systems are still disconnected and the Metro Mirror replication cannot be restarted, the session remains in a Suspended (Partial) state, which is reported with a Severe status, as shown in Figure 4-25. The production is now running in a DR mode.
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    Figure 4-25   Recovered Session at H2 after failure at H1

    Restore normal operational mode for the production

    You can bring the production back into a normal operational mode by restarting Metro Mirror replication from H2 to H1. To start this process, the storage systems hosting the H1 volumes must be accessible for CSM and the PPRC paths must be reestablished. The connection state from CSM to the H1 storage systems can be obtained in the main menu by selecting Storage → Storage Devices, as shown in Figure 4-26.
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    Figure 4-26   Select Storage system from main menu

    The table in the Storage Systems tab (see Figure 4-27 on page 55) lists the overall connection status for each storage system from the local CSM server and from the other CSM server if a secondary CSM server is connected and in an active HA relationship with the local CSM server. The local status represents the connection state from the current CSM server (which you are logged in to) to the listed storage systems.

    If the connection is degraded or disconnected, you can click the storage system name to see a more detailed connection status for the selected storage system. Alternatively, you can click the Connections tab to see a more detailed table that lists all connection types per storage system with their corresponding status.
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    Figure 4-27   Showing local connection status of storage systems

    Next, the PPRC path status between H2 and H1 must be verified. Select Path → DS8000 Paths from the CSM main menu, as shown in Figure 4-28.
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    Figure 4-28   View DS8000 PPRC Path

    The ESS/DS Paths table that is shown in Figure 4-29 represents the established logical PPRC paths for each storage system. The Errors column shows if any of the established paths is in an error condition, which is an indicator that the underlying physical link that is used for the logical PPRC paths is not in a healthy state. The paths that are listed here are the established paths from or to the selected storage system.
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    Figure 4-29   View path status of the storage system at H1

     

    
      
        	
          Important: In case of PPRC Freeze actions that might be processed by CSM or other automation software (for example, z/OS HyperSwap) to pause Metro Mirror relationships consistently, all PPRC paths between a frozen LSS pair are removed. Therefore, the paths count might be less than expected after a recovery operation. You do not have to reestablish the removed PPRC paths manually in that case. The paths are reestablished automatically by CSM when you restart the replication between the systems. It is recommended to make a DS8000 Port Pairing CSV definition that CSM uses all defined port pairs to establish the required logical PPRC path between managed LSS pairs.

        
      

    

    To verify path details of a specific storage system, click the storage system name hyperlink to display its Paths table, as shown in Figure 4-30. All paths are listed with their status information and physical connection ports. All paths should show a Normal state. If they do not show this state, more investigation is needed. Most likely, the physical connection between the ports of the failed paths still features connectivity issues that must be analyzed.
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    Figure 4-30   Status of all paths of selected storage system

     

    
      
        	
          Note: If the storage environment on the failed site compromises more than one storage system, the procedure that was described in this section must be repeated for each storage system.

        
      

    

    When all connections are restored, the procedure to restart Metro Mirror for a normal operational mode at site 2 in the local region can be started.

    Start session H2->H1 H2->H3

    This step is same as described in “Step 6: Start Session H2->H1 H2->H3” on page 35. Depending on the duration of the outage at site 1 and how long production was running at site 2, a reasonable number of out-of-sync tracks might exist for the Metro Mirror relation from H2 to H1. These out-of-sync tracks must be transmitted to H1 before the Metro Mirror pairs go into a Prepared state. While this process is ongoing, the session remains in the Preparing state.

    When the session reaches the normal operational mode at site 2, the production has the same level of protection as is in normal operational mode at site 1. Keeping the production in this mode can be considered and the decision to switch production back to site 1 can be postponed to a later time.

    Switch production back to H1

    After the decision is made to switch production back to site 1, the procedure continues with a planned site failover from H2 to H1 with following steps:

    1.	Pause replication of session.

    2.	Recover at H1.

     

    
      
        	
          Attention: At this point, the H1 storage volumes are accessible the first time after the outage. We recommend to thoroughly perform all necessary health checks to verify that the production can be started at the H1 volumes.

        
      

    

    3.	Confirm production at H1 to the session.

    4.	Select Start session H1->H2 H1->H3.

    This scenario is similar to the scenario that is described in 4.2.1, “Site failover from H1 to H2” on page 30. Because the 4-site session includes a symmetrical topology, you can use the same steps, but exchange the H1 and H2 roles in the commands.

    4.5.2  Outage of a target site

    In general, the outage of a target site does not require any immediate actions if the primary production is not affected.

    When one of the target sites of the 4-site replication fails, the session still provides a healthy replication to another region or site and degraded DR capability is still being maintained. The strategy to resolve an outage of a target site does not involve a site recovery, but is to discover the reason for the outage and to fix the problem to restore full DR capabilities. 

    After the problem is resolved, the session can be restored to a normal operational mode by issuing a Start H1->H2 H1->H3 command, or if only site 4 failed, by issuing a StartGC H3->H4 command.

    An outage of a target site can occur for several reasons, including the following examples:

    •The CSM server lost connection to a storage system at a target site.

    •Connectivity or replication problems exist between storage system pairs.

    •A target storage system or even the complete target site is down.

    Other reasons might need to be considered, but most likely problems with a target site are based on connection issues. Figure 4-31 shows an example of a severe session situation when a problem exists at the Metro Mirror target site H2.
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    Figure 4-31   Failure on the Metro Mirror replication to H2

    Although the session state remained Prepared in this case, the session status changed from Normal to Severe, which indicates that a problem exists. In the session topology diagram that is shown in Figure 4-32, you can see that the replication arrow has a red error sign. You can also see in the role pair table the error counts for the role pair H1-H2 as marked by the red rectangle. When clicking the link for this role pair, the role pair details window opens, as shown in Figure 4-32.
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    Figure 4-32   Disclose error message in Role Pair window

    The role pair details windows allows you to view the detailed error message for each pair by hovering the mouse pointer to the link named Show, as you can see in the lower right corner of Figure 4-32 on page 58. The pop-up window displays many details about the pair and a link to the detailed description of the error message. In some cases, the error message contains a hardware reason code. The hardware reason code is usually presenting another hyperlink to get more details what type of problem this code is representing on the underlying hardware.

    When the Global Mirror target site is affected, the session shows a Severe status and the asynchronous replication arrow shows an error sign, as shown in Figure 4-33. 
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    Figure 4-33   Failure on the Global Mirror replication to H3

    Depending on the error scenario, the session state might still show Prepared or changed to Suspended (Partial). The Metro Mirror replication can continue in that case and the session is still in a state to recover at H2.

    From a DR perspective, this situation is potentially more critical than an outage of the Metro Mirror target site because production is replicated only within one region. Therefore, the data is still protected within the region from primary site outages, but not from regional outages that affect site 1 and 2.

    When the Global Copy to fourth site is affected, the session represents a Severe status, but often remains in a Prepared state because the Metro Mirror and the Global Mirror replication remain prepared for a recovery at H2 or H3. 

    From a DR perspective, this outage is the least critical target site outage because local and remote recoverability is not affected. After the problem at fourth site is resolved, the normal operational mode can be restored by using the StartGC H3->H4 command.

    4.6  Back-out scenarios

    Back-out scenarios are operations that are suitable when something went wrong during a recovery scenario. It means to bring back production in the original site or in another site of the 4-site session. 

    In some cases, a back-out must be prepared; for example, by providing backup data as tape back up or by a so-called Golden Copy on another site of the session. In the case of an error or a failure during the recovery operation, the backup or Golden Copy can be used to restore data into the failed recovery site to retry a recovery operation. A Golden Copy can be considered as a consistent set of data that is available on another site from the time the disaster occurred or from a previous consistent set of data set that was created and conserved from external changes. 

    After a site or replication failure, the CSM 4-site session indicates with the role pair recoverability if the targets are consistent or can be made consistent with the Recover command. Such a consistent set of data at any target site can be used to attempt recovery on that site, or to consider this consistent set of data as Golden Copy and replicate it to the wanted recovery site for another production recovery attempt.

     

    
      
        	
          Note: Storage system data replication does not replace data backups on tape or other media. Logical data errors on the source volumes, such as accidental data deletion or logical data corruption, cannot be recovered with data replication because the last consistency point of replicated data usually does not go back far enough before the incident occurred.

        
      

    

    In a 4-site replication, data is distributed across four different places. In general, this data in the different places can be used for production recovery. However, to make this data usable for a back-out, the data must be made consistent first. The session status and the corresponding role pairs must indicate that the targets are recoverable.

    In general, the recovery can fail in the following areas:

    •A failure during the storage recovery scenario, which is run through CSM.

    •A failure in post recovery procedures; for example, when applications are started. 
In this phase, the storage recovery of the session was completed successfully. Control is now at the host or server operations. The next CSM operation is to confirm the production at the new site when the host operation is acknowledged.

    In a CSM 4-site session, back-out approaches can be many-fold and extend the scope of this publication. For simplicity, we describe the following common back-out approaches for a few recovery failure scenarios:

    •The easiest back-out approach often is to recover the session and the production to a different site than originally intended. For example, when recovery on the Metro Mirror target site fails, perform a recovery on the Global Mirror target site.

    •Restart production from the original site. This approach is possible only for a planned site recovery failure when the original site and data is still available. 

    •A more complex back-out approach is to restore a Golden Copy from another site to the failed recovery site and retry the production recovery. For example, when recovery to the Global Mirror target site failed, restore a Golden Copy from the fourth site to reattempt production recovery.

     

    
      
        	
          Note: Before any recovery is attempted on the Global Mirror target site, a Golden Copy at fourth site requires that Global Copy is consistently paused after the Global Mirror target volumes are consistent. This operation can occur at regular intervals, or just after a Recover command is issued to the Global Mirror target site before host I/O is restarted for production recovery. If Global Copy is still in Preparing state after a Recover to Global Mirror target site, it is good practice to issue a Suspend command to the Global Copy role pair right after the Recover command is completed.

        
      

    

    4.6.1  Back-out to H1 from planned H2 recovery

    In this scenario, we assume that something went wrong during a planned recovery at the Metro Mirror target site in the same region (in this example, the H2 volumes at site 2). The original recover scenario is described in 4.2.1, “Site failover from H1 to H2” on page 30. We assume that an unresolvable problem occurred while production was started at H2. In this case, production can be switched back to H1.

    We assume that the session state is Target Available with H2 as the active host site. The process includes the following overall steps:

    1.	Stop host I/O on H2 volumes.

    2.	If the CSM session is Confirmed Production on H2, issue Re-enable original direction in the 4-site session, as shown in Figure 4-34
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    Figure 4-34   Re-enable session into original direction

    3.	Start host I/O on H1 volumes to restart production on original site.

     

    
      
        	
          Note: If something goes wrong during production start on H1, another back-out recovery at H3 or H4 is possible if Global Mirror replication was not restarted.

        
      

    

    4.	After successful production start on H1 is confirmed, you can issue the Start H1->H2 H1->H3 command to restart replication and return the session to a normal operational mode.

    4.6.2  Back-out to H3 from unplanned H2 recovery

    In this scenario, we assume that something went wrong during an unplanned recovery at the Metro Mirror target site in the same region (in this example, the H2 volumes at site 1). The original recovery scenario is described in 4.5.1, “Outage of the production site” on page 49. We assume that an unresolvable problem occurred while production was started at H2 and site 1 is still unavailable. In this case, production recovery can be attempted on the H3 volumes at site 3 in the other region.

    We assume that the session state is Target Available with H2 as the active host site. The process includes the following overall steps:

    1.	Stop host I/O on H2 volumes.

    2.	If the CSM session Confirmed Production at H2, issue Re-enable original direction in the 4-site session, as shown in Figure 4-34 on page 61. The Recover H3 command is then reenabled.

    3.	Issue Recover H3 and wait until the session state changes to Target Available with H3 as active host

     

    
      
        	
          Attention: Do not yet start host I/O at H3 at this point.

        
      

    

    4.	Complete the following steps to prepare a Golden Copy at fourth site as last recovery resort:

    a.	If the Global Copy to fourth site is still active and in Preparing state, issue Suspend H3-H4 to create a Golden Copy at site 4. Wait until the session completed the Draining state and returns to a Target Available state with a paused H3-H4 replication.

    b.	If the Global Copy to fourth site is Suspended or Target Available, you can refresh a Golden Copy by completing the following steps:

    i.	Confirm Production at H3 in the session to enable the start commands from H3.

    ii.	Issue StartGC H3-H4 and wait until the H3-H4 role pair changes to Preparing state with a Global Copy progress close to 100%, or issue Start H3->H4 and wait until the H3-H4 role pair changes to a Prepared state. The session state changes to Suspended (Partial) after replication was restarted on the H3-H4 role pair.

    iii.	Issue Suspend H3-H4 to create a consistent Golden Copy on H4 volumes. Verify that the H4 volumes indicate consistent recoverable data, as shown in Figure 4-35 on page 63, which is marked with red rectangles that are labeled with 1.

    5.	After a Golden Copy exists on H4 volumes, start host I/O on H3 volumes for production recovery.

    6.	After the successful production start from H3 volumes is confirmed, issue Confirm Production at H3 in the session if it was not done during Golden Copy creation.

    7.	The Golden Copy on H4 volumes is no longer required and local replication can be restarted. Issue Start H3->H4 and wait for the H3-H4 role pair to change to a Prepared state to restore local recoverability. The session state remain Suspended (Partial) if the Global Mirror relation is not restarted yet.

     

    
      
        	
          Note: You might see a detailed status warning in the session details window, as shown in the red rectangle that is labeled as 2 in Figure 4-35. If another recovery at H4 is required in this state, a full copy from H4 back to H1 is required upon replication restart. This copy is necessary because the multi-target replication from H3 to H1 was not started yet, which enables an incremental resynchronization between its targets (H4 and H1 in this case).

        
      

    

    8.	After the problems at site 1 are resolved, restore remote recoverability by using StartGM H3->H1 and wait until the Global Mirror role pair forms consistency groups. The session state changes to Prepared, with a status of Warning because the 4-site replication was not fully restored yet.

    9.	Restore replication to the fourth site by issuing StartGC H1-H2 and wait until the session status changes back to Normal.
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    Figure 4-35   Golden Copy created at H4 after Recover H3

    4.6.3  Back-out to H4 from unplanned H3 recovery

    Now, we assume that an unplanned recovery failed at H3 after a region A outage that affects site 1 and 2. We also assume that the production cannot be started successfully at site 3 in region B, but that a Golden Copy is available on H4 volumes as last recovery resort. For more information about creating or refreshing a Golden Copy during recovery to H3, see 4.6.2, “Back-out to H3 from unplanned H2 recovery”.

    We assume that the session state is Target Available with H3 as the active host site and a Golden Copy exists on the H4 volumes. The H3-H4 role pair is in a Suspended state, as shown in Figure 4-35. Complete the following steps:

    1.	Stop host I/O on H3.

    2.	Issue Recover H4 and wait until the session is in a Target Available state with H4 as the active host site.

    3.	Start host I/O on H4 to recover production from H4 volumes.

    4.	After the successful production start from H4 volumes is confirmed, issue Confirm Production at H4 in the session.

    5.	Issue Start H4->H3 and wait for the H3-H4 role pair to change to a Prepared state to restore local recoverability. The session state remains Suspended (Partial) if the Global Mirror relation is not yet restarted.

    6.	After problems at site 1 are resolved, restore remote recoverability by using StartGM H4->H1 and wait until the Global Mirror role pair forms consistency groups. The session state changes to Prepared, with a status of Warning because the 4-site replication is not fully restored yet.

     

    
      
        	
          Note: If the multi-target replication was never started from H3 to H1 volumes after a H3 recovery (because of site 1 outage), the Global Mirror start from H4 to H1 might require a full data copy. This issue is also indicated as a detailed status warning in the session details window, as shown in the red rectangle that is labeled with a 2 in Figure 4-35 on page 63.

        
      

    

    7.	Restore replication to the fourth site by using StartGC H1-H2 and wait until the session status changes back to Normal.

    4.6.4  Back-out to restored Golden Copy from unplanned H3 recovery

    We assume that an unplanned recovery failed at H3 after a region A outage, which affects site 1 and 2. We also assume that the production cannot be started successfully at site 3 in region B, but that a Golden Copy is available on H4 volumes as last recovery resort. For more information about creating or refreshing a Golden Copy during recovery to H3, see 4.6.2, “Back-out to H3 from unplanned H2 recovery”. 

    Instead of performing a back-out recovery at H4 as described in 4.6.3, “Back-out to H4 from unplanned H3 recovery” on page 63, you can also restore the Golden Copy from H4 to H3 for another back-out recovery at H3. This scenario provides following advantages to the back-out recovery at H4:

    •You do not have to change host I/O path or start configuration for the back-out recovery because the recovery is attempted from the same H3 volumes again.

    •You can prevent a full copy that might become necessary when Global Mirror is restarted from H4 volumes.

    •You maintain a Golden Copy at H4 for another back-out recovery if the recovery attempt fails again on H3 volumes.

    For this scenario, we assume that the session state is Target Available with H3 as the active host site and a Golden Copy exists on the H4 volumes. The H3-H4 role pair is in a Suspended state, as shown in Figure 4-35 on page 63. Complete the following steps:

    1.	Stop host I/O on H3.

    2.	Issue Recover H4 and wait until the session is in a Target Available state with H4 as the active host site.

     

    
      
        	
          Important: Do not start host I/O at H4 at this point.

        
      

    

    3.	Issue Confirm Production at H4 in the session.

    4.	Issue Start H4->H3 and wait for the H3-H4 role pair to change to a Prepared state. The session state changes to Suspended (Partial).

    5.	Issue Suspend H4-H3 and wait until the session state changes to Suspended.

    6.	Issue Recover H3 and wait until the session is in a Target Available state with H3 as the active host site.

    7.	Start host I/O on H3 volumes for another production recovery attempt.

    8.	After the successful production start from H3 volumes is confirmed, issue Confirm Production at H3 to enable start commands from H3 volumes.

    9.	The Golden Copy on H4 volumes is no longer required and local replication can be restarted. Issue Start H3->H4 and wait for the H3-H4 role pair to change to a Prepared state to restore local recoverability. The session state remains Suspended (Partial) if the Global Mirror relation is not restarted yet.

    10.	After the problems at site 1 are resolved, restore remote recoverability by using StartGM H3->H1 and wait until the Global Mirror role pair forms consistency groups. The session state changes to Prepared, with a status of Warning because the 4 site replication was not fully restored yet.

    11.	Restore replication to the fourth site by using StartGC H1-H2 and wait until the session status changes back to Normal.
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Automation

    This appendix provides an overview of the automation capabilities of CSM session actions by using the CSM Scheduled Task feature.

    We introduce the action types that can be defined in a CSM scheduled task and discuss how specific CSM 4-site session scenarios can be automated with a task, which can be started on-demand or scheduled.

    This appendix includes the following topics:

    •A.1, “CSM scheduled task” on page 68

    •A.2, “Scheduled task examples for 4-site session” on page 79

    A.1  CSM scheduled task 

    CSM 6.2.1 introduced the Scheduled Task feature to create tasks that can be run on-demand or at regular schedules. In the original release, only tasks with Flash command actions were defined for sessions that supported the Flash command. In CSM 6.2.2, the scheduled task feature was significantly enhanced to allow the following support:

    •Multiple actions per task

    •All session types

    •All session actions for a command action

    •New action type to wait for a specific session state

    With those enhancements, much more complex session scenarios can be defined as a task and therefore, allow simplified runs of repetitive session sequences, which optionally can be scheduled for automated and regular run.

    CSM scheduled tasks can be created and modified through the CSM GUI only. CSM 6.2.3 added CSMCLI support to list and run defined scheduled tasks by way of the lstasks and runtask commands.

     

     

    
      
        	
          Note: The CSM scheduled task capabilities might be further enhanced in future CSM releases to allow task run progress reporting and more action types. This chapter describes the scheduled task capabilities as available with CSM 6.2.3.

        
      

    

    A scheduled task in CSM can be run against single or multiple sessions. The task can be scheduled to run at defined intervals, or if the scheduled task is deactivated, it can also be run on demand only. If you want to create a scheduled task that should be run on-demand only, you can specify a dummy interval if the task schedule is mandatory, or select the No Schedule option if available in the task (depends on CSM release). A created task runs automatically only after it was specifically enabled for execution.

    For more information about how you can create scheduled tasks, see IBM Knowledge Center.

    A single task can act on multiple CSM sessions, run multiple commands, and wait for specific states after each command before proceeding to the next step. The only limitation of scheduled tasks is that you cannot define conditional based execution. Therefore, you cannot define automated actions to be taken if certain steps of the task fail. In case of an error or timeout in a single step, the entire task execution is stopped with an error message.

    The following action types can be defined within a task:

    •Command action (CSM 6.2.1 or higher)

    This action type runs the selected session command against the selected session. If the command fails, the task execution stops with an error message.

    •Wait For State action (CSM 6.2.3 or higher)

    This action type waits with further processing until the selected session reaches the selected state. You can specify a timeout in minutes for the maximum time to wait. If the state is not reached within the timeout, the action fails and the task execution stops with an error message.

    A.1.1  Create a task with multiple actions

    To create a scheduled task, click Settings → Scheduled Tasks. In the Scheduled Tasks window, click Create Task... The scheduled task wizard opens, as shown in Figure A-1.
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    Figure A-1   Create a scheduled task wizard

    In the first task window, you can define the task name, enter a more detailed description about the purpose of the task, and optionally enable the creation of a CSM server PE package if the task fails at any step. Click Next to proceed to the schedule window, as shown in Figure A-2.
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    Figure A-2   Create a schedule for the task

    Specify the required schedule for your task. This schedule can be a regular interval per day, or a defined time at specific weekdays. If your task should not run automatically, select No Schedule in this window. Click Next to proceed to the Actions window.
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    Figure A-3   Task Actions window

    In the Actions window, you can add any number of actions for the task. You can define session Command actions, or Wait for State actions. To add an action, click Add Action, which opens the Add Action wizard.

    To create a session command action, select type Command; then, select the session and the command that you want to run against the selected session. Only commands that are supported by the selected session type are listed in the command list. If you must define multiple actions to specific sessions only, you can use the filter option for your session name to shorten the session list. A selected session remains preselected on subsequent actions that are being created.

    Figure A-4 shows an example to run a SuspendH1H3 command against our 4-site session.
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    Figure A-4   Add session command action

    Click OK to create the action and return to the Actions window.

    Next, we add an action to wait for the session that is being Suspended (Partial). Click Add Action to add a Wait for State action for the same session.

    In each Wait for State action, you must specify a timeout in minutes. The timeout is the maximum time that this step waits for the wanted state that is being reached. If the timeout is exceeded, the step fails and the entire task stops with an error. Select a suitable wait timeout for a previous command action to be completed. Figure A-5 shows an example to wait up to 3 minutes for the session reaching the Suspended (Partial) state after the previous SuspendH1H3 command.
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    Figure A-5   Add Wait For State action

    Click OK to add this second action to the task. 

    In the Actions window, you can use the Move Up and Move Down buttons to change the position of the selected action. You can also Modify or Remove the selected action again. 

    After you created and ordered all required actions for the task, click Next to view the task summary window, as shown in Figure A-6.
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    Figure A-6   Task summary window

    You can always return to previous windows and modify the information you entered before you complete the task creation process.

    Click Finish to create the task and confirm the task creation notification, as shown in Figure A-7.
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    Figure A-7   Task creation confirmation

    In the Scheduled Tasks window, you can now see your created task, as shown in Figure A-8.
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    Figure A-8   Scheduled Tasks window

    Per default, any newly created task shows a status of Disabled. A disabled task means it does not run automatically at the specified schedule.

    If you want that a task runs automatically at the defined schedule, select the task and then, click Actions… → Enable Task. To run a selected task on-demand, click Actions… → Run Task. A task can always be run on-demand if its status is not running.

    A.1.2  Modify a scheduled task

    You can easily modify a scheduled task if you need to change its name, description, schedule, order of actions, or if you want to insert or remove any of the actions or modify any of the actions. To modify a scheduled task, select the task and click Actions… → Modify Task.

    The Modify Task wizard opens and is similar to the Create Task wizard, but includes the information from the selected task.

    Click through the windows and modify the wanted values. After you reach the Modify Actions window, perform necessary changes to individual actions, as required. For example, to change the timeout of our Wait for State action, select the action and click Modify Action as shown in Figure A-9.
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    Figure A-9   Modify selected action

    In the Modify Action window, you can change any of the action properties. You can even switch it to a Command action type, if wanted. In the example that is shown in Figure A-10, we decrease the timeout from 3 to 2 minutes and click OK.
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    Figure A-10   Modify Action

    After you are done with your task modifications, click Next to review the task summary and Finish to save your changes. You see get a final notification that your changes were saved, which you must confirm by clicking OK, as shown in Figure A-11.
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    Figure A-11   Task modification confirmation

    A.1.3  Manage scheduled tasks

    You can find all defined tasks in the GUI Settings → Scheduled Tasks window. To manage a task, select the task and click Actions… to see the available actions, as shown in Figure A-12.
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    Figure A-12   Available task actions

    The following options are available for the selected task:

    •Modify Task

    Change the task, schedule, or actions within the task.

    •Remove Task

    Delete the task permanently.

    •Run Task

    Run the task on-demand.

    •Enable Task

    Enable the defined schedule for the task for automatic running. This option is available only if the task has a schedule that is defined and disabled.

    •Disable Task

    Disable the defined schedule for the task to disable automatic running. This option is available only if the task has a schedule that is defined and is enabled.

    A.1.3.1   Scheduled execution

    To determine whether tasks are scheduled to run automatically, look for an Enabled status in the table. Enabled tasks also show a time stamp in the Next Run Time column, as shown in Figure A-13.
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    Figure A-13   Enabled task run time

    The table also shows the last time that a scheduled task was run and the last message. Click the message link for more information about the message.

    A.1.3.2   On-demand execution

    To run any task on-demand, select the task and then, click Actions… → Run Task. You must confirm that you want to run the selected task by clicking Yes, as shown in Figure A-14.
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    Figure A-14   Run task on-demand confirmation

    Next, you see a confirmation that the task was started. Click OK to close the information pop-up window and return to the Scheduled Tasks window.

    A.1.3.3   Task monitoring

    Running tasks can be identified in the Scheduled Tasks window. The status column shows a Running status while a task is being run, as shown in Figure A-15.
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    Figure A-15   Running task

    While the task is running, you can follow the detailed progress in the CSM Console log. Click Console in the CSM GUI main menu to open the console log window. In the upper right corner, click the small icon with the arrow in the window to open the console log in a new window and keep it open while navigating in the CSM GUI, as shown in Figure A-16.
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    Figure A-16   Open CSM console in new browser window

    Separate messages mark the start and the completion of a task, as shown in Example A-1.

    Example A-1   Scheduled task start and end messages
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    normal  Nov 5, 2019 4:30:25 PM : csmadmin : IWNR2208I : Forcing the scheduled task ITSO_4-SITE H4 Practice to run now.

    normal  Nov 5, 2019 4:30:25 PM : Server : IWNR2211I : The scheduled task ITSO_4-SITE H4 Practice has started running.

    ...

    normal  Nov 5, 2019 4:30:27 PM : Server : IWNR2212I : The scheduled task ITSO_4-SITE H4 Practice has finished running.
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    When you look for task messages, you must be aware that CSM does not log specific step messages for Command actions. You only see the standard command output, as when the command is run interactively against the session. However, you see that the command was issued by the Server user instead of a normal CSM user name (see Example A-2).

    Example A-2   Task Command action message
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    normal  Nov 5, 2019 4:30:25 PM : Server : IWNR1028I : The SuspendH1H3 command in the ITSO_4-SITE session was issued.
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    However, the Wait for State actions log individual step messages after they are completed (see Example A-3).

    Example A-3   Task Wait For State action message
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    normal  Nov 5, 2019 4:30:27 PM : Server : IWNR2220I : The scheduled task ITSO_4-SITE H4 Practice in step 2 found session ITSO_4-SITE moved to state Suspended (Partial) in 0 minutes.
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    A.1.4  Remove scheduled tasks

    A task also can be permanently deleted in the Scheduled Tasks GUI window. To delete a task, select the task, and then, click Actions… → Remove Task. You must confirm that you want to remove the selected task, as shown in Figure A-17.
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    Figure A-17   Remove task confirmation

    Click Yes to proceed. Next, you see a notification that the task was removed, as shown in Figure A-18.
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    Figure A-18   Task removed notification

    Click OK to close the notification pop-up and return to the Scheduled Tasks window. The deleted task disappeared from the Scheduled Tasks table.

    A.2  Scheduled task examples for 4-site session

    This section presents two examples of scheduled tasks for a 4-site session.

    A.2.1  Task to create DR practice copy on H4

    This task example describes the required steps for the practice scenario, as discussed in section 4.3.4, “Practice failover at fourth site” on page 43:

    1.	Issue Suspend H1-H3.

    2.	If the H1-H3 role pair does not show Recoverable for all pairs, you must issue Failover H3 to restore last Global Mirror consistency group on H3. You can also verify whether the Global Mirror details show that the master was paused with consistency, as shown in Figure 4-19 on page 44. In that case, the H3 volumes are consistent and the Failover H3 can be skipped.

    3.	Issue Suspend H3-H4.

    4.	Issue StartGM H1->H3 to restart Global Mirror replication.

    5.	Issue Failover H4.

    Because CSM does not yet provide an action type to validate consistency and recoverability of a role pair, the required task must include the Failover H3 command to ensure that H3 is consistent or recoverable before suspending H3-H4.

    It is also good practice to define a Wait For State action as first step to ensure that the task is run only if the session is in a meaningful state for the task. For example, the practice copy creation on H4 should be started only if the session is fully prepared. You can use a Wait For State action with a timeout of 0 minutes for such an initial state verification.

    Table A-1 lists the required actions to be defined for such a task. The timeouts are proposals and must be adopted to the environment.

    Table A-1   Recommended steps to create a consistent DR practice copy on H4

    
      
        	
          Step

        
        	
          Action type

        
        	
          Command/State

        
        	
          Time-out (min)

        
      

      
        	
          1

        
        	
          Wait for State

        
        	
          Prepared

        
        	
          0 (initial check for proper starting state)

        
      

      
        	
          2

        
        	
          Command

        
        	
          SuspendH1H3

        
        	
           

        
      

      
        	
          3

        
        	
          Wait for State

        
        	
          Suspended (Partial)

        
        	
          3 (need to form last Global Mirror CG)

        
      

      
        	
          4

        
        	
          Command

        
        	
          FailoverH3

        
        	
           

        
      

      
        	
          5

        
        	
          Wait for State

        
        	
          Suspended (Partial)

        
        	
          3 (might need to do Global Mirror Fast Reverse Restore of last CG

        
      

      
        	
          6

        
        	
          Command

        
        	
          SuspendH3H4

        
        	
           

        
      

      
        	
          7

        
        	
          Wait for State

        
        	
          Suspended (Partial)

        
        	
          3 (need to drain Global Copy and pause consistently)

        
      

      
        	
          8

        
        	
          Command

        
        	
          StartGM H1-H3

        
        	
           

        
      

      
        	
          9

        
        	
          Wait for State

        
        	
          Prepared

        
        	
          5 (need to wait until Global Mirror is resumed and started forming new CGs)

        
      

      
        	
          10

        
        	
          Command

        
        	
          FailoverH4

        
        	
           

        
      

      
        	
          11

        
        	
          Wait for State

        
        	
          Prepared

        
        	
          1

        
      

    

    Figure A-19 shows the task overview in the GUI.
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    Figure A-19   Task to create consistent DR practice copy on H4

    When the task is run, you can follow the progress in the CSM Console log. Example A-4 shows the output that is produced by this task. The command actions do not log step specific messages to the console, but only the standard output as issuing the command interactively in the session. Each step entry of the task is highlighted in bold.

    Example A-4   Console output of Task to create consistent DR practice copy on H4
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    normal  Nov 6, 2019 10:54:12 AM : csmadmin : IWNR2208I : Forcing the scheduled task ITSO_4-SITE H4 Practice to run now.

    normal  Nov 6, 2019 10:54:12 AM : Server : IWNR2211I : The scheduled task ITSO_4-SITE H4 Practice has started running.

    normal  Nov 6, 2019 10:54:12 AM : Server : IWNR2220I : The scheduled task ITSO_4-SITE H4 Practice in step 1 found session ITSO_4-SITE moved to state Prepared in 0 minutes.

    normal  Nov 6, 2019 10:54:12 AM : Server : IWNR1028I : The SuspendH1H3 command in the ITSO_4-SITE session was issued.

    normal  Nov 6, 2019 10:54:12 AM : Server : IWNR6005I : Pausing all pairs in role pair H1-J3 ...

    normal  Nov 6, 2019 10:54:12 AM : Server : IWNR6006I : Waiting for all pairs in role pair H1-J3 to reach a state of Suspended. See help for list of actions if transition is taking too long...

    normal  Nov 6, 2019 10:54:12 AM : Server : IWNR1950I : Session ITSO_4-SITE changed from the Prepared state to the Suspending state.

    warning Nov 6, 2019 10:54:12 AM : Server : IWNR1959W : Session ITSO_4-SITE has changed from Normal status to Warning status.

    normal  Nov 6, 2019 10:54:12 AM : Server : IWNR1026I : The SuspendH1H3 command in the ITSO_4-SITE session completed.

    normal  Nov 6, 2019 10:54:13 AM : Server : IWNR1950I : Session ITSO_4-SITE changed from the Suspending state to the Suspended (Partial) state.

    warning Nov 6, 2019 10:54:13 AM : Server : IWNR1959W : Session ITSO_4-SITE has changed from Warning status to Severe status.

    normal  Nov 6, 2019 10:54:13 AM : Server : IWNR2220I : The scheduled task ITSO_4-SITE H4 Practice in step 3 found session ITSO_4-SITE moved to state Suspended (Partial) in 0 minutes.

    normal  Nov 6, 2019 10:54:13 AM : Server : IWNR1028I : The FailoverH3 command in the ITSO_4-SITE session was issued.

    normal  Nov 6, 2019 10:54:13 AM : Server : IWNR6004I : Recovering all pairs in role pair H1-J3 ...

    normal  Nov 6, 2019 10:54:15 AM : Server : IWNR1950I : Session ITSO_4-SITE changed from the Suspended (Partial) state to the Failing Over state.

    normal  Nov 6, 2019 10:54:15 AM : Server : IWNR1960I : Session ITSO_4-SITE has changed from Severe status to Normal status.

    normal  Nov 6, 2019 10:54:15 AM : Server : IWNR6012I : Flashing all pairs in role pair H3-J3 ...

    normal  Nov 6, 2019 10:54:15 AM : Server : IWNR1041I : The command flash was successfully issued to all pairs under role pair H3-J3 for session ITSO_4-SITE.

    normal  Nov 6, 2019 10:54:15 AM : Server : IWNR1950I : Session ITSO_4-SITE changed from the Failing Over state to the Suspended (Partial) state.

    warning Nov 6, 2019 10:54:15 AM : Server : IWNR1959W : Session ITSO_4-SITE has changed from Normal status to Severe status.

    normal  Nov 6, 2019 10:54:15 AM : Server : IWNR1026I : The FailoverH3 command in the ITSO_4-SITE session completed.

    normal  Nov 6, 2019 10:54:15 AM : Server : IWNR2220I : The scheduled task ITSO_4-SITE H4 Practice in step 5 found session ITSO_4-SITE moved to state Suspended (Partial) in 0 minutes.

    normal  Nov 6, 2019 10:54:15 AM : Server : IWNR1028I : The SuspendH3H4 command in the ITSO_4-SITE session was issued.

    normal  Nov 6, 2019 10:54:15 AM : Server : IWNR6015I : Waiting until all pairs in role pair H3-H4 have copied 100% of their data.

    normal  Nov 6, 2019 10:54:15 AM : Server : IWNR1950I : Session ITSO_4-SITE changed from the Suspended (Partial) state to the Draining state.

    normal  Nov 6, 2019 10:54:15 AM : Server : IWNR1960I : Session ITSO_4-SITE has changed from Severe status to Warning status.

    normal  Nov 6, 2019 10:54:15 AM : Server : IWNR1026I : The SuspendH3H4 command in the ITSO_4-SITE session completed.

    normal  Nov 6, 2019 10:54:15 AM : Server : IWNR6002I : Suspending all pairs in role pair H3-H4 ...

    normal  Nov 6, 2019 10:54:16 AM : Server : IWNR1041I : The command freeze was successfully issued to all pairs under role pair H3-H4 for session ITSO_4-SITE.

    normal  Nov 6, 2019 10:54:16 AM : Server : IWNR6020I : Releasing I/O for all pairs in role pair H3-H4...

    normal  Nov 6, 2019 10:54:16 AM : Server : IWNR1041I : The command thaw was successfully issued to all pairs under role pair H3-H4 for session ITSO_4-SITE.

    normal  Nov 6, 2019 10:54:16 AM : Server : IWNR6019I : Verifying the consistency of role pair H3-H4...

    normal  Nov 6, 2019 10:54:19 AM : Server : IWNR1041I : The command checkConsistency was successfully issued to all pairs under role pair H3-H4 for session ITSO_4-SITE.

    normal  Nov 6, 2019 10:54:19 AM : Server : IWNR1950I : Session ITSO_4-SITE changed from the Draining state to the Suspended (Partial) state.

    warning Nov 6, 2019 10:54:19 AM : Server : IWNR1959W : Session ITSO_4-SITE has changed from Warning status to Severe status.

    normal  Nov 6, 2019 10:54:19 AM : Server : IWNR2220I : The scheduled task ITSO_4-SITE H4 Practice in step 7 found session ITSO_4-SITE moved to state Suspended (Partial) in 0 minutes.

    normal  Nov 6, 2019 10:54:19 AM : Server : IWNR1028I : The StartGM H1->H3 command in the ITSO_4-SITE session was issued.

    normal  Nov 6, 2019 10:54:19 AM : Server : IWNR6003I : Terminating all pairs in role pair H1-J1 ...

    normal  Nov 6, 2019 10:54:19 AM : Server : IWNR6004I : Recovering all pairs in role pair H2-H3 ...

    normal  Nov 6, 2019 10:54:19 AM : Server : IWNR6004I : Recovering all pairs in role pair H2-J3 ...

    normal  Nov 6, 2019 10:54:19 AM : Server : IWNR6000I : Starting all pairs in role pair H1-H3 ...

    warning Nov 6, 2019 10:54:20 AM : Server : IWNR6030W : The pairs in role pair H3-H4 are not replicating the latest data from role pair H1-H3.

    normal  Nov 6, 2019 10:54:20 AM : csmadmin : IWNR1950I : Session ITSO_4-SITE changed from the Suspended (Partial) state to the Preparing state.

    normal  Nov 6, 2019 10:54:20 AM : csmadmin : IWNR1960I : Session ITSO_4-SITE has changed from Severe status to Warning status.

    normal  Nov 6, 2019 10:54:20 AM : Server : IWNR6008I : Waiting for all pairs in role pair H1-H3 to complete their first phase in the Global Copy synchronization or resynchronization ...

    normal  Nov 6, 2019 10:54:20 AM : Server : IWNR1026I : The StartGM H1->H3 command in the ITSO_4-SITE session completed.

    normal  Nov 6, 2019 10:54:20 AM : Server : IWNR6000I : Starting all pairs in role pair H1-J3 ...

    normal  Nov 6, 2019 10:54:22 AM : Server : IWNR1041I : The command start was successfully issued to all pairs under role pair H1-J3 for session ITSO_4-SITE.

    normal  Nov 6, 2019 10:54:27 AM : Server : IWNR1950I : Session ITSO_4-SITE changed from the Preparing state to the Prepared state.

    normal  Nov 6, 2019 10:54:27 AM : Server : IWNR2220I : The scheduled task ITSO_4-SITE H4 Practice in step 9 found session ITSO_4-SITE moved to state Prepared in 0 minutes.

    normal  Nov 6, 2019 10:54:27 AM : Server : IWNR1028I : The FailoverH4 command in the ITSO_4-SITE session was issued.

    normal  Nov 6, 2019 10:54:27 AM : Server : IWNR6004I : Recovering all pairs in role pair H3-H4 ...

    warning Nov 6, 2019 10:54:27 AM : Server : IWNR6030W : The pairs in role pair H3-H4 are not replicating the latest data from role pair H1-H3.

    normal  Nov 6, 2019 10:54:27 AM : Server : IWNR1026I : The FailoverH4 command in the ITSO_4-SITE session completed.

    normal  Nov 6, 2019 10:54:27 AM : Server : IWNR2220I : The scheduled task ITSO_4-SITE H4 Practice in step 11 found session ITSO_4-SITE moved to state Prepared in 0 minutes.

    normal  Nov 6, 2019 10:54:27 AM : Server : IWNR2212I : The scheduled task ITSO_4-SITE H4 Practice has finished running.

    [image: ]

    A.2.2  Task to create regular Golden Copies on H4

    This example describes the required steps for the scenario as discussed in section 4.4, “Creating a Golden Copy at fourth site” on page 46 in a way that regular golden copies can be created:

    1.	Issue StartGC H3-H4.

    2.	Issue Suspend H1-H3.

    3.	If the H1-H3 role pair does not show Recoverable for all pairs, you must issue Failover H3 to restore last Global Mirror consistency group on H3. You can also verify whether the Global Mirror details show that the master was paused with consistency, as shown in Figure 4-19 on page 44. In that case, the H3 volumes are consistent and the Failover H3 can be skipped.

    4.	Issue Suspend H3-H4.

    5.	Issue StartGM H1->H3 to restart Global Mirror replication.

    6.	If you must access the Golden Copy, issue Failover H4.

    Because CSM 6.2.3 does not yet provide an action type to validate consistency and recoverability of a role pair, the required task must include the Failover H3 command to ensure that H3 is consistent and recoverable before issuing the Suspend H3-H4.

    It is also good practice to define a Wait For State action as first step to ensure that the task is run only if the session is in a meaningful state for the task. For example, the refresh of a golden copy on H4 should be started only if the session is fully prepared and not while any testing or recovery situation exists. You can use a Wait For State action with a timeout of 0 minutes for such an initial state verification.

    This scenario is similar to the scenario that is described in A.2.1, “Task to create DR practice copy on H4” on page 79, but the difference is that the task should be run automatically at a regular interval and H3-H4 role pairs might be left in a Suspended or Target Available state. 

    Even if the H3->H4 Global Copy can be restarted at the beginning of the task, in CSM 6.2.3 no action is available yet to validate that a role pair reached a specific progress percentage before proceeding with the next step. Therefore, the Suspend H3-H4 in the subsequent step might last some time until all changed tracks from last Golden Copy are drained and the role pair can pause consistently. 

    The timeout for the Suspend H3-H4 completion in Step 9 of Table A-2 on page 84 must consider this duration and be increased, depending on the task frequency and the expected number of changes during peer periods. 

    The optional Failover H4 is recommended in the scenario only if the Golden Copy is created on-demand for dedicated access on H4. In our example, we assume a regular task execution to automatically refresh the Golden Copy. We skip the Failover H4 step, which also leaves the Golden Copy volumes in a PPRC state that protects from accidental access.

    Table A-2 lists the required actions to be defined for such a task. The timeouts are proposals and must be adopted to the environment.

    Table A-2   Recommended steps to create regular golden copies on H4

    
      
        	
          Step

        
        	
          Action type

        
        	
          Command/State

        
        	
          Time-out (min)

        
      

      
        	
          1

        
        	
          Wait for State

        
        	
          Prepared

        
        	
          0 (initial check for proper starting state)

        
      

      
        	
          2

        
        	
          Command

        
        	
          StartGC H3->H4

        
        	
           

        
      

      
        	
          3

        
        	
          Wait for State

        
        	
          Prepared

        
        	
          3 (need to restart Global Copy relations)

        
      

      
        	
          4

        
        	
          Command

        
        	
          SuspendH1H3

        
        	
           

        
      

      
        	
          5

        
        	
          Wait for State

        
        	
          Suspended (Partial)

        
        	
          3 (need to form last Global Mirror CG)

        
      

      
        	
          6

        
        	
          Command

        
        	
          FailoverH3

        
        	
           

        
      

      
        	
          7

        
        	
          Wait for State

        
        	
          Suspended (Partial)

        
        	
          3 (might need to do Global Mirror Fast Reverse Restore of last CG)

        
      

      
        	
          8

        
        	
          Command

        
        	
          SuspendH3-H4

        
        	
           

        
      

      
        	
          9

        
        	
          Wait for State

        
        	
          Suspended (Partial)

        
        	
          10 (need to drain changed tracks from last Golden Copy and pause consistently)

        
      

      
        	
          10

        
        	
          Command

        
        	
          StartGM H1-H3

        
        	
           

        
      

      
        	
          11

        
        	
          Wait for State

        
        	
          Prepared

        
        	
          5 (Ensure that Global Mirror is resumed and started forming new CGs)

        
      

    

    Figure A-20 shows the task action overview in the GUI.

    [image: ]

    Figure A-20   Task to create Golden Copy on H4

    To run the task automatically at regular intervals, you must define an appropriate schedule in the task and issue Action... → Enable Task in the Scheduled Task overview. 

    To verify proper task execution, you can also issue Action... → Run Task to run the task immediately instead of waiting for the next automatic task run.

  
    Related publications

    The publications that are listed in this section are considered particularly suitable for a more detailed discussion of the topics that are covered in this paper.

    IBM Redbooks

    The following IBM Redbooks publications provide more information about the topic in this document. Note that some publications that are referenced in this list might be available in softcopy only:

    •IBM Copy Services Manager Implementation Guide, SG24-8149:

    http://www.redbooks.ibm.com/abstracts/sg248149.html

    •IBM Tivoli Storage Productivity Center for Replication for System z, SG24-7563:

    http://www.redbooks.ibm.com/abstracts/sg247563.html

    •Securing IBM HyperSwap and IBM Tivoli Storage Productivity Center for Replication Communication Using AT-TLS, REDP-5061:

    http://www.redbooks.ibm.com/abstracts/redp5061.html

    •IBM DS8000 Copy Services, SG24-8367:

    http://www.redbooks.ibm.com/abstracts/sg248367.html

    You can search for, view, download, or order these documents and other Redbooks, Redpapers, Web Docs, draft, and other materials at the following website: 

    ibm.com/redbooks

    Online resources

    The IBM Copy Services Manager Knowledge Center website is also relevant as a further information source:

    https://www.ibm.com/support/knowledgecenter/SSESK4/csm_kcwelcome.html

    Help from IBM

    IBM Support and downloads

    ibm.com/support

    IBM Global Services

    ibm.com/services

  
    Back cover

    Acrobat bookmark 

    ISBN 0738458465

    REDP-5517-00

    ®
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