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Introducing IBM SoftLayer and IBM Spectrum Accelerate

    SoftLayer, acquired by IBM in mid-2013, offers worldwide-scale dedicated servers, supplies managed hosting, and is a cloud computing provider.

    IBM Spectrum Accelerate is now available as a service on SoftLayer Cloud, offering many features for enterprise-class benefits. 

    This chapter provides the following information:

    •An introduction to IBM Cloud Computing and a brief description of traditional architecture solutions in comparison to the following services:

     –	Infrastructure as a service (IaaS)

     –	Platform as a service (PaaS)

     –	Software as a service (SaaS)

    •An overview of the SoftLayer Cloud offering

    •An introduction to IBM Spectrum Accelerate

    1.1  IBM Cloud computing overview

    Cloud is an industry shift in the consumption and delivery of information technology (IT) with the goal of reducing costs, providing economies of scale, elastic scalability, and the introduction of IT deployment automation and IT features self-service. Although using virtualization technology, cloud encompasses much more.

    There are three primary deployment models: Private, public, and hybrid. With private cloud deployments, all resources are owned and controlled by one private enterprise. Those resources are usually housed on the client’s premise, behind their firewall.

    With public clouds, the resources are shared between multiple clients who pay only for the resources that they use. Located off premise, these cloud services are an extension of a client’s IT infrastructure.

    Many features from private or public clouds can be combined to create hybrid clouds that address unique business needs.

    There are three common service models that run on cloud:

    •Infrastructure as a service (IaaS)

    •Platform as a service (PaaS)

    •Software as a service (SaaS)

    Figure 1-1 depicts the three different cloud computing common service models with their various architectural layers, compared to the traditional on-premises architectures. 
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    Figure 1-1   Comparing traditional on-premises architecture with IaaS, PaaS, and SaaS

    The following list summarizes some of the main differences in the Cloud service models:

    •With IaaS, networking, storage, or servers are made available as a virtual cloud. 

    See the following website for more information about IaaS:

    http://www.ibm.com/cloud-computing/us/en/learn/iaas

    •PaaS assumes the responsibility for managing the configuration and security for the middleware, database software, and application runtime environments.

    See the following website to learn more about IBM Bluemix®, a PaaS developer platform:

    http://www.ibm.com/cloud-computing/us/en/learn/paas

    •SaaS assumes more control for such things as application access, user identity, application level configuration, and security. 

    Discover more information about SaaS at the following website:

    http://www.ibm.com/cloud-computing/us/en/learn/saas

    IBM offers a full spectrum of Cloud Computing solutions ranging from on-premises, private Cloud, to hybrid Cloud, to public Cloud. These solutions support many workloads, including analytics, DevOps, enterprise application infrastructure, human resources, cyber-security, social networking and online collaboration, mobility, and much more.

    IBM Cloud also offers supercomputing in Cloud, which uses state-of-the-art bare metal clustering for leading performance. IBM Cloud also offers purpose-built Cloud Computing data centers for specific customers, such as government agencies.

    IBM SoftLayer Cloud is one of the flagship Cloud offerings from IBM.

    1.2  IBM SoftLayer Cloud overview

    Founded in 2005, SoftLayer is a worldwide-scale dedicated server, managed hosting, and cloud computing provider. IBM announced its acquisition of SoftLayer in mid-2013. 

    SoftLayer had 22,000 clients and 13 data centers. In January 2014, IBM announced an additional investment of $1.2 billion in IBM Cloud services infrastructure to expand the SoftLayer infrastructure to an additional 15 new data centers, in China, Washington D.C., Hong Kong S.A.R. of the PRC, London, Japan, India, Canada, Mexico City, and Dallas. With this announcement, IBM plans to have data centers in all major geographies and financial centers. For more information about these plans, see the following press release:

    http://www.ibm.com/press/us/en/pressrelease/42956.wss

    IBM is establishing SoftLayer as the foundation of the IBM Cloud portfolio. SoftLayer is the scalable, secure base for the global delivery of cloud services spanning the extensive IBM middleware and SaaS solutions. SoftLayer’s flexibility and global network also facilitates faster development, deployment, and delivery of mobile, analytic, an social solutions as clients adopt cloud as a delivery platform for IT operations. SoftLayer helps clients manage their businesses in our ever faster changing world. 

    The following list notes some of the features of SoftLayer:

    •Complete self-service capability to acquire, spin up, allocate, and de-allocate IT infrastructure for public, private, and hybrid clouds

    •Wide choice and flexibility in options in the specific infrastructure to be provisioned, including bare metal server capability 

    •Application programming interfaces (APIs) provided to manage all aspects of the SoftLayer provisioned infrastructure as wanted by the IT users and administrators

    SoftLayer offers storage that is attached to compute servers, and also stand-alone storage as a service. SoftLayer provides a complete object storage solution with OpenStack Swift that includes powerful tagging, search, and indexing capabilities. This combination allows a client to assign rich metadata tags (for ease of searching and finding information) and the ability to serve objects when requested.

    SoftLayer with IBM SmartCloud® and its global platform allows clients to differentiate their services and solutions while meeting the unique needs for hybrid cloud environments. This approach offers superior workload input/output (I/O) intensity, infrastructure control, and an integrated platform across multiple architectures.

    SoftLayer gives you the highest-performing cloud infrastructure available. It is a single platform available at data centers around the world that are full of the widest range of cloud computing options. SoftLayer has designed racks to provide high bandwidth, ample power, simplified system deployment, and faster issue resolution. Each rack has 40 gigabits per second (Gbps) of connectivity directly to it (20 Gbps to the private network and 20 Gbps to the public network) for exceptional and consistent network performance for every system.

    Figure 1-2 shows how the data center environments are set up as a standardized pod design. 
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    Figure 1-2   Example data center environment

    Each data center facility features one or more pods, each built to the same specifications with best-in-class methodologies to support up to 5,000 servers. Leveraging this standardization across all geographic locations, SoftLayer optimizes key data center performance variables:

    •Space

    •Power

    •Network

    •Personnel

    •Internal infrastructure

    All IBM SoftLayer data centers maintain multiple power feeds, fiber links, dedicated generators, and battery backup. They are built from industry-leading hardware and equipment, ensuring the highest level of performance, reliability, and interoperability. They regularly inspect and test the redundant n+1 power and cooling resources to ensure stability in data center pods. 

    With SoftLayer, you have controls that simplify your infrastructure management. There is a single set of controls for all SoftLayer infrastructure that can be accessed through an API, web portal, or mobile application to make server management and account administration quick and easy. 

    SoftLayer can use the API to create custom applications or control processes of any size, from small tools, such as desktop gadgets, to large-scale, infrastructure management workflows that automatically add servers to an environment when demand peaks. The API supports the use of SOAP, Representational State Transfer (REST), and Extensible Markup Language-Remote Procedure Call (XML-RPC) interfaces. Also, as an open, standards-based platform, it is possible to fully integrate with any third-party or custom application.

    With the SoftLayer Development Network, the SoftLayer Object Storage API endpoints are on both the private network and the public Internet. Private network calls can only be made from servers and computing instances purchased from SoftLayer, or devices connected to the private network through a virtual private network (VPN). Authentication requests are sent to the endpoint associated with the location of your Object Storage account.

    The flexibility with SoftLayer is enabled by virtual servers that are available on public or private nodes on our public cloud. You are able to deploy a public node virtual server for workloads suited to a multi-tenant environment. 

    You can also choose a private node and your virtual server is deployed on a host server dedicated to you, giving you the ability to use all of the node’s hardware resources when your needs grow. SoftLayer virtual servers can be deployed with primary storage based on local disk or storage area network (SAN), and with portable storage volumes as auxiliary storage.

    Many Cloud providers in the market make some core, mandated assumptions:

    •All IT resources are virtualized

    •All resources are shared

    With SoftLayer, neither of those conditions is mandated, opening up cloud computing to new applications and use cases. Virtualization is a choice with a flexible set of options and resources that can be shared, dedicated, or mixed. This provides customers a choice of IT resources and features as depicted in Figure 1-3.
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    Figure 1-3   SoftLayer Cloud Overview

    1.3  IBM Spectrum Accelerate

    IBM Spectrum Accelerate is an agile, software-defined storage (SDS) solution for enterprise and cloud that builds on the customer-proven and mature IBM XIV storage grid architecture.

    The following list notes key characteristics of IBM Spectrum Accelerate:

    •Run on purpose-built or existing hardware chosen by the customer

    •Rapid deployment within minutes

    •High-performance and scalable block data storage infrastructure (either on-premises or off-premises)

    IBM Spectrum Accelerate runs as a virtual machine (VM) under the VMware vSphere ESXi hypervisor, on a pool of interconnected x86 servers of your choice (called modules). It consolidates their internal disk storage, exposing it over Internet Small Computer System Interface (iSCSI).

    IBM Spectrum Accelerate can be used on the optimized IBM XIV Storage System and public cloud infrastructures.

    1.3.1  IBM Spectrum Accelerate on Cloud

    IBM Spectrum Accelerate is now available as a service on SoftLayer Cloud. 

    The service is delivered by engaging IBM Lab Services. For more information, see Chapter 2, “IBM Spectrum Accelerate on Cloud” on page 9.

     

    
      
        	
          Remember: IBM Spectrum Accelerate as a service on SoftLayer Cloud provides the enterprise-class benefits of IBM Spectrum Accelerate, and enables you to use storage as a service without the need to install or maintain any hardware or software components.

        
      

    

    IBM Spectrum Accelerate on Cloud delivers the following features:

    •A scalable and flexible approach to enterprise storage

    •A smart storage solution for cloud customers that use servers on SoftLayer Cloud and are in need advanced storage services for those servers

    •Data replication into the cloud as an affordable disaster recovery (DR) solution by enabling the primary data to be either on XIV devices or IBM Spectrum Accelerate, on or off premises

    •The same experience of a disk storage system in the cloud, enabling customers to manage and provision the storage in the exact same way as when using XIV and IBM Spectrum Accelerate management tools

    •The same feature set as IBM Spectrum Accelerate and XIV storage solutions, including snapshots, mirroring, quality of service (QoS) classes, and multi-tenancy

    •A pure operating expense solution with no capital costs

    IBM Spectrum Accelerate on Cloud comes in two configurations:

    •Capacity-oriented

    •Performance-oriented
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IBM Spectrum Accelerate on Cloud

    This chapter describes IBM Spectrum Accelerate on Cloud, an IBM Systems Lab Services offering that can be purchased through IBM Passport Advantage® (PPA) for deploying Spectrum Accelerate on an IBM SoftLayer infrastructure.

    This cloud storage offering for SoftLayer goes beyond the existing cloud offerings and is targeted at customers who need the following capabilities:

    •Higher capacities

    •Better performance

    •Better reliability and data protection

    •More advanced feature set (mirroring, host migration)

    •Cloud-based disaster recovery (DR) solutions for primary data on IBM XIV or IBM Spectrum Accelerate

    The service is normally provided through an IBM-owned SoftLayer account, but can also be implemented using a customer-owned SoftLayer account, if requested. Additional services, such as data migration to the cloud, mirroring between XIV and IBM Spectrum Accelerate in the cloud, and host attachment, can be purchased under a separate contract with IBM Systems Lab Services.

    The information presented in this chapter explains IBM Spectrum Accelerate as a service in the Cloud, from the following aspects:

    •Description of the service

    •Customer responsibilities

    •Configuration types

    •Hardware in SoftLayer data centers

    •Ordering process

    •Changes to the existing configuration

    •Restrictions

    •Connectivity

    •Accessing IBM Spectrum Accelerate on Cloud

     

    2.1  Description of service

    IBM Systems Lab Services deploys IBM Spectrum Accelerate systems in SoftLayer, on behalf of the customer, and in accordance with a customer order placed through the IBM Passport Advantage website, as shown in Figure 2-1:

    http://www.ibm.com/software/passportadvantage/pao_customer.html
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    Figure 2-1   Passport Advantage website for Customer sign in

    This service consists of several optional components to set up and integrate an IBM Spectrum Accelerate cluster, based on customer-specified needs. Duration varies based on chosen components. Customers can also request expansion, reduction, and termination of services through the Passport Advantage process.

    At the conclusion of the implementation services, the customer is provided with a fulfillment letter by email from IBM Systems Lab Services. The letter details information that the customer must provide for connectivity to, and management of, the IBM Spectrum Accelerate on Cloud system. 

    A sample information request contained in the letter is shown in Example 2-1.

    Example 2-1   Fulfillment letter information requested
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    System configuration:

    System Serial Number: 

    Total Usable Capacity: TiB

    Management IP Addresses:

    Default user ID and password: 

    Operations ID/Password:

    [image: ]

    2.2  Customer responsibilities

    To manage IBM Spectrum Accelerate on Cloud system, customers need to download the current version of the XIV Management graphical user interface (GUI), which can be found on the IBM Fix Central website:

    http://www.ibm.com/support/fixcentral/

    Information required to establish connectivity between the customer site and SoftLayer site needs to be provided by the client to IBM Systems Lab Services. 

    2.3  Configuration types

    The standard base configuration of 50 terabytes (TB) is the minimum configuration that can be purchased. Expansions of 20 TB are available in each of the following configuration choices:

    •	Capacity oriented (for archive-type applications)

    Use of capacity-oriented servers, configured as follows:

     –	Dual processor (CPU), 6 cores

     –	32 gigabytes (GB) random access memory (RAM)

     –	11 x 4 TB Serial Advanced Technology Attachment (SATA) drives

     –	10 gigabit Ethernet (GbE) dual private links

    •Performance oriented (for real-time processing applications)

    Use of performance-oriented servers, configured as follows:

     –	Dual CPU, 8 cores

     –	64 GB RAM

     –	11 x 4 TB SATA drives

     –		800 GB solid-state drive (SSD)

     –	10 GbE dual private links

    Each package includes all features and functions of IBM Spectrum Accelerate. For details, refer to the IBM Redbooks publication, IBM Spectrum Accelerate: Deployment, Usage, and Maintenance, SG24-8267.

    Each IBM Spectrum Accelerate on Cloud configuration includes unlimited network traffic. Connectivity between the customer site and SoftLayer is established through a virtual private network (VPN), using a Vyatta gateway (per customer). One or more virtual local area networks (VLANs) can be defined per system deployed.

    2.4  Hardware in SoftLayer data centers

    The IBM Spectrum Accelerate requirements for SoftLayer deployments are the same as the requirements for IBM Spectrum Accelerate in a customer data center. For detailed information, see the IBM RedBooks Publication, IBM Spectrum Accelerate: Deployment, Usage, and Maintenance, SG24-8267.

    Before ordering the necessary components from SoftLayer, IBM Systems Lab Services determines which of the closest (to the customer) SoftLayer data centers can supply the necessary equipment. Not every location can supply all of the required servers and networking capabilities for IBM Spectrum Accelerate. 

    In most cases, the servers supplied by SoftLayer are SuperMicro systems with Intel processors, SuperMicro network cards, LSI disk controllers, and 10 GbE connectivity.

    2.5  Ordering process

    The ordering process is initiated and completed through the Passport Advantage website after you have purchased entitlement through your IBM account team or qualified IBM Business Partner. 

    2.5.1  Order process flow

    The following steps make up the order process flow:

    1.	Customer purchases entitled through IBM or a qualified IBM Business Partner.

    2.	Navigate to the IBM Passport Advantage website:

    http://www.ibm.com/software/passportadvantage/pao_customer.html

    3.	Log in and place the order for IBM Spectrum Accelerate Cloud Services.

    4.	IBM Systems Lab Services is notified of the order:

    a.	IBM Lab Services validates and fulfills the order.

    b.	IBM Lab Services completes the order and implements the IBM Spectrum Accelerate system.

    5.	IBM Lab Services notifies the customer of the fulfilled order, and provides details about how to access the system in SoftLayer.

    6.	Customer billing for services is started.

    All customer notifications are made through email. The notification contains information pertaining to the customer-requested configuration, including, but not limited to the following items:

    •System serial number

    •Login information

    •Internet Protocol (IP) addresses

    •Support information

     

    
      
        	
          Tip: For additional services (mirroring, data migration, and host attachment assistance), contact IBM Systems Lab Services by using the following website:

          http://www.ibm.com/systems/services/labservices/

        
      

    

    2.6  Changes to the existing configuration

    Capacity, performance, and service termination changes can be made to the existing configuration by request through Passport Advantage. 

    2.6.1  Increasing capacity and performance

    Incremental extensions of 20 TB can be purchased. These extensions are implemented by IBM Systems Lab Services. 

    Extensions of 20 TB include the following components:

    •Ordering compatible VMware ESX servers from SoftLayer

    •Adding modules to an existing IBM Spectrum Accelerate grid

    •Deployment of IBM Spectrum Accelerate on the new servers

    IBM Lab Services adds the extra modules to the configuration, and monitors the redistribution process. Upon completion of the requested changes, the customer receives notification of the implemented changes to the environment through a fulfillment email.

     

    
      
        	
          Concurrent upgrades: The incremental extensions are performed on a live, running system, with no interruption in service.

        
      

    

    2.6.2  Capacity and performance reduction

    For customers who want to reduce the capacity of an already deployed IBM Spectrum Accelerate on Cloud systems, IBM Lab Services performs the following service components:

    1.	Phase out the unneeded servers.

    2.	Return the hardware to SoftLayer.

    3.	Notify the customer of capacity reduction.

    The reduced system must be within the number of minimum supported modules, which is currently three. Any request to reduce the module count lower than three is denied. 

    2.6.3  Termination of service

    For customers who need to stop the IBM Spectrum Accelerate on Cloud service, IBM Systems Lab Services shuts down the IBM Spectrum Accelerate system and returns the hardware to SoftLayer.

     

    
      
        	
          Data erasure: SoftLayer security management is aligned with US government standards based on the National Institute of Standards and Technology (NIST) 800-53 framework. SoftLayer performs necessary data erasure functions using US Department of Defense (DoD) 5220.22-m standards as referenced on the following web page: 

          http://blog.softlayer.com/2014/softlayer-security-questions-and-answers

        
      

    

    2.7  Restrictions

    Certain restrictions related to the hardware management and access apply when using the IBM Spectrum Accelerate on Cloud system under the IBM account. Customers are not permitted to have root level or administrative access to the hardware that hosts the components of the services. These include, but are not limited to, the following components: 

    •The Vyatta gateways

    •VMware ESXi Servers

    •Virtual machines (VMs)

    •Root and administrator passwords

    Normal IBM Spectrum Accelerate management access is not part of the restrictions, and operates as usual in the XIV GUI and XIV command-line interface (XCLI) parameters. 

    These restrictions do not apply when a customer orders an IBM Spectrum Accelerate in Cloud system, which is under their own SoftLayer account. Customers who need to integrate the IBM Spectrum Accelerate on Cloud within their vCenter environment can order the services specifying installation within their account. 

    2.7.1  Ordering for use in customer SoftLayer account

    Customers that have an existing SoftLayer account can order the IBM Spectrum Accelerate on Cloud services and have it placed into their SoftLayer environment. The customer needs to provide the correct access to IBM personnel to enable installation into their environment. Upon completion of the installation, the customer has full access to integrate the IBM Spectrum Accelerate on Cloud into their vCenter environment, and manage the virtual machines running IBM Spectrum Accelerate on the Cloud. 

    Important information regarding management of the virtual machines

    It is critically important that the virtual machines are not shut down or modified when the IBM Spectrum Accelerate system is running. Each VM instance is an IBM Spectrum Accelerate module, and as such operates just like a hardware module in an XIV frame. 

    Shutting down an IBM Spectrum Accelerate VM through vCenter or vSphere client has the same result as a module failure on an XIV frame. If, for some reason, it becomes necessary to shut down one of the VMs running IBM Spectrum Accelerate, a user ID with Operations Admin rights on the IBM Spectrum Accelerate system must be used to fail out the module first, thus allowing for data redistribution. 

     

    
      
        	
          Requirement: Open a support case with IBM before any activity requiring a module shutdown. Follow the process as outlined in your fulfillment letter.

        
      

    

    2.8  Connectivity

    This section discusses connectivity between the customer site and the SoftLayer data center.

    2.8.1  VPN connectivity

    As depicted in Figure 2-2, a VPN connection is established between the customer data center and the SoftLayer selected site. The VPN uses a Vyatta gateway implementation at the appropriate SoftLayer data center for access into the corresponding customer IBM Spectrum Accelerate systems. 

    The gateway on the SoftLayer side is configured by IBM Systems Lab Services, based in part on information to be provided by the customer. The customer site gateway configuration is a customer responsibility; IBM Systems Lab Services provides the customer with the required information about the SoftLayer side of the connection.
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    Figure 2-2   Connectivity to SoftLayer

    The gateway is secured by disabling both the Secure Shell (SSH) and Hypertext Transfer Protocol Secure (HTTPS) services on the public side. Access to these services is only permitted on the private networking side of the gateway. 

    Depending on customer requirements, security can be increased by using firewall rules, which can be set up for the VLANs being used in SoftLayer. 

    See the following web page for additional information about available firewall configurations:

    http://knowledgelayer.softlayer.com/learning/network-gateway-devices-vyatta

    For more information regarding the general gateway configuration, refer to 3.1, “Preparing for an IBM SoftLayer Cloud environment” on page 20.

    2.8.2  VLANs

    Each customer implementation of IBM Spectrum Accelerate on Cloud is done using one or more VLANs to segregate the environment. The VLANs being used are associated with the Vyatta gateway that is implemented as part of the customer order. This configuration ensures that each customer has access only to their specific IBM Spectrum Accelerate systems in the SoftLayer Cloud. 

    The VLANs have a number of IP addresses that are used for host attachment and mirroring functions, using Internet Small Computer System Interface (iSCSI) connectivity. A single address per module is initially configured for iSCSI connections. Additional IP addresses can be requested if needed for more iSCSI connections. 

    2.9  Accessing IBM Spectrum Accelerate on Cloud

    Upon receipt of the fulfillment email, the customer is able to use the XIV GUI Management tools to configure and access the IBM Spectrum Accelerate on Cloud system. To access IBM Spectrum Accelerate on Cloud, complete the following steps: 

    1.	After downloading and installing the Management tools, start the XIV GUI to add the new IBM Spectrum Accelerate on Cloud system to the management panel, as shown in Figure 2-3.
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    Figure 2-3   Adding the system to the management panel

    2.	The three management IP addresses, provided by IBM Systems Lab Services, need to be entered into the corresponding boxes, as seen in Figure 2-3 on page 16. Click Add to effectively add the new system to the list of available systems. 

    3.	After the system is added, a pop-up window displays, prompting you to change the administrative password, as shown in Figure 2-4. Enter the new password and click Update to commit the change.
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    Figure 2-4   Changing the administrative password

    After the password has been changed, the system will display in the management panel and will be available for further configuration, as shown in Figure 2-5.

    [image: ]

    Figure 2-5   Spectrum Accelerate system management panel icon

    At this point, the customer can manage the system in the same manner as they would for any other XIV or IBM Spectrum Accelerate system. 
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Preparing your environment

    After IBM Spectrum Accelerate on Cloud has been provisioned by IBM System Lab Services, preparations tasks must be performed by the on-premises (customer site) team to ensure connectivity between on-premises hosts or applications and the IBM Spectrum Accelerate system on SoftLayer.

    These tasks include the creation and configuration of an on-premises Internet Protocol Security (IPSec) virtual private network (VPN) tunnel compatible Network Gateway to provide a secure, redundant connection to the IBM SoftLayer network. The installation of an IPSec VPN tunnel Network Gateway ensures that all systems that need access to the IBM Spectrum Accelerate system communicate through an approved channel.

    When properly configured, the IBM Spectrum Accelerate on Cloud system offers the same features as an IBM Spectrum Accelerate system located on-premises. These features include the ability to manage the system using the following components:

    •The IBM XIV Management graphical user interface (GUI)

    •The IBM Spectrum Control™ Base

    •Storage Management Initiative Specification (SMI-S) management tools, such as the Microsoft System Center Virtual Machine Manager

    •The IBM XIV Mobile Dashboard, using LDAP authentication to fully authenticate users against an on-premises authentication system

    This chapter contains the following sections to help prepare the on-premises infrastructure to connect to a newly implemented IBM Spectrum Accelerate on Cloud system:

    •Preparing for an IBM Spectrum Accelerate system in the SoftLayer Cloud environment

    •Introduction to the Vyatta Network Gateway appliance and IPSec VPN tunnels

    •VyOS Network Gateway IPSec VPN tunnel security configuration

    •VyOS Network Gateway IPSec VPN tunnel configuration

    3.1  Preparing for an IBM SoftLayer Cloud environment

    Preparing to deploy a new IBM Spectrum Accelerate system in the IBM SoftLayer Cloud environment requires some planning, including the following considerations:

    1.	Ensure that there is sufficient network bandwidth and speed to support the intended usage of the IBM Spectrum Accelerate system.

    2.	Install and configure an IPSec VPN tunnel Network Gateway on-premises to connect to the IBM SoftLayer network infrastructure. 

    3.	Complete the route and tunnel configuration of the on-premises IPSec Network Gateway to facilitate communication from on-premises devices to the IBM Spectrum Accelerate system in the IBM SoftLayer Cloud environment. 

    4.	Configure network routing for workstation or management systems, including any intended SMI-S management systems, such as Microsoft System Center Virtual Machine Manager, or workstations running the IBM XIV Management GUI, for connectivity to the IBM Spectrum Accelerate system.

    3.1.1  Network requirements for connection to IBM SoftLayer network

    At this time, IBM SoftLayer allows up to 2000 megabytes per second (MBps) on a single connection for each publicly accessible IP address that has been provisioned. The number of publicly accessible IP addresses and maximum link speeds are based on the type of connectivity specified at the time that an IBM Spectrum Accelerate system is ordered.

    Minimum connectivity to the IBM SoftLayer network is dependent upon the type of use intended for the IBM Spectrum Accelerate system. For example, an IBM Spectrum Accelerate system that is intended for mirroring as a disaster recovery (DR) system for an on-premises IBM XIV requires less bandwidth than an IBM Spectrum Accelerate system intended as primary off-premises storage for on-premises hosts. 

    For many workloads, sufficient connectivity is advised to support the maximum 2000 MBps link speed. Contact your IBM Sales or IBM System Lab Services representative for guidance on specific network connectivity recommendations.

    3.1.2  On-premises IPSec VPN tunnel

    Connecting to an IBM Spectrum Accelerate system in the IBM SoftLayer Cloud environment requires an on-premises IPSec VPN tunnel to encrypt and transit traffic from the on-premises network to the IBM Spectrum Accelerate system running in IBM SoftLayer Cloud environment. The IPSec VPN tunnel must be compatible with the IBM SoftLayer Vyatta Network Gateway appliance that is deployed as part of the IBM Spectrum Accelerate system provisioning.

    There are some network hardware solutions compatible with the IBM SoftLayer Vyatta Network Gateway. As an example, many network routers can establish IPSec VPN tunnels as part of their feature set. Other IPSec VPN tunnel solutions, such as VyOS Network Gateways, can be used if the existing network hardware does not support IPSec VPN tunnels to IBM SoftLayer Vyatta Network Gateways.

    The IPSec VPN tunnel Network Gateway chosen needs to have sufficient network connectivity to the IBM SoftLayer network to support the expected usage with the IBM Spectrum Accelerate system. When IPSec is used, all traffic from the on-premises network to the IBM SoftLayer Cloud environment is encrypted. This ensures the integrity and security of the data when traversing public networks.

    3.1.3  On-premises networking of the IPSec VPN tunnel Network Gateway and the SoftLayer Vyatta Network Gateway

    All on-premises subnets that need access to the IBM Spectrum Accelerate system must have valid routes to the on-premises IPSec VPN tunnel Network Gateway. 

    Establishing those routes includes configuring the on-premises subnets that contain IBM XIV storage systems, host systems, and management systems, so that they can connect to the on-premises IPSec VPN tunnel Network Gateway. If use of the IBM Mobile Dashboard application is wanted, VPN connectivity also needs to be able to route to the on-premises IPSec VPN tunnel Network Gateway.

    3.1.4  On-premises XIV Management software for managing an IBM Spectrum Accelerate system on SoftLayer

    Management of an IBM Spectrum Accelerate system in the SoftLayer Cloud environment requires that the SMI-S management tools have network access to the IBM Spectrum Accelerate system across the IPSec VPN tunnel. These tools can include the XIV Management GUI, IBM Hyper-Scale Manager, IBM Spectrum Control Base, or any other SMI-S management tools, such as Microsoft System Center Virtual Machine Manager. 

    Managing IBM Spectrum Accelerate requires the following versions:

    •Management of an IBM Spectrum Accelerate system V11.5.1 or later requires that the IBM XIV Management GUI is version 4.7 or higher. The XIV Management GUI can be installed on a physical or virtual workstation in the on-premises environment. It can also be installed on a workstation with VPN access to the on-premises network, if the VPN access is to a network that is internally routed to a subnet associated with the IPSec VPN tunnel.

    •Management of IBM Spectrum Accelerate volumes using the VMware vSphere Web Client can be set up using the IBM Spectrum Control Base version 2.2 or higher for IBM Spectrum Accelerate systems version 11.5.1. Management of the IBM Spectrum Accelerate system using the IBM Spectrum Control Base enables you to create, manage, or delete volumes or pools, and map to VMware guests from within the VMware vSphere Web Client. 

    Currently, IBM Spectrum Control Base does not support Virtual Volume management for IBM Spectrum Accelerate systems.

    •Management of IBM Spectrum Accelerate system using Microsoft System Center Virtual Machine Manager requires using Microsoft System Center Virtual Machine Manager version 2012 or later for IBM Spectrum Accelerate systems running version 11.5.1.

    3.2  Vyatta Network Gateway appliance and IPSec VPN tunnels

    When an IBM Spectrum Accelerate system in the IBM SoftLayer Cloud environment is provisioned, an IPSec VPN tunnel appliance is set up to act as a bridge for traffic and data between the IBM SoftLayer network and the on-premises network. 

    The SoftLayer Vyatta Network Gateway appliance serves four critical roles governing the interaction of the communication between the SoftLayer Cloud environment and on-premises networks: 

    •Establish a consistent point of connectivity for all devices in the SoftLayer Cloud environment.

    The SoftLayer Vyatta Gateway Appliance acts as the principal point of access for all devices within the SoftLayer Cloud environment and the on-premises network. Each device running within the SoftLayer Cloud environment must be associated with subnets that contain ports to the SoftLayer Vyatta Network Gateway.

    •Establish a consistent point of connectivity for all devices in the SoftLayer Cloud environment to on-premises networks.

    The SoftLayer Vyatta Gateway Appliance acts as the bridge that provides access to on-premises networks for all devices associated to the SoftLayer Vyatta Network Gateway appliance. Appropriate routing rules within the appliance must conform to SoftLayer and on-premises network conditions. For example, the subnet within the SoftLayer network cannot be the same as the subnet of the on-premises network.

    •Establish a secure communication path between the SoftLayer Cloud environment and the on-premises network.

    Establish an IPSec VPN site-to-site tunnel between the SoftLayer Vyatta Network Gateway and the on-premises IPSec VPN tunnel Network Gateway, so that the integrity of the communication channel between the SoftLayer Cloud environment and the on-premises network is maintained.

    •Enforce network rules to prevent unauthorized actions from occurring within the communication channel.

    Enact firewall rules between the SoftLayer network and any connected on-premises networks.

    3.2.1  IPSec VPN tunnel overview

    As shown in Figure 3-1 on page 23, connectivity to the IBM SoftLayer Cloud infrastructure is normally conducted across the public internet. This public connection requires that a secure method of transiting data between on-premises devices and devices hosted within the IBM SoftLayer Cloud environment is implemented.

    In the case of an IBM Spectrum Accelerate system being deployed in the SoftLayer Cloud, 
a Vyatta Network Gateway that acts as an IPSec VPN tunnel is provisioned. The IPSec protocol has been chosen because of its ability to encrypt the communication at the network packet level.

    The IPSec VPN tunnel encrypts information within a packet by creating an Encapsulating Security Payload (ESP). This encrypted packet contains the data being sent and an Authentication Header (AH) that provides a hash value of the ESP at the time it was created. This structure provides both a mechanism for transporting the encrypted data and ensures that the contents of the encrypted packet are not altered during transport.
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    Figure 3-1   Example diagram of on-premises network and the IPSec VPN tunnel connection to the IBM SoftLayer Cloud environment

    Each IPSec VPN tunnel Network Gateway that is in a peering relationship takes advantage of the Internet Security Agreement/Key Management Protocol to initiate and exchange security keys, and to verify the authenticity and integrity of the packets being sent. 

    When a secure connection is initiated, the IPSec VPN tunnel Network Gateways initiate a handshake, which negotiates the following security parameters:

    •The encryption protocol that is used to secure the contents of the ESP

    •The hashing algorithm that is used within the AH to verify the integrity of the ESP

    •Select the type of asymmetric keys that is used during the for key exchange process

    •Determine which encryption algorithm is used for the ESP

    •Determine which authentication protocol is used for the AH

    Following the initial negotiation, the IPSec VPN tunnel Network Gateways establish a communication path through which all IP packets travel. As data is transited between the IPSec VPN Network Gateways, a number of actions are taken on each packet to ensure that the contents are secure:

    1.	Each IP packet originating from the network is fully encrypted and becomes the ESP.

    2.	A new IP header is created, which contains the IP routing information to the recipient IPSec VPN tunnel Network Gateway, the AH, and the secure public asymmetrical key.

    3.	The newly encrypted packet is sent to the destination IPSec VPN tunnel Network Gateway over the public internet.

    When the packet is received at the destination IPSec VPN tunnel Network Gateway, several actions are completed to verify that the packet has reached the correct destination, is authentic, and has maintained the integrity of the ESP:

    1.	The IP routing information is verified to ensure that the recipient IPSec VPN tunnel Network Gateway is the intended destination.

    2.	The integrity of the contents of the ESP is verified based on the hash value contained in the AH.

    3.	The asymmetrical private key is used to verify that the packet was encrypted with the correct public key and can be successfully decrypted.

    4.	The ESP is decrypted.

    5.	The original IP packet is forwarded to the destination device within the SoftLayer Cloud environment network.

    This process creates a fully secured site-to-site VPN connection between the on-premises IPSec VPN tunnel Network Gateway and the IBM SoftLayer Vyatta Network Gateway. 

    See Figure 3-1 on page 23 for an example of an on-premises network connected through an IPSec VPN tunnel connection to the SoftLayer Cloud environment.

    3.3  VyOS Network Gateway IPSec VPN tunnel security setup

    An on-premises IPSec VPN tunnel Network Gateway needs to be installed and configured to access an IBM Spectrum Accelerate system hosted in the IBM SoftLayer Cloud environment. 

    Some networking hardware can be compatible with the SoftLayer Vyatta Network Gateway. For instructions about how to configure networking equipment that supports IPSec VPN tunnels for use with the SoftLayer Vyatta Gateway, contact the original equipment hardware vendor.

    If a hardware networking solution is not available, or is unable to be configured in a way that works with the SoftLayer Vyatta Network Gateway, commodity hardware running the open source network operating system VyOS can be used. VyOS is a Linux-based network operating system that provides software-based network routing, firewall, and VPN functionality.

    3.3.1  Selecting appropriate hardware and installing VyOS

    VyOS runs on most commodity hardware running 64-bit Intel-compatible processors. When selecting hardware, ensure that it has sufficient memory and processing power, and enough of the correct type of networking interfaces to support both the on-premises device connectivity and the connections to the SoftLayer Cloud environment.

    Ensure that an adequate number and the necessary types of networking interfaces are present to support uplink speeds needed for the connection to the SoftLayer Cloud environment. Installation instructions, media, and further information about VyOS hardware requirements can be found on the following website:

    http://vyos.net

    3.3.2  Configure on-premises VyOS Network gateway VPN tunnel security

    When a VyOS IPSec VPN tunnel Network Gateway has been installed in the on-premises environment, the VPN tunnel security settings must be configured for use with the IBM SoftLayer Vyatta Network Gateway. The SoftLayer Vyatta Network Gateway requires that certain security parameters are set on the on-premises VyOS IPSec VPN tunnel Network Gateway, to successfully complete initial negotiation. 

    An example of the IPSec VPN tunnel security parameter configuration process for use with the IBM SoftLayer Vyatta Gateway, including an explanation of the actions being performed, is available in Example 3-1.

    Your specific configuration of a VyOS IPSec VPN tunnel Network Gateway security settings can differ from this example, depending upon the on-premises network and up-link interface configuration.

    Example 3-1   Security parameter configuration process for VyOS for use with IBM SoftLayer Vyatta Network Gateway
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    # configure

    # set vpn IPSec ipsec-interfaces interface eth0

    Set up a default proposal for the Internet Key Exchange (IKE) group with the correct authentication and encryption settings for use with the SoftLayer Vyatta Network Gateway. In this case, the rules are being created for the first Ethernet interface (eth0).

    The next command enters the configuration for proposal group 1. This is the default proposal group for the IKE group as specified within the IPSec protocol.

    # set vpn IPSec ike-group IKE-1W proposal 1

    Set the encryption algorithm for the IKE group for the ESP. In this example, it is set as aes256.

    # set vpn IPSec ike-group IKE-1W proposal 1 encryption aes256

    Set the AH hash protocol for the IKE group. In this example, it is set as sha1.

    # set vpn IPSec ike-group IKE-1W proposal 1 hash sha1

    Set the key lifetime phase setting for the IKE group. In this example it is set to 3600 seconds.

    # set vpn IPSec ike-group IKE-1W lifetime 3600

    Set up a default proposal for the ESP group with the correct authentication and encryption settings for use with the SoftLayer Vyatta Network Gateway.

    # set vpn IPSec esp-group ESP-1W proposal 1

    Set the encryption algorithm for the ESP group for the ESP. In this example, it is set as aes256.

    # set vpn IPSec esp-group ESP-1W proposal 1 encryption aes256

    Set the AH hash protocol for the ESP group. In this example, it is set as sha1.

    # set vpn IPSec esp-group ESP-1W proposal 1 hash sha1

    Set the key lifetime phase setting ESP group. In this example, it is set to1800 seconds.

    # set vpn IPSec esp-group ESP-1W lifetime 1800

    Review the IPSec tunnel interface and security settings.

    # show vpn IPSec ipsec-interfaces

    # show vpn IPSec ike-group IKE-1W

    # show vpn IPSec esp-group ESP-1W

    Commit and save the IPSec VPN tunnel security settings to complete the security setting definition between the on-premises VyOS IPSec VPN tunnel Network Gateway and the SoftLayer Vyatta Network Gateway.

    # commit

    # save

    # exit
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    3.4  VyOS Network Gateway IPSec VPN tunnel configuration

    Connecting on-premises devices through the IPSec VPN tunnel Network Gateway requires that proper routes to the network peer (IBM SoftLayer Vyatta Network Gateway) are implemented on both sides of the IPSec VPN tunnel.

    IBM System Lab Services require the following information from the customer so that they can properly configure the SoftLayer Vyatta Network Gateway:

    •The on-premises VyOS VPN tunnel Network Gateway public IP addresses.

    •Any on-premises subnets that contain devices that need access to the IBM Spectrum Accelerate system.

    •The VyOS VPN tunnel Network Gateway security settings that were configured in the previous section. See 3.3.2, “Configure on-premises VyOS Network gateway VPN tunnel security” on page 24 for an explanation and example of settings for the IPSec VPN tunnel security in VyOS.

    Configuration of the on-premises VyOS VPN tunnel Network Gateway requires the following information from IBM System Lab Services from the SoftLayer environment to successfully establish VPN tunnel connectivity:

    •The SoftLayer Vyatta Network Gateway public IP addresses

    •The SoftLayer subnets that contain the IBM Spectrum Accelerate system networks for management and Internet Small Computer System Interface (iSCSI) connectivity

     

    
      
        	
          Note: This information is contained in the IBM Lab Services fulfillment letter, which is sent at the completion of the initial IBM Spectrum Accelerate system on SoftLayer provisioning, as described in 2.1, “Description of service” on page 10.

        
      

    

    Adding IPSec VPN tunnel routes in VyOS

    When the necessary information has been provided to IBM Systems Lab Services and the corresponding information for the IBM SoftLayer environment has been obtained, the IPSec VPN tunnel and connections to the peer groups can be defined and established.

    For each on-premises subnet and SoftLayer subnet combination, a tunnel configuration must be created within the VyOS VPN tunnel Network Gateway to allow traffic to pass between the Network Gateways. 

    Example 3-2 provides an illustration of reciprocal subnet pairs for the on-premises subnets (192.168.x.x) and the IBM SoftLayer subnets (10.57.x.x).

    Example 3-2   Example list of on-premises subnets and wanted SoftLayer subnets for tunnel creation
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    tunnel 1: 192.168.1.0/24 -> 10.57.103.192/26

    tunnel 2: 192.168.2.0/24 -> 10.57.103.192/26

    tunnel 3: 192.168.1.0/24 -> 10.55.21.80/26
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    An example the commands to add routes for the subnets listed in Example 3-2 on page 26 to the on-premises VyOS Network Gateway, and an explanation of the commands, is provided in Example 3-3. 

    Your specific implementation for the addition of IPSec tunnel routes to the VyOS VPN tunnel Network Gateway can differ from the example, and is dependent upon the on-premises and SoftLayer network configurations.

    Example 3-3   Configuration process for VyOS to add IPSec VPN tunnel routes between the on-premises network and the SoftLayer network
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    # configure

    Edit the IPSec VPN site-to-site relationship for the on-premises VyOS VPN tunnel Network Gateway and the IBM SoftLayer Vyatta Network Gateway. The peer address is the SoftLayer Vyatta Network Gateway public IP address.

    # edit vpn IPSec site-to-site peer 173.x.x.x

    Set the authentication mode to use, and provide the shared authentication password that is set on the SoftLayer Vyatta Network Gateway appliance.

    # set authentication mode pre-shared-secret

    # set authentication pre-shared-secret PASSWORD

    Set the IKE group and the default ESP group.

    # set ike-group IKE-1W

    # set default-esp-group ESP-1W

    Set the local-address of the on-premises VyOS VPN tunnel Network Gateway to one of the public IP addresses.

    # set local-address 60.x.x.x

    Define the tunnels between the on-premises VyOS VPN tunnel Network Gateway and the SoftLayer Vyatta Network Gateway subnet networks by issuing the set tunnel <#> command. Ensure that you define the correct on-premises and SoftLayer network subnets. 

    Create as many tunnels as necessary to establish appropriate connectivity between the on-premises and SoftLayer networks.

    # set tunnel 1 local prefix 192.168.1.0/24

    # set tunnel 1 remote prefix 10.57.103.192/26

    # set tunnel 2 local prefix 192.168.2.0/24

    # set tunnel 3 local prefix 192.168.1.0/24

    # set tunnel 3 remote prefix 10.55.21.80/26

    # set tunnel 4 local prefix 192.168.2.0/24

    # set tunnel 4 remote prefix 10.55.21.80/26

    Issue the show tunnel command to verify that each of the new tunnel routes local and remote subnet address settings are correct.

    # show tunnel

        +tunnel 1 {

        +    local {

        +        prefix 192.168.1.0/24

        +    }

        +    remote {

        +        prefix 10.57.103.192/26

        +    }

        +}

        +tunnel 2 {

        +    local {

        +        prefix 192.168.2.0/24

        +    }

        +    remote {

        +        prefix 10.57.103.192/26

        +    }

        +}

        +tunnel 3 {

        +    local {

        +        prefix 192.168.1.0/24

        +    }

        +    remote {

        +        prefix 10.55.21.80/26

        +    }

        +}

        +tunnel 4 {

        +    local {

        +        prefix 192.168.2.0/24

        +    }

        +    remote {

        +        prefix 10.55.21.80/26

        +    }

        +}

    # top

    Commit and save the modified tunnel definitions to complete adding the tunnel routes between the on-premises network and the SoftLayer network and the on-premises VyOS VPN tunnel Network Gateway.

    # commit

    # save

    # exit
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    When the IPSec VPN tunnels have been defined on the VyOS VPN tunnel Network Gateway, verify that connectivity has been established for each tunnel.

    A simple connectivity test can be completed by pinging an IP address that is on one of the subnets in the SoftLayer environment, from an on-premises device that contains an IP address in one of the on-premises subnets. 

    Verify connectivity for each IPSec VPN tunnel that was set up in the previous step.

    Removing IPSec VPN tunnel routes in VyOS 

    During IBM Spectrum Accelerate system use in the IBM SoftLayer Cloud environment, there can be instances where an IPSec VPN tunnel route needs to be modified or removed due to a change in the networking configuration. This change can occur at either the on-premises or SoftLayer network.

    Also, SoftLayer reclaims subnets as compute nodes are removed and the associated subnet becomes empty. If this occurs, the route must be removed from the on-premises VyOS Network Gateway. 

    See Example 3-4 on page 29 for a depiction of reciprocal subnet pairs for the on-premises subnets (192.168.x.x) to the IBM SoftLayer subnets (10.57.x.x), which are no longer valid and require removal.

    Example 3-4   Example list of IPSec VPN tunnels and the on-premises subnet / IBM SoftLayer subnet reciprocal pairs to be removed
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    tunnel 3: 192.168.1.0/24 -> 10.55.21.80/26

    tunnel 4: 192.168.2.0/24 -> 10.55.21.80/26
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    An example of removing definitions for the tunnels in Example 3-4 on the on-premises VyOS Network Gateway, with an explanation of those commands, is available in Example 3-5. 

    Your specific commands for removing IPSec tunnel routes on the VyOS Network Gateway can differ, because they are dependent on the on-premises and SoftLayer subnets that are already defined in the VyOS VPN tunnel Network Gateway.

    Example 3-5   Example of the configuration process for VyOS to remove IPSec VPN tunnels between the on-premises network and the SoftLayer network
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    # configure

    Edit the IPSec VPN site-to-site peering relationship for the on-premises VyOS VPN tunnel Network Gateway and the IBM SoftLayer Vyatta Network Gateway.

    The peer address is the SoftLayer Vyatta Network Gateway public IP address that was defined when the site-to-site VPN connectivity was originally established.

    # edit vpn IPSec site-to-site peer 173.x.x.x

    Issue the show tunnel command to list each of the configured tunnels and their associated network settings.

    # show tunnel

        tunnel 1 {

            local {

                prefix 192.168.1.0/24

            }

            remote {

                prefix 10.57.103.192/26

            }

        }

        tunnel 2 {

            local {

                prefix 192.168.2.0/24

            }

            remote {

                prefix 10.57.103.192/26

            }

         }

         tunnel 3 {

            local {

                prefix 192.168.1.0/24

            }

            remote {

                prefix 10.55.21.80/26

            }

         }

         tunnel 4 {

             local {

                prefix 192.168.2.0/24

            }

            remote {

                prefix 10.55.21.80/26

            }

         }

    Identify the tunnels that contain the tunnel routes that need to be removed. Issue the delete tunnel <#> command using the tunnel number identified for removal.

    # delete tunnel 3

    # delete tunnel 4

    Issue the show tunnel command to review the proposed tunnel configuration changes and verify that the tunnels you selected are marked for deletion. This is indicated by the Minus sign (-) indicator proceeding the tunnel information.

    # show tunnel

     tunnel 1 {

         local {

             prefix 192.168.1.0/24

         }

         remote {

             prefix 10.57.103.192/26

         }

     }

     tunnel 2 {

         local {

             prefix 192.168.2.0/24

         }

         remote {

             prefix 10.57.103.192/26

         }

     }

    -tunnel 3 {

    -    local {

    -        prefix 192.168.1.0/24

    -    }

    -    remote {

    -         prefix 10.55.21.80/26

    -    }

    -}

    -tunnel 4 {

    -    local {

    -        prefix 192.168.2.0/24

    -    }

    -    remote {

    -        prefix 10.55.21.80/26

    -    }

    -}

     

    # top

    Commit and save the modified tunnel configuration to complete removing the stale tunnel routes between the on-premises and SoftLayer networks.

    # commit

    # save

    # exit
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IBM Spectrum Accelerate on Cloud use cases

    This chapter describes different use cases for IBM Spectrum Accelerate on IBM SoftLayer implementations. The use cases include, but are not limited to, the following examples:

    •Private Cloud. Build an off-premises private cloud for customer business applications.

    •Hybrid Cloud. On premise with off premise for backup, recovery, and data archiving:

     –	Disaster recovery (DR) configuration

     –	IBM XIV on premise to IBM Spectrum Accelerate on Cloud

    When considering use cases for IBM Spectrum Accelerate on Cloud, the customer must consider the latency that the applications can tolerate when using off-premises private or hybrid cloud solutions. 

    The primary focus of this chapter is the hybrid Cloud with disaster recovery configuration and data archiving. Private Cloud implementations are most typically used when customers need to deploy some of their business applications into the Cloud to support remote locations 
and staff.

    4.1  Private Cloud

    IBM Spectrum Accelerate on Cloud deployments can be used for customer private cloud services when set up in the customer’s own SoftLayer account. Under this scenario, the IBM Spectrum Accelerate on Cloud systems are typically used as the primary storage for the customer application servers in SoftLayer. 

    The IBM Spectrum Accelerate on Cloud system is deployed by the IBM Lab Services team in the customer SoftLayer account, and with customer assistance. Upon completion of the installation, the customer has full access to integrate the IBM Spectrum Accelerate on Cloud into their VMware vCenter environment and manage the virtual machines (VMs) running Spectrum Accelerate on Cloud.

    Host attachment to the IBM Spectrum Accelerate on Cloud system is completed using the most current supported Host Attachment Kit found on the IBM Fix Central site:

    http://www.ibm.com/support/fixcentral/

    To minimize the effects of latency, the deployment of IBM Spectrum Accelerate on Cloud is completed in a SoftLayer data center nearest to the customer, and which can support the required configuration. By using the nearest SoftLayer data center, IBM can take advantage of the SoftLayer points of presence and global network backbone, as described on the following web page:

    http://blog.softlayer.com/tag/network

    4.2  Hybrid Cloud

    The Hybrid Cloud use case is primarily for disaster recovery, backup, and archiving of data to the Cloud. In this configuration, customers integrate their on-premises XIV or IBM Spectrum Accelerate with the IBM Spectrum Accelerate on Cloud, as referenced by Figure 2-2 on page 15.

    Upon receipt of the fulfillment letter from IBM Systems Lab Services, stating that the system has been implemented and connectivity between the customer location and SoftLayer is in place, customers can set up mirroring between their XIV and the IBM Spectrum Accelerate system. 

    In a Hybrid Cloud solution, where IBM Spectrum Accelerate on Cloud is used to provide backup and disaster recovery solutions to a physical data center, asynchronous mirroring must be used. All mirrored data is pushed through the Internet Protocol Security (IPSec) tunnels that were established during the gateway configuration. 

    The customer must set up the Internet Small Computer System Interface (iSCSI) connectivity between the data center XIV and the IBM Spectrum Accelerate on Cloud by defining the iSCSI ports on each side, defining the target connections, and setting up the mirrored volumes and consistency group pairings. 

    In the connectivity example, (see Figure 4-1 on page 33) the XIV at the customer site has three iSCSI ports defined that connect through the Vyatta gateway connections to the IBM Spectrum Accelerate on Cloud system at the SoftLayer data center. 

    Each IBM Spectrum Accelerate module has one or more iSCSI connections that can be used for mirroring and host connectivity. The IP addresses at the SoftLayer location have been defined on a segregated virtual local area network (VLAN) that is associated with the gateway at SoftLayer for the customer. 

    [image: ]

    Figure 4-1   Example of iSCSI connections for mirroring

    After the connections between the XIV and the IBM Spectrum Accelerate are established, the data traverses from the iSCSI connections on the XIV, through the network to the VyOS gateway, across the IPSec tunnels, and into SoftLayer by way of the Vyatta gateway to the IBM Spectrum Accelerate system. 

    In Figure 4-2, the red arrows represent the logical data flow that the mirrored volumes and consistency groups follow from the customer data center to the IBM Spectrum Accelerate on Cloud system in SoftLayer. 

    [image: ]

    Figure 4-2   Mirrored data path

    For more detailed information about mirroring, see the process for mirroring setup as outlined in the chapter about remote mirroring in IBM XIV Storage System Business Continuity Functions, SG24-7759:

    http://www.redbooks.ibm.com/redbooks/pdfs/sg247759.pdf

    4.2.1  Disaster recovery configuration

    The primary use case for the IBM Spectrum Accelerate in Cloud services is a Hybrid Cloud solution configured for disaster recovery. In this configuration, the IBM Spectrum Accelerate system is accessible from the customer’s physical data center though the previously configured IPSec virtual private network (VPN) tunneling (refer to 3.2, “Vyatta Network Gateway appliance and IPSec VPN tunnels” on page 22).

    Connect XIV in the customer data center to IBM Spectrum Accelerate on Cloud

    To establish connections between the XIV at the customer site and the IBM Spectrum Accelerate in the SoftLayer data center, the gateway, IPSec tunnels, and VLAN associations must be in place, as described in chapter 2.8.2, “VLANs” on page 16. The VLANs are configured and associated with the gateway by the IBM Systems Lab Services team during the deployment phase of the services.

    The process to create the connections on both the XIV and IBM Spectrum Accelerate in Cloud includes the following steps:

    1.	From the fulfillment letter, obtain the four preconfigured iSCSI IP addresses and ports that were configured by IBM.

    2.	Using the XIV management graphical user interface (GUI), Select the IBM Spectrum Accelerate on Cloud system, and expand the module to see the ports (Figure 4-3). Right-click the appropriate port and select Show iSCSI Connectivity table.
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    Figure 4-3   Show iSCSI Table

    3.	When the connectivity table displays, as shown in Figure 4-4, select Define IP Interface - iSCSI to add the port definition.

    [image: ]

    Figure 4-4   iSCSI Connectivity Table port list

    4.	The Define IP Interface iSCSI dialog shown in Figure 4-5 is displayed. 

    Enter all of the appropriate information in the required fields. For the MTU size field, the size should be set at 9000 to match the size set on the interfaces for each of the modules and the 10 gigabit (Gb) networking.

    After all of the information has been entered, click Create to commit the change. 

    [image: ]

    Figure 4-5   iSCSI port creation

    5.	Next, create the IBM Spectrum Accelerate target on the XIV side by selecting Remote from the left panel icons in the XIV Management GUI. From the Remote menu, select XIV Connectivity, as shown in Figure 4-6.

    [image: ]

    Figure 4-6   Remote connectivity

    6.	In the XIV Connectivity window, click Create Target in the top menu bar (Figure 4-7).

    [image: ]

    Figure 4-7   Create Target

    7.	The Create Target window is where all of the target definition information is entered. See Figure 4-8. It shows the creation from the IBM Spectrum Accelerate side. When configuring the target, the Target Protocol field defaults to iSCSI if the source or target system is an IBM Spectrum Accelerate system. Click Create to commit the change.

    [image: ]

    Figure 4-8   Create target

    8.	The last step for connecting the two systems is to establish the links. To complete this task, click one of the white port numerical icons and drag it to the other connection panel. If the definitions are correct, and ports are active, then a diagram (as shown in Figure 4-9) is presented, and mirroring connectivity is established. Repeat the process to set up at least one more connection between the two systems for redundancy. 
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    Figure 4-9   Bi-directional connectivity

    The active connections on the system can be verified by issuing the XIV command-line interface (XCLI) command shown in Example 4-1.

    Example 4-1   Listing the connected targets

    [image: ]

    XIV LBS-SDS-XIV-1>>target_connectivity_list

    Target Name   Remote Port   FC Port   IP Interface    Active   Up    

    lbsxiv2       9.11.235.67             lbsxivsdsm1p1   yes      yes   

    XIV LBS-SDS-XIV-1>>

    [image: ]

    After defining the iSCSI ports, targets, and connectivity, and verifying that the connections are correct, proceed with defining the volume and consistency group pairs for the mirroring process. For detailed instructions, see IBM XIV Storage System Business Continuity Functions, SG24-7759.

    Figure 4-10 provides a graphical representation of the mirroring path for a volume in the XIV system at the customer site to the IBM Spectrum Accelerate on Cloud system.

    [image: ]

    Figure 4-10   Volume Mirror path

    Change role: Recovery at the SoftLayer site

    If there is a disaster at the customer data center, the IBM Spectrum Accelerate on Cloud system can become the primary storage for host applications at the customer site, or within the SoftLayer Cloud. The method to accomplish the role change is detailed in IBM XIV Storage System Business Continuity Functions, SG24-7759.

    When the XIV system at the customer site comes back online, a change role must be performed at the old primary system to set it as the secondary. After the data is synchronized from the IBM Spectrum Accelerate on Cloud system to the former primary XIV at the customer site, a switch role can be performed to make the customer site the primary again. Make sure to redirect the host systems back to the original XIV at the customer location. 

     

    
      
        	
          Note: Typical asynchronous mirror configuration indicates the recovery point objective (RPO) requirements, and the XIV Storage System automatically assigns an interval schedule that is one-third of that value (rounding down if needed).

          Tip: The XIV Storage System allows a specific RPO and schedule interval to be set for each mirror coupling.

        
      

    

    4.2.2  Customer host using IBM Spectrum Accelerate on Cloud

    Customers who have purchased the IBM Spectrum Accelerate on Cloud services can connect hosts at their data center to the system. When using this configuration, the effects of latency must be considered when determining which applications can function in this specific configuration. Applications that require high transaction rates and low latency are not suited for this type of a configuration, and it is advised that they are not set up in this configuration. Other uses, such as auxiliary storage for file servers, image repositories, document repositories, and backups, are good candidates for the specified configuration. 

    The host at the customer site is presented to the IBM Spectrum Accelerate on Cloud by installing the host attachment kit for the particular host operating system being used. The procedure for installing the host attachment kit is documented in the IBM Redbooks publication, IBM Spectrum Accelerate: Deployment, Usage, and Maintenance, SG24-8267.

    Figure 4-11 is a representation of the host connection to the IBM Spectrum Accelerate on Cloud system hosted in a SoftLayer data center. The host is connected to the system, and all read and write requests pass through the IPSec tunnels that were created during the deployment phase. When using this configuration, attention must be paid to the latency between the customer data center and the SoftLayer data center. 

    [image: ]

    Figure 4-11   Host connected to IBM Spectrum Accelerate on Cloud

     

  
    Related publications

    The publications listed in this section are considered particularly suitable for a more detailed description of the topics covered in this paper.

    IBM Redbooks

    The following IBM Redbooks publications provide additional information about the topic in this document. Note that some publications in this list might be available in softcopy only:

    •IBM Spectrum Accelerate: Deployment, Usage, and Maintenance, SG24-8267

    •IBM Spectrum Accelerate Reference Architecture, REDP-5260

    •IBM XIV Storage System Architecture and Implementation, SG24-7659

    •IBM XIV Storage System Business Continuity Functions, SG24-7759

    •IBM XIV Storage System: Host Attachment and Interoperability, SG24-7904

    You can search for, view, download, or order these documents and other Redbooks, Redpapers, Web Docs, drafts, and additional materials, at the following website: 

    ibm.com/redbooks

    Other publications

    The following publications are also relevant as further information sources:

    •IBM Spectrum Accelerate Command-Line Interface (CLI) Reference Guide, SC27-6697-00

    •IBM Spectrum Accelerate Planning, Deployment, and Operation Guide, SC27-6695-00

    •IBM Spectrum Accelerate Product Overview, SC27-6696-00

    •IBM XIV Storage System Application Programming Interface, GC27-3916

    •IBM XIV Storage System Management Tools Operations Guide, SC27-5986-03

    •IBM XIV Storage System: Product Overview, GC27-3912

    •IBM XIV Storage System User Manual, GC27-3914

    Online resources

    The following websites are also relevant as further information sources:

    •IBM Spectrum Accelerate documentation, IBM Knowledge Center

    https://www.ibm.com/support/knowledgecenter/STZSWD/welcome?lang=en

    •IBM XIV Storage System web page

    http://www.ibm.com/systems/storage/disk/xiv/index.html

    •IBM System Storage Interoperation Center (SSIC)

    http://www.ibm.com/systems/support/storage/ssic/interoperability.wss

    Help from IBM

    IBM Support and downloads

    ibm.com/support

    IBM Global Services

    ibm.com/services
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