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    Security Zones on IBM System z: Defining and Enforcing Multiple Security Zones

    Introduction 

    Many customers wanting to do Linux® server consolidation and deployment to IBM® System z® experience challenges in balancing the security of a physical “air gap” with the low cost of consolidation on a single box: It goes against their instincts and training. Being able to understand the security implications, capabilities, advantages, and risks of virtual server consolidation helps to lower or remove barriers to growth and the decision to say “Yes” to System z.

    This IBM Redpaper™ publication describes the architecture of traditional network security zones (Internet, DMZ, application, data, and maintenance) that can be securely manifested on System z through the application of best practices for System z hardware management and z/VM® virtual network configuration. This paper also discusses the Law of Unintended Consequences as it applies to shared Open Systems Adapters and HiperSockets™. We also discuss the location of firewalls, enforcement options, and an introduction to labeled security in a z/VM environment.

    You learn how to properly build virtual security zones and integrate virtual servers into your existing security zones. We also discuss using the Resource Access Control Facility (RACF®) Security Server on z/VM to prevent a “red zone” server from connecting to a “green zone” network or “green zone” data.

    Preparing the hardware

    Before you configure z/VM, take a moment and consider the security of the entire server. If the server is not secure, then any attempt to secure z/VM might not work.

    To prepare the hardware, you need to get back to basics. Ultimate power in the hands of a z/VM or z/OS® system programmer or administrator is not a given. People who do not have the authority to make hardware changes should not be given the privileges to do so. Authorization to issue Dynamic I/O commands in z/VM constitutes a hardware change capability (assuming the LPAR has the privilege). Be careful!

    z/VM Security begins with System z security:

    •Accountability is important. Obtain your own user ID on the HMC; do not share it with someone else. If you share an ID and something goes wrong, how can you prove that you did not do it? 

    •Limit the span of control as appropriate.

    •Protect the I/O configuration by creating a separate LPAR that is authorized to modify the I/O configuration. 

    •Give partitions access only to devices to which they require access.

    Note in Figure 1 that the dynamic I/O partition running the Hardware Configuration Definition (HCD) is not running an application workload. What if the production LPARs were compromised? Would you want either of them to have control of the I/O configuration? 
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    Figure 1   System z hardware security

    Sharing an open system adapter (OSA) and creating a HiperSocket both create a LAN segment. Be careful about such things if it is necessary to transit a zone. You must have some sort of firewall technology.

    Figure 2 shows how a shared OSA can create a “short circuit” between LPARs.
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    Figure 2   A shared OSA creates a “short circuit” between LPARs

    The only difference between a HiperSocket and a shared OSA is the lack of a built-in bridge to the outside (see Figure 3). 
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    Figure 3   A HiperSocket is a LAN segment and should be treated like one

    A multizone network

    Figure 4 is an example of a traditional 3-tier architecture. There are four security zones. The definition of a zone is that it is an IP subnet separated from an adjacent subnets by a firewall. If you remove a firewall, you remove the “higher” of the two zones. For example, if you remove the third firewall (in Figure 4), you lose the right to host servers in the “data” zone.
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    Figure 4   Traditional 3-tier application architecture

    This situation might not make sense, but it is true nonetheless. It is a best practice for network security, and is required by the Payment Card Industry (PCI) security standards.

    Figure 5 is an example of a network that is based on System z with external and internal firewalls. 
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    Figure 5   System z based multizone network

    Firewalls

    Where do you place firewalls? Figure 6 shows an example, but it is not a given that the firewalls will be running in virtual machines. Remember that network security is not the responsibility of a z/VM systems programmer; it is the responsibility of your Network Security teams. They decide what firewalls are acceptable. That decision is typically based on how they manage firewalls, as they will typically use firewall management software that can push rules to all firewalls quickly and easily. Sometimes the firewall has built-in capabilities. Unless you are part of the Network Security team, you will not be aware of all the issues. 

     

    
      
        	
          Important: Do not surprise your Network Security team with a firewall technology of your choosing.
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    Figure 6   Onboard (internal) firewalls

    Outboard, or external, firewalls are the easiest to build (see Figure 7), because you do not need to introduce unknown firewall technologies. It is not a problem if your Network Security team wants outboard firewalls. Running them outboard will increase latency, but if the transaction speed is acceptable, then the latency is acceptable. Of course, you actually have to have a measurable standard, such as one from a Service Level Agreement (SLA), order to determine if the transaction speed is acceptable.
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    Figure 7   Outboard (external) firewalls

    Combination firewalls (Figure 8) are a compromise and are all about risk management, that is, risk versus cost. If you and your security team can show value to onboard firewalls, then go ahead and use them. But remember that you have the combination firewall option. The workloads you really should be concerned about are associated with the web servers, application servers, and the database.
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    Figure 8   Combination firewalls

    One implementation of a combination firewalls solution would be guest LANs with HiperSockets, as shown in Figure 9. 
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    Figure 9   Guest LANs with HiperSockets

    Another implementation of a combination firewalls solution would be HiperSockets and IBM z/OS packet filters, as shown in Figure 10
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    Figure 10   HiperSockets and z/OS packet filters

    We are using the built-in packet filtering technology of z/OS and dedicated HiperSockets (which allows us to use QDIO Assist). Of course, all usage of z/OS packet filters must be negotiated.

    Another implementation of a combination firewall solution is shown in Figure 11. 
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    Figure 11   HiperSockets and z/OS packet filters

    This implementation is the same as shown in Figure 10 on page 9, but all applications to z/OS traffic is funneled through a virtual router with no firewall. This is a bad idea and does not add any value.

    Virtual switches, VLANs, and traffic separation

    A switch creates LANs and routes traffic. It turns ports on and off, assigns a port to a LAN segment, and provides LAN “sniffer” ports. A switch is similar to a hub, but with better technology, more function, and more expensive.

    With a hub, the ports are physically connected. Each port sees all the other ports. All ports are at the same speed. A hub can be considered “dumb.”

    Conversely, with a switch, the ports are logically connected based on administrative settings in the switch, so a switch is considered “smart”.

    Figure 12 shows two types of switches. 
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    Figure 12   Sample switches

    What do you do when all the ports on a switch are filled? You connect the switch to another switch. If you run out of ports, you daisy chain (trunk) the switch to another switch using a trunk port.

    A trunk port carries Ethernet frames with an extra piece of information called the VLAN ID tag. This tag tells the target switch which VLAN (LAN segment) to which the frame belongs. The original switch is responsible for adding the tag. The tag is removed before it is sent out on an access port. Tags are not accepted from an access port; they will be treated as a malformed frame. Figure 13 demonstrates a trunk port (indicated by a “T”) versus an access port.
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    Figure 13   Trunk port versus an access port

    All we are doing with a VSWITCH is putting it in place of a real switch. It has all the rights, privileges, and responsibilities of a real switch. Figure 14 shows that the trunk port on the physical switch can be restricted to a subset of all possible VLANs carried on the switch, that is, there may be some other VLANs that you cannot see.
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    Figure 14   Physical Switch to Virtual Switch

    A VLAN unaware VSWITCH plugs into an access port. It sees only a single LAN segment. Think of it as monochromatic or color blind. It does not know about other LAN segments (Figure 15). 
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    Figure 15   z/VM Virtual Switch: VLAN unaware

    In Figure 16, the VSWITCH is plugged into a trunk port and can receive data from or send data to any VLAN that has been authorized on that port by the switch administrator. In fact, the VSWITCH is required to tag outgoing frames and remove tags from incoming frames.
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    Figure 16   z/VM Virtual Switch VLAN assignment

    Using a VSWITCH without an OSA acts a better Guest LAN than an actual Guest LAN (DEFINE LAN) because it has more controls, as shown in Figure 17. In particular, you can enforce VLAN usage restrictions on virtual trunk ports. 
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    Figure 17   z/VM Virtual Switch: VLAN aware and no OSA

    One VSWITCH carrying data for two LAN segments is shown in Figure 18. 
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    Figure 18   Network with VSWITCH (with VLANs)

    Figure 19 shows two VSWITCHes. There is physical traffic separation. Of course, for high availability, you need two OSAs per VSWITCH. In theory, they could back up each other, but then you would be unable to use link aggregation.
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    Figure 19   Multi-zone network with VSWITCH (no VLANs)

    Enforcing the rules with Resource Access Control Facility

    Resource Access Control Facility (RACF) creates objects in classes. The class is the name space. Each instance of an object in a class represents another VM resource (disk, VSWITCH, user, and so on).

    Protecting a VSWITCH using RACF includes having access control through the VMLAN class in RACF. The VMLAN class allows a guest system to establish a connection to a VSWITCH. The VMLAN class:

    •Uses SYSTEM.name or SYSTEM.name.vlanid

    •Uses owner.name for Guest LANs

    The command used to permit access to a VSWITCH is:

    PERMIT SYSTEM.VSW01 CLASS(VMLAN) ID(ALAN) 	ACCESS(UPDATE)

    z/VM virtualizes a LAN sniffer to capture network traffic on a z/VM Guest LAN or VSWITCH. This action helps capture network data to resolve virtual networking problems. Using this sniffer function requires CONTROL access. 

    Port isolation security provides the ability to restrict guest-to-guest communications within a VSWITCH by exploiting OSA-Express QDIO data connection isolation. To do this task, run the following command:

    SET  VSWITCH name ISOLATE

    After this command is done, guests cannot talk to each other. On IBM System z10® and later, VSWITCH port isolation also activates QDIO data connection isolation, disabling the “short circuit” in the OSA. There is no cross-talk on shared OSA to and from the VSWITCH.

    Another way to enforce the rules using the VMLAN class is to turn off backchannel communications. Backchannel communications allow users with high security clearance within a specific Linux server to bypass the security rules and polices that apply to the whole network infrastructure. 

    To turn off backchannel communications: 

    •Do not allow the creation of user-defined Guest LANs. To prohibit users from defining any Guest LANs on a given system, set the limit to zero (0). For example, the SET VMLAN LIMIT TRANSIENT 0 command would prevent general users from creating Guest LANs.

    •Do not allow class G users the ability to define virtual channel-to-channel (CTC) interfaces from within their servers. After you have already given your Linux virtual servers class G privileges, remove the DEFINE command from class G users by running the following command: 

    MODIFY COMMAND DEFINE IBMCLASS G PRIVCLASS M

    •Always use explicit Inter-User Communications Vehicle (IUCV) authorization in the directory. Do not use the IUCV ALLOW or IUCV ANY commands. 

    •Remove the ability from class G users to set secondary consoles by running the following command:

    MODIFY COMMAND SET SECUSER IBMCLASS G PRIVCLASS M

    Additionally, you could also use the following utilities to turn off backchannel communications:

    •You can use the Virtual Machine Communication Framework (VMCF) by running the following command: 

    MODIFY DIAGNOSE DIAG068 IBMCLASS G PRIVCLASS M

    •ESA/XC mode address space sharing (ADRSPACE PERMIT)

    •Discontiguous Shared Segments (DCSS)

    While these methods are all efficient and considered essential to maintain system’s security, they are all discretionary rules that need to be carefully maintained to avoid security breaches. And then there are new interfaces that can be added in an authorized program analysis report (APAR). You have to wonder how you can keep up with it all. 

    To address this issue, the implementation of RACF support for Mandatory Access Controls (MAC) would be a step in the right direction. MAC is a security policy that governs which subject, or users, can access which resources and in what way. MAC can restrict access to an object in regards to three things:

    • The security label of the subject.

    • The security label of the object.

    • The type of access the subject requires for the task being performed.

    If the MAC criteria are met, z/VM proceeds with the discretionary access control where appropriate. With MAC implemented, it is possible to separate all the virtual resources, or objects, in their security zones, and give system administrators more flexibility managing their devices. MAC guarantees that only subjects previously authorized to use a resource within a security zone would have the privilege to do so. 

    On Linux, AppArmor by Novell and Security-Enhanced Linux (SELinux) on Red Hat Enterprise Linux provide the same functionality for Linux as MAC. 

    MAC guarantees that only subjects previously authorized to use a resource within a security zone would have the privilege to do so, as shown in Figure 20. 
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    Figure 20   Multi-zone z/VM LPAR with RACF enforcement

    Because the security administrator overrides the user and the system programmer, Mandatory Access Controls override user controls and user or administrator given permissions. Users are assigned to one or more named projects. Minidisks, guest LANs, VSWITCHes, VLAN IDs, NSSes, DCSSes, and spool files all represent data in those same projects. Users can only access data in their assigned projects.

    When using multizoning with RACF, a security label combines the concepts of security clearance (secret, top secret, and eyes only) and data partitioning (which applies to disks, networks, and other users). 

    “Labeled security” is an old, well-understood concept in the industry and is part of the z/VM Common Criteria certification. As of the writing of this paper, no other security product for z/VM provides this capability. 

    While there is no real use for security clearance on virtual servers, it could be used to prevent read/write (RW) access to data by people who are authorized only to look at data; it does not prevent copying of the data, though. 

    The commands used to create security levels and data partitions are shown in Example 1.

    Example 1   Create security levels and data partitions
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    1 RDEFINE SECDATA SECLEVEL ADDMEM(DEFAULT/100)

    2 RDEFINE SECDATA CATEGORY ADDMEM(INTERNET DMZ APPS DATA COMMON)

    3 RDEFINE SECLABEL PUBLIC SECLEVEL(DEFAULT)ADDCATEGORY(COMMON) UACC(NONE)

    4 RDEFINE SECLABEL RED SECLEVEL(DEFAULT)ADDCATEGORY(DMZ COMMON) UACC(NONE)

    5 RDEFINE SECLABEL GREEN SECLEVEL(DEFAULT) ADDCATEGORY(APPS COMMON) UACC(NONE)

    6 RDEFINE SECLABEL BLUE SECLEVEL(DEFAULT) ADDCATEGORY(DATA COMMON) UACC(NONE)
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    In Example 1, line 1 shows the command used to create a security level and name it DEFAULT with 100 as the level of security clearance. The number of security levels and the hierarchy you use depend on how your infrastructure is set up and what your security requirements are. In line 2, four categories are created, INTRANET, DMZ APPS, DATA, and COMMON, which are used to represent the resources accessible by the external network, the DMZ, applications, and other areas. Lines 3 through 6 group security levels and categories together. After the security levels and data partitions are created, you can assign virtual machines their security labels by using SECLABEL. It may seem unnecessary to use PERMIT and ALTUSER, but you need to assign the user a default label (otherwise, the user has no label, in which case SETROPTS controls what happens).

    Example 2 shows the commands that are used to assign the security labels to virtual machines. 

    Example 2   Assigning security labels 
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    PERMIT RED CLASS(SECLABEL) ID(LXHTTP01) ACCESS(READ)

    ALTUSER LXHTTP01 SECLABEL(RED)

    PERMIT GREEN CLASS(SECLABEL) ID(LXWAS001) ACCESS(READ)

    ALTUSER LXWAS001 SECLABEL(GREEN)
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    Sometimes a server provides services to all users, which exempts a server from label checking. You can set this configuration by assigning the label SYSNONE to the system servers (see Example 3). SYSNONE is predefined and should be used only for resources that have no classified data content. Do not confuse SYSNONE with NONE, SYSHIGH, or SYSLOW, which produce certain results for a label comparison; SYSNONE causes the label check to be bypassed. (Label checks are not character string checks, but an analysis of the security level and categories that comprise the label.)

    Example 3   Using SYSNONE
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    PERMIT SYSNONE CLASS(SECLABEL) ID(TCPIP) ACCESS(READ)

    ALTUSER TCPIP SECLABEL(SYSNONE)
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    So, by design, you would either protect or not protect your resources. There is little middle ground. If you intend to activate the TERMINAL or VMSEGMT classes, those resources all need SECLABELs. 

    To assign labels to resources, for example, your minidisk, Guest LANs, and virtual switches, your commands should look similar to the ones shown in Example 4.

    Example 4   Assigning labels to resources
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    RALTER VMMDISK LXHTTP01.201 SECLABEL(RED)

    RALTER VMLAN SYSTEM.NET1 SECLABEL(RED)

    RALTER VMLAN SYSTEM.NET2.0307 SECLABEL(GREEN)
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    To activate RACF protection, you can either run the commands in Example 5 or Example 6. In Example 5, if the resource does not have a SECLABEL, a warning is issued and SECLABELs are ignored. 

    Example 5   Activating the RACF protection so a warning is issued if the resource does not have a SECLABEL
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    SETROPTS CLASSACT(SECLABEL VMMDISK VMLAN)

    SETROPTS RACLIST(SECLABEL)

    SETROPTS MLACTIVE(WARNINGS)
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    Example 6 is more secure because if the resource does not have a SECLABEL, the command fails. 

    Example 6   Activating the RACF protection so the command fails with no SECLABEL
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    SETROPTS MLACTIVE(FAILURES)
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    Summary

    In summary, when creating security zones in z/VM, keep in mind the following points:

    •Have a network architect check your network design.

    •Do not complain about firewalls.

    •Optimize host-resident firewalls later.

    •Protect your hardware, data, servers, and your company.
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Security Zones on IBM System z: Defining
and Enforcing Multiple Security Zones

Introduction

Many customers wanting to do Linux® server consolidation and deployment to IBM® System
2® experience challenges in balancing the security of a physical “air gap” with the low cost of
consolidation on a single box: It goes against their instincts and training. Being able to
understand the security implications, capabilties, advantages, and risks of virtual Server
consoiidation helps to lower or remove barriers to growth and the decision to say *Yes” to
System z.

This IBM Redpaper™ publication describes the architecture of raditional network security
zones (Intemet, DMZ, application, data, and maintenance) that can be securely manifested
on System 2 through the application of best praciices for System z hardware management
and z/VM® virtual network configuration. This paper also discusses the Law of Unintended
Consequences as it applies 1o shared Open Systems Adapters and HiperSockets™. We aiso
discuss the location of firewalls, enforcement options, and an introduction to labeled security
ina z/VM environment.

You lear how to properly build virtual security zones and integrate virtual servers into your
existing securiy zones. We also discuss using the Resource Access Control Facility
(RACF®) Security Server on z/VM to prevent a *red zone" server from connecting to a ‘green
Zone" network or ‘green zone” data
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