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Part 1

IMS architecture and
application technology
fundamentals

The IMS environment is one that can seamlessly integrate the computing infrastructure
(hardware, software, and the related integration services) with vital business applications. It
has the following components:

» Integrated

The goal is to allow business applications to be able to interoperate end-to-end across
your enterprise. This means integration between IMS and its controlled data stores with
other products within IBM and with other products and platforms that are available to
the industry.

» Open
IMS applications have the flexibility to access mainframe-based data stores and call out to
middleware platforms to meet your business needs.

» Virtualized

Well-configured IMS systems autonomically handle transaction throughput rate increases
to create cost-efficiency and maximize your IT investment. This provides system
controlled virtualization for the flexibility to grow and expand, and the ability to use new
resources as they become available.

» Autonomic computing

For example, with the use of automation and available threshold controls, IMS can be
configured to manage flood conditions, allowing you to focus on your business, not the
specifics of your selected technology implementations.
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IMS addresses all four of these components. IBM provides support for various connectivity
and integration solutions with IMS. IMS views integration as a continuing journey and
continues to support and enhance new technology for connectivity and e-business
enablement into the foreseeable future.

This part includes the following chapters:

» Chapter 1, “IMS architectural overview” on page 3

» Chapter 2, “IMS Connect” on page 7

» Chapter 3, “IMS Connect Extensions for z/OS” on page 85

» Chapter 4, “Open Transaction Manager Access” on page 127

» Chapter 5, “SOAP application technology” on page 169

» Chapter 6, “Java Platform, Enterprise Edition application technology” on page 215
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IMS architectural overview

As IMS celebrates its 45th year anniversary in 2013, the IMS development laboratory in San
Jose, California and, by extension, IBM IMS worldwide support teams, look forward to the
international client base continuing to integrate their IMS assets into their modern enterprises.

IT architects and application design and development teams have many opportunities
available to them that are related to modernization and enterprise integration challenges. The
key challenge is developing solutions that combine stability, high availability, capacity, and
performance while simplifying application development and reducing the total cost of
ownership (TCO).

There are many components that are available to IMS based environments that allow
connectivity from distributed and mainframe-centric applications to IMS and its databases,
and also mainframe IMS applications to call out to obtain information from various data
stores. This chapter maps out the various integration solutions for IMS connectivity, and what
value they offer as input to the direction that you want to take your enterprise.

This chapter covers the following topic:
» Choosing the best IMS connectivity solution set
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1.1 Choosing the best IMS connectivity solution set

Table 1-1 presents a high-level description of technologies and specific products that are
available to support various options for IMS connectivity.

Here is some terminology that is related to this topic:

» Java EE Connector Architecture (JCA)

A Java based technology solution for connecting application servers and enterprise
information systems (EIS) as part of an enterprise application integration solution. The
JCA defines a standard set of system-level contracts between the Java EE application
server and a resource adapter that manages the connection, transactions, security, work,
lifecycle, transaction, and message inflow.

» Java Message Service (JMS)

An asynchronous-based messaging interface for exchanging of data between computers
using messaging services in support of Java programs. JMS allows application
components that are based on the Java Platform, Enterprise Edition to create, send,
receive, and read messages that can be text strings, serialized Java objects, or XML
documents. Messages can be exchanged using the point-to-point or the
publish-and-subscribe model.

» Web services and SOAP

XML-based interfaces and protocols that allow heterogeneous applications to discover
and communicate with each other in a platform and language independent way

» IMS TMRA
IMS TM Resource Adapter.
» WebSphere MQ and IMS Bridge
WebSphere Message Queue with the IMS Bridge facility.
» WebSphere Process Server is replaced by the IBM Business Process Manager

Table 1-1 Technologies and products that are associated with IMS connectivity solutions

Technology Products that are Architecture | Overview

involved in that

technology
IMS Enterprise Suite IMS Connect SOAP SOAP Gateway is a lightweight web service
SOAP Gateway server that has been customized to support IMS

messaging. Details are available in Chapter 5,
“SOAP application technology” on page 169.

IMS Enterprise Suite IMS Connect N/A This is a programming interface to allow the
Connect APIs customization of IMS Connect TCP/IP client
applications.
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Technology Products that are Architecture | Overview
involved in that
technology
WebSphere Application IMS Connectand IMS | JCA This is a Java Platform, Enterprise Edition
Server TMRA. Connector Architecture (JCA) adapter solution
that provides Java applications access to IMS
with integrated connection pooling, transaction
management with two-phase commit support,
and levels of security management
WebSphere JCA This is an optimized local IBM z/OS adapter with
Optimized Local high speed cross memory mechanisms for
Adapter (WOLA) transaction propagation between IMS and
WebSphere Application Server z/OS on the
same LPAR
WebSphere Process IMS Connectand IMS | JCA, SOAP This facility provides business process
Server / IBM Business TMRA choreography functionality
Process Manager
WebSphere Process WebSphere MQ and JMS, SOAP
Server / IBM Business IMS Bridge
Process Manager
WebSphere Message IMS Connect and IMS | JCA, SOAP In a heterogeneous infrastructure environment,
Broker (WebSphere MB) | TMRA these solutions are best for the handling of both
standard and nonstandard based applications,
WebSphere MQ and JMS, SOAP protocols and data formats.
IMS Bridge
IMS SOAP Gateway
WebSphere IMS Connectand IMS | JCA Best suited for transformation and validation
Transformation Extender | TMRA capabilities allowing aggregating of disparate
and large volumes of data with one-pass lookup.
WebSphere MQ and JMS, SOAP
IMS Bridge
IBM DataPower IMS Connect SOAP An application-based Enterprise Service Bus
with pre-built software and hardware
combinations that provide high-speed web
WebSphere MQ and | JMS, SOAP service and XML transformations with advanced
IMS Bridge security and web service standardization that is
built in.
IMS Data Provider for A component of the .NET Allows streamlined and standards-based way of
Microsoft.NET IMS Enterprise Suite framework accessing IMS databases from any .NET

applications using SQL.

IBM Worklight®

HTTP SOAP, TCP/IP
XML, and IMS
Connect

Mobile device
framework

Provides a platform to build, run, and manage
rich, cross-platform mobile applications.

Chapter 1. IMS architectural overview
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1.1.1 Considerations that are related to your choice of service

6

Both your existing server environment and access requirements must be considered to
determine the best solution for you:

» If you require either basic web services or Java access to IMS

If you have an existing Java EE server or one of the IBM servers that needs web services
or Java access to IMS, the JCA architecture with the IMS TM resource adapter is the best
option for direct access to IMS. This option offers full quality of service (QoS) with no extra
middleware required. If you have WebSphere Application Server on z/OS, then WOLA
offers you optimized access.

» If you require middleware to ensure recoverable message deliveries

If you have an existing Java EE server or one of the IBM servers that needs web services
or Java access to IMS, and you need a middleware to ensure message delivery with full
message recovery capability, then JMS with WebSphere MQ is the best

integration option.

» If you require platform independent loosely coupled interfaces

If you need to interact with business partners or applications in a platform independent
and loosely coupled fashion, and IMS transactions must be directly accessible without
going through or requiring other Java applications or additional programming, IMS
Enterprise Suite SOAP Gateway is the best option for direct SOAP access to IMS.

IMS Data Provider for Microsoft .NET is the obvious choice when interfacing with any
.NET application.

If you have DataPower, then take advantage of its support of IMS for a high-speed web
service process with advanced security support.

» If you require simple APIs to access IMS data stores and application sets

If you have an existing in-house server that needs a simple API to access IMS, you can
use a high-level API, such as the IMS Connect APl or WebSphere MQ API, which offers
the flexibility to integrate with your existing application interfaces.

» If you require mobile enhancement solutions

IBM Worklight includes a suite of integration adapters (HTTP for REST and SOAP support
and SQL) to allow this platform to connect to “back-end” systems, such as IMS.

IMS Integration and Connectivity Across the Enterprise



IMS Connect

IMS Connect is a communication gateway that operates in an address space on the z/OS
platform between a service consumer (client) and IMS (if inbound), or IMS and a service
producer (server) (if outbound). It interfaces with any TCP/IP supported environment,
including Linux.

IMS Connect enables the following functions:

» Distributed clients that exchange messages with IMS Transacton Manager (TM) by using
TCP/IP connections and Open Transaction Manager (OTMA).

» Local z/OS clients that use the local option with IMS TM Resource Adapter to exchange
messages with IMS TM by using the z/OS Program Call (PC) function (the local option)
and OTMA.

» Distributed clients that exchange messages with IMS DB by using TCP/IP connections
and the Open Database Manager (ODBM) component of the IMS Common Service Layer
(CSL). This facility is available as of IMS Version 11.

» Multiple Systems Coupling (MSC) users that send messages from one IMS system to
another by using IMS-to-IMS TCP/IP connections. This facility is available of as IMS
Version 12.

» Intersystem communication support (ISC) using TCP/IP between IBM CICS® and IMS.

» IMS Operators that use the IMS Control Center to issue commands to an IMSplex and
receive command replies by using TCP/IP and the IMS Operations Manager (OM).

Performance measurements that were obtained at the Silicon Valley Laboratory
demonstrated that 12,000 transactions per second can be processed with a single IMS
Connect instance supporting a single IMS. This can be increased by using parallel IMS
Connect instances. A four-way IMS Connect configuration in a single IMS Version 12 system
was clocked around 25,000 transactions per second.

At the same IBM laboratory, we achieved a message sending rate of over 9,500 messages a
second between a local ICON (IMS Connect) and remote ICON image over a Internet
Protocol network. This test was performed on an IBM System z10® Enterprise Class

Model E64.
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For more information about this test, see the following website:

http://public.dhe.ibm.com/software/data/sw-1ibrary/ims/IMS Version 12 Performance

This chapter covers the following topics:

IMS Connect overview

Commit processing message flows

Installing IMS Connect

IMS Connect implementation and configuration process
IMS Connect configuration enhancements

IMS Connect user exits

IMS Connect user exit enhancements

IMS Connect high availability facilities

IMS Connect high availability enhancements

IMS Connect operations and command support

IMS Connect operations and command enhancements
Accessibility through IMS Connect

IMS Connect accessibility enhancements

IMS Connect client programming interfaces

IMS Connect Client programming interface enhancements
IMS Connect security

IMS Connect security enhancements

IMS Connect scalability and performance

IMS Connect scalability and performance enhancements
IMS Connect diagnostic tests

IMS Connect diagnostic enhancements

YVVYVYYYVYYYYYVYYYVYVYVYVYVYVYVYYVYY

2.1 IMS Connect overview

As shown in Figure 2-1, a service consumer can connect through TCP/IP (local connect is
also available) to the IMS server over the IMS Connect gateway. The local support facility
allows communication by using Program Calls (PC) without requiring TCP/IP from a web
serving application to IMS in a z/OS environment, which eases the management in

this environment.

(DBCTL/OM)
IMS
(DCCTL)

Service

Consumer Service

Producer

Figure 2-1 IMS Connect overview

Here is an explanation of the numbered items in Figure 2-1:
1. The local option is also available (in place of communication through TCP/IP).

2. From a TCP/IP point of view, IMS Connect is always a server.
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3. A callin or callout function can be in the same IMS instance.

4. The Structured Call Interface (SCI) IMS address space is used for communication
between IMS Connect and the Operations Manager address space as part of the
distributed control center support. SCl is also used for ODBM, MSC, and ISC traffic.

Traditionally, IMS Connect is used as a gateway to reach the DCCTL (communication
portion) of IMS. Since IMS Version 9, it is also used as a communication path for the IMS
Operation Management (OM) component for distributed IMS single point of control (SPOC),
as provided from a distributed control center to operate IMS within an IMSplex. The
Structured Call Interface (SCI) component of IMS is used for the IMS Connect to Operations
Manager (OM) communication.

IMS Connect interfaces with Open Transaction Manager Access (OTMA) to provide a direct
communication path from clients to IMS applications. OTMA is a feature of IMS that enables
any z/OS client (IMS Connect in this case) to access IMS applications through the
cross-system coupling facility (XCF) services. For more information about OTMA, see
Chapter 4, “Open Transaction Manager Access” on page 127.

Request messages that are received from TCP/IP clients, using TCP/IP connections or local
option clients using the z/OS program call (PC), are passed to IMS through XCF. Then, IMS
Connect receives response messages from IMS and passes them back to the originating
TCP/IP or local option clients.

IMS Connect supports TCP/IP clients communicating with socket calls, but it can also support
any TCP/IP client that communicates with a different input data stream format. User-written
message exits can run in the IMS Connect address space to convert customer message
format to OTMA message format before IMS Connect sends the message to IMS. The
user-written message exits also convert OTMA message formats to customer message
formats before sending a message back to IMS Connect. IMS Connect then sends the output
to the client.

The IMS Connect configuration supports multiple IMS Connect connections accessing the
same IMS system and a single IMS Connect connection accessing multiple IMS systems. If
the data store goes down, the status of the data store is sent to IMS Connect from IMS OTMA
through XCF. When the data store is brought back up and restarted, IMS Connect is notified
and automatically reconnects to it. You do not need to manually reconnect to the data store.

If you stop and restart TCP/IP, as of IMS V11, IMS Connect automatically reconnects.
However, the IMS Connect clients must reconnect.

IMS Connect was augmented in IMS V11 to be an Open Database Manager (ODBM) client,
which allows distributed applications to use the TCP/IP protocol to communicate through IMS
Connect to access any database in the entire IMSplex.
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2.2 Commit processing message flows

The Commit and Synclevel parameters are important to understand because they influence
both the integrity of transactions and performance.

» CMO: Commit 0 (commit then send) indicates that the sync point commit decision is taken
by IMS before message shipment occurs. You could think of this as asynchronous
processing.

» CM1: Commit 1 (send then commit) means that after processing the transaction, the
response is sent right away to the client and the decision to commit is returned to IMS by
an external element. This is synchronous in nature.

2.2.1 Commit-then-send (commit mode 0) flow

The commit-then-send flow is also known as the standard IMS flow because it is the way IMS
has traditionally worked. The output message is enqueued to the output queue (in the case of
OTMA, to the Tpipe structure) and sent after the transaction program has reached its commit
point and completed, as shown in Figure 2-2.

OTMA Client IMS Application
5 Transaction
| send inserted to SMB
| [OTMIA Prefix [TRAN [DATA] —ll_lr TRAN [DATA— -
| MSGQ GU call

ISRT to IOPCB

: Sync Start
Receive Output sent Sync End
| [OTMA Prefix [DAT Al 7|_|r DATA—
i LS Transaction
| Send * completes

| OTMA PreixIACK]
: Output dequeued

Figure 2-2 Commit-then-send message flows

To ensure that client transactions are processed and that they are processed only once,
OTMA provides a protocol for synchronizing transactions. This is done by defining the Tpipe
as synchronized and by using commit mode 0. IMS then waits for the response from the client
(acknowledgment) before the output is dequeued from the message queue. This provides
message recoverability similar to that provided for Set and Test Sequence Number (STSN)
terminals, such as SLUP, 3600, and ISC terminals. If an ACK is not received or a NAK is sent
by the client, the output message is not dequeued.

Message recoverability is applicable only for commit-then-send mode transactions. Any input
messages on the message queue that are marked unrecoverable are discarded during an
IMS restart. Any input messages on the message queue that are marked recoverable are left
on the message queue and are eligible for scheduling after IMS restart completes.
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2.2.2 Send-then-commit message (commit mode 1) flows

With send-then-commit mode, there are three different levels of synchronization that can be
used: none, confirm, or sync point. The message flow is different in all these different cases.
With commit-then-send mode, the synchronization level parameter is ignored, and the
synchronization level of confirm is always used.

With the send-then-commit flow, the output is not enqueued; instead, it is sent directly to the
client before the transaction is committed. Therefore, the output is unrecoverable if there is a
transaction abort. After sync point is complete, OTMA sends another output indicating
whether the sync point was successful or failed. This is called a deallocation message. If the
sync point was successful, a deallocate confirmation message is sent, and the OTMA client
knows that the transaction has not backed out. If the sync point was not successful (for
example, DB2 voted “no” during two-phase commit), OTMA sends a deallocate abort
message, and the OTMA client knows that the transaction has backed out. It then must
decide what to do with the output message.

2.2.3 Send-then-commit (sync level=none)

With send-then-commit flow, IMS sends the output message, but does not request or wait for
an acknowledgement from the client. After the message is sent, sync point processing
continues. Even though the OTMA client gets the message, it should not process the
message until the deallocate message is received from OTMA.

Figure 2-3 shows the message flow for send-then-commit with sync level=none and the
deallocate confirmation message. If the sync point does not complete successfully, OTMA
sends the deallocate abort instead of the deallocate confirmation message, and then the
client discards the output message.

OTMA Client IMS Application
: Transaction
| send inserted to SMB
[OTMA Prefix [TRANDATA] —||_|r (TRAN [DATA -
: MSGQ GU Call
ISRT to IOPCB
: Sync Start
Receive Output sent
[OTMA Frefix [DAT At [DATA—
: Sync End
Receive
-a—{OTMA Prefix[Deallocate Confirmi Transaction
completes

Figure 2-3 Send-then-commit message flow with sync level=none, deallocate confirm
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2.2.4 Send-then-commit (sync level=confirm)

If the synchronization level is set to confirm in the state-data section, IMS sends the output
message, request, and acknowledgement (ACK) or negative acknowledgement (NAK) before
continuing sync point processing. This increases region occupancy.

If an ACK is returned, sync point processing continues. Even though the OTMA client has
received the message and returned an ACK, it still does not process the message until the
deallocate message is received.

Figure 2-4 shows the deallocate confirmed flow. Again, if the sync point does not complete
successfully, OTMA sends the deallocate abort instead of the deallocate confirmation
message, and then the client discards the output message.

If a NAK is returned, the transaction abends with code U0119. The database updates are
backed out, and message DFS555I is sent to the client. The client then sends an ACK for the
DFS5551 message, and IMS responds with the commit aborted message.

While OTMA is waiting for an ACK/NAK, a /DIS TMEMBER xxx Tpipe yyy command shows a
status of WAIT_A (waiting for ACK). If you enter the /STOP TMEMBER xxx Tpipe yyy command,
a NAK is generated and the transaction abends with code U0119.

OTMA Client IMS Application
Transaction
Send inserted to SMB
[OTMA Prefix TRAN [DATA] _‘|_|'_ [TRAN [DATA -
MSGQ GU Call
ISRT to IOPCB
. Output sent - S R
Ul Request ACK
[OTMA Prefix [DAT At [DATA
Send
THKAA oo £ |
[OTMA Prefix JACK] - Syne End
Receive Commit confirmed Transaction
~#{OTMA Prefix] Deallocate Confirn}— completes

Figure 2-4 Send-then-commit message flow with sync level=confirm

2.2.5 Send-then-commit (sync level=sync point)
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Figure 2-5 on page 13 shows the message conceptual flow in a situation where OTMA
application programs and OTMA remote application programs participate with IMS in
protected conversations with coordinated resource updates. z/OS Resource Recovery
Services (RRS) does the global coordination of resources. RRS manages the sync point
process on behalf of the conversation participants: the application program and IMS. IMS is
acting as local resource manager. In IMS Version 13, you have the option of using XCF
instead of RRS.

IMS Integration and Connectivity Across the Enterprise



OTMA Client IMS Application

Transaction

Send inserted to SMB
[OTMA Prefix [TRAN[DATA] 7|_|F [TRAN [DATA]— =
MSGQ GU Call
ISRT to IOPCB
Sync Start
Receive OQutput sent -
[OTMA Prefix [DATAla B NN 3 77\
Send
[OTMA Prefix [ACK ] -
o | Transaction Sync End
commitied if BRS
commit received Transaction
Receive Commit confirmed completes

-{OTMA Prefix] Co rT|1 m'rt| Confirmed—

Figure 2-5 Send-then-commit message flow with sync level=sync point

In the resource coordination, two-phase commit (2PC) protocol is used. The two-phase
commit protocol is a process involving the participants, the sync point manager, and the
resource managers to ensure that, for updates that are made to a set of resources by the
third-party application program, either all occur or none occurs. In simple terms, the
application program decides to commit its changes to some resources. This commit is made
to the sync point manager who then polls all of the resource managers as to the feasibility of
the commit call. This is the preparation phase, often called phase 1.

Each resource manager votes yes or no, and when the sync point manager has gathered all
the votes, phase 2 begins. If all votes are to commit the changes, the phase 2 action is
commit. Otherwise, phase 2 becomes a backout. System failures, communication failures,
resource manager failures, or application failures are not barriers to the completion of the
two-phase commit process.

The work that is done by various resource managers is called a unit of recovery (UOR) and
spans from one consistent point of the work to another consistent point, usually from one
commit point to another. It is the unit of recovery that is the object of the two-phase

commit process.

2.2.6 Persistent sockets

You can think of a non-persistent socket as one that allows input and then output to flow and
then closes. A dedicated persistent socket remains dedicated to a particular user-specified
clientid for commit-then-send (CMO) interactions until released by a client

application's request.

Shareable persistent sockets, conversely, can be shared (serially reused) by multiple
applications running either send-then-commit (CM1) or commit-then-send (CMO) interactions.
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For performance reasons, it is important that the opening and closing of sockets are not
repeated but managed by a “managed connection factory”, which allows for serial reuse of
existing socket connections.

2.3 Installing IMS Connect

The following sections describe base functionality and then what was introduced in IMS V10,
V11, V12, and V13. Although IMS Version 10 was withdrawn on 12 November 2012, you
should be aware of the facilities that were introduced in IMS Version 10.

The IMS Connect installation is managed by normal SMP/E RECEIVE, APPLY, and ACCEPT
services, and it is the same as other software products that run under a z/OS environment.
The IMS Connect software distribution contains sample job control language (JCL) for the
installation, which you can modify to meet the requirements of your environment. With IMS
Version 9 onward, the IMS Connect feature is installed as a part of the IMS installation
because it comes with the base IMS product.

2.4 IMS Connect implementation and configuration process

14

IMS Connect can be configured to meet your availability, capacity, security, and performance
requirements. You can configure multiple IMS Connect images on multiple z/OS systems
within a single Sysplex and distribute client requests to the IMS data stores.

IMS Connect runs as an z/OS job or started task and is controlled by two input files:

BPECFGxx Defines the parameters for the Base Primitive Environment (BPE).
These parameters are used to control common services, such as
dispatching, waiting, and tracing.

HWSCFGxx Specifies the environment for IMS Connect. This information is used to
define the characteristics of the communication between IMS Connect
and TCP/IP.

The TCP/IP client application requests a connection by specifying the host DNS name
(resolves to the IP address of the target host), the IMS Connect port number, and the target
IMS subsystem name. In an IMS Connect environment, this is called the data store ID, which
identifies a specific statement in the IMS Connect configuration file, which directs the
requests to a specific IMS system.

You can configure multiple IMS systems on multiple z/OS systems and distribute the client
request to the data stores (IMSs). To configure IMS Connect, complete the following steps:

1. Create an IMS Connect job or started task, as described in 2.4.1, “Creating an IMS
Connect start procedure” on page 15.

2. Authorize the IMS Connect load library with the authorized program facility (APF), as
described in 2.4.2, “Authorizing IMS Connect and BPE to the APF” on page 15.

3. Update the program properties table (PPT) in SYS1.PARMLIB. Updating the PPT allows
IMS Connect to run in authorized supervisor state and in key 7. For more information, see
2.4.3, “Updating the program properties table” on page 16.

4. Enable Internet Protocol Version 6 (IPV6) for IMS Connect, as described in 2.4.4,
“Enabling Internet Protocol Version 6 (IPV6) for IMS Connect” on page 16.
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5. Create a BPE configuration member in support of IMS Connect, as described in 2.4.5,
“Defining the IMS Connect Base Primitive Environment configuration” on page 17.

6. Create IMS Connect configuration members to hold the configuration statements that IMS
Connect uses during initialization, as described in 2.4.7, “Defining a single IMS Connect
configuration member” on page 28 onward.

7. Define IMS Connect security and (optionally) OTMA client security, as described in 2.4.10,
“Defining IMS Connect security” on page 30.

8. Install the default user exits into the IMS Connect resident library, as described in 2.4.11,
“Installing the default user exits into an IMS Connect resource library” on page 31.

9. Optionally, enable the IMS Connect XML message conversion support.

2.4.1 Creating an IMS Connect start procedure

Example 2-1 presents a sample deck that is associated with an IMS Connect image
start procedure.

Example 2-1 IMS Connect startup JCL

//HWS PROC RGN=4096K,SOUT=A,
// BPECFG=BPEHWS2B,HWSCFG=HWCF13B1
/1*

//*********************************************************************

//* BRING UP AN IMS CONNECT *

//*********************************************************************

//STEP1 EXEC PGM=HWSHWSO00,REGION=&RGN,TIME=1440,

// PARM="BPECFG=&BPECFG,HWSCFG=&HWSCFG’
//STEPLIB DD DSN=IMS.SDFSRESL,DISP=SHR

/1 DD DSN=CEE.SCEERUN,UNIT=SYSDA,DISP=SHR
/1 DD DSN=SYS1.CSSLIB,UNIT=SYSDA,DISP=SHR
/1 DD DSN=GSK.SGSKLOAD,UNIT=SYSDA,DISP=SHR

//PROCLIB DD DSN=USER.PROCLIB,DISP=SHR
//SYSPRINT DD SYSOUT=&SOUT

//SYSUDUMP DD SYSOUT=&SOUT

//HWSRCORD DD DSN=HWSRCDR,DISP=SHR

Note: IMS Connect requires the SYS1.CSSLIB and GSK.SGSKLOAD libraries (which are
the C execution and z/OS system SSL libraries) only when SSL support is used. Many
installations that use these libraries place them in the LINKLST concatenation, in which
case they are not needed in the JCL.

The HWSRCORD data set is the line trace data set. If you are not using BPE to manage
the output of the IMS Connect Recorder Trace facility, you can enable and start a recorder
trace that is managed by IMS Connect.

2.4.2 Authorizing IMS Connect and BPE to the APF

The SDFSRESL library in which the IMS Connect modules are in must be authorized to the
APF. This can be done by editing the appropriate PROGxx member in the SYS1.PARMLIB
and running the SET PROG=xx command. Coordinate with your z/OS systems programmer to
ensure that these libraries are correctly authorized.
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Example 2-2 provides a sample of establishing APF entries for IMS Connect.

Example 2-2 APF entries for IMS systems in SYS1.PARMLIB(PROGxx)

APF ADD

DSNAME (IMS13Q.IMS13A.SDFSRESL) VOLUME (SBOX16)
APF ADD

DSNAME (IMS13Q.IMS13B.SDFSRESL) VOLUME (SBOX16)
APF ADD

DSNAME (IMS13Q.IMS13C.SDFSRESL) VOLUME (SBOX16)

2.4.3 Updating the program properties table

Because IMS Connect is ran in supervisor state and key 7, add an entry for it in the z/OS
program properties table (PPT) by editing the SCHEDxx member of the SYS1.PARMLIB data
set. The specification in the z/OS PPT must match the program specification in the EXEC
statement of the IMS Connect startup JCL. You can specify either BPEINIOO or HWSHWSO0O0.
Example 2-3 presents this PPT entry.

Example 2-3 PPT entry that is required for IMS Connect

PPT PGMNAME (HWSHWS00)  /*PROGRAM NAME =HWSHWS00 */

CANCEL /*PROGRAM CAN BE CANCELED */

KEY(7) /*PROTECT KEY ASSIGNED IS 7 */

SWAP /*PROGRAM IS SWAPPABLE */

NOPRIV /*PROGRAM IS NOT PRIVILEGED */

DSI /*REQUIRES DATA SET INTEGRITY */

PASS /*CANNOT BYPASS PASSWORD PROTECTION */
SYST /*PROGRAM IS A SYSTEM TASK */

AFF (NONE) /*NO CPU AFFINITY */

NOPREF /*NO PREFERRED STORAGE FRAMES */

Note: Use SWAP only if you are using only TCP/IP communications. If you are using the
local option for client communications either by itself or with TCP/IP communications, you
have to use NOSWAP.

To make the changes effective, perform either of the following actions:

» Perform an IPL of your z/OS system.
» Run the z/OS SET SCH= command.

2.4.4 Enabling Internet Protocol Version 6 (IPV6) for IMS Connect

To accomplish this task, complete the following steps:
1. Ensure that IMS Connect is running.
2. Customize the BPXPRMxx member:

FILESYSTYPE Type(INET) Entrypoint(EZBPFINI)
NETWORK DOMAINNAME (AF_INET)

DOMAINNUMBER(2)

MAXSOCKETS (2000)

TYPE(INET)

NETWORK DOMAINNAME (AF_INET6)
DOMAINNUMBER(19)
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MAXSOCKETS (3000)
TYPE(INET)

BPXPRMxx contains the parameters that control the z/OS UNIX System Services (z/0OS
UNIX) environment and the file systems.

3. Recycle the TCP/IP stack. For more information about customizing this member, see
z/0S V1R12.0 UNIX System Services Planning, GA22-7800-18.

4. Customize the IMS Connect configuration member by using the IPV6 parameter.

5. For each of the READ subroutines that are shown below that you use, determine whether
the EXPREA_IPV® bit is turned on in the EXPREA_FLAG?2 field of the READ subroutine.
If it is turned on, IPV6 is enabled.

- HWSJAVAO
- HWSSMPLO
- HWSSMPL1

6. Map EXPREA_SOCKET®6 to the AF_INET6 socket address structure.

2.4.5 Defining the IMS Connect Base Primitive Environment configuration

The IMS Connect address space is built on top of the IMS Connect Base Primitive
Environment (BPE). Generally, you do not need to work with the IMS Connect BPE.
However, you might need to change the default settings for certain IMS Connect BPE
functions, such as storage management, internal tracing, dispatching, and other system
service functions. IMS Connect supplies a configuration data set member for IMS Connect
BPE system service functions that you can modify.

The IMS Connect BPE configuration parameter PROCLIB member defines the IMS Connect
BPE execution environment settings for the IMS Connect address space. You specify the
PROCLIB member name by coding BPECFG=member name on the EXEC PARM= statement in the
IMS Connect address space startup JCL (see the IMS Connect startup JCL in Example 2-1
on page 15). Example 2-4 shows a sample IMS Connect BPE configuration file.

Example 2-4 Sample BPE configuration file

kkhkkkhkkhkhkkhkhkhhhkhkhkhkhhkhkhkkhhkhkhkhkhhhkhhkhkhhkhhkhkhhkhhkkhhkhhhkhkhkkhhkhkhkkhhkhkhkkhkhkkhkk*

* CONFIGURATION FILE FOR BPE WITH SOAP GATEWAY *

khkkkkkhkkhkhkhkhkhhhhhkhkhhkhkhkhkhkhkhhhhhhhhkhkhkhkhkhkhhhhhhkhkkhkhkhkhkhkhkhhhhhkhkkkhkhkhkhkhkkhkhkkxx

LANG=ENU /* LANGUAGE FOR MESSAGES ~ */
/* (ENU = US ENGLISH) */

#

# DEFINITIONS FOR BPE SYSTEM TRACES

#

TRCLEV=(*,HIGH,BPE, PAGES=20) /* DEFAULT TRACES TO HIGH  */

TRCLEV=(STG,MEDIUM, BPE) /* STORAGE TRACE */

TRCLEV=(CBS,MEDIUM, BPE) /* CONTROL BLK SRVCS TRACE ~ */

TRCLEV=(DISP,HIGH,BPE) /* DISPATCHER TRACE */

TRCLEV=(AWE,HIGH, BPE) /* AWE SERVER TRACE */

TRCLEV=(SSRV,HIGH, BPE) /* SYSTEM SERVICE TRACE */

#

# DEFINITIONS FOR HTM TRACES

#

TRCLEV=(HACT,HIGH, HTM) /* HTM-ADM COMM TRACE */

TRCLEV=(SHCT,HIGH,HTM) /* SERVER-HTM COMM TRACE ~ */

#

# DEFINITIONS FOR IMS CONNECT TRACES
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#
TRCLEV=(*,HIGH,HWS,PAGES=20) /* DEFAULT TRACES TO HIGH */
TRCLEV=(HWSI ,HIGH,HWS,PAGES=100) /* OTMA COMM ACTIVITY TRACE */
TRCLEV=(HWSN,HIGH,HWS ,PAGES=100) /* LOCAL OPT DRIVER ACTIVITY */
TRCLEV=(HWSW,HIGH,HWS ,PAGES=100) /* TCP/IP DRIVER ACTIVITY */
TRCLEV=(0TMA,HIGH,HWS,PAGES=100) /* XCF CALLS TRACE */
TRCLEV=(TCPI,HIGH,HWS,PAGES=100) /* TCP/IP CALLS TRACE */
TRCLEV=(RCTR,MEDIUM,HWS ,EXTERNAL=YES)
#
# DEFINITION FOR NEW STYLE RECORDER TRACE
#
EXTTRACE(
GDGDEF (
DSN(IMS13Q.IMS13B.HWS.RCTR)
UNIT(SYSALLDA)
VOLSER(SBOXI6)
SPACE(15)
SPACEUNIT(TRK)
BLKSIZE(32760)
)
COMP (HWS)
)
EXITMBR=(HWSEXITO,HWS)
# DEFINITIONS FOR SOAP GATEWAY

2.4.6 Base IMS Connect configuration statement parameters

You use the IMS Connect configuration member of the IMS PROCLIB data set, HWSCFGxx,
to specify environmental settings for IMS Connect. The values for parameters in the IMS
Connect configuration member define how IMS Connect communicates with TCP/IP, Open
Transaction Manager (OTMA), IMSplexes, Open Database Manager (ODBM), Multiple
Systems Coupling (MSC), security software, and other IMS Connect instances. As of IMS
V13, the IMS Connect configuration member supports the following statements:

ADAPTER
DATASTORE
HWS
IMSPLEX
ISC

MSC
ODACCESS
RMTCICS
RMTIMSCON
RUNOPTS
TCPIP

VYVYYYYVYVYVYYVYY

ODACCESS is explained in more detail in Chapter 9, “IMS Explorer and Open Database
connectivity” on page 347. Details are in the information center. The following sections
contain description of the main configuration statements.

ADAPTER

The ADAPTER statement defines the characteristics of adapters that are used to convert XML
input messages to other application programming languages, such as COBOL or PL/I.
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Here are the ADAPTER statement parameters:

XML

MAXCVRT

MAXLSSSZ

DATASTORE

No or Yes. This is the option to enable the XML adapter. No is the
default. The XML adapter is used to convert the user data in the
response message into XML. IMS Connect then sends the output
message to the IMS Enterprise Suite SOAP Gateway.

Specifies the maximum number of XML converters that this instance
of IMS Connect can load concurrently. The minimum value is 100 and
the maximum is 2000. The default value is 100. If more than 100
converters are included in the BPE exit list, IMS Connect loads and
unloads them from memory as needed.

Specifies the maximum language structure segment size. This value is
passed to the XML converter when it is called. Valid values are 5 -
32767. This parameter is optional and defaults to 32767.

The DATASTORE statement specifies each data store with which the IMS Connect
communicates through IMS OTMA. You can define multiple DATASTORE cards; each one is an

OTMA client.

IMS Connect uses this information to translate the logical data store name that is passed by
the TCP/IP client into the IMS XCF member name and thus the IMS control region.

Here are the DATASTORE statement keyword parameters:

ID

GROUP

MEMBER

The data store name. This consists of alphanumeric character data,
begins with an alphabetic character, and has a length 1 - 8 bytes. This
ID name cannot be the same as the tmember on the

IMSPLEX statement.

The IMS Connect client passes to IMS Connect a data store ID to
identify the IMS to receive the message. The data store ID that is
supplied by the client must match with a data store name that is
defined to IMS Connect.

The IMS Connect user exit can override the data store ID that is
supplied by the client.

The XCF cross system coupling facility group name for the IMS
OTMA. IMS Connect uses this value to join the appropriate XCF
groups. This group name must match the XCF group name that you
define to the GRNAME in the IMS startup JCL or DFSPBxxx member
because IMS Connect and IMS must be in the same XCF group to
communicate. Each IMS Connect can join any number of groups.

The XCF member name that identifies IMS Connect in the XCF group
that is specified by the group parameter. This name is the XCF name
that IMS uses to communicate with IMS Connect in that XCF group.
This XCF member name for IMS Connect must be unique in the data
store definitions for all data stores that are members of the same
XCF group.
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TMEMBER The XCF member name for IMS that IMS Connect uses to
communicate with an IMS in its XCF group. This target member name
must match the member name IMS uses when it joins the XCF group.
The XCF member name for IMS is specified in the IMS startup JCL by
the 0TMANM parameter in the IMS startup JCL or DFSPBxxx member.
Each data store definition within an IMS Connect configuration
member must contain a unique tmember name.

RRNAME The name of an alternative destination that is specified in a client
reroute request. If this string is not provided, IMS Connect uses
HWS$DEF as the default name.

It must be a string of 1 - 8 uppercase alphanumeric (A-2Z,0-9) or
special characters (@, #, $), left-aligned, and padded with blanks. IMS
Connect translates lowercase characters to uppercase characters.

The string is terminated by any blank or invalid character. The reroute
name is truncated at any invalid character.

APPL The TCP/IP APPL name that is defined to IBM RACF® in the
PTKTDATA statement.

This parameter is optional and defaults to blanks. If you are using
PassTicket and user message exits, you must specify the APPL on
the DATASTORE statement.

DRU A 1 - 8 alphanumeric character field. The DRU keyword enables you to
specify your own OTMA destination resolution user exit name that is
passed to OTMA. The DRU exit is required to support asynchronous
output to IMS Connect clients. The default is DFSYDRUO, but you can
write your own exit.

IMS Connect also provides the sample DRU exit routine (HWSYDRUO).

HWS

The HWS statement defines characteristics that are specific to an instance of IMS Connect. It
includes the following parameters:

ID The IMS Connect name. It consists of alphanumeric character data,
begins with an alphabetic character, and has a length of 1 - 8
characters.

RACF Y (yes), or N (no). Determines whether the password and user ID

(provided by either the client application or a user exit routine) are
passed to RACF for authentication. When RACF=Y, IMS Connect issues
a RACROUTE REQUEST=VERIFY command to authenticate the user that is
associated with incoming messages.

This setting can also be changed by using the IMS Connect SETRACF
command.

If this is set to N, no RACF validation of the user ID is done, and the
user ID (if provided) is simply passed to IMS. N is the default.

Even if the value is Y, the IMS Connect user exit can set the trusted
user flag and tell IMS Connect to not issue the RACF call.

RRS Y (yes), or N (no). Defines whether RRS should be enabled. This
enables two-phase commit. N is the default.
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XIBAREA

IMSPLEX

You can use the exit interface block (XIB) and the user area it includes
to store information that is used by your exit routines. This parameter
specifies the number of fullwords that are allocated for the XIB user
area. Both the user initialization exit routine (HWSUINIT) and the user
message exit routines (HWSSMPLO and HWSSMPL1) can access
and modify the XIB user area.

The default value is 20; the maximum value is 500. If you do not
specify a value for this parameter, or you specify a value outside of
20 - 500 range, the system uses the default value of 20.

The IMSPLEX statement specifies each IMS Operations Manager (OM) with which IMS
Connect communicates through the IMS Structure Call Interface (SCI). You can have multiple

IMSPLEX statements.

Here are the IMSPLEX statement keyword parameters:

MEMBER

TMEMBER

ISC

This name is passed to the SCI as the name of the IMS Connect that
is communicating with the IMS OM through the SCI.

The name of the SCI to which IMS Connect communicates. The
tmember name consists of alphanumeric character data, begins with an
alphabetic character, and has a length of 1 - 5 bytes.

This name must be equal to the name specified in the SCl initialization
PROCLIB member IMSPLEX in the parameter NAME.

The TMEMBER name cannot be the same name as the ID name on the
DATASTORE statement.

The ISC statement, in combination with an RMTCICS statement and the CICSPORT keyword on
the TCPIP statement, defines to IMS Connect an Intersystem Communication (ISC) link
between a local IMS system and a remote IBM CICS Transaction Server for z/OS subsystem.

Here are the ISC statement parameters:

CICSAPPL

CICSNETID

CICSPORT

ID

IMSPLEX)

For an ISC TCP/IP connection to a CICS subsystem, this value must
match the value that is specified by CICS on the APPLID= parameter of
the DFHSIT macro definition in the remote CICS subsystem.

For an ISC TCP/IP connection to a CICS subsystem, this NETWORK
ID value is either the IBM VTAM® NETID or the UOWNETQL= parameter
of the DFHSIT macro definition in the remote CICS subsystem.

The CICSNETID value must match the remote system NETWORK ID.

For ISC links to remote CICS subsystems, this is the local port that
this ISC link uses. This value must match a port number that is defined
on a CICSPORT parameter in the TCPIP configuration statement.

A unique ID for this ISC statement. The name must start with an
alphabetic character and can be 1 - 8 alphanumeric characters
in length.

Enables IMSplex communications between IMS Connect and ISC.
IMSplex communications are managed by the Structured Call
Interface (SCI) component of the IMS Common Service Layer (CSL).
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MEMBER

TMEMBER

LCLIM

NODE

RMTCICS

MSC

A 1-to 8-character alphanumeric name that identifies IMS Connect in
the IMSplex. The name must start with an alphabetic character. IMS
Connect registers this name with SCI.

The name of the IMSplex that IMS Connect is joining, as specified on
the IMSPLEX (NAME=) statement of the CSLSIxxx member of the IMS
PROCLIB data set of the SCI instance that is managing
communications between IMS Connect and the IMSplex.

This is the IMS ID of the local IMS system that is registered with SCI in
the IMSplex. It is a 1- to 8-character alphanumeric name that begins
with an alphabetic character.

The values of the NODE keyword and the LCLIMS keyword must create a
unique pair among all ISC statements in the IMS Connect
configuration member.

The name of this ISC node that is defined to the local IMS. For static
terminal definitions, the value that is specified on the NODE parameter
must match both the NAME parameter on the TERMINAL system
definition macro and the nodename value of the ISCTCPIP parameter
on the DFSDCxxx PROCLIB member. For dynamic terminal
definitions, the value that is specified on the NODE parameter is used
only in the /OPNDST command when a user initiates a new session with
the CICS subsystem that is specified on the CICSAPPL parameter.

For a connection to a CICS subsystem, this parameter specifies the ID
of the RMTCICS statement that defines the TCP/IP connection that this
ISC link uses to communicate with a remote CICS subsystem. This
value must match the value of the ID= parameter of an RMTCICS
statement that is defined in the IMS Connect configuration

PROCLIB member.

The MSC statement defines a one-way send path for an MSC physical link between a local
IMS system to a remote IMS system.The physical link send path uses a TCP/IP socket
connection that is established by this IMS Connect instance with a remote IMS Connect
instance. The connection that is used by the physical link must be defined to this IMS
Connect instance by an RMTIMSCON statement.

Here are the MSC statement parameters:

GENIMSID

IMSPLEX=()

This is an optional parameter. It specifies the MSC TCP/IP generic
IMS ID for each IMS system participating in the local IMSPlex. The
same ID is specified in the GENIMSID parameter of the DFSDCxxx
member of the IMS PROCLIB data set.

The GENIMSID parameter accepts a 1 - 8 character alphanumeric name
that begins with an alphabetic character. The value of GENIMSID cannot
be the same name as the values that are specified on either the
LCLIMS or RMTIMS parameters.

Enables IMSplex communications between IMS Connect and MSC.
IMSplex communications are managed by the Structured Call
Interface (SCI) component of the IMS Common Service Layer (CSL).
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MEMBER

TMEMBER

LCLIMS

LCLPLKID

RMTIMS

RMTIMSCON

RMTPLKID

ODACCESS

A 1- to 8-character alphanumeric name that identifies IMS Connect in
the IMSplex. IMS Connect registers this name with SCI. For MSC
communications, this name must match the name that is specified on
the LCLICON parameter of the MSPLINK macro definition of the local
IMS system.

The name of the IMSplex that IMS Connect is joining, as specified on
the IMSPLEX (NAME=) statement of the CSLSIxxx member of the IMS
PROCLIB data set of the SCI instance that is managing
communications between IMS Connect and the IMSplex.

For a link to a non-XRF IMS system, this parameter specifies the IMS
ID of the local IMS system that is registered with SCI in the IMSplex. It
is a 1- to 8-character alphanumeric name that begins with an
alphabetic character.

The local name of the MSC physical link. The name that is specified
on the LCLPLKID parameter identifies the MSC physical link to IMS
Connect. The name also associates the definitions in this MSC
statement with the physical link definitions in an MSPLINK macro
statement on the local IMS system.

This name must match the name that is specified on the LCLPLKID
parameter of the MSPLINK macro.

This is the IMS ID of the remote (target) IMS system that is registered
with SCI in the remote IMSplex. It is a 1- to 8-character alphanumeric
name that begins with an alphabetic character.

The remote IMS Connect connection to use for MSC messages. The

value of RMTIMSCON must match the value of the ID parameter of one of
the RMTIMSCON statements that are specified in the local IMS Connect

configuration.

The remote name of the MSC physical link that is specified on the
LCLPLKID parameters of both the MSC statement of the remote IMS
Connect and the MSPLINK macro of the remote IMS system. The
name must start with an alphabetic character and can be 1 - 8
alphanumeric characters in length.

The ODACCESS statement defines connection attributes for IMS DB communications. On the
client side, the ODACCESS statement defines connection attributes between IMS Connect and
the IMS Universal drivers and other IBM DRDA® clients. On the server side, the ODACCESS
statement defines attributes for connections between IMS Connect and the CSL Open
Database Manager (ODBM). IMS Connect must register with ODBM to enable access to IMS
DB for clients that use the IMS Open Database architecture.

Here are the ODACCESS statement parameters:

DRDAPORT

Defines the port numbers, the TCP/IP keep alive value, and the
timeout values for the ports that IMS Connect uses to provide access
to IMS for client applications of the Open Database APIs and
user-written DRDA client applications.

You can define up to 50 TCP/IP ports for an instance of IMS Connect.
The total combined number of ports that are defined on all parameters
in an IMS Connect configuration member cannot exceed 50 ports.
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Here are the subparameters of DRDAPORT:

)] The port number of the port that is defined by the
DRDAPORT parameter.
KEEPAV A 1- to 8-character decimal field that sets the interval

after which the keepalive mechanism of the z/OS
TCP/IP layer sends a packet on idle connections on
this port to maintain the connections.

PORTTMOT Defines the amount of time that IMS Connect waits for
the next input message from a client application that is
connected on a DRDA port before IMS Connect
disconnects the client.

IMSPLEX= () Enables IMSplex communications between IMS Connect and ODBM.
IMSplex communications are managed by the Structured Call
Interface (SCI) component of the IMS Common Service Layer (CSL).

ODBMAUTOCONN Specifies whether IMS Connect automatically connects to new and
existing instances of ODBM within an IMSplex.
ODBMTMOT Defines the amount of time that IMS Connect waits for both of the

following conditions:
— A response message on connections with ODBM.

— An initial input message after a socket connection is established on
connections with a client application

RMTCICS

The RMTCICS statement defines a TCP/IP connection to a remote IBM CICS Transaction
Server for z/OS subsystem for ISC communications.

You can define multiple connections to one or more remote CICS subsystems by specifying a
separate RMTCICS statement for each connection. Specifying multiple connections to the same
CICS subsystem can, depending on the resources that are available at your installation,
improve the performance of communications from IMS to the CICS subsystem.

Here are the RMTCICS statement parameters:

HOSTNAME The host name of the remote CICS subsystem to which you
are connecting.

ID The 1- to 8-character alphanumeric name that identifies this definition
of a connection to a remote CICS subsystem.

The value that is specified here must also be specified on the RMTCICS
parameter of a corresponding ISC configuration statement in the
HWSCFGxx member of the IMS PROCLIB data set.

PORT The port number of the remote port that is used by the remote CICS
subsystem. The port number must be specified as a 1- to 5-character
decimal number.

This port number must match the port number that is defined in the
TCPIPSERVICE resource definition for this ISC link in the remote
CICS subsystem.
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RMTIMSCON

The RMTIMSCON statement defines a TCP/IP connection to a remote IMS Connect instance.
You can define multiple connections to one or more remote IMS Connect instances by
specifying a separate RMTIMSCON statement for each connection.

Here are the RMTIMSCON statement parameters:

APPL Specifies the 1- to 8-character alphanumeric application name to use
in a RACF PassTicket that is sent to the remote IMS Connect instance
AUTOCONN For OTMA connections, determines whether this IMS Connect

instance connects to the remote IMS Connect instance during startup.

HOSTNAME The host name of the remote IMS Connect instance that you are
connecting to.

ID The 1- to 8-character alphanumeric name that identifies this definition
of a connection to a remote IMS Connect instance.

IDLETO Specifies the amount of time that open socket connections can remain
idle before they are terminated because of inactivity. The timeout
interval is in hundredths of seconds.

IPADDR The IP address of the remote IMS Connect instance to which you

are connecting.
PERSISTENT Defines the sockets that are used for this connection as persistent.
PORT The 1- to 5-character decimal port number of the remote IMS Connect

instance that you are connecting to. This port number must match a
port number that is defined on either the PORT or PORTID parameter of
the TCPIP configuration statement of the remote IMS Connect
instance.

RESVSOC The number of send sockets that IMS Connect reserves for use by
this connection.

USERID Specifies the 1- to 8-character alphanumeric user ID to use in a RACF
PassTicket that is sent to the remote IMS Connect instance.

RUNOPTS

RUNOPTS is a 1 - 255 character string field that specifies the IBM Language Environment®
runtime options to be used to override the IMS Connect default runtime options in support of
SSL.

The RUNOPTS statement consists of only one parameter: RUNOPTS. This parameter is optional.
IMS Connect passes the default values POSIX(ON) and TRAP(OFF,NOSPIE), unless they are
overridden by the RUNOPTS parameter.

TCPIP

The TCPIP statement defines IMS Connect communication with one TCP/IP.

Here are the TCPIP statement keyword parameters:

CICSPORT Specifies a local TCP/IP port through which IMS Connect
communicates with CICS.

ECB Y (yes) or N (no). Specifies whether to use the TCP/IP exit or event
control block (ECB) processing. ECB processing enhances IMS
Connect performance by increasing throughput.
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EXIT

HOSTNAME

IPV6

MAXSIZE

MAXSOC

NODELAY

When ECB=N is specified (or left blank), IMS Connect runs with TCP/IP
driving an IMS Connect exit.

When ECB=Y is specified, IMS Connect runs with TCP/IP driving IMS
Connect with the posting of an ECB.

Set ECB=Y for the best performance.

The name of the TCP/IP user message exit that receives control for
messages that are received from and sent to TCP/IP clients. More
than one exit can be defined as
EXIT=(EZAEXIT,EZBEXIT,EZCEXIT,HWSCSLOO,HWSCSLO1), for example,
to a maximum of 254.

This parameter includes the IMS Connect sample exits and the
user-written exits.

These user message exits support users other than IMS Connector for
Java for OTMA linkage through IMS Connect to IMS. You do not have
to include HWSJAVAO in the EXIT= list. IMS Connect automatically
loads the HWSJAVAO exit, which is shipped with IMS Connect to
enable IMS to support the IMS Connector for Java applications.

The user message exits for IMSplex support are HWSCSLOOQ and
HWSCSLO1 and must be specified here to ensure the activation of
the IMS Control Center.

HWSUINIT is an IMS Connect exit, but is not a user message exit; you
must not add it to the EXIT= parameter. If you add HWSUINIT to the
EXIT= parameter, IMS Connect abends.

The name of the TCP/IP host. This is usually the jobname of the
TCP/IP z/OS address space.

Y (yes) or N (no). At IMS Connect start time, this parameter
determines whether Internet Protocol Version 6 (IPV6) is enabled.

When N is specified or defaulted, IPV4 is used.

Specifies the maximum message size that is allowed in the 4-byte
length field that precedes the IMS request message (IRM). Use the
MAXSIZE= keyword to override the internal default of 10,000,000 bytes.

A decimal field that is set to the maximum number of sockets per IMS
Connect that an IMS Connect can open. This value must be a number
50 - 65535. The default value is 50.

The value that is specified results in one socket that is dedicated to a
listen state per port and the remainder is available for connections.
Therefore, if you specify 80 and have five ports, 75 physical
connections can be made. The other five are used for the listen

state sockets.

Now, you must consider that there are two parameters in the
BPXPRMxx member of the SYS1.PROCLIB that are related to the
allowed number of sockets. BPXPRMxx contains the parameters that
control the z/OS UNIX System Services (z/OS UNIX) environment and
the file systems. MAXSOCKETS sets a limit for the total number of sockets
in a system, and MAXFILEPROC sets the maximum number of sockets
for any job.

Specifies whether (Y) or not (N) the TCP/IP protocol option
TCP_NODELAY is used. The default is no.
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PORTAFF

PORTID

RACFID

SSLENVAR
SSLPORT

TCPIPQ

TIMEOUT

WARNINC

WARNSOC

Specifies that commit-then-send (CMO0) output messages that IMS
sends to this IMS Connect have affinity to the port on which IMS
Connect received the original input message.

A 1- to 8-character field to define the TCP/IP ports, or a 5-character
field with the value of LOCAL to define the local option connection. For
TCP/IP port communications, it specifies the port number or numbers
that binds to the socket (port for IMS Connect on which to listen).

You can define more than one port as PORTID=(9999,8888,7777) to a
maximum of 50. Port numbers must be 1 - 65535 and must be
selected so that they do not conflict with other ports in the

TCP/IP domain.

The default RACF ID for exits. Exits pass this ID to OTMA for security
checking if the RACFID is not explicitly set in the incoming message or
by the user exit.

The member name of the Secure Sockets Layer SLL initialization file.

A 1 - 5 numeric character decimal field to define SSL ports. For SSL
port communication, it specifies the port number that binds to the
socket (port for IMS Connect on which to listen with SSL).

You can define up to 50 ports or an instance of IMS Connect, which
must be numbered 1 - 65535. These ports must not conflict with any
other ports that are selected in the TCP/IP domain or those selected
under the PORTID parameter as basic TCP/IP ports.

Specifies the number of connection requests without assigned sockets
that IMS Connect can maintain. The minimum value is 50, which is
also the default. The maximum is 2147483647.

Time interval in hundredths of seconds after which IMS Connect
disconnects the client if there is no response from IMS. The maximum
value of the timeout is 2147483647 (X'7FFFFFFF') and the default is 0
(which means no timeout).

IMS Connect uses the timeout value to determine the amount of time
to wait for a response from IMS that is being sent to the client.

IMS Connect also uses this timeout to disconnect a client socket
connection that does not send messages. This timeout value on an
IMS Connect read of the client applies only to the wait time between
the socket connection and the first input from the client application.
The timeout function is not activated between reads but only between
the connection and the first IMS Connect read of the client application
input.

Specifies a warning level incremental percentage. After the WARNSOC

value is reached, every time the number of sockets increases by the
percentage value that is specified on WARNINC, IMS Connect reissues
warning message HWSS0772W.

Specifies a warning level when the number of sockets increases to a
certain percentage of the MAXSOC limit.
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2.4.7 Defining a single IMS Connect configuration member

You must create a configuration member in your PROCLIB data set to specify the IMS
Connect environment. IMS Connect uses the information that it retrieves from the member to
establish communication with IMS and TCP/IP. You can define several configuration
members in the partition data set (PDS) to select from during the IMS Connect start. Specify
the member name to be used in the HWSCFG= parameter of the IMS Connect startup JCL.

In the configuration member that is illustrated in Figure 2-6, and detailed in Example 2-5, IMS
Connect is configured to include the ports that are defined for TCP/IP communications and
the IMS OTMA group and member names for communication with IMS.

IMS connect's XCF Datastore's
TCPAP IMS XCF member group XCF target Datastore

network connect ID name name member name ID

(Client : | HWSMEM IMSMEM |
prowsers) [ 1| HWS | XCFGROUP IMS

Figure 2-6 Simple IMS Connect configuration

» The IMS Connect ID is defined as HWS.

» The TCP/IP configuration defines the HOSTNAME as MVSTCPIP, the RACFID as
RACFID, the PORTID as 9999, and the EXIT as HWSSMPLO.

» The data store configuration defines the ID as IMS, the GROUP as XCFGROUP, the
MEMBER as HWSMEM, and the TMEMBER as IMSMEM.

Example 2-5 Sample configuration file

HWS=(ID=HWS ,XIBAREA=100,RACF=N,RRS=Y)
TCPIP=(HOSTNAME=MVSTCPIP,PORTID=(9999),RACFID=RACFID,TIMEOUT=5000,EXIT=HWSSMPLO)
DATASTORE= (GROUP=XCFGROUP, ID=IMS ,MEMBER=HWSMEM, DRU=HWSYDRUO,

TMEMBER=IMSMEM)

2.4.8 Defining multiple IMS Connect configuration members
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In the example that is shown in Figure 2-7 on page 29, three IMS Connects are configured.
Each IMS Connect has its own configuration member. Each IMS Connect uses a different
port number for TCP/IP communications and can belong to multiple z/OS cross-system
coupling facility (XCF) groups.
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IMS IMS connect's Datastore's

TCP/IP connect XCF XCF XCF target
network [B] member name  group name member name  Datastore 1D
HWSH HWS1MEM IMSAMEM IMSA
/|
5
/ ' GRouPA —
_ HWS2MEM
(hent | | sz | HWS2MEM IMSBMEM IMSB
browsers) | 1> HWS2MEMGC

i

\\ —— GROUPB
« [ | HWS3MEMB —

\
IMSCMEM
AWS3 | Lwsamemc IMSC

Figure 2-7 Configuration for multiple IMS Connects servicing multiple IMS images

Example 2-6 contains the configuration members for the three IMS Connect instances and

their interfaces to the IMS data store members.

Example 2-6 IMS Connect configuration for three IMS Connect instances

kkhkkkhhkhkhkkhkhkhkhhkhhkhkhhkhkhkkhhkhkhkkhhkhkhkhkhhkkhkhkhkhkkhkhkkhkkhkhkkk*x

* IMS Connect example configuration member for HWS1
Khkkkhkhkhkkhkhkhhkhkhhkhhhhkhkhhhkhkhhkhhdhhkhhhhkhkhhkhkdhkikhkdhkkxx

HWS (ID=HWS1,RACF=N,XIBAREA=20)

TCPIP (HOSTNAME=MVSTCPIP,RACFID=RACFID,PORTID=(9999),MAXS0C=2000,TIMEOUT=8888,
EXIT=(HWSSMPLO))

DATASTORE (ID=IMSA,GROUP=GROUPA,MEMBER=HWSIMEM, TMEMBER=IMSAMEM,DRU=HWSYDRUO)

kkhkkkhkkhkhkkhkhkhhhkhhkhkhhkhkhkkhhkhkhkkhhkhkhkhkhhkkhkhkhkhkkhkhkkhkkhkhkkk*x

* IMS Connect example configuration member for HWS2
Khkkkhkhkhkhkhhkhhkhkhhkhhhhkhkhhhkhkhhkhhdhhkhhdhhkhkhhkhkdhkikikdhkkxx

HWS (ID=HWS2,RACF=N,XIBAREA=20)

TCPIP (HOSTNAME=MVSTCPIP,RACFID=RACFID,PORTID=(9998),MAXS0C=2000,TIMEOUT=8888,
EXIT=(HWSSMPLO))

DATASTORE (ID=IMSA,GROUP=GROUPA,MEMBER=HWS2MEM, TMEMBER=IMSAMEM,DRU=HWSYDRUO)
DATASTORE (ID=IMSB,GROUP=GROUPB,MEMBER=HWS2MEM, TMEMBER=IMSBMEM,DRU=HWSYDRUO)
DATASTORE (ID=IMSC,GROUP=GROUPB,MEMBER=HWS2MEMC, TMEMBER=IMSCMEM, DRU=HWSYDRUO)

khkkkhkkhkhkkhkhkhkhhkhhkhkhhkhkhkkhhkhkhkkhhkhkhkhkhhhkhkhkhkhkkhkhkkhkkhkhkkk*x

* IMS Connect example configuration member for HWS3
Khkkkhkhkhkhkhkhhkhkhhkhhhhkhhhhkhkhhkhhdhhkhhhkhkhkhhkhkdhkhkikdhkkxx

HWS (ID=HWS3,RACF=Y,XIBAREA=20)

TCPIP (HOSTNAME=MVSTCPIP,RACFID=RACFID,PORTID=(9997),MAXS0C=2000,TIMEOUT=8888,
EXIT=(HWSSMPLO))

DATASTORE (ID=IMSB,GROUP=GROUPB,MEMBER=HWS3MEMB, TMEMBER=IMSBMEM,DRU=HWSYDRUO)
DATASTORE (ID=IMSC,GROUP=GROUPB,MEMBER=HWS3MEMC, TMEMBER=IMSCMEM,DRU=HWSYDRUO)
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2.4.9 IMS Connect configuration statement for IMS DB support

IMS Open Database, which was introduced in IMS Version 11, provides distributed access to
IMS database resources. It also helps drive open standards and open technology in IMS. The
open standards that are introduced into this solution include the Java EE Connector
Architecture, JDBC, and DRDA.

Figure 2-8 illustrates a simple configuration member for an IMS Connect instance that
supports clients that connect to IMS DB in a DBCTL system.

IMS
IS DE connect
Universal 1 CEP Hws1 " opem IMS
nnsarsa ¥ ! { !

drivers or DRDAPORT
user-provided 1111
DRDA clients

IMSplex PLEX1 Dq

Figure 2-8 Simple IMS Connect system configuration for IMS DB support

Example 2-7 contains the definitions that are associated with Figure 2-8.

Example 2-7 Sample IMS Connect configuration definitions for IMS DB support

kkhkkkhkkhkhkkhkhkhhhkhhkhkhhkhkhkkhhkhkhkkhhkhkhkkhkhhkhkhkhkhhkhkhkkhkkhkhkkk*x

* IMS Connect example for IMS Universal drivers and DRDA client support
Khkkkhkhkhkkhkhkhhkhkhhkhhhhkhkhhhkhkhhkhhdhhkhhhhkhkhhkhkdhkhkhkdhkkxx

HWS (ID=HWS1,RACF=N,XIBAREA=20)

TCPIP (HOSTNAME=MVSTCPIP,RACFID=RACFID,MAXS0C=2000)

ODACCESS (DRDAPORT=(ID=1111,KEEPAV=5,PORTTMOT=50),
IMSPLEX=(MEMBER=HWS1,TMEMBER=PLEX1),

ODBMAUTOCONN=Y)

For more information about IMS Open Database, see Chapter 9, “IMS Explorer and Open
Database connectivity” on page 347.

2.4.10 Defining IMS Connect security
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If IMS is RACF-protected, you must start IMS Connect as a job with the JOB card specifying
a valid user ID to make the connection from IMS Connect to IMS, or you can use the RACF
started procedure table.

The user ID must have READ access to an IMSXCF.group.member. IMS OTMA provides
security for the IMS XCF connection by defining and permitting IMSXCF.group.member in the
RACF FACILITY class.
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2.4.11 Installing the default user exits into an IMS Connect resource library

You must install the following two exits into your IMS Connect resource library (SDFSRESL)
regardless of whether you intend to customize them because IMS Connect automatically
loads these exits when it runs:

HWSJAVAO User message exit for IMS Connector for Java clients, such as the
IMS TM Resource Adapter
HWSUINIT User initialization exit

You must compile and bind these exits before you run IMS Connect; otherwise, IMS Connect
does not run. If you do not need to customize either of these two exits, you do not need to do
anything else with them. Example 2-8 shows a sample JCL to bind the HWSUINIT exit.

Example 2-8 Sample JCL to install the default user exits

//HWSINIT JOB (ACTINFO1),PGMRNAME,

// CLASS=A,MSGCLASS=Z ,MSGLEVEL=(1,1),REGION=4M

//UINIT1 EXEC PGM=ASMA90,REGION=32M,

// PARM=>DECK,NOOBJECT,SIZE(MAX,ABOVE)’

//SYSLIB DD DSN=IMS13Q.SDFSMAC,DISP=SHR

// DD DSN=SYS1.MODGEN,DISP=SHR

// DD DSN=SYS1.MACLIB,DISP=SHR

//SYSPUNCH DD UNIT=SYSVIO,DISP=(,PASS),SPACE=(TRK, (1,1,1)),
// DSN=&&TEXT (HWSUINIT)

//SYSPRINT DD SYSOUT=*,

// DCB=(BLKSIZE=605),

// SPACE=(605, (100,50) ,RLSE, ,ROUND)

//SYSUT1 DD UNIT=SYSDA,DISP=(,DELETE),

// DCB=BLKSIZE=13024,

// SPACE=(CYL, (16,15))

//SYSIN DD DSN=IMS13Q.SDFSSMPL(HWSUINIT),DISP=SHR
//UINIT2 EXEC PGM=IEWL,

// PARM=SIZE=(880K,64K) ,RENT,REFR,NCAL,LET,XREF,LIST,TEST
//SYSPRINT DD SYSOUT=A

//SYSLMOD DD DSN=IMS13Q.SDFSRESL,DISP=SHR

//SYSUT1 DD UNIT=SYSVIO,DISP=(,DELETE),SPACE=(CYL, (10,1),RLSE)
//TEXT DD UNIT=SYSVIO,DISP=(OLD,DELETE),DSN=8&TEXT
//SYSLIN DD *

INCLUDE TEXT(HWSUINIT)

ENTRY HWSUINIT

NAME HWSUINIT(R)

//

2.5 IMS Connect configuration enhancements

IMS Version 9 provides an integrated IMS Connect function, which is robust and functionally
rich. More improvements were introduced with IMS Version 10 onward. For more information,
see the following IBM Redbooks publications:

» IMS Version 10 Implementation Guide A Technical Overview, SG24-7526
» IMS Version 11 Technical Overview, SG24-7807
» IBM IMS Version 12 Technical Overview, SG24-7972
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2.5.1 IMS Version 10: ACEE aging value support

The Access Control Environment Element (ACEE) is a control block that represents a verified
user ID to IMS. The ACEE is used to determine the user’s authorization to the IMS command
or IMS transaction that is requested in the input message. When built in to OTMA, the ACEE
for each user ID is cached and the aging value that is associated with each OTMA client, for
example, IMS Connect, is kept in a table. The aging value is then used to determine when the
cached control block expires and is refreshed.

IMS re-creates the ACEE if a message that is associated with the user ID is received but the
age of the current ACEE is greater than the aging value. The aging value is used to balance
performance (possible RACF I/O to refresh the ACEE) and integrity. For IMS Connect, the
ACEE expiration value is specified during the client-bid process and is set to a default of

no expiration.

Parameter 0AAV=, in the DATASTORE statement, specifies the OTMA ACEE aging value. You
can specify a value 300 - 999999 seconds. The default is 999999 seconds. OTMA requires a
value of at least 300 to enable ACEE refreshes.

The VIEWHWS, VIEWDS, QUERY MEMBER, and QUERY DATASTORE commands output displays are
enhanced to show the aging value that is in effect for the associated environment.
Example 2-9 presents the output of the VIEWHWS command.

Example 2-9 VIEWHWS showing the ACEE aging value

R 218, VIEWHWS

HWS ID=HWSI13B1 RACF=N PSWDMC=R
UIDCACHE=Y  UIDAGE=500
MAXSOC=50 TIMEOUT=0 TCPIPQ=50
NUMSOC=5 WARNSOC=80% WARNINC=5%
RRS=Y  STATUS=ACTIVE
VERSION=V13 IP-ADDRESS=009.012.006.009
TARGET MEMBER=I13BOTMA STATE=N/A
DEFAULT REROUTE NAME=HWS$DEF
RACF APPL NAME=
OTMA ACEE AGING VALUE=999999
OTMA ACK TIMEOUT VALUE=120
O0TMA MAX INPUT MESSAGE=5000

Value: To ensure that the security information in the ACEE is correct, OTMA periodically
refreshes the ACEE with the security information that is stored in RACF. It is by using the
OAAV value that you can balance performance with in-core ACEEs with integrity.

2.5.2 IMS Version 10: Send-then-commit (CM1) ACK timeout control
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IMS Connect supports the new OTMA timeout control function for send-then-commit
CM1synchronous interactions. OTMA provides a default value of 120 seconds, after which
transactions that are held in Wait-Syncpoint or Wait-RRS status are released and backed out.
If provided, the value in the ACKTO parameter of the IMS Connect configuration DATASTORE
statement is passed to OTMA during client-bid processing.
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A specified value of 0 is reset to 120. If the timeout value is zero or not specified, a value of
120 seconds as an OTMA ACK timeout default value is set. If the specified value is less than
zero or greater than 255, an abend U3401 is issued. The value cannot be greater than what is
defined in OTMA. If the ACKTO value is equal to or greater than the timeout that is specified
in IMS by an OTMA descriptor or /STA TMEMBER command, OTMA ignores the IMS Connect
request. However, if the ACKTO value is less than the current timeout value set by the OTMA
descriptor or command, the value that is passed to IMS by the IMS Connect client-bid
process is used for the timeout action for this member.

IMS Connect cannot disable the OTMA ACK timeout support. Disabling the capability can be
done only in OTMA. Also, IMS Connect command output is enhanced to display the CM1
timeout value. The applicable commands include the VIEWHWS and VIEWDS output commands,
and the MVS MODIFY command for QUERY MEMBER and QUERY DATASTORE.

Value: Until an ACK or NAK response is received by IMS from CM1 interactions, the IMS
dependent regions remains occupied and continues to hold the necessary database locks.
The use of the ACKTO parameter releases these resources when the timeout period

is reached.

2.5.3 IMS Version 10: Message flood control

IMS Connect also takes advantage of the OTMA Message Flood Control capability to
automatically monitor the growth of active input messages. OTMA provides a default value of
5000 messages, after which input messages from a specific IMS Connect instance

are rejected.

If provided, an override value in the MAXI parameter of the IMS Connect configuration
DATASTORE statement is passed to OTMA during client-bid processing.

Note the following considerations:

» A specified value of 0 is reset to 5000.

» Avalue 0 - 200 is reset to 200.

» Any value that is specified in error 9999 - 65535 is reset to 9999.

» Any value outside 0 - 65535 results in an abend U3401.

» The value cannot be greater than what is defined in OTMA. If the MAXI value is equal to or
greater than the INPUT value specified in IMS by an OTMA descriptor or /STA TMEMBER
command, OTMA ignores the IMS Connect request. If the IMS Connect value is less than
the value that is specified in OTMA, then the IMS Connect MAXI value is used. A
specification of 0 is ignored because IMS Connect cannot disable the OTMA message
flood control support. Disabling the capability can be done only in OTMA.

Value: This is an effective method to control flood conditions that can result in storage
shortage situations.
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2.5.4 IMS Version 10: Resume Tpipe port affinity

IMS Connect clients use the RESUME Tpipe protocol to retrieve the commit-then-send (CMO0)
output or synchronous callout requests from a Tpipe hold queue in IMS. The PORTAFF
parameter in the TCPIP statement controls whether commit-then-send (CMO) output
messages that are sent by IMS to an IMS Connect system have affinity to the port on which
IMS Connect received the original input message as follows:

PORTAFF=Y IMS Connect returns all CMO output for this IMS Connect client
through the same port on which it received the original input message.
PORTAFF=N IMS Connect attempts to return the CMO output to the first client it
finds on any available port with an outstanding request from this
client ID.

Note: If you are running a sysplex environment that has implemented redundancy, load
balancing, super member support, and so on, PORTAFF=N is a reasonable choice. Using the
same instance of a single client ID across multiple ports is not recommended.

Value: In situations where IMS Connect must maintain affinity to a specific client, this
parameter is of use.

2.5.5 IMS Version 11: CM0 ACK timeout support

The HWS statement provides a new CMOATOQ value that defines a global override timeout queue
name for all the data stores (IMS systems) that are accessed by an IMS Connect instance.
The IMS Connect CMOATOQ value overrides the default value of DFS$$T0Q in OTMA.

Value: IMS Connect takes advantage of the OTMA CMO timeout support and provides a new
parameter CMOATOQ that can be used to provide a timeout queue name.

2.5.6 IMS Version 11: Super member support at a data store level

34

The DATASTORE statement is enhanced to support a new parameter for super member support.
The new SMEMBER parameter on individual DATASTORE statements overrides the default HWS
value. By providing the super member support at a data store level, IMS Connect is now able
to support multiple super member names.

Using a super member group, you can configure OTMA to send output messages to a remote
IMS installation through up to eight local instances of IMS Connect.

The use of a super member group is transparent to both the IMS application that sends the
messages and the remote IMS installation that receives the messages. Any participating
hold-queue-capable client can retrieve the CM0 messages on the super member output
queue by issuing its own RESUME Tpipe call, regardless of which client the CMO0 output was
originally destined for. The messages on the super member queue are retrieved on a
first-in-first-out basis, without regard to which instance of the OTMA client originated the
output or which instance of the OTMA client issued the RESUME Tpipe call.
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Figure 2-9 illustrates the use of a super member group with an IMS-to-IMS
TCP/IP connection:

ICON1A

SMEMBER=5M01
on DATASTORE

statement
IMSH ICON2 IMS 2
ICON1B X
= on DATASTORE | o 4 7 E
' 6 statement 2 o
[ smo1 ?il
o
SMEMBER=SM01
and
SMEM=YES
on OTMA ICON1C
destination descriptor
SMEMBER=SMO01
on DATASTORE
statement
Local IMS and IMS Remote IMS and IMS
\_ Connect configuration J \ Connect configuration Y,

Figure 2-9 Sample super member

Value: Super member support provides parallel access paths for output messages. This
improves scalability and performance.

2.5.7 IMS Version 13: Configuring the TCP/IP maximum backlog queue size

When IMS Connect starts, it establishes a TCP/IP listening socket on every port that is
configured for its use. When these listening sockets are established, IMS Connect also sets
the corresponding TCP/IP backlog or queue value to be equal to the MAXSOC value for IMS
Connect. (The default for MAXSOC, if not specified, is 50). This backlog or queue value is the
number of connection requests that can be queued in TCP/IP while waiting for IMS Connect
to assign sockets to them, for example, during peak processing times. This means that
requests up to this value can be queued in TCP/IP without their connections being rejected
pending IMS Connect action.

If the IMS Connect value is higher than what is specified for SOMAXCONN in the TCP/IP profile,
the smaller of the two values (SOMAXCONN or MAXSOC) is used by the TCP/IP stack.

IMS Connect Version 13 adds a parameter, TCPIPQ, to the configuration member for IMS
Connect. The SOMAXCONN statement in PROFILE.TCPIP controls the TCP/IP queue depth for
listening sockets at the LPAR level. You can use the TCPIPQ parameter to override the value
of SOMAXCONN for an instance of IMS Connect.
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TCPIPQ values can be 0 - 2147483647 with a default of 50.
» If a value of 0 to 49 is set, IMS Connect overrides the setting with default 50 value.

» If the TCPIPQ value is less than zero or larger than 2147383647, messages HWSX0909E
and BPEOOS3E are issued and IMS Connect abends with an U3401 code.

» If the TCPIPQ is greater than SOMAXCONN, the number that is used is the one defined for
SOMAXCONN.

The new TCPIPQ parameter value should therefore be coordinated with the value in the
SOMAXCONN. If TCPIPQ is not specified in the IMS Connect configuration definition, then the
default that is used is the value that is specified in MAXSOC.

Value: You have more control over connection requests that can be queued and waiting
for service.

2.6 IMS Connect user exits
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Because each client message can be unique in design, format, processing, and security
requirements, data manipulation of such messages into a minimum level of IMS Connect
recognizable format is essential for the ability of IMS Connect to act as the go between for
both the client and the data store.

To achieve this minimum level of recognizable format, IMS Connect provides support for user
exits to receive and manipulate messages from both the originating client and the IMS server.
These exits can be customized to perform various functions, such as reformatting,
translation, and security verification. They can be regarded as plug-ins to IMS Connect, so
the central or kernel of the IMS Connect logic is isolated from the message

manipulation exits.

IBM delivers prewritten clients and their associated user exits for simplified development.
However, customers can create and develop their own TCP/IP clients, with their associated
user exits, according to their installation requirements and needs.

IBM delivers fifteen supported IMS Connect related user exits at the Version 13 level. Six of
these exits are message exits. HWSIMSOO0 and HWSIMSO1 were removed in IMS Version
11, so they are not included in Table 2-1.

Table 2-1 IMS Connect user exits that are available at the IMS Version 13 level

User exit name | Purpose

HWSSMPLO This exit is based on HWSIMSOOQO. It performs translating input messages into the
protocol or format that is required by IMS and OTMA, rerouting messages,
checking security for input messages, and returning user-defined messages in
response to certain user-defined criteria. Migrate to HWSSMPL1 because the new
function is no longer added to HWSSMPLO.

HWSSMPLA1 This exit is based on HWSIMSOO. It has a fullword length field proceeding the
message.

HWSJAVAO User exit in support of the IMS Connector for Java client.

HWSSOAP1 IBM delivered sample user exit in support of the IMS Enterprise Suite SOAP
Gateway.
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User exit name | Purpose

HWSCSLOO0 IMSplex support exit. Enables the IMS Connect capability to communicate with
the IMS Operations Manager (OM). This is necessary to use the IMS Control
Center.

HWSCSLO1 Same as HWSCSLOO with some differences, such as it does not perform any
translation output messages.

IMSLSECX This is the z/OS TCP/IP IMS Listener security exit routine.

HWSYDRUO The sample IMS Connect Destination Resolution exit routine (HWSYDRUO),
which is a modified version of the OTMA Destination Resolution exit routine
(DFSYDRUO0).

HWSUINIT Enables you to perform your own processing during IMS Connect initialization and
termination. This exit receives control at initialization and termination time.

HWSTECLO Enables you to customize IMS Connect to support event recording.

HWSPWCHO IMS Connect password change exit routine.

HWSPIOXO0 or IMS Connect Port Message Edit exit routine for TCP/IP clients. Receives control
user specified between IMS Connect and the z/OS TCP/IP stack to modify the format of input
name and output messages. You specify a Port Message Edit exit routine as a 1- to
8-character name on the EDIT parameter of the PORT keyword in the TCP/IP
configuration statement in the HWSCFGxx PROCLIB member.

HWSROUTO IMS Connect DB Routing user exit routine.
HWSAUTHO IMS Connect DB Security user exit routine.
HWSDPWR1 IBM WebSphere DataPower provided as object code only.

For more information about most of these exits, see IMS Connectivity in an On Demand
Environment: A Practical Guide to IMS Connectivity. SG24-6974.

2.7 IMS Connect user exit enhancements

User exits are an important component of IMS Connect and enhancements to their
effectiveness were introduced.

2.7.1 IMS Version 11: User message exit cleanup
HWSIMSOO0 and HWSIMSO1 message user exits are no longer shipped with IMS Connect.
HWSSMPLO and HWSSMPL1 user exits provide enhanced functionality and are delivered as
source code replacements, which also reduce the number of user message exits to maintain.

Value: Reduction in complexity over exit maintenance.

2.7.2 IMS Version 11: Modifying formats of incoming and outgoing messages
The IMS Connect Port Message Edit exit routine was introduced to provide you with an exit

between TCP/IP and IMS Connect where you can modify the format of incoming and
outgoing messages.
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You specify a Port Message Edit exit routine as a 1- to 8-character name on the EDIT
parameter of the PORT keyword in the TCPIP configuration statement in the HWSCFGxx
PROCLIB member. The exit is specified on the IMS Connect port parameter so that you can
use specialized exits on different ports as required by various IMS Connect clients.

Value: Increased control over the format of messages on different ports.

2.7.3 IMS Version 11: HWSEXPRM parameter list expansion

HWSEXPRM maps the parameter list that is passed to the user exit routine on each
subroutine call. A copy of this macro is in SDFSMAC. To see the structure, assemble
the macro.

IMS Version 11 expands the existing HWSEXPRM macro that is used by IMS Connect user
message exit routines. You must reassemble and rebind the IMS Connect exit routines that
use this macro. The exits that must be reassembled and rebound include the IMS Connect

Sample Exits (HWSSMPLO and HWSSMPL1) and, if it was modified, the IMS TM Resource
Adapter exit routine (HWSJAVAO).

Value: The changes in HWSEXPRM result in the following items:

» Improved readability and serviceability of the parameter list.

» Reorganizes the current fields for better placement and eliminates discrepancies that are
caused by lack of space.

2.7.4 IMS Version 12: Load modules packaging for exits

IBM supplies samples for some IMS Connect exits, including HWSUINIT, HWSJAVAO,
HWSSMPLO, and HWSSMPL1. These exits are working examples, and many customers use
the IBM supplied exits without modifications.

In IMS Version 12, the exits are repackaged as load modules and sample source. Users who
want to modify the IBM supplied samples can still do so. Customers who assemble and bind
the current samples without modification can remove a task from their migration and
implementation plans.

If you must assemble the sample source for any reason, then the JCL that is used to for this
task must include IMS.SDFSMAC, SYS1.MACLIB, and SYS1.MODGEN. Otherwise, the
assembly fails.

Value: This feature reduces the effort in the migration and implementation of IMS systems.

2.8 IMS Connect high availability facilities

IMS Connect use mechanisms such as IP spraying, workload balancing, and sysplex
distribution to allow a connection request to be routed to any of the available
IMS Connect instances.
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A Sysplex Distributor environment is an important component of high availability for IMS
Connect. It is a component of the IBM z/OS Communication Server and implements a
dynamic Virtual IP address (VIPA) as a single network-visible IP address for a set of hosts
that belong to the same sysplex cluster. Any client anywhere in the IP network is able to see
the sysplex cluster as one IP address regardless of the number of hosts that it includes. Here

are its high availability features:

»

»
»
»

Enhanced dynamic VIPA and automatic takeover
Tracks connections, target stacks, and applications, such as IMS Connect
Starts the services of the Workload Manager (WLM)
Supports automatic VIPA takeover, allowing an active stack to assume the load of a

failing stack

2.8.1 IMS Connect workload balancing and failover

IMS Connect can access multiple IMS systems (data stores) and message exits can reroute
a message to a different target IMS. The data store table provides information as to which
systems are active

Figure 2-10 presents these concepts in a graphical format.
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Figure 2-10 IMS Connect workload balancing and failover

There are two tables that are available to IMS Connect Message exits that are associated
with this dynamic routing of messages:

>

INIT TABLE

Points to the data store table and allows user data to be stored.
DATASTORE TABLE (A data store is an IMS system)
Contains data store IDs, status (active or inactive), and optional user data.
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A User Initialization Exit Routine (HWSUINIT) is available that is driven during IMS Connect
initialization and termination. It loads user tables, obtains any needed storage, and adds user
data (definitions of the alternative IMS systems) to the INIT or DATASTORE tables. IMS
Connect provides the interface, but the base IMS message exits do not take advantage of the
capability. These message exits can be enhanced to do so through plug-ins that are available
from IMS Connect Extensions tools.

2.9 IMS Connect high availability enhancements

We examine two enhancements that were introduced:

» IMS Version 11: TCP/IP auto reconnect
» IMS Version 13: Reporting IMS Connect health to the Workload Manager

2.9.1 IMS Version 11: TCP/IP auto reconnect

If the Internet Protocol network experiences a disruption during IMS Connect processing,
operators must issue the OPENPORT command when the network is once again available. With
the TCP/IP auto reconnect support in IMS Version 11, the same situation no longer requires
operator intervention because IMS Connect continues to listen on the socket that is
associated with each active port and automatically attempts to re-establish a connection

as appropriate.

Value: With TCP/IP Auto Reconnect, IMS Connect can continue to autonomically listen on
the LISTEN SOCKET for the re-emergence of the network. When the network becomes
active, IMS Connect re-establishes communication with TCP/IP without operator intervention.

2.9.2 IMS Version 13: Reporting IMS Connect health to the Workload Manager

40

The Workload Manager (WLM) provides facilities that allow servers to report their health to
WLM. This health information can be used by the Sysplex Distributor and taken into account
when connection requests are routed to a server.

IMS Connect Version 13 takes advantage of the facilities that are provided by WLM to inform
WLM of its overall health. As the health of IMS Connect deteriorates or improves, IMS
Connect notifies WLM so that WLM has the most recent health information available for use
by the Sysplex Distributor. Sysplex Distributor uses the health of each server when the
distribution method is set to SERVERWLM in the VIPADISTRIBUTE statement of the TCP/IP profile.
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Figure 2-11 shows an overview of the WLM Health Report as it applies to IMS Connect.

WLM (Workload Manager) Health Report

New function to automatically report the overall health of IMS Connect

Allows Sysplex Distributor to use the information for workload
balancing by:
Caoding a disfribution method of SERVERWLM

VIPADYNAMIC ..
VIFADISTRIBUTE DEFINE DISTMETHOD SERVERWLM

Mote: the health value is not used when DISTMETHOD is
ROUNDROBIN or BASEWLM

Coding SHAREPORTWLM parameterif a PORT is shared

System 1 System 2
| HWS1 | HWSZ HWS 2
PORT 9559 PORT 9559 PORT 9999

FOAT =oaT
9993 TCP HNS* SHAREPORTWLM 9993 TCP HAS* SHAREPORTWLM

Benefit
Allows WLM to know when resources are constrained or available

Minimizes the possibility of Sysplex Distributor assigning work that IMS
Connect is unable to handle

Figure 2-11 IMS Connect and the WLM Health Report

Incoming connections are routed to multiple stacks based on the defined distribution method:

» ROUNDROBIN requests an even distribution to all targets.
» BASEWLM uses WLM system weights.

IMS Connect automatically informs WLM of its overall health during initialization and any
changes in its health afterward. IMS Connect is notified with ENF (event code) 71. The initial
health is 100 and the minimum health can be 0. IMS Connect reports its health to WLM
whenever the health increases or decreases by at least 5% from the last reported value.

For example, supposed the health is decreasing and the last reported health is 80%.
Suppose that three actions take place that reduce the health of the IMS Connect by about
16%. Suppose two of the activities bring the health down by 10%. Because the reporting
threshold is 5% and 10% is larger than or equal to 5%, IMS Connect reports its new health of
70% to WLM. The last activity takes place and the health is reduced by the last 6%, bringing
the health down to 64%. Because 6% is larger than or equal to 5%, IMS Connect reports a
change in health to WLM. The health is reported as 65% and not 64% because 65% is the
last multiple of 5 that was encountered going down from 70% to 64%.

The opposite scenario where the health is increasing is as follows: If the last reported health
is 50% and it increases to 64%, IMS Connect reports its health as 60%. The health is
reported as 60% and not as 64% because 60% is the last multiple of 5 that was encountered
going up from 50% to 64%.

The Sysplex Distributor and the TCP/IP stack can take advantage of the health value to
determine which IMS Connect is the most viable for routing connection requests.

Value: IMS Connect can now report its overall health to the Workload Manager (WLM). This
allows the Workload Distributor to autonomically balance workload in the most
effective manner.
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2.10 IMS Connect operations and command support

You can interact with IMS Connect by using three types of command interfaces:
» Commands that are entered as system replies against the IMS Connect started task.

» Commands that are entered as MODIFY instructions against the IMS Connect
started task.

» Commands that are entered through the type-2 command interface from the IMS Single
Point of Control facility (SPOC).

2.10.1 IMS Connect support for IMSplex and the IMS Control Center

IMS Connect can send and receive IMS Operations Manager (OM) commands and response
string messages between an IMS Control Center client and the OM in an IMSplex by using
the IMS Structured Call Interface (SCI). Figure 2-12 shows the components that are
associated with the IMS Control Center and IMS Connect.

IMS
Control
Center

¥

/0S *
£ XCF S

SCI +— OM +—
PC

IMS IMS 1
Connect

HWSCSLOO0 or
HWSCSLOA
user message exit

IMS2

z/0S

MS3 —

p. /

Figure 2-12 Overview of IMS Connect support for IMS Control Center

SCI allows IMSplex members to communicate with each other. The communication between
IMSplex members can happen within a single z/OS image or among multiple z/OS images.
Individual IMS components do not need to know where the other components are or what
communication interface to use.
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We now present the base set of commands. Commands that were introduced after IMS

Version 9 are introduced in 2.11, “IMS Connect operations and command enhancements” on

page 56.

2.10.2 IMS Connect REPLY commands

You can issue the following commands using a REPLY against the IMS Connect started task:

CLOSEHWS

OPENDS or STARTDS
OPENIP or STARTIP
OPENPORT or STARTPT
RECORDER

SETRACF

SETRRS

STOPCLNT

STOPDS

STOPIP

STOPPORT

VIEWDS

VIEWHWS

VIEWIP

VIEWPORT

YVVYVYYYVYVYYVYVYVYVYVYYVYYY

All of these IMS Connect commands must be immediately preceded on the command line of

the z/OS system console by the reply number of the outstanding IMS Connect
reply message.

The following sections list basic IMS Connect commands with their parameters and an
example of the output from each one. All the following examples are based on the IMS
Connect configuration file in Example 2-10.

Note: There is a complete set of comments in this example that assist you in
understanding the IMS Connect configuration parameters.

Example 2-10 Sample IMS Connect configuration member HWCF13B1

PSWDMC=N  MIXED-CASE PASSWORDS DISABLED
CMOATOQ NAME OTMA CMO ACK TIMEOUT QUEUES(DEF DFS$$T0Q)
CAN BE OVERRIDED BY DATASTORE

RACF=N DISABLES SECURITY SUPPORT BY RACF

RRS=Y RESOURCE RECOVERY SERVICES ENABLED

SMEMBER SUPERMEMBER
#UIDAGE= REFRESH INTERVAL FOR CACHED RACF USER IDS IN SECS
#UIDCACHE=Y IMS CONNECT CACHES VERIFIED RACF USER IDS FOR REUSE
XIBAREA=  NUMBER OF FULLWORDS ALLOCATED FOR THE XIB USER AREA
HWS=(ID=HWSI13B1,PSWDMC=R,RACF=N,RRS=Y,
UIDCACHE=Y,UIDAGE=500,XIBAREA=50)

* X X X X X X X X X X

EXIT NAMES OF ONE OR MORE IMS MESSAGE EXIT ROUTINES
HWSJAVAQ IS AUTOMATICALLY LOADED
IMS CONTROL CENTER REQUIRES HWSCSLOO AND HWSCSLO1
HOSTNAME ~ TCP/IP JOBNAME

*
*
*
*
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PORTID TCP/IP PORT ENABLES LOCAL OPTION CONNECTIONS
-- OR --

PORT TCP/IP PORT

SSLPORT TCP/IP PORT FOR SSL SUPPORT

SSLENVAR ~ NAME OF THE SSL INITIALIZATION FILE

TCPIP=(EXIT=(HWSSMPL1,HWSSOAP1) ,HOSTNAME=TCPIP,PORT (ID=7200),

PORT (ID=7201) , PORT (ID=7202) )

* X X X X

RRNAME=  NAME OF AN ALTERNATE DESTINATION SPECIFIED IN A CLIENT
ACKTO= TIMEOUT INTERVAL FOR OUTPUT ACKS.CMO,CM1..IMS TO IMS
SMEMBER ~ SUPERMEMBER
DATASTORE=(GROUP=I13X0TMA, ID=I13B,MEMBER=HWBI13B2,TMEMBER=I13BOTMA)
R LT ADAPTER-====-mcmmmmm e e
*  XML=Y XML ADAPTER SUPPORT SHOULD BE ENABLED (SOAP GATEWAY)
ADAPTER= (XML=Y)
*

R e T L DATASTORE -=-----mmmmmmmmmmm oo -
* DATASTORE ADDRESSES IMS CONTROL REGION VIA OTMA

* GROUP XCF(OTMA) FROM GRNAME IN DFSPBXXX

* ID DATA STORE NAME (IN IRM REQUEST)

* MEMBER XCF MEMBER NAME THAT IDENTIFIES IMS CONNECT

* IF SAME GROUP, NAME MUST BE UNIQUE WITHIN DATASTORE

* TMEMBER ~ THE XCF MEMBER NAME FOR IMS

* 0AAV= (ACEE) AGING VALUE, IN SECONDS (DEFAULT 999999)
* MAXI= INPUT MESSAGE FLOOD CONTROL VALUE

* CMOATOQ= OTMA CMO ACK TIMEOUT QUEUE (DEF DFS$$TO0Q)

* APPL= TCP/IP APPL NAME DEFINED TO RACF IN PTKTDATA

* DRU= OWN OTMA DESTINATION RESOLUTION USER EXIT NAME
*

*

*

* -- REGISTERS IMS CONNECT AS A MEMBER OF AN IMPLEX

* -- ENABLES BOTH IMS TYPE-2 COMMAND SUPPORT FOR IMS CONNECT AND

* -- COMMUNICATIION BETWEEN IMS CONNECT AND OTHER MEMBERS OF THE IMSPLEX

* MEMBER NAME THAT IDENTIFIES IMS CONNECT IN THE IMSPLEX

* TMEMBER ~ IMSPLEX THAT IMSCON IS JOINING, IMSPLEX(NAME= )

IMSPLEX=(MEMBER=HWSI13B1, TMEMBER=PLX13)

R e E T T ODACCESS---=--=--mmmmmmmm oo

* DRDAPORT ~ PORT NUMBER, TCP/IP KEEP ALIVE VALUE,

* (ID PORTNR

* KEEPAV ~ TCP/IP LAYER SENDS A PACKET ON IDLE CONS

* PORTTMOT AMOUNT TIME IMS CONNECT WAITS FOR NEXT INPUT)

* ODBMAUTOCONN SPECIFIES WHETHER IMS CONNECT AUTOMATICALLY

* NEW AND EXISTING INSTANCES OF ODBM WITHIN AN IMSPLEX.

ODACCESS=(DRDAPORT=(ID=6200,KEEPAV=0,PORTTMOT=18000) ,
DRDAPORT=(ID=6201,KEEPAV=0,PORTTMOT=18000) ,0DBMAUTOCONN=Y)

* GENIMSID= MSC TCP/IP GENERIC IMS ID (OPTIONAL)

* ALSO SPECIFIES ON THE GENIMSID IN DFSDCXXX

* IMSPLEX (MEMBER, TMEMBER)

* THIS NAME MUST MATCH THE NAME SPECIFIED ON THE LCLICON

* PARM OF THE MSPLINK MACRO DEFINITION OF THE LOCAL IMS SYSTEM
* LCLIMS= IMS ID OF THE LOCAL IMS SYSTEM AS REGISTERED WITH SCI

* LCLPKLID= LOCAL NAME OF THE MSC PHYSICAL LINK

* RMTIMS= IMS ID OF THE REMOTE IMS SYST* ==>QUERY IMSPLEX 7?7 C
* RMTIMSCON= REMOTE IMS CONNECT CONNECTION TO USE FOR MSC MESSAGES
* MUST MATCH ID PARAMETER OF ONE OF THE

* RMTIMSCON STATEMENTS SPECIFIED IN THE LOCAL IMS CONNECT

* RMTPLKID= NAME MSC PHYSICAL LINK IN REMOTE LCLPLKID
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*

MSC=(LCLPLKID=MSC2B2A,RMTPLKID=MSC2A2B,LCLIMS=(I13B) ,RMTIMS=ACIM,
IMSPLEX=(MEMBER=HWSI13B1, TMEMBER=PLX13) ,RMTIMSCON=HWSI13A1)

* -CONNECTION DEFINED BY RMTIMSCON CAN BE USED FOR EITHER OTMA

* - OR MSC MESSAGES, BUT NOT BOTH

* :0TMA REQUIRES IMSCON STATEMENT BY SENDING IMSCONN

* :MSC REQUIRES CORRESPONDING RMTIMSCON IN OTHER HWSCFGXX

* APPL= APPLICATION NAME TO USE IN A RACF PASSTICKET

* ID IDENTIFIES THIS DEFINITION OF A CONNECTION

* AUTOCONN= CONNECTS TO REMOTE IMSCON DURING STARTUP (DEF=N)
* IDLETO= OPEN SOCKET CONNECTIONS IDLE TIME

* *EITHER THE IPADDR OR THE HOSTNAME PARAMETER

* IPADDR= IP_ADDRESS OF OTHER IMS CONNECT

* HOSTNAME ~ THE HOST NAME OF THE REMOTE IMS CONNECT

* PERSISTENT=DEFINES SOCKETS USED FOR CONNECTION AS PERSIST
* PORT= PORTNR OF LISTENING PORT

* RESVSOC=  NUMBER OF SEND SOCKETS THAT IMS CONNECT RESERVES
* TO I13A VIA TCP/IP

* -USED BY MSC

*

RMTIMSCON=(ID=HWSI13A1,HOSTNAME=WTSC63.ITSO.IBM.COM,
PORT=7102,AUTOCONN=Y,RESVS0C=10)

*

* -USED BY OTMA (these definitions have been commented out)
*

*RMTIMSCON=(ID=HWSI13A1,HOSTNAME=WTSC63.ITSO.IBM.COM,

* PORT=7401,AUTOCONN=N,PERSISTENT=Y, IDLET0=60000,RESVSOC=10)
*RMTIMSCON=(ID=HWSI13C1,HOSTNAME=WTSC63.ITSO.IBM.COM,

* PORT=7401,AUTOCONN=N,PERSISTENT=Y, IDLET0=60000,RESVSOC=10)
*RMTIMSCON=(ID=HWSI13D1,HOSTNAME=WTSC64.ITSO.IBM.COM,

*  PORT=7401,AUTOCONN=N,PERSISTENT=Y, IDLET0=60000,RESVSOC=10)
K e e RUNOPTS === === mm oo
* RUNOPTS=LE_RUNTIME_OPTIONS

KoL FEEEEEKKKRFFFHN, END HWCFI3BL  DEFINITION-mm-mmmmmmmmmme
CLOSEHWS

The CLOSEHWS command terminates IMS Connect. Here are the parameters for this command:
» QUIESCE

Specifies that termination ends all client and data store connections in a controlled
manner. If no parameter is specified for CLOSEHWS, this parameter is used by default.

All work that is in progress, or that is queued for processing, is completed before IMS
Connect is terminated.

» FORCE

Specifies that termination ends all client and data store connections immediately, which
forces any IMS applications that are running for the connected clients to
abnormally terminate.
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Example 2-11 shows the output of this command.

Example 2-11 An example of the CLOSEHWS command

R 176,CLOSEHWS
IEE600I REPLY TO 176 IS;CLOSEHWS

HWST35051 COMMUNICATIONS WITH REMOTE IMS CONNECT HWSI13Al

M=TSCH

HWSP14151 TCP/IP SOCKET FUNCTION CALL FAILED; F=ACCEPT4
E=1152, M=SDCO, ID=7200

HWSP14151 TCP/IP SOCKET FUNCTION CALL FAILED; F=ACCEPT4
E=1152, M=SDCO, ID=7201

HWSS0770I LISTENING ON PORT=7201 TERMINATED; M=SSCH
HWSP14151 TCP/IP SOCKET FUNCTION CALL FAILED; F=ACCEPT4
E=1152, M=SDCO, ID=6200

HWSP14151 TCP/IP SOCKET FUNCTION CALL FAILED; F=ACCEPT4
E=1152, M=SDCO, ID=7202

HWSS0770I LISTENING ON PORT=7202 TERMINATED; M=SSCH
HWSP14151 TCP/IP SOCKET FUNCTION CALL FAILED; F=ACCEPT4
E=1152, M=SDCO, ID=6201

HWSS0770I LISTENING ON PORT=6201 TERMINATED; M=SSCH
HWSS0770I LISTENING ON PORT=7200 TERMINATED; M=SSCH
HWSS0770I LISTENING ON PORT=6200 TERMINATED; M=SSCH
ATR169I RRS HAS UNSET EXITS FOR RESOURCE MANAGER 742
HWS .HWST13B1V131.SVL.SANJOSE.IBM REASON: UNREGISTERED
HWSS07811 TCPIP COMMUNICATION FUNCTION CLOSED; M=SOCC

HWSD02601 DS=113B TRANSMIT THREAD TERMINATED; M=DXMT
HWSD0260I DS=113B RECEIVE THREAD TERMINATED; M=DREC

STOPPED;
R=-1,

R=-1,

HWSMO5601 IMSPLEX=PLX13 TRANSMIT THREAD TERMINATED; M=0XMT
HWSM05601 IMSPLEX=PLX13 RECEIVE THREAD TERMINATED; M=0REC

HWSN1960I ODBM=IMS13BOD TRANSMIT THREAD TERMINATED; M=NXMT

HWSD02821 COMMUNICATION WITH DS=I13B CLOSED; M=DSCL

HWSN1960I ODBM=IMS13BOD RECEIVE THREAD TERMINATED; M=NREC

HWSM05821 COMMUNICATION WITH IMSPLEX=PLX13 CLOSED; M=DSCL
HWSN19851 COMMUNICATION WITH ODBM=IMS13BOD CLOSED; M=DSCL
HWSF33601 THE TRANSMIT THREAD TERMINATED FOR MSC PHYSICAL LINK

MSC2B2A ; M=IXMT

HWSF33601 THE RECEIVE THREAD TERMINATED FOR MSC PHYSICAL LINK

MSC2B2A ; M=IREC
HWSD02821 COMMUNICATION WITH DS=MSC2B2A CLOSED; M=DSCL
HWSD02821 COMMUNICATION WITH DS=MSC2B2A CLOSED; M=DSCL

HWSD0280I DATASTORE COMMUNICATION FUNCTION CLOSED; M=DOC3

HWSC0020I IMS CONNECT IN TERMINATION
BPEOOO7I HWS BEGINNING PHASE 1 OF SHUTDOWN
IEE4A00I THESE MESSAGES CANCELLED - 177.
BPEOOO8I HWS BEGINNING PHASE 2 OF SHUTDOWN

BPEOO46I EXTERNAL TRACE DATA SET IMS13Q.IMS13B.HWS.RCTR.G0O007VO0O

CLOSED ON VOL=SBOXI6
BPEOOO9I HWS SHUTDOWN COMPLETE
$HASP395 IM13BHW1 ENDED

IMS Integration and Connectivity Across the Enterprise



Starting an IMS Connect job

To start an IMS Connect job, run /S IMS Connect jobname. In our example, we ran /S
IM13BHW1. Example 2-12 presents these messages from our example command.

Example 2-12 Example messages that are associated with an IMS Connect initialization

S IM13BHW1

$HASP100 IM13BHW1 ON STCINRDR

IEF6951 START IM13BHW1 WITH JOBNAME IM13BHW1 IS ASSIGNED TO USER STC
» GROUP S§YS1

$HASP373 IM13BHW1 STARTED

IEF403I IM13BHW1 - STARTED - TIME=23.49.18 - ASID=009D - SC64

BPEOO46I EXTERNAL TRACE DATA SET IMS13Q.IMS13B.HWS.RCTR.GO008VOO

OPENED ON VOL=SBOXI6

HWSX0920W VALUE OF PARAMETER AUTOCONN  IN STATEMENT RMTIMSCON

=HWSI13A 779

CHANGED TO N FROM Y BECAUSE PERSISTENT=N WAS SPECIFIED ; M=XCFG

HWSX0920W VALUE OF PARAMETER PERSISTENT IN STATEMENT RMTIMSCON

=HWSI13A 779

CHANGED TO N FROM Y BECAUSE PERSISTENT=N WAS SPECIFIED ; M=XCFG

HWSX0920W VALUE OF PARAMETER PERSISTENT IN STATEMENT RMTIMSCON

=HWSI13A 780

CHANGED TO Y FROM N BECAUSE THE RMTIMSCON IS USED BY MSC; M=XCFG

HWS01210W IXCQUERY FAILED FOR GROUP=I13XOTMA, MEMBER=I13BOTMA

; R=8, S=4, M=DDXO0

HWSM05901 CONNECTED TO IMSPLEX=PLX13 ; M=0SCl

HWSD02921 CONNECTION TO DATASTORE=I13B , FAILED; M=DSC1

HWSCO010I WELCOME TO IMS CONNECT!

HWSF3300I COMMUNICATIONS ON MSC PHYSICAL LINK MSC2B2A STARTED; M=ISC1
HWSI16501 COMMAND REGISTRATION SUCCESSFUL FOR IMSPLEX=PLX13  ; M=O0REG
HWSR06531 PROTECTED CONVERSATION PROCESSING WITH RRS/MVS ENABLED
M=RRSI

HWSS0780I TCPIP COMMUNICATION ON HOSTNAME=TCPIP OPENED; M=SDOT
HWSS0790I LISTENING ON PORT=7200 STARTED; M=SDOT

HWSS0790I LISTENING ON PORT=7201 STARTED; M=SDOT

HWSS0790I LISTENING ON PORT=6200 STARTED; M=SDOT

HWSS0790I LISTENING ON PORT=7202 STARTED; M=SDOT

HWSS0790I LISTENING ON PORT=6201 STARTED; M=SDOT

HWSN1900I IMS CONNECT IS CONNECTED TO ODBM=IMS13BOD; M=NSC1

HWST35001 COMMUNICATIONS WITH REMOTE IMS CONNECT HWSI13A1 STARTED;
M=TSCH

OPENDS or STARTDS

The OPENDS and STARTDS commands are equivalent and can be used to start communication
between IMS Connect and a data store. The parameter for this command is datastore_id,
which specifies the name of the data store, as defined in the HWSCFGxx configuration
member. Example 2-13 shows the output of this command.

Example 2-13 An example of the OPENDS command

R 122,0PENDS I13B
TIEE600I REPLY TO 122 IS;OPENDS I13B
HWSD0230I DS=I13B ALREADY ACTIVE, R=0, S=ACTIVDST, M=DOCM
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OPENIP or STARTIP

The OPENIP or STARTIP commands can be used to start or re-establish the communication
between IMS Connect and the IMSplex that contains the Operations Manager (OM) instance
that is connected to SCI and is used to issue commands.

The parameter for this command is imsplex_id, which identifies the IMSplex. This name must
be defined to IMS Connect through the configuration member HWSCFGxx and must match
the TMEMBER that is defined in the IMSplex configuration statement.

Example 2-14 shows the output of the OPENIP command.

Example 2-14 Output of the OPENIP command

R 175,0PENIP PLX13

IEE600I REPLY TO 175 IS;O0PENIP PLX13

HWSM05901 CONNECTED TO IMSPLEX=PLX13 ; M=0SCl

HWSI16501 COMMAND REGISTRATION SUCCESSFUL FOR IMSPLEX=PLX13  ; M=0REG

OPENPORT or STARTP

The OPENPORT and STARTP commands can be used to reestablish IMS Connect
communication with TCP/IP to enable listening on TCP/IP ports. The parameter for this
command is portid, which identifies the number of the port to be opened. For the local option
port, specify a port ID value of LOCAL.

Example 2-15 shows the output of this command after a STOPPORT 7200 command is issued,
as described in “STOPPORT” on page 51.

Example 2-15 Output of the OPENPORT command

R 173,0PENPORT 7200
IEE600I REPLY TO 173 IS;OPENPORT 7200
HWSS0790I LISTENING ON PORT=7200 STARTED; M=SDOT

RECORDER

The RECORDER command can either open or close the recorder trace file. This file is a reusable
file and requires an IDCAMS VSAM REPRO utility to dump the contents for analysis. It is
used primarily to diagnose problems with the IMS Connect user exits.

Allocate the HWSRCORD data set as a normal physical sequential data set with record
format FB, record length 1,440, and block size 14,400. The data set can use secondary
extents. IMS Connect stores the trace information into this single data set. There are no spare
data sets or any wrap-around processing, so when this data set fills up, the trace is disabled.
Starting the trace overwrites trace data that is recorded in an earlier trace.

From an IMS perspective, you can manage this trace data set in a similar manner as with the
IMS Monitor Trace (IMSMON) data set.

The data set must be identified by an HWSRCORD DD statement in the IMS Connect startup JCL.
Here are the parameters for this command:
» OPEN
Opens the recorder trace.
» CLOSE
Closes the recorder trace.
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Because an HWSRCORD DD statement was not included in the test environment that we used,
we received message IEC130I HWSRCORD DD STATEMENT MISSING. But, Example 2-16 shows
the successful output of this command when entered from another system that does have the
HWSRCORD DD statement included.

Example 2-16 Output of the RECORDER command

R 83, RECORDER OPEN

*084 HWSCO000I *IMS CONNECT READY* HWSI13B1
HWSRO880I RECORDER OPENED; M=RCDR

R 84, RECORDER CLOSE

*085 HWSCO000I *IMS CONNECT READY* HWSI13B1
HWSR0890I RECORDER CLOSED; M=RCDR

SETRACF

The SETRACF command can turn on or off the RACF flag and any subsequent RACF user ID
checking. The RACF= parameter in the HWS startup parameter sets this at IMS Connect start.
Here are the parameters for this command:

» ON

Turns on RACF security.
> OFF

Turns off RACF security.

Example 2-17 shows the output of this command.

Example 2-17 An example of the SETRACF command

R 149,SETRACF ON
IEE600I REPLY TO 149 IS;SETRACF ON
R 160,SETRACF OFF
IEE600I REPLY TO 160 IS;SETRACF OFF

After the SETRACF ON command is run, a VIEWHWS indicates that RACF=Y has been set and after
the SETRACF OFF completes, a VIEWHWS displays RACF=N.

SETRRS

The SETRRS command enables or disables communication between IMS Connect and RRS.

Here are the parameters for this command:
» ON

Turns on communication with RRS.
» OFF

Turns off communication with RRS.
Example 2-18 shows the output of the SETRRS command. The VIEWHWS output shows RRS=N
and then Y after the SETRRS OFF and SETRRS ON commands complete, as expected.
Example 2-18 An example of the SETRRS command

R 162,SETRRS OFF
IEE600I REPLY TO 162 IS;SETRRS OFF
ATR169I RRS HAS UNSET EXITS FOR RESOURCE MANAGER 457
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HWS .HWST13B1V131.SVL.SANJOSE.IBM REASON: UNREGISTERED

R 163,SETRRS ON

IEE600I REPLY TO 163 IS;SETRRS ON

HWSCO000I PROTECTED CONVERSATION PROCESSING WITH RRS/MVS ENABLED
M=RRSI

STOPCLNT

The STOPCLNT command terminates communication with a client by using a specific TCP/IP
port. Here are the parameters for this command:

» portid

Identifies the number of the port whose client communication will be stopped.
» clientid

Identifies the name of the client, which is obtained from the VIEWHWS command.
Example 2-19 shows the output of this command (HWS8PBTM is the client name, which in

this case is automatically generated by IMS Connector for Java). The M=SCCM output indicates
that IMS Connect module HWSSCCMO issued this response.

Example 2-19 An example of the STOPCLNT command

R 88, STOPCLNT 7003 HWS8PBTM

*089 HWSCO000I *IMS CONNECT READY* HWSI13B1

HWSS07611 TCPIP COMMUNICATION WITH CLIENT=7003 _HWS8PBTM STOPPED;
M=SCCM

STOPDS

The STOPDS command immediately terminates communication between IMS Connect and the
data store. The parameter for this command is datastore_id, which specifies the name of the
data store, as defined in the HWSCFGxx configuration member.

Example 2-20 shows the output of this command.

Example 2-20 An example of the STOPDS command

R 168,STOPDS I13B

IEE600I REPLY TO 168 IS;STOPDS I13B

HWSD02601 DS=I13B TRANSMIT THREAD TERMINATED; M=DXMT
HWSD02601 DS=I13B RECEIVE THREAD TERMINATED; M=DREC
HWSD02841 COMMUNICATION WITH DS=I13B STOPPED; M=DSCM

STOPIP

The STOPIP command stops communication between IMS Connect and the IMSplex that
contains the OM that is connected to SCI that is used to send commands that are entered
through the IMS SPOC. The parameter for this command is imsplex_id, which specifies the
name of the IMSplex. This name must be defined to IMS Connect through the configuration
member HWSCFGxx. In our example environment, that member is HWCF13B, which
contains parameter TMEMBER=PLX13, as shown in Example 2-10 on page 43.
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Example 2-21 shows the output of the STOPIP command.

Example 2-21 An example of the STOPIP command

R 170,STOPIP PLX13

TIEE600I REPLY TO 170 IS;STOPIP PLX13

HWSN1960I ODBM=IMS13BOD TRANSMIT THREAD TERMINATED; M=NXMT
HWSN1960I ODBM=IMS13BOD RECEIVE THREAD TERMINATED; M=NREC

STOPPORT

The STOPPORT command immediately terminates listening on a TCP/IP port. The parameter
for this command is portid, which identifies the number of the port to be stopped.

Example 2-22 shows the output of the STOPPORT command.

Example 2-22 An example of the STOPPORT command

R 172,STOPPORT 7200

IEE600I REPLY TO 172 IS;STOPPORT 7200

HWSP1415E TCP/IP SOCKET FUNCTION CALL FAILED; F=ACCEPT4 , R=-1,
E=1152, M=SDCO, ID=7200

HWSS0770I LISTENING ON PORT=7200 TERMINATED; M=SSCH

VIEWDS

The VIEWDS command displays the status of the specified IMS system (data store). The
parameter for this command is datastore_id, which specifies the name of the data store, as
defined in the HWSCFGxx configuration member. In our example, the IMS datastore_id

is [13B.

Example 2-23 shows an example of the output of this command.

Example 2-23 An example of the VIEWDS command

R 127,VIEWDS I13B
IEE600I REPLY TO 127 IS;VIEWDS I13B
DATASTORE=I13B STATUS=DISCONNECT

GROUP=I13XOTMA MEMBER=HWBI13B2
TARGET MEMBER=I13BOTMA STATE=N/A
DEFAULT REROUTE NAME=HWS$DEF
RACF APPL NAME=
OTMA ACEE AGING VALUE=999999
OTMA ACK TIMEOUT VALUE=120
OTMA MAX INPUT MESSAGE=5000
SUPER MEMBER NAME= CMO ACK TOQ=

VIEWHWS

The VIEWHWS data stores command displays the status of the OTMA connection.
Example 2-24 shows an example of the output of this command.

Example 2-24 An example of the VIEWHWS command

R 125,VIEWHWS
TEE600I REPLY TO 125 IS;VIEWHWS
HWS ID=HWSI13B1 RACF=N PSWDMC=R
UIDCACHE=Y  UIDAGE=500
MAXSOC=50 TIMEOUT=0 TCPIPQ=50
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NUMSOC=5 WARNSOC=80% WARNINC=5%
RRS=Y  STATUS=ACTIVE
VERSION=V13 IP-ADDRESS=009.012.006.009
SUPER MEMBER NAME= CMO ACK TOQ=
ADAPTER=Y MAXCVRT=100 NUMCVRT=0
MAXLSSSZ=32767
ODBM AUTO CONNECTION=Y
ODBM TIMEOUT=18000
ODBM IMSPLEX MEMBER= TARGET MEMBER=
DATASTORE=I13B STATUS=DISCONNECT
GROUP=I13XOTMA MEMBER=HWBI13B2
TARGET MEMBER=I13BOTMA STATE=N/A
DEFAULT REROUTE NAME=HWS$DEF
RACF APPL NAME=
OTMA ACEE AGING VALUE=999999
O0TMA ACK TIMEOUT VALUE=120
OTMA MAX INPUT MESSAGE=5000
SUPER MEMBER NAME= CMO ACK TOQ=
IMSPLEX=PLX13 STATUS=ACTIVE
MEMBER=HWSI13B1 TARGET=PLX13
MSC=MSC2B2A  STATUS=ACTIVE
RMTPLKID=MSC2A2B

LCLIMSID=I13B RMTIMSID=ACIM
GENIMSID= AFFINITY=
IMSPLEX=PLX13
MEMBER=HWSI13B1 TARGET MEMBER=PLX13

RMTIMSCON=HWSI13Al
IP-ADDRESS=009.012.006.070 PORT=7102
HOSTNAME=WTSC63.ITSO.IBM.COM

NO ACTIVE LINK
ODBM=IMS13BOD STATUS=REGISTERED  ODBMRRS=Y
ALIAS=I13B STATUS=ACTIVE
ALIAS=I13X STATUS=ACTIVE
NO ACTIVE ISC
PORT=7200 STATUS=ACTIVE KEEPAV=0 NUMSOC=1 EDIT=
TIMEOUT=0
NO ACTIVE CLIENTS
PORT=7201 STATUS=ACTIVE KEEPAV=0 NUMSOC=1 EDIT=
TIMEOUT=0
NO ACTIVE CLIENTS
PORT=7202 STATUS=ACTIVE KEEPAV=0 NUMSOC=1 EDIT=
TIMEOUT=0
NO ACTIVE CLIENTS
PORT=6200D STATUS=ACTIVE KEEPAV=0 NUMSOC=1
EDIT= TIMEOUT=18000
NO ACTIVE CLIENTS
PORT=6201D STATUS=ACTIVE KEEPAV=0 NUMSOC=1
EDIT= TIMEOUT=18000
NO ACTIVE CLIENTS
RMTIMSCON=HWSI13A1 STATUS=NOT ACTIVE
IP-ADDRESS=009.012.006.070 PORT=7102
HOSTNAME=WTSC63.ITSO.IBM.COM

AUTOCONN=N PERSISTENT=Y
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IDLETO=0
RESVSOC=10  NUMSO0C=0
NO ACTIVE CLIENTS

NO ACTIVE RMTCICS

VIEWIP

The VIEWIP command displays the current activity for the IMSplex. This command parameter
is imsplex_id, which species the name of the IMSplex for which information is displayed. This
is an optional parameter, and if it is specified, it must match the ID parameter of the IMSplex
configuration statement in the HWSCFGxx member.

Example 2-25 shows the output of the VIEWIP command.

Example 2-25 An example of the VIEWIP command

R 128,VIEWIP PLX13

IEE600I REPLY TO 128 IS;VIEWIP PLX13
IMSPLEX=PLX13 STATUS=ACTIVE
MEMBER=HWSI13B1 TARGET=PLX13

Where:

» PLX13 is the name of the IMSplex that is defined in the ID parameter of the IMSplex
configuration statement in the HWSCFGxx member.

» The status of the IMSplex is ACTIVE. It can also be NOT ACTIVE or DISCONNECT.

» HWSI13B1 is the name of the member as defined in the MEMBER parameter of the IMSplex
configuration statement in HWSCFGxx.

» PLX13 is the target member name, that is, the member of the IMSplex to which IMS
Connect has connected as HWCF13B1, as shown in Example 2-10 on page 43.

VIEWPORT

The VIEWPORT command displays the status of the communication between IMS Connect and
the specified port. The parameter for this command is portid, which identifies the number of
the port to be displayed.

Example 2-26 shows the output of this command.

Example 2-26 An example of the VIEWPORT command

R 129,VIEWPORT 7200

TEE600I REPLY TO 129 IS;VIEWPORT 7200
PORT=7200 STATUS=ACTIVE KEEPAV=0 NUMSOC=1 EDIT=
TIMEOUT=0
NO ACTIVE CLIENTS

This display shows the following characteristics:

» The port number is 7200, as defined to IMS Connect.
» There are no active clients, but the connection is active.
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2.10.3 IMS Connect MODIFY commands

You can issue commands to IMS Connect by using the operating system MODIFY interface.
Here is the syntax of the MODIFY command:

/F jobname,command

Jobname is the name of the IMS Connect started task, and command is the string of characters
you want IMS Connect to run. For example, to issue the equivalent of a VIEWHWS reply
command, you issue the following command:

/F IM13BHW1,QUERY MEMBER TYPE(IMSCON)
IMS13BHW1 is the job name of the IMS Connect.

This interface supports the use of wildcard characters:
* Matches zero or more characters.
% Matches exactly one character.

The wildcard characters are the same ones that you use in TSO and PDF when you specify a
member or data set names.

The commands that you can issue using the MODIFY interface are functionally equivalent to
the ones you can issue using REPLY. The commands responses are also the same.

Table 2-2 shows the equivalence between the REPLY syntax and the MODIFY commands.

Table 2-2 Equivalence between REPLY and MODIFY commands

REPLY command MODIFY command
CLOSEHWS SHUTDOWN MEMBER OPTION({QUIESCE | FORCE})
OPENDS/STARTDS UPDATE DATASTORE (namel,name2,...)
START (COMM)
OPENIP/STARTIP No equivalent command
OPENPORT/STARTPT UPDATE PORT (namel,name2...) START(COMM)
RECORDER OPEN UPDATE MEMBER TYPE(IMSCON) START(TRACE)
RECORDER CLOSE UPDATE MEMBER TYPE (IMSCON) STOP(TRACE)
SETRACF ON UPDATE MEMBER TYPE(IMSCON) SET (RACF(ON))
SETRACF OFF UPDATE MEMBER TYPE(IMSCON) SET (RACF(OFF))
SETRRS No equivalent command
STOPCLNT DELETE PORT NAME (port)
CLIENT(clientl,client2,...)
STOPDS UPDATE DATASTORE (namel,name2,...)
STOP (COMM)
STOPIP No equivalent command
STOPPORT UPDATE PORT(namel,name2...) STOP(COMM)
VIEWDS QUERY DATASTORE NAME(namel,name2,...)
[SHOW(ALL)]
VIEWHWS QUERY MEMBER TYPE(IMSCON) [SHOW(ALL)]
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REPLY command MODIFY command

VIEWIP No equivalent command

VIEWPORT QUERY PORT NAME (portl,port2,...)
[SHOW(ALL)]

VIEWUOR QUERY UOR NAME (uridl,urid2,...) [SHOW(ALL)]

2.10.4 IMS command support for IMS Connect and OTMA

This section describes the IMS commands that can be used to check the status of IMS

Connect and its interfacing OTMA instance.

/DISPLAY OTMA

The /DISPLAY 0TMA command displays the XCF information, status, and security level.
Example 2-27 shows an example of the output of this command.

Example 2-27 Output of the IMS /DISPLAY OTMA command

135 DFS9961 *IMS READY* 1I13B
R 135,/DISPLAY OTMA

DFS000I
DFS000I
DFS000I
DFS000I
DFS000I
DFS000I

GROUP/MEMBER XCF-STATUS  USER-STATUS SECURITY  TIB INPT SMEM I13B
DRUEXIT T/0 TPCNT ACEEAGE I13B

I13B

-IVPAPLL1 NOT DEFINED SERVER FULL 0 10000 1138
-IVPAPLL1 N/A 0 0 1138

*2013205/190047*  I13B

DISPLAY TMEMBER tmember_name Tpipe tpipe_ID
The /DISPLAY TMEMBER command can be used to display the status of the current transaction

member status for OTMA clients and servers.

Example 2-28 shows all the members in the XCF group, which is similar to the /DIS 0TMA

command output.

Example 2-28 Output of the /DISPLAY TMEMBER ALL command

R 148,/DISPLAY TMEMBER ALL.

DFS000I
DFS000I
DFS0001
DFS000I
DFS000I

GROUP/MEMBER XCF-STATUS ~ USER-STATUS SECURITY  TIB INPT SMEM I13B

DRUEXIT T/0 TPCNT ACEEAGE I13B
IVPAPLL1 NOT DEFINED SERVER FULL 0 10000 I13B
IVPAPLL1 N/A 0 0 I13B

*2013205/193813*  I13B

A /DISPLAY TMEMBER xxxx Tpipe ALL command provides more information if there are

active Tpipes.
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2.11 IMS Connect operations and command enhancements

With the introduction of Open Database and SPOC, there are major enhancements in the
arena of IMS Connect commands that allow you to monitor and control the IMS Connect
environment effectively.

2.11.1 IMS Version 11: Enhanced IMS Connect commands

Several new and changed IMS Connect commands are available, mostly to support Open
Database. Using these commands, you can perform the following actions:

» Query, stop, and start connections between IMS Connect and ODBM.
» Query, stop, and start ODBM alias names.
At the IMS Version 11 level, most commands have two formats: WTOR and z/OS MODIFY.

Value: The type-2 commands that are entered through the SPOC are an effective way to
monitor and control IMSplex environments. IMS Connect now provides type-2 commands for
the Open Database environment.

2.11.2 IMS Version 11: Enforcement of the single port requirement for SSL

sockets

Before IMS Version 11, if users specified more than a single SSL port for an instance of IMS
Connect, a failure could occur in the IBM Language Environment for z/OS. In IMS Version 11,
IMS checks for the correct specification of SSL ports. If multiple SSL ports are specified
through the SSLPORT= parameter, or if the SSL port specification exceeds eight characters,
IMS Connect issues a message HWSX0909E and abends with a BPE abend code of U3401.

If users need multiple SSL ports for their IMS Connect connections, they can transfer the
management of the SSL ports from IMS Connect to the IBM z/0OS Communications Server
Application Transparent Transport Layer Security (AT-TLS).

Value: This facility removes a way for an unnecessary IMS Connect abend to occur.

2.11.3 IMS Version 12: IMS Connect type-2 SPOC commands

56

IMS Connect is enhanced in IMS Version 12 to support a new type-2 command interface from
the IMS SPOC. The following groups of commands are added:

» Display commands

» Start commands

» Stop and close commands

» Set, reset, and refresh commands
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Display commands

Table 2-3 shows the new IMS Connect type-2 SPOC commands and the equivalent WTOR
reply or type-2 modify commands that are related to displaying resources.

Table 2-3 IMS type-2 Display commands

Type-2 command

WTOR reply

Modify command

QUERY IMSCON TYPE(ALIAS) NAME(*) SHOW(ALL |
showparm)

VIEWIA ALL

Not applicable

QUERY IMSCON TYPE(ALIAS) NAME(alias) SHOW(ALL
| showparm)

VIEWIA alias

Not applicable

QUERY IMSCON TYPE(ALIAS) NAME(alias)
0DBM (odbmname)

VIEWIA alias odbmname

Not applicable

QUERY IMSCON TYPE(CONFIG) SHOW(ALL | showparm) | VIEWHWS QUERY MEMBER TYPE(IMSCON)
SHOW (ALL)
QUERY IMSCON TYPE(DATASTORE) NAME(*) SHOW(ALL | VIEWDS ALL QUERY DATASTORE NAME(*) SHOW(ALL)

| showparm)

QUERY IMSCON TYPE(DATASTORE) NAME(datastore)
SHOW(ALL | showparm)

VIEWDS datastore

QUERY DATASTORE NAME(datastore)

QUERY IMSCON TYPE(IMSPLEX) NAME(*) SHOW(ALL
showparm)

VIEWIP ALL

Not applicable

QUERY IMSCON TYPE(IMSPLEX) NAME(IMSplexname)
SHOW(ALL | showparm)

VIEWIP IMSplexname

Not applicable

QUERY IMSCON TYPE(MSC) NAME(*) SHOW(ALL |
showparm)

VIEWMSC ALL

QUERY MSC NAME(*)

QUERY IMSCON TYPE(MSC) NAME(mscid) SHOW(ALL
showparm)

VIEWMSC mscid

QUERY MSC NAME (mscid)

QUERY IMSCON TYPE(PORT) NAME(*) SHOW(ALL |
showparm)

VIEWPORT ALL

QUERY PORT NAME(*) SHOW(ALL)

QUERY IMSCON TYPE(PORT) NAME (portname)
SHOW(ALL | showparm)

VIEWPORT portname

QUERY PORT NAME (portname)
SHOW (ALL)

QUERY IMSCON TYPE(PORT) NAME(LOCAL) SHOW(ALL
showparm)

VIEWPORT LOCAL

QUERY PORT NAME(LOCAL) SHOW(ALL)

QUERY IMSCON TYPE(RMTIMSCON) NAME(*) SHOW(ALL
| showparm)

VIEWRMT ALL

QUERY RMTIMSCON NAME(*)

QUERY IMSCON TYPE(RMTIMSCON) NAME (rmtimscon)
SHOW(ALL | showparm)

VIEWRMT rmtimscon

QUERY RMTIMSCON NAME (rmtimscon)

QUERY IMSCON TYPE(UOR) NAME(*) SHOW(ALL |
showparm)

VIEWUOR ALL

QUERY UOR NAME(*) SHOW(ALL)

QUERY IMSCON TYPE(UOR) NAME (uorid) SHOW(ALL
showparm)

VIEWUOR uorid

QUERY UOR NAME(uorid) SHOW(ALL)
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Figure 2-13 presents an example of a type-2 QUERY IMSCON TYPE(PORT) command that is

issued from the SPOC.

PLX13
Command ===>

IMS Single Point of Control

Route

Plex
Response for: QUERY IMSCON TYPE (PORT)
Port MbrName cc
6200D HWSI13B1 0]
6201D HWSI13B1 0]
7200 HWSI13B1 Q
7201 HWSI13B1 Q
7202 HWSI13B1 Q

Wait

Figure 2-13 Output of the type-2 QUERY IMSCON TYPE(PORT) command from the SPOC

Start commands

Table 2-4 shows the new IMS Connect type-2 SPOC commands and the equivalent WTOR
reply or type-2 modify commands that are related to starting resources.

Table 2-4 IMS Connect type-2 start commands

Type-2 command

WTOR reply

Modify command

UPDATE IMSCON TYPE(ALIAS) NAME(alias)
0DBM(odbmname) START (COMM)

STARTIA alias
odbmname

Not applicable

UPDATE IMSCON TYPE(CONFIG) START(RECORDER)

RECORDER OPEN

UPDATE MEMBER TYPE(IMSCON)
START (TRACE)

UPDATE IMSCON TYPE(DATASTORE) NAME(datastore)
START (COMM)

OPENDS datastore
or
STARTDS datastore

UPDATE DATASTORE NAME (datastore)
START (COMM)

UPDATE IMSCON TYPE(IMSPLEX) NAME(IMSplexname)
START (COMM)

OPENIP IMSplexname or
STARTIP IMSplexname

UPDATE IMSPLEX NAME(IMSplexname)
START (COMM)

UPDATE IMSCON TYPE(MSC) NAME(1clplkid)
START (COMM)

STARTMSC Tclplkid

UPDATE MSC NAME(1clplkid)
START (COMM)

UPDATE IMSCON TYPE(ODBM) NAME (odbmname)
START (COMM)

STARTOD odbmname

Not applicable

UPDATE IMSCON TYPE(RMTIMSCON) NAME (rmtimscon)
START (COMM)

STARTRMT rmtimscon

UPDATE RMTIMSCON NAME (rmtimscon)
START (COMM)

UPDATE IMSCON TYPE(PORT) NAME (portname)
START (COMM)

OPENPORT portname or
STARTPT portname

UPDATE PORT NAME (portname)
START (COMM)

Stop and close commands

Table 2-5 on page 59 shows the new IMS Connect type-2 SPOC commands and the
equivalent WTOR reply or type-2 modify commands that are associated with stopping or

closing resources.
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Table 2-5 IMS Connect type-2 stop or close commands

Type-2 command

WTOR reply

Modify command

UPDATE IMSCON TYPE(ALIAS) NAME(alias)
0DBM (odbmname) STOP (COMM)

STOPIA alias odbmname

Not applicable

UPDATE IMSCON TYPE(CLIENT) NAME(client_name)
PORT (portname) STOP(COMM)

STOPCLNT portname
clientid

DELETE PORT NAME (portName)
CLIENT(clientName)

UPDATE IMSCON TYPE(CONFIG) SHUTDOWN (COMM)

CLOSEHWS

SHUTDOWN MEMBER

UPDATE IMSCON TYPE(CONFIG) SHUTDOWN (COMM)
OPTION(FORCE)

CLOSEHWS FORCE

SHUTDOWN MEMBER OPTION(FORCE)

UPDATE IMSCON TYPE(CONFIG) SHUTDOWN (COMM)
OPTION(QUIESCE)

CLOSEHWS QUIESCE

SHUTDOWN MEMBER OPTION(QUIESCE)

UPDATE IMSCON TYPE(DATASTORE) NAME(datastore)
STOP (COMM)

STOPDS datastore

UPDATE DATASTORE NAME (datastore)
STOP (COMM)

UPDATE IMSCON TYPE(IMSPLEX) NAME(IMSplexname)
STOP (COMM)

STOPIP IMSplexname

UPDATE IMSPLEX NAME (IMSplexname)
STOP (COMM)

UPDATE IMSCON TYPE(LINK) NAME(1inkname)
STOP (COMM)

STOPLINK T1inkname

DELETE LINK NAME(1inkname)

UPDATE IMSCON TYPE(MSC) NAME(1clplkid)
STOP (COMM)

STOPMSC 1clplkid

UPDATE MSC NAME(1clplkid)
STOP (COMM)

UPDATE IMSCON TYPE(ODBM) NAME (odbmname)
STOP (COMM)

STOPOD odbmname

Not applicable

UPDATE IMSCON TYPE(RMTIMSCON) NAME (rmtimscon)
STOP (COMM)

STOPRMT rmtimscon

UPDATE RMTIMSCON NAME (rmtimscon)
STOP (COMM)

UPDATE IMSCON TYPE(SENDCLNT)
NAME (sendclient_name) RMTIMSCON(rmtimscon)
STOP (COMM)

STOPSCLN rmtimscon
sendclient

DELETE RMTIMSCON NAME (rmtimscon)
SENDCLNT (clientid)

UPDATE IMSCON TYPE(PORT) NAME (portname)
STOP (COMM)

STOPPORT portname

UPDATE PORT NAME (portname)
STOP (COMM)

UPDATE IMSCON TYPE(CONFIG) STOP(RECORDER)

RECORDER CLOSE

UPDATE MEMBER TYPE(IMSCON)
STOP (TRACE)

Set, reset, and refresh commands

Table 2-6 shows the new IMS Connect type-2 SPOC commands and the equivalent WTOR
reply or type-2 modify commands that are associated with setting, resetting or

refreshing resources.

Table 2-6 IMS Connect type-2 set, reset, and refresh commands

Type-2 command

WTOR reply

Modify command

UPDATE IMSCON TYPE(CONFIG) SET(OAUTO(ON))

SETOAUTO YES

UPDATE MEMBER TYPE (IMSCON)
SET(0AUTO (ON))

UPDATE IMSCON TYPE(CONFIG) SET(OAUTO(OFF)

SETOAUTO NO

UPDATE MEMBER TYPE (IMSCON)
SET(0AUTO (OFF))

UPDATE IMSCON TYPE(CONFIG) SET(PSWDMC(ON))

SETPWMC ON

UPDATE MEMBER TYPE (IMSCON)
SET (PSWDMC (ON) )
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Type-2 command

WTOR reply

Modify command

UPDATE IMSCON TYPE(CONFIG) SET(PSWDMC(OFF)) SETPWMC OFF UPDATE MEMBER TYPE (IMSCON)
SET (PSWDMC (OFF) )

UPDATE IMSCON TYPE(CONFIG) SET(PSWDMC(RCF)) SETPWMC RCF UPDATE MEMBER TYPE (IMSCON)
SET (PSWDMC (RCF) )

UPDATE IMSCON TYPE(CONFIG) SET(RACF(ON)) SETRACF ON UPDATE MEMBER TYPE (IMSCON)
SET (RACF (ON) )

UPDATE IMSCON TYPE(CONFIG) SET(RACF(OFF)) SETRACF OFF UPDATE MEMBER TYPE (IMSCON)
SET (RACF (OFF))

UPDATE IMSCON TYPE(CONFIG) SET(RRS(ON)) SETRRS ON Not applicable

UPDATE IMSCON TYPE(CONFIG) SET(RRS(OFF)) SETRRS OFF Not applicable

UPDATE IMSCON TYPE(CONFIG) SET(UIDCACHE(ON)) | SETUIDC ON UPDATE MEMBER TYPE(IMSCON)
SET (UIDCACHE (ON))

UPDATE IMSCON TYPE(CONFIG) SET(UIDCACHE(OFF)) | SETUIDC OFF UPDATE MEMBER TYPE(IMSCON)

SET(UIDCACHE (OFF))

UPDATE IMSCON TYPE(CONVERTER)
NAME (converter_name) OPTION(REFRESH)

REFRESH CONVERTER
NAME (converter_nam

e)

UPDATE CONVERTER

NAME (converter_name) OPTION(REFRESH)

UPDATE IMSCON TYPE(RACFUID) NAME (userid)
OPTION(REFRESH)

REFRESH RACFUID
NAME (userid)

UPDATE RACFUID NAME (userid)
OPTION(REFRESH)

Value: This extends the benefits of IMS type-2 commands, and their associated improved

ease of use for IMS Connect.

2.11.4 IMS Version 12: Partial read status display and control

Partial read is a TCP/IP status where the client sending data has not sent the whole message
that the listener is expecting. This condition can lead to unexpected hangs in IMS Connect or

in the client process.

IMS Connect in IMS Version 12 now has a function to deal with clients that have not

completed sending their data or have the wrong value for the length that is passed to the IMS

Connect exit. You can see which clients are waiting in a partial read status mode.

Example 2-29 shows the output from a VIEWPORT command with a client using HWSSMPL1
that has an invalid full length value (LLLL). The STATUS of READ indicates that we are in a
partial read state. IMS Connect is reading a message from the client but has not yet received
the entire length of the message.The client is hanging waiting for IMS Connect and IMS

Connect is waiting for the client to send the missing data.

Example 2-29 Output from the VIEWPORT command with a partial read client

R 822,VIEWPORT 7400

IEE600I REPLY TO 822 IS;VIEWPORT 7400
HWSCO001I PORT=7400 STATUS=ACTIVE KEEPAV=0 NUMSOC=2 EDIT=

TIMEOUT=0

HWSCO001I CLIENTID USERID TRANCODE DATASTORE STATUS
SECOND CLNTPORT IP-ADDRESS APSB-TOKEN

HWSCO001I DELDUMMY READ
386 9180 127.000.000.001
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HWSC0001I TOTAL CLIENTS=1 RECV=0 READ=1 CONN=0 XMIT=0 OTHER=0

Example 2-30 shows usage of the STOPCLNT command to terminate the connection from the
remote client and break the hang condition.

Example 2-30 The STOPCLNT command

R 832,STOPCLNT 7400 DELDUMMY

IEE600I REPLY TO 832 IS;STOPCLNT 7400 DELDUMMY

HWSS07611 TCPIP COMMUNICATION WITH CLIENT=7400 _DELDUMMY STOPPED;
M=SCCM

Value: You can now determine which clients are waiting with a partial read status and take
appropriate action, such as the STOPCLNT command, to break the hang condition.

2.11.5 IMS Version 13: IMS Connect command enhancements

Before IMS Version 13, when IMS Connect configuration definitions needed to be changed,
the user had to shut down IMS Connect and restart IMS Connect for the changes to take
effect. This reduces the availability of IMS Connect.

As described in 2.11.3, “IMS Version 12: IMS Connect type-2 SPOC commands” on page 56,
both QUERY and UPDATE type-2 SPOC commands are available. Now, IMS Connect command
enhancements provide two new and enhanced type-2 commands to create configuration
definitions during IMS Connect runtime periods.

Like all type-2 commands, these type-2 commands are supported only through the
Operations Manager (OM) API, such as TSO SPOC, REXX SPOC API, Batch SPOC, and the
IMS Control Center.

The following new type-2 commands for IMS Connect were introduced:

> CREATE IMSCON TYPE(DATASTORE)

Use the CREATE IMSCON TYPE(DATASTORE) command to add a communications path to an
IMS datastore from IMS Connect.

» CREATE IMSCON TYPE(PORT)
Use the CREATE IMSCON TYPE(PORT) command to create a listening port in IMS Connect.

Value: For DATASTORE and PORT configuration definition changes, you no longer must
recycle IMS Connect.

2.11.6 IMS Version 13: Increasing the maximum number of XML converters

The IMS Connect XML Adapter uses COBOL Converters to perform transformations. The
converters are generated from IBM Rational® Developer for System z® tools and loaded into
the IMS Connect address space. Currently, a maximum of 100 XML converters can be
loaded in IMS Connect.

This enhancement adds an IMS Connect configuration parameter MAXCONV in the ADAPTER
statement, which increases the maximum number of XML converters that can be loaded by
this instance of IMS Connect. Also, an IMS Connect type-2 command QUERY IMSCON
TYPE(CONVERTER) is available to query the XML converters that are loaded in IMS Connect.
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Value: Increases the scalability of Rational Developer for System z tools that create XML
converters in the IMS Connect address space.

2.11.7 IMS Version 13: Auto-restarting the Language Environment

IMS Connect uses the Language Environment and the IMS Base Primitive Environment
(BPE) to run the XML converters when requested by IMS SOAP Gateway. Before IMS
Version 13, when one of the XML converters abnormally ends (ABENDs), it cannot be
reused, but an issue with Language Environment causes IMS Connect to run the bad XML
converter a total of three times before the Language Environment can be successfully
terminated. To restart the Language Environment environment, IMS Connect must be
restarted.

This IMS Version 13 enhancement provides an automated mechanism for restarting the
Language Environment after one of the XML converters ABENDs, which means that
previously loaded converters are reloaded the next time that they must be used.

IMS Connect also automatically makes a request to BPE to refresh the XMLADAP BPE User
Exit after the ABEND limit (ABLIM), which specified in BPE’s EXITDEF () statement for HWS
USER EXIT DEFINITION, has been reached. This auto refresh allows IMS Connect users to
keep IMS Connect running without having to manually refresh the XMLADAP BPE User Exit
for IMS Connect after the ABEND limit is reached.

Value: The benefit of this facility is to improve efficiencies during error conditions and also
eliminate unnecessary IMS Connect restarts when this situation occurs.

2.12 Accessibility through IMS Connect

IMS Connect can either be on the same z/OS image as its target IMS or can cross a system
boundary (assuming that the environment is sysplex-enabled). Connection requests to IMS
Connect can be short-lived, which is the case for transaction sockets and non-persistent
sockets, or they can be long-lived, which is the case for persistent sockets.

When IMS Connect is provided with access to multiple IMS systems, code can be added to
the IMS Connect user message exits to perform load balancing and failover. The code to do
this must be user-written unless the environment includes a product such as IMS Connect
Extension, which provides an interface that facilitates this capability.

2.13 IMS Connect accessibility enhancements

This section lists the accessibility enhancements that are provided for IMS Connect to
connect to data store managers, and other IMS systems through TCP/IP connectivity, by
MSC using TCP/IP, and CICS ISC usage of TCP/IP to interface with IMS.

2.13.1 IMS Version 11: Integrated IMS Connect enhancements for IMS DB
The enhancements to IMS Connect for IMS DB include a new IBM Distributed Relational

Database Architecture™ (DRDA) compliant application programming interface (API) and the
ability to communicate with the new IMS Open Database Manager address space.
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With IMS Version 11, IMS Connect is the TCP/IP path into IMS DB and IMS TM. IMS Connect
clients access IMS DB through a new API, one that adheres to the open DRDA standard
specifications and supports Distributed Data Management (DDM) architecture commands.

As part of the new Open Database enhancements, IMS Version 11 provides new Java
drivers, called the IMS Universal drivers, that you can use to access your IMS data. IMS
Connect supports the IMS Universal drivers with the DRDA API. Independent software
vendors can also use any of the IMS Universal drivers to build packages that access
IMS data.

Value: IMS Open Database provides distributed access to IMS database resources.

2.13.2 IMS to IMS TCP/IP connectivity

IMS Version 12 can send messages from a local IMS to a remote IMS over a Internet
Protocol network. The messages are sent over the Internet Protocol network by a local IMS
Connect and received by a remote IMS Connect. The local IMS communicates with the local
IMS Connect and the remote IMS communicates with the remote IMS Connect. IMS can send
messages using OTMA or MSC protocols.

Existing methods in use before IMS Version 12 typically require the creation of customer
gateway applications that implement Resume Tpipe code to retrieve the message from one
IMS along with code to establish a connection and send the message to another IMS system.

With this new capability, IMS and IMS Connect provide the necessary communication path
and code that eliminate the need for a gateway application. For OTMA messages, one-way
asynchronous messaging is supported. IMS OTMA communicates with IMS Connect using
XCF. Figure 2-14 presents this concept.

TCP/IP connections between the local and remote IMS systems
Are managed by IMS Connect to IMS Connect communications

Without having to write client code or invoke additional gateways
The goal is simplification and ease of use

Example:
- Customer
IMS1 IMS Connect Gatewsy Application IMS Connect2 IMS2
Resume Tploe
Existing isRT ALTPCE | O [€ — 2
T| xcF TePIP TePIP XcF | T
Method Descripta M M
ICON1 A Tram ompumn Sandonly A
IS IMS Connectl IMS Connect2 IMS2
Hew seracrees | 2 = TCRIIP |
Method Dezcriptor| | M .
ICON1 A A

Figure 2-14 Asynchronous IMS to IMS communication through TCP/IP
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Figure 2-15 provides more detail about asynchronous IMS to IMS communication
through TCP/IP.

OTMA

Sends OTMA remote ALTPCE messages to IMS Connect using new
destination information

OTMA destination descriptors or DFSYDRUOD exit Routine
IMS Connect

Receives OTMA ALTPCB messages from a local IMS and sends them to the
remote IMS Connect for processing in the remote [MS

Enhanced IMS Connect configuration specifications

IM31 =2
Local IMS Connect Remcie IMS Connect
App TMEMBER/ Tran Auth
e TPIPE Msg Q

AL TPCB destination is resolved using an OTMA Destination Descriptor or the DFSYDRLUO exit

IM3 Connect configurations defines the connection to the remote Partner

Figure 2-15 Asynchronous IMS to IMS communication through TCP/IP details

The following actions take place:

1.

The IMS application in IMS1 makes an ISRT ALTPCB call. If an OTMA descriptor is used,
then the application specifies a descriptor name as the destination on the change call.
IMS1/OTMA looks up the descriptor name to retrieve the values that describe the remote
connection and inserts them into the OTMA headers of the message. IMS1/OTMA then
sends the message to the local IMS Connect specified in the TMEMBER parameter of the
descriptor. If the OTMA descriptor is not specified, the OTMA DFSYDRUO user exit can
be coded to provide the appropriate values for the remote connection.

2. IMS1 waits for an ACK.

3. IMS Connect1 receives the message, removes the OTMA headers, and builds an IRM

and sends the message to the remote IMS Connect that is specified in the OTMA headers
using SendOnly with ACK. IMS Connect1 waits for an ACK.

4. IMS Connect2 receives the message and sends the message to the remote IMS.

5. When the remote IMS2 receives the message and queues the message, an ACK is sent

back to IMS Connect2. IMS Connect2 sends the ACK back to IMS Connect1, which sends
the ACK back to IMS1. IMS1 dequeues the message from its Tpipe.

The remote IMS processes the message as a transaction. Responses, if any, from the
IMS application are sent to the remote IMS Connect Tpipe.
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There are four new parameters that were added to the OTMA destination routing descriptor in
support of IMS Connect to IMS Connect connectivity: RATIMSCON, RMTIMS, RMTTRAN,
and USERID.

» RMTIMSCON is the name of the remote IMS Connect connection to be used by the local IMS
Connect. This value must match a value in the ID parameter of the RMTIMSCON statement in
the local IMS Connect. If this parameter is specified, the parameter RMTIMS must also
be specified.

» RMTIMS is the name of the remote IMS to which the message is sent. This value is the
same value that is specified in the ID parameter of the DATASTORE statement in the remote
IMS Connect. If this parameter is specified, the parameter RMTIMSCON must also
be specified.

» RMTTRAN is optional and defines the transaction code to use at the remote IMS. If a value is
not specified, the transaction in the start of the message is used.

» USERID is optional and is the SAF (RACF) user ID name to use at the remote IMS. If this
parameter is not specified, the user ID from the IMS application that did the ISRT is used.

The IMS Connect definition file in Example 2-10 on page 43 contains the RMTIMSCON and
RMTIMS parameters.

Alternatively, the user exit DFSYDRUO can provide the connection values. A sample
DFSYDRUO exit provides details about the output flag bit indicator in the output
parameter list.

Value: IMS and IMS Connect provide the necessary TCP/IP communication path and code
that eliminate the need for a gateway application.

2.13.3 IMS Version 12: Multiple Systems Coupling using TCP/IP

IMS has had MSC using TYPE=CTC, TYPE=MTM, and TYPE=VTAM for many releases. The support
in IMS Version 12 adds a TYPE to the MSPLINK macro. You can now define an MSPLINK
with TYPE=TCPIP.

Figure 2-16 shows a general overview of how the TCP/IP MSC link support in IMS Version 12
is configured.

PLEX PLEXZ
IMS1 IMS Connect — ICON1 IMS Connect — ICON2
MSC IMS2
MSC
Ms3 | -SCl-| msc TCPIP |~TCPAP—|  TCPIP R 5S¢
MSC Driver Driver DCiriver Diriver

Figure 2-16 MSC using TCP/IP for IMS Connectivity

Stage 1 definitions that are needed in IMS

The new TCP/IP MSC links must be defined in IMS in the stage1 or stage2 system
generation in the same way that you define a TYPE=VTAM, TYPE=CTC, or TYPE=MTM link. Only the
MSPLINK macro has changed. The other stage1 macros to define the MSLINK and
MSNAME remain the same.
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Example 2-31 shows the IMS stage1 macros that are needed to define an MSC link using
TCP/IP for the local IMS system. The MSLINK and MSNAME macros have no
special requirements.

Example 2-31 IMS stage 1 macros for a TCP/IP MSC link (local system)

LINKBA MSPLINK TYPE=TCPIP,NAME=I12B,SESSION=2,BUFSIZE=4096, X
LCLICON=HWSI12A1, X
LCLPLKID=MSC2A2B

MSLINK PARTNER=BA,MSPLINK=LINKBA

MSCBA MSNAME SYSID=(102,101)

The value in the LCLICON parameter is also specified on the MEMBER parameter of the IMSPLEX
substatement of the MSC configuration statement for the IMS Connect instance.

The value in the LCLPLKID parameter equals the ID of the MSC configuration statement that
defines the MSC physical link to the IMS Connect instance. This value must match the value
that is specified on the LCLPLKID keyword of the MSC configuration statement for this

IMS Connect instance.

Example 2-32 shows the definitions for the remote IMS system.

Example 2-32 IMS stage 1 macros for a TCP/IP MSC link (remote system)

LINKBA MSPLINK TYPE=TCPIP,NAME=I12A,SESSION=2,BUFSIZE=4096, X
LCLICON=HWSI12B1, X
LCLPLKID=MSC2B2A

MSLINK PARTNER=BA,MSPLINK=LINKBA

MSCBA MSNAME SYSID=(101,102)

Consideration: When the first TYPE=TCPIP MSPLINK is added to your IMS stage1, you must
run an ALL or NUCLEUS system generation and restart IMS.

IMS Connect definitions

The new TCP/IP MSC links require two more configurations in IMS Connect: An MSC
statement to define the local MSPLINK, and an RMTIMSCON statement to define the remote IMS
Connect system. Example 2-33 shows the local definition that is required in IMS Connect.

Example 2-33 IMS Connect configuration for a TCP/IP MSC link (local system)

HWS=(ID=HWSI12A1,PSWDMC=N,RACF=N,RRS=Y,UIDCACHE=Y,XIBAREA=50)
TCPIP=(EXIT=(HWSSMPL1,HWSSOAP1) ,HOSTNAME=TCPIP,PORT(ID=7102))
MSC=(LCLPLKID=MSC2A2B,RMTPLKID=MSC2B2A,
LCLIMS=I12A,RMTIMS=112B,
IMSPLEX=(MEMBER=HWSI12A1,TMEMBER=IM12X),

RMTIMSCON=HWSI12B1)

RMTIMSCON=(ID=HWSI12B1,
HOSTNAME=WTSC64.ITSO.IBM.COM,PORT=7202,
PERSISTENT=Y,RESVSOC=1)

Example 2-34 shows the remote definition that is required in IMS Connect.

Example 2-34 IMS Connect configuration for a TCP/IP MSC link (remote system)

HWS=(ID=HWSI12B1,PSWDMC=N,RACF=N,RRS=Y,UIDCACHE=Y,XIBAREA=50)
TCPIP=(EXIT=(HWSSMPL1,HWSSOAP1) ,HOSTNAME=TCPIP,PORT(I1D=7202))
MSC=(LCLPLKID=MSC2B2A,RMTPLKID=MSC2A2B,
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LCLIMS=I12B,RMTIMS=112A,
IMSPLEX=(MEMBER=HWSI12B1,TMEMBER=IM12X),
RMTIMSCON=HWSI12A1)
RMTIMSCON=(ID=HWSI12A1,
HOSTNAME=WTSC63.ITSO.IBM.COM,PORT=7102,
PERSISTENT=Y,RESVSOC=1)

The relationship between the MSC and RMTIMSCON configuration statements in IMS Connect is
created by the RMTPLKID, RMTIMS, RMTIMSCON, and ID specifications.

An IBM white paper, IMS Version 12 Performance Evaluation Summary - Maintaining
superior performance, produced by the IMS laboratory in September 2011, published the
results of comparison tests between MSC TCP/IP and MSC using VTAM. The IMS Version
12 TCP/IP MSC type link achieved 10,587 transactions per second compared to 9,303
transactions per second with VTAM MSC type links. with greater efficiency. This white paper
can be found at:

http://public.dhe.ibm.com/software/data/sw-1ibrary/ims/IMS_Version_12_ Performance_
Summary.pdf

Value: IMS Connect provides routing and connection management support for MSC links that
connect to a TCP/IP generic resource group. This support provides a TCP/IP solution for
Multiple Systems Coupling interfaces, which can be used in a larger effort to move your entire
IMS environment to the TCP/IP communication.

2.13.4 IMS Version 13: ISC using TCP/IP protocols

IMS Version 13 enhances Intersystem Communication (ISC) connectivity to include the
TCP/IP protocol. This capability applies to connections between IMS and Customer
Information Control System (CICS) systems. This new support provides a solution for
environments that want to implement an all-inclusive Internet Protocol network environment.

The benefits are:

» You now have a strategic protocol alternative to SNA/VTAM.
» You can have an all-inclusive TCP/IP solution for your networks.

At a high level, the ISC support using TCP/IP protocols can be defined in IMS environments
both statically and dynamically (ETO). The static definitions are the traditional type 1 sysgen
(TYPE, TERMINAL, and SUBPOOL) macros. The dynamic terminal specifications are set through
logon descriptors in DFSDSCMx or DFSDSCTy proclib members. It uses the structure call
interface (SCI) of the common service layer (CSL) between IMS and IMS Connect to
leverage the existing IMS Connect TCP/IP support.

ISC VTAM (SNA LU 6.1) connections continue to be supported in IMS Version 13 along with
the new ISC TCP/IP capability. Connectivity to CICS using TCP/IP requires CICS Version
5.1.

For more information about the performance of IMS V13 with TCP/IP and CICS, see the IBM
white paper IMS 13 Performance Evaluation Summary - Reducing the Total Cost of
Ownership with Improved Performance, found at:

http://public.dhe.ibm.com/common/ssi/ecm/en/im114383usen/IML14383USEN.PDF
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Figure 2-17 presents an overview of the features of this new facility.

= |SC communication over TCP/IP networks
— Supports both static and dynamic terminals

= Static terminal definitions
— SYSGEN stage 1 TYPE, TERMINAL, SUBPOOL macros
— DFSDCxxx PROCLIB member

= Dynamic terminal specification
— Logon descriptors in the DFSDSCMx or DFSDSCTy PROCLIB member

— Leverages IMS Connect

= Enhancements to the HWSCFGxx configuration member
— No IMS Connect user message exit changes

— Uses CSL to communicate between IMS and IMS Connect
« Requires Structured Call Interface (SCI) and Operation Manager (OM)

= |VP and Syntax Checker enhancements

Figure 2-17 Overview of the ISC communication solution over Internet Protocol networks

The only supported flow is asynchronous for both IMS and CICS origins.

Figure 2-18 presents support functionalities with IMS Version 13 and the
current restrictions.

ISC communication over TCP/IP networks
Functionality — Support and Restrictions

Functions And Transactions Existing in LU6.1 Supported in TCP/IP
CICS transaction - START/RETRIEVE Yes Yes
CICS transaction — SEND{INVITEYRECV Yes No
CICS transaction = SEND({LASTVRECV Yes Ne
IMS non-response mode transaction Yes Yes
IMS response mode transaction (including FP) Yes No
IMS conversational mode transaction Yes Ne
IMS recoverable transaction Yes Yes
IMS non-recoverable transaction Yes Yes
IMS message switch Yes Yes
IMS operator command Yes Yes
Dynamic terminal Yes Yes
Static terminal Yes Yes
Front-End Switch (FES) Yes Ne
Message Format Service (MFS) Yes Ne
IMSplex Terminal Management (STM) Yes No
WTAM Generic Resources (VGR) Yes No
Extended Recovery Facility (XRF) Yes No

Figure 2-18 ISC communication over TCP/IP functionality
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There are two methods of initiating transactions by using a TCP/IP connection:

>
»

Initiating a CICS transaction from IMS using an ISC TCP/IP connection
Initiating an IMS transaction from CICS using an ISC TCP/IP connection

Figure 2-19 presents these two flows.

e k SC TCP/IP

» —» +
Msg Switch ;
INPUT g @ INFUT IMS @ IMNFUT Transaction | (|05
IMS Connect Process
REPLY @ REPLY @ fransaction
@+ 1= e

Initiating a CICS transaction from IMS using an 1SC TCRIP connection

IMS S| TCP/IP
e |MPUT @) mS | Tx (StartRetrieve) (@) Tx. z
transaction Transscion Connect C|CS @
_______ PR I
@ REFPLY @ REPLY REFLY

Initiating an IM3 transaction from CICS using an I3C TCRIP connection

Figure 2-19 Initiating transactions using an ISC TCP/IP connection

Initiating a CICS transaction from IMS using an ISC TCP/IP connection as the
following steps:

1.

An IMS user sends a message-switch that is sent to CICS or an input message to an IMS
transaction that issues ISRT, ALTPCB for CICS.

IMS uses an active ISC TCP/IP connection to pass the message to IMS Connect
using SCI.

IMS Connect uses an active socket connection to send the message to CICS.

4. CICS receives the message as a transaction from the Internet Protocol network,

6.

processes it, and uses an active ISC TCP/IP connection to send the transaction reply
back to IMS.

IMS Connect receives the transaction reply from the Internet Protocol network, and
passes it to IMS over an active ISC TCP/IP connection using SCI.

The reply can start an IMS transaction or be a reply that is targeted for an IMS user.

Initiating an IMS transaction from CICS using an ISC TCP/IP connection has the
following steps:

1.
2.
3.

The CICS client enters a transaction request.
CICS uses an active ISC TCP/IP connection to send the transaction to IMS.

IMS Connect receives the transaction from the Internet Protocol network and uses an
active ISC TCP/IP connection to pass the message to IMS using SCI.

IMS processes the transaction, and uses an active ISC TCP/IP connection using SCI to
pass the transaction reply to IMS Connect.

Chapter 2. IMS Connect 69




70

5. IMS Connect uses an active socket connection to send a transaction reply to CICS.

6. CICS sends the reply back to the client.

The Operations Manager (OM) provides type-2 command support for the environment. The
new ISC TCP/IP support does not impose any change on the existing CSL definition structure

in the DFSDFxxx member of IMS PROCLIB. The IMSPLEX parameter value in DFSDFxxx is
the same value that is referenced in the IMS Connect setup definitions for ISC.

Figure 2-20 presents this interface in pictorial form.

The Common Service Layer (CSL) provides the Structured Call
Interface (SCI) for communications

Each IMS and its local ISC-routing IMS Connect system must be part of the
same IMSplex

IMSPLEX= plexname parameter in the Common Layer Section of the DFSDFxxx
of IMS PROCLIB

Must match the IMSPLEX parameter in IMS Connect

IMS

DFSDFmoo

IMS Connect

IMSPLEX =ld5plexname. ..
Static HWSCF G0
|SCTCRIP={node I diconnamea)

ISCQ

IMEFLEX=

RS (MEMBER=Icliconname
Dynamic/ETO SCI TMEMBER=IMSglexname)
Legon descripbor:

L descname UNITYPESSCTCHP
LCUCON=Idiconname

The Operations Manager (OM) provides type-2 command support

Figure 2-20 Usage of CSL in support of the IMS and IMS Connect ISC routing components

TCP/IP support for ISC is provided by IMS Connect and is defined by coding the appropriate
configuration statements in the IMS Connect PROCLIB member. These statements include a
new CICSPORT parameter in the existing TCPIP configuration statement, and new

RMTCICS statements.

In the configuration that is shown in Figure 2-21 on page 71, note the RMTCICS definition.
This definition shows that the local IMS Connect instance was defined to use port 8891 for
outbound communications with CICS. 8891 is the CICS port that is used to listen for IMS
Connect traffic, which is used for establishing the SEND sockets from IMS Connect.
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HWSCFGXX Configuration sample

TCPIP= (HOSTNAME=TCEIP, PORTID(999¢,9507,99058,9503),
RACFID=GOFISHIN, MEXS0C=5000,
CICSPORT=(ID=9991), CICSPORT=(ID=9992), CICSPORT=(ID=09G3),

CICSPORT=(ID=9994), CICSPORT=(ID=9995),_ )

/' BMTCICS(ID=CICS1,PORT=E8801,

HOSTNAME=HOSTB .COM, RESVS0C=10)
ISC{IDISCl,NODE=CICSAl, LCLIMS=IMS1,CICSPORT=94991
BEMTCICS=CICS]1, CICSAPPL=CICSAIl, CICSNETID—-CICSNET,
IMSPLEX= (MEMEER=ICON1, TMEMBEER=PFLEX1) )

r

Figure 2-21 IMS Connect configuration sample that is associated with ISC support

The ISC statement shows that IMS Connect has specified that CICSPORT 9991 is for
inbound communication from CICS. This setup is for establishing the RECV sockets for
messages from CICS. The CICSPORT number matches one that was defined in the
CICSPORT parameter of the TCPIP statement.

As shown in Figure 2-22, IMS initiates the session by running /0PNDST on the IMS side. This
configuration example shows two statically defined parallel sessions and subpools SSN1 and

SSN2. Corresponding definitions are provided in CICS with IPCONN statements that match

the subpools.

IMS] ICON1 CICS1
ISCTCPIP(CISA1,CONT) | 5¢ .y
( i hosta.com TERIF hostb.com
APPLID=APFLS
TCFIF. . APPLID=CICSA1
TYPE UNITYPE=LUTYPEG CICSPORT(SE81)
TERMINAL e TCPIPSERVICE(TS)
MAME=CICSA1 HGST(hasth, mm) PORT(8891)
PORT{8881) Parallel session 1 PROTOCOL(IFIC)
VTAMPOOL USERID{userd]) wil Security context 1
SUBPOOL R e e IPGONN(SSH1)
MAME=55 N1 e e APPLID{S5N1)
AE= 1SC{ISC1) HOST{hosta.mm)
NODE(CICSAT) FORT{3991)
RMTCICS{CICS1) TCFIFSERVICE(TS1)
CICSPORT(9881) ' AUTOCONN ()
CICSAPPLICICSAT) F'arallellsessmn 2
SUBPOOL LCLIMS=IMS1 wi Security context 2 IPCONM{S 5H2)
APPLID{55N2
NAME=55N2 e — HOST{EI:I{Eta.u:m:
= — [ PORT{9991)
TCFIFSERVICE(TS1)
AUTOCONN [}
Initiate session from IMS @ /OPN NODE CICSA1 USER 55HN1
OR
Initiate session from CICS: F CICSA1, CEMT S IP (SSN1) ACQ

Figure 2-22 ISC TCP/IP component interface
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IMS initiates the session by running /OPNDST. For example:
/OPN NODE CICSA1 USER SSN1

Alternatively, CICS can initiate the session by using the CEMT transaction. For example:
F CICSA1,CEMT S IP(SSN1) ACQ

New IMS Connect type-2 commands that are associated with ISC TCP/IP
Several commands were updated in support of ISC through IMS Connect.

QUERY IMSCON TYPE(ISC)

QUERY IMSCON TYPE(ISCUSER)

QUERY IMSCON TYPE(RMTCICS)

UPDATE IMSCON TYPE(ISC) START|STOP(COMM)
UPDATE IMSCON TYPE(RMTCICS) START|STOP(COMM)
UPDATE IMSCON TYPE(ISCUSER) START|STOP(COMM)

vyvyvYyvYyYyvyy

Value: This new support provides a solution for environments that want to implement an
all-inclusive Internet Protocol network environment.

2.14 IMS Connect client programming interfaces
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IMS Connect receives data from a TCP/IP client, performs basic editing and translation, starts
security, and prepares the message to be in a format that is recognizable to OTMA.
Response messages from IMS are also prepared to be in a format that the TCP/IP

client understands.

IMS Connect communicates with OTMA through an XCF session by using the OTMA
message headers. Clients that use TCP/IP socket calls as their communication vehicle can
design a user exit routine that runs with IMS Connect to convert messages between the
following formats:

» Converts the client message into an OTMA message format.
» Converts the IMS response in an OTMA message format to a client message format.
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Figure 2-23 presents an overview of a message flow.

OTMA
(2)IMS Connect -- > IMS OTMA (3)IMS OTMA -- > IMS Connect
| OTMA Prefix | LLZZData | | OTMA Prefix| LLZZData
IMS Connect
User Exit
ser =x (4) IMS Connect - > TCPAP Client
When MOD name requested
(1) TCP/IP Client -- > IMS Connect | Amm | LLZZData | csM |
| IRM | LLZZData | When MOD name not requested
| LLZZData | csm |
TCP/IP Client When notifying information to client
RSM

Figure 2-23 Message flow between a TCP/IP client and IMS (OTMA)

There are a few fields to define to understand this message flow:

>

IMS Request Message (IRM)

IMS Connect expects all client messages that it receives to start with a 4-byte total length
field, followed by an IMS Request Message (IRM) prefix. The TCP/IP client communicates
with IMS by sending an IRM as the first message segment to IMS Connect. The input data
stream consists of the IRM, immediately followed by all segments of application data.

Request Status Message (RSM)

IMS Connect returns the Request Status Message (RSM) as the structure of an output
message if IMS Connect or the message exit determines that an error occurred. The RSM
contains a return and reason code indicating the type of status.

Complete Status Message (CSM)

IMS Connect returns the Complete Status Message (CSM) as the last structure of an
output message if the input message is processed successfully. It does not generate an
end-of-message (EOM) segment.

Request Mod Message (RMM)

IMS Connect returns the Request Mod Message (RMM) as the first structure of an output
message, if the Message Format Service (MFS) message output descriptor (MOD) name
is requested and the data output is present.

These conversions enable the client to retrieve IMS data through a TCP/IP connection.
Therefore, clients that communicate with IMS Connect must follow the message structure
that is predefined by the user exit routine.
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2.15 IMS Connect Client programming interface enhancements

Client applications control much of the “rules of engagement” between themselves and IMS
Connect at connectivity time. This section introduces a few enhancements.

2.15.1 IMS Version 10: Alternative client ID support

IMS Connect introduces a new protocol that allows client applications to specify an alternative
client ID in the RESUME Tpipe request. IMS Connect forwards the alternative client ID to
OTMA, and OTMA returns the asynchronous messages that are queued to the Tpipe of the
alternative client ID name to the client application that issued the Resume Tpipe request.

Value: Allows Java application to use a shareable persistent socket to retrieve asynchronous
output messages (RESUME Tpipe) from any Tpipe.

2.15.2 IMS Version 10: Send-only with acknowledgement protocol

IMS Connect is enhanced with a “send-only with acknowledgement” protocol. When the
send-only with acknowledgement protocol option is specified, the client application receives
an ACK response message from OTMA for each input message that is successfully
enqueued by IMS. All other output that is generated by the send-only transaction is sent to
the asynchronous hold queue.

IMS Connect is enhanced with another option of “send-only with serial delivery” by using the
DELIVERMSG=0RDERED option of the XCF IXCMSGO macro. When the send-only with serial
delivery protocol option is specified, IMS Connect ensures that the order in which it submits
send-only transactions to OTMA is in fact the order in which IMS receives the transactions.

Value: The ensured order of the submission of the send-only transaction aligns with the
receive order.

2.15.3 Cancel Client ID support

74

The connection between a remote client application and IMS Connect sometimes is disrupted
because TCP/IP failures, or processing failures on the client side. Because the original client
status might still be active in IMS Connect, a request to reestablish the connection to the
same port using the same client ID can result in a duplicate client condition and

message HWSS0742W.

With this new function, the client application can establish a new connection with a request to
“Cancel Client ID”, which causes IMS Connect to automatically discard and clean up any
previously active session for that client ID. All CM0 or CM1 transactions running on either a
persistent or transaction socket are supported.

Value: Allows more control of the session state between a client application and
IMS Connect.
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2.16 IMS Connect security

A security system must provide the following features:
» Authentication

The security system must be able to determine whether a client or a person is who or what
it declares itself to be.

» Authorization

The security system must be able to determine whether a client or person has the right to
perform an action or to access specific information.

» Secure communication

The security system must be able to ensure that the transmitted information can be seen
only by the correct destination. TCP/IP connectivity offers multiple solutions to connect to
a host system. No matter what type of TCP/IP client tries to connect to IMS, each client
must perform the following actions:

— Prove their origin.
— Declare who they are.

2.16.1 IMS Connect secure access to IMS

The USERID=&userid parameter that is specified in the JOB card of the IMS Connect JCL is
used as the security vehicle to ensure IMS Connect access to IMS. &userid must have READ
access to the IMSXCF.group.member. IMS OTMA provides security for the IMS XCF
connection by defining and permitting IMSXCF.group.member in the RACF FACILITY class.

To configure security for the local option using RACF: You must add
HWS.ICON_NAME as the SAF facility class name (whether you configured security with
the IMS Connect configuration member or SETRACF command). ICON_NAME is how IMS
Connect is defined in the ID parameter of the HWS statement in the IMS Connect
configuration member. The resource that must access IMS Connect is the WebSphere
Application Server, and UPDATE authority is required to update the RACF profile.

2.16.2 Connecting IMS Connect to OTMA

Before IMS Connect can send any messages to IMS through OTMA for processing, IMS
Connect must identify itself as an OTMA client. This task is achieved by issuing an OTMA
command of the type client bid, passing the required security data to OTMA for verification. If
your IMS is RACF-protected, the user ID passed by IMS Connect in the client bid must have
READ access to the FACILITIES class entry IMSXCF.xcf _group _name.xcf member _name
(client) in RACF. If rejected by RACF, the client bid is denied and IMS Connect cannot
connect to IMS as an OTMA client.

2.16.3 User verification

After IMS Connect successfully joins the XCF group and connects as an OTMA client to IMS,
you can let IMS Connect do RACF user ID and password verification of each client on a
per-message basis. This facility is driven by the RACF=Y | N parameter, as specified in the
HWSCFG configuration file.
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The user ID and password can be set up in one of two places:

» The originating client can build and send the security data as part of the message that is
sent to IMS Connect through TCP/IP.

» The user message exit that gets driven after IMS Connect receives the complete message
from the TCP/IP client.

2.16.4 IMS Connect SSL connections

To use Secure Sockets Layer (SSL) support with IMS Connect, you can either configure the
IMS Connect support for SSL by using the IMS Connect SSL interface or by using the IBM
z/OS Communications Server Application Transparent Transport Layer Security

(AT-TLS) feature.

SSL and TLS protect the privacy and integrity of data that is transferred through a network.
SSL rests on top of TCP/IP to provide a mechanism for secure sockets. SSL uses a
combination of public and private keys and symmetric key encryption to authorize clients and
servers to one another.

If you use AT-TLS, the usage of SSL is transparent to IMS Connect and you do not need to
configure the IMS Connect SSL interface. Your z/OS TCP/IP administrator configures and
administers SSL. For information about configuring AT-TLS, see z/OS V1R13
Communications Server IP Configuration Guide, SC31-8775-20.

In addition to simplifying IMS Connect security implementation, AT-TLS provides greater
flexibility regarding the usage of ports. IMS Connect support for SSL is restricted to a single
port. AT-TLS does not have this restriction.

Setting up IMS Connect SSL ports

As an optional task, you can set up Secure Socket Layer (SSL). On your z/OS system, verify
that the SSL ports are active by running the IBM MVS™ Modify Command, Control Center, or
MVS WTOR. For example, you can use the VIEWHWS command to display a list of the SSL
ports and details their status. Ensure that some of the ports have the suffix s and that they are
in the ACTIVE state.

For more information about how to set up the SSL configuration in IMS Connect, see the “IMS
Connect SSL connections” section in IMS V13 Communications and Connections,
SC19-3651-00.

2.17 IMS Connect security enhancements
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IMS Connect has kept up with requirements to secure its environment as more business
critical workloads flow through it.

IMS Version 10: RACF mixed case passwords

The support for a RACF mixed case password in IMS Connect is aligned with the IMS
Version 10 support for mixed case passwords. This capability in IMS Connect allows the
password to be preserved exactly as the remote client provided it, and passes the string to
RACF without translation to uppercase.

To turn on this function, use parameter PSWDMC= in the HWS= statement, which defines the
option of mixed case passwords. PSWDMC=N is the default. This setting can be changed by
using the IMS Connect SETPWMC or UPDATE commands.
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IMS Connect support requires that RACF enable mixed case passwords through the RACF
SETROPTS (MIXEDCASE) command. The RACF enablement of this support does not constitute
the IMS Connect usage of this support. Also, the mixed case support for IMS Connect can

take effect only when RACF is enabled.

Value: The usage of mixed case password support is an ease-of-use facility for the
remote client.

2.17.1 IMS Version 10: Client password change request

User exit routines HWSSMPLO, HWSSMPL1,and HWSJAVAO can submit input messages to
change the passwords that are used by IMS Connect client application programs. The
routines check for a leading keyword of ‘HWSPWCH’ to determine whether it is a request to
change the password. This ‘HWSPWCH’ string can be viewed as a transaction code, but new
logic in HWSPWCHO is called to process the special request.

To establish the HWSPWCHO0 address, the HWSPWCHO object code must be included in the
exit routine and an “INCLUDE TEXT (HWSPWCHO)” statement added to the exit routine JCL for the
binder (link-edit) step.

Value: You have dynamic control over password resets.

2.17.2 IMS Version 12: RACF return codes passed back to client

There is new support in the IMS Connect exits to pass any bad return code from RACF back
to the client. This process is done by extending the header for the *REQSTS* RSM when it is
returned to the client.

For more information about this facility, see IBM IMS Version 12 Technical Overview,
SG24-7972.

Value: Clients have more control over their security status regarding IMS Connect return
codes that are passed back to them.

2.17.3 IMS Version 12/ 13: RACF ENF support for cached RACF user IDs

IMS Connect Version 12 enables RACF UserlD Caching by defining the parameter
UIDCACHE=Y in the HWS statement in the HWSCFGx configuration or by using the
following commands:

» Type-2 command UPDATE IMSCON TYPE(CONFIG) SET(UIDCACHE(ON))
» WTOR command SETUIDC ON
» z/0OS command UPDATE MEMBER TYPE(IMSCON) SET(UIDCACHE(ON))

Example 2-35 presents the output of the SETUIDC ON WTOR command.

Example 2-35 Output of the SETUIDC ON command

R 184,SETUIDC ON
TIEE600I REPLY TO 184 IS;SETUIDC ON
HWSP15011 RACF USERID CACHING ENABLED ,M=CHWS
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Additionally, these cached user IDs can be refreshed based on an aging value or manually by
issuing the following commands:

» WTOR (xx,REFRESH RACFUID (NAME (userid))

» z/OS Modify (F hws,UPDATE RACFUID NAME(userid) OPTION(REFRESH))

» Type-2 command (UPDATE IMSCON TYPE (RACFUID))NAME (userid) OPTION(REFRESH))

The IMS Version 13 enhancement automatically refreshes cached UIDs by listening to RACF
events (the type 71 ENF signals that are produced by the following RACF commands:

CONNECT, REMOVE, and ALTUSER REVOKE). IMS Connect then acts on the signal to refresh the
affected UIDs.

This new capability is applicable only when RACF UID caching is enabled in IMS Connect.

Value: IMS Connect Version 12 enabled RACF UserlD Caching for improved performance.
Manual intervention is not needed to refresh those cached UIDs in IMS Version 13.

2.18 IMS Connect scalability and performance

IMS Connect provides scalability and performance.

2.18.1 IMS Connect performance parameters

Within the HWSCFG IMS Connect configuration member, there are parameters of
performance interest:

» Set ECB=Y to post an ECB when there is work to do.

» MAXSOC= xxxx sets the maximum number of concurrent sessions for this instance of IMS
Connect that can be opened. Specify a large enough value to support concurrent
throughput requirements.

» The NODELAY parameter is used for output packets from the IMS Connect side. Specify Y to
enhance IMS Connect performance and increase throughput because it forces a socket to
send the data in its buffer without having to wait for an ACK from the client's
Internet Protocol network.

2.18.2 TCP/IP performance parameters
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TCP/IP is the backbone for communication for modern connectivity solutions. This section
touches on a few important performance topics. You can choose different TCP/IP values to
maximize your environment settings for IMS Connect.

The following SETSOCKOPT TCP/IP parameter values affect IMS Connect:
> SO_KEEPALIVE

The SO_KEEPALIVE parameter activates KEEPALIVE for this socket. The SO_KEEPALIVE
option causes a packet (called a keepalive probe) to be sent to the remote system if a long
time passes with no other data being sent or received. This packet provokes an ACK
response from the peer, which enables detection of a peer that becomes unreachable (for
example, powered off or disconnected from the net).

» TCP_NODELAY=ENABLE

Data is transmitted by TCP/IP per client SEND. TCP/IP waits one millisecond per
transmission. Multiple client TCP/IP SENDs can result in multiple TCP/IP transmissions.
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» TCP_NODELAY=DISABLE

Data is collected by TCP/IP from client TCP/IP SENDs before transmission. TCP/IP waits
until the buffer is full before transmission. Multiple client SENDs results in 1 - n TCP/IP
transmissions to IMS Connect.

> SO_LINGER=Y, VALUE=0

A client request to close the socket can bypass data that is sent with a previous client
TCP/IP SEND request, but might result in the loss of the client SEND data.

> SO_LINGER=N

A client request to close the socket can bypass data that is sent with a previous client
TCP/IP SEND request, but might result in the loss of the client SEND data.

> SO_LINGER=Y, VALUE=10

Return code to a client when an ACK is received from the host, or waits for 10 seconds
before sending a close. A socket close does not bypass data that is sent.

Here are other parameters of interest to performance:
» DELAYACK

DELAYACK is used to minimize non-data transmissions from the host. If DELAYACK is used,
TCP/IP waits 200 ms before sending an ACK to the remote server TCP/IP. However, if the
ACK is appended to the data being sent from IMS Connect, there is no delay.

If your client application performs a single SEND followed by a READ, DELAYACK is
recommended. DELAYACK can be set on the TCP/IP “Port Statement” or on the
“Gateway Statement”

> NODELAYACK

NODELAYACK is used to allow non-data transmissions from the host to flow without data. If
NODELAYACK is used, the z/OS TCP/IP immediately sends an ACK to the remote server
TCP/IP. The ACK is not appended to the data being sent from IMS Connect.

If the client code sends one SEND followed by a READ to the host with a NODELAYACK
setting, an ACK is sent separately.

If the client code sends two or more SENDs followed by a READ to the host, the host
TCP/IP sends an ACK immediately to the data received, which allows the next SEND of
data from the client to flow.

NODELAYACK is recommended if your client application sends more than one SEND
followed by a READ.

2.19 IMS Connect scalability and performance enhancements

To support the ever increasing message volumes that go through it, IMS Connect is
continuously enhanced to improve its ability to manage enterprise scope workloads.

2.19.1 IMS Version 10: The NODELAY parameter

The IMS Connect performance enhancement introduces the new NODELAY configuration
parameter in the TCPIP statement. Using the NODELAY option can enhance IMS Connect
performance and increase the throughput because it forces a socket to send the data in its
buffer without having to wait for an ACK response from the client’s TCP/IP. The NODELAY
parameter is used only when sending packets.
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Value: There is a performance enhancement when you send packets.

2.19.2 IMS Version 11: IMS Connect performance enhancement

A new hashing mechanism for client IDs enhances IMS Connect performance by reducing
processor impact and increasing throughput. This support is also available in IMS Version 10
with APAR PK57574 through PTF UK42318.

Value: There is a performance improvement for IMS Connect message processing, which is
obtained by enhancing the client scan process.

2.19.3 IMS Version 12: RACF user ID caching

User ID caching is a new function in IMS Version 12 to reduce IMS Connect storage usage
and reduce the number of calls that are made to RACF to check user IDs. If the same user ID
connects from more than one client or on more than one port, IMS Connect searches its
cache to find security credentials (assuming they have not expired because of aging). If the
user ID is not found, only then does it call RACF.

Example 2-36 shows the new specification for UIDCACHE (whether IMS Connect caches
verified RACF user IDs for reuse) and UIDAGE (specifies the refresh interval for cached RACF
user IDs in seconds). UIDAGE provides better control when IMS Connect removes credentials
from storage and calls RACF to renew them. UIDCACHE can be controlled by an external
command. UIDAGE can be controlled only by updating the HWSCFG member and restarting
IMS Connect.

Example 2-36  Sample IMS Connect configuration member with the RACF user ID caching
specification

HWS=(ID=HWSI12A1,
PSWDMC=R,RACF=Y,
UIDCACHE=Y,UIDAGE=500,
RRS=Y,XIBAREA=50)

Three new commands control user ID caching. Table 2-7 shows the commands to control
user ID caching and to refresh the in-storage data for a user ID.

Table 2-7 Commands for User ID caching

Type-2 command WTOR reply Modify command

UPD IMSCON TYPE(CONFIG) SETUIDC ON UPDATE MEMBER TYPE (IMSCON)
SET(UIDCACHE(ON)) SET(UIDCACHE(ON))

UPD IMSCON TYPE(CONFIG) SETUIDC OFF UPDATE MEMBER TYPE (IMSCON)
SET(UIDCACHE (OFF)) SET(UIDCACHE (OFF))

UPDATE IMSCON TYPE(RACFUID) REFRESH RACFUID NAME(userid) | UPDATE RACFUID NAME (userid)
NAME (userid) OPTION(REFRESH) OPTION(REFRESH)

Value: There is Improved scalability and performance by reducing IMS Connect storage
usage and reducing the number of calls that are made to RACF to check user IDs.
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2.19.4 IMS Version 13: Usage of the internal CPOOL storage macro

Before IMS Connect Version 13, the STORAGE OBTAIN and STORAGE RELEASE macros
were used to obtain virtual storage. This enhancement uses the CPOOL macro to obtain
virtual storage in modules that make frequent calls for storage obtain and release. The usage
of the CPOOL macro is a more efficient method for obtaining and releasing virtual storage.

Value: Internal IMS Connect efficiencies are realized.

2.20 IMS Connect diagnostic tests

There are several facilities that are available to you to diagnose IMS Connect situations.

» The IMS Connect recorder trace is a function to capture information that is related to IMS
Connect input and output data to a data set. The IMS Connect recorder trace is also called
the IMS Connect line trace.

» Through the IMS Connect Base Primitive Environment, IMS Connect enables you to trace
diagnostic information about events going on within the address space.

» The IMS Connect Dump Formatter can be used to format IMS Connect internal control
blocks under the control of the Interactive Problem Control System (IPCS).

2.21 IMS Connect diagnostic enhancements

There have been advancements in IMS Connect diagnostic tests since their introduction in
IMS Version 9.

2.21.1 IMS Version 10 and 11: HWSTECLO event record enhancements

IMS Connect facilitates event recording by passing event data to the load module,
HWSTECLO. This module stores all trace and XML event notifications through a recording
routine and can be used by any event recording function. IMS Version 11 enhances the
capabilities of HWSTECLO by adding an event for IMS Connect Event #45, based on the
OTMA protocol message, and identifies whether any of the OTMA resources are in a severe,
warning, or normal state.

Value: There is improved event tracing of OTMA activities.

2.21.2 IMS Version 11: Usage of the BPE External Trace facility

Extensions of the Base Primitive Environment (BPE) External Trace facility for the recorder
trace were introduced. The extended BPE Direct External Trace enables BPE to write ad hoc
data of variable length directly to a copy buffer. The recorder trace uses the BPE Direct
External Trace facility by rerouting recorder trace data to the BPE External Trace data set.

Value: There are improved diagnostic tests through the usage of a larger BPE External Trace
data set.
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2.21.3 IMS Version 11: Additional information in message HWSP1410W

To help diagnose problems that might occur when IMS Connect frees storage that is used for
buffers, IMS Version 11 adds the address of the buffer that is associated with the error to the
existing message HWSP1410W. This message is associated with failures to release storage
for internal buffers.

Value: There is improved problem source identification.

2.21.4 IMS Version 11: Warning messages and early detection of maximum

sockets

IMS Connect Version 11 supports 50 - 65,535 sockets. The maximum number of sockets that
an IMS Connect instance supports is specified in the MAXSOC= parameter. When the number
of sockets reaches the MAXSOC limit, any new connections are refused and message
HWSSO0771W is issued. IMS Version 11 introduced the WARNSOC and WARNINC parameters as
ways to provide early detection of this potential problem. WARNSOC supports a decimal value of
50% - 99% as a warning level.

Value: There are improved early warning facilities that are associated with socket usage

2.21.5 IMS Version 12: IMS Connect Recorder Trace

IMS Version 12 adds a level of tracing to IMS Connect. It adds records for TCP/IP and MSC,
and the cross-system coupling facility (XCF) sends and receives at the trace points that are
listed in Table 2-8.

Table 2-8 IMS Connect additional recorder trace entries

Trace point eye catcher What is traced Tracing method
ICONTR TCP/IP Receive BPE

ICONTS TCP/IP Send BPE

ICONIR IMS OTMA Receive BPE

ICONIS IMS OTMA Send BPE

ICONMS MSC send Old tracing
ICONMR MSC receive Old tracing
ICONRR Remote IMS Connect to local IMS Connect Old tracing

Value: There is improved tracking of IMS Connect information flows.

2.21.6 IMS Version 13: Expanded Recorder trace records

As described in 2.21.5, “IMS Version 12: IMS Connect Recorder Trace” on page 82, IMS
Connect Version 12 introduced new Recorder Trace Records that use BPE external trace
tables. In IMS Connect Version 13, these trace records are expanded to capture the entire
messages that are sent and received on the DRDA sockets, and all messages that are sent
and received to and from OM and ODBM through SCI.
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Changing the BPE trace level from MEDIUM to HIGH is the trigger to write the enhanced
trace records. Additionally, they must be written to the external trace data set because they
are not written to the fixed size HWSRCDR trace data set.

The macro HWSUSTAT containing the mapping of the recorder trace records was enhanced
and converted to non-Object Code Only (non-OCO) format. The macro HWSUSTAT is
shipped as a member of SDFSMAC.

Value: There are additional levels of tracing that are available for diagnostic and
performance purposes.
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IMS Connect Extensions for z/OS

IBM IMS Connect Extensions for z/OS (IMS Connect Extensions) (product number
5655-S56) enhances the manageability of TCP/IP access to IMS through IMS Connect.

This chapter provides a general overview of IMS Connect Extensions and examples of
problem diagnosis, operational management, and open database access by using the
product.

This chapter covers the following topics:

» Overview

» Scenarios

» Scheduled and unscheduled outages

» Application development considerations
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3.1 Overview

IMS Connect Extensions provides operational management and controls for IMS Connect.
Specifically, the tool provides the following functions:

» Monitoring and recording of TCP/IP activity

This function records and journals TCP/IP activity through IMS Connect, including
transactional (OTMA) and database (ODBM) requests. The information helps you analyze
performance, throughput, resource availability, and security. You can also use this
information to debug clients and new applications.

» Message routing and shaping

This function dynamically shapes message activity based on availability, capacity,
flood-state, and more to provide greater resilience, improved parallelism, simplified
system management, and better cost controls.

» Operational management

The ISPF, a graphical user interface (GUI), and batch-based management of IMS
Connect. This includes real-time activity monitoring, basic controls, OPERLOG
triggerable events, and analytical tools (filtering, highlighting, summarizing, and
exporting). Improves the management of clients by centrally managing client options.

» Enhanced security

ACEE caching, system-based authentication, and IP address validation. Includes
enhanced auditing of security events and the ability to reject messages matching
certain criteria.

These features enable you to perform the following functions:

» Improve the availability, reliability, and performance of IMS Connect
» Speed and simplify problem determination
» Make your systems more transparent so that they are easier to audit and manage

IMS Connect Extensions consists of components that run with IMS Connect, journal data sets
that record IMS Connect activity, and an ISPF dialog-based client and Operations Console
GUI client for managing IMS Connect systems and their IMS Connect Extensions features.

We examine the following events:

» Event collection
» Routing
» Operational controls

3.1.1 Event collection

86

IMS Connect Extensions provides a comprehensive picture of activity within IMS Connect by
recording information directly from IMS Connect. As Figure 3-1 on page 87 shows,
information about activity in IMS Connect is written to journals while the activity that occurs
within OTMA and IMS is recorded in the IMS logs. Other IBM IMS Tools can combine the
data to provide an end-to-end picture of activity for a transaction.

! The MVS operations log (OPERLOG) function of the MVS console services component provides a sysplex-wide
merged message log by using the MVS system logger services.
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IMS Connect
Pre-OTMA processing OTMA processing

Read from socket = READ exit function

Client application User message exit IMS application

Write to socket XMIT exit function

Post-OTMA processing

IMS Connect Extensions

IMS Connect Extensions
records how much time IMS Connect Extensions

a transaction spends q IMS log
in IMS Connect, and where Jetinill
( !
IMS Problem Investigator (PI) IMS Performance Analyzer (PA)

End-to-end tracking (Pl) and reporting (PA)

Pre-OTMA OTMA Post-OTMA

Figure 3-1 IMS Connect Extensions journals combine with the IMS log to offer information about TCP/IP transactions

IMS Connect Extensions also provides event collection for IMS Open Database, which allows
application developers to use the open DRDA protocol and SQL to access IMS data through
IMS Connect.

In the context of Open Database, we can divide the information that IMS Connect Extensions
collects into these categories:

» Framing events
» Application-level events

Framing events are events that mark significant points in the lifecycle of an Open Database
request. Each such event contains a time stamp that gives you information about the relative
timings and duration of the entire DRDA request. These events include the following ones:

Opening of the TCP/IP socket

Processing of the DRDA request

Security authentication and authorization

Dispatch of requests to ODBM address space
Response that is received from ODBM address space
Processing of response

Dispatching to client

Syncpoint processing (if RRS is used)

YyVyVYyYVYVYVYYY
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Such events help you understand the flow of an Open Database request and obtain timings
not only for the overall request but for individual processing steps for the request.

Conversely, application-level events provide a record of exactly what request was sent by the
client and what response was received back from IMS. They provide a complete breakdown

of individual DDM objects and data. They help you debug and tune applications and audit and
monitor exactly what activity is being performed by clients.

As shown in Figure 3-2, like traditional transactional events, open database events are also
collected in the IMS Connect Extensions journals and can be combined with information that
is collected in the IMS log for end-to-end analysis of open database requests.

IMS Connect
Pre-ODBEM processing ODBM processing
Read from quee -
DB client csL
application
. Write to queue obeM | ODEM

Post-ODBEM processing

IMS Connect Extensions

IMS Connect Extensions
records how much time IMS Connect

DRDA requests and Extensions journal IMS log
responses spend in

IMS Connect, and wheare

h 4 * A A
IMS Problemn IMS Performance
Investigator (P1) Analyzer (PA)

L4
End-to-end tracking (Pl) and reporting (PA)

Pre-ODBM IMS Post-ODBM

Figure 3-2 IMS Connect Extensions also records Open Database requests

Analysis in IMS Problem Investigator

Using the IBM IMS Problem Investigator for z/OS tool, you can analyze your IMS
environment by interrogating IMS, CQS, montoring logs, DB2 logs, and SMF data information
that is collected by IBM OMEGAMON® ATF and TRF, and reviewing the information that is
collected in IMS Connect Extensions journals. This section focus on the analysis of the IMS
Connect Extensions journals.

As shown in Figure 3-3 on page 89, by allowing you to navigate, format, query, and extract
these journals, you can better understand and gain insight into a TCP/IP request. IMS
Problem Investigator can identify records that are related to a request sequence through IMS
Connect and track related log records right through IMS and other related subsystems.
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IMS Connect receives
transaction request via TCP/IP
v

IMS Transaction Manager
receives request from
IMS Connect, and starts
processing the transaction

v
Transaction starts DB2 activity

v

IMS Connect receives
transaction response from
IMS TM, and sends it to the
client via TCP/IP

v

IMS TM ends transaction

IMS Problem Investigator ISPF dialog

File Menu Edit Mode Navigate Filter Time Labels Options Help

BROWSE
Command

Forwards / Backwards .

Code

S

_ A03C
~ A049
A03D
AO3E
A041

©
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CEX000.QAAUTO. COMBLOG . ICONPT.D0O71205
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. 00.00.00.000100

Time of Day . .

Record 00145076 More: < >

Scroll ===> CSR
14.41.55.532866

Description Date 2007-12-05 Wednesday Time (Relative)
Prepare READ Socket -0.001069
READ Socket -0.000942
Message Exit called for READ -0.000923
Message Exit returned from READ TranCode=CEXTNONC -0.000888
Message sent to OTMA Datastore=XCFMI9DE -0.000607
Input Message TranCode=CEXTNONC Source=Connect 14.41.55.803770
Input Message Enqueue TranCode=CEXTNONC +0.003398
DLI GU TranCode=CEXTNONC Region=0001 +0.020757
Start of protected UOW Region=0001 +0.021560
SB Handler requests Image Capture Region=0001 +0.021636
Database Update Database=DI21PART Region=0001 +0.025143
Database Update Database=DIZ1PART Region=0001 +0.025983
Database Update Database=DI21PART Region=0001 +0.026027
Database Update Database=DI21PART Region=0001 +0.026695
Database Update Database=DI21PART Region=0001 +0.026756
Sign-on to ESAF Region=0001 SSID=DB2P +0.027700
DB2 Unit of Recovery Control - Begin UR +0.028763
DB2 Update In-Place in a Data Page +0.028779
DB2 Savepoint +0.028987
DB2 Delete from a Data Page +0.029067
DBZ2 Insert into a Data Page +0.029291
Output Message Response LTerm=3835 Source=Connect +2.029659
DLI GU TranCode=CEXTNONC Region=0001 +2.029682
Free Message +2.029777
Start Phase 1 Syncpoint Region=0001 +2.029809
Commit Prepare starting Region=0001 SSID=DB2P +2.029836
Message received from O0TMA Datastore=XCFMI9DE +2.030109
DB2 Unit of Recovery Control - End Commit Phase 1 +2.040235
Syncpoint Region=0001 +2.043131
Free Message +2.051761
DB2 Unit of Recovery Control - Begin Commit Phase 2 +2.052187
Message received from OTMA Datastore=XCFMI9DE +2.052401
Message Exit called for XMIT +2.052601
Message Exit returned from XMIT +2.052636
WRITE Socket +2.052891
Begin CLOSE Socket +2.052922
End CLOSE Socket +2.053526
Trigger Event +2.053557
DB2 Unit of Recovery Control - End Commit Phase 2 +2.054395
Commit Continue completed Region=0001 SSID=DB2P +2.054540
End of Phase 2 Syncpoint Program=CEXTPGM +2.054550
Application Terminate TranCode=CEXTNONC Region=0001 +2.443742

Bottom of Data

IMS

IMS Connect

IMS Connect Extensions

Connget

events

IMS
events

-—

DB2
events .

IMS Connect
Extensions
journal

IMS log

DB2 log

Sudden jump in
clapsed time
indicates DB2 Insert
took over 2 seconds!
Select event to view
details and begin
analysis.

Figure 3-3 IMS Problem Investigator tracks all the records for a transaction from across IMS Connect, IMS, and DB2

This process can be further refined by using the IMS Connect Transaction Index that IMS
Performance Analyzer produces from IMS Connect Extensions journals. As shown in
Example 3-1, the index contains a consolidated record of the transaction characteristics.

Example 3-1 IMS Problem Investigator display of key fields in an index record

CA20 Connect Transaction
TranCode=PRT2 Userid=CEX2 IMSID=ICDH ClientID=CLNAC02 Port=3801

LogToken=C8962EO0E2AF33103 SSN=0689 Response=0.041073 CM=1 SYNCLEVEL=1
TOV=38 MIN Socket=Tran

02.24.53.281040

The index allows you to search in IMS Problem Investigator for transactions that match

certain overall characteristics and then track all the related records. For example, search for
records where the response time was greater than two seconds. For more information, see
“Reporting in IMS Performance Analyzer’ on page 89.

Reporting in IMS Performance Analyzer

IMS Connect Extensions allows you to incorporate IMS Connect performance metrics as part
of your reporting. This means you can obtain the following information:

» Transaction response times, including IMS Connect responses
» A breakdown of activity within IMS Connect
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This information allows you to identify performance issues with IMS Connect and to eliminate
IMS and IMS Connect as a source of performance problems. As shown in Figure 3-4, without
the reporting from IMS Connect, there is a performance “black hole” that makes it difficult to
assign and attribute problems to various subsystems.

Open Database queries are failing

"Why are my SQL queries "l understand IMS log records,

to IMS failing?" but not this new workflow."

The problem is that no single individual
understands the complete flow of
WAS the Open Database request IMS

developer ¥ 1 support staff

WebSphere M s ! —p)
Application c ODBM IMS
Server (WAS) < onnect ¢ ¢

IMS

Connect
Extensions

Figure 3-4 Without IMS Connect event recording there is a performance gap that can stifle cooperation
between groups

For example, Figure 3-5 on page 91 shows a scenario where IMS reports millisecond
responses but the client experiences a long (greater than 1 second) response time. Without
IMS Connect reporting, it is not possible to account for this gap, but using the information that
is collected by IMS Connect Extensions, it is possible to account for this gap. The report
shows that most of the delay is accounted for by time that is spent before the IMS transaction
is placed on the input queue.
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IMS Performance Analyzer
Combined tran list
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Figure 3-5 IMS Connect Extensions is required to gain an end-to-end report of TCP/IP transaction
performance

If you look at the second part of the report, you can discover that the delay is occurring in
OTMA rather than IMS Connect by seeing that time before (PreOTMA) and after (PostOTMA)
OTMA are also subsecond. Although statistics such as input queue time and IMS processing
time are available from the IMS log, IMS Connect Extensions is required for reporting the
remaining statistics. For a more detailed explanation of the call-flow that is shown in this
report, see Figure 3-6 on page 92.

Transit analysis reports

IMS Performance Analyzer Version 4.2, program number 5655-R03, is a component of IMS
Performance Solution Pack, and provides more in-depth analysis and reporting of IMS
Connect event records.

IMS Performance Analyzer provides a comprehensive set of reports from the IMS Connect
performance and accounting data that is collected by IMS Connect Extensions. The reports
provide a summary and detailed analysis of IMS Connect transaction transit time, resource
usage, and resource availability.

The IMS Connect Transit Analysis report provides a summary of IMS Connect transaction
performance. Performance data can be summarized by one or two sort keys, including time
of day, transaction code, user ID, data store (original and target), and port number.

Performance statistics are provided as averages, and optionally, peak percentiles. For
example, you can specify 90 to report the elapsed time within which 90% of the transactions
completed. To be complete, this report requires IMS Connect Extensions to collect event data
at collection level 3 or 4.
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Example 3-2 shows a Transit Analysis report for sync level none transactions with no RACF
security activated in IMS Connect. The transaction peak is set to 80%, and the data is
summarized by transaction code.

Example 3-2 Transit Analysis report for sync level none transactions

IMS Performance Analyzer 3.3
IMS Connect Transit Analysis - IMSGCONN

From 13Jun2005 18.16.15.36 To 20Jun2005 14.47.43.06 Page 1
Transact Message Response -------------- Input ---------ouum- -Process- --------- Qutput ---------- Rate Time
Code Count Time Pre-OTMA READ Sock READ Ex  SAF 0TMA Confirm Post-OTMA XMIT Ex /Sec Outs NAK
IVTNO 234 Avg 9.284 0.229 0.052 0.025 0.000 8.794 0.000 0.261 0.027 0 0 0
80% 23.329 0.396 0.077 0.033 0.000 22.826 0.000 0.371 0.040
PART 50 Avg 103.958 0.332 0.057 0.129 0.000 37.566 0.000 66.058 0.041 0 0 0
80% 154.813 0.934 0.086 0.655 0.000 86.206 0.000 96.568 0.068
Total 284 Avg 25.952 0.247 0.053 0.043 0.000 13.859 0.000 11.845 0.029 0 0 0
80% 65.134 0.541 0.078 0.265 0.000 39.495 0.000 36.503 0.046

The report gives the total response time and the intermediate times that are divided by
groups: input, process, and output times. It helps you to identify the cause of bad
response times.

The IMS Performance Analyzer uses the connect events record time stamps to give the
average values of the IMS Connect transaction performance. Figure 3-6 uses the event flow
for sync level none transactions to show graphically the meaning of the most relevant fields of
the Transit Analysis report.

3C Prepare READ Socket
49 READ Socket I Read Sock

3D Message Exit called for READ
3E Message Exit returned from READ :I Read Ex
41 Message sent to OTMA
42 Message received from OTMA OTMA
3D Message Ex.it called for XMIT :I Xmit Ex RGSPOHSE
3E Message Exit returned from XMIT Time

4A WRITE Socket Post-OTMA
0C Begin CLOSE Socket
0D End CLOSE Socket
48 Trigger Event CLOSE

Pre-OTMA

Figure 3-6 Transit Analysis report fields for sync level none transactions

The Transit Analysis report also gives timeout and NAK counters. In Example 3-3, you can
see the Transit Analysis report in the same environment as in Example 3-2, but with sync
level confirm transactions.

Example 3-3 Transit Analysis report for sync level confirm transactions

IMS Performance Analyzer 3.3
IMS Connect Transit Analysis - IMSGCONN

From 13Jun2005 19.23.57.91 To 20Jun2005 16.36.47.51 Page 1
Transact Message Response -------------- Input ----------mmm- -Process- --------- Qutput ---------- Rate Time
Code Count Time Pre-OTMA READ Sock READ Ex  SAF 0TMA Confirm Post-OTMA XMIT Ex /Sec Outs NAK
IVTNO 199 Avg  423.346 0.244 0.050 0.059 0.000 6.430 91.360 215.038 0.056 0 199 0
80% 509.536 0.425 0.071 0.083 0.000 16.250 118.189  280.791 0.093
PART 42 Avg  223.626 0.210 0.048 0.094 0.000 32.199 111.543 79.672  0.055 0 0 0

80% 246.098 0.276 0.060 0.140 0.000 41.315 127.335 80.381  0.060

Total 241 Avg  388.540 0.238 0.049 0.065 0.000 10.921 94.877 191.447 0.056 0 199 0
80%  490.035 0.405 0.069 0.096 0.000 23.640 120.919  265.232  0.090
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The report changes for the sync level confirm transaction. A new field, Confirm, appears, and
fields such as OTMA and the fields that are related to exits now have a different meaning.

Figure 3-7 uses the event flow for sync level confirm transactions to show graphically the
meaning of the most relevant fields of the Transit Analysis report. Now, the OTMA and exits
average time is calculated as the addition of two different times.

3C Prepare READ Socket

49 READ Socket

3D Message Exit called for READ

3E Message Exit returned from READ
41 Message sent to OTMA

42 Message received from OTMA
3D Message Exit called for XMIT

3E Message Exit returned from XMIT
4A WRITE Socket

49 READ Socket

49 READ Socket

3D Message Exit called for READ

3E Message Exit returned from READ
41 Message sent to OTMA

42 Message received from OTMA

46 De-allocate Session

3D Message Exit called for XMIT

3E Message Exit returned from XMIT
4A WRITE Socket

0C Begin CLOSE Socket

0D End CLOSE Socket

48 Trigger Event

Read Sock
Pre-OTMA
I Read Ex -1
OTMA -1
I Xmit Ex -1
Confirm
Response
Time
Read Ex -2
OTMA -2
] xmitex2 Post-OTMA

Figure 3-7 Transit Analysis report fields for sync level confirm transactions

To focus on the meanings of the time fields, the previous examples show the total average
times for every transaction, but you are able to obtain the same results by time intervals with
total and subtotal times.

Example 3-4 shows this Transit Analysis report option using one-minute time intervals.

Example 3-4 Transit Analysis report by transaction and one-minute time with subtotals

IMS Performance Analyzer 3.3
IMS Connect Transit Analysis - IMSGCONN

From 20Jun2005 17.17.22.77 To 20Jun2005 17.22.09.84 Page 1
Transact Time Message Response -------------- Input -------m-ouum- -Process-  --------- Qutput ---------- Rate Time
Code Count Time Pre-0TMA READ Sock READ Ex  SAF 0TMA Confirm Post-OTMA XMIT Ex /Sec Outs NAK
DSPINV ~ 17.20.00 1 Avg 222.965 0.220 0.043 0.075 0.000 41.166 101.635 79.943  0.070 0 0 0
80%  222.965 0.220 0.043 0.075 0.000 41.166 101.635 79.943  0.070
17.21.00 4 Avg 213.761 0.244 0.070 0.171 0.000 25.613 101.011 86.892  0.052 0 0 0
80% 229.149 0.294 0.087 0.321 0.000 26.738 112.305 94.814 0.058
17.22.00 1 Avg 439.132 0.189 0.040 0.084 0.000 38.251 105.004 295.687 0.054 0 0 0
80% 439.132 0.189 0.040 0.084 0.000 38.251 105.004 295.687 0.054
DSPINV  Subtotal 6 Avg 252.857 0.231 0.061 0.141 0.000 30.312 101.781  120.533  0.055 0 0 0
80%  330.675 0.274 0.079 0.263 0.000 36.550 110.632  193.081 0.063
PART 17.17.00 8 Avg 232.005 0.239 0.044 0.112 0.000 27.809 117.323 86.633  0.055 0 0 0
80% 247.871 0.314 0.048 0.178 0.000 30.585 132.627 94.044 0.060
17.18.00 3 Avg 265.415 0.243 0.083 0.079 0.000 68.941 106.098 90.131 0.094 0 0 0
80% 317.124 0.263 0.113 0.082 0.000 127.488 118.752  101.920 0.124
17.21.00 4 Avg 198.215 0.198 0.072 0.066 0.000 28.143 84.567 85.306 0.051 0 0 0
80% 245.768 0.228 0.103 0.083 0.000 32.060 117.586 92.001 0.065
17.22.00 1 Avg 229.447 0.178 0.041 0.079 0.000 25.839 111.343 92.085 0.053 0 0 0
80%  229.447 0.178 0.041 0.079 0.000 25.839 111.343 92.085 0.053
PART Subtotal 16 Avg  229.662 0.225 0.058 0.092 0.000 35.482 106.655 87.298 0.061 0 0 0
80% 266.838 0.282 0.081 0.141 0.000 61.158 133.529 94.799 0.080
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22 Avg 235.988 0.227 0.059 0.105 0.000 34.072 105.326 96.362  0.060 0 0 0
80% 286.070 0.279 0.080 0.180 0.000 56.074 128.521  134.520 0.076

3.1.2 Routing
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The purpose of routing is to set a target data store (OTMA) or alias (Open Database) that is
most appropriate based on dynamic criteria, such as the capacity of the targets, their state
(available/stressed/unavailable), and other criteria in the message itself.

You can modify IMS Connect message exits to build routing or you can use tools that provide
this capability. This section looks at IMS Connect Extensions as one such tool. The
advantage of using tools is that it reduces the need for programmatic customization of IMS
Connect and providing a flexible mechanism for ongoing changes.

Routing is valuable for various reasons:
» Improving availability

By providing multiple candidate data stores or aliases for a target that is specified by the
message, routing provides multiple pathways for message processing. Routing tracks
which candidates are unavailable or in stress and makes them ineligible as targets.

» Improving performance

By increasing parallelism through OTMA, routing helps improve transactional performance
in some cases. Routing also allows you to use only local resources when they are
available, and remote resources when the local resources are unavailable.

» Reducing costs

By routing messages to targets based on cost-centric requirements, you use lower-cost
processing when it is available, but use only high-cost processing capabilities when it
is essential.

» Protecting client applications from change

By allowing the client application to specify an abstracted target for processing and then
letting routing resolve this target to a concrete target based on criteria. For example, the
client might specify “BANKING” as the target for processing certain types of transactions,
and this can be resolved to a changing set of physical data stores (DS01, DS02, DS03,
and so on).

Configuring routing for availability and performance

Increased parallelism through OTMA helps improve transactional performance in some
cases. Using local resources when they are available and using remote resources only when
they are required can also help improve performance.

Routing provides multiple candidate targets for a candidate that is specified by the message.
Routing tracks which candidates are unavailable or in stress and makes them ineligible
as targets.
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As shown in Figure 3-8, configuring routing in IMS Connect Extensions requires the
following conditions:

» Defining conditions for activating the rule: Does the original data store on the message
match the condition of the rule?

» Defining the message types for the rules: Routing is possible for transactional, send only,
and synchronous, and a-synchronous calling.

» Defining target candidates and fallback candidates: Both are lists of data stores. The
fallback list is used only if all the data stores in the target list are unavailable or
under stress.

1000msg/s 4x250msg/s

IMS Connect OTMA
Datastore A—___, TCB
Routing rule ¢ Datastore B————>TCB
) Datastore C——_, TCB
N Datastore D TCB
File Menu Settings Help
EDIT OTMA Routing Rule
Command ===3
Name . . . . : OTMARULE
Description . . Routing for DestID 'PROD'

Apply rule to:

1 1. System . . . . . HWSOPGS1 + Converts a single
2. Group . . . . . . + .
3. ALl systems DESTID to multiple
. target datastores
Condition:
Original Datastore . PROD (IRM_IMSDes
---- Routing lists -----
/ Message types Target + Fallback +
¥ Send-Receive Transactions RLISTI RLIST2
¥ Send-Only requests RLIST1 RLIST2
¥ Resume TPIPE requests RLI5T1 RLIST2
¥ Synchronous call-out resume TPIPE requests RLIST] RLIST2
¥ Synchronous call-out responses RLIST1 RLIST2 S|mp|e SetUp and
N configuration

Figure 3-8 Routing configuration and the corresponding result

Configuring routing for traffic shaping

Routing allows you to set capacity weight ratings for individual data stores and Open
Database alias targets. Capacity weights allow you to shape traffic volumes by setting a
higher probability that a certain target is chosen for routing.
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As shown in Figure 3-9, by changing capacity weights, you can offload capacity to cheaper
processing (shown in red) when it can handle the throughput and free up higher-cost
resources for other usages.

20
B 15
10

Peak Off-peak Weekend

Figure 3-9 Shaping routing for different network demand

To use capacity weights, modify the definition of the target resources in IMS Connect
Extensions and then refresh the definitions to implement the changes dynamically.

3.1.3 Operational controls

96

IMS Connect Extensions offers operational controls in batch, ISPF, and through the
operations console, an Eclipse-based GUI. The operational controls allow you to perform the
following actions:

» View real-time statistics about TCP/IP activity.

» View and control active sessions.

» View and control IMS Connect ports, data stores, and aliases.
» Refresh definitions.

» Reload and add message exits.

» Activate and deactivate traces.

» Submit IMS Connect WTOR commands and IMS Connect z/OS commands (IMS Connect
OM commands are available through the GUI if you have IMS Configuration Manager).

» Submit IMS type | commands.

As shown in Figure 3-10 on page 97, one of the key objectives of the operational controls is to
allow you to manage collections of systems in a single interface. For example, if you want to

identify an active TCP/IP session, you do not need to know which IMS Connect is processing
the message.
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Figure 3-10 Centrally manage IMS Connect instances in ISPF or using the GUI

3.2 Scenarios

This section outlines common TCP/IP problems and resolutions, including the
following events:

Incorrect message length

Identifying IMS problems with TCP/IP information
Client fails to ACK

OTMA timeouts

Duplicate clients

Open database issues

Synchronous callout issues

OTMA flood condition

vyVyVYyVYVYYVYYvYYyY

3.2.1 Incorrect message length

IMS Connect does not process an input message until the entire the message is read. The
initial LLLL value of the message controls the total length of the message. If the message
contains an erroneous LLLL value, you can find problems in IMS Connect. For example, if the
client specifies a larger LLLL value, the connection hangs because IMS Connect is expecting
more data.

Identifying this problem is difficult because IMS Connect exits have not begun processing the
message and because the problem is related to a hanging session, key information about it is
still active on the IMS Connect system.

You can use the active session utility (in ISPF, batch, or the operations console GUI) to look
at the active sessions and identify sessions with missing client IDs that are in the state of
“reading remote client input”.
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In the example in Figure 3-11, we use the IMS Connect Extensions GUI to search for active
sessions matching those characteristics.

B Connection Server - All Sources - IBM Tools Base Connection Server I [=] S|
File Edit Mavigate Project Sessions Window Help
| £5 - [t -8 e &= =
7 | £ Connection Server [ Resource
E Navigation £3 I Wi ¥ = B || & Hwsopps1 [IMS Connect] [ I all Sources E2 I =0
| 7] 4 || [-saved Displays — Bl & &| B 3 |[<ocate vaber 7] 5 |[<Fnavaner =] % % | B % 5| @
| <All Source Types> [= || session watt time (seconds): | 0 Include persistent sockets Display Limit (total sessions): | 5000 W AUt OFF
MNavigation 2 % - ||[ Alsessions OTMA Sessians |0DE|M Sessions | MSC Sessinnsl
B s 7 ~ system | ~ SessionType | StartTime | wait Time | 1RM Timer | Predicted Session Status cientP | cientid | client=|
E3
: i:zc " x HWSOPPS1 OTMA 2013-08-25 17.09.33 971730  0-00.05.31 986699 a1 PO0Z - Waiting for reply from datastore=IMS8 172176525 DUDCLNO2 4386
s H\Zr!;r:PcPSI . HWS0PPS1 OTHA 2013-08-29 17.09.34.043902  0-00.05.31.914336 81 POOZ - Waiting for reply from datastore=IMSA  172.17.69.25 DUDCLIO7 4386
i S HWSOPPSZ: HWSOPPS1 OTMA 2013-08-29 17.09.34.061538  0-00.05.31.896959 a1 POOZ - Waiting for reply from datastore=IMSC 172.17.69.25 DUDCLIDS 4386
i b HWSOPPS3 HWSOPPS1 OTMA 2013-08-25 17.09.34 114717 0-00.05.31 842826 31 POOZ - Waiting for reply from datastore=IMS0 172176525 DUDCLID9 4386
- IMSplex HWSOPPS2 OTMA 2013-08-29 17.09.36 893860 0-00.05.29.098547 81 POOZ - Waiting for reply from datastore=IMSA  172.17.69.25 DUDCLIO1T 4388
- b PLCDH HWSOPPS2 OTMA 2013-08-29 17.09.43.145107  0-00.05.22.670147 81 P013 - Waiting in read prepare process 172.17.68.25 PERCOO 4404
b PLDDA HWSOPPS2 OTMA 2013-08-25 17 09.46 077679 0-00.05.19.915193 00 P04 - Reading remote client input
w b PLEXZ HWSOPPS3 OTMA 2013-08-29 17.09.40.044807 0-00.05.25.943045 81 POOZ - Waiting for reply from datastore=IMSA  172.17.68.25 DUDCLIDT 4384
- b PLXD4 | | »
b PLXDA 29/08/2013 B:14:57 PM; 8 of 15
-+ b PLXDE
B b PLYOH Status Monitor | Sessions | Parameters |
g i Et:s; E] console | ] Properties 53 I ’Ti i =0
% T Property | value -
Ly s = IMS Connect
N p— Client Id
EventKey
H : g Exit Defined Yes
TR IRM Timer 0o
b PLXNU Last Trace Time 2013-08-29 17.09.46.078092
[~ workbench Repository Port 7911
Session Type OTMA
Socket 73 ==
Start Time 2013-08-29 17.09.46.077679
Trigger Type
User Id
Wait Time 0-00.05.19.915193
=] Misc
Predicted Session Status P014 - Reading remote dient input
System HWSOPPS2 -
4] | 3
ine Client |

Figure 3-11 Obtaining the event key for a hanging session in the GUI

If you look at the IMS Connect Extensions journals in IMS Problem Investigator, you can use
the Event Key to find the records and then select the record to see the request length and
actual length that was read, as shown in Figure 3-12.

0004 Code... 0849 READ Socket
+#9844 STCK... CBE22CA5DFBBCABS L5H. . .. BRAGOABHAGHABGHA
Dete... 26813-88-29 Thursday Time... 17.89.46.078892 626

48000 CERE_A9 [L......... 0654
48002 CERE 49 77......... PBPA

48084 CERE_A49 RECID...... 48 CERE_49_EVTID...... 49
48086 CERE_A9 PFX¥ILL...... o014

48088 CERE_A49 FFLAG...... 08 CERE_A49_VER¥....... 23
48084 CERE_A9 TASKID.. ... 1D of task recording event
48084 CERE_A49 COL#....... @1 CERE 49 TKS#....... o4
+80BC CERE_A9 FVKEY......

48014 CERE_A49_TCPIB... ... TCPIP Informztion Block
48014 CERE_49 Til........ 9930

48016 CERE_A9 BLKID... ... H

48018 CERE_A49 WERR....... 1214
48014 CERE_A9_APAR_SEQ... 9681

+081C CERE_49_PORT #..... 47011
4001 CERE_49 SOCK_#.. ... 47
400822 CERE_49 SKFLAG.. ... 48 CERE_49_PTFLAG. .. .. o0

48628 CERE 49 ACT LEM.... 488

100XC CERE_49 _REQ) DATA... o0000000
40030 CERE 49 RC_(D...... BHBOAH5E
40034 CERE_49_RMT_RSH.... 0O00A00A

Figure 3-12 The difference between the request length and actual length indicates an incorrect
message length
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3.2.2 Identifying IMS problems with TCP/IP information

The IMS Connect Transaction Index is generated by IMS Performance Analyzer from IMS
Connect Extensions journals. It collates all the information that can be known about the
transaction from the available IMS Connect Extensions journal records. This information
might include the client ID, IP address, overall performance, timings of significant events, IMS
Connect exit specific performance, and dozens of additional pieces of information. You can
use this index as both a reduced form of the IMS Connect Extensions journal and as input to
IMS Problem Investigator and IMS Performance Analyzer.

Consider a scenario where all you know is the IP address, the approximate time of the
problem, and the nature of the problem (say, “long delay”). Using only the IMS log, and with
only limited details of the problem transaction, pinpointing the transaction can be difficult in
itself, over and above examining the underlying cause of the problem itself.

Figure 3-13 shows an IMS Connect Transaction Index, which is merged with an IMS login
IMS Problem Investigator.

File Menu Edit Mode Navigate Filter Time Labels Options Help
BROWSE CEXQ00.QADATA.SLOWPRT3.ICON.D111628.IPIID Record 906007982 More: < >
Command ===> Scroll ===> CSR

Forwards / Backwards . . 08.80.00.800108 Time of Day . . £8.28.20.388036
Code Description Date 2011-10-28 Friday Time (LOCAL}
__ CA20 Connect Transaction TranCode=PRT3 10.26.45.252647
__ 81 Input Message TranCode=PART Source=Connect 10.26.46.820236
__ 35 Input Message Enqueue TranCode=PART 10.26.46.820264
__ 08 Application Start TranCode=PART Region=0801 10.26.46.820754
__ 5607 Start of UOR Program=DFSSAMB2 Region=0601 10.26.46.820755
__ 31 DLI GU TranCode=PART Region=0601 10.26.46.820791
__ 5616 Start of protected UOW Region=0001 10.26.46.821478
__5E SB Handler requests Image Capture Region=0001 10.26.46.841470
__5E SB Handler requests Image Capture Region=0001 10.26.46.841475
_ 83 Output Message Response LTerm=3801 Source=Connect 10.26.46.845009
__ 31 Message GU for APPC LTerm=3801 10.26.46.845032
_ 33 Free Message 10.26.46.846983
__ 5610 Syncpoint Start of Phase 1 Region=06001 10.26.46.847018
__ 3730 Syncpoint End of Phase 1 Region=0061 10.26.46.847074
__ 33 Free Message 10.26.46.847145
__ 5612 Syncpoint End of Phase 2 Program=DFSSAMO2 Region=0001 10.26.46.847197
__ 07 Application Terminate TranCode=PART Region=0001 10.26.46.847830
__5E SB Handler requests Image Capture Region=0001 10.26.46.847935
__ 0981 SB Summary Statistics for PST 10.26.46.847940
_ 063  Output Message Response LTerm=3801 Source=Connect 10.26.47.458046
__ 31 Message GU for APPC LTerm=3801 10.26.47.458072
_ 33 Free Message 10.26.47.460059
__ 5610 Syncpoint Start of Phase 1 Region=0062 10.26.47.460094
__ 3730 Syncpoint End of Phase 1 Region=0002 10.26.47.460146
_ 33 Free Message 10.26.47.460218
__ 5612 Syncpoint End of Phase 2 Program=DFSSAM33 Region=0002 10.26.47.460283
__ 07 Application Terminate TranCode=PRT3 Region=00062 10.26.47.461009
__5E SB Handler requests Image Capture Region=0802 10.26.47.461127
__ 0981 SB Summary Statistics for PST 10.26.47.461132
__ CA20 Connect Transaction TranCode=PART 10.26.47.856639
__ 01 Input Message TranCode=PART Source=Connect 10.26.47.857495
__ 35 Input Message Engueue TranCode=PART 10.26.47.857522
__ 08 Application Start TranCode=PART Region=0803 10.26.47.857982
__ 5687 Start of UOR Program=DFSSAME2 Region=0083 10.26.47.857982
__ 31 DLI GU TranCode=PART Region=00603 16.26.47.858017
__ 5616 Start of protected UOW Region=0803 10.26.47.858634

Figure 3-13 IMS Connect transaction index that is merged in IMS Problem Investigator

Looking at the merged log, it is difficult to know exactly where the problem transaction
occurred. However, you can filter the IMS Connect Transaction Index records to identify only
those transactions matching the client's characteristics and then use tracking to pick up
information from IMS about that specific transaction.
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Figure 3-14 shows a filter for the IMS Connect Transaction Index.

File Menu Edit Object Lists Help
Conditions Row 1 to 2 of 2
Command ===> Scroll ===> (SR
Code: CA208 Connect Transaction
/ Field Name + Oper VYalue +
_ RESPTIME GT 2.0
IPADDRESS EQ '172.17.69.25'
e e o e e e Je e e ke ke g v e vk g v ok e vk et e o e o e e ke Bottom of data ook e e e e v g Y e e g e o e e e e e e vk e ok vk e e ok e e

Figure 3-14 Search for long transactions from an IP address

Figure 3-15 shows a possible result of this filtering. In this case, you ¢
problem transaction, its overall performance, and other key indicators.

an see a record of the

File Menu Edit Mode Navigate Filter Time Labels OQOptions Help

TranCode=PRT3 Userid=CEX1 IMSID=ICDH ClientID=CLNAC13 Port=3801

TOV=38_MIN Socket=Pers

BROWSE CEX000.QADATA.SLOWPRT3.ICON.D111028.IPIID Record 00068119 More: < >

Command ===> Scroll ===> (SR
Forwards / Backwards . . 00.00.80.080100 Time of Day . . 08.28.20.388036
Code Description Date 2011-16-28 Friday Time {LOCAL)

S

~ CA20 Connect Transaction 10.27.17.944277

LogToken=C8962E98210EAAQD SSN=0905 Response=2.163217 (M=1 SYNCLEVEL=1

Sedkedkdedddok g deddedod bk dedekdk ke kkd Bottom OF Data wvdsdekdddsdddk ek dobdhdhkkdohd

Figure 3-15 Initiate tracking from the transaction index that is identified by the filter

As shown in Figure 3-16 on page 101, tracking reveals all the IMS logs that are associated
with the TCP/IP transaction. You can use the elapsed time view (on the right side) to identify
significant timing delays and then drill down to the individual records for further investigation.
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File Menu Edit Mode Navigate Filter Time Labels Options Help

BROWSE CEX000.QADATA. SLOWPRT3.ICON.D111828.1IPIID Tracking active
Command ===> Scroll ===> (SR

Forwards / Backwards . . 00.06.60.080100 Time of Day . . 68.28.20.388836

Code Description Date 2011-10-28 Friday Time {Elapsed}
/I e ererrrrrrrrrrrrerrrrrrrr et Tttt ettt
__ CA20 Connect Transaction TranCode=PRT3 10.27.17.944277
__B1 Input Message TranCode=PRT3 Source=Connect 0.0680713
35 Input Message Enqueue TranCode=PRT3 0.060832
B8 Application Start TranCode=PRT3 Region=0001 0.000451
__ 5607 Start of UOR Program=DFS$SAM33 Region=0061 0.000060
__ 31 DLI GU TranCode=PRT3 Region=0061 0.000036
__ 5616 Start of protected UOW Region=0001 0.000650
__BE SB Handler requ