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Preface

This IBM® Redbooks® publication provides a basic introduction to the IBM System Storage®
N series, virtualization, and VMware 5.x. It explains how to use the N series with VMware
vSphere 5 environments and the benefits of doing so. Examples are given on how to install
and set up VMware ESXi server with the N series.

The IBM System Storage N series used as a storage foundation offers unified storage
solutions that provide industry-leading technologies in the areas of storage efficiencies,
instantaneous virtual machine and datastore cloning for virtual servers and virtual desktops,
and virtual data center backup and business continuance solutions.

The information provided can be also be used as a foundation to create dynamic cloud
solutions, making full use of underlying storage features and functions. This book provides a
blueprint for how clients can create a virtualized infrastructure/storage cloud that will help to
address current and future data storage business requirements.

This edition includes information about the Virtual Storage Console (VSC), which is another
N series software product that works with VMware. VSC provides local backup and recovery
capability with the option to replicate backups to a remote storage system by using
SnapMirror relationships. Backups can be performed on individual virtual machines or on
datastores. You have the option of updating the SnapMirror relationship as part of the backup
on a per job basis. Similarly, restores can be performed at a data-store level or individual
virtual machine level.

IBM System Storage N series in conjunction with VMware vSphere 5 helps complete the
virtualization hierarchy by providing both a server and storage virtualization solution. Although
this configuration can further assist with other areas of virtualization, networks, and
applications, these areas of virtualization are not covered in detail in this book.

The team who wrote this book

This book was produced by a team of specialists from around the world working at the
International Technical Support Organization, San Jose Center.

Roland Tretau is an Information Systems professional with over 15 years experience in the IT
industry. He holds Engineering and Business Masters degrees, and is the author of many
storage related IBM Redbooks publications. Roland’s areas of expertise range from project
management, market enablement, managing business relationships, product management,
and consulting, to technical areas including operating systems, storage solutions, and cloud
architectures.

Salahaldean Alamayri is an IT Professional holding two Masters degrees (an MBA and an
MSEE) with both management and technical backgrounds that span over a decade in the
Information Technology industry. He has gained embedded systems experience, storage, and
backup and recovery technologies experience, and additional background in database
design, performance tuning, recovery, and security. He received multiple awards for his
contributions in these fields.
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instructor of server technologies. He is focusing on virtualization and cloud technologies and
holds certifications from Microsoft, Citrix, VMware, and IBM, as a Certified IT Specialist.
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Now you can become a published author, too!

Xii

Here’s an opportunity to spotlight your skills, grow your career, and become a published
author—all at the same time! Join an ITSO residency project and help write a book in your
area of expertise, while honing your experience using leading-edge technologies. Your efforts
will help to increase product acceptance and customer satisfaction, as you expand your
network of technical contacts and relationships. Residencies run from two to six weeks in
length, and you can participate either in person or as a remote resident working from your
home base.

Find out more about the residency program, browse the residency index, and apply online at:

ibm.com/redbooks/residencies.html
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Comments welcome

Your comments are important to us!
We want our books to be as helpful as possible. Send us your comments about this book or
other IBM Redbooks publications in one of the following ways:
» Use the online Contact us review Redbooks form found at:
ibm.com/redbooks
» Send your comments in an email to:
redbooks@us.ibm.com
» Mail your comments to:

IBM Corporation, International Technical Support Organization
Dept. HYTD Mail Station P099

2455 South Road

Poughkeepsie, NY 12601-5400

Stay connected to IBM Redbooks

» Find us on Facebook:
http://www.facebook.com/IBMRedbooks

» Follow us on Twitter:
http://twitter.com/ibmredbooks

» Look for us on Linkedin:
http://www.linkedin.com/groups?home=&gid=2130806

» Explore new Redbooks publications, residencies, and workshops with the IBM Redbooks
weekly newsletter:

https://www.redbooks.ibm.com/Redbooks.nsf/subscribe?0penForm
» Stay current on recent Redbooks publications with RSS Feeds:

http://www.redbooks.ibm.com/rss.html
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Introduction to IBM System
Storage N series

The IBM System Storage N series offers an additional choice for organizations that are facing
the challenges of enterprise data management. The IBM System Storage N series delivers
high-end value with midrange affordability. Built-in enterprise serviceability and manageability
features help to support customer efforts to increase reliability, simplify and unify storage
infrastructure and maintenance, and deliver exceptional economy.
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1.1 Unified storage

2

The IBM System Storage N series storage systems offer multiprotocol connectivity by using
internal storage or storage provided by expansion units, as shown in Figure 1-1. The N series
systems are designed to provide integrated block-level and file-level data access, allowing
concurrent operation in IP SAN (iSCSI), FC SAN, NFS, and CIFS environments.

Other storage vendors might require the operation of multiple systems to provide this
functionality. N series storage systems are designed to avoid costly downtime, both planned
and unplanned, and improve your access to important data, helping you gain a competitive
advantage. Features and functions provide data protection and data recovery solutions for
customers’ business critical environment as well as foundations for cloud storage solutions.
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SnapMirror
SyncMirror
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SnapManager for: Exchange,
: ] SAQL, Oracle, SAP, SharePoint,
IBM N series VMware, Hyper-V

&
Data ONTAP™

Figure 1-1 N series unified storage

The N series is a specialized, thin server storage system with a customized operating system,
similar to a stripped-down UNIX kernel, referred to as Data ONTAP. With this customized
operating system, many of the server operating system functions that you are familiar with are
not supported. Data ONTAP improves performance and reduces costs by eliminating
unnecessary functions that do not pertain to a storage system.

N series units come with pre-configured software and hardware, and with no monitor or
keyboard for user access, which is commonly called a headless system. A storage
administrator accesses the systems and manages the disk resources from a remote console
by using a web browser or command line.

A typical characteristic of an N series storage systems product is its ability to be installed
rapidly, using minimal time and effort to configure the system. The N series product is
integrated seamlessly into the network, making it especially attractive when time and skills
are limited in the organization of the customer.
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1.2 Product overview

The IBM System Storage N series portfolio (Figure 1-2) provides a range of reliable, scalable
storage solutions for various storage requirements. These capabilities are achieved by using
network access protocols. Examples include Network File System (NFS), Common Internet
File System (CIFS), HTTP, and iSCSI, as well as storage area network (SAN) technologies
such as Fibre Channel (FC).

By using built-in Redundant Array of Independent Disks (RAID) technologies, all data is well
protected, with options to enhance protection through mirroring, replication, snapshots, and
backup. These storage systems are also characterized by simple management interfaces that
make installation, administration, and troubleshooting straightforward.

N series systems offer*

N6210 & N6240 & N6270 & N7950T &
y G y G, y y = Network Protocols: NAS,
iSCSI, FCSAN .....
N series Gateways — Repurpose existing 39 party storage functionality by creating a virtualized N series environment " Single operating SVStem

Support for IBM, EMC, HP, Hitachi, 3Par,and Fujitsu storage systems

= Tightly integrated with
enterprise applications
- SnapManager for SQL,

SAP, Virtual Infrastructure,
etc

= Common System/storage
management tools

= Multiple RAID levels ...

N3150 N3220 & N3240 N6210 N6240 N6270 N7950T including double parity
180TB 381TB & 432TB 7207TB 1800TB 2880TB 4.3PB .
= Proven Disaster Recovery
with SnapMirror
w/3TB SATA

= Deduplication

Figure 1-2 N series portfolio

The most current IBM System Storage N series portfolio can be found at this website:

http://www.ibm.com/systems/storage/network/hardware/index.html
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1.3 High

With this type of flexible storage solution, you can perform the following tasks:

» Tune the storage environment to a specific application while maintaining flexibility to
increase, decrease, or change access methods with minimal disruption.

» React easily and quickly to changing storage requirements. If additional storage is
required, you can expand it quickly and non-disruptively. If existing storage is deployed
incorrectly, you can reallocate available storage from one application to another quickly
and simply.

» Maintain availability and productivity during upgrades. If outages are necessary, they can
be kept to the shortest time possible.

» Create effortless backup and recovery solutions that operate in a common manner across
all data access methods.

» Simplify your infrastructure with file- and block-level services in a single system.

» Tune the storage environment to a specific application while maintaining its availability and
flexibility.

» Change the deployment of storage resources non-disruptively, easily, and quickly. Online
storage resource redeployment is possible.

» Easily and quickly implement the upgrade process. Non-disruptive upgrade is possible.
» Achieve strong data protection solutions with support for online backup and recovery.

» Include added value features, such as N series deduplication and IBM Real-time
Compression™, to optimize space management.

All N series storage systems use a single operating system across the entire platform. They
offer a combination of multiple advanced function software features that provide one of the
most multifaceted storage platforms in the industry. Such features include comprehensive
system management, storage management, onboard copy services, virtualization
technologies, and disaster recovery and backup solutions.

availability as a cloud foundation

N series systems are available as clusters and are also referred to as active-active HA pairs.
They consist of two independent storage controllers that provide fault tolerance and
high-availability storage for virtual environments. The cluster mechanism provides
nondisruptive failover between controllers in the event of a controller failure. Redundant
power supplies in each controller maintain constant power. Storage HBAs and Ethernet NICs
are all configured redundantly within each controller. The failure of up to two disks in a single
RAID group is accounted for by RAID-DP.

The N series active-active HA cluster model can be enhanced by synchronously mirroring
data at the RAID level using NetApp SyncMirror. This mirrored active-active configuration
maintains two complete copies of all mirrored data. These copies are called plexes and are
continually and synchronously updated every time Data ONTAP writes to a mirrored
aggregate. When SyncMirror is used with HA clustering, the cluster has the ability to survive
the loss of complete RAID groups or shelves of disks on either side of the mirror.
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MetroCluster builds on the N series cluster model by providing the capability to place the
nodes of the clusters at geographically dispersed locations. Similar to the mirrored
active-active configuration, MetroCluster also maintains two complete copies of all mirrored
data. These copies are called plexes and are continually and synchronously updated each
time Data ONTAP writes data to the disks.

MetroCluster supports distances of up to 100 kilometers. For distances less than 500 meters,
the cluster interconnects, controllers, and disk shelves are all directly connected. It is referred
to as a stretch MetroCluster configuration.

For distances over 500 meters, MetroCluster uses redundant Fibre Channel switches and
interswitch links (ISL) between the sites. This configuration is referred to as a fabric
MetroCluster configuration. In this case, the controllers and the storage are connected
through the ISLs.

Note that the foregoing figures used in this section are simplified representations and do not
indicate the redundant connection between each component. Figure 1-3 illustrates
MetroCluster at more than 500 meters.

{ LAN

dark fibre

------ Cluster interconnect

» Dedicated pairs of FC switches
» No single point of failure - redundancy in all components and connectivity

Figure 1-3 MetroCluster greater than 500 meters

Chapter 1. Introduction to IBM System Storage N series 5



1.4 N series software features

6

The IBM System Storage N series also provides a selection of features and functions
designed to provide a comprehensive set of robust management and operational tools.
Included are high availability features, disaster recovery, and data copy services. Such
features help the system administration provide a high level of support for environments
requiring IP attached storage solutions.

Table 1-1 provides brief highlights of the available N series software features.

Table 1-1 Key N series software features overview

Feature

Benefits

Data ONTAP

>

Provides full-featured and multiprotocol data management for both
block and file serving environments through N series storage
operating system.

Simplifies data management through single architecture and user
interface, and reduces costs for SAN and NAS deployment.

Data compression

Offers transparent inline data compression to store more data in less
space, reducing the amount of storage you need to purchase and
maintain.

Reduces the time and bandwidth required to replicate data during
volume SnapMirror transfers.

Deduplication

Performs block-level data deduplication on NearStore data volumes
Scans and deduplicates volume data automatically, resulting in fast,
efficient space savings with minimal impact on operations.

Disk sanitization

Obliterates data by overwriting disks with specified byte patterns or
random data,
Prevents recovery of current data by any known recovery methods.

Flash Pool (requires
Data ONTAP 8.1.1 or
later version)

Enables automated storage tiering and combines solid-state drive
(SSD) and hard disk drive (HDD) technology.

Helps to achieve optimal performance and efficiency while lowering
the cost of the storage infrastructure.

FlexCache

Creates a flexible caching layer within your storage infrastructure
that automatically adapts to changing usage patterns to eliminate
bottlenecks.

Improves application response times for large compute farms,
speeds data access for remote users or creates a tiered storage
infrastructure that circumvents tedious data management tasks.

FlexClone

Provides near-instant creation of logical unit number (LUN) and
volume clones without requiring additional storage capacity.
Accelerates test and development, and storage capacity savings.

FlexShare

Prioritizes storage resource allocation to highest-value workloads on
a heavily loaded system.

Ensures that best performance is provided to designated
high-priority applications.

FlexVol

Creates flexibly sized LUNs and volumes across a large pool of disks
and one or more RAID groups.

Enables applications and users to get more space dynamically and
nondisruptively without IT staff intervention.

Enables more productive use of available storage and helps improve
performance.
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Feature

Benefits

Gateway

>

Supports attachment to IBM Enterprise Storage Server® series, IBM
XIV® Storage System, IBM System Storage IBM DS8000®, IBM
System Storage DS5000 series and a broad range of IBM, EMC,
Hitachi, Fujitsu and HP storage subsystems.

MetroCluster

Offers an integrated high-availability/disaster-recovery solution for
campus and metro-area deployments.

Ensures high data availability when a site failure occurs.

Supports Fibre Channel attached storage with SAN Fibre Channel
switch; SAS attached storage with Fibre Channel/SAS bridge; or
Gateway storage with SAN/Fibre Channel switch.

MultiStore

Partitions a storage system into multiple virtual storage appliances.
Enables secure consolidation of multiple domains and file servers.

NearStore (nearline)

Increases the maximum number of concurrent data streams (per
storage controller).

Enhances backup, data protection and disaster preparedness by
increasing the number of concurrent data streams between two
N series systems.

OnCommand » Enables the consolidation and simplification of shared IT storage
management by providing common management services,
integration, security and role-based access controls delivering
greater flexibility and efficiency

RAID-DP » Offers double parity bit RAID protection (N series RAID 6

implementation).
Protects against data loss due to double disk failures and media bit
errors occurring during drive rebuild processes.

SecureAdmin

Authenticates both the administrative user and the N series system,
creating a secure, direct communication link to the N series system.
Protects administrative logins, passwords and session commands
from cleartext snooping by replacing RSH and Telnet with the
strongly encrypted SSH protocol.

Single Mailbox Recovery
for Exchange (SMBR)

Enables the recovery of a single mailbox from a Microsoft Exchange
Information Store.

Extracts a single mailbox or email directly in minutes with SMBR,
compared to hours with traditional methods, eliminating the need for
staff-intensive, complex, and time-consuming Exchange server and
mailbox recovery.

SnapDrive » Provides host-based data management of N series storage from
Microsoft Windows, UNIX, and Linux servers.
» Simplifies host-consistent snapshot copy creation and automates
error-free restores.
SnapLock » Write-protects structured application data files within a volume to
provide write-once-read-many (WORM) disk storage.
» Provides storage enabling compliance with government records
retention regulations.
SnapManager » Provides host-based data management of N series storage for

databases and business applications.

Simplifies application-consistent snapshot copies, automates
error-free data restores, and enables application-aware disaster
recovery.
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Feature Benefits

SnapMirror » Enables automatic, incremental data replication between
synchronous or asynchronous systems.

» Provides flexible, efficient site-to-site mirroring for disaster recovery
and data distribution.

SnapRestore » Restores single files, directories, or entire LUNs and volumes rapidly,
from any snapshot backup.

» Enables near-instant recovery of files, databases and complete
volumes.

Snapshot » Makes incremental, data-in-place, point-in-time copies of a LUN or
volume with minimal performance impact.

» Enables frequent, nondisruptive, space-efficient and quickly
restorable backups.

SnapVault » Exports snapshot copies to another N series system, providing an
incremental block-level backup solution.

» Enables cost-effective, long-term retention of rapidly restorable
disk-based backups.

Storage encryption » Provides support for self-encrypting disk (SED) drives in N series
disk shelf storage and integration with license key managers,
including IBM Tivoli® License Key Manager.

SyncMirror » Maintains two online copies of data with RAID-DP protection on each
side of the mirror.

» Protects against all types of hardware outages, including triple disk
failure.

Gateway » Reduces data management complexity in heterogeneous storage
environments for data protection and retention.

1.5 IBM System Storage N series Gateways

The IBM System Storage N series Gateway product line is a network-based integrated
storage solution. It provides Internet Protocol (IP) and Fibre Channel protocol access to
SAN-attached heterogeneous storage arrays. The N6000 and N7000 series ordered with a
Gateway feature code help you make the most of the dynamic provisioning capabilities of
Data ONTAP software across your existing Fibre Channel SAN infrastructure to support an
expanded set of business applications.

An N series Gateway implementation can be thought of as a front-end implementation and a
back-end implementation. A front-end setup includes configuring the N series Gateway for all
protocols (NAS or FCP) and implementing any snap features (such as Snapshot, SnapMirror,
SnapVault, and so on). It also includes setting up backup, including NDMP dumps to tapes.
The back-end implementation includes all tasks that are required to set up the N series
Gateway system up to the point where it is ready for Data ONTAP installation. These tasks
include array LUN formatting, port assignment, cabling, switch zoning, assigning LUNSs to the
N series Gateway system, creating aggregates, and loading Data ONTAP.

The IBM System Storage N series Gateway can provide network shares, exports, or LUNs
that are built on flexible volumes that reside on aggregates. The N series Gateway is also a
host on the storage array SAN. N series Gateways can take storage array LUNs (which are
treated as disks) and virtualize them through Data ONTAP, presenting a unified management
interface.
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This simple, elegant data management solution can decrease management complexity and
improve asset utilization. This solution also can streamline operations to increase business
agility and reduce total cost of ownership and enhance data protection. In addition, it can
enable rapid recovery and broaden centralized storage usage by provisioning SAN capacity
for business solutions requiring NAS, SAN, or IP SAN data access (Figure 1-4).
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Figure 1-4 Gateway topology

With Data ONTAP, the N series Gateway now supports attachment of heterogeneous storage
systems and IBM expansion units of the type used with N series storage systems.

IBM System Storage N series Gateway provides several key features that enhance the value
and reduce the management costs of using a storage area network. An N series Gateway
offers the following advantages:

Simplifies storage provisioning and management

Lowers storage management and operating costs

Increases storage utilization

Provides comprehensive, simple-to-use data protection solutions

Improves business practices and operational efficiency

Transforms conventional storage systems into a better managed storage pool (Figure 1-5).
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Figure 1-5 Tiered heterogeneous storage

Current N series interoperability matrices, included storage subsystems that are supported as

N series back-end, are located at this website:

http://www.ibm.com/systems/storage/network/interophome.html

1.6 N series disk shelf technology

10

Currently four disk storage expansion units are available for the IBM System Storage N series

storage systems:

>

EXN4000: 4-Gbps Fibre Channel Disk Storage Expansion Unit (MTM 2863-004) with 14

low-profile slots for Fibre Channel disk drives

EXN3500: SAS Small Form Factor (SFF) Disk Storage Expansion Unit (MTM 2857-006)

with 24 SFF slots for SAS SFF disk drives

EXN3000: SAS/SATA Disk Storage Expansion Unit (MTM 2857-003) with 24 slots for SAS

disk drives.

EXN3200: SATA Disk Storage Expansion Unit (MTM 2857-306) with 48 slots for SATA disk

drives.

EXN expansion units: EXN expansion units can be used for attachment to a Gateway

with Data ONTAP 7.3 and later.
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Multiple EXN4000s, each with different Fibre Channel disk drive feature codes, can be
attached to the same N series storage system on the same Fibre Channel loop. Multiple
EXN3500s or EXN3000s, each with SAS or SATA disk drives, can be attached to the same N
series storage system on different SAS loops. EXN3200 shelves can be attached to N62xx
and N7950 systems supporting Data ONTAP 8.1.1.

For the latest storage expansion unit support information, visit the IBM support website:
http://www.ibm.com/storage/support/nas/

An overview of current disk shelf technology is displayed in Figure 1-6.
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Figure 1-6 Shelf topology comparison

1.7 Hardware summary

The hardware portfolio can be categorized in three major segments: entry systems
represented by the N300O0 series, mid-range systems represented by the N6000 series, and
enterprise systems represented by the N7000 series.
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1.7.1 N3000 series

The IBM System Storage N3000 systems are designed to provide primary and secondary
storage for midsize enterprises. All of the fragmented application-based storage and
unstructured data are consolidated into one single-code system. Easily managed and
expandable, this platform can help IT generalists increase their effectiveness.

In a cost-effective package, N3000 systems offer features such as those found in higher-end
IBM System Storage N series systems:

» Integrated data access
» Intelligent management software
» Data protection capabilities

N3000 series innovations include internal controller support for the following capabilities:

» Serial-attached SCSI (SAS) or serial advanced technology attachment (SATA) drives
» Expandable I/O connectivity
» Onboard remote management

The N3000 series is compatible with the entire family of N series storage systems. These
systems feature a comprehensive line-up of hardware and software designed to address a
variety of possible deployment environments.

1.7.2 N6000 series

The IBM N6000 series offers extraordinary performance to help you meet demanding service
levels of critical applications that can take priority under peak load conditions with FlexShare
quality of service software. The Performance Acceleration Module (Flash Cache), an
intelligent read cache, improves throughput and reduces latency to optimize the performance
of your storage system. The N600O series systems support simultaneous host attachment by
CIFS, NFS, iSCSI and Fibre Channel protocols. The N6000 series supports up to 960 disk
drives with a maximum raw capacity of 2880 TB.

1.7.3 N7000 series

The IBM System Storage N7000 series is designed to offer outstanding performance and
expendability. It delivers high-end enterprise storage and data management value with
midrange affordability.

1.8 Additional N series resources

For more details about N series hardware and software features, including an in-depth
explanation of functions, see the following Redbooks publications:

» |IBM System Storage N series Hardware Guide, SG24-7840
http://www.redbooks.ibm.com/abstracts/sg247840.htm1?0pen

» |IBM System Storage N series Software Guide, SG24-7129
http://www.redbooks.ibm.com/abstracts/sg247129.htm1?0pen
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Introduction to virtualization

Virtualization helps you take control of your infrastructure. With virtualization, you can see
and manage your computing resources in ways that offer more flexibility because you are not
restricted by implementation, location, or physical packaging. By using virtualization, you
have a logical, rather than a physical, view of data, computing power, storage capacity, and
other resources. By gaining greater control of your infrastructure, you can improve cost
management.

This chapter describes the various types of virtualization. It includes the following topics:

Advantages of virtualization
Storage virtualization
Network virtualization
Application virtualization
Server virtualization
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2.1 Advantages of virtualization

14

Businesses are pursuing financial savings through both server and storage consolidation.
The consolidation is achieved by using virtualization. Virtualization is the abstraction of a
physical resource into a virtual resource that is decoupled from the underlying hardware.
Consolidation of server and storage hardware by using virtualization offers a return on
investment (ROI) for the business.

Although cost savings is a primary driver for initial virtualization deployment, the full value of
virtualization lies in its ability to offer the following advantages:

» Improved total cost of ownership (TCO):

By decreasing management costs and increasing asset utilization, you can experience a
rapid ROI with virtualization. In addition, by virtualization of resources, you can make them
easier to migrate or fail over to other physical devices or locations. Thus you can enhance
system availability and help lower the cost and complexity of disaster-recovery solutions.

» Increased flexibility:

Virtualization supports the pooling of resources that can be managed centrally through an
enterprise hub to better support changing business requirements dynamically.

» Enabled access through shared infrastructure:

Virtualization provides a resilient foundation and shared infrastructure that enables better
access to infrastructure and information in support of business applications and
service-oriented architectures (SOA).

Companies of all sizes are aggressively adopting virtualization solutions to help in the
following areas:

» Infrastructure simplification:

Virtualization can help control infrastructure sprawl through the deployment of virtual
servers and storage that run securely across a shared hardware environment.
Virtualization not only helps with server consolidation, but also server containment when
deploying new systems. Consolidating to a virtual infrastructure can enable you to
increase server utilization rates from 5% to 15% to over 70%, thus helping improve ROI.
In addition, a simplified infrastructure can help lower management costs with a common
management platform and tooling.

» Rapid application deployment:

Virtualization can help enable rapid infrastructure provisioning (in minutes instead of
days). It can help developers speed application test and deployment, enhance
collaboration, and improve access to the infrastructure. The ease and flexibility of creating
and reconfiguring guest operating systems helps development and test environments to
realize significant benefits from virtualization.

» Business resiliency:

Virtualization can help IT managers secure and isolate application workloads and data
within virtual servers and storage devices for easier replication and restoration. This
added resiliency can provide IT managers with greater flexibility to maintain a highly
available infrastructure while performing planned maintenance. It also helps in configuring
low-cost disaster recovery solutions.

Virtualization technologies solve many traditional backup issues, because they decouple
the bindings between the operating system (with the application and data) and the
underlying hardware. For example, you can have a different hardware topology in the
recovery site, both in terms of the number of servers and the configuration of those
servers. You can also still boot all your guests on the two different data centers.
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With virtualization, you can freely mix and match technologies through common management
tools for managing distributed heterogeneous resources. This added freedom offers
capabilities to lower switching costs, add flexibility and freedom of choice, and mask
complexity. Managing each computer or resource together virtually, instead of separately,
allows for significant improvements in utilization and administrative costs.

So to summarize, here are the main reasons why you should use virtualization:

» To get more out of your hardware resources

To reduce IT costs

To increase hardware and applications availability improving business continuity
To increase operational flexibility

>
>
>
» To improve desktop manageability and security

2.2 Storage virtualization

The amount of data and information that is being generated by businesses continues to grow.
The IT data center manager must deal with this high rate of growth and, at the same time,
look for ways to reduce costs. Storage consolidation helps the data center manager deal with
the rapid growth and costs concerns. Increasing the utilization of the storage hardware,
similar to what was explained for the server hardware, is cost-effective, and helps meet the
growing demand. Storage consolidation is the allocation or provisioning of shared storage
resources.

This consolidation is enabled by storage virtualization (Figure 2-1). Shared storage is
connected to the servers by using Fibre Channel or IP-based networks.
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Figure 2-1 Storage virtualization
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Storage virtualization software, which is similar in concept to server virtualization, abstracts
the storage hardware volumes of data into a logical or virtual view of the volume. Using

N series hardware with storage virtualization gives the data center a method to support
storage provisioning, independent of the underlying storage hardware.

Storage virtualization can enable data sharing, data tiering, improved storage hardware
utilization, improved availability, and disaster recovery capabilities. Storage virtualization
software separates the representation of the storage to the operating system from the
physical device. Utilization rates of storage are likely to be improved when moving toward
network-based storage that is virtualized.

2.3 Network virtualization

16

If physical server farms are consolidated into virtual server farms, parts of the physical
network can be replaced by a virtual network, saving money and reducing management
complexity. Network performance and bandwidth between the servers is increased, enabling
new data-intensive applications. Although network virtualization is not covered in detail in this
IBM Redbooks publication, this section provides a brief overview of it. It also highlights the
various technologies within the platform-specific topics.

Business-critical applications require more efficient management and use of network
resources regarding performance, resource usage, people cost, availability, and security.
Network virtualization includes the ability to manage and control portions of a network that
can even be shared among different enterprises, as individual or virtual networks. At the
same time, isolation of traffic and resource utilization is maintained.

Network virtualization includes technologies such as Virtual Private Networks (VPNs), IBM
HiperSockets™, Virtual Networks, and VLANS. It also includes the ability to prioritize traffic
across the network, through quality of service (QoS), to ensure the best performance for
business-critical applications and processes. Instrumentation of network resources and
operations, such as Simple Network Management Protocol (SNMP), can be abstracted
across the server and networking devices. These technologies are key enablers for
on-demand behavior.

The N series assists with this network virtualization with its ability to support multiprotocols
and transports:

Common Internet File System (CIFS)
Network File System (NFS)

iSCSI

Fibre Channel Protocol (FCP)

Fibre Channel over Ethernet (FCoE)
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As illustrated in Figure 2-2, this virtualization of protocols enables consolidation of storage
and reduces any connection impact to the existing network.
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Figure 2-2 Multiprotocol N series

2.4 Application virtualization

Application virtualization addresses application-level workload, response time, and
application isolation within a shared environment. Application virtualization complements
server, storage, and network virtualization as illustrated in Figure 2-3.

Application Virtualization

Figure 2-3 Virtualization stack
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With application virtualization, businesses can push the boundaries of their IT infrastructures
further for greater agility, cost savings, operational efficiency, and manageability. Also, ClIOs
and IT administrators can literally do more with less. With application virtualization, data
centers can run applications on any application server in a common resource pool.
Furthermore, administrators can deploy resources quickly and seamlessly during peak
periods and in response to unforeseen demand for mission-critical applications. In addition,
data administrators can achieve application response times and service levels that meet
service level agreements.

2.5 Server virtualization

18

With virtualization, one computer does the job of multiple computers, by sharing the
resources of a single computer across multiple environments (Figure 2-4). By using virtual
servers and virtual desktops, you can host multiple operating systems and multiple
applications locally and in remote locations, freeing you from physical and geographical
limitations.

Server virtualization also offers energy savings and lower capital expenses because of more
efficient use of your hardware resources. You also get high availability of resources, better
desktop management, increased security, and improved disaster recovery processes when
you build a virtual infrastructure.

88686 84848 48488

Application

Application

Operating System

Operating System Operating System

Virtual Infrastructure

% <%

Storage Network Servers

Figure 2-4 Server virtualization
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The virtualization concept became more popular with the introduction of hypervisors
(software responsible for the virtualization layer) in the x86 platform. However, server
virtualization is not a new technology. It was first implemented more than 30 years ago by IBM
as a way to logically partition mainframe computers into separate virtual machines. These
partitions allowed mainframes to multitask (run multiple applications and processes at the
same time). However, because of the high cost of the mainframes, the virtualization
technology did not become popular.

The broad adoption of Microsoft Windows and the emergence of Linux as server operating
systems in the 1990s established x86 servers as the industry standard. The growth in x86
server and desktop deployments introduced new IT infrastructure and operational challenges.
Virtualization in the x86 platform allowed companies to centralize the management of servers
and desktops, together with a reduction in cost of management.

2.5.1 VMware vSphere

The VMware approach to virtualization inserts a thin layer of software directly on the
computer hardware (with the bare metal hypervisors as ESXi). Or it can be done on a host
operating system (with the VMWare Server product). This software layer allocates hardware
resources dynamically and transparently. Thus it enables multiple operating systems to run
concurrently, each unaware of the others, on a single physical computer.

The VMware vSphere, combined with IBM System Storage N series storage and its storage
virtualization capabilities, brings several benefits to data center management:
» Server consolidation and infrastructure optimization:

Virtualization makes it possible to achieve higher resource utilization by pooling common
infrastructure resources and breaking the “one application to one server’ model.

» Physical infrastructure cost reduction:

With virtualization, you can reduce the number of servers and related IT hardware in the
data center. The benefit is reductions in real estate, power, and cooling requirements,
resulting in lower IT costs.

» Improved operational flexibility and responsiveness:

Virtualization offers a new way to manage IT infrastructure. It can help IT administrators
spend less time on repetitive tasks, such as provisioning, configuration, monitoring, and
maintenance.

» Increased application availability and improved business continuity:

You can reduce planned downtime and recover quickly from unplanned outages. You have
the ability to securely back up and migrate entire virtual environments with no interruption
in service.

» Storage savings:

By taking advantage of the N series thin provisioning capability, you can allocate the space
of the actual used files only (see Figure 2-5).
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Figure 2-5 Thin provisioning savings

» Rapid datacenter deployment:

With the LUN clone capability of N series system, you can quickly deploy multiple VMware
hosts in the data center.

2.5.2 Implementation example
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This section provides an example of one of several configurations that were used and
implemented in the development of this Redbooks publication.

The environment has the following setup:

>
>

»

IBM System

Server: IBM System x3650 system
Storage: 2 x IBM System Storage N series 6070

iISCSI used as Storage protocol for the connection between the storage system and the
server

Ethernet switch
Network:

— 1-Gigabit NIC for VMware Service Console
— 1-Gigabit NIC for VMotion
— 1-Gigabit NIC for the virtual machines

Virtualization software:

— VMware ESXi 5.1
— VMware vCenter 5.1

Network and storage redundancy: This example does not consider redundancy for
network and storage.

Storage N series with VMware vSphere 5



Figure 2-6 shows the environment used to write this book.

N6070

%3650

Network

NB070

Figure 2-6 The environment used to write this book
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Benefits of N series with VMware
vSphere 5.1

This chapter outlines the benefits that the IBM System Storage N series provides to
VMware vSphere 5.1 environments. It includes the following topics:

»

vVVvyVvYyVvYyYvVvYYyvYyyYy

Increased protection with RAID-DP

Cloning virtual machines

N series LUNs for VMWare host boot

N series LUNs for VMFS datastores

Using N series LUNs for Raw Device Mappings

Growing VMFS datastores

Backup and recovery of virtual infrastructure (SnapVault, Snapshot, SnapMirror)
Using N series deduplication with VMware
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3.1 Increased protection with RAID-DP

In a VWware vSphere 5.x environment, the performance and availability of the storage
system are important. With a number of servers systems being consolidated into each
VMware host, a failure can cause all of the machines to have an outage or data loss.
RAID-DP (Figure 3-1) provides the benefit of both performance and availability without the
requirement to double the physical disks. This benefit is achieved by using two dedicated
parity disks. Each disk has separate parity calculations, which allows the loss of any two disks
in the Redundant Array of Independent Disks (RAID) set while still providing excellent
performance.

Data reliability for virtualization

The Problem i NSeries RAID-DP™ Solution
» Double disk failure is a » Protects against double disk
mathematical certainty i failure
» RAID 5 » High performance and fast
» Insufficient protection £ rebuild
» RAID 10 » Same capacity as RAID 10 at

half the cost
» Double the cost

RAID 5 RAID 10 RAID-DP

Cost Low

Performance

Resiliency

Figure 3-1 RAID-DP

3.2 Cloning virtual machines
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Although guests clone can be performed natively with VMware, combining it with the cloning
features from N series provides significant storage space savings. This type of cloning is
particularly helpful when testing existing VMs. Guests can be cloned at the N series level
using little additional disk capacity due to the deduplication, explained on 3.9, “Using N series
deduplication with VMware”, where VMware guest cloning alone would take double of the
required disk allocation.
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3.3 Multiprotocol capability for storing files on iSCSI, SAN, or
NFS volumes

The N series storage system provides flexibility in the method and protocol used to connect to
storage. Each has advantages and disadvantages, depending on the existing solution and the
VMware environment requirements.

Traditionally, most VMware scenarios use standard Fibre Channel SAN connectivity. With

N series, you can keep using this method if it is already in the environment. However, fiber
connectivity can be expensive if new purchases are required. As a result, more environments
are now implementing network connectivity methods to storage. Such methods include
iISCSI, Network File System (NFS), and Common Internet File System (CIFS), as illustrated in
Figure 3-2.

NAS — File Based Methods

S

CIFS or

Fibre Channel | | FCoE | | iSCSI | IEI NFS

CthErme
Feoe
|

__/

N series

Figure 3-2 Storage protocols used by VMWare and available on N series family
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3.4 N series LUNs for VMWare host boot

N series storage systems provide a set of features that make the boot from SAN reliable,
secure, and cost effective through the usage of these methods:

» Snapshot of a logical unit number (LUN), to be restored later. Snapshots can be used to
restore data in a case of a storage failure or corrupted file systems.

» FlexClone, which enables the clone of a LUN to make it available to another servers. This
method can be used to deploy multiple ESXi hosts. For example, you can install the ESXi
operating system on a single server, then use FlexClone to make a copy of that LUN to
multiple servers. This N series feature is also helpful when you want to reproduce your
production environment on a test area. FlexClone functionality is shown in Figure 3-3.

Volume 1 b Start with a volume
Snapshot™ » Create a Snapshot copy
Copy of
Volume 1
» Create aclone
{a new volume based on
Volume 2 |:| |:| |:| the Snapshot copy)
(Clone)
" . _—
Snapshot Copy Modify the original volume
_ -~ - ~ » Modify the cloned volume
Data Written
to Disk: Result:
Volume 1 Independent volume copies,
Changed Blocks efficiently stored
Cloned Volume,
Changed Blocks

Figure 3-3 FlexClone cloning and space savings

Customizing the ESXi operating system: After using FlexClone, the ESXi operating
system must to be customized to avoid IP and name conflicts with the original server from

where the FlexClone was taken.
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3.5 N series LUNs for VMFS datastores

Adding as many hard drives as possible on the aggregates provide improved performance for
LUNSs residing on them. As a best practice, ensure that each LUN is used by a single
datastore, thus making them easier to manage.

Similar backup and recovery requirements are good criteria when deciding which servers
should share the same datastores. Consider to have very important servers on their own
datastore, on a single LUN from a single volume, so you can take full advantage of N series
advanced functionalities, which are implemented at the volume level.

3.6 Using N series LUNs for Raw Device Mappings

Using Raw Device Mappings (RDM) with VMware ESXi offers the following benefits:

Mapping file references to persistent names
Unique ID for each mapped device
Distributed locking for raw SCSI devices
Redo log tracking for a mapped device
Virtual machine migration with vMotion
SAN management within a virtual machine

vVvyYvyvyYYyvyy

The N series can facilitate these benefits by providing virtual LUNs though flexible volumes
(Figure 3-4).

. x86 Architecture ' x86 Architecture

Virtualization Virtualization

Mapped Device
N series LU

. Y
Virtual F_:Vlalppmg
disk file ile location

Permissions Disk data

Sectors

Disk data Locking and
sectors soon

[l—o<><rn|—'n]

Figure 3-4 Mapping file data
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3.7 Growing VMFS datastores

Starting with VMware vSphere version 4 and later versions, datastores can be easily
extended by increasing the size of the N series LUN, and then adding that space to the
datastore. Previous versions required to have a new LUN assigned to that datastore, creating
an extent for it and making it hard to maintain.

3.8 Backup and recovery of virtual infrastructure
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(SnapVault, Snapshot, SnapMirror)

The use of N series functions, such as Snapshot, allow for fast backup of a whole disk volume
without using much additional disk space. The backup can then be written to tape or mirrored
to auxiliary storage at the same or different location.

Recovery of a disk volume from Snapshot is fast, because the current volume is quickly
replaced by the Snapshot one. If less data is required for restoration, such as a single file or a
guest virtual machine disk (files with .vmdk extension), then the restore depends on the
backup strategy:

» If Snapshot is used, a clone VM can be created from that Snapshot can be created and
just the required files can be copied back manually.

» If backup is performed to fape, a restore of the required files is performed.
» If a mirror exists, the required files can also be copied back manually.

It is important to note that if no other tool is implemented and a volume backup is taken, only
the entire volume can be restored. To overcome that limitation, IBM offers the IBM Tivoli
Storage Manager product. This product interacts with VMWare vSphere APlIs for Data
Protection, formerly known as Virtual Consolidated Backup (VCB) on earlier VMWare
versions. When used together, these products can restore on the image, volume, and file
levels from a single backup, allowing for space usage savings on the storage and creating an
unified backup and restore plan.

For more information, see the following website:

http://www.ibm.com/developerworks/wikis/display/tivolistoragemanager/IBM+Tivoli+St
oragetManager+for+Virtual+Environments
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3.9 Using N series deduplication with VMware

Deduplication is the concept of storing multiple instances of the same information into a
single point, and using a pointer to refer to it on the next occurrences, so files that potentially
might be stored in an environment many times are stored only once. Microsoft Exchange and
Symantec Vault are commercial products known for the usage of deduplication.

N series deduplication provides Advanced Single Instance Storage (A-SIS) at the storage
level, rather than the application level, which significantly reduces the amount of storage that
is used when the same files are stored multiple times. The deduplication process is shown in
Figure 3-5.

ESXi Server

- Eliminate OS and
application
redundant space

/ // / -WVMs consume
storage only for their

/ N /aép:_/V unique data

- Duplicated data saved through - Reduce storage cost
& [ deduplication with virtualization

3

Figure 3-5 Storage Consumption with N series A-SIS
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3.10 Coupling deduplication and compression

30

You can further increase savings by using N series deduplication and compression with the
IBM Real-time Compression solution. Compression, which has been around for several
years, has not met the strict IT demands for primary storage until now. To solve primary
storage capacity optimization, vendors need to ensure data integrity and availability, without
impacting performance or forcing IT to change their applications or process.

The IBM Real-time Compression technology meets these requirements with its Random
Access Compression Engine (RACE), through an appliance called Real Time Compression
Appliance (RTCA). It provides a tremendous reduction in capital and operational costs when it
comes to storage management and the additional benefits of less to be manage, power, and
cool. Similar to server virtualization, IBM Real-time Compression fits seamlessly into your
storage infrastructure, without requiring changes to management processes and offering
significant savings throughout the entire data life cycle.

IBM Real-time Compression provides data compression solutions for primary storage,
enabling companies to dramatically increase storage efficiencies. IBM Real-time
Compression has the following benefits:

» Resource savings: Compressing data at the origin triggers a cascading effect of multiple
savings across the entire information life cycle. As less data is initially written to storage, it
results on following gains:

— Up to 80% of data footprint reduction
— There is a reduction in storage CPU and disk utilization.

— Effective storage cache size increases in proportion to the compression ratio and
enables higher performance.

— Snapshots, replication, and backup and restore-related operations all benefit from the
data reduction and perform better.

» Transparency: No configuration change is required on the storage, networks, or
applications. The IBM Real-time Compression system is agnostic to both data types and
storage systems.

» Simplicity: IBM Real-time Compression Plug and Play real-time data compression
appliances are simple to deploy, with a typical installation less than 30 minutes.

For more details on integration of vSphere 5.x environments with the IBM Real-time
Compression Appliance™ (RTCA), see the IBM Redbooks publication: Introduction to IBM
Real-time Compression Appliances, SG24-7953-01. It is located at the following website:

http://www.redbooks.ibm.com/abstracts/sg247953.htm1?0pen
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Planning for N series and
VMware vSphere 5.1

This chapter explains how to plan the setup of an N series and VMware ESXi installation.

It includes the following topics:

v

Planning requirements

Overview of solution sizing
Planning for the virtualized solution
Configuration limits and guidance
vol options <vol-name> no_atime_update on
Storage provisioning

Storage connectivity

Networking for IP storage
Increasing storage utilization
Snapshots

Backup and recovery

N series FlexShare

Licensing

VVYYVYYYVYYVYVYVYVYYVYY
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4.1 Planning requirements

The first step to be taken when implementing a new technology is planning. This step is often
underestimated because of lack of knowledge and the non-immediate results of an
unplanned system.

The aim is to have a long lasting implementation with as few problems as possible. This
chapter discusses some considerations that you need to keep in mind when planning your
environment and the integration of its components.

4.1.1 Compatibility and support

The first step in ensuring the feasibility of a solution is to check its compatibility. Both
hardware and software must be certified and supported to work with each other. Otherwise,
you might not have support from the vendors if needed.

Because your server hardware might be from different vendors, this book provides the
storage and software compatibility references.

4.1.2 Data ONTAP

Although Data ONTAP has supported VMware products since the introduction of the N series
product line, this support is continually being enhanced. See the “IBM System Storage

N series Interoperability Matrix” web page at the following address for the latest supported
solutions:

http://www-03.ibm.com/systems/storage/network/interophome.htm]
Access to IBM Systems support: You must register for access to IBM Systems support
applications and content. You can register at the following address:
http://www-01.1ibm.com/support/docview.wss?uid=ssg157003278

4.1.3 VMware vSphere 5.1
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To ensure that your overall solution is supported by VMware vSphere and IBM, see the
VMware Compatibility Guide, located at the following website:

http://www.vmware.com/resources/compatibility/search.php
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4.2 Overview of solution sizing

For your virtualized environment to deliver successful results, you must ensure that both the
servers and the storage subsystems are sized appropriately. The following topics can help
you to avoid overlooking items that can cause bottlenecks and that might negatively impact
your environment.

Before deciding which hardware your solution is to use, monitor the systems that you intend
to virtualize. Create a performance baseline wide enough to encompass both periods of low
utilization and peak usage, as well as month-end closing activities. Doing this can help avoid
having a distorted picture of resource utilization, which could lead to an incorrect capacity
analysis and consequent inappropriate hardware acquisition.

4.2.1 VMware ESXi Server sizing

Virtual machines provide resources to the operating system and applications so they can
perform their activities. If those resources are not enough, the requester must wait for their
availability. Although virtualization is a way to share resources among different servers, it is
important to have resources available at the time they are requested.

The core applications running on the servers, generally related to the company’s business,
are by far the most important to be measured and provided with resources. However,
programs used to maintain the main ones cannot be overlooked, such as backup and
antivirus, particularly when taking the consolidation approach. If you miss a program that
uses 50 MB of memory, it might not impact the performance of a physical machine. But if you
consolidate 20 virtual machines over a VMware ESXi server, you must add at least 1 GB of
memory to your hardware needs. If those resources are not promptly made available to the
secondary applications, they must compete with the primary ones, causing bottlenecks.

Here are four main resources that you need to take into account:

» Processors

» Memory

» Networking bandwidth
» 1/O capabilities

Hardware shortages are often masked when the virtual machines are distributed equally
among multiple VMware servers. Suppose that a physical server fails and the VMs running on
that server are distributed to the remaining systems. In such a case, a small hardware
shortage can become a critical business problem that manifests as poor performance.

This section provides an overview of VMware vSphere sizing. For detailed information such
as sizing maximums, see the VMware support web pages:

http://www.vmware.com/pdf/vsphere5/r51/vsphere-51-configuration-maximums.pdf

4.2.2 N series sizing

The N series product line offers plenty of options when sizing for a given solution. Whether
your requirements are for a small entry level system, a medium sized system, or even a large
enterprise class system, there is an N series system that can meet your needs. However,
your solution must be sized to meet the demands that your applications place on it. Sizing the
solution is far more important in a virtualized environment than a standard environment. It is
because performance impacts affect multiple applications and lines of business.
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N series hardware

Most N series systems run all advanced functionality software that is offered in the N series
product line. However, each function that an N series system must perform impacts the 1/0
capabilities of that device. Therefore, if your solution requires a moderate 1/O rate for the
applications it runs, you might want to look deeper into the overall goals of the virtualization
project.

Often, virtualization projects are carried out to simplify or consolidate the environment.

N series systems deliver a high performing solution for this goal, because they can displace
both Network File System (NFS) and Common Internet File System (CIFS) file servers.
However, this workload requires system resources and must be taken into account when
deciding which N series is correct for the solution. Additionally, if the primary system must be
replicated to an alternate location for backup or disaster-recovery purposes, this replication
can impact the size of the N series system that is required.

Finally, local space saving functionality, such as N series deduplication, also requires system
resources. The N series model chosen must be large enough to accommodate the extra
processing.

After you take these considerations into account, you might need a larger system than you
initially thought. Keep in mind that all of the N series systems are easy to administer and offer
many virtualization enhancements that can save time and money in the end.

N series physical drive size

With the increasing size of disk drives, it is easy to fall into the trap of sizing your storage
subsystem based on the amount of storage space required. To further exacerbate this
problem, N series systems run well with large drives, even with large SATA drives. However,
in a virtualized environment, you must use the overall I/O per second (IOPS), MBps, or both
to calculate the number of disk drives that are used.

If you do not calculate the number of disk drives, you can run into performance bottlenecks
that can be easily avoided. For example, an N series system can seem to be running out of
write cache when it is unable to get data to disks quickly enough because large disk drives
are too few. Deciding on the number and size of disk drives to use based on the performance
needs of the overall solution ensures that your applications can meet your business
requirements.

N series software

Numerous software features can address many of the diverse business needs that a
company might have. Almost all of these features can be run on almost all of the N series
models. However, as stated earlier, each software feature requires a slice of the system
resources. Additionally, as you apply more software features to a system, the requirements
and possibly limitations of the N series hardware become more important.

Therefore, engage IBM professional services to assist you with selecting the right software
and the right system for all of the work that the N series system must perform.
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N series high availability

The VMware ESXi Servers that you deploy must host numerous guest systems, each of
which has availability requirements. Therefore, the N series system that is deployed must
provide high availability. Consider a situation where none of the applications that are running
are critical applications. In this case, the number of applications that might be affected by
unavailable storage must encourage you to use the high availability features of the N series
system for even the simplest deployment. For example, all storage systems need to be
clustered and using RAID-DP. For even higher availability and redundancy, use an N series
MetroCluster as a foundation for VMware vSphere solutions (Figure 4-1).

[Aggregate

N1 Pool 0

N2 Pool 1 | N1 Pool 1

up to 500 m

Figure 4-1 N series MetroCluster protection

4.3 Planning for the virtualized solution

Many areas of the virtualized solution require decisions to be made on how the environment
is to be configured and ultimately function. This section examines the options within each of
these decision points. You must consider the ramifications of each decision based on the
overall solution and the requirements that must be obtained.

Important: Read this chapter throughout its entirety before you finalize your decisions,
because you might find restrictions or limitations that alter your choices.

4.3.1 Storage delivering options

There are three types of storage methods available to VMware vSphere 5.1. The following
sections review each of these options and summarize the unique characteristics of each.

VMFS datastores

VMFS datastores are logical partitions created over LUNs, provided either through Fibre
Channel (FC), Fibre Channel over Ethernet (FCoE), or iSCSI methods. They are then
formatted with the Virtual Machine File System (VMFS) file system. It sends SCSI commands
encapsulated on Fibre Channel or IP, for FC or iSCSI respectively. It is the most common
method for deploying storage in VMware environments (see Figure 4-2).
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Figure 4-2 VMFS datastore: Fibre Channel (FC), Fibre Channel over Ethernet (FCoE), iSCSI

The challenges associated with this storage design focus around performance scaling and
monitoring. This design has a layered /O effect where 1/Os for individual guests are
aggregated together as read and write requests to a shared datastore. As the number of
guest machines increase on a datastore, administrators must be aware of the increase in
aggregated I/O to the datastore. Individual guests that are generating higher I/O loads cannot
be identified by the storage array. To identify storage bottlenecks, storage administrators must
reference the VMware vCenter.

For information about accessing virtual disks stored on a VMFS using either Fibre Channel
Protocol (FCP) or iSCSI, see the related VMware Guides at the following address:

http://pubs.vmware.com/vsphere-51/topic/com.vmware.IChase/PDF/vsphere-esxi-vcenter
-server-51-storage-guide.pdf
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VMFS datastores over Fibre Channel protocol

This solution comprehends the utilization of HBAs, switches, and storage devices that
communicate using Fibre Channel protocol, which encapsulates the SCSI disk commands.
That protocol has minimum overhead and is not routable. This solution has the following
characteristics:

» Fibre Channel has the lowest latency rates, contributing to a fast connectivity.

» Multipathing must be managed carefully to avoid path thrashing when failover and failback
occur.

» Data is managed from the VMWare side, commonly from VMWare vCenter.

» The storage performance is easily accessible through the Performance tab either on
vCenter or directly on the host, using the Virtual Client Infrastructure.

» It has a higher cost due to the fiber components, as fiber HBAs on the servers, fiber cables
and Fibre Channel Switches, also known as fabric.

VMFS datastore over iSCSI protocol

Because Fibre Channel components can be expensive, a new solution emerged, using the
existing network infrastructure existing on datacenters, based on Ethernet. In that way, you
can use the common server network interfaces to connect to a storage, as the SCSI
commands are encapsulated over an IP package.

The iSCSI solutions have the following characteristics:
» As they use common network components, they cost less than Fibre Channel solutions.
» Multipathing is easy to implement.

» Data is managed from the VMWare side, commonly from VMWare vCenter.
» The storage performance is easily accessible through Performance tab either on vCenter
or directly on the host, using the Virtual Client Infrastructure.

» Latency is higher than using Fibre Channel due to IP encapsulation of SCSI commands.

Raw Device Mapping over Fibre Channel
Raw Device Mapping (RDM) was introduced in VMware ESX Server V2.5. This solution has
the following strengths:

» It provides high disk 1/0 performance.
» Easy disk performance measurement from the storage array is possible.

» It includes support for virtual machine host-based clustering, such as Microsoft Cluster
Server (MSCS).

» Easy integration with features of advanced storage systems. They include N series thin
provisioning, SnapRestore, FlexClone, and data deduplication, provided by the IBM
System Storage N series Advanced Single Instance Storage (A-SIS)

The challenges of this solution are that VMware datacenters might have to be limited in size.
This design requires an ongoing interaction between storage and VMware administration
teams. Figure 4-3 shows an example of this configuration. Each virtual disk file has a direct
I/0 to a dedicated logical unit number (LUN). This storage model is analogous to providing
SAN storage to a physical server, except for the storage controller bandwidth, which is
shared. In this design, the I/O of each virtual machine is managed individually by the N series
storage system.
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Figure 4-3 RDM access of LUNs by guests

For more information about RDM over Fibre Channel, see the documents available at this
website:

http://pubs.vmware.com/vsphere-51/topic/com.vmware.IChase/PDF/vsphere-esxi-vcenter
-server-51-storage-guide.pdf

NFS datastore

Support for storing virtual disks (.vmdk) on a Network File System (NFS) was introduced with
the release of VMware ESX Server V3.0. After storage has been provisioned to the ESXi
Servers, the VMware administrator is free to use the storage as needed, with these benefits:

» Lower costs per port: As Ethernet is used to communicate with the storage instead of
Fibre Channel, there are savings on Fibre HBAs and SAN switches. For the same reason,
latency is higher comparing to FC solutions.

» Space utilization savings: VMs disks are created as thin provisioned format by default.

» Storage managed performance: Each virtual disk file has its own 1/O queue directly
managed by the IBM System Storage N series storage system, instead of a single queue
management offered by FC or iSCSI VMFS datastores.

» NFS is the only format both compatible with VMware and IBM Real Time Compression
Appliance (RTCA).

» Space management: NFS datastores are easier to manage, as their expansion occurs
automatically as soon as you extend the NFS exports on the storage side.

NFS datastores are easy to integrate with data management and storage virtualization
features provided by advanced storage systems. They include N series data deduplication,
array-based thin provisioning, and SnapRestore. In the NFS datastore configuration shown in
Figure 4-4, the storage layout looks similar to a VMFS datastore.
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Figure 4-4 NFS accessed datastore

Important: Whenever using thin provisioned disks, carefully watch the space available on
the NFS volume, as it can grow without any previous notice. If the used space exceeds the
available space, all the virtual machines hosted on that volume might crash.

There are some drawbacks when using NFS that are important to keep in mind:

» Because sharing disks is not possible as in RDMs, you cannot create Microsoft Clusters
over an NFS datastore.

For more information about storing .vmdk files on NFS, see the vCenter Server and Host
Management at the following website:

http://pubs.vmware.com/vsphere-51/topic/com.vmware.ICbase/PDF/vsphere-esxi-vcenter
-server-51-host-management-guide.pdf

4.3.2 N series storage configuration

This section provides information about the configuration settings for the N series base
hardware and its software features.

RAID data protection

When focusing on storage availability, many levels of redundancy are available for
deployments. Examples include purchasing physical servers with multiple storage host bus
adapters (HBAs) and deploying redundant storage networking and network paths to use
storage arrays with redundant controllers. If you have deployed a storage design that meets
all of the criteria, you might think that you have eliminated all single points of failure. Actually,
data protection requirements in a virtual infrastructure are even greater than on a traditional
physical server infrastructure. Data protection has become a paramount feature of shared
storage devices.
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RAID-DP in Data ONTAP is an advanced RAID technology that is provided as the default
RAID level on all IBM System Storage N series storage systems. RAID-DP provides
protection from the simultaneous loss of two drives in a single RAID group. RAID-DP is
economical to deploy, because the impact with the default RAID group size is a mere 12.5%.
This level of resiliency and storage efficiency makes data residing on RAID-DP safer than
data stored on RAID 5 and more cost effective than RAID 10. Use RAID-DP on all RAID
groups that store VMware data.

Aggregates

An aggregate is the virtualization layer of Data ONTAP that abstracts physical disks from
logical data sets, which are referred to as flexible volumes. Aggregates provide a means
where the total IOPS available to all of the physical disks is pooled as a resource. This design
is better suited to meet the needs of an unpredictable and mixed workload.

Whenever possible, use a small aggregate as the root aggregate, which stores the files that
are required for running and providing GUI management tools for the N series storage
system. Place the remaining storage in a small number of large aggregates.

Because the overall disk I/0 from the VMware Virtual Infrastructure environment is
traditionally random by nature, this storage design ensures optimal performance, because a
large number of physical spindles are available to service I/O requests. On smaller N series
storage systems, it might not be practical to have more than a single aggregate because of a
restricted number of disk drives on the system. In these cases, it is acceptable to have only a
single aggregate.

Flexible volumes

Flexible volumes (Figure 4-5) contain either LUNs or virtual disk files that are accessed by
hosts. Use a one-to-one (1:1) alignment of VMware Virtual Infrastructure three datastores to
flexible volumes. This design provides an easy means to help you understand the VMware
ESXi Server data layout when viewing the storage configuration from the N series storage
system. This mapping model also provides an easy means to implement Snapshot backups
or SnapMirror replication policies at the datastore level. It is because Data ONTAP
implements these storage-side features at the flexible volume level.

Volumes: Not Tied
to
Physical Storage

} Manage Data,
Not Disks

Clones
» Better performance
» Improved utilization
« Granular data

: : : management
Disks Disks Disks

Pooled Physical Storage

Figure 4-5 Flexible volumes
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LUNs

Logic Unit Numbers (LUNSs) are units of storage provisioned from the N series storage system
directly to the host systems. LUNs can be accessed by the hosts in two ways. The first and
most common method is used for storage of virtual disks for multiple guests. This type of
usage is referred to as a VMFS LUN. The second method is a Raw Device Mapping (RDM).
With an RDM, the LUN is accessed by the host, which in turn passes access directly to a
guest. The guest then uses its native file system, such as NTFS or EXTS3.

Storage naming conventions

With N series storage systems, you can use custom or canonical naming conventions. In a
well-planned virtual infrastructure implementation, a descriptive naming convention aids
identification and mapping through the multiple layers of virtualization from storage to the
guest machines. A simple and efficient naming convention also facilitates configuration of
replication and disaster recovery processes. Consider these naming suggestions:

» FlexVol name: The name matches the datastore name or a combination of the datastore
name and the replication policy. Examples are Datastore1 or Datastore1_4hr_mirror.

» LUN name for VMFS datastores: The name must match the name of the datastore.

» LUN name for RDMs: The LUN name must have the host name and the volume name of
the guest. For example, for a Windows guest, consider hostname_c_drive.lun, or for a
Linux guest, consider hostname_root.lun.

4.4 Configuration limits and guidance

When sizing storage, be aware of the limits and guidance described in this section.

4.4.1 N series volume options

Configure N series flexible volumes with snap reserve set to 0 and the default Snapshot
schedule disabled. All N series Snapshot copies must be coordinated with the hosts to ensure
data consistency. To set the volume options for Snapshot copies to the preferred settings,
perform the following steps on the N series system console:

1. Log in to the N series console.

2. Set the volume Snapshot schedule:
snap sched <vol-name> 0 0 0

3. Set the volume Snapshot reserve:

snap reserve <vol-name> 0

4.4.2 RDMs and VMFS datastores

VMware vSphere 5.1 hosts are limited to a total of 256 LUNs. Take this limitation into
consideration when planning the number of VMFS Datastores and RDM and if you are
planning to have a number of Microsoft Clusters running on the environment. For example, if
you have 20 MS clusters and each of them has 5 RDM disks, then 100 LUNs are needed.
Therefore, you have 156 LUNs remaining to create your datastores.
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Remember that RDMs store only the data disk, so you must plan the usage of a VFMS
datastore to store virtual machine configuration files. The VMDK definition file associated with
RDMs is reported to be the same size as the LUN, which is the default behavior within
vCenter. The actual VMDK definition file only consumes a few MB of disk storage (typically
1-8 MB, which is the block size formatted with VMFS).

4.4.3 LUN sizing for VMFS datastores

VMFS datastores are the simplest method of provisioning storage. However, you must
balance the number of datastores to be managed against the possibility of overloading large
datastores with too many guests. Such an overload might cause low performance due the
high combined 1/O.

VMware provides Storage vMotion as a means to redistribute guest disks to alternative
datastores without disruption. With large VMFS datastores, the means to reclaim the
provisioned yet unused storage after a guest has migrated to an alternative datastore is
reduced. thin provisioning is a way to reclaim that space, but it has to be used when the disks
are created, as there is no way to turn a thick disk into a thin provisioned one.

A commonly deployed size of LUNs for a VMFS datastore is 300 GB to 500 GB. The
maximum supported LUN size is 64 TB for vSphere 5.x. However, the N series system
maximum LUN size is 16 TB.

For more information, see the following documents, Fibre Channel SAN Configuration Guide
and iSCSI SAN Configuration, available at this website:

http://pubs.vmware.com/vsphere-51/topic/com.vmware.ICbhase/PDF/vsphere-esxi-vcenter
-server-51-storage-guide.pdf

4.5 Storage connectivity

This section explains the available storage options and reviews the settings that are specific
to each technology.

Each VMware ESXi Server must have at least two paths available to the storage in order to
ensure resiliency. Those paths can be Fibre Channel HBAs or two NIC connecting to an NFS
or iISCSI storage. The iSCSI connections can be software-based or hardware-based.

4.5.1 Fibre Channel connectivity
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You might notice that the Fibre Channel service is the only storage protocol that is running by
default on the VMware ESXi.

Fibre Channel multipathing

For storage administrators that have Active-Active arrays using Fibre Channel, VMware has
an exciting new feature on the new version of its operating system.

Load balance can be divided into multiple paths at the same time, using ALUA specification,
which was available on the previous versions of ESX, but was not fully supported at that time.

Important: Do not use ALUA on Active-Passive Arrays.
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VMware ESXi 5.1 supports ALUA as multipath policy, which is implemented by selecting
Round Robin as the Storage Array Type, as shown in Figure 4-6.

—Palicy

Path Selection: IFixed (WMware) ;I Change I

Storage Array Type:

Round Robin (YMware)
|Fixed {vMware)

—Paths
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wmhbaziC0:TOLT 50:05:07:68:01:00:15:bd 50:05:07:68;01:40:15:bd 7 & Active |
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Figure 4-6 Configuring VMware ESXi as Round Robin

Clustered N series storage systems have an option known as cfinode, which controls the
behavior of the Fibre Channel ports of a system if a cluster failover occurs. If you are
deploying a clustered solution that provides storage for VMware, ensure that cfmode is set to
either Standby or Single System Image. Standby mode supports VMware, Windows, Linux,
and Solaris FCP hosts. Single System Image supports all FCP hosts.

For a complete list of supported VMware ESXi Server FCP configurations, see the IBM
System Storage N series Interoperability Matrix at the following website:
http://www-01.ibm.com/support/docview.wss?uid=ssg157003897

Access to IBM Systems support: You must register for access to IBM Systems support
applications and content. You can register at the following address:

http://www-01.1ibm.com/support/docview.wss?uid=ssg157003278

Verifying cfmode
To verify the current cfmode, follow these steps:

1. Connect to the N series system console.
2. Enter fcp show cfmode.
3. If cfmode must be changed, enter fcp set cfmode <mode type>.

Standby cfmode might require more N series Fibre Channel ports and switch ports because
multipathing failover is handled by the N series system and is implemented with active and
standby ports. A single system image might require fewer N series Fibre Channel ports and
switch ports, but additional multipathing configuration is required on the VMware ESXi Server.

For more information about the different cfmodes available and the impact of changing a
cfmode, see the Data ONTAP 8.1.x Block Access Management Guide for iSCSI and FCP at
this website:

https://1ibrary.netapp.com/ecmdocs/ECMM1277837/htm1/bsag/frameset.html
If you have implemented Single System Image cfmode, you might want to configure

multipathing on the server side also. This way, you can enforce the path to be used when
accessing a given LUN. Here is the procedure to change the preferred path:

1. Open vCenter.
2. Select a host.
3. Select a datastore:
a. In the right pane, select the Configuration tab.
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b. In the Hardware pane on the right, select Storage.
c. Inthe Storage box, highlight the datastore and select the Properties link.

4. In the Properties dialog box, click the Manage Paths button (Figure 4-7).

}?} Datastorel Properties

¥olume Properties

—General Format
Datastare Mame:  Datasktorel Rename... File System: WMFS 5.54
Total Capacity: 499,75 GE Increase. . it s et SO0t
e Block Size: 1 MB
—Storage 10 Control
I Enabled Sdvanced.. |
Extents Extent Device
A WMFS file system can span multiple hard disk partitions, or The extent selected on the left resides on the LUN or physical
extents, ko create a single logical volume. disk described below.
Extent | Capacity | Device Caparity
16M Fibre Channel Disk (naa, 600507680183, ., 493,99 GE | IEM Fibre Channel Disk {naa.60... 500,00 GE
Primary Partitions Capacity
1. VMFS 499,99 GB
Refresh | Manage Paths. .. |

Figure 4-7 Managing Fibre Channel Paths

5. Identify the path you want to set as the primary path, right-click it, and click the Preferred
button as shown in Figure 4-8.

Storage Array Type: WMWY SATP_SYC
—Paths
Ruritime Mame | Target | Lo | Status | Preferred |
wmhbaz: C0:TOL7 50:05:07:68:01:00:15:bd 50:05:07:68:01:40:15:bd 7 & Active
wmhbaz:iC0:T1L7 50:05:07:658:01:00:16: 14 50:05:07:658:01 400 16: 12 7 & Ackive
wmhba3iC0:TO:L? 50:05:07:68:01:00:15:bd S0:05:07 68101 :30:15:bd 7 -
wmhba3:CO:TLLT  50:05:07:68:01:00:16:1a 50:05:07:68:01:30: 16: 1 7 Liszble
Preferred
Copy path to clipboard

Figure 4-8 Changing the Preferred path

4.5.2 IP SAN connectivity through iSCSI
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This section discusses connectivity through the iSCSI protocol.

iSCSI overview

The iSCSI protocol is used to transfer storage commands between the storage system and
servers through a TCP/IP network. This way, administrators can take advantage of their
existing TCP/IP infrastructure for storage traffic. The iSCSI protocol has several key benefits.
For example, it is rapid and easy to deploy compared to a traditional FCP implementation.
And because it is a low-cost solution, the iSCSI protocol can run over the existing TCP/IP
network. Also, it does not require any special hardware to be added to the infrastructure.
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iSCSI structure

The iSCSI protocol consists of initiators and fargets. The initiators are the devices that
provide access to the storage system using the iSCSI protocol. They are normally servers.
The targets are the storage systems that provide the data.

To make the connection between the initiators and targets, the iSCSI protocol uses iSCSI
Qualified Name (IQN) name resolution. The IQN is a global and unique name that is used by
the iSCSI devices to provide iSCSI name resolution. IQNs do not change when the Ethernet
adapters or IP addresses change. This provides more flexibility for the environment.
Therefore, if an infrastructure change occurs, the iISCSI connections do not need to be rebuilt.
The following example shows an IQN:

ign.1998-01.com.vmware:server300b-6916e313

iSCSI initiators
The iSCSI protocol can be a software initiator or hardware initiator:

Software initiator Uses codes to promote an iISCSI connection to the storage system.
Normally, the software initiator is a separate program that is installed in
the operating system, or in some cases, it comes built into the kernel.
It does not require any additional or special hardware. It is not possible
to implement boot from SAN using iSCSI software initiators.

Hardware initiator = Uses a dedicated iSCSI HBA to establish communication with the
target system. By using this type of iSCSI initiator, you can take
advantage of using boot from SAN because the communication can
be initiated by the firmware of the iISCSI HBA.

iSCSI security
The most recent version of the iISCSI protocol supports both Encryption through IPSec and

IKE, and Authentication through a variety of methods. They include Kerberos 5.1, Secure
Remote Password (SRP), Simple Public Key Mechanism (SPKM) and CHAP (the default).

For performance reasons, separate iSCSI traffic from other IP network traffic by implementing
a different physical network from the one used for VMotion or guest traffic. To enable iSCSI
connectivity, it is mandatory to create a portgroup named VMkernel port on the virtual switch
that connects to the iISCSI Storage, also known as iSCSI target.

A resilient network solution can be implemented in the way shown in Figure 4-9.
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Figure 4-9 A redundant network configuration for iSCSI or NFS file systems

The VMkernel portgroup requires its own IP address. For more information about how to
create a VMkernel portgroup,

IBM offers an iSCSI target host adapter for N series systems. Using this adapter can provide
additional scalability of the N series storage system by reducing the CPU load of iSCSI
transactions. An alternative to the iISCSI target host adapter is to use TOE-enabled network
interface card (NICs) for iSCSI traffic. Although the iSCSI target host adapters provide the
greatest performance and system scalability, they require additional NICs to be used to
support all other IP operations and protocols. TOE-enabled NICs handle all IP traffic similar to
a traditional NIC, in addition to the iSCSI traffic.

IBM offers iSCSI HBAs for use with iSCSI implementations. For larger deployments,
scalability benefits can be realized in storage performance by implementing iSCSI HBAs. This
statement is neither a requirement nor a recommendation, but rather a consideration when
designing dense storage solutions. The benefits of iISCSI HBAs are best realized on N series
systems. The reason is because the storage arrays have a higher aggregated I/O load than
the storage array of any individual VMware ESXi hosts.

4.5.3 NFS connectivity
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When you are using NFS connectivity for storage, separate the NFS traffic from other IP
network traffic. You can do this by implementing a separate network or VLAN than the one
used for VMotion or guests. To enable NFS connectivity, a VMkernel port is also required.

IBM offers TOE-enabled NICs for serving IP traffic, including NFS. For larger deployments,
scalability benefits can be realized in storage performance by implementing TOE-enabled
NICs. This statement is neither a requirement nor a recommendation, but rather a
consideration when designing dense storage solutions. The benefits of TOE-enabled NICs
are better realized on N series systems.
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4.6 Networking for IP storage

Use dedicated physical resources for storage traffic whenever possible. With IP storage
networks, you can achieve this setup with separate physical switches or a dedicated storage
VLAN on an existing switch infrastructure.

4.6.1 Design principles

Whenever possible, design your storage network with the following principles in mind:

» Be redundant across switches in a multiswitch environment.
» Use as many available physical paths as possible.
» Be scalable across multiple physical interfaces.

10 Gb Ethernet

VMware ESX Server V3.5 introduced support for 10 Gb Ethernet. See the VMware ESXi
Server I/O Compatibility Guide at the following web page to verify support for your hardware:

http://www.vmware.com/resources/compatibility/pdf/vi_io guide.pdf

VLANs

By segmenting network traffic with VLANS, interfaces can either be dedicated to a single
VLAN or they can support multiple VLANs with VLAN tagging. Use tagging interfaces into
multiple VLANSs (to use them for both virtual machine and storage traffic) only if enough
interfaces are not available to separate traffic. (Some servers and storage controllers have a
limited number of network interfaces.) If you are using multiple VLANs over the same
interface, ensure that sufficient throughput can be provided for all traffic.

N series virtual interfaces

A virtual network interface is a mechanism that supports the aggregation of network
interfaces into one logical interface unit. When created, a virtual interface (VIF) is
indistinguishable from a physical network interface. VIFs are used to provide fault tolerance
for the network connection and, in some cases, higher throughput to the storage device.

Multimode VIFs are partly compliant with IEEE 802.3ad. In a multimode VIF, all of the physical
connections in the VIF are simultaneously active and can carry traffic. This mode requires
that all the interfaces are connected to a switch that supports trunking or aggregation over
multiple port connections. The switch must be configured to reflect the concept that all the
port connections share a common MAC address and are part of a single logical interface.

In a single-mode VIF, only one of the physical connections is active at a time. If the storage
controller detects a fault in the active connection, a standby connection is activated. No
configuration is necessary on the switch to use a single-mode VIF, and the physical interfaces
that make up the VIF do not have to connect to the same switch. IP load balancing is not
supported on single-mode VIFs.

It is also possible to create second-level single or multimode VIFs. By using second-level
VIFs, you can take advantage of both the link aggregation features of a multimode VIF and
the failover capability of a single-mode VIF. In this configuration, two multimode VIFs are
created, each one to a different switch. A single-mode VIF is then created, which consists of
the two multimode VIFs. In normal operation, traffic only flows over one of the multimode
VIFs. However, in the event of an interface or switch failure, the storage controller moves the
network traffic to the other multimode VIF.
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4.6.2 Network design for storage on VMware vSphere 5.1

To have a solid base of the storage network configuration for your installation, see the iSCS/
SAN Configuration Guide at this website:

http://pubs.vmware.com/vsphere-50/topic/com.vmware.ICbhase/PDF/vsphere-esxi-vcenter
-server-50-storage-guide.pdf

Datastore configuration for IP storage multipathing
In addition to properly configuring the virtual switches, network adapters, and IP addresses,
use multiple physical paths simultaneously on an IP storage network.

Our examples show one or more VMkernel ports on multiple subnets, depending on whether
you have stacked switches or nonstacked switches. The N series storage system has been
configured with an IP address on each of the subnets used to access datastores. This was
done to configure the interfaces of the VMware ESXi Server, as shown in the previous
examples. This configuration is accomplished by using multiple teamed adapters, each with
their own IP address. Alternatively, in some network configurations, IP address aliases are
assigned to the teamed adapters, allowing those adapters to communicate on all the required
subnets.

When connecting a datastore to the server, the administrator chooses to configure the
connection to use one of the IP addresses assigned to the N series storage system. When
using NFS datastores, this configuration is accomplished by specifying the chosen IP address
when mounting the datastore. When using iSCSI datastores, this configuration is
accomplished by selecting the iSCSI LUN and specifying the preferred path.

Figure 4-10 shows an overview of storage traffic flow when using multiple VMware ESXi
Servers and multiple datastores with stacked switches.

Primary data path of
datastores on IP
Active Path 192.168.1.201
o . e AF
Passive Path Primary data path of
e . datastores on IP
192.168.1.202
ESNK1 ——
‘.‘n:..‘w wEwitcht —— Ethernet Infrastructure
VMkermel 1 v )
192.168.1.101 p I . |
..... . | - T
[ e ———— - i g L \ /
vewif1: 192.168.1.100" —e
| 2T
ESX2 l
................................................................... . .
Virtual Switch. vSwitcht N H H
Vilkernel 1 8 e i i
192.164.1.102 i IBM N series
;E";f:fé:ﬁ.:'; 10a ™ ——t \T/ %
- |
N\ o
[ | (mastti-mode) vif IP: 192.168.1.201
- E 1 - Alias IP: 192.168.1.202

Figure 4-10 Datastore connections with a stacked switch configuration
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Figure 4-11 shows an overview of storage traffic flow when using multiple VMware ESXi
Servers and multiple datastores with nonstacked switches.
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Figure 4-11 Datastore connections with a non-stacked switch configuration

VMware ESXi Server adapter failover behavior

VMware ESXi Server adapter failure (caused by a cable pull or NIC failure) is where traffic
originally running over the failed adapter is rerouted. It continues through the second adapter,
but on the same subnet where it originated. Both subnets are now active on the surviving
physical adapter. Traffic returns to the original adapter when service to the adapter is
restored.

Switch failure

Traffic originally running to the failed switch is rerouted and continues through the other
available adapter, through the surviving switch, to the N series storage system. Traffic returns
to the original adapter when the failed switch is repaired or replaced.
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Figure 4-12 shows the data flow during normal operation.
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Figure 4-12 VMware ESXi Server Switch1 normal operation

Figure 4-13 shows the data flow when a switch is unavailable.
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Figure 4-13 VMware ESXi Server Switch1 unavailable operation
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4.6.3 Network configuration options for the N series storage system

This section examines the networking options from the N series perspective.

Option 1: Storage-side multimode VIFs with LACP

If the switches to be used for IP storage networking support cross-stack EtherChannel
trunking, each storage controller only needs one physical connection to each switch. The two
ports connected to each storage controller are then combined into one multimode Link
Aggregation Control Protocol (LACP) VIF, with IP load balancing enabled. Multiple IP
addresses can be assigned to the storage controller using IP address aliases on the VIF.

This option has the following advantages:

» It provides two active connections to each storage controller.

» It easily scales to more connections.

» Storage controller connection load balancing is automatically managed by EtherChannel

IP load balancing policy.

This option has the disadvantage that not all switch vendors or switch models support
cross-switch EtherChannel trunks.

Figure 4-14 shows how option 1 is configured.
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Figure 4-14 Storage-side multimode VIFs using LACP across stacked switches

Option 2: Storage-side single mode VIFs

In this configuration, the IP switches to be used do not support cross-stack trunking.
Therefore, each storage controller requires four physical network connections. The
connection is divided into two single mode (active/passive) VIFs. Each VIF has a connection
to both switches and a single IP address assigned to it. The vif favor command is used to
force each VIF to use the appropriate switch for its active interface.
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This option has the following advantages:

» No switch-side configuration is required.

>
>

It provides two active connections to each storage controller.
It scales for more connections.

This option has the disadvantage that it requires two physical connections for each active
network connection. Figure 4-15 shows how option 2 is configured.
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Figure 4-15 Storage-side single mode VIFs
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Option 3: Storage-side multimode VIFs

In this configuration, the IP switches to be used do not support cross-stack trunking.
Therefore, each storage controller requires four physical network connections. The
connections are divided into two multimode (active/active) VIFs with IP load balancing
enabled, with one VIF connected to each of the two switches. These two VIFs are then
combined into one single mode (active/passive) VIF. Multiple IP addresses can be assigned
to the storage controller using IP address aliases on the single mode VIF.

This option has the following advantages:

»

>

>

It provides two active connections to each storage controller.
It scales for more connections.

Storage controller connection load balancing is automatically managed by EtherChannel
IP load balancing policy.

This option has the following disadvantages:

>
>
>

It requires two physical connections for each active network connection.
Some switch-side configuration is required.
Some storage traffic can cross the uplink between the two switches.
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Figure 4-16 shows how option 3 is configured.
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Figure 4-16 Storage-side multimode VIFs

Failover behavior of an N series network connection
This section explores the failure behavior of an N series network connection.

Storage controller connection failure (link failure)

Depending on the N series configuration option used, traffic from the VMware ESXi Server is
routed through the other switch or to one of the other active connections of the multimode VIF.
Traffic returns to the original connection when service to the connection is restored.

Switch failure

Traffic originally running to the failed switch is rerouted and continues through the other
available adapter, through the surviving switch, to the N series storage system. Traffic returns
to the original adapter when the failed switch is repaired or replaced.

Storage controller failure

The surviving controller services requests to the failed controller after a cluster takeover. All
interfaces on the failed controller are automatically started on the surviving controller. Traffic
returns to the original controller when it returns to normal operation.

4.7 Increasing storage utilization

VMware provides a means of increasing the hardware utilization of physical servers. By
increasing hardware utilization, the amount of hardware in a data center can be reduced, thus
lowering the cost of data center operations. In a typical environments, the process of
migrating physical servers to virtual machines does not reduce the amount of data stored or
the amount of storage provisioned. By default, server virtualization does not have any impact
on improving storage utilization, and in many cases might have the opposite effect.
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By using deduplication and storage thin provisioning, higher density of storage utilization can
be achieved.

Another element to consider is the configuration of transient volumes.

4.7.1 N series deduplication

By providing deduplication options, the N series can provide important benefits to vSphere
environments.

Deduplication considerations with VMFS and RDM LUNs

Enabling deduplication when provisioning LUNs produces storage savings. However, the
default behavior of a LUN is to reserve an amount of storage equal to the provisioned LUN.
This design means that although the storage array reduces the amount of capacity
consumed, any gains made with deduplication are usually unrecognizable. This occurs
because the space reserved for LUNs is not reduced.

To recognize the storage savings of deduplication with LUNs, you must enable LUN thin
provisioning. In addition, although deduplication reduces the amount of consumed storage,
this benefit is not seen directly by the VMware ESXi Server administrative team. Their view of
the storage is at a LUN layer, and as explained earlier, LUNs always represent their
provisioned capacity, whether they are traditional or thin provisioned.

Deduplication considerations with NFS

Unlike with LUNs, when deduplication is enabled with NFS, the storage savings are both
immediately available and recognized by the VMware ESXi Server administrative team. No
special considerations are required for its usage.

4.7.2 Storage thin provisioning
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You are probably familiar with traditional storage provisioning and the way in which storage is
pre-allocated and assigned to VMs. A common practice for server administrators is to over
provision storage to avoid running out of storage and the associated application downtime
when expanding the provisioned storage. Although no system can be run at 100% storage
utilization, storage virtualization methods allow administrators to address and over subscribe
storage in the same manner as with server resources, such as CPU, memory, networking,
and so on. This form of storage virtualization is referred to as thin provisioning.

Thin provisioning principles

Thin provisioning provides storage on demand, where traditional provisioning pre-allocates
storage. The value of thin-provisioned storage is that storage is treated as a shared resource
pool and is consumed only as each individual guest requires it. This sharing increases the
total utilization rate of storage by eliminating the unused but provisioned areas of storage that
are associated with traditional storage. The drawback to thin provisioning and over
subscribing storage is that, without the addition of physical storage, if every guest requires its
maximum storage at the same time, there is not enough storage to satisfy the requests.

N series thin provisioning options

N series thin provisioning allows LUNs that are serving VMFS datastores to be provisioned to
their total capacity limit yet consume only as much storage as is required to store the VMDK
files (of either thick or thin format). In addition, LUNs connected as RDMs can be thin
provisioned.

IBM System Storage N series with VMware vSphere 5



4.7.3 Elements of thin provisioning

Thin provisioning can be performed at the volume level and the LUN level. To see the space
savings when using N series deduplication on LUNs being presented to VMware hosts, you
must enable LUN-level thin provisioning. The space savings using the Network File System
(NFS) are immediately available.

Volume-level thin provisioning

Volumes can be set to a space guarantee of Volume, File, or None. By default, volumes are
created with a space guarantee of Volume, which pre-allocates the size of the volume within
the aggregate. No other application can use it, even if it is empty space.

When you enable the space guarantee to None, you enable volume-level thin provisioning.
With volume-level thin provisioning, you can create volumes larger than the size of the
aggregate. Also, the space gets allocated when the application writes to it.

A space guarantee of File pre-allocates space in the volume. In this case, any file in the
volume with space reservation enabled can be rewritten, even if its blocks are marked for a
Snapshot.

LUN-level thin provisioning

During the creation of a LUN, you can select Space Reserved. Alternatively, you can clear
the option and enable thin provisioning on the LUN. If you select Space Reserved, the total
space of the LUN is pre-allocated in the volume. Even though the space is not being used by
the LUN, it is not accessible for use by any other LUN in the volume.

If you clear the Space Reserved option, the unused space in the volume can be claimed by
another volume, thus maximizing storage usage.

4.8 Snapshots

This section provides information about the backup and recovery techniques and
technologies that you can use with a VMware vSphere 5.1 and N series solution.

VMware is capable of taking a Snapshot of guests, which enables you to make point-in-time
copies that provide the fastest means to recover a guest to a previous point-in-time. N series
storage systems have been providing customers with the ability to create Snapshot copies of
their data since its introduction. The basic concept of a Snapshot is similar between N series
systems and VMware. However, be aware of the major differences between the two
technologies and when to use one rather than the other.

VMware Snapshots provide simple point-in-time versions of guests, allowing quick recovery.
The benefits of VMware Snapshots are the easy way to create and use them, because they
can be executed and scheduled from within vCenter.

Tip: Do not use the Snapshot technology in VMware as the only way to back up your
virtual infrastructure.

For more information about native VMware Snapshots, including usage guidelines, see the
Datacenter Administration Guide at the following website:

http://pubs.vmware.com/vsphere-51/topic/com.vmware.IChase/PDF/vsphere-esxi-vcenter
-server-51-virtual-machine-admin-guide.pdf
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The patented N series Snapshot technology can easily be integrated into VMware
environments. This technology provides crash-consistent versions of guests for full guest
recovery, full guest cloning, or site replication and disaster recovery. The benefits of this
solution are that it is the storage industry’s only Snapshot technology that does not have a
negative impact on system performance. VMware states that, for optimum performance and
scalability, hardware-based Snapshot technology is preferred over software-based solutions.
The limitation of this solution is that it is not managed within VMware vCenter, requiring
external scripting or scheduling to manage the process.

4.9 N series FlexShare

56

VMware vSphere 5.1 provides options for memory reservations. These techniques provide
administrators the ability to ensure that certain guests, or a group of guests, get the memory
needed to achieve the performance required. In a similar fashion, IBM System Storage N
series systems provide a workload prioritization method called FlexShare.

FlexShare prioritizes processing resources for key services when the system is under heavy
load. FlexShare does not provide guarantees on the availability of resources or how long
particular operations take to complete. FlexShare provides a priority mechanism to give
preferential treatment to higher priority tasks.

With the use of FlexShare, administrators can confidently consolidate different applications
and data sets on a single storage system. FlexShare gives administrators the control to
prioritize applications based on how critical they are to the business (Figure 4-17).

FlexShare® On

Arrival Order Process Order
p—

FlexShare - On

—
High Low  Default High Low  Default
(Mediurm) {Medium)

Figure 4-17 FlexShare prioritization
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FlexShare is supported on N series storage systems running Data ONTAP Version 8.1 and
later.

FlexShare provides storage systems with the following key features:

» Relative priority of different volumes
» Per-volume user versus system priority
» Per-volume cache policies

By using these features, storage administrators can set how the system must prioritize
resources when the storage is overloaded.

Priority settings:

» Before configuring priority on a storage system, you must understand the different
workloads on the storage and the impact of setting priorities. Improperly configured
priority settings can have undesired effects on application and system performance.
The administrator must be well-versed in the configuration implications and best
practices.

» For additional information about FlexShare, see IBM System Storage N series with
FlexShare, REDP-4291.

4.10 Licensing

You can employ numerous advanced features for your virtual data center. Many of these
features require you to purchase nothing more than an additional license to activate the
feature. This section addresses the types of licensing.

4.10.1 VMware licensing

VMware provides a free hypervisor, which is the software to enable the “hardware
partitioning” to create virtual machines. It is basically an ESXi, which alone does not provide
redundancy and resiliency features as vMotion. You can download it at this website:

http://www.vmware.com/products/vsphere-hypervisor/overview.html

With the purchase of VMware vCenter, you can enable the following features with the addition
of a license key and an additional server, when required:

VCenter Agent for ESXi Server
VMotion

VMware High Availability

VMware Dynamic Resource Scheduling
VMware Consolidated Backup

VMware Fault Tolerance.

vVvyyvyvyYyy

For additional information about VMware vSphere components and requirements, see this
website:

http://www.vmware.com/products/vsphere/overview.htm]
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4.10.2 N series licensing

With the purchase of an IBM System Storage N series system, you can enable features with
the addition of a license key. The software licensing structure has been changed with the
introduction on the N62xx models. An overview of different licensing options is provided in
Figure 4-18.

One Protocol of choice (see Protocols below), HTTP, Deduplication, NearStore, DSM/MPIO,
Data ONTAP SyncMirror, MultiStore, FlexCache, MetroCluster, High availability (Only SyncMirror Local, Cluster
Failover and Cluster Failover Remote license keys are required for Data ONTAP 8.1

Essentials
DSM/MPIO License key must be installed on the Server)

iSCSI, FCP, CIFS, NFS (all protocols sold separately and each protocol license key must be installed
Protocols separately)

SnapRestore ® (SnapRestore license key must be installed separately)
SnapRestore

) SnapMirror ® (SnapMirror license key unlocks all product features)
SnapMirror

FlexClone ® (FlexClone license key must be installed separately)
FlexClone

SnapVault® Primary and SnapVault® Secondary (SnapVault Secondary license key unlocks both
Primary and Secondary SnapVault )

)
(=
-

SnaplLock ® Compliance and SnapLock ® Enterprise (Each product is unlocked by its own Master
Snaplock license key)

SnapManagers for Exchange, SQL Server, SharePoint, Oracle, SAP, Virtual Infrastructure, Hyper-V,
SnapManager Suite and SnapDrives for Windows and UNIX (SnapManager Exchange license key unlocks all products in
the SnapManager Suite)

All Protocols, Single MailBox Recovery, SnapLock ®, SnapRestore ®, SnapMirror ®, FlexClone ©,
SnapVault ®, and SnapManager Suite (Refer to the individual Product License Key Details)

Complete Bundle

Figure 4-18 N series software structure

Again, you must ensure that any necessary features for your environment are licensed.

Additional information: For further information regarding N series licensing, see the
topic, “Using License Keys with Data ONTAP 8.1 7-Mode” at the following website:

https://www-304.1ibm.com/support/entdocview.wss?uid=ssg1S1003943

For additional information about N series advanced features and their requirements, see the
NAS page at this website:

http://www-03.1ibm.com/systems/storage/network/index.html
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Installing the VMware ESXi 5.1
using N series storage

This chapter explains how to install and configure the VMware ESXi 5.1 operating system by
using local disks on a server. It includes the following topics:

» Pre-installation tasks
» Installing the ESXi operating system
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5.1 Pre-installation tasks
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Before having your VMWare host running, serving your virtual machines with hardware
resources, it is a good idea to check the integrity of them. A good practice is to run memory
tests for 48 hours before installing VMWare ESXi to ensure that the hardware is OK to enter
into production.

In our scenario, we are installing ESXi 5.1 in a local disk, so the installation is straightforward.
We just need to check whether the server is able to find the local disk using the local storage
adapter. Then we create a logical volume as a RAID 1, also known as a mirrored drive.

If you are using the boot-from-SAN feature of VMware ESXi, before starting the installation of
the operating system, you need to perform the following tasks:

>

>

Ensure that the logical unit number (LUN) is properly created and mapped in the N series.

Ensure that the fiber connection between the N series system and the server is done
through a SAN switch.

Verify that the LUN zoning is properly set up in the SAN switch.
Ensure that the server's HBA is configured to be bootable.

Set up the correct boot sequence by using the Basic Input/Output System (BIOS) of the
server.

Preferred practice: If for any reason the server already has data LUNs zoned, unzone
them before installing the operating system to avoid data loss. Leave only the LUN for
the ESXi installation zoned to the server.

Download ESXi 5.1 OS installation ISO from the VMware website:

https://my.vmware.com/web/vmware/info/slug/datacenter_cloud_infrastructure/vmwa
re_vsphere/5_1
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5.2 Boot options for VMware ESXi Servers

You can choose to install the VMware ESXi Server on your local drive or in a storage LUN,
also known as boot from storage area network (SAN). To help you to decide what option to
use, consider the most beneficial setup for your environment, using these guidelines:

» Install the VMware ESXi by using local drives:

Choose this option if you have the following situations:

— You have storage space problems.

— You are concerned with troubleshooting if you lose SAN connectivity.
» Install the VMware ESXi by using boot from a SAN:

Choose this option if you have the following situations:

— You are concerned about local hard disk maintenance and an extra level of
redundancy.

— You are installing ESXi in a diskless blade system.

— You want to be able to clone the ESXi operating system for multiple future deploys or
for disaster recovery purposes.

Boot from SAN: VMWare supports boot from SAN by using Fibre Channel Protocol (FCP)
or the iISCSI protocol. When using iSCSI, it is only supported if it is hardware initiated.

5.3 Preparing N series for the VMware ESXi Server

To boot from SAN and install the ESXi operating system in the server, prepare the storage
system to accommodate the boot LUN. Complete the items on the following checklist before
you begin:

1. Check the hardware elements, such as host bus adapters (HBAs), and storage devices.
They must be compatible and configured according to the boot from SAN requirements.
Note the following requirements:

— HBA. The BIOS of the HBA Fibre Channel must be enabled and configured for boot
from SAN. See the HBA setup in 5.3.3, “Configuring Fibre Channel HBA for boot from
SAN” on page 76.

— LUN. The bootable LUN cannot be shared between other servers. Only the ESXi
Server that is actually using the LUN can use the LUN.

2. When you boot from an active/passive storage array, the Storage Processor whose
worldwide port name (WWPN) is specified in the BIOS configuration of the HBA must be
active. If that Storage Processor is passive, the HBA cannot support the boot process.

3. Make the fiber connection between the N series and the server through a SAN switch.
Boot from SAN is not supported if the storage and the server are directly connected. The
boot LUN must be properly zoned in the SAN switch.
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5.3.1 Preparing N series LUNs for the ESXi boot from SAN

To set up a LUN in the N series to be used as a bootable LUN for the ESXi server:
1. Log in to the IBM N series System Manager:
a. Launch an IBM N series System Manager 2.0 console.

Tip: This step assumes that you have discovered and added your N series storages to the
System Manager console.

b. Enter a user name and password, as shown in Figure 5-1.

N series System Manager

.+ Perfarm cammon management tasks using simple InterMaces peo crodantiale

" Manage storage systems in a fast and efficient way
System MEOFOA

7 Provision SAN and NAS storage in simple steps

F T ; . hame lroot|
= 4 ] S ".’0 Authenticating the system TE070A
0 Leverage features like thin provisionit.g e e cepene s

Password  lesssssss

' Get realtime views of system performance
Y P [T Save my credentials

Figure 5-1 N series Overview authentication window

The main menu bar in the left pane of the window is displayed. From there, you can control
most of the features of the storage system, as shown in Figure 5-2.

J @ IBM N series System Manager | -+

Tools = Help =

@

« B N6D704/N6070B

a [ NEOTDAME0TOR
4 M@ NEOTOA NGO04

4 [ Storage MNEOTOE

8 volumes H, Confiquration

£2 shares

e Exports
Al Lus
-‘_}E Guctas
Grees
Aggregates
=) Disks
wFiler units
'_' Snaphdirror
[ ek Configuration
[+ |8 Disgnostics
[ MEOTOB
Q% HA Configuration

Figure 5-2 Main menu window
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2. Create an aggregate:

a. Inthe left pane, select Aggregates — Create (Figure 5-3).

J @ IBM N series System Manager | o

Toglz = Help =

«

Aggregates
[ NEOFOAMEDTOR

P — [@ creste &) Edit =L AddDi:
4 Storage Narme
B Wolumes
&7 Shares

rﬁ; Exports
il LUk

ﬂi}E Guatas
Cress
Aggregates
=] Disks

vFiler units

Figure 5-3 Selecting the option to create an aggregate

snapvault

b. Inthe Aggregate Wizard window (Figure 5-4), click Next.

Create Aggregate Wizard o

Welcome to Create Aggregate
Wizard

This wizard will guide vou through the creation of a new aggregate

‘fou will be asked For information about the aggregate name, RAID type disk
bype, disk size, etc, Until you click the Finish button in the summary page, no
permanent changes are made to the storage system. At any point in ktime, you
may exit the Aggregate Wizard by pressing the Cancel button, and no changes
will be made to your storage system,

To continue, click Mext

Iets I Cancel |

Figure 5-4 Aggregate Wizard Welcome window

c. Inthe Aggregate Parameters panel (Figure 5-5), give the aggregate a name. In this
example, we call it esx_boot_aggr. Select the Double Parity check box if you want to
use RAID-DP level. Click Next.
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RAID-DP: With RAID-DP, you can continue serving data and recreate lost data even
if you have two failed disks. With 64-bit block format, the 16 Tb size limitation is
increased and the new maximums are defined by the storage system model.

Create Aggregate Wizard x
Aggregate Details
Specify aggregate name, RAID type and other properties for this aggregate
Aggregate Name: |esx_boot_agar
RAID Type: & RAID-DP (Dual parity - recormmended)

" RAID4 (Single parity)

Block Format: & B4-hit (recommended)
0 32-hit

™ Enable Synchronous Mirroring

To continue, click Mext

? ]
H Cancel

Figure 5-5 Naming the aggregate

d. Inthe Disk Selection panel (Figure 5-6), select which disk pool you want to use.

Click Next.
Create Aggregate Wizard o
Disks Selection
Select the disks for this aggregate
Controller: ENEuD?DA -
Disks Group Size RPM Checksum Available Disks
4 MEO70A 1.82 TB 7
4 Foolo 1.04 TB 4
4 B FCaL 1.04TB 15000 black 4
FCAL 265,63 GB 15000 block 4
4 Pooll 796,558 GB 3
4 C FCaL 796,58 GB 15000 block 3
FAL 265,63 GB 15000 block 3
@J Select the disk group which has minirmurn 3 disks
To continue, click Mext
fack | Nest |l Cancel |

Figure 5-6 Selecting disk pool
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e. Inthe RAID Group panel (Figure 5-7), select the number of disks and the RAID Group.
Click Next.

Create Aggregate Wizard

RAID Group
Specify RAID group size for this aggregate

Selected Disk Count: 3 Select Disks... _J

RAID Group Size: 16 g

RAID Group Layout

Used Space
rgl (3 Cisks):  EEED Select Disks x

Disk Type Spare Disks  Speed (RPM)  Checksum Size Disk Count; |

FCAL 4 15000 block 265.63 GB 3

To continue, click Mext Cancel |

Figure 5-7 Aggregate setup - disk selection

f. In the Commit panel (Figure 5-8), which summarizes the settings, click Create.

Create Aggregate Wizard o

Aggregate Summary

Review the summary before creating your aggregate

Aggregate Mame:  es¥_boot_aggr

RAID Type: raid_dp
RAID Size: 16

Disk Type: FCaL
Disk. Count: 3

Larger Aggregate:  G4-hit

Usable Size: 239.04 GB
Total Size: 796,88 GB
Disk Details: SW1-2005-lab21:8.45 (2684 GB, FCAL, 1S000RPM)

SW2-2005-lab20:8.35 (268.4 GE, FCAL, 15000RPM)
SW1-2005-lab21:8.44 (268.4 GE, FCAL, 15000RPM)

To continue, click Mext

<Back |

Figure 5-8 Committing the aggregate setup
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g. After the aggregate is created, in the left pane of the System Manager window
(Figure 5-9), find the aggregate by selecting Aggregate.

J @ IBM N series System Manager | o
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i_qﬂ Guotas
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Figure 5-9 New aggregate

3. After the aggregate is defined, create a volume:
a. In the left pane of the System Manager panel, select Volume — Create.

b. In the create Volume panel (Figure 5-10), select the Aggregate, Volume size, and
Storage Type, and click Create.

Create Yolume 3

: General Skorage Efficiency |

T
Mamne: |esx_boot_val

Ere e
Agaregate!  lesx_boot_agar i

Free space in aggregate is 239.04 GB
Storage Type

 MAS (Used for CIFS or MFS access)

& gaM (Used for FC/FCOE or iSCST access)

Size
Total Size: !1 iGB -
Snapshot Reserve (%) ED :—'
Data Space: 1GB
Snapshot Space: 0 Byte

Thin Provisioning

™ Thin Pravisioned
Allocate space as it's used, otherwise, allocate the space
now, Recormmended for increasing utilization when each
volurne is unlikely to use all of its alocated space.

Tell me more about Thin Provisioning

Figure 5-10 Create Volume panel
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c. After the volume is created, in the left pane of the System Manager panel
(Figure 5-11), select Volumes to view the volume.

« { volumes
[ NBO70AMGOTOR -] — :
Yy S f Tt .
4 NEOTOA 3 Create [ Edit X Delete [ Clone = 8 Ststus * L) Snapshot Copies * | G Resize
4 Storage Marne Aggregate Skatus
& volumes bootvFilerl snapvaulk @ online
[
Sh
&7 shares boatyfilerz snapvault @ online
";l;‘s Exports
data snapvault @ online
Al Luns
i"?E Guctas datavFiler1 snapvault @ online
Crees datavfilerz snapvault 7 online
Aggregates
[=] Disks iSCSI_dedup snapvault @ online
wFiler urits YMWare_MNAS snapvaulk & online
=

Figure 5-11 New volume

4. After you create the volume, add the LUN that is to be used by the VMware ESXi Server
as a bootable LUN:

a. In the left pane of the System Manager console, select LUNs — Create.
b. Click Next on the Welcome panel.

c. Inthe Create LUN Wizard (Figure 5-12), type the new LUN Name, select the Protocol
Type and type the LUN Size. Then click Next.

Create LUN Wizard *

General Properties

You can specify the name, size, type, and an optional description for the LUN that you
would like to create.

‘fou can enter a valid name For the LUK and an optional short description

Marne: |esx_b00t_lun

Diescription: | ({optional)

] ou can specify the size of the LUM, Storage will be optimized according ko the
==\ bype selected,

Type: [raare] r

Size: |1
[ Thin Provisioned
Allocate space as it is used, otherwise, allocate the space now,

Recommended for increasing utilization where each LUN is unlikely to use all
of its allocated space.

To continue, click Mext

I <Back | IMexts i Cancel JI

Figure 5-12 Setting up the LUN
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d. Inthe LUN Container panel, browse or type the Volume path created previously
(Figure 5-13) and click Next.

Create LUN Wizard »

LUN Container

You can let the wizard create a volume or you can choose an existing ¥volume as the
LUN container.

The wizard automatically chooses the aggregate with most free space for creating flexible
wolume For the LUM, But vou can choose a different aggregate of yvour choice, You can
also select an existing volume/gtree to create your LUN,

" Create a new flexible volume in

& Select an ewisting volume or gtree for this LUN

—_—
wolumefQtree: | fvolfesy_boot_vol Browyse... :

To continue, click Mext

<Back i et JI Cancel i

Figure 5-13 Select LUN path

e. In the next panel add an Initiator Group to map the LUN. Click Add Initiator Group
(Figure 5-14).

Create LUN Wizard »

Initiators Mapping

You can connect your LUN Lo the initiator hosts by selecting from the initiator group
and by optionally providing LUN ID for the initiator group.

Map  Initiator Group Mame Type LUMN 10 {Optional)
[T WMware_iSCSI_init WMWare
™ Show All Tnitiator Groups Adld Initistor Group |

To continue, click Mext

<Back i Mexts Cancel

Figure 5-14 Add Initiator Group
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f. In the Create Initiator Group panel, type the new Initiator Group Name, select the
Operating System and Protocol Type as shown in Figure 5-15.

Create Initiator Group »
General Initiators '
Mamne: Eesx_boot_serverﬂl
Operating System: i\iMWare hd
Type
Select the supported protocol For this group
" i5Csl
& FCFCoE
ALUA

ALUA helps in managing multipath 10s
[T Enable sLUA (Asyrmmetric Logical Unit Access)

Create I Cancel .

Figure 5-15 Create initiator panel

g. Still on the Create Initiator Group panel, click the Initiators tab, then click Add.
In this panel, type the WWPNs or the iSCSI information for the server adapter
(Figure 5-16) based on which protocol you selected on the previous step.

Click OK and Create.

Create Initiator Group » |
General l Initiators
Mame
200000e08h02e534
Lok || caneet ||
Al
Create I Cancel J!

Figure 5-16 Initiator adapter information

h. Back to the Initiator Mapping panel, select the initiator created and type a LUN ID
(Figure 5-17) and click Next.

Chapter 5. Installing the VMware ESXi 5.1 using N series storage 69



Create LUN Wizard »

Initiators Mapping

You can connect your LUN to the initiator hosts by selecting from the initiator group
and by optionally providing LUN ID for the initiator group.

Map ' Initiator Group Mame Type »  LUN ID {Optional)
[T WMware_iSCSI_init WMWare
r LML
[w] esx_boot_serverni WMWare 12|
™ Show All Tnitiator Groups Add Initistor Group |

To continue, click Mext

<Back l [exts ! Cancel I

Figure 5-17 Initiator mapping panel

Tip: Type a LUN ID is not mandatory, but helps to identify the LUNs when you have
many mapped to a specific server.

i. Click Next on the Summary Review panel to create the LUN, then click Finish.

j- To see the new LUN, in the left pane of the System Manager panel (Figure 5-18),
select LUNs. You will be able to see that the mapping is already done also.

“ B Luns
a T MEOTOAMEDTOR = ;
a MEOTOA LUN Management Inikiakor Groups i
4 B storage [@ creste [3 Clome [ Edit % Al Status » | I3 Refresh
Wolumes
,8 Mame Container Path Thin Provisioned Available !
[£2 shares
,;‘é‘sExports e e e R il e PR S e e
«_';ﬂ LUN= i5C51_dedup TvolfvMware_SaN es 69,83 GEB
i_‘?_E Guotss iSCSI_LUNOL TvolfyMware_SaN/qtree_resto... Yes 116,07 GE
.
Girees {5CST_LUMOL Peolf¥Mware_SaMfqtres_iSCSI.. Yes 116,07 GE
Aggregates
gareg lun_0& Tvolfvol_D8 Mo 74.97 GB
=] Disks
wFiler units
'_‘.3," Snaphdirror
[ l'I\Configuration
[+ @ Disgnostics
4 MEOT0B
4 Storage
8 Wolumes
- Initiakor Narme Group Narme
£2 shares
:.;ss Exports 20:00:00:e0:8b:02:25: 34 esyx_boot_serverdl

Figure 5-18 New LUN without mapping
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5.3.2 Zoning a LUN in the SAN switch

Because the connection of a bootable LUN for the VMware ESXi operation system must go
through a SAN switch, you must properly zone the bootable LUN to the server's HBA:

1. Launch an Internet browser and type the following URL:
http://<SAN_switch_address>
Where SAN_Switch_address is the name or IP address of your SAN switch system.

2. In the main window, click the Zone menu icon at the bottom of the window (circled in
Figure 5-19).

View by: IName
E|;'§ Fabric

(| itso

4% Segmented Switches

Status: Healthy

Polled at: 04/07 /05 04:21 PM Hame: itso
Fabric 05 version: vizi Domain ID: 1
Ethernet IP: 911218110 Ethernet Mask: 2352552550
FCIP: 0000 FC HM: nong
Gateway IP: b e = WWH: 410:00:00:60:69:c0:06:2
L% EE E(%) Effective Zone Config: VMware Status Legend : Healthy || Marginal D Critical D Unmanitored

Figure 5-19 Clicking the Zone menu icon
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3. When prompted, enter your user name and password to access the zoning feature of the
SAN switch, as shown in Figure 5-20. Then click OK.

Connect to 9.11.218.110

The server 9. 11,218, 110 at FC Switch Administration requires
a username and password,

Warning: This server is requesting that your username and

password be sent in an insecure manner (basic authentication
without a secure connection).

User name: Iﬂ admin j

Password: I Iy

™ remember my password

oK I Cancel

Figure 5-20 Signing on to access the zoning feature of the SAN switch

4. In the LUN zoning window (Figure 5-21), on the Zone tab, click the Create button to add a

new zone.
File Edit View Actions
Mixed Zoning 5 Enabled Config: VMware
Alias Zone I Quicki_oopl Fabric &\ssistl ConFigl \
Name [naszoon =l [ Delete | Rename

Member Selection Lisk

[=] Ports & Attaching Devices

Add Member: >

Zone Members

= Remaove Member:

Add Other...

; Q Qlogic 21:01:00:20:8b:a1:72:4b
-3 50:02:09:83:86:47:27:ba

Switch Commit Messages:
Zone Admin opensd at Seg Abr 7 21008, 8:09 AM MST

Loading information from Fabric... Done

Figure 5-21 Creating a new zone
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a. Inthe Create New Zone window (Figure 5-22), give the new zone a name. In this

example, we name it boot_serveri. Then click OK.

Create New Zone |

Zone name

oK

boot_serverl

Cancel

Java Applet Window

X

Figure 5-22 Naming the new zone

b. Assign the proper WWPNs of the storage system and the server’s HBA to the new

zone (Figure 5-23):

i. From the Name list, select the proper zone name.

ii. Expand the WWPN menu to see your storage and server's WWPNSs, and select
each of them.

iii. Click the Add Members button.

File Edit View Actions

Mixed Zoning

E Enabled Config: VMware

Alias Zone I Quicki_oopl Fabric nssistl ConFigl

Mame Iboot_serverl

Member Selection Lisk

LI Create

| Delete |

Rename

[-{%] Ports & Attaching Devices

B-{&] wwNs

QLogic 20:00:00:20:8b:07:f0:be

QLogic 20:00:00:20:8b:12:0e:54

Qlogic 20:00:00:20:8b:12:b9:56
QLogic 20:00:00:20:8b:14:f6:85

|- gic 21:00:00:20:8b:14:f6:85

w] Y [34] "QLA2342 FW:v3.03.
- £) QLogic 20:01:00:20:8b:a1:72:4b
-3 50:02:09:80:86:47:27:ba

43 50:02:09:83:86:47:e7:ba

(& AL_PAs
(5] aliases

19 DVR:v7.08-vm32"

[} [28] "NETAPP LUN 02"

Zone Members

Add Member = L /

= REMOVE MEMDE

Add Other... |

E-[E] wwis
@) 50:02:09:80:86:47:e7:ba

Switch Commit Messages:
Zone Admin opened at S=g Abr 7 2008,

Loading infarmation from Fabric... Done

Figure 5-23 Assigning the WWPNs of the storage system and server HBA to the zone
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5. Click the Config tab (Figure 5-24) and add the zone named boot_server1 to the switch
configuration. This example has a switch configuration named VMware. Click the proper
zone name and then click the Add Members button.

File Edit View Actions

Mixed Zoning / E] Enabled Config: VMware

Alias | Zone | Quickloop | Fabric Assist  Config I

MName I\u'Mware LI Create | Delete | Rename |

Member Selection Lisk Analyze Config | Device Accessibility |

EE‘ Zones Config Members
B[] NAS300b
[ virtualCenter

[ boot_z225
[ boot_386
|E| vm_shared_1
hbatest

|E| nas300

[ nas3oob

B virtualCenter

Add Member = |

= Remove Member |

IE‘ hbatest
B3] nas300
IE‘ wm_shared_1

Switch Commit Messages:
Zone Admin opened at Seg Abr 7 2008, 8:09 AM MST

Loading information from Fabric... Done IE

Figure 5-24 Adding members to the switch configuration

6. To deliver the LUN to the server and make it available, complete these steps:

a. Select Actions — Enable Config to enable the SAN switch configuration with the new
zone as shown in Figure 5-25.

File Edit View |Actions

Enable Config... Ctrl+E
Mixed Zoning Disable Zoning  Ctrl+D
Save Config Only  Ctrl+5
Alias| Zone | G Clear al ctrl+R
MName I\u'Mware j Create Delete
Member Selection List Analyze Config
@ Zones Config Members
EI FA Zones

[ boot_225
[ boot_366
|E| vm_shared_1
[ hbatest

|E| nas300

[ NAs300b
[ virtualCenter

i jick: L
(= quick Loops Add Member = |

= Remove Member |

Figure 5-25 Enabling the SAN switch configuration

74 IBM System Storage N series with VMware vSphere 5



b. In the Enable Config window (Figure 5-26), select the configuration to enable. In this
example, we select VMware configuration. Click OK.

Java Applet Window

Figure 5-26 LUN zoning - enable configuration selection

c. Inthe Enable Config VMware message box (Figure 5-27), click Yes.

Enable Config VMware |

9y Youars about ko enable the Zoning Configuration: VMware,
\‘/ This action will replace the old zoning configuration
with the current configuration selected.
This could be a lengthy process and may result in
tempaorary inkerruption of I/0.
Do you wank to enable configur ation WViMware?

Java Applet Window

Figure 5-27 Replacing the SAN switch configuration

Figure 5-28 shows the log section is at the bottom of the window. You can make sure that the
SAN switch configuration was enabled successfully when the log message Commit Succeeded
is shown. The server can now use this LUN.

File Edit View Actions

Mixed Zoning E] Enabled Config: YMware

Alias | Zone | QuickLonp | Fabric Assist - Canfig

Name I\u'Mware LI Create Delete | Rename |

Member Selection List Analyze Config Device Accessibility |

[&E] Zones Config Members

B boot_225
Add Member = |

= Remove Member: |

B virtualCenter
[ boot_serverl

—-——=B CTommit at: Seg Abr 7 2008, 8:02 AM MST

Figure 5-28 LUN zoning - commit SAN zone changes
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5.3.3 Configuring Fibre Channel HBA for boot from SAN

Now that you have created the LUN of the VMware operating system and zoned it to the
server, you can configure the HBA device of the server as a bootable device.

EMULEX HBAs: This example shows how to configure a QLogic HBA as a boot device.
For EMULEX HBAs, see the EMULEX documentation at the following website:

https://community.emc.com/docs/DOC-10015

Configuring the QLogic HBA
To configure the QLogic HBA, follow these steps:

1. Boot the server and, during the post, press Ctrl-Q to enter the QLogic BIOS (Figure 5-29).

Press <CTRL-0> for Fast!UTIL
ISP23xx Firmware Version 3.03.21
(OLogic adapter using IRQ number 5

Figure 5-29 HBA setup - step 1

2. Select the HBA to be used (if more than one is available) and press Enter.

3. In the Fast!UTIL Options panel (Figure 5-30), use the arrows keys to highlight the
Configuration Settings option and press Enter.

Scan Fibre Devices
Fibre Disk Utility

Loopback Data Test
Select Host Adapter
Exit FasttUTIL

]

Figure 5-30 Selecting the Configuration Settings option
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http://filedownloads.qlogic.com/files/manual/69771/FC0054606-00.pdf

4. In the Configuration Settings panel (Figure 5-31), select Adapter Settings and press
Enter.

onfiguration Settings

Selectable Boot Settings

Restore Default Settings
Raw Nvram Data
Advanced Adapter Settings

Figure 5-31 Selecting the Adapter Settings option

5. In the Adapter Settings panel (Figure 5-32), for Host Adapter BIOS, change the value to
Enabled. You can also see the WWPN of the HBA in the Adapter Port Name field. Press
Esc to exit this page.

Adapter Settings

BIOS Address:

BIOS Revision:

Adapter Serial Number:

Interrupt Level:

Adapter Port Nane:

Host Adapter BIOS:

Frame Size: 2848
Loop Reset Delay: 5

| Adapter Hard Loop ID: Enab led
i—'igure 5-32 Enabling Host Adapter BIOS

6. In the Configuration Settings panel as shown before (Figure 5-31), select the Selectable
boot settings option and press Enter.
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7. In the Selectable Boot Settings panel (Figure 5-33), highlight the Selectable Boot option
and change it to Enable.

In this same panel, you can see the WWPN of your HBA; highlight it and press Enter.

electable Boot Settings

Selectable Boot:

(Primary) Boot Port Name,Lun: 5ABAA9838647E7BA,
Boot Port Name,Lun: #BANARARAAARANAA ,
Boot Port Name,Lun: #BBNARNARAARAAAA ,
Boot Port Name,Lun: (7151715171212 %1317 %1517 121712 0

Press "C" to clear a Boot Port Name entry

T
Figure 5-33 Enabling Selectable Boot

8. Now that the HBA is ready to be a bootable device, press the Esc key and choose the
option Reboot Server (Figure 5-34).

Configuration Settings
Scan Fibre Devices
Fibre Disk Utility

Loopback Data Test
Select Host Adapter

Figure 5-34 HBA setup

Configuring the boot sequence

If the server has internal disks, you can configure the HBA device with a higher priority in the
server’s boot sequence. You enter the BIOS settings of your server and configure the boot
sequence to make the CD drive the first boot device and the HBA the second boot device.
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This example shows how to configure the boot sequence in BIOS Version 1.09 of an IBM
System x3850 server.

HBA: Depending on your version of the BIOS, the HBA is referred to as Hard Disk 0 and
not as the HBA itself.

Follow these steps:
1. During the post of the server, press F1 to go to the system BIOS.

2. In the Configuration/Setup Utility panel (Figure 5-35), use the arrow keys to highlight
Start Options. Press Enter.

Configuration/Setup Utility

aystem summary
Sustem Information
Devices and I/0 Ports

Date and Time
system dSecurity
Start Options
Advanced Setup

= Event/Error Logs

Figure 5-35 Selecting Start Options

3. In the Start Options panel (Figure 5-36), select Startup Sequence Options and press
Enter.

Start Options

= Startup Sequence Options

Figure 5-36 Selecting Startup Sequence Options

4. In the Startup Sequence Options panel (Figure 5-37), for First Startup Device, type
CD ROM, and for Second Startup Device, type Hard Disk 0. Press Esc to return.

Startup Sequence Options

Primary Startup Sequence:
First Startup Device

[
Second Startup Device @Hard Disk 0
[

Third Startup Device Disabled
Fourth Startup Device [ Disabled

Figure 5-37 Specifying the first and second startup devices
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Executing the Disable Bit feature
Two new requirements must be addressed on the server BIOS:

» ESXi 5.1 supports only LAHF and SAHF CPU instructions.
» ESXi 5.1 requires the NX/XD bit to be enabled for the CPU in the BIOS.

It means that the following feature also needs to be enabled as shown in Figure 5-38.

Advanced Setup

—

CPU Options

Capping Enabled
Enabled 1
Write Back
- 1
Enabled 1
Enabled 1
Enabled 1
Auto-configure 1

S ————————
Py e P ey ey pey ey peey

Figure 5-38 Enable Execute Disable Bit feature

To enable this feature, follow these steps:

1. In the Exit Setup window, as shown in Figure 5-39, select Yes, save and exit the Setup
Utility.

Exit Setup

settings were changed.
Do you want to

Yes, save and exit the Setup Utility.

No, exit the Setup Utility without saving.
No, return to the Setup Utility.

Figure 5-39 Saving the changes and exiting the Setup Ultility

2. Reboot the server.

The server and LUN are ready for the ESXi operating system installation.
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5.4 Installing the ESXi operating system

To install the ESXi operating system, follow these steps:

1. Insert the ESXi operating system installation CD into the CD tray or mount the ISO image
if you are using a remote card.

2. When prompted to select the installation mode, as shown in Figure 5-40, choose either
the graphical (GUI) or text interface. Press Enter to choose the GUI.

ESXi Installer

Boot from local disk

Figure 5-40 Choosing the ESXi installation mode

The installer loads the necessary drivers (such as HBA and network card drivers) for the
operating system installation.

3. After the media test is successfully completed and the installation wizard starts, in the
Welcome window in Figure 5-41, click Next.

Helcome to the YMuare E5¥i 5.1.0 Installation

VMuare E5Xi 5.1.0 installs on most systems but only
systems on YMuare s Compatibility Guide are supported.

Consult the VMuare Compatibility Guide at:
http://uuu . vnuware . con/resources/conpat ibility

Select the operation to perform.

Figure 5-41 ESXi 5.1 Welcome window
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4. In the license agreement panel, in Figure 5-42, read the license text. If you agree with the
terms, press F11 to proceed with the installation.

(ESC) Do not Accept (F11) Accept and Continue

Figure 5-42 License agreement panel

5. In the next step, shown in Figure 5-43, VMWare lists the physical disks found during its
scanning. Those disks include local ones and LUNs provided to be used by the SAN boot
systems panel (choose how you want to set up the initial system partition).

= ServeRA Bk-1 Mirror (npx.vnhbal:CO:TO:LO)

(Esc) Cancel (F1) Details (F5) Refresh (Enter) Continue

Figure 5-43 Selecting the disk to install ESXi 5.1
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6. Because we are upgrading the ESXi from a previous installation, the next panel
(Figure 5-44) shows the upgrade confirmation.

upgrade

(Esc) Cancel (F9) Back (F11) Upgrade

Figure 5-44 Installer waiting the confirmation to start upgrade(F11)

7. The installation takes few minutes and finishes successfully as shown in Figure 5-45.

successfully

(Enter) Reboot

Figure 5-45 Installation completed
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8. Remove the CD or unmount the ISO, then restart the server, and you have the following
panel, as shown in Figure 5-48.

VMuare E5Xi 5.1.8 (MMKernel Release Build 799733)

IBM System x3650 -[7979B4G1-

Intel(R) Xeon(R) CPU E5430 @ 2.66GHz
18 GiB Memory

Dounload tools to manage this host from:
http://esx2/
http://9.155.113.208/ (STATIC)

Figure 5-46 Fresh installed ESXi 5.1

9. Press F2 to customize the server, then enter the root password as shown in Figure 5-47,
which is empty by default, so just press Enter.

Authent icat iom Required

Enter an authorized login name and password for
localhost. .

Configured Heyboard (Default)

Lugin HamMe : [ root 1

<{Enter> DK <Esc»* Cancel

Figure 5-47 Login to the ESXi host

10.The first highlighted option is Configure Password, so press Enter to set it.
11.Type it twice on the next panel and press Enter again.

12.Then go to the Configure Management Network option, press Enter, select
IP Configuration, and press Enter again.
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13.Then configure the host with your networking settings, as shown in Figure 5-48.

Configure Management Hetwork IP Configuration

IP Configuration

Thizs host can obtain network settings antomat i|.|||!_| if your network
inc lude 1 DHCP =server. If it does not, the following settings must be

{ ) Use dynamic 1P address and network configuration

(o) et static IP address and network configuration:

IP Address [ 9.155.113.2278 1
Subnet Hask [ 255.255.248.8 1
Default Gateway [ 9.155.112.1 1
tUpsDowm> Select <Spacer HMark Selected <Enter> O <Esc> Cancel

Figure 5-48 Setting network information on the host

14. After setting the network, press Enter, go to DNS configuration, and press Enter. Type
the network information and the hostname of the server, as shown in Figure 5-49.
Press Enter.

DHS Configuration

This host can only obtain DHS setting automatically if i obtains
1ts IP configuration automatically

C ) DObtain DHS server addresses and a hostwnane automatically
(o) Use the following DNS server addresses and hostname:

Primary DNS Serwver [ 9.155.113.238 ]
Alternate DHNS Server [ 1

lostname [ esxid.mainzlab. ibm. com_

fUpsDown> Select <{Space’ HMark Selected <Emntar» OK <Esc} Cancel
Figure 5-49 Set the DNS servers and the Hostname

15.Press Esc to leave the Configure Management Network, and on the confirmation panel,
select Y, as shown in Figure 5-50.
Conf igure Management Network: Confirm

fou hawve made changes to the host s management network.
A Iping these cl : ay result in a briel network outage,

dizsconnect resote agedent software and affect running wvirtwal
machines In case vb ha been enabled r disabled this will

restart ypour host

Apply changes and restart managesent network?

<¥>» Yes <N* No <Ezc> Cancel
Figure 5-50 Restarting the management network to apply changes
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16.Connect the host to a vCenter and apply all the available patches.

17.Take a backup of your host configuration by using vSphere CLI, running the following
command:

vicfg-cfgbackup --server <ESXi-host-ip> --portnumber <port number> --protocol
<protocol type> --username username --password <password> -s <backup-filename>

Use the -s option to point to the location where the file with the host configuration is intended
to be saved.
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Installing and configuring
VMware vCenter 5.1

This chapter provides information about how to install and configure VMware vCenter and
perform basic administration activities. It includes the following topics:

» VMware vCenter 5.1 overview
» Installing VMware vCenter 5.1
» Basic administration with VMware vCenter

© Copyright IBM Corp. 2013. All rights reserved.
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6.1 VMware vCenter 5.1 overview

88

VMware vCenter is a central console that enables the most valuable virtualization features.
These features include vMotion, High Availability (HA), Distributed Resource Scheduler
(DRS), Storage vMotion, Fault Tolerance (FT), and Cloning, to name only the most common.

It is implemented as a service running on a Windows server. On vCenter 5.1, it requires a
64-bit operating system. So, if you are installing a server to perform that role, ensure that it
can run a 64-bit OS. Some examples include Windows 2003 64-bit on any version (Standard,
Enterprise, or Datacenter), Windows 2008 64-bit on any version, or Windows 2008 R2.

VMware vCenter uses a database to store all the configuration of its elements, such as hosts,
virtual machines, datastores, and clusters. When installing a small environment (up to five
hosts), it is acceptable to use a light version of Microsoft SQL Server or IBM DB2®. These
versions are free but have limited capacities. For larger environments, use of a full database
bundle is required.

For more information about compatibility, requirements, patch level and specific configuration,
check the VMware vCenter Server 5.1.0a Release Notes, at the following website:

http://www.vmware.com/support/vsphere5/doc/vsphere-vcenter-server-510a-release-not
es.html

Because our environment has less than five hosts, we use SQL 2008 Express, which is
included on the VMware vSphere installation image.

For management purposes and authentication separation from the OS, we created a user
(which we named VCadmin) to run the vCenter Server service. This user must be an
administrator of the server where vCenter is intended to run.
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6.2 Installing VMware vCenter 5.1

In this book, we are using VMware vCenter version 5.1. We consider that you have a VMware
registration with enough rights to perform that task and have followed the installations
requisites. For more information, see the following link, “Before You Install vCenter Server.’

1

http://pubs.vmware.com/vsphere-51/index.jsp?topic=%2Fcom.vmware.vsphere.install.do
c%2FGUID-200B9E03-D46B-44A9-9BOE-4863D067CFFF.html

To perform the installation, follow these steps:
1. Mount the vCenter installation image with your preferred image software.

2. If the autorun loads the installation panel, close it. Browse the image, right-click the file
autorun.exe while holding the Shift key, and select Run as different user, as shown in
Figure 6-1.

m Open I

# | adkorun '&[' Run &5 adrinistratar

|| README-de Run as different user |

| README-en Troubleshoaot campatibility
Copy as path

| README-fr

. Send ko 3
| README-ja

| |README-zh-C  CopYy

Create shaorkouk

Properties

Figure 6-1 Running the installer as a different user

3. Type the credentials and click OK.
4. When the installation panel is displayed, select vCenter Server, as shown in Figure 6-2.

vmware vSphere 5.1

Information you will need to install vCenter Server can be 1|

YiMware® Product
enter™ Simple Install
1ter™ Single Sign On
enter™ Inventory Service

isenter™ Senver

vCenter Support Tools
Figure 6-2 Selecting vCenter to be installed

5. Select the language that you are going to use and click OK.
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Click Next on the Welcome panel.
Click Next on the End-User Patent Agreement panel.

8. In the License Agreement, change the radio button to “I agree to the terms in the
license agreement” and click Next.

9. In the next panel, enter your company information and the vCenter Server license. You
can type it later also, which sets it to evaluation mode of 60 days. Click Next.

10.0n Database Options, choose between the included version of SQL for small deployments
or “Use an existing supported database.” Here we use the SQL Express, as shown in
Figure 6-3, but in a real environment, you would use a full bundle database. Click Next.

ifé VMware vCenter Server

Database Options
Select an ODBC data source for vCenter Server.

vCenter Server requires a database.

IS Install & Microsoft SQL Server 2008 Express instance (for small deployments: up to 5
hosts and 50 virtual machines)

{~ Use an existing supported database

Figure 6-3 Selecting the database

Attention: The DSN (Database Source Name) must be 64-bit capable. Otherwise, it
does not work.

11.Because we are using Windows authentication to the SQL server (more secure than SQL
authentication), you cannot enter a database username or password. Click Next.

12.Because the installation was started with the VCadmin user, it is the one intended to run
the vCenter Server service (see Figure 6-4). Type its password and click Next.

i"é'- VMware vCenter Server

vCenter Server Service

Enter the vCenter Server service account information.

Configure the vCenter Server service to run in the default Windows LocalSystem account,
or enter the details for the administrator user service account to run the vCenter Server
SErvice in.

I~ Use SYSTEM Accaunt

Account name: I

Account password: I |

Fully Qualified Domain Name: I

SECURITY ADVISORY: The vCenter Server installer grants the "Log on as a service” right
to user-spedfied accounts,

Instalshield

< Back | Mext > I Cancel

Figure 6-4 vCenter account during the installation
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13.Because this vCenter is the first one of the structure, it must be a stand-alone instance, as
shown in Figure 6-5. (If it happens to be the second or any other, you can install it as
linked to the first instance, which is called a Linked Mode instance.) Click Next.

i'§ VMware vCenter Server

vCenter Server Linked Mode Options

Install this VMware vCenter Server instance in Linked Mode or standalone mod

To configure Linked Mode, install the first vCenter Server instance in standalone mode. Install
subsequent vCenter Server instances in Linked Mode.

{* Create a standalone VMware vCenter Server instance

Use this option for standalone mode or for the first vCenter Server installation in a new
Linked Mode group.

s Join a VMware vCenter Server group using Linked Mode to share
information

Use this option to join this vCenter Server to an existing Linked Mode group.

Instal

Cancel

Figure 6-5 Creating a stand-alone instance

14.Keep the default administration ports unless they are already being used and click Next.

15.JVM memory is an important configuration parameter, so carefully choose the right value.
If possible, select a larger value, assuming that you have adequate memory assigned to
the vCenter server. See Figure 6-6.

i"é'- VMware vCenter Server

vCenter Server JZVM Memory

Select vCenter Server Web services JVM memory configuration.

To optimally configure your deployment, select the vCenter Server configuration that best
describes your setup.

Inventory Size Maximum Memory
{less than 100 hosts or 1000 virtual 1024 MB
Medium {100-400 hosts or 1000-4000 virtual 20438 MB
machines)
Large {more than 400 hosts or 4000 virtual 3072 MB
machines)

For more information on VM Memory size and how it effects vCenter Server, visit the
wSphere Installation and Setup documentation or vSphere Upgrade documentation,

< Back I Mext = I Cancel

Figure 6-6 JVM memory selection panel

Instalishield
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16.New to vSphere 5.1 is the SSO service, so you need to input the master password used
during the SSO installation process as shown in Figure 6-7.

i'.';% VMware vCenter Server B3

vCenter Single Sign On Information
Enter the Information to register vCenter Server with vCenter Single Sign On.

vCenter Single Sign On administrator user name I
(case-sensitive):

vCenter Single Sign On administrator user I
password:

Lookup Service URL:

Instalishisld

< Badk | Next > I Cancel
Figure 6-7 vCenter SSO Information

17.At this prompt, you need to enter the group or user that will be recognized by the SSO
service as the vCenter administrator, as shown in Figure 6-8.

i';% VMware vCenter Server X

vCenter Single Sign On Information
Register a vCenter Server administrator user or group with vCenter Single
Sign On,

vCenter Server administrator recognized by I
vCenter Single Sign On:

For example, user @domain.com

¥ This administrator is a user group

< Back I Mext = I Cancel

Figure 6-8 SSO information
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18.Next, you can see the vCenter Inventory Service URL, which needs no modifications, as
shown in Figure 6-9. Click Next.

i‘é‘ VMware vCenter Server E

vCenter Inventory Service Information.
Enter vCenter Inventory Service information.

vCenter Server requires the following information to register with VMware vCenter Inventory
Service, Make sure both vCenter Inventory Service and Lookup Service are running.

Lookup Service URL:

wCenter Inventory Service URL:

Example: https://server. mydomain.com: 10443

< Back | Mext = I Cancel

Figure 6-9 Inventory service information

19.7To facilitate administration, it is a best practice to keep the OS data separated from the
application. So you need to install vCenter on another partition, as shown in Figure 6-10,
and click Next.

i"é VMware v(enter Server

Destination Folder

Select the installation location.

I_’j Install vCenter Server in:

Figure 6-10 Installing vCenter in a different partition than the OS

Important: vCenter uses ports 80 and 443. So if you are installing it over a web server,
you must change those ports when installing vCenter to change your web server
configuration. Otherwise, the vCenter Server service fails to start.

20.Per a VMware you need to fix the ADAM SSL port registry type when ADWS is unable to
read the ports that AD LDS is configured to use for LDAP and Secure LDAP (SSL)
services. To fix this issue, check the following VMware KB:

http://kb.vmware.com/selfservice/microsites/search.do?1anguage=en US&cmd=displa
yKC&externalld=1023864

21.0n the Ready to Install the Program, click Install to start the installation.
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6.3 VMware vSphere Web Client installation

Now that vCenter Server is installed, you need to proceed to getting the vSphere Web Client
installed and configured. The vSphere Web Client lets you connect to a vCenter Server
system to manage an ESXi host through a browser.

The web client was first released on vCenter 5.0. It is now the primary means to manage your
vSphere 5.x servers and vCenter 5.x instances (vSphere 4.x or older is not supported). In
fact, nearly all new vSphere 5.1 features are only exposed through the web client. For
detailed information, check this website:

http://pubs.vmware.com/vsphere-51/topic/com.vmware.ICbase/PDF/vsphere-esxi-vcenter
-server-51-installation-setup-guide.pdf

6.4 Basic administration with VMware vCenter

This section explains how to perform a basic configuration of vCenter for a quick start. For
more details, see the VMware Datacenter Administration Guide at the following website:

http://pubs.vmware.com/vsphere-51/topic/com.vmware.IChase/PDF/vsphere-esxi-vcenter
-server-51-host-management-guide.pdf

This section includes the following topics:

» Creating a datacenter

» Creating a cluster

» Adding hosts to a cluster
» Templates

6.4.1 Creating a datacenter

94

To perform a basic configuration in vCenter, create a datacenter object to group the other
objects created below it:

1. Open vCenter and log in.

2. Right-click the vCenter object and select New Datacenter, as shown in Figure 6-11. Set
its name accordingly.

(v X3650-14 - ¥vSphere Client

File Edit WYew Inventory Administration Plig-ins Help

ﬁ m ¢y Home b gF] Invertory [ [ Host

gt B
e ST
=1 @ Aaf .
]_lll_ f’f Mew Folder Chrl+F
o1 Mew Datacenter Chrl+D

Figure 6-11 Creating a Datacenter
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6.4.2 Creating a cluster

A cluster is an entity which defines the boundaries of actions of both HA and DRS, so only the
hosts and virtual machines included on clusters take advantage of those features.

To create a clone, proceed as follows:
1. Right-click the Datacenter object, then select New Cluster, as shown in Figure 6-12.

[} ¥3650-14 - vSphere Client

File Edit Wiew Invenktory  Administration  Plug-ins  Help

ﬁ M @ Home [ gF] Inwentory [ Hosts and Cluste

& g oeb LGS B &

Lpr=
L
fj Mew Folder Ckrl+F
oF mew Closter... Chrl+L
¥ Mew Datastore Cluster... Chrl+
B addHost... Chrl+H

Figure 6-12 Creating a new cluster

2. On the next panel, provide a name to the cluster as shown in Figure 6-13. Select the
options related to HA and DRS if you want to implement those features. Then click Next.

[ Mew Cluster Wizard

Cluster Features
What Festures do you wank to enable feor this chusker?

[Chuster Features Hame

[ruseries_clustes|

Cluster Features
Sedect the Fastures you would ke to use with this cster,

™ Turn On Yhware HA
Wiware HA detects Falures and provides rapid recovery For e virbual machines
running within & cluster, Core functionality includes host and wirtusl machine
monitoring to minmize downbime when heartbeats cannot be debecked.,

Viare HA must be burned on bo use Fault Tolerance.,

™ Turn On Yrware DRS

Figure 6-13 Naming the cluster and features available: HA and DRS
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3. On the VMware EVC panel, whenever possible, enable EVC to facilitate vMotion between
hosts with a slightly different version of processors, as shown in Figure 6-14. Click Next.

(=5 hew Cluster Wizard

¥riware EVC
Do wou wank to enable Enhenced viMotion Compatibility For this chsber?

- CEJ\I'L;: - Enhanced vMotion Compathiity (EVC) configures & cluster and £5 hosts bo masdmize yMotion
W "'_'a": compabibiity. Cnce enabled, EVC will also ensure that only hosts that are compatible with bhos
M Swaplile Locakion the dluster may be added ko the cluster.

" Disable EVC " Enable EVC for AMD Hosts % Enable EVC fior Intek® Host

YiMware EVC Moda: IIrthIFJ Aeon® Core™2

Figure 6-14 Enabling EVC

4. Select to leave the pagefiles in the same directory as the virtual machine for ease of
management and recovery of them. Click Next.

5. Review the information and click Finish.

6.4.3 Adding hosts to a cluster

Before adding a host, you must have an ESXi host already installed and set up in the network.

Tip: You need to create a manual entry on your DNS zone for your ESXi hosts, because
they do not create that automatically.

Important: Ensure that your DNS infrastructure is working correctly before adding servers
to vCenter. If DNS cannot resolve the hosts, HA service can be affected.

After you set up the host, add it as follows:
1. As in Figure 6-15, right-click the cluster you want, and select Add Host...

[~ X3650-14 - vSphere Client

File Edit Wiew Inventory  Administration  Plug-ins - Help

@ M @ Home [ E'lj Irvenkary bEﬂ Hosts and Ch

|

O P9 B GCS 8 &

= [y %3650-14 N series Mainz
P M series Mainz

i [Mainz] Getting Started

[ 219 B addHost.., Chrl+H
B 91958 new virkual Machine... Chrl+M

Figure 6-15 Adding a host to a cluster
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2. Type the host’s full qualified domain name, then root user, and its password, in the
authentication box, as shown in Figure 6-16.

(& Add Host Wizard =]

Specify Connection Settings
Type in the infarmation used to connect ta this host.,

Connection Settings

—Conneckion
Hoskt Summary
Ready to Complete Enter the name or IP address of the host ko add ko viZenter,
Hosk: e5xi3. mainzlab,ibrm.com

— Authorizakion

Enter the administrative account information For the host. wSphere Client wil
use this information to connect to the host and establish 2 permanent
account For its operations.

Usernarme: Imot

Password: I************

Figure 6-16 Adding the host name, root user, and its password

3. Accept the RSA key by clicking OK.
4. In the Ready to Complete panel, review the information and click Finish.

6.4.4 Templates

A template is an image of a virtual machine (VM). You want to ease the administration and
deployment of new VMs. So you generally install the operating system on the template image
with all the basic software features that do not require special configuration, such as antivirus.

A template is useful when you need to quickly deploy a large number of guests. You need only
to set up a single guest and load its operating system, while the other machines are created
as copies from that template.

Prerequisites: Before creating a template, it is a good idea to perform the disk block
alignment before you load the operating system into the guest.
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To create a template, proceed as follows:

1. Just create a normal virtual machine (VM). Install the OS and the basic applications. Then
remove the IP if manually assigned and shut down the VM. Right-click it, go to Template,
and then click Convert to Template, as shown in Figure 6-17.

(3 ['WaKE_template

Ii Power b
';: Guest ]
= -
i Snapshok ]
3 Open Consale
Edit Settings. ..
B migate.,
Clane. ..
| Template L4 | Jone to Template. .,
]
Faul Tolerance 2 |_ﬂl Corvvert to Template

Figure 6-17 Converting a VM to a template

To see your template options, right-click one of your guests. Click Inventory. Select Virtual
Machines And Templates., as shown in Figure 6-18, and you see a panel like this one.

[ %3650-14 - vSphere Client

File Edit Miew Inventory Administration Plug-ins  Help
@ E.J; Q Home [+ gf] Inventory |b @ Hosts and Cluskers |
e [ = [ i
E:ll- @- I;r ik e E% o e Search Ckrl4-Shift+F

[5f  Hosts and Clusters Chrl+Shife+H

= »3650-14
EL % ¥Ms and Templates Chrl+-Shift+Y
= @ettin

ﬁh Mainz Q Dataskores and Datastaore Clusters  Chrl+Shifk+D

— s a4 e i

Figure 6-18 Changing view to VMs and Templates

You can see all your templates as shown in Figure 6-19.

=) w3EE0-14
H= M series Mainz
G ES¥i 5.1
3 IBM SmartCloud Ent
I3 Ubuntu 1
IJbuntu 2

(B
{3 Winzo00
i
(B

'

Windows2005

Figure 6-19 Viewing VMs and Templates
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Presenting N series storage for
VMware vSphere 5.1

This chapter explains how to set up the N series storage system for VMware ESX Server
installation and for guest servers. It shows the boot options that are available for VMware ESX
Servers. Finally, it guides you through the setup of logical unit numbers (LUNs) for installation
of the guest servers. It includes the following topics:

» Preparing N series

» Provisioning LUNs

» Creating NFS shares

» Storage growth management
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7.1 Preparing N series LUNs for VMware vSphere

When provisioning LUNs for access through FC or iSCSI, they must be masked so that only
the appropriate hosts can connect to them. Within Data ONTAP, LUN masking is handled by
the creation of initiator groups (igroups).

An initiator group includes all of the FC worldwide port names (WWPNSs) or iSCSI qualified
names (IQNs) of each of the VMware ESXi servers from a specified group. This task is done
from a pre-determined scope, so when assigning a LUN to an igroup, all the hosts listed on
that group can see the it.

The igroup scope design depends on the virtual environment design. For instance, if you are
dividing your VMWare servers into clusters that support different application tiers, you need to
create an igroup for each of those clusters. That way, you ensure that all the hosts within that
cluster have access to the same LUNs while avoiding the hosts from clusters to being able to
see LUNSs that are not relevant to them.

Using igroups for FC and iSCSI protocols: Separate igroups should be created for Fibre
Channel and iSCSI LUNS, even if the same membership applies to them.

To identify the WWPN or IQN of the servers, for each VMware ESXi Server in vCenter, select
a server. Then click the Configuration tab and select one of the storage adapters to see the
SAN Identifier column, as shown in Figure 7-1.

The most common and convenient option is to create LUNs and format them as VMFS
(VMware file system) for the guest operating systems. The VMFS is a multi-access and
scalable file system that was developed by VMware to store the guest operating system’s disk
files (.vmdk), the VM's configuration files (.vmx and .vmxf) and BIOS information (.nvram), as
well as Snapshot files when available (*0001.vmdk).

Each LUN formatted with VMFS is called a datastore. Figure 7-1 shows an example of using
a datastore through the vCenter console.

14

beries Mainz
Datastore_08 o Summary
n5500-01NFS1
Ge 1 i
NFS_Datastore1 i ol
nnSSfﬂlD—IEJ2NFS2 Location: ds:///vmfs/volumes/509c50e1-00b05... Refresh
nSeries_iSCS11 Capacity: 149,75 GB
snap-6b353c16-Datastr Provisioned Space: 11,64 GB
Storagel local Type: VMFS
Number of Hosts Connected: 2 Free Space: 138,80 GB
Storage2 local Last updated on: 09.11.2012 19:24:09

Virtual Machines and Templates: 1

Storage Capabilities

Commands
Refresh
{@ Refresh System Storage Capability: N/A
[l Enter SDRS Maintenance Mode User-defined Storage Capability: N/A

@ Browse Datastore...
{7 Assign User-Defined Storage Capability

Figure 7-1 A datastore example
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7.2 Adding licenses to N series systems

Before you create a LUN in the N series system, you must properly license the protocols that
are to be used to present the LUN to the host system. The protocols that we use are FCP,
iSCSI, and Network File System (NFS).

To properly license the N series system, open the command prompt. Run telnet to the
system, and use the license add command, as shown in Example 7-1.

Example 7-1
C:\> telnet 9.155.66.113

Data ONTAP (N6070A.)

login: root

Password:

Tue Nov 6 20:06:37 CET [N6070A: telnet 0:info]: root lTogged in from host:
9.155.113.201

N6070A> Ticense add <license key>

Alternatively, you can use IBM N series System Manager, navigating to Configuration —
System Tools — Licenses, and click Add, as shown in Figure 7-2.

i Licenses
4 [ ns070AMNE0T0B -
[@ add FDeiete | © Enable € Dizable | 53 Refresh
4 NEOTOA
f Storage MName Key
wFiler units T T—— -
";“ SnapMirror
4 ;—I\ Configuration MNew license key:
b f& Local Users and
I @ Network e } Cancel i
> %~ Protocols B
b ? Security Disk Sanitization
4 e\ System Tools FC/FCoE -
€ AutoSupport flash_cache
% DateTime Flex Scale
E‘E‘f Licenses Flexcache NFS

Figure 7-2 Adding licenses using GUI
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7.3 Setting up thin provisioning

You can enable thin provisioning at the LUN level or volume level by using either the
command line or the graphical user interface (GUI). The following sections guide you through
this process using the GUI during the creation of the volumes or LUNs.

For all the next activities, you must be logged to IBM N series System Manager.

7.3.1 Enabling volume-level thin provisioning

To enable volume level thin provisioning, follow these steps:

1. In the left navigation pane, select Storage —Volumes — Create, as shown in Figure 7-3.

@ IBM M series System Manager !

Tools = Help =

@

Ne0708 * |

<«

Volumes
4 NEOT0A = Y
[=gt { |‘\ i
+ B Storage 2 Creste | 27 Edit
8 Volumes Name

Figure 7-3 Creating a volume

2. Enter the following information on the next window (Figure 7-4):

a. Volume name

b. Aggregate where the volume will reside
c. Storage type access, either NAS or SAN
d. Total size and Snapshot reserve %

e. Thin Provisioned check box selected

Create Volume x

: General Storage Efficiency .

Name: E\.-’Mmre_\fol
Aggregate: Em ------------------------------ Choose |
Free space in aggregate is 707.27 GB
Storage Type
" NAS (Used for CIFS or NF5 access)

& SAN (Used for FC/FCOE or iSCSI access)

Total Size: 500 B -

Snapshot Reserve (36): ilD

Data Space: 450 GB
Snapshot Space: 50 GB
Thin Provisioning

wi

Allocate space as it's used, otherwise, allocate the space
now. Recommended for increasing utilization when each
volume is unlikely to use all of its allocated space.

Tell me more about Thin Provisioning

Create ' Cancel i

Figure 7-4 Adding volume information
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7.3.2 Creating a thin provisioned LUN on N series systems

To create a thin provisioned LUN, follow these steps:
1. Open IBM N series System Manager:
http://127.0.0.1:5718
2. Open Storage, select LUNs, and then Create as shown in the LUNs pane (Figure 7-5).

@ IBM M series System Manager ! !

Tools = Help =

@

“ 1 Luns
4 NEOTOA 1
4 Storage LUN Management Initiator Groups !

8 volumes [ create [E/Edt 3 Deiete | (llstatus v | 3 Refresn
2 shares
Py MName Container Path
HFE Exports
3 LuNs
[QE Quotas Peterstestiunumvielezeichenzutesten fvolfwold
Qtrees
Aggregates
[=) Disks

Figure 7-5 Creating a LUN

3. Add the following information, as shown in Figure 7-6, then click Next.

Name to identify the LUN.

Description.

Type to define the LUN access method.

Size of the LUN and its unit, as TB, GB, or MB.
Thin Provisioned

Paoop

Create LUN Wizard *

General Properties

You can specify the name, size, type, and an optional description for the LUN that you
would like to create.

[ j
P:M ‘You can enter a valid name for the LUN and an optional short description

Name: liscst_Lunoz

Description: ELUN for Datastore 01 (optional)

Bl  You can spedfy the size of the LUN. Storage will be optimized according to the
==\ type selected.

Type: [vMviare -

Size: [1oal GB .

¥ Thin Provisioned

Allocate space as it is used, otherwise, allocate the space now.
Recommended for increasing utilization where each LUN is unlikely to use all
of its allocated space.

Figure 7-6 Enter the requested information to create the LUN
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4. In the next window, mark Select an existing volume or qtree for this LUN, and browse
to select it, as shown in Figure 7-7.

Create LUN Wizard »

LUN Container

You can let the wizard create a volume or you can choose an existing volume as the
LUN container.

The wizard automatically chooses the aggregate with most free space for creating flexible
wvolume for the LUN. But you can choose a different aggregate of your choice, You can
also select an existing volume/qtree to create your LUN,

" Create a new flexible volume in

Aggregate Name: !snapvault Choose
Volume Name: EE_LUI\]EI__\&____

& Select an existing volume or gtree for this LUN

Volume/Qtree: |{vol,’\iMware_SAN Efiinaaiad

Figure 7-7 Select the volume where the LUN wiill reside

5. In this example, we intend to map the LUN to an initiator later, so just click Next on the
Initiators Mapping window.

6. On LUN Summary, review the information previously entered as shown in Figure 7-8 and
click Next.

Create LUN Wizard »

LUN Summary

You should review this summary before creating your LUN. If needed you can use the
Back button to go back and make necessary changes.

Review changes and create your LUN

Summary:

Create new LUN "iSCSI_LUNO1"

* Use existing volume having the path "fvol/VMware_SAN"
* LUN size is 100 GB

* LUM is used on VMWare

* LUN is thinly provisioned

Figure 7-8 LUN Summary review

7. If no error occur, a LUN will be created and the following information is displayed as shown
in Figure 7-9. Click Finish to complete the process.

Create LUN Wizard 3

Completing the Create LUN wizard

Create LUN 'iSCST_LUND1' o
Set description o

Figure 7-9 LUN creation success

8. In the last window that opens, click Finish.
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When you enable N series thin provisioning, configure storage management policies on the
volumes that contain the thin-provisioned LUNs. The use of policies aids in providing the
thin-provisioned LUNs with storage capacity as required. The policies include automatic
sizing of a volume, automatic Snapshot deletion, and LUN fractional reserve, explained
below:

Automatic grow this volume is a policy-based space management feature in Data ONTAP.
With this feature, a volume can grow in defined increments up to a predefined limit if it is
nearly full. For VMware environments, set this value to On, which requires setting the
maximum volume and increment size options.

Automatic delete older Snapshot copies is a policy-based space-management feature that
automatically deletes the oldest Snapshot copies on a volume when that volume is nearly full.
For VMware environments, set this value to delete Snapshot copies at 5% of available space.
In addition, set the volume option to have the system attempting to grow the volume before
deleting Snapshot copies.

LUN Fractional Reserve is a required policy when using N series Snapshot copies on

volumes that contain LUNs. This policy defines the amount of additional space reserved to

guarantee LUN writes if a volume becomes 100% full. It works by avoiding a volume to take a

Snapshot if the space available after that operation is not too low.

For VMware environments where the following conditions exist, set this value to 0%:

» If Volume Auto Size and Snapshot Auto Delete are in use

» If you separated the temp, swap, pagefile, and other transient data onto other LUNs and
volumes

Otherwise, leave this setting at its default of 100%.

Those settings can be set on the properties of the volume, on Advanced, as shown in
Figure 7-10.

Edit Volume

General Storage Effidency I Advanced

Space Reclamation

[T Automatically grow this volume

[120 =R

[T Automatically delete older Snapshot copies

[ Enable Fractional Reserve(100%)
¥ Support Unicode format for directories

Required during CIFS or MFS access.

¥ Update access time when a file is read

Figure 7-10 Setting advanced volume options
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7.3.3 Creating an initiator group on N series systems

To make a LUN visible to servers, create a initiator group as follows:

1. Navigate to Storage — LUNSs, then select Initiator Groups, then select Create, as
shown in Figure 7-11.

@ IBM M series System Manager ! 1

Tools = Help =

“ 1 Luns
4 NEOTOA i 7
4 Storage LUN Management | Initiator Groups
8 volumes [ creste LEdt 3% Deiete | 3 Refresh
&2 shares
N MName Type

wre Exports

1l LUNs

Figure 7-11 Creating an initiator group

2. On the General tab, type your information as shown in Figure 7-12.

Create Initiator Group x

General | Initiators I
i

Name: |VMware_iSCSL_init

Operating System: |VMWare ¥
Type

Select the supported protocol for this group
¥ i5CSI

i FC/FCOE

ALUA

ALUA helps in rmanaging T 1 105
I Enable ALUA (Asymmetric Logical Unit Access)

Figure 7-12 Initiator Group creation

3. Click the Initiators tab and click Add, then type the IQN form each host. It should look like
Figure 7-13. Click Save and Close and it will be ready.

Edit Initiator Group 'VMware_iSC5I_init’ x

General : Initiators

MName
ign. 1998-01.com.vmware:esx2-7311e13f

ign.1998-01.com.vmware:esx1-541 fdchI

Ok || cancel ||

Add Edt | Delete

Save I Save and Close i Cancel :

Figure 7-13 Adding IQNs from VMware host
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7.3.4 Mapping a LUN to an initiator

Follow these steps:
1. Click LUNSs, right-click the LUN to be mapped, and click Edit, as shown in Figure 7-14.

“< ¥ Luns
a B NBOT0AMNB0TOR =
4 MEOTOA LUN Management Initiator Groups !
4 Ep Storage [ create [ clone EVEdt 2 Deiete |
= volumes
£7 sh Mame Container Path
ares
& Exports PR _
#4 LUNs lun_06 ) Clone
afl Quotas lun_06
Qtrees :
- lun_07Nov2012_23361 @ Offiine

Figure 7-14 Editing the LUN to be mapped

2. The Edit LUN window displays. Click Initiator Groups, mark the box referring to the
Initiator to be used, Type, and LUN ID, as shown in Figure 7-15. Click Save and Close.

Edit LUN x
General i ; Initiator Groups
MaP Initiator Group Name Type LUN ID (Optional)
[¥]  VMware_iSCSI_init YMiWare ’117
[~ Show All Initiator Groups Add Initiator Group
_swe | _ Cancel |

Figure 7-15 Select the box and enter a LUN ID on the Initiator Group entry

3. To check the existing mappings for a particular LUN, select it and click the Initiators
Groups tab below the main panel, as shown in Figure 7-16.
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LUNs
| LUN Management Initiator Groups |

[ create [@cione EfEdt #Deiete | Gl Status v | 3 Refrest

MName Container Path  Thin Pro... Availabl... Total Size

lun_0& fvolfvol 06 Mo 4GB 4GB
lun_0& fvolfvol _06_c... No 4GB 4GB
lun_07Mov201... fvolfvol_O7N... No 40 GB 40 GB

LUM ID &

Marme Type  Operating System

WMware_SCSI_nit 11 iS5 YMWare

Details Initiators

Figure 7-16 Current mappings of a LUN

7.4 Presenting LUNs to an ESXi server over Fibre Channel

This section describes how to allocate a LUN to a host, so it can be used as a datastore and
provide virtual disks for your virtual machines.

The storage limits were increased on VMware vSphere 5, making the storage and server
administrators’ environment easier to manage.
The following steps are considered to be completed prerequisites before you proceed:

» LUN creation

» An FCP Initiator Group with the WWPNs of the ESX hosts

» The mapping of that LUN to the FCP Initiator group

Follow these steps to create a VMFS datastore over an FC LUN:

1. Open the Virtual Infrastructure Client and point it to your vCenter IP, typing your user
and password, as shown in Figure 7-17.

[ ¥Mware vSphere Client

vimware

VMware vSphere”

Client

Ta directly manage a single host, enter e [P address or host name,
To manage multiphs hosts, enter the TP sddress or name of &

w_enber Server,
1P address | Mame: |g.155. 113,203 =
Liser name: [admiristrzor
Password: [reeereey

™ Use Windows session credentisls

Login Close Help

Figure 7-17 Logging using the Virtual Infrastructure Client

108 IBM System Storage N series with VMware vSphere 5



After the console is opened, you can see the ESX host in the left pane and its properties in
the right pane.

2. Rescan the storage LUNs to make the new LUNs available to the ESX host:
a. Select the ESXi Host.
b. On the Configuration tab, click Storage. Click the Rescan link.

Selecting Rescan forces a rescan of all Fibre Channel and iSCSI HBAs, which is how
VMware ESXi discovers changes in the storage available for use.

3. Repeat these steps for each host in the data center.

Double scan: Some FCP HBAs require you to scan them twice to detect new LUNs.
See VMware KB1798 at the following web address for further details:

http://kb.vmware.com/kb/1798

After the LUNSs are identified, you can provision them to the host as a datastore or assign
them to a guest as an RDM.

To add a LUN as a datastore, follow these steps:

1. With vCenter opened, select a host.

2. In the right pane, select the Configuration tab.

3. In the Hardware box, select the Storage link and click Add Storage, as shown in
Figure 7-18.

| Hardware View: [Dabastores Devices |
s oateees Lo s —
Memary Ideritfication | Statiis | Davice |7 Capadty |

v Slorsge i nS500-02 NS 2 & Hormd 9,155, 50.102 vek.,  BO00GE 5

Metwarking Hl  Storagez local & mormd Local ServeRADi...  135,25GB 126
Shorage Adapters
Metwork Adapters
Awarrad "n—'li-._-.
Power Management

L i EECURTRULL « |

Figure 7-18 Adding storage
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4. In the Add Storage wizard (Figure 7-19), select the Disk/LUN radio button and click Next.

(== Add Storage

select Storage Type
Specfy F youwant bo Format a new valume or use a shared Folder over the nebwork,

= Disk/LUN Starage Type

* Disk/LUN
Create a datastore on a Fibre Channel, (5251, or local 5051 disk, or mount an existing VHMFS

™ Metwaork File System
Chioose this option F you want bo create a Nebwork File System,

i Adding & datastore on Fbre Channel or iSCST wil add this datastors to all hosts that have ac
" to e shorage meda.

Hedp | « Back | Mext = I Ca

Figure 7-19 Add Storage wizard

5. Select the LUN that you want to use and click Next (Figure 7-20).

? Add Storage

Select Disk /LUNM
Select a LUM ko create a datastore or expand the current one

= DiskiLLIN i Mame, Identifier, Path ID, LUK, Capacity, Expandable or WMFS Label c...
Select Disk,/LUN
File Swstem Yersion Mame | Path I | LM -
Current Disk Layout NETAPP Fibwe Channel Disk (naa... wmhbaZ:C0:TOLT? 7

Figure 7-20 Selecting a LUN

6. Since VMware ESXi 5, the block size of a new created datastore has been changed to
1 MB, while maintaining the limit of 2 TB as the maximum file size, which means that the
VM’s disks are still limited to that size. If your infrastructure runs a mix of ESXi 5 and
previous versions, it is desirable to create the datastores with VMFS-3, and VMFS-5 does
not have backward compatibility. Figure 7-21 shows that selection window. Then click
Next.

=1 DiskSLUN File System Wersion
Select Disk/LUM
Select DiskiLLIM & VMESS

File Syst Yersi
I System Yersion Select this option to enable additional capahilities, such as 2TE+ suppaort,

Current Disk Layout WMF5S-5 is not supported by hosks with an ESX version older than 5.0,
Properties
Forrnatting " VMFS-3

Ready to Complete Seleck this option if the datastare will be accessed by legacy hosts,

Figure 7-21 Datastore compatibility selection
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7. View the selected LUN information as shown in Figure 7-22 and click Next.

&) Add Storage

Current Disk Layout

ou can partition and Format the entire device, all free space, or a single block of free space,

[ DiskfLLIMN
Select Disk/LUMN

Review the current disk lavout:

File Svskem Wersion Deyice Drrive Type Capacity B ailal
Current Disk Layout METAPP Fitre Channed Disk (naa.608330...  Mon-55D 500.00 GE 500.00
Propetties Lacation

Farmatting fyvmfsdevicesidisks/naa, 600507650183307550000000000006C1

Figure 7-22 LUN information

8. Type a name for the datastore as shown in Figure 7-23 and click Next.

(& Add Storage

Properties
Specify the properties for the datatore

= Disk/LUN

Properties
Formatting
Ready to Complete

Enter a datastore name
Select Disk/LUIN
File Svstem Yersion INseries_FCl
Current Disk Layout

Figure 7-23 Define datastore name

9. Select if you want use all the LUN space by selecting Maximum available space, or
select a different value on the Custom space setting as shown in Figure 7-24, then click

Next.Unless you have a technical reason not to, select Maximum available space.

Disk /LUN - Formatting

Specify the maximum file size and capacity of the datastore

(& Add Storage

Ready to Complete

= Disk/LURN Capacity
Select DiskiLUIMN
File Swstem Yersion % Maximum available space
Current Disk Layout " Custom space setting
Properties
Formatting ISDD,UU 3: GE of 500.00 GE available space

Figure 7-24 Selecting how much space of a LUN the datastore will take
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10.Review the information entered and click as shown in Figure 7-25, and then click Finish.

;‘?} Add Storage =] B

Ready to Complete
Review the disk layout and click Finish to add storage

DiskfLUMN

Disk layout:
Ready to Complete

Device Drrive Type Capacity LU
WETAPP Fibre Channed Disk (naa.604%80.., Mon-550 500,00 GB 7
Location
Jumfs/devices/disks/naa, 6005076501 53507550000000000006c 1
Partition Format
GPT

Primary Partitions Capacity
VIMFS (NETAPP Fibre Chareel Disk {nas,60a9.... 500.00 GB

File system:

Properties
Datastore name: Mseries_FC1

Formatting
File system: wmfs-5
Block size: 1MB
Maxirnum file size: 2.00 TB

Figure 7-25 Reviewing datastore creation information.

11.After its creation, clicking the datastore will show details (see Figure 7-26).

Datastores Refresh  Delete  Add Storage. .|
Identification - | Status | Device | Drive Type Capacity | Free | Type | Last Update
@ Mseries_FC1 @ MNormal  NETAPP Fibre Ch... MNon-35D 499,75 GB 495,80 GB  WMFSS 11)712012 6:17:48 PM
4] | i
Datastore Details Frog
Nseries_FC1 499,75 GE  Capacity
Location:  fwmfsfvolumes/509aec25-59F9353d-6309-00151 7ebd3af
Hardware Acceleration: Supported 973.00ME @ Used
493.80GE [0 Free
Refresh Storage Capabilities
Syskem Storage Capability: A
User-defined Storage Capability: MNia
Path Selection P " Extent st 1/0 Control
Fixed (VMware) roperties . stents orage /0 Control
Wolume Label: Mseries_FC1 METAPP Fibre Channel Disk .., 500.00 GE Disabled
Drakastore M. 1 Mseries_FC1
atastore Hame: - Rseries Total Formatted Capacity 499,75 GB
Paths F i
Total 4 l:msa tmg' WMFS 5,54
Broken: ] B:e kySs 9|I'n. L e '
Disabled: 0 ock 2lze:

Figure 7-26 Datastore information

7.5 Using N series LUNs for Raw Device Mapping

With Raw Device Mapping (RDM), a guest operating system can access an external storage
system regardless of the disk format. It is based on a VMDK file in a VMFS volume. This file is
not a regular data file, but rather a pointer to external storage. This VMDK pointer file contains
only the disk information describing the mapping to the external LUN of the ESX server.

RDM uses dynamic name resolution to access to the external storage system. With dynamic
name resolution, it can use a permanent name to a device by referring to the name of the

mapping file in the /vmfs subtree. All mapped LUNs are uniquely identified by VMFS, and the
identification is stored on its internal data structures.
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Any change in the SCSI path, such as a Fibre Channel switch failure or the addition of a new
host bus adapter, has the potential to change the vmhba device name. The name includes the
path designation (initiator, target, or LUN). Dynamic name resolution compensates for these

changes by adjusting the data structures to re-target LUNSs to their new device names.

The RDM device is most commonly used when virtual infrastructure administrators need to
build a cluster where the VM's data resides on external storage device. You can only use
RDM over the Fibre Channel.

7.5.1 RDM compatibility mode

RDM devices can be used in virtual or physical mode:

»

With virtual mode, you can use raw disks to get the benefits of VMFS, such as advanced
file locking for data protection and Snapshots. No direct access is available to the external
storage.

In physical mode, the guest operating system has direct access to the raw physical
storage with a minimum of virtualization layer. This mode is required when using for a
Microsoft cluster solution where the VMs could run on any ESXi host. However, when
using physical mode, you lose the ability to use Snapshot or vMotion that VM while it is
powered on to another physical host.

7.5.2 Attaching an RDM disk device to a virtual machine

To attach a raw device to a guest operating system, follow these steps:

1.
2.

Have a LUN available and mapped to be used into a virtual machine.

Go to the Virtual Infrastructure Client and rescan the host where that VM resides so it can
see that available LUN. On the Configuration tab, select the Storage adapters, and then
click Rescan.

Right-click the VM to which you want to add the RDM device, and click Edit Settings.
Click Add as shown in Figure 7-27.

0 _rb - ¥irtual Machine Properties

i Dptions ] Resources |
™ Show Al Devicas add...
Hardweare Summary
Wl Memory 4095 ME
K cPus 1
[ video card ‘fiden card
= YMCI device Restricted
ﬂ SCST controller 0 L5T Logic 545
= Harddsk1 irtual Disk
% DOV Drive Chent Device
BB Mebwork adapter 1 wylan 100
é] Floppry drive 1 Chent Device

Figure 7-27 Adding a new device

5.

In the Add Hardware Wizard — Select a Device Type panel (Figure 7-28), select Hard Disk
and click Next.
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(=) Add Hardware

Device Type
Wehat sort of device do you wish bo add bo your virbual machine?

Choose the type of device vou wish to add.

() Seriad Part Information
Paralel Port This device can be added bo this Yiroual Machine,

USE Controllsr

s

Figure 7-28 Adding a new hard disk

6. In the Select a Disk panel (Figure 7-29), select Raw Device Mappings.

Select a Disk
Dedos TyRe # virtua disk is composed of one or more files on the host file system. Together these
Select a Disk files sppear a5 & single hard disk bo the guesst operating system,

Sedect the type of disk to use.,

—Disk.

™ Create & new virtual disk

™ Use an existing virbual disk
Reuse & previowsly configured virtual disk.

—P & Raw Device Mappings
Give your virtual machine direct access to SAN, This option allowes vou bo
use existing SAN commands to manage the storage and conkinue ko
access & using a datastore,

Figure 7-29 Selecting the disk type

7. In the Select and Configure a Raw LUN panel (Figure 7-30), select the LUN that is to be
mounted in this guest system. Then click Next.

Select and Configure a Raw LUN
Which LUN veauld vou like b use For this rave disk?

Liados Tins Name, Identiiar, Path I, LUN or Capacity contains: = Clear

Solect a Dis
Select Target LUN Name Path 1D LLIN Capacty | Haroware Ac
select Datastore NETAFP Fibre Channe| Disk {naa.60.,,  wmhbaz:C0:TO:LI3 13 S00,05.., Lnknown

ampatibilty Mode

Advancad Cphbions

Figure 7-30 Selecting the LUN
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8. In the Select a Datastore panel (Figure 7-31), store the LUN mapping file either in the
guest operating system directory or on another VMFS datastore, then click Next.

Add Hardware E

Select a Datastore
nko which datastore do you wank to map this LUW?

St Select Hhe datastore on which bo store the LUN mepping. You wil use the disk map on

Select 3 Disk this datastore to access the virbual disk,
Seloct Target LN

Select Datastore * {Store with Virtual Machine |
N ™ Specify datastore

| Catastore |_# Hosts | |
Figure 7-31 Selecting the datastore to map the LUN

9. In the Select Compatibility Mode panel (Figure 7-32), select Physical. For compatibility
mode information, see 7.5.1, “RDM compatibility mode” on page 113. Click Next.

i Add Hardware

Select Compatibility Mode
Which compatibility mode da wou wank this virtual disk to use?

Device Tvpe
Select a Disk The campatibility mode wou choose will apply anly ta this wirtual disk and wil

=eleck Target LN affect any ather disks using this LUN mapping.
2EIECE 1arqet LLN
Select Datastore

=== Campatibilicy
Eumpat'h'l't? Mode * Physical Allaw the guest operating system to access the
Advanced Options hardware directly, Taking a snapshat of Hhis virtug
Ready to Complete maching will nok include this disk,
 wirtual Allow the virtual machine to use YMware snapshok

other advanced Functionality,

Figure 7-32 Selecting the compatibility mode

10.In the Specify Advanced Options panel (Figure 7-33), specify the virtual SCSI ID for the
new disk device and for the SCSI mode. If none change is needed, accept the default
options and click Next.

i',] Add Hardware E

Advanced Options
These advanced opbions do not usualy nesd to be changed

Device Tvpe Specify the advanced aptions For this virtusl disk, These options do not normally nesd
Selact & Dish b b dhanged,
Seleck Target LLIA

Select Datastore Virtual Device Node

Comipatibiity Moide " ISCHW:]: j
Advanced Dptions

Ready bo Complete e o ]

Figure 7-33 Specifying the advanced options
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11.In the Ready to Complete panel (Figure 7-34), click Finish to confirm the settings.

(55 Add Hardware Ei

Ready to Complete
Ravies tha selected opbions and chck Finish to add the hardware

Device Tvpe Options:

Select a Disk

Select Target LN Hardware bype: Hard Disk.

elect Cist actore Creabe dek: Use mapped syshem LLIN
Camaakibiiy Mads Yirtua Device Node:  SCST(D:1)

T —— Disk mode: Persishent

Advanced Options

Ready to Conplete

Targek LUK NETAFP Fibre Channel Cisk {naa, 040800048582 I7604a626d5 1 5666 T6)
Compabibility mode:  Physical
Mapped datastore:  Store with v

Figure 7-34 Summary of settings

12.After the wizard finishes, the RDM can be seen on the VM's properties (Figure 7-35).
Click OK to finish the process. The virtual machine is ready to use the RDM device.

E-‘ Win2008 _rb - Wirtual Machine Properties

Hardware |opu.:n; ] ResOUFCES I Yirbual Machine |
™ Show all Devices Add...

Hardware Summary

Ml Memory 4096 MB

B Fus i

£ ideo card Video card

= Wl device Restrictad

{3 5C51controler 0 LSI Logic SAS

= Hard disk 1 Wirtual Disk

% Oy DYDr Drive 1 Clienk Device

BB Metwork adapter 1 wlan 100

& Floppy drive 1 Clienk Device

= Mew Hard Disk {adding) Mapped Raw LUN

Figure 7-35 RDM hard disk attached

7.6 Creating a VMKernel portgroup on VMware vSphere 5.1
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In order to communicate to a storage using the network (iISCSI and NFS, as opposed to
accessing it through Fibre Channel), VMware requires a special connection named VMkernel.

VMkernel is a portgroup on a Virtual Switch (also known as vSwitch) that handles storage
traffic and vMotion capacities. It is a best practice to separate the VMkernel used for vMotion
from the one used for storage access to avoid bottlenecks from one to interfere on another.
To configure the storage network connectivity, complete the following steps:

1. Open vCenter.

Select a host.

In the right pane, select the Configuration tab.

In the Hardware box, select Networking.

A A

In the upper right corner, click Add Networking, as shown in Figure 7-36.
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esHil.mainzlab.ibm.com YMware ESX, 4.1.0, 260247

Getbng Started  Summary  Virbeal Machines  Performance Tasks & Events | Alarms | Permessions  Maps
Hardware Wiew: [Wirtual Swhkch  whletweork Distribubed Swikch |

Processors Metworking Refresh |.f-.l:I:IHet-.-.'l:--In_:|.

[lermcry

Storage

A Wirbual Swatch: wIeibchi Remove... Properties..,

v Metworking

Storage Adapters Wirtual Maching Port Group Physical Adapiers

. gl'| £ VM Network ﬂ;ﬂ < BB vnnicd 1000 Ful | O

et work Adapters .

[ |2 virbual machine(s)

Figure 7-36 Adding network

6. In the Add Networking wizard (Figure 7-37), select the VMkernel radio button and click
Next.

on Type
orking hardware can be partitioned to accommodate each service that requires connectivity,

pn Type
reog — Connection Types

Settings

=

" virtual Machine
Add a labeled network to handle virtual machine network traffic.

¥ yMkernel

The ¥Mkernel TCPIP stack handles traffic for the following ESXi services: vSphere vMoi
and host management.

Figure 7-37 Adding a VMkernel port

7. Select the NIC that is to be bound to this switch, as shown in Figure 7-38.

thes networks through uplink adapters attached to vSphere standard switches,

Select which vSphere standard switch will handle the netwark traffic for this connection. You may also creal
vSphere standard switch using the undaimed network adapters listed below,

i* Create a vsphere standard switch Speed Metwarks
Broadcom Corporation Broadcom Net}treme II BCM5708 1000Base-T
¥ B vmnict 1000 Ful  9.155.113.1-9.155.113,254

" Use vSwitch0 Speed Metworks
Broadcom Corporation Broadcom Netitreme ITI BCM5708 1000Base-T
I B vmnico 1000 Ful  9.155.113.1-9.155.113,254

i Use vSwitchl Speed Metworks

Preview:

Figure 7-38 Creating a new switch and selecting the physical NIC attached to it
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Tip: Although a vSwitch can have multiple NICs and portgroups, any given NIC can be
bound to a single vSwitch only. That is why the vmnicO is not available.

8. Enter a name for the portgroup that you are creating. A descriptive name can help to
better identify the networks, thus easing management and troubleshooting. Because this
portgroup is used to communicate with the storage only, none of the check boxes are
marked. We named it VMKernel storage, as shown in Figure 7-39.

(=) Add Network Wizard

¥rkernel - Connection Settings
Use network labels to identify Wkernel connections while managing your hosts and datacenbers,
-onnection Type Port Group Properties
Mebwork Access
= Connection Settings Metveark Labe: |'-'rf'h:rncl_:tcrul:|l:|
FHling: WL ID {Optional): [None (0 ]
[~ Use this port group For vMation
[~ Use this port group for Faulk Tolerance logging
[~ Uss this port group for management braffic
Preview
\icermiel Port Phyzical Adaphers
¥Mlarnel_storage @; » B vrnicl

Figure 7-39 Naming the portgroup

9. Enter the IP information for the VMKernel portgroup, as shown in Figure 7-40, and then
click Next. If you need to change your VMkernel Default Gateway, click Edit and change
the address accordingly.

P Connection Settings
Mkernel IP settings

= ™ Obtain IP settings automatically
:jngs —* Use the following IP settings:
s IF Address: | 9 .1s5 .113 . 218
Subnet Mask: | 255 , 255 , 240 . 0
VMkernel Default Gateway: I e 1
Preview:
VMkeerma| Port Phy=sical Adapters
WiMkernel H..mm.m vmnicl

Figure 7-40 IP configuration of VMKernel
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10.In the next panel, review the information entered and click Finish to create the VMKernel
portgroup. Figure 7-41 shows the added vSwitch and its VMkernel portgroup.

Standard Switch: vSwitch0 Remove... Properties...
Virtwal Machine Port Group — — Phygical Adzpters
L3 WM Network @ 44— B vmnico 1000 Full 3
Bl |2 virtual machine(s) §
Ubuntu 1 i ==
Win2008 & |
[J Management Metwork i..é
vmkl : 9,155.113.208

Standard Switch: vSwitchi Remowve... Properties...

VMbzrmz] Por
VMkema! Port

Fhysical Adapters
L1 WMkernel_storage i--qu@ vmnicl 1000 Full | §3

vmk?2 : 8.155.113.218

Figure 7-41 The new vSwitch, named vSwitch1, and its VMkernel portgroup

7.7 Presenting LUNs to VMware ESXi Server over iSCSI
protocol

This section explains how to present a storage LUN to the VMware ESX host by using the
iSCSI protocol:

1. On ESXi, click the host to have the iSCSI configured, then go to the Configuration tab.
Select Storage Adapters in the left panel, then click Add, as shown in Figure 7-42.

M Configuration Wik

[ Storage Adapters Add, .,
Processors disdai | i | i
Memory 31xESB/632xESB /3100 Chipset SATA Storage Controller IDE
Storage & wvmhbas Block 5C51

) (& IRGIGEE I ] Add Storage Adapter E
Metwarking 1SP2422-based ;
-base

} Storage Adapters @ vmhhal * add Software iSCSI Adapter
Network Adapters {3 vmhbaz " Add Software FCOE Adapter
Advanced Settings @ vmhba3
Pawer Management @ ymhba4 oK I Cancel Help

ServeRAID Bk/E
altwate | % umhhan T

Figure 7-42 Selecting an iSCSI initiator

2. A warning will display stating that a software iISCSI adapter is about to be added.
Click OK to proceed.
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3. After completion, a iSCSI adapter will be available to be configured, as shown in
Figure 7-43. Select it and then click Properties...

Storage Adapters Add...  Remove
Device | Type Ry

i5CSI Software Adapter

@ vmhba33 i5CSI ign.1998-01.com.vmware:esx2-7311e13f]

Figure 7-43 iSCSI software adapter

4. On the iSCSI initiator properties, click the Dynamic Discovery tab, then click Add and
enter the storage port IP, as shown in Figure 7-44. Configure the CHAP authentication if
suits to your environment, but be aware that it will add a layer of processing on the storage
communication. It is a best practice as well as a better performing solution to keep the
communication between hosts and storage on an isolated network.

" General I Metwork Configuration  Dynamic Discovery | Static Discovery I

Send Targets
Discover iSCSI targets dynamically from the following locations (IPv4, host name):

I5C51 Server Location |

f'_fj Add Send Target Server B3
iSCSI Server: |9. 155.66. 113|
Port: 3260

Parent:

5] Authentication may need to be configured before a session can
—=%  be established with any discovered targets.

CHAP... | Ad'-.-'a:':ced...l

OK I Cancel | Help |

Figure 7-44 Adding iSCSI target to the interface

5. After repeating the previous step for all the storage targets, the iSCSI Dynamic Discovery
might look as shown in Figure 7-45. Click Close and then click OK when asked to rescan
the adapters.

@, i5CSI Initiator (vmhba33) Properties

General I Metwork Configuration  Dynamic Discovery

Send Targets
Discover iSCSI targets dynamically from the following |

1551 Server Location
9.155.66.113:3260
9.155.66.103:3260

Figure 7-45 iSCSI targets on software iSCSI adapter

6. After the scan completes, all the LUNs assigned to that iSCSI adapter will be visible, as
shown in Figure 7-46.
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Storage Adapters
Device | Type W |
i5CSI Software Adapter
@ wmhba33 i5CSI ign.1998-01.com.ymware:esx2-7311e13fresx2-1P2.. |
31xESB [632xESB /3100 Chipset SATA Storage Controller IDE
& vmhbas Block 551
& vmhba32 Block 5C5I
15P2422-based 4Gb Fibre Channel to PCI-X HBA
& vmhbal Fibre Cha... b:94:c5:dc21 b:94:c5:dc
& vmhba2 Fibre Cha... 20:01:00:e0:8b:b4:c5:dc21:01:00:20:8b:b4:cS:dc
Details
vmhba33

Model: iSCSI Software Adapter

iSCSI Name: ign.1998-01.com.vmware:esx2-7311e13f

i5CSI Alias: esx2-IP203

Connected Targets: 2 Devices: 3 Paths: 3
View: |Devices FPaths

Marme | Runtirme Mame | Operational State Lo | Type

| MNETAPP iSCSI Disk (naa.60a%8000... wmhba33:C0:T0:L... Mounted 11 disk

METAPP iSC5I Disk (naa.60a%8000... wmhba33:C0:T0:L... Mounted 37 disk

Figure 7-46 LUNs displaying after rescan

7. Go to Storage link and select Add storage, as shown in Figure 7-47.

Hardware View: ’m Dev'lces|
Processars Datastores Refresh  Delete IAdd Storage...l
Memary Identification -+ | Status | Device | Drive Type |

+ Storage [ Datastore 08 & Normal NETAPP iSCSIDisk.. Non-550
MNetworking | n5500-01NFS1 @& Normal 9,155.59.101:/vol.. Unknown
Storage Adapters @ snap-6b553c16-D. & Alet MNETAPP iSCSIDisk.. Non-550
Netwark Adapters {T = i R L
Advanced Settings
Power Management L Datastore Details

Figure 7-47 Adding Storage

8. Select Disk/LUN as shown in Figure 7-48 and click Next.

|J_Jj Add Storage

Select Storage Type
Specify if you want to format a new volume or use a shared folder over the network.,

= Disk/LUN —Storage Type

' Disk/LUN
Create a datastore on a Fibre Channel, iSCSI, or local SCSI disk,

" Network File System
Choose this option if you want to create a Network File System.

Figure 7-48 Selecting access method

9. Select the LUN used as shown in Figure 7-49 and click Next.

Select Disk/LUN
Select a LUN to create a datastore or expand the current one

B DiskAUN

Name, Identifier, Path ID, LUN, Capacity, Expandable or VMFS Lab
Select Disk/LUN : & by b

Hare | Path 1D | Lum
NETAPP i5CSI Disk (naa.60a980003... ign.1986-03.com.... 11
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10.Select the File System version as shown in Figure 7-50 and click Next.

& Add Storage

File System Version
Specify the version of the VMFS for the datastore

File System Version

* VMFS-5

Select this option to enable additional capabilities, such as ZTB+ support.
WMFS-5 is not supported by hosts with an ESX version older than 5.0.

 VMFS-3
Select this option if the datastore will be accessed by legacy hosts.

(= DiskAUN

Select DiskAUN
File System Version

Figure 7-50 Selecting file system

11.Review the LUN information as shown in Figure 7-51 and click Next.

[2} Add Storage =]

Current Disk Layout
‘fou can partition and format the entire device, all free space, or a single block of free space.

Bl DiskLUN Review the current disk layout:
Select DiskAUN
File System Version Device Driv: pe Capadty A o

Current Disk Layout NETAPP iSC5I Disk (naa.60a98... Mon-55D 100,00 GB 100,00 GB

fvmfs/devices/disks/naa.60a28000324665714a5d426941774c58

GFT

The hard disk is blank.

There is only one layout configuration available. Use the Next button to proceed with the other wizard
pages.

A partition will be created and used

Figure 7-51 LUN information

12.Enter a name for the datastore as shown in Figure 7-52.

&) Add Storage

Properties
Specify the properties for the datatore

[ Disk/AUM

Select DiskAUN
File System Version
Current Disk Layout

InSeries_iSCSIl|

"Enher a datastore name

Properties

Figure 7-52 Naming the datastore

13.Select if the datastore will take the entire LUN space selecting Maximum available space
or enter the desired value as shown in Figure 7-53.
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&) Add Storage

Disk/LUN - Formatting
Specify the maximum file size and capacity of the datastore

= Disk/UN
Select DiskAUN
File System Version

Current Disk Layout

Capadty
' Maximum available space

" Custom space setting

Properties
Formatting I 100,00 3: GE of 100,00 GB available space

Ready to Complete

Figure 7-53 Selecting datastore size

14.Review the information and click Finish as shown in Figure 7-54.

|_J_Jj Add Storage [_ (0

Ready to Complete
Review the disk layout and dick Finish to add storage

DiskAUN

Disk layout:
Ready to Complete
Device Drive Type Capadty LUN
NETAPP i5CSI Disk (naa.60a%3300... MNon-55D 100,00 GB 11

fvmfs/devices/disks/naa.60a38000324665714a5d426941774c58

GFT

Primary Partitions
WMFS (NETAPP iSCSI Disk (naa.60a...

Capadty

100,00 GB

File system:

Properties

Datastore name: nSeries_iSCSI1

Formatting
File system: vmfs-5
Block size: 1MB
Maximum file size: 2,00TB

Figure 7-54 Reviewing datastore information

15. After the successful creation of the datastore, its information can be checked by clicking it
(Figure 7-55), showing the number of paths, extents, block size, and path selection plug-in
(PSP) being used.

Datastores Refresh  Delete  Add Storage.
Identification | Status | Device | Drive Type | = Capacity Free | Tvpe | Last Update
@ nSeries_jSCSIL & Normal NETAPP iSCSI Disk... Non-55D 99,75 GB 98,80 GB VMFS5 09.11.2012 01:53:5|
4]
Datastore Details
nSeries_iSCSI1 99,75GE Capadty

Location:  fwmfs/volumes/509c50e1-00b05368-a451-001a64c3db72
Hardware Acceleration:  Supported 971,00 MB M Used &

98,80 GE [ Free
Refresh Storage Capabilities

System Storage Capability: N/A
User-defined Storage Capability: NjA

Path Selection

iy Properties Extents Storage I/0 Control
Fixed (VMware) . . . "
Volume Label: nSseries_iSC.. METAPP iSCSI Disk (naa.60.. 100,00 GB Disabled
Datastore N : Series_iSC..
atastore Name:  noenes_| Total Formatted Capacity 99,75 GB
Paths Fo i
Total: ! F"l‘“‘lsiI tl:g' VMFS 5.58
Broken: 0 B: Ecky;_ m 1ME )
Disabled: 0 ock size:

Figure 7-55 Reviewing datastore information
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7.8 Creating a datastore cluster
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Starting at vSphere 5, it is possible to create a cluster of storage in order to automatically
distribute VMs among different datastores depending on its latency or free space available.
This way, if a datastore free space falls below a specified limit, virtual disks can be
automatically moved to another datastore undisruptivelly. This rearrangements are done by
SDRS - Storage Distributed Resource Scheduler.

Even having those features enabled for all the datastores on that datastore cluster, specific
VMs residing on them can be excluded from that process, enabling a granular control of the
operations taking place.

To create a Storage cluster, perform the following steps:

1. Create at least two datastores using either SAN or NFS technologies.

2. On vSphere client, click Home Inventory Datastores and Datastore Clusters.

3. Right-click a cluster and select New Datastore Cluster, as shown in Figure 7-56.

i [W series Main
@ ds_08 fj Mew Folder Ctrl+F
B iSCSI_Ded gl New Cluster... Ctri+l
@ n3500-01 |'t‘} New Datastore Cluster |

@ MFS_Ded —
B3R nnssnoni B ACCHOST ekl

Figure 7-56 Creating a Datastore cluster

4. Type a name for that cluster and select Turn on Storage DRS, then click Next.

5. On Automation level window, select either No automation or Fully automated to
determine how the moving of data will occur. No automation gives you more control over
those operations, as you can review the recommendations before applying them, while
Fully automated will executed them automatically. Click Next to set the thresholds for
virtual disks move.

6. On SDRS Runtime Rules window, select Enable 1/0 metric for recommendations in order
to allow the move of VM disk based on latency. Type the values determined as acceptable
on your environment either for Utilized space and I/O latency, as shown in Figure 7-57,
then click Next.
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SDRS Runtime Rules

How do you want this Datastore Cluster configured?

[:-_—',3 New Datastore Cluster

General
SDRS Automation
SDRS Runtime Rules

— 10 Metric Inclusion

Select this option if you want 1jO metrics considered as a part of any SDRS
recommendations or automated migrations in this datastore duster, This will also enable
Storage IO Control on all datastores in this duster.

¥ Enable 1/0 metric for SDRS recommendations

& 10 load balanding functionality is available only when all hosts connected to the datastorg

—Storage DRS Thresholds

Runtime thresholds govern when storage DRS performs or recommends migrations (based or
dictates the minimum level of consumed space that is the threshold for action, and 1/O laten
1/0 load balancing moves will not be considered.

Utilized Space: 50%:

J— 0% [os = e
1/0 Latency: Sms —J— 100ms |20 =

how Advanced Options }

Figure 7-57 Defining the thresholds that trigger storage vMotion of VM disks

7. Select Hosts and Clusters window, select what of those elements will participate on the

cluster, then click Next.

8. On the Select datastores window, select the previously created datastores that will belong
to this cluster, as shown in Figure 7-58, and click Next.

[ New Datastore Cluster

Select Datastores

Select the datastores you want to use for this datastore duster, For best results the datastores you select should be connected to
every hostin all of your assocated custers.

[H[=] B3

General
SDRS Automation
SDRS Runtime Rules

Available Datastores: Show Datastores: IConnect&d to all hosts

=l

Select Hosts and Clusters

System Capability or User-defined Capability contains: + I Clear

Select Datastores
= [ | Hame | Host Connection Status + | Capacty | Free Space | System Capability | User-defined Capability | Type
[0 nSeries_isCSIt & Al Hosts Connecded 1498GB  1206GB  N/A NjA VMFS
[ ds_m & Al Hosts Conneced 748GE  338GE NfA NjA VMFS
[ iScsI_Dedup & Al Hosts Connected 119,8 GB 68,8 GB NfA NjA VMFS
SDRS-LUNL & AllHosts Connected 49,8GE 48,8 GB NfA NjA VMFS
SDRS-LUN2 & Al Hosts Conneced 49,8GE 48,8 GB NfA NjA VMFS
SDRS-LUN3 & AllHosts Conneded 49,8GE 48,8 GB NfA NjA VMFS

Figure 7-58 Selecting the datastore participating on the storage cluster
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9. Check the information previously entered, as shown in Figure 7-59, and click Finish.

(%) new Datastore Cluster

Ready to Complete
Please review your selections below and dick Finish to create the new Datastore Cluster.

General The Datastore Cluster will be created with the following options:
SDRS Automation

SDRS Runtime Rules

Select Hosts and Clusters SDRS Automation
Select Datastores Storage DRSAutomation Level: Manual
Ready to Complete
SDRS Runtime Rules
Storage I/ Load Balancing: Enabled
Utilized Space: 85 %
If0 Latency: 20ms
SDRS Advanced Options
Utilization difference: 5%
Checkimbalances every: 8 Hours
1/0 Imbalance Threshold: 5
Datastores:
Name Capacity Free Space Type
@ SDRS-LUNL 49,8 GB 48,8 GB VMFS
@ SDRS-LUMNZ 49,8 GB 43,8 GB VMFS
@ SDRS-LUMN3 49,8 GB 43,8 GB VMFS

Clusters and Hosts:

Name Host [Datastore Connection Selected 1/0 Load Balance Capable
Status
Mainz @ allDatastores Conneced Yes & Yes

Figure 7-59 Reviewing datastore cluster information

A datastore cluster looks like Figure 7-60.

=l [ X3650-14
= |i N series Mainz
= {9 [ISCSI-Cluster
] SDRS-LUN1
Gel I vsphere St DRS
B SDRS-LUN2 chink phere Storage
@ [?DRS_LUN] Datastores: 3 10 metrics: Enabled
9 ‘-jsc_ IS D Capadty: 149,25 GB Storage DRS: Enabled
8 o 55 EOGIT\ILIFDSl Used space: 20,45 GB Automation level: Manual
@ :iSUD- g Free space: 128,76 GB
% ngf D';;FSZ Datastore Largest Free Space: 31,16 GB Utiized Space threshold: 85 %
nn - -
Type: VMFS .
8 nSeries iSCSI1 [ 1/ latency threshold: 20ms

Figure 7-60 A datastore cluster
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7.9 Presenting an iSCSI LUN directly to a virtual machine

LUNs can be presented directly to virtual machines when using Fibre Channel through RDM.
In the same way, LUNs can be directly accessed by a guest machine using iSCSI.

To implement this procedure, use the following steps:

1.

Targats | Duscovery | Favonte Tangats | Wolumes and Devices | RADIUS  Configuration ]

On Windows 2008, click Start — Administrative Tools — iSCSI Initiator. On Windows
20083, the iSCSI client must be downloaded from the following website:

http://www.microsoft.com/download/en/details.aspx?id=18986
You can then install it by just accepting the defaults.

You might receive a message stating that the iSCSI service is not running yet. Click Yes to
enable it.

On the iSCSI menu, click the Configuration tab and check the server's IQN, as shown in
Figure 7-61. If you want to change it, click the Change button and make your
modifications accordingly.

Configuration setbings here are global and will affect any future connections made with
the iritigtar.

Aurey existing connections may continue bo work, but can Fal iF the system restarts or
the intiator otherwise bries to reconnect to & banget,

When connecting to 5 kanget, advanced conrection Festures slow specific control of &
partioular connection.

Initiabor Mame:
ign. 1991-05 com. microsoft v d

Figure 7-61 Collecting the VM's IQN

4.

Create an iSCSI Initiator group, as described in 7.3.3, “Creating an initiator group on
N series systems” on page 106.

5. Create and assign a LUN to it.

6. Click the Discovery tab, then click Discover Portal. Type the N series data IP interface for

“IP address or DNS name”, as shown in Figure 7-62.
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iSCSI Initiator Properties

Targets Discovery | Favarite Targets | Yohemes and Devices | RADILS | Configuration |

Target nm?
The system wil look For Targets on Following portals: Rofresh |

Address l Port | Adapter [ TP sddress |
To add & target portal, dick Discover Portal, Discover Partal,.. |

Discover Targek Portal E l |

Enter the [P address or DMNS name and port number of the portal vou

wank to add.

To change the defauk settings of the discovery of the target portal, didc

thie Advanced butkon, |
1P address or DS nanme: Port: (Default is 3260.)

[3.155.90.166 | 3260

Advanced,,, oK I
To remove an iSHS server, select the server above and T |

then clck Remove.

Figure 7-62 Adding the storage iSCSI data interface

7. Click Targets; the N series IQN will display as Inactive. Click Connect, as shown in
Figure 7-63.

iSCSI Initiator Properties

Targats IDisl:l:lm}.-' | Farvorite Targets I Violumes and Devices | RADILS | Cuﬁ;uratml

~ uick Connect
To dizcover and log on bo & barget using & basic connection, type the IP sddress or
DS name of the target and then chck Guide Connect.

Targat: I
I DEcovered bargets
Refrash |

Mame Stakus

am.lbrm:an, 1574093203

To connect using advanced opkons, select a target and then ﬂ
dick Cannect,

Figure 7-63 Connect to the target iISCSI
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8. Accept the message and enable multipath if you have multiple NICs configured to access
the storage. This choice is highly preferable. It changes the status to Connected.

9. Open Server Manager within that VM. Expand Storage and select Disk Management.
The assigned LUN is shown there, as shown in Figure 7-64. If not, right-click Disk
Management and select Rescan.

File Action Wew Hep

e >0 @
=N Server Manager (VC41) Disk Management  Volume Lisk + Graphical Yiew
Ral

= ._:;iws Volume Lawvaut | Typa | Flle System | Stabus
| % Diagrostics =) Smple  Basic NTFS Healthy (Boot, Fage File, Cr
4 ! Configuration L wSystem Reserved Simple  Basic  NTFS Healthy (System, Acthae, Pr
=) 49 Shorags v Cenber (E:) Simple  Basic NTFS Healthy {Primary Partiion)

(-

E& Windowes Server Backup 1| |

Disk. Management

__sDisk 0 I

Basic System Rese | {C:)
40,00 GB 100 MENTFS | 39,90 &8 NTFS
Oniine Heakb (Sywster | Healthy (Boot, Page Fie, Crash Dump,

Basic vlenter (Ez)

20,00 GH 20,00 B NTFS

Cnfine He kb (Primary Partition)
i Disk 2

Unikniewin

20,00 3B 20,00 GB

Mot Irbakzed Unalocated

Figure 7-64 The allocated LUN shows in Disk Management

7.10 NFS volumes on VMware vSphere 5.1

NFS is widely used by server administrators due to its low cost and flexibility. An NFS volume
can be increased (grown) and reduced (shrunk) at the N series level at any time without
downtime, reflecting those operations on the VMware side with a rescan of its storage
adapters.

NFS also offers an advantage of the datastore size that can be created. The VMware host
does not have a limit for it, so the datastore can be as large as the storage volume size
supported by the storage, which currently is 100 TB. It gives the administrator a central
management point, instead of managing multiple datastores as with VMFS datastores.

Also, the integration on NFS and N series provides transparent access to VM-level storage
virtualization offerings such as production-use block-level data deduplication, immediate
zero-cost VM and datastore clones, array-based thin provisioning, automated policy-based
datastore resizing, and direct access to array-based Snapshot copies.

Using NFS is also supported with integrated tools such as the Site Recovery Adapter for Site
Recovery Manager and the VSC.

With NFS, you have access to a volume hosted in a storage system over an Internet Protocol

network. Servers can take advantage of NFS to mount storage volumes as though they were
locally attached.
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VMware hosts require the creation of a VMkernel portgroup in order to access NFS. It is

necessary because all the traffic between the storage system and the host must flow through
IP network.

This section explains how to set up an N series system for a VMware host for NFS use.

7.10.1 Setting up an NFS volume on N series

To create an NFS export, perform the following steps:

1. Expand the storage where the NFS export will reside, and then click Exports, and then

Create, as shown in Figure 7-65.

<«

Exports
a [ Ns0T0AMNE0TOB
4 @@ NEOTOA {4} Create | X Delete
4 Storage Export Path
8 Volumes
E’; Shares Jvol/bootvfiler2
e s Jvolfdata
& Luns hsalidataflart

Figure 7-65 Navigating to NFS Exports

2. Create Export: Click Browse to select the existing volume where the NFS will be stored,
then add a name for the NFS export, as shown in Figure 7-66, and click OK.

Browse For Folder

Select a folder to export:
4 root
[ aggrl
4 snapvault
I [ WMware_NAS
» 8 VMware_vol
I [ bootvfilert
I B bootvfiler2

Selected Path:  [fvol/VMware_NAS

oK j Cancel

Figure 7-66 Selecting the volume to hold the NFS export
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Add the NFS export name after the volume name, then select the entry on Host
Permissions and click Edit, as shown in Figure 7-67.

Create Export »

Actual Path: |,l'\roLl'va1ware_NAS Browse... i

ExportPath:  [fvol/VMware_NAS

Host Permissions

Security Read Only Access  Read Write Access  Root Access
UIMNIX - All hosts -

Cancel |

Figure 7-67 Adding NFS export name and editing Host Permissions

Select the Client Permissions entry and click Edit, then replace the original entry
All Clients by the IP of the servers that will access that export (Figure 7-68). Click Save,
then click Add and repeat the process for all the hosts as needed, then click Modify.

Edit Export Rule »
Security Flavor
[~ None
¥ UNIX
[~ Kerberos v5
™ Kerberos v5 integrity

" Kerberos v5 privacy

Client Permissions

Client Access Allow i eddi

.
Ersmad] - [reswe < F e ]

| | 1 1
I Save | Cancel || Delete |

Anonymous Access
' Grant access to root users on all clients to the shared directory
" Grant root access to all hosts

" Disable root access

" Map anonymous users to: 55534

¥ Enable setuid and setgid executables

Figure 7-68 Changing Client Permissions
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5. The final window should look like Figure 7-69. Click Create to complete.

Create Export

Actual Path:

Export Path:

Security

UINIX

Host Permissions

x
|,"\.r0lf'VMl.'Jare_NAS," Browse... j
I,l'\foL"VMmre_NAS,l'
Read Only Ac... Read Write Access Root Access
9.155.113.208,9.155.113.203

Figure 7-69 NFS export and servers with access to it

6. From the vSphere Client, navigate to the window shown in Figure 7-70.

Configuration §

Hardware View: [Datastores Devices|
Processars Datastores Refresh  Delete |Add Storage.. |
Memary Identification -+ | Status | Device | Drive Type | Capaci
+ Storage [ nS500-02NFS2 @ Normal 9,155.59.102:/vol.. Unknown 80,00 g
Metworking @ Storage? locl & Normal Local ServeRA Di...  Non-550 135,25 §
Storage Adapters
Metwork Adapters

Figure 7-70 Adding storage

7. Select NFS, and click Next.

8. In the Locate Network File System panel (Figure 7-71), complete the steps shown.

Locate Network File System
Which shared folder will be used as a vSphere datastore?

|J_Jj Add Storage

Examples: nas, nas.it.com, 192.168.0.1 or
FEB0:0:0:0: 2AA:FF:FESA:4CAZ

= MNAS —Properties
Metwork File System
Ready to Complete Sehen Ig, 155.66.113
Folder:

I,."vol,(\n'M\c\'are_NAS,f’datastore1
Example: fvolsfvold/datastore-001

™ Mount NF5 read only

/i, If a datastore already exists in the daty
" to configure the same datastore on nes
same input data (Server and Folder) thi
Different input data would mean differg
storage is the same.

— Datastore Name

|NF5_Datasmre1|

Figure 7-71 Define NFS export parameters
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Here we summarize the required steps:

i. Enter the storage system and volume name so that the ESX host can locate it.
ii. Optional: Select Mount NFS read only, if your NFS volume is read only.

iii. In the field Datastore Name, enter the datastore name of that NFS volume.

iv. Click Next.

9. In the summary window, review the information provided and click Finish.

10.After the connection between the ESX host and the N series is established, the NFS
volume is mounted, as shown in Figure 7-72.

View: [Datastores Devices|

1

Datastores Refresh  Delete|
Identification 4 | Status | Device | Drive Type Capacity | Free | Type

@ NF5_Datastorel & Normal 9,155.66.113:/vol... Unknown 98,00 GB 98,00 GB NF5

H Storage2loal & Normal Local ServeRA Di...  Non-550 13525 GB 126,14 GB VMFS3

Datastore Details

NFS_Datastorel
Server: 9.155.66.113
Folder: fvolVMware_MAS/datastorel
Refresh Storage Capabilities
System Storage Capability: NjA
User-defined Storage Capability: N/A

Storage I/0 Control
Disabled

98,00 GE  Capadty

152,00 KB [E Used
98,00GE [ Free

Figure 7-72 NFS datastore details

7.10.2 NFS datastore limits and options

By default, an ESXi 5 host is capable to connect to up to 256 NFS datastores. It is an
expressive improvement compared to version vSphere version 4, where the maximum

number of NFS datastores was 64.

When deploying VMDKs on NFS, disable the access time updates that occur by default on

the NFS. To disable the access time updates, uncheck the option Update access time when

file is read on the Advanced tab of the NFS volume, as shown in Figure 7-73.

Edit Volume

General Storage Efficency | Advanced.

Space Reclamation

[ Automatically grow this volume

[T Automatically delete older Snapshot copies

¥ Enable Fractional Reserve(100%)
¥ Support Unicode format for directories

Required during CIFS or NFS access.

[ Update access time when a file is read

Figure 7-73 Disabling Update access time
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7.11 Monitoring and management

This section provides information about monitoring and managing the IBM System Storage
N series storage system.

7.11.1 Monitoring storage utilization with Operations Manager

IBM offers the Operations Manager product to monitor, manage, and generate reports on all
of the IBM System Storage N series systems in an organization. When you are using N series
thin provisioning, deploy Operations Manager and set up email and pager notifications to the
appropriate administrators. With thin provisioned storage, it is important to monitor the free
space that is available in storage aggregates. Proper notification of the available free space
ensures that additional storage can be made available before the aggregate becomes full.

7.11.2 Setting up notifications in Operations Manager

For more information about setting up notifications in the version of Operations Manager you
are using, see the Operations Manager Administration Guide at this website:

http://www.redbooks.ibm.com/abstracts/sg247734.html1?0pen

7.12 Storage growth management

This section explains how to grow different storage types used to house virtual machines.

7.12.1 Growing VMFS datastores

134

Beginning on vSphere 4, VMFS growing on the fly is supported, which means that you can
grow your datastore with all VMs running without any disruption.
To grow a datastore, follow these steps:
1. Open IBM N series System Manager:
http://Nseries/na_admin

2. Navigate to your storage device, select Storage — LUNSs, then right-click the desired
LUN and click Edit, as shown in Figure 7-74.

@ IBM M series System Manager ! 1

Tools = Help =

Ne270-01 * |

“ 1 Luns
a B NBOTOAMNSOTOR - |
Fl NEOTO0A LUN Management Initiator Groups '

4 [ Storage [ create [ cione [EfEdt 98 Delete
8 Volumes

[£Z shares

;-Es Exports

(1 LUNs
iqﬂ Quotas
Qtrees

Figure 7-74 Editing the LUN

Containg

i
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3. On Edit LUN window, type the new size of that LUN, as shown in Figure 7-75. You can see

the current size on the right on Total Size (100 GB) while the new LUN size will be 150 GB.

Click Save and Close.

LUNs
LUN Managems Edit LUN
i |
@_ Creste @_ Clo General Initiator Groups |
Name Identification Total Size
iSCST LUNDL —j Name: [iscs1_Lunot .
e ;
lun_08 Description: |LUN for Datastore 01 2
Storage
Type: VMWare
"ﬂ’_j Size: [150] E -
¥ Thin Provisioned
Mame Allocate space as it is used, otherwise, allocate the space now.
Recommended for increasing utilization where each LUN is
Whware (5CSLnil unlikely to use all of its allocated space.
Save } Save and Close JI Cancel ,
Datzil 1 Had j ot 1 ik i

Figure 7-75 Growing a LUN

4. Click OK on the message stating that the LUN is Thin Provisioned and thus the space

might not be actually added if there is no space on the volume holding it.

LUN Resize Confirmation

@ LUN size has been changed. You should now
perform the steps on the host side that IBM
recommends for the host type andjor
application that is using the LUN.

Figure 7-76 LUN extended successfully

shown in Figure 7-77.

| Configuration S

Hardware View: [Datastores Devices|
Processars Datastores Refresh  Delete  Add Storage...  Rescan All...
Memary Identification | Skatus | Device | Drive Type = Capacity «
+ Storage @ nSeries_iSCSIL & Normal NETAPP iSCSI Disk... Non-55D 99,75 GEw
Networking | | _>|_I
Storage Adapters
Metwork Adapters Datastore Details Properfies...

Figure 7-77 Clicking Properties of the datastore to be expanded
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5. A message will display showing that the resize was completed successfully (Figure 7-76).

6. Return to VMware Infrastructure Client and select a host connected to that LUN. Then go
to the Configuration tab, then select Storage in the left, then click Rescan Adapters.

7. After the rescan completion, click the datastore to be expanded and click Properties, as
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8. The new LUN size will be displayed on the datastore properties, as shown in Capacity
Device in Figure 7-78. Click Increase to extend the datastore.

[?? nSeries_iSCSI1 Properties

Volume Properties
—General Format
Datastore Mame:  nSeries_iSCSI1 Rename... File System: VMFS 5.58
Total Capadty: 99,75GB FRE Maximum File Size: 2,00TE
Block Size: 1MB
—Storage IO Control
I” Enabled
Extents Extent Device
A VMFS file system can span multiple hard disk partitions, or The extent selected on the left resides on the LUN or physical
extents, to create a single logical volume., disk described below.
Exkent | Capacity | Device apadty
NETAPP iSCSI Disk [naa.EUEBBUUU324EES?... 100,00 GB; NETAPP iSCSI Disk (naa.60a980... 150,00 GB
Primary Partitions Capadty
1. VMF5 100,00 GB

Figure 7-78 The new LUN size (150 GB) is shown

9. Notice that the same LUN has additional 50 GB and is marked as expandable, as shown
in Figure 7-79. Click Next.

I[=] E3

[?? Increase Datastore Capacity

Extent Device
Select a LUN to create a datastore or expand the current one

Name, Identifier, Path ID, LUN, Capacity, Expandable or VMFS Label contains: » I Clear

Mame | Path ID | LUN | Drive Type | Capacity | Expandable | Hardware Acceleration
METAPP iSCSI Disk (nag.... ign.1986.. 11 Non-50 150,00 GB  Yes Supported
| | »]

[i] The datastore already occupies one or more extents on this device, Selecting one of these extents on the device
= will expand it in the datastore, Selecting anything else on the device will add a new extent to the datastore.

Figure 7-79 LUN with additional space

10.The same information is shown more explicitly on the next window (Figure 7-80).

t?? Increase Datastore Capacity

Current Disk Layout
‘fou can either expand an existing extent or partition and format a single block of free space into a new extent.

Extent Device
Current Disk Layout

Review the current disk layout:

Device Drive Type ble LUN
NETAPP i5CSI Disk (naa.60a330003246... MNon-55D GB 11

Lapadty Aval

150,00 GB 50,00

fvmfs/devices/disks/naa.60a28000324665714a5d426941774c58

GFT

Primary Partitions

Free space 1,00 MB
WMFS (NETAPP iSCSI Disk (naa.... 100,00 GB
+ Free space 50,00 GB

Figure 7-80 The current space being used and the space available to increase the datastore
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11.Select how much space to add to the datastore and click Next.

12.Review the details of the growth and click Finish, as shown in Figure 7-81.

[?—_,3 Increase Datastore Capacity

Ready to Complete
Verify that the selected extent device is configured appropriately

I[=] E3

Extent Device

Review the proposed disk layout for the new extent device:

Current Disk Layout
Extent Size Device

Part

at

Drive Type Capadty

Ready to Complete NETAPP iSCSI Disk (naa.60298000324665714... Mon-35D 150,00 GB

fvmfs/devices/disks/naa.60a38000324665714a5d426941774c58

Formatting
File system: vmfs-5
Block size: 1MB

Maximum file size: 2,00TB

Datastore name: nSeries_iSCSI1

GPT
Primary Partitions Capadty
Free space 1,00 MB
WMFS (NETAPP iSCSI Disk (naa.60a... 150,00 GB
The following YMFS will be increased as shown:
Properties Extents

METAPP iSCSI Disk (naa.60a380003246657 14a5d426¢

Total capacity: 150,00 GE

4] | i
Help | < Back | Finish I Cancel |
A
Figure 7-81 Review the expansion details
13.The next window shows the datastore expanded after that operation, as shown in
Figure 7-82.
[‘31 nSeries_iSCSI1 Properties
Volume Properties
General
Datastore Mame: nSeries_iSCSI1 Rename...
Total Capadity: 149,75 GB Inorease...
Figure 7-82 Datastore with its new capacity
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7.12.2 Growing an NFS datastore

To grow an NFS datastore, it is only necessary to grow the NFS volume and rescan the host,
performing the following steps:

1. Open IBM N series System Manager, navigate to the volume that needs to be expanded,
right-click it, and select Resize, as shown in Figure 7-83.

« { volumes
a [ NBs0T0AMNEDTOR = = =
. D HBOTOA [@ creste EVEdt X Delete | FEcione =
o Storage Mame Aggregate Status Th
8 volumes G mmﬁ
[£2 shares AR Edit
VMware_SAMN s
;"% Exports X Delete
_';ﬂ Lun vold g
i =l
o Quotas vol_06 g 3 Refresh
Qtrees vol_08 5 |
Clane 4
Aggregates
— B status v
isl
vFiler units 102.4GB  [4) Snapshot Copies *
"@ SnapMirror
s e\ Configuration 82GB
t_ﬁ Local Users ar
— torage EFR
- @ Network 61.5GB 9 sto 5
e - 1

Figure 7-83 Resizing a volume

2. On the Welcome to the Volume Resize Wizard window, click Next.

3. Type the new volume size (our example grows from 100 GB to 120 GB) as shown in
Figure 7-84 and click Next.

Volume Resize Wizard - VMware NAS

Resize Volume Settings

You can resize data space by changing the size or Snapshot reserve percentage of the volume

Space Settings

102.4GB
JE—
Total capacity: 5120| 68~
Snapshot reserve (%): 2 j (2 GB)

B2GB
Available Space

Current New

651.5G8 Data space 98 GB 98 GB

Snapshot

Reserve 1.97 GB 1.97 GB

41GB

Total 09.97 GB 09.97 GB
20.5GB
OBytes

Figure 7-84 Type new volume size

4. Click Next on the Select Snapshots to be Deleted or select Snapshots that you might want
to delete, but be aware that it might affect your ability to recover files saved on those
Snapshots.
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5. Review the volume growth information as shown in Figure 7-85 and click Next.

Volume Resize Wizard - VMware_NAS

Summary

You should review this summary before resizing the selected volume. You can use the
go back and make any necessary changes.

121.1GB Summary

* You are resizing the volume from '100 GB' to '120 GB'

96.9GB
72.6G8B
48.4G8

24.2G8B

OBytes

Figure 7-85 Summary of changes being made to the volume

6. If the growth completed successfully, a success message will be shown (see Figure 7-86)
Then click Finish to complete the process.

Volume Resize Wizard - VMware_NAS

Volume Resize Wizard

‘fou have completed the Volume Resize Wizard.

@ The volume has been resized successfully.

]

Figure 7-86 A successful growth of volume

Going back to vSphere client, select one the hosts connected to that NFS datastore and
check its space, as shown in Figure 7-87.

View: |Datastores Devices|

Datastores Refresh
Identification | Status | Device | Drive Type |v Capacity | Free | Type
5] NFS Datastorel 4% MNormal 9.155.66.113:/vol... Unknown 98,00 GB 98,00 GB NFS

Figure 7-87 The NFS datastore size before the rescan

Run a Rescan All... and check details for that datastore again (Figure 7-88).

View: ’m Devices|

Datastores Refresh
Identification | Status | Device | Drrive Type |v Capaciky | Free | Type
@ MNF5_Datastorel & Normal 9,155.66.113:/vol... Unknown 117,60 GB 117,60 GB NF5

Figure 7-88 The NFS datastore size after the rescan
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7.12.3 Growing a virtual disk

In an analog way to Datastores, Virtual disks can be extended while the VM is running.

However, growing the virtual disk is only half of the equation to increasing available storage.
You still need to grow the file system after the guest boots. Root volumes, such as C:\in
Windows and / in Linux, cannot be grown dynamically or while the system is running. For
these volumes, see “Growing bootable volumes” on page 141.

For all other volumes, you can use native operating system tools to grow the volume. To grow
a virtual disk, follow these steps:

1. Open vCenter.

2. Right-click the desired Virtual Machine and select Properties.

3. Select a virtual disk, and in the right pane, increase its size, as shown in Figure 7-89. Then
click OK.

Diske File:
[ Show &l Devices Add... | Remoe | [
Hardware | Sumary |
Wl Memery =12 ME E"Sk Provisioning
@ ous 1 2 Thin
g Yideo card Video card Pravisioned Size: I 10 ::| |5|:| j
= ¥MCI device restricted Masdmum Size (G8): 81,76
) 5C5Lconkroder 0 sl agic Parallel
= Harddsk 1 irtual Disk Virtue Devies Nade
By CovDvD Drive 1 fdevscdl) -
B Metwork adapter 1 W Metwark [ ' J
& Fhppy drive 1 Client Device y
o
i
o

Figure 7-89 Growing a virtual disk

7.12.4 Expanding the guest file system (NTFS or EXT3)

140

When a virtual disk or RDM has been increased in size, you still need to grow the file system
that resides on it after booting the guest.

Growing the file system

You can perform this process live while the system is running by using native or freely
distributed tools:

1. Connect to the guest.
2. Grow the file system.

a. Windows 2008 can use the graphical interface to extend the disks, using Disk
Management.
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b. For Windows 2000 and Windows 2003 guests, use the diskpart utility to grow the file
system. For more information, see the topic “A Description of the Diskpart
Command-Line Utility”:

http://support.microsoft.com/default.aspx?scid=kb;en-us;300415

c. For Linux guests, use ext2resize to grow a file system. For more information, see the
following web page from SourceForge:

http://sourceforge.net/projects/ext2resize

Growing bootable volumes

Root volumes, such as C:\ in Windows guests running Windows 2000 and Windows 2003, or
/in Linux guests, cannot be grown while the guest is running. However, they can be expanded
if they are not running as a boot volume, by attaching it to another VM running same
operating system type, and then following a common disk expansion processes defined in
“Growing a virtual disk” on page 140. The following example explains how to perform that
operation on a Windows 2003 server:

1.
2.

Shut down the Virtual Machine that has the disk to be expanded, for this example, VM1.

Add the virtual disk containing the boot volume of VM1 to another VM, in this example,
VM2.

Rescan the disks on Disk Management from Windows, and the new added disk will
display. It shows as a disk with 1 GB of free space (Figure 7-90).

[EvMz on 9.155.113.208
Fie View WM

muly) 80 LGB D

O Computer Management

Tree | Yahme | Layou | Type | File System E
E Computer Maragemen (Local) = () Part?t:mn BasF NTFS H
= ﬂ‘; System Tosk = (E:} Partition Hasic NTFS H
=1 | Event Wiswer
+ % Systanm Irf ormation 1l
1§ Performance Logs and Alerts
¥ Shared Folders EdDisk 0
% Device Manages Basic {C:)
= Local Lkers and Groups 9,93 GB 9,93 GB NTFS
= ii Storage Heakhy {Sysbem)
‘3 Disk Managament
BY Disk Defragmenter
= Logicsl Drives
=g Removable Storage
+ _fg Servicas and Applicabions

Figure 7-90 System drive attached to another VM in order to be increased a a normal drive

4. Extend it as a normal disk.
5. Shut down the VM, detach the virtual disk, and re-add it to the original VM.
6. Start the original VM and check if the partition was extended accordingly.
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N series cloning

This chapter provides information about the best ways to use N series cloning technologies
with VMware vSphere 5.1. It includes the following topics:

VMware and N series cloning technologies
Cloning guests within a datastore

Cloning an entire datastore

Cloning VMware ESXi servers

v

vvyy
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8.1 VMware and N series cloning technologies

Cloning virtual machines is a feature available with VMware for years. Cloning consists in
copying all the files containing in a VM. These files are virtual disks (.vmdk), configuration
files (.vmx), BIOS configuration (nvram), and logs (.log). Cloning results in a new guest, with
the exact same configuration of its parent, but running independently from the virtual machine
that originated it.

By applying that concept, you can create a template, also known as a “golden image,” of a
base server, with all the tools that are server name and IP agnostic. You then use it to
provision new servers for building up your environment.

8.1.1 Provisioning new servers

N series FlexClone can also be used to provision new servers. If you have a traditional VMFS
file system in a Fibre Channel environment, FlexClone does not offer a significant advantage
over the native VMware cloning feature. However, if you are using NFS, FlexClone offers the
benefit of performing the clone procedure from the storage side, reducing the load on the
VMware side. Also, if using RDMs, you can clone them using a LUN clone and then split the
LUN clone, which also removes the load from the VMware host.

So far, none of these cloning solutions save storage space. The real value of FlexClone
(Figure 8-1) in a virtual infrastructure is realized when you use it to create temporary guests. It
is beneficial for creating a large number of guests to provision a test and development center,
a demonstration center, or a training center, and when you need 30 guests for testing. In a
traditional VMware environment, that operation would take 30 times the clone of the original
machine. You must wait while that data copies 30 times. Obviously, it can be expensive to
provision large numbers of guests in such a traditional environment.

Point-in-time copy

Copy of FlexVol

Can be copy of another FlexClone
Created in seconds

LI ]

4
FlexVol N

FlexClone

Figure 8-1 FlexClone
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8.1.2 Cloning individual virtual machines

You can use the N series FlexClone or LUN clone feature to quickly provision a large number
of virtual disks on N series storage systems. You then attach new guests to the cloned drives.
Because of the N series cloning technology, the storage space consumed by the cloned
virtual disks is only a fraction of the space that another storage system might use. You might
need many guests, or are constantly creating and recreating temporary guests. N series
FlexClone or LUN clone technology provides significant space savings while dramatically
reducing the time needed to complete the cloning process.

In such situations, the N series storage virtualization technologies can play a key role in guest
deployments.

To clone a large number of guests, follow these steps:

1. Build a datastore and create a virtual machine to be the prototype for the cloned guests.
For Windows systems, use Sysprep to ensure that, when the guests are cloned, they are
recognized by the operating system as unique systems.

2. Take a Snapshot of that datastore, and create a FlexClone. You do not want to use the
original copy in case something goes wrong. Then mount the FlexVol on the VMware ESXi
Server.

3. Using VMware vSphere, create clones of the original virtual machine in that datastore. You
can create as many clones as you want, taking in consideration the datastore size and
your needs. Figure 8-2 shows six guest systems. In this example, you have a datastore
that contains multiple clones of the original guest system.

You can also run the N series Advanced Single Instance Storage (A-SIS) feature on the
datastore to reduce the consumed storage space back down to the size of the original guest.

@ D
vuox] v |vuox]
LN vwok] v Jyuod
- | Datastore A
ool Guest Template [WVMX) ]
< M series Svstam . L VMware ESX Server Y.

Figure 8-2 A datastore with six cloned guests
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4. Use N series to create FlexClones of the initial FlexVol that contains the datastore where
the cloned virtual machines reside.

5. After the FlexClones are created (Figure 8-3), add the datastores to the VMware hosts,
register the virtual machines in the vCenter and start them. You can write a script to boot
the guests in an orderly fashion, so that you do not overburden the VMware hosts. You are
done. You went from one to many guests without consuming any additional storage; you
did it quickly, and you can repeat the process at any time.

- B
' ' "'E“ Qe | vMDk vwD| vMDK || wmiDj viD| vMDK
§i8i55 i) i || iy o] v
LUN ﬁigiﬁégé ~ Datastore A " Datastore B
ool £ 28 £

[y ok wicfe i ik
iy vy o | o] v

Datastore C Datastore D

vMBk VMD| vMDK
I R R

Datastore E

N series System

L 4

Figure 8-3 Virtual infrastructure with four quickly deployed, space-efficient datastores

8.2 Cloning guests within a datastore

To clone a guest by using VMware, follow these steps:

1. In the left pane of the VMware Infrastructure Client (Figure 8-4), right-click the guest you
want to clone, and click Clone.

[E Mainz 1BM M series
o [{ 9.155.113.202 (Getting Started
131 [Win2008_Rz]

7 [ 9.155.113.208 Powesr %
Guesk ¥
Snizpshat b
|="_‘=I Open Corsole
[y  Edk Settings...
lﬂ'ti Migrate...
Temnplabe: ]

Figure 8-4 Cloning a virtual machine
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2. Inthe Clone Virtual Machine Wizard shown in Figure 8-5, specify the name for your clone,
and select the data center in which to place the cloned guest. Then click Next.

{2 Clone ¥irtual Machine

Mame and Location

specify a name and location For this wirtual machine

Mame and Location
Host | Cluster
Resource Pool
Starage
Guest Custamization
Ready to Complete

Marne:
Winz00a_R2_clong|

Wirtual machine (WM names m
Server Wi Folder,

Inventory Location:
= @ #aeh0-14

i |M series Mainz

Figure 8-5 Enter a name for the new server

3. In the Specify a Specific Host panel (Figure 8-6), review the details about the capability of
the host to run the guest you are cloning. If no changes are necessary, click Next.

@ Clone Yirtual Machine

Host / Cluster

n which host or clusker do wou want o run this wirtual ma

Mame and Locakion
El Host / Cluster
Specific Host
Resource Pool
Skarage
Guesk Customization
Ready to Complete

=] N series Mainz

ﬁh Mainz

[ 9.155.113.203

[ [5:155.113.208

Campatibilitsy:

|'u'a|iu:|atiu:un succeeded

Figure 8-6 Selecting a host and check if the validation succeeded
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4. In the Choose a Datastore and Disk Format for the Virtual Machine panel (Figure 8-7),
select a datastore for the cloned guest. Additionally, click Advanced, and select specific
datastores for each file of the guest. It is a best practice for easy maintenance to keep
everything together in a single datastore. After you make your selection, click Next.

(¥ Clone ¥irtual Machine

Storage
Select a destination storage for the virkual machine Files

Mame and Location Select a virtual disk Format:

Host J Clusker

Storage - : =
- Same Format rce
Guest Customization Thick. Provision Lazy Zeroed
Ready to Complete Thick Provision Eager Zeroed
Thin Provision

MNarme | Dtive Type | Capacity | Provisio
@ na500-01NF51 Unknioarn S0,00GE 25,43 ¢
@ Storagel local Man-330 a7,00GE 9,58 GE

al

I Disable ahorage LR Forkhis virtual mackine

Select a datastare;

arie | Drive Type | Capacity | Provisione:

Compatibility:

Yalidation succeeded

Figure 8-7 Selecting a datastore

5. In the Select Guest Customization Option panel, select the Do not customize radio
button. Although you can have Sysprep attached to the cloned guest so that it can be
made a new system when starting, it is not in the scope of the topic of this chapter. Then
click Next.
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6. In the Ready to Complete New Virtual Machine window, in Figure 8-8, confirm all of your
selections. Then decide if the guest must power on after the copy has completed, or if you

need to edit the virtual hardware. Then click Finish.

Ready to Complete
Click Finish ko start a task that will create the new virtual machine

[fiﬁ Clone ¥irtual Machine

Mame and Location Setkings For the new wirtual machine:

Host f Cluster - -
Host / Cluster Wirtual Maching to Clone:
Storage N :
Guesk Customization ame:
Ready to Complete Folder:
HostCluster:
Dataskore:
gk, Skorage:
Guest 05 Customization Specification:

ES®i5.1

WinZ008_RZ_clone

M series Mainz

9,155.113.208

nS500-01MF51

Same Format as source

Mone, do not customize guest 05

Figure 8-8 Verifying the options to create a new cloned virtual machine

7. After the Clone Virtual Machine is completed on the Recent Tasks pane of the vCenter,
you will have your clone as shown in Figure 8-9. It is ready to be started and modified as

necessary.

]_'l Mainz IBM M series
= [ 9.155.113.203
1 wWinz00a_Re2
5 | Winz008_R2_clone

Figure 8-9 Cloned VM ready to be used

8.3 Cloning an entire datastore

To clone a datastore with multiple guests in it, follow these steps:

1. Ensure that all guests within the datastore are powered off so that the clone of the
datastore is in a consistent state, as shown in Figure 8-10.

i nSS00-02 WFS 2

i Storagez local 51 WinZooo

i Storagel local Mame | State Stakus
Powered OFF & Normal

Figure 8-10 All the virtual machines within the datastore are down

2. To clone a LUN and assign it to an Initiator Group containing your VMWare hosts.

3. Back in the vCenter, on the Configuration tab for the hosts to which you are adding this

new LUN, select Storage and run a Rescan All
4. After the rescan is completed, click Add Storage...
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5. Follow the process outlined in 4.5, “Storage connectivity” on page 42, but when prompted,
select Assign a New Signature and click Next. See Figure 8-11.

Seleck YMFS Mount Dptions

Specify F you want bo maurt the detected YMFS valume with the existing signsture, use a new sgnature, or Format the disk
ChshILLY Specify a ¥MFS mount option:
Mount Dptions - KEEPH'!E existing signature

Miaunt tee VPS5 volume witkhout changng the signature,

* Bssign a new signature
Rekain the existing data and mount bhe WWFS volume present on bhe disk.

" Format the disk
Creabe & new datastore.

/¥, References to the existing signature From virbual machine configuration files will nesd ko
updated,

Figure 8-11 Changing the LUN signature to avoid duplication

8.4 Adding a virtual machine to the inventory

To add a virtual machine, follow these steps:

1. On the Datastore view, you see that the newly created VMFS datastore has the prefix
snap-xxxxxxxx- and then the same name of the original datastore, as the same size, as
shown in Figure 8-12.

f Mainz IBM N series
i3C5I_DaZ
nS500-01MFS1

£
E
nS500-02 NFS 2
g
£

snap-41 1dead0-isC5I_DS2
Storagel local
Storage? local

@

Figure 8-12 New datastore name related to the cloned datastore
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2. Right-click the new datastore Figure 8-13, and select Browse Datastore. You can rename
the datastore to something more logical if you prefer. In this example, for our purposes, we

leave the automatically assigned name.

= [y Mainz IBM N series
f@ tscsips2
i nSs00-01KFs]
El nSs00-02 NFS 2

Virbual Machine

3 [aneTiesia Bt st |

§ Storagel local Browse Datastore..,
f# Storagez local Alsimn

Rename

Celete

Cpean in Mew Window...  Corldalb4+N |
Refresh

Figure 8-13 Browsing the cloned datastore

3. In the left pane of the Datastore Browser window (Figure 8-14), select one of the guests.
In the right pane, right-click the .vmx file and select Add to Inventory.

[ Datastore Browser - [snap-411dea40-iSCS0_D52 ]

B e @@ X @

Felders | Saarch |

[snap-411dead-iSC51_DS2] Winz000_clone

- [j i Hanmne
£ win2000_cane [ winz000_dane, vmsd
[ wanz000_done, v

Size |
0.00 KB
0.26 KB

PN TN —

| 51 win2o00_dane. vinx '|

gl Win200_done.rvram
L] wmare-g.log

Add ko Inventary u

Figure 8-14 Adding a Virtual Machine to inventory

4. Inthe Add Inventory Wizard (Figure 8-15), provide a name for the new guest, select the

inventory location, and click Next.

Name and Location
specify & narme and location For this virtual madhine

Mame and Location Harme:

B . WinZ0o0_z
wenter Server Y Folder,

Irventaory Location:

Virbwal machine (¥M) names may contain up bo &0

=R

=] By [Msinz TBM M sexies |
f_j Discovered virtual machine

Figure 8-15 Providing a name to the virtual machine being added
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5. In the Select the Host or Cluster panel (Figure 8-16), select a host or cluster. Click Next.

[+ Add bo Inventory

Host / Cluster
O which host or chesber do you weant bo run this virtual machine?

Mame and Location =] L:.I MMainz 1B N series
E Host / Cluster [ [ Nseries_chuster |
Specific Hos
Resource Po
Ready bo Complebe

Figure 8-16 Selecting a cluster

6. In the Specify a Specific Host panel (Figure 8-17), select a specific host in a cluster that
was selected. Click Next.

Specify a Specific Host
O wihich hast within the cluster should the virbusl maching run?

fame and Location hoose a specific host within the cluster.

B Hast [ Custer O dusters that are configured with YMware HA or Man)|
Specific Host be assigned to a specific host, even when powered off,

Ready Lo | pleke

Select & host From the kst below:
Host Mame
a sl mainzlab. bm.com

d
Figure 8-17 Selecting a specific host

7. To complete the addition of the guest to the host, confirm your choices and click Finish.
In our environment, we added the other guest, as shown in Figure 8-18.

=l [ Mainz IBM N sevies
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e | ; ¥ | Active Guesk Mamory:
B Win2000 | Memory: 512 MB i
{0 | Win2000_z2 Memory Cverhead: 126,75 MB | Erovisioned Storage:
| hhsiare Tools: Mek runiring | Mot-shared Storage:
| P Addresses: Usad Storage:
| DN Mame: | | Dakastore sy
| BV Mode: hifA snap-4lldead05CSI 052 @
| state: Powerad Off |l |
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| S VM Nebwork Standard 5
| Commands | il

Figure 8-18 Finished adding guests
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You are now finished with adding guests to the Inventory from a clone. As a final step, you
might want to run A-SIS to deduplicate the blocks for all of these guests down to a single set.

8.5 Cloning VMware ESXi servers

Although installing VMware ESXi server from a CD is fairly quick and simple, you might want
to deploy multiple servers in a short time. Deploying these servers from a cloned golden
image is quicker and easier than using the CD.

To use an existing VMware ESXi Server, quickly make it a golden image, and then return it to
service, follow these steps:
1. In the vCenter, select the host that you want to use to make the golden image.
2. Remove the IP configuration of the host:
a. Log in to the ESXi host console with the root user.
b. Go to Configure Management Network.
c. Select IP Configuration.
d. Change the configuration to DHCP, as shown in Figure 8-19, and click OK.

Here we are changing the server to be the image to DHCP, so the clones generated
from it will not conflict when starting.

IP Configuration

[his host can obtain wnetwork settings autosatical ly
includes a DHCP server [ it does not, the following =ettings

pEi ified:

(o) Use dunamic IP address and wetwork conliguration
{1 Set static IP address and network configuration:

Figure 8-19 Changing server to be the image to DHCPF, so clones do not conflict when starting

e. Press Esc to exit this panel and Y to accept the management agents restart.

3. Shut down the host so the image is consistent.
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. On the IBM N series System Manager, take a Snapshot of the volume that contains the

LUN that you want to clone, as shown in Figure 8-20.
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Figure 8-20 Taking a Snapshot for the golden image

5. Create a LUN clone by using the IBM N series VSC CLI as Example 8-1.

Example 8-1 Creating a LUN clone

N6070A> lun clone create /vol/vol_06/1un_06_clone -b /vol/vol_06/Tun_06 snapshot_vol 06

. To separate the golden image from the parent LUN, split the clone as shown in

Example 8-2.

Example 8-2 Splitting the LUN clone

N6070A> Tun clone split start /vol/vol _06/1un_06 clone

N6070A> Tue Nov 6 01:39:13 CET [N6070A:Tun.clone.split.started:info]: Clone spl
it was started on LUN /vol/vol_06/Tun_06 clone.

Tue Nov 6 01:39:14 CET [N6070A:1un.clone.split.completed:info]: Clone split was
completed on LUN /vol/vol_06/Tun_06_clone.

Put the original host back in service by undoing the modifications that you made.

Now that you have a stand-alone golden image, continue as though it were days or months
later and you now want to deploy a new VMware ESXi server:

1. Take a Snapshot of the volume where the golden image resides. Create a clone for use as

a new host. Then split the new host’'s LUN from the parent, as shown in Example 8-3.

Example 8-3 Making a new host LUN

N6070A> snap create -V vol_06 vol_06_getclone

N6070A> Tun clone create /vol/vol_06/1un_07 -b /vol/vol_06/1un_06 vol_06_getclone
Thu May 1 09:15:07 MST [N6070A: Tun.clone.created:info]: Created Clone
/vol/vol_06/1un_07 of LUN /vol/vol_06/.snapshot/vol_06_getclone/vol_06

N6070A> Tun clone split start /vol/vol_06/Tun_07

N6070A> Tue Nov 6 01:56:08 CET [N6070A:1un.clone.split.started:info]: Clone spl
it was started on LUN /vol/vol _06/Tun_07.

Tue Nov 6 01:56:08 CET [N6070A:Tun.clone.split.completed:info]: Clone split was
completed on LUN /vol/vol_06/Tun_07.
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2. Map the LUN to the new host:

a. Right-click the desired LUN — Edit and at the Edit LUN panel of the IBM N series

System Manager (Figure 8-21), clear the Map check box for the current Initiator Group
and select a different Initiator. In this panel, you can also assign a LUN ID for this LUN
that presents it to the host. For this boot LUN, for LUN ID, type 0, or the VMware ESXi

server will not boot from it. Then click Save and Close.

i Edit LUN

LUMs
_________________________________________ ¢ | General : Initiator Groups
LUN Management ki
o Map  Initiakor Group Mame Type
[3 Creste  [2f Edit 6 Diels
[ WMware iSCSLinit VMWare
Mame Conktainer Pak
[ WMware_jSCSIII YMWare
ISCSI UMDY fvolMMware
lun_0& Jwolfvol_0&

T
1 |_|||| W |_||_I_I [}

lun_06_clone

lun_o7 fuolfvol _D&

LUK ID (Optional)

Figure 8-21 Edit LUN and select LUN ID panel

b. In the Edit Initiator Group panel, add the server to map the cloned LUN and click Save

and Close.

P | mnitiators

LUMNS

LUM Management | Inil Hame

g Creste |1 Edit X I

MName:

YMware (SCSIIT

VMware iSC5Iinik

Edit Initiator Group "¥YMware iSCSI_IT'

ign. 1995-01. com.vmware:esxz-7311e13f

Figure 8-22 LUN Map Edit Initiator Group panel
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3. After applying the LUN ID to the map, under LUNSs in the right pane of the IBM N series
System Manager, click LUN Management. You can now see your new LUN mapped to
the new host, as shown in Figure 8-23. Notice that the LUN ID on which the LUN is

mapped is 0.
“ ¥ LUNs
FOFOBME0TOL _
1 MEOFOB LUN Managemenk Initiakor Groups '
o Ne070A [ Creste 1 Edt X Al Status * | ) Refresh
o B Storage
'3 4 Mame Zontainer Path Thin Provisione: fvailat
fa Salumes
E7 shares ISCSI_LUMOL  fwolfWMiware_Sak Yes 100 56
- Exports lun_06 fvalfval_0& Mo 4GB
jj LN e T . : : -
i'ﬂE uotas lun_ 07 fwolfval_0& Mo 4 5B
Cirees
Agoregates
=] Dizk=
wFiler unitz
"Tff' Snaphdirror
Initiakor Marme Group Mame
: ekCu:-nfigl.msuticun
- |E@ Disgnostics ign. 1935-01,com. vmware:esx2-7311e13F Yhlware_iSCSI_IT

Figure 8-23 Mapped LUN of the new host

You have finished creating the LUN for the new host from the N series side. After the new host
boots off the cloned LUN, configure the ESXi as shown in Chapter 5, “Installing the VMware
ESXi 5.1 using N series storage” on page 59.

Important: To clone servers, you must ensure that they have the same hardware.
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Configuring snapshots

VMware backups need to be planned carefully while taking into consideration your
environment design. You might be backing up data for various reasons, with each backup
requiring a different strategy, such as recovery of lost data or archiving. This chapter provides
help with the implementation of snapshots, which can be very useful in data recovery policies.
It includes the following topics:

» Storage considerations
» Taking a snapshot
» Scheduling snapshots
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9.1 Storage considerations

A snapshot is a point-in-time copy from data, which allows the administrators to recover the
data in that specific point.

That technique is useful with virtual machines, because it provides the ability to recover a
server to a specific point whenever needed. If a risky change is going to take place on a
certain server, a snapshot can be taken just before the change begins. If anything goes wrong
during the implementation, it is not necessary to follow the traditional restore approach of
servers. That is, you do not need to install the operating system from scratch, install the
backup, restore the software, and restore the data. The only step needed is to restore to a
previous point in time. The server is up and running again in a matter of seconds or minutes,
depending on the amount of data to be reverted.

Formerly, it was considered a best practice to separate the real server's data from transient
data, such as temporary files and swapping partitions. But as virtualization implementations
became more mature, this practice changed. Data separation does not add enough benefits
to justify its implementation, because it changes the way the servers are configured.

The major benefit of data separation is reducing the amount of data to be stored on
snapshots and replicated to remote locations in case of disaster recovery (DR)
implementations.

However, keeping all the pagefiles in a single location creates a single point of failure,
because if it fails, all the virtual machines are affected. The separation also adds an
administrative burden. It requires the reconfiguration of all servers to point to a new disk in a
new “transient datastore,” responsible to hold that temporary data.

For all these reasons, the new best practice is to keep the transient data stored with the
server's data, providing a centralized management of the entire solution.

9.2 Using VMware snapshots

158

VMware snapshots are a valuable tool to manage the environment, but they do not cover all
the restore and performance possibilities.

To understand this idea, it is necessary to understand how snapshots work in the VMware
world. Basically, the VMware snapshot system locks the virtual disks (.vmdk) at the moment
of the snapshot. All new information from that point in time is not written to the .vmdk, but to a
file created on the same directory as the .vmdk. If the virtual disk is named C.vmdk, a file
named C-000001.vmdk is created, and all new information is written on it instead of the
C.vmdk. For each read or write operation, it is necessary check two different files, the original
and the -00000x.vmdk, to complete the operation. It might cause serious performance delays,
especially on high disk 1/O virtual machines.

Because all the new information is never committed into the .vmdk, the snapshot file grows
indefinitely. It can take all the available space on the datastore where it resides, which can
cause a crash of all VMs that share the same datastore.

Another reason to avoid maintaining long term snapshots and keep taking new ones is the
access of multiple files to get the information need. If only one of those files gets corrupted for
any reason, you lose all the information stored on that .vmdk. You must then consider how
you can restore the data.
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One last point to consider is that snapshots do not cover complete disaster recovery. If both

the primary and secondary sites have serious problems as a natural catastrophe, there would
be no data to restore from, as opposed to the common approach of keeping backups stored
on media on a remote site.

9.3 Integrating VMware and N series snapshots as a solution

Keeping VMware snapshots of virtual machines is a great point-in-time recovery option, but
might cause performance issues. Next we consider how to take advantage of these features
while maintaining a system running without impacts.

The solution is to integrate VMware and storage snapshots. In that way, a VMware snapshot
is taken, followed by a storage snapshot from the volume containing that VM, and then the
VMware snapshot can be deleted, avoiding performance impacts.

Important: This solution does not replace backup and restore procedures, but it does
provide a means to speed the recovery of the environment. It can be used together with
planned backup and recovery procedures.

The following sections show you how to implement that solution.

9.3.1 Taking a snhapshot

To use snapshots as a solution, take a virtual machine snapshot, then take a snapshot from
the volume where the LUN and its respective datastore. Then remove the virtual machine‘s
shapshot.

Taking a virtual machine snapshot
Use vCenter to take snapshots, as shown in the following steps:

1. Using a Virtual Infrastructure Client, connect to your vCenter.
2. Right-click a virtual machine and select Snapshot — Take Snapshot (Figure 9-1).

@ 9.155.113.208 What is a Virtual Machine?

G Ubuntu 1

3 [Win20D8!L Asdctual machina in o cafhugre computer that, like a

G Win2000 Power * |operating system and

G Windows Guest b pystem installed on a virtual
| Snapshot P ||EJ Take Snapshot...
ré" Open Console il Rewvert to Current Snapshot
@ Edit Settings... ﬁ?.."_; Snapshot Manaager...
E,a Migrate. .. Consolidate

Figure 9-1 Taking a snapshot of a virtual machine
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3. In the Take Virtual Machine Snapshot window (Figure 9-2), enter a name and description
for the snapshot. If you select Snapshot the virtual machine’s memory, the guest
memory is written to a file within the datastore, so it is possible to restore the VM with the
exact memory content at the moment of the snapshot. Click OK.

|?,J— Take Virtual Machine Snapshot _ (O]

—Mame

|2I3121112—5nap5h0ﬂ

—Description

Snapshot taken on Nov 12th, before a LUN snapshot

¥ snapshot the virtual machine's memory
™ Quiesce guest file system (Needs YMware Tools installed)

0K I Cancel Help

Figure 9-2 VM Snapshot details

4. Verify that the snapshot completed successfully, as shown in Figure 9-3.

Hame | Target | Status | Details | Irbiated by | venter Sarver
¥ Creste virbusl maching snapshat (1 Windows2008 @ Completed Adwinitrator [l Yo

Figure 9-3 Guest snapshot complete

Taking a volume snapshot
After the VMware snapshot is completed, take the N series snapshot. To take a snapshot of a
volume where the LUN of a datastore reside, use the following steps:

1. Open IBM N series System Manager. Select the Storage — Volumes, then select the
volume, click Snapshot Copies — Create, as shown in Figure 9-4.

€«

Volumes
a B NBOT0AMNBOTOB oy .
. NEOTOA [ creste BBt X Delete [E@clone » B Status = [u.!-ﬂ Shapshot Coples o
4 ¢ Storage Name Aggregate Status [
EZ Shares o : e
= o R @ onin| & Restore

Figure 9-4 Add Snapshot

2. On the next window, provide a name for the snapshot and click Create.
3. If the operation is completed successfully, the snapshot will display as shown in Figure 9-5
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Figure 9-5 Add Snapshot success

Removing the virtual machine snapshot

Follow these steps:

1. Remove the VMware snapshot:

a. InvCenter, right-click the guest and select Snapshot — Snapshot Manager as shown
in Figure 9-6.
E; Win2008| | | WM Version; Fi E;
Gh Win200( Power k Ac
Eh Window et .
| Snapshot * | @I Take Snapshot...
@ Open Console @ Revert to Current Snapshot
G Edit Settings... [ snapshot Manager...
E@ Migrate. .. Consolidate
Figure 9-6 Guest Snapshot Manager
b.

In the Snapshots window (Figure 9-7), select the snapshot to delete, and click Delete.

E’j Snapshots for Win2008

S Win2008
=[5 [20121112-Snapshot

Delete

Delete Al |

—Mame

IS [=] E3

20121112-5napshot

— Description

volume Snapshot.

Snapshot taken on Mov 12th before a storage ;I

Figure 9-7 Deleting a guest snapshot

c. Inthe Confirm Delete window, click Yes to confirm the deletion.
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d. Inthe Snapshot Manager window, in Figure 9-8, verify that the snapshot is no longer

displayed.
{%] Snapshots for Win2008 (=] E3 I
=-ff Win2008 -~ Name

—Description

Figure 9-8 Guest Snapshot deleted

9.3.2 Scheduling snapshots

In a production environment, you can automate the snapshot process. vCenter can be used
to schedule snapshots as follows:

1. Click Home — Scheduled Tasks, as shown in Figure 9-9.

[¥) X3650-14 - vSphere Client

File Edit Wiew Inventory Administra
Bl & rome
Inventory

e

Search Hosts and Clusters
Administration

D6

! i ¥

Roles Sessions
Management

............

2

Scheduled Tasks Events

Figure 9-9 Scheduled Tasks
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2.

Y New| T3 eror

Click the New button in the left side top of the panel, as shown in Figure 9-10.

Narme | Description | Last run
f?;SCheduleTask H= R
Select a task to schedule.

Figure 9-10 Scheduling a new task

o o &

7.

Select the virtual machine and click Next.
Provide a name for the snapshot and select Memory Snapshot also, then click Next.
Provide a name, date, and time when the task will run, then click Next.

Enter your email address if you want the vCenter to inform you after the completion of that
task, and click Next.

Review the scheduled task and click Finish.

The N series component can be scripted as indicated previously by using the command”

snap create <vol-name> <snapshot-name>

To perform that action using the GUI, open IBM N series System Manager, complete the
following steps:
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Open IBM N series System Manager, select the Storage — Volumes, then select the
volume, click Snapshot — Configure. It will display a number of options as shown in
Figure 9-11. It is important to set the number of snapshots to keep in accordance with your
storage capacity. Also, schedule the snapshot to occur when the production utilization is low
to avoid bottlenecks. Click Apply.

Configure Volume Snapshot Copies 3

Snapshot Reserve (%G): E__ al

The percentage of volume space reserved for Snapshot copies.
¥ Make Snapshot directory (.snapshot) visible

Visihility of .snapshot directory on this volume at the dient mount paoints.

[~ Enable scheduled Snapshots
Schedule

Select the maximum number of scheduled Snapshot copies to be retained

Weeldy:|tl = Daily: [2__ :* Hourly: iﬁ_ ol

Hourly Schedule for Snapshots:

= |0_ = E I; 7]
o1 1 = - 1
10 2 10 2
B o AM 3 @ B o PM 3 B
8 4 8 4
B o5 B R 5 5 #
= ] = = 1]

Time Zone: CET

Ok Cancel |

Figure 9-11 Snapshot scheduling options
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10

Recovery options

You need to plan the backup and recovery of your VMware environment carefully, depending
on your requirements. The reason for recovery might require one of the following main
strategies:

» Recovery from a failed or corrupted LUN or volume
» Recovery from a failed server (guest)
» Recovery from accidental deletion of user files

This chapter explains how the recovery of a Snapshot can be done at the volume or LUN level
directly from the N series system. Files or guests can be recovered only by using a clone of a
LUN that is mounted and that restores the required data. It includes the following topics:

Restoring a volume

Restoring data from a cloned volume, as with FlexClone
Recovering an entire virtual machine

Recovering files within a guest

vyvyyy
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10.1 Restoring a volume

166

Restoring volumes requires retrieving data from a Snapshot, so you must have at least one in

order to restore a volume.

Restoring a volume from a Snapshot overwrites the existing volume with the backup version.
You might want to perform this task where a volume was unintentionally deleted or corrupted.

To restore a volume, use the IBM N series System Manager as follows:

1. Select Volumes (highlight the desired volume) — Snapshot Copies — Restore from the
side menu, as shown in Figure 10-1.

a B Me070AMEDTOR
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snapvaulk . .
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Figure 10-1 Volume restore

2. In the Restore Volume from Snapshot copy panel, select the Snapshot copy you want to

restore to and click Restore as shown in Figure 10-2.
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Figure 10-2 Restore Volume List

3. In the Restore Volume confirmation panel select the Restore volume from this Snapshot

copy check box and click Restore (Figure 10-3).

Restore ¥olume

A

iy
7

Yalurme ol 06" will be restored wsing the Snapshot copy hourly. 0

&l changes made after this Snapshot copy was created will be lost,

™ Restore volume from this Snapshot copy,

x

Figure 10-3 Restore Snapshot copy confirmation

10.2 Restoring data from a cloned volume, as with FlexClone

To restore a volume while keeping the existing volume intact, a clone of a Snapshot backup is
required. You do this process when only some of the data from a volume was lost or needs to

be recovered.

Preferred practice: Use the clone for a short time while data recovery is occurring, and
then destroy it. Do not take Snapshots while the clone exists, which can lead to contention.
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10.2.1 Creating a clone

To create a clone, using IBM N series System Manager, complete these steps:

1. In the left navigation pane of the System Manager window (Figure 10-4), select Volumes,
highlight the desired volume in the right pane and click in Clone — Create —Volume.
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i E_q Storage Marne
& volumes biookfiler1
d shares bookwfilerz View Hicrardy [ -uu.:unllne
,‘,?5 Exports 2
;ﬂ LU data snapvault 2 online
f =
“';‘E Cutas daktavfilerl snapwaulk 0 online
Chreas datavfilerz snapwvaulk & online
Aggregates Wiware_MAS snapvault 2 online
=] Disks Wware_Sah snapwvaulk & online
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Figure 10-4 Creating a FlexClone
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2. In the Create FlexClone Volume window (Figure 10-5), type the volume clone name and
click Clone. In this panel, it is also possible specify if you want to create the new cloned

volume with Thin Provisioning and if you want to create the new clone from an existing

Snapshot or create a new one.
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™ Thin Provisioning
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Rl .0
Fourly . 1
hourly, 2
hourhe 3
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chanchab wnl NE

Marne: vl _06_clone_07Moy2012_191221
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FlexClone parent Snapshot copy
¥ Create new Shapshot copy now

T Use an existing Snapshot copy

Date

11/07/2012 16:00:20
11/07f2012 12:00:19
11/07/2012 05:00:15
11f0efz012 20:00:17
11/06/2012 16:00:18
11/08f2012 12:00:17
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Cancel

=

Figure 10-5 Creating a FlexClone

3. In the Clone a Flexible Volume pane, enter the name of the new clone. Select the volume
to be cloned and the Space Guarantee option that you require. Click Next.

Now the clone is created, and all data (including LUNSs) that was in the original volume, when
the Snapshot was taken, is also there. Any LUNs, however, are not mapped, and therefore,

cannot be mounted.

Alternative process: This process uses the FlexClone feature in System Manager GUI.
Alternatively, you can use the following command on the N series command line:

Tun clone create <clone lunpath> [-0 noreserve] -b <parent lunpath>

<parent_snap>
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10.2.2 Configuring the cloned LUN to be accessed

After the clone is created, you must bring the LUN to online status and map the LUN to a host
or hosts, then create a datastore over it.

Mapping a LUN to hosts
Follow these steps:

1. In the IBM N series System Manager, in the left navigation pane, select LUNs, and you
see the cloned LUN in the right pane as shown in Figure 10-6.
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Figure 10-6 The cloned LUN

2. Right-click the cloned LUN and click Online as shown in Figure 10-7.

LUNs
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Figure 10-7 Bring LUN online

3. Highlight the desired LUN and then — Edit, as shown in Figure 10-8. It is not mapped to
any host, so we want to configure it.
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Figure 10-8 Edit LUN
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4. Then select the proper Initiator Group you want to map the LUN, type the LUN ID

(Optional) and click Save and Close (Figure 10-9).

Edit LUN
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Map Initiabar Group MName Tvpe
I
o WMware_iSCSI_init VMW are
VMW are

LLIN 1D (Optional)

Add Infistar Group |

Cancel |

Figure 10-9 Add Groups to Map

5. Now you have mapped the LUN and the host or hosts should be able to access it as

shown in Figure 10-10.

: LUN Management

Initiakor Groups i

_4;} Create _4;1 Clane |27 Edit j] Status - G Refresh

Mame

ISCSI_LUNOL

lun_0&

Initiator Mame

Container Path
TvolfyMware_SAN

Tvolfvol D&

ign. 1998-01.com, vimware:esx2-731 1e13F

Thin Provisioned

Group Narme Type

Whware_iSCSI_II i5C51

Figure 10-10 Cloned LUN mapped
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Creating a datastore with the cloned LUN on VMware
Follow these steps:

1. On VMware side, select a host present on the initiator group and click Rescan All. Go to
the Storage Adapters menu and select the iISCSI connection. You see the new LUN
available on the host, as shown in Figure 10-11. You can identify the new LUN by the

LUN ID.
| Hardware Refre
Pracassors Wheirice | Tyee Lkl
Wamory iSCSI Software Adapter
Storags {3 wwhbaZ3 15C5T ign. 1998-01 .com.vraware e -S4 1 FchBes:] P2,
J1HESB/63ZHESE,/ 3100 Chipset SATA Storage Controller IDE
&y vmhbad Blodk 5C..
' ) wmhbasz Block 5C...
15P2432-hased 4Gh Fibre Channel to PCT Express HDA
A urkhad Eibwa ™k SRR 1 R 22 AR 1 001 e S5 00 AF
Fower Management Details
| Software vimhba33
....................... Mool 5051 Software Adapter
adzkaiiacy I5C51 Nama: iqn. 1993-01.com. vmwarazesx1-54 1F4cha
Time Configuration i5CST Alias: el -IP203
DS &0 Routing Cornecked Targets: 2 Davices: 2 Paths: 4
SLAhBRCaKiCh Senices Yiew: [Devices  Paths |
oveer Management . | f—mm—— — e e e T e
virbual Machine Startup/Shutdown Meme Riritirres: Faime LUN | Type | Transport | Capacty | Cwnsr
sirtual Machine Swapfile Locatian METAPP iSCSE Disk (naa, 60298000,,,  wwhbaZ®:C0:TOiL.., 10 dsk 551 30,00 6B NMP
SEelity Profie | MNETAPP [SC51 Disk (naa, 6098000,  wmhbas3:CO0:To:L.., 11 dsk BCsE 00GE NMP

Figure 10-11 The cloned volume shown with the LUN number defined on N series

Click Storage, then click Add Storage
On the Add Storage menu, select Disk/LUN and click Next.

4. The cloned LUN is available with the VMFS label as the name of the datastore from which
the LUN was cloned. Select the cloned LUN and click Next

5. In the Mount Options panel, change the radio button to Assign a new signature, as
shown in Figure 10-12. That option enables the copy from the cloned datastore into the

existing one.

|J_Jj Add Storage

Select ¥MFS Mount Options
Specify if you want to mount the detected YMFS volume with the existing signature, use a new signature, or for|

= DiskfLUN Specify & YMFS mount option:
Select DiskiLUIMN

Mount Dptions i« Keep the existing signature
Ready to Complete Mount the YMFS volume without changing the signature.

i+ Assign a new signature
Retain the existing data and mount the YMFS volume present on the disk,

" Format the disk
Create a new datastare.

Figure 10-12 Changing to Assign a new signature

172 IBM System Storage N series with VMware vSphere 5



6. Inthe Ready to Complete panel, observe that a new signature is going to be applied to the
LUN. Click Finish.

7. After adding the datastore, it will have a name referencing the cloned LUN/datastore, as
shown in Figure 10-13.

4 Configuration |_
Yiew: |Datastores Devices
Datastores
Identification | Status | Dn
i Datastore_01 @ Alert M
i3 MFS_Datastorel &  MNormal 9,
H nns500-02MFS2 & Mormal 9,
@ snap-33c2fash-Datastore_01 & Alert ]
[ StorageZ lacal &  Mormal Lc

Figure 10-13 The cloned LUN creates a datastore referring the original one

10.3 Recovering an entire virtual machine

To recover a guest because of data corruption, the original guest files are replaced with the
files of the cloned guest created in the previous sections.

10.3.1 Copying data into the original guest datastore

If you are restoring all of the virtual machines, then they probably have a problem and are
down. If they are still running, make sure to turn them off before copying data over them.

To recover an entire virtual machine, follow these steps:

1. Browse the guest datastore, as shown in Figure 10-14.

Datastores
Tdentification + | Status | Device
B Datastore 01 i  Alert METARP
[ MFS_Datastorel @ MNormal 9.155.6
@ nnS500-02MF52 @ Mormal 9.155.5
{5 snap-33c2fEsb-Datastore 01 T
B Storage? local Brﬂ.wse.?atés':?r...a' i

Alarm

Figure 10-14 Browsing the datastore from where data is to be copied
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2. Browse to the folder of the virtual machine to be recovered. Select all the files, right-click
them, and click Copy, as shown in Figure 10-15.

[{53 Datastore Browser - [snap-33c2f85b-Datastore_01]
il +
B e 8 BB X @
Folders I Search | [snap-33c2f85b-Datastore_01] Windows 2012
El--ﬁ ! Marme | Size | Tvpe
{7 Windows 2012 51 Windows 2012 vz 1,50KE  Wirtual
Windows 2012 vk 0,26 KB File
Windows 2012, vmsd 0,00 KB File
& WII’IEII:IWS 2D12|dek 2 AAC 0 OO0 D Lhinkyy =]
add ko Irvenkary
Go ko Folder
Cuk
Copy

Figure 10-15 Copying the files from the cloned datastore

3. Browse to the original datastore, go to the virtual machine to be restored, right-click a
blank area, and select Paste, as shown in Figure 10-16.

& B8 8R X

Folders | i I [Datastore_01] Windows 2012

El@ ! Mame

..... ﬁ? Windows 2012 Windows 2012, v

Windows 2012, wnxf
Windows 2012, vimsd
Windows 2012 wrndk 3,
&dd to Inventory
30 ko Folder

FOO

Cuk
Copy

Paste

Inflate
Figure 10-16 Pasting the VM files over the original datastore / VM folder

4. Click all Yes boxes to confirm the overwriting of its data.

5. Observe the progress of the copies on the Recent Tasks tab, as shown in Figure 10-17.

Recent Tasks
Mame | Target | Status
@ Copy file @ Datastore_01 & Completed
@ Copy file @ Dataskore_01 &  Completed
ﬁj Copy file @ Datastore 01 5 Campleted

}-'igure 10-17 The copy data completion status on Recent Tasks tab
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6. Atthe end of the data moving, start the virtual machine if you want.

7. If the cloned LUN/datastore contains a Snapshot, use Snapshot Manager to delete it,
which commits the data from the delta disks into the original virtual disk.

10.3.2 Recovering the RDM from Snapshot copy

Recovering the Raw Device Mapping (RDM) from a Snapshot is quick and easy. You shut
down the VM, replace the LUN, and start the VM again, as explained in the following steps:

1. Open vCenter.
2. Select the guest you want and power it off.
3. Connect to the N series system console through SSH, telnet, or a console connection.
4. Clone the original LUN from a recent Snapshot copy:
Tun clone create <clone LUN path> -b <original LUN path> <Snapshot name>
5. Take the current version of the LUN in use offline:
Tun offline <LUN path>
6. Bring the cloned LUN online:
Tun online <LUN path>
7. Map the cloned LUN:
Tun map <LUN path> <igroup> <ID>
8. Back on vCenter, select the virtual machine you changed and power it on.

9. Validate that the restore is to the correct version. Log in to the virtual machine, and verify
that the system was restored to the proper point in time.

10.Connect to the N series system console through SSH, telnet, or a console connection.
11.Delete the original LUN:
lun destroy —f <original LUN path>
12.Split the clone into a whole LUN:
lun clone split start <cloned LUN path>
13.Optional: Rename the cloned LUN to the name of the original LUN:
Tun mv <cloned LUN path> <original LUN path>

10.3.3 Recovering virtual machines from an NFS Snapshot copy

NFS provides a quick method to recover a guest from a Snapshot copy.

In summary, the process described next powers off the guest, restores the virtual disk
(.vmdk), and powers on the guest. To complete this process, follow these steps:

1. Open vCenter.

2. Select the d virtual machine you want and power it off.

3

. Browse the datastore where the .vmdk are located and go to the folder containing those
files.

4. Rename the .vmdk, so a new file can be created when recovered from N series Snapshot.
5. Connect to the N series system console through SSH, telnet, or a console connection.
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6. Restore the VMDK file from a recent Snapshot copy:

snap restore -t file -s <snapshot-name> <original VMDK path> <original VMDK
path>

7. Return to vCenter, select the virtual machine, and start it.

8. Validate that the restore is to the correct version. Log in to the guest, and verify that the
system was restored to the proper point in time.

9. Delete the renamed .vmdk files from the datastore, browsing it.

10.4 Recovering files within a guest

Rather than recovering a whole guest from backup, sometimes only a few files need to be
recovered within the guest. You can recover those files directly if the guest has backup client
software installed and is sending backups to a central backup server. But if the only backup
available is the entire LUN, an alternative method must be used.

If Snapshots are implemented, files can be recovered from a cloned Snapshot with no
additional backup infrastructure required. Because the files are encapsulated within the guest
.vmdk file, the file must be mounted by a virtual machine on the target server or another
virtual machine.

Tip: Using the target guest to mount the cloned .vmdk file is the most straightforward
method. However, unmounting the file requires an outage on the guest. Therefore, plan for
its use on a production guest. This example uses a temporary VM created for this task that
can be removed after the recovery is complete, or kept for future file recoveries.

10.4.1 Creating a temporary recovery guest

You can create a temporary guest from a template or installing the operating system (OS)
from a media. The temporary virtual machine must be compatible with the original OS.

10.4.2 Connecting the cloned virtual disk to the temporary guest

176

After the guest is created (our VM is named Temp-VM), connect it to the cloned guest disk:
1. Right-click the temporary guest and select Edit Settings

2. In the Virtual Machine Properties window, on the Hardware tab, click Add as shown in
Figure 10-18.
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Hardware |O|:utin:uns I Resources I Prafiles | WIErYICES |
™ Show &l Devices Add. ..
Hardware | Sumrmary
il Memory 4095 MB
[ video card Wideo card
= YMI device Restricted
@ s3I controller 0 L3I Logic 545
= Harddisk 1 Wirkual Disk.
2y COiDvD drive 1 Client Device
B Mebworl adapter 1 WM Metwork
&4 Floppy drive 1 Client Device

Figure 10-18 Adding disk to the temporary VM

3. Select Hard Disk and click Next.

4. Select Use an existing virtual disk as shown in Figure 10-19, and click Next.

m“ MUU rnaruwwarc

Select a Disk

Levice Type & wirtual disk is composed of one or more Files on k
Select a Disk files appear as a single hard disk ko the guest oper
Select Existing Disk,

Advanced Opkions Select the type of disk to use,

Ready to Complete Disk

i Create a new virtual disk

¥ Use an existing virtual disk

Reuse a previousky configured wvirtual disk.

Figure 10-19 Adding an existing disk

5. On Select Existing Disk, browse to the datastore mounted over the recovered LUN. Find
the disk from where the data is to be copied, as shown in Figure 10-20, then click Next.

[ Add Hardware

Select Existing Disk
Which existing disk do wou want to use as this wirtual disk?

Drevice Type Disk File Path

Select a Disk

Select Existing Disk I[snap-33c2FESI::-Datastu:ure_El1] Windows 2012 indor | Browse,
Advanced Options

Figure 10-20 Browse recovery datastore until finding the .vmdk containing the data wanted
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to the disk and click Next.

On the next panel, Advanced Options, accept the default SCSI controller being assigned

7. On the Ready to Complete panel, review the entered information and click Finish.

8. Check the Recent Tasks list for successful reconfiguration of the guest (Figure 10-21).

Recent Tasks

Mame | Target |

@ Reconfigure virkual,., 1 Windows 2012

Skatus |
& Completed

Figure 10-21 Completion of the adding disk task

10.4.3 Copying the files to the target guest
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The temporary guest is now ready to be started in order to provide the data back to the
original virtual machine. We now actually copy the data from one to another, as shown in the

following steps:

1. Right-click the temporary guest, select Power and then Power On.

2. To access the guest, log on to the console. Right-click it and select Open Console.

3. After the OS comes up, log to it and set an IP, so it can share data with the original virtual
machine. You might get a warning saying that the OS completed the installation of a new

device (the added disk), requesting a restart.

As a restart is not necessary, click No.

4. Notice how the guest has a second local disk, which is F: in this case. This disk is the
cloned disk from where the data is to be recovered (Figure 10-22).

Fila - Wiew WM

" nip BDG RO

GO~

Organize =

Jk Libraries » Documents » M

&l Open = Share with =

4 18 Camputer
v &L Local Disk (C3)
I = Systern Reserved (D)
P g CRIVE (Fi)

Figure 10-22 The disk from which the data is to be recovered

5. Map a network drive pointing to the original virtual machine (in this case, Prod-VM) and
the disk to receive the restored data (Figure 10-23).
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&) @ Map Metwork Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drrive: ’Y: v]

Folder: Wiprod-wrmtch -

Example: Viserverishare

[#] Reconnect at logan
[C] Connect using different credentials

Connectto a %eb site that wou can use to store your docurments and pictures,

Figure 10-23 Mapping the destination drive on the original virtual machine

6. Copy the data from your restored VM into the mapped drive.

10.4.4 Disconnecting the cloned disk from the temporary guest
After file recovery is completed, shut down the temporary guest, so that the cloned disk can
be disconnected:
1. Shut down the OS to avoid corruption. This process shuts down the VM as well.
2. After the guest is down, right-click the temporary VM and click Edit Settings...
3. Select the cloned disk, and click Remove
4

. The Virtual Machine Properties window gives you two options. As the LUN is intended to
be removed later, there is no need to destroy the data. So we select Remove from virtual
machine as shown in Figure 10-24, then click OK.

Hardware Iopgi;m | Resources | irbual Machine Yersion: 7
2 ’ This device has been marked for remenal frem the virtual
I Show All Devices pad.. | [ mestore machine when the G butkon i cicked,
{ |
Hardiwars | Surnfnary 1" 7o cancel the removal, dick the Restore buttan.
BE Memory S1ZMB
@ crus { S Rmaal Opblaris s
Gl Video {'e'n:_" Video card #  Remove from virtual machine
= YMII davice Rastricted
0 SCEI controler 0 Buslogic Paralel " Remove from virual machine and delete files from disk |
= Harddiski Virbual Disk |
B COfovD Deve 1 Client: Device
B3 Network adapter 1 WM Metwork
i Ploppy drive 1 Client: Device
o Hord-dish2-{remeving: Fetrrrred

Figure 10-24 Removing the disk from the VM

5. Verify that the Recent Tasks list to confirm that the disk was removed, as shown in
Figure 10-25.
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Recent Tasks

Marme: | Target | Stakus |
;*":_'1 Reconfigurevirtual,.. &1 Windows 2012 & Completed
Figure 10-25 Completion of disk removal

10.4.5 Removing the cloned LUN

After the recovery of the VMware guest or data from the cloned LUN, you must delete the
cloned LUN so that N series Snapshot backups can be started again.

Preparation: Ensure that any VMware guests that were connected to the cloned LUNs are
disconnected before deleting the clone.

To remove the clone, follow these steps:

1. In IBM N series System Manager, from the left navigation pane (Figure 10-26), select
Volumes — Right-click the cloned volume — Status — Offline as shown in
Figure 10-26.

Edit

XK Delete
General 23 Refresh
Mame: vol_06_clone_0SM aximum Size: Disatal

& Clone 4
Status: 2 0nline 8 0 % -
Mazximum Files: 466,93k :

: I Cffline
Current Files: 103 ] Snapshot Copies  »

#¢  Restrick

[ C {OCETY Y

Figure 10-26 Selecting the volume and taking it offline

2. Click Offline to confirm taking the volume offline and then check the success message on
Manage Volumes, as shown in Figure 10-27.

Offline Yolume »

£

by Are you sure you want o take the volurme
"vol_06_clone_08Mov20l2_001225" offline 7

Data in the vaolume wil be unavailable after the volurme is taken
offline.

Offline |

Figure 10-27 Take volume offline

3. Right-click the volume again, but this time, click Delete.

4. Mark the check box and click Delete to confirm that you want to destroy the volume that is
shown in Figure 10-28.
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Delete ¥olume »

_“ Are wou sure you want to delete the volume

“wol_06_clone_0SMov2012_001225" 7
Wolurme will be deleted and all its data will be lost

I¥: OK to delete the volume(s) and its data

Delete | Cancel JI

Figure 10-28 Confirm volume deletion

5. Now the Manage Volumes pane (Figure 10-29) indicates that Destroy function was
successful, and the volume is not present on the list anymore.

Yolumes

Gl Creste b4 B Clone » [ » [

MName Agaregate Skatus
bootwfilerl snapyvaulk & online
bootyfiler2 snapyvaulk & online
data snapyvaulk & online
datavfilerl snapyvaulk & online
datavfilerz snapyvaulk & online
Wiware_WAS snapvaulk 0 online
Wiware_SaN snapvaulk & online
wold agard & online
wal_06 snapyvaulk & online

Figure 10-29 The success message after destroying the volume

6. You will see the datastore related to that LUN grayed, as it is unavailable (Figure 10-30).

9.155.113.203 ¥Mware ESXi, 5.1.0, 799733

4 Configuration I

Hardware View: lm Devices

Processors Datastores
Merniory Identification - | Skatus | Device |

v Storage B Datastore_o1 & Alert METAPP iSCSI Disk, ..
Mebworking B iscssi_LUN & Mormal METAPP iSCSI Disk, ..
Storage Adapters @ MFS_Datastorel &  Mormal 9,155.66,113: val..
Mebwork Adapkers B nnSS00-0zMFS2 & Mormal 9,155.59.102: fwal..,
fudvanced Settings B ooaedodE5n0. O Ak MNETARRECS .
Pruaer Manansmenk [ storagez local @ Mormal Local ServeRA Di...

Figure 10-30 Datastore grayed due to LUN unavailability
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7. Click Rescan All... to remove that datastore from the list, as shown in Figure 10-31.

9.155.113.203 ¥Mware ESXi, 5.1.0, 799733

Canfiguration

Hardware ¥iew: M Devices
Processars Datastores
Memory Tdentification "/ Status T | Device

*  Storage i Datastore_o1 & Alert NET&PP iSCSI Disk.
Metworking B iscssi_LUN & Mormal METARP iSCSI Disk.
Storage Adapters @ MFS_Datasktorel & Mormal 9,155.66,113:fval..,
Metwork Adapkers B nnSSO0-0zMFS2 & Mormal 9,155.59,102: val.,
Advanred Settinns 2 storagez local @ Mormal Local ServeRA Di...

Figure 10-31 Grayed datastore not on the list anymore after a rescan
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11

Backup and recovery to a
separate system

The N series storage systems provide a feature called Snap Vault. It uses the snapshot
principles to make copies of the data of the primary storage system and put them onto a
secondary system. With this method, the secondary system can replace tape backup for
normal backup operations.

However, if tape is required, for example, with long data retention periods, tape backups can
be taken off the secondary system. This task does not require a special off-hours backup
window, because backups do not impact the primary system, as explained in this chapter.

It includes the following topics:

» Licensing the SnapVault locations

Setting up the primary storage

Creating a qgtree

Setting up auxiliary storage

Configuring SnapVault

Tape backups from the SnapVault secondary system
Restoring SnapVault snapshots

vVvyyvyvyYYyy
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11.1 Licensing the SnapVault locations

To use SnapVault, you must license the primary (the one from where data will be replicated)
and secondary (the one receiving that data) SnapVault locations.

To license the SnapVault locations, perform the following steps:

1. From N series System Manager, navigate to Configuration — System Tools —
Licenses, and click Add. Type your license and click Add, then you should receive a
message stating that the license was installed successfully,

2. Repeat these steps on the secondary system, entering the license details into the
SnapVault ONTAP Secondary field.

Tip: Primary and Secondary licenses are different in their purpose, so you cannot use a
primary license on different storages to establish data replication between them.

11.2 Setting up the primary storage

When setting up a new environment, you can plan your primary storage allocation based
upon the backup schedule that you require. Where possible, co-locate data with similar
backup requirements sharing the same volumes. For example, make sure that your transient
data is stored on separate volumes from your vital data.

The steps for setting up primary storage are similar to setting up any N series storage for
Virtual Infrastructure 5. The difference is that storage that has to be replicated by using
SnapVault requires an extra level between the volume and the LUN called a gtree. A qtree
provides additional flexibility to assign the specific LUNs to be backed up and restored.

Volumes without LUNs: Volumes without LUNs do not require a gtree on the primary
storage. Snapshots are taken at the volume level.
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11.3 Creating a qtree

After you create your volumes (or if you have existing volumes), each of them will need at
least one gtree. To create a gtree, perform the following steps:

1. From N series System Manager, navigate to Storage — Qtrees (Figure 11-1).

« Qtrees
a B NBOTOANGITOE =
4 @@ NEOT0A 5 create |

4 Storage Mame
Ej Volumes i
E? Shares
';?5 Exports dgtree2
fll LUNs
._-:gE Quotas
Qtrees

Figure 11-1 Adding a qtree

2. Type a name for the gtree and browse to select the volume to be replicated (Figure 11-2),
and click Create.

Create (Qtree o

Details | Quota |

Name: !qtree_iSCSI—LUNs

Valume: |‘-.-’Ml.'uare_SAN Browse. .. E

Oplocks: ¥ Enable oplocks for files and directories in this gtree
Security Style

&+ Inherit volume security style
" Select security style
& UMY

T MTFS
© Mixed (UMK and NTFS)

Tell me mare about giree options

1
Create J Cancel |

Figure 11-2 Qqtree properties
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3.

4.

5.

If the qtree was created successfully, it will display on the gtree list, as shown in
Figure 11-3.

Qtrees

[@ creste EVEdt X Delete | 3 Refresh

-
Mame Yolume

Figure 11-3 qtree created

If you did not yet create LUNs in the volume, create them now. Specify the gtree in the
path by using the following syntax:

/vol/<vol_name>/<qtree name>/<lun_name>

If creating a LUN using IBM N series System Manager, browse to the gtree instead of the
volume, as shown in Figure 11-4.

Create LUN Wizard

Select a volume or a gtree

Select 3 volurme or gtree from one of the aggregates in the system

4 root
) aggrl
4 snapvault
B vMware_NAS
4[5 Wiware_SAN
gtree iSCSHLUNs

Figure 11-4 Creating a LUN in the gtree

If your LUN exists in the volume, change its path to the gtree. This process has to be done
by command-line, using the Tun move command, as shown in Example 11-1

Example 11-1 The lun move command

N6070A> Tun show
/vol/VMware SAN/iSCSI _LUNO1 150g (161061273600) (r/w, online, mapped)

N6070A> Tun move /vol/VMware_SAN/iSCSI_LUNO1
/vol/VMware SAN/qtree_iSCSI-LUNs/iSCSI_LUNO1

N6070A> Tun show
/vol/VMware SAN/qtree iSCSI-LUNs/iSCSI_LUNO1 150g (161061273600)
(r/w, online, mapped)
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11.4 Setting up auxiliary storage

After the primary storage configuration, the auxiliary storage has to be set up, which is where
the backups will be stored. The auxiliary storage must be configured with a volume at least as
large as, or larger than, each primary volume that you intend to back up. You must set the
Snapshot Reserve policy on the volume to 0.

To set up auxiliary storage, implement the following steps:

1. Disable Scheduled Snapshots on the secondary filer, as SnapVault will be used to
back up data. select the Storage —Volumes, then select the volume, click
Snapshot —Configure.

2. In the Configure Snapshots pane (Figure 11-5), select the secondary volume that you just
created. For Scheduled Snapshots, clear the Scheduled check box.

| Configure Volume Snapshot Copies 5

Snapshot Reserve (9%):

I The percentage of volume space reserved for Snapshot copies.

[¥ Make Snapshot directory (.snapshot) visible
Visibility of .snapshot directory on this volume at the dient mount points.

i ||_§Enable scheduled Snapshoteﬁl
Schedule

Select the maximum number of scheduled Snapshot copies to be retained

Weekly: [EI__ :' Diaily: [2_ :-' Hourly: |E__ -l

Hourly Schedule for Snapshots:

] 'D_ ] | ';_ m
r 11 1 B B 11 1 B
10 2 10 2
B 9 AM i E B9 PM |
B8 4 a8 4
F 7 L5 r B . 5 ¥
E _ @ m =
} Select 1| | Lnssiect i |
Time Zone: CET
f Y
o6 || cancel |

Figure 11-5 Disabling Snapshot schedule

You do not need to set up any gtrees on the secondary volume. SnapVault creates the qgtrees
for you.
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11.5 Configuring SnapVault

To configure backups using SnapVault, you must perform an initial backup to put the data on
the secondary system. Then you must set up a schedule for ongoing SnapVault Snapshots.
You can configure this schedule for as often as once each hour, depending on your backup
needs.

11.5.1 Setting permissions

SnapVault configuration is done by using the N series command line interface (CLI). To run
the CLI, use telnet to access the IP address of the N series server.

Set the permissions to allow the secondary system to access SnapVault on the primary
system by using the following command on the primary system (Example 11-2):

options snapvault.access host=<secondary>

Example 11-2 Setting SnapVault permissions

N6070A> options snapvault.access host=9.155.66.103
N6070A>

Enter the same command on the secondary system, specifying the primary as the host, as
shown in Example 11-3:

options snapvault.access host=<primary>

Example 11-3

N6070B> options snapvault.access host=9.155.66.113
N6070B>

This configuration allows the primary system to perform restore operations from the
secondary system later.

11.5.2 Performing an initial SnapVault transfer

To perform the initial SnapVault transfer, follow these steps:

1. Set up the initial backup by entering the following command on the secondary system
(Example 11-4):

snapvault start -S <primary>:<primary_qtree> <secondary>:<secondary qtree>

The secondary qgtree does not exist yet. It is created with the name you provide in the
command.

Example 11-4 Initial SnapVault

N6070B> snapvault start -S 9.155.66.113:/vol/VMware_SAN/qtree_iSCSI-LUNs
N6070B:/vol/vol_snap/qtree_iSCSI-LUNs-B

Snapvault configuration for the qtree has been set.
Transfer started.
Monitor progress with 'snapvault status' or the snapmirror log.

The initial SnapVault might take some time to create, depending on the size of the data on
the primary volume and the speed of the connection between the N series systems.
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2. Use the snapvault status command to check whether the SnapVault is completed
(Example 11-5).

Example 11-5 Checking the SnapVault Status: Initial SnapVault in progress

N6070B> snapvault status
Snapvault secondary is ON.

Source Destination

State Lag Status
9.155.66.113:/vol/VMware_SAN/qtree_iSCSI-LUNs N6070B:/vol/vol_snap/qtree_iSCSI-
LUNs-B Uninitialized - Transferring (12 GB done)

After the initial SnapVault is complete, the snapvault status command is displayed as
idle (Example 11-6).

Example 11-6 Check SnapVault Status - Initial SnapVault complete

N6070B> snapvault status
Snapvault secondary is ON.

Source Destination

State Lag Status
9.155.66.113:/vo1/VMware_SAN/qtree_iSCSI-LUNs N6070B:/vol/vol_snap/qtree_iSCSI-
LUNs-B Snapvaulted 00:11:43 Idle
N6070B>

3. Check the volumes on the secondary system to ensure that they are using the expected
amount of space. They need about the same amount as on the primary system.

4. Check that the gtree created by the initial SnapVault is listed in FilerView.

You are now ready to set up the SnapVault schedule for automated snapshot transfers for the
future.

11.5.3 Configuring the schedule

Unlike the initial setup of SnapVault, the schedules are configured at the volume level rather
than at the gtree level. The schedule must be configured on both the primary and auxiliary
storage systems. This way, the primary system can create a snapshot locally and then the
destination transfers the data across to itself.

Setting up the primary schedule
Set up the SnapVault schedule on the primary system typing the following command on it:

snapvault snap sched <volume_name> <snap_name> <sched spec>
where <sched_spec> is <copies>[@<hour list>][@<day 1ist>]

For example, you might want to schedule snapshots to run three times a day at 8 a.m., 4 p.m.,
and midnight, retaining two days worth of backups (that is, six copies). Example 11-7 shows
the command and resulting output for this configuration.

Example 11-7 Scheduling SnapVault snapshots on the primary system

N6070A> snapvault snap sched VMware SAN 8 hourly 6@0,8,16
N6070A> snapvault snap sched
create VMware SAN 8 hourly 6@0,8,16

Use the snapvault snap sched command to check the newly created schedule.
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Setting up the secondary schedule

You must also configure the schedule for the auxiliary storage system in a similar way.
However, the secondary needs to transfer the snapshot from the primary system. Therefore,
the command is different:

snapvault snap sched -x <volume_name> <snap_name> <sched_spec>
where <sched_spec> is <copies>[@<hour list>][@<day list>]

The -x option tells the secondary system to transfer the snapshot from the primary system.

In the previous example, where three backups are taken per day, you might want to retain
backups on the secondary system for a longer period. For example, you might want to retain
backups for a week (that is, 21 backups in total). Example 11-8 shows the command and
resulting output in this situation.

Example 11-8 Scheduling SnapVault snapshot transfers on the secondary system

N6070B> snapvault snap sched -x vol_snap 8 hourly 2100,8,16
N6070B> snapvault snap sched

xfer  vol_snap 8_hourly 21€0,8,16 preserve=default,warn=0
N6070B>

11.6 Tape backups from the SnapVault secondary system

Where off-site backup is required, or if longer retention periods exist than are economical to
store on disk, snapshots from the auxiliary storage system can be written to tape. You can
perform this task by using the N series dump command with a local tape system. Alternatively,
you can use an NDMP-enabled backup application, such as IBM Tivoli Storage Manager.

The volumes of the auxiliary storage system can be mapped directly by the backup server, and
the snapshots are stored as subdirectories. Therefore, you can perform backup to tape of the
required snapshots at any convenient time before the snapshot retention period expires.

For details about using Tivoli Storage Manager to back up an N series storage system, see
Using the IBM System Storage N series with IBM Tivoli Storage Manager, SG24-7243.

11.7 Restoring SnapVault snapshots

Similar to regular snapshots, the type of recovery is determined by the level of restoration that
is required. This section explains how to recover a qgtree from a SnapVault snapshot. The
concepts for recovering a virtual machine or file within a virtual machine are the same as for
regular snapshots.

11.7.1 Preparation
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If not configured already, set the permissions on the secondary storage to allow the primary
to perform the restore by entering the following command on the secondary system
(Example 11-2 on page 188):

options snapvault.access host=<primary>

Before recovering SnapVault snapshots to Virtual Infrastructure 4.x, the ESXi host must be
configured to allow Volume Resignaturing.
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11.7.2 Restoring the qtree

Performing a LUN restore from SnapVault places the restored LUN on a volume on the
primary storage system. Enter the following command (Example 11-9) on the primary
system:

snapvault restore -S <secondary>:<secondary_ gtree> <destination_gtree>

The destination qtree does not yet exist. It is created with the name you provide in the
command. This command restores all LUNS from the secondary gtree to the new qgtree. The
new gtree can be in the same volume or in a different volume from the original source data.

Example 11-9 SnapVault restore command

N6070A> snapvault restore -S 9.155.66.103:/vol/vol_snap/qtree_iSCSI-LUNs-B
N6070A:/vol/VMware SAN/qtree restore

Transfer started.

Monitor progress with 'snapvault status' or the snapmirror log.

N6070A>

The CLI of the primary system is unavailable for commands until the restore is complete.
Alternatively, you can press Ctrl+C to end the restore. To view the status, use the snapvault
status command on the secondary system as shown in Example 11-10.

Example 11-10 SnapVault status: Restore underway

N6070B> snapvault status
Snapvault secondary is ON.
Source Destination

State Lag Status
9.155.66.113:/vol/VMware_SAN/qtree iSCSI-LUNs N6070B:/vol/vol_snap/qtree iSCSI-
LUNs-B Snapvaulted 01:18:05 Idle

N6070B:/vol/vol_snap/qtree_iSCSI-LUNs-B N6070A:/vol/VMware_SAN/qtree_rest
ore Source - Transferring (321 MB done)
N6070B>

As with the initial snapshot, the restore might take some time, depending on how much data
in the qtree has to be restored. When it is completed, the primary CLI shows a success
message and becomes available again (Example 11-11).

Example 11-11 Successful restore

N6070A> Wed Nov 14 23:47:42 CET [N6070A:vdisk.qtreeRestoreComplete:info]: Qtree
restore is complete for /vol/VMware_SAN/qtree_restore.

11.7.3 Mapping the LUN

After the restore is completed, the restored LUNs are displayed in the new gtree on the
primary system. You must map the required LUNs to allow them to be accessed by the
VMware host.

Follow the instructions provided in Chapter 7, “Presenting N series storage for VMware
vSphere 5.1” on page 99 to map the LUNs.
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11.7.4 Mounting a restored image in the VMware host

After the LUN is mapped, rescan the adapters on the VMware hosts. The data is now
accessible. Depending on the restoration you require, perform one of the following actions:

» Start the restored guests from the restored location:

a. Check that the original guests are no longer running, or stop them.
a. Open the recovered datastore on an ESXi host.

b. Add each guest to the inventory.

c. Start the recovered guests.

» Copy the required guests to an existing datastore:

a. Open the original and restored datastores in vCenter.

b. Copy the required guest folders from the restored datastore into the original datastore.
c. Start the guests in the original datastore.

d. Delete the restored gtree with data.

» Temporarily mount a guest to recover individual guest files:

a. Connect the .vmdk file of the restored datastore to a temporary guest.
b. Copy the required files from the restored .vmdk to the original guest.
c. Disconnect and remove the restored gtree with data.
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12

High availability and disaster
recovery

This chapter provides information about the opportunities for high availability (HA) when using
VMware vSphere 5.1 and N series storage in the same environment. It then explains the
implementation of disaster recovery using the functions of these technologies. It includes the
following topics:

High availability

Disaster recovery options
Setting up disaster recovery
Recovering from a disaster
Returning to production
Disaster recovery testing

vVvyYvyvyYyvyy
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12.1 High availability

This section provides details about some of the high availability features of the N series and
Virtual Infrastructure 3 solution.

12.1.1 N series node failures

194

In a normal configuration, two N series servers are clustered. If a failure occurs in one of the
nodes, the second system automatically takes on the load of both servers without any manual
intervention required.

However, if a failure affects both nodes, such as a power failure for the whole server
environment, a disaster recovery implementation is required. This implementation can be in
the form of a second pair of N series servers in a location nearby, using MetroCluster. Or it
can be done with a pair of N series servers in a more remote location, using SnapMirror.

An N series cluster (standard N series configuration) offers the following high availability
features:

v

Built-in redundancy for a failure of a power supply, fan, or disk controller
RAID-DP for a single or dual disk failure

Multipath for a single disk path or port failure

Snapshot copies for accidental erasure or destruction of data

vyy

MetroCluster is an extended N series cluster for distances of up to 100 km with fiber
connectivity between sites. It provides the following additional HA features:

SyncMirror for a triple disk failure or complete disk shelf failure
Redundancy for a host bus adapter (HBA) or port failure
Active-active controller configuration for a storage controller failure
MetroCluster for a data center power or environmental outage

The ability of VMware HA cluster to be split across the MetroCluster

vyvyvyyvyy

Figure 12-1 shows a fabric attached MetroCluster configuration.

=@ (=§ Building

' } 1 PY—
| Ng*
H

""" Cluster inter onnect

Figure 12-1 MetroCluster configurations
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12.1.2 VMware host failures

With two or more VMware hosts configured in a cluster with a shared storage, you can have
high availability features. Virtual machines on a failed host can be quickly restarted on
another host, as long as there is capacity available on the remaining hosts. This feature is
enabled by VMware High Availability (HA). As a preferred practice, provide enough capacity
on your environment for the failure of at least one host, also known as N+1. Depending on
your availability requirements and the speed of growth of your environment, you might even
want to size it N+2.

Another feature available is Dynamic Resource Scheduler (DRS), which manages the load of
the guests across the servers in the cluster. If one of the hosts becomes overloaded, guests
can be automatically moved to a server with a less load without any downtime. If you plan to
use the VMware HA feature, you can also use the DRS feature. This feature allows virtual
machines to be evenly balanced across the cluster in the event of a host failure.

If you do not have high availability on your environment, use operating system or
application-level clustering. If your application is not state-aware, use load balancers, as for
web servers.

12.2 Disaster recovery options

You can mirror an N series node (cluster) at the primary site to an N series node at a
secondary site (Figure 12-2). It can be used in a development or test capacity during normal
operation if the loss of it in a disaster is acceptable. Otherwise, it can be used for on demand
or out-of-band additional capacity.

Disaster recovery can also be done using a FlexClone of the SnapMirror. You can even start
the virtual machines in the DR site while the run on the primary site if their network is isolated.
This method uses a lot less disk than traditional methods, because cloning does not require a
full copy of the source, but rather only as changes occur on either copy.

A VMware host or cluster must be in the disaster recover site also to run the VMs present on
the cloned storage at DR site. However, it does not have to be the same hardware, thus
providing more flexibility to your planning.
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Figure 12-2 N series Gateway cluster configuration

12.3 Setting up disaster recovery

In this section, you configure a Virtual Infrastructure 3 and N series environment to use the
N series SnapMirror feature. This feature provides replication of the datastores to a second
location that is ready for use in the event of a disaster.

The following tasks are involved:

1. Configuring the source location storage

2. Enabling SnapMirror on the N series storage systems
3. Configuring the mirror

4. Starting the mirror

The SnapMirror configuration is similar in many ways to SnapVault configuration.

12.3.1 Setting up the primary storage

If you are setting up a new environment, you can plan your storage based on your disaster
recovery requirements. Where possible, co-locate data with similar disaster recovery
requirements on the same volumes. More importantly, try not to store data with separate
requirements on the same volume. For example, make sure that your transient data is stored
on separate volumes from your vital data.

196 IBM System Storage N series with VMware vSphere 5



To set up the primary storage, follow these steps:

1.
2.

Set up your primary storage as for any N series storage for VMware.

On the destination storage system, create a volume for each volume you intend to
replicate that is at least as large as the source volume. However, do not create LUNs,
because they are replicated from the source.

Restrict access to the destination volumes by entering the vol restrict <vol_name>
command (Example 12-1). This command prevents the volume from being accessed by
the virtual machines outside of a disaster situation.

Example 12-1 Restricting a destination volume

N6070A> vol restrict vol_vm_dr
Volume 'vol_vm_dr' is now restricted.
N6070A>

. On the destination storage system, create a volume with the appropriate LUNs that are the

same as each of the volumes on the source that contains the transient data.

Disable the automatic snapshots of both the source and destination volumes unless you
have a separate need for them.

SnapMirror: Unlike SnapVault, which requires gtrees, SnapMirror works at either the qgtree

level or volume level. The examples in this section use volumes, but you can use gtrees
instead if you prefer.

12.3.2 Licensing SnapMirror

To use SnapMirror, you must apply your site license to the source and destination N series
storage systems and to the clustered nodes for each system, if applicable:

1.

In N series System Manager, in the left navigation pane, select Configuration — System
Tools — Licenses.

2. Inthe Licenses pane (Figure 12-3), click Add enter your license code and select Apply.
F
Licenses
[ Add X Delete £ Refresh
Name o
Add License »
AEIS
Cluster Mew license key: r ]
cf_remate
Windowvs 51 Loded o dcancel

Figure 12-3 SnapMirror License installed
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When installed, the SnapMirror options become available in the left navigation pane
(Figure 12-4).

4 MEO70&
4 | Storane
B Yolumes
7 Shares

HFS
A LNz

=<_}E Cuotas
Chrees
Aggregates
=] Disks

wFiler units

Expartz

'_' Snaphdirrar

Figure 12-4 SnapMirror menu options

12.3.3 Setting permissions
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Set the permissions to allow the destination system to access SnapMirror on the source by
entering the following command on the source system (Example 12-2):

options snapmirror.access host=<secondary>

Example 12-2 Setting the SnapVault permissions

N6070A> options snapmirror.access host=9.155.66.103
N6070A> options snapmirror.access

snapmirror.access host=9.155.66.103
N6070A>

The options snapmirror.access command verifies that the permission was assigned
correctly.

You can also use this function in System Manager. In the left navigation pane, select
SnapMirror - Remote Access — Add. However, use the CLI command shown in
Example 12-2 to confirm that the access was assigned correctly.

IBM System Storage N series with VMware vSphere 5



12.3.4 Configuring the volume mirror

To configure the volume mirror, follow these steps:

1. Set up the mirror transfer from the secondary system. In System Manager, in the left
navigation pane (Figure 12-5), select SnapMirror — in the right pane, select Create.

&«
F MEOTO0AME0708 =
4 MEDTOL

SnapMirror
|3 Create

4 Storage SaLrce
B Yolumes
k= Shares

iis Exports
“J LNz
=1}E Cuntas
Cirees
Agaregates
=] Disks

wFiler units

'_' Snaphdirror

Figure 12-5 Selecting the option to add SnapMirror

2. In the SnapMirror Wizard Welcome panel, click Next (Figure 12-6).

SnapMirror Relationship Create Wizard *

Welcome to SnapMirror
Relationship Create Wizard

This wizard helps to create SnapMirror relationship of a source volume
or a gtree, Data from the SnapMirror source volume or gtree is mirrored
to the SnapMirror destination volume or gtree as per the defined
SnapMirror relationship schedule,

To continue, click Mext

Met: | Cancel |

Figure 12-6 SnapMirror welcome panel
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3. In the next panel, you need to select the current host as Source or Destination as shown in
Figure 12-7. In this example, the N series N6070A will be used as source. Select Source
then click Next.

SnapMirror Relationship Create Wizard x

System Selection

Select system as destination or source for the new SnapMirror relationship.

Select MEO7F0A systern's role for the new Snaphirror relationship:
" Destination

MNEO70A will act as secondary system where data from source volume or
gtree is mirrored.

# Saurce

NEO70A will act as primary systern where source volumne or gtree exists.

To continue, click Mext

Figure 12-7 SnapMirror system selection

4. In the Source Selection panel, select the Volume name or gtree path to be mirrored.
(Figure 12-8). You can type the path or navigate using browse. Then click Next.

SnapMirror Relationship Create Wizard

Source Details
Specify the source volume or gtree from which you would like to mirror data.

Source systern: NGO7F0A

S Path: wolurne name o gtree path _El_rolv&._]
Select Path

List of online volumes and gtrees:

Marne Aggregate Free Space  Used Space Tatal Space Aggregate Type

[ data snapvault 145,73 GB 154,27 GB 300 GB FCAL ;I
[ 8 haootvfiler! snapault 4GB 1GE 5GE FCAL

[ 8 haootvfiler2 snapault 4GB 1GE 5GE FCAL

> 8 datavfiler2 snapvault 59.77 GB 40,23 GEB 100 GE FCAL

I 8 datavfilert snapvault 59.77 GB 40,23 GEB 100 GB FCAL

> 8 Whlweare_NAS snapvault 93 GB 2GE 100 GE FCAL

[ 8 Whiveare_SAN snapvault 293,97 GB 6,03 GB 300 GB FCAL LI

Selected path:

<Back et Cancel

Figure 12-8 Browse source path
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5. In the next panel, select the Destination System where the volume will the mirrored
(Figure 12-9). Then click Next.

SnapMirror Relationship Create Wizard »

System Mame and Credentials

Choose a system from the list of managed systems and provide ¥alid credentials.

Destination system: !NE!D?DEH hd

To continue, click Mext

<Back ' Mexts I Cancel J

Figure 12-9 Select destination system

6. In the next panel, select the destination path for the mirrored volume. You can create a
new volume or select an existing. The volume must be in restricted mode in the second
case. We are going to create a new volume (Figure 12-10). Then click Next.

SnapMirror Relationship Create Wizard e

Destination Details

Specify destination yolume or gtree to which you would like to mirror data.

Destination system: NeO070B
Destination Path
™ Select existing volume
Wolurne:

& Create new volume

Aogregate:  |snapvaults ...E.'EEE'.‘.’.E.".‘?.::.:..Ji

wolume: Evol_DEI_SnapMirror_DElNDv2D 12 202
s

Size: 110,01 Ge v

™ Thin Pravisioned

Allocate space as it's used, otherwise, allocate the space
=17

To continue, click Mext

<Back ' [exts I Cancel JI

Figure 12-10 Select the destination path
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7. In the Schedule and Initialize panel, you can create a schedule for the SnapMirror
relationship or just leave On demand. We are going to create a basic schedule. Select the
Create new schedule for SnapMirror relationship option and click Create (Figure 12-11).

SnapMirror Relationship Create Wizard (%]

Schedule and Initialize
Specify schedule for the SnapMirror relationship and initialize the SnapMirror

relationship.

Schedule

Create Schedule

€ On demand Recurring Days

Marially update data from source volume or gtree to di | % Basic

& Daily
volurne o gtree. O Advarced
) W | ~ Select days
% Create new schedule for SnapMiror relationship Cre
Data from source volume or gtree will be mirrored to de
volurne o gtree based on the schedule
MNew schedule: - 5
Recurring Schedule
Initialize ' Run every bt
ol e
[ Iritidlize SnapMirror relationshin Rur every (2 hours| S
Performs a complete baseline transfer of data from soun £ Run every T B

or gtree to destination volume or gtree. If SnapMirror re
not initidized then it would not be displayed on the Sna
page of source storage system.

" Run at

Create |

To continue, click Mext

Figure 12-11 Create SnapMirror schedule

8. Still in the Schedule and Initialize panel (Figure 12-12), after you configure the mirror, you
must initialize it to start the initial mirror copy to the destination storage system. Select the
Initialize SnapMirror relationship check box and click Next.

SnapMirror Relationship Create Wizard 3

Schedule and Initialize
Specify schedule for the SnapMirror relationship and initialize the SnapMirror

relationship.

Schedule

" On demand

Manually update data from source volume or gtree to destination
volurne or gtree.

¥ Create new schedule for Snaphirror relationshin Create. . J

Data from source volume or gtree will be mirrored to destination
volurne or gtree based on the schedule

MNew schedule: Daly - Run every 2 hours

Tniitidlize

Performs a complete baseling transfer of data from source volume
or gtree to destination volurme or gtree, If SnapMirror relationship is
not initiaized then it would not be displayed on the Snaphiror
page of source storage system.

To continue, click Mext

Figure 12-12 Initialize SnapMirror
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9. In the next wizard panel (Figure 12-13), you can select how much bandwidth you want
reserve for the SnapMirror. Leave it unlimited unless you experience any network
performance issues after the creation. Click Next.

SnapMirror Relationship Create Wizard »

Data Transfer Rate Details
Set data transfer rate for this SnapMirror relationship.

Data Transfer Rate:
& Unlimited bandwidth
7 Lirmit data transfer rate (kbps)

To continue, click Mext

<Back Cancel |

Figure 12-13 Select bandwidth

10.The next panel is the SnapMirror Relationship summary. Review and click Next.

11.Verify the SnapMirror status by selecting SnapMirror in the System Manager left pane as
shown in Figure 12-14.

SnapMirror
B creste [Ef Ect X 24, Operations ¥ | £ Remote Access | I} Refresh
Source Destination SnapMirror Type  State Status - Transfer Status  Lag Time (D

Details

Transfer Status: ok

Schedule: Daily - Run every 2 hours

Data Transfer Rate (kbps): unlirnited bandwidth

Base Shapshot copy: NE0FOE(0151697146)_vol_03_SnapMirror_0SMov2012_210450.1
Last Transfer Duration (Days HH:MM:SS): 00 00:00:01

Last Transfer Size: 128 KB

Lag Tirme (Days HH:MM:SS): 00 00:00:42

Progress: A

Figure 12-14 SnapMirror status
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12.4 Recovering from a disaster

If a disaster (or possibly a full test of the disaster recovery capability) occurs, perform the
following tasks:

Break the mirror to make the mirrored data writable.
Map the LUNSs.

Rescan the VMware hosts to see the LUNSs.
Reinventory the virtual machines.

Start the virtual machines.

agrwN~

12.4.1 Breaking the mirror

During the setup procedure, the mirror volumes in the destination location were restricted to
prevent writes. To remove this restriction and allow the data to be mounted and accessed,
break the mirror:

1. Run System Manager on the destination N series system.

2. In the left navigation pane of System Manager (Figure 12-15), select SnapMirror —
Highlight the desired SnapMirror relationship — Operations — Break.

SnapMirror
3 Creste [0 Edit "4 Operstions » | [ Re
Source Destination
= Update
@ Quiesce

Figure 12-15 Break SnapMirror
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3. In the SnapMirror Break confirmation panel (Figure 12-16), select OK to break the
selected SnapMirror relationship and click Break.

Break »

& A wou sure youl want to break the selected SnapMirror relationship?
Breaking the SnapMitror relationship will make the destination writeable,
Any data changes on the source will not be mitrored to the destination,
You can resync o restore the broken SnapMirrar relationship,

Source Destination
MNE0F0A val_02 MNE0F0B:val_08_SnapMirror_08MNov2012 210450

Break I Cancel J

Figure 12-16 Confirm SnapMirror break

4. In the SnapMirror pane (Figure 12-17), you can see that the mirror was broken.

SnapMirror

g Creste |1 Edit X Delete | 4 Operstions * | [ Remote Access

Source Destination SnapMirror Type Skate

Figure 12-17 Broken SnapMirror

5. Repeat these steps for each mirrored volume that you require access to on the destination
system.

12.4.2 Mapping the LUNs and rescanning VMware hosts

Now that the mirror is broken and the data is available, any LUNs on the volume must be
mapped so that the VMware host can use them.

1. Map the LUN as already previously explained.
2. Create a datastore using the LUN you just mapped.
3. Then reinventory the virtual machines.

12.4.3 Starting virtual machines

Now that the virtual machines are configured correctly, start them:
1. Right-click a virtual machine and select Power, then Power On.
2. Verify the task list to confirm that the guest started correctly.

3. Repeat these steps for each guest you want to start in the DR environment. You might also
want to start the remote console for the guests, or run application diagnostic tests for each
application, to confirm that everything is working as expected.
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12.5 Returning to production

In a case where a disaster occurred and the environment is failed over to the disaster
recovery site, the data stored in there is the most current. If the production environment
comes back online later, the data and server load might need to be transferred back. Similar
to regular SnapMirror transfers, the production site can be updated from the disaster recovery
data while the disaster recovery site is operational.

This update might be large if the production data was lost or corrupted, or it might be small if
the production data was unaffected by the disaster. The server load change requires an
outage. Therefore, it is better to schedule this outage to occur in non-productions hours.
Returning to production entails the following high-level procedure:

1. Repair or recover the production N series storage system to its original state, with the
correct software, options, and so on.

2. Copy the data (or changes) back to the production site from the disaster recovery site
while the disaster recovery system is operational for users.

3. Prevent users or systems from accessing the disaster recovery data, and copy any final
updates to production.

Split the mirror between the two sites.

Remap the production LUNSs.

Rescan the VMware hosts, and inventory the virtual machines.
Start the virtual machines.

© N o o &

Re-establish SnapMirror from production to the disaster recovery site.

Because many of these steps are the same as in the disaster scenario, only the new steps
are explained in detail in this section.

GUI versus CLI commands: It is possible to perform some of the steps in this section and
the following sections from System Manager. However, some are not available as they are
not commonly performed operations. As a result, they are all shown as CLI commands.

12.5.1 Replicating data from disaster recovery to the production site

After the production site N series server becomes available, copy the data from the disaster
recovery N series system to the production system. You can do this task by using one of the
procedures in the following sections, depending on the state of the production N series data.
Before you begin, assign permissions in the reverse direction enter the following command:

options snapmirror.access host=<secondary>

Production N series data still intact

If the data in the production site was not lost, you need only to copy updates back from the
disaster recovery site. You can perform this task by entering the following command:

snapmirror resync -S <DR syste,m>:<volume> <prod system>:<volume>
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Figure 12-18 shows how to perform the same operation using the System Manager console.

SnapMirror
[ Creste [27 Edit X Delete |4 O

Source Destination

¥ Delete
MEO70E: vol_03

Details
Transfer Stz

Schedule:
Data Transfi

Reverse Resync

Figure 12-18 Resync SnapMirror

Production N series recovery

If the data in the production site was lost or corrupted during the disaster situation, you must
re-create the volumes and then copy back all of the data from the disaster recovery site. You
re-create the volume in the production site, and restrict the volume. Initialize the production
system from the good copy on the disaster recovery system by entering the following
command on the production N series system:

snapmirror initialize -S <dr_system>:<dr_vol> <prod system>:<prod vol>
Example 12-3 shows the snapmirror initialize command.

Example 12-3 Copying the disaster recovery environment data to the production site

N6070A> snapmirror initialize -S 9.155.66.103:vol_08_SnapMirror_08Nov2012_210450
N6070A:vol_08

Transfer started.

Monitor progress with 'snapmirror status' or the snapmirror log.

After the initialization is complete, the production system has a copy of the data again.

12.5.2 Preventing access and performing a final update

To ensure that the data is up to date, all virtual machines running on the disaster recovery site
N series system must be shut down. Shutting down this system ensures that the final updates
of data can be transferred back to the production system.

If a time lag exists between when the initialization was started and when it is convenient to
schedule an outage on the guests, perform an update while the virtual machines are still
running. Then shut down all guests that are accessing the disaster recovery site data.

When there is no longer anything accessing the DR site data, run the following command
from the production N series system to perform the update:

snapmirror update -S <dr_system>:<dr_vol> <prod_system>:<prod_vol>
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Example 12-4 shows the results of the snapmirror update command.

Example 12-4 Updating data between the disaster recovery and production sites

N6070A> snapmirror update -S 9.155.66.103:vol_08 SnapMirror_08Nov2012 210450
N6070A:vol 08

Transfer started.

Monitor progress with 'snapmirror status' or the snapmirror log.

N6070A>

12.5.3 Splitting the mirror

Now both the disaster recovery and production systems have the same data, and no changes
are occurring on either system. Therefore, the mirror can be broken.

From the production N series system, quiesce and break the mirror by using the following
command:

snapmirror break <volume_name>
Example 12-5 shows the execution of the snapmirror break command.

Example 12-5 Breaking the mirror

N6070A> snapmirror break vol 08

snapmirror break: Destination vol 08 is now writable.

Volume size is being retained for potential snapmirror resync. If you would Tike
to grow the volume and do not expect to resync, set vol option fs_size fixed to
off.

N6070A>

12.5.4 Re-establishing the mirror from the production to disaster recovery site
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Finally, you can perform a resynchronization to make the disaster recovery site a mirror of the
production site again. Enter the following command on the disaster recovery N series system:

snapmirror resync <vol_name>
Example 12-6 shows the results of the snapmirror resync command.

Example 12-6 Resync from the production to disaster recovery site

N6070A> snapmirror resync vol 08 SnapMirror_08Nov2012 210450

The resync base Snapshot will be:
N6070B(0151697146) vol 08 SnapMirror_ 08Nov2012 210450.2

Are you sure you want to resync the volume? yes

Thu Nov 9 16:32:15 CET [snapmirror.dst.resync.info:notice]: SnapMirror resync of
vol_08_ SnapMirror_08Nov2012_210450 to

9.155.66.103:vol_08 SnapMirror_08Nov2012 210450 is using
N6070B(0151697146) vol 08 SnapMirror 08Nov2012 210450.2 as the base Snapshot.
Volume vol_08_SnapMirror_08Nov2012_210450 will be briefly unavailable before
coming back online.

Thu Nov 9 16:32:16 CET [wafl.snaprestore.revert:notice]: Reverting volume
vol_08 SnapMirror_08Nov2012_210450 to a previous Snapshot.

Thu Nov 9 16:32:16 CET [wafl.vol.guarantee.replica:info]: Space for replica
volume 'vol_08 SnapMirror_08Nov2012_210450' is not guaranteed.

Revert to resync base Snapshot was successful.
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Thu Nov 9 16:32:16 CET [snapmirror.dst.resync.success:notice]: SnapMirror resync
of vol_08_SnapMirror_08Nov2012_210450 to

9.155.66.103:vol_08_SnapMirror_08Nov2012_210450 successful.
Transfer started.

Monitor progress with 'snapmirror status' or the snapmirror log.
N6070A>

12.5.5 Configuring VMware hosts and virtual machines on the production site

Now the production N series system is the source again, and replication is occurring back to

the disaster recovery site. Perform the following steps to start the guests on the production
VMware hosts:

1. Rescan the VMware hosts to view the datastores again.

The new datastore might be displayed as a snapshot. Therefore, you can rename it to the
original name before using it, as shown in Figure 12-19.

Storage Refresh  Remaove fdd Storage.,
Identification | Device | Capacity | Free | Typ |
B DR Transient wrnhba0:2:0:1 15.75 GE 14,64 GB  vmf:
ﬂ LUM1 wmhbal;0:6:1 29,00 GB 1.83GE vaJ
B or wrnbba0:0:9:1 29.75 56 8.97 GB  wmf:
ﬂ snap-00000002-5M_5...  wmhbaliDiia:l 39.75 GE 29,28 GEB  wmf
B3] snap-00000002-DR S...  wihba:2:2:1 24.75GB 13.80 GE  wmf:
B DRz wrnhba0:0:10:1 2475 GB 1434 GB  vmf: &
a | »
Details Properties, ..
snap-00000002-DR Source 74,75 B

Capacity =
Location;  fwmfsfvolumes/481a91ce-a3... -

10,9568 [ Used
13.80G8 [0 Free

Path selection

Fixced Properties Extents
Yolume Label: snap-0000ad. . vmhbal:z:2:1 &
Datastare Mame:  snap-00000, ., )
Paths _ Total Formatted Capacity 2-_
Takal: 1 Furmattlng
Broken: o File Svyskem: WMFS 3,31

s - Flark Size: 1 MR b
| | _*I_I

Figure 12-19 Recovered datastore

2. Reinventory the virtual machines.
You might need to delete the original virtual machines first.

3. Reconfigure the virtual machines for the transient data volumes of the production site.
4. Start the virtual machines.
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12.6 Disaster recovery testing

210

In a disaster recovery test, it is often desirable to perform testing without disrupting either the
source environment or the destination copy of the data. Such a test is relatively easy to
perform with the use of N series cloning, so that the disaster recovery environment can be
tested against a clone of the mirrored data. Similar to other N series cloning processes, the
clone requires little additional disk capacity in the disaster recovery site, because only
changes are written to disk.

To perform this type of test, the LAN environment for the disaster recovery VMware hosts
must be separated from the production environment. Thus, the guests can be started without
causing conflicts in the network. You can complete this task by isolating the VMware hosts
from the network (while still providing connectivity to the N series server). Alternatively, if
feasible, you can set up isolated virtual networks within the VMware hosts. This second
option, however, prevents communication between guests on separate hosts.

You can perform a disaster recovery test with N series cloning by using the following
high-level procedure:

1. Verify that SnapMirror Snapshots in the disaster recovery location are current.
Clone the Snapshot volumes.

Bring the cloned LUNSs online, and map them for access by the VMware hosts.
Rescan the VMware hosts.

Add the virtual machines to the inventory.

Start the virtual machines.

Perform disaster recovery application testing.

© N o o kw0 D

When complete, stop the virtual machines, remove them from the inventory, and destroy
the cloned volumes.
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13

Deduplication / Compression
with VMware vSphere 5.1

This chapter provides information about Advanced Single Instance Storage (A-SIS)
deduplication and the benefits of enabling it. It also guides you step-by-step on how to set it
up for a VMware vSphere 5.1 environment. It includes the following topics:

» A-SIS deduplication overview

» Storage consumption on virtualized environments
» When to run deduplication

» The effect of snapshots in deduplicated volumes
» Enabling deduplication on a volume
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13.1 A-SIS deduplication overview

N series deduplication is a technology that can reduce the physical storage required to store
data. Any typical data that might be stored in a disk volume has a certain amount of
redundancy. It occurs in the form of identical data strings written to the volume multiple times.
At a high level, the N series system can reduce the storage cost of this data. It does so by
examining it and eliminating the inherent redundancies, as shown in Figure 13-1.

Writhout BM M series
De duplication
i ~ “
Upto 30% Less Storage '

10 Virtual Machines 10 Virtual Machines ..,

10 Full Copies 1 Deduplicated Copy ..,

10TBs 1B
e . N F

Figure 13-1 A-SIS savings

N series deduplication is managed at the volume level. Individual volumes can be configured
to take advantage of deduplication, depending on the nature of the data in the volume.

N series deduplication operates at the block level, which gives it a high level of efficiency.
During the deduplication process, fingerprints of individual blocks within a volume are
compared to each other. When duplicate blocks are found, the system updates pointer files
within the file system to reference to one of the duplicate blocks. The others are deleted to
reclaim free space.

The deduplication process does not occur at the time the data is written, thus the
performance impact of deduplication is low. It runs on a pre-determined schedule or can be
started manually at any time. During times when the storage system is busy or is accepting
new write operations, the only impact is the lightweight fingerprinting process. The total
impact to performance of the system is imperceptible. The more 1/O intensive deduplication
process can then be scheduled to run during a period of low activity.

The amount of space savings using deduplication vary depending on the nature of the data
being deduplicated. Results of anywhere between 10% and 90% space savings can be seen,
but 50% or more is common.

13.2 Storage consumption on virtualized environments

Although any type of data can be effectively deduplicated by N series deduplication, the data
on virtualized environment has several unique characteristics that make deduplication
effective.
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For example, when a virtual disk is created, a file equal to the size of the virtual disk is created
in a datastore. This virtual disk file consumes space equal to its size regardless of how much
data is stored in the virtual disk. Any allocated but unused space (sometimes called white
space) is identical redundant space on the disk and a prime candidate for deduplication.

Another unique characteristic of that data is related to the way that virtual machines are
created. A common deployment method is to create templates and then deploy new virtual
machines by cloning the template. The result is virtual machines that have a high level of
similarity in their data.

In a traditional deployment, each new virtual machine takes new storage. N series
deduplication can help to reduce the amount of storage required to store the virtual machine
images. When two or more virtual machines are stored in the same datastore, any common
data between them can be duplicated. (The common data includes operating system binary
files, application binary files, and free space.) In some cases, that data can be deduplicated
down to the equivalent of a single copy it.

13.3 When to run deduplication

As mentioned previously, the N series deduplication process does not occur at the time that
the data is written to the storage device. However, it can be run any time the administrator
desires after the data was written. The deduplication process can be resource-intensive, and
it is a best practice to run it during a period of low activity.

The options to start the deduplication process are flexible, as it can be started automatically
on a fixed schedule, after a defined amount of new data was written to the volume (20% by
default) or manually started by the administrator at any time.

Consider to run the deduplication process manually when a significant amount of data must
be deduplicated, for instance, after provisioning new virtual machines.

13.4 The effect of shapshots in deduplicated volumes

Although snapshots can be used in deduplicated volumes, you must take note of one
operational difference. The deduplication process can identify and deduplicate redundant
blocks that are in a snapshot. However, the block reclamation process cannot return blocks to
free space while the snapshots exist. Because of this behavior, you might experience lower
than expected space savings when deduplicating data in a volume that has snapshots.

When all of the snapshots that were taken before the deduplication process are deleted, the
deduplicated blocks are reclaimed as free space. As a result, you might want to deduplicate
new data before any snapshots are taken.

13.5 Enabling deduplication on a volume

This section explains how to set up deduplication on an N series for use with VMware hosts. It
also provides information about storage reduction after enabling it for Network File System
(NFS) and iSCSI volumes.
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13.5.1 Setting up deduplication on a volume
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In this section, you go step-by-step through the process to set up deduplication. This scenario
is based on the creation of five identical guests of 10 GB each on the NFS and iSCSI. The
size for the iISCSI LUN and the NFS share is 120 GB each.

The deduplication process
Figure 13-2 shows the original sizes of the NFS and VMFS datastores where the clones are
running.

Datastores Re
Identification | Skatus | Device | Drive Type | - Capaciky | Free | Type
@ iSCSI Dedup @ MNormal MNETAPPISCSIDisk. Non-550 119,75 GB 68,79 GB VMFS5
@ MNF5_Dedup @ MNormal 9.155.66.113:fval.. Unknown 120,00 GB f9,89 GB NFS

Figure 13-2 NFS size on the vCenter management console before deduplication

Example 13-1 shows the size of the NFS share as viewed on the N series command line.

Example 13-1 NFS size on the N series CLI

N6070A> df -g /vol/VMWare NAS

Filesystem total used avail capacity Mounted on
/vol/VMWare_NAS/ 1206B 50GB 69GB 42% /vol/VMWare_NAS/
/vol/VMWare_NAS/.snapshot 0GB 0GB 0GB ---% /vol/VMWare

_NAS/.snapshot

Example 13-2 shows the size of the FCP LUN as viewed on the N series command line.

Example 13-2 LUN size on the N series CLI

N6070A> df -g /vol/LUNdedup

Filesystem total used avail capacity Mounted on
/vol/LUNdedup/ 120GB 50GB 69GB 42% /vol/LUNdedup/
/vol/LUNdedup/.snapshot 0GB 0GB 0GB ---% /vol/LUNdedup
/ .snapshot

To enable deduplication on a volume, enter the sis on <vel_name> command as follows:

» For an NFS volume, enter the command as shown in Example 13-3.

Example 13-3 Enabling deduplication

N6070A> sis on /vol/VMWare_NAS

SIS for "/vol/VMWare NAS" is enabled.

Already existing data could be processed by running "sis start -s /vol/VMWare NA
S".

» For an FCP volume, follow these steps:
a. Set the fractional reserve to 0 (Example 13-4).

Example 13-4 Setting the fractional reserve

itsotuc3> vol options /vol/LUNdedup fractional reserve 0
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b. Enable deduplication on the FCP volume (Example 13-5).

Example 13-5 Enabling deduplication on the FCP volume

N6070A> sis on /vol/LUNdedup

SIS for "/vol/LUNdedup" is enabled.

Already existing data could be processed by running "sis start -s
/vol/LUNdedup".

c. Check the status (Example 13-6).

Example 13-6 Checking the status
N6070A> sis status

Path State Status Progress
/vol/VMWare_NAS Enabled Idle Idle for 00:50:29
/vol/LUNdedup Enabled Idle Idle for 00:00:37

Deduplicating existing data

You can start the deduplication process at any time by using the sis start <vol> command.
The default behavior of the command deduplicates only data that was written since
deduplication was turned on for the volume.

To deduplicate data that was written before deduplication was enabled, proceed as follows:

To start the deduplication process, use the sis start -s <vol_name> command
(Example 13-7).

Example 13-7 Starting the deduplication process

N6070A> sis start -s /vol/VMWare_NAS
The file system will be scanned to process existing data in /vol/VMWare NAS.
This operation may initialize related existing metafiles.

Type y when asked to proceed with the scan, and the operation will start (Example 13-8).

Example 13-8 Accepting to proceed with deduplication

Are you sure you want to proceed (y/n)? y

The SIS operation for "/vol/VMWare NAS" is started.

N6070A> Fri Nov 16 00:52:58 CET [N6070A:wafl.scan.start:info]: Starting SIS volu
me scan on volume VMWare_NAS.

Example 13-9 shows how to start the deduplication process on a SAN volume, typing y when
asked to proceed:

Example 13-9 Starting the deduplication process on a SAN volume

N6070A> sis start -s /vol/LUNdedup

The file system will be scanned to process existing data in /vol/LUNdedup.

This operation may initialize related existing metafiles.

Are you sure you want to proceed (y/n)? y

The SIS operation for "/vol/LUNdedup" is started.

N6070A> Fri Nov 16 00:57:00 CET [N6070A:wafl.scan.start:info]: Starting SIS volu
me scan on volume LUNdedup.
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13.5.2 Deduplication results

216

To check the progress of the deduplication process, use the sis status command, as shown
in Example 13-10. If the status is active, the process of deduplication is still on going. If the
status is id1e, deduplication is completed.

Example 13-10 Checking status

N6070A> sis status

Path State Status Progress
/vol/VMWare_NAS EnabTed Active 47 GB Scanned
/vol/LUNdedup Enabled Active 11 GB Scanned

You might see some intermediate results while the deduplication runs, as shown in
Example 13-11. Just wait it finishes.

Example 13-11 Intermediate results

N6070A> sis status

Path State Status Progress
/vol/VMWare_NAS Enabled Active 5480 MB (11%) Done
/vol/LUNdedup Enabled Active 35 GB Scanned

When the process is completed, all volumes will be listed as Idle, as shown in Example 13-12.

Example 13-12 Process completed

N6070A> sis status

Path State Status Progress
/vol/VMWare_NAS Enabled Idle IdTe for 00:07:38
/vol/LUNdedup Enabled Idle Idle for 00:11:42

The amount of saved space can be checked you can view the space savings from the vSphere
client or on the storage controller. Use the df -gs command, as shown in Example 13-13.

Example 13-13 N series node

N6070A> df -gs /vol/VMWare_NAS

Filesystem used saved %saved
/vol/VMWare NAS/ 2GB 47GB 945

The space savings of NFS volumes are available immediately and can be observed from both
the storage controller and vSphere client. The NFS example started with a total of 50 GB
being used, which is reduced to 2 GB for a total savings of 91%.

The savings displayed on the N series node match what is shown on the ESXi management
console. Figure 13-3 shows 117.02 GB of space is available on the NFS share.

Datastores Refry
Identification | Status | Device | Drive Type |~ Capacity Free | Type
@ ISCSI_Dedup & MNormal NETAPPISCSIDisk.. Non-55D 119,75 GB 68,79 GB VMFSE
B3l NFS_Dedup & Mormal  9.155.66.113:/val... Unknown 120,00 GB '~ 117,02 GB  NF5

Figure 13-3 Savings display
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13.5.3 Deduplication of LUNs

Deduplication is effective on both NFS and LUNs. However, as a default behavior, a LUN on
the N series storage system reserves its space in the volume where it resides. Deduplication
cannot reduce this reservation. To reclaim the space savings, the LUN reservation must be
disabled. This option is set on each LUN individually and can be set in the GUI or by using the
Tun set reservation command.

After deduplication is complete, you can use the free space gained to store new data, by
either creating a LUN in the same volume and connect it as a new datastore, shrinking the
existing volume and use the saved space to grow other volumes or creating new volumes.

To disable space reservation for the LUN, run the Tun set reservation <lun_path>
command (Example 13-14).

Example 13-14 Setting LUN reservation
N6070A> Tun set reservation vol/LUNdedup/iSCSI_dedup disable

Now the storage savings can be seen as shown in Example 13-15.

Example 13-15 Storage savings displayed
N6070A> df -gs /vol/LUNdedup

Filesystem used saved %saved
/vol/LUNdedup/ 2GB 48GB 95%

Space allocation on the VMFS file system: Deduplication reduces the amount of
physical storage that the LUN consumes on the storage device. However, it does not
change the logical allocation of space within the VMFS file system. This situation is unlike
an NFS datastore, where space savings are shown immediately and new data can be
written to the datastore. For VMFS file systems, deduplication cannot change the total
amount of space that can be stored in a VMFS datastore.

Unlike NFS, the FCP savings are not apparent when you verify the VMware vCenter
management console, as seen in Figure 13-3 on page 216.
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14

Virtual Storage Tiering

This chapter explains the features of N series Virtual Storage Tiering. This technology offers
the following key benefits:

» Data center efficiency

» Dynamic performance scaling

» Reduced complexity

This chapter includes the following topics:

» Automated storage tiering
» Choosing VST options
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14.1 Automated storage tiering

220

Automated storage tiering (AST) technologies are primarily intended to help data centers
benefit from the improved performance of Flash-based media while minimizing cost and
complexity. Flash-based devices such as solid-state disk (SSD) controller-based Flash can
complete 25 to 100 times more random read operations per second than the fastest hard disk
drives (HDDs), but that performance comes at a premium of 15 to 20 times higher cost per
gigabyte. HDDs continue to improve in capacity, but HDD performance in terms of IOPS per
dollar is relatively stagnant. Flash provides far more IOPS per dollar, plus lower latency.

Figure 14-1 shows a comparison of the random read efficiency of different types of solid-state
and rotational media on a logarithmic scale. Note that in terms of IOPS per dollar, there is
relatively little difference between different HDD types.

Random Read Efficiency
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Figure 14-1 Storage efficiency

Rather than permanently placing an entire dataset on expensive media, automated storage
tiering tries to identify and store hot data on higher-performance storage media while storing
cold data on slower, lower-cost media.

IBM has put a lot of time and energy into understanding the problems that AST must address
in order to architect an optimal solution.

There are two fundamentally different approaches to AST: migration and caching, as shown
in Figure 14-2.

Migration-based AST automates the process of data migration. When a chunk of data is
identified as “hot,” that chunk is moved to faster media and then moved back to slower media
when it becomes cold. HDD access is needed both for movement to Flash and movement out
of Flash.

Caching-based AST uses well-understood caching methods to “promote” hot data to
high-performance media. Because a copy of the data remains on HDD, when data becomes
cold it can simply be released from cache with no additional HDD I/O required.
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Figure 14-2 Migration versus caching

14.1.1 Traditional and virtual storage tiering

Virtual storage tiering (VST) is performed natively within Data ONTAP and can be extended
with the use of Flash Cache. Flash Cache is the hardware component; the software
component is called FlexScale.

This section describes these components and the N series best practices to use them in a
VMware environment.

Traditional legacy storage arrays

With traditional legacy storage arrays, there is no data or cache deduplication; therefore, for
best performance the amount of cache needed should be equal to or greater than the working
set size. This leads to requiring either large amounts of cache or more spindles to satisfy
peak workloads such as boot, login, or virus storms. Figure 14-3 shows traditional legacy
storage array caching.

ESX Cluster

Traditional Array

Figure 14-3 Traditional storage tiering
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VST in Data ONTAP

Data ONTAP stores only a single block on disk and in cache for up to 255 physical blocks per
volume, thus requiring fewer spindles and less cache than legacy storage arrays. Data
ONTAP VST is available in all versions of Data ONTAP 7.3.1 or higher. It means that VST can
be used in every IBM N series system that supports Data ONTAP 7.3.1 and block-sharing
technologies (for example, deduplication and FlexClone volumes). Figure 14-4 shows cache
and data deduplication with VST.

ESX Cluster

Cache & Data
Deduplication

Figure 14-4 Cache and data deduplication

How Data ONTAP VST functions

When a data block is requested, Data ONTAP reads the block into main memory (also known
as WAFL buffer cache). If that data block is a deduplicated block, in that it has multiple files
referencing the same physical block, each subsequent read of that same physical block
comes from cache as long as it has not been evicted from cache. Heavily referenced blocks
that are frequently read reside in cache longer than blocks that have fewer references or less
frequent access. Therefore, because main memory can be accessed much more quickly than
disk, latency is decreased, disk utilization is decreased, and network throughput is increased,
thus improving overall performance and end-user experience. Figure 14-5 shows VST with
data deduplication.

VM VM | VM | VM

Figure 14-5 VST with data deduplication
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14.1.2 N series Virtual Storage Tiering

The N series Virtual Storage Tiering lets you scale performance and capacity and achieve the
highest level of storage efficiency.

N series Virtual Storage Tier (VST) is a self-managing, data-driven service layer for storage
infrastructure. It provides real-time assessment of workload-based priorities and optimizes
I/O data requests for cost and performance—without requiring complex data classification.
Default data placement is to the lowest-cost physical storage available (usually high-capacity
SATA), because VST uses intelligent caching to leverage flash-based technology with
minimal I/O and CPU overhead. On-demand data promotion is based on actual usage
patterns, ensuring immediate response to changing workload demands.

As IBM’s automated storage tiering (AST) approach, VST is fully compatible with both SAN
and NAS environments and related data protection and business continuity requirements.

Built on the IBM fundamental strengths in storage efficiency and intelligent caching, Virtual
Storage Tier provides:

Real-time, data-driven response to your most demanding application workloads.
Full flash technology integration: both PCle and solid-state disk (SSD).
Industry-leading efficiency through data deduplication and thin cloning integration.
Out-of-the-box operation: Set it and forget it.

vyvyyy

Virtual Storage Tier Advantages

The N series Virtual Storage Tier provides fully automated use and optimization of Flash
technology, both controller-based PCl-e-based Flash and solid-state disk (SSD).

IBM N series Flash Cache PCIl-e modules improve performance for workloads that are
random read intensive, reducing latency by a factor of 10 or more compared to hard disk
drives.

Flash Cache modules are available in capacities up to 1 terabyte and provide
controller-based caching.

IBM N series Flash Pool provides caching of both random read and write operations through
automated use of SSD drives, enabling the use of capacity optimized hard disk drive
technology across the majority of application workloads.

Flash Pool enables the creation of a Data ONTAP software RAID-protected aggregate that is
comprised of a combination of hard disk drives (HDDs) and solid-state disk drives.

With Flash Cache and Flash Pool you can significantly decrease the cost of your disk
purchases and make your storage environment more efficient. Specific workload testing
showed the following.

File Services Workload: Combining Flash Cache with SATA disks can significantly improve
I/0O throughput and response time (compared to high-performance HDD configurations) while
lowering the cost per terabyte of storage by 34% and saving 40% on power.

OLTP Workload: Combining Flash Pool with SATA disks can match the performance of
high-performance HDD configurations (Fibre Channel or SAS) while providing up to 350%
more capacity, lowering the cost per terabyte of storage by 68%, and saving 25% on power.

When placing a pool of VMs on a aggregate that is utilizing the Virtual Storage Tier
technology, changes in the required performance on individual VMs will automatically
rebalance the workload across the VMs existing in that aggregate.
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Real-time data promotion

Real-time promotion of hot data with high granularity. A data block typically enters the Virtual
Storage Tier the first time it is read from disk. The performance benefit occurs in real time as
subsequent reads are satisfied from the Virtual Storage Tier. Patterns of read behavior are
identified and blocks of data that are likely to be needed are read ahead of time, but the
Virtual Storage Tier never does wholesale movement of data from one tier of storage to
another. This keeps usage of HDD I/O and other system resources to a minimum. The
efficiency of this approach, combined with the ability to operate at the granularity of a single
4KB block, allows real-time promotion of hot data as shown in Figure 14-6.

___________________

Intelligent . * Dynamic
Caching : ) = Efficient
Enabled * Self Managing

Figure 14-6 Data promotion

With migration-based AST, hot data is migrated from one storage tier to another either as a
background task or scheduled during off-peak hours (to minimize the extra load on the
storage system). Because these solutions typically operate at a level of granularity that is a
minimum of 128 times higher than the Virtual Storage Tier (ranging from 0.5MB up to 1GB or
even an entire volume or LUN), data movement can take considerable time. Such approaches
might miss important spikes of activity when those spikes have a shorter duration than the
time needed to identify and promote hot data.

The 4KB granularity of the Virtual Storage Tier means that it uses Flash-based media very
efficiently. Solutions with coarser granularity are likely to include a lot of “cold” data along with
each hot data block, and are therefore likely to require a greater amount of expensive Flash
media to achieve the same results.

Easy to deploy and simple to manage. The Virtual Storage Tier works with existing data
volumes and LUNSs. It requires no complicated or disruptive changes to your storage
environment. There is no need to set policies, thresholds, or time windows for data
movement. You simply install Flash technology in your storage systems. After it is
accomplished, the Virtual Storage Tier becomes active for all volumes managed by the
storage controller. You can then exclude user data for lower-priority volumes from the Virtual
Storage Tier if desired.

Other AST solutions require incremental policy, data classification, and structural changes to
existing storage infrastructure such as the creation of dedicated storage pools and migration
of data.

Fully integrated. The Virtual Storage Tier is fully integrated with the N series Unified Storage
Architecture, which means that you can use it with any NAS or SAN storage protocol with no
changes.
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In addition, migration-based AST solutions might not interoperate with storage efficiency

features such as deduplication. The N series Virtual Storage Tier works in conjunction with all
N series storage efficiency features, including thin provisioning, FlexClone technology,

deduplication, and compression, and this close integration works to your advantage and

enhances the functioning of the Virtual Storage Tier.

For example, when you deduplicate a volume, the benefits of deduplication persist in the
Virtual Storage Tier. A single block in the Virtual Storage Tier could have many metadata

pointers to it, increasing the probability that it will be read again, and thus increasing the value
of promoting that block. With this cache amplification a single block in the Virtual Storage Tier
can serve as several logical blocks. This can yield significant performance benefits for server

and desktop virtualization environments (such as shortening the duration of boot storms)

while reducing the amount of Flash media needed.

14.2 Choosing VST options

Choosing the best VST level or levels is really about getting the most return for your
investment in Flash by accelerating all the workloads that need to be sped up for the lowest

cost (see Figure 14-7):

» Server level (Flash Accel). Provides acceleration for one or more VMs running on a

particular ESX host.

» Disk subsystem level (Flash Pool). Provides acceleration for workloads on a

per-aggregate basis.

» Controller level (Flash Cache). Accelerates all workloads associated with a storage

controller.

Flash Cache Flash Pool

Controller Level

Server Cache

7]
% * Improves latency for random +» Improves latency for random reads + Improves app latency and
© reads & overwrites server throughput
O * Increase storage system * Increase storage system throughput + Simplifies data management
o throughput + Consistent performance during by leveraging network
) takeover & reboot storage
+ Flash for Entry Systems

+ More performance with * More performance with fewer disks = Better app response time
4 fewer disks + Enables SATA as primary disk tier + Higher server VM density
© * Plug & Play » Consistent SLO (Service Level + Reduce demand on backend
> Objective) storage

Workloads with Random Reads = :

@ and/or Overwrites Application Specific
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% + File Services « File Services + Biz Apps + Latency Sensitive Biz Apps
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Figure 14-7 Caching technology comparison
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In other words, within a shared storage infrastructure you get the most workload specificity at
the server level and the least at the controller level. If you need to accelerate one workload,
server-level VST is a good choice. If you need to accelerate all your workloads (and possibly
switch from performance-oriented to capacity-oriented disks), choose disk subsystem level or
controller level.

For new deployments, we suggest starting with either Flash Cache or Flash Pool technology
and then adding Flash Accel if needed to provide further performance enhancement for the
most latency-sensitive applications.

When it comes to choosing between Flash Cache and Flash Pool, the following bullets
summarize the similarities and differences.

» Both Flash Pool and Flash Cache provide caching for random reads and both are fully
deduplication aware for maximum space efficiency.

» Flash Pool is installed and supports workloads on a per-aggregate basis. Flash Cache
applies to all workloads on a controller.

» Flash Cache is plug and play, whereas Flash Pool requires some simple configuration and
is then self-managed.

» Flash Pool has these capabilities:

Off-loads I/Os to SSD for repetitive random writes
Is RAID protected
Provides consistent performance after takeover events

Supports the entire N series portfolio, including the N32x0 series

In general, Flash Pool is a good choice for mission-critical applications because the benefit
persists after takeover events. It’s also preferred for applications that have high overwrite rates
and is the only option available on the N series. Because of its proximity to main memory,
Flash Cache can offer advantages for high-performance file services.

While you can install both Flash Pool and Flash Cache on the same storage system, in
general there is not a big advantage to doing so. Data blocks from an aggregate that has
Flash Pool enabled are never cached in Flash Cache.

With the introduction of Flash Pool and Flash Accel to VST, IBM gives you two new methods
to optimize 1/O performance using Flash. Remember these general guidelines:

» Flash Cache makes everything faster.

» Flash Pool makes an aggregate faster.

» Flash Accel makes an application faster.

You can combine levels to optimize overall performance while minimizing your investment.
Whichever options you choose, after VST is installed, there is virtually nothing to manage.

You can fine-tune your deployment if needed, but the defaults work well in most cases and the
benefits are significant and measurable.
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14.2.1 Flash Pool

A N series Flash Pool works at the level of the N series aggregate. (An aggregate is a
collection of RAID groups.) A Flash Pool is created simply by adding a RAID group composed
of solid-state disks (SSDs) to an existing 64-bit aggregate, creating a hybrid disk array that
gets the best from both technologies. The SSDs are used to store random reads and
repetitive random writes (overwrites) for the volumes within the aggregate, off-loading this
work from hard disk drives (HDDs). As a result you can achieve the same level of
performance (with better overall latency) using fewer disk spindles or using capacity-oriented
disks rather than performance-oriented disks. Flash Pool gives you the latency and
throughput advantages of SSD and the mass storage capacity of HDD.

The disk subsystem—level Flash Pool approach offers a number of advantages:

» Persistence. Because it is implemented in the disk layer, Flash Pools persist and remain
operational when a takeover event occurs. In an HA configuration, if one controller goes
offline for a planned or unplanned outage, the other controller takes over its aggregates
and volumes, including Flash Pools. RAID provides resiliency to protect the data within the
Flash Pool.

» Random read and random overwrite caching. From the perspective of an HDD, the most
“expensive” activities are random reads and random overwrites of existing blocks. Flash
Pool technology off-loads these operations to SSDs. Caching overwrites populates the
Flash Pool with blocks that are likely to be reread, and prevents short-lived writes from
being written to HDD.

» Deduplication awareness. Flash Pool technology is fully deduplication aware. A
deduplicated block can have many references, such as when many nearly identical virtual
machine instances are deduplicated. Although a deduplicated block is accessed through
multiple references, only one instance of that block is kept in SSD. Less Flash is needed to
accommodate a given workload as a result of this efficiency. This effect is sometimes
referred to as cache amplification.

» Support for N series N32x0. Because of their compact size, N series N32x0 series
controllers do not support controller-level VST, but they can utilize Flash Pool technology.

How Flash Pool works

To understand how Flash Pool technology works, you need to understand the processes for
identifying and delivering random reads and random overwrites to SSD. The first time a block
is read it is read into storage controller memory from disk, and the read event is categorized
as random or sequential. As blocks that are categorized as random age out of controller
memory they are written to SSD. Subsequent reads of the same block are then satisfied from
SSD.

For writes, Data ONTAP is write optimized by design. It uses an efficient NVRAM to journal
incoming write requests so that they can be acknowledged to the writer without delay. Writes
are collected and written to disk in full stripes whenever possible, driving optimal performance
from the underlying RAID implementation and HDDs by turning a collection of writes into
sequential write activity.

The goal with Flash Pool is to off-load 1/0s from HDD while enabling blocks that are likely to
be reread or rewritten to end up on SSDs. Large sequential writes are handled efficiently by
HDDs. Keeping them on SSDs would be a suboptimal use of resources. Random writes, and
particularly blocks that are being repeatedly overwritten, turn out to be the ideal candidates to
target to Flash Pool SSDs. Flash Pool populates SSDs with blocks that are likely to be read
and blocks that are written repeatedly.
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When a write request is received, Data ONTAP verifies that the write is random rather than
sequential and that the previous write to the same block location was also random. If so, that
write goes to SSD.

How blocks are evicted from a Flash Pool

Data ONTAP technology maintains a heat map (stored on SSD for persistence) that keeps
track of how “hot” each block is. Reads enter the Flash Pool at “neutral.” A subsequent read
elevates the temperature of the block to “warm” and then to “hot.” Writes also enter the Flash
Pool at “neutral.” Subsequent overwrites do not elevate the temperature of the block, however.

When available SSD space runs low, Data ONTAP begins running an eviction scanner that
decrements the temperature of each block on each pass. For example, “hot” blocks become
“warm,” “warm” blocks become “neutral,” and “neutral” blocks become “cold.” If a block is read
or overwritten between scanner passes, its temperature is again incremented; “hot” remains
the maximum for reads and “neutral” is the maximum for overwrites. If a “cold” block is not
read or overwritten, it is decremented to a temperature of “evict” on the next scanner pass. At

this point, “read” blocks are evicted while overwrite blocks are scheduled to be written to HDD.

This mechanism enables only hot data to remain in a Flash Pool when it becomes full. Flash
Pool adjusts dynamically to retain hot data, and the amount of a Flash Pool dedicated to
reads versus overwrites depends solely on the particulars of the workloads using the pool.

Figure 14-8 shows how blocks are evicted from a Flash Pool based on a heat map. When the
pool is full, an eviction scanner decrements the “temperature” of each block on each pass.
Blocks are evicted when they reach a temperature of “evict.” Accesses between scanner
passes increment the temperature of a block, so “hot” data remains in the Flash Pool.
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Figure 14-8 How Flash Pool works
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Flash Pool performance

Although we have not published any benchmarks yet using Flash Pool technology, IBM has
undertaken some comparative before-and-after studies using an OLTP workload to illustrate

the potential impact. Starting from the same N7950T base configuration, we implemented
Flash Pool, optimized in one case for cost per IOPS and in the second for cost per GB of

storage. Results are shown in Figure 3. Note that both cases result in a significant
improvement in overall latency, which can have a bigger impact on perceived performance

than total IOPS in many cases.

Impact of Flash Pool on cost/efficiency and performance is shown in Figure 14-9.
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Figure 14-9 Flash Pool cost/efficiency x performance

Table 14-1 shows Flash Pool requirements and options.

Table 14-1 Flash Pool requirements

Flash pool requirements and options

Data ONTAP version

Data ONTAP 8.1.1 or later, 7-Mode and Cluster-Mode

Tuning options (per volume)

Read

Random-read (default)

Meta: Metadata only

Random-read-write: Populates read pool with random reads
AND writes

None: Disables read caching for a volume

Write

Random-write (default)
None: Disables write caching for volume

Supported Platforms

N32x0, N62x0, N7950T, and V-Series using N series disk and
SSD only
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14.2.2 Flash Cache
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Flash Cache is a PCI Express card that can be installed many of the current N series storage
controller systems (Figure 14-10). Each module contains either 256 GB, 512 GB, or 1 TB of
SLC NAND Flash. In the VMware solution on N series, we recommend having at least one
Flash Cache device per N series storage cluster.

Figure 14-10 Flash Cache card

How Data ONTAP VST functions with Flash Cache

VST can be extended with the use of Flash Cache. As long as that block has not been evicted
from both caches, all subsequent reads are performed from main memory or Flash Cache,
thus improving performance by not having to go to disk. Again, the more heavily the data is
deduplicated and the more frequently accessed, the longer it stays in cache. Transparent
storage array caching combined with N series disk deduplication provides cost savings on
many levels. Figure 14-11 shows transparent storage array caching with Flash Cache and
deduplication.

Figure 14-11 Transparent storage array caching with Flash Cache and deduplication
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The decision whether to use Flash Cache in addition to Data ONTAP VST is based on the
amount of deduplicated data and the percentage of reads within the environment. As users of
the VMware View environment create more data, the amount of deduplicated data changes,
thus affecting the cache hit rate. Thus, more cache might be needed if the data becomes
more unique (even after running regular deduplication operations on the new data).

We recommend when possible to use Data ONTAP 7.3.1 (Data ONTAP 7.3.2 when using
Flash Cache) or later for VMware environments. For environments with greater than 500
virtual machines per N series storage controller, we recommend the use of both Data ONTAP
caching and at least one Flash Cache device per storage controller.

How Flash Cache functions without deduplication (traditional caching)
Flash Cache works by receiving data blocks that have been evicted from main memory. After
being evicted from main memory, if the same block should be requested a second time and
that block has not been evicted from Flash Cache, that block is read from Flash Cache and
placed into main memory. Every block, whether or not it contains the same data as another
block, is read first from disk. It is how legacy storage arrays operate in that the first of all reads
must come from disk, and subsequent reads depend on the size of the cache. It is the reason
legacy vendors require large amounts of cache. Figure 14-12 shows Flash Cache without
deduplication.

1. Block A (blue) requested from client.

2. Block A (blue) read from disk to memory.

3. Block A (blue) returned to client.

4. Block B (green) requested from client.

5. Block B (green) read from disk to memory.

6. Block B (green) returned to client.

7. Block A (blue) evicted from memory to Flash Cache because
memory is full.

8. Block C (orange) requested from client.

9. Block C (orange) read from disk to memory.

10. Block C (orange) returned to client.

11. Subsequent reads of block A (blue) or B (green) result in the
eviction of blocks C (orange) and reads from Flash Cache.

Figure 14-12 Flash Cache without deduplication
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How Flash Cache functions with deduplication (transparent storage
array caching)

Flash Cache receives data blocks that have been evicted from main memory. After eviction
from main memory, if a block should be required for a second time, that block is read from
Flash Cache, a cache hit, and placed into main memory. If the block being requested is a
duplicate block that has been deduplicated (also known as a shared block), the block is read
from Flash Cache to main memory. As long as that block is not evicted from cache, all
subsequent reads are performed from Flash Cache, thus improving performance by not
having to go to disk. Transparent storage array cache combined with N series disk
deduplication provides cost savings on many levels.

Figure 14-13 shows Flash Cache with deduplication.

1. Block A’ (blue) requested from client.

2. Block A’ (blue) read from disk to memory.
3. Block A’ (blue) returned to client.

4. Block A’ (green) requested from client.

5. Block A’ (green) read from memory.

6. Block A’ (green) returned to client.

7. Block A’ requested from client.

8. Block A’ (blue) evicted from memory to Flash Cache because
memory is full and it was the first block.

9. Block A’ (orange) read from memory.

10. Block A’ (orange) returned to client.

Figure 14-13 Flash Cache with deduplication

FlexScale

FlexScale is the tunable software component of Flash Cache. It is a licensed feature of Data
ONTAP 7.3 or greater. FlexScale allows different caching modes to be used based on the
type of workload. The different modes of caching are metadata only, normal user data, and
low-priority blocks. Extensive scalable VMware testing within the N series solution labs has
shown that significant performance improvements can be gained by turning on metadata and
normal user data caching modes in FlexScale.

To license and enable FlexScale:

1. Connect to the controller system’s console, using either SSH, telnet, or serial console.

2. Check to see if the FlexScale license has already been installed by typing license and
finding the line that says flex_scale:

license

3. If FlexScale is not licensed, you can license it by issuing the following command. If you do
not have your license available, you can locate it within the N series support site.

License add <License Key>
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To change the FlexScale caching modes for use with VMware workloads:
1. Connect to the controller system’s console, using either SSH, telnet, or serial console.

2. Change the following options with the following commands, which turn on metadata and
normal user data block caching. They are the recommended FlexScale settings for
VMware:

options flexscale.enable on
options flexscale.normal_data_bTocks on

3. You can verify these settings have been changed:

options flexscale

FlexShare

FlexShare is a feature of Data ONTAP that allows administrators to set QoS policies on
different volumes and data types. When a N series storage controller is being configured in a
VMware clones environment, the FlexShare caching policy of keep should be set on the
datastore used to store the replica disks.

To change the FlexShare caching modes for use with VMware clones:

1. Connect to the controller system’s console using either SSH, telnet, or serial console.

2. Change the following options with the commands noted (see Figure 14-14). This turns on
the FlexShare policy to keep the data from the select volume in Flash Cache. They are the
recommended FlexShare settings for VMware View linked clone replica datastores.

Priority set volume replica datastore cache=keep
To verify these settings have been changed:
priority show volume -v replica datastore

Volume: ca_datastore
Enabled:

T

=]

Ievel: Medium
System: Medium

Cache: keep

Figure 14-14 Volume FlexShare policy setting

14.2.3 Flash Accel

Flash Accel is designed to extend the benefits of N series VST across the network to
encompass the server itself. Having local Flash devices on a server means that you have
direct-attached storage that you have to manage. It creates potential problems with data
protection and isolates silos of data. Server caching with Flash Accel eliminates these
problems.

Flash Accel benefits
Server caching with Flash Accel offers a number of advantages.

Dedicate Flash. Use it to enhance performance of a particular application. Flash Accel lets
you pinpoint Flash use for the benefit of one or a few applications while eliminating the
disadvantages of local storage, increasing throughput by up to 80%, and reducing transaction
latency by up to 90%.

Hardware agnostic. Flash Accel will work with any enterprise-class Flash device(s) (PCl-e
card or SSD) that you have on your server.
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Persistent and durable. Data stored in the Flash Accel cache is able to persist through a
server reboot. The cache even remains durable to events such as failures and blue screens.

Unique cache coherency. When an event such as a restore changes data on back-end
storage, other caching solutions resort to dumping the entire server cache, resulting in a long
period of reduced performance while it is repopulated. N series Flash Accel is able to identify
and evict just the blocks that have changed, preserving performance.

Increases VM density. Because VMs and applications run more smoothly and spend less
time blocked waiting for resources, you can actually increase the number of VMs per
server—5 to 10 additional VMs is typical.

Improves efficiency of back-end storage. Tests show that Flash Accel improves the
efficiency of back-end storage by 40% versus the same configuration and workload without
Flash Accel enabled. This reduces the resources required on back-end storage and frees up
resources to support other workloads.

Low overhead. Flash Accel requires only about 0.5% of the memory resources of the ESXi
host.

Data protection. Data stored in a server-side cache is also stored on N series storage,
where it can be protected using standard N series methods.

The first release of Flash Accel works with VMware vSphere 5.0 or higher and Windows VMs
only. Future releases will expand support to include additional VMs, other hypervisors, and
bare metal.

How Flash Accel works
Flash Accel consists of three components:

N series vCenter VSC plug-in. Configuration and management of Flash Accel is
accomplished using a plug-in for the N series Virtual Storage Console (VSC), which runs in
VMware vCenter. This plug-in allows you to perform these tasks:

» Install and configure the ESXi hypervisor plug-in driver.

» Install and configure guest Flash Accel agents.

» Discover Flash SSD devices on ESXi hosts.

» Configure one or more SSD or other Flash devices on ESXi hosts for use by Flash Accel.
» Enable/disable caching on host.

» Resize the cache on a guest VM.

» Report on current cache state and performance metrics.

Flash Accel hypervisor plug-in (installed on the ESXi host). The hypervisor plug-in is
installed on an ESXi host and establishes control over locally attached devices (such as
SSDs) and storage array paths according to the configuration you define using VSC. The
plug-in creates logical devices and presents them to the ESXi storage stack as SCSI devices.
Logical devices created on multiple ESXi hosts with the same WWN allow ESXi to treat a
device as a shared device so that VMs using these devices can participate in vMotion and
VMware HA operations. In addition to being able to migrate the VMs, the hypervisor plug-in

provides management of the Flash device and can enable dynamic resource sharing and
cache block deduplication.
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Flash Accel agent in Windows VM. A user-level agent is implemented for Windows guest
VMs. This agent has the following functions:

» Passes configuration to the filter driver

» Enables/disables caching of one or more devices or an entire VM

» Communicates performance metrics to VSC

» Integrates with other data management software like SnapDrive and SnapManager
technologies

The service agent exports a Web service to VSC and communicates with the drive by
Windows PowerShell cmdlets.

As shown in Figure 14-15, Flash Accel includes agents that run in each VM and a plug-in for
VMware vSphere, and it is controlled from N series VSC running within vCenter. It can use
any PCl-e Flash card or SSD available on an ESXi host.

Server Hardware

VM1 VM2 VMn
]

] ]
J / i
Windows Server Windows Server O O | windowsServer
Flash Accel Flash Accel Flash Accel
Flash/SSD
I LUN/File
N series

ol -

Figure 14-15 Flash Accel on VMware environment

All reads from the VM are cached locally for reuse, off-loading future reads from back-end
storage. Writes are written through to back-end storage but available for rereading from
cache.

The Flash Accel cache has two key areas, cache operations and storage manager:

» The cache operations layer is responsible for implementing the interfaces for sending 1/0
requests through the cache; it includes translating incoming 1/O requests into a number of
4KB 1/0O requests to or from the cache and/or the primary storage server. The cache
operations layer is entirely implemented in the Windows filter driver.

» The storage manager is responsible for the layout of the metadata and cached data
blocks on Flash and the implementation of persistence. This module is called only by the
cache operations layer. The storage manager resides within the filter driver and the
hypervisor initializes, configures, and manages the Flash device.
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Data coherency is the most important feature of Flash Accel. If back-end data is changed
without notifying Flash Accel, it is possible to have the cache data and the back-end storage
data out of sync. It would result in incorrect data being returned to the application/end user
from the cache, which would cause data corruption. There are two situations in which data
coherency is an issue:

» Online data modification where data is modified in band. Flash Accel checks for
incoherency when there is a device mount/unmount/boot by comparing cached metadata
with that from the storage system to spot incoherency and invalidate blocks as
appropriate. An example of this would be a SnapRestore operation of application data on
N series storage. In between the checks, there is no incoherency issue because Data
ONTAP will not modify data when a VM is actively using it. Out-of-band modification (in
which the administrator updates a running VM by some means the storage is not aware of)
is not supported.

» Offline data modification (for example, VMDK/LUN restore). Flash Accel takes the same
action of comparing cached metadata with data on back-end storage and invalidating
blocks as needed. An example is using SnapRestore to restore an entire VM.

The advantage of Flash Accel in these types of situations is that it only invalidates blocks that
are different while retaining all blocks that have not changed. When situations like this arise,
other available solutions completely drop all cached data and rewarm the entire cache. It
might take a few hours to days depending on the data, during which time performance is
degraded.
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Virtual Storage Console 4.1

The ability to quickly back up tens of hundreds of virtual machines without affecting
production operations can accelerate the adoption of VMware within an organization, as
explained in this chapter. It includes the following topics:

v

Virtual Storage Console

Installing the Virtual Storage Console 4.1
Adding storage controllers to the VSC
Optimal storage settings for ESXi host
SnapMirror integration

VSC in an N series MetroCluster environment
Backup and recovery

Provisioning and cloning

Optimum VM availability

Scripting
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15.1 Virtual Storage Console

The Virtual Storage Console (VSC) feature was formerly provided in a separate interface and
was called SnapManager for Virtual Infrastructure (SMVI). It builds on the N series
SnapManager portfolio by providing array-based backups. They consume only block-level
changes to each VM and can provide multiple recovery points throughout the day. The
backups are an integrated component within the storage array. Therefore, VSC provides
recovery times that are faster than times provided by any other means.

15.1.1 Introduction to the Virtual Storage Console

238

The Virtual Storage Console (VSC) software is a single vCenter Server plug-in. It provides
end-to-end virtual machine lifecycle management for VMware environments running N series
storage. The plug-in provides these features:

» Storage configuration and monitoring, using the Monitoring and Host Configuration
capability (previously called the Virtual Storage Console capability)

» Datastore provisioning and virtual machine cloning, using the Provisioning and Cloning
capability

» Backup and recovery of virtual machines and datastores, using the Backup and Recovery
capability

As a vCenter Server plug-in, shown in Figure 15-1, the VSC is available to all vSphere Clients
that connect to the vCenter Server. This availability is different from a client-side plug-in that
must be installed on every vSphere Client. You can install the VSC software on a Windows
server in your data center, but you must not install it on a client computer.

[ X3650-14 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

Monitoring and Host
Configuration Storage Controllers

Contraller

b Owerview

Storage Detalls - SAM # & Unknown {4 Unknown}
Storage Details - MAS
= HA Pair:NGO70A/NGOTOB
Data Collection
@ Cortraller: MEOT0A
Tools

Discovery Skatus

Figure 15-1 Virtual Storage Console
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Virtual Storage Console (VSC) integrates VSC storage discovery, health monitoring, capacity
management, and best practice-based storage setting. It offers additional management
capabilities with two capability options in a single vSphere client plug-in. Thus it enables
centralized, end-to-end management of virtual server and desktop environments running on
N series storage. VSC is composed of three main components:

» Virtual Storage Console Capability (base product): Provides a storage view of the VMware
environment with a VM administrator perspective. It automatically optimizes the
customer’s host and storage configurations, including HBA timeouts, NFS tunables, and
multipath configurations. Using the Virtual Storage Console, a VM administrator can
quickly and easily view controller status and capacity information. Also, the administrator
can accurately report back utilization information in order to make more informed
decisions about VM object placement.

» Provisioning and Cloning Capability: Provides end-to-end datastore management
(provisioning, resizing, and deletion). Also offers rapid, space-efficient VM server and
desktop cloning, patching, and updating by using FlexClone technology.

» Backup and Recovery capability (formerly SnapManager for Virtual Infrastructure):
Automates data protection processes by enabling VMware administrators to centrally
manage backup and recovery of datastores and VMs. This can be done without impacting
guest performance. The administrator can also rapidly recover from these backup copies
at any level of granularity: datastore, VM, VMDK, or guest file.

VSC is designed to simplify storage management operations, improve efficiencies, enhance
availability, and reduce storage costs in both SAN- and NAS-based VMware infrastructures.
It provides VMware administrators with a window into the storage domain. It also provides the
tools to effectively and efficiently manage the lifecycle of virtual server and desktop
environments running on N series storage.

15.1.2 License requirements

Table 15-1 summarizes the N series license requirements to perform different VSC functions.

Table 15-1 VSC license requirements

Task License

Provision datastores NFS, FCP, iSCSI
Restore datastores SnapRestore

Use vFilers in Provisioning and Cloning MultiStore
operations

Clone virtual machines FlexClone (NFS only)
Configure deduplication settings A-SIS

Distribute templates to remote vCenters SnapMirror
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15.1.3 Architecture overview

Figure 15-2 illustrates the architecture for VSC. It also shows the components that work

together to provide a comprehensive and powerful backup and recovery solution for VMware

vSphere environments.

Primary Site DR Site
firtua AREI|| APE | AREIN AR | APH
Cent

Storage Pool n Storage Pool ]

Figure 15-2 Architecture overview

15.1.4 Monitoring and host configuration
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The Monitoring and Host Configuration capability enables you to manage ESXi servers
connected to N series storage systems. You can set host timeout, NAS, and multipathing
values, view storage details, and collect diagnostic data. You can use this capability to do the
following tasks:

>

>

>

View the status of storage controllers from a SAN (FC, FCoE, and iSCSI) perspective
View the status of storage controllers from a NAS (NFS) perspective
View SAN and NAS datastore capacity utilization

View the status of VMware vStorage APIs for Array Integration (VAAI) support in the
storage controller

View the status of ESX hosts, including ESX version and overall status

Check at a glance whether the following settings are configured correctly, and if not,
automatically set the correct values:

— Storage adapter timeouts
— Multipathing settings
— NFS settings

Set credentials to access storage controllers
Launch the vCenter GUI to create LUNs and manage storage controllers

Collect diagnostic information from the ESXi hosts, storage controllers, and Fibre Channel
switches

Access tools to set guest operating system timeouts and to identify and correct misaligned
disk partitions
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When you click the N series tab in the vCenter Server and click Monitoring and Host
Configuration in the navigation pane, the Overview panel displays. It is similar to Figure 15-3.
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Figure 15-3 VSC overview

Alternatively, you can find the VSC plug-in under Solutions and Applications (Figure 15-4).
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Figure 15-4 VSC location

15.1.5 Provisioning and cloning

The Provisioning and Cloning capability of Virtual Storage Console helps you to provision
datastores and quickly create multiple clones of virtual machines in the VMware environment.
Using FlexClone technology, the Provisioning and Cloning capability allows you to efficiently
create, deploy, and manage the lifecycle of virtual machines. These tasks can be done from
an easy-to-use interface integrated into the VMware environment. It is ideal for virtual server,
desktop, and cloud environments.
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You can use the provisioning and cloning capability for the following purposes:

» Clone individual virtual machines and place in new or existing datastores

» Create, resize, or delete datastores

» Apply guest customization specifications and power up new virtual machines

» Run deduplication operations

» Monitor storage savings

» Redeploy virtual machines from a baseline image

» Replicate NFS datastores across sites

» Import virtual machines into virtual desktop infrastructure connection brokers and

management tools

Managing datastores and cloning virtual machines

To manage datastores and clone virtual machines, right-click an object in the Inventory panel
of the vSphere Client and select IBM N series — Provisioning and Cloning (Figure 15-5):

» Right-click a powered-down virtual machine or template to create clones.
» Right-click a datacenter, cluster, or host to provision datastores.
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Figure 15-5 Accessing Provisioning and Cloning

Managing controllers, replicating datastores, and redeploying clones
Click the Inventory button in the navigation bar, and then select Solutions and Applications

— IBM N series — Provisioning and Cloning. Use the following options:

»

»

>

>

Select Storage controllers to add, remove, or modify properties of storage controllers.
Select Connection brokers to add and remove connection broker definitions.
Select DS Remote Replication to clone NFS datastore templates to multiple target sites.

Select Redeploy to redeploy virtual machines.
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15.2 Installing the Virtual Storage Console 4.1

The VSC provides full support for hosts running ESX/ESXi 4.0 and later. It provides limited
reporting functionality with hosts running ESX/ESXi 3.5 and later.

15.2.1 Basic installation

Before downloading and installing the VSC, make sure that your deployment has the required
components:

» You need a vCenter Server version 5.0 or later. The VSC can be installed on the vCenter
Server or on another server or VM (see Figure 15-6).

» If installing on another server or VM, this system must run 32-bit or 64-bit Windows Server
2008, 2003 SP2 and later.

» A storage array is required to run Data ONTAP 7.3.1.1 or later.

Attention: Before installing, verify supported storage adapters and firmware.

VI Client

A
T

HTML

Over HTTPS ESXServer

«—

Virtual Center

|

ViJava APl

Virtual Storage Console

Canbe instalkd on
the vCenterSever
or onanother

o
seweror VM
ZAPI

Figure 15-6 VSC possible deployments

Tip: To keep it simple, we suggest installing the VSC on the vCenter server.

Complete the following steps to install the VSC 4.1:
1. Download the installation program to the Windows server.

2. Run the installation wizard and select the features you would like to install as shown in
Figure 15-7.
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3. Follow the on-screen instructions.

During the installation process, a prompt displays to select the features of the VSC 4.1 ()
to be enabled in the environment. The core VSC must be selected. The Provisioning and
Cloning and Backup and Recovery features are the former RCU and the SMVI interfaces.
Certain subfeatures might require licensing, as described previously. See Figure 15-7.

i'é IBM® Yirtual Storage Console 4.1 for ¥Mware vSphere - InstallShield Wizard E

Select Capabilities

Select the capabilities that you want ko install,

¥ | Monitaring and Host Configuration

¥ Provisioning and Cloning

= Optimization and Migration

V¥ Backup and Recovery

Mote: Use of the Backup and Recovery capability requires the
purchase of a Software License,

Installshield

< Back I Mexk = I Cancel
Figure 15-7 Select VSC features

4. Register the VSC as a plug-in, in the vCenter Server in the window that opens when the
process is complete.

The installation process launches the vCenter registration process as shown in Figure 15-8.

i'é IBM® Yirtual Storage Console 4.1 for YMware vSphere - InstallShield Wizard | X}

Ready to Install the Program

The wizard is ready to begin installation,

Click Install to begin the installation.

IF wou want to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

Wirtual Storage Console For YMware vSphere must be registered with wCenter For the plugin
to function. You may register once installationfupgrade completes or yvou can register at
any time by visiting the Following URL:

https:/ /localhost:8143/Register.html

InstallShield

< Back I Install I Cancel

Figure 15-8 vCenter registration process
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5. Finally, register the VSC plug-in with a vCenter server (Figure 15-9). This final step
requires a user with vCenter administrator credentials to complete the registration
process.

%) vsphere Plugin Registration
File  Edit  Wiew History Bookmarks Tools  Help

x C 2% I;',_,whttps:,l’,l’localhost:8143,|’Register.html

J || ¥Sphere Plugin Registration | &= |

vaphere Plugin Registration

The Virtual Storage Console is registered as specified below, If you need to change the
reqgistration settings, update the fields below and then click "Register”,

IF you specify a new vCenter Server IP address, the Virtual Storage Console will unregister

with the previously specified wCenter Server and then register with the newly specified
wenter Server.

Plugin service information

Host name or IP Address: 59. 155,113,200 -

wiCenker Server information

Host name or IF Address: 19.155,113.200

Port: 443

User name: | administrator

User password: ITIIITIIL]

The registration process has completed successfully!

Figure 15-9 VSC registration with vCenter server

15.2.2 Registration completion

Upon successful registration, the system confirms by issuing the following message on the
web page: The registration process has completed successfully!

15.3 Adding storage controllers to the VSC

Adding the storage controllers that host the virtual infrastructure to the VSC is fairly simple:
1. Connect to vCenter by using the vSphere client.

2. Double-click the IBM N series tab on the home panel.

3. Select the Virtual Storage Console tab on the left.

After these steps are completed, the VSC launches and automatically identifies all storage
controllers powered by Data ONTAP with the storage connected to the ESXi host in the
environment. As an alternative to running discovery for the entire environment, you can select
an ESXi host or cluster in the vSphere client and then select the IBM N series tab in the left

panel. The VSC then begins discovery of all storage controllers with storage connected to the
host or cluster that was selected.
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The windows pops-up, as displayed in Figure 15-10, allowing you to enter the user or service
account assigned for VSC management on the storage controller. This account can be the
root account or one created specifically for the VSC core feature, as described previously.

IEM N series
Al
:.Add Storage System
Target Hostname: 9.155.66.113
Target Fort: 443
User name: root
Password: e
Use S5 W
Ok | Cancel

Figure 15-10 Adding storage controller access in VSC

15.4 Optimal storage settings for ESXi host

The VSC enables the automated configuration of storage-related settings for all ESXi 5.x
hosts connected to N series storage controllers. VMware administrators can right-click
individual or multiple ESXi host and set the preferred values for these hosts. This functionality
sets values for HBAs and CNAs, sets appropriate paths and path selection plug-ins, and
provides appropriate settings for software-based 1/0 (NFS and iSCSI).

To perform the setting, go to the VSC pane, right-click the designated ESXi server, and run
the settings as shown in Figure 15-11.
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Configuration Storage Controllers

¥
b Overview Contraller

Storage Details - SAM & @ Unknown (4 Unknown} IBM N series Recommended Settings %

Storage Detals - NAS — - W HBASCMA Adapter Settings
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" Configures preferred paths For IEM M series storage systems. Determines which of the available
paths are optimized paths {as opposed to non-optimized paths that traverse the interconnect cable),
and sets the preferred path ko one of those paths,

Data Collection
Tools

Discovery Skatus

W MFS Settings

Sets the recommended NFS Heartbeat settings For IBM M series storage systems,

1O | [ Cancel|
ESX Hosts
-
o IP Address W
9155113203 915511390
[ 9155113 208 Set Recommended Yalues, ..
Show Details. ..

Skip Host. ..

Figure 15-11 Optimize ESX settings
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After rebooting the ESX server, we can verify the improved settings. All status indicators are
green (see Figure 15-12).

ESX Hosts

-
Hostriame IP &ddress Wersion Status Adapter Seftings  MPIO Settings  NFS Settings
[ 9155.113.203 9155113203 510 Eatlormal atlormal atlormal hormal
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Figure 15-12 Optimized ESX adapter settings

15.5 SnapMirror integration

SnapMirror relationships cannot be configured through VSC. However, VSC can update an
existing SnapMirror relationship on the volume underlying the datastore or virtual machine.
Preferably, test the SnapMirror relationship from the storage system command line before
updating through VSC. This method aids in identifying where any potential issues might
occur. If the SnapMirror update is successful from the CLI, but fails from within VSC, the
administrator has a better understanding of where to concentrate troubleshooting efforts.

Also, identify the destination storage within VSC in the same manner that the relationship is
configured on the storage system. For example, if a SnapMirror relationship is configured on
the storage system using IP addresses rather than a DNS name, identify the auxiliary storage
to VSC by the IP address and vice versa.

Because its support is for SnapMirror volume only, map one volume per datastore.

During backup creation, SnapManager provides the option of updating an existing SnapMirror
relationship. That way, every time a Snapshot is created, the data is transferred to a remote
storage system. Whenever the backup of a virtual machine or datastore is initiated with the
SnapMirror option, the update starts as soon as the backup completes, after of the current
SnapMirror schedule.

For example, by configuring regular SnapMirror updates on a filter after the VSC schedule,
you can cut down the time required to update the mirror, because it is done in the interim.
However, keep in mind that the updates must be scheduled in such a way that they do not
conflict with the SnapManager backup.

15.5.1 SnapMirror destinations

A single SnapMirror destination is supported per volume. If a SnapMirror update is selected
as part of a backup on a volume with multiple destinations, the backup fails.

If multiple SnapMirror destinations are required, use a tiered approach when configuring the
SnapMirror relationships. For example, if the data must be transferred to four destinations,
configure one destination from the primary storage system supported to one destination.
Then configure three additional destinations from the auxiliary storage through the storage
system CLI.

Chapter 15. Virtual Storage Console 4.1 247



15.5.2 SnapMirror and deduplication

Preferably, do not use deduplication with Sync SnapMirror. Although technically it works, the
integration and scheduling of deduplication with Sync SnapMirror are complicated to
implement in the type of rigorous real-world scenarios that demand synchronous replication.

When configuring volume SnapMirror and deduplication, consider the deduplication schedule
and the volume SnapMirror schedule. Start volume SnapMirror transfers of a deduplicated
volume after deduplication completes (that is, not during the deduplication process). This
technique avoids sending undeduplicated data and additional temporary metadata files over the
network. If the temporary metadata files in the source volume are locked in Snapshot copies,
they also consume extra space in the source and destination volumes. Volume SnapMirror
performance degradation can increase with deduplicated volumes.

The scenario described previously has a direct impact on backups configured within VSC
when the SnapMirror update option was selected. Avoid scheduling a backup with the
SnapMirror update option until a a confirmation of the volume deduplication completeness.
Although a few hours must be scheduled to ensure avoiding this issue, the actual scheduling
configuration is data and customer dependent.

15.6 VSC in an N series MetroCluster environment
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N series MetroCluster configurations consist of a pair of active-active storage controllers.
They are configured with mirrored aggregates and extended distance capabilities to create a
high-availability solution. This type of configuration has the following benefits:

Higher availability with geographic protection

Minimal risk of lost data, easier management and recovery, and reduced system downtime
Quicker recovery when a disaster occurs

Minimal disruption to users and client applications

vyvyyy

A MetroCluster (either Stretch or Fabric) behaves in most ways similar to an active-active
configuration. All of the protection provided by core N series technology (RAID-DP, Snapshot
copies, automatic controller failover) also exists in a MetroCluster configuration. However,
MetroCluster adds complete synchronous mirroring along with the ability to perform a
complete site failover from a storage perspective with a single command.

The following N series MetroCluster types exist and work seamlessly with the complete
VMware vSphere and ESX server portfolio:

» Stretch MetroCluster (sometimes called a nonswitched cluster) is an active-active
configuration that can extend up to 500 m depending on speed and cable type. It includes
synchronous mirroring (SyncMirror) and the ability to do a site failover with a single
command.

» Fabric MetroCluster (also called a switched cluster) uses four Fibre Channel switches in a
dual-fabric configuration. It uses a separate cluster interconnect card to achieve an even
greater distance (up to 100 km depending on speed and cable type) between primary and
secondary locations.

The integration of the MetroCluster and VMware vSphere is seamless and provides storage
and application redundancy. In addition to connecting to the vSphere environment using FCP,
iISCSI, or NFS, this solution can serve other network clients with CIFS, HTTP, and FTP at the
same time.
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The solution shown in Figure 15-13 provides a redundant VMware server, redundant N series
heads, and redundant storage.

l FCP,ISCSI, NFS l

7 HHA hele
Fabric MetroCluster

Figure 15-13 MetroCluster and VMware vSphere integrated solution

VMware
vSphere Cluster

For more information about N series MetroCluster, see the “MetroCluster” chapter in the
Redbooks publication, IBM System Storage N series Software Guide, SG24-7129.

15.7 Backup and recovery

This section provides examples of backing up a single virtual machine or the entire
DataCenter. The Backup and Recovery capability of the Virtual Storage Console provides
rapid backup and recovery of multi-host configurations running on N series storage systems.
You can use this capability to do the following tasks:

» Perform on-demand backups of individual virtual machines, datastores, or a datacenter
» Schedule automated backups of individual virtual machines, datastores, or a datacenter

» Support virtual machines and datastores that are located on either NFS directories or
VMFS file systems

» Mount a backup to verify its content prior to restoration

» Restore datastores or virtual machines to the original location

» Restore virtual machine disks (VMDKSs) to the original or an alternate location

» Restore one or more files to a guest VMDK without having to restore the entire virtual
machine or VMDK using single file restore feature

To configure your storage systems, click the N series icon in the vCenter Server and click
Setup under Backup and Recovery in the navigation pane. The Setup panel displays. Click
Add on the left side and register your N series system as shown in Figure 15-14.
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Important: You must register your N series system two times; first, for the VSC and
second, for backup and recovery.
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Figure 15-14 N series registration for backup and restore

15.7.1 Data layout
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Layout is indicated by N series best practices for vSphere environments. Move any transient
and temporary data, such as the guest operating system swap file, temp files, and page files,
to a separate virtual disk on another datastore. The reason is that snapshots of this data type
can consume a large amount of storage in a short time because of the high rate of change.

When a backup is created for a virtual machine with VSC, VSC is aware of all VMDKs
associated with the virtual machine. VSC initiates a Snapshot copy on all datastores upon
which the VMDKs reside. For example, a virtual machine running Windows as the guest
operating system has its C drive on datastore ds1, data on datastore ds2, and transient data
on datastore td1. In this case, VSC creates a Snapshot copy against all three datastores at
underlying volume level. It defeats the purpose of separating temporary and transient data.

Considerations for transient and temporary data

To exclude the datastore that contains the transient and temporary data from the VSC
backup, configure the VMDKSs residing in the datastore as “Independent Persistent” disks
within the VMware Virtual Center (vCenter). After the transient and temporary data VMDKs
are configured, they are excluded from both the VMware Virtual Center snapshot and the
N series Snapshot copy initiated by VSC.

You must also create a datastore dedicated to transient and temporary data for all virtual
machines with no other data types or virtual disks residing on it. This datastore avoids having
a Snapshot copy taken against the underlying volume as part of the backup of another virtual
machine. Do not deduplicate the data on this datastore.
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SnapManager 2.0 for Virtual Infrastructure can include independent disks and exclude
datastores from backup.

Including independent disks and excluding datastores

You can avoid having a Snapshot copy performed on the underlying volume as part of the
backup of another virtual machine. In this case, preferably, create a datastore that is
dedicated to transient and temporary data for all virtual machines. Exclude datastores that
contain transient and temporary data from the backup. By excluding those datastores,
snapshot space is not wasted on transient data with a high rate of change. In VSC 4.1, when
selected entities in the backup span multiple datastores, one or more of the spanning
datastores might be excluded from the backup.

After configuration, the transient and temporary data .vmdk are excluded from both the
VMware vCenter Snapshot and the N series Snapshot copy initiated by VSC. In VSC 1.0,
datastores with only independent disks were excluded from the backup. In VSC 4.1, an option
is available to include them in the backup. Datastores with a mix of independent disks and
normal disks or configuration files for a VM are included in the backup irrespective of this
option.

If you have a normal disk and an independent disk for backup on the same datastore, it is
always included for backup irrespective of the “include datastore with independent disk”
option. Designate a separate datastore exclusively for swap data.

Restore from backup: If you exclude non-independent disks from the backup of a VM,
that VM cannot be completely restored. You can perform only virtual disk restore and
single file restore from such a backup.

15.7.2 Backup and recovery requirements

Your datastore and virtual machines must meet the following requirements before you can
use the Backup and Recovery capability:

» In NFS environments, a FlexClone license is required to mount a datastore, restore guest
files, and restore a VMDK to an alternate location.

» Snapshot protection is enabled in the volumes where those datastore and virtual machine
images reside.

» SnapRestore is licensed for the storage systems where those datastore and virtual
machine images reside.

15.7.3 Single wizard for creating backup jobs

With the wizard, you can create manual and scheduled backup jobs. In the right pane, you
click Backup, name your new backup job, and select the per-backup job options:

» Initiate SnapMirror update.
» Perform VMware consistency snapshot.
» Include datastores with independent disks.

Virtual Machine backup
To back up individual VMs, follow these steps:

1. Right-click the VM Backup and drill down until you reach the selection to run or schedule
a backup, as shown in Figure 15-15.
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Figure 15-15 Adding a backup

2. Go to the Welcome panel, and then click Next.

3. Set a Name and Description, specify possible SnapMirror update, or include independent

disks (see Figure 15-16), then click Next.

Backup Wizard M= E3
Job
Specify a name for the backup job that you want to create.
Job Name
Mame: |Ubuntu backup
Description: |a daily backup]|
Options
[ Initiate SnapMirror update
¥ Perform YMware consistency snapshot
[ Include datastores with independent disks
<Back Mexts Cancel

Figure 15-16 Backup options

IBM System Storage N series with VMware vSphere 5



4. In the following window, you can select scripts to be included in the backup job (see
Figure 15-17).

@ Backup Wizard M= E3

Scripts
You can select scripts that you want to run along with this backup.

Job Mame
Available Scripts: Selected Scripts:
Scripts

<Back. Mexts Cancel

Figure 15-17 Backup scripts

5. Now you can specify the schedule for the backup job as shown in Figure 15-18, and click
Next.

@ Backup Wizard M= E3

Schedule
You can specify an hourly, daily, weekly, monthly or no schedule at all for the backup job.

Job Mamne .
Perform this backup —
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 0ne time anly %
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-

<Back. Mext> Cancel

Figure 15-18 Backup schedule
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6. Confirm your credentials on the next panel as shown in Figure 15-19, and click Next.

@ Backup Wizard M= E3

Credentials
You can specify the name and password of the user which will be used to run the backup job.

Job Mame
& Use default vCenter credentials
Scripts
' Use the Following user name and passward
Schedule
User Credentials Username:
Password:

<Back. Mexts Cancel

Figure 15-19 Backup job credentials

7. Revise the information entered and click Finish on the Schedule a Backup Wizard and
click Next.

8. Select to run your new backup job immediately if you want, as shown in Figure 15-20.

@ Backup Wizard M= E3

Summary
Review this summary before completing this wizard.

Job Mame
The Backup Job will be created with the Following options:

aripts Mame: Ubuntu backup
Schedule )

Description: a daily backup
User Credentials

i : es

Backun Retention Perform YMware consistency snapshaot
Ready to Complete Perfarm this backup: Every day at 21:30 starting 12/8{2011

Backup retention: Mazximum of 7 days

Email notification will be sent on: Mesver

¥ Run Job Mo

<Back. Finish Cancel

Figure 15-20 Revise scheduled backup job
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Datacenter backup

Alternatively, you can also select to back up the whole datacenter as shown in Figure 15-21.
Some options are then added to the previously described process.

S| G ><|3650-14 Mainz IEM N series
= | [Mainz IBM M sg—
JEI @ 155113 i Mew Folder Chrl+F Haggl= e Hosts ' IP Pools ' Performance ents | Alarms
E; Ubunt] B Mew Clusker... Chrl+L Hame, State
5 windol B add Host... CtrH+H '
B E %lsjb'llts E.T Mew Virtual Machine. .. Chrl+M dialic | e | it | e
iyl P d Off il | 9.155.113.208 10
G Winz0 Mew vietwork Distribuked Swikch,.,  Chrl4+ jowered - g Normal R IDJ
owered On ormal 155,113, 3
Add Datastore... Powered OFF & Mormal 9,155.113.203 9z,
Rescan for Datastores. .. Powered On & MNormal 9.155,113.203 10,
Add Permission. .. Chrl+P
Alarm L4
Open in Mew Window, ., Chrl+Ale+r
Remave
Rename
IEM M series 4 | Provisioning and Cloning 4
[ Backup and Recovery » I schedule a Backup
Restore
IMount
Unmount

Figure 15-21 Datacenter backup

The backup wizard adds the option to select the whole datacenter of backup individual
datastores as displayed in Figure 15-22.

ﬁ Backup Wizard

Entities
Specify the virtual entities you need to backup.

Job Mame

Virtual Entities " The entire datacenter

{* & particular set of datastores

I[=] 3

MFS_Datastorel

Entity Mame N is]
nSeties_iSCSN 50865081 -00h05368-2451 -001 ab4c3dh72
ds_08 50529909-2h45b365-99e9-001 264265538

netfs: 9155 66 .11 3ol Mvvare_MNASdatastore]

Figure 15-22 Datacenter backup options
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Datastore backup

Alternatively, you can also select to back up an individual datastore as shown in Figure 15-23.
Some options are then added to the previously described process.

9.155.113.208 ¥Mware ESXi, 5.1.0, 799733
! Configuration %
Hardware ¥iew: |Datastores Devices |
Processars Datastores
TMemary Identification - | Skatus Device | Drrive Type Capaciky Free | Type
v Shorage B 4o & hlormal KETAPPSCSIDisk, . Mon-550 74,75 GEB 33,80 GB WMFS

Metworking 5] Browse Datastare... vol,., Urknown 20,00 GB 71,97 GBE NFS
Storage Adapters @ Alarm N isk... Mon-550 149,75 GB 121,16 GBE  WMFS|
Metwork Adapters @ fissign User-Defined Starage Capabilty. .. isk... Mon-350 4,75 GEB 55,00 ME  WMFS|
Advanced Settings @ e - s ———————————Di... Mon-55D 67,00 GB 57,41 GB WMFS
Power Management R?n.ame. .

Unmount

Software

Delete
Licersed Features e P e e

Open in Mew Window, .. Chrl+Ale+r
Time Configuration
DS and Routing 4] .R.EF.r.?.sh. L
Authentication Services Properties...
Power Managerment IBM M series Li | Provisioning and Cloning 4
Wirbual Machine StartupyShutdown ds_0 Copy o Cliphoard chrlec | Biackup and Recovery » Biackup Mow
Yirtual Machine Swapfile Location Loc T schedule 2 B
Security Profile Hardware Acceleration:  Supported 40,95 G6 @ Use checuls 3 5ac

¥ o Refresh ot N 33,80GE [ Freg Restare
Host Cache Configuration Erresn Storage Lapabilties prase
ilit: oun
Syskem Resource Allocation System Storage Capabiliy: A
) User-defined Storage Capabilicy: Mia Unmaournt

Anenk VM SeFnns

Figure 15-23 Datastore backup

The backup wizard adds the option to select the whole datastore of backup individual
datastores as displayed in Figure 15-24.

|J-_-T,J Backup Wizard M= E3

Entities
Specify the virtual entities you need to backup.

Job Mame

Virtual Entities " The entire datastore

* & particular set of virtual machines

Enkity Mame LILIC
Win2000 4231 fo¥a-chby-1129-5758a-554 2658054518
Uburtu 1 42125997 -9903-911 5-dh76-doelbdfSchie

<Back. Mexts Cancel

Figure 15-24 Datastore backup options

15.7.4 Granular restore options

The following granular restore options are available:
» Restore datastores or virtual machines to the original location.
» Restore virtual machine disks (VMDKSs) to the original or an alternate location.

» Restore one or more files to a guest VMDK without having to restore the entire virtual
machine or VMDK using single file restore feature.
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You can access these options by the tabs as shown in Figure 15-25. Right-click the object

that you want to restore.

[ X3650-14 - vSphere Client
File Edit View Inventory Administration Plug-ins Help

Monitoring and Host All Backups

Configuration

Provisioning and Cloning EBackup Mame

| Time Skamp =

| hackup_53ec2d265a365608e017 f6a1 92c8h110

Wied Mov 14 00:00:56 GMT+100 2012

Optimization and hackup_f14a107e3d91 3d7 5502900957 227 5966

Migration

Backup and Recovery

Getting Started
Backup

+ Restore
Setup

Single File Restore

Whigd Moy 14 00:00:24 GMT+100 2012

Backed-up entities in backup_53ec2d285a365608e0f7f6al92c8b110

Entity Mame

| Quiesced

ﬁ WMDICE 200

es

Restore

Figure 15-25 Restore options

You can also select whether you want to restore the entire virtual machine or individual virtual
disks, as shown in Figure 15-26. Furthermore, you can select the original or a new location.

f_ﬁ?] Virtual Machine Restore

‘fou can select the virbual machine components ko be restored,

™ The entire virtual machine

~
& Particular virtual disks

Wirtual Disk | Destination Data Store

¥ Hard disk 1 Eds_DS (30a29909-2b48b36a-9929-001a64265a38) T
ES¥ host name: ig,155,113,zu3 hd

Restore | Cancel |

Figure 15-26 VSC enhanced restore options

15.7.5 Other features

In addition, VSC offers these features:

» Consistent backup naming

» Serialization of VMware vSphere snapshots

» AutoSupport (ASUP) logging

» vFiler unit support for multiple IP addresses

» Advanced Find option to find specific backups
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15.8 Provisioning and cloning

This section provide information and examples of the Provisioning and Cloning functions
integrated in VSC.

15.8.1 Features and functions

258

The provisioning features require at least Data ONTAP 7.3.3 to accomplish the following
tasks:

>

>

>

Creation, resizing, and deletion of VMFS/NFS datastores

Ability to provision, clone, and resize volumes on secure vFiler units
Adding storage system using a domain account

Automation of pathing for both LUNs and NFS datastores

Running deduplication operations

Monitoring storage savings and performance

Protection against failover of NFS mounts to non-redundant VMkernel ports by limiting
multiple TCP sessions to iSCSI only

The cloning features allow you to perform the following tasks:

>

Creation of multiple virtual machine clones in new or existing datastores (using FlexClone
technology)

Application of guest customization specifications and powering up of new virtual machines
Redeployment of virtual machines from a baseline image

Importing virtual machines into virtual desktop infrastructure connection brokers and
management tools

Clone misalignment alert and prevention:

— VM misalignment detection and user notification
— Support for VMFS- and NFS-based VMs

Ability to import virtual machine settings from a file:

Non-contiguous virtual machine names
Guest customization specifications
Computer name as virtual machine name
Power-on settings

Support for these products:

— VMware View 4.0, 4.5, 4.6 & 5.0 or later
— Citrix XenDesktop 4.0 and 5.0 or later

Further features are included:

>

»

>

Space reclamation management
Addition of new datastores to new ESX Servers within a cluster

Service catalog-based provisioning APl with enhanced SOAP API to support creation,
deletion, and resizing of NFS/VMFS datastores by Storage Services in Provisioning
Manager

Space Reclamation Management
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» Mounting of existing datastores when new ESX hosts are added to a cluster or datacenter
with support for both NFS and VMFS datastores

» Capability for the user to mount any existing datastore to newly added ESX hosts:
— VDI One-click Golden Template distribution

— This feature allows the user to copy a datastore from a source vCenter to one or more
target vCenters

» VMware Virtual Desktop Infrastructure (VDI) enhancements:
— XenDesktop/View import from API
— VDI One-click Golden Template distribution
— Saving of View credentials

— Soap API support for importing newly created clones into Citrix XenDesktop and
VMware View

— Storing of View Server credentials

— Elimination of the need to add VMware View Server credentials each time by the
cloning wizard

— Creation of multiple View Server pools

15.8.2 Provision datastores

With the Provisioning and Cloning feature of the VSC 4.1, you can create new datastores at
the datacenter, cluster, or host level. The new datastore displays on every host in the
datacenter or the cluster.

This process launches the N series Datastore Provisioning wizard, which allows you to select
the following features:

» Storage controller

» Type of datastore (VMFS or NFS)

» Datastore details, including storage protocol and block size
(if deploying a VMFS datastore)

» Specifying whether the LUN should be thin-provisioned

The provisioning process connects the datastore to all nodes within the selected group.
For iSCSI, FC, and FCoE datastores, the VSC handles storage access control as follows:

v

Creating initiator groups
Enabling ALUA

Applying LUN masking
Applying path selection policies
Formatting the LUN with VMFS

vVvyyy

For NFS datastores, the VSC handles storage access control by managing access rights in
the exports file, and it balances the load across all available interfaces.

Tip: Remember, if you plan to enable data deduplication, then thin-provisioned LUNs are
required to return storage to the free pool on the storage controller.
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Follow these steps:

1. In the vSphere Client Inventory, right-click a datacenter, cluster, or host and select
N series — Provisioning and Cloning — Provision datastore (see Figure 15-27).

[ X3650-14 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

@ u |Q Home b gF] Inventory b Haosts and Clusters

& & % B S

= £3650-14
_,

= M series Mainz

f Mainz

= @ 9.155.113.203

&h Ubuntu 2
Eh Ubuntu Clone

G Windows2008

G 18M SmartClaud Entr

[ WINDOWS 2012

9.155.113.208 ¥Mware ESXi, 5.1.0, 799733

Hardware

¥iew: |Datastores Devices|

Configuration I

Processors
Memary
v Shorage

Metworking

ERENEREERT n_|+
5 Ubuntu]| (5

G winz0ol @&
Gh Winz00
G winda #

i1}

Enter Maintenance Mode

Shut Down

Pawer On

Chrl+m
Chrl+0
Chrl+4

Mew Virtual Machine. ..
MNew Resource Poal...

Mew vApp...

Disconnect

Rescan for Datastores. ..
Add Permission. .. Chrl+P

Alarm 4

Datastores
Identification - | Status | Device
@ ds_0g & MNormal METAPP i5CS
@ nS500-01MFS1 @& MNormal 9.155.59.10:
| nSeries_SCaI1 & MNormal METAPP iSCS
@ snap-6bSS3c16-0n., 4§ Alert METAPP iS5
B Storagel local @& MNormal Local ServeR

ol

Datastore Details

Host Profile 3
2 IV o

Enter Standby Mode s

Reboot

ds_08
Location:

Hardware Acceleration: Supported

Refresh Storage Capabilities
Syskem Storage Capability: A

Temfsfvolumes/S0a29909-2b48b36a-99:9-00

Report Summary... User-defined Storage Capability: MNia

Report Performance. .. Path Selection

Open in Mew Window,..  Crl+altr Raund Robin (YM1... P:;zﬁ,::f:beh ds 08

Remove Datastore Mame: ds:DS
| IEM N seties L4 || Provisioning and Cloning L4 | Provision datastore

| Eroken: 1] Mount datastores

Figure 15-27 Provision a datastore

2. Next specify the N series system to use (see Figure 15-28).

|J_Jj IBM N series Datastore Provi:

ng Wizard

Specify the target storage controller
‘What is the storage controller vou would like to use?

Storage Controller details

Target Storage Controllar: | Na070A s

Datastore bype
Datastore details
Summary

Figure 15-28 Select storage controller for provisioning
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3. In the following window, select the protocol to use. Here we only have NFS available, as

shown in Figure 15-29.

[?} IBM N series Datastore Provisioning Wizard

Select the datastore type you would like to create
‘which of the 2 types of datastores would you like to use?

Storage Controller details
* MFS
Datastore type

Datastore details £ UMFS
Summary

Figure 15-29 Specify datastore type

4. Now specify the new datastore details (see Figure 15-30).

[/ IBM N series Datastore Provisioning Wizard

Specify the details for new datastore
‘What is the size and the name of the new datastore that you would like to create?

Storage Controller details

Datastore type Size (GE): 10,00
Datastore details

Summary Datastore name: newDatastore
Logaregate: aggr0 - (Free space: 10.35GE) v
Thin provision: il
Auto-grow: -

Grow increment (GB):

Maxirmum datastore size (GE):

% Warning: Thin pravisioning datastares allaws you to oversubscribe your starage controller,
Howesver, LUN cylinder size determines the maximum size the datastore can be resized ko,

Figure 15-30 New datastore details
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5. Before applying your selection, verify the information as shown in Figure 15-31.

I fg} IBM N series Datastore Provisioning Wizard
|

Ready to complete the configuration changes
Are these the settings vou want o use?

Starage Controller details Review the summary below, Click 'apply' to apply the configuration changes.
Datastore bype =TT T
’ Provisioning destination: 9.155.113,208
Datastore details Target Storage Controller: MEO70A
Summary
Datastore bype: MFS
Datastore name: newDatastore
Size (GE): 10
Aggregate: aggrd
Thin provision: es
Auto-grow: Mo
Datastore cluster: Mone specified

Figure 15-31 Review new datastore settings

The new datastore named newDatastore was created on the N series. It can now be mounted
to the host you want. Figure 15-32 shows System Manager access and the NFS exports.

“ I Exports
2 [ NEOTOAMEOTOE o
4 @ NEO70A oo n B
4 Storage Export Path
B valumes Jfeolfbootyfiler 1
7 shares feolfbootyfilerz
e Exports fvolidata
Al LNz Jfvolfdatavfiler1
el Quotas IidatavFiler?
Ctrees
Aguregates JvolfyMware_NAS{datastorel
[=] Dizks JuolfvMware_SAN

Figure 15-32 Verify NFS exports

262 IBM System Storage N series with VMware vSphere 5



15.8.3 Managing deduplication

Deduplication eliminates redundant objects on a selected datastore and only references the
original object. Figure 15-33 shows how VSC is able to manage deduplication for each
individual datastore.

[ X3650-14 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

Getting Started

Assign User-Defined Storage Capability. ..

Browse Datastare. ..

Alarm

_prtainer that holds virtual

i iles necessary for virtual machine
— -{an exist on different types of
Unmaunt g local storage, iISCS, Fibre
Delete datastore can be WWFS-based or

Open in Mew Window, ., Chrl+Ale+r

Refresh

tastore by formatting LUNS or by

IBM I series 3 |

| Provisioning and Cloning 3 |

Tl T ol o TTIoC WL SAla

Backup and Recovery 3

Dacina Tacke

Deduplication management
Resize
Reclaim space

Destroy

Figure 15-33 Managing deduplication

Possible options to use N series advanced deduplication features are displayed in
Figure 15-34. Click OK to apply your settings.

[Mame Total Uszed Available Deduplicated  Deduplicated %

= & snapvault 1,221.52GH 6471158 874 41GB 0.00GE 0

- £ vol_D8 84 .89GH T75.15GH 9.74GB 0.00GB 0
4 lun_08 T5.00GB 0.04GB
Deduplication status Deduplication settings
Datastore name: ds 08 Enable deduplication? il
Wolume name: vol 08 Start deduplication? id
Deduplication state: Diigahled Sean? =
Deduplication status: idle
Space saved (GB): 0.00
Percent saved: a
Last deduplication start:
Last deduplication end:
| Ok | | Cancel |

Figure 15-34 Manage deduplication features
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15.8.4 Cloning virtual machines

The Provisioning and Cloning capability can theoretically create thousands of virtual machine
clones and hundreds of datastores at one time. In practice, however, multiple executions of
fewer requests are preferred. The exact size of these requests depends on the size of the
vSphere deployment and the hardware configuration of the vSphere Client managing the
ESX hosts.

Follow these steps:

1. In the vSphere Client Inventory, right-click a powered-down virtual machine (Figure 15-35)
or template and select N series — Provisioning and Cloning — Create rapid clones.

=l #3650-14 Ubuntu 2
5 M series Mainz
il Mainz Getting Started
= @ 9.155.113.203
(0 181 smartCloud Entr | yypat is 2 Virtual Machine?
& [Obunts
5h Ubunt Painer * hiare computer that, like a
(1 WIND Guest » BN operating system and
. ?ls\':";‘jc Snapshot v [ system installed on 2 virtual
= 155,117 - i
21 Ut EF  open Console operating system.
@ Win2{ & Edtsetings..  |chineisanisolated computing Cluster
5 winz( Bl virete B wirtual machings as desktop ar
[ Windg , as testing environments, or to
Upgrade Virtual Hardware btions
Clone... ;
@a o machines run on hosts or
Tempbte " fanmunmany virtual machines.
Fault Tolerance 3
WM Storage Profile 3 uCent
Add Permission, .. Chrl+P vSphere Client
Alarm + |al machine
Report Performance. .. a settings
Rename
Open in Mew Window. ., Cbrl+Al+N |
Remave from Inventory : =l Learn more ¢
Delste from Disk |zl Learn how to
| IBM M series r || Provisioning and Cloning 4 Create rapid clones
| Backup and Recovery 4 Reclaim space

Figure 15-35 Select VM for cloning

2. Next select the controller you want to use for cloning (see Figure 15-36).

[’_{? Create Rapid Clones Wizard

Specify the target storage controller
‘What is the storage controller vou would like to use?

Storage Controller details

Clone saurce Target Storage Contraller: | MEO70A b
Clone destination
virtual machine folder
Disk. farmat

virtual machine details
Datastore creation
Datastore selection
Connection broker
Summary

Figure 15-36 Select controller for cloning
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3. In the following window, select the destination N series system (see Figure 15-37).

[ Create Rapid Clones Wizard =] 3

Choose where you want the clones created
Wwhere would vou like to place the newly created clones?

Storage Controller details

Clone source = [ %3650-14

Clone destination = [E5 Mainz 1BM M series
Virtual machine Folder Q 9.155.113.203
Disk format B 9155113208

virtual machine details
Datastore creation
Datastore selection
Connection broker

[~ Specify the virtual machine folder for the new clones
Summary

= Back | | Mext = | | Cancel

Figure 15-37 Select clone target

4. Now specify the VM format for the clone as shown in Figure 15-38.

@ Create Rapid Clones Wizard M= E3
Disk format
‘which Farmat would vou like to apply to the virbual machine clones?

Storage Controller details
3 @ Same format as source
Clone source
- Use the same format as the original disks,
Clone destination

virtual machine folder

Disk format ¢ Thin provisioned format

Wirtual machine details Allocate full size now and commit on demand. This is only supported on YMFS-3 and newer
Datastore creation datastores, Other bypes of datastores may create thick disks,
Datastore selection

Connection braker  Thick format

Summary Allocate and commit the Full size now,

= Back | | Mext = | | Cancel

Figure 15-38 Clone VM format
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5. In the following window, specify details for the new datastores as displayed in

Figure 15-39.

Storage Controller details
Clone source

Clone destination

virtual machine folder

Disk. farmat

Yirtual machine details
Datastore creation
Datastore selection
Connection broker
Summary

[55 Create Rapid Clones Wizard

Specify the details of the virtual machine clones

& Specify WM Detals € Impoart WM Details

Create new datastore(s)? r
Connection broker version: More
Wirtual Processors: 1
Mernory Size (MB): 512
Upgrade hardware version? il
Murnber of clones: 1

Clone nare: newClone

Starting clone nurnber:
Clone number increment:
Powrer on? r

Stagger ¥M booting? I

Apply customization specification? [

Customization specification:

Mote: The success of the creation of 2000 or more ¥Ms will be determined by the size and performance of

the wCenter server,

Mote: The selected virtual machine/template has a snapshot, This will cause a native clone operation For

the First of the requested clones,

How many clones would you like to create and what settings would vou like to apply to them?

Sarnple clone naraes

newClone
v
b ol
.
Whis per
minute
v

S [=] B3

Figure 15-39 Clone VM details

6. When a summary is provided, click Apply to execute your selection.

After successful completion of the cloning tasks, the new VMs are configured and ready for
further use. Figure 15-40 shows the cloning results.

e
= [ [5.155.113.203
G newUbuntul
G newlbuntuz
G newUbuntuz
G Ubuntu 2
G Windows2008
= [F 9.155.113.208
{3 Ubunku 1
Gh winz000

¥iew: |Tasks Ewvents |

Show all entries -

Marme

¥ Reconfigure virtual machine
¥ Reconfigure virtual machine
¥ clone virtual machine

¥ Reconfigure virtual machine
¥ clone virtual machine

¥ IBM FlexClone virtual disk
;‘a IBM initial copy of image
;‘a IBM rapid clone virtual machine
¥ Power OF virtual machine
:"a IBM Storage Discovery

| Target

EFFIHIREERE

nieslbunbul
newlbunbuz
niewlbunbul
newlbunbuz
newlbunbul
Ubunku 2
Ubunku 2
Ubunku 2
Ubunku 2
9.155.113,203

| Status

aaeae@Eaeeeaa

Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed

Figure 15-40 Clone results

15.8.5 Reclaiming space on virtual machines

You can use the Reclaim space feature to find free clusters on NTFS partitions and make
them available to the operating system.

Before you beg

in

The Reclaim space feature allows Data ONTAP to use space freed when data is deleted in
guest operating systems.
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This feature has the following requirements:

» VMDKs attached to the virtual machine must be on NFS-backed datastores.

Tip: The Reclaim space feature is not supported if the NFS datastore is backed by a gtree

on a VvFiler unit.

» VMDKs must have NTFS partitions.

Tip: If the VMDK is unpartitioned or FAT, the Provisioning and Cloning capability incorrectly
lists the disk as having an NTFS partition after the task completes and displays a “Yes” in
the “Has NTFS partition(s)?” column. Even though the VMDK now appears to be
partitioned, it is still unpartitioned or FAT, and you cannot reclaim space on it.

ISOs mounted to the virtual machine must be contained in an NFS datastore.
Storage systems must be running Data ONTAP 7.3.4 or later.
You should have the VMware guest tools installed.

the Backup and Recovery capability or the Optimization and Migration capability.

Steps

Follow these steps:

When the Reclaim space feature is running, you must not power on the virtual machine.
You cannot use the cloning feature when the target virtual machine is being used by either

1. Right-click a datastore or virtual machine and select IBM N series — Provisioning and
Cloning — Reclaim space (Figure 15-41).

o o) ae50-14

M series Mainz

i Mainz

= [ 9.155.113.203

G Ubuntu 2
G Ubuntu Clone

(1 [WINDDWS 201

ol

G 18M SmartClaud Entr

WINDOWS 2012

Getting Started

What is a Virtual Machine?

Acvirtual maching is a software computer that, like a

s o im o] rum ko e e

G Windows2008
= [F 9.155.113.208

G newClone

G Ubuntu 1

Gh Winz000-clone

Gh winz008

G Windaws2008-¢

(Guest
Snapshot
Open Console
Edit Settings...
Migrate, ..
Upgrade Virtual Hardware
Clone...
Template

Fault Tolerance

WM Storage Profile

Chrl+P

Add Permission. ..

Alarm

Repor.t I.:‘.EII’I;ID.I’;'I;:EIHCE..... T

ééna.n;; BT o ooe

Open in New Window,.. Ctrlbalts

Remave from Inventory

Delete from Disk

m_cmsegting systerm and

- -

~|rnarwy virtual rmachines.

_|machines as desktop or

—nine

IEM M series

ninstalled on a virtual
ng systerm.

Cluster

an isolated computing

ting environments, or to

s run on hosts or

vSphere Client

ngs

| Learn more about v|

| Learn how to install

| Provisioning and Cloning r Create rapid clones

Backup and Recovery 4 Reclaim space

Figure 15-41 VM reclaim space
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2. Click OK.

If the virtual machine is powered on, the Reclaim space feature powers it off. After the
process completes, the Reclaim space feature returns the virtual machine to its previous
state.

Tip: If you are using this feature when the virtual machine is powered on, make sure you
have the guest operating system tools installed. Without these tools, the Reclaim space
feature does not work when it has to power down the virtual machine.

If you do not want to install these tools, then you should power down the virtual machine
before running the Reclaim space feature.

15.9 Optimum VM availability

The Monitoring and Host Configuration capability includes tools for detecting and correcting
misaligned disk partitions and for setting virtual machine timeouts as shown in Figure 15-42.

9.155.113.208 ¥Mware ESXi, 5.1.0, 799733

IEM N series

Monitoring and Host

Configuration MER Tools

Thiz ESX console-based tool tests and aligns guest file systems ona YMDK for VMFS and NFS datastores. Aligning the file system block boundaties to the undetlving 1BM M series stg
The data is migrated from & backup of the origingl -flat wmdk file to & new, properly sligned -flat smck fils.

DvEryiemn

Storage Details - SAM

Storage Details - MAS | Download | [ Downioad
Data Collection (For ESX 4.x) {For ESXi 4.x and ESXi 5.x)
+ Taools

Discovery Stakus
Guest 05 Tools

Guest OS5 fimeout scripts set the SCS! IO timeout values for supported guest operating systems, which ensure correct failover behavior. Both B0-zecond and 190-second timeout val
cortaining the script you need and copy it to the clipboard.

Hote: Before selecting an .iso file, check the Release Notes for information about the recommended timeout values.

60-gecond timeout settings: 190-zecond timeout settings:

Linux O Linux O3

kitps: 8155 113.200:81 43 scipublicdwritabledinu:_gos_timeout-install izo https: 9155113 .200:81 430 schublicfwritabledinu: _gos_timeout_190-install izo
Windows OF Windows OF
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NF5 Plug-in for ¥Mware YAAL

The WFS Plug-in for ¥hware Y a4] is a software library that integrates with VMware's Yirtual Disk Libraries, which are installed on the ESXi hosts. These libraries enable Whiware to
storage systems. You can install the plugin on s host using WSC.

HFS Plug-in for VMware YAAl version: Unable to locate plug-in

Optimization and Hote: Before you install the NFS Plug-in for YMware VAAL check the Release Hotes for more information concerning the latest version of the plug-in.

Migration

Figure 15-42 VSC tools

Tip: The Optimization and Migration capability of VSC allows you to perform online
alignments on VMFS-based datastores without having to take your VM down. This
capability also lets you review the alignment status of VMs and migrate groups of VMs.
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15.9.1 Optimizing VM SCSI BUS

One of the components of the VSC is the GOS timeout scripts. These scripts are a collection
of ISO images that can be mounted by a VM to configure its local SCSI to values that are
optimal for running in a virtual infrastructure.

Installing GOS scripts

The 1SO images of the guest operating system (GOS) scripts are loaded on the VSC for
VMware vSphere server. Mount and run them from the vSphere Client to set the storage
timeouts for virtual machines.

Before you begin
The virtual machine must be running.

The CD-ROM must already exist in the virtual machine or it must be added.

The script must be installed from the copy of the VSC for VMware vSphere registered to the
vCenter Server that manages the VM.

Steps

1. Open the vSphere Client and log into your vCenter Server.

2. Select a Datacenter in the Inventory panel, and then select the IBM N series tab.
3. In the Monitoring and Host Configuration capability, select the Tools panel.
4

. Under Guest OS Tools, right-click the link to the ISO image for your guest operating
system version and select Copy to clipboard.

5. In the vSphere Client, select the desired VM and click the CD/DVD Connections icon.
6. Select CD/DVD Drive 1 > Connect to ISO image on local disk.
7. Paste the link you copied into the File Name field and then click Open.

If you receive an authorization error, be sure you select the IBM N series tab and click Yes to
proceed if a security certificate warning is displayed.

Also, be sure that the link you are using is from the copy of the VSC for VMware vSphere
running on the vCenter Server that manages the VM.

After you finish
Log on to the VM and run the script to set the storage timeout values

15.9.2 Optimal storage performance

VMs store their data on virtual disks. Similar to physical disks, these virtual disks contain
storage partitions and file systems, which are created by the guest operating system of the
VM. To provide optimal disk I/O within the VM, you must align the partitions of the virtual disks
to the block boundaries of VMFS and the block boundaries of the storage array. Failure to
align all three of these items results in a dramatic increase of I/0O load on a storage array and
negatively affects the performance of all VMs being served on the array.

IBM, VMware, other storage vendors, and VMware partners recommend aligning the
partitions of VMs and the partitions of VMFS datastores to the blocks of the underlying
storage array.
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Datastore alignment

N series systems automate the alignment of VMFS with iSCSI, FC, and FCoE LUNSs. This
task is automated during the LUN provisioning phase of creating a datastore when you select
the LUN type “VMware” for the LUN. Customers deploying VMware over NFS do not need to
align the datastore. With any type of datastore, VMFS or NFS, the virtual disks contained
within should have the partitions aligned to the blocks of the storage array.

VM partition alignment

When aligning the partitions of virtual disks for use with N series systems, the starting
partition offset must be divisible by 4,096. For example, the starting partition offset for
Microsoft Windows 2000, 2003, and XP operating systems is 32,256. This value does not
align to a block size of 4,096.

Virtual machines running a clean installation of Microsoft Windows 2008, Windows 7, or
Windows Vista operating systems automatically have their starting partitions set to 1,048,576.
By default, this value does not require any adjustments.

Tip: If your Windows 2008 or Windows Vista VMs were created by upgrading an earlier
version of Microsoft Windows to one of these versions, then it is highly probable that these
images require partition alignment.

15.9.3 VM partition alignment
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Storage alignment is critical, so aligning the file system within the VMs to the storage array is
very important. This process should not be considered optional. Misalignment at a high level
results in decreased usage.

Issues with partition alignment
Failure to align the file systems results in a significant increase in storage array 1/0 to meet
the I/0O requirements of the hosted VMs. Customers might notice this impact when:

» Running high-performance applications
» Achieving less than impressive storage savings with deduplication
» Perceiving a need to upgrade storage array hardware

The reason for these types of issues is misalignment results in every 1/0 operation executed
within the VM to require multiple 1/0 operations on the storage array.

Simply put, you can save your company a significant amount of capital expenditures by
optimizing the 1/0O of your VMs.

Identifying partition alignment

To verify the starting partition offset for a VM based on Windows, complete the following
steps:

1. Log in to the VM.
2. Run the system information utility (or msinfo32) to find the starting partition offset setting.

3. To runmsinfo32, click Start > All Programs > Accessories > System Tools > System
Information (Figure 15-43 on page 271).
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Figure 15-43 System information

15.9.4 N series MBR Tools: Identification of partition alignment status

IBM N series systems provides a tool, MBRScan, that runs on an ESX host and can identify if
partitions are aligned with Windows and Linux VMs running within VMFS and NFS
datastores. MBRScan runs against the virtual disk files that compose a VM. Although this
process only requires a few seconds per VM to identify and report on the status of the
partition alignment, each VM must be powered off. For this reason, it might be easier to
identify the file system alignment from within each VM, because this action is nondisruptive.

MBRScan is an integrated component of the VSC.

Corrective actions for VMs with misaligned partitions

After you identify that your VMs have misaligned partitions, we recommend correcting the
partitions in your templates as the first corrective action. This step makes sure that any newly
created VM is properly aligned and does not add to the I/O load on the storage array.

Correcting partition misalignment with N series MBR Tools

As part of the VSC tools, IBM N series systems provides a tool, MBRAIign, that runs on an
ESX host and can correct misaligned primary and secondary master boot record-based
partitions for guest operating systems. When using MBRAIign, the VM that is undergoing the
corrective action must be powered off.

MBRAIlign provides flexible repair options. For example, it can be used to migrate and align a
virtual disk as well as change the format from a thin to thick vmdk. We highly recommend
creating a Snapshot copy before executing MBRAIlign. This Snapshot copy can be safely
discarded after a VM has been corrected, powered on, and the results have been verified.

You must download these tools before you can use them. There is a set of tools for ESX hosts
and one for ESXi hosts. You must download the correct tool set for your hosts. MBRAIign can
be obtained from the Tools Download link in the VSC.
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Enabling the ESXi secure shell

When you are using ESXi, it is a good practice to enable the Secure Shell (SSH) protocol
before you download the MBR tools. That way you can use the scp command if you need to
copy the files.

Before you begin
ESXi does not enable this shell by default.

Steps
1. From an ESXi host, press the key combination ALT F2 to access the Direct Console User
Interface (DCUI) panel.

Press the F2 function key to get to the Customize System panel.

Go to Troubleshooting Options.

Press Enter at the Enable SSH prompt.

Press Enter at the Modify ESX Shell timeout prompt.

Disable the timeout by setting the value to zero (0) and pressing Enter.
Go to Restart Management Agents and press Enter.

Press F11.

® N o o bk 0D

Downloading and installing MBR tools for ESXi hosts

If you have an ESXi host, you must download and install the version of the MBR (master boot
record) tools for ESXi. The MBR tools enable you to detect and correct misaligned disk
partitions for guest operating systems. These tools must be installed and run directly on the
ESXi host. Before you install them, you must extract them from the .tar file into the root
directory on the ESXi host.

Before you begin
You must be able to open a console connection to the ESXi host.

Tip: The MBR tools can only be used when the virtual machine (VM) is powered off. If you
want to perform online alignments on VMFS-based datastores without having to take your
VM down, you can use the Optimization and Migration capability. In that case, you do not
need to download the MBR tools.

Steps
Follow these steps:

1. Open the vSphere Client and log into your vCenter Server.

2. Select a Datacenter in the Inventory panel, and then select the IBM N series tab.
3. In the Monitoring and Host Configuration capability, select the Tools panel.

4. Under MBR Tools, click the Download (For ESXi 4.x and ESXi 5.x) button.

Make sure you download the MBR Tools for ESXi. If you download the wrong MBR tools
file, the tools will not work.

5. When the File Download dialog is displayed, click Save.

6. (ESXi 4.x) If you are using ESXi 4.x, manually enable the ESXi shell and SSH so that you
can use the scp command to copy the files to the correct directories if needed.
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ESXi 4.x does not enable the ESXi shell and SSH by default. You can enable these options
from the physical host or from the vCenter. The following steps enable these options from the
vCenter.

Tip: vCenter creates a configuration alert for each ESXi host that has the options enabled.

To enable the ESXi shell, perform the following steps:

» From vCenter, highlight the appropriate ESXi host.

» Go to the Configuration Tab.

» In the left pane under Software, select Security Profile.
» Select Properties from the Services pane.

» Highlight the ESXi Shell service and select Options.

» Select Start and Stop with Host.

» Click Start.

To enable the ESXi SSH, perform the following steps:

» From vCenter, highlight the appropriate ESXi host.

» Go to the Configuration Tab.

» In the left pane under Software, select Security Profile.
» Select Properties from the Services pane.

» Highlight the SSH service and select Options.

» Select Start and Stop with Host.

» Click Start.

7. Copy the MBR tools for ESXi file to the root (/) directory of the ESXi host. If you are using
ESXi 4.x, use the Troubleshooting Console. If you are using ESXi 5.x, use the Technical
Service Console.

You might need to open ESXi firewall ports to enable copying the tools to the host.

Tip: The MBR tools libraries must be located in specific directories on the host. Be sure to
download the file to the root directory of the ESXi host.

8. Extract the files by entering the following command:

tar -zxf mbrtools_esxi.tgz

If you did not download the file to the root directory, you must manually move the files to that
directory.

Tip: ESXi does not support -P with the tar command.
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After you finish
Run the mbralign tool to check and fix the partition alignment.

Linux VMs that boot using the GRUB boot loader require the following steps after MBRAlign

has been run.

1. Connect a Linux CD or CDROM ISO image to the Linux VM.

2. Boot the VM.
3. Select to boot from the CD.
4

. Execute GRUB setup to repair the boot loader, when appropriate.

Creating properly aligned partitions for new VMs

Virtual disks can be formatted with the correct offset at the time of creation by simply booting
the VM before installing an operating system and manually setting the partition offset. For
Windows guest operating systems, consider using the Windows Preinstall Environment boot
CD or the alternative “live DVD” tools. To set up the starting offset, complete the following

steps (Figure 15-44).

Command Prompt - diskpart

BEE

£:\>diskpart
hicrosoft DiskPart version 5.1.3565

Eﬂopyright (C) 199%-2003 Microsoft Corporatioen.
On computer: USTEWARTO1-LXP

énxsxpnnr> select disk 0
Eﬂisk 0 is now the selected disk.

éﬂlSHPRHT) create partition primary align=32_

]

Figure 15-44 Running diskpart to set a proper starting partition offset

Boot the VM with the Microsoft WinPE CD.
Select Start, select Run, and enter diskpart
Enter select disk 0

Enter create partition primary align=32
Reboot the VM with the WinPE CD.

Install the operating system as normal.

2L T

You can also create properly aligned VMDKs with fdisk from an ESX console session.
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15.9.5 Windows VM file system performance

If your VM is not acting as a file server, consider implementing the following change to your
VMs, which disables the access time updates process in the Microsoft Windows NT File
System (NTFS). This change reduces the amount of IOPS occurring within the file system.

Reducing IOPS in the file system
To make the proposed change, complete the following steps:

1. Log into a Windows VM.
2. Click Start — Run, and enter CMD.
3. Enter:

fsutil behavior set disablelastaccess 1

Disk defragmentation utilities

VMs stored on N series storage arrays should not use disk defragmentation utilities because
the WAFL file system is designed to optimally place and access data at a level below the
guest operating system (GOS) file system.

15.10 VSC commands

You can use the Virtual Storage Console command-line interface to perform specific Backup
and Recovery capability tasks.

All VSC commands can be performed by using either the GUI or the CLI, with some

exceptions. For example, only the creation of scheduled jobs and their associated retention

policies and single file restore can be performed through the GUI.

Remember the following general information about the commands:

» VSC commands are case-sensitive.

» There are no privilege levels; any user with a valid user name and password can run all
commands.

You can launch the Virtual Storage Console CLI by using the desktop shortcut
or the Windows Start menu. Double-click the VSC CLI desktop icon or navigate to
Start — All Programs — IBM — Virtual Storage Console —IBM N series VSC CLI.
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15.11 Scripting
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VSC provides users the ability to run pre, post, and failure backup phase scripts as stated in
the previous section. These scripts are any executable process on the operating system in
which the VSC is running. When defining the backup to run, the pre, post, and failure backup
scripts can be chosen by using either the VSC GUI or CLI. The scripts must be saved in the
<VSC Installation>\smvi\server\scripts\ directory. Each chosen script runs as a pre, post, and
failure backup script.

From the GUI, you can select multiple scripts by using the backup creation wizard or when
editing an existing backup job as shown in Figure 15-17 on page 253. The Ul lists all files
found in the <VSC Installation>\smvi\server\scripts\ directory. VSC runs the scripts
before creating the VMware snapshots and after the cleanup of VMware snapshots.

When VSC starts each script, a progress message is logged indicating the start of the script.
When the script completes, or is terminated by SAN volume controller because it was running
too long, a progress message is logged. It indicates the completion of the script and states if
the script was successful or failed. If a script is defined for a backup but is not found in the
scripts directory, a message is logged stating that the script cannot be found.

The VSC maintains a global configuration value to indicate the amount of time that a script
can execute. After a script runs for this length of time, the script is terminated by the VSC to
prevent run-away processing by scripts. If VSC must terminate a script, it is implicitly
recognized as a failed script and might force termination of the VSC backup in the pre-backup
phase.

With the default settings, VSC waits for up to 30 minutes for each script to complete in each
phase. This default setting can be configured by using the following entry in the <VSC
Installation>\smvi\server\etc\smvi.override file:

smvi.script.timeout.seconds=1800
VSC backup scripts receive input from the environment variables. This way, the input can be

sent in a manner that avoids CLI line length limits. The set of variables varies based on the
backup phase.
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this book.

IBM Redbooks publications

The following IBM Redbooks publications provide additional information about the topic in this
document. Note that some publications referenced in this list might be available in softcopy
only.

>

>

»

IBM System Storage N series Hardware Guide, SG24-7840

IBM System Storage N series Software Guide, SG24-7129

N series Reference Architecture for Virtualized Environments, REDP-4865-00
IBM System Storage N series MetroCluster, REDP-4259

IBM N Series Storage Systems in a Microsoft Windows Environment, REDP-4083

IBM System Storage N series A-SIS Deduplication Deployment and Implementation
Guide, REDP-4320

IBM System Storage N series with FlexShare, REDP-4291

Managing Unified Storage with IBM System Storage N series Operation Manager,
SG24-7734

Using an IBM System Storage N series with VMware to Facilitate Storage and Server
Consolidation, REDP-4211

Using the IBM System Storage N series with IBM Tivoli Storage Manager, SG24-7243
IBM System Storage N series and VMware vSphere Storage Best Practices, SG24-7871
IBM System Storage N series with VMware vSphere 4.1, SG24-7636

IBM System Storage N series with VMware vSphere 4.1 using Virtual Storage Console 2,
REDP-4863

Designing an IBM Storage Area Network, SG24-5758

Introduction to Storage Area Networks and System Networking, SG24-5470
IP Storage Networking: IBM NAS and iSCSI Solutions, SG24-6240

Storage and Network Convergence Using FCoE and iSCSI, SG24-7986

IBM Data Center Networking: Planning for Virtualization and Cloud Computing,
SG24-7928.

You can search for, view, download or order these documents and other Redbooks
publications, Redpaper publications, Web Docs, draft and additional materials, at the
following website:

ibm.com/redbooks
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Other publications

These publications are also relevant as further information sources:

» Network-attached storage:
http://www.ibm.com/systems/storage/network/

» |BM support: Documentation:
http://www.ibm.com/support/entry/portal/Documentation

» IBM Storage — Network Attached Storage: Resources:
http://www.ibm.com/systems/storage/network/resources.html

» IBM System Storage N series Machine Types and Models (MTM) Cross Reference:
http://www-304.ibm.com/support/docview.wss?uid=ssg157001844

» |IBM N series to NetApp Machine type comparison table:
http://www-03.1ibm.com/support/techdocs/atsmastr.nsf/WebIndex/TD105042

» Interoperability matrix:
http://www-304.1ibm.com/support/docview.wss?uid=ssg157003897

» VMware documentation:
http://www.vmware.com/support/pubs/

» VMware vSphere 5 documentation:

http://www.vmware.com/support/pubs/vsphere-esxi-vcenter-server-pubs.htm]
http://pubs.vmware.com/vsphere-50/index.jsp

» VMware Capacity Planner:
http://www.vmware.com/products/capacity-planner/

» VMware vSphere 4.1 configurations maximum:
http://www.vmware.com/pdf/vsphere4/r41l/vsp 41 config max.pdf

» VMware vCloud suite:

http://www.vmware.com/products/datacenter-virtualization/vcloud-suite/overview.
htm1

Online resources

These websites are also relevant as further information sources:

» IBM NAS support website:
http://www.ibm.com/storage/support/nas/

» NAS product information:
http://www.ibm.com/storage/nas/

» IBM Integrated Technology Services:

http://www.ibm.com/planetwide/
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Help from IBM

IBM Support and downloads:

ibm.com/support

IBM Global Services:

ibm.com/services
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