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Preface

Authors

To meet today’s complex and ever-changing business demands, you need a solid foundation
of compute, storage, networking, and software resources. This system must be simple to
deploy and be able to quickly and automatically adapt to changing conditions. You also need
to be able to take advantage of broad expertise and proven guidelines in systems
management, applications, industry solutions, and more.

IBM® PureFlex® System combines no-compromise system designs along with built-in
expertise and integrates them into complete, optimized scalable solutions. With IBM Flex
System® Manager, multiple solution components that include compute nodes, network and
storage infrastructures, storage systems, and heterogeneous virtualization environments can
be managed from a single panel.

This IBM Redbooks® publication introduces IBM PureFlex System and IBM Flex System and
their management devices and appliances. It provides implementation guidelines for
managing Linux kernel-based virtual machine (KVM), IBM PowerVM®, VMware vSphere, and
Microsoft Hyper-V virtualization environments.

This book is intended for the IT community of clients, IBM Business Partners, and IBM
employees who are interested in planning and implementing systems management of the
IBM PureFlex System.

This book was produced by a team of specialists from around the world working at the
International Technical Support Organization, Raleigh Center.

llya Krutov is a Project Leader at the ITSO Center in Raleigh and has been
with IBM since 1998. Before he joined the ITSO, llya served in IBM as a Run
Rate Team Leader, Portfolio Manager, Brand Manager, Technical Sales
Specialist, and Certified Instructor. llya has expertise in IBM System x®,
BladeCenter®, and PureFlex System products; server operating systems; and
networking solutions. He has authored over 150 books, papers, and Product
Guides. He has a Bachelor’s degree in Computer Engineering from the
Moscow Engineering and Physics Institute.
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area of expertise, while honing your experience using leading-edge technologies. Your efforts
will help to increase product acceptance and customer satisfaction, as you expand your
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length, and you can participate either in person or as a remote resident working from your
home base.

Find out more about the residency program, browse the residency index, and apply online at
this website:
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Comments welcome

Your comments are important to us!
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Summary of changes

This section describes the technical changes made in this edition of the book and in previous
editions. This edition might also include minor corrections and editorial changes that are not
identified.

Summary of Changes

for SG24-8060-01

for Implementing Systems Management of IBM PureFlex System
as created or updated on April 22, 2014.

April 2014, Second Edition

This revision reflects the addition, deletion, or modification of new and changed information
described below.

New information

IBM Flex System Manager™ (FSM) Explorer
Configuration patterns

Operating system deployment

IBM Fabric Manager

Mobile management

Integrated V7000 Storage Node management
Network System Pools

vVVvyVvYyVvYyYVvYYyvYyyYy

Changed information

» PureFlex System overview

FSM software features

FSM ordering information

Flex System Feature on Demand (FoD) upgrades
Centralized FSM security

vvyyy
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Part 1

Introduction

This book is divided into multiple parts. This part introduces IBM PureFlex System and IBM
Flex System, and describes their management architecture, devices, and appliances.

This part includes the following chapters:

» Chapter 1, “Introduction to IBM PureFlex System and IBM Flex System” on page 3
» Chapter 2, “IBM PureFlex System and IBM Flex System management devices and
appliances” on page 13
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Introduction to IBM PureFlex
System and IBM Flex System

In today’s ever-changing marketplace, IT solutions are driving business — making it faster,
more nimble, and ultimately, more successful. Users want access to data and applications on
their terms. They want full service from mobile devices. They rely on social networks to drive
ever increasing numbers of transactions.

Cloud computing solutions from IBM can help you meet these demands. IBM PureFlex
System and IBM Flex System offerings and solutions are optimized for cloud deployments.
With the latest IBM PureFlex System technology enhancements, you can accelerate system
deployment while simplifying cloud service delivery and improving efficiency in your IT
environment.

IBM PureFlex System is a complete, flexible cloud infrastructure system with integrated
expertise. The system integrates and optimizes all compute, storage, and networking
resources to deliver infrastructure-as-a-service (laaS) out of the box. To simplify acquisition of
your solution, you can choose one of the predefined and fully integrated, optimized
configurations as the starting point.

IBM Flex System offers a broad range of x86 and IBM POWER® compute nodes in an
innovative chassis design that goes beyond blade servers with advanced networking and
system management, to support extraordinary simplicity, flexibility, and upgradeability.

If you want a pre-configured, pre-integrated infrastructure with integrated management and
cloud capabilities, that is factory tuned from IBM with an x86 and Power hybrid solution, IBM
PureFlex System is the answer.

If you want to build and tune a custom configuration with efficient x86 compute and memory
performance, or on the latest IBM POWER and POWER7+™ processors for maximum
performance and efficiency, IBM Flex System is the right fit.

This chapter covers the following topics:

» 1.1, “IBM PureFlex System” on page 4
» 1.2, “IBM PureFlex System capabilities” on page 6
» 1.3, “IBM Flex System overview” on page 7

© Copyright IBM Corp. 2014. All rights reserved. 3



1.1 IBM PureFlex System

4

To meet today’s complex and ever-changing business demands, you need a solid foundation
of server, storage, networking, and software resources. Furthermore, it must be simple to
deploy and able to quickly and automatically adapt to changing conditions. You also need
access to, and the ability to take advantage of, broad expertise and proven guidelines in
systems management, applications, hardware maintenance, and more.

IBM PureFlex System is a comprehensive infrastructure system that provides an
expert-integrated computing system. It combines servers, enterprise storage, networking,
virtualization, and management into a single structure. Its built-in expertise enables
organizations to manage and flexibly deploy integrated patterns of virtual and hardware
resources through unified management. These systems are ideally suited for clients who
want a system that delivers the simplicity of an integrated solution with the capability to tune
middleware and the runtime environment.

IBM PureFlex System uses workload placement that is based on virtual machine compatibility
and resource availability. By using built-in virtualization across servers, storage, and
networking, the infrastructure system enables automated scaling of resources and true
workload mobility.

IBM PureFlex System has undergone significant testing and experimentation so that it can
mitigate IT complexity without compromising the flexibility to tune systems to meet business
demands. By providing flexibility and simplicity, IBM PureFlex System can provide
extraordinary levels of IT control, efficiency, and operating agility. This combination enables
businesses to rapidly deploy IT services at a reduced cost. Moreover, the system is built on
decades of expertise. This expertise enables deep integration and central management of the
comprehensive, open-choice infrastructure system. It also dramatically cuts down on the
skills and training that are required for managing and deploying the system.

IBM PureFlex System combines advanced IBM hardware and software along with patterns of
expertise. It integrates them into three optimized configurations that are simple to acquire and
deploy so that you get fast time to value.

IBM PureFlex System is built and integrated before shipment so it can be quickly deployed
into the data center. PureFlex System is shipped complete, integrated within a rack
incorporating all the required power, networking, and SAN cabling together with all the
associated switches, compute nodes, and storage.
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Figure 1-1 shows an IBM PureFlex System 42U rack, complete with its distinctive PureFlex
door.

Figure 1-1 IBM PureFlex System

The PureFlex System includes the following configurations:

» IBM PureFlex System Express, which is designed for small and medium businesses and is
the most affordable entry point for PureFlex System.

» IBM PureFlex System Standard, which is optimized for application servers with supporting
storage and networking, and is designed to support your key ISV solutions.

» IBM PureFlex System Enterprise, which is optimized for transactional and database
systems. It has built-in redundancy for highly reliable and resilient operation to support
your most critical workloads.
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These configurations are summarized in Table 1-1.

Table 1-1 IBM PureFlex System configurations

Component

IBM PureFlex System
Express

IBM PureFlex System
Standard

IBM PureFlex System
Enterprise

IBM PureFlex System 42U
Rack

1

1

1

IBM Flex System Enterprise
Chassis

IBM Flex System Fabric
EN4093 10 Gb Scalable
Switch

2 with both port-count
upgrades

IBM Flex System FC3171 8 Gb
SAN Switch?

IBM Flex System FC5022
24-port 16Gb ESB SAN
Scalable Switch 2

IBM Flex System Manager
Node

IBM Flex System Manager
software license

IBM Flex System Manager
with 1-year service and
support

IBM Flex System Manager
Advanced with 3-year
service and support

Flex System Manager
Advanced with 3-year
service and support

Chassis Management Module | 2 2 2
Chassis power supplies 2/6 4/6 6/6
(standard /maximum)

Chassis 80 mm fan modules 4/8 6/8 8/8

(standard /maximum)

IBM Flex System V7000
Storage NodeP

Yes (redundant controller)

Yes (redundant controller)

Yes (redundant controller)

IBM Storwize V7000 Disk
System®

Yes (redundant controller)

Yes (redundant controller)

Yes (redundant controller)

IBM Storwize V7000 Software

» Base with 1-year
software maintenance
agreement

» Optional Real Time
Compression

» Base with 3-year
software maintenance
agreement

» Real Time
Compression

» Base with 3-year
software maintenance
agreement

» Real Time
Compression

a. Select the IBM Flex System FC3171 8 Gb SAN Switch or IBM Flex System FC5022 24-port 16Gb ESB SAN

Scalable Switch module.

b. Select the IBM Flex System V7000 Storage Node that is installed inside the Enterprise chassis or the external
IBM Storwize® V7000 Disk System.

1.2 IBM PureFlex System capabilities

The PureFlex System offers these advantages:

» Configurations that ease acquisition experience and match your needs

» Optimized to align with targeted workloads and environments

6
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» Designed for cloud with SmartCloud Entry included on Standard and Enterprise
» Choice of architecture, operating system, and virtualization engine

» Designed for simplicity with integrated, single-system management across physical and
virtual resources

» Simplified ordering that accelerates deployment into your environments

» Ships as a single integrated entity directly to you

» Includes factory integration and lab services optimization

IBM PureFlex System has three preintegrated offerings that support compute, storage, and
networking requirements. You can select from these offerings, which are designed for key
client initiatives and help simplify ordering and configuration. As a result, PureFlex System
reduces the cost, time, and complexity of system deployments.

The IBM PureFlex System is offered in these configurations:

» Express: The infrastructure system for small-sized and midsized businesses, and the most
cost-effective entry point.

» Standard: The infrastructure system for application servers with supporting storage and
networking.

» Enterprise: The infrastructure system that is optimized for scalable cloud deployments. It
has built-in redundancy for highly reliable and resilient operation to support critical
applications and cloud services.

A PureFlex System configuration has these main components:

» Preinstalled and configured IBM Flex System Enterprise Chassis

» Compute nodes with either IBM POWER or Intel Xeon processors

» IBM Flex System Manager, preinstalled with management software and licenses for
software activation

» IBM Flex System V7000 Storage Node or IBM Storwize V7000 external storage unit
» All hardware components that are preinstalled in an IBM PureFlex System 42U rack
» Choice of the following options:

— Operating system: IBM AlX, IBM i, Microsoft Windows, Red Hat Enterprise Linux, or
SUSE Linux Enterprise Server

— Virtualization software: IBM PowerVM, KVM, VMware vSphere, or Microsoft Hyper V
— SmartCloud Entry

» Complete pre-integrated software and hardware

» Onsite services included to get you up and running quickly

The fundamental building blocks of the three IBM PureFlex System solutions are the compute
nodes, storage nodes, and networking of the IBM Flex System Enterprise Chassis.

1.3 IBM Flex System overview

IBM Flex System is a full system of hardware that forms the underlying strategic basis of IBM
PureFlex System and IBM PureApplication® System and forms the underlying hardware
basis of other IBM PureSystems offerings. IBM Flex System optionally includes a
management appliance, known as Flex System Manager.
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IBM Flex System is the next generation blade chassis offering from IBM that features the
latest innovations and advanced technologies.

The major components of the IBM Flex System are described next.

1.3.1 IBM Flex System Manager

8

IBM Flex System Manager (FSM) is a high-performance scalable systems management
appliance with a preinstalled software stack. It is designed to optimize the physical and virtual
resources of the Flex System infrastructure while simplifying and automating repetitive tasks.
Flex System Manager provides easy system setup procedures with wizards and built-in
expertise, and consolidated monitoring for all of your resources, including compute, storage,
networking, and virtualization resources.

It is an ideal solution that allows you to reduce administrative expense and focus your efforts
on business innovation.

A single user interface controls the following features:

Intelligent automation

Resource pooling

Improved resource usage
Complete management integration
Simplified setup

vyvyVvyyy

As an appliance, Flex System Manager is delivered preinstalled onto a dedicated compute
node platform, which is designed to provide a specific purpose. It is intended to configure,
monitor, and manage IBM Flex System resources in up to 16 IBM Flex System Enterprise
Chassis, which optimizes time-to-value. FSM provides an instant resource-oriented view of
the Enterprise Chassis and its components, which provides vital information for real-time
monitoring.

An increased focus on optimizing time-to-value is evident in the following features:

» Setup wizards, including initial setup wizards, provide intuitive and quick setup of the Flex
System Manager.

» The Chassis Map provides multiple view overlays to track health, firmware inventory, and
environmental metrics.

» Configuration management for repeatable setup of compute, network, and storage
devices.

» Remote presence application for remote access to compute nodes with single sign-on.
» Quick search provides results as you type.

Beyond the physical world of inventory, configuration, and monitoring, IBM Flex System
Manager enables virtualization and workload optimization for a new class of computing:

» Resource usage: Detects congestion, notification policies, and relocation of physical and
virtual machines that include storage and network configurations within the network fabric.

» Resource pooling: Pooled network switching, with placement advisors that consider virtual
machine (VM) compatibility, processor, availability, and energy.

» Intelligent automation: Automated and dynamic VM placement that is based on usage,
hardware predictive failure alerts, and host failures.
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Figure 1-2 shows the IBM Flex System Manager appliance.

Figure 1-2 IBM Flex System Manager

1.3.2 IBM Flex System Enterprise Chassis

The IBM Flex System Enterprise Chassis is the foundation of the Flex System offering, which
features 14 standard (half-width) Flex System form factor compute node bays in a 10U
chassis that delivers high-performance connectivity for your integrated compute, storage,
networking, and management resources.

Up to a total of 28 independent servers can be accommodated in each Enterprise Chassis, if
double-dense x222 compute nodes are deployed.

The chassis is designed to support multiple generations of technology and offers
independently scalable resource pools for higher usage and lower cost per workload.

With the ability to handie up 14 nodes, supporting the intermixing of IBM Power Systems and
Intel x86, the Enterprise Chassis provides flexibility and tremendous compute capacity in a
10U package. Additionally, the rear of the chassis accommodates four high-speed I/O bays
that can accommodate up to 40 GbE high-speed networking, 16 Gb Fibre Channel or 56 Gb
InfiniBand. With interconnecting compute nodes, networking, and storage that uses a
high-performance and scalable mid-plane, the Enterprise Chassis can support latest
high-speed networking technologies.

The “ground-up” design of the Enterprise Chassis reaches new levels of energy efficiency
through innovations in power, cooling, and air flow. Simpler controls and futuristic designs
allow the Enterprise Chassis to break free of “one size fits all” energy schemes.

The ability to support the workload demands of tomorrow’s workloads is built in with a new I/O
architecture, which provides choice and flexibility in fabric and speed. With the ability to use
Ethernet, InfiniBand, Fibre Channel (FC), Fibre Channel over Ethernet (FCoE), and iSCSI,
the Enterprise Chassis is uniquely positioned to meet the growing and future I/O needs of
large and small businesses.
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Figure 1-3 shows the IBM Flex System Enterprise Chassis.

Figure 1-3 The IBM Flex System Enterprise Chassis

1.3.3 Compute nodes

10

IBM Flex System offers compute nodes that vary in architecture, dimension, and capabilities.

Optimized for efficiency, density, performance, reliability, and security, the portfolio includes a
range of IBM POWER and Intel Xeon-based nodes that are designed to make full use of the
full capabilities of these processors that can be mixed within the same Enterprise Chassis.

Power Systems nodes are available in either a two and four socket variety that uses the IBM
POWER7® and IBM POWER7+ processors. Also available is a POWER7 node that is
optimized for cost-effective deployment of Linux.

Compute nodes that use Intel processors are available that range from the two-socket Intel
Xeon E5-2400 product family and the two-socket Intel E5-2600 product family to the
four-socket Intel E5-4800 product family.

Up to 28 two-socket Intel Xeon E5-2400 servers can be deployed in a single Enterprise
Chassis where high-density cloud, virtual desktop, or server virtualization is wanted.
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Figure 1-4 shows a four-socket IBM POWER?7 compute node, the p460.

Figure 1-4 IBM Flex System p460 Compute Node

The nodes are complemented with leadership 1/0 capabilities of up to 16 channels of
high-speed 1/O lanes per standard wide node bay and 32 lanes per full wide node bay.
Various 1/O adapters and matching I/O modules are available.

1.3.4 Expansion nodes

Expansion nodes can be attached to certain standard form factor (half-width) Flex System
compute nodes. This attachment allows the expansion of the nodes’ capabilities with locally
attached storage or PCle adapters.

The IBM Flex System Storage Expansion Node provides locally attached disk expansion to
the x240 and x220. SAS and SATA disks are supported.

With the attachment of the IBM Flex System PCle Expansion Node, an x220 or x240 can
have up to four PCle adapters attached. High-performance graphics processing units (GPUSs)
can also be installed within the PCle Expansion Node from companies, such as Intel and
NVIDIA.

1.3.5 Storage nodes

The storage capabilities of IBM Flex System give you advanced functionality with storage
nodes in your system and make full use of your existing storage infrastructure through
advanced virtualization.

Storage is available within the chassis by using the IBM Flex System V7000 Storage Node
that integrates with the Flex System Chassis or externally with the IBM Storwize V7000.

IBM Flex System simplifies storage administration with a single user interface for all your
storage. The management console is integrated with the comprehensive management
system. These management and storage capabilities allow you to virtualize third-party
storage with nondisruptive migration of your current storage infrastructure. You can also make
use of intelligent tiering so that you can balance performance and cost for your storage
needs. The solution also supports local and remote replication and snapshots for flexible
business continuity and disaster recovery capabilities.

Flex System can also be connected to various external storage systems.
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1.3.6 1/0 modules

12

The range of available modules and switches to support key network protocols allows you to
configure IBM Flex System to fit in your infrastructure. However, you can do so without
sacrificing the ability to be ready for the future. The networking resources in IBM Flex System
are standards-based, flexible, and fully integrated into the system. This combination gives you
no-compromise networking for your solution. Network resources are virtualized and managed
by workload. These capabilities are automated and optimized to make your network more
reliable and simpler to manage.

IBM Flex System gives you the following key networking capabilities:

» Supports the networking infrastructure that you have today, including Ethernet, FC, FCoE,
and InfiniBand

» Offers industry-leading performance with 1 Gb, 10 Gb, and 40 Gb Ethernet, 8 Gb and
16 Gb Fibre Channel, and quad data rate (QDR) and fourteen data rate (FDR) InfiniBand

» Provides pay-as-you-grow scalability so you can add ports and bandwidth when needed

Networking in data centers is undergoing a transition from a discrete traditional model to a
more flexible, optimized model. The network architecture in IBM Flex System was designed to
address the key challenges clients are facing today in their data centers. The key focus areas
of the network architecture on this platform are unified network management, optimized and
automated network virtualization, and simplified network infrastructure.

Providing innovation, leadership, and choice in the I/O module portfolio uniquely positions
IBM Flex System to provide meaningful solutions to address client needs.

Figure 1-5 shows the IBM Flex System Fabric EN4093R 10Gb Scalable Switch.
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Figure 1-5 IBM Flex System Fabric EN4093R 10Gb Scalable Switch
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IBM PureFlex System and IBM
Flex System management
devices and appliances

The IBM Flex System hardware and software features can help you accomplish these tasks:

>

>
>
>

Optimize your resource and power utilization

Track and deploy your assets

Maintain a secure environment

Simplify the overall management of your data center

The Chassis Management Module (CMM), integrated compute node management
controllers, and the IBM Flex System Manager (FSM) management node are designed to
help simplify the overall management of your IBM Flex System resources.

This chapter includes the following sections:

vyvyVvyyy

2.1, “Management network” on page 14

2.2, “Chassis Management Module” on page 15
2.3, “Compute node management” on page 17
2.4, “1/0O modules” on page 19

2.5, “IBM Flex System Manager” on page 20
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2.1 Management network

The management network is a private and secure Gigabit Ethernet network. It is used to
complete management-related functions throughout the chassis, including management
tasks that are related to the compute nodes, switches, and the chassis itself.

The management network is shown in Figure 2-1 as the blue line. It connects the Chassis
Management Module (CMM) to the compute nodes, the switches in the 1/0 bays, and the Flex
System Manager (FSM). The FSM connection to the management network is through a
special Broadcom 5718-based management network adapter (Eth0). The management
networks in multiple chassis can be connected together through the external ports of the
CMMs in each chassis by using a GbE top-of-rack switch.

The yellow line in the Figure 2-1 shows the production data network. The FSM also connects
to the production network (Eth1) so that it can access the Internet for product updates and
other related information.

Eth1 =
embedded

Enterprise Chassis

with integrated
L2 switch

CMMs in
other
Enterprise
Chassis

2-port 10 GbE Flex System Manager System x Power
controller with ~~J__| compute node Systems
Virtual Fabric \ compute node
Connector

—p-[Eo ]
EthO = GbE IMM_H. L2 Switch | | vm | | Fsp |
management ! i I i

| I | /s \ ,’/\\
network adapter ' l A

CMM :::::%

Port

‘ CMM H CMM || CMM |

[/ / // Data-Network

Top-of-Rack Switch

Management Network

E Management
workstation

Figure 2-1 Separate management and production data networks
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One of the key functions that the data network supports is discovery of operating systems on
the various network endpoints. Discovery of operating systems by the FSM is required to
support software updates on an endpoint such as a compute node. The FSM Checking and
Updating Compute Nodes wizard assists you in discovering operating systems as part of the
initial setup.

2.2 Chassis Management Module

The CMM provides single-chassis management, and is used to communicate with the
management controller in each compute node. It provides system monitoring, event
recording, and alerts; and manages the chassis, its devices, and the compute nodes.

The chassis supports up to two chassis management modules. If one CMM fails, the second
CMM can detect its inactivity, activate itself, and take control of the system without any
disruption. The CMM is central of the management of the chassis, and is required in the
Enterprise Chassis.

An Enterprise chassis comes with at least one CMM installed. Table 2-1 lists the ordering
information for the second CMM if required.

Table 2-1 Chassis Management Module ordering information

Part number Feature code? Description

68Y7030 AOQUE/3592 IBM Flex System Chassis Management Module

a. The first feature code listed is for x-config configurations. The second feature code is for
e-config configurations.

Figure 2-2 shows the location of the CMM bays on the back of the Enterprise Chassis.

_CMM
" bay 2

__CMM
bay 1

Figure 2-2 CMM Bay 1 and Bay 2
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Figure 2-3 shows the CMM connectors and LEDs.

Reset

Port activity
LED

— Ethernet connector
(RJ45)

Port link LED

Serial connector
(mini USB)

USB connector

Power-on LED
—Activity LED
—Error LED

Figure 2-3 Chassis Management Module

The CMM has the following connectors:
» USB connection: Can be used for insertion of a USB media key for tasks such as firmware

updates.

» 10/100/1000 Mbps RJ45 Ethernet connection: For connection to a management network.

The CMM can be managed through this Ethernet port.

» Serial port (mini-USB): For local serial (command-line interface (CLI)) access to the CMM.

Use the cable kit that is listed in Table 2-2 for connectivity.

Table 2-2 Serial cable specifications

Part number

Feature code?

Description

90Y9338

A2RR/None

IBM Flex System Management Serial Access Cable
Contains two cables:

» Mini-USB-to-RJ45 serial cable

» Mini-USB-to-DB9 serial cable

a. The first feature code listed is for x-config configurations. The second feature code is for
e-config configurations.

The CMM has the following LEDs that provide status information:

» Power-on LED

Activity LED
Error LED

vvyy

Ethernet port link and port activity LEDs

The CMM also incorporates a reset button. It has two functions, dependent upon how long

the button is held in:

» When pressed for less than 5 seconds, the CMM restarts.

» When pressed for more than 5 seconds (for example 10-15 seconds), the CMM
configuration is reset to manufacturing defaults and then restarts.
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Through an embedded firmware stack, the CMM implements functions to monitor, control,
and provide external user interfaces to manage all chassis resources. The CMM allows you to
perform these functions:

» Define login IDs and passwords

» Configure security settings such as data encryption and user account security
» Select recipients for alert notification of specific events

» Monitor the status of the compute nodes and other components

» Find chassis component information

» Discover other chassis in the network and enable access to them

» Control the chassis, compute nodes, and other components

» Access the I/O modules to configure them

» Change the startup sequence in a compute node

» Set the date and time

» Use a remote console for the compute nodes

» Enable multi-chassis monitoring

» Set power policies and view power consumption history for chassis components

2.3 Compute node management

Each node in the Enterprise Chassis has a management controller that communicates
upstream through the CMM-enabled 1 GbE private management network that enables
management capability. Different chassis components that are supported in the Enterprise
Chassis can implement different management controllers. Table 2-3 details the different
management controllers that are implemented in the chassis components.

Table 2-3 Chassis components and their respective management controllers

Chassis components Management controller
Intel Xeon processor-based compute nodes Integrated Management Module 1l (IMM2)
Power Systems compute nodes Flexible service processor (FSP)

The management controllers for the various Enterprise Chassis components have the
following default IPv4 addresses:

» CMM: 192.168.70.100
» Compute nodes: 192.168.70.101-114 (corresponding to the slots 1-14 in the chassis)
> 1/O Modules: 192.168.70.120-123 (sequentially corresponding to chassis bay numbering)

In addition to the IPv4 address, all I/O modules also support link-local IPv6 addresses and
configurable external IPv6 addresses.
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2.3.1 Integrated Management Module Il

The Integrated Management Module 1l (IMM2) is the next generation of the integrated service
processors for the IBM x86-based server family. The IMM2 enhancements include a more
responsive user interface, faster power on, and increased remote presence performance. The
IMM2 incorporates a new web user interface that provides a common interface across all IBM
System x software products.

The IMM2 provides the following major features as standard:

» |PMI v2.0-compliance

» Remote configuration of IMM2 and UEFI settings without the need to power on the server
» Remote access to system fan, voltage, and temperature values

» Remote IMM and UEFI update

» UEFI update when the server is powered off

» Remote console by way of a serial over LAN

» Remote access to the system event log

» Predictive failure analysis and integrated alerting features (for example, by using Simple
Network Management Protocol (SNMP))

» Remote presence, including remote control of server by using a Java or Active x client

» Operating system failure window (blue screen) capture and display through the web
interface

» Virtual media that allow the attachment of a diskette drive, CD/DVD drive, USB flash drive,
or disk image to a server

» Syslog alerting mechanism that provides an alternative to email and SNMP traps

» Support for Features On Demand (FoD) enablement of server functions, option card
features, and System x solutions and applications

For more information, see these resources:

» Integrated Management Module Il User’s Guide
http://ibm.com/support/entry/portal/docdisplay?Indocid=MIGR-5086346

» IMM and IMMZ2 Support on IBM System x and BladeCenter Servers, TIPS0849:
http://www.redbooks.ibm.com/abstracts/tips0849.html

2.3.2 Flexible service processor
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Several advanced system management capabilities are built into POWER7-based compute
nodes. The flexible service processor (FSP) handles most of the server-level system
management. The FSP used in Enterprise Chassis compatible POWER-based nodes is the
same service processor that is used on POWER rack servers. It has system alerts and Serial
over LAN (SOL) capability.

The FSP provides out-of-band system management capabilities, such as system control,
runtime error detection, configuration, and diagnostic procedures. Generally, you do not
interact with the FSP directly. Rather, you interact by using tools such as IBM Flex System
Manager and Chassis Management Module.
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The FSP provides an SOL interface, which is available by using the CMM and the console
command. The POWER7-based compute nodes do not have an on-board video chip, and do
not support keyboard, video, and mouse (KVM) connections. Server console access is
obtained by a SOL connection only.

SOL provides a means to manage servers remotely by using a CLI over a Telnet or SSH
connection. SOL is required to manage servers that do not have KVM support or that are
attached to the FSM. SOL provides console redirection for both Software Management
Services (SMS) and the server operating system.

The SOL feature redirects server serial-connection data over a LAN without requiring special
cabling by routing the data through the CMM network interface. The SOL connection enables
POWER7-based compute nodes to be managed from any remote location with network
access to the CMM.

SOL offers the following functions:

» Remote administration without KVM
» Reduced cabling and no requirement for a serial concentrator
» Standard Telnet/SSH interface, eliminating the requirement for special client software

The Chassis Management Module command-line interface (CLI) provides access to the
text-console command prompt on each server through a SOL connection. This configuration
allows the POWER7-based compute nodes to be managed from a remote location.

2.4 1/0 modules

The I/O modules have the following base functions:

Initialization

» Configuration

» Diagnostic tests (both power-on and concurrent)
» Status reporting

v

In addition, the following set of protocols and software features are supported on the 1/O
modules:

» Supports configuration method over the Ethernet management port.

» A scriptable SSH CLI, a web server with SSL support, Simple Network Management
Protocol v3 (SNMPv3) Agent with alerts, and a sFTP client.

» Server ports that are used for Telnet, HTTP, SNMPv1 agents, TFTP, FTP, and other
insecure protocols are DISABLED by default.

» LDAP authentication protocol support for user authentication.

» For Ethernet I/O modules, 802.1x enabled with policy enforcement point (PEP) capability
to allow support of Trusted Network Connect (TNC).

» The ability to capture and apply a switch configuration file and the ability to capture a
first-failure data capture (FFDC) data file.

» Ability to transfer files by using URL update methods (HTTP, HTTPS, FTP, TFTP, sFTP).

» Various methods for firmware updates are supported including FTP, sFTP, and TFTP. In
addition, firmware updates by using a URL that includes protocol support for HTTP,
HTTPs, FTP, sFTP, and TFTP are supported.

» Supports SLP discovery in addition to SNMPv3.
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Ability to detect firmware/hardware hangs, and ability to pull a ‘crash-failure memory
dump’ file to an FTP (sFTP) server.

Supports selectable primary and backup firmware banks as the current operational
firmware.

Ability to send events, SNMP traps, and event logs to the CMM, including security audit
logs.

IPv4 and IPv6 on by default.

The CMM management port supports IPv4 and IPv6 (IPV6 support includes the use of
link local addresses.

Port mirroring capabilities:
— Port mirroring of CMM ports to both internal and external ports.

— For security reasons, the ability to mirror the CMM traffic is hidden and is available only
to development and service personnel

Management virtual local area network (VLAN) for Ethernet switches: A configurable
management 802.1q tagged VLAN in the standard VLAN range of 1 - 4094. It includes the
CMM’s internal management ports and the I/0O modules internal ports that are connected
to the nodes.

2.5 IBM Flex System Manager

20

IBM Flex System Manager (FSM) is a systems management appliance that drives efficiency
and cost savings in the data center. IBM Flex System Manager provides a pre-integrated and
virtualized management environment across servers, storage, and networking that is easily

managed from a single interface. A single focus point for seamless multichassis management
provides an instant and resource-oriented view of chassis and chassis resources for both IBM
System x and IBM Power Systems compute nodes. FSM provides these advantages:

>

>

>

»

Reduce the number of interfaces, steps, and clicks it takes to manage IT resources

Intelligently manage and deploy workloads that are based on resource availability and
predefined policies

Manage events and alerts to increase system availability and reduce downtime
Reduce operational costs

The IBM Flex System Manager management appliance is shown in Figure 2-4.

Flex System Manager

| TR0

Figure 2-4 IBM Flex System Manager management appliance
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IBM Flex System Manager is designed to help you get the most out of your IBM PureFlex
System while automating repetitive tasks. IBM Flex System Manager can reduce the number
of manual navigational steps for typical management tasks. IBM Flex System Manager
provides core management functions along with automation so you can focus your efforts on
business innovation. These functions include simplified system setup procedures with
wizards and built-in expertise to consolidated monitoring for all of your physical and virtual
resources (compute, storage, and networking).

IBM Flex System Manager has the following key features:
» Optimizing your workload management through built-in expertise

With a workload-optimized approach, you can decrease infrastructure costs and improve
service levels. You can create and modify system pools using virtual workloads, make
dynamic virtual workload adjustments, and move workloads within system pools,. These
features result in an optimized virtual environment with increased resilience to cope with
planned or unplanned downtime. A system pool is a group of virtualized system
components that are managed as a single entity. This configuration allows you to manage
the pools as easily as managing a single system, which is an essential capability for
moving to cloud computing and a dynamic infrastructure.

» Managing all of your resources with one solution

IBM Flex System Manager is designed to provide all of the key management functions for
your integrated IT resources from a single, easy to use interface. This support begins with
deployment through maintenance, upgrades, and problem resolution. From your office or
remotely through a secure connection, you can manage your compute, storage, network,
and virtualized resources:

— Compute

Auto discovery and setup wizards make deploying compute nodes quick and easy
using the IBM Flex System Manager. After it is deployed, IBM Flex System Manager
provides real-time updates for compute node “health” summaries. With the ability to
define performance thresholds to trigger alerts, you can automate responses to
potential problems help keep your critical business applications running at peak
performance. IBM Flex System Manager can detect many problems with essential
system resources and recover automatically. IBM Flex System Manager can also run
trend analysis to forecast and prevent future problems that otherwise might lead to
expensive system outages.

— Storage

IBM Flex System Manager helps you address storage management challenges from
device deployment and through the data lifecycle. Storage deployment capabilities in
the IBM Flex System Manager include storage device discovery and simple logical and
physical device configuration from a single interface. IBM Flex System Manager can
provide physical and logical storage topology views, and show relationships between
storage and server resources. These features give you the ability to track key
resources based on their business usage. Provisioning capabilities include image
management for simple virtual machine creation, deployment, and cloning. You can
also manage storage system pools for data lifecycle management and storage
placement based on business policies.
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— Networking

Networking resources allow your virtualized compute and storage resources to
communicate and function in the cloud. IBM Flex System Manager delivers end-to-end
network management for your PureFlex System from a single tool. IBM Flex System
Manager supports automated network discovery to speed deployments. It also offers a
graphical view of the network from the integrated user interface. Network resources are
pooled and virtualized. With logical network profiles, you can quickly and easily specify
the network connectivity characteristics of a virtual machine.

IBM Flex System Manager supports automatic provisioning and simple movements of
virtual LANSs for virtual machines. You can manage MAC addresses for virtual network

interface cards. IBM Flex System Manager provides detailed network usage and
performance statistics for virtual machines and physical compute nodes. Theses
statistics allow you to track valuable network resources and manage them based on
your business needs.

— Virtualization

The basic virtualization functions in the IBM Flex System Manager begin with the ability
to create and manage virtual servers from pooled resources. IBM Flex System
Manager takes this capability further through the application of built-in expertise to
make provisioning and deployment of virtual machines fast and easy. After virtual
machines are deployed, the virtualization features of IBM Flex System Manager are
designed to help you manage these virtualized resources efficiently. Automation
features such as dynamic virtual machine placement, automated optimization, and
resource balancing simplify virtualization management. IBM Flex System Manager
also helps keep your virtual machines up and running with support for nondisruptive
updates, virtual machine mobility, and a range of other resilience features.

The IBM Flex System Manager appliance is based on an x86 compute node that comes with
preloaded management software. The software contains a set of components that are
responsible for running certain management functions. These components must be activated
by using the available IBM FoD software entitlement licenses. They are licensed on a
per-chassis basis, so you need one license for each chassis you plan to manage. The
management node comes standard without any entitlement licenses, so you must purchase a
license to enable the required FSM functions.

The part number to order the management node is shown in Table 2-4.

Table 2-4  Ordering information for IBM Flex System Manager node

Part number

Description

8731A1x®

IBM Flex System Manager node

a. The x in the Part number represents a country-specific letter (for example, the EMEA part
number is 8731A1G, and the US part number is 8731A1U). Ask your local IBM representative
for specifics.
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The part numbe

rs to order FoD software entitiement licenses are shown in the following

tables. The part numbers for the same features are different in different countries. Ask your
local IBM representative for specifics. Table 2-5 shows the information for the United States,
Canada, Asia Pacific, and Japan.

Table 2-5 Ordering information for FoD licenses (United States, Canada, Asia Pacific, and Japan)

Part number

Description

Base feature set

o0Y4217

IBM Flex System Manager Per Managed Chassis with 1-Year SW S&S

90Y4222

IBM Flex System Manager Per Managed Chassis with 3-Year SW S&S

Advanced feature set upgrade®

90Y4249 IBM Flex System Manager, Advanced Upgrade, Per Managed Chassis with 1-Year
SW S&S
00D7554 IBM Flex System Manager, Advanced Upgrade, Per Managed Chassis with 3-Year

SW S&S

a. The base feature set is a prerequisite for the Advanced Upgrade.

Table 2-6 shows

the ordering information for Latin America and Europe/Middle East/Africa.

Table 2-6 Ordering information for FoD licenses (Latin America and Europe/Middle East/Africa)

Part number

Description

Base feature set

95Y1174

IBM Flex System Manager Per Managed Chassis with 1-Year SW S&S

95Y1179

IBM Flex System Manager Per Managed Chassis with 3-Year SW S&S

Advanced feature set upgrade?®

94Y9219 IBM Flex System Manager, Advanced Upgrade, Per Managed Chassis with 1-Year
SW S&S
94Y9220 IBM Flex System Manager, Advanced Upgrade, Per Managed Chassis with 3-Year

SW S&S

a. The base feature set is a prerequisite for the Advanced Upgrade.

IBM Flex System Manager base feature set offers the following functions:

Auto-discove

Storage man

YVYVYYVYVYVYVYVYVYYVYY

Support for up to 16 managed chassis
Support for up to 5,000 managed elements

ry of managed elements

Overall health status

Monitoring and availability

Hardware management

Security management

Administration

Network management (Network Control)

agement (Storage Control)

Virtual machine lifecycle management (VMControl Express)
I/O address management (IBM Fabric Manager)
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The IBM Flex System Manager advanced feature set upgrade offers the following advanced
features:

»
»

Image management (VMControl Standard)
Pool management (VMControl Enterprise)

Requirement: IBM Flex System Manager base license is a prerequisite for the Advanced
Upgrade license.

2.5.1 Hardware overview

24

The IBM FSM Manager Node has the following fixed hardware specifications:

»

>

>

One Intel Xeon processor E5-2650 8C 2.0 GHz 20 MB Cache 1600 MHz 95 W

32 GB of memory with eight 4 GB (1x4 GB, 1Rx4, 1.35 V) PC3L-10600 CL9 ECC DDR3
1333 MHz LP RDIMMs

Integrated LSI SAS2004 RAID controller
Two IBM 200 GB SATA 1.8" MLC SSD configured in a RAID 1
One IBM 1 TB 7.2 K 6 Gbps NL SATA 2.5" SFF HS HDD

Dual-port 10 Gb Ethernet Emulex BladeEngine 3 (BE3) network controller for data
network connections

Dual-port Broadcom 5718-based network adapter with integrated Broadcom 5389 8-port
basic L2 switch for internal chassis management network connections

Integrated Management Module Il (IMM2)

The FSM Manager Node ships with a preinstalled software management stack based on
RHEV-H.
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Figure 2-5 shows the internal layout of the FSM.

Filler slot for Processor 1
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Figure 2-5 Internal view that shows the major components of IBM Flex System Manager

Front controls

The diagram in Figure 2-6 shows the front of an FSM with the location of the controls and
LEDs.

Solid state
drive LEDs Power Identify
button/LED LED

olll|< | ] o8
0 © — ((J@))DD\DDJ
]| d_<D  —
/

USB connector Hard disk drive “Hard disk drive Fault
/ activity LED status LED LED

KVM connector Check log

LED

Figure 2-6 FSM front panel showing controls and LEDs

Local storage

The FSM ships with 2 x IBM 200 GB SATA 1.8" MLC SSD and 1 x IBM 1 TB 7.2K 6 Gbps NL
SATA 2.5" SFF HS HDD drives. The 200 GB SSD drives are configured in an RAID-1 pair that
provides roughly 200 GB of usable space. The 1 TB SATA drive is not part of a RAID group.
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The partitioning of the disks is listed in Table 2-7.

Table 2-7 Detailed SSD and HDD disk partitioning

Physical disk Virtual disk size Description

SSD 50 MB Boot disk

SSD 60 GB OS/Application disk

SSD 80 GB Database disk

HDD 40 GB Update repository

HDD 40 GB Dump space

HDD 60 GB Spare disk for OS/Application
HDD 80 GB Spare disk for database

HDD 30 GB Service Partition

Management network adapter
The management network adapter is a standard feature of the FSM, and provides a physical
connection into the private management network of the chassis. The adapter contains a
Broadcom 5718 Dual 1GbE adapter and a Broadcom 5389 8-port L2 switch. This card is one
of the features that makes the FSM unique compared to all other nodes supported by the
Enterprise Chassis. The management network adapter provides a physical connection into
the private management network of the chassis. The connection allows the software stack to
have visibility into both the data and management networks. The L2 switch on this card is
automatically set up by the IMM2. It connects the FSM and the onboard IMM2 into the same
internal private network.

2.5.2 Software features

The IBM Flex System Manager management software has these main features:

» Monitoring and problem determination:

A real-time, multichassis view of hardware components with overlays for more

information.

Automatic detection of issues in your environment through an event setup that triggers

alerts and actions.
Identification of changes that might affect availability.

Server resource utilization by virtual machine or across a rack of systems.

» Hardware management:

Automated discovery of physical and virtual servers and interconnections, applications,

and supported third-party networking.

Inventory of hardware components.

Chassis and hardware component views:

¢ Hardware properties.

¢ Component names/hardware identification numbers.
¢ Firmware levels.

o Utilization rates.
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Network management:

Management of network switches from various vendors.

Discovery, inventory, and status monitoring of switches.

Graphical network topology views.

Support for KVM, pHyp, VMware virtual switches, and physical switches.
VLAN configuration of switches.

Integration with server management.

Per-virtual machine network usage and performance statistics that are provided to
VMControl.

Logical views of servers and network devices that are grouped by subnet and VLAN.

Storage management:

Discovery of physical and virtual storage devices.

Support for virtual images on local storage across multiple chassis.
Inventory of the physical storage configuration.

Health status and alerts.

Storage pool configuration.

Disk sparing and redundancy management.

Virtual volume management.

Support for virtual volume discovery, inventory, creation, modification, and deletion.

Virtualization management (base feature set):

Support for VMware, Hyper-V, KVM, and IBM PowerVM.
Creates virtual servers.

Edits virtual servers.

Manages virtual servers.

Relocates virtual servers.

Discovers virtual server, storage, and network resources and visualize the
physical-to-virtual relationships.

Virtualization management (advanced feature set):

Creates new image repositories for storing virtual appliances and discover existing
image repositories in your environment.

Imports external, standards-based virtual appliance packages into your image
repositories as virtual appliances.

Captures a running virtual server that is configured the way that you want, complete
with a guest operating system, running applications, and virtual server definition.

Imports virtual appliance packages that exist in the Open Virtualization Format (OVF)
from the Internet or other external sources.

Deploys virtual appliances quickly to create new virtual servers that meet the demands
of your ever-changing business needs.

Creates, captures, and manages workloads.

Creates server system pools, which enable you to consolidate your resources and
workloads into distinct and manageable groups.
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Deploys virtual appliances into server system pools.

Manages server system pools, including adding hosts or more storage space, and
monitoring the health of the resources and the status of the workloads in them.

Groups storage systems together by using storage system pools to increase resource
utilization and automation.

Manages storage system pools by adding storage, editing the storage system pool
policy, and monitoring the health of the storage resources.

» 1/O address management:

Manages assignments of Ethernet MAC and Fibre Channel WWN addresses.

Monitors the health of compute nodes, and automatically replaces a failed compute
node from a designated pool of spare compute nodes without human intervention.

Preassigns MAC addresses, WWN addresses, and storage boot targets for the
compute nodes.

Creates addresses for compute nodes, saves the address profiles, and deploys the
addresses to the slots in the same or different chassis.

» Additional features:

Resource-oriented chassis map provides an instant graphical view of chassis
resources, including nodes and I/O modules:

* A fly-over provides an instant view of an individual server's (node) status and
inventory.

* A chassis map provides an inventory view of chassis components, a view of active
statuses that require administrative attention, and a compliance view of server
(node) firmware.

¢ Actions can be taken on nodes, such as working with server-related resources,
showing and installing updates, submitting service requests, and starting the
remote access tools.

Remote console:

* Open video sessions and mount media, such as DVDs with software updates, to the
servers from local workstation.

* Remote KVM connections.

* Remote Virtual Media connections (mount CD/DVD/ISO/USB media).
¢ Power operations against servers (Power On/Off/Restart).

Hardware detection and inventory creation.

Firmware compliance and updates.

Automatic detection of hardware failures:

* Provides alerts.

* Takes corrective action.

¢ Notifies IBM of problems to escalate problem determination.

Health status (such as processor utilization) on all hardware devices from a single
chassis view.

Administrative capabilities, such as setting up users within profile groups, assigning
security levels, and security governance.
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For more information, see the IBM Flex System Manager product publications available from
the IBM Flex System Information Center at this website:

http://publib.boulder.ibm.com/infocenter/flexsys/information/index.jsp
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Part 2

Chassis Management
Module

This part describes how to implement systems management of IBM PureFlex System using
the Chassis Management Module.

This part includes the following chapters:

» Chapter 3, “Planning for Chassis Management Module-based management” on page 33
» Chapter 4, “Chassis Management Module operations” on page 41
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Planning for Chassis
Management Module-based
management

This chapter describes the systems management capabilities of the Chassis Management
Module (CMM). It includes things that you need to take into account when you are planning
for CMM-based management in your infrastructure.

Topics that are covered include CMM tasks, management network, CMM configuration
interfaces, and options for securing your chassis management components.

This chapter includes the following sections:

3.1, “Chassis Management Module management network” on page 34
3.2, “Chassis Management Module interfaces” on page 35

3.3, “Chassis Management Module security” on page 36

3.4, “Features on Demand planning” on page 40

vyvyyy
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3.1 Chassis Management Module management network

34

The internal chassis management network topology for CMM-based deployments is shown in
Figure 3-1 as the blue line. It connects CMM to the compute nodes and the switches in the I/O
bays. The CMM interfaces with the integrated management module (IMM) or flexible service
processor (FSP) integrated in each compute node in the chassis through the management
network. The management networks in multiple chassis can be connected together through
the external ports of the CMMs in each chassis by using a GbE top-of-rack switch. The yellow
line in Figure 3-1 shows the production data network.
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Figure 3-1 CMM-based management network topology

The CMM-based management function is limited to the hardware management and alerting
capabilities that are provided by the CMMs themselves and IMMs or FSPs. For more
information, see 2.2, “Chassis Management Module” on page 15, and 2.3, “Compute node
management” on page 17.
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3.2 Chassis Management Module interfaces

The Chassis Management Module supports a web-based graphical user interface and
command-line interface (CLI). Both the web-based and CLI interfaces are accessible through
the single RJ-45 Ethernet connector on the CMM, or from any other system that is connected
to the same (management) network.

The CMM has the following default IPv4 settings:

» |IP address: 192.168.70.100

Subnet: 255.255.255.0

User ID: USERID (all capital letters)

Password: PASSWORD (all capital letters, with a zero instead of the letter O)

vYvyy

The CMM does not have a fixed static IPv6 IP address by default. Initial access to the CMM in
an IPv6 environment can be done by either using the IPv4 IP address or the IPv6 link-local
address. The IPv6 link-local address is automatically generated based on the MAC address
of the CMM. By default, the CMM is configured to respond to DHCP first before it uses its
static IPv4 address. If you do not want this operation to take place, connect locally to the
CMM and change the default IP settings. You can connect locally, for example, by using a
mobile computer.

Requirement: Network interfaces on the devices that are connected to the management
network must be on a same IP subnet. These devices include CMMs, IMMs, FSPs, and I/O
modules.

The web-based GUI brings together all the functions that are needed to manage the chassis
elements in an easy-to-use fashion with consistency across all System x IMM2 based
platforms.

For more information about how to use the web-based interface to connect to the default
CMM address, see 4.1.1, “Connecting to Chassis Management Module” on page 42. The
CMM CLI provides direct access to IBM Flex System management functions as an alternative
to using the web-based user interface.

Using the CLI, you can issue commands to control the power and configuration of the CMM
and other components in an IBM Flex System Enterprise Chassis. The command-line
interface also provides access to the text-console command prompt on each compute node
through a Serial over LAN (SOL) connection.

You can access the CMM CLI through these connections:

» A direct serial or Ethernet connection to the CMM
» A Telnet connection to the IP address of the CMM
» A Secure Shell (SSH) connection to the CMM

You can initiate connections from the client system by using standard remote communication
software. No special programs are required.

You do not need any special hardware to use the CMM command-line interface.
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3.3 Chassis Management Module security

Unsecured systems management tools can represent a threat to the hardware and software,
and place your data at risk. The CMM offers advanced security capabilities and user
management settings to help you secure your environment.

Important: All security and user-management settings are replicated to the IMMs that
CMM manages.

The following security enhancements and features are provided in the chassis:
» Single sign-on (centralized user management)

» End to end audit logs

» Secure boot: TPM and CRTM

» Intel TXT technology (Intel Xeon-based compute nodes)
» Signed firmware updates to ensure authenticity

» Secure communications

» Certificate authority and management

» Chassis and compute node detection and provisioning
» Role-based access control

» Security policy management

» The same management protocols that are supported on BladeCenter AMM for
compatibility with earlier versions

» Insecure protocols are disabled by default in CMM, with “Locks” settings to prevent user
from inadvertently or maliciously enabling them

» Supports up to 84 local CMM user accounts
» Supports up to 32 simultaneous sessions
» Planned support for DRTM

3.3.1 Security policies

36

A CMM security policy is a set of security-related characteristics that define a particular level
of protection from security exposures. The CMM security policies include hardware-related
communication-protocol controls and account-related access controls.

The CMM offers two levels of security policy: Legacy and Secure. Security policies are not
customizable. However, you can modify the user account policies that the security policies
access. For more information, see 3.3.2, “User account policies” on page 37.

An administrator or a user with administrative privileges can use the CMM CLI or web
interface to change the security policy settings. For more information about how to configure
Security Policies, see “Security policies” on page 58.

Remember: If the security policy settings are changed after the compute nodes are up
and running, the security policy status will remain in Pending state. This state persists until
the compute nodes in the chassis are restarted.
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Secure security policy

The CMM Secure security policy is the most secure and least flexible setting that is available
for your configuration. The Secure security policy establishes a more restrictive chassis
infrastructure with a higher level of control over users and chassis configuration. It helps
secure the chassis environment and enforces the following conditions:

» Complex password policies for CMM user accounts.
» Mandatory change of password for all user accounts at first login.

» Disabling of communication protocols that are not secure: FTP, SNMPv1, Telnet, TFTP,
FTP, and non-secure TCP command mode. Only secure communication protocols such as
SSH, SSL, and HTTPS are allowed.

» Certificates to establish secure, trusted connections for applications that run on the
management processors.

Restriction: You cannot access the CMM CLI through Telnet while you are using the
Secure security policy setting.

Legacy security policy
The CMM Legacy security policy is the least secure and most flexible setting that is available
for your configuration.

The Legacy level of management software security policy provides flexibility in managing the
chassis infrastructure. It allows the use of the following conditions:

» Weaker password policies for CMM user accounts
» No requirement that passwords for user accounts be changed at first login

» Availability of all communication protocols, both secure and unencrypted (Telnet, SNMP
v1, TCP command mode, CIM-XML, FTP, and TFTP).

3.3.2 User account policies

A CMM user account policy is a set of criteria that determines how CMM user account
security, including passwords, is implemented.

User account policy conditions affect all users of the CMM. They help enforce the security
policy that is chosen for the IBM Flex System Enterprise Chassis environment. For more
information, see 3.3.1, “Security policies” on page 36.

The CMM offers two initial user account policy choices: Legacy and High. You can customize
the default values of each of these choices to create a Custom user account policy for your
IBM Flex System Enterprise Chassis chassis environment.

You can change individual user account policy settings from the default values for each user
account policy type. However, the security policy of the CMM might require that specific user
account policy settings have secure values. For example, if you attempt to change the CMM
security policy level from Legacy to Secure, the CMM might require that you change some
user account policy settings. However, if you change the CMM security policy from Secure to
Legacy but do not manually modify the user account policy settings, some of them retain their
previous secure values.
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High user account policy
The CMM user account policy must have a High setting to be used with a CMM that has a
Secure security policy.

The High user account policy establishes a higher level of control over users. It provides a
more secure chassis environment than the Legacy setting. If the High user account policy is
selected, you can override its default values to create a Custom policy. You can do so by
using the CMM web interface or the CMM CLI.

Legacy user account policy

When the CMM password policy is configured for use with the Legacy security policy, it allows
more flexible, and less secure, accounts.

The Legacy user account policy establishes a lower level of control over users. It provides a
less secure chassis environment than the High setting. If the Legacy user account policy is
selected, you can override its default values to create a Custom policy. You can do so by
using the CMM web interface or the CMM CLI.

Table 3-1 provides some examples of user account policy settings.

Table 3-1 Account policy settings

User account policy setting Description

User authentication method The method for authenticating CMM users (local, LDAP, or both)
Maximum simultaneous user The number of concurrent login sessions that are allowed for
sessions each user through all CMM interfaces

Maximum login failures The maximum number of failed login attempts by a user before

the account is locked out

Lockout period login failure The amount of time a user account is locked out after the
maximum number of unsuccessful login attempts is reached

Complex password Whether the CMM follows more secure complex password rules

Password change on first The requirement that users change their password the first time

access they log in to the CMM

Password expiration period The amount of time a user password remains valid before it must
be changed

Minimum password change The minimum amount of time between user password changes

interval

Password reuse cycle The number of password changes before a password can be
reused

Depending on the initial user account policy you selected, the user account policy settings are
configured with different values. For example, the user account policy settings “Complex
password” and “Password change on first access” are On if you select High user account
policy. They are Off if you select Legacy user account policy.

For more information about user account policies, see this website:

http://publib.boulder.ibm.com/infocenter/flexsys/information/topic/com.ibm.acc.cmm
.doc/cmm_password _policies.htm]
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3.3.3 External authentication of certificates

Certificates are used to establish secure, trusted connections to the CMM and from the CMM
to other servers.

For an application to trust the server that it is connecting to, it must have the correct certificate
in its trust store. This certificate must be a copy of either the server certificate or the certificate
of the certificate authority (CA) that signed the server certificate. The CMM has a CA that
signs certificates for the LDAP, HTTPS, and CIM servers of all systems management
processors in the IBM Flex System Enterprise Chassis. You can create trust between your
web browser and the HTTPS servers on the management processors in the chassis by
importing the CA certificate into your web browser. When you work with an external LDAP
server, you can use the CMM web interface or CLI to configure either non-mutual (server
only) or mutual certificate authentication.

The CA certificate in each IBM Flex System Enterprise Chassis is unique. Download CA
certificates through the primary CMM in each chassis by using the CMM web interface or CLI.

After you download each CA certificate, import it into your web browser. This configuration
ensures that the web browser trusts websites that have a certificate that is signed by the CA.
If there are multiple users who access the management processors in the IBM Flex System
Enterprise Chassis, you can share the CA certificates with the other users. Each user that
receives a CA certificate must also import it into their web browser. If your organization has a
process for pushing trusted authority certificates to users, you can also use that process.

If you change a CA certificate, you must download the new certificate and import it into the
following locations:

Your web browser

The Certificate Trust Store of your IBM Flex System Manager management software
Any IBM Systems Director servers that might be in your network

Any external LDAP servers that might be configured for mutual authentication

v
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This process applies for all activities that can change a CA certificate: Manual changes,
resetting the CMM to defaults, or restoring a CMM configuration from a backup image.

If your web browser advises you that a connection is untrusted or a security certificate is
invalid, or has any other issue that indicates a certificate exception issue relating to a
certificate exception, download and import the CA certificate. Make sure to clear all old
certificates from the IBM Flex System Enterprise Chassis on all tabs in the certificate pages.
You can also try clearing the browser cache. Because some certificate issues affect only
certain web browsers, you might be able to correct the condition by switching to a different
web browser.

Importing an LDAP certificate with non-mutual authentication

Import a certificate by using non-mutual external authentication when you need to
authenticate only the LDAP server with the CMM. You can authenticate the LDAP server with
the CMM by using the CMM command-line interface (CLI) or web interface.

Requirement: Certificates must be signed using SHA-1 hashes, SHA-2 hashes are not
supported.
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Importing an LDAP certificate with mutual authentication
Import certificates for mutual authentication when you need the external LDAP server to
authenticate the CMM and the CMM to authenticate the external LDAP server.

There are two ways to establish mutual authentication between the CMM and an external
LDAP server. When you use either method, you must also perform the steps for non-mutual
authentication.

» Export the chassis CA certificate and import it into the trust store for your external LDAP
server. This process allows mutual authentication between the LDAP server and all
elements in the chassis that have their security configuration automatically provisioned.

» Export a certificate signing request (CSR) from the CMM and have it signed by a
certificate authority that the LDAP server already trusts. This method provides mutual
authentication between the CMM and the LDAP server.

For more information about external authentication of certificates, see this website:

http://publib.boulder.ibm.com/infocenter/flexsys/information/topic/com.ibm.acc.cmm
.doc/cli_ext_cert_authentication.html

3.4 Features on Demand planning

40

Features on Demand (FoD) is the capability to activate or “unlock” features that are integrated
in IBM products. The feature is in the firmware or software, but is “locked” until the activation
key is installed.

You can purchase activation keys to activate the FoD for your CMMs, 1/0 modules, and
compute nodes, if your components support these features.

You can use CMM to view activated license keys. For more information, see 4.2.4, “Chassis

Management Module Features on Demand” on page 68.

To activate the keys, perform these actions:

» Do it directly on your I/O modules

» Do it directly on the compute nodes by using the IMM or Advanced Settings Utility (ASU).

» Use Flex System Manager to manage all your FoD keys. For more information, see 5.1.3,
“Planning for Features on Demand” on page 90.

For a list of available FoD keys for IBM Flex System, see 5.1.3, “Planning for Features on
Demand” on page 90.
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Chassis Management Module
operations

This chapter describes the steps that are required for initial configuration of the Chassis
Management Module, and shows how to manage the Enterprise chassis with the CMM.

This chapter includes the following sections:

» 4.1, “Initial configuration of Chassis Management Module” on page 42
» 4.2, “Chassis Management Module management tasks” on page 62
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4.1 Initial configuration of Chassis Management Module

This section describes how to initially configure the Chassis Management Module to enable
chassis management tasks. For more information about CMM capabilities, see 2.2, “Chassis
Management Module” on page 15.

The following tasks are described:

» 4.1.1, “Connecting to Chassis Management Module” on page 42

» 4.1.2, “Configuring Chassis Management Module by using Initial Setup Wizard” on
page 44

» 4.1.3, “Preparing for Chassis Management Module redundancy” on page 56
» 4.1.4, “Configuring Chassis Management Module user authority” on page 58
» 4.1.5, “Restoring a Chassis Management Module” on page 62

4.1.1 Connecting to Chassis Management Module

You can cable the CMM to support a management connection that best matches your site
configuration. You must connect a client system to the CMM to configure and manage
operation of the IBM Flex System Enterprise Chassis.

By default, the CMM does not have a fixed static IPv6 IP address. For initial access to the
CMM in an IPv6 environment, you can either use the IPv4 IP address or the IPv6 link-local
address.

By default, the CMM is configured to respond to DHCP first before it uses its static IP
address.

The HTTP connection is not available when the CMM security policy is set to Secure (the
manufacturing default setting). When the security policy is set to Secure, Ethernet
connections must be made by using HTTPS.

To connect to the CMM, perform the following steps:

1. Make sure that the subnet of the client computer is set to the same value as in the CMM
(the default CMM subnet is 255.255.255.0). The IP address of the CMM must also be in
the same local domain as the client computer. To connect to the CMM for the first time,
you might have to change the Internet Protocol properties on the client computer.

2. Open a web browser on the client computer, and direct it to the CMM IP address. For the
first connection to the CMM, use the default IP address of the CMM, as shown in
Figure 4-1.

s://192, 168,70, 100

Figure 4-1 Log in to the Chassis Management Module with the default IP address

Clarification: The Chassis Management Module has the following default settings:

Subnet: 255.255.255.0

User ID: USERID (all capital letters)

Password: PASSWORD (note the number zero, not the letter O, in PASSWORD)
IP address: 192.168.70.100

vyvyVvyy
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3. Login to the CMM by using the default credentials: USERID/PASSWORD. Click Log In as
shown in Figure 4-2.

IBM Chassis Management Module

User name:
| USERID)|

Password:

<pIssWord>

Inactive session timeout
no timeout

Use automatic refresh
no refresh

| LogIn |

Licensed Materials - Property of IBM Corp. ® IBM Corporation and other(s) 2013, IBM is a registered
trademark of the IBM Corporation in the United States, other countries, or both,

Figure 4-2 CMM login

The Chassis Management Module main window opens as shown in Figure 4-3.

IBM Chassis Management Module USERID Settings | Log Out | Help

System Status  Multi-Chassis Monitor  Events »  Service and Support =  Chassis Management » Mgt Module Management
Fri, 8 Nov 2013, 13:43

Seardh. ..

ItSOF|E)(1 | Change chassis name"ii"System Information v

Chassis Graphical View | Chassis Table View | Active Events

Figure 4-3 CMM main window
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4.1.2 Configuring Chassis Management Module by using Initial Setup Wizard

The next step is the initial configuration of the Chassis Management Module. The initial setup
wizard can help you configure the CMM through a web interface. The wizard starts

automatically when you first access the web interface of a new CMM or a CMM that has been
reset to its default settings.

Follow these steps to manually start the Initial Setup Wizard and perform the initial
configuration:

1. From the CMM web interface home window, click Mgt Module Management as shown in
Figure 4-4.

IBM Chassis Management Module USERID Settings | Log Out | Help

System Status  Multi-Chassis Monitor  Events ~  Service and Support »  Chassis Management « | Mgt Module Management + | _

Fri, 8 Nov 2013, 13:43
Search. . .
itsoFlex1 | change chassis name || System Information ~ il

Chassis Graphical View | Chassis Table View | Active Events

Figure 4-4 CMM main window: Mgt Module Management
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The initial setup wizard is contained in the Configuration menu, as shown in Figure 4-5.

Mgt Module Management » | | Search. . .

User Accounts Create and modify user accounts that will have access to this web consale
Firmware Vigw CMM firmware information and update firmware

Security Configure security protocols such as S5L and 55H

Network Metwork settings such as SNMP and LDAP used by the CMM
Configuration Backup current configuration and restore a configuration
Properties Properties and settings such as Date and Time and Failover

License Key Management Licenses for additional functionality

Restart Restart the CMM, Typically only needed when experiencing problems
Reset to Defaults Sets all current configuration settings back to default values

File Management View or delete files in the CMM local storage file system,

Figure 4-5 Mgt Module Management window

Several options are displayed for managing the Chassis Management Module
configuration.

2. For the first time connection, click Initial Setup Wizard as shown in Figure 4-6.

Manage Configuration

The CMM web console configuration settings can be exported to and imported from an external file. This is primarily for backup purposes so that you can easily restore your configuration if you need to.

| Backup Configuration to File || Restore Configuration from File | Tnitial Setup Wizard ||

Figure 4-6 Manage Configuration window

3. When the wizard starts, the first window displays the steps that to be performed on the left
side of the window. The basic description of the steps is displayed in the main field.
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Figure 4-7 shows the Welcome window of the Initial Setup Wizard. Navigation buttons for
the wizard are in the lower left corner of each window. Click Next.

Initial Setup Wizard

Welcome Welcome
Description

Inventory and Health

Import Existing Configuration

General Settings Getting Started

Date and Time Some of the information provided by the wizard is based on the hardware components

inserted into your chassis. At this time, ensure that all the required hardware is properfy

IP Configuration
installed, then click Next.

10 Modules
Also at this time you may wish to make note of the informaton that wil be needed to

Security Policy complete this wizard:

Lo 1. Inventory and Health - Shows the currently detected inventory and health of your
Event Recipients components
2. Import Existing Configuration - Import a configuration file that you previously saved to

either a file or the chassis
3. General Settings - General settings for the chassis and management module
4. Date and Time - Indicate how you wish the date and time to be set on the management module
5. IP Configuration - IP configuration for the management module
6. 10 Modules - Configure basic settings for your 10 modules
7
8
L)

Confirm

. Security Policy - Set the overall chassis security policy

. DNS - Relevant IP addresses for Domain Mame Server

. Event Recipients - Set up email address where you wish to be notified of events
10. Confirm - View a summary of the configuration you have created

< Back || Next > l nsh [ Cancel |

Figure 4-7 Welcome window

a. The Inventory and Health window shows the detected components and their current
health status, as shown in the Figure 4-8. Click Next.

& Welcome
Inventory and Health
Inventory and Health Shows the currently detected inventory and health of your components
Import Existing Configura
Examine the list of your components below and confirm that all components are present and have a normal health status.
General Settings
ate and Tin Health status | Active events
IP Configuration Device Name Device Type Health Status Bay  Machine Serial Mumber
. TypeModel
ndules
SN#Y011BG24HOBB Management Module ﬂ Mormal 1 Y011BG24HOBB
Securi
“d SN#Y011BG24HOBB Management Module ﬂ Mormal 2 Y011BG25302F
DNS Mode 01 (nodel1-x240) Compute Mode Q Mormal 1 873TACH YO11BG25Y09Y
t Recipients MNode 02 (node02-x240) Compute Node &4 Mormal 2 8737AC1 Y011BG26603W
eifirrm Mode 03 (nodel3-x240) Compute Mode E Mormal 3 873TACH YO1BG25202N
Mode 04 (nodel4-x240) Compute Node Q Mormal 4 873TACH YO11BG26704K
Mode 05 (nodel5-FSM) Compute Node Q Mormal 5 8731ACH Y010BG24B03K

Storage Control

Storage Control Enclosure 11-14 S E Mormal 11-14 4939449 YM12BG25E00G
Node 11-01 Canister 1 (left) &4 Mormal 11-14 4939449 YM12BG25N02E
MNode 11-02 Canister 2 (right) &4 Mormal 11-14 4939449 YM12BG25N00T
Disk Drives Drive

Power Module 1 Power Module 4 Mormal 1 ZK108123809C

__PowerModuIe 2 Power Module [ Normal 2 ZK108123808H

| <Back || Next> |  Finish | Cancel |

Figure 4-8 Inventory and Health window
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b. If you have saved a configuration file, the Import Existing Configuration window allows

you to upload this file to the CMM, as shown in Figure 4-9.

) Welcome

& Inventory and Health

Import Existing Configuration

General Settings
Date and Time
IP Configuration
10 Modules
Security Policy
DNS

Event Recipients

Confirm

[ <Back | Next > |

Import Existing Configuration

To fadlitate your task of setting up the management module, you can import a configuration file that you previously saved to either a file or the
chassis. Importing a configuration will automatically fill in the fields of this wizard with the appropriate values.

If this is your first time setting up a chassis, you wil not have a configuration file to import. These files are useful as a backup of
your management module settings, or for configuring multiple chassis. To create a configuration file, you can use the main
console under Mgt Module Management -> Configuration.

Some restore operations may cause a temporary loss of web connectivity. Under these circumstances, the final

confirmation popup and restore log may not be available. If web connectivity is lost, clear the browser cache (Ctri+F5)
and restart your session. At this point, check the event log for messages related to the configuration restore operation.

Passphrase:

Confirm pass:

Upload configuration file:

Finish |-Cancel |

Figure 4-9 Import Existing Configuration window

4. The General Settings window prompts you to enter some descriptive information about the
chassis, including location and contact person, as shown in the Figure 4-10. Click Next.

¥ Welcome General Settings

= General settings for the chassis and management module
1l Inventory and Health = Bt

= e : Management module name cmmil
[l Import Existing Configuration

Chassis description itsoFlex1
General Settings Contact person MNo Contact Configured
Date an Chassis location Mo Location Configured
1P Configurati Regam
Rack ID
10 Modules
Lowest U-position o
' Policy Unit height of chassis 10
DNS
Event Recipients

| <Back || Next> | | Finish | Cancel |

Figure 4-10 General Settings window
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c. Set the date and time for the CMM in the Date and Time window, as shown in the
Figure 4-11. There are two options to sync the time: Using NTP or setting manually.
Click Next.

¥ Welcome Date and Time

_ Date and time settings for the management module
[ Inventory and Health = a -
Indicate how you wish the date and time to be set on the management module. The management module date and time values are used in

(| Import Existing Configuration  the eventlog, for example.

¥l General Settings
Select method Synchronize with an NTP server

Date and Time

NTP server host name and/or IP address 9.42.170.223

Synchronization frequency (minutes) 20

./ Enable NTP v3 Authentication

NTP v3 Authentication key index 2
NTP v3 Authentication key (M - MD5) 3291FC24

NTP last updated the clock on 10/03/2013 19:35:05 by 0 5. The fast 1704 update attempt(s) have failed.

Confirm

GMT Offset: -5:00 - Eastern Standard Time (Eastern USA, Ontario, Quebec)

Unable to automatically determine the daylight saving time to use. Please provide the DST scheme.
Selected GMT offset -5:00 - Eastern Standard Time (Eastern USA, Ontario, Quebec)

Available schemes USA and Canada

-4 Automatically adjust for daylight savings time (DST)

| < Back || Mext -~ i [ cancel

Figure 4-11 Date and Time window

d. Each CMM is configured with the same static IP address. You must create a unique
static IP address for each CMM. If DHCP is not used, only one CMM at a time can be
added onto the network for discovery. Adding more than one CMM to the network
without a unique IP address assignment for each results in IP address conflicts.
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Figure 4-12 shows the IP configuration window.

& Welcome IP Configuration

IP configuration for the management module
1 Inventory and Health = _

o i 5 Host name CMM
[l Import Existing Configuration

Domain name
2 General Settings Register this interface with DNS
i Date and Time
IPvd IPve
1P Configuration

10 Modules . . .
Currently assigned IPv4 address information
Security Policy 1P address: 0.42.170.215
IS Subnet mask:  255.255.254.0
Default gateway: 9.42.170.1
Event Recipients
IP address assignment methods: | Use static IP address
Confirm

Static IP Address Settings
*Changing settings requires a CMM restart.
Static address: | 9.42.170.215

Subnet mask: 255.255.254.0
Default gateway: 9.42.170.1

| <Back || Next> | | Finish | Cancel |

Figure 4-12 IPv4 configuration window

e. If you need to set up IPv6, you can use IPv6, as shown in the Figure 4-13. Click Next.

& Welcome IP Configuration

_ IP configuration for the management module
@ Inventory and Health CELLLLL the management mo

i s : Host name CMM
[l Import Existing Configuration

Domain name

& General Settings Register this interface with DNS

4 Date and Time

. IPv4 IPv6
IP Configuration

. Enable IPve
10 Modules
Link local address: fe80::5ef3:fcff:fe25:ed85
Stateless address: None assigned
NS Default gateway: 0::0
Stateful address:

Security Policy

Event Recipients
IP address assignment methods:
Confirm Use stateless address autoconfiguration
Use stateful address configuration (DHCPvE)
Use statically assigned IP address

| <Back || Next> | Finish | Cancel |

Figure 4-13 IPv6 configuration window
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f. You can view the status and configure the options for the /0 modules that are
connected to the CMM, as shown in Figure 4-14. Click Next.

¥ Welcome 10 Modules

L Configure basic settings for your I0 modules
&4 Inventory and Health =ML e Dast HETOr your o modk

s o : Device Name Health Status Enable Enable Preserve new Enable
) Import Existing Configuration external ports external IP conf. on all Protected
) : manag. over all resets Mode
i General Settings ports
% Date and Time 10 Module 1 &4 Mormal 7| 7

10 Module 3 4 Mormal 7] 7|

1 TP Configuration
10 Modules
Security Policy
DNS

Event Recipients

Confirm

| <Back || Mext= | Finish | Cancel |

Figure 4-14 I/O Modules window

g. Select the security policy for your CMM as shown in Figure 4-15. Click Next.

7 Welcome Security Policy

_ Set the overall chassis securi li
[ Inventory and Health by

Use the vertical slider control below to adjust the security policy level,
Il Import Existing Configuration

&) General Settings —Secure Po[icy Setting: Legacy
&4 Date and Time
The Legacy level of security policy provides the user with the greatest level of flexibility and
[ IP Configuration responsibility for managing platform security, but this policy is least secure overall. Some of the
attributes of Legacy security policy level are listed below:

4 10 Modules .
el i) g
. * Weak password policies are permitted . .
* Wellknown passwords for network login are not required to be changed
D * Unencrypted communication protocols may be enabled
Event

[ <Back |[ Next> | | Finsh [ cancel |

Figure 4-15 Security Policy window
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Restriction: When the CMM is set to Secure security mode, only the secure file

transfer methods HTTPS and SFTP can be used for firmware updates and other tasks
that involve file transfers. These other tasks include transferring a backup configuration

file to restore a configuration. The insecure file transfer protocols HTTP, FTP, and TFTP
are disabled when security is set to the Secure mode.

For more information about security policies, see 3.3, “Chassis Management Module

security” on page 36.

Select the appropriate Domain Name Server (DNS) options for your CMM, as shown in
the Figure 4-16. Click Next.

¥ Welcome DNS

Relevant IP addresses for Domain Mame Server (DNS)

[ Inventory and Health

) Import Existing Configuration Enable DNS

Preferred DNS address type: Ipy4

¥l General Settings
4 Date and Time
[ TP Configuration
4 10 Modules

[ Security Policy

DNS

< Back || Mext > W | Cancel

Send DDNS updates to these servers

Figure 4-16 DNS setup window
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h. Enter the email addresses where notifications are to be sent as CMM events occur, as
shown in Figure 4-17. Click Next.

¥ Welcome Event Recipients

 Biyentony and Heath Set up email address where you wish to be notified of events.

=k s : E-rail address
Il Import Existing Configuration

¥l General Settings

Simple Mail Transfer Protocol (SMTP) settings

¥ Date and Time Spedfy either the IP address or, if DNS is enabled and configured, the hostname of a desired SMTP server. This will be used if you
configure alerts to be sent via E-Mail.

[l TP Configuration
) 10 Modules IP address or host name:

) SMTP E-mail dormain name:
1l Security Policy

7 DNS
Event Recipients

Confirm

| = Back ||-Nex‘t >-| Fir |-Cancel [

Figure 4-17 Event Recipients window

i. Confirm all of the information that has been entered in the setup wizard, as shown in
the Figure 4-18. Click Finish.

¥ Welcome Confirm

_ View a summary of the configuration you have aeated
) Inventory and Health — Lo au SR

&4 Import Existing Configuration
3 i : You have completed entry of all the information necessary to get your chassis running and communicating with your

) General Settings network.
) Date and Time Step 4 - General Settings
_ "
f iU on Management module name: cmml
1 10 Modules Chassis description: itsoFlex1
S atirty Bolcy Contact person: No Contact Configured
Location: No Location Configured
L Room ID:
) Event Redpients Rack ID:
Lowest U-position: 1]
Unit height of chassis: 10

Step 5 - Date and Time

Select method: Synchronize with an NTP server
Date:
Fri Nov 08 2013 00:00:00 GMT-0500 (Eastern Standard Time)
Time: 2:21 PM
GMT Offset:
-5:00 - Eastern Standard Time (Eastern USA, Ontario, Quebec)
[<Back | next> | [ Finsh |[ cancel |

Figure 4-18 Confirm window
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Updating the Chassis Management Module firmware
This section explains how to manage the Chassis Management Module firmware.

Some IBM Flex System solutions require specific code levels or coordinated code updates. If
the CMM is part of one of these solutions, verify that the level of code is supported for the
solution before you update the code.

If your IBM Flex System Enterprise Chassis is configured for redundant operations and the
second CMM is installed, both will have the same level of firmware after the primary CMM
pushes the updates to the standby CMM. The latest level of CMM firmware is available at this
website:

http://www-947.ibm.com/support/entry/portal/Downloads?1nk=mhsd

To update the CMM firmware, follow these steps:

1. In the CMM web interface, select Firmware from the Mgt Module Management menu, as
shown in Figure 4-19.

Chassis Management « I Mgt Module Managemeant = I Search
User Accounts Create and modify user accounts that will have access to this web console
Firmware View CMM firmware information and update firmware
Security Configure security protocols such as S5L and 55H
Network Metwork settings such as SNMP and LDAP used by the CMM
Configuration Backup current configuration and restore a configuration
Properties Properties and settings such as Date and Time and Failover
License Key Management Licenses for additonal functionality
Restart Restart the CMM. Typically only needed when experiencing problems
Reset to Defaults Sets all current configuration settings back to default values
File Management View or delete files in the CMM local storage file system,

Figure 4-19 Mgt Module Management menu

2. Check the current firmware level on the CMMs as shown in Figure 4-20.

Firmware

Click Update Firmware to load a new level of firmware on the primary management module. If a standby CMM is installed, the primary CMM will automatically update it to the new firmware
level.

! Update Firmware

Bay MName Firmware Type Build ID File Name Release Date Revision Role
1 cmm-i CMM firmware 2PET12D cmefs.uxp 08/28/2013 12 Primary
2 Standby MM CMM firmware 2PET12D cmefs.uxp 08/28/2013 12 Standby

Figure 4-20 Checking the current firmware level

3. Click Update Firmware.
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4. The update Firmware window opens as shown in Figure 4-21. Proceed through each step
of the wizard by clicking Next and entering the information as required.

Update Firmware

Choase File Source Select File Source

Choose whether you will be performing an update using a local or remote file.
Choose Firmware File

¢ Alocal file is uploaded from your workstation to the CMM,
* Aremote file is given as a URL that your CMM can download.

Remote

Choose Behavior

Perform Firmware Flash

| Mext > | | Finish || Cancel |

Figure 4-21 Select File Source window

5. Click Browse, and select CMM firmware file in your local directory, as shown in the
Figure 4-22. Click Next.

Update Firmware X

i Choose File Source Select Firmware File
Indicate the firmware file that you wish to use to flash the CMM

Choose Firmware File

Choose Behavior

Perform Firmware Flash Selected firmware fle:  emefs.uxp Hroiwse '}

< Back || Mext = | Finis | Cancel

Figure 4-22 Select Firmware File window
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6. Select the behavior that you want after updating the CMM firmware, as shown in
Figure 4-23:

Restart CMM manually
Restart CMM automatically after updating

Update Firmware

»

4 Choose File Source Choose Post Update Behavior

e = o Choose whether an automatic restart of MM should occur after updating the firmware on the Management Module.
The automatic restart does not require any further user interaction after flashing is complete.
Choose Behavior

= Autormaticaly restart Management Module
Perform Firmware Flash b £

| = Back ;| | Finish | |"Cancel |

Figure 4-23 Choose Post Update Behavior window

Click Next. Monitor the firmware update progress as shown in Figure 4-24.

Update Firmwiare

i Choose File Source Performing Firmware Flash

R ferwere Hie The firmware is being updated now. Flease do not leave this page until the update is complete.
[+ i - R —

& Choose Behaviar t 19,

Perform Firmvrare Flash Retrieving firmware update file

Figure 4-24 Performing Firmware Flash update progress window
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Verify that update is completed, as shown in the Figure 4-25. Click Finish to restart the CMM
or to go back to the CMM management interface if you chose to restart the CMM manually.

Update Firmware

1 Choose Behavior

4 Choose File Source Performing Firmware Flash

1 Choose Firmware File

Parform Firmware Flash |l Firmware has been updated, but you have to restart to update to the new image.

The firmware is being updated now. Flease do not leave this page until the update is complete.

) 100%

LUse Mgt Module Management = Restart from menu,

| Finish |

Figure 4-25 Performing Firmware Flash update status window

4.1.3 Preparing for Chassis Management Module redundancy

This section addresses how to set up fail over between two Chassis Management Modules.

To prepare your CMM for redundancy, complete the following steps:
1. Install the standby CMM in the available CMM bay.

2. Wait approximately 2 minutes while the primary CMM transfers the firmware and
configuration information to the standby CMM.

Clarification: Whenever power is restored to an IBM Flex System Enterprise Chassis
that has two functional CMMs, the CMM in CMM bay 1 is designated as the primary
CMM. This process occurs even if the CMM in CMM bay 2 was the primary CMM
before power was removed.

3. Configure Chassis Management Module failover response.

There are two options to configure CMM failover. The first case is that the hardware failure or
some malfunction resulted in failure of the primary CMM. The second case is the primary
CMM operates properly, but there is a network problem. For example, a network switch might
go down, resulting in loss of connectivity to the primary CMM.

To configure failover response for the loss of the primary CMM:

1. Select Properties from the Mgt Module Management menu to reach the Management
Module Properties window.
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2. Click the Advanced Failover tab in the Management Module Properties window, as
shown in Figure 4-26.

Management Module Properties

General | Date and Time|| Advanced Failover

MNormally, when a primary management module fails, the standby module assumes control automatically, takes the IP address of the primary module, and causes no
downtime.

In some situations, however, control might not fail over to the standby management module when it in fact should. This includes, for example, situations in which the
primary module is running but not reliably responding. To protect against these situations, you can configure additional network settings for failovers that wil allow you
to manually access the standby module when automatic failover does not happen. Specifically, this means you wil assign a distinct IP address to the standby module,
instead of just specifying a single IP address to be used for both.

Indicate below whether or not you wish to use advanced failover.
Advanced failover current setting is Off
. Use Advanced Failover

Do not swap Management Module IP addresses - In a failover situation, you wil need to log on to the management module using the IP address that you
have specified below for the standby module.

Swap Management Module IP addresses - In a failover situation, the IP address that you use for the management module will remain the same. The TP
address of the failed management module wil be transferred to the standby module, and back from the standby module to the primary module.

| Apply |

Figure 4-26 Failover menu

3. Check Use Advanced Failover check box, specify CMM IP address behavior, and
click Apply.

To configure failover response for loss of the management network (uplink) connection to the

primary CMM:

1. In the CMM web interface, click the Ethernet tab in the Network Protocol Properties

window.

2. Select Network from the Mgt Module Management menu, then click Advanced
Ethernet tab, as shown in Figure 4-27.

Network Protocol Properties
|_ﬁppfi
Ethernet SHMP DNS SMTP LDAP Client | T(

Ethernet Configuration

Settings for how the Management Module communicates via Ethernet

Host name MMSCF3FC25E3B7
Domain name
Register this interface with DNS

IPv4 IPve Advanced Ethernet

Figure 4-27 Network Protocol Properties window
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Define the failover condition based on your requirements, as shown in Figure 4-28.

IPvd IPvi Advanced Ethernet
Data rate Auto
Duplex Aute

Use burned in MAC address
Burned-in MAC address SC:F3:FC:25:E3:R7
Maximum Transmission units 1,500

MAC address type

Failover an loss of physical netwark link | | |

Failover delay for physical link loss (seconds) 1]
Failover on loss of logical network link

Failover delay for logical link loss (seconds) 1,800
IPv4 address for logical link check 0.0.0.0
IPv6 address for logical link check 0::0

Use Alert and failover if:
gither IPv4 or IPv6 link check fails

both IPv4 and IPva link checks fail

Figure 4-28 Network Failover setup menu

4.1.4 Configuring Chassis Management Module user authority

58

Configuring Chassis Management Module user authority requires you to set security policies
and user account policies.

Security policies

The IBM Flex System Enterprise Chassis takes a new approach to security with a ground-up
Chassis management design to meet the new Trusted Computing Group (TCG) security
standards.

The Enterprise Chassis ships with secure settings by default, with two security policy settings
supported: Secure and Legacy. For more information about each security policy, see 3.3.1,
“Security policies” on page 36.

The centralized security policy makes the Enterprise Chassis easy to configure. In essence,
all components run the same security policy that is provided by the Chassis Management
Module.
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To set the specific security policy level, perform these steps:

1. In the CMM web interface, select Security from the Mgt Module Management menu, as

shown in Figure 4-29.

Mgt Module Management = Search. . .

User Accounts Create and modify user accounts that will have access to this web console
Firmware View CMM firmware information and update firmware

Security Configure security protocols such as 550 and 55H

Network MNetwork settings such as SMMP and LDAP used by the CMM
Configuration Backup current configuration and restore a configuration
Properties Properties and settings such as Date and Time and Failover

License Key Management Licenses for additional functionality

Restart Restart the CMM. Typically only needed when experiencing problems
Reset to Defaults Sets all current configuration settings back to default values

File Management View or delete files in the CMM local storage file system,

Figure 4-29 Mgt Module Management: Security

2. In the Security Policies window, use the slider bar to select Secure, and click Apply as
shown in Figure 4-30.

Security
| Apply |

Security Policies | Certificate Authority | HTTPS Server || LDAP Client | SSH Server

Use the vertical slider control below to adjust the security policy level,

—Secure Policy Setting: Secure

This is the default security setting that establishes a secure chassis infrastructure with a moderate level of user contral
over the chassis configuration. The Secure level of security policy provides the following settings:

Password policies are automatically checked and required to be strang

« Welknown passwords for network login are automatically required to be changed after initial setup

= Only secure communication protocols may be enabled

e Certificates for establishing secure and trusted connections to applications running on management processars
are automatically generated and managed by the system

— Legacy

Figure 4-30 Security window

User account policies

A CMM user account policy is a set of criteria that determine how CMM user account security,

including passwords, is implemented.

User account policy conditions affect all users of the CMM. They help enforce the security
policy that is chosen for the IBM Flex System Enterprise Chassis environment.
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The CMM offers two initial user account policy choices: Legacy and High. You can customize
the default values of each of these choices to create a Custom user account policy for your
IBM Flex System Enterprise Chassis environment.

Remember: You can change individual user account policy settings from the default
values for each user account policy type. However, the security policy of the CMM might
require that specific user account policy settings have secure values. For example, if you
attempt to change the CMM security policy level from Legacy to Secure, the CMM might
require that you change some user account policy settings to secure values. However, if
you change the CMM security policy from Secure to Legacy but do not manually modify the
user account policy settings, some retain their previous secure values.

In the CMM web interface, user account security policy settings are on the General tab of the
Account Security Level window in the Global Login Settings window. To set the user account
policies, perform these steps:

1. Select User Accounts from the Mgt Module Management menu, as shown in Figure 4-31.

Mgt Module Management = Search. . .

User Accounts Create and modify user accounts that will have access to this web console
Firmware View CMM firmware information and update firmware

Security Configure security protocols such as 551 and 55H

Network MNetwork settings such as SNMP and LDAP used by the CMM
Configuration Backup current configuration and restore a configuration
Properties Properties and settings such as Date and Time and Failover

License Key Management Licenses for additional functionality

Restart Restart the CMM, Typically only needed when experiencing problems
Reset to Defaults Sets all current configuration settings back to default values

File Management View or delete files in the CMM local storage file system,

Figure 4-31 Mgt Module Management: User Accounts

2. Click Global Login Settings on the Accounts tab in the User Accounts window, as shown
in Figure 4-32.

User Accounts

Configure user accounts for all chassis elements,

Accounts | Permission Groups | Group Profiles

;-Create User ;.GlobaILugin Settings.: -Currenthr Logged in Users | Delete | Enable || Unlock |

Uzer Name Permission Group # Active Last Login Dormant Days to Expiration = State

Sessions
USERID supenvisar 0 110813 15:05:43 MNewver Dizsabled, Locked
RECOVERY_ID supenvisor 0 MNever Never Active

Figure 4-32 User account window
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3. Click the Account Security Level tab in the Global Login Settings window, as shown in
Figure 4-33.

Global Login Settings

Global Login Settings

General | Account Security Level |Autnmatic refresh

User authentication method:

External authentication server only

Web inactivity session timeout:
User selects timeout period

CLI inactivity session timeout (seconds):
0

MNumber of simultaneous active sessions for LDAP users:
0

Do not log new authentication events for the same user for:
5 minutes

Ignore client IP address when tracking user authentication events

[ ok | | cancel |

Figure 4-33 Global Login Settings window

4. Select Custom Security Settings, High Security Settings, or Legacy Security
Settings from the menu and click OK, as shown in Figure 4-34.

Global Login Settings

Global Login Settings

General Account Security Level | Automatic refresh
Security Level:

Legacy Security Settings
Custom Security Settings s Rules

High Security Settings Value

Legacy Security Settings [[iod (days) None

''''' Firetrrassverd-retde oycle None
Minirmum password change interval (hours) None
Account is locked for 2 minutes after 20 login failures  Yes
Simple password rules Yes
Account inactivity monitoring MNone

| 0K | | Cancel |

Figure 4-34 Global Login Settings: Security Settings

For more information about the CMM security, see 3.3, “Chassis Management Module
security” on page 36.
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4.1.5 Restoring a Chassis Management Module

Restoring a CMM differs depending on whether you are restoring the default configuration or
restoring from a saved configuration.

Restoring the CMM manufacturing default configuration
You can restore the CMM to its manufacturing default configuration in these ways:

» Inthe CMM web interface, select Reset to Defaults from the Mgt Module Management
menu, as shown in Figure 4-35.

Mgt Module Management Search. . .

User Accounts Create and modify user accounts that will have access to this web console
Firmware View CMM firmware information and update firmware

Security Configure security protocols such as 550 and 55H

Network MNetwark settings such as SNMP and LDAR used by the CMN
Configuration Backup current configuration and restore a configuration
Properties Properties and settings such as Date and Time and Failover

License Key Management Licenses for additional functionality

Restart Restart the CMM. Typically only needed when experiencing problems
Reset to Defaults Sets all current configuration settings back to default values

File Management View or delete files in the CMM local storage file system,

Figure 4-35 Mgt Module Management: Reset to Defaults

» If you have physical access to the CMM, push the reset button and hold it for
approximately 10 seconds.

Restoring a saved CMM configuration
In the CMM web interface, a saved configuration is applied from the Manage Configuration
window, as shown in Figure 4-36. Select Configuration from the Mgt Module Management
menu to open the Manage Configuration window.

Manage Configuration

The CMM web console configuration settings can be exported to and imported from an external file. This is prim

Bac-i.c-up éoﬁfi-guration 'Eo Igi.l-é | i-_R.ésfore -(Eu.:.un-ﬁgura'.cinn from _Igi-l-e"i ““.I.r-1i-ii.é-lnéeﬁlpm‘n-f.\..f-iéard [

Figure 4-36 Manage Configuration window

4.2 Chassis Management Module management tasks

This section addresses how to use the CMM to run specific systems management tasks:

» 4.2.1, “Monitoring the chassis” on page 63
» 4.2.2, “Monitoring multiple chassis” on page 64
» 4.2.3, “Event notifications” on page 65
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» 4.2.4, “Chassis Management Module Features on Demand” on page 68
» 4.2.5, “Chassis management” on page 70
» 4.2.6, “Using the Chassis Management Module CLI” on page 80

4.2.1 Monitoring the chassis

The System Status window is the default window when you enter the CMM web interface, as
shown in Figure 4-37. You can also access it by clicking System Status on the menu bar.

itsoFlex1 | change chasss name || system Information + | Selected Active Resource Selected Resource Actions

Sa

Actions for Node 04 (node04-x240)
| Power On

Chassis Graphical View | Chassis Table View | Active Events

Power Off
Shutdown 0S and Power Off
Restart Immediately

I n . Restart with Mon-maskable Interrupt (MMI)
- COmpute Node tem Mgmt Processor

npute Node Console
Mame Mode 04 (node04-x240) L
Product Hame IBM Flex System x240 Compute Node with embedded 10Gb Virtual Fabric
| Bay 4 L
Health [ Normal pienu
Machine Type/Model 8737AC1
Machine Serial No.  KQo@MO3G
Part Number 95Y4788

5

Details for Node 04 (node04-x240) - IBM Flex System x240 Compute Node with embedded 10Gb Virtual Fabric Selected Active Resource Details

-

Events General Hardware Firmware Power Environmentals | 10 Connectivity | SOL Status | Boot Sequence LEDs Boot Mode
_Seventy ----------- Source Sequence # Date EventID Message
[ Informational MNode_04 00001E83 Oct 15,2013 01:36:26 PM |~ 00216002

Node MNode 04 system-management processor reset. Persistent events will be regenerated.
7 b The system-management processor on Node 04 was reset by the Chassis Management Module fi
[ Informational Node_04 00001ETA Oct15,2013 01:36:06 PM 35010884 the security senvice.

[ Informational  Node_04 00001C67 Oct11,2013 08:03:19 AM 00216002 Node Node 04 system-management processor reset. Persistent events will be regenerated.

[ Informational MNode_04 00001BB4 Sep 17,2013 07:23:05 PM  400F0004 Node Node 04 VPD was changed.

Figure 4-37 Chassis status

The graphical view of the Chassis is active, so the changes are reflected immediately. The
following selections are available (matching callouts in Figure 4-37):

1. Selected Active Resource: All major components of the Chassis can be clicked for more
information. Select a component of interest (in Figure 4-37, the IBM Flex System p260
Compute Node), and a pop-up displays information about that component, such as serial
number, name, or bay. You can power a component on or off from this window by
right-clicking, or view other details about the component.

2. Selected Active Resource Details: With a component selected, this box displays several
tabs for additional information, such as events, hardware, firmware, and LEDs.

3. Selected Resource Actions: I/0O modules and compute nodes activate the Actions menu,
from which you can power on/off, restart, and perform other tasks.
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4.2.2 Monitoring multiple chassis

You can view multiple networked Chassis from the CMM web interface, as shown in the

Figure 4-38.

IBM Chassis Management Module

System Status

Multi-Chassis Manitor

Events =  Service and Support -

Figure 4-38 Selecting Multi-Chassis Monitor

Use the Multi-Chassis Monitor window to view the state of all compute nodes and
management nodes in multiple networked chassis from one location. Monitor the status of

installed compute nodes and management nodes in multiple chassis, and discover recently
connected ones in the Multi-Chassis Monitor window, as shown in Figure 4-39.

Multi-Chassis Monitor

imaiscnver |

CMM MName Health
SN#Y030BG 168025 & Mormal
SH#Y034BG16F03A A Mormal
SHN#Y030BG22F0TT & Mormal
AMM-268813665 & Mormal
SHN#Y(034BG16E0GF & Mormal
SH#Y030BG 1680238 4 Mormal
CMIMT04124673 & Mormal
SH#Y034BG16E0RY 4 Mormal
SHN#Y034BG16F0TT & Mormal
SH#Y034BG16F06IM @ MNormal
AMM-268813665 & Mormal
SN#Y034BG17LO16G [A Mormal

Manage

9.27.20 54

§.27.20.53
8.27.22.149
32722152

27.20.61

w w0

o
(=]
=
(=]
[=]
(5]
0%

§.27.20.218
§.27.20.211
§.27_ 22153
827 27 19

Firmware \fersion
2PET09B
2PET09G
2PET09J
2PET09J
2PET09D
2PET09G
2PETOTIM
2PET1E
2PET08G
2PETNG
2PET433
2PETE43

Firmware Release

2012-04-06. rev. 9

2012-05-07
2012-05-31
2012-05-31
2012-04-20
2012-05-07

2011-12-23.
2012-04-25.

2012-05-07
2012-05-30
2012-05-03
2012-05-22

rev

rey

rev

w0 W W o

9

i

AT

67

100

Figure 4-39 Monitoring multiple chassis

64 Implementing Systems Management of IBM PureFlex System



Clicking the name of the CMM in the CMM Name column shows the managed resources in

the selected chassis, as shown in Figure 4-40.

Extended Chassis Information X
[
Chassis Properties for SN#Y030BG168025 |
Device Type CME
MName SH#Y030BG1e8025 ’
Service Address service:management-hardware.IBM: chassis-
management-module://9.27.20.54
Type chassis-management-madule
Serial Mumber ¥030BG168025 =
FRU 68Y7032 i
MM ULID WFFL3948943642919841 91 1 EDN82\4 5488\ 7EVED\BDVFFAD
Slot 1
MID PID 00004F4D
0041
MAC Address 5c:f3:fc:25:d6:89
5c:f3:fc:25:d6:8a
Chassis Serial 23DWN3E5 |
Chassis FRU 31v2893
Chassis MTM 8721HC1
Status 0
Chassis LIUID \WFREDVIBVI2W01EFIFD W4 3VWCRE 2\ 2DNADNCE D345 8\36
Chassis MID PID 00004F4D
01350
Chassis ID
Chassis Location Info Mo Lecation Configured
Chassis Room ID
Chassis Rack ID
Chassis U Info 0:10

Figure 4-40 Extended Chassis Information window

Clicking the IP address of the chassis in the Manage column (Figure 4-39 on page 64)
redirects you to another Chassis Management Module’s web interface.

4.2.3 Event notifications

Click Event Log in the Events menu to check events, as shown in the Figure 4-41.

IBM Chassis Management Module

System Status ~ Multi-Chassis Monitor | Events = | Service and Support =  Chassis Management » Mgt Module Manag

Event Log Full log history of all events |

Event Recipients Add and modify E-Mail, SMMP, and Syslog recipients |

Event Log

Figure 4-41 Events: Event Log
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The CMM event log contains a list of all events that are received from all devices in the
chassis, as shown in Figure 4-42. These events are also sent by the CMM to the IBM Flex

System Manager, if one is installed.

Event Log -

| Export ¥ || Delete Events || Settings || | Search Events. . .

» Filter Events

A * following the Event ID indicates a node event ID.

@ System Status  Multi-Chassis Monitor  Events »  Service and Support »  Chassis Management » Mgt Module Management

Event actions

[ Go.:f Refresh |

Search. . .

Click on any header cell below to sort the events by that cr'rteria.‘/ Event overview

Severity Source Sequence # Date Event ID Message

[ Informational  Audit 00001EBY  Today 02:53:02 PN o ML s, \peepiiiieial Nl
[ Informational  Audit 00001EB8  Today 02:40:38 P 00285000 | ThE AT EIRo0= TN v (AR BT 01 R
@ Informational Audit 00001EBT Today 01:43:33 PM 0000007A Login successful. User ID USERID from Web at IP address 9.44 157 218,
@ Informational Audit 00001EBG Today 01:38:53 PM 00016014 Logoff successful. User ID USERID from Web at IP address 9.44.157.218.
[0 Informational SERVPROC 00001EBS Mov 5, 2013 04:46:55 PM 00016805 Senvice data collection completed on CMM SN#Y011BG24HOBB.

@ Informational 10Mod_03 00001EB4 Mov 5, 2013 04:45:41 PM  00038F03 /0 module 3 communication is online.

@ Informational Audit 00001ER3 Novs, 2013 044537 P 00016804 Senvice data collection initiated on CMM SN#Y011BG24HOBB by user ID US

address 9.42.170.223.

Figure 4-42 Event Log window

You can see general information about the event, including severity, source, sequence, date,
and event message, as shown in Figure 4-42. In addition, several options are available to

manage logs:

» The Export option allows you to export your event log in various formats (csv, XML, or pdf).

» Use the Delete Events option to delete all selected items, with the additional option of

selecting audit, systems, or both.

» With the Settings option, you can add a log event when a log is 75% full.

» The Open Service Request option is enabled when you select one of the events from the

table.

To configure event recipient notifications in the CMM web interface, open the Events menu

66

and click Event Recipients as shown in Figure 4-43.

Event Recipients

| Delete_g ! Global Settings ! _ Syslog Settings | ?"Generate Test Event_f

[lame Maotification Method Events to Receive Status

Mo Data Available

Figure 4-43 Event Recipients window

Implementing Systems Management of IBM PureFlex System



Select the E-mail Recipient as shown in Figure 4-44.

Event Recipients

Create + | | Delete || Global Settings H Syslog Settings || Generate Test Event

Create E-mail Recipient | [fication Method Events to Receive Status

Cregte SHMF Recipient |

Mo Data Available

Figure 4-44 Event Recipients window continued

Enter the recipient name and email address, select which events to receive, and click OK, as
shown in Figure 4-45.

Create E-mail Recipient

Use this dialog to configure specified E-mail recipients to receive critical, warning or informational notifications
Note: To enable an E-mail recipient, you need to go to the SMTP tab on the Network page to configure the email server carrectly.

Descriptive name:
CMM administrator

E-mail address:
CMM@test.ibm.com

Status:
Enable this recipient
Disable this recipient

Events to receive:
Use the global settings
Only receive critical alerts

)

Figure 4-45 Create E-mail Recipient window
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Click Global Settings in the Event recipients window and select the type and severity of the
alerts to be sent, as shown in Figure 4-46.

4

Event Recipient Global Settings

These settings will apply to all event recipients,

Retry limit:
1]

Delay between attempts (minutes):
.7

Send event log with e-mail notifications

Critical Events Warning Events Informational Events
Chassis/System Management
Cooling Devices
Powser Modules
Compute Nodes
/O Modules
Event Log
Power On/Off
Inventory change
Network change
User activity

Figure 4-46 Event Recipient Global Settings window

4.2.4 Chassis Management Module Features on Demand

You can check Feature on Demand (FoD) features activated on your CMM and I/O modules.

Check current Feature on Demand in Chassis Management Module. Select License Key
Management from the Mgt Module Management menu, as shown in Figure 4-47.

Mgt Module Management - I Search. . .

User Accounts Create and modify user accounts that will have access to this web console
Firmware Yiew CMM firmware information and update firmware

Security Configure security protocols such as SSL and S5H

Network Metwork settings such as SNMP and LDAP used by the CMM
Configuration Backup current configuration and restore & configuration
Properties Properties and settings such as Date and Time and Failover

License Key Management Licenses for additional functionality

Restart Restart the CMM, Typically only needed when experiencing problems
Reset to Defaults Sets all current configuration settings back to default values

File Management View or delete files in the CMM local storage file system,

Figure 4-47 License Key Management
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Figure 4-48 shows the activated licensed features for /O modules.

License Key Management

IOM License Keys Management | Chassis License Keys Management

Cert Index Bay Walid Through Description

IBM Flex Systern EM4093 10Gh ScSE 24-46
Port Upgrade

IBM Flex System EMN4093 10Gh ScSE 46-64
Port Upgrade

1 i 1 MIA

2 2 1 MIA

Figure 4-48 License Key Management: I/O Module

In the previous example, two IOM features are activated on IBM Flex System EN4093 Fabric
10Gb Scalable Switch.

Chassis License Keys Management tab shows the activated licenses on CMM itself, for
example, IBM Fabric Manager, as shown in Figure 4-49.

License Key Management

I0M License Keys Management | Chassis License Keys Management

Index  Feature Feature Type Description System

2 IBM SYSTEM X FEATURE ON DEMAND n
1 IBM Fabric Manager 0014 ACTIVATION KEY IBM Flex System Chassis

Figure 4-49 License Key Management: Chassis

For more information about Features on Demand, see the IBM Features on Demand website
at this website:

https://www-304.ibm.com/systems/x/fod/index.wss
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Figure 4-50 shows Features on Demand main http window. You need an IBM ID to get the
features that you want to activate.

Features on Demand

Sign in

Help Systems
Contacts

Use the following options to administer your Features on Demand.

* Request activation key : Generate activation keys from authorization codes.
- Retrieve history : Retrieve existing activation keys.
- Hardware replacement : Replace existing activation keys installed in planar with new UlDs.

+ Adapter mobility : Transfer existing activation keys installed in machine type (model) serial
number to a new MT(M)SN.

- Trial key : Request a 90-day trial key for a trial-enabled feature.

* Profile management : Assign additional profiles for email delivery and manage distributor
access (internal only).

+ Retrieve authorization code : Retrieve any previously shipped authorization code using sales

infarmation.

* Generate report : Generate report based on a customer number and an optional
authorization code.

+ Inventory management : Manage inventory (distributor only).

You must use your IBM D to sign in to this site. If you have not previously registered for an 1BM
ID, please register now.

Welcome to the Features on Demand web application.

Figure 4-50 Features on Demand main window

4.
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2.5 Chassis management

This section describes the management of the configured resources in the chassis.

The Chassis Management menu is used for reviewing or changing the properties of the
components in the chassis. The menu is shown in Figure 4-51. Click Chassis.

Chassis Management - | Mgt Module Management Search. . .

Chassis

Properties and settings for the overall chassis

Compute Nodes

1/0 Modules

Fans and Cooling

Power Modules and Management
Component IP Configuration
Chassis Internal Network

Hardware Topology

Reports

Properties and settings for compute node in the chassis

Properties and settings for 10 Modules in the chassis

Cooling devices installed in your system

Power devices, consumption, and allocation

Single location for you to view and configure the various IP address setting of chassis components
Provides internal connectivity between compute node ports and the internal CMM management port
Hierarchical view of components in your chassis

Generate Reports of hardware information

Figure 4-51 Chassis Management menu
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Operating the chassis

You can check the hardware addition or removal history through Hardware Activity tab, as

shown in Figure 4-52.

Chassis

Identification

LEDs Hardware Activity

Shows a summary of chassis hardware activity.

Bay

N e~ W W

7

Module Name

4 ¥86 CPU Blade Server
4 ¥B86 CPU Blade Server
2 XB86 CPU Blade Server
2 X86 CPU Blade Server
2 XB6 CPU Blade Server
2 XB6 CPU Blade Server
2 X86 CPU Blade Server
2 XB6 CPU Blade Server

Temperature

FRU Mumber
88YB237
88YB237
81Y5128
81v5128
81Y5128
81Y5128
81Y5128
81Y5128

Air Flow

Air Fitter

Serial Number

Y130BG1CM0O03
Y130BG1CM0O03
Y030BG18X00K
Y030BG18X00K
Y030BG18X00K
Y030BG18X00K
YO30BG18X00K
Y031BG19R0E

Manufacturer ID
IBM Corparation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation

Action

B Added
[£» Removed
B Added
- Removed
B Added
& Removed
3 Added
£ Removed

Figure 4-52 Hardware Activity tab

Also, you can see chassis temperature and cooling status by clicking the Temperature tab,

as shown in Figure 4-53.

[ Refresh |

20

Temperature
19.50 °C (67.1 °F)

Temperature View
Trend Period

Rear LED Card | Exhaust Heat Index | Hot Air Recirculation

Warning Temperature Threshold

1 Celsius

Previous hour

43.00 °C (109.4 °F)

Fahrenheit

Shows the chassis ambient temperatures and a historical graph over a given time period.

Warning Temperature Reset

38.00 *C (100.4 °F)

The chart below shows the average temperature history for this chassis Rear LED Card component. The range of the vertical axis correspond
the period selected.

Figure 4-53 Temperature tab
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You can check fan and cooling status by selecting the Chassis Management — Fans and
Cooling menu item in the CMM menu as shown in Figure 4-54.

Q%TB Fans and Cooling

Cooling Devices | Cooling Zones | Acoustic Attenuation
Fan Speed (RPM) Speed (% of maximum) Zone Status Controller State
Fan 1 3072 27% 1 &4 Mormal Operational
Fan 2 3136 27% 1 3 Mormal Operational
Fan 3 3136 27% 3 Mormal Operational
Fan 4 3136 27% 1 &4 Mormal Operational
Fanh 9472 43% 3 [A Mormal Operational
Fan 6 3136 27% 2 [ Mormal Operational
Fan7 3136 27% 2 &4 Mormal Operational
Fan 8 3136 27% 2 & Mormal Operational
Fan 9 3136 27% 2 4 Mormal Operational
Fan 10 9344 42% 4 |4 Mormal Operational

Figure 4-54 Fans and Cooling window

Selecting the individual fan shows you events and power usage statistics that are
associated with it, as shown in Figure 4-55.

Fan Properties for fan 1

Events

The chart below shows the AC power consumption history for this fan. The range of the

Previous hour Refresh

AC Power (watts)

0 T T T T T T T T T T ]
2 00:59 01:05 01:09

Q029 G035 0040 0044 0049 G0ER

Figure 4-55 Power consumption window
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Cooling zone status can also be checked from the Fans and Cooling window by clicking the
Cooling Zone tab and then clicking the zone number, as shown in Figure 4-56 (Zone 1
is shown).

*®

Fan Zone Properties for Zone 1

Fans Components
Fan Speed (RPIM) Speed (% of maximum) Status Controller State
Fan 1 4032 36% i@ Normal Operational
Fan 2 4032 36% |4 Mormal Operational
Fan 3 3328 33% & MNormal Operational
Fan 4 3328 33% & Mormal Operational

Figure 4-56 Cooling Zones status

You can select the power module policy that meets your specific needs by selecting Power
Modules and Management menu item from the Chassis Management menu. On the Policies
tab, click Change near the Current policy, as shown in Figure 4-57.

Power Management Policies

Power  Maximum
Supply pPower Estimated
Failure  Limit utilization 7T
e 5K,
Limit'  (Watts)
Power Source Redundancy 3 7515 12%
Intended for dual power sources into the chassis, Maximum power is limited to the capadty of half the
number of installed power modules. Thiz is the most conservative approach and is recommended when all
power modules are installed. When the chassis iz correctly wired with dual power sources, one power
33 source can fail without affecting compute node server operation, Mote that some compute nodes may
ower Policy not be allowed to power on if doing so would exceed the policy power limit.

he case of pl Power Source Redundancy with Compute Node Throttling Allowed 3 10614 8%
Very similar to the Power Source Redundancy. This policy allows for a higher power limit, however
capable compute nodes may be allowed to throttle down if one power source fails.

otect you

r: Basic Power Management

Power Module Redundancy 1 12525 7%
' o i i Intended for a single power source into the chassis where each Power Module is on its own dedicated
owe mitin Apping Polic circuit, Maximum power is limited to one less than the number of Power Modules when more than one
Power Module is present, One Power Module can fail without affecting compute node operation. Multiple
hat Power Module failures can cause the chassis to power off, Note that some compute nodes may not be
allowed to power on if doing so would exceed the policy power limit.

Power dul dund with C Nodes Throttling Allowed 1 15030 6%
Very similar to Power Module Redundancy. This policy allows for a higher power limit; however, capable
compute nodes may be allowed to throttle down if one Power Module fails.

Set policies for how or if you

© Basic Power Management 1] 15030 6%
Maximum power limit is higher than other polides and is limited only by the nameplate power of &l the
Power Modules combined. This is the least conservative approach, since it does not provide any
protection for power source or Power Module failure. If any single power supply fails, compute node
andor chassis operation may be affected.

® This is the maximum number of power supplies that can fail while stil guaranteeing the operation of the selected policy.

™" The estimated utiization is based on the maximum power limit allowed in this policy and the current aggregated power in use of al
components in the chassis.

ok | [ cancel |

Figure 4-57 Power Modules and Management window
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To monitor power allocation and power consumption history, click the Input Power and
Allocation tab in the Power Modules window, as shown in Figure 4-58.

Power Modules

Manage power related polides and hardware

Policies Hardware || Input Power and Allocation | Power History | Power Scheduling

Chassis Power Allocation

Overall Details
Total Thermal Output  3,521.2 BTU/hour

Power Allocation

11539 w?f" ‘1\

\"“H. 3491 Watts

D Allocated. maximum amount that all compeonents together could
theoretically consume. The CMM ensures that at least this amount is allocated and
available,

I Remaining. amount remaining for additional devices

2]

HRepresents measured power from Power Module with accuracy +/- 0.5%.

Current Power Consumption

£
13998 Watts/ \
|

1032 Watts

I:[ Average Input Power. current power consumption of all components in

the d'nassis+ f
D Remaining. amount remaining for additional load of installed components
andfor new components

Figure 4-58 Power consumption
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Component IP Configuration menu allows you to set the IP parameters on /O modules and

compute nodes, as shown in Figure 4-59.

Component IP Configuration

Configure IPv4 and IPv6 address information for the components below.

I/O Modules
Bay Device Mame IPv4 Enabled
1 10 Module 1 Yes
3 10 Module 3 Yes

Compute Nodes

Bay Device Mame IPv4 Enabled
1 | Mode 01 (node01-x240) Yes
2 Mode 02 (node02-x240) Yes
3 Mode 03 (node03-x240) Yes
4 Mode 04 (node0d4-x240) Yes
5 Mode 05 (node05-FSM) Yes

Storage Nodes

Bay Device Mame IPv4 Enabled
11-14:1 Node 11 -01 Yes
11-14:2 Mode 11-02 Yes

IP Address
View

Wiew

IP Address
View
View
View
View

View

IP Address
View

Wiew

Figure 4-59 Component IP Configuration window
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Click the I/0 module or compute node link to open its IP properties window, then click the
IPv4 or IPv6 tab to verify or configure IP parameters, as shown in Figure 4-60.

IF Address Cnnfiguratinnlnodetlll x

General Setting IPvE

Current IP Configuration

Metwork Interface ethl

Configuration Method  Use Static IP Address

IP Address §.27.20.36

Subnet Mask 255.255.252.0

Gatewsy Address 9.27.20.1

Enable IPv4 7|

Configuration Method |Jse Static IP Address | = |
|

IJse Static IP Address

New Static IP Co Obtain IP Address from DHCP server
IP Addrass Try DHCP server, if it fails use Static IP Configuration ‘

Subnet Mask

Gatewsy Address

[ Apply |

| Close |

Figure 4-60 IP Address Configuration node01 window
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Click Hardware Topology in the Chassis Management menu to check all the components in
the chassis and their hierarchy, as shown in Figure 4-61.

Chassis Hardware Topology

-| [ itsoFlex1
+ [ Management Modules
- Em@ Compute Nodes
- mm Mode 01 (node01-x240)

- [ Processors

[ Processor 1

[ Processor 2
+ [§ Drives
+ [ Memory
+ Panel
+ T Expansion Card
+ Interconnect Cable
+ Storage-Backplane
+ == Mode 02 (node02-x240)
+ mm Node 03 (node03-x240)
+ mm Mode 04 (node04-x240)
+ mm Node 05 (node0S5-FSM)
+ [J Storage Control Enclosure
+ [E¥ Power Modules
+ & Cooling Devices
+ & 10 Modules
+| =m Rear LED Cards

+ mm Fan Muxes

Processor 1

Bay 1

Bay Type Processor

Type Processor

Device Mame Processor 1

Bay Width 1

Module Description CPU 1

Manufacturer Intel(R} Corporation
Speed 2.00 GHz

Product Version

Intel(R) Xeon(R) CPU E5-2650 0 @ 2.00GHz

PartID D706 0200 FFFB EBBF
Type CENTRAL
Family Intel Xeon
Cores 8

Threads 16

L1 ICache Size 64K

L2 Cache Size 256K

L3 Cache Size 20480K
Voltage 1.2V

External Clock 100 MHz
Maximum Data Width 64-bit Capable

: Compute Nodes » Node 01 (node01-x240) » Processors »

Figure 4-61 Chassis Hardware Topology window

Click Reports in the Chassis Management menu to see hardware information in the chassis,
as shown in Figure 4-62.

Reports

MAC Addresses | Unigue IDs

If a device contains more than 8 MAC addresses, please click the "Module name” link to see all of them

Type

Module name

Compute Nodes

/0 Modules

[1] Mode 01 (node01-x240)
Expansion Card

[2] Node 02 (node02-x240)
Expansion Card

[3]1 Node 03 (node03-x240)
Expansion Card

[4] Node 04 (node04-x240)
Expansion Card

[5] Node 05 (node05-FSM)
Add-in Card

[1] /0 Module
[3] /O Module

Description

IBM Flex System x240 with 10Gb
FC3052 8Gb FC Adapter

IBM Flex System x240 with 10Gb
FC3052 8Gb FC Adapter

IBM Flex System x240 with 10GD
FC3052 8Gb FC Adapter

IBM Flex System x240 with 10Gb
FC3052 8Gb FC Adapter

IBM Flex System Manager Mode

Metwork Adapter

EN4093 10Gb Ethernet Switch
FC3171 8Gb SAN Switch

MAC 1

34:40:B5:BE:VD:00
34:40:B5:BE:BE:90

34:40:B5:BE:83:D0

34:40:B5:BE:9D:58

5C:F3:FC.5F:5E:86
5C:F3:FC:5F:09:90

34:40:B5:34:AD:EF
00:CO:DD:24:41:1C

MAC 2

34:40:B5:BE:7D:04
34:40:B5:BE:BE:94

34:40:B5:BE:83:.D4

34:40:B5:BE:9D:EC

5C:F3:FC:5F:09:91

MAC 3

34:40:B5:BE:7D:01
34:40:B5:BE:BE:91

MAC 4

34:40:B5:BE:7D:05
34:40:B5:BE:8E:95

Figure 4-62 Reports window
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Operating the compute node

Selecting Compute Nodes from the Chassis Management menu shows a window that lists
the servers that are installed in the chassis (Figure 4-63). You can power on/off compute
nodes, access them through a remote console, set properties such as Wake on LAN, and
perform other actions.

= Compute Nodes

If specifying a power action for multiple nodes, please be aware that in case of an error you wil only be informed
failed executing the action. Successful nodes are ignored.
Different node types may take different amounts of time to complete the power action, so in some cases, the power st4
immediately reflacted on the page. In this case, the user may have to perform a refresh (F5) one or more fimes to see th
reflected on the page.

Power and Restart = | | Actions ¥ | | Global Settings || Columns ~

d Device Mame Device Type Health Status Power Bay Bay Type
Mode 01 (node01-x240) Compute Mode 4 Mormal on 1 Mode
Mode 02 (node02-x240) Compute Node 3 Mormal On 2 MNode
Mode 03 (node03-x240) Compute Node [A Normal On 3 MNode
Mode 04 (node04-x240) Compute Node 4 Normal on 4 MNode
Mode 05 (noded5-FSM) Compute Node 4 Normal on 5 MNode

Figure 4-63 Compute Nodes window

Operating the I/O module

The I/0O Modules window is similar to the Compute Nodes window. After clicking I/O Modules
in the Chassis management, a table is displayed that shows the I/O modules. Clicking the
module name opens a pop-up window with the properties of that module as shown in

Figure 4-64.

IR rar Ractar+ - r
Power z estart s

Status Bay Power Serial Mumber Part MNumber
Narmal 1 On Y250VT1BW111 49Y4272
MNarmal 3 On Y251NY26K054  G9Y1932

Details for /O Module 'I0 Module 1' - IBM Flex System Fabric EN4093 10Gb Scalable Switch

Events General Hardware Firrmware Power 10 Connectivity | Port Info LEDs
Severity Source Sequence # Date Event 1D
Oitems

Mo Data Available

|-_Apph'_i| Cancel |

Figure 4-64 /O Modules window
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Start the switch module remote console by clicking Launch IOM Console, as shown in
Figure 4-65.

=H- 1/0 Modules

| Power and Restart ~ || Actions ~ |

Device Name | Restore Factory Defaults 'Bay | Power SerialNumber  PartNumber
IOModule 1 | Send Ping Requests 1 On  Y250VT1BW111  49Y4272
| 10 Module 3 |_ 3 On  Y251NY26KOS4  69Y1932
Identify LED

Figure 4-65 Launch I/O module console menu

Check or type the IP address of the managed I/0O module, select the protocols, and click
Launch as shown in Figure 4-66.

Interface IP: 9.37.21.117 B2

Protocol: H'I‘I'PS H

Figure 4-66 Launch IOM Console window

This process prompts for user ID and password and then displays the selected I1/0O module’s
management user interface (Ul), in this example the web Ul for the network switch, as shown
in Figure 4-67.

Figure 4-67 Network I/O module main window
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4.2.6 Using the Chassis Management Module CLI

80

This section addresses configuring the CMM and managing components that are installed in
an IBM Flex System Enterprise Chassis by using the command-line interface.

The IBM Flex System Chassis Management Module (CMM) command-line interface (CLI)
provides direct access to IBM Flex System management functions as an alternative to using
the web-based user interface.

Using the CLI, you can issue commands to control the power and configuration of the CMM
and other components that are in an IBM Flex System Enterprise Chassis. The command-line
interface also provides access to the text-console command prompt on each compute node
through a Serial over LAN (SOL) connection.

You can access the CMM CLI through the following connections:

» An Ethernet connection to the CMM
» A Telnet connection to the IP address of the CMM
» A Secure Shell (SSH) connection to the CMM

You can initiate connections from the client system by using standard remote communication
software. No special programs are required. You must authenticate with the CMM before you
issue commands.

Use telnet or ssh program, enter the IP address, and select the protocol. You can then log in
to the Chassis Management Module CLlI interface, as shown in the Figure 4-68.

login as: USERID
Using keyboard-interactive authentication.

password:

Hostname: MMSCEF3FC25E3ET

Static IP address: 9.27.20.586

Burned-in MAC address: SC:F3:FC:25:E3:B7

DHCE: Disabled - Use static IP configuration.

Last login: Wednesday June 27 2012 12:07 from 9.27.20.38 (CIHM)

system>

Figure 4-68 Chassis Management Module login

Command-line interface guidelines
All commands have the basic structure as shown in Example 4-1.

Example 4-1 Command usage

command -option parameter

Selecting the command target

You can use the command-line interface to target commands to the CMM or to other devices
in the IBM Flex System Enterprise Chassis. The command-line prompt indicates the
persistent command environment, which is where commands are directed unless another
target is specified. You can specify a command target by using the full target name or by
using a target name that is relative to the persistent command environment.
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Command targets are specified hierarchically, as shown in Figure 4-69.

IBM Flex System
Chassis

Chassis
Management g
Module ~—_| Rear LED card
mit[x]
mm[x] where x= 1102
where x=1t02 %,
Power supply Fan module
blower]x]

power]x]

where x=1ton where x=1ton

IFO module

Node (Compute (switch module)

Fan logic card or Storage) switch(x]
where x=1tan

fanmux[x] blade]x]
where x=1ton where x=1ton
' \ G ¥ Node
; management
processor
Memory
5p
mermary[x] y \ 3
where x=1ton s i/ \.\ .
Microprocessor A Expansion card
Expansion unit
Management cpulx] exp[x]
card where x=1ton b where x=1ton
where x=1ton
mgmtcrd

Figure 4-69 Command target hierarchic view

Example 4-2 show how to use CLI commands.

Example 4-2 Command target usage

Use the -T system:mm[1] option to redirect a command to the CMM in bay 1.
Use the -T system:switch[1] option to redirect a command to the I/0 module in I/0
bay 1.

Using the command-line interface

This section addresses how the CLI works with Chassis Management Module. Two CLI
commands are run in the example environment:

1. Tist command

This command displays a list of devices present within the command target. It can be used
to determine the physical configuration of the IBM Flex System Enterprise Chassis. This
information includes how many CMMs are installed in the IBM Flex System Enterprise
Chassis, and which CMM is set as primary.
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To view all the components in the Chassis, run this command as shown in Figure 4-70.

system> list -1 2

sSystem
blade [
blade [
blade|
blade [
blade [
blade [
blade [
blade [
blade [
blade [
blower [
blower [
blower [
blower [
blower [
blower [
blower [
blower [
blower [
blower|[
power [
power [
power [
power [
power [
power [
mrnf 1] primary
switch[
switch(
switch|
mt[1]
fanmux[1
fanmux [

nodedl
node2
nodel3
node04
nodeds
noded&
nodeds
nodeds
nodeld
nodell

WO oo ot Gk e R

[
o

=1 on nos L RO -

= ow o
[ g gy

[ BT O WU % T S

L R

[3%]

system>

Figure 4-70 list command output

2. info command

This command displays information about IBM Flex System components and their
configuration. To view the information about a compute node in bay 6, issue the info
command as shown in Figure 4-71.

system> info -T blade[6]

Name: nodeD6é

TOID: &0C2 2B0O7 2C58 4Ce2 C18B 164D 19B0 &0CO
Manufacturer: IBM (Mot Awvailable)
Manufacturer ID: 20301

Broduct ID: 305

Mach type/model: TEISZZX

Mach serial number: 101D8E8EB
Manuf date: Not Available
Hardware rewv: 0.0

Part no.: 0OED910

FRU no.: O0EOQ740

FRU =serizl no.: YL1011243000

Figure 4-71 info command output

For more information about the CLI, see the IBM Flex System Information Center:

http://publib.boulder.ibm.com/infocenter/flexsys/information/index.jsp
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Part 3

IBM Flex System
Manager

This part describes how to implement systems management of IBM PureFlex System using
the IBM Flex System Manager.

This part includes the following chapters:

>

>

>

Chapter 5, “Planning for IBM Flex System Manager management” on page 85

Chapter 6, “IBM Flex System Manager initial configuration” on page 121

Chapter 7, “Managing chassis components with IBM Flex System Manager” on page 259
Chapter 8, “IBM Fabric Manager” on page 305

Chapter 9, “Managing the KVM environment with IBM Flex System Manager” on page 319

Chapter 10, “Managing the PowerVM environment with IBM Flex System Manager” on
page 401

Chapter 11, “Managing the VMware environment with IBM Flex System Manager” on
page 495

Chapter 12, “Managing the Hyper-V environment with IBM Flex System Manager” on
page 555

Chapter 13, “Mobile management” on page 571
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Planning for IBM Flex System
Manager management

This chapter describes general planning information about IBM Flex System Manager (FSM).
It also addresses specific virtualization solution management prerequisites and
considerations when you build certain virtual infrastructure that is managed through IBM Flex

System Manager.

The following topics are covered:

» 5.1, “Planning for IBM Flex System Manager” on page 86
» 5.2, “Planning for the management of virtualized environments” on page 100
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5.1 Planning for IBM Flex System Manager

This section describes general planning considerations for the implementation of FSM-based
systems management.

The following subtopics are covered:

Flex System Manager network integration architecture
Planning for security

Planning for Features on Demand

Agents and tasks supported

Planning for the management of networking infrastructure
Planning for the management of storage infrastructure
Planning for IBM Fabric Manager

vVVvyVvYyVvYyYVvYYyvYyYy

For more information about FSM hardware and software, see 2.5, “IBM Flex System
Manager” on page 20.

5.1.1 Flex System Manager network integration architecture

86

In an IBM Flex System Enterprise Chassis, you can configure separate management and
data networks.

The management network is a private and secure Gigabit Ethernet network. It is used to
complete management-related functions throughout the chassis, including management
tasks that are related to the compute nodes, switches, and the chassis itself.

The management network is shown in Figure 5-1 on page 87 as the blue line. It connects the
Chassis Management Module (CMM) to the compute nodes, the switches in the I/O bays, and
the FSM. The FSM connection to the management network is through a special Broadcom
5718-based management network adapter (Eth0). The management networks in multiple
chassis can be connected together through the external ports of the CMMs in each chassis
by using a GbE top-of-rack switch.
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The yellow line in the Figure 5-1 shows the production data network. The FSM also connects
to the production network (Eth1) so that it can access the Internet for product updates and
other related information.

Enterprise Chassis

Flex System Manager System x
compute node

o
VN o

[ Tt
s i3l

‘ 1O Module - bavﬂ /O Module - bay 2 |

—

.L;-J Data Natwork
< _— -
T < gateway

Figure 5-1 Management and production data network

One of the key functions that the data network supports is discovery of operating systems on
the various network endpoints. Discovery of operating systems by the FSM is required to
support software updates on an endpoint such as a compute node.

Management and production data networks are usually separate subnets. In such a case, the
FSM management node uses both interfaces (EthO and Eth1). If data and management
networks are combined into a single subnet, only EthO port must be configured with the IP
address, and Eth1 must remain unconfigured.

5.1.2 Planning for security

The IBM Flex System products include features that can help you secure your environment.
The following sections provide basic information about how some of these features work. You
can use this information along with the documentation that comes with your IBM Flex System
products to help you evaluate and implement the security plan for your environment.

As you evaluate the security requirements of your environment, remember that unsecured
systems-management tools can damage hardware and software. It is important that you
understand all security risks in your system environment and what you can do to minimize

these risks.
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An IBM Flex System Manager management software security policy is a set of
security-related characteristics that define a particular level of protection from security
exposures. Depending on its level, the security policy might include account-related policies,
communication-protocol enablement, and event-tracking levels.

The management software enforces a chosen security policy only for the management node
itself. The management software offers two types of security policy:

» Legacy Security Policy
» Secure Security Policy

Legacy Security Policy
The IBM Flex System Manager management software Legacy security policy is the least
secure and most flexible setting that is available for your configuration.

The Legacy level of management software security policy provides flexibility in managing
platform security, but this policy is the least secure. It allows the use of the following
conditions:

» Weak password policies with minimal controls
» Manufacturing default passwords that do not have to be changed

» Unencrypted communication protocols such as Telnet, SNMPv1, TCP Command Mode,
CIM-XML, FTP Server, and TFTP Server

Secure Security Policy

The IBM Flex System Manager management software Secure security policy is the most
secure and least flexible setting that is available for your configuration.

The Secure security controls setting, or Secure policy, is the default security setting. It helps
to ensure a secure chassis infrastructure and enforces the following conditions:

» Strong password policies with automatic validation and verification checks

» Updated passwords that replace the manufacturing default passwords after the initial
setup

» Only secure communication protocols such as SSH and SSL

» Certificates to establish secure, trusted connections for applications that run on the
management processors

Users, groups, and roles

Flex System Manager management software offers authentication and user administration
options that enable you to specify user privileges for specific tasks and resources. User
registry integration, integrity, confidentiality, and Secure Sockets Layer (SSL)-supported
secure data transmission are other key elements of the management software security.

Management software user accounts are subjected to two interdependent processes:
authentication and authorization. Authentication is used to determine the identity of the user
and verify and validate that identity. Authorization checks the permissions of the
authenticated user and controls access to resources according to the roles that are assigned
to the user.
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User authentication is the security mechanism by which a user’s credentials that are used to
access a system are verified. After authentication, a user can access the system. However, to
access a specific resource or perform a specific task, the user must also have the appropriate
authorization. Authentication prevents unauthorized management servers or rogue
managed-system applications from accessing the resources.

To be authenticated, users are required to enter a user ID and password for the system that
they want to access. The authentication process uses the configured user registry, which is
from either the operating system, Lightweight Directory Access Protocol (LDAP), or the
domain controller.

User authorization occurs when an authenticated user uses IBM Flex System Manager to
perform a task on a resource. The authorization mechanism compares the user account, or
the group to which the user belongs, to the role-based access control (RBAC) settings for that
user or group. If a role exists that contains the authorizations necessary to complete that task
on that specified resource, the task proceeds.

Users can access only the applications, tasks, and resources that their user accounts are
authorized to access. The authorities that you grant to a user determine the console and
resource information that the user can access, and the tasks that the user can perform on
those resources.

The authorization process that IBM Flex System Manager performs when accessing a
resource is independent of the authentication that is required to access that resource. For
example, a user might be able to authenticate to and therefore access IBM Flex System
Manager web interface or another resource by using IBM Flex System Manager web
interface, but to perform a task on that resource, both the task and the resource must be
authorized in the role settings that are assigned to that user or the authorization group to
which the user belongs.

Centralized user management

A centralized management configuration uses a single user authentication repository for all of
the Chassis Management Modules (CMMs) in a management domain. The user accounts
that are created for the IBM Flex System Manager management software are used by all of
the CMMs and compute node service processors in the chassis.

When you use the IBM Flex System Manager management software to place a chassis under
centralized management, the Chassis Management Module (CMM) is configured to use the
registry that is stored on the management node. The local user accounts in the CMM registry
are disabled, and the new user account RECOVERY_ID is created for future authentication to
the CMM (as long as it is configured to use the centralized user registry on the management
node).

After the CMM detects the management node user registry, it uses the management node
registry configuration to provision all of the managed resources in the chassis (except for
network switches) so that they also use the central management node user registry. When
you log in to an IMM or FSP on a compute node in a centrally managed chassis, you must
use a user name and password that are stored in the IBM Flex System Manager user registry.

With centralized management, a single security policy is distributed and enforced on all of the
Chassis Management Modules in a management domain. In addition, a single set of user
accounts and a single password policy is in effect.
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Chassis that are not centrally managed might have different security policies, different user
accounts, and different passwords from those that are set for the management domain. If
chassis are centrally managed, user accounts can be edited only by the management
software.

For more information about IBM Flex System Manager security, see the Security topic in the
IBM Flex System Information Center:

http://pic.dhe.ibm.com/infocenter/flexsys/information/topic/com.ibm.acc.8731.doc/s
ecurity.html

5.1.3 Planning for Features on Demand

IBM Features on Demand (FoD) is the capability to activate or “unlock” features integrated in
IBM products. The feature is in the firmware or software, but is “locked” until the activation key
is installed. There are several benefits from using FoD:

» You buy the features that you need now with the ability to grow your system later without
costly rip and replace (Pay as You Grow).

» Allows for upgrades in the field.

» Feature activation can be done on server or chassis at the time of the server/chassis sale
or later.

» FoD enables ease of installation, reduced inventory, and faster fulfillment of options.

Fulfillment process
You can activate Features on Demand by using these methods:

1. An FoD option ordered with server and installed during manufacturing (Figure 5-2).

T S |
! IBM 1
! 1
! 1
: Key 1
1
Customer | Management 1
or Request : System , Generate
Partner Place order key | 'y : key
yy : \ :
1| . 1 Install
: > Fulfillment : key
oo 1
Send product with activated key

Figure 5-2 Features on Demand field order option

2. An FoD option that you purchase separately or after the system sale (Figure 5-3 on
page 91).
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From request to email
authorization takes only 24 hours

F-- -~~~ -~~~ -~ ~-~T----------- I
'1BM !
@ Place order i Request 1
Customer | 1 key 1
N | > Ke

or - > Yy ;
Partner .| Fulfillment Management | |
- Rec_eivg paper (a_nd c_)ptional 1 - ~ Generate System |
email) with authorization code ! e 1
1 Yy ]

1

@ Submit authorization

Receive activation key

() Install key

Figure 5-3 Features on Demand Post or respective order option

Features on Demand for IBM Flex System Manager

IBM Features on Demand (FoD) provides optional software that is available for IBM Flex
System Manager Types 7955, 8731, and 8734, and IBM Flex System Manager management
software. You can also use the management software to enable optional features for
managed compute nodes.

FoD provides a convenient way to order and activate optional features from IBM through the
management software web interface. You can also upload compute node Features on
Demand keys to the management node and distribute the keys to managed compute nodes
by using the management software.

Any Features on Demand software that you ordered with your IBM Flex System Manager
Types 7955, 8731, and 8734 management node are preactivated. They do not require manual
activation through the management software interface. If you did not order an FoD when you
purchased your system, you can purchase it just like any other software and hardware option.
You can redeem Features on Demand for the management software at this website:

http://www.ibm.com/systems/x/fod/

The IBM Flex System Manager management node ships with a preinstalled IBM Systems
management stack. The part numbers to order Features on Demand (FoD) software
entitlement licenses are shown in Table 5-1 on page 92 (for United States, Canada, Asia
Pacific, and Japan) and Table 5-2 on page 92 (for Latin America and Europe/Middle
East/Africa). The part numbers for the same features are different across geographies. Ask
an IBM representative for specifics.
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Table 5-1 FoD part numbers (United States, Canada, Asia Pacific, and Japan)

Description Part number

Base feature set license

IBM Flex System Manager Per Managed Chassis with 1 Year SW S&S 90Y4217

IBM Flex System Manager Per Managed Chassis with 3 Year SW S&S 90Y4222

Advanced feature set upgrade?®

IBM Flex System Manager, Advanced Upgrade, Per Managed Chassis with 1 Year SW S&S 90Y4249

IBM Flex System Manager, Advanced Upgrade, Per Managed Chassis with 3 Year SW S&S 00D7554

Fabric provisioning feature upgrade?

IBM Flex System Manager Service Fabric Provisioning w/1 Yr S&S 90Y4221

IBM Flex System Manager Service Fabric Provisioning w/3 Yr S&S 90Y4226

a. The Advanced Upgrade and Fabric Provisioning licenses are applied on top of the IBM Flex System Manager
base license.

Table 5-2 FoD part numbers (Latin America and Europe/Middle East/Africa)

Description Part number

Base feature set license

IBM Flex System Manager Per Managed Chassis with 1 Year SW S&S 95Y1174

IBM Flex System Manager Per Managed Chassis with 3 Year SW S&S 95Y1179

Advanced feature set upgrade?

IBM Flex System Manager, Advanced Upgrade, Per Managed Chassis with 1 Year SW S&S 94Y9219

IBM Flex System Manager, Advanced Upgrade, Per Managed Chassis with 3 Year SW S&S 94Y9220

Fabric provisioning feature upgrade®

IBM Flex System Manager Service Fabric Provisioning w/1 Yr S&S 95Y1178

IBM Flex System Manager Service Fabric Provisioning w/3 Yr S&S 95Y1183

a. The Advanced Upgrade and Fabric Provisioning licenses are applied on top of the IBM Flex System Manager
base license.

The IBM Flex System Manager base feature set offers the following functionality:

Support for up to 16 managed chassis

Support for up to 5,000 managed elements
Auto-discovery of managed elements

Overall health status

Monitoring and availability

Hardware management

Security management

Administration

Network management (Network Control)
Storage management (Storage Control)

Virtual machine lifecycle management (VMControl Express)
I/O address management (IBM Fabric Manager)

YVYVYYYVYVYVYVYVYVYYVYY
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The IBM Flex System Manager advanced feature set upgrade offers the following advanced

features:

» Image management (VMControl Standard)
» Pool management (VMControl Enterprise)

» Advanced network monitoring and quality of service (QoS) configuration (Service Fabric

Provisioning)

The Fabric Provisioning upgrade offers the following functionality:

» Advanced network monitoring and quality of service (QoS) configuration (Service Fabric

Provisioning)

Fabric provisioning functionality is included in the advanced feature set. It is also available as
a separate Fabric Provisioning feature upgrade for the base feature set. The Advanced

Upgrade and the Fabric Provisioning feature upgrade are mutually exclusive; that is, either

the Advance Upgrade or the Fabric Provisioning feature upgrade can be applied on top of the

base feature set license, but not both.

Important: The Advanced Upgrade and Fabric Provisioning licenses are applied on top of

the IBM Flex System Manager base license.

5.1.4 Features on Demand for components in the Chassis

There are many Features on Demand on the components. For example, there are a few

options to activate to the 1/0O modules. Table 5-3 shows Features on Demand for I/0O modules.

Table 5-3 Part numbers for ordering Feature on Demand entitlement licenses for I/O modules

Description Part number
IBM Flex System EN2092 1Gb Ethernet Scalable Switch (10Gb Uplinks) 49Y4298
IBM Flex System EN2092 1Gb Ethernet Scalable Switch (Upgrade 1) 90Y3562
IBM Flex System EN4023 10Gb Scalable Switch (FoD 1) 94Y5158
IBM Flex System EN4023 10Gb Scalable Switch (FoD 2) 94Y5159
IBM Flex System Fabric CN4093 Converged Scalable Switch (Upgrade 1) 00D5845
IBM Flex System Fabric CN4093 Converged Scalable Switch (Upgrade 2) 00D5847
IBM Flex System Fabric EN4093 10Gb Scalable Switch (Upgrade 1) 49Y4798
IBM Flex System Fabric EN4093 10Gb Scalable Switch (Upgrade 2) 88Y6037
IBM Flex System Fabric S14093 System Interconnect Module (Upgrade 1) 95Y3318
IBM Flex System Fabric S14093 System Interconnect Module (Upgrade 2) 95Y3320
IBM Flex System FC5022 16Gb Fabric Watch Upgrade 00Y3320
IBM Flex System FC5022 16Gb ISL/Trunking Upgrade 00Y3322
IBM Flex System FC5022 16Gb SAN Scalable Switch-Upgrade 1 88Y6382
IBM Flex System FC5022 16Gb SAN Scalable Switch-Upgrade 2 88Y6386
IBM Flex System IB6131 InfiniBand Switch (FDR Upgrade) 90Y3462

Table 5-4 on page 94 shows Features on Demand for compute nodes.
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Table 5-4 Part numbers for ordering Feature on Demand entitlement licenses for compute nodes

Description Part number
IBM Flex System CN4054 Virtual Fabric Adapter (SW Upgrade) 90Y3558
IBM Virtual Fabric Advanced Software Upgrade (LOM) 90Y9310
ServeRAID M5100 Series RAID 6 Upgrade for IBM Flex System 90Y4410
ServeRAID M5100 Series Performance Upgrade for IBM Flex System 90Y4412
ServeRAID M5100 Series SSD Caching Enabler for IBM Flex System 90Y4447

For more information about managing Features on Demand, see 6.10, “Manage

Feature-on-Demand keys” on page 216.

5.1.5 Agents and tasks supported
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IBM Flex System Manager provides four tiers of agents for managed systems. For each
managed system, you need to select the tier that provides the amount and level of capabilities
that you need for that managed system. Select the level of agent capabilities that you need for

the type of managed system and the management tasks in your system.

IBM Flex System Manager has four agent tiers:
» Agentless in-band

Managed systems without any Flex System Manager client software installed. Flex
System Manager communicates with the managed system through the operating system.

» Agentless out-of-band

Managed systems without any Flex System Manager client software installed. Flex
System Manager communicates with the managed system through something other than
the operating system, such as a service processor or a hardware management console.

» Platform Agent

Managed systems with Platform Agent installed. Flex System Manager communicates

with the managed system through the Platform Agent.
» Common Agent

Managed systems with Common Agent installed. Flex System Manager communicates

with the managed system through the Common Agent.

Table 5-5 on page 95 lists the agent tier support for the managed systems. Managed system
types include x220, x222, x240, and x440 compute nodes supporting Windows, Linux, and
VMware, p24L compute node supporting Linux, and p260, p270, and p460 compute nodes

supporting IBM AlX, IBM i, and Linux.
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Table 5-5 Agent tier support by management system type

support SSH or SNMP

Agent tier | Agentless Agentless Platform Common
Managed system type in-band out-of-band | Agent Agent
Compute nodes that run AIX Yes Yes No Yes
Compute nodes that run IBM i Yes Yes Yes Yes
Compute nodes that run Linux No Yes Yes Yes
Compute nodes that run Linux and Yes Yes Yes Yes
supporting SSH
Compute nodes that run Windows No Yes Yes Yes
Compute nodes that run Windows Yes Yes Yes Yes
and supporting SSH or DCOM
Compute nodes that run VMware Yes Yes No No
Other managed resources that Yes Yes No No

Table 5-6 summarizes the management tasks that are supported by the compute nodes,

depending on the agent tier.

Table 5-6 Compute node management tasks that are supported by the agent tier

Agent tier | Agentless Agentless Platform Common
Managed system type in-band out-of-band | Agent Agent
Command automation No No No Yes
Hardware alerts and status No Yes Yes Yes
Platform alerts No No Yes Yes
Health and status monitoring No No Yes Yes
File Transfer No No No Yes
Inventory (hardware) No Yes Yes Yes
Inventory (software) Yes No Yes Yes
Process Management No No No Yes
Power Management No Yes No Yes
Remote Control No Yes No No
Remote Command Line Yes No Yes Yes
Resource Monitors Yes? No Yes Yes
Update Manager (firmware) YesP Yes Yes Yes
Update Manager (agent updates) No No Yes Yes

a. Supported for VMware and Hyper-V virtualized environments.
b. Supported for Windows environments
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5.1.6 Planning for the management of networking infrastructure

IBM Flex System Manager management software Network Control provides advanced
network management functions for IBM Flex System Enterprise Chassis network devices.
Functions include discovery, inventory, network topology, health and status monitoring, and
configuration of network devices. Network Control is a preinstalled plug-in that builds on the
base management software capabilities. It integrates the launch of vendor-based device
management tools, topology views of network connectivity, and subnet-based views of
servers and network devices.

Network Control offers the following network-management capabilities:

» Discover network devices in your environment

» Review your network device inventory in tables or a network topology view

» Monitor the health and status of network devices

» Manage devices by groups: Ethernet switches, Fibre Channel over Ethernet, or Subnet

» View network device configuration settings, and apply templates to configure devices,
including Converged Enhanced Ethernet quality of service (QoS), VLANs, and Link Layer
Discovery Protocol (LLDP)

» View systems according to VLAN and subnet
» Run network diagnostic tools like ping and traceroute
» Create logical network profiles to quickly establish VLAN connectivity

» Simplified management of VM connections by configuring multiple characteristics of a
network when virtual machines are part of a network system pool

» With management software VMControl, maintain network state (VLAN, ACLs) as a virtual
machine is migrated (KVM)

» Management of virtual switches, including virtual Ethernet bridges

» Configuration of port profiles, a collection of network settings that is associated with a
virtual system

» Automatic configuration of devices in network systems pools

IBM Flex System Manager Network Control provides facilities to discover, inventory, and
monitor network devices, start vendor applications for configuration of network devices, and
view groups of network devices. IBM Flex System Manager Network Control extends the
network management functions of the IBM Flex System Manager product.

Table 5-7 on page 97 shows supported network switches and their management tasks.
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Table 5-7 Supported I/O switches and management tasks

1/0 module | EN2092 EN4023 EN4093 CN4093 S14093
1 Gb Ethernet | 10 Gb Ethernet | EN4093R 10 Gb 10 Gb
Management task 10 Gb Ethernet | Converged | Interconnect
Discovery Yes Yes Yes Yes Yes
Inventory collection Yes Yes Yes Yes Yes
Monitoring Yes Yes Yes Yes Yes
Alerts Yes Yes Yes Yes Yes
Protocol configuration Yes No Yes Yes No
VLAN configuration Yes No Yes Yes No
CEE configuration No No Yes Yes No
EVB configuration No No Yes Yes No
Stacked switch management No No Yes Yes No

5.1.7 Planning for the management of storage infrastructure

Storage management with IBM Flex System Manager management software involves two
software components: Storage Manager and Storage Control. Both components are included
with the management software. Storage Manager is a standard management software
capability that provides basic storage lifecycle management (Discovery, Inventory, Health,
and Alerts). Storage Control is a preinstalled plug-in for the management software that
expands storage support to mid-range and high-end storage devices. It is based on
technology from IBM Tivoli® Storage Productivity Center.

IBM Flex System Enterprise Chassis and the management software offer these

storage-management capabilities:

VVYyVYyVYVYVYYVYY

Discovery of physical and virtual storage devices
Support for virtual images on local storage across multiple chassis
Inventory of physical storage configuration
Health status and alerts
Storage pool configuration
Disk sparing and redundancy management
Virtual volume management

Support for virtual volume discovery, inventory, creation, modification, and deletion
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Table 5-8 shows supported storage systems and their management tasks.

Table 5-8 Supported storage systems and management tasks

Storage system | Flex System | Storwize IBM SAN IBM IBM XIV®

Management task V7000 V3500 Volume DS8000® Gen3

V3700 Controller

V7000
Discovery Yes Yes Yes Yes Yes
Inventory collection Yes Yes Yes Yes Yes
Monitoring Yes Yes Yes Yes Yes
Physical topology Yes Yes Yes Yes Yes
Logical topology Yes Yes Yes Yes Yes
Server-to-storage mappings? Yes Yes Yes Yes Yes
VMControl provisioning Yes Yes Yes Yes Yes
NPIV support Yes Yes Yes No YesP
Monitor virtualized storage capacity® | Yes Yes Yes No No
Chassis Map Yes No No No No
Software updates Yes No No No No
IBM Electronic Service Agent™ Yes No No No No

a. Applies only to compute nodes running AlX, KVM, RHEL, and VMWare ESX.
b. VMControl provides limited support for IBM XIV storage that is connected through the N-Port ID Virtualization

(NPIV) protocol to Power Systems compute nodes.
c. Ability to view and monitor capacity of IBM or non-IBM storage that is virtualized behind a V7000 array or the

IBM SAN Volume Controller.

Table 5-9 shows supported Fibre Channel switches and their management tasks.

Table 5-9 Supported Fibre Channel I/O switches and management tasks

Flex System integrated switches External switches
I/0 module | FC3171 FC5022 IBM SAN24B-4
Management task 8 Gb FC 16 Gb FC 8 Gb FC
Discovery Yes Yes Yes
Inventory collection Yes Yes Yes
Monitoring Yes Yes Yes
Alerting Yes Yes Yes
Protocol configuration Yes No No
Logical topology Yes Yes Yes
NPIV support Yes Yes Yes
Chassis Map Yes Yes No
Software updates Yes Yes No
Electronic Service Agent Yes Yes No
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With the Storage Control plug-in, you can manage an expanded set of storage subsystems
and Fibre Channel switches. You can use Storage Control to discover and collect inventory,
and monitor devices health.

Depending on the firmware levels of these devices, Storage Control supports native
interfaces to the device, which simplifies configuration setup and improves device
management reliability. These interfaces use Secure Shell (SSH) credentials. For information
about configuring these credentials, see this website:

http://publib.boulder.ibm.com/infocenter/flexsys/information/topic/com.ibm.directo
r.cli.helps.doc/fqm0_r cli_storage cmds.html

After they are discovered, these devices are listed as being managed by Storage Manager in
Flex System Manager.

Storage Control uses IBM Tivoli Storage Productivity Center technology. Therefore, several of
the device support and operating environment conditions are related to IBM Tivoli Storage
Productivity Center.

For more information, see the IBM Flex System Information Center:

http://publib.boulder.ibm.com/infocenter/flexsys/information/index.jsp

5.1.8 Planning for IBM Fabric Manager

IBM Fabric Manager (IFM) is a solution that you can use to quickly replace and recover
compute nodes in your environment. It provides the following capabilities:

» |/O address assignment for initial compute node deployment and redeployment

» Slot-based I/0 address assignment — Ethernet and FCoE MAC, FC WWNs, SAS WWNSs,
FC and SAS boot targets

» Pre-assignment allows LAN/SAN configuration before compute node installation

» Automatic reassignment on compute node swap (also called rip/replace)

» Failover Monitors or Event Automation Plans for automatic compute node failover

» Create standby compute node pools

» Configure boot target settings

» Provides I/O parameter and VLAN migration to standby compute nodes in case of
hardware failure

IBM Fabric Manager is preinstalled on the FSM. It is also licensed as part of the FSM chassis
license. If the FSM is not purchased, the stand-alone IBM Fabric Manager application can be
licensed and installed in the environment to use against the Flex systems.

Because a management module failure results in a configuration loss, it is common to install a
standby management module when using IBM Fabric Manager.

The IBM Fabric Manager configuration is not included in the management module
configuration backup. The IBM Fabric Manager configuration is chassis based and does not
transfer with the physical management module. When a management module is moved to a
new chassis, it clears out its IBM Fabric Manager configuration, and the IBM Fabric Manager
configuration must be reapplied on the new management module.

If the primary management module fails, the standby management module contains the IBM
Fabric Manager configuration and takes over.
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Boot from SAN: To take full advantage of the IBM Fabric Manager solution, consider
setting up your server environment to boot from SAN.

For IBM Fabric Manager support on specific Flex System components, see the IBM Flex
System Interoperability Guide:

http://www.redbooks.ibm.com/fsig
For more information about using IBM Fabric Manager, see the IBM Flex System Information
Center:

http://publib.boulder.ibm.com/infocenter/flexsys/information/topic/com.ibm.acc.iof
m.doc/dwlli_product_page.html

5.2 Planning for the management of virtualized environments

This section describes the planning steps for setting up the management of the specific
virtual infrastructure that is deployed on IBM Flex System or IBM PureFlex System by using
the Flex System Manager appliance. The following subtopics are covered:

» 5.2.1, “Virtualization and task supported” on page 100
5.2.2, “Planning for Linux KVM virtualization” on page 102
5.2.3, “Planning for PowerVM virtualization” on page 111
5.2.4, “Planning for VMware virtualization” on page 115

»
»
»
» 5.2.5, “Planning for Hyper-V virtualization” on page 118

5.2.1 Virtualization and task supported
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System virtualization-management products and components in the IBM Flex System
Enterprise Chassis integrate and interact to support the management of virtualized server,
storage, and network resources.

Virtualization management is the software that enables the use and management of virtual
server, storage, network, and image resources. With virtualization management, you can use
your compute resources fully, deploy new workloads rapidly, monitor resource consumption,
and maintain the availability of workloads. IBM Flex System Manager management software
automates this complex set of tasks through administrator-defined policies. IBM VMControl is
the single point of control for managing virtualized resources in one or more IBM Flex System
Enterprise Chassis.

VMControl virtualization capabilities can help you simplify the management of virtual
resources (server, storage, network, virtual appliance images) and pools of virtual resources.
This simplification is achieved through the integrated provisioning of server, storage, and
network resources when new workloads are deployed to the systems and system pools.

With VMControl, you can complete the following tasks:

» Discover existing image repositories in your environment and import external,
standards-based images into your repositories as virtual appliances.

» Capture a running virtual server that is configured just the way you want, complete with
guest operating system, running applications, and virtual server definition. When you
capture the virtual server, a virtual appliance is created in one of your image repositories
with the same definitions. This appliance can be deployed multiple times in your
environment.
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Import virtual appliance packages that are in Open Virtualization Format (OVF) from the
Internet or other external sources. After the virtual appliance packages are imported, you
can deploy them in your data center.

Deploy virtual appliances quickly to create new virtual servers that meet the demands of
your changing business needs.

Create, capture, and manage workloads.

Create server system pools, which can be used to consolidate your resources and
workloads into distinct and manageable groups.

Deploy virtual appliances into server system pools.

Manage server system pools, including adding hosts or more storage space and
monitoring the health of the resources and the status of the workloads in them.

Group storage systems together by using storage system pools to increase resource
utilization and automation.

Manage storage system pools by adding storage, editing the storage system pool policy,
and monitoring the health of the storage resources.

There are three editions of VMControl:

>

>

VMControl Express Edition manages virtual machines
VMControl Standard Edition adds the ability to manage complete libraries of virtual
images

VMControl Enterprise Edition creates and enables the management of system pools.
These pools are dynamic collections of computing resources that are used to support
multiple virtual images that run concurrently

When you activate VMControl through the IBM Flex System Manager management software,
a 90-day trial of VMControl Standard and Enterprise Editions begins. After the trial period
ends, VMControl Express Edition remains, but VMControl Standard and Enterprise Edition
are disabled. VMControl Standard and Enterprise Editions are available as an optional
Features on Demand (Advanced Upgrade) in the IBM Flex System Manager management
software.

VMControl discovery and inventory of virtual resources is supported for these hypervisor
platforms:

>

vvyy

KVM RHEL 6.x

VMware vCenter and VMware ESX
Microsoft Hyper-V Server
PowerVM

Table 5-10 on page 102 shows supported virtualization environments and their management
tasks.
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Table 5-10 Supported virtualization environments and management tasks

system pools

Virtualization AIX and IBM i VMware Microsoft Linux KVM
environment Linux? ESXi with Hyper-V

vCenter
Management task
Deploys virtual Yes Yes Yes Yes Yes
servers
Deploys virtual farms No No Yes No Yes
Relocates virtual Yes YesP Yes No Yes
servers
Maintenance mode Yes No Yes No Yes
Imports virtual Yes Yes No No Yes
appliance packages
Captures virtual Yes Yes No No Yes
servers
Captures workloads Yes Yes No No Yes
Deploys virtual Yes Yes No No Yes
appliances
Deploys workloads Yes Yes No No Yes
Deploys serversystem | Yes No No No Yes
pools
Deploys storage Yes No No No No

a. Linux on IBM Power Systems compute nodes.

b. Supported only for virtual servers that are running IBM i v7.1, TR4 PTF group SF99707 level 4,

or later.

5.2.2 Planning for Linux KVM virtualization
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The IBM FSM appliance can provide a set of capabilities to easily manage a KVM virtual
infrastructure. It includes features such high availability, virtual server relocation, capture,
deployment, import appliance, and network multitenancy.

This section describes the requirements and support for the Linux kernel-based virtual
machine (KVM) virtualization environment on IBM Flex System Manager VMControl.

There are two implementation models to manage a KVM virtual infrastructure:

» SAN storage-based model: A supported storage system that acts as the shared storage

device.

» NFS storage-based model: The NFS server that acts as the shared storage device.
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Network File System storage-based model
The Network File System (NFS) storage-based model has the following requirements:

» IBM Flex System Manager VMControl is activated

» An NFS x86_64 Red Hat Enterprise Linux (RHEL) server is set up and configured.
Figure 5-4 shows the KVM virtualization environment with NFS storage.

E1| Management E| x86_64-compatible
: server : system
VMControl [ KVM Linux host ‘
Platform agent

NFS server |

Platform agent |

IP network

]
E Linux server
8 Image repository

Common agent

VMControl common
repository subagent

—

Figure 5-4 KVM virtual environment with NFS storage

> Atleast one NFS export on the NFS server is defined:

— For image and disk inventory to work, the export path must end with /images, for
example, /share/kvm/images.

— If you are not setting up additional security in your environment, use the
no_root_squash export option. For example, cat /etc/exports as shown Figure 5-5.

[root@kvmlS5 ~]# cat fetc/exports
/nfs/kvm/images 192.168.0.0/255.255.0.0 (rw,no_root squash, sync,no_subtree check)

[root@kvmls ~]# I

Figure 5-5 no_root_squash export option
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If you cannot change your NFS export setup, you can have image files that are inventoried
from an export path ending in something other than /images. To do so, complete the following
steps:

1. Inthe file /opt/ibm/director/1wi/conf/overrides/USMIKernel.properties, add a line for
the following property: director.services.extendeddiscovery.nfs.suffix. For example,
director.services.extendeddiscovery.nfs.suffix=/img-kvm.

This addition results in inventorying the image files within NFS export paths that end in
/img-kvm instead of the default, /images.

2. Restart the IBM Flex System Manager after adding or changing the
USMIKernel.properties file.

Remember: For consistency, image and disk files that are stored on NFS must have a
.dsk, .img, or .raw extension.

3. Ensure that the NFS services are started. For example, you can run the command
service nfs start as shown Figure 5-6.

[root@kvml5 ~]# service nfs restart

Shutting down NF5 mountd: [ OK
Shutting down NF5 daemon: [ OK
Shutting down MNF5 gquotas: [ OK
Shutting down HNFS5 services: OK
Starting MNF5 services: CK
Starting MNF5 guotas: CK
Starting NF5 daemon: CK
Starting NF5 mountd: CK

[root@kvmls ~]#

Figure 5-6 NFS service restart

4. The administrator must perform the following prerequisite tasks:

a. KVM Platform Agent is downloaded and installed as addressed in 9.2, “KVM platform
agent installation” on page 320.

b. The NFS server is discovered, accessed, and inventoried by IBM Flex System
Manager.

c. The image repository is set up as explained in 9.3, “Image repository for KVM” on
page 328:

d. IBM Flex System Manager Common Agent is installed as explained in 9.3, “Image
repository for KVM” on page 328."

e. VMControl Common Repository subagent is installed as explained in 9.3, “Image
repository for KVM” on page 328
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f. The shared NFS exported storage is mounted on the Image Repository server as
shown in Figure 5-7.

[root@kvm? ~]# mount

/dev/mapper/vg_kvm2-1v_root on / type extd (Iw)

rroc on /proc type proc (rw)

sysfs on fsys type sysfs (zw)

devpts on fdev/pts type devpts (rw,gid=5,mode=620)

tmpfs on fdev/shm type tmpfs (rw, rootcontext="system u:object r:tmpfs t:s0")

/dev/=sdal on /koot type extd (zw)

/dev/mapper/vg_kvm2-1v_home on fhome type extd (rw)

none on fproc/sys/fs/binfmt misc type binfmt misc (rw)

sunrpc on /fvar/lib/nfs/rpc pipefs type rpc pipefs (xw)

192.168,70.15: /nfa/kvm/images on /nfsfexport type nfs (rw,vers=4,addr=192.1628.70.15,clientaddr=192.168.70.2)
,-"nfs,-"export,-"RI—lET_S.1—20110510.1—5erTJer—x-36_64—D‘!Dl.iso on /mnt/i=ofl type i=03%660 (rw, loop=/dev,loopl}
[root@kvmZ ~]# I

Figure 5-7 NFS export that is mounted on the image repository server

g. The image repository server is discovered and inventory is collected as shown
Figure 5-8. For more information, see 9.3, “Image repository for KVM” on page 328.

Image Repositories A W W 4 N °

Use image repositories to store virtual appliances for deployment in your data center.

Learn more about creating and discovering image

ITrr:_:csil:crir:s
Image Repositaries (View Members)
Bticrs v! Search the table... =BT
Select | Name ¢ | Image Count % | Managed By & | Description s
O ¥ KVMimagesrepo 2| PF-KVMOZ Image Repository
|:| | PowerVM-Repository 1| SN101D88E _VIOS1 Image Repository
O i pureflexrbl3.rtp.stglabs 2 pureflexrbl: stglz Image Repository
{4page 1 of1 M |1 * Selected: 0 Total: 3 Filkered: 3

Figure 5-8 Images Repositories window

The image repository is created from VMControl. For instructions to create an image
repository, as shown chapter 9.3, “Image repository for KVM” on page 328

h. One or more RHEL KVM hosts are set up and available:

¢ The KVM Platform Agent is downloaded and installed on the KVM hosts. For more
information, see 9.2, “KVM platform agent installation” on page 320.

* The KVM hosts are discovered, accessed, and inventoried from your IBM Flex
System Manager. For more information, see 9.4, “Creating KVM storage system
pools” on page 350.
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5. Set up storage by right-clicking a KVM host, selecting System Configuration, and

selecting Edit Host, as shown in Figure 5-9.

Virtual Servers and Hosts (=]
Virtual Servers and Hosts (View Members)
| Performance Summary | | | Aztizrs - | | ';u.—_r fthe: tabil=. ..
Select | Name Relsted Rezources L4 [+ Pas Type and Version $ | Access & | Problems 2
[0 {l pr-esxi-noded ToPelogy Perscactivas 4 Hypervizor 5.0.0 Box Hox
O & vmoo1 Create Group 1 | Windows® Server 2008 [l ok B information
O o vmo02 Configure IMM Network Windows® Server 2008 [l 0K B information
O {] PF-ES¥i-Noded Graphical View Hypervisor 5.0.0 B ok @ information
Il f] PF-HyperV-Mod Remove from Server System Pool Windows® Server 2008 GK Ol{
(] & VvMWindo| Rename... B ok Bok
[ (] PF-KVM-Noded asctc p| Lnuxe.z Box  Hox
O & VMRHELS[ Automstion » Box Mok
O 1 eF-kvm-noded  aysilasility 5 Linusx 6.2 B ok BEok
O 4l RHELE2vr Inventory » | Badwp and Restors Box
O & RHELE2V] Power On/Off p | Configuration Plans Bok
[l 4] vmRHELE[ Relzase Management » | Configuration Templates Box
[l {] PF-Powervm-n| Remote Access b | Creste Virtusl Server Hok
O o AlX-5C5 | Security ¥ | Cument Configuration im(
O & PF-Node System Configuration | ¥ Deployment History ; Bok
[il - | System Status and Health |} EditHost E
H4pPagelof2 #»n |1 Task Mansgement b | Server to Storage Mapping View
Service and Suppart j || Siotane
Properties Edit Location...
Cenfiguration Settings 4
Figure 5-9 Edit KVM host
6. Click Storage Pools.
7. Select the pool to create your virtual server disk as shown in Figure 5-10.
— Create New Disk
Select a storage pool, then click 'Apply' to enter additional settings.
Storage Pools
| ':'!:_:l—_r' _tl': tabil=...
Select | Pool Name & | Pool Locati & | Size (GB) £ | Available (1% | Pool Type 2 | Image Repository
O P-NGP01-Deploy Storwize V700 7817 7317 SAN es
(9] P-NGPO1-Infrastructure Storwize VWJ00 557 252 SAN Yes
@] P-NGPO1-Repository Storwize V700 1116 331 SAN Yes
[ P-NGROZ2-Deploy Storwize V700 7817 7487 SAN Yes
(9] P-NGPO2-Infrastructure Storwize V700 557 487 SAN Yes
@] P-NGPOZ2-Repository Storwize V700 1116 1030 SAN Yes
@] RErenneman-Test Storwize V700 3482 2074 SAN Yes
O RSL-Shared Storwize V700 58039 S6621 SAN Yes
H4pPagel1of1l #¥M |1 * Selected: 0 Total: 8 Filtered: 8

Figure 5-10 Create a KVM disk in a storage pool
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Remember: When you configure KVM hosts, specify the fully qualified name as the host
name, for example, hostname.company.com. Use the hostname command on the host to
determine the system name. If the host is not configured with its fully qualified host name,
the IBM Key Exchange providers might fail to exchange SSH keys during relocation. Also,
ensure that the host name and IP address for the target system are recorded correctly in
the Domain Name System (DNS) records.

SAN storage-based model

The SAN storage configuration looks more complex than the NFS solution but the block
storage-based model offers better performance and more flexibility.

The picture in Figure 5-11 shows a KVM virtualization environment with SAN storage.

— — —
L Q"ear'\‘;?eme“t =] KVM RHEL host
VMControl ]
————— : Platform agent
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I Storage control 1 . g
femmT e SAN storage controllers &
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r-r-—-———=""="="="="=—=<= 1 —
I Optional depending on ! — |>St0fage POO|S (arrays) =
I SAN controller i =
1 ! 5
1 | L
1 |B2| NetApp SMI-S I g
I |i] | storage provider — x [ . i
1= ; 2 =| RHEL image
: : o = | repository
1 Linux/Windows I DC_ = server
1 1 = _ .
O S — For a SAN repository, _
. this must be a physical L S| Eiben channal
= | Brocade SMI-S iz 2}\/@ Fibre channel
7 | switch provider - switches
2 Common agent
services
VMControl common
repository subagent

1

i |E2| NetApp SMI-S :
| ! |ll_| storage provider
— 1

) e e - | N

Figure 5-11 KVM virtualization environment with SAN storage

Implementing a SAN storage-based model has the following requirements:
» IBM Flex System Manager VMControl is activated.

» The Fibre Channel storage network is correctly cabled and configured with the appropriate

Fibre Channel switches. KVM virtualization with VMControl supports only SAN storage
over Fibre Channel. Typically, one of the fabric switches is configured with the zoning
information. Additionally, VMControl requires that the Fibre Channel network has hard
zoning enabled.
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» One or more RHEL KVM hosts are set up and available:

— Ensure that the RHEL KVM host is connected to the Fibre Channel network with a
supported adapter.

— The KVM Platform Agent is downloaded and installed.

— KVM hosts are discovered, accessed, and inventoried from your IBM Flex System
Manager.

» The SAN storage controllers (storage subsystems) are configured and storage pools are
set up with the wanted storage space and RAID levels for virtual disk images. Neither
VMControl or Storage Control will provision these RAID storage pools for you.

Requirement: Host definitions must include all worldwide port names (WWPNSs) for the
host (or hosts) they represent. The WWPNs are needed even if some ports are not
physically connected or active. This process avoids the potential problem of mapping a
single volume under different LUN IDs to the same host.

For example, assume that a KVM host has a Fibre Channel card with host ports
WWPN1 and WWPN2. An IBM Storwize V7000 storage subsystem defines host
definition KVM_Host1 for that host. Then, the host definition must contain both WWPN1
and WWPN2.

» A Fibre Channel switch provider is configured in environments where Brocade switches
are used. This role can be handled by the Brocade SMI-S Agent or the Brocade Network
Advisor.

» Storage subsystems, storage pools, and the Fibre Channel switch fabric are discovered
and inventoried by Flex System Manager for shared access from endpoints in the KVM
environment. These endpoints include KVM hosts and image repository servers as shown
in Figure 5-11 on page 107.

— Encryption keys are needed for the IBM Storwize V7000. The encryption keys are used
for discovery enablement and to enable IBM FlashCopy®. If necessary, generate an
encryption key file in OpenSSH format for your SAN device and store this file on your
Flex System Manager server. For more information about generating an encryption key
file for your storage, see your SAN storage device’s documentation.

— Use the manage7000 command to define your storage data source. This command
pushes your pub key and enables SAN storage discovery and inventory collection
through Storage Control. For more information, see 6.12, “Discover and manage
external Storwize V7000” on page 234.

Tip: If you have many switches, zones, or zone groups that are defined on a fabric
switch, the inventory collection task might show an error after the default Flex System
Manager timeout period expires. However, zone inventory collection continues to run in
the background.
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» The image repository is set up and meets all of the following requirements. The image
repository is used for storing and deploying virtual appliances.

The image repository server is connected to the Fibre Channel network with a supported
Fibre Channel HBA. For more information about adapters, see this website:

http://publib.boulder.ibm.com/infocenter/flexsys/information/topic/com.ibm.sdnm
.adv.helps.doc/fncO_r_network_ctrl_planning.htm]

— Common Agent is installed on your image repository server. For more information, see
9.3, “Image repository for KVM” on page 328.

— VMControl Common Repository subagent is installed on the image repository server.
For more information, see 9.2, “KVM platform agent installation” on page 320.

— The image repository server is discovered and inventory is collected on it.
— The image repository is created from VMControl. For more information about creating
an image repository, see 9.3, “Image repository for KVM” on page 328.
» Verify that Flex System Manager and VMControl can manage the environment.
— Run dumpstcfg to see the storage configuration information.
Example output:

Host Accessible Containers

NAME: STORAGE SUBSYSTEM/POOL
IBM Host0l:  Storwize V7000-2076/RAID5 Pool KVM
Storwize V7000-2076/RAID0_Pool 800GB

IBM Host01 is a KVM host, Storwize V7000-2076 is the storage subsystem, and the
KVM host can access both the RAID5_Pool_KVM and RAIDO_Pool_800GB storage
pools. This output indicates that inventory collection has correctly modeled connectivity
from the host to the storage.

Additionally, verify that the image repository server can access the SAN storage
containers in the same way.

— Run testluncreate to verify that the SAN storage configuration is complete. The
command tries to allocate a volume on a subsystem and storage pool, then attach it to
a host. This host can be your image repository server.

— If dumpstcfg or testluncreate shows problems, there might be a configuration
problem. Correct the problem and collect inventory again on each endpoint, farm,
storage, and switch resource.

Supported hosts, Linux versions, and firmware versions

KVM virtualized environments must run on X-Architecture compute nodes. Hosts require Red
Hat Enterprise Linux version 6.2, 6.3, or 6.4 with KVM installed.

Supported networks
VMControl supports the following network configurations for the KVM hypervisor:

» Virtual Ethernet Bridging (VEB)

» Virtual Ethernet Port Aggregator (VEPA) network (requires IBM Flex System Manager
Network Control and that the host is in a network system pool)

» Limited support for KVM hypervisor networks

Tip: Use paravirtualized (virtio) drivers for enhanced performance. Use Virtio and e1000
model configurations for virtual network server adapters.
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Supported storage
The model includes the following image repository and virtual disk storage options:

» NFS version 3 server running on RHEL version 6.2 and 6.3.

» NFS version 3 server running on RHEL version 6.2, 6.3, and 6.4 with KVM installed.

» Supported SAN devices. For more information about storage products support, see this
website:
http://publib.boulder.ibm.com/infocenter/flexsys/information/topic/com.ibm.acc.
common.nav.doc/network_integration_planning.htm]

Supported tasks
In the KVM virtualization environment, you can perform these tasks:

» Create and delete NFS storage pools on a host

» Create and delete NFS or SAN virtual disks

» Suspend or resume virtual servers and workloads (without release of resources)
» Create, edit, and delete virtual servers

» Power operations for virtual servers

» Relocate virtual servers

» Turn maintenance mode on and off for hosts that are in server system pools

» Import a virtual appliance package that contains one or more raw disk images

» Capture a workload or virtual server into a virtual appliance

» Deploy a virtual appliance package to a new virtual server with hardware and product
customizations

» Deploy a virtual appliance package to an existing virtual server with adequate resources
» Start, stop, and edit a workload
» Create, edit, and delete server system pools

» Create, edit, and delete network system pools (if you are using IBM Flex System Manager
Network Control with VMControl)

» Adjust the virtualization monitor polling interval for KVM by using the
KvmPlatformPollingInterval parameter

Tip: To enable remote control access on your KVM, follow the instructions at this website:

http://publib.boulder.ibm.com/infocenter/flexsys/information/index.jsp?topic=%2
Fcom.ibm.director.vim.helps.doc%2Ffsd0 vim t access _kvm remotely.htm]

KVM requirements

In addition to the packages required by the KVM platform agent, the genisoimage.x86_64
package must also be installed for VMControl support. For more information, see 9.2, “KVM
platform agent installation” on page 320.

Remember: These packages might be available from your installation software.

The following commands open required ports in the IPv4 firewall on the KVM host:
» iptables -A INPUT -p tcp --dport 427 -j ACCEPT
» iptables -A INPUT -p udp --dport 427 -j ACCEPT
» iptables -A INPUT -p tcp --dport 22 -j ACCEPT
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» iptables -A INPUT -p tcp --dport 15988 -j ACCEPT
» iptables -A INPUT -p tcp --dport 15989 -j ACCEPT

> service iptables save

Considerations:

» The SSH service must be configured and running on the KVM host so that an SSH
remote service access point for port 22 gets created for each host. These access points
are in addition to the CIM RSAP on ports 15988 and 15989.

» When a SAN storage solution is being used, you must have at least several megabytes
of free file system space under /var/opt/ibmand /var/1ib/1ibvirt on the KVM host.
The user that is employed to request access to the host from ISD must have authority to
write to these directories.

Restrictions
For more information, see the Restrictions section at this website:

http://publib.boulder.ibm.com/infocenter/flexsys/information/index.jsp?topic=%2Fco
m.ibm.director.vim.helps.doc%2Ffsd0_vim_r_kvm.htm]

5.2.3 Planning for PowerVM virtualization

This section describes the requirements and support for AlX and Linux virtual appliances,
virtual servers, and workloads in the Power Systems virtualization environment.

There are two types of architectures to implementing PowerVM base virtualization through
Flex System Manager:

» Requirements and support for AlX using Network Installation Manager (NIM)
» Requirements and support for AlX, IBM i, and Linux using Storage Copy Services (SCS)

Requirements and support for AIX using Network Installation Manager

This section describes the requirements and support for AlX virtual appliances, virtual
servers, and workloads in a Power Systems virtualization environment that relies on AIX NIM.

Requirements for AIX using NIM

The following diagram shows an example Power Systems virtualization environment for AIX
virtual appliances, virtual servers, and workloads that rely on NIM.
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Figure 5-12 shows an example Power Systems virtualization environment for AIX virtual
appliances, virtual servers, and workloads that rely on NIM.
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Figure 5-12 AIX using NIM system diagram

Implementation of a virtualization environment based on PowerVM has the following
requirements:

>

>

IBM Flex System Manager is installed on a supported server.

IBM Flex System Manager VMControl Standard Edition or IBM Flex System Manager
VMControl Enterprise Edition is activated.

At least one NIM master is available.

IBM Flex System Manager Common Agent and the VMControl NIM subagent are installed
on the NIM master.

IBM Flex System Manager recognizes this NIM master as a VMControl image repository.
The /export/nim filesystemin which the virtual appliances are stored must not be NFS
mounted to the NIM master. The NIM master exports this file system itself, and NFS does
not support export of a mounted file system.

Remember: The image repository is shown as a stand-alone server in the diagram.
However, the image repository can also be on the same Power Systems server that
hosts the AIX virtual servers that you can capture from and deploy to using VMControl.

At least one IBM POWER7 compute node exists to host virtual servers that you can
capture from and deploy to using VMControl.
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» The IBM Power server is typically attached to a SAN as shown in the diagram. The SAN is
used for the virtual disks of the virtual servers that are hosted by the IBM Power server. If
you expect to use VMControl Enterprise Edition server system pools or do virtual server
relocation on your own, a SAN is required. If not, disks that are local to the IBM Power
server and virtualized by the Virtual I/O Server (VIOS) can be used as an alternative.

» Though not shown in the diagram, multiple VIOS virtual servers and multipath 1/0 (MPIO)
are supported.

Supported operating systems and firmware versions
You must use the following AIX and firmware versions in this environment:

» NIM master: The NIM master must be AlIX 6.1 TLO3 or newer.

Requirement: The level of AIX on the NIM master must be the same or higher than the
level of AlX on the virtual servers that you capture or the virtual appliances that you
deploy.

» Virtual I/O Server (VIOS): For POWER?7, use a minimum of VIOS 2.2.1.0 and all available
updates.

» Virtual appliances: You can capture any AIX Version 5.3, AIX Version 6.1, or AIX Version
7.1 virtual server or workload as a virtual appliance. You can import or deploy any AlX
Version 5.3, AIX Version 6.1, or AlX Version 7.1 virtual appliance.

Supported tasks
In this environment, you can perform these tasks:

» Create, edit, and delete virtual servers
» Relocate virtual servers
» Import a virtual appliance package that contains an AIX mksysb image

» Capture an AIX workload or virtual server, an AlX mksysb image file or NIM resource, or
an IX Ipp_source directory or NIM resource

» Deploy an AlIX mksysb or Ipp_source virtual appliance
» Group virtual servers to create a workload

» Start, stop, and edit a workload

» Create, edit, and delete system pools

Requirements for AIX, IBM i, and Linux using storage copy services

This section describes the requirements and support for AlIX, IBM i, and Linux virtual
appliances, virtual servers, and workloads in a Power Systems virtualization environment that
relies on storage copy services (SCS).
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Figure 5-13 shows an example Power Systems virtualization environment for AlX, IBM i, and
Linux virtual appliances, virtual servers, and workloads that rely on SCS.
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Figure 5-13 AlX, IBM i, and Linux using storage copy services system diagram

These environments have the following requirements:

» IBM Flex System Manager is installed on a supported server.

» IBM Flex System Manager VMControl Standard Edition or IBM Flex System Manager
VMControl Enterprise Edition is activated.

» A Virtual I/O Server (VIOS) virtual server exists on an IBM Power server to host the image
repository. The repository is used to store the raw disk images that are associated with
your AlX, IBM i, and Linux virtual appliances.

Tip: You can have multiple repositories. However, repositories that are on separate IBM
Power servers require special configuration. The image repository virtual servers must
have access through a VIOS to the same shared SAN as the AlX, IBM i, and Linux

virtual servers that they will capture and deploy.

» The IBM Flex System Manager Common Agent and VMControl Common Repository
subagent are installed on the VIOS that you want to use as an image repository.

» At least one IBM POWER7 compute node exists to host virtual servers that you can
capture from and deploy to using VMControl.

Consideration: If manual or automated virtual server relocation capabilities are
needed, multiple IBM Power 6 or 7 servers are required.
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» All AlX, IBM i, and Linux virtual servers to be captured from or deployed to using
VMControl have their storage allocated from the SAN. They also must be provided through
one or more VIOS virtual servers. These virtual servers must use virtual Ethernet
connections that are provided through one or more VIOS virtual servers. These virtual
servers must not have any physical devices that are allocated from the IBM Power server.

» For Virtual I/O Server Version 2.2, any virtual servers that you capture and any virtual
appliances you deploy use the same storage pool as the image repository in which you
store the virtual appliances.

Supported operating systems and firmware versions

You must use the following operating systems and firmware versions in this SCS-based
Power Systems virtualization environment:

» IBM Flex System Manager: You can use any IBM Flex System Manager with VMControl
Standard Edition or VMControl Enterprise Edition activated.

» Virtual I/O Server (VIOS): For POWER?7, use a minimum of VIOS 2.2.1.0 and all available
updates.

» IBM Power firmware: For POWER7 processor-based servers, use a minimum of FW7.2
and all available updates.

Supported tasks

In a Power Systems virtualization environment for AlX, IBM i, and Linux that relies on SCS,
you can perform the following tasks:

Create, edit, and delete virtual servers

Import virtual appliance packages that contain an AlX, IBM i, or Linux raw disk image
Capture an AIX, IBM i, or Linux workload or virtual server (logical partition)

Deploy an AlIX, IBM i, or Linux raw disk image virtual appliance

Group virtual servers to create a workload

Start, stop, and edit a workload

vVvyYvyvyYYyvyy

In a Power Systems virtualization environment for AIX and Linux that relies on SCS, you can
perform the following additional tasks:

» Relocate virtual servers
» Create, edit, and delete system pools

5.2.4 Planning for VMware virtualization

This section describes the requirements and support for the VMware virtualization
environment on IBM Flex System Manager VMControl.

Chapter 5. Planning for IBM Flex System Manager management 115



116

VMware ESX and VMware ESXi hosts managed by VMware vCenter
Figure 5-14 shows a virtualization environment with VMware vCenter managing VMware ESX
and VMware ESXi hosts.
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Figure 5-14 Diagram of VMware vCenter virtualization environment

This scenario has the following requirements:

IBM Flex System Manager is installed on a supported server.
IBM Flex System Manager VMControl is activated.

»
»

Remember: To start the VMware Infrastructure Client or the VMware vSphere Client
from IBM Flex System Manager VMControl, the client must be installed on the IBM Flex
System Manager system. It must also be on any system that you use to log in to the
IBM Flex System Manager web interface.

VMware vCenter is installed on an x86-compatible system. IBM Flex System Manager and
VMControl require that the operating system (OS) that VMware vCenter is running on is
an x86-compatible system with an OS based on Microsoft Windows.

VMware ESXi exists to host virtual servers that you can manage by using VMControl.
VMware ESXi is managed by VMware vCenter.

VMware vCenter system is discovered and the request access task is complete. After the
request access task completes, the Configure Access task shows the vCenter protocol in

OK state.
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Requirement: If you installed VMware vCenter with a non-default port number, you must
create a VMware vCenter Server Discovery profile by using the Discovery Profile wizard.
Specify the unique port number in the profile that you create. Then, use the profile to
discover the VMware vCenter system. For more information, see “Managing discovery
profiles” at this website:

http://publib.boulder.ibm.com/infocenter/flexsys/information/topic/com.ibm.dire
ctor.discovery.helps.doc/fqm0_t managing_discovery profiles.html

Supported versions
VMControl supports the following virtualization software:

» VMware vCenter 4.x (capable of managing the following supported hosts): VMware ESX
4.x and VMware ESXi 4.x

» VMware vCenter 5.x (capable of managing the following supported hosts): VMware ESX
4.x, VMware ESXi 4.x, and VMware ESXi 5

» VMware ESX 4.x stand-alone software

Supported tasks
In the VMware vCenter virtualization environment, you can perform the following tasks:

Create, edit, and delete virtual servers

Create a DataCenter or Cluster by using the Create Virtual Farm wizard

Add a host to a DataCenter or Cluster by using the Add host to farm function

Remove a host from a DataCenter or Cluster by using the Remove host from farm function
Relocate virtual servers

Put a host into maintenance mode

Remove a host from maintenance mode

vVvVvyVvYyVvYyYVvYYyvYyYy

VMware ESX stand-alone software
Figure 5-15 shows the VMware ESX virtualization environment.
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Figure 5-15 Diagram of the VMware ESX virtualization environment

This scenario has the following requirements:

» IBM Flex System Manager is installed on a supported server.

» IBM Flex System Manager VMControl is installed on the IBM Flex System Manager.
» VMware ESX exists to host virtual servers that you can manage by using VMControl.
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» IBM Flex System Manager Common Agent and the VMware ESX subagent are installed
on the VMware ESX system.

» Using IBM Flex System Manager Network Control network system pools with VMware to
provision new network configurations and provide automated network relocation requires
special configuration. SNMP must be enabled on all the VMware hosts to be included in
the network system pool. To enable SNMP, log on as root and issue the following
command:

service snmpd start

Supported versions
VMControl supports the VMware ESX 4.x stand-alone virtualization software.

Supported tasks
In a VMware ESX virtualization environment, you can perform the following tasks:

» Create, edit, and delete virtual servers
» Create, edit, and delete virtual farms
» Relocate virtual servers

5.2.5 Planning for Hyper-V virtualization

Flex System Manager is able to manage basics tasks for the Microsoft Hyper-V hypervisor.
You can start, stop, restart, suspend, create, and delete your virtual servers that are running
on Microsoft hypervisors with same tool that manages the other hypervisors on the market.

This section describes the requirements and support for the Windows Server 2008 and
Windows Server 2012 Enterprise, Standard, and Datacenter x64 Editions with Hyper-V role
enabled virtualization environment on IBM Flex System Manager VMControl.

Figure 5-16 shows the Windows Server 2008 and Windows Server 2012 with Hyper-V role
enabled virtualization environment that is managed by IBM Flex System Manager.
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Figure 5-16 Hyper-V architecture that is managed by FSM

This scenario has the following requirements:
» IBM Flex System Manager is available in your PureFlex chassis.
» IBM Flex System Manager VMControl is activated.
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» Windows Server 2008 Standard, Enterprise, and Datacenter x64 Editions with Hyper-V
role enabled is installed on an x86-compatible system.

» Windows Server 2012 Standard and Datacenter x64 Editions with Hyper-V role enabled is
installed on an x86-compatible system.

» IBM Flex System Manager Common Agent or Platform Agent is installed on the host. For
more information, see 12.1, “Initial setup tasks for a Hyper-V node” on page 556.

Supported versions
VMControl supports the following software virtualization versions:

» Windows Server 2008 Standard, Enterprise, and Datacenter x64 Editions with Hyper-V
role enabled, Release 2 virtualization software.

» Windows Server 2012 Standard and Datacenter x64 Editions with Hyper-V role enabled,
Release 3 virtualization software.

Supported tasks

In this environment, you can create, edit, and delete virtual servers, then start, stop, restart,
and suspend your virtual servers.
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IBM Flex System Manager initial
configuration

This chapter describes the initial setup steps that are required for IBM Flex System Manager
(FSM)-based systems management. This process includes the following tasks:

»

| 2

>

Initial configuration of the FSM
Discovery and inventory collection:

— Chassis components

— Operating systems

— External storage devices

Firmware updates:

The FSM

Chassis Management Module (CMM)
Compute nodes

|

I/O modules
Operating system deployment

This chapter discusses the following topics:

»

2

>

>

>

6.1, “IBM Flex System Manager Setup Wizard” on page 123

6.2, “Updating Flex System Manager” on page 137

6.3, “Selecting chassis to manage” on page 138

6.4, “Configuring centralized user management” on page 142

6.5, “Configuring chassis components” on page 144

6.6, “Configuring compute nodes using Configuration Patterns” on page 150
6.7, “Deploying compute node images” on page 168

6.8, “System discovery, access, and inventory collection” on page 176

6.9, “Updating chassis components” on page 189
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» 6.10, “Manage Feature-on-Demand keys” on page 216
» 6.11, “Flex System V7000 Storage Node initial configuration” on page 223
» 6.12, “Discover and manage external Storwize V7000” on page 234

» 6.13, “Overview of Flex System V7000 and Storwize V7000 systems management
(Storage Control)” on page 241

» 6.14, “External Fibre Channel SAN switch discovery” on page 247
» 6.15, “Configuring network parameters (Network Control)” on page 256
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6.1 IBM Flex System Manager Setup Wizard

IBM Flex System Manager (FSM) is an appliance that comes with all required software
preinstalled. When this software stack is started for the first time, a startup wizard is initiated.
This wizard guides you through the required configuration process, such as licensing
agreements and Transmission Control Protocol/Internet Protocol (TCP/IP) configuration for
the appliance.

When configuration is complete, the FSM is ready to manage the chassis in which it is
installed and other chassis, up to four. After the chassis is managed, individual components,
such as compute nodes and switches, can also be managed.

Requirement: At the time of writing, IBM Flex System Manager is required for any
configuration that contains a Power Systems compute node.

It is also anticipated that IBM Flex System Manager is preconfigured to manage the initial
chassis. In that event, the steps in this section are not required unless IBM Flex System
Manager is being reinstalled.

FSM is based on an x86 compute node, and it has the same options for obtaining an initial
console. You can use the Integrated Management Module 1l (IMM2) remote console. Or, use
the supplied dongle and front port on the FSM node to connect directly to a keyboard, display,
and mouse or a console manager unit.
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To monitor the FSM startup process, connect a console to the FSM management node:

1. From the IBM Chassis Management Module web interface, right-click the Flex System
Manager node in the Chassis Map, then select Launch Compute Node Console, as

shown in Figure 6-1.

‘ IBM Chassis Management Module

System Status  Multi-Chassis Monitor  Events ~  Service and Support »  Chassis Management ~ Mgt Module Management = | Search. . .

itsoFlex1 | change chassis name || System Information ~

Chassis Graphical View | Chassis Table View | Active Events

Power On
Power Off
Shutdown 0OS and Power Off

Restart Immediately
S Restart with Non-rmaskable Interrupt (MMI)

. Restart System Mgmt Processor

. | Launch Compute Node Console
Details for Node 03 inager Node
‘ Manage LEDs
|
Events Generg Bootito,5M5 Menu if_n\fironmentals 10 Connectivity | SOL Status | Boot Seguence LEDs Boot Mode

Figure 6-1 Launching Flex System Manager Console

2. The Launch Node Console window opens. Select HTTPS in the Protocol field and click

Launch, as shown in Figure 6-2.

-

Launch Node Console

Interface IP:  |9.42.171.15
Context: |Remote Presence

Protocol:  HTTPS

Temporary login credentials expire in 46 second(s)
it the Launch button is not clicked.

Figure 6-2 Launch Node Console window

Accept all security certificate exceptions if any. FSM’s Remote Control window opens.
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3. In the Remote Control window, click Start remote control in single-user mode, as
shown in Figure 6-3. Clicking this button starts a Java applet on the local desktop that will

be a console session to the FSM.

IBM Integrated Management Module I

System Status Events »  Service and Support »  Server Management = IMM Management

Remote Control

USERID

n
[11]

ttings

Allows you to control the server at the operating system level. & new window wil appear that provides access to the Remote Disk and

functionality. The Remote Disk functionality is lhunched from the Remote Console window, "Tools" drop-down menu. (Mote that the Ren

not. .. more. ..
Guide for Rermote Disk and Remote Consaole

Use the ActiveX Client

= Use the Java Client

g Your current browser Java version (1.6.0.0) is supported for use with remote control.

Encrypt disk and KVM data during transmission

Allow others to request my remote session disconnect

| Start remote control in single-user mode |
Gives you exdusive access during the remote session,

| Start remote control in multi-user mode |
Allows other users to start remote sessions while your session is active.

Remote Control Session in Progress

If all sessions are currently consumed, you can send a request to disconnect one of the available sessions.
| Refresh |
User Mame ~  Active Sessions Awailability for Disconnection Timeout Value

Mo active session is in progress.

Figure 6-3 Starting remote console from IMM2
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Figure 6-4 shows the Java console window opened to the FSM appliance before powering
on.

File View Macros Tools Help

<<<<VideoStopped OutOfRange>>>>

Figure 6-4 FSM console in power off state

4. The FSM can be powered on from several locations, including the physical power button
on the FSM, or from the CMM. For this example, the Tools — Power — On option from
the remote console menu, as shown in Figure 6-5, is used.

File View Macros To-ols| Help
Session Options r
Power » On
Single Cursor Off
Stats Reboot
Sync LED Status Cycle
Launch RDP

Launch Virtual Media

<<<<VideoStopped_ OutOfRange>>>>

Figure 6-5 Powering on the FSM from the remote console session
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While the FSM powers up and boots, the process can be monitored. No input is accepted
until the License Agreement window, which is shown in Figure 6-6, is displayed.

Agreements:

IEM Programs:
IBM Flex System Manager
Separately Licensed Code

Third Party Licenses:
Red Hat EULA

IBM Flex System Manager License Agreement

License agreement language: English -

Agreement text:

By clicking on | agree, you agree that (1) you have had the opportunity to review the terms of all agreements presented below and (2} such terms govern
this transaction. If you do not agree, click | do not agree.

International Program License Agreement
Part 1 - General Terms

BY DOWMNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON AN "ACCEPT" BUTTOMN, OR OTHERWISE
USING THE PROGRAM, LICENSEE AGREES TO THE TERMS OF THIS AGREEMEMNT. IF YOU ARE ACCEPTING
THESE TERMS ON BEHALF OF LICEMSEE, YOU REPRESENT AMND WARRANT THAT YOU HAVE FULL AUTHORITY
TO BIND LICENSEE TO THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

* DO NOT DOWNLOAD, INSTALL, COPY, ACCESS, CLICK OMN AN "ACCEPT" BUTTOMN, OR USE THE PROGRAM;
AMND

* PROMPTLY RETURMN THE UNMUSED MEDIA, DOCUMENTATION, AND PROOF OF ENTITLEMENT TO THE PARTY
FROM WHOM IT WAS OBTAINED FOR A REFUND OF THE AMOUNT PAID. IF THE PROGRAM WAS DOWNLOADED,

OESTRONW A1 CODIES OF THE DROGERAR ﬂ
You can view and print copies of the above referenced agreements by selecting an agreement and clicking Print.
‘ | agree H | do not agree ‘ ‘ Print ‘
Figure 6-6 FSM license agreement
5. Click I agree to continue. The startup wizard’s Welcome window opens as shown in
Figure 6-7. Click Next.
= Welcome Welcome
SLL R Use this wizard to complete the following set up tasks to install and configure the system:
Password
Nefwork Topology Sefup Prerequisites
[P Address (ethO}) # Dare and Time
IP Address (eth1) # Sef the system level User IN and password
Hestand Cateeey #® Configure I Addresses
NS
i # Configure host name and gateway
# Configure Nomain Name System (NNS)
= Back Next = Finish Cancel
Figure 6-7 FSM Welcome window
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6. From the Date and Time window that is shown in Figure 6-8, set the time, date, time zone,
and Network Time Protocol server, as needed. Click Next.

Welcome Date and Time
Date and Ti ‘ 5 5
> fme Set the date and time and select the correct time zone for the system, if necessary.

Password
Network Topol

etwork Topology e
1P Address (ethO) Det 4, 2013 J= |
IP Address (ethl) Time:
Host and Gateway 4:48:18 PM —
NS Time zone:

America | ¥ | New Yark - ]

Summary

Automarically adjust clock for Daylight Saving Time (DST)

Network Time Protocol (NTP) Server
Specify an NTP server To aufomatically synchronize the system clock periodically.
Time server hostname or [P address:

| Add =
MNTF version netspecified |+ Remove J

[] Use NTF authentication

Key index:

Key Type: M - MD5

i

Key: |

Learn more about a network time pIOIOC0| Server

< Back Next = Finish Cancel

Figure 6-8 Setting the FSM date and time

7. Create a user ID and password for accessing the GUI and CLI, as shown in Figure 6-9.
User ID and password maintenance, including creating more user IDs, is available in IBM
Flex System Manager after the startup wizard completes. Click Next.

Welcome System-Level User ID and Password
Datend ime Enter a user ID and password for the systemi-level access user. The default user ID is USERID, which matches the

= Password CMM user ID. This password will be applied to all local administrative accounts, including pe (product engineer) and
Nerwork Topology root.

I Address (eth0)

IP Address (ethl) Password quality rules.

*User IN: USERID
i *New password:
*Confirm password:

Summary 7
Group: smadmin

Host and Gateway

MNofe: You can change this password and add additional users after sefup is complefe.

< Back Next = Finish Cancel

Figure 6-9 FSM system level user ID and password step
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8. Network topology options include separate networks for management and data, or a
single network for both data and management traffic from the chassis. Generally, have

separate management and data networks. To simplify this example, a combined network

is configured, as shown in Figure 6-10.

Welcome

Date and Time
Password

> Network Topology
P Address (eth0)
P Address (ethl)
Host and Gateway
NS

Summary

Network Topology

There are two possible network topologies that can be configured for Flex Systern Manager (refer to network
diagrams below). You can either separate your management and data networks by configuring ethQ for
management and ethl for data, or configure only eth( to use the same network for both data and management.

Learn more abouf planning and configuring your network topology.

Select your current network Topology configuration:

® One network for both data and management traffic.
O separate networks for data and management traffic.

Single Management and Data Network

Enterprise

Fower

System x
compule node | Syalems
compule node

WO bay 1 10 by 2

i WanagamentData Matwork ™,

[]Enable IPv6 Stateless Auto Configuration

Learn more

Figure 6-10 FSM network topology options

9. Click Next to continue to the IP network configuration.
The LAN adapter (eth0) is from the FSM management network that allows FSM to

communicate on the chassis management network. Traffic from this adapter flows through
the Chassis Management Module and uses the CMM physical connection to the network.

The LAN adapter for data network (eth1) is not available because we selected One

network for both data and management traffic in the previous step. Eth1 represents the
integrated Ethernet ports or LAN on motherboard (LOM) on the FSM management node.
Traffic from this adapter flows through the Ethernet switch in the first I/O switch bay of the

chassis.
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The IP configuration for the ethO interface is shown in Figure 6-11. This window allows the
selection of Dynamic Host Configuration Protocol (DHCP) or static IP options for IPv4 and
IPv6 addressing. Select the options that you want, enter the information as required, then

click Next.
Welcome Configure IP Address for eth()
5 ; . . g :
Dateandiine Configure the IP addresses for LAN adapter (ethQ). If the adapter is configured for DHCP and is unable to get an IP
Password address, the management server will not start.
Network Topology
= IP Address (ethd) LAN inferface address: 5C:F3:FC:5F:5E:8C ethO (Management/Tata Network )
Host and Gateway Configured IPv6 Link-Local address: fe80:0:0:0:5ef3:fcffife5f:5e8c
DNS [ Pv4 address:
Summary O Obtain an IP address automatically

® Use the following IPv4 address:

Static IP address: [9.42.170.223
Network mask: |255.255.254.0
[ Pv6 address:
O Use DHCPV6 To configure IP seltings
(® Use the following IPv6 address:

Specify new static I'v6 address information and click Add:

Pv6 address: |

Prefix length: | add

< Back Next = Finish Cancel

Figure 6-11 FSM LAN adapter configuration
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10.After IP address assignment, the host name and gateway are configured as shown in
Figure 6-12. Enter the host name, domain name, and default gateway address. Ensure
that the IP address and the default gateway adapter are correct. Click Next to continue.

Tip: The host name of the FSM must be available on the domain name server.

Welcome Configure Host and Gateway

D i . .
e Specify host name, domain name and the default gateway address.

Password

Network Topology *Hnst name: femr

IP Address (eth0) *Nomain name: [tsoralibmcom
= Hostand Gateway *Defaull Gateway address: [8.42.1701

NS

Summary

< Back Next = Finish Cancel

Figure 6-12 FSM host name and gateway configuration
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11.You can enable the use of a Domain Name System (DNS) service and add the address of
one or more servers and a domain suffix search order. Enter the information as shown in
Figure 6-13 and click Next to continue.

Welcome Configure Domain Name System (DNS)

et Enable DNS services and configure the search order for DNS servers and domain suffixes.
Password

Network Topology See a list of services that require a working DINS.

P Address (eth0) Enable NS services

Host and Gateway NS server:
= DNS [ add
Summary List of DNS servers:
ZI Up
Down
j Remove
Domain suffix:
| Add
List of domain suffixes:
- Up
awn
j ove

Note: If you enable DINS services and are not using DHCF, make sure you updare your I'NS server with your specified host name, or
network validation will fail.

< Back Next = Finish Cancel

Figure 6-13 FSM DNS services configuration

132 Implementing Systems Management of IBM PureFlex System



12.The summary window of all configured options is displayed as shown in Figure 6-14. To
change a selection, click Back. If no changes are needed, click Finish.
Welcome Summary
Date and Time 3 o a q o g . . .
Review the following settings, then click Finish. To change any other settings, click Back.
Password
Metwork Topology Date and Time
P Address (eth0) Date: oct4,2013
Host and Galeway Time: 4:54:28 M
DNS Time zone: America/MNew York
= s 5 Time servers: None
Adapter ethi)
LAN inferface address: eth0 5CF3FCSFSESC
IP address: 9.42.170.223
Neftwork mask: 255.255.254.0
Host and Gateway
*Hosl name: fsml
*DNomain name: itso.ralibm.com
*Default Gateway address: 9.42.170.1
Configure Domain Name System (DNS)
Enable DNS services: false
Perform network validarion when the wizard is complefe. If errors are defected, you will be refurned fo the welcome page To correct them.
Warning: The management server requires a working network configuration when it starts for the first fime. If you choose not to perform
network validation and recovery when the sefup wizard is complefe, the management server might not starf, or might fail o function properly. If
this occurs, you must have a physical connection fo The console fo correct the problem before using the management server.
= Back Next = Finish Cancel
Figure 6-14 FSM startup wizard summary window
Important: Do not check the Perform network validation check box if the Domain
Name System (DNS) is not available or not configured.
Chapter 6. IBM Flex System Manager initial configuraton 133



Next, the final configuration and setup proceeds automatically without the need for more
input. Figure 6-15 shows the processing status display.

System Setup Processing

This page shows processing information for the Sefup wizard. Affer the setup fasks are complefed, click Continue o proceed.

%ﬁ; The syslem sefup is in progress..... x

Sefup task status and progres: defails:
T
Date and Time % SlCCess 10/4/13 4:55:44 PM  10/4/13 4:55:44 PM
Selling password % In Progress 10/4/13 4:55:44 PM  —
HosT and Gateway (& Not Started  — -

Figure 6-15 FSM system setup processing status

Figure 6-16 shows the message when the processing is complete.

System Setup Processing

7l Congratulations. All setup tasks completed,

Setup fask sfatus and progress defails:

Sefup Task STatus Start Time Stop lime
Iare and Time S cuccess  10/4/13 4:55:44 PM 10/4/13 4:55:44 PM
Selfing password {a’b-_' Success 10/4/134:55:44 PM 10/4/13 4:56:24 PM

Hostand Gateway "j"_'.uccess 10/4/13 4:56:24 PM 10/4/13 4:56:24 PM

Figure 6-16 FSM system setup processing completed

Figure 6-17 shows the message when the server is being started.

8\ Attention: The web server is being restarted as part of the setup process. Network sefup and validation can take up to 15 minutes, after which the setup
process will continue for approximately 30 minutes. If there are network errors, you will receive notification within 15 minutes, after which the setup process

can continue unattended. Do not close this page or refresh your browser window.

3¢ Please wait while the network settings are being applied

Figure 6-17 FSM startup

134 Implementing Systems Management of IBM PureFlex System




Figure 6-18 shows the startup process display.

I ztarting console O]

Current Time:Mon Dec 03 21:33:43 EST 2011

Warning:

Do not reboot or power off the system until the system becomes
Active, This process can take up to 1 hour. Rebooting or powering off
the system before it becomes Active may corrupt the installation thus
requiring a reinstall.

Starting console...

Ferver status is:lnactive
Server status is:lnactive
Server status is:lnactive
Server status is:lnactive

Server status is:atarting

Figure 6-18 FSM startup status

13.When the startup is completed, the local browser on the FSM also starts. Accept any
security certificate exceptions. With the security exceptions cleared, the login window of
the IBM Flex System Manager GUI is displayed. Enter the credentials that you entered in
the startup wizard, and click Log in as shown in Figure 6-19.

IBM Flex System Manager™

User ID:

Password:

Licensed Materials - Property of IBM Corp. IBM Corporation and other(s) 2008,
2013, IBM is a registered trademark of the IBM Corporation, in the United
States, other countries, or both.

Figure 6-19 FSM login window
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The Home window with the initial setup tasks that must be completed to configure the
FSM for the first time opens as shown in Figure 6-20.

IBM Flex System Manager™ Welcome USERID Problems 0@ o Compliance 0@ o

J'- R x\ I--- Select Action --- ;I

Help Logout

Home 4]
Use these tabs to perform some initial setup tasks, view or activate plug-ins, perform Check and Update Flex System Manager
administration tasks, and access additional information. Information Center

Initial Setup Additional Setup @ Plug-ins Administration Applications Learn

Perform the following initial setup tasks to set up IBM Flex System Manager™ for the first time.

Check and Update Flex System Manager
Obtain and install updates for IBM Flex System Manager™. This will require a restart
of [BM Flex System Manager™.

':_?;I Learn more about checking and updating IBM Flex System Manager™ firmwares.

Select Chassis to be Managed

View all chassis and Flex Systerm Managers in your envireonment and select which to
manage.

You are currently managing 1 chassis. View chassis

Configure Chassis Components
Configure basic settings for chassis components including compute nodes, storage
nodes, and I/O modules.

Deploy Compute Node Images

For Red Hat Enterprize Linux 6.2-6.4, Red Hat Enterprize Linux 6.2-6.4 with
Kernel-based Virtual Machine (KVM) and VMware vSphere 5.1 with IBM Customization,
vou can deploy the image directly from the Flex System Manzger to System x
compute nodes. To deploy other operating systems., or to deploy to System p
compute nodes, see the link below for more information.

@ Learn more about deploying cperating systems.

Update Chassis Componenis
Update chassis components including compute nodes, storage nodes, and /O
modules.

Launch IBM FSM Explorer
IBM FSM Explorer iz an easy way to find and browse resources, monitor status and
' aevents, and launch management tasks.

Figure 6-20 FSM Home window with the initial setup tasks

The startup wizard and initial login are complete. The FSM is ready for further configuration
and use. The example used a console from the remote console function of the IMM2 initiated
through the CMM. A secure browser session can now be started directly to the FSM
management IP interface (eth0).
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6.2 Updating Flex System Manager

When you first log in to the FSM web console, the Initial Setup window opens as shown in
Figure 6-21. The goal of this window is to provide the logical steps to follow to update Flex
System components.

Use these tabs to perform some initial setup tasks, view or activate plug-ins, perform Check and Update Flex System Manager
administration tasks, and access additional information. Information Center
Initial Setup Additional Setup @ Plug-ins Administration Applications Learn

Perform the following initial setup tasks to set up IBM Flex System Manager™ for the first time.

QII—F Check and Update Flex System Manager

Obtain and install updates for IBM Flex System Manager™. This will require a restart
of IBM Flex System Manager™.

(‘E} Learn more about checking and updating IBM Flex System Manager™ firmware.

6 i‘ Select Chassis to be Managed

View all chassis and Flex System Managers in your environment and select which to
manage.

Configure basic settings for chassis components including compute nodes, storage
nodes, and I/O modules.

9’;‘3 Configure Chassis Components
A

@ Deploy Compute Node Images
: | For Red Hat Enterprise Linux 6.2-6.4, Red Hat Enterprise Linux 6.2-6.4 with

Kernel-based Virtual Machine (KVM) and YMware vSphere 5.1 with IBM Customization,
you can deploy the image directly from the Flex System Manager to System x
compute nodes. To deploy other operating systems, or to deploy to System p
compute nodes, see the link below for more information.

'\?,' Learn more about deploying operating systems.

Update Chassis Components
Update chassis components including compute nodes, storage nodes, and I/ O
maodules.

Launch IBM FSM Explorer

IBM FSM Explorer is an easy way to find and browse resources, monitor status and
events, and launch management tasks.

| on

Figure 6-21 FSM initial setup

Step 1 is to check for updates for the FSM. When you select this option, the FSM attempts to
contact the IBM Fix Central site to download updates. If a connection to the Internet is not
available, a message is displayed that prompts for a local directory on the FSM from which to
import the updates. The updates can be downloaded manually from the IBM Fix Central
website and then manually copied to the FSM. For more information, see 6.9.1, “Acquiring
updates for chassis components” on page 191. FSM updates include both software and
hardware stack updates. If the firmware is updated through an FSM update, the FSM needs
to be rebooted to activate the installed updates.
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6.3 Selecting chassis to manage

Most tasks in IBM Flex System Manager can be performed with more than one method when
you are using the GUI. In this example, the most common method is shown.

After FSM is set up initially, it discovers any available chassis. Selections can then be made
as to which chassis are managed by the current FSM. To select chassis, perform these steps:

1. From the Initial Setup tab in the Home window, click the Select Chassis to be Managed
link, as shown in Figure 6-22.

Home TER
Use these tabs to perform some initial setup tasks, view or activate plug-ins, perform Check and Update Flex System Manager
administration tasks, and access additional information. Information Center

Initial Setup Additional Setup @ Plug-ins Administration Applications Learn

Perform the following initial setup tasks to set up IBM Flex System Manager™ for the first time.

Check and Update Flex System Manager

Obtain and install updates for IBM Flex System Manager™. This will require a restart
of IBM Flex System Manager™.

@ Learn mare about checking and updating IBM Flex System Manager™ firmwars.

Select Chassis to be Managed
View all chassis and Flex System Managers in your environment and select which to
manzge.

Configure Chassis Components
Configure basic settings for chassis components incuding compute nodes, storage
nodes, and IO modules.

Deploy Compute Node Images

For Red Hat Enterprise Linux 6.2-6.4, Red Hat Enterprise Linux 6.2-5.4 with
Kernel-based Virtual Machine (KVM) and YMware vSphere 5.1 with IBM Customization,
vou can deploy the image directly from the Flex System Manzger to System x
compute nodes. To deploy other operating systams, or to deploy to System p
compute nodes, s=& the link below for more information.

(‘?J Learn more about deploying operating systems.

Update Chassis Components
Update chassis components including compute nodes, storage nodes, and IO
modules.

Launch IBM FSM Explorer
IEM FSM Explorer is an sasy way to find and browse resources, monitor status and
avents, and launch manzgement tasks.

Figure 6-22 FSM Initial Setup tab

138 Implementing Systems Management of IBM PureFlex System



A list of available chassis is displayed as shown in Figure 6-23.

IBM Flex System Manager™ Welcome USERID Problems D@ U& Compliance

Home Chassis Man... | Management ... K\

Management Domain

Select one or more chassis from the table to be managed in 2 management domain. Changing the managemer

changes the Flex System Manager that is managing it.

() Learn more about management domains.

Discaover New Chassis

Filter chassis list: | All known chassis LI

Select one or more chassis to be managed.

Manage Unmanage | |N:tiuns V| | Search the table... Search

Select | Chassis Name & @ CMMIP % | Serial Number £ | Managed By £ | Status

W -

9.42.170.215 9.42.170.215 KQSX2av Unmanaged

Figure 6-23 FSM chassis selection for management

2.

Select the check box for the chassis that you want to manage and click Manage. The

Manage Chassis window opens, which lists the selected chassis as shown in Figure 6-24.
An option is available to choose Centralized User Management (see “Centralized user
management” on page 89). Another option allows you to automatically assign IPv6 Unique

Local Addresses (ULAs) to the chassis components. Click Manage.

IBM Flex System Manager™ Welcome USERID Problems 0@ oy compliance

Home Chassis Man... | Management .. K\

Manage Chassis
The indicated chassis will be managed by the local IBM Flex System Manager™: fsml. Manage may takes up to 2

Chassis Name £ | Serial Number £ | Managed By £ | Status

9.42.170.215 KQSxZ8W Unmanaged
-«
44 Page 1 of 1 b H 1 » Total: 1

¥ Authenticate using the Flex System Manager user registry (known as Centralized Management).
Allows you to manage the Flax System Manager, CMM, and IMM using = single user sccount.

—~ .
(?,' Learn more about centralized user management.

| Automatically set an IPv6 Unigue Local Address [ULA) on each chassis component.

Ensures that each Chassis Management Module, compute node, and /O module in the selected chassis ha

address.

'\'_’,' Learn more about setting ULAs for chassis components.

Use the following 64-bit prefix: | fdf4:af95:954f:0000: j

Manage I Cancel I

Figure 6-24 FSM Manage Chassis options
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3. If you choose “Authenticate using the Flex System Manager user registry”, you need to
specify current CMM credentials to authenticate to the selected chassis and CMM
recovery credentials to allow access to the chassis in case the FSM management node
becomes unavailable, as shown in Figure 6-25. Optionally, you can also specify the FSM
administrative account that will be associated with the managed chassis. Click OK.

CMM Credentials

Please enter a User ID and Password with administrator or supervisor authority to authenticate to the
selected chassis: 9.42.170.215

#CMM User ID:
USERID

#CMM Password:

CMM Recovery Credentials

When a chassis is centrally managed, local credentials are disabled and the RECOVERY_ID account is
created to allow local access to the CMM in the event that the IBM Flex System Manager™ is
unavailable. Provide a password for initial use of the RECOVERY_ID account, and ensure that this
password is kept current as part of your recovery plan. You will be required to change this password the
first time you use it.

Recovery User ID:
RECOVERY_ID
#Racovery Password:

#varify Password:

IBM FSM Management Credentials (optional)

To change the administrator account that will be associated with the CMM in audit and error logs,
change the account credentials below.

[ Edit Credentia:‘

oK . [ Cancel

Figure 6-25 CMM Management Credentials: Centralized user management
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4. FSM begins to establish management relationships with the selected chassis as shown in
Figure 6-26. In the Message column, FSM displays the current phase of the process.

IBM Flex System Manager™ Welcome USERID Problems DQ U.‘lf\'. Compliance

Home Chassis Man... | Management ... J‘\_

Manage Chassis
The indicated chassis will be managed by the local IBM Flex System Manager™: fsml. Manage may take up to 2

Chassis Name & | Serial Number % | Status & Message
itsoFlex1 KQS5X28V *1* Processing... Unlock Pending
[
HA4 Pagelofl FH |1 » Total: 1
Done

Figure 6-26 FSM manage chassis process

5. After the successful completion of the manage chassis process, click Done as shown in
Figure 6-27.

IBM Flex System Manager™ Welcome USERID Problems 0@ oy compliance

Home Chassis Man... | Management ... *

Manage Chassis
The indicated chassis will b2 managed by the loczal IBM Flex System Manager™: fsml. Manage may taks up to 2

Chassis Name # | Serial Number & | Status & | Message
itsoFlex1 KQs5X28v Sul:l:ess Managed
A
44 Page1of1 P H |1 » Total: 1

Donea |

Figure 6-27 FSM manage chassis steps completed
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The original IBM Flex System Manager Management Domain window opens with the
target chassis as the chassis managed by IBM Flex System Manager (Figure 6-28).

IBM Flex System Manager™ Welcome USERID Problems 0@ o Compliance

Home Chassis Man.. | Management ... “\

Management Domain

Salact ane or more chassis from the table to be managed in @ management domain. Changing the managemer
changes the Flex System Manager that is managing it.

() Learn more about management domains.

Discover New Chassis

Filter chassis list: | All known chassis ;I

Select one or more chassis to be managed.

Manage Unmanage Actions ¥ | | Search the table... Search
Select Chassis Name & CMMIP 2 | Serial Number % | Managed By
| itsoFlesx1 9.42.170.215 KQSX28Y ferm1

Figure 6-28 FSM management domain with the managed chassis

The Enterprise Chassis is now managed by the IBM Flex System Manager.

6.4 Configuring centralized user management

142

Use the Flex System Manager management software to change centralized management
settings for a chassis.

The option to manage a chassis with the centralized management node user registry is
available when you first select a chassis for management on the Management Domain page
in the Flex System Manager management software web interface (see 6.3, “Selecting chassis
to manage” on page 138).

When you use the management software to place a chassis under centralized management,
the Chassis Management Module (CMM) is configured to use the registry that is stored on
the management node. The local user accounts in the CMM registry are disabled, and the
new user account RECOVERY_ID is created on the CMM for future authentication to the
CMM (as long as it is configured to use the centralized user registry on the management
node).

If you make changes to the disabled local CMM accounts (for example, if you change a
password), the changes have no effect on the RECOVERY_ID account. In centralized user
management mode, the RECOVERY_ID account is the only CMM account that is activated
and operational.

After the CMM detects the management node user registry, it uses the FSM management
node registry configuration to provision all of the managed resources in the chassis (except
for network switches) so that they also use the central management node user registry.
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After a chassis is managed in centralized user management mode, the management node
becomes the account manager for the chassis; you can log in to the CMM using accounts
from the management node user registry. If a chassis is in centralized management mode,
and the management node fails, you can use the RECOVERY_ID account to log in to the
CMM to take recovery actions to restore account-management functions on the CMM until
the management node is restored or replaced.

Changing from decentralized to centralized user management

A centralized management configuration uses a single user authentication repository for all of
the Chassis Management Modules (CMMs) in a management domain.

The command-line interface (CLI) is used to update a managed chassis from decentralized to
centralized user management mode.

Note: You cannot change a chassis from decentralized to centralized user management
mode in the management software web interface; you must use the CLI. The web interface
enables you to unmanage a chassis, and re-manage the chassis in centralized user
management mode. However, unmanaging a chassis deletes all of the chassis settings,
and is more complicated than using the manageChassis command and its options to
change the chassis user management mode to centralized.

To update the chassis from decentralized to centralized user management mode in the
management software CLI, run the following command:

smc1i manageChassis --Uc -c <userid:password @x.x.x.x> --Cu <centralized user ID>
--Cp <centralized password> --Rp <RECOVERY _ID password>

The following variables in the command are defined:

» <userid:password @x.x.x.x> represents the administrator credentials and IP address for
the target chassis.

» <centralized user ID> is an administrator user |D with supervisor authority on the
management node. This account is used to request access to the CMM on behalf of the
management node and managed nodes after the CMM is centrally managed.

» <centralized password> is the password for the centralized user ID.

» <RECOVERY_ID password> is the password for the CMM recovery account, which has
the user ID RECOVERY_ID.

Changing from centralized to decentralized user management

User management is decentralized when a CMM uses its own user registry (and not that of
the management node) or uses an external user registry, such as an external Lightweight
Directory Access Protocol (LDAP) server.

Note: You cannot change a chassis from centralized to decentralized user management
mode in the management software web interface; you must use the CLI. The web interface
enables you to unmanage a chassis, and re-manage the chassis in decentralized user
management mode. However, unmanaging a chassis deletes all of the chassis settings,
and is more complicated than using the rmCentrallyManagedChassis command and its
options to change the chassis user management mode to decentralized.
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To change the chassis to decentralized user management mode from the management
software CLI, run the rmCentrallyManagedChassis command, as shown in Example 6-1.

Example 6-1 CLI commands to decentralize a chassis

USERID@fsml:™> smcli TsCentrallyManagedChassis
List of centrally managed chassis:

Chassis 1:

Hostname: 9.42.170.215

UUID: 2C684A86292E3D288C23725C87D0E7C7
0ID: 23,680

USERID@fsml:~>smc1i rmCentrallyManagedChassis -u 2C684A86292E3D288C23725C87DOE7C7
Chassis unmanaged successfully

Note: When the rmCentrallyManagedChassis command completes, the chassis is still
managed. The chassis no longer uses the management node user registry. You must now
request access to the chassis again using the chassis credentials.

6.5 Configuring chassis components

144

The next step in the initial setup tasks is to configure chassis components. Before the
component can be configured, it must be discovered by the FSM, access must be granted to
the component object in the FSM, and inventory must be collected on it.

The following tasks are typically associated with the configuration of chassis components:

» Request access to the compute nodes, I/O modules, and storage nodes
» Collect inventory on the chassis components

» Configure compute nodes using Configuration Patterns

» Configure the Chassis Management Module using Configuration Patterns

» Configure I1/0 modules using Configuration Templates

During the Manage Chassis configuration task (see 6.3, “Selecting chassis to manage” on
page 138), the FSM discovers the components inside the managed chassis, requests access
to them, and collects inventory on the components on which access was granted
successfully.
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If you are unable to grant access to a specific component, you can manually initiate an access
request and then inventory collection. You can use the Initial Setup tab to verify access to the
components and request access and collect inventory, if needed, by performing the following
steps:

1. From the Initial Setup tab in the Home window, click Configure Chassis Components, as
shown in Figure 6-29.

Home TER
Use these tabs to perform some initial setup tasks, view or activate plug-ins, perform Check and Updates Flex System Manager
administration tasks, and access additional information. Information Center

Initial Setup Additional Setup @ Plug-ins Administration Applications Learn

Perform the following initial setup tasks to set up IBM Flex System Manager™ for the first time.

ell_ﬁ Check and Update Flex System Manager

Obtain and install updates for IBM Flex System Manager™. This will require a restart
of IBM Flex System Manager™.

@ Learn maore about checking and updating IBM Flex System Manager™ firmwars.

6 ‘ Select Chassis to be Managed

View all chassis and Flex Systerm Managers in your environment and select which to
i manzge.

@ %2 Configure Chassis Components
- Configure basic settings for chassis components including compute nodes, storage
=~ 2 nodes, and IO modules.

Deploy Compuie Node Images

For Red Hat Enterprise Linux 6.2-5.4, Red Hat Enterprise Linux 6.2-6.4 with
Kernel-based Virtual Machine (KVM) and YMware vSphere 5.1 with IBM Customization,
vou can deploy the image directly from the Flex System Manzger to System x
compute nodes. To deploy other operating systems, or to deploy to System p
compute nodes, s=e the link below for more information.

@ Learn mare about deplaying operating systems.

Q Update Chassis Components
d Update chassis components including compute nodes, storage nodes, and IO
modules.
ffm===== Launch IBM FSM Explorer
H IBM FSM Explorer is an =asy way to find and browse resources, monitor status and

= avents, and launch management tasks.

Figure 6-29 FSM Initial Setup tab in the Home window
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2. In the Configure Chassis Components window, you can verify how many compute nodes
have been discovered, and how many nodes have full access, as shown in Figure 6-30. If
you do not have access to some compute nodes, click Request Access to Compute
Nodes to request full access to them.

Configure Chassis Components

Configure Chassis Components

Follow the steps below to configure the components in your managed chassis.

0 Request Access to Compute Nodes
Supply credentials and create access to compute nodes.
4 compute nodes discovered, 4 with access

@ Learn more about requesting access to resources.

e Access I/0 Modules

Supply credentials and configure SNMP access to the I/O Modules you want to configure.

2 I/O modules discovered, 2 with access

9 Collect Inventory

Gather details about the components of your managed chassis that you want to configure.

e Configure Chassis Components using Configuration Patterns

Use Configuration Patterns to configure System x compute nodes and Chassis Management Modules, alor
settings for System p compute nodes and storage nodes.

4 System x compute nodes without an assigned pattern and profile

1 Chassis management module without an assigned pattern and profile

6 Configure I/0 Modules Advanced Settings
Use configuration templates to configure IfO modules in your managed chassis.

':':’:' Learn more sbout configuring I/O module advanced settings using configuration templates.

@ Configure Additional Components

Systemn storage and System p compute node advanced settings must be configured outside of Flex Syster
help links below provide detailed instructions for configuring these settings.

l:‘:’) Learn maore about configuring starage.

"':’) Learn more about configuring System p compute node advanced ssttings.

Figure 6-30 Configure Chassis Components window

In the same Configure Chassis Components window, you can also verify how many /O
modules have been discovered, and how many of them have full access, as shown in
Figure 6-30.

If some 1/0O modules do not have access or have partial access, click Access I/O Modules
to request access to them.
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Select an I/0 module and click Request Access, as shown in Figure 6-31.

10 Modules Access

/10 Modules Access

In order to update IO modules, the Flex System Manager requires both SNMP and security access. To configure a
modules:

1. For any modules whose SNMP Access State is Offline — Configure access, click the Configure access link and cg
2. Once SNMP access has been configured, dick the Partial access or No access link for any modules that need tg

3. Provide user credentials to access the module.

I/O modules:

| Request Access | | | Actions ¥ | | Search the table... Search
Selaect [ /O Module £ [ Security Access & | SNMP Access & Manufacturer & | Model T
v =29.42.171.8 | [ ox [ ok IBM BCF-821465-09 E
[ | =m9.4z2.171.8 | Mo« M ox IEM
ﬂ |
44 Page 1 of 1 kM 11 W Selected: 1 Total: 2 Filtered: 2

Figure 6-31 /O Modules Access window

From the Configure Access window, you can request access, verify that management
protocols are enabled, and verify their access status, as shown in Figure 6-32.

Configure Access

Access to the identified system for all authorized Flex System Manager users is spacified below in the Access fielq
contains an Access State column, which indicates the access state of the individual access points that are used to

overall status.

Select Request Access to enter a user ID and password to gain access to the identified system. Select Revoke Ac
authentication access to the identified system.

System: 9.42.171.9

Access: OK Request Access

For basic system management function, a remote system credential is needed to grant all authorized Flex Syste
users access to individual access points. Click an Access Type link to view the list of manageable credentials conf
authentication on the selected access point. Certain types of access point credentials might not be viewable or cof
Some examples include CAS and IPC credentials.

$.42.171.9 (Remote Service Access Point)

| Certificate Trust Store | | | Actions T| | Search the table... | Search
Selact | Access Type & | Access St... £ | Trust State & | Access Information 4
O FErTTe | [M]not applica... [M]not applicable http://9.42.171.9:80
! B HTTRS | M ox [M] not applicable  https://9.42.171.9:443
O = smis | Mo« [M] not applicable  https://9.42.171.5:5983
| 0= snme | [ ox [M] not applicable snmp://9.42.171.9:161
M §Fssa | [ ox [M] not applicable  ssh://9.42.171.9:22
| = TELNET | [M]not applica... M| not applicable  telnet://3.42.171.9:23

Figure 6-32 Configure access for I/O modules
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Requesting access: If there is no access to the /0 module or access is partial (No
access or Partial access is listed in the Access Status column), the Request Access
button will be unlocked, and you can request access to the 1/0 module by clicking
Request Access and supplying I/O module credentials.

3. Collectinventory on all chassis components by clicking Collect Inventory in the Configure
Chassis Components window, as shown in Figure 6-33.

Configure Chassis Components

Configure Chassis Components

Follow the steps below to configure the components in your managed chassis.

@ Reguest Access to Compute Nodes
Supply credentials and create access to compute nodes.
E 4 compute nodes discovered, 4 with access

() Learn more about requesting access to resources.

e Access I/0 Modules
Supply credentials and configure SNMP access to the I/O Modules you want to configura.

2 I/O modules discovered, 2 with access

e Collect Inventory

Gather details about the components of your managed chassis that you want to configure.

@ Configure Chassis Components using Configuration Patterns

Use Configuration Patterns to configure System x compute nodes and Chassis Management Maodules, alor
settings for System p compute nodes and storage nodes.

4 System x compute nodes without an assigned pattern and profile

1 Chassis management module without an assigned pattern and profile

9 Configure I/0 Modules Advanced Settings
Use configuration templates to configure I/ O modules in your managed chassis.

':‘?) Learn more about configuring I/O module advanced settings using configuration templates.

@ Configure Additional Components

System storage and System p compute node advanced settings must be configured outside of Flex Systar
help links below provide detailed instructions for configuring these settings.

@) Learn more about configuring storage.

"’?‘) Learn more about configuring System p compute node advanced settings.

Figure 6-33 Configure Chassis Components window
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Click OK in the Launch Job window to start the task, as shown in Figure 6-34.

LaunchJob

Schedules Notification | Options
Job name and schedule
#Job Name:
|Collect Inventory - November 13, 2013 2:06:36 PM EST
Choose when to run the job.
@ Run Mow
@ Schedule
| OK | | Cancel | | Help |

Figure 6-34 Launch the Collect Inventory job

Check that the job started successfully, as shown in Figure 6-35. You can monitor job
progress by clicking Display Properties.

Configure Chassis Components

ATKCOR1021
L

The following job has been created and started successfully: Collect Inventory - November 13, 2013 2:
PM EST

| Display Properties | | Close Message

Configure Chassis Components

Follow the steps below to configure the components in your managed chassis.

Figure 6-35 Job launch informational message
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Check the job status and progress as shown in Figure 6-36.

Active and Scheduled Jobs

Active and Scheduled Jobs (Properties)

Mame: Collect Inventory - November 13, 2013 2:06:36 PM EST | Actions ¥ |

General | Targets History Logs

Status: Active
Progress: | [ 25%

Last Run Status: Running

Drascription: Run once on 11/13/13 at 2:06 PM
Mext Run:
Last Run: 11/13/12 at 2:06 PM
Task: Collect Inventory
Created By: USERID
Edit

Figure 6-36 Job properties

Wait until the job is completed. You are now ready to perform configuration tasks on the
compute nodes and I/O modules.

6.6 Configuring compute nodes using Configuration Patterns

This section describes the following topics:

» 6.6.1, “Overview of Configuration Patterns” on page 150
» 6.6.2, “Creating and applying compute node Configuration Patterns” on page 153
» 6.6.3, “Automating compute node failover with Configuration Patterns” on page 161

6.6.1 Overview of Configuration Patterns

You can use Configuration Patterns to provision or pre-provision X-Architecture compute
nodes using a common Configuration Pattern that can be deployed to multiple compute
nodes. Configuration Patterns enable you to configure local storage, network adapters, boot
order, and Integrated Management Module (IMM) and Unified Extensible Firmware Interface
(UEFI) settings.
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The diagram in Figure 6-37 illustrates the concept of Configuration Patterns.

Create System Patterns Deploy System
Pattern

Figure 6-37 Configuration Patterns concept

Use Configuration Patterns to define and manage the server patterns, server profiles,
policies, and standby server pools. Before you create a new server pattern on the
Configuration Patterns page in the IBM Flex System Manager web interface, consider the
following suggestions:

— A sserver pattern represents a compute node configuration that is deployed before an
operating system is installed. It includes local storage configuration, network adapter
configuration, boot settings, and other IMM and UEFI firmware settings.

— Server profiles are generated automatically when a server pattern is deployed. One
profile is created for each target compute node. Each server profile represents the
specific configuration of a single compute node and contains system-unique
information (for example, assigned IP addresses and Media Access Control (MAC)
addresses).

— Identify compute nodes for configuration that have a common hardware configuration.
A server pattern is used to apply the same configuration settings to compute nodes
with the same hardware.

— If you want to create a server pattern from an existing compute node, make sure that
the compute node is discovered and unlocked.

— ldentify the aspects of configuration that you want to customize for the server pattern
(for example, local storage, network adapters, boot settings, IMM settings, and UEFI
settings).

Server patterns

A server pattern represents a compute node configuration that is deployed before an
operating system is installed. It includes local storage configuration, network adapter
configuration, boot settings, and other IMM and UEFI firmware settings.

When you define a server pattern, select the category patterns and address pools that you
need for the configuration that you want for a specific group of compute nodes. You can define
multiple server patterns to represent different configurations in your data center. When a
server pattern is deployed to multiple compute nodes, multiple server profiles are generated
automatically (one profile for each compute node). Each profile inherits settings from the
parent server pattern, which enables you to control a common Configuration Pattern from a
single place.
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Note: When you create a new server pattern from scratch, you are required to define the
boot settings for compute nodes. If you deploy the new server pattern to compute nodes,
the existing boot order on the compute nodes is overwritten with the default boot order
settings in the new server pattern.

When you create server patterns, make sure that you create them for each compute node
type. For example, create a server pattern for all IBM Flex System x240 compute nodes
and a server pattern for all IBM Flex System x440 compute nodes. Do not apply a server
pattern created for one compute node type to a different compute node type.

To ensure that your Configuration Patterns are not lost if the management node fails, back up
the management software after you create or modify Configuration Patterns.

The category patterns within a server pattern correspond to the firmware settings for a
compute node type. Most of the firmware settings that you might configure directly on the
compute node IMM and UEFI can also be configured through Configuration Patterns in the
management software web interface. However, some settings are not supported by
Configuration Patterns, and other settings are not yet available.

Server profiles

Server profiles are generated automatically when a server pattern is deployed. One profile is
created for each target compute node. Each server profile represents the specific
configuration of a single compute node and contains system-unique information (for example,
assigned IP addresses and MAC addresses).

When a pattern is deployed, an individual system profile is generated for each target system.
You can edit a pattern and save changes, and any dependent system profiles are
automatically updated and redeployed to their associated systems. You can move an existing
profile from one system to another by unassigning the profile, and then redeploying the profile
to another system.

Important: Systems retain their identification information (for example, host name, IP
address, and virtual MAC address) when a profile is unassigned. To avoid name and
address conflicts, any identification information about the original system must be cleared
before the unassigned profile is deployed to a different system.

Each server profile represents the specific configuration of a single compute node and
contains information that is unique to a compute node. The server profile is activated as part
of the IMM startup process. After a server profile is activated for a compute node, any
subsequent configuration changes are done by editing the appropriate server pattern or
category pattern associated with the profile. This enables you to control a common
Configuration Pattern from a single place.

If a compute node needs to be moved or repurposed, you can reassign a server profile from
one compute node to another.

You can deploy a server pattern to a compute node or to an empty chassis bay. In either case,
the profile is associated with the chassis bay. If you replace an existing compute node, you
must redeploy the server profile associated with that bay to activate the profile on the new
compute node. If you first deploy a server pattern to an empty bay, you must redeploy the
server profile associated with that bay after a compute node is installed.
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Note: To ensure that your Configuration Patterns are not lost if the management node fails,
back up the management software after you create or modify Configuration Patterns.

6.6.2 Creating and applying compute node Configuration Patterns

Use the following procedure to create and apply a Configuration Pattern on the compute
node:

1. From the Initial Setup tab in the Home windows, select Configure Chassis Components,
then click Configure Chassis Components using Configuration Patterns, as shown in
Figure 6-38.

Configure Chassis Components ‘ ‘

Configure Chassis Components

Follow the steps below to configure the components in your managed chassis.

0 Request Access to Compute Nodes
Supply credentials and create access to compute nodes.
4 compute nodes discovered, 4 with access

(?) Learn more about requesting access to rescurces.

9 Access I/0 Modules

Supply credentials and configure SNMP access to the I/O Modules you want to configure.

2 I/O modules discovered, 2 with access

9 Collect Inventory

Gather details about the components of your managed chassis that you want to configure.

6 Configure Chassis Components using Configuration Patterns

Use Configuration Patterns to configure System x compute nodes and Chassis Management Modules,|alor
settings for System p compute nodes and storage nodes.

4 System x compute nodes without an assigned pattern and profile

1 Chassis management module without an assigned pattern and profile

6 Configure I/0 Modules Advanced Settings
Use configuration templates to configure IfO modules in your managed chassis.

':':’:l Learn more about configuring I/O module advanced settings using configuration templates.

@ Configure Additional Components

System storage and System p compute node advanced settings must be configured outside of Flex Syster
help links below provide detailed instructions for configuring these settings.

f'_’:l Learn more about configuring starage.

(’:’) Learn more about configuring System p compute node advanced ssttings.

Figure 6-38 Configure Chassis Components window
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IBM Flex System Manager web interface (FSM Explorer) opens in a new window, as
shown in Figure 6-39. Click Create a new server pattern from an existing compute
node to continue.

IBM Flex System Manager™ - 1.3.0

Getting Started

Suggested Tasks (2) Concept Overview

Learn: Review Configuration Patterns Concept Overview

% Review the key concepts and learn more about using Configuration Patterns to configure compute nodes an

1. Configure System x Compute Nodes
Configure local storage, /0 adapters, boot order, and other Integrated Management Module {IMM) and Unifie

il 4 compute nodes without an assigned pattern and profile

I Create a new server pattern from an existing compute [

mm 2. Configure Chassis Management Modules (CMMs) and Other Chassis Components
; Configure CMM management interface, users and security, power and acoustics settings, and basic /0 mod

il 1 Chassis management modules without an assigned pattern and profile

Create a new chassis pattern from an existing chassis

—.  Continue Initial Setup
Return to Flex System Manager to continue initial setup steps

Suggested tasks are shown to help you get started. Once a recommended task has been completed, it will no longer be
and context menus.

Figure 6-39 Configuration Patterns: Getting Started

Existing compute node: If you plan to create your new Configuration Pattern from the
existing compute node, you need to configure node settings first using its UEFI user
interface. Node settings include local storage, network adapters, boot order, and
Integrated Management Module (IMM) and Unified Extensible Firmware Interface
(UEFI) settings.
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2. Choose the node on which the pattern will be based as shown in Figure 6-40. Click Next.

MNew Server Pattern Wizard

(7) Before you hegin this wizard

Select a starting point &‘;9
Create a new pattern from an existing server

Select server to pull from as a base configuration

Chassis and Servers Bays IP Address Type
B & O
B8 de01-x240 1 94217116 1BM Systerm x
B8 de04-x240 4 1821681221 IBM Systern x
B de03-x240 3 1821681221 1BM Syster x
Back HNext

" General " Local Storage O Adapters " Boot Firmware Settings

Form Factor

1 Bay Compute Maode

1 Bay Compute Maode

1 Bay Compute Maode

Save Save and Deploy

Figure 6-40 Select the node on which to base the pattern

New pattern from scratch: If you want to create a server pattern from scratch, click the
pencil icon in the “Select a starting point” box to show an expanded starting point view,

as shown in Figure 6-41.

Select a starting point

= ::

Create a new pattern from Create a new pattern from
an existing server scratch

Figure 6-41 Select a starting point expanded view
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3. Choose a name for the new pattern as shown in Figure 6-42. Click Next.

New Server Pattern Wizard

" General " Local Storage 'O Adapters " Boot Firmware Settings

(7) Before you begin this wizard

Select a starting point 0?
Create a new pattern from an existing serer

Select server to pull from as a base configuration /)?
chassis — nodel1-x240

Specify pattern name and description

+ Mame: node 1 pattern

Cescription {imit of 800 characters)

Back Hext Saue Sawe and Deploy

Figure 6-42 Name the new server pattern
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4. The next window provides options for local storage configuration. You can specify a new
storage configuration or keep the existing storage configuration on the target, or disable
local disks as shown in Figure 6-43. Choose the required option and click Next.

New Server Pattern Wizard

" General “Local Storage VO Adapters " Boot Firrmware Settings

Define the storage configuration that will he applied to target servers when this pattern is deployved.

Select local storage configuration

1 A 4

Specify storage Keep existing Disable local disk
configuration storage
configuration an
target

This option makes no changes to existing storage configuration on target systems when this pattern is deployed.

Back Hext Save Save and Deploy

Figure 6-43 New Server Pattern Wizard: Local Storage
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5. The next window provides options for 10 adapters as shown in Figure 6-44. The 1/0
adapters based on the original model are the same for the new pattern. Click Next.

MNew Server Pattern Wizard

" General " Local Storage

(7) If desired you can modify adapter addressing and define additional adapters to match the hardware you expect to configure with this patts

Graphic view []

Location

¥ Compute Mode

¥ LOW Fabric Connectar

Function 1 — MIC

Function 3 — MIC

Function & — MIC

| [ Advanced Setings |

IO Adapters

| More -

Type

Wirtual Fahbric

| Virtual Fabric

5= Ethernet

= Ethernet

I Ethernet

Back

Firmware Settings

i adapter addressing: ?

Configuration Pattern

Learned-Adapter-4.1

Learned-Paor-4.1

110 Addressing

Burned in Addresses

Burned in Addresses

Burned in Addresses

Burned in Addreszses

Save and Deploy

Figure 6-44 New Server Pattern Wizard: I/O Adapters
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6. The next window allows changes to the boot mode or allows you to keep the same as the
original node as shown in Figure 6-45. Click Next.

New Server Pattern Wizard

" General " Local Storage /0 Adapters *“Boot Firmwiare Settings

This pattern can be used to configure boot arder far Legacy Only baot environments, and SAMN boot targets for LIEF| or Legacy environments.

Systern hoot mode: (7). (OUEFI Only Boaot  ()UEFI First, Then Legacy (O Legacy Only Boot ® Keep existing hoot mode

Primary Boot Order YWiake on LAR 0oLy Boot Order SAM Boot

E Boot order can only be configured if Legacy Only Boot is selected as the system boot mode.

Back Hext Save Save and Deploy

Figure 6-45 New Server Pattern Wizard: Boot
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7. The next window provides the ability to use firmware settings from the original node or to
update those settings as shown in Figure 6-46. Click Next.

MNew Server Pattern Wizard

" General " Local Storage O Adapters " Boot Firmware Settings

& Some learned System Information pattern information was set to the default and might need to he modified.

& Some learned Management Interface pattern information was set to the default and might need to he modified.

ﬂ Firmware settings have been learned from “chassis - node01-x240" and learned patterns have heen auto-generated. Amy ...

Integrated Management Module (IMM) and Server Firmware Settings (UEFI)

Select existing or create new category patterns as desired to include in this server pattern.

Category Pattern
System Informatian: (@) | Learned-System_Info-4 > 3 J Ay
Managerment Interface: (@) | Learned-Management-4 = B J &
Power Schedule And Capping: ()| Learned-Power-4 - B J
Perfarmance And Recovery. (21| Learned-Performance-4 ~ E’T J
Device And 10 Pors: (| Learned-Devices_|0-4 e J

Back Hext Save Save and Deploy

Figure 6-46 New Server Pattern Wizard: Firmware Settings
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8. Choose Save and Deploy to store the new server pattern and deploy it. The new server
pattern can be deployed to one or more nodes as shown in Figure 6-47.

Deploy Server Pattern - node 1 pattern

Dieploy the sener pattern to ane ar more individual seners, ar groups of servers (8.4, chassis). On deploy, one semer profile is created for eac

#Pattern To Deploy: = (1 hay compute pattern)

#Profile Activation: ()| Full — startirastart server now | =

Available Servers Selected Servers

Add Flacehalder Chassis

Hame Bay  Deploy Status Hame Bay Deploy Status
¥ thassis i TR,
¥ thassis
node0?-x240 1 Ed reacy | | L]
node0d-x240 4 Ready

node3-x240 3 L Ready

Empty Bay B Ready

Empty Bay T ._l Feady

Ernpty Bay 8 B ready -

Deploy

Figure 6-47 One node is selected to which to deploy the new pattern

If the node that you are planning to deploy is powered on, you receive the following
message as shown in Figure 6-48.

=

1, Some ofthe servers you selected are online. To fully activate the profile, these
= zerers will be restarted after deplovment;
node04-x240

Do you want to deploy the pattern and restart the servers?

Deploy

Figure 6-48 Choose to deploy the new pattern and restart the node

6.6.3 Automating compute node failover with Configuration Patterns

Configuration Patterns can be set up to monitor for a hardware fault and fail the node over to
another one that is in the standby server pool.
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Note: Each of the nodes must be configured to use SAN storage only and must be
compatible with virtual addressing for its I/0O adapters.

Follow these steps to set up a node in the standby server pool:

1. Open the FSM Explorer web interface by clicking Launch IBM FSM Explorer on the Initial
Setup tab in the Home window. The main FSM Explorer window opens, as shown in

Figure 6-49.
IBM Flex System Manager™ - 1.3.0 B status (0) B Jobs (0) USERID ~ @
Home ~ Systems ~ Monitor ~ Security ~ Utilities - Find a System or Task
. Jass Managed Chassis
. ma All Compute Nodes
mmn Al Storage Nodes . = . - =) s
Chassis (1) = = E Actions Filter
- All Chassis
- [l itsoFtext Chassis Name Access s Hardware Status Problems Compliance
ﬁ I IBM 8731ACT KQSFO2D . itsoFlex1 0K i | Information 0K ] OK

I node01-x240
Hosts and VSs (0

osts and VSs (0) § node02-x240
I nodel3-x240

| node04-x240

&

Metwork (1)

Storage (1)

e

Favorites (0)

ﬁ

All Systems (12)

Figure 6-49 FSM Managed Chassis window
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2. Select Systems — Configuration Patterns to open the Configuration Patterns window.
Within the Configuration Patterns window, on the left column under Servers heading,
choose Policies as shown in Figure 6-50.

IBM Flex System Manager™ -1.3.0

Home -~ Systems ~ Monitor ~ Security ~ Litilities -

Configuration Patterns Servers — Policies

G @ Failover policies are used with failover monitoring to control
=5 Getting Started
& Address Pools By Type ~

| Actions =

Servers Iew Failover Palicy

[ Fatterns Name W Description
Frofiles

%= Policies

G Standby Server Pools

Chassis

[ Patterns
Frofiles
[] Placeholder Chassis

Figure 6-50 Create new failover server policy
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3. Choose the criteria for when a failover will be triggered. Both a CPU failure and Memory
failure are set up as shown in Figure 6-51.

New Failover Policy

Mew Failower Palicy |

Specify name and description
#Mame:| Compute Mode hardware failure

Diescription Jimit of 300 characters):

Monitor for the following conditions to initiate failover

|| Power off
CPU failure
| | Blade cammunication errors
] Blade removal
| | HDD failure
Cenied power
Mermary failure
| Woltage warnings
[ Predictive failure analysis(PF&) events

Choose failover options

v Only failover to standby servers that are powered Uff'-.?'
[ Resetthe IMM on the failed server to factory defaults (2

Mote: VLAMN settings on attached switch are not automatically copied and on failover will need
to be migrated manually.

Figure 6-51 Choose criteria for when a failover will be triggered

Select Create when finished.
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4. Choose servers to be in the standby pool by selecting Standby Server Pools under
Servers in the left column as shown in Figure 6-52.

IBM Flex System Manager™ -1.3.0

Home -~ Systems ~ Monitor ~ Security ~ Litilities -

Configuration Patterns Servers — Standby Server Pools

Common @ Standby server poals are used with failover moanitaring to pro
= Getting Started
& Address Pools J # Actions -

Servers

| Create Standby Server Pool
Stanumy server Foor

[ FPatterns 4 Description

[®5] Profiles
¥ Paolicies
(i Standby Server Pools

Chassis

[ Patterns
Frofiles
[] Placeholder Chassis

Figure 6-52 Creating a new standby server pool
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5. In the New Standby Server Pool window, name the new pool and choose the servers to

add into the pool as shown in Figure 6-53. Click Create.

New Standby Server Pool

Specify name and description
#Mame: | W-Architecture servers

Description (limit of 500 characters J:

Choose one or more servers to include in this standby pool to use as failover targets

Available Servers

Selected Servers

Hame Bay Form Factor Hame Bay
¥ chassis T chassis
nodel3-x240 3 1 Bay Compute Mo node01-x240 1
»
nodel4-x240 4 1 Bay Compute Mo
£
Create

For

Figure 6-53 Select Create after naming the new pool and adding nodes

6. From the main Configurations Pattern window, choose Start Failover Monitoring as
shown in Figure 6-54.

@ 5. Start Failover Monitoring
I ' Start monitoring Systermn x servers based an a failover policy.
il @
L

3 Bystern ¥ senvers without a failaver policy

Figure 6-54 Select to start failover monitoring
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7. From the drop-down menus, choose the failover policy and the target standby server pool.
Then, choose the server to monitor from the list. We selected node 3 as shown in

Figure 6-55. Click Start.

Start Failover Monitoring

[[@ i a monitored server fails and the server profile is migrated to a standhy server, the Tailed server will he powered off and ...

B
Select a failover policy and a target standby server pool
Compute Mode hardware failure 7 g Ij
H-Architecture servers b J
Choose one or more servers to monitor for failover based on above policy
Available Servers Selected Bervers
Hame Bay Access Form Factor Hame Bay Access For
¥ thassis M ok T chassis
noded2-x240 2 Hok  1Baycomputer nodel3-x240 3 Bok 18
P
node04-x240 4 Q Ok 1 Bay Compute P "
4
Start
Figure 6-55 Start Failover Monitoring
Chapter 6. IBM Flex System Manager initial configuration 167



The failover configuration is now completed. To verify failover operations, within the Chassis
Manager tab in the FSM, select the node and right-click for the option to fail over to the

standby server pool as shown in Figure 6-56.

Home Chassis Man... K\

| Details

Create Group

Deploy Compute Mode Irmages

Renarme...

Add ta 3

fgent Time Zone Offset: g
fdvanced Properties

Architecture: ®86_6Ad

@ -~ ;b | Y Ehutomation k|

Perfarmance Surnrmary

| Hardware Lag

| Threzhalds

Inventory k
Details for: node03-x240 .. onfOff p | Compliance Issues
Release Management p | Edit Failover Manitoring
Active Stat s rt Confi
J Ganial HM Remote focess » | Failover To Standby Server Pool =hES onmay
e e i
Security p | Remove Failover Monitoring
Tupe!
Cescription: | Systern Configuration p | Stop Failover Monitaring
IP Addresses: Swstern Status and Health k| Systern Identification p pSffifebf:50dE, 169.]
L = =N ﬂr |
Slots Qeocupied: | Task Management 4 |
MAC Addresses: Service and Support b ~b5-bf-50-d9, 34-40-b5-be-232-d0, 24-40-b5-bf-50-da,

Systern Board LI oo oo =—oo— B-6 9B 38 3FE1ESE

Lightp ath

Monitors

Turn off Check Log LED

Compliance Policy

Figure 6-56 Trigger a failover to the standby server pool

Return to the Initial Setup tasks window.

6.7 Deploying compute node images

168

The Flex System Manager provides the ability to deploy operating system images to one or
more X-Architecture compute nodes. The Deploy compute node image task is capable of
mass operating-system deployment. The management software supports up to 56
X-Architecture compute nodes for concurrent deployment.

Considerations:

» You can use the Deploy compute node image task to install operating systems on

X-Architecture compute nodes only.

» At this time, the Deploy compute node image task only provisions to local (internal)
disks. SAN disks are not supported at this time.

» If you deploy an image to a compute node that already has an operating system
installed, the existing operating system will be overwritten.
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The following operating systems are supported:

» VMware vSphere Hypervisor (ESXi) 5.1 with IBM customization. A version of the
IBM-customized VMware vSphere Hypervisor is preloaded on the IBM Flex System
Manager management node.

» Red Hat Enterprise Linux 6.2, 6.3, and 6.4. When you import the Red Hat Enterprise Linux
ISO image, it will generate three different OS image profiles: Minimal, Basic, and
Virtualization. You can deploy any of these images to X-Architecture compute nodes.

When you deploy the Virtualization OS image profile, the Kernel-based Virtual Machine
(KVM) Platform Agent is automatically installed and configured on the compute node. If the
VMControl plug-in is active on the IBM Flex System Manager management node, the
deployed operating system will be added automatically as one of the virtual servers or hosts
that VMControl can manage.

If the VMControl plug-in is not activated before you deploy the image and you want to manage
the virtual server or host through VMControl, you must activate the VMControl plug-in and
then collect inventory on the virtual server or host manually for the deployed operating
system.

6.7.1 Importing operating system images

The IBM Flex System Manager management node supports a maximum of two operating
system images in local storage. A version of the IBM-customized VMware vSphere
Hypervisor is preloaded on the IBM Flex System Manager management node. Therefore, you
can import one additional operating system image on the IBM Flex System Manager
management node and then deploy that image to X-Architecture compute nodes.

Multiple images: If you already have two images loaded on the IBM Flex System Manager
management node, you will need to first delete one of those images before attempting to
import another image. For example, you can delete the IBM customized VMware vSphere
image if needed to allow for two versions of Red Hat Enterprise Linux 6.2 and 6.3.

Complete the following steps to delete an operating system image from the IBM Flex System
Manager management node:

1. Access the management node using Secure Shell (SSH).

2. Log in to the IBM Flex System Manager CLI user interface using a user account with
administrator privileges, such as USERID.

3. Use the smcli 1sosimages command to list all stored images, as shown in Example 6-2.

Example 6-2 List all stored images on the IBM Flex System Manager management node

USERID@fsml:™> smcli Tsosimages

0S Name: esxib5.1
0S Profiles:
esxib.1-x86_64-install-Virtualization

0S Name: rhels6.3

0S Profiles:
rhels6.3-x86_64-install-Basic
rhels6.3-x86_64-install-Minimal
rhels6.3-x86_64-install-Virtualization
USERID@fsml:™>
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4. Use the smc1i deleteosimage -0 <0s image name>command to delete an image, as
shown in Example 6-3.

Example 6-3 Delete an OS image from the IBM Flex System management node

USERID@fsml:™> smcli deleteosimage -o rhels6.3

Complete the following steps to import an operating system to the IBM Flex System Manager
management node:

1. Obtain a licensed ISO image of the operating system.

2. Use one of the following methods to copy the ISO image to an accessible directory on the
management node, such as /home/USERID:

a. Use Secure Copy Protocol (SCP)

Use an SCP tool on a notebook or workstation attached to the management or data
network to send the ISO image to the management node, as shown in Example 6-4.
Send the ISO image from the IBM Flex System Manager management node where you
are logged in using a user account with administrator privileges, such as USERID.

Example 6-4 SCP command from a remote workstation

scp * USERID@<management_node_host_name>:/home/USERID/*

b. Copy the ISO image from a USB storage device:

i. Insert a USB storage device into the USB port on the front of the management
node.

ii. Access the management node using SSH.
iii. Log in using a user account with administrator privileges, such as USERID.

iv. Use the command 1smediadev to list the storage media devices that are available
for use on the system and identify the USB storage device. The resulting output will
be similar to Example 6-5, where vdi1 is the USB storage device.

Example 6-5 List media devices and mount USB storage device

USERID@fsml:™>1smediadev
device=/dev/vdil,mount_point=/media/vdil,type=3,description=USB flash memory
device

USERID@fsml:™>mount /dev/vdil

v. Copy image file from the USB storage device to the FSM node as shown in
Example 6-6.

Example 6-6 Copy image file from USB storage device to the Flex System management node

USERID@fsml:~>cp /media/vdil/RHEL6.3-2012.0-Server-x86 64.iso /home/USERID/.

3. Import the ISO image using the command smc1i importosimage.

Example 6-7 Importing as OS image into the Flex System management node

USERID@fsml:~>smcli importosimage /home/USERID/RHEL6.3-2012.0-Server-x86_64.iso

After importing the image, it will be displayed in the Image to Deploy column (within the Flex
System Manager GUI).
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6.7.2 Deploying a new image

You can launch the “Deploy Compute Node Images” task from the Initial Setup tab on the
Home page, the Chassis Map view, or the IBM FSM Explorer console in the management
software web interface. All three ways to launch the “Deploy Compute Node Images” task are
shown:

» On the Initial Setup tab, click Deploy Compute Node Images, as shown in Figure 6-57.

Home

Use these tabs to perform some initial setup tasks, view or activate plug-ins, perform

administration tasks, and access additional information.

Initial Setup Additional Setup @ Plug-ins Administration Applications Learn

Check and Update Flex System Manager

=0

Information Center

o

-2

Perform the following initial setup tasks to set up IBM Flex System Manager™ for the first time.

Check and Update Flex System Manager

Obtain and install updates for IBM Flex System Manager™. This will require a restart
of IBM Flax System Manager™.

@ Learn more about checking and updating IBM Flex System Manager™ firmware.

Select Chassis to be Managed
View all chassis and Flex System Managers in your environment and select which to
manage.

Configure Chassis Componentis
Configure basic settings for chassis components including computs nodes, storage
nodes, and I/O modules.

Deploy Compute Node Images

For Red Hat Enterprise Linux 5.2-6.4, Red Hat Enterprise Linux 6.2-6.4 with
Kernel-based Virtual Machine (KWVM) and YMware vSphere 5.1 with IBM Customization,
you can deploy the image directly from the Flex System Manager to System x
compute nodes. To deploy other operating systems, or to deploy to System p
compute nodes, see the link below for more information.

@ Learn more about deploying operating systems.

Update Chassis Components
Update chassis components including compute nodes, storage nodes, and I/O
modules.

Launch IBM FSM Explorer

IBM FSM Explorer is an easy way to find and browse resources, monitor status and
events, and launch management tasks.

Figure 6-57 FSM Initial Setup: Deploy Compute Node Images
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» In the Chassis Map view, right-click the compute node and select Deploy Compute Node
Images, as shown in Figure 6-58.

Details

Create Group

Remoaove...
- — Rename...
-2 8- .. r B
Please select one element fr¢ 5 15mation »
Inventory 3
Power On/Off 3
Release Management 3
Remote Access 3
Security 3
Systemn Configuration ]
Systemn Status and Health »
Service and Support 3
Advanced Properties

Figure 6-58 Chassis Map: Deploy Compute Node Images

» In the FSM Explorer, click Systems — Deploy Compute Node Images, as shown in
Figure 6-59.

IBM Flex System Manager™ - 1.3.0 B Status (0)

Systems ~ Monitor - Security - Utilities -

Systems Configuration Firmware
! All Groups ef Configuration Patterns Show Updates
g AllOSs

Power Systems Management
Chassis (1)

Discover Deploy Compute Mode Images Deploy Virtual Appliance

Hosts and VSs (0)

Figure 6-59 FSM Explorer: Deploy Compute Node Images
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Perform the following steps to deploy a new operating system image (the numbers
correspond to the numbers in Figure 6-60):

1. From the Deploy Compute Node Images window that is shown in Figure 6-60, select the
compute nodes that you want to deploy. Multiple nodes can be selected.

IBM Flex System Manager™ - 1.3.0 B Status (0) B Jobs (0) USERID

Home ~ Systems - Monitor ~ Security - Utilities ~ Find a System |

Deploy Compute Node Images

Select one or more X-Architecture compute nodes to which you want to deploy images. Learn More .

Note: Before you begin, validate the IBM Flex System Manager network port being used to attach to the data network is configured to be on the sam
as the network ports an the compute node.

[] Apply this image to all rows: t - Learn more about importing additional images

_a—4 DeployOS 3. Set OS credentials .~ 2. Choose the image to deploy

Deploy Images Global Settings Remote Control Actions -

Chassis and Node Bay Access | Discovered Deploy = MAC Address Image to Deploy

| State Operating Status
System

-| itsoFlex1
U node01-x240 1 OK  MNotDiscovered Ready 34:40:B5BE:7D:00 esxi5.1-x86_64-install-Vinualization | =
U node02-x240 2 OK  MNotDiscovered Ready 34:40:B5:BE:S8E:90 esxi5.1-x86_64-install-Vinualization | =
0 node03-x240 3 OK  MotDiscovered Ready @ 34:40:B5:BE:83:.D0 -
| node04-x240 4 # OK | MotDiscovered Ready @ 34:40:B5BE:9D:58 >

1. Select compute nodes to deploy

Figure 6-60 Deploy Compute Node Images window

2. Choose the image to deploy from the Image to Deploy column. Alternatively, you can
specify one image for multiple nodes by selecting the “Apply this image to all rows” check
box.

3. Click Global Settings to set operating system administrative credentials (password for
user root). This password will be used across all OS deployments through the FSM.

4. Click Deploy Images to begin the deployment process. In the Warning window that
opens, click Deploy.

Chapter 6. IBM Flex System Manager initial configuraton 173



5. In the Deploy Compute Node Images job window (see Figure 6-61), you can choose to
deploy the image immediately (Run Now) or at a scheduled time. You can also enter
options to be notified when the job completes. Click Submit.

Schedule Maotifications Options

Jaob Marme:
Ceploy Compute Mode Images - Thursday, September 12, 2013 - 11:52:15 AM Mountain Daylight Time

Whentu rurn.
(@ Run Mow
() Schedule

Back Hext Submit Cancel

Figure 6-61 Deploy Compute Node Images job window
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6. The status of the job can be viewed in the Jobs menu in the IBM Flex System Manager
Explorer view as shown in Figure 6-62.

IBM Flex System Manager™ - 1.3.0 ¥ Jobs{159) -

Errors(0) | Active(3) | Completed(153) | Scheduled(3)
@ Deployment in progress DNZFmE306!

: : | Data Collection : node03-x240 (Di... Startedt 09-12 11:52 &M
Narne: Deploy Compute Mode Images - Thursday, Septernber 12, 2013 - 11:52:1 5 AM Mountain Daylight Ti

me Data Collection : node03-x240 (B... Startert 0912 11:52 &M
Status: Artive Progress: | 3
Last Run Status: Running Last Run Q213 11:49 AWM ~ Deploy Compute Node Images - T... Startect 09-12 11:49 AM
Created By: LIBERID Mext Run
Task: Deploy Compute Mode Images Showing 3 most recently updated of 2
Description: Run once on 812013 at1:49 PM :

Wiew All Johs

| ITie Tolowing JO0 hias Been created and stared successtully” Deploy Compate Node mages - Thursday, Sepiember T2

Deploy Compute Node Images

Selectone of more X-Architecture compute nodes o which youswant to deploy images. Learn hore

Hote: Before you beqin, validate the |BM Flex Systern Manager network port being used to attach to the data netwark is configured to be an the same netwark as the netwaork ports an the compute n

I: Apply this image to all rows: * Learn mare aboutimporing additional images

Deploy Images Global Settings Remote Contral Actions ~

Ek and Node Bay Access State Discovered Deploy Status MAC Address Image to Deploy

= Operating System

[71ex

\:;wdeD1-x24D 1 B Ok Mot Discovered Compute Mode Restar 34:40:85:BE:70:00 -
[Thoden2xz40 2 M ok 94217122 Ready 24:40:85:BE:SE:S0

[]ioden3-x240 3 M ok Mot Discoverad Feady 34:40:85:BE:83:00

Figure 6-62 Deploy Compute Node Images job status

The Deploy Status column is updated with the installation steps as the job runs, including the
following steps:

Node created

Bootable ISO mounted
Boot order updated
Compute node restarted
Installing OS compute node
OS successfully installed
Node ready

vVVvyYVYyVvYyVvYYyvYyYyYy

Note: The deployment method currently supports the allocation of IPv6 addresses or the
use of Dynamic Host Configuration Protocol (DHCP) for IPv4 (if a DHCP server is available
on the same network as the Flex System management node).

After deployment, if you are not using the listed network address allocations or the OS is not
reachable, follow these steps to configure network settings:

1. Right-click the target node from the Deploy Compute Node Images page.
2. Choose Remote Control.

3. The process uses the IMM to access the node console and then logs in to the OS using
the password entered through the Global deployment settings.

4. Configure the networking as required to communicate with the Flex System management
node (either VMWare or Red Hat network configuration steps).
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6.8 System discovery, access, and inventory collection

To manage a resource within an environment or view inventory data about it, that resource
must first be discovered. After access is granted, an inventory must be collected. The
resource is recognized and added to the comprehensive list of native resources and native
attributes for the system. Discovery and inventory collection are the two primary tasks that are
used to connect to supported network resources and collect information about them.

The following topics are covered:

» 6.8.1, “Discovery basics” on page 176

6.8.2, “Operating system discovery” on page 179

6.8.3, “Requesting access to the discovered operating system” on page 182
6.8.4, “Collecting operating system inventory” on page 184

vYvyy

6.8.1 Discovery basics

176

Discovery is the process by which IBM Flex System Manager identifies and establishes
connections with network-level resources that IBM Flex System Manager can manage. These
resources include compute nodes, operating systems, switches, and external storage
devices. Use system discovery to identify resources within your environment, collect data
about those resources, and establish connections with them.

A discovery protocol is any network communication protocol that IBM Flex System Manager
uses during the discovery process to discover a resource. The default discovery profile uses a
predetermined list of protocols. When you specify a single IP address, a single host name, or
a single range of IP addresses, system discovery uses one or more protocols. These
protocols are based on the selected target resource type. With a discovery profile, you can
refine the target resource type and configure specific protocols that you want to use.

The communication protocols that IBM Flex System Manager uses during discovery depend
on the protocols that are used by the target resource type. You need to decide about the
different protocols only when you create or edit a discovery profile. The Discovery Profile
wizard helps you select and configure the correct protocol for the type of resource that you
want to discover.

When you are discovering many resources, network traffic that is associated with the
discovery process might cause timeouts. These timeouts might result in some discoverable
resources remaining undiscovered. To help prevent this problem, use one or more discovery
profiles. With a discovery profile, you can target specific resources and limit the number of
communication protocols that are used during discovery.

By default, IBM Flex System Manager supports the following discovery protocols:

» Agent manager discovery

Agent manager discovery specifically targets the discovery of Tivoli Common Agents. In
the Tivoli paradigm, Service Location Protocol (SLP) is not supported. Management
nodes must contact an agent manager that knows about the agents in their environment.
You can select the agent managers that you want to use in discovery.

» Common Agent Services discovery

This discovery uses SLP discovery, with which clients can locate servers and other
services in the network.

Implementing Systems Management of IBM PureFlex System



Common Information Model (CIM) discovery

CIM discovery uses the Service Location Protocol (SLP) for discovery. With CIM
discovery, clients can locate servers and other services in the network.

Interprocess communication (IPC) discovery

IPC is the process by which programs send messages to each other. Sockets,
semaphores, signals, and internal message queues are common methods of interprocess
communication. IPC is also a mechanism of an operating system that enables processes
to communicate with each other within the same computer or over a network. IPC uses
services that IBM Flex System Manager provides that components use to communicate
with each other. By using these services, a server task can communicate with an agent
task that is running on a target.

Secure Shell (SSH) discovery

Secure Shell is a command interface and protocol that is based on UNIX for securely
accessing a remote computer. With SSH discovery, you can specify either a single IP
address or a range of IP addresses upon which to run discovery.

Simple Network Management Protocol (SNMP) discovery

SNMP is a network management standard that is widely used in Internet Protocol
networks. SNMP runs management services by using a distributed architecture of
management systems and agents. SNMP provides a method of managing network hosts,
such as workstation and server computers, routers, bridges, and hubs from a centrally
located computer that runs the network-management software.

Storage Management Initiative Specification (SMI-S) discovery

With SMI-S discovery, clients can locate servers and other services in the network. This
design specification was developed by the Storage Networking Industry Association
(SNIA). It specifies a secure and reliable interface with which storage management
systems can identify, classify, monitor, and control physical and logical resources in a
storage area network (SAN). The interface integrates the various devices to be managed
in a SAN and the tools that are used to manage them.

Windows distributed component object model (DCOM) discovery

Use Windows DCOM (an extension of the Microsoft Component Object Model (COM)) to
support objects that are distributed across a network configuration. Use DCOM to specify
either a single IP address or a range of IP addresses on which to run discovery.
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The system discovery task can be started in one of the following ways:

» From the FSM Explorer web interface using the search capabilities: Type system

discovery in the search box in the upper-right corner of the window, then click System
Discovery in the Tasks panel, as shown in Figure 6-63.

IBM Flex System Manager™ - 1.3.0 B Status (0) . Jobs (0) USERID

Home - Systems - Monitor ~ Security ~ - system discoveny

mma All Compute Nodes

Chassis —
. ManaQEd Chd Resources(0) Groups(0) Tasks(1)

mEn  All Storage Modes @ - @ - I o
h nventory
Peal = All Chassis Ef System Discovery |
+ [l itsoFtext Chassis Name
. itsoFlex1 OK Information OK

Hosts and VSs (0)

Figure 6-63 FSM Explorer: System Discovery

» From the Plug-ins tab in the Home window: Click System Discovery under Discovery
Manager, as shown in Figure 6-64.

IBM Flex System Manager™ Welcome USERID Problems Ug U& Compliance u@ D& Help | L
| Home X\ /O Modules... Chassis Man_ | --- Select Actian -
Use these tabs to perform some initial setup tasks, view or activate plug-ins, perform Check and Update Flex System Manager

administration tasks, and access additional information. Information Center

Initial Setup Additional Setup B Plug-ins Administration Applications Learn

‘ IBM Flex System Manager™ contzins the following plug-ins. Depending on its
'readiness’, the plug-in might be ready to use, or might require additional
| setup and configuration.

Additional plug-ins to activate

@ There are no plug-ins to activate.

Refresh Last refreshed: Movember 13, 20132 10:10:52 AM EST After purchasing = plug-in, click Manags
Features on Demand Keys to add the new
kay.

IBM Flex System Manager™ 1ao Manage Features on Demand Keys
Ready

IEM FSM Explorer - Manage your Flex Resources  Chassis Manager

Manzgement Domain Manage Power Systems Resources
IBM FSM Capacity Utilization

IBM Flex System Manager™ Server =311
b — Ready
Manage Users

. Discovery Manager =311

Mo access to 1 system.
System Discovery View systems needing access

Resource Explorer  View and Collect Inventory

Figure 6-64 FSM Home window: System Discovery
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6.8.2 Operating system discovery

One of the most common uses of the discovery tasks is the operating system discovery and
inventory collection. This task must be completed every time that a new operating system,
hypervisor, or guest virtual machine is deployed when it needs to be managed by the

Flex System Manager.

Perform the following steps to discover an operating system or hypervisor:

1. Open the System Discovery window by using one the methods described in 6.8.1,
“Discovery basics” on page 176.

2. In the System Discovery window, select a required discovery option, enter an IP address
or a range of IP addresses, and select a resource type to discover (or leave All to discover
all resource types), as shown in Figure 6-65. Click Discover Now.

System Discovery ‘

Use system discovery to discover manageable resources now or schedule your discovery to run later. You can disco
single IP address or host name, discover resources of the same type for a range of IP addresses, or use a discovd

profiles enable you to customize discoveries, including importing IP addresses, and requesting access to and colle
discovered resources.

":’,' Learn more about using discovery Advanced Tasks
Select a discovery option: Create new profile
Single IPv4 address LI Manage discovery profiles
Discovery jobs
IP address:
9 .42 <171 |. (21

Select the resource type to discover:

| Cperating System j

| Discover Now

Schedule...

Figure 6-65 Enter IP address to discover
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3. A blue informational message is displayed that indicates that the job is started, and the
Processing discovery protocols status is displayed, as shown in Figure 6-66. Click
Display Properties to check the job status, if needed.

System Discovery

. ATKCOR102I

The following job has been created and started successfully: System Discovery - 9.42.171.21 - Movemh
2013 1:13:20 PM EST

| Display Properties | | Close Message

Use system discovery to discover manageable resources now or schedule your discovery to run later. ¥ou can discq
a single IP address or host name, discover resources of the same type for a range of IP addresses, or use a discq
Discovery profiles enable you to customize discoveries, including importing IP addresses, and requesting access tq
inventory for the discovered resources.

@ Learn moare about using discovery Athionced Fache
Select a discovery option: Create new profile
Single IPv4 address LI Manage discovery profiles
Discovery jobs
IP address:
S .42 171 |.|21

Selact the resource type to discover:

COperating System LI

Discover Now }"_ Processing discovery protocols| [ Stop i_New Discovery...

Schedule...

Figure 6-66 Discovery job information

Wait until the progress bar reaches 100%, which indicates that the discovery is complete,
as shown in Figure 6-67.

Active and Scheduled Jobs

Active and Scheduled Jobs (Properties)

Name: System Discovery - 9.42.171.21 - November 18, 2013 1:13:20 PM EST

General I_ Targets History Logs Discovered Systems

Status: Complets

Progress: 100%

‘ Last Run Status: Complete (view log)

Description: Run once on 11/18/13 at 1:13 PM
Next Run:

Last Run: 11/18/13 at 1:12 PM

Task: Systemn Discovery

Created By: USERID

Figure 6-67 Discovery completed
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4. The list of discovered systems will be displayed under Discovered Manageable Systems,

as shown in Figure 6-68.

System Discovery

inventory for the discovered resources.
"?l Learn maore about using discovery

Select a discovery option:

Single IPv4 address

=
IP address:

= . |42 171 |.[21

Select the resource type to discover:

Cperating System LI

Schedul

Use system discovery to discover manageable resources now or schedule your discovery to run later. You can disco
a single IP address or host name, discover rescurces of the same type for a range of IP addresses, or use 3 disco
Discovery profiles enable you to customize discoveries, including importing IP addresses, and requesting access to

Advanced Tasks
Create new profile
Mznage discovery profiles

Discovery jobs

Discovered Manageable Systems:

Actions

Select

FE
Name 2

M| Beezi17121
I

| Search the table...

Search

Problems

[ ox

Type & | Access &

E Mo access

rFe
Discoverad 4

Mew Operating Sys...

<

Figure 6-68 Discovered Manageable Systems
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6.8.3 Requesting access to the discovered operating system

The discovered manageable operating systems (see 6.8.2, “Operating system discovery” on
page 179) are displayed in the System Discovery window as shown in Figure 6-68 on
page 181. Perform the following steps to request access to the newly discovered object:

1. Select one or multiple discovered systems with no access (No access is listed in the
Access column). Then, click Actions — Security — Request Access, as shown in
Figure 6-69.

Use system discovery to discover manageable resources now or schedule your discovery to run later. You can disco
a single IP address or host name, discover resources of the same type for a range of IP addresses, or use a3 disco
Discovery profiles enable you to customize discoveries, including importing IP addresses, and requesting sccess to
inventory for the discovered resources.

"':’:' Learn maore about using discovery e T e
Select a discovery option: Crezate new profile
Single IPv4 address j Manage discovery profiles
Discoveary jobs
IP address:
9 a2 171 |.|21

Select the resource type to discover:

Cperating System LI

Discover Now

Schedule...

Related Resources

Topology Perspectives 3

Create Group

Password Expiration Motification Search

Remove...
e ? Type & | Access % | Problems

Rename...
Mew Operating Sys... OK
Add to

Automation

54

<

Reguest Access

Systemn Configuration Configure Access

»
»
Inwentory 3
. b
»
»

Systemn Status and Health Verify Connecticn

Service and Support 3

Figure 6-69 Newly discovered systems
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2. In the Request Access window, enter operating system credentials and click Request

Access, as shown in Figure 6-70.

Reguest Access

Specify the user ID and password to authenticate Flex System Manager to one or mare target systems. Then click
grant all authorized Flex System Manager users access to the target systam(s).

#Uszer ID:
root
#Password:

| Request Access | | Close |

Selected targets:

Name

Access Trust State
E9.42.l?1.2l IENO access &]Not applicable
LI |
M4 Page1ofl FH |1 L4 Total: 1

Figure 6-70 Granting access to the object

3. After you request access to the object, ensure that access is granted (0K is displayed in
the Access column), as shown in Figure 6-71. Click Close.

Regquest Access

Specify the user ID and password to authenticate Flex System Manager to one or more target systems. Then click
grant all authorized Flex System Manager users access to the target system(s].

User ID:
root
Password:

Request Access Close

Selected targets:

Name Trust State
BEs.4z.171.21 . (M) not 2ppliczble
&

M4 Pagel1of1l1 bH |1 ] Total: 1

Figure 6-71 Access is granted

Object discovery: Additional objects that are associated with the discovered OS might
also be discovered, such virtual switches in the hypervisors.
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6.8.4 Collecting operating system inventory
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The manageable operating systems with access granted (see 6.8.2, “Operating system
discovery” on page 179 and 6.8.3, “Requesting access to the discovered operating system”
on page 182) are displayed in the System Discovery window, as shown in Figure 6-72.

System Discovery

Use system discovery to discover manageable resources now or schedule your discovery to run later. ¥ou can discover
single IP address or host name, discover resources of the same type for a range of IP addresses, or use a discovery g
profiles enable you to customize discoveries, including importing IP addresses, and requesting access to and collecting

discovered resources.

=y 4 =

(2) Learn more about using discovery Aduancod Facke
Create new profile

Select a discovery option:

Single IPv4 address LI Manage discovery profiles

Discovery jobs
IP address:
] .42 J171 |21

Selact the resource type to discover:

Operating System LI

Discover Now

Schedule...

Discoveraed Manageable Systems:

Actions ¥ | Search the table... Search

Selact Name E B e ? Type & | Access # | Problems |
Fo | Eo.azi71.21 New Operating Sys... oK B ok
[0 | == vSwitcho-9.42.171.21 New Switch Mok B ok
[ | =2vSwitchUSBO-5.42.171.21  New Switch B ox Mok
[ . I noded1-x240 Pravious Sarver GK OK

Figure 6-72 Discovered objects with access granted
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Perform the following steps to collect inventory on the newly discovered object:

1. In the System Discovery window, select the discovered objects and click Actions —
Inventory — Collect Inventory, as shown in Figure 6-73.

System Discovery

inventory for the discovered resources.
@ Learn more about using discovery
Select a discovery option:

[

Single IPv4 address

IP address:

0 .42 171 |21

Select the resource type to discover:

Cperating System j

Disrosrar Mo

Related Resources

5 Topology Perspectives

Create Group
- Password Expiration Motification
is

Rename...

Use system discovery to discover manageable resources now or schedule your discovery to run later. You can disco
a single IP address or host name, discover resources of the same type for a range of IP addresses, or use a disco
Discovery profiles enable you to customize discoveries, including importing IP addresses, and reguesting access to

Advanced Tasks
Create new profile
Manage discovery profiles

Discovery jobs

Search

54 Addio

Automation

Inventory

Release Management
Remote Access

Security

System Configuration
Systemn Status and Health

s
Discoverad 1

Collect Inventony

View and Collect Inventory

View Metwork Topology

FTETTOOS TETTET

Service and Support

b . . . . B Y B A

Froperties.

Columns. ..

Export

Seledt All
Deselect All
Show Filter Row
Clear All Filters

Ected: 1 Total: 4 Filtered: 4

Problems a3

[Fox
Mok
B ox
Mok

i1
i
LF

Figure 6-73 Inventory collection
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2. Inthe Launch Job window, to begin the inventory collection, select Run Now and click OK,
as shown in Figure 6-74.

Launch Job

Schedule Notification Options
Job name and schedule
#1ob Name:
|Collect Inventory - November 18, 2012 2:04:23 PM EST
Choose when to run the job.
g Run Mow
o Schedule
| Ok | | Cancel | | Help |

Figure 6-74 Run collect inventory
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3. A blue informational message is displayed that indicates that the job is started, as shown
in Figure 6-75. You can click Display Properties to check the job status.

System Discovery

ATKCOR1021
: The following job has been created and started successfully: Collect Inventory - November 18, 2013 2:
PM EST

| Display Properties | | Close Message

Use system discovery to discover manageable resources now or schedule your discovery to run later. You can disco
= single IP address or host name, discover resources of the same type for a range of IP addresses, or use 3 disco
Discovery profiles enable you to customize discoveries, including importing IP addresses, and requesting sccess to
inventory for the discovered resources.

@ Learn more about using discovery e et e
Selact a discovery option: Creats new profile
Single IPv4 address j Manage discovery profiles
Discovery jobs
IP address:
9 .42 L3171 |22

Select the resource type to discover:

COperating System LI

Schedule...

Discover Now

Discoverad Manageable Systams:

Actions ¥ | Search the table... Search

Select Name E Do T Type & Access % | Problems e
v | & s.42.171.21 Mew Operating Sys... [ OK [ ok
[ | =svswitcho-9.42.171.21 New Switch ok [ ox
[T | =¥ vSwitchUSB0-9.42.171.21 | New Switch M ox M ox
|- l I noded1-x240 Pravious Server CK DK

Figure 6-75 Collect inventory information

4. Wait until the job is completed.
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The inventory is now collected. You can view collected inventory in the View and Collect
Inventory window (shown in Figure 6-76) by selecting one or more systems and clicking
Actions — Inventory — View and Collect Inventory in the System Discovery window.

View and Co... ¥ % View Networ.. %

E‘l Select Act

Collacted Items

% Summary
B & Hardware Devices
Ethernet Port
Fibre Channel Port
Memory
Part Controller
Processor
[ Metwork Configuration
B & Physical Hardware

Card

Chassis

Chip

Physical Connector
Physical Memory
Physical Port

Slot

Related Systems
B[] System Internals
System Software
Virtual Configuration

System Summary

System name: 9.42.171.21

Type: Operating System

Access State:  Full Access/Communication OK
Last Collected: Movember 18, 2013 4:57 PM
Protocols: CIM

Software Summary Network Summary

Software Type: Hypervisor Hostname:
Software Version: 5.1.0 IP Addresses:
Build Number: 799733

System BIOS: B2E1/22D/1.21

fe80:0:0:0:3640:b5ff:febf:
IPvd_1_0_,

9.42.171.16,
fe80:0:0:0:3640:b5ff:febf:
169.254.95.101,
S.42.171:21,
169.254.95.118,

IPw4_0_0

MAC Addresses: 3440B5BE7DOO,
3440B5BF4D70,
3440B53BF4DT7 2,
3440B3BE7DO4,
Z640B3BF4D73,
Z440B5BF4D71

| AssetSummary | Utilization Summary

Manufacturer: IBM Number of Processors: 2
Madel: ACL
Machine Type: 8737
Sarial Number: KQSMOZF
Architecture: xB6_64

UuID: 35f25f27-
d&fd-0f31-9b61-3384af289b01

Number of Cores: i6
Max Processor Speed: 4000 MHz

Processor Family: Intel® ¥eon®

Related Systems

| Saarch the table... Search
Select | Name & | System n... £ | Type $ | Softwara ... & | So
|| .itEuFlex'_ i 9.42.171.21 Systam Chassis
I_ m:!deD].-x24D | 9.42.171.21 Management ...
I_ =B ySwitch0-9.42.171.21 i 9.42.171.21 Switch
I_ =0 vSwitchUSB0-9.42.171.21 | 9.42.171.21 Switch

4]

H4 Pagel1ofl FH 1 »

Installed Firmware

| Search the table...

Selected: 0 Total:

4  Filtered: 4

Search

Figure 6-76 View inventory collected
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Tip: You can also invoke Collect Inventory and View and Collect Inventory tasks for any
managed object from the IBM Flex System Manager Explorer user interface, as shown in
Figure 6-77.

IBM Flex System Manager™ -1.3.0 B Status (0) B Jobs (0)
Home ~ Systems ~ Monitor ~ Security ~ Utilities ~
| All Systems
Chassis (1) @ " @ N @ o
Name 4 | Type Access Problems Co
ﬁ mmm 9.42.171.11 Storage Control Enclos [ OK [ OK
94217121 __Onaratinn Suctam Ok oK i
Hosts and VSs (0) 20421718 Details 3 K B
9.42.171.9 R [ OK 2
: . Password Expiration Notification
@ [ fsm.itso.ral.ibm.g —— @ oK [~
Network (3) = fsm1.itso.ral.ibm.( Résiarial | B oK [#
i 1BM 8731ACT KQF Addto ; oK [+
=3 IBM Flex System M u tomation y B OK [#
'ﬂ [ itsoFiex Inventory v Collect Inventory [
R | noded1-x240 Power On/Off 3 View and Collect Inventory s
| j node02-x240 Release Management 4 View Metwork Topology r
ﬁ J nodeoz w240 | RemoteAccess > | B OK r
§ node04-x240 i i K r
3 System Configuration 4
Favorites (0} = vSthchD—9.42.1?j ————— X oK r
. . == VSwitchUSB0-9 .42 R yEym— N | DK ]
M Advanced Properties

All Bystems (15)

Figure 6-77 Flex System Manager Explorer: View and Collect Inventory

6.9 Updating chassis components

The next step in the FSM initial configuration tasks is to update firmware or software on the
chassis components including compute nodes, storage nodes, and I/O modules. The
following topics are covered:

» 6.9.1, “Acquiring updates for chassis components” on page 191
6.9.2, “Updating the CMM firmware” on page 199

6.9.3, “Updating compute node firmware” on page 201

6.9.4, “Updating I/0O module firmware” on page 205

>
>
>
» 6.9.5, “Compliance policies” on page 211
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Chassis components can be updated from the Update Chassis Components window (see
Figure 6-79 on page 191) which can be opened by clicking Update Chassis Components on

the Initial Setup tab in the Home window, as shown in Figure 6-78.

Home

perform administration tasks, and access additional information.

Initial Setup Additional Setup @ Plug-ins Administration Applications

Use these tabs to perform some initial setup tasks, view or activate plug-ins, Check and Update Flex System Mana

Information Cer

Learn

Perform the following initial setup tasks to set up IBM Flex System Manager™ for the
first time.

QH Check and Update Flex System Manager
= Obtain and install updates for IBM Flex Systerm Manager™. This will
. reguire 3 restart of IBEM Flex System Manzger™.
@ Learn more about checking and updating IBM Flax Systam
Manager™ firmwars.

Select Chassis to be Managed

View all chassis and Flex System Managers in your environment and
select which to manage.

Y¥ou are currently managing 1 chassis. View chassis

Configure Chassis Components
Configure basic settings for chassis components including compute
nodes, storage nodes, and I/O modules.

Deploy Compute Node Images

For Red Hat Enterprise Linux 5.2-6.4, Red Hat Enterprise Linux 6.2-6.4
with Kernel-based Virtual Machine (KWM) and VMware vSphere 5.1 with
IEM Customization, you can deploy the image directly from the Flax
System Manager to System x compute nodes. To deploy other
operating systems, or to deploy to System p compute nodes, see the
link below for more information.

@ Learn mare about deplaying operating systems.

Update Chassis Components

Update chassis components including compute nodes, storage nodes,
and I;O modules.

Launch IBM FSM Explorer
IEM FSM Explorer is an sasy way to find and browse resources, monitor
status and events, and launch management tasks.

Figure 6-78 |Initial Setup: Update Chassis Components
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Update Chassis Components

Update Chassis Components

Update chassis components including compute nodes, storage nodes, and /O modules.

@ CMMs - Check and Update Firmware
Update the firmware on the Chassis Management Modules (CMMs).

1 chassis managed

@ Compute Nodes - Check and Update Firmware

Discover operating systems on your compute nodes, then update the compute node firmwara.

4 compute nodes discovered

9 Storage Nodes - Check and Update Firmware
Update the firmware within the storage node environments.
1 clustered storage system discoverad

1 chassis storage enclosure discovered

Q 1I/0 Modules - Check and Update Firmware

Update the firmware on the /O modules.

2 I/O modules discoverad

9 List all Firmware Levels

View firmware levels for the entire FSM domain. These views reguire that inventory is collected on all
components and operating systems.

View All Firmware Levels

Figure 6-79 Update Chassis Components window

6.9.1 Acquiring updates for chassis components

The IBM Flex System Manager Update Manager is responsible for obtaining and applying
chassis, switch, system firmware, and certain operating system updates from IBM. In
addition, the Update Manager is used to update the FSM itself. The updates can be obtained
by Internet connection from the FSM. They can also be downloaded manually from IBM to
another workstation, then copied to the FSM by FTP or Secure Copy Protocol (SCP)
connection. After the files are copied to the FSM, they must be imported into the Update
Manager. First, you need to set up the Internet connection.
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Direct Internet connection
To set up and test the Internet connection, perform these steps:

1. Starting from the Home page, click the Plug-ins tab. The Plug-ins window lists all of the
managers that are available on the FSM, as shown in Figure 6-80.

IBM Flex System Manager™ Welcome USERID Help | L
— : - - : = —
J Home * - Chassis Man... * ' Management.. * ' Activeand .. * ' Updste Chas... * I Selackhction
Home r 4 of mf
Use these tabs to perform some initial setup tasks, view or activate plug-ins, perform Check and Update Flex System Manager
administration tasks, and access additional information. Information Center

Initial Sstup Additional Setup @ Plug-ins Administration Applications Learn

IBM Flex System Manager™ contains the following plug-ins. Depending on its
'readiness', the plug-in might be ready to use, or might require additional
setup and configuration.

Additional plug-ins to activate

@ Theare are no plug-ins to activate.

Last refrashed: November 13, 2013 10:10:52 AM EST Ster s ing = plug:infielel: Manage
Features on Demand Keys to add the new
keay.

F‘\._/..i IBM Flex SYStEITI Manager"“ L0 Manage Features on Demand Keys

~ Ready

IBM FSM Explorer - Manage your Flex Resources  Chassis Manager

Management Domain Manage Power Systems Resources
IBM FSM Capacity Utilization

L |7 IBM Flex System Manager™ Server =311
L ~ Ready
Manage Users

r|_| Discovery Manager =221

No access to 1 system.
System Discovery View systems needing access

Resource Explorer  View and Collect Inventory

"3 status Manager =:::
~ Ready

Health Summary Monitors

| Update Manager s3.3.1
Ready

Check and Update Flex System Manager Acquire Updates
| Show and Install Updates

Figure 6-80 FSM list of manager plug-ins
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2. From the list of manager plug-ins, click Update Manager to display the window that is
shown in Figure 6-81.

Updates

Update Manager

Manage the firmware and software updates that your system needs. Start by acquiring updates to ensure that you

update information. Then show and install needed updates or set up compliance policies to ensure that your syste
current or at another specified lavel.

® Learn more about Update Manager

Updates

Step 1! Acquire updates Common tasks
Start by acquiring updates through an Internet check or an import.

Flex System Manager - Check and Updat
Step 2@ Show and install updates onfloure sotlings
] g s as
Show and then install the updates that are needed by 2 system.
Show installed updates

Step 3: Optional: Create and configure compliance policies Export updates

Ensure that your system is always at the desired update leval by

] . . - = Show update groups
creating a compliance policy and then continuously monitoring your . é

system's adherence to it. Optional: Getting started
Search

Enter the text string, for example an APAR or tech note number such as IC60210, for
which you would like to search in the release notes of all local updates:

Figure 6-81 FSM Update Manager window
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3. Inthe Common task box, click the link for Configure settings to open the window that is
shown in Figure 6-82.
This window allows for the configuration of a direct Internet connection, or the
configuration settings to use an existing proxy server.

IBM Flex System Manager Welcome USERID Froblems 0@ o Compliance 0@ o
Home Updates | Settings(1) *

ATY Systemn ¥ and BladeCenter UXSPi vIiOS

Location

Specify settings for the Internet connectivity that IBM Flex System Manager uses to obtain updates.

Choose the method to use to access the Internet.
@ connect to the Internat directly
) Connect to the Internst through an HTTP proxy server

Proxy server host name: Port number:

Proxy server requires authentication

|E User name:
Password:

| Test Internet Connection |

calicay

Figure 6-82 FSM Update Manager Internet connection settings
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4. With the settings complete, click Test Internet Connection to verify the connection.

The test attempts to make a connection to a target IBM server. During the test, a progress
indicator displays, as shown in Figure 6-83.

IBM Flex System Manager Walcome USERID Froblems 0@ o Compliance 0@ o

| Home X ' Up-da.tﬁl[ Settings{1} X

Settings h N
Connection Laocation AIX System X and BladeCenter UXSPi VIOS

Specify settings for the Internet connectivity that IBM Flex System Manager uses to obtain updates.
Choose the method to use to access the Internet.

@ connect to the Internet directly

@ connect to the Internet through an HTTP proxy server

Proxy server host name: Port number:

Proxy server requires a

|E User name: Testing the Internet connection...
2 ~

Password :

| Test Internet Connection |

| oK || Cancel |

Figure 6-83 FSM testing Internet connection for Update Manager
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A message is displayed upon successful completion, as shown in Figure 6-84.

IBM Flex System Manager Welcome USERID Froblems 0@ oYy Compliance 0@ o

Home Updates | Settings{1} X\

Settings h N

Location AIX System X and BladeCenter UXSPi vIiOS

@ ATKUPD1491
Internet connection test completed successfully.

Specify settings for the Internet connectivity that IEM Flex System Manager uses to obtain updates.
Chaoose the method to use to access the Internet.
@ connect to the Internet directly
® connect to the Internet through an HTTP proxy server
|E Proxy server host name: Port number
Proxy server reguires suthentication

User name:

Password:

| Test Internet Connection

| oK || Cancel l

Figure 6-84 Successful Internet connect test for Update Manager

With the test successful, the Update Manager can obtain update packages directly from IBM.

If a direct Internet connection is not allowed for the FSM, the following steps show how to
import updates files into Update Manager.

Importing update files

If the FSM does not have Internet connection, all updates can be downloaded from IBM Fix
Central and then imported into the FSM manually. The process includes downloading
firmware packages to the local administrator's workstation, then copying them to the FSM
node using scp protocol, and then importing them into the FSM repository through the CLI.

Perform the following steps:

1. Go to IBM Fix Central (http://www.ibm.com/support/fixcentral), log in using your
IBM ID and password (IBM ID is required to download firmware from IBM Fix Central). If
you do not have an IBM ID, you can register at this website: http://www.ibm.com/account.
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http://www.ibm.com/account

2. Select required PureFlex System components, as shown in Figure 6-85. Click Continue.

Select product  Find product

Select the product below.
When using the keyboard to navigate the page, use the Alt and down arrow keys to navigate
the selection lists.

Product Group
| PureSystems j

Select from Pure Systems
| PureFlex System j

Select from PureFlex System

IChassis j

Select from Chassis
|Enterprise Chassis _'_i

Select from Enterprise Chassis
8721 h

Operating system

X |

Continue

Figure 6-85 Fix Central: Component selection
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3. From the Select Fixes page select the firmware packages that you want to download as
shown in Figure 6-86.

Select fixes

Enterprise Chassis, 8721 (All platforms)

Download options
Download method: HTTP = Change d

Include requisites: Yes

Select fixes category view
The following results match your request. Select the fixes you want to download. = Share th

To try a different query, go to the |dentify fixes page.
To view previous versions of the fixes, rerun the query to include superseded fixes

View results:

Component = P
Continue Clear selections Sig dlatad | Fiide
CMM Firmware Update Switches Utility
CMM

1. IBM Chassis Management Module [CMM] Firmware v1.50.00 [2PET12D] GA4 [ES] =

ibm_fw_cmm_2pet12d-1.50.0d_anyos_noarch
™ Readme

™ Change History
2. 1BM Chassis Management Module [CMM] Firmware v1.40.2Q [2PET10Q] FP3.1.1 =
ibm_fw_cmm_2pet10g-1.40.2q_anyos_noarch

™ Change Histary = Readme

Figure 6-86 Select firmware packages

4. Enter you chassis machine type and serial number and click Continue. Agree with Terms
and Conditions.

Download required files from the Fix Central.

6. Copy downloaded files from your local workstation to the /home/<username> directory on
the FSM node using the scp protocol.
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7. Import the updates from the /home/<username> directory into the FSM repository using
smc1li importupd command, as shown in Example 6-8.

Example 6-8

USERID@fsml:™> smcli importupd -v /home/USERID

ATKUSC2061 Generating SDDs for path: "/home/USERID".

ATKUPD293I Update "ibm_fw_imm2_laoo42y-2.60_anyos_noarch" was successfully
imported to the library.

ATKUPD293I Update "ibm fw uefi b2el26e-1.31 anyos 32-64" was successfully
imported to the library.

ATKUPD573I Running compliance for all new updates that were found.
ATKUPD2861 The import updates task has completed successfully.
USERID@fsml:™>

The updates are now ready to be applied to the chassis components.

6.9.2 Updating the CMM firmware

The FSM can push firmware updates to the Chassis Management Module (CMM). When a
Flex Chassis is set to managed, inventory is collected automatically. For more information
about setting the Flex Chassis to be managed, see 6.3, “Selecting chassis to manage” on
page 138. From this point, when updates are imported (either manually or from the IBM site)
a compliance check is run against the CMM. This process compares any new CMM firmware
with the currently installed CMM firmware. If a newer firmware is found, a message is
displayed in the Update Chassis Components window as shown in Figure 6-87.

[ Update Chassis Com pofEfis, W . W

Update Chassis Components
Update chassis components including compute nodes, storage nocles, and 170 modules

Q CMMs - Check and Update Firmware

Update the firmware on the Chassis Manage ment Modules (CMMs).
[ 1chassis managed
ﬂ Updates are available to install |

nstall updates

@ Compute Nodes - Check and Update Firmware

Discover operating systems on your compute nodes, then update the compute node

3 compute nodes discovered

Figure 6-87 Update Chassis Components: CMMs
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To update the firmware, perform these steps:

1. Click Install updates (see Figure 6-87 on page 199). A list of newer available firmware is
displayed that can be deployed to the CMM, as shown in Figure 6-88. Select the update,
and click Install.

Show and Install Updates

This page shows the current updates that are needed for the selected systems. Superseded or optiona
"Show all available updates...” link below.

Show all available updates...

Updates needed for "r2-c2-chd4-mm.rtp.stglabs.ibm.com™:

[ Install... ] | [ Actions v] | Search the table... Search

Select Name & | System
Q IBM Chassis Management Module [CMM] Firmware v0.02] [2PETO2]] r2-c2-chd-mm.rtp.

Figure 6-88 CMM Show and Install Updates window

2. Aninstallation wizard is displayed. Click Next through the initial Welcome window. The
Restarts section shows whether restart of the device is required, as shown in Figure 6-89.
Click Next.

Install Wizard

Restarts
v Welcome
<) Restarts Review the restart requirements for the selected systems.
Sum

Automatically restart as needed during installation

Restarts:
System Name % | Restarts Required
r2-c2-ch4-mm.rtp.stglabs.ibm.com Yes

Figure 6-89 Install Wizards Restarts window

3. The Summary window opens as shown in Figure 6-90. Click Finish.

v Welcome summarv

¢ Restarts The updates will now be installed on the selected systems. Verify the installd

= Summary
Selected updates:

Name £ | Version < | Severity % | Prd
Q,, IBM Chassis Management M... Version v0.09] -... Low CM

Figure 6-90 Install Wizard Summary window
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4. Select to either Run Now or Schedule as shown in Figure 6-91, and click OK.

Schedule MNotification Options

Job name and schedule

#lob Name:
Install Updates - June 26, 2012 11:58:20 PM EDT
Choose when to run the job.

@ Run Mow

© schedule

Figure 6-91 Install Wizard Schedule Job window

The update is deployed to the CMM, which is then restarted as part of the job. After the CMM
is restarted, inventory will be run against it, and a compliance check to compare the newly
installed firmware against the FSM update repository. This process ensures that the firmware
is up to date, and the CMM has a compliant version.

6.9.3 Updating compute node firmware

Firmware updates for the compute nodes are applied in-band, i.e. through the operating
system (OS). For this reason, you must first discover and inventory the OS or hypervisor that
is running on the compute node (see 6.8, “System discovery, access, and inventory
collection” on page 176).

After the OS is discovered, accessed and inventoried, firmware updates can be pushed. After
updates are imported as addressed in 6.9.1, “Acquiring updates for chassis components” on
page 191, a compliance check will occur automatically against all discovered systems. With
discovered operating systems, the FSM compares its repository of updates against the
firmware inventory available.
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To determine whether a compute node needs updates and apply these updates if needed,
perform these steps:

1. In the Update Chassis Components window, click Compute Nodes - Check and Update
Firmware, as shown in Figure 6-92.

Update Chassis Components

Update Chassis Components

Update chassis components including compute nodes, storage nodes, and /O modules.

6 CMMs - Check and Update Firmware
Update the firmware on the Chassis Management Madules (CMMs).

1 chassis managed

6 Compute Nodes - Check and Update Firmware
Discover operating systems on your compute nodes, then updste the compute node firmware.

4 compute nodes discovered

9 Storage Nodes - Check and Update Firmware
Update the firmware within the storage node environments.
1 clustered storage system discovered

1 chassis storage enclosure discovered

Q I/0 Modules - Check and Update Firmware

Update the firmware on the /O modules.

2 I/O modules discovered

Q List all Firmware Levels

View firmware lavels for the entire FSM domain. These views require that inventory is collected on all
components and operating systems.

View All Firmware Levels

Figure 6-92 Update Chassis Components window: Check for compute node updates
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2. In the Compute Nodes - Check and Update Firmware window, click Check for Updates,
as shown in Figure 6-93.

Discovery, access, and inventory: We already discovered operating systems, granted
access to them, and collected their inventory, as described in 6.8, “System discovery,
access, and inventory collection” on page 176. Alternatively, you can discover, request
access, and collect inventory for the operating systems from the Compute Nodes -
Check and Update Firmware window.

Compute Nodes - Check and Update Firmwars

L1

2]

©

Compute Nodes - Check and Update Firmware

If this is a new install, it is recommended that you update the firmware on your compute nodes before continuing.
order to update node firmware using Update Manager, you must first install an operating system on your compute
and then discover the operating systems using Discovery Manager. This panel guides you through the steps for
completing these tasks.

Special considerations for updating Power compute nodes.

Discover Operating Systems

Discover operating systems using a single IP address, a range of IP addresses, a host name, or a discove
prafile.

"'_J:' Learn about discovering operating systems.

Request Access

Request access to operating systems to unlock them and allow them to be managed. On the following pan
salect the operating systems to which you want the Flex System Manager to have access. You may need to
the access request for 2ach set of credentials you need.

2 05s discovered, 2 with access

Collect Inventory

Collect inventory about the operating systems. This step is required in order to determine the current laval
updates on the compute nodes and determine if more recent updates are available.

2]

Check for Updates

Check for updates for the nodes.

Figure 6-93 Compute Nodes - Check and Update Firmware window: Check for Updates
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3. In the Acquire Updates window (see Figure 6-94), select the method of acquiring updates
and click OK to start the Acquire Updates job.

Previously imported updates: If you already imported updates (see “Importing
update files” on page 196) you still need to specify a valid path in the Acquire Updates
window. If no updates will be found, an error message appears indicating that no
updates were found, but it can be safely ignored.

Acquire Updates

Select the method to use to acquire the updates. If the IBM Flex System Manager™ server does not have an Inte
connection, select the "Import updates from the filesystem" option to download and import the updates manually.

o Check for updates (Internet connection required)

g Import updates from the file system

Learn more about acquiring updates

After you download the updates, type the path to the directory or archive file below and then click OK to impo
updates. The updates to import must reside on the management server. For example, you can enter "/homd
fUSERID/updates".

/home/USERID Browse...

Click OK to launch or schedule an import task. This task will copy the updates from the given path to the upd
library.

o] [

Figure 6-94 Acquire Updates window

4. After the Acquire Updates job is completed, click Show and Install Updates, as shown in
Figure 6-95.

Acquire Updates

A job was scheduled. To monitar the pragress of this job, click Display Properties in the preceding message.

When the job is complete, dick Show and Install Updates to view the updates needed by a system.

Show and Install Updates Close

Figure 6-95 Acquire Updates window: Show and Install Updates

204 Implementing Systems Management of IBM PureFlex System



5. Review the list of available updates as shown in Figure 6-96. The updates can be selected
individually or all at one time, and deployed by clicking Install.

Show and Install Updates

This page shows the current updates that are needed for the selected systems. Superseded or optional updates g
shown. To view superseded or optional updates that are installable on this system, click the "Show all installable
updates..." link below.

Show all installable updates...

Updates needed for "9.42.171.21":

| Install... | | | Actions ¥ | Search the table... Search

Select | Name & | System £ | Version & | Severity # | Product &3
rd %IBM x240 UEFI Flash Update 9.42.171.21 Version 1.31 -... Medium UEFI
¥  Eintegrated Management ... | 9.42.171.21 Version 2.60 -... Medium IMMZ

Figure 6-96 Show and Install Updates list

6. Use the Install Wizard that is shown in 6.9.2, “Updating the CMM firmware” on page 199 to
run the updates immediately or schedule them.

6.9.4 Updating I/0 module firmware

Downloading updates for I/O modules (for example, Ethernet and Fibre Channel switches) is
similar to downloading updates for compute nodes. This example shows updates for an IBM
Flex System Fabric EN4093 10Gb Scalable Switch.

Compute node firmware updates are pushed through the Operating System (OS) by using
specific OS protocols (DCOM for Windows, SSH for Linux). Updates for I/O modules are
pushed out over SFTP. For this reason, the I/O module must support SFTP, otherwise an
external FTP or TFTP server might need to be provided.

Ethernet I/O modules:

» EN2092, EN4093/EN4093R, and CN4093 switches require a TFTP server to host
updates before applying them. The FSM node can be configured as a TFTP server for
these purposes.

» EN2092, EN4093/EN4093R, and CN4093 switches must be configured to use the
menu-based CLI (ibmnos-cli).

Perform the following steps to prepare the EN2092, EN4093/EN4093R, and CN4093
switches for the software updates through the FSM management node:

1. Enable ibmnos-cli on the switch by issuing the commands listed in Example 6-9.

Example 6-9 Enabling ibmnos-cli on the Ethernet switch

EN4093>enable

EN4093#config t

EN4093(config)#boot cl1i-mode ibmnos-cli

EN4093 (config)#copy running-config startup-config
EN4093(config)#reload
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2. Enable TFTP server on the FSM management node. Open Update Manager settings (see
“Direct Internet connection” on page 192), then click System x and BladeCenter tab, as
shown in Figure 6-97. Click OK.

Connection Location VIOS ALK | {Systemn X and E!-IadeCenter§| UXSPi

Specify settings for the TFTP and FTP servers and options.

Y¥ou must install System x and IBM BladeCenter updates from a TFTP or FTP server, so you will require one or
more of the following file servers. Select the appropriate option for each file server type and then specify any
further required settings.

Note: Ensure that the length of the combination of the relative path to updates field, the specific update build
identifier, and the update firmware file name does not exceed &4 characters.

TFTP

o Do not use a TFTP server. Instead, if supported, transfer the updates directly.

« Use the management server as & TFTP server.

o Use another system as a TFTP server.

FTP

« Do not use an FTP server. Instead, if supported, transfer the updates directly.

o Use another system as an FTP server.

Figure 6-97 Update Manager settings: System x and BladeCenter

External TFTP server: You can configure FSM to use an external TFTP server to host
software updates for the EN2092, EN4093/EN4093R, and CN4093 switches.
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To update the I/O module firmware, perform these steps:

1. In the Update Chassis Components window, click /O Modules - Check and Update
Firmware, as shown in Figure 6-98.

Update Chassis Components

Update Chassis Components

Update chassis components including compute nodes, storage nodes, and /O modules.

6 CMMs - Check and Update Firmware
Update the firmware on the Chassis Management Madules (CMMs).

1 chassis managed

6 Compute Nodes - Check and Update Firmware
Discover operating systems on your compute nodes, then update the compute node firmware.

4 compute nodes discovered

9 Storage Nodes - Check and Update Firmware
Update the firmware within the storage node environments.
1 clustered storage system discoveraed

1 chassis storage enclosure discovered

6 1/0 Modules - Check and Update Firmware
Update the firmware on the /O modules.

2 I/0 modules discovered

Q List all Firmware Levels

View firmware lavels for the entire FSM domain. These views require that inventary is collected on all
components and operating systems.

View All Firmwara Levels

Figure 6-98 Update Chassis Components window: Check for I/O module updates
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2. In the I/O Modules - Check and Update Firmware window, click Check for Updates, as
shown in Figure 6-99.

Discovery, access, and inventory: We already discovered I/O modules, granted
access to them, and collected their inventory, as described in 6.5, “Configuring chassis
components” on page 144. Alternatively, you can discover, request access, and collect
inventory for the 1/0 modules from the 1/0 Modules - Check and Update Firmware
window.

1/O Modules - Check and Update Firmware P N N

I/0 Modules - Check and Update Firmware

To update I/O module firmware using Update Manager, the Flex System Manager must have access to the I/O mg
and inventory must have been collected. Follow the steps on this panel to complete these tasks and update the fi

':?.‘.' Infarmation on configuring access to I/O modules

6 I/0 Modules Access

Reguest access to I/O modules to unlock them and zllow them to be manzged. On the following pansl, =4
the I/Q modules to which you want the Flex System Manager to have access. You may need to rerun the g
request for each set of cradentials you need.

B 2 I/ modules discoverad, 2 with access

9 Collect Inventory

Caollect inventory about the I/O modules. This step is required in order to determine the current level of up
on the I/O modules and determine if more recent updates are available.

9 Check for Updates

Check for updates for the I/O modules.

Figure 6-99 /O Modules - Check and Update Firmware window: Check for Updates
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3. In the Acquire Updates window (see Figure 6-100), select the method of acquiring
updates and click OK to start the Acquire Updates job.

Previously imported updates: If you already imported updates (see “Importing
update files” on page 196) you still need to specify a valid path in the Acquire Updates
window. If no updates will be found, an error message appears indicating that no
updates were found, but it can be safely ignored.

Acquire Updates

Select the method to use to acquire the updates. If the IBM Flex System Manager™ server does not have an Inte
connection, select the "Import updates from the filesystem" option to download and import the updates manually.

o Check for updates (Internet connection required)

g Import updates from the file system

Learn more about acquiring updates

After you download the updates, type the path to the directory or archive file below and then click OK to impo
updates. The updates to import must reside on the management server. For example, you can enter "/homd
fUSERID/updates".

/home/USERID Browse...

Click OK to launch or schedule an import task. This task will copy the updates from the given path to the upd
library.

o] [

Figure 6-100 Acquire Updates window

4. After the Acquire Updates job is completed, click Show and Install Updates, as shown in
Figure 6-95 on page 204.

Acquire Updates

A job was scheduled. To monitar the pragress of this job, click Display Properties in the preceding message.

When the job is complete, dick Show and Install Updates to view the updates needed by a system.

Show and Install Updates Close

Figure 6-101 Acquire Updates window: Show and Install Updates
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5. Review the list of available updates as shown in Figure 6-96 on page 205. The updates
can be selected individually or all at one time, and deployed by clicking Install.

Show and Install Updates

This page shows the current updates that are needed for the selected systems. Superseded or optional updates a

shown. To view superseded or optional updates that are installable on this system, click the "Show all installable
updates..." link below.

Show all installable updates...

Updates needed for "9.42.171.8,9.42.171.9";

| Install... | | | Actions V| | Search the table... Search

Select | Name & | System £ | Version & | Severity # | Product &
v 1EM Flasx System Fabric EN...| 9.42.171.8 Version 7.7.6.... Low Switches
Il IE-M Flex System FC3171 ... | 9.42.171.9 Version 9.1.1.... Madium Switches

Figure 6-102 Show and Install Updates list: I/O modules

Use the Install Wizard that is shown in 6.9.2, “Updating the CMM firmware” on page 199 to
run the updates immediately or schedule them.

210 Implementing Systems Management of IBM PureFlex System



6.9.5 Compliance policies

You can also track and determine needed updates for systems by configuring a compliance
policy. To create a compliance policy, perform these steps:

1. Click the Update Manager link from the Plug-ins tab on the Home page, as shown in
Figure 6-103.

Use these tabs to perform some initial setup tasks, view or activate plug-ins, perform Check and Update Fle
administration tasks, and access additional information. bi

Initial Setup Additional Setup @ Plug-ins Administration Applications Learn

IBEM Flex System Manager™ contains the following plug-ins. Depending on its
‘readiness’, the plug-in might be ready to use, or might reguire additional
setup and configuration.

Additional plug-ins to activate

@ There are no plug-ins to ac|

Last refreshed: November 13, 2012 10:10:52 AM EST After purchasing a plug-in, clig
Features on Demand Keys to

kay.
F\Z: IBM Flex System Manager™ 110 Manage Features on Demand

Ready

IBM FSM Explorer - Manage your Flex Resources  Chassis Manager

Management Domain Manage Power Systems Resources
IBM FSM Capacity Utilization

IBM Flex System Manager™ Server s3a1
Ready
Manage Users

Fij Discovery Manager =331

No access to 1 system.
System Discovery View systems needing access

Resource Explorer  View and Collect Inventory

FJ., Status Manager 5231
Ready

Health Summary Monitars

Update Manager =331

Ready

Check and Update Flex System Manager  Acquire Updates

Show and Install Updates

Figure 6-103 Plug-ins window: Update Manager
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2. The main Update Manager window opens. This window provides a jumping point for many
options such as acquiring updates, creating compliance policies and viewing currently
downloaded updates. Click Optional: Create and configure compliance policies to
create a compliance policy, as shown in Figure 6-104.

Updates

Update Manager

Manage the firmware and software updates that your system needs. Start by acquiring updates to ensure that you hawvd
the latest update information. Then show and install needed updates or set up compliance policies to ensure that your
systems remain either current or at another specified level.

l:':’) Learn more about Update Manager

Updates

Step 1: Acquire updates Corimon s
Start by acquiring updates through an Internet check or an import.

Check and Update Flax System Manager
Step 2: Show and install updates

Configure settings
Show and then install the updates that are nesded by a systam.

Show installed updates

Stap 3: Optional: Create and configure compliance policies Export updates
Ensure that your system is always =t the desired update level by
creating a compliance policy and then continuously monitoring your
systam's adherance to it.

Show update groups

Optional: Getting started

Search

Enter the text string, for example an APAR or tech note number

such as IC&80210, for which you would like to search in the release Search

notes of all local updates:

Figure 6-104 Show Update Groups
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3. Select a system or group of systems to apply the updates to. Keep in mind that for
compute nodes, the OS is required to push updates. Generally, create compliance policies
against specific devices, and not the All Systems group. For compute nodes, create a
compliance policy against the All Operating Systems group or just against a group of
Chassis. In this example, navigate to the All Operating Systems group and click Show
Compliance Policies. This process displays any previously created compliance policies.
Figure 6-105 shows that a policy does not yet exist, so add one by clicking Add.

Compliance Policy h N

Select a system and then click "Show Compliance Policies™ to display the compliance policies for the syste

Selected system: | All Operating Systems E [ Browse... |

Show Compliance Policies

The following compliance policies are used to monitor "All Operating Systems”. The system group is desig
Compliance is determined using inventory information, so ensure that your inventory is current and comp

Update compliance policies:

‘Add... Edit... Remaove | | Actions ¥ Search the table... Search

Select Name 5 Type 1 | version

rd

There is no data to display.

44 Page 1of 1 P 1 » Selected: 0 Total: 0 Filtered: 0

[ Save | [ Cancel

Figure 6-105 Window with no compliance policy
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4. In this example, select All IBM System x and BladeCenter updates and click Add as
shown in Figure 6-106.

Select a valid target type to display updates or update groups of that type. Then select updates or update groups on the left and click "
system will be designated as out of compliance if it is missing a selected update or if it is missing updates from a selected update group

show: |Update Groups [+]

Available:

Update Groups e
| [searchthetable.. | search

< Remove
Select | Mame & | Type & | Desi

| R,J:Al "IBM®@ System %" and "BladeCenter” updates (...) Dynamic: Update Cont
:;: All AT¥ Recommended Updates (0) Dynamic: Update Cont
~_ All appliance updates (...) Dynamic: Update Cont
1_ All Critical "IBM® System x" and "BladeCenter” updates (0) Dynamic: Update Cont
~_ All HMC Recommended Updates (0) Dynamic: Update Cont
:;: All IBM Flex System Manager™ 6.3 Updates (32) Dynamic: Update Cont
~_ All IBM®& 1| Recommended Updates (0) Dynamic: Update Cont
~_ All Power System Firmware Recommended Updates (0) Dynamic: Update Cont
54, All RHEL Updates (0) Dynamic: Update Cont
~, All SLES Updates (0) Dynamic: Update Cont

Figure 6-106 Policy Group

5. The selection is moved to the right column as shown in Figure 6-107. Click OK.

e. Then select updates or update groups on the left and click "Add =" to add them to the compliance policy. The
update or if it is missing updates from a selected update group.

Selected:
All "IBM@®& System x" and "BladeCenter” upd: =

Add =

< Remove
Y )

v | Type v Desi
Dynamic: Update Cont
Dynamic: Update Cont
Dynamic: Update Cont

1)) Dynamic: Update Cont

Dynamic: Update Cont

Dynamic: Update Cont

Dynamic: Update Cont

Dynamic: Update Cont

Dynamic: Update Cont

Figure 6-107 Policy Group moved to the Selected box
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6. In the next window, select Save for the Compliance to take effect.

The main Update Manager window opens with a new compliance graph as shown in
Figure 6-108.

Updates

Update Manager

Manage the firmware and software updates that your system needs. Start by acquiring updates to ensur|
needed updates or set up compliance policies to ensure that your systems remain either current or at an

IE'J Learn more about Update Manager

Upndate Comnbliance (monitoring 14 systems)

Update status for 14 monitored systems: e ks
g 0 systems Change compliance policies
& o systems

0 systems

a 7 systems
@ 1 system

View All Issues

Figure 6-108 Update Compliance window
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7. You can see that six systems need minor updates. Click the 6 systems hyperlink and
review which systems need updates. From here, all systems or certain systems can be
selected by clicking Actions — Select All. Then, click Actions — Release
Management — Show and Install Updates, as shown in Figure 6-109, to deploy the

updates.
Navigate Resources A
Resources with Warning Problems
| Actions ¥ | E Search the table... Search
Create Group 7
S Access % Compliance - Update
Remove.. - [
oK /¥ Minor
Addto 4 oK & Minor
Automation b L =
[#] OK £ 1% Minor
Inventory p [ =
Power On/Off p | 8l ok {8 Minor
Release Manageme Install Agent {1 Minor
Security ] Acquire Updates. . /1Y Minor
System Configuration 4 and Install Updates...
Systemn Status and Health 4 Show Installed Updates...
Senvice and Support ]
Resources with Warning Problems ]

Import Groups

Columns..
Export

Select All
Deselect All
Show Filter Row

Clear All Filters
"4 Editsor bd: 6 Total: 6 Filtered: 6

Clear All Sorts

Figure 6-109 Show and Install Updates

6.10 Manage Feature-on-Demand keys

With Features on Demand keys, you can view and install optional features for IBM Flex
System Manager management software and managed IBM Flex System resources.

You can only enable Features on Demand keys on compute nodes through the management
software if the compute node is configured to boot a UEFI-compatible operating system. If the
compute node is configured in the Setup Utility to boot in legacy mode, you cannot activate
Features on Demand keys.

Install Features on Demand keys by using the management software web interface. If you use
the IMM2 interface or any other method to import and install FoD keys, you must restart the
management software to activate the software.

The Manage Features on Demand Keys window has a view list from which you can select
either IBM FSM keys or All keys. You can use the FSM keys view to add and remove only the
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keys that apply to the management software. Use the All keys view to add and remove keys
from the management software and managed compute nodes.

For more information about how to obtain FoD keys, see 5.1.3, “Planning for Features on

Demand” on page 90.

To manage the Features on Demand keys that are installed, or to import a new key, perform

the following steps:

1. On the Home page, click the Administration tab and scroll to the bottom. Under Features
on Demand tasks, click Manage Features on Demand Keys as shown in Figure 6-110.

Chassis Man... | Home X

Update tasks
Update IBM Flex System Manager™

Configuration tasks

Configure Flex System Manager User Registry
Configure SMTP server defaults

Network Management Preferences

Configure Remote Syslog

Configure Date/Time

Configure Network

Commaon Service

Configure VPN

Serviceability tasks
Backup and Restore

Electronic Service Agent Getting Started Wizard

Security tasks
Configure Password Policy
Configure Security Policy
Manage Roles

Change password

Change System password
View or modify user accounts

IBEM FSM Management
IBM Flex System Manager Server Status
IBM Flex System Manager Command Line

Manage software updates of the console

Configure or change the Flex System Manager User Regi
Configure SMTP server settings for Flex System Manager
Configure SNMP and other network settings

Configure remote syslog servers for the Flex System Mar
Configure Date/Time
Configure Network
Configure Common Service
Configure VPN

Schedule backups, list backups, restore the Flex System

Set up Electronic Service Agent to report serviceable pro

Configure or change the Flex System Manager password
Configure or change the Flex System Manager security p)
Manage all roles in this Flex System

Change the password for the current user

Change the password used by the Flex System Manager
View and change user account settings

View the server status and properties
Access the IBM Flex System Manager command line

Features on Demand tasks
Manage Features on Demand Keys

Display Features on Demand keys available on this Flex

Figure 6-110 Features on Demand tasks

2. The Manage Features on Demand Keys window opens and the installed keys are
displayed. Select the keys that you want to view.
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To view management software keys, select IBM FSM keys from the View list as shown in
Figure 6-111.

Manage Features on Demand Keys

Manage Features on Demand Keys
| View: | IBM FSM keys El

Features on Demand Keys

I Add IBM FSM Keys ] | [ Actions v] | Search the table... Search
Select Name 2 | Usage Limit > | Usage C

= IBM Flex System Manager Advanced Upgrade 1
Figure 6-111 FSM keys

To view all IBM Flex System keys, including keys for managed resources, select All keys
from the View list as shown in Figure 6-112.

Manage Features on Demand Keys

Manage Features on Demand Keys
[View: [aikeys [=]]

Features on Demand Keys
Add IBM FSM Keys;] Add Node Keys | | Actions | Search the table... Seard

Select Name 2 | System

O IBM Flex System Manager Advanced Upgrade
Figure 6-112 All keys

3. To import a key, click Add IBM FSM Keys or Add Node Keys (depending on the view).

If you click Add IBM FSM Keys, an Add IBM FSM Keys window opens that enables you to
import a key.
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If you click Add Node Keys, a window opens that enables you to import keys for compute
nodes. When you click Add Node Keys, a list of configuration templates opens as shown
in Figure 6-113. Click Create.

Manage Features on Demand Keys

View: | All keys E

Configuration Templates

Use configuration templates to deploy settings on one or more systems.
Configuration Templates

Deploy Create Like Edit Delete | Actions * | Search

Select Name & | Deployed & | Plan Count
[ 8GbsAMNSwitchProtocolConfigurationTemplate No 0
Boot Sequence Predefined Template Mo 1
= Ethernet1GbSwitchProtocolConfigurationTempl... | No 0
Ethernet1GbSwitchVLANConfigurationTemplate Mo 0
IPvd4AddressPoolConfigurationTemplate No 0
IPvsAddressPoolConfigurationTemplate No 0
= OperatingSystemCreateisAccountTemplate Mo 0
OperatingSystemCreateLinuxAccountTemplate . Mo 1
OperatingSystemCreateWindowsAccountTempl... | No 1

Figure 6-113 Configuration Templates
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4. A configuration template must be created that includes FoD keys that need to be
deployed. Click Create.

5. Figure 6-114 is displayed. Under Template Type, select Server (via CIM protocol) to
deploy FoD keys to an IMM2 of a compute node. For template, select Feature Activation
Manager Configuration and provide a name. Then click Continue.

Template type:

Server (via CIM protocol) E

Configuration to create a template:

Feature Activation Manager Configuration

Description:
Feature Activation Manager Configuration

#*Configuration template name:

|FOD Key

Configuration template description:

Continue ] | Cancel

Figure 6-114 Configuration Template creation

6. In the wizard, there are two choices as shown in Figure 6-115.

Feature Activation Configuration

Key Redemption Method

v Welcome
Key The key files to be used for key activation can be redeemed from Key Mar
= Redemption
Method @ ) o
'@ Obtain activation keys from Key Managemeant System (KMS)
Summary

® Upload activation keys from a local system

Figure 6-115 Key Redemption Method window
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If you select the Key Management System (KMS), the options that are shown in

Figure 6-116 are available. To pull in keys from the KMS, a connection to the Internet is
required. Additionally, an IBM ID must be configured appropriately and the appropriate
authorization codes must be available as provided when the FoD keys were purchased. If
a proxy is required for connection, that can be configured when you click Next.

Feature Activation Configuration

KMS Login

v Welcome

Key Redemption The user ID, password, and authorization codes will be used to log in
¥ Mathod more authorization codes to the list.
» KMS Login

Connection

#User 1D
Automatic Reboot
summary #¥password:

#*Confirm password:

Feature authorization code:

Add to List

#¥Feature authorization code list:

Remove

* Required field

Figure 6-116 KMS Login
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If you select to upload keys from the local system, Figure 6-117 is displayed. Select the
FoD keys that need to be imported and add them to the list, then click Next.

Feature Activation Configuration

Upload Key Files

v Welcome

Key Redemption The key files to be used for key activation can be uploaded from a loc
v Method
=N Upload Key

Files To import a file, click Browse to select a file.

Automatic Reboot

e C\UsersIBM_ADMIN\Downloadsiibm_fod_0001_7914KQ:

Add to List

ey file list:
Jfoptfibm/director/tempdata/ibm_fod_0001_738200ADNZ7 _ar -

Rem

* Required field

Figure 6-117 Upload Key Files window

7. The Automatic Reboot window opens as shown in Figure 6-118. You can choose to reboot
the device if needed for the FoD key to take effect. Click Next and then Finish.

Feature Activation Configuration

Automatic Reboot
v Welcome

Key Choose whether to reboot after the activation key is installed. If you chog
./ Redemption activation if required.

Method

v Upload Key [[] automatically reboot the device after activation key installation, if nece

Hiah & | &

N Automatic
Reboot

ary

Figure 6-118 Automatic Reboot window
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8. The newly created template is displayed in the list as shown in Figure 6-119. Select the
key, click Deploy, and point it to a system that you want the key deployed to.

Configuration Templates

Use configuration templates to deploy settings on one or more systems.
Configuration Templates

| Deploy | | Create | | Create Like | | Edit | | Delete | | | Actions ¥ | | Search the t

Select Name & | Deployed $  PlanCount & | T
E 8GbSANSwitchProtocolConfigurationTemplate No 0 N
[ Boot Sequence Predefined Template No 1 ]
& Ethernet1GbSwitchProtocolConfigurationTempl... | No 0 N
] Ethernet1GbSwitchVLANConfigurationTemplate Mo 0 N
FOD Key No 0 =
[ IPvdAddressPoolConfigurationTemplate No ] s
E IPvoAddressPoolConfigurationTemplate No 0 =
] OperatingSystemCreateisAccountTemplate No o 0
& OperatingSystemCreatelinuxAccountTemplate No 1 0
] OperatingSystemCreateWindowsAccountTempl... | No 1 0
E OperatingSystemImmediatePowerQff No 0 0
[ OperatingSystemImmeadiateRestart No 0 0
& OperatingSystemIPv4NetworkTemplate No 1 0
] OperatingSystemIPveNetworkTemplate No 1 0
[ ServerEnableSerialOverLAN No 0 S

44 Pagelof2 ¢} 1 L] Selected: 1 Total: 25 Filtered: 25

Figure 6-119 FoD key deployment

6.11 Flex System V7000 Storage Node initial configuration

This section discusses initial configuration tasks for the IBM Flex System V7000 Storage
Node. The following topics are covered:

» 6.11.1, “Creating a new system on the V7000 Storage Node” on page 224
» 6.11.2, “Flex System V7000 Storage Node Setup wizard” on page 228
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6.11.1 Creating a new system on the V7000 Storage Node

The following procedure guides you through the necessary steps to create a new system on
the V7000 Storage Node when using the FSM web user interface:

1. Open a web browser and point it to the IP address of the FSM and log in. The menu panel
shown in Figure 6-120 displays, giving you a humber of selections.

Select Launch IBM FSM Explorer from the menu list.

Use these tabs to perform some initial setup tasks, view or activate plug-ins, perform administration tasks, and a

Initial Setup Additional Setup @ Plug-ins Administration Applications Learn

Parform the following initial setup tasks to set up IEM Flex System Manager™ for the first time.

Obtain and install updates for IBM Flex System Manager™. This will require a restart of IEM Fl

H
0}% Check and Update Flex System Manager

You are currently managing 1 chassis. View chassis

‘g Configure Chassis Components
Configure basic settings for chassis components including compute nodes, storage nodes, ang

6 " Select Chassis to be Managed
View all chassis and Flex System Managers in your envircnment and select which to manage.
(31 e

6 Deploy Compute Node Images
For Red Hat Enterprise Linux 6.2-6.3, Red Hat Enterprise Linux £.2-6.3 with Kernel-based Virty|
directly from the Flex System Manager to System x compute nodes. To deploy other operating

@ Learn more about deploying operating systems.

Update Chassis Componenis
Update chassis components including compute nodes, storage nodes, and /O modules.

Launch IBM FSM Explorer

IEM FSM Explorer is an easy way to find and browse rescurces, monitor status and events, [ang

7] ‘;

Figure 6-120 Launch IBM FSM Explorer
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Notice that a new browser tab is opened, which allows you to select the applicable
enclosure from the Chassis Map as shown in Figure 6-121.

IBM Flex System Manager™

Home - Systems - Monitor ~ Security - Utilities -
. oo Managed Chassis
. =@ Al Compute Modes

B A Storage Modes Actions =

k4 Chassis (1) _@
- All Chassis

. . TSO_Chassis . Chassis Name Access Hardware £
B 7so_chassis @ok 0K

4 Metwork (3)

S

Figure 6-121 Select and launch the chassis in the Chassis Manager

2. In the Chassis Manager, select the applicable chassis that will launch the chassis map for
that chassis, as shown in Figure 6-122.

Hardware Map

Table View

-
- T T

R-BR-E-a- B =

Enterprise Chassis - Summary View Details | common Actions

Problems: MNone (View Event Log)

Verify Connection Interval: Every 15 minutes Configuration Details
IP Hosts: cmm.itso.ral.ibm.com Deploy Chassis Pattern
IP Addresses: fe80:0:0:0:5ef3fcfffeff73d8, 9.42.170.215, fd8c:215d:178e cO0de Befifciffe25.edds

Communication State: Communication OK Inventory

System Board UUID: 2CR84ABG-292E-3D28-8C23-725C87D0ETCT Collect Inventory

Figure 6-122 IBM Flex System Manager: Hardware Map

Configuration Patterns
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3. Right-click the V7000 Storage Node in the chassis map, then select Remote Access and
click Launch IBM Flex System V7000 as shown in Figure 6-123 to start the Initial Setup
wizard.

Hardware Map

Table View

Details
Create Group

Remaove...

Rename...

Storage System Properties
Add to

L Automation

Inventory

Remaote Access

Security

System Configuration

Sernvice and Support

@ -l B | = | « | | Advanced Properiies

Enterprise Chassis - Summary View Detalls | common Actions

Problems: Mone (View Event Log)

Verify Connection Interval: Ewvery 15 minutes

IP Hosts: cmm.itso.ral.ibm.com

IP Addresses: fe80:0:0:0:5ef3fcfifeff73d8, 942170215, fd8c:215d:178e:c0de:5ef3 fcfffe25.edB5

Configuration Patterns

Configuration Details
Deploy Chassis Pattern

Communication State: Communication OK Inventory
System Board UUID:  2CG84A86-292E-3D28-8C23-725CETDOETCT Collect Inventory
Manufacturer: |BM Power OniOff
Serial Number: KOQ5X28V Restart CMM

Machine Type: 8721 Release Management

Show and Install Updates...

Figure 6-123 Launch Storage Manager (V7000)

4. The next window is a welcome window from the IBM Flex System V7000 Storage Node
interface, asking to either create a new system (cluster) or add to an existing system, as
shown in Figure 6-124 on page 227.

226 Implementing Systems Management of IBM PureFlex System




In this example, we are creating a new system. Select Create a new system and then
click Next.

Do you want to create a new system or add to an existing
system?

Add to an existi

Figure 6-124 IBM Flex System V7000 Storage Node first-time setup welcome window

5. In the window shown in Figure 6-125, select whether you are using an IPv4 or IPv6
management IP address and type the IP address (you can use either DHCP or the static
address that was assigned). The subnet mask and gateway will already list defaults, which
you can edit.

le> stem W
Create a new system

Q@ IPwd ® IPvE
IP Address: _
Subnet Mask: _
Gatevay: [

Figure 6-125 Create a new storage cluster

6. Click Finish to set the management IP address for the system. System initialization
begins and might take several minutes to complete.
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When system initialization is complete, the V7000 login window opens. Log in using the
default credentials (superuser and passwOrd). Then, you are prompted to change the default
password. System Setup is launched automatically. The setup wizard takes you through the
steps to configure basic system settings, such as time and date, system name, and hardware
detection and verification.

6.11.2 Flex System V7000 Storage Node Setup wizard

228

After the initial configuration described in 6.11, “Flex System V7000 Storage Node initial
configuration” on page 223 is complete, the IBM Flex System V7000 Storage Node Welcome
window opens (Figure 6-126).

System Setup X

&) Welcome Welcome to System Setup

Licenses

IS Flax Sysiern V7000

Congratulations! You now have unmatched performance,
availability, advanced functions and highly-scalable capacity right at
yvour fingertips.

Let’s configure your system settings.

You will need the following information:

¢ Licensed function information
* Email server IP
» Email addresses for local users

e e e ] e e e e,

Next = Cancel

Figure 6-126 IBM Flex System V7000 Storage Node Welcome window

Tip: During the initial setup of the Flex System V7000, the installation wizard asks for
various information that you need to have available during the installation process. If you
do not have this information or choose not to configure some of the items at this time, you
can configure them later through the GUI.
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Click Next, and perform the following steps:

1. Read and accept the license agreement, as shown in Figure 6-127. Click Next after
accepting the license agreement.

System Setup X

) Welcome
Read the license agreement carefully.

*) Licenses

+ System License License Addendum | | Java Notices | Non-IBM Licenses | | 2
Licensed Functions International Program License Agreement
Part 1 - General Terms

System Name
BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON
THE PROGRAM, LICENSEE AGREES TO THE TERMS OF THIS AGREEMENT.
Date and Time BEHALF OF LICENSEE, YOU REPRESENT AND WARRANT THAT ¥OU HAVE
THESE TERMS. IF YOU DO NOT AGREE TO THESE TEEMS,

Detected Enclosures “* DO NOT DOWNLORD, INSTALL, COPY, ACCESS, CLICE ON AN "RACCEE
“ PROMPTLY RETURN THE UNUSED MEDIZ, DOCUMENTATION, AND PROOE

IT WAS CBTRINED FOR A REFUND OF THE AMOUNT PAID. IF THE PROC
OF THE PROEEAM.

Configure Storage

Summary
ry 1. Definitions

w

Zuthorized Use™ - the specified lewel at which Licensee is
Erogram. That lewvel may be measured by number of users, mill
Processor Value Units ("PVUs™), or other level of use specii

"TBEM" - International Business Machines Corporation or one c

2 I agree with the terms in the license agreement.

I do not agree with the terms in the license agreement.

Figure 6-127 Setup wizard: License agreement

2. Optional: Specify licensed functions, as shown in Figure 6-128. The System Licenses
include the External Virtualization limit, Remote Copy limit, and IBM Real-time
Compression™ limit. Click Apply and select Next.

System Setup

¥ Welcome
Licensed Functions
2 Licenses
v System License
+ Licensed Functions

Additional licenses are required to use certain system functions.

System Name External Virtualization: 0 R e e
Remote Copy: 0 Number of enclosures

Date and Time
Real-time Compression: 0 Number of enclasures
Detected Enclosures

Configure Storage

Summary

Figure 6-128 Setup wizard: Licensed Functions

Chapter 6. IBM Flex System Manager initial configuration =~ 229



3. Specify a system name, as shown in Figure 6-128 on page 229. Click Apply and select

Next.
System Setup
i Vs System Name
) Licenses Enter a name for the system.
@ System Name System Name: ITSO_V7000_Cluster_9.42.171.20

Date and Time
Detected Enclosures
Configure Storage

Summary

Figure 6-129 Setup wizard: Set system name

4. Set up the system date and time as shown in Figure 6-130. Click Apply and select Next.

System Setup

& Welcome Date and Time

@ Licenses Current Date and Time

& System Name Nov 19, 2012 6:39:43 PM

&) Date and Time

Time Zone

Detected Enclosures (GMT-5:00) US Eastern Time

Configure Storage Use Browser Settings |

Summary

Figure 6-130 Setup wizard: Set date and time
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5. Verify that all hardware is detected by the system correctly as shown in Figure 6-131. Click
Apply and select Next.

System Setup

¥ Welcome
Detected Enclosures

O Licenses Verify that all the installed hardware has been detected by the sys
displayed, ensure it has been cabled correctly and is powered on.

¥ System Name
:= Actions ¥
) Date and Time -| [ Cluster_9.42.171.20
-| @@ Enclosure 1
[@ Drive Slots
-| B Canisters

) Detected Enclosures

Configure Storage p
= Canister 1

I Canister 2
Summary "2

Figure 6-131 Verify hardware

6. Do not select Yes to automatically configure internal storage if you are creating a
customized storage layout. Click Next.

7. Verify the configuration settings in the Summary window, as shown in Figure 6-132.

System Setup

¥ Welcome Summary

¥ Licenses System Name

ITSO_W7000_Cluster_9.42.171.20

) System Name Date and Time

Time Zone: (GMT-5:00) US Eastern Time
W, t Tim
&2 Date and Time Enclosures

Enclosures: el
() Detected Enclosures Usable storage: 2.97 TB 5AS

) Configure Storage

&) Summary

Figure 6-132 V7000 Setup wizard: Summary

8. Click Finish to complete the Setup wizard task and log in to IBM Flex System V7000
Storage Node. You log in as a superuser with your newly defined password.
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9. After you successfully log in, the IBM Flex System V7000 Storage Node System Details
window opens. IBM Flex System V7000 Storage Node initial configuration is complete and
the cluster is up and running, as shown in Figure 6-133.

T = Welcome, superuser - Legal [ Log out ] Help

IBM Flex System V7000

ITSO_V7000_Cluster_9.42.171.20 > Monitoring > System Details ~

| v

@ Refresh | i= Actions ¥ ]
| 181150 V7000 Cluster 9.42.1. | ITSO_V7000_Cluster_9.42.171.20
~| @ Enclosure 1
@ Drive Slots

+ =@ Canisters

bad

T o System ID 0000000020E00062
Ty
1331 Software Version 7.1.0.1 (build 79.6.1306101000)
ﬁ General
Name ITSO_V7000_Cluster_9.42.171.20
l’ j{n} 0000000020E00062
& Location Local
¥
Capacity
e
‘# Total MDisk Capacity 0 bytes
Capacity in Pools 0 bytes

Capacity Allocated to Volumes 0 bytes

Total Free Capacity 0 bytes
Total Volume Capacity 0 bytes
Total Volume Copy Capacity 0 bytes
-
s tloptch Ot O O ") RrineTae @) ) (—i i —

Figure 6-133 IBM Flex System \/7000 Storage Node home overview window

After you create a new system on the V7000 Storage Node through the FSM, the FSM
attempts to automatically discover it, request access to it, and collect its inventory by running
the “Storage Auto Discovery with IP <storage system IP address>" job. If the job ends with the
error “Could not connect to any specified IP address”, after the V7000 system comes
online, you can rerun it from the Active and Scheduled Jobs window by selecting the job and
clicking Actions — Run Now, as shown in Figure 6-134.

Active and Scheduled Jobs =

Active and Scheduled Jobs

| Create Like... Edit... | Delete | | | Actions v| | Search the table... Search

Select Name & | Status # | Pogmess # | Last Run ... %
| | Collect Inventory - November 19, 2013 11:03:4... | Complete Complete [vie...
I Storage Auto Discovery with IP 9.42.171.20 - No... | Complate Complete {vie...
| Blade Auto-Discovery for 9.42.171.17 - Novemb... | Complete Complete (vie...

Figure 6-134 Active and Scheduled Jobs: Storage Auto Discovery
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The V7000 cluster system appears in the list of storage systems, as shown in Figure 6-135.

IBM Flex System Manager™ -1.3.0 ¥ Sstatus (0) B Jobs (25) USERID (©)]
Home ~ Systems ~ Monitor ~ Security - Utilities ~ Find a System or Task
. Siotage Storage Systems
. All Storage Pools

Chassis (1) Sl e - & - @ Acons ~ Filter

&3 Flex System V7000-4339-ITSO_
- [ Fabrics (1) Name Access Problems

[f§ 100000C0DD24411B = Flex System V7000-4939 OK OK

Hosts and VSs (0)

&

Metwork (3)

Storage (2)

Figure 6-135 Discovered V7000 cluster system
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6.12 Discover and manage external Storwize V7000

As part of the comprehensive consolidated management approach, storage management is
integrated into the FSM. After your storage appliance is discovered and access is requested
by the FSM, you can start managing it as shown in Figure 6-136.

Home Storage Man... X Metwark Con...

Storage Management - W

Storage Management

This pages shows a summary af the storage in your environment based on the last discovery and inventory process.

IBM Flex System Manager Storage Control
Running

':':3:' Why =n't IBM Flax System Manager Storage Contral "running

Capacity Summary

H 0 GBE Total configurad capacity (o volumes) Sl L

H 0 GB Total available capacity {for volumeas)

*Mctual available capacity may
be kess due 1o RAID averhead

Capacity Details

Location Available GB Usable GB RAW GB Systems Dvi
Local Starage L1} 1] a a
BladeCanter Starage L1} a L1} a
Netwark Storage a a a a
Tota 0 a 0 a
Storage system not being discovered? Leam marg

Figure 6-136 Flex System Manager Storage Management

6.12.1 Discover an IBM Storwize V7000

234

Discovery of the IBM Storwize V7000 is performed through the command-line interface (CLI).

To use the command manageV7000, the user name superuser must be active on the IBM
Storwize V7000 and have a password. If the user name superuser is not active, you must
transfer the key manually and use the mkdatasource command, as described in this
information center:

http://publib.boulder.ibm.com/infocenter/flexsys/information/index.jsp?topic=%2Fco
m.ibm.director.storage.helps.doc%2Fconfiguring_v7000_or_svc_storage.html
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Requirement: Automatic discovery of the Storwize V7000 and the CLI commands
requires V7000 software version 6.3.0.0 or later.

Check the firmware level on the V7000 as shown in Figure 6-137.

v7000 > Settings > General *

Upgrade Software
@-"" Date and Time Current software level: Version 6.3.0.0 {build 54.56.1111250000)

Checking for updates...

Figure 6-137 Firmware level on V7000

The new IBM Storwize V7000 storage subsystem comes with the pre-configured IPv4
address 192.168.70.151. After the installation of the Storwize V7000 hardware, the user ID
superuser, with the password passw0rd, is created. The management software then assigns
an IPv6 address to the V7000 storage subsystem. If the IPv6 address is accessible to the
management software, the default IPv4 address is disabled and the management software
manages the chassis through the new IPv6 address. If the IPv6 address is inaccessible, the
default IPv4 address is used to manage the V7000.

Consideration: All new V7000 storage subsystems come with the same default IPv4
address. Therefore, you must install them one at a time until they are all managed.

If you need to change the IP address of the V7000 storage subsystem, log in to the V7000
web interface and change the IPv4 or IPv6 address as shown in Figure 6-138.

v7000 > Settings > Network +

Management |P Addresses

< Management IP Click on a port to configure the system's management IP address. If you change management IP
Addresses addresses, you might be required to log in again.

A Service IP A system uses the same management IP addresses for all control enclosures.
Addresses

%;’ iSCSI '
“R‘E L - Ethernet Port 1 (Primary)

IP Address 9.27.15.250
Subnet Mask 255.255.252.0
Gateway 9.27.15.1

:_§Bw IPv_ﬁ] E O Cance_f

Figure 6-138 V7000 management IP address

For more information about using the storage subsystem web interface, see this website:

http://publib.boulder.ibm.com/infocenter/storwize/ic/index.jsp
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Adding a V7000

If your V7000 is not managed by any Flex System Management Node or other IBM System
Management Software, enter this command from the management software CLI:

smc1i manageV7000 -i /7000 IP_address -u admin_user ID -p admin_password

In this command, V7000 _IP_address is the IP address of the V7000, and admin_user_ID and
admin_password are the administrator’s user ID and password.

Managing an existing V7000 from several FSMs

Important: If you have more than one management node (FSM) on your network, you can
use the manageV7000 command only on the management node (FSM) that manages the
V7000. If you run the manageV7000 command on an additional management node, the
V7000 key generated by the initial management node is replaced by a key generated by
the subsequent management node.

If you need to manage a V7000 from another Flex System Manager, complete the following
steps for each additional management node:

1. Use the management software CLI on the initial management node to copy the file
/home/USERID/.ssh/id_rsaV7000 from the primary management node to the
/home/USERID/.ssh directory on the other FSM as shown in Figure 6-139.

USERIDEFSM-5CF3FC5F54EF: ~> scp /home/USERID/ .

i - .bash _history .fonts/ .mnzilla/ .8sh/
USERIDRFSM-5CF3FCS5FS4EF:~> scp /home/USERID/ .=sh/
authorized keys2 1id rsav7000 id rsaVv7000.pub known hosts

USERID@FSM-S5CF3FCS5FS4EF:~> scp /home/USERID/ . sshfid_rsa\?'?uﬁa IPadress of the other FSM:/home/USERID/. 33]1.

Figure 6-139 Copy USERID key to another FSM node

2. From the CLI of the additional management node (the additional FSM), run the following
command to manage the V7000:

smcli mkdatasource -c svc -f /home/USERID/.ssh/id_rsaV7000 -v v7000 -i
<V7000_ip_address>

The <7000 _ip _address> is the IP address of the V7000.

Removing an existing V7000
To remove an existing V7000 from the list of managed devices, enter the command:

smc1i unmanageV7000 -i V7000_IP_address

The V7000_IP_address is the IP address of the V7000.
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6.12.2 Collect inventory on the discovered V7000

Discovery and inventory collection must be run before you can display storage systems in

Storage Control. To do so, perform these steps:

1. After you run the manageV7000 command, the V7000 is discovered by your Flex System
management node. A new Farm object type with OK access appears in the Resource
Explorer as shown in Figure 6-140.

Home Chassis Man... | Resocurce Ex... % . TT aE e
Groups > All Systems (View Members)
T |
! Actions vl | I |
Select | Mame & | Type % | Access % | Problems £ | Complianc$ | 1
dl i pr-EMC2 Server B o access | Hok Bok f
dl H pF-EMC1 Server B o access | @ oK Box f
El {] 1BM 27374C1 23FFRS7 Server B o acce==  [Jok Bok f
| O  EaFsSM-3CF3FCSFS4EF.rtp.stglabs.ibm.com Farm B ok |,ﬁc|«: Bok
[0 LAFsM_FSM-SCFRFCSFS4EF.rtp.stglabs.ibm.com | Operating Sys [ Ok Bok Box E
e .
44 Page 3 of 3 3 » Selected: 0 Total: 35 Filtered: 25

Figure 6-140 Storage Farm object discovered
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2. Collect inventory on V7000 storage by clicking Inventory — View and Collect Inventory
as shown in Figure 6-141.

Home Chassis Man... | Resource Ex... X
Groups > All Systems (View Members)
Bctions - | S=arch the tabils...

Select | Mame & | Type % Access % | Problems % | Complianc$ | 1
O [ erF-emcz Servar Box Bokx f
O @ [Heremct Server Box Mok f
B fl 1BM 287374C1 23FFRST Server @ox Mok f
[+]  |[EOFSM-SCFEFCSFS4EF.rtp.stolabs.ibm.com reisted Resources » #ok dok
O | LAFSM_FSM-SCFRFCSFS4EF.rtp.stglabs.ibn| Topology Perspedtives » Box WMok g

Create Group
Remowe...
Add to 4
Automation 4
Collect Inventory |

Security View and Collect Inventory |
System Configuration 1]
Systermn Status and Health »
Service and Support | 4

[i] I Properties

W4 Page30f3 kM |3 L] Selected: 1  Total: 35 Filtered: 35

Figure 6-141 View and Collect Inventory on Storage Farm object

3. Click Collect Inventory to begin the inventory collection as shown in Figure 6-142.

View and Collect Inventory

To view the inventory of any rescurce, ==leck 3 target system, ==lect 3 profile, and click Refresh View. To collect the mog
current inventary values, cick Collect Inventory.

Target systems

| FSM-5CF3FCSFS4EF.rto.stalzbe.ibm.com [w]
Wiew By
| il | || Coli=et Inventary | Lazt collectad: None

| Export Al | | et |
Caollected Items System Summary
% Summearny System name! FSM-3CF3FCIFS4EF.rtp.stgla
=] Hetwork Confliguration bs.ibm.com
B [ Relatad Systams Type: Farm
Access State:  Full Access/Communication
(sl

Last Collected: None

Hostnzme: FSM-3CF3FC3IFS4EF.rtp.stglab
=.ibm.com

IP Addresses: 9.27.20.38, 9.27.16.140

Figure 6-142 Collect Inventory on V7000 Farm object discovered
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4. Click OK to run the collection task as shown in Figure 6-143.

Launch Job
Scheduls MNotification Options
Job name and =cheadule
#lob Name:
Collect Imrentory - Jun= 18, 2012 4:37:38 PM EDT
Choose when to run the job.
@Run Mow
) s5chedule
I || Ears || T |

Figure 6-143 Collection task on Storage Farm object

A blue box message is displayed that indicates that the job has been started and created
successfully, as shown in Figure 6-144.

View and Collect Inventory

W#| ATkCOR1D2I

The following job has been created and started successfully: Collect Inventory - June 18,
2012 4:37:38 PM EDT

I Display Properi=s I | Cle== Me==age

To view the inventory of any resource, select a target system, select a profile, and click Refresh View. To collect the mog
current inventory values, click Collect Inventory.

Target systems

| FSM-SCF3FCSFS4EF rto.stolzbs.ibm.com

o] [

View by

| 21l Inventory [V_I Mar=ge Frofis

| s | | Calizat Invertany | Last collected: None
| Export &l | | Vi=w Report |

Caollected Items System Summary

% Summany
BN

L) Rmlated Syst=ms

System name: FSM-3CF3FCSF34EF.rtp.stgla

=tweork Conliguratizn bs.ibm.com

Type: Farm

Figure 6-144 Storage farm inventory collection started successfully
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Wait until it is complete as shown in Figure 6-145.

Active and Scheduled Jobs {Properties)

Name: Collect Inventory - June 18, 2012 4:37:38 PM EDT

General Targets History Logs

Status: Complets

Frogress: F 100% |

Last Run Status: Complete

Ciescription: Run once on 6/18/12 at 4:37
B

Mext Run:

Last Run: G6/18/12 at 4:38 PM

Tazk: Collect Inventory

Created By: USERID

Figure 6-145 Collect Inventory on a farm object completed

5. If some errors are displayed, click the Logs tab (Figure 6-145) to get more information, as
shown in Figure 6-146.

Home Chassis Man... Resource: Ex View and Co... | Active and ... ¥ Seled

Click en job instance in the Name celumn in order to view its logs

Job Instance

Bctions - | S=arch the Labile...

Select | Name Status

[w] £/18/12 at 4:328 BM Complete
W4 Ppage 10f1 *H |1 - Selected: 1 Total: 1
Job leg

7:38 PM EDT" activat=d.

1", which has a ty|

Figure 6-146 Storage farm inventory collect log
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6.13 Overview of Flex System V7000 and Storwize V7000

systems management (Storage Control)

Your storage devices can be viewed and managed in one central location. The Storage
Management Summary window provides an introduction to your storage systems. The

Storage Management Summary is started from the Plug-ins tab of the Home page as shown

in Figure 6-147.

Home * Chassis Man...

EVENT AUTOMaton FIans ACTIVE and otneguiea JooDs

@ configuration Manager :::
Ready
Configuration Plans Configuration Templates

2 Remote Access :::
Ready
Setup Remote Control

2 storage Management :::
Ready, IBM Flex System Manager Storage Control (4.2.2.95)

installed

SMI-S Providers Systems And Volumes

Storage Subsystems And Cieactivate Storage
Velumes Control

A Network Control :::

Ready
View all network systems  Network System Pools
Deactivate

i,z Power Systems Management s::
Ready
AlX/Linux virtual servers IEM i virtual servers

Figure 6-147 Go to Storage Control from Home page
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This action opens the Storage Management window that is shown in Figure 6-148.

‘Storage Management wEH

Storage Management

This pages shows a summary of the storage in your environment based on the last discovery and inventory process.

IBM Flex System Manager Storage Control
@ Running

7) Why isn't IBM Flex System Manager Storage Centrol "running’

Capacity Summary

W 4555 GE Total configured capacity (to valumes) | Ferage Tasks
m 75828 GE Total available capacity (for velumes)

FActual availzble
capacity may be
less dus ta RAID
swerhzad

Capacity Details

Available

Location cR Usable GB RAW GB Systems Disk Drives
Lacal Starage 185 185 u] < z
EladeCenter Storage u] a u] u] a
Metwork Starage 753643 20458 80509 1 22
Total 75828 20683 80509 =1 24

Storage system not being discoversd? Learn mare

Figure 6-148 Storage Control main window

The Storage Management summary window is divided into these areas:
» Capacity Summary
A pie chart represents your disk capacity in each of these categories.
» Total configured capacity (to volumes)
Number of GB of the volumes that are assigned.
» Total available capacity (for volumes)
Number of GB of disk pool size unassigned to volumes, but available for creating future
new volumes.

Total available capacity represents the remaining total storage array or storage pool space
that can be used to create volumes. When you are creating a storage array or pool, the
configured capacity is zero and the available capacity is the pool size. Creating more volumes
decreases the amount of available capacity. Available capacity is a measurement of the
current quantity of usable storage.

The capacity measurement is a snapshot that is created when inventory is collected on the
storage arrays. Inventory collection can be configured to run on a schedule to periodically

update the capacity information. This configuration is only possible if storage volumes and
pools are created after the initial inventory collection.
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For local storage, capacity information that is collected for attached storage devices is limited
to the Total raw capacity. The Total configured capacity and Total available capacity are not
included in the Capacity Summary for these storage devices.

The tasks that can be performed on an external V7000 storage system are summarized in the
following sections.

Server to Storage Mapping View

The Server to Storage Mapping View displays a table that shows what storage resources are
associated with your virtual servers. Select the servers to view, as shown in Figure 6-149.

Select one or more servers, and then click OK to view the servers and their attached storage. The top level
node is the physical server. Expand the physical server to display the virtual servers.

Avzilable Servers Selected Servers

B [ er-ss0-nzae1

BE@E

Figure 6-149 Server to Storage Mapping View
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Storage to Server Mapping View
This task displays a table that shows the virtual server disks and the storage pools that
contain them. Select the storage resources to view as shown in Figure 6-150.

Select one or more storage subsystems, and then click OK to view the sterage and their attached servers.
The top level node is the storage subsystem. Expand the storage subsystem to display the storage pools.
Available Storage Selected Storage

Figure 6-150 Storage to Server Mapping View

View and Manage Storage Volumes
This task works with your currently defined storage volumes to change, add, or delete them.
Details about status and capacity are also available.

This task manages the assignment of network storage to individual systems, from the context
of a specific host system. You can create a volume from network storage to be assigned to a
selected host system. You can also delete a volume that is assigned to a selected host
system. The create volumes function simplifies the allocation process by determining the best
fit storage system and by creating any necessary RAID arrays automatically.

View and Apply Storage Templates

This task works with storage templates, which are predefined images for certain storage
devices. Storage templates are used to ensure uniformity among common storage elements,
and save time and effort on repetitive tasks.
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Storage templates, as shown in Figure 6-151, can be used for these tasks:

» To clone the storage configuration of a system, or save a storage volume template from an
existing server. Then, apply the saved template to another system. This process can be
used for duplication (clustering, or virtual server hosts) or for saving the storage
configuration for backup or disaster recovery purposes.

» As a starting point for creating more volumes, start with a base template and change it as

needed.
Use configuration templates to deploy settings on ane or maore systems,
Canfiguration Templates
mrzan Crcate ke = R | e owee
Selec| Name = | Deploye s | Plan Coura | Type s | Subtype o

O | 8GbSANSwitchP colConfiguraticnTemplate Mo 0 Metwork I/0 Medule Fibre switch
[0  BootSequence P fined Template Mo 1 Chassis Processor
O @ EthernstiGhSwitchProtecolCaonfiguraticnTemplate Mo 0 MNetwork I/C Madule Ethernst Switch
O Ethernet1 GbSwitchVLANConfigurationTemplate Mo 0 Metworl I/0 Module Ethernet Switch
O | 1pwa ssPoolCenfigurationTemplate Mo 0 Server Server {via CIM protocol)
O  IPwEAddressPeclCanfiguraticnTemplate Mo 0 Server Server [via CIM protacol)
O | OperatingSystemCreateiSAccountTemplate Mo 0 Qperating System  Operating System [via CIM protacel)
O OperatingSystemCreatelinuxAccountTemplate Mo 1 Operating System  Operating System [via CIM protocol)
O OperatingSystemCreateWindowsAccountTemplate | Mo 1 Operating System  Operating System [via CIM protocal)
O | OperatingSystemImmediate erOff Mo o] Operating System  Operating System [via CIM protocal)
O OperatingSystemImmediateRestart Mo u] Operating System  Operating System [via CIM protocol)
[0  OperatingSystemIPw4NetwarkTemplates Mo 1 Operating System  Operating System [via CIM protocal)
O | OperatingSystemIPvEMNetworkTemplats Mo 1 Operating System  Operating System [via CIM protocal)
[0 | ServerEnableSerialOverLAN Mo u] Server Server [via CIM protocol)
[0  ServerEnableServiceProcesserRediraction [ Mo 0 Server Server [via CIM protacol)

[41 S—

44 Page 1 of2 #M [t | # Selected: 0 Total: 24 Filtered: 24

Figure 6-151 Storage configuration templates

Capacity Details table

For each type of storage, this table indicates the available capacity, usable capacity, total
capacity, number of systems, and number of disk drives. The entries in this list correspond to
storage groups that have the same name as shown Figure 6-152. If you select an entry, a
table of storage subsystems that are members of the selected group is displayed.

Capacity Details

Available

Location CB Usable GB RAW GB Systems Disk Drives
Local Storage 185 185 u] 4 z
BladeCenter Storage 0 a a a a
Network Storage 75643 80458 80509 1 22
Total 75B8z8 80683 803509 3 24

Storage system not being discovered? Learn more

Figure 6-152 Capacity Details
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Local Storage is local to only one system, and therefore dedicated to only that system. For the
Local Storage row, capacity information is collected for storage devices that are attached to
systems.

The total usable capacity and total available capacity are not displayed for these storage
devices, as shown in Figure 6-153.

Dedicated Local Storage

Local Storage (View Members)
Select | Mame & | Access % | Problems ¢ | Raw Capac £ | Usable Capacity $
[0 | fl PF-FSM-Node B offline Box 0 158993801856
E i PF-Hyperv-Nodel Box Box 0 o
O PF-KvM-Nodet Eox Box 0 6145
O ] PF-KWM-Nodez Box ok 0 56540
[£] [
Wi Pagelofl *H |1 L2 Selected: 0 Total: 4 Filtered: 4

Figure 6-153 Dedicated Local Storage

Network storage is storage that is accessed with switches, adapters, and protocols, such as
Fibre Channel, SAS, or iSCSI, as shown in Figure 6-154. Network storage (and compute
node integrated storage) is managed by IBM Flex System Manager for supported storage
devices. It can also be managed by management applications that are provided with the
network storage device.

Network Storage

Network Storage (View Members)
ﬂ.:ii;-rs v_| | Search the table...
Select | Mame %  Access £ | Problems £ | Raw Capacit & | Usable Capacity ¢
[0 | &Storwize W7000-2076-v7000-1BM | [ Offline Bok 80,509GB 80,498GB

Figure 6-154 Network storage

Implementing Systems Management of IBM PureFlex System



6.14 External Fibre Channel SAN switch discovery

Figure 6-155 shows the test environment. One SAN switch that is installed in the chassis has
a pass-through capability and is connected to the IBM SAN B80 switch.

SAN switch configuration

4 Plug-ins A
( \ Y™
Applications
Control -
IBM Fabric
e
Management
’ SMIA
Power Confngouglahon
Systems
Management
|
- J

Chassis

FC3171
8 Gb SAN pass thru

IBM System Storage
SANB8OB switch

| --------- N/W

- Fibre Channel
% Storwize V7000 —— Data N/W

—— Fibre Channel

Figure 6-155 Test SAN environment

To add the Brocade SAN switch to FSM, perform these general steps:

1.
2.

© N o o ko

Obtain the IP address from Brocade switch Ul.

Ensure that the FSM is in the local Domain Name System (DNS) or added to the
configured workstation /etc/hosts file.

Start the SMIA application.

Start the configuration tool.

Add the switch as a new fabric to the SMIA.
Use the mkdatasource command from FSM.
Collect inventory on the “Farm”.

Collect inventory on the switch objects.
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To add the Brocade SAN switch, perform these detailed steps:
1. Figure 6-156 shows the Applications tab main window. Click Start to run SMIA.

Use these tabs to perform some initial setup tasks, view or activate plug-ins. perform administration tasks. and &
infarmation.

Initial Setup Additional Setup @ Plug-ins Administration |A Learn

Use this tab to work with applications designed to extend the capabilities of the Flex System Manager.

June 21, 2012 10:40:39 AM EOT

%% IBM Fabric Manager 1.
Fabric Manager is an address virtualization tool.
E! Running
Start Stop Restart
Launch administration console

|i| SMIA Configuration Tool 11

The SMI Configuration Tool provides the ability to connect to and manage Brocade top-of-rack switches.
configuration, and menitor their status.
@ stopped

Stop

Launch administration console

Figure 6-156 Applications tab in the FSM

2. Log in to your external switch (Figure 6-157 shows the SAN switch main window). Click
Switch Admin.

Manage Reports Monitor Tools
Tasks x4 ’
I Status | Temp Power Fan | _ﬂ_ Beacon _ﬂ_ Chassiz Beacon
Manage 2|
Switch Status Pol Logical Switch 128 -
Zone Admin & ey || Log Khd
Switch Admin Switch View
[&. Port Admin
) Fabric Watch aaak
Monitor *
: Nl e ) s [
5| Perfi Monit
e L S 3 0
El 34 35 Y0 H 42 42 Y 43 0 51
[7] hame Server o B H BB , © DX , B B & #
= . |

Figure 6-157 SAN switch main window
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3. Note the IP address in the Network tab as shown in Figure 6-158.

SwitchName: IBM_2433_B80 DomainiD: 1(0x1)  WWHN: 10:00:00:05:33:d8:c3:bf 26

Network

Ethernet and Fibre Channel IP Configuration
~IPv4 Address

Ethernet IP [2.27.16.251 |  mrocwete [ooo0 |

Ethernet Mask |255.255 252 0 | PFCHetMask [0.000 |

Gateway P [9.27.16.1 |  DHCP:Disabled

Metztat Performance

_P\'ﬁ A.Cﬁn:a-a
Ethernet IPv6 | 1] State :
Figure 6-158 Ethernet IP address of the IBM SAN B80 switch

4. Check that SMIA is running as shown in Figure 6-159. Click SMIA Configuration Tool.

Use these tabs to perform some initial setup tasks, view or activate plug-ins. perform administration tasks. and &
infarmation.

Initial Setup Additional Setup @ Plug-ins Administration Applications | Learn

Use this tab to work with applications designed to extend the capabilities of the Flex System Manager.

June 21, 2012 10:40:23 AM EDT

%@ IBM Fabric Manager 1.

Fabric Manager is an address virtualization tool.

Eﬂ Running
Start Stop Restart
Launch administration console

|ij SMIA Configuration Tool 111

The-Shil Configuration Toal prevddazlthe ability to connect to and manage Brocade top-of-rack switches.

cofigucatics, and menitor their status.
5] Ys)

Launch administration console

Figure 6-159 Check SMIA status
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5. Enter the SAN switch credentials as shown in Figure 6-160.

&2 SMIA Configuration Tool Log In g =

Enter User ID and Password to log onto the server

Network Address |9.27.20.38

Server Name iFSM—SCFSFCSFSdEF

User ID |uzERID |

Password | ........ |

o] |

|_] Save password

@ Server Available

Figure 6-160 SAN switch login window

6. Click the Home tab, and then click Fabric Discovery as shown in the Figure 6-161.

ﬁ SMIA Configuration Tool

— T g :
Authentication | CMOM | Certificate Management |~ Summary |
¥ou can launch the following IBM Network Advisor dialegs by clicking on the links.

Fabric Discovery |- Configuring fabric discovery will it the application dizcover products connected to the SAN.
Host Discovery - Configuring host dizcovery wil let the application discover devices connected to the SAN.
Users - You can configure the user, user roles and area of responzibility.

Options - Displays all the configurable options available in the management application.

Server - Displays various properties of the server.

About - Displays the application build, java version and trademark information.

Figure 6-161 SMIA Configuration Tool window
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7. Click Add as shown in Figure 6-162.

a Fabric.

IP Address WWN Discovery Status |community String  [useriD

ULEL KRS

Figure 6-162 Discover Fabrics Main window

8. On the IP Address tab, enter a fabric name for the Top of Rack (TOR) switch, IP address,
and login credentials (the defaults are admin/password), as shown in Figure 6-163.

ﬁ.ﬁ.dd Fabric Discovery .

(P Address [ SIIE |

SNMP Configuration (g aytomatic ) Manual

Fabric Name |IBM_2498_B80 |
P Address l9.27.16.251 |
User D |admin| |
To i [ |

':_i:) User ID and Pas=word iz not required for m-EOS switches.

oK | Canoel| Help |

Figure 6-163 Add Fabric Discovery window
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9. Figure 6-164 shows the added SAN switch.

31? Discover Fabrics

Use the Add button to discover a Fabric.
Discovered Fabrics
Name P Address  [wwn Discovery Status |cor

. &g 1BM_2498_BB0 | \ﬂl

([ Aaress |Type |Name [wname User D Communtty Strin

Figure 6-164 Discover Fabrics Main window

10.Click the CIMOM tab from the main interface as shown in Figure 6-165.

g'% SMIA Conﬁ_guration Tool

| Homs | Authentication | CMOM | Certicatc Management | Summary
“ou can launch the following IBM Network Advisor dialogs by clicking on the links.
Fabric Discovery - Configuring fabric dizcovery will let the application dizcover preducts connected to the SAN.
Host Discovery - Configuring host discovery will let the application discover devices connected to the SAN.
Users -You can configure the user, user roles and area of responsibility.
Options - Dizplays all the configurable options available in the management application.
Sermver - Displays various properties of the server.

About - Displays the application build, java version and trademark information.

Figure 6-165 SMIA main window
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11.Check Enable SSL to enable the SMI Agent port (25989), as shown in Figure 6-166.

% SMIA Configuration Tool

(Hume rmm rCIHDH roﬁﬁﬁmuarw |/Sl.lrlmry

Configure HTTP and HTTPS connections between the CIMOM and CIM Client

| Enable S5L v |
SMI Agent Pori# 25589
Current Value |25989
Default Value |5989

IP Configuration
Bind Metwork Address  FSM-5CF3FCSFS4EF
CIMOM Logs will be written into cimomizerver/iogs folder

Log Level INFO - |

File Size 5 |3 me
Number of Files [ 10 |3

Apply

@ Changes will take effect at the next CIMOM restart. CIMOM =erver can be restarted from IBM Network Advisor Server Management

Figure 6-166 CIMOM window

12.From the FSM CLI, run the mkdatasource command to add the data source as shown in
Figure 6-167.

USERIDEFSM-S5CF3FCS5F54EF: ~» =smcli mkdatasource -c fabric -t https -i 9.27.20.38 -p 25389
-u USERID -w PasswlOrd -n "interop”
Ldding the data source

The data source was added successfully.

Figure 6-167 FSM CLI window
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13.Collect inventory on a farm as shown in Figure 6-168.

Resource Explorer

Groups > All Systems (View Members)
| Search the table...

Selact Mame 5 | Type % | Access
[-]FSM-SCFEFCSFS4EF.rtp.stglabs.ibm.com]  Rojated Resocurces p || Farm [ fsls
I:‘ E‘ﬂFSM_FSI'\a1-5(3F3FCSF54EF.rt|::.Etglabz.ihrr Topology Pespedives » | Operating System GK

|
O | glerHerneTo-1BM*7895-42x* 1014238 Crests Group Switch [ [els
F ;.ﬂéErHERNErD-IE.f\nx?sgs-zzxxLDLDSQE Pekricias Switch Mo
O | glEerHerneT0-1BM*7895-22x*101D82E e p || Switch Mok
Automation »
Inwentory »  Collest Inventory
Security P | View and Collect Inventory
Systemn Configuration ]
System Status and Health »
Service and Suppo ]
1
|
Propertiss |
|

Figure 6-168 Run Collect Inventory

14.Check the logs as shown in Figure 6-169.

|
General Targets History E |

Click on job instance in the Name column in order to view its logs

Job Instance

Acticnz W | Search the table...

Select Name Status

6/21/12 =t 2:53 PM Complata
M4 pagetof1 FPH |1 » Selected: 1 Total: 1
Job log

124 PM EDT-Level: 1-MEID:0--MSG: Job "Collect Inventory - June 21, 2012 2:53:13 PM EDOT" act
124 PM EDT-Level:200-MEID:0--MS5G: Subtask "Collect Inventory” activated.

124 PM EDT-Level:200-MEID:0--MSG: Starting clisnts

124 PM EDT-Level: 100-MEID:0--MS5G: Clients started for task "Collect Inventory”

124 PM EDT-Level:200-MEID: 0--MSG: Subtask activation status changed to "Active”.

124 PM EDT-Level: 1-MEID: 0--MSG: Job activation status changed to "Active”.

124 PM EDT-Level: 150-MEID: 0--MS5G: ATKSRWG2SI Collecting inventory by using inventory profil
:53:24 PM EDT-Level: 150-MEID:67 15--M5G: ATKSRVE28I Collecting inventory for "FSM-SCF3FCSFS

June 21, 2012 2
June 21, 2012 2
June 21, 2012 2
[Juna 21, 2012 2;
|June 21, 2012 2;
|June 21, 2012 2:
|June 21, 2012 2
|June 21, 2012 2
|of "Farm".

June 21, 2012 2:53:24 PM EDT-Level:200-MEID:0--MSG: Subtask activation status changed to "Active”.
June 21, 2012 2:53:54 PM EDT-Level:200-MEID:0--MSG: Subtask activation status changed to "Complets”.
iJune 21, 2012 2:53:54 PM EDT-Level: 1-MEID:0--MSG: Job activation status changed to "Complete".

Figure 6-169 Check logs
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Figure 6-170 shows that the new switch object is added in the Resource Explorer.

Resource Explorer

Groups > All Systems (View Members)
| Search the tzble...
Select Mame o Type & | Access
O | «Eiem_2438_sao Svitch B o«

Figure 6-170 SAN switch added
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6.15 Configuring network parameters (Network Control)

With IBM Flex System Manager, you can manage your entire network and network devices if
the network devices are discovered and have full access. The Network Control window is
shown in Figure 6-171.

IBM Flex System Manager Welcome USERID

Hame Resource Ex... | MNetwork Con... X\

Network Cantrol | 4 h N

Network Control

This page shaws the summary af the natwark dewices in your environman! basad an the last discovery and invenlary process,

Status

Problem status for 2 network devices.

Common tasks

System discovery

Network Topalogy Inventorny
g 0 Crktiea Launch DCFM Setup
& 0 Waming View panner plig-ins
0 Infarmabona
2 OK
|E Status for switch managemeant

&2 need addibonal setup

uj ready

Status for panner plug-ins

eJ Mot installed or not activated

Gj.ﬁ:.-.-i..'-:l

Manage

< Ethamet switches Common tasks

0 Ethameat to Fibre Channal Bridgas

0 Fibre Channel over Ethemet swilches Manitars

0 Logical Networks hreshaolds
0 Metwark System Poals Ewent Lag

N Autamation Plans
4 Subnets

Systems by V0LAM and Subnet

0 Logical Netwarks and Members

Figure 6-171 Managing network devices

Use IBM Flex System Manager Network Control to manage network devices in your managed
systems environment by performing the following tasks:

» Discovering network systems

Use the Discovery task to collect an extended set of resources and relationships for
network systems.
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» Collecting and viewing inventory for network systems

Use the View and Collect Inventory task in IBM Flex System Manager Network Control to
view and manage an extended set of resources and relationships for discovered network
systems.

» Configuring network systems with configuration plans and templates

You can use the configuration manager to create, view, edit, delete, deploy, and schedule
virtual local area network (VLAN) and protocol configuration templates to be deployed on
supported network resources.

» Managing network system pools and logical networks

Use network system pools and logical networks to effectively manage your virtual and
physical networks.

» Managing network systems health

IBM Flex System Manager provides facilities to monitor and troubleshoot network systems
health.

» Working with network device groups

Use the Resource Explorer task to view and manage network systems in IBM Flex System
Manager.

» Collecting and viewing Network Topology inventory
Use IBM Flex System Manager Network Control to work with network inventory in a
topology view.

For information about the Network Pools concept and how to configure them to manage the
virtualization environments, see 9.5, “Creating KVM network system pools” on page 352. For
more information about Network Control, see the Network Control section in the IBM Flex
System Information Center at this website:

http://publib.boulder.ibm.com/infocenter/flexsys/information/index.jsp
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Managing chassis components
with IBM Flex System Manager

This chapter addresses IBM Flex System Manager (FSM) capabilities for chassis hardware
component management. FSM offers a wide range of hardware management options. The
examples use the FSM graphical user interface to illustrate common hardware management
interfaces and tasks.

This chapter includes the following sections:

7.1, “Using FSM Explorer” on page 260

7.2, “Using the Chassis Map” on page 264

7.3, “Using the Event Log” on page 269

7.4, “Automating tasks with event automation plans” on page 271

7.5, “Handling problems with Service and Support Manager” on page 279

7.6, “Integrating Flex System Manager with an enterprise monitoring system” on page 288
7.7, “Monitoring system status and health” on page 288

7.8, “Remote management” on page 298

vVVyVYyVYVYVYYVYY
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7.1 Using FSM Explorer

260

The IBM FSM Explorer console provides a next generation user interface that provides views
of your resources and helps you to manage your systems-management environment. It
provides a resource-based view of your environment with intuitive navigation of those
resources.

You can view basic information about your resources just by hovering over them; you do not
have to click to access information about them.

You can perform the following tasks in IBM FSM Explorer:

>

»

>

Configuring local storage, network adapters, boot order, Integrated Management Module
(IMM) settings, and Unified Extensible Firmware Interface (UEFI) settings for one or more
compute nodes before you deploy operating-system or virtual images to them. (See 6.6,
“Configuring compute nodes using Configuration Patterns” on page 150.)

Installing operating system images on X-Architecture compute nodes. (See 6.7,
“Deploying compute node images” on page 168.)

Navigating resources, viewing the properties of resources, and performing basic
management tasks, such as powering on and off, collecting inventory, and working with
LEDs.

Using the Chassis Map to edit compute node details, view server properties, and manage
compute node actions

Working with resource views, such as All Systems, Chassis and Members, Hosts, Virtual
Servers, Network, and Storage

Visual monitoring of status and events
Visual monitoring of job status

For other tasks, you are launched from the IBM FSM Explorer into IBM Flex System Manager
in a separate browser window. You can return to the IBM FSM Explorer window after you
complete those tasks. As more tasks become available in IBM FSM Explorer, you will need to
launch the IBM Flex System Manager less often.
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The FSM Explorer can be started from the initial setup tab on the IBM Flex System Manager
Home page. Click Launch IBM FSM Explorer as shown in Figure 7-1.

Horne

Use these tabs to performn some initial setup tasks, view or activate plug-ins, perform administration tasks, and access Check and Updat
additional infarmation,

Initial Setupl Additional Setup @ Plug-ins Adrninistration Applications Learn

Perform the following initial setup tasks to set up IBM Flex Systern Manager™ for the first time.

Check and Update Flex System Manager
Obtain and install updates for IBM Flax Systern Manager™, This will require a restart of IBM Flax Systerm
Manager™,

@ Learn rmore about checking and updating IBM Flex Systern Manager™ firmware,

Select Chassis to be Managed
Wiew all chassiz and Flex Systern Managers in your environment and s=lect which to manage.
“ou are currently managing 1 chassis, View chassis

Configure Chassis Components
Configure basic settings for chaszsis components including compute nodes, storage nodes, and I7AO modules,

Deploy Compute Node Images

For Red Hat Enterprise Linux 6,2-6.4, Red Hat Enterprise Linux 6.2-6.4 with Kernel-based Virtual Machine [(KyM)
and YMware wSphere 5.1 with IBM Custormization, vou can deploy the image directly from the Flex System
Manager to Systern = cornpute nodes, To deploy other cperating systerns, or to deploy to Svstern p commpute
rodes, see the link below far mare infarmation,

@ Learn more about deploving operating systems,

Update Chassis Components
Update chasziz commponents including cormpute nodes, storage nodes, and I/ O rodules,

e | aunch IBM FSM Explorer

H IBEM FSM Explorer iz an 2azy way to find and browse resources, monitor status and events, and launch
e rnanagerment tasks,

Figure 7-1 Initial Setup: Launch FSM Explorer
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A separate browser window opens to present the IBM FSM Explorer as shown in Figure 7-2.

IBM Flex System Manager™ - 1.3.0 B Status (0)

Home - Systems ~ Monitor - Security ~ Liilities ~

Chassis Managed Chassis

. E@E Al Compute Modes

B Al Storage Modes o - h . [ Actions =
Chassis (1) Iﬁl LEFI I—‘E

- All Chassis
+ . itaoF el Chassis Hame ncces; Hardware Status  Problems Compliance  CMMIP
M itsoriex oK [ infarmation Aok 0K 342170

Hosts and WSs (4)

&

etwork (23

Starage (2

Figure 7-2 Main dashboard view of FSM Explorer

Jobs and status can be viewed by hovering your mouse over the status indicators at the upper
right, as shown in Figure 7-3.

IBM Flex System Manager™ - 1.3.0 B Status (0) ¥ Jobs (25)

~=—\ctive(0) | Completed(25) | Scheduled(0)
Storage Auio Discovery with IP 942 1712

bane; 0 - November 19, 2013 6:17:21 PMEST ‘
Status: Complete Progress: _ ntory - November 19, ... Started: 11-19 11:03 PM
Last Run Status: Complete LastRun: 11/419/13 11:03 PM L £ 5 :
Created By ol Next Run- 5 Discovery with IP 9.... Started: 11-19 11:03 PM
Task ?‘”age Pasin Tty wilk IF O AZVEESS ae covery for 04217 ... Started: 11-19 5:31 P R
Description: Run once on 11/1913 at 6:17 PM Discovery for 9.42.17... Started: 11-19 5:31 PM Problems
ﬁ [ 100000C0D|  Switch Auto-Discovery for 9.42.1... Started: 11-19 5:31 PM it
Hosts and VSs (0) Collect Inventory - November 19, ... Started: 11-19 5.25 PM
Update Compliance - November 1... Started: 11-19 5:27 PM
Collect Inventory - November 19, ... Started: 11-19 5:26 PM
Update C: li - November 1... Started: 11-19 4:35 PM
Network (3) pdate Compliance mber a

Figure 7-3 Pop-up view of job status

You can search for groups, resources, and tasks from a single location in the FSM Explorer. If
a task is not available in IBM FSM Explorer, you are launched into IBM Flex System Manager
to complete the task.
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Figure 7-4 shows a search started for “chassis” and a dynamic list of items that match what
you are typing.

nager™ -1.3.0 B Status (0) B .Jobs (25) USERID
Monitor ~ Security - Utilities - chassis
Storage Storaage & %
g Resources(1) Groups(13) Tasks({10)
Al Storage Pools
= Storage tems (1 7
= i il = - § Settings
&= Flex System V7000-4339-TSO_ o i M G Vs
- [ Fabrics (1) e Bl
[§¥ 100000C0DD244118 & FIexSys®el 1 Chassis and Members

e Chassis Group Wizard

e Chassis Manager

7 Update chassis components
g7 Configure chassis componenis

Inventory
ef Add or Remove a Chassis. .

Security
e Configure Chassis Security Policy

Chassis Management

| g7 View the plug-ins for the WO module
e Chassis Managemeni VWelcome Summary Page

Figure 7-4 Dynamic list of items provided during a search
Clicking one of the search results performs the respective action - displays more information

about the object for the Resources, displays group members for Groups, or start the task for
Tasks.
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7.2 Using the Chassis Map

You can view chassis properties and manage a chassis with the Chassis Map in the IBM FSM
Explorer management software web interface. To do so, perform these steps:

1. In the FSM Explorer dashboard (the default view when you open FSM Explorer from the
Home window), click Chassis group in the upper-left corner, and then click <chassis
name> to open the Chassis Map for the selected chassis, as shown in Figure 7-5.

IBM Flex System Manager™ -1.3.0

B status (0) B Jobs (25) USERID (©)
Home - Systems - Monitor ~ Security ~ Find a System or Task
B Hardware Map
mm All Compute Nodes
Table View
wmm Al Storage Nodes a N
Chassk 1) | Al Chassis
ﬁ + [l itsoFlext T
Hosts and VSs (0)
Metwork (3)
Storage (2)
e . [y
= L 7 =]
ﬁ R-B R &-0-68 =
Favonec i) itsoFlex1 - Summary View Detalls | common Actions
= “ Problems: None (View Eventlog) Configuration Patterns
:f;g:;‘f"";igi"%"grgﬂh Every 15 minutes Configuration Detfails
MSEEms1S) IP Addresses: 942170215, fe80:0:0:0:5ef3fcfife25edd5 IDepI:y NS halEm
Communication State: Communication OK ey
System Board UUID: 2CG684A36-292E-3D28-8C23-725C87DOETCT Collect Inventory
Manufacturer: BM Release Management
Serial Number: KQ5X28V Show and Install Updates..
Machine Type: 8721 sole Kitess
Launch Web Browser
Remote Command Line

Figure 7-5 IBM FSM Explorer: Chassis Hardware Map

Move the mouse over Home (you do not need to do a mouse click) and click FSM

Explorer to switch to the dashboard view from other FSM Explorer views, as shown in
Figure 7-6.

IBM Flex System Manager™ - 1.3.0

B Sstatus (0) B Jobs (25)
Systems ~ Monitor ~ Security - Utilities ~

Dashboards Getting Started Summary Pages
IBM FSM Explorer Initial Setup VMControl
Quick Start Guides Storage Control
MNetwork Control
Senvice and Support

IBM& FSM - Check for Updates

Hosts and V3= (0)

Figure 7-6 FSM Explorer dashboard
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The graphical Chassis Map is a visual representation of the front and back of the chassis
and its components (see Figure 7-7). It shows you where your hardware components are
located physically, and it is a central point of management from which you can get
hardware configuration and status information. You can also perform various actions.

»- B R-1&-49- @ |

Figure 7-7 Chassis Map (graphical view)
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2. Click the compute node to get summary information, the option to view details, and
relevant actions. The Common Actions area for the specific node is displayed under the

Chassis Map or on the right side of it depending on the width of the web browser window,
as shown in Figure 7-8.

IBM 8731AC1T KQ5F02|

noded3-x24 nodeld4-x24

nodel-x24(

itsoFlexy

- B-&-a- I

node01-x240 - Summary View Detals [eommon Actions

Problems: Mone (View Event Log)

System ldentification
Chassis Slot: 1

G LED Off

Slots Occupied: 1 — I—
Verify Connection Interval: Every 15 minutes bl bl L
IP Addresses: 9.42.171.16, fe80:0:0:0:3640:b5 febf4d70, fe80:0:0:0:3640:05f febf4d71, 9.42.171.21, Configuration Details
169.254.95 118 Deploy Server Pattern
Communication State: Communication OK General

MAC Addresses: 34-40-b5-be-7d-00, 36-40-05-bf-4d-73, 34-40-b5-be-7d-04, 34-40-b5-bf-4d-70, 34-40-

Deploy Compute Mode Images
b5-bf-4d-71, 34-40-b5-bf-4d-72

System Board UUID: 275FF235-FDD8-310F-9B61-3384AF289B01 PRErONRE
Architecture: x86_64 Fower Off Mow
Manufacturer: |BM Restart Now

Serial Number: KQAMO3F Release Management
System FRU: 31Y5128 Show and Install Updates...
Machine Type: 8737 Remote Access

Launch Web Browser
Remote Control
Service and Support
Submit service request
System Configuration
Create Storage Violumes
System ldentification
LED Flash

General Actions ~

Figure 7-8 Chassis Map with selected compute node and available Common Actions area
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3. The full list of actions and details that are relevant to the selected chassis component can
be displayed by right-clicking it, as shown in Figure 7-9.

® - @

itsoFlex1 - Sumn

Problems: MNone (\
Verify Connection In
IP Hosts: 9.42.170
IP Addresses: 941
Communication 5ta
System Board UUIDY
Manufacturer: 1BM
Sernial Number: KC
Machine Type: &7z

IBM 8731AC1T KQ5F02|

Details
Create Group

Deploy Compute Mode Images

Rename...

Add to 3
Automation »
Inventory 3
Power On/Off »
Release Management 3
Remaote Access b
Security 3
Systemn Configuration 3

System Status and Health »

Service and Support 4

Advanced Properties

itsoFlex1

View Details

Hard Restart Systermn Management Processor
Power Off Mow

Restart

Restart Now

Shut down and power off

Soft Restart System Management Processor

Virtual Reseat

Common Actions

Configuration Patterns
Configuration Details
Deploy Chassis Pattern

sntory

llect Inventory

pase Management

ow and Install Updates...
note Access

unch Web Browser
mote Command Line
itart

start Primary CMM

Service and Support
Submit service request

Figure 7-9 List of actions for the selected component (compute node)
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4. Use the Chassis Map to quickly identify problematic components of your chassis. For
illustration purposes, we simulated a link failure on the switch module, and the Chassis
Map showed an error with one of the I/O modules. Move the mouse pointer over the I/O
module to see information about the switch and its problems, as shown in Figure 7-10.
Click View All Status to open the Active Status window.

9.42.171.9

Type Switch
Problems 1@ zﬂ
Model and

e b 11 BCF-8146-0% E (Type Chassis/Frame)
Seral number Y251NY26K054

Communication

State Communication OK

(] LinkDown: A failure in one of the communication links.

The status of the connectivity unit changed to 3. Where 1
-- unknown; 2 -- device cant report this status; 3 -- FCAL
Loop or FCPH Link reset protocaol, initialization has
% completed; 4 -- warning; 5 -- failure; & -- loop not
participating and does not have a loop address; 7 --
initializing; 8 -- bypass; 9 -- FCP offline status.
An event was generated by connectivity unit 3.

l@A!@IA!A?@JA!! -

9.42.171.9 - Summary ViewDelEls | common Actions

Problems: Q‘l EE View Event Log) Remote Access

Slots Occupied: 3 Launch Web Browser
Verify Connection Interval: Every 15 minutes System Configuration

IP Hosts: fe80:0:0:0:2c0:ddfffe24:411¢c, 9421719 Restore the /0 Module to factory
IP Addresses: fe80:0:0:0:2c0.ddffe24:411c, 9.42171.9 u"ﬂfaultsd e T
Communication State: Communication OK -

Figure 7-10 Caption with brief information about an I/O module in the Chassis Map

268 Implementing Systems Management of IBM PureFlex System



5. The Active Status window provides a centralized interface that you can use to get a quick
snapshot of the resources that trigger a status set entry. Currently, only entries that are
related to the selected I/0O module are listed, as shown on Figure 7-11. You also can
ignore status-set entries to prevent them from displaying with an elevated status in the
future.

IBM Flex System Manager™ - 1.3.0 Status (1) B Jobs (27
Home - Systems - Monitor ~ Security - Utilities -
Active Status

Actions =

Active Alerts lgnored Alerts Filte
9.42.171.9

N iﬁl' Iél',;i' L@ Actions -

Q Critical

Name Severity System
General
5 Properiies LinkDown: A failure in one of the communication links. @ Critical 9.42171.9
System Status and Health The status of the connectivity unit changed to 3. Where 1 — unknown; | [g] Information 9421719
2 Active Status An event was generated by connectivity unit 3. [ Information 9421719
(5] EventLog

Related Resources

Fabric

Installed Software

IP Interface

LAM Connection
Physical Package

Port Controller

Senvice

Switch Port

System Chassis
Update - Applies To Switch
Update - Switch Needs
VLAM Connection

4O o4 408

Figure 7-11 FSM Explorer: Active Status window

All status-set entries, including problems and compliance issues, are displayed.
Double-clicking an entry displays further details about the entry.

7.3 Using the Event Log

An event is an occurrence of significance to a task or resource. Examples of events include
the completion of an operation, the failure of a hardware component, or exceeding a
processor threshold. The event log task displays all events that the FSM receives from any
resource to which you have authority to view events.
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To open the Event Log for events that are reported by a specific source, perform these steps:

1. Select a component from the Chassis Map.

2. Click View Event Log in the Summary area below the Chassis Map, as shown in

Figure 7-12.

IBM 8731AC1 KQ5FD2|

L it=oFlexd

»- @ B 8-a- B,

9.42.171.9 - Summary

Problems: 91 EQ (View All Status], View Event Log)
Slots Occupied: 3

Verify Connection Interval: Ewvery 15 minutes

IP Hosts: fe80:0:0:0:2c0:ddf.fe24:411c, 9.42.171.9

IP Addresses: fe50:0:0:0:2c0.ddfffe24 411c, 9.42.171.9
Communication State: Communication OK

MAC Addresses: 00.c0:dd24:41:1c

UUID: 4fe13bda-9b1e-45c6-bb0f-00c0dd24411c
Manufacturer: |EM

Serial Number: Y251NY26K054

Machine Type: Chassis/Frame

Wiew Details Common

Remote A
Launch W
System Cqg

Restore th
defaults

Genera|

Figure 7-12 Opening the event log for the specific component

Move the mouse over Monitor in the FSM Explorer user interface and click Event Log to
view all events for all chassis components, as shown in Figure 7-13.

IBM Flex System Manager™ - 1.3.0

Home ~ Systems ~ Monitor ~ Security ~ Utilities ~

Status Monitoring

i Active Status Monitors
a = Event Log Thresholds
- Senvice Problems ;
Chassis (1) Compliance

Folicies

Hosts and VSs (0)

Figure 7-13 FSM Explorer: Event Log
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In the Event Log window, click Event Filter and select the filter criteria that you want to use.
The default filter is All Events. The event log displays the events that have been received by
IBM Flex System Manager and match the filter criteria. See Figure 7-14 for possible choices.

IBM Flex System Manager™ - 1.3.0 B Jobs (27)
Home - Systems - Monitor - Security ~ Utilities -
Event Log
Filter by:| Jul Events ||
All Events rom the last 24 Hours. Event Log Prefg
|'_~.—.’:3 | Audit Events
Filte
Common Agent offline :
EventTi Critical Events Source Severity
An ever] DiSkuse 0421719 [ Information
— Electronic Service and Support Events 9.42 1719 ——
Electronic Service Requests "
LinkDot 9421719 @ Critical
Environmental sensor events _
The sta /n; 2 — device o 9.42.171.4 [ Information

Fatal Events

HOStPC argware Predictive Failure Alert events node0Z-x240 Nl 1A
Aftempt  nformational Events node02-x240 [ Information
An ever Management server security events 9421719 [ Information
An ever] Memory use 9.42171.9 [ Information
an ever Minor Events 9421719 [ Information
—— Physical hardware security events 0421719 Infarmatian
Processor use 1
LinkUp: 9421719 ﬂ Information
Sernvice and Support Manager processing error events
The stal in; 2 — device c; 9.42171.9 Information
Service and Support Manager serviceable events La
LinkDi StovaieE 9421719 @ Critical
The sta  nknown Events in; 2 — device ¢ 9.42.171.9 Information
An ever  Warning Events 9.42171.9 [ Information
An event was generated by connectivity unit 3. 9421719 ] Information
Mode Mode 02 VPD was changed. itsaFlex1 Information

Figure 7-14 Event filter drop-down list

Remember: The number of events that are displayed is limited by the event log
preferences settings. By default, the event log displays the last 500 events that occurred
over the last 24 hours. Use the Event Log Preferences window to change the defaults.

View the properties for the event in the table or click the event to view more properties and
details. You can also use the Filter field to filter the event log based on specific keywords.

7.4 Automating tasks with event automation plans

Use event automation plans to automate tasks in your systems management environment.
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Create event automation plans and apply them to specific systems to be notified by email, for
example, when a specified threshold is reached or a specified event occurs. Or, you can
configure an event automation plan to start a program on a system in response to the event.
These plans are composed of event filters and event actions. The plans are triggered by
events. Event automation plans are a powerful feature to automate a huge variety of manual
tasks in your environment. These tasks can significantly reduce labor costs.

You have identified an event, created an event filter for it, and defined an event action. Now,
automate triggering the action that is based on the filtered event. For this example, set up an
automated email notification for an event that indicates a Predictive Failure Analysis (PFA)
alert for memory dual inline memory modules (DIMMs).

To create the automation task, perform these steps:

1. Type event automation in the search field of the FSM Explorer and click Event
Automation Plans in the Tasks pane, as shown in Figure 7-15.

IBM Flex System Manager™ - 1.3.0 B status (0) ¥ Jobs (27) USERID
Home ~ Systems ~ Monitor ~ Security ~ Utilities - eventautomation
Chassis M - - = $ x
- anaged Chassi “
a _"__J_ Resources(0) Groups(0) Tasks(1)
External Task: Event Automation Plans |
Category: Automation Automation :

L
e = = - Event Aut tion Pl
Description: Manages event automation plans that are created to automate tasks in a s bals

systems-management environment

oK [ OK B OK
Clicking here will open a new browser window and launch this task. Q

Hosts and VSs (0)

Figure 7-15 Launching Event Automation Plans task
2. In the opened Event Automation Plans window (Figure 7-16), click Create.

Event Automation Plans h N h N ?

Use event automsztion plans to automate tasks based on received events. An event automation plan includes an avenf
filter, which specifies the types of events on which to take action, and one or more event actions that are performed in
response to recesived events.

Event Automation Plans

Create... l Create Liks Edit Celats | | Actions ¥ | | Search the table... Search
Select Name % | Targets 4 | Status & | Time range
[ Log All Events All Systems Active All the time (24x7)

Figure 7-16 Event Automation Plans window
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3. The Welcome window of the Event Automation Plan wizard is displayed (Figure 7-17). In
the Welcome window, specify whether you want to show the Welcome window the next
time you use the wizard and click Next.

Create Event Automation Plan Wizard

Summary

Welcome
= Welcome
i ST Create and edit event automation plans.
ame and Description
Targets
= Use this wizard to create event automation plans (formerly, event action plans). Use
Events these plans to designate events within your systems-management environment for

which one or more actions are executed.

@ Learn about event automation plans

¥ show this Welcome page next time.

Figure 7-17 Create Event Automation Plan Wizard Welcome window

4. The Name and Description window opens (Figure 7-18). Enter a descriptive name for the
event automation plan that you are creating.

Create Event Automation Plan Wizard

v

Welcome

MName and
Description

Name and Description

Type a name and a description for this event automation plan.

#Name:
PFA notification

Description:

Figure 7-18 Create Event Automation Plan Wizard Name and Description window
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5.

In the Targets window, select the systems that the event automation plan will monitor for
specific generated events. Select All Systems in the Available list and click Add to move
them to the Selected list (Figure 7-19). Click Next.

Create Event Automation Plan Wizard

v Welcome

Name and
Description

v

o> Targets

Targets

Specify target systems that will be affected by this event sutomation plan. In the Available pane, select one or mg
Then, click Add to move your selactions to the Selected pane. If you want to selact specific systems from a group.
the group members. Make your selections and then click Add.

Select a valid target then add it to the selected list.

Show: |Groups LI
Available: Selected:
Groups (View Members) — Add = 1 (A Systems
Actions ¥ | Search the table... Search TR
Select Name * | Type 5
O HH All Network Systems (3] Dynamic: System
O HH All Operating Systems (2] Dynamic: Operating.
O | BHAH Storage Systems (1) Dynamic: Storage S.
v HH All Systems [(15) Dynamic: System
|- . HH FSM Groups (2) Static: Group
O HH FSM_fsm1 (0] Static: System

Figure 7-19 Create Event Automation Plan Wizard Targets window
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Common event filters are predefined simple filters that monitor for events of common
interest in systems management. For example, the Disks event filter is triggered by any
hard disk events, and the Fans event filter is triggered by any fan events. The Event
Automation Plan Wizard provides several common event filters so that you can create
event automation plans quickly and easily.
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6. To monitor specific events that are not included in the common event filters, select
Advanced Event Filters (Figure 7-20). Select the Hardware Predictive Failure Alert
events filter and click Next. You can also create your own custom filter, if required.

Create Event Automation Plan Wizard

Welcome

Name and
Description

Targets

L S N 8

Events

Events

Specify one or more events from a list of commaonly used events. The selected avents will tri
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Events:

Advanced Event Filters LI

Use advanced event filters to monitor for specific events that are not included in the common
for only one event. For example, instead of monitoring for all fan event types, you can monit
Praedictive Failure Analysis (PFA) event. Alsc, you can create more sophisticated event filters tl
duplicates of an event are received, when a specific number of instances of an event is receiv
when a specific event is received but you want to exclude another event.

Event Filters

\ieate... | | Create Like... | | Edlt— l_ D_elete | Iﬂunsj | Search the tg
Select MName + Description

) All Events Processes any events that occur on an
' Audit Events | Processes only those events that are g
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L Critical Events [ Processes only those events that have
' Disk use | Processes only those events that are g
'S Electronic Service and Support Events Processes only those events that are g
@) Electronic Service Requests | Processes only those events that are a
L ®) Environmental sensor events [ Processes only those events that are a
&) Fatal Events | Processes only those events that have
Iy Hardvare Predictive Failure 8lert events | Processes only those events that are g
@) Informational Events Processes only those events that have

Figure 7-20 Create Event Automation Plan Wizard Events window

7. The Event Actions window opens (Figure 7-21). Click Create to define a new event action.

Create Event Automation Blan Wizard

Welcome

Name and
Drescription

Targets

Events

S G I S

Event
Actions

Time Range

Summary

Event Actions

Specify one or more actions that will occur when this event automation plan is triggered.

Event Actions

Create Like... Edit... Delets | | Search the ta

Select Name & | Type

O Add to the event log , Add to the event log

Figure 7-21 Create Event Automation Plan Wizard Event Actions window
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8. Select the required action as shown in Figure 7-22 and click OK. In our example, we
selected Send an e-mail (Internet SMTP).

Create Action

Select the type of action that you want to create.
| Search ‘H:'IE tabla... l Search

Salact Name & | Type
@ Send an e-mail to a mobile phane | Comman
0 Send an e-mail (Internet SMTP) | Commaon
@] Start a program on the system that generated the svent | Comman
{ Start a program on a system Common
@ Send an event to Tivali Event Integration Facility (EIF) probe | Advanced
L@ Post to 2 newsgroup (NNTR) | Advanced
@] Send an SNMP trap to an IP host l Advanced
{ Timed zlarm that generates an event [ Advanced
O Static group: add or remove the event-generating system I Advanced
L@ Start a task on = specified system Advanced
@] Laog to a log file [ Advanced
{ Static group: add or remove group members | Advanced
@ Send an SNMP inform request to an IP host Advanced
L@ Set an event system variable | Advanced
@) Send evants to Syslog server | Advanced

A

M4 Pagel1of2 PH |1 [ Selected: 1 Total: 12 Filtered: 13

| oK | | Cancel | | Help |

Figure 7-22 Create Action window: Choose an action
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9. Customize the selected “Send an e-mail” action. In addition to the action name and
description, you need to enter the Send-to e-mail address, the Reply-to e-mail address,
E-mail server, and E-mail port number. You can also specify the information to include in
the email subject and body. Customize that by adding or removing predefined event
variables from the Event variable list box. See Figure 7-23.

Create Action

E-mazil ®Learn more
#action name:
Electronic Service Notification

Description:

#5end-te e-mail address:
hwsupport@mycompany.com
#Reply-to e-mail address:

fsmadmins@mycompany.com

smtp.mycompany.com
#E-mazil (SMTE) port:
23

Subject of messags:
Bdzte Bsystem

Body of message:

Etext

#E-mzil (SMTP) sarver (for example, smtp.mycompany.com):

and time zone.

@' earn more about using event variables
WL T bo sing e variables

Event varizbla:

Select an event variable and text field to insert the variable in the target text field. ¥You can also specify the appropriate |

| Date the 2vent occurred (Bdate)

]

Target text fisld:

|_ Inse_rt 1

Language:
| English |

Time zone:

(]

|'_Te st

|?| | Cancel | |

Figure 7-23 Create Action window: The details for sending an email action

10.Click Test to ensure that the action is configured correctly. Click OK.
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The newly created event action is displayed in the Event Actions list, as shown in
Figure 7-24. Click Next.

Create Event Automation Plan Wizard

Event Actions

v Welcome

Naime sihd Specify one or more actions that will occur when this event automation plan is trigge
v Description
v Targets Ewent Acticns
" Events 1

| Createa... | | Create Like... | | Edit... | |_De|ete | Actions ¥ | Searg

= Event

Actions Salact | Name 4 | Type

nge O Add to the event log

| Add to the event log

| I Electranic Service Notification | Send an =-mail {Internat SMTE) |

Figure 7-24 Event Actions window

Remember: Event action history is not saved by default. Saving the history of an event

action can provide useful information, such as when the event action ran and the event that
triggered the action. Click Actions — Start Saving History to enable history for a selected
event action.

11.Click Next in the Time Range window (Figure 7-25) because time settings cannot be
modified for the built-in PFA filter.

For custom filters, you can select the time period over which you want to collect the events.
You can select All the time (24x7) to enable the plan to be active all the time. Or, you can
select Custom to choose specific days and a specific time for the plan to be active.

Create Event Automation Plan Wizard

YN N A

&

Welcome

Name and
Description

Targets
Events

Event
Actions

Time
Range

Summary

Time Range

(Optional) Specify any time-range constraints for this event automation plan.

Time range:

The time range of the current filter { Hardware Predictive Failure Alert events) cannot be modifi

Continue to the next pags.

All the time (24=7)

Figure 7-25 Create Event Automation Plan Wizard Time Range window
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12.In the Summary window (Figure 7-26), verify the details of the event automation plan. If
you need to make changes, click Back. Ensure that you specify whether you want to apply
the event automation plan as soon as you finish creating it. Click Finish.

Create Event Automation Plan Wizard

Summar
¥ Welcome Y
NSmiciand You have specified the following settings for this event automaztion plan:
v Diescription
v Targets Name: PFA notification
‘/ Events Crescription:
\/ Event Time range: All the time (24x7)
Actions Targets: All Systems
v Time Range Event filter: Hardware Predictive Failure Alert events
= Summary Event actions: Electronic Service Notification
I Apply this event automation plan when I click Finish.

Figure 7-26 Create Event Automation Plan Wizard Summary window

The event automation plan is saved and displayed in the Event Automation Plans window,
as shown in Figure 7-27.

Event Automation Plans - ‘ ‘ —

Use event automszation plans to automate tasks based on received events. An event automation plan includes an avenf
types of events on which to take action, and one or more event actions that are performed in response to received eve

Event Automation Plans

Create... Create Like Edit... Delate Actions ¥ | Search the table... Search

Selact Name % | Targets % | Status £ | Time range
O Log All Events All Systems Active All the time (24x7)
| | PFA notification All Systems Active All the time (24x7)

Figure 7-27 Event Automation Plans window

You can Edit, Delete, or Deactivate the automation plan from the Actions menu.

You can deactivate an event automation plan so that the specified events do not trigger the
plan. When you want to enable the event automation plan again, you can activate the event
automation plan. By default, event automation plans are activated.

7.5 Handling problems with Service and Support Manager

In certain cases, you need to contact IBM support about a hardware issue and submit
supporting data for further analysis. This activity usually includes a number of
time-consuming manual tasks. Such manual tasks can now be automated with Service and
Support Manager.

Service and Support Manager is a plug-in for FSM. Service and Support Manager
automatically detects serviceable hardware problems and collects supporting data for
serviceable hardware problems that occur on your monitored endpoint systems. The IBM
Electronic Service Agent tool is integrated with Service and Support Manager, and transmits
serviceable hardware problems and associated support files to IBM support.
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Service and Support Manager includes the following features:

» Automatically detects serviceable hardware problems to IBM support for all monitored
systems.

» The integrated Electronic Service Agent tool securely transmits serviceable hardware
problems, associated support files, and performance management data to IBM support.

» Collects and securely transmits scheduled system inventory and diagnostic support files
to an IBM database. This inventory information is available to IBM support representatives
when they are solving your problem.

» Communicates with IBM support through a secure connection that uses encryption and
authentication.

» Includes the option to send email notifications when a serviceable problem is detected and
a service request is opened.

Service and Support Manager begins automatically monitoring for serviceable hardware
problems as soon as FSM is installed. However, activation by running the Getting Started
Wizard is required to configure the Electronic Service Agent tool. This tool is integrated with
Service and Support Manager, and securely transmits serviceable hardware problems and
associated support files, inventory, and performance management data to IBM support.

To activate Electronic Service Agent, perform these steps:
1. Navigate to the FSM Home page. Click the Plug-ins tab, as shown in Figure 7-28.

Home '.'C\_ --- Selact Action ---

Use these tabs to perform some initial setup tasks, view or activate plug-ins, Flex System Manager - Check and Upda
perform administration tasks, and access additional information. Infarmaticn Cent

Initial Setup Additional Setup Administration Applications Learn
e | it A ) B [

IEM Flex System Manzager™ contains the following plug-ins. Frie: o :

Depending on its 'readiness', the plug-in might be ready to use, AR IR B s e

or might reguire additional setup and configuration.
@ There are no plug-ins to activate.

| Refresh | Lastrefreshed: June 18, 2012 2:37:18 PM EDT After purchasing = plug-in, click Man=gs
- Features on Demazand Keys to add the
new key.
IBEM Flex System Manager 1121 Manage Features on Demand Keys
Rezdy
Chassiz Manager Management Domain

Manage Powsr Systems Rescurces

@ IBM Flex System Manager™ Server =::
1 User does not have access to any resources

Manag S

E‘ Discovery Manager =3:

No access to § systems. 14 Systems have no inventory

collected.
System Discovery View systems needing access
Resource Explorer  View and Collect Inventory
Status Manager =::
o Ready
Hezlth Summary Menitors

Figure 7-28 Plug-ins tab of FSM Home page
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2. Locate the Service and Support Manager section, and click Getting Started with

Electronic Service Agent, as shown in Figure 7-29.
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System z Management =::
Ready

z/VM hosts Linux on System =z
HMC and managed System z servers

VMControl Enterprise Edition 241
Mo virtuzl zppliances were found.
Virtual Servers and Hosts  Workloads

System Pools Cieactivate

Chassis Management =::

Ready
View the plug-ins for the I/ O Chassis and
madule members

System x Management =3:
Ready
System x servers and cperating systems

Service and Support Manager =31
Service and Support Manager is actively monitering for
serviceable problems. However, Electronic Service Agent™ i
not configured for electronic service transmissions.
Complete the Getting Started wizard to enable the
transmissicn of preblems, inventory, and performance
measurement data to IEM.

Getting Started with Electronic Service View support
Agent

Figure 7-29 Service and Support Manager section on FSM Plug-ins window
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3. Click Next in the Welcome window (Figure 7-30).

Getting Started with Electronic Service Agent

Welcome
= Welcome

I ek IEM Service and Support Manager monitors, tracks, and
Sl kb captures system hardware errors and service informaticn and
reports serviceable problems directly to IBM Support using the

System location

IEM Electronic Service Agent tool.
Authorize IBM 1Ds The wizard helps you get started, assisting you with:
Summary B Entering your company contact and system location

B Configuring the connection to IEM
B puthorizing an IBM ID

Show this welcome page next time

= Back | Next = | Finish | Cancel

Figure 7-30 Getting Started with Electronic Service Agent Welcome window
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4. Enter your company contact information and click Next (Figure 7-31).

.y Your company contact
Nelcome

; Provide information about the person that IBM Support may contact about a problem
=p four company reported by Electronic Service Agent.
contact

o e #Contact name:

S #®Company name:
S #Telephone number:
Extensicn:
Fax number:
Alternate fax number:
#E-mzil:
Alternate e-mail:
Help desk number:
Pager number:
Street address Line 1:
Line 2:
Line 2:
City:
State or province:
#Country or region: UNITED STATES [»]

Postal code:

Figure 7-31 Getting Started with Electronic Service Agent: Your company contact window

5. Enter the system physical location information, which might differ from your company
contact information (Figure 7-32). Click Next.

System location
¥y Welcome
Your company Provide default information about the physical locations of your systems. Information
v ERia : can be overridden for specific systems by clicking Resource Explorer, selecting a system,

and clicking Location under the Additional Properties heading.

= System location

#Talephona number:
Extensicn:

#Country or regicn: LYI

#strect address:

H ity

#State or province:

#postal code:

#Euilding:

Floor:

Room number:

R.ow:

Ajsle:

Displaced height (cm):

Altitude (meters):

Other informaticn:

Figure 7-32 Getting Started with Electronic Service Agent: System location window
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6. The Electronic Service Agent tool needs Internet access to securely transmit serviceable
hardware problems, associated support files, and performance management data to IBM

support. Enter the Internet proxy details if applicable, test the Internet connection, and
click Next (Figure 7-33).

Connection
¥ Welcome
v e f;olunl:‘:jerbn:taffen_n_iﬁion iz required to use this function. Specify how the Internst
contact = e
v System location " .
: Specify settings for the Internet connectivity that IBM Flex System Manager™ uses
= Connection te obtain updates.

D= Choose the method to use to sccess the Internet.
Summa @ Connect to the Internet directly

OCcnnect to the Internet through an HTTP proxy server

| Test Internet Connection |

Figure 7-33 Getting Started with Electronic Service Agent: Connection window

7. Optional: Enter any IBM IDs you might have to see the service information that is
transmitted to IBM by Electronic Service Agent under your IBM account (Figure 7-34).
Click Next.

Authorize IBM IDs

¥ Welcome

e Provide =n IEM ID to be associated with information sent by Electronic Service Agent.
s company
contact
Providing your IEM ID enables you to access the service information transmitted to IEM
v S""Et':'_'m by Electronic Service Agent. If you do not have an IEM ID, you can obtain one at
location http:/ fween.ibm.comy to the service information is available via
¥ Connection the IBM Electronic nibm.com/support/electronic), at any
time, regardless vstems link provides several functions
= Authorize aimed at saving you time and helping you sclve problems more quickly.
IEM IDs

If you choose not to enter your IBM ID now, you can enter it later using the Service and
=11 Support Manager Summary page.

Primary IEM ID: jehnsmith@mycompany.com

Secondary IEM ID:

Figure 7-34 Getting Started with Electronic Service Agent: Authorize IBM IDs window

284 Implementing Systems Management of IBM PureFlex System



8. Review the Summary window (Figure 7-35) and click Finish.

Summary

v Welcome

Your The following settings will be established when you click Finish.

y cCompany
contact

‘/ Systemn Summary:

location
Your company contact:

v Connection
Company name:
My Company
Contact name:
John Smith
Telephone number:
555-555-1234
Extension:
6351
Fax number:

7 Authorize
IBM IDs

o Summary

Alternate fax number:

Figure 7-35 Getting Started with Electronic Service Agent: Summary window

9. Return to the Plug-ins tab of the FSM Home page, scroll down and click Service and

Support Manager, as shown in Figure 7-36.

Home ¥

- Selact Action ---

VMControl Enterprise Edition 22
Mo virtuzl appliances were found.
Virtual Servers and Hosts  Waorkloads

System Pools Deactivate

gi Chassis Management =31

Ready
View the plug-ins for the I/O Chassis and
madule members

gl System x Management =::
Ready
System x servers and operating systems

| Service and Support Manager [z 2.1 r201ms0-1a8

Feaay

Getting Started with Electronic
Service Agent

Figure 7-36 Service and Support Manager section in FSM Plug-ins window
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10.The Service and Support Manager window opens (Figure 7-37). You can use this window
to get an overview of the serviceable problems in the environment and a number of useful
links. If you need to view, collect, and submit support files to IBM manually, click Manage

support files. Click Manage settings to configure Service and Support Manager
settings.

Service and Support Manager

Service and Support Manager

Manage serviceable problems on your systems.

Problem Reporting

Serviceable Problems for 37 Monitored Systems b i Finlos

Serviceable Problems

fi’ﬂ 3 systems with serviceable problems All Problems
a 34 systems with no open serviceable IBM Support Portal
problems

Open a service request

Recent Activity

& 3 serviceable problems reguire attention

E 0 service requests being investigated by IBM

E 0 reguests have been updated in the last 24 hours

E 0 serviceable problems opened in the last 24 hours

Status

— Ready. Service and Support Manager is actively menitoring for Common Tasks
u zerviceable problems and Electronic Service Agent™ is configured

to automatically transmit problems, inventory, and performance Manage support files
measurement data to IBM.

Send test problem...

— Dynamic System Analysis (D5SA) status current. Service and | Test connection to IBM...
u Support Manager has verified that DSA collectors are current. Verify DSA status

Setup and Configuration

Manage settings

Manage your system contacts
Getting Started with Electronic Service Agent

Figure 7-37 Service and Support Manager window
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11.Select Automatically report problems for all systems to allow Electronic Service Agent
to report all problems to IBM support automatically (Figure 7-38).

Sarvice and Support Manager Ssttings

IEM Electronic Service Agent can sutomztically report serviceable problems to [EM. Electronic Service Agent can be =
zll systems, selected systems or disabled for selected systems. If serviceable problems are not reported sutomiatig
serviceable problem will need to be manually zpproved and submitted in the Problems view.

IBM IDs Support Files Connection

Problem reporting:
@ Automatically repoert prablems for all systems
O Cio not report problems automatically

O Customize:

Cnly report problems for these systems: Cio not report problems for these systems:

<Select= Erowse...
l"_’:' Learn about how to use automation plans for proablem notifications.

Action to perform when reporting 2 problem fails:

Retry when problem reporting fails:

Retry interval (minutes): |
Number of retries: 300
Software quality data:
I:l Allow transmission of Flex System Manager management server software quality event data to IBM

| oK Cancel |

Figure 7-38 Service and Support Manager settings

If you want to receive notifications about Service and Support Manager events, you can
create an event automation plan as described in 7.4, “Automating tasks with event automation
plans” on page 271. Use the Electronic Service Requests event filter in your automation
plan to get notified every time that Service and Support Manager detects a serviceable
hardware problem. The plan then opens an electronic service request with IBM support.

For more information about Service and Support Manager, see this website:

http://publib.boulder.ibm.com/infocenter/flexsys/information/topic/com.ibm.esa.dir
ector.help/esa_kickoff.html
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7.6 Integrating Flex System Manager with an enterprise
monitoring system

If you have an enterprise monitoring system that is already implemented in your environment,
you can create event automation plans to forward FSM events to it. FSM offers several
predefined actions to help you. For more information, see 7.4, “Automating tasks with event
automation plans” on page 271. Instead of selecting “Send an e-mail (Internet SMTP)”, you
can choose one of the following advanced event actions:

» Send an IBM Tivoli Enterprise Console® event

After it is configured, this event action will forward FSM events to your Tivoli Enterprise
Console server in the appropriate format.

» Send an SNMP trap reliably to an IBM Tivoli NetView® for IBM z/OS® host

After it is configured, this event action will forward FSM events to your Tivoli NetView host.
For your Tivoli NetView for z/OS host to understand the Simple Network Management
Protocol (SNMP) data that it receives from FSM, you need to load it with the FSM
Management Information Base (MIB) files.

» Send an SNMP trap to an IP host

This event action can be used generally when you integrate FSM with a monitoring system
that can receive SNMP traps. After it is configured, this action forwards FSM events to
your enterprise monitoring system. For your monitoring system to understand the SNMP
data, you must load it with the FSM MIB files.

Contact your IBM support representative to obtain the required FSM MIBs.

For more information about these and other event actions, see this website:

http://publib.boulder.ibm.com/infocenter/flexsys/information/topic/com.ibm.directo
r.automation.helps.doc/fgm0_c_ea actions.html

7.7 Monitoring system status and health

288

The term monitor refers to a specific resource counter (for example, CPU Utilization) that you
can watch (for real-time monitoring), record (for historical information), or set a threshold on
(for alerting and automation).

The Monitors task provides the tools that you need to retrieve real-time status and
quantitative data for specific properties and attributes of resources in your environment. You
can also set thresholds for the monitors, graph the data that monitors retrieve, and drill down
to quickly view the status of resources for each system. The specific monitors that are
available vary based on the type of resource.

Explanation: For this example, a Microsoft Windows 2008 R2 server with Common Agent
installed is used. For more information about agents, see 5.1.5, “Agents and tasks
supported” on page 94.
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To use a monitor, perform these steps:

1. Open the Monitors task from the FSM Explorer user interface by moving the mouse over
the Monitor menu and clicking Monitors, as shown in Figure 7-39.

IBM Flex System Manager™ - 1.3.0 ¥ Status (0) B Jobs (27) USERID
Home ~ Systems ~ Monitor - Security ~ Utilities ~ Find
ch Status Monitoring —Automation i
Active Status Monitors g JI Opens in IBM Flex System Manager™
. L .i Event Log Thresholds Actions
i Senvice Problems ; Event Filters Y
Chassis (1) - Compliance Command Definitions -
Folicies 7 i
ompliance
Jobs &
Active and Scheduled Jobs oK

Hosts and VSs (0)

Figure 7-39 FSM Explorer: Monitors

2. Click Browse to select a system or group to view monitors, as shown in Figure 7-40.

Monitors A A W Y 4 h N

':'?1 Learn more about monitors...

Use the following steps to view and interact with individual monitors, including activating thresholds.
Step 1! Select & system or group.

Step 2! Select @ monitor view, then click Show Monitors.

Step 3 On the Monitor View page, select & monitor, then select the action that you want to perform.

PF-Windows1 |_\_fJ | Browse...

Monitor Views

Show Monitors [ Create | | Actions ¥ | | Search the table... Search

Selact Name % | Read Only % | Description
I:‘ AI¥X Monitors True AT¥ monitors available for viewing through CI
I:‘ All Monitors | True All monitors available for viewing
I:‘ Column Management Moniters | False Monitors available as a column in the resourcd
I:‘ Commeon CIM Monitors True Commen monitors available for viewing throu
I:‘ Common Monitors True Commen moniters available for viewing on m
I:‘ IEM i Monitors True IBM i Monitors available for viewing IBM i reso
I:‘ Network Monitors True Monitors for network systems and devices
I:‘ Server system pool Monitors | True Server system pool monitors across all Systen
I:‘ SNMP Monitors True Monitors for netwerk systems and devices
I:‘ VIOS Monitors | True VIOS monitors available for viewing through O
I:‘ Virtualization Monitors True Virtualization monitors across all virtual systen
I:‘ Workload Monitors True Waorkload monitors across all Werkloads

Figure 7-40 Monitors window
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3. Select Target Systems from the Show menu to see individual systems. Select the system
to monitor (in this example, PF-Windows1) and click Add to add it to the Selected list, as
shown in Figure 7-41. If needed, you can choose Groups of systems, instead of individual

systems. Click OK to proceed.

|Shcw: Target Systems [l] |

Avzilable:

Target Systems

| Actions ¥ | | Search the table...
Select | Name =

I:l | a{E5F-f'c\'-er'-;'n“f12-EthErnEl:G

[0 | =[Ere-svitch-106bvF

of} PF-svitch-165

| =[EpF-svitch-aGbsan

Work with the monitor views that are used to monitor systems.
Select = valid target then add it to the selected list.

Selected:

Add =

| PF-windows1

Search

< Remove

Type

Switch
Switch
Switch

Switch

LEipF-Windove1

Operating Sys

Logic HEA Adapter QMIZ...

OOt d

B8 QLogic HEA Adapter QMIZ...

Card

Card

Figure 7-41 Monitors Context Chooser

4. FSM arranges available monitors in groups called monitor views. Each view represents a
list of the most commonly available monitors in a category, for example, monitors that are
supported by AIX. For this example, use the Common Monitors view.

The Common Monitors view contains some of the most common monitors for operating
systems that are supported by FSM. When you create your own monitor view, more

individual operating systems monitors might be available.

Click Common Monitors or select it, and click Show Monitors, as shown in Figure 7-42.

E—'r‘.%glcwsl llll Browse... |
Monitor Views
| Show Monito?l |Eaate l Actions T| | Search the table... Search
Select Name % | Read Only % | Description
I:‘ Al¥ Monitors | True AIX monitors available for viewing through
=] All Monitors [ True All menitors available for viewing
| Column Management Manitors Falze Maoniters available a= & celumn in the resg
¥ Commaon CIM Monitars [ True Commaon monitors available for viewing th
| Commaon Monitars | True Common monitors available for viewing o
[} IEM i Monitors True IEM i Monitors available for viewing IEM i
L Metwork Monitars True Maoniters for network systems and devices
I:‘ Server system pool Monitors True Server system pool monitors acrass all Sy
|| SNMP Manitors | True Maoniters for network systems and devices
I:‘ VIOS Monitors [ Trus VIOS monitors available for viewing throug
F Virtualization Manitors True Virtuslization monitors across all virtual sy
F Workload Monitors True Workload monitors across all Workloads

Figure 7-42 Monitor Views window with Common Monitors selected
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5. The Monitor View window shows all common monitors for the selected Windows target
system. You can see the real-time values of the individual monitors and information about
activated thresholds. There are no activated thresholds as shown in Figure 7-43.

Use this page to wiew and interact with available moniters from the Commen Moniters view. Select 2 monitor, then cliclq
you want to perform.
Maonitor View for PF-Windows1
Activate Threshold Create Filter... Create Event Automation Plan... | | Actions ¥ | | Search the ta
Select Name % | Monitor Name % | Monitor Ty... & | Threshold
| PF-Windows1 | CPU %% Utilization Individuzl
] PF-Windows1 | Disk 0 Workload Individusl
El PF-Windows1 | Dizk space Remaining Individual
| PF-Windows1 | Disk Space Used Individual
| PF-Windows1 | IP Packets Received with Errors/sec Individual
] PF-Windows1 | 17 Packets Received/sec Individual
El PF-Windows1 . Individuzl
| PF-Windows1 Individual
| PF-Windows1 Individual
] PF-Windows1 . Individual
El PF-Windows1 Individual

Figure 7-43 Common Monitors Monitor View for the selected target system

6. A threshold for a numeric monitor is a high or low limit that you do not want the monitored
system resource to exceed. For both the high threshold and the low threshold, you have
the option of specifying a warning value and a critical value. For example, a monitor that
measures the percentage of used space on a disk drive might have a warning value of
80% and a critical value of 90%.

Select the CPU % Utilization monitor, and click Actions — Activate Threshold to
configure a threshold (see Figure 7-44).

Monitor Wiew for PF-Windows1
| Activate Threshold | Create Filter... Create Event Automation Plan... | | | Acticns ™ | | Search the table.
Adtivate Threshold
Selact Name % | Monitor Name & | Monitor Ty...
Crests Filter..
PF-Windovel CRU % Utilization Individual Fe
1 Create Event Automstion Plan...
I:‘ PF-Windows1 | Disk 0 Workload Individual te
Mensge Processss
I:‘ PF-Windows1 Disk Space Remaining Individual El
Graph
I:‘ PF-Windows1 Disk Space Used Individual i ha
Add To Dashboard...
I:‘ PF-Windows1 IP Packets Received with Errors/=zec Individual c
7 Properties
I:‘ PF-Windows1 | IP Packets Received/sec Individual aq
Activate Threshold
I:‘ PF-Windows1 IP Packets Sent/sec Individual - 14
Columns...
I:‘ PF-Windows1 Locked Memory Individual te
Export
I:‘ PF-Windows1 Memory Usage Individual b
- Select All
I:‘ PF-Windows1 Primary file system percent space u... Individual
1 Dazslzct All
PF-Windows1 Process . F
I:‘ F-Windo rocess Count Individual Show Filler Row
I:‘ PF-Windows1 TCP Connections Individual Clear All Filters Bt
I:‘ PF-Windows1 UDP Datagrams Received/sec Individual Edit Sort c
|| PF-Windows1 UDP Datagrams Sent/sec Individual Clzar All Sortz c

Figure 7-44 Clicking Activate Threshold in Actions menu for selected CPU % Utilization monitor
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7. When you activate a threshold on a numeric monitor, you get the window shown in

Figure 7-45. Activating a threshold includes setting a number of options. Choose whether
to generate an event when the threshold is exceeded and determine the amount of time
that the threshold waits before it resends the information. Define Critical and Warning
threshold values. When the monitored resource exceeds the specified value for any
threshold limit, the monitor displays the appropriate icon for a warning or critical
notification.

Configure the threshold to trigger an event in the case of high CPU Utilization on the
selected Windows system. Select Critical and Warning under the “Monitor values that are
too high” section and configure the values as shown in Figure 7-45. Set the Minimum
duration to 20 seconds. This setting ensures triggering an event if the CPU Utilization
value exceeds the threshold for over 20 seconds. Click OK.

Threshald WA 7-0

Selected Monitor is CPU % Utilization

Enable event generation

D Generate events when the value changes

Maximum queued events:

Q

Minimum duraticn:

| zeccm:h:z_‘:.fv‘:

Resend delay:

0 dayis) w |
Monitor values that are too high:
Critical:
S5 ']
Warning:
85 L

Monitor walues that are too low:

I:l Warning:

[ critical:

oK Cancel |

Figure 7-45 Threshold window
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The activated Threshold is now visible on the CPU % Utilization monitor, as shown in

Figure 7-46.

Monitor View for PF-Windows1

Activate Threshold

Select Name (s
v PF-Windows1

PF-Windows1
PF-Windows1
PF-Windows1
PF-Windows1
PF-Windows1
PF-Windows1
PF-Windows1
PF-Windows1
PF-Windows1
PF-Windows1
PF-Windows1

PF-Windows1

1 i i 5

BF-Windows1

| Create Filter... | | Create Event Automation Blan... | | | Actions v| | Seazrch the table.

Monitor Name £

CPU %% Utilization

Disk 0 Workload

Disk Space Rem...

Disk Space Used
F Packets Rece...
[P Packets Rece...
[F Packets Sent...
Locked Mamary
Memory Usage
Primary file syst...
Process Count
TCP Connections

UCP Datagram

UDP Datagrams...

Moni.. 3

Individuzl
Individuzl
Individual
Individual
Individual
Individuzl
Individual
Individual
Individual
Individuzl
Individual
Individual
Individual

Individual

Thres... &
Activated

Current £y

Warning
1% == 85.0
108119.8 bytes/s=c

26304.3 Megabytes Free

14353.7 Megabytes Used

0 Packets/=s=c

S Packets/

=

n

Z Packets/

L=

n

44.1 Megabytes

1360.8 Megabytes

2 TCP Connections

3 Packets/se

n

1 Packets/

=

n

Cr

==

Figure 7-46 Monitoring View window with activated threshold for CPU % U'tilization monitor

In the example, the system’s CPU is used at 100%. As shown in Figure 7-47, the
Threshold Status turns to Critical. This change happens 20 seconds after the high CPU

utilization started. This delay is because the Critical threshold value that we specified

earlier is 95 and the minimum duration is 20 seconds.

Activate Threshold

Select Name i
PE-Windows1
PF-Windows1
PF-Windows1
PF-Windows1

PF-Windows1

PF-Windows1

PF-Windows1

ui

PF-Windows1
PF-Windows1
PF-Windows1
PF-Windows1
PF-Windows1

PF-Windows1

PF-Windows1

(9| 0 | (| (0 (A

Monitor Wiew for PF-Windows1

Create Filter... | Create Event Automaztion Plan... | | | Actions Vl | Search the tzble.

Monitor Name %

CPU %% Utilization
Disk 0 Workload
Dizsk Space Rem
Disk Space Used

P Packet=s Race

IP Packetz Rece...

[P Packets Sent...
Locked Memory
Memary Usage
Primary file syst...
Process Count
TCP Connections
UDP Datagrams...

UDP Datagrams...

Moni... % | Threshold Status # | Current % | Warning 2
Individual gCritical 100% == 85.0 E
Individuzl 108119.8 bytes/sec

Individual 26504.2 Magabyt...

Individual 14353.8 Megabyt...

Individual 0 Packets/==c

Individual

Individual Z Packets/==c

Individual 44.1 Megzhbytes

Individual 1377.7 Megabytes

Individual 35%

Individual 72 Processes

Individual 3 TCP Connections

Individual Z Packets/=ec

Individual 1 Packets/sec

Figure 7-47 Monitor View window with Critical Threshold Status for CPU % Ulilization monitor
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The Critical problem is also displayed in the Active Status window.

In the example, you want to be notified by email in the event of high CPU utilization on
your Windows system. Return to the Monitor View for the selected target system. Select
the CPU % Utilization monitor, and click Actions — Create Event Automation Plan, as

shown in Figure

7-48.

Activate Threshold

Name (s

Select
PF-Windows1
BF-Windows1
PF-Windows1
PF-Windows1
PF-Windows1
BF-Windows1
PF-Windows1
PF-Windows1
PF-Windows1

BF-Windows1

Manitor View for PF-Windows1

1 i i 5

PF-Windows1
PF-Windows1

PF-Windows1

PF-Window

M4 Pagetof1 bH |1

| Create Filter... | | Create Event Automation Blan... | | | Acticns ¥ | | Seszrch the table
Edit Thresheold
Monitor Name % | Monito... & | Threshold Status in|
T Deactivate Threshold
CPU % Utilizstion  Individual @ Critical e b
Disk 0 Workload Individual —
o Create Filter. ..
Disk Space Remai... | Individual B et Rk B Slan
Disk Space Used Individual Whicoe Dio
| IP Packets Receive... Individual =
Sraph
| IP Packets Receive... Individual Add To Deshboard
[P Packets Sent/sec  Individual s
Locked Memary Individual =
| Memory Usage Individual -
Colurnns...
| Primary file system... Individual Expart
Process Count Individual Select Al
TCP Connections Individual Deselact All
| UDP Datagrams Re... Individual Show Filter Row
| UDP Datagrams Se... Individual Clzar All Filters
Edit Sort
Claar All Sorts
> Selected: 1 Total: 14  Filtered: 14

Figure 7-48 Use the Actions menu to create an Event Automation Plan for the selected monitor

8. Click Next in the Welcome window.

9. Enter a name and description for the event automation plan, as shown in Figure 7-49.

Welcome

MName and

Name and Description

Type = name and =& description for this event automation plan.

Description

#Name:

High Win CPU|

Description:

Event response plan on CPU % Utilization thresheld

events.

Figure 7-49 Create Event Automation Plan Wizard Name and Description window
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10.Select threshold levels on which to filter. In this case, select High - Critical and High -
Warning, as shown in Figure 7-50. If you want to receive an email when the Critical
condition is resolved, select Threshold resolved, as well. Click Next.

v~ Welcome

Name and
v Description

= Events

Events

Select threshold levels to filter on. This plan will detect the event type indicated by the selected
thresheld levels.

Threshald:

CPU % Utilization: High - Critical, High - Warning,

Select threshald levels:

| Actions vl | Search the table... Search

Select | Threshold level % | Event type
High - Critical >= 95.0 % Director.Director Agent.CPU Monitor. CPU U
High - Warning »= 85.0 % Director.Director Agent.CPU Monitor. CEU L
I:‘ Low - Critical % Director.Director Agent.CPU Moniter. CPU U
I:‘ Low - Warning % Director.Director Agent.CPLU Monitor. CPU U
I:‘ Threshold resolved Director.Director Agent.CPU Monitor.CPU U

Figure 7-50 Create Event Automation Plan Wizard Events window

11.Select the Add to the event log and Electronic Service Notification event actions as
shown in Figure 7-51. You created the Electronic Service Notification action in 7.4,
“Automating tasks with event automation plans” on page 271. It sends an email notification
with event information.

¥ Welcome

Name and
v Description

v~ Events

=S Event

Actions

Event Actions

Specify one or mare actions that will occur when this event automation plan is triggered.

Event Acticns

| Create... | Create Like Edit Delste | | | Actions W™ | | Search the table...
Select Name & | Type T
&dd to the =vent log Add to the event log

Electronic Service Notification Send an e-mail (Internet SMTE)

Figure 7-51 Create Event Automation Plan Wizard Event Actions window
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12.In the example, the Windows server runs heavy CPU load operations during the weekend,
so high CPU utilization is expected and considered normal. Therefore, you want to be
notified for high CPU utilization only from Monday until Friday. In the Time Range window,
select Custom and specify the time range constraints for the automation plan as shown in
Figure 7-52. Click Add and then click Next.

Time Range

v Welcome

Tt {Optional) Specify any time-range constraints for this event automation plan.
v Cescription
¥’ Events © Al the time (243%7)

v ki @Cu tom

3 To specify certain days in a time range, select the day from the list and click Add. Te specify times
C:> Time clear the All day check box, set the start and end of the time range, and dick Add. ¥ou can add m

Range time range. The start and end of the time range is rounded to the nearest 15-minute interval. For
you specify a time range that starts at 10:10 and ends at 1:35, the event automation plan uses 1
13:30 for the time range.

Beginning day and time: Ending day and time:
Monday [#][5:00 AM = | Friday | |5:59 PM = B4l day
[ add |

Specified time range:
Monday, 6:00 AM-12:00 AM
Tuesday, &ll day
Wednesday, All day
Thursday, All day

Friday, 12:00 AM-5:00 PM

| Remove |

Figure 7-52 Create Event Automation Plan Wizard Time Range Custom window

13.Review the Summary window (Figure 7-53) and click Finish.

Summary
v Welcome
i T You have specified the following settings for this event automation plan:
Description
v~ Events Name: High Win CPU
v Event Description:  Event response plan on CPU % Utilization thresheld events.
Actions

Monday, 6:00 - 24:00
Tuesday, 0:00 - 24:00
C:> Summary Time range: Wednesday, 0:00 - 24:00
Thursday, 0:00 - 24:00
Friday, 0:00 - 18:00

/ Time Fange

Targets: PF-Windows1
Event filtar: High Win CPU-Filter
CPU % Utilization: High - Critical = 95.0, High - Warning == 85.0,

Electronic Service Motification

ERemnEEctians: Add to the event log

Apply this event automation plan when I click Finish.

Figure 7-563 Create Event Automation Plan Wizard Summary window
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14.In the FSM Explorer web interface, open the Event Automation Plans window (see 7.4,
“Automating tasks with event automation plans” on page 271) to see the automation plan
that you just created (Figure 7-54).

Event Automation Plans

Use event automation plans to automate tasks based on received events. &n event automation plan includes an event

specifies the types of events on which to take action, and one or more event actions that are performed in response to

events.
Event Automation Plans

| Create... | Create Like... Edit... Delste | | Actions W | | Search the table... Search
Select Name % | Targets % | Status £ | Time range
| |:| High Win CPU PF-Windows1 Active Monday, 6:00-24:00, T
|:| Hat =ir All Systems Active All the time (24x7)

Figure 7-54 Event Automation Plans window

The automation plan is active. Any time that the CPU % Utilization threshold for your
Windows system turns to the Critical or Warning state, you are notified. This
notification is sent to the email address that is specified in the Electronic Service

Notification event action settings.

15.Now, decrease the generated CPU load on your Windows system. Open the Event Log
window. Enter PF-Windows1 in the Search field to filter only events that are related to your
Windows system. Notice the Resolution events in Figure 7-55 that are displayed after you

decrease the CPU load.

Event Log

Select an event filter to display = specific ==t of events. Select Event Log Preferences to customize how many events to

Event filter:
All Events [l]

Last Updated: Jun 18, 2012 2:20:47 PM EDT

Events
| Refresh | Delate Create Filter... [ Lcticns v| | | PF-Windows1 x Search
Selact Event Tewxt % | Source % | Severity & | Category % | Date and
I:‘ Monitor 'Individual threshold for CPU %t ... | PF-Windows1 InFcrmaticn Rescluticn Jun 18, 20|
I:‘ Monitor 'Individual threshold for CPU %% ... | PF-Windows1 gCritital Alert Jun 18, 20|
I:‘ Monitor 'Individual thresheald for CPU % ... | PF-Windows1 EInFcrmaticn Resclution Jun 18, 20|

Figure 7-55 Event Log window

16.0pen the Thresholds window from the FSM Explorer (Monitor — Thresholds). Use this
window (see Figure 7-56) as a quick way to view and manage thresholds that are set for

the monitors on your resources.

Thresholds

Use this page to activate, deactivate, edit or delete existing thresholds. To create a new threshold, use the Mcnitors pa
COpen Monitors to create thresholds
Threshalds
Activate Threshald Create Filter... Create Event Automation Plan... | | Actions ¥ | | Search the tz=f
Select Name % | Monitor N... £ | Monitor Ty... & | Threshold... £ | Warning % | Critical
| PF-Windows1 CPU % Utilizat...| Individual -ﬁ.:ti'.-ated == 83.0 == 93.0

Figure 7-56 Thresholds window
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7.8 Remote management

With the Remote Control application in IBM Flex System Manager management software, you
can manage X-Architecture compute nodes as though you were at a local console. This
configuration is useful in many cases, especially when you do not have any other way of
accessing your system remotely.

Requirement: Remote Control is a Java Web Start application that requires the IBM or
Oracle/Sun Java runtime environment (JRE) plug-in, Version 6.0, update 18 or later. You
must obtain and install the JRE plug-in before you can use the Remote Control application.

To enable remote management, perform these steps:

1. Return to the Chassis Map and select a compute node. The Common Actions navigation
bar gives you quick access to some of the most common tasks performed on the system,
as shown in Figure 7-57.

node01-x240 - Summary ViewDetdls | common Actions
Problems: MNone (View Event Log) System Identification
Chassis Slot: 1 LED Off

Slots Occupied: 1 Confi tion Patt
Verify Connection Interval: Every 15 minutes e |.on il grns
IP Addresses: 9.42.171.16, feB0:0:0:0:3640:b5fF febf4d70, feB0:0:0:0:3640:b5fFfebf 4d71, 9.42 171.21, Caonfiguration Details

169.254.95.118 Deploy Server Pattern
Communication State: Communication OK General

MAC Addresses: 34-40-b5-be-7d-00, 36-40-b5-bf-4d-73, 34-40-b5-be-7d-04, 34-40-b5-bf-4d-70, 34-40- | Deploy Compute Node Images
b5-bf-4d-71, 34-40-b5-bf-4d-72 Power OnlOff

System Board UUID: 275FF235-FDDE-310F-9B61-3384AF289B01
Architecture: x86_64
Manufacturer: [BM

Power Off Mow
Restart Mow

Serial Number: KQ9MO3F Release Management
System FRU: 81Y5128 Show and Install Updates...
Machine Type: 8737 Remote Access

Launch Web Browser
[ Remote Control
Service and Support
Submit service regquest
System Configuration
Create Storage Volumes
System ldentification
LED Flash

General Actions ~

Figure 7-57 Chassis Map with selected compute node and available Common Actions menu
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If you need to perform hardware maintenance, you can power off and power on or restart
the compute node.

2. Under Common Actions, click the Remote Control task to start the Remote Control Java
application. When you start the Remote Control application from FSM, you are prompted
to save a shortcut to the application on your system. You can then use this shortcut to
open the Remote Control session to the specified compute node without using the FSM
user interface. However, your computer must have access to FSM because the application
validates the user ID with the management software user registry.

3. Select one of the connection types, as shown in Figure 7-58:

— If you need to give exclusive access to the remote control session, select Single-user
access. All other Remote Control sessions to the selected compute node are blocked
until you disconnect from the selected compute node.

— Select Multi-user to allow multiple users to connect to the remote session.

Selectthe connection type to use for connecting to the

" selected compute node.
/ Single-user will give exclusive access to the remote control
session.

Multi-user will allow multiple users to connect to the remote

IBM Flex Sys session.

Licensed Materials . Single-user J E“ﬂﬁﬁ_l Ihe |BM logo

ars trademarks of r all Java-based
Tradamarks and log L, or service
names may ba Wradamans of Sorvics Markes of GIers

Figure 7-68 FSM Remote Control connection type window

4. The console window opens as shown in Figure 7-59. You can now use the mouse and
keyboard to operate with the server as though you were at the local console. Click the
arrow on top of the console window to open the Remote Control toolbar.

"€ Remote Control

IBM 87.. X |E|

Figure 7-59 Remote Control console window
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5. The Remote Control toolbar (Figure 7-60) offers functions, such as screen capture,
compute node power controls, defining custom key sequences, sticky keys, mounting
media, and Remote Control preferences. Click the Mount Media icon and select Mount
Remote Media.

'€ Remote Control

S ﬁ_\_l v Ev %v cerl Al ShiFt @.

Figure 7-60 Remote Control toolbar

6. You can mount a local CD-ROM drive, upload an image to the integrated management
module (IMM) (up to 50 MB), or select an image. Highlight Select an image and click Add
as shown in Figure 7-61.

Mount Remote Media

Mounting options for "IBM 8737AC1 23FFP57"

Available Resources Selected Resources
| Upload image to the IMI... 51200 K of 51200 K free. | @ | Q |Demce

Select an image.

CDROM Drive (D7) Add -=
CDROM Drive (E)

=- Remove

| Refresh Resource List | Mount All 1

Figure 7-61 Mount Remote Media window
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7. You are prompted to select an image from your local computer. Select the image that you
want to mount and click Open, as shown in Figure 7-62.

Lookin: ([ viware B (@) (e (@ EE]

ware-ViMSetup-all-5.0.0-639890.is0
| R VIMSet I1-5.0.0-639890.1

File Name: ViMware-VIMSetup-all-5.0.0-639890.is0

Files of Type: | DiskImages ']

Figure 7-62 Open dialog box

8. The image file path is displayed in the list of devices available for mounting, as shown in
Figure 7-63. Click Mount All.

. Mount Remote Media

Mounting options for "IBM 8737AC1 23FFP57"

Available Resources Selected Resources
Upload image to the IMM... 51200 K of 51200 K free. | 2 | = | Device
Select animage. = CAlnstallWMwareWMware-V|

CDROM Drive (D:) Add =
CDROM Drive (E:) -

< Remaove

| Refresh Resource List | Mount All 1

Figure 7-63 Mount Remote Media window that shows Selected Resources

Chapter 7. Managing chassis components with IBM Flex System Manager 301



9. The image is now mounted as shown in Figure 7-64. If you need to unmount it at any time,
click Unmount All. Leave the image mounted and click Close.

B Mount Remote Media

Mounting options for "IBM 8737AC1 23FFP57"

Available Resources Selected Resources
Upload image to the IMM... 51200 K of 51200 K free. [ % | o) | T I
Select animage. = C-\InstallWMwareWMware-VIMSetup-all _
CDROM Drive (D:) Add =
CDROM Drive (E:)
=- Remove
[ Refresh Resource List J Mount Al Unmount All |

‘Qloseﬁ” Help |

Figure 7-64 Mount Remote Media window that shows mounted resources

10.0Open My Computer in Windows to ensure that you can access the mounted image as a
CD drive.

You can also use the power control options from the Remote Control toolbar. You can
choose to restart/power off the compute node immediately (Restart Immediately/Hard
Power Off) or gracefully shut down the OS before restarting or powering off the compute
node (Shut Down OS and Restart/Shut Down OS and Power Off), as shown in

Figure 7-65.
Bms7_ex | | F|

+ b_jj_l G~ Ev %v ool Ak shift B8 v Q

Hard Power Off

Shut Down O3 and Power Off
Shut Down OS5 and Restart
Restart Immediately

Figure 7-65 Power Controls menu on the Remote Control toolbar
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11.You can quickly open a Remote Control session to another compute node by clicking the
plus sign (+) icon next to your Remote Control session thumbnail. See Figure 7-66.

IBM 87... £ E
Flex System Manager Remote Control
Available compute nodes
Flex System Manager: r2-c2-chd-itme1.rtp.stglabs.ibm.com
+ Eﬁj @ fad Chassis: [r2—t2—d14—mm_rtp.stglabs_ibm_com . | |

Connection mode: | | Single-user mode

Compute node: | | Select all

] 1:1BM 8731AC1 23AYBM3

|| 2 IBM B8737AC1 23EYKB3

L] 3 9203511C-E609-11E0-AEDY-5C..
|| 4 IBM 8737AC1 DSY0123

L] 5:1BM 8737ACT 2324TH1

|| 8:1BM 8737AC1 23RVZTT

|| 9:1BM 8737ACT 232VCT5

. Gonnec | Cancel | Help

Figure 7-66 Window showing available compute nodes for Remote Control

12.Click Cancel and close the Remote Console.

The user ID that is used to start the Remote Control application must be a valid user ID that is
defined in the FSM user registry. The user ID must also have sufficient user authority to
access and manage a compute node. You can assign the role of SMAdministrator to the
user ID. Or, you can define a custom role for compute node access and management, and
assign that role to the user ID.

Restriction: Remote Control in FSM is available only for X-Architecture compute nodes.
You can establish a terminal console session to any virtual server on a Power Systems
compute node. For more information, see this website:

http://publib.boulder.ibm.com/infocenter/flexsys/information/topic/com.ibm.acc.
8731.doc/using remote access.html
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IBM Fabric Manager

IBM Fabric Manager enables you to quickly replace and recover compute nodes in your IBM
Flex System or to preconfigure your network and storage infrastructure in the IBM Flex
System chassis.

The following topics are covered:

8.1, “IBM Fabric Manager overview” on page 306

8.2, “Starting the IBM Fabric Manager interface” on page 306
8.3, “Adding devices” on page 307

8.4, “Adding a device pool” on page 310

8.5, “Adding a boot target template” on page 310

8.6, “Adding a profile” on page 312

8.7, “Profile deployment” on page 313

8.8, “Pushing a deployment” on page 313

8.9, “Verifying an IBM Fabric Manager deployment” on page 314
8.10, “Adding and starting a monitor” on page 316

YVYyVYYVYVYVYVYVYYVYY
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8.1 IBM Fabric Manager overview

IBM Fabric Manager enables you to use virtual Ethernet Media Access Control (MAC), Fibre
Channel worldwide name (WWN), and serial-attached SCSI (SAS) WWN addresses to
preconfigure your network and storage environments before any compute nodes are inserted
into the chassis.

IBM Fabric Manager also monitors server health and can automatically replace a failed server
from a designated pool of servers without user intervention. After a failure alert occurs, IBM
Fabric Manager will attempt to power off the failing node. IBM Fabric Manager will then apply
the failed node’s virtualized addresses and boot parameters to the next node in the standby
pool and power on that standby server.

In order to take full advantage of IBM Fabric Manager, you must set up your server
environment to boot from SAN.

Note: IBM Fabric Manager is not supported with SAS adapters on Power compute nodes.
Management of Fibre Channel boot targets is also not supported. You must pre-assign
Fibre Channel boot targets in the Software Management Services (SMS) menus on the
Power compute node.

8.2 Starting the IBM Fabric Manager interface

Perform the following steps to start the IBM Fabric Manager user interface from the IBM Flex
System Manager:

1. Log in to the IBM Flex System Manager, click the Home tab, and select the Applications
tab, as shown in Figure 8-1.

IBM Flex System Manager™ Welcome USERID  Problems @ A

*y
| Home ' Chassis Man...

Use these tabs to perfarm some initial setup tasks, view or activate plug-ins, perform administration tasks,
access additional infarmation,

Initial Setup Additional Setup @ Plug-ins Adrninistration Applications Learn
Use this tab to work with applications designed to extend the capabilities of the IBM Flex Systern Managg

Refresh [ September &, 2013 2:35:12 PM EDT

au';; IBM Fabric Manager =0
Fabric Manager iz an address virtualization toal,
B Running
E Start Stop Restart
Launch adrministration consale

Figure 8-1 Flex System Manager: Applications tab
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2. Select IBM Fabric Manager. This opens a new browser tab and presents the IBM Fabric
Manager interface login window, as shown in Figure 8-2. Enter your user name and
password.

IBM Fabric Manager

e |
User name:
USERID

Password:
| ........|

— | LogIn |

Licensed Materials - Property of IBM Carp. © IBM Caorporation and other(s) 2012,
IBM is a reqgistered trademark of the IBM Corparation in the United States, other
countries, or both,

Figure 8-2 IBM Fabric Manager login window

Default credentials: IBM Fabric Manager has a default user name of USERID and
password of PASSWORD (with a zero, not an O). After you log in to IBM Fabric Manager for
the first time, you are required to change the password.

3. The IBM Fabric Manager main window opens.

IBM Fabric Manager USERID Legal | Log out | Help

Hardware ~  Address Pools ~  Templates ~  Profiles Deployments Monitors  Settings -

Profiles
Actions =
Marme Hardware Pool Address Types Boot Target Tvpes Walid
(3£ .| Mofiter applied Glck an 3 raw to viaw

gt fbrmation
Mo Data Available

Figure 8-3 IBM Fabric Manager main window

8.3 Adding devices

This section describes how to add hardware devices from your Flex System chassis and
define pools into which to group your compute nodes.

Before adding pools, you must add each chassis with hardware that you want to manage with
IBM Fabric Manager.
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Perform the following steps to add a chassis:

1. From the IBM Fabric Manager main window, click Hardware and select Devices.

2. Click the Actions menu and select Add, then select one of the following choices:

Add a Single Chassis

Select this choice to add a single chassis by its IP address.

Add Multiple Chassis by Range

Select this choice to add multiple chassis in a range of IP addresses.
Add Chassis from file or URL

Select this choice to import IP addresses from a file or URL. There is a maximum of
100 IP addresses that can be imported. Any additional IP addresses will be ignored
without warning. The file must be a text file with one valid IPv4 or IPv6 address per line.

For the example in this book, add only a single chassis and click Next. Figure 8-4 shows
the Add Individual Hardware window that you use to add a single chassis.

Add Individual Hardware

IPiHostname:

Username:

Fasgword:

SMMPw3 receiver [P:
SMMPY3 passward:
Backup SMNMPw3 receiver F:

Backup SMMPw3 password:

TCP command mode

Qrder: Secure then unsecure
Secure par: G091
Unsecure port: G090

Generic chassis

Back Cancel Start

Figure 8-4 Adding a single chassis

Enter the following information:

IP/Hostname

Enter the IP address or Domain Name System (DNS) host name of the Chassis
Management Module (CMM) for the chassis you are adding.

Username and Password
Enter the user ID and password for the CMM for the chassis you are adding.
SNMPv3 receiver IP and SNMPv3 password

These fields are required fields to monitor the chassis for failover events. The Flex
System Manager IP address must be entered here. The password must be at least
eight characters long. It does not have to be the same as any other SNMPv3 password
for the environment. The Backup SNMPv3 fields are left blank.
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— Generic chassis

Select this option to add the chassis but not log in or gather inventory.

All other listed fields can be left at their defaults. When you have completed the required
fields, click Start and the Hardware Discovery Progress dialog box (see Figure 8-5) lists
all chassis that it discovers and their progress. The time for this task to complete depends
upon the number of chassis being discovered. After all the chassis are discovered, click

OK to complete this process.

Hardware Discovery Progress
P Address | Progress
59421702145 |
100%

Status

Success

'OK Cancel

Figure 8-5 Hardware Discovery Progress window

After your chassis is added, the chassis appears on the Hardware Devices section of the

IBM Fabric Manager interface as shown in Figure 8-6.

Hardware Devices

Mame Type Bay
SMN#Y011BG24HOBB Flex System .
[1] node1-x240 B73T-AC 1

[2] nodeN2-x240 8Y3T-AC 2

3] noded3-x240 B73T-AC 3

* 4] nodeD4-x240 8Y3T-AC 4

[8] node0s-FEr 87 31-AC A
*[10] node0B-p270 THR4-24% 10

[1]1 EM4033 10Gh Ethernet Switc... 1
[31FC3171 8Gh SAM Switch 3

Actions

IP Address
942170.214

9421718
94217149

Figure 8-6 IBM Fabric Manager Hardware Devices with chassis added
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8.4 Adding a device pool

A device pool groups compute nodes together to define a standby pool of hardware that can
be used to quickly recover from a failed compute node. All compute nodes used in a hardware
pool must be of the same size (single-wide or double-wide) and configuration.

Perform the following steps to add a device pool:

1. From the IBM Fabric Manager Interface, click Hardware and then select Pools.

2. Click the Actions menu and select Add. Figure 8-7 shows the Add a New Pool dialog box.

Add a New Pool

Fool name:

Show:

hay 1
hay 2
hay 3
hay 4
hay &
hay B
hay ¥
hay 8

[

................

- SN#Y011BG24H0BE Flex System

linuxsre01_pool

.4 BladeCenter .4 Flex System

All Slots

Add f Remave

Cancel

Save

Figure 8-7 Adding a new hardware pool

Enter the following information:

— Pool name

Enter the name of the hardware pool.

— Select

You can select the All Slots check box to enable management of all the compute
nodes or slots in the chassis, even if there is not a compute node in every slot. To
choose individual slots or compute nodes, expand the list of slots by clicking to the left
of the chassis name. Select the check box for each slot to add to the pool.

After you enter a name for your pool and select your slots, click Save to create the new
pool. The pool that you just created now shows in the list of pools on the Hardware Pools

page.

8.5 Adding a boot target template

This section describes how to add a boot target template to IBM Fabric Manager.
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A boot target template enables IBM Fabric Manager to quickly recover from compute node
hardware failure by reconfiguring a standby server in the hardware pool to boot from the

primary server’s disk.

Boot order: Although IBM Fabric Manager will configure the boot list on the SAS or FC
adapter, it does not configure the Unified Extensible Firmware Interface (UEFI) boot list on
System x compute nodes. You must manually configure your compute nodes to boot from

the FC or SAS adapters.

Follow these steps to add a new boot template to IBM Fabric Manager:

1. From the IBM Fabric Manager interface, click Template and select Boot Target.

2. Click Actions and select New. Figure 8-8 shows the Create Boot Targets dialog box.

Create Boot Targets

Mame:  linuxsr01 _boot_ternplate
Typel  Fikre Channel SAS

Primary hoot targets
Order  Address
1 40:05:07:68:05:0C:03:70
2 40:05:07:62:05:0C:03:71

Secondary boot targets
Order  Address
1 <Enter adiiress

2 =Enter adidress=

LUM

LUM
1]

1]

Cancel Save

Figure 8-8 Creating a boot target template

Configure the following settings:

— Name

Type the name of your new boot target pool.

— Type

You can define either a Fibre Channel or SAS boot target. For this example, we will

boot from SAN and will not use SAS.

— Primary boot targets

Enter the worldwide name (WWN) addresses of the target SAN storage system and
logical unit number (LUN) ID of the target device to use to boot the server.

— Secondary boot targets

Enter the WWN addresses of the target SAN storage system and the LUN ID of the
secondary target device, if applicable, to use to boot the server.

After completing the required fields, click Save to finish creating the boot target template.
After it is completed, the new template shows in the list of defined templates.

Chapter 8. IBM Fabric Manager 311



8.6 Adding a profile

312

Profiles tie hardware pools and templates together into a single entity that can be deployed to
a chassis.

Perform the following steps to add a profile:

1. From the IBM Fabric Manager interface, click Profiles.

2. Click the Actions menu and select Add. Figure 8-9 shows the Create Profile window.

Create Profile
Frofile Mame: | linwsnl] _profile
Hardware Poal: | linuxgsnd1_pool

Ethernet Address Poal: | 1BM MAC (Fredefined) 4
FCwiARIR-A Address Poal: EMULE}{_W‘-NNNA (Prgdeﬂne. o
FCwadtIMN-B Address Poal: EMULERWAWWRMB (Predefine x
FCWWPMN-A Address Pool: EMULEX WWIPMNA (Predefine x
FCWwWWPM-B Address Pool: EMULEX WWPMNB (Predefine b4
SAS Address Pool: x

Chassis Template: | Single Wide
FC Boot Target Template: | linuxsr01_boot_template x
SAS Boot Target Template: x
BladeCenter wHIC Template: b
Flex System wrMIC Template: b4

Cancel Save

Figure 8-9 Creating a profile

Enter the following parameters:

Profile Name

Enter the name of the profile.

Hardware Pool

Select a previously defined hardware pool from the list.
Address pools and templates

Profiles use Ethernet, FC, and SAS addresses and templates to configure a standby
server with a failed server’s virtual addresses so that a quick recovery from hardware
failure can be performed automatically. There are predefined address pools and
templates that can be used for simpler and faster configuration. Select the options from
each list that best fit your environment and needs for this particular profile.

Chassis Template

Select Single Wide or Double Wide. This must match the size of the compute nodes
in the pool selected in the Hardware Pool field.

FC (or SAS, if applicable) Boot Target Template
Select the previously created boot target template.
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Click Save to finish creating the profile. The profile now appears in the list of defined

profiles in the IBM Fabric Manager interface.

8.7 Profile deployment

Before IBM Fabric Manager can manage the hardware defined by a profile, it must be

deployed.

Deployment: Deployment of a profile must be performed from the Profiles window of IBM

Fabric Manager and not from the Deployments window.

Perform the following steps to deploy a profile:

1. From the IBM Fabric Manager interface, click Profiles.

2. Click the name of a profile to select it.

3. Click the Actions menu and select Deploy, as shown in Figure 8-10.

Profiles
Actions +
MNarme Hardware Fool Address Types Boot Target Types Wg Add
|37 | Mafiter applied Edit
linuxsrvd1_profile § linuxs01_pool Eth, FC FC i Copy
Remove
Deploy

Figure 8-10 Deploying a profile

4. Type a name for the deployment in the Deploy Profile dialog box shown in Figure 8-11.

Deploy Profile

Deploy s | linuxsivd1_deplovmend

Cancel Deploy

Figure 8-11 Entering a name for profile deployment

5. Click Deploy to deploy the profile.
6. Click Close on the Success dialog box to finish.

The deployed profile now is listed in the Deployments window of the IBM Fabric Manager

interface. Click Deployments to view the list.

8.8 Pushing a deployment

The newly created deployment must now be edited and pushed out to the chassis and

hardware.
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Perform the following steps to push a deployment in IBM Fabric Manager:
1. Click Deployments in the IBM Fabric Manager interface.

2. Select the name of the deployment that you want to push.

3. Click the Actions menu and select Push, as shown in Figure 8-12.

Deployments
;u:_ti_uns -
Mame Source Profile i
\3Eo | Mofiterapplied Remgll
linuxsre01_deployment »linuxsrel1_profile Push
Create
Import

Figure 8-12 Pushing a deployment

4. The Pre-deployment Options window opens, as shown in Figure 8-13.

Fre-deployment Options

mode far all hays: Enable Dizahle lgnore

Mame
542170215
hay 3 Enable Disahle lgnare
hay 4 Enable Disahle lgnare
Cther options:
lgnare Power

Compare with current data (2)

Cancel Continue

Figure 8-13 Options dialog box before pushing the deployment

The Pre-deployment Options dialog box allows you to select which compute nodes in the
hardware pool receive the deployment being pushed. Click Continue.

5. A confirmation box asking whether you want to push this deployment appears. Click OK.

6. A progress window showing the status of all chassis and node deployment and overall
progress opens. Click OK when it is complete.

8.9 Verifying an IBM Fabric Manager deployment

This section describes the necessary steps to verify that a deployment was successfully
pushed to the hardware in the profile defined in the hardware pool used in the deployment.

Perform the following steps to verify deployment:
1. From the IBM Fabric Manager interface, click Hardware and select Devices.
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2. Expand the hardware list by clicking the plus sign (+) to the left of the chassis name or

IP address.

3. Verify that the IBM Fabric Manager (IFM) Mode column entries for the nodes used in this
deployment are ENABLED, as shown in Figure 8-14.

Hardware Devices

MName

-~ SM#Y011BG24HOBE
T[] nodel1-x240
2] node02-x240
*1[3] node03-x240

Type

Flex Systemn

a737-AC
a7aT-AC
a737-AC
a7a7-AC

Bay =

o ka =

IP Address

9.42170.214

License

v

v

Inventaried

Fower | Metwork IFM Mode

@ 0 :

-

DISABLED
DISABLED

EMABLED
EMNABLED

Source
MM
MM

Chahd
Chdhd

Actions =

IFM Status

ot avallable
ot avallable
ot available

ot available

Figure 8-14 Verify IFM mode

4. For nodes that are standby nodes, select each one, click the Actions menu, then select
Toggle IFM Mode. The IFM Mode of each standby server must be DISABLED.

5. Power on the primary node or nodes in the profile that you deployed. Select each node
and click the Actions menu and select Toggle Power. Click OK to confirm that you want
to power on the node.

6. An information dialog box appears stating that it can take some time for the Devices
window to reflect changes in status and recommends waiting 1 - 3 minutes before
refreshing the window. Click OK to continue.

7. When a primary node has booted and has been acquired by IBM Fabric Manager, the IFM
Status column shows a green box with a white check mark inside it and a Details link, as
shown in Figure 8-15. The details column to the right of the hardware table also shows an
IFM Status of NORMAL.

MName

SH#EYD11BG2Z4H0BE
[1] node01-x240
[2] node02-x240

*[3] node03-x240

* (4] node04-x240
[8] node0a-FEM
“ 0] nodel&-p270

[1]1 EN4093 10Gh
Ethernet Switc...

[31FC3171 8Gh
SAM Switch

Hardware Devices

Tipe

Flex Systermn

a7aT-AC
a7aT-AC
a737-AC1
87aT-ACH
a731-AC1
T954-24%

1

-

Bay

1

2
3
4
1}
0

1

3

IP Address

9.42170.214

9421718

9421714

License

v

Inventaried

Fower

e 00

© 00

']

Metwork

-

IFM Mode

DISABLED
DISABLED
EMNABLED
DISABLED
DISABLED
DISABLED

Source

Chhd
Chihd
Chdhd
Chihd
Chdhd
Chdhd

Actions =

IFM Status

ot avallable

ot avallable

ot avadable

Name:

[2] node03-x240

Device Type:

Server

IFM Mode:
EMABLED

ot avallable

IFM Status:
MNORMAL

ot avallable

IFM Applied:

true

Power State:

on

Figure 8-15 Verifying IFM status for a primary node
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8. Click Details. The Review IFM Status window opens, as shown in Figure 8-16.

Review IFh Status

Ethernet | Fibre Channel

Offset 1] 1
{Ofset__| Mezz
0 1
0 1
0 2
0 2

SAS Yirtual

YA

2F:FE:00:00:C9:00:00:00
2F:FF:00:00:C9:00:00:00
2F:FE:00:00:C9:00:00:01
2FFF:00:00:C9:00:00:01

YR

2FFC:00:00:C9:00:00:00
2F:FD:00:00:C9:00:00:00
2FFC00:00:C9:00:00:01
2FFD:00:00:C9:00:00:01

WiPMN Boot Order
1

1
1
1

Wit Boot Order
1

1
1
1

Status
nia

nia
Mormal

Mormal

Figure 8-16 Viewing the IFM status details

9. Review the addresses applied to the node by clicking each tab and verifying that the
addresses are within the range of the defined pools used in the hardware pool with which

the node is associated. To close this dialog box, click the small (x) in the upper-right

corner.

8.10 Adding and starting a monitor

316

Failover monitors can be configured to watch for particular events that will then trigger an
automatic failover to a standby node in a pool.

Adding a monitor
Perform the following steps to add a monitor to IBM Fabric Manager:

1. From the IBM Fabric Manager interface, click Monitors.

2. Click the Actions menu and select Add. Figure 8-17 shows the Create Monitor

dialog box.

Create Monitor

tanitar name:
Monitared pool:

Standby pooal:

Failover settings:
lgnare madel
lgnare width

lgnare partition

Triggering events:
.4 Power off

4| CPU failure

A hemary failure
oA Mo povwer

A PFA

linuxsrd1_pool
linwxsnl 1 _pool

linwxsnl 1 _pool

lgnare type
lgnare power state
Failover WLAN

A Remaoval
. Hard drive failure

Cammunication errar

Cancel Save

Figure 8-17 Creating a monitor with sample events selected
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Enter the following parameters:
— Monitor name
Enter a name for this monitor.
— Monitored pool
Select the pool to monitor for events.
— Standby pool

Select the pool of standby hardware to which to fail over when a monitored event
occurs.

— Failover settings

Select the settings for this failover event. For more detailed information about each of

these settings, see the Failover Settings section of the Failover Monitors help that can
be accessed by using the Help link in the upper-right corner of the IBM Fabric Manager
interface.

— Triggering events

Select the events that will trigger a failover event. For more detailed information about
each of these events, see the Triggering Events section of the Failover Monitors help
that can be accessed by using the Help link in the upper-right corner of the IBM Fabric
Manager interface.

3. Click Save.

The newly created monitor now appears in the list of defined monitors as shown in
Figure 8-18.

Failover Monitors

Actions =
Name ___________________________________ Artive Summary Status
+ .| Mofilter applied
linuxsre01_pool Inactive e e & |

inta linuxsrv01_pool

Figure 8-18 Viewing the list of defined monitors

Starting a failover monitor
Before IBM Fabric Manager can automatically fail over to standby hardware, you must start

your defined monitors.

Perform the following steps to start a failover monitor:

1. To select a monitor, click the name of the monitor that you want to start.

2. Click the Actions menu and select Start.

When a failover monitor is started, it registers all the chassis associated with the pools used

in the monitor. During chassis registration, you might see a status icon as shown in
Figure 8-19 on page 318.
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__________________________________________

 Mame Active Summary Status

=L | Mafilter applied

linuxsrvl1_pool fails o

linwxsnl 1 _pool Active into linuxsrvo1_pool

Figure 8-19 Chassis registration status

To refresh the monitor status, click Monitors in the IBM Fabric Manager interface. It can take
several minutes for all of the chassis to be registered. After the chassis registration process is
complete and the monitor starts, you see a green box with a white check mark in it as the
status icon shown in Figure 8-20.

Marme Active Sumimary Status
= .. | Mofilter applied

linu=srvl1_pool fails 2

linwxsnl 1 _pool Active into linuxsrvo1_pool

Figure 8-20 Monitor startup successful

The monitor that you just created is now started and waiting for events to trigger a failover.
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Managing the KVM environment
with IBM Flex System Manager

This chapter addresses how to manage the Red Hat Enterprise Linux (RHEL) KVM-based
virtualization environment with IBM Flex System Manager (FSM). It covers how to enable
Kernel-based Virtual Machine (KVM) to be managed by FSM, and how to perform typical
virtualization management tasks. These tasks include virtual machine lifecycle management,
automation capabilities, and maintenance.

This chapter includes the following section:

9.1, “KVM management architecture” on page 320

9.2, “KVM platform agent installation” on page 320

9.3, “Image repository for KVM” on page 328

9.4, “Creating KVM storage system pools” on page 350

9.5, “Creating KVM network system pools” on page 352

9.6, “Creating KVM server system pools” on page 365

9.7, “Add host to an existing server system pool” on page 372
9.8, “Operating a KVM virtual infrastructure” on page 375

vVVYyVYyVYVYVYYVYY
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9.1 KVM management architecture

If you want to install an environment by using the Network File System (NFS) storage-based
solution, see this website:

http://publib.boulder.ibm.com/infocenter/flexsys/information/index.jsp?topic=%2Fco
m.ibm.director.vim.helps.doc%2Ffsd0_vim_r_kvm.htm]

The SAN storage configuration looks more complex than the NFS solution, but the block
storage-based model offers better performance, and more functionality and flexibility.

Figure 9-1 illustrates a KVM virtualization environment with SAN storage.

— —
=| Management |
= | server =E KVM RHEL host
VMControl | |
_________ Platform agent
I : 1
i Optional: - x
I Storage control 1 Ii JE— g
femmT e SAN storage controllers =
c
r——————=——=—==——--- 1 =
I Optional depending on ! —| Storage pools (arrays) | L @
1 1 c
| SAN controller : | 8 8 8 %s
1 I —
1 |E=2| NetApp SMI-S ] | I = — g
I |l | storage provider = - =
1= ! o = RHEL image
: : E_ repository
1 1 —
| ) o

& 2 Cihea channal

this must be a physical
system

Linux/Windows 2| server
! For a SAN repository, \‘

=| Brocade SMI-S 2}\/@ Fibre channel
switch provider m switches

Common agent

- services
ELOGREows VMControl common
I_ repository subagent
I"""_""""';
1 Optional: !
I (B3| Tivoli Storage |
: i | Productivity Center |
— server !
) e - | )

Figure 9-1 Select option to install KVM host

Before you start the implementation of the SAN storage-based solution, see “SAN
storage-based model” on page 107.

9.2 KVM platform agent installation

To manage the KVM host from IBM Flex System Manager VMControl, you must manually
install an agent that is called the KVM Platform Agent. You cannot use the Deploy Agent
wizard on the IBM Flex System Manager to deploy this agent.
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9.2.1 Preparation

Install and configure RHEL 6.2 on the compute node using the Virtualization Host role. RHEL
installation is not described in this book.

To allow FSM communications to the KVM platform agent, perform the following steps:
1. Disable SUSE Linux (SELinux) as shown in Figure 9-2.

[Toot@EVMOL1 selinux]$ pwd

fetc/selinux

[roct@KVMO1l selinux]# 1s

config config.ori restorecond.conf restorecond user.conf semanage.conf targeted
[root@KVMO1l selinux]# cat config

# This file controls the state of SELinux on the systen.
# SELINUX= can take one of these three wvalues:

# enforcing - S5ELinux security policy i=s enforced.
# permissive — SELinux prints warnings instead of enforcing.
4 di=zabled - Ho SELinux policy i= loaded.

SELINUX=disabled

# SELINUXTYPE= can take one of these two values:

E targeted - Targeted processes are protected,
S mls - Multi Level Security protection.
SELINUXTYPE=targeted

[root@RVMO1 selinux]# [J

Figure 9-2 Disable SELinux

Tip: You can also configure SELinux in “permissive” mode if required for security
reasons.

2. Configure iptables as shown in Figure 9-3.

[root@EVMO1l selinux]# iptables -A INPUT -p tcp —--dport 427 -j ACCEPT
[root@EVMO1 =selinux]# iptables -A INPUT -p udp --dport 427 -j BCCEPT
[root@EVMO1 selinux]# iptables -A INPUT -p tcp —-dport 22 -j ACCEPT
[root@EVMO1 selinux]# iptables -A INPUT -p tcp —-dport 15988 -j ACCEPT
[root@KVMO1 selinux]# iptables -A INPUT -p tcp —-dport 15989 -j ACCEPT
[coot@KVMO1 selinux]# service iptables save

iptables: Saving firewall rules to fetc/sysconfig/iptables:[ OK ]
[root@EVMO1 selinux]# []

Figure 9-3 Configuring iptables

You might face some issues during the inventory collection because of the iptables

configuration on a KVM host. If so, remove the REJECT statement at the end of the
INPUT chain in the filter table and reappend it to the end of the chain. You can also
temporarily disable iptables for troubleshooting purposes.

3. Configure Yum on your system. For more information, see this website:
http://docs.redhat.com/docs/en-US/Red_Hat Enterprise_Linux/6/html/Deployment Gu
ide/sec-Configuring_Yum_and_Yum_Repositories.htm]

Tip: Configure Yum on your system because during the KVM Platform Agent (PA)
installation, you might face Red Hat Package Manager (RPM) dependency
requirements. You can save time if Yum is configured.
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4. Check that the date on your KVM node is the same than the other hosts and the FSM as
shown in Figure 9-4.

[root@KVMO1 selinux]# date
Tue Jun 19 12:28:55 EDT 2012
[zootBKVMD1 selinux]# ]

Figure 9-4 Check date on KVM host

Remember: If a Red Hat Package Manager (NTP) server is configured in your network,
configure it on all your KVM hosts and on the FSM, as well.

9.2.2 KVM Platform Agent installation

To install KVM Platform Agent, perform the following steps:
1. Remove some packages by using the following command:

yum -y erase tog-pegasus libcmpiutil libvirt-cim sblim-cmpi-nfsv3
sblim-cmpi-fsvol shlim-gather-provider sblim-gather shlim-cmpi-base opensip

2. Download KVM Platform Agent from the following URL (Figure 9-5):

https://wwwld.software.ibm.com/webapp/iwm/web/reg/download.do?source=dmp&S_ PKG=
dir_63 x86 _MDagents&lang=en US&cp=UTF-8

|:| IBM Systems Director 6.3.1 Platform Agent for RHEL 6 for Linux on 1BM x36-64 on
KV
SyeDir5_3_1_Platform_Agent_Linux_RHELSKWM_xB85_64 tar.gz (56.5 MB)

Figure 9-5 KVM Platform Agent download

3. Put the downloaded agent in /tmp of your KVM host by using Secure Copy Protocol (SCP)
and an SCP tool, then uncompress the archive as shown in Figure 9-6.

[Toot@KVMO1 SysDiré 3_1 Platform Agent Linux RHEL6KVM x86 64]# pwd
.f’tmm’SysDir6_3_1_1?1atfom_Agent_Linux_RI{ELGKVH_xBG_Gﬂ
[root@KVMO1 SysDiré 3 1 Platform Agent Linux RHELEKVM x86 64]1# 1=
-6 _3_1 Platform Age ux RHELGK 86 64.tar.gz
[root@REVMOL1 SysDiré_3_1 Platform Agent Linux RHELEEVM x86 64] # tar -xzvf SysDiré_3_1 Platform Agent Linux RHELEKVM x86 64.tar
.gz
dir6.3.1 platform agent linux rhel6kvm xB86 64
platform.rsp
[root@EVMO1 SysDiré 3 1 Platform Zgent Linux RHELEEVM x86 64]% 1=
diré.3.1 platform agent linux rhelékvm =86 64 platform.rsp SysDiré 3 1 Platform Agent Linux RHELEKVM x86 64.tar.gz
[root@EVMO1 SysDiré 3 1 Platform Agent Linux RHELEEVM x86 64]# I

Figure 9-6 Uncompressed agent that was previously copied in /tmp
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4. Start the KVM Platform Agent installation as shown in Figure 9-7.

[1-Agree|0-Disagree]: 1
IBEM Sy=tems Director Platform Agent 6.3.1 installation.

Extracting RPM files to /tmp/platform.jXfCp2geNf

114033 blocks

Preparing package= for installation...

The =sy=stem you are installing on does not have the IPMI (Intelligent Platform
Management Interface) utilities installed. To install the IPMI utilities,
install the OpenIPMI package using your distribution's package management
system.

Preparing... FEEREFAFFEERATESSSSAA SIS ST HA44T [100y)
l:ibmcim-instrumentation ######3#3434343434344888838 3404800404848 [ 2%2)
2:ibmcim-baseserver FEEFEFHFFEERATEREISAA RS EEE [ )
3J:openslp FEFEFEFEFETEFEF47777474044 24000044448 [ BY)
4:tog-pegasus FEEFEFFFFARATESEISAAS TSRS [ 11y
5:ibmcim-pegasus-utils FEEREFEFFEERAT A E SIS [ 1)
6:ibmcim-baseos FEEFEFEFFE AT E TSR AR [ 109)
T:ibmcim-baseserver-mof FHFFFEFEF4E4340 0000004040000 [ 199]
8:ibmcim-baseos-mof FEEREFHFFEE RS F I SRR [ 229)
9:sblim-cmpi-base FEEFEFHFHEE AT F A S T AR [ 299)

10:ibmcim-serviceprocessor###### 4434300000 H 0044050440889 88 [ 279)
11:ibmcim-network FEEFEFHFHEE TS A A [ 309
12:1libempiutil FEERFFHFFEH T4 T R [ 32y

In=talling....

13:Lib Utils FEEFFFHFHEE 44T R [ 359
14:sblim-gather FREFFFEFHFFF4T0 0004040000100 2000000998 | 38
15:1ibvirt-cim (i3IS IIISIIIIIILILIIIIIIIIIIILE LS 41%]

[

[

[

16:ibmcim-network-mof FREERRERSS TR AR T AR AT R R [ 23]
17:ibmcim-serviceprocessorffFi3FEF73 3880040080000 00 4030300888448 [ 26%]
l8:ibmcim-pegasus-provider$FFEF 38 FF338 7083400 RR30444 03030888448 [ 29%)
19:ibm-key-xchange-cmpi  FFFRFE38383338 0008800003044 30888448 [ 51y)
[
[
[
[

20:sblim-gather-provider FFFHFFF83033383030330000030484 0303040888448 [ 5a3)
21:1si nmr hhr FREFERERRT TR ARTTIERERA ISR AR RENE [ 57y)
22:sblim-cmpi-fsvol FREFERERRERETITRARETEI ARSI S AR R4E [ 50y
23:sblim-cmpi-nfsv3 FEEFERERRERRRIFERARRRARIRERA ISR RARENE [ 62y)
24:ibmcim-vlan-mof FREFREERRERRRERERARRRERE AR A AR R4S [ 65y

25:serveraid-platformagent” [ [Z~#####F3 3330088080008 03034054044 08884% [ e8]
26:tog-pegasus-cim-tools FEEEFEEEEEFEREEREERSASRESAAA A4 [ TOY)
27:qlogic_cna providers-pe#f####F###33343 0834000030444 0008448 [ Tay)

Figure 9-7 KVM Platform Agent installation panel (1 of 2)
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Figure 9-8 shows the second half of the installation panel.

Saving /fetc/libvirt/libvirtd.conf as /fetc/libvirt/libvirtd.conf.old
Changes made to fetc/libvirt/libvirtd.conf

2489c249
< max clients = 200
> #max clients = 20
258c258
< max workers = 200
> #max workers = 20
2T74c274

< max requests = 200

> #max requests = 20

280c28B0

< max client requests = 100

> #max client requests = 5
33:openslp-server L g st L]
34:ibmcim-vlan FEERFRREFRRARRET IR T AR [ 52y
35:1og4cxx FETTTTTTTTTATIITITIATTITASITTITITITISITITIETITIEEE [ 957]
36:ibm-watchdog64 FEETTTTTTTTATITIATTTIATIIIIITITASSISISIIIIIIERYLE [ 97T9)
37:dsa FRERFERTERTAAREEIAAATA AT RA AR [200y)

Starting libvirtd daemon:

Starting slpd: Multicast Route Enabled [ OK 1

Starting gatherd: [ CKE 1

Starting reposd: [ CE 1]

Shutting down CIM =erver: cimserver =top [ CE 1]

tog-pegasus: Generating cimserver 55L certificates...55L certificates generated

Starting up CIM server: cimserver =start [ CE 1]

Starting tierl=lp:

please wait ......

[ OK 1

Starting IEM platform agent watchdog =service...

Installation of the IBM Systems Director Platform Agent 6.3.1 =succeeded.

[root@EVMO1 SysDirG_S_l_Platform_Agent_Linux_RHELGKvH_xBG_Gé]# I

Figure 9-8 KVM Platform Agent installation panel (2 of 2)

If you receive error messages similar to the error shown in Figure 9-9, use yum to solve the
dependencies issue and restart the KVM Platform Agent installation.

error: Failed dependencies:
libconfig.=so.8() {(64bit) iz needed by libvirt-cim-0.5.14-7.el6.x86 64
The main set of EPMs will not install due to unsatisfied dependencies.

Figure 9-9 Dependencies error example
Your KVM Platform Agent installation is complete.

Requirement: Repeat the steps in 9.2.1, “Preparation” on page 321 and 9.2.2, “KVM
Platform Agent installation” on page 322 for each host that you want to manage with FSM.
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9.2.3 KVM host discovery, granting access, and inventory collection

To enable host discovery and run inventory collection, perform these steps:
1. Go to Discovery Manager as shown in Figure 9-10 and click System Discovery.

Discovery Manager

Manage the discovery of your systems in your environment. Discover your systems, configure access to the systems, then

(?) Learn more about using discovery

Discovery and Inventory

Commen tasks
7 Operating systems: System Discovery
M = 1o agent systems View and Cellect Inventor,
: Resource Explorar

M 2 Platform agent sy

[ 2 Common agent systems

Figure 9-10 Discovery Manager window

2. Enter the IP address of the KVM host as shown in Figure 9-11 or the range of KVM hosts
IP addresses that you want to discover. Click Discover Now.

Chassis Man... Home Discovery M... | System Disc... ¥

System Discovery

Use system discovery to discover manageable resources now or schedule your discovery to run later. You can discover a resource for a singlg
discover resources of the same type for a range of IF addresses, or use a discovery profile. Discovery profiles enable you to customize discq
IP addresses, and requesting access to and collecting inventory for the discovered rescurces.

(] - B s SR
?) Learn more about using discover Advanced Tasks

Select a discovery option: Create new profile

Sinale IPv4 sddress V| Manzge discovery profiles

Discavery jobs

IP address:

S .| 27 16 |78

Select the resource type to discover:

(a0

Figure 9-11 Entering the KVM host IP address for discovery
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Wait until the job is completed as shown in Figure 9-12.

Active and Scheduled Jobs
Active and Scheduled Jobs (Properties)

Mame: System Discovery - 9.27.16.75 - June 19, 2012 2:02:44 PM EDT

General Targets == History | Logs | Discovered Systems
Status: Active
Progress: 7E% | |
Last Run Status: Running
Description: Run once on &/19/12 at 2:02
B
Next Run:
Last Run: 6/19/12 at 2:02 PM
Task: System Discovery
Created By: zcuizerats

Figure 9-12 KVM discovery progress

3. When the job is complete, click the discovered system. You can see that an operating
system object type has been discovered as shown in Figure 9-13. Click No access.

Active and Scheduled Jobs
Active and Scheduled Jobs (Properties)

Mame: System Discovery - 5.27.16.79 - June 15, 2012 2:02:44 PM EDT

General Targets History Logs Dizcovered Systems |

The resources listed in the Discoveraed Manageable Systems table represent the results of the most recent occurren

Discovered Manageable Systems:

rA:t.ic-r\: - i S=arch the tabils... SERT
Hame . | Discovered i | Type & | Access 2 | Broblems
E]pure—'lr:xrbj.rtp.Etgla.:s.i:'n.cc.‘n New Operating System ENC access O}{

Figure 9-13 Discovered KVM host system
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4. Grant access to your KVM host by using root credentials as shown in Figure 9-14, then
click your host.

Request Access

Specify the user ID and password to authenticate Flex System Manager to one or more target systems. Then click Req
Manager users access to the target system(s).

| RegqlestAccess | | Clos= |

Selected targets:

Name Agcess Trust State
L_jpurel:lexrbi.rtp.ztglabz.il Box !I"lot applicable
HWdPage 1 of1 PH |1 * Total: 1

Figure 9-14 KVM host operating system access granted

5. Click Actions — Inventory — Collect Inventory as shown in Figure 9-15.

pureflexrb3.rtp.stglabs.ibm.com (Properties)

Name: %pureflexrbS.rtp.stglabs.ibm.:om Actizns b

Access: [HOK Felatea Rescuroes »

Status: oK Topalogy Pemspactives 3

Create Group
| General ! .i.\.I:tIVE Staty_s_ 1 Applle_d Al:t'.\.' Password Expiration Motification S?W'CE E".d :?."".F.‘p‘.:'rt !

Remove. ..
Type: Open ARename...
Description: Add o )
IP Addresses: 9.27 eb, 192.168.122.1, fe80:0:0:0:5ef3:fc

fds55| Automation a0

1P Hosts: pure Inventony Collect Inventory

v B g

MAC Addresses: Sc-f2) Power OniOff P | View and Collect Inventony
Agent Time Zone Offset (Minutes): GMT{ Release Management P | networdk Topclogy Inventory
Manufacturer: IEM Remote Acoess | 3

Machine Type: 8737 Security »

Model: AC1 | System Configuration »

Serial Number: 23Ry Systermn Status and Health |3

I UUID: Sad4 St i » 50
Operating System Type: Linu
Cperating System Version: 5.2

Figure 9-15 Collect Inventory on KVM host
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After processing, your collection is complete as shown in Figure 9-16 and your KVM host
is ready to be managed by FSM.

Active and Scheduled Jobs

Active and Scheduled Jobs (Properties)

Name: Collect Inventory - June 19, 2012 2:12:57 PM EDT | Actions vl
General Targets History Logs
Status: Complete
Progress: B 1005%:

Last Run Status: Complets

Description: Run once on &/19/12 at 2:12
P

Next Run:

Last Run: 5/19/12 at 2:13 PM

Task: Collect Inventory

Created By: souizerats

Figure 9-16 Collect inventory on KVM host completed

9.3 Image repository for KVM

328

To set up the image repository for IBM FSM/VMControl with SAN storage, several pieces
must be in place. The sections describe the steps that you must perform.

This section addresses the implementation of the KVM SAN storage-based solution. If you
want to install an environment using the NFS storage-based solution, see this website:
http://publib.boulder.ibm.com/infocenter/flexsys/information/index.jsp?topic=%2Fco
m.ibm.director.vim.helps.doc%2Ffsd0_vim_c_learnmore_repositories_kvm.htmI

Figure 9-17 illustrates an image repository for a KVM virtual environment with SAN storage.

@ Set up SAN storage

E| Management
- | server |mmmmmmm e —— - |

@ Install agent software RHEL

1

1

1

! ¥

N

@ Collect inventory ; :@ ] -

! 1

! L}

1

1

1

@ Create image repository

Figure 9-17 KVM image repository with SAN storage
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9.3.1 Preparation

Perform these steps to establish an image repository for KVM using the SAN-based storage:

Remember: The images that are shown in the image repository are not created

automatically when a new repository is created. Images must be imported or captured to

deploy the virtual server and workload.
1. Install your KVM host by using the steps in 9.2.1, “Preparation” on page 321.

Tip: Stop at the end of 9.2.1, “Preparation” on page 321.

2. Install the prerequisite RPMs that are required to install Linux x86 Common Agent as

shown in Figure 9-18 and Figure 9-19 on page 330.

———>
———>
———>
———>
———>

Package
Package
Package
Package
Package

—-> Finished

[root@EVMO3 tmpl# vum install liberypt.so.l libe.so.6 libdl.so.2 libstdc++.s0.5 libgce =.so.1l libm.=o0.6 libnsl.so.l libpam.so
.0 libpthread.so.0 librt.sco.l unzip bind-utils net-tools libstdct++.s50.6 libuuid.so.l libcrypt.so.l libexpat.so.0
Loaded plugins: product-id, security, subscription-manager

Updating certificate-based repositories.

Setting up Install Process

Package unzip-6.0-1.el6.x86 64 already installed and latest version

Package 32:bind-util=s-9.7.3-8.P3.el6.x86 64 already installed and latest version

Package net-tools-1.60-109.el6.x86 64 already installed and latest version

Resolving Dependencies

—->» Running transaction check

——-» Package compat-expatl.i686 0:1.85.8-8.el6 will be installed

——-» Package compat-libstdc++-33.1i686 0:3.2.3-69.el6 will be installed

——->» Package glibc.i686 0:2.12-1.47.216 will be installed

--> Processing Dependency: libfreebl3.so(NSSRAWHASH 3.12.3) for package: glibc-2.12-1.47.e16.1686
—-» Processing Dependency: libfreebl3.=so for package: glibc-2.12-1.47.e16.i686

—--> Package libgcc.i6B86 0:4.4.6-3.el6 will be installed

——-» Package libstdc++.i686 0:4.4.6-3.el6 will be installed

——->» Package libuuid.i686 0:2.17.2-12.4.el6 will be installed

——-» Package pam.i686 0:1.1.1-10.el16 will be installed

—-» Processing Dependency: libcrack.so.2 for package: pam-1.1.1-10.el6.i686

—-» Processing Dependency: libaudit.so.l for package: pam-1.1.1-10.el&6.i686

—-» Processing Dependency: libselinux.so.l for package: pam-1.1.1-10.e1l6.i686

—-» Processing Dependency: libdb-4.7.=2¢0 for package: pam-1.1.1-10.el6.i686

—->» Running transaction check

audit-libs.i686 0:2.1.3-3.el6 will be installed
cracklib.i6f6 0:2.8.16-4.el6é will be installed

db4.i686 0:4.7.25-16.216 will be installed
libselinux.i686 0:2.0.%94-5.2.el1l6 will be installed
nss-softokn-freebl.i6f6 0:3.12.8-11.el6 will be installed
Dependency Resoclution

Figure 9-18

Linux x86 Common Agent RPM prerequisites
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Total 103 MB/= | 6.5 MB 00:00
warning: rpmts HdrFromFdno: Header V3 RSA/SHAZ56 Signature, key ID £d431d51: NOKEY
Retrieving key from file:///mnt/rhel6&2iso/RPM-GPG-EEY-redhat-release

Importing GPG key 0xFD431D51:

Uszerid: "Red Hat, Inc. (release key 2) <security@redhat.com>"

From : /mnt/rhel62iso/RPM-GPG-KEY-redhat-release

I=s this ok [v/N1: ¥

Importing GPG key 0x2FR658EOQ:

Uszerid: "Red Hat, Inc. (auxiliary key) <security@redhat.com>"

From : /mnt/rhel62iso/RPM-GPG-KEY-redhat-release

Is this ok [¥/N]: v
Running rpm check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : libgcc-4.4.6-3.el6.i686 1/12
Installing : glibc-2.12-1.47.el6.i686 2/12
Installing : nss-softokn-freebl-3.12.89-11.el6.i686 3/12
Installing : db4-4.7.25-16.el6.i686 4/12
Installing : audit-1libs-2.1.3-3.el6.i686 5/12
Installing : cracklib-2.8.16-4.el6.i686 6/12
Installing : libselinux-2.0.94-5.2.el6.i686 712
Installing : pam-1.1.1-10.el6.i686 8/12
Installing : libunid-2.17.2-12.4.el6.1i686 g/12
Installing : libstdc++-4.4.6-3.el6.i686 10/12
Installing : compat-expatl-1.95.8-8.el6.i686 11/12
Installing : compat-libstdc++-33-3.2.3-69.el6.i686 12/12
rhelé2-cdrom/productid |1 1.7 kB 00:00 ...

Installed products updated.

Installed:
compat-expatl.i686 0:1.895.8-8.el6 compat-libstdo++-33.1686 0:3.2.3-69.e16 glibc.i686 0:2.12-1.47.elé6
libgcc.i686 0:4.4.6-3.elé6 libstdc++.1i686 0:4.4.6-3.el6 libuuid.i686 0:2.17.2-12.4.el6

pam.i&68e 0:1.1.1-10.elé6

Dependency Installed:

audit-libs.i686 0:2.1.3-3.el6 cracklib.i686 0:2.8.16-4.elé6 db4.i686 0:4.7.25-16.el6
libselinux.i686 0:2.0.94-5.2.el6 nss-softokn-freebl.igf6 0:3.12.5-11.el6
Complete!

Figure 9-19 Linux x86 Common Agent RPM prerequisites

9.3.2 Common Agent installation on a KVM host image repository

To install Common Agent, perform these steps:

1. Allow Transmission Control Protocol (TCP) ports that are required by the Common Agent
on the firewall as shown in Figure 9-20.

[root@EVMO3 ~]1#%# iptables -A INPUT -p tcp --dport 5988 -j ACCEPT
[root@EVMO3 ~]1#%# iptables -A INPUT -p tcp --dport 5989 -j ACCEPT
[root@KVMO3 ~]1# service iptables save

iptables: Saving firewall rules to fetc/sysconfig/iptables:[ OK ]
[zoot@EVMD3 ~]% I

Figure 9-20 Open ports for CAs

2. Download KVM Common Agent from the following URL (Figure 9-21):

https://wwwld.software.ibm.com/webapp/iwm/web/reg/download.do?source=dmp&S_PKG=
dir_63_x86_MDagents&lang=en_US&cp=UTF-8

|:| IBM Systems Director 6.3 Common Agent for Linux on IBM x86
Sy=DirS_3_Common_Agent_Linux_x28_a.tar.gz (482.8 MB)

Figure 9-21 Linux Common Agent x86

3. Copy the Common Agent into the /tmp folder of your KVM host by using the SCP protocol
and an SCP tool. Uncompress the archive with the following command:

tar -xvf IBM Systems Director 6.3 Common Agent for Linux on IBM x86
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4. Start the Common Agent installation as shown in Figure 9-22.

[root@KVMO3 SysDiré 3 Common Bgent Linux x86 al# clear

[rooct@EVMO3 SysDir6_3_Commnn_Bgent_Linux_xBG_a]# 1=

dir&.3 commonagent linux x8& a diragent.rsp SysDiré 3 Common Agent Linux xB6_a.tar.gz
[Toot@KVMO3 SysDiré 3 _Common Agent Linux x86 a]# ./diré.3 commonagent linux x86 a
[1-ARgree|0-Disagree] : 1

IBM Systems Director Common Agent 6€.3.0 installation.

Extracting RPM files to /tmp/agent.zNJPETTpH7

974221 blocks

Preparing packages for installation...

The system you are installing on does not have the IPMI (Intelligent Platform
Management Interface) utilities installed. To install the IPMI utilities,
install the OpenIPMI package using yvour distribution's package management
system.

Preparing. .. e d et s e et ettt it i atiatadidzissy
ibmeim-icu (et d st st e it it adaatad ittt atiat iz iss]
ibmcim-ssal FRAFEEEIA NI MRS AT A MR S IS

Creating a 55L private key...
Generating RS5A private key, 1024 bit long modulus

............................................... ++H+t
.............................................................................. ++++++
e i=s 65537 (0x10001)

Generating a 55L certificate request...

Self-signing an S55L certificate based on system information...

Signature ok

subject=/C=U5/5T=NORTH CAROLINA/L=RTF/O=IBM/0U=5TG/CH=EVHO3

Getting Private key

ibmcim-instrumentation FRERRREFISILAITASASSISAMIAIASSSIIIIAIAAAI I
ibmcim-openslp FRERFEEERSILSAA AR
Starting slpd: Multicast Route Enabled|[ OE ]

ibmcim-objectmanager FREEFEREISSEAISISIIAAAMIIASIIAS I IIIIII

Starting IBM CIM indication listener CIM Listener 2.11.0
Starting CIMListener with the following options
listenerPort &988
httpsConnection 0
sslKeyFilePath
gslCertificateFilePath
consumerDir fopt/ibm/icc/lib
consumerConfigDir /var/opt/ibm/icc/data/indication
enableConsumerUnload 1

Figure 9-22 Common Agent installation on the KVM future image repository server
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Wait until the Common Agent installation is complete as shown in Figure 9-23.

Installing Tivoli Common Agent Services.

Preparing... FREFRFRRERAIIAAIATIAIAAAINATMA AR IIIIETSE

ISDCommonAgent FREFRFRRERAIIAAIATIAIAAAINATMA AR IIIIETSE

[Wed Jun 20 01:05:41 EDT 2012]: Installing feature: com.ibm.usmi.agent.cassocketsubagent.agent.feature 6.3.0... Result: SUCCE
S5FUL

[Wed Jun 20 01:05:42 EDT 2012]: Installing feature: com.ibm.sysmgmt.uim.provider.base.agent.feature &.3.0... Result: SUCCESSF
UL

[Wed Jun 20 01:05:42 EDT 2012]: Installing feature: com.ibm.usmi.client.ipc.agent.feature €.3.0... Result: SUCCESSFUL

[Wed Jun 20 01:05:42 EDT 2012]: Installing feature: com.ibm.usmi.client.ipc.monitors.xlinux.feature 6.3.0... Result: SUCCESSF
UL

[Wed Jun 20 01:05:42 EDT 2012]: Installing feature: com.ibm.director.commonagent.manager.xlinux32 6.3.0... Result: SUCCESSFUL
[Wed Jun 20 01:05:42 EDT 2012]: Installing feature: com.ibm.director.cimlegacy.agent.feature 6.3.0... Result: SUCCESSFUL

[Wed Jun 20 01:05:43 EDT 2012]: Installing feature: smallpatch.agent.feature 6.3.0... Result: SUCCESSFUL

[Wed Jun 20 01:05:43 EDT 2012]: Installing feature: com.ibm.usmi.client.ipc.java.feature 6.3.0... Result: SUCCESSFUL

[Wed Jun 20 01:05:43 EDT 2012]: Installing feature: org.sblim.cim.client.agent.feature 2.0.2... Result: SUCCESSFUL

[Wed Jun 20 01:05:43 EDT 2012]: Installing feature: com.tivoli.twg.legacylibs.agent.feature 6.3.0... Result: SUCCESSFUL

[Wed Jun 20 01:05:43 EDT 2012]: Installing feature: org.sblim.cim.client.legacy.agent.feature &6.3.0... Result: SUCCESSFUL
[Wed Jun 20 01:05:44 EDT 2012]: Installing feature: com.ibm.usmi.client.ipc.monitors.feature &.3.0... Result: SUCCESSFUL

[Wed Jun 20 01:05:44 EDT 2012]: Installing feature: com.ibm.usmi.agent.tpmsubagent.agent.feature 6.3.0... Result: SUCCESSFUL
[Wed Jun 20 01:05:44 EDT 2012]: Installing feature: com.ibm.usmi.client.ipc.procman.xlinux.feature &.3.0... Result: SUCCESSFU
L

[Wed Jun 20 01:05:44 EDT 2012]: Installing feature: com.ibm.usmi.client.ipc.evtsub.feature &.3.0... Result: SUCCESSFUL

[Wed Jun 20 01:05:44 EDT 2012]: Installing feature: com.ibm.sysmgmt.utils.updateinstaller.agent 6.3.0... Result: SUCCESSFUL
[Wed Jun 20 01:05:44 EDT 2012]: Installing feature: com.ibm.usmi.client.ipc.procman.feature 6.3.0... Result: SUCCESSFUL

[Wed Jun 20 01:05:45 EDT 2012]: Installing feature: com.ibm.usmi.client.ipc.rcshd.feature &.3.0... Result: SUCCESSFUL

[Wed Jun 20 01:05:45 EDT 2012]: Installing feature: com.ibm.usmi.slp.agent.feature 6.3.0... Result: SUCCESSFUL

[Wed Jun 20 01:05:45 EDT 2012]: Installing feature: com.ibm.usmi.agent.coreagent.agent.feature 6.3.0... Result: SUCCESSFUL
[Wed Jun 20 01:05:45 EDT 2012]: Installing feature: com.ibm.tiveoli.remoteaccess.agent.feature 6.3.0... Result: SUCCESSFUL
[Wed Jun 20 01:05:45 EDT 2012]: Installing feature: com.ibm.usmi.client.ipc.ft agent.feature 6.3.0... Result: SUCCESSFUL

[Wed Jun 20 01:05:46 EDT 2012]: Installing feature: com.ibm.director.core.common.agent.feature 6.3.0... Result: SUCCESSFUL
[Wed Jun 20 01:05:46 EDT 2012]: Installing feature: com.ibm.sysmgmt.uim.provider.software.agent.feature 6.32.0... Result: 5SUCC
ESSFUL

[Wed Jun 20 01:05:46 EDT 2012]: Installing feature: com.ibm.director.mgr.discovery.common.agent.feature 6.32.0... Result: 5SUCC
ESSFUL

[Wed Jun 20 01:05:46 EDT 2012]: Installing feature: com.ibm.director.hw.bcx.agent 6€.3.0... Result: SUCCESSFUL

[Wed Jun 20 01:05:46 EDT 2012]: Installing feature: com.ibm.director.commonagent.manager.feature 6.3.0... Result: SUCCESSFUL
[Wed Jun 20 01:05:47 EDT 2012]: Installing feature: com.ibm.director.hw.bcx.agent.manager &.3.0... Result: SUCCESSFUL

213:ACTIVE:In=stallOrderedFeatures Plug-in:&.3.0SU0CCESS
Installation of the IBM Systems Director Common Zgent 6.3.0 succeeded.

[root@KVMO3 SysDiré_3_Common Agent Linux x86 a]# I

Figure 9-23 Common Agent installation on the KVM future image repository server

5. Go to Discovery Manager, select the System Discovery task, enter the IP address of the
host, and then, click Discover Now, as shown in Figure 9-24.

ssis Man.. Home | System Disc... * ¢ t Act &J

m

system discovery to discover manageable resources now or schedule your discovery to run later. You can discover a
resource for a single IP address or host name, discover resources of the same type for a range of IP addresses, or use a

discovery profile. Discovery profiles enable you to customize discoveries, incduding importing IF addresses, and requesting

access to and collecting inventory for the discovered resources.

@ Learn more about using discovery Advanced Tasks

Select & discovery option: Create new profile

Sinale IPv4 sddress VI Manzge discovery profiles

Discovery jobs

IF address:

Select the resource type to discover:

Figure 9-24 KVM hosts with Common Agent discovery
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6. Click OK to run the job now and click Display Properties to check the job progress status

as shown in Figure 9-25.

Active and Scheduled Jobs (Properties)

Mame: System Discovery - 9.27.16.124 - June 15, 2012 5:48:54 PM EDT | Actions >

Generzl | Targets || History || Logs il Discovered Systems |
Status: Complete
Progress: 10050
Last Run Status: Complets
Description: Run once on &/19/12 at 5:48
=0
Next Run:
Last Run: 5/19/12 at 5:48 PM
Task: Systemn Discovery
Created By: souizerats

Active and Scheduled Jobs

Figure 9-25 KVM hosts with Common Agent discovery complete

7. Click the Discovered Systems tab as shown in Figure 9-26.

Active and Scheduled Jobs

Active and Scheduled Jobs (Properties)

—

Name: System Discovery - 9.27.16.124 - June 15, 2012 5:48:54 PM EDT | Adtions "':

General || Targebs® | |~ History Logs Discovered Systems

The rescurces listed in the Discoversd Managezble Systems table represent the results of the most recent occurrence
of this job.

Dizcovered Manageszshble Systems:

| [3rarerte tavie

Maiso % | Discovered + | Type & | Access & | Problems
i;L;cureflexr:E.rtp.stglabs.ibm.:c11 Meaw Operating System B 1o access Box

A
=

7-0

Figure 9-26 Discovered systems

Chapter 9. Managing the KVM environment with IBM Flex System Manager

333



8. Click No access and use root credentials to grant access to the system, as shown in

Figure 9-27, then click the system name.

Reguest Access 758

Specify the user ID and password to authenticate Flex System Manager to one or more target systems. Then click Request
Access to grant all authorized Flex System Manager users access to the target system(s).

Selected targets:

Name Agcess Trust State
| E“::urel:le:crbﬁ.rtp.ztglabz.il oK B ot applicable
W4 Page 1ofl PH |1 + Total: 1

Figure 9-27 Access granted on KVM image repository

9. Select Collect Inventory on the system as shown in Figure 9-28, then click OK to run the

job now.

Resource Explorer TER

pureflexrbs.rtp.stglabs.ibm.com (Properties)

Name: l._jpureFIexrbE.rtp.stglabs.ibm.:om Actiors vI e
Arcess: -GF' Related Resources 13
Status: oK Tooology Pemspectives »

Create Group
General IS Miv? .S.tat.us i AP.P“Ed Activi Password Expiration Motification .:':'nua_r\ri:e =nd Suppurt !

Remove...
Type: Opel Rename... Additional Properties
D iption: Location
escription i

IP Addresses: 9.27 14a80, Support Files

1g93,| Automation

EEE]  nventory Collect Inventory

feg0

v B g

Power On/Off ¥ | View and Collect Inventory
IP Hosts: pure 5
MAC Addresses: 52-3 R el Network Topology Inventory
: - . Remote Acoess 13
Agent Time Zone Offset (Minutes): GMT ’
i
Manufacturer: IEM st
MR Ty 273 System Caonfiguration ]
Modal: ACL System Status and Heslth |3
Serial Number: 227 Serice and Support 3
UuID: fz466b87-6aaf-1121-bc25-5cf3fcta4aB80
Operating System Type: Linux

Figure 9-28 Collect Inventory window
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10.Click Display Properties as shown in Figure 9-29 to check the progress.

Resource Explorer

m ATKCOR102I
The following job has been created and started successfully: Collect Inventory - June 19,
2012 5:56:02 PM EDT

I Disglay Froparies I | Clzes Messags |

pureflexrbé.rtp.stglabs.ibm.com (Properties)

Mame: bLfpureflexrbs.itp.stglabs.ibm.com

Access: OK
Status: Mok

Figure 9-29 Information blue box

Wait until the collection is complete as shown in Figure 9-30.

Active and Scheduled Jobs (Properties]

.

Name: Collect Inventory - June 19, 2012 5:56:02 PM EDT | &clions

General | Targets = History Logs

Status: Complets

FProgress: [ 300 |

Last Run Status: Complete

Description: Run once on 6/19/12 at 5:56
M

Next Run:

Last Run: 6/19/12 at 5:56 PM

Task: Collect Inventory

Created By: zouizerats

=

Figure 9-30 Collect inventory is complete

You successfully completed Common Agent installation, discovery, and inventory collection
on the KVM repository host.
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9.3.3 Subagent installation on a KVM image repository host

You can access and install IBM Flex System Manager VMControl subagents by using the IBM
Flex System Manager Agent Installation Wizard. To install subagents, perform these steps:

Resource Explorer

Access: [OK
Status: [HoOK

Type:
Description:
IF Addresses:

IP Hosts:
Manufacturer:
Machine Type:
Model:

Serial Number:

General | Active Status

selecting your system as shown in Figure 9-31.

Agent Time Zone Offset (Minutes):

Reported Operating System Type:

Groups > All Systems > KWMO3 (Properties)

Narme: bHKymoz

Applied Activities Configuration Event Log = Inventory

Cperating System

9.27.16.124, f=80:0:0:0:5=f3:fcffifebe:4a80,
169.254.95.120, 192.168.122.1,
fd55:faafielab1014:5=f3:fcffifetei4a80,
fe80:0:0:0:5cf3:fcffifebe: 153

pureflexrbé.rtp.stglabs.ibm.com
GMT-04:00

IEM

8737

ACL

Red Hat Enterprise Linux
23ZVCTS

1. Start the wizard from the VMControl Summary window or from the IBM Flex System
Manager Release Management task. You can also start it from Resource Explorer by

7 -0

Service and Support

Additional Properties
Location
Support Files

Figure 9-31 KVM image repository: Operating system

2. Click Actions — Release Management — Install Agent as shown in Figure 9-32.

Resource Explorer

Name: LAKkvmos

Access: [ oK
Status: ok

Gensral || Acti

Type:
Ciescription:
IP Addresses:

IP Hosts:
Agent Time Zo
Manufacturer:
Mzchine Type:
Model:
Reported Oper

Serial Number:

Groups > All Systems = KWVMO3 (Properties)

Actions -
Felated Resources 1]
Topology Perspectives | 3
Create Group
R i Mot onfiguration Event Log | Inventory
Remaove. .
Rename... tem
Add to v
5 . fel80:0:0:0:5ef3 :fcffifeged4a80,
Autemation P bo, 192.168.122.1,
Inventory b b 101453 fcffifebeaid4aBi,
f3:fcffife6e: 1523
ower On/Off » )
Release Management »  Install Agent
Remate Acoess ¥ | Acquire Updstes...
Security » Show and Install Updates...
System Cenfiguration ¥ | Show Installed Updates...
System Status and Health 13 prise Linux
Service and Support 1]

7=-0

Service and Support

Additional Properties
Location
Support Files

Figure 9-32 Installing the VMControl image repository subagent
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3. A welcome window for Agent Installation opens as shown in Figure 9-33. Click Next.

7=-0

Agent Installation

Welcome to Agent Instzllation Wizard

Use this wizard to install agents on selected systems.

[¥] Show this Welcome page next time.

]

Figure 9-33 Install VMControl image repository subagent

4. Click Common Agent Subagent Packages as shown in Figure 9-34.

¥ Welcoms=

= Agents

Agent Installation
Selact the agent code fo be install=d

dz o be installzd

d it to the s=lected list,

Seleched:

Figure 9-34 Selecting the Common Agent Subagent Packages group

5. Select CommonAgentSubagent_VMControl_CommonRepository-2.4.1, as shown in
Figure 9-35, then click Next.

Agent Installation

Sej=ct the agent code to be install=d

Seleched:

CommonbgentSubagent_WMConirl_C

& | De=cription o

e

cftware Module

=
Softwars
=

oftware Module

Figure 9-35 CommonAgentSubagent VMControl_CommonRepository-2.4.1 window
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6. Select your future image repository system, which is an object type Operating System
Linux as shown in Figure 9-36, then click Next.

P Agent Installation

The Tolowing systams nave pean selecied

The Sikawing 5ys

Seiact & valld target than add i to the salactad list,

_DDDDDDDDDD;

o

WA Eagalgrl FW [T | %  Totalh 10

Figure 9-36 Select image repository host operating system target

7. Check the summary that shows you the agent and the target for installation as shown in
Figure 9-37, then click Finish.

# Weicome Agent Installation
¥ Agams Summary of tha Install Agant Task
¥ Systems
@ Summary Smimrtas Agemes:

i & | Tree % | Description =

T CommantgamSubagant_WMCantral_Sammanfasa A Sarfrecans Hodule Somans Moz

. Tota
R @ | Descriptian F
ating S T
Total: 1

Figure 9-37 Agent installation summary
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8. Click OK to run the job now as shown in Figure 9-38.

| o] ] o
Figure 9-38 Run agent installation job

9. Click Display Properties as shown in Figure 9-39 to check the job status and wait until
status is complete.

d'"- ATKCOR10ZI

The fellowing job has been coessfully: Install &gent - June 20, 2012 10:35:13 AM EDT

Figure 9-39 Display Properties window

9.3.4 Host mappings

When you deploy to a new virtual server on Linux KVM, the disks in the virtual appliance are
assigned to the disks in the virtual server based on disk order.

Important: The KVM host WWN must be visible from the V7000 storage system. If it is
not, check your SAN zoning or your storage adapters.
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To create host mappings, perform these steps:
1. Log on to the Storwize V7000 Storage Management GUI as shown in Figure 9-40.

Storwize V7000

Storage Management

ﬂ For best results, use a standards-compliant browser such as
Firefox.

usertiame: [superuser |
e
Login |E|

11. 15 and Sonwize ane regisiensd irademans

Figure 9-40 V7000 GUI

2. Click the Hosts icon as shown in Figure 9-41.

IBM Storwize V7000

v7000 > Access > lUsers ¥

“' m |,_‘{¢ Mew User Group |
= .

.‘J_‘ 2
L.! ’VEE, All Users @ 5 All Users
F va
@ i‘-’@ SecurityAdmin ‘
T _
& New User i= Actions =
Administrator Bl Hame ser Group [Password
HEERID SecurityAdmin Configured
m_._ﬁ SecurityAdmin Configured
) SecurityAdmin Mone
SecurityAdmin Configured
MD Administrator Configured
M‘) l i SecurityAdmin Mone
Administrator Configured
SecurityAdmin Configured

Figure 9-41 V7000 host view
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You see that there is no host that is defined for your KVM hosts as shown in Figure 9-42.

IBM Storwize V7000 Welcome, superuser

v7000 > Hosts > Hosts «

i= Actions «

Status Host Type # of Ports EE Mappmgs

. Online Generic Yesiia
“. Online Generic 2 Yes i{g
t online Generic 2 Mo

Figure 9-42 Hosts view before you define the KVM host mapping

3. Click Create Host, then click Fibre Channel Host as shown in Figure 9-43.

r Choose the Host Type

Fibre Channel Host iSCSI Host
Create a host object with WWeN Create a host object with iSCSI
ports. ports.

¥ Create Host

Figure 9-43 Creating the Fibre Channel host
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4. Select your WWN and specify a host name as shown in Figure 9-44.

Create Host

h""‘ﬁ? Host Name (optionall: | mo1

Fibre Channel Ports

21000024FF35E610] - || 5 Add Port to List || Rescan

Port Definitions
You have not added any WIVPNs yet.

Advanced Settings

I/0 Group Port Mask Host Type
= io_grp0 = Port 1 Generic (gefault)
& io_grpl  Part 2 HP/UX
& io_grp2 Port 3 OpenVMs
= io_grp3 B Port 4 TPGS

¥ Advanced h =Fe Host || Caneel

Figure 9-44 Selecting the KVM host WWN

5. Click Add Port to List as shown in Figure 9-45.

Create Host

...-____'..__ Host Name (optional): |1

Fibre Channel Ports

|| 4| T Add Port to List | | Rescan

Port Definitions
‘2, 21000024FF35EB10 b 4

Advanced Settings

1/0 Group Port Mask Host Type
io_grp0 & Port 1 Generic (default)
J io_grpl B Port 2 HP/UX
4 lo_grp2 = Port 3 OpenVMs
= 1o_grp3 B Port 4 TPGS

|"i'_-'] Create Host | | Cancel |

Figure 9-45 Add KVM WWN to Port Definitions list
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6. Click Create Host to start the host mapping creation as shown in Figure 9-46.

Create Host

- Synchronizing memory cache.

w= Details

The task has started.

I
non
i i

e

Creating the host EKvVMO1 B4

Running command: 8:45 PM
svctask mkhost -force -hbawwpn 21000024FF35EB10 -mask 1111 -
name KVMO1l -type generic

The host (ID 0) was successfully created.

Mmoo

Synchronizing memory cache.

Close Cancel

Figure 9-46 Host map creation processing

Wait until the creation task is complete as shown in Figure 9-47.

Create Host

E The task completed.

- Details

M &l

Running command: 8:45 PM
svcotask mkhost -force -hbawwpn 21000024FF35EB10 -mask 1111 -
name KVMO1l -type generic

Creating the host KvMO1 B:4

M
FM
M
FM

The host (ID 0} was successfully created. 8:4

Synchronizing memory cache. 8:

The task is 100% complete. B:4

The task completed. B:4

Cancel

Figure 9-47 Host map creation completed
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7. Go back to the host view to check that your host was created as shown in Figure 9-48.

Welcome, superuser

IBM Storwize V7000

v7000 > Hosts > Hosts =

9 New Host 3= Actions =

0= DE 7 of Ports HOE appings

K01 Onling Generic 1 Mo

m KVIN03 Online Generic 1 Mo

Figure 9-48 Host map creation checking

Remember: You must repeat this process on each KVM host.

For more information about storage, see the IBM Flex System Information Center at this
website:

http://publib.boulder.ibm.com/infocenter/flexsys/information/index.jsp?topic=%2Fco
m.ibm.director.vim.helps.doc%2Ffsd0_vim c learnmore_storage paths.html

9.3.5 Discover and manage V7000 storage system

For more information about how to discover and manage V7000 storage system, see 6.12,
“Discover and manage external Storwize V7000” on page 234.

9.3.6 Discover and manage SAN switches

For more information about how to discover and manage SAN switches, see 6.14, “External
Fibre Channel SAN switch discovery” on page 247.
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9.3.7 Discover and configure an image repository server for SAN storage

To configure an image repository server, perform these steps:

1. From the VMControl main page, click the Virtual Appliances tab.

2. Click Create Image Repository under Common tasks as shown in Figure 9-49.

T

VMControl Enterprise Edition

(F)Learn more...

Rescurces

Use system pools and virtual appliances to manage vour data center more efficiently. Deploy virtual appliances
waorkloads. Pool your systems to increase resource utilization and automation.

0 Workloads

0 Workloads

systems

Basics = Waorkloads

What to deploy:
1 Virtual appliances

| Active Status | @)/ | 0|

1 Virtual appliances Problems

Compliance

0 Server system pools
0 Storage system pools
0 Metwork system pools

Virtual Appliances | System Pools | Virtual Servers/Hosts

What to capture:

1 Virtual servers and operating

Where to deploy:
5 Existing virtual servers
3 Hosts and 0 server system pools
Where to store: N

repositories

Jobs |é\.|u_|
Active - -
Completed 6 23
Scheduled - -

Commeon tasks

Deploy virtual appliance

Import
View active and scheduled jobs
View virtual appliance versions
Create image repositary

Figure 9-49 Create image repository

3. You are redirected to the Welcome window as shown in Figure 9-50. Click Next.

Create Image Repository

= Welcome

Welcome

Welcome to the Create Image Repository wizard.

Use this wizard to create a repository that is used to store images associated with vi
image repositary, ensure that the target system meets the requirements for hasting

(#Learn more about image repositories
You are guided through the following tasks:

Specifying a name and description for the imaage repository
Selecting a target system to host the image repository
Selecting the storage for the image repository

Show this Welcome page next time

Figure 9-50 Create Image Repository Welcome window
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4. Specify the name of your KVM image repository, as shown in Figure 9-51, then click Next.

Name

Specify a name and description for the image repository you want to create

v~ Welcome

= Name

*#MName:
I':\-"mima;ssrspc|

Description:

Limit of 256 characters

Figure 9-51 Giving a name to the KVM image repository
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5. Select the Target System that was prepared before with the Common Agent and image
repository subagent to create an image repository system (Figure 9-52). Click Next.

v Welcome
¥ Mame

@ Target
- System

Target System

Select a target system to host the image repository you want to create.

Only systems that satisfy the reguirements for hosting an image repository are shown.

Available Target Systems

I Actions W | | Search the table...
Select | Name & | Access & | Problems £ | Compliances | IP Address & | OSType 4| @
& LAKvMo3 H ok B ok HoK 0.27.16.124, © Linux &

[l m
M4 Pagelofl »m |1 | Selected: 1 Total: 1 Filtered: 1

= Back || Mext =

Figure 9-52 Selecting the image repository system
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6. Select the storage that you want to use for the image repository on which virtual

appliances will be stored as shown in Figure 9-53.

¥ Welcome
¥ Mame

Target
v System

& Storage

Storage
Select the storage to use for the image repository.
Storage
Actions = | | |Search thetsble..
Select | Storage 4~ | Storage location
]0 RSL-Shared Storwize V7000-2076-v7000-1BM
£ Ll

i4Pagelofl PM |1 | » Selected: 1 Total: 1 Filtered: 1

¢ | Type ¢ | Available G
SAN 650,858

|

< Back l | Mext =

T

Figure 9-53 Selecting virtual appliance storage
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7. Review the summary and click Finish to complete the image repository creation as shown

in Figure 9-54.
v Welcome Summarv
¥ Mame You are now ready to create the image repository.
Target
v System
summary
v Storage Repositery Mams

= SLlr‘nmary KWwMimagesreps
Target System
KwM0o3

Starage

Storage  RSL-Shared

Storage location Storwize W7 000-207 6-+7000-1BM
Type SAMN

Availzblz GB 60858

Total GB 62318
Ciescription

| = Back | ext > Finizh

Figure 9-54 Image repository creation summary

8. A blue information window opens as shown in Figure 9-55. Click Display Properties.

DNZIMCY7971

The following job has been created and started successfully: Create Repository Job - Thursday, June 21, 2012
7:49:07 PM EDT

“ Dizplay Propertizs —Il | Close Message

Figure 9-55 Display Properties window

Wait until the job is complete as shown in Figure 9-56.

General Targets History Logs
Status: Complete
Progress: & 100%
Last Run Status: Complate
Description: Run once on 6/21/12 at 7:49 PM
Mext Run:
Last Run: 6/21/12 at 7:49 PM
Task: Create Repository
Created By: USERID
Edit

Figure 9-56 Image repository creation complete
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9.4 Creating KVM storage system pools

350

Storage system pools provide the ability to group similar storage subsystems and automate
placement within the storage system pool to simplify workload deployment operations.

To work with storage pools, perform these steps:

1. Open the VMControl main window and click Storage system pools as shown in
Figure 9-57.

WMContral

VVMControl Enterprise Edition

Use system pools and virtual appliances to manage your data center mare efficiently, Deploy virtuzl 2ppliances and manags the resul
utilizatizn and autematian,

PlLearn more...

Rescurces | active Status|0|i&||ﬂ| Juobs l_"'i\_,_|_|1
1 Virtual appliances Problems -|-|8 Active =
0 Workleads Compliznce | - - | - Completed | & 30
2 Server system pools cehadiled

I 0 Storsge system poals I
0 Metwork system pools

Figure 9-57 VMControl main window

2. The View storage system pools window opens as shown in Figure 9-58. There are no
storage system pools available at the moment. Click Create.

‘iew storage system pools

Selec | Mame & | Problems # | Platform # | Description

Figure 9-58 No storage system pools available
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The Welcome window opens to create the storage system pool as shown in Figure 9-59.

Welcome

Welceme te the Create Sterags System Poel wizard.

» Welcome

o This wizard helps you create 2 storage system pocl.® sterage system pool aggregates storage frem multiple storage subsystems tegetherinto
Summany manzgement system
Wou are guided through the fellowing tasks

* Szlecta nams
® Sclectthe storage
* Confirm the Summary

Shaow this welcome page next time

Figure 9-59 Welcome window to create storage system pools

3. Specify the name to assign to the storage system pool as shown in Figure 9-60, then click

Next.
v" Welcome Eame
= Name Specify a name and description for the storage system poaol that you want to create.

#MName:

K\Mstoragepoal
Description:
Limit of 512 characters

Figure 9-60 Storage system pool name

4. Select the storage subsystem that you want to assign to the storage system pool, click
Add, as shown in Figure 9-61, and then click Next.

Select Storage Subsystem

v Welcome
« MName Select the storage subsystem you want to use to create this storage system poal.
. Select
Storage Storage subsystems from the same zone can be selected to create a storage system pool.
Summar Avallable Storage Subsystems Selected Storage Subsystems

Storwize V7000-2075-v7000-1BM

B [ LabStar | dd = |

Figure 9-61 Select Storage Subsystem window
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5. Review the summary as shown in Figure 9-62 and click Finish.

v Welcome Summa ry
¥ MName You are now ready to create the storage system poal.
Select '
Storage Storage system pool details:
> SL'mmaW Name: KVMstoragepool
Storage subsystems selected: [Storwize V7000-2076-v7000-1BM]
Click Finish to create the storage system pool.

Figure 9-62 Storage system pool creation summary

6. Wait until the storage system pool is created as shown in Figure 9-63.

& Summary Mame: KVMstoragepool

Storage subsystems selected: [Storwize V -1BM]

. - = Warking...
Click Finish to create the storage system p{ 7 ” 9

Figure 9-63 Storage system pool creation

7. A blue information window opens (Figure 9-64). Click Display Properties.

View storage system pools . N U

DNZSVS7761
The system pool K\VMstoragepool was created successfully.

| View Storage System Pool | | Clc;Messagi |

Storage System Pools (View Members)

Create Delet Edit Po - N e | |Actions -

Select| Name 4 | Problems 2 | Platform 2 | Description

[l [ KvMstoragepool I OK TPC SAN

Figure 9-64 Display job properties window

At the end of this process, your storage system pool is created.

9.5 Creating KVM network system pools

352

By using network system pools with logical network profiles, you can partition and provision
your network into separate logical networks. The network system pool functions will
automatically provision both the physical and virtual switch devices to ensure connectivity
between the devices, and will also provide status when connectivity is broken.

Network system pools simplify and automate network configuration tasks for virtual servers.
You can manage the network connections of the pooled network systems to ensure network
connectivity across a set of network switches.
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Consideration: Network system pools manage Layer 2 network configuration. However,
additional Layer 3 IP configuration might be required after VM deployment or migration.

Network system pools, combined with logical networks and server system pools, provide
flexibility and control over how network resources are used. As an administrator, you can
perform these tasks:

» Define larger network system pools to allow more efficient use of network resources
» Define logical networks within a network system pool for shaping and isolation purposes
» Define a server system pool with some or all of the servers managed by a network pool

To achieve full mobility, server system pools need to use both network system pools and
shared storage. A server system pool can be associated with a network system pool when
you create a server system pool. This provides physical network connectivity between all
resources in the server system pool and ensures workload and virtual server relocation
across any resource in the server system pool.

Logical networks within the network system pool define the logical connectivity between the
systems; only systems on the same logical networks can connect to each other. Before
creating associated server system pools, the network system pool must exist, and it defines
the scope of the physical network mobility domain that you want.

A logical network defines how a set of workloads are connected together in the network. This
logical network is isolated from other logical networks using virtual LANs (VLANS). You can
use this architecture to define unique networks for various workloads across a single physical
network. The logical network profile is the entity that defines how a logical network needs to
be used within a network system pool. You can use a single logical network profile across
multiple network system pools (physically independent networks).

Use a logical network profile to define a set of attributes defining how the workload or virtual
machines will use the network. At a minimum, define the VLAN for the workload to use. Other
attributes, such as Virtual Ethernet Bridging (VEB) attributes or Virtual Ethernet Port
Aggregator (VEPA) attributes, can also be defined as part of this profile. After you create the
logical network profile, you must associate the logical network profile with a network system
pool to ensure that all virtual servers that are deployed using this profile will have connectivity
to each other.

To create a configuration template that will be used in the network pool, perform the following
steps:

1. On the Plug-ins tab of the Home page, click Configuration Templates under
Configuration Manager, as shown in Figure 9-65.

IEM Flex System Manager™ Welcome USERID  Problems 1> I

b
| Home ¥ ~ Chassis Man..

Configuration Manager =331
Ready
Configuration Plans | Cenfiguration Templates

Remote Access 5331
Ready
Setup Remote Control

Figure 9-65 Launching Configuration Templates
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2. On the Configuration Templates page, shown in Figure 9-66, click Create.

Configuration Templates

Use configuration templates to deploy settings on one or more systems.
Configuration Templates

Deploy Create Like Edit Deleta | Actions ™ | Search the table... Searc|

Salact Name * | Deployed % | Plan Count £ | Type % | Subtype 2
Il SGbEhNSwitchPrcl:ul:chunFigu...! No o Network 1/O Module Fi...
I_ Ethernet1 GbSwitchProtocolCo... | No u] Network 1/0 Module Et...
Il EthernethbEwitl:h\-fLANCcunFig...l No o Network 1/ Module Et...
I_ OperatingSystemCreateiSAcc... | No u} Operating Sys... Operating Sys...
I_ DperatingS',rsl:ernCreal:eLinux...! No 1 Cperating Sys... Operating Sys...

Figure 9-66 Configuration Templates window

3. On the Create template page, for the template type, select System Pool. For the
configuration to create a template, select Logical Network Configuration. Provide a
configuration template name and optionally a configuration template description, as shown
in Figure 9-67. Click Continue.

& A N _ Create |

Template type:

System Pool ;I

Configuration to create a templats:

Logical Network: Configuration ;I_

Description:
Configures VLANs, access security, quality of service, and VSI settings for logical network connectivity.

#Configuration template name:
KWW LNP

Configuration template description:

-

Continue | | Cancel |

Figure 9-67 Creating a template
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4. On the Logical Network Configuration Profiles page, click Add Profile as shown in
Figure 9-68.

Logical Network Configuration Profiles

Logical Network Configuration Template: KVM LNP
You can create one or more profiles for this Logical Metwork Caonfiguration.

@Learn muore about logical netwark configuration profiles

Logical Network: Profiles

Add Profile Add Like... Edit... Delete | | Search the table... Search

Selact Name % | Description

Figure 9-68 Adding a network profile

This launches the Create Logical Network Profile wizard. You can use the wizard to create
multiple logical network profiles for each template.

5. The Welcome page appears, as shown in Figure 9-69. Click Next.

Logical Network Configuration Profiles

Welcome
= Welcome

Create a logical network profile. ¥ou can use this wizard to easily define con

A logical network profile defines what network traffic is allowed between an en
C connected. A logical network profile can be associated with virtual servers to 1
virtual servers as needad.

Using this wizard, you will define a profile for virtual servers that use both Vir|
Ethernet Port Aggregator (VEPA) configurations. Mot all of the information yoy
configurations.

WV show welcome panel next time

Figure 9-69 Logical network profile: Welcome page

6. On the Profile Name page, enter profile name and, optionally, a profile description, as
shown in Figure 9-70. Click Next.

Logical Network Configuration Profiles

Profile Name

Welcome

Specify a name for the logical network profile. Profile names must be uniqus

4«

Profile Name

Configuration

The profile name and description are used for selecting network connectivity wi
Nas) deploying virtual appliances.

¥Profile name (maximum 62 characters):
KWM LN profile

Profile description (maximum 62 characters):

Figure 9-70 Logical network profile: Profile Name
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7. On the VLAN Configuration page, enter a VLAN ID for this profile, as shown in
Figure 9-71. Click Next.

Logical Network Configuration Profiles

VLAN Configuration

¥ Welcome
' Profile Name Specify the switch port VLAN configuration needed to support the connectad &
= VLAN Configuration This VLAN setting applies to both VEB and VEPA configurations.

Quality of Service [(QoS)

VSI Configuration H#uLan 1D:

e 4z (1 - 4094)

Figure 9-71 Logical network profile: VLAN Configuration

8. Enter Quality of Service (QoS) parameters if required, as shown in Figure 9-72. Click
Next.

Logical Network Configuration Profiles

Quality of Service

Select Quality of Service (QoS) settings for the logical network profile.

Welcome

Profile Name

WVLAN

Canbatn Quality of service parameters control network performance relative to other endpoint]

& S 88

Quality of '::'?,"Learn more about quality of service settings
Service (QoS)
Port priority:

i

I Configuration

Ty ® Use default port priority

[ Selact a port priority
;I (1 lowsast pricrity — 7 highest priority)

Bandwidth allocation:
© Use default bandwidth allocation
o Enter bandwidth allocation
(Kbps)

Figure 9-72 Logical network profile: Quality of Service
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9. Enter the Virtual Switch Interface (VSI) configuration settings, as shown in Figure 9-73.
Click Next.

Logical Network Configuration Profiles

L N N N

Welcome
Profile Name

WLAN
Configuration

Quality of
Service (QoS)

VSI
Configuration

VSI Configuration

Specify Virtual Switch Interface (WSI) settings for the network connection.

Use a V5I interface with VEPA to communicate with multiple controllers. WSI definitions
with the WSI Manager ID. If you are not using VEPA, you can skip this step.

VSI Manager ID: Identifies the WSI Manager with the database that holds the detailed
VSI manager ID can be used to obtain the IP address and other connectivity and acced

VSI type ID (VTID): The integer identifier of the VSI type.

VSI type ID version: The integer identifier designating the desired version of the VTID.

Figure 9-73 Logical network profile: VSI Configuration

10.0On the Summary page, check the configuration parameters, as shown in Figure 9-74.
Click Finish.

Logical Network Configuration Profiles

T N

N

Welcome
Profile Name

VLAMN
Configuration

Quality of

Service

(Qos)

V5I
Configuration

Summary

Summary

Prafile Name:
Description:
VLAN Configuration:

Quality of Service:

WSI Configuration:

¥ou have specified the following settings for this logical network profile.

KVM LN profile

VLAN ID: 42

Port priority: Default
Bandwidth allocation: Default

W51 Manager ID:
V5I Type ID:
V5I Type version:

Figure 9-74 Logical network profile: Summary

11.The newly created profile is displayed in the Template Configuration window, as shown in
Figure 9-75 on page 358. If you need to configure more logical network profiles in the
configuration template, repeat steps 4 - 10. Click Save Template.
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Logical Metwork Configuration Profiles

DNZNMC2901
_ Fleaze =ave the profiles changes to the template.

Close Message

Logical Network Configuration Template: KVM LNP
You can create one or moare profiles for this Logical Network Configuration.

I:':’\.I Learn more about logical network configuration profiles

Logical Network Profiles

Add Profile Add Like... Edit... Delete | | Search the table... Search

Select Name % | Description

O KVM LM profile

Figure 9-75 Saving configuration template

12.The newly created template is shown in the Configuration Templates window, as shown in
Figure 9-76.

Configuration Templates

Use configuration templates to deploy settings on one or more systems.

Configuration Templates

Deploy Create Create Like Edit Delata | Bctions T—l | Search the table... Searg

Selact Name * | Deployed % | Plan Count % | Type % | Subtype 53
I SGhE»ﬂ.NSv.itl:hPrctccch.nnFigu...! No o Netwaork 1/ Module Fi...
I_ Ethernetl GbSwitchProtocolCo... | No u] Network 1/0 Module Et...
I Ethr:rnet‘-_E-‘:E'.'.itch'—fL.ﬁ-.NCcn.-'ig...! No o Netwoark I/0 Module Et...
I KWM LNP | No i) System Poaol Network Syste...
I_ OperatingSystemCreateiSAcc... | No o Operating Sys... Operating Sys...
I_ DperatingS',rsternCreateLinux...E No 1 Cperating Sys... Operating Sys...

Figure 9-76 Configuration template created

The configuration template is created and is ready to be assigned to the network pool.

To create the network system pool, perform the following steps:

1. In the VMControl main window, click the System pools tab, then click Network System
Pools and Members, as shown in Figure 9-77 on page 359.
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VMControl Enterprise Edition

VMControl

your systems to increase resource utilization and automation.
@Learn More...

Resources Active 5tatu5|a|&|n| Jobs |&||
0 Virtual appliances Problems = == Active o
0 ¥ex ke | Compliance | - | - | - Completed | - 1
0 Server system pools

4 K Scheduled - -
1 Storage system pools

0 Network system pools

Basics | Workloads Virtual Appliances System Pools | Virtual Servers/Hosts

Use system pools and virtual appliances to manage your data center more efficiently. Deploy virtual appliances ang

0 Server system b
i 1 Storage system 0 Network: system otk
P poaols poaols
@ o critical @ o critical @ o critical Health summary
& 0 Warning & 0 Warning & 0 Warning o
0 : - : Problems
Informaticnal @ o 1nformational @ o 1nformational Server system pools and members
@ ook B 1ok Eoox o
Network system pools and members

Figure 9-77 VMControl main window

2. In the Network System Pools and Members window, click Create to create the new

network system pool, as shown in Figure 9-78.

Network System Pools and Members

&2 devices not ready for Network System Pools

Netwaork System Pocls and Members (View Members)

Edit | | Searl:h il:hetat.rle... 1 Search

Select Name £

'

% | Access % | Problems % | Wirtual Servers &

Figure 9-78 Network System Pools and Members window

3. The Create Network System Pool wizard opens, as shown in Figure 9-79 on page 360.

Click Next.
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Create Network System Pool

=

Welcome

Name

Initizl Switch

Uplink Connections

Welcome

Create a network system pool to aggregate multiple switches together and defin
provides virtualized network management of virtual and physical networks.

Network system pools are used together with server system pools to ensure netwg
deployment and relocation of workloads.

@Learn maore about network system pools

Bafore you begin this wizard, you should:

s Identify the set of servers and connected network switches you want to create a
» Discover and unlock the servers and connected network switches.

s Collect inventory on the servers and connected network switches, then ensure co
s Identify the network switch connections that connect to the rest of the network.
s Create the logical netwaork templates and profiles that you want to associate with

You are guided through the following tasks:

s Spacify a name and description for the network system poaol.

s Salect the initial switch to add to the network system pool.

s (Optional) Select additional switches to be part of the netwark system pool.
» (Optional) Select the pool uplink connections for communicating to networks ouf
s (Optional) Select the logical network profiles this pool will use and make availab

¥ show this welcome page next tims

Figure 9-79 Create Network System Pool: Welcome

4. On the Name page, enter the network pool name and description, as shown in

Figure 9-80. Click Next.

Create Network System Poal

4 X

Welcome

MName

Initial 5

Additionzl S a5
ual Switches

UEp ¢ Connections

Logical Networks

Name

Specify 2 name and description for the network system pool that you want to cn

#¥Name (maximum 632 characters):

KVM network pool

Description (maximum &3 characters):

Figure 9-80 Create Network System Pool: Name

5. On the Initial Switch page, select the first switch in the mobility domain, as shown in
Figure 9-81 on page 361. Click Next.
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Create Network Systemn Pool

4 N

Welcome
MName
Initial Switch

Switches

Virtual Swi
Uplink Connections
Logical Metworks

Summary

Initial Switch

Select the first switch that you want to build & network maobility domain around.
find additional switches connected on the same physical network.

All Switches
| Search the table... Search
Selact  Name % | Management Status % | Access £ | Prol
¥ =25.42.171.8 | /1, No Direct Connactivity Hox
B [ 1Bm 57314... | @ no virtual Svitch Mok
O I nodeoz-sza0 | @ok @«
" | ==iBMaGh | € no Configuration Access | [l ok i

Figure 9-81 Create Network System Pool: Initial Switch

6. Optional: Select additional switches, as shown in Figure 9-82. Click Next.

Create Network System Pool

v
v
v

=

Welcome
MName
Initial Switch

Additional
Switches

Virtuzl Switches
Uplink Connections

Logical Networks

Summary

Additional Switches

{Optional) Identify additional switches for the network system pool by adding th

Selected Initial Switch:3.42.171.8

Resources listed in the table are already added to the network system pool.
Selected Switches

Add... Remave | | Search the table... Search
Select Name % | Management Status % | Access £ | Prol

Figure 9-82 Create Network System Pool: Additional Switches

7. The wizard automatically adds virtual switches to the pool, as shown in Figure 9-83 on

page 362. Click Next.
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Create Network Systemn Pool

e Virtual Switches

 Mame (Optional) WVerify the virtual switches and network interface cards (NICs) that you
system poal.
" Initial Switch
" Additional Switches Resources listed in the table have been automatically added to this network systs
. . selactions in previous steps. Virtual Switches and their attached LAN connections ¢
= Virtual Switches LT
Uplink Connections Virtual Switches
Metworks
Add... Remove | | Search the table... Search
Summary
Salact Name & | Type % | IP Addres... & | M
I_ Em5.42,171.8 Switch feB80:0:0:0:36...
I_ I nodel2-x240 Server 42471 33500
I_ Edsw eth0-9.42.... | Virtual Switch 9.42.,171.33
O F etho LAN Connection 34
|| I nodel3-x240 Server feB80:0:0:0:36...
I_ = sw eth0-9.42.... | Wirtual Switch 9.42.171.34
| % etho LAN Connection 24

Figure 9-83 Create Network System Pool: Virtual Switches

8. On the Pool Uplink Connections page, click Add to add a new uplink, as shown in
Figure 9-84.

Create Network System Pool

Pool Uplink Connections

¥ Welcome
'W/ Norhe {Optional) Identify the pool uplink connections for the network system pool by add
" Initial Switch
For each pool uplink connection, you can define what VLAN traffic is allowed between

v Additionzl rest of the network.

Switches Pool uplink connections can also be modified after creating the network system pool
" Virtual Switches
& Uplink @LEEFI‘I mare about pool uplink connections

Connections

Logical Networks Resources listad in the table are already added to the network system pool.

ST Pool Uplink Connections

Remove Edit... | | Search the table...
Salact LAN Connection o | Switch % | VLAN ID Set % | Defd
!

Figure 9-84 Create Network System Pool: Pool Uplink Connections

9. Select the uplink port as shown in Figure 9-85 on page 363. Click OK.
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Add Pool Uplink Connections - KVM network pool

Based on your previous switch selections, the following list represents candidate pool uplink connections. Select the L{
network system pool to the rest of the network.
Candidate Pool Uplink Connections
| Search the table... Search
Select LAMN Connection $ | Switch % | VLAN ID Set % | Default VLAN ... % | Descripti
I- EXTZ20 | 9.42.171.8 1 Default - 1
O EXTZ1 | 9.42.171.8 1 Default - 1
O EXT1i0 | 9.42.171.8 1 Default - 1
I- EXT22 | 9.42.171.8 1 Default - 1
I- EXT15 | 9.42.171.8 1 Default - 1
O EXT16 | 9.42.171.8 1 Default - 1
O EXT17 | 9.42.171.8 1 Default - 1
I- EXT18 | 9.42.171.8 1 Default - 1
I- EXT19 | 9.42.171.8 1 Default - 1
I- EXTM | 9.42.171.8 4095 PVID - 4095
F EXT1 | 9.42.171.8 1 Default - 1
I- EXT2 | 9.42.171.8 1 Default - 1

Figure 9-85 Add Uplink Connections - KVM network pool

10.The uplink port that was added appears in the list of uplinks, as shown in Figure 9-86.
Click Next.

Creats Network System Poal

Pool Uplink Connections

¥ Welcome
v Name {Optional) Identify the pool uplink connections for the network system pool by add
" Initizl Switch
For each pool uplink connection, you can define what VLAN traffic is allowed between

7 Additional rest of the network.

Switches Pool uplink connections can also be modified after creating the network system pool
" Virtual Switches
&5 Uplink @Learn more about pool uplink connections

Connections

e | Blckvaciedos Resources listad in the table are already added to the network system poaol.

Pocl Uplink Connections

Remove Edit... | | Search the table...

Select LAN Connection o | Switch % | VLAN ID Set 3 | Defg
| EXT1 | 9.42.171.8 1 Defa

I
Figure 9-86 Create Network System Pool: Pool Uplink Connections

11.Assign the logical network profile created earlier by clicking Add, as shown in Figure 9-87
on page 364.
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Create Network Systemn Pool

Logical Network Profiles
v Welcome
 Mame (Optional) Assign logical network profiles to the network system pool by adding them
" Initial Switch ) ; 1 A ] ;
Logical network profiles define the set of networks available for use by virtual servers wit
Additional Logical network profiles can also be added or removed after creating the network system
/ Switches
?)Learn more about logical network profiles
v Virtual O 4 P
Emeche Resources listed in the table are already added to the network system pool.
7 Uplink Assigned Logical Netwark Profiles
Connections
> Logical Remaove | | Search the table... Search
MNetworks
Select Profile Name & | Template... £ | WLAN ID % | WSI Parg
Summary |

Figure 9-87 Create Network System Pool: Logical Network Profiles

12.Select the logical network profile, as shown in Figure 9-88. Click OK.

“Add Logical Network Profiles -KVM network pool L\

Select the logical network profiles you want to be available for use by virtual servers within the network
system pool.

Logical Network Profiles

| Search the table... Search
s s

Selact Profile Name % | Template... & | VLAN ID % | WSI Para... % | Descriptic
- KWVM LN profile KMM LNP 1 Not Specified

Figure 9-88 Create Network System Pool: Add Logical Network Profiles

13.The added profile is listed on the Logical Network Profiles page (see Figure 9-89). Click

Next.
Create Network Systam Poaol
Logical Network Profiles
¥ Welcome
 MName {Optional) Assign logical network profiles to the network system pool by adding them
¥ Initial Switch Logical network profiles define the set of networks available for use by virtual servers with
additional Logical network profiles can also be added or removed after creating the network system
e
Switches _
g (#)Learn more about logical network profiles
Virtual
irtua
v Switches ; .
Resources listed in the table are already added to the network system poal.
v Uplink Assigned Logical Metwork Profiles
Connections
= Logical Remove | | Search the table... Search
Networks
. Select Profile Hame % | Template... £ | VLAN ID % | VSI Para
Summary
O KVM LN profile | KWM LNP 1 Not Speci

Figure 9-89 Create Network System Pool: Logical Network Profiles

14.Check the configuration settings on the Summary page, as shown in Figure 9-90 on
page 365. Click Finish.
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Create Network System Pool

Summary
v Welcome
 MName Select Finish to create the network system pool.
v/ Initial Switch Name: KVM network pool
& Additional
Switches Description: Network System Pool
] Switches:
Switches 9.42.171.8
Uplinke nodel2-x240
(7 sw_eth0-9.42.171.33
etho
& Logical nodel3-x240
Networks sw_eth0-9.42.171.34
etho
=¥ Summary

Pool Uplink Connections:
EXT1 - 9.42.171.8

Logical Network: Profiles:
KVM LN profile - KVM LNP

Figure 9-90 Create Network System Pool: Summary

15.The newly created network system pool is shown in the Network System Pools and
Members window (see Figure 9-91).

Network System Pools and Members h N h. N A N . 4

&2 devices not ready for Netwark System Poaols

MNetwark System Pools and Members (View Meambers)

Craate Edit | | Actions W | Search the table... Search

Select Name % | Access % | Problems % | Wirtual Servers 2
| B KWM network pool Mok B ox 0
O =9.42.171.8 Mok [ irformation

Dy
Meaby

IBEM

Figure 9-91 Network System Pools and Members

For more information about implementing network system pools, see this website:

http://pic.dhe.ibm.com/infocenter/flexsys/information/topic/com.ibm.acc.8731.
om.ibm.sdnm.adv.helps.doc/fncO_t_network_ctrl_managing_nsps_and_Inps.html

9.6 Creating KVIM server system pools

Before you create Server system pools, review the information at this website:

doc/c

http://publib.boulder.ibm.com/infocenter/flexsys/information/index.jsp?topic=%2Fco
m.ibm.director.vim.helps.doc%2Ffsd0_vim_c_learnmore_getting_started_system pools.h

tml

For more information about the prerequisites, see this website:

http://publib.boulder.ibm.com/infocenter/flexsys/information/index.jsp?topic=%2Fco

m.ibm.acc.commontasks.doc%2Fcommontasks_navigating_fsm.htm]
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To create KVM server system pools, perform these steps:

1. Go to the VMControl main window as shown in Figure 9-92, and click Server system
pools.

VMControl

“

VMControl Enterprise Edition

Use system pools and virtual appliances to manage your data center more efficiently. Deploy virtual applig
workloads. Pool yvour systems to increase resource utilization and automation.

(FLearn more...

Resources | Active Statu5|g|ﬂ\_‘u|n| Jobs |&|ﬂ |
1 Virtual appliances Problems | - | - | 8| Active - -
0 Workloads Compliance | - | - | - | | Completed | 6 | 24
|D Server system pools | Scheduled - | -

0 Storage system pools
0 Metwaork system pools

Figure 9-92 VMControl main window
2. The View Server System Pools window opens as shown in Figure 9-93. Click Create.

Server System Pools (View Members)

Add Hosts Wiew Dashboard | | Sezarch the tablz..,

Select| Name 4  State & | Problems # | Platform & CPU Average & | CPU Peak Utilization 2 | All

|
Figure 9-93 Server system pool member list

3. The Welcome window to create a server system pool opens as shown in Figure 9-94 on
page 367. Click Next.
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= Welcome Welcome

EEiE Welcome to the Create Server System Pool wizard.

Pooling Criteria

Use this wizard to create a server system pool. & server system pool aggregates multiple hosts together int
Initial Host simplified management poal. It shares common storage to allow dynamic deployment, automatic placement,
relocation of workloads.

(F)Learn mare...
You are guided through the following tasks:

Select a name

Select a pooling criteria

Select the initial host that identifies further pooling criteria
Select the shared starage this pool will use

Select additional hosts

Select optimization settings (if applicable)

Summary

Show this welcome page next time

Figure 9-94 Server system pool Welcome window
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4. Specify a name to assign to the server system pool as shown in Figure 9-95, then click

Next.
¥ Welcome Name
& Name Specify a name and description for the server system pool that you want to creat

#MName:
KxwMpaool

Description (limit of 512 characters):

Figure 9-95 Server system pool name

5. Under Pooling Criteria, check Only add hosts capable of live virtual server relocation
as shown in Figure 9-96, then click Next.

v Welcome
v Name

i P-a_olin_g
- Crteria

Pooling Criteria

Select the pooling criteria to use for this server system pool.

Resilience criteria:

Only add hosts capable of live virtual server relocation

Network deployment criteria:

There are no available network system pools.
(#Learn more about network system pools

MNote: When adding hosts that contain existing virtual servers, the existing virtual
system pool management. These virtual servers will still run on the host, but not b
pool.

(@Learn about server system pool capabilities

Figure 9-96 Pooling criteria
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6. Select a host

as the initial host to initiate the creation of the server system pool as shown

in Figure 9-97, then click Next.

Booling Criter
ooling Criteria

& NNy

Initial Host

Initial Host

Sel=ct the Tirst o=t that you want I us= Io creal= this s=nyer =ystem poocl. This inilial host will b= ws=d to find similar hosts thal support the required capabiliti=s Tor Dhis s=nwer sy

1 PF-KVM-Nnas1

4 Pagmlofl »m [1 | »

£

Total: 1

Figure 9-97 Initial server system pool host

7. Select the shared storage system that you want to assign to the server system pool as
shown in Figure 9-98, then click Next.

Create Server System Pool

v Welcome
¥ Mame

¥ Initial Host

_ Shared
Storage

" Pooling Criteria

Shared Storage

All hosts in this server system pool must use the same shared storage. For shared storage,
subsystem or a storage system pool that you previously created. The following shared stora
available for this server system pool. Select the shared storage you want this server system

Available shared storzge:
[Storwize ¥7000-2075-+7000-1BM/RSL-Sha[w]

Storwize V7000-2076-v7000-IBM/R5L-Shared details:
Storage Fool
S6678GE

58038GE

Description:

Available capacity:

Total capacity:

Figure 9-98 Assigning a storage system to the server system pool
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8. If you have several hosts, you can add more hosts to your server system pool. This
configuration increases high availability and the amount of resources that are shared in
your system pool as shown in Figure 9-99. Click Next.

Create Server System Pool

e ——— Additional Hosts
¥ Mame The following hosts are compatible and can be added to this server system posl. Select the hog
I
7 Pooling b
Criteria
o Initizl Host Mo compatible hosts are available. You can add hosts later by editing the server system pool.
y Shared (@Why don't I see my system?
Storage
> Additional
Hosts

Figure 9-99 Additional Hosts window

9. Select the optimization mode that you want as shown in Figure 9-100, then click Next.

Create Server System Pool

a— Optimization
¥ Mame Configure the aptimization settings for the server system pool.
Pooling
v Criteria f P : i di p
Dynamic placement optimization analyzes your server system pool and can periodically optimizg
¥ Initial Host Specify how optimizations are to be started:
o Shared @ Only allow manual optimization
Storage
i i allow optimizations to occur automatically
7 Additionzl
Hests - s
=] 1mi 1 =
. Optlmlzatlon {(F)Learn more about server system pocl optimization
1 lnal=18

Figure 9-100 Server system pool optimization choice
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10.Check the summary as shown in Figure 9-101.

Create Server System Pool

v Welcome Summarv
¥ Mame ¥ou are now ready to create the server system pool.
& Pooling
Criteria Server system pool details:
" Initial Host
Name: KVMpoal
Shared .
v Storage Shared Storage: Storwize V7000-2076-v7000-1BM/R5L-Shared
b7, Additional Fiaits:
Hosts
Mame & | Type % | Description
¥ Optimization - L X -
. {] BF-KVM-Nodel Server fd55:faaf:
= Summary
{4 page 1 of 1 M |1 L Total: 1

Optimization: Manual

Click Finish to create the server system pool.

Figure 9-101 Checking the summary

Click Display Properties to check the creation progress as shown in Figure 9-102.

View Server System Pools

m DNZIMC7971

The following job has been created and started successfully: Create System Pool - Friday, June 22

I Display Properties l | Clo=s Me=zag= |

Server System Pools (View Members)

||
i Hiomh Crmais W= =hiboard | Actiors - Smarch he Table...

Select | Name # | State £ | Problems & | Platform % | CPU Average % | CPU Peak Utilization & | Allocated Proces

O | BlxkvMpao| Active Bok KVM m 1l
O 0l PowerVl Active Bok POWER Hyper [l il

Figure 9-102 Display Properties window

When the creation is complete, go back to View Server System Pools and check that the
new server system pool is available as shown in Figure 9-103.

View Server System Poals

Server System Pools (View Members)

m=hiboard | | Search the table...

Select | Name & | State % | Problems £ | Platform ¢ | CPU Average § | CPU Peak Utilization § | Al
O | faxvmpool |Active  @ok Kb i 110 1%
O [ PowervM-Sarver-Poal | Active ™ [a]ls POWER Hyper [l 0

l
Figure 9-103 Server system pools view
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9.7 Add host to an existing server system pool

372

To increase your server system pool availability or to increase the amount of resources in
your pool, add processors and memory. To add memory and processors, add more KVM
hosts in your server system pool. To add more hosts, perform these steps:

1. Go to the server system pools view as shown in Figure 9-104.

Server System Pools (View Members)

dd Ho=i= . Dim=hibiomd | | Smarch the talle. . [ =t .

Select | Name & | State % | Problem=s ¢ | Platform % | CPU Average & | CPU Pezk Utilization $ | A
O MrvMpooal Active Bok KM il 11 [ 15
F [ PowervM-Sarvar-Poal | Active Bok POWER Hyper [l N

Figure 9-104 Add hosts to a server system pool

2. Select your server system pool, and click KVMpool — Availability — Add Hosts as
shown in Figure 9-105.

View Server System Pools

Server System Pools > KVMpool (Computer System)
Sctions v | Smarch the tabls... =L i
Sald Creste Group & | Arcess % | Compliano ¢ | Problems & | LED Status ¢ | Commun
Relstzc Rescurcss kL B ok BAok Bok e
Import Groups Topology Perspectives L]
Columns... Creste Group
Export Edit...
Select All Optimize...
Deselect All Parmansntly Delsts
Show Filter Row Remowe Hosts from Poel
Clzar All Filters Rename...
Edit Sort Add to ]
Clzar All Sorts Automation 3
Inventory F
Security *
System Configuration F
System Status and Health (]
[£] ! -
- Service and Support ]
44 Page 1of1 PH |1 1 Filtered: 1
Properties

Figure 9-105 Selecting Add Hosts
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3. The Welcome window for adding hosts opens as shown in Figure 9-106. Click Next.

&

Welcome

Welcome

Welcome to the Add Host wizard

This wizard helps you add hosts to this server system pool.

MNote: When adding hosts that contain existing virtual servers, the existing virtual servers vill be 4
management. These virtual servers will still run on the host, but not be managed by the server s

[#] Show this

welcome page next time

Figure 9-106 Welcome to the Add Host wizard window

4. Select the host that you want to add to your server system pool as shown in Figure 9-107,
then click Next.

v Welcome

., Select

Select Hosts

The following systems are compatible and czn be sdded to this server system pocl.

» Hosts

Summary

Displays hosts that are candidates te be in 2 server system pool
Select a walid target then add it te the selectad list

Show: |All Targets

Available:

All Targets

¥ | Eemeene T
Selec | Mame & | Type % | Description
| | Il PF-KvM-Nadez Server

Selectsa:
PF-KWM-Node2

Figure 9-107

Select hosts to add to an existing server system pool

5. Review the summary and click Finish as shown in Figure 9-108.

v
v

welcems

Select
Hosts

v Summary

Summary

“ou are now ready to add hosts to the server system pool.

Server system poal details:
MName: KvMpool

Diescription: Server System Fool

Hosts
Mame & | Type
Server

1 BF-KWM-Nodez
H4Page1of1l *¥ [1 | # Total: 1

Click Finish to add hosts to the server system poal,

# | Diescription

Figure 9-108 Add hosts summary
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6. Click Display Properties as shown in Figure 9-109.

View Server System Pools

DNZIMC7971

The following job has been created and started successfully: Add Host to System Pool - Friday, June 22, 2012

I sz Snaparias I | Ciose Massage |

Server System Pools = KWMpool [Computer System)

BT - | Search The tadie...

Selec | Mame & | Access o | Complianca | Problems & | LED Statuis | Communicaticis | Heal
O il PF-KVM-Nodel | Bok Bok Bok Box Communicaticn O O
Fl 1 PF-KVM-Node2 | 3ok B ok Hok B ok Communication O OK

Figure 9-109 Display job properties
Wait until the job is complete as shown in Figure 9-110.

Active and Scheduled Jobs

Active and Scheduled Jobs (Properties]

Mame: Add Host to System Pool - Friday, June 22, 2012 3:04:51 PM EDT | 2ctios =

General | Targets | History | lLogs
Status: Complete
Progress: L 100%

Last Run Status: Completes

Diescription: Run once on 6/22/12 at 3:04 PM
Mext Run:

Last Run: 6/22/12 at 3:04 PM

Task: &dd Host

Created By USERID

Figure 9-110 Job complete

7. Go back to Server system pools view and click your KVM pool. You can see now that you
have an additional KVM host in your server system pool as shown in Figure 9-111.

View Server System Pools

Server System Pools = KVMpool (Computer System)

Bclions - Search the table...

Select | Mame & | Access o | Compliance$ | Problems $ | LED Status £ | Commun
[ { pr-kvm-Node2 | Box Box BHox ok Commun
| { PF-KVM-Node1 | Mok Mok Pox PMox Commun

Figure 9-111 KVM server system pool
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9.8 Operating a KVM virtual infrastructure

The following tasks can be performed when you are operating the KVM infrastructure:

Importing a virtual appliance

Capturing a virtual appliance
Relocate virtual servers

vyvyyy

9.8.1 Importing a virtual appliance

Deploy a virtual appliance to create a virtual server

To import virtual appliances, perform these steps:

1. Go to the VMControl plug-in tab as shown in Figure 9-112.

VMControl Enterprise Edition

(F)Learn mare...

13 Virtual servers
@ 0 Critical
A 0 Warning
@ 7 informational
Bsok

8 Hosts with 13 virtual servers
2 Virtual farms

Resources | Active Status | @| /|| Jobs & |3 |
1 Virtual appliances Problems ||| | Active A |1
0 Workloads Cempliance | - | = | = | | Completed |, 10 | 36
2 Server system pools Scheduled - 1
1 Storage system poaols
1 Metwork system pools
Basics Workloads Virtual Appliances System Pools Virtual Servers/Hosts |

Commaon tasks

Virtual servers and hosts
Performance Summary
Virtual farms

Create virtual farm
Relocation plans
Relacate

Use system pools and virtual appliances to manage your data center more efficiently. Deploy virtual appliang
workloads. Pool your systems to increase resource utilization and automation.

Figure 9-112 VMControl plug-in main window

2. Click the Virtual Appliances tab as shown in Figure 9-113, then click Import in the

Common tasks list.

What to deploy: Where to deploy:
1 Virtual appliances 7 Existing virtual servers

2 Hosts and 2 server system pools

Basics Workloads Virtual Appliances | System Pools = Virtual Servers/Hosts

Common tasks

Deploy virtual appliance

What to capture: Where to store: faphun

0 Workloads 3 Image Import

4 Virtual servers and operating repositories View active and scheduled jobs
systems

View virtual appliance versions
Create image repository

Figure 9-113 Virtual Appliances tab
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3. You are redirected to the import appliances Welcome window as shown in Figure 9-114.
Click Next to start the import process.

& Wl Welcome

Welcome to the Import wizard.

Name

) This wizard helps you import a virtual appliance packaage. Virtual appliance pack
Repository Format {OVF), which is a platform independent and open packaging and distribul
Version Control import the virtual appliance package from the Internet or from a system in your
B appliance package, you can quickly deploy it into yvour environment.
Summary

#Learn more about importing virtual appliances

You are guided through the following tasks:
* Selecting the OVF package for the virtual appliance
= Specifying an image repository to store the virtual appliance, if more than ong

Show this Welcome page next time.

Figure 9-114 Import appliances Welcome window

4. Enter the path to import your appliance. In this example, import the appliance from an http
server as shown in Figure 9-115. Click Next.

Source

v Welcome

= Source Specify the virtual appliance package to import.

Location and name of virtual appliance package, specified as an .ovf or .ova file:

ntrol hittp:// pokgsa.ibm.oomy ~rrand) public/ren-va_ow Vi=w Details

Example: http://www.vappliancesdzale.com/aix61l/aix61TLAwDEBE2.0va

Acceptable specification forms:

COn any management server:

[relativepath]lfilename.ovf or [relativepath]filename.ova
http://path/filename.ovf or http://path/filename.ova

On IBM Flex System Manager™ Server on AIX and Linux only:
[localpath/filename.ovf or flocalpath/filename.ova
file:///localpath/filename.ovf or file:///localpath/filename.ova

On IBM Flex System Manager™ Server on Windows only:
file://c/localpath/filename.ovf or file://c/localpath/filename.ova
c:\ocalpath\filename.ovf ar ci'localpath'filename.ova
‘\computername'\path'filename.ovf or \\computername'path'filename.ova

Figure 9-115 Import appliance source path file
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5. If you do not want to import the digital signature, select the Import without digital
signature check box as shown in Figure 9-116, then click Next.

v Welcome

¥ Source

> D_|g|ta|
Signature

Digital Signature

Specify whether you require a digital signature for this import action.

Mo digital signature was detected for the specified package.
Import without digital signature.

{FLearn more about digital signatures

Figure 9-116 Digital Signature window

6. By default, the original appliance name is assigned, as shown in Figure 9-117, but you can
specify another one. Click Next.

v Welcome
¥ Source

Digital

v Signature

= Name

Name

Specify a name and description for the virtual appliance package that you want to

Description:
Imparted from file: http://pokgsaibm.com/~rrand/public/ren-va.ouf

Limit of 256 characters

Search tags:

Enter tags separated by commas. Example: WebSphere, Test, Department 123

Figure 9-117 Assign a name to a virtual appliance

7. Select the image repository where you want to import the virtual appliance as shown in
Figure 9-118, then click Next.

v Welcome
v Source

Digital

v Signature

v Name

= Repositary

Repository

Select the image repository where you want to store the virtual appliance when t

Repositories that are capable of storing this virtual appliance:
Image Repositories

Acticns * | Sezarch the table..,

L

Select Mame % | Image Count & | Managed By & | Des
O A PowerVM-Repository 0 SN101D83B_VIODS51 Ima
() = KVMimagesrepo 0 PF-KVMO3 Ima

H4Pagelofl vH (1 | * Selected: 1 Total: 2 Filtered: 2

Figure 9-118 Appliance repository
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8. You can create a version tree for the imported appliance as shown in Figure 9-119. Or, you
can add it under an existing tree as a child appliance of an existing one. Click Next to

continue.

R Version Control
¥ Source Set the version information for the new virtual appliance.
v Digital

Signature You can choose to create a new version tree with the new virtual appliance as the root,
v Name appliance to be the parent version of the new virtual appliance.
/ Repository Select the action you want to take to set version information for the new virtual applian
& Version & Create a new version tree with the new virtual appliance as the root.

Control  Select a virtual appliance to be the parent version of the new virtual appliance.

summary

B E?AIK_Lppsource
®B [ 1.1 (AI¥_Lppsource)

Figure 9-119 Version Control window

9. Review the su

mmary as shown in Figure 9-120, then click Next.

Welcome
Source

sSummary

You are now ready to import the selected virtual appliance package and create a virty

Digital
Signature

Name
Repository

Version
Control

T S T . S

JL

» Summary

Virtual appliance details:
Virtual appliance name: ren-va-10-12-11

“irtuzl appliance description: Imported from file: http://pokgsa.ibm.com/~rrand/public/ren-va.owf
Source file: ran-va.owf

Repository: KWMimagesrepo

“fersion Control:
Create a new versien tree with the new virtual appliance as the root. b’_]

Click Finish to import the virtual appliance package. Once completed, yvou can deploy the
environment.

Figure 9-120 Import appliance summary

10.Select Run Now and click OK to start the virtual appliance import process as shown in

Figure 9-121.

#lob MName:

Choose when to
@ Run Now
O Schedule

Schedule | Motification | Options |

Job name and schedule

Impeort virtual appliance - June 23, 2012 9:08:41 PM EDT

run the job.

Figure 9-121 Run

appliance import now
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11.Click Display Properties to open the Active and Scheduled Jobs window as shown in
Figure 9-122.

Active and Scheduled Jobs

Active and Scheduled Jobs = Import virtual appliance - June 23, 2012 8:07:... (Properties)

Name: Import virtual appliance - June 23, 2012 8:07:43 PM EDT | Actiens =]

General | Targets History Logs
Status: Active

Progress: [ 55 ]

Last Run Status: Running

Description: Run once on 6/23/12 at 8:07 PM
Next Run:

Last Run: 6/23/12 at 8:07 PM

Task: Import virtual appliance
Created By: USERID

Figure 9-122 Import appliance job progress

Remember: Appliance import times can vary depending on where the appliance is in
the network.

12.When the import process is complete, go back to the Virtual Appliances tab as shown in
Figure 9-123. Check that the new appliance is available for deployment.

Virtual Appliandes

You can deploy these ready-to-use virtuzal appliances into your data center. Add to this list by clicking Capture or Impor|
Virtual Appliances [View Members)
Caplurs= D=glay \irtual Apphiance | Import | | Astimre - | Smmrch fhm falle,
Select | Name & | Operating System % | Repository % | Description
1] E']-*.IZ\__:':Ecur:E IBM AIX pureflexrb13.rtp.stglabs.ibm.cor Virtual Appliancd
O E Al¥-5100_mksysb | IBM AIX & pureflexrbl3.rtp.stglabs.ibm.cor Virtual Appliancy
[l |T'_'JCa!::tur:_:l[.‘~_~_-'CS | IBM AIX & PowerVM-Repository Virtual Applizncy
| 1 _" CapturedVMonkvM Linux KVMimagesrepo Fred's Capture
O rj ren-va-10-12-11 Linux KvMimagesrepo Impaorted from f
H4 Page 1 of1 PH |L L Selected: 0 Total: 5 Filkered: 5

Figure 9-123 Virtual Appliances view

9.8.2 Deploy a virtual appliance to create a virtual server

You can deploy virtual appliances in the Linux KVM virtualization environment on IBM Flex
System Manager VMControl to new or existing virtual servers, or to server system pools.
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For more information about deployment requirements and limitations, see the IBM Flex
System Information Center at this website:

http://publib.boulder.ibm.com/infocenter/flexsys/information/index.jsp?topic=%2Fco

m.ibm.director.vim.helps.doc%2Ffsd0_vim r_kvm deploy regs.html

To deploy a virtual appliance, perform these steps:

1. Go to the main page of the VMControl Plug-in as shown in Figure 9-124. Click Deploy
virtual appliance in the Common tasks list.

VMControl

ﬁ_"‘— — = S o

VMControl Enterprise Edition

workloads. Pool yvour systems to increase resource utilization and automation.
(FLearn more...

Resources | Active Statu5|a|&|ﬂ| Jabs |£‘. G_|
2 Virtual appliances Problems -| - | 9| | Active - £
0 Workloads Compliance | - | - | - | | Completed | 10 37
2 Server system pools Scheduled | - 1
1 Storage system pools
1 Metwaork system pools

Basics | Workloads  Virtual Appliances =~ System Pools  Virtual Servers/Hosts
What to deploy: Where to deploy: B o

2 virtual appliances & Existing virtual servers T e

2 Hosts and 2 server system pools | peploy virtual appliance

What to capture: Where to store: Caplic

0 Workloads 3 Image Import

5 Virtual servers and operating repositories View active and scheduled jobs

systems

View virtual appliance versions

Use system pools and virtual appliances to manage your data center more efficiently. Deploy virtual applig

Figure 9-124 VMControl plug-in main window

2. The Welcome window for the Deploy Virtual Appliance opens as shown in Figure 9-125.
Click Next.

Deploy Virtual Appliance

Welcome
& Welcome
virtual appliance Welcome to the Deploy Virtual Appliance wizard.
Target — ) )
B Use this wizard to deploy a virtual appliance.
Summary

(@Learn more about deploying virtual appliances

You are guided through the following tasks:

= Selecting a virtual appliance to deploy

= Specifying a target for the selected virtual appliance

= (Optional) Customizing settings on the virtual appliance before deploying

Show this Welcome page next time.

Figure 9-125 Deploy Virtual Appliance Welcome window

Implementing Systems Management of IBM PureFlex System



http://publib.boulder.ibm.com/infocenter/flexsys/information/index.jsp?topic=%2Fcom.ibm.director.vim.helps.doc%2Ffsd0_vim_r_kvm_deploy_reqs.html

3. Select the appliance that you want to deploy as shown in Figure 9-126, then click Next.

Deploy Virtual Appliance

¥ Virtual appliance
~ Virtual Select the virtual appliance that you want to deploy.
- appliance
Target Virtual appliances that yvou can deploy:
Summary Select Name Revision Trur | Revision Operating System @ R
(@) EAIX_Lppsource AIX_Lppsourc 1.1 IEM ATX i}
O] Firen-va-10-12-11 :ren—va—ID—IZ— 1.1 Linux K
[(_I 111}
M4 Pagelofl #H (1 | * Selected: 1 Total: 2

Figure 9-126 Virtual appliances catalog

Remember: You can see the appliances that are available from different image
repositories, as shown in Figure 9-126.

4. Select the target location where you want to deploy the new virtual server as shown in
Figure 9-127 and click Next.

v Welcome -_rarget
v Wirtual appliance Select the location where you want to deploy the virtual appliance.
= Target

L You can deploy the wirtual appliance to create a new virtual server on an existing host syst|
0T the virtual appliance to an existing virtual server.

@ Deploy te a new virtual server on the following:

& Select Mame & State & | IP Addresses & | Installed O3

<

® ] KvMpool | Active
O [ PowervM-Server-Pool Active
141 Page 1of1 *H |1 * Selected: 1 Total: 2 Filtered: 2

) Deploy to an existing virtual server:

| e I table

Select| Mame 2 | State & | IP Addresses & | De

O & YMRHELGEZx86template | Started

W4 Pagelofl M |1 * Selected: 0 Total: 1 Filtered: 1

MNote: When deploying to a server system pool, the server system pool must identify the h
deployed. This process might take a few minutes to complete.

Figure 9-127 Target to deploy a virtual server
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Tip: You can choose to deploy an appliance on an existing virtual server. A virtual
server is a virtual machine with processor, RAM, and hard disk drive (HDD) resources
on which you can install an OS or deploy a virtual appliance.

5. Specify a workload name as shown in Figure 9-128 and click Next.

Workload Name

v Welcome

v Virtual appliance & workload is created as a result of deploying the virtual appliance.
v Target
Workload #Specify a unigue name for the workload.

RRELEIdmpleymd]

Name

Figure 9-128 Workload Name window

Clarification: A Workload in FSM is a group that contains one or several virtual
servers.

6. Specify a name for your virtual server as shown in Figure 9-129, then click Next.

Name

v Welcome
¥~ Virtual appliance Specify a name for the virtual server that you want to deploy.
v Target
#Type the name of the virtual server that you want to create.

Workload Mame
v Workload N
RHELEZVS|

= Name

Figure 9-129 Virtual server naming
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7. Assign a disk from a storage pool or from a storage volume, as shown in Figure 9-130.
Select Assign to Storage Pool, then click Next.

Welcome
Virtual appliance
Target
Workload Name
Mame
Storage
Map ping

§ LLNNS

Storage Mapping

Specify how to assign the storage for the wirtual disks when you deploy the wvirtual applia

Ensure each dizk in the table is az=igned to either a storage volume or storage pool. To as
single disk. You can select multiple disks to assign to a storage pool.

If one or more available storage locations were found, then a suggested storage pool has
the default assignment(s) are adequate, you can just click Next to continue with the wizard

= Learn more about storage mapping for deploying to a new virtual
server

Storage Mapping

| Bssign to Storage Velume. . | | B==ign to Storage Pool... | | rm,:-, - Sz

Select | Disk Required by Virtual Appliance % | Ascigned Stora$ | Size (MB) o [T
&y diskl RSL-Shared (SAN 6,144 ‘Tru
[‘(_] 1111
M4 Page1of1 *H |1 - Selected: 1 Total: 1 Filtered: 1

Figure 9-130 Assigning a disk

Tip: By default, the storage volume (disk1) is selected, as shown in Figure 9-130.

8. Select the storage pool that you configured previously, as shown in Figure 9-131, then

click OK.

Storage Fools

Select the storage pool that you want to use for the selected disks. & storage volume will automatically be created on the selected storage |
Total disk space reguired for selected disks: 6144 MB

| Search the tabie... S=a

Select | Storage Pool %+ | Storage Type % | Storage Location & | Available (GB) & | Description
(%) RESL-Shared SAN Storwize V7000-2076-v3 56,672.5 RSL-Shared
M4 Page 1of 1 *H |1 | » Selected: 1 Total: 1 Filtered: 1

Figure 9-131 Selecting the storage pool
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9. The Storage Mapping GUI is displayed as shown in Figure 9-132. Note that disk1 is not
selected now because a disk is created automatically in your storage pool. Click Next.

v Welcome

v \irtual appliance

v Target

v Workload Name

v Mame

@ Storage
Mappmg

Storage Mapping

Specify how to assign the storage for the virtual disks when you deploy the virtual applia

Enzure each disk in the table is assigned to either a storage volume or storage pool. To as
zingle disk. You can select multiple disks to as=sign to a storage pool.

If one or more available storage locations were found, then a suggested storage pool has
the default assignment(s) are adeguate, you can just click Next to continue with the wizard
I.;.ILearn more about storage mapping for deploying to a new virtual

—~ SErver

Storage Mapping

torags Wolums ssign 1z Storag | LT,_.,_‘ Sea

Select | Disk Required by Virtual &ppliance # | Assigned Storage % | Size (M
O  disk1 RSL-Shared (SAN Storage Pool)
[f_] TT— )
W4 Page1of1 PH |1 - Selected: 0 Total: 1 Filtered: 1

Figure 9-132 Storage Mapping window

10.Select the virtual network adapter to create a virtual Ethernet adapter on your virtual
server, as shown in Figure 9-133, then click Next.

v Welcome

v Virtual appliance
y Target

v Workload Name
v Name

v Storage Mapping
= Network

~ Mapping

Network Mapping

Select a virtual network for each network defined for the appliance.

The following netwaorks will be as=signed for this virtual server.

Network Mapping
| Betions - | Search the tabie... e
WA Network Name & | Description & | Assigned virtual

Metwork adapter 0 on Discovered-brintagged-0 | Metwork adapter 0 on | Discovered-brid

BJ 111}

M4 Pagelofl #H |1 + Total: 1 Filtered: 1

Figure 9-133 Network Mapping window
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11.You can preconfigure several parameters that include the name and the network
configuration of your virtual server as shown in Figure 9-134. Click Next.

¥ Welcome PI'CIdUCt

' Wirtuzal appliance Specify the product settings you want to use when you deploy the virtual appliance.

¥ Target

v Workload Name Genaral Systam Product Section

¥ Nams Time zane setting for the virtuzl system Amarica/hew_Yark

v Mﬁm System Level Netwaorking

v Network Mapping Short host name far the system, AHELE2VS

+ Product DS domain name for the system,

gt IF zddresses of DNS servers for system. 9.42.242 23

Default IPw4 gateway. 8.77.15.1

Metwork adapter configuration for Metwork adapter 0 on Discovered-brintagged-0

Internet Protocol Version 4

Static IP address for the network adapter "Metwork adapter 0 on Discoversd-brintagged-0".

Static netwaork mask for netwaork adapter "Metwork adapter 0 on Discoversa-bridntagged-07.

Use DHCP for network adapter "Metwork adapter 0 on Discoversd-brintagged-0",
Internet Protocol Version 6
-o",

Static default gateway for network adapter "Network adapter O en Discoversd-bridntzg

Use IPwE statzless address auteconfiguration for network adapter "Network adapter 0 o
Discovered-brlintagged-0",

Deployment use

The adapter order for network adapter "Metwork adapter 0 on Discovered-brintagged-0".

The MAC address for network adapter "Metwerk adapter 0 on Discoversed-brintagged-0"

Remowve 150 Product Section

Remowve ISO after custemization {requires shutdown}

Figure 9-134 Virtual server preconfiguration

12.Review the summary and click Finish as shown in Figure 9-135.

Deploy Virtual Appliance

v Welcome SU"]"]-EN’V
« Wirtuzl appliance “ou are now ready to depley the virtuzl zppliznce.
v Targst
v Worklsad Name Ceplayment details
v HName Virtual appliance to deploy: ren-va-10-12-11 b
/ Storags Mapping Target server or system pool: KWMpeool
o Metwork Mappin Warkload Nams RHELG2deployed
= Mame: RHELB2ZWS
v Product
Lt ) Storage Mapping:
- LTI Disk Required by Virtual Appliance diskl
e e e FLSL-\Sharr:d [SAN Storage
Pool)
Size (MB} 6144
Imaas Ves Iﬂ
Click Finish to deploy the virtual appliance.

Figure 9-135 Virtual server creation summary
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13.Click OK to start the creation of your virtual server workload member as shown in
Figure 9-136.

Schedule | Metification Cptions

Jeb name and schedule

#Job Name

Degioy virtual agpiiance 20 new wirtusl senver - June 23, 2012 10:32:28 @M 0T

Chaose when to run the job,

@ Fun Mow |
OrSchedule

Figure 9-136 Run job

14.Click Display Properties as shown in Figure 9-137.

ATKCOR102I

The following job has been created and started successfully: Deploy virtual appliance to new virtual server - Ju

Figure 9-137 Display Properties window

Virtual server creation is complete as shown in Figure 9-138.

General—“ Targets | History | Logs

Status: Complete

Progress: [ 100%

Last Run Status: Complete

Description: Run once on 6/23/12 at 10:32 PM

Mext Run:

Last Run: 6/23/12 at 10:32 PM

Task: Deploy wvirtual appliance to new wvirtual server
Created By: USERID

[Pezem

Figure 9-138 Virtual server creation complete
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15.Go back to the Virtual Servers and Hosts view to check that your new server is deployed
as shown in Figure 9-139.

Virtual Servers and Hosts

Virtual Servers and Hosts (View Members)
= | | [search the table...

Select| Name 2 | State 2 | 0S Name 2 | OS Type and Version % | Access
O 4 pF-ESXi-Node1 | Started PF-ESXi01  Hypervisor 5.0.0 Hox
] & vmoo1 [ Started PF-vCenter01 Windows® Server 2008 | [l OK
¥ & vmooz | Started PF-Windows1 Windows® Server 2008 « [ oK
O 1 PF-ESXi-Node2 Started PF-ESXi02 Hypervisor 5.0.0 0K
El 4] vm00o3 : Stopped M oK
El i PF-Hyperv-Nodel - Started PF-HyperV0l Windows® Server 2008 « [ OK
] pit \.r‘r‘-l'-.“.findo'.ﬁssH'_«per".i. Started 3 oK
O | 9 PF-KvM-Nodel | started PF-KVMO1 Linux 5.2 M ok
O | d RHELG2VS Started Eox
Ld| 4 VMRHELG2x86temp| Started ™ Jol
El ] PF-KVM-Node?2 Started PF-KVMOZ Linux 6.2 B ok
El 4] RHEL&Z2vmForViC | started 8 oK
O & vmRHELG2 | stopped @ ok
=] il PF-PowervM-Node1 . Started Mok
O & PF-Node1-NIM | started PF-Nodel-NIM AIX 6.1 Mok

Figure 9-139 Virtual Servers and Hosts view

9.8.3 Capturing a virtual appliance

To capture a virtual appliance, perform these steps:

1. Click the Virtual Appliances tab in the VMControl plug-in main window, then click
Capture in the Common tasks list as shown in Figure 9-140.

Basics Waorkloads | Virtual Appliances | System Pools | Virtual Servers/Hosts

What to deploy: Where to deploy:
2 Virtual appliances 8 Existing virtual servers
2 Hosts and 2 server system pools Deploy virtual appliance

Commeon tasks

What to capture: Where to store: Capture

1 Workloads 3 Image Import

& Virtual servers and operating repositories View active and scheduled jobs
systems View virtual appliance versions

Create image repository

Figure 9-140 VMControl main page
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2. The Welcome capture window opens as shown in Figure 9-141. Click Next.

= Welcome

Version Control

Summary

Welcome

Welcome to the Capture wizard.

Use this wizard to help you capture a virtual server or workload to create
virtual appliance, you can quickly deploy it into yvour environment.

Before capturing a virtual server or workload, view the requirements for yd

(FCapture requirements

You are guided through the following tasks:

= Maming the virtual appliance

= Selecting the source virtual server or workload

= Specifying additional information based on your source selection

(@Learn mare about capturing virtual appliances

Show this Welcome page next time.

Figure 9-141 Capture Welcome window

3. Specify a name for the virtual appliance as shown in Figure 9-142, then click Next.

v Welcome

Summary

Name

Specify 3 name and description for the virtual appliance that you want to cre

*#MName:
CapturedWMonkiWM

Description:
Fred's Capturs on KWM,

Limit of 256 characters

Search tags:

Enter tags separated by commas. Example: WebSphere, Test, Department 12

Figure 9-142 Appliance capture name

4. Select the source type to capture as shown in Figure 9-143, then click Next.

v Welcome

Summary

Source

Select the source type to capture.

v MName

= Source
Source Virtual Server
Version Control

& Virtual Server
O Workload

Figure 9-143 Source type to capture
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5. Select the virtual server that you want to capture as shown in Figure 9-144.

v Welcome

¥ MName

v Source
Source

= Virtual
Server

SUmmary

Source Virtual Server

Select the virtual server to capture.

Select | Name & | State % | Access & | Problems £ | g
O & PF-Nodel-NIM Started [Hok Bok
©  Jl PF-Nodel-Test02 | Stopped [ offline @ informatior [H
©  d RHELG62vmForvNC | Started Mok Hok =
© .l RHEL62VS  Started Pok oK r
< 4l vmRHEL&Z Stopped Bok MoKk =
O 4] VMRHEL&2x86template | started ok oK

(£ i |

M4Pagelofl #v (1 | * Selected: 1 Total: &

Figure 9-144 Select server to capture

6. Select the image repository where you want to put the appliance that is generated by the
capture process as shown in Figure 9-145.

v Welcome
¥ MName
v Source

Source Virtual
Server

= Repositary

Repository

Select the repository where you want to store the image that is associated with t

Repositories that are capable of storing the image associated with the new virtual 3

Image Repositories

! Sezarch the table..,

Acticns W
Select Mame ¢ Image Count & | Managed By & | Des
O PowerVM-Repository 0 SN101D83B_VIODS51 Ima
=) = KVMimagesrepo 1 PF-KVMO3 Ima

1 | » Selected: 1 Total: 2 Filtered: 2

M4 Pagelofl k

Figure 9-145 Repository to capture
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7. Select the disk that you want to capture from your existing virtual server as shown in

Figure 9-146.

v Welcome Disks

¥ MName Specify the disks and disk images to be captured. Selecting a disk captures info

disk image additionally captures the disk contents.
v Source
v Source Virtual By default all compatible disks and their associated disk image contents are selec
Server choose to exclude a disk or disk image from the capture. The resulting virtual app

v Repository needs to create an operational virtual server when it is deployed. For example, th
) ’ image 15 requirad.

c3

» Disks

c) Learn more about capturing disks and disk
= images

Disks and Images to Capture

| Sezarch the table..,

Select| Disk Name % | Storage Server % | Size (MB)
(=) RHELG2VS2895D0 Storwize V7000-2076-v7000-1BM 6144

< — —

H4Pagelofl rH (1 | # Selected: 1 Total: 1 Filtered: 1

Figure 9-146 Select the disk for capture

8. Select the network mapping for your future appliance as shown in Figure 9-147.

Welcome
MName
Source

Source Virtual
Server

Repository
Disks

Network
Mapping

T T T

&

Network Mapping

Specify a description to use for each virtual network

MNetwork Mapping

Actions W Sezarch the tablz..
[t =] |

MNetwork 2 | Description

Discovered-bro-0 Metwork adapter 0 on Discow

H4pPagelofl *PH (1 | » Total: 1 Filtered: 1

Figure 9-147 Network Mapping window
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9. If no operating system was discovered from the original virtual server, you must specify
the type of operating system as shown in Figure 9-148.

7 Walcome Operatlng System
v Mame Mo operating system has been discovered for the following virtual server. Select a
server.
v’ Source
Source Virtual 7 e
v Sorver Operating System
¥ Repository | Search the table...
v Disks Host % | Virtual Server % | Operating 9
Metwaork r T " o li
¥ e PF-KVM-Nodel (PF-KVMO1) RHELG2VS Linux
o Operating Mepagelofl *M |1 | Total: 1 Filtered: 1
System
Version Control Mote: If you select "None” for the operating system, you will not be able to customiz
software products when the captured virtual appliance is deployed.

Figure 9-148 Virtual server captured operating system

10.Select the version control type for your future virtual appliance as shown in Figure 9-149,
then click Next.

¥ Welcome
+ Mame
v Source

Source
¥ Wirtuzl
Server

¥ Repository

+ Disks
Metwork

- Mazpping

Cperating
System

Version Control

Set the version infermatien for the new wirtuzl zppliznce.

If the virtuzl server you want to capture is associated with a virtuzl appliance frem a previous deployment, you can s
based on the associated virtual appliance, If the virtual server has n sociated virtuzl zppliance fram = previous d
tree with the new virtual appliance =25 the root, or you can select an existing virtuzl appliance to be the parent version

Select the action you want to take to set version infermation for the new virtual appliance

{8 Set the wersion based on the virtual appliance fream which the virtual server was criginally deployed: ren-va-10-1
) Create a new version tree with the new virtual appliance as the root,
(71 Select 3 virtual appliance te be the parent verzion of the new virtual appliance.

ey Firen-va-10-12- =
= 11

Status: [ OK

General

“Yersion comment

Limit of 256 characters

Figure 9-149 Version Control window
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11.Review the summary as shown in Figure 9-150. You cannot capture a running server.

Summa
¥ Welcome ry
 Mams You are now ready to capturs the virtuzl server or werkload to create 2 virtuzl appliance,
v Source
Source J;’B DHNEVME411W
¥ Wirtuzl i Warning: The virtual servers in the workload to capture must be in a stopped state. If you schedu
Server fail due to the current operating state of server 'RHELE2VS'.
¥ Repository Close Message
+ Disks
7 Metwark Virtual appliance erwerklead details:
Mazpping
. “irtuzl appliance name: CapturedWMankW'M =
v COperating : : o :
System “irtuzl appliance description: Fred's Capturs on KWM,
7 M=o Source server: RHELG2WVS
Control Repository: FAWMimagesrepo
% Summary Disks:
Disk Mams RHELG2WS2893500
Starage Serer Storwize W7 000-207 6~
< w7 000-1BM
Size [MB) 6144 B
Mote: The virtualization manager will provide access to the target server so that it can be captured.
Click Finish to capture the virtual server or worklead and create a virtual appliance. Once completed, you can deploy

Figure 9-150 Virtual server capture summary

12.Go back to the Virtual Servers and Hosts window. Power off the virtual server that you
want to capture by right-clicking the name and clicking Power On/Off — Power Off Now,
as shown in Figure 9-151.

Virtual Servers and Hosts

Virtual Servers and Hosts (Wiew Members)

| Performance SUmimary | | | Lrrans vl | Sarch the table. .

Selec | Name 2 | State & | OS5 Name & | OS Type and Version & | Accessg | Problems & | Complianc &
O | § Pr-Esxi-Nodet iStartea DF-ESXi01 | Hypervisor 5.0.0 ' Box ' @ information | [ OK '
O & vmao1 | Started  PF-vCenter01  Windews® Server 2003 oK @ informaticn B OK
] & vmaoz i Started | PF-Windowsi | Windows® Server 2008 [HOK @ informaticn | B OK
O il PF-ESXi-Node2 iStartec BF-ESXI0Z Hypervisor 5.0.0 Hok @ information | [l OK
O & vmooz2 iStoppEn Bok @ information B OK
O  PF-Hyparv-Ne Halale:l P — y V01 | Windows® Server 2008 HOK @ informaticn | B OK
O # VMWwindow| T, .3y Perspectives » Bok @ informaticn | B OK
O ] BF-KVM-Naded] e 1 Linux 6.2 Bokx Bok Bok
4| RHELE2WS = Bok #ox & oK
O & VMRHELs] —oiome [MA HEtwod: Box  Bok Bok
O | 8 pFKuM-Noded Femeve 2 Linux 6.2 Box Box Box
B & RHELE 2] ooome- Bok Box Box
O & vmRHELEZ Afdto » Bok Bok Aok
¥ 1 pF-pa 1-ny| Automation » Bok B ok Bok
O & PF-Node1{ Avalbilty PE-nIM ) AIXG.L Box Box Box

[ | Imventory 3 [

“4 Page 1 of2 #»m 1 Power On/Off ¥ Power OFf Mow

Relzzss Vansgemant B | R=start

Remaots Acoess ¥ | Restart Now

Security » | Shut down and power off
System Configuration ¥ | Suspend

System Ststus and Heslth  p

‘Service and Support 13

Froperties

Figure 9-151 Power off the server for capture
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13.Check that the virtual server is stopped as shown in Figure 9-152.

Virtual Servers and Hosts

Virtual Servers and Hosts (Wiew Members)
I Performance Summary | | |A.cth.'|s vl | Saaron ThE Tame.

Selec | Mame & | State & | O5 Name & | OS Type and VWersion & | Accessa | Problems & | Complianc s
O {l PF-ES¥i-MNodel Started BF-ESXi01 Hyperviser 5.0.0 Bokx @ Information B OK
] & vmoo1 Started | PF-wCenter0l | Windows® Server 2008 [HOK @ informaticn B OK
O &4 vmooz Started PF-Windows1 WindowsE Server 2008 CII{ i@ Information BOK
O {] oF-ESXi-Node2 Started ~PF-ESXi0Z Hypervisor 5.0.0 Box I tnformation B OK
O & vmooz Stopped Bok @ information | @ OK
O {l PF-Hyperv-Nodel Started | PF-HyperVO1 | Windows® Server 2008 [HOK i@ Information | @ OK
O & VMWindowsHyper\| Started Bok @ information B OK
O 1 PF-1ovM-Nodel Started = PF-KWMOD1 Linux 6.2 Bok B ok Mok
| I RHELE2WS Stopped | Bokx #Hok # oK
] &l YMRHELG2x86ten| Started Bokx B ok ok
O 1 pF-1ovM-Node2 Started = PF-KWMOZ Linux 6.2 Box B ok Box
E 4 RHEL&2vmForvNg Started Box 3ok Bokx
O & vmRHELG2Z Stopped Bokx Bokx Bokx
[} {l PF-PowervM-Nodei Started Bok Bok Bok
O & PF-Mode1-NIM | Started @ PF-Nodel-NIM | AIX 6.1 BHok Box Bok

(ER sl

44 Page 1of2 ¥ 1 | # Selected: 1 Total: 22 Filtered: 23

Figure 9-152 Virtual server stopped for capture

14.Go back to the Summary window and close the Warning information window as shown in
Figure 9-153, then click Finish.

o RS Summary
¥ MName You are now ready to capture the virtual server or workload to create a virtual appliance.
¥ Source
Source
Wirtual
v S:ar-.L-I:r Virtual appliance or worklozd details:
v Repository Virtual appliance name: CapturedVMonkWVM
 Disles Virtual appliance description: Fred's Capture on KVM.
Socurce server: RHELG2WVS
Network
v Mapping Repository: KWMimagesrepo
v Cperating Diskes:
System Dizsk Name RHELG2V52895D0
A, n Storwize V7 000-2076-
Wersion
v =S Storage Server “T000-1BM
o ) Size (MBE) 6144
gl T Compatible Yes |
Include Image Yes M
MNote: The virtualization manager vill provide access to the target server so that it can be capturs
Click Finish to capture the virtual server or workload and create a virtual appliance. Once complete
your environment.

Figure 9-153 Capture summary
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15.Click OK to run the job as shown in Figure 9-154 and begin to capture your virtual server.

|

Schedule | MNotification = Options
Job name and schedule

#Job Name:

Capturs virtual appliancs - Jun= 33, 3012 11:08:01 PM EDT
Choose when to run the job.

®Run Mow

i schedule

| oK | | Cance] | | Help |

Figure 9-154 Run job now

16.Click Display Properties to check the job status as shown in Figure 9-155.

E ATKCOR102I

The following job has been created and started successfully: Capture virtual appliance - June 23, 20

I Display Propertes | | Cloz= Mes=age

Figure 9-155 Capture job status

Wait until the job is complete as shown in Figure 9-156.

General | Targets: | History Logs
Status: Complets

Frogress: [ ioo% |

Last Run Status: Complete

Description: Run once on 6/23/12 at 11:08 PM
Next Run:

Last Run: 6/23/12 at 11:08 PM

Task: Capture virtuzl appliance

Created By: USERID

Figure 9-156 Capture complete
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17.Go back to the VMControl main tab and check that your appliance count is incremented as
shown in Figure 9-157. Click Virtual Appliances.

VMControl

VMControl Enterprise Edition

Use system pools and virtual appliances to manage your data center more efficiently. Deploy virtual appliances and ma|
to increase resource utilization and automation.

(FlLearn more...

Resources | Active Statu5|°|.fl\_‘||ﬂ| Jobs |I’i‘l |E |
|3 Virtual appliances | Problems - =19 Active = -
1 Workleads Compliance | - | - | - Completed | 10 40
2 Server system pools Scheduled & 1

1 Storage system pools
1 Metwork system pools

Figure 9-157 VMControl main window

In the Virtual Appliances window, you can see the new virtual appliance as shown in
Figure 9-158.

Virtual Appliances

You can deploy these ready-to-use virtual appliances into your data center. Add to this list by clicking Capture or Impor]

Virtual Appliances (View Members]

I Capturs || Deploy Virtual Appliance || Import || Astimre - | Smmrch the tabie. ..
~

Select | Name & | Operating System % | Repository % | Description
I LE Al¥_Lppsource IBM ALY pureflexrb13.rtp.stglabs.ibm.cor Virtual Appliance
O ECaptured'-.‘f\dcnK\-’M Linux KMMimagesrepo Fred's Capture 4
O B ren-va-10-12-11 Linux KvMimagesrepo Imported from f
Hi4pPagel1ofl #PH |1 | & Selected: 0 Total: 3 Filkered: 3

Figure 9-158 Virtual Appliances window
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9.8.4 Relocate virtual servers

396

You can migrate your virtual server from a physical KVM host to another physical KVM host.

To do so, perform these steps:

1. From the VMControl plug-in main page, click the Virtual Servers/Hosts tab.

2. Click the Virtual servers and hosts link under the Common tasks, as shown in

Figure 9-159.

VMControl

e .

VMControl Enterprise Edition

to increase resource utilization and automation.

(FlLearn more...

Rescurces

Active Status|@

Use system pools and virtual appliances to manage your data center mare efficiently. Deploy virtual appliances and ma|

&A@ ees &la]

3 Virtual appliances Problems el

1 Workloads compliance | - | - | -
2 Server system pools

1 Storage system pools

1 Metwork system pools

Basics Workloads Virtual Appliances

15 Virtual servers
@ o Critical
ﬂ\_, 0 Warning
B 7 informational
Bsok

8 Hosts with 13 virtual servers
2 Wirtual farms

Active = =
Completed | 10 40
Scheduled = 1

Systemn Pools Virtual Servers/Hosts

Comman tasks

Virtual servers and hosts

Performance Summary
Virtual farms

Create virtual farm
Relocation plans
Relocate

Figure 9-159 VMControl plug-in main page:

Virtual Servers/Hosts tab
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The Virtual Servers and Hosts window opens as shown in Figure 9-160.

Virtual Servers and Hosts

Virtual Servers and Hosts (View Members)
Pedon | [Factons T '

Select | Name ] | State % | OS Name % | OS Type and Version 3 | Access o | Problems L+ |
O {l Pr-ESXi-Node1 Started  PF-ES¥i01 Hypervizor 5.0.0 Box @ 1nformation
F & vmoo1 Started  BF-wCenterD1 Windows® Server 2002 & [l oK H 1nformation
O & vmooz Started PF-Windows1 Windovws® Server 2008 & [l oK H information
O { PF-ESXi-Nodez Started PF-ESXi02 Hypervisor 5.0.0 Bok H 1nfarmation
| & vmoo3 Stopped iCK H 1nfarmaticn
| { PF-Hyperv-Node1 Started PF-HyperV01l Windows® Server 2008 6 [l OK @ information
O & YMWindowsHyperV | Started GK @ 1nfarmation
O | { pr-kvyM-tiode1 Started | PF-KVMOL Linux 6.2 Bok Bok
O | & RHELEZVS Stopped BPox Bok
O & VMRHELEZxE6temp| Started B ok Bokx
O { PF-kVM-Nodez Started | PF-KWMOZ Linux 6.2 Box Bok
O & RHELEZvmForVNC | Started Bok Box
[l & vmRHELEZ Stopped Box BHox
O { PF-PowervM-Nodel Started Bokx Box
O & PF-Nodel-MIM | started | PF-Nodei-NIM | AIX 6.1 Bok Box

H4pPage1of2 ¥H L] » Selected: 0 Total: 23 Filterad: 23

Figure 9-160 Virtual Servers and Hosts window

3. Right-click your virtual server and select Availability — Relocate as shown in
Figure 9-161.

Virtual Servers and Hasts

Virtual Servers and Hosts (View Members]
| Performancs Summary | | | Astimrm - | | Smanch The tabils...

Select | Name s | State § [ OS5 Name % | OS5 Type and Version % | Access # | Problems &
O 4 pr-Esxi-Hode1 Started | PF-ESXi01 Hypervisar 5.0.0 Bok @ tnformation
F o vmooi Started | PF-vCenter0i windows® Server 2008 & [l oK H information
O & vmooz e ’ Windows® Server 2008 5 [l oK @ information
F {] BF-ESXi-Mode2 OBy EeTas b Hypervisor 5.0.0 @ok @ information
O & vmo03 B ok H information

Create Group .
O il BF-Hyperv-Nlo Windows® Server 2008 5 [H OK @ Information
Configure IMM Network
| & vMwindo H OK @ information
Permanently Delete Virtual Server 5 -
] | BF-KVM-Noded Linux 6.2 B ok Box
" Remove. .. —
] +] RHELB2VS Bok
- Rename...
F & VMRHELS Bok
- Add ta » ) =
El { pF-KwM-Nodez Linux 6.2 Box
Aut ti 4
O 8 RHELE2yr et
- Availabili !
O & vrmRHELG ity } Relocate
Invent: ]
E { PF-Powervm-n v
. Power On/OFF [ 3
] & PF-Node1l AIX 6.1
m e Release Management | B == mm
S
M4 Pagalof2 M |t Ly r red: 23
System Configuration [ ]
System Status and Health [ 3
Service and Support 4
Properties

Figure 9-161 Select server for relocation
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4. A confirmation window opens to confirm that your virtual server can be relocated as
shown in Figure 9-162. Click OK to start the server relocation.

Relocate Virtual Server

You have selected to relocate RHELG2VS in KVMpool. Click OK to perform the proposed actions.

The wirtual server can be relocated within K\VMpool.

Recommended actions:
B & relocate 1 virtual servers
Relocate RHELG2VS to PF-KVM-NodeZ
Relocste virtual server

‘ oK | ‘ Cancel ‘

Figure 9-162 Relocate virtual server information window

5. Click Display Properties to check the relocation status as shown in Figure 9-163.

ﬂ DNZIMC7971

The following job has been created and started successfully: Relocate - Saturday, June 23, 2012
11:13:19 PM EDT

| Display Broperties | | Closs Massaga

Figure 9-163 Display Properties window
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6. Go back to the Virtual Servers and Hosts window. Make sure that your virtual server is
“hosted” by another KVM member of the system pool as shown in Figure 9-164.

Virtual Servers and Hosts

Virtual Servers and Hosts (View Members)
parfarmance Summary | | [s=arch the table...

Select| Name & | State & | 0S MName & | OS Type and Version ¢ @ Access & | Problems & |4
O f PF-ESXi-Node1 | Started  PF-ESXi01 Hypervisor 5.0.0 @ ok @ information f
O & vmoo1 Started = PF-vCenter01 windows® Server 2008 6. [ 0K I information Il
O & vmooz Started = PF-Windows1 windows® Server 2008 6. [ oK I information 0
O  { PF-ESXi-Nodez | Started | PF-ESXi02 Hypervisor 5.0.0 Hok [@ information I
L & vmoo3 Stopped Mok Il tnformation Il
¥ 1 PF-HyperV-Nodel Started PF-Hypervo1 Windows® Server 2008 6, [l oK @ information Il
O & vMwWindowsHyperV | Started Bok Il information f
O {l PF-KVM-Node1 Started = PF-KVMO1 Linux 6.2 ok B ok f
O & VMRHEL62x86templa Started Bok J ok I
O | i PF-KVM-Nodez | Started  PF-kVMO2 Linux 6.2 Box Bok I
O & RHEL62vmForVNC | Started Bok Hok I
o | & RHEL62VS | stopped Mok Bok Il
O & vmRHEL62 | Stopped WMok WMok I
F i PF-PowervM-Nodel Started Hox ok f
O & PF-Node1-NIM | Started  PF-Nodel-NIM | AIX 6.1 [ ol Bok I

M 11l |

M4Pagelof2 M 1 | » Selected: 0 Total: 23  Filtered: 23

Figure 9-164 Check relocation
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10

Managing the PowerVM
environment with IBM Flex
System Manager

This chapter addresses how to manage the PowerVM infrastructure through IBM Flex System
Manager (FSM). IBM Flex System p260 and p460 compute nodes have the same capabilities
as the rack POWER?7 system family, which includes Power 770 and Power 750. You can
create logical partition profiles, and modify, delete, and activate them. You can use p260 and
p460 compute nodes for full partition purposes, and you can set up the Virtual I/O Server
(VIOS) environment on the p260 and p460 compute nodes. You can manage the Virtual I/O
Controller (VIOC) client image through VMControl, which is a feature in the Flex System
Manager. The VMControl feature can capture, deploy, and relocate virtual servers. The
included example scenario describes the steps to set up the PowerVM virtualization
environment.

This chapter includes the following sections:

v

10.1, “Initial deployment of virtual machine” on page 402
10.2, “Capturing virtual machines” on page 416

10.3, “Deploying virtual machines” on page 471

10.4, “Relocating virtual machines” on page 486

vvyy
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10.1 Initial deployment of virtual machine

This section describes how to deploy the PowerVM virtual machine through Flex System
Manager. For more information about planning for PowerVM infrastructure management, see
5.2.3, “Planning for PowerVM virtualization” on page 111.

10.1.1 Solution architecture

The overall architecture of the PowerVM infrastructure with Flex System Manager is shown in

Figure 10-1.
Flex System Manager Node
( Plug-ins
(—————
VR
VM )
Control EN4093 :
— 10 Gb NW g : :
SarEs 10 module i : :
Management ]
o) i
Rower %Gb ?hA N System pool
Systems ass thru
Management I I\ 4
L IBM System Storage
DB2 | Applications SANBOB switch
IBM Fabric
Manager Storwize V7000
SMIA
Configuration Storage
Tool pool
&
.......... N/W —— Management N/W
— Data N/W
---------- Fibre Channel —— Fibre Channel

Figure 10-1 Architectural overview with Flex System Manager

The diagram in Figure 10-1 shows the relationships between PowerVM infrastructure
components and Flex System Manager. The blue boxes represent physical compute nodes.
The purple box stands for Storwize V7000 and the storage pools that are defined on it. The
green boxes are /O modules in the chassis (10 GbE switch, 8 Gb FC Pass-thru module, and
external 8 Gb FC SAN switch). A Flex System Manager node box describes components that
are needed for the PowerVM implementation. A p260 compute node box represents logical
partitions (LPARSs), the flexible service processor (FSP), and the Shared Ethernet Adapter

(SEA).
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10.1.2 Setting up VIOS and Network Installation Manager server

This section shows the initial deployment of PowerVM on the p260 compute node.

You can see physical compute nodes and I/O modules in the Chassis Manager view of Flex
System Manager, as shown in Figure 10-2. For more information about managing the
chassis, see Chapter 4, “Chassis Management Module operations” on page 41.

Managed Chassis :bi_r2_-;2.-_:lgm.rt-p_.sl;:;E.-i.bm.:om-}i—{g Find: '-;.{., Find a Task or Hardware
e - s ]
g
i i
B
R~z ®B-a- 10 Gb network switth 8 Gb SAN switch

Figure 10-2 Chassis components view

First, install VIOS on a p260 compute node.

If you want more information about how to implement the p260 and p460 compute nodes, see
IBM Flex System p260 and p460 Planning and Implementation Guide, SG24-7989, at this
website:

http://www.redbooks.ibm.com/abstracts/sg247989.htm1?0pen
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There are two options to install VIOS on the p260 compute node for the first time:

» Install VIOS by using a DVD through the supported USB optical DVD drive, which is
connected to the p260 front panel as shown in Figure 10-3.

USB 2.0 port Power button LEDs (left-right):
location, info, fault

Figure 10-3 Front panel of the IBM Flex System p260 compute node
» Use the Network Installation Manager (NIM) method.

Restriction: This option is only for a NIM server that exists at the site.

Creating and activating the VIOS profile
One of the strengths of FSM is the capability to provide a single point of management. To
activate the VIOS profile, perform these steps:

1. Click Chassis Manager on the Initial Setup tab.
2. Click the chassis name as shown in Figure 10-4.

Managed Chassis Find: ':Q' Find & Task or Hardware
| Actions | | Search the table... | : |
Select Chassis Name % | Access % | Hardware Status <
(] r2-e2-cha-rmm.rty GK Elnformatinn

Figure 10-4 Installed chassis name
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3. Click Manage Power Systems Resources in the menu at the far left of the chassis
graphical view as shown in Figure 10-5.

Generzl Actions | - ||

Network Control

WMContral Enterprise Edition

Chassis and Members

Manage Power Systems Resources

Resource Explorer

Storage Manager (W7000)

Add or Remove 3 Chassis...

Configure Chassis Security Policy

Service and Support Manager

View support files

Figure 10-5 Manage Power Systems Resources
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4. If you discovered and collected inventory on p260 compute nodes earlier, you see the
physical p260 compute nodes in the opened window (Figure 10-6).

Tip: If you do not see any compute node in the chassis, go to 6.1, “IBM Flex System
Manager Setup Wizard” on page 123.

Right-click the discovered compute node, and select System Configuration — Create

Virtual Server (Figure 10-6).

F Welcome [ Version)

Manage Power Systems Resources

Powrer Systems Resources

Bl [= Hosts |
E PF-Power¥h-Nodel

E PF-Power¥h-NodeZ

=

L

Perforrmance Surnrmary | | Actions ll | Search the table... Searck
|

Systern Status and Health

E Select Marme & Access & State & | Detailed Stat
Server-F805-42X-SMN101423] T 1
= i PE-Pawerdt-Noded pojsted Resouross 3 Started Maone
@ Virtual Servers =
L-_‘E DpErating Sratarne D PF-PoweryM-Noded Teopolegy Perpectives 13 Standby Morne
Sl O Seruer-TE95-421-9 Create Group Started Mone
Configure IMM Network Cspacity on Demand (Cel)
Grachical View Client Partition Storage Mapping View
Remove from Server System Pool Cenfigurstion Flans
Held to » Caonfiguration Templates
5 Creste Virtlual Server
Automaticn [
Availsbility » Current Configuration
Deploy: t History
Hardware Information ] Epleyment History
Edit Host
Inwentory ]
- i » IManags System Flans
1ilf ] System Prefil
L<J l L> Relesz= Managemsnt » anage Sysiem Frotlle
Cerain » Server to Storage Mapping View
Systern Cor tion » View Workload Management Groups

VIOS Storage Mapping View

Servios and Support

v |

Virtual Sarver Availability Priority

M4 page1ofd PM |1

»

Froperties

Edit Location. ..

Manages Virtusl Server Dats

Virtual Resouross

Figure 10-6 Manage Power Systems Resources main window
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5. Create the VIOS profile based on your system requirements. Enter the VIOS name, as
shown in Figure 10-7.

Create Virtual Server: PF-PowerVM-Nodel

Name
= Name
Memor, This wizard helps you create and assign resources to & virtual server.
Processor
Ethernet Host name: PF-PowerVM-Nodel

=Wirtual server name:

SN101DBEB VIOS1

Virtual server ID:

1

Environment:

AL/ Linux []

|:| Suspend capable I:‘ Remote Restart capable
[] a==ign =ll rescurces to this virtuzl zerver.

|:| Enable virtual trusted platform module (VTPM)

Warning: The VTPM key is set to default key.

Figure 10-7 Creating the VIOS profile: Name

6. Define the VIOS memory size, as shown in Figure 10-8.

Create Virtual Server: PF-PowerVM-Node2

7 Memory
= Memary

Select the memory mode and assigned memaory for the virtual server.

Deadicated Memory

Total system memory: 32.0 GB

Memary available: 31.0 GE

=

Assigned memory (GB):

i0

Figure 10-8 Creating the VIOS profile: Memory
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7. Define the processing mode and how many processors are used for VIOS, as shown in
Figure 10-9.

Create Virtual Server: PF-PowerVM-Node2

TN

Name
Memory
Processor
Ethernet

Virtual

Processor

Specify the processing mode and number of processors.

In dedicated processing modse,

Processing Mode

O Dedicated
@ Shared

Assigned Processors

Maximum pool processors:

Available processors:

*Aszsigned processors:

1

each assigned processor uses 1 physical processor

16.0
16.0

Figure 10-9 Creating the VIOS profile: Processor

8. Define the virtual Ethernet adapter for the Shared Ethernet Adapter (SEA), as shown in
Figure 10-10. Click Add to create new adapter or Edit to modify an existing adapter.

Create Virtual Server: PF-PowerVM-Node2

Ethernet

¥ MName

¥ Memory
v Processor
= Ethernst

Configure the virtual network adapters for the virtual server. Physical I/ O network
default, however you can add, edit, or remove adapters to suite your needs.

Virtuzal Ethernet

|

Select

Adapter

)
i

Port VLAN ID

11

Figure 10-10 Creating the VIOS profile: Ethernet
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9. Create one virtual Ethernet adapter for the Shared Ethernet Adapter and assign priority 1
to the VIOS, as shown in Figure 10-11.

Virtual Ethernet - Modify Adapter

Specify an adapter ID and virtuzl Ethernet for this adapter.

*Adapter Id

11

*Port Virtual Ethernet
1

VSI Type Id

WSI Type Version

WSI Manager Id

IEEE Settings
Select this option to allow additicnal virtual LAN IDs for the adapter.

I:‘ IEEE B802.1q compatible adapter

Maximum number of VLANS: 20

Additional VLAN IDs:

Shared Ethernet Settings
Select Ethernet bridging to link (bridge] the virtual Ethernet to a physical network.

Use this adapter for Ethernet bridging
Pricrity:
| 1 ||: lor2)

Figure 10-11 Creating the VIOS profile: Virtual Ethernet: Modify Adapter

10.Click Create Adapter as shown in Figure 10-12.

v Virtual Storage Adapters
/ Memory Specify the virtual storage adapters required for this virtual server.
v Processor
¥ Ethernst *Maximum number of virtual adapters : 100
Virtual
= Storage
Adapters lNo adapters configured. Select "Create Adapter..” button to create a new virtual adapter.
Physical 1/ | Create Adapter...
Summar
*MNote: 1) You can use the Virtual Storage Management task to define the physical block storage
Fibre Channel zerver adapters that the client virtual servers will use for storage access

Figure 10-12 Creating the VIOS profile: Virtual Storage Adapters
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11.Create an adapter for virtual SCSI, as shown in Figure 10-13.

Ethernst
Virtual
Storage
Ldapters

Virtual Storage Adapters

Specify the virtuzl starsge adapters required for this virtuzl server.

*FMaximum number of virtual adapters i00

Create Adapter...

ement task to define the ph
client virtual servers will use

Fhote: 1) You can use the Virtua

|
Fibre Channel server ad

~ Create Virtual Adapter

Mo =dzpters configured. Select "Create Adzpter..” button to create 3 new virtus

Specify the virtuzl storage
adapter ID and client
infarmation.

*Adapter ID
24

Adapter type

Connecting virtual server
information

*Connecting Virtual Server
ID:

*Connecting adapter ID :

lier

fal

Figure 10-13 Creating the VIOS profile: Create Virtual Adapter
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12.Define the connecting VIOC ID and an adapter ID, as shown in Figure 10-14. After you
enter parameters for virtual storage adapters, click OK.

e Virtual Storage Adapters
El
¥y Memory Specify the virtual storage adapters required for this virtual server.
*Maximum number of virtual adapters ¢ 100
lo adapters configured. Selec Create Adapter button to create a new virtug Specify the virtual storage
Create Adapter ad_a;tr:r 1D and client
information.
*Adapter ID
ote: 1) You can use the Virtual Storsge Management task to define the ph 31 5
Fibre Channel server adapters that the client virtual servers will use

Adapter type

SCSI_ VI

Connecting virtual server
information

*Connecting Virtual Server
ID:

z

*Connecting adapter ID :

1

Figure 10-14 Creating the VIOS profile: Create Virtual Adapter continued

13.You can see the newly created virtual SCSI adapter in the Virtual Storage Adapters pane,
as shown in Figure 10-15. If you need to create more virtual storage adapters, click Add.

Virtual Storage Adapters

Specify the virtual storage adapters required for this virtual server.

vy MNzme
¥ Memory

v Frocessor

¥ Ethernet *Maximum number of virtual adapters : 100
Virtual
o> Storage
Adapters
: Select Adapter ID & Type & Conng|
0 31 5CsI 2

Figure 10-15 Creating the VIOS profile: Virtual Storage Adapters
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14.Define the physical I/O adapters, as shown in Figure 10-16. Assign all physical adapters to

the VIOS.
Physical I/0 Adapters
¥ Mame b4 ! P
.'/ Memory Select one or more physical adapters from the list of available physical adapters. Note. Virtual servers thal
v Processor
v’ Ethernet Display only adapters that are currently available.
Wirtual
v Storage Select Location Code &
Adapters
) U7S8AE.001.WZS00T2-P1-C18-L1 Ethernet controller
= Physical A B
IO U78AE.001.WZ500T2-P1-C19-L1 Fibre Channel Serial Bus
FHFE U7BAE.001.WZ500T2-P1-T2 PCI-E SAS Controller
U78AE.001.WZ500T2-P1-T1 PCI-to-PCI bridge
U7S8AE.001.WZS00T2-P1-C18-L2 Ethernst controller

Figure 10-16 Creating the VIOS profile: Physical I/O Adapters

15.Review the information in the Summary window, as shown in Figure 10-17.

Summar
¥ MName Y
/ Memery The following is a summary of your virtual server settings. You can select Back to make changes. You can also use
" Processor
/ Ethernet Server Name: PF-PowerVM-Nodel
Virtual Virtual server name: SNi01D&88B_VIOS1
v Storage i
Virtual server ID: 1
Adzpters R R
1 Environment: wIOSs
v Physical I/O
Memory: 10 GBE [Dedicated]
= Summary
Processors: 1 [Shared, DefaultPool{0}]
Virtual Ethernsts: 11 [1, Bridge]
Virtual Adapters: 31 [SCSI, 2:1]
ot i N U78AE.001.WZ500T2-P1-C18-L1
ol S U78AE.001.WZ2500T2-P1-C18-1L2

Figure 10-17 Creating the VIOS profile: Summary
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16.Right-click the created VIOS, and select Operations — Activate — Profile as shown in
Figure 10-18.

O | & swioibsse vioc: | Mok M ox M ox M ox
& SN101D88B WI0SY  fjaied Resources ' p [fline oK oK oK
Tepology Pespedtives [

Create Group

Caonfigure IMM Network

Add to »

Automstion [

Inwentory [

Operatio Delete

Security » Schedule Cperations
ﬁ Systern Configuration [ Cument Configuration
T N System Status and Health » Consale Window » s

Service and Support ¥

Properties

Figure 10-18 Activating the VIOS profile

17.Click Advanced, as shown in the Figure 10-19.

Activate Virtual server:SN101D88B VIOS1

Select = profile below to activate the virtual server with.
Wirtuzl server name: SNi01DB8B _VIOS1

Wirtuzl server profiles OriginalProfile

pen a terminal window or conscle session.

[ mo vsI erofile.

Figure 10-19 Activating the virtual server

18.Set the Boot mode value to SMS mode, as shown in the Figure 10-20. Click OK.

Activate Virtual server - Advanced

Set advanced activation settings using the fields below.
Keylock position: | pg Not Override vl
Ecot mode: SMS vl

Figure 10-20 Activating the virtual server: Advanced properties
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19.The terminal console is displayed as shown in the Figure 10-21. Enter PasswOrd, then you
can see the Software Management Services (SMS) mode menu.

In order to access the terminal, wou must first authenticate with the following
wanagement console: 9.27.20,38

Jzer 10 USERID
Tazsword: I

Figure 10-21 Entering the SMS mode menu

20.Select 5. Select Boot Options, as shown in Figure 10-22.

Version AF743_103
SME 1.7 (e) Copyright IBM Corp. 2000,2003 &11 rights reserved.

Main Merw

Select Language

Setup Remote IPL (Initial Program Load)
Chanae SC31 Settings

Select Console

Select Boot Options

= L2 —

Figure 10-22 SMS menu: Main

21.Select 1. Select Install/Boot Device, as shown in Figure 10-23.

Yersion AF743_103
M3 1.7 (c) Copyright |BM Corp, 2000,2008 &1 rights reserved,

Mult iboot

1 select Imstall/Boot Device

2. Configure Boot Device Order

3. Multiboot Startup <OFF-

4 SAM Zoming Support

5 Management Module Boot List Swnchronization

Figure 10-23 SMS menu: Multiboot

22.Select 3. CD/DVD, as shown in Figure 10-24.

Yersion AFM3_103
SME 1.7 (o) Copwright [BM Corp, 2000,2008 411 rights reserved,

Select Device Tvpe
Diskette

Tape

Co/0M0

|DE

Hard Orive
Hetwark

List all Devices

-1 T M =~ Ja ) —

Figure 10-24 SMS menu: Select Device Type
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Manage Virtual Server

23.Select 6. USB, as shown in the Figure 10-25.

Yersion AFM3_103
SM3 1.7 (o) Copwright [BM Corp. 2000,2008 411 rights reserved,

Select Media Tvpe
L5

Sk

SAM

SAS

SATA

1136

|DE

|54

List Al Devices

w00 -3 O M e L2 M —

Figure 10-25 SMS menu: Select Media Type

Follow the VIOS installation menu to complete the installation of VIOS. For more information,
see the IBM Flex System p260 and p460 Planning and Implementation Guide, SG24-7989, at

this website:

http://www.redbooks.ibm.com/abstracts/sg247989.htm1?0pen

AIX installation

The next step is to install an AlX image. For more information about implementing a VIOC,
see IBM PowerV/M Virtualization Introduction and Configuration, SG24-7940, at this website:

http://www.redbooks.ibm.com/abstracts/sg247940.html?0pen

Tip: When you are installing a VIOC, use a virtual CD-ROM host by VIOS.

You can check the media device configuration, as shown in Figure 10-26.

AR W h N
Host: PF-PowerVM-MNodel Name: SN101D88B_WIOS1 Id: 1
Environment: VIOS State: Started - RMC available Tasks

General Settings

¥ Physical media

Click on "Refresh" button to refresh the virtual media infarmation.

Refresh

Processor
Memory Assign Unassign | Refresh
Network

Select i Name e Assigned Virtual Server e Diescripticn
Storage Adapters = [ cdo PF-Node1-NIM(3) USE DVD R/RW or RAM Drive
Storage Devices o
Media Devices * Virtual media
Physical 10

There are no virtual media assigned to this virtual server

Figure 10-26 Me

dia Devices window in the Manage Virtual Server
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http://www.redbooks.ibm.com/abstracts/sg247989.html?Open
http://www.redbooks.ibm.com/abstracts/sg247940.html?Open

To do so, perform these steps:
1. Right-click VIOS name and select System Configuration — Manage Virtual Server.

2. Click Media Devices to see the current VIOS configuration. You can see which server
owns the media device. In the example, PF-Node1-NIM owns the virtual CD-ROM. The
description indicates which media is assigned to the virtual server, for example, CD-ROM.

There are two partitions, as shown in Figure 10-27. One is VIOS and the other one is for the
NIM server to deploy AIX OS. The minimum requirement is set to deploy the PowerVM virtual
machine by using VMControl.

Actionz W Search the table...

Select Name
O & swomoese_vios:
D vl]l PF-Nodel-NIM

Figure 10-27 Created two partitions

a3

10.2 Capturing virtual machines

416

This section addresses how to capture virtual machines in the PowerVM environment.

There are two methods to capture virtual machines in PowerVM virtual infrastructures:
» Capturing AIX by using Network Installation Manager (NIM)
» Capturing AIX by using storage copy services (SCS)

For more information about NIM and SCS-based capture methods, see 5.2.3, “Planning for
PowerVM virtualization” on page 111.
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10.2.1 Capturing AIX by using Network Installation Manager (NIM)

This section describes how to capture AIX by using NIM through IBM Flex System Manager.
Figure 10-28 shows the minimum configuration for NIM-based virtual machine deployment.

System diagram for NIM based deployment

Flex System Manager Node p260 compute node
( Plug-ins
(—
( )
Control
EN4093
Storage — 10 Gb NW
Management — 10 module
Power FC3171 mksysb
Systems 8 Gb SAN |
Management L Pass thru A System pool )

> ~—
L IBM System Storage
DB2 |  Applications SANSOB switch
—
IBM Fabric
Manager Storwize V7000
SMIA (
Configuration Storage
Tool pool

\_ (.
.......... N/W — Management N/W
Data N/W
---------- Fibre Channel —— Fibre Channel

Figure 10-28 System diagram for NIM-based deployment

To capture AIX by using NIM, perform these steps:

1. Click the Plug-ins tab on the Flex System Manager Home page, as shown in
Figure 10-29.

Use these tabs to perform some initial setup tasks, view or activate plug-ins, perform sdministration tasks, and acce

Initial Setup tdditional Setup Administration Applications Learn

Figure 10-29 Flex System Manager main window

2. Click VMControl Enterprise Edition in the Plug-ins window, as shown in Figure 10-30.

l] VMControl Enterprise Edition z..
= No virtual appliances were found.
Virtual Servers and Hosts Workloads

System Pools Deactivate

Figure 10-30 VMControl Enterprise Edition menu

3. Click the Virtual Appliances tab to see the status of managed virtual appliances from the
perspective of the virtual machine deployment, as shown in Figure 10-31 on page 418.
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VMControl Enterprise Edition

Use system pools and virtual appliances to manage your data center more efficiently. Deploy virtual appliances and m
cg:JLearn mere...

Resources

Active Seatus

e‘@)“ Jobs |&|E|
o | = | = Activa 2 | =

Compliance | - - - Completed | - 5

0 Virtual appliances

0 Workloads

0 Server system pools
Scheduled

0 Storage system pools

Brokblems

0 MNetwork system pools

Basics Woarkloads System Fools Virtual Servers/Hosts
What to deploy: Where to deploy:
0 Virtual appliances 3 Existing virtual servers Common tasks
2 Hosts and O server system pools

Deploy virtual appliance

What to capture: Where to store:
0 Workloads 0 Image repositories 1 .
0 Virtual servers and operating systems BELECT

View active and scheduled jobs

Capture

View virtual appliance versions

Create image repository

Figure 10-31 Virtual Appliances tab

The following information is highlighted in Figure 10-31:

What to deploy: This menu shows ready-to-use virtual appliances in your data center,
such as Lpp_source capture or mksysb capture. When you finish this task, 0 Virtual
appliances changes to 1 Virtual appliances.

Where to deploy: When you are deploying a virtual machine, select one of these two
options: virtual server itself or server system pools that are normally physical servers.

— What to capture: This menu shows the partitions that are going to be gold images.
— Where to store: This menu shows all image repositories that VMControl has.
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4. From the Virtual Servers/Hosts tab, select the PowerVM node, then collect inventory for
the physical server and for the VIO Server as shown in Figure 10-32.

Relocation plans

I
[«

M4 page 1of2

M 1

4 Hosts with 6 virtual servers Related Resoimoss » Relocate
2 Wirtual farms
Topology Perspectives ’
Virtual Servers and Hosts (View M
Create Group
‘ Performance Summar  Configure IMM Netwark | Search the table...
Graphical View
Select Namea $ | Access £ | Problems s
Remaove... .
1 il PF-EsXi-Node1 B o B ox
J PR N "
il "';I vm0o1 Automation ] CK ECK
I:l 93 w02 Hardware Information [ oK . oK
I:l ::I PF-ESXi-NodeZ2 Inventory » Tollect Inventory
Operations Discower OS and Update Firmware
{] PF-PovervM-Node] ;

Relzas= Management

Security

System Configuration

System Status and Health

View and Cellect Inventory

MNetwork Topology In

tory

Service and Support

v | vwVvwvww

FProperties

Figure 10-32 Running a Collect Inventory job

5. Check the log for a job, as shown in Figure 10-33.

General

Click on job instance in the Name column in erder to

Job Instance

| Search the table...

Select

{ pPage1oft P

Targets

MName

6/19/12 at 11:40 AM

Job leg

June
June
June
June
|June
|June
|June
|June
|June

19, 2012 11

18, 2012
19, 2012
18, 2012
19, 2012
19, 2012
19, 2012
139, 2012
19, 2012

|detzbase.

|June
June
Juna
June
|June

19, 2012
19, 2012
19, 2012
18, 2012
ig9, 2012

M1

140145 AM
11:40:45 AM
40:45 AM
11:40:43 AM
11:40:43 AM
11:40:43 AM
40:45 AM
140:47 AM
11:40:47 AM

11:40:47 AM
11:40:48 AM
11:40:52 AM
11:40:52 AM
11:40:52 AM

History

Status

L Selected: 1

EDT-Level:
EDT-L.
EDT-Lev
EDT-Level:
EDT-Level:
EDT-Level:
EDT-Level:
ECT-Level:
EDT-Level:

150-MEID:
150-MEID:
200-MEID:
100-MEID:
150-MEID:
150-MEID:
150-MEID:

EDT-Level:
EDT-Level:
EDT-Level:
EDT-Level:
EDT-Level:

150-MEID:
150-MEID:
100-MEID:
200-MEID:

Logs

Complete

view its logs

Total: 1

200-MEID:0--MS5G: Subtask activation status changed to "Active'.
|11-MEID:0--MSG: Job activation status changed to
0--MSG: ATKSRWE23I Collecting inventory by using inventory profile "All Inventory”.
13663--MSG: ATKSRVEZEI Collecting inventory for "PF-PowervM-Hodel", which has a type o
0--MSG: Subtask activation status changed to "Active".

132663--M5G:
12663--M5G:
13663--MS5G:
13663--MS5G:

13663--MSG:
13663--M5G:
13663--MS5G:
0--MS5G: Subtask activation status changed to "Complete”.
1-MEID:0--MSG: Job activation status changed to "Complete”.

"Active".

PF-PowerVM-Nodel client job status changed to "Active".

Data collection started for cec PF-PowerVM-Nodel.

Comparing data collection to existing database for PF-PowerWM-Hodel.
Adding/Updating 3 RescurcePool resourceis) relating to system PF-PowerVM

Adding/Updating 5 Slot resource(s) relating to system PF-PowerVM-Nodel to
All inventory tasks have completed for PF-PowerVM-Nodel.
PF-PowerVM-Nodel client job status changed to "Complate”.

Figure 10-33 Checking the log in the Logs tab

Chapter 10. Managing the PowerVM environment with IBM Flex System Manager

419



6. You can check the Resource Explorer window where three more virtual resources are
added to the physical server, as shown in Figure 10-34 compared to Figure 10-27 on
page 416.

Resource Explorer

PF-PowerVM-Nodel (Computer System)

| Search the table...

Selact Name & | Access &
O | & errnodei-nm B o«
0 | & rPr-nodei-viocz - B o«
O | FErrF-povervmi-Etherneto - B o«
[0 | &3 swioibsse_vioct - B o«
Ll &g swioipese vios: - M o«

Figure 10-34 Four PowerVM virtual servers in the Resource Explorer menu

7. On the Virtual Servers/Hosts tab, the total number of virtual servers has increased to six,
as shown in Figure 10-35.

VMControl Enterprise Edition

Use system pocls and virtual appliances to manage your data center more efficiently. Deploy virtual appliances and

(?)L=arn mare...

| o | |
. | o mm | '
TR | Active Status | | {4y u! Jobs ||ﬂ|ﬂ
0 Virtual appliances e Rre - _ _ Ackhnd = =
0 Workloads .
Compliance | - - - Completed | - [
(u}

Scheduled

[}

(=]

Basics Workloads Virtuzl Appliances System Pools

Caomman tasks

Virtual servers and hosts
Performance Summary

Virtual farms

Create virtuzl farm

Relgcatiocn plans
4 Hosts with & virtual servers Relocate
2 Wirtual farms

Figure 10-35 Discovered virtual servers on the Virtual Server/Hosts tab

The second step is creating a VMControl repository by using NIM. The following
characteristics are required:

» You can manage the AIX mksysb or Ipp_source images.

» The VMControl repository must be configured as a NIM master system:
— nim_master_setup
— AIX 7.1 or later
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— File sets:

¢ dsm.core (not installed as part of the default file set)

e openssh.base.client

e openssl.base

v

v

\{

v

VMControl NIM subagent must be installed.

To create the repository, perform these steps:

IBM Flex System Manager Common Agent must be installed.

After /export/nim is created, make sure that it is large enough to hold appliances.

NIM master must be discovered, accessed, and inventoried by IBM Flex System Manager.

1. Make sure that you have the SystemMgmtClient bundle installed on the NIM server, as

shown in Figure 10-36.

# lslpp -1 Director®
Fileset

Level

Description

Fath: /Jusr/lik/objrepos
DirectorCommonfgent

DirectorPlatformigent

Fath: /etc/obirepos
DirectorCommonfgent
DirectorPlatformigent

# 1slpp -1 cas*
Fileset

]
=
L

(=]
=
5]

ha
[
L

%]
s
%]

Level

CCHMMITTED

CCMMITTED

CCHMMITTED

CCMMITTED

11 required files of Director
Common Agent, including JRE,
LWT
Director Platform Agent for
IBM System=s Director on ATX

411 reguired files of Director
Common RAgent, including JRE,
LWT

Director Platform Agent for
IBM System= Director on ATX

Description

Path: /usr/lib/objrepos
cas.agent

Fath: /etc/obirepos
cas.agent

F

%]
[
%]

CCHMMITTED

CCHMMITTED

Common Agent Services Agent

Common Agent Services Agent

Figure 10-36 SystemMgmtClient file set
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2. Ensure that openssh and openssl are installed and ssh is started on the NIM server, as
shown in Figure 10-37.

# 1=slpp -1 | grep dsm

dsm.core 6.1.7.15 CCOMMITTED Distributed Systems Management
dsm.dsh 6.1.6.15 CCMMITTED Distributed Systems Management
dsm.core 6.1.7.15 CCOMMITTED Distributed Systems Management

# 1=lpp -1 | grep openssh
openssh.base.client
openssh.bazse.server
openssh.license
openssh.man.en U5
openssh.msg.en U5
openssh.base.client
openssh.bazse.server

# 1=lpp -1 | grep openssl

.5301 CCMMITTED Open Secure Shell Commands
.5301 CCMMITTED Open Secure S5hell Server
.5301 CCMMITTED Open Secure S5hell License
.5301 CCMMITTED Open Secure Shell

.5301 CCMMITTED Open Secure S5hell Messages -
.5301 CCMMITTED Open Secure Shell Commands
.5301 CCMMITTED Open Secure 5S5hell Server

totnonotnonotnon
[ e s e o s |
[ e s e o s |

openssl . base 0.9.8.1800 COMMITTED Cpen Secure Socket Layer
openssl.license 0.9.8.802 COMMITTED Open Secure Socket License
openssl.man.en U5 0.9.8.1800 COMMITTED OCpen Secure Socket Layer
openssl . base 0.9.8.1800 COMMITTED OCpen Secure Socket Layer

# lssrc -5 =shd

Subsystem Group EID Status

==shd ==h 5898428 active

+ 1

Figure 10-37 Checking the ssh status
3. Discover the NIM server by using its IP address, as shown in Figure 10-38.

Requirement: This step is a prerequisite to deploying the VMControl agent on the NIM
server from FSM.

System Discovery' o L - .-

wstem discovery to discover manageable resources now or schedule your discon
very profile. Discovery profiles enable you to customize discoveries, including

{(?) Learn more about using discoven

Select & discovery aption:

Single IPv4 address |VI
IP address:
S J2F  |SfEEn|.|132

Select the resource type to discover:

All [v

| Discover Now |

Schedule...

Figure 10-38 Discovering the NIM server
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4. Check the progress, as shown in Figure 10-39.

Active and Scheduled Jobs

Status:

Active and Scheduled Jobs (Propertiss)

Mame: System Discowvery - 9.27.16.131 - June 19, 2012 2:11:54 PM EDT | Acticns -

Targets History Logs

Discoverad Systems

Active

Frcgrezs: 925, | |

Description:

Last Run Status: Running

Run once on 6/19/12 at 2:11

=1
Meaxt Run:
Last Run: 6/19/12 at 2:11 PM
Tazk: System Discovery
Created By: USERID

Figure 10-39

Checking the discovery job

5. Check the logs as shown in Figure 10-40.

General Targets

History | Logs | Dizcoverad Systems

Click on job instance in the Name cclumn in order to view its logs

Job Instance

Actions - | Search the table...

Select Name

6/19/12 at 2:30 PM
M4 pagai1ofs PH |1 »
Job log

June 19, 2012
June 19, 2012
June 19, 2012
June 15, 2012

June 19, 2012
June 19, 2012
June 19, 2012

type "Operating System'.

June 19, 2012 2:30:26 PM EDT-
June 19, 2012 2:30:26 PM EDT-
June 19, 2012 2:30:26 PM EDT-

2:30:01 PM EDT-Level
2:30:01 PM EDT-
2:30:01 PM EDT-
2:30:01 PM EDT-
June 19, 2012 2:30:01 PM EDT-
2:30:01 PM EDT-
2:30:01 PM EDT-
2:30:01 PM EDT-
June 19, 2012 2:30:06 PM EDT-

Status

Complete

Selected: 1 Totzl: 1

Level:200-MEID:0--MSG: Subtask "System Discovery” activated.
Level:200-MEID:0--MSG: No clients to start.

Level:200-MEID:0--MSG: Subtask activation status changed to "Activa".
Level:1-MEID:0--MSG: Job activation status changed to "Active".
Level:200-MEID:0--MSG: Subtask activation status changed to "Starting”.

Level:130-MEID:0--MSG: ATKSRWVE2ZI Starting the discovery process for IP address or range "9.27.16.131",

Level:200-MEID:0--MSG: Subtask activation status changed to "Active".

Level:150-MEID:20478--M5G: ATKSRVE15I Discovered new system or resource "pureflexrbiz.rip.stglabs.ibm.

Level:150-MEID:0--MS5G: ATKSRWVE161 Discovered 1 new systems.
Level:200-MEID:0--MSG: Subtask activation status changed to "Complete”.
Level:1-MEID:0--MSG: Job activation status changed to "Complete”.

11-MEID:0--MSGE: Job "System Discovery - 9.27.16.131 - June 15, 2012 2:30:01 PM EDT" activated.

Figure 10-40 Checking the log
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6. Click No access to gain access to the server, as shown in Figure 10-41.

Active and Scheduled Jobs

Active and Scheduled Jobs (Properties)
Mame: System Discovery - 9.27.16.131 - June 159, 2012 2:30:01 PM EDT

General Targets History Logs I Discovered Systems

The resources listed in the Discovered Manageable Systems table represent the results of the most recent occurrence of this job.

Dizcovered Manzagesble Systems:

- -~

B E Bl T Type & | Access & | Problems L | Compliance

L—épureflexrb].3.rtp.stg|abs.ibm.cc New Cperating System ENC sccess GK EOK

Figure 10-41 Discovered Systems tab

7. Enter the root password for your NIM server, as shown in Figure 10-42.

Request Access

Specify the user ID and password to authenticate Flex System Man=zger to one or more target systems. Then click Request Access to grant

Selected targets:

Mame Access Trust State
’-_,_ﬂ'3ureF|e>cr|::1_3.rtp.El:g|:-|:5.i:rn.cci CK @Not applicable
M4 pagatiofi PH |1 » Total: 1

Figure 10-42 Request Access window

You can see access is granted, as shown in Figure 10-43.

Groups > All Systems (View Members)

Select Mame = Type % | Access o Problems o i
O & PF-Hode1-nIM virtual Server oK oK
O  EAernodei-nm Operzting System oK oK

|
Figure 10-43 Checking accessibility in the Resource Explorer menu
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8. Discover the NIM server in VMControl, as shown in Figure 10-44.

VMControl Enterprise Edition

Use system pocls and virtuzal sppliances to manage your dats center more efficiently. Deploy virtual appliances and

':_?:'i_ear?l MOrS..

S | f I
Resources Active Status @| .@)| U| Jobs |?‘!ﬂ
0 Virtual sppliances BaRE N FEre |
0 Worklaads
e Compliance | - = = Completed | - | &
0 Server system pools P
chedule i i

0 Storage system pools

0 Network system pools

Workloads System Pocls Virtual Servers/Hosts

W DNZIMC708I

= No image repositories were detected on the management server. Click below to discove
need to be installed on the image repository systems before the discovery can happen.

Instzll Agents... —‘ ‘ Discover Virtuzl Appliances...

Figure 10-44 Discover virtual appliances

9. Select the NIM server that you want to discover, then click Add as shown in Figure 10-45

on page 426.
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Targets Schedule Motification

Selact the targets on which the job will run.

Select 3 valid target then add it to the selected list.

Show: |All Targets |V

Available: Selected:

All Targets i ) PF-Nodel-NIM |
| Search the table...

Select Name
LAto.z.01

L FSM_FSM-SCFEFCSFS4EF.rtp.stglabs.ibm.com

Eﬂ:‘F—ESKiD‘-_
LAypr-esxinz
E"ﬂ PF-HyperVl
LA pr-kvmon

L pr-node1-nIM

OE@EEE S EGE @

E,'ﬂ PF-Switch-8GbSAN
E{'_i] PF-vCenter0l
E PF-Windows1

[il il | |l

M4 pageioft PH |1 » Total: 10

Figure 10-45 Discover virtual appliances menu

You can now deploy the VMControl agent on the NIM server.

To install the VMControl agent on the NIM server, perform these steps:
1. Click Install Agents, as shown in Figure 10-46 on page 427.
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VMControl Enterprise Edition

[@Learn MOrS...

Resources Active Status

Use system pools and virtual appliances to manage your data center more efficiently. Deploy virtuzl 2ppliances and man

Q4@
0 Virtual appliances PrapiasE 3 2] 2
0 Workloads -

Compliance | - = =
0 Server system pools
0 Storage system pools

0 Network system pools

Basics | Workloads Virtual Appliances

Jobs |.’j_'}‘ﬂ|

Active

Completed
Scheduled

Systemn Pools

11

Virtual Servers/Hosts

F ‘ DNZIMC703I
Ll

Mo image repositories were detected on the management server. Click below to discover then
need to be installed on the image repository systems before the discovery can happen.

‘ Install Agents...

Discover Virtuzl Appliznces...

Figure 10-46 Install Agents on the Basics tab

The Welcome window opens as shown in Figure 10-47.

Agents

o Welcome

Agent Installation

Anents

Welcome to Agent Instzllation Wizard

Use this wizard to instzll agents on selacted systems.

Show this Welcome page next time.

Figure 10-47 Agent Installation Welcome window
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2. Select Common Agent Subagent Packages, as shown in Figure 10-48.

Agent Installation

Select the agent code to be installed

Select the agent code to be installed

Select a valid target then add it to the selected list.

Show: | Agent Package Groups [l"

available:

Agent Packsge Groups (View Members)

Select Name & | Type o

Description

_'_:»ﬁ.ll Agent Packages (3] Dynamic: Software  All installzble agent packages

.'_: Commaon Agent Packages (0] Cynamic: Software | Contzins Common Agent instzllation &

';L: Comman Agent Subagent Packages (3] Dynamic: Software  Contzins Commeon Agent subzagent pa

L :PIathrm Agent Packages (0) Dynzmic: Software  Contzins Platform Agent instzllaticn an

X :F‘Iathrm Agent Subzgent Packages (&) Dynzmic: Software  Contzins Platform Agent subzagents pa

Figure 10-48 Agent Installation window

3. Select the agent for the NIM server as shown in Figure 10-49.

Agent Installation

Welcome

v
= Agents

Select the agent code to be installed

Select the agent code to be installed

Select = valid target then add it to the selected list.

Show: | All Ta_rgfts W

Available:
all Targets
T
Actions - | Search the table...

Selact MName & | Type o
EC‘crnrncn.'l.gEntSut:agent_'v"MCcntrcl_C‘cmmcnReDcEitcr',--I Software Module
ECcmmcn.‘l.gentSubagent_‘u"MCDntrcl_ESKﬂix-E.3.1. Software Module

| EC‘crnrncn.'l.gEntSut:agent_'v"MCcntrcl_HIM-Z.4.1_ Software Module
%Dlatfcrm.ﬁ.gentSubagent IBM BladeCenter SAS RAID Contrc Software Module

EDlathrmAgentSubagent IBM BladeCenter SAS RAID Contre Software Module
%Dlatfcrm.ﬁ.gentSubagent IBM BladeCenter SAS RAID Contrc Software Module
EDlathrmAgentSubagent IBM BladeCenter SAS RAID Contre Software Module

%Dlatfcrm.ﬁ.gentSubagent IBM BladeCenter SAS RAID Contrc Software Module

© 00 000|000

EDlathrmAgentSubagent IBM BladeCenter SAS RAID Contre Software Module

Figure 10-49 Agent Installation window
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4. Click Add as shown in Figure 10-50.

Software
Software
Software
Software
Software
Software
Software

Software

Software

Descripticn

Module
Module
Module
Module
Module
Module
Module
Module

Module

Selected:

CommonAgentSubagent_VMControl_NIM-2.4.1

Figure 10-50 Agent Installation window
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5. Select the NIM server for agent installation, then click Add, as shown in Figure 10-51.

Tzrgets Schedule

Notification COptions

Select the targets on which the job will run.

Select a valid target then add it to the selected list.

Show: | All Targets .

available: Selected:

All Targets PF-Mode1-MNIM |
| Search the table...

Select Name

| Efy10.3.0.1

| El'jFSM_FSM-SCFBFCSFE4EF.rtp.Etgla'“z.ii:rn.ccm
L pr-esxin:
: L pr-esxinz
Eﬂ PF-HyperVi
| By er-ivmos

| CfoF-Node1-NIM

[AEE @ EEEEE

| B PF-Switch-aGbsAN
| LE;ZF-',-CEﬁterﬂl
| %PF-\'.‘iﬂdcv—E:

E3 R 1>

M4 pogeiofi PH 1 » Total: 10

Figure 10-51 Agent Installation window

6. Verify the information, then click Finish to install the agent for NIM, as shown in
Figure 10-52.

Agent Installation

Summary of the Instzall Agent Task

Selected Agents:

Name - | Type

E CommonAgentSubagent_VMControl_MIM-2.4.1 Software Module
M4 pagaiofl kP 1 » Total: 1
Selected Systems:

Name ] Type
E'jFF-I‘che‘_-l'iIM Cperating System

M4 pagei1of1 FH i L2 Total: 1

Figure 10-52 Agent Installation
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7. A menu for the installation task opens as shown in Figure 10-53. Click OK.

Launch Job

‘ Notification Cptions

Job name and scheduls

*¥1ob Hame:

[Install Agent - June 15, 2012 2:46:43 PM EDT
Choose when to run the job.

@ Run Mow

O Schedule
| oK | ‘ Cancel | | Help ‘

Figure 10-53 Agent Installation
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8. Check the progress, as shown in Figure 10-54.

Active and Scheduled Jobs

Active and Scheduled Jobs (Properties)

MName: Instzll Agent - June 15, 2012 2:46:43 PM EDT

Targets History Logs
Status: Active
DI'cgrezz: S0 |
Last Run Status: Running
Description: Run once on 6/19/12 at 2:46
ErM
MNext Run:
Last Run: 56/19/12 at 2:47 PM
Task: Instzll Agent
Created By: USERID

Figure 10-54 Checking your progress

9. Check the logs, as shown in Figure 10-55.

Generzl Targets

History

Click on job instance in the Name column in erder to view its logs
Job Instance
Actions - ! Search the table... Se
Select Name Status
6/19/12 at 2:47 PM Complete
M4 pagaiofi H |1 » Selected: 1 Total: 1
Job log
|June 15, 2012 2:47:15 PM EDT-Level: 1-MEID:0--MSG: Job "Install Agent - June 19, 2012 2:46:43 PM EDT" activated.
June 19, 2012 2:47:15 PM EDT-Level:200-MEID:0--M5G: Subtask "Install Agent” activated.
|June 19, 2012 2:47:15 PM EDT-Level:200-MEID:0--MSG: Starting clients
June 19, 2012 2:47:15 PM EDT-Level: 100-MEID:0--M5G: Clients started for task "Install Agent”
|June 19, 2012 2:47:15 PM EDT-Level:200-MEID:0--MSG: Subtask activation status changed to "Active”.
June 19, 2012 2 PM EDT-Level:1-MEID:0--MSG: Job activation status changed to "Active".
|June 19, 2012 2: 5 PM EDT-Level:200-MEID:0--M5G: Subtask activation status changed to "Starting”.
June 19, 2012 2 3 PM EDT-Level:200-MEID:0--MS5G: Subtask activation status changed to "Active".
|June 15, 2012 2:47:15 PM EDT-Level: 100-MEID:204758--MSG: PF-Nodel-NIM client job status changed to "Pending”.
June 19, 2012 2:47:15 PM EDT-Level: 100-MEID: 2047 8--M5G: PF-Nodel-NIM client job status changed to "Active".
|June 15, 2012 2:48:41 PM EDT-Level: 100-MEID:20478--MSG: PF-Nodel-NIM client job status changed to "Complete”.
June 19, 2012 2:48:41 PM EDT-Level:200-MEID:0--MS5G: Subtask activation status changed to "Complete".
|June 15, 2012 2:48:41 PM EDT-Level:1-MEID:0--MSG: Job activation status changed to "Complete”.

Figure 10-55 Checking the logs

432

Implementing Systems Management of IBM PureFlex System




10.The server object is displayed for the NIM server. Run the Inventory task against both
objects, as shown in Figure 10-56.

Resource Explorer

Groups > All Systems (View Members)

Select MName
El & Pr-node1-nIM

] L pF-node1-nim

fal

b

Type

| Virtual Server

& | Access

B o«

| Cperating System QK

A
A

Problems =

B ok
B ok

>
0

Figure 10-56 Checking the NIM server status in the Resource Explorer menu

11.Click Create image repository, as shown in Figure 10-57.

VMControl Enterprise Edition

(P)Learn more...

Resources

0 Virtual appliances
0 Waorkloads

0 Server system pools

Active Status | @ | A\

Problems % 5

a

Compliance | - -

Jobs |£_\5

Active
Completed

Scheduled

0 Starage
0 Metwork

poals

poals

Workloads Virtuzl Appliances System Pools

Wirkuzl Servers/Hosts

Use system pools and virtual appliances to manage your data center more efficiently. Deploy virtuzl appliances and man
increase rescurce utilization and automation.

how to create and discover image repositories

“irtuzlization tasks

Set up YMControl Express Edition

Discover virtual appliances

I Create image repository

Impart
Capture

Discover TPM for Images server

Figure 10-57 Create the image repository on the Basics tab
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12.Select the NIM server to use as the repository, as shown in Figure 10-58.

Launch Job

Targets | Schedule MNotification Opticns

Select the targets on which the job will run.

Select a valid target then add it to the selected list.

available: Selected:

|PF-Nodel-NIM I
Add =
e e o
| <'Remave ‘

Select | Name

L0501
EFSM_FSM-ECF3F85F54EF.rtp.stglabs.ibm.com
L pr-esxio:

L pr-esxioz

EPF-H'{pENL

LA pr-kvmoz

LA pF-node1-nIm

&ll Targets

e B e B e B e R B

L& pF-Suitch-8Gb5AN

E PF-vCenter0l

L_D! PF-Windows1
Figure 10-58 Creating the image repository
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13.The new NIM repository is created. Click the Image repositories link for more information

about this repository, as shown in Figure 10-59.

VMControl Enterprise Edition

increase resource utilization and autemation.

(?)Learn more...

Resources

Active Status | @ ! @l

iohs |‘i) ﬂ
Problems ==

0 Virtual appliances s
e Active

|0

Workloads
Completed | 2

Scheduled

iian 13
Server system pocls Compliance | - - -

o
o
u]
u]

Storage system pools —
MNetwork system pools
Easics Workloads virtual Appliznces System Fools

What to deploy:

Where to deploy:
0 Virtual appliances

2 Existing virtual servers
2 Hosts and 0 server system poocls

What to capture:
0 Workloads
1 Virtual servers and operating systems

Where to store:
1 Image repositories

Use system pools and virtual appliances to manage your data center more efficiently. Deploy virtual appliances and man

Virtual Servers/Hosts

Camman tasks

Deploy virtual appliance

Capture

Import

heduled jobs

liznce versions

n

Create image repository

Figure 10-59 Checking the newly created image repository

14.Review the newly created image repository, as shown in Figure 10-60.

Image Repositories

Use image repositories to store virtual appliances for deployment in your data center.

|"F|"EE'M more about creating and discovering image
“~‘repositories
Imzge Repositaries (View Members)
—
Actions - | Search the table... Se=rch
L
Select Name & | Image Count % | Managed By

I:‘ | &l pureflexrbl3.rtp.stglabs.ibm.cg

0| PF-Nodel-NIM

F b

M4 page1ofil 1 » Selected: 0 Total: 1 Filterad: 1

] Description

Image Repositary

Figure 10-60 Checking the image repository

The prerequisite steps to capture the virtual server are complete.

10.2.2 Capturing the Network Installation Manager server

There are two possible capture methods for the NIM:

» Creating the LPP_source base
» Capturing the mksysb base
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Creating the LPP_source base
This section describes to how to create the LPP_source.

Figure 10-61 shows the LPP_source base capture system diagram.

Flex System Manager Node
-

Plug-ins
)
VM
Control

 —
Storage

Management

——

Power
Systems
Management

~—
Applications

IBM Fabric
Manager

DB2

SMIA

Configuration
Tool

System diagram for LPP_source based deployment

p260 compute node

— 10 Gb NW

EN4093

10 module
—

()
FC3171 LPP_source

8 Gb SAN
L Pass thru - Yy,
|

IBM System Storage

SANB8OB switch
.
Storwize V7000
Storage
pool
.......... N/W —— Management N/W
— Data N/W

---------- Fibre Channel —— Fibre Channel

Figure 10-61 System diagram for LPP_source based deployment

The LPP_source base capture involves the following basic steps:
1. Create the LPP_source file from the AIX CD/DVD on the NIM server.

2. Check that all related servers can be seen in FSM. If they cannot, discover the specific

object, then run the Collect Inventory task.

3. Put the LPP_source file together with the Open Virtualization Format (OVF) format by
using the captureva command.

The following commands take an existing Ipp_source from the NIM server and make it into a
virtual appliance, as shown in Figure 10-62. This function cannot be completed from the GUI.

USERIDEFSM-S5CF3FCSFS4EF:~> smcli lsrepos -o
pureflexrbl3.rtp.stglabs.ibm.com, 20609 (0x5081)
USERIDEFSM-S5CF3FCSFS4EF: ~> smcli captureva -r 20609 -F repos:lpp source 6100 -n"
AIX Lppsource" -& "cpushare=l memsize=8132"
USERIDEFSM-SCF3FCSFS4EF: ~> I

Figure 10-62 Create LPP_source base capture
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Use the 1srepos command to list the repositories:
» Display all repositories: smc1i 1srepos -v

» Display the object identifier (OID): smc1i Tsrepos -o

Use the captureva command to capture a virtual appliance:

» Capture a virtual appliance from a virtual server: smc1i captureva -v -s 123 -r 345 -n
"XYZLpar" -D "Production server"

» Capture a virtual appliance from existing Ipp_source and set the processor and memory
size: smcli captureva -r 20609 -F repos:1pp_source_6100 -n "AIX Lppsource" -A
"cpushare=1,memsize=8192"

Click the Virtual Appliances tab to see the newly created virtual appliance, as shown in

Figure 10-63.
Basics Workloads Virtuzsl Appliances System Pools Virtual Servers/Hosts
What to deploy: Where to deploy:
1 Wirtual appliances 2 Existing virtual = Common tazsks
2 Hosts and D s temn pools
Deploy virtual appliance
What to capture: Where to store: Capture
1 Image repositories
Virtual Appliances (View Members)
Deploy Virtual Appliance Import [ TN - Search the table...
L b | | b

Selact Name ] Operating System & Repository L+ Description

| '-T'_=| AlX_Lppsource | IBM AIX pureflexrb1Z.rtp.stglabs.ibm.c Virtual Appliance

Figure 10-63 Checking the newly created virtual appliance

Capturing the mksysb base
This section describes how to create a virtual appliance by using the mksysb method.

The following steps are a general overview of the mksysb base capture:

1. Create two partitions without VIOS: one for NIM server (if it exists, no need to create it)
and one AlX partition where mksysb will run.

2. Make sure that all related servers are seen in FSM. If you cannot see all of them, discover
the specific object, then run the Collect Inventory task.

3. Check the file system size where the mksysb file will be stored in the NIM.
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To capture the mksysb base, perform these steps:
1. Click Capture in the Virtual Appliances tab, as shown in Figure 10-64.

VMControl

1_-1:‘-—.“—__:.

VMControl Enterprise Edition

Use system pools and virtusl appliances to manage your dats center more efficiently. Deploy virtuzl appliances and m)|
@Learn more...

4 Virtual appliances

Resources Active s:atus|ﬁ|&|| Jobs |& |ﬂ |
- |1

Problems -|-|8 Active
2 Workloads

Compliance | - | - | - Completed 10 44
2 Server system pools

Scheduled = 1L
1 Storage system pools

1 Network system pools

Basics || Workloads

System Poocls Virtual Servers/Hosts
What to deploy: Where to deploy:
4 Virtuzal appliances S Existing virtual servers Cemman tasks

2 Hosts and 2 server system pools

Depl sirtual appliance
What to capturs: Where to store:

1 Workloads 3 Image repositories Import
& Virtual servers and operating systems e ot S R S AR

View virtual appliance versions

Create image repository

Figure 10-64 Virtual Appliances window

Figure 10-65 shows the Capture Welcome window.

Welcome
= Welcome
N Welcome to the Capture wizard.
Source
. S Use this wizard to help you capture a virtual server or workload to create a virtual appliance. After creating
i Conte Before capturing a virtual server or workload, view the requirements for your virtualizaticn envircnment.
Summary @Capture reguirements

Yeou are guided through the following tasks:
* Naming the virtual appliance
* Selecting the source virtual server or workload

* Specifying additional information based on your source selection

@Learn more about capturing virtual appliances

Show this Welcome page next time.

Figure 10-65 Capture Welcome window
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2. Enter the virtual appliance name, as shown in Figure 10-66. In this example, it is

AIX-6100-mksysb.

¥ Welcome
= Name

Name

Specify 2 name and description for the virtual appliance that you want to create.

#Nzme:
AIX-6100_mksysb

Cescription:
This is AIX-6100-mksysb for deployment.

Limit of 256 characters

Search tags:

Enter tags separated by commas. Example: WebSphere, Test, Department 123

Figure 10-66 Capture: Name

3. Select the source type to capture, as shown in Figure 10-67. In this example, it is Virtual

Server.

vy’ Welcome

1/ Name
= Source

Source

Select the source type to capture.

@ Virtual Server

O Workload

Figure 10-67 Capture: Source
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4. Select the source virtual server, as shown in Figure 10-68.

Source Virtual Server

Select the virtual server to capture.

Selact Mame 3 State % | Access C Problems % | Compliance C o5 Ng
| & amx-scs Started . ok . [ ok . ok . purefl
O g eF-nodet-Testoz Stopped [H] offline [ information | Mok purefl
O rHELSZVmForvNC Started Mok Mok B ok
O g rHELs2YS Stopped [ [s]'8 ™ [s]'s Mok
O g vmRHELSZ Stopped Mok Mok Mok
O & vMRHELE2:BEtemplate Started [ [s]'s B ox [ [s]'s
[l ]
M4 pagaiofi PH |1 - Selected: 1 Total: 6

Figure 10-68 Capture: Source Virtual Server

5. Select the repository as shown in Figure 10-69. The repository is where you want to store
the image that is associated with the new virtual appliance.

Repository

Select the repository where you want to store the image that iz associated with the new virtuzl zppliance.

Repositories that are capable of storing the image associated with the new virtual appliance:

Image Repositories

Actions W | Search the table...

Select Name % | Image Count % | Managed By

O Elj PowerVM-Repository 1| SNi0oiD8BBE _VIOS1
: {51 pureﬂwq’b!E.rtp.stg[abs.fbrn'l 1 pureflexrbi3.rtp.stglabs.ibm.com
M4 paget1of1 FH |1 » Selected: 1 Total: 2 Filtered: 2

Figure 10-69 Capture: Repository
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6. Select a network as shown in Figure 10-70. In the example, only one SEA was created, so
only one network is displayed. If more than one SEA exist, select the network that you

want to use.

Network Mapping

Specify a description to use for each virtual network

Network Mapping

| Search the table...

Network

-~ Description

Discoverad-1-0 Captured from virtual server PF-N

HA page1of1 FH |1 L ] Total: 1 Filkered: 1

Figure 10-70 Capture: Network Mapping

7. Figure 10-71 shows the Version Control window. Normally, mksysb-based capture is
based on a source that is already running an AlX image. Therefore, the wizard selects Set
the version based on the virtual appliance from which the virtual server was

originally deployed: Capture_AIX_SCS, by default.

Version Control

Set the version information for the new virtual appliance.

If the virtual server you want to capture is associated with a virtuzl zppliance from = previous deployment, you can st the version of the naw
the virtuzl server has no ss=socisted virtual applizsnce from = previcus deployment, you can choose to create a new version tree with the new s

zppliance to be the parent version of the new virtuzl appliance.

Select the action you want to take to set version information for the new virtual appliance:

| @Set the version based on the virtual appliance from which the virtual server was originally deployed: Captue_AI¥_5CS

OCreate a new version tree with the new virtuzl sppliance a5 the root.

OSeIe:t = virtual appliance to be the parent version of the new virtual appliance.

Mame: [ Captue_aAI¥_sCS -

status: [l ok

= EbAIX_LpJEcurce
& 1.1 (AIX_Lppsource)

B & captue_AIX_SCS
(3 1.1 (Captus_AIX_SCS)

B & ren-va-10-12-11
@ 1.1 (ren-va-10-12-11)

Figure 10-71 Capture: Version Control
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Figure 10-72 shows a summary.

Summary

You are now ready to capture the virtual server or workload to create a virtual appliance.

Virtual appliance or workload details:

Virtual appliance name: AIX-6100_mksysb E\J

Virtual appliance description:

Source server: AIX-5CS5

Repository: pureflexrb13.rp.stglabs.ibm.com

Netwark Mapping:

MNetwork Discoverad-1-0 =
Captured from virtuzl server AIX-SCS

Description connected to Discoversed-1-0 on host PF-
PowerVM-Nodel

Version Control:

Set the version based on the virtual

zppliance from which the virtual server -

was originally deployed: M

Note: The virtualization manager vill provide access to the target server =o that it can be captured.

Click Finish to capture the virtuzl server or workload and create a virtual sppliance. Once completed, you can deploy the virtual appliance into

Figure 10-72 Capture: Summary

8. Figure 10-73 shows the Launch Job menu.

Launch Job
MNotification | Cptions

Job name and =chedule

#1ob Name:
|C=pture virtual appliznce - June 24, 2012 3:59:01 FM EDT
Choose when to run the job.

@Run Mow

OS:hedule

| Ok | | Czncel | | Help |

Figure 10-73 Capture: Launch Job
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9. Click OK and check the log as shown in Figure 10-74.

General Targets

History

| Logs |

Click on job instance in the Name column in order to view its logs

Job Instance

Select Name

6/24/12 at 6:11 PM

M4 page1of1 HH

Jeb log

June 24, 2012 6:11
June 24, 2012 6:11
June 24, 2012 6:11
June 24, 2012 6:11
June 24, 2012 6:11
June 24, 2012 6:11

i

142 PM EDT-Lav
142 PM EDT-Law
142 PM EDT-Lav
142 PM EDT-Law
142 PM EDT-Lav
143 PM EDT-Law

pureflexrbl3.rtp.stglabs.ibm.com.

June 24, 2012 6:11
June 24, 2012 6:12:
June 24, 2012 6:14:
June 24, 2012 6:14
June 24, 2012 6:14
June 24, 2012 6:14
June 24, 2012 6:14
June 24, 2012 6:14

1dd
05
20
141
HE L
144
HE L
144

PM
PM
PM
PM
PM
PM
PM
PM

EDT-Leaw
EDT-Lev
EDT-Leaw
EDT-Lev
EDT-Leaw
EDT-Lev
EDT-Lev
EDT-Lev

Status

Complete

Selected: 1 Total: 1

1200-MEID:0--MS5G: Mo clients to start.

1200-MEID:0--MSG: Subtask activation status changed to " :
1200-MEID:0--MSG: Subtask activation status changed to "Active”.

11-MEID:0--MSG: Job activation status changed to "Active".

1200-MEID:0--MSG: Subtask activation status changed to "Active".

1150-MEID:0--MSG: DNZLOP4111 Capturing virtual server AIX-SCS to virtual sppliance AIX-6100_mks;

1150-MEID:0--MSG: DNZLOP4101 Configuring the MIM capture on the virtual server and the NIM masty
1150-MEID:0--MSG: DNZLOP407TI Initiating capture processing on the NIM master.
1150-MEID:0--MSG: DNZLOP408&1 NIM master capture processing complets.

1150-MEID:0--MSG: DNZLOP409I Cresting the OVF for the virtual appliznce.

1200-MEID:0--MSG: Subtzsk activation status changed to "Complets”.

11-MEID:0--MSG: Job activation status changed to "Complete".

1200-MEID:0--MSG: Subtask sctivation status changed to "Complete".

1100-MEID:0--MSG: Capture virtual appliance complets.

Figure 10-74 Capture: Logs

10.Review the newly captured virtual appliance, as shown in Figure 10-75.

Easics Workloads |

What to deploy:
3 Virtual appliances

What to capture:
1 Workloads

Virtual A

=
| Capture !

Deploy Virtual Appliance | | Import | | | Seazrch the table...

ervers and operating systems

System Pools Wirtual Servers/Hosts

Comman tasks

Deploy virtual appliance

Where to store: Capture
2 Image repo

Import

View active and scheduled j
View virtual appliance versions

Create image repository

Select Name

O

=

[0 | Bycaptue_an scs
] % CapturedVMenkyvM

E] %ren-'.-a-‘-_c-'-_z-:.'-_

-

b COiperating System £ Repository

<

IBM AIX pureflexrbi3.rtp.stglabs.ibm.com
- IEM AIX & pureflexrb13.rtp.stglabs.ibm.com
- IEM AIX & PowerVM-Repository
- Linux EvMimagesrepo
- Linu KvMimagesrepo

Figure 10-75 Capture finished
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10.2.3 Capturing AIX by using storage copy services (SCS)

This section addresses how to work with the storage copy services (SCS) method.
Figure 10-76 shows an SCS-based capture system diagram.

System diagram for SCS based deployment
Flex System Manager Node p260 compute node
4 ™
Plug-ins
. )
VM
Control o
EN4093 | .- ¢
Storage — 10 Gb NW -
Management — 10 module VM
~— - .
Power FC3171 | .~
Systems 8 Gb SAN |
Management L Pass thru ) )
5 \—— s I
L. IBM System Storage
Dz | bopllisatlin SANBOB switch
L
IBM Fabric
Manager Storwize V7000
SMIA
Configuration Storage
Tool pool
\
---------- N/W —— Management N/W
— Data N/W
---------- Fibre Channel —— Fibre Channel

Figure 10-76 System diagram of SCS-based deployment

The following steps are a general overview of the SCS base capture:
1. Hardware preparation:
a. Storage configuration
b. Fabric zoning
c. Installation/configuration of VIOS on Power servers
2. Storage Management Initiative Specification (SMI-S) provider check step:
a. Configuration of SMI-S provider for the storage area network (SAN) switch (if needed)
3. Management check step:
a. VMControl
b. IBM Flex System Manager Storage Control
4. Infrastructure discovery:
a. Discovery of server infrastructure: Managed Power Servers
b. Discovery of storage infrastructure: V7000 and SAN fabric
c. Discovery of VIOS
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5. Configure image repository and system pool:
a. Deploy Common Agent VMControl Subagent
b. Image repository and system pool creation
6. Preparation for capture:
a. Installation of activation engine
b. Enable activation engine
7. Functional test from FSM console

Check Storage Copy Services configuration
This section describes the checklist to configure the SCS. To do so, perform these steps:

1. Check whether IBM Flex System Manager Storage Control is running, as shown in
Figure 10-77.

Storage Management -

Storage Management

This pages shows a summary of the storage in your environment based on the last discovery a2nd inventory process.

IBM Flex System Manager Storage Control

Running

=) L % [ & = . = 3 mn 4 "
'\?,' Why isn't IBM Flex System Manager Storage Control "running

Capacity Summary

B 45855 GB Total configured capacity (to velumes) Storage Tasks

B 75828 GB Total available capacity (for volumes) Server to Storage Mapping View
Storage to Server Mapping View
View and Manage Storage Volum
View and Apply Starage Templatg

Figure 10-77 Storage Control main window
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2. Check that related resources exist in the farm by right-clicking the farm name and
selecting Related Resources — Storage System, as shown in Figure 10-78.

Resource Explorer

Groups = All Systems (View Members)
Select | MName o5 | Type b Access
[ F5M-5CF3FC5F54EF.rtp.stglabs.ibm.co Related Resouroes 3 DNS Interface
Topology Perspectives 2

Create Group Storage System:

Remove...

Add to

Automation
Inventony

Security

System Configuration

System Status and Heslth

v | vV v v vw

Service and Support

Properties

Figure 10-78 Checking the farm resources

3. Check that related resources exist in the All Systems window, as shown in Figure 10-79. In
the example environment, there are three storage-related components: Storwize V7000, a
Feature Code (FC) 3171 SAN pass-through, and an IBM System Storage® SANB80
switch.

Resource Explorer

Groups = All Systems (View Members)
| Actions W . Search the table...
Select Mame ¥ | Type =
D [ Storwize V7 000-2076-v7000-1BM | Storage Array
[ E1Em_2498_ss0 | Switch
[l 1emack | Switch

Figure 10-79 All Systems window in the Resource Explorer
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4. Check ssh in the Remote Service Access Point (RSAP) configuration as shown in

Figure 10-80.
Resource Explorer
Groups > All Systems (View Members)
Selact Mame % | Type =
FEl g rr-emcz Server
O PF-ES¥i-Nodel Server
I:‘ EE KWMpool : Server System Pocol
I:‘ EE PowerVM-Server-Pocl | Server System Paol
() Storwize V7000-2076-v7000-1BM p5oiated Resources »
I:‘ EE K¥Mstoragepool Topology Perspectives »
O | gEerHernETo-1BM*7895-22%%101] Creats Group
D a‘E'-'SV-itchD-PF-ESKiM Remaowe Storage from Storage System Pool
O | -Emmask Remaovs...
O | gk vsvitchuseo-pr-esxioz Add ta ]
O | gEerHerneTo-1BM*7895-22x*101] Automation b
O | glEsw bondo-pF-kymot Loy ’
e : b
O | gkvsvitcho-pr-esxiot
System Configuration »
ETHERNETO-IBM*78395-42X*101
D 31}5 2 System Status and Heslth 2
vSwitchUSBO-PF-ESXi01
D E,{E Service and Support »
3
— | Properties
44 pagazofs PH 3 » Selecte dr—r—rorer rrTETE T

Figure 10-80 Checking the RSAP configuration

5. Check that SSH access is displayed in the Access column, as shown in Figure 10-81.

Storwize W7000-2076-v7000-1EM (Remote Service
[~ Certificate Trust Store | Rction
— 1 L
Select Access Type & | Access b+
0 | &7ec M ox
O | &sss | @ox |

Figure 10-81 Checking the RSAP configuration

For more information about how to add Storwize V7000 and third-party SAN switches, see
6.12, “Discover and manage external Storwize V7000” on page 234.

SCS configuration

To configure the SCS, perform these steps:

1. Check the auto start setting of the Common Agent file set by using the 1ssvc
DIRECTOR_agent command, as shown in Figure 10-82.

% lssvc DIRECTOR agent
RESTART_ON_REEOOT:TRUE'

=

Figure 10-82 Agent startup setting check step
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Tip: The VIOS OS image has the Common Agent file, by default.

Discover VIOS and update the VIOS information in the FSM by clicking Inventory —
System Discovery.

Right-click the discovered system in the Resource Explorer, then click Configure Access.
Check that the Common Agent Services (CAS), Common Information Model (CIM), and
Secure Shell (SSH) protocols are displayed as shown in Figure 10-83. Click Request
Access, then enter the correct credentials.

Configure Access ' N
Access to the identified system for all authorized Flex System Manager users is specified below in the Access field, T|
the access state of the individual access points that are used to evaluate the overall status.

Select Reguest Access to enter a user ID and password to gain access to the identified system. Select Revoke Acces

System: pureflexrbl0.rtp.stglabs.ibm.com

Access: E [Sespeess Reguest Access Revole Access

. |
For basic system management function, a remote system credential is needed to grant all authorized Flex System M
Access Type link to view the list of manageable credentials configuraed for authentication on the selected access poin

viewable or configurable. Some examples include CAS and IPC credentials.

pureflexrbl0.rtp.stglabs.ibm.com (Remote Service Access Paint)
CertlFl—ate Trust Store | Pt i Search the table...
Select Access Type % | Access $ | Trust State $ | Access Information
I:‘ t,ES'—! Ell"lc access @Hct applicable https://9.27.16.128:22/
O | Ecm [ no access (W] ot applicable https://9.27.16.128:5983/
I:‘ "'__, CAS [ E Mo access || Mot applicable https://9.27.16.128:9510/

Figure 10-83 Configure Access window
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4. Check the access status, as shown in Figure 10-84.

Configure Access

System: SN101DEEBB VIOS1

Access: oK

Access to the identified system for all authorized Flex System Manager users is specified below in the Access field. ©
to evaluate the overall status.

Select Request Access to enter 3 user ID and password to gain access to the identified system. Select Revoke Acce:

Feguest Access

SN101D88E_VIOS1 (Remote Service Access Point)

| Certificate Trust Store

Select Access Type

O  fssm

]
W

Arcess

| %No access
aNo access

| |
O | £, cns B o«

ey
o

Trust State

|!|I'lct applicable
@th applicable
@th applicable

| Actions - | Search the tzble...

ey
w

For basic system management function, 2 remote system credentizl is needed to grant all suthorized Flex System |
configured for authentication on the selected access point. Certain types of access point credentizls might neot be vis

Access Information
https://9.27.16.128:22/
https://9.27.16.128:5989/

https:/{9.27.16.128:9510/

Figure 10-84 Checking the access status
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Agent installation
To install agents, perform these steps:

1. Click Install agents as shown in Figure 10-85.

VMControl Enterprise Edition

Use system pools and virtusl appliances to manage your dats center more efficiently. Deploy virtual appliances and man

@Learn more...

Resources Active 5:a:us|a|r@.|| Jobs |&|ﬂ |

1 Wirtual appliances Problems | e |m Ak
ow = .
e Ecad ; Compliance | - | - | - Completed | & | 24
0 Server = m pocls

i Scheduled | - =
0 Storage tem pools
0 Network system pools

l Workloads Virtuzl Appliances System Pools Virtual Servers/Hosts
Q VMControl is ready. Virtuzlization tasks

Set up VMControl Express Edition
Deploy a virtual appliance Discover virtual appliances
View workloads in your data center Create image repository
Import
Capture

Discover TPM for Images server

License

VMControl Express Edition 2.4
License installed

VMControl Standard Edition 2.4 Installionsnis

Check for updates

Common tasks

License instzlled
: ’ b, Launch infermation center
VMControl Enterprise Edition 2.4

License instzlled

Figure 10-85 Clicking Install agents
Figure 10-86 shows the Agent Installation Welcome window.

Agents

i Agent Installation

Welcome to Agent Installation Wizard

Use this wizard to install agents on selected systems.

Show this Welcome page next time.

Figure 10-86 Agent Installation Welcome window
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2. Select CommonAgentSubagent_VMControl_CommonRepository-2.4.1 as shown in
Figure 10-87.

Agent Installation

Select the agent code to be installed

Select the agent code to be installed

Select = valid target then add it to the selected list.

Show: |Agent Package Groups [i]

Available:

Agent Package Groups > Common Agent Subagent... (View Members)

Select Name * | Description % | vendor & | version

| % CommanAgentSubagent_VMControl_CommonRepository-2.4.1 Software Maoduls IEM 2.4.1
O %Ccrnl'ncn-ﬁ.gentSui:agent_'v"MCcntrcl_ESK4x-E.3.‘_ Software Maodule IBM (= |
O : %Ccrn-ncﬁ:l.gentSui:agent_'-;"!‘rlCc-'utrcl_r'iIM-2.4.‘-_ Software Moduls IEM 2.4.1

Figure 10-87 Selecting the agent

3. Click Add as shown in Figure 10-88.

Selected:

CommenAgentSubagent_VMControl_Comm

T
o
[n

- Diescription & Vendor w Version
)’y—2.4.1 Software Moduls IEM 2.4.1
Software Module IBM 6.3.1
Software Module IBM Z.4.1

Figure 10-88 Adding the agent
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4. Select a VIOS to deploy an agent, as shown in Figure 10-89.

Agent Installation

The following systems have been selected

The following systems have been selected

Select = valid target then =dd it to the selected list.

Show: | All OperatingSystems with Full Access M

Available: Selected:

&ll OperatingSystems with Full Access (View Members) KR S['JlDLDSSE_VIDSll
| :Sear:h the table...

Select [ Mame 3 . Arcess i i Problems e
O |G&Prwindover Mok Mok
[l E‘ﬂpureflexrhll.rtp.stglabs.ihm OK OK

||:| Lasnioipese viost | Mok |l information

Figure 10-89 Selecting a target VIOS

Figure 10-90 shows the summary.

Agents

Agent Installation

¥ Welcome

‘/ Agents Summary of the Install Agent Task

" Systems

=H summary Selected Agents:
MName ¥ | Type % | Description
%Ccmmcn#_gr:.1tEubagent_'JMCcntrcl_CcmmcnRepDzit Software Module Software Module
M4 pageai1ofi PH [1 | # Total: 1
Selected Systems:
Mame = | Type & Diescription
L&snioipsse viost Operating System
HA page1of1 FH |1 | Total: 1

Figure 10-90 Summary window
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5. Figure 10-91 shows the Launch Job menu. Click OK.

Launch Job

Netification | Options

Job name and scheduls

#¥1ob Name:
Install Agent - June 22, 2012 9:15:46 AM EDT ]
Choose when to run the job.

O Schedule

| oK || Cancel || Help |

Figure 10-91 Launch Job menu
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6. Check the log as shown in Figure 10-92.

Active and Scheduled Jobs

Active and Scheduled Jobs (Properties)

Name: Install Agent - June 22, 2012 9:15:46 AM EDT

General Targets History

Click on job instance in the Name celumn in order to view its logs

Job Instance

Actions

| Seazrch the table...

Select Name Status

6/22/12 =t 9:16 AM | Complete
M4 pagetofi1 FPH |1 o Selected: 1 Total: 1
Job log

116:07 AM EDT-Level: 1-MEID:0--MS5G: Job "Instzll Agent - June 22, 2012 $:15:45 AM EDT" aq
116:08 AM EDT-Level: 200-MEID:0--MSG: Subtask "Install Agent” activated.

116:08 AM EDT-Level: 200-MEID:0--MSG: Starting clients

116:08 AM EDT-Level: 100-MEID:0--MSG: Clients started for task "Install Agent”

June 22, 2012 9:16:08 AM EDT-Level:200-MEID:0--MSG: Subtask activation status changed to "Active".
June 22, 2012 5:16:08 AM EDT-Level:1-MEID:0--MSG: Job activation status changed to "Active”.

June 22, 2012
3
9
3
9
£

June 22, 2012 5:16:08 AM EDT-Level:200-MEID:0--MSG: Subtask activation status Thanged to "Starting”.
<,
9
3
9
£
9

June 22, 2012
June 22, 2012
June 22, 2012

June 22, 2012 5:16:08 AM EDT-Level:200-MEID:0--MSG: Subtask activation status changed to "Active”.

June 22, 2012 9:16:08 AM EDT-Level: 100-MEID: 2857 2--MS5G: SN101D88E_VIOS1 client job status changed to
June 22, 2012 9:16:08 AM EDT-Level: 100-MEID: 2857 2--MS5G: SN101D88E_VIOS1 client job status changed to
June 22, 2012 9:17:46 AM EDT-Level: 100-MEID: 2857 2--MSG: SN101D88E_VIOS1 client job status changed to
June 22, 2012 5:17:46 AM EDT-Level:200-MEID:0--MSG: Subtask activation status changed to "Complets”.
June 22, 2012 5:17:46 AM EDT-Level: 1-MEID:0--MSG: Job activation status changed to "Complete".

Figure 10-92 Checking the log
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Image repository creation

To create an image repository, perform these steps:

1. Click Create image repository as shown in Figure 10-93.

VMControl

VMControl Enterprise Edition

@Learn MOre...

Rescurces

Use system pools and virtual appliances to manage your data center more efficiently. Deploy virtuzl appliances and m

1 Virtual appliances

0 Workloads

0 Server system pools
0 Storage system pools
0 Metwork system pools

Basics Warkloads

Virtual Appliances

Active Status |@|&|| Jobs |&| |

Problems - |= |8 Active = =

Compliance | - | - | - Completed | 8 | 235
Scheduled - 5

System Fools

Virtuzl Servers/Hosts

a WMContraol is ready.

Deploy a virtual appliance

View workloads in your data center

Virtuzlization tasks

Set up VMControl Express Edition

Discover virtual appliances

Create image repository

Import
Capture

Discover TPM for Images server

Figure 10-93 Image repository creation step

Figure 10-94 shows the Welcome window.

Create Image Repository

, Welcome
Welcome

Welcome to the Create Image Repository wizard.

image repository.

Use this wizard to create a repositery that is used to store images associated with virtual ag

'@Learn more about image repositories
You are guided through the following tasks:

Specifying a name and description for the image repository
Selecting a target system to host the image repository

Selecting the storage for the image repository

Show this Welcome page next time

Figure 10-94 Image repository creation Welcome window
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2. Enter the repository name as shown in Figure 10-95. In this example, the repository name

is PowerVM-Repository.

Name

Specify 2 name and description for the image repository vou want to create

v Welcome
= Name

#hame:
PowerVI'\J-Repositorﬂ

Description:

Limit of 256 characters

Figure 10-95 Entering the repository name

3. Select the VIOS as shown in Figure 10-96. If the AIX deployment uses Storage Copy

Services (SCS), the newly created logical unit number (LUN) is allocated to the VIOS. The

VIOS assigns this LUN to the new virtual server by using vscsi mapping.

Target System

Select a target system to host the image repository you want to creats.

Only systems that satisfy the requirements for hosting an image repository are shown.

Available Target Systems
— -1

| Search the tzble... | ==
Select Name & | Access % | Problems % | Compliance £ | IP Addresses % | OS Type & | 08 vers
O | LArrkvmoz | B ox Mo Mok 9.27.16.124, 197 Linux 6.2
|@ L&snioipese viosi Mok [@ tnformation | [ ok 59.27.16.128 |v105 2.2.1.4
HA page1ofi1 FH |1 L Selected: 1 Total: 2 Filtered: 2

Figure 10-96 Selecting the target system

4. Select a target storage pool as shown in Figure 10-97. Whenever you create a virtual
server, FSM creates a LUN in the storage pool and allocates it to VIOS.

Storage

Select the storage to use for the image repository.

Storage
| Search the table...
Select Storage % | Storage locatis | Type % | Available GB % | Total GB o
| i(+){  RSL-Sharad || Storvize v7000-2 | SAN 60,858 62,318
Bl !

Figure 10-97 Selecting a target storage
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Figure 10-98 shows the Summary window.

eate Image R

o Summary
/ Name You are now ready to create the image repository.
'/ Target
System
= Summary
v Hhh Repository Name:
o Summary PaoweryM-Repositary

Target System:
SN101D&88B_WIOS1

Storage:
Storage RSL-Shared
Storage location Storwize W7000-2076-v7000-IBM
Type SAN
Available GB 60858

Total GBE 62318
Description

Figure 10-98 Summary window

5. When the Launch Job window opens, click OK.
6. Check the log as shown in Figure 10-99.

Active and Scheduled Jobs (Properties)

Name: Create Repository Job - Friday, June 22, 2012 S:45:47 AM EDT ! Actions i |

General Targets History

Active and Scheduled Jobs

Click on job instance in the Name column in order to view its logs

Job Instance

—
I Actions  w | Search the table... l gec

Select Name Status

6/22/12 at 9:46 AM | Complete
HA page1ofi FH |1 L Selected: 1 Total: 1
Job log

|June 22, 2012
June 22, 2012
|June 22, 2012
June 22, 2012
|June 22, 2012
June 22, 2012
|June 22, 2012
June 22, 2012
iJune 22, 2012

145:48 AM EDT-Level:200-MEID:0--MS5G: Subtask "Create Repository” activated.

14548 AM EDT-Level:200-MEID:0--MS5G: No clients to start.

145:48 AM EDT-Level:200-MEID:0--MSG: Subtask activation status changed to "Active".
EDT-Level:200-MEID:0--MS5G: Subtask activation status changed to "Active".
145:48 AM EDT-Level:1-MEID:0--MSG: Job activation status changed to "Active".

145:49 AM EDT-Level:200-MEID:0--MSG: Subtask activation status changed to "Complete".
145:49 AM EDT-Level:1-MEID:0--MS5G: Job activation status changed to "Complste".
145:49 AM EDT-Level: 100-MEID:0--MS5G: Create Image Repository Completed.

D ADAD D A AR DD
T
o
T
]
1=
=

145:48 AM EDT-Level:1-MEID:0--M5G: Job "Create Repository Job - Friday, June 22, 2012 9:46:47 AM EDT" activats

Figure 10-99 Check the log
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Creating the server system pool
To create the server system pool, perform these steps:

1. Click Server system pools and members as shown in Figure 10-100.

e e SSRR——

VMControl Enterprise Edition

Use system poocls and virtual appliances to manage your data center more efficiently. Deploy virtual appliances and man
@Learn more...

Resources ActiveStatus|G|£‘.|| Jobs |&||
i = k=

1 Virtual appliances

Problems - |- Active

0 Workloads

Compliance | - | - | - Completed | 8 | 27
0 Server system pools

Scheduled | - =
0 Storage system pools

0 Network system pools

Basics Workloads Virtual Appliances System Pools | Virtual Servers/Hosts

DCEDEI:.rer systemn 0 Storage system 0 Network system i tae ke
PEES pocls pools
@ o critical @ o Critical @ o Critical Health summary
& 0 Warning /M 0 Warning /M 0 Warning Manios
0 g ) i ) Problems
o Informational @ 0 tnformational @ 0 tnformational Sarver system pools and members
& ook ke 0 OK kg 0 OK Storage system poels and members
MNetwark system pools and members

Figure 10-100 Server system pools creation

2. Click Create as shown in Figure 10-101.

View Server System Pools and Members

Server System Fools and Members (View Members)

Add Hosts fiew Dashboard | | |Search the table... Seg

Select | Mame $ | State $

% | Problems % | Compliance 2 | Platform % | cp

Figure 10-101 Clicking Create
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Figure 10-102 shows the Create Server System Pool Welcome window.

Create Server System Pool

= Welcome Welcome

Welcome to the Create Server System Pool wizard.

Use this wizard to creste 3 server system pool. & server system pool aggregates multiple |
automatic placement. and relocation of workloads.

@Learn more...

¥ou are guided through the following tasks:

Optimization

Select 2 name
Select a pooling criteria
Select the initial host that identifies further pocling criteria

Summary

Select the shared storage this pool will use
Select additional hosts
Select optimization settings (if applicakble)

Show this welcome page next tims

Figure 10-102 Create Server System Pool Welcome window

Figure 10-103 shows the Pooling Criteria window.

Pooling Criteria

Select the pooling criteria to use for this server system pocl.

Resilience criteriz:

Only add hosts capable of live virtual server relocation

MNetwork deployment criteria:

There are no available network system pools.

@Learﬁ more about network system pools

Mote: When adding hosts that contain existing virtual servers, the existing virtual servers will be excluded from server =
managed by the server system pool.

@'_r:arﬁ about server system pool capabilities

Figure 10-103 Pooling Criteria window
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3. Select a physical system to use as a pool as shown in Figure 10-104.

Initial Host

Select the first host that you want to use to create this server system pool. This initial host will be used to find similar h

Select a valid target then add it to the selected list.

Show: |All Targets

Available:
All Targets
| Search the table...
Select Name ¥ | Type s Description
| D PF-Pcv.er'v"M-l'lcdel. | Carwar

Figure 10-104 Selecting a physical server (part 1 of 2)

4. Click Add as shown in Figure 10-105.

be used to find similar hosts that support the required capabilities for this server system pool.

Selected:

FF-Poveryi-lodel |

i

Description

Figure 10-105 Selecting a physical server (part 2 of 2)
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5. Select a storage pool that you want to use as shown in Figure 10-106. If you define more
storage pools, you will see more storage pools in this window.

Create Server System Pool

Shared Storage

v’ Welcome
v MName All hosts in this server system pool must use the s=me =hared storage. For shared storg
/ Pooling Criteri following shared starage is connected to PF-PowerVM-Nodel and availzble for this server
coling riceria
v Initial Host
Shared Available shared storage:
<> Storage Storrize V7000-2076-v7000-1EM/RSL-Shared [+]
Additional Hosts

Storwize V7000-2076-v7000-IBM/R5L-5hared details:

Drescription: Storage Pool
Available capacity: S5667EGE
Total capacity: S5803EGE

Figure 10-106 Selecting a storage pool

Figure 10-107 shows the Additional Hosts window.

Create Server System Pool

Additional Hosts

Name The fallowing hosts are compatible and can be added to this server system pool. Select the

Welcome

Caterta Mo compatible hosts are available. You can add hosts |ster by editing the server system pool
Initial Host \
@'n'.“n-:- don't I see my system?
Shared
Storage

v
v
s Pooling
v
v

Additional
> Hosts

Jptimization

Summar

Figure 10-107 Additional Hosts window
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6. When you deploy a new virtual server in the server system pool, FSM deploys that server
on the correct physical server automatically if you select Allow optimizations to occur
automatically, as shown in Figure 10-108.

Create Server System Pool

T T . S .

Welcome
Name

Poocling
Criteria

Initizl Host

Shared
Storage

Additienal
Hosts

Optimization

Summan,

Optimization

Configure the optimization settings for the server system pool.

Dynamic placement optimization analyzes your server system pool and can periodically optin
Specify how optimizaticns are to be started:

@ Only allow manual optimization
O Allow optimizations to occur automatically

@Learn more about server system pool optimization

Figure 10-108 Optimization window

Figure 10-109 shows the Summary window.

Create Server System Poaol

Welcome
Name

Pooling
Criteria

Initial Host

Shared
Storage

Additional
Hosts

Cptimization

Summary

Summary

You are now resdy to create the server system pocl.

Server system pool details:
Name: PowerVM-Server-Pool

Shared Storage: Storwize V7000-2076-v7000-1EM/RSL-Shared

Hosts:

fame * | Type
PF-PoweryVM-Nodel Server
M4 paget1of1 FH |1 » Total: 1

Optimization: Manual

Click Finish to create the server system pool.

Figure 10-109 Summary window

7. Click Finish to run the job.
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8. Check the log as shown in Figure 10-110.

General Targets

History

Click on job instance in the Name column in order to view its logs

Job Instance

— —
| Actions ¥ | | Search the table... SEEMC |
Select Nzme Status
6/22/12 at 10:22 AM Complete
M4 paget1oft FPH |1 » Selected: 1 Total: 1

Job log

June 22, 2012 10:22:58 AM EDT-Level:200-MEID:0--MSG: Subtzsk "Create a server system poal
June 22, 2012 10:22:58 AM EDT-Level:200-MEID:0--MS5G: Starting clients

June 22, 2012 10:22:58 AM EDT-Level:1-MEID:0--M5G: Job activation
June 22, 2012 10:22:58 AM EDT-Level:200-MEID:0--M5G: Subtask activation status changed to
June 22, 2012 10:23:03 AM EDT-Level:200-MEID:0--MS5G: Subtask activaticn status changed to

June 22, 2012 10:23:03 AM EDT-Level:100-MEID:0--M5G: Create system pool complete.

June 22, 2012 10:22:58 AM EDT-Level:1-MEID:0--M5G: Job "Creste System Pocl - Friday, Juns 22, 2012 10:22:57

June 22, 2012 10:22:58 AM EDT-Level:100-MEID:0--MSG: Clients started for task "Create a server =
June 22, 2012 10:22:58 AM EDT-Level:200-MEID:0--MS5G: Subtask activation status changed to "
atus changed to "Active".
"Active".

June 22, 2012 10:23:03 AM EDT-Level:1-MEID:0--MSG: Job activation status changed to "Complets”.

" zctivated.

em pool”
Active”.

Complets".

Figure 10-110 Checking the log

Preparation for capture
To capture the virtual server in an SCS environment, perform these steps:

1. Copy the vmc.vsae.tar file from Flex System Manager by using the scp command as

shown in Figure 10-111.

USERIDEFSM-S5CF3FCSFS4EF: ~> scp fopt/ibm/director/proddata/activation-engine/vmec.vsae.tar root@d
pen/

The authenticity of host '9.27.16.129 (9.27.16.129)"' can't be established.

RS54 key fingerprint is 44:c4:61:8d:56:b2:ba:te5:cd:7b:29:bc:43:bc:16:67.

Are you Sure you want to continue connecting (yves/no)? yes

Warning: Permanently added '9.27.16.129" (R5A) to the list of known hosts.

root@8.27.16.129"s password:

VG .VSae . Lar 100% T200KS 7.TME/ =
USERIDEFSM-SCF3FCESFS4EF: ~>

.27.16.129:/0

00:00

Figure 10-111 Copying the vmc.vsae.tar file from FSM
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2. Extract the contents of the .tar file by using the tar -xvf vmc.vsae.tar command, as
shown in Figure 10-112.

£ 1= -zl

total 15808
drwxr-xr-x
drwxr-xr-x

1
H
5

1
H

1

1
H

1

1

tar -=vEi

EIE - A

VG . VEae . tar

activation-engine-2.1-1.13.a3ix5.3.noarch.rpm,
activation-engine-jython-2.1-1.13.aix5.3.noarch.rpm,
activation-engine-libxmlZz-python-
activation-engine-libxmlZz-python-
activation-engine-2.1-1.13.noarch.rpm,
activation-engine-python-xml-2.1-1.13.noarch.rpm,
activation-engine-python-xml-2.1-1.13.noarch.rpm,
vmc-vsae—ext-1.1.0-1.noarch. rpm,
linux-install.sh,
aix-install.sh,

2 root system 256 Jun 22 14:51
5 root system 4096 Jun 22 14:48 ..
1 root system 2089600 Jun 22 14:35 wmc.wvsae.tar

26482 bytes, 1639 tape blocks

7871473 bytes, 15374 tape blocks
.1-1.13.noarch.rpm, 1569 bytes, 4 tape blocks
.1-1.13.aix5.3.noarch.rpm, 1171 bytes, 3 tape blocks
74360 bytes, 146 tape blocks

1553 bytes, 4 tape blocks

1553 bytes, 4 tape blocks

57 tape blocks

2
2

28958 bytes,
3408 bytes, 7 tape blocks
2233 bytes, 5 tape blocks

Figure 10-112 Unpacking the tar file
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3. For AlX, ensure that the JAVA_HOME environment variable is set and points at a Java
runtime environment (JRE), as shown in Figure 10-113.

# set JARVA HOME=/usr/javaS/jre
# echo SJAVA HOME

Figure 10-113 Setting up the environment

4. Run aix-install.sh as shown in Figure 10-114.

% ./aix-install.=h

Install VS5AE and VMC extensions

JAVA HOME=/usxr/javas/jre

*sys-package-mgr*: processing new jar, 'Sopt/ibm/fae/lib/jython/jython.jar’'
*sys-package-mgr*: processing new jar, 'Susr/javas/jre/lib/vm.jar'
*sys-package-mgr*: processing new jar, 'Susr/javasS/jre/lib/fcore.jar’'
*sys-package-mgr*: processing new jar, 'SusrfjavasS/jre/lib/charsets.jar'
*sys-package-mgr*: processing new jar, 'Susr/javasS/jre/lib/graphics.jar’'
*sys-package-mgr*: processing new jar, 'SfusrfjavasS/jre/lib/security.jar’'
*sys-package-mgr*: processing new jar, 'Susr/javas/jre/lib/ibmpkcs.jar'
*sys-package-mgr*: processing new jar, 'Susr/javasS/jre/lib/ibmorb.jar’'
*sys-package-mgr*: processing new jar, 'Susr/javasS/jre/lib/ibmcfw.jar’'
*sys-package-mgr*: processing new jar, 'Sfusr/javasS/jref/lib/ibmorbapi.jar’'
*sys-package-mgr*: processing new jar, 'Susr/javasS/jre/lib/ibmjcefw.jar’'
*sys-package-mgr*: processing new jar, 'Susr/javasS/jre/lib/ibmjgssprovider.jar’
*sys-package-mgr*: processing new jar, 'fusr/java5/ire/lib/ibmjsseprovider?.jar’
*sys-package-mgr*: processing new jar, 'Sfusr/javasS/jreflib/ibmjaaslm.jar’
*sys-package-mgr*: processing new jar, 'Susr/javas/jre/lib/ibmcertpathprovider.jar’'

Figure 10-114 Installing the VSAE file
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5. Prepare the virtual server to be captured by running the AE.sh --reset command as

shown in Figure 10-115.

# /opt/ibm/ae/AE.sh —-reset
JAVE HOME=/usr/javad/jre

[2012-06-22
[2012-06-22

[2012-06-
[2012-06-
[2012-06-
[2012-06-
[2012-06-
[2012-06-22
[2012-06-22

3 RY RY RO
3 RY R R OR)

8
[

1la
1la

16:
16:
16:
16:
16:
16:
16:

:16:23,391] INFO: Looking for platform initialization commands
:16:23,398] INFO: Version: AIX pureflexrkll 1 & 0001DSSED400

16:23,573] INFC: Mo initialization commands found....continuing
16:23,576] INFC: CLI parameters are ' —-reset'
16:23,578] INFO: RE base directory is Jopt/ibm/fae/

16:23,588] INFO: Resetting system. AP file: Hone. Interactive: False
16:23,752] INFOQ: In reset

16:23,753] INFO: Resetting products

16:23,755] INFQ: 53tart to reset com.ibm.ovE.vmcontrol.system

ifconfig: error loading
fusr/lib/drivers/if eth: No such file or directory

[2012-06-22
[2012-06-22

1la
1la

:16:23,984] INFD: Reset: about to execute path /opt/ibm/ae/AS/vmc-system/resetAIX.sh

:16:24,107] INFO: [com.ibm.ovi.wvmcontrol.system] reset HNot Activated

Figure 10-115 Preparing the virtual server to be captured

Tip: If you previously captured the virtual server and want to capture it again, run the

following commands:

rm /opt/ibm/ae/AP/*
cp /opt/ibm/ae/AS/vmc-network-restore/resetenv /opt/ibm/ae/AP/ovf-env.xml

6. The virtual server shuts down automatically as shown in Figure 10-116.

Broadcast message from root@pureflexrbll.rtp.stglabs.ibm.com

Broadcast message from root@ (tty) at 16:16:32

I ! ! SYSTEM BEING BROUGHT DOWN WNOW ! ! !

JAVA HOME=/usr/javaS/jre
[2012-06-22 16:16:39,532] INFO: Looking for platform initialization commands
[2012-06-22 1&:16:39,542] INFO: WVersion: AIX pureflexrbll 1 & 0001D88BD400

[2012-06-22 16:16:39,799] INFC: Mo initialization commands found....continuing
[2012-06-22 16:16:39,803] INFC: CLI parameters are ' -d stop'

[2012-06-22 16:16:39,805] INFO: AE base directory is /opt/ibm/fae/

[(2012-06-22 16:16:39,822] IHFC: Stopping AE daemon.

[2012-06-22 16:16:39,841] INFC: AFE daemon was not running.
Stopping The LWI Honstop Profile...
ﬁaiting for The LWI MNonstop Profile to exit...

Figure 10-116 Checking the AE.sh progress
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Capture AIX by using Storage Copy Services
To capture AIX by using SCS, perform these steps:

1. Click Capture as shown in Figure 10-117.

e e SNER——

VMControl Enterprise Edition

Use system pocls and virtuzal appliances to manage your data center more efficiently. Deploy virtual appliances and
@Learn more...

Resaurces Active 5:atus|a|&|| Jobs |I& |m |
1 Virtual appliances Eroblems -1 -5 Active - -
W 5
0 Workloads : Compliance | - | - | - Completed | 10 | 20
2 Server system pools
Scheduled = i
1 Storage tem pools

0 Network system pools

Easics Workloads System Pools Virtual Servers/Hosts
What to deploy: Where to deploy:
1 Virtual appliances 3 Existing virtual servers Cemmon tasks

2 Hosts and 2 server system pools : :
Deploy virtual appliance
What to capture: Where to store:
0 Waorkloads 3 Image repositories Tmport
2 Wirtual servers and ting systems
IR SRS (R A BRI 5y 22T View active and scheduled jobs

View virtual appliance versions

Create image repository

Figure 10-117 Capturing AIX using SCS

2. Enter the name as shown in Figure 10-118.

¥ Welcome Name

= Name Specify 2 name and description for the virtual appliance that you want to create.
So Cl
Source Virtual Server Wamea:
Versjon Contral C;_llptL;r_e__a_IK_ECS_

Summary
Description:
Capturing AIX image by SC5 method

Limit of 256 characters

Search tags:

Enter tags separated by commas. Example

Figure 10-118 Entering a name

1 WebSphere, Test, Department 123
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3. Select a source virtual server as shown in Figure 10-119. Storwize V7000 runs a
flashcopy command for the LUN on a virtual server that you select.

Source Virtual Server

Select the virtual server to capturs.

Select Name * | State % | Access % | Problems % | Compliance £ | OS5 Name % | OS Type
O | g eF-todei-nim Started oK oK oK PF-Nodel-NIM | AIX 6.1
| @i PFHodei-Testoz Stopped || offline (@] information [ oK pureflexrbli.rtp.l AIX 6.1
<] i
M4 pagetof1 FH |1 » Selected: 1 Total: 2

Figure 10-119 Selecting a source virtual server

4. Select Virtual Server, then click Next.
5. Select a repository as shown in Figure 10-120.

Repository

Select the repository where you want to store the image that is associated with the new virtual appliance.

Repositories that are capable of storing the image associated with the new virtual appliance:

Image Repositories

| Search the tzble...

Select Name ¢ | Image Count ¢ | Managed By ¢ | Description
| @ |3 PowervM-Repository 0 | SN101DB88E VIOS1 Image Reposi
[ [&l pureflexrb13.rtp.stglabs.ibm| 1 PF-Nodel-NIM Image Reposi
M4 paget1of1 FH |1 L4 Selected: 1 Total: 2 Filtered: 2

Figure 10-120 Selecting a repository

Figure 10-121 shows information about the LUN that is being captured.

Disks

Specify the disks and disk images to be captured. Sslecting = disk captures information =2bout the disk. Selecting & disk image additienally

By default all compatible disks and their associated disk image contents are selected for capture. Use caution if you choose to exclude a disk
contain everything it needs to create an operational virtual server when it is deployed. For example, the operating system (boot) disk and im4g

—

() Learn more about capturing disks and disk images

Disks and Images to Capture

Actions W | Search the table...

Selact Disk Hames & | Storage Server % | Siza (MB) $ | Compatible $ | Includs
| @ .SNLU].DEEB_VIDSL_Vﬂlﬁ SN101D88B VIOS1 20480 eas |
MA pagaiofi PM |1 - Selected: 1 Total: 1 Filkered: 1

Figure 10-121 Disk information to be captured
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Figure 10-122 shows network mapping.

Network Mapping

Specify & description to use for each virtual network

Netwark Mapping

MNetwark % | Description

Discovered-1-0 Captured from virtual server PF-N
M4 pagaiofi PHM |1 » Total: 1 Filtered: 1

Figure 10-122 Network mapping window
6. Select the version as shown in Figure 10-123.

Version Control

Set the version information for the new virtual appliance.
If the virtual server you want to capture is associated with a virtual appliance from a previcus deployment, you can set the version

the virtual server has no associated virtual appliance from a previcus deployment, you can choose to create a new version tree with

appliance to be the parent version of the new virtual appliance.

Select the action you want to take to set version infoermation for the new virtual appliznce:

l6}'{3reate a new version tree with the new virtual appliance as the root.

OSE|EE|: a virtual appliance to be the parent version of the new virtual appliance.

= E?AIX_Lppsoun:e

& 1.1 {AI¥_Lppsource)
B & ren-va-10-12-11

i1 {ren-va-10-12-11]

Figure 10-123 Version Control window
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7. Figure 10-124 shows summary window. Click Finish.

Welcome

Summary

Name

You are now ready to capture the virtual server or workload to create a virtual appliance.

Source

Source
Virtual
Server

Repository
Disks

Network
Mapping

Version
Control

L AARL & g

o Summary

Virtual appliance or workload details:

Virtual appliance name:
Virtuzl sppliance description:
Source server:
Repasitory:

Diskes:

Disk Hame

Storage Server

Size (MB)

Compatible

Include Image

Disk Description
Network Mapping:

Click Finish to capture the virtual server or woerkload and create a virtual appliance. Once com

Captue AIX SCS

PF-Model-Testl2
PowerVM-Repository

SN101D8SE_VIOS1 wols
SN101D88E VIOS1
20480

Yes

Yes

™

Note: The virtualization manager will provide access to the target server so that it can be ca

Figure 10-124 Summary window

8. Figure 10-125 shows the menu for starting jobs. Click OK.

Motification Cpticns
Job name and scheduls
#1ob Name:
Capture virtual appliance - June 24, 2012 12:10:25 PM EDT
Choose when to run the job.
@RUI‘I Newr
OS:heduIe
| OK | | Cancel | | Help |

Figure 10-125 Launch Job menu
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9. Check the log for the task completion, as shown in Figure 10-126.

Generzl Targets History

Job Instance

Job log

[June 24, 2012
|June 24, 2012
[June 24, 2012
|June 24, 2012
|following SAM v
|June 24, 2012
|SAN volumes:

[June 24, 2012
[June 24, 2012
|June 24, 2012
[June 24, 2012
|June 24, 2012
[June 24, 2012
|June 24, 2012
[June 24, 2012

12:
12:
12:
12:
olumes: [Captue_AIX_SCS51].
[SN1D1DE88E_VIOS1_vol5].

12:10:53 PM EDT-Level:
12 PM EDT-Level:
12; EDT-Level:
12:
12:
12:
12:
12:

1-MEID: D
200-MEID

Leg

10:48 PM EDT-Level:150-MEID:
10:48 PM EDT-Level: 150-MEID:
10:53 PM EDT-Level:150-MEID:
10:53 PM EDT-Level:150-MEID:

12:10:53 PM EDT-Level:150-MEID:

150-MEID:
150-MEID:
150-MEID:
150-MEID:
200-MEID:

Select Name Status
6/24/12 at 12:10 PM Complete
MA pagai1ofi PH |1 » Selected: 1 Total: 1

10--MSG

0--MSG:
0--MSG:
0--MSG:
0--MSG:

0--MSGE:

0--MSG&E:
0--MS5&E:
0--MS5&E:
0--MS5&E:
0--MS5&E:
--MSG: Job activation status changed to "Complete"”.

Click on job instance in the Name column in order to view its logs

| Search the table...

DNZLOPS121 Disk group to be captured: DG_06.24.2012-11:27:52:281
DNZLOPSO0I Requesting SAN volume(s)

DNZLOPS481 New disk group: DG_06.24,2012-12:10:53:072

DNZLOP4131 The virtual appliance is using disk group DG_06.24.2012-12:10:53
DNZLOP4141 The virtual server is using disk group DG_06.24.2012-11:27:52:28
DNZLOPSOSI Copying disk images

DNZLOP40SI Creating the OVWF for the virtuzal appliance.

Discovering software image where the Derby ID is "1’

Creating new container for the software image. The derby container ID is "1’
Subtask activation status changed to "Complete”.

: Subtask activation status changed to "Complete".

:100-MEID:0--MSGE: Capture virtuzal appliance complete.

Figure 10-126 Check log

10.Check the captured image as shown in Figure 10-127.

Easics Waorkloads

What to deploy:

Virtual Appliances (Viey

Memb

Where to deploy:

4 Virtual appliances 8 Exis virtual servers
2 Hosts and 2 server = aem pools P -
Cieploy virtual appliance
What to capture: Where to store: Capturs
1 Worl ds 3 Image repositories Import
6 Virtual rvers and operating systems . 3 <
- - View active and schadulad j

ars)

System Pools Virtual Servers/Hosts

Caomman tasks

View virtual appliance versions

Create image repository

Capture * |_

Deploy Virtuzl Appliance

| Search the table...

| Comoee | [

MA pagai1ofi PH |1

Select Name & | Operating System $ | Repository

I:‘ %,—:_Ik_Ls;zcurce [ IBM AIX pureflexrb13.rp.stglabs.ibn|
| I:‘ %Captue_i_IK_SC‘S IBM AIX & PowerVM-Repository

I:‘ % CapturedVMonkKvM Linux KvMimagesrepo

I:‘ %ren-'.-a-‘_ﬂ-lE-Ll Linuz EvMimagesrepo

»

Selected: 0 Total: 4 Filterad: 4

Figure 10-127 Checking a captured image
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10.3 Deploying virtual machines

This section addresses different types of deployment methods of previously captured virtual
machines (VMs). It describes the following methods:

» Deploying virtual machines by using the LPP_source
» Deploying a virtual machine by using mksysb
» Deploying a virtual machine by using Storage Copy Services (SCS)

10.3.1 Deploying virtual machines by using the LPP_source

To deploy VMs by using the LPP_source, perform these steps:
1. Click the Virtual Appliances tab.

2. Select an LPP_source, then click the Deploy Virtual Appliance task, as shown in
Figure 10-128.

Warkloads

Virtuzl Appliances System Pools Virtual Servers/Hosts
What to deploy: Where to deploy:
1 Wirtual appliances 2 Existing virtual servers Commen tasks
2 Hests and 0 server system pools

Deploy virtual appliance
What to capture: Where to store: Capture
0 Workloads 1 Image repositories
1 Virtual servers and operating systems Impert

View active and scheduled jobs
View virtual appliance versions

Create image repository

Virtual Appliances (View Members)
Capturs 1 | Deploy Virtuzl Appliance | | Import ‘ | Il s - | Search the tabl
Selact Name ] Oparating System & Repository L+

Ciescripti

| E AlX_Lppsource | IEM AIX pureflexrbl.rtp.stglabs.ibm.c Virtual &p

Figure 10-128 VM deployment by using the LPP_source

3. Figure 10-129 shows the Deploy Virtual Appliance Welcome window. Click Next.

| Deploy Virt... X

Welcome

me

o Welco

Welcome to the Deploy Virtual Appliance wizard.
Use this wizard to deploy virtual appliance "AI¥_Lppsource” to a server.
(P)Learn more about deploying virtual appliances
You are guided through the following tasks:

* Specifying a target for the selected virtual appliance

* (Optional) Customizing settings on the virtual appliance before deploying

Show this Welcome page next time.

Figure 10-129 Welcome window
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4. Select a target onto which to deploy the LPP_source as shown in Figure 10-130. It can be
a physical server or a partition. Click Next.

Target

Select the location where you want to deploy the virtual appliance.

¥ou can deploy the virtual appliance to create a new virtual server on an existing host system or system pool. Or, you ca
appliance to an existing virtual server.

l:E'Depln:u',' to a new virtual server on the following:

Actions - | Search the tzable...

Name & | State & | IP Addresses & | Installed OS 1 $ | Description
{] PF-PowervM-Node1 | Started 9.27.21.44, fd55:
:] PF-PowerYM-NodaZ2 Standby 5.27.21.46, feg0:

M4 pagei1ofl FPH |1 » Selected: 1 Total: 2 Filtered: 2

l:::'Depln:u',' to an existing virtual server:

| Search the table... Search

Select Name & State b IP Addresses i Description
© | & rrnodei-nm Started 9.27.16.121
o & snioipsse_vioci Started

44 pagaiofi kP 1 » Selected: 0 Total: 2 Filterad: 2

Figure 10-130 Choosing an available target

5. Enter the workload name as shown in Figure 10-131, then click Next.

Workload Name

& workload is created 25 a result of deploying the virtuzal sppliance.

#Specify a unigue name for the workload.

PF-Model-Testl

Figure 10-131 Entering the workload name
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6. Figure 10-132 shows storage mapping. You can choose to assign each disk in the table to
either a storage volume or storage pool. For this example, deploy a disk size of 9,537 MB.
Click Assign to Storage Pool.

Storage Mapping

Specify how to assign the storage for the virtual disks when you deploy the virtual appliance.

Ensure e=ach dizsk in the table iz assigned to sither 2 storage velume or storage pool. To assign a disk to = storsge velume, select = single dis
Total required disk space for virtuzl server: 5,337 MB

(P)Learn more about storage mapping for deploying to a new virtual server

Storage Mapping

‘ Assign to Storage Volume... Assign to Storage Pool... | | EnEe v-‘ | Search the table... El
Select Dizk Name & | size (MB) & | Image & | Assigned Storage

| @ | disk1 9,537 | True Not assigned

M4 pagaiofi M |1 » Selected: 1 Total: 1 Filkered: 1

Figure 10-132 Storage Mapping window

7. Assign the disk to a new virtual server from the VIOS rootvg storage pool as shown in
Figure 10-133. Click OK.

Select the storage pool that you want to use for the selected disks. A storage volume will automatically be created on the selected storage poo
Total disk space required for selected disks: '3527' (ME)

Storage Pools

| Search the table... |_ SE

Select Nzme & | Location ¢ | VIOS Count $ | Maximum Allocatio

M4 pagaiofl FH |1 » Selected: 0 Total: 1 Filterad: 1

rayWhy do I not see my storage

LDK_J I_C,an:el

Figure 10-133 Assigning a disk to a new virtual server

Tip: There are three ways to allocate disk to a virtual server through VMControl:

» Iv from vg (one of the storage pool types).

» A LUN is already assigned to VIOS by the storage subsystem.

» A LUN is allocated to VIOS upon request by using SMI-S (another storage pool
type).
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8. Figure 10-134 shows the Storage Mapping view. Click Next.

Storage Mapping

Specify how to assign the storage for the virtual disks when you deploy the virtual appliance.

Total required disk space for virtual server: 5,537 MBE

Select Disk Mame & | size (MB)
[ 3] disk1 9,537
M4 pagaiofli FH |1 L] Selected: 0 Total: 1 Filtered: 1

Ensure sach disk in the table is assigned to =ither a storage volume or storage pool. To assign = disk to 2 storage volume, select a single dish

| Actions - | Search the table... z

M
Ly

(43

Image Azzigned Storage

True I Storage pool: rcot'.'gl

Figure 10-134 Storage Mapping view

9. Enter the IP address information as shown in Figure 10-135, then click Next.

Product

Spercify the product settings you want to use when you deploy the virtual appliance.

System Leval Networking

Shert host name for the system.

DMS domain name for the system.

1P addreszes of DNS servers for system.

Defzult IPv4 gatevay.

Network adapter configuration for Network adapter 1 on Network 1
Internet Protocol Version 4

Static IP address for the network adapter "Netwark adapter 1 on Network 17,
Static network mask for network adapter "Network adapter 1 on Nebtwork 1",

Deployment use

The adapter order for network adapter "Metwork adapter 1 on Metwork 1",
Default network:

NIM-specific settings

NIM-spacific settings

NIM Rescurce or Resource Group

PF-Node1l-
rtp.staglabs
S.42.242.3

9.27.16.1

9.27.16.14

255.255.2

Figure 10-135 IP address configuration
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10.Review the information in the Summary window that is shown in Figure 10-136, then click
Finish to run the job.

vy Welcome
v Targst

Summary

You are now ready to deploy the virtual appliance.

/ Workload Name
f Storage Mapping
‘/ Networke Mapping
v Product

= Summary

Deployment detsils:

Virtual appliance to

deploy:

Target server or system pool:

Waorkload Name
Storage Mapping:
Cisk Name

Size (MB)

Image

Assigned Storage
Description
Networks:
Network Name

Ciescription

Click Finish to deploy the virtual appliance.

Al¥_Lppsource
PF-PowerVM-Nodel
PF-Nodel-Testl

disk1
9537
Yes

Storage pool: roctvg

Network: 1

Default network

Figure 10-136 Summary

window

11.Figure 10-137 shows the Launch Job menu. Click OK.

\ Notification

Options
Job name and scheduls
#lob Name:
.DEp]D',' virtuz| appliance to new virtuzl server - June 19, 2012 3:50:33 PM EDT
Choose when to run the job.
@ Run Mow
O Scheduls
‘ oK | | Cancel | ‘ Help |

Figure 10-137 Launch Job menu
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Figure 10-138 shows the newly deployed virtual server.

Virtual Servers and Hosts

Select

e e e e B e

Performance Summarny

Mame

PF-ESXi-Nodel

@ vmOo1

& vmooz
PF-ESXi-Node2

& vmooz
PF-PowerVM-Nodel

& PF-Nodel-NIM

| & PF-Nodel-Testol

& snioipase_vIOCi
& snioipsss_viosi
PF-PowerVM-Node2

Virtual Servers and Hosts (View Members)

<k

State

Started
Started
Started
Started
Started
Started
Started
Started
Started
Started

Standby

o~
w

05 Name i

PF-ESXi01
PF-vCenter0l
PF-Windows1

PF-ESXi02

PF-Nodel-NIM

0S Type and Version i Access w

Hypervisor 5.0.0

Windows® Server 2008 6. [l ok
Windows® Server 2008 6. [l ok

Hypervisor 5.0.0

AIX 6.1

Mok

B ok
ok
Mok
Mok
Mok
Mok
B ox
Mok

Figure 10-138 Checking the newly deployed virtual server

12.Check the virtual server in the Resource Explorer window, as shown in Figure 10-139.

Select
O
O
O
O
O

PF-PowerVM-Nodel (Computer System)

| Search the table...

Resource Explorer

. Name ] . Agcess .C . Compliance % . Problems .3
l31}5ET—|ERI-JI:_|'D-IE‘-1’=T895-22.‘<’='_D].D88E B ox . WMok . WMok

& eF-tedet-nim B ok Mok Mok
|é PF-lode1-Test01 Mok ™ [s]'8 WMok |

& swioipzsge vioct Mok Mok [ [s]'s

4 swioipsse_vios: Mok " [s]'s Mok

Figure 10-139 Virtual server in the Resource Explorer
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13.Discover the newly deployed virtual server as shown in Figure 10-140. Discover the virtual
server and collect inventory in the Resource Explorer window. Perform this step even if

you can see the virtual server in the Virtual Servers and Hosts tab in VMControl. Click the
No Access link to get access to the newly discovered server.

Active and Scheduled Jobs

Active and Scheduled Jobs (Properties)

Name: System Discovery - 9.27.16.129 - June 20, 2012 9:53:33 AM EDT

General Targets i |

The rescurces listed in the Discovered Manageskble Systems table represent the results of the most recent occurrence of this job.

History Logs [ D

Discoveraed Manageable Systems:

Name E ey ? Type i % | Problems ¢ | Compliance £
L.ijureflexrbl‘-..rt:.ztglabz.il:m.:c-‘n Mew Operating Syster

@ ox Mok

Figure 10-140 Checking the virtual server status

14.Enter the credentials for the virtual server and click Request Access as shown in
Figure 10-141.

Reguest Access

Specify the user ID and password to authenticate Flex System Manzger to one or more target systems. Then click Re
users access to the target systemi(s).

#Uzer ID:
root
#Pazzword:

L Reguest Access | Close

Selected tzrgets:

Name Acces

Trust State

%purerlexr:: 1 rtc.ztgla"z.ib:‘n! E No access IEI Mot applicable

44 pagaiofi FH |1 L] Total: 1

Figure 10-141 Entering the credentials for the virtual server
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Figure 10-142 shows that the request access task is completed successfully.

Reguest Access

Specify the user ID and password to authenticate Flex System Manazger to one or more target systems. Then click Re
users sccess to the target systemi(s).

Selected targets:

MName Agcess Trust State
E‘Epureﬂexrbll.rtp.Etgla':z.ibrn CK @Not applicable
MA pagaiofi PH |1 L] Total: 1

Figure 10-142 Request Access window

10.3.2 Deploying a virtual machine by using mksysb

To deploy VMs by using mksysb, perform these steps:

1. From the Virtual Appliances tab, click the Deploy virtual appliance task.
2. Click Next in the Welcome window.

3. Select the virtual appliance of the mksysb type as shown in Figure 10-143.

Deploy Virtual Appliance

7w Virtual appliance
Virtual Select the virtual appliance that you want to deploy.
< appliance
§rost Virtual appliances that you can deploy:
s Selact Hame Revision Trunk Revision Operating Sys
O %ren-'.-a-lﬂ-ll-ll. | ren-va-10-12-11 1.1 Linuzx
O %CapturedUMDnK‘JM | ren-va-10-12-11 1.2 Linux
o B captus_arx_scs | Captue_AI¥_SCS il IBM AIX &
{:} %.&.IK_LppEDur:e | Al¥ Lppsource 1.1 IBM AIX
| i@ [Fan-e100_mksysb | Captue AIX S5CS 1.2 IEM AIX 6
44 pageaioft FH |1 » Selected: 1 Total: 5

Figure 10-143 Selecting a virtual appliance of the mksysb type
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4. Select a target where you want to deploy this mksysb image as shown in Figure 10-144,

then click Next.

Deploy Virtual Appliance

¥ Welcome

WVirtual
v zppliance

Target

Select the location where you want to deploy the virtual appliance.

= Target

Summary

You can deploy the virtuzal sppliance to create = new virtual server on an existing

@Deplc-,l to a new virtual server on the following:

| Seazrch the table... Se

Select Name % | State £
[ kvMpaal Active
Sewer-?895-42K-SNlDl423q Mot Available
PF-BoweryM-Nodez | Standby

| [ PowervM-Servar-Fool  Active
M4 pagetof1 FPH |1 » Selected: 1  Total: 4 Filtered: 4

Figure 10-144 Selecting a target

5. Enter the workload name as shown in Figure 10-145 and click Next.

Deploy Virtual Appliance

¥ Welcome
irtuzl =ppliznce
virtuzl li

" Target

Workload
< Name

Workload Name

A workload is created as a result of deploying the virtual appliance.

#Specify a unigue name for the workload.

PF-Nodel-Test0z

Figure 10-145 Entering the workload name
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6. Figure 10-146 shows the networking mapping. Click Next.

Deploy Virtual Appliance

Network Mapping

v Welcome
¥ Wirtusl sppliance Select a virtual network for each network defined for the appliance.
v Targst
The following networks will be assigned for this virtual server.

v Worklosd Name
> Network Deploying to host: PF-PowerVM-Nodel

Meripmng Network Mapping

Product

Network Name

Discoverad-1-0

M4 page1of1 FH |1 » Total: 1 Filtered: 1

Figure 10-146 Network Mapping window

7. Enter the IP address and the Domain Name System (DNS) information as shown in
Figure 10-147.

Product

Specify the product settings you want to use when you deploy the virtual appliance.

System Level Networking

Short hest name for the system. PF-Nodel-Test0Z2
DNS domain name for the system. rtp.stglabs.ibm.com
IP zddresses of DNS servers for system. 5.42,242.28
Default IPvd gateway. 9.27.16.1

Network adapter configuration for Network adapter 1 on Discoverad-1-0

Internet Protocol Version 4

Static IP address for the network adapter "Network adapter 1 on Discovered-1-0". 9.27.16.128
Static network mask for network adapter "Network adapter 1 on Discovered-1-0". 255.235.252.0
Deploymeant usa

The adapter order for network adapter "Network =d=pter 1 on Discoverad-1-0".

Captured from virtual server AIX-SCS connected to Discovered-1-0 on host PF-PowerVM-Nodel

NIM-specific settings

NIM-specific settings

NIM Rescurce or Rescurce Group

Figure 10-147 IP address configuration window

8. Click Finish, then click OK in the Launch Job window.
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Figure 10-148 shows the newly deployed virtual machine that was deployed through the
mksysb virtual appliance.

Resource Explorer

PF-PowerVM-Nodel (Computer System)

Select Name

¥ | Access e
O | & swioibsse viosi | Mok
O & pr-nodei-nim | @ox

O | & PF-nodet-Testoz | | [ [els

Figure 10-148 Newly deployed virtual server

10.3.3 Deploying a virtual machine by using Storage Copy Services (SCS)

To deploy a virtual machine by using the Storage Copy Services (SCS) method, perform
these steps:

1. Click Deploy virtual appliance as shown in Figure 10-149.

-

VMControl Enterprise Edition

Use system poocls and virtual appliances to manage your data center more efficiently. Deploy virtual appliances and man
@LEBFH more...

Rescurces Active Status|a|&|l Jobs & |ﬂ |
4 Virtual appliances TR _ I e - -
1 W ! 5
LWaEkIGSES Compliance | - | - | - Completed | 10 | 44
2 Server system pools T

chedule S 1 &

1 Storage system pools

1 Network system pools

Basics Woaorkloads Systemn Poocls Virtual Servers/Hosts
‘ What to deploy: Where to deploy:
4 Virtual appliances 8 Existing virtual servers Common tasks

2 Hosts and 2 server system pools
’ ! g Deploy virtual appliancs

What to capture: Where to stere: Capture
1 Workloads

2 Image repositories
& Virtual servers and operating systems

Import
View active and scheduled jobs

View virtuzl appliance versions

Create image repository

Figure 10-149 Deploying the virtual appliance task
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2. Figure 10-150 shows the Welcome window. Click Next.

Deploy Virtual Appliance

, Welcome
= Welcome
Wil e Welcome to the Deploy Virtuzal Appliance wizard.
Target
S Use this wizard te deploy a virtual appliance.

@Learn more about deploying virtual appliances

You are guided through the following tasks:

* Selecting = virtual appliance to deploy
* Specifying a target for the =elected virtual appliznce
* (Optionzal) Customizing settings on the virtual appliance before deploying

Show this Welcome page next time.

Figure 10-150 Welcome window

3. Select a virtual appliance as shown in Figure 10-151. Captue_AIX_SCS is an image that
is created by the V7000 FlashCopy feature. Click Next.

Virtual appliance

Select the virtual sppliance that you want to deploy.

Virtual appliances that you can deploy:

Select Name Revision Trunk Reavision Cperating System Repository
O %AIH_Lppsour:e | Al¥_Lppsource 1.1 IBM AIX pureflexrbl3.rtp.stglabs.ibm.com
O %ren-va-LD-lle | ren-va-10-12-11 i.1 Limux KVMimagesrepe
O %Captured‘-ﬁMcnK'-;"M ren-va-10-12-11 1.2 Linux ViMimagesrepo

| @ %Capiue_AIX;SCS | Captue_AIX SCS 1.8 IEM AIX & PowerVM-Repository

M4 paget1ofl FH |1 » Selected: 1 Total: 4

Figure 10-151 Selecting a virtual appliance

482 Implementing Systems Management of IBM PureFlex System



4. Select a target as shown in Figure 10-152, then click Next.

Target

Select the location where you want to deploy the virtusl appliance.

¥ou can deploy the virtual appliance to create a new virtual server on an existing host system or system pool. Or, you can deploy the virtual a

@ Deploy to & new virtual server an the following:

Select Nzme % | State $ | IP Addresses % | Installed OS Name
O EE K¥Mpool Active
O Server-7855-42%-SN101423E Started 159.254.3.196, fd55:faafielab:
O PF-PowerVM-NodeZ Standby 9.27.21.46, feB0:0:0:0:5ef3:fcf

| (@ [ Powervm-server-pool Active

M4 pagaiofi PM |1 - Selected: 1 Total: 4 Filkered: 4

ODep|D',' to an existing virtual server:

| Search the tzble...

Select Name & | State % | IP Addresses ¢ | Description
O | g eF-Nodei-NIM | started 0.0.0.0, 9.27.16.131
() Q test | Stopped
O | g snioipsse_vioci i Stopped
O g eF-Nodei-Testoz Stopped 9.27.16.129

Figure 10-152 Select a target

5. Enter the workload name as shown in Figure 10-153, then click Next.

Deploy Virtual Appliance

Workload Name

v Welcome

vy~ Virtuzl appliance A workload is created as a result of deploying the virtual appliance.
v Target |

Warkload #Spacify a unigue name for the workload.
- MName PF-Nodel-AIX-5CS

Figure 10-153 Enter the workload name
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6. Figure 10-154 shows the networking mapping. Click Next.

Network Mapping

Select a virtuzal network for each network defined for the sppliance.

The following netwarks will be assigned for this virtual server.
Deploying to host: PF-PowsrVM-Nodel

Netwark Mapping

Actions W | Search the table...

Network Hame ¥
M4 pagaiofi PHM |1 L] Total: 1 Filtered: 1

Description

Captured from virtuzl server PF-Nodel1-]

Figure 10-154 Network Mapping window

7. Enter the IP address information as shown in Figure 10-155 and click Next.

Product

Specify the product settings you want to use when you deploy the virtual appliance.

General System Product Section

Time zone setting for the virtual system
System Level Networking

Short host name for the system.

DMS demain name for the system.

IF addresses of DNS servers for system.
Defzult IPv4 gateway.

HNetwork adapter configuration for Network adapter 1 on Discovered-1-0

Internet Protocol Version 4

Static IP address for the network adapter "Metwork adapter 1 on Discovered-1-0".
Static network mask for network adapter "MNetwork adapter 1 on Discoverad-1-0".
Internet Protocal Version 6

Static IP address for the network adapter "Metwork adapter 1 on Discovered-1-0".
Static default gatewsy for netwaork adapter "Network adapter 1 on Discoverad-1-0".

Use IPvE stateless address autoconfiguration for network adapter "Network adapter 1 on Discovered-1-0".

AIX-5C5
rtp.stglabs.ibm.com
5.42.242.28

9.27.16.1

9.27.16.130

259.239.252.0

Figure 10-155 IP address configuration window
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8. Figure 10-156 shows the summary. Click Finish.

Deploy Virtual Appliance

Summar
v Welcome v
¥ Virtual appliance You are now ready to deploy the virtual appliance.
/ Target
v Worklead Name Deployment detsils:
/ Network Mapping : g .
Virtual appliance to deploy: Captue AIX SCS
( Product Target server or system pool: PowerVM-Server-Fool
= Summary Workload Name PF-Nodel-AIX-SCS
MNetworks:
MNetwork Name Discovered-1-0
Captured from virtual server PF-Node1-
Description Test02 connected to Discovered-1-0 on
host PF-PowerVM-Nodel
Virtual Networks on Host Discovered-1-0 (VLAN 1, Bridged)

Specify the product settings you want to
use when you deploy the virtual
appliance.

General System Product Section
Click Finish to deploy the virtual appliance.

Figure 10-156 Summary window
9. Figure 10-157 shows the Launch Job window. Click OK.

- LaunchJob

A N
Notificaticn Options
Job name and =schedule
#lob Name:
[?n_a_plo'_,r -.rir!‘:L!al applian_;g to new _v_irtl._la_l server - June 24, 2012 12:27:55 PM EDT
Choose when to run the job.
lS}F{un Mow
OSchedule
| oK | | Cancel | | Help |

Figure 10-157 Launch Job window
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Figure 10-158 shows the job log with the completed task.

General Targets History Logs

Click on job instance in the Name celumn in order to view its logs

Job Instance

| Actionz w ' Search the table...
Select Name Status
6/24/12 at 4:53 PM Complete
M4 page1of1 FH |1 » Selected: 1 Total: 1
Job leg

June 24, 2012 4:54:11 PM EDT-Level:150-MEID:0--MSG: DNZLOP413I The virtual appliance is using disk group DG_06.24.2012-12:

SAN volumes: [Captue_AIX_SCS1].

June 24, 2012 4:54:11 PM EDT-Level: 150-MEID:0--MSG: DNZLOP414I The virtual server is using disk group DG_06.24.2012-16:53:

SAN volumes: [vdisk102].

June 24, 2012 4:54:11 PM EDT-Level: 150-MEID:0--MSG: DNZLOPS0SI Copying disk images

June 24, 2012 4:54:12 PM EDT-Level:150-MEID:0--MSG: DNZLOP406I Configuring & virtual optical
options.

device on virtuzl server AIX-5C5

June 24, 2012 4:54:28 PM EDT-Level:200-MEID:0--MSG: Subtask activation status changed to "Complete”.
June 24, 2012 4:54:28 PM EDT-Level: 1-MEID:0--MS5G: Job activation stztus changed to "Complets".

June 24, 2012 4:54:28 PM EDT-Level:150-MEID:0--MSG: DNZLOP404I Starting virtual server AIX-5CS

June 24, 2012 4:54:29 PM EDT-Level: 150-MEID:0--MSG: Virtual server AIX-5C5 added to workload PF-Naodel
June 24, 2012 4:54:2% PM EDT-Level: 150-MEID:0--MSG: Workload PF-Nodel {-SCS is stopped.

June 24, 2012 4:54:29 PM EDT-Level: 150-MEID:0--MS5G: Workload PF-Nodel-A Z5 is stopped.

June 24, 2012 4:54:2% PM EDT-Level:200-MEID:0--MSG: Subtask activation status changed to "Complete”.
June 24, 2012 4:54:2% PM EDT-Level: 100-MEID:0--MSG: Deploy virtuzl server complete.

-AIX-5CS.

10:353:

23:971

for the

Figure 10-158 Job log: Task completed

10.4 Relocating virtual machines

IBM Flex System Manager VMControl can relocate virtual servers in response to predicted
hardware failures related to processors, memory subsystems, power source, and storage.
You can also choose to relocate virtual servers for planned maintenance or downtime, or to

adjust resources to improve performance.

The following relocation methods are supported in a PowerVM environment:

» Static relocation in virtual farms
» Live relocation in virtual farms
» Live relocation in server system pools

10.4.1 Manual relocation

You can choose to relocate one or more virtual servers from an existing host at any time.

When you relocate virtual servers within server system pools, the relocation target is

automatically identified.

10.4.2 Automatic relocation

VMControl server system pools can predict hardware failure problems and relocate virtual
servers to maintain resilience. However, you might also want to monitor and adjust resources

within your server system pool.
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For example, you might want to monitor the hosts in your server system pool for high
processor utilization. To do so, activate a threshold to monitor high and low values for
processor utilization in your workloads. Then, if the threshold is reached, a message is

displayed in th

e Server system pools dashboard, and in the Problems view.

10.4.3 Relocating virtual servers manually

Figure 10-159

shows the overall architecture for virtual server relocation.

System diagram for virtual server relocation

[Flex System Manager Node}

( EN4093 R
10 Gb NW 10 module
p260 p460
compute compute
node node
[ FC3171 l
S 8 Gb SAN Pass thru )

l

IBM System Storage
SANB8OB switch

l .......... N/W

Fibre Channel
% Storwize V7000

—— Data N/W
—— Fibre Channel

Figure 10-159

System diagram for virtual server relocation
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Figure 10-160 shows the physical compute nodes. The example environment uses p260
(PF-PowerVM-Node1) and p460 (Server-7895-42X) for virtual server relocation.

Managed Chassis > | r2-c2-ch4-mm.rtp.stglabs.ibm.com [Vi

Find: [ Find a Task or Hardware Res

r2-c2-ch4-mm.rtp.stglabs.ibm.com

R Rk =R

Figure 10-160 Chassis front view

This section describes several important steps that you must follow to set up virtual server

relocation (Live Partition Mobility). For more information about Live Partition Mobility, see IBM
PowerVM Live Partition Mobility, SG24-7460, at this website:

http://www.redbooks.ibm.com/abstracts/sg247460.htm1?0pen
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To relocate virtual servers manually, perform these steps:

1. Click Manage Virtual Server to check the VIOS profile settings as shown in
Figure 10-161.

OO

OO0&OO

[

Select

Search

Froblems
M ox
M ox
B o«
M ox
[ ok
M ox
[ ox

Name & | Access & | Compliance £
& ax-scs | oK oK
& eF-todet-nIm | Mo« M o«
& snioipsse vioct | Mo« Mo«
B ETHERNETO-IEM*7895-22X+101 D888 | Mo« M ox
'E SN101D88E_VIOS] Relsted Resouross [ ] < OK
& PF-Nodet-Testnz Topclogy Perspectives » Filine oK
& PF-Nodet-Testo1 Create Group B Mo«
Configure INMM Metwork
Add to »
Automation [
Inventory [ ]
Operstions [
Relzas=z liznagemsent [
Remote Access [
Security [
St crfiguratic Manage Profiles
L — System Status and Health ] g al Serve:
M4 Pageiofl M |1 L4 i aelE et » Sawe Cument Configuration
T, Server to Storage Mapping View
Edit Location...

Resource Explorer

PF-PowerVM-MNodel (Computer System)

| Search the table...

A

Figure 10-161 Launch Virtual Server settings
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2. Select Mover service to perform Live Partition Mobility as shown in Figure 10-162.

Manage Virtual Server

Host: PF-PowerVM-Nodel Name: SN101D28B_VIOS1
Environment: VIOS State: Started - RMC available

General Settings * Overview

Processor

Memory Virtuzl server name: ESN].D].DSSB:VIDEI

Network a5 installed : AlX 6.1 6100-07-04-1216

Storage Adapters IP address: 59.27.16.128

Storage Devices Processors: 1.0

Media Devices Mamory 10.0 GE

Physical IO

¥ General Configuration

Maximum wvirtual adapters:

Maover service:®

Boot
Boot Mode: |r_NELma|
Keylock position: i@_\r
Automatically start with managed system:

Figure 10-162 Check VIOS server setting
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3. When you create a VIOS pair to perform Live Partition Mobility, priorities for Shared
Ethernet Adapters need to be changed as shown in Figure 10-163.

Adapter Id*

Part Virtuzl Ethernet

WSI Type Id

L 1

W5I Manager Id

I

W5I Type Version

[ 1

IEEE Settings
Select thizs option to allow additional virtual LAN ID= for the adapter.

D 1IEEE 802.19 compatible adapter

Mascimum number of VLANS: 20

Additional VLAN IDs:

Adapter Id*

Port Virtual Ethernet

WSI Type Id

L ]

WSI Manager Id

L ]

W5I Type Version

[ 1

IEEE Settings
Select this option to allow additional virtual LAN IDs for the adapter.

D IEEE 802.1q compatible adapter
Maximum number of VLANS: 20

Additional VLAN IDs:

] 1.20.48,..

Shared Ethernet Settings
Select Ethernet bridging te link (bridge) the virtual Ethernet to 2 physical

Use this adapter for Ethernet bridging*

Priority:*

FR— TS

Shared Ethernet Settings
Select Ethernat bridging to link (bridge) the virtual Ethernat to 2 physical network.

Use this adapter for Ethernet bridging*

Priority:*

I—z_ {1orz)

Figure 10-163 Virtual Ethernet Adapter setting

4. Figure 10-164 shows a virtual SCSI configuration. The Live Partition Mobility virtual server
is AIX SCS. The AIX SCS partition has vhost4 as the vscsi in the VIOS environment.

Manage Virtual Server

Host: PF-PowerVM-Hodel Name: SN101D88E_VIOS1 Id
Environment: VIOS State: Started - RMC available G
General Settings ¥ Virtual Storage Adapters
Processor
paeHory Available Virtual Slots: 92
Network
Storage Adapters ‘ Add Remove Properties
Storage Devices Select | Adapter{Id) lip Type o Connacting virtuzl server
Media Devices D vhostz(2) SCSI PF-Nodel-TestO1(4)
Physical 10 | [ vhost4(3] sCsI AIX-SCS(8)
O vhostd(21) scsI SH101D38B_WVIOCL(2)
O vhost1(22) scsI PF-Nodel-NIM(3)
D vhost2(24) SCSI Any

Figure 10-164 Virtual SCSI configuration window
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Figure 10-165 shows disk allocation information in the VIOS environment.

Mznage Virtual Server

Host: PF-PowerVM-Nodel Name: SH101D88E_WVIOS1 Id:
Environment: VIOS State: Started - RMC available E
General Settings w Virtual Disks
Processor
Memory Assign Unassign
Network | Select MName £ Assigned Virtual Server 4
Storage Adapters D Ipdvdl PF-Nodel-Test0L1(4)

Storage Devices

Media Devices

¥ Physical Volumes

‘ Assign Unassign

Physical IO

Select | Mame £} Size(GB] £ Assigned Virtual Server | Storage Pool

l:‘ hdisks 20.0 Any (Virtual Slot 24) UFBAE.CO1.W

| D hdisks 20.0 AI¥-SCS(6) U7BAE.OOL.W
hdisko 275.4 rootwg UFBAE.OO1.W

D hdisk1 20.0 SHN101DE8B_VIOC1(2) [ U7 BAE.OO0L.W

l:‘ hdiskz 200.0 PF-Nodel1-NIM(3) U7 BAE.OOL.W

D hdiskz 20.0 N U7 BAE.OOL.W

l:‘ hdisk4 | 20.0 | - UFBAE.OO1.\W

Figure 10-165 Disk allocation information

5. Shared disk drives on VIO Servers must have the Reserve policy set to no_reserve by
using the chdev command, as shown in Figure 10-166.

£ lspv

HAME BVID VG STATUS
hdisk0O 0001d88be70e39cl rootvg active
hdiskl 0001dB8bEf1cTOETC Hone

hdiskz 0001dEB8b0066EDE Hone

hdisk3 0001dE8b01220754 Hone

hdisk4 none Hone

hdisk5 0001dE88kb0f6e813a Hone

hdisk& 0001dE88kb0f6e813a Hone

£ ghdev -dev hdiské -attr reserve policy=no reserve

hdiské changed

=3

Figure 10-166 Set to no_reserve
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6. From the Resource Explorer, click Migrate as shown in Figure 10-167.

Resource Explorer

PF-PowerVM-HNodel (Computer System)
| Search the table... Search
Selact Name & | Access % | Compliance £ | Problems 2
i ' @m“m Relsted Rescurces 3 | ‘)K | ﬂDK {lﬁt
O @ & eFntodd Topology Pemspedtives » | Mo« Mo« Mo«
El & sn101D|  Crests Groug | I Jsl3 M ok @ ok
[0 4EETHERM  configure MM Network | Mo [ e Mok
O | &swion| addie » | Mo« I Jal’s B ox
O @ & eFnodd Automation » | oK oK oK
O & ernucdd Avsilezility b | oK oK oK
Inventory b |
peratio Restart
Security b Schedule Cperations
System Configuraticn 3 Shutdown
System Status and Health 3 GOttt Wirdomw »
Servios and Support b Mobility
Properties Suspend Cperations
| Validate

Figure 10-167 Launch the relocation of a virtual server

7. Figure 10-168 shows the migration wizard. Go through the wizard, then click Finish after
checking the summary. You can then observe the relocation of the virtual server.

=3 Migration Information
Profile Name
Remote Management Console
Destination
Validation Errors/Warnings

Migration Information

The wvirtual server migration wizard will guide you through the migration o

Mover SR bartitions System name PF-PowerVM-Hode1

VLAN Configuration Migrating virtual server: AIX-SCS

Virtual Storage Adapters Migration type: A

Shared Processor Pools

Wait Timea

Summary Owerride virtual network errors when possible: El

Cwerride virtual storage errors when possible: D

< Back Meaxt = Finish

Figure 10-168 Virtual server relocation wizard
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Figure 10-169 shows AIX-SCS running on the p460 (Server-7895-42X).

Resource Explorer

[ server-7895-42x-5N1050008 {Computer System) |

| Search the tzble... Search

Select Name % | Access £
[0 | & eF-nodea-viosa Mo

Figure 10-169 Checking the status of AIX running on p460
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11

Managing the VMware
environment with IBM Flex
System Manager

This chapter addresses Flex System Manager (FSM) integration with the VMware
environment. It describes common tasks that can be run on your VMware infrastructure by
using FSM. These tasks include creating, editing, and relocating virtual servers, as well as
reconfiguring clusters and working with maintenance mode.

This chapter also addresses how to use FSM to configure simple but powerful automation
plans that can be used to proactively protect your virtual servers from hardware problems. A
common use case scenario of a hardware problem is provided to illustrate the results from the
automaton plan.

This chapter includes the following sections:

11.1, “Environment overview” on page 496

11.2, “Deploying a VM” on page 498

11.3, “Relocating a VM” on page 514

11.4, “Relocating all VMs from a host and saving a relocation plan” on page 519
11.5, “Modifying the Virtual Server resource allocation” on page 523

11.6, “Enabling VMware Distributed Resource Scheduler (DRS)” on page 529
11.7, “Putting a host in maintenance mode” on page 534

11.8, “Topology view” on page 539

11.9, “Automating preventive actions in response to hardware alerts” on page 544
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11.1 Environment overview

496

VMware vCenter Server is the central management component for VMware ESX/ESXi hosts.
vCenter is used in almost all VMware environments, and it is required for you to use VMware
cluster features.

FSM uses its VMControl plug-in to interact with vCenter. FSM does not replace vCenter. In
fact, VMControl uses the robust and virtualization specialized vCenter to run tasks that are
targeted at the VMware vSphere infrastructure components. FSM provides an essential
collection of the most commonly used tasks by a privileged administrator. Using these tasks,
an enterprise administrator with full privileges can manage all platforms in your chassis from
the single FSM interface. In addition, junior administrators with lower privileges can perform
activities directly on vCenter, if needed.

Additionally, integrating FSM with VMware allows you to correlate events and automate tasks
over the physical hardware through your hypervisor, clusters, and virtual servers. It gives you
a full picture of your infrastructure end to end. By using VMware, you can operate your system
from a single pane of glass from both a hardware and software perspective.

The example initial vSphere 5.0 environment used in this chapter is shown in Figure 11-1.

[ Flex System Manager Node j
] IP network 0
S TR .
[ \
| ( 1 [ \ 1 1 \ 1
: [ [ VM network ] g ] [ [ VM network ] Ogd ] :
- o
'3 55 | ¢ 55 |
L2 S E 2 S £ I
[ _fg_y % o >L< % o !
| &| | PF-vCenter01 || PF-Windows! c » < |
L vmo01 vmo01 = o = |
(e o !
1 |
I F-ESXi - i !
! PF-ESXi01 _— kPF ESXi02 )
1 |
+ Cluster 1 T T R
( SAN ()
-— > )
m m m Storwize V7000 | —— Etheret
—— Fibre Channel

Figure 11-1 VMware environment diagram

Two physical X-Architecture compute nodes are used in a PureFlex Chassis to set up a small
vSphere 5 cluster. The cluster has vCenter running in a virtual machine on the first node.
Shared SAN storage is provided by Storwize V7000. A simple VM network and a vMotion
network are configured for the hosts. FSM eth1 has network connectivity to vCenter.
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See Table 11-1 for more information about each component.

Table 11-1 VMware environment components

Component Description

Hosts Two ESXi 5.0 hosts. Compute node PF-ESXi-Node1 runs ESXi with
host name PF-ESXi01. Compute node PF-ESXi-Node2 runs ESXi
with host name PF-ESXi02.

Virtual machines Two VMware virtual machines Version 8: vm001 and vm002. Both
run Microsoft Windows Server 2008 R2 as guest OS. Both are
hosted by PF-ESXi-Node1. vm001 has host name PF-vCenter01
and runs the vCenter Server application. vm002 has host name
PF-Windows1.

vCenter Server One VMware vCenter Server 5.0 is running in a virtual machine
vmO001, which is hosted by PF-ESXO01. It manages both PF-ESXi01
and PF-ESXi02.

Data centers and clusters One data center, Datacenter1, includes one cluster: Clustert.
Cluster1 has two member hosts: PF-ESXi01 and PF-ESXi02.
Cluster1 does not have VMware High Availability (HA) or
Distributed Resource Scheduler (DRS) enabled.

Network Each host has one vSwitch, which has these components:

» One virtual machine port group VM Network

» One vMotion VMkernel port

» One management port

The vMotion network is configured by using a non-routable network.
The two virtual machines, two management ports, and FSM eth1
are in the same network. Each vSwitch has one 10 Gbit uplink.

Storage Each host is connected through an 8-Gbit interface through the SAN
fabric to Storwize V7000. Three 100 GB logical unit numbers
(LUNSs) are zoned and mapped to both hosts. All three LUNs are
formatted with Virtual Machine File System 5 (VMFS5) and are used
to store vm001, vm002, and future virtual machine files.

Tip: Generally, run vCenter Server in a virtual machine. This configuration has the
following benefits:

» Easy live migration between physical hosts

» Easy backup and protection by VMware HA

» Easy to resize its allocated resources

» Reduced costs by eliminating the need for a dedicated physical host

For more information about planning for VMware, see 5.2.4, “Planning for VMware
virtualization” on page 115.

After you set up the environment, discover the vCenter operating system endpoint by using
FSM and request access using the Administrator local user. The Administrator user has full
vCenter privileges. All ESXi hosts are discovered automatically after the vCenter compute
node is accessed by FSM.

For more information about the discovery of OS, see 6.9.3, “Updating compute node
firmware” on page 201.
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11.2 Deploying a VM

To deploy a virtual machine (VM), perform these steps:

1. From the VMControl plug-in main window, select the Virtual Servers/Hosts tab and click
Virtual Servers and hosts under Common tasks, as shown in Figure 11-2.

VMCaontrol

VMControl Enterprise Edition

Use system pools and virtual appliances to manage your data center more efficiently. Deploy virtuzl zppliances and m
to increase resource utilization and sutomation.

(FlLearn maore...

Resources Active Statu5|°|r;il‘||ﬂ| Jobs I._L. a_.
3 Virtual appliances Problems -/ -]a Active = -
1 Werkloads Compliance - - - Completed 10 40
2 Server system pools Schadbled = 1
1 Storage system pools
1 Metwork system poocls
Basics . Workloads | Virtual Appliances System Pools Virtual Servers/Hosts

15 Virtual servers
@ o Critical
;j\_, 0 Warning

Commen tasks

Virtual servers and hosts

= . L Performance Summary
B 7 informaticnal

Bz ok Virtual farms

Create virtual farm
8 Hosts with 15 virtual servers Relocation plans
2 Virtual farms Felocate

Figure 11-2 VMControl main window
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2. The Virtual Servers and Hosts window opens as shown in Figure 11-3.

Virtual Servers and Hosts

Virtual Servers and Hosts (View Members)
Performance Summary | | Search the table... Search

Select Name 5| State & | OS Name £ | OS Type and Version £ | Access £5
| PF-ESXi-Nodel | Started PF-ESXi01 Hypervisor 5.0.0 GK
F & vmoo1 | Started PF-vCanter0l | Windows® Server 2005... [llox
O & vmooz | Started PF-Windowsi | Windows® Server 2002... [llox
I:‘ PF-ESXi-NodeZ2 | Started PF-ESXi02 Hypervisor 5.0.0 GK
.| PF-PowerVM-Nodel | Started GK
F & PF-Nodei-NIM | Started B ox
O g PF-Nedei-viOC2 Started Mo
F & swioipase_vioci Stopped M ox
Ll 4 sninipsse_viosi | Started Mo
F] PF-PowerVM-NodeZ | Standby GK

1
m Al ]
M4 pPagelofl FH |1 L Selected: 0 Total: 10 Filtered: 10
Figure 11-3 Virtual Servers and Hosts window
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3. Select the first ESXi node and click Actions — System Configuration — Create Virtual
Server, as shown in Figure 11-4.

Relsted Resources

Dezzlzct All
5 = ; Topology Perspectives [ Show Filter Row

-

Crasts Group Clgar All Filtars
Virtual Servers and Hosts (Vi Edit Sort
Configure IMM Network
i ) Clear All Sorts
Performance Summary Graphical View
Rename...
Select Name % rsion %4 | Access s
= B_| Vhlware Client
1{] PF-EsXi-tode1 # ok
O & vmoot S » rzo0e... ok
Automation
|| & vmooz > r2008... ok
= Availability [
| PF-ES¥i-Moda2 Mok
~ Inwentory ¥
| BF-BowerVM-Node ] — » oK
| @ PF-Nodel-NI Relzaz= Managemant [ OK
] E EF-Nodel-VI Remote Access [ oK
| & snioipsse Security 4 Mok
Setti
| & snioipsse ik ’ o
= e onfiguratic Badkup and Restore
F PF-PoweryM-Nods K
System Status and Health [ Configuraticn Plans
Service and Sucoort » Configursticn Templates

i Create Virtual Server
Properties

Cumrent Configuration

Virtual Servers and Hosts
s . L Deployment History
Import Groups Edit Host
< I +  Resource View Server to Storage Mapping View
= Map View i i
M4 pageiofi1 kM |1 » P Edit Location...
Relaticnship Vie
bty - Configuration Settings b
Columns...
Export
Select All

Figure 11-4 Create Virtual Server Actions menu for selected ESXi host
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4. Click Next on the Welcome window as shown in Figure 11-5.

Create Virtual Server

Welcome
= Welcome

Welcome to the Create Virtual Server wizard.

MName

Use this wizard to create = virtual server on 'PF-ESXi-Naodel'.

You are guided through the following tasks:
* Naming the virtual server
* Specifying the platform-specific settings

Show this Welcome page next time.

< Back Finish Cancel

Figure 11-5 Create Virtual Server Welcome window
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5. Enter a name for the virtual server that you want to create, as shown in Figure 11-6. In this
example, it is vm003. Click Next.

v Welcome
= Name

Name

Specify a name for the virtual server that you want to create.

#¥Type the name of the virtual server that you want to create

[vmoo3] |

|{BEE|-C|| MNext =

Finish Cancel |

Figure 11-6 Create Virtual Server Name window
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6. Select the operating system that you are planning to install on this virtual server. In this
example, Windows Server 2008 R2 (64 bit) is selected, as shown in Figure 11-7. Click
Next.

Source

v Welcome

Select the source that vill be used as the basis of this new virtual server

¥y Mame
= Source
Summar Planned Operating System:
[ Windovs 2000 Advanced Server 2
-- S5elect Item -- [A
Windows 2000 Advanced Server I

Windows 2000 Server

Windows 2000 Professional

Windows Small Business Server 2003

Windows 7 {32-bit)

Windows 7 [64-bit)

Windows NT

Windows Server 2003 Enterprise Edition (32-bit)
Windows Server 2003 Enterprise Edition (64-bit)
Windows Server 2003
Windows Server 2003
Windows Server 2003 Standard Edition {22-bit]
Windows Server 2002 Standard Edition {&64-bit)
Windows Server 2003 Web Edition
Windows Server 2008 R2 (&64-bit)
Windows Vista (32-bit)
Windows Vista (64-hit)
Windows XP Pro (22-bit)

Windows XP Pro (64-bit) [V

! = Back | | MNext = | Finish Cancel |

Figure 11-7 Create Virtual Server Source window

7. Specify a number of virtual processors to assign to the virtual server. In this case, enter 2
and click Next, as shown in Figure 11-8.

Processor
v Welcome =
o N Specify the number of processors to assign to this virtual server.
s Source
= Processor Number Of Processars:
2 {1-8)
A | {Ba:|-<:|| MNext = |

Figure 11-8 Create Virtual Server Processor window
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8. Enter the amount of memory to assign to this virtual server in MB (see Figure 11-9). In this
case, enter 2048 and click Next.

Memory
v Welcome
s Name Specify the amount of memaory to assign to this virtual server.
v Source
Brocessor .
¥ Memaory Size:! Units:
=] Memory [2048 | [Memory Size (MB) [¥] (256-261,120)

< Ea:k_.j I Mext = _j

Figure 11-9 Create Virtual Server Memory window

9. Select a datastore from the Volume label list box where you want to store the virtual
machine files. All datastores that are visible by the ESXi host that you selected initially are
listed. Make sure that you select a shared datastore to take advantage of cluster features.

10.Specify a virtual disk size in GB. The wizard creates one thick lazy zeroed dependent
virtual disk with the size that you specify. In this example, enter 40 and click Next
(Figure 11-10).

Disks
v Welcome
¢ Nzme Specify the disk settings to use for this virtual server.
v Source
v Processor Select the amount of disk space to assign to this virtual servar,
v  Memory Volume lzbel:
(= Disks shared-VMFS5-02 ]
Size
4 | (1-587 cE
= 1 [ :
| = Back | L Next =

Figure 11-10 Create Virtual Server Disks window

11.Select a virtual machine port group from the Network Label list box. For this example,
select VM Network and click Next (Figure 11-11). The wizard configures the virtual
machine with one virtual network card connected to the port group that you selected.

Network

v Welcome

Select the network lzbel for this virtual server.

¥ Mame
v Source
Network Label:
v Brocessor
VM Meatw [l
\,. My M Metwork
v~ Disks e e
=P Netwaork | < Back | | Mext =

Figure 11-11 Create Virtual Server Network window
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12.Review the Summary window and click Finish (Figure 11-12).

Create Virtual Server

Summary
v Welcome
/ Namie You are now ready to create your virtual server.
v Source
v~ Processor Virtual Server details:
v~ Memory Targets: PF-ESXi-Nodel
v  Disks Mame: vm003
v~ letwork Selected planned cperating system: Windows Server 2008 R2 (64-bit)
g Summary Vaolume label: shared-¥MF53-02
Dizk size: 40 GB
Number Of Processors: 2
Memaory: 2,048 Memory Size (MB)
MNetwork Label: WM Network

Click Finish to create the virtual server

Figure 11-12 Create Virtual Server Summary window
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13.Click OK in the Launch Job window to start the virtual server creation immediately as
shown in Figure 11-13.

Launch Job

Schedule Notification Options

Job name and schedule

#Iob Name:
'C_reatg Vir!:_uE!_l Server - June 19, 2_012_ 11.:59:32_ AM E_DT
Choose when to run the job.

@Run N

{:}Schedule

| 8] 4 || Cancel || Help |

Figure 11-13 Create Virtual Server Launch Job window

14.Click Display Properties in the Create Virtual Server window to see the job status (see
Figure 11-14).

Create Virtual Server

.E ATKCOR1021I
[ |

The following job has been created and started successfully: Create Virtual Server - June 19, 2012
11:59:32 AM EDT

| Display Properties | | Cloze Mess=ge

Figure 11-14 Create Virtual Server job message box
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15.Ensure that the Create Virtual Server job completed successfully (Figure 11-15), and
close the Active and Scheduled Jobs tab.

Active and Scheduled Jobs

Active and Scheduled Jobs (Properties)

Mame: Create Virtual Server - June 19, 2012 11:59:32 AM EDT | Actions ¥

General Targets History Logs
Status: Complete
Progress:
Last Run Status: Complete
Description: Run cnce cn 6/19/12 at 11:59 AM
Next Run:
Last Run: G6/19/12 at 12:00 PM
Task: Create Virtuzl Server
Created By: USERID
Edit

Figure 11-15 Create Virtual Server job details window

16.Return to the Virtual Servers and Hosts window to see the newly created virtual server
vmO0O03. It is in the Stopped state, as shown in Figure 11-16. The virtual machine was
created on the ESXi host PF-ESXi-Node1, which is managed by the vCenter server
PF-vCenter01. Click the Information link on the PF-ESXi-Node1 row to open the list of
events for that ESXi server.

Virtual Servers and Hosts ?7-0
Virtual Servers and Hosts (View Members]
Performance Summary | Eiicnﬁ - | Search the table... Search
Select Name & | State & | OS5 Name £ | OS5 Type and Version % | Access % | Problems =
E PF-ESXi-Node1 Started PF-ESXi01 Hypervisor 5.0.0 oK Information
I:‘ é wmid01 | Started PF-wCenterdl Windows® Server 2Z008... oK Informaticn
O & vmooz Started PF-Windows1 | Windows® Server 2008... oK oK
O | & vmooz Stopped Mo« #ox
i pF-Esxi-No [ -ESXi S [ [
L&l PF-ESXi-Node2 Started PF-ESXi0Z Hypervisor 5.0.0 ok fl ok
O PF-PowerVM-Node1 | started oK oK
[ & pr-nedet-nIm Started Mo« ok
F & pF-nedei-viocz | started oK oK
H sni01 v [ [
E & SN101DE8B VIOCL | Stopped ok ® ok
O & snioipsse vios: | Started oK oK
O PF-PoweryM-Hode2 | standby oK oK

Figure 11-16 Virtual Servers and Hosts window
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17.An informational event about the virtual server creation is displayed as shown in
Figure 11-17. Similar informational events are also displayed under PF-vCenter01
because the virtual server was created on a host that is managed by PF-vCenter01.

View the active problems reported for the targeted systems.

Problems - PF-ESXi-Nodel (Active Status)
Deleta Ignore | Ignored Status... | | | Artionz ¥ | | Search the table... Search

Select Name & | Severity & | System el
I:‘ & virtual server was created. Information PF-ESXi-Model 54

Figure 11-17 Virtual server creation informational event in the Problems window

18.1If you need to delete the informational event, select it and click Actions — Delete, as
shown in Figure 11-18.

View the active problems reported for the targeted systems.

Problems - PF-ESXi-Nodel (Active Status)

| Delste | | Ignore | | Ignored Status... | | Actions W | Search the table... Search
Delete
Select Name v % | System

Ignare
A virtual server was created. rmation PF-ESXi-Nodel
Properties

<

Columns...

Export

Select All
Dzzzlact All
Show Filter Row
Clzar All Filtars
Edit Sort

Clear All Sorts

Figure 11-18 Delete menu item for selected event in the Problems window
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19.For this example, connect to your vCenter server and observe its state (see Figure 11-19).
The vmO0O03 virtual machine was created. The virtual machine creation was started by
Administrator, which is the user that FSM used to discover and authenticate to vCenter.

;f'.-- PF-vCenter1 - v5phere Client

File Edit View Inventory Administraton Plug4ins Help
ﬁ a i@ Home b g8 Inventory [l Hosts and Clusters | |E',j v-J Search Inventory |Q |
mu > o B @GBeR®P
= @ PF-vCenterl
= [f Datacenter1 — ;
=] ﬁ Clusterl i . Summary ' ResourceAllocation | Performance | Tasks & Events | Alarms ' Console ' Permissions rMaps Storage Views |
B pureflexrbi close tab [X]
W purefiexra? What is a Virtual Machine?
{3 vmoo1
3 vmoo2 A virtual machine is a software computer that, like a
{3 [vm003] physical computer, runs an operating system and i T
applications. An operating system installed on a virtual
machine is called a gquest operating system
Because every virtual machine is an isolated computing Cluste
environment. you can use virtual machines as desktop or b
workstation environments, as testing environments, or to
consolidate server applications.
In vCenter Server, virtual machines run on hosts or
clusters. The same host can run many virtual machines.
*\' Datacenter
Center Server
Basic Tasks . i
Recent Tasks Name, Target or Status contains: ~ Clear x
Name | Target | Status | Details | Initiated by | vCenter Server | Requested Start Ti... = | Start Time
¥ Createvirtual machine Datacentert @ Completed Administrator (G PFVCENTEROL  19.6.2012 12:02:31 18.6.2012 12:02
<] — | | B
}E Tasks Q Alarms | N !—Evaluatinn Mode: 55 days remaining !Adrnjnish'atnr 4

Figure 11-19 vSphere Client window that shows the newly created virtual machine
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20.Return to the Virtual Servers and Hosts view to power on the newly created virtual server.
Select vm003, and click Actions — Power On/Off — Power On, as shown in
Figure 11-20.

Related Resouroes ] Deselect All
Topology Perspectives [ ] Show Filter Row

Clear All Fi
Create Group Clesar All Filtess

Virtual Servers and Hosts (View Edit Sort
Configure IMM Network

§ Claar All Sorts
Performance Summary Permanently Delete Virtual Server

Remaove...

RTd

Select Nzme
Renams...

O PF-ESXi-Nodel
% WMware Client

O & vmoot

Add ta »
F & vmooz

Automation ]
L vmOoo3
- g Ausilability b
O PF-ESXi-Node2 ke >
I:‘ PF-PowerVM-Nodel Power On/Off » Powes Ot
F & PF-todet-nI Release Management ]
[F & PF-Hodet-vI SEEin »
D g GN101D8SE System Configuraticn 3

W10t g

System Status and Heslth ¥

O & snioipses_
= Service and Support 3

F PF-PowerVM-Noded %

Properties

Virtual Servers snd Hosts 3

Import Groups

v  Resource View

[il Map View

Relationship View
M4 Page1of 1 kM . L]

Columns. .

Export

Select All

Figure 11-20 Power On menu item for selected virtual server
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21.Click OK to start the Power On job immediately as shown in Figure 11-21.

Launch Job

Schedule MNotification Options
Job name and schedule
#lob Name:
|Power On - Juns 15, 2012 12:27:56 PM EDT |
Choose when to run the job.
@Run Mow
Oﬁchedule
| Ok | | Cancel | | Help |

Figure 11-21 Power On Launch Job window

Chapter 11. Managing the VMware environment with IBM Flex System Manager 511



22.The virtual server State changes to Started in the Virtual Servers and Hosts view, as
shown in Figure 11-22.

. ATKCOR1021
The following job has been created and started successfully: Power On - June 19, 2012 12:27:56 PM EDT

| Display Properties | | Close Message |

Virtual Servers and Hosts (View Members)

| T Tmnp—— | | | Actions v| | [search the table... | | Search
Selact Name % | State £ | OS5 Mame % | OS5 Type and Version %4 | Access % | Proh
El PF-ESXi-Nodel | started BF-ESXiD1 Hyperviser 5.0.0 B o« M«
F & vmoot | Started PF-vCenter01 | Windows® Server 2008... [ ok \:
El & vmooz | Started BF-Windowsl | Windows® Server 2008... [l ok L
& vmooz ok Ml
El PF-ESXi-Node2 | started BF-ESXi02 Hyperviser 5.0.0 " [s'8 T Is
F PF-BowerVM-Nodel | Started Mok M«
El & pF-todet-HIm | Started Mok M-
Fl & PF-Nodet-vioCz | Started ok I Is
El & snioipsee vioct ! Stopped " [s's T Is
F & snioipssB viost | Started " [s]'8 " I
El BF-BoweryM-Node? | Standby @ o« M-
|
|

[il 1l

M4 Pageliofl M |1 L4 Selected: 1 Total: 11 Filtered: 11

Figure 11-22 Virtual Servers and Hosts window that shows the started virtual server
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In Figure 11-23, you can see the powered on virtual machine in vCenter.

PF-vCenter1 - v5phere Client

File Edit View Inventory Administraton Plug4ins Help
=9 | I T T 1
= | Home P g Inventory P Hosts and Clusters | |g®)=| Search Inventory
(€| 1= | v b Ef 5 Y
nip &80 &GB oS P
= @ PF-vCenterl vmo03
E Datacenterl : N :
=] ﬁ Clusterl Getting Started @EMNyluElle Resource Allocation | Performance | Tasks &Events | Alarms ' Console ' Permissions ' Maps | Storage Views
B pfesxidl General Resources
B pfesxidz ; : :
@ —— fuest O.S. Microsoft Windows Server 2008 R2 (64-... Consumed Host CPU: 0 MHz
@ wmoonz2 VM Versian: 8 Consumed Host Memory: 29.00 MB
it} [vmoD3 CH; et Active Guest Memary: 1536.00 MB
' Memary: 2048 MB Refresh Storage Usage
Memery Overhead: 4L77MB Provisioned Storage: 42.05GB
YMware Tools: & Not running (Not installed) Not-shared Storage: 42.05 GB
1P Addresses: Used Storage: 42.05 GB
Storage - | Status | Drive Type |
DNS Mame: @ shared-VMFS52 & Normal Non-530
EVC Mode: N/A B .
Rl w ] EY)
State: i :
Host: pf-esxi0l Network i |5tz
Active Tasks: 8 VMNetwork Standard port group [ |l]
Recent Tasks Name, Target or Status contains: ~ | Clear x
Name | Target | Status | Details | Initiated by | vCenter Server | Requested Start Ti... = | Start Time
|@ Power On virtual mach... G vm003 | & Completed Administrator @ PF-vCenterl 19.6.2012 12:30:52 19.6.2012 12:30
'il T | [ll
[ Tasks @ Marms | _|Evaluation Mode: 55 days remaining |Admini A

Figure 11-23 vSphere Client window that shows a powered on virtual machine

FSM creates a virtual server without any guest OS installed. Normally, this task is performed
by an enterprise administrator who manages the entire chassis by using FSM and has full
privileges to create a virtual server. At this point, a junior administrator with virtual machine
user privileges in vCenter can connect to the Virtual Machine console through a vSphere
client. The junior administrator can then proceed with the guest OS installation.
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11.3 Relocating a VM

To relocate the newly created virtual server to the second host while the virtual server is
running, perform these steps:

1. Select the virtual server that you want to relocate to another host (in this example,
vmO003), and click Actions — Availability — Relocate, as shown in Figure 11-24.

EEl et Pl clzar Al Filters
3 and Ho Topology Perspectives ] Edit Sort
Create Group Clear All Sorts
Virtual Servers and Hosts (View
Configure IMM Network
| Performance Summary | | Remave. .
Renams...
Selact Mame % Ersion %
= B _| WMwars Client
O PF-ESXi-Nodel it
O & vmoox Add to b - 2008.. |
Automation [
Availability [ ] Relocate
& vmooz '
_ Inwantorny [
O PF-ESXi-Hode2 L >
¥ PF-PowerVM-Node1 Rzlzass Mansgement »
F & PF-todet-nI Security »
D Q PE-Node1-VI System Configuration [
D Q T e System Status and Health ]
D ‘Q SN101D8EE Service and Support [
F PF-PoweryM-Noded Properties
Virtual Servers and Hosts [
Import Groups
'  Resource View
Map View
< I Relstionship View
M4 Pagaiofl PH |1 » Columns. .
Export
Szlzct All
Desslect All
Show Filter Row

Figure 11-24 Relocate menu item for selected virtual server
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2. Verify the virtual machine name and click Next, as shown in Figure 11-25.

Source Source
Faemet Select the virtual server you want to relocate.
Relocation Type

Save Plan

Summary

@ Relocste 2 virtual server

Source virtual server:

[vmooz

[l

< Back Maxt = Finish

Figure 11-25 Relocate Welcome window

3. Select the target host for the virtual machine. You can also select “Relocate by CPU

utilization” if you want the virtual server to be moved to the host with the lowest processor
utilization. Select PF-ESXi-Node2, as shown in Figure 11-26.

un:em Target

—3 Target

Relocation Type
Save Plan

Select the target host to which the virtual server will be relocated.

The following hosts can receive the selected virtual server.

Summary Tzrget host:
PF-ESKi-NDdEl M
PF-ESXi-Nodsl
| Relocate by CPU utilization

[ < Back ][ MNext = ] Finis [ Cancel ]

Figure 11-26 Relocate Target window

4. You can save the plan for relocation to run it again or use it later, if needed. Select
Relocate only and click Next as shown in Figure 11-27.

Welcoms

St Save Plan
v Target

Relocation Type
—3 Save Plan

Summary

You can save this plan so that it could be run again or used at a later time. You can also
choose whether you want to relocate now.

Select whether you want to save this as a relocation plan and if you want to relocate now.
You will have the option to schedule the relocation when you dick Finish.

O Relocste 2nd =ave plan

@ Relocste only

o |

Figure 11-27 Relocate Save Plan window
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5. Verify the relocation Summary and click Finish (see Figure 11-28).

Summary

Source

\/Targat
Relocation Type

+" Save Plan

—3 Summary

You are now ready to finish the Create Relocation Plan wizard.

Click Finish to create a relocation plan with the following settings:

Scurce:wmO03
Target:PF-ESXi-NodeZ
Save plan: No

Run now: Yes

Figure 11-28 Relocate Summary window

6. The virtual server Status in the Virtual Servers and Hosts window changes to Relocating
during the relocation from PF-ESXi01 to PF-ESXi02, as shown in Figure 11-29.

Virtual Servers and Hosts

Virtual Servers and Hosts (View Members)
| Performance Summary | | | Acticns ¥ | | Search the table... Search
Select Name = - State £ | OS5 Name £ . OS Type and Version £ | Access & | A
O PF-ESXi-Nodel | Started PF-ESXi01 Hypervisor 5.0.0 oK B
O & vmoo1 | Started PF-vCentsrll | Windovs® Server 2008... [lok B
E & vmooz Started PF-Windows1 | Windovs® Server 2008... [lok ]
45 wmioo3 Relocating DE-( IR
I:‘ PF-ESXi-Node2 | Started PF-ESXi0Z2 Hypervisor 5.0.0 Ok ]
E PF-PoweryM-Nodel Started oK H
F & pF-nodet-nIm Started Mo« ]
O & PF-Nodei-viocz Started Mo« B
O & SN101DE8B VIOCL | Stopped Mo« ]
B & swioipsse vios: Started M o« B
O PF-PoweryM-Node2 Standby ™ [als B
(%] Im |
M4 pPzgeiofl FH |1 » Selected: 1 Total: 11  Filtered: 11

Figure 11-29 Virtual Servers and Hosts window that shows a virtual server in the Relocating state
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FSM triggers a command for vCenter to run a vMotion migration of vm003 from
FP-ESXi01 to FP-ESXi02. The migration completes successfully and vm003 is now
running on FP-ESXi02, as shown in Figure 11-30.

PF-vCenter1 - vSphere Client

File Edit Inventory Administration Plugdins Help
ﬁ |@ Home b g8 Inventory b [f] Hostsand Clusters ] |@J Search Inventory |Q |
ni» &8GR o @
= @ PF-vCenterl vm003
= [fy Datacenterl S
=] ﬁ Clusterl Getting Started QEMyluFly@ Resource Allocation ' Performance ' Tasks & Events ' Alarms ' Console. Permissions.' Maps ' Storage Vie
B pfesxiol General Resources
B pfesxi02 g :
@ i Gue\st O.S' . Microsoft Windows Server 2008 R2 (f4-... Consumed Host CPU: 0 MHz
5 vmaoz VM Versian: 8 Consumed Host Memary: 22.00 MB
@ [vmoo3 e e Active Guest Memary: 0.00 MB
- Memary: 2048 MB Refresh Storage Usage
Memary Overhead: 40.76 MB Provisioned Storage: 42,05 GB
VMware Tools: & Not running (Not installed) Not-shared Storage: 42.05 GB
1P Addresses: Used Storage: 42.05 GB
Storage - | Status | Drive Type
DINS Mame: B sharedVMFS502 & Normal Non-S3D
EVC Mode: N/A r
: £ F—— B
State: Powered On -
Host: pf-esxi02 Network | Type | 5tz
Active Tasks: 8 VM Network Standard port group [
vSphere HA Protection: (2 N/A 51 &l i | 2
! Commands ! | VM Storage Profiles | M
Recent Tasks Name, Target or Status contains: - | Clear X
MName | Target | Status Details | Initiated by vCenter Server h]
@ Migrate virtualmachine @ wmao3 & Completsd | Administrator @ PF-vCenterl M
< I | >
r@ Tasks @ Alarms | !Eva]uation Mode: 55 days remaining |ﬂdminish’ato'r

Figure 11-30 vSphere Client window that shows the migrated virtual machine
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7. Return to the Virtual Servers and Hosts window in FSM. The virtual machine vm003 is
now listed under FP-ESXi02 and it is in the Started state, as shown in Figure 11-31.

Virtual Servers and Hosts (View Members)

Performance Summary | | Search the table... Search

Select Name L | State £ | OS Name £ | OS Type and Version $ | Access % | Problems H
[l PF-E5Xi-MNodel Started PF-ESXi01 Hypervisor 5.0.0 Cl’-’. Infcr:'naticn
[ & vmoo1 | Started BF-vCenter0i | Windows® Server 20028... [Bok [ irformation
F & vmooz Started BF-Windowsl | Windows® Server 20028... [l ok B ox
Fl PF-ESXi-Node2 | started PF-E5Xi02 Hypervisor 5.0.0 GK Ef infermation
] & vmooz | started Mok [ 1rformation
[ PF-PowerVM-Nodel | Started Mok Mo
F & PF-Nodeli-NIM Stopped Mok @ irformation
| & PF-Nodei-viOC2 | started Mok M ox
F & snioiDesB_vioci | Stopped ok B ox
[ 4 sniniDase_vIOSi | Started Mok Wox
F PF-PowerVM-Node2 Standby Mok M ox

<] L | Il‘

M4 Pagetof1 bH |1 » Selected: 0 Total: 11 Filtered: 11

Figure 11-31 Virtual Servers and Hosts window that shows the migrated virtual server
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11.4 Relocating all VMs from a host and saving a relocation

plan

In certain cases, you might need to relocate all virtual servers away from a specific host to

perform service tasks. For this example, move vm003 back to PF-ESXi-Node1. To relocate all
VMs from a host and save a relocation plan, which can be run later or used in an automation
plan, perform these steps:

1. Right-click the host (PF-ESXi-Node1) and select Availability — Relocate Virtual

Servers, as shown in Figure 11-32.

Virtual Servers and Hosts [ 4
Virtual Servers and Hosts {(View Members)
| Performance Summary | | | Actions ¥ ‘ | Search the table... Search
Select Name > | State £ | OS Name £ | OS Type and Version &
PF-ESXi-Node1 Helated Besouroes b R0 1 Hypervisor 5.0.0
I:‘ E w01 Topology Perspectives F enterdi WindowsE Server 2008...
I:‘ <E wmOo02 Creste Croup ndows1 Windows® Server 2008...
F & vmooz Configure IMM Network
D PF-ESXi-Noded Graghical View 02 Hypervisor 5.0.0
F FF-Boweryb-N Renams..
F & PF-Node £ Vhware Client Hei-NIM | AIX 6.1
D J;l SM101D Add to b
D ‘Q SH101D Automation 3
I:‘ PE-PowaryM-N ab Enter Maintenance Mode
Inventory [ Relocate -
Fower On/Cff 3 Remowe from Virtual Farm
Rzlzsss Mansgement [
Remots Acoess [
Security [ 3
Settings ]
[ Systern Configuration 3 |
44 Pageiofi bM [1 Systern Status and Hesalth F Filterad: 10
Service and Support [

roparttiss

Figure 11-32 Relocate Virtual Servers menu item for the selected host
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2. Verify the source host and click Next, as shown in Figure 11-33. If necessary, you can
select “Put host in maintenance mode after all virtual servers are relocated”.

S Source

Target Select the host containing all the virtual servers you want to relocate.
Relocation Type
Save Plan

Summary

@ Relocate all virtuzl servers

Source host:

[PF-ESXi-Node1 Tl

I:‘ Put host in maintenance mode after all virtuzl servers are relocated

Figure 11-33 Relocate Source window

3. You can select a specific target host or choose “Relocate by CPU utilization”. Select
PF-ESXi-Node2 and click Next, as shown in Figure 11-34.

v Source Tarosh
-3 Target Select the target host to which the virtual server will be relocated.

Relocation Type The following hosts can receive the selected virtual server.

SENED Target host:

[ PF-ESNi-Nodez [»]

Summary

e e

Figure 11-34 Relocate Target window
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4. Select Relocate and save plan and provide a descriptive relocation plan name, as shown
in Figure 11-35.

ource Save Plan
v Target
Relocation Type
-3 Save Plan

You can save this plan so that it could be run again or used at a later time. You can also
choose whether you want to relocate now.

Summary

Select whether you want to save this as a relocation plan and if you want to relocate now.
vill have the option to schedule the relocation when you dick Finish.

@ Relocste 2nd =ave plan

O Reloczste only

#+ Relocation plan name:

IRelm:ate all WMs from PF-ESXi01 to PF-ESXi0Z]

Description:

|
[LcBack |[next=] -

Figure 11-35 Relocate Save Plan window

i

5. Review the Summary window and click Finish, see Figure 11-36.

5
+" Source i

v Ta rget

You are now ready to finish the Create Relocation Plan wizard.
Relocation Type Click Finish to create a relocation plan with the following settings:
+" SavePlan

= ‘Relocztion plan name:Relocate all Wis from PF-ESXi01 to PF-ESXIi0Z
-3 Summary

Source:PF-ESXi-Nodel
Target:PF-ESXi-NodeZ
Save plan: Yes

Run now: Yes

Put host in maintenance maode after zll virtual servers are relocated: No

Figure 11-36 Relocate Summary window
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6. Click OK to start the relocation job immediately and observe the Virtual Servers and Hosts
window to ensure that all virtual machines from PF-ESXiO1 relocate to PF-ESXi02, as

shown in Figure 11-37.

Virtual Servers and Hosts e

Virtual Servers and Hosts (View Members)

Performance Summary | | Search the table... Search

Select Name 5| State & | OS Name £ | OS5 Type and Version £ | Access % | Problems i
F] PF-ESXi-Nodel | Started PF-ESXi01 Hypervisor 5.0.0 GF’. ﬂlnfcrmaticn
F] PF-ESXi-NeodeZz | Started PF-ESXi02Z Hypervisor 5.0.0 Ok @ Information
F E wmOoo1 | Started PF-vCenterdl | Windows® Server 2008... CI‘-’ I'u"cr'naticn
=] g wmio02 | Started PF-Windows1 Windows® Server Z2008... GF’. InFcr-‘natic"u
F & vmooz | Started Mo Bl information
F PF-PowerVM-Nodel | Started Mo Mok
F & PF-Nodei-NIM | Started PF-Nodel-NIM | AIX 6.1 B ox B ok
F & swioipase_vioci | Started Mok [ [ols
F 4 swioipase_viosi | Started P ox Mok
F PF-PowerVM-Node2 | Standby Mo B ok

(& I S —

M4 page1ofi FH |1 » Selected: 0 Total: 10 Filtered: 10

Figure 11-37 Virtual Servers and Hosts window

7. In the IBM Flex System Manager web interface navigation area, expand Availability and
click Relocation Plans for Farms, as shown in Figure 11-38. In this window, you can

view, run, and manage all relocation plans for farms.

J Relacation ... %

[ —%

Relocation Plans (View Members)
Creats Delats Edit | | Search the table... Search
Select Name % | Plan type % | Source % | Destination
F E, Relocate all VM= from PF-ESKi0L to PF-ESXi02 | All PF-ESXi-Nodel PF-ESXi-NodeZz

Relocation Plans for Farms

Ded

¥

Figure 11-38 Relocation Plans for Farms window
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11.5 Modifying the Virtual Server resource allocation

Changing the resource allocation for a virtual server is another task that is often the
responsibility of a full administrator. To modify the memory allocation of a virtual server,

perform these steps:

1. Right-click the virtual server vm002 and select Power On/Off — Shut down and power

off, as shown in Figure 11-39. This process starts a graceful OS shutdown before

powering off the virtual server.

Important: Ensure that you always have an up-to-date version of VMware tools
installed in the guest OS of your VMware virtual machines. Graceful OS shutdown is

just one of the many features that make VMware tools extremely useful.

Virtual Servers and Hosts h. N i
virtual Servers and Hosts (View Members)
| Performance Summary | | | Actions ™ | | Search the table... Search
Select Mame % | State & | OS Name % | OS5 Type and Version %
I:‘ PF-ESXi-Nodel Started PF-ESXi01 Hypervisor 5.0.0
I:‘ gg vmioo1 Started BF-vCenterll WindowsE Server 2008...
@ vmiooZ Helated Resouross p [Vindews1 Windows® Server 2008...
D BF-ESXi-Nod Topeclogy Pemspectives } Fsxinz Hypervisor 5.0.0
F & vmoo3
D PF-PoweriM Configure IMM Metwork
F PF-No Rename... lode1-NIM | AIX 6.1
Fl & snio1 B ] VMware Client
D j SM1 Add to 3
F] ﬂ PF-PowervM Automation ]
Availability ]
Inventory b
Rzlzase LMznagement b Restart Now
Remate Acoess » down and power ofl
Security 3 Suspend
|<] System Configuration b
44 Page1ofl FH |1 System Status and Heslth 3 Filtered: 10
Service snd Support b
Properties

Figure 11-39 Shut down and power off menu item in the Virtual Servers and Hosts window
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2. Click OK in the Launch Job window to run the job immediately as shown in Figure 11-40.

Launch Job

Schedule MNotification Options
Job name and schedule
#lob Name:
|Shut down and power off
Choose when to run the job.
@Run Mow
Oﬁchedule
| Ok | | Cancel | | Help |

Figure 11-40 Shut down and power off Launch Job window
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3. Check the state in vCenter, as shown in Figure 11-41. The “Initiate guest OS shutdown”
task that was triggered by Administrator completed successfully, and the virtual machine
vmo0O02 is in the Powered Off state.

;:'.-' PF-vCenter1 - vSphere Client

File Edit View Inventory Administration Plug-ns Help
- gl
ﬁ ‘ éﬁ Home P gf Inventory D @ Hosts and Clusters lﬁ@:..i Search Inventory | Q |
nm 686 RerRoR
= @ PF-vCenterl
= Datacenterl : : ____
= @ Clusterl Getting Started EEMUE AN Resource Allocation | Performance | Tasks & Events | Alarms:! Console [ Permissi
B pfesxiol o
E pf-esxi02 General Resources
Eﬁ E VH’IUU; Gl.uest O.S: Microsoft Windows Server 2008 R2 (64-... Corsumed Hast CPU:
G [vm002 VM Yersion: 8 Consumed Host Memory:
@ YOS CPU: 2vepd Active Guest Memory: =
Memaory: o144 MB Refresh Storz,
Memory Overhead: 258,24 MB Provisioned Storage: 4
VMuware Tools: & Not running (Current) Not-shared Storage:
P Addresses: Used Storage:
Storage ~ | Status Drive Type
DNS Mame: @ datastorel emdl & Normal Nen-550
EVC Mode: M/A H shared-vMFSS01 & Normal  Non-53D
State: Powered Off :(J n |
Host: pf-eswi0i
Active Tasks: Network [ Type
vSphere HA Protection: (& Nja &1 & VMNetwork Standard port group M
<] = [ B
Recent Tasks MName, Targst or Status contains: = | Clear X
Name | Target | Status Details | Tnitiated by | wCenter Server w
@ Initiate guest 05 shutd own @ vmag2 & Compleed | Administrator @ PF-wCenterl M
] | B
|E Tasks @ Alarms | |Evaluation Mode: 55 days remaining  |Administrator 4

Figure 11-41 vSphere Client window that shows the Powered Off virtual machine
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4. Return to the Virtual Servers and Hosts window, right-click the powered-off vm002, and
select System Configuration — Edit Virtual Server, as shown in Figure 11-42.

Virtual Servers and Hosts (View Members)
| Performance Summary | | | Acticns ™ | | Search the table... Search
Select Name & | State #%& | OS5 Name % | OS5 Type and Version % | Access e

I:‘ PF-ESXi-Nodel | Started PF-ESXi01 Hypervisor 5.0.0 OK
F & vmoo1 | Started PF-vCentsr01 | Windovs® Server 2008... [lok
é wmioodg Related F{Eé:}-urcEé » 51 W|l‘ldD'UI5@‘ Server 2008... Ok
I:‘ PF-ESXi-Nod Topolegy Pespedives [ ] Hypervisor 5.0.0 GK
I:‘ E wmO03 Create Group CK
F PF-PoweriVM Caonfigure IMM Network oK
O é PF-No Farmanently Delete Virtusl Server NIM | AIX 6.1 oK
[l & sm101 HETEE Mo«
I:‘ E SMN101 % Whilware Client oK
|l PF-PoweryM Add to 3 oK

Automation [

Avsilsbility [

Inventary [

Powes On/Off [ ]

Releszs Mansgement ]
) Remote Acoesss [

] Szcurity b |

System Status and Health [ Server to Storage Mapping View

Service and Support [ Edit Location...

Properties

Figure 11-42 Edit Virtual Server menu item in the Virtual Servers and Hosts window

5. The Edit Virtual Server window opens. Click the Memory tab, as shown in Figure 11-43.

Edit Virtual Server -0

Virtuzl server: vm0O02

J> General Processor | Memory |

Disks

I:‘ Restrict thiz virtual server from moving from its current host

Figure 11-43 Edit Virtual Server window
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6. Observe the current memory that is assigned to the virtual server, as shown in
Figure 11-44.

Edit Virtuzl Server -0

Virtual server: vm002

General Processor Memaory 1 Disks

Specify the memory sizes in 4 MB increments.

Assigned: Units:

6144 Memary Size (ME) [%] (258-281,120)

|

Figure 11-44 Memory tab of the Edit Virtual Server window

7. Change the assigned memory value from 6144 to 8192 to increase the virtual server
memory to 8 GB (see Figure 11-45). Click OK to apply the new configuration.

Edit Virtual Server -0

Virtual server: vm0O02

General PrccestrJ Memory ] Disks

Specify the memaory sizes in 4 MB increments.

Azzigned: Units:

[3132] Memory Size (MB) [¥] (256-251.120)

| =

Figure 11-45 Updated memory value in the Edit Virtual Server window
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8. Right-click vm002 and power it on by selecting Power On/Off — Power On. See
Figure 11-46.

Virtuzl Servers and Hosts (View Members)
Performance Summary | | Search the table... Search
Select Name % | State & | OS Name £ | OS5 Type and Version £
F PF-ESXi-Nodel | Started PF-ESXi01 Hypervisor 5.0.0
F E vmoo1 | Started PF-vCenterdl | Windows® Server 2008...
2 R y EL  Windove® Server 2002...
I:‘ PF-ESXi-Mad Topology Pespectives [ Hypervisor 5.0.0
F & vmoog Create Group
L PF-PoweryM Canfigurs IMI Netwark
I:‘ g PF-MNo Farmanantly Delete Virtual Server HIM | AIX 6.1
D ‘E SHi01 Rename...
D ‘E SHiO1 E VMware Client
F PF-PowervM Add to b
Automation [
Avsilaoility ]
Inventory ]
Security ]
System Configurstion [
[i] System Status and Health [
H4 pPage1ofl kM 1 et St b =d: 10
Properties

Figure 11-46 Power On menu item in the Virtual Servers and Hosts window
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9. The virtual server is now running with 8 GB of allocated memory. Observe the tasks that
FSM sent to vCenter on Figure 11-47.

"' PF-vCenter1 - vSphere Client

File Edit View Inventory Administration Plug-ns Help
E | @ Home b g Inventory P Hosts and Clusters &l Search Inventory Q
nir &0 GRSk
-venterl vm002
Datacenterl e L S S
- E% Clusterl | Getting Started | Resource Allocation | Performance | Tasks &Events | Alarms & | Permissions | (]
B pfesxol )
D pf-esxi02 General Resources |
ﬂg vmoo1 Guest O.S: Microsoft Windows Server 2008 R2 {64-... Consumed Host CPU:
B Vmgﬂz WM Version: 8 Consumed Host Memary: i
@ vmoo3 cPU: 2 vCPlU Active Guest Memary: 3
Memory: 8192 MB S
Memary Overhead: 87.33MB Provisianed Storage:
YMware Tools: @& Running (Current) Mot-shared Starage: =
IP Addresses: 9.27.16.57 Used Storage:
Storage - | Status Driv
DNS Mame: pureflexrb15 i datastorelesdl & MNormal Nar
EVC Mode: YA E_;g shared-VMFS5-01 @& Norma Nor
State: Powerad On %] I
Host: pf-esxill i
Active Tasks: Network Type
vSphere HA Protection: (@ Nja & 8 VMNetwork Standard port group ol
s "" | B
Recent Tasks Name, Target or Status contains: - g X
Name Target Status Details Initiated by vCenter Server
¥ Power Onvirtual machine & vmooz @ Completed Administrator [ PF-vCenterl
@ Reconfigure cluster Eﬁ Clusterl @ Completsd Administrator @ PF-wCenterl
@ Reconfigure virtual machine & vmooz & Completed Administrator [ PF-vCenterl
@ Initiate guest 05 shutdown ﬁ!} vm002 @ Completed Administrator @ PF-vCenterl
S, _ ' (2]
E Tasks @ Alarms |Evaluation Mode: 55 days remaining |Administrater 4

Figure 11-47 vSphere Client window that shows tasks for edited virtual machine

11.6 Enabling VMware Distributed Resource Scheduler (DRS)

VMware Distributed Resource Scheduler (DRS) is a cluster feature that can perform dynamic
load balancing of compute resources (processor and memory) across physical hosts that are
members of the cluster. When configured in Fully Automated mode, DRS uses VMware
vMotion to run live migration of virtual machines (VMs) whenever needed. DRS continuously
monitors the processor and memory resource usage for all cluster physical hosts and their
VMs. DRS evaluates these metrics and ensures an optimal VM placement to achieve a
relatively even load on all cluster physical hosts.

Explanation: For most vSphere environments, configure DRS in Fully Automated mode.
To use DRS for load balancing, you must have a vMotion network that is configured in your
cluster, and your virtual machines must meet vMotion requirements. Ensure that you have
the correct vSphere license to use DRS. For more information about DRS, see the
vSphere Resource Management Guide at this website:

http://pubs.vmware.com/vsphere-50/topic/com.vmware.IChase/PDF/vsphere-esxi-vcen
ter-server-501-resource-management-guide.pdf
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To enable DRS in Fully Automated mode for Cluster1 in the example environment, perform

these steps:

1. In the IBM Flex System Manager web interface navigation area, expand Inventory and
Views and click Platform Managers and Members, as shown in Figure 11-48. Observe
the vCenter server and all discovered data center and cluster objects listed under it.

|| Platiorm M. :-N [4][--- Select Action --- [»]
Blatform Managers and Members h N TEE
Plztfarm Manzgers and Members (View Members)
| Actions ¥ | | Search the tzble... Search
Select Name % | OS Name % | Access % | Problems % | Compliance 3 | Type & i
|:| Q vmOoo1 PF-vCenter01 oK ﬂ Infarmation D Ok Virtusl Server Virtu
L fE Cluster1 @th applica... In"cr-natic* DK Farm Farm
|:| fE Datacentsrl El'lct applica... Information GK Farm Farm

M4 Ppage1ofi1 FH |1 L J Selected: 0 Total: 3 Filtered: 2

Figure 11-48 Platform Managers and Members window

Clarification: A Platform Manager manages one or more host systems and their
associated virtual servers and operating systems. VMware vCenter Server is a Platform

Manager.
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2. Right-click Cluster1 and select Availability — Edit Virtual Farm, as shown in
Figure 11-49.

Platform Managers and Members (View Members)

| [search the table... Search

Select Names % | OS5 Name % | Access % | Problems =
|:| é vmO0o1 PF-vCenterll DK InFcr-‘naticn
. ]:Edusﬁrl Related Beoo noes » fiot applica... Informaticn
I:‘ E'E Datacen Topology Perspedives p pot applica... Information

Creste Group

Permansntly Delsts

Remave...

E Whlware Client

Add to »

ab Add Host
Systemn Configuraticn ] d al Fa
System Status and Heslth b
Fropertiss

Figure 11-49 Edit Virtual Farm menu item in the Platform Managers and Members window

3. Click Next in the Welcome window, as shown in Figure 11-50.

Edit Virtual Farm - Cluster1

-3 Welcome

Naie Welcome

Welcome to the Edit Virtual Farm wizard.

pabilities Details

This wizard helps you edit a virtual farm. A virtual farm lets you group
hosts and enable specialized capabilities to the virtual servers running
on the hosts. For example, you can edit the high availability., workload
management, live and static relocation capabilities.

The virtual farm will use those capabilities to enhance availability and
reduce downtime on the virtual servers that run your work and
applications.

You are guided through the following tasks:

# Confirming the name of the virtual farm

# Changing the capabilities applicable to the virtual farm

# Changing the hosts that belong to the virtual farm
L

Customizing any policy settings for the selected capabilities

Figure 11-50 Edit Virtual Farm Welcome window
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4. Verify the cluster name and click Next, as shown in Figure 11-51.

Edit Virtual Farm - Cluster1 -0

v Welcame

—3 Name

Name

apabilities Details The name of the virtual farm you want to edit.

#lzme:

Ii:l-_-ster:

lLsBack | [next= || Fois-

Figure 11-51 Edit Virtual Farm Name window

5. Select VMware Distributed Resource Scheduler (DRS) and leave VMotion rate as
Normal, as shown in Figure 11-52. Click Next.

Vv Welkomes
L Capabilities Details
v Name

Select the software that provides the high availability and workload
management capabilities in your environmant.

Edit the properties of the software that provides the high availability
and workload management capabilities in your environment.

IEM Avazilability Manager
Summary WhMware HA =nd DRS

VirtualCenter system:

Data center to contzin this cluster:

Datacer —_|

Optional path:
WMotion rate:

Normal

1 vitvare High Availability (HA)

| WiMware Distributed Resource Scheduler (DRSjl

[ {Back][ Mext = ] Finish _
Figure 11-52 Edit Virtual Farm Capabilities Details window
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6. Review the Summary window and click Finish, as shown in Figure 11-53.

Edit Virtual Farm - Clusterl

+ Welcome S
" Name

You are now ready to change the virtual farm.

+" Capabilities Datails Virtual farm details:
Edit Virtuzl Farm

WMware High Avzilability not selected
WMware Distributed Resource Scheduler selected

=3 Summary VMotion rate:
Mormzl

MNote: Changing the virtual farm might take several minutes.

Click Finish to change the virtual farm.

Figure 11-53 Edit Virtual Farm Summary window

FSM sends a command to vCenter to enable DRS on Cluster1 with a normal migration
threshold and in Fully Automated mode. The status of vCenter is shown in Figure 11-54.

| PF-vCenter1 - vSphere Client

File Edit View Inventory Administration Plug-ins Help
|@ Home p gf Inventory P ﬁ Hosts and Clusters | f | Search Inventory |Q|
EF & & %
= @ PF-vCenterl Cluster1
= Datacenterl _ s N o
= ﬁ usterd | Getting Started: @=L ELTR Virtual Machines ' Hosts.' DRS ' ResourceAllocation ' Performance | Tasks & Events ' Alarms ' Permissions
B pfesxiot
@ pf-esxil2 General vSphere DRS
s vm001 ] ; o - ]
4 vSphere DRS: on Migration Automation Level: Fully Automated =
ﬁ vmoo. wSphere HA: Off Power Management Automation Level:  Off
{f vm003 YMware EVC Mode: Disabled DRS Recommendations: 0
DRS Faults: a
Totsl CPU Resources: 46 GHz Migration Threshold: Apply priority 1, priority 2, and
, i priority 3 recommendations.
IDIB: I;"I;mory: ;389;5628 Target host load standard deviation: N/A
Ol aes ' Current host load standard deviation: ~ N/A
Mumber of Hosts: 2 View Resource Distribution Chart
Total Processors: 22 ViewDR5Troubleshooting Guide
Mumber of Datastare Clusters: ] Storage
Total Datastores: Storage resources - | Status | Drive Type | CM
<] (2] 2] TR | @l
Recent Tasks MName, Target or Status contains: - I Clear X
Name | Target | Status | Details | Initiated by | vCenter Server
@ Reconfigure cluster & Clusterl @ Compleed Administrabor @ PF-wCenterl
<] W | (2]
1 Tasks @ Alarms [ |Evaluation Mode: 55 days remaining | Administrator 4

Figure 11-54 vSphere Client window that shows a DRS-enabled cluster
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11.7 Putting a host in maintenance mode

534

You can place a host in maintenance mode to perform service tasks on it. A vSphere host in
maintenance mode cannot have any virtual machines in the powered-on state. If a host
entering maintenance mode has powered on virtual machines and is a member of a fully
automated DRS cluster, DRS automatically migrates all running virtual machines to other
hosts in the cluster. DRS then places the host in maintenance mode.

In the previous section, you enabled DRS in Fully Automated mode for Cluster1. Now, place
PF-ESXi-Node2 in maintenance mode. PF-ESXi-Node2 is running one virtual server: vm003.
To place a VMware host in maintenance mode, perform these steps:

1. Open the Virtual Servers and Hosts window and select PF-ESXi-Node2. Select
Actions — Availability —» Enter Maintenance Mode, as shown in Figure 11-55.

ers and Hosts

Related Resources

Topology Perspactives

Export

Select All
Dezzlact All

Show Filter Row

Edit Sort

Clear All Sorts

b

_,
i
(=]
=]

<
P
[}
[a}
m
n
n

Lk

Create Group
Virtual Servers and Hosts (View
Configure IMM Network
I Performance Summary | | Erachical View
Rename...
Selact Mame =
A B | Whiwers Clisnt
O PF-ESXi-Nodel B Vi :
I:‘ Q vmOo1 Add to b
- Automation
| & vmooz ‘:_’ ,
W PF-ESXi-Node2
: Inventory [
O & vmoo3 Fowar Sn/ff »
D PF-Powery] ocdel Releass Management [
D :,g PF-Model-I Remots Acoes:s [
D :l BE-Node Security [
D J = = Settings [
._ B System Configuration [
| g sni01DasE
System Status and Health [ ]
I:‘ ]j F-PowerVM-Noded
Service and Support [
roparties
Virtus| Servers and Hosts [
Import Groups
< I v Resource View
: : Map View
M4 Pageiofl FH |1 L =
Relaticnship View
Columns...

Figure 11-55 Enter Maintenance Mode menu item in Virtual Servers and Hosts window
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FSM places the ESXi host in maintenance mode by sending a command to vCenter. This
mode is also evident in vCenter (Figure 11-56). The virtual machine vm003 originally was
on PF-ESXi02, but DRS migrated it to PF-ESXi01 before placing PF-ESXi02 in

maintenance mode.

[ 7 PF-vCenter1 - vSphere Client

File Edit View Inventory Administration Plug-ns Help
ﬁ a i@ Home b g Inventory b @ Hosts and Clusters E'ﬂv| Search Inventory |Q,|
AEEEECEE Y
= @ PF-vCenterl vm0o03
= [fy Datacentert S *
@ Clusterl Getting Started EEMulEA Resource Allocation ' Performance ' Tasks & Events ' Alarms..' Console [ Permissions Maps |
f-esxidl G 1 Resources
B pr-esxi02 (maintenance mode) | : 1 ; [
Vo0 f;uest O.S. . Microsoft Windows Server 2008 R2 (64-... Consumed Host CPU:
@ vmi0nz2 VM Version: 8 Consumed Host Memaory:
@ ot et Active Guest Memary: 3
Memaory: 2048 MB Refresh Stor
Memory Overhead: 41.27 MB Provisioned Storage: |
YMware Tools: & Not running (Mot installed) Not-shared Storage:
P Addresses: Used Storage:
Storage - | Status | Drive Typt
DMS Mame: B shared-VMFS502 @& Normal Non-53D
EVC Mode: Mf&
. (% ] i |
State: Powered On
| Host: pfesxi0 | Network | Type
Artive Taske: 8 VMNetwork Standard port group u
PR 4 i i o aaae - atreres - M
a T @
Recent Tasks Name, Target or Status contains: - i _lear X
MName | Target Status | Details | Initiated by | wCenter Server @
@ Migrate virtual machine @ vmia3 @ Completed System @ PF-vwCenterl
@ Enter maintenance mo... E pf-esxi02 @ Completed Administrator @ PF-vCenterl M
g 11l | [l]
S I Mona: hh e i
| @7 Tasks @ Alarms |

|Eva|uah'on Mode: 55 days remaining | Administrator 4

Figure 11-56 vSphere Client window that shows the host in maintenance mode
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2. Return to the Virtual Servers and Hosts window and observe that all virtual servers are
now running on PF-ESXi01 (Figure 11-57).

Virtual Servers and Hosts (A s]

Virtual Servers and Hosts (View Members)

Performance Summary | | Search the table... Search

Select Name 5| State & | OS Name £ | OS5 Type and Version £ | Access % | Problems
F] PF-ESXi-Nodel | Started PF-ESXi01 Hypervisor 5.0.0 [ [=I'3 InFcrmati
F & vmoo1 | Started PF-vCanter0i | Windows® Server 2005... [llok B informati
F & vmooz | Started PF-Windowsi | Windows® Server 2005... [llok Mok
F & vmooz | Started Mo« Mok
I:‘ PF-ESXi-NodeZz | Started PF-ESXi02 Hypervisor 5.0.0 GF’. OI(

F PF-PowerVM-Nodel | Started B eartial =... ok
F & PF-Nodei-NIM | Started B ox Mok
F & swioipase_vioci | Started o B ok
F 4 swioipase_viosi | Started Mo B ok
F] PF-PowerVM-NodeZ | Standby @ Partizl a... OI(

|
|
|
(& m | 2]

M4 page1ofi FH |1 » Selected: 0 Total: 10 Filtered: 10

Figure 11-57 Virtual Servers and Hosts window
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3. Select PF-ESXi-Node2 and click Actions — Availability — Exit Maintenance Mode, as
shown in Figure 11-58.

Virtual Servers and Hosts (View

Relsted Resouroes b

Topology Perspectives »

Create Group

| Performance Summary | |

Select

<]

HA4 pPagei1ofl FH i L

I O

Name

PF-ESXi-Nodel

Configure IMM Network
Graphical View
Rename...

Vhtware Client

& vmoo1
& vmooz
& vmooz
PF-ESXi-Node2
PF-PowervM-Node
& PF-Nade1-nI
& snioipsse_
& snioipsse_

PF-PowerVM-Noded

Add to

Automation

Availability

Inventony

Power OniOff
Hzlzass Manasgemsant
Remots Acosss
Security

Systemn Configuraticn

System Status and Health

Select All

Dazslact All

Show Filter Row
Clzar All Filtars
Edit Sort

Clear All Sorts

Exit Maintenance Mode

Relocate Virtual Servers

Remowe from Virtusl Farm

b . A . . . A Y B

Service and Support

Properties

Virtusl Servers and Haosts »

Import Groups

Resouros View
IMap View

Relationship View

Columns...

Export

Figure 11-58 Exit Maintenance Mode menu item in Virtual Servers and Hosts window

Chapter 11. Managing the VMware environment with IBM Flex System Manager

537



4. Click OK to start the job immediately, as shown in Figure 11-59.

Launch Job
Schedule MNotification Options

Job name and schedule

#lob Name:
Exit Maintenance Mode - June 13, 2012 2:28:43 PM EDT |
Choose when to run the job.

@ Run Mow

O Schedule

| Ok | | Cancel | | Help |

Figure 11-59 Exit Maintenance Mode Launch Job window
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As shown in Figure 11-60, the Exit maintenance mode task that was triggered by FSM
completed successfully.

rr_ PF-vCenter1 - vSphere Client

File Edit View Inventory Administration Plug-ns Help

4 I r ——
| Home: F Inwventory Hosts and Clusters | &8 =| Search Inventory
G 8 (6o g neoy > | s e 2]
4 ? =+
& & 38
= PF-vCenterl pf-esxid2 VMware ESXi, 5.0.0, 623860 | Evaluation (49 days remaining)
I Datacenterl 5 : : — z
= @ Clusterl lelaal Ry el Summary | Virtual Machines | Performance ' Configuration ' Tasks &Events: .rAl_an'ns Permissions ' Maj
E presxiol
@ [presxio2 What is a Host?
@ w001
& vmooz A host is a computer that uses virtualization software, such
f vmoo3 as ESX or ESXi, to run virtual machines. Hosts provide the Virtual M

CPU and memory resources that virtual machines use and
give virfual machines access fo storage and network

connectivity o b |
Basic Tasks
& Deploy from VA Marketplace
4 % :
5t Create a new virtual machine | et
| i =]
< = i
Recent Tasks Name, Target or Status contains: - “les X
Name | Target | Status | Details | Initiated by | wCenter Server b_]
¥ it maintenance mode pf-esxil2 @ Completed Administrator [P PF-vCenterl M
[(_] I} [l]
i-@_alg @ Alarms [ Evaluation Mode: 55 days remaining | Administrator /)

Figure 11-60 vSphere Client window that shows the Exit maintenance mode task

11.8 Topology view

Using the topology view in FSM, you can to view and manage your virtual infrastructure. You
can use the Virtualization Basic Topology perspective to view and manage your vCenter, data
centers, clusters, hosts, virtual servers, operating systems, and physical compute nodes. The
Virtualization Basic Topology interactive map shows you the logical relationships between the
components of your virtual infrastructure. This view can also be useful to troubleshoot a
problem by determining problematic components and their logical connections to the rest of
the infrastructure.
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To enable the topology view, perform these steps:

1.

In the IBM Flex System Manager web interface navigation area, expand Inventory and
Views and click Platform Managers and Members, as shown in Figure 11-61. For this
example, select the vCenter server PF-vCenter01 that is installed in virtual machine

vmO0o01.
Platform Ma... % ;_-" Select Action --- e
Platform Managers and Members (A =]
Elatform Managers and Members (View Members)
| Seazrch the table... Search
Select Name % | OS Name % | Access % | Problems % | Compliance 3 | Type % | Descript
& vmoo1 PF-vCenter01 oK [Fox [Hox Virtual Server  Wirtusl §
il FE Clusteri [ |§|Not applica... DK DK Farm Farm
I:‘ FE Datacentarl | |:|Not applica... GK GK Farm Farm

Figure 11-61 Platform Managers and Members window

2. Click Actions — Topology Perspectives — Virtualization Basic, as shown in
Figure 11-62.

Topology Perspedtives

Creste Group

4

|  Editse |

Basic

=

=T

Configure IMM Network

Renams. .

VhMwars Client

Add to

Automation
Awvailability

Inventory

Fzleass Managemsnt
Remots Acosss
Security

Systemn Configuration

System Status and Health

Virtualization Detail

Storage Arss Metwork

Virtualization Basie Problems & | Compliance

Virtualization Common

[# ok [H ok
.| [Mox [ ox

Service and Support

b A A . . . . A e A

Properties

Platform Managers and Members

Import Groups

Resourcs View

Relationship View

Columns...

Export

Selact All
Das=lact All
Show Filter Row

Clesr All Filters

applica... DK DK

A
'

red: 3

Figure 11-62 Virtualization Basic menu item in Platform Managers and Members window
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3. Click the Cluster1 icon and click the Maximize icon in the Details window, as shown in
Figure 11-63.

Platform Managers and... » vm001 (Virtualizaticn Basic)

| E_ééar:‘h‘i:h‘e map... || Search Im’gi L;_] lﬁl Q Q :cl: | @ % i

PF-vCenter0l

= X R
T _
- S /

':‘ Overview =
T ﬁ?g

Datacenterl

Clusterl

|De¢ails 5 v|
Filter o=

Filter Results

Status Items: Resource Types:

e Fatal [E Farm

e Critical E‘ﬁ Operating System
& Minor Server

& Warning g virtual Server

Information

|3

@ Unknown
oK

R 1o access
[ offline
Partial access -

¥ offline
-

NERNEREREEEEREEE

Depth: | Selected: 1 Rescurces: 11 Relationships: 12 Filtered: 11

Figure 11-63 Virtualization Basic Topology view
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The details for the selected object are displayed, as shown in Figure 11-64.

Clusterl PF-ESXi~

[ j{\?
-

.

Details ANy

FProperties

Name | Walue

Name | EE Cluster1

Status | [ ox

Type | Farm

Description | Farm

Capable {High ,ﬁ_'.-a...| Trus "
rm— [N — (]

Filter Results

Figure 11-64 Details window in the Virtualization Basic Topology view
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4. Click the Hide Palette View icon and Zoom To Fit icon to get a full diagram of the base
components of your virtual infrastructure. Right-click any component to get the Actions

menu that is relevant to the selected component, as shown in Figure 11-65.

Blatform Managers and... > vm001 (Virtualization Basic)

| |search the M&EP... Search IEQ‘I |-E| % = QD Q & :

F |
PF-wCenter0l

2

l._________-_- '\\

__‘-‘.—-__________
nata_cer!:;.h h\ I}' T
w1 /
r

Clusterl PF-ESXi-Node2 FF-ESXiDZ2
.r':
44 J
IE| /
ES

T Related Resources 3

i Topology Perspectives 3

- i /| Configure IMM Network
e Create Group

PE-ESXi01 Graphical View
Rename...

'P'_‘ EVMware Client
="
wmi03 Add to »
Automation 4

Enter Maintenance Mode

Inventory ¥ Relocate Virtual Servers
Bower On/Off ¥ Remaove from Virtual Farm
Relzzze Management 3
Remaots Access 2
3
3
3
3

Security

Settings

System Configuration
System Status =nd Health

hd

Depth: |5 EI T o] SERNEDS SUREE

ps: 12 Filtered: 11

Froperties

Zoom To
Centar

Figure 11-65 Menu items in the Virtualization Basic Topology view

Tip: Click Actions — Layout — Tree to change the default Radial layout if it does not suit

your purposes.
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11.9 Automating preventive actions in response to hardware
alerts

This section addresses how to automate tasks that can prevent service outages. This
example involves configuring automation that is based on hardware alerts. To automate

preventive actions, perform these steps:

1. In the IBM Flex System Manager web interface navigation area, expand Automation and
click Event Automation Plans, as shown in Figure 11-66. Click Create for a new
automation plan.

Ewvent Autom... X --- Select Action --

Event Automation Plans h. WA WA |

Use event automation plans to automate tasks based on received events. An event automation plan includes an event filter, which specifieg
types of events on which to take action, and one or more event actions that are performed in response to received events.

Event Automation Plans

Create... Create Like... Edit... Celete | | Search the tzble... Search

Select Name & | Targets & | Status £ | Time range % | Description
|:| High Win CPU PF-Windows1 Active Monday, 6:00-24:00, Tuesda... Event respq
|:| Hot air Al Systems Active All the time (24=7)
|:| Lag All Events | Al Systems Active All the time (24x7)

Figure 11-66 Event Automation Plans window
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2. Click Next in the Welcome window, as shown in Figure 11-67.

Create Event Automation Plan Wizard

= Welcome

Welcome

Create and edit event automation plans.

Use this wizard to create event automation plans (formerly, event action plans). Use
these plans to designate events within your systems-management environment for
which one or more actions are executed.

Show this Welcome page next time.

< Back Finish Cance

Figure 11-67 Create Event Automation Plan Wizard Welcome window
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3. Enter a name and description for the automation plan, as shown in Figure 11-68.

Name and Description
v Welcome

Type a name and a description for this event automation plan.

Mame and
= Description

#Name:

Enter maintenan
_ o Description:

This Event Automation Plan will place an ESXi host in
maintenance mode whenever a Critical event happens.
e e Entering maintenance mode will automatically evacuate
: all running ¥Ms off the problematic host, as long as the
host is part of a DRS cluster.

= Ba:l-c—l Mext = | Finish | Cancel

Figure 11-68 Create Event Automation Plan Wizard Name and Description window

4.

In the Targets window, select the systems to be affected by the event automation plan. For
this example, select the two ESXi servers, PF-ESXi-Node1 and PF-ESXi-Node2, as
shown in Figure 11-69, and click Add. Click Next to proceed.

v Welcome

Mame and
v Description

= Targets

Targets

Specify target systemis that will be sffected by this event automation plan. In the Avsilable pane, s=lect one or more
systems. Then, click Add to move your selections to the Selected pane. If you want to select specific systems from a
the group to view the group members. Make your selections and then click Add.

Select = valid target then =dd it to the selected list.

T

Show: | Groups [i|
Available: Selected:
Groups > Virtualization Groups > Hosts (View Members) PF-ESXi-Nodel
Add = PF-ESXi-Node2
—
Lctignz ™ | Search the table... Search
< Remove
Selact MName * | Access
PF-ES¥i-Node1 [ ok
PF-ESXi-Node2 [ ok
O PF-PoweryM-Nodel Mo«
O PF-PoweryM-Node2 Mo«

Figure 11-69 Create Event Automation Plan Wizard Targets window
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5. Select Advanced Event Filters from the Events menu. Select Critical Events from the
Event Filters list to process all events that have a Critical severity (Figure 11-70).

Tip: If needed, you can also select the Hardware Predictive Failure Alerts event filter.
For this exercise, filter all Critical events.

v Welcome

Name and
v Description

v Targets
= Events

Events

Specify one or more events from a list of commenly used events. The selected events will trigger this event automatio|
Or, select Advanced Event Filters in the Events list to use an advanced svent filter.

Events:
[Advanced Event Filters []

Use advanced event filters to monitor for specific events that are not included in the commoen event filters or to monite
only one event. For example, instead of monitoring for all fan event types, you can menitor for only the Fan Predictive
Analysis (PFA) event. Also, you can create more sophisticated event filters that are triggered when duplicates of 2n ave
received, when a specific number of instances of an event is received over a range of time, or when a specific event is
received but you want to exclude another event.

Event Filters
| Creata... | | Create Like... | | Edit... | | Delete | | Lrticns T—l | Search the table... Search
L —
Selact Mame % | Description
All Events Processes any events that occur on any system, except for Windows-specific an
Audit Events | Brocesses only those events that are generated as a part of auditing.
Chassis hot air Detect improper circulation of hot airn

Common Agent offline

Processes only those events that are generated by the Common Agent when it

Critical Events

Processes only those events that have a Critical severity

Disk use

Electronic Service an

| Proceszas only those events that are generated when the currently available hg

Processes only those events that are generated by Electronic Service and Supp

Electronic Service Reguests

ollelie] o [elleleolle)

Processes only those events that are associated with detection and reporting o

Figure 11-70 Create Event Automation Plan Wizard Events window

6. Click Create for a new event action, as shown in Figure 11-71.

¥ Welcome

MNzme and
Cescription

Targets

Events

4 S8 X

Event
Actions

Event Actions

Specify one or more acticns that will occur when this event automation plan is triggered.

Event Actions

| Create... Create Like... Edit... Delets | Actions W | Search the table... Search

Select Name % | Type % | History
I:‘ Add to the svent log Add to the event log Not saved
I:‘ Electronic Service Notification Send an =-mail (Internet SMTE) Saved

Figure 11-71 Create Event Automation Plan Wizard Event Actions window
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7. Move to page 2 of the Actions list and select Start a task on a system that generated
the event, as shown in Figure 11-72. Click OK.

Create Action

Select the type of action that you want to create.

| Search the table... | | Search

A

Select Name 2 | Tvpe
O Modify an event and send it Advanced
O Send a Tiveli Enterprise Conscle event Adwvanced
| (3)  sStart a task on = system that generated the event Advanced
O Send an SHNMP trap relizbly to 2 NetView host Advanced

%] | — |

H4 Page2of 2 FH | 2 |¢ Selected: 1 Total: 19 Filtered: 13

| oK | | Cancel | | Help |

Figure 11-72 Create Action window Actions list
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8. Enter an action name and description for the event action and select Enter Maintenance
Mode from the Select a task to run menu, as shown in Figure 11-73. Get familiar with the

broad choice of tasks that you can run as an action. Click OK.

#action name:
Enter maintenance mode

Ciescription:

[Place the host in maintenance mode.

Select a task to run:

|5e|eﬂ_i‘:_asl-c [1]
Select a task ~
8GbSANSwitchProtocolConfigurationTemplate
Boot Sequence Predefined Template
Chzssis Predefined Plan

Start a task on a system that generated the event @Learn more

i_Can:el

™| Checl: Eligibility
Collect Inventory
Collect Performance Data
Disconnect

Electronic Service Agent Send Service Information
Ethernet1GbSwitchProtocolConfigurationTemplate
Ethernet1GbSwitchWLANCenfigurationTemplate
Exit Mzintenance Mode

Force Power Off All Virtual Servers
IPv4AddressPoolConfigurationTemplate
IPveAddressPoolConfigurationTemplate

LED Flash

LED Off

LED On

LinuxServerOnlPvEletworkPlan [

Figure 11-73 Create Action window action properties

9. Select the newly created Enter maintenance mode event action, as shown in

Figure 11-74. Click Next.

Welcome

Name and
Diescription

Targets
Events

Event
Actions

4 AN NN

L e Range

w

Event Actions

Specify one or more actions that will occur whien this event automation plan is triggered.

Event Actions

’—Create... | Create Lil-ce...J Edit... | Delete | | | Arctions T| | Search the table...

Selact Nzme & | Type
I:‘ Add to the event log Add to the event log
I:‘ Electronic Service Notification | Send an e-mail (Internet SMTE)

Enter maintenance mode | Start a task on a system that generated the event

Search

History
Not saved
Saved

Mot saved

Figure 11-74 Create Event Automation Plan Wizard Event Actions window
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10.Click Next in the Time Range window, as shown in Figure 11-75.

+ S AN 8NN

Welcome

MNzme and

Time Range

(Optional) Specify any time-range constraints for this event automation plan.

Cescription
Targets
Events

Event
Actions

Time
Range

Summar

Time rangs: All the time (24x7)
The time range of the current filter { Critical Events) cannot be modified.

Continue to the next page.

Figure 11-75 Create Event Automation Plan Wizard Time Range window

11.Review the Summary window and click Finish to create and apply the event automation
plan, as shown in Figure 11-76.

Create Event Automation Plan Wizard

Welcome

Nzme and
Crescription

Targets
Events

Event
Actions

s S T N S

Time Range

o Summary

Summary

You have specified the following settings for this event automation plan:

MName: Enter mzintenance mode after critical event

Description:

of a DRS cluster.,
Time range: All the time (24=7)
PF-ESXi-Nodel
Targets: i
PF-ESXi-Node2

Event filter: Critical Events

Event

> Enter maintenance mode
actions:

Apply this event automation plan when I click Finish.

This Event Automiation Flan will place an ESXi host in maintenance mode whenay
mzintenance mode will autematically evacuate all running YMs off the problemat

Figure 11-76 Create Event Automation Plan Wizard Summary window

The newly created event automation plan is displayed in the Event Automation Plans
window, as shown in Figure 11-77.

Event Automation Blans

Use event automation plans to automate tasks based on received events. An event automation plan includes an event]
the types of events on which to take action, and one or more event actions that are performed in response to received

Event Automation Plans

l Create... . Create Like... Edit... Delete | | Search the table...
Select Name % | Targets % | Status
| ] Enter maintanance maode after critical event | PF-ESXi-Node2, PF-ESXi-Nodel | Active
P High Win CPU PF-Windows1 Active
L Haot air | All Systems Active
I:‘ Log All Events | Al Systems Active

Search

% | Time rang
All the tim
Monday, 6
All the tim

All the tim

Figure 11-77 Event Automation Plans window
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12.For testing, generate a Critical System error with source PF-ESXi-Node2. The status of
the PF-ESXi-Node2 compute node shows Critical on the Chassis Map, as shown in
Figure 11-78.

BB IB-a-
Figure 11-78 Chassis Map showing PF-ESXi-Node2 with a critical error

@

The generated error is also listed in PF-ESXi-Node2 Event Log, as shown in Figure 11-79.

Select an event filter to display a specific set of events. Select Event Log Preferences to customize how many events to

Event filter:

If.ll Events

Last Updated: Jun 15, 2012 6:10:26 PM EDT

PF-ESXi-MNode2 (Events)
e e
!_Re-'resh ! Delets Create Filter.. |_AE|.?15_ - | Search the table... Search
Select Event Text 4 | Source 3 | Severity $ | Category % | Date and Time
I:‘ Systam error PF-ESXi-Nodea2 @Criti:al Alert Jun 19, 2012 5:08:08 PM

Figure 11-79 Event Log window for selected node
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13.Return to the Virtual Servers and Hosts window and make sure that all virtual servers
were automatically migrated away from the host with the Critical error. See Figure 11-80.

Virtual Servers and Hosts

Virtual Servers and Hosts (View Members)
Performance Summary | | Search the table... Search

Select Name & | State £ | OS5 Name % | OS5 Type and Version £ | Access % | Problems % | Complig
I:‘ PF-ESXi-Nodel | Started PF-ESXi0O1 Hypervisor 5.0.0 r-_ Ok oK oK
O & vmoo1 | Started PF-vCentsr01  Windovs® Server 2008... [lok B information | ok
E & vmooz | Started PF-Windows1 | Windovs® Server 2008... [lok [ information | [l ok
O & vmooz | Started I [elis @ information | ok
I:‘ PF-ESXi-Node2 | Started PF-ESXiD2 Hypervisor 5.0.0 ™ [eI's B Critical oK
O PF-PoweryM-Node1 | Started I [olis Mo« Mok
[ & pF-nedet-nim | Started PF-Nodel-NIM | AIX 6.1 B ok oK oK
O & swioibzse vioct | Started ™ [elis oK oK
O & swioipsse_vios: | Started M ok B ok WMok
O PF-PoweryM-Node2 | Standby i [olis Mok Mok

|

Figure 11-80 Virtual Servers and Hosts window

14.Select PF-ESXi-Node2 and click Actions — System Status and Health — Active
Status, as shown in Figure 11-81.

Relstec Resources b Clzar All Filters
x =nd Topology Pespectives » Edit Sort
Creste Group Clzar All Sorts

Virtual Servers and Hosts (View
Configure IMM Network

| Performance Summary | | Graphical View

Rename... |
Select Name Ersion % | Access % | Problems )

% Vhtware Client =2 £

I

PF-ESXi-Node1
& vmoot 2] er zo0a...| [llox @ 1rformation
Automation N
& vmooz r z00s...| [llok Bl information
Avsilsoility
E wmO03 GK InFcrmaticn
= Inventony -
PF-ESXi-Node2 el 1 [H ok @ critical

BF-PaweryM-Nodel
& oF-nade1-nI
& snioipzge_
& snioipsse_

PF-PowerVM-Noded

Fzlzass Managemsent
Remots Acosss
Security

Settings

System Configuration

Service and Support

v v W Vv v v v v v w

Properties

Virtual Servers and Hosts

Import Groups

HA4 pPagei1ofl FH i »

Resource View
Map View
Relationship View

Performance Summary
Event Log

Hardware Log

Meonitors

Thresheolds

Turn off Chedt Log LED

Columns...

Export

Compliance Policy

Comglisnce lssuss

System |Identification »

Mo«
Mo«
Mo«
Mo«
Mo«

Mok
Mok
Mok
" [s]'s
Mok

Figure 11-81 Selecting Active Status
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15.0bserve the Information events that describe the actions that were performed by the event
automation plan configured earlier. See Figure 11-82. PF-ESXi-Node2 is now in
maintenance mode.

Active Status

View the active status reported for the targeted systems.

PF-ESXi-Mode2 (Active Status)

Deleta Ignore | Ignored Status... | | | LArctigns ™ | | Search the table... Search

Select Name & | Severity % | System
I:‘ Host is in maintenance mode. | InFcrmaticn PF-ESXi-NodeZ2
I:‘ Operation completed successfully. | HInFormation PF-ESXi-Node2
I:‘ System error | gCritital PF-ESXi-Node2

Figure 11-82 Active Status window for selected node

FSM triggered the “Enter maintenance mode” command on vCenter and DRS migrated all
virtual machines away from pf-esxi02 before placing it in maintenance mode, as shown in

Figure 11-83.
(% " PF-vCenter1 - v5phere Client
File Edit View Inventory Administraton Plug-ns Help
ié’} Home b g Inventory b [l Hosts and Clusters (5| Search Inventory |Q |
= R 4
= [ PFvCenterl Clusteri
= [B Datacenter1 N —_ o _
= & Clusterl Getting Gtarted, " Summary IRk Hosts, "DRS | Resource Allacation | Performance | Tasks & Events
pf-esx?iJl - Name, State, Host or Guest 05 contains: - | “lea
B pfesxi02 (maintenance mode)
v Name | State | Status | Host | Provisioned Space| Usec
3 vmon2 g vmooi Powered On & Normal pf-esxill 46.05 GB 17.1¢
(s vmoo3 @ vmooz Powered On & MNormal pf-esxiol 46.05 GB 14.5¢
g wvmoo3 Powered On & MNormal pf-esxi0l 42.05 GB 42.0¢
E3) m | 2]
Recent Tasks Name, Target or Status contains: - | Clear x
Name | Target | Status | Details | Initiated by | vCenter Server
¥ Migratevirtualmachine (i vm003 @ Completed System (5 PF-vCenterl
¥ Migratevitualmachine 1 vm002 & Completed System @ PF-vCenterl
¥ Enter maintenance mo.. [J pf-esxil2 & Completed Administrator @ PF-vCenterl
[il I | [ﬂ
|@ Tasks @ Alarms r |Evaluation Mode: 55 days remaining  |Administrator A

Figure 11-83 vSphere Client window that shows a host in maintenance mode
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16.Return to the Virtual Servers and Hosts window, right-click PF-ESXi-Node2 and select
Availability — Exit Maintenance Mode, as shown in Figure 11-84.

Virtual Servers and Hosts

Virtual Servers and Hosts (View Members)

| Performance Summary | | | Acticns ™ | | Search the table... Search
Select Name & | State & | OS Name % | OS5 Type and Version £
I:‘ PF-ESXi-Nodel | Started PF-ESXiD1 Hypervisor 5.0.0
I:‘ E wmid01 | Starked PF-wCenterdl Windows® Server Z008...
I:‘ E wmioz2 | Starked PF-Windows1 Windows® Server Z008...
O & vmooz | Started
T S —— p oz Hypervisor 5.0.0
I:‘ PF-Powervh-M Topology Perspectives ]
E & pF-nede Crasts Group Hel-NIM | AIX 6.1
O & sH101D Configure IMM Netwark
I:‘ é SN101D Graghical View
. PF-PowervM-H Rename...

E Whware Client

System Configuration

System Status and Health

Add to ]
Automation [
Axailability ¥ Exit Maintenance Mode
Inwentory ] Relocate Virtusl Servers
: Power On/CHf [ Remaove from Virtual Farm
[i] Relzzz= Management o5 [—
H4 pPageliofl FH |1 o b Filterad: 10
Security [ ]
Settings ]
4
»
4

Service and Support

Properties
Figure 11-84 Exiting Maintenance Mode
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12

Managing the Hyper-V
environment with IBM Flex
System Manager

This chapter is focused on managing the Hyper-V-based virtualization environment with IBM
Flex System Manager (FSM). It addresses how to enable Hyper-V to be managed by FSM,
and how to perform typical virtualization management tasks. These tasks include virtual
machine lifecycle management, automation capabilities, and maintenance.

The following topics are covered:

» 12.1, “Initial setup tasks for a Hyper-V node” on page 556
» 12.2, “Managing Hyper-V with IBM Flex System Manager” on page 562
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12.1 Initial setup tasks for a Hyper-V node

IBM Flex System Manager can run basic tasks for the Microsoft Hyper-V hypervisor. You can
start, stop, restart, suspend, create, and delete your virtual servers that run on Microsoft
hypervisors with the same tool that manages other hypervisors in the market.

Before you can manage a Hyper-V virtual environment, you must perform these tasks:

» Prepare your Hyper-V system as addressed in 5.2.5, “Planning for Hyper-V virtualization”
on page 118.

» Download the Windows Common Agent for Remote Installation from the URL:

https://wwwld.software.ibm.com/webapp/iwm/web/preLogin.do?source=dmp&lang=en_US
&S_PKG=dir_63_x86_RDagents

» Import the Common Agent for Windows x64 operating systems as described in “Importing
the Common Agent for Windows” on page 557.

» Discover your system without any agent, grant access to it, and run the Collect Inventory
task before you install the agent with FSM.

» Install a Platform or a Common Agent on your hypervisor to allow your FSM management
appliance to manage your Microsoft hypervisor.

This section describes the following tasks:

v

12.1.1, “Discovering your Hyper-V server’ on page 556

12.1.2, “Importing the Common Agent for Windows” on page 557

12.1.3, “Granting access and collecting inventory on a Hyper-V node” on page 558
12.1.4, “Installing the Common Agent on a Hyper-V host” on page 559

vYyy

12.1.1 Discovering your Hyper-V server

To discover a Hyper-V server, use System Discovery as described in 6.8, “System discovery,
access, and inventory collection” on page 176.

Specify the IP address of your operating system and click Discover Now, as shown in
Figure 12-1. Then, wait until the job is complete.

Use systemn discovery to discover manageable resources now or schedule your discovery to run later. ¥You can discover a resource for a single
discover resources of the same type for a range of IP addresses, or use a discovery profile. Discovery profiles enable you to customize disco
IP addresses, and requesting access to and collecting inventory for the discovered resources.

(@) Learn more about using discover

HELeam IR DO S Advanced Tasks

Select a disco

= Create new profile
[Single IPve Manage discovery profiles

Discovery jobs

IP address:
= 27 |16

Figure 12-1 Discovering a Hyper-V node
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12.1.2 Importing the Common Agent for Windows

To import the Common Agent for Windows, perform these steps:
1. Select Release Management. Then, click Agents as shown in Figure 12-2.

B release Management
Updates
Agents

Figure 12-2 Release Management

2. Select an agent and click Import Agent (Figure 12-3).

Agents

Agent Package Groups » Common Agent Packages (View Members)

I Irstall Ag=rt || |M-D.-_, -l | [smarzh thm tanie
Select | Name & | Description % | Vendor % | Version
[0 ®commontgent 6.2 Windows Software Module IEM 6.3
IBM 6.3 a

N ECcmmcn#_gent 6.3_a xLinux Software Module

Figure 12-3 Importing an agent

3. Specify the path that contains the agent that you want to import and click OK, as shown in

Figure 12-4.

# | Description

Dynamic: Software Module  All installable agent pach

Enter the directory path that contains the agent package that yvou want to import. The directory path mu
be located on the management server. All agent packages located in this directory will be imported.

Folder: Vhems/USERID/Remotedgentinstall

||
| Cancel

Figure 12-4 Path to import agent

After a few minutes, you get a blue information window as shown in Figure 12-5.

Agents

ATKAIU1111
1

6 new agent packages were imported successfully.

Close Message

Figure 12-5 Agent imported
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Tip: In this example, six agents are imported because six agents were present in the local
FSM directory /home/USERID/RemoteAgentInstall.

12.1.3 Granting access and collecting inventory on a Hyper-V node

To grant access and collect inventory on a Hyper-V node, perform these steps:
1. Find your server in the Resource Explorer, and click No Access (Figure 12-6).

Regusst Access AR

Specify the user ID and password to authenticate Flex System Manager to one or maore target systems. Then click Reg
Access to grant all authorized Flex System Manager users sccess to the target systemi(s).

#ser ID:
administrator
#Password:

I Request Acom=s | Clos= |

Selected targets:

Name Access Trust State
U_‘_;:‘F-H',-:er'u"'-_ B no zccess B Mot applicable
{4 Page 1 of 1 M |1 * Total: 1

Figure 12-6 Request access to Hyper-V node

2. When the job is complete, your access is OK as shown in Figure 12-7. You can install your
Common Agent that you imported previously.

Reguest Access h N h Y

ify the user ID and password to authenticate Flex System Manager to ocne or more target systems. Then click Reg
= to grant zll authorized Flex System Manager users access to the target system(s).

Selected targets:

Name Agcess Trust State
L= PF-Hypervl B ok B Not applicable
Page 1 of 1 *H |1 + Total: 1

Figure 12-7 Hyper-V access is granted
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12.1.4 Installing the Common Agent on a Hyper-V host

To install the Common Agent on a Hyper-V host, perform these steps:
1. Go to Release Management as shown in Figure 12-8.

Agent Package Groups » Common Agent Packages (View Members)

| Instzll Agent | | | i v| | Search thz tablz..,

Select | Name & | Description 2 | Vendor 2 | \Mersion
™ CommonAgent 6.3 Windows Software Module IEM 6.3
[0 BcommoniAgent 6.3 a xlinux | Software Module IBM 6.3_a

CommonAgent 8.3 Windows

Figure 12-8 Select CommonAgent 6.3 Windows for an installation on Hyper-V

An Agent Installation Welcome window opens as shown in Figure 12-9.

. Agent Installation
= Welcome

Welcome to Agent Installation Wizard

Systems

Use this wizard to install agents on selected systems.
Show this Welcome page next time.

< Back Mt = Finish Cancel

Figure 12-9 Agent Installation: Welcome page
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2. You can see a list of agents. Click Next because the Common Agent for Windows is
already in the selected list (Figure 12-10). Otherwise, add the Common Agent for
Windows from the Common Agent Packages by clicking Common Agent Packages.

Welcome

Agents

Agent Installation

Select the agent code to be installed

Select the agent code to be installed

Select a valid target then add it to the selected list.

Show: |Agent Package Groups M

Available:

Agent Package Groups (VWiew Members)

| == S

Select | Mame & | Type
O ‘iall Agent Packages (15) Dynamic:
(@] Y. Common Agent Packages (2) Dynamic:
O ‘i Common Agent Subagent Packages (2) Dynamic:
()] ‘. Platferm Agent Packages (4] Dynamict
(2] 4lplatform Agent Subagent Packages (6) Dynamic:

e
=
Software Module
Software Module
Softvare Maodule
Software Module

Software Module

=

Selected:

CommonAgent 6.2

Figure 12-10 Agent Installation: Package selection

3. Select your Hyper-V host as shown in Figure 12-11. Click Add, and then click Next.

I

Agent Installation

The following systems fave bDeen sel=ctes

[=]

05 Version @

“4 Page 1 of 2

*  Totsl: 12

Descripti

Figure 12-11 Agent Installation: Target selection
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4. Check the summary of the Common Agent installation as shown in Figure 12-12.

Sl Agent Installation

¥ Agents Summary of the Install Agent Task

¥ Systems

= Summary Selected Agents:

MName

i

Twpe » | Description
F‘,Commcnaﬁ.;ent 6.2 Windows Software Medule Software Maod

M4 Pagelofl PH |1 | » Total: 1

Selected Systems:

Mame

i

Type # | Descripticn
LA PF-Hypervil Oiperating System
[.{_]. {111}

4 Pagelofl #¥# L | # Total: 1

Figure 12-12 Agent Installation: Summary

5. In the Launch Job window, click OK to run the installation as shown in Figure 12-13.

I _ Launchsob N S
Schedule | Metification Opticns

Jeb name and schedule

#1ob Name:

Lnstall Agame - June 21, 2012 11:04:48 2 EOT
Cheose when to run the job.

@ Fun Mow

O Schedule

===

Figure 12-13 Agent Installation: Launch Job

6. Click Display Properties as shown in Figure 12-14.

ATKCOR102I

The following job has been created and started successfully: Install Agent - June 21, 2012 11:04:46 PM EDT

I sz Snaparias I | Ciose Massage |

Figure 12-14 Display Properties
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7. Go to your Windows 2008 R2 Hyper-V server and make sure that the Common Agent is
present in the list of installed programs.

12.2 Managing Hyper-V with IBM Flex System Manager

The following tasks can be performed in a Hyper-V environment from the FSM appliance:

» Deploying virtual servers

» Editing a virtual server

» Deleting a virtual server

» Viewing the virtual server network topology

12.2.1 Deploying virtual servers

To deploy virtual servers, perform these steps:

1. Go to VMControl and click the Virtual Servers/Hosts tab as shown in Figure 12-15.

[ ———— R ..

VMControl Enterprise Edition

Use system pools and virtual appliances to manage your data center more efficiently. Deploy virtual appliances and manage the resulting work]
to increase rescurce utilization and autemation.

(FLearn more...

Resources Active Status| @ |0\ | @ o | E
1 Virtual appliances Problems [ = T
0 Workloads Compliance | - | - | - Completed | 10 | 26
2 Server system pools L T T s =
1 Storage system pools

1 Network system pools

Basics Workloads Virtual Appliances System Pools Virtual Servers/Hosts

11 Virtual servers

@ o Critical Common tzsks

0 Critica

o Warning Virtual servers and hosts
_ - s Performance Summary

I & 1nformational ]

Virtual farms
Zreate virtual farm
Relocation plans
Relocate

Members)
| -_w'-:::'s -v| S=arch the table... l
Select | Name % | State & | O5 Name 2| OS5 Type and Version & | Access 2 | Problems 2 | Compliance
Fl il PF-Hyperv-Node1l Started PF-Hyparv0l Windows® Server 2008 6 [l ok Bok Box
E ] eF-KWM-Node1 Started PF-KVMO1 Linux 6.2 B ok B ok Box

Figure 12-15 VMControl Enterprise Edition
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2. Right-click your Hyper-V host and select System Configuration — Create Virtual

Server, as shown in Figure 12-16.

11 Virtual servers
@ 0 Critical
j‘_, O Warning

Basics Workloads Virtual Appliances System Pocls Virtual Servers/Hosts

Commeon tasks

Virtual servers and hosts
Performance Summary

H s 1nformational

Es ok

Felsted Resources b

Topology Perspediives 1]

virtual farms
Create virtual farm

8 Hosts with 11 virtual serve| Create Group
2 Wirtual farms
Configure IMM MNetwork

Virtual Servers and Hosts (V| Rename..

Relocation plans
Relocate

A
| Performance Summary L

Automation

Selert. Name Inventory

i] BF-HyperV-Hodel Fowser On/cH

1] PF-KWM-Model Release Management
& VMRHELE2x{ Remote Access

] PF-KVM-Node2

Security
i] [l =TI  Systern Configurstion
[i] System Status and Heaslth

I o Y

h=labt

IS Mame 2 | OS Type and Version # | Access

44 Page 2 of 4 PH |2 -»

v  (wREHEWw W W W W W W

Service and Support

Badwp end Restors
Configuration Plans
Configuration Templates
Create Virtual Server
Cument Configuration
Deployment History

Server to Storage Mapping View

Properties

Edit Location...

Configuration Settings

02 & [ ok
Bok
B ox
B ok

Bok

A
i

Problems

@ox

Bok
B ok
Bok
Bok

Figure 12-16 VMControl: Create Virtual Server

3. A Welcome window opens as shown in Figure 12-17. Click Next.

* Naming the virtuzl server

- Welcome

= Welcome
Norrs Welcome to the Create Virtual Server wizard.
Summary

Use this wizard to creats = virtusl server on 'FF-Hypery-Nodel'.
Y¥ou are guided through the following tasks:
* Specifying the platform-specific ssttings

[#] Show this Welcome page next time.

Figure 12-17 Create Virtual Server: Welcome page

4. Enter a name for your virtual server and click Next, as shown in Figure 12-18.

v Welcome

Name

& Name Specify a name for the virtual server that you want to create.

Summary

WMWindowsHypery

#Type the name of the virtual server that yvou want to create.

Figure 12-18 Naming a virtual server
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5. Enter the number of processors and click Next, as shown in Figure 12-19.

¥ Welcome Processor
¥ MName Specify the number of processors to assign to this virtual server.
= Processor

Memaory Mumber Of Processaors:
i (1-4)

Figure 12-19 Number of virtual server processors

6. Enter your virtual server memory size and click Next, as shown in Figure 12-20.

v Welcome Memory
¥ MName Specify the amount of memaory to assign to this virtual server.
v  Processor I
P Memory Memory Size:
: 2 {8-65,53a)

Figure 12-20 Virtual server memory size

7. Enter your disk size and click Next, as shown in Figure 12-21.

v Welcome PISkS
v Name Specify the disk settings to use for this virtual server.
v Processor '
v Memory Select the amount of disk space to assign to this virtual server.
%  Disks Size:
zo| (3-2,040) GB

Figure 12-21 Virtual server disk size

8. Select the virtual switch to which to connect your virtual server and click Next, as shown in

Figure 12-22.
v Welcome NEtwork
¢ Mame Select the network Izbel for this virtual server.
¥  Processor
/ Memor Network: Label:
v Disks [Local Area Eonnection 2 - Virtual figtwork v
= Network

Figure 12-22 Configuring a virtual server network
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9. Review your virtual server summary configuration and click Finish, as shown in

Figure 12-23.
v Welcome Summarv
¥ Mame ¥ou are now ready to create your virtual server.
¥ Processor
v  Memory virtual Server details:
¥  Disks Targets: PF-HyperV-Nodel
¥  Network Mame: VMWindowsHypery
2 Disk sizs: 20 GB
o Summary fE ===
Number Of Processors: 1
Memory: 8 MB
Networlk: Label: Local Area Connection 2 - Virtual Netwark
Click Finish to create the virtual server.

Figure 12-23 Virtual server configuration summary

10.Click OK to run your virtual server creation task as shown in Figure 12-24.

- laschbob |

Schedule | Netification Options

Job name and schedule

¥Job Name:

Crmate irfual Server - Juns 23, 2013 5:45:30 PM EDT
Choose when to run the job.
@ Run Mow

() Schedule

Figure 12-24 Run now

11.A blue box information message is displayed as shown in Figure 12-25. Click Display

Properties.

@ ATKCOR1021

r Display Properti=s J | Clo== Mezzage=

The following job has been created and started successfully: Create Virtual Server - June 23, 2012 5

Figure 12-25 Information blue box
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Wait until the job is complete as shown in Figure 12-26.

Generzl Targets History Logs

Status: Complete

Progress: 1005

Last Run Status: Complets

Description: Run cnce an 6/23/12 at 5:45
PM

Mext Run:

Last Run: 6/23/12 at 5:45 PM

Task: Create Virtual Server

Created By: USERID

Figure 12-26 Job is complete

12.Go back to VMControl and select Virtual Servers/Hosts to make sure that your virtual
server was created as shown in Figure 12-27.

Virtual Servers and Hosts (View Members)

.:_. A

| | ctions - S=arch the tabi=. .. = |
Select | Mame # | State A | OS5 Name £ | OS5 Type and Version & | Access &
Il {] PF-Hyperv-Node1 Started PF-HyperV0l  Windows® Server 2008 & B OK
1 o VMWindowsHyperV | Stopped Box

Figure 12-27 Virtual server was created on Hyper-V
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12.2.2 Editing a virtual server

To edit a virtual server, right-click your virtual server and select System Configuration —
Edit Virtual Server, as shown in Figure 12-28.

Basics Workloads Virtual Appliances Systemn Pools Virtual Servers/Hosts
12 Virtual servers
@ 0 critical Common tasks
Ay 0 Warning Wirtual servers and hosts
@ 7 informational Related Resources : 3 nes SUmmay
s ok Topology Perspedtives b ::;| e
8 Hosts with 12 virtual servers Create Croup n plans
Sl ST Canfigurs MM Netwark
virtual Servers and Hosts (View Mg EemmneyUe e Vol Senver
Remove...
| iR | | Rename...

Select | Name o Addio k| OS5 Type and Version & | Access & | Problems
i {l PF-Hyperv-Nodet Automation ¥ | wWindows® Server zoog & [l oK @ 1nforms
[] 2] vMwWindowsHypery Inventory b oK | informd
O ] PF-KWM-Nodel Fowsar On/CHf M| Linux 6.2 oK B ok
¥ & VMRHELE2x86tem| Release Management » Box oK
O | ] pr-kvmM-Nodez Security P Linux 6.2 B ok oK

[l onfiguratic Edit Virtuzl Server |

{4 paga 2 of4 PH (2 | » q System Status and Health P | Serverto Storage Mapping View

Service and Support } | Edit Location...
Froperties

Figure 12-28 Editing a virtual server

You get information about processor and memory size, as shown in Figure 12-29.

Edit Virtual Server

Virtual server: VMWindowsHyperV

Processor Memory

Assigned:

b (1-4)

Figure 12-29 Virtual server details
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12.2.3 Deleting a virtual server

To delete a virtual server, right-click your virtual server and select Permanently Delete
Virtual Server, as shown in Figure 12-30.

Basics Workloads Virtual Appliances System Pools Virtual Servers/Hosts

12 Virtual servers
Common tasks

@ o Critical
{0 Warning virtual servers and hosts
7 3 H nce Summary
E’ 7 Informational Related Resources »
rms
@5 ok ; i 5
Topology Perspectives civial i
L - C 2= =

8 Hosts with 12 virtual servers Crests Group n plans

ZiMrrualiSrms Canfigurs IMM Natwark

Virtual Servers and Hosts (View Mg & fesiiliUele = Vaites)

Remove...

| Performance Summary | | D eeaTie Tmmrs

Select | Name s Addto P | OS Type and Version & | Access & | Problems 2 | Compliance
O {l PF-Hyperv-Hodel Automation P | windows® Server 2008 5 [ oK @ 1nformatior IMOK
[#] ] WMwWindowsHypery Inventory L # oK [@ 1nformatior &0k
O | fl pr-kvm-node1 Power On/Off P | Linux 5.2 Box Bok ok
] & VMRHELE2x86tem| Release Management » BEox Box Hox
O | fl pF-kvM-Nodez Security M| Linux 5.2 Box Box Box
[#] System Configuration | g P
4 Page 2 of4 M |2 - q System Status and Health »
Service and Support 1]

Properties

Figure 12-30 Deleting a virtual server

12.2.4 Viewing the virtual server network topology

To view the virtual network topology, perform these steps:
1. Select your virtual server as shown in Figure 12-31.

Virtual Servers and Hosts (View Members)

| Performance Summary | | |A:ti:~rs - Smarch the talis.
|

Select | Name # | State # | OS5 Name 2 | OS Type and Version # | Access 2 | Problems 2 | Compliance
O ] eF-Hyperv-Hode1 Started PF-HyperV01l Windows® Server 2008 & B ok @ informatior oK
[w] 4 ¥MWindovsHyperV | Started | oK [ tnformatior [FOK

Figure 12-31 Selecting a virtual server
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2. Right-click the server and select Topology Perspective — Network — Basic, as shown
in Figure 12-32.

Basics Workloads Virtual Appliances System Pools Virtual Servers/Hosts

12 Virtual servers
@ 0 Critical
A\ 0 Warning Virtual servers and hosts

Common tasks

3 . Performance Summary
@ 7 1nformational ’

Es ok Fzlzted Resources 4

Topology Perspectives

8 Hosts with L2 virtual servers

2 Virtual farms Create Group
N _ Caonfigure MM Network Storage Fort-level
Virtual Servers and Hosts (View Mg
Remaove... Storage Ares Network Subnet
| Farfarmarcs Summany | | Rename... Updates System-lavel
Select | Name 4 Addto || e on & | Access & | Problems 2 | Compliance
| A . Virtualization Commaon | b |
O |l pF-Hyperv-Nodet Automation L4 b boos 5 ok @ informatior Mok
: Virtualization Detsil 7
= S VMWindousHypery nventary 4 #Hox [ Informatior [@oK
El ] PF-KWM-Nodel Fowsar On/Cff Fho1 Linux 6.2 Bok B ok Mok
El S VMRHELEZx86tem| Release Management b Box Box Mok
O | ] pr-kvM-Hodez SR *hoz Linus 6.2 B ok Box Box
[{_'I System Configuraticn [ |
i4 page2ofa MM 2 - q System Status and Health P l=d: 2o
Service and Support 4
Properties

Figure 12-32 Selecting a basic network topology
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A network topology view of your virtual server within the infrastructure is displayed as

shown in Figure 12-33.

Resource Explorer

VMWindowsHyper'' (Metwark - Basic)

b EAES aad aa @

s

Owerview

Properties

MName
-I'-Uame
Access
Status
Type

Diescription

alue
f d \;‘I’\ﬂ'-\-mdo\sHypEr\
| B ok

@ Infermaticn

Virtual Server

Micraseft Wirtuzl Machine

Figure 12-33 Topology view
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13

Mobile management

This chapter describes the features and advantages of the IBM Flex System Manager (FSM)
application, which is now available for mobile devices.

In this chapter, we provide information about the mobile application, which enables you to
manage your IBM Flex System and PureFlex System hardware remotely through the Flex

System Manager.

The following topics are covered:

» 13.1, “Obtaining the mobile application” on page 572
» 13.2, “Configuring secure communications to the FSM” on page 572
» 13.3, “Using the Flex System Manager mobile application” on page 576

© Copyright IBM Corp. 2014. All rights reserved. 571



13.1

Obtaining the mobile application

The Flex System Manager mobile application can be downloaded from the following
application stores (app stores):

» For the Android operating system, see the IBM Flex System Manager for mobile devices
Google Play page:

http://play.google.com/store/apps/details?id=com.ibm.msm.android

Note: IBM Flex System Manager for mobile devices is not supported for Android
Version 3.0.

» For Apple iOS, see the IBM Flex System Manager for mobile devices iTunes page:
http://bit.1y/1jaDIFF

» For BlackBerry OS, see the IBM Flex System Manager for mobile devices BlackBerry App
World page:

http://appworld.blackberry.com/webstore/content/20199697/71ang=en

Note: The IBM Flex System Manager for mobile devices application does not support
BlackBerry OS Version 7.0 or earlier.

13.2 Configuring secure communications to the FSM

IBM Flex System Manager for mobile devices can use Secure Sockets Layer (SSL)
certificates to create a secure connection to the IBM Flex System Manager management
software.

Important: If you have not configured SSL certificates on the IBM Flex System Manager,
the app will prompt you with the option to connect in an insecure manner.

To ensure that the connection is secure, the certificate that is installed on the IBM Flex
System Manager must be a valid certificate for the URI that will be used to access the IBM
Flex System Manager and be signed by a separate certificate authority (CA). Self-signed
certificates are not accepted by IBM Flex System Manager for Android, BlackBerry, and iOS.

In addition, there is a current issue with importing certificates that were signed by an
intermediate CA instead of a root CA into the default keystore on the IBM Flex System
Manager. This issue requires you to create a new keystore on a separate system (with Java
installed) from the Flex System Manager and replace the existing keystore with the new
keystore. To replace the existing keystore, the IBM Flex System Manager must be at level
1.2.0 or higher.

13.2.1 Generating a Java keystore and Certificate Signing Request

572

Java ships with a utility named Keytoo! in its bin directory that can be used to create and edit
keystore files. The first step is to create a keystore by using the following command:

keytool —genkey -alias <keystore_alias> -keyalg <encryption_algorithm> —keystore
<path_to_the_keystore_being_created> —keysize <size_of_encryption_key>
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Replace the specific options with the ones for your keystore, as shown in Example 13-1.

Example 13-1 Creating a keystore

keytool —genkey —alias Flex Manager -keyalg RSA —keystore flexStore.jks —keysize
2048

This command will prompt you to create a password for the keystore being generated.
Remember this password because it will be required later when you replace the keystore on
the IBM Flex System Manager. This password will be requested for each subsequent keytool
command run against the created keystore. In addition, it will prompt for organization and
location information to create the keystore. Also, it will prompt for a password for the alias
specified, which can be the same or different from the previous password. In this example, the
alias was Flex_Manager and the keystore file was flexStore. jks. Using a strong keysize is
advised because some mobile operating systems have restrictions on the keysize that they
will accept.

After a keystore is generated, a Certificate Signing Request (CSR) can be created from the
keystore by using the following command:

keytool -certreq -alias <keystore alias> -keystore <path to the keystore> -file
<path_to_the csr_file being created>

Replace the specific options with the options for your environment, as shown in
Example 13-2.

Example 13-2 Creating the Certificate Signing Request

keytool -certreq -alias Flex Manager -keystore flexStore.jks -file mydomain.csr

The Certificate Signing Request that is generated can be submitted to a CA to create a
certificate signed by the CA. Send the certificate-signing request file to the CA. See the CA
website for specific instructions about requesting a new certificate.

You can request either a test certificate or a production certificate from the CA. However, in a
production environment, you must request a production certificate.

The next steps involve installing the CA root and any intermediate certificates into the
keystore, and then installing the generated server certificate into the keystore. These
certificates can be acquired from the CA that is used to generate the server certificate.

To install the root and intermediate certificates (start with the root certificate first), run the
following command:

keytool -import -trustcacerts -alias <root certificate alias> -file
<path_to_the_root certificate> -keystore <path to the_keystore>

Replace the specific options with the options for your environment, as shown in
Example 13-3.

Example 13-3 Installing root certificates

keytool -import -trustcacerts -alias root -file root.crt -keystore flexStore.jks

In Example 13-3, root.crt is the CA root or intermediate certificate and f1exStore. jks is the
name of the previously generated keystore. When prompted, select to trust the certificate that
is being installed. Run this command for each certificate in the certificate chain.
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Import the server certificate that is returned from the CA by running the following command:

keytool -import -trustcacerts -alias <server certificate alias> -file
<path_to_server _certificate> -keystore <path to the keystore>

Replace the specific options with the options for your environment, as shown in
Example 13-4.

Example 13-4 Importing server certificates

keytool -import -trustcacerts -alias Flex Manager Server -file mydomain.crt
-keystore flexStore.jks

In Example 13-4, the alias that is used is the alias for the server certificate, and the file that is
provided is the server certificate file.

13.2.2 Installing the keystore into the IBM Flex System Manager

To install the keystore into the IBM Flex System Manager, follow these steps:

1. Copy the keystore to the IBM Flex System Manager by using Secure Copy Protocol
(SCP).

2. Log in to the Flex System Manager by using Secure Shell (SSH).

3. Run the smstop command on the IBM Flex System Manager to stop the web server, as
shown in Example 13-5.

Example 13-5 Stopping the web server

USERID@fsml:™> smstop
Shutting down IBM Director... done

4. Run the following command:
updcert -I -n <password of the keystore> -f <path to the keystore file>
The -f parameter is the location of the keystore file that is copied over SCP, as shown in
Example 13-6.

Example 13-6 updcert command to install keystore onto Flex System Manager node

USERID@fsml:™>updcert —I —n password —f /home/USERID/flexStore.jks

5. 5. The web server restarts automatically, but its progress can be checked by using the
smstatus command, as shown in Example 13-7.

Example 13-7 Check status of the web server

USERID@fsml:™> smstatus

Starting IBM Director...The starting process may take a while. Please use
smstatus to check if the server is active

USERID@fsml:™> smstatus

Active

13.2.3 Installation on Android

The installation of custom CA certificates on Android 2.3 is only supported on Motorola
devices.
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Motorola allows you to install custom CA certificates through its custom certificate manager.
For more information, see this website:

https://motorola-enterprise.custhelp.com/app/answers/detail/a_id/57093/~/android--
-root-certificate-management

To use IBM Flex System Manager for Android with Android 2.3 devices by manufacturers
other than Motorola, the certificate installed on IBM Flex System Manager must be
recognized by one of the preinstalled certificate authorities on the Android device. Installing a
certificate that is trusted by one of these preinstalled certificates allows a successful
connection to an IBM Flex System Manager with the Android device.

Starting with Android 4.0, installing CA certificates is supported by Android natively. See this
website:
http://support.google.com/android/bin/answer.py?hl=en&answer=1649774

On Android 4.0, the installed certificates can be seen inside “Trusted Credentials” in the
“Security” section of “Settings”.

It is now possible to connect to IBM Flex System Manager systems that have a server
certificate signed by the CA certificate that is installed by using the IBM Flex System Manager
for Android application.

If the Android device does not connect successfully after the installation of a CA certificate,
try restarting the Android device.

13.2.4 Installation on BlackBerry

There are two ways to get a CA certificate onto a BlackBerry device. A CA certificate can be
installed by using BlackBerry Desktop Software or by importing it directly to the device.
To import the certificate by using the BlackBerry Desktop Software, follow these steps:
1. Download the certificate onto a device management system.

2. Import the certificate onto the management system through the web browser.

3. Connect to the device by using BlackBerry Desktop Software.

4. Select Tools — Desktop Options.

5. In the dialog that displays, select the General tab.

6. Select Use certificate synchronization and select OK.

7. In the left pane, select Certificates.

8. Select the store into which the CA certificate was imported.

9. Select the certificate and select Sync Certificates.

Or, to install the certificate directly, follow these steps:
1. Download the CA certificate to the device.
2. Opening the file prompts you to import the certificate.

3. Click Import, and then create a password for the keystore. This password can be any
password that you want. It is used if you want to uninstall the certificate later.

N

. Click OK after setting the password. The BlackBerry shows the certificate details and a
green check mark indicating that the certificate is successfully installed.
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To verify that the certificate was installed, go to Home — Options — Security - Advanced
Security — Certificates —» <CA Certificate>. It is now possible to connect to IBM Flex
System Manager systems with a server certificate that is signed by the CA certificate that was
installed using the IBM Flex System Manager for BlackBerry application. No warning
message appears.

13.2.5 Installation on iOS

Acquire the CA root certificate on the iOS device through email, a website link, or another
method.

After clicking the link or file, iOS automatically brings you to another window that is labeled
Install Profile. In this window, press Install, then press Install Now. To verify the certificate
was installed, open iOS Settings and go to General — Profiles. The imported CA certificate
is listed. It is now possible to connect to IBM Flex System Manager systems with a server
certificate that is signed by the CA certificate that was installed by using the IBM Flex System
Manager for iOS application.

13.3 Using the Flex System Manager mobile application

576

The Flex System Manager mobile application enables you to view the following types of IBM
Flex System information:

» Managed resource health problems and status

» Event history for chassis, compute nodes, and network devices

» Front and rear graphical views of a chassis

» Hardware components installed in a chassis

» Manage resource Vital Product Data (VPD) and firmware levels

» Recent scheduled jobs

The Flex System Manager for mobile devices enables you to manage your IBM Flex System
and PureFlex System hardware remotely with the following hardware-management actions:
» Manage multiple chassis and multiple management nodes from a single application

» Perform actions on compute nodes, such as Power On, Power Off, Restart, and Shut
Down and Power Off

» Perform actions on the Chassis Management Module (CMM), such as Virtual Reseat and
Restart Primary CMM
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Figure 13-1 shows the initial setup window where you can enter a passcode, which is used
when executing important commands, such as node power on and off.

IBM Flex System Manager

IBM Flex Systermn Manager provides
an easy way to browse Flex Chassis
status and events. Leam More...

Create an application passcods

[ LALL I Ll

Go

Figure 13-1 Entering your application passcode

Choose Add Connection as shown on Figure 13-2.

Add connection...

No connections found

Figure 13-2 Setting up a new chassis connection

Enter Flex System Manager login information as shown in Figure 13-3 on page 578.
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cancel  Add connection

IBM Flex System Manager provides
an easy way to browse Flex Chassis
status and events. Add your FSM
connection data below. Learn More...

Hostname : | s.42.170.223

Username : | USERID

Password : [(ainenuas

Port : 8422

Description : | Lab Test Sysiem

Add connection

Figure 13-3 Enter your FSM login credentials

The successful connection and addition are shown in Figure 13-4.

Chassis o
'_l Lab Test System

Hostnama: §.42 170,223
Usarname : USERID

[i ' itsoFlex1
IBM Flex Sysiem Enierprise Chassis
BAZATO21S, FelD:0:0:0:5efd: fel-tel 5 edBh

Figure 13-4 Successful addition of a new chassis
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Choosing the connection displays the chassis view with status indicators, as shown in
Figure 13-5.

Figure 13-5 Front view of the chassis

Choose the LED button to see the front panel indicators for each node as shown in
Figure 13-6.

Figure 13-6 Showing front panel indicators
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From the chassis pull-down menu, multiple options are available to manipulate the CMM as
shown in Figure 13-7.

Restart Primary CMM

Virtual Reseat Primary CMM »

LED Flash >

LED On

Figure 13-7 CMM functions in the chassis pull-down menu

You can view and perform actions on a specific node by choosing it as shown in Figure 13-8.

4= Status
= B node03-x240

g Sarver
Bay 3

Status

Figure 13-8 Node status
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The event log for a specific node can be chosen by pressing the Event log button as shown in
Figure 13-9.

4= Status
- B node03-x240

Sarver

Bay 3

Status Ewvant log

| Remote Login Successful. Login ID:
cn=USERID,ou=users,do=ibmbase, de=com
from webquis at IP address 9.42. 170188,

RESOLUTION Wodnesday

0 The configuration setting deployment

completed. >
ALERT Wednesday
1" Host Power has been turned on. >
RESDLUTION Wedneaday

i1 Attempting to Power On server SN#
KQAMOIC by user USERID, ’

RESOLUTION Wadnasday

Figure 13-9 Viewing the event log for a specific node

You can press the Status button to perform actions on the node as shown in Figure 13-10.

Power Off Now

Restart Now ;
Shut down and power off b
Virtual Reseat ?
LED Flash b

LED On

Figure 13-10 Status menu for a specific node
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If you choose to perform an action, it prompts you for your app passcode as shown in
Figure 13-11.

LED Flash

Enter code to run this

~HEONAS

4

Figure 13-11 Prompt for your passcode to perform an action, such as LED flash

The LED flash job shows in the Recent Jobs list by pressing the Jobs button on the bottom of
the display, as shown in Figure 13-12.

4= Recent Jobs
. B node03-x240

R Sorver
Bay 3

A1) Complete D] Activall) Errorit)

~ | LED Flash - September 20, 2013,
=4 10:23:06 AM EDT
Active

jobs

Figure 13-12 Recent jobs showing LED flash job
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You can see information for a certain node by pressing the Info button as shown in
Figure 13-13.

4= System information
. M node03-x240

Sarver
Bay 3

General

Slots Occupied
3

Machine Type

arar

State

Started

Name

nodel3-x240

Type

Servar

Chassis Slot
3

Status

1?' - ;

Figure 13-13 Node information

You can see the LED status for the node by scrolling to the bottom of the System Information
window as shown in Figure 13-14.

4= System information ¥

UEFI

Lawal: 1.31 Date: August 13, 2013

UEFI

Lawel: 1.21 Dake: March 28, 2013

Diagnostics
Lewal: 8.29 Date: November 22, 2012

LED Details

@ Power

On

.| EventLog
of

. | Location
off

Fault
&

Figure 13-14 LED information as shown on the System Information window
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You can view status indicators from the rear of the chassis as shown in Figure 13-15.

itsoFlex1

m Enler

y i

_—

T Lhas T3
N ] ; |
_.l | - _JL 1

k

Status

Figure 13-15 Viewing status indicators for the rear of the chassis

You can view a list of chassis components by using the List button as shown in Figure 13-16.

Components

= M itsoFlexi
=% IBM Fiegt Systam Entarpriss Chassis
.42, 170.215, 1eB0:0:0:0: Sal3e e25:ad85

= 1" Server-7954-24X-SN1077...

Server »
Bay 10

E 19.42171.9 L
Fibre Chaninel #

el :0000: 0D00:0000: 020 -ddif :fe24:4 110, oB80-0-0...

r— & IBM 8731AC1 KQ5F02D

Bay 5

IBM 8737AC1 KQIMO3F

Server
Bay 1

(¥

2 W nodeo2-x240
Bay 2

.| node03-x240

Servar
Bay 3

i)

Figure 13-16 The list option to view chassis components
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The Chassis button allows you to choose the chassis to work with as shown in Figure 13-17.

Add connection...

Lab Test System

% Hostname ; 9.42.170.223

Username ; USERID

Figure 13-17 Choosing the chassis to work with

Press the gear icon (upper-right corner in Figure 13-17) to update settings.

Network information, login credentials, and the passcode can be updated, as shown in
Figure 13-18.

Settings

Connections

Lab Test System
Hostname : B.42170.223
Usemama : USERID

Security

Application passcode
Manage application passcods. .,

Reset application data

Resst and ramave all data within this app..

Information

Send feedback

Troubleshooting

About

Figure 13-18 Updating login or passcode information
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Abbreviations and acronyms

AMM
ASU
ATS
BE3
CA
CAS
CD
CD-ROM
CIM
CIMOM
CLI
CMM
COM
CPU
CRTM
CSR
DCOM
DHCP

DNS
DRS
DRTM

DVD
ECC
ESP
FC
FCoE
FDR
FFDC
FSM
FSP
FTP
FTSS
FoD
GB
GUI
HA
HBA
HDD
HS

advanced management module
Advanced Settings Utility
Advanced Technical Skills
BladeEngine 3

certificate authority

Common Agent Services
compact disc

compact-disc read-only memory
Common Information Model

CIM object manager
command-line interface

Chassis Management Module
Component Object Model
central processing unit

Core Root of Trust Measurement
certificate signing request
distributed component object model

Dynamic Host Configuration
Protocol

Domain Name System
Distributed Resource Scheduler

Dynamic Root of Trust
Measurement

digital versatile disc

error checking and correcting
Early Shipment Program
Fibre Channel

Fibre Channel over Ethernet
fourteen data rate

first-failure data capture

Flex System Manager
flexible service processor
File Transfer Protocol

Field Technical Sales Support
Features on Demand
gigabyte

graphical user interface

high availability

host bus adapter

hard disk drive

hot swap

© Copyright IBM Corp. 2014. All rights reserved.

HTTP
HTTPS
/0
IBM

IFM
IMM
IMM2

IPC
ISV

ITIL

ITSO

JRE
KMS
KVM
LAN
LDAP

LED
LLDP
LOM
LP
LUN
MAC
MB
MIB
MLC
MPIO
NFS
NIM
NL
NTP
(e]p)
(0133
OVF
PEP
QoS

Hypertext Transfer Protocol
HTTP over SSL

input/output

International Business Machines
identifier

IBM Fabric Manager

integrated management module
Integrated management module Il
Internet Protocol

interprocess communication
independent software vendor
information technology

Information Technology
Infrastructure Library

International Technical Support
Organization

Java Runtime Environment
Key Management System
kernel-based virtual machine
local area network

Lightweight Directory Access
Protocol

light emitting diode

Link Layer Discovery Protocol
LAN on motherboard

low profile

logical unit number

Media Access Control
megabyte

Management Information Base
multi-level cell

multi-path 1/10

Network File System

Network Installation Manager
nearline

Network Time Protocol

object identifier

operating system

Open Virtualization Format
policy enforcement point
quality of service
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RAID

RAM
RBAC
RSAP
RDIMM
RHEL
RPM
RSS
SAN
SAS
SATA

SCP
SCs
SCsSI
SFF
SLP
SMI-S

SMS
SNIA

SNMP

SNMPv3

SOL
SSD
SSH
SSL
SW

B
TCG
TCP
TCP/IP

TFTP
TPM
TXT
UEFI

ul
ULA
ULAs
URL

redundant array of independent usB

disks VEB
random access memory VEPA
role-based access control VIOS
Remote Service Access Point VLAN
registered DIMM VM
Red Hat Enterprise Linux VMs
Red Hat Package Manager VPD
Receive-Side Scaling WWN
storage area network WWPN
Serial Attached SCSI XML
Serial Advanced Technology

Attachment

Secure Copy Protocol

Storage Copy Services

Small Computer System Interface
small form factor

Service Location Protocol

Storage Management Initiative
Specification

Software Management Services

Storage Networking Industry
Association

Simple Network Management
Protocol

Simple Network Management
Protocol v3

Serial over LAN

solid-state drive

Secure Shell

Secure Sockets Layer

special weight

terabyte

Trusted Computing Group
Transmission Control Protocol

Transmission Control
Protocol/Internet Protocol

Trivial File Transfer Protocol
Trusted Platform Module
text

Unified Extensible Firmware
Interface

user interface

Unique Local Address
Unique Local Addresses
Uniform Resource Locator
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Universal Serial Bus

Virtual Ethernet Bridging

Virtual Ethernet Port Aggregator
Virtual I/0O Server

virtual local area network

virtual machine

virtual machine

Vital Product Data

worldwide name

worldwide port name

Extensible Markup Language



Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this book.

IBM Redbooks

The following IBM Redbooks publications provide additional information about the topic in this
document. Note that some publications referenced in this list might be available in softcopy
only.

» IBM PureFlex System and IBM Flex System Products and Technology, SG24-7984

» IBM Flex System p260 and p460 Planning and Implementation Guide, SG24-7989

» IBM Flex System p270 Compute Node Planning and Implementation Guide, SG24-8166
» IBM PowerVM Live Partition Mobility, SG24-7460

» Implementing the IBM Storwize V7000 V6.3, SG24-7938

» Introduction to Storage Area Networks, SG24-5470

» Moving to IBM PureFlex System x86-to-x86 Migration, REDP-4887

» IBM Flex System Networking in an Enterprise Data Center, REDP-4834

You can search for, view, download or order these documents and other Redbooks,
Redpapers, Web Docs, draft and additional materials, at the following website:

ibm.com/redbooks

Online resources

These websites are also relevant as further information sources:

» IBM Flex System Information Center
http://publib.boulder.ibm.com/infocenter/flexsys/information/index.jsp

» IBM PureSystems offerings

http://www.ibm.com/ibm/puresystems

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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Management of
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need a solid foundation of compute, storage, networking, and software
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virtual machine (KVM), IBM PowerVM, VMware vSphere, and Microsoft
Hyper-V virtualization environments.

This book is intended for the IT community of clients, IBM Business
Partners, and IBM employees who are interested in planning and
implementing systems management of the IBM PureFlex System.

SG24-8060-01 ISBN 0738439584

W
@

Redhooks.

INTERNATIONAL
TECHNICAL
SUPPORT
ORGANIZATION

BUILDING TECHNICAL
INFORMATION BASED ON
PRACTICAL EXPERIENCE

IBM Redbooks are developed
by the IBM International
Technical Support
Organization. Experts from
IBM, Customers and Partners
from around the world create
timely technical information
based on realistic scenarios.
Specific recommendations
are provided to help you

implement IT solutions more
effectively in your
environment.

For more information:
ibm.com/redbooks



http://www.redbooks.ibm.com/ 
http://www.redbooks.ibm.com/ 
http://www.redbooks.ibm.com/ 

	Go to the current abstract on ibm.com/redbooks
	Front cover
	Contents
	Notices
	Trademarks

	Preface
	Authors
	Now you can become a published author, too!
	Comments welcome
	Stay connected to IBM Redbooks

	Summary of changes
	April 2014, Second Edition

	Part 1 Introduction
	Chapter 1. Introduction to IBM PureFlex System and IBM Flex System
	1.1 IBM PureFlex System
	1.2 IBM PureFlex System capabilities
	1.3 IBM Flex System overview
	1.3.1 IBM Flex System Manager
	1.3.2 IBM Flex System Enterprise Chassis
	1.3.3 Compute nodes
	1.3.4 Expansion nodes
	1.3.5 Storage nodes
	1.3.6 I/O modules


	Chapter 2. IBM PureFlex System and IBM Flex System management devices and appliances
	2.1 Management network
	2.2 Chassis Management Module
	2.3 Compute node management
	2.3.1 Integrated Management Module II
	2.3.2 Flexible service processor

	2.4 I/O modules
	2.5 IBM Flex System Manager
	2.5.1 Hardware overview
	2.5.2 Software features


	Part 2 Chassis Management Module
	Chapter 3. Planning for Chassis Management Module-based management
	3.1 Chassis Management Module management network
	3.2 Chassis Management Module interfaces
	3.3 Chassis Management Module security
	3.3.1 Security policies
	3.3.2 User account policies
	3.3.3 External authentication of certificates

	3.4 Features on Demand planning

	Chapter 4. Chassis Management Module operations
	4.1 Initial configuration of Chassis Management Module
	4.1.1 Connecting to Chassis Management Module
	4.1.2 Configuring Chassis Management Module by using Initial Setup Wizard
	4.1.3 Preparing for Chassis Management Module redundancy
	4.1.4 Configuring Chassis Management Module user authority
	4.1.5 Restoring a Chassis Management Module

	4.2 Chassis Management Module management tasks
	4.2.1 Monitoring the chassis
	4.2.2 Monitoring multiple chassis
	4.2.3 Event notifications
	4.2.4 Chassis Management Module Features on Demand
	4.2.5 Chassis management
	4.2.6 Using the Chassis Management Module CLI


	Part 3 IBM Flex System Manager
	Chapter 5. Planning for IBM Flex System Manager management
	5.1 Planning for IBM Flex System Manager
	5.1.1 Flex System Manager network integration architecture
	5.1.2 Planning for security
	5.1.3 Planning for Features on Demand
	5.1.4 Features on Demand for components in the Chassis
	5.1.5 Agents and tasks supported
	5.1.6 Planning for the management of networking infrastructure
	5.1.7 Planning for the management of storage infrastructure
	5.1.8 Planning for IBM Fabric Manager

	5.2 Planning for the management of virtualized environments
	5.2.1 Virtualization and task supported
	5.2.2 Planning for Linux KVM virtualization
	5.2.3 Planning for PowerVM virtualization
	5.2.4 Planning for VMware virtualization
	5.2.5 Planning for Hyper-V virtualization


	Chapter 6. IBM Flex System Manager initial configuration
	6.1 IBM Flex System Manager Setup Wizard
	6.2 Updating Flex System Manager
	6.3 Selecting chassis to manage
	6.4 Configuring centralized user management
	6.5 Configuring chassis components
	6.6 Configuring compute nodes using Configuration Patterns
	6.6.1 Overview of Configuration Patterns
	6.6.2 Creating and applying compute node Configuration Patterns
	6.6.3 Automating compute node failover with Configuration Patterns

	6.7 Deploying compute node images
	6.7.1 Importing operating system images
	6.7.2 Deploying a new image

	6.8 System discovery, access, and inventory collection
	6.8.1 Discovery basics
	6.8.2 Operating system discovery
	6.8.3 Requesting access to the discovered operating system
	6.8.4 Collecting operating system inventory

	6.9 Updating chassis components
	6.9.1 Acquiring updates for chassis components
	6.9.2 Updating the CMM firmware
	6.9.3 Updating compute node firmware
	6.9.4 Updating I/O module firmware
	6.9.5 Compliance policies

	6.10 Manage Feature-on-Demand keys
	6.11 Flex System V7000 Storage Node initial configuration
	6.11.1 Creating a new system on the V7000 Storage Node
	6.11.2 Flex System V7000 Storage Node Setup wizard

	6.12 Discover and manage external Storwize V7000
	6.12.1 Discover an IBM Storwize V7000
	6.12.2 Collect inventory on the discovered V7000

	6.13 Overview of Flex System V7000 and Storwize V7000 systems management (Storage Control)
	6.14 External Fibre Channel SAN switch discovery
	6.15 Configuring network parameters (Network Control)

	Chapter 7. Managing chassis components with IBM Flex System Manager
	7.1 Using FSM Explorer
	7.2 Using the Chassis Map
	7.3 Using the Event Log
	7.4 Automating tasks with event automation plans
	7.5 Handling problems with Service and Support Manager
	7.6 Integrating Flex System Manager with an enterprise monitoring system
	7.7 Monitoring system status and health
	7.8 Remote management

	Chapter 8. IBM Fabric Manager
	8.1 IBM Fabric Manager overview
	8.2 Starting the IBM Fabric Manager interface
	8.3 Adding devices
	8.4 Adding a device pool
	8.5 Adding a boot target template
	8.6 Adding a profile
	8.7 Profile deployment
	8.8 Pushing a deployment
	8.9 Verifying an IBM Fabric Manager deployment
	8.10 Adding and starting a monitor

	Chapter 9. Managing the KVM environment with IBM Flex System Manager
	9.1 KVM management architecture
	9.2 KVM platform agent installation
	9.2.1 Preparation
	9.2.2 KVM Platform Agent installation
	9.2.3 KVM host discovery, granting access, and inventory collection

	9.3 Image repository for KVM
	9.3.1 Preparation
	9.3.2 Common Agent installation on a KVM host image repository
	9.3.3 Subagent installation on a KVM image repository host
	9.3.4 Host mappings
	9.3.5 Discover and manage V7000 storage system
	9.3.6 Discover and manage SAN switches
	9.3.7 Discover and configure an image repository server for SAN storage

	9.4 Creating KVM storage system pools
	9.5 Creating KVM network system pools
	9.6 Creating KVM server system pools
	9.7 Add host to an existing server system pool
	9.8 Operating a KVM virtual infrastructure
	9.8.1 Importing a virtual appliance
	9.8.2 Deploy a virtual appliance to create a virtual server
	9.8.3 Capturing a virtual appliance
	9.8.4 Relocate virtual servers


	Chapter 10. Managing the PowerVM environment with IBM Flex System Manager
	10.1 Initial deployment of virtual machine
	10.1.1 Solution architecture
	10.1.2 Setting up VIOS and Network Installation Manager server

	10.2 Capturing virtual machines
	10.2.1 Capturing AIX by using Network Installation Manager (NIM)
	10.2.2 Capturing the Network Installation Manager server
	10.2.3 Capturing AIX by using storage copy services (SCS)

	10.3 Deploying virtual machines
	10.3.1 Deploying virtual machines by using the LPP_source
	10.3.2 Deploying a virtual machine by using mksysb
	10.3.3 Deploying a virtual machine by using Storage Copy Services (SCS)

	10.4 Relocating virtual machines
	10.4.1 Manual relocation
	10.4.2 Automatic relocation
	10.4.3 Relocating virtual servers manually


	Chapter 11. Managing the VMware environment with IBM Flex System Manager
	11.1 Environment overview
	11.2 Deploying a VM
	11.3 Relocating a VM
	11.4 Relocating all VMs from a host and saving a relocation plan
	11.5 Modifying the Virtual Server resource allocation
	11.6 Enabling VMware Distributed Resource Scheduler (DRS)
	11.7 Putting a host in maintenance mode
	11.8 Topology view
	11.9 Automating preventive actions in response to hardware alerts

	Chapter 12. Managing the Hyper-V environment with IBM Flex System Manager
	12.1 Initial setup tasks for a Hyper-V node
	12.1.1 Discovering your Hyper-V server
	12.1.2 Importing the Common Agent for Windows
	12.1.3 Granting access and collecting inventory on a Hyper-V node
	12.1.4 Installing the Common Agent on a Hyper-V host

	12.2 Managing Hyper-V with IBM Flex System Manager
	12.2.1 Deploying virtual servers
	12.2.2 Editing a virtual server
	12.2.3 Deleting a virtual server
	12.2.4 Viewing the virtual server network topology


	Chapter 13. Mobile management
	13.1 Obtaining the mobile application
	13.2 Configuring secure communications to the FSM
	13.2.1 Generating a Java keystore and Certificate Signing Request
	13.2.2 Installing the keystore into the IBM Flex System Manager
	13.2.3 Installation on Android
	13.2.4 Installation on BlackBerry
	13.2.5 Installation on iOS

	13.3 Using the Flex System Manager mobile application

	Abbreviations and acronyms
	Related publications
	IBM Redbooks
	Online resources
	Help from IBM

	Back cover

