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IBM® WebSphere® Appliance Management Center for WebSphere Appliances simplifies the
management and monitoring of environments that consist of multiple IBM WebSphere
DataPower® Appliances. This web-based application provides centralized multi-appliance
administration to support daily WebSphere DataPower Appliance operation. WebSphere
Appliance Management Center for WebSphere Appliances provides the following key services:

» Centralized firmware management

Disaster recovery

Domain and service configuration

Configuration life cycle deployment

Monitoring multiple appliances, collecting key metrics, and presenting them in a central
location

>
>
>
>

This IBM Redbooks® publication helps administrators of WebSphere DataPower Appliances
to perform daily administration tasks by using WebSphere Appliance Management Center.
The topics in this book include health monitoring of an environment, disaster recovery (secure
backup and restore), firmware management, and environment promotion. This book also
includes best practices, tips and techniques, and general recommendations for administrators
of WebSphere DataPower Appliance deployments.
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Introduction to WebSphere
Appliance Management Center

This chapter introduces IBM WebSphere Appliance Management Center for WebSphere
Appliances. It includes the following sections:

»

vVvyYvyvyYYyvyy

Overview of WebSphere Appliance Management Center
Business value

Solution architecture

Supported operating environments

Supported WebSphere DataPower Appliances

A usage scenario

Ordering information

For more information and additional resources about WebSphere Appliance Management
Center, see “Related publications” on page 207.

WebSphere DataPower Appliances used: The WebSphere DataPower Appliances that
were used in the creation of this IBM Redbooks publication were the IBM WebSphere
DataPower Integration X152 Appliance and IBM WebSphere DataPower XC10 Appliance.
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1.1 Overview of WebSphere Appliance Management Center

WebSphere Appliance Management Center for WebSphere Appliances is a no-charge
downloadable offering that simplifies the management and monitoring of environments that
consist of multiple WebSphere DataPower Appliances. The management component of
WebSphere Appliance Management Center is a web application that provides multibox
operational management for WebSphere DataPower SOA Appliances. By using the
management component, system administrators can easily and quickly carry out WebSphere
DataPower Appliance administration tasks:

» Managing firmware across multiple WebSphere DataPower Appliances
» Performing backup and restore operations
» Managing domain and service configuration

For more information about the management component, see 1.1.1, “Management
component” on page 3. Figure 1-1 shows the WebSphere Appliance Management Center
graphical user interface (GUI).

IBM WebSphere Appliance Management Center wamcadmin

Appliances Domains Services Repository History
X = F OtherAci _
E] er Actions . .
Properties: 7
I Nofilter gpplied.
Marne: (7) itso-xi52
Hame Host Hame Type Mode Firmwar Groups Statu:
________ I Hostname: (2) 042170242
ftzo-xis2 9.42170.242 VMis2 79 50041
o ; : B | e X152
teo-wisz-a  tso-xiS-a W5z 7189 5003 s Model: 7199
Firmmmaware: 4.0.01
ftzo-xis2-b tzo-xis2-b 52 7199 003 "f .
Groups: 3
Status: T
Feature list: (7) MG, TAM, DataGlue, JAXP-AP
PRCET-SMIME, SAL-0DBC,
Tibco-EME, WiehSphere-JMS,
Raidviolume, iSCSl, LocateLED,
AppOpt, PRI, DCO,
Raidvolumesr,
IntrugionDetection, IPMI-LAMN
Serial number: AE03378
Cuiesce timeout &0
(seconds) (7)
AMP versiaon: 30
AP port: (7) AAAD
[s]

Figure 1-1 WebSphere Appliance Management Center graphical user interface

WebSphere Appliance Management Center also includes IBM Tivoli® Composite Application
Manager (ITCAM) Agent for WebSphere DataPower Appliances. You can use this feature to
monitor multiple WebSphere DataPower Appliances, collect key metrics, and present them in
a central location. For more information about the monitoring component, see 1.1.2,
“Monitoring component” on page 3.

WebSphere Appliance Management Center supports the management and monitoring of a
various WebSphere DataPower Appliance types and models. For a list of WebSphere
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DataPower Appliances that are supported by WebSphere Appliance Management Center,
see 1.5, “Supported WebSphere DataPower Appliances” on page 8.

1.1.1 Management component

The management component of WebSphere Appliance Management Center for WebSphere
Appliances is a web-based graphical interface. WebSphere DataPower administrators use
this component to manage their WebSphere DataPower Appliances from a single, central
location.

WebSphere Appliance Management Center provides the following functions:
» Quick status overview at the appliance, application domain, and service levels
» Disaster recovery by using secure backup and restore

» Firmware management that allows for firmware operations on multiple WebSphere
DataPower Appliances in a single action

» Traffic processing management with quiesce and unquiesce operations at the appliance,
application domain, and service levels

» The ability to create, update, and delete application domains across multiple appliances
» The ability to create, update, and delete services on application domains

» The ability to upload a file to a domain

» The ability to restart appliances and restart application domains

Important: The functions that are presented in this section are applicable to WebSphere
Appliance Management Center for WebSphere Appliances Release 2012-09-25. Earlier
releases might not support all of the features that are described, and later releases might
introduce changes to the features described. Also, actions at the service level require
WebSphere DataPower Appliances to be running at firmware version 5.0.0.0 or later.

1.1.2 Monitoring component

The monitoring component of WebSphere Appliance Management Center includes the IBM
Tivoli Monitoring and IBM Tivoli Composite Application Manager (ITCAM) Agent for
WebSphere DataPower Appliances. IBM Tivoli Monitoring consists of a Tivoli Enterprise
Monitoring Server and a Tivoli Enterprise Portal Server. The monitoring component can be
used to monitor multiple WebSphere DataPower Appliances, collect key metrics, and present
these metrics in a central location.

ITCAM monitors the following metrics at the WebSphere DataPower Appliance level:

Resource utilization

Object status

System log

Event notifications

Transaction latency

Network and connection statistics

vyVyVYyVvYVvVYyY

ITCAM also supports subnodes to make it easy to monitor multiple WebSphere DataPower
Appliances with one agent. ITCAM monitors remotely through SOAP Configuration
Management (SOMA) requests for WebSphere DataPower Appliances or Simple Network
Management Protocol (SNMP) for WebSphere DataPower XC10 Appliances. ITCAM can also
monitor the system logs of a WebSphere DataPower Appliance.
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For more information about ITCAM, see Chapter 7, “Effective monitoring of WebSphere
DataPower Appliances” on page 147.

1.2 Business value

WebSphere Appliance Management Center helps to simplify the management of a
WebSphere DataPower Appliance infrastructure by introducing a centralized point of
administration. This way, system administrators can handle most common administrative
tasks, including the following tasks:

» Firmware deployment

» Domain and service deployment

» Appliance, domain, and service-level quiescing and unquiescing
» Secure backup and restore of WebSphere DataPower Appliances

WebSphere Appliance Management Center also provides real-time monitoring of the health
and usage of WebSphere DataPower Appliances. This way, system administrators can target
their activities and proactively make changes to their environment in response to usage
patterns. The reports and charts that are presented by WebSphere Appliance Management
Center can help your company to better target spending on new hardware based on these
usage patterns.

WebSphere Appliance Management Center is a multiplatform, easy-to-deploy solution that
saves time for system administrators by streamlining often repeated tasks. This way, system
administrators can focus on developing the environment instead of simply maintaining it.

1.3 Solution architecture

As explained in 1.1, “Overview of WebSphere Appliance Management Center” on page 2,
WebSphere Appliance Management Center is made up of two components:

» Management component

Often referred to as WebSphere Appliance Management Center, the management
component allows for WebSphere DataPower Appliances to be administered from a
single, web browser-based GUI.

» Monitoring component

Tivoli Enterprise Monitoring Server, Tivoli Enterprise Portal Server, and the ITCAM Agent
for WebSphere DataPower Appliances make up the monitoring component of WebSphere
Appliance Management Center.

The management component is installed on a server machine that becomes the host for a
web application. Users of WebSphere Appliance Management Center connect to the web
application by using one of the supported web browsers from their client machine.

The server communicates directly with multiple WebSphere DataPower Appliances by using
the XML management interface of the appliances. WebSphere DataPower XC10 Appliances
are managed through their management console by using a Secure Shell (SSH) connection.

The management component allows for multiple WebSphere DataPower Appliances to be
managed. WebSphere DataPower Appliances are added to WebSphere Appliance
Management Center so that the user can see the properties and status for each appliance.
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An administrator can drill down into a WebSphere DataPower Appliance and see a view of all
of the application domains on that appliance. For WebSphere DataPower Appliances that run
with firmware versions of 5.0.0.0 or later, you can drill down further and see the services that
are part of an application domain. Figure 1-2 shows an overview of this concept.

WebSphere Appliance
Management Center

I KEY |

|:| An appliance

I 1 Adomain in an appliance

% A service running on a domain

1

Appliance 1 Appliance 2 Appliance 3 Services running on Domain A
- ] R [ T TTET T T T T
(- R R R R
: Domain A : : Domain A : ! Domain A I d% % % * ok k k'
I
————————— ——— : * k k k k k %k,
(———— N fm———— N - - - |*******:
: Domain B ' Domain B : I pomang ' | ‘""" -------
(== \ p=— ===\ AREeEm
: Domain C | Domain E : I' Domain H :
[ "\ t— T —\
: Domain D : : Domain F !

Figure 1-2 Management component with WebSphere DataPower Appliances, domains, and services

The monitoring component of WebSphere Appliance Management Center monitors the
behavior and status of WebSphere DataPower Appliances. It provides useful performance
metrics and can be helpful when diagnosing a problem. It can display such information as
HTTP transaction rate, processor usage, and system load.

Included in the monitoring component is ITCAM Agent for WebSphere DataPower
Appliances. IBM Tivoli Monitoring consists of Tivoli Enterprise Monitoring Server and Tivoli
Enterprise Portal Server.

One or more WebSphere DataPower Appliances can be monitored by an instance of the
ITCAM Agent, which polls the WebSphere DataPower Appliance and forwards the data to a
Tivoli Enterprise Monitoring Server host. The Tivoli Enterprise Portal Server then pulls data
from Tivoli Enterprise Monitoring Server.

The ITCAM Agent uses SOMA or syslog to monitor most WebSphere DataPower Appliances.
The exception is the WebSphere DataPower XC10 Appliance, for which it uses SNMP.
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Figure 1-3 shows the complete architecture of a WebSphere Appliance Management Center
deployment.

E Tivoli Enterprise

(=7 Portal Client
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WebSphere
Tivoli Enterprise |= = Tivoli Enterprise Appliance
Monitoring Server Portal Server Management
— — Center
J/
WebSphere
DataPower
Appliance I:’
Web Client
ITCAM Agent E BN v
for WebSphere
EEh T |
DataPower
Appliance - W=

Figure 1-3 WebSphere Appliance Management Center system architecture

1.4 Supported operating environments

WebSphere Appliance Management Center is supported on many operating systems and
server platforms. It has basic hardware requirements and supported web browser versions.

1.4.1 Supported operating systems and platforms

The following operating systems and platforms are supported by WebSphere Appliance
Management Center:

» IBM AIX®

— AIX 6.1 (84-bit)
— AIX 7.1 (84-bit)

» Microsoft Windows

— Windows Server 2008 Standard Edition (64-bit)

— Windows Server 2008 Enterprise Edition (64-bit)

— Windows Server 2008 DataCenter Edition (64-bit)

— Windows Server 2008 Standard Edition - R2 (64-bit)

— Windows Server 2008 Enterprise Edition - R2 (64-bit)
— Windows Server 2008 DataCenter Edition - R2 (64-bit)

Exception: Installation of IBM Tivoli Monitoring is not supported on Microsoft Windows

Server 2008 DataCenter Edition and Microsoft Windows Server 2008 DataCenter
Edition - R2.
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» SUSE Linux Enterprise Server (SLES)

SLES 10.0 for IBM System z® 64-bit
SLES 10.0 for Intel

SLES 11.0 for System z 64-bit
SLES 11.0 for Intel

» Red Hat Enterprise Linux (RHEL)

RHEL Advanced Platform 5.0 for System z 64-bit
RHEL Advanced Platform 5.0 for Intel

RHEL Advanced Platform 6.0 for z/Series 64-bit
RHEL Advanced Platform 6.0 for Intel

1.4.2 Hardware requirements

To use WebSphere Appliance Management Center, your environment must meet the
following hardware requirements:

» Memory requirements:
— Management component:
e 2 GB minimum
* 4 GB recommended
— Monitoring component:
e 2 GB minimum
e 3 GB recommended
» Disk space requirements:
— Management component:
* 1 GB of temporary disk space during the installation
e 2 GB of disk space in the installation target location
» Sufficient disk space for the storage of the repository and log files

Consider the number of firmware images that you intend to store in WebSphere
Appliance Management Center. Also consider the typical sizes of the firmware
images, and allow sufficient room for future growth.

— For the Tivoli Enterprise Monitoring Server:
e On Windows: 1.1 GB of disk space

¢ On Linux and AlX: 1.3 GB on the installation folder and an extra 300 MB in the
temporary directory

— For the Tivoli Enterprise Portal Server:
* 1.4 GB of disk space in the installation target location

¢ 1.2 GB of extra disk space in the temporary directory to allow for the installation of
the embedded WebSphere Application Server and the Eclipse Help Server
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— For the ITCAM Agent for WebSphere DataPower Appliance:
e 500 MB of disk space for the first agent
e 50 MB of disk space for each additional agent

1.4.3 Supported web browsers

The following web browsers are supported for use with WebSphere Appliance Management
Center:

» Mozilla Firefox 3.6
» Mozilla Firefox 10 ESR
» Internet Explorer 8
» Internet Explorer 9

Tip: Most modern web browsers also work with WebSphere Appliance Management
Center, but only the web browsers that are listed here are officially supported.

1.5 Supported WebSphere DataPower Appliances

WebSphere Appliance Management Center supports management of the following
WebSphere DataPower Appliances:

» WebSphere DataPower Appliances at firmware version 3.8.0 or later:

— IBM WebSphere DataPower XML Accelerator XA35 (9235 model only)

— IBM WebSphere DataPower XML Security Gateway XS40 (9235 model only)
— IBM WebSphere DataPower Integration Appliance X150 (9235 model only)

— IBM WebSphere DataPower Integration Blade XI50B

— IBM WebSphere DataPower Integration Appliance X150 for IBM zEnterprise®
— IBM WebSphere DataPower B2B Appliance XB60

— IBM WebSphere DataPower Low Latency Appliance XM70

— IBM WebSphere DataPower Service Gateway XG45

— IBM WebSphere DataPower Integration Appliance XI52

— IBM WebSphere DataPower B2B Appliance XB62

» WebSphere DataPower Appliances at firmware version 1.0 or later:
— IBM WebSphere DataPower Edge Appliance XE82

» WebSphere DataPower Appliances at firmware version 2.0.0.1 or later:
— IBM WebSphere DataPower XC10 Appliance

1.6 A usage scenario

To demonstrate the features and benefits of WebSphere Appliance Management Center,
follow this scenario about a fictional telecommunications company, called Redbooks Telecoms.
Redbooks Telecoms recently purchased more WebSphere DataPower Appliances. The
company wants to streamline the management of these WebSphere DataPower Appliances
by reducing the amount of time that is spent on administrative tasks.
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Redbooks Telecoms owns the following WebSphere DataPower Appliances:

» itso-xi52: WebSphere DataPower X152 Appliance that operates as the production server
for a web service proxy and an XML firewall service.

» itso-xi52-a: WebSphere DataPower XI52 Appliance that operates as the development
server for the development team. This WebSphere DataPower Appliance is used to create
services as new applications are developed.

» itso-xi52-b: WebSphere DataPower XI52 Appliance that operates as the test server for the
quality assurance and test teams. This WebSphere DataPower Appliance is used to test
the new services so that they can be confirmed as working correctly before they are
moved into the production environment.

The system administrator begins by installing WebSphere Appliance Management Center,
including the management and monitoring components. Then, the system administrator adds
the three WebSphere DataPower Appliances to the management component of WebSphere
Appliance Management Center.

The system administrator starts a web browser and enters the web address of the
WebSphere Appliance Management Center server. After logging in, the system administrator
sees the Appliances tab and, as shown in Figure 1-4, the Appliances grid is initially empty.

IBM WebSphere Appliance Management Center wamcadmin

Appliances Domains Services Repository History

=F & Other Actions = ]
Properties:

+

= No flter applied.
Marne: (7)

Hame Host Hame Type Mod  Firmv | Groups Statu
Hostnarme: ()

Type:
Mo iterms to display Model:
Firmware:
Groups:
Status:
Feature list: (7)
Serial numhber:

Quiesce timeout
(seconds): (7)

AMP version:
AMP part (7)
Apnpliance
administratar [D:

Apnpliance
administratar
password:

Figure 1-4 Logging in to WebSphere Appliance Management Center for the first time
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To add WebSphere DataPower Appliances to WebSphere Appliance Management Center, you
use the add appliance function. In this scenario, the system administrator can quickly add the
three WebSphere DataPower X152 Appliances to WebSphere Appliance Management Center.
Figure 1-5 shows the three WebSphere DataPower Appliances in the Appliances grid. When
the system administrator selects the itso-xi52 WebSphere DataPower Appliance, the
Properties area on the right side of the window shows the properties of this appliance.

IBM WebSphere Appliance Management Center wamcadmin

Appliances Domains Senvices Repository History
4 K < 2 OtherActions  ~ _
- Properties: V4
= No filter applied. _
Marne: (7) itso-xi52
Hame Host Hame Type  Mode Firmwar | Groups Statu:
________ L Hostname: (7 942170242
tzo-xis2 942170242 | ¥l52 17189 5001
=0 - : T || e X152
tso-xiS2-a | tso-xisi-a ¥52 7199 5003 T Model: 7188
Firrmwara: 5001
tzo-xis2-b  tEo-xis2-b w52 7188 5003 i )
Groups: -
Status: i
Feature list (7 My, TAM, DataGlue, JAP-API,
FKCET-SMIME, SQL-0DBC,
Tiheo-EME, WehSphere-JMS,
Faidvolume, iSCEl, LocateLED,
AppOpt, IPMI, DO,
Faidvolumesr,
IntrusionDetection, PMI-LAMN
Serial number: GE03878
Quiesce timeout (i}
(seconds): (7)
AMF wversion: 30
AMP port: (7) 540
[ne)

Figure 1-5 Adding appliances to WebSphere Appliance Management Center

The system administrator then decides to ensure that the current configuration of the three
WebSphere DataPower Appliances can be restored, which is a best practice before modifying
the configuration of an appliance. By using WebSphere Appliance Management Center, the
system administrator takes a secure backup of each WebSphere DataPower Appliance.
These backups are stored in a central, secure, regularly backed up location as defined by
Redbooks Telecoms standard operating procedures. The backup destination can also be set
as an FTP server if backups are to be stored remotely.
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Figure 1-6 shows the Backup Appliance window on which the system administrator defines
where to save the backup.

Backup Appliance

Specify where to save the backup:
(@) File for download (7
.;::;. Appliance local file directary: lacalfr
.;::;. Appliance tempoarary file directory: ternporanyi
() Remote FTP location:

Hostnarne: (7

Fort:

Filepath:

FTP user [D:

FTF user passward:

Figure 1-6 Selecting the destination location for a backup

If problems occur that lead to a situation where the WebSphere DataPower Appliance
configuration needs to be restored, the system administrator can use the secure restore
function that is provided.

The Redbooks Telecoms development team is starting development of a new web
application. The team intends to use the WebSphere DataPower X152 Appliance to host an
XML firewall service. Before the team starts developing, it ensures that the WebSphere
DataPower Appliance that it develops on is running the latest available firmware version. The
system administrator downloads the latest WebSphere DataPower X152 Appliance firmware
from the IBM Support Fix Central site and saves the firmware image to a local file system.
The firmware image is added to WebSphere Appliance Management Center by using the
Repository tab.
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Figure 1-7 shows the Repository tab and the firmware image that the system administrator

added to the repository.

IBM WebSphere Appliance Management Center

Appliances Domains Senvices Repository

Add Firmware Femove Firmmware

= No filter applied.
Appliance Type Maodel

Firmware Versior | User Comment

52 8005

Properties:

Appliance type:
Model:

Firrmware warsion:

Jser comment:

Firmwiare
features: (7

Manufacture date:

Upload date:

#52
9004
6003

Firmware w5.0.0.3

DataGlue, JARP-AP] PKCSET-
SMIME, HSM, XG4, Compact
Flash, iISCS1, Raidvolume,
LocateLED, IPMI, AppCpt,
MG_T.0.1.1, TAM_E.O,
SCL-0DBC_G.1, WebSphere-
JWE_1.2.3, DCO_4.20,
Raidvolurmehdpt, Raidvialumest,
IntrusionDetection, [PMI-LAN,
ZB¥, IPMI-SEL, IPvA

2012104 22:09:44
2012111 005617

12

Figure 1-7 Repository grid showing a firmware image for a WebSphere DataPower X152 Appliance

The system administrator can now use the uploaded firmware image to upgrade the
WebSphere DataPower X152 Appliances. From the Appliance tab, the system administrator
selects the WebSphere DataPower Appliances to be upgraded. The system administrator can

select and then upgrade multiple WebSphere DataPower Appliances at the same time.

For this scenario, only the development WebSphere DataPower Appliance is upgraded. The
test and production WebSphere DataPower Appliances need to be scheduled for upgrading
later. The system administrator selects the development appliance, itso-xi52-a, and chooses

to deploy firmware to the appliance.
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Figure 1-8 shows the Deploy Firmware window.

Deploy Firmware

Set the target firmware:

@ Listupgrades only

() List all compatible firmware versions
Specify the firmwara version: (2) | spp3 | -
Summary:

Appliance Name Appliance Type | Appliance Mode  Current Firmwar | Target Firmware

itso-xig2-a wa2 71849 4.0.20 5.0.0.3 details [ ]

v | acceptthe terms inthe license agreements.

Mote: Afteryau click Deploy, vou cannot stop this aperation.

Deploy Cancel

Figure 1-8 Deploying a firmware upgrade to a WebSphere DataPower X152 Appliance

With the development WebSphere DataPower Appliance now at the correct firmware version,
the developers begin writing their web application. They create an application domain on the
itso-xi52-a appliance and create an XML firewall service within this domain by using the
WebSphere DataPower Appliance GUI.

After the development activities are complete, the developers create an export of their domain
configuration and send the export archive file to the test team. The test team requires the
domain configuration to be deployed to an application domain on the WebSphere DataPower
Appliance, itso-xi52-b. A user with the solution deployer role in WebSphere Appliance
Management Center takes the domain configuration export and uses the Create Domain or
Update Domain function to import the configuration into the test environment.
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Figure 1-9 shows the Create Domain process where the domain configuration export is
selected.

Create Domain

Specify the configuration source for this domain:
The configuration source can be:
# A hackup that contains a domain ofthe same name, or a configuration export that contains objects
to include in this domain, loaded from one of the following locations:
o Alocalfile
o Aremote location accessed through HTTP ar HTTPS
# An existing domain of the same name an another appliance
@ Localfile
Select File: developmentExport.zip | Browse
() Remate location (URL)
Specify URL: (7
() An existing domain ofthe same name

Select domain: -

Previous Next Cancel

Figure 1-9 Creating a domain from a domain configuration export that is stored locally

After the domain is created, the solution deployer can drill down from the WebSphere
DataPower Appliance to see a list of domains on the appliance. The solution deployer can
then stop and start traffic that is flowing through the domain by using the quiesce and
unquiesce functions. In addition, the solution deployer can restart the domain, update the
configuration with new configuration from another export, and upload files to the domain.

It is possible to drill down further from the domain to see a view of the services that are
deployed in the domain. The solution deployer can also manage these services and update
their configuration. Service-level management allows the Redbooks Telecoms team to
choose to handle configuration deployment at a more refined level than the domain level and
to limit the impact to production services of configuration updates.
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Figure 1-10 shows the view of services on a WebSphere DataPower Appliance in WebSphere
Appliance Management Center.
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Figure 1-10 Viewing services on a WebSphere DataPower Appliance

After a period of testing, the web application and the XML firewall service are promoted to the
production environment and enter general use. To effectively monitor the flow of traffic
through the production WebSphere DataPower Appliance, the domains on the appliance, and
down to the service level, Redbooks Telecoms uses the monitoring component of WebSphere
Appliance Management Center.

By using IBM Tivoli Monitoring, the system administrators can view usage statistics and
system load information for their WebSphere DataPower Appliances and services.
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Figure 1-11 shows a workspace in the Tivoli Enterprise Portal Server web browser client.
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Figure 1-11 Monitoring WebSphere DataPower Appliances with WebSphere Appliance Management Center

1.7 Ordering information

You can download the latest version of WebSphere Appliance Management Center for
WebSphere Appliances free of charge from the following website:

http://www.ibm.com/support/docview.wss?uid=swg24032265

WebSphere Appliance Management Center for WebSphere Appliances is a supported
offering and carries program defect service. For information about conditions of support,
including how to request support, see the download site.
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Administration fundamentals

IBM WebSphere DataPower administrators can perform basic administration tasks to manage
their WebSphere DataPower Appliances by using IBM WebSphere Appliance Management
Center for WebSphere Appliances. This chapter explains how to install WebSphere Appliance
Management Center and includes information about default configuration options. This
chapter also explains how to manage users and assign roles to them and how to configure a
Lightweight Directory Access Protocol (LDAP) server as the user registry. In addition, this
chapter describes how to start managing WebSphere DataPower Appliances by adding them
to and removing them from WebSphere Appliance Management Center.

This chapter includes the following sections:

Installing the management component

Starting and stopping WebSphere Appliance Management Center
Default ports

Managing users and roles

Adding and removing WebSphere DataPower Appliances

vyvyvyyy
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2.1 Installing the management component

You can install and configure the management component of WebSphere Appliance
Management Center by using either of the following methods:

» A graphical user interface (GUI) as explained in 2.1.1, “Installing the management
component by using the GUI” on page 18

» An unattended installation as explained in 2.1.2, “Installing the management component
by using the unattended mode” on page 27

The unattended installation mode is useful when you are required to install multiple
WebSphere Appliance Management Center servers on different machines that use the
same configuration.

For information about installing the monitoring component of WebSphere Appliance
Management Center, see 7.2, “Installing the monitoring component” on page 148.

In the examples in this section, the installation is done by using Microsoft Windows Server
2008. For specific information about how to install the WebSphere Appliance Management
Center server on AlX and Linux, see the Installing WebSphere Appliance Management
Center topic of the WebSphere Appliance Management Center Information Center at:

http://pic.dhe.ibm.com/infocenter/wamcinfo/v5r0m0/topic/com.ibm.wamc.doc/
install.html

For a list of supported servers, see 1.4, “Supported operating environments” on page 6.

2.1.1 Installing the management component by using the GUI

To install WebSphere Appliance Management Center by using the GUI:

1. Download the WebSphere Appliance Management Center installation compressed file from
the WebSphere Appliance Management Center for WebSphere Appliances website at:

http://www.ibm.com/support/docview.wss?rs=171&uid=swg24032265
2. Extract the image to a temporary folder.

3. Go to the temporary folder and run install.exe.

Linux and AIX systems: For Linux and AlIX machines, run the install.sh script.
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4.

In the WebSphere Appliance Management Center Introduction window (Figure 2-1), click
Next.

&, Websphere Appliance Management Center M=

Introduction

The installer installs the rmanagement caormponent of IBWM
WebSphere Appliance Management Center for WehSphere
Anpliances. Ifyou also want to install the maonitoring component,
complete this installation first, and then install the maonitoring
component.

This installer can also provide an inplace upgrade of B
WebSphere Appliance Management Center for WehSphere
Anpliances.

You can upgrade IBM WebSphere Appliance Management
Center for WehSphere Appliances by using either a phased or
inplace upgrade. Review the product documentation to

determine which is more appropriate foryour situation. I

To proceed to the next screen, click "Mext”. Ifyou want to return
to a previous screen, click "Previous™.

), e

Figure 2-1 Introduction to WebSphere Appliance Management Center installation
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5. In the Software License Agreement window (Figure 2-2), read the terms and conditions. If
you agree, click | accept the terms in the license agreement. Click Next.

. Websphere Appliance Management Center [_ O] =]

Software License Agreement

Plzase read the follawing license agreement carefully,

International Program License Agreement ﬂ
Part 1 - General Terms

BY DOWNLOADING, INSTALLING, COPYING,
ACCESSING, CLICEING CN AN "ACCEPT™ BUTTCN,
OF OTHERWISE UIING THE PROGRAM, LICENSEE
AGREES TO THE TERMS OF THIS AGREEMENT. IF
YOO ARE ACCEPTING THEZE TERM3 ON EEHALF OF
LICENIEE, YOU REPRESENT AND WARRANT THAT ¥OU
HAVE FULL AUTHORITY TO BIND LICEN3EE ToO |

THESE TEEMS. IF YOU DO MOT AGREE TO THESE
TERMS,

* DO NOT DOWNLOAD, INSTALL, COPY, ACCESS,
CLICK CN AN "ACCEPT'™ BUTTCH, OR U3SE THE ‘:J

& 1 accept the berms in the license agreement

(" Idonot accept the terms in the license agreement.

Prink |

Figure 2-2 Software license agreement
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6. In the Choose the Installation Directory window (Figure 2-3), select the location to install
WebSphere Appliance Management Center and click Next.

Write access: The user who installs the WebSphere Appliance Management Center
server must have write access to the installation directory.

. WebSphere Appliance Management Center [_ ] =]

Choose the Installation Directory

Choose a destination directary for this installation.
Tou must have permission to write to this directorny.

Ifyau want to implement aninplace upgrade to an existing
installation, choose the directory that contains the existing
installation.

Choose the installation directory, or accept the default.

| C:\Program Files\IEMWAMC

Restore Default Folder Choose... |

Cancel \ Freviaus

Figure 2-3 Selecting the installation location
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7. In the Assign the Port Numbers window (Figure 2-4), specify the ports that WebSphere

Appliance Management Center will run, and then click Next.

«, WehSphere Appliance Management Center

M= E
Assign the Port Numbers

You must choose poris that are not used for any other services on

this cormputer, and that can be accessed through any applicable
firewalls.

Weh user interface port
This portis used to access the WehSphere Appliance

Management Center browser-based interface. The port accepts
only HTTPS secure connections.

9443

Appliance notification port
This port receives updates from the appliances that are
managed. Appliances are configured automatically to use this

partwhen they are added to the WebSphere Appliance
Management Center.

Cancel Previous

Figure 2-4 Assigning the port numbers

Firewalls: If a firewall is between the WebSphere Appliance Management Center
server and the administration workstation, make sure that the firewall port is opened.
Otherwise, access to the WebSphere Appliance Management Center server does not
work. For information about configuring firewalls to allow WebSphere Appliance
Management Center to work correctly, see 8.3.5, “Setting up firewalls” on page 197.
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8.

In the Configure the Repository Location window (Figure 2-5), select the location of
WebSphere Appliance Management Center repository.

The repository location stores information about the WebSphere DataPower Appliances
and firmware. The space of this location should be large enough to save all firmware
images that will be available. In addition, the person who is installing must have access to

this location.
Then, click Next.

&, websphere Appliance Management Center M=
Configure the Repository Location

-

The repository stares details of the managed appliances, and
acts as a staging location for firmware and other files.

. Choose a directory with enough space and that the user that
Surnrnary WehSphere Appliance Management Center is running as can
write to, or accept the default.

Repository Location
I C:iUsersiAdministrator WaMTRepository

Restare Default Chaoose... |

Previous
- R —

Figure 2-5 Configuring the location of the WebSphere Appliance Management Center repository
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9. In the Create the Initial User window (Figure 2-6), specify the credentials for the
administrator. During the installation, this user is created locally. However, WebSphere
Appliance Management Center also supports LDAP authentication. For more information,

see 2.4.2, “Managing users by using LDAP” on page 39.

The password for this user is encoded and can be changed later. To change the password
for this user after the installation, see “Changing a user password” on page 37.

Then, click Next.

=] S
Create the Initial User

. Wehsphere Appliance Management Center

Create a userfor logging on to WebhSphere Appliance
Management Center. This user is stored inWwebhSphere
Anpliance Management Center, not your operating system.

You can create additional users or connect to an external
directory server after the installation is complete. Ll

User name
Iwamcadmin

Password

I ek

Retype password

I B2 s D

Figure 2-6 Administrator credentials configuration
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10.1n the Pre-Installation Summary window (Figure 2-7), verify that all the information listed is
correct, and then click Install to start the installation procedure.

. Websphere Appliance Management Center M= B

Pre-Installation Summary

Review the following information before continuing:

Install Folder:
CAProgram Files\BhwWwWAMC

Web User Interface Port
8443

Appliance Notification Port
5555

Initial User
wamcadmin |

Repository Location
ChllserstadministratoraWAMTRepository

Disk Space Informaticn (for Installation
Target):

Fequired: 406,030,193 Bytes
Available: 11,780,345 856 Bytes

Previous

G e

Figure 2-7 Pre-installation summary
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During the installation procedure, you see the Installing WebSphere Appliance
Management Center window (Figure 2-8). This window shows the tasks that are being run
by the installer and the status bar.

&, Websphere Appliance Management Center M=

Installing WebEphere Appliance Management Center

Installing... Java Runtime EmAronment

Cancel

Figure 2-8 Installation progress
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11.When the installation is complete, in the Install Complete window (Figure 2-9), review the
installation summary. The summary shows a message that indicates the location where
the WebSphere Appliance Management Center server was installed and how to start the
server. For information about starting the WebSphere Appliance Management Center
server, see 2.2.1, “Starting the WebSphere Appliance Management Center server’ on
page 30.

Then, click Done.

&, Websphere Appliance Management Center [_ O]

Install Complete

au have successtully installed WehSphere Appliance
Management Center to:

CAProgram FilesUBRMMAARC

To startthe server, navigate to CAFragram FilesUBMWAMC and run
the “Start WAMC” cammand.

AR AR AN

Ta close the installer, click *Dane®.

Freyvious

Figure 2-9 Post installation summary

2.1.2 Installing the management component by using the unattended mode

The other option to install the management component of the WebSphere Appliance
Management Center is to do an unattended installation. By using this approach, you can run
WebSphere Appliance Management Center on a server, such as on an AlX server, without
the graphical mode enabled. The unattended installation mode is useful when you are
required to install multiple WebSphere Appliance Management Center servers on different
machines that use the same configuration.

To do an unattended installation:

1. Download the WebSphere Appliance Management Center installation compressed file from
the WebSphere Appliance Management Center for WebSphere Appliances website at:

http://www.ibm.com/support/docview.wss?rs=171&uid=swg24032265
2. Extract the image to a temporary folder.
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3. Go to the temporary folder, and edit the sample-response.txt file. This file contains all of
the options that are requested during a GUI installation. You must update this file with your
installation requirements.

a. Update the following statement in the sample-response. txt file to accept the software

license agreement:
LICENSE_ACCEPTED=TRUE

. If you need to change the installation directory location, uncomment the

USER_INSTALL_DIR= line in the sample-response.txt file. Then, enter the directory
information. The default installation directory path location for Windows is C: \Program
Files\IBM\WAMC. For Linux and AlX, the default location is /opt/ibm/wamc. The
installation directory path has a maximum of 90 characters.

If you are using the default location, make sure that the user who is running the
installation has sufficient access privileges to write to this location.

For example, to change the default location:
¢ On a Windows server, enter:
USER_INSTALL DIR=C:\\IBM\\WAMC
Directory path for a Windows server: Notice the two back slashes (\\) between

each folder in the Windows response file. One backslash is the escape
character, and the other backslash is for the folder location.

e On a Linux or AlIX server, enter:
USER_INSTALL DIR=/usr/IBM/WAMC

. If required, change the WebSphere Appliance Management Center ports. WebSphere

Appliance Management Center uses the following ports by default:

e 443 for the web GUI access (WEB_UI_PORT)
e 5555 to receive updates from the WebSphere DataPower Appliances that this
server is managing (APPLIANCE_NOTIFICATION_PORT)

These ports are defined in the configuration file as shown in the following example:

WEB_UI_PORT=9443
APPLIANCE_NOTIFICATION_PORT=5555

If you have a firewall, verify that it allows for communication between the WebSphere
Appliance Management Center server and the WebSphere DataPower Appliances. For
information about how to configure firewalls to allow WebSphere Appliance
Management Center to function correctly, see 8.3.5, “Setting up firewalls” on page 197.

For a list of ports that are used by WebSphere Appliance Management Center, see
2.3, “Default ports” on page 31.

. Define the administrator and password to access the WebSphere Appliance

Management Center. They are defined by the following lines in the
sample-response. txt file:

WAMC_USER=wamcadmin
WAMC_PASSWORD=change_me

You can change this password after the installation. For more information, see
“Changing a user password” on page 37.

. If necessary, change the WebSphere Appliance Management Center server

configuration repository. By default, it is in the home folder of the user who is installing
the management component. To change this folder, locate the WAMT _REPOSITORY= line in
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the sample-response.txt file. Uncomment this line and enter in the new location as
shown in the following example:

WAMT REPOSITORY=C:\\IBM\\WAMC\\Configuration
Directory path for a Windows server: Notice the two back slashes (\\) between

each folder in the Windows response file. One backslash is the escape character,
and the other backslash is for the folder location.

4. After you update the sample-response.txt file, save it as a response. txt file.

5. Open a command line, and go to the directory that contains the response. txt file.
Depending on your server environment, type the following command to start the
installation:

— On a Windows server:

start /wait install.exe -f <path_to_response file>\response.txt
— On a Linux or AlX server:

install.sh -f <path_to_response file>/response.txt

Figure 2-10 shows the installation running on a Windows server.

Costemp~UAMC:start ~wait install.exe —f C:istemps\WAMC-response . txt

CistempsWAMGC >

Figure 2-10 Installation command on a Windows server

6. After the installation completes, check the installation log file to see whether the
installation was successful. The installation log file is in the
<WAMC_install_dir>\Installer\Logs directory.

For more information about the installation log files, see 8.1.2, “Installer log files” on
page 188.

You can now start the WebSphere Appliance Management Center server. For more information,
see 2.2.1, “Starting the WebSphere Appliance Management Center server” on page 30.

WebSphere DataPower XC10 Appliances: If you are a WebSphere DataPower XC10
Appliance user, consider modifying the com. ibm.amc.wamtHttpPower line in the
wamc.properties file. For more information, see the WebSphere Appliance Management
Center properties topic in the IBM WebSphere Appliance Management Center for
WebSphere Appliances Information Center:

http://pic.dhe.ibm.com/infocenter/wamcinfo/v5r0m0/topic/com.ibm.wamc.doc/
wamc_properties.html

2.2 Starting and stopping WebSphere Appliance Management
Center

This section shows you how to start and stop WebSphere Appliance Management Center.
WebSphere Appliance Management Center it is not automatically started after installation or
after a server restart.
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2.2.1 Starting the WebSphere Appliance Management Center server

To start the WebSphere Appliance Management Center server, go to WebSphere Appliance
Management Center installation directory and enter the following command:

» On a Windows server, run the start wamc.1nk command.
» On a Linux or AIX server, run start-wamc command.

Figure 2-11 shows the resulting panel, which indicates that the WebSphere Appliance
Management Center server is started.

C:\Program Files\IBM\WAMC>start wamc.1nk

..........................................................

Licensed Materials - Property of IBM
KCO01

(C) Copyright IBM Corporation 2012 A1l Rights Reserved.
* Trademark of International Business Machines

..........................................................

Starting server...
Server runtime started.

Figure 2-11 Starting the WebSphere Appliance Management Center server on Windows

The WebSphere Appliance Management Center is now ready for use. During the installation,
if the server ports were not changed, you can access the WebSphere Appliance Management
Center server from a web browser with the following address:

https://<serverName>:9443/wamc

Unable to access the server: You might receive a message that indicates the server was
started, but then get an error when you try to access the server. If this situation happens,
wait a minute and try to access the server again because the WebSphere Appliance
Management Center server might still be starting.

If a firewall is between the administrator workstation and the WebSphere Appliance
Management Center server, make sure the WebSphere Appliance Management Center port
is open. For information about the ports that are used by WebSphere Appliance Management
Center, see 2.3, “Default ports” on page 31.

2.2.2 Stopping the WebSphere Appliance Management Center server

To stop the WebSphere Appliance Management Center server, go to WebSphere Appliance
Management Center installation directory. Depending on your environment, enter one of the
following commands:

» On a Windows server, run the stop wamc.1nk command.
» On a Linux or AIX server, run stop-wamc command.
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This command stops the WebSphere Appliance Management Center server (Figure 2-12).

C:\Program Files\IBM\WAMC>stop wamc.1nk
Server runtime stopped.

C:\Program Files\IBM\WAMC>

Figure 2-12 Stopping WebSphere Appliance Management Center server on Windows

2.3 Default ports

The WebSphere Appliance Management Center server uses default ports to the
administrator workstation and to the WebSphere DataPower Appliances. The WebSphere
Appliance Management Center server uses the ports as described on Table 2-1.

Table 2-1 Default WebSphere Appliance Management Center communication ports

From To Port Type
Administrator machine WebSphere Appliance Management Center server 9443 HTTPS
WebSphere Appliance WebSphere DataPower Appliances (except XC10) 5550 SOAP over HTTPS

Management Center server

WebSphere Appliance WebSphere DataPower XC10 Appliance 22 SSH
Management Center server

WebSphere DataPower WebSphere Appliance Management Center server 5555 XML over HTTPS
Appliances (except XC10)

WebSphere DataPower XC10 | WebSphere Appliance Management Center server 5556 HTTP
Appliance

Figure 2-13 illustrates the communication flow of the communication ports.

XC10

ikl X 50

X152

5555

\—/
WebSphere Appliance
Management Center server

Figure 2-13 Communication flow

Firewalls: If a firewall is between the administrator workstation and the WebSphere
Appliance Management Center server or between the WebSphere Appliance Management
Center server and the WebSphere DataPower Appliances, open the appropriate ports on
the firewall to allow communication.
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2.4 Managing users and roles

32

User management on WebSphere Appliance Management Center can be done by using the
local registry or by using an LDAP server. To use the local directory of WebSphere Appliance
Management Center, see 2.4.1, “Managing users by using the local repository” on page 33.

To use an LDAP server, see 2.4.2, “Managing users by using LDAP” on page 39.

Three groups are defined in WebSphere Appliance Management Center:

» SolutionDeployers group, which maps to the solution deployer role
» SystemAdministrators group, which maps to the system administrator role
» SystemOperators group, which maps to the system operator roles

Permissions are associated with these roles and not with the groups. Table 2-2 lists the
permissions for each role. You cannot customize the roles in WebSphere Appliance
Management Center.

Table 2-2 Permissions for each role in WebSphere Appliance Management Center

Task System Solution System
administrator | deployer operator

Adding a firmware image to the repository v

Adding appliances v

Adding or editing information about firmware in v

the repository

Backing up appliances v

Creating domains v

Creating services v

Deleting domains v

Deleting services v

Deploying firmware to appliances v

Filtering appliances by group v v v

Filtering domains by group v v v

Grouping appliances v

Grouping domains v

Modifying appliance management properties v

Modifying domain properties v

Quiescing appliances v

Quiescing domains v

Quiescing services v

Rebooting appliances v

Removing appliances v

Removing firmware from the repository v
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Task System Solution System
administrator | deployer operator

Restarting domains v

Restoring an appliance v

Unquiescing appliances v

Unquiescing domains

Unquiescing services

Updating an existing domain

Updating an existing service

Uploading a file to a domain

Viewing domains

Viewing information about appliances

Viewing information about firmware

Viewing services

Viewing the domain on which a service is running

Viewing the domains of appliances

AN N I N N I N N N RN ENE Y BN RN

SN IR BN RN N BN BN
SN IR BN BN BN BN BN

Viewing the services on a domain

Tip: A role applies to all WebSphere DataPower Appliances added to a WebSphere
Appliance Management Center instance. If you require different permissions for different
environments, consider having multiple WebSphere Appliance Management Center
instances running.

2.4.1 Managing users by using the local repository

Local user management of WebSphere Appliance Management Center is file-based and is
stored in the installation folder. This kind of user administration requires individual password
management. The userRegistry.xml file is in the <WAMC_install_dir>/config/ folder.

The Windows default installation folder is C:\Program Files\IBM\WAMC and the Linux and AIX
default installation folder is /opt/ibm/wamc.

When you use the local user authentication of WebSphere Appliance Management Center,
the user name must be unique and cannot have a space.

The user management tasks in the following sections are done by using the local user
repository:

» Adding a user

» Testing user access

» Changing the groups that a user belongs to
» Removing a user
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Adding a user
To add a user to WebSphere Appliance Management Center:

1. If you plan to encode the user password, complete the following steps. If you do not plan to
encode the password, go to step 2.

Password encoding: The user password is encoded and not encrypted. The intention
is to prevent accidental disclosure of the password rather than to provide security.

a. Go tothe <WAMC install_dir>/bin folder.
b. Run the following commanad:
password-tool <password>

The output is the encoded password as shown on Figure 2-14. Do not close this
window. The encoded password is required in step 3 on page 34.

C=sProgram Files“IBM~MWAMC-bin>password—tool_bat testpass
{xor>*KzozsKy8 +LCuw=

C=»FProgram Files“IBM~MAMC-~DbhinX>_

Figure 2-14 Running the password encoding tool

2. Go to the installation folder, and edit the <WAMC_install_dir>/config/userRegistry.xm]
user repository file. Example 2-1 shows the WebSphere Appliance Management Center
userRegistry.xml user repository file.

Example 2-1 Default userRegistry.xml file

<server>
<basicRegistry id="wamcRegistry">
<group name="SystemAdministrators'>
<member name="wamcadmin"/>
</group>
<group name="SystemOperators">
<member name="wamcadmin"/>
</group>
<group name="SolutionDeployers">
<member name="wamcadmin"/>
</group>
<user name="wamcadmin" password="{xor}KD4yPC8+LCw="/>
</basicRegistry>
</server>

3. Add new users after the group creation in the file. For each new user, add the following line
to identify the user:

<user name="user" password="userPass"/>

Adding a user: The user name must be unique. The user password can be text or the
encoded password that was created in step 1 on page 34.
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Example 2-2 shows how to add two users, testuser and testencodeduser, to the
userRegistry.xml user repository file. Notice that the user testuser has a password that
is entered as text and that testencodeduser has a password that is encoded.

Example 2-2 Adding users to the userRegistry.xml user repository file

<server>
<basicRegistry id="wamcRegistry">
<group name="SystemAdministrators">
<member name="wamcadmin"/>
</group>
<group name="SystemOperators">
<member name="wamcadmin"/>
</group>
<group name="SolutionDeployers">
<member name="wamcadmin"/>
</group>
<user name="wamcadmin" password="{xor}KD4yPC8+LCw="/>
<user name="testuser" password="testuser"/>
<user name="testencodeduser" password="{xor}KzosKy8+LCw="/>
</basicRegistry>
</server>

. After you added the users, add them into a group to grant them appropriate access. For
the permissions granted to each group, see Table 2-2 on page 32. To add users to a
group, add the following line in the userRegistry.xml file:

<member name="user"/>

Groups: A user must be a member of one or more groups, and the permissions are the
union of those groups that the user was added to. A user who is not a member of any
group is unable to log in to WebSphere Appliance Management Center.

Example 2-3 shows the userRegistry.xml file after adding the users to the groups.

Example 2-3 Adding users to groups in the userRegistry.xml user repository file

<server>
<basicRegistry id="wamcRegistry">
<group name="SystemAdministrators">
<member name="wamcadmin"/>
</group>
<group name="SystemOperators">
<member name="wamcadmin"/>
<member name="testuser"/>
</group>
<group name="SolutionDeployers">
<member name="wamcadmin"/>
<member name="testuser"/>
<member name="testencodeduser"/>
</group>
<user name="wamcadmin" password="{xor}KD4yPC8+LCw="/>
<user name="testuser" password="testuser"/>
<user name="testencodeduser" password="{xor}KzosKy8+LCw="/>
</basicRegistry>
</server>
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5. Save and close the userRegistry.xml file.

Tip: You do not need to restart the WebSphere Appliance Management Center server
after you update the userRegistry.xml user repository file.

Testing user access
To test user access to WebSphere Appliance Management Center:

1. Start a web browser and enter the following address, where 9443 is the default port:
https://<wamc_server:9443/wamc

2. Enter the user ID and password and click Log in.
After you log in, WebSphere Appliance Management Center is displayed (Figure 2-15).

€& [ ibmicom | httpsi/cScloud0TE toranto.caibrm.carmid 443 fuarm o |

IBEM WebhSphere Appliance Management Center testuser

Appliances Domains Services Repository

=5 L Other Actions i

Properties:
I Nofilter applied.
Marme: |7
Hame Host Hame Type Mode Firmy Groups Statu:
Host name: (2]
ITSO-KC,. zod poralein..  BC10 7199 25,
pree T Type:
TSO-HIS.. 942170241  x®S2 7199 50 ¥ Model:
Firrmweare:
Groups:

Status:

Feature list (7)

Figure 2-15 WebSphere Appliance Management Center Appliances tab

36

Changing the groups that a user belongs to
To change the groups that a user belongs to:

1. Go to the installation folder and edit the <WAMC install_dir>/config/userRegistry.xml
user repository file.

2. To remove a user from a group, delete the line <member name="user"/> for that user in the
corresponding group from which to remove the user.

3. To add a user to a group, add the line <member name="user"/> for that user in the
corresponding group to which to add the user.

4. Save and close the userRegistry.xml file.

Tip: You do not need to restart the WebSphere Appliance Management Center server
after you update the userRegistry.xml user repository file.

5. Test the user access by using the steps that are described in “Testing user access” on
page 36.
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Changing a user password

In WebSphere Appliance Management Center, no option is available on the web interface to
change the password of a user. If a user needs to change their password, the user must
change it locally in the userRegistry.xml file:

1. If you plan to encode the user password, complete the following steps. If you do not plan to
encode the user password, go to step 2.

Password encoding: The user password is encoded and not encrypted. The intention
is to prevent accidental disclosure of the password rather than to provide security.

a. Go to <WAMC_install_dir>/bin directory and run the following command:
password-tool <password>

The output is the encoded password as shown on Figure 2-16. Do not close this
window. The encoded password is required in step 3 on page 38.

GC:sProgram Files“\IBM\WAMC\hin}password—tool.bat newencodpass
{xor>MToo0jE8MDsuFPius

GC:sProgram Files“IBMWAMCNbin_

Figure 2-16 Running the password encoding tool for a new password

2. Go to the installation folder, and edit the user repository file:
<WAMC_install_dir>/config/userRegistry.xml
Example 2-4 shows the WebSphere Appliance Management Center userRegistry.xml
user repository file.

Example 2-4 The userRegistry.xml uUser repository file

<server>
<basicRegistry id="wamcRegistry">
<group name="SystemAdministrators">
<member name="wamcadmin"/>
</group>
<group name="SystemOperators">
<member name="wamcadmin"/>
<member name="testuser"/>
</group>
<group name="SolutionDeployers">
<member name="wamcadmin"/>
<member name="testuser"/>
<member name="testencoduser"/>
</group>
<user name="wamcadmin" password="{xor}KD4yPC8+LCw="/>
<user name="testuser" password="testuser"/>
<user name="testencodeduser" password="{xor}KzosKy8+LCw="/>
</basicRegistry>
</server>
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3. Change the password for the user on the <user name="user" password="userPass"/> line
for the corresponding user name. If the password to be used is encoded, use the
password that was generated in step 1 on page 37. Example 2-5 shows the changed
password of testencodeduser.

Example 2-5 The userRegistry.xml file with testencodeduser password changed

<?xml version="1.0" encoding="UTF-8"?>
<server>
<basicRegistry id="wamcRegistry">
<group name="SystemAdministrators">
<member name="wamcadmin"/>
</group>
<group name="SystemOperators">
<member name="wamcadmin"/>
<member name="testuser"/>
</group>
<group name="SolutionDeployers">
<member name="wamcadmin"/>
<member name="testuser"/>
<member name="testencodeduser"/>
</group>
<user name="wamcadmin" password="{xor}KD4yPC8+LCw="/>
<user name="testuser" password="testuser"/>
<user name="testencodeduser" password="{xor}MToo0jE8MDsvPiws"/>
</basicRegistry>
</server>

4. Save and close the userRegistry.xml file.

Tip: You do not need to restart the WebSphere Appliance Management Center server
after you update the userRegistry.xml user repository file.

5. Test the user access by following the steps in “Testing user access” on page 36.

Removing a user

In WebSphere Appliance Management Center, no option is available to remove a user from
the web interface. If you must remove a user, you do this task locally in the userRegistry.xm]
user repository file:

1. Go to the installation folder, and edit the <WAMC install_dir>/config/userRegistry.xml
user repository file

2. Delete the lines in the userRegistry.xml user repository file where the user name is
displayed. For example, if you remove the user testuser, remove it from the System
Operator and Solution Developers groups and delete the user name line for that user as
shown in Example 2-6.

Tip: To find all the places in the userRegistry.xml user repository file where the user is
listed, use the search tool in your editor.

Example 2-6 Removing user testuser from the userRegistry.xml file

<server>
<basicRegistry id="wamcRegistry">
<group name="SystemAdministrators">
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<member name="wamcadmin"/>
</group>
<group name="SystemOperators">
<member name="wamcadmin"/>
<member name="testuser"/>
</group>
<group name="SolutionDeployers">
<member name="wamcadmin"/>
<member name="testuser"/>
<member name="testencoduser"/>
</group>
<user name="wamcadmin" password="{xor}KD4yPC8+LCw="/>
<user name="testuser" password="testuser"/>
<user name="testencoduser" password="{xor}MToo0jE8MDsvPiws"/>
</basicRegistry>
</server>

After you remove the user testuser, Example 2-7 shows how the userRegistry.xml file
looks.

Example 2-7 The userRegistry.xml file after removing the user testuser

<server>
<basicRegistry id="wamcRegistry">
<group name="SystemAdministrators'">
<member name="wamcadmin"/>
</group>
<group name="SystemOperators">
<member name="wamcadmin"/>
</group>
<group name="SolutionDeployers">
<member name="wamcadmin"/>
<member name="testencoduser"/>
</group>
<user name="wamcadmin" password="{xor}KD4yPC8+LCw="/>
<user name="testencoduser" password="{xor}MTooOjE8MDsvPiws"/>
</basicRegistry>
</server>

3. Save and close the userRegistry.xml file.

Tip: You do not need to restart the WebSphere Appliance Management Center server
after you update the userRegistry.xml user repository file.

2.4.2 Managing users by using LDAP

WebSphere Appliance Management Center supports user authentication based on LDAP. By
using this feature, you can use an external user repository to allow user management on a
centralized box.

WebSphere Appliance Management Center supports many of the different LDAP servers that
are available such as IBM Directory Server, IBM Secureway Directory, IBM Domino®
Directory Server, Microsoft Active Directory, and Novell eDirectory.
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The <WAMC_install_dir>\server\templates\config\ldapRegisty.xml template file in the
WebSphere Appliance Management Center installation directory lists all the standards for the
supported LDAP servers. For the example used in this section, we used the Microsoft Active
Directory.

Configuring the userRegistry.xml file for LDAP
To configure LDAP with WebSphere Appliance Management Center:

1. Stop the WebSphere Appliance Management Center server if it is running. For more
information, see 2.2.2, “Stopping the WebSphere Appliance Management Center server”
on page 30.

2. Check with the LDAP administrator for the type of LDAP server that will be used.

3. Access the 1dapRegistry.xml LDAP template file in the <WAMC_install_dir>\server\
templates\config directory in WebSphere Appliance Management Center. Then, copy
the LDAP part that corresponds to the type of LDAP server that will be used.

Example 2-8 shows the LDAP template section for Microsoft Active Directory.

Example 2-8 LDAP template section for Microsoft Active Directory

<ldapRegistry id="ActiveDirectoryLDAP" realm="SamplelLdapADRealm"
host="host.domain.com" port="389" ignoreCase="true"
baseDN="cn=users,dc=domain,dc=com"
bindDN="cn=myuser,cn=users,dc=domain,dc=com"
bindPassword="mypassword"
1dapType="Microsoft Active Directory"
activedFilters="myactivedfilters"/>

<activedLdapFilterProperties id="myactivedfilters"
userFilter="(&amp; (sAMAccountName=%v) (objectcategory=user))"
groupFilter="(&amp; (cn=%v) (objectcategory=group))"
userIdMap="user:sAMAccountName"
groupIdMap="*:cn"
groupMemberIdMap="memberof:member" />

4. Goto<WAMC install_dir>\config directory, and make a backup of the userRegistry.xml
file.

5. Editthe userRegistry.xml file. Comment out (or delete) the part about local authentication
as shown in Example 2-9.

Example 2-9 Commenting out the local authentication part in the userRegistry.xml file

<!-- <server>

<basicRegistry id="wamcRegistry">

<group name="SystemAdministrators">
<member name="wamcadmin"/>

</group>

<group name="SystemOperators">
<member name="wamcadmin"/>
<member name="testuser"/>

</group>

<group name="SolutionDeployers">
<member name="wamcadmin"/>
<member name="testuser"/>
<member name="testencoduser"/>

</group>
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<user name="wamcadmin" password="{xor}KD4yPC8+LCw="/>
<user name="testuser" password="testuser"/>
<user name="testencoduser" password="{xor}KzosKzoxPDA7Lz4sLA=="/>
</basicRegistry>
</server> -->

6. Paste the part that was copied from the 1dapRegistry.xml file in step 3 on page 40 and

complete the information about the LDAP server that will be used as shown in

Example 2-10. The LDAP server administrator can tell you the LDAP information for the

corresponding fields in the 1dapRegistry.xml file.

Example 2-10 Configuring the userRegistry.xml file for Microsoft Active Directory

<server>
<ldapRegistry id="ActiveDirectoryLDAP" realm="SamplelLdapADRealm"
host="cdtcorel.rsmcore.mkm.can.ibm.com" port="389" ignoreCase="true"

bindDN="CN=svc c25c1078,CN=Users,DC=RSMCORE,DC=mkm,DC=can,DC=ibm,DC=com"

baseDN="CN=Users,DC=RSMCORE ,DC=mkm,DC=can,DC=1bm,DC=com"
bindPassword="P@sswOrD"
ldapType="Microsoft Active Directory"
activedFilters="myactivedfilters"/>
<activedLdapFilterProperties id="myactivedfilters"

userFilter="(&amp; (SAMAccountName=%v) (objectcategory=user))"
groupFilter="(&amp; (cn=%v) (objectcategory=group))"
userIdMap="user:sAMAccountName"
groupIdMap="*:cn"
groupMemberIdMap="memberof:member" />

</server>

Secure LDAP server: If the LDAP server used is a secure LDAP server, you must

insert the following SSL information at the beginning of the userRegistry.xml file after

the <server> line:

<featureManager>
<feature>ss1-1.0</feature>
</featureManager>

7. Save and close the userRegistry.xml file.

Although the LDAP configuration is ready to be used, you must first change the roles of the

users and groups to grant access based on an LDAP user ID or group as explained in the

following section.

Granting access to LDAP users

When the WebSphere Appliance Management Center is configured for LDAP authentication,

you must grant access for each LDAP user ID or group that needs access to WebSphere

Appliance Management Center. The benefit of using an LDAP group is that it is easier for an

administrator to grant and remove access for users.

Table 2-2 on page 32 shows the permissions that are granted to each role in WebSphere
Appliance Management Center.
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To grant access to LDAP users and groups for WebSphere Appliance Management Center:

1. Go to the <WAMC_install_dir>\config directory and make a backup of the
roleMapping.xml file.

2. Edit the roleMapping.xml file to insert the LDAP user ID or group:
— LDAP groups: <group name="WAMC" />
Where WAMC is the LDAP group name.
— LDAP user IDs: <user name="c25c1078" />
Where c25c1078 is the LDAP user ID.
Example 2-11 shows the roleMapping.xml file with the changes.

Example 2-11 The roleMapping.xml file

<server>
<application id="wamc" location="wamc.war">
<application-bnd>
<security-role name="SolutionDeployer">
<user name="c25c1078" />
</security-role>
<security-role name="SystemAdministrator">
<group name="WAMC" />
<user name="c25c1078" />
</security-role>
<security-role name="SystemOperator">
<group name="WAMC" />
<user name="c25c1078" />
</security-role>
</application-bnd>
</application>
</server>

3. After you add all the required LDAP user IDs and groups, save and close the
roleMapping.xml file.

4. Start the WebSphere Appliance Management Center server. For more information, see
2.2.1, “Starting the WebSphere Appliance Management Center server’ on page 30.

2.5 Adding and removing WebSphere DataPower Appliances
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WebSphere Appliance Management Center allows for centralized management and
configuration of multiple WebSphere DataPower Appliances. Adding and removing
WebSphere DataPower Appliances from WebSphere Appliance Management Center does
not cause the WebSphere DataPower Appliance configuration to be changed. However, a
configuration object in the form of a logging target is added to the WebSphere DataPower
Appliance configuration when you add an appliance to WebSphere Appliance Management
Center. The object is removed when you remove an appliance from WebSphere Appliance
Management Center.

You can use WebSphere Appliance Management Center to make configuration changes as
described in the following chapters:

» Chapter 3, “Disaster recovery” on page 51
» Chapter 4, “Firmware management” on page 67
» Chapter 5, “Managing domains and services” on page 85
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WebSphere Appliance Management Center reads and shows information from the
WebSphere DataPower Appliance. The administrator can then send commands to the
WebSphere DataPower Appliance, which receives the commands and processes them.

The following ports are used to communicate between WebSphere Appliance Management
Center and the WebSphere DataPower Appliance:

» The XML Management Interface port on WebSphere DataPower SOA Appliances
» The SSH port on the WebSphere DataPower XC10 Appliance

The port is normally port 5550 for WebSphere DataPower SOA Appliances and port 22 for the
WebSphere DataPower XC10 Appliance. Test the communication between the WebSphere
Appliance Management Center server and the WebSphere DataPower Appliance. If required,
open the firewall port. For more information, see 2.3, “Default ports” on page 31.

Important: WebSphere Appliance Management Center does not have a Save button. All
changes that are performed are saved automatically.

2.5.1 Adding a WebSphere DataPower Appliance

To add a WebSphere DataPower Appliance to WebSphere Appliance Management Center:
1. From your web browser, go to the following address:

https://<WAMC_server:9443/wamc
2. Log on to WebSphere Appliance Management Center.

3. To add a WebSphere DataPower Appliance, on the Appliances tab (Figure 2-17), click
the plus symbol ((<=|) button.

IBM WehSphere Appliance Management Center

Apphances Domains Senices Repository History

Other Actians >

5 ]
¥ | add Appliance .
Hame Host Hame Type Model Firmwa Groups Status

Mo iterms to display

Figure 2-17 Appliances tab on the WebSphere Appliance Management Center
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4.

In the Add Appliance dialog box (Figure 2-18):

a.

For Name, enter the WebSphere DataPower Appliance name. This name is the logical
name by which the appliance will be known to WebSphere Appliance Management
Center and not a pre-existing name.

For Host name, enter the WebSphere DataPower Appliance host name or IP address.

For AMP port, enter the port number of the WebSphere DataPower Appliance on which
the XML management interface is running with the Appliance Management Protocol
(AMP) enabled. By default, this port is port 5550. For WebSphere DataPower XC10
Appliances, the default port is port 22.

For Appliance administrator ID, enter the user ID of the WebSphere Appliance
Management Center administrator.

For Appliance administrator password, enter the password of the WebSphere
Appliance Management Center administrator.

Click the Add button.

Supported WebSphere DataPower Appliances: For a list of WebSphere
DataPower Appliances that are supported by WebSphere Appliance Management
Center, see 1.5, “Supported WebSphere DataPower Appliances” on page 8.

Add Appliance

Mame: (7 ITSO-#A0-TOR-1
Hostnarne: (7 §9.23.237.54
AMP port: (7 A550
Appliance Admint
administrator 1D
Appliance ITITTTTITTY
administrator
passward:
Add Cancel

Figure 2-18 Adding a WebSphere DataPower Appliance
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The WebSphere DataPower Appliance is then shown in WebSphere Appliance Management
Center. As shown in Figure 2-19, when a WebSphere DataPower Appliance is selected, the
properties of that appliance are displayed on the right side of the page.

IBM WebSphere Appliance Management Center wamcadmin
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ITSO-¥50-T...  9.23.257.54 =] 9235 3823
? Type: a0
hodel: 9235
Firrnware: 3823
Groups:
Status: bl
Feature list: (7 hi, DataGlue, JAKXP-AF],
PRCET-SMIME,
WehSphere-JMS, XG4,
Raidviolurme, iSCS1, LocateLED,
L\\) 1P hl
Serial numhber: GBA03T4
Guiesce timeout [<11]
(seconds): (2)
AMP version: 20
AMP part: (7) 5550

Figure 2-19 Displaying information about a specific WebSphere DataPower Appliance

For more information about the WebSphere DataPower Appliance properties that are
displayed, see the Managing appliances topic in the WebSphere Appliance Management
Center Information Center:

http://pic.dhe.ibm.com/infocenter/wamcinfo/v5r0m0/topic/com.ibm.wamc.doc/manage_ap
pliances.html

2.5.2 Removing a WebSphere DataPower Appliance

To remove a WebSphere DataPower Appliance from WebSphere Appliance Management
Center:

Attention: Removing the WebSphere DataPower Appliance from WebSphere Appliance
Management Center does not erase or delete any data or configuration on the WebSphere
DataPower Appliance.

1. From a web browser, go to the following address:
https://<WAMC_server:9443/wamc
2. Log on to WebSphere Appliance Management Center.
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3. On the Appliances tab (Figure 2-20), select the WebSphere DataPower Appliance that
will be removed from WebSphere Appliance Management Center. Then, click the Remove
Appliance ([x]) icon.

Tip: After you select the WebSphere DataPower Appliance to remove from WebSphere
Appliance Management Center, verify that it is the correct appliance to be removed. To
verify whether it is the correct appliance, check the serial number and host name of the
appliance that is displayed in the Properties box on the right side of the window. This
way, you can avoid removing the wrong WebSphere DataPower Appliance.
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Figure 2-20 Removing a WebSphere DataPower Appliance from WebSphere Appliance Management Center

4. In the confirmation dialog box, click Remove.
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After the WebSphere DataPower Appliance is removed from WebSphere Appliance
Management Center, a confirmation message is displayed at the top of the window
(Figure 2-21).

Appliances Domains Services Repository History

[ & Appliance ITSO-KIS0-TOR-1 successfully remaoved

o & Other Actions - .
Properties:
= Noflter applied.
Marne: (7)
Hame Host Hame Tvpe Model Firmwa Groups Status
Hostnarne: (7
ITSC-HC0-1 xcdrpraleighibm ... ®C10 7198 250, ‘?

Type:

Figure 2-21 WebSphere DataPower Appliance successfully removed confirmation message

2.5.3 Grouping WebSphere DataPower Appliances

WebSphere Appliance Management Center manages multiple WebSphere DataPower
Appliances. As more appliances are added to WebSphere Appliance Management Center, it
can become difficult to keep track of which appliances belong to which departments or stages
of the software development lifecycle (for example, development, test, and production).

To help with the management of large numbers of WebSphere DataPower Appliances,
WebSphere Appliance Management Center allows for grouping WebSphere DataPower
Appliances together by using user-defined group names. The list of displayed appliances can
then be filtered by using the group name so that actions on multiple WebSphere DataPower
Appliances can be targeted easily at any specific group.

You can add a WebSphere DataPower Appliance to a group, remove an appliance from a
group, and filter a group.

Adding WebSphere DataPower Appliances to a group
To add a WebSphere DataPower Appliance to a group:

1. Log on to WebSphere Appliance Management Center as a user with the system
administrator role.

2. Onthe Appliances tab, select the WebSphere DataPower Appliance or Appliances to add
to a group. Then, click the Assign groups icon (Figure 2-22).
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Figure 2-22 Assigning groups
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3. In the Assign Groups dialog box (Figure 2-23), add WebSphere DataPower Appliances to
groups by using either of the following options:

— Selecting an existing group from the Existing groups

— Creating a group by entering a name for the group in the Group name field and clicking
Add

Assignh Groups

Existing groups

IJze the check boxes to add membhbers to or remove members from a grougp.

v production (13

Create a new group

Group name (7

Apply Cancel

Figure 2-23 Assign Groups dialog box

4. To add more groups, repeat step 3. After all required changes are made, click Apply to
save the changes. Then, close the Assign Groups dialog box.

Removing WebSphere DataPower Appliances from a group
To remove WebSphere DataPower Appliances from a group:

1. Log on to WebSphere Appliance Management Center as a user with the system
administrator role.

2. On the Appliances tab, select the WebSphere DataPower Appliances that you want to
remove from a group. Then, click the Assignh groups icon (Figure 2-22 on page 47).

3. In the Assign Groups dialog box (Figure 2-23), to remove all selected WebSphere
DataPower Appliances from a group, find the group in the Existing groups list. Then, clear
the check box next to the group name to deselect the group.

4. Repeat step 3 for all groups from which you want to remove the selected WebSphere
DataPower Appliances. Click Apply to save the changes. Then, close the Assign Groups
dialog box.
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Filtering WebSphere DataPower Appliances by using groups
To filter the WebSphere DataPower Appliances that are displayed by using a group:

1. Log on to WebSphere Appliance Management Center.
2. On the Appliances tab, click the Define filter icon (Figure 2-24).
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Figure 2-24 Selecting the Define filter icon

3. In the Filter dialog box (Figure 2-25):
a. For the Column field, select Groups.

b. For the Condition field, select an appropriate condition for filtering, for example
contains.

c. For the Value field, select or type the name of a group to filter on.
d. Click Filter to apply the filter.

e. Close the dialog box. The list of displayed WebSphere DataPower Appliances is
updated to reflect the filter that is applied.

Filter

Match | allrules | =

Groups contains development

Column
Groups 7
Conditian
cantaing ~
Walue
development -
oA Filter Clear Cancel

Figure 2-25 Defining a filter
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Disaster recovery

You can perform a secure backup and restore for IBM WebSphere DataPower Appliances
that are managed by IBM WebSphere Appliance Management Center. With a secure backup
and restore, you can perform a full backup of a WebSphere DataPower Appliance
configuration and then restore the image to another compatible WebSphere DataPower
Appliance.

Benefits of a secure backup and restore include disaster recovery and workarounds for
appliance problems. Backup files are encrypted and can be stored locally or to an alternate
location.

This chapter describes appliance preparation, detailed implementation steps, and post
validation. This chapter includes the following sections:

>

>
>
>
>

Introduction to disaster recovery of WebSphere DataPower Appliances
Secure backup

Backing up WebSphere DataPower Appliances

Secure restore

Restoring a WebSphere DataPower Appliance
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3.1 Introduction to disaster recovery of WebSphere DataPower
Appliances

By using the disaster recovery functions in WebSphere DataPower Appliances, system
administrators can create a backup of a WebSphere DataPower Appliance. Then, they can
restore it to a compatible WebSphere DataPower Appliance. A compatible WebSphere
DataPower Appliance is one with identical firmware level and storage capacity.

The backup files are encrypted so that they can be stored locally or saved to an alternative
FTP location. Unlike a standard backup, a secure backup contains certificates, keys, and user
passwords that are not included in a standard backup.

No disaster recovery feature: This section does not apply to the following products
because they do not provide the disaster recovery feature:

» IBM WebSphere DataPower XC10 Appliance
» IBM WebSphere DataPower Blade on zEnterprise
» Any WebSphere DataPower Appliances with a firmware level before version 3.8.1.0

Secure backup creates a set of files that you can use with a secure restore for multiple
purposes:

» Assure WebSphere DataPower Appliance recovery.

» At end of life of a WebSphere DataPower Appliance, move the configuration to a
replacement WebSphere DataPower Appliance.

» Use the backup from one WebSphere DataPower Appliance to configure multiple, similar
function, and compatible WebSphere DataPower Appliances.

3.1.1 Disaster recovery mode

A system administrator can select only WebSphere DataPower disaster recovery mode at
installation time. By using this mode, a system administrator can take a backup of the
WebSphere DataPower Appliance. When the appliance is not in disaster recovery mode
(instead is in normal mode), the WebSphere DataPower Appliance cannot export
cryptography keys. When disaster recovery mode is selected, the WebSphere DataPower
Appliance can encrypt the keys and other data. After the disaster recovery mode is set, you
cannot change it without reinitializing the WebSphere DataPower Appliance.

Important: You can secure restore a WebSphere DataPower Appliance in normal mode.
However, if a WebSphere DataPower Appliance in normal mode is restored, the restore
proceeds and permanently changes the WebSphere DataPower Appliance to secure mode
during the process.
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3.1.2 WebSphere DataPower cryptographic objects

For more information about the WebSphere DataPower Appliance cryptographic objects that
are used on a secure backup and restore, see the following IBM WebSphere DataPower
Integration Appliance Version 5.0 Information Center topics:

» Creating certificates

http://pic.dhe.ibm.com/infocenter/wsdatap/v5r0m0/index.jsp?topic=%2Fcom.ibm.dp.
xi.doc%2Fconfiguringdodpki06.htm&path%3D4 6 0 5

» Creating validation credentials

http://pic.dhe.ibm.com/infocenter/wsdatap/v5rOm0/index.jsp?topic=%2Fcom.ibm.dp.
xi.doc%2Fconfiguringdodpki07.htmé&path%3D4 6 0 6

» Creating identification credentials

http://pic.dhe.ibm.com/infocenter/wsdatap/v5rOm0/index.jsp?topic=%2Fcom.ibm.dp.
xi.doc%2Fconfiguringdodpki08.htmé&path%3D4 6 0 7

3.2 Secure backup

By using the secure backup function, system administrators can copy private data from a
WebSphere DataPower Appliance. You can use the backup file in various ways, including
disaster recovery, appliance end-of-life process, or replicating WebSphere DataPower
Appliance settings to other appliances.

3.2.1 Secure backup basics

To use the secure backup command, you must set the WebSphere DataPower Appliance to
disaster recovery mode at initialization time. The backup can be saved locally on the
WebSphere DataPower Appliance in the Tocal or temporary directories. Alternatively, you can
save the backup remotely to an alternative location by using FTP or download it by using
WebSphere Appliance Management Center.

To perform a secure backup, a public certificate is required for encrypting the backup data. To
restore the backup files, the private key that is associated with the public certificate is required.

The backup is a collection of compressed, encrypted files with a manifest. The manifest is
signed to ensure data integrity. It describes the WebSphere DataPower Appliance firmware
level, backup date, settings, and certificate that are used for encryption. The manifest also
includes a list of the encrypted files with their size and checksum. No firmware-related files
are included in the backup, which enables the backup to be as small as possible. However, at
restore time, the WebSphere DataPower Appliance must match the firmware level exactly.

Important: Any attempt to alter the backup files or the manifest renders the backup invalid
and unusable.

Data that is user and administrator accessible includes data in the store, config, and 1ocal
directories and data on the compact flash, iSCSI, or RAID volumes that are included in the
backup, if they exist. The data that users and administrators do not have direct access to are
keys and password data in the cert, dpcert, and sharedcert directories. Data in hierarchical
storage management (HSM) are not backed up, and therefore, are not included as part of the
backup.
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Although you can perform backups on a working WebSphere DataPower Appliance, you must
take the backups carefully to ensure their usability. Backups of appliances with RAID or iSCSI
devices and backups of heavily used WebSphere DataPower Appliances might require
significant amounts of time. For a complete list of best practices, see 3.2.3, “Considerations
for secure backup” on page 54.

3.2.2 Encryption and security

Data that is visible to the user and administrator is encrypted by using an ephemeral
symmetric key. This key is encrypted with the public key that is provided on the secure backup
command before it is stored in the manifest file. The visible data includes, for example,
configuration files, style sheets, and data files. Data from the WebSphere DataPower
Appliance that users and administrators cannot view, such as private keys, are encrypted
twice. First, the data is encrypted by using an appliance key, and then it is encrypted by using
the same ephemeral key as the user visible data.

With the signature of the manifest and the encrypted data files, an administrator can be
assured that the backup cannot be manipulated. Without the private key pair of the public
certificate that is used on the backup, the files cannot be restored and used.

Important: Because the backup contains private keys and other data, treat it like any other
critical data and protect it appropriately.

The idea behind the series of security measures in the secure backup is that a system
administrator can determine information about the backup from the manifest, but only users
with the private key can decrypt the backup. Any attempt to alter the files or the manifest
renders the backup invalid and unusable.

3.2.3 Considerations for secure backup

54

When you create your backup policy and when you perform secure backups, keep in mind the
following practices and considerations:

» Quiesce the WebSphere DataPower Appliance before the secure backup to ensure that all
processing activity is ceased.

» Before you back up a WebSphere DataPower Appliance, ensure that all configurations are
saved. Only saved data is backed up.

» Ensure that configuration files, style sheets, and other data are not modified during the
backup operation.

» If backups are local, ensure that enough space is available on the WebSphere DataPower
Appliance.

» If backups are remote, ensure that the network bandwidth and space in the target
directory are sufficient.

» Because of the amount of time and space that are required to back up iISCSI and RAID
data, use methods other than secure backup. If iSCSI or RAID data can be backed up by
using other methods, select the secure backup switch to exclude backing up iSCSI or
RAID data.

» HSM data is not included in the backup.
» Transient data, such as logs, is not included in the backup.

» After the backup process, protect the backup files that same as you might do for any other
critical data.
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» Keep the private key of the public certificate that is used to create the secure backup. It is
required to restore the secure backup.

» After each firmware upgrade or appliance application modification, create a backup.
» The firmware at backup time must match the firmware at restore time.

» You can store the secure backup files locally or remotely. Valid protocols are Tocal,
temporary, or FTP. You can also download them by using WebSphere Appliance
Management Center.

» Secure backup overwrites previous backups when writing to the same destination. The
exception is for files that are made available for download from WebSphere Appliance
Management Center because they contain a timestamp in the file name.

» You can determine information about the secure backup from the manifest file, but do not
attempt to manipulate the .tgz files.

3.3 Backing up WebSphere DataPower Appliances

To guard against the risk of losing important information, back up your WebSphere
DataPower Appliances periodically. You must have a good backup policy in place for all the
WebSphere DataPower Appliances in your environment. This section explains how to perform
a secure backup on your WebSphere DataPower Appliances by using the WebSphere
Appliance Management Center.

No disaster recovery feature: This section does not apply to the following products
because they do not provide the disaster recovery feature:

» IBM WebSphere DataPower XC10 Appliance
» |IBM WebSphere DataPower Blade on zEnterprise
» Any WebSphere DataPower Appliances with a firmware level before version 3.8.1.0

3.3.1 Before you begin

Before you run a secure backup, you must meet the following prerequisites:

» For a complete list of important points to consider before you begin a secure backup, see
3.2.3, “Considerations for secure backup” on page 54.

» You must log on to WebSphere Appliance Management Center with a user ID that is
assigned the system administrator role.

» You must add at least one WebSphere DataPower Appliance to the WebSphere Appliance
Management Center.

» You must enable secure backup on the WebSphere DataPower Appliance during
initialization of the appliance. Otherwise, the operation will fail. For more information, see
3.1.1, “Disaster recovery mode” on page 52.

» You must have a cryptographic certificate object defined on the WebSphere DataPower
Appliance or have the certificate file on your local server or on a remote HTTP server. For
more information to cryptographic objects, see 3.1.2, “WebSphere DataPower
cryptographic objects” on page 53.

» Allow sufficient time for backups of WebSphere DataPower Appliances with RAID or iSCSI
devices and backups of heavily used appliances because they might require significant
amounts of time.
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3.3.2 Performing a secure backup

To perform a secure backup of a WebSphere DataPower Appliance:

1. Log on to WebSphere Appliance Management Center with a user ID that is assigned the
system administrator role.

2. On the Appliances tab in the IBM WebSphere Appliance Management Center, select the
WebSphere DataPower Appliance that you want to perform the secure backup. Click
Other Actions — Backup Appliance (Figure 3-1).

IBM WebSphere Appliance Management Center

Appliances Domains Services Repository History

s ® = T %Other.&c’[ions -

i+ 1itemsshown cle¢ BAackupAppliance

Restore Appliance
Name Type Model Firmware

Deploy Firmware
5.0.0.1

1=}
1=}

itz0-xis2 Create Domain X152 71

Quiesce Appliance

Reboot Appliance

Figure 3-1 Selecting the Backup Appliance option

3. In the Backup Appliance window (Figure 3-2), provide a cryptographic certificate by
selecting an option that specifies the location of the cryptographic certificate:

— If the cryptographic certificate is on the WebSphere DataPower Appliance, select the
Crypto certificate object name option. Then, enter the cryptographic certificate
object name.

— If the cryptographic certificate object is in a . pem file that is saved locally, select Local
file. Click Browse to specify the location of the .pem file.

— If you exported the certificate object to a . pem file and saved it on a remote HTTP server,
select Remote location (URL). Then, enter the location of the .pem file on the server.

Click Next.

Backup Appliance

Provide the crypto certficate:

Crypto certificates contain a public key that is used to encrypt the secure backup file.
Use one of the following options to specify where the crypto cerificate is located.

@) Crypto certificate object name: 2)
Link to the appliance web GUI

itso-securebackup

() Localfile: Browse

() Remote location (URL): (2)

Figure 3-2 Specifying the cryptographic certificate to use for encryption of the secure backup file
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Cryptographic certificates contain a public key that is used to encrypt the secure backup
file. For more information, see 3.1.2, “WebSphere DataPower cryptographic objects” on
page 53.

. Specify a location in which to save the backup (Figure 3-3):

To save the backup files onto the computer that you are using to run the web browser,
select File for download.

To save the backup files in a subdirectory of the 1ocal:// directory on the WebSphere
DataPower Appliance that you are backing up, select Appliance local file directory,
and then, specify the subdirectory name.

To save the backup files in a subdirectory of the temporary:// directory on the
WebSphere DataPower Appliance that you are backing up, select Appliance
temporary file directory, and then, specify the subdirectory name.

To save the backup files on an FTP server, select Remote FTP location and enter the
following information for the FTP server:

i. Inthe Host name field, enter the host name or IP address of the FTP server.

ii. Inthe Port field, enter the port number of the FTP server. Typically this port is port
21, but it depends on your network environment.

iii. In the Filepath field, enter the name of the directory where you want to save the
backup files.

iv. Inthe FTP User ID field, enter the user ID that is used to log on to the FTP server.

v. Inthe FTP User password field, enter the password of the user ID that is used to log
on to the FTP server.

Click Next.

Backup Appliance

Specify where to save the backup:
@) File for download (2)

Appliance local file directory: local

() Appliance ternporary file directory: termporary:f
(") Remote FTF location:

Hostname: ()
Fort:

Filepath:

FTP user ID:

FTF user password:

Figure 3-3 Specifying the location of the secure backup file
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5. Optional: If the WebSphere DataPower Appliance that you are backing up contains iSCSI or
RAID storage drives, include data from these storage drives in the backup files (Figure 3-4).

— If the WebSphere DataPower Appliance that you are backing up contains an iSCSI
storage drive, select Include iSCSI data.

— If the WebSphere DataPower Appliance that you are backing up contains a RAID
storage drive, select Include RAID data.

Tip: Because of the amount of time and space that are required to back up iISCSI and
RAID data, use methods other than secure backup.

Click Backup.

Backup Appliance

Additional options:
You can include additional data in the secure backup:

| Include iSCSI data (7)
| Include RAID data (2)

The time it takes for a backup to complete varies according to how much configuration and data exists on
an appliance. Backups of appliances with RAID or iSCSI storage drives or backups of heavily used
appliances might require significant amounts of time.

Figure 3-4 Selecting to include iISCSI and RAID data in the backup

6. Check the status of the backup operation on the History tab of the IBM WebSphere
Appliance Center.

7. If you selected the File for download option, download the backup before it expires:

Backup file for download: The backup file for download is automatically deleted from
WebSphere Appliance Management Center seven days after it is created.

a. On the History tab in WebSphere Appliance Management Center, select the row that
represents this backup operation.

b. In the Details window (Figure 3-5), in the success message, click Download backup
to download the compressed file that contains backup files to a location of your choice.

Download link: This download link is also displayed in the message that is shown in
the feedback area when the backup completes.

Details:

& Completed successfully. Download backup

2012 10 26 23:53:54:594 | CWZBA1003|
& Started.

2012 10 26 23:53:52:094 | CWZBA1001I
& Submitted.

2012 10 26 23:53:52:047 | CWZBA1012|

Figure 3-5 History panel showing the secure backup status
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3.4 Secure restore

By using the disaster recovery mode in WebSphere DataPower Appliances, system
administrators to restore a WebSphere DataPower Appliance with the backup that was
previously created by a secure backup. The secure restore runs on a WebSphere DataPower
Appliance that has a valid network configuration and storage definition. However, the secure
restore overwrites this valid configuration information with the restored backup files and then
restarts the WebSphere DataPower Appliance.

Tip: After the restore operation and before you place the WebSphere DataPower Appliance
into service, verify that the configuration information was restored from the backup.

3.4.1 Secure restore basics

To restore a secure backup, you need the private key and public certificate (together called a
crypto identification credential) that corresponds to the backup files that are being restored.
For more information about WebSphere DataPower cryptographic objects, see 3.1.2,
“WebSphere DataPower cryptographic objects” on page 53.

The backup is a collection of compressed, encrypted files with a signed manifest. The manifest
is signed to ensure data integrity. It describes the WebSphere DataPower Appliance firmware
level, backup date, appliance settings, and the certificate that was used for encryption. The
manifest also lists the encrypted files with size and checksum. No firmware-related files are
included in the backup, which enables the backup to be as small as possible. However, at
restore time, the WebSphere DataPower Appliance must match the firmware level.

Secure restore involves the following key factors:

» The WebSphere DataPower Appliance to restore to must be compatible with the backup
files. The same firmware version and level must be installed on the WebSphere
DataPower Appliance before the restore process.

» The WebSphere DataPower Appliance must have enough space to contain the data in the
backup files. For example, if the backup contained iSCSI or RAID data, the restoring
WebSphere DataPower Appliance must be configured with the same storage.

» The restored WebSphere DataPower Appliance can have more storage space than the
WebSphere DataPower Appliance from which it was backed up.

Important: During the restore process, all data on the WebSphere DataPower Appliance
is deleted. The restore process does a complete replacement and does not merge data.

Therefore, the WebSphere DataPower Appliance to be restored to must contain only the

configuration data that is needed for the restore process.

3.4.2 Considerations for the secure restore process

When you create your backup policy and restore secure backups, keep in mind the following
practices and considerations:

» Quiesce the WebSphere DataPower Appliance before the secure restore to ensure that all
processing activity is ceased.

» Run secure restore only on a clean (reinitialized) WebSphere DataPower Appliance.

» The cryptographic identification credential, which is based on the public certificate that is
used for the secure backup, must exist on the restore WebSphere DataPower Appliance.
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» When the restore process is complete, resolve any differences, such as IP addresses and
gateways, between the backup and restored to WebSphere DataPower Appliance.

» The secure restore process restarts the WebSphere DataPower Appliance. Therefore,
quiesce the WebSphere DataPower Appliance before you begin the restore process.

» The password for the administration user ID is reset to admin after the restore process. You
must change it the first time you log in after the restore process.

» After you begin a secure restore, you cannot recover any existing data on the WebSphere
DataPower Appliance.

3.5 Restoring a WebSphere DataPower Appliance

By using the restore appliance function, system administrators can restore a WebSphere
DataPower Appliance with a backup that was previously created by a secure backup.

No disaster recovery feature: This section does not apply to the following products
because they do not provide the disaster recovery feature:

» IBM WebSphere DataPower XC10 Appliance
» IBM WebSphere DataPower Blade on zEnterprise
» Any WebSphere DataPower Appliances with a firmware level before version 3.8.1.0

3.5.1 Before you begin

Before and after you run a secure restore, you must meet the following prerequisites:

» For a list of important points to consider before you start a secure backup restore, see
3.4.2, “Considerations for the secure restore process” on page 59.

» For a list of important points that require attention affer the restore process, see 3.5.3,
“What to do next” on page 63.

» You must log on to WebSphere Appliance Management Center with a user ID that is
assigned the system administrator role.

» You must add at least one WebSphere DataPower Appliance to the WebSphere Appliance
Management Center.

» You can secure restore a WebSphere DataPower Appliance in normal mode. However, if a
WebSphere DataPower Appliance in normal mode is restored, the restore proceeds and
permanently change the WebSphere DataPower Appliance to secure mode during the
process.

» You must have a cryptographic identification credential object that is defined on the
WebSphere DataPower Appliance with the certificate and key that are used to save and
encrypt the secure backup that you are now restoring. For more information about
WebSphere DataPower cryptographic objects, see 3.1.2, “WebSphere DataPower
cryptographic objects” on page 53.
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3.5.2 Performing a secure restore

To perform a secure restore of a WebSphere DataPower Appliance:

1. Log on to WebSphere Appliance Management Center with a user ID that is assigned the
system administrator role.

2. On the Appliances tab in WebSphere Appliance Management Center, select the

WebSphere DataPower Appliance for which you want to perform the restore. You must
restore one WebSphere DataPower Appliance at a time. Click Other Actions — Restore

Appliance (Figure 3-6).

IBM WebSphere Appliance Management Center

Appliances Domains Sernvices Repository History

4 X < 2, OterAdions v |
Backup Appliance

Restore Appliance |
@ Type Model Firmware
Deploy Firmware

i+  1itemsshoum Cled

Name

5.0.0.1

7=}
7=

tzo-xi52 Create Domain XI52 71

Quiesce Appliance

Reboot Appliance

Figure 3-6 Selecting the Restore Appliance option

3. Inthe Crypto identification credential object name field, enter a cryptographic identification
credential object name that corresponds to the secure backup (Figure 3-7). Click Next.

For more information about the cryptographic identification credential, see 3.1.2,
“WebSphere DataPower cryptographic objects” on page 53.

Restore Appliance

Provide the crypto identification credential:
Crypto cerificates contain a public key that is used to encrypt a secure backup file. You must provide the
corresponding crypto identification credential to perform this secure restore.

Crypto identification
credential object name: (7) itsocorp-sechkp-idcred

Link to the appliance web GUI

Figure 3-7 Providing the cryptographic identification credential name
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4. Specify the directory where the backup is saved by choosing one of the following options
(Figure 3-8):

If the backup files are saved in a directory on the computer that you are using to run the
web browser, select Local file, and click Browse. Then, specify the name of the
compressed file that contains the backup files.

If the backup files are saved in a subdirectory of the Tocal:// directory on the
WebSphere DataPower Appliance that you want to restore, select Appliance local file
directory, and specify the subdirectory name.

If the backup files are saved in a subdirectory of the temporary:// directory on the
WebSphere DataPower Appliance that you want to restore, select Appliance
temporary file directory, and specify the subdirectory name.

If the backup files are saved on an FTP server, select Remote FTP location, and enter
the following information for your FTP server:

i. Inthe Host name field, enter the host name or IP address of the FTP server.

ii. Inthe Port field, enter the port number of the FTP server. Typically the port number
is port 21, but the number depends on your network environment.

iii. Inthe Filepath field, enter the name of the directory where the backup configuration
files are saved.

iv. Inthe FTP user ID field, enter the user ID that is used to log on to the FTP server.

v. Inthe FTP user password field, enter the password of the user ID that is used to log
on to the FTP server.

Click Restore.

Restore Appliance

Specify where the backup is saved:

@) Local file: xib0-test-2012102914427 Browse
Appliance local file directory: local:di
Appliance temporary file directory: temporary/f

(7) Remote FTP location:

Hostname: (2)
Fort:

Filepath:

FTF user ID:

FTF user password:

Figure 3-8 Specifying the directory where the backup is saved
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The WebSphere DataPower Appliance is quiesced and the restore starts. You can check
the status of the restore operation on the History tab of the IBM WebSphere Appliance
Center (Figure 3-9).

Tip: After the restore reports completion, the WebSphere DataPower Appliance is
unavailable for some time while the restart completes.

Details:

L@ Completed successfully.

201210 29 15:07:19:404 | CWZBA1003I
& Started.

201210 29 15:07:17:332 | CWZBA10011
& Submitted.

201210 29 15:07:17:308 | CWZBA10121

Figure 3-9 History panel showing the restore status

5. Change the password for the administrator user ID the first time you log in after the restore
process because it is reset to admin after the restore process.

6. Update the WebSphere DataPower Appliance credentials on WebSphere Appliance
Management Center. Otherwise, you will be unable to manage it after the restore process.

For more information about changing user passwords in WebSphere Appliance
Management Center, see 2.4, “Managing users and roles” on page 32.

Important: Although the restore process is completed, before you enable the restored
WebSphere DataPower Appliance, verify that you have handled all procedures that are
mentioned in the next section.

3.5.3 What to do next

After the secure restore is complete, the WebSphere DataPower Appliance is restarted and
assumes the configuration from the backup. After the restore completes and before you
enable the WebSphere DataPower Appliance, consider the topics in this section.

Passwords

After a secure restore, the password for the administrative user is reset to the factory default
of admin. WebSphere Appliance Management Center is configured to use the administrative
user to log on to the WebSphere DataPower Appliance. Therefore, WebSphere Appliance
Management Center is unable to implement any actions that require communication with the
WebSphere DataPower Appliance until the passwords are modified so that they match. For
more information about changing user passwords in WebSphere Appliance Management
Center, see 2.4, “Managing users and roles” on page 32.

The system administrator must immediately log in by using the admin ID and change the
default password then as required. The admin ID can then be used to reset any other user or
administrator password on the WebSphere DataPower Appliance.
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You can use a list of user IDs that are defined on the WebSphere DataPower Appliance to
proactively warn users that their passwords have been changed. You can use either of the
following methods:

» WebSphere DataPower command-line interface (CLI)

Issue the following CLI commands to get the users list on the WebSphere DataPower
Appliance:

config
show usernames

» WebSphere DataPower Web GUI

From the menu on the left side, click Administration — Manage User Account to access
the list of user IDs that are defined on the WebSphere DataPower Appliance.

Network configuration

The network interface information from the backup files is assigned to the restored
WebSphere DataPower Appliance. The network configuration after the secure restore does
not require any modification in both of the following situations:

» The secure restore is done on the same WebSphere DataPower Appliance in the same
network where the secure backup was done

» No network changes occurred since the backup

However, if any network changes occurred after the backup was done, or if the secure restore
was done on a different WebSphere DataPower Appliance, the network configuration must be
changed. For example, if the secure restore is done in a test area or otherwise physically
secure location, after the restore restarts the WebSphere DataPower Appliance, the network
configuration is incorrect for the test area location.

Therefore, the system administrator must immediately log in to the CLI by using the serial port
or Secure Shell (SSH) and confirm that the network configuration is correct for the location of
the WebSphere DataPower Appliance. You can do this confirmation by using either of the
following options:

» WebSphere DataPower CLI

Issue the following commands after logging on and authenticating on the WebSphere
DataPower Appliance:

config
show interface
show name-server

» WebSphere DataPower Web GUI
From the menu on the left side, click Network — Interface — Ethernet Interface.

RAID devices

A secure restore requires that the WebSphere DataPower Appliance have at least as much
storage as the WebSphere DataPower Appliance that is backed up. However, if the purpose
of the restore is to upgrade a WebSphere DataPower Appliance at end of life or after a
disaster, the replacement WebSphere DataPower Appliance most likely has a larger storage
capacity than the WebSphere DataPower Appliance that is backed up. If you are using a
larger RAID device, the restored configuration might include information that contradicts the
new WebSphere DataPower Appliance configuration. The system administrator can verify the
configuration data by browsing some files on the RAID device.
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For an installation that had an existing backup and restore method for data on the RAID
device, the secure backup might have been done without a backup of the RAID device data.
In this case, the configuration that is backed up includes definitions for a RAID device, but it
does not include the RAID data itself. This situation can result in a RAID device that needs to
be reconfigured and then have the RAID data that is restored by using the existing restore
method.

To view the directory name that is used for the RAID device and to browse the files, use one
of the following methods:

» WebSphere DataPower CLI

Enter the following commands after you log in to and authenticate on the WebSphere
DataPower Appliance.

— For directories:

config
show raid-volume

— For files:

config
dir local:///myraidname

» WebSphere DataPower web GUI:

— To view the RAID directories, from the menu on the left side, click Objects — System
Settings — Hard Disk Array.

— To view the RAID files, click Control Panel — File Management — local —
myraidname.

iSCSI devices

If multiple iISCSI volumes exist on a WebSphere DataPower Appliance, the secure restore
assumes that the volumes are configured identically to the WebSphere DataPower Appliance
that is backed up. If a mismatch occurs in the iISCSI volume configuration, the secure restore
restores the data to the wrong iSCSI volume, restarts the WebSphere DataPower Appliance,
and uses the previous iSCSI configuration information, which points to iSCSI volumes that
were not restored.

For example, two iSCSI volumes logical unit numbers (LUNs), LUN 0 and LUN 1, are
configured on the WebSphere DataPower Appliance that is being backed up. But, the secure
restore was done on a WebSphere DataPower Appliance with LUN 1 and 2. In this case, the
data is restored to iSCSI volumes LUN 1 and 2, but the rebooted WebSphere DataPower
Appliance points to iISCSI volumes LUN 0 and 1.

The system administrator must immediately log in to the WebSphere DataPower Appliance to
browse some data on the iISCSI device to confirm that the iISCSI volumes are configured
correctly. To view the directory name of each iSCSI volume, use one of the following methods:

» WebSphere DataPower CLI:

Enter the following commands after you log in to and authenticating in the WebSphere
DataPower Appliance:

config
show iscsi-volume

» WebSphere DataPower Web GUI:

From the menu on the left side, click Object — Network Settings — iSCSI Volume.
Clicking each volume name shows the mount point directory name.
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IBM Tivoli Access Manager configuration

If you are running the Tivoli Access Manager libraries and have at least one Tivoli Access

Manager object that is configured, issues might arise with the Secure Sockets Layer (SSL)
keystore if multiple WebSphere DataPower Appliances are using the same files. The Tivoli
Access Manager configuration file, keystore, and password stash file should be unique for

each object.

The following scenarios illustrate when problems can occur:

» After the restore process, both WebSphere DataPower Appliances are up and a Tivoli
Access Manager object on one of the WebSphere DataPower Appliances refreshes the
keystore file. The corresponding object on the other WebSphere DataPower Appliance
fails to transition up from the down state because the SSL key no longer matches the
version on the policy server.

» The new WebSphere DataPower Appliance host name is different from the old
WebSphere DataPower Appliance, and a Tivoli Access Manager object on the new
WebSphere DataPower Appliance attempts to automatically refresh the keystore. The
refresh might fail because the distinguished name that is configured for the object does
not match the WebSphere DataPower Appliance host name.

» A Tivoli Access Manager object on the original WebSphere DataPower Appliance
refreshed the keystore or password stash file after the secure backup was created. The
object does not come up after it is restored, which can affect both the cases where the
restore process occurs on the same WebSphere DataPower Appliance or on a different
WebSphere DataPower Appliance.

In all cases, generate a unique set of files (including configuration, keystore, and stash files)
for each Tivoli Access Manager object.

WebSphere MQ

WebSphere MQ messages are consumed in destructive mode (GET, the default) or in browse
mode. The default, destructive mode, causes each message to be dequeued as it is read.
Therefore, if the WebSphere DataPower Appliances are doing their WebSphere MQ business
this way, each WebSphere DataPower Appliance sees roughly half the messages that arrive
on the queue.

The other mode (called browsing the queue) lets the application (WebSphere DataPower
Appliance in this case) detect the messages, but does not dequeue them. If two applications
(or WebSphere DataPower Appliances) are browsing the same queue, each one sees all the
messages on that queue.

In either case, review the resulting post-restore WebSphere MQ configuration objects and
adjust according to the desired behavior.
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Firmware management

IBM WebSphere Appliance Management Center for WebSphere Appliances provides
firmware management for IBM WebSphere DataPower Appliances. This chapter highlights
the following tasks for system administrators:

»

»
»
»
»

Identifying and downloading firmware images

Procedures to perform before a firmware upgrade

Defining a firmware management process based on standard practices

Deploying firmware on a single or group of WebSphere DataPower Appliances

Solving possible issues that you might encounter when you perform a firmware upgrade

This chapter also includes standard practices to help improve current firmware management.
This chapter includes the following sections:

vyvyyy

Managing the firmware repository

Hints and tips before you upgrade the firmware
Defining a firmware upgrade policy

Deploying the firmware
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4.1 Managing the firmware repository

This section provides information about WebSphere DataPower Appliance firmware images
and helps system administrators to identify the correct firmware image specific to the
WebSphere DataPower Appliance models and types that are in use. This section also shows
where to find and download the firmware images from IBM. Finally, this section introduces the
WebSphere Appliance Management Center repository and how system administrators can
add and remove firmware images from it.

4.1.1 Introducing WebSphere DataPower Appliance firmware

IBM WebSphere DataPower Appliances are purpose-built network appliances that simplify,
help secure, and accelerate XML and web services deployments while extending the SOA
infrastructure. To get the most out of your WebSphere DataPower Appliances, install the
latest compatible firmware releases. By using WebSphere Appliance Management Center,
you can centrally manage firmware updates across all the WebSphere DataPower Appliances
in your organization.

The latest firmware releases for WebSphere DataPower Appliances introduce new features
and technologies, in addition to delivering cumulative maintenance fixes. Consider upgrading
to the latest releases to proactively avoid problems that were already resolved.

IBM WebSphere DataPower XC10: The WebSphere DataPower XC10 Appliance runs a
specific firmware image that is different from the rest of the WebSphere DataPower
Appliances family. The firmware image must match the WebSphere DataPower Appliance
model and type. Otherwise, it does not work. The system administrator must manage the
WebSphere Appliance Management Center repository so that the correct firmware images
match the WebSphere DataPower Appliances that make up their environment.

4.1.2 ldentifying and downloading firmware images

For information about identifying and downloading the firmware image file that matches your
WebSphere DataPower Appliance, see Knowledge Collection: How to upgrade the firmware
on an IBM WebSphere DataPower Appliance at:

http://www.ibm.com/support/docview.wss?uid=swg27015333

Complete Step 1. Read this Important Information and Step 2. Identify The Firmware Image
File Which Matches Your Appliance. To download the firmware files from IBM Fix Central
after you identify the correct images, complete Step 3. Download The Image Which Matches

Your Appliance.

4.1.3 Managing firmware images

Managing the WebSphere Appliance Management Center repository includes the tasks of
adding a firmware image to the repository and removing a firmware image from the

repository.

Adding a firmware image to the repository

You must add firmware images to the WebSphere Appliance Management Center repository
so that you can deploy them to a single WebSphere DataPower Appliance or a group of
appliances.
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Important: The user who performs firmware-related tasks from the WebSphere Appliance
Management Center must log on by using a user ID that is assigned the system
administrator role. Other roles do not have the required permission to perform firmware
upgrades.

To add a firmware image to the WebSphere Appliance Management Center repository:

1. In the WebSphere Appliance Management Center, on the Repository tab, click Add
Firmware (Figure 4-1).

IBM WebSphere Appliance Management Center

Appliances Domains Services Repository

Add Firmware Remove Firmware

i “iitemsshoun Clear filter

Appliance Type Model

Figure 4-1 Adding a firmware image to the repository

2. Add the firmware images by using local or remote sources:
— Local file (Figure 4-2)

i. After you download the firmware image from IBM Fix Central to your computer (for
details, see 4.1.2, “Identifying and downloading firmware images” on page 68),
select the Local file option and click Browse. Specify the firmware image file.

ii. Optional: Add a user comment.

iii. Click Add to upload the firmware image to the repository.

Add Firmware

Specify the source:

(@ Local file: xi5001.scrypt2 Browse

) Remote location URL:

Add a comment to this firmware image (optional):

User comment: w5 firmware|

Add Cancel

Figure 4-2 Uploading a local firmware image to the repository
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— Remote location URL (Figure 4-3)

You can upload firmware images remotely by using the HTTP or HTTPS protocols.

HTTPS protocol: Even though you can use the HTTPS protocol, authentication is
not supported.

i. Select the Remote location URL option, and specify the URL. The HTTP URL
takes the following form:

http://IP:Port/directory/firmwareimage

For our example, we use the following URL:

http://192.168.0.21/DP_firmware/xi5001.scrypt2
ii. Optional: Add a user comment.

iii. Click Add to upload the firmware image to the repository.

Add Firmware

Specify the source:
() Localfile: Browse
(@ Remote location URL: hitp:'9.44.168.205/DF _firmware)

Add a comment to this firmware image (optional):

User comment: ¥5.0.0.1 firmware

Add Cancel

Figure 4-3 Uploading a remote firmware image to the repository

The repository should have firmware images that match all of your WebSphere DataPower
Appliance types and models (Figure 4-4).

IBM Web Sphere Appliance Management Center

Appliances Domains Services Repository History

Add Firmware Remove Firmware

i+  Nofilter applied.

Appliance Type Model Firmware Version User Comment

XI50 5003 5.0.0.1 v5.0.0.1 firmware XIS0

XI52 5005 5.0.0.0 v5.0.0.0 firmware XI52

XI50 5003 4015 v4.0.1.5 firmware XIS0

XC10 8005 2.1.04 v2.1.0.1 firmware XC10

Figure 4-4 WebSphere Appliance Management Center repository
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Removing a firmware image from the repository

The system administrator can easily remove a firmware image from the repository. To remove
a firmware image, from the Repository tab in WebSphere Appliance Management Center,
select a firmware image to remove, and then, click Remove Firmware (Figure 4-5). After you
confirm the deletion, the firmware image is removed.

IBM Web Sphere Appliance Management Center

Repository

Add Firmware Remove Firmwar{\b

%  1itemsshown Clear filter

Appliance Type Model Firmware Version

' xs2 ' 9005 5.0.0.0

Figure 4-5 Removing a firmware image from the repository

4.2 Hints and tips before you upgrade the firmware

You must perform and validate several procedures before you proceed with a firmware
upgrade on a WebSphere DataPower Appliance or environment when using WebSphere
Appliance Management Center. These procedures help the system administrator to keep
control of the environment and to take action in case of issues or problems.

This section includes the following tasks:

» Confirming a working WebSphere DataPower administrator user ID
» Configuration backups

» Cleaning the file system space

» Avoiding live traffic and impact

4.2.1 Confirming a working WebSphere DataPower administrator user ID

The WebSphere DataPower admin ID is critical. The only way to recover this ID if it becomes
lost is to ship the WebSphere DataPower Appliance back to IBM for a factory reset.
Therefore, always have a backup privileged login, which you can use to change the admin ID
or to perform administration-related role activities if required.

On the WebSphere DataPower Appliance, enable the Local Login as Fallback feature and
include the administrator and the backup privileged users. Without configuring the local
fallback users properly, a backup privileged user does not work when using role-based
management authentication such as Lightweight Directory Access Protocol (LDAP). For more
information, see Configuring role-based management settings topic in the WebSphere
DataPower Integration Appliance version 5.0 Information Center:

http://pic.dhe.ibm.com/infocenter/wsdatap/v5rOm0/index.jsp?topic=%2Fcom.ibm.dp.xi.

Always check the administrator and privileged users credentials by logging in to the
WebSphere DataPower Appliance to make sure that they are working and functional.
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4.2.2 Configuration backups

Before you upgrade the WebSphere DataPower Appliance firmware, create backups from the
current configuration. You can use WebSphere Appliance Management Center to create a
secure backup before you proceed with the firmware upgrade. Ensure that you have a good
backup policy and process in place when you manage WebSphere DataPower environments.
Store backup copies externally in a safe and controlled storage location from the WebSphere
DataPower Appliance.

For more information about using WebSphere Appliance Management Center for taking
secure backups, see Chapter 3, “Disaster recovery” on page 51.

4.2.3 Cleaning the file system space

On the WebSphere DataPower Appliance, download and save to another location any extra
or unneeded files so that you can allow for more space for future upgrades. Delete these files
from the WebSphere DataPower Appliance to make room for the upgrade. Always use
logging targets to offload the WebSphere DataPower Appliance logs, which you can do for
system logs and audit logs. For more information about off-appliance logging, see the
DataPower off-device logging: a configuration example Technote at:

http://www.ibm.com/support/docview.wss?uid=swg21269136

Another option for clearing space on the WebSphere DataPower Appliance is to use the boot
delete CLI command. This command does not delete the current version firmware. It deletes
only the firmware image from the version before the current version. As an example,

Figure 4-6 shows and describes how the WebSphere DataPower Appliance caches the
current running firmware during a firmware upgrade. The cached firmware is then available
for use as a rollback if issues occur with the new upgraded version.

Firmware Upgrade Firmware Upgrade

From "A" to "B" From "B" to "C"
Current Firmware = A Current Firmware = B Current Firmware = C
Rollback Image = A Rollback Image = B

Figure 4-6 WebSphere DataPower Appliance cached firmware

The firmware upgrade scenario in Figure 4-6, which is for instruction purposes only, entails the
following process. The WebSphere DataPower Appliance firmware images are represented as
letters A, B, and C. In a real scenario, all three letters would be different firmware versions.

1. After upgrading to firmware B, a rollback copy of the previous firmware version A was
stored and cached by the WebSphere DataPower Appliance. This cached firmware can be
used to roll back from version B to version A. Running the boot delete command deletes
only cached rollback image A. This task makes more storage space available for the next
firmware upgrade.

2. After upgrading to firmware C, a rollback copy of the previous firmware version B was
stored and cached by the WebSphere DataPower Appliance. This cached firmware can be
used to roll back from version C to version B. Even after you use the boot delete
command in step 1, you can roll back to version B after you upgrade the firmware. This
result is possible because, at the time the boot delete command was run, the cached
version was still version B, which is no longer used nor required.
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The temporary and internal directories in the WebSphere DataPower Appliance are not
persisted storage. Also the files in these directories are lost if the WebSphere DataPower
Appliance is restarted or powered down. However, these directories are not cleared if you use
the Reload option. The temporary and internal directories are used for various processing
actions during normal operation. Restarting the WebSphere DataPower Appliance can help
to clean the file system before a firmware upgrade.

Tip: Always restart the WebSphere DataPower Appliance after a failed firmware upgrade
attempt to free system and disk resources for the next attempt.

4.2.4 Avoiding live traffic and impact

Before you upgrade the WebSphere DataPower Appliance firmware, remove the WebSphere
DataPower Appliance from the production, development, or test environment. If traffic is load
balanced by a load balancer before it reaches the WebSphere DataPower Appliance, you
might want to remove it from the load balancer pool or mark it as inactive to avoid new
incoming traffic. Also, quiesce all the domains after traffic to the WebSphere DataPower
Appliance is ended. For more information about quiesce, see 5.1.6, “Quiescing and
unquiescing domains” on page 96.

Make sure that no changes are in progress and that the configuration is saved. Also, check for
active users and disconnect everyone before you proceed with the firmware upgrade. You can
easily do this check by using the WebSphere DataPower Appliance GUI and clicking

Status — Main — Active Users from the left menu.

As shown in Example 4-1, run the following CLI commands to make sure that no traffic is
flowing through the WebSphere DataPower Appliance:

show tcp-connections

show int

Example 4-1 Checking that no traffic is flowing through the WebSphere DataPower Appliance

xi52# show tcp-connection
established: 11
syn-sent:
syn-received:
fin-wait-1:
fin-wait-2:
time-wait:
closed:
close-wait:
last-ack:
listen:
closing:

o

O N O oo MNOOoOOo

xi52# show int

interface IP Address RX (kb/pkts/errs) TX (kb/pkts/errs)
mgt0 10.1.2.166/16 9803/147896/0 0/4/0

eth0 9.23.237.54/23 3226/43094/0 54091/43817/4383
ethl 0/0/0 0/0/0

eth2 0/0/0 0/0/0
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You can also use the show cpu CLI command to check that the WebSphere DataPower
Appliance is not in use as shown on Example 4-2.

Example 4-2 Checking the WebSphere DataPower Appliance CPU usage

xi52(config)# show cpu
10 sec 1 min 10 min 1 hour 1 day
cpu usage (%): 0 0 4 4 4

4.3 Defining a firmware upgrade policy

You must take the following critical areas into consideration when you plan and define the
firmware upgrade policy and procedure for a WebSphere DataPower Appliance environment:

Deciding when to upgrade

Firmware support lifecycle for WebSphere DataPower Appliance
Upgrading non-critical WebSphere DataPower Appliances first
Running service conformity tests after you upgrade the firmware
Avoiding impact to the production environment

vyvyyvyyy

The following sections present general information and standard practices that can be useful,
even when a firmware upgrade policy is already in place. System administrators must ensure
that they properly cover the information that is described here in the firmware upgrade
procedure and policy.

4.3.1 Deciding when to upgrade

Read the WebSphere DataPower Appliance firmware release notes. Give special attention to
enhancements, new features, resolved APARSs, and critical updates. Base the final decision
about whether to upgrade on the information that is provided and your experience and
performance with the current firmware version. Keep in mind the following factors:

Stability

Performance

Enhancement for existing features
Requirements for new features

v

vvyy

Keep your environment in conformity with the WebSphere DataPower Appliance firmware
lifecycle as explained in 4.3.2, “Firmware support lifecycle for WebSphere DataPower
Appliance” on page 74.

4.3.2 Firmware support lifecycle for WebSphere DataPower Appliance

A minimum of two years of support is provided for each firmware release, beginning with the
general availability (GA) of the release. Releases of the WebSphere DataPower firmware that
are older than two years and are not within the three latest levels of firmware are subject to
support withdrawal at any time.

To minimize the business impact of changes to customers, IBM created the IBM WebSphere
DataPower End of Service policy to help plan firmware upgrades. Customers receive a
12-month notice before the end of service date. A good firmware upgrade policy must ensure
that updates are made regularly to conform with the IBM support lifecycle, without any gaps in
support.
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For more information, see the IBM WebSphere DataPower SOA Appliance Firmware Support
Lifecycle website at:

http://www.ibm.com/support/docview.wss?rs=23628uid=swg21246298

4.3.3 Upgrading non-critical WebSphere DataPower Appliances first

A firmware upgrade must start gradually with a low impact environment. More testing can
reduce the chances of major problems to the business when you upgrade the production
environment. The firmware upgrade policy must have a well-defined starting environment and
a period of compliance tests.

The total time that is required for the firmware upgrade depends on how many WebSphere
DataPower Appliances you have and on how complex your environment and applications are.
Figure 4-7 shows an ideal scenario that you can use as a model when you define your
custom firmware upgrade policy.

DP
Administrator

New firmware

New firmware

(= @ v New firmware
Development @

WAMC
)| | S
Repositol
Old firmware
WAMC Server
Old firmware

Old firmware

Figure 4-7 Firmware upgrade policy

The scenario in Figure 4-7 entails the following procedure:
1. Development environment

In this scenario, the new firmware is initially deployed to the low priority environment called
Development. Initial tests on the new firmware are made by the developers to ensure that
everything is working as expected. Also, consider how the new firmware will be deployed
on this environment. Even in a development environment, people have deadlines to meet
and projects to deliver. Therefore, use an approach that can be easily rolled back in case
issues arise.

2. Test environment

After you validate the Development environment, you can deploy the new firmware to the
next environment. In this scenario, we call it the Test environment. In this environment,
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tests are run, trying to be the close as possible to the real business production
environment. For more information, see 4.3.4, “Running service conformity tests after you
upgrade the firmware” on page 76. Plan and architect the firmware deployment in a way
that you do not interrupt the usual and current tests.

3. Production environment

After tests are concluded on both previous environments, you can start planning the
production upgrade. Production must always be the last environment that is upgraded
after everything that is possible has been tested and simulated. With good planning and a
battery of tests, the production upgrade tends to be safe.

For more information and standard practices for production upgrades, see 4.3.5, “Avoiding
impact to the production environment” on page 76.

4.3.4 Running service conformity tests after you upgrade the firmware

Always run conformity tests after a firmware upgrade. Use automated testing tools or custom
scripts to produce enough test cases and to stress to the new firmware. Watch carefully for
device performance, load, latency, and other areas of importance to your business. Ensure
that a regression test procedure is in place so that all aspects of your services are correctly
tested. Consider application support teams and customers as resources for these tests.

Sometimes a Request for Comments (RFC) is updated and can affect the default behavior of
current services or settings that are implemented on a WebSphere DataPower Appliance.
IBM is always in compliance with security standards and RFCs.

The following IBM technote contains information about one case where the Security Socket
Layer (SSL) RFC was updated:

http://www.ibm.com/support/docview.wss?uid=swg21497539

The update culminated in changing the default behavior of the WebSphere DataPower
Appliance when acting as an SSL client that connects to an insecure server.

To access the related RFC, go to:
http://tools.ietf.org/html/rfc5746

4.3.5 Avoiding impact to the production environment

76

Never start a firmware upgrade on the production environment. Make sure that your firmware
upgrade policy protects and avoids any impact to the business as first goal. Because of the
nature of real data and unpredicted volume, it is difficult to simulate a production environment.
Performing a strict load and performance tests on a different environment can help, but it is
not a guarantee that no issues will happen on the production environment.

For the production environment, go through a stringent firmware upgrade cycle. Consider
upgrading only one WebSphere DataPower Appliance initially. Monitor it closely for the next
several days for issues and performance before you upgrade the other production
WebSphere DataPower Appliances.

When you plan a firmware upgrade in the production environment, consider redundancy. You
do not want to cause a full outage if problems occur. Think about a device where you have at
least one or more devices that service the same services and instances. You need to stop
traffic to the new upgraded WebSphere DataPower Appliance if problems occur. Make sure
that the remaining WebSphere DataPower Appliances can handle and manage the traffic if
required.
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Use good communication to notify everyone who uses the services that are provided by the
WebSphere DataPower Appliance. Everybody must be aware of the firmware upgrade. Most
companies have various teams that manage the WebSphere DataPower and Network
Appliances. Engage all required people and ask them to be promptly available if needed. You
do not want to waste minutes or hours waiting on the engagement of other teams during a
firmware upgrade event.

Consider doing the firmware upgrade in the production environment during a quiet period.
That is, try to avoid a firmware upgrade on a busy week or month, when you have many code
releases and changes happening on the environment. That way, it can be more difficult to
identify the real firmware behavior, because new services, settings, or configurations can also
affect and mask the performance.

For more information about standard practices for the production environment, see 4.2, “Hints
and tips before you upgrade the firmware” on page 71.

4.4 Deploying the firmware

WebSphere Appliance Management Center provides a centralized point to manage your
WebSphere DataPower Appliance environment. The firmware repository helps when you plan
firmware upgrades across your environment, which can be composed of different WebSphere
DataPower models and versions. For the list of supported WebSphere DataPower Appliance
types and models, see 1.5, “Supported WebSphere DataPower Appliances” on page 8.

Figure 4-8 on page 78 illustrates the following scenarios about how WebSphere Appliance
Management Center can be used to perform firmware upgrades on WebSphere DataPower
Appliances. The numbers correspond to the numbers in the figure.

1. Single WebSphere DataPower Appliance. In this scenario, only a single WebSphere
DataPower Appliance is upgraded. For more information, see 4.4.1, “Single WebSphere
DataPower Appliance upgrade” on page 78.

2. Multiple WebSphere DataPower Appliances in the same model. In this scenario, a group
of same model WebSphere DataPower Appliances are upgraded. For more information,
see 4.4.2, “Multiple WebSphere DataPower Appliance upgrade” on page 81.

3. Multiple WebSphere DataPower Appliances with different models. In this scenario, a group
of different models WebSphere DataPower Appliances is upgraded.
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Figure 4-8 Firmware upgrade scenarios using WebSphere Appliance Management Center

4.4.1 Single WebSphere DataPower Appliance upgrade
You can deploy a single WebSphere DataPower Appliance firmware upgrade by using the
WebSphere Appliance Management Center.

Important: WebSphere Appliance Management Center assumes that you have handled
all requirements, such as for backups and traffic avoidance. Before you read this section,

you must read 4.2, “Hints and tips before you upgrade the firmware” on page 71.
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To do a firmware deployment on a single WebSphere DataPower Appliance:

1. On the Appliances tab, from WebSphere Appliance Management Center (Figure 4-9),
select a WebSphere DataPower Appliance, click Other Actions, and select Deploy
Firmware.

Appliances Domains Services Repository History

¢ X <= 2 OtherAcions

¥+  Nofilter applied. Backup Appliance
Restore Appliance

Name Type Model Firmware
Deploy Firmware {b

MS0-XC10-1 Create Domain n XC10 7199 2.5.0.0-a1241.12...

| CQuiesce Appliance |
M50-XI50-TOR XI50 59235 3823
MS0-X152-1 Reboot Appliance Xls2 7199 5.0.0.0

Figure 4-9 Selecting the Deploy Firmware action for a single WebSphere DataPower Appliance

2. In the Deploy Firmware dialog box (Figure 4-10), select the firmware version to be
deployed. Two methods are available for selecting the firmware image:

— List upgrades only

This option is the default. By using this option, WebSphere Appliance Management
Center automatically selects the latest firmware version that is available in the
repository that matches the WebSphere DataPower Appliance model, type, and
license. For information about managing the repository, see 4.1, “Managing the
firmware repository” on page 68.

Deploy Firmware

Set the target firmware:

@ Listupgrades only

(7 List all compatible firmware versions
Specify the firmware version: () | 5001 [~
summary:

Appliance Name Appliance Type  Appliance Mode | Current Firmwar = Target Firmware

ITSO-XI50-TOR X150 9235 3823 5.0.0.1 details [~

Figure 4-10 Deploying firmware by using list upgrades only option

— List all compatible firmware versions

By selecting this option (Figure 4-11 on page 80), you can select from a list of firmware
versions that are available in the repository that matches your WebSphere DataPower
Appliance model, type, and license. This option is preferred when you need to upgrade
or downgrade to a specific firmware version rather than to the last available version.
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Tip: If WebSphere Appliance Management Center shows no versions available to
upgrade, check the firmware images in the repository. Make sure that the right images
were downloaded, matching the WebSphere DataPower Appliance model, type, and

licenses. For information, see 4.1.2, “Identifying and downloading firmware images” on
page 68.

Deploy Firmware

Set the target firmware:

{7 List upgrades only
(@ List all compatible firmware versions

Specify the firnware version: (2) | sp01 |~
5.0.01
Summary:
. 4015 {")
Appliance Name  Appliance Type | Appliance Mode Current Firmwarn = Target Firmware

ITSO-XI50-TOR X150 9235 3823 5.0.0.1 details [}

Figure 4-11 Deploying firmware by using the list all compatible firmware versions option

3. Select the license agreements check box, and then, click Deploy (Figure 4-12).

Hote: After you click Deploy, you cannot stap this operation.

Deploy Cancel

Figure 4-12 Accepting the license agreements and starting the deployment

The firmware upgrade process starts.

The History tab (Figure 4-13) in WebSphere Appliance Management Center shows the
status and detailed information about the events that are happening during the firmware
upgrade process.

Details:

| & Completed successfully.

20121017 16:44:13:196 | CWZBA10031
) Started.
L 2012 10 17 16:36:48:571 | CWZBA10011
& Submitted.
2012 10 17 16:36:48:117 | CWZBA10121

Figure 4-13 History panel showing details about the firmware upgrade
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The WebSphere DataPower Appliance restarts. When the firmware upgrade process is
finished, it is available on WebSphere Appliance Management Center again. To verify that the
upgrade was successful, see 4.4.3, “Verifying the firmware upgrade” on page 83.

4.4.2 Multiple WebSphere DataPower Appliance upgrade

You can deploy a firmware upgrade on multiple WebSphere DataPower Appliances by using
the WebSphere Appliance Management Center.

Important: WebSphere Appliance Management Center assumes that you have handled
all requirements, such as backups and traffic avoidance. Before you read this section, you
must read 4.2, “Hints and tips before you upgrade the firmware” on page 71.

To do a firmware deployment on multiple WebSphere DataPower Appliances:

1. On the Appliances tab in WebSphere Appliance Management Center (Figure 4-14),
select the WebSphere DataPower Appliances to be upgraded. Click Other Actions —
Deploy Firmware.

Tip: You can select multiple WebSphere DataPower Appliances by pressing and holding
the Control key and selecting the WebSphere DataPower Appliances. Another option is
to press and hold the Shift key to select several WebSphere DataPower Appliances.

IBM WebSphere Appliance Management Center

Appliances Domains Senvices Repository History

+ X < 2, OterAdions  ~

&

=  Nofilfer applied.

Hame Type Model Firmware
Deploy Firmware {h_T}

-itzo-xi52-a Create Domain Hi52 7199 4.02.0

) ! | Quiesce Appliance
-its0-xi52-b Xi52 7199 4020

-itzo-xi52-c Reboot Appliance Xi52 7199 4020

Figure 4-14 Selecting the Deploy Firmware action for multiple WebSphere DataPower Appliances
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2. In the Deploy Firmware dialog box (Figure 4-15), select the firmware version to be
deployed. Two methods are available to select the firmware image:

— List upgrades only

This option is the default. By using it, WebSphere Appliance Management Center
automatically selects the latest firmware version that is available in the repository that
matches the WebSphere DataPower Appliance model, type, and license. For information
about managing the repository, see 4.1, “Managing the firmware repository” on page 68.

Deploy Firmware

Set the target firmware:

(@ List upgrades only
() List all compatible firmware versions

Specify the firmware version: (7 5000 |~

summary:

Appliance Name @ Appliance Type  Appliance Mod Current Firmwal | Target Firmware

]

-itso-xi52-a X152 7199 4020 5.0.0.0 details (v}
-its0-xi52-b X152 7199 4020 5.0.0.0 details (]
-it50-xi52-C X152 7199 4020 5.0.0.0 details & [

Figure 4-15 Deploying firmware for multiple WebSphere DataPower Appliances

— List all compatible firmware versions

By using this option, you can select from a list of firmware versions available in the
repository that matches your WebSphere DataPower Appliance model, type, and
license. This option is preferred when you need to upgrade or downgrade to a specific
firmware version rather than the last available version.

Tip: If WebSphere Appliance Management Center does not show any versions available to
upgrade, check the firmware images in the repository. Make sure that the right images were
downloaded by matching the WebSphere DataPower Appliance model, type, and licenses.

For more information, see 4.1.2, “ldentifying and downloading firmware images” on page 68.

3. Select the license agreements check box, and then, click Deploy (Figure 4-16).

Important: When you upgrade multiple WebSphere DataPower Appliances, the process
is sequential. That is, the upgrade process proceeds from one WebSphere DataPower
Appliance to the next, regardless of the success or failure of each deployment.

Wil acceptthe terms in the license agreements.:

Mote: After you click Deploy, you cannot stop this operation.

Deploy Cancel

Figure 4-16 Accepting the license agreements and starting the deployment
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The firmware upgrade process begins.

The History tab shows the current status and detailed information about the events during
the firmware upgrade process as shown on Figure 4-17.

IBM Web Sphere Appliance Management Center

Appliances Domains Senvices Repository

3+  Nofilter applied.

Status Action User ID
%;o Deploy firmware to appliance "tzo-xis2-b" wamcadmin
%; Deploy firmware to appliance "tzo-xi52-c° wamcadmin
%;o Deploy firmware to appliance "tso-xis2-d" wamcadmin
%; Deploy firmware to appliance "tzo-xi52-a° wamcadmin

Figure 4-17 History panel showing details about the firmware upgrade to multiple appliances

The WebSphere DataPower Appliances are restarted. When the firmware upgrade process is
finished, the appliances are available again on WebSphere Appliance Management Center. To
verify that the upgrade was successful, see 4.4.3, “Verifying the firmware upgrade” on page 83.

4.4.3 Verifying the firmware upgrade

You can verify the firmware upgrade by checking the properties of the WebSphere DataPower
Appliance that is displayed on the right side of the window on the Appliances tab (Figure 4-18).

Properties: 7
Name: (?) its o-xi52

Host name: (2) 0.42 170.244

Type: XI5z

Madel: 7199

Firmware: 5001

Groups: development, xis2

Status: i

Feature list: (7) MQ, TAM, DataGlue, JAXP-API,

PK.CS7-SMIME, SQL-0ODBC,
Tibco-EMS, WebSphere-JM3,
RaidYolume, iSCSI, LocateLED,
AppOpt, IPMI, DCO,
RaidVolumesr,
IntrusionDetection, IPMI-LAN

Serial number: 6203878

Figure 4-18 WebSphere DataPower Appliance properties
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4.4.4 Rolling back the firmware

Permissions required for rolling back firmware: An administrator or a privileged user
with permission is required to roll back the firmware.

You can roll back the firmware to the previous firmware version before the update if required.
Two methods are available methods to roll back the firmware:

» Using the WebSphere DataPower web GUI

To roll back the firmware by using the WebSphere DataPower web GUI, click
Administration —» Main — System Control. Then, click Firmware Roll-Back (Figure 4-19).

Firmware Roll-Back

[ Firmware Roll-Back ]

Figure 4-19 Rolling back the firmware using the WebSphere DataPower web GUI

» Using the WebSphere DataPower CLI

To roll back the firmware by using the WebSphere DataPower CLI, issue the commands
that are shown in Example 4-3.

Example 4-3 WebSphere DataPower CLI commands to roll back the firmware

xi50# conf
Global configuration mode

xi50(config)# flash
Flash configuration mode

x150(config-flash)# boot switch
Firmware roll-back successful

Device is rebooting now.
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Managing domains and services

IBM WebSphere Appliance Management Center for WebSphere Appliances can manage
application domains and services. Domain management entails exporting required
configuration files and knowing how to create, update, and delete domains by using
WebSphere Appliance Management Center. The management of services includes creating,
updating, and deleting services.

An optional part of creating and updating domains and services is the use of deployment
policies. Deployment policies can add flexibility to the process of deploying a configuration.

This chapter includes the following sections:

» Managing application domains

» Managing services

» Deployment policies

» Automatic synchronization of a configuration
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5.1 Managing application domains

You can use WebSphere Appliance Management Center to create, update, and delete
application domains across multiple WebSphere DataPower Appliances. This section briefly
describes the application domains, their configuration, and how WebSphere Appliance
Management Center uses domain configuration backups and domain configuration exports.

5.1.1 Application domains

After initial installation and setup, a WebSphere DataPower Appliance has just one
application domain, which is called the default domain. Applications and services should not
be deployed to the default domain. Default domains are used to store appliance-wide
resources, such as network interfaces, users, and access controls. Instead, create additional
application domains and deploy services into these domains.

Application domains divide a WebSphere DataPower Appliance into partitions or workspaces.
You might divide an appliance this way for the following reasons:

» Access control. Allowing a user to administer their own domains but preventing them from
changing domains that are owned by other users.

» Workspace separation. Providing application developers with isolated workspaces where
they can develop without affecting other applications or services that are running on the
same WebSphere DataPower Appliance.

» Backup and restore. Backing up and restoring the configuration for a whole domain
independently of other domains.

» Migration of configuration between appliances. Exporting a domain configuration and
using it to create a domain on a different WebSphere DataPower Appliance.

For more information about application domains, see DataPower SOA Appliance
Administration, Deployment, and Best Practices, SG24-7901.

5.1.2 Application domain configuration

Application domains are configured to support the services that are deployed to them. An
application domain configuration defines settings, including logging, XML managers,
services, and host aliases. You can back up or export a domain configuration to a file, which
you should do regularly because these exported files function as point-in-time backups of the
currently saved configuration.

Two types of domain configuration files are available:

» Domain configuration backups

A copy of the entire domain configuration that includes all objects (such as services and
files, but not certificates) that are part of the domain. A domain configuration backup can
include configuration for multiple domains.

» Domain configuration exports

Similar to a domain configuration backup, an export includes objects and a configuration
for a domain. However, domain configuration exports differ from a domain configuration
backup in that selected configuration objects are exported so that the configuration of
individual resources, objects, and services can be exported. A domain configuration
export contains configuration for one domain only.
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In WebSphere Appliance Management Center, domain configuration files are required when
you create a domain or update a domain configuration. The type of configuration file that is
used is important as the behavior of WebSphere Appliance Management Center changes
depending on the type of configuration file used:

» When you create a domain by using a domain configuration backup, the name of the new
domain must match the name of a domain that the backup file contains. For example, if the
configuration was backed up from a domain that is called development, the new domain
must also be called development. If a domain configuration backup contains configuration
for two domains that are called development and test, the newly created domain must be
called development or test.

When you update the configuration of an existing domain by using a domain configuration
backup, the name of the domain that is being updated must match a domain name from
the configuration backup.

» When you create a domain by using a domain configuration export, the name of the new
domain does not need to match the name of the domain that the export file was created
from. For example, if the configuration was exported from a domain that is called
development, the new domain can be called development but can also be called fest. The
same is true when you update the configuration of an existing domain by using a domain
configuration export.

5.1.3 Creating domain configuration files

Application domain configuration files are created from the WebSphere DataPower web GUI.
It is not possible to create domain configuration backups or domain configuration export files
from WebSphere Appliance Management Center. You can create a domain configuration
backup and a domain configuration export.

For more information about backing up a domain configuration and exporting application
domain configuration and objects from an application domain, see the Backing up and
exporting configuration data topic of the WebSphere DataPower Integration Appliance version
5.0 Information Center at:

http://pic.dhe.ibm.com/infocenter/wsdatap/v5rOm0/topic/com.ibm.dp.xi.doc/administr

Creating a domain configuration backup
To back up the configuration of one or more domains:

1. Log in to the WebSphere DataPower web GUI for your WebSphere DataPower Appliance.
2. From the Control panel, select Administration — Configuration — Export Configuration.

3. In the Export Configuration window (Figure 5-1), select Create a backup of one or more
application domains. Then, click Next.

[=] | Export Configuration

(Copy or move configuration and files between domains

(#)Create a backup of one or more application domains
Export (Create a backup of the entire systemn

{)Export configuration and files from the current domain

Figure 5-1 Selecting to create a backup of one or more application domains

Chapter 5. Managing domains and services 87


http://pic.dhe.ibm.com/infocenter/wsdatap/v5r0m0/topic/com.ibm.dp.xi.doc/administratorsguide.xi50229.htm?path=4_2_0_4_6_3#webgui_backingupexportingconfigdata_task

88

4. In the next Export Configuration window (Figure 5-2):

a. In the Export File Name field, enter a name for the export file.
b. Select one or more application domains to back up.
c. Click Next.

[=]| Export Configuration

Help
Comment
poney o [(none) [
E:I:r?: File productionDomainBackup *

Select application domains to export

Click to select:

[ chris-test

[ default
Ddevelnpment
production
meduc’cion-sale?
DPrnx\,rland
Dstaging-sale?

Dtest

testonly4soaTeam

Figure 5-2 Naming the backup and selecting the domains to include

5. Click Download to download the backup file.

Creating a domain configuration export
To export the configuration for a domain called development:

1. Log in to the WebSphere DataPower web GUI for your WebSphere DataPower Appliance.
Figure 5-3 shows the process of logging in to the development domain.

websphere DataPower Login
¥152 console at 9.42,.170.241:9090

Llsgr Marme:
admin

Passweord;
(11111117171}

Dornair:
development | %

[ Login J I Cancel

Licemsad Materialz - Property of IEM Caorp,

@ IEM Corporation and ather(z) 1393-2012,

IEM iz a registerad trademark of IEM Corparation, in
the United States, ather countries, ar bath,

Figure 5-3 Logging in to the development domain
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2. From the Control panel, select Administration — Configuration — Export Configuration.

3. In the Export Configuration window (Figure 5-4), select Export configuration and files

from the current domain, and click Next.

[=]| Export Configuration

(Copy or move canfiguration and files between domains
(yCreate & backup of one or more application dormains

Export ()Create a backup of the entire system
(#Export configuration and files from the current domain

Figure 5-4 Selecting to export configuration from the current domain

4. In the next Export Configuration window, provide the requested information (Figure 5-5):

a. Inthe Export File Name field, enter a name for the export file.

b. In the Objects box, select All Classes. Then, double-click All Objects to add this item
to the Selected objects box. Alternatively, click the right arrow to move All Objects to

the Selected objects box.

Verify that the other default options are acceptable and make any changes as required.

Click Next.

[=]| Export Configuration

Comment

Deployment

Policy {nonej |w + |

Export File ;

o developmentDomainExport
(ML Config

To ®ZIP Bundle

Select configuration objects to export

Ohjects
all Classes v
Al Dhjects

A
A

[ Back ][ Show Contents ][ Mext ][ Cancel ]

Help

(®)Currently running configuration

Configuration (OLast persisted configuration

(®Include all abjects required by

Referenced selected objects
Objects Include only the selected objects
(CExport all local files
Export files referenced by selected
Export Files ©Exp ¥

objects
(OExport no files

Selected Objects

Cormpile Options Policy default-atternpt-stream ~
Crypto Profile crypto-profile

HTTP Service http-service

User Agent default

Log Category aaa

Lag Categary all

Log Category audit

Log Category auth

Laog Category cert-rmonitor

Log Category cli

Log Category cluster-service

Log Category crypto

Log Category evtlog

Log Category fibre-channel

Laog Category file

Log Category file-capture b

Figure 5-5 Naming the configuration export and selecting the configuration objects to include

5. Click Download to download the export file.
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5.1.4 Creating domains

You can create application domains on WebSphere DataPower Appliances directly from
WebSphere Appliance Management Center. The creation of a domain requires a domain
configuration file. This file can be a domain configuration backup or a domain configuration
export. If you are using a domain configuration backup, you must give the newly created
domain the same name as the domain that was backed up. If you are using a domain
configuration export, you can give the newly created domain any name. Domain configuration
exports and backups are created by using the WebSphere DataPower web GUI as explained
in 5.1.3, “Creating domain configuration files” on page 87. It is not possible to create domain
configuration files by using WebSphere Appliance Management Center.

Required authorization: Creating domains in WebSphere Appliance Management Center
requires a user to have the solution deployer role. For more information about configuring
user roles, see 2.4, “Managing users and roles” on page 32.

Creating a domain by using a domain configuration export
To create a domain that is called test by using a domain configuration export file:

1. Log in to WebSphere Appliance Management Center as a user with the solution deployer
role.

2. Locate the target WebSphere DataPower Appliance in WebSphere Appliance
Management Center. Click the appliance to select it. Figure 5-6 shows that WebSphere
DataPower XI52 Appliance itso-xi52 is selected in the appliance grid.

IBM WebSphere Appliance Management Center

Appliances Domains Services Repository

&= ) €= Z OtherActions -
I Mo fiiter applied.
Hame Host Hame Type Maodel Firmware Groups
itzo-zhE2 dp-zbE2 wBE2 7189 4020 non-prod, xhg2
tzo-x=c10 x4 g raleigh.ibm.com Aiz10 7199 2500-a1... 10
tso-xis2 942170241 X152 7199 5.000 development, xi52
tzo-xis2-a dp-xisZ-a 52 7199 4020 nan-prod, xis2

Figure 5-6 Selecting a WebSphere DataPower Appliance in the appliance grid

3. From the toolbar, click Other Actions — Create Domain.
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4.

In the Create Domain window (Figure 5-7), enter the name of the new domain. In this
example, the new domain is called test. Then, click Next.

Create Domain

Summary of appliances selected:
Hame Appliance Type

ts0-xis2 52

Mewy domains are created by using existing configuration. You can either use a backup that contains a
domain ofthe same name, or a configuration expart that contains objects to use in the new domain.

* Specify the name for this new domain: test

Mote: After a domain is created, you cannot change its name.

5. Select the domain configuration export to use for creating the domain:

— If the file is stored on your hard drive, select Local file, and use the file browser to

select the file. In this example, we select Local file (Figure 5-8).

Create Domain

Specify the configuration source for this domain:

The configuration source can he:

to include in this domain, loaded from one of the following locations:
o Alocal file
o Aremote location accessed through HTTP or HTTPS
# An existing domain of the same name an another appliance
@ Localfile
Select File: developmentExport.zip | Browse
() Remaote location (URL)
Specify URL: (7)
() An existing domain ofthe same name

Select domain: -

# A hackup that contains a domain of the same name, or a configuration export that contains objects

Figure 5-8 Using a local file as the configuration source for the new domain

— If the file is stored on another computer and can be accessed by using HTTP or

Figure 5-7 Creating a domain that is called test on the itso-xi52 WebSphere DataPower Appliance

unauthenticated HTTPS, select Remote location (URL) and enter the full URL to the

file.
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— The domain configuration can be copied directly from another domain without first
creating a domain configuration file. To use this option, select An existing domain of
the same name, and select the domain to use as the domain configuration source.
The name of the source domain must match the name of the target domain.

Click Next.

6. Inthe next Create Domain window, select a deployment policy. For more information about
using deployment policies, see 5.3, “Deployment policies” on page 113. In this example,
we use the default option of setting no deployment policy (Figure 5-9). Click Next.

Create Domain

Specify a deployment policy {optional):

In the following table, you can select one or more domains and then specify a deployment policy.

Appliance Policy

tso-=i52 Mone

Figure 5-9 Creating a domain with the default deployment policy option of None

7. To update the domain configuration of the new domain whenever the source of the domain
configuration changes, select Enable automatic synchronization. In this example, the
Enable automatic synchronization is cleared (Figure 5-10). Automatic synchronization is
described in detail in 5.4, “Automatic synchronization of a configuration” on page 125.

Create Domain

Future domain synchronization:
You are ahaout to create a new dormain.

Doyouwant WebSphere Appliance Management Center to automatically synchronize the damain with any
changes detected in the configuration source files or deplayment policy files?

If 50, select Enable awtomatic synchronization.

Enable autarnatic synchranization

Figure 5-10 Selecting not to use automatic synchronization of domain configuration
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8. Click Create to start the domain creation process. A feedback message is displayed to
confirm that the domain creation process started. This feedback message changes to
green if the domain was created successfully (top of Figure 5-11).

The domain is created by using the domain configuration export file that was provided. You
can find the new domain test by going to the Domains tab as shown in Figure 5-11.

IBM WebSphere Appliance Management Center

Appliances Domains Services Repository History

&2 Deploy domain canfiguration to test' an appliance itso-xi92" | Completed successiully.

#= F E OtherActions -

= gitems shown  Clear fliter

Hame Appliance Groups
default itz0-xis2
development itzo-xis2
production tzo-xis2
test t=0-xi52

Figure 5-11 Newly created test domain

Creating a domain by using a domain configuration backup

Creating a domain from a domain configuration backup file follows the same process as for
creating a domain by using a domain configuration export (see “Creating a domain by using a
domain configuration export” on page 90). The difference is that the domain configuration
backup file must contain a domain of the same name as the domain that is being created.

For example, when you create a domain called production, the domain configuration backup
must include configuration for a domain called production. The create domain action fails if
the configuration backup file does not contain a matching domain. Figure 5-12 shows an
example of this error condition.

IBMWebSphere Appliance Management Center

Appliances Domains Services Repository History

0 Ceploy dormain configuration to montatchingDomain' on appliance ‘itso-xi52" | The 9.42170.241:5550 appliance cannot load the nondatchingDomain da
provided is invalid or does not contain domain [nondatchingDomain] | More information...

Figure 5-12 A failure when creating a domain

5.1.5 Updating domains

The configuration of an application domain can be updated by using WebSphere Appliance
Management Center. The configuration of a domain can be replaced with an updated or
changed configuration from a domain configuration export or configuration backup. The
process for updating a domain follows a similar process as creating a domain. Domain
configuration exports and backups are created by using the WebSphere DataPower web GUI
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as described in 5.1.3, “Creating domain configuration files” on page 87. You cannot create
domain configuration files by using WebSphere Appliance Management Center.

Required authorization: Updating domains in WebSphere Appliance Management
Center requires a user to have the solution deployer role. For information about configuring
user roles, see 2.4, “Managing users and roles” on page 32.

Updating a domain by using a domain configuration export
To update a domain that is called test with new configuration from a domain configuration
export:

1. Log in to WebSphere Appliance Management Center as a user with the solution deployer
role.

2. Click the Domains tab, and select the domain that you want to update.

Tip: If many domains are listed, you can apply a filter to the list by clicking the Define
filter icon. For more information, see “Filtering domains by using groups” on page 101.

3. Quiesce a domain before you update its configuration. For more information, see 5.1.6,
“Quiescing and unquiescing domains” on page 96.

4. From the toolbar, click Other Actions — Update Domain Configuration.

5. Inthe Update Domain Configuration window, select the source of the domain configuration
update by using one of the following options:

— If the file is stored on your hard drive, select Local file, and use the file browser to
select the file. In this example, we select Local file as shown in Figure 5-13.

Update Domain Configuration

Specify the configuration source for this domain:

The configuration source can be:
# A hackup that containg a domain ofthe same name, or a configuration export that contains objects
to include in this domain, loaded from one of the following locations:
o Alocalfile

o Aremote [ocation accessed through HTTP or HTTPS
® An existing domain of the same name an another appliance

® Localfile

Select file: testExport.zip Browse
() Remate location (URL)

Specify URL: (7
() An existing domain ofthe same name

Select domain -

Figure 5-13 Updating domain configuration with a local configuration export

— If the file is stored on another computer and can be accessed by using HTTP or
unauthenticated HTTPS, select Remote location (URL), and enter the full URL to the
file.
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— A domain configuration can be copied directly from another domain without first
creating a domain configuration file. To use this option, select An existing domain of
the same name, and select the domain to use as the domain configuration source.
The name of the source domain must match the name of the target domain.

Click Next.

6. Specify a deployment policy. For information about using deployment policies, see 5.3,
“Deployment policies” on page 113. This example uses the default option of setting no
deployment policy as shown in Figure 5-14. Click Next.

Update Domain Configuration
Specify a deployment policy {optional):
In the following table, you can select one ar more domains and then specify a deployment palicy.

Appliance Policy

ftEn-xis2 Marne

Figure 5-14 Updating domain configuration by using the default deployment policy option of None

7. If you want the domain configuration of the domain to be updated whenever the source of
the domain configuration changes, select Enable automatic synchronization. In this
example, automatic synchronization is not enabled as shown in Figure 5-15.

For more information about automatic synchronization, see 5.4, “Automatic
synchronization of a configuration” on page 125.

Update Domain Configuration

Future doemain synchronization:
You are ahout to deploy new configuration to this daormain.

Do youwantWebSphere Appliance Management Center to automatically synchronize the domain with any
changes detected in the configuration source files or deployment policy files?

If 50, select Enable automatic synchronization.

I__: Enahle automatic synchronization

Figure 5-15 Selecting not to use automatic synchronization of domain configuration

8. Click Finish to start the update. A feedback message is displayed to confirm that the
domain configuration is being updated.

Updating a domain by using a domain configuration backup

Updating a domain from domain configuration backup files follows the same process as for
updating a domain by using a domain configuration export (see “Updating a domain by using
a domain configuration export” on page 94). The difference is that the domain configuration
backup file must contain a domain of the same name as the domain that is being updated.
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For example, when you update a domain that is called test, the domain configuration backup
must include configuration for a domain called fest. The update domain action fails if the
configuration backup file does not contain a matching named domain.

Updating multiple domains in a single action

The real power of WebSphere Appliance Management Center is the ability to select multiple
application domains across multiple WebSphere DataPower Appliances and to update the
configuration of the domains in a single action. This action speeds up the deployment of an
updated domain configuration across your WebSphere DataPower environment, reducing
downtime and allowing for smaller maintenance windows.

Updating configuration across multiple domains differs from updating configuration for a
single domain in the following ways:

» Multiple domains are selected from the Domains grid. The domains that are selected must
all have the same name.

» Multiple deployment policies can be used for each domain that is being updated.

Use of deployment policies greatly simplifies, and in some cases makes possible, the use of a
single domain configuration export to update multiple domains across multiple WebSphere
DataPower Appliances. For information about deployment policies, see 5.3, “Deployment
policies” on page 113.

Figure 5-16 shows the Update Domain Configuration window that opens from the
Deployment Policy page. Each of the target domains on the different WebSphere DataPower
Appliances uses a different deployment policy that makes the imported configuration suitable
for the target environment.

Update Domain Configuration

Specify a deployment policy (optional):

In the fallowing table, you can select ane ar more domains and then specify a deployment palicy:

Appliance Policy

ito-xis2 From domain "default”
tE0-xis2-a Updated from local file
t=o-xis2-h hittp: Mitzoibm.comipoliciesialicy

Figure 5-16 Applying multiple deployment policies to multiple domains

5.1.6 Quiescing and unquiescing domains

Application domains can be quiesced by using WebSphere Appliance Management Center.
The domain quiesce feature allows for a domain to be shut down gracefully so that existing
operations can complete but no new requests are processed. Quiescing a domain is typically
done to allow maintenance activity to be carried out without adversely affecting normal
operations. Traffic can be temporarily rerouted to a fallover or backup domain, while the
quiesced domain is updated or modified. After the domain is updated, it can be unquiesced
again, and normal traffic patterns are restored.
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Updating a domain: Updating a domain automatically does a quiesce and unquiesce of
the WebSphere DataPower Appliance.

WebSphere Appliance Management Center submits the quiesce instruction to the target
domain. The domain is given some time to fully quiesce, which is referred to as the quiesce
timeout. The default quiesce timeout is 60 seconds, but this value can be set on domains
individually if you know that particular domains might take longer to fully quiesce.

Occasionally an error might be reported when quiescing domains. In most cases, the error is
that the quiesce did not complete within the timeout period. If this error happens frequently,
consider increasing the quiesce timeout.

Required authorization: Quiescing and unquiescing domains in WebSphere Appliance
Management Center requires a user to have the solution deployer role. For more
information about configuring user roles, see 2.4, “Managing users and roles” on page 32.

Quiescing a domain
To quiesce a domain by using WebSphere Appliance Management Center:

1. Log on to WebSphere Appliance Management Center as a user with the solution deployer
role.

2. On the Domains tab, select the domain that you want to quiesce.

Tip: If many domains are listed, you can apply a filter to the list by using the Define
filter icon. For more information, see “Filtering domains by using groups” on page 101.

3. From the toolbar, click Other Actions — Quiesce Domain (Figure 5-17).

IBM WebSphere Appliance Management Center

Appliances Domains Services Repository History

s = & éOtherActinns -

Y 4 ftems shown Update Domain Configuration
3

plaoad File

Hame Groups
Celete Domain

default Create Service
Guiesce Domain {b

development

praduction Restart Domain

test tzo0-xis2

Figure 5-17 Selecting the Quiesce Domain option from the Other Actions menu

4. When you see the confirmation dialog, click Quiesce to quiesce the domain. The domain
quiesces and stops processing further requests.
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Unquiescing a domain
The domain remains in the quiesced state until it is unquiesced again. To unquiesce a domain
by using WebSphere Appliance Management Center:

1. Log on to WebSphere Appliance Management Center as a user with the solution deployer
role.

2. On the Domains tab, select the domain that you want to unquiesce.

Tip: If many domains are listed, you can apply a filter to the list by using the Define
filter icon. For more information, see “Filtering domains by using groups” on page 101.

3. From the toolbar, click Other Actions — Unquiesce Domain (Figure 5-18).

IBM WebSphere Appliance Management Center

Appliances Domains Senvices Repository History

= 2 OF éOtherActions -

}b & ftems shoun Update Domain Configuration

Upload File

Hame Groups
Delete Domain

chris-test Create Service

default
Unguiesce Damain {b

dEy-an 217 Restart Domain

development t=0-xi52
pro-saw21 7 itsn-xis2
production fteo-xis2
Prozyland it=0-xi52

test ite0-xis2

Figure 5-18 Selecting the Unquiesce Domain option from the Other Actions menu

4. In the confirmation window, click Unquiesce to unquiesce the domain.

5.1.7 Deleting domains

You can delete domains that are no longer required from WebSphere DataPower Appliances
by using WebSphere Appliance Management Center.

Required authorization: Deleting domains in WebSphere Appliance Management Center
requires a user to have the solution deployer role. For more information about configuring
user roles, see 2.4, “Managing users and roles” on page 32.

Before you delete a domain, you must check the following details:
» The domain is no longer required.

» Any active services in the domain are quiesced. For more information, see 5.2.5,
“Quiescing and unquiescing services” on page 111.
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» The domain is quiesced. For more information, see 5.1.6, “Quiescing and unquiescing
domains” on page 96. Quiescing the domain automatically quiesces any services that are
running on that domain.

To delete a domain from a WebSphere DataPower Appliance by using WebSphere Appliance
Management Center:

1. Log on to WebSphere Appliance Management Center as a user with the solution deployer
role.

2. On the Domains tab, select the domain that you want to delete.

Tip: If many domains are listed, you can apply a filter to the list by using the Define
filter icon. For more information, see “Filtering domains by using groups” on page 101.

3. From the toolbar, click Other Actions — Delete Domain.

4. In the Delete Domains window (Figure 5-19), confirm that the window shows the domains
that you intend to delete.

If the domain or domains that are selected are not quiesced, a warning message is
displayed. Quiesce the domains before you delete them, although you can delete
unquiesced domains. For more information about quiescing a domain, see 5.1.6,
“Quiescing and unquiescing domains” on page 96.

Delete Domains

Ifyou praceed, the damaing and all services in the damains are permanently deleted from the specified
appliances.

Are wou sure you want to delete the following damains?

Hame Appliance Status
test ftea-xis2 4
Delete Cancel

Figure 5-19 Delete domain confirmation dialog for a quiesced domain

5. Click Delete to delete the domain from the WebSphere DataPower Appliance. A success
message is displayed, confirming that the delete action completed correctly.

5.1.8 Managing groups of domains

Identifying which application domains belong to which operating environment can become
difficult when you add more WebSphere DataPower Appliances to WebSphere Appliance
Management Center and the number of application domains on those appliances increases.
For example, if a domain configuration update is to be applied to a domain in the test
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environment, how can the solution deployer quickly locate all of the domains to be updated?
WebSphere Appliance Management Center allows for application domains to be added to
groups. The domains grid can then be filtered by using the group name, enabling the solution
deployer to find the domains that they need to work with.

Adding domains to a group
To add a domain to a group:

1. Log on to WebSphere Appliance Management Center as a user with the solution deployer
role.

2. On the Domains tab, select the domain or domains to add to a group.
3. Click the Assign Groups icon from the toolbar (Figure 5-20).

IBM WebSphere Appliance Management Center diane

Appliances Domains Services Repository History

L= Other Actions = .
,h & Proparties:
N ;
» hphed-
+ S5ign Groups Harm
Hame Appliance | Groups Status Appliance:

Figure 5-20 The Assign Groups icon on the Domains grid toolbar

4. In the Assign Groups window (Figure 5-21):
a. Add the domains to groups by using either of the following methods:
* Select an existing group from the Existing groups list.

e Create a group by entering a name for the group in the Group name field, and click
Add.

Assign Groups

Existing groups

Uze the check boxes to add members to or remaove members fram a group.

¥ production (1)

Create a hew group

Group narne ()
Add

Apply Cancel

Figure 5-21 Assigning groups
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b. Optional: Add more groups by repeating step a.
c. After all required changes are made, click Apply to save the changes.

d. Close the Assign Groups window.

Removing domains from a group
To remove domains from a group or groups:

1. Log on to WebSphere Appliance Management Center as a user with the solution deployer
role.

2. On the Domains tab, select the domain or domains that you want to remove from groups.

3. Click the Assign Groups icon from the toolbar above the domains grid (Figure 5-20 on
page 100).

4. In the Assign Groups window (Figure 5-21 on page 100), to remove all selected domains
from a group:

a. Find the group in the Existing groups list, and clear the check box for the group name.

b. Repeat step a for all groups that you want to remove the selected WebSphere
DataPower Appliances from.

c. Click Apply to save the changes.
d. Close the Assign Groups window.

Filtering domains by using groups
To filter the domains grid by using a group or groups:

1. Log on to WebSphere Appliance Management Center as a user with the solution deployer
role.

2. From the Domains tab, click the Define filter icon (Figure 5-22).

IBM WebSphere Appliance Management Center

Appliances Domains Senvices Repository History
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Figure 5-22 The Define filter icon for the Domains grid
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3. In the Filter window (Figure 5-23):

a. For the Column field, select Groups.

b. For the Condition field, select an appropriate condition, such as contains.

c. For the Value field, select or type the name of a group to filter on.

d. Click Filter to apply the filter.

e. Close the Filter window. The Domains grid updates to reflect the filter that is applied.

Filter

Match | allrules | =

Groups contains development

Column
Groups
Condition

contains

Walue

develapment -

or Fitter Clear Cancel

Figure 5-23 Defining a filter for groups that contain the word ‘development’

5.2 Managing services

Many different services are available on a WebSphere DataPower Appliance, including
Multiprotocol Gateway, XML Firewall, and Web Service Proxy. The types of services that are
available vary based on the WebSphere DataPower Appliance type. For example, the XB62
appliance offers a B2B Gateway service, and an XI52 appliance does not.

Services are configured and deployed in application domains. An application domain serves
as the hosting environment for one or more services. Service configuration can be exported
from a WebSphere DataPower Appliance in much the same way that domain configuration
can be exported. WebSphere Appliance Management Center can then use this exported
configuration to deploy new services or to update existing services. Services can also be
deleted by using WebSphere Appliance Management Center.

You can export a service configuration by using the WebSphere DataPower web GUI and
then use this configuration to create and update services. You can also delete a service.
5.2.1 Exporting service configuration

The WebSphere DataPower web GUI is used to create a service configuration export.
Creating a service configuration export is not possible by using WebSphere Appliance
Management Center.
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To create a service configuration export file:

1. Log in to the WebSphere DataPower web GUI for your WebSphere DataPower Appliance,
and make sure to specify the domain that contains the service or services to export. In this
example, for the domain to log in to, we select development (Figure 5-24).

websphere DataPower Login
¥I52 console at 9.42.170.241:9090

Llzgr Marme:
adrmin

Password:
(111111 1]1]]

Dormain:
development | v

[ Login ] I Cancel

Licensed Materials - Property of IEM Carp,

@ IBM Corporation and other(s) 1993-2012,

IEM is a registered trademark of IBEM Corporation, in
the United States, other countries, or bath,

Figure 5-24 Logging in to the development domain

2. From the Control panel, select Administration —» Configuration — Export
Configuration.

3. In the Export Configuration window (Figure 5-25), select Export configuration and files
from the current domain. Then, click Next.

[=]| Export Configuration

(Copy or move canfiguration and files between domains
(Create a backup of one or more application domains

Export (Create a backup of the entire systemn
(#)Export configuration and files fram the current domain
(_Cancel |

Figure 5-25 Selecting to export configuration from the current domain

4. In the next Export Configuration window (Figure 5-26 on page 104):

a.
b.

In the Export File Name field, enter a name for the export file.

At the top of the Objects box, select the type of the service to be exported, such as
HTTP Service.

In the Object box, select the service or services to export. Then, double-click the
service or services to add them to the Selected objects box. Alternatively, click the right
arrow to move the services to the Selected objects box.

For Referenced Objects, verify that Include all objects required by selected objects
is selected so that any configuration objects that are required by the exported service
or services are included in the export file.

For Export Files, verify that Export files referenced by selected objects is selected
so that any files that are required by the exported service or services are included in
the export file.
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f.  Verify that the other default options are acceptable, and make any changes as
required.

g. Click Next.

[=]| Export Configuration

Help

Comment (&Currently running configuration

Configuration (OLast persisted configuration
Deployment
Policy inone} v

(®1Include all objects required by

Export File Referenced selected objects

developrentServicesExport e : .
Name P P Objects (OInclude only the selected objects
(=ML Config
To ®ZIP Bundle (Expart all local files
A (#)Export files referenced by selected
Export Files objects

(JExport no files

Select configuration objects to export

Objects Selected Objects
HTTP Service el HTTP Service http-service
Alf HTTE Service Objects Web Service Proxy wsproxy-service
http-service
=

[ Back | [ Show Contents | [ Mext | [ Cancel |

Figure 5-26 Exporting configuration for selected services

5. Click Download to download the export file.

For more information about backing up domain configuration and exporting application
domain configuration and objects from an application domain, see the Backing up and
exporting configuration data topic of the WebSphere DataPower Integration Appliance version
5.0 Information Center at:

http://pic.dhe.ibm.com/infocenter/wsdatap/v5rOm0/topic/com.ibm.dp.xi.doc/administr

5.2.2 Creating services

You can deploy new services to application domains by using WebSphere Appliance
Management Center. The creation of a service requires a configuration export that contains
an exported configuration for one or more services. You can also create services by using
domain configuration backups. If you are using a domain configuration backup, you must
create the service on a domain with the same name as the domain that was the source of the
backup. Service configuration exports are created by using the WebSphere DataPower web
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GUI as described in 5.2.1, “Exporting service configuration” on page 102. You cannot create
service configuration files by using WebSphere Appliance Management Center.

Required authorization: Creating a service in WebSphere Appliance Management
Center requires a user to have the solution deployer role. For more information about
configuring user roles, see 2.4, “Managing users and roles” on page 32.

To create a service from a configuration export:

1. Log on to WebSphere Appliance Management Center as a user with the solution deployer
role.

2. On the Domains tab, select the domain in which you want to create a service.

Tip: If many domains are listed, you can apply a filter to the list by using the Define
filter icon. For more information, see “Filtering domains by using groups” on page 101.

3. From the toolbar, click Other Actions — Create Service.

4. In the Create Service window (Figure 5-27), select the service configuration file to use for
creating the service by using one of the following options:

— If the file is stored on your hard drive, select Local file, and use the file browser to
select the file. In this example, we select Local file as shown in Figure 5-27.

— If the file is stored on another computer and can be accessed by using HTTP or
unauthenticated HTTPS, select Remote location (URL) and provide the full URL to
the file.

Click Next.

Create Service

Summary of domains selected:
Hame Appliance Hame

test itz0-xia2

Specify the configuration source for this service
® Localfile
SelectFile:  threeServicesExport.zip) Browse

(7) Remote Incation (URL)
Specify URL: (7

Mext Cancel

Figure 5-27 Selecting the local file to use as the source of the service configuration
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5. In the next Create Service window (Figure 5-28), select the service to create from the
Select the service name and type field:

— If the service configuration file that you specified contains a single service, it is
preselected.

— If the service configuration file that you specified contains multiple services, select the
service that you want to create.

Click Next.

Create Service

summary of demains selected:

Hame Appliance Hame
test ftEn-xia2
* Belectthe service WERrOE-Senvice, Web Service Proxy | ™

narme and type:
wWEprmy-service, Weh Service Proxy

hitp-zenice, HTTF Service
ssl-proxy, SSL Proxy Service

Figure 5-28 Selecting the service to create

6. In the next Create Service window, specify a deployment policy. For information about
using deployment policies, see 5.3, “Deployment policies” on page 113. This example
uses the default option setting (None) as shown in Figure 5-29. Click Next.

Create Service

Specify a deployment policy {optional):

In the following table, you can select one or more service and then specify a deployment policy.

Appliance Domain Policy

ftEo-xia2 development More

Figure 5-29 Creating a service by using no deployment policy
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7. In the last Create Service window, review the list of other services that are affected by the
deployment of this new service, which happens if the services share configuration objects
or files. Affected services are quiesced during the creation of the new service. Figure 5-30
shows an example of the affected services information where another service is affected
by the creation of the new service. Click Create.

Create Service

Services affected by this deployment:

The following services have dependencies on resources that will be updated by this configuration
deployment.

« [=] wsprowy-service dVeb Service Prosyd
B8 default <ML Manager)
g default 3WE-Froxy Processing Folicy)

/l\ If you procead, the services are quiesced while the new configuration is deployed to service
) TWSproxy-service™”

Previous Create Cancel

Figure 5-30 Listing of the services that are affected by the creation of the new service

The new service is created on the selected domain.

5.2.3 Updating services

You can update or replace the configuration of a service by using WebSphere Appliance
Management Center. You can replace the configuration of a service with a configuration
taken from a configuration export file.

The process for updating a service configuration is similar to the process for creating a
service. Quiesce a service before you update its configuration. For more information, see
5.2.5, “Quiescing and unquiescing services” on page 111.

Required authorization: Updating a service in WebSphere Appliance Management
Center requires a user with the solution deployer role. For information about configuring
user roles, see 2.4, “Managing users and roles” on page 32.
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To update the configuration of a service:

1. Log in to WebSphere Appliance Management Center as a user with the solution deployer
role.

2. On the Services tab, select the service that you want to update.

Tip: If many services are listed, you can apply a filter to the list by using the Define
filter icon.

3. From the toolbar, click Other Actions — Update Service Configuration.

4. Inthe Update Service Configuration window (Figure 5-31), select the service configuration
export to use for updating the service by choosing one of the following options:

— If the file is stored on your hard drive, select Local file, and use the file browser to
select the file. In this example, we use the Local file option.

— If the file is stored on another computer and can be accessed by using HTTP or
unauthenticated HTTPS, select Remote location (URL) and provide the full URL to
the file.

Click Next.

Update Service Configuration

Specify the configuration source for this service
(@ Localfile
SelectFile: | | dewvelopmentExportzip | Browse

() Remote location (URL)
Specify URL: (7

Figure 5-31 Selecting the source of the updated service configuration
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5.

In the next Update Service Configuration window, specify a deployment policy. For

information about using deployment policies, see 5.3, “Deployment policies” on page 113.
This example uses the default option setting (None) as shown in Figure 5-32. Click Next.

Update Service Configuration
Specify a deployment policy (optional):
Inthe following table, you can select one or more service and then specify a deployment palicy.

Appliance Dromain Policy

t20-xis2 development Mone

Figure 5-32 Selecting not to use a deployment policy during the update

In the last Update Service Configuration window (Figure 5-33), review the list of services
that are affected by the updates to the selected service. The list shows other services that

share configuration objects or files with the service that is being updated. Any affected

services are quiesced, while the update process completes.

Then, click Finish. The configuration for the selected service is updated.

Update Service Configuration

Services affected by this deployment:

The following services have dependencies on resources that will be updated by this configuration
deployment.

w [=] wsproxy-serice dheb Service Proxd
# default (<ML Managen
# default WW3-Froxy Frocessing Policy)

/l\ If you proceed, the services are quiesced while the new configuration is deployed to service
=\ "WSproxy-senvice”

Previous Finish Cancel

Figure 5-33 List of services that are affected by the configuration update
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Updating multiple services in a single action

Similar to domains, you can update the configuration of multiple services in WebSphere
Appliance Management Center in a single action. This approach has the following
advantages:

» It speeds up the deployment of configuration to multiple domains across multiple
WebSphere DataPower Appliances.

» It helps to reduce the amount of time that is required to perform maintenance.

Updating multiple services differs from updating a single service in the following ways:

» Multiple services are selected from the Services grid. The services that are selected must
all be of the same service type, for example XML Firewall or Web Service Proxy.

» Multiple deployment policies can be used. A deployment policy can be set for each service
that is updated.

Use of deployment policies greatly simplifies, and in some cases, makes possible the use of a
single service configuration export to update multiple services across multiple domains on
multiple WebSphere DataPower Appliances. For more information about deployment policies,
see 5.3, “Deployment policies” on page 113.

Figure 5-34 shows the deployment policy page of the Update Service Configuration window.
Each service to be updated uses a different deployment policy that makes the imported
configuration suitable for the target environment.

Update Service Configuration

Specify a deployment policy {optional):

In the following table, you can select one or more service and then specify a deployment policy.

Appliance Domain Policy
tE0n-xia2 developiment Updated from local file
tE0-xia2 procduction Fittp: Mtz o ibm comipoliciesiolicy

Figure 5-34 Using multiple deployment policies to update multiple services on different domains

5.2.4 Updating services by using IBM WebSphere Registry and Repository

You can modify a service configuration by using IBM WebSphere Registry and Repository.
You can configure WebSphere DataPower Appliances to automatically make service
configuration updates from WebSphere Service Registry and Repository. For more
information, see SOA Policy, Service Gateway, and SLA Management, SG24-8101.

You can also find more information about using IBM WebSphere Registry and Repository at:

http://www.ibm.com/developerworks/websphere/Tibrary/techarticles/1204 burke/
1204_burke.html
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5.2.5 Quiescing and unquiescing services

Similar to domains, WebSphere Appliance Management Center allows for individual services
to be quiesced and unquiesced. This way, configuration changes can be made at the service
level without adversely impacting regular application traffic. Requesting a service to quiesce
causes the service to stop accepting new requests but allows existing requests to complete.

Unlike a domain-level quiesce, you cannot set a quiesce timeout for an individual service. The
domain quiesce timeout is used.

Required authorization: Quiescing and unquiescing services in WebSphere Appliance
Management Center requires a user to have the solution deployer role. For information
about configuring user roles, see 2.4, “Managing users and roles” on page 32.

Quiescing a service
To quiesce a service by using WebSphere Appliance Management Center:

1. Log on to WebSphere Appliance Management Center as a user with the solution deployer
role.

2. On the Services tab, select the service that you want to quiesce.

Tip: If many services are listed, you can apply a filter to the list by using the Define
filter icon.

3. From the toolbar, click Other Actions — Quiesce Service (Figure 5-35).

IBM WebSphere Appliance Management Center

Appliances Domains Senvices Repositary History

G| Other Actions -

T pdate Service Canfiguration

3 |
Celete Service

Hame Domain Appliance
Quiesce Service {}_.-,)

example ewvall Service default tzo0-xis2

hitp-service HTTF Service dervelopment itzo-xis2

sEl-proxy S5L Proxy Service development tzo0-xis2

Figure 5-35 Selecting the Quiesce Service option from the Other Actions menu

4. In the confirmation window, click Quiesce to quiesce the service. The service quiesces
and stops processing further requests.

Unquiescing a service

A service remains in the quiesced state until it is unquiesced again. To unquiesce a service by
using WebSphere Appliance Management Center:

1. Log on to WebSphere Appliance Management Center as a user with the solution deployer
role.

2. On the Services tab, select the service that you want to unquiesce.
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Tip: If many services are listed, you can apply a filter to the list by using the Define
filter icon.

3. From the toolbar, click Other Actions — Unquiesce Service (Figure 5-36).

IBM WebSphere Appliance Management Center

Appliances Domains Senvices Repository History

=, %OtherActiuns v

T Lpdate Semice Configuration
K |

Delete Service
Hame Domain Appliance
EXEMPIE  Lnguiesce Serice @ revvall Service default iteo-xi52
http-service HTTP Service dewvelopmert tE0-xia2
El-proxy S5L Proxy Service development t=0-xis2

Figure 5-36 Selecting the Unquiesce Service option from the Other Actions menu

4. In the confirmation window, click Unquiesce to unquiesce the service.

5.2.6 Deleting services

You can delete services by using WebSphere Appliance Management Center.

Required authorization: Deleting services in WebSphere Appliance Management Center
requires a user with the solution deployer role. For information about configuring user
roles, see 2.4, “Managing users and roles” on page 32.

Before you delete a service, verify the following prerequisites:

» The service is not required for proper function of other services or applications.

» The service is quiesced so that any in-flight data traffic can complete its processing. For
more information, see 5.2.5, “Quiescing and unquiescing services” on page 111.

To delete a service from an application domain by using WebSphere Appliance Management
Center:

1. Log on to WebSphere Appliance Management Center as a user with the solution deployer
role.
2. On the Services tab, select the service that you want to delete.

Tip: If many services are listed, you can apply a filter to the list by using the Define
filter icon.

3. From the toolbar, click Other Actions — Delete Service.
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4. In the Delete Service window (Figure 5-37), verify that the reported objects are genuinely
not being used. Select any objects that you want to delete along with the service.

This window lists any objects that the service is using that will become orphaned when the
service is deleted. These objects can normally be safely removed. The window includes a
warning message about certain configurations where an object that is reported as
orphaned is still in use.

Click Delete to remove the service and any selected child objects that are associated with it.

Delete Service "ssl-proxy”

The fallowing tabile shows any child objects that are used by this service anly. Select any child objects that yau
want to delete when this service is deleted.

Mo references can be found to the listed objects, however these objects might be referenced from

l * % within a custom style sheet. Ifyou are sure thatthese objects are not referenced in a style sheet, you
can delete them.

v Object Type Object Hame

v  SSL Prowxy Profile sal-proxy-profile

Delete Cancel

Figure 5-37 Deleting a service with orphaned child objects

5.3 Deployment policies

Deployment policies are a powerful mechanism that is provided by WebSphere DataPower
Appliances to modify the deployment of configuration at deployment time. By using
WebSphere Appliance Management Center, deployment policies can be used when you
create or update domains and services. You can use deployment policies when you deploy a
configuration to domains and services by using WebSphere Appliance Management Center.

5.3.1 Understanding deployment policies

To create configuration files for application domains and services, see 5.1.3, “Creating
domain configuration files” on page 87, and 5.2.1, “Exporting service configuration” on

page 102. Then, these configuration exports can be used in WebSphere Appliance
Management Center to create domains and services or to update the configuration of existing
domains and services. The entire contents of the configuration export become the new
configuration that is used for the target domain or service.

For example, consider a domain configuration export that contains configuration for an HTTP
Service, an SSL Proxy Service, and a Web Service Proxy. Any new domain that is created by
using this export file has all three of these services. Consider a situation where a user who
creates a domain wants to include the HTTP Service but wants to exclude the other two
resources. The user can create the domain with all three services and delete the two services
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that they do not want. Alternatively, the user can use a deployment policy to filter out the
unwanted resources.

Deployment policies are objects that are created on WebSphere DataPower Appliances. A
deployment policy describes simple rules that are applied when configuration is deployed to
domains and services. A deployment policy can select objects and a configuration from a
configuration export. The policy can define the objects and configuration as one of the
following types:

» Accepted (white listed)

Configuration and objects are white listed. Any such objects are included in the
deployment target. Figure 5-38 shows a configuration export file that contains three
services. The deployment policy that is applied during the configuration import accepts the
configuration for one of the services. The other two services are not imported.

Configuration export Target domain

Deployment
policy

Figure 5-38 A deployment policy that accepts configuration objects

» Filtered (black listed)

Configuration and objects are black listed. Any such objects are always excluded from the
deployment target. Figure 5-39 shows a configuration export file that contains three
services. The deployment policy that is applied during the configuration import filters out
two of the services, preventing them from becoming part of the target domain.

Configuration export Target domain

2 I EdRE

Figure 5-39 A deployment policy that filters configuration objects

A4

» Modified

Configuration and objects can be changed as part of the deployment. Figure 5-40 shows a
configuration export file that contains three services, each with a configuration property.
The deployment policy that is applied during the configuration import modifies the
configuration properties of the three services.

Configuration export Target domain

Alsled K2

\ 4

Figure 5-40 A deployment policy that modifies configuration objects
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For more information about deployment policies, see the Deployment policies topic of the
WebSphere DataPower Integration Appliance version 5.0 Information Center at:

http://pic.dhe.ibm.com/infocenter/wsdatap/v5rOm0/topic/com.ibm.dp.xi.doc/administrat
orsguide.xi50251.htm?path=4 2 0 4 7#deploypol configuringdeploymentpolicies concept

5.3.2 Creating deployment policies

Deployment policies are created by using the WebSphere DataPower web GUI. Deployment
policies are objects that are created in application domains. A deployment policy can include
any combination of accept, filter, and modify rules. This section describes the creation of
three deployment policies, one for each of the rule types:

» Creating a deployment policy to accept configuration
» Creating a deployment policy to filter configuration
» Creating a deployment policy to modify configuration

To see how you can use these policies when you create a domain by using WebSphere
Appliance Management Center, see 5.3.3, “Using deployment policies” on page 121.

Creating a deployment policy to accept configuration

To create a deployment policy that accepts a configuration that is based on user-defined

criteria:

1. Log in to the WebSphere DataPower web GUI for your WebSphere DataPower Appliance.

2. Login to the application domain where you intend to store the deployment policy object.

3. From the Control panel, select Objects — Configuration Management — Deployment
Policy.

4. Click Add to create a deployment policy.

5. Give the deployment policy a meaningful name that describes its purpose, for example
accept-http-services.

6. In the Accepted Configuration section, click Build.

7. In the Editing Policy window (Figure 5-41 on page 116), enter the following required
information:

a. In the Device Address field, to accept configuration only from a certain WebSphere
DataPower Appliance, specify the IP address or host name of the management
interface of that appliance. To match all WebSphere DataPower Appliances, leave this
field blank.

b. In the Application Domain field, to accept a configuration only from a certain
WebSphere DataPower application domain, select the application domain. Set this
field to (none) to match all application domains.

c. Inthe Resource Type field, to accept a configuration only for a particular resource type,
select the resource type. Set this field to (all resources) to match all resource types.

d. Inthe Name Match (PCRE) field, to accept configuration for resources of a particular
name, enter a Perl Compatible Regular Expression (PCRE) that matches the name.

e. In the Configuration Property field, to accept configuration for resources only if those
resources have a certain property, enter the name of the property. If you also set to
accept configuration by Resource Type, this field is replaced with a drop-down box from
which you can select applicable properties.
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f. In the Configuration Value Match (PCRE) field, to accept configuration for resources
only if those resources with a property that has a particular value, enter a PCRE that
matches the required value.

The resulting deployment policy accepts configuration from any WebSphere
DataPower Appliance and any application domain where the type of the resource is
HTTP Service. The name of the HTTP Service must contain the string test and the
HTTP Service must have a Port Number setting of 8008.

g. Click Save to save your changes and then close the window.

Editing Accepted Configuration property
of Deployment Policy

Help
Device Address Select Alias
Application Domain {none) [w
Resource Type HTTP Service |
Mame Match {PCRE) rest, ¥
Configuration Property Port Number w
Configuration Value Match (PCRE) anos

Save Cancel

Figure 5-41 Editing the accepted configuration for a deployment policy

The deployment policy is updated to show the built match statement. Figure 5-42 shows
the built match statement for the example that is shown in Figure 5-41.

ﬁ Configure Deployment Policy
Main Modified Configuration
Deployment Policy
Apply Cancel
Name accept-http-services *
Administrative State @ enabled () disabled
Comments
Accepted Configuration */* fservices/hitpserv?Names= . *test. *&Property=LocalP ort&Value=5005 3¢
* 4+ fservices/httpserv?Name
Filtered Configuration {empty)

Figure 5-42 The accepted configuration deployment policy

8. Click Apply to add the deployment policy to the current domain.
9. Click Save Config to save the deployment policy to the current domain.
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Creating a deployment policy to filter configuration
To create a deployment policy that filters a configuration that is based on user-defined criteria:

1.
2.
3.

Log in to the WebSphere DataPower web GUI for your WebSphere DataPower Appliance.

Log in to the application domain where you intend to store the deployment policy object.

From the Control panel, select Objects — Configuration Management — Deployment
Policy.

4. Click Add to create a deployment policy.

5. Give the deployment policy a meaningful name that describes its purpose, for example
filter-http-services.

6. In the Filtered Configuration section, click the Build button.

7. In the Editing Policy window (Figure 5-43 on page 118), enter the required information:

a.

In the Device Address field, to filter configuration from a certain WebSphere DataPower
Appliance, specify the IP address or host name of the management interface of that
appliance. To filter from any WebSphere DataPower Appliance, leave this field blank.

In the Application Domain field, to filter configuration only from a certain application
domain, select the application domain. Set this field to (none) to filter from any
application domain.

In the Resource Type field, to filter configuration only for a particular resource type,
select the resource type. Set this field to (all resources) to match any resource type.

. In the Name Match (PCRE) field, to filter configuration for resources of a particular

name, provide a Perl Compatible Regular Expression (PCRE) that matches the name.

In the Configuration Property field, to filter configuration for resources only if those
resources have a certain property, enter the name of the property here. If you also set
to filter configuration by Resource Type, this field is replaced with a drop-down box
from which you can select applicable properties.

In the Configuration Value Match (PCRE) field, to filter configuration for resources only
if those resources with a property that has a particular value, enter a PCRE that
matches the required value.

The resulting deployment policy filters configuration from any WebSphere DataPower
Appliance and any application domain where the type of the resource is HTTP Service.
HTTP Services are filtered only if they contain the string dev and if they have a Port
Number setting of 80. HTTP Services that do not match this filter are not filtered out
when the configuration is deployed.

Click Save to close the window and save your changes.

Chapter 5. Managing domains and services 117



Editing Filtered Configuration property
of Deployment Policy

Help
Device Addrass
Application Domain (none) | w
Resource Type HTTF Service |
Mare Match (PCRE) Fdew*
Caonfiquration Froperty Port Mumber w
Confiquration Yalue Match (PCRE) a0

[ Save ] [ Cancel ]

Figure 5-43 Editing the filtered configuration for a deployment policy

The deployment policy is updated to show the match statement that is built. Figure 5-44
shows the built match statement for the example that is shown in Figure 5-43.

ﬁ Configure Deployment Policy

Main Modified Configuration

Deployment Policy

apply Cancel
MName filter-http-services *
Administrative State (& enabled () disabled
Cormments
&ccepted Configuration {empty)
Filtered Configuration */* feervices/httpservilame= *dev *&Property=LocalPortiValue=a0 ¥

*i¥dcervicas/httpserviiame

Figure 5-44  Filtered configuration match statement

8. Click Apply to add the deployment policy to the current domain.
9. Click Save Config to save the deployment policy to the current domain.

Creating a deployment policy to modify configuration

To create a deployment policy that modifies configuration that is based on user-defined
criteria:

1. Log in to the WebSphere DataPower web GUI for your WebSphere DataPower Appliance.
2. Log in to the application domain where you intend to store the deployment policy object.
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. From the Control panel, select Objects — Configuration Management — Deployment
Policy.

. Click Add to create a deployment policy.

5. Enter a meaningful name for the deployment policy, such as modify-http-services, that

describes its purpose.

6. Click Modified Configuration to display the Modified Configuration table.
7. Click Add.
8. In the Edit Modified Configuration window (Figure 5-45), for the Configuration Match field,

click Build.
Edit Modified Configuration
Configuration Match Build |*
Madification Type Add Canfiguration |
Configuration Property *
Configuration Value ES

Figure 5-45 The Edit Modified Configuration window

. In the Editing Policy window (Figure 5-46 on page 120), enter the following information:

a.

In the Device Address, to modify configuration from a certain WebSphere DataPower
Appliance, specify the IP address or host name of the management interface of that
appliance. To modify configuration from any appliance, leave this field blank.

In the Application Domain, to modify a configuration only from a certain application
domain, select the application domain. Set this field to (none) to modify a configuration
from any application domain.

In the Resource Type, to modify configuration only for a particular resource type, select
the resource type. Set this field to (al1 resources) to match any resource type.

In the Name Match (PCRE), to modify configuration for resources of a particular name,
enter a Perl Compatible Regular Expression (PCRE) that matches the name.

In the Configuration Property, to modify configuration for resources only if those
resources have a certain property, enter the name of the property here. If you also
selected to modify configuration by Resource Type, this field is replaced with a
drop-down box from which you can select applicable properties.

In the Configuration Value Match (PCRE), to filter configuration for resources only if
those resources with a property that has a particular value, enter a PCRE that matches
the required value.

In this case, the deployment policy matches an HTTP service with a port number value of
80. Click Save to save your changes and close the Editing Policy window.
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Editing Configuration Match property
of Deployment Policy

Device Address Select alias
Application Dornain (none) v
Resource Type HTTP Service V: *

Mame Match (PCRE)
Configuration Property Port Mumber V

Configuration Yalue Match {PCRE) a0

[ Save ] [ Cancel ]

Figure 5-46 A sample configuration match for a deployment policy

10.Select the Modification Type to use for this deployment policy by choosing one of the
following options:

— Select Add Configuration to create a deployment policy that adds new configuration
properties to the configuration that is being deployed.

— Select Change Configuration to create a deployment policy that modifies the existing
configuration as part of the deployment of configuration.

— Select Delete Configuration to create a deployment policy that removes the existing
configuration as part of the deployment of configuration.

11.Complete any additional fields. The additional fields that are shown change depend on
your selection in step 10.

— For Add Configuration, enter a configuration property and configuration value to add.
— For Change Configuration, enter a configuration value to replace the existing value.
— For Delete Configuration: No further fields need to be completed.

Click Apply.

Figure 5-47 shows an example of a modify configuration match statement that changes
the configuration value to a new value of 8008.

Edit Modified Configuration

Configuration Match *ftest/services/hitpserviName=* [ Build | *
Modification Type Change Configuration [»]#
Configuration Walue 8008 *

Figure 5-47 Editing the modified configuration with the Change Configuration option selected
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The Modified Configuration table updates to show the modify configuration rule that you
created. Figure 5-48 shows the table after you create a modified configuration statement.

ﬁ Configure Deployment Policy

Main Modified Configuration

Deployment Policy

Name rmodify-http-services #

Modified Configuration

) . e . Configuration Configuration
Configuration Match Maodification Type i T value
* M iservices/httpsery?Property=_LocalPort Change anaa
Valug=80 Configuration

Figure 5-48 Final deployment policy showing the modification rule and new configuration value

In the example that is shown in Figure 5-48, the deployment policy matches the configuration
from any WebSphere DataPower Appliance and any application domain. The resource type
that is matched is an HTTP Service, and the service must have the string dev anywhere in its
name. The HTTP Service must have a port number that is set to 80. If all of these criteria
match, the deployment policy changes the value of the Port Number property to 8008.

5.3.3 Using deployment policies

You can use deployment policies in WebSphere Appliance Management Center as part of the
process of creating and updating of domains and services. WebSphere Appliance
Management Center can use deployment policies from the following resources:

» The machine that is running the web browser client
» A central store that is accessed by using HTTP or unauthenticated HTTPS

» Any domain on any WebSphere DataPower Appliance that is managed by WebSphere
Appliance Management Center

If you use either of the first two options, the deployment policy objects must first be exported
from the WebSphere DataPower Appliance. Deployment policies can be exported individually
or as part of a domain configuration export or domain configuration backup. For information
about configuration export, see 5.1.3, “Creating domain configuration files” on page 87.

The use of deployment policies when you create or update domains and services by using
WebSphere Appliance Management Center is an optional step. The Create Domain, Update
Domain Configuration, Create Service, and Update Service Configuration actions all include
a panel that allows a deployment policy to be selected.
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Figure 5-49 shows this panel as part of the Create Domain action.

Create Domain
Specify a deployment policy (optional):
In the following tahle, you can select one or mare domains and then specify a deployment policy.
Appliance Policy
itEo-xis2 Mone
Deployment policy option: Mo palicy |~
Apply Cancel
Previous Mext Cancel

Figure 5-49 Specifying a deployment policy as part of creating a domain

To start using deployment policies:

1. From the Specify a deployment policy page, select one or more of the rows in the table
that is displayed.

2. In the Deployment policy option drop-down box, select one of the available options:

No policy Proceed with the creation or update without using a deployment
policy.

Policy from a local file
Use a deployment policy that is available on the machine that is
running the web browser, which is connected to the WebSphere
Appliance Management Center server.

Policy from a remote location
Use a deployment policy from another machine that is accessible
by using HTTP or unauthenticated HTTPS.

Policy from another domain
Use a deployment policy that can be found in an application
domain on a WebSphere DataPower Appliance that is managed by
WebSphere Appliance Management Center.
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Figure 5-50 shows these deployment policy options.

Create Domain

Specify a deployment policy (optional):

In the following tahle, you can select one ar mare domains and then specify a deployment palicy.

Appliance Paolicy
ts0-xia2 Mone
Deployment policy option: Mo policy |~
Apply cancer | 'O Policy

Policy fram a lacal file
Palicy fram & remate lacation

Palicy from another domain

Previous Ne: Cancel

Figure 5-50 Selecting the type of deployment policy to use

. Complete the following additional fields, which become available depending on the
selection you made in step 2 on page 122:

No policy No additional input is required. Go to step 5 on page 125.

Policy from a local file
Select a file from your local machine by using the file browsing tool,
and then, go to step 4 on page 125.

Policy from a remote location
Enter the URL for the remote deployment policy file, and then, go to
step 4 on page 125.

Policy from another domain
Select the source WebSphere DataPower Appliance and domain.
Enter the name of the deployment policy object to use.
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Figure 5-51 shows an example of using a policy from another domain. After you select a
WebSphere DataPower Appliance and application domain and enter the name of a
deployment policy object, go to step 5 on page 125.

Create Domain

Specify a deployment policy (optional):
In the following table, you can select ane ar mare domains and then specify 3 deployment policy.

Appliance Policy

itzo-xi52 Mone
Dieployment policy option: Palicy fram anather domain | =
* Bpecify the appliance: itso-xis2 | *
* Specify the domain: test |~
* Specify the policy namea: filtering-policy

Apply Cancel
Previous Next Cancel

Figure 5-51 Selecting to use a deployment policy from another domain
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4. Specify the name of the application domain that contains the deployment policy to use and
the name of the deployment policy object in the appropriate fields.

Figure 5-52 shows an example of using a deployment policy from a local file. The file that
is used is a domain configuration export from a domain named development.

Create Domain

Specify a deployment policy (optional):

In the fallowing table, you can select one or mare domains and then specify a deployment policy.

Appliance Policy
teo-xis2 Mone
Deployment policy option: Palicy fram a local file | =
Specify the file: (7 denvelopmentExport.zip | Browse
Specify the narme of the damain development
that contains the policy;
Specify the policy name: rrodifying-poalicy
Apply Cancel
Previous Next Cancel

Figure 5-52 Using a deployment policy from a domain configuration export

5. Click Apply to save your changes.
6. Repeat steps 1 on page 122 to step 5 for any additional domains or services.
7. Click Next to continue with the remainder of the configuration deployment action.

The domain or service is created or updated by using the configuration file that is provided
and by applying the deployment policy specified.

5.4 Automatic synchronization of a configuration

When you create or update application domains, the final step of the configuration process in
WebSphere Appliance Management Center is to enable automatic synchronization

(Figure 5-53 on page 126). This section describes the automatic synchronization feature. It
includes usage scenarios and provides information about considerations before you enable
automatic synchronization.

Automatic synchronization causes WebSphere Appliance Management Center to periodically
check the configuration source of a domain for changes. When changes are detected in the
source configuration or in the source deployment policy that is used in the deployment,
WebSphere Appliance Management Center automatically updates the domain with the new
configuration.
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Create Domain

Future domain synchronization:
ou are aboutto create a new domain.

Do youwant webSphere Appliance Management Center to automatically synchranize the domain with any
changes detected in the configuration source files or deployment policy files?

If 20, select Enable automatic synchronization.

I: Enahle automatic synchronization

Figure 5-53 Enabling automatic synchronization as part of domain creation

Automatic synchronization is intended for use when the source of configuration or deployment
policy for a domain is a remote location or another domain on another WebSphere DataPower
Appliance. Automatic synchronization does nothing when you use configuration from local
files.

5.4.1 Understanding the behavior of automatic synchronization

Automatic synchronization entails the following tasks:

» Triggering a check of the source configuration
» Checking whether the source configuration changed
» Updating the configuration of the domain

Triggering a check of the source configuration

Several conditions, such as the following conditions, cause the automatic synchronization to
be triggered:

» At startup of WebSphere Appliance Management Center. When WebSphere Appliance
Management Center is started, assume that domains might change when the server is
offline. Automatic synchronization is triggered to ensure that any changes are detected.

» Upon notification from the WebSphere DataPower Appliance. WebSphere Appliance
Management Center registers with the managed WebSphere DataPower Appliances
listening for, among other things, changes to domain configuration.

» On a timed schedule. Periodically, WebSphere Appliance Management Center checks the
configuration source files for changes.

» When a configuration source location changes.

» When enabling automatic synchronization. If automatic synchronization is enabled for a
domain where it was previously disabled, the automatic synchronization logic is triggered.

Checking whether the source configuration changed

After the automatic synchronization is triggered, WebSphere Appliance Management Center
determines whether a change was made to the source configuration. That is, it determines
whether the source configuration is the same as the deployed configuration or whether the
source configuration changed. If a change is detected, the deployed configuration is updated
with the latest configuration from the source location.
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The source configuration or the deployment policy that is used is considered to be changed if
any of the following circumstances is true:

» The configuration of the domain on the WebSphere DataPower Appliance no longer
matches the configuration of the source.

» The timestamp of the configuration source or deployment policy changed since the last
deployment.

» The WebSphere DataPower Appliance reports that the configuration source changed,
which can happen when the configuration source is defined as another domain on another
appliance.

» The last attempt to automatically synchronize the configuration failed.

Updating the configuration of the domain

If the deployed configuration is determined to be different than the source configuration (or if
the last deployment failed), an update action is started. The target domain is quiesced, the
updated configuration is deployed, and the domain is unquiesced again.

5.4.2 Considering the impact of automatic synchronization

Before you enable automatic synchronization, carefully consider whether the automatic
synchronization feature is applicable to the environment that you are enabling it for. As
explained in 5.4.1, “Understanding the behavior of automatic synchronization” on page 126,
automatic synchronization causes domains to be quiesced as part of the deployment of an
updated configuration. This deployment is triggered by any one of several possible events
that might be outside of your control.

Figure 5-54 shows an example of the process that happens when automatic synchronization
is enabled. The test-domain is configured to take its configuration from the dev-domain. The
test-domain is initially unquiesced and report as Up in WebSphere Appliance Management
Center, which shows a green arrow as its status.

dev-domain test-domain
monitor @

dev-domain test-domain
update @

dev-domain test-domain
monitor @

Figure 5-54 Automatic synchronization process
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WebSphere Appliance Management Center periodically checks the configuration of the
dev-domain. A developer makes a change in the dev-domain as part of developing the next
version of their application, which causes WebSphere Appliance Management Center to
quiesce the test-domain. The updated configuration is deployed from the dev-domain to the
test-domain. After the update complete, the test-domain is unquiesced again, and
WebSphere Appliance Management Center returns to periodically checking the dev-domain
for configuration updates.

While the test-domain was quiesced, all automated tests that were running at the time failed.
The developer had no idea that a change made to the domain might affect anyone else. As
explained in 5.1.1, “Application domains” on page 86, application domains can be used as
private workspaces that are isolated from all other application domains on the same
appliance. Deploying the configuration from the dev-domain to the test-domain by using the
option to take the configuration directly from the domain is acceptable by itself. However, the
solution deployer who is in charge of looking after the configuration of the test-domain must
decide when to update the configuration.

By enabling automatic synchronization, the decision of when to update the configuration is
taken away from the solution deployer. Any of the trigger conditions that are listed in 5.4.1,
“Understanding the behavior of automatic synchronization” on page 126, can cause the
current configuration of the test-domain to be replaced with the configuration of the
dev-domain. Always update the application domain configuration in a controlled manner.
Include planned downtime so that the domain to be updated can be quiesced. Communicate
the downtime to all affected parties so that they are aware that the domain will be unavailable
during the update. Automatic synchronization removes the ability of the solution deployer to
decide when the configuration update happens.

In this example, automatic synchronization was not a good choice because it took the control
for the promotion of domain configuration away from the solution deployer from the test team.

However, in other situations, automatic synchronization is helpful. Consider an environment
where several WebSphere DataPower Appliances are configured so that each appliance has
an identical domain. For example, the WebSphere DataPower Appliances might be part of a
load balancer. When changes are made to one master domain, the configuration for the other
domains can be updated automatically. This approach might require rigorous testing before
the initial deployment, by using a test WebSphere DataPower Appliance that is not part of the
load balancer setup.

This solution must consider the fact that the domains that are configured to take their
configuration from the master domain will be quiesced and updated at a time that is not
controlled by the solution deployer. If preferred, the solution deployer can maintain control
over the deployment schedule by updating multiple domains in a single action. The solution
deployer selects the domains within WebSphere Appliance Management Center and clicks
Other actions — Update domain configuration.

5.4.3 Toggling automatic synchronization for existing domains

To enable or disable automatic synchronization for an existing domain at any time:

1. Log in to WebSphere Appliance Management Center as a user with the solution deployer
role.

2. On the Domains tab, select the domain that you want to modify.
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3. In the Properties panel (Figure 5-55), click the Edit Properties icon.

Canfiguration
SOUCE:

Properties:
ame:
SLILS Appliance: itso-xia2
T Groups:
Status: i

Figure 5-55 The Edit Properties icon on the Domains tab

4. In the Edit Domain window (Figure 5-56), toggle the Enable automatic synchronization
check box to enable or disable automatic synchronization as required. Click Save.

Edit Domain
Mame: test
Apnpliance: itso-xi5s2

* Quiesce tirmeout G0
(seconds): (7)

["] Enable automatic synchranization (7)

Save Cancel

Figure 5-56 Edit Domain window

If you just enabled automatic synchronization for the domain, a check of the source
configuration is started as explained in 5.4.1, “Understanding the behavior of automatic

synchronization” on page 126.

Chapter 5. Managing domains and services

129



130 IBM WebSphere Appliance Management Center for WebSphere Appliances



Managing the software
development lifecycle

When you develop software applications, it is typical to work through a software development
lifecycle where code is initially written, tested, and finally deployed into production. When
applications use IBM WebSphere DataPower Appliances and services, the configuration
objects and services that support applications must also follow the software development
process.

This chapter addresses the software development lifecycle and how IBM WebSphere
Appliance Management Center can be used to support it. It includes the following sections:

v

The software development lifecycle
The development environment
Deployment models

Promoting configuration

vYyy

© Copyright IBM Corp. 2013. All rights reserved. 131



6.1 The software development lifecycle

The general concept behind the software development lifecycle is familiar to most software
developers. Any well-managed software project follows a process that sees the product first
being scoped with requirements that are being gathered. After the requirements are
well-defined and confirmed, development of the product code usually follows. Testing of the
product comes next, and after testing completes, the product enters general availability. The
development process that you use, whether an older sequential style (such as waterfall) or a
newer iterative process (such as agile), is irrelevant in terms of the content in this chapter.
The basic idea of a development phase, followed by testing, followed by production, is
explored in this chapter.

Applications that use WebSphere DataPower Appliances are typically developed by using a
standard software development process. Application code passes from development to test
and eventually enters production. The WebSphere DataPower services that an application
requires to run correctly must also progress through the same stages of the development
lifecycle. For example, an application that is in development uses a Web Service Proxy on a
WebSphere DataPower Appliance. The configuration that defines this Web Service Proxy is
part of the deliverable that developers send to testers so that they can verify the correct
behavior of the application.

For more information about the software development lifecycle and WebSphere DataPower
Appliances, see “Development lifecycle” in DataPower SOA Appliance Administration,
Deployment, and Best Practices, SG24-7901.

6.2 A lifecycle scenario

To help you understand concepts that are described in this chapter, we refer to the scenario of
a fictional telecommunications company called Redbooks Telecoms that was introduced in 1.6,
“A usage scenario” on page 8. This company is creating a customer-facing web service that
visitors can use to query information about telephone numbers. This service is made
available at no charge to any visitor. As a result, the company wants to restrict access to the
service to prevent automated queries from flooding the system. To enable this restricted
access, the developers determine that they need to use a Web Service Proxy by using
service-level monitoring. The Web Service Proxy is called telephone-query-wsproxy.

Redbooks Telecoms owns the following WebSphere DataPower XI52 Appliances:

» itso-xib2
» itso-xib2-a
» itso-xib52-b

The IT operations team for the WebSphere DataPower Appliances uses WebSphere
Appliance Management Center to manage these appliances. The WebSphere Appliance
Management Center installation is configured with user accounts given appropriate user
roles. For more information about users and user roles, see 2.4, “Managing users and roles”
on page 32.
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6.3 The development environment

To support the software development lifecycle, the development environment must be
partitioned so that development resources can be kept separate from test resources, which in
turn, are isolated from the production environment. This way, developers can continue to
develop new code, and testers can test the latest packaged version of the code. You can
achieve this separation of environments by using either of the following basic methods:

» Partition the environment by using application domains on a single WebSphere
DataPower Appliance as shown in Figure 6-1

development

production

Figure 6-1 Partitioning the environment by using application domains

» Partition the environment by using separate WebSphere DataPower Appliances as shown
in Figure 6-2

Figure 6-2 Partitioning the environment by using multiple WebSphere DataPower Appliances

6.3.1 Single WebSphere DataPower Appliance

As explained in 5.1.1, “Application domains” on page 86, application domains are an effective
way to separate workspace areas and to restrict access to particular users. Redbooks Telecoms
can use the itso-xi52 appliance to create three application domains, called development, test,
and production. As development of the application proceeds, the configuration for the
telephone-query-wsproxy service is migrated or promoted through each of the three domains.

A clear benefit of this configuration is that it requires only one WebSphere DataPower
Appliance, which simplifies the amount of setup that required for system configuration. This
approach also potentially makes the promotion step easier because host names, IP
addresses, and other basic configuration settings for the telephone-query-wsproxy service
might not need to be changed.

A drawback to this method is that each of the application domains is not isolated from the other
domains. All three domains rely on the same shared configuration from the system environment,
which has the configuration settings in the default domain. Further, if the WebSphere DataPower
Appliance must be rebooted, all three domains are unavailable for the duration.
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In some situations, the testers might want to test a new firmware version but the production
application needs to continue to use the current version. They cannot isolate the fest domain
from the production domain if both domains are on the same WebSphere DataPower
Appliance. Considering the impact on production-level applications, this method of
partitioning the environment is not suitable in many situations.

6.3.2 Multiple WebSphere DataPower Appliances

Alternatively, Redbooks Telecoms can assign one WebSphere DataPower Appliance to each
of the software development lifecycle stages:

» itso-xi52 for development
» itso-xib2-a for test
» itso-xi52-b for production

By using this method, all of the environments are isolated from one another. Firmware levels
can be updated without affecting any of the other environments. Changes that are made to
the default domain or to the WebSphere DataPower Appliances themselves do not affect any
of the other WebSphere DataPower Appliances. This method is important for the production
environment when a change made to help development or test can easily bring production
services offline. Isolating each environment on separate WebSphere DataPower Appliances
greatly reduces the chances of this happening.

Further, firmware can be upgraded on any of the WebSphere DataPower Appliances
independently of the others. The performance of the production WebSphere DataPower
Appliance does not depend on the traffic being generated by the test team. Also, the operating
environment as a whole is more flexible. For these reasons, separate the development, test,
and production domains across multiple WebSphere DataPower Appliances.

Whether the environment is partitioned by using application domains on a single WebSphere
DataPower Appliance or across multiple appliances, you can use WebSphere Appliance
Management Center as the mechanism for promoting environment configuration. To learn
how, see 6.5, “Promoting configuration” on page 142. However, first consider the potential
models of deployment and weigh the benefits and drawbacks of each one as explained in the
next section.

6.4 Deployment models

When you promote a domain and service configuration through the development
environment, consider the scope of the configuration that is being deployed. One aspect is
how to partition the development environment. Also consider how to handle the deployment
of configuration changes when you promote a domain and service configuration through the
development environment.

For example, when developers for Redbooks Telecoms create their domain configuration
export to send to the test team, should they export all of the domain configuration or only the
telephone-query-wsproxy service and the files that it requires? When the test team uses the
configuration export file, should they use it to update the configuration of an existing domain
or create a domain from it? Similar considerations apply to the final promotion of the service
into the production environment. This section highlights these issues and benefits and
drawbacks of the various methods.
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6.4.1 Defining the scope of exported configuration

A key consideration when you develop deployment practices is the scope of the deployment
configuration. The configuration is promoted through the development, test, and production
environments, but at what level do you define the configuration export? You can choose from
the following possibilities:

» Work with a configuration for a domain
» Work with a configuration for a service or group of services

Each of possibility has benefits and drawbacks that you must consider carefully before you
decide which best suits your needs.

Configuration of domain

Suppose that Redbooks Telecoms decides that the configuration will be promoted from the
development environment to the test environment at the level of the domain. The
development team creates a domain configuration export or domain configuration backup for
the domain that it is developing in. The configuration export includes all of the content of the
domain, including all its configuration objects, all of its services, and all files. The whole
package is sent to the test team to deploy the package into the test environment. The test
team can, therefore, be sure that it is testing the exact configuration that the development
team created.

When the code is promoted from test to production, the same configuration is promoted. This
approach gives a high level of confidence that the configuration that is in production is the
same configuration that was tested and, therefore, should behave as expected.

Figure 6-3 illustrates the export of a whole domain configuration, including the service
configuration for telephone-query-wsproxy, and using the exported configuration to deploy to
a test environment. As described in 6.3, “The development environment” on page 133, the
domains can be on the same WebSphere DataPower Appliance or on separate WebSphere
DataPower Appliances.

development
Domain . ) .
: . N Service configuration
configuration > — :
. objects

objects

Export

whole

domain

A 4
test
Deploy

Figure 6-3 Exporting a configuration that includes all configuration objects from the domain

Configuration of a service or group of services

Alternatively, the Redbooks Telecoms team can decide to export configuration at the service
level. The developers again create a configuration export file, but this file contains none of the
configuration of the development domain. Instead, the file contains only the
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telephone-query-wsproxy service and any objects and files that the service requires to
function correctly. This way, the test team can deploy the service into an existing domain
potentially to test how the service integrates with existing services.

Updating the configuration at the service level also allows for small, incremental updates to be
applied to the service without redeploying the entire domain. However, this approach has the
risk that you might update shared objects and end up with a service configuration in
production that is not tested. Figure 6-4 shows the process of exporting a configuration for the
telephone-query-wsproxy service, leaving behind the rest of the configuration for the
development domain.

development

Domain . ' .
, . Service configuration
configuration > — :
. objects

objects

Export

service

configuration
v
test

Deploy

Figure 6-4 Exporting configuration for a service, leaving behind the rest of the domain configuration

As described in 5.1, “Managing application domains” on page 86, and 5.2, “Managing
services” on page 102, WebSphere Appliance Management Center provides methods for
working with configuration exports at the domain and service levels. The choice of which
method to use depends on how you will handle the deployment of the configuration.

6.4.2 Selecting a deployment process

Another important aspect of environment promotion is how you will use the exported
configuration files. You can follow several different processes. The choice is potentially limited
depending on the decisions that you make when you define the scope of the configuration
export. Equally, the choice of deployment process can influence the choice of scope that is
used for the configuration export.
This section considers the following possible deployment processes:
» Deployment of a domain configuration export

All future updates are done at the domain level.

» Deployment of a domain configuration export with updates to services that use service
configuration exports

» Deployment of an empty or preinitialized domain into which service configuration exports
are deployed
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Now it becomes clear why the choice of scope affects the choice of process to follow and vice
versa. For example, if you do not intend to perform updates to individual services and will work
only with domain configuration exports, the deploying a domain configuration export is suitable.

However, you might want to deploy an initial domain configuration file and thereafter make
service level updates. In this case, you need to define a process that allows the scope of
configuration objects to be both at the domain level and at the individual service level.

Deployment of a domain configuration export

The first deployment model is to always work with full domain configuration exports. Referring to
the Redbooks Telecoms example, the development team must always export the entire
development domain and never export the telephone-query-wsproxy service as a stand-alone
unit. The test team must always work with a complete domain export and so that it can have
increased confidence that the team is testing the configuration as it was developed.

After the test team completes its testing activity, the whole domain configuration can be
exported again and is ready for promotion into the production environment. Now, the domain
configuration that enters production is the whole unit that was tested, giving confidence that
the configuration will work correctly.

Figure 6-5 shows an example of this process. The first configuration export contains the
configuration for the whole domain. During the test process, a defect is found. The defect is
fixed, and an updated domain configuration export is sent to the test team.

development test

@ Domain configuration deployed

Domain configuration

exported
test ' Defect found
)
Defect fixed
development test

@ Domain configuration updated

Domain configuration
exported

Figure 6-5 Development process with configuration always taken at the domain level

Deployment of domain configuration export with service level updates
An alternative deployment model is to take the initial configuration from a domain level export,
but for subsequent updates to be made at the service level. By using this model, the
developers at Redbooks Telecoms complete development of their new service and produce a
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domain configuration export as before. The package is sent to the test team and deployed to
the team’s environment.

After some testing is completed, the test team finds an issue and raises a bug with the
developers. The developers fix the bug and now need to send an updated configuration to the
testers. Rather than send the whole domain configuration, the developers export the
configuration for the telephone-query-wsproxy service. The testers apply this configuration
update directly to the service. Figure 6-6 shows this process.

development @ test @

Domain

configuration
exported Domain configuration deployed

' Defect found
test
®

Defect fixed

development 24-—[ test @

\ 4

Service configuration —%
export Service configuration updated

Figure 6-6 Initial configuration that is exported at the domain level and updates at the service level

Deployment of a base domain configuration with service level

deployments

Another possibility is to opt for a deployment model where a domain configuration export is
created that represents the base configuration for any domain in an organization. For
example, Redbooks Telecoms defines a base configuration for all of their domains on all of its
WebSphere DataPower Appliances. This base configuration defines logging targets, XML
managers, host aliases, and other configuration settings. The base configuration contains no
services. When the developers initially start development of the new service, they create a
domain by using this base configuration export. They develop services in the domain and,
when development is complete, they export the service configuration to a file.

The test team also creates an initialized domain with no services by using the same base
configuration export. The team then deploys the service configuration that is provided to it by
the developers into this new domain. The same procedure is used when the configuration
moves to production.
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Figure 6-7 shows a development process where configuration exports are always created at
the service level.
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Figure 6-7 Development process with configuration exports always taken at the service level

6.4.3 Updating existing configuration

Another aspect of configuration deployment to consider is whether to deploy updates to
existing domains or to start each time with an empty domain. Each approach has advantages,
and neither is inherently wrong. For more information about this topic that is not covered in
this book, see Chapter 9 in DataPower SOA Appliance Administration, Deployment, and Best
Practices, SG24-7901. The following summary highlights the main points:

>

Starting with an empty domain ensures that only exported configuration objects are used.
No residual objects from previous deployments can contaminate the environment.

Deleting or resetting a domain before deployment introduces extra complexity into the
deployment process.

Some assets are domain-specific and are not included in the configuration export file,
such as the public and private key files.

There might be substantial differences between the existing domain configuration and the
new configuration. In such cases, you might want to starts from a new domain.

Deploying a new configuration into an existing domain is not as risky as it might seem.
Orphaned configuration objects have no effect on the rest of the configuration if the new
configuration does not overlap with the configuration that is already in place.
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6.4.4 Evaluating the approaches
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The combinations of the configuration scope and deployment process has the following
benefits and drawbacks:

» Only exporting configuration at the domain level
— Deployment at the domain level

As shown in Figure 6-8, configuration is always exported at the domain level and is,
therefore, always deployed at the domain level.

dev-domain test-domain
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Figure 6-8 Deployment is at the domain level only

The major benefit of this method is that the test team uses an identical configuration as
the development team. The configuration that is eventually promoted is a well-defined,
well-tested single unit that is confirmed to work correctly.

The biggest drawback of this method is that minor updates at the service level cannot
be made. Making an update to a service requires deploying a new configuration to the
whole domain. In a production environment, all of the services in that domain become
unavailable on that WebSphere DataPower Appliance when the update occurs. This
issue is less if the configuration is deployed over the top of an existing domain (domain
configuration update). If you deploy into a clean domain each time, more work is
required to quiesce traffic and to delete the existing domain.

Deployment at the service level is not used because the domain configuration is always
the scope of the export.

» Combination of exporting configuration at the domain and service level
— Initial deployment at domain level with subsequent updates at the service level

As shown in Figure 6-9 on page 141, the first configuration export is taken at the
domain level. When changes to the services in the domain become necessary, further
configuration exports are done at the service level.

The major benefit with this method is that updating the configuration in the target
domain affects individual services. The target domain does not need to be quiesced,
and other traffic can flow through the domain as normal. The affected service or
services are quiesced but is preferable only when the entire domain is unavailable.

The limited scope of this deployment can be an issue. Because only service-level
configuration exports are made, changes to the domain configuration cannot be made.
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Also, for larger updates that involve multiple services, the extra time of applying
updates one service at a time becomes costly.

dev-domain test-domain
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Figure 6-9 Initial deployment at the domain level with subsequent updates at service level

— Initial deployment at the domain level, with small updates made to individual services
and larger, less frequent updates that are made at the domain level

The first configuration export is taken at the domain level. Small changes to individual
services are made at the service level. If bigger changes are required, a new domain
configuration is taken and used for the deployment.

This approach removes the major drawback that is described for the previous method.
If multiple services change, a configuration export is made at the domain level, and a
single update action is carried out in WebSphere Appliance Management Center at the
domain level. This approach negates the benefit of the previous approach in that the
target domain must be quiesced, and traffic through the whole domain is suspended.

— Initial deployment of a base domain configuration with an exported configuration at the
service level that are deployed to the domain

A base configuration is defined that constitutes the base configuration for all domains
across all WebSphere DataPower Appliances. The base configuration is used as the
starting point for any newly created domains. Application development takes place in a
domain that is created this way. Configuration export is at the service level. Both initial
deployment and future updates of services are done at the service level.

This approach is ideal if you have a reasonable amount of base domain configuration
that is common to all or most domains in your organization. After the base domain
configuration is established, create a configuration export for the whole domain, and
use it whenever you create a domain.

As with the other approaches that involve service-level deployment, updating multiple
services is done at the extra overhead of updating them one by one.

The flexibility of WebSphere Appliance Management Center allows the usage of any of these
approaches. Other approaches that are based on the methods that are presented are equally
valid. The key idea is that WebSphere Appliance Management Center allows for updates to
be applied either at the domain level or service level. If you combine the possible approaches,
you must consider their benefits and drawbacks.
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6.5 Promoting configuration

You can choose from two methods to partition the software development lifecycle
environment (see 6.2, “A lifecycle scenario” on page 132):

» One WebSphere DataPower Appliance with development, test, and possibly production
domains.

» Three WebSphere DataPower Appliances, one each for development, test, and production
environments.

Configuration exports can have the following scopes (see 6.4.1, “Defining the scope of
exported configuration” on page 135):

» Configuration exported at the domain level
» Configuration exported at the service level

You can follow the different deployment processes (see 6.4.2, “Selecting a deployment
process” on page 136):

» Deployment always at the domain level
» Initial deployment at the domain level with updates made at the service level
» Deployment of a base domain configuration into which services are added

WebSphere Appliance Management Center supports any combination of all of these
processes. This section describes some of these processes and how you can realize them by
using WebSphere Appliance Management Center.

Further information: The scenarios that are described in this chapter give a basic outline
of the procedures that you can follow. For more information about creating and updating
domains and services, see Chapter 5, “Managing domains and services” on page 85.

6.5.1 Promoting configuration through a single WebSphere DataPower
Appliance

Redbooks Telecoms initially chose to use a single WebSphere DataPower Appliance that is
partitioned into three application domains. By using its itso-xi52 WebSphere DataPower
Appliance, the company creates a development domain for the developers to work in.

After some time, the Redbooks Telecoms developers complete the initial development of the
telephone query application and are ready to send the application to the test team. Along with
the built version of the application, the developers send a domain configuration export file for
the whole domain. For information about how the developers create a domain configuration
export file, see 5.1.3, “Creating domain configuration files” on page 87.

Deploying the configuration to a new domain

The developers send the domain configuration export file to the test team. To create a fest
domain, the test team completes the following steps:

1. Log in to WebSphere Appliance Management Center as a user with the solution deployer
role.

2. Check that the itso-xi52 WebSphere DataPower Appliance is listed in the WebSphere
DataPower Appliance table. Click the appliance to select it.
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3.

Select Other Actions — Create Domain (Figure 6-10).

IBM WebSphere Appliance Management Center
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Figure 6-10 Selecting the Create Domain option for the itso-xi52 WebSphere DataPower Appliance

4. In the Create Domain window, enter the name test for the domain. Click Next.

5. Select the source of the updated configuration as appropriate, such as Local file. Then,

8.

browse to the location of the configuration export file. Click Next.

Select a deployment policy to use during the deployment. For information about
deployment policies, see 5.3, “Deployment policies” on page 113. In this example, no
deployment policy is used. Click Next.

If required, select Enable automatic synchronization. In this scenario, this option is not
appropriate. For information about enabling automatic synchronization, see 5.4,
“Automatic synchronization of a configuration” on page 125.

Click Finish. The domain is updated with the information that was provided.

Deploying the configuration to an existing domain

The developers send the domain configuration export file to the test team. In this scenario,
the test team already has a test domain that is created and is happy to overwrite the existing
configuration with the contents of the domain configuration export. To deploy the configuration
into its existing environment, the test team follows these steps:

il

Log in to WebSphere Appliance Management Center as a user with the solution deployer
role.

Verify that the itso-xi52 WebSphere DataPower Appliance is listed in the WebSphere
DataPower Appliance table. Select the appliance, and click the View Domains icon from
the toolbar to switch to a view of the existing domains on the WebSphere DataPower
Appliance. See Figure 6-11 on page 144.
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Figure 6-11 Clicking View Domains

3. Locate the test domain in the filtered list of domains and select it.

4. Before you apply updates to the domain, ensure that it is first quiesced. Click Other
Actions — Quiesce Domain from the toolbar to quiesce the test domain. Figure 6-12
shows the quiesced domain in the domain table.

test its0-xi52 4

Figure 6-12 Table row that shows the test domain as quiesced

5. After the domain is quiesced, click Other Actions — Update Domain Configuration.

6. In the Update Domain Configuration window, select the source of the updated
configuration as appropriate, such as Local file. Then, browse to the location of the
configuration export file. Click Next.

7. Select a deployment policy to use during the deployment. For information about
deployment policies, see 5.3, “Deployment policies” on page 113. Click Next.

8. If required, select Enable automatic synchronization. In this scenario, this option is not
appropriate. For information about enabling automatic synchronization, see 5.4,
“Automatic synchronization of a configuration” on page 125.

9. Click Finish. The domain is updated with the information that was provided.

Deploying to production

After all test activities are completed, the telephone query application can be promoted to the
production environment. The telephone-query-wsproxy service is also promoted. A domain
configuration export is taken, and the export file is sent to the team who deployed the code
into the production environment. The process for promoting the configuration to the
production environment is the same as for promoting from development to test and is as
described earlier in this section.

Before you deploy the configuration into production, rigorously test it. After the configuration is
exported from the test domain, check the contents of the configuration and validate them
before deployment into the production domain.
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6.5.2 Promoting configuration through multiple WebSphere DataPower
Appliances

Rather than using a single WebSphere DataPower Appliance with separate domains for
development, test, and production, Redbooks Telecoms switches to using multiple
WebSphere DataPower Appliances. Each appliance is designated to one of the software
lifecycle areas. The appliances are assigned in the following way:

» itso-xi52 is used for development.
» itso-xib52-a is used for test.
» itso-xib52-b is used for production.

The Redbooks Telecoms developers work on the itso-xi52 WebSphere DataPower
Appliance in a domain that they created for the development of the telephone query
application. They call this domain telephone-query-application. After some time,
development of the application is completed, and the domain configuration is exported.

The test team now follows the same procedure as explained in 6.5.1, “Promoting
configuration through a single WebSphere DataPower Appliance” on page 142. However, the
team deploys the configuration file to the itso-xi52-a WebSphere DataPower Appliance by
selecting it from the list of WebSphere DataPower Appliances in WebSphere Appliance
Management Center. In this case, however, the test team is likely to use a deployment policy
to modify the incoming configuration and make it suitable for the test WebSphere DataPower
Appliance. For information about deployment policies and how they can be used in
WebSphere Appliance Management Center, see 5.3, “Deployment policies” on page 113.

To promote the code from the test environment to the production environment, the same
procedure is repeated once to test the application code and to ensure that the services are
completed. The test team exports the domain configuration from the test domain on the
itso-xi52-a WebSphere DataPower Appliance. The team sends the configuration export to
the production deployment team. This team uses WebSphere Appliance Management Center
to deploy the configuration to the itso-xi52-b production appliance.
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Effective monitoring of
WebSphere DataPower Appliances

The monitoring component of IBM WebSphere Appliance Management Center monitors the
behavior and status of IBM WebSphere DataPower Appliances, provides useful performance
metrics, and can be helpful when you are diagnosing a problem. This chapter explains how to
install and use the monitoring component of WebSphere Appliance Management Center for
WebSphere Appliances.

This chapter includes the following sections:

» Monitoring architecture

» Installing the monitoring component

» Adding WebSphere DataPower Appliances to ITCAM Agents
» Monitoring WebSphere DataPower Appliances
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7.1 Monitoring architecture

The monitoring component of WebSphere Appliance Management Center includes IBM Tivoli
Monitoring and IBM Tivoli Composite Application Manager (ITCAM) Agent for WebSphere
DataPower Appliances. IBM Tivoli Monitoring consists of a Tivoli Enterprise Monitoring
Server and a Tivoli Enterprise Portal Server. It can display information such as HTTP
transaction rate, processor usage, and system load. One or more WebSphere DataPower
Appliances can be monitored by an instance of the ITCAM Agent, which polls the WebSphere
DataPower Appliance and forwards the data to a Tivoli Enterprise Monitoring Server host.

To allow for failover in an enterprise setting, multiple Tivoli Enterprise Monitoring Server hosts
can exist, and each can connect to multiple ITCAM Agents. Tivoli Enterprise Portal Server
then pulls data from Tivoli Enterprise Monitoring Server. All of these components can
potentially be on different hosts.

Figure 7-1 illustrates the infrastructure that is used for the examples in this chapter. Two hosts
are used in our example. One server is used to host Tivoli Enterprise Portal Server (TEPS),
Tivoli Enterprise Monitoring Server (TEMS), and an instance of ITCAM Agent. Another server
hosts its own instance of an ITCAM Agent, communicating with Tivoli Enterprise Monitoring
Server on the first host. A local firewall has opened ports for this server alone. Therefore, it
can communicate with a WebSphere DataPower Appliance outside the local area network

(LAN).
SA-W200-2
ITSO-XI52-1
ITCAM Agent
SA-W200-2 SA-W200-2
ITSO-XC10-1 TEMS TEPS
SA-W200-1
R ronagen ]
ITSO-XI50-1
User/Web Browser
Client

Figure 7-1 Monitoring infrastructure that is used in this chapter

First, you must install IBM Tivoli Monitoring. Then, you must install the ITCAM Agent and set
it up for each WebSphere DataPower Appliance.

7.2 Installing the monitoring component

148

To install the monitoring component of the WebSphere Appliance Management Center, you can
obtain the software from the WebSphere Appliance Management Center download site at:

http://www.ibm.com/software/integration/wamc

Tip: As with the management component, supported platforms include Windows Server
2008, Linux, and AIX (all 64-bit). In this chapter, only the Windows installation is considered.
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This section describes the installation of the monitoring component on a Windows Server
2008 R2 machine. For installation on other platforms, see the Installing the monitoring
component topic in the WebSphere Appliance Management Center Information Center:

http://pic.dhe.ibm.com/infocenter/wamcinfo/v5r0m0/topic/com.ibm.wamc.doc/install m
onitoring_component.html

The following versions of the software are used in this chapter:

» IBM Tivoli Monitoring V6.2.3 Fixpack 1 Base
» Tivoli Composite Application Manager Agent for WebSphere DataPower Appliance v7.1

Download and extract the monitoring component files to the location on the machine where
you will install the monitoring components.

Integration with other Tivoli monitoring agents: The monitoring component that is
provided with WebSphere Appliance Management Center is supported only for
stand-alone use. It cannot be integrated with other Tivoli monitoring agents or with an
existing IBM Tivoli Monitoring Infrastructure. Contact an IBM sales representative if you
want to license ITCAM Agent for WebSphere DataPower Appliance for connecting to your
enterprise monitoring infrastructure.

7.2.1 Installing IBM Tivoli Monitoring

To install IBM Tivoli Monitoring:

1. Open the directory that you extracted the monitoring component files into and run
setup.exe in the WINDOWS directory.

2. When the InstallShield wizard opens, click Next.
3. Read and accept the license agreement, and click Next.

4. Choose a directory to install the files. By default, C:\IBM\ITM is used, but you can select
any empty directory if the current Windows user has write privileges to it. Click Next.

5. Because Tivoli Enterprise Monitoring Server uses Secure Sockets Layer (SSL) to encrypt
its connections, specify a 32-character key. Although you can accept the default of
IBMTivoliMonitoringEncryptionKey, consider changing this setting to a random string
that contains mixed-case alphanumeric characters. Click Next.

6. Select the check boxes to install Tivoli Enterprise Monitoring Agents, Tivoli Enterprise
Monitoring Server, and Tivoli Enterprise Portal Server (Figure 7-2 on page 150). In this
example, Tivoli Enterprise Portal Desktop Client is not select because the web browser
interface is used.

If the component tree of Tivoli Enterprise Monitoring Server, for example, is expanded,
agents, which are catalog files, are listed. They describe the data types that agents (such
as the ITCAM Agent instances) will send back to Tivoli Enterprise Monitoring Server. The
installation asserts that all components will be installed on the same host. However, at this
stage, only one component can be installed on this host, with other components of IBM
Tivoli Monitoring installed on other hosts.

IBM Eclipse Help Server is selected. You cannot clear it when installing Tivoli Enterprise
Portal Server.

Click Next.
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Figure 7-2 IBM Tivoli Monitoring installer page, showing selected components

7. Configure the remote agents. In a production deployment, these agents might be required
to be separated from the Tivoli Enterprise Monitoring Server (for example, because of
firewalls). These options add the agents into a repository so that many agents can be
easily deployed. Tivoli Enterprise Monitoring Server automatically transfers and installs
the agent files for each remote host. In this example, only the ITCAM Agent is of interest
when monitoring WebSphere DataPower Appliances, which is a separate package.
Therefore, leave all items cleared, and click Next.

8. Select the folder name (for opening the monitoring software from the Start menu) or
accept the default value of IBM Tivoli Monitoring. Click Next.

9. For users of the Tivoli Enterprise Portal web browser client, enter a user name and password.
On Windows, an operating system user is created with the predefined name of sysadmin.
Therefore, the password must comply with the operating system password requirements.

If a user is already defined with a name of sysadmin, you are not prompted to enter a
password. During installation, if the option to securely validate users is selected in step 17,
the credentials are passed to the Tivoli Enterprise Monitoring Server and are validated.

Click Next.
10.In the summary page, click Next to install IBM Tivoli Monitoring.

11.After the installation is complete, configure the components of IBM Tivoli Monitoring. You
can clear items to defer the configuration, but in this example, we configure the
components now. Therefore, ensure that all items are selected, and click Next.
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12.1In the first configuration page, specify the host name of Tivoli Enterprise Portal Server.
The host name of the server that is used in this example is SA-W200-2, as shown in
Figure 7-3. Because Tivoli Enterprise Portal Server is installed on the same machine as
Tivoli Enterprise Monitoring Server, the default value is appropriate.

IBM Tivoli Monitoring - InstallShield Wizard

TEPS Hostname
Enter requested information

Tivoll. software
Huost name of the machine where TEP Server rezides:

|5awi200-2

Catcel

< Back

Figure 7-3 Specifying Tivoli Enterprise Portal Server host name

13.Specify the database type for Tivoli Enterprise Portal Server. IBM Tivoli Monitoring
supports IBM DB2® and SQL Server, but because they are not installed, only the
embedded database is available as shown in Figure 7-4. Click OK.

. . R P EEEEEENE=BEBEEEBIDIImmLN.,
TEP Server Configuration

Specify the database type to be uzed for Tivoll Enterprise Portal Server.

If & radio button is dizabled, the database iz either not installed or installed but not at a supported evel.

—Database Type

% Embedded TEPS database

B2

© SHL Senver

QK I Cancel Help

Figure 7-4 Specifying the Tivoli Enterprise Portal Server database configuration
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14.In the TEP Server Connection to a Hub TEMS window (Figure 7-5), configure the

connection between the Tivoli Enterprise Portal Server and

the Tivoli Enterprise

Monitoring Server. For Protocol 1, leave the default configuration of IP.PIPE. Click OK.

TEP Server Configuration E

— TEF Server Connection to a Hub TEMS

[™ Connection must pass through firewall

[~ &ddress Translation Wsed

¥ Protocol 1 IIF'.F'IF'E j
[ Protocol 2; I j
[T Frotocol 3 I j

| ok I Cancel | Help

]
|

Figure 7-5 Tivoli Enterprise Portal Server to Tivoli Enterprise Monitoring Server connection
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15.In the next window, configure the Tivoli Enterprise Portal Server (Figure 7-6):

a. Specify the host name of the Tivoli Enterprise Monitoring Server. Because the
monitoring infrastructure that is described in this chapter has the Tivoli Enterprise
Portal Server and the Tivoli Enterprise Monitoring Server running on the same host,
this value matches the value that is used in step 12.

b. Verify that the default port for the connection of the Tivoli Enterprise Portal Server and
the Tivoli Enterprise Monitoring Server is 1918.

c. For the monitoring purposes described in this chapter, leave as cleared the ITM REST
or any other service that is not of interest.

d. Because LDAP is not considered in this chapter, leave this option as cleared.
e. Leave the Entry Options field as the default of Convert to upper case.

f. Click OK.
TEP Server Configuration
—IF.UDE Setings of the TERMS — Sha Settings of the TERS _ —
Hostrame or [F Address IS.-’-\-W2DD-2 Mitwark Name |

Part number andiar Part Fools |1 GE _7] L Hame I
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— IP.PIPE Settings of the TEMS | L 1 Alias I
Hostname or IP Address L Al trequired if using

Part number |1 ElEE] —Entry Options ——
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- IP.SPIFE Settings of the TERMS LDAP Securnity—
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[ Enable ITM REST service
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Figure 7-6 Tivoli Enterprise Portal Server configuration

16.When prompted about whether you want to reconfigure the Tivoli Enterprise Portal Server
warehouse connection, click No.
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17.After some processing, in the Tivoli Enterprise Monitoring Server Configuration window
(Figure 7-7):

a. Because this monitoring infrastructure has Tivoli Enterprise Monitoring Server as the
central hub of the system, leave the TEMS Type option set to Hub.

b. Select Security: Validate User. This option ensures that the Tivoli Enterprise
Monitoring Server authenticates the user when logging into the TEP browser client by
using the password that is specified in step 9.

c. By default, for TEMS Name, use the Tivoli Enterprise Monitoring Server host name that
is prefixed with HUB_.

d. Inthe Protocol for TEMS box, define Protocol 1 as IP.PIPE to match the setting in step

14.

e. Leave all other check boxes cleared, because they are used only in more advanced
setups.

f. Click OK.
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Figure 7-7 Tivoli Enterprise Monitoring Server configuration

154 IBM WebSphere Appliance Management Center for WebSphere Appliances



Tivoli Enterprise Monitoring Server configuration settings particular to a hub setup are
now displayed as shown in Figure 7-8.

18.Because this instance is the only Tivoli Enterprise Monitoring Server instance, verify that
the values for host name and port number match the values that are defined in step 15 on
page 153. Click OK.
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Figure 7-8 Hub Tivoli Enterprise Monitoring Server configuration

Tip: If the installer does not infer that the host name selected in step 18 is a reference
to the local machine (localhost), you might receive a warning message (Figure 7-9). If
the network setup includes a DNS, and a DHCP client is running on the machine where
Tivoli Enterprise Monitoring Server is being set up, you can ignore this warning
message. If the host name is static, configure the domain (on Linux) or DNS suffixes
(on Windows). If you know that this host name is correct, and can ping the host name
from the command line, click OK.

Warning

-

There is recognized incorrect value for Hub TEMS configuration.

SA-W200-2 was not recognized as “self reference”.

For Hub TEMS it is recommended to use as hostname or IP
address values which points to this cormputer.

‘¥ou can continue with this walues but some problems with TEMS
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Following local addresses found on this machine:
127.0.0.1 localhost sa-wZ200-2.itso.ral.ibm, com
Check documentation for mare details,

Click."CE"if wou want to continue,
Click."CAMCEL' if you want to correct these values,

Ok | Cancel I

Figure 7-9 Warning message if the host name is not detected as being a reference to localhost
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19.Select the Tivoli Enterprise Monitoring Server location for application support. In this
example, we select the default value On this computer. Then, click OK.

20.Select which application support files to add to Tivoli Enterprise Monitoring Server. You set
up the agent that is used for monitoring in 7.2.2, “Installing ITCAM Agent for a WebSphere
DataPower Appliance” on page 157. Therefore, the only application support to add here is
the Tivoli Enterprise Monitoring Server option. Ensure that only this support file is
highlighted.

In the Default distribution list settings field, leave the selected option as New, because this
installation is new. Click OK.

21.In the Configuration Defaults for Connecting to a TEMS window (Figure 7-10), review the
default configuration options that are used when configuring agents that will connect to
this Tivoli Enterprise Monitoring Server instance. Leave Protocol 1 as IP.PIPE. Verify that
the host name and port number are the values that are specified in step 18. Click OK.

Configuration Defaults For Connecting to a TEMS

— Primary TEMS Connection —bdvanced gettings e

Pratacol 1: IF.FIPE

IF.FIPE hd

Protocal Hostname or [P Addres: lgg_wggg_z

I VI Part nurnber |-| 918

Protacol 3:

Iﬁ Commen for IF.FIFE and IP.5FIFE —

| Connection must pazs thraugh firewsall

— Entry Options [~ ad Translation Use

" |se case az lwped :

57 Settings |
' Convert to Upper case
[~ Dptional Secondany TEMS Connection
Configure Secondary TEMS Tectian | | ok | Cancel | Help

Figure 7-10 Configuration defaults for connecting to a Tivoli Enterprise Monitoring Server

22.In the window where you are prompted to configure Tivoli Performance Analyzer, click
Cancel. This component is not used in this monitoring infrastructure.

23.After confirmation, in the window where you are prompted to configure the Warehouse
Summarization and Pruning Agent, click Cancel. Again, this component is not required for
monitoring WebSphere DataPower Appliances.

24.1f you see a warning message that the Warehouse Proxy must connect to a HUB TEMS,
click OK.

25.1n the Warehouse Proxy: Agent Advanced Configuration window, click Cancel.

IBM Tivoli Monitoring services are now recycled (restarted).
26.When the InstallShield wizard indicates that the installation is complete, click Finish.
The Manage Tivoli Enterprise Monitoring Services application is shown. The central control
panel is used to set up new ITCAM Agents, to edit configurations, and to recycle services,
including the Tivoli Enterprise Monitoring Server and the Tivoli Enterprise Portal Server.

Close this application and proceed to 7.2.2, “Installing ITCAM Agent for a WebSphere
DataPower Appliance” on page 157, to set up the ITCAM Agent.
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For important details about the IBM Tivoli Monitoring configuration, see Table 7-1.

Table 7-1 Important IBM Tivoli Monitoring configuration details

Property Default value

SSL encryption key IBMTivoliMonitoringEncryptionKey

Tivoli Enterprise Portal Server user name (Windows) | sysadmin

Tivoli Enterprise Portal Server password Existing sysadmin user password (on
Windows) or chosen during installation

Tivoli Enterprise Portal Server — Tivoli Enterprise 1918
Monitoring Server connection port

For more information, see the Installation procedure topic in the IBM ITCAM for Applications
Information Center at:

http://publib.boulder.ibm.com/infocenter/tivihelp/v24rl/index.jsp?topic=%2Fcom.ibm
.itm.doc_6.2.2fp2%2Fitm_install131.htm

7.2.2 Installing ITCAM Agent for a WebSphere DataPower Appliance

ITCAM is the second part of the monitoring component for WebSphere Appliance
Management Center to install and integrate with the software that you installed in 7.2.1,
“Installing IBM Tivoli Monitoring” on page 149.

For the purposes of this example, instances of the ITCAM Agent are installed on two hosts,
SA-W200-1 and SA-W200-2. The SA-W200-2 host has the Tivoli Enterprise Monitoring
Server and the Tivoli Enterprise Portal Server running. See Figure 7-1 on page 148.

This section includes the following two scenarios:

» Installing ITCAM Agent on the same host as the Tivoli Enterprise Monitoring Server
» Installing ITCAM Agent on a second host and linking to a remote IBM Tivoli Monitoring
installation

For more information about installing the ITCAM Agent, see the Tivoli Composite Application
Manager Agent for WebSphere DataPower Appliance Version 6.3 User Guide at:

http://publib.boulder.ibm.com/infocenter/tivihelp/v24r1l/topic/com.ibm.itcamsoa.doc
_6.2.2/DPAgent_UG.htm
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Installing ITCAM Agent on the same host as the Tivoli Enterprise
Monitoring Server

To install the ITCAM Agent on the same host as the Tivoli Enterprise Monitoring Server (see
Figure 7-1 on page 148):

1. Open the directory that you extracted the monitoring component files into and run
setup.exe in the WINDOWS directory.

2. When the InstallShield wizard is displayed and confirms that IBM Tivoli Monitoring is
already installed (Figure 7-11), click Next.

Tip: Tivoli Composite Application Manager Agent for WebSphere DataPower Appliance
v7.1 is packaged as a tar.gz container. On Windows 2008 R2, to exiract the
installation files, use a tool such as 7-Zip.

ITCAM Agent for WebSphere DataPower Appliance ¥7.1 - InstallShield Wizard

Tivoli. software

‘wWelcome to the installer for ITCAM Agent for WebSphere DataPower Appliance
LA

The ingtaller will upgrade the exizting release of [BM Tivol Monitoring on your computer. See
details and ta continue, click Mext.

Details:
Inztalled: 1BM Tivaol Monitoring - TRHWE23

DD ITCAR Agent for \WebSphere DataPower Appliance 7.1 - BMWF10

< Back | |

Caticel

Figure 7-11 ITCAM Agent installer confirming existence of IBM Tivoli Monitoring components

3. Read and accept the license agreement, and then, click Next.
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4.

In the Select Features window, select the features to install. In the hierarchy that is shown
in Figure 7-12, the entries for Tivoli Enterprise Monitoring Agents, Tivoli Enterprise
Monitoring Server, and Tivoli Enterprise Portal Server are selected. If the Tivoli Enterprise
Portal Desktop client was installed in the previous section, this option is also selected.

Because only 64-bit environments are supported, the ITCAM Agent for WebSphere
DataPower Appliance (x86-64 only) option is selected under Tivoli Enterprise Monitoring
Agents. The selection of the Tivoli Enterprise Monitoring Agents subtree installs the agent.

The Tivoli Enterprise Monitoring Server and Tivoli Enterprise Portal Server subtrees are
selected to install supporting catalog files as explained in step 6 on page 149.

Click Next.

ITCAM Agent for WebSphere DataPower Appliance ¥7.1 - InstallShield Wizard

Select Features

Select the features setup will install. B

Select the features you want to install, and deselect the features you do not want ta ingtall.

Tivoli. software

. [w] Tivoli Erterprise Monitoring Sgents - TEMA ~Description —
[w] 32/64 Bit &gent Compatibility Pack age [#36-64 only) “hEWwW* Product Code
CHTCAM Agent for WebSphere DataF'Dwer .fi.ppllanc:e [FEM] Releaze

) (07.01.00.00.00
BuildLevel d2043a

[w] Tivali Enterpnse Momtonng Agent Framework

W] Tivali Enterprize Monitoring Agent Framework, (#86-64 anly]
i Tivoli Enterprize Services User Interface Extensions

Tivali Enterprize Monitoring Server - TEMS

----- ITCAM Agent for WebSphere D ataPower &ppliance

—|-|w] Tivali Erterprise Portal Server - TEPS

| ITCAM Agert for WebSphere D ataPower Appliance

1 | ©

369 ME of zpace required on the C drive ﬂ
2075963 MB of space available on the C drive

Al agents require that application support files that contain agent-specific information be
inztalled on the Tivoli Enterprize Monitoring Server that the agents will connect to, Tivoli
Enterprize Portal Server, and Tivali Enterprise Portal dezktop and browser client.

Install application support before starting to install anyg Tivoli Enterprize Monitoring &gents.

¢ Back Mext > Hel Cancel
| Help

Figure 7-12 ITCAM Agent installer showing selected features to install
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5. In the Agent Deployment window (Figure 7-13), because the ITCAM Agent is installed

manually, do not select any items. Click Next.

ITCAM Agent for WebSphere DataPower Appliance ¥7.1 - InstallShield Wizard

Agent Deployment

Select the agents to configure for remote deployment.

Tivoli. software

; Bit Agert Compatibility Package [ 4 anly]

[IITCAM Agent far \WebSphere DataPower Appliance
J[JITCAM Agent for WebSphere DataPower Appliance [x95-54 o
----- [] Tireali Enterprize Services Uszer Interface Extenzions

~Descriptionr——————

Agent can be deployed
to & remake location
automatically by
ITME.Z 3.

4]

N B
0 ME of space required on the C drive ;I
2575963 MB of space available on the C drive
Al agents require that application support files that contain agent-specific information be
installed on the Tivaoli Enterprise Monitaring Server that the agents will cannect to, Tivoli
Erterprize Portal Server. and Tivoli Enterprise Portal desktop and browser cliznt.
Inztall application suppart before starting to inztall anyp Tivol Enterprize Monitoring Agents.

< Back Mewt > Help Cancel

Figure 7-13 ITCAM Agent installer with no remote agents selected

6. In the summary window, click Next.
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7. After the installation is complete, configure the components of IBM Tivoli Monitoring
(Figure 7-14). To defer configuration, clear those items. In this example, we configure the
components now. Therefore, ensure that all items are selected. Then, click Next.

ITCAM Agent for WebSphere DataPower Appliance ¥7.1 - InstallShield Wizard

Setup Type
Select the sebup type that best suits your needs.

Ir the following screens wou will be prompted for the information required to configure the following
Tivoll. software items. Uncheck the box to delay configuration until after installation i complete, Some
configuratiohs items are mandatony [preceded by an ] and cannat be unchecked.

W “Configure Tivali Enterprize Portal.

¥ Inztall application suppart files for & Local/Femate Tivol Enterprise Manitoring 5 erver

¥ Configure agents default conmection to Tivali Enterprize Moritaning S erver

v Launch Manage Tivoli Monitoring Services for additional configuration options and to start
Tivoli Manitaring services

< Back Mest > Cancel

Figure 7-14 Configuration options during ITCAM Agent installation
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8. In the TEPS Hostname window (Figure 7-15), enter the host name of the Tivoli Enterprise
Portal server. For this example, we enter SA-W200-2. Click Next.

ITCAM Agent for WebSphere DataPower Appliance ¥7.1 - InstallShield Wizard

TEPS Hostname
Enter requested information

software
Huost name of the machine where TEP Server rezides:

|5awiz00-2

Catcel

Figure 7-15 ITCAM Agent installer prompt for the Tivoli Enterprise Portal Server host name

9. Add application support to the Tivoli Enterprise Monitoring Server (Figure 7-16). Leave the
default of On this computer, and click OK.

ddsppicatonsupport othe e, K|
TEMS Location
| oK I
" On this computer Cancel |
" On a different computer
Help |

Figure 7-16 Adding application support for Tivoli Enterprise Monitoring Server
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10.Select which application support files to add to the Tivoli Enterprise Monitoring Server
(Figure 7-17). Because only one agent is set up here (ITCAM Agent), select the ITCAM
Agent for WebSphere DataPower Appliance option, which is the only application
support to add here. Ensure that this support file is highlighted.

In the Default distribution list settings field, leave the selected option as All because this
installation is new. Click OK.

Select the application support to add to the TEMS

Component | Application support file | Yerzion | Diirectony
ITCAM Agertt for Websphere Dat Apphar... Rbrs 07.10.00.00 ErulERSIThC

[ Skip self-describing mode seeding status check and force application support seeding,

r— Default distribution list settings e —

Chooge one of the following options to add or update the situation distibution definition to include the default managed system groups;

% All - Thiz option adds the default managed systern groups to all the applicable situations. Mote that not all situations have the default managed group setting. For
wou might need to manually defing the distribution in the Tivoli Enterprise Fortal due to the specific content of the agent suppoit package.

= Mone - The default managed system group is not added to ary situation.

| oK | Select &l Cancel Help

Figure 7-17 Adding ITCAM Agent to the Tivoli Enterprise Monitoring Server
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11.Set the configuration details for connecting ITCAM Agent instances to a Tivoli Enterprise
Monitoring Server (Figure 7-18). Leave Protocol 1 as IP.PIPE. Set the host name and port
number to the same values that you entered in step 15 on page 153. Click OK.

Configuration Defaults for Connecting to a TEMS

—Advanced zettings

— Primary TEMS Connection

Frotocol 1: IP.PIPE

|P.FIFE b

Pratocal 2 Hostrname or [P Address Igg_wggu_g

I - I Part rurnber |1 915

Frotocol 3:

Iﬁ Common for IP.PIPE and IP.SPIFE —— =

™ Connection must pass through firswal

— Entry Ophions [T &ddress Translatio

= Use case as lyped

T nos
' Convert to UPpEr case
[~ Optional Secondary TEMS Connection .
Configure Secondany TERMS Conmection ‘ | ak I Cancel Help

Figure 7-18 Connecting ITCAM Agents to a Tivoli Enterprise Monitoring Server

12.When the InstallShield wizard indicates that the installation is complete, click Finish.

The Manage Tivoli Enterprise Monitoring Services application (Figure 7-19) now lists ITCAM
Agent, Tivoli Enterprise Portal Server, and Tivoli Enterprise Monitoring Server. You can now
configure this instance of ITCAM Agent to monitor your WebSphere DataPower Appliances.

ki Manage Tivoli Enterprise Monitoring Seryices - TEMS Mode ~[Local Computer]

Actions  Opkions  Wiew  windows  Help

SEnl &l & e

Service,dpplication I TaskiSubSystem | Configured | Status
.3 ] Eclipse Help server Ves Started
Tivali Enkerprise Portal Browser Yes
%Bﬁl Tivoli Enterprise Porkal Server F Py SRy Wes (TEMS)  Started
A 28 Warehouse Proxy Primary Mo
& ITCAM Agent for \webSphere Data... Template
A =8 Warehouse Sumrnarization and Pru...  Primary Mo
A =% performance &nalyzer Primary Mo
ﬁ’ Tivali Enterprise Monitaring Server TEMS1 es Started

Figure 7-19 Tivoli Enterprise Monitoring Services application

To complete the monitoring infrastructure that is described at the beginning of this chapter,
another instance of ITCAM Agent is installed on host SA-W200-1. To use only a single host,
skip to 7.3, “Adding WebSphere DataPower Appliances to ITCAM Agents” on page 168.

Installing ITCAM Agent on a second host and linking to a remote IBM
Tivoli Monitoring installation

To monitor another WebSphere DataPower Appliance, ports on a firewall are opened to
another host, SA-W200-1. This host runs only the ITCAM Agent, which communicates with the
Tivoli Enterprise Monitoring Server on SA-W200-2. See Figure 7-1 on page 148.
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To set up ITCAM Agent on this machine, use the following steps, which are mostly the same

as in “Installing ITCAM Agent on the same host as the Tivoli Enterprise Monitoring Server” on
page 158:

1. To run the installer, double-click setup.exe in the WINDOWS directory.

2. When you see the prerequisites message about knowing the host name and IP address of

the Tivoli Enterprise Management Server the ITCAM Agent is connecting to (Figure 7-20),
click Next.

ITCAM Agent for WebSphere DataPower Appliance ¥7.1 - InstallShield Wizard E2 I
ITCAM Agent for WebSphere DataPower Appliance ¥7.1 Prerequisites

This %D containg the agents for [ TCAM Agent for WebSphere D ataPower Appliance %7.1. 1TCAM
Agent for WebSphere DataPower Appliance %71 runs on the [BR Tivoli Monitoring Platiorm and will
require that you inztall additional componentz. They do not have to be inztalled on every machine that
haz at agent, but they are required somewhere in your enterprize to uze [TCAM Agent for WebS phere

DataPower Appliance ¥7.1. Thoze additional components are on the [BE Tivoli Monitoring Platfom
o

Tivoli. software

Prior b installing the agents on thiz DYD, you will need ta know the hostname and IF* address for the
Tivoli Enterprize Management Server it will uze. & Tivoli Enterprize b anagement Server can be installed
from the IEM Tisali M onitaring Platform DD,

1
< Back | |

Cancel

Figure 7-20 Installing ITCAM Agent on a host not running Tivoli Enterprise Monitoring Server
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3. In the Select Features window (Figure 7-21), select only Tivoli Enterprise Monitoring
Agents (64-bit version) for the installation. The other packages that make up the
monitoring component are installed on a different host. Click Next.

ITCAM Agent for WebSphere DataPower Appliance ¥7.1 - InstallShield Wizard

Select Features

Select the features setup will install

Select the features you want to install, and deselect the features you do not want ta ingtall.

Tivoli. softwe

=8 t [Descriptionr——————
32464 Bit Agent Compatibility Package [#8E5-64 only) Tivoli Enterprise
[ITCAM Agent for WebSphere D ataPower dppliance Manitoring Agents -

ITCAM Agent for WebS phere D ataPower Appliance [286-£ TEMA,
Tivoli Enterprise Monitoring Agent Framework

Tivali Enterprise Monitaring Agent Framewark [E6-64 anly]
v Tivvali Enterprize Services Uszer Interface Extensions

| N B

366 ME of zpace required on the C drive ;I
33307 81 MB of space available on the C drive

Al agents require that application support files that contain agent-specific information be
installed on the Tivali Exterprise Monitaring Server that the agents will cannect to, Tivoli
Erterprize Fortal Server. and Tivoli Enterprise Portal desktop and browser clisnt.

Iztall application suppart before starting ta install anyp Tivol Enterprize Monitoring Agents.

-]

< Back Mewt > Help Cancel

Figure 7-21 Selecting the Tivoli Enterprise Monitoring Agents option

4. In the summary window, click Next to start the installation.
5. When you see the warning message about not stopping the installation, click Yes.

6. After the installation is complete, leave selected the options to configure the default
connection settings for the agent and to start Manage Tivoli Monitoring Services. Then,
click Next.
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7. Verify the configuration defaults for connecting to a Tivoli Enterprise Monitoring Server

(Figure 7-22). Protocol 1 must be IP.PIPE, and the host name and port must be for the
Tivoli Enterprise Monitoring Server. For this example, the host name is SA-W200-2, and the
port number is 1918. Click OK.

Configuration Defaults for Connecting to a TEMS E

Pratacol 2:

Protocal 3:

I jv
I jv

— Primary TEMS Connection —bdvanced gettings
Pratacal 1: IF.FIFE |
|P.PIFE i

Hostname or IP Address

Part number

[T &ddress Tiranslatior

Cammon for IP.FIPE and IP.SPIFE

|sa-w200-2

|1918

[~ Connection must pass through firewall

— Entry Options
" |se case as lyped
+F NAT Gettirgs .|
{* Caorvert bo UPPEr Case
[~ Optional Secondary TEMS Connection ‘
Canfigure Secondary TEMS Cannection i | 0K I Cancel _I Help |

Figure 7-22 Configuration details for connecting to the Tivoli Enterprise Monitoring Server

8. In the window to configure an instance of the ITCAM Agent (Figure 7-23), click Cancel.
For more information about these settings to link the agent to WebSphere DataPower
Appliances, see 7.4, “Monitoring WebSphere DataPower Appliances” on page 174.

i Configure ITCAM Agent for WebSphere DataPower Appliance I

O SNMP Events SHMF properties for receiving events

o DataPower Appliances *Instance Mame itSo-warnc-serer

O DataPower X210 Appliances *Port Number @ |162 |
*Security Level |.o.uthenticatiun, Privacy |v|
*SNMP User Name |admin
*SNMP Authentication Protocol
SNMP Authentication Secret | |
Confirm SNMP Authentication Secret | |
*SHMP Privacy Protocol DES
SNMP Privacy Secret | |
Confirm SNMP Privacy Secret | |

|

Figure 7-23 Configuration page for the ITCAM Agent

9. In the message window that opens, click Yes to confirm. The installation is now complete,

10.Click Finish.
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The Manage Tivoli Enterprise Monitoring Services application is shown listing the ITCAM
Agent template (Figure 7-24).

l- Manage Tivoli Enterprise Monitoring Services - TEMS Mode - [Local Computer]

Actions  Opkions  Wiew  windows  Help

Bslo] af A 2

Service/fdpplication | TaskiSubSystem | Configured | Status
& ITCAM Agent For WebSphere Data.., Template

Figure 7-24 Manage Tivoli Enterprise Monitoring Services listing the ITCAM Agent template

The next step is to link the ITCAM Agents and the WebSphere DataPower Appliances as
explained in 7.3, “Adding WebSphere DataPower Appliances to ITCAM Agents” on page 168.

7.3 Adding WebSphere DataPower Appliances to ITCAM
Agents

In this section, the monitoring component of WebSphere Appliance Management Center is
installed. You can set up one or more instances of the ITCAM Agent by providing them with
the login details of one or more WebSphere DataPower Appliances. Do not assign any more
than 10 WebSphere DataPower Appliances to each instance of the ITCAM Agent. However,
you can set up multiple agents on one machine.

The ITCAM Agent uses SOAP Configuration Management (SOMA) or syslog to monitor most
WebSphere DataPower Appliances. The exception is the WebSphere DataPower XC10
Appliance, for which it uses Simple Network Monitoring Protocol (SNMP).

Tip: SNMP is a set of protocols for monitoring systems and devices. Although most
WebSphere DataPower Appliances support this method to allow ITCAM Agents to poll
WebSphere DataPower Appliances, SOMA is easier to set up and is preferred, by allowing
monitoring data to pass over the XML management interface. For more information, see
WebSphere DataPower SOA Appliance: The XML Management Interface, REDP-4446.
WebSphere DataPower Appliances can also be polled by reading the system logs directly
(by using syslog).

To link an ITCAM Agent to a WebSphere DataPower Appliance:
1. Open the Manage Tivoli Enterprise Monitoring Services application.

2. Locate the ITCAM Agent template. This template contains the default configuration setup
information that was provided in the previous sections and is used to create an instance of
the ITCAM Agent.
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3. Right-click the ITCAM Agent Template, and select Configure Using Defaults

(Figure 7-25).

Actions  Opkions  Wiew  windows  Help

k: Manage Tivoli Enterprise Monitoring Services - TEMS Mode - [Local Computer]

Elsol & &l %

A =% performance &nalyzer
ﬁ’o Tivali Enterprise Monitaring Server

Configure the service using default values

ITCAM Agent For WebSphere Data. ..
A =2 \Warehouse Summarization and Pru. ..

Template
Primary
Primary
TEMS1

Service/Application | Task)SubSyskem | Zonfigured | Skatus | Zonfiguration

5t =2 Edlipse Help Server HELP3WR. es Started up-to-date
Tivali Enterprise Paortal Browser es IS

%Bﬁl Tivoli Enterprise Porkal Server F Py SRy Wes (TEMS)  Started up-to-date

A 28 Warehouse Proxy Primary Mo
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Change St
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Create Mulk-
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UFE,
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Ahout Sepvices. ..

Configure

Licensing

I

Figure 7-25 Configuring an instance of the ITCAM Agent

4. In the message window (Figure 7-26), enter a unique name for this instance of the ITCAM
Agent. In this example, we use the host name of this machine with a prefix of AGENT _,

which results AGENT_SA-W200-2. Click OK.

Enter a unique instance name:

ITCAM Agent for WebSphere DataPower Appliance E3

T

Cancel

Figure 7-26 Specifying the ITCAM Agent instance name
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5. In the Configure ITCAM Agent for WebSphere DataPower Appliance window
(Figure 7-27), click Next to accept the default values, including the default values for
Security Level, Authentication, and Privacy.

B8 Configure ITCAM ngent for Websphere Datapower appliance |
O SNMP Events SMMP properties for receiving events
O DataPower Appliances *Instance Mame AGENT _Sa-4y200-2
O DataPower ¥C10 Appliances *Port Number @ |1B2 |

*Security Level |.o.uthenticatiun, Privacy | - |

*SNMP User Name |admin A

*SNMP Authentication Protocol

SHMP Authentication Secret |

Confirm SNMP Authentication Secret | |

*SHMP Privacy Protocol DES

SNMP Privacy Secret | _ . g

Confirm SNMP Privacy Secret B I

|_‘ Next—J | OK | | Cancel ‘

Figure 7-27 Configuring an instance of ITCAM Agent

Managed System Details has two sections: one for general WebSphere DataPower
Appliances, and one for the WebSphere DataPower XC10 Appliance. The first section is
for general WebSphere DataPower Appliances.

6. Next to Managed System Details, click New.
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7.

9.

In the Remote Managed System section (Figure 7-28), enter the details for a WebSphere
DataPower Appliance and administrator user account (host name, XML management
interface port, user ID, and password) on that appliance. You can enter the appliance’s IP
address instead of the host name. The agent communicates with the WebSphere
DataPower Appliance by using SOMA.

If you want the agent to monitor the WebSphere DataPower Appliance by using syslog,
click Browse to select the log file. You must use the full path, with single-byte characters.

Etnnfigure ITCAM Agent for WebSphere DataPower Appliance E3 I
& SNMP Events Managed Systern Details
o0 DataPower Appliances

O DataPower XC10 Appliances

*Remote Managed System

*Managed System Name [Z) | ]
*Device Host - N l
*¥ML Management Interface Port 5550_ —_ ]

*User ID aﬁ 2 - j

*Password J
]

*Confirm Password

System Log l_ J Browse
SSL Proxy Profile Browse

Back —H Next H Home || OK || Cancel ‘

Figure 7-28 Entering WebSphere DataPower Appliance details during ITCAM Agent instance
configuration

For more information about configuring a syslog target on the WebSphere DataPower
Appliance, see the Tivoli Composite Application Manager Agent for WebSphere
DataPower Appliance Version 6.3 User Guide at:

http://publib.boulder.ibm.com/infocenter/tivihelp/v24rl/topic/com.ibm.qitcamsoa.
doc_6.2.2/DPAgent _UG.htm

If you have more WebSphere DataPower Appliances that you want to monitor by this
agent, repeat steps 6 on page 170 and 7. Alternatively, you can configure an instance of
the ITCAM Agent for each WebSphere DataPower Appliance. When you are finished, click
Next.

In the section for adding remote WebSphere DataPower XC10 Appliances:

a. Because the user ID and password of an administrator account on the WebSphere
DataPower Appliance are not required, you do not need to enter them.

b. Ensure that SNMP port 161 is open between the ITCAM Agent host and the
WebSphere DataPower XC10 Appliance.

c. If you want to monitor a WebSphere DataPower XC10 Appliance, click New. The
ITCAM Agent monitors WebSphere DataPower XC10 Appliances by using SNMP.
Otherwise, skip to step 12.
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10.Enter the host name (or IP address) of the WebSphere DataPower XC10 Appliance and
the name of an SNMP community on the appliance (Figure 7-29). Click OK.

Ennfigure ITCAM Agent for WebsSphere DataPower Appliance E3 I

& SNMP Events = Managed System Details
® DataPower Appliances
O DataPower XC10 Appliam

Delete

*Managed System Name [Z) | |

*Remote Managed System

*SNMP VERSION snmpyz
*Device Host [ ]
*SNMP Port Number 161

=| || *SNMP Community | |
*Confirm SNMP Community [ N ]

[« ]

] li [ Tl

Back_| ‘ Home || OK || Cancel ‘

Figure 7-29 Setting up the monitoring of a WebSphere DataPower XC10 Appliance

Tip: To confirm the name of an SNMP community or to create an SNMP community, log
in to your WebSphere DataPower XC10 Appliance:

https://hostname

Select Appliance — SNMP Settings. Then, ensure that Enable SNMP is selected,
and click SNMP Communities.

To create a community, click Create community. Hosts can be restricted if required.

11.To monitor more WebSphere DataPower XC10 Appliances, repeat steps 9 and 10.
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An instance of ITCAM Agent is created and shown in the Manage Tivoli Enterprise
Monitoring Services application (Figure 7-30). Currently, the status is Stopped.

12.To start the agent, right-click the agent, and click Start.
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Template
Primary [ila]
Primary Mo
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Figure 7-30 Newly created instance of an ITCAM Agent

7.3.1 Editing the configuration settings of an ITCAM Agent instance

If you decide to monitor other WebSphere DataPower Appliances with an existing ITCAM

Agent or otherwise modify its configuration:

1. Locate the ITCAM Agent in the Manage Tivoli Enterprise Monitoring Services application,
right-click the application, and select Reconfigure (Figure 7-31).

Actions  Opkions  Wiew  windows  Help

l- Manage Tivoli Enterprise Monitoring Services - TEMS Mode - [Local Computer]

s(slo| | & 7|

Service/fpplication
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Change Startup...
hange startup Parms. ..

Set Defaults For all Agents. ..

onfigure Using Defaults
Create Inskance, ..
Create Mulki-instance. ..

Reconfigure. ..

Advanced 3

Browse Settings. ..
About Services. ..

zonfigure Java ApE...

Licensing 4

Figure 7-31 Reconfiguring an ITCAM Agent instance

2. In the first window, change the agent’s connection settings to Tivoli Enterprise Monitoring

Server. Click OK.
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3. In the standard ITCAM Agent configuration window (Figure 7-27 on page 170), click Next
to view the WebSphere DataPower Appliances that are being monitored by this agent. For
each WebSphere DataPower Appliance that is listed, click Delete to remove it from the
agent. Similarly, click New to monitor another WebSphere DataPower Appliance
(Figure 7-32). When your changes are complete, click OK.

4. Configure ITCAM Agent for WehSphere DataPower Appliance

& SNMP Events Managed Systemn Details

O DataPower Appliances
O DataPower XC10 Appliances

*Remote Managed System

*Managed System Name [2) ITS0-%150-1 |

‘Device Host 9.42.170.230 |
*¥ML Management Interface Port  |5550 |

*User ID admin _l
*Password s T

*Confirm Password s

System Log | Browse —‘

SSL Proxy Profile ( Browse

Back ‘ Next_H Home || OK || Cancel ‘

Figure 7-32 Configuring a new ITCAM Agent instance

4. When prompted if you want to restart the agent, click Yes. To force a recycle, right-click
the agent, and select Recycle.

7.4 Monitoring WebSphere DataPower Appliances

Tivoli Enterprise Portal Server and Tivoli Enterprise Monitoring Server are also running on
this host, and their statuses are reported as started in the Manage Tivoli Enterprise
Monitoring Services application (Figure 7-30 on page 173). Therefore, you can visit the Tivoli
Enterprise Portal Server browser client in a web browser.
To connect to the browser client:
1. Go to the following address:

http://TEPS-hostname:15200/cnp.html

Alternatively, you can connect by using SSL:

https://TEPS-hostname:15201/cnp.htm]

Here TEPS-hostname is Tocalhost.

2. Log in with the user name and password that you specified when you installed IBM Tivoli
Monitoring (step 9 on page 150).
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You see a window similar to the example in Figure 7-33. The panes in this window make up
the workspace.

Tip: If cnp.html is omitted in the web link, a web browser check is performed, which might
assert that your web browser is not supported. If you are using a web browser that is
supported by WebSphere Appliance Management Center (see 1.4.3, “Supported web
browsers” on page 8), go to cnp.html.

Tivoli Enterprise Portal Server browser client is a Java applet. Therefore, you might be
prompted to install or update your Java plug-in. Click Run to download and install

ibm-javab6.exe.
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Figure 7-33 Tivoli Enterprise Portal Server web browser client window after login

The Message Log pane is in the lower-right corner in Figure 7-33. By using the Navigator
pane, you can select which agent to view and which WebSphere DataPower Appliance you
want to monitor:

1. Expand Windows Systems to see a listing of the hosts that are running instances of
ITCAM Agent.

2. Expand one of the hosts, and click DataPower Monitoring Agent.
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A window opens similar to the example in Figure 7-34.

Enterprise Portal
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Figure 7-34 Overview of WebSphere DataPower Appliances being monitored by IBM Tivoli Monitoring

The window in Figure 7-34 shows an overview of the WebSphere DataPower Appliances that
are being monitored by this instance of Tivoli Enterprise Monitoring Server. System usage
(load), CPU usage, and memory usage are shown for the top five WebSphere DataPower
Appliances (that is, those appliances that are reporting the highest values). Threshold values
are indicated by red lines.
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When you expand the tree for a particular WebSphere DataPower Appliance and select the

appliance listing, you see a summary page for that WebSphere DataPower Appliance
(Figure 7-35).
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Figure 7-35 Summary workspace for a monitored WebSphere DataPower Appliance

Figure 7-35 shows at a glance the HTTP mean transaction times (top 10), services memory
status (top 10), in addition to the system load, CPU usage, and memory usage. You can

access workspaces with more detailed information for this WebSphere DataPower Appliance
by using the Navigator pane.

Click HTTP Connection.
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The HTTP Connection Requests (Top 10) and HTTP Connection Statistics are shown, with
the HTTP Connection Statistics split by domain (Figure 7-36). Here, the requests mostly
involve the default domain.
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Figure 7-36 HTTP connection workspace for a monitored WebSphere DataPower Appliance

The HTTP connection statistics, which are sorted by domain, have link icons on the left side
of the bottom pane.
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Figure 7-37 shows the link icons more clearly. Select a domain by clicking one of the link

icons.
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Figure 7-37 HTTP connection statistics for a monitored WebSphere DataPower Appliance

For this domain (in this example default is chosen), a bar chart shows the HTTP connection
statistics from the last 10 minutes (Figure 7-38).
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Figure 7-38 HTTP connection statistics (last 10 minutes) for a monitored WebSphere DataPower
Appliance
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For detailed TCP port information, click Network in the Navigator pane. Then, you see a
workspace similar to the example in Figure 7-39.
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Figure 7-39 Network overview workspace for a monitored WebSphere DataPower Appliance
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TCP port status is displayed as a bar chart (Figure 7-40).
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Figure 7-40 TCP port summary panel for a monitored WebSphere DataPower Appliance

A detailed table shows IP addresses and ports, locally and remote (Figure 7-41). The System
Log workspace shows log messages, if ITCAM Agent was set up to monitor the logs for this
WebSphere DataPower Appliance.
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Figure 7-41 TCP port status for a monitored WebSphere DataPower Appliance
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To view detailed information about a domain, click the System item in the Navigator pane.
Then, you see information similar to the example in Figure 7-42.
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Figure 7-42 System workspace for a monitored WebSphere DataPower Appliance
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Figure 7-43 shows the domain memory status table.
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Figure 7-43 Domains memory status

Figure 7-44 shows the domain status. Again, you see link icons next to each domain.
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Figure 7-44 Domain status

For more information about the services in a domain, click a link icon in the Domains Memory
Status table (pane in the upper right corner in Figure 7-42 on page 182). Here, the default

domain is selected, which changes the view to the Utilization window, for this particular

domain.
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The memory status of each service (top 10) is shown as a bar chart with detailed statistics for
each service (Figure 7-45).
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Figure 7-45 Services memory status by domain

Click the link icon for a service. Here, an XML firewall service that is called example-Firewall
is selected. The services memory status for this service is displayed as a bar chart
(Figure 7-46).
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Figure 7-46 Services memory status by service
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If a link icon is clicked in the Domain Status table (for a particular domain), the Active Services
and Object Status tables are displayed. Figure 7-47 shows the table for the default domain.

Of note are the default ports for the XML management interface, which the management

component of WebSphere Appliance Management Center connects on, and 9090 for the web

GUI. The objects that are listed include cryptographic certificates and keys and Ethernet

ports on the WebSphere DataPower Appliance. Therefore, the status of these ports on the
WebSphere DataPower Appliance can be determined.
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Figure 7-47 System workspace for a domain that shows object status and active services

Chapter 7. Effective monitoring of WebSphere DataPower Appliances

185



By selecting the Utilization workspace directly, in addition to system usage and CPU usage
for that WebSphere DataPower Appliance, filesystem usage is also shown (Figure 7-48).
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Figure 7-48 Filesystem Usage panel for a monitored WebSphere DataPower Appliance
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Troubleshooting

As with all software, occasionally you might experience issues when you use IBM WebSphere
Appliance Management Center for WebSphere Appliances. This chapter highlights some of
the most common issues and provides information about how to resolve them. This chapter
also includes hints and tips included to assist with day-to-day usage of WebSphere Appliance
Management Center.

This chapter includes the following sections:

Issues with the installer

Issues with the graphical user interface

Issues with WebSphere DataPower Appliances
Issues with firmware

Logging and trace

Technotes

Other hints and tips

YyVVyVYyVYVYYVYY
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8.1 Issues with the installer

This section covers issues that can occur when you install WebSphere Appliance Management
Center. Follow the guidance in this section if you are experiencing the following situations:

» Unable to install WebSphere Appliance Management Center
» Looking for more information about the installation process
» Unable to uninstall WebSphere Appliance Management Center

8.1.1 Problems running the installer

As listed in 1.7, “Ordering information” on page 16, WebSphere Appliance Management
Center is supported on multiple platforms and operating systems. All supported platforms are
64-bit. If you attempt to install on a 32-bit platform, you see one of the following messages
based on your environment:

» On Linux and AlX, the installer fails to start with an error message similar to the following
example:

./install.bin: line 3320:

/tmp/install.dir.9187/Linux/resource/jre/jre/bin/java: cannot execute binary
file

» On Windows, the installer fails to start with an error message similar to the following example:

Windows error 216 occurred while loading the Java VM

Ensure that you downloaded the correct version of WebSphere Appliance Management
Center for your operating system. Table 8-1 lists the supported operating systems and the
correct installation archive to use.

Table 8-1 Operating systems and matching installation archive file

Operating system Install archive file

Windows WAMC_YYYY-MM-DD_Win64.zp

Linux on x86 WAMC_YYYY-MM-DD_LinuxX64.tar.gz
Linux on System Z (mainframe) WAMC_YYYY-MM-DD_Linux_z64.tar.gz
AIX WAMC_YYYY-MM-DD_AIXPC64.tar.gz

8.1.2 Installer log files

If the installation of WebSphere Appliance Management Center fails, a log file is created in
the one of the following directories based on your environment:

» Microsoft Windows Server:
<user_home>\desktop\WebSphere_Appliance_Management_Center_Install_<date>.log

» AlX and Linux:
<temp_dir>\WebSphere_Appliance_Management_Center_Install_<date>.log

When the installation of WebSphere Appliance Management Center is successful, an

installation log file is created in the <WAMC_install_dir>\Installer\Logs directory. In this

directory, <WAMC_install_dir> is the location where WebSphere Appliance Management
Center was installed.
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8.1.3 Problems running the uninstaller

You can uninstall WebSphere Appliance Management Center by using the uninstaller
program in the <WAMC_install_dir>/Installer directory.

In some situations, the uninstaller might fail to function correctly. For information about how to
manually uninstall the product, see the WebSphere Appliance Management Center
Information Center at:

http://pic.dhe.ibm.com/infocenter/wamcinfo/v5r0m0/topic/com.ibm.wamc.doc/uninstall
_management_component_manual.htm]

8.2 Issues with the graphical user interface

This section deals with issues loading the WebSphere Appliance Management Center
graphical user interface (GUI). Follow the guidance in this section if you are unable to perform
the following tasks:

» Load the WebSphere Appliance Management Center GUI
» Login to the GUI

When you start the WebSphere Appliance Management Center server, you see a message,
which confirms that the server is started. If you attempt to access the GUI, you see an error
message, which states that the page cannot be found. This error occurs because, while the
application server that hosts WebSphere Appliance Management Center is started, the

application is not yet fully deployed. Wait a few minutes, and then try to load the page again.

8.2.1 Verifying the server address that is used

You can access the management component of WebSphere Appliance Management Center
through your web browser by going to the following server address:

https://servername:9443/wamc

Where servername is the hostname alias or IP address that uniquely identifies the machine
that is running your WebSphere Appliance Management Center installation.

The default port that the WebSphere Appliance Management Center server runs on is 9443,
This port is configurable when you install WebSphere Appliance Management Center. If you
forget which port you specified at installation time, you can find the port number in the
<WAMC_install_dir>/server/usr/servers/runtime/bootstrap.properties file.

Attention: The bootstrap.properties file contains important configuration settings for
WebSphere Appliance Management Center and is not intended to be modified. All
modifiable configuration settings are in the config directory under the top-level WebSphere
Appliance Management Center installation directory.
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WebSphere Appliance Management Center is accessed by using HTTPS. If you attempt to
connect to WebSphere Appliance Management Center by using HTTP, you see “The
connection was reset” error message (Figure 8-1).

The connection was reset

o

The connection to the server was reset while the page was loading.

» The site could be temporarily unavailable or too busy, Try again in a few
momernts.,

n If you are unable to load any pages, check your computer's network
connectian,

n If your computer or netwaork is protected by a fireweall or proxy, make sure that
Firefoyx is permitted to access the web,

Figure 8-1 Failure to connect to WebSphere Appliance Management Center when using HTTP

8.2.2 Checking the state of the server

Attention: The actions that are described in this section require direct login access to the
server that hosts WebSphere Appliance Management Center. If you do not have access to
this server, contact the administrator of the server for assistance.

On the server that hosts your WebSphere Appliance Management Center installation, check
to see if the server process is still running. Choose one of the following options, depending on
your server:

» On Windows Server 2008 and Windows Server 2008 R2:
a. Start the Task Manager.
b. Select View — Select columns.
c. Ensure that Command Line is selected, and click OK.
d

. Look for a Java process with a command line that ends with wslaunch. jar runtime.
This part is the WebSphere Appliance Management Center server process.

» On Linux, Linux on System z, and AIX:
a. Locate the server process by using one of the following options:

e When the server is running, a file that contains the process ID of the server process
is written to the <WAMC_install_dir>/server/usr/servers/.pid/runtime.pid file.
Use the ps <process id> command to see if the process is still running.

¢ Obtain a list of running processes. For example, enter the ps -ax command.
b. Look for a Java process with a command line that ends with wslaunch. jar runtime.
This part is the WebSphere Appliance Management Center server process.

If you cannot find a WebSphere Appliance Management Center process, the server process
is no longer running. Use the start-wamc command in the installation directory of WebSphere
Appliance Management Center to start the server again.

If the WebSphere Appliance Management Center server is still running, the server logs might
contain information or error messages that can help determine the cause of the problem
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when connecting to the server. For information about logging and trace, see 8.4, “Issues with
firmware” on page 197.

If the server logs do not show any obvious errors, check the status of the server process.
Locate the WebSphere Appliance Management Center server process, and check to see
whether the process is using large amounts of CPU time or memory resource.

Figure 8-2 shows the Task Manager on a Windows 2008 R2 server where the WebSphere
Appliance Management Center process is using no CPU resource and around 570 MB of
memory. In this case, the server was not under load. These values are not typical values. The
values that are reported by your server might vary.

iElwindows Task Manager =] B3

File Options Wiew Help

.Applications Processes |Services| Performance I Tebworking I sers I

Image... = | Lser Namel ZPLJ | Memory (... | Zommand Line _A_J
CSras5,BXE SYSTEM on 06 K %SvstemRook¥s)svsten
CSr55,2%E SYSTEM an 516K FnovstemRookibsvstem
CSras5,BXE SYSTEM on 1,504 K %hSvstemRookslsystem
Defiatch.e,..  3¥3TEM i} 556 K "CA\Program Files (xS0
dwini.exe Administ,., 00 1,172 K "CHAWindowsisystem 32|

explorer.exe  Administ,,. 00 21,724 K Cwindows\Explorer Ex

] 3 Administ. ., 570 : i
java.exe Administ,,, 00 641,468 K "CAIBM avas0ijrelbint]
java.exe *32  SYSTEM aa 64,420 K CYUBMITM javaljavaso
KEMAGENT ... SYSTEM oo 16,120 K C\IBMIITMTMALITI~ 1]
LogonlL.exe SYSTEM aa 4,952 K "LogonUI.exe" fflags:0x
|sass exe SW3TEM i} 2,828 K Chwindows)system3zZs
lsrn.exe SYSTEM aa 1,772 K CiWindows)system3zile
madkc, exe METW, .. i} 323 K Chwindows) System3Zin
rdpclip. exe Administ,., 00 1,664 K rdpclip

b
v show processes from all users End Process |

Processes: 43 |CPL Usage: 0% Phevsical Memory; 47%: A

Rbvscan.exe,.. 3¥3TEM oo 12,726 K "C\Program Files (xSG_TI,F
3

Figure 8-2 WebSphere Appliance Management Center server process

If the server is using excessive amounts of CPU time or memory, this reason might be because
of an increased load on the server. If so, CPU usage should decrease as existing requests are
completed. Memory usage also naturally fluctuates over time and is capped at 2 GB. If all of the
2 GB of allocated memory is used and no memory can be freed, the Java process reports an
error to the WebSphere Appliance Management Center log and creates Java diagnostic files.
This error is referred to as an Out Of Memory (OOM) error. If this situation happens, use the log
files and the diagnostic files to open an issue with IBM Support.

Excessive CPU usage and OOM issues cause the WebSphere Appliance Management
Center to become unresponsive. In most cases, you can stop the server and start it again to
resolve the problem. If the issue continues, contact IBM Support for more support.
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8.2.3 Web browser problems

Check whether your web browser is supported by WebSphere Appliance Management
Center. You can find a list of supported browsers in the WebSphere Appliance Management
Center Information Center at:

http://pic.dhe.ibm.com/infocenter/wamcinfo/v5r0m0/topic/com.ibm.wamc.doc/software
reqgs.html

In some cases, the user interface fails to process requests correctly. For example, you might
complete the field in the Create Domain window, but do not receive any feedback that
indicates that the process of creating the domain started. This issue is rare. However, if you
experience an issue where the user interface fails to respond to an action or appears to
accept input, but then fails to complete the selected action, check your web browser’s
JavaScript error console.

The web browser JavaScript error console might contain further information but is typically
not human readable. Nevertheless, a WebSphere Appliance Management Center developer
can use the error message from the console, the information about the action that is
attempted, and the web browser version information to track down and fix problems of this
kind. In rare cases where a JavaScript error occurs hat prevents you from using WebSphere
Appliance Management Center correctly, contact IBM support for further assistance.

JavaScript errors: In most cases, JavaScript errors indicate that an unsupported web
browser is being used. If you see JavaScript errors, verify that your web browser is
supported. Some web browsers, particularly Mozilla Firefox, might periodically
automatically update.

8.2.4 Checking the login credentials

192

If you are unable to log in to WebSphere Appliance Management Center because your
password was rejected, you might need to reset your password. You can reset your password
by using either of the following methods, depending on the configuration of your WebSphere
Appliance Management Center installation:

» If you are using LDAP as the user registry, reset your password by using the standard
mechanism that is defined by your organization.

» If you are using the simple file-based user registry, request a password reset. The
administrator of the WebSphere Appliance Management Center can set up a new
password for you. For information about the file-based user registry, see 2.4.1, “Managing
users by using the local repository” on page 33.

If you are unable to log in to WebSphere Appliance Management Center with your correct user
name and password, you might not be assigned to one of the standard user groups. A user
cannot log in to WebSphere Appliance Management Center if the user is not assigned to the
SystemAdministrators, SolutionDeployers, or SystemOperators groups. For information about
adding a user to a user group, see 2.4, “Managing users and roles” on page 32.

If the user name and password are correct, the user is a member of a group, and the problem
still persists, you can go back to a previous version of the userRegisty.xml and
roleMapping.xml (from your backup). Then, try to start the WebSphere Appliance
Management Center again.

In a worst-case scenario, you can import the default file, either userRegistry.xml and
roleMapping.xml, when the WebSphere Appliance Management Center is installed.
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As shown in Example 8-1, you can see the default userRegistry.xml file. Make a backup
copy of your current version of this file.

Example 8-1 Default userRegisty.xml file

<?xml version="1.0" encoding="UTF-8"?>
<server>
<basicRegistry id="wamcRegistry">
<group name="SystemAdministrators">
<member name="wamcadmin"/>
</group>
<group name="SystemOperators">
<member name="wamcadmin"/>
</group>
<group name="SolutionDeployers">
<member name="wamcadmin"/>
</group>
<user name="wamcadmin" password="need2change"/>
</basicRegistry>
</server>

Default userRegistry.xml file: When you use the default userRegistry.xml file to log in to
the console, you must use wamcadmin as the user name and need2change as the password.
If required, you can change this password as explained in “Changing a user password” on
page 37.

As shown in Example 8-2, you can see the default roleMapping.xml file. Make a backup copy
of your current version of this file.

Example 8-2 Default roleMapping.xml

<?xml version="1.0" encoding="UTF-8"?>
<server>
<application id="wamc" location="wamc.war">
<application-bnd>
<security-role name="SolutionDeployer">
<group name="SolutionDeployers" />
</security-role>
<security-role name="SystemAdministrator">
<group name="SystemAdministrators" />
</security-role>
<security-role name="SystemOperator">
<group name="SystemOperators" />
</security-role>
</application-bnd>
</application>
</server>

After you set WebSphere Appliance Management Center to use the default XML files, start
WebSphere Appliance Management Center (see 2.2, “Starting and stopping WebSphere
Appliance Management Center” on page 29). Then, try to log in again.
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8.3 Issues with WebSphere DataPower Appliances

This section addresses common issues with the connection between WebSphere DataPower
Appliances and WebSphere Appliance Management Center. Follow the guidance in this
section if you are experiencing the following situations:

» Unable to add WebSphere DataPower Appliances to WebSphere Appliance Management
Center

» Unable to retrieve the properties of WebSphere DataPower Appliances or properties, such
as status or firmware level, are displayed as a blank or with question mark symbols

» Unable to perform actions on WebSphere DataPower Appliances

8.3.1 Checking the WebSphere DataPower Appliance and firmware support

Many WebSphere DataPower Appliance models and types are available, but not all of them
are supported by WebSphere Appliance Management Center, particularly for much older
models and newer models. Support for a new WebSphere DataPower Appliance model is
typically added to the next release of WebSphere Appliance Management Center after the
WebSphere DataPower Appliance model is shipped. For the current complete list of
supported WebSphere DataPower Appliances, see the WebSphere Appliance Management
Center Information Center at:

http://pic.dhe.ibm.com/infocenter/wamcinfo/v5rOm0/topic/com.ibm.wamc.doc/supported
_appliances.html

Similarly, many versions of WebSphere DataPower firmware are available. For information
about firmware versions that are supported by WebSphere Appliance Management Center,
see the WebSphere Appliance Management Center Information Center at the previous web
address.

Some actions in the WebSphere Appliance Management Center GUI are available only when
you use certain WebSphere DataPower Appliances or firmware versions:

» When managing the IBM WebSphere DataPower XC10 Appliance, the only available
actions in the WebSphere Appliance Management Center GUI are deploying the firmware
and rebooting the appliance.

» All service-level actions require a WebSphere DataPower Appliance to run firmware
version 5.0.0.0 or later. Services that are running on WebSphere DataPower Appliances
with older firmware versions cannot be managed from the WebSphere Appliance
Management Center GUI.

8.3.2 Checking the connection to the WebSphere DataPower Appliance

If an error occurs when you add a WebSphere DataPower Appliance to WebSphere
Appliance Management Center, you can find more information about the error by clicking the
Show detail link. This link provides an error message that gives hints about the problem and
how to solve it. If more technical information is required, for example to see the stack trace of
the root cause of the issue, click Additional technical information.
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Figure 8-3 shows an error message when adding a WebSphere DataPower Appliance.

Add Appliance

9 Failed to connectto the appliance »
itzo-xg 44 itsa.ralibm.com on port 5940,
Hide detail

Explanation:

Afailure occurred when trying to connect by using the
Appliance Management Protocal that is using the
given host and port.

Sugnestion:

Ensure thatthe host and port are correct, that the
Appliance Management Protocol is enabled on the
ML Management Interface, and that the appliance is
available.

201210 2215:59:47:000 | CWwZBADS08E

v Additional technical infarmation:

java.net. UnknownHostException:
itso-xg4a.itsaralibm.com |

Figure 8-3 Error message when adding a WebSphere DataPower Appliance

In Figure 8-3, the error was that the WebSphere DataPower Appliance host name was invalid.
If the host name that is entered is correct, verify that you can access the WebSphere
DataPower Appliance from the machine that hosts WebSphere Appliance Management
Center. Open a terminal or shell on the machine that hosts WebSphere Appliance
Management Center and try to use the ping command to ping the WebSphere DataPower
Appliance. If the ping command works normally:

» On Windows, try to access the WebSphere DataPower Appliance web GUI by using your
web browser.

» On UNIX, try to use Secure Shell (SSH) to access the WebSphere DataPower Appliance
command-line interface (CLI).

If you can connect to the WebSphere DataPower Appliance by using either method from the
machine that is hosting WebSphere Appliance Management Center, the issue is not with the
connection between the server host and the WebSphere DataPower Appliance.

Communication between WebSphere Appliance Management Center and the WebSphere
DataPower Appliance might be blocked by firewalls. If your network environment contains
firewalls, for information about firewall configuration settings, see 8.3.5, “Setting up firewalls”
on page 197.

Finally, the system log on the WebSphere DataPower Appliance might contain more
information as described in 8.5.3, “The WebSphere DataPower Appliance system log” on
page 205.

8.3.3 Checking the configuration of the XML management interface

WebSphere Appliance Management Center uses the XML management interface of the
WebSphere DataPower Appliances. If the XML management interface is disabled,
WebSphere Appliance Management Center cannot communicate with the WebSphere
DataPower Appliance.
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To check the status of the XML management interface:

1. Log on to the WebSphere DataPower web GUI for the WebSphere DataPower Appliance.
You must log on to the default domain.

2. From the Control panel, select Objects — Device Management — XML Management
Interface.

3. In the Configure XML Management Interface window (Figure 8-4):

a. Make sure that the Administrative State of the XML management interface is set to
enabled.

Tip: Also check that the AMP Endpoint is enabled.

b. Check that the Port Number setting matches the port number that was entered in the
Add Appliance window in WebSphere Appliance Management Center. The default port
number is 5550.

c. Apply and save any changes.

ﬁ Configure XML Management Interface

main Advanced SL

¥ML Management Interface [up]

Cancel

Administrative State (@) enabled () disabled

Local IP Address 0.0.0.0 *
Port Murnber 5550 *

Access Control List ’I]

Caomments

Enabled Services SOAP Management URI

M zoap Configuration Management

SoAP Configuration Management {v2004)
[“] amP Endpoint

[¥] sLm Endpaint

WS-Management Endpoint

O w=pM Endpoint

uoot Subscription

[l wsrr Subscription

Figure 8-4 Configuring the XML Management Interface in the WebSphere DataPower web GUI

d. If the basic XML management interface configuration appears to be correct, check
whether a custom SSL proxy profile is being used to secure the communication with
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the XML management interface. From the configuration window (Figure 8-4 on
page 196), click the Advanced tab.

If Custom SSL Proxy Profile is set to (none), no SSL proxy profile is being used and no
further configuration is required. If an SSL Proxy is being used, for instructions about
how to create a custom truststore, see the WebSphere Appliance Management Center
Information Center at:

http://pic.dhe.ibm.com/infocenter/wamcinfo/v5rOm0/topic/com.ibm.wamc.doc/tru
ststore_config.htm]

8.3.4 Checking the login credentials

Incorrect login credentials can also prevent WebSphere Appliance Management Center from
establishing a connection to a WebSphere DataPower Appliance. Make sure that you can log
on to the web GUI for the WebSphere DataPower Appliance by using the same user name
and password that WebSphere Appliance Management Center is using.

The password for the admin user is reset to a default value after a WebSphere DataPower
Appliance level restore operation. If you are using the admin user in WebSphere Appliance
Management Center, log on to the WebSphere DataPower Appliance web GUI and change
the password. Make sure that the password that is defined in WebSphere Appliance
Management Center matches the password that is used on the WebSphere DataPower
Appliance.

8.3.5 Setting up firewalls

The WebSphere Appliance Management Center server uses the basic ports as described in
2.3, “Default ports” on page 31. The network administrator must grant communication
between the basic ports.

Important: The network administrator must grant the port communication according to the
flow (source and destination).

If changes occurred on the default ports during the installation of WebSphere Appliance
Management Center or during the configuration of WebSphere Appliances the WebSphere
Appliance Management Center, the administrator must inform the network administrator
about the correct ports to open.

8.4 Issues with firmware

WebSphere DataPower Appliance firmware is refreshed regularly and is updated to include
fixes and updates to appliance functionality. As described in Chapter 4, “Firmware
management” on page 67, changing the level of the firmware that is deployed to a
WebSphere DataPower Appliance can introduce new issues. This section describes issues
that can occur when you use WebSphere Appliance Management Center to manage the
firmware upgrade process for your WebSphere DataPower Appliances.

Follow the guidance in this section if you are experiencing the following situations:

» Unable to add firmware to the WebSphere Appliance Management Center repository
» Unable to find applicable firmware for your WebSphere DataPower Appliance
» Unable to deploy firmware to a WebSphere DataPower Appliance
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8.4.1 Problems adding firmware to the repository

As explained in Chapter 4, “Firmware management” on page 67, firmware images are
downloaded from IBM Fix Central and added to the repository in WebSphere Appliance
Management Center. The repository stores uploaded firmware images on a disk on the
server that hosts your WebSphere Appliance Management Center installation. The
Repository tab in the WebSphere Appliance Management Center user interface provides a
view of the firmware images that are stored in the repository.

When you add firmware images to WebSphere Appliance Management Center, a possible
problem is that insufficient disk space is available to store the firmware images. WebSphere
DataPower firmware image files can be large. If WebSphere Appliance Management Center
is used to store many firmware files, the repository can grow to fill all of the available space on
the disk. Figure 8-5 shows the error message in WebSphere Appliance Management Center
when you attempt to add firmware to the repository when the disk is full.

Details:

9 An unexpected data store exception occurred
while reading arwriting data. Hide detail

201210 24 10:27:28:687 | WAMTO3IESE

Explanation:
This errar is being reparted by the repositary
implementation.

Sunnestio

Checkthe IBM WebSphere Appliance Management
Toolkit logs and repositary implementation for other
errars. Carrect any errar and retry the aperation.

W Started.
201210 24 25:240 | CWEZBAT001I

W Submitted.
201210 0:27:25:203 | CWZBA101

Figure 8-5 Error message when you add a firmware to the repository when the disk is full

The error message that is displayed is generic and directs you to examine the WebSphere
Appliance Management Center logs for further information. For information about these logs,
see 8.5, “Logging and trace” on page 203.

If this error occurs, the trace log contains the additional information that you need to diagnose
the problem. Example 8-3 shows the relevant section of the trace log for this error.

Example 8-3 Trace log for adding a firmware image to the repository when the disk is full

[10/24/12 10:27:28:343 EDT] 00000061 id=
m.ibm.datapower.wamt.dataAPI.local.filesystem.RepositoryImpl 2 saveBlobToFile THROW
java.io.IOException: There is not enough space on the disk.

at
at
at
at
at
at
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sun
sun
sun
sun
sun

.nio.
.nio.
.nio.
.nio.
.nio.
com.

ch.FileDispatcherImpl.writeO(Native Method)
ch.FileDispatcherImpl.write(FileDispatcherImpl.java:83)
ch.I0Uti1.writeFromNativeBuffer(IOUtil.java:101)
ch.I0Uti1.write(IOUtil.java:72)
ch.FileChannelImpl.write(FileChannelImpl.java:207)

ibm.datapower.wamt.dataAPI.local.filesystem.RepositoryImpl.saveBlobToFile(RepositoryImpl.java:1254)
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at
com.ibm.datapower.wamt.dataAPI.local.filesystem.StoredFirmwareVersionImpl.<init>(StoredFirmwareVersionImpl.
java:104)

at
com. ibm.datapower.wamt.dataAPI.local.filesystem.RepositoryImpl.createFirmwareVersion(RepositoryImpl.java:819)

at com.ibm.datapower.wamt.clientAPI.FirmwareVersion.<init>(FirmwareVersion.java:186)

at com.ibm.datapower.wamt.clientAPI.AddFirmwareTask.execute(AddFirmwareTask.java:159)

at com.ibm.datapower.wamt.clientAPI.QueueProcessor.process(QueueProcessor.java:451)

at com.ibm.datapower.wamt.clientAPI.QueueProcessor.run(QueueProcessor.java:145)

at java.lang.Thread.run(Thread.java:777)

8.4.2 Problems matching firmware to a WebSphere DataPower Appliance

As described in 4.4, “Deploying the firmware” on page 77, when deploying firmware to a
WebSphere DataPower Appliance by using WebSphere Appliance Management Center, the
repository is searched for images that match the selected WebSphere DataPower Appliance.
When you use the Deploy Firmware function in WebSphere Appliance Management Center,
you might be informed that no firmware images match the chosen WebSphere DataPower
Appliances. Figure 8-6 shows the WebSphere Appliance Management Center user interface
in this situation.

Deploy Firmware

Set the target firmware:

() List upgrades only

g List all compatible firmware versions

Specify the firmware version: (7 (Mone available) | =
Summary:

Appliance Name Appliance Type | Appliance Mode  Curremt Firmwar |~ Target Firmware

its0-xbG2 #BE2 71494 4.0.2.0 (Maone availabla) 9

| lacceptthe terms in the license agreements.

Mote: Atter you click Deploy, vou cannot stop this aperation.

Deploy Cancel

Figure 8-6 No matching firmware images for the selected WebSphere DataPower Appliance

In this situation, check the following items:
1. Is the WebSphere DataPower Appliance supported?

For a list of supported WebSphere DataPower Appliance types and models, see 1.5,
“Supported WebSphere DataPower Appliances” on page 8.
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2. Is the firmware level supported?

For a list of supported firmware versions, see 1.5, “Supported WebSphere DataPower
Appliances” on page 8.

3. Is the firmware image a match for the WebSphere DataPower Appliance?

For information about finding the correct firmware image for your WebSphere DataPower
Appliance, see 4.1.2, “Identifying and downloading firmware images” on page 68. Pay
attention to feature licenses because WebSphere Appliance Management Center does
not consider a firmware image to match your WebSphere DataPower Appliance unless the
feature licenses match correctly. In particular, you cannot deploy firmware with fewer
features than the WebSphere DataPower Appliance.

If checking the previous items does not resolve the problem, enable trace logging as
explained in 8.5.2, “Trace in WebSphere Appliance Management Center” on page 204, and
start the Deploy Firmware action again. Example 8-4 shows an excerpt from the trace log
immediately after opening the Deploy Firmware window.

Example 8-4 Trace log excerpt that shows firmware matching being attempted

[10/24/12 10:54:50:172 EDT] 00006cbl id=

com.ibm.datapower.wamt.clientAPI.Firmware > assertCompatibility
ENTRY
Firmware[XI50:9003:SQL-0DBC_6.0;Tibco-EMS 5.1.5;:DataGlue; JAXP-API;PKCS7-SMIME ;HSM
;XG4 ;Compact-Flash;iSCSI;RaidVolume;LocateLED; IPMI;AppOpt;MQ 7.0.1.1;TAM_6.0;WebSp
here-JMS 1.2.3;] null DeviceType[XB62] ModelType[7199]
StringCollection[MQ,DataGlue,JAXP-API,PKCS7-SMIME,SQL-0DBC,WebSphere-JMS,RaidVolum
e,iSCSI,LocateLED,IPMI,RaidVolumeSr,IntrusionDetection, IPMI-LAN]

[10/24/12 10:54:50:172 EDT] 00006cbl id=

com.ibm.datapower.wamt.clientAPI.Firmware 2 assertCompatibility
THROW

com.ibm.datapower.wamt.clientAPI.DeviceTypelncompatibilityException: WAMTOO47E:
The XI50 appliance type for the firmware does not match the XB62 appliance.

When the Deploy Firmware window is opened, WebSphere Appliance Management Center
searches the repository. It attempts to determine whether each of the firmware images that is
stored there is compatible with any of the WebSphere DataPower Appliances that are
selected for the firmware deployment. All firmware images in the repository are checked for
each WebSphere DataPower Appliance that is selected.

With trace enabled, each firmware compatibility check is printed to the log file so that you can
determine why the firmware is not considered a match for the WebSphere DataPower
Appliance. As shown in Example 8-4, the firmware image match fails because the
WebSphere DataPower Appliance type of the firmware, X150, does not match the WebSphere
DataPower Appliance type of the appliance, XB62.

8.4.3 Problems deploying firmware

Occasionally, you might experience issues with deploying a firmware image to the target
WebSphere DataPower Appliance. For suggestions about predeployment actions to take to
ensure that the firmware deployment works correctly, see 4.2, “Hints and tips before you
upgrade the firmware” on page 71. Pay attention to ensuring that sufficient space is available on
the file system of the WebSphere DataPower Appliance to accommodate the firmware image.
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A bug is in some older versions of the WebSphere DataPower firmware that prevents the
firmware deployment process from working correctly in WebSphere Appliance Management
Center. See the following technote, which describes this issue and provides a worked around:

http://www.ibm.com/support/docview.wss?uid=swg21567828

8.4.4 Unable to connect to web GUI or SSH after upgrading firmware

If you are using a custom certificate or authentication for the management services and any
of the associated certificates are expired, you might be unable to connect to a WebSphere
DataPower Appliance with the web GUI or SSH after upgrading the firmware. In firmware
upgrade situations, expired pubcert:/// certificates are not part of the upgrade image.

Expired certificates: Certificates that have expired in the pubcert: directory are not
included in the image.

To verify that the network is functioning correctly, enter the following WebSphere DataPower
Appliance commands:

# show int
# show int mode
# show route

These commands show you whether any network activity is occurring and the Ethernet link
speed. After the network is confirmed, the quickest way to recover the web management and
SSH services is to delete and recreate them with the default settings by using the serial console.

Use the WebSphere DataPower CLI commands that are shown in Example 8-5 to reset the
RBMs, ACLs, web GUI, and SSH services to the default settings.

SSH: If SSH is working, you might want to omit any commands that are associated with the
SSH.

Example 8-5 Resetting the RBMs, ACLs, web GUI, and SSH services to the default settings

config

no web-mgmt

no ssh

rbm

reset

exit

acl web-mgmt

reset

exit

acl ssh

reset

exit

write mem (key step to remove the current settings)

y

web-mgmt <ip to Tisten on or 0.0.0.0 for all> <port to use default is 9090>
ssh <ip to Tisten on or 0.0.0.0 for all> <port to use default is 22>
write mem

y
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After the default settings are reset, test the service and confirm that you can now access the
WebSphere DataPower Appliance. You can then configure any custom certificates or
authentication settings that are required.

8.4.5 Management Information Base changes in firmware

Changes to the Simple Network Management Protocol (SNMP) Management Information
Base (MIB) files can occur between firmware versions. Certain SNMP MIBs become obsolete
between firmware versions because of incompatible SNMP changes. The SNMP MIB files
document the obsolete entries, replacements, and other changes. Check the description that
is provided in the enterprise MIB files on the WebSphere DataPower Appliance.

Example 8-6 shows an obsolete network status that changed with WebSphere DataPower
firmware 5.0.0.0.

Example 8-6 Obsolete SNMP network status

dpStatusNetworkInterfaceStatusRxKbytes OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS obsolete

DESCRIPTION
"The amount of data successfully received on this interface, including MAC
framing overhead. Obsoleted in release 5.0.0.0 due to incompatible SNMP
changes in release 4.0.1.0. When read via SNMP, the value type improperly
returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release
4.0.2.0 to release 4.0.2.3."

::= { dpStatusNetworkInterfaceStatusEntry 9 }

To view any changes, check the enterprise MIB files from the WebSphere DataPower web
GUL:

1. From the Control Panel, select Administration — Access — SNMP Settings.
2. On the Enterprise MIBs tab (Figure 8-7), click any MIB file that is listed to view its details.

i. Configure SNMP Settings

Main Enterprise MIBs Trep Event Subscriptions SNMPvl/vZc Communities

SNMP Settings [up]

Configuration Click here to view /drConfigMIB.txt
Status Click here to view /drStatusMIB.txt
Notifications Click here to view /drNotificationMIB.txt

Figure 8-7 Checking the SNMP settings
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8.5 Logging and trace

As you use WebSphere Appliance Management Center, you might run actions that result in
an error. These errors can be caused by a range of problems from failure, to communication
with a WebSphere DataPower Appliance, to invalid input or configuration. The WebSphere
Appliance Management Center logs often contain information that can help determine the
root cause of a problem. In some cases, the default log files might not provide enough
information, but more trace options can be enabled for further help. The WebSphere
DataPower Appliance system log file can also be a valuable source of more information.

8.5.1 Logging in WebSphere Appliance Management Center

To help with debugging errors and failures, WebSphere Appliance Management Center logs
server output that is related to the actions that users perform in the user interface. The default
logging options log most errors and warnings at a sufficient level of detail to allow for most
common problems to be diagnosed.

More detailed trace-level logging can be enabled when required. Trace-level logging is
typically needed listed when debugging more complex issues or when requesting product
support from IBM.

The default logging is in the <WAMC_install_dir>/Togs directory.

This directory has the following files and subdirectory:
» The console.log file

Error messages from WebSphere Appliance Management Center are logged to the
console.Tog file but contain less detail than the messages.1og file.

» The messages.log file

The messages. 1og file contains more detailed logging information. Stack traces from errors
and exceptions are listed in this log.

Multiple messages.log file: The messages.1og file gets cycled and split into separate
files over time. You might see several messages.1og files with files names that are
stamped with different dates and times.

» The history directory

The history directory contains a store of the history that is displayed on the History tab in
WebSphere Appliance Management Center. Do not modify the files in this directory.

If an error message in the WebSphere Appliance Management Center user interface directs
you to check the log files, check the console.log and messages.1og files.

In some cases, more error logs are created in the 1ogs directory. First-failure data capture
(FFDC) logs are generated for some types of errors. When an FFDC log is created, a new
directory, called ffdc, is in the 1ogs directory. These FFDC log files contain more information
about the cause of the FFDC. FFDC files are related to errors in the application server
container that are not fatal to the operation of WebSphere Appliance Management Center.
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8.5.2 Trace in WebSphere Appliance Management Center

204

The default logging options do not always provide enough information about an error to
determine the root cause of the problem. In these situations, you can enable more logging
options that cause WebSphere Appliance Management Center to output more detailed
information about the actions it is running. Trace-level logging is often requested when you
contact IBM for product support.

Important: Enabling trace causes extra logging information to be generated, which can
lead to generating large log files. Trace-level logging can also impact the performance of
the WebSphere Appliance Management Center server. For these reasons, do not enable
trace-level logging by default.

Enable trace logging only when you are reproducing a problem. After the problem is
diagnosed, disable trace to avoid adversely affecting the performance of WebSphere
Appliance Management Center.

You can enable and disable trace without stopping the WebSphere Appliance Management
Center server.

Enabling trace
To enable WebSphere Appliance Management Center trace logging:

1. On the server where WebSphere Appliance Management Center is installed, browse to
the configuration directory. The default directory is <WAMC install_dir>/config.

2. Rename the trace.disabled file to the trace.xm]l file.

Trace logging is shown in the Tog directory as a new file called trace.log.

Disabling trace
To disable WebSphere Appliance Management Center trace logging:

1. On the server where WebSphere Appliance Management Center is installed, browse to
the configuration directory. The default directory is <WAMC install_dir>/config.

2. Rename the trace.xml file to the trace.disabled file.

Trace-level logging stops. No further messages are added to the trace.1og file.
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8.5.3 The WebSphere DataPower Appliance system log

In some situations, an error message in WebSphere Appliance Management Center directs
you to check the system log on the WebSphere DataPower Appliance. Figure 8-8 shows an
example of one of these error messages from the History tab.

Details:

€ An error accurred when the DataP ower
appliance manager attempted to backup the
device from the 9.42. 170.242:5550 appliance.
Hide detail

20121023 17:16:46:328 [ WAMTOS12E

Explanation:
A status = ERROR was returned inthe response to
the backup device request.

Suggestion:

Ensure that the disaster recovery mode is enabled
on the device. Examine the IBM WebSphere
Appliance Management Toalkit laas and the
Systerm logs on the device for more infarmation.

&y Started.
201210 23171 6:46:265 | C\WZBAT001]

W Submitted.
201210 23171 6:46:203 | C 341012

Figure 8-8 Error message indicating to check the system log on the WebSphere DataPower Appliance

The error condition shown in Figure 8-8 happened when attempting to use the backup
appliance function in WebSphere Appliance Management Center. Figure 8-9 shows an
excerpt of the system log for the WebSphere DataPower Appliance. The root cause of the
failure is clear from the WebSphere DataPower system log. The backup request failed
because the no-such-cert certificate could not be found on the WebSphere DataPower
Appliance.

I£ ) System Log

Help
C Refresh Log Target: | default-lag rV] Filter: | (none) [V] [(nonel [V] [nonel [V]
current tirme: 17121136 on 2012-10-23
tirme - ca 1y darnz tid direction | client rm=gid rmessage Show last 50 100
Tue Ok 23 2012
17:16:49 «li arrar 2FETIE95 0=51000224 === Line 2: secure-backup "no-such-cart"
"wa33 i termparary/fternp_dir_05414" "off" "of
17:16:43 «li arrar 27373895 0x=810002b58  Cerificate 'no-such-cert' not found

Figure 8-9 WebSphere DataPower system log showing details of an error condition
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8.6 Technotes

Occasionally, issues that cannot be resolved easily are discovered when using WebSphere
Appliance Management Center or WebSphere DataPower Appliances. In these cases, the
WebSphere Appliance Management Center development or technical support team might
choose to create a technote on the IBM Support website. A technote describes an issue with
the product, including symptoms that help to identify the problem. The technote also
describes suggested workarounds and can include information about fixes that are available.

For a link to a prefiltered view of the technotes that exist for WebSphere Appliance
Management Center on the IBM Support website, go to:

http://www.ibm.com/support/entry/portal/search_results/software/websphere/webspher
e _datapower_soa_appliances?q=%22WebSphere%20App1iance%20Management%20Center

8.7 Other hints and tips

You might find the following hints and tips helpful in troubleshooting:

» In addition to being available online, the WebSphere Appliance Management Center
Information Center is also bundled within the GUI. In the upper-right corner of the GUI,
click ? — Help to open the bundled WebSphere Appliance Management Center
Information Center.

» If you do not see the feedback that you expected or for more information about an error,
check the History tab of WebSphere Appliance Management Center.

» You can select multiple WebSphere DataPower Appliances, domains, or services in
WebSphere Appliance Management Center by holding down the Ctrl key and clicking
multiple table rows in the GUI. You can also select ranges of rows by clicking the row at the
start of the range by holding down the Shift key and clicking the row at the end of the
range.
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this book.

IBM Redbooks

The following IBM Redbooks publications provide additional information about the topic in this
document. Note that some publications in this list might be available in softcopy only.

>

>

>

DataPower Architectural Design Patterns: Integrating and Securing Services Across
Domains, SG24-7620

DataPower SOA Appliance Administration, Deployment, and Best Practices, SG24-7901

DataPower SOA Appliance Service Planning, Implementation, and Best Practices,
SG24-7943

SOA Policy, Service Gateway, and SLA Management, SG24-8101

IBM WebSphere DataPower SOA Appliances Part I: Overview and Getting Started,
REDP-4327

IBM WebSphere DataPower SOA Appliances Part IV: Management and Governance,
REDP-4366

SOA Policy, Service Gateway, and SLA Management, SG24-8101
WebSphere DataPower SOA Appliance: The XML Management Interface, REDP-4446

You can search for, view, download or order these documents and other Redbooks,
Redpapers, Web Docs, draft and additional materials, at the following IBM Redbooks website:

ibm.com/redbooks

Online resources

These websites are also relevant as further information sources:

>

IBM WebSphere Appliance Management Center for WebSphere Appliances
http://www.ibm.com/software/integration/wamc

IBM WebSphere Appliance Management Center for WebSphere Appliances Information
Center

http://pic.dhe.ibm.com/infocenter/wamcinfo/v5rOm0/index.jsp

WebSphere Appliance Management Center for WebSphere Appliances download
http://www.ibm.com/support/docview.wss?uid=swg24032265

IBM WebSphere DataPower Integration Appliance Version 5.0 Information Center

http://pic.dhe.ibm.com/infocenter/wsdatap/v5r0m0/topic/com.ibm.dp.xi.doc/welcom
e.htm

How to upgrade the firmware on an IBM WebSphere DataPower Appliance Technote

http://www.ibm.com/support/docview.wss?uid=swg27015333
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» DataPower off-device logging: a configuration example Technote
http://www.ibm.com/support/docview.wss?uid=swg21269136

» IBM WebSphere DataPower SOA Appliance Firmware Support Lifecycle
http://www.ibm.com/support/docview.wss?rs=23628&uid=swg21246298

» Tivoli Composite Application Manager Agent for WebSphere DataPower Appliance
Version 6.3 User Guide

http://publib.boulder.ibm.com/infocenter/tivihelp/v24rl/topic/com.ibm.itcamsoa.
doc_6.2.2/DPAgent_UG.htm

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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