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Preface

As customers and service providers begin to consolidate more and more
applications and workloads onto shared storage infrastructures, it becomes
increasingly difficult to coordinate outages for planned downtime for things, such
as hardware refreshes. This difficulty is because many users, groups, or
customers might be using the shared storage infrastructure at the same time.
Users expect these infrastructures to be available 24/7, so it is imperative that
service outages that are required for storage life-cycle management,
cost/service-level optimization, and any other planned downtime do not disturb
the availability of the always-on infrastructure.

In this IBM® Redbooks® publication, we introduce you to the business value of
Data Motion and its features. Storage and system administrators, data center
managers, and IT as a service (ITaaS) providers will benefit from reading this
book.

In this publication, we assume that you have a basic knowledge of N series
storage systems and Data ONTAP®, SnapMirror®, MultiStore®, and
Provisioning Manager. A complete understanding of all Provisioning Manager
features is not necessary. Also, basic knowledge of host and vFiler management
from Provisioning Manager is sufficient.

Data Motion significantly improves the availability of shared storage infrastructure
by avoiding the service outages that are associated with planned activities, such
as storage life-cycle management and cost/service-level optimization, thus
helping you to enable an a/ways-on IT environment.

The business values of Data Motion are:

» No planned downtime for:

— Storage capacity expansion
— Scheduled maintenance outages
— Technology refresh

» Improved SLA flexibility:

— On-demand load balancing
— Adjustable storage tiers

» Application transparency:

— No performance impact
— Transaction integrity

© Copyright IBM Corp. 2010. All rights reserved. iX
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Introduction to Data Motion

This chapter provides an overview and describes the best practices for Data
Motion.

The topics that we discuss in this chapter are:

What is Data Motion?

The components of Data Motion

When to use Data Motion

The software and hardware requirements of Data Motion
Configurations supported by Data Motion

How Data Motion works

How to use Data Motion

Limitations of Data Motion

YyVyVYyYVYVYYVYYY
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1.1 Overview of N series Data Motion

This section describes the main benefits of IBM System Storage® N series Data
Motion.

1.1.1 Business challenge

As customers and service providers begin to consolidate more and more
applications and workloads onto shared storage infrastructures, it becomes
increasingly difficult to coordinate outages for planned downtime for things, such
as hardware refreshes, because many users, groups, or customers use the
shared storage infrastructure simultaneously. Users expect these infrastructures
to be available 24/7, so it is imperative that service outages that are required for
storage life-cycle management, cost/service-level optimization, and any other
planned downtime does not disturb the availability of the always-on
infrastructure.

1.1.2 What is Data Motion

2

Data Motion is one of the foundation pieces of always-on data mobility, providing
nondisruptive migration of MultiStore vFiler units for N series and MetroCluster. It
is the data mobility component of cloud solutions.

Data Motion can move data from one Data ONTAP system to another while
applications continue to run uninterrupted, as shown in Figure 1-1 on page 3.
Data Motion also provides data mobility for multi-tenant environments because
data is aggregated into secure virtual storage containers (vFiler units), which can
correspond to a single customer, department, or application.

N series Data Motion
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Figure 1-1 Data Migration

1.1.3 Business value of Data Motion

Data Motion significantly improves the availability of shared storage infrastructure
by avoiding the service outages that are associated with planned activities, such
as storage life-cycle management and cost/service-level optimization, thus
helping customers to enable an always-on IT environment.

The business values of Data Motion are:

» No planned downtime for:

— Storage capacity expansion
— Scheduled maintenance outages
— Technology refresh

Chapter 1. Introduction to Data Motion 3



» Improved SLA flexibility:

— On-demand load balancing
— Adjustable storage tiers

» Application transparency:

— No performance impact
— Transaction integrity

1.2 Data Motion use cases

In this section, we cover the environments in which Data Motion is most
beneficial.

1.2.1 Data Motion in virtualized environments

Virtualization is driving large-scale consolidation of many applications in the
same shared infrastructure, resulting in significant costs savings through greater
utilization, reduced infrastructure, minimized floor space, and smaller power
needs. It is now much more difficult to coordinate outages across many separate
application teams or business units—and this is where Data Motion steps in. The
combination of Data Motion with other mobility solutions that are generally
available with virtual server infrastructure, such as VMware vSphere can provide
nondisruptive data mobility at every layer of the virtual infrastructure.

Figure 1-2 on page 5 shows virtual machine migration.

4 N series Data Motion
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Figure 1-2 Virtual machine migration
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Virtual server software, such as VMware vSphere, supports live migration of
virtual machines across multiple server nodes in the cluster (VMotion), as shown
in Figure 1-2 on page 5, and also provides the facility to move the virtual disks
that are associated with the virtual machines online from one storage repository
(or data store) to another (Storage VMotion). Data Motion complements
migration technologies that are available from server virtualization vendors. It is
important to recognize that the online migration technologies that Data Motion
provides are designed to address the need for data mobility at a separate layer of
the infrastructure and with a different effect on the data center environment.

Virtual server administrators use virtual-server-based migration to move
individual virtual machines between data stores for purposes, such as capacity
balancing between individual data stores. These migrations move one virtual
machine at a time and consume host server resources, such as CPU cycles,
memory, and network. Data Motion in a virtual server environment can be used
to move entire data stores between storage arrays non-disruptively, for the
reasons that we will discuss in 2.3, “Data Motion workflow and process” on
page 16. Enterprise storage administration teams typically perform these
operations.

Table 1-1 provides the online migration techniques that can be used in a virtual
infrastructure.

Table 1-1 Online migration techniques

Migration Tool to be Use case Used by Typical Target
scenario used occurrence | customer
Virtual VMware Movement of Virtual Admin Daily or Any customer
machine Storage virtual Weekly using a virtual
management VMotion disks that are infrastructure
(migration of associated

individual with a VM

VMs)

Storage Data Motion Movement of Storage Monthly Enterprise,
infrastructure an entire admin service
management datastore, provider,
(migration of customer, ITaaS, PaaS
entire department, or

datastore) application

1.2.2 Data Motion in physical environments

6

This section covers how Data Motion reacts in physical environments.
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Database and messaging

Databases and messaging systems are the heartbeat of most companies with
nearly every staff member using them on a constant basis. As businesses
become more global, outages on these systems, even after hours, not only affect
many individuals, but restarting the applications can take much longer than the
outage itself. The ability to move the application data from one array to another
without shutting down the application is extremely compelling.

Web applications

Externally-facing web applications are in use all of the time, so routine
maintenance can mean lost business with customers on the web. Web users
expect immediate gratification, and if a site is down, they might go elsewhere.
Data Motion removes the need for outages for life-cycle management,
maintenance, and capacity and performance management of web application
environments.

1.2.3 Enabling the dynamic data center

Data Motion can be considered as one of the enablers of the dynamic data
center, where avoiding planned downtime in any part of the infrastructure is of
paramount interest. In the following subsections, we describe use cases of Data
Motion in this context.

Secure multi-tenancy

Data Motion is inherently enabled for multi-tenancy because it is based on
MultiStore technology. This technology provides mobility at the level of individual
customers, departments, or application data sets that must be isolated and
secure.

Technology refresh

For simplified life-cycle management, new storage technology can be
accomplished without the need for planned downtime. Installation of new N
series storage systems and higher capacity disk drives or shelves can be done
non disruptively.

For nondisruptive movement of data to a newer platform, the old platform must
run at least Data ONTAP 7.3.3.

Dynamic capacity scaling

Where application data exceeds the storage capacity of an existing N series
storage system or N series Gateway system, new storage systems can be

Chapter 1. Introduction to Data Motion 7



installed, and existing data can be transitioned to the new storage without any
disruption to applications.

Service-level optimization

For flexible service-level optimization (SLA) management, Data Motion can be
used to move data across N series storage systems for load balancing. Data can
also be moved across storage tiers (slower disks to faster disks) to optimize
performance.

8 N series Data Motion



Components of Data Motion

In this chapter, we discuss the Data Motion components. The topics that we
discuss are:

» MultiStore

» Provisioning Manager

» SnapMirror

» Supported platforms

» Hardware and software requirements

© Copyright IBM Corp. 2010. All rights reserved.



2.1 Overview of N series Data Motion components

Data Motion is a solution that is enabled by the combination of features from
three N series products:

» MultiStore

Provides the capability to partition a physical N series storage system into
virtual systems called vFiler units, which are the units of migration in Data
Motion. MultiStore enables secure logical partitioning of network and storage
resources in Data ONTAP into vFiler units.

» Provisioning Manager
Provides the software interface for performing Data Motion migrations.
» SnapMirror

Data is migrated by using SnapMirror. SnapMirror asynchronous mode is
used for the initial baseline transfer phase of Data Motion. However, after the
migration cutover process starts (that is, when the control of the vFiler unit
actually migrates from one physical storage system to another), SnapMirror
switches to a semi-synchronous mode of transfer.

» Flexible Volumes (FlexVols)

FlexVols are file systems that hold user data that is accessible through one or
more of the access protocols that Data ONTAP supports.

2.1.1 MultiStore

10

MultiStore software provides separate and completely private logical partitions
on a single N series storage system as discrete administrative domains called
vFiler units. These vFiler units have the effect of making a single physical storage
controller appear to be many logical controllers. Each vFiler unit can be
individually managed with different sets of administrative and policy
characteristics, as shown in Figure 2-1 on page 11.

N series Data Motion
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Figure 2-1 Multistore use example

Technology service and cloud providers can use MultiStore to enable multiple
customers to share the same storage resources with no compromise in privacy
or security. They can also delegate administrative control of the vFiler unit
directly to the customer.

2.1.2 Provisioning Manager

Provisioning Manager is a feature in Operations Manager that is activated with a
license key. Provisioning Manager enables storage administrators to use
policy-based automation to create repeatable, automated provisioning
processes. These processes are faster than manually provisioning storage,
easier to maintain than scripts, and help to minimize the risk of data loss because
of incorrect storage configuration.

Chapter 2. Components of Data Motion 11



Provisioning Manager is responsible for the end-to-end workflow of Data Motion
processes.

2.1.3 SnapMirror: Asynchronous and synchronous

SnapMirror, shown in Figure 2-2, is a data replication feature that efficiently
mirrors data between two N series storage systems. The source and destination
controllers can live in the same data center or be geographically separated
because both LAN and WAN links are supported. SnapMirror runs at scheduled
intervals to keep the destination controller up-to-date, so the recovery point
objective (RPO), which is the amount of data not yet backed up, is dramatically
lower than with mature, periodic backup routines. A SnapMirror relationship can
also be placed into synchronous or semi-synchronous mode, which effectively
reduces the RPO to almost zero. A N series destination storage system is more
than a simple backup or replica depot because it can also serve as the source
system in a disaster recovery scenario, which means that the recovery time
objective (RTO), which is the time from disaster to being back online, is also
minimal.

7]

Synchronous
SnapMirror

Figure 2-2 Synchronous SnapMirror

Data Motion transfers are initially set up in SnapMirror asynchronous mode;
however, after the baseline transfer is complete and the cutover phase is
initiated, the transfers are performed in SnapMirror semi-synchronous mode.
During the cutover phase, every FlexVol® volume that a vFiler unit owns must be
migrated in semi-sync mode simultaneously.

2.1.4 Flexible Volumes

12

FlexVols are file systems that hold user data that is accessible through one or
more of the access protocols that Data ONTAP supports, which includes Network
File System (NFS), Common Internet File System (CIFS), HTTP, FTP, FCP, and
iSCSI. Because each flexible volume is a separate file system, you can create
one or more Snapshots of the data in a volume so that multiple, space-efficient,
point-in-time images of the data can be maintained for purposes, such as backup
and error recovery.

N series Data Motion



FlexVol technology is a ground breaking technology that comes embedded with
DATA ONTAP software. FlexVols are independent of the underlying physical
storage. These are the logical entities that are sized, resized, managed, and
moved independently of the underlying storage.

Volumes remain the primary unit of data management. Flexible volumes refer to
logical entities, not (directly) to physical storage, and are transparent to the
administer.

The physical storage that supports flexible volumes is first arranged in RAID
groups (either RAID 4 or RAID-DP™, which is the default). Refer to Chapter 5,
“Data Motion best practices” on page 49, for more information about this topic.

One or more RAID groups are then combined together into an aggregate, as
illustrated in Figure 2-3.

O
Flgxi6Te

O

ER W

Pooled physical storage
(aggregates)

Figure 2-3 Flexible volumes

Each storage appliance can support multiple aggregates, with the maximum
number dependent on the capacity of the storage appliance and the version of
Data ONTAP.
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Each volume depends on its containing aggregate for all of its physical storage
(that is, for all storage in the aggregate's disks and RAID groups), as illustrated in
Figure 2-4.

L
L T U
U U N
M Qtree
Flexible Volume Flexible Volume :':Zﬁl_f
Aggregate
Raid Group Raid Group

Figure 2-4 Flexible volumes: Storage

Because the FlexVol is managed separately from the aggregate, you can create
small FlexVol volumes (20 MB or larger), and you can increase or decrease the
size of FlexVol volumes in increments as small as 4 KB.

A FlexVol can share its containing aggregate with other FlexVol volumes. Thus, a
single aggregate can be the shared source of all of the storage that is used by all
of the FlexVol volumes that are contained by that aggregate. The aggregate
manages the unused space so that unallocated space in one FlexVol does not
impact the space that is used in another FlexVol within the same aggregate.

As illustrated in Figure 2-5 on page 15, an aggregate is defined as a pool of
many disks from which space is allocated to volumes. (Volumes are shown in
Figure 2-5 on page 15 as FlexVol and FlexClone® entities.)

N series Data Motion
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Designed to offer dramatic improvement in storage management
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= Better productivity

* Increased performance

(aggregates)

Figure 2-5 An aggregate: A pool of many disks from which space is allocated to volumes

From the administrator’'s point of view, volumes remain the primary unit of data
management. But transparently to the administrator, flexible volumes now refer to
logical entities, not (directly) to physical storage.

2.2 Supported platforms and requirements

This section lists the software and hardware requirements for the Data Motion
components.

2.2.1 Software requirements

This section covers the software requirements:
» Data ONTAP 7.3.3 or higher

Contains vFiler migration enhancements and APIs that Data Motion requires.
» Supported Protocols:

— NFS oriSCSI: No FCP or FCoE support at this time
— CIFS requires clients to reconnect after the migration
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» Data ONTAP Licenses:

— NFS/iSCSI
— MultiStore
— SnapMirror, SnapMirror Sync

» Provisioning Manager 4.0
» Operations Manager 4.0

2.2.2 Hardware requirements

This section covers hardware requirements:

» N3000', N5000, N6000, and N7000 series
» N series Gateway systems—N7000, N6000
» MetroCluster platforms

2.3 Data Motion workflow and process

Provisioning Manager provides the user interface for the Data Motion process
and also controls the entire workflow. For an end-to-end Data Motion scenario,
see Appendix A, “The Data Motion process” on page 57.

Although Provisioning Manager is required to perform a Data Motion migration, it
is not required to use Provisioning Manager to create or provision the vFiler units
that are migrated with Data Motion. Operations Manager and Provisioning
Manager automatically detect any pre-existing vFiler units in the environment or
vFiler units that were created with other tools or processes.

2.3.1 Advantages of using Provisioning Manager for Data Motion
workflow control

16

This section covers the advantages of Provisioning Manager:

» Enforcement: Provisioning Manager automatically enforces Data Motion
requirements. It aids successful migrations and helps prevent application
outages.

» Automation and ease of use: Manual completion of the Data Motion steps,
such as establishing and starting the SnapMirror transfers, post migration
cleanup, and so on, is not necessary. Example scenarios that might disrupt a

1 Excluding N3700
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manual online migration process, which can be avoided by using Provisioning
Manager are:

— Too much load on the systems that are involved

— Configuration changes that are made between the SnapMirror initialize
and the cutover (for example, new networks or volumes added)

— Other SnapMirror relationships performing transfers and using transfer
queues

2.3.2 Phases of Data Motion

A Data Motion workflow can be divided into three high-level phases:

» Initial baseline transfer
» Cutover
» Cleanup

Note: After the cutover phase, it is possible to quickly rollback the vFiler unit to
the original source if the cleanup phase is not yet executed. This process
provides rapid online migration of the vFiler unit from the destination storage
system to the source storage system without going through the initial baseline
transfer phase again.

Initial baseline transfer phase
In this initial baseline transfer phase:

1. The Data Motion process is initiated from the Provisioning Manager interface.
2. Provisioning Manager performs the following steps:

a. Verifies that systems meet Data Motion requirements.

b. Creates destination VLAN interfaces and IP spaces.
(VLANs must be enabled on destination switch ports by the administrator.)
Creates destination FlexVol volumes.
Initiates SnapMirror baseline transfers.
SnapMirror schedule is set to asynchronously update every three minutes.

~ ® o o

When baseline completes, migration status is set to Cutover Required, as
shown in Figure 2-6 on page 18.
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Figure 2-6 Baseline transfer

Note: While starting the initial baseline transfer process from the Provisioning
Manager, there is an option to cutover automatically after data transfer. This
option enables one step migration of the vFiler unit where the N series storage
system automatically performs the cutover operation after the initial baseline
transfer is completed. By default, this option is not selected. So under a default
scenario, you must manually initiate the cutover operation at any time after the
data is transferred.

After the initial baseline transfer is complete and the migration status is changed
to Started, cutover required, you have the option to perform an Update before
proceeding to the next state (Cutover). The migration Update feature must be
used if there is a long gap between the time when initial baseline transfer was
completed and the time when the cutover phase is initiated.

Cutover phase
During the cutover phase:
1. The cutover is either initiated manually from Provisioning Manager, or it is

started automatically (if the automatic cutover option is selected at the start of
the Data Motion process).
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2. Provisioning Manager performs the following steps:
a. Verifies that systems meet Data Motion requirements.
b. Checks the vFiler unit for configuration changes since migration start.

c. Converts the SnapMirror relationships from asynchronous mode to
semi-synchronous mode.

d. Starts transparent vFiler migration.

e. If CIFS is enabled on the source vFiler unit, it is stopped, then restarted
after cutover.

Data Motion fences admin operations on the vFiler volumes before cutover.
Some typical admin operations that are fenced are: Snapshot™ creation,
file/LUN FlexClone creation, SnapMirror or SnapVault® updates on the vFiler
volumes, and so on, which is required for smooth cutover operation. This
fencing continues until cutover completes.

3. The cutover process is handled by Data ONTAP, as shown in Figure 2-7 on
page 20:

— During the cutover, the migration must complete within the 120-second
window. The two Data ONTAP 7.3.3 storage systems negotiate with each
other to perform the migration. Provisioning Manager is not involved in this
part of the process; therefore, its failure during this time does not cause a
failure of the Data Motion migration or an application outage.

— Data ONTAP maintains timers that watch the vFiler migration process.

— If the cutover fails or exceeds the 120-second window, the process is
aborted and the original vFiler unit is restarted within the same
120-second window.
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Figure 2-7 Cutover

Client experience during online migration
The client experience during online migration includes:

» iSCSI clients experience up to 120-second pause in 1/O.
» NFS clients experience up to 120-second pause in 1/O.
» Clients reestablish NFS locks as they do during a high-availability takeover.

» CIFS client sessions are terminated after cutover and the clients must
reconnect.

» FCP clients are not supported by Data Motion at this time.

After successful completion of Data Motion cutover

After successful completion of the Data Motion cutover phase, Provisioning
Manager automates the following post-migration tasks:

1. Migrates any Protection Manager relationships.
2. Modifies Provisioning Manager data set memberships.
3. Migrates Operations Manager history.
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4. NDMP backups from vFiler unit (not direct to tape) continue as normal.

5. The original source volumes are maintained in an offline state to support the
optional rollback feature.

Additionally, NDMP backups from vFilerO that correspond to the vFiler volumes
must be reconfigured.

Data Motion cutover failure
If the Data Motion cutover fails:

1. Data ONTAP makes sure that the original vFiler unit is brought back online.

2. Provisioning Manager performs these post-failure steps:

a.

b
c.
d

SnapMirror relationships are maintained for cutover retry.

. SnapMirror relationships are set back to async mode.

User can later retry the cutover from Provisioning Manager.

. If migration is canceled after failure, Provisioning Manager cleans up all

new SnapMirror relationships, VLAN interfaces, IP spaces, FlexVol
volumes, and so on.

Cleanup phase

The cleanup phase is executed only when it is initiated from Provisioning
Manager, as shown in Figure 2-8 on page 22.
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Figure 2-8 Cleanup Phase initiated from Provisioning Manager

During the cleanup phase, Provisioning Manager automatically removes all
source FlexVols.

Rollback feature (optional)

The Rollback feature of Data Motion provides the ability to quickly migrate the
vFiler unit back to the source controller after a successful cutover. This feature
can be used only when the administrator has not executed the cleanup phase.

This feature might be useful if you face any unforeseen issues after cutover (such
as, performance degradation) and want to revert to the original configuration
quickly without performing the initial baseline transfer phase again.

22 N series Data Motion



Note: As mentioned in the Supported Configuration section, Data Motion is
supported only between similar system models (systems having the same
size NVRAM) or from a low-end system model to a high-end model (systems
with smaller size NVRAM to a system with larger size NVRAM). This rule
applies to the Rollback feature too, which means that a vFiler unit can be
rolled back after cutover only if the migration is between two similar system
models (or systems with same size NVRAM). In other words, for a Data
Motion migration from a low-end system to a high-end system, the rollback
feature is not available.

Data Motion is supported only between disks of the same RPM speed or from
slower to faster disks. This rule also applies to the rollback feature, which
means that a vFiler unit can be rolled back after cutover only if the migration is
between disks of the same RPM speed.

Other features of Data Motion workflow
Additional features of the Data Motion workflow are:

» All backup relationships are migrated when used with Protection Manager.

» AutoSupport reports are generated for any Data Motion failures that have an
impact on application availability, such as cutover exceeding the 120 sec
window or the source vFiler unit not coming up within the 120 sec window
after an aborted cutover process.

Summary of Data Motion steps

Figure 2-9 on page 24 illustrates the steps from the initial baseline transfer phase
to the cleanup phase.
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Supported configurations
and requirements

In this chapter, we cover supported configurations and the requirements for Data
Motion. The topics that we discuss in this chapter are:

» Supported migration scenarios
» Supported vFiler configurations
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3.1 Supported migration scenarios

Table 3-1 shows an example of supported migration scenarios.

Table 3-1 Supported Migration scenarios
Description

Between controller

Supported?

Yes

Migration Scenario

heads of different

high-availability

MDA 1D
M= 10| _
pairs
Bhn oy’p .
Between a single No
controller head and a
controller
head of a
high-availability pair
Between the controller No
head of a
high-availability

pair and a single
controller head

Between two single
controller heads

No

No

Within a controller
(between aggregates)

26
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Migration Scenario Description Supported?

Between controller No
heads of the same
high-availability
pair

3.1.1 Non Supported Data Motion Migration configurations

In this section, we identify Data Motion Migration unsupported configurations:

» Data Motion supports migration of vFiler units from a N series node that is
part of a N series high-availability pair to another node that is part of a
different N series high-availability pair. Both source and destination
high-availability clusters must be up and running. If source or destination
nodes are in takeover/failback mode, Data Motion is not supported and
execution of this scenario is prevented by Provisioning Manager.

» Data Motion vFiler migration between the two nodes of a N series
high-availability pair is not supported and execution of this scenario is
prevented by Provisioning Manager.

» Data Motion migration from a single node N series to another single node N
series (which are not part of the any high-availability pair) is not supported.
Although Provisioning Manager does not prevent the execution of this
scenario, this migration scenario is not recommended.

» Data Motion migration is not supported from a single node N series to another
node that is part of a N series high-availability controller pair and vice versa.
Although Provisioning Manager does not prevent the execution of these
scenarios, these migration scenarios are not recommended.

3.1.2 Configuration support

Data Motion is supported only between similar N series Models (that is between
systems having the same amount of NVRAM) or from a low-end system model to
a high-end system model (that is from a system with smaller NVRAM to a system
with larger NVRAM), as shown in Table 3-2 on page 28.
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Table 3-2 Data Motion scenarios

Migration scenario Description Supported?
Between two high-availability Yes
pairs having the
same NVRAM

From a high-availability controller | Yes
having smaller

NVRAM to a high-availability
controller having

larger NVRAM

From a high-availability controller | No
having smaller

NVRAM to a high-availability
controller having

smaller NVRAM

3.1.3 Drive speed requirements

Data Motion is supported only between same speed drives or from slower to
faster speed drives, as shown in Table 3-3 on page 29.
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Table 3-3 Drive speed requirements

slower drives

Migration scenario Description Supported?
Between Yes
same-speed
drives
From slowerto | Yes
faster drives
From faster to No

3.1.4 Viiler support

Data Motion is supported only for Vfiler™ units that own FlexVols as storage

containers, as shown in Table 3-4 on page 30.
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Table 3-4 Vfiler support

Migration Scenario Description Supported?

vFiler units owning Yes
FlexVol volumes where
an owned FlexVol
volume might contain
gtrees

» vFiler units owning No
gtrees whose
owning FlexVols
reside outside the
vFiler unit

» vFiler units owning
traditional volumes

Iet_& aug &W’ Iet_&

3.2 Supported vFiler configurations

Data Motion performs migrations by migrating entire vFiler units, so all FlexVols
that are owned by the vFiler unit must be migrated together in one operation.
Table 3-5 on page 31 lists the maximum number of FlexVols per vFiler unit,
supported by Data Motion corresponding to various storage platforms.

Data Motion restrictions: These restrictions were chosen for the first release
of Data Motion based on tests that were performed to verify successful
migrations under certain load conditions. As more conditions are qualified,
these limitations can be relaxed.
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Table 3-5 FlexVols per vFiler

Platform FlexVols per vFiler
unit

N 30002 4 FlexVols

N 5000° 8 FlexVols

N 6000 8 FlexVols

N 7000 20 FlexVols

a. N 3700 not supported
b. Data Motion supports 4 FlexVols for
N 5500 and N5200 platform.

3.2.1 FlexVol requirements for Data Motion

In this section, we discuss the aspects of FlexVol that are required for Data
Motion.

Size of FlexVol volumes
When working with vFilers, Data Motion has the following FlexVol requirements:

» Data Motion requires FlexVols that a vFiler unit owns to be at least 10 GB in
size. This is a requirement of synchronous SnapMirror.

» The vFiler unit’s root volume is typically less than 10 GB. In that case, Data
Motion automatically increases the size of the FlexVol to 10 GB, performs the
migration, and then resizes the volume to its original size.

Size of Aggregates
To achieve the maximum number of FlexVols per vFiler unit, it is recommended
that aggregates contain at least 12 disks.

SnapLock Not Supported
SnapLock® volumes cannot be migrated with Data Motion.

Support for CIFS

CIFS shares within FlexVols that are owned by the vFiler unit are migrated as
part of Data Motion. However the CIFS sessions are terminated and clients must
reconnect. Unlike NFS and iSCSI, which are stateless protocols, CIFS is a
session-oriented protocol, which can result in adverse effects on clients and
applications during migrations. Instruct users to end their sessions before the
cutover.
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Support for deduplication and File/LUN FlexClone

Deduplication is an N series storage efficiency offering that provides block-level
deduplication within the entire flexible volume on N series storage systems.
Beginning with Data ONTAP 7.3, N series gateways also support deduplication.
N series gateways are designed to be used as a gateway system that sits in front
of third-party storage, allowing N series storage efficiency and other features to
be used on third-party storage. Figure 3-1 shows how N series deduplication
works at the highest level.

Data before Optimization Data after Optimization

General Data

Metadata

Y

General Data

Ry

Deduplication
Process

Metadata

Figure 3-1 Deduplication

When Data Motion is used in conjunction with deduplication you should consider
the following information:

» Data Motion is supported with dedupe or FlexClones at the Files or LUN level.
However, the combination of having to manage resources that are associated
with nondisruptive migration and metadata for dedupe or FlexClones can
result in a small possibility of degradation to the performance of client
applications, which can happen only if Data Motion is performed under high
load (greater than 60%). Therefore, Data Motion must not be attempted under
such conditions.

» It is recommended that Data Motion be performed in off peak or periods of
lower load to ensure the fastest migration times and hence minimal impact. In
this initial release, it is recommended that customers actively monitor the
system performance during Data Motion cutover operation for systems that
have dedupe or FlexClones at the Files or LUN level (on either the source or

32 N series Data Motion



destination system). If excessive load is encountered during the migration,
Data Motion can be aborted by the storage administrator, while maintaining
access to data.

» After a successful Data Motion cutover, the deduplicated volume remains
deduplicated on the destination array, but before another dedupe process can
run on the volume, the dedupe fingerprint database must be rebuilt. The Data
Motion software automatically starts rebuilding the fingerprint database after
a successful migration.

Support for Volume FlexClone and LUN clone

FlexClones can be members of vFiler units that are migrated with Data Motion.
FlexClones are expanded at the destination, meaning that they are full-size
independent volumes at the destination. Table 3-6 describes three FlexClone
scenarios and their supportability with Data Motion.

Data Motion supports LUN Clones that are contained inside the volumes that are
members of the vFiler unit that is being migrated.

Table 3-6 LUN Clone Support

Parent Volume FlexClone Volume Data Motion
supported?
Inside the vFiler unit Inside the vFiler unit Yes

FlexClone volumes are
expanded at
the destination

being migrated being migrated

being
migrated

being

migrated (that is, inside
another

vFiler or vFiler0)

Outside the vFiler unit Inside the vFiler unit No
being migrated (that is, being migrated

inside another vFiler

unit or in vFiler0)

Inside the vFiler unit Outside the vFiler unit No

Table 3-7 on page 34 shows the interoperability of Data Motion with other

products.

3.2.2 Using Data Motion with other products
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Table 3-7 Other product support

Products Supportedfor | Comments
Data Motion
Operations Manager Yes Provisioning Manager feature in

Operations Manager
controls the work flow of Data Motion.

SnapDrive® for Yes
UNIX/Linux®

v4.x

SnapDrive for Yes

Windows® v6.1

Flexible Volumes Yes

Fractional reservations Yes

volume FlexClone Partial See 3.2.1, “FlexVol requirements for Data
Motion” on page 31.

LUN Cloning Yes

Snapshot Yes

Fabric MetroCluster Yes

Qtree SnapMirror Yes Operation is fenced during Data Motion
Cutover.

Volume SnapMirror Yes Operation is fenced during Data Motion

Async Cutover.

SyncMirror® Yes

SnapManager® for Yes

Oracle 3.0.3

SnapManager for SAP Yes

3.0.3

SnapManager for Yes

Virtual Infrastructure

(SMVI) 2.0

SnapManager for Yes

Hyper-V

Deduplication Partial See “Support for deduplication and

File/LUN FlexClone” on page 32.
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Products Supportedfor | Comments
Data Motion

File/LUN FlexClone Partial See “Support for deduplication and

volumes File/LUN FlexClone” on page 32.

NDMP/Dump Yes Operation is fenced during Data Motion
Cutover.

PAM 1 Yes The working set that is cached in the PAM
card of source storage system for the

PAMII Yes vFiler volumes is not transferred to the
destination storage system during
Data Motion. So after Data Motion
completes, the working set must be
populated again on the destination
storage system (for example, PAM cache
must be warmed back up) and
throughput can degrade during this time.

Volume SnapMirror Partial Only in default vFiler interfaces. Also,

Sync operation is fenced during Data Motion
cutover.

SnapVault Partial A SnapVault source can be a vFiler unit,
but the destination must not.

FlexCache™ No Only FlexCache source volumes can be
migrated with Data Motion.

SnaplLock Compliance No SnapLock volumes are not supported for
Data Motion.

SnaplLock Enterprise No SnapLock volumes are not supported for
Data Motion.

SnapManager 5.0 for Yes

Microsoft Exchange

SnapManager 5.0R1for | Yes

Microsoft SQL Server

SnapManager for Yes

Microsoft Office

SharePoint Server

Thin Provisioning Yes
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Network requirements

This chapter provides the network requirements for Data Motion. The topics that
we discuss in this chapter are:

» |IP requirements for Data Motion
» Other networking considerations
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4.1 IP requirements for Data Motion

With the vFiler unit being the unit of migration in Data Motion, all MultiStore
specific networking requirements must be met.

There are several ways to assign network addresses to vFiler units. A vFiler unit
has interfaces that are assigned to it as part of the provisioning process. These
interfaces can be any of the following items: physical interfaces, IP aliases,
VLANSs, or virtual interfaces (VIFs)—either using the default or a non-default IP
space. It is not recommended to use physical interfaces because the system
quickly runs out of available interfaces. Figure 4-1 illustrates the various network
configuration options for vFiler. Options 4 and 8, which are emphasized with blue
ovals, are the recommended vFiler network configuration options for Data
Motion.

g
Options > 1 2 3 4
Physical Interface . .
VIF . I . .
P Alias . . . i . . . .
VLAN . I . .
Non Non Non Non
IP Space Default | Default Default\\Default /| Default | Default | Default | Defaul
N 7 N 7

Figure 4-1 Network configuration options

4.1.1 Using IP aliases

For assigning IP addresses to the vFiler units, multiple IP aliases are created on
a network interface of the physical N series storage system. Each vFiler unit is
assigned an IP alias. All clients of the vFiler unit must make the request on this IP
alias. This method is recommended for situations where vFiler units do not need
physical or logical network separation.

4.1.2 Using VLANSs and VIFs

38

Both types of virtual interfaces, VLANs and VIFs, can be assigned to a vFiler
unit. Although you can assign an IP address directly to a VIF, this is not the
method used in most MultiStore deployments. A VIF is created, and a VLAN is
attached to that VIF. The VLAN is then assigned to an IP space, and a vFiler unit
is created in that IP space.
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4.1.3 Using the IPSpace feature

MultiStore introduces the concept of an IPSpace for supporting secure
multi-tenancy. IPSpaces are distinct IP address spaces with private routing
tables in which vFiler units reside. Each vFiler unit can reside in only one
IPSpace; however one IPSpace can have multiple vFiler units. An IPSpace
defines a distinct IP address space in which vFiler units can participate. IP
addresses that are defined for an IPspace are applicable only within that
IPSpace. No cross-IPSpace traffic is routed.

The requirements for the IPSpace feature are:

» Each network interface (physical, VIF, or VLAN interface) of the N series
system can belong only to one IPSpace; however one IPSpace can have
multiple network interfaces.

» IPSpaces are created when vFiler units must have their own secure storage,
administration, and routing leading to secure multi-tenancy.

» |IP addresses that are defined for an IPSpace are accessible only within the
network of that IPSpace.

» A distinct routing table is maintained for each IPSpace. No cross-IPSpace
traffic is routed.

» |PSpace has a unique loopback interface assigned to it. The loopback traffic
of each IPSpace is completely isolated from the other IPSpaces.

» All IPSpace names on a storage system must be unique. However the
IPSpace names on active/active configuration partners must be the same.

There can be a maximum of 101 IPSpaces per storage system. One IPSpace
(Default IPSpace) is created by default when the MultiStore license is enabled,
s0 you can create the remaining 100. However, considering the fact that one
physical network interface can belong to only one IPSpace, dedicating at least
one physical interface per IPSpace limits the number of IPSpaces that can be set
up on a storage system to the number of physical interfaces that are available on
the storage system. VLAN tagging can be used to overcome this limitation:

» Using VLAN tagging, more than one IPSpace can share the same physical
network interface so that more IPSpaces can be set up.

» VLAN tagging with IPSpaces ensures that network packets are forwarded to
the appropriate IPSpace and securely delivered to the vFiler unit that is
contained inside the IPSpace.

Note: VLAN tagging can be used without IPSpaces. Additional IPSpaces
other than the default are not required but are recommended for any situation
that requires a unique routing table.
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4.1.4 Network configuration example

40

The following steps illustrate, at a high level, the process of configuring the
network of a vFiler unit in a non-default IPSpace. For a detailed description, see
Appendix B, “Network configuration recommendations for Data Motion” on

page 75.

To configure the network of a vFiler unit in a non-default IPSpace:

1.

Configure VIF on the storage controller. In this example, we use a VIF named
smvif36.

Create two VLANSs (1 and 2) over the VIF:

vlan create smvif36 1 2

3. Enable the VLANS in the corresponding network switches.

4. Create the IPSpace where the vFiler unit will reside using the Data ONTAP

system CLI:

ipspace create ipspacel

. To assign an interface to the IPSpace, make sure that the interface does not

have a configured IP address. In the following example, VLAN 1 interface over
the VIF which will be assigned to the IPSpace is cleared in case it already has
a configured IP address:

ifconfig smvif36-1 0.0.0.0

Assign the interface to the IPSpace. In the following example, the single mode
VIF is assigned to the IPSpace that we created in step 1:

ipspace assign ipspacel smvif36-1

. Check the available IPSpaces and the corresponding interfaces:

ipspace list
Create the vFiler unit in the IPSpace created:

vfiler create vfiler test -n -s ipspacel -i 10.73.66.139
/vol/vfiler_test

Configure the VIF interface that is used with the IP address of the vFiler unit:
ifconfig smvif36-1 10.73.66.139 netmask 255.255.255.0

10.Add the default route to the vFiler unit:

vfiler run vfiler_test route add default 10.73.66.1 1
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11.To create another vFiler unit in the same IPSpace, follow the same procedure
as step 5:

vfiler create vfiler_test 1 -n -s ipspacel -i 10.73.66.173
/vol/vfiler_test_1

12.Add the IP address of the new vFiler unit as an alias to the VIF:
ifconfig smvif36-1 alias 10.73.66.173 netmask 255.255.255.0
13.Add the default route to the second vFiler unit:
vfiler run vfiler_test_1 route add default 10.73.66.1 1

Note: For the network configurations to persist across reboots, add the
ifconfig and the route commands used in steps 9, 10, 12 and 13 to the /etc/rc
file. Optionally, if the hosting storage system is part of a high-availability
configuration, edit the /etc/rc file in each partner of the HA configuration to
define a partner interface for each interface that the vFiler unit uses.

4.1.5 Network configuration scenarios for Data Motion

This section covers several configuration examples for Data Motion.

vFiler units using IP aliases

Consider a typical IP storage infrastructure supporting Data Motion (see

Figure 4-2 on page 42). Each N series storage system is connected to each of
two switches to provide switch-level redundancy in the environment. The storage
array on the left contains two vFiler units.
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Figure 4-2 Typical redundant network topography

In Figure 4-3 on page 43, IP aliases are assigned to the vFiler units on the
array. Each one is on a separate network—one on the 192.168.2.0 subnet, the
other on the 192.168.3.0 subnet. Yellow lines represent the data paths that are
used by the clients to access the vFiler units.
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Figure 4-3 IP alias example

When a Data Motion migration is performed, the vFiler unit is migrated to the

destination array and the IP alias is also created on the destination storage array,
as shown in Figure 4-4 on page 44. The clients can access data in the new

location. From the network’s perspective, movement of the IP address is very
similar to how an IP address moves when a link in a single-mode VIF fails and

the IP address is moved to another port in the network.
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Figure 4-4 Data and IP migration

vFiler units using VLAN tagging and IPSpaces

In this example, the vFiler units are configured using IPSpaces and VLAN
tagging on the storage controllers. vFiler1 is on subnet 192.168.2.0 VLAN.
vFiler2 is on 192.168.3.0 VLAN. These VLANs might share the same physical
ports in the network switch. This setup requires that the network switches have
trunked the appropriate VLANSs across all physical switch ports that might need
access to those VLANSs.

The setup in Figure 4-5 on page 45 is the recommended network configuration
for Data Motion setup. Refer to Appendix B, “Network configuration
recommendations for Data Motion” on page 75, for an end-to-end process of
configuring the network for Data Motion. Appendix B, “” on page 75 covers
network configuration best practices for network switches, storage systems, and
vFiler units.
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Figure 4-5 Recommended setup

Best practices
The best practices for vFiler units using VLAN tagging and IPSpaces are:

» Both 802.1q (VLAN tagging) and 802.3ad (Trunking) standards must be used
together to enable VLANs to move without disruption.

» When using IPSpaces and VLAN tagging, take special attention to make sure
that the team who manages the switches trunked the necessary VLANs
across all switch ports on the redundant switches in the environment. Any
physical switch port on the redundant switches through which the vFiler unit
might be accessed must have the correct VLAN preconfigured or trunked,
even if that port is never accessed by that VLAN prior to the Data Motion
migration.

When migration is performed, Data Motion creates VLANs on the destination N
series storage system, as shown in Figure 4-6 on page 46, but it cannot
configure the VLAN trunking of ports in the network switch. Therefore, it is very
important to configure this before migration. Data Motion cannot check the switch
to make sure that the VLANs are properly configured. If the VLANs are not
configured properly on the switch that is connected to the destination array, the
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Data Motion migration will complete; however, the clients cannot access the
vFiler unit at the new location, which can cause an application outage.
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Figure 4-6 Data Motion creating VLANs on destination

4.2 Other networking considerations

46

Some of the other network considerations are:

» Before migration, make sure that the destination N series storage system is
accessible by clients of the migrating vFiler unit:

— VLANSs must be pre-enabled on all possible destination switch ports.

A bandwidth throttle feature is available for the baseline data transfer phase of
Data Motion. This limit throttles SnapMirror streams for all of the FlexVols that
are assigned to the vFiler unit, and Data Motion intelligently distributes this
bandwidth across the vFiler volumes.
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Data Motion replicates the vFiler unit network configuration from source to
destination, which includes jumbo frames support, IP spaces, routing tables,
and vFiler options.

Layered networking configurations are supported:

— Multiple IP addresses per vFiler unit

— Physical interfaces and multiple aliases

— VLANS hosted on second-level VIFs

— Static routes defined in the IP space of the vFiler unit
— Shared IP spaces between multiple vFiler units
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Data Motion best practices

In this chapter, we discuss the best practices that are associated with Data
Motion. The topics that we discuss in this chapter are:

»

vVvyyvyvyy

Component-level best practices

Process-level best practices

Performance considerations

IP network configuration best practices

Storage-level best practices

Best practices for supporting server virtualization environments

© Copyright IBM Corp. 2010. All rights reserved.
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5.1 Component-level best practices

In this section, we discuss best practices for MultiStore, SnapMirror, and
Provisioning Manager.

We recommend that you do not make any configuration changes until the Data
Motion cutover phase completes. If any configuration change that is related to

the vFiler unit occurs after starting the initial base line transfer, perform a Data
Motion update before proceeding to the cutover phase.

Because the entire Data Motion process is controlled through Provisioning
Manager, do not make any manual modifications to any configuration that is
related to the vFiler units or SnapMirror (for example, the snapmirror.conf file).

Before starting the cutover process from Provisioning Manager, we recommend
that you refresh the source and the destination storage systems in the
Operations Manager using the dfm host discover command.

5.2 Process-level best practices

50

This section covers recommendations to consider as you execute Data Motion
operations:

» If there is a long gap between initial baseline transfer phase completion and
the subsequent cutover initiation, we recommend that you first perform an
Update before proceeding to the cutover.

» Retain a stable backup of all storage entities (volumes and LUNSs) that are
associated with the vFiler before migration or cutover. In case something goes
wrong, you can always revert to the stable state.

» The current release of Data Motion supports cutover or rollback only between
same speed disk drives or from slower to faster speed disk drives. If you plan
to do rapid rollback or rapid cutover types of operations after successful
migration, we recommend that you carefully check the disk type of the source
and destination aggregates between which the vFiler migrates. Rapid rollback
or rapid retry after a successful migration is only possible between the
aggregates that have the same speed disk drives.

» The current release of Data Motion supports cutover or rollback only between
similar storage system models or from smaller to larger storage system
models. If you plan to do rapid rollback or rapid cutover type of operations
after successful migration, we recommend that you carefully check the model
type of the source and destination storage systems between which the vFiler
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migrates. Rapid rollback or rapid retry after a successful migration is only
possible between the similar storage system models

5.3 Performance considerations

When the cutover phase is initiated, Provisioning Manager uses a built-in
algorithm to decide whether the cutover can be successful. Various dynamic
factors like CPU utilization in the destination and source storage systems, disk
I/O on the aggregate of the destination system, and so on are taken into account
for that decision-making process. If Provisioning Manager decides that the
cutover cannot be completed successfully, it does not proceed with the cutover
process. In such a case, the migration status is left at the cutover required state.
In that scenario, Data Motion cutover needs to be reinitiated from Provisioning
Manager.

We recommended that during Data Motion cutover, the CPU and disk I/O load on
the source and destination storage systems must be in low-to-medium range.
Because semi-sync SnapMirror is involved in the cutover phase, keep additional
headroom for the CPU and disk I/O load before initiating cutover.

Tip: While choosing a Data Motion destination, make sure that it can handle
the workload that is being migrated.

In this initial release of Data Motion, it is recommended that customers actively
monitor the system performance during Data Motion cutover operation for
systems that have dedupe or FlexClones at the Files or LUN level (on either
the source or destination system). If excessive load is encountered during the
migration, Data Motion can be aborted by the storage administrator.

Refer to “Support for deduplication and File/LUN FlexClone” on page 32 for
deduplication and File/LUN FlexClone additional information and
recommended monitoring methods during migration, where dedupe or
FlexClones at the Files or LUN level exist on either the source or destination
system.

5.4 IP network configuration best practices

In this section, we cover the IP best practices for Data Motion:

» We recommend that you use VLAN trunking on the network switches of any
storage system that might be a source or destination for Data Motion.
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» All required VLANs must be pre-enabled on destination switch ports. Before
migration, make sure that the destination N series is accessible by clients of
the migrating vFiler unit:

— When the migration is performed, Data Motion creates the VLANs on the
destination N series storage system, but it cannot configure the VLAN
trunking of ports on the network switch. Therefore it is very important
make these configurations before migration. Data Motion cannot check the
switch to make sure that the VLANSs are properly configured. If the VLANs
are not configured properly on the switch that is connected to the
destination array, the migration will complete; however, the clients will not
be able to access the vFiler unit at the new location, and this can cause an
application outage.

» The network of the vFiler unit must be configured inside an IP space that is
associated with a VLAN interface over a VIF that is created on the storage
system.

» We recommend that you use a separate IPSpace per vFiler unit
(corresponding to various tenants, departments, or applications).

» For details, see 4.1, “IP requirements for Data Motion” on page 38.

» Appendix B describes a step-by-step networking best practices
implementation.

5.5 Storage-level best practices

This section discusses several topics at the storage level and gives
recommendations.

5.5.1 Required Data ONTAP configuration

The following Data ONTAP licenses must be installed for Data Motion: iSCSI and
NFS, MultiStore, SnapMirror, Synchronous SnapMirror. For a complete list of
hardware and software requirements, see 2.2, “Supported platforms and
requirements” on page 15.

5.5.2 Support for deduplication and File/LUN FlexClone

Data Motion supports dedupe and FlexClones at the files or LUN level under
low-to-medium load. To ensure the fastest migration times and hence minimal
impact, it is recommended that Data Motion be performed in non-peak times or
periods of lower load. See 5.5.2, “Support for deduplication and File/LUN
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FlexClone” on page 52 for additional details and recommended monitoring
during migration where dedupe or FlexClones at the files or LUN level exist on
either the source or destination system.

5.5.3 Volume FlexClone support

FlexClone volumes can be members of vFiler units that are migrated with Data
Motion. For details, see “Support for Volume FlexClone and LUN clone” on

page 33.

5.5.4 Disk type support: FC, SATA, SAS

Data Motion supports migration between disks with the same speed or from

slower to faster disks. Table 5-1 shows the supported configurations.

Table 5-1 Disk technology support

Source Destination Data Motion?
Aggregate Aggregate

disk type disk type

FC FC Allowed
SAS SAS Allowed
SATA SATA Allowed
ATA ATA Allowed
BSAS BSAS Allowed
FC SAS Allowed
SAS FC Allowed
ATA SATA Allowed
ATA BSAS Allowed
SATA FC Allowed

Chapter 5. Data Motion best practices
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Source Destination Data Motion?
Aggregate Aggregate

disk type disk type

BSAS FC Allowed

SATA SAS Allowed

ATA SAS Allowed

BSAS SAS Allowed

5.5.5 SnapDrive and SnapManager best practices

When using SnapDrive, SnapManager, and Data Motion keep in mind the
following recommendations:

>

Do not create or delete any LUN inside volumes that are associated with the
vFiler unit after starting the migration process and before cutover completes.
We recommend that you perform all vFiler resource and dataset-related
change operations before the initial baseline transfer.

During the cutover or rollback, any backup and restore operations are
unsuccessful for SnapManager products (SME, SMSQL, SMVI, SMHV, SMO,
SMSAP, and SMOSS) because there are no retry options from SnapDrive
(SDW and SDU). We recommend that you refrain from using any backup and
restore commands during the cutover or rollback phases.

5.5.6 Host operating system disk time out settings

54

Observe the following timeout values when using Data Motion:

>

Set the disk timeouts on the host operating systems using the N series Host
Utilities Kit (HUK).

Sample disk timeout values:

— 190 sec for a guest operating system that is running on VMware ESX
— 120 sec for a stand-alone Windows host without MPIO
— 20 sec or 60 sec (for HUK v5.1 and after) with MPIO

N series Data Motion



5.5.7 Cluster failover

Data Motion does not support cutover during a clustered failover mode when a
storage controller of an active-active HA pair takes over the other. If the takeover
event happens after the cutover operation starts, the cutover will fail.

5.5.8 MetroCluster

Data Motion does not support cutover when one storage node of the
MetroCluster system takes over the partner either automatically or manually
(CFOD). If the takeover event occurs after the cutover operation starts, the
cutover will fail.

5.6 Best practices for supporting server virtualization
environments

This section covers recommendations for the virtualized environment and N
series.

5.6.1 VMware

When using VMware ESX server with Data Motion, perform the following tasks:

1. Set the disk timeout values in the guest operating systems that are running on
a VMware ESX server using the N series Host Utilities kit.

2. If Provisioning Manager is used to create and assign storage volumes (NFS)
to vFiler units, those NFS volumes are exported as qtrees. When VMware
ESX server data stores are created corresponding to these NFS exports, due
to a limitation in Provisioning Manager, the storage savings that are obtained
through various N series storage efficiency technologies on the data store are
not directly visible in the VMware vCenter management interface. A
workaround to overcome this limitation is to manually modify the exports that
Provisioning Manager creates to export the root of the FlexVol volume (that is,
the name of the data set) instead and mount that on the VMware ESX server.
For VMware VI3 and vSphere, we recommend that you use FlexVol volumes
instead of gtrees for VMware NFS data stores, which leads to a simplified
architecture and also makes the value of N series storage efficiency
technologies visible to the VMware server administrator.
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The Data Motion process

In this appendix, we perform a migration of a vFiler unit that is serving live host
and application data.
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Tasks

The tasks that are involved with this migration are:
1. Create a vFiler unit and provision storage:

— Method 1: Using N series CLI
— Method 2: Using FilerView®
— Method 3: Using Provisioning Manager

2. Assign the storage from the vFiler unit to the hosts and applications.

3. Perform online migration of the vFiler unit using Provisioning Manager.

Creating vFiler units and provisioning storage

There are three ways to create the vFiler unit assign storage. In this section, we
discuss all three ways. Use one of these methods according to the environment
and requirements.

Method 1: Using the N series storage system CLI

The N series storage system CLI offers a rich set of commands for creating and
configuring vFiler units. You can perform the following management tasks from
the CLI:

Enable and disable the MultiStore license

Allow and disallow protocols to be run on a vFiler unit
Create a vFiler unit

Set up a vFiler unit

Start and stop a vFiler unit

Destroy a vFiler unit

Move resources to and from a vFiler unit

Monitor the status of a vFiler unit

VVYyVYyVYVYVYYVYYy

vFiler command set
The vFiler command sets are:

vfiler help - Help for vfiler command

vfiler context - Set the vfiler context of the CLI
vfiler create - Create a new vfiler

vfiler rename - Rename an existing vfiler

vfiler destroy - Release vfiler resources

vfiler dr - Configure a vfiler for disaster recovery
vfiler add - Add resources to a vfiler
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vfiler remove - Remove resources from a vfilerSample caption
vfiler migrate - Migrate a vfiler from a remote filer

vfiler move - Move resources between vfilers

vfiler start - Restart a stopped vfiler

vfiler stop - Stop a running vfiler

vfiler status - Provide status on vfiler configuration

vfiler run - Run a command on a vfiler

vfiler allow - Allow use of a protocol on a vfiler

vfiler disallow - Disallow use of a protocol on a vfiler
vfiler 1imit - Limit the number of vfilers that can be created

Method 2: Using the FilerView interface

The FilerView graphical user interface (GUI) supports the creation and
configuration of vFiler units. You can perform the following management tasks
from the FilerView GUI:

Enable and disable the MultiStore license

Allow and disallow protocols to be run on a vFiler unit
Create a vFiler unit

Set up a vFiler unit

Start and stop a vFiler unit

Destroy a vFiler unit

Move resources to and from a vFiler unit

Monitor the status of a vFiler unit

YyVyVYyVYVYVYYY

Method 3: Using Provisioning Manager

Provisioning Manager automates the process of vFiler creation and storage
provisioning.

Figure A-1 on page 60 depicts the high-level steps in the automated creation and
provisioning of vFiler units by using Provisioning Manager.
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Step 1: Create resource pool
Step 2: Create vFiler template

Step 3: Create vFiler unit
Step 4: Create provisioning policy

Step 5. Create dataset and assiagn storage

Figure A-1 high level provisioning steps

Assigning the storage from the vFiler unit to the hosts and
applications

After the vFiler unit is created and configured, the storage (volumes and LUNSs)
that is assigned to the vFiler unit can be mapped to the hosts and the
applications, similar to any N series storage system.

vFiler unit online migration using Provisioning Manager

Initiate the online migration of the vFiler unit using Data Motion from the
Provisioning Manager.

Initial baseline transfer
To initiate an initial baseline transfer:

1. Select the vFiler unit and click Hosts — Start migration — vFiler Units, as
shown in Figure A-2 on page 61.
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Figure A-2 Initial baseline transfer

The Welcome panel is displayed, as shown in Figure A-3.

vFiler Unit Migration Wizard - DataMotionTestvFiler N

Welcome to vFiler Unit Migration Wizard

Thiz wizard migrates the wFiler unitto another storage syatem.

This wizard starts migration of the vFiler unit along with storage to the selected destination storage system

Figure A-3 Welcome panel

2. Select Online migration, as shown in Figure A-4.

wFiler Unit Migration Wizard - DataMotionTestxFiler

Automated migration

1 the autamated online and aftline

(=) Onling migration

Provides non-disruptive migration.

Limitation= on the storage system platfarm and resources.
() offline migration

Diata will not be accessible during the cutover.

Figure A-4 Migration selection

3. Select the destination N series storage system to which the vFiler unit is to be
migrated, as shown in Figure A-5 on page 62.
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wFiler Unit Migration Wizard - DataMotionTestyFiler

Destination storage system

The vliler unit will e migratec to the s

Parert storage system: rre-fas3050-36 btcrre lab.eng bic.netapp.in

Available storage systems:

= 5] Gional

rre-fas30a0-36

Figure A-5 Selecting N series

4. The network interface on the destination N series system must be configured
carefully for online migration. Select the network interface to use and the
VLAN ID, if any, as shown in Figure A-6.

wFiler Unit Migration ¥izard - DataMotionTestyFiler

Hetwork interface settings

Configura the network interfaces on destination storag

Destination storage system: rre-fas3020-236 smapps.com

E7 Ect
IP address Metwork mask Metwork interface WLAM Id MTL(Evtes)

e e

[Fll Edit binding x|
IP address: |1 07366172
Metwork mask: |24
Metwork interface: |¢3 svif236 [default-ipspace’ [T
WLAN I |
MTU (Bytes] |

Update Cancel

@ Seect the row inthe table and click edit button for providing mandstory information like network interface.

Figure A-6 Selecting the Network interface

5. (Optional) Throttle the bandwidth to be used for the initial baseline transfer, as
shown in Figure A-7 on page 63.
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vFiler Unit Migration Wizard - DataMotionTeskt¥Filer

Bandwidth limit

“ou

Throttle lets you limit the network bandwicth svailsble for the migration operation.

Throttle value: KBz [T

Figure A-7 Bandwidth throttle

6. There is also an optional feature to cutover to the destination N series
automatically after initial data transfer. This feature provides the option of One
Step Migration. For our example, Figure A-8, this option is not selected.

¥Filer Unit Migration Wizard - DataMotionTestyFiler ‘ ‘|

Automatic cutover

You canchoose to automatically cutover from source to destination swithout manualintervention.

|:| Cutover automatically after data transfer

If you select thiz option, the system automstically performs the cutover operstion after the data is transferred. If yvou do not select
thiz option, you can manually inttiste the cutover operation st any time after the data is transferred.

Pre cuto nd post cutover script path:

Figure A-8 Migration configuration

7. Preview the steps that are automated by Provisioning Manager for the vFiler
migration process, as shown in Figure A-10 on page 64.
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vFiler Unit Migration Wizard - DataMotionTestvFiler

Summary
@ information: 4

Details

[Expend Al [+

= @ Information:  Provision a new flexible volume 'DatahotionTestDatasetiNFS' of size 50.0 GB with space guarantee
set to 'file' from aggregate 'rre-1as3020-236:aggr1'(135)

Action: Provision flexible volume of size 50.0 GB.

5 @ Information:  Provision a new flexible volume 'datamotiontestnfsdataset’ of size 40.0 GB with saace guarantee set
to file' from aggregate ‘rre-tas3020-236:agr1'(135)

Action: Provision flexible volume of size 40.0 GB.

E @ Information:  Provision a new flexible volume ‘DatahiotionTestvFiler_root’ of size 10.0 GB with epace guarartee set
to 'volume' from aggregate 'rre-fas3020-236:aggr1'(135)

Action: Provision flexible volume of size 10.0 GB.

= @ Information:  Start migration for vFiler unit 'DataMotionTestvFiler btcrre lab.eng btc.netapp in'(630) to
‘rre-fas3020-236 smapps.com'(31).

it 'DatalotionTe

Action: Start migration for vFile
0-236.smapp

vFiler bicrre lab.eng.btc.netapp.in'(630) to

‘rre-fas302

Figure A-9 Preview

8. Complete the vFiler Unit Migration Wizard. Figure A-10 shows the Completing
Migration wizard.

ard - DataMotionTesk¥Filer

Completing the vFiler Unit Migration Wizard

You have successfully completed the vFiler unit migration wizard.

gﬁ\, vyhen you click Finish, the migration starts. This might take several minutes to a few hours.

Figure A-10 Completing Migration wizard

A monitor window opens, displaying the status of the migration job, as shown
in Figure A-11 on page 65.
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Tracking Migration Job For DataMotionTestyFiler x|

Summary of tasks completed:

Job Started

Successfully provisioned flexible valume 'rre-fas3020-236: DatabotionTestDatasetFS'(657) of size 500
Successfully provizioned flexible valume ‘rre-fas3020-236; datamotiontestnfzdataset(660) of size 40.0 GJ
Successfully provizioned flexible valume 'rre-fas3020-236: DataMotionTestvFiler_root'(663) of =ize 10.0 ¢

flu]ine Migration intisted. waiting for bazeline transfer to connlete. .. F

Online Migration initisted, watting for baseline transfer to complete. .

@

C

Cla=e Maonitor J

Figure A-11 Migration status

9. The status of the migration job can also be viewed from the Data Jobs panel,
as shown in Figure A-12.

Dashboards

il @ - Wigws Jobs: | (1)1 Day  EE 1 Week | | B 1
Datasets vsvor romm v avo o
- Bl Jobld ¥ |Jobtype ~ | Context ~  Context Type ¥ |Start * Joh status ~ End
esource Podks
ST r——
External Relationships
Unprotected Data
* Jobs =
Froups g
[ ; Completed job steps: Bt Deserieion:
Custom Fields Time stamp & Step = |Resutt = [=
‘k -m ‘[:J wFiler Unit, CatabationTestvFiler btcrre Jab eng bic netappin
04 Feb 2309 Walume Create « Normal Jab Type: Start migration
04 Feb 2309 Wolume Creste <+ NMorrmal Submitted By: root
04 Feb 2309 Wolume Cresate  Normal Job Description:  Start migration of wFiler unit
04 Feb 2309 Progress Mormal ‘DataMotionTestvFiler kicrre.lab.eng btc.etapp in'(630).

Figure A-12 Migration status

When the baseline transfer of the data is complete, the migration status of the
vFiler unit changes to Started, Cutover Required. At this point, you have three

options:

» Update the baseline created in the destination system (recommended if there
is a long gap between the time when the baseline transfer completes and the
time when the cutover process starts.

» Cancel the Data Motion process.

» Start the cutover process, shown in Figure A-13 on page 66, to migrate the
vFiler unit to the destination system.
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Figure A-13 starting cutover process

Cutover
To start the cutover process:

1. Select Hosts — vFiler, as shown in Figure A-14, and click Cutover.

Dashhoards

Data Il

[ ady B setup X Destroy | 8% stat mioration 68 Updste B8 cancel 65 cutover 89 Rollback 88 cleznup

Policies Il IP Adciress =

q

IF Space ~ |Hosting Storase ~ | Migration Status

# started, cutover required

» Storags Systems x|
» Agoragates . . .
N ) Welcome to migration cutover wizard.
* vFiler Units
> 0SSV This wizard helps you cutover & migration.
Status =
Thiiss weizard compleles e migration process by colliog ueer L e destistion slorage syslem. ol
olle:

Figure A-14 Selecting vFiler

2. (Optional) Provide the path of the script to run before and after cutover.

3. Select an option for Network Routes Migration, as shown in Figure A-15 on
page 67.
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Migration Cutover Wizard

Network routes migration
Provides option for routes migration.

Which nelvwork roules yeould yuu like L migrale Lo destination slurage syslem?

(#) All static routes present in source vFiler's Pspace
O Onlythe routes configured for source vFiler in fetcirc

O Do nat migrate any routes

Store the migrated routes in Jetcire of destination storage system

Figure A-15 Route selection

4. Review the summary of steps that Provisioning Manager automates for
cutover to occur, as shown in Figure A-16 on page 68.
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Migration Cutover Wizard

Preview

Summary
‘Q\,Warning: 1 @Information: &)

Details

|Expand Etraors and Warnings F

B £, Warning: Resizing the root volume... 3
Action: The volume 'DatabdotionTestyFiler DatatdotionTestvFiler _root'(E20) has to be re o
to 103 for online migration.
Reaszon: The wolume 'DatabdotionTestyFiler: O ationTestvFi il g (= &5 to be resiz
to 10G for online migration. =
suggestion:  Provisioning Manager will rezize the volume
'DatatdationTestvFiler DataMotion TestwFiler _roct' (6200110 10G for anline migration.
= @l Information:  Routes on destination storage system: [+

Figure A-16 Review

5. Complete the Migration Cutover Wizard.

A monitoring window opens, displaying the status of the cutover job, as shown
in Figure A-17.

| Tracking Cutover Migration Job For DataMotionTestyFiler |

Summary of tasks completed:

Joh Started
Resizing the root volume 'DatabotionTestvFiler: Datatdation TestvFiler_root'(6200 from 500 MEBE to 100 GB
Converting all Snaphirror relationships to Semi-Synchronous maode...

Converting all Snaphirror relationships to Semi-Synchronous made...

Close Monitar

Figure A-17 Cutover status

6. The status of the cutover job can also be monitored from Data — Jobs — Job
Type: Cutover, as shown in Figure A-18 on page 69.
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* Dataset:
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Context Type e Jab status ~ End

* Resource Pools

Cutaver

22

* External Relationships
* Unprotected Data

* Jobs
* Groups Completed job st

e JiOELLE Event Description:
¥ Custom Fields Time stamp & Step ~ |Resutt ~ B

- || vFiler [Init NatariinnTrstvFiler bivrre lab eng bie netapp in
04 Feb 23:30 Progress « Mormal dob Type: Cutorver
04 Feh 23:32 Progress  Normal Submitted By, root
Job Description:  Online migration of +Filer unit
‘DatatdotionTestvFiler btcrre lab eng.btc netappin'(830).

Figure A-18 Cutover status

When the cutover successfully completes, the migration status of the vFiler unit
changes to Migrated, cleanup Required, as shown in Figure A-19. At this point,
you can either Rollback the vFiler unit to the source storage system or Cleanup
the vFiler unit resources from the source storage system.

Bast Do X etoy | i @isse @cace @ otoe lrota & cemnw

Name. & v [P Address v [P Space v Hosting Storage .. v | Syste.. | | Migration Status v

- o a0 stz |3 oee | { e gt

i Source storage system:  rre-fas3050-36 bterre Jab ng blc netapp.n

Physicalresou.. v Lgg Stete v S v

| Destination storage system: re-fas3020-236 smapps.com
|
|

Migretion made: Orline
Migration status } Migrated, cleanup required

I Datasets:

Figure A-19 vFiler options
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Rollback
To rollback the vFiler unit to the source storage system:

1. Select Hosts — vFiler Units — Rollback, as shown in Figure A-20 on
page 70.

Migration Rollback Wizard _|

Welcome to migration rollback wizard.

Thiz wizard helps you rollkack a migration.

Thiz wizard completes the migration process by roling back ta the destination storace svatem.

Figure A-20 Rollback wizard

2. (Optional) Provide a path of the script that must run before and after rollback.

3. Select the required options for Network routes migration, as shown in
Figure A-21.

Migration Rollback Wizard

Metwork routes migration
Prowides option for routes migration.

‘Which network routes wwould you like to migrate to destination storage system®?

@ All static routes present in source vFiler's IPspace
Cl Only the routes configured for source vFiler in fetcihc

O Do not migrate any routes

Store the migrated routes in fetcirc of destination storage system

Figure A-21 Network routes

4. Review the steps that Provisioning Manager automates for Rollback, as
shown in Figure A-22 on page 71.

N series Data Motion



igration Rollback Wizard

Summary

ﬁ_}\,Warnlng: 1 @Inl‘ormatlon: 3

Details

|Expand Et-ors and Warnings F

= £ Warning: Resizing the root volume... @
Action: The wolume 'DatabdotionTestwFiler: DatabiotionT=atvFiler_root'B63) has to be re: |
bo 10C for onling migration.
Reazan: The volume 'DatabationTestvFiler: Ds tion TzstwF oot BE as to be resize
to 103 for online migration. ==

Suggestion: Provisioning Manager will resize the valume
'DistatdotionTestvFiler DatabotionTestvFiler_rodt' (6630 to 10G for online migration.

# @ Information:  Routes on destination storage system: [+

Figure A-22 Review the steps

5. Complete the Migration Rollback Wizard.

A monitoring window opens, displaying the status of the rollback job, as
shown in Figure A-23.

Tracking Migration Rollback Job For DataMotionTestvFiler

Summary oftasks completed:

Joh Started

Resizing the root volume 'DatabotionTestvFiler: Databiation TestvFiler _root'(BE3) from 20.0 ME to 10.0 GBE
Performing Snagphirror relesse on old source volumes.

Rollback Migration intisted, waiting for Snaphirror-Resync fo complete...

Rollback Migration initisted, waiting for Snaphirror-Resync to complete...

Close Monitar

Figure A-23 Rollback status

6. The status of the Rollback job can also be monitored from Data — Jobs —
Job Type: Migration rollback, as shown in Figure A-24 on page 72.
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Figure A-24  Type of rollback

When rollback is completes successfully, the Migration Status of the vFiler unit
changes to Rolled back. At this point, you can either cutover the vFiler unit to the
destination storage system or cleanup the vFiler unit resources from the
destination storage system, as shown in Figure A-25.

Hosts vFiler Units

E}’p Al @ Setup X Destroy ﬁ‘ Start migr i!l Update d‘, Cancel I’j'; Cut owver n! Fall back ELF‘Q Clean up

Mame & % |IP Address “ |IP Space % Hosting Storage .. & Syste.. % | Migration Status

Source storage system: rre-tas3050-36 btorre Jab eng btc netappin e =T S R

Destinstion storage system: rre-fas3020-236.smapps .com
igration mode: online

Migration status: 1 back

Datasets:

Figure A-25 vFiler options

Cleanup

To cleanup the vFiler unit and its resources from the source or destination
storage system:

1. Select Hosts — vFiler Units — Clean up, as shown in Figure A-26 on
page 73.
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Migration status:
Datasets:

rre-1az3050-36 bcrl
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Summary
@ Infarmation: 1

Details

|Hast ng Storage ~

Migration Cleanup - DataMotionTestvFiler

B9 start migration @8 Upciste @ carcel @8 ctover 88 Rolback 6§ Clean up

Syste...

Conformance Results

|Expand Al

= @ Information:

Action:

&

Destroy the following volumes:

‘tre-tas3050-36 DataMationTestDatasethNFS'(E14)
rro-fas3050-36: datamotiontestnisdatasct(817)
're-tas3050-36:DatatMation TestvFiler _root(620)

Cleani, stale storace.

= Migration Status
4 Migrated, cleanup required

=

Al

Figure A-26 Cleanup options

2. After cleanup, the storage system settings change, as shown in Figure A-27.

@ Add [ setup X Destroy

Name & v IP Address

£ start migration 8% |

v IP Space

Migration Status

General
Protocols: CIFS, NFS, iSCSI
Mirrored Yes

Backup destination: No

Backup source:  No

Service status

NFS: Up
CIFS: Down
iscat Up

Host name:

IP acdress:
System status: Online
Login credentials stetus:  Good
NOWP status: Up

NDWP credentials status: Good

Hosting storage system settings
rre-fas3020-236
10.73.66.236

Figure A-27 Storage system settings display
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Network configuration
recommendations for Data
Motion

Properly configuring the storage network is of utmost importance for successful
and secure execution of Data Motion. In this section, we describe an example set
up that is implemented in accordance with the Data Motion networking best
practices.

© Copyright IBM Corp. 2010. All rights reserved. 75



76

Figure B-1 illustrates a sample set up. There are two high-availability pairs: FAS1
and FAS2 and FAS3 andFAS4. The vFiler unit called vFiler1 running on FAS1

must be migrated to FAS3 using Data Motion.

leileer —r— |4F-|er27 — e ‘wFiler ——
B 0101

: ) E} w:w u”m@) ;

| EH....‘|E_..% g |

S esE S Data Motion | €=

Figure B-1 Sample setup

The recommended method of configuring the networking on the storage systems
and the network switches for Data Motion is covered in the following steps:

Configure VIF on the N series.

Create VLAN over the VIF.

Enable the VLAN in the corresponding network switches.
Create IPSpace.

o o~ 0w Db~

the VIF.

7. Assign an IP address to the appropriate VLAN interface over the VIF.

8. Add a default route to the vFiler.

N series Data Motion

Assign the appropriate VLAN interface over the VIF to the IPSpace.
Create the vFiler unit in the IPSpace with the associated VLAN interface over



Step 1: Configuring VIF on the storage controller

For simplicity, Figure B-2 shows the connection between just one N series
storage controller and the network switches. However the same configuration
must be repeated for all of the storage controllers and the corresponding
switches.

Single Mode
second level VIF a1 a2
(secondlevelVIF}

gﬂg{t}:\ﬁz II_;\CP Multimode LACP
I first level VIF
{firstlevelVIF1) (firstievelVIF2)

2 X 1Gbps LACP
P% 2 X 1Gbps LACP

—vFiler 1= — — —— — B —vFiler2- — — — — — -

l
|

|

!

| |
|

L

Figure B-2 N series connections

In this example, the four 1 Gbps links from the storage controller to two network
switches are configured as a multilayered VIF. e1 and e2 form a first-level
multimode LACP VIF, and €3 and e4 form another. These two first-level
multimode LACP VIFs are then combined to form a second-level single-mode
VIF:

vif create lacp firstlevelVIFl —b ip el e2

vif create Tacp firstlevelVIF2 —b ip e3 ed

vif create single secondlevelVIF firstlevelVIF1 firstlevelVIF2
vif favor firstlevelVIF1
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Step 2: Creating VLAN over VIF

Two VLANSs (1 and 2) are created over the second level VIF using the following
command:

vlan create secondlevelVIF 1 2

Step 3: Enabling the VLANSs in the corresponding
network switches

78

Assuming that you are using Cisco network switches running IOS, configuration
must be made in the switch to convert the switch ports from a standard access
port to a VLAN trunked interface to support the VLAN defined.

In the switch S1, the configuration can look like this:

interface Port-channell

description LACP Channel for NetApp el-e2 2x 1Gbps LACP 802.1q Trunk
switchport

switchport trunk encapsulation dotlq

switchport trunk allowed vlan 1-2

switchport mode trunk

switchport nonegotiate

spanning-tree guard loop

spanning-tree portfast trunk

mtu 9216

interface GigabitEthernet 2/1
description NetApp el 2x 1Gbps LACP 802.1qg Trunk
switchport

switchport trunk encapsulation dotlq
switchport trunk allowed vlan 1-2
switchport mode trunk

switchport nonegotiate

spanning-tree guard loop
spanning-tree portfast trunk
channel-protocol Tacp

channel-group 1 mode active

mtu 9216

interface GigabitEthernet 2/2

description Nseries e2 2x 1Gbps LACP 802.1q Trunk
switchport
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switchport trunk encapsulation dotlq
switchport trunk allowed vlan 1-2
switchport mode trunk

switchport nonegotiate

spanning-tree guard loop
spanning-tree portfast trunk
channel-protocol Tacp

channel-group 1 mode active

mtu 9216

Step 4: Creating IPSpace

Create the IPSpace where the vFiler unit will reside:

ipspace create ipspacel

Step 5: Assigning the appropriate VLAN interface over
the VIF to the IPSpace

To assign an interface to the IPSpace:

1.

Make sure that the interface does not have a configured IP address. In the
following example, the VLAN 1 interface over the second level VIF that will be
assigned to the IPSpace is cleared in case it already has a configured IP
address.

ifconfig secondlevelVIF-1 0.0.0.0

Assign the interface to the IPSpace. In the following example, the single mode
VIF is assigned to the IPSpace that we created in step 1:

ipspace assign ipspacel secondlevelVIF-1
Check the available IPSpaces and the corresponding interfaces:

ipspace list

Step 6: Creating the vFiler unit

Create the vFiler unit in the IPSpace with the associated VLAN interface over the
VIF. Create the vFiler unit in the IPSpace just created:

vfiler create vfilerl -n -s ipspacel -i 192.168.1.10 /vol/vfilerl
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Step 7: Assigning an IP address to appropriate VLAN
interface over VIF

Configure the VLAN interface over the VIF with the IP address of the vFiler unit:
ifconfig secondlevelVIF-1 192.168.1.10 netmask 255.255.255.0

Step 8: Adding the default route to the vFiler unit

To add the default route to the vFiler unit:

1. Add the default route to the vFiler unit:
vfiler run vfilerl route add default 192.168.1.1 1
The setup looks like Figure B-3.

Single Mode
second level VIF
(secondlevelVIF)

S1 s2

Multimode LACP
first level VIF
(firstlevelVIF1)

2 X 1Gbps LACP

Multimode LACP
first level VIF
(firstlevelVIF2)

2 X 1Gbps LACH

vFiler 1
secondlevelVIF.VLAN1
IPspace1

: vFiler 2
SFIIRr 23 i s s % secondlevelVIF VLAN2Z
IPspace2

A FlEr §=: o o e e e

|

|

|

|
1 BB
|

|

Figure B-3 Adding the default route to vFiler
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Note: To create another vFiler unit in the same IPSpace, follow the same
procedure as in step 6:

vfiler create vfiler _test -n -s ipspacel -i 192.168.1.11
/vol/vfiler_test

Add the IP address of the new vFiler unit as an alias to the VLAN interface
over VIF:

ifconfig secondlevelVIF-1 alias 192.168.1.11 netmask
255.255.255.0

2. Add the default route to the second vFiler unit:
vfiler run vfiler_test route add default 192.168.1.1 1

Note: To create another vFiler unit (vFiler2) in a different IPSpace, follow a
procedure similar to steps 4 through 8 and associate the newly created
IPSpace (ipspace2) with VLAN 2 over the VIF(secondlevelVIF-2):

ipspace create ipspace?

ifconfig secondlevelVIF-2 0.0.0.0

ipspace assign ipspace2 secondlevelVIF-2

vfiler create vfiler2 -n -s ipspace2 -i 192.168.2.10 /vol/vfiler2
ifconfig secondlevelVIF-2 192.168.2.10 netmask 255.255.255.0
vfiler run vfiler2 route add default 192.168.2.1

The sample setup described in this section uses a Cisco Catalyst switch with 2 x
1Gbps multimode VIFs to the first switch and the same to a second switch with
single-mode VIF on top. Some other possibilities are:

» 2 X 10 Gbps single mode VIF for Cisco Catalyst switch
» 2 X 10 Gbps multimode VIF for Cisco Nexus switch running VPC

Steps to enable VLAN on the switch vary depending on the type of network
switch that is selected. For a Cisco Nexus switch, here is a sample configuration:

interface Port-channell
description LACP Channel for NetApp el-e2 2x 1Gbps LACP 802.1q
Trunk
switchport mode trunk
switchport trunk allowed vlan 1,2
spanning-tree port type edge trunk
spanning-tree guard loop

interface Ethernetl/1
description NetApp el 2x 1Gbps LACP 802.1q Trunk
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switchport mode trunk

switchport trunk allowed vlan 1,2
channel-group 1 mode active
spanning-tree port type edge trunk
spanning-tree guard loop

speed 10000

interface Ethernetl/2

description NetApp el 2x 1Gbps LACP 802.1q Trunk
switchport mode trunk

switchport trunk allowed vlan 1,2

channel-group 1 mode active

spanning-tree port type edge trunk

spanning-tree guard loop

speed 10000

Note: Cisco Nexus 5000 does not require an administrator to identify the
VLAN trunk encapsulation type of 802.1q because it is enabled by default.
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Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this book.

IBM Redbooks

For information about ordering these publications, see “How to get Redbooks” on
page 84. Note that some of the documents referenced here might be available in
softcopy only.

» |BM System Storage N Series SnapMirror, SG24-7260-00
» Data Protection Strategies in IBM System Storage N Series, SG24-7591-00
» IBM System Storage N series with VMware ESX Server, SG24-7636

» IBM System Storage N series and VMware vSphere Storage Best Practices,
SG24-7871

Other publications

These publications are also relevant as further information sources:
» Data ONTAP MultiStore Management Guide, GC52-1281

» IBM System Storage N series Provisioning Manager and Protection Manager
Administration Guide for Use with DataFabric Manager, GC52-1288

» IBM System Storage N series Data ONTAP 7.3 Storage Management Guide,
GC52-1277-03
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Online resources

These web sites and URLs are also relevant as further information sources:

» IBM System Storage N series and TotalStorage NAS interoperability matrixes
http://www-03.ibm.com/systems/storage/nas/interophome.html

» Support for IBM System Storage and TotalStorage products

http://www-304.1ibm.com/jct01004c/systems/support/supportsite.wss/storagesel
ectproduct?brandind=5000029&familyind=0&o1dfamily=0Support for Data ONTAP
http://www-304.1ibm.com/jct01004c/systems/support/supportsite.wss/supportres
ources?brandind=5000029&familyind=5329797&taskind=1

How to get Redbooks

You can search for, view, or download Redbooks, Redpapers, Technotes, draft
publications and Additional materials, as well as order hardcopy Redbooks
publications, at this Web site:

ibm.com/redbooks

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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