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Preface

This IBM® Redbooks® publication helps you install, configure, and use the IBM z/OS®
Management Facility (zZOSMF). z/ OSMF is a product for z/OS that simplifies, optimizes, and
modernizes the z/OS system programmer experience.

z/OSMF delivers solutions in a task-oriented, web browser-based user interface with
integrated user assistance. The goal of zZ OSMF is to improve system programmer
productivity, and make functions easier to understand and use. This improvement makes
system programmers more productive as quickly as possible with the least amount of training.
You can automate tasks, reduce the learning curve, and improve productivity through a
modern, simplified, and intuitive task-based, browser-based interface.

z/OSMF is aimed at a mixed skills workforce: It is suited to professionals who are new to z/OS
and those who are skilled in zZ/OS. Each professional has their own needs and faces their own
challenges. Novice system programmer might need to understand the “big picture” and how
procedures are done. Novices also need access to documentation about procedures and
tasks, and implement them according to the rules of the enterprise.

Experienced system programmers are familiar with tasks and procedures. Therefore, the goal
is to make their work less error-prone and easier. This goal allows them to be more productive
and contribute more to their business.

Although z/OS delivered simplification since it was introduced, zZOSMF brings a new
dimension and focus to simplification. zZ OSMF simplifies and modernizes the user experience
and helps make pertinent information readily available and easily accessible.

Authors

This book was produced by a team of specialists from around the world working at the
International Technical Support Organization, Poughkeepsie Center.

Redelf Janssen is a Client Technical Specialist at IBM Systems hardware sales in Bremen,
Germany. He holds a degree in Computer Science from the University of Bremen and joined
IBM in 1988. He is responsible for supporting IBM Z® customers in Germany. His areas of
expertise include IBM Z hardware, z/OS, Mainframe simplification, storage management, and
availability management. He has written IBM Redbooks publications about several IBM
0S/390® and z/OS releases. He was one of the authors of the first and second edition of this
publication.

Tobias Rotthove is a Senior IBM Z IT Specialist at LVM Versicherung (LVM) in Germany. He
has 10 years of experience in the mainframe environment as a systems programmer, and has
worked at LVM since April 2017. Previously, he worked at GAD eG. He holds a degree in
Computer Science from the University of Hameln. His areas of expertise include Z hardware
and operating systems, specializing in z/OS operating systems software and UNIX System
Services.
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Part 1

Introduction

This part introduces the IBM z/OS Management Facility (zZOSMF) V2R3 and provides a brief
technical overview.
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Introduction

The IBM z/OS Management Facility (zZOSMF) is a z/OS component that simplifies, optimizes,
and modernizes the z/OS system programmer experience.

z/OSMF delivers solutions in a task-oriented, web browser-based user interface with
integrated user assistance. Its focus is to improve system programmer productivity, and make
the z/OS functions easier to understand and use. The goal of zZOSMF is not to simplify IT in
an organization; the goal is to simplify certain tasks for system programmers.

The intention of ZZOSMF is to make system programmers productive as quickly as possible
with the least amount of training. This task is accomplished by automating tasks and reducing
the learning curve through a modern, simplified, and intuitive task-based and browser-based
interface.

z/OSMF is aimed at a mixed skills workforce: It is suited to professionals who are new to z/OS
and those users who are skilled in z/OS. Each professional has their own needs and faces
their own challenges.

Novice system programmer might need to understand the “big picture” and how procedures
are done. Novices also need access to documentation about procedures and tasks, and
implement them according to the rules of the enterprise.

Experienced system programmers are familiar with tasks and procedures. Therefore, the goal
is to make their work less error-prone and easier. This goal allows them to be more productive
and contribute more to their business.

Although z/OS delivered simplification since it was introduced, zZOSMF brings a new
dimension and focus to simplification. zZ OSMF simplifies and modernizes the user experience
and helps make pertinent information readily available and easily accessible.

The first release of zZOSMF was z/OSMF V1.11 and was delivered with z/OS V1.11. Since
then, a zZ OSMF release was made available with every release of z/OS, with some functional
enhancements in between releases.

This chapter provides an introduction to zZOSMF and includes the following topics:

» 1.1, “Background and rationale” on page 4
» 1.2, “IBM z/OS Management Facility environment”
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1.1 Background and rationale

An IT organization features many domains, including business management, business
development, and service management. Each of these domains has its own disciplines and
areas in which it works. Simplification is required. Organization and tools are needed, not only
in each area, but across all these areas. For z/OS Systems Management simplification, the
focus is on the system programmer.

The system programmer is a technical expert who is responsible for ensuring that the
infrastructure is available. The system programmers traditionally cover the following areas:

Installation

Configuration

Maintenance

Disaster recovery

Enabling new functions

Problem analysis

Problem analysis and determination

vVVvyYvYyvYyYvYYyvyYyYy

These areas share the goal of ensuring that the system is available and running correctly.

Currently, no central system management portal for z/OS is available, and the many
interfaces that are available are unfamiliar to users who are new to z/OS. In many cases,
many manual tasks are available that require the review of extensive documentation and the
possession of years of z/OS experience to be productive.

For more information about some of the challenges that are faced by new and experienced
systems programmers regarding zZOSMF, see 1.1.1, “Challenges for novice system
programmers” and 1.1.2, “Challenges for experienced system programmers”.

1.1.1 Challenges for novice system programmers

Novice system programmers face the following challenges:

Learning problem analysis and management

Getting the “big picture”

Gaining organizational knowledge

Finding the correct product documentation

Getting enough of the correct experience

Dealing with unfamiliar concepts and tools

Dealing with tasks that require detailed knowledge of command syntax and formats
Gaining the trust of more experienced colleagues

vyVVyVYyVYVYYVYYvYYyYy

1.1.2 Challenges for experienced system programmers

4

An experienced system programmer is faced with the following challenges:

Too little time and too many tasks with fewer people

Must be more productive

Aging workforce (people are retiring)

Time and knowledge must span across many products and platforms

vyvyyy
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1.2 IBM z/OS Management Facility environment

z/OSMF runs on the z/OS system and it manages z/OS from within z/OS. z/ OSMF is a Web
2.0-based application on z/OS with direct access to z/OS data and information, and a secure
browser interface from the workstation. zZOSMF contains the GUIs and the application code.
Everything is installed on the z/OS server with no client-side installation requirements.

The applications use the Dojo framework and JavaScript for the GUIs. This application stack
communicates with z/OS components as needed for that particular task. It always uses the
z/OS System Authorization Facility for authentication and authorization.

This section includes the following topics:

» Updating the IBM z/OSMF package

» Information to assist you in getting started after zZOSMF is installed and configured
» z/OSMF V2R3 functions and z/OSMF in a monoplex or sysplex environment

» zIIP usage

1.2.1 IBM z/OS Management Facility package update

z/OSMF V2R3 includes the IBM WebSphere® Application Server for z/OS V8.5 Liberty
profile, which features a composable, smaller run time that can be embedded in the
application. WebSphere Application Server for z/OS V7.0 OEM Edition, which was packaged
with the former version of zZOSMF, required separate configuration and application
deployment.

The new z/OSMF V2R3 package includes the runtime embedded, which means easier
configuration, a smaller footprint, reduced resource requirements, and faster starting and
stopping of the server. You use the Java Runtime 8 64-bit version that is installed on your
z/OS system.

1.2.2 Getting started

After zZOSMF is set up, configured, and started on a system, the user can browse to the URL
for the z OSMF instance, which is basically the host name, secure port, and context root for

z/OSMF. The z/OSMF Welcome window and login pane opens. The zZOSMF Welcome page
is for non-authenticated users. This window can be modified to provide users with information
that they must read before logging in to ZZOSMF, such as instructions that are specific to your
company. You also can add a small image or graphic, such as your company logo. After the
guest user authenticates, the Welcome page is replaced with the standard zZOSMF Welcome

page.

The non-authenticated zZOSMF Welcome window, which is modified to add a header, footer,
and graphic, is shown in Figure 1-1 on page 6. The navigation pane with the login at the top is
shown in the left side of the window. The large center pane is where the tasks open. The only
function that you can perform in this window is logging in. To log in, you need a valid z/OS
user ID that is defined and enabled for zZOSMF. z/OSMF can use IBM RACF® or equivalent
security products.
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Figure 1-1 Login window

After you are logged in, you can see the available categories and tasks under these
categories in the Navigation pane. Because z/ OSMF supports role-based authorization, a
user sees only the tasks that the user is authorized to access.

z/OSMF supports SAF-based authentication and the standard granular z/OS level
authorization. During the installation and configuration of zZOSMF, you can enable only the
functions in ZZOSMF that you want to use.

1.2.3 zZ/OSMF V2R3 functions

6

z/OSMF V2R3 provides new and improved packaging, configuration, and functions to further
enhance the z/OS management experience.

z/OSMF provides various categories with tasks and some core or basic functions. It features
the following categories:

>

>

Cloud Provisioning, which includes Resource Management and Software Services tasks

Configuration, which includes the Configuration Assistant task for configuring the
communication server

Consoles, which features the z/OS Operator Consoles task
Jobs and Resources, includes has the SDSF task

Links, which includes several tasks
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Performance, which includes the following tasks:

Capacity Provisioning
System Status
Resource Monitoring
Workload Management

Problem Determination, which features the Incident Log task
Software, which includes the Software Management task
Sysplex, which includes the Sysplex Management task
z/OS Classic Interfaces, which includes the ISPF task
z/OSMF Administration, which features the following tasks:

— Application Linking Manager
— Import Manager

— Links

— Usage Statistics

z/OSMF Settings, which features the following tasks:

— FTP Servers

— General Settings
— Notification Settings
— SDSF Settings

— Systems

Chapter 1. Introduction
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Some core functions also are always available, such as the Welcome pane with links to
z/OSMF documentation, and the new Workflow and Notifications function. The categories are
listed in alphabetical order. The post-login window is shown in Figure 1-2.
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Figure 1-2 z/OSMF post-login welcome window

Tasks and functions summary
In this section, we summarize the tasks and functions of zZOSMF.

Resource Management and Software Services

This section describes the zZOSMF tasks that you can use to perform software provisioning
for IBM Cloud™ Provisioning and Management for z/OS when the appropriate plug-ins are
installed. These tasks include creating instances of IBM middleware, such as IBM CICS®),
IBM DB2®, IBM Information Management System (IMS™), IBM MQ, and IBM WebSphere
Application Server, and creating middleware resources, such as IBM MQ queues, CICS
regions, and DB2 databases.

Configuration Assistant

This task provides the simplified configuration and setup of TCP/IP policy-based networking
functions. Important changes were made to the user experience in zZOSMF V2R3 with
workflows to perform some of the tasks.
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z/0S Operator Consoles

The SDSF task of zZOSMF allows you to see key summary information about your sysplex,
work with objects (such as jobs and data sets), check for IBM z/OS Health Checker, and issue
system commands. A graphic summary of message activity also is available. With IBM
Knowledge Center for z/OS (KC4Z2), the z/OS Operator Consoles task makes documentation
available for a message by hovering the mouse pointer over a message that is displayed on
the console view.

SDSF

The SDSF task of zZOSMF provides key summary information about your sysplex. It also
allows you to work with objects, such as jobs and data sets, check for IBM z/OS Health
Checker, and issue system commands.

Links

This task provides a common starting point for accessing resources that are beyond the IBM
z/0OS Management Facility, such as product links or website URLs. Some links are predefined
in the product. Administrators can define more links to share commonly used resources for
their installation.

Capacity Provisioning
This task manages Capacity Provisioning Manager (CPM) connections, capacity provisioning
domains, active configuration, and policies.

Workload Manager Policy Editor

This task facilitates creating and editing workload manager (WLM) service definitions,
installing WLM service definitions, and activating WLM service policies with preferred
practices checks that are built in to the policies.

System Status and Resource Monitoring dashboards

The z/OSMF Resource Monitoring application provides integrated performance monitoring of
z/OS sysplexes, Linux for IBM z Systems®, Linux for IBM System x, IBM AIX®, and Windows
images in your environment. This task can be used if you enabled the IBM Resource
Measurement Facility™ (IBM RMF™) feature, which is available for a fee on one of the
systems in your enterprise.

Incident Log task

This task helps system programmers with problem data management tasks. It also provides
experienced teams with procedural advantages through an incident log summary and
detailed views of z/OS memory dump incidents.

The Incident Log provides a consolidated list of IBM SVC memory dump-related problems,
along with information and diagnostic data that is captured with each incident. It also
facilitates sending the data for further diagnostic tests through use of a wizard.

Software Management task

This task provides IBM recommended preferred practices to make installed software
deployment simpler and safer on local or remote systems for IBM or non IBM software. It also
enables management reporting of software service levels and product levels.

Sysplex Management

The Sysplex Management task allows you view sysplex resources. You can view sysplexes
and systems in a sysplex. You can view physical configurations, such as coupling facilities
and LPARs, and logical resources, such as couple data sets and coupling facility structures.
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Graphical views help you to visualize the topology of your sysplex. From the graphical view,
you can drill down to see more information.

Z/0OS Classic Interfaces with ISPF task

Introduced in zZ OSMF V1.13, this task provides the ISPF application as a 3270 environment
through the web interface, which enables you to work with ISPF functions from a browser
interface without requiring a 3270 emulator session. In addition, it enables ISPF applications
to be URL addressable, which makes it eligible for cross-application linking and starting
through the application linking interface. It also supports multiple panes and tabs. Users can
have multiple sessions in TSO and web browser simultaneously by enabling profile sharing.

Z/OSMF Administration

This task provides the dynamic addition of links to non-z/OSMF resources for the Links
category or for any other zZOSMF category. In also includes the application linking manager,
which provides the GUI interface for defining application linking events and handlers for
cross-application linking across z/ OSMF and non-z/OSMF applications or between z/OSMF
applications.

z/OSMF also provides RESTful interfaces (APIls) to accomplish the application linking
function. The Usage Statistics task provides administrators with options for collecting usage
statistics about zZ OSMF.

Z/OSMF Settings

This task provides the tasks to define FTP servers and systems. FTP servers are used by the
Incident Log, Software Management, and Sysplex Management tasks. The zZOSMF Settings
task allows the definition of other systems that zZOSMF can communicate with through the

Software Management task, with the possibility of being used by other functions in the future.

By using the zZOSMF notification framework, users can send different forms of notifications to
multiple recipients. These definitions are set in this section. The task SDSF Settings is used

to define logon definitions for the SDSF plug-in. The customization of the Welcome Page and
saving diagnostic data in case of a failure can be done with the task General Settings.

Other

At the upper right of the window, a drop-down question mark is available with an About tab
that provides more information about the release and service level for zZOSMF. A Help tab
also is includes with which a user can access online help to zZOSMF.

z/OSMF provides detailed online help for all the functions and messages. A Help button in the
upper right corner of every pane opens the embedded help. This feature can be though of as
the z OSMF user’s guide.

1.2.4 z/OSMF in a monoplex or sysplex

10

An instance of zZOSMF can manage only one local system or a sysplex. Multiple users can
log in to the same instance of zZOSMF from separate workstations or browsers. Based on
customer feedback, the expectation is to support up to 50 concurrent users that are
simultaneously logged in and actively working and driving functions at the same time,
although many more can be authorized to work with zZOSMF.

Although only one z/OSMF instance can be active in a sysplex at any time by using the same
configuration and the same z/ OSMF data repository, more instances can be created, such as
for test or service update, or backup.
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However, these other instances should not be actively managing the systems at the same
time (such as working on the same incident concurrently from two separate instances of
z/OSMF) or using the same data repository. These other instances must be unique, which is
enforced by z/OS through global enqueues.

If you multiple sysplexes are available, you can manage more sysplexes in your enterprise
from a single client system by opening new browser windows (or tabs) and logging in to the
z/OSMF instance that is installed on those sysplexes (one browser per system or sysplex). A
z/OSMF instance must be active on every sysplex that you want to manage by using this
interface.

In the case of Software Management, you can manage software across all of the z/OS
sysplexes from one the primary zZOSMF. This primary zZOSMF communicates with all the
other zZOSMF instances as needed to help manage the software on those systems or
sysplexes.

1.2.5 zIlIP usage

As of z/OS V1.11, z/OS CIM server processing (including the CIM server and CIM provider
workloads) can run on the IBM System z® Integrated Information Processor (zIIP). Other
CIM-related workloads (such as CIM client and CIM-enabled resource systems processing)
are not eligible for zIIP. Because parts of zZOSMF V2R3 use the z/OS CIM Server, this
workload is also eligible for the zIIP.

The z/OSMF application is written in Java and is eligible for IBM z Integrated Information
Processor (zIIP).

Chapter 1. Introduction 11
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Overview and architecture

This chapter provides an overview of z/OS Management Facility (zZOSMF) and its

architecture. It also introduces the components that are necessary to run zZOSMF on z/OS.

This chapter includes the following topics:

2.1, “Overview” on page 14

2.2, “IBM WebSphere Liberty profile” on page 14
2.3, “Common Information Model server” on page 15
2.4, “Common Event Adapter” on page 18

2.5, “System REXX” on page 18

2.6, “Other z/0OS components” on page 19

vyvVyVvyVvYyYyvyy
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2.1 Overview

z/OSMF is a web-based solution, with which you can connect to zZOSMF by using a browser
through a secure connection. zZOSMF provides the framework to a z/OS system, with which
you can perform selected traditional functions from the GUI, along with new functions that are
only available with zZOSMF.

The basic architecture of zZOSMF is shown in Figure 2-1. The components are described

later.
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*DOJO/Java *Other
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+ z/OSMF V2R3 is supported on z/0OS V2R3

z/OSMF uses industry standard technology like DOJO, JavaScript, JAVA
(JAVA eligible for offload to specialty engine)

z/OSMF communicates with security server on z/0S and other components as needed

Figure 2-1 z/OSMF architecture

Because the z/ OSMF application is written in Java, it can run on a System z Application
Assist Processor (zAAP). If your installation includes System z systems, you can use the
ZAAP on zIIP facility.

2.2 IBM WebSphere Liberty profile

14

The WebSphere Liberty profile provides the runtime environment that zZ OSMF uses as an
application server. Before zZOSMF V2R1, the application server was IBM WebSphere
Application Server OEM Edition for z/OS.

IBM WebSphere Application Server OEM Edition for z/OS is a separate FMID that is included
with z/OSMF that must be configured before you deploy the zZOSMF application. It is a
WebSphere Application Server for z/OS package that is built to deploy certain stand-alone
applications, such as zZOSMF. Before zZ OSMF V2R1, an existing version of WebSphere
Application for zZZOSMF was not used; instead, IBM WebSphere Application Server OEM
Edition for z/OS was used.
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Although IBM WebSphere Application Server OEM Edition for z/OS is built for the zZ/OSMF, it
still includes the footprint of a full WebSphere Application Server. The DASD and processor
requirements are significant, and the IBM WebSphere Application Server OEM Edition for
z/OS must be configured on its own.

IBM WebSphere Application Server OEM Edition for z/OS is larger than required for zZ OSMF.
Not only does it require a large DASD footprint (1.1 GB - 2 GB), it features a large memory
footprint (approximately 2 GB) and high resource consumption (approximately 120 MIPS).
This situation made z/OSMF non-viable for small or medium customers, which are the
customers for which it is largely intended.

The Liberty profile addresses these issues and reduces the complexity of the installation and
resources that are required to run zZOSMF. The Liberty profile is a simplified, lightweight
development and application runtime environment that has includes following features:

» Itis simple to configure. The configuration is read from a single XML file with
text-editor-friendly syntax.

» Itis dynamic and flexible. The runtime loads only what your application needs and
recomposes the runtime in response to configuration changes.

» Itis fast. The server starts in under 5 seconds with a basic web application.

The Liberty profile is built by using Open Services Gateway Initiative (OSGi) technology and
concepts. The specific nature of the runtime relies on the dynamic behavior that is inherent in
the OSGi Framework and Service Registry.

As bundles are installed to or uninstalled from the framework, the services each bundle
provides are added or removed from the service registry. The addition and removal of
services cascades to other dependent services. The result is a dynamic, composable runtime
that can be provisioned with only what your application requires and responds dynamically to
configuration changes as your application evolves.

The Liberty profile features the following estimates:

» Faster startup (less than 5 seconds)

» Reduced memory requirement

» A package footprint of approximately 300 MB

» A memory requirement of approximately 1 GB (previously, IBM WebSphere Application
Server OEM Edition for z/OS required 2 GB)

Previously, maintenance was applied to IBM WebSphere Application Server OEM Edition for
z/0OS, and the z OSMF components and special actions were required to activate the zZ OSMF
maintenance. Since z/OSMF V2R1, this step is no longer required and only the normal
SMP/E RECEIVE/APPLY and restart of zZ OSMF is required.

2.3 Common Information Model server

Common Information Model (CIM) is an open standard that is used for system management.
It defines the exchange of management information between managed elements, such as
systems, networks, applications, and services.

T For more information, see WebSphere Application Server Liberty Profile Guide for Developers, SG24-8076
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CIM offers you a set of standards that were defined by the Distributed Management Task
Force (DMTF). The DMTF is also part of the Web Based Enterprise Initiative (WBEM). These
standards define a conceptual model that represents I/T resources.

CIM is platform-independent and works in a technology-neutral way. The CIM specification is
the core of the CIM technology. It defines the formal rules for modeling and a data model that
describes the resources of the enterprise. (IBM is a member of the DMTF board.)

For more information about DMTF, see the Distributed Management Task Force website.

CIM consists of the following items:
» Meta model

The meta model describes object-oriented modeling and composition features. It supports
schemas, classes, associations, instances, properties, methods, and qualifiers. It also
provides features, such as inheritance, method override, and associations.

» Core schema

The core schema contains the essential base classes for system management. Available
classes include ManagedElement, System, LogicalDevice, Product, Configuration, and
Setting.

» Various schemas for specific disciplines
Discipline-oriented schemas include Application, Device, Event, System, and Network.

CIM uses an UML-like, object-oriented data model to describe resources and their
relationships.

z/0OS used CIM as an element since Version 1.7. For z/OS V1.12, the CIM server is based on
the OpenPegasus CIM server implementation V2.10. CIM also provides a new version of its
schema (Version 2.22). For more information about OpenPegasus, see the OpenPegasus
page of the Open Group website.

The architecture of CIM with the server and its repository with the schemas are shown in
Figure 2-2 on page 17. Client applications can connect to the server by using CIMXML
through the HTTP or HTTPS protocol. zZOSMF uses the Binary CIM client for communicating
with the local system.
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Figure 2-2 CIM overview

z/OSMF uses the application server to connect to the CIM server through the CIM client and
its API. The Incident Log application starts a CIM provider to communicate with the z/OS
Common Event Adapter (CEA) component. In addition, RMF and WLM use the CIM interface
through a CIM provider. For more information about CEA, see 2.4, “Common Event Adapter”
on page 18.

Starting with z/OS V1.11, the z/OS CIM server can run on a System z Integrated Information
Processor (zlIP), which includes CIM server and CIM provider workloads.
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2.4 Common Event Adapter

The CEA enables CIM providers and other internal z/OS C clients to identify, receive, and
process the selected z/OS events. The CEA enables a z/OS UNIX System Services program
to receive an asynchronous event through a socket.

The CEA also allows a z/OS UNIX program to subscribe to older types of events, such as
WTOs (operator messages) and ENFs (asynchronous program events), and provides a
facility for component-specific program events. Think of CEA as a bridge from z/OS BCP
events to the z/OS UNIX System Services environment.

CEA is part of base z/OS. Its address space is started automatically during an IPL of a z/OS
system.

CEA features the following modes of operation:

» Full function: In this mode, both internal z/OS components and clients, such as CIM
providers, can use CEA indication functions.

» Minimum: In this mode, only internal z/OS components can use CEA indication functions.

Note: zZOSMF requires that you run CEA in full function mode.

For more information, see z/OS Planning for Installation, GA32-0890, which is available at
IBM Knowledge Center.

2.5 System REXX

18

System REXX is a z/OS component that allows REXX execs to be run outside of conventional
TSO/E and batch environments. It is part of base z/OS and was first introduced with z/OS
V1.9.

The System REXX environment provides a function package that allows a REXX exec to start
system commands and return results back to the exec in various ways. System REXX execs
can be started through an assembly language macro interface (called AXREXX) or through
an operator command.

z/OSMF uses SYSREXX execs to perform System Management tasks. These execs are
stored in the SYS1.SAXREXEC data set. SYSREXX is used during incident management.

SYSREXX is also started automatically at IPL with an address space name of AXR. Tasks
are created with AXRnn.

For more information, see z/OS MVS Programming: Authorized Assembler Services Guide,
SA23-1371.
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2.6 Other z/0OS components

In addition to the basic components that were described in this chapter, you need the
following components to enable zZOSMF and its components:

» z/OS Communications Server

You must have your z/OS Communications Server TCP/IP stack configured to connect to
z/OSMF through IBM WebSphere Application Server OEM Edition for z/OS through your
browser. In TCP/IP, you must reserve several ports to handle this communication.

» z/OS Security Server

You need a security product to use zZOSMF, which can be Resource Access Control
Facility (RACF) or a comparable product. z/OS resources that you want to manage with
z/OSMF are secured by using the appropriate profiles in RACF.

Since z/0S V1.12, zZOSMF secures the access to its tasks by using a role-based concept.
You must ensure that the users that you define in zZOSMF are also defined as RACF users
in z/OS.

» System Logger

System Logger is a z/OS component that provides a logging capability for applications that
are running in a single-system sysplex (monoplex with Coupling Facility) or multi-system
environment (IBM Parallel Sysplex® with Coupling Facility). The advantage of System
Logger compared to application-specific logging is that System Logger is responsible for
the handling of logs. It runs in is own address space and is automatically started at IPL.

Depending on your type of sysplex, use the following System Logger configurations:
» Coupling Facility that is based log streams

These log streams are used for installations in which a Parallel Sysplex is running.
» DASD-only log streams

Use DASD-only log streams for your applications when your system runs as a monoplex
without a Coupling Facility.

Note: For the purposes of this book, it is assumed that System Logger is set up in your
environment. However, if you plan to use incident management within zZOSMF, you must
define log streams for diagnostic snapshots. These log streams are used for Operlog
snapshots and LOGREC snapshots. If you cannot set up System Logger for any reason,
you can still get log snapshots of SYSLOG and LOGREC data sets.
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Part 2

Installation

This part provides planning, installation, and customization guidance for deploying z/OS
Management Facility.

© Copyright IBM Corp. 2018. All rights reserved.
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Planning and prerequisites

This chapter provides information about planning, prerequisites, and the postinstallation tasks
that are required to activate and run the z/OS Management Facility (zZOSMF).

This chapter describes the pre- and post-requisite work that is required to enable plug-in
functions. Although you can install the various plug-ins into zZOSMF, certain plug-ins require
extra system configuration before you can use their intended functions. Each section in this
chapter describes the requirements of a plug-in or a component that is required by multiple
plug-ins or by the zZOSMF core.

The configurations of z/OS system components that are required to use z OSMF plug-ins,
such as z/OS Cloud Provisioning, Incident Log, and RMF, also are described in this chapter.

This chapter includes the following topics:

3.1, “Changes in zZOSMF V2R3” on page 25
3.2, “Target system requirements” on page 25
3.3, “2Z/OSMF core and plug-in requirements” on page 28
3.4, “Browser currency” on page 30

3.5, “Notifications task” on page 30

3.6, “Workflow Editor” on page 31

3.7, “Workflow task” on page 31

3.8, “Cloud Provisioning” on page 32

3.9, “Configuration Assistant task” on page 36
3.10, “2/OS Operator Consoles” on page 36
3.11, “Jobs and Resources task” on page 40
3.12, “Links” on page 42

3.13, “Performance” on page 43

3.14, “Problem Determination task” on page 50
3.15, “Software Management task” on page 59
3.16, “Sysplex” on page 61

3.17, “2/OS Classic Interfaces” on page 67
3.18, “Application Linking Manager task” on page 68
3.19, “Links task (managing)” on page 68

3.20, “FTP Servers task” on page 69

3.21, “Systems task” on page 69

3.22, “Common Information Model” on page 69

VYYVYYYYYYYYYYVYVYVYVYVYVYYVYYYyYy
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3.23, “Common event adapter” on page 71

3.24, “System REXX” on page 73

3.25, “Plug-in installation options” on page 75

3.26, “Planning for zZOSMF communication between sysplexes” on page 76

vyvyyy
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3.1 Changes in zZZOSMF V2R3

z/OSMF becomes more important for the operational aspects of z/OS. Because of this
importance, zZOSMF V2R3 is by default, automatically started during IPL of a system. The
name of this function is called ZZOSMF autostart. The intent of this function is to give you
access to zZOSMF as soon as possible after an IPL.

z/OSMF V2R3 is managed by the WebSphere Liberty profile, which provides an application
server runtime environment for zZOSMF.

z/OSMF is a set of web applications that is hosted on your z/OS system. Depending on the
task to be performed, zZOSMF interfaces with other zZOS components to offer a simplified
interface for performing tasks. These components make up the environment that is necessary
for using the z/ OSMF functions.

Note: zZOSMF does not provide a separate client installation. You must provide a
compatible browser to access the zZ OSMF web application.

An installation of zZOSMF includes the following software:
» z/OSMF server.

» WebSphere Liberty profile, which provides the application server runtime environment for
z/OSMF.

» A set of optional, system management functions or plug-ins, which you can enable when
you configure z OSMF.

» Technologies for serving the web browser interface, such as JavaScript and Dojo.

3.2 Target system requirements

This section describes the system requirements for configuring z/OSMF.

3.2.1 Operational requirements

Before you configure zZOSMF, you must ensure that IBM 64-bit SDK for z/OS, Java
Technology Edition, Version 8 (program number 5655-DGH) is installed and operational on
your system. For more information about the required PTFs, see z/ZOS Program Directory
V2.3.0, GI11-9848.

3.2.2 System requirements

Ensure that your target system includes the following resources:

» One CPU resource that is equivalent to a processor with a processor capacity index (PCI)
of at least 45.

» The z/OSMF server requires a minimum of 4 GB of system memory to be configured.
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3.2.3 Preventive Service Planning
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Before you install zZOSMF, ensure that you review the current Preventive Service Planning
(PSP) information. The PSP Buckets maintain current lists of any recommended or required
service for the installation of this package.

This service includes software PSP information that contains HIPER and required PTFs
against the base release. Although software, hardware, and functional PSP Buckets might
overlap, review all of the services that apply to zZOSMF to ensure that you identify all the
known services that are required.

If you obtained z/OSMF as part of an IBM Custom-Build Product Delivery Offering (CBPDO),
HOLDDATA is included. If the CBPDO for z/ OSMF is older than two weeks by the time you
install the product materials, obtain the latest PSP Bucket information from the Preventive
Service Planning buckets page of the IBM Support website.

Search for Upgrade ZOSV2R3, and Subset ZOSMF.

You can also use IBM S/390® SoftwareXcel or contact the IBM Support Center to obtain the
latest PSP Bucket information. For more information about program support, see the IBM
Software Support website.

PSP Buckets are identified by UPGRADESs, which specify product levels, and SUBSETSs,
which specify the FMIDs for a product level. The UPGRADE and SUBSET values for zZOSMF
are listed in Table 3-1.

Table 3-1 Preventive Service Planning

UPGRADE SUBSET Description

ZOSV2R3 ZOSMF Installation Information for
z/OSMF Version 2, Release 3,
Modification 0.

Fixcat

SMP/E fix categories (FIXCAT) can also be used to identify required maintenance. The
available FIXCATSs are listed in Table 3-2.

Note: z/ OSMF is integrated into z/OS since V2R2. Therefore, a FIXCAT is no longer
dedicated to zZOSMF. Instead, use z/OS related FIXCATs. For more information about fix
categories and up-to-date listings, see the IBM Fix Category Values and Descriptions page
of the IBM IT infrastructure website.

Table 3-2 FIXCAT categories for z/0S V2R3

FIXCAT category Description

IBM.Coexistence.z/OS.V2R3 Fixes that allow z/OS V2.1 and z/OS V2.2 to
coexist with, and fallback from, z/OS V2.3.

IBM.TargetSystem-RequiredService.z/OS.V2R3 | Fixes required on other IBM products to allow
them to run on z/OS V2.3.
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SMP/E examples

You can use the sample JCL code that is shown in Example 3-1 to retrieve HOLDDATA with
SMP/E RECEIVE ORDER to download it automatically.

Example 3-1 RECEIVE ORDER to download electronically SMP/E Receive Order

//jobname JOB ...

//RECEIVE EXEC PGM=GIMSMP

//SMPCSI DD DSN=SMPE.GLOBAL.CSI,DISP=SHR
//SMPNTS DD PATH='/u/smpe/smpnts/',PATHDISP=KEEP
//SMPOUT DD SYSOUT=*

//SMPRPT DD SYSOUT=* //SYSPRINT DD SYSQUT=*
//SMPCNTL DD *

/*

SET BOUNDARY (GLOBAL) .

RECEIVE HOLDDATA

ORDER( /* Place an order for service */
ORDERSERVER (ORDRSRVR)

CLIENT(MYCLIENT)

CONTENT (

HOLDDATA))

//ORDRSRVR DD *

/*

<ORDERSERVER
url="https://eccgw0l.boulder.ibm.com/services/projects/ecc/ws/"
keyring="MRWKYRNG"

certificate="SMPE Client Certificate">

</ORDERSERVER>

//MYCLIENT DD *

<CLIENT
javahome="/usr/1pp/java/J8.0"
classpath="/usr/1pp/smp/classes"
</CLIENT>

After the HOLDDATA is received, you can then use the REPORT MISSINGFIX to generate
missing PTFs for selected FIXCATSs.

The REPORT MISSINGFIX sample that is shown in Example 3-2 creates a report to list the
PTFs that are installed and the PTFs that are missing in the CSI. A SYSPUNCH DD statement is

generated that contains the RECEIVE ORDER statements to order the missing PTFs

electronically.

Example 3-2 REPORT MISSINGFIX

/181
/1*

EXEC PGM=GIMSMP

//SMPCST DD DISP=SHR,DSN=DSN=SMPE.GLOBAL.CSI

/1*

//SMPCNTL DD *

SET BOUNDARY (GLOBAL) .
REPORT
MISSINGFIX
ZONES  (
TARGTCSI
)
FIXCAT(
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IBM.Coexistence.z/0S.*
IBM.TargetSystem-RequiredService.z/0S.*
)

3.3 zZ/OSMF core and plug-in requirements

The z/OSMF core or a plug-in might require extra configuration to make a particular task fully
functional. These configuration changes can be more security authorizations to allow zZ OSMF
users to access the required resources on the z/OS images, enable or modify a zZ/OS
component, or make configuration changes to system settings.

The z/OSMF tasks, their associated plug-in (or whether the task is part of the zZ OSMF core
installation), prerequisites for full functioning, and whether any other setup is required beyond

the plug-in installation to fully use the task are listed in Table 3-3.

Table 3-3 Task requirements

Task z/OSMF Core or | Prerequisites Setup that is
plug-in required beyond
z/OSMF
configuration
Notifications Core None None
Workflow Editor Core None None
Workflows Core None None
Cloud Cloud Portal and | None Security, TCP/IP,
Provisioning Cloud middleware
Provisioning components like
CICS, DB2
Configuration Configuration z/OS Communication Server Policy None
Assistant Assistant Based Networking
z/OS Operator z/OS Operator Common event adapter (CEA) None
Consoles Consoles
Jobs and IBM SDSF IBM SDSF must be licensed Yes, security
Resources protection for
SDSF functions
Links Core None None
Capacity Capacity » Provisioning Manager Yes
Provisioning Provisioning » CIM server
Resource Resource » Resource Monitoring Facility Yes
Monitoring Monitoring (RMF)
» RMF Distributed Data Server
System Status Resource » Resource Monitoring Facility Yes, if more
Monitoring (RMF) systems are to be
» RMF Distributed Data Server monitored
Workload Workload CIM Server Yes
Management Management
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Task z/OSMF Core or | Prerequisites Setup that is
plug-in required beyond
z/OSMF
configuration
Problem Incident Log » CIM server Yes
Determination » System Logger
» CEA
» System REXX
» Automatic Dump Data Set
allocation
» Dump Analysis and Elimination
» Sysplex Dump Directory
» AMATERSE utility
Software Software SMP/E None
Management Deployment
Sysplex Sysplex » CEA Sysplex setup
Management » Base Control Program internal (canbe Monoplex
interface (BCPii) or Sysplex)
z/OS Classic ISPF CEA Yes
Interfaces
Application Core None Optional
Linking Manager
Links (manage) Core None Optional
FTP Servers Core None Optional
Systems Core None Yes, to add
z/OSMF
instances

The sections that follow provide a brief summary, implementation overview, and
considerations for any other setup that is required to use the tasks. For more information
about any pre- or postinstallation requirements, see the IBM z/OS Management Facility
Configuration Guide Version 2 Release 1, SA38-0657.

The prerequisites and postinstallation requirements for each plug-in that you want to activate
on your z OSMF system are described next. Some prerequisites are common to several
plug-ins. z/OS system includes the following common prerequisites:

» CIM

» Common event adapter (CEA)

» System REXX

You must have IBM 64-bit SDK for z/OS, Java Technology Edition, V8 (Program number
5655-DGH) installed on your z/OS systems. It is shipped with z/OS Version 2 Release3.
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3.4 Browser currency

z/OSMF features a web browser-based user interface. When you use z/ OSMF on your
workstation, you must ensure that you use supported web browsers.

The supported web browsers and workstation platforms with zZOSMF Version 2 Release 3
are listed in Table 3-4.

Table 3-4 Supported browsers and workstation platforms for zZ OSMF Version 2 Release 3

Browser type Windows 7 Windows 8 Pro, Windows 10 Pro,
Desktop Desktop

Internet Explorer 11 Yes Yes No

Edge No No Yes

Firefox ESR 52 or later | Yes Yes Yes

3.5 Notifications task

The Notifications task is installed as part of the zZOSMF core installation. No specific
prerequisites must be met for this task’s usage.

Notifications are used by the Workflows task to inform other zZOSMF users about work that is
assigned to them. You can use this technique in the following variations:

» In z/OSMF, by using your user ID
» Specifying an email address
» By using mobile devices

Depending on the technique you want to use, you must specify the appropriate settings in the
Notifications task.

3.5.1 System prerequisites

No system prerequisites exist to use Notification task.

3.5.2 Security
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When you plan to set up Notification task, ensure that you apply the RACF commands that
are shown in Example 3-3 from SYS1.SAMPLIB (IZUSEC) to your RACF database.

Example 3-3 RACF commands for Notifications task

RDEFINE ZMFAPLA IZUDFLT.ZOSMF.NOTIFICATION.SETTINGS UACC(NONE)

RDEFINE ZMFAPLA IZUDFLT.ZOSMF.NOTIFICATION.SETTINGS.ADMIN UACC(NONE)

RDEFINE ZMFAPLA IZUDFLT.ZOSMF.NOTIFICATION.MODIFY UACC(NONE)

PERMIT IZUDFLT.ZOSMF.NOTIFICATION.SETTINGS CLASS(ZMFAPLA) +
ID(IZUUSER) ACCESS(READ)

PERMIT IZUDFLT.ZOSMF.NOTIFICATION.MODIFY CLASS(ZMFAPLA) +

ID(IZUUSER) ACCESS(READ)

PERMIT IZUDFLT.ZOSMF.NOTIFICATION.SETTINGS CLASS(ZMFAPLA) +
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ID(IZUADMIN) ACCESS(READ)
PERMIT IZUDFLT.ZOSMF.NOTIFICATION.SETTINGS.ADMIN CLASS(ZMFAPLA) +
ID(IZUADMIN) ACCESS(READ)
PERMIT IZUDFLT.ZOSMF.NOTIFICATION.MODIFY CLASS(ZMFAPLA) +
ID(IZUADMIN) ACCESS(READ)
SETROPTS RACLIST(ZMFAPLA) REFRESH

3.5.3 Postinstallation

No postinstallation tasks are required.

3.6 Workflow Editor

The Workflow Editor is a browser-based tool that is used to create and modify XML-based
workflows. It helps you simplify your work by not natively coding XML code. It is installed as

part of the zZOSMF core installation. It was introduced in ZZOSMF V2R2 during continuous
delivery.

3.6.1 System prerequisites

No system prerequisites must be met to use this task.

3.6.2 Security

When you plan to set up Notification task, ensure that you apply the RACF commands that
are shown in Example 3-4 from SYS1.SAMPLIB (IZUSEC) to your RACF database.

Example 3-4 RACF command for Workflow Editor task

RDEFINE ZMFAPLA (IZUDFLT.ZOSMF.WORKFLOW.EDITOR) UACC(NONE)

PERMIT IZUDFLT.ZOSMF.WORKFLOW.WORKFLOW.EDITOR CLASS(ZMFAPLA) +
ID(IZUUSER) ACCESS(READ)

SETROPTS RACLIST(ZMFAPLA) REFRESH

3.6.3 Postinstallation

No postinstallation tasks are required.

3.7 Workflow task

The Workflow task is installed as part of the zZOSMF core installation. No specific
prerequisites must be met to use this task.

To create a workflow, the user requires read access to the workflow definition file, which can
be in a cataloged z/OS data set or UNIX System Services file system.
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Authors of new workflows (those creating XML files) that are used by others require write
access to the cataloged z/OS data set or UNIX System Services directory where the workflow
is stored.

If a workflow involves any job submission, the user that is submitting the job from z/ OSMF
requires the appropriate access authority for any resources that are required by the job.

3.7.1 System prerequisites

No system prerequisites must be met to use the Workflows task.

3.7.2 Security

When you plan to set up Workflows task, ensure that you apply the RACF commands that are
shown in Example 3-5 from SYS1.SAMPLIB (IZUSEC) to your RACF database.

Example 3-5 RACF commands for Workflows task

RDEFINE ZMFAPLA IZUDFLT.ZOSMF.WORKFLOW.WORKFLOWS UACC (NONE)

RDEFINE ZMFAPLA IZUDFLT.ZOSMF.WORKFLOW.ADMIN UACC(NONE)

PERMIT IZUDFLT.ZOSMF.WORKFLOW.WORKFLOWS CLASS(ZMFAPLA) +
ID(IZUUSER) ACCESS(READ)

PERMIT IZUDFLT.ZOSMF.WORKFLOW.ADMIN CLASS(ZMFAPLA) +
ID(IZUADMIN) ACCESS(READ)

PERMIT IZUDFLT.ZOSMF.WORKFLOW.WORKFLOWS CLASS(ZMFAPLA) +
ID(IZUSECAD) ACCESS(READ)

SETROPTS RACLIST(ZMFAPLA) REFRESH

For your regular workflow users, it is important to add their user IDs to RACF group
IZUUSER.

3.7.3 Postinstallation

No postinstallation tasks are required.

3.8 Cloud Provisioning

The Cloud Provisioning task is part of the Cloud Provisioning plug-in. Cloud Provisioning is
divided into the following categories:

v

Marketplace

Marketplace Administration
Resource Management
Software Services

vyy
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3.8.1 System prerequisites

When you plan for z/OS Cloud Provisioning, check the size of the user file system that you
allocate by using the sample job in SYS1.SAMPLIB(IZUMKFS). The default size is 200
cylinders. The following templates and instances that you define for Cloud Provisioning use
some extra space:

» 600 kilobytes per template
» 600 kilobytes per instance

If you plan to use this task intensively, calculate the appropriate extra space for your user file
system.

3.8.2 Security

z/OS Cloud Provisioning added several new RACF definitions to zZOSMF. The profiles that
must be defined when you plan to use Cloud Provisioning are defined to the following RACF
classes:

» ZMFAPLA

For z/OS Cloud Provisioning, this class consists of several profiles that are related to
navigation tasks.

» ZMFCLOUD
This class was created when z/OS Cloud Provisioning was introduced in zZOSMF V2R2. It
includes all resource profiles that are related to Cloud Provisioning.

z/OS Cloud Provisioning also added the following new RACF groups to z/OSMF:

» IYU

For z/OS Cloud Provisioning, this prefix is the default group name prefix. It can be used as
is, or another name can be used. However, it must match the parameter CLOUD_SAF_PREFIX
in SYS1.PARMLIB(IZUPRMxx).

» IYUO

This name is the default group name for the domain administrator. It includes group IYU as
its superior RACF group.

» IYUORPAW

This name is the default group name for the WLM resource pool administrator group. It
includes group IYU as its superior RACF group.

» IYUORPAN

This name is the default group name for the networking resource pool administrator group.
It includes group IYU as its superior RACF group.

» [YUOOO

This name is the default group name for tenant consumers. It includes group IYUO as its
superior RACF group.
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The necessary RACF definitions are shown in Example 3-6.

Example 3-6 RACF commands for z/OS Cloud Provisioning

/* Define the z/0SMF Server profile
RDEFINE SERVER BBG.SECCLASS.ZMFCLOUD UACC (NONE)

/* Permit the started task USERID access
PERMIT BBG.SECCLASS.ZMFCLOUD CLASS(SERVER) ID(IZUSVR) ACCESS(READ)

/* Activate the ZMFCLOUD class
SETROPTS CLASSACT (ZMFCLOUD)
SETROPTS RACLIST(ZMFCLOUD) GENERIC(ZMFCLOUD)

/* Setup the cloud provisioning landlord role.
/* Connect users with Tandlord authority to the IYU group.
/* This is a manual operation to be performed outside of z/0SMF.
ADDGROUP IYU
RDEFINE ZMFCLOUD +
(IZUDFLT.ZOSMF.PROVISIONING.RESOURCE MANAGEMENT.IYU) +
UACC (NONE)
PERMIT IZUDFLT.ZOSMF.PROVISIONING.RESOURCE MANAGEMENT.IYU +
CLASS (ZMFCLOUD) ID(IYU) ACCESS(READ)

If you plan to use marketplace tasks in your z/OS Cloud Portal within zZOSMF, add the SAF
profiles to your RACF database that are shown in Example 3-7. These commands are not
documented in SYS1.SAMPLIB(IZUSEC).

Example 3-7 RACF commands for zZOSMF Cloud portal marketplace tasks

RDEFINE ZMFAPLA +
(IZUDFLT.ZOSMF.IBM_CLOUDPORTAL.MARKETPLACE.CONSUMER) UACC (NONE)
PERMIT IZUDFLT.ZOSMF.IBM_CLOUDPORTAL.MARKETPLACE.CONSUMER +
CLASS (ZMFAPLA) ID(IZUADMIN IZUUSER) ACCESS(READ)
RDEFINE ZMFAPLA +
(IZUDFLT.ZOSMF.IBM_CLOUDPORTAL.MARKETPLACE.ADMIN) UACC(NONE)
PERMIT IZUDFLT.ZOSMF.IBM_CLOUDPORTAL.MARKETPLACE.ADMIN +
CLASS (ZMFAPLA) ID(IZUADMIN) ACCESS(READ)
RDEFINE ZMFAPLA +
(IZUDFLT.ZOSMF.PROVISIONING.SOFTWARE_SERVICES) UACC(NONE)
PERMIT IZUDFLT.ZOSMF.PROVISIONING.SOFTWARE_SERVICES +
CLASS (ZMFAPLA) ID(IZUADMIN IZUUSER) ACCESS(READ)
SETROPTS RACLIST(ZMFAPLA) REFRESH
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3.8.3 Postinstallation

The last step in setting up the Cloud Portal in zZOSMF is to import the
/usr/1pp/zosmf/samples/cloudportalcloudportal.properties file. For this task, click

z/OSMF Administration and then, Import Manager. \

Enter the file name in the Property file field and click Import. The window in which the

cloudportal.properties file is imported is shown in Figure 3-1.
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This property file is used fo load the sample portal web application in Z/OSMF.
To load the plugin in Z/OSMF, navigate to the “Import Manager”

task under "z/OSMF Administration”. Specify the path to this file and
elect "Import” to load this plugin.
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mportType=plugin

izu.externalapp.file. versi
izu.externalapp_ local.conf
izu.externalapp.code.roof

pluginid=com.ibm_zeszmf.cloudportal
pluginDefaultiName=Cloud Portal

pluginDescription=The cloud porial is a sample application of how one might use the zZ/OSMF Cloud Provisioning APls in a

marketplace
aboutPanelPath=cloudportalversion.properties

Welcome  hagans -~ |
Welcome 2/0S Operator C... Import Manager
Import Manager €=
Import History Imperted Plug-ins
To add plug-ins, event types, handlers, and links in /0SMF, specify the property file to import. Learn more.
~Messages €30 &0 EH Close All
E Plug-in "Cloud Portal" with tasks "Marketplace, Marketplace Administration” was added to 1ZUGs081 Aug 9, 2017, 331229 PM
Z/OSMF. To control access, define SAF resource profiles in the "ZMFAPLA" class for the
following SAF resources:
"IZUDFLT.ZOSMF.IBM_CLOUDPORTAL.MARKETPLACE.CONSUMER",
"IZUDFLT.ZOSMF.IBM_CLOUDPORTAL.MARKETPLACE.ADMIN".
Property file:
lusr/ipp/izosmiisamples/cloudportaliclioudportal.prope = View Import
Contents of property file: fusrlpp/zosmflsamplesi/cloudportalicloudportal properties Clear

Figure 3-1 Using Import Manager to integrate the Cloud Portal plug-in

If you plan to remove the Marketplace tasks later, or if any modifications are necessary, use
/usr/1pp/zosmf/samples/cloudportal/cloudportaldelete.properties in the same way.
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3.9 Configuration Assistant task

The Configuration Assistant task is part of the Configuration Assistant plug-in.

3.9.1 System prerequisites

To use the policies that are created by the configuration assistant, zZOS Communication
Server Policy Based Networking must be implemented. Depending on the policy-based
networking technology that is required, extra configuration on the host environment might be
required. For example, for IP security, users might require the IKE, NSS, and DMD daemons.

Preparing a policy-based networking environment requires many steps that are outside the
scope of this book. However, the steps for enabling many of these policy-based networking
technologies are included in zZOSMF V2R1 as workflows.

3.9.2 Security

The Policy Agent must be correctly configured to allow policy files to be exported if the import
policy data function of the Configuration Assistant is used. The user must have the correct
security access permissions to import the policy file. For more information about the required
security settings, see the Configuration Assistant Help topic that is titled, “Policy Data Import”
(specifically, the section titled “Policy Agent Preparation”).

When policy files are installed, the user must have adequate permissions to save the policy
file in the specified location. If FTP is used, a valid user ID and password are required.

3.9.3 Postinstallation

Using the Configuration Assistant in the zZOSMF environment requires that backing store files
be migrated into the zZOSMF environment. If you migrate from a previous release of zZOSMF,
the Configuration Assistant automatically transfers the backing store files from the previous
release. For more information about the steps that are required to migrate files from a
non-z/osmf version of the Configuration Assistant, see the Configuration Assistant online help
topic that it titled, “Migration of existing backing store files”.

3.10 z/OS Operator Consoles
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The Consoles task is part of the z/OS Operator plug-in. With this plug-in, you can view system
messages and enter system commands. From a z/OS perspective, the console type is an
extended multiple console support (EMCS) console. That is, it is a program that acts as a
console.

If you operate in a sysplex environment, an extended console can work with any of your
systems in that sysplex. It can receive messages from systems, or send messages to
systems. Theoretically, no limit is placed on the number of EMCS consoles. However, EMCS
consoles use more system resources, whether they are active or inactive. When an EMCS is
activated, its definition is in place for the lifetime of an active sysplex. If you plan to use EMCS
consoles, take this issue into account.

IBM z/OS Management Facility V2R3



3.10.1 System prerequisites

No system prerequisite actions are needed.

3.10.2 Security

z/OS Operator Consoles plug-in added several SAF definitions to zZOSMF, as shown in
Example 3-8 (where the general definitions for console usage are made), and in Example 3-9
(where you must define the authorizations for each EMCS console you plan to use). They are
documented in SYS1.SAMPLIB(IZUGCSEC).

Example 3-8 RACF commands for z/OS Operator consoles in zZ OSMF, Part 1

SETROPTS CLASSACT (ACCTNUM)

RDEFINE ACCTNUM <account> UACC(NONE)

PERMIT <account> CLASS(ACCTNUM) ACCESS(READ) ID(<userid>)
SETROPTS RACLIST(ACCTNUM) REFRESH

SETROPTS CLASSACT(TSOPROC)

RDEFINE TSOPROC <proc> UACC(NONE)

PERMIT <proc> CLASS(TSOPROC) ACCESS(READ) ID(<userid>)
SETROPTS RACLIST(TSOPROC) REFRESH

SETROPTS CLASSACT (SERVAUTH)

RDEFINE SERVAUTH CEA.CEATSO.TSOREQUEST UACC(NONE)

PERMIT CEA.CEATSO.TSOREQUEST CLASS(SERVAUTH) ACCESS(READ) ID(<userid>)
SETROPTS RACLIST(SERVAUTH) REFRESH

SETROPTS CLASSACT (TSOAUTH)

RDEFINE TSOAUTH CONSOLE UACC(NONE)

PERMIT CONSOLE CLASS(TSOAUTH) ACCESS(READ) ID(<userid>)
SETROPTS RACLIST(TSOAUTH) REFRESH

The following placeholders for different RACF settings are shown in Example 3-8:
» <account>

This definition must match the TSO account that you define in the COMMON_TSO parameter
in SYS1.PARMLIB(IZUPRMxx). The default is ACCT (IZUACCT).

> <userid>
Enter the target user ID for console users here.

» <proc>
This value must match the logon procedure that you define in the COMMON_TSO parameter in
SYS1.PARMLIB(IZUPRMxx). The default is PROC(IZUFPROC).

Example 3-9 RACF commands for z/OS Operator consoles in zZOSMF, Part 2

SETROPTS CLASSACT (OPERCMDS)

RDEFINE OPERCMDS MVS.MCSOPER.<consolename> UACC(NONE)
PERMIT MVS.MCSOPER.<consolename> CLASS(OPERCMDS) ACCESS(READ) ID(<userid>)

/*ADDUSER <consolename> OPERPARM(AUTH(MASTER) ROUTCODE(ALL) MSCOPE(<sysname>))

RDEFINE OPERCMDS MVS.ROUTE.CMD.<sysname> UACC(NONE)
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PERMIT MVS.ROUTE.CMD.<sysname> CLASS(OPERCMDS) ACCESS(READ) ID(<userid>)

RDEFINE JESSPOOL <sysname>.+MASTER+.SYSLOG.*.* UACC(NONE)
PERMIT <sysname>.+MASTER+.SYSLOG.*.* CLASS(JESSPOOL) ID(<userid>) ACCESS(READ)

PERMIT SYSPLEX.OPERLOG CLASS(LOGSTRM) ID(<userid>) ACCESS(READ)
SETROPTS RACLIST(LOGSTRM) REFRESH

SETROPTS RACLIST(JESSPOOL) REFRESH
SETROPTS RACLIST(OPERCMDS) REFRESH

The following placeholders for different RACF settings are shown in Example 3-9 on page 37:
» <consolename>

Replace this name with the console name that you want to define. Remember that each
EMCS console needs its dedicated name.

» <sysname>

Replace this name with the z/OS system name that you provide for the console. For
sysplex environments, use *ALL instead.

» <userid>

Replace this name with the user ID or a group name, such as IZUADMIN or IZUUSER,
that you plan to give access to the EMCS console.

3.10.3 Postinstallation
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After finishing the SAF definitions, you must define the consoles that you plan to use in
z/OSMF. The Consoles task is shown in Figure 3-2.

2 R 1BM 2/0S Management Facility

Welcome Welcome z/0% Operator C...
Notifications
Workflows 2/OS Operator Consoles
+ Configuration Overview
~ Consoles /
z/0S Operator Consoles Actions -

Links i+ Nofilter applied

Z/OSMF Administration
[ scrs 19 )
Z/0SMF Settings — i¥ setup Required

»
+ Performance

» Problem Determination O é{?'ex CIr R Etlfe";'s Console summary view
b Software /

b GETE ¥ PLEXTS (Local Plex) {% setup Required

+ 2/0S§ Classic Interfaces i scra % Setup Complete

»

3

Refresh

4

Figure 3-2 EMCS console setup in zZOSMF
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Before you can start a console, you must complete the setup process. Click Setup Required
and another window opens (see Figure 3-3 on page 39) in which you can modify the default
name of the EMCS console.

Modify EMCS console name

The z/OS Cperator Consoles task uses EMCS consoles to support console operations.
Some setup is required for each console. For a sample job that provides the reguired
setup, see SYS1.SAMPLIB(IZUGCSEC).

In doing console setup, you identify an EMCS console by the EMCS console name. If you
change the EMCS console name for a system or sysplex, please also perform the
required setup for the new EMCS console name.

For more information about performing the setup for the zZ/OS Operator Consoles task,

click Help.
Sysplex/System EMCS console name /
SC74:

Setup Complete Close Help

Figure 3-3 Modifying EMCS console name in zZOSMF

When you are ready, click Setup Complete and your EMCS console is ready to start. Click
Actions — Start console, as shown in Figure 3-4.

Z/OS Operator Consoles

Overview

EActions =

Start console

[ Status Console summary view
Filter
I w
él! Setup Required

Change setup .
| ¥ Sefup Complets
| Configure message help é“l'f Setup Required

| Select All
Deselzct All

Hide Filter Row

Figure 3-4 Starting an EMCS console in zZOSMF
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When the console is started, it turns into the Connected state. Click the system name; the
console window opens, as shown in Figure 3-5. The red arrow that is shown in Figure 3-5
indicates the command line in which you can enter any IBM MVS™ operator command.

z/OS Operator Consoles LET
Overview Console for SC76
Console for SC76
ll KT
IMUr ALY TU 12.47.38 3o IEAYGH SLIF TRAF IU=AISE MATUHED. JUBNAME="UNAVAIL, ADIL=UU0L.
Thur Aug 10 18:01:59 SC76 HZSPROC *HZS0003E CHECK(IBMXCF XCF_CDS_SPOF): ~
XCHO242E One or more couple data sets have a single point of failure
Thur Aug 10 16:02:00 SC76 OMVS IEE252| MEMBER BPXPRM3A FOUND IN SYS1.PARMLIB
Thur Aug 10 16:02:00 SC76 OMVS IEE252] MEMBER BPXPRMO0D FOUND IN SY51 PARMLIB
Thur Aug 10 16:02:00 SC76 OMVS IEF1961 IEF2851 SYS1.PARMLIB KEPT
Thur Aug 10 16:02:00 SCT76 OMVS IEF1961 IEF285] WOL SER NOS= BHGCAT.
Thur Aug 10 16:02:00 SC76 OMVS IEF1961 IEF285] SYS1.1BM.PARMLIB KEPT
Thur Aug 10 16:02:00 SCT76 OMVS IEF1961 IEF285] VOL SER NOS=Z23RC1.
Thur Aug 10 16:02:02 8C76 HZSPROC HZ50002E CHECK(IBMJES JES_NJE_SECURITY)
IAZH114E 1 trusted nodes are defined as DIRECT=NOQ and
are not in the same subnet as the local node
Thur Aug 10 16:02:02 8C76 HZSPROC *HZS0003E CHECK{IBMJES JES_NJE_SECURITY):
IAZH116E 1 frusted nodes are defined without a password and
have specified SIGNON=COMPAT
Thur Aug 10 16:02:02 SC76 HZSPROC HZS00011 CHECK(IBMJES, JES_NJE_SECURITY):
IAZH121E 2 nodes that can be or are currently connected have no
password and have specified SIGNON=COMPAT
Thur Aug 10 16:25:59 SC76 BPXAS IRR8121 PROFILE ** (G) IN THE STARTED CLASS WAS USED
TO START BPXAS WITH JOBNAME BPXAS
Thur Aug 10 16:25:59 SCT76 BFXAS $HASP100 BPXAS ON STCINRDR
Thur Aug 10 16:25:59 BCT6 BPXAS SHASP373 BPXAS STARTED
Thur Aug 10 16:25:59 SCT76 BPXAS BPXP0241 BRXAS INITIATOR STARTED ON BEHALF OF JOB PFA RUNNING IN ASID 001D
Thur Aug 10 16:43:48 SCT6 IZUSVR1 LOGON
Thur Aug 10 16:43:46 SC76 HARJANS $HASP100 HARJANS ON TSCINRDR
Thur Aug 10 16:43:46 SCT6 HARJANS FHASP373 HARJANS STARTED
Thur Aug 10 16:43:48 SCT6 HARJANS IEAG30I OPERATCR RJSC7801 NOW ACTIVE, SYSTEM=SC76 |, LU=IZUTSOAP v
Command: 4—-'-_-_
Select or type - Submit

Figure 3-5 Operational z/OS operator console in zZOSMF

3.11 Jobs and Resources task

The Jobs and Resources task is represented by the zZOSMF version of IBM SDSF. The set up
process that is used for this plug-in differs from the set up process that is used for IBM SDSF.
This section describes how to set up the Jobs and Resources task.

3.11.1 System prerequisites

You must verify that your z/OS installation is SDSF licensed. You can check this issue by
opening IFAPRDxx member of SYS1.PARMLIB and look for the SDSF enablement, as shown
in Figure 3-6.

PRODUCT OWNER('IBM CORP')
NAME('z/0S"')
ID(5650-Z0S)
VERSION(*) RELEASE(*) MOD(*)
FEATURENAME (SDSF)
STATE (ENABLED)

Figure 3-6 SYS.PARMLIB(IFAPRDxx) with SDSF enablement

IBM z/OS Management Facility V2R3



To access SDSF within zZOMSF, you must provide a TSO logon procedure that includes at
least the statements that are shown in Example 3-10.

Example 3-10 Simple logon procedure for zZOSMF SDSF

//SDSF EXEC PGM=IKJEFTO1,DYNAMNBR=500
//SYSEXEC DD DISP=SHR,DSN=ISF.SISFEXEC

In z/OSMF, you must click zZZ OSMF settings and then, SDSF settings to define this logon
procedure to z/ OSMF, as shown in Figure 3-7.

R{'ﬂ IBM 2/0S Management Facility

Welcome Welcome Workflows SDSF Settings
Motifications

Workflow Editor

Waorkflows SDSF Settings

+ Cloud Provisioning

Environment Definition User Preferences Diagnostics
» Configuration

» Consoles

» Jobs and Resources

+ Links

» Performance

+ Problem Determination
r  Software

»  Sysplex

b 2/05 Classic Interfaces

+  Z/OSMF Administration

TS50 logon settings:

= Logon procedure: é"‘-—— Account number:

IZUSDSF - Select ortype
* Region size (kilobytes): User group:
0 Selectortype
JES settings:

JES designation:

[C] Force to JES2 subsystem

- ZIOSMF Settings ="

FTF Servers 9 JES2 name:
General Settings (@ Usethe JES2 subsystem from logon

Matification Settings (7) Specific JES2 name:

SDSF settings €=

JES3 name:
Systems __
(@ Usethe JES3 subsystem from logon
Refresh (7) Use specific JES3 name:

Figure 3-7 SDSF settings in zZ OSMF

3.11.2 Security

When you plan to set up SDSF in zZOSMF, you must grant the users access to the profiles
from class ZMFAPLA, as shown in Example 3-11.

Example 3-11 Definitions for SDSF in RACF class ZMFAPLA

RDEFINE ZMFAPLA IZUDFLT.ZOSMF.IBMSDSF.SDSF.JOBS UACC(NONE)

PERMIT IZUDFLT.ZOSMF.IBMSDSF.SDSF.JOBS CLASS(ZMFAPLA) ID(IZUUSER) ACCESS(READ)
RDEFINE ZMFAPLA IZUDFLT.ZOSMF.IBMSDSF.SDSF.SETTINGS UACC(NONE)

PERMIT IZUDFLT.ZOSMF.IBMSDSF.SDSF.JOBS CLASS(ZMFAPLA) ID(IZUUSER) ACCESS(READ)

Another option is the use of ISFPARMS to control access to SDSF. However, the use of SAF
is recommended.

Chapter 3. Planning and prerequisites 41



3.11.3 Postinstallation

The last step in setting up SDSF in zZOSMF is to import the sdsf.properties file, which is
found in /usr/1pp/sdsf/zosmf. For this task, click zZOSMF Administration and then, Import
Manager. The window in which the sdsf.properties file is imported is shown in Figure 3-8.

RUR{ 18m 205 Management Facility Welcome haians | (D

Welcome Welcome Import Manager
Motifications

‘Workflow Editor

Workflows Import Manager

Cloud Provisioning

Import History Imported Plug-ins

Configuration

Consoles
To add plug-ins, event types, handlers, and links in ZOSMF, specify the property file to import. Learn more

4

Jobs and Resources
SDSF

- i
- Messages €3 0 & 0 [ 1 Closs All

Performance
gl Plug-in "IBM SDSF" with tasks "SDSF, SDSF Settings” was added to Z/OSMF. To control access, define ZUG5081 Aug 8, 2017, 3:35:56 PM

Problem Determination SAF resource profiles in the "ZMFAPLA" class for the following SAF resources:

Software "IZUDFLT.ZOSMF.IBMSDSF.SDSF.JOBS", "IZUDFLT.ZOSMF.IBMSD SF.SDSF.SETTINGS".
Sysplex
7/0S Classic Interfaces Property file: é'-"_
~ 7/OSMF Administration lusrilpp/sdsiizasmilsdsf properties - View
Application Linking Manager 9
Import Manager é..-—-- Contents of property file: /usr/lpp/sdsfizosmf/sdsf.properties Clear
Links il e
# Note: Do not edit this file. This is only intended to be read by the ZOSMF Import Manager.
Usage Statistics 3
» ZIOSMF Settings ﬁName: sdsfproperies

# Proprietary Statement:

m

Refresh
#Licensed Materials - Property of IBM

Figure 3-8 Use of Import Manager for the integration of SDSF

After performing this setup, you can use SDSF by using the Jobs and Resources category.

3.12 Links

Links are available in the Links category of the zZOSMF navigation area. No prerequisites
must be met the use the Links category. The available links for a user is determined by the
user’s role. Links are managed through the Links option under the zZOSMF Administration
category.

3.12.1 Security

For more information about the security administration of the Links category, read “Security”
on page 193.
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3.13 Performance

The Performance section in zZOSMF provides you with all tasks with their appropriate plug-ins
to work with z/OS performance-related activities. In this section, we describe these
prerequisite activities when you plan to use the following plug-ins:

» Capacity Provisioning

» Resource Monitoring and System Status

» Workload Management

3.13.1 Capacity Provisioning task

The Capacity Provisioning task is part of the Capacity Provisioning plug-in.

System prerequisites

A connection to a Capacity Provisioning Manager (CPM) is required. If the CPM is not on the
same system as the zZOSMF instance, more set-up steps are required. The Capacity
Provisioning task must communicate with the CPM through a CIM server on the remote
system.

For more information about this step, see the “Updating z/OS for Capacity Provisioning
plug-in” section of IBM z/OS Management Facility Configuration Guide Version 2 Release 3,
SC-27-8419.

Security

If you plan to use the Capacity Provisioning plug-in, you must make the SAF definitions that
are shown in Example 3-12. The defaults are documented in SYS.SAMPLIB(IZUCPSEC).

Example 3-12 RACF setup for capacity provisioning setup in zZ OSMF

RDEFINE ZMFAPLA +
IZUDFLT.ZOSMF.CAPACITY PROVISIONING.CAPACITY PROVISIONING.VIEW UACC(NONE)
RDEFINE ZMFAPLA +
IZUDFLT.ZOSMF.CAPACITY_PROVISIONING.CAPACITY PROVISIONING.EDIT.DOMAIN +
UACC (NONE)
RDEFINE ZMFAPLA +
IZUDFLT.ZOSMF.CAPACITY PROVISIONING.CAPACITY PROVISIONING.EDIT.POLICY +
UACC (NONE)
RDEFINE ZMFAPLA +
IZUDFLT.ZOSMF.CAPACITY PROVISIONING.CAPACITY PROVISIONING.EDIT UACC(NONE)
PERMIT +
IZUDFLT.ZOSMF.CAPACITY PROVISIONING.CAPACITY PROVISIONING.VIEW +
CLASS (ZMFAPLA) ID(IZUUSER) ACCESS(READ)
PERMIT +
IZUDFLT.ZOSMF.CAPACITY PROVISIONING.CAPACITY_ PROVISIONING.VIEW +
CLASS (ZMFAPLA) ID(IZUADMIN) ACCESS(READ)
PERMIT +
IZUDFLT.ZOSMF.CAPACITY PROVISIONING.CAPACITY PROVISIONING.EDIT.DOMAIN +
CLASS (ZMFAPLA) ID(IZUADMIN) ACCESS (READ)
PERMIT +
IZUDFLT.ZOSMF.CAPACITY _PROVISIONING.CAPACITY_ PROVISIONING.EDIT.POLICY +
CLASS (ZMFAPLA) ID(IZUADMIN) ACCESS (READ)
PERMIT +
IZUDFLT.ZOSMF.CAPACITY PROVISIONING.CAPACITY PROVISIONING.EDIT +
CLASS (ZMFAPLA) ID(IZUADMIN) ACCESS(READ)
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Postinstallation

Depending on your configuration, you might have to grant more access privileges to zZ OSMF
capacity provisioning users to access the CPM resources.

3.13.2 Resource Monitoring and System Status tasks

44

The Resource Monitoring and System Status tasks are part of the Resource Monitoring
plug-in.

The Resource Monitoring Facility (RMF) is used for the performance monitoring feature of
z/OSMF. RMF is an optional component of z/OS that is available for a fee. RMF must be
available before RMF can be used with zZOSMF.

For more information, see the “Using dynamic enablement” section of z/OS Planning for
Installation Version 2 Release 3, GA32-0890.

Your IFAPRDxx member of SYS1.PARMLIB member should contain the following stanzas:

PRODUCT OWNER('IBM CORP')
NAME('z/0S"')
ID(5650-Z0S)
VERSION(*) RELEASE(*) MOD(*)
FEATURENAME (RMF)
STATE (ENABLED)

Use of this plug-in requires the RMF feature of z/OS. In addition, an RMF Distributed Data
Server (DDS) must be active on the system where z/ OSMF is running.

If the RMF DDS server requires authentication, PassTicket support must be configured for
communication between z/ OSMF and the RMF DDS server. For more information about
setting up feature, see the “Updating z/OS for the Resource Monitoring plug-in” section of
IBM z/OS Management Facility Configuration Guide Version 2 Release 3, SC-27-8419.

If you plan to monitor z/OS systems other than the sysplex where zZOSMF is installed, a DDS
server must be set up for each remote system. A connection to that system also must be
defined to zZOSMF through the System Status task.

Additionally, if the monitored system is not a z/OS system, other DDS servers must be
configured. A DDS server (on a z/OS system) is configured to communicate with a CIM
server that is running on the system to be monitored.

PassTicket support might be required if authentication is required between z/OSMF and the
DDS servers. The remote CIM servers might have their own authentication requirements,
which require appropriate changes to establish communication between the DDS server and
the remote CIM server. Finally, a connection to the DDS servers must be defined to zZOSMF
through the System Status task.

Metrics for monitored systems also must be defined through the Resource Monitoring task.

System prerequisites
In this section, the system prerequisites for these tasks are described.

Verifying that the CIM server is configured

Ensure that the CIM server is configured and operational. For more information, see 3.22,
“Common Information Model” on page 69.
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Verifying that the Distributed Data Server is active

For z/OS sysplexes, ZZOSMF uses input from a single data server on one system in the
sysplex. This data server collects data from the RMF Monitor Ill data gatherer on each image
in the Sysplex by using the Distributed Data Server (DDS) function.

For more information about setting up the DDS server, see the following resources:

» “Setting up the Distributed Data Server” section in the Resource Measurement Facility
User’s Guide Version 2 Release 3, SC34-2664

» “Updating z/OS for the Resource Monitoring plug-in” section in the IBM z/OS Management
Facility Configuration Guide Version 2 Release 3, SC-27-8419

» “System prerequisites for the Monitoring Desktops and Sysplex Status tasks” section in
the IBM z/OS Management Facility Configuration Guide Version 2 Release 3, SC-27-8419

The following set-up tasks must be performed:

» Ensure that parameter PLUGINS (RESOURCE_MON) in SYS1.PARMLIB(IZUPRMXxx) is
uncommented.

» Ensure that RMF, RMF Monitor Ill, and DDS are set as available. The started task name
for DDS is GPMSERVE.

» Configure your DDS Security environment.

Security
This section describes preparation of the following security:

» z/OSMF
» RMF

Z/OSMF security for Resource Monitoring

If you plan to use the Resource Monitoring plug-in, you must make the SAF definitions for
z/OSMF that are shown in Example 3-13. The defaults are documented in
SYS.SAMPLIB(IZURMSEC).

Example 3-13 RACF definitions for zZ OSMF Resource Monitoring, part 1

RDEFINE ZMFAPLA IZUDFLT.ZOSMF.RESOURCE_MONITORING.PERFDESKS +
UACC (NONE)

RDEFINE ZMFAPLA IZUDFLT.ZOSMF.RESOURCE_MONITORING.OVERVIEW +
UACC (NONE)

PERMIT IZUDFLT.ZOSMF.RESOURCE_MONITORING.PERFDESKS CLASS(ZMFAPLA)
ID(IZUUSER) ACCESS (READ)

PERMIT IZUDFLT.ZOSMF.RESOURCE_MONITORING.OVERVIEW CLASS(ZMFAPLA)
ID(IZUUSER) ACCESS (READ)

+

+

+

PERMIT IZUDFLT.ZOSMF.RESOURCE_MONITORING.PERFDESKS CLASS(ZMFAPLA)
ID(IZUADMIN) ACCESS (READ)

PERMIT IZUDFLT.ZOSMF.RESOURCE_MONITORING.OVERVIEW CLASS(ZMFAPLA)
ID(IZUADMIN) ACCESS (READ)

+

SETROPTS RACLIST(ZMFAPLA) REFRESH
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These definitions create only the base rules to allow you to display the Resource Monitoring
option in the Performance menu. The saf_prefix.Z0SMF.RESOURCE_MONITORING profile of the
ZMFAPLA class is shown in Example 3-13 on page 45. If you can access this profile, you can
access Resource Monitoring.

However, specific set-up actions must occur at the RMF component level. RMF, the RMF Data
Gatherer, and the DDS server must be configured. In addition, if you are monitoring non-z/os
hosts, a GPM4CIM server must be configured for each remote host (AIX, Linux, or Windows).

Started task definitions (RMF, RMF Data Gatherer, DDS, and remote DDS)
To set up the started task definitions, complete steps that are shown in Example 3-14.

Example 3-14 RACF definitions for zZOSMF Resource Monitoring, part 2

RDEFINE STARTED RMF.* STDATA(USER (RMF) TRUSTED(YES))
RDEFINE STARTED RMFGAT.*  STDATA(USER(RMFGAT)  TRUSTED(YES))
RDEFINE STARTED GPMSERVE.* STDATA(USER(GPMSERVE) TRUSTED(YES))
RDEFINE STARTED GPM4CIM.* STDATA(USER(GPMSERVE) TRUSTED(YES))
SETROPTS RACLIST(STARTED) REFRESH

PERMIT BPX.WLMSERVER CLASS(FACILITY) ID(GPMSERVE) ACCESS(READ)

PERMIT BPX.DAEMON CLASS(FACILITY) ID(GPMSERVE) ACCESS(READ)

PERMIT BPX.SERVER CLASS(FACILITY) ID(GPMSERVE) ACCESS(READ)

PERMIT BPX.STOR.SWAP CLASS(FACILITY) ID(GPMSERVE) ACCESS(READ)
RDEFINE PROGRAM GPM* ADDMEM(’SYS1.SERBLINK’//NOPADCHK) UACC(READ)
RDEFINE PROGRAM ERB* ADDMEM(’SYS1.SERBLINK®//NOPADCHK) UACC(READ)
RDEFINE PROGRAM CEEBINIT ADDMEM(*CEE.SCEERUN’//NOPADCHK) UACC(READ)
RDEFINE PROGRAM IEEMB878 ADDMEM(>SYS1.LINKLIB®//NOPADCHK) UACC(READ)
RDEFINE PROGRAM CELHV003 ADDMEM(*SYS1.SCEERUN2®//NOPADCHK) UACC(READ)
RDEFINE PROGRAM C128 ADDMEM(’SYS1.SCEERUN2’//NOPADCHK) UACC(READ)
RDEFINE PROGRAM CELHDCPP ADDMEM(*SYS1.SCEERUN2®//NOPADCHK) UACC(READ)
SETROPTS WHEN(PROGRAM) REFRESH

SETROPTS RACLIST(FACILITY) REFRESH

PERMIT IEAABD.DMPAUTH CLASS(FACILITY) ID(user) ACCESS(READ)

RDEFINE APPL GPMSERVE UACC(READ)
RDEFINE APPL GPM4CIM UACC(READ)

SETROPTS CLASSACT (PTKTDATA)
SETROPTS RACLIST(PTKTDATA)

RDEFINE PTKTDATA GPMSERVE SSIGNON(KEYMASKED(<key>)
PERMIT IRRPTAUTH.GPMSERVE.* CLASS(PTKTDATA) ID(<user>) ACCESS(UPDATE)

SETROPTS RACLIST(PTKTDATA) REFRESH
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The following placeholders are used for the RACF settings in Example 3-14 on page 46:

> <key>
Replace this placeholder with 16-digit value of your choice. This value is used to generate
the PassTicket. Valid charactersare 0 - 9 and A - F.

> <user>

Replace this placeholder with the user ID that connects to the DDS server. Because the
CIM server is used in our example, take the user ID of the CIM server started task.

GPMA4CIM

The profiles for GPM4CIM are similar to the profiles that are used for GPMSERVE and (where
applicable) are included, as described in “Security” on page 45.

Postinstallation

If you monitor non-z/os hosts, you must run the gpmdcim_setup.sh script before GPM4CIM is
used. This script is in the /usr/Tpp/gpm/bin directory. If necessary, the script allocates the
/etc/gpmand /var/gpm/Togs directories and copies the provided configuration files for all
operating system types to the /etc/gpm directory.

You must adapt the configuration files to your environment before starting a GPM4CIM
instance. The script output looks similar the output that is shown in Figure 3-9 and the
directories are created.

Start script processing for gpmdcim setup ...

Creating /etc/gpm.
Checking for /var/gpm.
Creating /var/gpm.
Creating /var/gpm/logs.

Copy gpmdcim.env to target system path setc/gpm.

Copy *x.cfg to target system path /Zetc/gpm.
Script processing ended.

HARJANS: fusr/lpp/gpm/bin: >

INPUT

Figure 3-9 gpmdcim setup script

You must update the applicable configuration file (especially the AIX_COMPLEX, AIX_IMAGE,
LNX_COMPLEX, LNX_IMAGE, LNZ_COMPLEX, and LNZ_IMAGE sections) with the names of the root

resources of the GPM4CIM instance and the IP address information for the images.

Start the procedures by running the following command:

START GPM4CIM.identifier,0S=A|X|L

The OS parameter is the suffix of the config member. For example, A points to gpm4A. cfg.
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GPMA4CIM parameters

The cfg parameter in the PARM statement points to the GPM4CIM configuration file. Because
one instance of GPM4CIM is needed per platform, no unique configuration file is used. You
can supply different configuration files by using the following OS variables to denote the target
platform:

» A: AlX on IBM System p
» X: Linux on System x
» Z: LinuxonIBMZ

The environment variables are in the gpm4cim.env file, which is specified with STDENV
ddname. Log and trace output is written to the files that are specified with the STDOUT and
STDERR ddnames. If multiple instances of GPM4CIM are running simultaneously, you can
specify individual output files by altering the file names in the PATH parameter.

The GPM4CIM parameters are supplied with the platform-specific configuration files
/etc/gpm/gpm4[A|Z|W] .cfg. These parameters allow you to run one separate GPM4CIM
instance per platform, which is required if you want to monitor AlX, Linux, and systems in a
mixed environment.

You can also start multiple instances of GPM4CIM for the same platform. In this case, provide
a dedicated copy of the configuration file per instance; for example, gpméal.cfg and
gpm4a2.cfg, and use these names in the GPM4CIM procedures

Sample configuration files are in the /usr/1pp/gpm/etc/ directory.

GPMSERVE PROC

To start the DDS (GPMSERVE), RMF provides the cataloged procedure that is stored in
SYS1.PROCLIB(GPMSERVE) and is shown in Figure 3-10. You can modify it according to
your requirements.

//GPMSERVE PROC MEMBER=00
//STEP1 EXEC PGM=GPMDDSRV,REGION=128M,TIME=1440,
// PARM="TRAP(ON)/&MEMBER’

//GPMPPJCL DD DISP=SHR,DSN=SYS1.SERBPWSV(GPMPPJCL)

Figure 3-10 GPMSERVE sample

3.13.3 System Status task

This task is installed as part of the Resource Monitoring plug-in. No other configuration is
required to use it. Connections to DDS servers to monitor z/OS or other systems are defined
by using this task.

3.13.4 Workload Management task

48

The Workload Management task is part of the Workload Management plug-in.

A CIM server is required on the system where z/ OSMF runs. In addition, security definitions
must be in place to allow users to work with the service policies. For more information about
these security requirements, see the “Updating z/OS for the Workload Management plug-in”
section of IBM z/OS Management Facility Configuration Guide Version 2 Release 3,
SC-27-8419.
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System prerequisites
The following tasks must be completed:

» Ensure that parameter PLUGINS (WORKLOAD _MGMT) in SYS1.PARMLIB(IZUPRMxx) is
uncommented.

» Ensure that the CIM server is configured and operational. For more information, see 3.22,
“Common Information Model” on page 69.

Security

When you plan to use the Workload Management task, you must make the SAF changes that
are shown in Example 3-15. The defaults are documented in SYS.SAMPLIB(IZUWMSEC).

Example 3-15 RACF definitions for WLM plug-in

RDEFINE FACILITY MVSADMIN.WLM.POLICY UACC(NONE)

PERMIT MVSADMIN.WLM.POLICY CLASS(FACILITY) ID(WLMGRP) ACCESS(UPDATE)
PERMIT MVSADMIN.WLM.POLICY CLASS(FACILITY) ID(IZUSVR) ACCESS(READ)
SETROPTS RACLIST(FACILITY) REFRESH

RDEFINE ZMFAPLA +
IZUDFLT.ZOSMF.WORKLOAD_MANAGEMENT.WORKLOAD_MANAGEMENT.VIEW +
UACC (NONE)

RDEFINE ZMFAPLA +
IZUDFLT.ZOSMF.WORKLOAD_MANAGEMENT .WORKLOAD_MANAGEMENT .MODIFY +
UACC (NONE)

RDEFINE ZMFAPLA +
IZUDFLT.ZOSMF.WORKLOAD_MANAGEMENT.WORKLOAD_MANAGEMENT.INSTALL +
UACC (NONE)

PERMIT IZUDFLT.ZOSMF.WORKLOAD_ MANAGEMENT.WORKLOAD MANAGEMENT.VIEW +
CLASS (ZMFAPLA) ID(IZUUSER) ACCESS(READ)

PERMIT IZUDFLT.ZOSMF.WORKLOAD_ MANAGEMENT.WORKLOAD MANAGEMENT.VIEW +
CLASS(ZMFAPLA) ID(IZUADMIN) ACCESS(READ)

PERMIT +
IZUDFLT.ZOSMF.WORKLOAD_MANAGEMENT .WORKLOAD_MANAGEMENT.MODIFY +
CLASS(ZMFAPLA) ID(IZUADMIN) ACCESS(READ)

PERMIT +
IZUDFLT.ZOSMF.WORKLOAD_MANAGEMENT .WORKLOAD_MANAGEMENT.INSTALL +
CLASS(ZMFAPLA) ID(IZUADMIN) ACCESS(READ)

SETROPTS RACLIST(ZMFAPLA) REFRESH

If you plan to use z/OS Cloud Provisioning, you must prepare more SAF definitions for WLM,
as shown in Example 3-16.

Example 3-16 RACF definitions for WLM use with z/OS Cloud Provisioning plug-in

RDEFINE ZMFAPLA IZUDFLT.ZOSMF.WORKLOAD_MANAGEMENT.WORKLOAD_MANAGEMENT.ENWRP +
UACC (NONE)

PERMIT IZUDFLT.ZOSMF.WORKLOAD_MANAGEMENT.WORKLOAD MANAGEMENT.ENWRP +

CLASS (ZMFAPLA) ID(IZUADMIN) ACCESS(READ)

SETROPTS RACLIST(ZMFAPLA) REFRESH
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The three profiles that we describe in Example 3-15 on page 49 define the following
authorization levels for the Workload Management task:

» Install

This authorization level allows the user to install service definitions and activate service
policies. A user that is authorized for this level also must be authorized for the View level to
start the Workload Management task.

» Modify

This authorization level allows a user to modify service definitions and to import service
definitions from host data sets or local workstation files into zZOSMF. A user that is
authorized for this level also must be authorized for the View level to start the Workload
Management task. To install service definitions and activate service policies, the user
must also be authorized for the Install level.

» View
This authorization level allows the user to start the Workload Management task, and view
service definitions, service policies, and WLM status.

By default, the zZ OSMF administrators security group is authorized for the Install, Modify, and
View functions, which makes the group equivalent to a WLM policy administrator.

More access is required for the FACILITY class of the MVSADMIN.WLM.POLICY profile. You
must decide how you want to limit access by using READ or UPDATE. Consider the following
points:

» READ

With READ access, the user can extract a service definition from the WLM couple data
set.

» UPDATE
With UPDATE access, the user can perform the following tasks:

— Perform all of the functions that are available for READ access.
— Install a service definition to a WLM couple data set.
— Activate a service policy.

Postinstallation
No postinstallation tasks are required.

3.14 Problem Determination task
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The Problem Determination task is part of the Incident Log plug-in.

This task interacts with several z/OS components. For more information about the
requirements for this task, see the “Updating z/OS for the Incident Log plug-in” section of the
IBM z/OS Management Facility Configuration Guide Version 2 Release 3, SC-27-8419.

The following requirements must be met:

» Ensure that the Common Information Mode (CIM) server is configured on your system,
including security authorization and file system customization.

» Define a couple data set for System Logger (System Logger must be configured).

» Enable message log snapshots on the host system, or optionally, on a sysplex-wide basis.
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» Enable error log snapshots on the host system, or optionally, on a sysplex-wide basis.
» Set up and configure automatic dump data set allocation.

» Configure dump analysis and elimination (DAE) to suppress duplicate SVC dumps and
use a sysplex-wide scope.

» Create a sysplex dump directory.
» Configure CEA in full function mode with the required security authorizations.
» Ensure that System REXX is set up and active.

» If renaming dump data sets, ensure that the data set name in the sysplex dump directory
is correct (it matches the renamed dump data set).

Ensure that the AMATERSE uitility is available and in an APF-authorized data set.

v

Users who are working with Incident Log must have the authority to access the dump, error
logs, message logs, and any other relevant data sets when they are browsing or using the
FTP feature to send data to a remote site.

System prerequisites

To use Incident Log, you must ensure that several z/OS components and facilities are
enabled on your system. These functions support the collection of diagnostic data and the
creation of diagnostic logs. Part of this work might already be done on your system (or might
not be applicable), but you must check that the Incident Log functions correctly.

Other setup actions might require modifications to a setting. For example, if your installation
defined a couple data set for the System Logger component, you might need to increase the
space allocation for the log stream records.

Checkilist for the Incident Log task
This section describes the requirements for using the Incident Log task.

Ensuring that CIM server is active

Ensure that the CIM server is configured on your system, including security authorizations
and file system customization. For more information, see 3.22, “Common Information Model”
on page 69.

Defining the couple data set (CDS) for System Logger

The Incident Log task requires that your system environment includes a couple data set that
is defined for the System Logger component of z/OS. To display LOGR couple data sets on a
system, run the following command:

D XCF,COUPLE,TYPE=LOGR
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Figure 3-11 shows the results of running the command on our example system.

z/OS Operator Consoles Help

Qverview Console for SC76

Console for SC76

oo o
il R D3 al

-

D XCF,COUPLE, TYPE=LOGR
Tue Aug 15 11:30:07 SC76 IXC3581 11.30.07 DISPLAY XCF 441
LOGR COUPLE DATA SETS
PRIMARY DSN: Y51 XCFLOGRO1
VOLSER: BHECD1 DEWVN: 9288
FO T TOD MAXSYSTEM
08/31/2015 14:35:14 1
ADDITIOMAL INFORMATION:
LOGR COUPLE DATA SET FORMAT LEVEL: HBB7705
LSR(1000) LSTRR(200) DSEXTEMT{40)
SMDUPLEX(1)
ALTERNATE DSN: SYS1.XCF.LOGRO2
WOLSER: BHECD2 DEWN: 8010
FORMAT TOD MAXSYSTEM
08/31/2015 14:35:15 1
ADDITIOMAL INFORMATION:
LOGR COUPLE DATA SET FORMAT LEVEL: HBBY705
LSR(1000) LSTRR(200) DSEXTENT(40)
SMDUPLEX(1)
LOGR IN USE BY ALL SYSTEMS

Figure 3-11 Display command that shows the LOGR couple data sets

You must define or update the System Logger couple data set (LOGR CDS) with a large
enough log stream records (LSR) value to allow sufficient space for managing the DASD-only
log streams that are created for the diagnostic log snapshots.

The LSR value must be large enough to allow for two snapshot log streams for each dump
that is recorded in zZOSMF, plus two model log streams that are used as templates for
defining the storage attributes for the snapshots. For more information about modifying and
reformatting a couple data set, see z/OS Setting up a Sysplex, SA22-7625.

System Logger supports shared sysplex-scope (coupling facility resident) log stream and
single-system DASD-only log streams. Consider the following points:

» Coupling facility (CF) log streams are sysplex-wide in scope. Any system in the sysplex
can write to these log streams.

» DASD-only log streams can be written to by the local system only. When a DASD-only log
stream is closed, it can be read from other systems in the sysplex if it is on the DASD that
is shared by the other systems in the sysplex.

The system creates DASD-only log streams for the operations log (OPERLOG) and the
sysplex LOGREC diagnostic snapshots. You do not need to predefine the DASD-only log
streams. For more information, see the sample job CEASNPLG that is supplied in
SYS1.SAMPLIB(CEASNPLG).

Use the shared DASD as the target for OPERLOG and LOGREC snapshots so that the
Incident Log task can access the log snapshots from any system in the sysplex.

When you plan the space requirements for your System Logger couple data set, plan for two
DASD-only log streams per incident. For example, you must allow enough space for 200 log
streams to allow up to 100 incidents.
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Allow space for up to 1000 DASD-only log streams (500 incidents) by using the IXCL1DSU
format utility. The statements that are used to code with the IXCCL1DSU utility are shown in
Figure 3-12.

//DAVISRD JOB MSGLEVEL=(1,1)

// EXEC PGM=IXCL1DSU

//* S SUBMIT,JOB=LOGGER.Z0S17.JCL(FORMAT17)

//* SETXCF COUPLE,ACOUPLE=(LOGGER.OSR13.LARGE.INVNTRY,LOGR3),TYPE=LOGR
//* SETXCF COUPLE,PSWITCH,TYPE=LOGR

//SYSPRINT DD SYSOUT=*

//SYSIN DD *

DEFINEDS SYSPLEX(PLEX1) DSN(LOGGER.OSR13.LARGE.INVNTRY) VOLSER(LOGR3)
DATA TYPE(LOGR)

ITEM NAME(LSR) NUMBER(2000)

ITEM NAME(LSTRR) NUMBER(25)

ITEM NAME(DSEXTENT) NUMBER(15)

ITEM NAME(SMDUPLEX) NUMBER(1)

/1

Figure 3-12 Sample IXCL1DSU format job

For more information about defining the couple data sets for System Logger, see zZ0S MVS
Setting Up a Sysplex, SA23-1399 and IBM z/OS Management Facility Configuration Guide
Version 2 Release 3, SC-27-8419.

Enabling OPERLOG

The OPERLOG is a system-wide log of system messages that is stored in the System Logger
log stream. For a single system, this log is the SYSLOG in the JES spool space.

If your installation collects messages about programs and system functions on a sysplex-wide
basis, zZOSMF uses the operations log (OPERLOG) as the source for this message data.
Otherwise, zZ OSMF uses the system log (SYSLOG) as the source for message data. To
display where messages are recorded, run the following command:

D C,HC

On our system, we use OPERLOG, as shown in Figure 3-13.

dchc
Tue Aug 15 11:40:34 SC76 CMNZ41001 11.40.34 COMSOLE DISPLAY 445
COMNSOLES MATCHING COMMAND: D C,HC
MSG:CURR=0 LIM=1500 RPLY.CURR=0 LIM=999 SY3S=SC76 PFK=00
HARDCOPY LOG=(SYSLOG OPERLOG) CMDLEVEL=CMDS
ROUT=({ALL)
LOG BUFFERS INUSE: 0 LOG BUFFER LIMIT: 6000

Figure 3-13 Output from the D C,HC command

For more information about how to set up OPERLOG for the Incident Log task, see the
following resources:

» Systems Programmer's Guide to: z/OS System Logger, SG24-6898
» z/OS MVS Setting Up a Sysplex, SA23-1399
» IBM z/OS Management Facility Configuration Guide Version 2 Release 3, SC-27-8419
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Setting up and activating the LOGREC log stream

If your installation collects its LOGREC data on a sysplex-wide basis, zZOSMF uses the
LOGREC log stream as the source for LOGREC data. Otherwise, zZOSMF uses the LOGREC
data set as the source for LOGREC data. You can display which is being used by running the
following command:

D LOGREC

If the medium is DATASET, the LOGREC data is recorded by using a data set. If the medium
is LOGSTREAM, the LOGREC data is recorded in a LOGR logstream.

We use LOGSTREAM on our system, as shown in Figure 3-14.

dlogrec |—N P—
Tue Aug 15 11:44:04 SCT6 0 DePY ™ ) 44.04 LOGREC DISPLAY 447
CURRENT MEDIUM = LOGSTREAM
MEDIUM NAME = SYSPLEX LOGREC ALLRECS
STATUS = CONNECTED

Figure 3-14 Output of the D LOGREC command

For more information about how to set up the LOGREC log stream for the Incident Log task,
see the following resources:

» Systems Programmer's Guide to: z/0OS System Logger, SG24-6898
» z/OS MVS Setting Up a Sysplex, SA23-1399
» IBM z/OS Management Facility Configuration Guide Version 2 Release 3, SC-27-8419

Dynamic snapshot log streams for CEA

If your installation uses OPERLOG and LOGREC log streams, define OPERLOG and
LOGREC model log streams for diagnostic log snapshots to be obtained by the CEA
component of z/OS. This configuration allows the logger to determine the storage definitions
when taking a snapshot

To display the OPERLOG logstream, run the following command:

D LOGGER,L,LSN=SYSPLEX.OPERLOG

On our system, we see the setup that is shown in Figure 3-15.

D LOGGER,LLSMN=5SYSPLEX.OPERLOG

Tue Aug 15 11:47:07 SC76 IXGE011 11.47.07 LOGGER DISPLAY 449
INVENTORY INFORMATION BY LOGSTREAM
LOGSTREAM STRUCTURE H#COMN STATUS
SYSPLEX.OPERLOG *DASDOMLY* 000001 1IN USE

SYSMAME: SC76
DUPLEXING: STAGING DATA SET
GROUP: PRODUCTION

NUMBER OF LOGSTREAMS: 000001

Figure 3-15 Display command that shows OPERLOG LOGSTREAM

To create the log streams, you can use a batch job, such as the sample job CEASNPLG,
which is in SYS1.SAMPLIB(CEASNPLG). The CEASNPLG job deletes and redefines CEA
diagnostic snapshot model log streams by using the program IXCMIAPU.
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Configuring dump analysis and elimination

The Incident Log task requires that dump analysis and elimination (DAE) are active on the
z/OS host system to avoid capturing duplicate problems in the Incident Log task. If DAE is not
configured on your installation, you must set it up.

Enable DAE to suppress SVC dumps with duplicate symptoms so that the Incident Log task
displays only the initial instance of a dump-related incident. If necessary, you can use the
Allow Next Dump option of the Incident Log task to allow the system to take and report the
next dump that occurs for the same symptoms. For example, you might use this option after
you apply a fix for the problem. The A11ow Next Dump option allows you to collect diagnostic
data for the next new occurrence of the same problem.

For more information about configuring DAE, see z/OS MVS Diagnosis: Tools and Service
Aids, GA32-0905 and IBM z/OS Management Facility Configuration Guide Version 2 Release
3, SC-27-8419.

Setting up automatic dump data set allocation

For full functionality, the Incident Log task requires that automatic dump data set allocation
(auto-dump) is active on the z/OS host system. If auto-dump is not set up on your installation,
follow the steps that are described in this section to set up auto-dump.

If you choose to defer this step, the Incident Log task runs with limited functionality. If your
installation uses automatic dump data set allocation, the Incident Log task uses the resulting
dump data set names in the Send Data action, which allows your installation to transmit this
data to a remote destination through FTP.

If your installation does not use automatic dump data set allocation, it is likely that
pre-allocated dump data sets (SYS1.DUMPxx) are defined for the system to use. Typically, an
installation archives an SVC dump to another data set when the dump is complete to avoid
having the system overlay the data set with a subsequent dump. The archive data set name is
defined by the installation and is not known to the system. If so, the following limitations result:

» The Incident Log records identify the pre-allocated dumps. Thus, the same property
information is shown for each incident.

» The Send Data action does not find the dump data set because the name is unknown to
the Incident Log task. However, the system continues to process the log snapshots.

To continue the use of pre-allocated dump data sets, your installation can use an
IBM-supplied JCL step to rename the dump data set in the sysplex dump directory to allow
z/OSMF to find the correct data set. For more information, see “Ensuring dump data set
names are correct” on page 57.

Some installations use automatic dump data set allocation, but then copy the dump data sets
to another volume (to preserve space in the SMS DASD set). If the copied data set features
the same name as the original dump data set and the data set is cataloged, the Incident Log
Send Data action finds the copied dump data sets.

However, if the copied dump data set features a different name, you must use JCL to rename

the dump data set in the sysplex dump directory so that the Incident Log task can find it. For
more information, see “Ensuring dump data set names are correct” on page 57.
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Creating sysplex dump directory

The sysplex dump directory is a shared VSAM data set that contains information about SVC
dumps that were taken on each of the systems in the sysplex. When each SVC dump is
written to a data set, an entry is added by the DUMPSRYV address space to the sysplex dump
directory to store information, such as the dump data set name, dump title, and symptom
string. The Incident Log task uses the sysplex dump directory as the repository for
information about incidents that occurred in the sysplex.

Approximately 50 directory entries are used for each incident, and more are used for
multi-system dumps. To allow the Incident Log task (running on one system in the sysplex) to
deliver a sysplex view of SVC dumps that are taken, you must select a DASD volume with
shared access to all of the systems in the sysplex (or all systems that you want the Incident
Log task to represent).

For more information about how to define or expand the sysplex dump directory, see the
“Establishing a larger sysplex dump directory” section in the IBM z/OS Management Facility
Configuration Guide Version 2 Release 3, SC-27-8419.

Ensuring that CEA is active

Because the Incident Log task uses the CEA, ensure that CEA is active on your system. This
address space is started automatically during the IPL process. To determine whether the
CEA address space is active, run the following command:

D A,CEA

The result of running that display command is shown in Figure 3-16.

dacea
Tue Aug 15 11:53:49 3C76 CMNZ41061 11.53.49 DISPLAY ACTIVITY 455
JOBS WS TSUSERS SYSAS INITS ACTIVEMAKXVTAM OAS
00009 00029 00002 00037 00024 O00001/00030 00032
CEA CEA IEFPROC NSW *0O A=001A PER=NO SMC=000
PGN=N/A DMMN=MN/A AFF=NONE
CT=000.0585 ET=00160.51
WKL=3YSTEM SCL=3YSTEM P=1
RGP=MN/A  SRVR=NO QSC=NO
ADDR SPACE ASTE=3DA5AGE0
DSPMNAME=CEACTDSF ASTE=32ED1F00
DSPMAME=CEAFDWB ASTE=32ZED1F30
DSPMAME=CEACADS ASTE=3DASFT00
DSPMAME=CEACOMP ASTE=37F54A30

Figure 3-16 Output of Display command for CEA address space

Starting the CEA can be done by running the - S CEA start command. You can dynamically
change the active CEA configuration by running the MODIFY command, as shown in the
following example:

F CEA,CEA=xx

In this example, xx is the suffix of the CEAPRMxx member to be used. For more information
about running the CEA, see the z/OS Planning for Installation Version 2 Release 3,
GA32-0890 and 3.23, “Common event adapter” on page 71.

Ensuring that System REXX is active

System REXX is started automatically at IPL. For full Incident Log support, ensure that
System REXX (SYSREXX) is active. To check that SYSREXX is running, run the following
command:

D A,AXR
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The result of running that display command is shown in Figure 3-17.

d a,axr
Tue Aug 15 11:58:584 SCTE CHNZ4106] 11.58.54 DISPLAY ACTIVITY 457
JOBS M5 TSUSERS SYSAS INITS ACTIVEMAXVTAM  OAS
00009 00029 00002 00037 00024 00001/00030 00032
AXR  AXR |EFPROC MNSW * A=0019 PER=NO SMC=000
PGMN=MN/A DMMN=MN/A AFF=MOMNE
CT=000.0205 ET=00160.56
WEL=SYSTEM SCL=8YSSTC P=1
RGP=M/A SRVR=NO QSC=NO
ADDR SPACE ASTE=3DABAG40
DSPHAME=AXRTRDSF ASTE=32ED1E0Q
DSPHAME=AXRRXEMNY ASTE=33AD1680
DSPHAME=AXRREQCPF ASTE=339A3E00

Figure 3-17 Output of Display command for System REXX address space

If you must start the SYSREXX component, run the following start command:
S AXRPSTRT

For more information about System REXX, see 3.24, “System REXX” on page 73.

Ensuring dump data set names are correct

If you rename a dump data set in your installation, ensure that the data set name in the
sysplex dump directory is correct so that the Incident Log task can find the correct dump data
set. A sample job to accomplish this task is shown in Figure 3-18.

//IPCS EXEC PGM=IKJEFTO1,DYNAMNBR=20,REGION=1500K
//IPCSDDIR DD DSN=SYS1.DDIR,DISP=(SHR)

//SYSTSPRT DD SYSOUT=*

//SYSTSIN DD *

IPCS

ALTER DSNAME (*0ldDump*) NEWNAME (DSNAME (*NewDump®))
END

/*

Figure 3-18 JCL to rename SVC dumps in the sysplex dump directory

Authorizing SYS1.MIGLIB

For the Incident Log task, you must ensure that SYS1.MIGLIB is APF-authorized. To check
that SYS1.MIGLIB is APF-authorized, run the following command:

D PROG,APF,DSNAME=SYS1.MIGLIB

On our system, SYS1.MIGLIB is authorized as shown in Figure 3-19. If you must authorize
SYS1.MIGILB, run the following command:

SETPROG APF,ADD,DSNAME=SYS1.MIGLIB,VOLUME=XXXXXX

D PROG APFDSMAME=5YS1.MIGLIB
Tue Aug 15 12:02:38 SCTE CEV4501 12.02.38 PROG APF DISPLAY 466
FORMAT=DCYNAMIC
ENTRY VOLUME DSMNAME
1 £23RC1 SYS1.MIGLIB

Figure 3-19 Output from display APF command
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SYS1.PARMLIB(IZUPRMxx) changes

Ensure that parameter PLUGINS (INCIDENT_LOG) in is uncommented. Also, ensure that
parameter INCIDENT LOG UNIT(‘device-name’) is set correctly to a device name where data
sets and z/OS UNIX files are temporarily stored for the FTP jobs during transfer to IBM or
another software vendor. The default value is SYSALLDA.

Security

When you plan to use the Problem Determination task, you must perform the SAF changes
that are shown in Example 3-17. The defaults are documented in SYS.SAMPLIB(IZUILSEC).

Example 3-17 RACF definitions for the Incident Log plug-in

SETROPTS GENERIC(SERVAUTH)

RDEFINE SERVAUTH CEA.CEAGETPS UACC(NONE)

RDEFINE SERVAUTH CEA.CEADOCMD UACC (NONE)

PERMIT CEA.CEAGETPS CLASS(SERVAUTH) ID(IZUADMIN) ACCESS(UPDATE)
PERMIT CEA.CEAGETPS CLASS(SERVAUTH) ID(IZUUSER) ACCESS(UPDATE)
PERMIT CEA.CEADOCMD CLASS(SERVAUTH) ID(IZUADMIN) ACCESS(UPDATE)
PERMIT CEA.CEADOCMD CLASS(SERVAUTH) ID(IZUUSER) ACCESS(UPDATE)

RDEFINE SERVAUTH CEA.CEAPDWB* UACC(NONE)
PERMIT CEA.CEAPDWB* CLASS(SERVAUTH) ID(IZUADMIN) ACCESS(UPDATE)
PERMIT CEA.CEAPDWB* CLASS(SERVAUTH) ID(IZUUSER) ACCESS(UPDATE)
RDEFINE SERVAUTH CEA.CEADOCONSOLECMD UACC (NONE)
PERMIT CEA.CEADOCONSOLECMD CLASS(SERVAUTH) ID(IZUADMIN) +
ACCESS (UPDATE)
PERMIT CEA.CEADOCONSOLECMD CLASS(SERVAUTH) ID(IZUUSER) +
ACCESS (UPDATE)

SETROPTS RACLIST(SERVAUTH) CLASSACT(SERVAUTH)
SETROPTS RACLIST(SERVAUTH) REFRESH

ADDSD 'CEA.*' OWNER(<userid> or <group-name>) UACC(NONE)
ADDSD 'CEA.*' UACC(NONE)

PERMIT 'CEA.*' ID(IZUADMIN) ACCESS(ALTER)

PERMIT 'CEA.*' ID(IZUUSER) ACCESS(ALTER)

SETROPTS GENERIC(DATASET) REFRESH

DEFINE ALIAS(NAME(CEA) RELATE(<user_catalog>))
SETROPTS RACLIST(JESSPOOL) CLASSACT(JESSPOOL)

REDEFINE JESSPOOL <sysname>.+MASTER+.SYSLOG.*.* +
UACC (NONE)

PERMIT <sysname>.+MASTER+.SYSLOG.*.* CLASS(JESSPOOL)
ID(<cea_userid>) ACC(READ)

SETR RACLIST(JESSPOOL) REFRESH

PERMIT MVS.DISPLAY.** CLASS(OPERCMDS) ID(<C1m_adm1n_name>)
ACCESS (READ)

PERMIT MVS.DUMP CLASS(OPERCMDS) ID(<cim_admin_name>) +
ACCESS (CONTROL)

PERMIT MVS.MODIFY.JOB.CEA CLASS(OPERCMDS) +
ID(<cim_admin_name>) ACCESS(UPDATE)

SETROPTS RACLIST(OPERCMDS) REFRESH
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RDEFINE ZMFAPLA IZUDFLT.ZOSMF.INCIDENT LOG.INCIDENT_LOG UACC(NONE)

PERMIT IZUDFLT.ZOSMF.INCIDENT LOG.INCIDENT LOG CLASS(ZMFAPLA) +
ID(IZUUSER) ACCESS(READ)

PERMIT IZUDFLT.ZOSMF.INCIDENT_LOG.INCIDENT LOG CLASS(ZMFAPLA) +
ID(IZUADMIN) ACCESS(READ)

SETROPTS RACLIST(ZMFAPLA) REFRESH

Example 3-17 on page 58 features a sample EXEC that contains RACF profiles for the
Incident Log task. This EXEC is created by the zZOSMF configuration process. You must
review these definitions to ensure that they are correct for your environment.

In Example 3-17 on page 58, you can see placeholders for two RACF settings. The settings
include the following meanings:
> <userid>

Change this placeholder to a user ID that is planned to be the owner of a generic data set
profile ‘CEA.”

> <groupid>

Change this placeholder to a group ID that is planned to be the owner of a generic data
set profile ‘CEA.”

» <user_catalog>

Change this placeholder to the name of a user catalog that you select to place the data
sets into that starts with high-level qualifier CEA.

» <sysname>

Change this placeholder to the system name where the CEA user can access the
JESSPOOL class.

> <cea_userid>
Change this name to the user ID that you use to access CEA. In most cases, it is the CEA.
» <cim_admin_name>

Change this name to the user ID that you use with CIM. In most cases, it is CFZADM.

Postinstallation
No postinstallation tasks are required.

3.15 Software Management task

The Software Management task is part of the Software Deployment plug-in.

Users of the Software Management task must have access to the security profiles that grant
access to deployment objects and systems within the task. Users also must have access to
the z/OS data sets that are represented by the task objects.

For more information about the access controls for the Software Management task, see the
“Updating z/OS Software for the Software Deployment plug-in” section in the IBM z/OS
Management Facility Configuration Guide Version 2 Release 3, SC-27-84197.
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3.15.1 System prerequisites

Ensure that parameter PLUGINS (SOFTWARE_MGMT) in SYS1.PARMLIB(IZUPRMxXx) is
uncommented.

The Software Management task uses standard z/OS uitilities, such as ICKDSF, IDCAMS,
IEBGENER, IEFBR14, and IEHPROGM. SMP/E V3.6 (Program Number 5655-G44) is also
required.

If Remote Deployments are intended, Software Management requires TCP/IP FTP.

3.15.2 Security

If you plan to use the Software Management plug-in, you must make the SAF definitions that
are shown in Example 3-18. The defaults are documented in SYS.SAMPLIB(IZUDMSEC).

Example 3-18 RACF definitions for Software Management plug-in

RDEFINE ZMFAPLA +
IZUDFLT.ZOSMF.SOFTWARE_DEPLOYMENT.SOFTWARE_MANAGEMENT +
UACC (NONE)

RDEFINE ZMFAPLA +
IZUDFLT.ZOSMF.SOFTWARE_DEPLOYMENT.DATA.** +
UACC (NONE)

RDEFINE ZMFAPLA -
IZUDFLT.ZOSMF.SOFTWARE_DEPLOYMENT.SOFTWARE_MANAGEMENT. -
PRODUCT_INFO_FILE.RETRIEVE -

UACC (NONE)

RDEFINE ZMFAPLA -
IZUDFLT.ZOSMF.SOFTWARE_DEPLOYMENT.SOFTWARE_MANAGEMENT. -
CATEGORIES.MODIFY -

UACC (NONE)

PERMIT IZUDFLT.ZOSMF.SOFTWARE_DEPLOYMENT.SOFTWARE_MANAGEMENT +
CLASS (ZMFAPLA) ID(IZUUSER) ACCESS (READ)

PERMIT IZUDFLT.ZOSMF.SOFTWARE_DEPLOYMENT.DATA.** CLASS(ZMFAPLA) +
ID(IZUUSER) ACCESS(CONTROL)

PERMIT -
IZUDFLT.ZOSMF.SOFTWARE_DEPLOYMENT . SOFTWARE_MANAGEMENT. -
CATEGORIES.MODIFY CLASS(ZMFAPLA) -
ID(IZUUSER) ACCESS (READ)

PERMIT IZUDFLT.ZOSMF.SOFTWARE_DEPLOYMENT.SOFTWARE_MANAGEMENT +
CLASS (ZMFAPLA) ID(IZUADMIN) ACCESS(READ)

PERMIT IZUDFLT.ZOSMF.SOFTWARE_DEPLOYMENT.DATA.** CLASS(ZMFAPLA) +
ID(IZUADMIN) ACCESS (CONTROL)

PERMIT -

IZUDFLT.ZOSMF.SOFTWARE_DEPLOYMENT. SOFTWARE_MANAGEMENT. -
PRODUCT INFO_FILE.RETRIEVE -
CLASS (ZMFAPLA) ID(IZUADMIN) ACCESS(READ)

PERMIT -
IZUDFLT.ZOSMF.SOFTWARE_DEPLOYMENT . SOFTWARE_MANAGEMENT. -
CATEGORIES.MODIFY -

CLASS (ZMFAPLA) ID(IZUADMIN) ACCESS(READ)

SETROPTS RACLIST(ZMFAPLA) REFRESH
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More granular control can be exercised within these profiles to restrict subfunctions of
Software Management. For more information, see Chapter 12, “Software Management” on
page 273.

3.15.3 Postinstallation

No postinstallation tasks are required.

3.16 Sysplex

For operations, zZOSMF offers you a plug-in for sysplex management. zZ OSMF V2R3 is the
first stage, which gives you the ability to view the sysplex environment and its properties.

3.16.1 System prerequisites

Ensure that the following z/OS components are configured and running:

» CEA must run in full function mode. For more information, see “Ensuring that CEA is
active” on page 56.

» Base Control Program internal interface (BCPii) must be configured if it is not active. For
more information, see zZOS MVS Programming: Callable Services for High-Level
Languages Version 2 Release 3, SA23-1377. If necessary, start BCPii by using the S
HWISTART command.

Ensure that parameter PLUGINS (SYSPLEX_MGMT) in SYS1.PARMLIB(IZUPRMxXx) is
uncommented.

3.16.2 Security

If you plan to use the Sysplex Management plug-in, you must make the SAF definitions that
are shown in Example 3-19. The defaults are documented in SYS.SAMPLIB(IZUPSSEC).

Example 3-19 RACF definitions for Sysplex Management plug-in

RDEFINE ZMFAPLA IZUDFLT.ZOSMF.SYSPLEX UACC(NONE)

PERMIT IZUDFLT.ZOSMF.SYSPLEX CLASS(ZMFAPLA) ID(IZUUSER) ACCESS(READ)
PERMIT IZUDFLT.ZOSMF.SYSPLEX CLASS(ZMFAPLA) ID(IZUADMIN) ACCESS(READ)
SETROPTS RACLIST(ZMFAPLA) REFRESH

RDEFINE SERVAUTH CEA.XCF.CF UACC(NONE)
PERMIT CEA.XCF.CF CLASS(SERVAUTH) ID(IZUUSER) ACCESS(READ)
PERMIT CEA.XCF.CF CLASS(SERVAUTH) ID(IZUADMIN) ACCESS(READ)

RDEFINE SERVAUTH CEA.XCF.CDS UACC(NONE)

PERMIT CEA.XCF.CDS CLASS(SERVAUTH) ID(IZUUSER) ACCESS(READ)
PERMIT CEA.XCF.CDS CLASS(SERVAUTH) ID(IZUADMIN) ACCESS(READ)
RDEFINE SERVAUTH CEA.XCF.SYSPLEX UACC(NONE)

PERMIT CEA.XCF.SYSPLEX CLASS(SERVAUTH) ID(IZUUSER) ACCESS(READ)
PERMIT CEA.XCF.SYSPLEX CLASS(SERVAUTH) ID(IZUADMIN) ACCESS(READ)

RDEFINE SERVAUTH CEA.XCF.STRUCTURE UACC(NONE)
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PERMIT CEA.XCF.STRUCTURE CLASS(SERVAUTH) ID(IZUUSER) ACCESS(READ)
PERMIT CEA.XCF.STRUCTURE CLASS(SERVAUTH) ID(IZUADMIN) ACCESS(READ)

RDEFINE SERVAUTH CEA.XCF.FLOW.<system-name> UACC (NONE)

PERMIT CEA.XCF.FLOW.<system-name> CLASS(SERVAUTH) +
ID(IZUUSER) ACCESS(READ)

PERMIT CEA.XCF.FLOW.<system-name> CLASS(SERVAUTH) +
ID(IZUADMIN) ACCESS(READ)

SETROPTS RACLIST(SERVAUTH) REFRESH

In Example 3-19 on page 61, you see the <system-name> placeholders for one RACF
definition. Change this placeholder to a system name in your sysplex. For each of the
systems in your sysplex, you must perform the RDEFINE and PERMIT steps for profile
CEA.XCF.FLOW.<system-name>.

Because Sysplex management uses z/OS BCPii services to query the topology of your
LPARs and CPCs that build up a sysplex, you must perform more SAF authorizations, as
shown in Example 3-20. The sample definitions are available in SYS1.SAMPLIB(IZUSEC).

Example 3-20 RACF definitions for BCPii use in Sysplex management plug-in

RDEFINE FACILITY HWI.APPLNAME.HWISERV UACC(NONE)
PERMIT HWI.APPLNAME.HWISERV CLASS(FACILITY) ID(IZUADMIN) ACCESS(READ)
RDEFINE FACILITY HWI.TARGET.<netid.nau> UACC(NONE) APPLDATA('<uccommname>’)
RDEFINE FACILITY HWI.TARGET.<netid.nau>.<imagename> UACC(NONE)
PERMIT HWI.TARGET.<netid.nau> CLASS(FACILITY) ID(IZUADMIN) ACCESS(READ)
PERMIT HWI.TARGET.<netid.nau>.<imagename> CLASS(FACILITY)

ID(IZUADMIN) ACCESS(READ)

SETROPTS GENERIC(REALM)

RDEFINE REALM SAFDFLT APPLDATA(‘<plexname>*)
SETROPTS RACLIST(REALM) CLASSACT(REALM)
SETROPTS RACLIST(REALM) REFRESH

SETROPTS RACLIST(SERVAUTH) REFRESH
SETROPTS RACLIST(ZMFAPLA) REFRESH

The following placeholders for RACF definitions are shown in Example 3-20:
» <netid.nau>

Change this placeholder to the 3 - 17 character SNA name of a particular Central
Processor Complex (CPC).

» <uccommname>

Replace this placeholder with the SNMP community name that is associated with the
particular CPC.

» <imagename>
Replace this placeholder to an LPAR name. This LPAR name can be 1 - 8 characters long.
You must set up profiles for each CPC and each LPAR that you plan to manage through

z/OSMF Sysplex Management. We recommend that you give only those users access to
Sysplex Management that are connected to RACF group IZUADMIN.
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3.16.3 Postinstallation

Before you use the Sysplex Management task, we recommend that you configure the CPC
information in zZOSMF Systems task as shown in Figure 3-20.

ﬂls IBM z/0S Management Facility

Welcome
Motifications
Workflow Editor

Workflows

-

Cloud Provisioning

-

Configuration

]

Consoles

z/0S Operator Consoles
Jobs and Resources
Links
Performance
Problem Determination
Software
Sysplex
7/0S Classic Interfaces

vy v v v v v v ¥

z/OSMF Administration
/0SMF Settings 1
FTP Servers

]

General Seftings
Matification Settings
SDSF Settings

Systems

Refresh

Welcome

/08 Operator C

Systems

Actions

AN

<

: | Tadle view: Tree

Nickname
Fitter

BCT6

BC76_001

Discover
Add v
Change LTPA Key

HTTP Proxies

CPC...

View Topology
Select All

Deselect All
Configure Columns:
Hide Filter Row

Expand All
Collapse All
Switch to Non-Tree View

Systems

3 System

Description
Fitter

z/0SMF Host System
Fitter

Figure 3-20 CPC Discovery in zZOSMF Systems task

The following options are available to configure the CPC information:

» You can add CPC information manually.

» You can use the Discovery CPC function in Systems task to discover the CPC topology of
the interconnected CPCs and LPARs in the sysplex.

We recommend that the Discovery CPC function is used. This function is a long-running
action and it might take several minutes to complete. During this operation, BCPii
communication to your CPC is established.

Tip: When you plan to use the CPC Discovery, ensure that you have a current TSO logon
procedure (IZUFPROC) in your SYS1.PROCLIB data set. With an old logon procedure,
you might receive IZUG1084E error messages during discovery.

Chapter 3. Planning and prerequisites 63



64

When you click Discover and then CPC (as shown in Figure 3-20 on page 63), a wizard
starts that shows you the discovered CPCs, as shown in Figure 3-21.

Systems b Discovered CPCs

Discovered CPCs

Welcome
CPCs without Conflicts
Resolve Conflicts

Summary

Welcome

Help

Z/OSMF discoverad cpcs that have properties that conflict with cpe definitions currently defined in the Systems table. This wizard will guide you
through the steps required to resolve these conflicts. Click Next to proceed.

Discovered CPCs without Conflicts

CPC Name CPC Serial
DRACO 00002008EB97
LEPUS 0000200BB4B7

Discovered CPCs with Conflicts

CPC Name CPC Serial
CETUS 0000200EEQFT
<Ba Next >

CPCID Machine Type
0 2064
0 2965
CPCID Machine Type
0 3906
Finish Cancel

Figure 3-21 Discovered CPCs wizard, Welcome page
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Depending on your situation, you might see CPCs with conflicts and CPCs without conflicts.
In our example, two CPCs with conflicts and one without conflicts were discovered. Click Next
to open the window in which the CPCs without conflicts are shown (see Figure 3-22). Mark
the CPCs if you plan to add them to your list of discovered CPCs.

Systems » Discovered CPCs Help
Discovered CPCs
Welcome CPCs without Conflicts
CPCs without Conflicts Review the list of discovered cpes where no conflicts were found and select cpes you want to add. When complete, click Next to proceed.
Resolve Conflicts
CETUS —
Summary Discovered CPCs without Conflicts
v CPC Name CPC Serial CPC ID Machine Type
¥ DRACO 00002008EBS7 0 2964
v LEPUS 00002008B487 o 2965
To 2 ted: 2
Next > Finish Cancel

Figure 3-22 Discovered CPCs without conflicts

Review the list, and check whether it matches your installation. If it does match, click Next. A
window opens in which you can resolve any conflicts. In our case, we defined CPC CETUS,
which results in a conflict. You can move forward in the following ways (see Figure 3-23 on
page 66):

» Do not add the CPC that was discovered. In this case, the definitions that you created
manually do not change.

» Update a CPC definition and change its CPC serial, CPC ID, and CPU ID to the
discovered values.
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We chose the second option, as shown in Figure 3-23.

Systems » Discovered CPCs

Discovered CPCs

Welcome

CPCs without Conflicts

Resolve Conflicts
CETUS

Summary

Resolve Conflicts for CETUS
The discovered cpc has the same cpcname as a cpc already defined in the Systems table; however, one or more of the other cpc attributes
differ. Indicate how you want to resolve the conflict, and click Next to proceed
Discovered CPC Attributes
CPC Name

CETUS 0000200EEQOFT 0

CPC Serial CPCID Machine Type
3906

Conflict Resolution
(") Do not add discovered cpc.
Update an existing cpc definition, and change its cpc serial, cpe id, and cpe cpu id to the value specified for the discovered cpe.

CPC to Update

CPC Name CPCID CPC Serial Machine Type
CETUS 00 O000000EEQFT 3906

Total: 1 Selected: 1
< Back Next > Finish Cancel

Help

Figure 3-23 Discovered CPC with conflicts
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Click Next to move to the Summary window, as shown in Figure 3-24. In our case, we added
two CPCs and updated one CPC.

Systems » Discovered CPCs Help
Discovered CPCs
Welcome Summary
CPCs without Conflicts Review the action to perform for each discovered cpc.
Resolve Conflicts
CETUS -
Summary
Discovered CPC Actions
CPC Hame CPC Serial CPCID Machine Type Action
DRACO 00002008EBA7 0 2984 Add
LEPUS 0000200BB487 0 2965 Add
CETUS 0000200EEQFT7 0 3906 Update
< Back Finish Cancel

Figure 3-24 Summary of discovered CPCs

After reviewing your discovered CPCs, click Finish.

3.17 z/0OS Classic Interfaces

In zZOSMF, you can use the ISPF plug-in if you prefer to work with the z/OS classic interface.

3.17.1 System prerequisites

The z/OS CEA server must be configured and operational. The CEA task is required to be in
full function mode. Also, the TRUSTED(YES) attribute must be set for the CEA started task
owner's STARTED profile.

CEA can also be configured to allow for reconnecting user sessions. For more information,
see 3.23, “Common event adapter” on page 71.

Users of the ISPF task must meet the following requirements:

» Ensure that parameter PLUGINS (ISPF) in SYS1.PARMLIB(IZUPRMxx) is uncommented
» Authorized to use TSO/E (includes a valid TSO/E segment and password)

» Authorized to use a valid logon procedure and TSO/E account number
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» Authorized to use the appropriate profiles to protect the usage of commands, such as
SUBMIT, STATUS, TRANSMIT, and RECEIVE, and access to SYSOUT data sets by using the
OUTPUT command

» Authorized to JES spool output, as required

» Have an OMVS segment that is defined with a UNIX System Services home directory

If multiple ISPF sessions are started, the logon procedure must be updated to enable ISPF
profile sharing.

For more information about these configuration changes, see the “Updating z/OS for the ISPF
Plug-in” section of IBM z/OS Management Facility Configuration Guide Version 2 Release 3,
SC-27-8419.

3.17.2 Security

If you plan to use the ISPF plug-in, you must make the SAF definitions that are shown in
Example 3-21. The defaults are documented in SYS.SAMPLIB(IZUISSEC).

Example 3-21 RACF definitions for ISPF plug-in

RDEFINE ZMFAPLA IZUDFLT.ZOSMF.ISPF.ISPF UACC(NONE)

PERMIT IZUDFLT.ZOSMF.ISPF.ISPF CLASS(ZMFAPLA) ID(IZUUSER) +
ACCESS (READ)

PERMIT IZUDFLT.ZOSMF.ISPF.ISPF CLASS(ZMFAPLA) ID(IZUADMIN) +
ACCESS (READ)

SETROPTS RACLIST(ZMFAPLA) REFRESH

3.17.3 Postinstallation

No postinstallation tasks are required.

3.18 Application Linking Manager task

The Application Linking Manager task modifies event types or defines new event types.
Application linking is used to link or connect tasks and applications. zZOSMF includes several
predefined event types, requesters, and handlers. No other setup is required to use this task.

However, users can define their own event types, requesters, and handlers by using this task,
which requires customization. For more information about this task, see Chapter 9, “Linking
z/OSMF tasks and external applications” in IBM z/OS Management Facility Configuration
Guide Version 2 Release 3, SC-27-8419.

3.19 Links task (managing)

The Links task under the zZOSMF Administration category is used to manage and define links
that are shown in the Links category on the zZOSMF navigation page. No other setup is
required.
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3.20 FTP Servers task

You can use the FTP Servers task that is provided in zZOSMF to add, modify, view, copy, and
remove FTP server definitions and to associate FTP profiles with FTP server definitions. No
other setup is required.

However, when you use these definitions, an FTP server and authorization to submit an FTP
job is required. Network connectivity is also required to the remote server.

For more information about defining FTP servers and policies, see the “Enabling data and file
transfer between systems” topic in the zZOSMF Help.

3.21 Systems task

By using the Systems task, you can define remote zZOSMF systems and FTP servers. These
definitions are required if you use the remote deployment function of the Software
Management task. In addition, workflows might require a system definition. No other
configuration is required to use it.

The Systems task is also used to discover systems and CPCs as a prerequisite for Sysplex
Management. For more information, see 3.16.3, “Postinstallation” on page 63.

To determine whether a system must be defined in the Systems page, see the “Enabling data
and file transfer between systems” topic in the zZOSMF Help. For more information about how
to define systems, see the “Systems page” topic in the zZOSMF Help.

3.22 Common Information Model

Common Information Model (CIM) is a key requirement for many of the plug-ins, such as
Incident Log, Workload Management, Resource Monitoring, and Capacity Provisioning.

The CIM component is included with z/OS.

3.22.1 Set up and configuration

If your installation received z/ OSMF through the IBM ServerPac service, your order includes
support for customizing the CIM server. For more information, see the “ServerPac: Installing
Your Order” document, which was included with your order.

Otherwise, you must customize the CIM server for your installation, as described in Chapter
5, “Quick guide: CIM server setup and verification”, in the zZ0S Common Information Model
User’s Guide Version 2 Release 3, SC34-2671.

Setup tasks
You can find the setup jobs for the CIM server in SYS1.SAMPLIB.

CFZSEC job

Review and update this job if you do not plan to use the default names. The user ID and group
ID are used as input to the zZOSMF configuration process.
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CFZRCUST job

Run the CFZRCUST job on each system to create and customize the file systems and
directories that are used by the CIM server. This job performs the following actions:

» Creates the zFS data set that is mounted under /var/wbem.

» Runs the customization/migration utility, which is found in
usr/1pp/wbem/install/CFZRCUST.sh. The /etc/wbem and /var/wbem directories are
created and populated.

Using the default TCP/IP ports 5988 and 5989

For a successful start, the CIM server must listen to the configured HTTP or HTTPS ports.
Ensure that the CIM server can use the default TCP/IP port 5988 for HTTP or 5989 for
HTTPS. Check whether another server is listening on one of these ports, your security
product is protecting these ports, or the port is blocked by the TCP/IP configuration.

To determine whether the port is reserved, verify that the port that is specified for the httpPort
configuration property is not included in the range of reserved ports that is specified in the
BPX parmlib member’'s INADDRANYPORT and INADDRANYCOUNT parameters.

For more information about changing the ports for the CIM server, see the “Configuring the
ports for the CIM server” section of zZOS Common Information Model User's Guide,
SC34-2671.

Use the cimconfig command to change the ports, as shown in Example 3-22.

Example 3-22 Changing the CIM server http port

MELVIN:/u/melvin: >

MELVIN:/u/melvin: >cimconfig -p -s httpPort=5992

PGC00218: The planned value for property httpPort is set to 5992 in the CIM
server.

The port is changed when the CIM server is restarted.

Starting the CIM server
To start the CIM server, complete the following steps:

1. Copy the CFZCIM started task procedure from your installation PROCLIB to a data set
that is part of your PROCLIB concatenation.

2. Start the CIM server from the z/OS system console by running the START CFZCIM
command.

Customizing the UNIX System Services shell

To run CIM server commands, the UNIX System Services shell must be tailored. The
/usr/1pp/wbem/install/profile.add file contains the required environment variables to run
CIM server commands. To prepare the UNIX System Services shell to run CIM server
commands, add the content of the /usr/1pp/wbem/install/profile.add file to /etc/profile
or to the user-specific profiles in the user home path, which adds the necessary LIBPATH for
CIM commands and facilitates ASCII to EBCDIC translation.

Running the installation verification program

Verify that your CIM customization is complete by running the CIMIVP process. You can use
the CFZIVP job for batch or run cimivp in the OMVS command shell. The output is shown in
Example 3-23 on page 71.
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Example 3-23 CIMIVP output

cimivp Main started ...
Connecting to local CIM Server ...
. success
Found Computer System : WTSC76.CPOLAB.IBM.COM (CPUID: 21EOF73906, LPARName: CETUS21)
Found Operating System : SC76 (Version: 02.03.00, Sysplex: PLEX76, FreeMem: 1982296
Number of active UNIX System Services processes: 53
Number of active address spaces: 94
Number of FC ports: 24
Number of online processors: CP(2) zAAP(0) zIIP(4)
Number of configured disk volumes: 3996
cimivp - A1l tests completed successfully.

V V.V V V VvV V

3.23 Common event adapter

The Incident Log task and the ISPF task of zZ OSMF require that the CEA component is active
on your z/OS system. CEA is a component of the BCP that provides z/OS events to z/OS CIM
server and creates or manages TSO user address spaces under the ISPF task. A CEA
address space is started automatically during the initialization of every z/OS system.

CEA includes the following operation modes:

» Full function: In this mode, internal z/OS components and clients, such as CIM providers,
can use CEA indication functions.

» Minimum: In this mode, only internal z/OS components can use CEA.

Note: If CEA is running in minimum mode, you can change to full function mode by setting
up the prerequisites that are described in this section, stopping CEA (run P CEA), and
restarting it (run S CEA).

z/OSMF requires that CEA runs in full function mode on your system.

CEA provides the data that is then displayed in the Incident Log task user interface. For more
information about the role of CEA in the Incident Log task, see the “Ensure that common
event adapter (CEA) is configured and active” section under “Updating z/OS for the Incident
Log plug-in” in Chapter 7, “Customizing your system for the z/ OSMF plug-ins”, in IBM z/OS
Management Facility Configuration Guide Version 2 Release 3, SC-27-8419.

The CEA TSO/E address space manager is integrated in to the CEA address space
infrastructure. The function is started automatically when CEA is started. The CEA TSO/E
address space service directs the ISPF task to complete the following tasks:

» Start a TSO/E address space.

» End a TSO/E address space that is started by CEA.

» Send an attention interrupt to a TSO/E address space that is started by CEA.
» Obtain information about a TSO/E address space that is started by CEA.

» Obtain information about all the TSO/E address spaces that CEA started for an
application.

» Ping a TSO/E address space that was started by CEA to prevent the address space from
ending because it was idle for too long.
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Note: If the CEA address space ends, all of the TSO/E sessions that are created by CEA
also end.

For more information about CEA TSO address space manager and its services, see Part 5,
“CEA TSO/E address space services” in zZOS MVS Programming: Callable Services for
High-Level Languages Version 2 Release 3, SA23-1377.

3.23.1 Setting up CEA

The CEA setup process includes putting certain security profiles in place in RACF, setting up
log streams, and customizing PARMLIB member CEAPRMxx. CEA can be set up as part of
z/OSMF customization or outside of zZ OSMF customization.

3.23.2 Setting up CEA outside of ZZ OSMF

If you choose not to enable the CEA component and update related parmlib options during
the installation of the Incident Log plug-in, you must manually configure the CEA component,
as described in this section.

RACEF profiles
A sample job is available in SYS1.SAMPLIB(CEASEC) that contains sample RACF
commands to set up security for CEA.

Note: CEA needs the TRUSTED(YES) attribute set on the RDEFINE STARTED CEA.** definition,
which ensures that CEA has the appropriate authority to start and manage ISPF sessions.

CEA runs in minimum mode if the user ID running CEA has the following properties:

» The user ID cannot access the PARMLIB data set that contains CEAPRMxx.
» The user ID does not include a correct OMVS segment.

CEAPRMxx

Use the CEAPRMxx parmlib member to customize CEA. For more information, see z/0S
MVS Initialization and Tuning Reference Version 2 Release 3, SA23-1380. A sample
CEAPRMxx member is shown in Example 3-24.

Example 3-24 Sample CEAPRMxx member

SNAPSHOT (Y)

HLQ(CEA)

DUMPCAPTURETIME

(

SLIP(OPERLOG(00:30:00) LOGREC(01:00:00)
LOGRECSUMMARY (04:00:00))

DUMP (OPERLOG(00:30:00) LOGREC(01:00:00)
LOGRECSUMMARY (04:00:00))

ABEND (OPERLOG(00:30:00) LOGREC(01:00:00)
LOGRECSUMMARY (04:00:00))

)
/*** INCIDENT LOG INSERTED ***/

COUNTRYCODE (866)
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BRANCH (055)
STORAGE (STORCLAS (NORMAL) )

Note: SNAPSHOT must be set to Y for CEA to preserve snapshots of log information about
incidents.

The HLQ statement specifies the high-level qualifier to use for naming log snapshot data
sets that are created during Incident Log task processing for storing diagnostic information.
The HLQ statement allows up to four characters.

With z/OS V2R1, the allowable length of the high-level qualifier is increased from four to
eight characters through the new HLQLONG statement in member CEAPRMxx. To maintain
compatibility with previous releases, z/OS continues to support the usage of a shorter
high-level qualifier, which is specified on the HLQ statement in CEAPRMXxx.

You are not required to migrate to the longer high-level qualifier. To continue to use your
configuration, do not specify the HLQLONG statement. If you want to start using the eight
character high-level qualifier, specify HLQLONG.

If you specify the HLQLONG and HLQ statements, the HLQLONG statement overrides the HLQ
statement.

CEA can switch to a different CEAPRMxx at any time by using the F CEA,CEA=xx command.

Logstreams

The system creates DASD-only log streams for the operations log (OPERLOG) and the
sysplex LOGREC diagnostic snapshots. You do not need to predefine the DASD-only log
streams. For the model that is used, see sample job CEASNPLG, which is supplied by IBM in
SYS1.SAMPLIB(CEASNPLG).

Note: Values that are specified for the HLQ and HLQLONG statements in CEAPRMXxx play a
role in the customization of sample job CEASNPLG in SYS1.SAMPLIB.

3.23.3 Recommendations

If your installation does not include a running CEA, complete the following steps:
1. Customize and run SYS1.SAMPLIB(CEASEC).

2. Set up the log streams that are required for CEA by running
SYS1.SAMPLIB(CEASNPLG).

3.24 System REXX

System REXX (SYSREXX) is z/0OS component that provides an infrastructure through which
programs that are written in the REXX language can be run outside the normal TSO/E or
batch environments by using a programming interface.

For the Incident Log task, CEA performs some of its processing by using SYSREXX execs,
which are started through the AXREXX macro function. For more information about
SYSREXX, see Chapter 31, “System REXX”, in z0S MVS Programming: Authorized
Assembler Services Guide Version 2 Release 3, SA23-1371.
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Setting up SYSREXX consists of customizing the AXRxx PARMLIB member, and setting up a
few RACF profiles for a user ID to run SYSREXX, a STARTED class profile, and a
SURROGAT class profile.

The AXRxx PARMLIB member in our system is shown in Example 3-25.

Example 3-25 AXRxx PARMLIB member

CPF('REXX&SYSCLONE.',SYSPLEX) /* Defines REXXnn as a sysplex-wide cpfvalue */
AXRUSER(AXR)

REXXLIB ADD DSN(SYS1.SAXREXEC) VOL(&SYSR1.)

MAXWorkerTasks (32)

Note: Ensure that the AXR user ID has READ access to the data sets that are specified in
REXXLIB in the AXRxx PARMLIB member.

The RACF profiles that we issued in our system are shown in Example 3-26.

Example 3-26 RACF profiles for System REXX

ADDUSER AXR DFLTGRP(STCGROUP)

RDEFINE STARTED AXR*.* STDATA(USER(AXR),GROUP(STCGROUP))
SETR RACLIST(STARTED) REFRESH

RDEFINE SURROGAT SYSREXX.AXR UACC(NONE)
PE SYSREXX.AXR CLASS(SURROGAT) ACCESS(READ) ID(AXR)
SETR RACLIST(SURROGAT) REFRESH

In our example, we started AXR by running START AXRPSTRT, and it started as shown in
Example 3-27.

Example 3-27 Syslog output

S AXRPSTRT

$HASP100 AXRPSTRT ON STCINRDR

IEF6951 START AXRPSTRT WITH JOBNAME AXRPSTRT IS ASSIGNED TO USER AXR
» GROUP STCGROUP

$HASP373 AXRPSTRT STARTED

$HASP395 AXRPSTRT ENDED

IEA989I SLIP TRAP ID=X33E MATCHED. JOBNAME=*UNAVAIL, ASID=00B7.

IEF1961 1 //IEESYSAS JOB TIME=NOLIMIT,

IEF1961 // MSGLEVEL=1

IEF1961 2 //AXR EXEC IEESYSAS,PROG=AXRINIT

IEF196I STMT NO. MESSAGE

IEF1961 2 TIEFCO01I PROCEDURE IEESYSAS WAS EXPANDED USING
SYSTEM

IEF1961 LIBRARY SYS1.PROCLIB

IEF1961 3 XXIEESYSAS PROC PROG=IEFBR14

IEF1961 00050000

IEF1961 4 XXIEFPROC EXEC PGM=&PROG

IEF1961 00100000

IEF1961 XX* THE IEESYSAS PROCEDURE IS SPECIFIED IN THE
IEF1961 00150000

IEF1961 XX* PARAMETER LIST TO IEEMB881 BY MVS COMPONENTS
IEF1961 00200000
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IEF1961
IEF1961
IEF1961
IEE2521
IEF1961
IEF1961
IEF1961
IEF1961
IEF1961
IEF1961
IEF1961
IEF1961
IEE2521
IEF1961
IEF1961
IEF1961
IEF1961
IEF1961
IEF1961

IEF2851
IEF2851
IEF2851
IEF2851
IEF2851
IEF2851
IEF2851
IEF2851

IEF2851
IEF2851
IEF2851
IEF2851
IEF2851
IEF2851

XX* STARTING FULL FUNCTION SYSTEM ADDRESS SPACES.

00250000

IEFC6531 SUBSTITUTION JCL - PGM=AXRINIT
MEMBER AXROO  FOUND IN SYS1

SYS1.PARMLIB

.PARMLIB
KEPT

VOL SER NOS= BH8CAT.

CPAC.Z0OSV21.PARMLIB

KEPT

VOL SER NOS= Z21CAT.

SYS1.IBM.PARMLIB

KEPT

VOL SER NOS= Z21RB1.

SYS1.SAXREXEC

KEPT

VOL SER NOS= Z21RB1.
MEMBER CTIAXROO FOUND IN SYS1

SYS1.PARMLIB

.IBM.PARMLIB
KEPT

VOL SER NOS= BH8CAT.

CPAC.Z0OSV21.PARMLIB

KEPT

VOL SER NOS= Z21CAT.

SYS1.IBM.PARMLIB

KEPT

VOL SER NOS= Z21RB1.
AXR0102I SYSTEM REXX INITIALIZATION COMPLETE

For more information about SYSREXX and how to set up SYSREXX, see Chapter 31,

“System REXX”, in MVS Programming: Authorized Assembler Services Guide Version 2

Release 1, SA23-1371.

3.25 Plug-in installation options

For each plug-in you select, you must uncomment the appropriate statements in the

PLUGINS parameter of SYS1.PARMLIB(IZUPRMxx) and complete the corresponding
installation steps for each selected plug-in. The settings for a fully configured zZ OSMF
instance are shown in Example 3-28. The only plug-that is configured differently is SDSF. For
more information, see “Jobs and Resources task” on page 40.

Example 3-28 PLUGINS parameter of SYS1.PARMLIB(IZUPRMxx)

PLUGINS( INCIDENT LOG,
COMMSERVER_CFG,
WORKLOAD_MGMT
RESOURCE_MON,
CAPACITY_PROV,
SOFTWARE_MGMT,
SYSPLEX_MGMT,

ISPF)
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3.26 Planning for zZOSMF communication between sysplexes

If you are using the remote deployment facility of the zZOSMF Software Deployment plug-in,
you must plan for secure communication between z/ OSMF instances that run in different
sysplexes.

For more information about these considerations, see Chapter 8, “Configuring a primary
z/OSMF for communicating with secondary instances” in IBM z/OS Management Facility
Configuration Guide Version 2 Release 3, SC-27-8419.

The product documentation suggests the following strategies for configuring the SSL
communications:

» Use a common CA certificate to sign all zZOSMF server certificates.

» Use a unique CA certificate for each instance.

The following sections provide an example of deploying each option.

3.26.1 Using a common CA certificate to sign all zZOSMF server certificates
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In this case, use your own CA certificate to sign the zZOSMF server certificates or generate
the CA certificate on one of the zZOSMF instances (the primary instance) during the
configuration process and use it for signing. Complete the following steps:

1. In the primary instance, specify 1ZU DEFAULT_CERTAUTH=Y to generate the CA zOSMFCA
as part of the configuration process.

2. In the primary instance, generate and sign certificates with the CA for all other instances,
as shown in Example 3-29.

Example 3-29 SSL certificate for instance SC74 created in SC80

RACDCERT ID(IZUSVR) GENCERT SUBJECTSDN(CN('WTSC74.I1TSO.IBM.COM') +
O('IBM') OU('ARNDFLT')) WITHLABEL('DefaultzOSMFCert.ARNDFLT.SC74') +
SIGNWITH(CERTAUTH LABEL('zOSMFCA')) NOTAFTER(DATE(2021/06/17))

3. For each instance, export the CA certificate and SSL certificate (with the private keys) for
the instance, as shown in Example 3-30 and Example 3-31.

Example 3-30 Export the CA certificate

RACDCERT EXPORT(LABEL('zOSMFCA')) DSN('ARUN.CERTD.ZOSMFCA1®) +
FORMAT (CERTDER) CERTAUTH

Example 3-31 Export the SSL certificate for instance SC74

RACDCERT EXPORT(LABEL('DefaultzOSMFCert.ARNDFLT.SC74')) +
DSN('ARUN.PCKS12.SSL74") +
FORMAT (PKCS12DER) PASSWORD('Guess what') ID(IZUSVR)

4. In binary mode, move the CA certificate and the SSL certificates to the other systems
where they are to be imported.
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5. Add the CA certificates and SSL certificate to the other systems’ RACF database, as
shown in Example 3-32 and Example 3-33.

Example 3-32 Add the CA into the SC74 RACF database

RACDCERT ADD('ARUN.CERTD.ZOSMFCA1') CERTAUTH TRUST +
WITHLABEL('zOSMFCA")

Example 3-33 Add SSL certificate for instance in SC74 to RACF database

RACDCERT ADD('ARUN.PCKS12.SSL74') ID(ARNSVR) TRUST +
WITHLABEL('DefaultzOSMFCert.ARNDFLT') PASSWORD('Guess what')

6. In the secondary instances, specify the configuration variable I1ZU DEFAULT CERTAUTH as N
in the configuration process so that the CA for the secondary instance is not created.

7. When you get to the stage of running izucofigl.cfg.rexx (the name changes depending
upon the name of the configuration file name that you decide to use), comment out the
statements that create an SSL certificate for the secondary instance (shown in bold in
Example 3-34) before running the REXX exec. Then, the key rings are created when the
REXX exec is run, and the CA certificate and the SSL certificates are connected to the key
ring for the instance.

Example 3-34 izuconfig1.cfg.rexx

/* Create the server certificate for the z/0SMF server */

/* Call RacfCmd “RACDCERT ID(ARNSVR) GENCERT
SUBJECTSDN(CN('WTSC74.ITSO.IBM.COM') O('IBM') OU('ARNDFLT'))
WITHLABEL('DefaultzOSMFCert.ARNDFLT')>

“SIGNWITH(CERTAUTH LABEL('zOSMFCA')) NOTAFTER(DATE(2021/06/19))> */

Call RacfCmd “RACDCERT ALTER(LABEL('DefaultzOSMFCert.ARNDFLT')) ID(*“ARNSVR*)
TRUST”

Call RacfCmd “RACDCERT ID(ARNSVR) CONNECT (LABEL('DefaultzOSMFCert.ARNDFLT')
RING(IZUKeyring.ARNDFLT) DEFAULT)”

3.26.2 Using a unique CA certificate for each instance

Using a unique IZU_SAF_PROFILE_PREFIX and specifying yes to the installation prompt to
generate a CA certificate during the installation process results in uniquely named CA
certificates. Make the CA certificates of each instance available to the other instances to
enable secure communication.

When IZU_SAF_PROFILE_PREFIX=ARNDFLT and IZU_DEFAULT_CERTAUTH=Y, the CA certificate that
is generated is shown in Example 3-35.

Example 3-35 CA certificate for IZU_SAF_PROFILE_PREFIX=ARNDFLT

RACDCERT CERTAUTH GENCERT SUBJECTSDN(CN('z/OSMF CertAuth for Security Domain')
OU('ARNDFLT')) WITHLABEL('zOSMFCA') TRUST NOTAFTER(DATE(2021/06/17))
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When IZU_SAF_PROFILE_PREFIX=IZUDFLT and IZU_DEFAULT_CERTAUTH=Y, the CA certificate that
is generated is shown in Example 3-36.

Example 3-36 CA certificate for IZU_SAF_PROFILE_PREFIX=IZUDFLT

RACDCERT CERTAUTH GENCERT SUBJECTSDN(CN('z/OSMF CertAuth for Security Domain')
OU('IZUDFLT')) WITHLABEL('zOSMFCA') TRUST NOTAFTER(DATE(2021/05/31))

When you compare Example 3-35 on page 77 with Example 3-36, the value that is specified
for IZU_SAF_PROFILE_PREFIX makes the SUBJECTDSN unique, which also makes the CA unique.

When IZU_SAF_PROFILE_PREFIX=ARNDFLT, the SSL certificate and key ring that is created for
the instance is shown in Example 3-37.

Example 3-37 SSL certificate and key ring for IZU_SAF_PROFILE_PREFIX=ARNDFLT

/* SSL Certificate for the z/0SMF instance */

RACDCERT ID(IZUSVR) GENCERT SUBJECTSDN(CN('WTSC80.ITSO.IBM.COM') O('IBM')
OU("'ARNDFLT')) WITHLABEL('DefaultzOSMFCert.ARNDFLT')SIGNWITH(CERTAUTH
LABEL('zOSMFCA')) NOTAFTER(DATE(2021/06/17))

/* key ring for the z/0SMF instance*/
RACDCERT ADDRING(IZUKeyring.ARNDFLT) ID(IZUSVR)

When IZU_SAF_PROFILE_PREFIX=IZUDFLT, the SSL certificate and key ring that is created for
the instance is shown in Example 3-38.

Example 3-38 SSL certificate and key ring for IZU_SAF_PROFILE_PREFIX=IZUDFLT

/* SSL Certificate for the z/OSMF instance */

RRACDCERT ID(IZUSVR) GENCERT SUBJECTSDN(CN('WTSC74.ITSO.IBM.COM') O('IBM')
OU('IZUDFLT')) WITHLABEL('DefaultzOSMFCert.IZUDFLT')

SIGNWITH(CERTAUTH LABEL('zOSMFCA')) NOTAFTER(DATE(2021/05/31))

/* key ring for the z/OSMF instance*/
RACDCERT ADDRING(IZUKeyring.IZUDFLT) ID(IZUSVR)

ARNDFLT and IZUDFLT make the SSL certificate and key ring unique, as shown in
Example 3-37 and Example 3-38.
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3.26.3 Certificate issues

If you create zZOSMF instances on different sysplexes by using the default security execs, a
communication error results when the instances attempt to establish communication to each
other because of the following issues:

» A problem exists with secure communication between the z/ OSMF instances, which
produces the message that is shown in Figure 3-25, because the CA certificates are not
truly identical on each system and are not unique enough to be imported from one RACF
database to another.

Q IZUG1040E: A secure connection to system "SC74" could not be established.

Figure 3-25 Secure communication failure between the z/OSMF instances

An explanation of the error message 1ZUG1040E is shown in Figure 3-26.

IZUG1040E
|A secure connection to system system-name could not be established. |

Explanation

z/OSMF could not establish a secure connection to the specified system becanse the ceriificate of the specified system is not trusted or the certificate has changed.
In the message text:

system-name
Name of the system to which the connection was attempted.

System programmer response

The signer certificate of the specified system mmst be added to the trust list of the local z/OSMF instance. For more details, see the topic about certificate errors in JBM
Configuration Guide .

User response

Ask your zZOSMF administrator or system programmer to associate the signer certificate of the specified system.

Parent topic: [ZUG0400-I7UG9999

Figure 3-26 Error message explanation

Chapter 3. Planning and prerequisites 79



» Another problem exists with the use of multiple zZOSMF instances that were configured by
using the default security execs. If you log in to one zZOSMF instance and accept the
server certificate and then attempt to log in to another zZOSMF instance (configured with
the same default security execs), the browser indicates that you have an identical server

certificate (as shown in Figure 3-27) and does not allow you to proceed.

Secure Connection Failed

An error occurred during a connection to wtsc/4.itso.ibm.com:51111.

You have received an invalid certificate. Please contact the server administrator
or email correspondent and give them the following information:

Your certificate contains the same serial number as another certificate issued by
the certificate authority. Please get a new certificate containing a unique serial
number.

(Error code: sec_error_reused_issuer_and_serial)

® The page you are trying to view cannot be shown because the authenticity of the
received data could not be verified.

® Please contact the website owners to inform them of this problem. Alternatively, use
the command found in the help menu to report this broken site.

Figure 3-27 Failure to log on to the second instance
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How to address these problems is described next.

Solving problems with multiple instances by using default security
execs

A problem occurs when multiple zZOSMF instances use the default security configurations
and you want the instances to talk to each other later.

This issue results in identically named CA certificates on the z/OS systems (zOSMFCA), but
some system-specific key ring material exists. The differences in key ring material prevent the
instances from trusting each other. In addition, you cannot exchange CA certificates between
the z/OS systems where the instances are running because the CA certificates are not
unique enough to be added to the same database. Attempting to add a certificate into a
database that has a certificate with the same name results in an error and the following
message:

IRRD109I The certificate cannot be added... already defined.
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This section shows you how to convert such an implementation to a common CA certificate
scenario by using two z/OSMF instances, one in SC74 in PLEX75 and the other in SC80 in
PLEX81. Both instances are set up with the default zZOSMF configurations (security execs).

Both the instances use the same RACF commands to define their CA as a part of
configuration process, as shown in Example 3-39.
Example 3-39 RACDCERT command to generate a z/ OSMF certificate authority certificate

RACDCERT CERTAUTH GENCERT SUBJECTSDN(CN('z/OSMF CertAuth for Security Domain')
OU('IZUDFLT')) WITHLABEL('zOSMFCA') TRUST NOTAFTER(DATE(2021/05/30)

Complete the following steps to convert to a common CA:
1. Export the CA certificate from the primary instance.

2. In the primary instance, create SSL certificates for all the other instance and sign them
with a CA.

3. Export a signed SSL certificate to each instance’s data set.
4. Move the data set in binary mode to the other system.
5. In the other system:

a. Delete the duplicate CA and SSL certificate from the RACF database.

b. Add a CA with same label by using the exported CA certificate in the data set.
c. Add the SSL certificate from the exported data set.

d. Add the CA and SSL certificate to the instance’s key ring.

In our example, we modified SC74 (which is considered the secondary zZOSMF) and left
SC80 (which is considered the primary z/OSMF) as is. Complete the following steps:
1. On SC80, complete the following steps:
a. Export the CA that is created by the configuration process to a data set, as shown in
Example 3-40.

Example 3-40 Export the CA

RACDCERT EXPORT(LABEL('zOSMFCA')) DSN('ARUN.CERTD.ZOSMFCA') FORMAT (CERTDER)
CERTAUTH

b. Generate an SSL certificate for the zZOSMF instance in SC74, as shown in
Example 3-41.

Example 3-41 SSL certificate for the SC74 z/OSMF instance

RACDCERT ID(IZUSVR) GENCERT SUBJECTSDN(CN('WTSC74.ITSO.IBM.COM') O('IBM')
OU('IZUDFLT')) WITHLABEL('DefaultzOSMFCert.IZUDFLT.SC74"')
SIGNWITH(CERTAUTH LABEL('zOSMFCA')) NOTAFTER(DATE(2021/06/17))

c. Export the SSL certificate that was created for the zZ OSMF instance in SC74, as
shown in Example 3-42.

Example 3-42 Export the SSL certificate

RACDCERT EXPORT(LABEL('DefaultzOSMFCert.IZUDFLT.SC74"))
DSN('ARUN.PCKS12.SSL74"')FORMAT (PKCS12DER) PASSWORD('Guess what') ID(IZUSVR)

d. Use FTP to transfer the data set to SC74 in binary mode.
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2. On SC74, complete the following steps:

a.

Delete the CA certificate, as shown in Example 3-43.

Example 3-43 Delete the CA certificate

RACDCERT DELETE (LABEL('zOSMFCA')) CERTAUTH

Delete the SSL certificate for the zZOSMF instance from the key ring that was created
for the instance, as shown in Example 3-44.

Example 3-44 Delete the SSL certificate

RACDCERT DELETE (LABEL('DefaultzOSMFCert.IZUDFLT')) ID(IZUSVR)

Add the CA certificate from the data set that was moved from SC80, as shown in
Example 3-45.

Example 3-45 Add the CA certificate

RACDCERT ADD('ARUN.CERTD.ZOSMFCA') CERTAUTH TRUST WITHLABEL('zOSMFCA')

Add the SSL certificate for the SC74 z/OSMF instance, which was moved from SC80,
as shown in Example 3-46.

Example 3-46 Add the SSL certificate

RACDCERT EXPORT(LABEL('DefaultzOSMFCert.IZUDFLT.SC74"))
DSN('ARUN.PCKS12.SSL74') FORMAT(PKCS12DER) PASSWORD('Guess what') ID(IZUSVR)

. Connect the CA and SSL certificate to the zZOSMF instance’s key ring, as shown in

Example 3-47.

Example 3-47 Connect certificates to the zZOSMF key ring

RACDCERT CONNECT (CERTAUTH LABEL('zOSMFCA') RING(IZUKeyring.IZUDFLT)
USAGE (CERTAUTH)) ID(IZUSVR)

RACDCERT CONNECT (ID(IZUSVR) LABEL('DefaultzOSMFCert.IZUDFLT') DEFAULT
RING(IZUKeyring.IZUDFLT) USAGE(PERSONAL)) ID(IZUSVR)

3.26.4 Recommendations
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To access all the zZOSMF instances that are in your installation from your web browser and to
get the zZOSMF instances to talk to each other for any reason, use a unique SSL certificate
label for each instance by specifying a unique IZU_SAF_PROFILE_PREFIX for

each instance.

For certificate management for instances, use of a common CA for all your instances.
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IBM z/OS Management Facility
installation and configuration

This chapter provides the information that is needed to install and configure z/OS
Management Facility (zZOSMF) on your system.

Before you begin the configuration process, have the following publications available for
reference:

>
>

IBM z/OS Management Facility Configuration Guide Version 2 Release 3, SC-27-8419
z/OS Program Directory V2.3.0, GI11-9848

This chapter includes the following topics;

>

>
>
>
>

4.1, “Installation considerations” on page 84

4.2, “2/OSMF configuration” on page 84

4.3, “Adding plug-ins to your zZ OSMF system” on page 89

4.4, “Authorizing a user to use zZOSMF” on page 90

4.5, “Creating SAF security commands with IZUGUTSE utility” on page 90

© Copyright IBM Corp. 2018. All rights reserved.
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4.1 Installation considerations

Before you start the zZOSMF configuration process, it is assumed that you completed the
SMP/E installation steps that are described in zZOS Program Directory V2.3.0, G111-9848.

4.1.1 Installation prerequisites

This setup must be done before you configure zZOSMF. By default, the SDK is in the
/usr/1pp/java/J8.0 64 directory on your system. If you installed it in another location, be
sure to include the JAVA_HOME statement in your IZUPRMxx parmlib member.

4.2 z/OSMF configuration

During the installation and configuration of a zZOSMF system, the following data file systems
are built. The default directory names that are used are described in 4.2.1, “z/OSMF file
systems” on page 84.

4.2.1 z/OSMF file systems

The following z/ OSMF file systems are available:

» Product file system: /usr/1pp/zosmf
» Data file system: /var/zosmf/data

As a base element of the operating system, z OSMF is installed when you install z/OS. By
default, zZOSMF is installed into the z/OS root file system in the /usr/1pp/zosmf directory. As
a preferred practice, mount the zZ OSMF file systems at IPL by updating your auto-mount
process or BPXPRMxx parmlib member.

By default, the file systems use the Data file system name. The default name is 1ZU.SIZUUSRD.
The z/OSMF data file system is mounted in read/write mode at the location that is specified
on the IZU_DATA DIR configuration variable.

To have the file system mounted automatically at IPL, add the following MOUNT command for
the file system to your BPXPRMxx parmlib member:

MOUNT FILESYSTEM('IZU.SIZUUSRD') TYPE(ZFS)

MODE (RDWR)MOUNTPOINT('/var/zosmf/data') PARM('AGGRGROW') UNMOUNT

Another z/ OSMF directory that are built during configuration script execution is the
configuration log files location /var/zosmf/configuration/logs.
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4.2.2 Configuration stages

The configuration of zZOSMF to create a running instance is composed of the following
stages:

1. Configuration

If zZOSMF requires customization, you can modify settings by using the IZUPRMxx
parmlib member, which is new in this release. A sample member is provided in
SYS1.SAMPLIB(IZUPRMOO) with settings that match the zZ OSMF defaults. By using
IZUPRMOO as a model, you can create a customized IZUPRMxx parmlib member for your
environment.

The process that is used to configure the core consists of the following steps:
a. Start the configuration by running the izusetup.sh script with the -config option.
b. Run the RACF security REXX exec that was created during step a.

c. Run the RACF security REXX exec that was created for your user ID during step a.
This REXX exec is not created if the ID that is used to run the izusetup.sh script with
the -config option includes the required access.

d. Verify that the RACF setup completes by using the -verify script option.
e. Complete the configuration by running izusetup with the -finish option.
2. Security

In this release, security authorizations for zZOSMF are created by using sample jobs
IZUxxSEC in SYS1.SAMPLIB. In previous releases, the configuration scripts created one
or more REXX execs with sample RACF commands for creating authorizations.

3. z/OSMF autostart

z/OSMF is started when you IPL your z/OS system. This behavior, which is referred to as
ZIOSMF autostart, means that zZ OSMF is available for use when the system is available.

4. Plug-in installation

With the base setup, you receive a plain zZOSMF instance without plug-ins. To activate the
plug-ins that are supported in zZOSMF V2R3, uncomment the PLUGINS parameter in
IZUPRMxx parmlib member (see Figure 4-1 on page 86). For more information about
plug-in prerequisites, see Chapter 3, “Planning and prerequisites” on page 23.
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4.2.3 Creating the initial zZOSMF configuration

Our sample parmlib member for zZOSMF is shown in Example 4-1.

Example 4-1 Sample parmlib member for zZOSMF

HOSTNAME('*")
HTTP_SSL_PORT (2443)
INCIDENT LOG UNIT('SYSALLDA')
JAVA HOME('/usr/1pp/java/J8.0 64')
KEYRING NAME('IZUKeyring.IZUDFLT')
LOGGING('*=warning:com.ibm.zosmf.*=info:com.ibm.zosmf.environment.ui="fi
ner')
RESTAPI FILE ACCT(IZUACCT) REGION(32768) PROC(IZUFPROC)
COMMON_TSO ACCT(IZUACCT) REGION(50000) PROC(IZUFPROC)
SAF_PREFIX('IZUDFLT')
CLOUD_SAF PREFIX(°IYU®)
SEC_GROUPS USER(IZUUSER) ,ADMIN(IZUADMIN),SECADMIN(IZUSECAD)
SESSION_EXPIRE(495)
TEMP_DIR('/tmp"')
CSRF_SWITCH(ON)
SERVER_PROC(IZUSVR1)
ANGEL_PROC(IZUANG1)
AUTOSTART (LOCAL)
AUTOSTART _GROUP( IZUDFLT?)
USER DIR(®/var/zosmf?*)
UNAUTH_USER (IZUGUEST)
WLM_CLASSES DEFAULT(IZUGHTTP)
LONG_WORK ( IZUGWORK)

/* Uncomment the following statement and any plugins that
are desired */
/* PLUGINS( INCIDENT_LOG,
COMMSERVER_CFG,
WORKLOAD_MGMT
RESOURCE_MON,
CAPACITY_PROV,
SOFTWARE_MGMT,
SYSPLEX_MGMT,
ISPF) */

4.2.4 Starting and stopping the z/ OSMF server
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To start the zZOSMF Server manually, run the following z/OS START commands by using the
optional jobname, if required:

S IZUANG1, jobname=jobname
S IZUSVR1, jobname=jobname

If you omit the JOBNAME= specification, the default member names, IZUANG1 and IZUSVR1,
are used.
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Note: IZUANGH1 is started first. When you see the CWWKB00561 INITIALIZATION COMPLETE
FOR ANGEL message, start the IZUSVR1 STC. The zZOSMF server is available when the
following message displays:

CWWKFO011I: The server zosmfServer is ready to run a smarter planet is issued.

For information about how to stop the zZOSMF server, see 4.3.1, “Shutting down the server
and angel STCs” on page 89.

4.2.5 z/OSMF LOGON window

To access the zZOSMF system in our example, enter the URL in a browser that is shown in
the message 1ZUG349I in the job output from the IZUSVR1, as shown in the following example:

https://WTSC81.1TSO.IBM.COM:62222/zosmf

The example host name is WTSC81.ITS0.IBM.COM and the port that we specified during our
configuration was 62222.

After pointing the browser at https://WTSC81.ITS0.IBM.COM:62222/zosmf, you see the initial
z/OSMF LOGON window, which is shown in Figure 4-1 on page 88. To complete the logon
process, enter a valid z/OS user ID and password.

Note: You can start multiple instances of zZOSMF by using different browsers or multiple
instances or tabs of the same browser.
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Shopz z Systems Redbooks WCS Flashes and Techdocs Z/0S Knowledge Center
IBM Support Z/OSMF home Page Z/0S home Page

© Copyright IBM Corp. 20092017, Version 2.3

Figure 4-1 Initial zZOSMF LOGON window

After you enter a valid user ID, the zZOSMF Welcome window opens, as shown in Figure 4-2
on page 89. You can see the features that are available with the core product (no plug-ins are
selected):

Welcome

Notifications

Workflow Editor
Workflows

Cloud Provisioning
Configuration
Consoles

Jobs and Resources
Links

Performance

Problem Determination
Software

z/OS Classic Interfaces
z/OSMF Administration
z/OSMF Settings

YVVYVYYVYYVYYYVYVYVYVYVYYYY
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2/0SMF Administration
Application Linking Manages
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Links
Usage Statistics

2OSWF Settings
FTP Servers
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Generel Settings
Notification Settings
SDSF Seftings

Systems

Figure 4-2 z/OSMF Welcome window for core functions

4.3 Adding plug-ins to your ZZ OSMF system

After you configure a working instance of zZOSMF on your system, you might want to update
your configuration by adding plug-ins. To do so, use the workflow, izu.config.setup.xml. You
can find it in /usr/1pp/zosmf/workflow. This workflow guides you through the setup of all
plug-ins, including their prerequisites.

4.3.1 Shutting down the server and angel STCs

To shut down the zZOSMF server tasks, run the MVS STOP command. First, shut down the
z/OSMF Server task by running the following command:

P IZUSVR1

You should see the following message, which indicates a successful closure of the task:

+CWWKBOOO1I: Stop command received for server zosmfServer.
£HASP395 IZUSVR1 ENDED
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After the z/ OSMF Server task is shut down, close the angel STC by running the
following command:

P IZUANG1

You should see the following messages, which indicate a successful closure of the task:

CWWKB0O0571 WEBSPHERE FOR Z/0S ANGEL PROCESS ENDED NORMALLY
£HASP395 IZUANG1 ENDED

4.4 Authorizing a user to use z/ OSMF

The following section describes the procedure that is used to permit a RACF user to use
z/OSMF functions.

4.4.1 Using RACF commands to authorize a user ID to use z/ OSMF

The SYS1.SAMPLIB member IZUAUTH is used to authorize a RACF defined user ID to use
z/OSMF processing.

The necessary commands for zZ OSMF users are shown in Example 4-2. The other
commands that you must run for z/OS administrators are shown in Example 4-3.

Example 4-2 SYS1.SAMPLIB(IZUAUTH) commands for zZOSMF user

CONNECT <userid> GROUP(IZUUSER)
CONNECT <userid> GROUP (CFZUSRGP)

CONNECT <userid> GROUP(CPOCTRL)
CONNECT <userid> GROUP(CPOQUERY)

CONNECT <userid> GROUP WLMGRP)

Example 4-3 SYS1.SAMPLIB(IZUAUTH) commands for zZ OSMF administrators

CONNECT <userid> GROUP(IZUADMIN)
CONNECT <userid> GROUP (CFZADMGP)

4.5 Creating SAF security commands with IZUGUTSE utility
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Starting with Version 2 Release 3, zZOSMF provides security descriptor files that are based
on XML logic. These XML documents contain the zZ OSMF security definitions that you must
define in a product neutral notation.

With this concept, each type of security management system can use the same XML
document as their input. The security management system can then translate the product
neutral definitions into their own security database updates.

z/OSMF provides a utility that is called IZUGUTSE, which is used to set up the necessary
security configuration in the security database of the system. Unlike the RACF commands,
the inputs to the utility are consistent across all external security managers (ESMs) that are
running on z/OS.
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The utility is used to generate the command text and optionally run the RACF commands.
The input to the IZUGUTSE utility is an XML document that contains the security definitions to
be defined on the target system. The utility translates the contents of the XML document into
RACF commands (or another security subsystem's commands) which can then be optionally
run on the target system. The resulting command text and optional command run results are
returned to the caller in another XML document.

Restriction: The utility does not create the definition for a digital certificate.

You can find the IZUGUTSE utility in SYS1.SIEALNKE. z/OSMF supplies two XML samples:
IZUSEC.xm1 and IZUAUTH.xm1. The samples contain the security definitions that are required
by zZOSMF. The samples are in the /usr/1pp/zosmf/samples directory.

The IZUGUTSE utility is designed to work with the RACF-callable service IRRSM000, which is
described in z/OS Security Server RACF Callable ServicesVersion 2 Release 3, SA23-2293.

When you plan to use IZUGUTSE, your security administrator should review the sample and
make necessary changes before running it with the security utility. You can customize the
XML document (as shown in Example 4-5 on page 93 with the results set shown in

Example 4-6 on page 94) to change the parameters. You can make these customizations by
using a text editor or any other XML editor.

The XML document is translated into a list of ESM-specific updates and these updates are
returned for further inspection. For example, the XML is translated into a set of RACF
commands which is then returned for review by your security administrator who can then run
them later. Optionally, the security definitions in the XML document can be translated and run
in a single step.

If you have RACF running, it must be active.
How to run IZUGUTSE from a batch job is shown in Example 4-4.

Example 4-4 Sample job that uses IZUGUTSE utility

//1ZUXS000 JOB (ACCTINFO),CLASS=A,MSGCLASS=0,

// MSGLEVEL=(1,1) ,REGION=0M,NOTIFY=&SYSUID

/*JOBPARM SYSAFF=SC76

//IZUEXEC1 EXEC PGM=IZUGUTSE,

// PARM='0pt=0010,in=/u/harjans/IZUAUTH.xml,out=/u/harjans/IZUS3.xm1"
/*

The following parameters for the utility are used in Example 4-4:
» opt

The name of a 4-byte area that contains the Option values. The individual bits in the
Option activate the options.

> in
The path for XML security definition file (must be a UNIX file). You can find the XML input
that we show in the job in Example 4-4 in Example 4-5 on page 93.

» out

The path for XML execution result (must be a UNIX file). The XML statements are shown
in Example 4-5 on page 93. The output that is generated from those XML statements is
shown in Example 4-6 on page 94.
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The values and their descriptions that the parameter opt supports are listed in Table 4-1.

Table 4-1 Values and descriptions for the opt parameter

Value for opt Description

‘0001’ EXECUTE. If this bit is ON, the security definitions that are specified in the
Request XML are run, which results in updates being made to the RACF
database. The commands that are run, along with their results, are returned in
IZUOUT.

If this bit is OFF, the commands are generated and returned without being run.
This result allows the user to examine the commands before running them. In this
case, no updates are made to the RACF database. If this bit is OFF, the
commands are generated with minimal error checking because the command
processor (which does most of the syntax checking) is not run.

‘0010’ PRECHECK. Checks for the existence of security definitions in the RACF
database during command generation.

The processing that is performed on pre-existing security definitions can be
customized on a per-security definition basis in the XML by using the
override="yes | no | force”attribute. By default, override="yes” add commands are
suppressed, and alter commands are generated.

The override="no"attribute can be set to prevent any update to a security
definition that is found to exist in the RACF database. That is, it suppresses the
add and alter (including permit) commands. This feature is useful for certain
low-level system resources that are most likely defined, and should not be
changed from their current definition.

The override="force”attribute can be set to override the PRECHECK option and
always generate the add and alter (including permit) commands.

Note: READ access to IRR.IRRSMO00.PRECHECK in the FACILITY class is
required when you specify this option.

‘0100’ If opt 0100 is ON and option 0001 is ON (execute), command run ends when the
first error is encountered.

If opt 0100 is off, an attempt is made to run all update commands, even if some
fail. If opt 0001 (execute) is OFF, this option is ignored. This option is not
supported by RACF, but might be supported by other ESMs.

‘1000’ Suppress sensitive. If this bit is ON, sensitive data that is specified in the input
XML is suppressed from the generated command images that are returned from
the utility. Sensitive data includes passwords, phrases, and other fields that
contain sensitive information. The keywords are still intact in the returned
command image, only the values are suppressed.

When used with the EXECUTE option bit, the sensitive data is removed from the
commands after the command is run. If this option is specified without the
EXECUTE option, important data is missing from the generated command
images. If sensitive information appears in an error or warning message, it is not
suppressed.

You can use multiple opt values in your JCL. For example, if you specify opt=0011, it means
EXECUTE(0001) and PRECHECK(0010) are performed.
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Example 4-5 Sample XML security definition file

<?xml version="1.0" encoding="UTF-8"?>

<securityrequest xmins:saf= "http://www.ibm.com/systems/zos/saf"
xmins:racf="http://www.ibm.com/systems/zos/racf"
xmins:esml="http://www.esm.com/esml">

<!--Begin "authorize user" Setup-->

<!--Begin zOSMF User Role by default-->

<!--Connect the user to z/OSMF user group by default-->

<saf:groupconnection name="USERID" group="IZUUSER" operation="set"
requestid="IZU00001000"></saf:groupconnection>

<!--Connect the user to group of CIM by default-->

<saf:groupconnection name="USERID" group="CFZUSRGP" operation="set"
requestid="I1ZU00002000"></saf:groupconnection>

<!--End zOSMF User Role by default-->

<!--Begin zOSMF adminstrator Role-->

<!--Connect the user to z/0OSMF administrator group if the role the user is
administrator-->

<saf:groupconnection name="USERID" group="IZUADMIN" operation="set"
requestid="IZU00003000"></saf:groupconnection>

<!--Connect the user to CIM administrator group if the role the user is
administrator-->

<saf:groupconnection name="USERID" group="CFZADMGP" operation="set"
requestid="IZU00004000"></saf:groupconnection>

<!l--End zOSMF adminstrator Role-->

<!--Connect the user to group of Capacity Provisioning-->

<saf:groupconnection name="USERID" group="CPOCTRL" operation="set"
requestid="IZU00005000"></saf:groupconnection>

<saf:groupconnection name="USERID" group="CPOQUERY" operation="set"
requestid="IZU00006000"></saf:groupconnection>

<!--Connect the user to group of Workload Management-->

<saf:groupconnection name="USERID" group="WLMGRP" operation="set"
requestid="IZU00007000"></saf:groupconnection>

<!--End "authorize user" Setup-->

</securityrequest>
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Example 4-6 Sample XML security definition execution result

<?xml version="1.0" encoding="IBM-1047"?>
<securityresult
xmins="http://www.ibm.com/systems/zos/saf/IRRSMOOOResult1">
<groupconnection name="USER1" group="IZUUSER" operation="set"
requestid="1ZU00001000">
<command>
<safreturncode>0</safreturncode>
<returncode>0</returncode>
<reasoncode>0</reasoncode>
<image>CONNECT USER1 GROUP (IZUUSER)</image>
</command>
</groupconnection>
<groupconnection name="USER1" group="CFZUSRGP" operation="set"
requestid="1ZU00002000">
<command>
<safreturncode>0</safreturncode>
<returncode>0</returncode>
<reasoncode>0</reasoncode>
<image>CONNECT USER1 GROUP (CFZUSRGP)</image>
</command>
</groupconnection>
<groupconnection name="USER1" group="IZUADMIN" operation="set"
requestid="1ZU00003000">
<command>
<safreturncode>0</safreturncode>
<returncode>0</returncode>
<reasoncode>0</reasoncode>
<image>CONNECT USER1 GROUP (IZUADMIN)</image>
</command>
</groupconnection>
<groupconnection name="USER1" group="CFZADMGP" operation="set"
requestid="1ZU00004000">
<command>
<safreturncode>0</safreturncode>
<returncode>0</returncode>
<reasoncode>0</reasoncode>
<image>CONNECT USER1 GROUP (CFZADMGP)</image>
</command>
</groupconnection>
<groupconnection name="USER1" group="CPOCTRL" operation="set"
requestid="1ZU00005000">
<command>
<safreturncode>0</safreturncode>
<returncode>0</returncode>
<reasoncode>0</reasoncode>
<image>CONNECT USER1 GROUP (CPOCTRL)</1image>
</command>
</groupconnection>
<groupconnection name="USER1" group="CPOQUERY" operation="set"
requestid="1ZU00006000">
<command>
<safreturncode>0</safreturncode>
<returncode>0</returncode>
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<reasoncode>0</reasoncode>
<image>CONNECT USER1 GROUP (CPOQUERY)</image>
</command>
</groupconnection>
<groupconnection name="USER1" group="WLMGRP" operation="set"
requestid="1ZU00007000">
<command>
<safreturncode>0</safreturncode>
<returncode>0</returncode>
<reasoncode>0</reasoncode>
<image>CONNECT USER1 GROUP (WLMGRP) </ image>
</command>
</groupconnection>
<returncode>0</returncode>
<reasoncode>0</reasoncode>
</securityresult>

IZUGUTSE produces several possible return and reason codes, as listed in Table 4-2.

Table 4-2 1ZUGUTSE return and reason codes

Return code | Reason code | Description

0 0 Success. The input XML was processed by IZUGUTSE. All RACF
commands were generated properly. If the EXECUTE option was
specified, all commands were successfully run. Some commands
might issue warning or informational messages, and some
commands might complete with a nonzero return code. All output
from the commands is contained in the resulting XML.

32 1 PARM invalid. Parameters should be comma-separated.

32 2 PARM opt is missing.

32 3 PARM in is missing.

32 4 PARM out is missing.

32 5 PARM invalid, = is needed for each parameter.

32 6 Value of opt invalid.

36 1 Read input XML file Error. Check the path and if you can access
the file.

36 2 Write output XML file Error. Check the path and if you can access
the file.

40 1 LOAD IRRSMO00 MODULE ERROR. Check your SAF and
security subsystem.

40 2 IRRSMOO00 Service Error. Check your job log for more information.

The value for SAFRC, RACFRC, and RACFRSN are listed in the
job log. For more information, see the description of the
IRRSMOO0O callable service in the RACF Callable Services book.
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Part 3

Usage

This part provides more information about the use of the various IBM z/OS Management
Facility (zZOSMF) features.

© Copyright IBM Corp. 2018. All rights reserved.
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Getting help in IBM z/OS
Management Facility

This chapter describes the various help options and tutorials that are available in IBM z/OS
Management Facility (zZOSMF) to enable a user to effectively and efficiently use zZOSMF.

This chapter includes the following topics:

>

>
>
>

5.1, “Overview of help options in zZOSMF” on page 100
5.2, “Page-level help” on page 101

5.3, “Message help” on page 103

5.4, “Field-level help” on page 104
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5.1 Overview of help options in Z OSMF

Help information is provided to assist you with understanding and performing a task,
troubleshooting problems, entering information, and using all aspects of zZ OSMF. Help is
available in all zZOSMF windows.

Tip: You can also access the help information in the Welcome window.

The Help Contents button is shown in Figure 5-1.

Welcome tobias ~ | (&) ~
About ZIOSMF

Help Contents

Management Facility

ZIOSMF) provides a framework for managing various aspects of a Z/0S system through a Web browser interface. By streamlining some
thers, ZIOSMF can help to simplify some areas of 205 system management.

he links in the Learn More section.

Figure 5-1 Help Contents button

The Welcome window is shown in Figure 5-2, in which you can see links that are available
under the Learn more option for learning more about zZOSMF.

:{1';{1 IBM 2/0S Management Facility

Welcome Welcome

Notifications

Waorkflow Editor

Workflows Welcome to IBEM z/OS Management Facility

-

Cloud Provisioning N . ) )
|IBM® 2/05® Management Facility (Z/OSMF) provides a framework for manaaing various aspects of a Z/0S syste

Configuration traditional tasks and automating others, ZOSMF can help to simplify some areas of Z0S system management.
Consoles

-

-

To learn more about ZOSMF, visitthe links in the Learn More section.

-

Jobs and Resources
» Links To start managing your /035 systems, select a task from the navigation area.

» Performance
» Problem Determination
+ Software What's New

b Sysplex

» z/0S Classic Interfaces

»  z/OSMF Administration

Z/OSMF tasks ata glance

Getting started with ZOSMF

Refresh

Figure 5-2 Welcome pane
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In most of the zZOSMF windows, the following types of help are available:

» Page-level
» Message
» Field-level

Tutorials also are available.

5.2 Page-level help

This type of help provides more information about a page. For example, page-level help
describes each field or column that is displayed on the page and the actions that you can start
from a page. To open page-level help, click the Help link in the upper right corner of each
page, as shown in Figure 5-3.

Resource Monito...

Resource Monitoring
Dashboards
Dashboards
Actions =
3+ Nofilter applied

Hame
Fitter

Commen Storage Activity

Coupling Facilty Overview

Execution Velocity

General Activity

Overall Image Activity

Performance Index

Figure 5-3 Help that is available in upper right corner of a page or window
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More information about the page is displayed in a new browser window. The browser window
is divided into two sections: the navigation area and the content area, as shown in Figure 5-4.

IBM Knowledge Center

A Search

L] Getting started with z/OSMF > Getting help in z/OSMF
Table of Contents

. Getting help in ZOSMF

ZI03 Management Facility 2.3.0
The Z/QSMF help system contains help for each page, window, field, message, and action su

r Welcome
- Getting started with Z/OSMF Page-level help
» Caonfiguring your warkstation Page-level heip provides more details about the items included on a page or window.
» Logging into and logaging out of ZIOSMF
» Understanding the Z/OSMF interface layout wﬂ . . .
N Field-leve! help can provide a brief description of the purpose of a field, the type of da
T F: Field-level help is provided as Learm more links, tips, required indicators, and messagy
Page-level help
Fisld-level halp Messages
» Messages Messages are used to communicate that an operation is complete, that an error has o

unexpected result might occur. This topic describes the different types of messages.
Managing multiple /03 sysplexes

Mavigating in Z/OSMF Parent topic: Getting started with ZOSMF
Using tables in Z/IOSMF
Locking objects in ZIOSMF

-

-

) ) @ Copyright IBM Corp. 2009, 2015, Build 20150804,
Changing the time zone

Figure 5-4 Help window

The help information is displayed in the content area. A hierarchical list of zZ OSMF-specific
help topics is displayed in the navigation area. The active help topic is highlighted in the
navigation area so that you can see where it is within the hierarchy and easily browse to
related information.

You can also use the links (if any) that are displayed at the bottom of the content area to find
information that is related to the active help topic. The following types of links might be
displayed:

» Link to child topics: List of topics that are nested within the active help topic in the
navigation area. The links immediately follow the help content and typically include a short
description.

» Link to parent topic: List of topics in which the active help topic is nested within the
navigation area.

» Related concepts: List of topics that provide background information for the active help
topic.

» Related tasks: List of topics that explain how to complete tasks (or actions) that are related
to the active help topic.

» Related reference: List of topics that provide reference information for the active help
topic.

» Related information: List of topics that provide more information that is related to the active
help topic.

When clicked, the links open the corresponding information.
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5.3 Message help

This type of help provides more information about a message. Message help includes a
detailed explanation of the message, a description of any reason codes that are listed in the
message, and suggestions for actions you can implement to resolve the issue. To display the
help for a message, click the message ID link (see Figure 5-5).

Overview Provisioning Manager

Provisioning Manager

~Messages €31 & 0 @O Close All

Q The specified host hitp/WTSC80.ITS0.IBM.COM is unknown CPOB032E Aug 2, 2017, 4:00:24 PM

Figure 5-5 Message ID

When you click the message ID, a new window that includes an explanation of the message
opens, as shown in Figure 5-6.

IBM Knowledge Center

arch

a
%)
@

=Previous  Mext

L] Tabe or Contents CPOB032E The specified host address is unknown
Z/05 Management Facility 23.0 Explanation
r Welcome
» Getling started with ZOSMF Unable to connect to the specified host. The specified host address cannot be resolved.
» Motifications
User response
b Workflows
» Workflow Editor Correct the domain setup. For a description how to set up the domain refer to the product documentation.
» Cloud Provisioning
Parent topic: CPO messages
v Consoles
v Configuration
RElob=land BESauices © Copyright IBM Corp. 2009, 2017. Build 20170215
» Links

Figure 5-6 Explanation for a message
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5.4 Field-level help

Field-level help describes the type and format of data to enter in a field. It also indicates when
required information is omitted.

Field-level help takes the form of messages. When a message is available for a field, a status

icon is displayed within or next to the field, and a message also is displayed, as shown in

Figure 5-7.

Links

Links » Mew Link
New Link
Use this page to define a new link far Z0SMF.

# Mame (maximum 30 characters).
IBM Resource Link

+* SAF Resource Mame Suffix (maximum 220 characiers):
IZUDFLT.ZOSMFLINK. | IBMRSLMK

nin ,.

Q || IZUGOG03E: The link location is missing or incorrect. Enter a valid URL of up to 4000 characters.

'* Category
Links A

Open linkin:
(@ New browser tab or window
() New ZIOSMF tab

Authorizations

Help

Figure 5-7 Field-level help
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Configuration Assistant

This chapter describes the IBM z/OS Management Facility (zZOSMF) Configuration Assistant
plug-in and includes the following topics:

» 6.1, “Introduction” on page 106

» 6.2, “Installation” on page 106

» 6.3, “Usage” on page 107

» 6.4, “Working with a perspective” on page 112
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6.1 Introduction

The IBM Configuration Assistant for zZOS Communications Server is a tool to simply the
configuration of zZOS Communications Server policy-based networking technologies. It was
previously provided as a downloadable tool, but is integrated as a zZOSMF plug-in since z/OS
V1.11. As of zZ/OS V2R1, the Configuration Assistant tool is not provided as a separate
download and is provided only as part of ZZOSMF. You can use the Version 2.1 Configuration
Assistant to configure Version 2.1, Version 1.13 and Version 1.12 level z/OS systems.

The Configuration Assistant plug-in for zZOSMF V2R1 is redesigned to better integrate with
z/OSMF and provides better performance because of the following changes:

» Configuration Assistant now uses common z/OSMF window widget, which results in a
common look and feel within zZOSMF windows.

» Configuration Assistant now requires less z/OS processor usage.

» Configuration Assistant initially starts at a home page rather than immediately opening the
last used backing store. From the home page, you select which backing store to open.

» Removal of the main perspective. Users now go directly to the last technology they
configured.

» Removal of the Configuration Assistant navigation tree. Users now select from a group of
tabs to access z/OS image, TCP/IP stacks, and reusable objects.

» Application setup tasks are moved to the zZOSMF workflow plug-in.

The Configuration Assistant task can generate and maintain policy files for the following z/OS
Communications Server policy-based networking technologies:

» Application Transparent Transport Layer Security (AT-TLS)

» Defense Manager Daemon (DMD)

» Intrusion Detection Services (IDS)

» IP security (IPSec)

» Network security services (NSS)

» Policy Based Routing (PBR)

» Quality of service (QoS)

The following sections further describe the zZOSMF Configuration Assistant plug-in.

6.2 Installation

106

The Configuration Assistant plug-in can be installed during the initial deployment of ZZOSMF
or the plug-in can be enabled later. Detailed instructions about how to enable a plug-in are
provided in section 4.3, “Adding plug-ins to your zZOSMF system” on page 89.

There are no z/OSMF requisites (either pre- or post-) that are required to enable the zZ OSMF
Configuration Assistant plug-in. However, the Policy Agent must be correctly configured to
allow export of the policy files if the import policy data function of the Configuration Assistant
is being used. The user must have the correct security access permissions to be able to
import the policy file. The required security settings are documented in the “Policy Agent
Preparation” section of the Configuration Assistant Help topic entitled “Policy Data Import”.
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When installing policy files, the user must have adequate permissions to save the policy file in
the specified location. If FTP is used, then a valid user ID and password are required.

For more information about setting up the Policy Agent, see the following documents:

» z/OS Communications Server: IP Configuration Guide, SC27-3650
» z/OS Communications Server IP Configuration Reference, SC27-3651

IBM z/OS V2R1 Communications Server TCP/IP Implementation Volume 4: Security and
Policy-Based Networking, SG24-8099

6.3 Usage

The Configuration Assistant plug-in is started from the main zZOSMF page by clicking the
Configuration Assistant link on the left navigation pane. After the plug-in is started, the
Welcome page opens, as shown in Figure 6-1.

Welcome

Configuratio...

Welcome to V2R1 Configuration Assistant for z/0S Communications Server

Use this task to create and manage configuration for /05 Communications Server policy-based networking functions.

Select a backing store for configuration:

zaveData

Open

Learn more about Configuration Assistant:

What's New See what is new in this release.

Getting Started First time users can learn about Configuration Assistant.
Migrating to z/OSMF Migrate backing stores from Windows to z/OSMF.
Application Setup Tasks  Workflows to guide the setup of required applications.
Tutorials Link to tutorials.

FAQE Link to Frequently fsked Questions.

Figure 6-1 Welcome page

6.3.1 Welcome page

From the Configuration Assistant Welcome page, you can perform the following tasks:

» Start one of several help topics under Learn more about Configuration Assistant.
» Open a backing store under Select a backing store for configuration.

Learn more about Configuration Assistant

Clicking a link under the Learn more about configuration Assistant open a new browser
window. The browser window displays one of the following Help topics, depending on which
link is clicked:

What’s New Provides a list of changes to the Configuration Assistant from
Version 1.8 to Version 2.1.

Getting Started Provides a tutorial on basic usage and navigating the
Configuration Assistant windows.

Chapter 6. Configuration Assistant 107



Migrating to zZOSMF Provides a tutorial on the steps that are required to migrate
backing store files from a previous release of zZOSMF or from
the Windows version of the Configuration Assistant.

Application Setup Tasks  Before Version 2.1, setup tasks were provided as part of the
Configuration Assistant by using Application Setup Tasks. In
Version 2.1, Application Setup Tasks were replaced with
workflows, which are accessed through the zZOSMF Workflows
task. This link provides a tutorial about how to access the
workflows, which guide the user on the setup steps that are
required for the supported policy-based networking
technologies.

Tutorial In addition to the Getting Started tutorial, the Configuration
Assistant help topics provide in-depth explanations about
usage and provides numerous tutorials on the supported
technologies. It is the best source of information about
navigating and using the Configuration Assistant plug-in.

FAQs The frequently asked questions links provide responses to over
two dozen often asked questions.

6.3.2 Selecting a backing store for configuration

108

The Configuration Assistant keeps your configuration data in a backing store file. The backing
store file is stored in the zZOSMF data file system and is not meant to be modified outside of
the z OSMF Configuration Assistant task. When you use the Configuration Task for the first
time, the default backing store is named saveData.

If you have backing stores from pre- zZOSMF V2R1 releases and migrate to zZOSMF V2R1,
those backing store files are transferred to zZOSMF V2R1.

You can also migrate backing store files that are created in the Windows version of the
Configuration Assistant. The process to do so is documented under the help topic “Migration
of existing backing store files”.

Additionally, new backing store files can be created by using the Manage backing store utility,
but you must first open the default saveData backing store (or another migrated backing store
file) to access the utility.

To open a backing store file, simply choose the file from the drop-down menu and click Open.
For example, in Figure 6-2 on page 109, we open the default saveData backing store.
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Welcome || Configuratio...

saveData Cpen

Welcome to V2R1 Configuration Assistant for z/05 Communications Server

Use this task to create and manage configuration for /05 Communications Server policy-based networking functions.

Select a backing store for configuration:

Learn more about Configuration Assistant:

What's Mew See what iz new in this release.

Getting Started First time users can learn about Configuration Assistant.
Migrating to z/OSMF Migrate backing stores from Windows to z/OSMF.
Application Setup Tasks  Workflows to guide the setup of required applications.
Tutorials Link to tutorials.

FAQs Link to Frequently Asked Questions.

Figure 6-2 Open a backing store file

The Configuration Assistant uses a simple file locking mechanism to ensure that two
administrators are not operating on the same backing store file at the same time. When a
backing store file is opened in the Configuration Assistant, a lock file is created that contains a
lock ID value and the date and time at which the lock file was created. The lock ID value is the

z/OSMF logon user ID.

If you open a backing store file and the lock is held, a window opens, where you may choose
to unlock this backing store or cancel your action. The window also shows the contents of the
lock file, so you can determine who has the backing store file in read/write mode.

6.3.3 Perspectives

After opening a backing store file, a perspective window opens. A perspective is a window (or
view) that is related to a particular policy-based networking technology. Each perspective
contains tabs that in turn contain modifiable data that is relevant to a particular technology. It
is from these perspectives that you create a policy for the relevant technology. You select the
particular perspective to work with by using the Select a perspective drop-down menu, as

shown in Figure 6-3.

Welcome X || Configuratio... *

Cenfiguration Assistant (Home) » IDS

V2R1 Current Backing Store = saveData

Select a perspective: |IDS @4
(i

AT-T

Systemns | Traffic DelDMD ;| Requirement Maps
IDS
Actions ¥ 1PSec
‘Mame | Nss b Status

PBR
QoS

Help

Use the drop down menu to change
perspective.

Tools =

Release Description

There iz no data to display.

Figure 6-3 Select a perspective
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Tools menu
From all perspectives, you can access the Tools menu, as shown in Figure 6-4.

Welcome ¥ || Configuratio...

Configuration Assistant (Home) b IDS Help
] Select an option from the Tools menu
V2R1 Current Backing Store = saveData P \
Select a perspective: |IDS Tools
Manage Backing Stores...
Systems | Traffic Descriptors | Requirement Maps History...
AT < Preferences...
--------------------- Log level...
i Hame ! Type Status Release Description g leve

There is no data to display.

Figure 6-4 Select an option from the Tools menu

The Tools menu includes the following options:
» Manage the Backing Stores

Selecting Manage Backing Stores from the Tools menu displays the Manage Backing
Stores window. The backing store files are displayed in a selectable table with the
following header columns:

— Name: The name of the backing store file.

— Status: Indicates whether the backing store file is open (Current) or available for use
(Available).

— Time Last Updated: The date and time that the backing store file was last updated.

If many backing store files exist and you need help finding the relevant file, you can filter
each row (Name, Status, Time Last Updated) by clicking the Filter option in the header
row. This action opens the Modify Filters window. From this window, you can set filters for
one or more columns.

Clicking a column header changes the sort order of the displayed data from the default of
ascending to descending.

In addition, each entry in the list can be selected and the following actions can be
performed against the selected entry from the Actions drop-down menu:

— Open

— Delete

— Import

— Extract

— New

— Save As

— Transfer

— Modify Filters
— Hide Filter Row
— Clear Filters
— Modify Sort
— Clear Sorts
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View the history of changes that are made to the backing store file

Selecting History from the Tools menu opens a window that displays a list of comments.
Each list item contains the following columns:

Time Stamp: A time stamp indicating the date and time that the entry was made.
User Name: The user ID who entered the comment.

Action: The Action that was performed.

Comment: The comment that was entered by the user.

If many comments exist and you need help to find the relevant file, you can filter each row
(Time Stamp, User Name, Action, Comment) by clicking the Filter option in the header
row. This action opens the Modify Filters window. From this window, you can set filters for
one or more columns.

A Search box also is available in which you can enter text and press Enter. Any matching
text that is found in the History display is highlighted.

Clicking a column header changes the sort order of the displayed data from the default of
ascending to descending.

In addition, each entry in the list can be selected and the following actions performed
against the selected entry from the Actions drop-down menu:

— View Details

— View Summary

— Limit Size of History
— Modify Filters

— Hide Filter Row

— Clear Filters

— Modify Sorts

— Clear Sorts

— Clear Search

Set the backing store preferences
You can set the following preferences:

— Enable a history comment window, where you can enter comments. Click Save after
you finish entering your comments.

— Automatically save the backing store after the installation of the configuration files.

— Enable a history comment window in which you can enter comments before the
automatic save of the backing store file occurs.

Set the logging level for diagnostic purposes

You can set the log level for the server and for the client. The default level for both is Info.
The log level ranges are Info, Fine, Finer, and Finest. You might be directed by an IBM
client representative to change the log level to help problem determination.
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6.4 Working with a perspective

Before you define a policy for one of the supported technologies, you must add z/OS images
and TCP/IP stacks for those policies. Images (a z/OS system) and stacks (a TCP/IP address
space) are added through the Systems tab. The Systems tab is common to all perspectives.
Any images and stacks that are defined are persistent across all perspectives.

If this the first time you have used the Configuration Assistant, or you have created a backing
store file, there are no images or stacks that are displayed in the Systems tab. From the
Actions drop-down menu, you can select one of the following actions:

» Properties

» Copy

» Delete

» Add z/OS Image
» Add TCP/IP Stack
» Import Policy Data

» Install all files for x (where x is AT-TLS, DMD, IDS, IPSec, NSS, PBR, or QoS, depending
on the active perspective)

» Install Configuration Files

6.4.1 Adding a z/OS image

To add a z/OS image, select Add z/OS Image from the Actions menu. The fields that are
presented in the add z/OS Image window depend on the active perspective. Each perspective
has the following common fields:

» Name
» Description
» z/OS Release

In addition to the common fields, the perspective-specific data entry fields shown in Table 6-1
are presented, depending on the active perspective.

Table 6-1 Perspective-specific data on the Add z/OS Image window

Perspective Additional data to be entered
AT-TLS Default AT-TLS key ring database.
DMD Directory for DMD to store persistent data.
IPSec This image has a dynamic tunnels check box.
NSS NSS Server-specific data.

NSS Client-specific data.
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For example, in Figure 6-5, from the AT-TLS perspective, we select Add z/OS Image from the

Actions drop-down menu.

Welcome | Configuratio...

Configuration Assistant (Home) » AT-TLS

V2R1 Current Backing Store = saveData

Select a perspective: |AT-TLS

Systems || Traffic Descriptors | Security Levels | Address Groups | Requirement Maps

Actions ¥

Status

Release

Add z/05 Image... fr

Add TCR/IP Stack

Import Policy Data...
Install All Files for AT-TLS...
Install Conf -

Configuration Files

Description

There is no data to display.

Help

Tools =

Figure 6-5 Add z/OS Image selection

The Add z/OS Image window opens. The common fields and the AT-TLS specific fields are
displayed. Figure 6-6 shows a completed Add z/OS Image window.

Welcome X

Configuratio...

Configuration Assistant (Home)

Add z/0S Image

* Name:
SCa80

AT-TLS b z/OS Image

Description:
WTSCPLXE Sysplex System SC80

z/0S Release:
VZ2R1

Default AT-TLS key ring database

Simple name (as in an SAF product or in PKCS #11 token format)
* Key ring:

tlsKeyring

Key database is a /05 UNIX file system file:

or

oK Cancel

Help

Figure 6-6 Add z/OS Image window from the AT-TLS perspective

- complete
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After you enter the data in the Add z/OS Image window, click OK. A window opens and
prompts you to add a TCP/IP stack for the image. In this example, we click Cancel and add
the stack later, as shown in Figure 6-7.

Proceed to the Next Step?

'? Connectivity rules are configured for each TCP/IP stack. To continue with configuration yvou need to add a TCF/IP stack to
2 the new z/0S image. Do you want to add a TCP/IP stack now?

Cancel Proceed

Figure 6-7 Prompt to add a TCP/IP stack

The AT-TLS main perspective window returns. As shown in Figure 6-8, the z/OS image for
SC80 is added.

Welcome ¥ | Configuratio... X

Configuration Assistant (Home) b AT-TLS Help

V2R1 Current Backing Store = saveData

Select a perspective: |AT-TLS Tools +

Systemns | Traffic Descriptors | Security Levels | Address Groups | Requirement Maps

Actions ¥
Name Type Status Release Description
SCE0 Image Complete V2R1 WTSCPLXE Sysplex System SC20

s

Figure 6-8 z/OS image is added

After you define an image, in addition to the data that is specified in Table 6-1 on page 112,
there might be additional data that is associated with the perspective for the z/OS image.

You can see all the data for the z/OS image that is relevant for the perspective by selecting the
image and then choosing the Properties file from the Actions drop-down menu.
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For example, in Figure 6-9, we select the previously defined z/OS Image and choose the
Properties selection from the Actions menu. As shown in Figure 6-9, there are additional
fields and tabs that can be accessed for the selected perspective and z/OS image.

Welcome || Configuratio...

Configuration Assistant (Home) » AT-TLS » z/0OS Image

Properties for z/0S Image

General Image Level Settings

LDAFP servers for certificate revocation list (CRL) processing (Optional)

Actions ¥ love Up love Drown

LDAP Server Port

There iz no data to display.

Total: 0, Selected: 0

User ID:

Password:

CRL cache

.4 Check to enable cache for CRL, otherwise, Do not cache
Cache expires after 24 {hours)

CRL security level
Low Medium High

Language environment ENV file
z/0S UNIX file system file: Data Set: DD card:
File name:

Syslog facility name
daemon auth

OK Cancel
b,

(Specify as an ¥.500 distinguished name)

Figure 6-9 z/OS image properties from the AT-TLS perspective

The images that are added are persistent across perspectives. However, because the z/OS
image was created from a particular perspective (AT-TLS), if you switch to another
perspective that had perspective-specific fields in the add z/OS Image window (see Table 6-1
on page 112), the perspective-specific data is either given default values or the image status
is marked as incomplete (meaning that there is additional required data to be entered for

the perspective).
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For example, if we switch from the AT-TLS perspective to the IPSec perspective, select the
previously defined z/OS image, and select Properties from the Actions menu, we see that

the perspective-specific fields for IPSec are either given defaults or are blank, as shown in

Figure 6-10.

Welcome ¥ | Configuratio...
Configuration Assistant (Home) » IPSec ¢ z/0S Image

Properties for z/0S Image

General IKE

There is one IKE daemon for each /05 image. Use this panel for the IKE daemon settings for this 2/0S image.

SAF (such as RACF) key ring database:
iked/keyring

IKE Daemon SMF Records...

IKE Daemon Syslog Trace...

‘Policy Agent API Sysload Trace...|

Advanced...

oK Cancel

Figure 6-10 z/OS Image properties from the IPSec perspective

If there are mandatory input fields that must be completed for a z/OS image for a perspective,
then the z/OS image status is marked as incomplete. For example, if we switch to the NSS
perspective, we see that image SC80 is now marked Incomplete, as shown in Figure 6-11.
This means that some mandatory data must be completed in the z/OS Image definition. The
required information can be completed by selecting the z/OS image and selecting Properties
from the Actions menu.

Welcome X | Configuratio...

Configuration Assistant (Home) F NSS

V2R1 Current Backing Store = saveData

Select a perspective: |NSS

Systems
Actions ¥
:ril:a_r;];e ______________ 1: Type Status Release Description
SC30 Image Incomplete WVZR1 WTSCPLXE Sysplex System SCE0

Figure 6-11 z/OS image incomplete for a perspective

So, it is important that you verify the information in the z/OS image properties from each
perspective that you plan to use.
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6.4.2 Adding a TCP/IP stack

After a z/OS image is added, the next step is to add a TCP/IP stack. Select the z/OS image
for which a stack is to be added, and then select the Add TCP/IP Stack option from the
Actions menu, as shown in Figure 6-12.

Welcome || Configuratio...

Configuration Assistant (Home) » AT-TLS

V2R1 Current Backing Store = saveData

Select a perspective: |AT-TLS

Systems | Traffic Descriptors | Security Levels | Address Groups | Requirement Maps

Actions

Properties... Status Release Description

Copy... Complete W2R1 WTSCPLXE Sysplex System SCa0
Delete

Add z/0S Image...
Add TCP/IP Stack... ’\“:')
Import Policy Data...

Install &ll Files for AT-TLS...

Install Configuration Files...

Figure 6-12 Add TCP/IP Stack selection

The Add TCP/IP Stack window opens. Input the name of the TCP/IP stack and optionally a
description. A completed window is shown in Figure 6-13.

Welcome | Configuratio...

Configuration Assistant (Home) ¢ AT-TLS ¢ TCP/IP Stack

Add TCP/IP Stack

* Name:
TCPIP

Description:
Default TCR/IF Stack for SC80

0K Cancel

Figure 6-13 Add TCP/IP Stack window
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After you click OK to add the stack, you are prompted to add rules for the specific technology.
In this example, we click Cancel and add the rules later, as shown in Figure 6-14.

Proceed to the Next Step?

To continue with the configuration you should add connectivity rules to the TCP/IP stack. Do you want to be directed to the TCP/IP stack rules panel?

Cancel Proceed

Figure 6-14 Rules prompt

After the stack is added, you return to the Systems window.

In our example, the stack status is marked incomplete. An incomplete status indicates that
perspective-specific rules must be completed, additional stack properties information must be
completed, or both. In the case of AT-TLS, there is no additional stack properties information
to be completed, so the incomplete status indicates that a rule must be defined. The
incomplete status is shown in Figure 6-15.

Welcome | Configuratio... *

Configuration Assistant (Home) » AT-TLS

V2R1 Current Backing Store = saveData

Select a perspective: | AT-TLS

Systems | Traffic Descriptors | Security Levels | Address Groups | Reguirement Maps

Actions ¥
Name Type Status E'h_e_l_e:*i_s-e ____________ ‘, Description
5Ca0 Image Complete W2R1 WTSCPLXE Sysplex System SCa0
TCPIP Stack Incomplete WZ2R1 Default TCPAP Stack for SC30

Figure 6-15 Incomplete Stack status

Here are the common stack properties:

» TCP/IP Stack Name
» Description

The perspective-specific stack data when adding a stack from a perspective is shown in
Table 6-2.

Table 6-2 Add stack specific data

Perspective Specific stack properties

DMD Select defensive filter mode

IPSec Dynamic Tunnels indication

QoS QoS for sysplex distributor indication

As was the case for adding a z/OS image, after a stack is defined, additional data fields and
tabs are accessible for the stack (in addition to the common properties and the data that is
listed in Table 6-2). This perspective-specific data can be accessed from each perspective by
selecting the stack and then selecting Properties from the Actions menu.

Verify the information in the stack properties from each perspective that you plan to use.
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After a stack is defined, the selections that are available from the Actions menu when a stack

is selected vary depending on the perspective. Here are the available common selections:

» Properties

»

>

>

>

»

Copy
Delete

Add z/OS Image
Add TCP/IP Stack
Import Policy Files

Install all files for x (where x is AT-TLS, DMD, IDS, IPSec, NSS, PBR, or QoS, depending

on the active perspective)
Install Configuration Files

The perspective-specific actions are listed in Table 6-3.

Table 6-3 Perspective-specific actions when a stack is selected

Perspective

Additional actions

AT-TLS Rules
IDS Requirement Maps
IPSec Rules
Local Addresses
IKE Symbols
PBR Rules
QoS Rules

6.4.3 Tabs, objects, and rules

After a TCP/IP stack is defined, you can proceed to define a rule for the specific perspective
(if supported) or work with any of the objects in the tabs that are accessible from the
perspective.

For example, from the AT-TLS perspective, you can work with the objects in the Systems tab,
Traffic Descriptors tab, the Security Levels tab, the Address Groups tab, and the Requirement
Maps tab. The tabs are shown in Figure 6-15 on page 118.
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The tabs that are available by perspective are listed in Table 6-4 (other than the Systems tab,
which is available across all perspectives).

Table 6-4 Tabs available by perspective

Perspective Tabs (other than the Systems tabs)
AT-TLS Traffic Descriptors

Security Levels

Address Groups

Requirements Maps
Reusable Rules

DMD None

IDS Traffic Descriptors

IPSec Traffic Descriptors
Security Levels
Address Groups

Requirement Maps
Reusable Rules

NSS None
PBR Traffic Descriptors
Address Groups

Route Tables

QoS Traffic Descriptors
Priority Levels

Traffic Shaping Levels
Requirement Maps

Each tab contains objects that are relevant to the tab. For example, the Security Levels tab for
AT-TLS contains objects that specify security levels that characterize different ways to protect
data. These objects can be selected and actions performed upon them from the Actions
drop-down menu. For example, you can use the NEW option to add an object, which usually
starts a wizard to assist you in defining the new object. Objects may be used in rules or as
part of the definition of other objects.

Objects that are added are only applicable to the current perspective.

To continue with our example, we create objects and add an AT-TLS rule. In this example, we
enable AT-TLS for local client applications that communicate with remote
IBM zAware servers.

First, we add an address group to that contains the IP addresses for the IBM zAware servers.
This task is accomplished in the AT-TLS perspective by using the Address Group tab. A list of
address group objects is displayed. To add an address group, select New from the Actions
menu. The New IP Address Group window opens, where you add the IP addresses for this
object, along with a name and description for the object.
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Figure 6-16 shows our completed New IP Address Group window.

Welcome || Configuratio...

Configuration Assistant (Home) ¢ AT-TLS ¢ Address Group

New IP Address Group

9.37.236.137 Uze this panel to configure a group of IF addresses.
4.98.124 187

5.06.158.184 | . Mame:

2.45.197.242 ZAwaresServers

3.15.141.211 o

7.97.953 241 Description:

B6F3.138.187 ITS30 zAware Servers

Double click a table cell and type the IP address or description.

Actions +
IP address Description
9.12.5.127 zAware1 i
9.12.5.128 zAware2 E
oo ooiiooooIioa.-. N

Total: 2, Selected: 1

DK{I:') Cancel

Figure 6-16 New IP Address Group

When the required information is entered, click OK to return to the Address Groups window.
The new group is now displayed. Save the change to the backing store file by clicking Save.
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The Address Group window with the new object is shown in Figure 6-17.

Welcome Configuratio...

Configuration Assistant (Home) » AT-TLS

V2R1 Current Backing Store = saveData

Select a perspective: |AT-TLS

Systems | Traffic Descriptors | Security Levels | Address Groups
Actions ¥

] -N-a-m-e --------------------- :l-1' First Few Addresses

.\ Fitter

Al IPvd_Addresszes
All_IPvE_Addreszes
Al_IP_Addresses

Requirement Maps

Description
Fitter

IBM supplied: All IPv4 addrezzes are applied
IBM supplied: All IPvS addrezses are applied

IBW supplied: All IPv4 and IPvS addresses are applied

zAwareServers 9125127 9.12.5.128 TS0 zAware Servers

Figure 6-17 Address Group window with a new object

Next, we add a traffic descriptor object. Traffic descriptors are reusable objects that describe
the properties of network traffic, such as protocols and ports. Traffic descriptors are accessed
from the Traffic Descriptors tab. A new object is added by selecting New from the Actions
menu. Selecting New displays the New Traffic Descriptor window, where you can add a name
and a description for the object. To add a traffic type, select New from the Actions menu, as
shown in Figure 6-18.

Welcome Configuratio...

Configuration Assistant (Home) ¢ AT-TLS ¢ Traffic Descriptor

New Traffic Descriptor

Traffic descriptors contain details of traffic types which are mapped to security levels within reguirement maps.
A traffic descriptor can contain a single type of traffic or multiple types of traffic.

* Name:

zAwareTraffic

Description:

¢/ ITSCO zAware traffic descriptor
List of traffic types in this traffic descriptor

Actions * | Move Up  Mowve Down

Madify Local Port Remote Port Connect Direction Job Hame User ID
Delete There is no data to display.

Mowve Up

Mowve Down

New.

0

Figure 6-18 New Traffic Descriptor

The New Traffic Type - TCP window opens. This window has three tabs (Details, KeyRing,
and Advanced). Enter the required information for each tab.
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Figure 6-19 shows the completed information for the Details tab.

Welcome ¥ || Configuratio...

New Traffic Type - TCP
Details KeyRing Adwvanced
Local port

All ports
Single port

Port range

Ephemeral ports

Indicate the TCP connect direction
Either Inbound only Outbound only

Jobname:

User ID:

AT-TLS Handshake Role
Server Client

| oK || cancel |

Client authentication role is set in the security level.

Configuration Assistant (Home) ¢ AT-TLS F Traffic Descriptor ¢ Traffic Type - TCP

Remote port

All ports

Single port

* Port:

443

Port range

o P

Ephemeral ports

Figure 6-19 New Traffic Type - TCP - Details tab
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For this example, the information in the KeyRing tab is also updated. We require client
authentication to the zAware servers. The client certificate is stored in the SITE virtual key
ring in the RACF database. The completed KeyRing tab is shown in Figure 6-20.

Welcome X || Configuratio...

Configuration Assistant (Home) » AT-TLS » Traffic Descriptor b Traffic Type - TCP

New Traffic Type - TCP

Cetails KeyRing Advanced

Specify the key ring database to use for the traffic type specified on the Details tab.

Use the key ring database defined for the /05 image.

Use a Simple name (as in a SAF product ar in PKCS #11 Token format):
* Key ring:

*SITE*/*

Use this /05 UNIX file system key database:

Certificate Label:
zawareclient

Ok Cancel

Figure 6-20 New Traffic Type - TCP - KeyRing tab
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After you select the new traffic type, click OK to add the traffic type definition. The traffic type
is displayed in the New Traffic Descriptor window, as shown in Figure 6-21. Click OK to save

the traffic descriptor.

Welcome | Caonfiguratio...

New Traffic Descriptor

* Name:

zAwareTraffic

Description:

ITS0 zAware traffic descriptor
List of traffic types in this traffic descriptor

Actions * | Move Up  Move Down
'Protocol ! Local Port Remote Port
TCP All Ephemeral 443

Total: 1, Selected: 1
| oK | | Cancel |

Configuration Assistant (Home) » AT-TLS » Traffic Descriptor

Connect Direction Job Hame User 1D

Outbound

Traffic descriptors contain details of traffic types which are mapped to secunty levels within requirement maps.
A traffic descriptor can contain a single type of traffic or multiple types of traffic.

Figure 6-21 Traffic Descriptor window with new object
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Click OK to return to the Traffic Descriptor window. Click Save to save the definition to the
backing store file. The Traffic Descriptor window with the new object definition is shown in
Figure 6-22.

welcome

Configuratio...

Configuratiocn Assistant (Home) ¢ AT-TLS

V2R1 Current Backing Store = saveData

Select a perspective: |AT-TLS

Systems | Traffic Descriptors | Security Levels | Address Groups | Reguirement Maps

Actions =
Name 4 | Description
Fitter Fitter
ADNR (VERIFY"} IBM supplied; Automated Domain Mame Registration traffic
Centralized_Policy_Server (VERIFY"} IBM supplied: Centralized Policy Server
cIcs (VERIFY) IBM supplied: CICS traffic
CSSMTP (VERIFY) IBM supplied: CSSMTP traffic
FTP-Client (WERIFY") IBEM supplied: FTP Client traffic
FTP-Server (VERIFY") IBM supplied: FTP Server traffic
LBA-Adviser (WERIFY") IBM supplied: /05 Load Balancing Adviser traffic
LBA-Agent (VERIFY") IBM supplied: z/0S Load Balancing Advizer - Agent traffic
LOAP-Server (WERIFY") IBM supplied: LDAP Server traffic
MSM IBW supplied: MultiSystem Manager for IBM Tiveli Network Manager-IP traffic
METCONY IBM supplied: NETCONV traffic
NSS_Client (VERIFY") IBM supplied: Network Security Services client traffic
NSS_Server (VERIFY") IBM supplied: Network Security Services server traffic
REXEC-Client IBW zupplied: REXEC - Remote Execution Client
REXEC-Server BN zupplied: REXEC - Remote Execution Server
RSH-Client BN supplied: RSH - Remote Shell Client
RSH-Server 1B supplied: RSH - Remote Shell Server
TN3Z270-Clignt (VERIFY') IBM supplied: TN3270 Client traffic
TNIZ70-Server (VERIFY} IBM supplied: TN3270 Server traffic
Web BN supplied: Web Server traffic

Web-35L Lo e e ure S3L traffic
WO A wareTraffic TS0 zAware traffic descriptor

—————

Total: 22, Selected: 1

Figure 6-22 Traffic Descriptor window with new object
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For this example, we do not add a Security Levels object, as we use the existing
Default_Ciphers object, which is predefined.

However, we create a Requirement Maps object. A requirement map is an object that maps
each IP traffic type (traffic descriptor) to a specific level of security (security level). The
requirement map objects are accessed through the Requirement Maps tab.

To create a requirement map object, select New from the Actions menu. The New
Requirement Map opens, where you can enter a name and description for the object. In the
mapping table, you associate one or more traffic descriptor objects to a security level object.
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A completed New Requirement Map window for our example is shown in Figure 6-23.

Welcome Canfiguratio...

Configuration Assistant (Home) » AT-TLS ¢ Reguirement Map

New Requirement Map

A requirement map is an object that maps each IP traffic type
(traffic descriptor) to a specific level of security (security level).

Tao add a new mapping to the requirement map:
1. Click the "Add Row" action or use an existing row
2. Double click a table cell to =elect a traffic descriptor from the list
3. Double click a table cell to select a security level from the list

Description:

1ITS0 zAware Requirement Map

Mappings table

Actions ¥ | Move Up Mowve Down

Traffic Descriptor Security Level
ZAwareTrafiic {etaut_cpners | - ||
LS CCCooooooCiiiiiiiiiiiiiiiiiiiiio-o- J
Select a traffic descriptor Select a security level
Select a traffic descriptor Select a securty level

Total: 3, Selected: 1

Figure 6-23 New Requirement Map window
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Click OK to add the requirement map. The new requirement map is displayed in the
Requirement Maps window. Click Save to save the new object to the backing store file. The
new requirement map object is shown in Figure 6-24.

Welcome 3| Configuratio...

Configuration Assistant (Home) ¢ AT-TLS

V2R1 Current Backing Store = saveData

Select a perspective: AT-TLS

Systems | Traffic Descriptors | Security Levels | Address Groups | Requirement Maps

Actions +
Name A  Description
Filter Filter
AT-TLS_Sample IBM =upplied: AT-TLS sample: CICS and TN3270
ZAware M0 zAware Requirement Map

Figure 6-24 New requirement map object

All the objects that are required to define our AT-TLS rule are now defined. The final step is to
create a rule. From the Systems tab, select the TCP/IP stack for which the rule will be defined
and then select Rules from the Actions menu, as shown in Figure 6-25.

Welcome || Configuratio...

Configuration Assistant (Home) » AT-TLS

V2R1 Current Backing Store = saveData

Select a perspective: | AT-TLS

Systems || Traffic Descriptors | Security Levels | Address Groups || Requirement Maps

Actions ¥

Properties... Status Release Description

Rules... 4‘|.|.h Complete V2R WTSCPLXE Sysplex System SC30
Copy... o Incomplete V2RI Default TCPAP Stack for SC80
Delete

Add z/05 Image...

Add TCP/IP Stack...

Impaort Policy Data...

Install All Files for AT-TLS...

Install Configuration Files...

Figure 6-25 Add Rule selection

128 IBM z/OS Management Facility V2R3




The Connectivity Rules window for the selected image and stack opens. There are several
predefined rules (disabled by default) that you can modify, copy, and enable. For this example,

we add a rule by selecting New from the actions menu, as shown in Figure 6-26.

Welcome Configuratio...

Configuration Assistant (Home) » AT-TLS ¢ TCP/IP Stack

Connectivity Rules for Image SC80, Stack TCPIP

Actions + | Move Up  Mowve Down

View Details " Rule Name Application | Requirement Map
Madify _J: Fitter Fitter

Copy Defautt_DB2-Regquester DB2-Reguester

Dielete Default_DB2-Server DB2-Server

Cut Defautt_Central_PolicySwvr Centralized_Policy_Server

Paste Defautt_CICS CICS

Move Up Defaut_CIMServerinBound CIMServerinBound

Mowve Down

Defautt_CIMServerOutBound

CIMServerOutBound

Enable Ruls Defaul_CSSHTR CSSHTR
Disable Rule
Defautt_FTP-Client FTP-Client
Health Check
Default_FTP-Server FTP-Server
New...
'gl? Default_IMS-Connect IMS-Connect
Modify Filters...
. ) Defautt_JES-Client JES-Clignt
Hide Filter Row
al i Default_JES-Server JES-Server
Clear Filters
=abled Default_LBA-Advisor LBA-Advisor
Disabled Default_MSH MSH
Dizsabled Defautt NETCONV NETCONW
Disabled Default_NSS_Client-IKED NSS_Client-IKED
Dizabled Default_MNS5_Server NS5 _Server
Dizabled Default_PolicyAgentimport PolicyAgentimport
Dizabled DefaultRASF-Client RRSF-Client
Dizabled Default_RRSF-Server RRSF-Server
Dizabled Default_TN3270-Server TN3270-Server

Hey Ring
Fitter

ti=Keyring
tl=Keyring
tl=Keyring
tl=Keyring
tl=Keyring
tl=Keyring
tl=Keyring
tl=Keyring
tl=Keyring
tl=Keyring
tl=Keyring
tl=Keyring
tl=Keyring
tisKeyring
tisKeyring
tisKeyring
tisKeyring
tiskKeyring
tiskKeyring
tiskKeyring
tiskKeyring

Figure 6-26 Add a connectivity rule for AT-TLS

The New Connectivity Rule window opens. This wizard consists of multiple steps. After the

required information is entered into a window, click Next to move on to the next step.
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Figure 6-27 shows the completed input for Data Endpoints window, which is the first step. For

the local endpoints in our example, we select all IPv4 addresses, and for the remote endpoint,
we select the zAwareServers address group that we previously defined.

Welcome || Configuratio...

Configuration Assistant (Home) » AT-TLS ¢ TCF/IP Stack ¢ Connectivity Rule

New Connectivity Rule

= Data Endpoints | Data Endpoints

Requirement Map

Advanced Settings

* Cannectivity rule name:
zAwareClients

Select the address groups of the host endpoints of the traffic you want to protect.

Local data endpaint

Remote data endpoint
Address group:

Address group:
All_IPvd_Addresses

zhwareServers
* IPv4 or IPv6 address, subnet, or range:

* IPv4 or IPve address, subnet, or range:

Figure 6-27 New Connectivity Rule - Data Endpoints

Click Next to move to the Requirement Map window. The Requirement Map opens. In this
window in our example, we select the Select an existing requirement map option and
choose the requirement map that was previously created, as shown in Figure 6-28.

Welcome 3| Configuratio...

Configuration Assistant (Home) » AT-TLS » TCP/IP Stack b Connectivity Rule

New Connectivity Rule

v Data Endpoints Requirement Map
> Requirement Map

Advanced Settings

Reguirement maps are reusable objects that combine your traffic definitions (traffic descriptors) with your security definitions (security levels).
Create a new requirement map
Select an existing requirement map
zAware - ITSO zAware Requirement Map

zAware properties
zAware

ITSO zAware Requ
Mappings table

Traffic Descriptor Security Level

zAwareTraffic Default_Ciphers

Total: 1, Selected: 0

Figure 6-28 New Connectivity Rule - Requirement Map

130

IBM z/OS Management Facility V2R3



Click Next to move to the next step. The Advanced Setting window opens. You can click
Advanced Setting to modify additional settings that are related to the rule being created. In
our example, we do not require any additional setting values to be modified, so we click
Finish to complete our rule addition.

When you click Finish, you return to the Connectivity Rules window. The newly added rule is
displayed, in an enabled state, as shown in Figure 6-29.

Welcome

Configuration Assistant (Home)

Configuratio...

AT-TLS

TCR/IP Stack

Connectivity Rules for Image SC80, Stack TCPIP

Actions + | Move Up Mowve Down

E- Status -: Rule Name Application /! Requirement Map Key Ring
| Fiter j Fitter Fitter Fitter
Dizabled Default_DB2-Reguester DB2-Reguester tisKeyring
Dizabled Default_DB2-Server DB2-Server tlzKeyring
Disabled Default_Central_PolicySwr Centralized_Policy_Server tlsKeyring
Dizabled Default_CICS CiCs tiskKeyring
Dizabled Default_CIMServerinBound CIMServerinBound tisKeyring
Dizabled Default_CIMServerQutBound CIMServerQutBound tlsKeyring
Dizabled Default_CSSMTP CSSMTP tisKeyring
Dizabled Default_FTP-Client FTP-Client tisKeyring
Dizabled Default_FTP-Server FTP-Server tlsKeyring
Dizabled Default_IMS-Connect IMS-Connect tleKeyring
Dizabled Default_JES-Client JES-Client tiskKeyring
Dizabled Default_JES-Server JES-Server tlsKeyring
i Disabled Default_LBA-Advisor LBA-Advisor tlsKeyring
Dizabled Default_MSM MSH tisKeyring
Dizabled Default_NETCONY NETCOMNW tisKeyring
Dizabled Default_MNSS_Client-IKED NSE_Client-IKED tlzKeyring
Dizabled Default_NS5_Server NSS_Server tleKeyring
Dizabled Default_PolicyAgentimport PolicyAgentimport tisKeyring
Dizabled Default_RRSF-Client RREF-Client tlsKeyring
Disabled Default_RRSF-Server RRSF-Server tlsKeyring
Dizabled _Lefault Thl Lo = tiskKeyring
:"“' " Enabled zhwareClients zAware *STE™® _}
—— —

Figure 6-29 Completed connectivity rule

Click Save to save the newly defined rule to the backing store file. Click Close to return to the
AT-TLS perspective Systems window.

Health Check perspective

After the rules are complete, the next step is to install the policy file. However, you can verify
whether any errors exist within a connectivity rule or with other connectivity rules by running a
health check against the rule before installing the policy. From the Connectivity Rules window,
select the rule and then select Health Check from the Actions menu.
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A partial sample Health Check report for our previously defined rule is shown in Figure 6-30.

Welcome Configuratia...

Configuration Assistant (Home) » AT-TLS » TCR/IP Stack ¢ Health Check

Health Check for AT-TLS

|. Close | I}-
Health Check: AT-TLS

Below are the results from running a health check against Stack TCPIP.

Address Groups
Checking individual connectivity rules
Checking all connectivity rules with each other

Checking the current technology with other technologies

Table of AT-TLS connectivity rules with traffic descriptors and security levels in the arder as was defined

[Connectivity Rule |[Traffic Descriptor|[AT-TLS Security Level[index!|Protocol[Local Port  |[Remote Port|Connect Direction|[Direction [Routing

zAwareClients

zhwareTraffic Default_Ciphers 1 TCP 1024-65535||443 Cutbound Either Either

lall_IPvd_Addresses
zAwareServers

Address Groups

Address Groups

[Name [fr Address
9.12.5.127
ZAWareservers 5.12.5.128

Beturn to top

Checking individual connectivity rules

Each individual connectivity rule is healthy.

Return to top

Checking all connectivity rules with each other

All the connectivity rules for this stack are healthy.

Figure 6-30 Health Check report
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6.4.4 Installing configuration files

To install a configuration file, from the Systems tab, click either Install all files for X (where X
is the name of the perspective) or Install Configuration Files. In this example, we select
Install all files for AT-TLS from the Systems tab Actions menu, as shown in Figure 6-31.

Welcome ¥ || Configuratio...

Configuration Assistant (Home) ¢ AT-TLS

V2R1 Current Backing Store = saveData

Select a perspective: |AT-TLS

Systems | Traffic Descriptors | Security Levels | Address Groups | Requirement Maps

Actions =

Properties... Status Release Description

Rules... Complete V2R1 WTSCPLXE Sysplex System SCE0
CopY... Complete V2RI Default TCP/IP Stack for SC80
Delete

Add z/0S Image...

Add TCR/IP Stack...

Import Folicy Data...

Install All Files for AT-TLS..
Install Configuration Files..l.{b

Figure 6-31 Install all files for AT-TLS

The List of Configuration Files for All Images window opens. In our example, we have only
one object that is displayed, as shown in Figure 6-32.

Welcome | Configuratio...

Configuration Assistant (Home) F AT-TLS Configuration Files He|

List of Configuration Files for All Images

List of Configuration Files for All Images

Actions ¥
:V ir:n’a’giei - 1: Configuration File Name Host Name Last Install Status
SCEao TCPIP - AT-TLS Policy letc/cfgasstiv2r1/SCENTCPIP/tIsPol Newver Needs install

Figure 6-32 List of Configuration Files for All Images

This window lists all the files that are eligible for installation, based on the current selection in
the Systems tab. The table of objects is divided into six columns (excluding the Select
column):

» The first column shows the image or stack name that is associated with the file.
» The second column shows the configuration type of the file.

» The third column shows the file name. You may edit this column by clicking in this field.
The new name is used in all future activity for this file.

» The fourth column shows the destination host name or IP address.
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» The fifth column shows the time stamp of the last successful installation for this file.
» The last column shows the status of the file. It is set to one of the following states:
— Installed, if the file is installed and no policy changes were made.
— Needs Install, if the file has never been installed or if subsequent policy changes were
made to the configuration.
Here are the actions that are available from the Actions menu when one or more objects are
selected:

» Show Configuration File (only when a single object is selected)
» Show Configuration Summary
» Install

Show Configuration File

Selecting a single object and then selecting Show Configuration File displays the
configuration file. An example for the AT-TLS policy we created is shown in Figure 6-33 on
page 135.
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wr wr

Welcome Configuratio...

Configuration Assistant (Home) b AT-TLS ¢ Configuration Files ¢ Configuration File

Configuration File

| Clo=ze |

& AT-TLS Policy Agent Configuration file for:

E Image: SC80

EE Stack: TCFIF

E-F

#£# Created by the IBM Configuration Assistant for /05 Communications Server
£# Version 2 Release 1

£# Backing Store = savelata

£ 2 Install History:

T

## End of Configuration Assistant information

TTLSRule ziwareClients~~1

{

LocalAddrSetRef addri

RemotefddrGroupRef zhwareServers

LocalPortRangeRef portR1

RemotePortRangeRef portR2

Diirection Outbound

Priority 255

TTLSGroupsctionfef ghctl~zAwareTraffic

TTLSEnvironment&ctionRef efctl~zAwareTraffic

TTLSConnectionActionRef cActl~zAwareTraffic
i3

TTLSGroupAction ghctl~zAwareTraffic

i

TTLSEnabled on

1

TTLSEnvironment&ction gfctl~zAwareTraffic

i

HandshakeRole Client

EnvironmentUserlnstance 0

TTLSKeyringParmsRef leeyR1

}

TTLSConnectionAction chctl~zAwareTraffic

i

HandshakeRole Client

TTLSCipherParmsRef cipheri~Default_Ciphers

TTLSConnection&dvancedParmsRef cAadvl~zawareTraffic

CtraceClearText Off

Trace 2

}

Figure 6-33 Show Configuration Flle

Configuration Summary

Selecting one or more objects and then selecting Show Configuration Summary from the
Actions menu displays the configuration summary for the changes being made. The resulting
summary consists of explanatory text and tables that present the relevant technology being

installed in a manner that is easier to interpret than the actual configuration file.
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An example of the Configuration Summary window for the rule we created is shown in
Figure 6-34.

Welcome || Configuratio...

Configuration Assistant (Home) » AT-TLS ¢ Configuration Files ¢ Show Configuration Summary

Configuration Summary for AT-TLS
The tables that appear are:

GSK LDAP information. This table provides information about the LDAP servers and ports as well as the user and user password.

Traffic Type information. This table provides information about what data may flow in the clear (=ecurity level Permit), and what data is protected by AT-TLS (the
security level points to the TLS settings that protect the traffic). Note that the traffic types are processed in order and that the stack works from a =single list. The
traffic type list is comprised of all the traffic type entries across all the connectivity rules, and in the order they appear.

Security information. This table provides information about the ciphers used for protection as well as the client authentication type.

Connectivity Rule: zawareClients

* Stack: TCPIP
# Local Data Endpoint: All_IPv4_Addresses (Address Group)
* Remote Data Endpoint: zAwareServers (Address Group)

I'I'raf'fic: Type lAppIic:ation Configuration
[Local Port |[Remote Portfobname [User ID [Connect Direction [Key Ring|[Handshake Role|[application Controlled [Secondary Map
[1024-65535/j243 [-- F-- [outbound [Fs1TE*/*[Client [off [off [Default_ciphers

Security Level

Security Level
[Name [rLs version 1/55Lv3 [esLvz|[Client Auth Type

! 0x0035 - TLS_RSA_WITH_AES_256_CBC_SHA
0x003% - TLS_DHE_RSA_WITH_AES_256_CBC_SHA
0x0037 - TLS_DH_RSA_WITH_AES_256_CBC_SHA
0x0038 - TLS_DHE_DSS_WITH_AES_256_CBC_SHA
0x0036 - TLS_DH_DSS_WITH_AES_256_CBC_SHA
0x0004 - TLS_RSA_WITH_3DES_EDE_CBC_SHA
0x0016 - TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
Default_Ciphers|0%0010 - TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA |-- ||
0x0013 - TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
0x000D - TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA
0x002F - TLS_RSA_WITH_AES_128_CBC_SHA
0x0033 - TLS_DHE_RSA_WITH_AES_128_CBC_SHA
0x0031 - TLS_DH_RSA_WITH_AES_128_CBC_SHA
0x0032 - TLS_DHE_DSS_WITH_AES_128_CBC_SHA
0x0030 - TLS_DH_DSS_WITH_AES_128_CBC_SHA

Address Groups

Address Group: zAwareServers - ITSO zAware Servers
Addresses

9.12.5.127

9.12.5.128

Figure 6-34 Show Configuration Summary

Install
To save the configuration file to the target z/OS system, select Install from the Actions menu.

The Install File window opens.

There are two methods that are available to install the configuration file:

» Save to disk: The file is saved using the name of the user ID that is logged in to zZOSMF.
» FTP: The file is transferred to z/OS by connecting to the z/OS FTP server.

Detailed information about each option and all the relevant fields are in the topic “Install File”
in the zZOSMF Configuration Assistant help.

The Install File window is shown in Figure 6-35 on page 137. In this example, the Install File
name path is changed to the installation user's UNIX System Services home directory and
the Save to disk method is chosen.
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Welcome 3| Configuratio...

Install File

* Install file name:
fufl-c:aran,"zﬂun.rarETlsPnl|

Select installation method
Save to disk

FTP

FTF informaticn

* Host name:
* Port number: 21

* Uszer ID:
* Password: Save password

Use 55L
Create the directories if they do not exist

Diata transfer mode
Drefault Faszsive Active

Comment for the configuration file prologue (optional)
AT-TLS policy for zéware. November 25, 2013, Karan.

Go Cloze View FTP Log

¥,

Caonfiguration Assistant (Home) ¢ AT-TLS ¢ Configuration Files ¢ Install

Figure 6-35 Install File

Click Go to write the file to the target image. A window opens and notifies you of a successful
write. Clicking Close returns you to the List Configuration Files for All Images window. On a
successful installation, the Last Install and Status columns for the selected object (the file you
installed) are updated. Figure 6-36 shows that the Last Install and Status files for the file we
installed were updated. In addition, the file name is also updated to reflect the actual

installation path.

Welcome | Configuratio... *
Configuration Assistant (Home) b AT-TLS » Configuration Files Help
List of Configuration Files for All Images
List of Configuration Files for All Images
Actions ¥
Image Configuration File Name Host Hame Last Install Status
SC80 TCPIP - AT-TLS Policy Ikaran/zAwareTlzPol 2013-11-25 21:50:25 Installed
Figure 6-36 List of Configuration Files after a successful installation
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After the configuration file is transferred to the z/OS image, you can take installation
appropriate actions to make the file active (for example, move the file to the path or dataset
where the PAGENT task expects to find the file or update the PAGENT policy to enable the
technology). After the configuration file is transferred to the z/OS image, you can take
installation appropriate actions to make the file active (for example, move the file to the path
or data set where the PAGENT task expects to find the file or update the PAGENT policy to
enable the technology).
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Workflows

This chapter provides a description of and usage information about IBM z/OS Management
Facility (zZOSMF) workflows. It includes the following sections:

» 7.1, “Introduction” on page 140

7.2, “Overview” on page 140

7.3, “Lifecycle” on page 140

7.4, “Accessing the Workflows task” on page 141

7.5, “Creating a workflow instance” on page 144

7.6, “Creating your own workflow: An example” on page 152
7.7, “Using the Workflow Editor” on page 170
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7.1 Introduction

The Workflows task is new task that was included with zZOSMF 2.1. It is a tool that provides a
guided, step-based activity flow that is used for configuring and maintaining z/OS systems. It
is installed with the zZOSMF core installation.

Configuring a product or component on z/OS is a complex process. Customers want a
consistent, simplified, and less error-prone way to configure products and components on
z/OS.

The intent of the Workflows task is to simplify configuring z/OS for products or more
specifically, simplify configuring z/OS-specific constructs for applications and middleware.
Workflows are not limited to configuration and installation; they can be used to define any
task, such as adding users to the security product (which is our example workflow). Any task
that requires a step-by-step process can take advantage of a workflow definition.

The z/ OSMF Workflow task also provides some wizards to assist with some common
configuration tasks. The wizards assist with creating configuration files, creating and
submitting JCL, and creating and running REXX and shell scripts.

The z/ OSMF Workflow Editor can be used to create your own workflow. It is a simplified
interface for editing a workflow definition. You can add, delete, and modify the steps and
variables in a workflow definition without having to know or understand XML.

z/OSMF by does nothing; its usefulness is entirely dependent on workflows that are provided
by component owners or third-party vendors.

7.2 Overview

Workflows are created by users or vendors to guide a user through a configuration or setup
task. A workflow is written and included as an XML file and can contain external files that
include scripts, JCL, or another language text, including XML. These workflows contain meta
information (name, vendor, and version), variables, and a collection of steps.

7.3 Lifecycle

140

A workflow is created by using XML, which is based on the schema that is included with
z/OSMF that is in the /usr/1pp/zosmf/workflow/schemas/workflow_vl.xsd directory. The
schema is the definition of all allowable XML tags and attributes. XML is only < > </ > x="",
The lifecycle of a typical workflow includes the following milestones:

» A workflow is created by a workflow owner who selects the XML file and sets up the
workflow.

» Users are then assigned to perform the steps in the workflow by the workflow owner.
» The assignees accept the steps to become step owners.
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» The step owners perform the steps individually. Some steps can be done in parallel and
others have prerequisites and must be performed in sequence. Consider the following
points:

— The user might be required to complete the fields in windows that prompt for variable
input. Input variables can be used in the subsequent steps.

— In some cases, steps are performed manually after instructions are read. Instructions
are generated from XML text and data from the variables, and are text that describes
the purpose of the step and how to perform it.

— In other cases, JCL is generated by using text in the XML and data from the variables
and submitted for running.

» With submitted JCL, you can check the job status tab to see how the jobs ran. The job
status is saved locally for future use so that you do not have to retrieve it from the z/OS
system frequently.

» The workflow history can be viewed to see what occurred.
» When all the steps are done, the workflow is complete.

7.4 Accessing the Workflows task

You access the Workflows task by clicking Workflows in the Welcome window of the zZOSMF
interface, as shown in Figure 7-1.

vy .
ﬁlﬂ IBM z/05 Management Facility

Welcome Welcome
Mofifications
Workflow Editor
Welcome to IBM z/OS Management Facility

+ Cloud Provisioning " ) . )
. IBM& z/0S® Management Facility (zZ0SMF) provides a framework for managing various aspects of g
+ Configuration fraditional tasks and automating others, ZOSWF can help to simplify some areas of Z0S system m4
» Consoles

e DT To learn more about Z/OSMF, visitthe links in the Learn More section.

Links To start managing your /08 systems, select a task from the navigation area.

3

3

v Performance
»  Problem Determination Learn More:
3

Software What's Mew

Figure 7-1 Workflows task selection
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When you click Workflows, the main Workflows window opens. This window shows all of the
workflows that are created. These workflows can be modified, deleted, viewed, or opened to
be worked upon, as shown in Figure 7-2. No workflows are available when you access the
Workflows task for the first time.

Welcome Workflows
Help
Workflows
Simplifies tasks through guided step-based workflows, and provides administrative functions for assigning workflow responsibilties and tracking progress
Actions Active = Search
% Nofilfer applied
Workflow Hame Description Version Vendor Access Owner System Status Percent Complete
Filter Filter Filter Filter Filter Filter Filter
DASD Preparation Sample demonstrating variable 10 IBM ITSC & Fublic harjans WTSCPLXE. 8C81 In Progress. 0%
substitution an izards
¥ DASD 2 test Ssmple demonstrating varisble 10 IBM ITSO 3" Public tobiss WTSCPLXB 5C81 ~ Complete L e
substitution and wizards
Add 8 TSO User - Workflow_0 10 IBM ITSO & Fublic mikemor WTSCFLX8 SC80 (SCE0_001) - 20%
Sample demonstrating 1.0 IBM & Public davisrd WTSCPLXE SC80 (SC80_D01) In Progress. 0%
sub-steps and dependencies -
Wiorkflow_0
Sample demonstrating Sample demonstrating sub-steps and 10 IBM " Fublic davisrd WTSCPLXE SCE0 (SCB0_D01) In Frogress 0%
sub-steps and dependencies - dependencies
Workflow_1
z/08 Cemmunications Server: z/08 Communications Server: IP Security 10 IBM 3 Fublic davisrd WTSCPLX8 8C80 (SC20_001) In Progress. 0%
IP Security with IKE - with IKE
Workflow_0
Add a TSO User - ANHO Test Add a TSO User 10 IBM ITSC & Fublic anhomn WTSCPLX8 8C80 (SC20_001) In Progress. 0%
Add 8 TSO User - Workflow_1 Add 8 TSO User % Public vincent WTSCPLXB.5C81 In Progress. 0%
mein test Add a TSO User 10 IBM ITSC & Fublic harjans WTSCPLX8 8C80 (SC20_001) In Progress. 0%
Figure 7-2 Workflow window
. g
7.4.1 Column descriptions
The columns in the main workflow window are listed in Table 7-1.
Table 7-1 Workflow columns
Column Description
Workflow Name A descriptive name that identifies the workflow, as specified by the workflow

owner. By default, this column is the sort column, and the sort is ascending.

Description Description of the workflow. zZ OSMF obtains this value from the workflow
definition file when the workflow is created.

Version Version of the workflow definition. zZOSMF obtains this value from the
workflow definition file when the workflow is created.

Vendor Name of the vendor that provides the workflow definition. zZOSMF obtains
this value from the workflow definition file when the workflow is created.

Owner User ID of the workflow owner. This value can be modified by the workflow
owner only.
System z/OS system on which the workflow is to be used. This value is specified

when the workflow is created.
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Column

Description

Access Access type of the workflow. This value determines which users can view
the workflow steps and edit the step notes. One of the following values is
displayed:

» Public
The workflow notes, steps, and step notes can be viewed by all zZOSMF
users.

» Restricted
The workflow notes, steps, and step notes can be viewed by the
workflow owner, step owners, and step assignees only.

» Private
The workflow notes can be viewed by the workflow owner. The steps and
step notes can be viewed by the step owner or step assignees for the
particular step only.

Status Indication of the current workflow status. One of the following values is

displayed:

>

In Progress
One or more steps in the workflow are started.

Automation in Progress
Workflow contains an automated step that is running.

Complete
Workflow is complete and all steps are marked complete or skipped.

Locked
Workflow is locked for an update operation.

Canceled
Workflow is canceled and cannot be performed. However, you can view
its properties or delete it.

Percent Complete

Percentage of the workflow that is complete.

7.4.2 Archived workflows

You can archive any workflows that are completed or you no longer need. Doing so removes
the workflow from the Workflows table and places it in an archive for your reference.

An archived workflow is no longer active, but its information can be viewed by you at any time.
When you no longer want to retain an archived workflow, you can delete it permanently from
z/OSMF. How to display Archived or Active Workflows is shown in Figure 7-3 on page 144.
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Figure 7-3 Display Active or Archived Workflows

Complete the following steps to archive a workflow:

1. In the Workflows table, select the workflow to be archived. You can select more than one
workflow at a time.

2. From the Actions menu or pop-up menu, select Archive. The Archive Workflow window is
opened. Listed in the Selected Workflows field are the workflows that you are about to
archive.

3. Click OK to archive the selected workflows.

7.5 Creating a workflow instance

Depending on the context that is used, a workflow might be one of the following items:

» An activity that is associated with the z/OS system, such as configuring a component or
product.

» The instantiation of a workflow in zZOSMF, based on a workflow definition.

A workflow consists of one or more units of work to be performed on the z/OS system, as
described by the workflow definition (which is one or more XML files that describe and define
the workflow). A workflow instance is created when the Workflows task is used to create an
instance of a workflow from a supplied workflow definition file.

In the following sections, the term workflow is used synonymously for a workflow instance
when a workflow instance that is instantiated by the Create a Workflow action is described.

This section does not describe creating your own XML file (workflow definition file). For more
information about an example XML file is in 7.6, “Creating your own workflow: An example” on
page 152.

For this section, we use the sample that is provided by zZOSMF in the UNIX System Services
file /usr/1pp/zosmf/samples/workflow_sample substeps.xml.
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7.5.1 Workflow creation procedure

To create the workflow, complete the following steps:

1. From the Actions menu, select Create Workflow. The Create Workflow window opens, as

shown in Figure 7-4.
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Figure 7-4 Creating a workflow
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a. Select a workflow definition file from the list, or enter the name of a workflow definition
file that is on the z/OS system on which z/OSMF is running. Consider the following
points:

e Your user ID requires at least READ authority to the workflow definition file.

* If the workflow definition file is in a data set member, enter or select the fully
qualified data set name, including the member name. Ensure that this data set is
cataloged. It is not necessary to enclose the data set name in single quotation
marks; z/OSMF ignores the quotation marks if you include them.

¢ If the workflow definition file is in a z/OS UNIX file, enter or select the fully qualified
path name of the file, beginning with the forward slash (/) and including the file
name; for example, /usr/1pp/zosmf/samples/workflow_sample basic.xml.

b. To continue, click Next and you should see a window similar the window that is shown
in Figure 7-5.
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Figure 7-6 Creating a workflow

c. Complete the following steps:

i. Enter a descriptive name for the workflow in the Workflow name field. This field is
initialized with a predetermined name for the workflow, which is based on the
following convention:

<workflow-description>-Workflow_<number>
where:
* Workflow-description is the description from the workflow definition file.

* Number is the first available number, beginning at 0. If you later delete this
workflow, its number can be reused by the Workflows task.

You can accept this name, or enter a name of your own choosing. The workflow
name includes the following characteristics:

¢ Must be unique in the Workflows task.
¢ Can contain up to 100 characters.

* |s not case-sensitive; for example, MyWorkflow and MYWORKFLOW are the
same workflow.
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Vi.

In the Owner user ID field, specify the user ID of the person who holds the overall
responsibility for completing the workflow. Select a user ID from the list, which
contains up to 10 previously specified user IDs. Otherwise, enter the user ID as it is
defined to your z/OS security management product, such as RACF. A valid user ID
consists of 1 - 8 alphanumeric characters (A-Z,a-2z,0-9, #, $, and @).

This field defaults to your user ID.

In the System name field, select the name of the system to which this workflow
applies. Any jobs or scripts in the workflow can run on this system. Similarly, any
work that you perform manually for the workflow should be done on this system.

This field is a drop-down menu that includes the systems that are defined to
z/OSMF. You cannot type over the system names. This field defaults to the z/OS
system on which z/OSMF is running.

In the Comments field, you can optionally enter any information that you want to
associate with this action (up to 500 characters). Your comment is added to the
existing comments in the workflow history.

Select Open workflow on finish if you want to be brought to the Steps page for the
newly created workflow upon completion of the Create workflow action. Otherwise,
clear this option. By default, this option is selected.

Select Assign all steps to owner user ID if you want all of the steps to be
assigned to, and accepted by, the workflow owner upon creation of the workflow.
Otherwise, leave this option cleared (which is the default).

vii. Select Access if you want to change the workflow access type:

¢ Public access allows all zZOSMF users to view the workflow information.

* Restricted access allows workflow owner, step owners, and step assignees to
view the workflow information. Other users cannot access this information.

* Private access is restricted to a subset of users, and is further limited among
these users. Workflow information is accessible to the workflow owner. The
steps information is accessible to the step owner and step assignees for the
particular step. Other users cannot access this information.

2. Click Finish to create the workflow.

If you selected the Open workflow on finish option, the Steps window for the new workflow
opens. Otherwise, the workflow is displayed in the Workflows table on the Workflows window.
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In our example, we selected Select Open workflow on finish and our new workflow is
shown (see Figure 7-6). If the Select Open workflow on finish option is not selected, the

main workflow display opens.

As shown in Figure 7-6, the Owner and Assignee fields are assigned to mikemor.
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Figure 7-6 New workflow window with the initial display of steps
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7.5.2 Workflow step assignment procedure

As it stands, the user ID tobias is responsible for completing the tasks. However, because
mikemor is the owner of the task, mikemor can assign any or all the tasks to another zZ OSMF
group or individual user. For example, if step 3 should be performed by another user in a
different group, the step can be assigned to a different zZOSMF group, or by user. In this case,
we want to assign step 3 to HARJANS. The user in question must have access to zZ OSMF
and the Workflow task.

To assign the workflow steps, complete the following steps:

1.

In the Workflow Steps table, select the steps for which assignees are to be added. You can
select multiple steps.

2. From the Actions menu, select Add Assignees. The Add Assignees window opens.

3. In the Selected Steps table, review the selected steps to ensure that the table includes

only the steps that you want to assign.

In the Available assignees table, verify that the user IDs and groups to be assigned are
included. To add user IDs and groups to the table, complete the following steps:

a. Inthe Available assignees table, click Add. The Add SAF user ID or SAF group window
opens.

Select the SAF user ID or SAF group, as needed. SAF user ID is selected by default.
Specify the user ID or group name.
Click OK to add your selection to the Available assignees table.

® 2o T

Repeat steps 4a - 4d to add users and groups to the Available assignees table. When
the Available assignees table contains all of the users and groups that you want to
assign to the selected steps, proceed to the next step.

On the Add Assignees window, complete the following steps:

a. Inthe Available assignees table, indicate which users are to be assigned to the step by
selecting the appropriate user IDs and groups.

b. Click Add or Add All to transfer your selections to the Assignees to be added field.

c. To undo any selections, select the applicable user IDs and groups in the Assignees to
be added field and click Remove or Remove All.

Optionally, enter a comment (up to 500 characters) in the Comments field to document
this action.

Select whether to send z/ OSMF notifications to the assignees. This option is selected by
default. If a user was assigned a particular step and sent a notification, selecting this
option sends a new notification to the user when the step is assigned.

Click OK to complete the assignment.

7.5.3 Notifications

A z/OSMF naotification is a notice of some occurrence in the system that requires your
awareness or response. A notification can be informational in nature, or it can be a request for
action from another z/OSMF task.
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You might receive notifications that were assigned to the following items:
» Your user ID specifically

» A security group to which your user ID is connected, as defined through your security
management product, such as RACF

» A z/OSMF role to which your user ID is assigned

If unread notifications are available, the Notifications task is shown in bold in the navigation
area with the number of unread notifications; otherwise, the Notifications task is shown
without emphasis in the navigation area.

Select the Notifications task in the navigation area to see your notifications. In this task, each
notification is displayed as a row in the Notifications table.

After you act on a notification, mark it as read or delete it. A notification is no longer shown in
bold when it is marked as read. You can modify multiple notifications at one time, as shown in
Figure 7-7.
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Figure 7-7 Notifications area
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Some notifications provide a hyperlink to a zZOSMF task that requires further action. If a
notification is displayed as a hyperlink, you can click the link to start the task in a new tab or
window, or you can select the notification in the Notifications table and select Go to Task from
the Actions menu.

The Notifications task is displayed for all authenticated users. Unauthenticated guest users
cannot access this task.

Regardless of whether you access your notifications, zZOSMF deletes them automatically
after a period elapses, or if a maximum number of notifications is reached for your installation.
These threshold settings are controlled by the following Advanced Configuration settings that
are listed in Table 7-2.

Table 7-2 Advanced Configuration settings: thresholds

izuadmin.env variable | Description Allowable values | Default
jzunotifcationsmax Maximum number of zZOSMF user 1-1000 500
notifications that can be created for
your installation.
jzunotifcationexpirat | Expiration (in days) for zZOSMF user | 0 - 1825 30
ion notifications at your installation.
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These settings are not part of the configuration file and changes must be done by another file.
Create a file that is named /var/zosmf/configuration/Tocal_override.cfg and add the
following lines:

IZU_NOTIFICATION_EXPIRATION=30
IZU_NOTIFICATION_MAXIMUM=500

Change these values to your preferences. After saving the Tocal_override.cfg file, you must
restart the IZUSVR1 task for the notification changes to take effect.

The columns in the Notifications table are listed Table 7-3. For more information about the
actions that you can take for notifications, see “Actions for notifications”.

Table 7-3 Columns in the Notifications table

Column Description

Description Description text for the notification. This value can be a hyperlink to a task
in zZZOSMF. To start the task, click the hyperlink.

From Name of the zZOSMF task that created the notification. If the notification is
started from a z/ OSMF task, the value of this column is the task name.

If the notification is started from a z/ OSMF user, the value of this column is

the user ID.
To The users, groups, and roles to which the notification was sent.
Time Time when the notification was created, based on the locale and time zone

setting for your browser.

Actions for notifications
The following notification actions are available:

» Targeted actions. These actions apply to the selected items. To use a targeted action, you
must select one or more items. These actions are listed in Table 7-4.

» Table actions. These actions apply to the entire table, such as sorting and filtering. No
selection is required.

Table 7-4 Targeted actions

Action Description

Go to Task This action is enabled if the description field is a hyperlink to the zZOSMF task
that created the notification. Select this action to start the task, or click the
hyperlink. Otherwise, this action is not available.

Mark as Read Mark the selected notification as read.
Mark as Unread Mark the selected notification as unread.
Delete Delete the selected notification from your Notifications table. If the notification

was sent to other user IDs, groups, or roles, the notification remains available
to those other recipients. If no other users are recipients for the notification, it
is permanently deleted from zZOSMF.
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Action Description

New Clicking this action open a window in which the user creates a notification. The
window includes user input fields that consisting of subject, to, body, and
attachment.

After the successful completion of a notification, the user returns to the
notifications mail page with the newly created item now added to the table. The
value of the Description column of the new item is the subject.

Sent Clicking this action allows a user to view the notifications that they sent. It
shows the description of the notification, who the notification was sent to, and
the time that the notification was sent.

7.6 Creating your own workflow: An example

In this example, we chose to use a single XML definition file to create a workflow that gathers
the input that is needed to define a user ID on z/OS. The result of the workflow is several jobs
that cover all of the typical definitions that are required for a new TSO user. The jobs can be
submitted and the output that is viewed within the zZOSMF Workflows task.

Snippets of the definition file are shown to illustrate particular sections of the XML document
structure; for example, document declarations, variable definitions, and step definitions.

The full XML file is shown in Example 7-7 on page 162, and the JCL templates that are used
are shown in Example 7-8 on page 169, Example 7-9 on page 170, Example 7-10 on

page 170, Example 7-11 on page 170, and Example 7-12 on page 170. These files can also
be downloaded, as described in Appendix D, “Additional material” on page 579.

For more information about the material in this section and XML, see Chapter 2, “Creating
workflow definitions for z/OS” of z/ OSMF Version 2 Release 3 Programming Guide,
SC27-8420.

7.6.1 Editing XML

152

Although it is possible to edit XML files on z/OS, it is more convenient (and more functions are
available) to use a workstation XML-enabled editor. Typically, these features include schema
validation, which verifies your XML’s elements and attributes against those elements that are
declared in the z/OSMF supplied schema.

In our case, we used Notepad++ with its XML tools plug-in on a Windows workstation.

XML validation

To use Notepad++ XML validation (which is started by clicking Plugins — XML Tools —
Validate Now), you must have the schema in the same workstation directory as the XML file
that is being edited.

Download the zZOSMF supplied schema file in binary format from the default location of
/usr/1pp/zosmf/workflow/schemas/workflow_v1.xsd to the directory on your workstation
where you create your Workflows XML files.

Note: The workflow_vl.xsd file is stored on z/OS in ASCII format and must be
downloaded to your workstation as a binary transfer.
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7.6.2 Components of the example workflow XML file

This section describes the components of the example workflow XML file.

Declaration statements
The following section describes the statements that are shown in Example 7-1.

Example 7-1 Declarations

<?xml version="1.0" encoding="UTF-8"?>

<workflow xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalocation="workflow_vl.xsd">

D R i o o S N N o S SAo
This sample demonstrates the use of instructions and wizards that use input

variables.
B o T T B

<?xm1 defines the XML version and encoding that is used, which normally is not changed.

The workflow start is defined by the <workflow element and is ended by a </workflow>
element (not shown in the example) at the end of the file. On the same line, xmins:xsi defines
the schema namespace (to avoid naming conflicts) and xsi:noNamespaceSchemalocation
defines the schema file location and name. In this case, the location is relative, which is why
the XML and schema must be in the same directory for validation to work, which normally is
not changed.

<!-- denotes a comment, which is ended by -->.

Workflow information statements

Example 7-2 shows the <workflowInfo> elements, which provide descriptive information that
is used in z OSMF workflows displays. A </workflowInfo> element ends these elements. All
of the following elements (except for the <Configuration> element that is shown in

Example 7-2) are required:

» <workflowID>: An identifier for the workflow.

» <workflowDescription>: A short description.

» <workflowVersion>: A version number of this workflow.
» <vendor>: The workflow provider.

Example 7-2 Workflow information

<workflowInfo>
<workflowID>addUserWorkflow</workflowID>
<workflowDescription>Add a TSO User</workflowDescription>
<workflowVersion>1.0</workflowVersion>
<vendor>IBM ITSO</vendor>
<Configuration>
<productID>99999</productID>
<productName>ITSO General Workflow</productName>
<productVersion>Version 1</productVersion>
</Configuration>
</workflowInfo>
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The <Configuration> elements are optional and are for use when the workflow configures a
specific piece of software. Configuration metadata specifies information about the product
being configured.

A z/OSMF workflows properties display that uses this workflow information is shown in
Figure 7-8.
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Percent complete: Steps complete:
0% Dof 5

Clo=e

Figure 7-8 Workflow properties display

Variables

Example 7-3 shows the declaration of a variable with the name tsoUser. The <label>and
<abstract> elements define the prompts that are displayed on the user’s input window. The
<description> element defines the text that is displayed when the user clicks the information
icon for the field. For more information, see Figure 7-12 on page 160.

Note: Variables might include a scope of instance (available to this workflow only) or global
(available to any workflow). We used the default of instance by not specifying a scope.

Example 7-3 tsoUser variable

<!-- Declare variables -->
<!-- Category ADDUSER variables -->

<variable name="tsoUser">

<label>TSO user ID</label>

<abstract>The user ID for a TSO User</abstract>

<description>The 7 character TSO user ID being created</description>
<category>ADDUSER</category>

<string>
<validationType>TSOUSERID</validationType>
<default>XXXXXXX</default>

</string>

</variable>
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The <category> element defines a logical grouping of variables. All variables of the same
category are displayed on the same web page at the input stage of the workflow.

The <string> element defines the element type and associated attributes. For more
information about the following acceptable element types and their meanings, see “Defining
variables for your workflow” in zZZOSMF Version 2 Release 3 Programming Guide,
SC27-8420:

» Boolean
String
Integer
Decimal
Time
Date

vVvyyvyVvyy

The <default> element provides a default value for the input field.

The <validationType> element defines the type of validation that is performed on the input. In
our example, we use a validation type that is called TSOUSERID, which is defined in the
workflow v1.xsd file by using a regular expression.

The available validation types are listed in Table 21, “Variable definition elements and types
summary” in ZZOSMF Version 2 Release 3 Programming Guide, SC27-8420. Alternatively,
you can examine the schema validationType elements and interpret the regular expressions
to determine their purpose.

Several other forms of input validation are used, two examples of which are shown here. The
maximum input length, which restricts a user's name to 20 characters, is shown in
Example 7-4.

Example 7-4 Maximum length validation

<variable name="userName">

<label>User Name</label>

<abstract>Name of user for TSO ID</abstract>

<description>The real name of the person for whom the TSO ID is being
created.</description>

<category>ADDUSER</category>

<string>

<maxLength>20</maxLength>

</string>

</variable>

A more complex Regular Expression validation to impose password rules (see comments in
the code) is shown in Example 7-5.

Example 7-5 Regular Expression validation

<variable name="password">

<label>Password</label>

<abstract>The initial password for the user</abstract>

<description>Password must be 8 characters and contain at least 1 number, 1 uppercase, 1
Towercase and 1 of these special characters @#$%</description>
<category>ADDUSER</category>

<string>

<!-- Regular Expression meaning -->
<l-- ~( Begin input group -->
<l-- (?=.*\d) Must contain at least 1 digit -—>
<l-- (?=.*[a-2]) Must contain at least 1 lowercase char -—>
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<l-- (?=.*[A-7]) Must contain at least 1 uppercase char -->

<l-- (?2=.*[0#$%]) Must contain at least 1 special char from list -->
<l-- )$ End input group -->
<l-- -—>
<regularExpression>

~((?7=.*\d) (?=.*[a-2]) (?=.*[A-2]) (?=.*[@#$%]) .{8,8})$

</regularExpression>

</string>

</variable>

Workflow steps

Example 7-6 shows the definition of a step that the Workflows wizard uses to guide the user
through the first part of the process. Our example includes the following steps:

1. Define a user ID to RACF.

2. Add a RACF data set profile.

3. Define a zFS for the user ID’'s UNIX System Services home directory.

4. Format the zFS.

5. Copy a sample profile into the user ID’s UNIX System Services home directory.

Example 7-6 Step definition

<step name="define_user">
<title>Define RACF User using JCL job</title>
<description>
Submit a job to define a RACF User.
</description>
<variableValue name="tsoUser" required="true"/>
<variableValue name="userName" required="true"/>
<variableValue name="password" required="true"/>
<variableValue name="owningTsoUser" required="true"/>
<variableValue name="userDefaultGroup" required="true"/>
<variableValue name="procName" required="true"/>
<variableValue name="accountNumber" required="true"/>
<variableValue name="minSize" required="true"/>
<variableValue name="maxSize" required="true"/>
<variableValue name="unitName" required="true"/>
<variableValue name="homeDir" required="true"/>
<variableValue name="omvsProgram" required="true"/>
<instructions substitution="false">
This job issues RACF commands to add a user through a batch job.<br/>You will be given the
opportunity to save a copy of the JCL <em>after</em> you have inspected it for your
approval.
</instructions>
<weight>10</weight>
<skills>Basic JCL</skills>
<template>
<fileTemplate substitution="true">
adduser.template
</fileTemplate>
<submitAs>JCL</submitAs>
<!-- Specifying <saveAsDataset> with a value primes the save-as prompt with the value
specified here. The value contains a variable reference. The user can still save
to a UNIX file if he wants to, but the widget will not be primed with a value. -
<saveAsDataset substitution="true">CONRADP.JCL(ZOSMFJCL)</saveAsDataset>
</template>
</step>
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The user is prompted to enter data for variables with variableValue specified, with the wizard
displaying one page for each category in the variable definition. For example, the tsoUser,
userName, password, owningTsoUser, and userDefaultGroup variables are all defined with
category ADDUSER (<category>ADDUSER</category>), so they | appear on the same

input window.

The fileTemplate element defines that a template file is used for the JCL and that variable
substitution is permitted. In this case, the template file is named adduser.template, the
contents of which are shown in Example 7-8 on page 169.

The submitAs JCL element indicates that this job is a batch job, so the wizard guides the user
through the process of creating a job card, and editing and saving the JCL.

The saveAsDataset element provides a default location for saving the JCL if that option
is selected.

The step also includes instructions that are displayed for review after variables are input, but
before editing and submission of the JCL. The skills category is a suggested value, which is
meant for guidance as to who should perform the step. The weight element is an indication of
the difficulty of the step and is used in calculating the percent complete.

7.6.3 Importing and running the example XML file

This section describes how to import and run the example XML file.

Transferring the file from the workstation

The XML file should be transferred in binary format from your workstation to a z/OS UNIX
directory to which the zZOSMF server has READ access. The template files that are used by
the example workflow should be transferred in text format if they were edited on your
workstation. XML and template files should be in the same z/OS UNIX System Services
directory. In our example, we chose to create a /var/zosmf/workf1ows directory on z/OS. The
XML file is called adduser.xml.

Importing the XML file

The sample XML file is imported into the Workflows task by clicking the Actions drop-down
menu and selecting Create Workflow. Enter /var/zosmf/workflows/adduser.xml in to the
Workflow definition file field and click Next.

Accept all the predefined fields in the next window, select the Assign all steps to owner
user ID option, and then, click Finish.

The steps that are defined in our example workflow are displayed, as shown in Figure 7-9 on
page 158.
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Wioriflows b Add a TSO User - Workfiow_1 Help

Add a TSO User - Workfl

Description:

Add a TS0 User

Parcant complete:
0%

Workflow Steps
Actions -
J=» No filter applied

State No.

Filter Filtar
= Ready

& Not Ready 2

& Not Ready 3
24 Mot Ready 4

&4 Mot Ready 5

ow_1

Motes | History

System: Is Callable:

WTSCPLX8.5C31 Cannot be called by another workflow
Status: Access {Leamn More
&0 In Progress @ Public
Search
Title CalledWorkflow Automated Owner Skill Category Assignees Feedback status
Filter Filter Filter Filter Filter Filter Filter
Define RACF User Mo tobias Basic JCL tobias noFesdback
using JCL job
Add data set profile for No tobias Basic JCL tobias neFeedback
new user
Define zFS User using No tobias Basic JCL tobias noFeedback
JCL job
Format 2FS User using No tobizs Basic JCL tobiss neFeadback
JCL job
Copy a default profile No tobizs Basic JCL tnbiss noFeadhack

1o the new user

Figure 7-9 Adding a TSO User Workflow

As shown in Figure 7-9, Step 1, Define RACF User using JCL job, is in a Ready state and can
be performed.

As shown in Figure 7-9, Steps 2 - 5 are in a Not Ready state, because they are defined as
having prerequisite steps that are not complete. For example, the definition of Step 2 contains
a prereqStep name="define_user" element, which refers to Step 1.

Double-click Title Define RACF User using JCL job to open Step 1. A window opens which
shows five tabs, as shown in Figure 7-10.

Welcome Capacity Provis... Resource Monito... Workflows

Workflows » Add a TSO User - Workflow_1 1. Define RACF User using JCL job
Properties for Workflow Step 1. Define RACF User using JCL job

General Details Dependencies Motes Perform Status nout Wariables Feedback
Title:

Define RACF User using JCL job

Description:

Submit job to define the RACF group.

Figure 7-10 Workflow tabs

Consider the following points:

» The General tab shows the Title and Description (as defined in Example 7-6 on page 156
by the <Title> and <Description> elements).

» The Details tab shows State, Skill category (as defined in Example 7-6 on page 156), the
<skills> element), Owner, and Assignees information.

» The Notes tab provides a scratchpad area for the user to enter and save notes.

» The Perform tab is where the wizard guides the user through variable input and
job submission.

» The Status tab is disabled, no status is available to display at this stage.
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Click the Perform tab to continue after you review the other tabs.

Figure 7-11 shows the Input Variables window for the category ADDUSER. The left pane
shows the flow of this step and the progress that is made through it.

Welcome Workflows

Workflows » Add a TSO User - Workflow_1 » 1. Define RACF User using JCL job
Properties for Workflow Step 1. Define RACF User using JCL job

General Details Mates Perform Status nput Variables
/" Input Veriables Input Variables - ADDUSER

ADDUSER Enter the wariable values for this input category.

T5O

OMWS

Review Instructions
Create JOB statement

Review JCL

" TSO user ID: lj) - The uzer for a T30 Uzer

O
Submit and Save JCL

¢ User Mame: lj) - Name of uzer for TS0 [D:

FPassword: lj) - The inifial paeeword for the uzer

" TSO user 1D OWNER. or GROUP: '-j) - The owning TS0 USERGROUF of the T30 User:
SYE1

" Default Group: lj) - The Defsulf Group for the T30 uzer

¢ Attrioutes: lj) - Uzer Aftributes such sz SFECIAL. OFERATIONS and ALDITOR:
Select or type -

Figure 7-11  ADDUSER category input variables
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The information buttons in each input field (a blue bubble with an “” inside) provide more
information about the variable by using its <Description> element, plus information about
where it is referenced in other steps, as shown in Figure 7-12. You proceed to the TSO
variables category by clicking Next.

Woriflows

General Details

Input Variables
ADDUSER
TSSO
OMVE
Review Instructions
Create JOB statement
Review JCL

Submit and Save JCL

#Add a TSQ User - Workflow_1 1. Define RACF User using JCL job
Properties for Workflow Step 1. Define RACF User using JCL job

Dependencies Motes Perform Status nput Wariables Feedback

Input Variables - ADDUSER

Enter the variable valuas for this input category.

TSO user ID
* TS0 user ID: (I~ The user for a TSO User
TOBIAS The user Id beign created.

. = This variable is also referenced by the following steps:
* User Name: '\ - Name of uzer for TS0 I

i State No. Title Owner
Tobias Rotthowve
Not Ready 2 Add data set profile for new user tobias
* Password: () - The initisl pazsword for the user Mot Ready 3 Define zFS User using JCL job tobias
Apasswl@ Mot Ready 4 Format zFS User using JCL job tobias
* TSO user |D OWNER or GROUP: .j', - The owning TS0 U3 Not Ready 5 Copy a default profile to the new user tobias
5Y31
* Defautt Group: (I - The Default Group for the TSO user: \_ - _/J
SY51

* Attributes: 'j.l - Uzer Aftributes such s SPECIAL, OFERATIONS snd AUDITOR:
SPECIAL -

Figure 7-12 ADDUSER input fields and Information button display

160

After you enter data for the ADDUSER, TSO, and OMVS variables, a Review Instructions
window opens. The instructions are defined by the <instructions> element of the step
definition, as shown in Example 7-6 on page 156.

Click Next to continue with the JCL creation process.

Note: Clicking Finish bypasses JCL creation and marks the step as complete. Although
this action allows you to continue with the steps in our example, it is not the normal action.
If you click Finish by mistake, you can return to Step 1 by clicking Define RACF User
using JCL job and redo the step, even though it is marked as complete.
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The Create Job Reference window opens, which includes a batch JOB statement that can be
modified. Click Next to continue to the Review JCL window, as shown in Figure 7-13. The
generated job can be changed by clicking Edit JCL and overwriting any of the statements.

Welcome Workflows

Workflows » Add a TSO User - Workflow_1 1. Define RACF User using JCL job

Properties for Workflow Step 1. Define RACF User using JCL job

General Dietails Dependencies MNotes Perform

Input Variables

ADDUSER

Review JCL

Review the generated JCL. then click Next to proceed. Optionally, you can edit the JCL. To do so. click the Edit JCL butfon.

TSO

oMVS
Review Insiructions
Create JOB statement
Review JCL

Submit and Save JCL

Figure 7-13 Review JCL

Click Next to continue to the Submit and Save JCL window. Here, you can submit and save
the JCL by selecting options.

In our example, a default location to save the JCL is displayed if that option is selected and
defined in the <saveAsDataset element, as shown in Example 7-6 on page 156.

Select the Submit JCL option and click Finish to submit the job. The Status tab opens,
where the job output can be viewed. If the job is not complete, click Refresh.

Upon completion the job, the Status: field should change to OUTPUT and a Return Code: CC
value should be displayed. The job output is displayed in tabs below the job status information
(one tab for each DD name), as shown in Figure 7-14 on page 162.
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Welcome Workflows

Workflows b Add a TSO User - Workflow_1 1. Define RACF User using JCL job

Properties for Workflow Step 1. Define RACF User using JCL job

General Details Dependencies Motes Perform Status nput Variables Feedback
MName: 1D Class: Type: Status: Return code:
TOBIASR JOBOS237 A Jos OUTPUT CC D000

JESJCL JESYSMSG SYSTSPRT
DD name: Step name: Procedure step name: Dataset 1D: Class: Record count:
JESMSGLG JES2 2 0 16

Output (0.820KE of 0.820KE shown)

Figure 7-14 Job output in Status tab

If the job did not complete, click the Perform tab, then click Back on the Submit and Save
JCL window to return to the Edit JCL window. You can then make any corrections and
resubmit the job by clicking Next.

When the output is reviewed, click Close in the lower left of the window to return to the
Workflow Steps window (see Figure 7-9 on page 158). Step 1 should now be marked
Complete with a tick mark next to it. Step 2 should now be in a Ready state.

Complete steps 2 - 5 and then, click Return To Workflows. The workflow should now be
100% complete.

7.6.4 Example workflow XML and template files

The complete XML that is used in our example workflow is shown in Example 7-7.

Example 7-7 adduser.xml

<?xml version="1.0" encoding="UTF-8"?>

<workflow xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalLocation="workflow_v1.xsd">

B P e T T o o B B a2 I L T e
This sample demonstrates the use of instructions and wizards that use input
variables.

B B S
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<workflowInfo>
<workflowID>addUserWorkflow</workflowID>
<workflowDescription>Add a TSO User</workflowDescription>
<workflowVersion>1.0</workflowVersion>
<vendor>IBM ITSO</vendor>
<Configuration>
<productID>99999</productID>
<productName>ITSO General Workflow</productName>
<productVersion>Version 1</productVersion>
</Configuration>
</workflowInfo>

<!-- Declare variables -->
<!-- Category ADDUSER variables -->

<variable name="tsoUser">
<1abel>TSO user ID</label>
<abstract>The user ID for a TSO User</abstract>
<description>The 7 character TSO user ID being created</description>
<category>ADDUSER</category>
<string>
<validationType>TSOUSERID</validationType>
<default>XXXXXXX</default>
</string>
</variable>

<variable name="userName">

<label>User Name</label>

<abstract>Name of user for TSO ID</abstract>

<description>The real name of the person for whom the TSO ID is being
created.</description>

<category>ADDUSER</category>

<string>

<maxLength>20</maxLength>

</string>
</variable>

<variable name="password">
<label>Password</label>
<abstract>The initial password for the user</abstract>
<description>Password must be 8 characters and contain at Teast 1 number, 1 uppercase, 1
lTowercase and 1 of these special characters @#$%</description>
<category>ADDUSER</category>

<string>

<l-- Regular Expression meaning -
<l-- ~ Begin input group -->
<!-- (?=.*\d) Must contain at least 1 digit -—>
<!-- (?=.*[a-z]) Must contain at least 1 Towercase char -->
<!-- (?2=.*[A-Z]) Must contain at least 1 uppercase char -->
<l-- (?2=.*[C#$%]) Must contain at least 1 special char from Tist -->
<l-- )$ End input group -—>
<l-- -—>

<regularExpression>
~(?=.*\d) (?=.*[a-z]) (?=.*[A-Z]) (?=.*[@#$%]) .{8,8})$
</regularExpression>
</string>
</variable>
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<variable name="owningTsoUser">
<1abel1>TSO user ID OWNER or GROUP</label>
<abstract>The owning TSO USER/GROUP of the TSO User</abstract>
<description>The owning TSO USER/GROUP of the TSO User.</description>
<category>ADDUSER</category>
<string>
<validationType>TSOUSERID</validationType>
<default>SYSl</default>
</string>
</variable>

<variable name="userDefaultGroup">
<label>Default Group</label>
<abstract>The Default Group for the TSO user</abstract>
<description>The default group for the TSO user.</description>
<category>ADDUSER</category>
<string>
<validationType>TSOUSERID</validationType>
</string>
</variable>

<!-- Category TSO variables -->

<variable name="accountNumber">
<label>Account Number</label>
<abstract>The account number for the TSO user</abstract>
<description>The account number for the TSO user.</description>
<category>TS0</category>
<string>
</string>

</variable>

<variable name="maxSize">
<label>Maximum TSO region size for TSO user</label>
<abstract>Maximum region size TSO user</abstract>
<description>The region size the TSO user.</description>
<category>TSO</category>
<integer>
<maxValue>2096128</maxValue>
</integer>

</variable>

<variable name="minSize">
<label>Minimum TSO region size for TSO user</label>
<abstract>Minimum region size TSO user</abstract>
<description>The minimum or default region size the TSO user.</description>
<category>TS0</category>
<integer>
<maxValue>2096128</maxValue>
<default>4096</default>
</integer>
</variable>

<variable name="procName">
<label1>TSO Togon procedure</label>
<abstract>The logon procedure the TSO user</abstract>
<description>The logon procedure for the TSO user.</description>
<category>TS0</category>
<string>
</string>
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</variable>

<variable name="unitName">
<label>Default unit or group that is used for allocation during logon procedure</label>
<abstract>Default unit or group that is used by Togon procedure</abstract>
<description>The default unit or group for the Togon procedure.</description>
<category>TSO</category>
<string>
<default>SYSALLDA</default>
</string>

</variable>

<!-- Category OMVS variables -->

<variable name="homeDir">
<1abel>TSO User OMVS home directory</label>
<abstract>TSO user OMVS home directory</abstract>
<description>TSO user OMVS home directory</description>
<category>0MVS</category>
<string>
<default>/u/XXXXXXX</default>
</string>

</variable>

<variable name="omvsProgram">
<1abel>TSO User OMVS default shell</label>
<abstract>TSO user OMVS default shell</abstract>
<description>TSO user OMVS default shell</description>
<category>0MVS</category>
<string>
<default>/bin/sh</default>
</string>
</variable>

<variable name="omvsUID">
<1label1>TSO User OMVS UID</Tabel>
<abstract>TSO user OMVS UID</abstract>
<description>TSO user OMVS UID</description>
<category>0MVS</category>
<integer>
<minValue>0</minValue>
</integer>
</variable>

<!-- Category ZFS variables -->

<variable name="storClass">
<label1>DFSMS Storage Class for zFS</label>
<abstract>DFSMS Storage Class for zFS</abstract>
<description>DFSMS Storage Class for zFS</description>
<category>ZFS</category>
<string>
<validationType>ALPHANUM</validationType>
<default>DEFAULT</default>
</string>
</variable>

<!-- This step uses a file wizard to submit JCL. The JCL template file contains variable
references.
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Also demonstrated is the ability to save the generated job (file) with a default data
set name that
contains a variable substitution. -->
<step name="define_user">
<title>Define RACF User using JCL job</title>
<description>
Submit a job to define a RACF User.
</description>
<variableValue name="tsoUser" required="true"/>
<variableValue name="userName" required="true"/>
<variableValue name="password" required="true"/>
<variableValue name="owningTsoUser" required="true"/>
<variableValue name="userDefaultGroup" required="true"/>
<variableValue name="procName" required="true"/>
<variableValue name="accountNumber" required="true"/>
<variableValue name="minSize" required="true"/>
<variableValue name="maxSize" required="true"/>
<variableValue name="unitName" required="true"/>
<variableValue name="homeDir" required="true"/>
<variableValue name="omvsProgram" required="true"/>
<instructions substitution="false">
This job issues RACF commands to add a user through a batch job.<br/>You are given the
opportunity to save a copy of the JCL <em>after</em> you have inspected it for your
approval.
</instructions>
<weight>10</weight>
<skills>Basic JCL</skills>
<template>
<fileTemplate substitution="true">
adduser.template
</fileTemplate>
<submitAs>JCL</submitAs>
<!-- Specifying <saveAsDataset> with a value primes the save-as prompt with the

value
specified here. The value contains a variable reference. The user can still
save
to a UNIX file if he wants to, but the widget will not be primed with a value.
-
<saveAsDataset substitution="true">CONRADP.JCL(ZOSMFJCL)</saveAsDataset>
</template>
</step>

<!-- This step uses a file wizard to submit JCL. The JCL template contains variable
references. Also
demonstrated is the ability to save the generated job (file) with a default data set
name that
contains a variable substitution.
-
<step name="ADDSD_Add">
<title>Add data set profile for new user</title>
<description>
Submit job to define the data set profile for the new user.
</description>
<prereqStep name="define_user"/>
<variableValue name="tsoUser" required="true"/>
<instructions substitution="false">
Ensure that the Define RACF User using JCL job step is complete.<br/>
This job issues a RACF define for the data set profile.<br/>You are given the opportunity
to save a copy of the JCL <em>after</em> you have inspected it for your approval.
</instructions>

166  IBM z/OS Management Facility V2R3



<weight>10</weight>
<skills>Basic JCL</skills>
<template>

<fileTemplate substitution="true">

addsd.template

</fileTemplate>
<submitAs>JCL</submitAs>
<!-- Specifying <saveAsDataset> with a value primes the save-as prompt with the

value
specified here. The value contains a variable reference. The user can still
save
to a UNIX file if he wants to, but the widget will not be primed with a value.
-
<saveAsDataset substitution="true"></saveAsDataset>
</template>
</step>

<l-- This step uses a file wizard to submit JCL. The in-Tine JCL contains variable
references. Also
demonstrated is the ability to save the generated job (file) with a default data set
name that
contains a variable substitution.
-
<step name="define_zFS">
<title>Define zFS User using JCL job</title>
<description>
Submit job to define the user zFS.
</description>
<prereqStep name="ADDSD_Add"/>
<variableValue name="storClass" required="true"/>
<variableValue name="tsoUser" required="false"/>
<instructions substitution="false">
Ensure that the Define data set profile job step is complete.<br/>
This job issues the IDCAMS define for a user zFS.<br/>You are given the opportunity to save
a copy of the JCL <em>after</em> you have inspected it for your approval.
</instructions>
<weight>10</weight>
<skills>Basic JCL</skills>
<template>
<fileTemplate substitution="true">
zFSalloc.template
</fileTemplate>
<submitAs>JCL</submitAs>
<!-- Specifying <saveAsDataset> with a value primes the save-as prompt with the

value
specified here. The value contains a variable reference. The user can still
save
to a UNIX file if he wants to, but the widget will not be primed with a value.
-
<saveAsDataset substitution="true"></saveAsDataset>
</template>
</step>

<l-- This step uses a file wizard to submit JCL. The in-Tine JCL contains variable
references. Also

demonstrated is the ability to save the generated job (file) with a default data set
name that

contains a variable substitution.
-
<step name="format_zFS">
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<title>Format zFS User using JCL job</title>
<description>
Submit job to format the user zFS.
</description>
<prereqStep name="define_zFS"/>
<variableValue name="tsoUser" required="true"/>
<instructions substitution="false">
Ensure that the Define zFS job step is complete.<br/>
This job formats the new zFS using IOEAGFMT.<br/>You are given the opportunity to save
a copy of the JCL <em>after</em> you have inspected it for your approval.
</instructions>
<weight>10</weight>
<skills>Basic JCL</skills>
<template>
<inlineTemplate substitution="true">//FMTZFS EXEC PGM=IOEAGFMT,REGION=0M,
// PARM=('-aggregate ${instance-tsoUser}.ZFS -compat ')
//SYSPRINT DD SYSQUT=*
//STDOUT DD SYSOUT=*
//SYSPRINT DD SYSOUT=*
//SYSPRINT DD SYSOUT=*
</inlineTemplate>
<submitAs>JCL</submitAs>
<!-- Specifying <saveAsDataset> with a value primes the save-as prompt with the

value
specified here. The value contains a variable reference. The user can still
save
to a UNIX file if he wants to, but the widget will not be primed with a value.
-
<saveAsDataset substitution="true"></saveAsDataset>
</template>
</step>

<!-- This step uses a file wizard to submit JCL. The in-Tine JCL contains variable
references. Also
demonstrated is the ability to save the generated job (file) with a default data set
name that
contains a variable substitution.
-
<step name="copy_prof">
<title>Copy a default profile to the new user</title>
<description>
Submit job to copy a profile.
</description>
<prereqStep name="format_zFS"/>
<variableValue name="homeDir" required="false"/>
<instructions substitution="false">
This job copies a default profile to the new user directory.<br/>You are given the
opportunity to save a copy of the JCL <em>after</em> you have inspected it for your
approval.
</instructions>
<weight>10</weight>
<skills>Basic JCL</skills>
<template>
<fileTemplate substitution="true">
cpjcl.template
</fileTemplate>
<submitAs>JCL</submitAs>
<!-- Specifying <saveAsDataset> with a value primes the save-as prompt with the
value
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specified here. The value contains a variable reference. The user can still
save
to a UNIX file if he wants to, but the widget will not be primed with a value.

<saveAsDataset substitution="true"></saveAsDataset>
</template>
</step>

</workflow>

The templates that are used by the adduser.xml file are shown in Example 7-8, Example 7-9
on page 170, Example 7-10 on page 170, Example 7-11 on page 170, and Example 7-12 on
page 170.

Example 7-8 adduser.template

//IKJEFT  EXEC PGM=IKJEFTO1
//SYSUADS DD DSN=SYS1.UADS,DISP=SHR
//SYSLBC DD DSN=SYS1.BRODCAST,DISP=SHR
//SYSTSPRT DD SYSQUT=*
//SYSTSIN DD *
ADDUSER $instance-tsoUser +
PASSWORD ($instance-password) +
NAME('$instance-userName') +
OWNER(SYS1) UACC(ALTER) +
DFLTGRP($instance-userDefaultGroup) +
AUTHORITY (JOIN) +
GRPACC +
TSO( +
PROC($instance-procName) +
ACCTNUM($instance-accountNumber) +
SIZE($instance-minSize) +
MAXSIZE($instance-maxSize) +
UNIT($instance-unitName) +
COMMAND (ISPPDF)) +
OMVS (AUTOUID +
HOME ($instance-homeDir) +
PROGRAM($instance-omvsProgram))
CONNECT $instance-tsoUser GROUP(SYS1) OWNER(SYS1) AUTHORITY(JOIN) +
UACC (ALTER)
PERMIT ACCNT# CLASS(ACCTNUM) ID($instance-tsoUser)
PERMIT IKJACCNT CLASS(TSOPROC) ID($instance-tsoUser)
PERMIT JCL CLASS(TSOAUTH) ID($instance-tsoUser)
PERMIT RECOVER CLASS(TSOAUTH) ID($instance-tsoUser)
PERMIT OPER CLASS(TSOAUTH) ID($instance-tsoUser)
PERMIT BPX.SUPERUSER CLASS(FACILITY) ID($instance-tsoUser) ACCESS(READ)
LISTUSER ($instance-tsoUser)
SETROPTS REFRESH RACLIST(TSOPROC ACCTNUM TSOAUTH FACILITY)
DEFINE ALIAS (NAME ('$instance-tsoUser') RELATE('UCAT.BH8CAT')) +
CATALOG('MCAT.BH8CAT')
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Example 7-9 addsd.template

//IKJEFT EXEC PGM=IKJEFTO1

//SYSUADS DD DSN=SYS1.UADS,DISP=SHR
//SYSLBC DD DSN=SYS1.BRODCAST,DISP=SHR
//SYSTSPRT DD SYSQUT=*

//SYSTSIN DD *

ADDSD '$instance-tsoUser.**' UACC(READ)

Example 7-10 zFSalloc.template

//DEFZFS EXEC PGM=IDCAMS
//SYSPRINT DD SYSQUT=*
//SYSIN DD *
DEFINE CLUSTER( -
NAME (${instance-tsoUser}.ZFS) -
LINEAR -
CYL(3 1) -
SHAREOPTIONS(2) -
STORCLAS('$instance-storClass') -
VoL (*))

Example 7-11 zFSformat.template

//FRMZFS EXEC PGM=IOEAGFMT,REGION=0M,

// PARM=(' -aggregate ${instance-tsoUser}.ZFS -compat ')
//SYSPRINT DD SYSOUT=*

//STDOUT DD SYSQUT=*

//SYSPRINT DD SYSOUT=*

//SYSPRINT DD SYSOUT=*

Example 7-12 cpjcl.template

//COPY EXEC PGM=BPXBATCH
//STDPARM DD *
sh cp /etc/profile.base $instance-homeDir/.profile

/*

//STDOUT DD PATH='/tmp/cpout’,

/! PATHOPTS=(OWRONLY,0CREAT,0TRUNC) , PATHMODE=STRWXU
//STDERR DD PATH='/tmp/cperr',

/! PATHOPTS=(OWRONLY,0CREAT,0TRUNC) , PATHMODE=STRWXU

//STDENV DD DUMMY

7.7 Using the Workflow Editor

170

z/OSMF includes the Workflow Editor with which you can create, edit, and view a workflow
definition. The Workflow Editor provides a visual framework for working with the elements of a
workflow definition: the steps, variables, and workflow metadata. The Workflow Editor
includes the following features:

» Review the details of a workflow definition in a graphical user interface (GUI).
» Use options for viewing, creating, and modifying a workflow.
» Select a workflow definition file for editing.
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» View information about the different sections of a workflow definition.

» Modify the workflow information, steps, and variables sections of the definition, including
adding and deleting steps and variable definitions.

» Overwrite the workflow definition with your changes.
No XML knowledge is required to use the Workflow Editor.

The Workflow Editor start window is shown in Figure 7-15. Creating a workflow is shown in
the following example. This example workflow is used to retrieve the contents of a z/OS data
set or member.

EE}] IBM z/0'S Management Facility Welcome  tobias
Welcome ‘Welcome Workflow Editor
Notifieations
Workflows
Cloud Provisioning
Configuration
Consoles
Jobs and Resources

Links

b
»

¥

b

¥

} Performance
¥ Problem Determination
} Software

b Sysplex

} 205 Classic Interfaces
* 2/0SMF Administration
5

z/OSMF Settings
Refresh Edit Workflow Definition

® Creste New Warkflow

Open Existing Workfiaw

OK Cancel Help

Figure 7-15 Workflow Editor start window

First, we must create a workflow by selecting Create New Workflow in the first window. From
this window, an existing workflow also can be opened.

Chapter 7. Workflows 171



In our example, we focus on how to define a workflow. As shown in Figure 7-16, the metadata
is defined for the new workflow. If you are unsure about the information that must be entered
in each field in a window, click the Help button that is in the upper right corner of the window.
Guided instructions for every step of the process is available.

Welcome Workflow Editor

Workflow Editor

File Path:

Metadata Steps Warisbles Feedback nput Properiies

In a workflow definition, the metadsta is used to identify the workflow and provide more information about it. On this tab, you can modify the workflow identifier, description, category, version, and oth
the selected workflow definition.

* Workflow 1D: Category:

Workflow sample (Tobias) Genersl -
Seape: Omit the prefix from instance variable

Systam - references.

Users can teke ownership of steps
Callable Workflow automatically.

Range:

Systemn bt

Default Name:

* Description:

This is a workflow sample created

< >

* Version:
1.0

* Vendor:
none

Figure 7-16 Metadata for the workflow

Before we save our workflow, we must complete the information that is entered in every tab in
the GUI.
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Next, we add the required step to our new workflow. Click the Step tab (see Figure 7-17). You
see a Starter-Step in this workflow. This step is the default setting for all created workflows.
Click Starter-Step and the Step Details are shown in the right side of the GUI. Click Create
Step to add the step in this workflow.

Welcome Workflows Workflow Editor
Help
Workflow Editor
File Path:
\ari _
Metadats | Steps | \Variables = Feedback nput Properties Varisble Details
Step Details
A workflow is composed of one or more units of work called steps. A workflow definition file must contsin at
east one step; each step can contain substeps. On this tab, you can launch actions to view or madify the —_
steps in the selected workflow definition Y Overview Prerequisites nstructions Type Conditions Security \
Step Overview
Step Mo. Mame Title

Overview infarmation is required for every step. On this tab, you can madify the step fite, description,

Starier-Step A temporary step o get you started. Every workflow and other basic information sbaut the selected step
definition requires at least ne step.

Name:

Starter-Step

* Title:
A temporary step to get you started. Every workflow definition requires at least one step.

Description:
Because every workflow definition reguires at least one step,
here is a basic step to get ¥ 1
You can delete this one after you add more steps.

< >

* Weight (1-1000)
1

Skills:

Figure 7-17 Workflow Step tab

Note: Two tabs (Step Detail and Variable) are shown on the right side in Figure 7-17.
These tabs provide more information about the steps that are shown on the left side of the
GUI.
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In our example, we create a Leaf Step. Enter the requested information and click OK, as
shown in Figure 7-18.

Create a New Step

(@) LesfStep () Parent Step

* Mame: * Weight (1-1000)
| DstaStepRetrieveDsn | | 1
* Tifle: Skills:
| Retrieve the content of & 2105 datssst | | Enter the skills for the step here
Description: * Step Type:
Thiz step will retriswve the | REST AFI ‘ -

content of a z/05 dataset
* HTTP Method:

|GET |"

* URI Path:

| zosmiirestiles/ds/finstance-dsn

7] Owptional Step j—
Auto-Enable

URI Path contains substitution

* erta .
Allow manual marking of step failure Exp d Status Code:

| 200

oK Cancel Help

Figure 7-18 Creating a Leaf Step
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After adding the new step, save the new workflow, as shown in shown in Figure 7-19.

Create Step

Save File As

* Workflow definition file:
Iuitobiss/workflowiview_content_dsn| x | - |

\Workflow varishle input file:
Select or type -

oK Cancel

A

Help

Save As... Cancel

Figure 7-19 Saving the workflow file

At this point in the process, the Starter-Step can be deleted. This step is provided by default
because you must always have one step in a workflow.
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The variable for this Workflow must be defined, which is done in the Variables tab. Enter the
required information to create the variable (see Figure 7-20).

Workflow Editor

uitohissiworkfiow ViewSontentwt new.xm

Actions

bles can be used for substitution in workflow step instructions and te

Create Variable

Wariable Name

Scope

w and modify the variables in the s

Search

Category

Create a New Variable

* Variable Name:

dsn

Scope:
instance

* Label:

Datsset name to view content

* Abstract:
The content of this dataset will be shown

* Description:
Provide a fully qualified dataset name.

Do not use guotes. This dataset name
must conform to DSN requirements.

< Back Mext = Finish

< >

* Category:
General

Visibility:

public

Prompt At Creste
Required At Create

Cancel

Help

Figure 7-20 Creating a variable
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Create a New Variable

Click Next to define the validation criteria for the new variable (see Figure 7-21).

Default Value:
DSM.MNAME

Check for multi-line

Mew Value Choica:

Existing Value Choices:

Value Must be a Choice

‘alidation Criteria:

.' ‘Validation Type - Regular Expression :
‘Validation Options:

DEMAME

< Back Mext >

Add Choice

Set Default

Remowve Choice

Min/Max Length

Fimish Cancel Help

Figure 7-21 Entering the validation criteria for the new variable

Workflow Editor

File Pth: fuftobissfworkfowtview_content_dsn

Metadata Steps Varisbles Feedback Proper

The variable now can be connected to the step that was created earlier,

DataStepRetrieveDsn. Click the Steps tab and browse to the Variables tab (see Figure 7-22).

A workflow is composed of one or more units of work called steps. A workflow definition file must contain st least
one step; each step can contain substeps. On this tab, you can launch sctions to view or modify the steps in the
selected workflow definition.

Actions = Creats Step Search
Step No. Name Title
1 DataStepRatrizveDsn

Retrigve the content of 2 2/0S dataset

Figure 7-22 Variable information for the step

Variable Details

Step Details
! Ovenvienw Prerequisites. Insfructions Type Conditions Security Variables
Step Variables

This tab displays the vanables that are availsble for use in the selected step. Here. you can view or change
the properties of a variable, and specify options that control how the variable is resolved at step completion.
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Click the Add/Remove button to connect the new variable to the created step (see

Figure 7-23).

Tyre Conditions. Sacurity Variables Fasback ‘hdvanced ’

Add/Remove Input Variables
Step Variables

Workflow Variables Input Variables
This tab dspiays e varisblas that sru madabie for e in S seiacted siep. Hars, you can view or changs T )
The proseries of & vinabia. and seedly olions that contral how ihe varsbia & resched B Slep compiation. ,I_ e}

" mambar
ox Cancal

Add/Remove Input Variables
Workfiow Variables Input Vanables
meber . a0
oK Canesl

Figure 7-23 Add new variable
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Save the workflow (see Figure 7-19). After successfully saving the workflow, we can test the

workflow in the left section of the Workflow GUI.

How you create and test the workflow by using a sample dataset is shown in Figure 7-24 and

Figure 7-25 on page 179.

Create Workflow

For 8 2/0S dats set, specify s fully qualified name, with no quotes.

* Workflow definiion file:
wiobias/workfiow'view_content_dsn

qualified name, with no quotes.

Worlflow vansble input fle:

Select or type

* Systen:

Type or sebect 3 workflow definition fle 1o use for creating & new workfow.

Type or select a varisble input file to populste: the new workflow. For 2 /05 daia set, specify a fully

3205 datasst

Create Workflow

Workfiow definition fle:

Wrobias workficuviee_content_dsn

Desscripion:

This is a workfiow sample crested

iendor: Version Is Calisbie: ';IJ

Tabias Corp. 10 Cannot be called by snother workfiow

* Worldiow name:
Sampe WF for retrieving content of 8 dataset

-2 - * Owner user ID: Syster
[ WTSCPLX3.5C30 - Local ® |T| S
tobiss = | WTSCPLY2 SCS0 - Locas
m Mext = iish Cancsl Help Comments: = Accass(] earn Maore)
small sample from Tcbias £
il Puiblic
¥ Open workflow on finish v Assign all steps to owner user ID0
< Back Next > Finish Cam
Woridows + Sempe WF for retnieving content of s dataset
Sampe WF for retrieving content of a dataset
Description: Cwmer: System: Is Caliable:
This is & workfiow sample crested tobias WTSCPLXE SCE0 Cannot be called by another woridiow
Percent complate: Steps compiete” Status Access (Leam More)
I 0% Dof1 =1 In Progress of° Public
Wioriclow Sleps
Actans. =
% Nofilerapplied
Stato Mo Title CalledWorkflow Austomated Owner Ekill Category Assignees Feedback status
Fivar Fiter Fiter Filser Fiker Filier Fiiter Filtar Filter
1 = Retrieve the content of Mo tobeas odaEs neFesdback

Figure 7-24 Creating and testing the workflow
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[Fioriows + Savpe W for e 0 Goinse =g
|Sampe WF for retrieving content of a dataset
Piotes | Hsoy

Descnpoon: Owrer Syshem Is Caliabie:
Thes 1= p workdow sampie created. Tobas WTSCPUG 5080 Cannct be calied by ancther wordlow
Parcent complate: SHeps compe: Stahs hooess (Lesrm Mone]
[ [, fof1 iin Progress. o Pusic
(e

Fropaties |

Woridlows + Sampe WF for retrieving content of a detaset + 1. Retrieve the content of a /0S5 dataset
- 4 Sorstoss | s | T Tl ey el Properties for Workflow Step 1. Retrieve the content of a z/OS dataset
= - - Genersl Detais Noes Perform
Owerride Complete
W Input Varisties Input Variables - General
i : . General Enter the variable valuies for this input category.
Review Instructions
Call REST API
Distaset name to view cantent (i - The content of this dataset will be showr:
— TOBIAS. WF.SAMPLE ®
[ T ——

Properties for Workilow Siep 1. Reirieve the content of 2 205 dataset

G | D | Daeeseces | M | futem

« Input inrables

o Ganer e e P cakng P ST AP o g WGP, sk M . i 0 s 2 7 ol e g g ST A%
[

camestan

el i Workliows x| Werklow Bster

S—_— e +wortow ) - 1
Properties for Workflow Step 1. Retrieve the content of a 20§ dataset

Gowal  Cetais | Cepecences  Mows | Petom -
o s varaes Call REST AP
o Carars o call e REST AR cik Finish, The REST AF1 mquest nd mguest by s showe or 15 splresce
o Besiem igrussons
£ CaMREST AR
HTTP matnest
oet

Anse
PR 12 8 11 o reastiessca TORAS, W SAMPLE

Maces socy

Figure 7-25 Using the Workflow
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The output of the REST API call of our sample Workflow is shown in Figure 7-26.

Welcome Workflows ‘Workdflow Editor

Wiordiows + This is a workflow sample created. - Workflow 0 » 1. Refrieve the content of & /0S dataset Help

Properties for Workflow Step 1. Retrieve the content of a /08 dataset

General Details Dependencies Notes Perform Status nput Yarisbles Feedback
State: Expected staius code: Actusl status code:
+ Complete 200 200

Request Response essage

Clase

Figure 7-26 Sample output of REST API call
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Links

This chapter describes the links in the IBM z/OS Management Facility (zZOSMF) navigation
tree and includes the following topics:

» 8.1, “Links and their purpose” on page 182

8.2, “Adding links” on page 183

8.3, “Modifying links” on page 188

8.4, “Deleting links” on page 189

8.5, “Adding links to zZOSMF by using the Import Manager” on page 190
8.6, “Security” on page 193

vVvyyvyy
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8.1 Links and their purpose

Links is a category in the zZOSMF navigation tree that can help effectively store and share
information with your team. It is similar to the “Favorites” or “Bookmarks” sections in web
browsers. Links can contain start points or links to outside websites, and to any subcategory
in the navigation tree.

z/OSMF includes several predefined links, and you can use the zZOSMF web interface to add,
modify, and delete links. Figure 8-1 shows the Links category in the left navigation pane with
the IBM supplied links under it.

Welcome
Notifications
Workflow Editor
Workflows
» Cloud Provisioning
* Configuration
» Consoles
* Jobs and Resources
o Shopz
Support for Z/0S
o WSC Flashes & Techdocs
9 z Systems
z/05 Basics Information Center
o z/05 Home Page
o z/0S3 Internet Library
* Performance
¥ Problem Determination
» Software
b Sysplex
¥ z/0S Classic Interfaces
r  z/OSMF Administration
v ziIDSMF Settings

Refresh

5
@ IBM /0 S Management Facility

Welcome

Welcome to IBM z/OS Management Facility

IBM& z/05%® Management Facility (z/0SMF) provides a framework for managing various aspects of a Z/0S system through a Web bre
others, Z/OSMF can help to simplify some areas of /05 system management.

To learn more about Z/OSMF, visit the links in the Learn More section.
To start managing your z/05 systems, select a task from the navigation area.

Learn More:

What's New
Z/OSNF tasks at a glance

Getling started with Z/OSMF

Figure 8-1 Links in zZOSMF navigation tree

The following links are supplied by IBM:

YyVyVYyVYVYYVYY

Shopz, which opens the ShopzSeries website

Support for z/OS, which opens the z/OS support website

WSC Flashes & Techdocs, which opens the Techdocs website

z Systems, which opens the IBM System z Redbooks website

z/OS Basics Information Center, which opens the z/OS Basic skills information center
z/OS Home Page, which opens the z/OS operating system home page

z/OS Internet Library, which opens the z/OS internet library website
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8.2 Adding links

To add new links, complete the following steps:

1.

Log on to zZOSMF with a user ID that is connected to the zZOSMF administration role

RACF group IZUADMIN.

2. In the left pane, click Z/0S Administration — Links. A listing of links displays in the right
pane, as shown in Figure 8-2.

BAE .
l\‘.’ M IBM z/OS Management Facility

Welcome
HNotifications
Workflow Editor

Workflows.

Cloud Provisioning

-

Configuration

-

Consoles

Jobs and Resources

-

Links

-

Performance

Problem Determination

-

Software

-

Sysplex

z/05 Classic Interfaces

Z/OSMF Administration
Application Linking Manager
Import Manager
Links
Usage Statistics

* z/IOSMF Settings

Refresh

Welcome

Links

Links

Welcome

tobias.

“You can customize z/OSMF with links to other sites for system management tools and infermation. Use this page to manage your links and make them accessible to z’OSMF users and guests.

Actions ~

I+ Nofilter applied

MHame
Filter

] shopz
[ Suppert for Z0S
] wsC Flashes &
Techdocs
] z systems
1 [0 zos Basics
Information
Center

[ z70S Home
Fage

[ /08 Internet
Library

URL
Filter

hitp:/www.ibm.comisoftware
Ishopzseries

hitps:/iwww.ibm. com/support
ientry/portalisupport

hitp:/iwww.ibm.comisupport
ftechdocs

hitp:/iwww.redbocks.ibm.com
iportalsisystemz

hitp:iipublib.boulderibm.com
infocentes/zos/basics/index. jsp
hitp:/iwww.ibm. com/systems
Iz/osizos!

http: /et ibm. comisystems
izfosizos/library/bksery’

SAF Resource Name

Filter

IZUDFLT.ZOSMF.LINK. SHOPZ
IZUDFLT.ZOSMF.LINK. SUPFORT_FOR
IZUDFLT.ZOSMF.LINK.WSC_FLASHES,

IZUDFLT.ZOSMF.LINK.Z_SYSTEMS

IZUDFLT.ZOSMF.LINK.Z_OS_BASICS_

IZUDFLT.ZOSMF.LINK.Z_OS_HOME_F,

|ZUDFLT.ZOSMF.LINK.Z_OS_INTERNE

Category

Filter

Links

Links

Links

Links

Links

Links

Links

Open Link in
Filter

Browser
Window/Tab

Browser
‘Window/Tab

Browser
‘Window/Tab

Browser
‘Window/Tab

Browser
Window/Tab
Browser

‘Window/Tab

Browser
‘Window/Tab

Authorizations
Filter

Z/OSMF Authenticated Guest z’OSMF
Guest, SAF Authorized User

2Z/OSMF Authenticated Guest Z’OSMF
Guest, SAF Authorized User

Z/OSMF Authenticated Guest Z’OSMF
Guest. SAF Authorized User

Z/OSMF Authenticated Guest Z’'OSMF
Guest. SAF Authorized User

Z/OSMF Authenticated Guest Z’OSMF
Guest, SAF Authorized User
Z/OSMF Authenticated Guest.z’OSMF

Guest, SAF Authorized User

Z/OSMF Authenticated Guest.z’OSMF
Guest, SAF Authorized User

Figure 8-2 List of links
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3. In the right pane, click Actions — New, as shown in Figure 8-3.

BT -
l\‘.‘ll’tj IBM z/OS Management Facility
Welcome Welcome Links

Notifications
Workflow Editor

Workflows Links

Cloud Provisioning “'ou can customize z/OSMF with links te other sites for system management teols and information. Use this page to manage your link

Configuration

-

Consoles

Jobs and Resources

+ Links Sl SAF Resource Name Category Cpen Link in
» Performance flter Filter Filter Filter
o 4 Import.. .
| ]
= | pre=——— toiwwwibm comisoftware | IZUDFLT.ZOSMF LINK SHOFZ Links Browser
» Software v nopzseries ‘Window/Tab
~ Deselect Al
Sysplex I Hide Fiter R tps: /fwwa.ibm, comisuppert [ZUDFLT.ZOSMF LINK.SUPPORT_FOR Links Browser
» 7/05 Classic Interfaces & Filter Row ntry/portal/support Window/Tab
= z/OSMF Administration i tp:/wwiibm. com/support IZUDFLT.ZOSMF.LINK WSC_FLASHES, Links Browser
Application Linking Manager fehdocs Window/ Tab
Import Manager [ z systems http:/fwww.redbooks. ibm. com |IZUDFLT.ZOSMF.LINK.Z_SYSTEMS  Links Browser
Links /portalsisystema/ Window/ Tab
Usage Statistics 1 D z/05 Basics http://publib.boulder.ibm.com IZUDFLT.ZOSMF. LINK.Z_OS_BASICS_ Links Browser
. Informaticn linfocenter’zos/basics/indesx. jsp Window'Tab
» zIOSMF Settings Center
Refresh [—l z/0S Home http:/iwew. ibm.comdsystems IZUDFLT. ZOSMF.LINK.Z_OS_HOME_P Links Browser
Banc lzlnel i Window(Tah

Figure 8-3 Selecting New from the Actions drop-down menu
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The New Link window opens, as shown in Figure 8-4.

Welcome Links

Links » Mew Link Help

New Link
Use this page to define a new link for zZ/OSMF.

+ hMame (maximum 30 characters}).

# SAF Resource Name Suffte (maximum 220 characters):

[ZUDFLT.ZOSMELIN K.l |

# URL (maximum 4000 characters):

& Categony

| Links o |

Open link in:
ew browser tab or window
ew Z/OSMF tab

Authorizations

User State Description
SAF Authorized User Access to z/OSMF tasks and links is controlled through your security management software.
D z/0SMF Authenticated Guest User iz logged into z/OSMF, but is not authorized to perform tasks and has limited access to links.

0K Cancel

Figure 8-4 New link window

In our example, we show how to create a “New function APAR link that starts the FTP website
with all new function APARs when the link is clicked. This link is available to anyone that uses
this z OSMF instance.

For more information, see the New function APAR FTP website.
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ftp://service.boulder.ibm.com/s390/newfunctionapars/mvsstore.zosnewfu.html

4. Enter a name, SAF resource name suffix, and URL. Select a category, and then, select all
the options under the Authorizations section, as shown in Figure 8-5. Click OK.

Links » Mew Link Help

New Link
Use thiz page to define a new link for z/OSMF.

+ Name (maximum 30 characters):
Mew Function APARS
+ SAF Resource Name Suffi< (maximum 220 characters):

ZUDFLT ZOSMF.LINK.

# URL (maximum 4000 characters):
ftp:lizervice boulderibm.com/s3%0/new functionapars/mvsstore zosney

kd QoY
| Links -

Open link in:
Mew browser tab or window
Mew z/OSMF tab

Authorizations

User State Description
SAF Authorized User Access to Z/OSMF tasks and links is controlled through your security management software.
Z/DSMF Authenticated Guest User is logged into Z/OSMF, but is not authorized to perform tasks and has imited access to links.
OK Cancel

Figure 8-5 Completed New Link window
A SAF resource name suffix helps control access user authorization to links by using the

ZMFAPLA resource class. A new link can be placed under any category in the navigation tree
by selecting the appropriate category.
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After a successful update, New function APAR is displayed under the Links category in the

navigation view and in the link table, as shown in Figure 8-6.

IBM z/05 Management Facility

Welcome
Notifications
Workflow Editor
Workflows

» Cloud Provisioning

» Configuration

Actions. =
F Consoles
i - .
+ Jobs and Resources ‘% No filter applied
- [—I Name URL SAF Resource Mame Category Open Link in Authorization
5 - Filter Filter Filter Filter Filter Filter
New Function APARS
® Shopz il . . . . X . X . N
l_; New Functicn ftpuiiservice boulderibm.com IZUDFLT. ZOSMF.LINK. nwfcapar Links Browser zMOSMF Auth
Support for Z/0S APARS /5220/newfuncticnapars Window/Tab Authorized Us|
Imvsstore zosnewfu. html
WISC Flashes & Techdocs )
z Systems Fi Shopz hitp:/fwew. ibm. comisoftware IZUDFLT.ZOSMF.LINK. SHOPZ Links Browser ZMOSMF Auth
N a— - Ishopzseries Window/Tab Guest, SAF AL
a=2ICE InTormation Lenter
/0% Home Page D Support for z/0S 1 wwna ibmn. comysu pport IZUDFLT.ZOSMF.LINK.SUPPORT_FOR Links Browser ZMOSMF Auth
lentry/portalisupport Window/Tab Guest, SAF AL
z/05 Internet Library
» Performance [_] WSC Flashes & hitp:/fwww. ibm.comisupport IZUDFLT.ZOSMF.LINK. WSC_FLASHES, Links Browser ZOSMF Auth|
Techdocs Mtechdocs Window/Tab Guest, SAF Al
* Problem Determination 1 -
» Softw: [_! z Systems hitp://www. redbooks.ibm.com IZUDFLT.ZOSMF.LINK.Z_SYSTEMS Links Browser Z/OSMF Auth
=y Al /portalssystemaz’ ‘Window Tab Guest, SAF AL
» Sysplex §
[ 2i0= Basics httrlinshlib bolder ibm cnm IZIIDEI TZOSME] MK 7 (8 BASICS | | inks Browses MYSKE Avith,

Welcome

Links

“ou can customize z/OSMF with links to other sites for systern management tools and information. Uze thiz page to manage your links and make them £

Links

Figure 8-6 IBM New Function APAR is added to z/OSMF
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8.3 Modifying links

All links, including the predefined links, can be modified. Except for the name of the link, all of
the settings can be modified. In our example, we modify the New function APAR link that we
added earlier by completing the following steps:

1. From the left pane, click zZZOS Administration — Links.

2. In the window with the table of links, select New Function APAR and click Actions —
Properties, as shown in Figure 8-7.

@ @ IBM z/0S Management Facility

Welzome Welcome Links
Motifications

Workflow Editor

Workflows Links

* Cloud Provisioning “rou can customize z/0SMF with links to other sites for system management tools and information. Use this page to manage vour links a

* Configuration

{Actions ~
+ Consoles i )
Delete...
» Jobs and Resources
* Links 1 New 1 L SAF Resource Name Category Open Link in
» Performance 3 Iter Filter Filter Filter
o Import.
b
R . select Al s:iiservice. boulderibm.com IZUDFLT.ZOSMF LINK. mwicapar Links Browser
» Software > 290/newfuncticnapars Window'Tab
Deselect All pvsstore zosnewfu.html
P Sysplex
+ 2008 Classic Interfaces | HideFiter Row o wwibm.comisoftware | IZUDFLT.ZOSMF LINK SHOPZ Links Browser
nopzseries Window'Tab
+ Z/OSMF Administration
Application Linking Manager tps:/fwww. i bm. comi'support IZUDFLT. ZOSMF. LINK. SUPPORT_FOR Links Browser
: Tentry/portal/support Window'Tab
Import Manager
L WSC Flashes & http: \fwww. ibm. comysupport IZUDFLT.ZOSMF.LINK. WSC_FLASHES, Links Browser
Techdoos ftechdocs Window/Tab
Usage Statistics 4
z Systems http: \fwww. redbooks. ibm.com IZUDFLT ZOS5MF LINK.Z_SYSTEMS Links

P z/OSMF Settings

/portalsisystema’

Refresh z/05 Basics hitp://publib. boulder.ibm.com IZUDFLT.ZOSMF.LINK.Z_OS_BASICS_ Links Browser
Informaticn linfocenter’zos/basica/index.jsp Window'Tab
Center

Figure 8-7 Modifying links

In our example, we want to modify the New Function APAR link that we added. The
properties of New Function APAR are similar to the ones shown in Figure 8-6 on
page 187.

3. The modification that we want to make is to make New Function APAR available to a SAF
authorized user only. To accomplish this task, under the Authorizations section, clear all
the zZOSMF Authenticated Guest option and click OK.
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8.4 Deleting links

All links, including the predefined ones, can be deleted. In our example, we delete the IBM
Resource Link® link that we added earlier by completing the following steps:

1. From the left pane, click zZZOS Administration — Links.

2. In the window with the table of links, select New Function APAR and then, click
Actions — Delete, as shown in Figure 8-8.

BT B
L\-\! ﬂ IBM 2/0S Management Facility

Welcome
Notifications
Workflow Editor
Workflows

¥ Cloud Provisioning

+ Configuration

+ Consoles

* Jobs and Resources

Welcome Links

Links

“ou can customize =/OSMF with links to other sites for system management tools and information. Use this page to manag

Properties
b Links [ New AL 5AF Resource Name Category Crpe
» Performance Iter Filter Filter Filtes
L Import...
» i
R ‘ select Al 3:i/service. bouldsribm. com IZUDFLT.ZOSMF.LINK. nwicapar Links Brow
» Software o4 280/newfuncticnapars Wind
Deselect Al pvsstore zosnewfu_html
F Sysplex
b 2108 Classic Interfaces [[  HideFiterRow o wibm comisoftware  IZUDFLT.ZOSMF.LINK SHOPZ Links Brow
nopIseries Wind
» Z/IOSMF Administration
Application Linking Manager | tps:/fwww. ibm. comdsupport IZUDFLT. Z05MF.LINK.SUPPORT_FOR  Links Brow
' Jentry/portal/support Wind
Import Manager
IRk ]| wSsC Flashes & http:/fewe. ibm. comisupport IZUDFLT.ZOSMF.LINK.WSC_FLASHES, Links Brow
Techdocs Mtechdoos Wingd
Usage Statistics 4
- L] z Systems hitp:/fwwwredbooks.ibm.com IZUDFLT. Z08MF.LINK.Z_SYSTEMS Links Brow
+ ZIOSMF Settings /portals/systemz’ Wind
Refresh |l z/0S Basics http:/publib. boulder ibm.com IZUDFLT.ZOSMF LINK. Z_08_BASICS | Links Brow
Information linfocenter’zos/basica/index. jsp Wind
Center
]l z'0S Home http:/fewe. ibm. comdsystems IZUDFLT.ZO0SMF.LINK.Z_OS_HOME_F Links Brow
Fage lzios/zos! Wind
Figure 8-8 Deleting links
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3. A window opens that prompts you to confirm the deletion, as shown in Figure 8-9. Click
OK to confirm the deletion of the link.

Support for 205 | Youare about to delete one or more links. Do you want to
continue?

Selected links
News Function ARARS

ZUGaatw oK Cancel

Figure 8-9 Confirmation window

8.5 Adding links to Z/ OSMF by using the Import Manager

In this section, we describe how to create a link with the Import Manager. First, you must
create a property file in your UNIX System Services environment. The file is similar to the file
that is shown in Example 8-1.

Example 8-1 Property file sample

LinkName=11ink-name

LinkURL=URL
LinkAuthorizedRoles=authorized-roles
LinkSafSuffix=SAF-suffix
LinkNavigationCategory=category-name
LinkLaunchWorkArea=Taunch-Tocation

To create a link with the Import Manager, complete the following steps:
1. Specify a name for the link that is easily understood by users.
2. Specify the location for the link (a URL).
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3. Specify the zZOSMF roles for which users are authorized to use the link.
4. Specify a unique SAF resource name suffix.
5. Specify where the link is to be displayed in the zZOSMF navigation area:

: Z/IOSMF Administration
: Problem Determination
: Links

: Configuration

: Software

: z/OS Classic Interfaces
: Performance

— 10: Z/OSMF Settings

— 11: Uncategorized

— 12: Commands and Logs
— 18: Jobs and Resources

|
O~NOOR~WN =

6. Set the LinkLaunchWorkArea value to False so that the link opens in a separate browser
tab or window. Set this value to True to have the link open as a tab in the zZ OSMF work
area, such as a zZOSMF task.

In our example, we created a file in /u/tobias/1inks.properties. Next, we edited this file, as
shown in Example 8-2.

Example 8-2 New Function APAR link

LinkName=New Function APAR
LinkURL=ftp://service.boulder.ibm.com/s390/newfunctionapars/mvsstore.zosnewfu.html
LinkAuthmlizedRoles=z/0SMF Authenticated Guest, z/0SMF Guest
LinkSafSuffix=NWFCAPAR

LinkNavigationCategory=3

LinkLaunchWorkArea=false

Next, save the 1inks.properties file return to the Links category in zZOSMF.

Chapter 8. Links 191



Select Import from the Actions menu in the Links table. The newly created file can now be

imported, as shown in Figure 8-10. Click View to see the input of this file. Click Import when
you want to add this link to zZOSMF.

Import Manager

Import Histary Imported Plug-ins

To add plug-ing, event types, handlers, and links in z/0SMF, specify the property file to import. Learn more...

Property file:

luftobias/links. properties hd View Import

Contents of property file: /juftobiasilinks.properties

LinkName=New Function APAR

LinkURL=ftp:/service.boulder.ibm.com's330/new functionapars/mvsstore. zosnew fu.html
Link&uthmlizedRoles=z/0SMF Authenticated Guest, z/0SMF Guest
LinkSafSuffoe=NWFCAPAR

LinkNavigationCategory=3

LinkLaunch¥WorkArea=falze

Clear

Figure 8-10 Import Manager
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The newly created link in zZOSMF is shown in Figure 8-11.

@ IBM /08 Management Facility

Welcome Welcome

Motifications

Workflow Editor
Workflows Welcome to IBM z/0OS Management Facility

= Cloud Provisionin
< IBM& z/058 Management Facility (z/05SMF) provides a framework for managing various aspects of a /05 system th

Resource Management others, Z/0SMF can help to simplify some areas of z/0S system management.
Software Services

» Configuration To learn more about Z/0SMF, visit the links in the Learn More section.

+ Consoles To start managing vour z/05 systems, select a task from the navigation area.
* Jobs and Resources

~ Links Learn More:

o New Function APAR What's New

* Performance
z/OSMF tasks at a glance
* Problem Determination

v Software Getting started with z/OSMF

» Sysplex

» zi0S Classic Interfaces

* z/OSMF Administration
Application Linking Manager 9

Import Manager

Links

Usage Statistics.

» z/OSMF Settings

Refresh

Figure 8-11 New Function APAR

8.6 Security

This section describes how to authorize control and access to links. Links are protected by
ZMFAPLA class resources (IZUDFLT.ZOSMF.LINK.**), which control access. The SAF suffix
that is specified when you add a link can make access to links more granular and specific. For
example, we add NWFCAPAR as a SAF suffix for the IBM Resource Llink link to control
access to the IBM Resource Link link with the ZMFAPLA class profile
IZUDFLT.ZOSMF.LINK.NWFCAPAR.

Consider a user ID named TOBIAS, which has access to all the links, as shown in Figure 8-12
on page 194. To remove all access to the links except for the New Function APAR link,
complete the following steps:

1. Remove all access to all links for user ID TOBIAS by running the following command:
PE IZUDFLT.ZOSMF.LINK.** CLASS(ZMFAPLA) ID(TOBIAS) ACCESS(NONE)

2. Add a profile that is named IZUDFLT.ZOSMF.LINK.NWFCAPAR to ZMFAPLA class by
running the following command with UACC (NONE):

RDEFINE ZMFAPLA IZUDFLT.ZOSMF.LINK.NWFCAPAR UACC (NONE)
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3. Permit user ID TOBIAS read access to the ZMFAPLA class profile
IZUDFLT.ZOSMF.LINK.NWFCAPAR by running the following command:

PE IZUDFLT.ZOSMF.LINK.NWFCAPAR CLASS(ZMFAPLA) ID(TOBIAS) ACCESS(READ)
4. Refresh RACF tables by running the following command:

SETR RACLIST(ZMFAPLA) REFRESH

@E IBM 2/0S Management Facility

Welcome: Welcome Links
Motifications

Workflow Editor

Workflows Links

Configuration )
Actions -

Consoles
3+ No filter applied

Jobs and Resources

[wom o] -

Cloud Provisioning “You can customize Z/OSMF with links to other sites for system management tools and information. Use this page to manage your links and make them accessible to Z/OSMF users and guests.

= kst Hame URL SAF Resource Name Category Open Link in
“ Shopz L Figer Filter Filter Filter Filter
Support for 2/05 [/ Shepz hitp:/fwww.ibm. comisaftware |ZUDFLT.ZOSMF LINK. SHOFZ Links Browser ZIOSMF Authenticated Guest, Z/OSMF
“ WSC Flashes & Techdocs ishopaseries Window/Tab Guest.SAF Authorized User
© z Systems [] Supportforz/OS  hitps:/iwww.ibm.com/support |ZUDFLT.ZOSMF LINK. SUPFORT_FOR Links Browser ZIOSMF Authenticated Guest,Z/OSMF
2/0S Basics Information Center fentry/portalisupport Window/Tab Guest.SAF Authorized User
= z/0S Home Page [ wWsCFlashes&  http://www.ibm. com/support |ZUDFLT.ZOSMF LINK.WSC_FLASHES, Links Browser Z/OSMF Authenticated Guest.zZ/OSMF
" 2108 Internet Library Techdocs ftechdocs Window/Tab Guest.SAF Authorized User
T Performance [ zsystems http://www.redbooks.ibm.com IZUDFLT.ZCSMFLINK.Z_SYSTEMS  Links Browser 2/OSMF Authenticated Guestz/OSMF
e a——— fportalsisystema/ Window/Tab Guest.SAF Authorized User
» Software 1 [0 zos Basies hitp://publib.boulderibm.com  |ZUDFLT.ZOSMF LINK.Z_OS_BASICS_ Links Browser 2/OSMF Authenticated Guestz/OSMF
infor ba: index jsp Window/Tab Guest, SAF Authorized User
* Sysplex Center
» zi0S Classic Interfaces
[ 1018 Home hitoIh ihm s |71 INEL T BAE | NI HOME B |in Browser ME Authenticated Guest 2/OSME

Figure 8-12 Access available to all links

After you finish these steps, the TOBIAS user ID cannot access any other links other than the

New Function APAR link, as shown in Figure 8-13.

:‘« ﬁ IBM z/OS Management Facility

Welcome Welcome

Notifications.

Welcome  tobiss - || (B) ~

Workflow Editor
Workflows. Welcome to IBM z/0S Management Facility

Cloud Pravisioning

Configuration others, Z/OSWF can help to simplify some areas of Z/0S system management.

Consoles
To learn more about /OSMF, vistt the links in the Learn More section

Jobs and Resources

* Links To start managing your z/0S systems, select a task from the navigation area.
© MNew Function APAR

¥ Performance Learn More:

+ Problem Determination Vihat's New

» Software

Z/OSMF tasks at a glance

Sysplex
Getting started with z/0SMF

Z/05 Classic Interfaces

z/OSMF Administration
Application Linking Manager
Import Manager
Links
Usage Statistics

Z/OSMF Settings

Refresh

IBM® 2/0S® Management Faciity (z/OSHF) provides a framework for managing various aspects of a Z/0S system through a Web browser interface. By streamiining some traditional tasks and automating

Figure 8-13 Access to New Function APAR only
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Performance monitoring with
IBM z/OS Management Facility

This chapter describes z/OS performance monitoring and management by using IBM z/OS
Management Facility (zZOSMF) and includes the following topics:

» 9.1, “Introduction” on page 196

9.2, “2/0OS monitoring with zZOSMF” on page 196
9.3, “Customizing views” on page 199

9.4, “Creating a view” on page 203

»
»
»
» 9.5, “Other platform performance monitoring” on page 214
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9.1 Introduction

9.2 2/0S

Performance monitoring with zZOSMF is accomplished by using the Performance task. This
task provides a browser-based interface that can be used monitor the performance of the
z/OS sysplexes. With zZOSMF, you can monitor most of the metrics that are supported by the
Resource Measurement Facility (RMF) Monitor 1ll and RMF PM.

z/OSMF also uses the z/OS RMF Cross Platform (RMF XP) to monitor the following operating
systems:

v

AlX running on System p

» Linux running on System x

» Linux running on System z

» Windows running on System x

RMF XP does not require any proprietary agent software on the monitored endpoints. It uses
the Common Information Model (CIM) instrumentation for the AIX, Linux, and Windows
operating systems.

The CIM server and the metric providers are a part of the supported AIX and Linux (but not
Windows) distributions, which means that you do not have to install any extra software
separately for these distributions. However, you must make sure that the CIM servers with
their metric providers are correctly set up and running on the monitored endpoints.

monitoring with zZ/ OSMF

z/OSMF provides predefined reports. The performance metrics can be accessed by
expanding the Performance category in the navigation area and selecting Resource
Monitoring. A window opens that is similar to the window that is shown in Figure 9-1.

ST
“Iﬂ IBM z/OS Management Facility Welcome  tobias
oy
Welcome Welcome Resource Monito...
Notifications
Workflow Editor
Workflows Resource Monitoring
» Cloud Provisioning ]
Dashboards
» Configuration
» Consoles Dashboards

+ Jobs and Resources
+ Links
~ Performance
Capacity Provisioning
Resource Monitoring
System Status
Workload Management
Problem Determination
Software
Sysplex
Zi0S Classic Interfaces
ZI0SMF Administration
ZIOSMF Settings

Refresh

Actions =
= Nofilter applied

Name
Filter

Common Storage Activity
Coupling Facility Overview
Execution Velocity
General Activity

Overall Image Activity
Performance Index
Response Time

Using & Delays

XCF Activity

Figure 9-1 Default initial view
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The first option is Common Storage Activity. To use this option, complete the following steps:

1. Select this option by selecting the check box next to it.
2. Click Actions — Open or Actions — Open in New Tab or Window.

3. Select the sysplex name and then, click OK.

A window opens that is shown in Figure 9-2.

Resource Monitoring

Dashboards Common Storage Activity =

Common Storage Activity (Running)
Start Pause Stop Save | Actions =

~ CSA & ECSA (Systems)

I— 0
S0 | N  2°

I— o
ST | N

[l LOCALPLEX SYSPLEX % GSA utiizstion by MVS insge
[l LOCALALEX SYSPLEX 3% ECSA utiization by MVS imsge

>

08/M10/2017 11:30:00 - 08M0/2017 11:31:40 (111)

~ CSA (Jobs)

sce1-masTer-(oood] | [ :

sceomasTer-(oood] | [N :
sceoJeszoozz) [N 1
scet1Jeszoozz) | [N 1
sceoracF 0035 (NG 1
sca1mnET 0025 | [N
sce1.racr 0035 | (NG 1

Sron MET AT I 4

. LOCALPLEX,SYSPLEX % GSA utilization by job

i)

08/10/2017 11:30:00 - 08M0/2017 11:31:40 (111)

»

~ 3QA & ESQA (Systems)

—
SCE0 | ::

I— 0
ST | I

[l LOCALPLEX SYSPLEX % SQA utilzation by MVS imsge
[l LOCALPLEX SYSPLEX 5% ESQA utilzstion by MVS insge

1

08M10/2017 11:30:00 - 08M0/2017 11:31:40 (1)

~ S04 (Jobs)

sce1-masTer (voo1] | [N 1
sceo~masTer- (oo01] | [N 1
SCBO.INIT[00SF] | | O
SCBO.INIT[0060] | | O
SCBOINIT[00SE] | |0
SCBOINIT[005C] | | O

SC80INIT[005D] |0
SO RTINS 4T In

. |LOCALPLEX SYSPLEX % SQA utization by job

[ m | »

1w,

08/10/2017 11:30:00 - 08M0/2017 11:31:40 (1H1)

Help

Figure 9-2 Default Common Storage Activity Display window

The top two panes in the window show the CSA, ECSA, SQA, and EQSA usage by system.
The bottom two panes in the window show the largest users of CSA and SQA (combined).
Under RMF Ill, the information can be obtained by using the Common Storage display (STORC)

command.
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The values in the Average Use Summary row should match the values from z/OSMF, as
shown in Figure 9-3.

RMF V2R3 Common Storage Line 1 of 185

Command ===3> Scroll ===> CSR
Samples: 100 System: SC80 Date: 08/10/17 Time: 11.35.00 Range: 100 Sed
---- Percent ----  ------- Amount --------
System Information CSA ECSR SOA ESOA CSA ECSA SQA ESOQA
IPL Definitions 2560K 128M 2B608K 72M
Peak Allocation Values 10 30 31 37 248K 38M 812K 27M

Average CSA _to S0A Conversion 0] 0] 0] 0]

(Average Use Summary 10 29 10 36) 247K 38M 267K  26M
Available at End of Range =Jo] 11l 8ou 64 2313K 91M 2341K 46M

Unalloc Common Area: 4568K

Service ELAP -- Percent Used -  ----- Amount Used -----
Jobname Act C Class ASID Time CSA ECSA SOA ESQA CSA ECSA sga  ESQA
%MVS 3 22 8 25 87320 28M 219K 18M
%REMAIN ¢} o] ¢} 0] 288 38880 128 4856
*MASTERx S SYSTEM 001 1.7D 3 2 1 4 81176 2530K 33472 2640K
RMF S SYSSTC 0050 1.7D c] o] ¢} 3 ¢} 736 0 2511K
KCFAS S SYSTEM [ela]a]s) 1.7D c] o] ¢] 3 0 1216 160 1884K
NET S SYSSTC pO37 1.7D 1 2 ¢] 0] 24328 3127K 0 4768
RACF S SYSSTC 0053 1.7D 1 o] o] 0] 35400 736 64 600
JES2 S SYSSTC 0034 1.7D 1 1 o] 0] 17632 1227K 64 12056
WLM S SYSTEM 0012 1.7D o] o] o] 1 0 104K 0 513K
ANTMAIN S SYSTEM 0013 1.7D o] 1 o] 0] 0 783K 0] 448
SDSF S SYSSTC 0048 1.7D o] 1 6] 0] 0 681K 0 2432
RMFGAT S SYSSTC 0172 1.7D ¢} o] ¢} 0] ¢} 736 B84 357K
CONSOLE S SYSTEM 0o11 1.7D ¢} o] ¢} 0] 3016 56484 11872 56064
BPXOINIT S SYSTEM 0051 1.7D ¢} o] ¢} 0] ¢} ¢} 0 197K
JESXCF S SYSTEM 0023 1.7D ¢} o] ¢} 0] 0 342K 64 2752

Figure 9-3 RMF lll Storage display

The metrics are similar to RMF Performance Monitoring - Java Technology Edition (RMF PM).

As described in the zZOSMF Help documentation, sample collection is available only during
the Dashboard session.

The Dashboard collects the samples when you open or start it and temporarily stores them in
the sample buffer. When you close the Dashboard or rearrange the metrics in a metric group,
z/OSMF clears the sample buffer.

A monitoring Dashboard is a template that you can save so that you can view performance
data for your monitored z/OS sysplexes and Linux images (System z and Intel) from the same
angle. Saving a Dashboard saves only the changes that were made to the template. For
example, you can save the changes that you made to the name of the Dashboard, the order
of the metric groups, or the metrics that you want to monitor. A saved Dashboard does not
contain the collected samples.
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9.3 Customizing views

You can add your own metrics to a dashboard or create your own dashboard for a customized
view.

By using the Overall Image Activity (Running) view as a base, you can add a field. In this
example, we add the percentage of CSA usage for system SC80. You must open the Overall
Image Activity (Running) by using the same process that you used for Common Storage
Activity. After the Overall Image Activity (Running) is displayed, you can click the Actions tab
and then, select Add Metric, as shown in Figure 9-4.

Welcome Resource Monito...

Resource Monitoring

Dashboards Overall Image Activity [

Overall Image Activity (Running)

Start Pause Stop Save

« Address Spaces « Processor
Pause Dashboard

Retrieve Historical Data sCE0 | —
sce1 | [

&Ca0

sC81

—————
|o
——
|o

Rename Dashboard
Modify Settings.

Add Metric...

WModify Metric...
Export...

Delete Metric or Group.

Arrange Metrics or Groups...
[l LOCALPLEX SYSPLEX # users by MVS insge

. LOCALFLEX, SYSPLEX # active users by Mys ename Metric Group... . LOCALFLEX,SYSFLEX % CPU utilzation (CF) by MVS imsge
] Q N q d\j N
08/10/2017 12:00:00 - 08/10/2017 12:01:40 {(1/1) 08/10/2017 12:00:00 - 08/10/2017 12:01:40 (1/1)
- Storage  Transaclions
sceo | N 5535 scao o
sce1 I 55535 sca1 | o

Figure 9-4 Modify a default view
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In the window that opens, select the appropriate metric type from the Add to metric group
drop-down menu, as shown in Figure 9-5. In this case, the metric type is Processor. Expand
the tree structure under the Resource tab until the proc,*, CSA selection is displayed and

highlight it by clicking it. Then, click the Metric tab.

Welcome Resource Monito...

Resource Monitoring

Dashboards Overall Image Activity [

Cwverall Image Activity » Add Metric
Add Metric

Select or type the name of the metric group, the container for the metric. Then, selectthe resource and metric to be monitored.

* Add to metric group: ' Processor ~ | '

= Selected resource: . LOCALPLEX,SYSPLEX

Make selection on Metric tab

= Selected metric:

Metric Filter Waork Scope

i le resources”

e ToVERLEX

Figure 9-5 Initial selection of metrics
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The metric tab should look as it is pictured in Figure 9-6. Click % Utilization under the single
valued tree and then, click OK.

Welcome Resource Monito...

Resource Monitoring

Dashboards Overall Image Activity =

Overall Image Activity » Add Metric
Add Metric

Select or type the name of the metric group, the container for the metric. Then, select the resource and metric to be monitored.

* Add to metric group Processor -

* Selected resource: 4 LOCALPLEX,SYSPLEX

* Selected metric: Make sele

Resource Filter Wwo

Quick filter:

Available metrics:
[E) % idle by MVS image
E % unknown by MVS image
[E) % using by MVS image
[E] % using for ifo by MVS image

[E) % using for processor by MVS image
[E) % waorkflow by MVS image

[E) % workflaw for ifo by MVS image

@ % workflow for processor by MVS image
=] % CPU utilization (CP) by MVS image

[£] % CSA utilization by MVS image

e CTETOT Oy TS ey e

[E % ESQA utilization by MVS image

B % SQA utilization by MVS image

[ # active users by MVS image

[ # users by VS image L

OK Cancel

Figure 9-6 Specific selection
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Your customized display is now shown in the Processor display, as shown in Figure 9-7. In
this case, the CAS percent usage of systems SC74 and SC75 is added to the Processor
percent used. If you like the display format, save it permanently by clicking Save.

Welcome Resource Monito...
Resource Monitoring
Dashboards Overall Image Activity =

Overall Image Activity (Running)
Start Pause Stop Save | Aclions '

- Address Spaces

I
sceo 184

11

1
sC81 e

|1

[ LOCALFLEX SYSPLEX # users by MVS inage
[ LOCALPLEX SYSPLEX # sctive users by MVS imsge

L
08M10/2017 12:08:20 - 0810/2017 12:10:00 (6/6)

~ Storage

~ Processor

sceo - !
I 10
sC81 | K

[ LOCALFLEX,SYSPLEX % CPU utiization (GF) by MV insge
[l LOCALPLEX SYSPLEX % CSA utiization by MVS imsge

L 3
08/10/2017 12:08:20 - 08M10/2017 12:10:00 (6/8)

~+ Transactions

Figure 9-7 Overall image activity
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9.4 Creating a view

You can also set up your own unique display. In this example, we set up a display to show
CPU utilization by job (% appl (TCB + SRB) by job’) and storage utilization by job. We set up
two windows. To create a view, complete the following steps:

1. Click Performance — Resource Monitoring.

2. Select New from the Actions drop-down menu, as shown in Figure 9-8.

Welcome Resource Monito...

Resource Monitoring

Dashboards

Dashboards

{Actions ~ |

New

( | Select All

f Deselect All
Configure Columns...
Hide Filter Row

[ Overall Image Activity

Performance Index

Respense Time

Uzing & Delays

[ KCF Activity

Figure 9-8 Selecting the New option
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Select Add Metric from the Actions drop-down menu, as shown in Figure 9-9.

Welcome Resource Monito...

Resource Monitoring

Dashboards New Dashboard [|]

New Dashboard (Paused)

To start monitoring the resources in your installation, add a metric to the dashboard. To do so, select Add Metric from the Actions menu.

Start Pause Stop Save | ]

Rename Dashboard...
Modify Settings...
Add Metric...

Figure 9-9 Adding a metric option

Enter a new name for the display in the Add to metric group field and highlight the
applicable sysplex field in the Resource tab, as shown in Figure 9-10.

Resource Monitoring

Dashboards New Dashboard [|]

Mew Dashboard » Add Metric
Add Metric

Select or type the name of the metric group, the container for the metric. Then, select the resource and metric to be monitored.

= Addto metric group: ' JOB CPU DISPLAY 'J '

* Selected resource: % LOCALPLEX, SYSPLEX
= Selected metric: Make selection on Metric tab
Resource Metric Filter Waork Scope

"% 71, 5YSPLEX

Figure 9-10 Selecting the high-level metric to display

IBM z/OS Management Facility V2R3



5. Click the Metric tab and select % appl (total) by job in the “by job” field, as shown in
Figure 9-11. You can reduce your search by entering job in the Quick Filter field.

6.

Resource Monitoring
Dashboards New Dashboard [J[]

Mew Dashboard » Add Metric
Add Metric

= Add to metric group: JOB CPU DISPLAY
* Selected resource: 4. LOCALPLEX,SYSPLEX
= Selected metric: % appl (total) by job

Resource Filter Work SCOpe
Quick filter

Available metrics:
~ (= byjob
G
| % eappl (total) by job
[E) % A4P by job
[E] % AAP on CP by job
[E] % CP by job
a % CSA utilization by job
E % ECSA utilization by job

Select or type the name of the metric group, the container for the metric. Then, selectthe resource and metric to be monitored.

Figure 9-11 Selecting the specific metric

In this case, we can skip the Filter tab and move to the Work Scope tab, as shown in
Figure 9-12. Select Global from the Filter Scope drop-down menu and then, click OK.

Resource Monitoring

Dashboards New Dashboard =
Mew Dashboard » Modify Metric
Modify Metric

* Add to metric group:

= Selected resource: 2 LOCALPLEX,SYSPLEX

* Selected metric: % appl (total) by job

Resource Metric Filter Work Scope
' Global ' A
-

* Filter for:

Figure 9-12 Work scope
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Your new display looks like the example that is shown in Figure 9-13.

Resource Monitoring

Dashboards New Dash

board = =

New Dashboard (Running)

Start Pause Stop

~ JOB CPU DISPLAY

SC81.RMFGAT [00AB]
SC81IXGLOGR [001B]
SCa0.IXGLOGR [001B]

SC81.RMF [0032]
SCa0.1ZUSVR [00BA]
SCE0.RMFGAT [00AC]

SC80.ZF5 [0024]

SC81.ZF5 [0024]

SC80.RMF [0032]

SC80.GPMSERVE [00B3]

SCEB1.CATALOG [0036]

Save | Actions ~

Y 0. 192
1 .11
I 0105
I 0 026
I ©0::
I 0052

I 0.2

I 05

I 0025

. 0023

I 0012

[l LoCALPLEX SYSRLEX 5 appl fiotal) by job

LAl

08M0/2017 14:20:00 - 0810/2017 14:21:40 (2/2)

m

Figure 9-13 Customized display
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To add the storage utilization by job display, complete the following steps:
1. Select Add Metric from the Actions drop-down menu.

2. Enter a display name in the Add to metric group field. A metric window is created. If you
use the previous display name, the new metrics are added to the metrics that you
originally specified. Figure 9-14 shows the name of the new window.

Resource Monitoring
Dashboards New Dashboard =

MNew Dashboard » Add Metric
Add Metric

Select or type the name of the metric group, the container for the metric. Then, select the resource and metric to be monitored

= Add to metric group: ' JOB STORAGE DISPLAY - ’
L >

* Selecled resource: % LOCALPLEX,SYSPLEX
= Selected metric: lake selection on Met
Resource Filter Nork Scope
Quick filter: job

Available metrics
¥ = byjob -
5] % appl (total) by job
|5 % sappl (total) by job
[ % AAP by job
[5] % AAP on CP by job

m

5] % ESQA utilization by job
5 % IP by job

[ % IP on CP by job

5] % S0A utilization by job
D #qscan requests by job

Figure 9-14 Adding a metric

3. Click the Metric tab again and select the % CSA utilization by job field.
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4. Click the Work Scope tab, select Global from the Filter Scope menu, and then, click OK.
The new metrics are added, as shown in Figure 9-15.

Resource Monitoring

Dashboards New Dashboard = =

New Dashboard (Running)
Start Pause Stop Save |
v JOB CPU DISPLAY ~ JOB STORAGE DISPLAY
scatl.RuFGAT[004E] [ 0192 sca1 MasTER* [0001] | [ : =
scetixcLocr001B] NN (.12 sce0MASTER* (0001] | D :
5cs0.xGLOGR[001B] | [ 0. 103 | sceoJesz ooz | (I 1 |
scat.RMF0032] | [ 0.059 ) sce1Jeszoz2] | [ )
SCe0.1zusvr1[00BA] | 0071 sCe0.RACF [0035] [N 1
SCB0.RMFGAT [00ACT I 0.059 5C81.NET 0025 [ 1
scso.zrs[ooza]l [ 0.049 sca1.RACF 0035 [
sce1.zrsoo2a] I 0.042 SCeo.NET[0025] N 1
SC81.PFA[00B4] | I 0.019 SCB0.INIT[005C] | O
scso.PFafooBo] | [l 0.018 SCBO.INIT[005B] | 0
SCB80.GPMSERVE[00BS] | [ 0.018 - SCBOINIT[005E] |0 -
[ LoCALPLEX SYSPLEX 5 appl jtots) by job [ LoCALRLEX SYSRLEX 5% CSA utiization by job
L O 3 1 Q (b
08M10/2017 14:23:20 - 08/10/2017 14:25:00 (4/4) 08M10/2017 14:23:20 - 08/10/2017 14:25:00 (1/1)

Figure 9-15 New metrics display

You can add other related metrics, such as SQA, ECSA, and ESQA, to your storage view. To
do so, repeat this process, except you add to your existing Job Storage Display.

The ECSA, SQA, and ESQA are shown in Figure 9-16.

Resource Monitoring

Dashboards Hew Dashboard = %

New Dashboard (Running)
Start Pause Stop Save | Actions -
~ JOB CPU DISPLAY ~ JOB STORAGE DISPLAY
. .
scatruFcar oos) | GG 0 155 I :
I - o
. .
sce1xGLOGR [0016) | [N O 133 SCEITMASTER®[0001 | S
|
SC80IXGLOGR [001E] | | 0.097 4
T |
sce1ruF 0032 | [ C.0s6 I : 3
SCBOMASTER® [0007]
S080.zUsvR (0024 | | 0072 K
I 4
sce1zrs[0oza) | | 0.055
I
SCBORMFGAT [00AC] N 0.06 scaoesz ooz | I

sceozrs(0024) [N 0058
5Ca0.XCFAS [0006] | [N 0.047

SCBOPFA[00BD] | [ 0.020

[l LoCALPLEX SYSPLEX % GSA utitzation by ob

scs1PFa@0B4 | [ 0.023 3 [l LCCALPLEX SYSPLEX % EGSA utiizstion by job
[ LOCALPLEXSYSPLEX % SOA utlization by job
[l LOCALPLEX SYSPLEX % appl ftotal) by job [ LOCALPLEX SYSFLEX % ESOA utiization by job
Ol D 3 »

08/10/2017 14:26:40 - 08/10/2017 14:28:20 (6/6) 08M0/2017 14:26:40 - 08M0/2017 14:28:20 (3/3)

Figure 9-16 Final display
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9.4.1 System Status task

The System Status task combines data from an entire system, sysplex, or non-z/OS system
into one performance indicator so that you can quickly assess the performance of the
workloads that are running on the z/OS sysplexes in your environment. To display the System
Status task, expand the Performance category in the navigation area and select System
Status.

This index helps you compare response time goals with execution velocity goals or even
goals of the same type against each other. A value of less than or equal to 1 means that
transactions that are completed in less time than the goal or that the execution velocity goal
was achieved. A value greater than 1 indicates that the goal was not achieved.

This quick summary is comparable to the RMF Il SYSSUM report. The Performance Index
Status in zZOSMF should match the Performance Status Line in the SYSSUM report. For a
comparison, see Figure 9-17 and Figure 9-18 on page 210. In this example, both indicators
are green. You can then review any issues by using the Performance Dashboards.

Welcome System Status

Help
System Status

Use this page to quickly assess the performance of the workloads running on the sysplexes in your ir n. You can also use this page to define the target systems for the sysplexes
and AlX, Linux or Windows system complexes that you want to monitor in the Resource Monitoring task.

Resources

Actions ~

i+ Nofilter applied

Resource System Type Connectivity Performance Index Status Related Service Active WLM Policy Activity
|: Fiter Filter Filter Filter Definition Fitter Fitter
Fitter
|: LOCALPLEX /05 Connected [ Pl==1 for all periods wimdef1 POLICY1

Figure 9-17 z/OSMF performance index status
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RMF V2R3 Sysplex Summary - WTSCPLX8 Line 1 of 18

Command ===> _ Scroll ===> CSR
WLM Samples: 400 Systems: 2 Date: 08/10/17 Time: 14.38.20 Range: 100 Sec
555> (> AN <)< <<<<

Service Definition: wlimdefl Installed at: 08/25/15, 15.21.53
Active Policy: POLICY1 Activated at: 08/25/15, 15.21.563
------- Goals versus Actuals -------- Trans --Avg. Resp. Time-
Exec Vel --- Response Time --- Perf Ended WAIT EXECUT ACTUAL
Name T I Goal Act ---Goal--- --Actual-- Indx Rate Time Time Time
ONL_WKL W 0.0 1.000 0.058 B.238 B.297
CBDEF S 0.0 1.000 0.058 6.238 6,297
1 2 0.0 1500 85% 100% ©0.50 0.360 0.035 0.301 0.337
2 3 40 0.0 N/7A 0.640 0.071 9.577 9.649
SYSTEM W 17 0.050 0.000 30.16 30.18
SYSSTC S N/A 12 N/A 0.050
SYSTEM S N/A 21 N/A 0.000 0.000 0.080 O.000
RCBDEF R 0.0 1.000 0.058 6.238 B6.297
1 0.0 1500 85% 100%\ 0.50 J0.360 0.035 0.301 0.337
2 40 0.0 N7 0.640 0.071 9.577 9.649

Figure 9-18 RMF Il performance status

For more information about non-z/OS systems, see 9.5, “Other platform performance
monitoring” on page 214.

In this example, no exceptions occurred, which means that the goals were met.

9.4.2 Retrieving historical data

210

To retrieve data that was collected by the RMF Monitor 11l data gatherer before the current
date and time, use the Retrieve Historical Data action that is provided in the New and Open
Dashboard tabs. This action can generate significant CPU consumption on the host,
especially for long ranges.

Open a dashboard and click the Action tab to select the Retrieve Historical Data option for
our sample, as shown in Figure 9-19 on page 211.
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Resource Monitoring

Dashboards NEW DASH = x

NEW DASH (Running)

Stat  Pause  Stop  Save | !

Actions ~

- JOB CPU DISPLAY

Start Dashboard

Pause Dashboard

~ JOB STORAGE DISPLAY

SC81RMFGAT [00AF] f Retrizve Historical Data... ) - I é
SCO1MGLOGR [0018] SC&1 *MASTER® [0001] __1 2
SC80.IXGLOGR [001B] Rename Dashboard F—
SC80.ZUSVR1 [00BA] Modfy Settings.. — o

]
SCBO.~MASTER® [0001] 2

SCE1.RNF (0022] Add Hetric [ 1
Modiy Metric I 4
3C80.ZFS [0024] Export
[r—
SCBO.XCFAS (0006] Delete Metric or Group... SCa0JES2 [0022) I_1
MIA
SCB0.RMFGAT [00AC] Arrange Metrics or Groups... [ A
Rename Metric Group...
SC81.ZFS[0024] - . i

SC80.GPMSERVE [0085] - 002 . JLOCALPLEX SYSPLEX % GSA utilization by job

[l LOCALPLEX SYSFLEX % EGSA utiization by job
I LOCALPLEX SYSPLEX % SOA utiization by job
[l LoCALPLEX.EYSRLEX 2% 3pp (iota]) by job [ LOCALPLEX SYSPLEX % E50A wiation by job

k. O» e O»

08M10/2017 15:03:20 - 08M0/2017 15:05:00 (4/4) 08M10/2017 15:03:20 - 081072017 15:05:00 (4/4)

sCa1PrAD0B4] | [l 0.018 -

Figure 9-19 Selecting the Retrieve Historical Data option

The Retrieve Historical Data window opens (see Figure 9-20). In this window, you specify
what you want to retrieve from the DDS.

Retrieve Historical Data

Ta retrieve historical data from the DD'S, specify the metric groups, timeframe, and range.

Metric groups:
JOB CPU DISPLAY

JOB STORAGE DISPLAY

Timeframe:
Conditian: Amount: Lnit:
Past = || 10 = Minutes -
Data sample range:
(@ Use the default range
() Specify the range in seconds: -
0K Restore Defaults Cancel Help

Figure 9-20 Retrieve Historical Data window
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In the Metric groups field, select one or more metric groups for which to retrieve historical
data. You must select at least one metric group. By default, all the metric groups in the
dashboard are selected.

In the Timeframe section, you can choose from three conditions: Past, Dates from, and Dates
between. In our sample, we chose the condition Past to retrieve the last 10 minutes of the
historical data.

In the Data sample range field, you can specify whether you want to receive the original
Monitor Ill data gatherer intervals (default range) or specify your own interval. Click OK to get
the historical data. The text Retrieving historical data is displayed next to the name of the
dashboard until the request completes (see Figure 9-21)

Retrieving historical data between 08102017 15:17:25 and 08/10/2017 15:23:25 with default sample range.

Figure 9-21 Message retrieve historical data

9.4.3 Exporting dashboard or metric groups

To export your data to a *.CSV file, open a dashboard. From the Action menu, select the
Export function, as shown in Figure 9-22.

Welcome Systemn Status = Resource Monito... x

Help

Resource Monitoring

Dashboards NEW DASH =

NEW DASH (Running)

Start Pause Stop Save éAcﬂnns - :
~ JOB CPU DISPLAY S — ~ JOB STORAGE DISPLAY
SC81.RMFGAT [00AB] _ Retrieve Historical Data B _ 3
SCBUIXGLOGR [0012] | ! ! SCB81.*MASTER* [0001] :_1 z
5C81IXGLOGR (0018] MMM rename Dashboard... I
—

SCe1RMF[0032] | NN 'odify Seffings. ;
i Sca0-MASTER* (007 |
sce0lzusvR1(ooes | [ "9 Ver

' Mogife et I
1
SCB0.ZFS [0024] Delete Metric or Group... SCa0.JES2 [0022] I

SC80.RMFCAT [00AC] | [N Arrange Metrics or Groups | A
Rename Metric Group
scaoPralooeo] | [ 0.02- . .
1
sce1PrajooB4] | [ 0.023 SC61.JES2 [0022]

SC20HZR[002E] | I 0.021

SC80.GPMSERVE [00B5] | [ 0.02

SCB0.RACF [0035
scenJEs2(0022] | [l 0.014 0033 ] | run

| NiA

Figure 9-22 Selecting the Export function

In the Export dashboard window (see Figure 9-23 on page 213), complete the following
steps:

1. Indicate whether to export a specific metric group or the entire dashboard by selecting the
Metric group option (default) or the Entire dashboard with all metrics and resources option.
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If you selected the Metric group option, complete the following steps:

a. Inthe Metric group field, select the metric group to be exported. All of the metric groups
that are included in the selected dashboard are listed in this field. The first metric group
in the list is selected by default.

b. Indicate whether to export all or a subset of the metrics and resources that are
included in the metric group by selecting the Include all metrics and resources option
(default) or the Include a selection of metrics and resources option.

2. Specify the range of intervals to export.

If you selected the Include a selection of metrics and resources option, complete the
following steps:

a. Click Next to display the Select Metrics and Resources page

b. In the Metrics field, select the metrics to be exported. This field lists all of the metrics
that are included in the selected metric group. By default, all of the metrics are
selected.

c. Inthe Resources field, select the resources to be exported. This field lists all of the
resources that are associated with the selected metrics. By default, all of the resources
are selected.

4. Click Finish to export the selected items.

Welcome System Status Resource Monito...

Help
Resource Monitoring

Dashboards NEW DASH &=

NEW DASH » Export Dashboard

Export Dashboard
Step1: Select Scope and Select the scope and interval range of the data to EXPBI’T in CSV format.
Intervals

Step2: Select Metrics and
Resources =S

Scope of Data to Export

@ Metric group
JOB CPU DISPLAY =

@ include all metrics and resources:

ril Include a selection of metrics and resources

(") Entire dashboard with all metrics and resources

Range of Intervals to Export

Starttime of first interval:
08M10/2017 15:23:20 =

End time of last interval:
08/10/2017 15:31:40 =

Finish Cancel

Figure 9-23 Export dashboard window
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A pop-up window (see Figure 9-24) with save options of the created .CSV file appears. After
saving the content of the file, you can generate your own reports or build your own graphs.

Resource Monitoring

Opening NEW DASH_JOB CPU DISPLAY.csv |

NEW DASH (Running)

Start Pause Stop
~ JOB CPU DISPLAY

SCB81.RMFGAT [00AB]
SCE1IXGLOGR [001B]
SCB0.IXGLOGR [001B]

SC81.RMF [0032]

SCB0.IZUSVR1 [00BA]

Dashboards NEW DASH [

Bave

You have chosen to open:
L) NEW DASH_JOB CPU DISPLAY.csv

which is: Microsoft Excel Comma Separated Values File (2.3 KB)
from: https://10.12.511:2443

‘What should Firefox do with this file?

& Open with | Microsoft Excel (default) vl

(@) Save File

] De this automatically for files like this from now on.

LOCALFLEX, SYSPLEX % SQA utiization by job

Help

[m] »

SC80 RMFGAT [DDAC] -

[
1

sceozrsooze] | [N 0.049 SC80.UES2 [0022) -

scet1zrs(ooz4] [ 0.046 | A

SC20.GPMSERVE [0085] | [l 0.02 _— i

S§CBO.JES2 [0022] - 0.014 . JLOCALPLEX SYSPLEX % CSA utilization by job
SCHE1.CATALOG [DDBE] . 0.013 i . JLOCALFLEX,SYSFLEX % ECSA utiization by job

[l LOCALPLEX BYSPLEX % appl ftotal) by job
4

08/M10/2017 15:35:00 - 08/10/2017 15:36:40 (8/8)

[l LOCALPLEX SYSPLEX % ESQA utiization by job

L O'b

08/M10/2017 15:35:00 - 08/10/2017 15:36:40 (8/8)

Figure 9-24 Saving content of dashboard

9.5 Other platform performance monitoring

214

To monitor other platforms, as described in 9.1, “Introduction” on page 196, you must ensure
that the prerequisite setup for these systems is completed, as described in 3.13.2, “Resource
Monitoring and System Status tasks” on page 44.

After GPM4CIM was made available for the system in question, you must add the system to
your Performance section by using the System Status option from the Performance category.
Select the Actions drop-down menu, select Add Entry, and complete the required fields, as

shown in Figure 9-25 on page 215.
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3
b
»
»
3
o

W% -
ﬂlﬂ IBM 2/OS Management Facility TR [0S o

Welcome Welcome System Status Resource Monito..

Notifications

Workflow Editor System Status b Modify Entry AlX
Workflows Modify Entry

Cloud Provisioning * Resource name
Configuration AIX

Consoles

L “ Host name of IP address:
Links WTSCE0.TSO.JEN.COM

Performance

Capacity Provisioning Target system fype

AlX (GPM4CIM) -
Resource Monitoring
System Status “ Port
Workload Management 8805 =
Problem Determination
Software OK Cancel

Sysplex 1
205 Classic Interfaces

2/0SMF Administration

ZI0SMF Seftings

Refresh

Figure 9-25 Add Entry fields

The following fields are included:

>

Resource name

The name of the sysplex, system complex, or image. The name is required and it must be
unique in the Resources table. The name can contain up to 24 characters, including
alphanumeric characters (A - Z, a - z, and 0 - 9) and special characters (@, #, and $). The
resource name is not case-sensitive; for example, SYS1 and Sys1 are the same resource
entry.

Host name or IP address

The symbolic host name or IP address where the DDS (or Linux data gatherer) is running.
The host name or IP address is required. It can contain up to 4000 characters. If the value
is an asterisk (*), zZOSMF automatically detects and connects to the DDS that is running
in the sysplex in which the zZOSMF host system is a member. The value of this field is
likely not the IP address of the system that is to be monitored.

Target system type

Indicates whether a z/OS, Linux, AlX, or Windows operating system is installed on the
systems to be monitored. The target system type is required, and you must select one of
the following choices:

—  z/OS (GPMSERVE)

- AIX (GPMA4CIM)

- Linux on System x (GPM4CIM)
- Linux on System z (GPM4CIM)
- Windows (GPM4CIM)

- Linux (rmfpms)

The default target system type is z/OS (GPMSERVE).

Chapter 9. Performance monitoring with IBM z/OS Management Facility 215




216

If an asterisk is specified in the Host name or IP address field, z/OS (GPMSERVE) is
selected in the Target system type field and the field is disabled. zZ OSMF can
automatically detect only the DDS that is running on a z/OS system in the sysplex in which
the z/OSMF host system is a member.

Port

The port number where the DDS (or Linux data gatherer) is listening for incoming HTTP
requests. The port number is required, and it must be an integer 1 - 65535. The default
port number depends on the following target system type selection:

- DDS for z/OS sysplex: 8803

- DDS for AIX system complex: 8805

- DDS for Linux system complex on System x: 8806
- DDS for Linux system complex on System z: 8807
- DDS for Windows system complex: 8808

- Rmfpms: 8803

If you use default port numbers and you change the target system type, the port number
changes to the default port of the selected target system type. If a different port number
was entered manually, changing the target system type does not change the port number.

If an asterisk is specified in the Host name or IP address field, the Port field is disabled. In
this case, zZ OSMF automatically detects the port number.

In this example, we use AlX; therefore, the default is 8805.

The Target System type includes a drop-down menu for the five GPM regions. When you
select the Target System Type, the applicable port is automatically assigned.

You now must add the metrics to your dashboard because predefined reports are not
available as with z/ZOS RMF. You go through a process that is similar to the process that is
described in section 9.4, “Creating a view” on page 203, but you select the AlX system
from your Resource Tab, as shown Figure 9-26 on page 217 and Figure 9-27 on

page 217.
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Resource Monitoring

Dashboards New Dashboard [I[]

New Dashboard (Paused)

To start monitoring the resources in your installation, add a metricto the dashboard. To do so, select Add Metric from the Actions menu.

Start Pause Stop Save |

Rename Dashboard...
Modify Settings...
Add Metric...

Figure 9-26 Adding an AIX Metric

Welcome ¥ || Resource Mon... X

Resource Monitoring

Dashboards | New Dashboard [Jf ¢

New Dashboard » Add Metric

Add Metric

Select or type the name of the metric group, the container for the metric. Then, select the resource and metric to be monitored.

* Add to metric group:

# Selected resource:

# Selected metric:

Resource Metric Filter Work Scope
Available resocurces:
+| %¢ LOCALPLEX,SYSPLEX
= :X: ALK ALY _SYSTEM_COMPLEX
| L 52, A1%_IMAGE
% [?1,SYSPLEX

o

Figure 9-27 Adding an AIX Metric

Chapter 9. Performance monitoring with IBM z/OS Management Facility 217



As with the z/OS RMF metrics, you must specify a metric name and select specific metrics, as
shown in Figure 9-28. For our example, we chose AvailableSpace by local file system to be
defined in our AIX Logical Disk.

Welcome | Resource Mon...

Resource Monitoring

Dashboards | New Dashboard [

New Dashboard » Add Metric
Add Metric

Select or type the name of the metric group, the container for the metric. Then, select the resource and metric to be monitored.

# Add to metric group: AIX LOGICAL DISI{]

# Selected resource: o AIX,AIX_SYSTEM_COMPLEX

# Selected metric: AvailableSpace by local file system
Rezource Metric Filter Work Scope
Quick filter:

Available metrics:
@ TransferredThroughput by disk
[Z) waitTime by disk

[E| writeOperations by disk

@ WriteThroughput by disk

- = by local file system

| @ AvailableSpace by local file system

@ TotalSpace by local file system
@ UsedSpace by local file system
-| = by AIX image
@ ActiveMemorySharingEnabled by AIX image
@ ActiveVirtualMemory by AIX image
@ ActiveVirtualProcessors by AIX image

Figure 9-28 AIX Logical Disk
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The resulting dashboard display resembles the display that is shown in Figure 9-29.

weleome % | Resource Man... |

Help {31
Resource Monitoring
Dashboards | New Dashboard = x|
New Dashboard (Running) L
‘ Start  Pause Save ‘ Actions ¥ ‘ i
¥ AIX LOGICAL DISK
s2.nimrich: /usr/local T 2213 ﬁ
s2,/dev/downlozd_Iv | [ Label: s2.nimvichs/ust/local. Series: AvailableSpace by local file system. Value: 2213, [
s2./dev/hd2 [ 7es
s2/dev/hd1 | [ 511
s2./dev/hd3 | [N 505 11U
<2/devhe | NI 517 1T
52./devflivedump _ 255
s2./dev/hd10opt [T 249
s2./dev/hdovar | [ 158 5l
s2./dev/hdiladmin = [ 127 i
<2 forne | 10 s
B AI1XAIX_SYSTEM_COMPLEX AvaiisbleSpace by local file system
[l ® i
06/17/2013 17:25:00 - 06/17/2013 17:30:00 (1/1) 7

Figure 9-29 New Dashboard
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10

Workload Management

This chapter describes the IBM z/OS Management Facility (zZOSMF) Workload Management
(WLM) task. How to use zZOSMF WLM for administration and operation of zZOS WLM, and
what you can do in comparison to the traditional ISPF-based WLM interface, the
Administrative Application (AA), also are described.

The zZOSMF WLM task also integrates the functions of the following WLM tools:

» WLM Service Definition Editor

» WLM Service Definition Formatter

This chapter includes the following topics:

» 10.1, “Introduction” on page 222
» 10.2, “Entering the Workload Manager application in zZOSMF” on page 222
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10.1 Introduction

WLM is a key component of the z/OS operating system. WLM provides dynamic workload
management within a single z/OS system or across multiple images within a Parallel Sysplex
environment. Since the introduction of goal-oriented workload management, you can define,
view, install, and activate WLM service policies by using the ISPF-based WLM Administrative
Application (AA).

By using the Workload Management task in zZOSMF, you can use another interface to work
with your WLM policies. zZOSMF WLM offers you WLM policy creation, editing, merging, and
printing. You can review and analyze WLM policies, and activate them.

For more information about WLM in z/OS, see System Programmer's Guide to: Workload
Manager, SG24-6472.

10.2 Entering the Workload Manager application in ZZ OSMF

222

The WLM task can be accessed by expanding the Performance category in the navigation
area and clicking Workload Management. If your user ID is not authorized to access the
WLM task, you do not see it. This authorization is controlled by the
&safprefix.ZOSMF.WORKLOAD_MANAGEMENT.WORKLOAD_MANAGEMENT.VIEW
profile under the ZMFAPLA class.

Click Workload Management to open the WLM overview window that is shown in
Figure 10-1. The WLM overview window is the starting point for your WLM-related activities
within z/OSMF.

v v g
&“ﬂ IBM z/OS Management Facility

Welcome Welcome

Notifications

Workflow Editor
Workflows Welcome to IBEM 2/0S Management Facility

+ Cloud Provisioning . ) .
. IBM& 2/05@ Management Facility (zOSMF) provides a framework for managing var
» Configuration traditional tasks and automating others, Z003MF can help to simplify some areas o
» Consoles

b e ST TS To learn more about Z/OSMF, visitthe links in the Learn More section.

» Links To start managing your /03 systems, select a task from the navigation area.

» Performance
Capacity Provisioning Learn More:
Resource Monitoring What's New

System Stat
I S ZIOSMF tasks at a glance

Workload Management

' Problem Determination Getting started with ZIOSMF

+  Software

b Sysplex

+ z/0S Classic Interfaces
+ ZIOSMF Administration

» ZIDSMF Settings

Figure 10-1 WLM overview window
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In the Overview window, you can select one of the following actions:
» Under the Manage section, you can select one of the following actions:
— Service Definitions: Create, modify, import, export, print, and install a service definition.

— Service Policies for Sysplex: Activate or view the service policies in the service
definition that is installed in the WLM couple data set.

— WLM Resource Pools: View, modify, or delete a WLM resource.
— Settings: Specify history length, code page, and user preferences.

» Under the View section, you can select the Status for Sysplex, which displays information
about the service definition that is installed in the WLM couple data set and the service
policy that is active in the sysplex.

10.2.1 Service Definitions table

The Service Definitions window shows WLM service definitions that are created with zZOSMF
WLM, which is imported from files or data sets, or that are installed in the WLM couple data
set. Therefore, you see at least the service definition, which is installed for the sysplex in
which z/OSMF is running.

A Service Definitions table that contains the installed service definition and two other service
definitions that are created with zZOSMF WLM is shown in Figure 10-2.

Welcome Workload Manage...

Workload Management
Overview  Service Definitions
Service Definitions
Actions - Se;
J+ Nofilter applied

- Name Description Activity Sysplex Messages Last Modified (GMT} Modified By
Ul Fiter Fiter Fiter Fiter Fiter Fiter Fiter

[ wimdert (installed & active) WTSCPLX8 /7 Warning Aug 10, 2017, 8:26:48 P tobias

Figure 10-2 Service Definitions table

WLM service definitions that are displayed in the Service Definitions table are stored in a
repository that is integrated in the zZ OSMF file system. The repository synchronizes
automatically with the WLM couple data set.

When the Service Definitions window is opened or refreshed, zZOSMF checks whether the
service definition that is installed in the WLM couple data set is contained in the Service
Definitions table. If it is not, zZOSMF extracts the service definition automatically, displays it in
the Service Definitions table, and marks it with the label Installed.

Also, the service definition that contains the service policy that is used by z/OS WLM to
manage the system/sysplex is marked with the label Active. If the installed service definition
and the service definition that is used to manage the system/sysplex are identical, the
corresponding service definition is marked with the label Installed & Active.

The service definitions table also shows if messages exist for a service definition, and if a
service definition is being viewed or edited by users.

Chapter 10. Workload Management 223



Service definitions can be imported from host data sets or workstation files in XML format in
to the Service Definitions table. Before you can import a service definition that is created with
the WLM Administrative Application, you must check whether it is stored in a sequential data
set in XML format. If it is not (for example, because the service definition is stored in a
partitioned data set as ISPF tables), you must open the service definition with the WLM
Administrative Application and save it in a sequential data set in XML format. That sequential
data set can then be imported into the Service Definitions table.

Service Definition files that are created with the WLM Service Definition Editor tool that are
stored on the workstation can be directly imported in to the Service Definitions table. You can
export service definitions to a host data set or a workstation file in XML or CSV format.

By clicking the Actions menu, you can export, import, view, edit, create, and copy a service
definition. You can also install, activate, and print service definitions, as shown in Figure 10-3.

Workload Management Help

Quenview Service Definitions

Service Definitions

?Al:ﬁons = Search
Wodify Service Definition »

View Senice Definition »

View Messages Description Activity Sysplex Messages Last Modified (GMT)
Fitter Fitter Fitter Filter Filter
View History

Print Preview WTSCPLXB Aug 10, 2017, 8:26:48 PM

Install and Activate...

Copy..

Delete..

Export »
View WLM Status

New..

Import 3
Select All

Deselect All

<

Configure Columns...
Hide Filter Row

Figure 10-3 Actions for the Service Definitions table
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In this example, warning messages are presented regarding the service definition, which
indicates warning or information messages. Select this link to view the messages that are
associated with this service definition, as shown in Figure 10-4.

This service definition is installed and policy POLICY1 is active MNotes SwitchTo =
Messages
Actions ~ Search
7+ Nofilter applied
Message ID Message Text Service Definition Item
Filter iter Filter
ZUW9saW The Subsystem Parameter (SPM) qualifier type has not been used to assign started tasks to the SYSTEM or SYSSTC service classes for  Classification "STC™ |~
the STC subsystem. It is recommended that you explicitly classify all system-related address spaces to the SYSTEM or SYSSTC service
classes.
ZUWos2W A default service class or a default report class is not specified for subsystem "LSFM™ Classification "LSFM"
Zuwes2w A default service class or a defaut report class is not specified for subsystem "STC™ Classification "STC”
Zuwee2w A default service class or a default report class is not specified for subsystem "DB2" Classification "DB2"
ZUWos2W A default service class or a default report class is not specified for subsystem “WEB™ Classification B"
Zuwes2w A default service class or a defaut report class is not specified for subsystem "MQ" Classification “"MQ’
Zuwes2w A default service class or a default report class is not specified for subsystem "ASCH" Classification "ASCH"
ZUWos2w A default service class or a default report class is not specified for subsystem "CICS™ Classification "CICS"
Zuwes2w A default service class or a defaut report class is not specified for subsystem "DDF™ Classification "DDF”
Zuwes2w A default service class or a default report class is not specified for subsystem "MS™ Classification “IMS"
(1, ZUweez2w A default service class or a default report class is not specified for subsystem "T30" Classification "TS0"

Figure 10-4 Warning messages for a service definition

Clicking the message opens a window that displays the description, as shown in Figure 10-5.

TEW Rnowledge Cenier - Wozila Firefor M Edition

https/10.12.5 112443/ zosmf/helps/SSB2H

30/com.ibm.z0smfworkloadmgmt. messages help.doc/ZUWS62W

Engish ~

= <Previous | Next>

5] Tabloof Contents 2Z/OSMF messages > ZUN0001-ZUW9999 > IZUWIE2W
able of Contents.

. IZUWSE2W A default service class or a default is not sp for subsystem

208 Wanagement Faciity 230
, Welcome Explanation
» Geing started with ZOSUF

You should specify a default service class and report class for each major subsystem even if the subsystem is not used in your installation
With this approach, new work is always classified by the subsystem that brings it into the system. Otherwise, new work is classified to the
SYSOTHER service class, and generally you should leave the SYSOTHER service class empty.

» Notitcations.
» Worklows
» Workflow Editor

» Cloud Provisioning In the message fext

» Consoles subsystem-type

» Configuration Type of subsystem
» Jons andResources =
ks System programmer response
> Perormance No action s required
» Provlem Determination

» Sofware User response
» Sysplex Management
» 208 Classicnterfaces Consider the following actions
» ZOSWF Administration

« Define a default service class for the STC subsystem. (Otherwise, address spaces that o not match any classification attribute are
» ZOSHF Setings

classified in the SYSSTC service class) Create one default service class that can be used for each subsystem for which your

» Tools andtechniques for troubleshooting installation is not using or defining classification rules.
- LOSHF messages. « Create a default report class for the specified subsystem. Assign a unique default report class for each subsystem so that you can
\ CPO1001-CPOBE3E easily identify to which subsystem the new work s related.

« If you have not defined classification rules for the CICS or IMS subsystem types, be sure to create classification rules for the CICS and

» GPHOS00-GPIN1008 IMS transactions in the STC or JES classification and set Region Goal to Yes for those rules.

» IYUCH0000-4YUCHE998
» IYURH0000-YURNO999 Parent topic: IZUW/0001-IZUN9999
» IYURPODOD-YURP9998
» IYUSCOD00-YUSCO898
» IYUSPOD00-YUSP9999
» IYUSROD00-YUSR9998

© Copyright IBM Corp. 2009, 2016. Build 20160608,

2 search Results

Figure 10-5 Message display
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10.2.2 Policy editing

When you select the Modify Service Definition or View Service Definition action, you are
prompted to further select a category in the definition, as shown in Figure 10-6.

Overview Service Definitions
Service Definitions
Search
Modify Service Definition » Senvice Definition Details
View Semvice Definition » 1 Senvice Policies
| View Messages ‘Workloads Activity Syspl Last Modified (GMT)
g Filter Fitter Filter Filter
View History Senice Classes ;
| Print Preview Resource Groups WTSCPLXE .”i"-. Warning Aug 10, 2017, 8:26:48 PM
Install and Activate Report Classes
Copy... Classification Groups
Delete... 1y Classifications
Export 3 Application Environments
Wiew WLM Status Resources
Mew... . Scheduling Environments
Import 3
| Select All
Deselect All
Configure Columns...
Hide Filter Row
Figure 10-6 Service Definitions categories
A tab opens with the selected service definition, as shown in Figure 10-7.
Workload Management Help
Ovendew  Senvice Definitions Modify wimdef1
This service definition is installed and palicy POLICY1 is active Add comments to history Notes Switch To ~
Service Classes
Adtions ~ | Table view: Tree Search
i+ Nofilter applied
HName Period  Importance | Duration = Goal Type | Response Time Percentile | Velocity | CPU Critical 10 Priority Honor Priority | Resource Group Workload
‘: Fitter Fiter Fitter Fiter Filter ?r‘u:“rnm‘gs_m] E‘::’\ E.;:r‘ Filter E‘;::.ID Fitter Fitter Fitter
Filter
[ [+1* ceoer *No * Normal *| Default *+ONL_WKL
[ 1* cezosurL * lo * Normal + Defautt *+ ONL_WKL
O @ *orr * Mo * Normal * Default * WRKLD1
O & * HPRWKLD * Mo * Normal + Default + WRKLD1
[ * JavawKLD * Mo * Normal + Default + WRKLD1
[ (= * LoapricH * o * Normal + Defaut + WRKLD1
[ +/* Loapnorm * Mo * Normal * Default * WRKLD1
[ 1 # Loapsean * Mo * Normal + Default + WRKLD1
O +1# zewkin * Mo * Normal * Defautt + WRKLD1

Figure 10-7 Service Definitions table

Service definition items or elements of the same type are displayed in one table. The user can
switch to another section of the service definition by using the Switch to menu option.

If service definition items include child items, the tables are tree tables where the parent items
can be collapsed or expanded. For example, in the table with service classes, service class
items can be expanded to make the periods visible.
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Tables and tree tables can be filtered and sorted. For tree tables, the user can switch to a flat
table representation, which provides more sort capabilities. Policy elements can be directly
edited within tables by double-clicking in the cells.

Recommendations are displayed automatically as you edit policy elements. Selecting
Application Environments in the Switch to menu (as shown in Figure 10-8) opens the
Application Environment table.

Workload Management Help
Overview Service Definitions Modify wimdef1
This service definition is installed and policy POLICY1 is active Add comments to history Motes Switch To -
Service Classes Senice Definition Details

< 1 Senvice Policies
Actions = | Table view: Tree

Workloads
T+  Nofilter applied Senice Classes
Resource Groups
Name Period Importance Duration | Goal Type Response Time Percentile  Velocity CPU Critical 1O Priority Honor Priority  Resourg
M Fiter Fiter Fiter Fitter Fitter Goal Goal Goal Fiter Group Fiter Fiter Report Classes
- (hh:mm:ss.tt) Filter Filter Filter Classification Graups
Fitter P

/1y Classifications

ml * * * *
L+ * ceoer No Normal Default Application Environments
[+ * cezoswrL *No * Normal + Defautt Resources
— Scheduling Environments
[ & # oAt *No * Normal * Defautt

Messages
[+ * HPRWKLD *No * Normal * Default * WRKLD1
[+ # Javawikio *No * Normal * Default * WRKLD1
[ <+ LoarHiGH * o * Normal + Default * WRKLDA
[ < * Loapnorm *No * Normal +* Defautt * WRKLDA
[ (5 * Loarspan *No * Normal + Defautt * WRKLD1
O+ * ziPwkio *No * Normal * Default * WRKLD

“ n »

Total: 19 Selected: o

Reapply Filter and Sort

OK Apply Reset Cancel

Figure 10-8 Switch to menu
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All Application Environments are listed, as shown in Figure 10-9.

Workload Management
Overview Senice Definitions Modify wimdef1
This service definition is installed and policy POLICY1 is active Add comments to history
Application Environments
Actions =
3+ Nofilter applied
D Name Subsystem Type Limit Procedure Name Start Parameter
Fitter Fitter Fiter Fitter Fitter
D * DINGCCMO * DB2 * NoLimit DONGCCMO DB2SSN=&WMSSHM NUMTCB=100 APPLEN
D * DINGWLM * DB2 * NoLimit DONGWLM DB2SSH=&WMSSHM, NUMTCB=1 APPLENV-
D * DINGWLM1 * DB2 * NoLimit DONGWLM1 DB2SSH=&WMSSHM, NUMTCB=1 APPLENV:
D * DINGWLMZ * DB2 * NoLimit DONGWLM2 DB2SSH=&WMSSHM, NUMTCB=1 APPLENV-
D * DINGWLM3 * DB2 * NoLimit DONGWLM3 DB2SSH=&WMSSHM, NUMTCB=1 APPLENV
D * DINGWLMS * DB2 * NoLimit DONGWLMS DB2SSH=&WMSSHM, NUMTCB=1 APPLENV
D * DINGWLME * DB2 * NoLimit DONGWLME DB2SSH=&WMSSHM, NUMTCB=1 APPLENV
D * DINGWLMT * DB2 * NoLimit DONGWLMT DB2SSH=&WMSSHM, NUMTCB=1 APPLENV
D * DINGWLME * DB2 * NoLimit DONGWLMS DB255N=8WMSSHM, NUMTCB=1 APPLENV
DINGWLMI DB2 NoLimit DINGWLIMI DB25SH=8WMSSHIM NUMTCE=1 APPLENY
O # * *
DINGWLMR DB2 NoLimit DINGWLMR DB25SH=8WMSSHI NUMTCE=1 APPLENY
[+ * *
M1 # nowcisa #non # it it nonia NGCCH- P NAIE CLIL N IT G D SR
4 [
Total: 23 Selected: o
Reapply Filter and Sort
OK Apply Reset Cancel

Help

MNotes

Search

Description
Fitter

DSNG DSNACCHMO -

DSNG

DSNG

m

DSNG

DSNG

DSNG b

DSNG

DSNG

DSNG

DSNG

DSNG

Figure 10-9 Application Environments table
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Several service definitions can be opened simultaneously, and cut and paste actions can be
used to copy or move policy elements from one service definition to another one. For
example, you can select certain Application Environments by selecting the environments that
you want to copy and then select Copy to clipboard, as shown in Figure 10-10.

Workload Management

Ovenview Senice Definitions

Application Environments

A

Cut to Clipboard
Copyto Clipboard

i Delete...
| New.
| SelectAll
Deselect All
( Configure Columns
{ Hide Filter Row
[
[+ nsnowine
O * psnewinr

O #[ponewing

1 * penawLn

1+ pencwLnr

1 # nowmua o
Total: 23 Selected: 3
Reapply Filter and Sort

0K Apply

Modify wimdef1

This service definition is installed and policy POLICY1 is active

Subsystem Type
Fitter

* DB2
* DB2
* DB2
* DB2
* pB2
*|DB2
*|DB2
* DB2
* DB2
* DB2

*|DB2

#/non

Reset Cancel

Limit
Fitter

* NoLimit
* NoLimit
* NoLimit
* NoLimit
* NoLimit
* NoLimit
* NoLimit
* NoLimit
* NoLimit
* NoLimit

* NoLimit

# bt it
m

Procedure Name
Fitter

DONGCCMO

DONGWLNW

DONGWLM1

DSNGWLMZ

DONGWLM3

DONGWLMS

DONGWLME

DONGWLMT

DSNGWLME

DONGWLMJ

DONGWLMR

T TR YT)

Add comments to history

Start Parameter
Fitter

DB2SSH=&WMSSNM NUMTCB=100, APPLER
DB2SSH=8WMSSNM NUMTCB=1 APPLENY
DB2SSN=&IWHMSSNIM NUMTCB=1 APPLENY
DB2SSN=8WMSSNM NUMTCB=1,APPLENY
DB2SSH=&WMSSNM NUMTCB=1,APPLENY
DB2SSH=aWMSSNM NUMTCB=1,APPLENY
DB2SSH=8WMSSNM NUMTCB=1 APPLENY
DB2SSN=&WHMSSNIM NUMTCB=1 APPLENY
DB2SSN=8WMSSNM NUMTCB=1,APPLENY
DB2SSH=&WMSSNM NUMTCB=1,APPLENY

DB2SSH=aWMSSNM NUMTCB=1,APPLENY

ABNCOM_GRAAICELILL MITAB 4 A NN ChAL 7

Help

Motes Switch To -

Search

Description
Fitter

DSMHG DSNACCMO
DSNG

DSNG

mn

DSNG

DSHG

DING

DSNG

DSNG

DSNG

DSHG

DING

LT

Figure 10-10 Selecting the Copy function
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You can then open another Application Environment table for another service definition and
paste these definitions, as shown Figure 10-11.

Workload Management Help
Overview Senvice Definitions Modify wimdef1 Modify wimdef2
Add comments to history Motes Switch To -
Application Environments
i Actions = H Search
i Subsystem Type Limit Procedure Name Start Parameter Description
Fitter Fitter Fiter Fitter Fitter
* pB2 * NoLimit DINGCCMO DB25SN=8WMSSNI NUMTCB=100 APPLEN D9NG DSNACCMO n
* pB2 * NoLimit DINGWLM DB25SN=8WMSSNI NUMTCB=1 APPLENV,  DSNG
Deselect Al *|pB2 * | NoLimit DINGWLIM1 DB25SN=8WMSSHI NUMTCB=1 APPLENV,  DING
[ Configure Columns... * DBZ2 # NoLimit DINGWLMZ DB2SSN=ENVMESHIM, NUMTCE=1 APPLENV. DING
Hide Filter Row
i *|pB2 * | NoLimit DINGWLM3 DB25SN=8WMSSHI NUMTCB=1 APPLENV,  DING
i *|DB2 * | NoLimit DINGWLMS DB25SN=8WMSSHI NUMTCB=1 APPLENV,  DING
[ * pancwime *|pB2 * | NoLimit DINGWLME DB25SN=8WMSSHI,NUMTCB=1 APPLENV,  DSNG
[ * pancwinr * pB2 * HoLimit DINGWLMT DB2SSN=8WMSSNIM,NUMTCB=1 APPLENV.  DSNG
[ * pancwims *pB2 * HoLimit DINGWLIE DB2SSN=8WMSSNIM,NUMTCB=1 APPLENV.  DSNG
[ * pancwim *pB2 * HoLimit DINGWLILI DB2SSN=8WMSSNI NUMTCB=1 APPLENV.  DSNG
[ * pancwinr *DB2 * | NoLimit DSNGWLMR DB25SN=8WMSSNI NUMTCB=1 APPLENV.  DSNG
1 # nowisua v *non # it i TR B CA_ 0 NARIEC N IETAG A AP Chn T oo =2
< 1 G
Total: 23 Selected: o
Reapply Filter and Sort
0K Apply Reset Cancel

Figure 10-11 Selecting the Paste function
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The new Application Environment table resembles the table that is shown in Figure 10-12.

Workload Management

Overview Senvice Definitions

Application Environments

| Adtions = H

%+ Nofilter applied

Modify wimdef1 Modify wimdef2

Add comments to history

Help

Motes Switch To -~

8earch

0O Name Subsystem Type L_imit P_m:edure Hame Start Parameter D_escription
— . Fiter Fitter. Fitter. Fiter Fitter. Fiter
i DSHGCC_1 * DB2 * NoLimit DSNGCCMO DB2SSH=&WMSSNM, NUMTCB=100 APPLEN DONG DSNACCMO
|:‘ * DINGCCMO * DB2 * | NoLimit DSNGCCMO DB2SSN=&WMSSNM NUMTCB=100, APPLEN DONG DSNACCMO
M) * DIHGWL_1 * DB2 * NoLimit DSNGWLM DB2SSN=8WMSSNM NUMTCB=1, APPLENV: DING
M * DINGWL_2 * DB2 * NoLimit DIHGWLM1 DB2SSN=&VVMSSNM NUMTCB=1 APPLENV OSNG
|:‘ * DINGWLI * DB2 *| NoLimit DSHGWLM DB2SSN=&VVMSSNM NUMTCB=1 APPLENV D8NG
|:‘ * DINGWLMT *DB2 * NoLimit DSHGWLM1 DB2SSN=&VVMSSNM NUMTCB=1 APPLENV D8NG
|:‘ * DINGWLMZ *DB2 * | NoLimit DSNGWLM2 DB2SSN=&VVMSSNM NUMTCB=1 APPLENV D8NG
I:‘ * DINGWLM3 *DB2 * | NoLimit DSNGWLM3 DB2SSN=&VVMSSNM NUMTCB=1 APPLENV D8NG
|:‘ * DSNGWLMS *DB2 * | HoLimit DENGWLMS DBE25SN=&WMSSNM NUMTCB=1,APPLENV, 0SNG
|:‘ * DSNGWLME *DB2 * | NoLimit DSNGWLME DB2SSN=&WMSSNM NUMTCE=1,APPLENV, 0SNG
|:‘ * DSNGWLMT *DB2 * | NoLimit DSNGWLMT DB2SSN=&WWMSSNM NUMTCB=1,APPLENV DONG
M1 # mnwrun s # nen # vt it T TUN T ABSEEN_BnARIEER I AITAE A AP g | Aonn =z
I "
Total: 26 Selected: 2
Reapply Filter and Sort
0K Apply Reset Cancel

Figure 10-12 New Application Environment table

10.2.3 Exporting and importing service definitions

You can export and import a service definition to and from a host data set or a workstation file
in XML format. In the following examples, zZOSMF V1.13 running on another SYSPLEX was

used.

Exporting
To export a service definition to a workstation, open the Service Definition window and select
the correct service definition, click Export in the Actions tab, and then, select To Local

Workstation, as shown in Figure 10-13 on page 232.
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Welcome Workload Manage...

Workload Management Help

Overview Service Definitions

Service Definitions

Actions = Search
Modify Service Definition »

iew Senvice Definition »

[ View Messages Description Activity Syspl M Last Modified (GMT})
Fitter Fitter Fitter Filter Filter

View History
Print Preview WTSCPLXE /1, Warning Aug 10, 2017, 8:26:48 PM

[ Install and Activate... /1 Warning Aug 10, 2017, 8:58:20 PM
Copy...

Delete...

Export »  ToLocal Workstation
Wiew WLM Status To Host Data Set..

Mew..

Import 3
| Select All

Deselect All

Configure Columns...

Hide Filter Row

Figure 10-13 Exporting to a local workstation

You can then select your export options in the window that opens, as shown in Figure 10-14.

Description

s:. Export Service Definition to Local Workstation
-
Gw Entire service definition as an XML file
(_) Entire service definition as separate CSV files
C\ Selected senvice definition elements as separate CSV files
Senvice definition details

Service policies
Workloads

Service classes
Resource groups
Reportclasses
Classifications
Classification groups
Application environments
Scheduling environments
Resources

Comments (Maximum 500 characters, currently 0 characters)

OK Cancel Help

Figure 10-14 Export options

Depending on your browser and settings, an option might be available in which the file can be
saved. However, the file format that is used ServiceDef XXXX.xml, where XXXX is the name of
the service definition that was selected.
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Importing
After you have the exported XML file available on your workstation, you can import the
service definition to zZ OSMF by completing the following steps:

1. Click Action — Import — From Local Workstation.
2. Specify the file to import.
3. Choose the naming options, as shown in Figure 10-15.

Import Service Definition from Local Workstation

To import a service definition, select the file to import. The service definition must be in XML format.

* File to import:

SenviceDef_wlimdef1 ..\'.:‘-1I| Browse...

(7) Save with current name and description
(@ Save with new name and description
# Name:
WSCPLX8

Description:
WLM Policy for WSCPLX8

Comments (Maximum 500 characters, currently 21 characters)
any comment if needed -

0K Cancel Help

Figure 10-15 Importing a service definition

The imported definition is available in the Service Definition window.
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10.2.4 Service definition printing

z/OSMF WLM allows you to print a service definition from within the zZOSMF. Select a service
definition and click Actions — Print Preview to open a Print Preview window that shows the
service definition as an HTML document, as shown in Figure 10-16.

Overview Senvice Definitions Print Preview WSCPLX&

Frint| Filter ~ Switch To

z/0S Workload Manager Service Definition WSCPLX8

Service definition name: WSCPLX8
Description: WLM Policy for WSCPLX8
Functionality level: [o]o}:]

Service Parameters

Service coefficients: CPU: 10, IOC: 5, MSO: 0, SRB: 10
Enable I/O priority management: Yes
Enable dynamic alias management: Yes

Guest Platform Management Provider (GPMP) Settings

Enable dynamic GPMP management on each system in the host sysplex: No
Excluded systems:

Resource Groups

Name Details

Workloads

Mame Details

OML_WEKL Description: Online Workloads

Last Modified (GMT): Oct 14, 2010, 4:09:32 PM
Modified By: haimo

Service Class |Details

CBDEF Description: Component Broker Default

Last Modified (GMT): Oct 14, 2010, 4:11:16 PM
Modified By: haimo

CPU Critical: No

1/O Priority Group: Normal

Figure 10-16 Print Preview

Before you print, you can use the Print Preview function to filter service definition elements or
apply service policies.

The messages table with all recommendations for the selected service definition is also
contained in the print preview and can be printed for further study.

In addition to being used for printing, the Print Preview window provides a general overview of
a service definition.
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10.2.5 Installing service definitions

When you select a service definition and click Actions — Install and Activate, you start a
wizard that guides you through the installation and activates the process for the service
definition, as shown in Figure 10-17.

Overview Service Definitions Install and Activate

Install and Activate

Welcome Welcome
Select a Senice Policy Use this wizard to install a service definition and, optionally, activate a senice policy. Verify that the senvice definition to be installed is correct

Install and Activate

Currently installed senice definition

Service Definition Description Modified (GMT) Modified By
wimdef1 Aug 10, 2017, 8:26:48 PM tobias

Senvice definition to be installed

Service Definition Description Modified (GMT) Modified By
WSCPLX8 WLM Policy for WSCPLX3 Aug 10, 2017, 8:26:48 PM tobias

Comments (Maximum 500 characters, currently 11 characters)
new comment

Import comments from the last modification of the service definition to be installed Import

< Back Next> Finish Cancel

Figure 10-17 Install and Activate wizard

The wizard features the following steps:
1. Review the properties of the installed service definition and the definition to be installed.
2. Select the service policy to be activated.

3. Review the summary of the Install and Activate action, and trigger the installation of the
service definition and the activation of the service policy, as shown in Figure 10-18 on
page 236. An installation and activation comment can be added to alert other users as to
why changes were made.
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Overview Service Definitions

Install and Activate

Install and Activate

Welcome

Install and Activate
Select a Service Policy

Install and Activate

Current installed service definition and active palicy:

To install the selected service definition and activate the selected policy, click Finish. Doing so will replace the current definition and palicy with the
selected definition and policy. Service policy activation may take several minutes to complete.

Comments for this activation (Maximum 500 Characters, currently 26 characters)
new comment for activation

=< Back Next = Finish Cancel
Figure 10-18 Activation

Sysplex Service Definition Description Modified (GMT) Modified By Service Policy
WTSCPLXE wimdef1 Aug 10, 2017, 8:26:48 PM tobias POLICYA
Replace with:
Sysplex Service Definition Description Modified {GMT) Modified By Service Policy
WTSCPLX8 WSCPLX8 WLM Palicy for WSCPLX8 Aug 10, 2017, 8:26:48 PM tobias POLICY1
Comments for this installation (Maximum 500 Characters, currently 28 characters)
new comment for installation

Messages

Actons ~

Searen
3+ Nofiterapplied

Hessage

Upon successful activation, you see the confirmation window that is shown in Figure 10-19.

2wz

(5 L]

close

Figure 10-19 Successful activation

If a backup data set is specified in the Settings window, a copy of the installed service
definition is stored in that data set.
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10.2.6 Monitoring the WLM status in a sysplex

You can open the Sysplex Status pane from the Overview window to view the WLM status in
the sysplex. The Sysplex Status pane shows information similar to the output that is produced
by the MVS console command D WLM,SYSTEMS. You can see which service policy is active in
the sysplex and on each system in the sysplex, as shown in Figure 10-20.

Workload Management Help

Overview Senice Definitions WLM Status

WLM Status for Sysplex WTSCPLX8 from System SC80

Active Service Policy (View performance of active policy)

Name: POLICY1

Description: TEST1 policy

Activated: Aug 11, 2017, 7:27:04 PM GMT
Activated by: tobias from system SCE0
Related senvice definiion:  WSCPLX8

Functionality level: g

Installed: Aug 11, 2017, 7:27:04 PM GMT
Installed by: tobias from system SC80

Systems  (View performance of systems)

Actions - Search

i» Nofilter applied

Name Used Service Policy | Activated (GMT) WLM 5tatus GPMP 5tatus WLM Version Level CDS Format Lew

Filter Fitter Filter Filter Filter Filter Filter

SCa0 POLICY1 Aug 11, 2017, 7:27:.04 PM Active Program Error 35 3

SCa1 POLICY1 Aug 11, 2017, 7:27:.04 PM Active Program Error

< m 3
Total: 2

Installed Service Definition

Name: WSCPLX8
Description:  WLM Paolicy for WSCPLX8
Installed: Aug 11, 2017, 7:27:04 PM GMT

Installed by:  tobias from system SC80

[7] Automatic refresh  Lastrefresh: Aug 11, 2017, 3:34:42 PM local time (Aug 11, 2017, 7:34:42 PM GMT)

Figure 10-20 WLM status for a sysplex

In addition, the Sysplex Status pane shows the service definition that is installed in the WLM
couple data set. It also provides the option to automatically refresh the window’s content
every 30 seconds.
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10.2.7 Managing service policies

You can open the Manage Service Policies pane from the Overview window to manage the
service policies of the installed service definition. The Manage Service Policies pane shows
the state of the service policies that are contained in the service definition that is installed in

the WLM couple data set, as shown in Figure 10-21.

Workload Management

Cwerview Service Policies for Sysplex

Service Policies for Sysplex WTSCPLX8

Installed service definition:

WSCPLXS8

Description:

WLM Policy for WSCPLX8

Senice policies defined in WSCPLXS
Actions =

% Nofilter applied

Name Activation Status Last Modified (GMT) Modified By
Fitter Fiter Fitter Fiter
:' POLICY1 Active Aug 10, 2017, 8:26:48 PN tobias

Help

Search

Description
Fitter

TEST1 policy

Figure 10-21 Manage Service Policies

The pane indicates which service policy is active. The pane allows you to activate another
service policy, and to view and print a service policy of the installed service definition.
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10.2.8 Service definition history

If you select a service definition and click Actions — View History, you open the history
pane for this service definition, as shown in Figure 10-22. A history is provided for each
service definition by listing the activities that are performed on the service definition. The
history contains edit, install, activate, import, and export activities.

Workload Management Help

Overview Senvice Policies for Sysplex Service Definitions History WSCPLX8

History for WSCPLX8
Data from past 2 months

Actions ~ Search

% Nofilter applied

l_. Sysplex Action Date and Time (GMT) User ID Comments
—  Fitter Fiter Fitter Fitter Fiter
] wrscPLxs Activate service policy POLICY1 Aug 11, 2017, T:27:04 PK tobias <Aug 11, 2017 07:27:04 PM GMT tobias>

new comment for activation

|| wrscrLxs Install in WLM couple data set Aug 11, 2017, T:27:04 PW tobias <Aug 11, 2017 07:27:04 PM GMT tobias>
new comment for installation

[ Import from local workstation Aug 11, 2017, 7:05:43 PM tobias =Aug 11, 2017 07:06:43 PM GMT tobias=
any comment if needed

Figure 10-22 Service Definition history

For each activity, the history entries display the time stamp and the user who performed the
activity. You can customize through the Settings pane how long the history entries are kept.
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11

Problem determination
monitoring by using the IBM
z/OS Management Facility
Incident Log task

This chapter describes problem determination monitoring by using IBM z/OS Management
Facility (zZOSMF) and the z/ OSMF Incident Log task.
This chapter includes the following topics:

» 11.1, “Introduction” on page 242
» 11.2, “Scenario overview” on page 242
» 11.3, “Incident Log data sets” on page 280
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11.1 Introduction

The incident Log task of zZOSMF provides a consolidated list of SVC dump-related problems,
along with details and diagnostic data that is captured with each incident. It also allows you to
easily send the data for further diagnostic tests (for example, to IBM Software Support).

A snapshot is created when a system problem occurs; for example, at an SVC abend dump or
a user-initiated SVC abend dump time, and together with any other data, they are linked
together to create an incident.

By default, 30 minutes of OPERLOG, 1 hour of LOGREC detail, and 4 hours of LOGREC
summary are collected. By using the incident log, you can review all incidents on your sysplex
and determine what information was collected. You can then send the date by FTP to IBM or
elsewhere for debugging and analysis.

With zZOSMF V2R1, the Incident Log task under the Problem Determination category is
enhanced to support the z/OS Problem Document Upload Utility (PDUU) apart from standard
FTP to send data to IBM or elsewhere.

11.2 Scenario overview

242

For our scenario, we assume that the Incident Log task is installed and configured during the
z/OSMF installation. To use the Incident Log task, you must ensure that several z/OS
components and facilities are enabled on your system. These functions support the collection
of diagnostic data and the creation of diagnostic logs.

For more information about setting up the z/OS system prerequisites for the zZOSMF Incident
Log task, see 11.2.4, “Manual Create Incident” on page 261.

In our scenario, a dump of an address space is requested by IBM Software Support. The
address space that is requested is the MASTER address space. These dumps, together with
the SYSLOG and LOGREC (if any), should be transmitted to IBM for analysis. A problem
record (PMR) is opened with IBM Software Support before data is transmitted.

The command and response that was run to take the initial dump was started by a user by
using the following system command:

DUMP COMM=(MASTER ADDRESS SPACE DUMP)

*01 IEEQ94D SPECIFY OPERAND(S) FOR DUMP COMMAND

r 01,J0BNAME=(*MASTER*) ,CONT

r nn,SDATA=(PSA,CSA,SQA,GRSQ,LPA,LSQA,RGN,SUM, SWA, TRT ,XESDATA) , END
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11.2.1 Starting a Z/OSMF incident log

To review our incident by using zZOSMF, log on to zZOSMF and click Incident Log under
Problem Determination, as shown in Figure 11-1.

ST , B
h‘.‘.‘ % IBM z/0S Management Facility

Welcome Welcome

Notifications (1)

Workflows
» Configuration Welcome to IBM z/0OS Management Facility

¢ Consoles . . . .
IBM& z/05%% Management Facilty (z/0SMF) provides a framework for managing varicus asp
* Jobs and Resources others, z/OSMF can help to simplify some areas of Z/05 system management.

F Links

o nnante To learn mere about =/OSMF, visit the links in the Learn More section.

*_Problem Determination To start managing your =/05 systems, select a task from the navigation area.
Incident Log |}

+ Software Learn More:

r Sysplex What's New

F zi0S Classic Interfaces

¥ z/OSMF Administration
» z/OSMF Settings GEﬁII’IQ started with Z'OSNF

Z/0SHF tasks at a glance

Refresh

Figure 11-1 Selecting the Incident Log task

After you select the Incident Log task, you see all of the incidents that were collected by
z/OSMF. The example incident is logged in zZOSMF, as shown in Figure 11-2.

Incident Log

Incident Log
Actions =

Y+ 100of 16 ilems shown. Clear filter

E

Incident Type Description Date and Time [GMT) Sysplex System
Filter Filter past "300 days’ Filter Filter
User Initiated MASTER ADDRESS SPACE DUMP Aug 3, 2017, 7:01:05 PM WTSCPLXE | S5C30

Figure 11-2 Incident Log window

Tip: In zZ OSMF, SVC dumps that an operator starts (by using DUMP or SLIP commands) are
related to user-initiated incidents. SVC dumps that are started by the system on behalf of
abend recovery result in ABEND incidents.

When an incident occurs, the system creates diagnostic log snapshots of the operations
log, error log, and error log summary, which are based on the settings that are specified in
your installation’s CEAPRMxx parmlib member.
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11.2.2 Incident Log window

You can use the Incident Log window to manage the incidents that occurred on a system or in
a sysplex. zZOSMF retrieves the incidents from the system and displays them in a table. A
maximum of 500 incidents that match filter criteria are retrieved and displayed.

Tip: By default, only the incidents that occurred in the past three days are displayed.

11.2.3 Send Diagnostic Data wizard

244

In our example, we see our incident that is listed and select it. From here, you can click
Actions and start the Send Diagnostic Data wizard, as shown in Figure 11-3. This function
collects the information that is necessary for sending system and any user-supplied
(attachments) data to IBM or other defined FTP destinations.

Incident Log

EActiuns w
Set Tracking ID...

Set Problem Number...

Add Notes_ Date and Time [GMT) Eysplex
past “300 days Filter
[elete Incident
. Send Diagnostic Data. . DORESS SPACE DUMP Aug 3, 2017, 7:01:05 FM WTSCPLXS
Wiew Diagnostic Details LOGEER, COMPID=5T525CL0OG.ISSUER=IXGRIR Aug 1, 2017, 8:57:54 FM WTSCPLXE
FTP Job Status
0, ERAMOD=IEEMBS30, RECVMOD=IEEMBE30 | Aug 1, 2017, 8:43:45 FM WTSCFLXE
BE5-28502 |SSUER=IGX00027. SDUMP FROM | Aug 1, 2017, 8:43:44 PM WTSCPLXE

Search for Matching Service

P L TPt o~

Figure 11-3 Starting the Send Diagnostic Data wizard

Send Diagnostic Data Welcome window

When you start the Send Diagnostic Data wizard from the Incident Log page, all of the
system- or user-supplied diagnostic data files that are associated with the incident are sent to
the specified destination. For our incident, we see that it was User Initiated and includes a
description of MASTER ADDRESS SPACE DUMP, as shown in Figure 11-2 on page 243.

We can see our data types and the associated problem number, if any. This number is used to
identify an incident with a problem that was opened with IBM (or perhaps a vendor).
For IBM problems, this number is the PMR number, which features the following format:

» nnnnn is the PMR or ETR number
» bbb is your branch office
> CcCcC is your country code
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In our incident, the PMR is open and assigned a number of 87109,055,866. Click Next to

open FTP destination selection window, as shown in Figure 11-4.

Incident Log

Incident Log » Send Diagnostic Data

Send Diagnostic Data

Welcome Welcome

Select FTP Server Use this wizard to prepare and send diagnostic data to an FTP server. To begin, review the selected diagnostic data and enter a problem number.
Specify Security Settings

Select FTP Profile

Define Job Settings

Review FTP Infermation Incident
Incident Type Description Date and Time (GMT)
User Initiated MASTER ADDRESS SPACE DUMP Aug 3, 2017, 7:01:05 PM

Diagnostic Data to Send

Data Type Sysplex System
SVC dump WTSCPLX8 SCa0
Error log WTSCPLXS SC80
Operations log WTSCPLX8 SC80
Error log summary WTSCPLX3 SC80

Problem number:

27109.055, 255 ¥ Identify the problem number as an IBM PMR and verify the syniax.

Next > Cancel

Help

Figure 11-4 Send Diagnostic Data Welcome window

Select FTP Server pane

In the Select FTP Server pane in the Send Diagnostic Data wizard, you indicate where you
want to send the data. These locations can be user-defined or IBM-defined locations (FTP is

the default mode of sending data).

PDUU also can be used for this purpose, but certain modifications are required, as described
in 11.2.6, “IBM z/OS Problem Documentation Upload Utility” on page 265. The default IBM

locations setup when z/OSMF is installed are listed in Table 11-1.

Table 11-1 Default IBM-defined locations

FTP destination name IBM path name
ftp.ap.ecurep.ibm.com /toibm/mvs
ftp.ap.ecurep.ibm.com /toibm/tivoli
ftp.ecurep.ibm.com /toibm/mvs
sftp.ecurep.ibm.com /toibm/mvs
ftp.ecurep.ibm.com /toibm/tivoli
sftp.ecurep.ibm.com /toibm/tivoli
testcase.boulder.ibm.com /toibm/mvs
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FTP destination name IBM path name

testcase.boulder.ibm.com /toibm/mvs
testcase.boulder.ibm.com /toibm/tivoli
testcase.boulder.ibm.com /toibm/tivoli

In our example, we select destination ftp.ecurep.ibm.com, as shown in Figure 11-5. Click

Next to go to the Specify Security Settings pane.

Incident Log

Incident Log *» Send Diagnostic Data

Send Diagnostic Data

Welcome Select FTP Server

Select FTP Server Select the FTP server to which you want to send the diagnostic data files.
Specify Security Settings

Select FTP Profile

Define Job Settings

Review FTP Information
Actlions =

*+ Nofilter applied

F

Hame Activity Host Path Name
Filter Filter Filter Filter
'- IBM-ap-mvs ftp.ap.ecurep.ibm.com ftoibmimvs
[ _ IBM-ap-tivoli ftp.ap.ecurep.ibm.com Stoibmitiveli
e ]
19 |BM-ecurep-mvs ftp.ecurep.ibm.com Mtoibmimvs
1§ _ |EM-ecurep-mvs-sftp sftp.ecurep.ibm.com ftoibm/mvs
1§ - IEM-ecurep-tivali ftp.ecurep.ibm.com Mtoibmitiveli
| ':" |BM-ecurep-tivoli-sftp sftp.ecurep.ibm.com Stoibmitiveli

Figure 11-5 Select FTP destination
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Specify Security Settings pane
In the Specify Security Setting pane, you specify the user ID and password that is needed to
access the FTP destination.

In our scenario, we use an anonymous ID and password, which means that we do not need to
specify a user ID and password to access the FTP destination. In this case, the default user
ID is anonymous and the default password is an email address, as shown in Figure 11-6. Click
Next.

Incident Log

Incident Log » Send Diagnostic Data

Send Diagnostic Data

Welcome Specify Security Settings
Select FTP Server If the FTP server requires logging in with a user ID and password, select Specify & user ID and password to enter these
Specify Security Settings

Select FTP Profile

Define Job Settings

Review FTP Information @ Use anonymous user ID and password

: Specify a user ID and password

Figure 11-6 Specify Security Settings window

Tip: You must select one of the options, and if necessary, enter a valid user ID and
password to enable the Next button.

Select FTP Profile pane

In the Select FTP Profile pane in the wizard, select the FTP profile that specifies the
appropriate firewall or proxy settings to be used to send the selected files to the previously
selected FTP destination (in our example, ftp.ecurep.ibm.com). If you want to use a different
FTP.DATA (for example, for secure FTP), you must create a profile that specifies the
FTPDATA, as shown in the example in 11.2.7, “Secure transmission” on page 271.
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In our example, we did not need to define a firewall or proxy; therefore, we selected No
Firewall or Proxy, as shown in Figure 11-7.

Incident Log

Incident Log * Send Diagnostic Data

Send Diagnostic Data

Welcome Select FTP Profile

Select FTP Server Select the profile that specifies the settings required to transfer data across your company's firewall or proxy, or select the No Firewall or Proxy profile.
Specify Security Settings

Select FTP Profile

Define Job Settings —

Review FTP Information = FTP profile:

No Firewall or Proxy d Select...

Figure 11-7 Select FTP Profile

Exception: If your installation is using a firewall or proxy that cannot process an
authentication that uses the File Transfer Protocol (FTP), or if your installation is using a
firewall or proxy that allows you to authenticate once and then cross the firewall or proxy
without reauthenticating for a period, you must authenticate manually with the firewall or
proxy before you use the wizard.

You also must select No Firewall or Proxy for the profile that is used. If you do not
authenticate manually with the firewall or proxy before you send the files, the action might
fail.

Click Next to move to go to the Define Job Settings pane.

For more information about creating and using an FTP profile, see the secure FTP example in
11.2.7, “Secure transmission” on page 271.
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Define Job Settings pane

z/OSMF submits one FTP job for each file that is sent. In the Define Job Settings pane, you
can accept the default job settings, modify the settings, or enter settings. The settings are
used for each FTP job that zZOSMF creates for this send, as shown in Figure 11-8. Click
Next.

Warning: zZOSMF does not validate the JCL that you enter; therefore, if your JCL contains
errors, the job might fail with a JCL error.

Incident Log

Incident Log » Send Diagnostic Data

Send Diagnostic Data

Welcome Define Job Settings
Select FTP Server z/0SMF submits a separate FTP job for each file being sent and uses the same job settings for each. In the Job Settings field, enter any JCL statement, JES2 contr
Specify Security Settings precede the first EXEC statement in a job. After you complete the steps within the wizard, z/0SMF generates the remaining JCL statements.
Select FTP Profile
Define Job Settings —
Review FTP Information * Job settings:

//EDWEIE JOB MSELEVEL=(1,1),REGION=0M, M3ECLASS=H, NOIIF¥=s3¢30ID

Undo Changes Restore Defaults

|
Figure 11-8 Define Job Settings pane

Review FTP Information pane

In the Review FTP Information pane in the Send Diagnostic Data wizard, you can verify that
the FTP information is correct, view or edit the JCL that zZOSMF creates for you, and start
the transmission.
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Click View JCL to review the JCL or click Edit JCL to edit the JCL that is submitted, as shown
in Figure 11-9. Click Finish to submit the JCL.

Incident Log

Incident Log * Send Diagnostic Data

Send Diagnostic Data

Welcome Review FTP Information

Select FTP Server Review the FTP information. To make changes, return to the appropriate panel by clicking Back. VWhen you are ready to send the data, click Finish.
Specify Security Settings

Select FTP Profile

Define Job Settings
Review FTP Information Diagnostic Data:  SVC dump WTSCPLXE SCB0
Error log WTSCPLXE SC80

Operations log WTSCPLXE SCB0
Error log summary WTSCPLXE8 SC80

Problem number: ~ 87108,055,866 Is IBM PMR number

FTP server: Name: IBM-ecurep-mvs
Host: ftp.ecurep.ibm.com
Path name: itolbmimys
Port number:

Transfer methed: FTP

Security seftings:  User ID: anonymous
Password: R
FTP profile: Name: No Firewall or Proxy
Firewall host
‘ Firewall port:

FTR.DATA file name:
TCPIP.DATA file name:

View JCL Edit JCL

< Back Hext > Finish Cancel

Figure 11-9 Review FTP Information

250 IBM z/OS Management Facility V2R3




Review FTP Information pane
When you click Finish, a window opens that includes with the information about the jobs that
are submitted, as shown in Figure 11-10. Review the information and click Close.

W
T
W

v | Results

7
o

Actions ~ Search

i+ Nofilter applied

Message D Message Text

Filter Filter

ﬂ IZUFE50I Job "FDWFTPF" (JOBOET05) has been submitted. Il
The disgnostic data "SVC Dump SC80" is being
sent in file

m

"87109.055.868.5C80.0170802. USR. T120105. TRS"

[ 1zuFesol Job "FDWFTP" (JCBDST08) has been submitted.
The disgnostic data "Eror Log” is being sent in file
“87102.055.868.5C80.0170802.ERR. T180105. TR5"

CL

[ 1z2urPes0l Job "FDWFTP (JOBO8715) has been submitted. bl

Total: 4

Close

Figure 11-10 Job submission information

After the JCL is submitted, you can see the updated incident in the Incident Log with a PMR
number, as shown in Figure 11-11.

Incident Log

Incident Log

I+ 1 of 16 items showm. Clear fiter

:| Incident Type Description Date and Time [GMT) Sysplex System Problem Mumber
Filter Filter past "200 days’ Filter Filter Filter

._] User Initisted MASTER ADDRESS SPACE DUMP Aug 2, 2017, 7.01:05 PM WTSCPLXE | SCE0 | 87109,055,266 |
Figure 11-11 Incident Log summary updated with the PMR number
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FTP Job Status pane

Use the FTP Job Status pane to view the status of the FTP job (or to cancel an FTP job). In
our example, we select our incident and click Actions — FTP Job Status, as shown in

Figure 11-12.

Incident Log

Incident Log

Set Tracking ID...

Set Problem Number...
Add Notes... |

Delete Incident...

Send Diagnostic Data... DDRESS SPACE DUMP

Wigw Diagnostic Details LOGGER,COMPID=57525CLOG, ISSUER=IXGR1R.

FTP Job Status
2, ERARMOD=IEEMBS 20, RECVMOD=IEEMBS20

Date and Time [GMT)
past “300 days’

Aug 3, 2017, 7:01:05 PM
Aug 1, 2017, 8:57:54 PM

Aug 1, 2017, 8:43:45 PM

Sysplex
Filter

WTSCPLXB

WTSCPLX8

WTSCPLXS

System Problem Number Tracking ID
Filter Filter Filter
SCE0 £7103,055,866

SC80

SC80

Figure 11-12 FTP Job Status selection

The status for our transmission is shown in Figure 11-13. We can see that the transmission is

successful.

Incident Log

Incident Log FTP Job Status

FTP Job Status

Incident
Description
MSTR DUMP

Incident Type
User Initiated

FTP Job Status
v Actions ¥
Data Type Source
Filter Filter

Operations log CEA.CD0.CBTE1B2E.I151F3202

Emor log CEA.LOD.CBTE1B28.151F32D3

SVC dump DUMP.D1:30810 H18.5C8 1 #MASTER# 500002

Status
Filter

Completed
Completed

Completed

Date and
Jun 10, 2|

FTP Server Host
Filter

ftp.ecurep.ibm.com
ftp.ecurep.ibm.com

ftp.ecurep.ibm.com

Figure 11-13 FTP Job Status
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It is possible to open the job log for each transmission because this SDSF ISPF application
must be registered as event handler. If you did not register the SDSF ISPF application as an
event handler, see “Example 2: Registering the SDSF ISPF application as an event handler”
in the Help menu of your zZOSMF instance.

To open the job log of the transmission, select a transmission by clicking Actions — View
Job Details, as shown in Figure 11-14.

Incident Log
Incident Log ¢ FTP Job Status

FTP Job Status

Incident
Incident Type Description
User Initiated MASTER ADDRESS SPACE DUMP

FTP Job Status

v | Actions ¥
E-b-a'[a-l View Job Details Status FTP
E_F_il!e_r_ cancel Job Fitter Fitte|
sd| | Error Delete FTP Status BBASCT K2D51CD2 X00 VEW Send in progress wis|
Opers ~ Select All BBASCT K2D51CD2 Send in progress wis|
Error Deszelect All BBASCTY. KZD51CD2 Send in progress wis|
SV Configure Columns... B1.H13.5C30 #MASTERE S00001 Send in progress wis|

Modify Filters...
Hide Filter Row

Clasr Filtare
Llea Lers

Modify Sort...

ar Sorts

(]

Figure 11-14 Selecting View Job Details option
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The job log for the selected transmission opens in the ISPF Classic Interface with a prompt,
as shown in Figure 11-15. Specify the TSO logon PROC that you want to use and click OK.

z/OSMF ISPF User Settings

v/| Show settings dialog with every logon.

[] Enable Cirl key as Enter key. ~

Logon procedure:

Reqgion size
(Kilobytes): 50000

Account number:

User group:

Profile sharnng: On LV

Screen size rows: | 204

sz w0

Code page: [United States (1047, 697) v
Language: | English V|

Map colors from zfOS ISPF o zZ/O5MF ISPF.

z/O5 ISPF colors: ZIOSMF ISPF colors:
blue text V|
red text V|
pink text v
green text V|

turgunoise text V|

Cancel Help

Figure 11-15 ISPF Classic Interface prompt
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The job log opens, as shown in Figure 11-16.

1-SDSF

Display Filter View Print Cptions Search Help

COMMAND INFUT —> SCROLL =—=> C5R
S5DSF OUTPUT DISPLAY PDWFTP JOBO98S3 DSID 2 LINE INVALID COMMAND
1111111111111111111111111111111 '_CF C_T D:_'_I_ A A A AR A A AR A A AR A A A A AA A AR A A AR R AR
JE52 JO0OB LOG -- 5Y¥5 EM 5C80 -- NODE
11.27.2% JOBOSE93 ---- MONDRY, 14 20G 2017 ---—-

11.27.29 JOBOSES3 IRRO10I USERID TOBIAS IS5 AS5IGNED TC THIS JOB.

11.27.259 JOBOSESS ICHT70001I TOBIAS LAST ACCESS AT 10:33:46 ON MONDAY, AUGUST
11.27.29 JOBO9ES3 STARTED - INIT 1 - CL&SS - - 5¥5
11.27.2% JOBO9ESS Stepnams CPU Time EXCPs RC
11.27.29 JOBOSES3 STEFOO10 00:00:00 36 ]
11.27.29 JOBO9ESS WEBEMIN 00:00:00 191 ]
11.27.29 JOBOSESS FPDWET —-Hone-- STEF0020 00:00:00 73 ]
11.27.29 JOBOSESS PDWFTE —-None-- STEPQO030 00:00:00 68 ]
11.27.29 JOBO9ES3 —-None-- *0OMVSEX 0o 0:00 35 oo
11.27.29 JOBO9ES3 —-Hone-- STEF0040 00:00:00 a =
11.27.29 JOBO9ES3 —-None-- STEPO0S0 103 ao
11.27.29 *OMVSEX 4,089 a0
11.27.29 EDWFTE —-None-- WEEMCUT 79 ao
11.27.289 EDWET —-None-- WBEMERR 71 oo

Figure 11-16 FTP transmission job log

Because this incident includes a PMR that is associated with it and the data was transmitted
directly to ecurep.ibm.com, the PMR record is automatically updated with the results while
generating an alert to inform IBM Support about the details.
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The three data files that are arriving at the FTP server in tersed format are shown in
Figure 11-17. Then, they are untersed and loaded to z/OS data sets that are ready for IBM
Support to review.

The files are stored with the following names:

» ONTOP.GS055.P87109.C866.ERROR.SC81.N2013
» ONTOP.GS055.P87109.C866.0PERATI.ONS.SC81
» ONTOP.GS055.P87109.C866.USER.SC81.N2013.N

Material received from FTP Server and stored in ECuRep:
Directory: /ecurep/pmr/8/7/87109,055,866/2013-06-11
File: 87109.055.866.ERROR.SC81.2013.06.10T19.01.50.937Z.TRS 5120 bytes
File: 87109.055.866.0PERATIONS.SC81.2013.06.10T19.01.50.937Z.TRS 8192 bytes
File: 87109.055.866.USER.SC81.2013.06.10T19.01.50.937Z.TRS
61317120 bytes

-CDDR21 PMRUPDATE RS4 -5655S28SM -L29C/NZE  -P4S4-13/06/11-19:36 SCG

-CDDR PMRUPDATE RS4 -5655528SM  -L203/------- P4S4-13/06/11-19:40 -AT
Untersed data now available on MCEVS1-System:
/ecurep/pmr/8/7/87109,055,866/2013-06-11/87109.055.866.ERROR.SC81.2013.
06.10T19.01.50.937Z.TRS

->0NTOP.GS055.P87109.C866.ERROR.SC81.N2013

-CDDR23 PMRUPDATE RS4 -5655S28SM -L203/------- P4S4-13/06/11-19:40 -AT
Untersed data now available on MCEVS1-System:
/ecurep/pmr/8/7/87109,055,866/2013-06-11/87109.055.866.0PERATIONS.SC81.
2013.06.10719.01.50.937Z.TRS

->0NTOP.GS055.P87109.C866.0PERATI.ONS.SC81
-CDDR1 PMRUPDATE RS4  -5655S28SM -1L203/------- P4S4-13/06/11-19:40 -AT
Untersed data now available on MCEVS1-System:
/ecurep/pmr/8/7/87109,055,866/2013-06-11/87109.055.866.USER.SC81.2013.0
6.10719.01.50.937Z.TRS

->0NTOP.GS055.P87109.C866.USER.SC81.N2013.N

Figure 11-17 PMR is automatically updated with details of the data that is sent by FTP
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View Diagnostic Details window

From the View Diagnostic Details window, you can view the properties of an incident and a list
of the system-supplied diagnostic data files, and add files to send with an incident. The
following tabs are available:

» General: This tab is used to view the properties of an incident, set the PMR of an incident
(if not set), and document more information about an incident.

» Diagnostic Data: This tab is used to view a list of the system-supplied diagnostic data files
and to specify other files to send with the incident, as shown in Figure 11-18.

Incident Log

Incident Log » View Diagnostic Details

View Diagnostic Details

General Diagnostic Data

Dump data set name was not provided during creation, please add the dump files in the attachment table if needed.
Diagnostic Data

Data Type Source Sysplex System
SVC dump DUMP.D170803 H19.5C80 #MASTER# 500008 WTSCFLXE SCB0
Ermor log CEA.LO0.D2ZEEE4S8 KF4BFBAD WTSCPLXE SCe0
Cperations log CEA.CO0.D2EEE4B88. KF48FBAD WTSCPLXE S5C80
Error log summarny CEA.500 DZEEE498 KF48F8 A0 00 VEW WTSCPLXE SC80

Total: 4 Selected: o

ou can attach up to ten addttienal files to send with this incident. When you close the panel, the Attachments table is not cleared.
Attachments

Actions =

Data Type Source

There is no data to display.

OK Cancel

Figure 11-18 View Diagnostic Details window

It is possible to browse the Error log, Error log summary, and Operations log files; zZOSMF
opens the files under ISPF Classic Interface. For example, click
CEA.S00.D2EEE496.KF48F8A0, and the ISPF Classic Interface displays a prompt, as
shown in Figure 11-15 on page 254. Specify the TSO logon PROC that you want to use and
then, click OK.
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The CEA.S00.D2EEE496 . KF48F8AO file in browse mode is shown in Figure 11-19.

Incident Log ISPF

1-I1SRBROM 2 - ISRBROBA

Menu Utilities Compilers Help

BROWSE CEA.500.D2EEE496.KF48F8A0.X00.VEW Line 0000000000 Col 001 080

EREdERRRRRRR RS R R Rk Rk bbbk bhnns Top OFf DATa ****ddsdddiiiiiikkkssddraaiihhhhis

Versicn 10/21/2008
NOTES: THIS OUTPUI IS INTENDED IO FROVIDE A QUICK OV 5

IT IS NOT INTENDED TO BE AN ALL

SEE THE DETAILED LD HER SPECIFIC DATZ THAT IS NOT I

N/A SIGNIFIES THAT

¥ DUMP COLUMN: YES

SLIF (SUFFRESSED BY SLIP)

MESP (MRXSPACE LIMIT EXCEEDED)

. DATA

In our example, we wanted to send a UNIX file for our incident to IBM; therefore, we clicked
New to open the New Attachment window, as shown in Figure 11-20 on page 259.

258 IBM z/OS Management Facility V2R3



Welcome Incident Log ISPF

Incident Lag » View Diagnostic Details
View Diagnostic Details
General Diagnostic Data

Dump data set name was not provided during creation, please add the dump files in the attachment table if needed.
Diagnostic Data

|:| Data Type Source Sysplex System
|:| SVC dump DUMP.DMT0803.H19. SCE0 #MASTER#.S00006 WTSCPLXS SC80
|:| Error log CEA. LOO. DZEEE496. KF48F8A0 WTSCPLX8 SC80
|:| Operations log CEA.O00.DZEEE4%5 KF4BFEA0 WTSCPLXE SC80
|:| Error log summary CEA. SO0 DZEEE4SS KF48F3A0 X000 VEW WTSCPLX8 SC80

Total: 4 Selected: o

You can attach up to ten additional files to send with this incident. When you close the panel, the Attachments table is not cleared.
Attachments

Source

| Select All
Deselect All

There is no data to display.

Figure 11-20 Opening the New Attachment window

In the New Attachment window, we entered the name of our file and clicked OK to add the file

or data set to the Attachments table, as shown in Figure 11-21.

Welcome Incident Log

Incident Log » View Diagnostic Details » Mew Attachment

New Attachment

Use this panel to add files to the Attachments table. You can add only one file at a time.

(") Fully qualified data set name (catalogued):

-

@ * UNIX® file name:

luftobias/secfip -

OK Cancel

Figure 11-21 New Attachment window

You can specify one attachment at a time.
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Requirement: If you are attaching a data set, it must be a cataloged sequential data set.
PDS, PDSE, and VSAM are not supported for attachment,

Click Send (see Figure 11-22) to send the selected UNIX data file. The Send Diagnostic Data
wizard opens again. Follow the directions in the Send Diagnostic Data wizard, as described in
“Send Diagnostic Data Welcome window” on page 244. The wizard collects the information
that is necessary for sending the data.

Welcome Incident Log

Incident Log » View Diagnostic Details » MNew Attachment

New Attachment

Jse this panel to add files to the Attachments table. You can add only one file at a time.

(") Fully qualified data set name (catalogued):

-

@ ~ UNIX®file name:

luftobias/secftp -

OK Cancel

Figure 11-22 Sending a file

Finally, our PMR record is updated with the new file (as shown in Figure 11-23) and IBM
Support is notified.

Material received from FTP Server and stored in ECuRep:

Directory: /ecurep/pmr/8/7/87109,055,866/2017-08-14

File: 87109.055.866.u.TOBIAS.secftp-DUP0001.pax.Z 32256 bytes

-CDDR8 PMRUPDATE RS4  -5655S28SM -1L203/------- P4S4-17/08/14-14:44 -AT
integrity test on file
2017-08-14/87109.055.866.u.TOBIAS.secftp-DUP0001.pax.Z : ok

Figure 11-23 UNIX data arrives in our PMR
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11.2.4 Manual Create Incident

You can use the Create Incident page in the Incident Log task to manually create an incident
with or without an existing dump set. It helps you to send datasets, members, or UNIX files to
IBM if you have no incident entry for this specific PMR.

If you provide a dump data set name, it is sent to CEA through the CIM API along with other
parameters. Then, CEA attempts to read this dump data set by using the IPCS tool to retrieve
the content to complete the incident fields, such as ComponentID, Load Module, CSECT, and
Tracking ID.

If no value is available for these fields, your input is used. If no dump data set name is
specified, the newly created incident is stored in zOSMF’s persistence file. All of the modify,
delete, and query operations are managed by zOSMF. Click the Action tab and select Create
Incident (as shown in Figure 11-24) to define the new incident entry.

Incident Log

[ n Date and Time (GMT) Sysplex System
past "20 days" Filter Filter
[ {EBSPHERE Z/05, COMPID=565513500, ID=MODIFY Aug 4, 2017, 7:45:53 PM WTSCPLXE SCel
[COUNMP COMMAND
[ IDRESS SPACE DUMP Aug 3, 2017, 7:01:05 PKM WTSCPLXS SCa0
[ OGGER,COMPID=57525CLOG ISSUER=IXGR1REC MODULI Aug 1, 2017, 8:57:54 PM WTSCPLXE SCE0
| i, ERRMOD=IEEMBE30, RECVMOD=EEMBE30 Aug 1, 2017, 5:43:45 PM WTSCPLXS SCa0
] Create Incident...
i _ 55-28502 ISSUER=IGX00027. SDUMP FROM THE TSO Aug 1, 2017, 5:43:44 PM WTSCPLXE SCE0
Search for Service Ve
FTP Servers
[ E4A COMPID=SCCEA, ISSUER=CEAMIREC, MODULE=CEAWI. Aug 1, 2017, 6:37:25 PM WTSCPLXS SCa0
FTP Profiles
[ 1 Select All EA, COMPID=SCCEA, ISSUER=CEAMIREC, MODULE=CEAWIF Aug 1, 2017, 6:34:06 PM WTSCPLXE SCE0
[ Deselect All CF,COMPID=57525CXCF ISSUER=[CM2REC MODULE=IXC Jul 27, 2017, 10:45:04 PM WTSCPLXS SCa1

Configure Columns...
Hide Filter Row

Figure 11-24 Selecting the Create Incident option
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The Create Incident pane is shown in Figure 11-25. You must enter a description, which is

required for every manually created incident.

All other information is optional.

Incident Log » Create Incident
Create Incident

= Description
This is a test incident for ITS5C

System name(sysplex.system)

Date and Time(GMT):

Dump data set name:

ZI0S release Tracking ID:

PMR number:
[ Identify the problem number as an IBM PMR
and verify the syntax.

Abend code Component 1D
CSECT. Load maodule:
MNotes:

Create Cancel

Figure 11-25 Create incident pane

When you click the Create button, the system validates all fields that are completed. If
validation passes, the incident is created and persisted in the SDDIR or zZOSMF persistence
file, as shown in Figure 11-26. If the validation is not passed, the system returns an error to let

you know why it failed to create an incident.

Incident Log
Actions ~
J+ oofgitemsshown. Clearfilier

Incident Type
Fitter

Description
Fitter

Manual Created This i a test incident for TS0

Date and Time (GMT) Sysplex System Problem Number Tracking ID
past "20 days” Filter Fitter Filter Fitter

Aug 15,2017, 3:43:58 PM }

Aug 4, 2017, 7:45:53 PM WTSCPLX3 SCB0

User Initiated COMPON=WEBSPHERE Z/0S, COMPID=585513500, ID=MODIFY

SERVER,SWVCDUMP COMMAND

Figure 11-26 New incident
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11.2.5 Search for matching APAR

You can use the Search for Matching Service page in the Incident Log task to search for
specific APARs when a single incident is selected. It is shown if anyone experienced similar
problems and if a fix or bypass was developed.

The Search for Matching Service page can be used to input the URL of an IBM dBlue system
or any other ISV problem management systems. It also substitutes the necessary information
into the URL. Problem management systems can be linked to the Incident Log to perform an
APAR search. Select an incident and select Search for Matching Service in the Action tab,
as shown in Figure 11-27.

Incident Log

SetTracking ID...

Set Problem Number..

[ Add Motes... n Date and Time (GMT) Sysplex Syste
past "20 days" Filter Fitter

Delete Incident...

( Send Diagnostic Data... tincident for TS0 Aug 15, 2017, 3:43:58 PM

( View Diagnostic Details IEBSPHERE Z/0S, COMPID=565513500, ID=MODIFY Aug 4, 2017, T:45:53 P WTSCPLXS  SC80
FTP Job Status ICDUMP COMMAND

i Allow Next Dump... DGGER,COMPID=57525CL0G,ISSUER=IXGR1REC, MODULI Aug 1, 2017, 8:57:54 PM WTSCPLXE ~ SC80

Search for Matching Service o

; i, ERRMOD=IEEMB830, RECYVMOD=IEEMB330 Aug 1, 2017, 8:43:45 PM WTSCPLXS | SC80
Create Incident...

i ) 55-28502,ISSUER=IGX00027. SDUMP FROM THE TSO Aug 1, 2017, 3:43:44 PW WTSCPLX8 | SC80
Search for Service Lsve
FTP Servers

i 55-28502,ISSUER=IGX00027. SDUMP FROM THE TSO Aug 1, 2017, 3:43:44 P WTSCPLXZ = SC80
FTP Profiles L sve
Select All

| EA,COMPID=SCCEA,ISSUER=CEAMIREC, MODULE=CEAWIE Aug 1, 2017, 6:37:25 PM WTSCPLX8 = SC80
Deselect All

( EA,COMPID=SCCEA, ISSUER=CEAMIREC, MODULE=CEAWIF Aug 1, 2017, 6:34:06 PM WTSCPLX8 = SC80

Configure Columns...
( Hide Filter Row CF,COMPID=57525CXCF,ISSUER=IXCM2REC, MODULE=IXC Jul 27, 2017, 10:45:04 PW WTSCPLXE | SCB81

Figure 11-27 Search for Matching Service option

You can now select between two methods to search for matching APARs: Quick Searches
(see Figure 11-28 on page 264) and Search Builder (see Figure 11-29 on page 264). The
Quick Search tab shows three links that are available to search for that problem.
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Incident Log » Search for Matching Service

Search for Matching Service

“Default Search provider URL:
hitpifwww-01.ibm.comisupportisearch.wss?q=&{c=3G004FV+3W3E90&dc=DB550&dtm

Results to display per page(20/50/100): Sorts:
20 b Relevance hd
Quick Searches Search Builder

Search Component ID
hitp:ifwww-01.ibm.comisupport/search.wss?q=57528CLOGE&c=SG004FV+3WG 08 dc=DB550&dtm&sonby=asc&hpp=20

Search Release and Product IDs
hitp:ifwww-01.ibm.com/support'search.wss?q=V2R3&tc=5G004FV+SWGI08&dc=DB550&dtm&sonby=asc&hpp=20

Search Program in Error
hitp:ifwww-01.ibm comisupportisearch wss ?q=lXGINPVT&ic=SG004FV+3WGE90&dc=DB550&dim&sortby=asc&khpp=20

Figure 11-28 Quick Searches

The Search Builder tab is more flexible and generates different links for your requirement. The
value of the terms is retrieved from the incident properties. These items can then be selected

by clicking their appropriate option.

In our sample, we select the Component ID, the Abend code, and the CSECT information.
You can also add terms, which are comma-separated. The selected search terms, including
the extra terms, are combined into an encoded URL. It is then used as the query value of the
search URL by clicking Open Search in New Browser Window or Tab, as shown in

Figure 11-29.

Quick Searches Search Builder

Search terms:

Component name: v/ Abend code:S01C5
v/| Component ID:575258CLOG D Reason code:000A0010
[[] Z/0Srelease V2R3 v/| CSECTIXGA1SWT
Product: [[] Load module:IXGINPVT

[] Symptom string:
MOD/IXGINEVT CSECT/IXGR1SWT PIDS/57525CLOG RB/S01CS
REXN/IXGRI1REC FI/58F0C2140A0D58A0D1145840 REGS/C2FE6
HRC1/000A0010 SUB1/SLC#MVS#SERVICES

Undo Changes

Additional terms:

Clear Additional terms

Generated Search for Service

{Open Search in New Browser Window or Tab:
hitp:ifwww-01.ibm.comisupport’search wss?q=ABEND1CE+57525CLOGHKXGATSWT &tc=SG004FV+SWGE0&dc=DB550&dtm&s ortby=asc&hpp=20

Close

Figure 11-29 Search Builder tab
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After opening the link that was created in the Search Builder tab, you receive possible
matches for this specific search string, as shown in Figure 11-30.

Marketplace Search O. = E

IBM Support My support v Downloads ~  Documents v~  Tickets ~  Communities ~  Training ~  Other v

IBM Support © wharsnew:

I Check here to start a new keyword search.
ABEND1C5 5752S5CLOG IXGA1SWT O~

Search results

1-1 of 1 results

Contact and feedback

0A53487: ABEND1C5 RSNOOOA0010 IXGA1SWT AFTER DATA SET ALLOCATION ERROR

7 August 2017
ABEND 1c5 rsn 000A0010 in module IXGALSWT following a logstream offload data set allocation error because of incorrect

Search result URL: http:/fwww.ibm.com/support/docview.wss?uid=isg10A53487

° Site availability @ Site assistance Translate this page: | Select Language j

Figure 11-30 IBM Support Search website

11.2.6 IBM z/OS Problem Documentation Upload Utility

IBM z/OS PDUU is a utility that can send a large amount of data efficiently. This utility breaks
the input data set into smaller work data sets that are compressed and sent in parallel by
using multiple, simultaneous FTP sessions, which results in a shorter transmission time. You
can also symmetrically encrypt the data sets and have up to 20 FTP sessions running
simultaneously.

The work data sets are dynamically allocated and can be 1 - 9,999 MB. For more information
about PDUU, see z/0OS V2R1.0 MVS Diagnosis: Tools and Service Aids, GA32-0905.

This section describes how to make zZ OSMF use PDUU instead FTP.
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Figure 11-31.

To use PDUU instead of FTP, complete the following steps:

1. Click ZZOSMF Settings — FTP Servers. The FTP Servers pane opens, as shown in

] R
I“! IBM z/0S Management Facility Welcome tobias ~ | (3) v
Welcome ‘Welcome
Motifications
Workflow Editor
Workflows FTP Servers
* Cloud Provisioning Act
ions ~
» Configuration
P 3
» Consoles J» Nofilter applied
» .Jobs and Resources S| Hame Activity Host Path Hame Port Number Descr|
» Links Fiter Fiter Fiter Filter Fiter Fiter
+ Performance fip.ap.ecurep.ibm.com Hoibmimys
»
Problem Determination ] Bi-ap-tivol fip.ap.ecurep.ibm.com Ioibmtivol
» Software
[C] BM-ecurep-mvs fip. ecurep.ibm.com Hoibmimys
» Sysplex
b 7/0S Classic Interfaces [ BM-ecurep-mvs-POUU fip.ecurep.ibm.com Ioibmimys 2
* ZOSMF Administration [ BM-ecurep-mvs-sip sfip.ecurep.bm.com hobommys
~ ZIOSMF Settings
[ Bn-ecurep-tivon fip.ecurep.ibm.com Hobmitivol
FTP Servers
General Settings [ Bt-ecurep-tivol-stp sftp.gcurep.bm.com Iroibmitivol
Notification Settings [ Bhtestease-ms testcase.boulder.iom.com Troibmimes
SDSF Seftings. [] BM-testcase-mvs-sfip testcase.boulder.ibm.com Hoibmimys
Systems
¥ [ Bit-tesicase-tivol tesicase boulderibm.com Ioibmtivol
Refresh [ BM-testease-tivoli-sttp testcase.boulderibm.com Itoibmitivol
Figure 11-31 FTP Servers
2. To add an FTP server, click Actions — Add, as shown in Figure 11-32.
Welcome Incident Log FTP Servers
Help
FTP Servers
Actions ~ !
[ Activity Host Path Hame Port Humber Description
Filter Filter Fiter Filter Filter
ftp.ap.ecurep.ibm.com Moibm/mvs.
Add. ftp.ap ecurep.ibm com Hoibmitivoli
FTP Profiles ;
( fip.ecurep.ibm.com Hoibmimys
] SelectAll
sftp.ecurep.ibm.com foibm/mvs.
Deselect All precurep.
[ Configure Columns... ftp.ecurep.ibm.com Moibm/tivoli
i Hide Filter Row sfip.ecurep.ibm.com Roibmtivol
L, e L 3 testcase.boulder.ibm.com Hoibm/mvs
El IBl-testcase-mvs-sfip testcase.boulder.ibm.com foibm/mvs.
[ Bu-testease-tivoli testcase boulder.ibm.com Hoibm/tivoli
El IBM-testcase-tivoli-sftp testcase.boulder.ibm.com Hoibm/tivoli

Figure 11-32 Adding FTP Servers
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The Add FTP server window opens, as shown in Figure 11-33.

Welcome Incident Log FTP Servers

FTP Servers » Add

Help
Add FTP Server
# FTP server name: Transfer method:
L o e
SFTP (openS3H based secure FTP)
Hast | z/0S Problem Documentation Upload Utility (Parallel FTP with optional encryption)

| ! |
Port number {must be between: 1-65535):
21 =

FTP profile:

Use the default profile. Currently, the default FTP profile is Mo Firewall or Proxy.
Use the selected profile.

- Select...

v LUse anonymous user D and password.

Description:

0K Cancel

Figure 11-33 Add FTP Server window

3. We want to send data to IBM-ecurep-mvs (IBM Enhanced Customer Data Repository is a
secure and fully supported data repository with problem determination tools and functions)
by using PDUU. The data can be sent by using one of the following methods:

— Modify IBM-ecurep-mvs to use PDUU as the transfer method.

— Create a server with a host, path, and port similar to IBM-ecurep-MVS with PDDU as
the transfer method.

In our example, because we do not want to change the defaults, we add an entry, as
shown in Figure 11-33.
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When the z/OS Problem Documentation Update Utility is selected as the transfer method,
more information must be entered, such as work data set prefix, work data set size, data
class and storage class for the work data set, and the number of parallel FTP sessions
that are required. We use the default information that is shown in Figure 11-34 on

page 268 and click OK.

Welcome Incident Log FTP Servers
FTP Servers » Add Help
Add FTP Server
# FTP server name: Transfer method:
IBM-gcurep-mvs-POUL | O FTP

(C) SFTP (openSSH based secure FTP)

. )
- OS Problem Documentation Upload Utility (Parallel FTP with optional encryption)
ftp.ecurep.iom.com

o .
= | TOBIAS. ZOSMF |
| foibmimys |

= Work data set size (MBY

Port number (must be between: 1-65535): | 100 : |
21 =
Work data set data class:

FTP profile:
(@ Use the default profile. Currently, the default FTP profile is No Firewall or Proxy.

(7) Usethe selected profile. ¥
- Select...

= MNumber of FTP sessions:

v Use anonymous user|D and password. 5 N |
Description:
OK Cancel

Figure 11-34 PDUU

Now, the FTP server is added, as shown in Figure 11-35.

1+ Nofilter applied

D Hame Activity Host Path Name Port Number Description
Filter Filter Filter Filter Filter Fiter

|:| BM-ap-mvs ftp.ap.ecurep.ibm.com Mtoibm/mvs

D BM-ap-tiveli ftp.ap.ecurep.ibm.com Moibmitivoli

D [BM-ecurep-mys ftp.ecurep.ibm.com Moibm/mys.

v BM-ecurep-mvs-PDUL ftp.ecurep.ibm.com ftoibm/mvs 21

|:| BM-ecurep-mvs-sftp sftp.ecurep.ibm.com Mtoibm/mvs

Figure 11-35 FTP Servers list
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4. To send data by using PDUU, start the Send Diagnostic Data wizard and follow the same
steps that were described in “Send Diagnostic Data Welcome window” on page 244 with

the following differences:

a. Inthe Select FTP Server pane, select IBM-ecurep-mvs-PDUU, as shown in
Figure 11-36. Click Next.

Send Diagnostic Data

Welcome Select FTP Server
Select FTP Server
Specify Security Seftings
Select FTP Profile
Define Job Settings
Review FTP Information
Actions ~

3% Nofilter applied

Name Activity Host
Fitter Fitter Fitter
) 1BM-ap-mvs ftp.ap.ecurep.ibm.com
(C) IBM-ap-tivoli ftp.ap.ecurep.ibm.com
__‘. IBM-ecurep-mvs ftp.ecurep.ibm.com
| IBM-ecurep-mvs-POUL ftp.ecurep.ibm.com
I (0) BM-ecurep-mvs-sftp sftp.ecurep.ibm.com
(7) 1BM-ecurep-tivol ftp.ecurep.ibm.com
(7) 1BM-ecurep-tivoli-sftp sftp.ecurep.ibm.com
(7)) IBM-testcase-mvs testcase.boulder.ibm.com
.j::_‘_. [BM-testcaze-mvs-sfip testcase.boulder.ibm.com
(7) IBM-testcase-tivoli testcase.boulder.ibm.com
.j::_‘_. IBM-testcase-tivoli-zftp testcase.boulder.ibm.com
4
Total: 12 Selected: 1
Refresh Lastrefresh: Aug 14, 2017, 4:56:46 PM local time (Aug 14, 2017, 8:56:46 PM GMT)

Selectthe FTP server to which you want to send the diagnostic data files.

Path Name
Fitter

ftoibm/mvs

ftoibmitivoli

ftoibm/mvs

ftoibm/mvs

ftoibmimvs

ftoibmitivoli

ftoibmitivoli

ftoibm/mvs

ftoibm/mvs

ftoibmitivoli

ftoibmitivoli

m

Figure 11-36 New FTP server name - IBM-ecurep-mvs-PDUU

Chapter 11. Problem determination monitoring by using the IBM z/OS Management Facility Incident Log task

269



b. In the Specify Security Settings pane, enter the cipher key to be used if you want
PDUU to perform encryption, as shown Figure 11-37. Click Next.

Note: If you are using a cipher key to encrypt the data, add the key to the PMR so
that IBM can decrypt it.

Welcome Incident Log FTP Servers

Incident Log » Send Diagnostic Data

Send Diagnostic Data

Welcome Specify Security Settings

Select FTP Server Ifthe FTP server requires logging in with a user ID and password, select Specify a user [D and password to enter these val
transmissions to IBM, enter a cipher key to encrypt the data and add the key to the PMR so that IBM can decrypt it. For UNIX
parallel FTP are not supported.

Specify Security Settings
Select FTP Profile

Define Job Settings S
Review FTP Information (@ Use anonymous user ID and password

(7) Specify a user ID and password

Cipher key:

Figure 11-37 Symmetric cipher key or password
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c. The files that are arriving and then updating our PMR are shown in Figure 11-38. If you
examine the figure closely, four files arrived at IBM Support for every data set we sent;
that is, each data set was broken in to four parts and transmitted in parallel. As shown
in Figure 11-34 on page 268, we specified the number of parallel transmissions as 3
(as 0 means one transmission; therefore, 3 means four transmissions), so four files
arrived at IBM Support.

-CDDR9 PMRUPDATE RS4 -5655528SM -L203/------- P4S4-13/06/12-14:41 -AT
Multiple file transfer
87109.055.866.ERROR.SC81.2013.06.10T19.01.50.937Z.T56503 .MTFTP
received:
Directory: /ecurep/pmr/8/7/87109,055,866/mtftp03
4 files total size: 32768 bytes
-CDDR9 PMRUPDATE RS4 -5655528SM -L29C/NZE -P4S4-13/06/12-14:41 SCG
-CDDR9 PMRUPDATE RS4 -5655528SM -1203/------- P4S4-13/06/12-14:41 -AT
Multiple file transfer
87109.055.866.USER.SC81.2013.06.10T19.01.50.937Z.756062.MTFTP received:
Directory: /ecurep/pmr/8/7/87109,055,866/mtftp02
4 files total size: 145678336 bytes
-CDDR4 PMRUPDATE RS4  -5655528SM  -1203/------- P4S4-13/06/12-14:44 -AT
Multiple file transfer
87109.055.866.0PERATIONS.SC81.2013.06.10T19.01.50.937Z.T565AE.MTFTP
received:
Directory: /ecurep/pmr/8/7/87109,055,866/mtftp0l
4 files total size: 32768 bytes

Figure 11-38 Files arriving by using PDUU

11.2.7 Secure transmission

Secure FTP can secure a transmission. Secure FTP requires some setup to be done in the
z/OS system. For more information about how to set up secure FTP for a client, see
Appendix C, “Secure FTP using Application Transparent Transport Layer Security” on
page 559.

This section describes how to create FTP profiles in zZOSMF that can be used for secure FTP.
In our examples, SC80 is the secure FTP client and SC75 is the secure FTP server, and we
send data from SC80 to SC74 securely.
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Creating an FTP profile in zZOSMF for secure FTP client
To create an FTP profile in zZOSMF for a secure FTP client, complete the following steps:

1. From Incident Log window, click Actions — FTP Profiles, as shown in Figure 11-39.

Incident Log

clions ~
SetTracking ID...
Set Problem Number...

I Add Notes... n Date
past |
Delete Incident...

[ Send Diagnostic Data... [EBSPHERE Z/0S, COMPID=5655/3500, ID=MODIFY Aug 4
[COUMP COMKMAND
View Diagnostic Details

| FTP Job Status IDRESS SPACE DUMP Aug 3

[ OGGER, COMPID=57525CLOG ISSUER=[XGR1REC MODULI Aug
Search for Matching Sernvice

[ ), ERRMOD=IEEMBE30, RECVYMOD=IEEMBE30 Aug
Create Incident...

[ . 55-28502,ISSUER=IGX00027. SDUMP FROM THE TSO Aug
Search for Service

I SVC

FTP Servers

[E £4 COMPID=SCCEA ISSUER=CEANMIREC MODULE=CEAWI Aug

FTP Profiles

[ | Select All EA COMPID=SCCEA ISSUER=CEAMIREC MODULE=CEAWIF Aug

I Deselect All CF,COMPID=5752SCXCF ISSUER=IXCMZREC MODULE=IXC  Jul 27
Configure Columns...
Hide Filter Row

Figure 11-39 FTP Profiles menu

The FTP Profiles window opens, as shown in Figure 11-40.

Incident Log » FTP Profiles
FTP Profiles

Actions =

I+ Nofilter applied

+*

D Name Type Activity Firewall Host Firewall User 1D
Fitter Fitter Fitter Fitter Fitter
|:| Mo Firewall or Proxy (default FTP) FTP

D Mo SSH Proxy Command (default SFTP) SFTP

Figure 11-40 FTP Profiles window
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2. Click Actions — Add, as shown in Figure 11-41.

Welcome Incident Log

Incident Log » FTP Profiles

FTP Profiles
éActions =
[ Type Activity
Filter Filter
| R i AL
[ [ selectal it SFTP) | SFTP
Deselect All

Configure Columns...
Hide Filter Row

Firewall Host
Fitter

Fin
Fit

Figure 11-41 Add FTP profiles

The Add FTP Profile window opens, as shown in Figure 11-42.

Welcome Incident Log

Incident Log » FTP Profiles » Add
Add FTP Profile

= Profile name:

| |=

Profile type:
@ FTP () SFTP

D Make this profile the default FTP profile.

D Specify the firewall or proxy server settings

Use an FTR.DATA file

= FTR.DATA file name:

I| o

[[] Use a TCPIP.DATA file

0K Cancel

Figure 11-42 Add FTP Profile window
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3. In this example, we enter SECTFTP as the profile name and specify the FTP.DATA file that we
created specifically for secure FTP client, as shown in Figure 11-43. Then, we click OK.

Welcome Incident Log

Incident Log » FTP Profiles » Modify
Modify SECFTP

= Profile name:
| SECFTP

Profile type:

@ FTP () SFTP
[] Make this profile the default FTP profile.
[T] Specify the firewall or proxy server seftings

v/| Use an FTP.DATA file

& FTR.DATA file name:
8YS1.TCPPARMS(SECFTP)

[] Use a TCPIPDATAfile

0K Cancel

Figure 11-43 Completed Add FTP Profile window

After the profile is added, the FTP Profiles window looks as shown in Figure 11-44.

Welcome Incident Log

Incident Log » FTP Profiles

= Nofilter applied

|:| Name Type Activity Firewall Host Firewall Use
Fitter Fitter Fitter Filter Fitter
|:| No Firewsall or Proxy (default FTP) FTP

|:| No SSH Proxy Command (default SFTP) SFTP

V| SECFTP FTP

Figure 11-44 Successfully added FTP profile
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Starting profiles of a secure FTP client

To send data by using a secure FTP client, start the Send Diagnostic Data wizard and follow
the same steps that were described earlier for standard FTP in 11.2.3, “Send Diagnostic Data

wizard” on page 244 with the following differences:

1. In our example, we want to send data to WTSC74; therefore, select WTSC74, as shown in
Figure 11-45. Click Next.

Send Diagnostic Data

Welcome

Select FTP Server
Specify Security Settings
Select FTP Profile
Define Job Settings

Review FTP Information

Select FTP Server

Selectthe FTP server to which you want to send the diagnostic data files

Actions =

i= Nofilter applied

Hame Activity Host Path Hame|

Fitter Filter Fitter Filter
_wonEapeivon (R e Pl ST O
':Z' IBM-gcurep-mys ftp.ecurep.ibm.com foibmimys
l_:_] IBM-ecurep-mve-POUU ftp.ecurep.ibm.com Hoibmimve
(C) 1BM-gcurep-mvs-sftp sftp.ecurep.ibm.com ftolbmimys
':Z' IBM-gcurep-tivoli ftp.ecurep.ibm.com Hoibmitivol
|:'| IBM-ecurep-tivoli-zftp sftp.ecurep.ibm.com ftoibmitivol
'i' IEM-testcase-mvs tesicase.boulder.ibm.com ftoibmimvs
':' IBM-testcase-mve-sftp testcase. boulderibm.com Hfoibmimve
(C) 1BM-testcase-tivoli testcase. boulderibm.com ftoibmitivol
':Z' IBM-testease-tivoli-sftp testcase.boulderibm.com foibmitivol
@ wiscao 1012511 lultobias

Figure 11-45 Select FTP Server
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2. In the Select FTP Profile pane, select SECFTP from the drop-down list, as shown

Figure 11-46.

Send Diagnostic Data

Welcome

Select FTP Server
Specify Security Settings
Select FTP Profile
Define Job Seftings

Review FTP Information

Select FTP Profile

Selectthe profile that specifies the settings required to transfer data across your g
profile.

= FTP profile:

| SECFTP| ‘ - | Select..

Figure 11-46 Select SECFTP FTP profile
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The job login SC80 shows that the data is transferred in a secure manner, as shown in
Figure 11-47.

EZA17361 FTP (EXIT=30

EZY2640I Using dd:SYSFTPD=SYS1.TCPPARMS(SECFTP) for local site configuration
parameters.

EZA14501 IBM FTP CS V2R3

EZA14661 FTP: using TCPIP

EZA17721 FTP: EXIT has been set.

EZA14561 Connect to ?

EZA15541 Connecting to: 10.12.5.11 port: 21.

220-FTPMVS1 IBM FTP CS V2R3 at WTSC80.CPOLAB.IBM.COM, 14:13:13 on
2017-08-15.

220 Connection will close if idle for more than 5 minutes.
EZA1701I >>> AUTH TLS

234 Security environment established - ready for negotiation
EZA2895I Authentication negotiation succeeded

EZA17011 >>> PBSZ 0

200 Protection buffer size accepted

EZA17011 >>> PROT P

200 Data connection protection set to private

EZA2906I Data connection protection is private

Figure 11-47 Secure FTP job log

11.2.8 Managing incident and diagnostic data

Incident and diagnostic data can use many system resources (such as DASD space and
logstream slots) if incidents are not periodically deleted. To delete incidents, you can use the
ceatool command-line interface (CLI) or the Incident Log task in zZOSMF.

ceatool program

The ceatool program is a CLI utility that you can use to send requests to the zZOS common
event adapter (CEA) component. By using this utility, you can manage the incidents that were
created for the zZOSMF Incident Log task. Specifically, you can use a z/OS UNIX System
Services shell, a JCL job, or a cron job to delete incidents and the associated diagnostic data.
The following diagnostic data can be deleted:

» Errorlog
» Error log summary

» Operations log

» Entry for the dump in the sysplex dump directory

» SVC dump (optional)

Note: The utility deletes only incidents that are not associated with a problem number or
tracking ID. These incidents are referred to as inactive incidents. The utility ignores all
active incidents. To delete active incidents, use the Delete Incident action that is provided
by the Incident Log task.

You can delete incident and diagnostic data by running ceatool with the -d options, as shown

by the following command:

ceatool -d retpd=<no of days>
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The retpd parameter is a mandatory parameter that specifies the number of days an incident
must be kept before it can be deleted. The value for number of days can be any whole
number 0 - 9999.

To delete all inactive incidents, use a retention period of zero (retpd=0), as shown in the
following command:
ceatool -d retpd=0

Deleting incidents by using the Incident Log task

To delete one or more incidents, go to the Incident Log window, select the incidents, and click
Actions — Delete Incident, as shown in Figure 11-48.

Welcome Incident Log
Help
Incident Log
Actions ~
Set Tracking ID... i
SetProblem Mumber...
[ Add Motes... n Date and Time (GMT) Sysplex System Problem Number Tracking
| i past "20 days” Filter Filter Filter Filter
Delete Incident
[ Send Diagnostic Data [EBSPHERE Z/03, COMPID=585513500, ID=MODIFY Aug 4, 2017, 7-45:53 Pl WTSCPLXS = SCED

[COUMP COMMAND
View Diagnostic Details

i FTP Job Status JDRESS SPACE DUMP Aug 3, 2017, 7:01:05 PM WTSCPLXE  5C80 87109,055,866
[ DGGER,COMPID=5T525CLOG, ISSUER=IGR1REC MODULI Aug 1, 2017, 8:57:54 PM WTSCPLXS 5Ca0

Search for Matching Service
[ |, ERRMOD=IEEMB&30, RECWMOD=EEMB330 Aug 1, 2017, 8:43:45 P WTSCPLX8 5Ca0

Create Incident...
[ . §5-28502,ISSUER=IGX000Z7. SDUMP FROM THE TSO Aug 1, Z017, 8:43:44 P WTSCPLXE SCe0
Search for Service SVC

FTP Servers

i EA COMPID=SCCEA, ISSUER=CEAMIREC, MODULE=CEAWE Aug 1, 2017, 6:37:25 PM WTSCPLXS = SCBD
FTP Profiles

[ = selectan EA,COMPID=SCCEA,ISSUER=CEAMIREC, MODULE=CEAWI Aug 1, 2017, 6:34:06 PM WTSCPLXB  SC80

( Deselect All CF COMPID=57525CXCF, ISSUER=IXCM2REC, MODULE=IXC  Jul 27, 2017, 10:45:04 P WTSCPLX8 | SCB1

Configure Columns.

Hide Filter Row

Figure 11-48 Delete Incident log
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A window opens and prompts you to confirm the deletion, as shown in Figure 11-49.
Click OK.

Incident Log

Actions

8 of 8 ifems shown.

| You are aboutto delste the selected incidents and all
associated information. Do you want to continue?

Selected incidents

Incident Type Date and Time (GMT) Description

User Initiated  Aug 3, 2017, 7.01:06 PM  MASTER ADDRESS 8
< n 3

IZUP835W OK Cancel

Figure 11-49 Incident Log deletion confirmation

11.2.9 Summary

Our data was sent to IBM and loaded in to the FTP server ecurep.ibm.com. The PMR record
also was updated.

Before z/ OSMF, this process required several manual steps, and the skill to find the correct
log files, build and run jobs to rename, and terse and FTP the data sets to the
target destinations.

After the incident is resolved, you can delete the incident by using the zZOSMF Incident Log
task, which instructs the CEA to delete all the data (dump and all diagnostic snapshots) that
were created by CEA for that incident.

With zZOSMF, we achieved these tasks with only a few mouse clicks.
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11.3 Incident Log data sets

This section describes how to view the data sets that are associated with an incident. This
topic is purely informational, and the knowledge that is presented here is not required to use
the Incident Log.

An incident often includes four files that are associated with it. A breakdown of the files is
listed in Table 11-2.

Table 11-2 Incident Log files

Data type Data set type Notes

SVC Dump Sequential This dump is the actual
supervisor call dump for the
incident.

Error Log Logstream data set, or A snapshot of LOGREC that is
sequential if logstream is not based on the capture range that
used is specified in CEAPRMOO.

Operations Log Logstream data set, or A snapshot of OPERLOG that
sequential if logstream is not is based on the capture range
used that is specified in CEAPRMO00.

Error Log Summary Sequential LOGREC overview.

Example

In this example incident, the data that is in Table 11-3 is collected.

Table 11-3 Incident Log files example

Type Data name

SVC Dump DUMP.D101013.H20.SC74.#MASTER#.S00008
Error Log CEA.L00.C6B95C3B.LOC5D8AC

Operations Log CEA.000.C6B95C3B.LOC5D8AC

Error Log Summary CEA.S00.C6B95C3B.LOC5D8AC.X00.VEW
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12

Software Management

This chapter introduces the IBM z/OS Management Facility (zZOSMF) task that is known as
Software Management. This chapter describes how to set up this task, and provides
guidance about how to use it.

It is assumed that the reader is familiar with z/OS and z/OSMF, and has a functional
understanding of SMP/E.
This chapter includes the following topics:

» 12.1, “Terminology” on page 274
» 12.2, “Introduction” on page 275
» 12.3, “Using Software Management” on page 282
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12.1 Terminology

Throughout this chapter, the following terminology is used:

Category

Deployment

End of service

Feature

Local deployment

Primary system

Primary z/OSMF instance

Product

Product information file

Product set

Remote deployment

Secondary system
Secondary z/OSMF instance

Software deployment

Software instance

IBM z/OS Management Facility V2R3

A label that is used to organize and group software
instances and deployments. You can define as many
categories as you need to organize the software instances
and deployments for your enterprise.

A checklist that guides you through the software
deployment process, and the object in which zZOSMF
stores your input and any output that is generated for each
step in the checklist. You can use a deployment to deploy
one software instance on to one system at a time.

The last date on which the vendor delivers standard
support services for a version or release of the product.

A function that is defined to SMP/E by using a
++FEATURE statement.

The deployment of software to DASD volumes that are
shared within the same sysplex where the primary system
is stored.

A z/OS system that hosts the primary zZ OSMF instance.

A z/OSMF instance to which your web browser is
connected.

A program or application that is defined to SMP/E by using
a ++PRODUCT statement.

A file that contains product information, such as the
product announce date, general availability date, and end
of service date. zZOSMF displays data from product
information files in several views and reports in the
Software Management task. For more information, see the
Help topic “About product information files”.

The operating systems, subsystems, or products that
should be installed, maintained, migrated, and deployed as
a group.

Deployment of software to DASD volumes that are
accessible to a sysplex where the primary system does not
reside.

Any system that is not the primary system.

Any z/OSMF instance to which your web browser is not
connected. These instances can be used for remote
deployment and accessing remote software instances.

The process of making software available to be used on a
system by users and other programs.

A collection of installed software that is described by one
or more SMP/E TARGET and DLIB zone pairs that are
defined under a single GLOBAL zone, related libraries, and
any other data sets that are associated with the software. It
is a deployable unit of SMP/E installed software.



Source software instance A software instance that is cloned during a deployment.
The input of the software deployment process.

System A z/OS system that hosts a zZOSMF instance. A zZOSMF
host system that can access the volumes and data sets
where a software instance is stored.

Target software instance A software instance that is created as a result of a
deployment. The output of the software deployment
process.

z/OSMF host system A z/OS system where a z/ OSMF instance is running.

12.2 Introduction

Software Management is a task that is provided by the z/OS Management Facility Software
Deployment plug-in. System programmers can use Software Management to deploy software
to the z/OS systems within the enterprise. Software Management tracks each software
instance as it is created or modified, and maintains a web browser accessible inventory within
z/OSMF. The inventory of software instances can be filtered and sorted, which makes it easy
to find the information that you require.

Software Management enables you to view the product, feature, FMID, PTF, and data set
information that is associated with your installed software. You can also generate reports
about end of service dates, Missing Critical Service, Missing FIXCAT SYSMODs, Software
Instance Comparison, and Software Instance Validation.

Before the introduction of ZZOSMF, sites that have multiple z/OS systems might install and
maintain software on only one system, then copy (or clone) the software to deploy on other
systems within the enterprise as a means of reducing workload. In such an environment, it is
likely that some process and tools are developed to manage this task.

12.2.1 Software Management topology

Software Management can deploy software from any system to any system in the enterprise.
Although it is possible to log in to zZOSMF on multiple systems in the enterprise and start
software deployments from each one, this process is not recommended. Doing so results in
multiple independent Software Management configurations, each containing unique
information for only subsets of the total enterprise.

Instead, choose one system in the enterprise to be the primary system from which all
deployments are started. The source or target software instances do not need to be on the
primary system.

The z/OSMF on the primary system is the primary ZZOSMF instance for Software
Management. All deployments from any system to any system should be started from the
primary z OSMF instance, which results in a centralized inventory of all software instances
and software deployments throughout the entire enterprise.
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The target software instances that you work with depend on the configuration of your
systems. Systems that do not share DASD with the primary system are the target of remote
deployments. Systems that do share DASD with the primary system can be local or remote
deployments, depending on the configuration. If all the required resources are shared (such
as DASD volumes, SMS pools, and catalogs), a local deployment should suffice. Otherwise, a
remote deployment might be required.

12.2.2 Naming conventions

276

To use Software Management, data must be entered in to the task through the web browser
interface to describe the software that is eligible for deployment. Some data has pre-existing
names (such as an SMP/E GLOBAL CSI data set); therefore, it is a matter of pasting the
name into the correct field in the Software Management task. However, other data includes no
pre-existing name, and so must be created.

As you enter data, you are prompted to assign names for software instances, deployments,
and categories. Some initial consideration should be given to a convention for assigning these
names.

Do not be too concerned about being locked into a naming convention that you discover is
unwieldy as the volume of data increases. Assigned names can be changed later if you
develop better ideas as your experience with Software Management grows.

Guidance for naming conventions is provided in the following sections.

Software instances

A software instance is a collection of installed software that is described by one or more
SMP/E TARGET and DLIB zone pairs that are defined under a single GLOBAL zone, the
related libraries, and any other data sets that are associated with the software. It is a
deployable unit of SMP/E installed software.

For example, a software instance might be only the IBM DB2 product (represented by a
GLOBAL zone with the DB2 TARGET and DLIB zones linked), or a bundle that consists of
DB2 and one or more related DB2 products (represented by a GLOBAL zone with the DB2
TARGET and DLIB zones that are linked, more TARGET and DLIB zones for related
products). Whatever is defined in a software instance is deployed as a single unit.

If a software instance contains multiple products, those products must all share a GLOBAL
zone. A software instance in Software Management supports only the definition of a single
GLOBAL CSI. If products are connected to different GLOBAL CSls, they cannot be defined in
the same software instance.

A valid software instance name consists of up to 30 non-blank characters, including
alphanumeric characters (A - Z, a - z, and 0 - 9), mathematical symbols (<, >, -, =, |, and ),
punctuation marks (?, !, :, ', ", and /), and special characters ($, _, #, @, and 7).

Use a naming convention for the software instance that suits your environment. Do you want
to identify what products are contained within the instance? Do you want to identify whether it
is a source or target instance? Do you want to identify the purpose of the instance (test,
development, or production)? Do you want to emphasize the date that the instance was
deployed? Do you want to emphasize the system where the instance was deployed?

Choose a naming convention that works best for your organization.
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For our examples in this publication, we chose names that identified the product content, and
differentiated between a source and target instance. For a target instance, we also included
the name of the system where the instance was deployed. For example:

Z0S210_Source z/OS V2.1 source software instance

Z0S210_Target_SC80 z/OS V2.1 target software instance that was deployed to system
SC80

TAD810_Source IBM Tivoli® Asset Discovery for z/OS V8.1 source software
instance

TAD810_Target_SC74 Tivoli Asset Discovery for z/OS V8.1 target software instance that
was deployed to system SC74

Deployments

A deployment is a checklist that guides you through the software deployment process, and the
object in which zZOSMF stores your input and any output that is generated for each step in the
checklist. You can use a deployment to deploy one software instance on to one system at a
time.

A valid deployment name can contain up to 30 non-blank characters, including alphanumeric
characters (A - Z, a - z, and 0 - 9), mathematical symbols (<, >, -, =, |, and \), punctuation
marks (?, !, :, ', ", and /), and special characters ($, _, #, @, and /). Deployment names are
not case-sensitive; for example, DB2V12R1S_S2 and DB2v12r1s_s2 are the same
deployment.

Use a naming convention for deployment that suits your environment. Do you want to identify
what products are contained within the deployment? Do you want to emphasize the system
where the instance is being deployed? Any naming convention can be used; the choice is
yours.

For our examples in this publication, we chose names that identified the product content, the
word “Deployment”, the system name of the target instance, and an incremental number.
For example:

Z0S210_Deployment_SC80_01 z/OS V2.1 deployed to system SC80 for the first time

TAD810_Deployment_SC74_01 Tivoli Asset Discovery V8.1 that is deployed to system
SC74 for the first time

Categories

A category is a label that is used to organize and group software instances and deployments.
You can define as many categories as you need to organize the software instances and
deployments for your enterprise.

Categories are used to group related elements in Software Management, such as related
software instances and related deployments. A category can be used as a filter in the
Software Management windows to focus on a particular point of interest.

A category can also be associated with RACF profiles to control Software Management user
access to those points of interest. For example, you might have a category that is named
“DB2” that you associate with all the software instances and deployments of DB2. You might
also set up some RACF profiles so that only DB2 system programmers can access those
software instances and deployments.
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A software instance or deployment can be associated with multiple categories. If RACF
profiles are associated with those categories, a user must have authorization to all categories
to access those software instances or deployments. For example, you might have categories
“DB2”, “Production”, and “Test”. With these categories, it is possible to control which system
programmers can access Production DB2 software instances versus Test DB2 software
instances.

A valid category name can contain up to 30 non-blank characters, including alphanumeric
characters (A - Z, a - z, and 0 - 9), mathematical symbols (<, >, -, =, |, and \), punctuation
marks (?,!,:, ', ", and /), and special characters ($, _, #, @, and /). Category names are not
case-sensitive; for example, DB2TEST and DB2Test are the same category. You cannot

create a category that is called NOCATEGORY because this name is a reserved name.

You should use a naming convention for categories that suits your environment. Do you want
to identify software instances and deployments by system programming discipline (such as
z/OS, IBM CICS, DB2, IBM IMS, and IBM WebSphere MQ)? Do you want to identify software
instances or deployments by vendor (such as IBM, CA, and BMC)? Do you want to identify
software instances or deployments by lifecycle state (such as Production or Test)? Do you
want to identify software instances or deployments by location (such as Northern Data Center
or Southern Data Center)?

For our examples in this publication, we chose names that identified SMP/E SREL and
vendor. For software instances, we also had categories for source and target, as shown in the
following example:

2038 SMP/E SREL=Z038 (MVS related software)
IBM IBM vendor

Source Source software instance

Target Target software instance

IBM z/OS Management Facility V2R3



12.2.3 Systems

Software Management requires systems to be predefined when you create a software
instance or a deployment (local and remote). Software Management does not have its own
system definitions; instead, it uses the system definitions from the Systems pane in the
z/OSMF Settings window, as shown in Figure 12-1.

Welcome Welcome Software Manage Systems
Notifications
Workflow Editor He
Workflows Systems
» Cloud Provisioning
View systems by: -
» Configuration Sysplex
b ErEr= Actions ' |Tan|awevu'Trae
+ Jobs and Resources e
5 . -
v Links 3=+  Nofilter applied
* Performance SysplexiSystem Name Nickname Description Z/OSMF Host System Groups URL
N [] Fiter Filter Filter Fitter Filter Fitter
+ Problem Determination =]
= Software —
[ [-jwrscrxa
Software Management
b Sysplex O SCB1 5C81 SCB0 IYUCLOUD hitps:/#10.12.5.11:2443/z0smil
b USRI |j SCeo SCE0 SCeo UCLOUD hitps://10.12.5.11:2443/zosmil
+ ZOSMF Administration
41 M A
- ZIOSMF Settings 0 mwrscexy
FTP Servers |j SC74 hitps:/wisc74.itso.ibm.comE111/zosmf
General Settings
Motification Settings
SDSF Settings
Refresh
Figure 12-1 z/OSMF Settings - Systems pane
Systems SC74, SC80, and SC81 that are shown in Figure 12-1 represent systems in two
different sysplexes.
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12.2.4 FTP servers

Software Management requires FTP servers to be predefined if remote deployments are
intended. Software Management does not have its own FTP server definitions; instead, it
uses the FTP server definitions in the FTP Servers pane in the zZ OSMF Settings window, as
shown in Figure 12-2.

BT .
I\.‘II\.‘ IBM z/OS Management Facility Welcome tobias + | (&) ~
Welcome Welcome FTP Servers

Notifications

Waorkflow Editor

Workflows FTP Servers

Cloud Provisioning

Actions =
Configuration

= Nofilter applied

3
»
» Consoles
» Jobs and Resources 0 Name Activity Host Path Hame Port Number Description
b PTE — Filter Filter Filter Filter Filter Filter
» Performance [ Bm-ap-mvs ftp.ap.ecurep.ibm com ftoibmimys
» Problem Determination ™

|_‘ IBM-ap-tivoli ftp.ap.ecurep.ibm.com Hoibmitiveli
~ Software -

|_‘ BM-gcurep-mvs ftp.ecurep.ibm com Aoibm/mvs

Software Management
¥ Sysplex Ij IBM-ecurep-mvs-POUL ftp.ecurep.ibm.com Hoibm/mvs. 21
» 705 Classic Interfaces [ BM-ecurep-mvs-sfip sftp.ecurep.ibm.com foibm/mys.
»  ZIOSMF Administration — . ) -
4 |_‘ IBM-gcurep-tivol ftp.ecurep.ibm com Aoibmitivoli

4

ZIOSMF Settings

] BM-ecurep-tivoli-st sftp.ecurep.ibm.com foibmitiveli
FIP Servers = Frielste precuren
General Settings |j IBM-testcase-mvs testcase boulder.ibm.com foibmimys.
Motification Settings [] BM-testcase-mvs-sftp testcase.boulder.ibm.com foibmimyvs
SDSF Settings — - i it

|_‘ [Bl-testcase-tivoli testcase. boulderibm.com ftoibmitivoli
8ystems -

|_‘ Bl-testcase-tivoli-afip testcase boulderibm.com Aoibmitivoli

Refresh
| wisc74.itso.ibm.com ftmp 21

Figure 12-2 z/OSMF Settings - FTP Servers pane

System SC80 that is shown in Figure 12-2 represents a system in a different sysplex.

To add an FTP server definition, click Actions and select Add, as shown in Figure 12-3.

FTP Servers

Actions ~ |
[
[
[ Add.

[ FTP Profiles
V| Selact All

[ Deselect All

[ Configure Columns...

[ Hide Filter Row

=G ST S =1 U3 T

Figure 12-3 Add an FTP server
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A window in which you enter the FTP server information opens, as shown in Figure 12-4.

Welcome FTP Servers

FTP Servers » Add
Add FTP Server

= FTP server name
SCE0

* Host:
1012511

= Path name:

Port number (must be between: 1-65535):
21 =

FTP profile
(@) Use the default profile. Currently, the default FTP profile is Na Firewall or Proxy.
() Usethe selected profile

- Select...

w| Use anonymous user ID and password.

Description:

OK Cancel

Transfer method

@ FTP

() SFTP (openSSH based secure FTP)

() 7/OS Problem Documentation Upload Utility (Parallel FTP with optional encryption)

Help

Figure 12-4 Enter FTP server information

FTP servers in zZOSMF can be defined with ports and profiles to suit the policies of your site.

For more information, see 11.2.6, “IBM z/OS Problem Documentation Upload Utility” on

page 265, 11.2.7, “Secure transmission” on page 271, and Appendix C, “Secure FTP using
Application Transparent Transport Layer Security” on page 559.

When you finish entering data, click OK. The z OSMF Settings window displays the FTP

Servers pane, which includes with the new FTP server that was added to the list, as shown in

Figure 12-5.

Welcome FTP Servers
FTP Servers
Actions ~
1+ Nofilter applied
M Name A_ctlwty H_Dst Path Name Port Number
— | Filter Filter Fitter Fitter Fitter
|: IBM-ap-mvs ftp.ap.ecurep.ibm.com ftoibmimvs
|: IBM-ap-tivoli ftp.ap.ecurep.ibm.com ftoibmitiveli
|: IBM-ecurep-mvs ftp.ecurep.ibm.com ftoibmimvs
|: IBM-ecurep-mvs-PDUU ftp.ecurep.ibm.com ftoibmimvs pal
|: IBM-ecurep-mvs-sftp sfip.ecurep.ibm.com ftoibmimvs
1 |: IBM-gcurep-tivoli ftp.ecurep.ibm.com ftoibmdiveli
|: IBM-ecurep-tivoli-sftp sfip.ecurep.ibm.com ftoibmdiveli
|: [BM-testcase-mvs testcase.boulder.iom.com ftoibmimvs
|: IBM-testcase-mvs-sftp testcase.boulder.ibm.com ftoibmimvs
|: IBM-testcase-tivoli testcase.boulder.iom.com ftoibmdiveli
|: IBM-testcase-tivoli-sftp testcase.boulder.ibm.com ftoibmdiveli
|: SCT4 wiscT4 itso.ibm.com ftmp 21
i ‘: SCa0 1012511 ftmp 21

Figure 12-5 z/OSMF Settings - FTP Servers
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12.3 Using Software Management

After your security access to Software Management is established and the systems you
intend to work with is defined to zZOSMF, you can begin using Software Management.

The use of Software Management encompasses the following tasks:

v

Optionally defining categories to be used with software instances and deployments.
Defining preexisting SMP/E data to Software Management as software instances.
Creating reports about software instances.

Creating deployments of software instances to local and remote systems.

vvyy

Software Management is mostly a read only process. It is only when a deployment occurs
that Software Management performs read/write actions, and this process happens only when
you submit generated batch jobs.

If you are not submitting Software Management generated batch jobs, you can be confident
that any SMP/E data that you defined to Software Management is safe from change and not
affected in any way.

Note: When you start using Software Management with your own data, start small and
simple and gradually work up to large and complex. This approach enables you to develop
trust and confidence in how Software Management functions, without data volume and
complexity delaying that process.

12.3.1 Interface overview

The web page interface in zZ OSMF is consistent across all plug-ins. In this section, some
common features that are relevant to Software Management are highlighted.

Navigation

As with all zZOSMF tasks, Software Management operates within a frame of zZOSMF; the
URL does not change. To navigate forward and backward in Software Management, click
buttons within the Software Management frame only. If you accidentally click the browser
forward or backward buttons, you unintentionally exit Software Management.

Select/Deselect All

When you are presented with a table of items, you might want to perform a common action
against all or some of the items. In windows that contain a table of items, the table toolbar
features two buttons, as shown in Figure 12-6.

Figure 12-6 Select/Deselect All buttons

The button on the left (the square with a tick inside) is used to select all items in the table.
After all of the items are selected, you can then go to individual table items and clear them if
you wanted most, but not all, entries selected.

The button on the right (the square with a blank inside) is used to clear all items in the table.
After all of the items are cleared, you can then go to individual table items and select them if
you wanted only a subset of entries selected.
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Actions

In windows that contain a table of items, the table toolbar contains an Actions button. When it
is clicked, it opens a menu, as shown in Figure 12-7.

Actions ¥
Maodify
Wiew
Copy...
Remove...

Mew. .,

| Select all
Deselect All
Configure Columns...
Madify Filters...
Hide Filter Row
Clear Filters
Modify Sort...
Clear Sorts

Figure 12-7 Actions

Because the menu is context-sensitive, it includes different information depending on the
task. To add items to the table, look for an add or new option within the menu.

Switch To

Many of the pages in Software Management include a Switch To button. When it is clicked, it
expands to a fast path menu for switching between the primary tasks of Software
Management, as shown in Figure 12-8.

Switch To: +

Software Instances
Products

Deployments

Figure 12-8 Switch To menu

Help

A z/OSMF user manual is not available. Instead, detailed information about the use of
z/OSMF can be found in the Help menu. Look for the Help link in the upper right corner of all
z/OSMF pages. Alternatively, some windows provide a Help button.

Filtering
The table displays in Software Management include Filter links below most of the column
headings, as shown in Figure 12-9.

Name A&  System Messages Description
Filter Filter Filter Filter

Figure 12-9 Filter links

These filter links are useful when the table display features many rows. You can use the filter
link to reduce the number of visible rows so that only the rows you are interested in can be
seen.
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Clicking the filter link below System (as shown in Figure 12-9 on page 283), opens a selection
page, as shown in Figure 12-10.

Maodify Filters

Match:
all filters Match case

Colurnns: Filters
¥ Mamne -
¥ Systern

Condition: Text:
fcontains -

m

5 Contains
y| Starts with
y Ends with
y|Equals

1D Information Retrie...
¥ Mot equal to

* Modified By
¥ Created (Local) =

QK Cancel Help

Figure 12-10 Filter selection

Multiple columns can be filtered. As shown in Figure 12-10, after you define filter criteria for
the System column, you can click the Name column to add more filter criteria, as shown in
Figure 12-11.

Maodify Filters

Match:
all filters Match case

Colurnns: Filters

¥ Mame: Contains "WAP" Clear «
Condition: Text:
Contains VAP

¥ Systern: Contains "SC7" Clear 3
Condition: Text:
Contains SCT

4 Messages

» Description
* Global Zone CSI
* Product, Feature, and FMID Information Retrie.. -

QK Cancel Help

Figure 12-11 Muiltiple filter selection

After you click OK, the next window opens, as shown in Figure 12-12. The table contains only
rows that match the filter criteria.

W | Actions ¥ |Matc:h: all filters
Name ¥ System
AND Contains "WVAP" AND Contains
wgo
WAP430_Target_SC74 SC74
WAP430_Source_GSD SC74

Figure 12-12 Filter result
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Sorting

The table displays in Software Management can be sorted to suit your preference. The sort
sequence is shown in the table header row. For example, Figure 12-13 shows a table that is
sorted on the Name column, as signified by the black triangle in the upper right corner.

v | Actions ¥
Name @ System
Filter Filter
DTZC10_Source SCT74
DTZC1 0 _Target_SC74 SC74
DTZC1 0 _Target_SCH0 SCE0
Debug_SC74_Ex01 SC74
Debug_SC74_E<01_1 SC74

IBM_Debug_Tool_for_z/0s_y12-1 SC74

QCONNOR_Datasets_Source SC74

QCONNOR_Datasets_Target_SCs0 SCa0

TADSTD_Source_ G50 SC74
TADS1O_Target_SC74 SC74
Test_Instance SCT74
WAP430_Source_GSD SC74

Figure 12-13 Sort sequence of tables

If the triangle is pointing up, as shown in Figure 12-13, it means the sort sequence of that

column is ascending. If the triangle is pointing down, the sort sequence is descending.

To change the sort sequence, click Actions and select Modify Sort, as shown in

Figure 12-14.

v | Actions ¥
Nam & “iew
Filten  Modify
Cpen Deployments
Copy..

—Con Rermoaove...

7052 Maintenance Reports
Add...

WAPY
Zhow Hidden Maintenance Reports
WAPY
| Select all
Test = Deselect All

TADE  cConfigure Columnns...
Taps  Modify Filters...

Hide Filter Row
Clear Filters

Modify Sort...

1BM_ Clear Sorts

QO
QO

Con Retrieve Product, Feature, and FMID Information

3

Figure 12-14 Modify Sort
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A window opens in which you can define the sort criteria, as shown in Figure 12-15.

Maodify Sort

First sort:
Mame Ascending

Second sort:
Ascending

Third sort:
Ascending

QK Clear Sort Cancel Help

Figure 12-15 Modify Sort

As an example, Figure 12-16 shows changing the Name column to be sorted descending.

Modify Sort
First sort:
Marne Ascending -
Second sort: Ascending
Cescending
Third sort:
Ascending

QK Clear Sort Cancel Help

Figure 12-16 Modify Sort

The result of this change is shown in Figure 12-17.

v | Actions ¥
Name @ System
Filter Filter
_Compare_TGTT SC74
_Compare_SRCT SC74
205210 _Source SCa0
WAP430_Target_SC74 SC74
WAP430_Source_GSD SC74
Test_Instance SCT74
TADS1O_Target_SC74 SC74
TADS10_Source_ G50 SC74
QCONMOR_Datasets_Target_SC80 SCE0
QCONNOR_Datasets_Source SC74
IBM_Debug_Tool_for_z/0s_y12-1 SC74
Debug_SC74_Ex01_1 SC74

Figure 12-17 Sort sequence of tables

The inverted triangle that is shown in Figure 12-17 indicates a descending sort sequence.
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12.3.2 Settings

Software Management features a Settings window in which some basic configuration options
can be modified to suit the preferences of each user. To access the Setting window, go to the
Software Management pane and click Settings, as shown in Figure 12-18.

Welcome Welcome % Software Man... >
Mofifications o
Warkilows
+ Configuration Software Management
+ Links Use this task to wiew details about your software inventory, including related products, features, FIMIDs, data sets, deployments, and SYSMODs, Learn mare..,
+ Performance
R——— i Software Instances Define your software to 2/0SMF; deploy software; generate reparts about your software.
+ Problem Determination
Softire Products view a consolidated list of the products included in each software instance.
Software Management Deployments Deploy a software instance, and manage existing deployments
+ ZIOS Classic Interfaces Categories Create new categaries for your software instances and deployments, and manage existing categories.
+ ZIOSMF Administration Settings Select the time zone in which to display date and time data. Indicate whether to display or suppress information messages.
ZIOSMF Settings
FTP Servers
Systems
Refresh

Figure 12-18 Software Management main menu

The Settings window opens, as shown in Figure 12-19.

welcomne 0 Software Man.., X

Software Management b Settings

Settings

Select the time zone to use for date and time data:
Greenwich Mean Time (GMT)
Local {AUS Eastern Standard Time)

Display information messages that notify you that an object was added, modified, or removed:
es

Mo

# Maximum number of rows to display in tables with data about software instances:
750

oK Cancel

Figure 12-19 Software Management settings

You can use the Settings window in Software Management to select the time zone to use
when displaying date and time data to indicate whether to display or suppress information
messages. You also can increase or decrease the number of rows that can be displayed in
tables that contain information about software instances. Consider the following points:

» The local time is determined by the time in the user’'s web browser settings.

» The number of rows to display must be 2 - 10,000; increasing this number might adversely
affect performance.
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12.3.3 Categories

Categories are optional. Although it is not required that software instances and deployments
are associated with categories, this association can be implemented. Categories are
associated with software instances and deployments because of filtering and access control.

As an example, suppose that you have a category that is named DB2 and you associated it
with all DB2-related software instances and deployments. A DB2 system programmer can
select DB2 as a filter within the Categories column in table displays to hide all software
instances and deployments that are not associated with the DB2 category.

Continuing with the DB2 example, security controls can also be associated with the DB2
category so that access to DB2 related software instances and deployments can be restricted
only to DB2 system programmers.

To create a category, go to the Software Management window and select Categories, as
shown in Figure 12-20.

Welcome
Motifications
Winrkflows
+ Configuration
+ Links
+ Performance
+ Problem Determination
- Software
Software Managernent
+ z/0S Classic Interfaces
+ Z/OSMF Administration
- z/QSMF Settings
FTP Servers
Systerns

| Refresh |

Welcorme 30 Software Man.., 3

Help
Software Management

Use this task to view details about your software inventary, including related products, features, FMIDs, data sets, deployments, and SYSMODs. Learn more...

Software Instances Define your software to z/0SMF; deploy software; generate reports sbout your software.
Products Wiew a consolidated list of the products included in each software instance,

Ceployments Ceploy & software instance, and manage existing deployments,
Create new categories for your software instances and deployments, and manage existing categories,

Settings Selact the time zane in which ta display date and time data. Indicate whether to display ar suppress infarmation messages.

Figure 12-20 Software Management main page
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A table of available categories displays, as shown in Figure 12-21.

welcome X Software Man...
Software Management b Categories Help
Categories
] ‘ Actions ¥
Mame 43  Description A1 Activity Last Modified 42 | Modified Locked (Local) Locked
Filter Filter Filter (Local) By Filter Filter
Filter Filter
IEM IBM Software Jun 5, 2013 T:38:33 AM QCONNOR
2038 SREL Z038 Jun 1, 2013 €:19:40 AM QCONNOR
Source Source of deploymernts Jun 5, 2013 10040:52 AM OCONNCR
Target Target of deployments Jun 5, 2013 10041:49 AM OCONNCR
4
¢ I 3
Total: 4, Selected: 0
Refresh | Last refresh: Jul 7, 2013 7:57:17 AM local time (Jul 6, 2013 9:57:17 FM GMT)
Close
Figure 12-21 Categories
To add the category, click Actions and select New, as shown in Figure 12-22.
welcome 0 Software Man...
Software Management b Categories
Categories
v | Actions ¥
Nam  Modify I
Filten  wiew
Copy..
IEM Rermoaove...
2038 Mew...
Sourc. | Select all
Targd Deselect All
| Configure Colurmns...
Modify Filters...
Hide Filter Row
Clear Filters
| Modify Sort...
Clear Sorts
Figure 12-22 Adding a category
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A page for defining the new category opens, as shown in Figure 12-23.

welcomme 20 Software Man.., X

Software Management b Categories Mew Category

New Category

# Mame:
CBz

Description: {maximum 256 characters, currently 0 characters)

oK Reset Cancel

Figure 12-23 Enter category details

Entering a category name is mandatory, but the description field is optional. For more
information about choosing category names, see “Categories” on page 277.

After the category information is entered, click OK to return to the list of categories, as shown
in Figure 12-24.

welcome 0 Software Man..,
Software Management b Categories
Categories

¥ Messages 0 /o @ 1

IZUD1501: Category "DBZ2" was created,

v | Actions ¥
Name 43 | Description A1 | Activity Last Modified A2
Filter Filter Filter (Local)

Filter

Al DB2 E- ---------------------------- 1: Jul 4, 2013 5:22:32 PM
IBM l-Ié;\ﬂ--S-o-‘l":‘.\-'\;a-r-e ----------------- Jun 5, 2013 10:38:33 AM
Z038 SREL 2038 Jun 1, 2013 615040 AM
Source Source of deployments Jun 5, 20713 1004052 AM

| Target Target of deployments Jun 5, 2073 10:47:45 AM

Figure 12-24 Categories

If you want to delete a category later, click Actions and then, Remove.

12.3.4 Software instances

A software instance consists of a GLOBAL zone, with one of more pairs of associated
TARGET and DLIB zones. A software instance can be added by defining a SMP/E
configuration to Software Management, or deploying a software instance, which adds a
software instance.
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Adding a software instance
Complete the following steps to add a software instance:

1. In the Software Management tab, select Software Instances, as shown in Figure 12-25.

Welcome Welcome 3 Software Man.., 30
Motifications Help
Winrkflows
ey it Software Management
+ Links Use this task to view details about your software inventory, including related products, features, FMIDs, data sets, deployments, and SYSMODs. Learn mare...
+ Performance
inati Define your software to 2/0SMF; deploy software; generate reports sbout your software,
+ Problem Determination
o Products Wiew a consolidated list of the products included in each software instance,
Software Management Ceployments Deploy & software instance, and manage existing deployments,
IL05 Claasic I orae Categories Create new categories for your software instances and deployments, and manage existing categories.
+ 2/0SMF Administration Settings Select the time zone in which to display date and time data. Indicate whether to display or suppress information messages.
- z/OSMF Settings
FTFP Serers
Systermns
| Refresh |
Figure 12-25 Software Management main window
A table of software instances displays, as shown in Figure 12-26.
Welcome X Software Man... X
Software Management b Software Instances Help
Software Instances
| Switch To: + |
k] | Actions ¥
Name 4 | System Messages Description Activity Global Zone €SI T
Filter Filter Filter Filter Filter
DTIC10_Source SC74 SMPE.GLOBAL.CE el
DTZIC10_Target_SC74 SC74 SMPE.SC74.DTICT 0.GLOBAL.CEI
DTZC10_Target_SCB0 5C80 SMPE.SCB0.0TICT 0.GLOBAL.CSI
QCONNOR_Datas