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Preface

IBM® System Storage™ N series with Operations Manager software offers comprehensive
monitoring and management for N series enterprise storage and content delivery
environments. Operations Manager is designed to provide alerts, reports, and configuration
tools from a central control point, helping you keep your storage and content delivery
infrastructure in-line with business requirements for high availability and low total cost of
ownership.

We focus especially on Protection Manager, which is designed as an intuitive backup and
replication management software for IBM System Storage N series unified storage
disk-based data protection environments. The application is designed to support data
protection and help increase productivity with automated setup and policy-based
management.

This IBM Redbooks® publication demonstrates how Operation Manager manages IBM
System Storage N series storage from a single view and remotely from anywhere. Operations
Manager can monitor and configure all distributed N series storage systems, N series
gateways, and data management services to increase the availability and accessibility of their
stored and cached data. Operations Manager can monitor the availability and capacity
utilization of all its file systems regardless of where they are physically located. It can also
analyze the performance utilization of its storage and content delivery network. It is available
on Windows®, Linux®, and Solaris™.,

The team that wrote this book

This book was produced by a team of specialists from around the world working at the
International Technical Support Organization, Austin Center.

Alex Osuna is a project leader at the International Technical Support Organization, Tucson
Center. He writes extensively and on all areas of storage. Before joining the ITSO 4 years
ago, Alex worked for the Tivoli® Western Region as a Principal SE in storage. Alex has over
30 years in the IT industry, 28 of them with IBM, mainly focused on storage. He holds
certifications from IBM, Microsoft®, Red Hat®, and the Open Group.

George Lane is an IT Specialist with the IBM Storage and Technology Group (STG). He has
30 years experience in the IT industry. George has been a part of STG for the last 8 years.
His current responsibilities include Worldwide Pre-Sales Technical Support for all of the IBM
storage portfolio. He has co-authored three Redbooks publications dealing with NAS, iSCSI,
and N series.

Naren Rajasingam is a Consulting IT Specialist for IBM. He has 22 years of experience in
the IT industry (9 years with IBM) in the areas of software development, systems
development, network programming, network administration, operating systems
development, technical instruction, consulting on technical issues, IT systems deployment
and support, rapid response, and storage systems. Until recently, he was an IT Infrastructure
Architect for IBM GTS. In his current role, Naren works for the Systems & Technology Group
in IBM as a storage architect and Consulting Systems Engineer.
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diploma in Electronics and Communication.
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Part 1

Introduction and
Operations Manager
core instaliation

In this part, we give a architectural introduction and discuss prerequisites, requirements, and
recommendations, as well as outline the installation and setup for Operations Manager.
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Introduction

In this chapter, we introduce the components that make up IBM System Storage N series and
Operations Manager.

© Copyright IBM Corp. 2009. All rights reserved. 3



Before Operations Manager (Figure 1-1), administrators of enterprise storage and content
delivery networks had to administrate and configure each device individually. This meant
relying on spreadsheets and scripts to track system information and device configuration. In
this scenario, keeping the storage and content delivery infrastructure in line with business
requirements is difficult at best. Common problems include:

» Configuring and collecting data for large, geographically-diverse networks
» No simple way of getting a centralized and global status of all devices

» Configuring and administering each device locally

R (-

Figure 1-1 Before Operations Manager
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Operations Manager overcomes these issues by consolidating all management activities into
a remote and centralized location (see Figure 1-2). This location, known as the DataFabric®
Manager (DFM) server, provides a platform from which you can monitor and administer your
N series storage network. The monitoring capacity of Operations Manager includes a event
log that contains system events, as well as the ability to alert the administrator when specific
types of events occur. On the administration side, Operations Manager provides the ability to
organize N series devices into hierarchal groups for ease of management. Operations
Manager also provides detailed device reporting and usage forecasting. Most importantly,
Operations Manager performs auto discovery of your network and then adds any new devices
to its database.
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Figure 1-2 After Operations Manager
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Operations Manager provides infrastructure services for various applications through the IBM
N series Management Console (see Figure 1-3). Examples of IBM N series Management
Console applications are Performance Advisor, Protection Manager, and Provisioning
Manager (see Figure 1-5 on page 7). The DataFabric Manager Server is the Windows or
Linux system on which Operations Manager is installed. Services running on the DataFabric
Manager Server pass data to the client applications that run in IBM N series Management
Console. Performance Advisor allows viewing of historical and real-time performance data
collected from IBM N series systems.

Performance Advisor

S

DataFabric
Manager
Server

n = _Protection Manager

Host Agi ent

Enterprise
Network

Provisioning Manager

Clustered e i - ¥ :
Storage Systems SAN/iSAN Storage System N series with

NearStore®

Figure 1-3 Operations Manager architecture

Protection Manager simplifies the managing and monitoring of SnapVault® and SnapMirror®
data protection relationships (Figure 1-4 on page 7). Provisioning Manager simplifies and
automates provisioning and managing storage for NAS and SAN access (Figure 1-5 on
page 7). The Operations Manager GUI is the Web-based user interface of Operations
Manager (Figure 1-6 on page 8), from which you can monitor and manage multiple storage
systems and active/active configurations on storage systems. Operations Manager is used for
day-to-day monitoring, alerting, and reporting about storage infrastructure.
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= Users want a holistic view of data
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SnapVault SnapMirror®
SnapVault 3; ‘
| g
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Figure 1-4 Protection Manager
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1.1 Operations Manager Ul

Operations Manager has a Web-based Ul. It is used for day-to-day monitoring, alerting, and
reporting on storage and storage system infrastructure.

1.1.1 Features provided by Operations Manager Ul

The Operations Manager Ul offers the following features:

» Discovery

Monitoring and reporting
Alerting

Management

vYyy

Discovery

You can use the Operations Manager Ul to configure Operations Manager for the discovery of
storage systems, volumes, gtrees, logical unit numbers (LUNSs), disks, and quotas, and then
view the results filtered by RBAC and user-defined grouping.

Monitoring and reporting
You can monitor device or object health, capacity utilization, and performance. You can also
view or export reports with the relevant information and create custom reports.

Alerting

You can configure alerts and thresholds for event management. Operations Manager issues
alerts and Operations Manager generates event reports for monitored systems, volumes, and
gtrees. Operations Manager sends the alerts through e-mail, pager, or by generating SNMP
traps to be sent to other monitoring applications.

Management
Use Operations Manager Ul to perform the following actions:

» Group devices, vFiler units, host agents, volumes, gtrees, and LUNs into meaningful
groups for ease of management. The groups are stored within Operations Manager and
are shared with other applications.

» Configure RBAC settings.

» Define group configuration management templates and apply those templates to one or
more systems.

» Edit volume, gtree, or user quotas.

» Run Data ONTAP® CLI commands simultaneously on multiple systems.
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» Manage host users, user groups, domain users, local users (see Figure 1-7)
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obhal i
Summary T Local UsersT Domain UsersT Usergroups | Roles | Jobs
HLuns
Fnas cluster Report [Summary -
’/!\AR G Host Access Control Objects Summany Push Jobs
esqurce Group Local Users 7 Completed Jobs o
DTLEfCIuster Dotnain Users 5 Pending Jobs 0
Total Users 12
Usergroups 20
Roles 20

Exzpand &I Collapse Al
Current Group:

Group Status Reports
Member Details Reports
Edit Settings

Edit Membership

Celit s il Cnodfianrating

Figure 1-7 QOperations Manager managing users

1.1.2 Tabs provided by Operations Manager Ul

Operations Manager Ul is organized into the following different tabs, each supporting a
different type of administrative task:

» Control Center

» Backup

» Disaster Recovery
» File SRM

Control Center

Allows users to configure and view results for discovery, monitoring, reporting, and alerting for
storage systems. This tab is enabled when the Operations Manager license is installed.

Backup

Allows users to monitor and manage SnapVault and Open Systems SnapVault disk-to-disk
backups. This tab is displayed only when the Business Continuance Option license is
installed.

Disaster Recovery

Allows users to monitor and manage SnapMirror disk-to-disk mirroring. This tab is displayed
only when the Business Continuance Option license is installed.

File SRM

Allows users to view file system reports filtered and sorted by size, age, owner, access date,
and modified date. This subtab is displayed only when the File Storage Resource Manager
(File SRM) license is installed.
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1.1.3 IBM N series Management Console

IBM N series Management Console (see Figure 1-8) is a client software that contains a
number of storage system management applications. IBM N series Management Console
consists of the following items:

» Performance Advisor allows viewing of historical and real-time performance data collected
from IBM N series storage systems.

» Protection Manager provides policy-based data protection by using IBM N series storage
systems that have SnapVault, Open Systems SnapVault, or SnapMirror licenses.

» Provisioning Manager improves efficiency in storage utilization, and automates
provisioning and managing storage for NAS and SAN access.

To use the preceding features, you must download and install IBM N series Management
Console

IBM N series Management Console - Yersion: 2.2.1 E

IBM System Storage™
DataFabric® Manager Software Login

Server: |9.11 218152 [+

User: |root

Password:

Connect J Cancel Options ==

Figure 1-8 N series Management Console

1.1.4 DataFabric Manager Server

The DataFabric Manager Server provides infrastructure services, such as discovery,
monitoring, role-based access control (RBAC), auditing, and logging for products in the
Storage and Data suites. You can script commands using the command-line interface (CLI) of
the DataFabric Manager Server software that runs on a separate server. The software does
not run on the storage systems.
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Figure 1-9 shows the Operation Manager main window.
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Figure 1-9 Control Center Setup options

In the figure, we show you how to access the Options menu. Select the Control Center tab,
and then select Setup — Options.

We discuss the available options in the next section.

Options

The Options windows enable you to configure and customize global options for discovering N
series storage systems, for storage monitoring and management, authentication, for user
quota monitoring, and for SAN monitoring.

» The lists of the options
— Audit Log options
— Autosupport options
— Backup Default Thresholds options
— Backup Discovery options
— Chargeback options
— Credential Cache options
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Custom Comment Fields options

Default Thresholds options

Database Backup options

Discovery options

Display options

Distribution ACL options

Events and Alerts options

Storage System Configuration options

Host Agent options

LDAP options

Licensed Features options
Monitoring options

IBM N series Management Console options

Performance Advisor options
Reports options

Script plug-ins options
Security options

SNMP trap listener options
SRM options

Users options

Operation Manager licenses

The Operation Manager licenses you currently have installed on the Operation Manager
server workstation are listed in the bottom left-pane area of Operations Manager. Licenses

allow you to use certain features and therefore determine the parts of Operations Manager.

The following Operation Manager licenses and the features are as follows.
» Operations Manager license (formerly known as DataFabric Manager Core license)
Operations Manager license provides the following features:

Appliance discovery, monitoring, and notifications that alert you of status and

problems.

Monitoring of volumes, gtrees, user quotas, and LUNs on storage systems.
Monitoring and management of Fibre Channel switches.

Cluster console for managing active/active configurations.

Real-time monitoring of streaming protocols.

» Storage Resource Management option

In addition to the core features, the Storage Resource Management Option provides:

— Monitoring of host agents.

— Monitoring of paths on remote systems.

— File-level and directory-level statistics collection.

Chapter 1. Introduction
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» Protection Manager option
The Protection Manager option provides:
— Backup and disaster recovery operations with a policy-based management tool.

— Integration of SnapVault, SnapMirror, and Open Systems SnapVault to help you
manage large scale deployments easily.

» Provisioning Manager option
The Provisioning Manager option provides:
¢ Policy-based provisioning of storage in data sets.
¢ Conformance of storage to the provisioning policy attached to the data set.
e Space management.

If you have both Protection Manager and Provisioning Manager licensed, then the
following features are enabled:

— Assigning provisioning policies to nonprimary nodes of a data set.

— Policy-based provisioning of nonprimary nodes.

1.2 Host Agent

Host Agent is software that resides on a Windows, Linux, or Solaris host. It collects
information, such as OS name, version, HBA information, and file system meta data, and then
sends that information back to the DataFabric Manager Server. Users can create reports of
the collected information by using the Operations Manager Ul or the DataFabric Manager
Server CLI.

Figure 1-10 on page 15 shows the Host Agent interaction.
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HOST OS

oM
Host
Agent

Figure 1-10 Host Agent interaction

To enable a target host to communicate with the DataFabric Manager Server, install and
configure the Host Agent software on that host. After the DataFabric Manager Server
discovers that instance of Host Agent, no further configuration is required.

Host Agent does not initiate any management actions on the Windows, Linux, or Solaris host.
It is strictly a passive agent. It acts only on requests from external management applications,
such as the DataFabric Manager Server.

Operations Manager is able to report on data usage by hosts with the installation of a host
agent. After you install Host Agent on a non-IBM host, you can use Operations Manager to
perform a variety of SAN and FSRM functions.

» SAN capabilities: Using Host Agent and Operations Manager, you can perform the
following SAN tasks:

— Monitor basic system information for the SAN hosts.
— View detailed HBA and LUN information.

For more information about Host Agent and SANs, see Chapter 5, “Host Agent installation
for Windows 2003” on page 79.

» FSRM capabilities: Using Host Agent and Operations Manager, you can perform the
following FSRM tasks:

— Collect storage usage data at the file and directory level.

— Identify a variety of file-related information, for example, largest files, oldest files, or
space consumed per file type.
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If the Host Agent is located in the same subnet as the DataFabric Manager Server, the
DataFabric Manager Server is able to locate it by means of a periodic discover broadcast. If
the agent is on another subnet, either the agent of DataFabric Manager Server can be
configured to get this agent to report to a designated DataFabric Manager Server.

The Linux host agent listens to communications on port 409.

1.3 Protection Manager

Protection Manager simplifies data protection through automated policy based management
of data sets. Protection Manager is a component of the IBM System Storage N series
Manageability Software Family (see Figure 1-11). It a member of the Data Suite, whose
products are targeted at backup, replication, and data migration administrators.

N series Manageability Software Family
(An Integrated Data Management Approach)

..
03 ............ » Application-consistent data
SnapManager@® SnapManager SnapManager SnapManager management

for SAP for Oracle® for Exchanged for SQL server
3 = i e - TITTITE » Simplified Windows, Linux and
Sn ive £ UNIX data management
. N 2 N
Carmrasana » Task execution with logical views
g Protect of data management

lanager:

............ » Policy-based controls and
Operations .
Manager® comprehensive storage
management

mon Management Serv

increased Business Value with higher productivity and flexibility J

Figure 1-11 N series Manageability Software Family

Protection Manager provides users with an easy way to manage large amounts of data
protection relationships by aggregating those volumes and gtrees into data sets (groups).
Additionally, Protection Manager provides the ability to create backup/replication policy
templates that can be applied to data sets and that automate the replication relationship
creation process. Protection Manager is primarily designed to allow cascaded backup to
replication policies, to provide end-to-end reporting on the entire data protection pipeline, and
to allow users to restore data from any data copy, regardless of how that copy was created.

Protection Manager also provides better management of OSSV client software by automating
distribution of OSSV updates and configuration settings.

Managing Unified Storage with IBM System Storage N series Operation Manager



1.3.1 Provisioning Manager overview

Provisioning Manager, a policy based provisioning tool that allows you to categorize,
provision, and monitor storage, and export it using NAS and SAN technologies. This tool
allows for the organization and categorization of storage systems and aggregates into
resource pools. The created pools can then be associated with data set(s) along with a policy
that specifies the rules for provisioning and monitoring the storage (see Figure 1-12). Once
the data set is configured, storage can be provisioned and exported easily and monitored
throughout the lifetime of the storage

Provisioning Manager runs periodic monitoring and conformance, which leads to appropriate
alerts and events, thereby enabling necessary corrective measures.

Traditional Way N series Way

1 Meed more table space I
2. Check for more space on the file system

al Mot available—contact sys admin

1 Create a new data file J
1

App 1 Mead more table space |
Admin

Expand the table space

4. Check for more space on the server
?A leﬂmactthSmrage atdhmtln . _ ot 2. Check for more space on the file
. nrorm e server tnal new storage 1s available
& Server system

15 Expand the volume grou
P gy 3. Prowision more space based on

16.  Expand the file system
17.  Contact app admin Admin _ preset policies using a wizard

B. Provision new RAID group

7. Provision new LUNs for application

i} Assign the LUNs to the app server HBAs
L Adjust LUM security

10.  Find available target for point in time

1. Find available target for remote copy

12, Match sourceftarget pairs

13, Contact sys admin

Weeks and Hours and
~__days - - _minutes

Storage
Admin

Figure 1-12 Self-Service Provisioning window

1.3.2 Provisioning Manager features

The goal of the Provisioning Manager product is to provide policy-based storage provisioning
automation for N series customers with large SAN and NAS environments. It does that by
offering the following features:

Provisioning Manager is a new product in Operation Manager Server V3.7. It runs in the N
series Management Console. Provisioning Manager helps you simplify and automate the
tasks of provisioning and managing storage for data.

Provisioning Manager provides the following capabilities:

» Provisioning policies that manage provisioning and exporting of storage.

» Automatic provisioning of a data set when you assign a provisioning policy to it.
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» Periodic checking of provisioned storage for conformance to the policy.

» Manual controls for adding volumes or gtrees to a data set on existing storage and newly
provisioned storage.

» Manual controls for resizing volumes and for deleting old Snapshot™ Copies on existing
and newly provisioned storage.

1.4 What is FSRM

The File Storage Resource Manager (FSRM) feature of Operations Manager provides
monitoring and management of storage resources, including applications, files, file systems,
and networks. The DataFabric Manager Server interacts with the Host Agent software
residing on remote Windows, Solaris, or Linux hosts to recursively examine the directory
paths you have specified in the Operations Manager FSRM configuration options. The results
of these directory examinations are used to generate a variety of useful file-level and
directory-level reports, as shown in Figure 1-13 on page 19.

Host Agent enables you to perform the following FSRM functions through Operations
Manager:
» Set up path walk schedules for collecting file-level storage usage statistics.
» Identify file-level statistics, such as the following:

— Largest files

— Oldest files

— Stalest files

— Newest files

— Largest directories

— Files by owner

— Files by type
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Figure 1-13 FSRM example

Through Operations Manager, you can monitor only directory paths that are already visible to
the Host Agent software. Therefore, if you want to enable FSRM monitoring of an IBM System
Storage N series storage system, the host agent must mount that storage system share using
NFS or CIFS, or the host agent must use a LUN on that storage system.

Note: The DataFabric Manager Server cannot obtain file system data for files located in a
storage system’s volumes that are not exported by CIFS or NFS. Host agents can also
gather FSRM data about file system paths that are not on a storage system, for example,
local disk and third-party storage.

1.5 Naming conventions

Previously, Operations Manager Core was referred to as DataFabric Manager Core. There is
also a Operations Manager Ul that was previously referred to as Operations Manager. In
Version 3.7.1, the setup screens and executables will still refer to DataFabric Manager, and
many of the commands still begin with a DataFabric Manager acronyms like dfin.
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Table 1-1 explains this conversion.

Table 1-1 Naming conventions

Component DataFabric Manager (DFM) Operations Manager
Core DFM Operations Manager
Host Agent DFM Host Agent Host Agent or Operations

Manager Host Agent

User Interface (Ul)

Operations Manager

Operations Manager Ul

DataFabric Manager Server

DataFabric Manager Server

DataFabric Manager Server

N series Management Console

N series Management Console

N series Management Console

DataFabric Manager Server
Command Line

DataFabric Manager command
line and DataFabric Manager
CLlI

DataFabric Manager Server
command line and DataFabric
Manager CLI
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Installing Operations Manager:
Windows 2003 32-bit operating
system

This chapter will discuss installing the Operations Manager on the Microsoft Windows 2003
32-bit operating system.
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2.1 Host prerequisites

Your DataFabric Manager Server must meet the requirements outlined in Table 2-1 and
Table 2-2 before you install Operations Manager. For more information, refer to the ‘/1BM
System Storage N series Operations Manager Sizing and Installation Guide, REDP-4270.
This document provides information that can help you determine the correct configuration for
a system to host the DataFabric Manager Server.

Table 2-1 gives the recommended requirements for environments with 1 to 25 nodes.

Table 2-1 Requirements

Hardware requirements Software requirements

» Intel®-based PC with single 2 GHz (Xeon or | Windows 2003 Server 32-bit on x86
Pentium® 4)

» 4 GB of free disk space minimum,8 GB
recommended

» 1 GB of memory minimum

Table 2-2 gives the recommended requirements for environments with 25 to 100 nodes.

Table 2-2 Requirements for 25 to 100 nodes

Hardware requirements Software requirements

» PC based on Intel with single 2 GHz CPU Windows 2003 Server 32-bit on x86
(Xeon or Pentium 4™)

» 6 GB of free disk space, 12 GB
recommended

» |SCSI, FC LUN, or internal RAID disk

» 2 GB of memory minimum

Note: Operations Manager V3.7.1 is not supported on Windows NT® 4.0, Windows 2000,
and Windows XP.

2.2 License requirements

You must have a valid DataFabric Manager Server license key to complete the Operations
Manager installation (see Table 2-3 on page 23). You can access your license key at the
following address:

http://www.ibm.com/storage/nas/
After you have accessed the site, follow the options provided to access license keys. After you

complete the installation, you can enter additional license keys on the Options window in
Operations Manager.

You can install (or upgrade to) Operations Manager V3.7.1 using the core license key.
However, if you do not have the core license key, you need the following licenses to monitor
and manage your storage systems:

» DataFabric Manager Server
» Additive
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DataFabric Manager Server license
The DataFabric Manager Server license is the server license with a unique serial number that
tracks the number of Operations Manager installations. You must have this license to enable
features.The node count is one.

Additive license

The additive license is an additional license with a unique serial number that is used to
increase the node count and enable the features.

Table 2-3 Required licenses

To user

To install this license or
product

That enables these features

Operations Manager

» DataFabric Manager
Server license

» Operations Manager
license

Note: Required for all licensed

Operation manager

installations. Sets the

maximum number of storage

systems that the DataFabric

Manager Server can monitorin

this installation.

>

vVVyYyVYVYYVYY

A\

Automated policy-based data
protection for NAS and SAN
storage systems SnapVault, Open
Systems SnapVault, and
SnapMirror management

Policy conformance checking and
alerting Monitoring Reports Storage
usage and availability, such as
gtrees, volumes, aggregates, LUNs,
and disks

Storage systems

vFiler units

Real-time streaming events
Managing

Storage system configuration
Scripts

Monitoring and managing storage
system

Clusters using Cluster Console
Displaying historical and real-time
performance data using
Performance Advisor in IBM
Nseries Management Console
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2.3 N series prerequisites

At the time of publication, the N series models shown in Figure 2-1 were supported on
Operations Manager.

N3000 System Hardware N3300 2859- 0, A20), N3600 2862-(A10, A20)
N3700 System Hardware N3700 2863-(A10, A20)
N5000 System Hardware N5200 2864-(A10, A20, G10, G20), N5500 2865-(A10, AZ0, G10, G20)

N6000 System Hardware N6040 2858-(A10, A20) or with Gateway Feature Code 9551
N6070 2858-(A11, A21) or with Gateway Feature Code 9551

N7000 System Hardware N7600 2866-(A10, A20, G10, G20), N7800 2867-(A10, A20, G10, G20)
N7700 2866-(A11, A21, G11, G21), N7900 2867-(A11, A21, G11, G21)

N3000, N3700, N500O, 2870-(591, 592, 621, 622, 631, 632, 641, 64A 645, 646, 651, 652, 655,
N6000, N7000 Licensed 656, 661, 662, 665, 668, 663 56 1 673
Functions 674, 677,678, 681, 682, 635, 5586, 691, 'u' )2 ’495 696)

(A1
(
(
N5300 2865-(A10, A20, G10, G20), N5600 2868-(A10, A20, G10, G20)
(
(
(

Figure 2-1 N series products compatible with Operations Manager V3.7.1

2.3.1 Data ONTAP requirements
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You must be running Data ONTAP Version 7.1 or later.

Note: You must have a DataFabric Manager plug-in for each version of Data ONTAP that
you are running across your system. Operations Manager automatically includes the
plug-ins for Data ONTAP. To list the versions of the plug-ins for Data ONTAP, use the dfm
plugin 1ist command at the DFM Server command line.You do not need to download a
plug-in unless you are using a different version of Data ONTAP.

DataFabric Manager Server Data ONTAP plug-in installation instructions

To download and install the DataFabric Manager Server Data ONTAP plug-in software on
Windows that you want to use as the DataFabric Manager Server, complete the following
steps:

1. Download filerconfig_Windows.zip, which should contain the version of the DataFabric
Manager Server Data ONTAP plug-in that you need. You can download this file at the
following address:

http://www-947.ibm.com/systems/support/supportsite.wss/supportresources?brandin
d=5000029&familyind=5329833&taskind=2

2. From the DataFabric Manager Server command line, run:
dfm plugin add [-f] {path | URL}

You can omit the -f switch, unless you want Operations Manager to reinstall a plug-in that
has already been installed.

Any path or URL that can be interpreted or resolved by your system and network is valid.
For example, you could run the following command:

dfm plugin add http://web.company.com/~jsmith/filerconfig Windows.zip

3. To confirm that the plug-in is installed from the DataFabric Manager Server command line,
run:

dfm plugin 1ist
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2.4 Installing Operations Manager

Prior to installing the Operations Manager software, you must ensure that you have met
requirements in the following areas:

» Hardware and software requirements
» License requirements
» Data ONTAP requirements

To install Operations Manager on your Windows server, complete the following steps.
1. Insert the CD into the CD-ROM drive of your management station.
2. Launch dfmsetup-3-2-win32.exe in the win32 directory on your CD.

3. Follow the Operations Manager Setup prompts to complete the installation, or get the
Operations Manager V3.7.1 installer from:

http://www.ibm.com/storage/support/nas/

2.4.1 Deploying Operations Manager software
You must deploy Operations Manager on a system that is running no other applications.
To start the deployment, launch dfmsetup-3-7-1-win32.exe.

Figure 2-2 shows the Windows 2003 R2 32-bit operating system desktop, where you can find
the dfmsetup file, which is the Operations Manager installation setup file.
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Programs 3
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Docurnents 3
Settings 3
Search 3
Help and Support

Run...

BloevRea ¢

Log OFf Administrator. ..
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£
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Figure 2-2 Windows 2003 and Operations Manager setup file window

Note: In a standard Windows 2003 installation, the default security setting for the browser
is “high.” This setting can cause the browser to block certain actions that can interfere with
your Operations Manager upgrade. To ensure the best browsing experience when using

Operations Manager, you might need to adjust your browser security setting to “medium.”
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Follow these steps to install the Operations Manager:

1. Execute the Operations Manager’s setup file. Figure 2-3 shows the first window of the
Operations Manager.

Click Cancel if you want to cancel the installation of Operations Manager
Click Next if you want to continue the installation of Operations Manager.

i'é'l IBM DataFabric Manager - InstallShield Wizard

Welcome to the InstallShield Wizard for IBM
DataFabric Manager

The Installshield{R) Wizard will install IEM DataFabric Manager
an wour compuker, To conkinue, click Mext,

WARMIMNG: This program is prokected by copyright law and
international treaties.

371

= Back I Mext = I Cancel

Figure 2-3 Operations Manager installation window

26 Managing Unified Storage with IBM System Storage N series Operation Manager



2. Figure 2-4 shows you the IBM Autosupport authorization Inforrmation for the Operations
Manager. Select | accept, which allows you to proceed with the Installation of the
Operations Manager.

i IBM DataFabric Manager - InstallShield Wizard

Autosupport Motice

Flease read the explanation of Autosupport,

By default, wour IBM DataFabric Manager server sends Autosupport event messages and weekly
reports to IBM Support. Messages are sent over secure HTTPS. This information is used to assist
wou with troubleshooting and problem resolution. Autosuppaort can significantly speed problem
determination and resolution shiould a problem occur on the system.

Skatus Autosupport event messages will be sent to IBM Support once per week and will start 24
hours after installation. IF wou do not want Autosupport event messages sent to IBM Suppart, wou
can disable Autosupport by setting the Autosupport Enabled global option ko Fo.

If wou da nak want o include private data such as IP addresses, host names, and user names, set
the Autosupport Content global option to minimal,

Flease respond with 'T accept' if you have read and agree with the use of the Autosupport Feature
on this IEM DataFabric Manager server or 'T do not accept’ to abort the install,

0 I accept
™ I do not accept

InstallShield - —

< Back I ek = I Cancel

Figure 2-4 Operations Manager Autosupport Notice window
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3. Figure 2-5 prompts you to provide the User Name and the Organization. By default, it
captures the computer name as the User Name. You can change the User Name and the
Organization as needed; here we use Administrator as the User Name and ITSO-TUC as
the Organization.

Once you have provided the User Name and Organization, click Next to proceed with the
installation.

iz IBM DataFabric Manager - InstallShield Wizard

Customer Information

Please enter wour information.

ser Mame:

I.ﬁ.dministratnr

Drganizakion:
|1Ts0-TUC

Installshield
< Back I Mexk = I Zancel

Figure 2-5 Operations Manager Customer Information window

28 Managing Unified Storage with IBM System Storage N series Operation Manager



4. Figure 2-6 prompts you for the 14 character License Key for Operations Manager. Without
the authorization key, you cannot proceed with the installation.

i-il‘ IBM DataFabric Manager - InstallShield Wizard

License Key

Please enter your license key.

Enter the 14-character license kew,
License Key:
ImstallShield
< Back I Mexk = I Cancel

Figure 2-6 Operations Manager authorized license key window
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5. Figure 2-7 will prompt you to select the path where you want to install the Operations
Manager. By default, the path is C:\Programe Files\IBM\DataFabric. You can change the
path by clicking Change and browsing to the path you wish to use. Here we used the

default path.

i'-;* IEM DataFabric Manager - Installshield Wizard

Destination Folder

Click Mext ba install ba this Falder, or click, Change ta install ko a different Folder,

G Inskall IBM DataFabric Manager o
Z:\Program Files\IBMY DataFabric), Change. ..

J

ImstallShield

< Back. I Mext = I Zancel

Figure 2-7 Operations Manager Destination Folder window
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6. Figure 2-8 shows that our system is ready for the installation of the Operations Manager.
Click Install.

i IBM DataFabric Manager - Installshield wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install ko begin the inskallation,

If vou wank ko review or change any of vour installation setkings, click Back. Click Cancel ko
exit the wizard,

Installshield

< Back I Inskall I Zancel

Figure 2-8 Operations Manager Ready to Install window
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7. Figure 2-9 shows that Operations Manager is copying all the installation files required for

the Operations Manager to run. This process takes approximately 3 minutes.

fii IBM DataFabric Manager - InstallShield Wizard

Installing IBM DataFabric Manager

The program features vou selected are being installed,

Flease wait while the Installshield \Wizard installs IBM DataFabric Manager,
This may take several minutes,

Skatus:

Copying new files

Installshiel —

P ] E3

= Back Mexk =

Figure 2-9 Operations Manager installation window
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8. Figure 2-10 show that once the copying of the installation files of the Operations Manager
completes, the services start, which takes about 5 minutes to complete.

i'-;‘ IEM DataFabric Manager - InstallShield Wizard

Installing IBM DataFabric Manager

The program features wou selecked are being installed.

This may take several minutes,

Skatus:

Starting services., ..

Flease wait while the Installshield Wizard installs IEM DataFabric Manager.

Installshield

= Back

[exk =

| | Cancel I

Figure 2-10 Operations Manager installation window
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9. Figure 2-11 shows that the installation has finished. Click Finish.
The total installation of the Operations Manager takes approximately 15 minutes.

'.E'J IBM DataFabric Manager - Installshield Wizard

Foamy

Tk InstallShield Wizard Completed

The Installshield Wizard has successfully installed IBM
DataFabric Manager, Click Finish to exit the wizard,

= Back | Einish I Zancel

Figure 2-11 Operations Manager installation completion window

10.Figure 2-12 prompts you to restart the system to complete the installation. Click Yes if you
want to restart now or click No to restart the system later.

2 1M Dat r abric Managey Installer Information KX

In order to complete the installation of IBM DataFabric

! ‘ Manager, wou musk restart the computer, Other users
are currently logged on ko this computer, and
resktarkting may cause them to lose their work, Do vou
want ta restart now?

Yes Lo I

Figure 2-12 Operations Manager system restart prompt window

11.To open the N series Management Console after the system is restarted (or without
restart), click Start — All Programs — IBM — DataFabric Manager — Show Appliance
Summary Page. You should then see the window shown in Figure 2-13 on page 35.
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IBM System Storage™ N series
Events: Emergency: 0 Critical: 0 Error: 0 VWarning: O
Control Center
Home Setup ~ Repods = Mansgement = Help =
Groups: Eclit Grouns
Group Summary
] Glohal
_[ Group SlatusT Member Details]

Summary  Quotas  Streaming  Events

& Global Report IGroup Summary ;I

Status [ Mormal Yolune Capacity Used ws Total

1,06 7T
Group Members
0.EE

Evenis

Emergency a Warning i} w6

Critical i] Intormation i] 12:00 00000 08:00 4200
Expand Al Collapse Al Error a
current Group: Graph: IVqume Capacity Used vs Total LI

Monitored Devices Ad | 1w | 1m | 3m | 1y
Group Status Reports
Member Details Reports Storage Capacity
Edit Settings Aggregates 0 0bytes of 0bytes (0.0% of total)
Edit Membership Volumes 0 Obytes of Obytes (0.0% of total)
Edit Storage System Configuration Otrees 0 Ohbytes of Obytes (0.0% of limit)
Edit vFiler Configuration LUHs 0 Okytes
Edit NetCache Configuration
Edit NetCache Software
Edit NetCache Files
Run a Command

Figure 2-13 Operations Manager window
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Installing Operations Manager:
Windows 2003 64-bit operating
system

This chapter covers the basic prerequisites and installation of Operations Manager on a
Windows 2003 64-bit server. You need to install the following items:

>

»

| 2

Operations Manager for the appropriate OS

License keys for the options needed

Plug-in for the appropriate DataFabric Manager Server and Data ONTAP version
Agents for any hosts to be monitored

IBM N series Management Console (This will be covered inChapter 8, “N series
Management Console installation for Windows” on page 107.)

© Copyright IBM Corp. 2009. All rights reserved.
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3.1 Host prerequisites

The following prerequisites are for 1 to 25 nodes. These requirements are for a Operations
Manager installation with only the basic system monitoring enabled. If you enable additional
features and monitor additional objects, such as additional storage systems, qtrees, user
quotas, and if use the Storage Resource Manager, Performance Advisor, Business
Continuance Option, Provisioning Manager, or Protection Manager features, a more powerful
platform may be required.

A server should be dedicated to Operations Manager and its services. No other applications
or services should be running on the server.

Table 3-1 Requirements matrix

Windows 2003 server

Hardware requirements Software requirements
Intel-based PC with a single 2 GHz CPU (Xeon or Windows 2003 server, 64-bit on x64 (in
Pentium 4) WOW64 mode)

4 GB of free disk space minimum, 8 GB recommended

1 GB of memory minimum

In our lab, the server we used was an IBM System x3655 with a Dual Core AMD™ Opteron™
2.60 GHz processor with 4 GB of RAM. For sizing purposes, refer to the IBM System Storage
N series Operations Manager Sizing and Installation Guide, REDP-4270, which can be found
on the IBM Redbooks Web site at the following address:

http://www.redbooks.ibm.com/abstracts/redp4270.htm]?0pen

This document provides information that can help you determine the correct configuration for
a system to host the DataFabric Manager Server.

3.2 N series prerequisites

There are several licensing and Data ONTAP requirements depending on the options you
plan to use. The following information is a guide, but be sure to check the IBM System
Storage N series Operations Manager Interoperability Matrix on the IBM Web site and the
“About Operations Manager and the DataFabric Manager Server” section. These items can
be found at the following address:

http://www.ibm.com/totalstorage/nas

You may also find this information in the Installation and Upgrade Guide for use with
DataFabric Manager Server 3.7, GC26-7892.

Note: All of the features of Operations Manager V3.7 are supported with Data ONTAP
V7.0 and above, except for SNMP V3 discovery and monitoring, which requires Data
ONTAP V7.3.

Figure 3-1 on page 39 show a list of hardware that supports Operations Manager.
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N3000 System Hardware N3300 2859-(A
N3700 System Hardware N3700 2863-(A

N5000 System Hardware N5200 2864-(A10, A20, G10, G20), N§500 2865-(A10, A20, G10, G20)

( , A20), N3600 2862-(A10, A20)
(
(
N5300 2869-(A10, A20, G10, G20), N6600 2868-(A10, A20, G10, G20}
(
(
(

. A20)

10
10

N6000 System Hardware N6040 2858-(A10, A20) or with Gateway Feature Code 9551
N6070 2858-(A11, A21) or with Gateway Feature Code 9551

N7000 System Hardware N7600 2866-(A10, A20, G10, G20), N7800 2867-(A10, A20, G10, G20}
N7700 2866-(A11, A21, G11, G21), N7900 2867-(A11, AZ21, G11, G21)

N3000, N3700, N5000, 2870-(591, 592, 621, 622, 631, 632, 641, 642, 645, 646, 651, 652, 655,
N6000, N7000 Licensed 656, 861, 6862, 665, 666, 663, 664, 667, 668, 671, 672, 675, 676, 673,
Functions 674,677,678, 881, 632, 685, 686, 691, 6892, & 596)

Figure 3-1 Operations Manager supported hardware

Table 3-2 will give you an idea of what license is needed to activate a particular function within
Operations Manager. You must install the core Operations Manager license first before
installing any other Operations Manager components.

Table 3-2 Features table

To use Install this license or product That enables these features

Operations Manager DataFabric Manager Server license Automated policy-based data protection for N
series NAS and SAN storage systems

Operations Manager license SnapVault, Open Systems SnapVault, and
SnapMirror management

Policy conformance checking and alerting

Monitoring

Reports

Storage usage and availability, such as gtrees,
volumes, aggregates, LUNs, and disks

Storage systems

Vfiler™ Units

Real-time streaming events

Managing
» Storage system configuration
» Scripts

Monitoring and managing storage system
clusters using Cluster Console

Required for all licensed Operations Displaying historical and real-time performance
Manager installations. Sets the data using Performance Advisor in N series
maximum number of appliances that | Management Console

the DataFabric Manager Server can
monitor.
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To use

Install this license or product

That enables these features

Protection Manager

DataFabric Manager Server license

Automated policy-based provisioning for N
series SAN and NAS storage systems

Operations Manager license

Space management policies and capacity
reporting

Protection Manager license

Policy conformance checking and alerting

N series Management Console

Enables management of Provisioning Manager
and Protection Manager

Provisioning Manager

DataFabric Manager Server license

Automated policy-based provisioning for N
series SAN and NAS storage systems

Operations Manager license

Space management policies and capacity
reporting

Provisioning Manager license

Policy conformance checking and alerting

N series Management Console

If you have both Protection Manager and

Provisioning Manager licensed, then the

following features are enabled:

» Assigning provisioning policies to
nonprimary nodes

» Policy-based provisioning of primary
storage

» Assigning protection policies to provisioned
data sets

Protection Manager with
Disaster Recovery

DataFabric Manager Server license

Operations Manager license

Protection Manager license

Protection Manager Disaster
Recovery license

N series Management Console

Failover and manual failback for N series NAS
and SAN storage systems

File Storage Resource
Manager
(File SRM)

DataFabric Manager Server license

Operations Manager license

File SRM Option

Tracking file system usage and capacity
information

Business Continuance

DataFabric Manager Server license

Backup Manager

Operations Manager license

This space left intentionally blank.

Business Continuance Option (BCO)

Configuring and scheduling disk-to-disk
backups of all systems enabled with SnapVault,
including Open Systems SnapVault

Disaster Recovery Manager

» Monitoring SnapMirror relationships

» Configuring and scheduling disk-to-disk
mirrors of all systems enabled with
SnapMirror
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To use Install this license or product That enables these features
Storage Area Network DataFabric Manager Server license Monitoring and managing SAN hosts and FC
switches
Operations Manager license Managing LUNs on Windows SAN hosts
Storage Area Network Option

3.3 Plug-ins

An important item to keep in mind is that for each version of Operations Manager you install,
you need to check the level of plug-in for the version of Data ONTAP you are running. For
example, we are running Data ONTAP V7.3.1, so we need to install the plug-in for that
version. For example, we download the DFM Server plug-in for Data ONTAP V7.3.1 and
performed the following steps:

Select DataFabric Manager — Continue.

Select DataFabric Manager Plug-ins for Data ONTAP 7.3.1.

Select DataFabric Manager Data ONTAP 7.3.1 Plug-in for Windows.
Click | Agree.

Click I Confirm.

o k> 0 Dn o=

The first time you perform the download, the system will download a small piece of code that
you can configure for all downloads of the plug-ins that follow. You can set, for example, the
directory to save to and unpacking options.

You do not need to automatically unpack the plug-ins. The dfm command to install the plug-in
expects the code to be in a zipped format.
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To install the plug-ins, do these steps:
1. Select Setup in the Download Directory window, as shown in Figure 3-2.

ownload Director - Windows Internet Explorer

M series and related Host Saftware Downloads ? |

File: C\Documents and Sektings) Adminiskrator i DownloadDireckorifilerconfio _Windo, ..

Size: 60,504 bytes  100%

Download complete 137 KBfsec

Pause | Setup | Dekails ‘ Zance| I

Done I_ I_ I_ I_ l_ 'ﬁ |@ Inkernet H100% v

Figure 3-2 Select setup window

2. The next window will give you the option to set a default download directory or request a
download directory each time you do a download. It will also give you a chance to set the
unpack options.

We suggest that you do not have the file unpacked, as the Operations Manager expects
the file to be in the packed format.
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Select the Set unpack options bar, as shown in Figure 3-3.

ownload Director - Windows Internet Explorer

Im https: | fsteambioat . boulder . ibrm. com) didireckar feqO4i. bkl - I

Close [x]

M series and related Host Software Downloads T |

File: CriDocuments and Setkingsiadrinistrator DownloadDireckor filerconfig_winda. ..

SECHESWA Setup : Download Director Ed |

- Download location

Il,Du:u:uments and Settings'l,.ﬁ.dministratnr'l,DDwnIDadDire-:tu:nr| Erowse. ..

Dovnloac [v Always ask For download location
F.
— Sek unpack options. ..
Conneckion: Server name: FPork:

= Direct

" Saocks: I

{7 Promy: I

Promy Authentication, .. 1

Teskt I Test conneckion Lo server
(a4 | Cancel |

Figure 3-3 Select Set unpack options window
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3. Figure 3-4 shows you the different unpacking options.

Setup : Download Director x| |
DDWI-IIH Nl P
Specify unpack location

Doy,

Configure unpack behavior For these File bvpes:

fe Gaip GEard {.gz) (tar.g2)

Unpack location

= IC:'I,Du:ucuments and SettingsiadrinistratoriMy Documents)DownloadsiDFM Plug-in| Browse, .. |
Conrm

i) {+ Don't unpack
- {~ Ask before unpacking
= Abways unpack

[~ Delete original file after unpacking

(a4 | Cancel

- - -

Figure 3-4 Unpacking options window

Once the file has been downloaded, you need to install the plug-in using the dfm
command. The process to install the file is as follows:

a. From the DataFabric Manager Server command line, enter:
dfm plug-in add [-f] {path | URL }

You can omit the -f switch, unless you want DataFabric Manager Server to reinstall a
plug-in that has already been installed.

b. Any path or URL that can be interpreted or resolved by your system and network is
valid. For example, you can set paths as follows:

e dfm plugin add http://web.company.com/~jsmith/filerconfig Windows.zip
e dfm plugin add /server/jsmith/filerconfig_Windows.zip

e C:\Documents and Settings\Administrator>dfm plugin add C:\Documents and
Settings\Administrator>DownloadDirector\filerconfig_Windows.zip

c. To confirm that the plug-in is installed, from the DataFabric Manager Server command
line, enter

dfm plugin 1ist

For example:

C:\>dfm plugin Tist

Plugin Type Version Release Description

Storage System Config 7.2.4 7.2.4 storage systems and vFilers
Storage System Config 7.3.1 7.3.1 storage system and vFilers

It is important to remember that anytime the DataFabric Manager Server is updated,
the equivalent plug-in needs to be installed.
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3.4 Installation

The installation of Operations Manager is quite simple even though the installation was done
on a Windows 2003 64-bit operating system, Though the requirements indicate that Windows
is supposed to be in WoW64 mode, we do not change the settings in the OS to make it install
in that mode. In our environment, we use the dfmsetup-3-7-1-win32.exe file to run the
installation instead of a CD. Download the file from
http://www-947.ibm.com/systems/support/supportsite.wss/supportresources?brandind=5
000029&familyind=5329833&taskind=2 and place it in the directory of your choice.

The following steps show the installation procedure:
1. Double-click the dfmsetup-3-7-1-win32.exe file.

2. The initial installation window appears, as shown in Figure 3-5. Press Next.

i‘é‘a IBM DataFabric Manager - InstallShield YWiza “ - \‘gl
ot =% Welcome to the InstallShield Wizard for 1BM
B DataFabric Manager

The Installshield(R) Wizard will install IEM DataFabric Manager
on your compuker, To conkinue, click Mesxt,

WaARNING: This program is prokected by copyright law and
inkernational treaties,

371

= Back I Mext = I Cancel

Figure 3-5 Initial installation window
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3. Press | accept on the Autosupport Notice window, as shown in Figure 3-6, and press
Next.

i'él IEM DataFabric Manager - InstallShield Wizard

Autosupport Motice

Flease read the explanation of Autosupport,

By default, wour IEM DataFabric Manager server sends dutosuppaort event messages and weekly
reports to IBM Support, Messages are sent over secure HTTPS, This information is used ko assisk
wol with troubleshooking and problem resolution, Autosuppart can significantly speed problem
determination and resolution should a problem occur on the system,

Status Autosupport event messages will be sent to IEM Support once per week and will skark 24
hours after installation. If wou do naot want Autosuppart event messages sent to IBM Support, wou
can disable Autosupport by setting the Autosuppaort Enabled global option to ko,

If wou do nok wank to include private data such as IP addresses, host names, and user names, set
the Autosupport Conkent global option to minimal.

Please respond with 'T accept’ if you have read and agree with the use of the Autosupport Feature
on this IBM DataFabric Manager server or 'I do not accept’ to abort the install,

" 1do not accept

Installshiel

Figure 3-6 Autosupport notice
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4. Enter the User Name and Organization and press Next, as shown in Figure 3-7.

i':i'l* IBM DataFabric Manager - InstallShield Wizard

Customer Information

Please enter your infarmation,

ser Mame:

Iﬂ.dministratur

Drganization:
f1Ts0-TUC

Imstallshisld

< Back I Mext = I Cancel

Figure 3-7 Customer Information
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5. Enter your license key for Operations Manager and press Next, as shown in Figure 3-8.

i';?l IEM DataFabric Manager - InstallShield Wizard

License Key

Flease enter vour icense kew,

Enter the 14-character license key.

License key:

Installshield

< Back l Mext = I Cancel

Figure 3-8 License Key

6. You have the option to change the destination directory. We use the default, as shown in
Figure 3-9 on page 49.
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i'e!:l‘ IBM DataFabric Manager - InstallShield Wizard

Destination Folder

Click. Mext bo install ko this Folder, or click Change ko install ko a different Folder,

@ Install IBM DataFabric Manager ko

Z:\Program Files (x3a)\IEM\DataFabrich, Change... |

InstallShield

Cancel |

Figure 3-9 Destination Folder

Press Next to continue.
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7. Press Install to continue, as shown in Figure 3-10.

i'é': IEM DataFabric Manager - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation,

Click. Install to begin the installation.

If wou want ko review or change any of vour installation settings, click Back., Click Cancel to
exit the wizard,

Install5hield

< Back

Zancel |

Figure 3-10 Begin the Installation
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8. The program will now copy the Operations Manager files to the chosen directory, as
shown in Figure 3-11.

i'\%‘ IEM DataFabric Manager - InstallShield Wizard

Installing IEM DataFabric Manager

The program features vwou selected are being installed.

Please wait while the InstallShield Wizard installs IBM DataFabric Manager.
This may take several minutes,

Status:

Copying new files

Installshield

Figure 3-11 Copying files
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9. After copying the files, the installation will continue, as shown in Figure 3-12.

¥ IBM DataFabric Manager - InstallShield Wizard

Installing IBM DataFabric Manager

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs IBM DataFabric Manager,
This may take seweral minukes,

Skakus:
Installing help Files. ..

InstallShield

[ext = | ancel I

Figure 3-12 Installing help files

10.The program is now installed, as shown in Figure 3-13 on page 53. Press Finish.
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i'é'a IEM DataFabric Manager - InstallShield Wizard

=

InstallShield Wizard Completed

The Installshield Wizard has successfully installed IBM
DataFabric Manager. Click Finish to exit the wizard,

Sack

Figure 3-13 Completion

11.0nce the installation is finished, the computer needs to be restarted, as shown in
Figure 3-14. However, this window may be covered by another window, as Operations
Manager will begin automatically after you press Finish. Be aware that the system should
be restarted first before using Operations Manager.

23 Datahebric Manaoerinscalerioiormation —_EX

In order ko complete the inskallation of IBM DataFabric

! Manager, vwou musk reskart the computer, Other users
are currently logged on to this computer, and
restarking may cause them ko lose their work, Do you
wankt ko restark now?

Figure 3-14 Restart window

Chapter 3. Installing Operations Manager: Windows 2003 64-bit operating system 53



54

12.Figure 3-15 shows the starting window for Operations Manager once you press Finish.

I http:ffx3655a: 8050 dfmfwelcome j | X ILive Search P

File Edit Yiew Favorites Tools Help

L he P oy ol
W Welcome to Operations Manager - x3655a | | Jf::\ < D v (e~ |robPage v (Of Tools -

& Intranet settings are now turned off by default. Intranet settings are less secure than Internet settings. Click for options. .. x

IBM System Storage™ N series
Bwvents: Emergency: 0 Critical 0 Error: 0 VWarning 0

Control Center
Home Setup » Reports + Management + Help = Log In
Groups: Edlt Groups R 19 War 1515
Welcome to Operations Manager Al
[ Glohal
Cperstions Manager iz the web interface of the DataFabric® Manager server. iz used for day-to-day storage
management activities.
The DataFabric Manager zoftweare iz installed and operating, however you may want to customize several
features.
1. Discovery
Dizcovery iz the process the DataFabric Manager server uses to find the storage systems and
MetCache® appliances on your organization's netvworks. Discovery runs by default on the subnets to
wehich this management host is connected.
Expand Al Collapze Al To add additional networks on which the dizcovery process looks for new spplisnces, use the Edit
Metwiorks page. ;I
@ [0 1 3@ rtermet CRT

Figure 3-15 Operations Manager starting window

Note: When Windows 2003 is installed, the default security setting for the browser is
“high”. This setting can cause the browser to block certain actions that can interfere with
your Operations Manager operation. To ensure the best browsing experience when using
Operations Manager, you might need to adjust your browser security setting to “medium”.

This concludes the steps necessary to install Operations Manager.
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Installing Operations Manager:
Linux

This chapter gives you a overview and detailed instructions about installing Operations
Manager on Linux.

© Copyright IBM Corp. 2009. All rights reserved.
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4.1 Overview

Operations Manager is a multipart, client-server platform. The core components of
Operations Manager are shown in Figure 4-1. One Linux install file is used to install all these
components. The requirements for the host running DFM Server are detailed in 4.2, “Host
prerequisites” on page 56. We highly recommend that this host is set aside exclusively for
DFM Server operations. Another computer, running either Microsoft Windows or Linux,
should be used to connect to the DFM Server through a Web browser.

Operations Manager also has a dashboard facility called the N series Management Console.
This console should also be installed on a computer other than the host designated for the

DFM Server.
Performance Advisor
DataFabric
l Manager
LI "~ .
Host'w,_‘\ AN
Agent * Enterprise |

Detwork -

Clustered . : _
Storage Systems SAN/ISAN Storage Systefd series with
NearStore®

Figure 4-1 Overview of Operations Manager components

4.2 Host prerequisites

Table 4-1 on page 57 details the hardware and software prerequisites for installing IBM
System Storage N series Operations Manager on a Linux System on physical hardware or in
a VMware® ESX guest image.
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Table 4-1 Installation requirements for Operations Manager on Linux hosts

Linux workstation or server

Hardware requirements Software requirements

Intel-based PC with single 2 GHz CPU (Xeon or | Red Hat Enterprise Linux AS 4 (Update 3 or later)
Pentium 4) for x86, 32-bit and 64-bit

4 GB of free disk space minimum, 8 GB Red Hat Enterprise Linux Advanced Platform 5
recommended for x86, 32- bit and 64-bit

1 GB of memory minimum SUSE® Linux Enterprise Server 9 (Service Pack

2 or later) for x86, 32-bit and 64-bit
SUSE Linux Enterprise Server 10 for x86, 32-bit
and 64-bit

Linux servers on VMware ESX server 3.0.1 or later

Hardware requirements Software requirements

Intel-based PC with single 2 GHz CPU (Xeon or | Red Hat Enterprise Linux AS 4 (Update 3 or later)
Pentium 4) for x86, 32-bit and 64-bit

4 GB of free disk space minimum, 8 GB

recommended

1 GB of memory minimum
Single dedicated network interface

Note: DataFabric Manager (DFM) Server V3.7 is not supported on Windows NT 4.0,
Windows 2000, Windows XP, Solaris 8, or distributions of Linux not listed in the preceding
table.

Operations Manager V3.7 does not support VMware VMotion® and VMware High
Availability features.

These requirements are for a Operations Manager installation with only basic system
monitoring enabled. If you enable additional features and monitor additional objects, a more
powerful platform is probably required. Examples of objects and features that might require a
more powerful platform include additional storage systems, gtrees, user quotas, and use of
the Storage Resource Management, Performance Advisor, Business Continuance Option,
Provisioning Manager, or Protection Manager features.

It is important that you run Operations Manager on a system that is running no other
applications. Running other applications that will take away CPU, 1/0, and memory bandwidth
from Operations Manager may cause Operations Manager to be unable to carry out its tasks
properly or reliably.

4.2.1 Upgrading from DataFabric Manager V3.5.1 or earlier

If you are upgrading from DataFabric Manager V3.5.1 or earlier to DataFabric Manager
V3.6.1 or later, it takes a long time to upgrade the performance data files (there are 20 GB or
more of data to install). The length of time depends on the platform used. The space used by
the performance data files increases by about 65% during the upgrade.
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4.2.2 License requirements

You must have a valid DataFabric Manager Server license key to complete the Operations
Manager installation. You can access your license key at http://www.ibm.com/storage/nas/.
After you have accessed the Web site, follow the options provided to access the license keys.

After you complete the installation, you can enter additional license keys on the Options
window in Operations Manager. You can install (or upgrade to) Operations Manager V3.7
using the core license key.

However, if you do not have the core license key, you need the following licenses to monitor
and manage your storage systems:

» DataFabric Manager Server license

» Additive license

DataFabric Manager Server license

The DataFabric Manager Server license is a server license with a unique serial number that
tracks the number of Operations Manager installations. You must have this license to enable
features. The node count is one.

Additive license

The additive license is an additional license with a unique serial number that is used to
increase the node count and enable the features.

Table 4-2 shows the license requirements for each feature you might require

Table 4-2 License requirements

To Use Install This product That enables these features
Operations DataFabric Manager Server » Managing
Manager license — Storage system configuration
Operations Manager license — Scripts
Note: Required for all licensed — NetCache® software and configuration
DFM installations. Sets the » Monitoring and managing storage system
maximum number of storage clusters using Cluster Console
systems that the DataFabric » Displaying historical and real-time
Manager Server can monitor in performance data using Performance Advisor
this installation. in IBM N series Management Console
Protection » DataFabric Manager Server | » Automated policy-based data protection for
Manager license NAS and SAN storage systems
» Operations Manager license | » SnapVault, Open Systems SnapVault, and
» Protection Manager license SnapMirror management
» Management Console » Policy conformance checking and alerting
monitoring
— Reports
— Storage usage and availability, such as
gtrees, volumes, aggregates, LUNs, and
disks
— Storage systems
— vFiler units
— NetCache appliances
— Real-time streaming events
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To Use Install This product That enables these features

Provisioning | » DataFabric Manager Server | » Automated policy-based provisioning for SAN

Manager license and NAS storage systems
» Operations Manager license | » Space management policies and capacity
» Provisioning Manager reporting
license » Policy conformance checking and alerting
» Management Console If you have both Protection Manager and
Provisioning Manager licensed, then the following
features are enabled:
» Assigning provisioning policies to nonprimary
nodes
» Policy-based provisioning of primary storage
» Assigning protection policies to provisioned
data sets
Protection » DataFabric Manager Server | Failover and manual failback for NAS and SAN
Manager license storage systems
with Disaster | » Operations Manager license
Recovery » Protection Manager license

» Protection Manager
Disaster Recovery license
» Management Console

File Storage | »
Resource
Manager >
(File SRM) >

DataFabric Manager Server
license

Operations Manager license
File SRM Option

Tracking file system usage and capacity
information through managed hosts running DFM
Host agents

4.3 N series prerequisites

You must be running Data ONTAP Version 7.1 with DataFabric Manager V3.3.1 or later to
manage IBM N series storage systems. IBM will not support earlier versions of Data ONTAP.

Note: You must have a DataFabric Manager plug-in for each version of Data ONTAP that
you are running across your system. DataFabric Manager Server automatically includes
the plug-ins for Data ONTAP. To list the versions of the plug-ins for Data ONTAP, use the
dfm plugin 1ist command at the DFM Server command line. You do not need to
download a plug-in unless you are using a different version of Data ONTAP.

4.4 Installation

When you download Operations Manager, you need to make sure you have the Operations
Manager install code, Host Agent code, and the relevant DFM plug-ins for the environment
you plan to manage. In this chapter, we focus on setting up the DFM Server and the plug-ins.

The DFM Server utilizes plug-ins to communicate with and manage N series storage
systems. These plug-ins are Data ONTAP version specific and must correctly match the Data
ONTAP version running on the N series storage systems or gateways you plan to manage.
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4.4.1 Locating the installation files

The latest version of the Operations Manager installation files for Linux can be downloaded
from the IBM Systems Storage Support Web site at the following address:

http://www-947.ibm.com/systems/support/supportsite.wss/supportresources?brandind=5
000029&familyind=5329833&taskind=2

You will need to log in with your IBM ID; access to the files are granted if you have the
appropriate permissions. Contact your IBM Support representative or Business Partner to get
access to this site if you experience any difficulty.

Note: It is very important that you download and install all the plug-ins necessary for the N
series environment you manage. Operations Manager V3.7.1 comes packaged with
plug-ins to support Data ONTAP versions up to and including V7.2.4.1. For our
environment, we had to download plug-ins for Versions 7.2.6.1 and 7.3.1.

Note: If at any time you upgrade Data ONTAP, you must locate and download the correct
plug-in that works fully with that version of Data ONTAP. While you may be able to run DFM
Server and Operations Manager to query and mange the upgraded N series storage
system without the upgraded plug-in, you run the risk of making invalid API calls to the
kernel and possibly panic the Data ONTAP kernel. Before you call IBM support, you will
need to have installed the correct plug-in version and proven that the problem still exists.

4.4.2 Installation options

You can install Operations Manager using the provided defaults or you can install using the -d
<directory> switch to specify a different location. If you do specify a separate installation
directory, no IBMdfm directory will be created.

4.4.3 Installation steps

As mentioned before, Operations Manager comprises the DataFabric Manager Server and
the Operations Manager Web Application Interface, collectively called Operations Manager.
The following steps are for installing Operations Manager on a Linux Red Hat server.
Figure 4-2 on page 61 describes the files that will be used. In this chapter, we focus on
installing Operations Manager only. Host Agent and N series console will be addressed in
subsequent chapters.
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agentsetup-2-6- dfrm_Install_ dfmsetup-3-7-1-
linux . bin Instructions pdf linux.sh
promg
dir=C
LM pes © @
famil
dimgr.pro filerconfig_Linux.zip

5 items, Free space: 120.8 GB

Figure 4-2 List of files for Linux installation

Installing DFM Server

From a terminal window, navigate to the folder where the installation files are located. In our

case, we downloaded the files to a folder called /tmp/dfmInstaller.
A directory listing should show the files shown in Example 4-1.

Example 4-1 Directory listing of Operations Manager installation files

[root@vegemite dfmInstaller]#

[root@vegemite dfmInstaller]# 11

total 268660

-rwxr--r-- 1 root root 1650400 Mar 17 16:40 agentsetup-2-6-Tinux.bin
-rwxr--r-- 1 root root 14890 Mar 17 16:41 dfm Install_Instructions.pdf
-rwxr--r-- 1 root root 259502985 Mar 17 16:39 dfmsetup-3-7-1-Tlinux.sh
-rwxr--r-- 1 root root 52852 Mar 17 16:41 filerconfig Linux.zip
[root@vegemite dfmInstaller]#

Review the dfm_Install_Instructions.pdf file prior to installing the software.
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Running dfmsetup-3-7-1-linux.sh

As shown in Example 4-2, run the dfmsetup-3-7-1-1inux.sh command from the command
prompt. You will be prompted to confirm that you understand that DFM will want to send
periodic (weekly) Autosupport and performance information to IBM support.

Note: You will also be asked to provide your Operations Manager license key.

Example 4-2 Execution window for dfmsetup

[root@vegemite dfmInstaller]# ./dfmsetup-3-7-1-Tinux.sh
Unpacking files needed for the installation ...

By default, the DataFabric Manager Server sends Autosupport event messages and
weekly reports to IBM Support. Messages are sent over secure HTTPS. This
information is used to assist you with troubleshooting and problem resolution.
Autosupport will significantly speed problem determination and resolution
should a problem occur on the system. Status Autosupport event messages will be
sent to IBM once per week and will start 24 hours after installation. If you do
not want Autosupport event messages sent to IBM, you can disable Autosupport by
setting the Autosupport Enabled global option to "No". This option will
initially be set to "Unknown" unless manually set, and will automatically
become "Yes" after 24 hours if not set manually to "No". If you do not want to
include private data such as IP addresses, host names, and user names, set the
Autosupport Content global option to "minimal". Respond with "Yes" if you have
read and agree with the use of the Autosupport feature on this DataFabric
Manager Server or "No" to abort theinstallation.[y,n,?]: y

Enter your IBM DataFabric Manager license key [?,q]: rayehkrucoulic
Beginning the installation ...

Preparing... #H#FFH AR AR A A [100%]
1:IBMdfm #H#FEHEH AR R R A [100%]

Installing wrappers in /usr/bin directory.

Installing scripts in /etc/init.d directory.

Configuring DataFabric Manager Server services.

Setting up sql ...

Database "/opt/IBMdfm/data/monitordb.db" created successfully
Starting SQL ...

Setting up DBA user ...

Setting up transaction log management...

Defining SQL schema ...

Defining SQL Views ...

Setting up DFM user ...

Creating or updating sample backup schedules and throttles.
Stopping SQL ...

Adaptive Server Anywhere Stop Engine Utility Version 9.0.2.3397
EnabTed Operations Manager license.

Installing the online help.

Starting DataFabric Manager Server services.

Service: sql started.

Service: http started.

Service: eventd started.

Service: monitor started.

Service: scheduler started.

Service: server started.

Service: watchdog started.
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Installing Filer plug-ins.

New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed
New plug-in files installed

You may now point your

http://vegemite.tucson.ibm.com:8080/dfm/welcome

to /opt/IBMdfm/plugins/filer/6.5.1.
to /opt/IBMdfm/plugins/filer/6.5.2.
to /opt/IBMdfm/plugins/filer/6.5.3.
to /opt/IBMdfm/plugins/filer/6.
to /opt/IBMdfm/plugins/filer/6.5.5.
to /opt/IBMdfm/plugins/filer/6.5.6.
to /opt/IBMdfm/plugins/filer/6.5.7.
to /opt/IBMdfm/plugins/filer/7.0.
to /opt/IBMdfm/plugins/filer/7.0.1.
to /opt/IBMdfm/plugins/filer/7.0.
to /opt/IBMdfm/plugins/filer/7.0.
to /opt/IBMdfm/plugins/filer/7.0.4.
to /opt/IBMdfm/plugins/filer/7.0.5.
to /opt/IBMdfm/plugins/filer/7.0.6.
to /opt/IBMdfm/plugins/filer/7.1.
to /opt/IBMdfm/plugins/filer/7.1.1.
to /opt/IBMdfm/plugins/filer/7.1.
to /opt/IBMdfm/plugins/filer/7.2.
to /opt/IBMdfm/plugins/filer/7.2.
to /opt/IBMdfm/plugins/filer/7.2.
to /opt/IBMdfm/plugins/filer/7.2.
to /opt/IBMdfm/plugins/filer/7.2.

N NN, PP OO0 O0OO0OCO oo ol o 01 o1 ol

N =

B W N =

browser to access Operations Manager at

for an overview of product features, and for a 1ist of

steps to take next.

For help on the dfm command, enter

dfm help

[root@vegemite dfmInstaller]#
[root@vegemite dfmInstaller]#

NOYOT B WN -

SOl B W N

After the installation of Operations Manager finishes, you can use your web browser to go to
the provided link. If you are logged on locally to the installation server, you may use the link
provided; otherwise, you may need to substitute the name 1Tocalhost for the proper DNS or IP

address of the DFM Server.
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You will be asked to log in. Here you can provide the appropriate credentials, as shown in
Figure 4-3, to set up the initial installation and create additional users/roles as necessary.

QAppI\cations Places System e 2.07 AM

r

L] Welcome to Operations M - veg tucson.lbm.com - Mozilla Firefox 3 Beta 5 =Nk

| Ble Edit View Higtory Bookmarks Tools Help

?@ 0 ﬁ |%| http://vegemite tucson ibm.com:B0B0/dfm/welcome + | |G+ ]

CJsmart Bookmarks MBRed Hat MRed Hat Magazine MBRed Hat Network MBRed Hat Support

Evemts: Emergency. 0 Critical. 0 Eror 0 Warning: 0 Search
Control Center
Home Setup ¥ Reports ¥ Management ¥ Help v Log In|
Groups: Edit Gas 3
P Authentication Required =D

"] Global

Jﬁ A username and password are being requested by hitp:/fvegemite tucson.ibm.com:8080.

! 'u The site says: "Operations Manager®

User Name: | root

Password: [ -------| | pnyour
¥ cancel | & OK L |
2. SNMP Network Credentials
The discovery and perlodic monitoring leatures of the DataFabric Manager server depend on SNMP. It your storage systems and
Expand All Collapse All NetCache appliances donot have SNMP enabled, you must enable it now, using either the Data ONTAP ™ command line interface, or
one of the Web-based management tools: FilerView® or NetCache Manager

Current Group: SMMP network setings for your routers, switches, storage systems, or NetCache appliances can be specified at Edit Network
Group Stius Fis Credentials page so that DataF abele Manager server can communicate with those devices
Member Details Reports 3. Administrator Accounts
Edit Settings You are initially the only person authorized to change the DataFabric Manager sewver settings When prompted for a user name and
Edit Membership password, use the user name and password you use to log into this management host. If y ou want cthers to make changes to the
Edit Storage System Configuratior DataFabric Manager server settings, use the Administralors page to enter those administrators.
Edit vFiler Configuration — =
[N it s b el vn s sl A Cenvne =
Waiting for vegemite tucson.lbm.com...

Figure 4-3 Login to Operations Manager

At this point, you have successfully installed DFM Server, but still need to install the plug-ins
relevant to your environment. Notice that in the previous example the DFM Server package
only had plug-ins up to Data ONTAP V7.2.4.

Installing the DFM plug-ins

On the IBM System Storage support Web site, we located plug-ins for Version 7.2.6.1 and
Version 7.1.3. We found that there was a problem with the download manager mechanism
when attempting to download plug-ins and had to revert to http download for each file.

Note: The file names of the plug-ins are the same for each version. While you are able to
select multiple versions of the plug-ins on the download window using the download
manager, it is not possible to successfully download the files, as you would end up with
each version file in the download batch overwriting the previous file in the download
directory on your computer.

For downloading of plug-ins, use the http://based download mechanism instead.

Example 4-3 on page 65 shows the plug-ins we downloaded, highlighted in bold. The output
of the screen has been modified for brevity.
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Example 4-3 Plug-ins listing after downloading

[root@vegemite dfmInstaller]#
[root@vegemite dfmInstaller]# 11
total 268848

-rwxr--r-- 1 root root 1650400
-rwxr--r-- 1 root root 14890
-rwxr--r-- 1 root root 259502985
-rwxr--r-- 1 root root 52852
-rwxr--r-- 1 root root 55483
-rwxr--r-- 1 root root 53605
-rwxr--r-- 1 root root 1770
-rwxr--r-- 1 root root 6853589
-rwxr--r-- 1 root root 1528283
-rwxr--r-- 1 root root 552960
-rwxr--r-- 1 root root 3610
-rwxr--r-- 1 root root 4589449
[root@vegemite dfmInstaller]#

Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar

17
17
17
26
26
26
17
17
17
17
17
17

16:
16:
16:
19:
18:
18:
16:
16:
16:
16:
16:
16:

40
41
39
00
59
58
41
41
41
41
41
41

agentsetup-2-6-1inux.bin
dfm_Install_Instructions.pdf
dfmsetup-3-7-1-Tinux.sh
filerconfig_DFMDataONTAP7.1.3plug-in.zip
filerconfig_DFMDataONTAP7.2.6.1plug-in.zip
filerconfig_DFMDataONTAP7.3.1plug-in.zip
JDateChooserWrapper.java
jfreechart-1.0.4.zip

jpf-bin-0.10.zip

pthreads-000813.tar
STidingPanelDemo. java
swinglabs-0.8.0-bin.zip

Once you have downloaded the relevant plug-ins to your folder on the Linux DFM Server, you
can run the dfm command to install the plug-in. The dfm command is function rich, and in our
case we are interested in the dfm plugins part of the command, as shown in Example 4-4.

Example 4-4 dfm plugins command

[root@vegemite dfmInstaller]#

[root@vegemite dfmInstaller]# dfm plugins help

NAME

plugin -- install and manage plugins for configuration management

SYNOPSIS

dfm plugin Tist [ -t type ] [ path ]
dfm plugin add [ -f ] { path | url }
dfm plugin delete [ -t type ] { all | <versions> ... }

DESCRIPTION

The plugin command manages the storage system and NetCache plug-ins.

[root@vegemite dfmInstaller]#

Example 4-5 shows the install sequence we went through. Commands are highlighted in bold
and important responses from the application immediately follow those commands in bold.
Note also what happens when we attempt to install a plug-in that has already been installed.

Example 4-5 Adding plug-ins to DFM Server

[root@vegemite dfmInstaller]#

[root@vegemite dfmInstaller]# dfm plugin list
Release

Plug-in Type Version

Description

Storage System Config 6
Storage System Config 6
Storage System Config 6
Storage System Config 6.
Storage System Config 6
Storage System Config 6
Storage System Config 6

storage systems and vFilers
storage systems and vFilers
storage systems and vFilers
storage systems and vFilers
storage systems and vFilers
storage systems and vFilers
storage systems and vFilers

Chapter 4. Installing Operations Manager: Linux 65



66

Storage System Config 7.0 7.0.0.1 storage systems and vFilers
Storage System Config 7.0.1 7.0.1.1 storage systems and vFilers
Storage System Config 7.0.2 7.0.2 storage systems and vFilers
Storage System Config 7.0.3 7.0.3 storage systems and vFilers
Storage System Config 7.0.4 7.0.4 storage systems and vFilers
Storage System Config 7.0.5 7.0.5 storage systems and vFilers
Storage System Config 7.0.6 7.0.6 storage systems and vFilers
Storage System Config 7.1 7.1.0.1 storage systems and vFilers
Storage System Config 7.1.1 7.1.1.1 storage systems and vFilers
Storage System Config 7.1.2 7.1.2.1 storage systems and vFilers
Storage System Config 7.1.3 7.1.3 storage systems and vFilers
Storage System Config 7.2 7.2 storage systems and vFilers
Storage System Config 7.2.1 7.2.1.1 storage systems and vFilers
Storage System Config 7.2.2 7.2.2 storage systems and vFilers
Storage System Config 7.2.3 7.2.3 storage systems and vFilers
Storage System Config 7.2.4 7.2.4 storage systems and vFilers

[root@vegemite dfmInstaller]#

[root@vegemite dfmInstaller]#

[root@vegemite dfmInstaller]#

[root@vegemite dfmInstaller]# dfm plugin add filerconfig DFMDataONTAP7.2.6.1plug-in.zip
New plugin files installed to /opt/IBMdfm/plugins/filer/7.2.6.

[root@vegemite dfmInstaller]#

[root@vegemite dfmInstaller]# dfm plugin add filerconfig DFMDataONTAP7.3.1lplug-in.zip
New plugin files installed to /opt/IBMdfm/plugins/filer/7.3.1.

[root@vegemite dfmInstaller]#

[root@vegemite dfmInstaller]#

[root@vegemite dfmInstaller]# dfm plugin add filerconfig_DFMDataONTAP7.1.3plug-in.zip
Error: The existing installation of plugin version 7.1.3 is identical

to the one you are trying to install.

Use the '-f' flag to force the overwrite.

[root@vegemite dfmInstaller]#

The -f flag can be used to reinstall the plug-in. This is appropriate if your plug-in is corrupted
or has a bug in the code. The alternative to replacing a plug-in is to first delete the plug-in and
then add it in again.

After installing the plug-ins, we have the plug-ins lists shown in Example 4-6.

Example 4-6 Plug-ins list

[root@vegemite dfmInstaller]# dfm plugins list

PTugin Type Version Release Description

Storage System Config 6.5.1 6.5.1 storage systems and vFilers
Storage System Config 6.5.2 6.5.2 storage systems and vFilers
Storage System Config 6.5.3 6.5.3 storage systems and vFilers
Storage System Config 6.5.4 6.5.4 storage systems and vFilers
Storage System Config 6.5.5 6.5.5 storage systems and vFilers
Storage System Config 6.5.6 6.5.6 storage systems and vFilers
Storage System Config 6.5.7 6.5.7 storage systems and vFilers
Storage System Config 7.0 7.0.0.1 storage systems and vFilers
Storage System Config 7.0.1 7.0.1.1 storage systems and vFilers
Storage System Config 7.0.2 7.0.2 storage systems and vFilers
Storage System Config 7.0.3 7.0.3 storage systems and vFilers
Storage System Config 7.0.4 7.0.4 storage systems and vFilers
Storage System Config 7.0.5 7.0.5 storage systems and vFilers
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Storage
Storage
Storage
Storage
Storage
Storage
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Storage
Storage
Storage
Storage
Storage

System
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System
System
System
System
System
System

[root@vegemite
[root@vegemite

Config 7.0.6
Config 7.1
Config 7.1.1
Config 7.1.2
Config 7.1.3
Config 7.2
Config 7.2.1
Config 7.2.2
Config 7.2.3
Config 7.2.4
Config 7.2.6
Config 7.3.1
dfmInstaller]#
dfmInstaller]#
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vFilers
vFilers
vFilers
vFilers
vFilers
vFilers
vFilers
vFilers
vFilers
vFilers
vFilers
vFilers

Reviewing Operations Manager through a Web browser
Once you have installed and verified the plug-ins, you can use your Web browser, either from
your Linux host, another Linux host, or a Windows desktop, to connect to the DFM Server.
The DFM Server runs the Apache Tomcat Web server on port 8080 and you can get to it
using the following address:

http://<dfm sevever>:8080/dfm/welcome

In our case, the address was:

http://vegemite.tucson.ibm.com:8080/dfm/welcome

as shown in Figure 4-3 on page 64. You will be prompted to log in with root privileges.
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The main window shown in Figure 4-4 is an introduction window and provides you with an
overview of what you need to do to configure the DFM Server. This will be covered in more
detail in Chapter 9, “Configuring Operations Manager” on page 127.

Welcome to Operations Manager - vegemite.tucson.ibm.com - Mozilla Firefox 3 Beta 5

file Edit View History Bookmarks Tools Help

@@ ﬁ |% http:/fvegemite tucson ibm.com:8080/dfm/welcome 7 | |G_' 3

[Z¥Smart Bookmarks ¥ MRed Hat MRed Hat Magazine MRed Hat Network M Red Hat Support

) = P § ] - N
K = ¥ LR
IBM System Storage™ N series

Evemts: Emergency. 0 Critical 0 Error 0 Waming. 0 Search
[ Control Csnler}
Home Sewp v Repors *+ Management ¥ Help « Log In|
Groups: Edit Groups . m o
: Welcome to Operations Manager A 0e s
[ Global
Operations Manager is the web interface of the DataFabric® Manager server. Itis used for day-to-day storage management activities

The DataFabric Manager software is installed and operating, however you may want to customize several features.
1. Discovery

Discovery |s the process the DataFabeic Manager server uses 1o find the storage systems and NetCache® appliances on you:
organization’s networks Discovery runs by default on the subnets to which this management host is connecied

To add additional networks on which the discovery process looks for new appliances, use the Edit Networks page
Toenable discovery on all networks, or to turn discovery off, use the Edil Options page.

2. SNMP Network Credentials

The discovery and perlodic monitoring feaures of the DataFabric Manager server depend on SNMP. If your storage sy stems and
Expand All Collapse All MetCache appliances do not have SNMP enabled, you must enable it now, using either the Data ONTAP™ command line interface, or
one of the Web-based management tools. FilerView® or NeiCache Manager
Current Group: SMMP network settings for your routers, switches, storage systems, or NetCache appliances can be specified at Edit Network
Grup Stius Ra Credentials page so that DataF abeic Manager server can communicate with those devices
Member Details Reports 3 Administrator Accounts
Edit Sauings You are initially the only persen authorized to change the DataFabric Manager server settings. When prompted for a user name and
H"_‘ Membership password. use the user name and password you use to log into this management host. If you want others to make changestothe
Edit Storage System Configuration DataFabric Manager server setings, use the Adminisiratlors page 1o enter those adminisrators.

Edit vFiler Configuration

[ — A_Cenun.

Done

Figure 4-4 Operations Manager overview

Operations Manager provides a quick graphical view into the current health of your N series
storage system. An example is shown in Figure 4-5 on page 69, where we see the Events tab
with the heading “Information or Worse” and a list of warnings and errors that require
immediate attention. These warnings probably would not be noticed without diligent manual
monitoring if Operations Manager is not used.

As you might have observed, we have not yet manually entered the IP addresses of any N
series storage arrays, yet Operations Manager is able to provide some information. This is
because Operations Manager issues a broadcast or multicast to locate N series storage
arrays in the network.

The information provided here is what can be obtained through a read only query of the N
series arrays Operations Manager located. For more detailed management of each N series
storage array, you need to provide Operations Manager with the root (or equivalent)
credentials of each storage system you want it to manage. This will be described further in
Chapter 9, “Configuring Operations Manager” on page 127.
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Figure 4-5 Viewing events within Operations Manager

Installing the Sun Java Runtime Environment plug-in for Firefox

If you have just commissioned a new Linux server to serve as the DFM Server, it is possible
that not all plug-ins have yet been installed for your Web browser. You will require a current
version of Sun™ Java™ Runtime Environment (Sun JRE™) at a minimum.

If you are unable to get your browser to automatically install the plug-in, you may have to
manually install Sun Java Runtime Environment and then update the Web browser’s plugins
folder.
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Here is an example of the steps we took to install Sun JRE on Mozilla Firefox on our Red Hat
DFM Server:

1. Figure 4-6 shows that there is a missing plug-in for Firefox.

@ rpplications  Places  System &

Global - Per-cache View - vegemite.tucson.ibm.com - Mozilla Firefox 3 Beta 5

File Edit Wiew History Bookmarks Tools Help

@ - @ ﬁ &5 nitp://vegemite tucson.ibm.com: B0B0/fmireport/view/streaming-global-appletic - | @~ A
{JSmart Bookmarks ¥ MRed Hat MlRed Hat Magazine MlRed Hat Network MlRed Hat Support

Install Missing Plugins. ..

Additional plugins are required to display all the media on this page.

=21 | = ~ I 7
K =< 3
IBM System Storage™ N series

Evems: Emeigency 0 Criical 0 Emor2S Waming 15

| control Center
Home Setup » Reports ¥ Management ¥ Help v Logged in as root | Log C ul
Groups: Edit Groups - =
L Per-cache View T
/", Global
[ Group status [ Member Details |
Summary Quotas Sireaming Events
& Global Report [Per-cache view| = | (3@
Click here to download plugin

Expand All Collapse All
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Member Details Reports.
Edit Settings
Edit Membership |
Edit Storage System Configuration ~
Done

Figure 4-6 Missing plug-in for Firefox
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Figure 4-7 on page 72 shows that Firefox is searching for the missing plug-in.

Edit Membership
Edit Storage System Configuration

Done

‘ Applications Places System e 2:29 AM @
@ Global - Per-cache View - vegemite.tucson.ibm.com - Mozilla Firefox 3 Beta 5 SICES
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Figure 4-7 Firefox is searching for the Sun JRE plug-in

3. Figure 4-8 shows that Firefox has found the missing plug-in, but the installation fails, so we
have to switch to manual install.

| M sppiications  Places System @ 230am
@ Global - Per-cache View - vegemite.tucson.ibm.com - Mozilla Firefox 3 Beta 5 =) ax]
File Edit View History Bookmarks Tools Help

@R AE iagin i
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Additional plugins are required The following plugins are availabie ng Plugins.. ] x
[4] Java Runtime Environment

| Conlrol Center

Home Setup » Repons ¥  Manag: i in as root | Log Qul
Groups: Edit Groups P P

23 Mar 0218
£\ Global
ew| 2| [
Press Next to install these plugins

Expand All Collapse All

Current Group: R . Neg

‘Group Status Reporis

Member Detnils Reports

Edit Settings

Edit Membership |
Edit Storage System Configuration -
Done

Figure 4-8 Sun JRE plug-in installation fails

4. Figure 4-9 on page 73 shows the download of the Sun JRE plug-in from the Sun Web site.
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Figure 4-9 Manually download Sun JRE from the SUN Web site

. For the manual install, we save the file to /usr/java, then, as root, change the bin file’s

mode to executable through the chmod command, as shown in Example 4-7.

Example 4-7 Changing the file to executable

[root@localhost javal# 11

total 19204

-rw-r--r-- 1 root root 19635520 Mar 25 14:55 jre-6ul2-1inux-i586-rpm.bin
[root@localhost javal# chmod a+x jre-6ul2-Tinux-i586-rpm.bin
[root@localhost javal# 11

total 19204

-rwxr-xr-x 1 root root 19635520 Mar 25 14:55 jre-6ul2-1inux-i586-rpm.bin
[root@localhost javal#

. We then execute the file to install the Sun JRE, as shown in Example 4-8.

Example 4-8 Executing and installing Sun JRE from the Linux command line

[root@localhost javal# 11

total 19204

-rwxr-xr-x 1 root root 19635520 Mar 25 14:55 jre-6ul3-Tinux-i586-rpm.bin
[root@localhost javal# ./jre-6ul3-Tinux-i586-rpm.bin

Sun Microsystems, Inc. Binary Code License Agreement

for the JAVA SE RUNTIME ENVIRONMENT (JRE) VERSION 6 and
JAVAFX RUNTIME VERSION 1

SUN MICROSYSTEMS, INC. ("SUN") IS WILLING TO LICENSE THE
SOFTWARE IDENTIFIED BELOW TO YOU ONLY UPON THE CONDITION
THAT YOU ACCEPT ALL OF THE TERMS CONTAINED IN THIS BINARY
CODE LICENSE AGREEMENT AND SUPPLEMENTAL LICENSE TERMS
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(COLLECTIVELY "AGREEMENT"). READ THE AGREEMENT

CAREFULLY. BY DOWNLOADING OR INSTALLING THIS SOFTWARE, YOU
ACCEPT THE TERMS OF THE AGREEMENT. INDICATE ACCEPTANCE BY
SELECTING THE "ACCEPT" BUTTON AT THE BOTTOM OF THE
AGREEMENT. IF YOU ARE NOT WILLING TO BE BOUND BY ALL THE
TERMS, SELECT THE "DECLINE" BUTTON AT THE BOTTOM OF THE
AGREEMENT AND THE DOWNLOAD OR INSTALL PROCESS WILL NOT
CONTINUE.

1. DEFINITIONS. "Software" means the identified above in
binary form, any other machine readable materials
(including, but not Timited to, libraries, source files,
header files, and data files), any updates or error
corrections provided by Sun, ......

<< This part of the license agreement truncated for brevity >>

For inquiries contact: Sun Microsystems, Inc., 4150
Network Circle, Santa Clara, California 95054, U.S.A.

Do you agree to the above license terms? [yes or no]

yes

Unpacking. ..

Checksumming...

Extracting...

UnZipSFX 5.50 of 17 February 2002, by Info-ZIP (Zip-Bugs@lists.wku.edu).
inflating: jre-6ul3-1inux-i586.rpm

UnZipSFX 5.50 of 17 February 2002, by Info-ZIP (Zip-Bugs@lists.wku.edu).
inflating: jre-6ul3-1linux-i586.rpm

Preparing... #HE#ER AR AR AR AR AR AR AR AAAE [100%]
l:jre #H##HR AR AR AR AR AR AR AR [100%]
Unpacking JAR files...
rt.jar...
jsse.jar...

charsets.jar...
localedata.jar...
plugin.jar...
javaws.jar...
deploy.jar...

Done.
[root@localhost javal#

7. The final step is to go to the Firefox plugins folder and create a link to the Sun JRE
plug-in, as shown in Example 4-9 on page 75.
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Example 4-9 Linking the Sun JRE plug-in

[root@localhost java]# cd /usr/lib/mozilla/plugins

[root@localhost plugins]# 11 /usr/java

[root@localhost plugins]# 1n -s /usr/java/latest/plugin/i386/ns7/1ibjavaplugin oji.so
[root@localhost plugins]#11

total 4

Trwxrwxrwx 1 root root 53 Mar 25 15:23 libjavaplugin oji.so ->
/usr/java/latest/plugin/i386/ns7/1ibjavaplugin_oji.so

[root@localhost plugins]#

We note that there are also other ways to install the plug-in, depending on the version of
Mozilla or Firefox being used.

4.4.4 Switching off Autosupport notifications for Operations Manager

The Operations Manager installation and upgrade process automatically installs the
Autosupport feature with Autosupport enabled and displays a message about how to disable
the feature. To disable Autosupport, use the following command:

dfm option set autosupportEnabled=no

Note: While switching Autosupport off is appropriate in our lab, we strongly advise that it is
left on for your production environment, as it provides IBM Support with up-to-date
information of the health and state of your Operations Manager environment and N series
servers being managed.

At this point, you have installed the DFM Server and its plug-ins successfully and have
connected to the management interface through a Web browser. In the next chapter, we look
at installing the N series Management Console, which is a dashboard application and is
typically installed on a desktop or management console, as well as the steps for installing
Operations Manager agents on Linux hosts. The process for installing Operations Manager
agents on Windows hosts is covered in Chapter 5, “Host Agent installation for Windows 2003”
on page 79.
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Part 2

Host Agent installation

In this part, we discuss Host Agent installation for Windows and Linux.

© Copyright IBM Corp. 2009. All rights reserved.
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Host Agent installation for
Windows 2003

You can use the IBM System Storage N series Operations Manager Host Agent software to
monitor hosts through Operations Manager and the Operations Manager interface. This
chapter describes how to install this software on both a Windows 2003 64-bit and 32-bit host.

This chapter emphasizes the preparations and product installation that you should carry out
on Windows 2003 64-bit hosts to enable their monitoring by the DataFabric Manager Server.
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5.1 Host prerequisites

Operations Manager Host Agent is application software that resides on a Windows or Linux
host. In this chapter, we discuss only the Windows 64- or 32-bit host. The Host Agent collects
information, such as OS name, version, HBA information, and file system meta data, and then
sends that information back to the DataFabric Manager Server. Users can create reports of
the collected information by using Operations Manager or the DataFabric Manager Server
CLI.

To enable a target host to communicate with the DataFabric Manager Server, install and
configure the Operations Manager Host Agent software on that host. After the DataFabric
Manager Server discovers that instance of Operations Manager Host Agent, no further
configuration is required.

Operations Manager Host Agent does not initiate any management actions on the Windows
or Linux host. It is strictly a passive agent. It acts only on requests from external management
applications, such as the DataFabric Manager Server.

You need Operations Manager Host Agent only if you want to monitor SAN hosts or
FSRM-generated file system data through Operations Manager.

Operations Manager Host Agent uses a Web-based interface for configuration. You can
access it either from the computer on which Operations Manager Host Agent is installed or
from any other computer in the network. To access the Operations Manager Host Agent
remotely, be sure to precede the IP address with http://.

5.2 What Operations Manager Host Agent can do

80

After you install Operations Manager Host Agent on a non-IBM host, you can use Operations
Manager to perform a variety of SAN and FSRM functions.

» SAN capabilities: Using Operations Manager Host Agent and Operations Manager, you
can perform the following SAN Tasks:

— Monitor basic system information for the SAN hosts.
— View detailed HBA and LUN information.

» FSRM capabilities: Using Operations Manager Host Agent and Operation manager, you
can perform the following FSRM tasks:

— Collect storage usage data at the file and directory level (see Figure 5-1 on page 81).

— Identify a variety of file-related information, for example, largest files, oldest files, or
space consumed per file type.
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Figure 5-1 Operations Manager Host Agent

5.3 N series prerequisites

In order to access the SAN capabilities, you need to load the Host Agent on the server to be
monitored. No other configuration needs to be done.

On the other hand, to be able to use the features gained from FSRM, you must do a great
deal of configuration.

You must meet the following prerequisites to use the FSRM feature:

» You must have a valid FSRM license installed on your DataFabric Manager Server. Select
Setup — Discovery — Licensed Features — New License Key to see if you have the
license installed.

Note: The Quotas subtab is visible in the Operations Manager user interface (under
Control Center > Home — Group Status) until you install the File SRM license. After
you install the license, the Quotas subtab is renamed “File SRM,” and all of the FSRM
features become visible when you click it.

» All hosts to be managed through Operations Manager must be connected to a TCP/IP
network either known to or discoverable by the DataFabric Manager Server. The hosts
must be connected to the network through an Ethernet port and must have a valid IP
address.

» All directory paths to be monitored must be visible to the host agent. For example, to
enable FSRM host monitoring by the DataFabric Manager Server, the host agent must
mount a storage system share using NFS or CIFS, or the host agent must use a LUN on
the storage system.
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» Before setting up FSRM paths and schedules, you must enable administrative access to

your host agents.

You must enable administrative access to your host agents before you can perform FSRM
tasks with them. To enable administrative access, you must ensure that the password
specified on the DataFabric Manager Server matches those set in the Operations Manager
Host Agent software. Table 5-1 describes the options that must be set to enable
administrative access.

Table 5-1 Enable management access

Access type Operations Manager options Operations Manager host

agent software

Monitoring only Host Agent Monitoring API Password

Login=guest
Host Agent Monitoring Password

Management Management Host Agent Management API
Login=admin Password
Host Agent

Management Password

5.4 Overview of configuration steps

To begin gathering file level information, you need to perform the following tasks:

1.

Identify FSRM host agents.

If you have installed an FSRM license, Operations Manager will automatically discover all
host agents.

2. Add new host agents manually in Operations Manager, if they have not been discovered.

3. Set up Host Agent administrative access on the hosts to be monitored.

You must enable administrative access to your host agents before you can perform FSRM
tasks with them.

Verify Operations Manager Host Agent software administrative access.

5. Add paths in Operations Manager.

After host agents have been discovered, you must define paths to them.

When you use the Operations Manager GUI, you see that the host name is already
provided for you. Therefore, you only need to provide the path name in a shortened UNC
format as follows:

\\sharename\path\filename

Another example might be:

\\ipaddress\path\filname

In our example (Figure 5-2 on page 83), we did not specify a file name.
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Add a Hew SRM Path
SRM Host:

IxSBSSa =
Path

[1g 24.766 23 srm]
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25 har 15:20

Add Host

Schedule

Add & Schedule

Add SRM Path

Figure 5-2 SRM Path example

You will notice that we did not need to include the host name in the path. (It was already
included in the SRM Host window.)

6. Set up path-walk schedules in Operations Manager.

5.5 N series installation

Installation of the Operations Manager Host Agent is very easy. Our installation was on a
Windows 2003 64-bit server. Currently, the Host Agent is a 32-bit application. There is no
64-bit agent as of the writing of this publication. We downloaded the agent and started the
installation by double-clicking the Host Agent file, as shown in Figure 5-3.

File Edit “ew Favortes Tools Help | f,'
QEack - oy - T | [ zgarch Folders | & G X B | -
Address Iﬁ Ciikmp j Go
MName = ‘ Size ] Twpe 1 Date Modified Aktributes |

tagentsetup-2-6-Win32 . exe

..................................................................... 3,107 KB Application 2/13/2009 2:20PM A
gdfmsetup-}?-l-win32.exe 167,856 KB Application 211312009 2:05 PM h

Figure 5-3 Double-click the agent.exe file to begin installation
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Here are the steps to install the Operations Manager Host Agent:

1. Once you have double-clicked the install file, you will see the window shown in Figure 5-4.
Click Next to continue.

i'é'a DataFabric Manager Host Agent - Installshield Wizard E3

Welcome to the InstallShield Wizard for
DataFabric Manager Host Agent

The Installshield{R) Wizard will install DataFabric Manager Host
Agent on your computer. To conkinue, click Mesxt,

We R MIMG: This program is protected by copyright law and
international treaties,

IBM System Storage™ N series

e

Cancel |

Figure 5-4 Operations Manager Host Agent installation welcome window
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2. You can change the installation location here. We used the default location in our
installation, as shown in Figure 5-5. Click Next to continue.

{5 DataFabric Manager Host Agent - InstallShield Wizard

Destination Folder

Click, Mext ba install ta this Folder, or click Change to install ko a different
Folder.

G Install DataF abric Manager Hosk Agent bo:

Ci\Program Files (xS6NIBM)Agenth Change... |

InstallShiel —

Cancel |

Figure 5-5 Destination Folder window
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3. You can return to any previous window and make changes before you commit to the
installation, as shown in Figure 5-6. Click Install to continue.

ii¥ DataFabric Manager Host Agent - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation,

Zlick Install to begin the installation.

If wou wank to review or change any of your inskallation settings, click Back, Click Cancel ko
exit the wizard,

Installsthield

< Back I Install I Cancel

Figure 5-6 Ready to Install the Program window

4. Once the installation is compete, you will see the window shown in Figure 5-7 on page 87.
Click Finish to complete the installation.
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i'él‘ DataFabric Manager Host Agent - InstallShield Wizard | x| |

InstallShield Wizard Completed

The Installshield Wizard has successfully installed DataFabric
Manager Host Agent, Click Finish ko exit the wizard,

[BM Systern Storage™ N series

Zancel |

Figure 5-7 Installation is complete

5. Once the installation is complete, you will see the window shown in Figure 5-8. Select Edit
Settings.

(,":"—'DataFahric Manager Host Agent - ®#3655a - Welcome - Windows Internet Explorer

' F=:]http:,l',l'lZ.'-".D.D.1:4092,|'we|cc:me =] #2|| X | |uive Search 2
File Edit Wiew Faworites Tools  Help
0 47 [F]oatsFabric Manager Hast Agent - x3655a - ... | | o v B - odm o+ s kPage v () Tools +
=)
Welcome to DataFabric Manager® Host Agent 2#Mer1#183
About Host &qent | Edit Seftings | Edit Cettificate
[ ]
Dane Inkernet +o100% -

; 4

Figure 5-8 DafaFabric Manager Host Agent welcome window
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6. You will now see a window (Figure 5-9) where you can enter passwords for the functions
you want the host agent to perform.

!f\' DataFabric Manager Host Agent - #3655a - Administration - Windows Internet Explorer

@‘—‘ - http:,l',l'lZ?.El.D.1:4092,l'admin,|'f0rm j +3 || X ILiveSearch |-

File Edit “iew Favorites Tools  Help

ﬂ? "1'{;1‘? E]DataFabric Manager Host Agent - x3655a - Administr. .. | | #ﬂﬁ‘ R vam .'_,:LEEQE < ij Tools - *
1=
Edit Agent Settings 24 Mar 14:42.07
Options

Monitaring APl Passward IT
lanagement AP Password l—
HTTP Port [+0sz
HTTRS Part [40ss

HTTPS Cetificate Edlit Certificate
Remdote Upgrade m =
Filewvalk Log Path |C:\Program Files (xgahIBMYAgentifilewalk
Update I LI
[pene |_ | _ I_ I T W&met  [® 0w - v

Figure 5-9 Edit Agent Settings - enter passwords

7. You can enter passwords for both functions. After doing so, click Update, as shown in
Figure 5-10.

ﬁ'DataFahric Manager Hosk Agent - #3655a - Administration - Windows Internet Explorer

@—:—‘/ + [ hetpif1127.0.0.1: 9092 admin Form =l 42| x| Juive search e

File Edit iew Favorites Tools Help
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A A DataFabric Manager Haost Agent - x3685a - Administr, ., | | @ ~ B - i - |-k Page - G Tools -

Edit Agent Settings 24 Mar 14:42.07

Options

honitoring APl Password IT
Manzgement AP Password IT
HTTP Port [40s2
HTTPS Part ECEEN

HTTPS Certificate Ediit Cerificate
Remote Upograde IDisabIed vl |
Filewvalk Log Path IC:\Program Files (=86 IBMLAgentifilawalk

-
|Done l_l_l_l_l_mla Internet H100% v g

Figure 5-10 Edit Agent Settings - update
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Earlier in this chapter, we discussed how you can access the Operations Manager Host Agent
to update passwords, HTTP ports, or firewall path logs. If you are on the host system that
contains the host agent, you will need to point your browser to http://127.0.0.1 or
http://Tocalhost. If you are working somewhere else in the network and want to access the
host agent on another system, be sure to point your browser to that IP address or DNS name.
Also, when putting the IP address or DNS name in the address field of your browser, be sure
to use “http//” before the IP or DNS address.

This concludes the steps for installing the host agent.
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Host Agent installation for Linux

This chapter will cover the preparation, installation, and setup of the Operations Manager
Host Agent for Linux.
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6.1 Host prerequisites

The Operations Manager Host Agent can be installed on Windows and Linux. In this chapter,
we look at the Linux prerequisites. Table 6-1 shows the prerequisites for Operations Manager
Host Agent.

Table 6-1 Prerequisites

Platform Supported operating systems

Linux workstation or server » Red Hat Enterprise Linux, Version 4, update 3 or later
(32-bit and 64-bit x86)

» Red Hat Enterprise Linux, Version 5 (32-bit and 64-bit
x86)

» SUSE Linux Enterprise Server 9, SP 2 or later (32-bit
and 64-bit x86)

» SUSE Linux Enterprise Server 10 (32-bit and 64-bit

x86)
VMware ESX Server, Standard or Windows 2003 Server (32-bit)
Enterprise Edition, Version 3 Red Hat Enterprise Linux AS, Version 4

6.2 DFM Server prerequisites

Table 6-2 shows the software levels support for this host agent (V2.6).

Table 6-2 Supported software

Software Supported levels

DFM Server DataFabric Manager Server V3.6 or later

You must meet the following prerequisites to use the Operations Manager FSRM feature:

» You must have a valid FSRM license installed on your DataFabric Manager Server.
Contact your sales representative to obtain a File SRM license.

Note: The Quotas subtab is visible in the Operations Manager user interface (select
Control Center - Home — Group Status tabs to see it) until you install the File SRM
license. After you install the license, the Quotas subtab is renamed to “File SRM”, and
all of the FSRM features become visible when you click it.

» All hosts to be managed through Operations Manager must be connected to a TCP/IP
network either known to or discoverable by the DataFabric Manager Server. The hosts
must be connected to the network through an Ethernet port and must have a valid IP
address.

» All directory paths to be monitored must be visible to the host agent. For example, to
enable FSRM host monitoring by the DataFabric Manager Server, the host agent must
mount a storage system share using NFS or CIFS, or the host agent must use a LUN on
the storage system.

» Before setting up FSRM paths and schedules, you must enable administrative access to
your host agents. For more information, see Chapter 11, “File Storage Resource
Manager” on page 269.
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6.3 N series prerequisites

The N Series storage system must be at Data ONTAP (DoT) V7.1 or higher.

6.4 Installation

The host agent code can be downloaded from the IBM system support Web site at the
following address:

http://www.ibm.com/storage/support/nas
To install the Host Agent software, proceed to the folder where the agent is installed and
execute the agent setup-2-6-1inux.bin file or the latest version available after this version.

This will automatically unpack the files and install Host Agent to the default directory, as well
as start it up, as shown in Example 6-1.

Example 6-1 Installation of the host agent for Linux

[root@localhost dfmAgent]# ./agentsetup-2-6-linux.bin
Unpacking files needed for the installation ...
Stopping agent.

Beginning the installation ...

Starting agent.

You may now point your browser to
http://127.0.0.1:4092/welcome
to configure the agent software.

[root@localhost dfmAgent]#

6.5 Reviewing and configuring host agent settings

In order to manage the host agent and set passwords, simply point a Web browser (from any
machine) to the host agent residing on port 4092 of the server you just installed it on.
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Figure 6-1 shows the link if you chose to run the Web browser from the same host. If you are
going to use another host, such as your desktop, replace the address 127.0.0.1 with the IP
address of the fully qualified DNS name of the target host in your Web browser.

|) DataFabric Manager Host Agent - localhost.localdomain - Welcome - Mozil = |5 [% |

Fle Edit View History Bookmarks Tools Help

_ ]
- - @& d [E] http:/127.0.0.1:4092/welcome | =[] [T &
||

£3 Release Notes [~)Fedora Project | Red Hat [ Free Content

[ (Untitled) | [F] pataFabric Manager H... &5 | -

Welcome to DataFabric Manager® Host Agent " 17417

| Edit Settings | Edit Certificate

Done

Figure 6-1 View of the Host Agent from a Web browser

The format of the link is:
http://your host:4092/welcome

Clicking the About Host Agent link will give you a window detailing the Host Agent version
number, host name, and other details, as shown in Figure 6-2.

Fle Edit View History Bookmarks Tools Help
E&-9-C (1 |E] http:/127.0.0.1:4092/about [+ ] [[G- i
£3 Release Notes () Fedora Project [ Red Hat [ Free Content
i {Untitled) [F] DataFabric Manager H... 3 -
About Host Agent gy
Petnils ]
Agent Version 2.6.0.2120 (2.6)
Hostname localhost.localdomain
Install Directory lopt/IBMagent
Agent D Tfbal3Ea0d7d517F
Features SRM
Done

Figure 6-2 Reviewing Host Agent information

Clicking the Edit Settings link on the main Web page will give you a page where you can edit
the access passwords and if, necessary, change the host ports the agent will listen on, as
shown in Figure 6-3 on page 95.
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|'-"') DataFabric Manager Host Agent - localhost.localdomain - Administration - = |5 % |
Fle Edit View History Bookmarks Tools Help

e->-& (i} |[E http://127.0.0.1:4092/admin/forn | ~ | | [[C]- &
£3 Release Notes () Fedora Project | Red Hat [ Free Content

| (Untitled) [F] DataFabric Manager H... 3 -
Edit Agent Settings 20 Mar17.:51:08 B

Password the DFM server will use

Options . to  the agent
Monitoring AP1 Password I --------
Management AP| Password .
I l Password the DFM server will use

to manage the agent

HTTF Port o=z
HTTPS Port I \ Ports to listen for DFM server of

HTTPS Certificate Edit Certificate weh browsers on
Remote Upgrads Allow ! disallow remote code upgrades
Filewalk Log Path I"opL"IBMagenL"fiIe‘.\\aIk

o=

Figure 6-3 Editing Host Agent settings

Note: If you change any of the settings here, you must update your DFM Server to reflect
this information or the DFM Server will not be able to connect to this agent. This is
particularly important for the HTTP port and HTTPS port.

The default passwords are shown in Table 6-3:

Table 6-3 Default user names and passwords

Description Default value

Guest user name guest

Guest password public

Admin user name admin

Admin password Not specified. This is disabled until the user
specifies a password.

In Operations Manager Host Agent V2.5 and later, the -0 option lets you configure passwords
without having root privileges. Example 6-2 shows an example syntax of that function.

Example 6-2 sudo dfm_agent -o command

[root@localhost dfmAgent]# sudo dfm_agent -o Admin-Password=secret
[root@localhost dfmAgent]#

The default port addresses are listed in Table 6-4.

Table 6-4 Default port addresses

Description Default value
HTTP port 4092
HTTPS port 4093
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If your host is properly configured in your network, you can install a HTTPS certificate,
generated by your internal Certificate Authority or an external one here. Refer to your
organization’s certificate and key management infrastructure and policies to see if you need
to install a certificate on your host agent.

At this point, the host agent is discoverable by the DFM Server and should be able to
managed by the DFM Server once the relevant credentials are entered in the DFM Server.

6.6 Starting and stopping the service

On Linux hosts, Operations Manager Host Agent is a daemon started by the init service.

You can also start and stop the daemon manually, as follows:
» To start the daemon, at the Linux command line, run dfm_agent start.

» To stop the daemon, at the LInux command line, run dfm_agent stop.

Note: These commands will only work after you have successfully installed the Host Agent
on the your host.

6.7 Limitations of Host Agent

The Host Agent will create a unique system ID to represent the host. This information is
maintained in the System-ID variable in the following file:

/opt/IBMagent/dfm agent.cfg
Operations Manager uses this information to uniquely track each host. If you clone the host,

the DFM Server will be unable to distinguish the clones and continue to treat them as one and
the same host.

You can force the cloned host to regenerate a new unique System ID key. To do this, simply
do the following steps:
» Stop the dfm agent by running the following command:
dfm_agent stop
» Remove only the System-ID variable from the file /opt/IBMagent/dfm agent.cfg.
» Start the dfm agent by running the following command:

dfm_agent start
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Part 3

N series Management
Console and
applications

This part discusses installation of the N series Management Console as well as its
administration.
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N series Management Console
installation on Linux

Here we discuss the steps necessary to install the IBM System Storage N series
Management Console on Linux.

© Copyright IBM Corp. 2009. All rights reserved.
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7.1 Host prerequisites

The N series Management Console for Linux is a client dashboard application that is typically
installed on a dedicated management computer accessible by the IT operations staff. This
tool requires Java, and we do not recommend running it on the DFM Server for performance
reasons.

7.2 N series prerequisites

The N series Management Console prerequisites for a Linux host are the same as the
requirements for a Linux host running the Operations Manager interface. These requirements
are described in Chapter 4, “Installing Operations Manager: Linux” on page 55.

7.3 Installation

100

The N series Management Console can be downloaded from the DFM Server through the
Operations Manager Web interface.

Do the following steps to install the N series Management Console:

1. Open a Web browser. We use the Mozilla Firefox Web browser to map to the DFM Server.
2. Log on to the DFM Server.

3. On the Control Center tab, we select the Setup menu and then click Download
Management Console, as shown in Figure 7-1.

fCOntmI Center | Backup | Disaster Recovery}
Home Setup * Reports v Management + Help «

GI’OUF Options
Discovery up Summar
[ Glok e
MNetwork Credential
- refentes oup Status | Mem

Sroups
mary File SRM L

Administrative Users

Roles Global

Alarms

us [0 Mormal

Database Backup

Download Management Console  jup|Members
Events
Emergency 0
Critical o
Expand All Collapse All Error 0
Current Group: Monitored Devices

Figure 7-1 Download Management Console menu option

4. We then click Download Linux Installation (version 2.2.1), as shown in Figure 7-2 on
page 101.
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Download Linux Installation (version 2.2.1)

Figure 7-2 Download Linux Installation (version 2.2.1) window

5. We download the file to a folder (in our example, /tmp/nconsole), as shown in Figure 7-3
and Figure 7-4.

- e s s

Opening nmconsole-setup-2-2-1-linux.sh

You have chosen to open

- | nmec I tup-2-2-1-Ii .sh |

ku which is a: shell script —
fis from: hitp://9.11.218.152:8080

Edit

What should Firefox do with this file?

) Open with | Browse... e

: nd P
@ 5ave File

[] Do this automatically for files like this from now on. datg

rage|

Jox I nta

—_—

l ¥ Cancel l

® Download Windows Installation (version 2.2.1)
P = " " : n

Figure 7-3 Save the file to a folder

6. The file can be viewed by navigating to the /tmp/nconsole folder. We decide to install this
file through the Linux command-line interface (CLI) in order to specify a target installation
directory.

nconsole

Hie Lok Wew Mo\ Fe Edit View Places Help

so -l g
-

e LAt view Maces bep nmconsole-setup-2-

Aamiisalier PO Fox File downloaded from DFM server

weEyving fodkia ryving WJI 1 item, Free space: 23 GB

T

B B D Prert sefucare e
by T rnoror i . et Fomama
Y Y Y ot e b iy fitree o

Figure 7-4 Location of downloaded installation file
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7.3.1 Linux command-line installation

Do the following steps to install the N series Management Console, make a link file, and paste
the link file onto the desktop.

1. Launch a terminal window and navigate to the folder where we saved the downloaded
installation file.

2. Run 11 to list the directory contents. You can see that the file is not yet marked as
executable, as shown in Example 7-1.

Example 7-1 Permissions checking

[root@vegemite nconsolel# 11

total 63108

-rw-r--r-- 1 root root 64547812 Apr 2 14:45 nmconsole-setup-2-2-1-linux.sh
[root@vegemite nconsole] #

3. Execute chmod to make the installation file executable, as shown in Figure 7-2 on
page 101.

Example 7-2 Making the install file executable

[root@vegemite nconsole] #

[root@vegemite nconsole]# chmod 744 nmconsole-setup-2-2-1-Tinux.sh
[root@vegemite nconsole]# 11

total 63108

-rwxr--r-- 1 root root 64547812 Apr 2 14:45 nmconsole-setup-2-2-1-linux.sh
[root@vegemite nconsole] #

4. Obtain the usage parameters, as shown in Example 7-3.

Example 7-3 Usage parameters

[root@vegemite nconsole]# ./nmconsole-setup-2-2-1-Tinux.sh -?
Unpacking files needed for the installation ...
nmconsole-setup.sh:

Usage: nmconsole-setup.sh [ -d <directory> ]

[root@vegemite nconsole] #

[root@vegemite nconsole] #

5. Use the -d switch to specify the install directory, as shown in Example 7-4.

Example 7-4 Using the -d switch

[root@vegemite nconsole]# mkdir /opt/nconsole

[root@vegemite nconsole]# ./nmconsole-setup-2-2-1-Tinux.sh -d /opt/nconsole
Unpacking files needed for the installation ...

Beginning the installation ...

./

./nmconsole

./boot.properties

<< Qutput truncated for brevity >>
./help/Working_with_data_in_views.htm

./help/zoom_icn.gif
[root@vegemite nconsole]#
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6. Navigate to the installation folder to make the nconsole file executable, as shown in

Example 7-5.

Example 7-5 Navigating to the installation folder

[root@vegemite nconsolel# cd /opt/nconsole/

[root@vegemite nconsolel# 11
total 80

-rw-r--r-- 20041 gopher 1051
drwxr-xr-x 20041 gopher 4096
drwxr-xr-x 20041 gopher 4096
drwxr-xr-x 20041 gopher 4096

drwxr-xr-x 20041 gopher 4096
-rW-r--r-- 20041 gopher 1428
-rw-r--r-- root root 162
drwxr-xr-x 30 20041 gopher 4096
-rw-r--r-- 1 20041 gopher 10
[root@vegemite nconsole] #
[root@vegemite nconsole]# chmod
[root@vegemite nconsole] #
[root@vegemite nconsolel# 11
total 80

1
2
7
4
drwxr-xr-x 8 20041 gopher 4096
2
1
1
0

-rw-r--r-- 20041 gopher 1051
drwxr-xr-x 20041 gopher 4096
drwxr-xr-x 20041 gopher 4096
drwxr-xr-x 20041 gopher 4096

drwxr-xr-x 20041 gopher 4096
-rw-r--r-- 20041 gopher 1428
-rwxr--r-- root root 162
drwxr-xr-x 30 20041 gopher 4096
-rw-r--r-- 1 20041 gopher 10
[root@vegemite nconsole]#

1
2
7
4
drwxr-xr-x 8 20041 gopher 4096
2
1
],
0

Oct
Oct
Oct
Oct
Oct
Oct
Oct
Apr
Oct
Oct

744

Oct
Oct
Oct
Oct
Oct
Oct
Oct
Apr
Oct
Oct

27 12:28 boot.properties
27 12:29 css

27 12:29 help

27 12:29 images

27 12:28 jre-1.5.0

27 12:29 1ib

27 12:28 log4j.properties
2 15:21 nmconsole

27 12:29 plugins

27 12:28 vendor.properties

nmconsole

27 12:28 boot.properties

27 12:29 css

27 12:29 help

27 12:29 images

27 12:28 jre-1.5.0

27 12:29 1ib

27 12:28 log4j.properties
2 15:21 nmconsole

27 12:29 plugins

27 12:28 vendor.properties

7. At this point, the N series Management Console is installed and can be launched by

opening the nconsole file in the directory /opt/nconsole.
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8. We set up a link (or shortcut) to the N series Management Console from the graphical

desktop, as shown in Figure 7-5.

jre-1.5.0

e
a \5 Rename. ..
b
-
-
-
- s

n—-——l—

plugins | © Moye to Trash

. Create Archive. ..
R oo il

Figure 7-5 Create a link file of the file nconsole in /opt/nconsole

9. The file called 1ink to nconsole should be moved to the desktop using cut and paste, as

shown in Figure 7-6.

logs

=

link to nmconsole Ig

Figure 7-6 Move ‘link to nconsole” to the desktop

10.Finally, right-click the nconsole link icon to get to the Properties menu for the link file and
make it an executable, as shown in Figure 7-7 and in Figure 7-8 on page 105.

5 Move to Trash

Stretch lcon

Create Archive...

T

Figure 7-7 Properties of the link file
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Access: |Read and write

L3

£ Open

" Open with "Text Editor" Group: |root 5

Open with Other Application...

L3

Access: [Read-only

B Cut
Kk B copy Others 3 - Make sure this is
Make Link Access: [Read-only :]
Rename. .. o]
Execute: Allow executing file as program
& Moye to Trash
—tm - -

Stretck 'l d

1 - Select Properties of nmconsole object

: & Help ® Close |

109 03:47:07 PM M5T

Create Archive...

+ Properties V N

TIUUP JALIUS NCPU LS

Member Details Reports 12 items, Free space: 2.3 GB

link to nmconsole e o
Done

Figure 7-8 Select the Permissions tab and ensure that the Execute option is selected

The N series Management Console is now ready to be launched from the desktop.

Launch the application and you will be presented with the connect and login window, as
shown in Figure 7-9. Here you will need to enter the name or IP address of your DFM Server
as well as your login credentials. In our lab, we use root, but in a normal production
environment, you really should use a user account that is dedicated to this task.

15 Places System %

IBM N series Management Console

e s, U DS ———
|- IBM N series Management Console - Version: 2.2/ X

((\‘ IBM System Storage™

DataFabric® Manager Software Login

Server: wegemite tucson.ibm.com [:

User: |root

Fassword: |“""“"‘""“'"

Protocol: |[HTTPS(+ | Fort: [a4as

Connect I Cancel I |_Option5 << I

Figure 7-9 Connect and login window for N series Management Console
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DFM Server supports Role Based Access Control (RBAC) and you can set up roles to
represent different administrative functions that match the method of administration your
organization supports. This capability in DFM Server is very sophisticated and facilitates the
delegation of tasks to different entities within your organization. Once you have set up the
roles, you can then assign user IDs to these roles. User IDs can be either locally created IDs
or IDs listed in LDAP Directory servers, such as Microsoft Active Directory® or IBM Directory
Server.

After you have logged in, you should get a window similar to the one shown in Figure 7-10.

Details about how to use the N series Management Console are covered in Chapter 9,
“Configuring Operations Manager” on page 127.

IBM N series Management Console : Manage Performance - root on vegemite.tucson.ibm.com . (= 0/X]|
Com .E\Ie Wiew Tasks Help
& & i & @ | Group a8 =
E @ Monitor Dashboard
root's » Dashboard
Event Top Performance Events ») Top Storage Systems by Network Throughput ')
Vents
ﬁ Evemt Source 1.0 f:
0.9
Tre 0.8
0.7
0.6
-
05
A 0
[ 03 [+
2cis.0 " 0
. Top Storage Systems by Total Ops Top Storage Systems by CPU Lilization -y
x|
E 10 [a L0 [a
Jeri| 0.4 0.9
0.8 0.8
B, | 0.7 0.7
] 0.6 0.6
-..\ | 0.5 0.5
04 0.4
fce or 03] [~ 0.3 [~
s [ omllo \ O
s
=4 View
O 5 |8
Set Up 1-Up 2-Up 4-Up

Figure 7-10 N series Management Console as viewed from a Linux desktop
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N series Management Console
installation for Windows

Here we discuss the steps necessary to install the IBM System Storage N series
Management Console on Windows.
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8.1 Host prerequisites

The N series Management Console is a client platform for Java-based applications running
on Windows 2003, Windows XP, Windows Vista®, Red Hat Enterprise Linux, and Suse Linux
platforms.

When you install N series Management Console on Windows 2003 R2 32-bit and on a
Windows XP host, they operate the same. The Windows 2003 64-bit installation is the same
and will not be shown in this chapter.

Note: N series Management Console V2.2 does not support Solaris.

You should not install N series Management Console on the DataFabric Manager Server.
Installing the console on the server can have a negative impact on server performance.

Note: N series Management Console V2.2 is supported on DataFabric Manager V3.6.1 or
later.

8.2 N series prerequisites

The N series Management Console is the console for the Operations Manager, so the N
series requirements are the same as shown in Chapter 2, “Installing Operations Manager:
Windows 2003 32-bit operating system” on page 21.

8.2.1 Function of N series Management Console

The N series Management Console is a client software that contains a number of storage
system management applications.

N series Management Console incorporates the following applications, as shown in
Figure 8-1 on page 109:

» The Performance Advisor application allows viewing of historical and real-time
performance data collected from N series storage systems.

» The Protection Manager application provides policy-based data protection by using N
series storage systems that have SnapVault, Open Systems SnapVault, or SnapMirror
licenses.

» The Provisioning Manager application improves efficiency in storage utilization,and
automates provisioning and managing storage for NAS and SAN access.

To use these features, you must download and install N series Management Console.

108 Managing Unified Storage with IBM System Storage N series Operation Manager



Performance Advisor

rotection Manager

DataFabric
Manager
Server

- e s

Provisioning Manager

BB
Clustered - . .
Storage Systems SAN/ISAN Storage Systefd series with

NearStoree

T Sy ST e B anabn e Hine e a1 A T, WEET

i
i
-

«

Figure 8-1 N series Management Console

8.2.2 License requirements

The license requirements for N series Management Console are:
» Performance Advisor application license.

» Protection Manager application provides policy-based data protection by using N series
storage systems that have SnapVault, Open Systems SnapVault, or SnapMirror licenses.

» Provisioning Manager application license.
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8.3 Installation

Follow these steps to download and install the N series Management Console:

1. In the Control Center tab of the Operations Manager main window, select the Setup tab
and then select Download Management Console, as shown in Figure 8-2.

|
N series

Slurag;.

™

IBM System
Events: Emerency: 0 Criticel 0 Error: 0 Warning: 0

Control Center

Home | Setup » Reports » Management » Help »

Group Cptions

1 Glol Discovery Up summary
Metwork Credentials =
= up Status T Memt Detallsw
roups

mary Quotas  Streaming  Events

Administrative Users

Roles Global Report
Alarms
Mormal Yolume Capacity Used ws Total
Databasze Backup = 1.0 B T e E
Download Management Console | embers
0.5 B
Events
Emergency o ‘Warning o !
Critical il \nformation il 12:00 18100 00:00 0600
Expand Al Colapse Al
Error o
Current Group: Grapt: B
Monitored Devices Ad | 1w [ 1m | 3m |1y
Group Status Reports
Member Details Reports Storage Capacity
Edit Settings Aggregates 0 0hytes of O bytes (0.0% of total)
Edit Membership Volumes 0 Ohbytes of O bytes (0.0% of total)
Edit Storage System Configuration Otrees 0 0hytes of 0 bytes (0.0% of limit)
Ed!t vFiler Configuration : LUHs 0 0bytes
Edit NetCache Configuration
Edit NetCache Software

Edit NetCache Files

Run a Command

ke

Figure 8-2 N series Management Console setup window

2. Figure 8-3 on page 111 shows the links to the Windows and Linux downloads. Click
Download Windows Installation (version 2.2.1).
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Figure 8-3 N series Management Console Windows 2003 download window

Click Save in the File Download - Security Warning window. You can then save the
installation files to a specific location, as shown in Figure 8-4. If you want to install the N
series Management Console on a separate server (recommended), you can save it on an
USB drive, CD, or on a network share.
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IBM System Storage™ N series
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Figure 8-4 N series Management Console download and save window
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We save the files to the Windows desktop, as shown in Figure 8-5.

Download complete =]

F i

dfmsetup-3... By

= Diovenload Complete

Saved:
. s0le-setup-2-2- 1 -win3z , exe from x3655-b

nmconsole-. .. EENEEEEENNENENEEEENNNENNNNENENENERSNNNEEEER
Cownloaded: S1.0MEin 2 sec

Download ko C:h. . inmconsale-sekup-2-2-1-win3z, exe

Transfer rate: 25.5 MBJSec

[" Close this dislog box when download completes

Bun Open Eaolder | Cloze I

Figure 8-5 N series Management Console download on a Windows 2003 R2 desktop window

4. Execute the N series Management Console setup file. The Preparing to Install window
(Figure 8-6) shows that the N series Management Console is checking the operating
system compatibility of the system on which we are Installing the N series Management
Console.

Installshield Wizard

Preparing to Install...

M zeries Management Conzole Setup is preparning the
[hztallS hield *wizard, which will quide you through the
program setup process. Pleasze wait,

Checking Operating Syatem Yersion

|

Figure 8-6 Checking the operating system version for installation of N series Management Console
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Figure 8-7 shows that the Windows installer is preparing to install the N Series
Management Console.

Installshield Wizard

Preparing to Install...

M zenes Management Conzole Setup iz preparnng the
IngtallShield Wizard, which will guide vou through the
program setup proceszs. Pleaze wait,

Configuring ‘windows [nstaller

e —

Figure 8-7 Configuring Windows installer for installation of N series Management Console
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5. Figure 8-8 shows the welcome window for the N series Management Console. Select
Next to continue the installation of the N series Management Console.

|i§ M series Management Console - InstallShield Wizard

Welcome to the InstallShield Wizard for N
series Management Console

The Installshield(R) Wizard will install M series Management
onsole on your computer, To continue, click Mext,

WARMING: This pragram is prokected by copyright law and
international treaties,

Zancel |

Figure 8-8 The welcome window for the installation of the N series Management Console
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6. Figure 8-9 shows the Customer Information window for the N series Management
Console. By default, the installer uses the Windows system name as the User Name and
Organization. You have the option to modify these fields if needed.

Select Next to continue the installation of the N series Management Console.

i'\%‘ M series Management Console - InstallShield Wizard

Customer Information

Please enter wour information,

ser Mame:

I.ﬁ.dministratnr

Drganization:
frrso-Tud]

Installshield — —

< Back I Mexk = I Cancel

Figure 8-9 Customer Information window
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7. Figure 8-10 shows the Destination Folder for the N series Management Console files. It is
set to the path shown on the window by default, but you have option to change the path by
selecting Change... and browsing to the path you wish to use.

Select Next to continue the installation of the N series Management Console.

i'él‘ M series Management Console - Installshield Wizard

Destination Folder

Click Mext to install ko this Folder, or click Change to install ko a different Folder,

G Install M series Management Consale to:

C:\Program Files\IBMiM series Management Console! Change. .. |

InstallShield — —

Cancel |

< Back

Figure 8-10 Destination Folder window
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8. Figure 8-11 shows that the N series Management Console is ready to install.
Select Install to continue the installation of the N series Management Console.

{i& N series Management Console - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install ko begin the installation,

If wou want ko review or change any of wour installation settings, click Back, Click Cancel ta
exit the wizard,

InstallShiel —

< Back Cancel

|

Figure 8-11 Ready to install the N series Management Console window
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9. Figure 8-12 shows that the N series Management Console is checking the files before

installing them to make sure all the requirements have been met.

Select Cancel if you want to cancel the installation of the N series Management Console.

i‘é‘l M series Management Console - Installshield Wizard [_ [E =]

Installing M series Management Console

The program features you selected are being installed.

Please wait while the Installshield YWizard installs M series Management
Cansale, This may take several minukes,

Skatus:

Installhield — —

Back Mexk =

Figure 8-12 N series Management Console installation status window
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Figure 8-13 shows that the N series Management Console is copying the new files to the
specified path.

i'él‘ N series Management Console - InstallShield Wizard

Installing N series Management Console

The program Features you selecked are being installed.

Please wait while the Installshield Wizard installs M series Management
Console. This may take several minukes,

Skatus:

Zopying new files

Installshiel —

= Bark [

Figure 8-13 N series Management Console copying new files window
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10.Figure 8-14 shows that the N series Management Console has been sucessfully installed.
Click Finish to exit the wizard.

The Installshield Wizard has successfully installed M series
Management Consale, Click Finish ko exit the wizard,

Zance! |

Figure 8-14 N series Management Console installation completed window
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11.Figure 8-15 shows that the N series Management Console icon is now available on the
Windows desktop.

Manager. ..

Ackivate Windows
Windows Catalog

Windows Update

Programs L4
Documents L4
Setkings L3
Search 3
Help and Support:

Run...

Log Off administrator., ..

Shut Do,

BE e vRba @

Windows Server 2003 Errterprise Edition

Figure 8-15 N series Management Console
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12.Double-click the N series Management Console icon and you will get the window shown in
Figure 8-16.

) IBM N series Management Console

IBM N series Management Console - Yersion: 2.2.1

@ . |BM System Storage™
\ DataFabric® Manager Software Login

Server; |\ [:

User: |

Password. !

CanceIJ Optiong ==

Figure 8-16 N series Management Console main window

In this window, you have three options:
— Server

You have to enter the IP address or DNS name of the Operations Manager if the
Operations Manager is installed on a separate server. We recommend this approach
because installing the N series Management Console and the Operations Manager on
the same server impacts the performance of Operations Manager. We installed
Operations Manager and the N series Management Console on the same server
because this is a test environment, so we use localhost.

— User

Specify the user name of the Operations Manager. We use the administrator ID.
— Password

Specify the Operations Manager password.
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Once you provide with the above information, you will get the window shown in
Figure 8-17, which shows the Dashboard window before the discovery of the N series

storage systems by the Operations Manager.

File View Tasks Help

@ IBM N series Management Console : Manage Performance - Administrator on localhost |9 [m] B3

& & i O @ |Growp |G clobal [~

* Dashboard
* Events

View

Set Up

Monitor Dashboard
Top Performance Events > Top Storage Systems by Network Throughput 2

Event Source 10
0o

03

07

08

05

04

03

02

o1

00

Top Storage Systems by Total Ops :)) Top Storage Systems by CPU Utilization -y

10 10
0e 0.9
o0& 08
o7 07
06 08
05 05
04 04
0.3 0.3
0z 02
0.1 0.1
0.0 o0

Figure 8-17 N series Management Console Dashboard window
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Figure 8-18 shows the Events window before the discovery of the N series storage systems
by the Operations Manager.

i) IBM N series Management Console : Manage Performance - Administrator on localhost [_ (o]
File  Wiew Tasks Helpr %
|,‘:|| P i 2 @ crowp gl cl
Dashboard M
View Events: | (1 1Day | & 1week| BB 1month| [lmi |
* Events
Severtt ~ | Evert ~ |Triggered = Acknowledge v Acknowledged Time  Source v |
a
[+
Event:
Source:
Source Type:
Severity
About:
| Triggered:
Acknowledged:
J Deleted:
‘ Condition:
|
View l
Set Up

Figure 8-18 N series Management Console Events window

This concludes our discussion about the installation of the N series Management Console
installation for Windows.
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Part 4

Configuring Operations
Manager

This part will cover the setup of Protection Manager, Provisioning Manager, and File Storage
Resource Manager.
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Configuring Operations Manager

The Operations Manager installation is very simple and is covered in several chapters of this
book, depending on the operating system you chose. However, the application itself has
many options and supports many aspects of managing and monitoring a NetApp® and IBM
System Storage N series environment. In this chapter, we will cover many of the features and
functions of Operations Manager at a configuration level, but we recommend that you refer to
the Operations Manager Administration Guide for Use With DataFabric Manager Server 3.7,
GC26-7889, for more detailed information.
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9.1 What is Operations Manager

Operations Manager is a management platform that will give you a better look into your IBM N
series and NetApp infrastructure. You will be able to access such services as discovery and
grouping, monitoring and alerting, reporting, and many other activities needed to effectively
manage a complex storage environment. You can manage this environment from either a
graphical user interface or from the DataFabric Manager Server CLI. DataFabric Manager
Server is part of the Operations Manager infrastructure. It is activated by using the core
license for Operations Manager. Operations Manager does not run on storage systems
themselves, but is run from a dedicated server properly sized for the environment you have.
Monitoring of your storage infrastructure is accomplished by Operations Manager detecting N
series storage devices as well as loading a Host Agent on clients that reside in your N series
environment. For complete sizing information, refer to the IBM System Storage N series
Operations Manager Sizing and Installation Guide, REDP-4270.

Figure 9-1 shows an overview of the Operations Manager infrastructure.

Performance Advisor

Server

DataFabric
l Manager

. Enterprise‘\;.
___Network

Clustered - : _
Storage Systems SAN/ISAN Storage Systefd series with
NearStoree

Figure 9-1 Operations Manager infrastructure

It is not within the scope of this IBM Redbooks publication to cover the process of upgrading
to Operations Manager V3.7.1 from a previous version, but the following suggestions apply
before proceeding with an upgrade.

» Use the dfm backup create command to back up the Operations Manager database
before upgrading.

» Dedicate a machine to Operations Manager and all of its components.

» Set the browser to support Java Applets if you are planning to use Disaster Recovery
Manager.
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9.2 Operations Manager licensing considerations

Before using the Operations Manager application, you need to consider what licenses you will
need. There is a core license for Operations Manager that will give you the ability to view and
monitor N series and NetApp storage devices, but that is all. You will not be able to access
any of the file and volume data beyond monitoring. You must add several licenses that will
give you additional abilities beyond monitoring alone.

Table 9-1 gives you a list of features activated by each license.

Table 9-1 Licenses for features

To use Install this license or product That enables these features

Operations Manager DataFabric Manager Server license Automated policy-based data protection for N
series NAS and SAN storage systems

Operations Manager license SnapVault, Open Systems SnapVault, and
SnapMirror management

Policy conformance checking and alerting

Monitoring

Reports

Storage usage and availability, such as gtrees,
volumes, aggregates, LUNs, and disks

Storage systems

Vfiler units

Real-time streaming events

Managing
» Storage system configuration
» Scripts

Monitoring and managing storage system
clusters using Cluster Console

Required for all licensed Operations Displaying historical and real-time performance
Manager installations. Sets the data using Performance Advisor in N series
maximum number of storage systems | Management Console

that the DataFabric Manager Server

can monitor
Protection Manager DataFabric Manager Server license Automated policy-based provisioning for N
series SAN and NAS storage systems
Operations Manager license Space management policies and capacity
reporting
Protection Manager license Policy conformance checking and alerting
N series Management Console Enables management of Provisioning Manager

and Protection Manager
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To use

Install this license or product

That enables these features

Provisioning Manager

DataFabric Manager Server license

Automated policy-based provisioning for N
series SAN and NAS storage systems

Operations Manager license

Space management policies and capacity
reporting

Provisioning Manager license

Policy conformance checking and alerting

N series Management Console

If you have both Protection Manager and

Provisioning Manager licensed, then the

following features are enabled:

» Assigning provisioning policies to
nonprimary nodes

» Policy-based provisioning of primary
storage

» Assigning protection policies to provisioned
data sets

Protection Manager with
Disaster Recovery

DataFabric Manager Server license

Operations Manager license

Protection Manager license

Protection Manager Disaster
Recovery license

N series Management Console

Failover and manual failback for N series NAS
and SAN storage systems

File Storage Resource
Manager (File SRM)

DataFabric Manager Server license

Operations Manager license

File SRM Option

Tracking file system usage and capacity
information

Business Continuance

DataFabric Manager Server license

Backup Manager

Operations Manager license

This space left intentionally blank.

Business Continuance Option (BCO)

Configuring and scheduling disk-to-disk
backups of all systems enabled with SnapVault,
including Open Systems SnapVault

Disaster Recovery Manager

» Monitoring SnapMirror relationships

» Configuring and scheduling disk-to-disk
mirrors of all systems enabled with
SnapMirror

Storage Area Network

DataFabric Manager Server license

Monitoring and managing SAN hosts and FC
switches

Operations Manager license

Storage Area Network Option

Managing LUNs on Windows SAN hosts

Figure 9-2 on page 131 shows what the license window looks like when all the licenses have
been installed.
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Options

Licensed Features
Operstions Manager
Buziness Cortinuance Option
Filz SR Option
Protection Manager
Provisioning Manager

Licensed Made Limit

Mewy License Key

demo expires 20 Jul 2009
demo expires 20 .Jul 2009
demo expires 20 Jul 2009
demo expires 15 May 2009
demo expires 15 May 2009
250

|

Figure 9-2 Fully licensed Operations Manager

The node count for the server license is one. You must use the server license to monitor

storage systems. The server license sums up the node count of each additive license to arrive

at the total node count.

An additive license enable features and increases the node count without replacing the
installed licenses. The serial numbers of the core license and the additive licenses do not
have to match. You can install multiple additive licenses to increase the node count for a

feature

Refer to Figure 9-3 for an example of determining node count.

When you purchase Datakabric Manager,
IBM provides Datak abrinc Manager server
license and Operations Manager additive
license that allow you to install the software
and access a specific set of features. You
need these licenses to monitar and
manage storage systems.

Example to monitor a Na600A20, a
MNE0B0A12 and a N3300A10 wou will need
the following licenses:

2 FC 8262 Ops Mar Core tier 2 license
1 FC 82645 Ops Mar Core tier 5 license
1 FC 8261 Ops Mar Core tier 1 license

HE300 2850 A0 3261 Opshdgr Core tier 1 license
AZ0 8261  Opshlgr Core tier 1 license
MEG00 2862 AlD 8262 Opshdgr Core tier 2 license
Az0 9262  Opshdgr Core fier2 license
HEO4D 28482 A0 82684  Opshar Core tier 3 license
AZ0 9264  Opshdgr Core fier 4 license
MEOGE0 2852 A12 9265 Opshdgr Core fierS license
AZZ 8265 Opshdgr Core tierS license
MEOT0 2852 A 9265 Opshdgr Core fier S license
A2 8265 Opshdgr Core fierS license
W70 2865 Az 8265 Opshdgr Core tierS license
M7900 2867 A2 9267  Opshdgr Core tier 7 license

Figure 9-3 Node count example

Chapter 9. Configuring Operations Manager

131




9.3 Discovery

132

Operations Manager uses two methods for locating and identifying storage systems and
networks: autodiscovery and manual addition. Autodiscovery is typically the primary process
Operations Manager uses to locate and identify storage systems and networks.

In the discovery process, Operations Manager and systems (storage systems and vFiler
units) communicate automatically. Discovery reduces the work required to locate and identify
systems by replacing manual input with an automated process.

The first thing that happens when you start Operations Manager is an automatic discovery of
all of the N series and NetApp storage systems within view of your server. Discovery is the

process of locating device, including N series and NetApp storage systems, host agents, and
Open Systems SnapVault (OSSV). Discovery is enabled at the volume, gtree, and LUN level.

Manual addition is secondary to the discovery process. You typically only need it for storage
systems and networks that are added after the existing infrastructure has been discovered.

Host discovery

Operations Manager automatically locates and identifies storage systems and networks
through its built-in discovery function. Refer to Figure 9-6 on page 134 for the Discovery
Options window.

Discovery method and topology
The most efficient method of discovery depends on the topology of the networks.

Host discovery is typically used for all storage systems that are in the same geographical area
as the server on which Operations Manager is installed.

When you install Operations Manager, the Host Discovery option is enabled by default. Host
discovery allows Operations Manager to automatically discover storage systems and vFiler
units. To include storage systems on other networks in Operations Manager, you can
manually add networks and systems.

Figure 9-4 on page 133 shows how to add additional networks to be monitored by Operations
Manager.
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Discovery and Grouping

= Discovers All N series Devices through Automatic and Manual Discovery
= By default, all devices are grouped under “Global” group
= Under Automatic discovery, desired subnets ¢an be added

e oy
o | At ) Dty g
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Appiance-ntiated Doy [Eraties =)
T T Lanirees o Aggires
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Figure 9-4 Add additional subnets to discover storage systems and hosts

To add networks, select Setup — Discovery on the Control Center tab, as shown in
Figure 9-5.

JCunIlnI Center T Backup T Disaster Recuvery}

Home | Setup = Reports ~ Management ~  Help =

Edit 0| @rtions
Discovery

1ons
Audit L
Autosu| MetoTk Credentials
Backup Groups

o= S s dministrative Users

Charge Discovery Ensbled v
Creden| Roles

Custonf Az TP Discovery Enapled ¥
Databa:

Defauit| Dalabase Backup ITTP Discovery Port 3152

Discovy Download Management Console

Display wrliance-Initisted Discovery Erabled ¥

Distribution ACL
Events and Alerts SNMP On HTTP-Discovered Applances Disabled x

very

|#ppliance) Discovery Cptions

Logged in a3 sdministrator | Log Ou

07 Apr 1042

Figure 9-5 Selecting the Discovery menu
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In the window shown in Figure 9-6, edit the Networks to Discover field.

Options
Discovery
Host (Appliance) Discovery Options
Host Discovery
HTTP Discovery
HTTP Discovery Port
Appliance-initisted Discovery
SMMP On HTTP-Discovered Appliances
Agent Discovery Options
Host Agent Discovery
wFiler Discovery Options
wFiler Discovery
Metwork Discowvery Options
Metveork Discovery
MNetweork Discovery Limit (in hops)

hlebwrarks To Discover

Discaovery Interval

Dizcaovery Timeout

Metwork Credentials

Seftings for Al Discovery Options (except for vFilers)

L Mg Ussg

IEnabIed VI
IEnabIed 'I

332

IEnabIed VI
ID\Sab\ed 'I

IEnabIed 'I
IEnabIed 'I
ID\sab\ed vl

B

|

W

15 minutes
5 seconds

it

I

ek | [ U]

Figure 9-6 Edit Networks to Discover field

Add networks and subnets to discover additional storage systems and Hosts Agents, as
shown in Figure 9-7.

MNetworks To Discover 07 Apr 040

Add a Hew Hetwork
Metweork Address *— l—
(B0 1722410, 17224 1724) _h
Metwork Mask « _’
Back Al

Hetwork Address Hetwork Mask Hop Count Last Searched Edit Delete
9.11.2180 2552552550 il 07 spr 10:32 et Il
Delete Metywork Delete MNetwork and Hosts

Figure 9-7 Add networks and subnets for additional systems and hosts

9.4 Operations Manager discovery methods

The Discovery Options window gives you several methods of discovery. The storage systems
in your network determines the discovery method used. Figure 9-8 on page 135 shows the
different “discoveries” that can take place in your storage system network.
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Options
Discovery
Hast (Appliance) Dizcovery Options *
Host Discovery IW
HTTP Dizcovery IW
HTTP Dizcovery Pott |3‘132—
Applince-Intisted Discovery W
ShMP On HTTP-Dizcovered Appliances W
Agent Digcovery Options *
Host Agert Dizcovery W
vFiler Discovery Options h
yFiler Discovery IW
Metwark Dizcovery Options *
Metwork Discovery Dizahled -
Metwiork Dizcovery Limit (in hops) E—
Metworks To Dizcover edit
Settings for All Discovery Options (except for vFilers)
Dizcovery Interyval W
Discovery Timeout W
Metwork Credentials et

Figure 9-8 Different discoveries

Operations Manager uses SNMP queries for host discovery. Host discovery supplies the
information required for storage systems to be monitored and managed through Operations
Manager. You must have SNMP enabled on your storage systems and routers for Operations
Manager to monitor and manage systems. By default, SNMP is enabled on storage systems.

Ping methods might include ICMP echo, HTTP, SNMP, NDMP, or ICMP echo and SNMP.

As soon as Operations Manager is installed, it attempts to discover storage systems on the
local subnet. This means that you need to ensure that SNMP is enabled on your storage
systems before Operations Manager is installed, if you want Operations Manager to discover
them immediately.

You can also wait until after installing Operations Manager to enable SNMP on storage
systems, but this causes a delay before Operations Manager can discover those storage
systems.

For more detailed information about discovery methods and processes, including step by step
information about how discovery is performed by Operations Manager, refer to Chapter 3 in
Operations Manager Administration Guide for Use With DataFabric Manager Server 3.7,
GC26-7889.

SNMPv1 or SNMPv3

Now that you understand that Operations Manager uses SNMP for Storage System
discovery, you need to decide whether to use SNMPv1 or SNMPv3.

When Operations Manager is installed for the first time or updated, the global and network
setting uses SNMPv1 as the preferred version by default. However, you can configure the
global and network setting to use SNMPV3 as the default version.
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You can set SNMPv3 as the preferred version for the storage system discovery on a specific
network by completing the following procedure:

1. From the Control Center window, select Setup — Network Credentials, as shown in
Figure 9-9. Alternatively, you can select Setup — Discovery to access the same options
window, as shown in Figure 9-10.

f Control CenterT Backup T Disaster Reco

Home | Setup = Reports = WManagement -

Edit o “Ptions -
Discovery 10

Aundit Lo

Autosy| Metwark Credentials "E'i

Backup Groups

Backu App
Administrative Ulsers

Chargel i Dis

Creden| Roles

Databa

Defautt| Database Backup TR

Discove Diownload Manadgement Console

Display =pplian

Figure 9-9 Select Setup and Network Credentials

Options

Dizscovery

Host (Appliance) Dizscovery Options
Host Dizcovery Im

HTTP Discovery IW
HTTP Dizcowvery Port |3132—

Appliance-Intiated Discovery IW
SMMP On HTTP-Discovered Appliances IW

Agent Dizcovery Options
Host Agent Discovery IW’

wFiler Dizcovery Options
vFiler Dizcovery IW

Metvork Dizcaovery Options
Metweark Dizcovery Dizahled
Metweark Dizcovery Limit (in hops) |15—
Metweorks To Discover edit

Seftings for &l Dizcovery Options (except for vFilers)
Dizcovery Interval W
Dizcovery Timeout W
Metwork Credentisls EoA

Figure 9-10 Select Setup and Discovery

2. From the Network Credentials window, you can choose which SNMP version to use, as
shown in Figure 9-11 on page 137.
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Network Credentials

#Add Hetwork Credentials

1P e A —

Metwark Mask

Preferred ShMP Yersion

SHMPv1 Settings

SMAP Community
(I unzpecified then SHMPy! wvill ke dizakled for the network)

SHMPv3 Settings
Login
[If unzpecified then SMMPy3 will be disabled for the netwoark)

Pazsword
[Mandatory when Login is specified)

IP Address Hetwork Mask Preferred SHMP Yersion SHMP Community
default SRR piblic:

Figure 9-11 Select which SNMP protocol you want to use

All storage systems in the selected network will be monitored using SNMPV3. By default, all
networks are monitored using SNMPv1.

Because of the way discovery takes place, when all or most of the storage systems in a
network are running only a particular SNMP version, we recommend specifying only that
version as the preferred SNMP version for the network. This speeds up the discovery of
storage systems running only a particular SNMP version.

We suggest using SNMPv3 over SNMPv1, because SNMPv3 is more secure. SNMPv1 is the
earliest implementation of SNMP and therefore does not have the safeguards for security
implemented in SNMPv3. SNMPv3 offers three things not found in version 1: authentication,
privacy, and access control.

More information about SNMP implementation with Operations Manager can be found in
Operations Manager Administration Guide for Use With DataFabric Manager Server 3.7,
GC26-7889.

9.5 Grouping

Once discovery is complete, you can group storage objects in several ways. This can be
helpful in managing a complex storage environment. You can group according to applications,
locations of the storage devices, type of devices, departments they serve, or any way that
makes sense to your environment.

Management can be done by group and any action you need to be allied to a group can be

accomplished quickly. You can pull reports by group and run simultaneous Operations
Manager commands by group.
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Figure 9-12 shows an example of different groups that can be created.

= The discovered devices ¢can be grouped further to manage them logically by the line of
business

Groups: it Gt

@Global

" @By Application
" @8y Location

Resource

Gare grouping

* @california
@oLC

" @EMEA
BHKG

ETokyo
DBy vFilers
~ @ossv Agents
T @Linux
T @Unix

@Windows Servers

Figure 9-12 Example of groups

Operations Manager automatically determines the type of a group based on the objects it
contains. If you place your cursor over an icon to the left of a group name on the left side of
Operations Manager main window, you can quickly discover the type of objects the group
contains.

9.5.1 Homogeneous groups

You can group objects into sets of objects with common characteristics. They might, for
example, have the same operating system or belong to a specific project or group in your
organization.

You can create the following types of groups:

» Appliance Resource group: Contains storage systems, vFiler units, or host agents

» Aggregate Resource group: Contains aggregates only

» File System Resource group: Contains volumes, gtrees, or both

» LUN Resource group: Contains LUNs only

» Configuration Resource group: Contains storage systems associated with one or more
configuration files

» SRM path group: Contains SRM paths only

» Data set: The data stored in a collection of primary storage containers, including all the
copies of the data in those containers

» Resource pool: A collection of storage objects from which other storage containers are
allocated
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When you bring up the Edit Groups Membership window, you can see, in the drop-down
menu, the different categories you can use to group the devices. The items mentioned above
are listed here, as shown in Figure 9-13.

Groups: Eclit Groups

Edit Group Membership
[ Global _
 [1NAS Cluster NAS Cluster

Edit Group Membership

Choose From All
Available

Appliances

Yolumes and Girees
LU=

Paths

Aggregates
Fesource Pools
Data Sets

Expand Al Collapse Al
ExRanE ol shensl vFilers

Figure 9-13 Group types

Though there may be many reasons to create groups, you decide how you would like to group
your storage environment. Remember, all items are a member of at least one group (Global),
but can just as easily be a member of two or more groups. For example, you could group IBM
System Storage N series 5200 gateways in the same group, as shown in Figure 9-14. Notice
that they are in the Appliance group.

f Control Cen(erT Backup | Disaster Recuvery]

Home Setup ~ Repors ~ Management = Help = Logged
Groups: Edit Groups:
Storage Systems, All
[ Global
[ NAS Cluster Group Status | Member Details |
Appliances  wFilers  File Systerms  Agoregates LUMs  Data Sets  Resource Pools  Scripts
NAS Cluster Report |Storage Systems, Al
Storage Systems: 1-20f 2
Type Status Appliance Model Serial Humber Systern ID
[m} ] B fsormst 5200 2864130011311 0101184428
O 5] | nsunast h5200 2664130011822 0101183273

Storage Systems: 1-2of 2

Figure 9-14 Group example
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When discovery is first done, all storage devices and hosts fall under the Global group. From
there, you can create your individual groups. You can either add to a current group or create a
new group. Figure 9-15 shows an example.

_[ Control CenterT Backup T Disaster Recuuery]
Home Setup + Reports = hanagement = Help =

Groups: Edlit Group:s

[ Global =
[ NAS Cluster Group Status | Member Detailsl

Storage Systems, All

Appliances  wFilers  File Systerns  Agarecgates  LUKs  Data Sets
% Global
Storage Systems: 1-5of 5
Tyvpe Status Appliance
[ ] ™ tzonast
[ | ™ #eonasz
r | % tsotuc] tzotucson.bm.com
- | ™ tsctucd itsotucd itso tucson ibm.com
Expand &1 Collapse Al
[ [} ™ itsctucdn
Current Group:
Storage Systems: 1-5of 5
Group Status Reports
Member Details Reports N
Edit Settings Select Al - Unzelect Al
Edit Membership
Edit Storage System Configuration Add To Group. . J f Delete Selected I I_
Edit vFiler Configuration [From the DataFabric Manager server)
Edit NetCache Configuration Add To New Growp...__ |

Figure 9-15 Select Add to Group or Add to New Group

Use the following guidelines when you create groups:

» You can group similar or mix-types objects in a group.

» An object can be a member of any number of groups.

» You can group a subset of group members to create a new group.
» You cannot create a group of groups.

» You can create any number of groups.

» You can copy a group or move a group in a group hierarchy.

.For more detailed information about groups, refer to Chapter 5 in Operations Manager
Administration Guide for Use With DataFabric Manager Server 3.7, GC26-7889.
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9.6 Reports

Operations Manager provides standard reports that you can view from the DataFabric
Manager Server CLI or Operations Manager interface. You can run reports and create custom

reports from the DFM Server CLI. However, Operations Manager is designed to provide
reports in easy-to-use Operations Manager interface, in which you can do the following:

>

>

»

| 2

>

>

The Reports drop-down menu will give you quick access to several reporting features, as
shown in Figure 13-15.

View a report.

Save a report in CSV format.

Print a report.
Create a report.

Delete a custom report. You cannot delete a standard report.

Use a custom report as a template to create a report.

Report Categd

Recently Viewe
Favorites

Custom Reports

J Control CenterT Backup T Disaster Recovery |

Home  Setup » i Reports = WManagement =

Help -

All

Fecently Viewed

Favarites

Custam

Schedule

Figure 9-16 Quick access to your favorite reports

From this drop-down menu, you can select All reports, Recently Viewed, Favorites, Custom

and a time to schedule when reports are run. Using DataFabric Manager V3.6.1 or later, you
can search all the reports from Reports menu All. All the reports are divided into the following
categories:

>

>

>

Recently Viewed
Favorites

Custom Reports
Logical Objects
Physical Objects
Monitoring
Performance
Backup

Disaster Recovery
Miscellaneous
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You can run reports against a single entity or an entire group of storage systems. Figure 9-17
gives you some idea of the many that are available.

Reporting: Finding Reports

= All reports can be generated at one place!
= The reports are categorized on task and object basis
= These reports can be run on a single N series device or an entire group!
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o
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Petformance L

Figure 9-17 Sample list of reports

Let us take a look for a moment at some reports that are available. Say we want to get a
summary of our logical objects. To do this task, select Summary under Logical Objects, as
shown in Figure 9-18.

JContrul Center | Backup | Disa

Home Setup = FRepods = Mansz

Report Categories:

Recently Yiewed
Fawvorites

Custom Reports

wvFilers
Yolumes
trees
LUNs
Snapshot

Figure 9-18 Summary report for Logical Objects

When you select the report you want to view, you receive a list of optional reports available
under that tab, as shown in Figure 9-19 on page 143.
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Summary

Available Reports :

15 |

Data Sets,

Data Sets, Comments
File Systems, Al

LU=, Al

LUMs, Commerts
Cirees, Al

Ctrees, Comments
Cirees, Compact
vFilers, All

vFilers, Comments
vFilers, Compact
Yaolumes, Al
Yolumes, Comments
Yolumes, Compact

Application Data

File Systems, Compact

|Global

Using Resource :

Figure 9-19 Summary reports available

Here we select the File Systems (Compact) report, as shown in Figure 9-20.

f @
File Systems, Compact o
Group Status | Member Delails]
Appliances  wFilers  File Systemns  Aparegates LURMs  Data Sets Resource Fools  Scripts
m Glohal Report IF\Ie Systems, Compact ;I £
Filz Systems: 1-40 of 46 Pae: 4|2 ¥ Show baximum
Type File System 4 Status Type  File System a Status
B Blisonasturoatval [} =] B tsctucd: iscsi =
© Pitsonastbaes lnux (-] B Mectucsiscs val (5]
% %nsonaﬂ:!mcﬂvol ] =] %hotucﬂl:mso mirrar =
B Miconsszivol m 8 Plicouct fisn tape miror o
B Plisonsszecns inux m B Mgsctucaimts ]
0 Plicoutslemakn m 8 Plieouctih boot 365 o
0 Ptsctustosa m 0 Pltsctucs ih dats w365 ]
B Mitsotuot dtso tave m B Mitsotuct ol boot wake m

Figure 9-20 File Systems (Compact) report

As you can see, there is a broad range of reports already built into Operations Manager. let us

take a look at a few more standard reports.
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An example might be a business unit that has grouped its storage systems based on
applications. For example, we want to create an asset report for an Oracle® application that
we refer to as “App1”. All we need to do is select the group “App1” and select Appliances
under Member Details. Now we have the asset report for the Apps1 group, as shown in
Figure 9-21.

Reporting: Asset Reports

= QOperations Manager provides comprehensive Assetreports displaying various details
{such as system owner, Data® ONTAP version, support contract details)
= Custom comments ¢can be added to these reports

Cperations Manager o
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Figure 9-21 Asset Report for Apps1

Operations Manager is helpful for space planning by producing reports useful for trending
consumption. With the use of flexible volumes, it is very important to keep track of flexvols
that might put the aggregate in danger of being overcommitted. A requirement of thin
provisioning, for example, is that the administrator be aware of the growth of any flexvol(s)
that might put the aggregate in danger of running out of space.

Effective storage management means having as much detail about storage utilization as
possible. It also means being proactive in addressing potential problems. Operations
Manager lets you see at a glance which volumes may need attention and how much space is
taken by Snapshots, space reservation, and other allocations.

Operations Manager presents trending reports showing, based on calculated daily growth
rate, when a volume will become full. This report also exists for aggregates and gtrees, as
shown in Figure 9-22 on page 145.

Note the “Days to Full” column. Based on the daily growth rate, this will give you some idea
when the aggregate will be full. This gives you time to take action before a problem arises, as
shown in Figure 9-23 on page 145.
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J’ Control CenterT Backup T Disaster Recuvery]

Home Setup = Reports = Management = Help -

Report Categories:

Aggregates

Recently Viewed

Available Reports :

Favorites Agoregate Arvay LUNS
Agoregste Capacity Graph
Custom Reports — |goregate DiSkS
AT
- - Aggregate Performance Summary
Lusg:ltr:r?rln(a)r?em Agoregate Snapshot Capacity
Agoregste Snapshot Thresholds
Da!ta Sets Aooregate Space Availability
vhilers Bogregste Space Summary
Volumes Aogregate Thresholds
Qtrees Aggregates, Al
LUNs Agoregates, Capacity
Snapshot Aggregates, Comments
Physica| Objects Aggregates, Committed Space
Summary Aggregates, Compact
Resource Pools Aggregates, Delsted
Appliances Agoregates, RaD
Storage Systems Agoregates, Snaplock
Aggregates .‘_
Disks Using Resource : IGthal
Host Agents
HetCache Appliances
Manitnrine

Figure 9-22 Where to find the Aggregate Growth report

Reporting: Growth & Trending Reports

= Operation Manager provides capacity-growth reports for aggregates, volumes and
qtrees, which is helpful for capacity trending and capacity planning

& clohal Report [Agaregate Grawth = o=
Aggregates: 1-20 of 86 Page:  1121314|2 ¥ Shivr Maximeen
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Figure 9-23 Growth and Trending example

Efficient storage management is more than tracking how much storage is used. It is important
to know how much storage is taken up by Snapshots and whether or not that consumption is
growing.

When space is at a premium, it is valuable to have the option of deleting Snapshots in order to
make space for data or other Snapshots.
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Two things are necessary in order to decide which Snapshots can be deleted. First, there can
be no dependencies, for example, SnapVault relationships, that would prohibit a Snapshot
from being deleted. Operations Manager will inform you of any dependencies and give you
the necessary steps to remove them if desired.

It is also convenient to know how old the Snapshots are and how much space would be

recovered upon their deletion. Figure 9-24 shows an example of how you can discover this
information from the reports already provided in Operations Manager.

f Control CenterT Backup T Disaster Recouery]

Report Categories:

Volumes
Recently Viewed )
Favorites Available Reports :

Custom Reporis

Logical Ohjects
Summary
Data Sets
vFilers
YVolumes *—
Otrees
LUNs
Snapshot
Physical Objects
Summary
Resource Pools
Appliances
Storage Systems
Aguregates
Disks
Host Agents
HetCache Appliances
Monitoring
Capacity
Litilization

Chargeback
User Quotas
SRM
Thresholds

Home Setup = Repors = Wanagement + Help =

Growth Sh——

First Snapshat Thresholds

Snapshot Capacity

Space Reservation Threshalds

Yolume Autosize Policies

“olume Capacity

Wolume Capacity Graph

Yolume Chargeback by Allocation, Last Month
“olume Chargeback by Allocation, This Month
Wolume Chargebsck by Usage, Last Marith
“olume Chargeback by Usage, This Morth
olume Expandability

wolume First Snapshot Snalysis

“olume First Snapshot Percent Analysizs
Wolume Grosvth

Yolume NAS Performance Summary

wolume Overwrite Rate

Yolume Performance Summsary

“olume Guata Committed Space

Wolume SAM Performance Summary

“olume Snapshot Autodelste Policies

“olume Snapshot Courts

Wolume Snapshot Detsils

“olume Snapshot Growth

Wolume Snapshat Policies

wolume Snapshot Thresholds

“olume Space Availability
Yolume Space Guarantess
Wolume Space Guarantees Percent
Wolume Space Reservation

|»

Figure 9-24 \/olume Space Breakout location

Space breakout

The bar graph shown in Figure 9-25 on page 147 indicates the percentage of space used for
Snapshots and volume data. If the volume has a Snapshot reserve, the vertical bar on the
right indicates the size of the Snapshot reserve as a proportion of total volume size. If the
Snapshot reserve size is zero (the recommended setting for SAN volumes), the vertical bar is

not visible.
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Reporting: Space Availability Reports

= Operations Manager provides various capacity reports which are helpful to understand
space allocation and reclamation.

Volume Space Breakout

Group Status | Member Details |

Appliances  vFilers | Filp Syswms  Aggrogaies SANs LUNs  DataSets  Resource Pools  Scripts
& lobal Wiew | Volume Space Breakout [ ]
Velumes: 1-30of 134 Page: 11212141815 17F SowAl
Yolums Aggregate  FllecvFiler Space Breakout Doty Growin Rate Qays To Full
O B0 yol ossvt Pacorbackup B r200-aviiSiconansapocom [T ] 1 bybis more than a year
O B0 gt dems SM 117136739 20740 Plooorossy  Tr200-sviiSicosrorgtagocom [ 1,00 KB move tha 3 year
O 0 dhom domo SM 1171387051 25740 Placarbocku B 200 svitS isp acgratappcom [ ] 2,00 MB mors thar o year
O B0 pecke Bpochue  Br2tadiSkesnarsmecem T 1 270 KB s a8 yodr
O O ez Procaz . 113 M8 mors than a year
Space Breakout
Datn 245% EEZNET 58 Snepshois 137%
Fractional Cuerwrite Percent 1005
Volume Size 14368
Snapshot Reserve Size 956 GE
Space-Reserved Data 59268
B Available Reserve for Data Writes 58.7GB
[0 unused Space 25568
[0 Avsilsbie Snapshot Reserve 526GE
Used Snapshot Space 32868

Figure 9-25 Volume Space Breakout window

The data displayed in this area is different for NAS and SAN volumes:
» A NAS volume does not contain space-reserved files.
» A SAN volume contains one or more space-reserved files.

The above example for space breakout (Figure 9-25) shows a SAN volume.

The Space Breakout window also shows the following information:
» Space-Reserved Data

The amount of data used to store LUNs and other space-reserved files.
» Available Reserve for Data Writes

The amount of reserved space available for write operations. This field appears only if
there is at least one Snapshot copy, because space is not allocated to the reserve until the
first Snapshot copy is made.

» Unused Space

The amount of free space remaining in the volume. This field appears only if its value is
not zero.

» Available Snapshot Reserve

The amount of free space remaining in the Snapshot reserve. This field appears only
when there is some space remaining, which is not recommended for SAN volumes.

» Used Snapshot Space
The amount of volume Snapshot reserve space currently storing Snapshot copies.
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Another standard report available from Operations Manager is the Chargeback report, which
is shown in Figure 9-26. You can find this report by selecting the Chargeback item in the
Report Categories pane, as shown in Figure 9-27.

Reporting: Chargeback Reports

= QOperations Manager provides chargeback reports for the following ochjects:
. Storage systems
- vFilers
. Volumes

. itrees

Storage System Chargeback By Allocation, This Month

Group Status | Member Details |
Appliances | Filers  File Systems  Aggregates SANs  LUNs  DataSets  Resource Pools  Scripts

& Global Report [Storage System Chae paback By Alocsbon, Trs Mot | 1 [
Storsge Systems: 12008 3 Page 112+ Shive Macimum
Horage Svelem. - Pegiod Begin Peciod End Days in Cycly Awarage Allocation Apoual Bate (per G Moothly Betle (pec GBE - Chacge
A st epee v eam 01 Jul ERY] £l tytes $10.00 $085 000
B BTC-PRE-FILER1 bicoos netans com (LY 3l n 106 T8 $10.00 $085  $92980
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T e e e 11 01 i 31 N 17378 $10.00 S085 3150143

Figure 9-26 Sample Chargeback report

j Control Center T Backup T Disaster Recuvery]
Home Setup v Reports » Management = Help =
Report Categories:
P : Chargeback
Recently Viewed .
Favorites Available Reports : Group Chargekack by Allocation, Last Mot
Group Chargeback by Allocation, This Month
Custom Repurls Group Chargeback by Usage, La_st Morth
Group Chargeback by Usage, This Month
5 A Gtree Chargeback by Allocation, Last Month
L"Sgl'fr::':,lgr?em Giree Chargsback by Allocstion, This Month
Gtree Chargeback by Usage, Last Month
Da_ta Sets Gtree Chargeback by Usage, This Month
vfilers Storage System Chargeback By Allocation, Last Month
Yolumes __.. ge System ; y T it
Otrees Storage System Chargeback by Usage, Last Month
LUNs Storage System Chargeback by Usage, This Month
Snapshot Uszer Quota Chargeback by Allocation, Last Month
Physi[:al Ohjecis Uzer Quota Chargeback by Allocation, This Month
Summary Uszer Guota Chargeback by Usage, Last Month
Resource Pools User Quota Chargeback by Usage, This Morth
s
wFiler Chargehack By allacation, This Mo
i::;raeggztsg:‘lems vFiler Chargeback by Usage, Last Month
= wFiler Chargeback by Usage, This Month
Disks “Yolume Chargeback by Allocation, Last Maonth
Host Agents “olume Chargeback by Allacation, This Marth
HetCache Appliances “Yolume Chargeback by Usage, Last Month
Monitoring Yolume Chargeback by Usage, This Month
Capacity
lé:l:mun Using Resource : IGIuhal
Chargeback *_
User Quotas
SFM
Thresholds
Events

Figure 9-27 Where to find the Chargeback report
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There are many standard reports within Operations Manager. However, it is still possible that
a report you need is not available. Or you may want to use a report as a template because it
either does not have all the information you want on it or it has too much. Operations Manager
gives you the ability to create custom reports to meet your needs, as shown in Figure 9-28.

J Control Center T Backup T Disaster Recuvery]

Home Setup = : Reports = Management = Help =
Groups: -

Recently Wiewed e
D S Favarites
01 NAS Cluste

Custam

Schedule

iifaly Dismlaw blams

Figure 9-28 Creating a custom report

Operations Manager provides report catalogs that you use to customize reports. You can set
basic report properties from the DFM Server CLI or Operations Manager interface, such as a
short report name (for DFM Server CLI output), long report name (for Operations Manager
output), field description, the fields to display, and the report catalog it was created from.

Every report generated by Operations Manager, including those you customize, is based on
the catalogs that are listed in Figure 9-29.

Custom Reports

Create a Report

Mame I
Wieh Dizplay Mame (Optional) I

Description (Optional) I

Basze Catalog
Display Tab &ppliance
Related Catalogs Agoregate
DataSet
Disk
+ Agent CPPalicy
Ewvent
Filer
FCPTarget
HBAPO
HoztRole
HostUsergroup
HostUser
Hostlocalllser
HostDomainUser
Choose From available fields ) _ Interface
& Usage ' Parformance Reported Fields (Report will be sorted o nitistorGroup
IPAddress
Agent Commert LUK
Agernt Full Name PrimatyDirectary
Agent Id Ciree
Agent Mame Add == | ResourcePool
Agert Mumber of SEM Paths SaMHost
Lgent O Script
Anent Status == Remove | Seriptlob e
Agert Total Files ScriptSchedule
Agent Total Size SnaptnirrarRelationship
SnapReserve
Snapzhot
SRMPath i

Figure 9-29 Report Catalogs
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There are many items you can view based on the catalogs available. Figure 9-30 shows a
minor example of some of the things you can do with custom reports.

J Control Center T Backup T Disaster Recuvery]
Home Setup = : Reports = Management = Help =

Groups: All
Recently Wiewed €

[1 Glohal

[ NAS Clustg
1 _. Custom

Schedule

Favarites

Sifaly Dismlaw hlamg

Figure 9-30 Select custom report

The following steps describe how to use Operations Manager to configure custom reports:
1. Select Custom from the Reports menu. The Custom Reports window is displayed.
2. Enter a (short) name for the report as you want it to display in the DFM Server CLI.

3. Optionally, enter a (long) name for the report as you want it to display in Operations
Manager.

Optionally, add comments to the report description.
Select the catalog from which the available report fields are based.

Select where you want Operations Manager to display this report.

N o o A

Select the related catalog from which you want to choose fields. You might need to expand
the list in order to display the catalog you want to select.

8. You can view two types of information fields in the “Choose From available fields” section:
— To view fields related to the usage and configuration metrics of the object, click Usage.
— To view fields related to performance metrics of the object, click Performance.

9. Select a field from the drop-down list.

10.Optionally, enter the name for the field as you want it displayed on the report. Make your
field name as short and clear as possible. You must be able to look at a field name in the
reports and determine which field the information relates to.

11.0ptionally, specify the format of the field. If you choose not to format the field, the default
format displayed is used.

12.Click Add to move the field to the Reported Fields list.

13.Repeat Steps 8 to 12 for each field you want to include in the report.

14.Optionally, click Move Up or Move Down to reorder the fields.

15.1f you clicked Performance, select the required data consolidation method from the list.

16.Click Create.

17.To view this report, locate this report in the list at the lower part of the window and click the
display tab name. Find the report from the Report drop-down list.

Figure 9-31 on page 151 gives an overview of these steps.
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Custom Reports

Create a Report
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Figure 9-31 Creating custom reports

Figure 9-31 shows you the drop-down menu with many of the available catalogs. A more
exhaustive list can be found in Operations Manager Administration Guide for Use With
DataFabric Manager Server 3.7, GC26-7889.

Once created, these reports are available just like any of the standard reports.

Exporting reports

One of the features of Operations Manager is its ability to export report data. The Operations
Manager Administration Guide for Use With DataFabric Manager Server 3.7, GC26-7889
gives detailed information about performing this operation. The Operations Manager

database can be connected to third-party reporting tools through JDBC™ or ODBC
interfaces.
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Figure 9-32 shows an example of data to be exported and some things to check to
successfully export data to third-party programs.
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Figure 9-32 Example of exported data

Exporting data is desirable to creating the information from scratch. However, to accomplish
this task, certain Operations Manager commands and options need to be set.

Using the DFM Server CLI to enable the export of the Operations Manager
database

You want to export data of storage systems and resource groups from Operations Manager
and Performance advisor in order to load them to user specific databases. How can this be
accomplished?

Operations Manager has the capability to export data from the DataFabric Manager Server
and Performance Advisor to text files. For example, you want to export the data of an N series
storage system. Here are the DFM Server CLI commands used to accomplish the task:

» First, make sure that dfmDataExportEnabled and perfDataExportEnabled are enabled:
First, change the Operations Manager data export enabled to Yes:
dfm option set dfmDataExportEnabled=yes
Then change the Performance Advisor data export enabled to Yes:
dfm option set perfDataExportEnabled=yes
» Now execute the following command:
dfm data export run -t "15 secs" -f min -d tab -h "15 secs"

btc-ppe-filer7.btcppe.N series.com

For more detailed information and instructions about transferring data to third-party
applications, refer to Chapter 6 of Operations Manager Administration Guide for Use With
DataFabric Manager Server 3.7, GC26-7889.
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9.7 Monitoring and alerting

Events are generated based on either the crossing of a threshold or the receipt of a trap from
an N series storage system.

Monitoring overview

Monitoring involves several processes. First, Operations Manager discovers the storage
systems supported on your network. It periodically monitors data that it collects from the
discovered storage systems, such as CPU usage, interface statistics, free disk space, qtree
usage, and chassis environment. Operations Manager generates events when it discovers a
storage system, when the status is abnormal, or when a predefined threshold is breached. If
configured to do so, Operations Manager sends a notification to a recipient when an event
triggers an alarm.

Figure 9-33 illustrates the Operations Manager monitoring process.

Operations Manager
Discovers a N series

Operations Manager
periodically collects data
from N series storage sy stems

Abnormal
data received
fromthe
N series?

Alarm
configured

No

Alarm
cknowd edged?

Yes

Request
notification
for the alarm
configured?

-

Figure 9-33 Event monitoring process

SNMP queries

Operations Manager uses periodic SNMP queries to collect data from the storage systems it
discovers. The data is reported by Operations Manager in the form of tabular and graphical
reports and event generation.

The time interval at which an SNMP query is sent depends on the data being collected. For
example, although Operations Manager pings each storage system every minute to ensure
that the storage system is reachable, the amount of free space on the disks of a storage
system is collected every 30 minutes.
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Global monitoring options

The SNMP query time intervals are specified by the global monitoring options located in the
Monitoring Options section of the Options window. Although you should generally keep the
default values, you might need to change some of the options to suit your environment.

All of the monitoring option values apply to all storage systems in all groups.

Considerations before changing monitoring intervals

There are advantages and disadvantages to changing the monitoring intervals. If you
decrease the monitoring intervals, you receive more real-time data; however, Operations
Manager queries the storage systems more frequently, thereby increasing the network traffic
and the load on the server on which Operations Manager is installed and the storage systems
responding to the queries. Similarly, if you increase the monitoring interval, the network traffic
and the storage system load are reduced; however, data reported might not reflect the current
status or condition of a storage system, as shown in Figure 9-34.

_[ Control Center T Backup T Disaster Recovery ]
Home Setup + Repors = Management = Help =
Edit Options: R

Options
Audit Log
Autosupport Monitoring
Backup Default Thresholds
Backup Discovery Agent Monitoring Interval 2 minutes
Chargehack
Credential Cache Cache Montating Intervel 5 minutes
Custom Comment Fields
Database Backup Cluster Faillover Monitoring Irterval 5 minutes
Default Thresholds
Discovery Config Conformance Montoring Irteresl 4 hours
Display
Distribution ACL CPU Monitoring Interval 5 minutes
Events and Alerts ) .
Storage System Configuration Data Set Conformance Montaring Intervsl M (o] nlto ri ng 1 hour
Host Agent =
LDAP [Data Set Protection Status Monitoring Intersyal Optlo ns k |1 5 minutes
Licensed Features
Managemem Console Dizk Free Space Monitoring Interval 50 minutes
Wonitorin ‘_
Netcacheg Disk Monitoring Interval 4 hours
Performance Adisor
Reparts Enviranmertal Montoring Interval 5 minutes
Script Plugins
Securny File System Monitoring Irterval 15 minutes

F/gure 9 34 Monitoring Options settings

SNMP trap listener

In addition to periodically sending out SNMP queries, Operations Manager includes an SNMP
trap listener as part of the server service. Event generation and alerting is faster than with
SNMP queries because the proper monitoring mechanism is started immediately after the
SNMP trap is received. In addition, monitoring is performed asynchronously, instead of
waiting for the monitoring interval.

The SNMP trap listener listens for SNMP traps from monitored storage systems, if they have
been manually configured to send traps to the DataFabric Manager Server (over UDP port
162).

Note: Currently, the SNMP trap listener can receive SNMP traps only from storage
systems that are supported on Operations Manager. Traps from other sources are
dropped.

When the SNMP trap listener receives an SNMP trap, Operations Manager issues an
information event, but does not change the status of the host. Instead, the corresponding
monitor associated with the trap generates the proper event and continues to monitor the host
to report status changes.
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The Management Information Block (MIB) information for all of these traps if found in the Data
ONTAP Network Management Guide, GC52-1280. Not only can traps be created within
Operations Manager (refer to Figure 9-37 on page 157) but also from FilerView® on the
storage appliance through the DFM Server CLI. (Figure 9-35) The same MIBs used for the N
series appliance is also used for Operations Manager.

Add an SNMP Trap @

SNMP —+ Traps —+ Add

Trap Name: @
Enter the trap name.

0ID: @
Enter a valid SNMP OID (from the MIB definition).

for example, snmp.1.3.6.1.4.1.769.1.2.1.2

Enable: [J Enable @
Check the box to enable this trap.
Priority: notification | @
Choose the trap priority. emergancy
Trigger: alert il
Choose the type of trigger. critical
s — T N

Edge 1: warning P
Enter the value to trigger on: the valid range is 0 to 2%'-1. see the MIB OID entry for apprapriate values natification

- - informational | —
Edge 1 Direction: debug
Choose the direction of the edge by which to trigger; this includes the entered edge value.
Interval: 3600 @
Enter the evaluation interval time in seconds.
Interval Offset: 0 @
Enter the number of seconds to wait before starting the evaluation interval
Rate Interval: 0 @
Enter the normalizing rate-of-change factor in seconds.
Backoff Style: none v|@

Choose the type of trigger backoff desired.

Figure 9-35 Trap window in FilerView

The name associated with the SNMP trap information event indicates the severity of the trap,
for example, Warning or Worse. (See Figure 9-36 on page 156 for some examples.) The trap
severities are deduced from the last digit of the trap ID, as specified in the custom MIB.

The following list describes the SNMP trap information event types:

» Emergency Trap Received

» Alert Trap Received

» Critical Trap Received

» Error Trap Received

» Warning Trap Received

» Notification Trap Received

» Information Trap Received

If the severity of a trap is unknown, Operations Manager drops the trap.

SNMP trap listener configuration requirements

The following configuration requirements must be met to enable reception of SNMP traps
from managed storage systems.

On Operations Manager

No configuration is needed to start the SNMP trap listener on Operations Manager (the trap
listener is automatically started after installation). The SNMP trap global options are also
configured with the default settings, although you might want to modify these settings.
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On managed storage systems

You must manually add the DataFabric Manager Server as a trap destination on all supported
systems to be monitored. The traps must be sent to the DataFabric Manager Server over
UDP port 162.

Events

Events are automatically generated if a predefined condition, such as a disabled storage
system, is met or an object crosses a predefined threshold, such as Aggregate Full. For some
threshold events, you can configure a threshold interval, which prevents the event from being
generated unless the condition persists for the configured amount of time. All events are
automatically logged and reported by Operations Manager.

All events are associated with a severity level. Operations Manager defines the following
severity levels (in decreasing order of severity):

» Emergency: Indicates that an object has stopped performing unexpectedly and has
experienced unrecoverable data loss. You must take corrective action immediately to
avoid extended downtime.

» Critical: Indicates that a problem has occurred that might lead to service disruption, if
corrective action is not taken immediately.

» Error: Indicates that an object is still performing, but corrective action is required to avoid
service disruption.

» Warning: Indicates that the object has experienced an occurrence that you should be
aware of. Such events do not cause service disruption, and corrective action might not be
required.

» Information: Indicates a normal occurrence, just like the Normal severity level event, and
does not require you to take any action.

» Normal: Indicates that an object is in normal status and is operating within the desired
thresholds.

Figure 9-36 is an example of some of the events you will see generated by Operations

Manager.

» Operations Manager generates events based on “threshold breach” and “SNMP traps.”

» Events are categorized on severity levels and the reports window filters them based on
severity level.

» The user can acknowledge these events and they will be recorded by Operations
Manager.

Warning or Worse

J Group Status | Member Dalailsw

Summary File SRM  Streaming = Events

T Global Report | Warning or Worse
Events: 1-20 of 47 11212 she

Sev.  Event Trigoered v Ack'ed By Ack'ed

El (@  Hest Login Failed 08 4pr0g:E2

[F] (@  HBA Port Offiine 07 Apr 10:30

O (@  HBA Port Offine 07 Apr10:20

|id| (@  =Snapshots Age: Too Old 02 Apr 18:21

L] (@  sSnapshot and SnapMirror schedule conflict 01 Apr 08:45

"] (©  =napshot and SnapMirrer schedule conflict 01 Apr 08:49 6 #eotuct o

] A\ Global Status: NonCritical 31 Mar 11:07 [P jsotucs itsotues, tse ucson.bm.com

Figure 9-36 Example traps of Warning or worse
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It is possible to create alarms of items you are interested in as well. If the default alarms and
events do not meet your needs, you can create a custom alarm. Follow these steps to create
a custom alarm:

1.

From the Alarms window, select the group that you want Operations Manager to monitor.
You might need to expand the list to display the one you want to select.

2. Specify what triggers the alarm: an event or the severity of event.

3. Specify the recipient of the alarm notification. If you want to specify more than one

recipient or configure a repeat notification, continue to Step 5.

Click Add to set the alarm. If you want to configure additional options, continue with step
5.

5. Click Advanced Version. The Alarms window displays the additional options.

6. Optionally, if you want to specify a class of events that should trigger this alarm, specify

the event class. You can use regular expressions.

. Optionally, specify the recipients of the alarm notification. Formats include administrator

names, e-mail addresses, pager addresses, or an |IP address of the system to receive
SNMP traps (or port number to send the SNMP trap to).

8. Optionally, specify the time period that Operations Manager sends alarm notifications.

9. Optionally, select Yes to resend the alarm notification until the event is acknowledged or

No to notify the recipients only once.

10.Optionally, set the interval (in minutes) that Operations Manager waits before it tries to

resend a notification.

11.Activate the alarm by selecting No in the Disable field.
12.Click Add.

Figure 9-37, Figure 9-38 on page 158, and Figure 9-39 on page 158 give an overview of the
steps to create a custom alarm.

j Control Center | Backup T Disaster R
Home | Seiup = Reports = Manageme

Group Options

1 Glok

Dizcavery
Metwork Credentials
Groups

Administrative Users

Roles

Alarms
Diatabase Backup

Download Management Console

Figure 9-37 Select Setup and Alarms from the Control Center
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Alarms

Add an Alarm
Group:

i~ Global ‘.\
L & NAS Cluster 1

Select Event By

i+ Severity ‘
" Event Nama""‘

Email Recipient

2

05 Apr 1627
Critical or Worse -
[ =l
ey P r—— 4 \

5 Click Advance seslie #cvanced version __Add

Figure 9-38 General Alarms setup window

Select Event By
% Severity

 Evert Mame

Evert Class 1— 6
(regular expression to select & class of events e.q. envitemp)

Recipients
Emmail Recipients - Admins
(=pecify full login names of administratars
Ermil Recipiants - HNOn-26i1i: - e————

(=pecify emaill addresses) 7

Page Recipierts - Admins
(=pecify full login names of sdministrators)

Page Recipients - Non-Admins
[(=pecify pager addresses)

SMMP Trap Hosts
Cther Options

Time From

Time Ta v‘— 8
Repest MNotify ‘— 9
Repest Interval ,‘— 10

Disahlz

ICr'rtica\ ar Worse =
[ x|
8 _’ [

1 = [ =] 12 g

Simple Yersion Add

Figure 9-39 Advanced options for alarms

9.8 Role Based Access Controls (RBAC)

158

Operations Manager uses RBAC for administrative user login. If you have not changed
Operations Manager’s default settings for administrative user access, you do not need to log
in to view information using Operations Manager. However, the information you see is very
limited, as shown in Figure 9-40 on page 159. When you initiate an operation that requires
specific privileges, Operations Manager prompts you to log in, as shown in Figure 9-41 on

page 159.

Managing Unified Storage with IBM System Storage N series Operation Manager




| Control Center | Backup | Disaster Recovery |

Home Setup v Reports v Managemeni v Help = Login
Groups: Edit Groups. .
Group Summary R

[ Global -

Group Status | Member Details

Summary File SRM  Streaming  Events

@ Global Report | Group Summary v

Status [ Normal Volune Capacity Used vs Total

108
Group Members
056

Events

Emergency 0 Wamng 0 | gos

Critical 0 information 0 12000 18100 0000 08i00
Expand Al ColapseAl | oo 2
Current Group: Graph: | Volume Capacty Used vs Total v

Monitored Devices 1d | Lw | im) 3m| 1x
Group Status Reports
Member Details Reports Storage Capacity
Edit Settings Aggregates 0 0 Dyles of 0 bytes (0.0% of total)
Edit Membership Volumes 0 0bytes of 0 bytes (0.0% of total)
Edit Storage System Configuration | Gtrees 0 0bytes of 0 bytes (0.0% of i)
Edit vFiler Configuration i 0 Obytes
Edit MatCacha Canfinuration

Figure 9-40 Default window before administrator login

Any operation that requires Administrative access will pop up a login window. Here we select
Options under the Setup menu and get a login window.

_[ Control CenterT Backup T Disaster Recovery ]
l—%setup * Reports + Management + Help =
Group Options v
Discovery u Summary
Glok
Network Credentials E
up StalusT Memb Detalls}
Groups i -
- s mary File SRM Streaming Events
Administrative Users
Roles Global
Alarms
t N |
Database Backup = M 1.0
The server 9.11,216.144 at Operations Manager requires a
Download Management Console up Members username and password,
B8 Wwarning: This server is requesting that your username and
Events pasaword be sent in an insecure manner (basic authentication
Emergency o Warning o 0.0 without & secure connection).
Critical o Information o K
Expand All Collapse All Error 0 User name: ﬁ b
current Group: . . Grafl pacoword:
Monitored Devices
Group Status _Renorts [CIremembet my password
Member Details Reports Storage Capacity
Edit Settings Aggregates 0 0 bytes of 0 bytes (0.0% of total}
Edit Membership Volumes 0 0 bytes of 0 byte= (0.0% of total)
Edit Storage System Configuration Qtrees 0 0 bytes of 0 bytes (0.0% of limit)
Ed?l‘.Fi\E:r Cclﬁ_‘guralion \ LUNs 0 0bytes
Edit NetCache Configuration
Edit NetCache Software
Edit NetCache Files

Figure 9-41 Actions require Administrative Login

When you open the Operations Manager window for the first time (remember, you must use
“http://” before the “ipaddress:8080” to open the browser window), you can log in with your
credentials, as shown in Figure 9-42.

IBM System Storage™ N

Events: Emergency:0 Critical 0 Error: 0 Warning: 0 Search

_[ Control CenterT Backup T Disaster Recovery ]

Home Setup » Reports » Management ~ Help = _b Log In
Groups: Edit Groups . !

= Licensed Software Components 08 Apr 10
[ Global

Figure 9-42 Log in link
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When you log in using the Log In link, the window shown in Figure 9-43 appears.

Control Center T Backup T Disaster Recovery ]

Home Setup ~ Reports = Management ~ Help ~ Log It
Groups: Edit Groups - .

Log |n 0% Apr 10:20
1 Global

Enter your Login Hame and Password

Password

Administrator Name _>
—’

Figure 9-43 Key in log in credentials for administrator

To create administrator accounts, you need to log in with administrator account access.

Operations Manager uses administrator accounts to manage access control and maintain
security. When you install Operations Manager software, the default administrator accounts
Administrator and Everyone are created. Both accounts are global and have predefined roles
assigned to them.

Administrator account

The administrator has super-user privileges and can perform any operation in the Operations
Manager database and add other administrators. The administrator account is given the
same name as the name of the administrator who installed the software. Therefore, if you
install Operations Manager on a UNIX® workstation, the administrator account is called root.

Everyone account

After installing Operations Manager, you must log in as the Administrator and set up the
Everyone account to grant view permission on this account.

A Operations Manager Administrator can assign roles to various Operations Manager users
based on their nature of work. These roles can be provided with various capabilities on the
DataFabric Manager Server. The process of assigning these roles, which have various
capabilities on the DataFabric Manager Server, is termed RBAC for Operations Manager
users. This process is shown in Figure 9-44 on page 161.
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{Control Conter | Backup | Disastor Rocovery | Distribution |

Home o0 o Reoe T eI 1T 4 Add users
Groups: £oit Groups Add Roles

| Administrative Users | Roles | Details |

Loggad i as root | Log 04
2 heg 12

Then assign a
user rales for
which they hold
responsitilities

J
TR

GitaBactg Create ard marage bckups.
mes e i P Globalfinad,
Gudalatabel Marago data sen.
Giobsleis rake aute-gererpind 1o repeeacnt lngaty priviegss Gickallitts
Maraga caciect dairbution
Ecit vFllar £ Marage siarss ted s
Esxpcutn commands on slrage sysiom
gmmw Gloa¥ orrl 104 Buto-DAroraind 1o Tepreaent i6gacy prvigDs TietaBat s
i Gunettene Marage ropleaton ond faievt poikio
Run & Command [ harags Avisor
Gt Viow E867 qucta Pepons 3nd events GieaRes

BEEREREFHER

Done

Tor Disabled

Figure 9-44 Administrator can assign roles based on user access requirements

The following procedure shows how to create and edit administrator accounts from

Operations Manager. To set up administrator accounts using the DFM Server CLI, use the dfm

user command.

First, select Administrative Users under the Setup menu in the Control Center tab, as shown

in Figure 9-45.

J Control Center T Backup T Disaster Re
Home | Setup » Reports = Managemen|
Group Cptions

Discovery

Metwark Credentials

Graups

+ Administrative Lsers
1 Roles

Alarms

[ Glot

Database Backup

Ciownload Management Cansole

[ n

Figure 9-45 Select Administrative Users under the Setup menu
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Then, follow these steps to create and edit the administrators:

1. Log in to the administrator account, as shown in Figure 9-42 on page 159.

. Type the name for the administrator or the domain name for the group of administrators.

2
3. Optionally, enter the e-mail address for the administrator or administrator group.
4

. Optionally, enter the window address, as an e-mail address or windowr number, for the

administrator or administrator group.

5. Click Add.

Figure 9-46 shows the steps that were given above.

Administrators

J Administrative Users T Roles T Details 1

Add a Hew Administrator

Administrator or Windows Group Name

Rales

Email Address

Pager Address

Administrator Hame:
Everyone

H3G55AMdministrator

3=

GlobalBackup
GlobalConfigManagement
‘slobalDataProtection
GlobalDatazet
GlobalDelete:
GlobalDistribution
GlobalEvert
SlobalExecute
GlobalFailover
GlobalFullZontrol

A=
5=

Emiail Pager Wiew
viewy

gy

039 &pr11:0
j =
==
=
6
\ Akl
Edit Delete
et
it r
Delete Selected I

Figure 9-46 How to set up an administrator

Role management allows the administrator who logs in with super-user access to restrict the
use of certain Operations Manager functions by other administrators. The super-user can

assign roles to administrators on an individual basis, by group, or globally (and for all objects
in Operations Manager).

In Figure 9-47 on page 163, we create additional administrative users, and restrict one user to
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Global Backup and Restore only and give the other one Global Full Control. We can also edit
the level of control and delete administrative users in this window.




H 09 Apr 11:
Administrators o
J Administrative Users T Roles T Details ]

Add a Hew Administrator
Administrator or Windows Groug Name I
GlobalBackup -
GlobalConfighanagement
GlobalDataProtection
GlobalDatazet
Roles GlobalDelste =
GlobalDistribution a=
GlobalEvent
(GlobalExecute
GlobalFailover
GlabalFullCartral =l
Emnail Address I
Pager Address I
Add
Administrator Hame Roles Email Pager View Edit Delete
Chubaka GlobalFulCo... view et r
Everyone wigwy edit
Luke Skywealker GlobalBackug... ‘— wiewy ggyl: -
H3IBSSAMAdministrator GlobalFullco... iz —’ edit I
= [ Delcte Selected

Figure 9-47 Add, delete, and edit administrative users

An operation must be specified for every role. You can assign multiple operations levels if you
want the administrator to have more control than a specific role provides. For example, if you
want an administrator to perform both the backup and restore operations, you must assign
Back Up and Restore roles to the administrator.

Two specific roles require special mention:
» Global roles

Administrators assigned global roles can view information or configure settings for all
groups in the Operations Manager database, including the Global group.

» Group roles

Administrators assigned group roles can view or configure settings for the group to which
they belong. When you view roles for an administrator, the settings are those explicitly set
for the administrator at the group level. For example, if administrators have the
GlobalRead role, they implicitly have the Read role on all groups. Similarly, if
administrators have the Read role on a parent group, they implicitly have the Read role on
all of the subgroups of that parent group.

Several other factors also affect the group role granted to an administrator, such as the
capabilities granted to the administrator "Everyone" or the administrator's membership to
Active Directory (AD) user groups that have been added to the DataFabric Manager server
database.

For more information about the roles Operations Manager provides, refer to the Operations
Manager Administration Guide for Use With DataFabric Manager Server 3.7, GC26-7889.

Local users

Another level of access to the Operations Manager resources is the local user. Local users
are the users created on storage systems and vFiler units. A Operations Manager
Administrator can assign roles to various Data ONTAP users based on their nature of work.
These roles can be provided with various capabilities on the N series storage system. The
process of assigning these roles that have various capabilities on the N series storage system
is termed RBAC for Data ONTAP users.
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This process is shown in Figure 9-48.

The administrator can also perform user management (add and delete users) and password
management. The Operations Manager administrator can also push these users and their
password changes to all N series storage systems listed under the Operations Manager.

| control Center | Backup | Disaster Recovery | Distribution |

Groups:
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@ Bangalors
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Figure 9-48 Adding local users

To add a local user to a storage system or vFiler unit, complete the following steps:

1. From any window, select Management — Host Users — Local Users. The Add Local
User to Host window is displayed, as shown in Figure 9-49 on page 165.

2. Specify the parameters shown in Table 9-2.

Table 9-2 Local Users parameters

Parameter Description

Host Name Name of the storage system or vFiler unit from
the drop-down list.

User Name Name of the local user.

Password Password of the local user.

Confirm Password

Confirm the password of the local user.

User Full-name (optional)

Full name of the local user.

Description (optional)

Description of the local user.

Minimum Password Age (optional)

Minimum number of days that a password must
be used.

Maximum Password Age (optional)

Maximum number of days that a password can be
used.

Usergroup Membership

User groups you want to be a member of.

3. Select one or more user groups from the list.
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4. Click Add Local User.

Figure 9-49 and Figure 9-50 show the steps for adding local users.
1. First, in the Control Center tab, select Management — Host Users.

Control Center T Backup | Disaster Recuvery]

Home Setup = Reports - Management = Help =

Groups: Edit o Starage Systern »
] Global vFiler »
oba i
" [1NAS Cluster HetCache * i
Host Users
Scripts

Figure 9-49 Select Management and Host Users

2. Then, using the steps shown above as your guide, perform the steps shown in
Figure 9-50.

Add Local User to Host

Summary anaI‘LISQTDumain UsersT UsergmupsT Roles | Jobs

1

Add Local User to Host

Host hame tsonasl

User Hame

Password

Confirm Password

Description (Optional)

Minitmum Password Aae (Optional)

I
|
|
User Full Mame (Ortional) |
I
[
[

Maximum Password Age (Optional)

Usergroup Membership

Administrators
Backup Operators

Compliance Administrators

Users

Powver Users ==

3 —p

4\‘

Add Loc

List of Existing Local Users

Host Local Users: 1-Tof 7

User 4 Description Host View Edit Push

r administratar Buit-in account for administering the filsr EI tsonas1 view user f passyword user [ passward
[l administratar Buit-in azcount for administering the filsr % tsonaz? view user f passyword user [ passyward
r administrator Buit-in sccount far administering the filer EI tsotuct wigw user f password user /password
|l mikeroll T tsatuz wigw user f passyvord uger [ password

Figure 9-50 Steps to add users to host
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Just as with administrative users, it is also possible to set local user roles. Figure 9-51
shows the window for establishing roles for a local user of various storage systems.

Once you have selected a host, you can add what capabilities you want for this role, as
shown in Figure 9-51.

Add Role to Host

[ SummaryT Local UsersT Domain Users T Usergroups | Roles | Jobs

09 Apr 1343
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Hast Mame:
Rale Hame
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jm i A i |

it

Description

Default role for administrator privileges.
Default role for administrator privileges.
Detautt role for administrator privileges:
Default role for audit privieges.

Detautt role for audit privieges.

_> Iitsﬂnas1 hd

—|
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\" il Capablities

Host View Edit Push
Plisonast WiEY edit push
Plisonasz iews et push
Bitsotuet vz mib opush
Plisonast WiEHY edit push
Plisonasz vigny eclit bush

Add Role I

Figure 9-51 Select host name, give role name, and add capabilities

3. Click Add Capabilities to see the list of options you can add, as shown in Figure 9-52.

Add Role to Ho:
Local Us

Add Role to Host
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|
|
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Host View
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Figure 9-52 Capabilities you can add for a role

Once you have confirmed what you want, click Add Role to complete the task.
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9.9 Storage system management

As soon as Operations Manager is installed, it begins the process of discovering, monitoring,
and generating data about your supported storage systems. However, before you can use the
data to simplify your network administration tasks, you need to understand the different ways
you can use Operations Manager to manage your storage system.

Using Operations Manager, you can:

» View the status of and obtain reports and information for a group of systems

» View information for individual systems

» Access the console of a storage system

» View the active/active configuration status and perform takeover and giveback operations
if the storage system is an active/active controller

» View and respond to Operations Manager events

» Configure alarms that send you notification if Operations Manager logs a specific type of
event or severity of event

» Edit the configuration settings of a storage system

» Link to FilerView for a selected storage system or vFiler unit

» Insert values into custom comment fields

» View user, qtree, and group quotas

» Edit user quotas

Though we have already covered several of these functions, we cover a few more here.
However, because our focus is on configuration, some of these items may not be covered in

this book; for those items, we highly recommend that you refer to Operations Manager
Administration Guide for Use With DataFabric Manager Server 3.7, GC26-7889.

Storage system groups

Operations Manager is designed around the concept of groups. When a group is selected in
the left pane of the Operations Manager main window, the windows change to display
information relating to that group.

To display information about all of your storage systems, select the Global group in the
Groups pane on the left side of Operations Manager. The Global group is the default group
containing the super-set of all monitored objects and storage systems.
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To display information about a specific group of systems, select the desired group name in the
Groups pane on the left side of Operations Manager, as shown in Figure 9-53.

j Control Center T Backup T Disaster Recnuer}r]

Home Setup = Reports =
Groups: Edit Groups
[ Global

- [ NAS Cluster
Expand Al Collapse 4l

Current Group:

Group Status Reports
Member Details Reports

Edit Settings

Edit Membership

Edit Storage Systerm Configuration
Edit vFiler Configuration

Edit HetCache Configuration

Management -

Help =
Storage Systems, All
Group Status | Member Details]

Appliances  wFilers File Systerms  Agoregates LIIM= Data Sets
@ Global
Storage Systems: 1-5of 5
Tvpe Status Appliance
O = I itsonas
| = I itsonas2
O (] I itsctuct itsotucson ibm.com
| = I ftsotucd itsotucd it=o tucson ibm.com
| ] B itsotucdn
Storage Systems: 1-5of 5
Select All - Un=select Al
sddTaGroup... | M Delete Selected | B

[From the DataF sbric Mansger server)

Add Ta bews Group. .. |

Figure 9-53 Creating groups

To manage your storage systems effectively, you should organize them into smaller groups so
that you can view information only about objects in which you are interested. You can group
your storage systems to meet your individual needs, for example, by geographic location,
operating system version, and storage system platform, as shown in Figure 9-54 on

page 169.
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> @Linux
= @Unix

@Windows Servers

Figure 9-54 Groups by resource

Like the other Operations Manager Control Center tab windows, the Appliances and vFiler
reports enable you to view a wide variety of details in one place and to perform the following

tasks:

1. View system data for all or a group of monitored systems, as shown in Figure 9-55.

2. Obtain more information about a specific storage system, as shown in Figure 9-56 on
page 170.

3. Link to FilerView (storage systems only).

Appliances, All
Group Status | Member Delails] ‘

Appliances  wRilers  File Systems  Agoregates  LUMs  Data Sets  Resource Pools  Scripts

1

@ Global Report | Appliances, &l
Appliances: 1-5o0f &
Tvpe Statuz Appliance & Model Serial Humber System 10

r 5] B tsonast -+ 2 hS200 3664130011611 0101184428
r = ™ fsonas2 M5200 2864130011822 0101183273
r ] B itsotuet tsotucson fm.com MS300 2869130005600 0118052505
| = I teotucd tsotucd teotucson bm.com hS500 2865130008600 MO1E1370
] = B teotucan M5500 2665130008600 0101181370

Appliances: 1-50f 5

Select Al - Unselect Al

Add To Group.. Delete Selected Al
Add To Mewy Group... (From the DataFabnic Manacer ssrver) (Mewr spplisnce)

Figure 9-55 Select Member Details and the appliance of interest
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To view more detalil, click the storage system you are interested in viewing, as shown in

Figure 9-56.

Appliance Details
Group Status | Member Details]

cripts
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18/00  00:00

08! 00
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Uptime 5 days, 16:45
Hetwork Interfaces i

Remote Platform Management Unavailakble
Contact

Location

Events - Current, History
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Storage Capacity Phygical Space

Agagregates 2 327 GH of 491 GB (6.7% of tatal) Data Disks

Volumes 2 211 GB of 25.5 GB (7.4% of total) Parity Disks

Otrees 0 Obvytes of Obytes (0.0% of limit) Spare Disks

LUHs 1 1.01GB 1 Total Disks

Groups Storage System 15 in Array LUNs

B s Cluster Data LUHs
Spare LUHs
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Initiators on This Storage System

It

Related Storage
Mone

Ad | 1w | 1m | 3m | 1y

Graph: lVqume Capacty Uzed ve Total _'J j

SHMP Traps (0}

2 (547 GH)

2 (547 GH)
10 (257 TH)
14 (3.74 TH)

5 (438 GE)
5 (435 GE)
10 (57 5 GE)

Figure 9-56 Appliance Details window

From this same view in the bottom left of the Operations Manager window, you can gain
access to the Storage System GUI by selecting Connect to Device Console under

Appliance Tools, as shown in Figure 9-57).

Appliance Tools:

Edit Settings

Edit Exclude and Cwverride List
Diagnose Connectivity
Refresh Monitoring Samples

Run a Command 3
Run Telnet

Coni to Device Console
Yiew Cluster Console

Host Users Summary
Check Configuration

Figure 9-57 Connect to FilerView
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Disk reports

Operations Manager associates disks with aggregates and provides reports that show a
breakdown of the physical space versus usable space. All of the disk reports contain a
column called “Aggregate”, as shown in Figure 9-58. The Aggregate column specifies the
aggregate to which each disk is associated. Spare disks are not associated with any

aggregate.

Aggregates, All .
Group Status | Member Details]
Appliances  wFilers  File Systems  Aggregates  LUNs  Data Sels  Resource Pools  Scripts
itsonas1 Report | Adoregates, Al LI
Aggregates: 1-2 of 2
Agaregate a Storage System Type RAID State Status
[l [l 5 agurt ‘— M itacnast Aonredste raid_dp onling (]
- 5 agarz Pjtsonast Aggregste raicl) online ]
Aooregates: 1-20f 2
Select All - Unselect All
Add To Group | Delete Selected
Add To Mew Group... (From the DataFabric Manager server)
Figure 9-58 Select an aggregate for detailed disk report
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Select an aggregate to view a detailed disk report, as shown in Figure 9-59.

Aggregate Details
Group Status | Member Details}

Appliances  wFilers  File Systems | Agdregates  LUNs  Data Sets Resource Pools  Scripts

™ & itsonas1:agori

Status [ Mormal Aggregate Capacity Used vs Total
Served By 5 P 50055 e A

Type Anoregste

RAID Configuration raid_dp 200 GE
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Storage Capacity Phy=ical Space
Volumes 1 1.10GB of 16.0 GB (6.9% of tatal) Data Disks 2 1547 GH)
Oirees 0 Ohytes of Ohbytes (0.0% of limit) Parity Disks 2 1547 GE)
Total Disks 4 (1.07 TE)
Groups Aggr (s In
Mane Protection
B scheduled Snapshots: Ot
| Snaphirror: Oft
Space Breakout Snapshot Options
Snapshots disabled off
Used 42% Snapshots 0% Snapshat autocelete o
Aggregate Size 454 B
Snapshot Reserve Size 239cGH
Used Space 201 GH
[] Available Space 434 GB
|:| Available Snapshot Reserve 232chH
Used Snapshot Space 700 MB
Unused Guaranteed Space 189 GH

Figure 9-59 Disk report details

If you want to view additional details for a specific storage system or vFiler unit, click the
storage system or vFiler unit name in any of the storage systems or vFiler report windows to
display the Details window for that system.

Operations Manager regularly refreshes monitoring data for the entire group within which a
storage system or vFiler unit resides, or you can click Refresh Group Monitors to manually
refresh the data.

Clicking the appliance name gives you the Appliance Details window, shown in Figure 9-60 on
page 173.

172 Managing Unified Storage with IBM System Storage N series Operation Manager



Appliance Details
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Figure 9-60 Appliance Details window

Tasks you can perform from the details window

You can perform the following storage system management tasks from the Appliance or
vFiler Details window:

»

>

View specific storage system or vFiler unit details.

Edit the storage system or vFiler unit configuration using FilerView or the Appliance
Manager.

View the active/active configuration status and perform takeover and giveback operations
using the cluster console (on active/active controllers only).

Access the vFiler units that are hosted on a storage system.

Check active/active controller configurations.

Edit the storage system configuration using FilerView or Appliance Manager.

Edit Remote LAN Module (RLM) port settings for the storage system.

View events related to the storage system or vFiler unit.

Access group summary windows.

View graphing information specific to each type of storage system.
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Many of these actions are available from the Appliance Tools and Current Group selections in
the bottom left of the Operations Manager window while viewing the Appliance Details
window, as shown in Figure 9-61.

Current Group:

Group Status Reports
Member Details Reports

Edit Settings

Edit Membership

Edit Storage System Configuration
Edit vFiler Configuration

Edit HetCache Configuration

Edit HetCache Software

Edit NetCache Files

Fun a Command

Appliance Tools:

Diagnose Connectivity
Refresh Monitoring Samples

Run a Command

Run Telnet

Connect to Device Console
View Cluster Console

Host Users Summary
Check Configuration

Figure 9-61 Options available from Appliance Details window

About Appliance Tools

Appliance Tools enables you to set up the parameters needed to communicate with a specific
storage system. You can access Appliance Tools from the Details window for the storage
system or hosting storage system (of a vFiler unit). The Appliance Tools menu is located at
the lower left display of Operations Manager, as shown in Figure 9-61.

You can use the Edit Appliance Settings window for your system to specify or change storage
system or vFiler settings. Note, however, that you can set global values for many settings
using the Options window, and that you do not need to modify storage system or vFiler-level
settings unless they differ from your global values.

You can access the Edit Appliance Settings window by clicking Edit Settings, as shown in
Figure 9-62 on page 175. You can then to modify the following information using the window
shown in Figure 9-63 on page 175:

» |P address of the storage system or the hosting storage system that Operations Manager
monitors

You might want to change the storage system IP address if you want to use a different
interface for administrative traffic.
» Login and password

You configure a login and password if you want to use Operations Manager to run a
command on a system. Operations Manager uses this information to authenticate itself to
the storage system on which the command is run.

» Threshold values

The threshold values indicate the level of activity that must be reached on the storage
system before an event is triggered. Using these options, you can set specific storage
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system or group thresholds. For example, the Appliance CPU Too Busy threshold
indicates the highest level of activity the CPU can reach before a CPU Too Busy event is
triggered. Threshold values specified on this window supersede any global values

specified on the Options window.
» Threshold intervals

The threshold interval is the period of time during which a specific threshold condition
must persist before an event is triggered. For example, if the monitoring cycle time is 60
seconds and the threshold interval is 90 seconds, the event is generated only if the
condition persists for two monitoring cycles. You can configure threshold intervals only for
specific thresholds, as listed on the Options window.

Appliance Tools:

Edit Settings =

Edit Exclude and Override List
Diagnose Connectivity
Refresh Monitoring Samples

Run a Command

Run Telnet

Connect to Device Console
View Cluster Console

Host Users Summary
Check Configuration

Figure 9-62 Select Edit Settings

Edit Appliance Settings

Edit itsonas1
Primary IP Address - 311215163
Remote Platform Managemernt IP Address I
Conzole Terminal Server Address I
(example: 192.0.52 5006001
Login Inarout
Pazzwnard I--------
Lagin Protocal S5H -
Hosts equiv Enshled Im
Adminiztration Transport m
Preferred SMP Yersion ISNMPM i
Performance Advisor Transport IW
Cravnier Email I
Cravnigr Mame I
Resource Tag I
faximum Active Data Transfers I
Edit itsonas1 Thresholds
Host CPU Too Busy Threshold (3] l—
If no value entered, default (957 will be used, ‘
Host CPU Busy Threshold Interwval l—
If no walue entered, defautt (15 minutes) wil be used. “_

Figure 9-63 Various ltems can be changed from this window
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Diagnose Connectivity
Use the Diagnose Connectivity tool to perform connectivity tests and review test outcome.

You can access this tool by clicking the Diagnose Connectivity link under Appliance Tools,
as shown in Figure 9-64.

Appliance Tools:
Edit Settings

Diagnose Connectivity

Run a Command
Run Telnet

View Cluster Console
Host Users Summary
Check Configuration

Edit Exclude and Owverride List

Refresh Monitoring Samples

Connect to Device Console

Figure 9-64 Diagnose Connectivity

There is a great deal of information in the window that appears that can be helpful in

diagnosing connection issues, as shown in Figure 9-65.

Hetwork Connectivity
IP Address
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2, Skipped

/4, 9.11.218.163; Permission denied. rsh: can't establish connection
A FATAL ERROR: Metwwork error. Connection refused
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Clusterad Storage System
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310,7.3,2.0

Interval Default
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Figure 9-65 Diagnostics window
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Console connection through SSH

As we discovered in our testing, console connection is a very important aspect of the overall
ability of Operations Manager to access and display pertinent information about the health

and vitality of your storage systems and network connections. It is vitally important that

certain functions be enabled on the storage systems before Operations Manager can access
some functions. When you are setting options either globally or individually on your options

screens for the storage systems you are interested in, you will find that you only have two
choices when it comes to login protocol. The default is set to RSH. You have the option of
setting the protocol to RSH or SSH, as shown in Figure 9-66.

Edit Appliance Settings

Edit itsonas1

Primary IP Address |9.1 1218163

Remate Platform Management [P Address |9.11 215241

Console Terminal Server Address -
(example; 192.0.32.50:6001) |g_1 12181446001

Login roct

Pazzword [IITTYTYY

Login Protocol

Hosts equiv Enabled

Administration Transport

Preferred SHMP Yersion T 4
Performance Advisor Transport Im

Crwvnier Email l—
Crvnier Mamme I—
Resource Tag l—
Maxitnum Active Data Transfers I—

Figure 9-66 Select RSH or SSH

It may seem like a small thing, but it is vitally important that this protocol choice be reflected
on the storage device you are monitoring. If it is not, you will not be able to accomplish such

tasks as viewing configurations, accessing the RLM, and others.
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A good check to verify that you have these protocols enabled on the desired storage systems
is to run the Diagnose Connectivity option associated with the storage device, as shown in
Figure 9-67.
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Connect to Device Console o
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Host Users Summary Related Storage
Check Configuration Mane

Figure 9-67 Run Diagnose Connectivity to check proper protocol access

This test takes just a little while to run, but gives you a wealth of information concerning the
health of your network and the SSH and RSH status. In Figure 9-65 on page 176, you can
see that we did not have SSH enabled on the storage device (itsonas1) when this picture was
taken. After some trial and error we discovered the importance of having SSH protocol
enabled on the storage system. Refer to Figure 9-68 to see the difference in the report after
enabling the SSH protocol on the itsonas1 storage system.
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Revisions 07320 o 07320

Figure 9-68 Network status after SSH enabled on storage system
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In order to enable the SSH protocol on the storage system, you must log into the N series
storage system and perform the following tasks.

1. Check the status of the SSH protocol by running the following command:
itsonasl> secureadmin status

2. If SSH is not enabled on your system, then you must run this command:
itsonasl>secureadmin setup ssh

The secureadmin setup ssh command will guide you through the setup of the SSH
protocol for the device. (We used the defaults.) This command brings up the steps shown
in Example 9-1.

Example 9-1 secureadmin setup

itsonasl> secureadmin setup ssh
SSH Setup
Determining if SSH Setup has already been done before...no
SSH server supports both sshl.x and ssh2.0 protocols.
SSH server needs two RSA keys to support sshl.x protocol. The host key is
generated and saved to file /etc/sshd/ssh_host key during setup. The server key is
re-generated every hour when SSH server is running.
SSH server needs a RSA host key and a DSA host key to support ssh2.0 protocol. The
host keys are generated and saved to /etc/sshd/ssh_host rsa key and
/etc/sshd/ssh_host dsa_key files respectively during setup.
SSH Setup will now ask you for the sizes of the host and server keys.
For sshl.0 protocol, key sizes must be between 384 and 2048 bits.
For ssh2.0 protocol, key sizes must be between 768 and 2048 bits.
The size of the host and server keys must differ by at least 128 bits.
Enter the size of host key for sshl.x protocol [768] :(enter)
Enter the size of server key for sshl.x protocol [512] :(enter)
Enter the size of host keys for ssh2.0 protocol [768] :(enter)
You have specified these parameters:
host key size = 768 bits
server key size = 512 bits
host key size for ssh2.0 protocol = 768 bits
Is this correct? [yes] (enter)
Setup will now generate the host keys. It will take a minute.
After Setup is finished the SSH server will start automatically.
itsonasl> Tue Apr 14 08:49:22 MST [itsonasl: secureadmin.ssh.setup.success:info]:
SSH setup is done and ssh2 should be enabled. Host keys are stored in
/etc/sshd/ssh_host_key, /etc/sshd/ssh_host_rsa_key, and
/etc/sshd/ssh_host _dsa_key.

3. Next, check the status of the ssh protocol’s settings. The options ssh command will give
you the status of the settings (see Example 9-2).

Example 9-2 options ssh command

itsonasl*> options ssh

ssh.access *
ssh.enable on
ssh.idle.timeout 600
ssh.passwd_auth.enable on

ssh.port 22
ssh.pubkey_auth.enable on

sshl.enable off
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ssh2.enable on

4. If you are satisfied with the settings, run the following command to enable SSH:
itsonasl>secureadmin enable ?
Here are the different options you can use with the secureadmin command:
— secureadmin setup [-f] [-q] ssh
— secureadmin setup [-f] [-q] ssl
— secureadmin addcert ss1 [<path to CA signed cert>]
— secureadmin enable all|ssh|sshl|ssh2|ss1
- secureadmin disable all|ssh|sshl|ssh2|ss1
— secureadmin status
5. Once we finish the activation of SSH, we run the secureadmin status command to be sure
SSH is enabled (see Example 9-3).

Example 9-3 secureadmin status command

itsonasl> secureadmin status

ssh? - active
sshl - active
ss] - inactive

In our case, the protocol is showing active, but as we saw in Figure 9-65 on page 176, that
was not the case. We had to run the secureadmin setup ssh command to enable SSH.

Console connection through telnet

Use the Connect Device to Console tool to connect to the storage system console, if the
storage system is known to Operations Manager, as shown in Figure 9-69. The storage
system must be connected to a terminal server for Operations Manager to connect to the
storage system console.

Note: Before initiating the console connection, you must set the Console Terminal Server
Address in the Edit Settings window.

Appliance Tools:

Edit Settings

Edit Exclude and Override List
Diagnose Connectivity
Refresh Monitoring Samples

Run a Command

Run Telnet

Connect to Device Consale
Wiew Cluster Console
Host Users Summary
Check Configuration

Figure 9-69 Connect to Device Console

Many of the operations you perform form the FilerView of a storage system or from the N
series command line can be performed from the Operations Manager user interface. One of
those activities is cluster failover. Next, we cover some of the steps to be performed to
accomplish this from the Operations Manager interface.
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Cluster failover

The following requirements must be met before you can use the cluster console:

» The Operations Manager license must be installed on your DataFabric Manager Server.

» An authentication method must be set up

for Operations Manager to authenticate to the

controller on which takeover and giveback operations are to be performed.

Accessing the cluster

To access the cluster console for an active/active controller, select Member Details —
Appliances — Tools: View Cluster Console, as shown in Figure 9-70.

Appliance Details
Group Status | Member Details1

Appliances  wFilers  File Systems  Aogregates  LUMs  Data Sets Re
M itsonas 1

Status 1 Marmal

Model Humber MS200

Serial Humber 2664130011811

Active/Active Partner 1 tsonas2

™ view Cluster Conscle "

Operating System 7.31

Protocols CIFE, Smaphdirror, FCP ISCS], SnaphaultPrimary

Uptime Sdays 18:28

Hetwork Interfaces g

Remote Platform Management  Unavailakle

Contact

Location

Figure 9-70 View Cluster Console

The Cluster Console window is an automatically refreshing window that displays the nearly
real-time status of an active/active configuration, as shown in Figure 9-71.

Cluster Console

Mitsonas2 [

Active/totive configurastion enabled, tzonas? is up.

ISeIed atool to run

Edit tzonas2 Settings
“iewy Log Messages
Check Cluster Configuration

Takeover itsonaszi

System mmi]| Bitsonas1

Activel/dotive configuration enabled, tsonas2 is up.

[

Status

Tools ISeIed atool to run

Figure 9-71 Cluster Console window
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The Cluster Console window contains the following information:

» System

Displays the names of controllers that form an active/active configuration.

The color of the controller icon (next to the controller name) indicates the status of the
controller. The following list describes the status that each color indicates:

Gray: Controller is up and functioning normally.

Blue: Controller is up, but failover is disabled. Data is available in this condition;
however, it is unprotected.

Red: Controller is down and its services have not been taken over by its partner.

Pink: Controller hardware is down, but controller’s partner has taken over services.
Data from the down controller is available in this condition through its partner, but the
performance of data service is degraded and the data residing on both controllers is
unprotected.

Yellow: Controller is up and also serving for the partner. Data from both controllers is
available, but the performance of data service is degraded and the data residing on
both controllers is unprotected.

White with a ? sign: Controller status is unknown. The controller might be down or not
configured correctly to respond to SNMP queries from Operations Manager.

If a controller is in unknown status, use the Diagnose Connectivity tool in the Control
Center or run the dfm host diag command from the DFM Server CLI to identify the
cause of the problem.

Status

Displays the real-time status, as a text message, of controllers in the active/active
configuration.

» Tools

Provides tools that enable you to edit the settings and perform takeover and giveback
operations on the controllers in an active/active configuration. The following tools are
available:

Edit system_name Settings

Displays the Edit Appliance Settings window, where you can configure the login and
password information that Operations Manager uses to authenticate to the controllers.

Manage with FilerView

Invokes the Web-based Ul, FilerView, for the controllers. You can use FilerView to
make configuration changes on the controllers.

View Log Messages
Displays the syslog messages that are logged on the controllers.
Check Cluster Configuration

Enables you to check and verify the active/active configuration of the controllers. This
tool displays the Active/Active Configuration Status window that contains the following
information:

* RSH Enabled: Reports whether Operations Manager can log in to the controllers
that form the active/active configuration.

* Failover Status: Reports whether failover is configured and enabled on both
controllers.
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OS Version: Reports whether the OS versions of the two active/active
configurations are the same. If the OS versions are different, the active/active
configurations might not interact correctly during failover.

Software Licenses: Reports whether the two controllers have the same list of
licensed software. If the sets of licenses are different, some features might not be
available after a failover.

Options: Reports whether Data ONTAP options, such as timed.enable and
snmp.enable, that are expected to be the same on both controllers of the
active/active configuration are, in fact, the same. If options are different in
active/active configurations, the controllers might not behave as expected after a
takeover.

To discover all the options that must be or are recommended to be the same on
both controllers, see the Data ONTAP man window for the options command.

Network Configuration: Reports whether the network interfaces on each controller
correctly refer to the partner's interfaces. If not, networking might not work correctly
after takeover.

To be able to check the cluster configuration you must have SSH enabled on both heads of
the cluster. Refer to “Console connection through SSH” on page 177 for a discussion about
setting the SSH protocol on the storage device before running this option. From the appliance
detail window, select View Cluster Console, as shown in Figure 9-72.

Appliance Tools:

Edit Settings

Edit Exclude and Owverride List
Diagnose Connectivity
Refresh Monitoring Samples

Run a Command
Aun Telnet

Host Users Summan.-:
Check Configuration

Figure 9-72 Select View Cluster Console

In Figure 9-73, select Check Cluster Configuration from the drop-down menu for the
heading you want to view. However, the information you receive summarizes the status for
both heads of the active/active configuration.

Cluster Console

Mitsonas2? (Ml System mmt]] Bitsonas1
Cluster enshled, tsonss1 is up. Status Cluster enahbled, tsonss2 is up.
|Sele|:1 & taal to run j Select & tool ta run j

Tools

Select atoolto run

Edit tzonas1 Seftings

Yiewy Lo Messages
[Check Cluster Configuration

Takeover tsonas?

Figure 9-73 Check Cluster Configuration
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Finally, you get a summary view of the status of your active/active configuration, a shown in
Figure 9-74.

ActivefActive Configuration Status

itsonas1

REH/SEH Enabled
Failower Status

Q5 Version
Software Licenses

FEE@

Error: tzonas] licenzes nfs, but tzonas2 does nat.

Error: tzonas] licenzes snaprestore, but tsonas2 does not.
Error: tzonas1 licenses flex_clone, but tzonas? does nat.
Error: itzonas1 licenses sv_ontap_pri, but tsonas? does not.
Error: tzonas2 licenzes sv_ontap_sec, but tsonas1 does not.
Action: Enable the nfz licenze on itsonaz2.

Action: Enzhle the znaprestore licenze on tzonas2.

Action: Enzhle the flex_clone license on tzonas2.

Action: Enzhble the =v_ortap_pri license on tzonas2.

Action: Enzhle the =v_ortap_sec license on tzonas1.

Optionz ﬂ
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Error: Cption timed proto is set to ntp on fzonas1 but set to dc on itsonas2.
Error: Cption disk defect_data_read_all iz set to off on fzonas1 but set to on on tsonas2.
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Error: Option ftpd.max_connections_threshold is set to 75% on itsonas1 but set to 0% on tsonas2.
Error: Option timed sched is set to hourly on tsonas1 but set to 1h on tzonas2.
Error: Option raid.zcrubbers is set 1o 2 on tzonas1 but zet to 4 on tsonas2.
Error: Option ftpd.max_connections iz set to 400 on tsonas1 but set to 500 on tsonas2.
Error: Option disk powercycle enahle is empty on itsonas1 but set to onon tsonas2.
Action: Set the ems autosuppress.enable option to the the same value on both tsonas1 and tsonas2.
Action: Set the timed proto option to the the same value on both tzonas! and tzonas2.
Action: Set the disk.defect_data_read_all option to the the same value on both tzonas1 and tsonas2.
Action: Set the autologout .console enable option to the the zame value on both tzonas! and tzonas2.
Action: et the ftpd.max_connections_threshold option to the the same value on both tzonss] and tsonas2.
Action: Set the timed.zched option to the the same value on both itsonas! and itsonas2.
Action: Set the raid scrubbers option to the the same value on both tzonas1 and tsonas2.
Action: Set the ftpd max_connections option to the the same value on baoth tzonast and tzonas2.
Action: Set the disk powercycle ensble option to the the same walue on both tsonas2 and tsonast .

Metwwork Configuration =

Figure 9-74 Configuration status of cluster

In the Select a tool to run drop-down menu shown in Figure 9-73 on page 183, the following
tools are available:

» Takeover system_name

Initiates a takeover of a controller’s partner. This tool is available when a controller can
take over its partner.

» Giveback system_name
Initiates a giveback of a controller’s partner. This tool is available when a controller has
taken over its partner.

For more information about how to use the Operations Manager interface to perform takeover
and giveback activities for clustered devices, refer to Chapter 12 in Operations Manager
Administration Guide for Use With DataFabric Manager Server 3.7, GC26-7889.

Remote configuration management

As you monitor your storage systems, you might find that you need to alter the configuration
settings of one or more storage systems. Operations Manager provides three methods by
which you can remotely configure your storage systems:

» Accessing the storage system CLI
» Accessing FilerView or the Appliance Manager
» Using the Operations Manager multiple-storage system remote configuration feature
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In this book, we look at remote configuration through FilerView and Operations Manager. For
information about the DFM Server CLI method, refer to Chapter 12 in Operations Manager
Administration Guide for Use With DataFabric Manager Server 3.7, GC26-7889.

In addition to providing access to the storage system’s CLI, Operations Manager enables you
to log in to a storage system’s management Ul, which is FilerView for storage systems. When
you invoke FilerView, Operations Manager spawns a new window. Using FilerView, you can
edit any or all of a storage system’s configuration settings.

You can access FilerView by clicking the icon next to the storage system or vFiler unit name
in the details windows for events, storage systems, vFiler units, aggregates, LUNs, gtrees,
and volumes.

To access FilerView for a selected storage system or vFiler unit, click the storage system icon
next to the storage system or vFiler unit name in the respective details window, as shown in
Figure 9-75.

Appliances, All
Group Status | Member Details]

Appliances  wFilers  File Systerms  Agoregates LUMs  Data Sets

i Global
Appliances: 1-50f 5

Status Appliance -
= " ™ itzonas
= M itzonas2

il + B iteotuct ftso tueson.am.com

| % tsotucd tsotucd tzotucson.bm.com

m P o

EEEEAE

I R R R

Appliances: 1-5o0f 5

Figure 9-75 Select icons to start FilerView
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Once you have authenticated with the storage system, FilerView comes up as a second
window, as shown in Figure 9-76.

'@ET2 0 IR
Ky e o
IBM TotalStorage N series
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Home St} o Filer B 2 Filer — Show Status
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Syslog Messages System ID 0101184428
Audit Logs Version 731 [#ppiance
Use Command Line Volumes 2 Volumes
Configure Syslog Aggregates 2 Agaregates =
Configure File System i
Disks 24 Disks 2864
Configure Autosupport [15 spare, O failed) -
Test Autosupport Status [ The systemn's global status is normal. -
Set Date/Time
Expand &l Configure Miscellaneous — ——
2865
current GI Shut Down and Reboot
Show System Status
Group Status -
Member Det;| * YelumesT (@ )
Edit Settings | * Agyregates B ?
Edit Member | = Storage (7)
Edit Storage . &
Edit vFiler Co | ° Operations N'!anager 2
Edit NetCach | * SnapMirror (7 _I
Edit NetCach —— = - . |
Edit Netcachl ’_[ | [ |NJ Laocal intranet A0 v

Figure 9-76 FilerView window

From here, you would proceed just as though you were running the FilerView GUI from any
browser window.

Remote configuration

The remote configuration feature enables you to remotely configure all storage systems in a
group at the same time. By grouping the N series storage systems into special groups called
configuration resource groups and applying configuration settings to those groups,
administrators can remotely configure multiple storage systems in a single action.

You create configuration resource groups using the same method used to create groups. You
create an empty group and populate the group with storage systems.

You create empty groups by using the Add a New Group option on the Edit Groups window
(select the Edit Groups link in the left pane). You populate the group using the Edit Group

Membership window (in the left pane, select the group name and select Edit list — Group
Membership).

Configuration files

You can use two methods to create configuration files. If you have an appliance that already
has most or all of the settings you desire, you can create a configuration file that copies an
storage system’s configuration settings. This process is also called cloning the configuration.
Cloning a configuration is the recommended method of creating a configuration file. If
required, you can subsequently edit the cloned file to modify the configuration settings.

Alternatively, you can create an empty configuration file and edit it to contain the desired
configuration settings, as shown in Figure 9-77 on page 187.
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Storage System Configurations

_[ Storage System T vFiler T NetCache 1

10 Bpr 15t

Create Hew Configuration File

Create nev configurstion file named:

Configuration Files
Hame Version

There are no configuration files
Export Configuration Files

" To file on the DataFabric Manager server:

i Tofile on your computer

Import Configuration Files

& From file on the DataFabric Manager server:

= From file on your computer:

Edit

pulled from storage system: itsonas1 'I

Last Modified Select

Export
|
| Browse.

Import

Figure 9-77 Creating and editing existing files

For more information about creating configuration files, refer to the online help.

You can pull configuration files from storage systems by selecting Management — Storage
Systems — Configuration Files, as shown in Figure 9-78.

Disaster Recovery | S

Management = Help -

Storage System » Configuration Files

wFiler » | Compare Configurations
MetZache v | Compare Configuration Files
Host Users Paszswords

Scripts —

Figure 9-78 Accessing the current configurations files

When you add one or more configuration files to the group, the group becomes a resource
configuration group. After the configuration files have been associated with the group, an icon
is attached to the group name so that you can identify the group as a configuration resource
group, as shown in Figure 9-79 on page 188.
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Select Edit Storage System Configuration, as shown in Figure 9-79, to reach the
configuration window shown in Figure 9-80.

Current Group:

Group Status Reports
Member Details Reports

Edit Settings

Edit Membership

Edit Storage System Configuration
Edit vFiler Configuration

Edit HetCache Configuration

Edit HetCache Software

Edit HetCache Files

Run a Command
Figure 9-79 Edit Configuration

Edit Group Storage System Configuration A
Resource Group
Add Configuration Files
Append existing configuration file to list: More =
Update
Configuration Files View Configuration Summary
Hame Wersion Edit Modification Time Order Remove

There are no Storage System configurations in this group

Configure Overrides and Exclusion List

Configure ogtions to Override/Exclude for appliance:

Push Configuration

Push the configuration files to the following sppliances Al appliances in this group =
Fush
Status of Configuration Jobs
Job ID Status Submitted Toial Done Failed Delete

There are no configurstion jobs for this group

Figure 9-80 Adding, editing, and pushing configuration files

More information about creating and managing multiple files can be found in Chapter 13 in
Operations Manager Administration Guide for Use With DataFabric Manager Server 3.7,
GC26-7889.

LUNs, FCP targets, and SAN hosts

To monitor and manage LUNs, FCP targets, and SAN hosts, the DataFabric Manager Server
must first discover them. The DataFabric Manager Server uses SNMP to discover storage
systems, but SAN hosts must already have the Operations Manager Host Agent software
installed and configured on them before the DataFabric Manager Server can discover them.

After SAN components have been discovered, the DataFabric Manager Server starts
collecting pertinent data, for example, which LUNs exist on which storage systems. Data is
collected periodically and reported through various Operations Manager reports. (The
frequency of data collection depends on the values assigned to the DataFabric Manager
Server monitoring intervals.)

The DataFabric Manager Server monitors LUNs, FCP targets, and SAN hosts for a number of
predefined conditions and thresholds, such as when the state of an HBA port changes to
online or offline or when the traffic on an HBA port exceeds a specified threshold. If a
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predefined condition is met or a threshold is exceeded, the DataFabric Manager Server
generates and logs an event in its database. These events can be viewed through the Details
window of the affected object. Additionally, you can configure the DataFabric Manager Server
to send notification about such events (also known as alarms) to an e-mail address, a
windowr, an SNMP trap host, or a script you write.

In addition to monitoring LUNs (select Group — Member Details — LUNs,AIll, as shown in
Figure 9-81), FCP targets (select Group — Member Details — FCP Targets, as shown in
Figure 9-82), and SAN hosts (select Groups — Member Details — SAN Hosts,All, as
shown in Figure 9-83 on page 190), you can use the DataFabric Manager Server to manage
these components. For example, you can create, delete, or expand a LUN.
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Figure 9-81 Monitoring LUNs
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Figure 9-82 Monitoring FCP targets
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Figure 9-83 Monitoring SAN hosts

The DataFabric Manager Server can automatically discover SAN hosts; however, it does not
use SNMP to poll for new hosts. Instead, the special purpose Operations Manager Host
Agent software discovers, monitors, and manages SANs on SAN hosts. You must install the
Operations Manager Host Agent software on each SAN host that you want to monitor and
manage with the DataFabric Manager Server.

After the Operations Manager Host Agent software is installed on a client host and you have
installed the DataFabric Manager Server with the Operations Manager license, you can
perform a variety of tasks:

» Monitor basic system information for SAN clients and related devices
» Perform management functions, such as creating, modifying, or expanding a LUN
» View detailed LUN information

Operations Manager Host Agent is also used for Storage Resource Management functions,
with an File SRM license.

We look at some of these functions in greater detail, but first let us look at some of the
prerequisites for SAN hosts. Some of this information is also found in Chapter 5, “Host Agent
installation for Windows 2003” on page 79 and Chapter 6, “Host Agent installation for Linux”
on page 91.

SAN management prerequisites
The prerequisites for managing SAN hosts with the DataFabric Manager Server include the
following:

» All SAN hosts to be managed by the DataFabric Manager Server must be connected to a
TCP/IP network either known to or discoverable by the DataFabric Manager Server. The
SAN hosts must be connected to the network through an Ethernet port and must each
have a valid IP address.

» Each SAN host must have the Operations Manager Host Agent software installed on it.

The Operations Manager Host Agent software is required for discovering, monitoring, and
managing SAN hosts.

» For LUN management using the Operations Manager server, Windows SAN hosts must
have the proper version of SnapDrive® software installed.

LUNs

You can access LUN information from the Control Center Groups window by selecting LUNs
under the Storage Capacity heading, as shown in Figure 9-84 on page 191.
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Figure 9-84 Access LUN information from Groups window

You can also see detailed LUN information from the Member Details window by selecting the
LUNs, All from the drop-down menu, as shown in Figure 9-81 on page 189.

The LUN Details window for a LUN consists of the following information (as shown in

Figure 9-85 on page 192):
» Status of the LUN

» Storage system on which the LUN exists

» Volume or gtree on which the LUN exists

» Size of the LUN

» Serial number of the LUN

» Description of the LUN

» Events associated with the LUN

» Groups to which the LUN belongs

» Number of LUNs configured on the storage system on which the LUN exists and a link to a

report displaying those LUNs

» Number of SAN hosts mapped to the LUN and a link to the report displaying those hosts
» Number of HBA ports that can access this LUN and a link to the report displaying those

LUNs
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» Time of the last sample collected and the configured polling interval for the LUN

» Initiator groups to which the LUN is mapped
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Figure 9-85 LUN Details window

Use the LUN Path Tools links on left side of the LUN Details window to perform the following

tasks, as shown in Figure 9-86:

» Expand this LUN: Launches a wizard that helps you expand the LUN.
» Destroy this LUN: Launches a wizard that helps you destroy the LUN.
» Refresh Monitoring Samples: Obtains current monitoring samples from the storage

system on which this LUN exists.

» Run a Command: Runs a Data ONTAP command on the storage system on which this

LUN exists.

You can also gain access to FilerView from the Details window by clicking next to the Storage
System name. From FilerView, you can perform any action on the LUN you would like.

Lun Path Tools:

Expandthis LUN W=
Destroy this LUN

Edit Settings

Refresh Monitoring Samples
Run a Command <_

Figure 9-86 LUN Path Tools in lower left of Operations Manager window
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FCP Targets

The FCP Targets details window can be accessed by clicking its port number in the FCP
Targets Report (as shown in Figure 9-87), which can be accessed by selecting LUNs — FCP

Targets.

FCP Targets
Group Status | Member Detailsw

Appliances  wFilers  File Systerns  Agdregates  LUMS  Data Sets

i Global
Storsge System FCP targets: 1-90f 9
Storage System &
itzonas1
itzonas]
itsonas?
itzonas2
Bttt tmo tueson i com
B0 fteotucd.tsotucd iteo tucson.ibm.com
B tstcd fteotucd tso tucson iom.com
B0 feotucan
I st an

Resource Pools

FCP Target

ErlzrERizFER
EleElEEIRRIEIS

Scripts

WWPH

S00a09636627f3ac
500209518627 3ac
S00a09639627f3ac
500209519627 3ac
50020951 67ha569c
500209525647 e7ha
00209636647 eTha
50020952561 7eha
50020951661 7eTha

Report |FCP Targets hd
Status
Online

Link Mot Connected
Online

Link kot Connected
Online

Qnline

Link Mot Connected
Offlined By User System
Offlined By User System

Figure 9-87 Select port number for details window
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Figure 9-88 FCP Target Details window
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The FCP Target details window contains the following information (as shown in Figure 9-88):

» Name of the storage system on which the target is installed

» Operational status of the target

» Adapter hardware and firmware versions

» Adapter speed
» FC topology of the target
— Fabric
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— Point-To-Point
— Loop
— Unknown
» Node name (WWNN) and port name (WWPN) of the target

» Number of other FCP targets on the storage system on which the target is installed (link to
report)

» Time of the last sample collected and the configured polling interval for the FCP target

Host Agent details

The Host Agent details window displays information reported by the Operations Manager
Host Agent on a selected SAN host. You can access the details window for a Operations
Manager Host Agent by clicking its name in any of the SAN Host reports. For more
information about the SAN host reports, see the online help.

You may also get to the reports window from the main Operations Manager Groups summary
window by clicking Hosts under Monitored Devices, as shown in Figure 9-89.
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Figure 9-89 Access to Host Agents details window

When you click Host Agents, you will be presented with the list of host agents being
monitored in you Operations Manager infrastructure, as shown in Figure 9-90 on page 195.
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Figure 9-90 Select the agent for details

The Details window for a host agent on a SAN host contains the following information (as

shown in Figure 9-91 on page 196):

» Status of the SAN host and the time since the host has been up

» The operating system and the Operations Manager Host Agent version, as well as
protocols and features running on the SAN host

» The MSCS configuration information about the SAN host, if any, such as the cluster name,
cluster partner, and cluster groups to which the SAN host belongs

» The events that occurred on this SAN host

» The devices related to the SAN host, such as the storage systems accessible from the

SAN host

» Graphs of information, such as the HBA port traffic per second or the HBA port frames for
different time intervals

» Time of the last sample collected and the configured polling interval for the SAN host.
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Figure 9-91 Host Agent Details window

The Host Tools list on the Host Agent Details window enables you to perform the following
tasks (as shown in Figure 9-92 on page 197):

» Edit Settings: Displays the Edit Host Agent Settings window where you configure login,
password, administrative transport, port information for the SAN host, and the user name
and password for CIFS access in Operations Manager.

» Create a LUN: Takes you to a LUN creation window that helps you create a LUN.
» Diagnose Connectivity: Automates connectivity troubleshooting.
» Refresh Monitoring Samples: Obtains current monitoring samples from the SAN host.

» Manage Host Agent: Allows you to edit settings for the host agent, including monitoring
and management of API passwords and the HTTP and HTTPS ports, enabling remote
upgrading, and specifying a filewalk log path.
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Appliance Tools:

Edit Settings
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Diagnose Connectiity
Refresh Monitoring Samples

Manage Host Agent

Figure 9-92 Tasks to perform on the host agent

You can group LUNSs, storage systems, or SAN hosts for easier management and to apply
access control, as shown in Figure 9-93.
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Figure 9-93 Example of grouping LUNs

Both storage systems and SAN hosts are considered storage systems for the purpose of
creating groups. Therefore, when you create a group of storage systems or SAN hosts, the
type of the created group is “Appliance resource group.” You can also add storage systems or
SAN hosts to an Appliance resource group.

However, a group containing LUNs cannot contain any other type of object. When you create
a group of LUNSs, the created group is “LUN resource group.”

You cannot group HBA ports or FCP targets.

From the Administrators window (select Setup — Administrative Users to access it), you
can allow an administrator access for managing all your SAN hosts and LUNs. The
GlobalSAN role allows an administrator to create, expand, and destroy LUNs.
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To create a new administrator with management capabilities for your SAN hosts and LUNSs, fill
in the fields for the Add a New Administrator option on the Administrators window. Select

GlobalSAN from the Roles list, as shown in Figure 9-94.

There are other actions you can perform on SAN objects as well. For complete information
about all of the monitoring and managing functions of LUNs, FCP targets, and SAN hosts,
refer to Chapter 10 in Operations Manager Administration Guide for Use With DataFabric

Manager Server 3.7, GC26-7889.

Add Roles
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Add a Hew Role
Rale Mame
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GlobalSRM
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——

| Mone

=

View
Ao Capakilties ..

Figure 9-94 Setting up a SAN administrator
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Performance Advisor operation
and configuration

Performance Advisor is a Java-based client application that provides you with a single
location to view comprehensive performance information about storage systems and vFiler

units.
Performance Advisor runs in the IBM System Storage N series Management Console. You
can use the performance information to achieve the following objectives:

» Monitor storage systems or vFiler units for usage levels and optimal functioning by
accessing historical and real-time data for all monitored devices recognized by the
DataFabric Manager Server.

» Identify potential blockages in the data infrastructure.
» Perform short-term trend analysis for the data infrastructure.
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10.1 Performance Advisor overview

The Performance Advisor application relies on a topology that includes the N series
Management Console (which provides the interface to Performance Advisor), DataFabric
Manager Server (which includes a performance-monitoring server), and one or more storage
systems or vFiler units monitored by the DataFabric Manager Server. This architecture is
shown in Figure 10-1.

Performance Advisor

Operations
Manager

DataFabric
Manager
Server

Protection Manager

Host Agi'e{g_t ‘

Enterprise
Network

Provisioning Manager

Clustered .
Storage Systems SAN/iSAN Storage System N series with

NearStore®

Figure 10-1 Architecture

These components interact in the following ways:

» The performance-monitoring server collects and stores performance data from one or
more storage systems or vFiler units in the network. The monitoring server is installed and
enabled by default as part of the DataFabric Manager Server installation.

» Performance Advisor reads the performance data stored on the monitoring server and
generates performance-related views and charts. Performance Advisor is installed on a
Windows or Linux system separate from the system on which the DataFabric Manager
Server is installed.

Note: Performance Advisor is available only at the host on which N series Management
Console is installed. It cannot be viewed remotely through a browser.

» One or more storage systems or vFiler units monitored by the DataFabric Manager Server.
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To minimize CPU utilization, Performance Advisor does not collect real-time data for any view
that includes a bar graph. Although performance monitoring server supports simultaneous
connections to multiple Performance Advisor instances, connection to many instances of
Performance Advisor simultaneously can result in slower collection of data.

Performance Advisor takes its administrator infrastructure from Operations Manager. You use
the administrator roles in Performance Advisor to control access to performance data in
Operations Manager.

The administrator roles determine the availability of menu options in the application. Dimmed
options in the application interface indicate that the options are not available to you for the
selected storage system or vFiler unit.

Administrator roles in Performance Advisor

Performance Advisor takes its administrator infrastructure from Operations Manager. You use
the administrator roles in Performance Advisor to control access to performance data in
Operations Manager.

The administrator roles determine the availability of menu options in the application. Dimmed
options in the application interface indicate that the options are not available to you for the
selected storage system or vFiler unit.

The following roles help you to work with performance views in the interface:

» The GlobalRead role allows you to view all existing performance views.

» The GlobalWrite and GlobalDelete roles allow you to create, edit, and delete custom views
within any group.

» The GlobalPerfManagement role allows you to manage views, event thresholds, and
alarms, apart from viewing performance information in the application. You can use this
role to work with custom views.

Note: You can execute all performance monitoring tasks if you have, at minimum, the
GlobalRead, GlobalWrite, and GlobalPerfManagement roles.
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In the next few windows, you will see what changing a couple of roles will do. Currently, we
have an Administrator named, “Roman”. From the Administrators window in Operations
Manager, you can see that “Roman” has no rights (Figure 10-2) When Roman logs into the N
series Management Console, he has no access, as shown in Figure 10-3.

Administrator Hame Roles Email
Everyone

HIBSSAdministrator GlobalFullCo...

H3E35A8Roman

Pager View Edit Delete
wiew edit
wiew edit [F]
st O
Delete Selected

Figure 10-2 Admin user has no roles
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Figure 10-3 User logged in with no rights

Once we add a privilege to the “Roman” administrator, he can now view the Performance

Advisor windows, as shown in Figure 10-4.

Administrator Hame Roles Email
Everyone

X3655A dministrator GlobalFullCo...

X3IB5548Foman GlobalRead

Pager View Edit
wiEwy edit
ey edit
wieny edit

Delete

1
|

Delete Selectedd

Figure 10-4 User given global read access
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The user “Roman” is given access to monitor Performance Advisor, as shown in Figure 10-5.
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Figure 10-5 User now has read access to Performance Advisor
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When we try to create a custom view (which we cover later in “Custom views” on page 228),
most of the process can be done, but when we try to assign this view to a system or systems,
we do not have access to any storage devices, as shown in Figure 10-6. Only if we are given
the other two global rights, such as GlobalWrite or GlobalPerfManagement, will we be able to
complete the process.

@) Create Custom Yiew ' X|
Custom View Name: |RBAC Test Sample Rate: |1 min [: Sample Buffer: |5 day [: Add Chart ] Add Bar Chart ] |:| Include Everts
Custom Chart 1 X Remove

3

Custom Chart Name: | Custom Chart 1
08 1
a.T N
o Select Dbjects
a.5 ——
0.4 ™, Available Ohjects: Selected Ohjects:
a.a h, .
0.2 A .@ Logical C. Physical
a1 b —

T i 7|
o0 an 14-Ja L
Counters: 1 GioGs]
Instance Count
TLE-M7E00-C2 storaget... syste

>

Cancel

Associated Objects

TLE-N7E00-C2 storage tucson.ibm.com Add

Save Cancel

Figure 10-6 Cannot create custom view because of RBAC

10.2 N series Management Console

N series Management Console is the client platform for IBM management software
applications. N series Management Console runs on a Windows or Linux system separate
from the server on which Operations Manager is installed. See Chapter 7, “N series
Management Console installation on Linux” on page 99 and Chapter 8, “N series
Management Console installation for Windows” on page 107 for more detailed information.

N series Management Console allows storage, application, and server administrators to
perform daily tasks without having to switch between separate user interfaces.

In this chapter, our emphasis is focused on the Performance Advisor portion of the

Management Console. Figure 10-7 on page 205 shows the Dashboard when the
Management Console is focused on Performance Advisor. The speedometer icon in the
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upper left corner of the window is used to focus the console on the Performance Advisor

windows.
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Figure 10-7 Performance Advisor Dashboard

Dashboard
Refer to Figure 10-7 as we describe each pane.

» Top Performance Events

This Dashboard pane lists a table of the most recent five highest severity events, ordered
by time. The first column in the table gives a brief description of the event, while the
second column describes the source of the event.

When you click >>, the Monitor Events window is displayed. Clicking the source of the
event displays the Summary View window of the object in the navigation pane.

» Top Storage Systems by Network Throughput

This Dashboard pane displays a bar chart of the top five storage systems in Operations
Manager, ordered by the highest network throughput. The vertical axis displays the
megabytes of throughput per second. The number above each bar chart displays the
exact value of the throughput per second from that system. The horizontal axis displays
the name of the storage system.
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When you click the bar chart, the Summary View window of the object is displayed in the
navigation pane, as shown in Figure 10-8. The view expands to show more detail, as shown
in Figure 10-9.
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Figure 10-8 Click bar for expanded view
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Figure 10-9 Expanded view

206 Managing Unified Storage with IBM System Storage N series Operation Manager



» Top Storage Systems by Total Ops (Figure 10-10)

This Dashboard pane displays a bar chart of the top five storage systems in Operations
Manager, ordered by the highest total operations per second. The vertical axis displays

the total operations per second for that storage system. The horizontal axis displays the
storage system name.

When you click a bar chart, the Summary View window of the object is displayed in the
navigation pane, as shown in Figure 10-11.
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Figure 10-11 Expanded view of Ops
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» Top Storage Systems by CPU Utilization (Figure 10-12)

This Dashboard pane displays a bar chart of the top five Operations Manager storage
systems, sorted by the highest average CPU utilization. The number above each bar chart
displays the exact value of the throughput per second from that system. The vertical axis

displays the percentage CPU usage of the storage system. The horizontal axis displays
the name of the storage system.

When you click the bar chart, the Summary View window of the object is displayed in the
navigation pane, as shown in Figure 10-13.
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Figure 10-13 Expanded view of CPU utilization

Although these panes are the default pane you see when bringing Performance Advisor up
for the first time, you have the option of selecting a different default view. Refer to “Changing
the default view” on page 220 for more information.
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Performance Advisor

Performance Advisor provides a single location from which you can view comprehensive
storage system and MultiStore® vFiler unit performance information and perform short-trend
analysis. Performance Advisor also helps you identify bottlenecks and potential bottlenecks in
the data infrastructure.

Performance Advisor is automatically enabled with the Operations Manager Core license. For
more information, see the Performance Advisor Administration Guide for Use with DataFabric
Manager Server, GC26-7897.

Objects and counters

Performance Advisor uses a variety of objects and counters to provide performance data
collected from the various storage systems in your network.

Performance objects

Performance objects are collections of counters for specific subsystem types. The names of
the objects correspond to the subsystem names that are displayed in the navigation pane of
Performance Advisor (Figure 10-14 on page 210 and Figure 10-15 on page 211).
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Figure 10-15 Objects - Logical View

In Figure 10-14 on page 210 and Figure 10-15, you can see that a performance object can be
any number of things. Aggregates, LUNs, processors, adapters, volumes, disks, and so on,
can be performance objects. Refer to the Performance Advisor Administration Guide for Use
with DataFabric Manager Server, GC26-7897 for a complete list of performance objects.

Performance counter

A performance counter is a statistical measurement of activity on a storage system or storage
subsystem.

The Operations Manager performance monitoring server collects the data from the monitored
storage systems or vFiler units. Performance Advisor uses this data to generate a
performance chart or part of a performance chart.
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For example, the application might use the volume's total_ops counter of a storage system to
generate a chart that displays total operations per second on that volume on a
minute-to-minute basis, as shown in Figure 10-16.

The server collects the data for a counter from the time the counter is added to a view. Once
the view is deleted, data collection for the counter stops. When you add a counter to a view,
data collection begins with the counter in that view.
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Figure 10-16 Volume total operations per second example
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In Figure 10-16 on page 212, if you want to get a minute by minute view, you can highlight the
spike with your cursor and the view will expand to the desired view, as shown in Figure 10-17
and Figure 10-18 on page 214.
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Figure 10-17 Drag cursor over spike
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Figure 10-18 Graph expands to show minute by minute

There are counters for many objects in the N series storage systems, but if a particular
function is not licensed, you will receive no data. For example, every storage system has an
HTTP_ops counter. If HTTP is not licensed, the counter will contain zero data. The same
goes for iISCSI and others, that is, no license, no counters. Refer to the Performance Advisor
Administration Guide for Use with DataFabric Manager Server, GC26-7897 for a list of
counters included in your storage system.
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10.3 Setting up Performance Advisor

Before you use Performance Advisor, you must install N series Management Console and

ensure that the prerequisites are met.

The prerequisites for Performance Advisor are as follows:
1.

Install N series Management Console. Refer to Chapter 7, “N series Management
Console installation on Linux” on page 99, which has detailed steps for installing the N

series Management Console.

After you have installed the Management Console, enable the Performance Monitoring
server by selecting, in the Control Center tab, Setup — Options — Performance Advisor

(Figure 10-19).
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Figure 10-19 Select Performance Advisor from the Options menu
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After you select Performance Advisor, the window shown in Figure 10-20 appears. The
DataFabric Manager Server enables the Performance Monitoring server by default.

Options

Performance Advisor
Server HTTP Part [oss—
Server HTTP Enabled [ves =]
Server HTTPS Part [
Server HTTPS Enakled [ves =]
Performance Advisor Enabiled + —’ m
Performance Sdvisor Transport W

Figure 10-20 Performance Advisor Enabled window

. Install Data ONTAP V7.1 or later on all storage systems and the hosts of all vFiler units for

which you want to monitor performance data.

. Expose the storage systems and vFiler units for which you want to monitor performance

data to Operations Manager.

By exposing, this refers to being sure that all systems to be monitored are either on the
same IP network as the DataFabric Manager Server or that storage systems on other
networks have been added to Operations Manager for monitoring. See Chapter 9,
“Configuring Operations Manager” on page 127 for adding additional networks to monitor.

Figure 10-21 shows the option window for adding additional networks.

MNetworks To Discover

Add a Hew Hetwork

Delete: Netweark

07 Apr 1040

Metweork Address *— '—
(e.g.172.24.1.0,17224.1/24) _’
Network hask <= —
Back Add
Hetwork Address Hetwork Mask Hop Count Last Searched Edit Delete
an2sn 255.255.255.0 o 07 dpr 10032 it -

Delete: Netwark and Hosts

Figure 10-21 Making other networks available for monitoring
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10.4 Working with the N series Management Console interface

There are two ways to start the N series Management Console interface:
» Select Start — All Programs — IBM — N series Management Console, as shown in

Figure 10-22.

T T e

=] 1
ﬁ Metwork Monito & EM + dj [DiataFabric Manager
- Acrobat,com Welcome To Operations Manager
&ll Programs E fidobe Readsr 9

f-'f M series Management Console 3 @- M series Management Console

Figure 10-22 Starting from menu selections

» Alternatively, you can start the N series Management Console on Windows by clicking the
N series Management Console icon on the desktop, as shown in Figure 10-23.

Figure 10-23 N series Management Console icon

To stop Performance Manager, select File — Exit, as shown in Figure 10-24.

) IBM N series Manageme

File “iew Tasks Help

-~ Open View Wizard...
= Print...

(=] Log Out
EEHZ *

Figure 10-24 Stopping Performance Advisor
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Viewing performance data

You can view the performance data of an object by selecting the object in the navigation tree.
From the navigation tree, select View. A tree of items (storage systems, LUNs, and groups
that you have created within Operations Manager) will be displayed, as shown in

Figure 10-25.

g [r—
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=/ Resource Group

|
[
+-- |
I5! TLB_Cluster

Maonitor

Set Up

Figure 10-25 Viewing performance data

From this view, you can click the + next to any of the items to expand the view. By expanding
the tree on the left and selecting an item from the branch, you can view the performance data
in the right hand pane, as shown in Figure 10-26 on page 219. Remember, there may not be
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data for every element. As mentioned before, there may not be any data to collect from that
item, or the license may not be installed to support that element.
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Figure 10-26 Selecting an item in the left pane displays performance data in the right pane
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Changing the default view

The initial, default view is the Group Summary View of Performance Advisor. You can change
the default view to another view. For example, you want to change the default view to
Group-Top Objects instead. To do this task, you must do the following steps:

1. Select Views from the main dashboard and select the drop-down menu from the Views
menu, as shown in Figure 10-27.

o

Slobal: Group Summary View
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Figure 10-27 Select View and the view you want to see from the Views drop-down menu

2. When you select the Top Objects menu item, the window changes and the option to set
this window as the default becomes active. When you select Set Default View, this view
becomes the default, as shown in Figure 10-28 on page 221.
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Figure 10-28 Select Set Default View window

The default view can also be selected for each logical and physical device. The default view
for each device is the Summary view. However, each storage device shown in the left hand
pane has its own group of views.
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Any of these views can be set as the default so that when you select to view this storage
device, your default view will be the first view displayed, as shown in Figure 10-29.
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Figure 10-29 Selecting default views for storage systems

Refer to the Performance Advisor Administration Guide for Use with DataFabric Manager
Server, GC26-7897 for a list of views that are available for each level of the tree.

Tabbed views

There may be a time when you want to compare data from different storage devices. The

tabbed view will allow you to compare, almost side by side, similar information from separate
storage devices. For example, let us say that we want to see performance comparisons for
aggro on an N series N7600 cluster. With the tabbed view, we can open both devices in a tab

and compare the data.
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In this view, we have opened both aggr0 disks and can even synchronize the time to compare
the information. (Notice the Synchronize Time Axis button under the tabs.) You can
synchronize the axes when you want the time axes of all line charts in a view to be in sync,
which helps in detecting performance blockage by interpreting data through views. This view
shows 9-13.126L0 (LUN O for Cluster 1). The next tab shows 9.13.126L1 (LUN 0 for Cluster
2). By moving from one tab to the other, we can compare percent utilization for this particular
time frame. Refer to Figure 10-30 for more details.
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Figure 10-30 Tabbed view comparison
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In the next view, shown in Figure 10-31, notice the icons at the bottom of the window. By
running your mouse over these icons, your mouse turns into a plus. You can then grab these
icons and drag them into the graph area. When this is done, the window changes to show the
information that the icon indicated.
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Figure 10-31 Select additional icons for other information
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When you drag and drop the icon into the graph area, the new data appears. We select the
“Throughput in Blocks icon, as shown in Figure 10-32.
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Figure 10-32 Drag and drop the icon
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Another useful item is the legend. When you select the legend, the graph expands to show
the various functions that make up this graph, as shown in Figure 10-33.

Notice also the marks in the bottom right corner of Figure 10-32 on page 225. These will
allow you to move forward and backward in time on the timeline.
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Figure 10-33 Graph with legend

Notice the icons in the lower right hand corner of the display. We can create a view where all
of the items on this graph can be displayed at one time. By selecting the 6-up view, we can
see all of the data at one time. However, it makes for a very complicated chart, as shown in
Figure 10-34 on page 227.
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Figure 10-34 All graphs view

Although we have been discussing the tabbed view, these features are available in many of
the other views as well. The functions discussed here are global in nature and can be found in

most views used in Performance Advisor.
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If you want to print the graph, place your cursor over the graph to be printed, right-click it, and
select Print. (Be sure you have a printer setup first before trying this function.) Refer to
Figure 10-35 for more details.
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Figure 10-35 Printing the graph

Custom views

Up to this point, we have been discussing how Performance Advisor appears by default and
some of the options you can perform to customize your displays. However, there may come a
time when the defaults may not meet your needs or you want a certain view that Performance
Advisor does not have. That is when you can turn to the customizing function.

Custom views expand the ways that the performance client can display data, enabling you to
present data in combinations or styles that are not possible with the default views. For
example, you might want to monitor a single counter across several storage systems or vFiler
units, or you might find the counter combinations in the default views to be useful, but you
would prefer a different type of chart.

You must create a custom view if you want to access real-time data, display counters in
combinations that are not offered by default views, use chart types different than the default
views, and use different views to compare the performance of the same counter on different
objects.

If you use custom views, there are no restrictions on which counters you can combine in a

single view. Additionally, you can include multiple counters in a single chart and multiple
charts in a single view.
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When creating custom views, it is important to remember to group like information together.
Although you can combine any counters in a single chart, keep in mind that if you combine
counters with different units, the chart multiples vertical (“y”) axis with the respective unit
labels of the counters. For example, combining the disk_data_read counter (KB per second)
with the processor_busy counter (percentage) results in a chart with multiple vertical (“y”)

axis, where each axis the respective unit labels of the counters.
Let us take a look at creating a custom view. Figure 10-36 shows our starting point for
creating custom views. Do these steps:

1. Select Setup and Custom Views in the left hand pane of the Performance Advisor
window.

G CT
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S Add x 3 Refresh
Hosts

> Custom Views Name & ~  Sample Rate Sample Buffer

ra

Thresholds
Threshold Templates

Monitor

View

Figure 10-36 Starting point for custom views
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2. Click Add and you will come to the customization window, as shown in Figure 10-37.

@ Create Custom ¥iew
Custom View Name: Sample Rate: |1 min [+ Sample Buffer: |5 day [+ Add Chart Acld Bar Chart D Inclucle Everts
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[a
Custom Chart Mame: |Custom Chart 1
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Addl

Cancel

Figure 10-37 Custom chart creation window
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3. You need to supply the name of the chart, sample rate, duration, and then click the Add
button to supply the counters for the chart, as shown in Figure 10-38.
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Figure 10-38 Fill in the name of the chart
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In our example, we look at the inbound, outbound, and total network load of our busiest
storage system, itsotuc4. In Figure 10-39 you can see that there are many other options
we could choose. Refer to the Performance Advisor Administration Guide for Use with
DataFabric Manager Server, GC26-7897 for a complete list of counters provided by
Operations Manager.
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Figure 10-39 Select the counters you want to be a part of this chart and click OK
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4. Once you have made your selections, click OK and you see an example of your chart.
From here, you can add other counters or just click Save to keep the chart, as shown in

Figure 10-40.
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Figure 10-40 Your custom chart
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5. Once you click Save, the chart becomes a part of Performance Advisor and can be
selected for viewing at any time, as shown in Figure 10-41.
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Figure 10-41 Custom charts can be selected for viewing at any time

6. Once you have saved the chart, it can be selected from the View section of the
Performance Advisor. This chart and any others that you create become a part of the
menu selections for the devices you are monitoring. In this case, we created this chart to
view network information for the storage system itsotuc4. In the selection menu for charts
to view for this system, our ITSO Sample is available, as shown in Figure 10-42.
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Figure 10-42 Our chart can be selected from the list of views for this storage system
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Real Time Data view
For this example, we use the custom network chart we created in Figure 10-40 on page 233.

First, we need to look at some items on the chart. When we click the Real Time Data button,
the title of the chart now shows “(Real Time)” next to the chart name, as shown in
Figure 10-43.
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Figure 10-43 Real TIme Data
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When you click the Real Time Data button, you will get a pop-up window that will allow you to
customize your sample rate and buffer time, as shown in Figure 10-44.

tootues | ssoesvan | tsotecs |
Views: |ITSO Sample fT 7%, Set Defautt View @E @ Pause (5 Real Time Data X
ITS0 Sample_1 Network 3)
The zhr ehr max & S B ) Apr 17,09 10:26 - Latest
2.0
7.5
7.0
6.5
6.0
5.5
@ Select Yiew Type
5.0
T Real Time
c.nl 4.5
5 o Sample Rate. |15 gec 3
o .|
|
£ a5 Sample Buffer: |1 S8€ [«
: 2 sec |
3.0 3 sec
|4 sec
25 —_— 1
S sec
20 10 sec
1.5
30 sec [=
1.0
0.5 / l\
0.0
10:26 10:31 10:36 10:41 10:46 10:51 10:56 11:01 11:08 11:11 11:16 11:21
|:| Show Legencd = =

Figure 10-44 Customize Sample Rate

You will be able to set your sample rate as well as the time frame you want to take the
samples, as shown in Figure 10-45 on page 237. Just realize the more frequent the sample,
the more of a load your are putting on your network.
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Figure 10-45 Select Sample Buffer

Performance Advisor will warn you about the possible performance impact for what you are
about to do, as shown in Figure 10-46.

& Performance Warning E

Switching to real-time mode may negatively impact the performance

- of the appliance . Would you like to cortinue?

. oK | LCanceI ]

Figure 10-46 Warning of performance impact

Chapter 10. Performance Advisor operation and configuration =~ 237



Once you select OK, the collection of data will begin and continue for the time frame
specified, as shown in Figure 10-47.
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Figure 10-47 Real time collection begins

10.5 Events, alarms, and thresholds

In this section, we cover events from Operations Manager, alarms that can be configured, and
thresholds that can be modified to enable you to monitor Operations Manager using the N
series Management Console. We will only cover the Performance Advisor in this chapter.
Refer to Chapter 13, “Protecting your data with Protection Manager” on page 313 to learn
more about the N series Management Console and how it is used for those licensed features.

Events

Events are generated automatically when a predefined condition occurs (for example,
Management Station License Nearly Expired) or when an object crosses a threshold (for
example, Management Station Node Limit Reached). Event messages inform you when
specific events occur. All events are assigned a severity type and are automatically logged in
the Events window .

You can configure alarms to send notifications automatically when specific events or severity
types occur, as shown in Figure 10-48 on page 239.
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Severity type Description

Normal A previous abnormal condition for the event source returned to a normal state and the event
source is operating within the desired thresholds. To view events with this severity type, you
select the All option.

Information The event is a normal occurrence—uno action is required.

Warning The event source experienced an occurrence that you should be aware of. Events of this
severity do not cause service disruption and corrective action nught not be required.

Error The event source is still performing; however, corrective action is required to avoid service
disruption.

Critical A problem occurred that might lead to service disruption if corrective action is not taken
immediately.

Emergency The event source unexpectedly stopped performing and experienced unrecoverable data loss.

You must take corrective action immediately to avoid extended downtime.

Unknown The event source is in an unknown state. To view events with this severity type. you select
the All option.

Figure 10-48 Event severity types

Note: Performance Advisor uses only the Normal and Error events. All events will be listed
under the Operations Manager Events tab.

Operations Manager has many events already configured. See Appendix A in Operations
Manager Administration Guide for Use With DataFabric Manager Server 3.7, GC26-7889 for
a list of events and severity levels. All events that occur within Operations Manager are
reflected within the N series Management Console under System Events. You can see some
of them in Figure 10-50 on page 240. However, be aware that the events reflected in the
Performance Advisor Events window are only of the Error level.

All events are actually reflected in the N series Management Console from Operations
Manager, as shown in Figure 10-49 on page 240. All alarms that are set in Operations
Manager are also reflected here. Therefore, you can create the alarms for the events you
want to track in either location.
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Figure 10-49 Event as seen in Operations Manager
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Figure 10-50 Events seen in N series Management Console

Alarms are configured notifications that are sent whenever a specific event or an event of a
specific severity type occurs, and are not necessarily related to a specific user. Alarms are
used to monitor and manage data sets and resources as a whole.
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Alarms are not the events themselves, only the notification of events. Alarms can be
configured within Operations Manager or within the N series Management Console itself.

For example, let us assume that we want to be informed if there is a power failure that affects
our N series storage system that has controlled access. Although Operations Manager is
monitoring the power, it will not inform us if anything is wrong if we do not set up an alarm. So,
in the N series Management Console (or within Operations Manager; the alarm will work from
either location), we set up an alarm to notify us if we lose power. We ccould have remote
access to the Operations Manager GUI and view any events that are taking place within our
infrastructure, but for this example, we only want to know if power is disrupted.

Also, be aware that there are two places within the N series Management Console that you
can create alarms. You can view the alarm from the System Events window, as shown in
Figure 10-50 on page 240. You can also set up alarms in the Performance Advisor view.

Creating alarms in the N series Management Console

Begin the alarm setup by selecting the Set Up button at the bottom of the left pane. When the
Set Up Alarm window appears, select Add, as shown in Figure 10-51.

o CT—

* Alarm ~
@ s‘ |5 Add [ Edt X Delete (3 Test

Hests
Custom Views Event & Severity 7 Group Enabled 55]
Thresholds Al &) Error TLB_Cluster

Qs

Threshald Templates @

Event class: System Recipients

Repeat rotify (min): () Emails: rBESSA\Admmistramr
Active range Pagers: |
Monitor
Start 12:00 AM B Traps |

R View | Stop: 11:59 PM | Script |

Figure 10-51 Set Up Alarm window
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Once you click Add, the New Alarm Wizard will open, as shown in Figure 10-52. From here,
you will be guided through a few windows to create a new alarm. Click Next to begin the
setup.

(] Ad Alarm Wizard Ed [

Welcome to the New Alarm Wizard.

This wizard helps vou add a new alarm.

Alarms natify specified recipients that an event occurred. Recipients can
he e-mail addresses, pager e-mail addreszes, SMMP trap hosts, or a
=cript that you werite.

IBM System Storage™
[}ataFabnc"' Manager To continue, click Mext. \

Mext = Cancel

Figure 10-52 New Alarm Wizard
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From the Group Selection window, you can pick the group you want associated with this
alarm, as shown in Figure 10-53. You can even pick “Global” if you want the alarm to apply to

all storage systems.

& Add Alarm Wizard Ed

Group Selection

thich group e rant the alarm ted with.

= Global
& LUNs
= MAS Cluster
= Resource Group

=

To continue, click Mext.

= Back Mext = Cancel

Figure 10-53 Group Selection window
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In the window shown in Figure 10-54, you can either create the alarm by event name or
severity.

&) Add Alarm Wizard

Event Mame or 5everity

Yau ca ct an event, an event ©

"@} By Event Activel/fctive Configuration Interconnect: Down =
Activel/fctive Configuration Interconnect: Mot Present

() By Severity | Active/Active Configuration Interconnect: Partial Failure
ActivelActive Configuration Interconnect: Up
Active/Active Configuration Partner: Dead
Activel/&ctive Configuration Partner: May Be Down
Activelfctive Configuration Partner: Ol
Activel/fctive Configuration Settings: Disabled
Activelfctive Configuration Settings: Enabled
ActivelActive Configuration Settings: Mot Configured
Activelfctive Configuration Settings: Takeover Disabled
Activel/Active Configuration Settings: This Controller Dead
Activel/fctive Configuration This Controller: Can Takeover
Activelfctive Configuration This Cortroller: Cannot Takeover
Activelbctive Confiouration This Contraller: Deacd by

L]

Event Class |

i Regular expression to select a class of everts (e.g. envitemp).

To cortinue, click Mext.

= Back Cancel

Figure 10-54 Select alarm by event name or severity
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You can also set the alarm by severity. Note the Event Class field; here you place a regular
expression to select the class of events, as shown in Figure 10-55.

& Add alarm Wizard | x|

Event Name or Severily

Yau can select an event, an event c & rity ta trigger thealarm.

e
1

() By Event Unknawn
Marmal

(®) By Severtty | @) information
) _ Warning
@ E|'|'u|'<—
& critical

@ Emergency

Event Class

i Regular expression to select a class of events (e.g. envitemp).

To continue, click Mext.

= Back Cancel

Figure 10-55 Select by severity

You use regular expressions to specify event classes. Regular expressions (regex) are
familiar to those who have worked extensively with UNIX command-line tools. Regular
expressions are rules, or pattern descriptions, that typically use the word "matches" in the
expression. They are built by combining expressions to form text strings, such as "hello",
which matches "hello" or "hihellothere". Regular expressions are used to compare patterns in
text strings until a match occurs. When a match occurs, the function returns true. If no match
occurs, the function returns false. Actions are executed only when a pattern-matching
expression is true. Refer to the help information in Operations Manager under “Alarms” for
more information about regular expressions.
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From the Recipients window, shown in Figure 10-56, you can arrange to send an e-mail,
page, or even run a script to accomplish a task based on a particular alert. You can also send

the alarm to a SNMP host.

& add alarm Wizard Ed

Recipients

E-mail Recipients

Administrators: *3IE55 A dministrator

Mon-Administrators:

Pager Recipients
Administrators:

Mon-Administrators:

Script
Script:
Run Script As:

, SHMP Trap Hosts:

1 Use administrator user names, not e-mail addresses, separated by commas.

To continue, click Mext.

= Back Mext = Cancel

Figure 10-56 Recipients of the alert
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In Figure 10-57 you are able to decide when the alarm is active. For example, you can have a
notification any time of the day or just between certain hours. Also, you can check the Repeat
Notify check box if you want the alert sent until it is acknowledged.

& Add alarm Wizard Ed

Details

You can g hern the alarm : ghid whether you want the notification rep

Active Range

Start; [12:00 AM 5 H

Stop: [11:59PM 5

Repeat Matify 30 5 Minutes

el

To cortinue, click Mext.

= Back et = Cancel

Figure 10-57 When is the alarm active
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You will be presented with a summary window, as shown in Figure 10-58. If you are satisfied,
click Finish to activate the alarm.

(o] Add Alarm Wizard Ed

Completing the New Alarm Wizard.

You have successiully caompleted the newy alarm wizard.

- Zelected Group: TLE_Cluster

- Selected event severity: error

- Emnail recipients (adminzs): x3655W8dministrator
- Start time: 12:00 Ahkd

- Stop time: 11:59 PM
- Repeat notify: 30 minutes

IBM System Storage™
DataFabric®Manager

To complete this wizard, click Finish. -

= Back Finigh Cancel

Figure 10-58 Summary window
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You will now see the alarm in the Alarms window of the N series Management Console, as

shown in Figure 10-59.

[ mgd  [E7Edt X Detete (O Test

Event & % Severity %  Group
@ Error TLE_Cluster

Enablzd

All

ff:j

]
Event class: System Recipients
Repeat notify (min): [0 Emails: r(SBSSA\.ﬂ.dministrator
Active range Pagers: |
Start: 12:00 AM B Traps: |
Stop: 11:59 PI | Script |
Figure 10-59 Alarm displays in the Set Up Alarms window
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As covered in Chapter 9, “Configuring Operations Manager” on page 127, all of these
windows are presented as one window. You can create the same alarms there. In the N series
Management Console, it took seven window to set up an alarm. You can do the same thing in
Operations Manager in just one window, as shown in Figure 10-60 and “Thresholds” on

page 250.
Alarms 18 &pr 1308
Add an Alarm (Advanced)
Conditions
Group
& Global
€ LUNs
-+ NAS Cluster
 {" Resource Group
" TLB_Cluster
Select Evert By
& Severity Critical or Vorse -
 Evert Name [an =l
Evert Class I
(regular expression to select a class of events e.q. envitemp)
Recipients
Ermail Recipients - Admins |
(specify full login names of administrators)
Etmail Recipients - Non-Ldmins J
(specify email addresses)
Page Recipients - Admins I
(specify full login names of administrators)
Page Recipients - Non-Admins J
(specify pager addresses)
ShMP Trap Hosts |
Cther Options
Time From IUD oo
Time Ta 123 ]
Repest MNotify Mo =
Repest Interval |3El
Dizable Mo
Simple Yersion A

Figure 10-60 Operations Manager alarm one window setup

Thresholds

Thresholds are limits that are set on counters and associated with a set of objects. A
threshold breach for a specified interval of time raises events and alarms. They are used to
identify potential blockages in the performance of storage systems.

You can use thresholds to determine the point at which Performance Advisor should generate
an event. This point depends on the threshold interval and the counter value you set. If you
set a threshold on the counter such as the average latency counter on any volume, then an
event occurs when the threshold breaches a particular counter value for an interval.

You cannot apply thresholds in combination with the following pairs of objects:

Network interface and targets
Aggregates and vFiler units
vFiler units and disks.

Disks and LUNs

Disks and qtrees

Disks and volumes

vVvyYvyvyYyypy
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There are several thresholds that have already been set in Operations Manager. From the
Control Center widnow, select Setup — Options — Default Thresholds to see a list of
thresholds that have already been set, as shown in Figure 10-61. You can change or modify
these thresholds.

Options P

Default Thresholds

Host CPU Too Busy Threshold (91

Host CPU Busy Threshald Interval

Aggregate Full Threshold (%)

Agaregate Mearly Full Threshold (%)

Aggregate Full Threshaold Interyval

Aggregate Overcommitted Threshold (36
Agoregate Mearly Overcommitted Threshold (%)
Agoregate Snapshot Reserve Full Threshold (96
Aggregate Snapshot Reserve Mearly Full Threshold (360
Yolume Full Threshold (%)

Wolume Mearly Full Threshold (%)

Yolume Full Threshald Interval

Yolume GQuota Cvercommitted Threshold (96
Wolume GQuaota Mearly Overcommitted Threshald (%)
Woalume Growvth Evert Minimum Change %)
Yolume Snap Reserve Full Threshold(%:)

Wolume Ma First Snapshot Threshold()

“Yolume Mearly Mo First Snapshot Threshold?%:)
Yolume Space Reserve Depleted Threshold%:)

Yolume Space Reserve MNearly Depleted Thresholdl )

E
[ismmtes
e
P
[oseconss

ID secands

100

—
—
—
—
—
—
—

Figure 10-61 Thresholds in Operations Manager
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Within Performance Advisor, you can create other objects in which to set thresholds. In order
to start the process, select Setup — Thresholds. You will see the window shown in
Figure 10-62.

o CT
@ Alarms Summary | Details
! Hosts
G Add I x [c | 23 Refresh

Custom Views
* Thresholds Object ~ Interval (seconcls) Enabled Template name Event name -

ra

Threshold Templates

Counter Details: Resource Properties:

a

Counter Type Value Unit Name Value

Monitor

View

{f [:

Figure 10-62 Setup Thresholds window

If you are familiar with N series products and comfortable with setting up thresholds, you can
use the Add function in this window (we will discuss the feature in the following paragraphs).
However, if you would like to see an exhaustive list of counters you can set thresholds for,
select the Details tab, which will bring up the window shown in Figure 10-63 on page 253.
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o ET——

@

Alarms

Hosts

Custom Views
* Thresholds

» Threshold Templates

Monitor

View

Set Up Thresholds

Summary Details

() Logical (*) Physical

= & EEE]

Counters without thresholds: ,‘—

=0l cifs: cifs_latency

»0l cifs: cifs_ops

*9 cifs: cifs_read_ops
=0l cifs: cifs_write_ops
20l fep: fop_latency

D fop: fop_ops

=0l fep: fep_read_data

20l fep: fop_throughput
*ol fep: fop_write_data
20! iscsi iscsi_latency

*0l iscsi iscsi_ops

*9l igesi iscsi_read_data
=91 iscsi iscsi_throughput
*0l iscsi iscsi_write_data
*9l nfev3: nfev3_ops

291 nfev3: nfsv3_read_latency

»0l nfsv3: nfsv3_read_ops

[ Add Threshold

@

ng thresholds:

Event name

Figure 10-63 Thresholds details window

In this window, you see a list of counters without thresholds. One good thing about this
window is that it gives the name of the counter for which you can set a threshold. This is
different from the Add Threshold wizard in that you have to provide the counter name for

which you want to set a threshold. If you do not know the name of the counter, it is difficult to

set the threshold.

In this window, select the Add Threshold button in the lower right of the window.
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The window shown in Figure 10-64 appears.

&) Add Threshold Wizard Ed

Threshold details

You can set the threshold deta ted counter

Counter: fop fop_ops

Type: (®) Upper () Lower
Yalue (per_sec). 300

Interval (seconds): 300 /5

Evert name: fop fop_ops

To continue, click Mext.

Mext = Cancel

Figure 10-64 Select upper or lower limit for the threshold

In this window, you are able to select an upper or lower limit for your threshold. When you
have filled in the value, click Next.
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You will be given a summary window, as shown in Figure 10-65. If you are satisfied, click
Finish.

&) Add Threshold Wizard Ed

Add Threshold Summary

Sumtnary of the nessy threshold settings:

Counter details:
fopofop_ops = 300 per_sec

Interyal: 300 zeconds
Evert name: focpifop_ops

Ohjects:
TLENTEO0-C1 storage tucson ibm.com

IBM System Storage™

(=]

DataFabric®Manager

To cotnplete this wizard, click Finish.

= Back Finigh Cancel

Figure 10-65 Summary window for adding a threshold
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Your new threshold is now set, as shown in Figure 10-66.

Alarms Summary
@ Hosts

Up Thresholds

Details

Custom Views () Logical (®) Physical
»
Thresholds = & EE Counters without thresholds:
Threshold Templates »0l cifs: cifs_latency [i
#¢! cifs: cifs_ops
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*4 cifs: cifs_write_ops

2o fop: fop_latency

*ol fop: fop_read_data

*el fop: fop_throughput
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*0 jscsi iscsi_latency

*o! iscsi iscsi_ops

*% jgcsi iscsi_read_data

*o! iscsi isesi_throughput

*4 iscsi iscsi_write_data

*% nfsv3 nfsv3_ops

*8 nfsv3 nfsv3_read_latency
*o! nfsv3: nfsv3_read_ops

*o nfevd nfsv3_write_latency

“Exis hresholds:

Event name Counters ‘
fopfop_ops  fop fop_ops = 300 per_sec

Monitor

View

il
Figure 10-66 New threshold added

Thresholds can be set at the system, aggregate, volume, and disk level. As you step through
the logical and physical selections of the tree, the counters you can monitor vary. For
example, object types that represent the physical resources in a storage system, such as
disks, aggregates, memory, network interfaces, resource pools, and RAID groups, are known
as physical objects.
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Figure 10-67 gives you an example of the counters available at the physical level. In this
particular example, we can set up thresholds based on aggregates, Ethernet ports, fiber HBA,
or any “physical” object we want to monitor.

Jp Thresholds
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Summary

D Logical @ Physical

= |5l Global Counters without threshold

- _ ~
+ TLE-N7E00-C2 4l aggregate: cp_read_blocks
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- *9| aggregate: cp_reads /
+|-- [T j
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+ tsonas2

200 gggregate; user_read_blocks

+ itsotuc 5] aggregate: user_reads
k> teotucd 20l aggregate; user_write_hlocks
=I5l LUNs #4l aggregate: user_writes
+ tsotucd
=[5! NAS Cluster

+ tsonasi

+ tzonas2
=I5/ Resource Group

+ itsotuc

=] tsotucd

+ aggri_n

agari
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aggr_sql_server

+

+

volD
@ ow
® oo
*’E ela
AP eon

1
= elc

risting thresholds:

Event name Counters

AP end
=I5 TLB_Cluster
+ TLE-M7&00-C2
+ TLEM7E00-C1

Figure 10-67 Physical level counters example
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On the other hand, logical objects are object types that represent storage containers, such as
volume, gtree, LUNSs, vFiler units, and data sets, as shown in Figure 10-68.
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1] wol_nfs |
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: ".I x:::jgs:m Ex g thresholds:

- Event name Counters
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Figure 10-68 Logical level counters example

As you can see from these examples, Operations Manager is capable of monitoring a vast
array of counters. It is possible to set up a threshold for each one.

Adding a threshold from the Summary view is a bit different. You need to know the name of
the counter you want to set the threshold for in order to create the threshold. It is easier to set
the threshold in the detail view, but we will discuss how to add a threshold from the summary
window.
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Note the arrows in Figure 10-69. Not only can you add a threshold from this window, but you
can also edit thresholds, create templates, delete thresholds, and set alarms based on a
threshold breach.

Up Thresholds

ms Summary Details

Hosts . - =
|3 add  [ZEdt X Delete (3} Add Alarm |5 Create Threshald Template 3 Refresh

Custom Views
» Thresholds Object ~ |Interval (seconds) Enabled Template name Event name - B

Threshokl Templates T - T I =0

[+
Counter Details: Resource Properties:
Counter Type Walue Unit B Mame Value
\ fep:fop_ops i? 300 per_sec b

Figure 10-69 Threshold summary window
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First, let us discuss the steps to create a threshold. As we noted when we created an alarm,
the N series Management Console uses wizards to create some of its options. When you click
Add in the window shown in Figure 10-69 on page 259, you will be presented with the wizard
window shown in Figure 10-70. Click Next.

& Add Threshold Wizard *

Welcome to the Add Threshold Wizard

This wizard helps you add & nevy threshold.

Events are raized on performance counters it the threshald values are
breached.

!

IBM System Storage™
[}ataFabric‘E‘ManagEI‘ To continue, click Mext. \

Mext = Cancel

Figure 10-70 Add Threshold wizard

Managing Unified Storage with IBM System Storage N series Operation Manager



The first thing you will notice is that you have the ability to select multiple items at one time, as
shown in Figure 10-71. When this is done, a threshold breach is not reported until all of the
threshold limits have been met.

&3 Add Threshold Wizard

Counter Selection

ct one ar more counters an

Available Courters Selected Counters
+ aggregate - fop fop_ops +
+ cifs fop: fop_throughput
+ disk fop:fop_read_data
+ dump fepfop_write_data
+ ext_cache
+ ext_cache_obj
E fep »

20l fop_latency
& fop_ops
*&| fop_read_data
=8| fop_throughput
+ hostadapter
+ ifret

To continue, click Mext.

= Back Mext = Cancel

Figure 10-71 Multiple counters can be set
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Once you have decided what you want to monitor, you can select the storage system to which
you want this threshold to apply, as shown in Figure 10-72.

&3 Add Threshold Wizard

Object Selection

“ou can select the ab varit to apply the threshold

Available tems: Selected tems:

= Clobal teotucd *
(oo WTFEQD-C2
Glohal
TEEIEI-C1

itzonas

itzonas2

itzotuc

+ 4
+ LUMNs
+ MAS Cluster “
+ Resource Group
+ TLE_Cluster

To cortinue, click Mext.

= Back Mewt = Cancel

Figure 10-72 Select storage system or object you want to monitor
Once you have selected the system you want to monitor, you can set the thresholds you

would like for the items selected. Here we used arbitrary figures. These are in no way
suggestions; we just put numbers in for reference only.
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In Figure 10-73, you can decide on the high or low threshold levels and the units you want
sampled. Our case is based on per-second. You also have to provide a name for this
threshold. When you are satisfied with this threshold, click Next to continue.

Interval{seconds): 300 &

Counter Type Yalue Linit E=
fop:fop_ops i ) 300 per_sec -
fop: fop_throughput % K 300 b_per_sec
fop:fop_read_data i ) 300 \ b_per_sec

fop: fop_write_data % r 300 b_per_sec

Evert name: |fcpdata “_

T cantinie click eyt
Figure 10-73 Threshold levels
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Figure 10-74 shows a summary window. Click Finish if you are satisfied, or you can click
Back to make changes..

Add Threshold Summary

Surmmary of the newy threshold zettings:

Courter details:
fopcfop_ops = 300 per_sec
fop:fop_throughput = 300 b_per_sec
fopcfop_read_data = 300 b_per_zec
fopcfop_write_data = 300 b_per_zec

Irteryal: 300 secands
Event name: fopodata

Ohjects:
tzotucd itzotucd it=o tuczonibm.com

IBM System Storage™
DataFabric®Manager

To complete thiz wizard, click Finish. X

= Back Finish Cancel

Figure 10-74 Add Threshold Summary window

When the threshold creation is complete, the threshold will appear in the N series
Management Console window, as shown in Figure 10-75 on page 265.
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) Thresholds

3 T T—

Alarms

Summary | Details

Hosts

|4 mog DBt X Delete | AddAlam 2 Creste Threshold Template 3 Refresh

Custom Yiews
* Thresholds Ohbject ~ |Interval {seconds) Enabled Template name Event name ~

B
TLBM7E00-C1 storage... 300 . fep:fep_ops fT

/

Threshold Templates

[+
Counter Details: Resource Properties:
Counter Type “alue Unit e Name Walue
fepifep_ops a? 300 per_sec o
fop:fop_thro.. EL 300 b_per_sec 4‘_
fop: fop_read 4? 300 b_per_sec
fop: fop_writ EL 300 b_per_sec

Monitor

View

!
Figure 10-75 New threshold appears

Once a threshold has been created, you can edit it, delete it, create a template out of it, or set
an alarm for notification if the threshold is breached.

A threshold template is a set of thresholds. You can apply a threshold template to one or more
applicable objects in a storage system.

An object can be assigned to a template only if there is at least one applicable threshold in the
template. For example, you cannot assign a volume object if volume threshold was not
present in the template.
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To create a template, select Create Threshold Template from the top of the window. The
window shown in Figure 10-76 will appear.

&) Create Threshold Template Ed

Mame and Descnplion

Provide name and description far this threshold template.

Mame HE& Throughput

Description | Throughput of HEA's|

To continue, click Next.

= Back Mext = Cancel

Figure 10-76 Create Threhold Template Name and Description

You have the opportunity to add thresholds to the template you are creating in addition to the
one you have selected, or you can edit the values you have already set in your threshold, as
shown in Figure 10-77 on page 267.
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& Add X Delete

Ohject Counter Type alue Lnit ®

fop Jfcpops Jupper _[EWN 3

f

Event name: |f-:p:f|:p_|:ups
Filter based on properties:

@ Add X Delets

R

Mame Yalue

Figure 10-77 Add or edit items to your template

Click Next, and you can review your template. If you are satisfied, click Finish. The template
will appear in the Threshold Templates view of the N series Management Console, as shown
in Figure 10-78.

File View Tasks Help %
@x' ~ |2 @ | Group |& Global 2 S
Alarms
Hosts [ ade 7Bt Zcopy X Delete | [ Objects | (¥ mport % Export | ') Refresh
‘ Custom Views Mame Description =}
Thresholds [ HBA Throughput ThroughpLt of HBA'S -
* Threshold Templates
|
[+
Events: Counters:
| Courter Type Value Unit =3
fopifop_ops i‘? 3000 per_sec b

Figure 10-78 Threshold Templates view

Chapter 10. Performance Advisor operation and configuration 267




You can associate any alarm with any threshold using the same view that you used to create
alarms in N series Management Console. To do this task, select Alarms within Performance
Advisor, as shown in Figure 10-79. Refer to “Creating alarms in the N series Management
Console” on page 241” for more information.

Flean s oo
@ Alarms Summary | Details

Hosts ; . 5 ; =,
& Add  [ZEdt X Delete 5 Add Alarm | 5= Create Threshold Template % Refresh
Custom Views
* Thresholds Ohject ~ Imaﬂ@condsj Enabled Template name Event name
Threshold Templates TLBN7EOD-C1 ctarans 300 [is] fercfrn Ane

@ Add Alarm Wizard [ |

mail Recipients

Administrators: H

Non-Administrators: r

Counter Details Pager Recipients

Counter Administrators: |—
fopfop_ops

e Non-Administrators: |—

fep fop_read..
fopfop_writ... Script

Script: |—
Run Script As:

SMMP Trap Hosts:

i Use administrator user names, not e-mail addresses, separated by commas.

Monitor To continue, click MNext.

View Mext = Cancel

Figure 10-79 Adding an alarm to a threshold

In this chapter,we have shown you many of the features and functions of the Performance
Advisor portion of the N series Management Console. This is not an exhaustive list or
representation of all that can be seen and done with Performance Advisor. We highly
recommend that you refer to Performance Advisor Administration Guide for Use with
DataFabric Manager Server, GC26-7897 for all of the features and functions of this product.
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File Storage Resource Manager

This chapter describes and gives examples about File Storage Resource Manager (FRSM)
usage. Refer to Chapter 3, “Installing Operations Manager: Windows 2003 64-bit operating
system” on page 37 for more information about FRSM. You can also find detailed information
about FRSM in “Operations Manager Administration Guide for Use With DataFabric Manager

Server 3.7, GC26-7889.
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FRSM is part of the Storage Management function of Operations Manager, as shown in
Figure 11-1).

Operations Manager Functional Breakdown

Data Management Storagafagement

4 (

J_/

| Sumosaoig

5
3
.
.

Al B, AR

T Pyl SR o F aneles e et 2T i T

Figure 11-1 Operations Manager functions

Our environment includes host agents for Windows Server® 2003 32-bit and 64-bit, as well
as Linux. We found that there were no differences in the way the information was obtained of

displayed from FSRM regardless of the operating system.
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11.1 Tracking file system usage and capacity information

In order to use FSRM, you must first install the Operations Manager Host Agent for the host
you are wanting to monitor. The Host Agent will install on various operating systems,
including Windows, Solaris, Linux, and VMWare. Refer to the Operations Manager Host
Agent 2.6 Installation and Administration Guide, GC26-7894 for specific information about
supported operating systems.

Operations Manager Host Agent is software that resides on a Windows, Linux, or Solaris
host. It collects information, such as OS name, version, HBA information, and file system
meta data, and then sends that information back to the DataFabric Manager Server. Users
can create reports of the collected information by using the Operations Manager interface or
the DataFabric Manager DFM Server CLI. To enable a target host to communicate with the
DataFabric Manager Server, install and configure the Operations Manager Host Agent
software on that host. After the DataFabric Manager Server discovers that instance of
Operations Manager Host Agent, no further configuration is required. Operations Manager
Host Agent does not initiate any management actions on the Windows, Linux, or Solaris host;
it is strictly a passive agent. It acts only on requests from external management applications,
such as the DataFabric Manager Server.

You need Operations Manager Host Agent only if you want to monitor SAN hosts or
FSRM-generated file system data through Operations Manager.

After you install Operations Manager Host Agent on a host, you can use Operations Manager
to perform a variety of SAN and FSRM functions.

» SAN capabilities: Using Operations Manager Host Agent and Operations Manager, you
can perform the following SAN tasks:

— Monitor basic system information for the SAN hosts.
— View detailed HBA and LUN information.

» FSRM capabilities: Using Operations Manager Host Agent and Operations Manager, you
can perform the following FSRM tasks:

— Collect storage usage data at the file and directory level.

— ldentify a variety of file-related information, for example, largest files, oldest files, or
space consumed per file type.

Note: Although host agents can be used both to monitor SAN hosts and to provide file
system meta data, this chapter only describes the setup for File SRM.

11.2 About FSRM

Use File Storage Resource Manager (FSRM) to gather file system meta data and generate
reports about different characteristics of that meta data. The DataFabric Manager Server
interacts with the Host Agent software residing on remote Windows, Solaris, or Linux
workstations or servers (called hosts) to recursively examine the directory structures (paths)
you have specified.
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For example, if you suspect that certain file types are consuming excessive storage space on
your storage systems, you would deploy one or more host agents and then configure to walk
a path, which might be mounted on top of a Data ONTAP LUN, volume, or gtree. FSRM can
be configured to generate reports periodically detailing which files are consuming the most
space, which files are old or have been accessed recently, and the types of files (.doc, .gif,
.mp3, and so on) on the file system. You can then make an intelligent choice about how to
efficiently use your existing space.

For example, the FSRM Summary window will give you a snapshot of some of this

information, as shown in Figure 11-2.

SRM Summary s
_f Group StatusT Member Details]
Summary  File SRM = Streaming  Events
ﬁ Glohal Report | SRM Summary j
Total Space Used 150 GB SRM Paths (2) Total
Total File Count 1179653 Path Host Agent Last Walk Time
Total Directory Count 5669 431121811 4its0 #3655a 25 Mar 13:53
09.11.218 2351 srm x36958
Host Agents (1) Total AddiEdt Paths
Status Host Agent 0 o
i xdtsha N‘" zusol T: dRatRHLS 14 Apr 2008 13:00 2.75 GB
AddEdt Hosts = i D 2.

SRM Schedules (1) Total
Hame
once a Day

Files By User
BUILTIRA dminiztr ators
[failed]

Files By Type

mpd 17180
[other] 13606
Zip 410
EXE SdE
ppt 1747

Edit Agerit Logins

Run Time
Sun-Sat@23

AddiEdit Schedules

117963
0

150 GB
0 bytes

61.0 GB
471 GB
938 GB
584 GB
3E9GB

redhat\Redd Hat Enterprise Linux 5 vmok

Frame'/hilindows ¥P Professional-ch -=001 wvmck
LG001 A8000.050115-1540_x56fre_Server_en-us-KRMSFRE_EN_[%Diiso 02 Dec 2005 16:59 1.75 GB

archivelhobackizimRed Hat Line: vmk

Least Recently Accessed Files
SG24-7734-00readme td

.MM zeries Snaphiodule - DataFabric Manager 051 206 ppt
archive. \R10 Training_ &l audiences 12_3_07 ppt
archivelData_COMTAP_Fund_w3'Sto. \2-12-1-sbWIP doc
archive'Data_COMTAP_Fund_w3'Sto. \2-11-1-skbWIP doc

Least Recently Modified Files

M+x=""Bogey TS0 FrameMaker Update. .
M+x=""Bogey TS0 Framemaker Update. .
M+x=""Bogey TS0 FrameMaker Update. .
[+x=""BogeyITSOFrameMaker Update. .
[+x=""Bogey I TSOFrameMaker Update. .

Most Recenthy Modified Files

¥033a___PFB
\F034a__ PFB
\W035a__ PFB
WFO36a__ PFB
WOETa___PFB

archivel. MCourses_IPSAN_mpl_iMvndowes_Module3 ppt

archiveiredpd 208" Disgrams ved

archiveinetapplsg24 .. \Direct Attached Storage PRZ
archiveinetapplsg247 . \Webwork Attach Storage PRZ

23har 20091346 273 GB
12 Mo 2005 05:31 1.77 GB

153 Dec 20051215 1,28 GB

15 har 2006 09:11 4,36 K
12 Sep 2006 15:36 4,69 M8
11 Jan 2008 00:00 565 KB
19 Jan 2008 00:00 159 KB
19 Jan 2008 00:00 403 KB
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04 Jun 1992 04:30 824 KB
04 Jun 1992 04:30 850 KE
04 Jun 1992 04:31 7.1 KB
04 Jun 1992 04:31 887 KB
18 Jan 2038 20:14 E52 KB
18 Jan 2038 20:14 166 KB
18 Jan 2038 1214 216 KB
18 Jan 2038 1214 164 KB

Figure 11-2 FSRM example of various meta data information

From the SRM Summary window, you can select the drop-down menu and get more detail

about other FSRM information. For example, you can see where the largest files are, what the
oldest files are, what kind of files are taking up the most space, and so on, by selecting one of
the options under this menu, as shown in Figure 11-3 on page 273.
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Figure 11

Note: The File SRM tab in the Operations Manager includes other storage monitoring

-3 SRM menu selections

utilities, for example, chargeback and quota reporting. However, this chapter uses the term

FSRM to refer specifically to the file system meta data collection functionality.

11.3 How FSR

M works

The DataFabric Manager Server monitors directory paths that are visible to the host agent.
Therefore, if you want to enable FSRM monitoring of storage systems, the remote host must

mount a share using NFS or CIFS, or the host must use a LUN on the storage system.

Note: Operations Manager cannot obtain FSRM data for files located in volumes that are

not exported by CIFS or NFS. Host agents can also gather FSRM data about other file
system paths that are not on a storage system, for example, local disk or third-party

storage systems.
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11.4 Prerequisites

Table 11-1 lists the prerequisites for using File SRM.

Table 11-1 Prerequisites

Prerequisite

Description

File SRM license

You must have a valid File SRM license installed on your
Operations Manager. If you do not have an File SRM license,
contact your sales representative.

After you install the File SRM license, the Quotas tab in the
Operations Manager is renamed “File SRM” and all of the FSRM
features become available.

Connection to TCP/IP network

All FSRM hosts must be connected to a TCP/IP network that is
either known to or discoverable by the Operations Manager. The
hosts must be connected to the network through an Ethernet port
and must have a valid IP address.

Host Agent software

Each workstation from which FSRM data is collected must have
the Host Agent installed. Version 2.6 or later is recommended.

Visible directory paths

All directory paths to be monitored must be visible to the host
agent. For example, to enable FSRM monitoring, the host agent
must mount a system share (volume or gtree) using NFS or
CIFS, or the host agent must use a LUN on the system.

To set up and configure FSRM, complete the following steps:

1. ldentify FSRM host agents.

2. Add new host agents manually if they have not been discovered.

3. Set up Host Agent administration access on the hosts to be monitored. You can verify the
host administration access by checking the SRM Summary window

4. Add paths.

5. Set up path-walk schedules.

Note: To use host agents for FSRM, you must set your login to admin.

11.5 Quick reference for FSRM tasks

The following types of tasks are included in this quick reference for Operations Manager:

» Where to find the SRM summary window

» Host Agent management tasks

» Path management tasks
» SRM report tasks"”

Where to find the SRM Summary window
You can access the SRM Summary window from the Group Status tab by clicking the SRM

link.
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11.5.1 Host Agent management tasks

This section discusses the most common Host Agent management tasks.

Add a new host agent

To add a new host agent, do these steps:

1. Click the Group Status tab.

2. Click the File SRM menu, select SRM Summary from the Report drop-down list, and then
select the Add/Edit Hosts link, as shown in Figure 11-4.

SRM Summary
Group Status Tab
_[ Group Stalusﬁher Details}

SREM Summary

Summary  File SEM  Streaming  Ewvents

A clobal

Total Space Used 150 GB

Total File Count 118316

Total Directory Count 5675

Host Anents (3) Total

Status Host Agent
[ Mormal x36553
[ Mormal %3655-b
[ Marmal vedemite fucson.ibm.com

Add/Edit Hosts link —kAddIEd'rt Hosts
Eclit Agent Locins

X

Report | SRM Summary j

SRM Paths (2) Total
Path Host Agent Last Walk Time
131121581 14ltsa x3655a 30 Mar 23:05
911,218 2381fsrm %3655 30 Mar 23:00
AddiEdit Paths

Largest Files

I+z=4 IS0z RedRatRHLS i=o

rechat'Red Hat Erterprize Linux 5. vmdk
FrameYhiivincowes P Professional-cl -z001 wmdk

14 Apr 2005 1200 273 GB
23 Mar 2009 13:46 273 GB
12 Mow 2008 05:3 1.77 GB

- MB001 18000 08011 6-1840_xB6fre_Server_en-us-KRMSFRE_EN_DVD izo 02 Dec 2005 16:59 1.75 GB

archiveibobackisimiRed Hat Linux. vmdk

13 Dec 20051215 1 29 GB

Figure 11-4 SRM Summary window

Edit host agent settings (including passwords)

To edit a host agent’s settings, including passwords, do either one of the following:

1. Click the Group Status tab, click the File SRM menu, select SRM Summary from the

Report drop-down list, select the Add/Edit Hosts link, select the host agent name, and
click Edit, as shown in Figure 11-5.

Host Agents (3} Total

Status Host Agent
[ Mormal 36558
[ Marmal x3655-h
[ Marmal wedemite tucson.ibm.com

Add/Edit Hests link —»Add:’Edﬂ Hosts
Edit Agert Logins

Largest Files

=" IS0sRedRatRHLS izo

rechat'Red Hat Enterprise Linux S.vmdk
FramethMidinclows XP Professional-cl-=001 vmdk

SRM Summary
Gnoup Status Tab
j Group Status | Member Delails] \SRMS""'"““
Surnmary  File SRM  Streaming  Events \
& Global Report | SRM Summary =l
Total Space Used 150 GB SRM Paths (2) Total
Total File Count 118316 Path Host Agent Last Walk Time
Total Directory Count 5675 181121811440 36558 30 Mar 23:05
19.11.218 238\ srm x36558 30 Mar 23:00

Add/Edit Paths

14 Apr 2005 1300 2,75 GB
23 Mar 2009 13:46 2.73 GB
12 Mo 2005 05:31 1.77 GB

G001 158000 .050118-1840_x86fre_Server_en-us-KWRMSFRE_FM_DWD =0 02 Dec 2005 16:59 1 75 GB

archiveiMobackizimiRed Hat Linux vmak

13 Dec 20051216 1.20 GB

Figure 11-5 Edit host agent settings
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2. Click the Group Status tab, click the File SRM menu, select SRM Summary from the
Report drop-down list, select the Add/Edit Hosts link, and click Host Name.

Figure 11-6 shows the window where you would add the new host agent.

Add or Edit Host Agents

Add a Hew Host Agent
Host Nete: e Edit Hoct NamefSettings [
Logir [ cctobal Detaut) =l

Pazswaord: I

Administration Transport: (Global Defauft) +

Administration Part: 1
(legve empty to use default)

Figure 11-6 Add or Edit Host Agents window

Edit host agent properties
To edit the host agent’s properties (for example, monitoring and management of API
passwords, the HTTP port, and HTTPS settings), do these steps:

1. Click the Group Status tab, click the File SRM menu, select SRM Summary from the
Report drop-down list, and select the Add/Edit Hosts link, as shown in Figure 11-7.

SRM Summary
Group Status Tab
= SRM Sul
_[ Group Status ember Detallsw N R
Summary  File SRM - Streaming  Events *
E Global Report ISRM Summary LI
Total Space Used 150 GB SR Paths (2) Total
Total File Count 118318 Path Host Agent Last Walk Time
Total Directory Count 5675 M9 21811450 36558 30 Mar 23:05
19.11.218. 238 srm 236558 30 Mar 2300
Host Agents (3) Total AddEdit Paths.
Status Host Agent 0 =7
Largest Nies
I Mormal #36555 eSS
[ Mormal e Bx="S0s RedRat'RHLS 50 A4 Apr 20081300 278 GB
[ Mormal eemite ucson jbm.com redhatiRed Hat Enterprise Linus 3.vmilk 25 Mar 2009 15345 273 GB
0 1 i
Add/Edit H link . sddiEdit Hosts Frame'Mivincowys HP Professional-cl-s001 vmdk 12 ko 2008 0531 177 GB
Edit Agert Logins L ME001 15000.050116-1640_x86fre_Server_sn-us-KRMSFRE_EM_D%Diso 02 Dec 2005 16:59 1.75 GB
Edit Sgert Logins
archivetobackizimiRed Hat Linux vmk 13 Dec 200512158 1.28 GB

Figure 11-7 SRM Summary window

2. Inthe Add or Edit Host Agents window, shown in Figure 11-8 on page 277, select the host
agent name and click Edit. The Edit Host Agent Settings window for that host agent
should appear, as shown in Figure 11-9 on page 277; change the properties as needed.
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Add or Edit Host Agents

Host Mame:

Login:

Pazsword:
Administration Transport:

Adminiztration Port:
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eqemite
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Figure 11-8 Add or Edit Host Agents window

Edit Host Agent Settings
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Figure 11-9 Edit Host Agents Settings window
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Configure host agent administration access
To configure the host agent’s administration access, do either of the following:

1. Go to the Edit Agent Logins window by clicking the Group Status tab, clicking the File
SRM menu, selecting SRM Summary from the Report drop-down list, and selecting the
Edit Agent Logins, as shown in Figure 11-10. You should get the window shown in
Figure 11-11. Make the necessary changes.

SRM Summary

_[ Group Status T Member Details]
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Frame iiivindaw s XP Professional-cl1-2001 vmdk
. M5001 18000.080118-1840_x86fre_Server_en-us-KEMSFRE_EM_[
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Figure 11-10 SRM Summary window

Edit Logins for Host Agents
Edit Agent Logins
Lagin | (Gickal Defaut)
Pazsvward I—
(leave empty to use defaul)
Agent CIFS Account l—
(user name for CIFS access, leave empty to use default)
Agent CIFS Passwiord l—
(pazsword for CIFS access, leave empty to use default)

Figure 11-11 Edit Logins for Host Agents window

2. Create a global default using the Host Agent Options window. You can access this window
by selecting, under the Control Center tab, Setup — Options, and then clicking the Host
Agent link, as shown in Figure 11-12 on page 279. The window appears as shown in
Figure 11-13 on page 279. Make any necessary changes.
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Figure 11-12 Edit Options window

Options
Host Agent
Host Agent Login Iadm\n (Monitaring and Management))|
Host Agent Monitoring Password I --------
Host Agent Management Password I“"“u
Host Agent Administration Transport IHTTP 'l
Host Agent Administration Port |4092
Host Agent CFS Account l—
(default sccount to use for CIFS filewalks)
Host Agent CIFS Passward IT
(default password to use for CIFS filewwalks)

Figure 11-13 Options window
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Group SRM hosts

To group SRM hosts, go to the Host Agents, SRM view by clicking the Group Status tab,
clicking the File SRM menu, selecting SRM Summary from the Report drop-down list, and
selecting Host Agents (3) Total, as shown in Figure 11-14. In Figure 11-15, select the hosts
to group and click Add to Group.

SRM Summary

_[ Group StatusT Member Details}
Summary | File SRM  Streaming  Events

& Gloval
Total Space Used 150 GB
Total File Count 118316

Total Directory Count 5675

Host Agent

[0 Mormal . 36553
Click Here

[T Marmal ¥3655-h

[T Marmal vegemite tucson ibim com

AddEdit Hosts

Eclt Anjent Logine

Figure 11-14 SRM Summary window

Host Agents, SRM

j Group Status | Member Details |

Summary | File SRM  Streaming Bwents

fi Global
SEM Hosts: 1-3o0f 3

Status Host & 05
I ] vedemite tucson.km.com Linux
Select
|'¥ = o % 3655-b Windowes
o
x 36558 Windowes 2003
™ Group (| #3658
Total=
SRM Hosts: 1-3of 3
Select All - Unselect Al
Select to
A& pad | 1
Add Ta Group.. | Delete Selected Add
Aol To Mew Group... | (Fram the DataFabric Manager server) [Mews Host Agent)

Figure 11-15 Add to Group

280 Managing Unified Storage with IBM System Storage N series Operation Manager



List available host agents

To list the available host agents, go to the Add or Edit Host Agents window by clicking the
Group Status tab, clicking the File SRM menu, selecting SRM Summary from the Report
drop-down list, and selecting the Add/Edit Hosts link, as shown in Figure 11-16.

SRM Summary
Group Status Tab
B SRM Sul
_[ Group Status ember Detalls] \ Lt
Summary  File SRM  Streaming  Ewvents !
ﬁ Global Report ISRM SLmmary LI
Total Space Used 150 GB SBM Paths (2) Total
Total File Count 118316 Path Host Agent Last Walk Time
Total Directory Count 5675 0311218114 =0 x36558 30 Mar 23:05
1911218 238 srm x36558 30 Mar 23:00
Host Agents (3) Total Add/Edit Paths
Status Host Agent m p—l
Largest Files
[ Mormal x36558 SEgesTuEs
M+x="ISOsRedRat'RHLS izo 14 &pr 2008 1300 275 GB
[ Marmal *3E655-b
; . redhat'Red Hat Enterprize Linus 5. vmdk 23 Mar 2009 13:46 273 GB
e ~LEdetiie tosar Kol em.ne'tucson"bmmm FrameyMisindows ¥P Professional-cl -s001 vimck 12 Mov 2008 05:31 1.77 GB
Add/Edit H link oelEdit Hosts rame MO0V S rotessional-cll -l R oy 3 b
Eclt aent Logins (G001 .18000.0801158-15840_x56fre_Server_en-us-KEMSFRE_EM_D%Diso 02 Dec 2005 16:55 1.75 GB
Edit Adent Loging
archiveifobackisimiRed Hat Linu: wvmdk 13 Dec 2005 12:18 1.29GB

Figure 11-16 SRM Summary window

Review host agent global settings

To review a host agent’s global settings, go to the Host Agent Options window by selecting, in
the Control Center tab, Setup — Options, and then selecting the Host Agent link, as shown
in Figure 11-17. The window shown in Figure 11-18 on page 282 should appear.

_[ Control Cente Setup
Home @ Setup Feports = Managemen

Edit O Optiuns+
Discovery

Audit L .

Autosu| Metwork Credentials

Charge| Groups
Creden
Cusinl
Datahal Roles
Default| . 5rms
Disc
Display
Distribn| Download Management Consaole
Events amramercs

Storage System Configuration

Host Agent

LDAP

Licensed Features

Management Console

Monitoring

HetCache

Performance Advisor

Reporis

Script Plugins

Security

SHMP Trap Listener

SRM

Users

Administrative Users

Databhase Backup

Figure 11-17 Edit Options window
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Options

Host Agent
Host Agent Login
Host Agent Monitoring Password
Host Agent Management Passwaord
Host Agent Adminiztration Transport
Host Agent Administration Port

Host Agent CFS Account

(default accourt to uze for CIFS filewalks)

Host &gent CIFS Password

(default passweord to use for CIFS filewalks)

|adm\n (Monitoring and Management) LI

frrte =]
fos
—

Figure 11-18 Options window

Obtain SRM Host Agent information

To obtain SRM Host Agent information, go to the Host Agent Details window by clicking the
Group Status tab, clicking the File SRM menu, selecting Host Agent, SRM from the Report
drop-down list, and selecting the host agent name, as shown in Figure 11-19.

Host Agents, SRM

& T

01 Apr 05

_{ Group StatusTMemher Details] Select Host Agent SRM
Summary  File SRM  Streaming  Events
i Global Report |Host Agerts, SRM =] Bk
SRM Hosts: 1-3of 3
Status Host & 05 SRM Paths Total KBvtes Total Files
- (] wegermite tucson ibm com Lirx o
- ] %3655-h Wincowes 1]
O = X558, Selectan Windoowes 2003 2 150 GB 118326
Totals gzt 2 150 GB 118326

Figure 11-19 Host Agents, SRM window

Change the SRM Host Agent monitoring interval

To change the SRM Host Agent monitoring interval, go to the Monitoring Options window by
selecting, in the Control Center tab, Setup — Options, click the Monitoring link, and then
click the Agent monitoring interval option, as shown in Figure 11-20. Make any necessary

changes.

JCunlroI Center | -

Home | Setup eports * hlanagement * Help =

e i, —
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Audit L e
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Custor Administrative Users
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Default|"ajarrms

Discon

Etet Failover Moritoring Irntetvsal

Display| Database Backup

Distriby Download Management Gonsale |19 Conformance Monitoring Interval

Events amoramers:

Storage System Configuration
Host Agent

LDAP

Licensed Features
Management Console
Monitoring

NetCache

Performance Advisor
Reports

CPU Monitoring Interval

Disk Free Space Montaring interyal
Dizk Monitoring Interval
Environmental Monitoring Intersl

File System Monitoring Irterval

Figure 11-20 Agent monitoring interval
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Disable host agent discovery

To disable host agent discovery, go to the Host Agent Discovery option in the Options window
by selecting, in the Control Center tab, Setup — Options, and then click the Discovery link,
as shown in Figure 11-21. Make any necessary changes.

ClickSetup,
quntruI Centei Optins

Hame  Setup Feports + Management = Help =

Edit Options: .
Options
Audit Log
Autosupport Discovery
Chargeback " X "
Credential Cache Hozt (Appliance) Dizcovery Options
Custom Comment Fields Host Dizcovery Ensbled vl
Database Backup
D resholds HTTP Discovery Enabled 'I
« Click
Display Discowery HTTP Discovery Port 3132
Distribution ACL
Events and Alerts Appliance-Intisted Discovery Enabled +
Storage System Configuration
Host Agent ShhP On HTTP-Discovered Appliances Disabled *

Figure 11-21 Discovery

Delete a host agent
To delete a host agent, do these steps:
1. Go to the Add or Edit Host Agents window by clicking, in the Group Status tab, File SRM,

select SRM Summary in the Report drop-down menu, and then click Host Agents (3)
Total, as shown in Figure 11-22.

SRM Summary

_[ Group StatusT Member Details]
Summary  File SEM Streaming  Events

& Glohal
Total Space Used 150 GA
Total File Count 118316

Total Directory Count 5675

Host Agent

[ Mormal Click Here %36558
[ Mormal %3655-b
[T Marmal wegemite tucson.ibm.com
BdchEdit Hosts

Edit &oert Loding

Figure 11-22 SRM Summary window
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2. Inthe Host Agents, SRM window, check the check boxes of the host agents that you want
to delete and click Delete Selected, as shown in Figure 11-23.

Host Agents, SRM

J Group Status T Member Details]
Summary  File SEM  Streaming  Ewents

% Global
SRM Hosts: 1-30f3
Status  Host &

[ Select [ #3655-b
Hixst b
r

|-§ (] vegemite tucson.ibm.com
Delete [0 #36553
Totals

SRM Hosts: 1-30f 3

Select A - Unselect &1 Click

o
Delete
A Ta Group... | Delete Selected

Add To hevw Group... | (From the DataFabric Manager server)

Figure 11-23 Host Agents, SRM window

11.5.2 Path management tasks

284

This section lists the common path management tasks and the location of the Operations
Manager user interface windows that enables you to complete them.

Automapping requirements

You can automatically create a new path for an object using the “Create new SRM Path for
this object” link in the details window for the object. To use this feature, you must ensure the
following:

» The host agent is set up and properly configured.
» The host agent’s passwords match those set in Operations Manager.
» The host agent has access to the volume, gtree, or LUN:

— If the host agent is a Windows host, you must ensure that the CIFS passwords match.

— If the object is a LUN on a Windows host, SnapDrive must be installed and the LUN
must be managed by SnapDrive.

— If the host agent is a UNIX host, then the volume or gtree must be NFS mounted.

— If the object is a LUN on a UNIX host, the LUN must be formatted and mounted directly
into the file system (volume managers are not supported).

» The Host Agent Login and Management Password are set correctly.

You can also manually map SRM paths to volumes, and LUNSs.

Add paths

To add paths, you can either use the automapping feature or manually add an SRM path.

To use the automapping feature, use the Create new SRM Path for this object link, which
can be found by selecting, in the Member Details tab, File Systems or LUNs, and then

selecting the correct file system, as shown in Figure 11-24 on page 285. In the window shown
in Figure 11-25, click Create new SRM Path for this Volume. Make any necessary changes.
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Figure 11-25 Volume Details window

To manually add an SRM path, go to the Add or Edit SRM Paths window, which can be found

by clicking, in the Group Status tab, File SRM, selecting SRM Summary in the Report
drop-down menu, and then clicking the Add/Edit Paths link, as shown in Figure 11-26.

SRM Summary

j Group Status \ Member Delails]

Summary  File SRM  Streaming  Events

Group Status,
File SRM

SRM
Summary

SRM Paths (2) Tatal

Path

4911218 114diitso

4811218 238isrm

T Global

Total Space Used
Total File Count
Total Directory Count

150 GB
118326
675

Host Agents (3) Total

e Rcport. [SRM Scmmery B

Host Agent
%36553
%36555

Last Walk Time
31 Mar 23:05
31 Mar 23:00

Select ta
Edit dd/Eelt Paths

Figure 11-26  SRM Summary

All directory paths to be monitored must be visible to the host agent. Before setting up FSRM
paths and schedules, you must enable administrative access to your host agents.

About path walks

A path walk is the process of recursively examining a directory path for file level statistics.

Path walks are scheduled using Operations Manager and executed by the Host Agent
software. The Host Agent software scans all subdirectories of the specified directory path and

gathers per-file and per-directory data.
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SRM path walk recommendations

SRM path walks can consume considerable resources on the SRM host agent and on
Operations Manager. Therefore, schedule your SRM path walks to occur during off-peak
hours. Also, do not schedule multiple, simultaneous SRM path walks on the same SRM host
agent.

Create path walk schedules

To create path walk schedules, go to the Edit SRM Path Walk Schedules window, which can
be found by selecting, in the Group Status tab, File SRM, selecting SRM Summary from the
Report drop-down menu, and then clicking the Add/Edit Schedules link, as shown in
Figure 11-27. Make any necessary changes.

SRM Summary

_[ Group Status T Member Details]
Surnrnary | File SRM  Streaming  Events

¥ Global
Total Space Used 150 GB
Total File Count 118326

Total Directory Count 5675

Host Agents (3} Total

Status Ho=st Agent
[ rarmal 36558
[ rarmal X3E55-h
[ rarmal Ve emite tusson.km. com

AddiEdit Hosts
Edit Acernt Logins

SPM Schedules (1) Total
Hame Run Time

once & Day SEE':IC:I":' SUn-SH@23
W oo

Figure 11-27 SRM Summary window

Specify path walk times
To specify path walk times, do these steps:
1. Select File SRM in the Group Status tab, select SRM Summary in the Report drop-down

menu, and then select the Add/Edit Schedules link. The window shown in Figure 11-28
should appear.

Edit SRM Path Walk Schedules

Add a Hew Schedule

Schedule Marme: I
Schedule Template: INDHB 'I

Schedule Hame Select Walk Times Used By
Once a Day 4— Schedule Sun-Sat@2s 19.11.218.11 $itzo
Hame ¥3.11 218 238 srm

Figure 11-28 Edit SRM Path Walk Schedules window

2. Select the schedule name (in our case, Once a Day). The window shown in Figure 11-29
on page 287 should appeatr.
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Figure 11-29 SRM Path Walk Schedule Details window

3. Select the Add Walk Times link. The window shown in should appear. Make any
necessary changes in this window.

SRM Path Walk Schedule Times
Edit Schedule: Once a Day
Schedule Name: once a Day
Uzed By These SRM Paths: #3655 0811 218 11 4ts0 x36552008.11.218 238 srm
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,
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Manday [~ ogo0 [T omoo [ o1moo 1
Tuesday [~ 1zo0 [T 1300 [ 1400 [ 1
Wiednesday
Thursday [T 1g00 [~ 1700 [ 1800 [~ 4
Friclzry
Saturday [~ 2000 7 21:00 [ 2200 [T 2

Figure 11-30 SRM Path Walk Schedule Times window

Manually start or stop an SRM path walk
To manually start or stop an SRM path walk, go to the SRM Path Details window by selecting
the SRM path name, as shown in Figure 11-31.

SRM Paths (2} Total
Path Ho=st Agent Last Walk Time
‘ Select #3E55 3 Mar 2305
w311 218 238 s a %355 3 Mar 23:00

Path SociEdit Paths

Figure 11-31 SRM Paths (2) Total window
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Click Start, as shown in Figure 11-32. If an SRM path walk is in progress, the Start button
changes to a Stop button.

SRM Path Details
_[ Group Status T Member Details ]
Summary  File 8EM  Streaming  Ewents
M x3655a:19.11.218.114iitso
Status 1 Mormal
Host Agent O 236353
Total Space Used 150 GB
Total File Count 118314
Total Directory Count 5675
Last Walk Started 31 Mar 23:05
Last Walk Finished 31 Mar 23:05 _
Click
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Start
Current Walk Started e Start
Last Monitored 01 &pr 10:22

Figure 11-32 SRM Path Details window

Review SRM path details
to review SRM path details, go to the SRM Path Details window by clicking the SRM path

name.

Edit SRM paths

To edit SRM paths, go to the Add or Edit SRM Paths window by selecting, in the Group Status
tab, File SRM, clicking SRM Summary in the Report drop-down menu, and clicking the
Add/Edit Paths link, as shown in Figure 11-33. Make any necessary changes in the window

that appears.

SRM Summal
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Group Status,

& Global File SRM
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Path Host Agent Last Walk Time
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0911218 238 srm x36558 Salect to 31 Mar 23:00
Edit EolciElit Paths

Figure 11-33 SRM Summary window

Review SRM path walk schedule details

To review SRM path walk schedule details, go to the SRM Path Walk Schedule Details
window by clicking the schedule name.

Delete SRM paths

To delete SRM paths, go to the Add or Edit SRM Paths window by selecting, in the Group
Status tab, File SRM, clicking SRM Summary in the Report drop-down menu, and clicking
the Add/Edit Paths link. The window shown in Figure 11-34 on page 289 should appear. In
this window, check the check boxes for the paths you want to delete and click Delete
Selected.

Managing Unified Storage with IBM System Storage N series Operation Manager



H [1j] 034
Add or Edit SRM Paths -
Add a Hew SRM Path
SR Host: Ivegem'rte vl A Host
Path I
Schedlule IOnce a Day vl Add & Schedule
Add SRM Path |
Path Host Last Walk Time Schedule Edit Delete
w311 2158.114%s0 #36955 31 Mar 2305 once & Day Eciit j ]
011 218 235 arm %36558 31 Mar 2300 once & Day Eciit. ) |
e Dlele Selected |

Figure 11-34 Add or Edit SRM Paths window

Delete SRM path walk schedules

To delete SRM path walk schedules, go to the Edit SRM Path Walk Schedules window by
selecting, in the Group Status tab, File SRM, clicking SRM Summary in the Report
drop-down menu, and clicking the Add/Edit Schedules link. The window shown in

Figure 11-35 should appear. In this window, check the check boxes of the schedules you want
to delete and click Delete Selected.

Edit SRM Path Walk Schedules o Aar 1058
Add a Hew Schedule
Schedule Mame: |
Schedule Template: iNone -
el
Schedule Hame Walk Times Used By Delete
once & Day Sun-SatE 23 3112181 Hits0 4
911,218,238 =rm r
—-’ Delete Selected

Figure 11-35 Edit SRM Path Walk Schedules window

Viewing File SRM reports
Operations Manager provides three levels of file system statistics:

» Consolidated data gathered from all paths
» SRM path-specific data

This is a summary of the data for all directories in the specified path.
» Directory-level data

This contains the data for the specified directory only.
If the Host Agent is installed on UNIX, File SRM feature tracks only the files having a file
extension that exactly matches the file type specification in Operations Manager. For
example, files that end in .JPG will not match the .jpg file type if the host agent is on UNIX,

even though they would match if the agent was on Windows. Running the host agent on
Windows avoids this problem.

SRM report tasks

This section shows the common SRM report tasks and the location of the Operations
Manager user interface window that enables you to complete them.
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View SRM reports

To view SRM reports, go to the report’s window by selecting, in the Group Status tab, File
SRM, clicking SRM Summary in the Report drop-down menu, and then selecting the report’s
name in the Report drop-down list, as shown in Figure 11-36.
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Figure 11-36 Report window

11.6 Identifying SRM host agents

If you have installed a File SRM license on the workstation, Operations Manager
automatically discovers all hosts that it can communicate with. Communication between the
host agents and Operations Manager takes place over HTTP or HTTPS (port 4092 or port
4093, respectively).

Identifying SRM host agents

To determine which SRM host agents have been discovered, select, in the SRM Summary
window, Host Agents, SRM from the Report drop-down list. The Host Agents, SRM window
is displayed (Figure 11-37 on page 291).
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Figure 11-37 Host Agents window

Disabling host agent discovery

If you do not want Operations Manager to automatically discover host agents, disable the
Host Agent Discovery by completing these steps:

1. From any window, select Options from the Setup drop-down menu. The Options window

is displayed, as shown in Figure 11-38.

ClickSetup,

Options

J Control Cente

Home  Setup Reports ~ Management = Help =

Edit Options: .
Options

Audit Log

Autosupport Discovery

Chargeback

Credential Cache Host (&pplisnce) Discovery Options

Custom Comment Fields
Database Backup
esholds
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HTTP Discovery

IEnabIed VI
IEnabIed VI

Clck
Display Discovery HTTP Digcovery Port |31 32
Distribution ACL
Events and Alerts Appliance-Intisted Discovery IEnabIed vl
Storage System Configuration
Host Agent SMKP Cn HTTP-Discovered Appliances IDisab\ed vl

Figure 11-38 Options window

2. Click Discovery from the Edit Options pane on the left. The Discovery options window is

displayed.

3. In the (Host) Appliance Discovery Options section, disable the Host Agent Discovery

option.
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11.7 Managing host agents

As a reminder, host agents are not needed on every server or workstation on your network. It
is only required for servers you want to monitor for either SAN HBA information or file meta
data information provided by CIFS or NFS shares.

Adding host agents
To add host agents, complete these steps:

1. From the SRM Summary window, click the Add/Edit Hosts link in the Host Agents Total
section. The Add or Edit Host Agents window is displayed, as shown in Figure 11-39.
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Edit Adent Logins
archivelMobackisimiRed Hat Linus: wmok 13 Dec 20051218 1.3

Figure 11-39 SRM Summary window

2. Enter the required information in the Add a New Host Agent section and click Add, as
shown in Figure 11-40.

Add or Edit Host Agents

Add a Hew Host &gent

Host Mame: *— Edit Host Ham efSettings: I

Lagir: I (Global Defautt) ;I
Pazsuward: I

Adminiztration Transport: I (Global Defaul) - I

Administration Port: I
(leave empty to use default)

Figure 11-40 Add or Edit Host Agents window

Editing settings for a single host agent
To change the password or other settings for a single host agent and override those specified
in the global Host Agent Options, complete these steps:

1. From the SRM Summary window, click the host agent name in the Host Agents Total
section, as shown in Figure 11-41 on page 293. The Host Agent Details window is
displayed.
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Figure 11-41 SRM Summary window

2. Click the Edit Settings link in the Appliance Tools list (at the lower left of Operations
Manager), as shown in Figure 11-42. The Edit Host Agent Settings window is displayed,
as shown in Figure 11-43 on page 294. Modify the fields, as needed, and click Update.

Current Group:

Group Status Reports
Member Details Repons

Edit Settings

Edit Membership

Edit Storage System Configuration
Edit wFiler Configuration

Edit HetCache Configuration

Edit HetCache Software

Edit MetCache Files

Run a Comimand
Appliance Tools:

Diagnose Connectivity
Refresh Monitoring Samples

Figure 11-42 Edit Settings
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Edit Host Agent Settings

Edit x3655a
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[leave empty to use default)
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Crvmer Email
Ovvner Mame

Resource Tag

|911.218.1 44

|adm|n (Monitoring snd Management

foez
—

———
——

Figure 11-43 Edit Host Agent Settings window

Editing settings for multiple host agents
To change the password or other settings for multiple host agents, complete these steps:

1. From the SRM Summary window, click the Edit Agent Logins link in the Host Agents
Total section, as shown in Figure 11-44. The Edit Logins for Host Agents window is

displayed.
SRM Summary
Group Status Tab
T SRM Sui
_[ Group Status ember Details | Lt
Summary  File SRM  Streaming  Events \
ﬁ Global Report ISRM SLmmary
Total Space Used 150 GB SHM Paths (2) Total
Total File Count 118316 Path Host Agent Last Walk
Total Directory Count 5675 13.11.218.114ts0 %36553 30 Mar
0911218 25358 srm x36558 30 Mar
Host Agents (3) Total Acdc/Edit
Status Host Agent m p—l
Largest Files
[ Marmal X36558 LA
I Mol — M+x="IS0s RedRat'RHLS izo 14 Apr 2005 13:00 2.7
[ Mormel vegemile LN ibm.comm redhat'Red Hat Enterprize Linux 5. vmdk 23 Mar 2009 1346 2.7
2 ; ibim.

Add/Edit Hests link _.Addfdn Hosts
Edlit Acent Logins

Frame®MiMindowes XP Professional-cll -s001 wmdk 12 Mo 2008 05:31 1.7
LAB001.15000.030115-1840_x86fre_Server_en-us-KREMZFRE_EM_DWD iso 02 Dec 2003 16:55 1.7
archiveifobackisimiRed Hat Linuws: wvmdk 13 Dec 20051218 1.3

Figure 11-44 SRM Summary window

2. Click the boxes of the host agents you want to modify, as shown in Figure 11-45 on

page 295.
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[Edit Logins for Host Agents

Edit Agent Logins
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Pazzward
[leave empty to use default)
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[uset name for CIFS access, leave empty to use default)

Agert CIFS Password
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—
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Login
(1) (clefault)
(D) (letault)

p admin

CIFS Account

i [clefault)
< (efautt)

§p Administrator

T Apr 11750

Update |

Figure 11-45 Edit Logins for Host Agents window

3. Modify the fields, as needed and click Update.

Settings specified in the Edit Logins for Host Agents window override the settings specified in
the global Host Agent Options section on the Options window.

Editing host agent monitoring intervals
To change the global monitoring interval for host agents, complete these steps:

1. From any window, select Options from the Setup menu. The Options window is displayed.

2. Select Monitoring from the Edit Options list (in the left pane), as shown in Figure 11-46.

JCunlroI Center] -

Home | Setup

Edit O Qptions
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eports * hanagement = Help =

ions
Audit L i
Autosy| Metwork Credentials

Chargel Groups

oring

1 nit Monitoring Intersl
Credent e ristative Users
Custom
Databad Folas he Monitoring interal
Default
Discou jarms Eter Failover Monitoring Interyal
Display| Database Backup

Distriby Download Management Console
Events smorerercs

Storage System Configur ation CPU Monitoring Interval
Host Agent
LDAP Dizk Free Space Monitoring Interyal

Licensed Features

Management Console Dizk Moritoring Intersl

Monitoring

NetCache Environmental Monitaring Interal
Performance Advisor

Reports File System Monitoring Interyval

fig Conformance Monitoring Irtersl

fmntes |
Erintes |
Erintes |
frows |
Erintes |
pommtes |
firows— |
Erminges |
fismtes |

Figure 11-46 Options window

3. Enter (or modify) a value for SRM Host Monitoring Interval and click Update.

Deleting host agents

To delete one or more host agents, complete the following steps.

1. From the SRM Summary window, click the Add/Edit Hosts link in the Host Agents Total
section. The Add or Edit Host Agents window is displayed.
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2. Click the check box(es) of the host agent(s) you want to delete and then click Delete
Selected, as shown in Figure 11-47.

Host Agents, SRM

_[ Group StatusT Member Details]
Summary ~ File SREM  Streaming Buvents

i@ Global
SRM Hosts: 1-30f 3
Status Host &

- = vegemite tucson ibm.com
[ Select [ xaESS-h
Huezt fio
r Delete [0 waESSs
Totals

SRM Hosts: 1-30f 3

Select All - Unselect 2 Click
b
peke My
Add To Group.. | Delete Selected
Scded To Mewy Sroup. .. ‘ (From the DataFabric Manager server)

Figure 11-47 Host Agents, SRM window

11.8 Configuring host agent administration access

An important step in configuring host agent access is password administration.

About the Host Agent software passwords

Host agents have two user name and password pairs: one pair for monitoring and one pair for
administration tasks.

» Monitoring tasks

The default host agent user name and password allows monitoring only; you cannot
perform FSRM functions. The values are as follows:

— User name=guest
— Password=public

Any sessions initiated by the Operations Manager using this user name and password are
limited to basic monitoring operations. If you later decide to change the guest password on
the host agent, you must also set the same user name and password in Operations
Manager, using the Host Agent Monitoring Password option on the Options window by
selecting Setup menu — Options — Host Agent, as shown in Figure 11-48 on

page 297.
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J Control Center T Backup T Disaster Recuvery]
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Distribution ACL
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Storage System Configuration (cetautt account to use for CIFS filewalks)
Host Agent
LDap Host Agent CFSPassword e

e oS (default password to use for CFS filewalks)

Man_age_mem Console Biack Update
Figure 11-48 Where to find and change monitoring passwords

To enable management, the password must be changed from public, as shown in
Figure 11-49.

_[ Control Center T Backup T Disaster Recnvery}

Home Getup » Reports = Management v Help = Logged in as administrator | Log Ou
Edit Options: Options 03 Apr 10:00
Audit Log

Autosupport Host Agent

Backup Default Thresholds

Backup Discovery Hast Agert Losin admin (Monftoring and Managzmert) v

g‘;;gﬁ::f'éache Host Agent Moritoring Password ‘—

S;ﬂ:;’;g%’:&z’: Fields Host Agent Managemert Passward ‘.._

giesfggsewreshulus Host Agent Administration Transport

g::{'r';y L Host Agent Administration Port

Events and Alerts 5 Host Agent CFS Account

Storage System Configuration (default account to use for CIFS flewalks)

Host Agent

LDAP Host Agent CIFS Password

Licensed Features (default password to use for CFS filewalks)

mizggir“n:m Console Back Update

Figure 11-49 Change password from public

» Administration tasks

The administration user name and password allows read-write access and is required for
FSRM functions. The default values are as follows:

— User name=admin
— Password=userspecified

You specify the password in the Host Agent's configuration Ul
(http://name-of-agent:4092/). This user name and password allows full access to the
Host Agent. After setting the administration user name and password in the Host Agent,
you must also set the same user name and password in Operations Manager on the
Options window by selecting Setup — Options — Host Agent.

See the online help for detailed information about setting passwords.
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Administration settings you must configure

You must enable administration access to your host agents before you can use the FSRM
feature to gather statistical data.

Global options apply to all affected devices that do not have individual settings specified for
them. For example, the Host Agent Login option applies to all host agents. The host agent
access and communication options are globally set for all storage systems using the values
specified in the Host Agent Options section on the Options window by selecting Setup >
Options, as shown in Figure 11-48 on page 297.

Default values are initially supplied for these options. However, you should review and change
the default values as necessary.

To enable administrative access, the passwords set in Operations Manager must match those
set for the Host Agent software. Table 11-2 describes the options you must set to enable
administration access.

Table 11-2 Administrative access

Access type Operations Manager options Host Agent software option

Monitoring only Host Agent Login=guest Monitoring API Password
Host Agent Monitoring Password

Management (required for | Management Host Agent Management API Password

FSRM) Login=admin

Host Agent Management
Password=your-administration-pas
sword

Enabling administration access for one or more host agents
To enable administration access for one or more selected host agents, do these steps:

1. From the SRM Summary window, click Edit Agent Logins in the Host Agents Total
section. The Edit Logins for Host Agents window is displayed.

2. Select the check boxes of the host agents for which you want to enable administration
access, as shown in Figure 11-50.

3. Modify the fields as needed and then click Update.

H o7 TTET
Edit Logins for Host Agents =
Edit Agent Logins
Login | (lobel Detaut) =l
Password l—
(leswe empty to use default)
Agent CIFS Account li
[user name far CIFS access, lsave empty to use defaut)
Agent CIFS Password l—
[password for CIFS access, leave empty to use default)
Change login il for il agents by ing the below.
Host Agent Agent 05 Login CIFS Account
||| yegemite tucson.bm .com Lirwx @ (cetautt) Mir (oefault)
Il 236550 ‘\ Select Windowrs (1) (default) < (dlefault)
Agenis N -
- 36558 Windowes 2003 < admin <@ Adminiztrator
Select Al - Unselect A1 Updste

Figure 11-50 Edit Logins for Host Agents window
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Enabling administration access globally for all host agents
To enable administration access globally for all host agents, do these steps:

1. From any Summary window, select Options from the Setup drop-down menu. The
Options window is displayed.

2. Select Host Agent from the Edit Options list (in the left pane).
3. Enter (or modify) the required information and click Update, as shown in Figure 11-51.

H il T30
Options =
Host Agent
Host Agent Login Iadmin (Monitoring and Mansgement) j
Hiost Agert Monitaring Passwordd I --------
Host Agent Management Passyword I ........
Host Agent Administration Transport IHTTP -
Host Agent Administration Port 4092
Host Agent CIFS Account ,—
(default accourt to use for CIFS filewsalks)
Host Agent CIFS Password ‘T
(default password to use for CIFS filewalks)
|

Figure 11-51 Options window

This option changes all host agent login names and passwords, unless the host agent has a
different login name or password already specified for it. For example, if an administrator has
specified a password other than Global Default in the Password field of the Edit Host Agent
Settings window (select appliance name — Tools list — Edit Settings to get to this
window), changing the global password option does not change the storage system’s
password.

11.9 Managing FSRM search paths

In order to monitor file meta data information, you will need to define storage paths to the data
you want monitored.

About SRM paths

File SRM paths define the location in the file system that is to be indexed for data. FSRM
paths have the following properties:

» They must be defined for a specific host.

» They can be walked or monitored by multiple host agents.

» They can be grouped like any other storage object.

» They can be mapped (linked) to volumes, gtrees, and LUNSs.

The FSRM path walk feature can cause performance degradation. However, you can
schedule your path walks to occur during low-use or non-business hours.

Adding paths
To add SRM paths, do these steps:

1. From the SRM Summary window, click the Add/Edit Paths link in the SRM Paths Total
section. The Add or Edit SRM Paths window is displayed.

2. From the SRM Host drop-down list in the Add a New SRM Path section, select the name
of the host agent that you want to monitor.
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3. Enter a path name, select a schedule, and then click Add SRM Path, as shown in

Figure 11-52.
Add or Edit SRM Paths 7 Apr 1321
Add a Hew SRM Path
SRM Host: magemna = e
Path —_— |
Sehedle - = b |0nce = Day 'l Add & Schedule
el Add SRM Path |

Figure 11-52 Add or Edit SRM Paths window

Valid path formats
The following examples show valid path entries:

host:/u/earth/work

host:/usr/local/bin

host:/engineering/toi

host:C:\Program Files

For CIFS, you must specify the path as a UNC path, as follows:

host:\\storage system\share\dir

Path names for CIFS
For CIFS systems, always use Universal Naming Convention (UNC) path names.

In Windows operating systems, the UNC format is as follows:
\\servername\sharename\path\filename

The SRM feature does not convert mapped drives to UNC path names. For example,
suppose that drive H: on the system host5 is mapped to the following path name:
\\abc\users\jones

The path entry host5:H:\ fails because the FSRM feature cannot determine what drive H: is
mapped to. The following path entry is correct:

host5:\\abc\users\jones

Quoting conventions for specifying the paths from the DFM Server CLI

Windows requires that you use double quotation marks to enclose all strings that contain
spaces. For example:

C:\dfm srm path add “inchon:C:\Program Files”

UNIX requires that you double all backslashes, unless the argument is enclosed in double
quotation marks. This convention is also true for spaces in file names. For example:

$ dfm srm path add inchon:C:\\Program\ Files
$ dfm srm path add “inchon:C:\Program Files”
$ dfm srm path add oscar:/usr/local
$ dfm srm path add oscar:/usr/home

Viewing file level details for a path

To view file level details about an SRM path, click, in the SRM Summary window, a path name
in the SRM Paths Total section, as shown in Figure 11-53 on page 301. The SRM Paths
Details window is displayed, as shown in Figure 11-54 on page 301.
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Figure 11-53 SRM Paths (2) Total window

SR Path Details

_[ Group StatusT Member Details]

Summary  File SRM  Streaming Ewents
[0 x3655a:19.11.218.114'itso
Status [ Mormal i
Host Agent O %3655, M+x="S0zRedRatiRHLS iz 14 &pr 2008 1300 2.75 GB
= redhat'Red Hat Enterprize Linus 5 vmdk 23 Mar 2009 13:46 273 GB
frtalspecellser 0@z Frame'Midindows XP Professional-c -s001 vmelk 12 Nov 2008 05:31 1.77 GB
Total File Count 118314 . AB001 15000.050118-1840_x86fre_Server_en-us-HRMSFRE_EN_DVD iso 02 Dec 2005 16:59 1 75 8
Total Directory Count 5673 archiveNobackizimiRed Hat Linus vmdk 13 Dec 200512:15 1.29 GB
Last Walk Started 31 Mar 23:05
LastWalk Finished 31 Mar 2305 Least Recently Accessed Files
Last Walk Duration 19 seconds archive. \R10 Training_ Al audiences 12_3_07 ppt 11 Jan 2005 00:00 565 KB
archivelData_ONTAP_Fund_v3Sto. )2-13-1-s0P doc 19 Jan 2005 00:00 346 KB
Current Walk Started ., start archiveiData OMTAP_Fund_v3isto. 12-11-2-skiP doc 19 Jan 2008 00:00 35 KB
Last Monitored 01 Apr 1319 archive\Data ONTAP_Fund_v3iSto. )2-10-2-skWiIP doc 19 Jan 2003 00:00 853 KB
archive'Data_ OMNTAP_Fund_v31Sto. )2-13-1-shWiP doc 19 Jan 2005 00:00 HMa KB
Mapped To  Mone g
Least Recently Modified Files
Files By User M+x=""BogeyTSOFramehdaker Update. '7033a__ PFB 04 Jun 1992 04:25 115 KB
BUIL T Administrators 118314 150 GB M+x=""BogeyTSOFramedaker Updste. 'W034a_ PFB 04 Jun 1992 04:30 §24 KB
M+x=""Bogey I TSOFramedaker Updste. 'W035a__ PFB 04 Jun 1992 04:30 g5.0KB
Files By Type M+x=""Bogey I TS0 Framebaker Update. \WW036a_ PFB 04 Jun 1992 04:31 7.1 KB
. 17180 Gl 0GR Me=ViBogeyITSOFrametaker Update. \7037a__ PFB 04 Jun 1992 04:31 85.7 KB

Figure 11-54 SRM Path Details window

Viewing directory level details for a path
To view directory level details about a path, do these steps:

1. From the SRM Summary window, click a path name in the SRM Paths Total section. The
SRM Paths Details window is displayed, as shown in Figure 11-55.
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Figure 11-55 SRM Path Details window
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2. Click the Browse Directories link in the SRM Path Tools list (at the lower left of
Operations Manager), as shown in Figure 11-56. The Directory Details window is

displayed.
Expand Al Collap=e Al

Current Group:

Group Status Reports
Member Details Reports

Edit Settings

Edit Membership

Edit Storage System Configur ation
Edit vFiler Configuration

Edit HetCache Configuration

Edit MetCache Software

Edit MetCache Files

Run a Command

SRM Path Tools:

Edit SRM Mapping
ooy e
Largest Directories Report

Figure 11-56 Browse Directories

3. To view an expanded view of directory information that includes a listing of files by type
and by user, click the Extended Details link (at the upper right corner of the File SRM tab
window), as shown in Figure 11-57. The window shown in Figure 11-58 on page 303
should appear, showing more details about the directory.
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Figure 11-57 Directory Details window
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Figure 11-58 Directory Details expanded

Restricting access to file system data

To restrict access to private or sensitive file system information, remove the GlobalSRM role
from the access privileges in the Administrators window. You can get to this window by
selecting Setup and then the Administrative Users link, as shown in Figure 11-59.
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Current Group:
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Edit Settings Pager Address

Edit Membership

Edit Storage System Configuration Add

Figure 11-59 Restricting file system access

11.10 Scenario: identifying the oldest files in a storage network

Here we discuss how to identify the oldest files in a storage network.

Description

To locate the oldest files residing in a storage network so that the files can be archived to a
near-line system. To find the oldest files, the administrator uses File SRM.

Summary of tasks
This process consists of the following high-level tasks:

» Check FSRM prerequisites.
» Verify administrative access.
» Verify host agent communication.
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» Create a new group. Group the host agents in a logical way. For example, group the
engineering host agents together if you want to search for them separately.

» Add a FSRM path.
» Add a schedule.
» Group the FSRM paths.

» View a report listing the oldest files.

Check FSRM prerequisites

Before using the FSRM feature for the first time, the administrator verifies that all
prerequisites are met by referring to the “Difference between capacity reports and file system
statistics” topic in the online help.

Verify administrative access
To verify administrative access with the administrator, do these steps:

Select Options from the Setup drop-down menu.

Click Host Agent in the Edit Options section.

Change the Host Agent Login to Admin.

Verify that the Host Agent Management Password is set.

Click Update to apply the changes.

Click the Home link to return to the Control Center.

Click the File SRM tab to return to the SRM Summary window.

N o o s~ b =

Refer to Figure 11-48 on page 297 and Figure 11-49 on page 297 for more information.

Verify host agent communication

To verify that Operations Manager can communicate with the host agents, as the
administrator, do these steps:

1. Click the File SRM tab and then select SRM Summary from the Report drop-down list.

2. Check the list of host agents to view the status. If the status is Unknown, the host agent
login settings might not be properly configured.

3. If the status of one or more of the storage systems is Unknown, click the Edit Agent
Logins link.

Select the host agents for engineering that the administrator wants to communicate with.
Edit the login or password information.

Click Update.

Click the File SRM tab to return to the SRM Summary window.

Noo o &

Create a new group

The administrator wants to find the oldest files in its engineering department first. To find
these files, the administrator groups the host agents in the engineering domain together. To
create a new group of hosts, as the administrator, do these steps:

1. From the SRM Summary window, select Host Agents, SRM from the Report drop-down
list.

2. Select the check box to the left of each host agent in the engineering domain.
3. From the buttons at the bottom of the window, click Add To New Group.
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4.
5.

When prompted, enter the name Eng and click Add. Operations Manager refreshes.
Select SRM Summary from the Report drop-down list.

Add a FSRM path
To add an FSRM path, as the administrator, do these steps:

1.

From the SRM Summary window, click Add/Edit Paths.

2. Select a host from the SRM Host drop-down list.
3.
4. Click the Add A Schedule link.

Enter the path to be searched in the Path field.

Add a schedule
To create the path-walk schedule, as the administrator, do these steps:

1.

o~ 0 DN

= © © N o

Click the Add/Edit Schedules link in the SRM Summary window (File SRM tab).
In the Add a New Schedule section, enter a meaningful name for the schedule.
In the Schedule Template list, select a schedule or select None.

Click Add.

In the SRM Path Walk Schedule Times window, select the days and times to start the
SRM path walks.

Click Update.

Click the Home link to navigate back to the main window.
Click the File SRM tab.

From the SRM Summary window, click Add/Edit Paths.

0.In the Add a New SRM Path section, select a host agent to associate the new schedule

with.

11.In the Schedule field, select the schedule name the administrator just created.
12.Click Add SRM Path.

Group the FSRM paths

The company administrator wants to see consolidated data, so the administrator chooses to
group the SRM paths. To group the SRM paths, as the administrator, do these steps:

o a0k~ 0N~

Click the File SRM tab.

Select SRM Paths, All from the Report drop-down list.

Select the check box to the left of each SRM path that the administrator wants to group.
From the buttons at the bottom of the window, click New Group.

When prompted, enter a name for the group.

Operations Manager adds the new group and refreshes.
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View a report listing the oldest files
To view a report listing the oldest files in the SRM path, as the administrator, do these steps:

1. Click the Home link.

Click the File SRM tab.

Select the engineering group in the Groups section at the left side of the tab window.
Select the report SRM Files, Least Recently Accessed from the Report drop-down list.

o~ 0N

Review the data.
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12

Protection Manager setup

This chapter will help you prepare and install Protection Manager.
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12.1 Host prerequisites

Table 12-1 details the hardware and software prerequisites for installing IBM System Storage
N series DFM Server on a Linux system on physical hardware or in a VMware ESX guest

image. Protection Manager is a feature that is built into Operations Manager and is activated
by a license, so the requirements for Protection Manager are identical to that of DFM Server.

Table 12-1 |Installation requirements for Operations Manager on Linux hosts

Linux workstation or server

Hardware requirements Software requirements

Intel-based PC with a single 2 GHz CPU (Xeon or | Red Hat Enterprise Linux AS 4 (Update 3 or later)

Pentium 4) for x86, 32-bit and 64-bit

4 GB of free disk space minimum, 8 GB Red Hat Enterprise Linux Advanced Platform 5
recommended for x86, 32- bit and 64-bit

1 GB of memory minimum SUSE Linux Enterprise Server 9 (Service Pack 2

or later) for x86, 32-bit and 64-bit
SUSE Linux Enterprise Server 10 for x86, 32-bit
and 64-bit

Linux servers on VMware ESX V3.0.1 server or later

Hardware requirements Software requirements

Intel-based PC with a single 2 GHz CPU (Xeon or | Red Hat Enterprise Linux AS 4 (Update 3 or later)
Pentium 4) for x86, 32-bit and 64-bit

4 GB of free disk space minimum, 8 GB
recommended

1 GB of memory minimum

Single dedicated network interface

Note: DataFabric Manager (DFM) server V3.7 is not supported on Windows NT 4.0,
Windows 2000, Windows XP, Solaris 8, or distributions of Linux not listed in Table 12-1.

Operations Manager V3.7 does not support VMware VMotion and VMware High
Availability features.

These requirements are for a Operations Manager installation with only basic system
monitoring enabled. If you enable additional features and monitor additional objects, a more
powerful platform is probably required. Examples of objects and features that might require a
more powerful platform include additional storage systems, gtrees, user quotas, and use of
the Storage Resource Management, Performance Advisor, Business Continuance Option,
Provisioning Manager, or Protection Manager features.

It is important that you run Operations Manager on a system that is running no other
applications. Running other applications that will take away CPU, I/0O, and memory bandwidth
from Operations Manager may cause Operations Manager to be unable to carry out its tasks
properly or reliably.
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12.2 License requirements

You must have a valid DataFabric Manager Server license key to complete the Operations
Manager installation.You can access your license key at:

http://www.ibm.com/storage/nas/
After you have accessed the site, follow the options provided to access the license keys.

After you complete the installation, you can enter additional license keys in the Options
window in Operations Manager. You can install (or upgrade to) Operations Manager V3.7
using the core license key.

However, if you do not have the core license key, you need the following licenses to monitor
and manage your storage systems:

» DataFabric Manager Server license
» Additive license

DataFabric Manager Server license

The DataFabric Manager Server license is the server license with a unique serial number that
tracks the number of Operations Manager installations. You must have this license to enable
features. The node count is one.

Additive license

The additive license is an additional license with a unique serial number that is used to
increase the node count and enable the features.

After you have installed the prerequisite licenses for base Operations Manager, you then
need to install a license for Protection Manager. You can do this from the command prompt,
as we demonstrate in 12.3, “Installing the license” on page 310.

As we mentioned previously, Protection Manager feature has the benefits shown in
Table 12-2.

Table 12-2 Protection Manager benefits

To Use Install this product Which enables these features
Protection » DataFabric Manager Server | » Automated policy-based data protection for
Manager license NAS and SAN storage systems

» Operations Manager license | » SnapVault, Open Systems SnapVault, and

» Protection Manager license SnapMirror management

» N seies Management » Policy conformance checking and alerting

Console Monitoring
— Reports

— Storage usage and availability, such as
gtrees, volumes, aggregates, LUNs, and
disks

— Storage systems

— VFiler units

— NetCache appliances

— Real-time streaming events
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12.3 Installing the license

DFM Server has a very powerful DFM Server CLI called dfm. From a terminal window, you
can execute the dfm command to view a list of actions you can carry out.

One of the commands is dfm 1icenses. From a terminal window, we can execute the dfm
licenses help command to list the syntax of the command, as shown in Example 12-1.

Example 12-1 dfm licenses help command

[root@vegemite ~]#
[root@vegemite “]# dfm licenses help

NAME
license -- enable or disable Ticensed features

SYNOPSIS
dfm license disable <feature> ... | <license-key> ...
dfm license install <license-key> ...
dfm license list [ <feature> ... ]

DESCRIPTION
The Ticense command manages the 1ist of Ticensed
features, enabling them (with Ticense codes) or disabling
them.

License codes are l4-character strings which enable
product features.

[root@vegemite ~]#

We can execute the dfm Ticenses Tist command to list the licenses currently installed, as
shown in Example 12-2.

Example 12-2 Using the dfm command to list installed licenses

[root@vegemite ~]# dfm licenses list

Feature License Code Serial # Nodes Expiration
core rayehkrucoulic demo 250 18 May 2009
srm ZUCJFHSFJIXJWQE demo 250 22 Jun 2009

[root@vegemite ~]#

We can install the Protection Manager License by executing the dfm 1icenses install
command and then verify the installation by executing the dfm Ticenses 1ist command
again, as shown in Example 12-3 on page 311.
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Example 12-3 Installing the Protection Manager license

[root@vegemite ~]#
[root@vegemite ~]# dfm licenses install trzmnkrucoulic
Enabled Protection Manager license.

[root@vegemite ~]#
[root@vegemite ~]#
[root@vegemite ~]# dfm licenses list

Feature License Code Serial # Nodes Expiration
core rayehkrucoulic demo 250 18 May 2009
srm ZUCJFHSFIXJWQE demo 250 22 Jun 2009
dataprotection  trzmnkrucoulic demo 250 18 May 2009

[root@vegemite ~]#

Note: The evaluation licenses we use have a time limit. If you wish to evaluate Protection
Manager or DFM Server, contact your IBM Sales Representative and request evaluation
licenses.

If you wish to remove a license, you will need to disable it, as shown in Example 12-4.

Example 12-4 Removing or disabling a license

root@vegemite ~]#

[root@vegemite ~]# dfm licenses disable ZUCJFHSFJIXJWQE
Disabled File SRM Option license.

[root@vegemite ~]#

[root@vegemite ~]# dfm licenses list

Feature License Code Serial # Nodes Expiration
core rayehkrucoulic demo 250 18 May 2009
dataprotection  trzmnkrucoulic demo 250 18 May 2009

[root@vegemite ~]#
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12.4 Running N series Management Console

If you had N series Management Console running while you installed the license, you need to
restart it. When N series Management Console starts up and you have pointed it to your DFM
Server, you will now see new navigation panes for Protection Manager, as shown in

Figure 12-1.
o
(2) IBM N series Management Console : Manage Data - root on 9.11.218.152 E]@
File View Tasks Help %
& & [E| @ | Grow [ Global [+ T~
["w | Dashboards Dashboards Protection
. * Protection B 233 ) Va3
Top Five Events 2 3) Data Set Protection Status 2 3}
@ Provisioning
Event Source Protection Failure 0
@  Data Protection Job Started MS Exchange Servers & LagEror 0
@ Data Protection Job Started MS Exchange Servers Lag Warning 0
@  Dta Protection Job Started MSExchange Servers  + [ | otection Suspendzd u
Protection Uninitializec! 0
@  Data Protection Job Started NS Exchange Servers reteclionthintelzg
. Protected 1
@ Data Protection Job Started MS Exchange Servers %
Protected Data ?) +) fl Unprotected Data VIc)]
Data Sets 1 Data Sets 0
Wolumes z \olumes 4
Qirees 2 Cirees 4
OS5V Directories 0
Data Set Lags 7)) | Resource Pools VIo)]
MS Exchange Servers 18m 162 Name Total Size  Utilization
SmaliStorageLUNsPoolOn_itson...  454.18 GB 4% -+
Data LUNsSnapMirrorTargetsOn_itso...  227.08 GB 1% -+
Policies File SharesOn_itsonas1 44.33GB 0% 3
SnapVaultTargetsOn_ttsonas2 44.33GB 0% +
Hosts
ESXhostsOn_tsonas 454.18 GB 0% +
System
Get Started

Figure 12-1 Protection Manager Dashboard as seen from N series Management Console

312 Managing Unified Storage with IBM System Storage N series Operation Manager



13

Protecting your data with
Protection Manager

This chapter introduces you to N series Protection Manager, provide information about its
setup and installation, and give examples of common tasks.
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13.1 Introduction to Protection Manager concepts

314

Protection Manager helps you manage your backup and mirror relationships and perform
failover operations easily and efficiently by eliminating repetitive tasks and automating some
tasks. Typically, data and resource management is time consuming because it involves
manual analysis and management of storage capacity, network bandwidth, schedules,
retention policies, and other infrastructure variables. Protection Manager simplifies this work
by employing configuration policies, convenient wizards, and automated verification of certain
aspects of the data protection configuration. It lets you launch a backup, restore, or failover
operation with a single click.

Protection Manager can perform the following actions:
» Use policies to manage primary data, storage, and backup and mirror relationships.

» Manage local and remote backups and mirror copies.

» Provision secondary storage for backups and mirrored copies based on policies you
assign.

» Enable disaster recovery capability if you install the licensed disaster recovery option.

» Automatically validate your backup and disaster recovery configuration with a
conformance checker.

Anyone using Protection Manager should be familiar with general data protection and disaster
recovery concepts. Protection Manager uses Data ONTAP data protection technologies, such
as Snapshot copies, SnapVault, Open Systems SnapVault, and SnapMirror.

Figure 13-1 on page 315 presents a conceptual overview of how we can use Protection
Manager to protect data. In this scenario, we assume that resource pools are used not only to
designate backup and SnapMirror targets, but can also be used to designate production data.

Data sets are used to group production data resource pools into logical groups that represent,
for example, application servers, database servers, file and print servers, or groups of Web
servers.
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Figure 13-1 Conceptual overview of data protection using resource pools and provisioning policies and
protection policies to enforce outcomes

Protection Manager V3.7.1 and earlier does not support the following features:
» Synchronous or semi synchronous mirroring using SnapMirror

» Automatically increasing the size of traditional volumes

» Backing up a volume to a gtree on a destination system

» Non-ASCII characters for CIFS data on vFiler units, that is, unicode names are not yet
supported.
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13.1.1 Data sets

316

In the simplest terms, a data set is a collection of user data that you manage as a single unit,
plus all the replicas of that data (Figure 13-2). The data is identified by the volume, gtree, or
directory on the same storage system in which it is located. Because you manage a data set
as a single unit, its members should have common management requirements. In Protection
Manager, members of a data set should share the same data protection requirements. In
Provisioning Manager, each node in a data set might not necessarily share the same
provisioning requirements, but all members of each node should share the same protection
requirements. Therefore, you will need to strike a balance with how you wish to designate
datasets for protection and provisioning.

N series A __ seriB

A data set is a set of data
elements that has or is
designed to have similar
characteristics {for example,
protection level, access
control, Qo8S, etc.).

Figure 13-2 Data set

For example, different types of data supporting the same application would probably share
the same protection requirements of the application. You want to group that data in the same
data set, even if the data were stored in different volumes or gtrees. By configuring protection
appropriate for the application and applying that protection to the data set, you apply it to all
the data set members. So, a three tier application comprising a Web tier, application tier, and
database tier may, for example, be grouped together as one data set and have the same
protection requirements (such as backup first before mirroring to another storage array).
Ultimately, your policy should reflect the business recovery requirements for the application
that your organization has specified.

For provisioning, if the data set had a protection policy that created primary, backup, and
mirror nodes, your provisioning requirements for each node might be different. You might want
to provision the primary node on high-availability storage but provision the mirror node on less
expensive, secondary storage.
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13.1.2 Protection policies

A protection policy is a set of rules that specify the intended management of data set
members. You can apply the same policy to multiple data sets, leveraging your configuration
of the policy across the data sets.

A protection policy itself is not effective until it is applied to one or more data sets. At the time
you apply a policy to a data set, Protection Manager will interrogate the data set and create
the necessary scripts to help it enforce the rules set in the policy. Some of these scripts are
initialization scripts, designed to set up the relationships that help enforce the protection
policy. Other scripts are associated with enforcing the policies with schedules defined within
your policy. The status of these jobs (current state, success failure, and so on) will be
reflected in the Events and Jobs queues in N series Management Console as well as on the
Protection Manager Dashboard. Some of these policies are run within Operations Manager
server while others are set up to run automatically within the N series storage system itself.

Note: It is therefore, very important to make sure that the plug-ins used by DFM Server to
monitor and manage your N series storage systems are of the correct version. Periodic
review of your current Data ONTAP patch levels, DFM Server patch levels, and DFM
plug-in versions are necessary in order to make sure DFM Server interfaces correctly with
your N series storage systems. These plug-ins should not be confused with Host Agent
plug-ins.

Note: If you update a policy, the update is propagated across all the data sets to which the
policy is applied.

From the Protection Manager modules within N series console, you can use the following
policies to quickly implement changes across an entire organization.

Protection policies

Protection policies define which data used for backups (Snapshots) are created on the
primary storage, when to transfer the copies through a SnapMirror to a secondary or tertiary
location and how much throttle to apply to the data being transferred at scheduled times.
Protection policy settings also define how long to retain copies at each backup location and
the warning and error thresholds for lag time. You cannot override a policy for specific
members of a data set; if some members of a data set require different policy parameters, you
need to move those members to a different data set.

Note: In Operations Manager, Protection Manager is not able to set up and monitor
Synchronous SnapMirror relationships or Semi-Synchronous SnapMirror relationships.
Unless otherwise stated, assume that all references to SnapMirror in this chapter will use
periodic and scheduled replication of data to facilitate mirroring.

Types of data protection

This information describes the three types of data protection (local backup, remote backup,
and mirror) that Protection Manager provides.

The Protection Manager protection policies enable you to provide a combination of three
types of data protection:

» Local backup
» Remote backup
» Mirror
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Local backup

Local backup protection (also referred to as Snapshot copy protection) is the periodic capture
of the active data on an IBM storage system in backup images and the storage of those
images on that same system. If active data on the local system is accidentally deleted or
corrupted, it can quickly be restored with the most recent image stored locally from the last
local backup job.

Local backup operations are typically employed on the primary storage systems, where data
is being actively updated and where, in event of accidental data loss, data restoration from the
last hour or two might be required.

Local backup protection is based on IBM System Storage N series Snapshot copy
technology.

Note: Local backup protection is not available for data sets that include Open Systems
SnapVault (OSSV) directories.

Remote backup

Remote backup protection is the periodic capture and copying of active data from a source
storage system to a remote secondary or tertiary storage system. If data in the source
storage system is lost and unrecoverable from its local backup (for example, if the source
system is damaged), then data can still be quickly restored from the remote backup site.

Remote backup operations are employed from primary to secondary storage and from
secondary to tertiary storage in circumstances where secure storage of backup data at a
remote site might be required.

If a disaster recovery license is installed, Protection Manager enables you to supplement
remote backup operations with additional failover instructions that transfer primary storage
function to a secondary storage site if disaster or mishap disables or destroys the original
primary storage site.

Remote backup protection is based on IBM Storage System N series SnapVault technology
and IBM Qtree SnapMirror technology.

SnapMirror

SnapMirror protection is the periodic exact mirroring of all volume data (both active and
protected) from an N series source storage system to an N series destination storage system
(see Figure 13-3 on page 319). If data in the source storage system is lost or made
unavailable (for example, if the source system is damaged), then that same data can quickly
be made available from the destination mirror site.

Mirror operations are employed from primary to secondary storage and from secondary to
tertiary storage, in circumstances where there is secure mirroring of that data, and in event of
breakdown at the source site, quick availability of that data from a second site might be
required.

If a disaster recovery license is installed, Protection Manager enables you to supplement
mirror operations with additional failover instructions that transfer primary storage function to
a secondary storage site if disaster or mishap disables or destroys the original primary
storage site.
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Figure 13-3 SnapMirror

Mirror protection is based on IBM System Storage N series Volume SnapMirror technology.

Note: Mirror operations that are scheduled and applied to a storage system through
Protection Manager replace and cancel any other SnapMirror operations or jobs that were
configured on that storage system locally by other means. Backup operations that are
scheduled and applied to a storage system through Protection Manager run in addition to
any other SnapVault operations that were configured on that node locally by other means.

Note: The lag time is the difference in age between the source data and the backup or
mirror targets. If the lag time exceeds the duration between replications, your data
availability will not meet your Recovery Point Objectives (RPO) or data age objectives. This
is the mechanism where you ensure that business recovery Service Level Agreements
(SLAs) are met. You can set alerts to notify you if the SLAs will not be met, enabling you to
take corrective action.

Disaster recovery policies

A protection policy that supports failover from a primary storage system to a secondary
storage system is considered to be capable of disaster recovery. The disaster recovery node
is always directly connected to the primary node through the Fibre Channel SAN or IP
network and its storage is made available after a disaster. Protection is possible by regularly
replicating changes to data in production to the DR storage system. Special DR scripts are
run by Operations Manager and are configured through the Protection Manager DR
component to help complete the failover steps. This component is only made available
through an appropriate license. You may have to restart the N series Management Console to
see the new features after you add the Protection Manager DR license.

Chapter 13. Protecting your data with Protection Manager 319



Provisioning policies

A provisioning policy defines how you want to have storage provisioned, exported, and
managed, and what your space requirements are. For example, a provisioning policy might
specify that when a storage container reaches the Nearly Full or Full threshold, an event
message is sent or the size of the volume is increased (which provides more space for all the
gtrees in the volume). A provisioning policy applies to all volumes, gtrees, or LUNs in a data
set node. Policies also support error conditions (such as insufficient free space on the
aggregate) to alert you if a policy cannot be enforced.

A policy is applied against an entire data set. You cannot assign different provisioning policies
to individual members within a data set. However, with the protection license, and if the data
set has a mirror or backup node, you can create and assign a different policy that defines
provisioning and storage management on the mirror or backup node.

13.1.3 Resource pools

320

A resource pool is a collection of physical storage (comprising storage systems or
aggregates) from which new volumes or LUNs can be provisioned to contain data (see
Figure 13-4 on page 321). If you assign a storage system to a resource pool, all aggregates
on that storage system become available for provisioning. Existing volumes do not get
deleted. New volumes will be created to service a provisioning policy. Any unused physical
resource in a resource pool is potentially eligible for provisioning. You can organize physical
resources into resource pools by location, performance, or other important factors. The
protection and provisioning applications apply IBM best practices in provisioning storage, so
automatically provisioned volumes or LUNs meet the necessary requirements for compatible
software version, licensing, and available space.

In Protection Manager, you typically assign a resource pool to the backup and mirror
destinations of a data set. The protection application can then automatically provision
volumes out of the physical resources in the resource pool to contain backups and mirror
copies. To prevent conflicts, physical storage assigned to one resource pool cannot be
assigned to a second resource pool. With Protection Manager and Provisioning Manager, you
can use resource pools to fulfill requests for storage space for the primary or secondary data
of a data set. By applying a provisioning policy to a data set node, the provisioning application
applies the resiliency characteristics and space settings in the policy to automatically select
the resources needed to fulfill a provisioning request.
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Figure 13-4 Resource pools

Note: In Operations Manager, you can now use Provisioning Policies to provision data
volumes in a resource pool for actual production use. This is a new feature and works well
when provisioning new data sets. Care must be taken when attempting to provision on
imported aggregates, as there are certain restrictions that must be adhered to.

13.1.4 Protection Manager Dashboard

Protection Manager is accessed through the N series Management Console. This console
make the Protection Manager components visible once you have added the necessary
Protection Manager license to the DFM Server through the Operations Manager interface.
You may need to restart the N series Management Console in order for it to recognize that
you have the necessary licenses for Protection Manager.

When you launch the N series Management Console, you will see a new icon on the left side
navigation pane that looks like a folder. Clicking this icon brings you to the Protection
Manager Dashboard, as shown in Figure 13-5 on page 323.

The Protection Manager Dashboard provides a one-stop summary window of all information
relevant to protecting your data. The main panes are:
» Top Five Events summary pane

This pane provided a list of the top five events that have occurred within your managed
environment. The arrow to the right of each of the top five events is a shortcut that will take
you the specific event information in the System Events window.
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Protected Data summary pane

This pane provides an overview of the number of data sets, volumes, gtrees, and OSSV
directories that are currently protected.

Data Set Protection Status summary pane

This pane provides a quick and effective overview of any pending problems with any of the
data currently being protected.

Unprotected Data summary pane

This pane provides you with a quick overview of any data currently in an unprotected state.
The Data Sets row represents data sets that have been created but not yet protected. The
Volumes and Qtrees rows represents data that has not yet been grouped into data sets or
have been assigned a protection policy.

Data Set Lags summary pane

This pane provides you with information of the lag (how long the backups are out of sync
with the source) for a particular data set. As long as the lag time is less than the backup
frequency time, the status is considered to be good. If the lag time exceeds the backup
frequency assigned to a data set, then the protection status of that data set at risk and
SLAs, if any, are not being met.

Resource Pools summary pane

This pane provides an overview of your resource pools and how much storage is currently
utilized.

Note: The arrow in the top right corner of each pane shown in Figure 13-5 on page 323 is
a shortcut to the corresponding detailed pane.
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Figure 13-5 Protection Manager Dashboard window

13.1.5 Protection of discovered data

Protection Manager relies on a DFM Server database for information about storage systems
and hosts. The DFM Server periodically polls the state of the registered storage systems and
hosts. Protection Manager is able the tell you about storage systems and hosts and the
protection status of their data. If the data is unprotected, the application reports the data in
the dashboard as unprotected. From the Unprotected Data pane, you can drill-down to find
detailed information that helps you decide whether to back up and mirror the data.

Note: To add a new storage system to Protection Manager, first configure the DFM Server
to discover and manage it. You can do this by using the “Add Storage System” wizard in
the Storage systems submenu of the Hosts section of the N series Management Console.
Protection Manager will then notice the storage system and report on it.

If new volumes are created in an aggregate that is already protected, that protection is
extended automatically to them. Likewise, for new Open Systems SnapVault clients that
replicate to new volumes on aggregates in Storage systems or on a vFiler unit that are
currently protected, the protection is automatically extended to these new volumes.
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For example, if you create a FlexVol® volume on a storage system that is a member of a
protected data set, the protection configured for that data set is applied automatically to the
data in the new FlexVol volume. Protection Manager creates backup and mirror relationships
for the new data, as defined in the policy applied to the data set, and provisions storage on
the destination systems for copies of the new data.

Figure 13-6 shows two N series storage systems, itsonas1 and itsonas2, which have
resources that are listed as unprotected. Itsonas1’s aggregates are displayed in Figure 13-6.
Operations Manager will consider these resources as protected once you add these
aggregates (or the entire storage system) to a current or new data set that is protected with a
protection policy. In our scenario, we attempt to create a new data set for the Microsoft
Exchange aggregate and assign a protection policy to protect these volumes and LUNs within
this aggregate.

Figure 13-6 is the summary window for Protection Manager. You can see in the pane
associated with unprotected data that there is storage that is currently unprotected.

Note: If you create or modify aggregates or volumes through FilerView or the text console
on an N series storage system through the command-line interface (CLI), you may not see
the changes reflected in Operations Manager or Protection Manager until the next refresh
cycle of the DFM Server’'s monitoring agents. The default refresh cycle is 15 minutes and
this can be changed through the Operations Manager interface; however, note that
increasing the refresh frequency will, in turn, increase the performance load on the DFM
Server.

Note: If you modify aggregate names or volume names through FilerView or the N series
CLI, you will see the changes reflected in Operations Manager or Protection Manager at
the next refresh cycle. Operations Manager (and Protection Manager) does not become
confused when aggregate names, volume names, and LUN names are changed through
FilerView or the N series CLI.

@ IBM N series Management Console : Manage Data - root on 9.11.218.152
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@ Data Set Delsted vegemite ES Lag Error
§ -‘ Resource Pool Modified SnapautTargetsOn_i... & Legtanin
@ Resource Group Modified Allthe NAS boxes » Frotection Suspended Click Here
@ Volume Clone Deleted tsonast + RRUCie a2y
Protected
@  Velume Destroyed itsonas| > roreete
Protected Data _':’/l 2) Unprotected Data
Data Sets o Data Sets
Volumes o Volumes
i Ctrees L] Ctrees
0SSV Directories o
Data
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. Discovered Unprotected Data that can be
Pp— represented by a DataSet and then protected
system Data Set Lags 1 3 2)i3)
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Figure 13-6 Overview of unprotected data
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Figure 13-7 Shows the Unprotected Data window. In this window, you can see the two
storage systems. The highlighted system, itsonas1, has a number of aggregates and volumes
that need to be protected.

@ IBM N series Management Console : Manage Data - root on 9.11.218.152 E]@

File View Tasks Help

<= o [B) @ | Growp 51 Global [=
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Host Name: itsonas?

Dashboards B itsonasi
= & agaro
| i 60 voo Host Type:  Storage System
=N agar AnkleBiters lgnored: Mo
#- [ voMSExchange
Hosts #- [ volvegemite
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System = & aggrFieShares

Policies

# [ voNFSCFSFileShare

Get Started

Figure 13-7 Report of unprotected storage systems and their data

13.2 Restoring data

The primary aim for protecting data is to be able to restore that data in the event there is some
form of data loss. An protection strategy is regarded as effective if the following are true:

» The data sets are well defined and correctly encompass all relevant data associated with
the business application or data resource that needs protection.

» The applied Protection Policy correctly reflects the business recovery outcomes desired.

» The appropriate data protection agents (if any) on hosts accessing this data are correctly
configured and are able to be manipulated or driven by protection scripts.

» Protection scripts (if any) are written to properly capture the data in such as way as to
guarantee a successful restore or recovery.

» Alerting mechanisms are well defined and are able to promptly relay to the relevant staff,
information about error or warning events.

» Resources used for protecting data sets are adequately provisioned and able to cope with
various unexpected changes and interruptions to a replication activity, including timely
alerts of impending shortage of available storage resources as backup targets.

» There is a simple and effective restoration mechanism, designed to minimize recovery
times.

While the scope for most of these items are outside the scope of this IBM Redbooks
publication, we are able to demonstrate the steps associated with restoring data using
Protection Manager. This will be covered in 13.6, “Demonstration of restoring data” on
page 397.
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13.3 Setting up the environment for demonstration

In this section, we set up an environment to demonstrate the use of Protection Manager. We
define a data set from unprotected data and employ a protection policy against it. This, in
turn, will require a resource pool and a provisioning policy for data protection use.

We will create a data set to represent an existing Microsoft Exchange environment.

We will use a protection policy to backup and mirror the source LUNs (on jitsonas1) to another
storage system (itsonas2).

To begin with, we use pre-created protection policies, provisioning policies and resource
pools in order to maintain the conceptual flow of the demonstration. For details about how to
create resource pools or provisioning policies, refer to Chapter 14, “Provisioning Manager
setup” on page 437. We will, later in this chapter, review the steps we took to create the
protection policy, provisioning policy, and resource pool for this demonstration.

We demonstrate the process of adding an Open Systems SnapVault (OSSV) host to a DFM
Server, creating a data set to protect its data, and assigning a protection policy to protect the
data.

Finally, in this demonstration, we restore data from a backup.

See 13.3.1, “Overview of the protection policies templates” on page 326 for an overview of
existing protection policies.

See 13.3.2, “Creating a new protection policy” on page 332 for details about how we create a
custom protection policy based on the existing (template) policies.

See 13.7.2, “Creating the provisioning policies” on page 414 for a demonstration of the steps
we took to create one of the provisioning policies used here.

Tip: In a customer environment, it is likely that the customer has defined storage according
to usage, availability, and performance tiers. In this case, you may decide to create
resource pools to match these definitions and group all LUN based aggregates into these
pools and make use of resource labels that represent application suites to distinguish
between them.

A protection policy is applied against all the members of a data set. You may have
application suites that depend on multiple storage tiers (and resource pools). You can
have individual provisioning policies for provisioning storage from these pools.

Care must be taken in setting up your environment in order to ensure you get the
organizational data protection outcomes you are looking for. This is a standard
requirement that is applicable regardless of the storage technology and backup
mechanisms you use and is not unique to N series technology.

13.3.1 Overview of the protection policies templates

Protection Manager has a number of predefined policies that can be used directly or as
templates. We can create new policies that are based on these templates by highlighting a
template and then selecting the Copy button. Protection Manager will immediately copy the
template and prefix the text with “Copy of...”. You can then select the copied template and click
the Edit button to edit and rename the new policy.
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Figure 13-8 shows the list of templates. We now select a template and walk through its
various properties. In this example, we select the template “Chain of two Mirrors”, which
essentially uses SnapMirror to copy source data to a mirror target and then, at a later time,
mirror that target to another target. This policy is useful for situations where frequent backups
need to be made of the production (source) storage to an intermediary point for rapid restore
or recovery, and less frequent copies need to be made for DR or archive purposes.

* Protection Overview | Schedules
Pravisioring 4 naa [ 2 e | Semr—emem | Click to Edit / View
vFiler Templates
Name ~ | Description - | B
;,‘9’] Back up Local backups on primary, then back up primary to secondary G
ﬁl Back up, then mirror Local backups on primary, then back up primary to secondary, then mirror secondary to tertiary
4]
ﬁ] Local backups only Local backups on primary, no remete backups, no mirrors
;‘PJ Wirrar Local backups on primary, then mirror primary to secondary
;,“’J Mirror and back up Local backups on primary, then mirror primary to one secondary and also back up primary to another se..
El Mirror to two destinations Local backups on primary, then mirror primary to two different secondaries
;‘PJ Mirror, then back up Local backups on primary, then mirror primary to secondary, then back up secondary to tertiary
;,“’J Mo protection Mo local or remote backups, no mirrors
ﬁl Remote backups only Back up primary data to secondary without local backups (e.g. for open systems)
X &
~N
Default Protection Templates
=) — Graphical Representation
Dashboards \ \ | Of S_elected Protection
Policy
Data Primary data First mirrar Second mirrar
il

Figure 13-8 Overview of protection policy templates window

The properties window shown in Figure 13-9 shows the name and description of the
template. You can change these fields to anything you like. When creating a new policy that is
based on this template, change these fields on the copied policy to reflect the specific use you
have planned for this policy.

@ Chain of two mirrors Properties

Properties | Mades & Connections | Preview Template name and Description L

Mame: Chain of two mirrors

Description: |L0c:a| backups on primary, then mirrar primary to secondary, then mirror secondary to tertiary

AN

Use the Description to understand what
steps this protection Policy will take, if
applied against a Data Set

[ oK ] Cancel

Figure 13-9 Properties tab within a protection policy
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Figure 13-10 shows the Nodes & Connections tab. This tab is where most of the policy
actions are defined. In some policies, the workflow steps here can be more simplistic. In this
policy, the workflow makes a mirror copy of the source data at a user defined schedule. This
schedule is executed relative to the time zone the storage system is located in. It then mirrors
the copy to another destination at another user defined schedule.

@ Chain of two mirrors Properties
Properties | Modles & Connections  preview
: Generic Name |
Nodes and Connections to re p resent
Prmary data : : 1st Ste 4] of
Mt ettt | this policy When it will run. Click to
irst mirror .
First mirror to Second mirror '—|/ SEIECt Other tlmes
Second mirror Node Name: ||Primary data | [ -
Local Backup Scheclule: ||Sunday at micnight with claily and hourly [: |
How |ong this Backup Retention Durations Lag
backu p ! Each schedule applied to this policy has its own Warning Thresheld: 1.5 Days -
retention setting. You can specify how lohg ta
$ naps hOt m USt retain backups made with each schedule type. Error Threshold: IE Days [=
be ke pt Hourly: |1 o |Days [:
\ e K eeks [~ \ If Lag exceeds
wesky: |50 weers [+ threshold, generate an
Monthy: (0.0 weeks  [* alert event
[~Backup Script
path: |
Run As: |

=

For custom scripts to be run before backup activity

OK Cancel

Figure 13-10 Primary data in Nodes & Conditions tab within a protection policy

The first step in the workflow allows you to define what needs to be done with Snapshots of
the source data and when. It also allows you to determine how long to keep the copy, which is
usually according to the retention policy your business requires for that data set. The lag
threshold area allows you define acceptable lag warning and error thresholds that satisfy your
business protection criteria. If you have custom applications that need specific actions to be
carried out prior to the backup, then you may provide a backup script. An example would be a
script that takes a database into hot-backup mode so that data can be flushed to disk prior to
the snapshot being taken.

Figure 13-11 on page 329 shows the next step in the workflow. Here we can define the
frequency of the mirror as well as how much network bandwidth the mirror should take while
replicating. Throttling the bandwidth is very useful when using remote connections that are
not dedicated to SnapMirror and need to be shared.

Note: Setting the throttle bandwidth too low or using an network bandwidth that is too low
for successful replication within the specified frequency will cause the replication policy to
be ineffective and may affect your business data protection SLAs.
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(2 Chain of two mirrors Properties

Properties Nodes & Connections Preview | Execution Step to get to next -
Modes and Connections K Stage (in this case a Snapmirror)

[Primary data }

Primary catatoFrstmirorfppy |:| Execution Frequency. Click to
First mirror

- . select other times
First mirror to Second mirror

Second mirror Schedules
| Mirror: |Haur|y on half hour [T
a2 IV\
-

| Throttle: |(none)

1 nd

Bandwidth Throttling. Click to
select other values

o oio oi0 oain oieo ol nia aila ais ain nie ain o
0200 0400 0600 0800 1000 1200 1400 1800 1800 2000 22:00
Time

| * Hourly Events

Lag

‘Warning Threshold: |1 5 Hours F-
Error Threshold: |3.D |Hou| s F
OK Cancel

Figure 13-11 EXxecution step on primary data within a protection policy

An effective replication frequency is determined by:

1. Assessing the amount of data that needs to be replicated at each cycle by understanding
the rate of change to the source data set

2. Assessing the time taken to complete the replication given the available bandwidth for the
task

3. Allowing adequate extra time to ensure that unforeseen issues that may extend the
replication duration do not impact on or collide with the next replication period

4. Ensuring that adequate extra time is also available to accommodate any other activities
that also need to complete before the next replication cycle, such as Snapshots for
backups

5. Ensuring that the start time of each replication cycle does not clash with any other
protection activities that may be running on the same data set

Note: The execution of the policy occurd relative to the time zone where the data set is
located, as defined in the data set’s definition.

Note: A scheduled snapshot on a SnapMirror source will fail if a currently running
SnapMirror operation on that source has not yet completed. If this happens, updates to the
source data may not be backed (through Snapshot) up until the next cycle. This may not
necessarily affect SnapMirror operations unless the SnapMirror is configured to use the
specific Snapshot created.
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Figure 13-12 shows the first mirror target for this two stage replication. In this scenario, we

may envisage the mirror target being located near the data source and with adequate
bandwidth between the two storage systems.

() Chain of two mirrors Properties

Properties Modes & Connections Preview |

Modes and Connections

Frimary data

Primary cata to First mirror D
T >

First mirror to Second mirror
MNode MName: |Firsl mirror \

Second mirror
Name of 1st Mirror Target

OK Cancel J

Figure 13-12 First mirror way point for the protection policy

Note: A policy is not effective unless it is applied against a data set. When you apply a
policy against a data set, a new wizard will launch to gather specific information, such as
the data set name, target resource pools for first mirror, target resource pools for second
mirror, and so on. See 13.4.2, “Creating the data set” on page 334 for details about
applying a protection policy against a data set.

Figure 13-13 on page 331 shows the next replication schedule. In this scenario, we may
envisage the second mirror site to be at a remote location and that it requires an hourly
backup that is out of phase by 30 minutes from the previous mirror workflow step.
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(%) Chain of two mirrors Properties
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Figure 13-13 Execution step against first way point within the protection policy

Figure 13-14 shows the final stage of the protection policy wherein we define the name of the
second mirror. These names (first mirror and second mirror) are used by Protection Manager

to assist in creating unique relationship names that are also humanly readable when viewing
from FilerView.

@ Chain of two mirrors Properties

Properties | Modes & Connections | Preview

Modes and Connections

IPrilnaar\,r data

Primary ciata to First mirror |:| — |:| —_ D
First mirror

First mirror to Second mirrar
Second mirrar

Mode Name: |Second mirrar

Temporary name of
final target

[ Ok ] Cancel

Figure 13-14 Final way point within the protection policy
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Figure 13-15 shows the outcomes of any changes proposed and a recommendation of
corrective action (if any is needed).

@ Chain of two mirrors Properties

Properties Modes & Connections Preview

Preview Details

@ Your proposed changes have been tested; there are no warnings or errors. Click 'Apply' to commit these changes.

\ Preview pane provides feedback of
any potential problems with
implementing this policy

QK Cancel Apply

Figure 13-15 Review of changes tab within a protection policy

13.3.2 Creating a new protection policy

As stated before, we can create new policies that are based on these templates by
highlighting a template and then selecting the Copy button. Protection Manager will
immediately copy the template and prefix the text with “Copy of...”. You can then select the
copied template and click the Edit button to edit and rename the new policy.

13.4 Demonstration of protecting data with a data set

In this section, we create a data set to represent a Microsoft Exchange Server volume. There
are a number of steps to successfully protecting data.

1. Locate an unprotected data source (this could be a storage system, aggregate, or
volume).

Create a data set with the located data source as a member.
Assign an appropriate protection policy to the data set.
Provision the resources pools in order to enforce the protection policy.

ok 0N

Monitor the Protection Manager Dashboard for details on the health of the protected Data
set.

Note: The “Protect” Command located on the data set window makes it possible to launch
a special backup on demand, such as prior to the beginning of a change activity.
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13.4.1 Identifying unprotected data

The simplest way to identify unprotected data is to use the Protection Manager Dashboard.
This Dashboard has a section that presents an overview of unprotected data. Use the arrow
in the top right corner of this pane to get to the Unprotected Data summary window, as shown
in Figure 13-16.
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0SSV Directories 0
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Figure 13-16 Protection Manager Dashboard showing unprotected data
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13.4.2 Creating the data set

When you click the arrow pointed to by the blue marker, as shown in in Figure 13-16 on
page 333, you will arrive at the Hosts tab for Unprotected Data, as shown in Figure 13-17.
From here we are able to identify resources that need protection. We select the volExchange
volume on itsonas1 and add it to a new data set.

(2 IBM N series M 2 Console : Manage Data - root on 9.11.218.152

File Wiew Tasks Help
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T 7 S " SN -
ttsonas2 Storage System Ho

Volumes that need to be
protected for itsonas1

yd 3

=
Dashisards tsonas1 Host Name: tsonas1
= = aggr0
” = 6 void Host Type:  Storage System

Policies = B aggrankeBiters Ignored Mo
#- [ volMSExchange
Hosts =0 volVegemite

s & agorESxhosts
£n = & aggrFileshares
Get Started = [ volNFSCIFSFileShare

Figure 13-17 Identifying unprotected data

To add a volume to a new data set, first select the volume or volumes and then click the Add
to new Data Set button, as shown in Figure 13-18 on page 335.
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{2) IBM N series Management Console : Manage Data - root on 9.11.218.152
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Figure 13-18 Adding unprotected data to a new data set

This will launch the Add Data Set Wizard, which will walk you through the steps for creating a
new data set.

@ Add Data Set Wizard .
Welcome to the Add Data Set Wizard.

This wizard will help you construct data sets.

A data set is a collection of primary storage containers, plus all the replicas of the data in those
containers, that use the same protection policy.

TH

IBM System Storage
DataFabric®Manager

To continue, click Mext.

[ Mext = ] Cancel

Figure 13-19 Add Data Set Wizard welcome window

A data set is uniquely identified by its name. It is helpful to ensure that the name correctly
reflects the use of this data set. It is also important to indicate to Protection Manager the time
zone in which the data set resides. This helps Protection Manager ensure that scheduled
events like protection activities occur at the correct times relative to the time zone of the data
set being protected.
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Figure 13-20 shows the details we entered to create the “MS® Exchange Servers” data set.

Note: While the Description, Owner, and Admin fields are optional, you are strongly
advised to make use of these fields to self document the function of this data set.

(2 Add Data Set Wizard

General Properties

“ou must pro name for the nesw Other progpel re optional.

Narme: M Exchange Servers

Description: .AII M5 Exchange servers \

owner: [T et

Contact |cactus@itsoucsan dam.com Name and TimeZone where
P— the storage system resides

Time Zone: AmericaPanama are ma ndato ry
AmericaPangnirtung

America/Paramaribo

S

America/Port-au-Prince

To continue, click Mext.

= Back Mext = Cancel

Figure 13-20 Uniquely identify the data set with a name and time zone

A data set needs to be added to a group. This feature makes it possible to collectively operate
data sets for that group. You will not be able to create a new group in this window. If you need
a new group, create it first before you launch the wizard.

——

(© Add Data Set Wizard

ect the group to which the new d 2t wvill be added

= Global
Allthe NAS boxes
Linux Hosts

Select the Group you want the DataSet
to reside in

To continue, click Mext.

= Back Mext = Cancel

Figure 13-21 Add the data to a group
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As we are attempting to create a new data set to protect existing data, we will select Assign
Resources Manually, as shown in Figure 13-22.

(2) Add Data Set Wizard

Modify New Node Resources

How would you like to add resources to this data set?
':::' Use a provisioning policy

(® Assign resources manually

As the resources already exist, we will not
want to provision

To continue, click Mext.

= Back Next = Cancel

Figure 13-22 Opting to add resources manually

Chapter 13. Protecting your data with Protection Manager 337



If there are additional resources you wish to add to this data set, you can do so in the next
window, as shown in Figure 13-23.

(©) Add Data Set Wizard

Physical Resources

to be included in t

Data Set: MS Exchange Servers

[]

:Available Resources: Besources in this Data Set:
= 6] Goba
=5l Allthe NAS boxes
= itsonas1
+! agard
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+ aggrFileShares

+ itsonas2
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+1§] Windows Hosts Selected. To add more,
+ - M itzonasi == _
e — navigate to a storage
== array, aggregate or
= volume and select this
button
To continue, click Mext.
= Back Mext = Cancel

Figure 13-23 Adding resources manually

A data set can contain resources from multiple N series storage systems.

Finally, the Preview window reviews what you wish to do and will inform you if it perceives any
warnings or errors. If no warnings or errors are found, you will get a successful result, as
shown in Figure 13-24.

(9 Add Data Set Wizard

Preview

Preview Details

1! Your proposed changes have been tested, there are no warnings or errors.

If errors were found, they would be listed
here

To continue, click Mext.

= Back Mext = Cancel

Figure 13-24 Previewing details of tasks to be executed
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The final window actually summarizes the tasks that the Protection Manager Wizard will carry
out, as shown in Figure 13-25.

(2) Add Data Set Wizard

Completing the Add Data Set Wizard.

You have successfully completed the Add Data Set Wizard,

‘When you click Finizh, the followding configurstion tasks will be performed.

Surmtnary of tasks:

Creste a new data set

Marme: M= Exchange Servers

Description: Al M= Exchange servers

Owvner: 1T Admin

Contact: cactus@itso tucson ibin com

Time Zone: AmericaPhoenix

Fezource group to add the data set towWindows Hosts
Data set physical resources:

itzonast: svolMSExchange

IBM System Storage™
DataFabric®Manager

To close this wizard and begin the configuration tasks, click Finish.

= Back Finish Cancel

Figure 13-25 Final window for Add Data Set Wizard

Once the data set is created, you will be presented with the Summary window for unprotected
data sets. The data set you have just created is ready but is not yet protected, as shown in
Figure 13-26. To protect this data set, you need to navigate to the data sets summary window

by clicking the Protect button.

— —
(2 IBM N series Management Console : Manage Data - root on 9.11.218.152

Fie View Tasks Help
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@ | Growp
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N
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Dashboards

This is the summary screen.

created Data Set

Policies
Hosts
System

{ Get Started

Click this button to switch to the
Protect Data Screen

Figure 13-26

Unprotected data sets summary window
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13.4.3 Reviewing the resources to be protected

The ownership tab shows all the data sets currently created and a brief summary of the

highlighted data set is also shown. From this window, we see that the data set is in the

Arizona/Phoenix time zone, there are no issues with the data set (it is conformant), and that it

has no protection policy and is currently unprotected.

(5 IBM N series Manag Console : Manage Data - root on 9.11.218.152 |._|[gﬂ
File View Tasks Help %
&/ 2 @ crow [5 ciona B
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@ [& Add 7 Edt X Delete [ Protection Palicy Wrotect iow @ Susperd @ e @ Restore
Unprotected Data
Name ~ | Overall Status ~ _ Protection Policy ~__ Primary Provisioning P... =  Deseription = B
ﬁ MS Exchange Servers - All MS Exchang ‘ -
/ -
- — —
- [-_——
. . Mode Mame: MS Exchange Servers
This tells us the Data Setis
s
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Resource Status: " Normal
Dashboards I‘@ { Physical Resources:  itsonas1:fvolMSExchange
” Resource Pools:
- MS Exchange Backup Versions:
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Owner: IT Admin
ozt Contact: cactus@itso tucson ibm.com
System Time Zone: AmericaPhoenic J
Get Started [~]

Figure 13-27 Overview of a data set
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Before we begin the steps to protect the data set, let us take a look at the resources to be
protected. To do this, we click the Provisioning tab, as shown in Figure 13-28.

(2 IBM N series Management Console : Manage Data - root on 9.11.218.152
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Figure 13-28 Data sets (protected or not) summary window
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The provisioning tab for this data set shows the resources that belong to it. Figure 13-29
shows the current space utilization of a resource within the data set. You can look at detailed
information about each resource by selecting a different resource in the resources area of the
window.

Note: This view may not necessarily show any detail to begin with, as the information
about the contents of these resources will only be available at the next DFM Server
refresh.

In Figure 13-29, you can see the highlighted volume’s details as well as LUNs residing within
the volume.
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File View Tasks Help %
<= o [2) @ | Grows 5 Global (B -1"\__‘

* Data Sets Overview | Provisioning

@ Resource Pools

L. S = .
Unprotected Data I Provision |/ Resize Storage % Delete Storage % Delete Snapshot Copies
Data Set ~ v Space Status ~ | Storage v | Space Status ~  Total space Available Space =3
o rconge sever e e (T SN T T -
Volume - itsonas1:MolMSE ~) Unknown 1.00 GE OKB
/ - itsonas1:moIMSE. . Unknown 1.00 GB OKB
LUNs a &
Data Volume
1
[# Used space: 201GB ——— Maximum size limit. 12.05 GB

Free space: 9.04GB — — —  Total volume size:  11.05GB

Total data space: 11.05 GB N — Snapshet reserve; 0.00 GB

Snapshot Space Guarartee: Volume

8 Used Snapshot space: 0 KB Space Stetus: () Unknown

GB

Free Snapshot space; 0 KB
Maxinum size

Snapshot reserve: OKB Maximum size remaining: 1.00 GB

Dashboards B Snapshot overflow:  OKB

Policies

Hosts

System

Current space hreakout | Space usage history
Get Started d J_

Figure 13-29 Data set provisioning details - current space breakout

Figure 13-30 on page 343 shows the space usage history for each resource within this data
set. This information will initially be of little use but will become progressively more useful over
days and weeks as trending information is collected by the DFM Server and summarized here
by Protection Manager.
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Figure 13-30 Data set provisioning details - space usage history

Note: If you use FilerView to rename the aggregates and volumes for this data set, this
action will not cause any problems. The DFM Server is able to track each aggregate,
volume, and LUN through name changes. Changes to the names will be reflected in the
next refresh cycle.
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Figure 13-31 shows the level of protection the data set currently has. In the next section, we

assign a protection policy, provision resources to support that policy, and review the job and

event logs. We also discuss the use of on demand protection using the Protect Now button in
13.4.6, “Protecting the data set manually or on demand” on page 359.
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Figure 13-31 Data sets summary window showing the current protection status

13.4.4 Assigning a protection policy to the data set

In this section, we identify an appropriate protection policy and assign it to this data set. To
specify a protection policy for this data set, click the Protection Policy button, as shown in
Figure 13-32 on page 345.

Note: The protection policy you select must match the recovery or Business Continuity
outcomes your organization has determined for the application and data you are trying to
protect. Protection Manager is not able to predetermine what these outcomes should be
based on the type of application or data you have.
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Figure 13-32 Data sets overview window

This action will launch the Data Set Policy Change Wizard, as shown in Figure 13-33, which
we use to set the protection policy for this data set.

(%) Data Set Policy Change Wizard

IBM System Storage™
DataFabric®Manager

To continue, click Mext.

Welcome to the Data Set Policy Change Wizard.

Thiz wizard will help you change the protection policy for a dataset.

By changing the protection policy, you can define how data stored in data set members should be backed up or mirrored. In
acldition, you can choose which provisioning settings and resources are assigned to the nodes defined by the new policy .

Cancel

—

Figure 13-33 Data Set Policy Change Wizard launch window
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Clicking Next brings us to the Protection Policy window, where are can select an appropriate
protection policy. We have a policy called “Mirror MS Exchange LUNs”, as shown in

Figure 13-34, which was created by making a copy of the “Chain of Two Mirrors” protection
template and then renaming it.

@ Data Set Policy Change Wizard

Prol ion Pol

MName % |Description ~ B
:"%I* Mo protection policy Do not assign a protection policy [a
41’;] Back up Local backups on primary, then back up primary to secondary
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_1’;] Local backups only Local backups on primary, no remote backups, no mirrors

_&’J Mirror Local backups on primary, then mirror primary to secondary
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]
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;"’I Mirror, then back up

;"’I Mo protection

;‘PI Remote backups only Bacl primary data to secondary without local backups (2.9. for open systems)

Local backups on primary, then mirror primary to two different secondaries
Local backups on primary, then mirror primary to secondary, then back up secondary t...
|local or remote backups, no mirrors

We select the policy
previously created to Mirror
MS Exchange LUNs to a target
Prirmary DataSet Mirror Target
To continue, click Mext.
= Back Next = Cancel

Figure 13-34 Protection policies that can be selected

As the protection schedules were also previously set, as shown in 13.3.1, “Overview of the
protection policies templates” on page 326, the wizard is now only interested in determining
the target location for the mirror policies, as shown in Figure 13-35 on page 347.
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To continue, click Next.

< Back et = Cancel

Figure 13-35 Electing to use a provisioning policy to protect the data set

As we plan to provision new targets for this protection policy, we need to select a provisioning
policy that correctly matches the desired outcomes. From the drop-down menu shown in
Figure 13-36, you can see that the provisioning policies shown are only those of the
classification “Secondary” storage type. Depending on the provisioning policy you select, you
also need to select a suitable resource pool. The term “Secondary” in this diagram implies
that a Resource Pool can be a SnapMirror destination or SnapVault secondary.

@ Data Set Policy Change Wizard =
Y 8

Prowisioning Policy Selection

You can a provisioning policy and export settings far this node

MNode Name: Mirror Tarc
Provigioning policy: | (default) [+

(clefault)
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" File SharesOl
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=]
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Only Secondary provisioning policies
will be listed here

To continue, click Next.

< Back Mext = Cancel

Figure 13-36 List of provisioning policies for Secondary Storage type
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When you select a provisioning policy, the wizard will automatically show you which resource
pools will match the provisioning requirements as set within that policy. The resource pools
that are not compatible will have a “?” next to them, as shown in Figure 13-37.

(2) Data Set Policy Change Wizard

isioning Policy Selection

ing policy and export settings for this node

Mode Mame: Mirror Target
Provisioning policy: |provision_SnapVautSecondaryTarget (RAID DP) [+

Resource Pools

Resource Pools: ree Pools inthis Node:

1 ES¥hostsOn itsonas] =
|| % File SharesOn_itsonas1 |
[ S LUNsSnapMirrorTargetsOn_itsonas2 ==
' SmallStorageLUMsPoolOn_itsonasi
| ¥ SnapVaultTargetsOn_itsonas2 |

The wizard automatically shows which
Resource Pools are not viable, given
the protection policy you select.

To continue, click Mext.

< Back Next = Cancel

Figure 13-37 List of compatible resources pools for the selected provisioning policy

We select the “SnapMirrorTargets - RAID 0 (Gateway RAID 5)” provisioning policy, as shown
in Figure 13-38 on page 349. We then select the resource pool called

“LUNSnapMirrorTargetsOn_itsonas2” as the desired resource pool for our mirror targets to be
stored on.
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(2) Data Set Policy Change Wizard
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Exchange LUNs to a ShapMirror Target,
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To continue, click Mext.

< Back ‘ Mext = Cancel

Figure 13-38 Selecting the correct resource pool for the provisioning policy

The wizard gives us the opportunity to specify a vFiler as a target (if there are any), as shown
in Figure 13-39.

{©) Data Set Policy Change Wizard

vFiler Selection

Youc ch vFilzr iz to be included in this node

Mocle Name; Mirror Targst

[

Select a vFiler unit:
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To continue, click Next.

< Back et = Cancel

Figure 13-39 Selecting a vFiler target in the Data Set Policy Change Wizard
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The Preview window, shown in Figure 13-40, details all the steps the wizard will take to satisfy
the request. It will:

1. Analyze the data set to determine how many aggregates, volumes, and LUNs need to be
protected

2. Use the protection policy requirements to determine the scheduling priorities

3. Use the provisioning policies and the resource pools to create the necessary aggregates
and volumes to host the mirror targets

4. Use the protection policy to derive the names of the SnapMirror targets that it must create
5. Attempt to set up the relationships between the data sets and the SnapMirror targets

6. Create the scheduling entries to kick off the SnapMirror activities as per the protection
schedules

22) Data Set Policy Change Wizard

Preview

Yol can reviewy thiz sutnmary of the data set policy changes

Preview Details

@ Information: 2

Expand Al [= Copy To Cliphoard

= @ Information; Provision & nesy flexible volurme of 227 GE from aggregste 'tsonss2: aggrankleBitersBackup'(S84).

= @ Information: Creste volume mirror relationshipls) hetween ftezonas1 ivolMSExchange’ and newy wolume to be provisioned

from resource pool(s) LUNsSnaphirror TargetsOn_tsonas?' (595).

To cortinue, click Next.

The preview provides feedback on potential
problems that may be experienced or and
policy errors. There are none in this case.

= Back Mext = Cancel

Figure 13-40 Summary window for the Data Set Policy Change Wizard

If, in the previous windows, we have incorrectly selected a resource pool, this window will
show us any errors, such as the one shown in Figure 13-41 on page 351.
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@ Data Set Policy Change Wizard

Preview

Preview Details

@ Error: 1
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< @ Error: Attention: Provisioning a new flexible volume (mirror destination) failed.

e
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destination that did not meet the
Storage Availability criteria set in the
policy (RAID DP) to see what the
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To continue, click Mext.

< Back Mext = Cancel

Figure 13-41 Example of ;rrors generated by the Data Set Policy Change Wizard

After any errors are reviewed and rectified, we are presented with the final summary window
of actions to be run, as shown in Figure 13-42.

(2) Data Set Policy Change Wizard
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IBM System Storage™
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To complete this wizard and commit your changes, click Finish

= Back Finish Cancel

Figure 13-42 Summary window for the Data Set Policy Change Wizard
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When you click the Finish button, the Data Set Policy Change Wizard will begin executing the
scripts it has created to achieve the outcome we specified. We can see that jobs are running
and the Conformance status field for the data set has moved from non conformant to “In
Progress,” as shown in Figure 13-43. This view is made possible by clicking the Primary
DataSet icon in the details pane for this data set.

Before the policy was applied, the data set was in a conformant state in accordance with its
then policy requirements. After the protection policy is applied, the data set automatically
becomes nonconformant and changes to the “In Progress” state, as shown in Figure 13-43,
until it has completed all outstanding steps that are needed for it to be once again in
conformant state. In this case, a list of steps are defined to attain that new state and these
steps are translated by Protection Manager into jobs that will be executed by the DFM Server
and by the storage arrays involved. Then, when all the jobs are completed and verification is
satisfied, the data set will once again enter the conformant state.

Review the Jobs and Events windows for details about the jobs that were executed by
Protection Manager and the DFM Server as well as the events that were registered. Event
messages often refer to a job ID. You can identify the relevant jobs in the jobs window by
updating the table preferences to show the Job ID column.
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Figure 13-43 Data set protection status overview

The Protect Now button is used to trigger a manual backup of the data set. This is particularly
useful when you need a special backup to be run prior to a major change activity, such as a
database re-organization, application patch, or code upgrade.

The overview details of the data set shown in Figure 13-43 are visible because the Primary
Target icon was selected.
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When we click the SnapMirror relationship icon in the same window, we are then presented
with details of the mirroring schedule, as shown in Figure 13-44. For completeness, we have
also shown the event windows that will be presented when the respective buttons for
Relationships and Schedules are clicked. Note that you are able to filter All, Successful,
Warning, or Error events while in the Relationship Details window.
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Figure 13-44 Relationship and schedule windows for this data set
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When we click the mirror target, as shown in Figure 13-45, we are able to view the physical
resources and any Snapshots being used to host the mirror targets as well as the names of

the resource pools used. Clicking the respective “details” buttons bring up the Physical
Resources details window and the Resource Pools details window.

(@ IBM N series Management Console : Manage Data - root on 9.11.218.152

File View Tasks Help

<= o 2 @ | Growp |51 Giobal (=
. » Data Sets

Overview | Provisioning

Resource Pools

@ Add LV Edt X Delete [} Protection Policy 7 protecthow () Suspend @ Resune
Unprotected Data
Name ¥ “  Overall Status % Protection Policy
ﬁ MS Exchange Servers Mirror MS Exchange LUNs -
@ Physical Resources E

= [ itsonas2: idfom_MS_Exchange_Servers_SM_1240583295_2613042064
1@ (non-gtree data)
] dfpm_MS_Exchange_Servers_SW_1 240583295 _2613042064/LUND
] dfpm_MS_Exchange_Servers_SM_1 2405832095_2613042064/LUN1

= | Primary Provisioning Palicy

8 Restore

VN

“  Description

hange servers

- B
a

Mirror Target

RAID 0 (Gateway R.

provision_SnapMirror Targets -

LUNsSnapMirror TargetsOn_tsonas2

al Resources:  itsonas2: fdfpm_MS_Exchange_Servers_SM_1240583295_2613

=

(2 Resource Pools

[ox]

3! LUNsSnapMirror Targetson_itsonas2

[OK ] ovisioning Policy:
H Resource Pools:
I {
Dashboards Primary DataSet Mir;ur Ta;g; [
| ?
Policies . . a
This icon is selected. Details __,
- i
flosts are shown on the right pane
System —
Get Started

Figure 13-45 Mirror target and details for this data set

When every task is complete, and if there are no errors, we have the Conformance indicator
for the data set move to Conformant, as shown in Figure 13-46 on page 355. At this point, all
dependencies have now been provisioned and we are finally able to enforce protection for this
data set. The data set’s Protection Status is currently in the Uninitialized state, reflecting the

fact that the background jobs are still in progress.
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Figure 13-46 Conformant status of the data set

Once the background jobs have completed (including initialization), the status will change to

protected, as shown in Figure 13-47.
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Figure 13-47 Status now shows “Protected”
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Finally, if you right-click the data set, you will be presented with a list of possible actions.
These actions are also found in the toolbar above the row headings, as shown in

Figure 13-48.
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Figure 13-48 Allowable actions for a data set

13.4.5 Reviewing background jobs that ran in order to create the data set

At this point, it is important to note that the Data Set Policy Change Wizard had executed
scripts to achieve the outcomes we specified. You can review the jobs that ran and the events
generated to achieve this by navigating to the System Jobs window in Protection Manager, as

shown in Figure 13-49.
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Figure 13-49 Review of jobs and status events in N series Management Console System Jobs window

You can change the display view by clicking the icon at the top right corner of the table, as
shown in Figure 13-50 on page 357. This will allow you to include the Job ID as part of the
viewable columns. This column is useful when reviewing job status results that refer to

specific Job IDs.
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Figure 13-50

Customizing the jobs table view in System Jobs

For each job in this view, you are able to show all the events and messages that were
generated. You can see the details of an event by selecting it in the events pane, as shown in

Figure 13-51.
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Figure 13-51

Listing event details in the System Jobs view
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Figure 13-52 shows you another job selected and the events associated with that job as well
as event details for the top listed event.
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Figure 13-52 Listing more jobs and event details in the System Jobs view

To review a system event, we can navigate to the System Events window and review all
events that need to be acknowledged, as shown in Figure 13-53. Here you are able to review
the event in detail as well as acknowledge it and take corrective action. You are also able to
delete events that are no longer relevant here.
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Figure 13-53 Acknowledging an event in the System Events window
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13.4.6 Protecting the data set manually or on demand

We are able to manually enforce protection of the data set. We do this by clicking the Protect
Now button for the selected data set, as shown in Figure 13-54.

Qverview | Provigioning

& add  [E7Edt X Delete [ Protection Policy I protect ow | | () Suspend 2 Restore

d

Mame ¥ *  Overall Status ~  Protection Policy % | Primary Provisioning Policy Description -

= A .

Figure 13-54 Selecting Protect Now to enforce protection

This is particularly useful in situations where you need a special backup of the data, perhaps
just before the opening of a change window for some maintenance on the application and its
data or on the storage system.

The Protect Now button launches a wizard to obtain some basic information for the first time
protection event for this data set, as shown in Figure 13-55.

=

@ Protect Mow

You are about to create an on-demand backup or mirror &t each node of the data
=et protection policy. Theze copies will be created in addition to any scheduled
operations.

Thiz on-demand protection will begin immedistely.

Protection Manager will retain the copies according to the pratection policy's
zettings for the retention duration you select.

For example, select "Weekly" to keep the new copy as long as copies created
according to the Weekly schedule.

Description: [1 =t Time Protection

Retention Type: |Dai|3r [T

After starting the operation, you can track its progress on the System Jobs page.

[ QK ] Cancel |

Figure 13-55 Protect Now wizard
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You are able to select a retention type for this activity, as shown in Figure 13-56.

@ Protect Mow

You are about to create an on-demand backup aor mirrar at each node of the data
zet protection policy. These copies wil be creasted in addition to any scheduled
operations .

This on-demand protection will bedin immedistely .

Pratection Manager will retain the copies according to the protection palicy's
zeftings for the retention duration you select.

For example, select "Weekly" to keep the new copy as long as copies created
according to the Weekly schedule.

Description: |1 =t Tirme Protection

Retention Type: |Dail'5-' hd

Fetain until deleted manually
Atter starting the Hourly

A . u
Weekly
harnthly
Figure 13-56 Retention periods for manual protection

This special backup will be retained according to the retention policy selected and will be
deleted at the end of that retention period. For example, if you select Weekly, this backup will
be considered equivalent to a weekly backup and will deleted only at the end of the retention
policy for weekly backups for this data set.

13.5 SnapVault, Open Systems SnapVault, and SnapMirror
management

In the previous sections, we demonstrated the steps associated with volume or LUN based
backups and restores. In this section, we demonstrate how to use SnapVault to back up CIFS
and NFS data as well as using Open Systems SnapVault (OSSV) to back up data residing on
open systems hosts, such as Windows.

To successfully manage backups of an OSSV host, you first need to register the host with the
DFM Server. The following section discusses this step in detail. The essential information you
will require is the name or IP address of the OSSV host, the administrator name and
password, the Network Data Management Protocol (NDMP) credentials that will be used by
the OSSV agent running on the host, and verification that port 1000 on the host will be
available for the NDMP agent to run. If this port is not available due to a company security
policy or the presence of another service, you can configure the OSSV agent module on the
OSSV host to use another IP port. You will then need that information to provide to DFM
Server to make sure DFM Server can find the OSSV agent on the OSSV host and manage it.
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13.5.1 Adding an OSSV host to a DFM Server

In this section, we demonstrate the steps to add an OSSV host to the DFM Server so that we
can then manage data protection from within Protection Manager. An OSSV host is a host on

which you have been successful in installing and configuring the OSSV agent.

In Operations Manager V3.7.1 and earlier, the OSSV Agent is currently available for the
following operating systems:

» Microsoft Windows

> AIX®

» Linux

» Solaris

In the Hosts section of N series Management Console, we click the OSSV section to select
the OSSV hosts pane. Here we can click Add to add a new OSSV host, as shown in
Figure 13-57.

®

&

@

File ‘iew Tasks Help

2 @ | croup I/ Global

Storage Systems
vFiler Units

* OS5V

Dashboards
Data

Policies

System

. Get Started

|=

o

M=l X

Mame & System St... Host Agent Status  Host Agen... =~  NDMP Status =~ |NDMP Cre... v B
-
Click to add a OSSV host |
[+
=nieral Host Agent Settings
Host Name: Status:
IP Address: Credentials Status:
System Status: User Name:
0s: Port:
‘Wersion:
HDMP Settings
Status:
Credentials Status:
User Name:
Port:
Details | Paths

Figure 13-57 OSSV hosts pane

Note: OSSV uses Network Data Management Protocol (NDMP) to copy data from the host
to a SnapVault backup target known as a SnapVault Secondary. You will need to have the
user name and password that was set on the OSSV host to enable the DFM Server to

connect to it and coordinate backups.
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The Add button will launch the Add OSSV Host Wizard, as shown in Figure 13-58.

-

() Add New 0SSV Host
Welcome to the Add O55Y Host Wizard

Thiz wwizard will step you through the process of adding an OS5V host
and possibly a DataFabric Manager Host Agent to support #, if one is

IBM System Storage™
DataFabric®Manager

To continue, click Mext.

Met = Cancel

Figure 13-58 Add OSSV Host Wizard

After you click Next, you will be presented with a window asking for the name or Fully
Qualified DNS Name (FQDN). If the host is not able to be located by name, you can provide
its IP address, as shown in Figure 13-59.

() Add Nev 0SSV Host

Open System SnapVault Host Information

Erter the hiost hame or [P address of the D55y host yaou wart 1o acdd

Host Mame Or IP Address: |9.11.215.143

To continue, click Mext.

= Back Mext = Cancel

Figure 13-59 Providing the IP address of the new OSSV host

Once you have specified the IP address, click Next. In Figure 13-60 on page 363, you have
the option to ask Protection Manager to manage the credentials of the Operations Manager
Host Agent on the host. If you select Yes, manage the credentials for me, you will be asked
for the operating system admin credentials, as shown in Figure 13-62 on page 364.
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(© Add New 0SSV Host

D ataF abric Manager Host Agent Credentials

Choose howe to = acer =t Agent's Credentials

Protection Manager can attempt to set and manage the DataFabric Manager Host
Agent's credentialz for you, it you can provide the host's operating system credentials.

Do you wwart Pratection Manager to et and manage yvour DataFabric Manager Host
Agent credentials?

(*) Yes, manage the credentials for me

)
]

() Mo, | will supply the credentials myself

To continue, click Mext.

= Back Mext = Cancel

Figure 13-60 Letting the DMF Server manage the host agent credentials

In this manner, the DFM Server will log in to the OSSV host and set the admin credentials and
store the information in the DFM Server’s database.

Note: An OSSV Agent can only be managed and configured by a DFM Server if the host
running the OSSV Agent also has Operations Manager Host Agent installed. However,
Operations Manager is able to communicate with the host, query its file system, and
coordinate backups and restores with the presence of OSSV host, even without using the
Operations Manager Host Agent through the NDMP protocol.
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If you elect to click No, | will supply the credentials myself, as shown in Figure 13-61, you
will be prompted to put in the credentials, as shown in Figure 13-62.

() Add New 0SSV Host

DataF abric Manager Host Agent Credentials

hotwy to zet up the DataFabric Manager Host Agent's Credetitials

Protection Manager can attempt to zet and manage the DataFakric Manager Host
Agent's credentials for you, if you can provide the host's operating system credentials.

Do you weant Pratection Manager to zet and manage your DataFabric Manager Host
Agent credentials?

-

() ves, manage the credentials for me

{E} Mo, | will supply the credentials myself

To continue, click Mext.

= Back et = Cancel

Figure 13-61 Supplying credentials

(2) Add New 0SSV Host

D ataF abric Manager Host Agent Credentials

Pleasze erter the operating =vsterm credertials that Protection Manager will use to set
and manage the DataFabric Manager Host Agent's credertials:

User Mame: |Administrator

Password: |3

To continue, click Mext.

= Back Mext = Cancel

Figure 13-62 Entering Operations Manager Host Agent credentials
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Enter the user name and password so that the DFM Server can log on to the host and
manage the Operations Manager Host Agent’s credentials.

{(©) Add New 0SSV Host

D ataF abric Manager Host Agent Credentials

Erter the credentialz needed to =

Agent:
User Mame: |admin

Password: *******|

To continue, click Mext.

= Back

Mext =

Pleaze erter the DataFabtic Manager Host Agent credentials used for this OS5%'s Host

Cancel

Figure 13-63 Operations Manager Host Agent credentials
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Operations Manager will attempt to contact the host using the credentials provided. If the
DFM Server was unable to contact the Operations Manager agent on the OSSV host, it could
be that it is not running or not installed, as shown in Figure 13-64. You will be prompted to
supply the NDMP user name, password, and port ID to use by the DFM Server when
contacting the host, as shown in Figure 13-64.

Note: While in this demonstration we use Administrator or root user accounts, this practice
is not advisable in production environments. Ensure you have created designated user
accounts for this purpose and employ them.

(© Add New 0SSV Host

MDMP Credentials

Erter the credertials needed to set up NDMP

Q355 Status:  Unknown

If the host's OS5Y status is Unknowen, this means that the DataFabric Manager Host
Agent was unavailable and can not provide the current status

HDMP Credentials
Uzer Mame:
Password:

Part: 10000

To continue, click Mext.

= Back Cancel

Figure 13-64 Adding a new OSSV host when the OSSV status is unknown
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You will need to provide credentials to enable the DFM Server to communicate with the OSSV
host agent, as shown in Figure 13-65. The credentials must match the credentials you
provided to the OSSV agent when you installed it or last configured it on the host.

() Add New 0SSV Host

MDMFP Credentials

Enter the ¢ ] = Neederns t Lp MORP

OS5Y Status:  Unknown

If the host's OSSY status is Unknowen, this means that the DataFabric Manager Host
Agent was unavailable and can not provide the current status

HOMP Credentials
User Name: | Administrator

Password: *******|

Port: 10000

To continue, click Mext.

= Back Mext = Cancel

Figure 13-65 NDMP credentials

Chapter 13. Protecting your data with Protection Manager 367



The summary window shown in Figure 13-66 indicates that the OSSV host was successfully
added to the DFM Server.

(2 Add New 0SSV Host

Summary

Pleaze review the changes made to DataFabric Manager

Below you'll find a lizt of the callz sucessfully campleted on the server:

The O=5N Agent '9.11 213143 vweas added sucessiully

IBM System Storage™
DataFabric®*Manager

To complete this wizard and commit your changes, click Finizh

= Back Finish Cancel

Figure 13-66 Summary window for Add New OSSV Host Wizard

This means that you are now able to create a data set that includes OSSV host folders and
assign a protection policy to it. We will do this task in 13.5.3, “Creating a OSSV data set” on
page 381.

As you can see in Figure 13-67 on page 369, although we added the OSSV host using an IP
address, the DFM Server was able to query the agent and obtain its actual name.
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Figure 13-67 The OSSV host name is derived by DFM Server by querying the host

We are now able to interrogate the host, review the file system, and identify data that needs to
be protected, as shown in Figure 13-68. The Details tab in Figure 13-68 shows the status of
the highlighted host and its NDMP status.

(&) IBM N series Management Console : Manage Data - root on 9.11.218.152 Q@

File View Tasks Help %
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” Port: 10000
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Get Started Details | Paths

Figure 13-68 Identifying protected data
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The Paths tab selected in Figure 13-69 shows the highlighted host’s file system and the

current protection status of its data.

() IBM N series Management Console : Manage Data - root on 9.11.218.152
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Figure 13-69 Host's file system and current protection status

If you need to change any of the passwords or NDMP details for an OSSV host, you can do
so by clicking the Edit button, as shown in Figure 13-70.

@g Add @ Diagnose '._-) Start @ Stop "2 Refresh
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= —u Credentials
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+ Program Files
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9 Properties HostAgentUsername Host Agent username can only be "admin”

Apply
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Figure 13-70 Host credentials
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Note: The port number should not be changed unless you have configured the NDMP
service on the host agent to listen on another port number.

You can start and stop the NDMP service or a host by highlighting the host and clicking the
Start or Stop buttons, as shown in Figure 13-71.

' IBM N series Management Console : Manage Data - root on 9.11.218.152 =[=1<]

File View Tasks Help
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Your 0SSV request will be sent to the host.
Due to latency, the NDMP status will not change immediately.
If the NDMP status column for the host does not change within 2 minutes
try the Refresh button. If that doesn't help,

login to the host and try to Start/Stop it manually.
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Data

Policies Il
System

Get Started Details | Paths
Figure 13-71 Stopping the NDMP services

Stopping the NDMP service, as shown in Figure 13-72, also means that the OSSV host will
no longer be protected until the service is restarted. You will not be able to browse the file
system of the host as well.
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Figure 13-72 Stopping the NDMP service has repercussions
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Clicking Start, as shown in Figure 13-73, will cause the DFM Server to send a start message
to the OSSV host agent on the highlighted host. The outcome of the request will be reflected
in the window shown in Figure 13-74.
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Figure 13-73 OSSV request window
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Figure 13-74 Starting OSSV

As shown in Figure 13-74, if the Start request successfully completes, you will then be able to
view the file system of the highlighted host and review the status of the NDMP agent.
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13.5.2 Adding a suitable storage host as an OSSV secondary

SnapVault is an N series feature that is used to back up file data from one storage location,
such as a CIFS or NFS volume, to another, residing typically on another storage system. You
can, with SnapVault, have a general repository on the target storage system that is the
collection point of all your SnapVault primary sources, whether they reside on N series hosts,
on OSSV hosts, or both.

SnapVault makes it possible to back up only what has changed in a file. This is possible for
volumes that reside on the N series storage systems because of the Write Anywhere File
Layout (WAFL®) file system. For OSSV hosts, this is also possible because OSSV maintains
a shadow repository of host files being backed up to enable it to do a before-and-after
comparison and then only send the changes to the SnapVault Secondary repository on the
N series system.

With SnapVault, you can maintain an update history of your files while having the
convenience of storing all this historical information in one or more convenient locations on an
N series storage system for easy and rapid restores. SnapVault technology facilitates easy
and rapid restoration of individual files or entire directories to a previous location over TCP/IP.
OSSV hosts are configured to back up their data to the SnapVault Secondary location. If the
OSSV host is integrated with Protection Manager through Operations Manager, you can
manage this host remotely and schedule backups to run and monitor the status of the
backups.

OSSV backups are scheduled on the N series system with which the OSSV hosts are
associated. At the scheduled time, the N series storage system will use the NDMP protocol to
initiate a backup from the OSSV host and pull down changed data.

In this section, we demonstrate how to set up a SnapVault Secondary target from within
Protection Manager. The prerequisite licenses for a N series storage system to be a
SnapVault Secondary are:

» NearStore® license.
» SnapVault Secondary license.

» The appropriate licenses for the OSSV host. For example, for OSSV hosts on Windows,
we require an OSSV SnapVault primary license for Microsoft Windows.
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Selecting the Storage Systems menu on the N series Management Console will display the
current storage systems that you manage, as shown in Figure 13-75. This window will also
provide you with an overview of the highlighted host and the licenses that it currently has.
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Click to add a new Storage System |
[«
General
Hame Licensed gl
Host Mame: Snapirror ¥ Unlicensed -
IP Address: SnapVault Data ONTAP Secondary % Unlicensed
System Status: SnapVautt Data ONTAP Primary ¥ Unlicensed
e SnapV/ault Windows Primary  Unlicensed
SnapVaultt Windows Open File Ma 2 Unlicensed
Mirrored: Snap'/ault Unix Primary ¥ Unlicensed
Backup Destination: SnapVault Linus Primary X Unlicensed
Backup Source: MearStore Option ¥ Unlicensed
Dashboards. FCcpP X Unlicensed
Credentials oFs ¥ Uniicensed
Data Login User Name: NFS X Unlicensed
Policies NDMP User Name IS £ Uileie=r]
x
System (=
Get Started Ha‘ls | Ufage ‘ Paths ‘ Input Relationships | Output Relationships

Figure 13-75 Storage systems window on N console

To add a new storage system, click the Add button, as shown in Figure 13-76.

B Welcome to the Add Storage System Wizard

This wvizard will help you add a new storage system to Protection Manager .

Plea=se note that steps of this wizard cannot be reversed or canceled once
mowing forward,

IBM System Storage™
DataFabric®Manager

To cortinue, click Mext.

Mext = Cancel

Figure 13-76 Add Storage System Wizard
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Clicking Next takes you to the next window, where you can enter the storage system name or
IP address, as shown in Figure 13-77.

&) Add New Storage System

Storage System Information
Enter the k name ar [P ac y wou vwant to add

Host Mame Or IP Address: |t=sotucd

To continue, click MNext.

= Back Mext = Cancel

Figure 13-77 Enter the host name of storage array to be managed

You will be prompted to provide the login credentials of the storage system for the DFM
Server to manage, as shown in Figure 13-78.

& add New Storage System E3

Login Credentials

the

Uzer Mame: |roat

Passworgl, [sesdes

To continue, click Next.

= Back Mext = Cancel

Figure 13-78 Host names and credentials of the storage system
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Note: You must also review the firmware versions on the storage system you plan to add to
the DFM Server. Ensure that you download and install the correct plug-ins for the DFM
Server to properly manage the N series storage system.

As you add the storage array, you also have the opportunity to add licenses, as shown in
Figure 13-79 and Figure 13-80 on page 377.

&) Add New Storage System | x|
Licences
ble, or if th y It prokletn
Mame Licensed &
SnapMirror Licensed [a
SnapWault Data ONTAP Secondary Licensed
Snaptault Data OMTAP Primary # Unlicensed
SnapVault Windows Primary Licensed
SnapWault Windows Open File Manager #* Unlicensed
Snaptault Unix Primary A Unlicensed
X

MearStore Option A Unlicensed
FCP Licensed
CIFs Licensed
MFS Licensed
iISCS]
Multistore Adding licenses as necessary

_' T+
Mew License: BY54P_UB Aclel

To continue, click Mext.
= Back et = Cancel

Figure 13-79 Adding licenses as necessary
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& Add Mew Storage System Ed

Licences

A ne it they are : ar if they're n Jr problem

Mame Licensed i
SnapMirror Licensed [a
SnapWault Data ONTAP Secondary Licensed
Snap'/ault Data OMTAP Primary X Unlicensed
Snapyault Windows Primary Licensed
SnapWault Windows Open File Manager X Unlicensed
Snap'ault Unix Primary X Unlicensed
MearStore Option X Unlicensed
FCP Licensed
CIFS Licensed
MFS Licensed
ISCEI Licensed
Multistore Licensed
""’

Mew License:

To continue, click Mext.

= Back Mext = Cancel

Figure 13-80 Adding licenses to the new storage system
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You will also be asked to update the SnapVault Access Control List, as shown in
Figure 13-81. Here you can type in the DFM Server that will be used to manage the storage
array.

&) Add New Storage System

SnapVault Settings

Specify the Snapvault settings and contral lizt

—

Enable Snapvautt (=) ves ()Mo

SnapVault Access Control List:

fost-5.11 216114] = | §pecifying the Management
Host (DFIM Server)

Enable all access with a *. Disable all access by leaving the figld blank.

To continue, click Next.

= Back Mext = Cancel

Figure 13-81 Specifying a management host for access control

In order to successfully manage a storage array from Protection Manager, NDMP must be
enabled, as shown in Figure 13-82 on page 379, on the storage system, and the appropriate
user credentials must be provided, as shown in Figure 13-83 on page 379.
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& Add New Storage System E3

NDMP Settings

Specify the NDMP settings

Protection Manager can only protect a host that has NDMP enabled.

Enable NDMP:  (®) Yes () MNo

Ensuring NDMP is enabled for SnhapVault

To continue, click MNext.

= Back Mext = Cancel

Figure 13-82 Ensuring NDMP is enabled on the new storage system

The NDMP protocol is used to manage data for the purposes of conducting backups and
restores. It is the protocol used to communicate with the host (storage system) to instruct it on
which volumes to be backed up, obtain the Table of Contents for the volume being backed up,
and other management related activities.

&) Add Mew Storage System | x|

MDMP Credentials

Werify and modify the credentials needed to set up NDMP

NDMP Status: Up
HOMP Cred ials

MOMP Credentials Status: Good

Usger Mame: raoat

The password is managed aLﬂomaticaWaﬂons Manager, based on the user name provided.

Sepecify a user name here that will
be used to manage NDMP on hosts

To continue, click MNext.

= Back Mext = Cancel

Figure 13-83 Setting the NDMP credentials
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After you click Next, you will be presented with the summary window shown in Figure 13-84.
Click Finish to complete the process.

Completing the Add Storage System Wizard.

Surnmary of tasks completed

Starage System Added: tsotucd

Licenze Key Added: BY54PUB

IBM System Storage™
DataFabric®*Manager

Tao complete this wizard, click Finish.

= Back Finish Cancel

Figure 13-84 Completing the Add Storage System Wizard window

The new storage system will now be added and the results will be visible on the window, as
shown in Figure 13-85 on page 381.
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) IBM N series Management Console : Manage Data - root on 9.11.218.152 !E E

File View Tasks Help

= o B @ | Growp [G) Global ~ I - %

= T

* Storage Systems . " "
| Add 27 Edit ) Diagnose U3 Refresh
- wFiler Units
0SSV Mame / ~ | System Status ~ |Login Credertials v |NDMP Status ~ |NDMP Credentials v EEJ
irsonast & up & Good & up & Good [+
itsonas2 & Up w Good & Up w Good
& & & &
\ =
New Storage System now added f
General
Hame Licensed EJ
Host Name: tsotuca SnapMirror Licensed [a
IP Address: 9.11.218.238 I Snap'/ault Data ONTAF Secondary “ Licensed |
System Status: Up Snap'autt Data ONTAP Primary X Unlicensed
— 7 Li
e ] I SnapV/ault Windows Primary Licensed |
Snap"/ault Windows Open File Ma.. X Unlicensed
LI LG s / Snap'Vautt Unix Primary X Unlicensed
Backup Destination: Yes | — e
Dashboards Backup Source: Mo A | MearStore Option Licensed ]
This Storage System = TEareea
Data Credentials is ready to be a b oors ‘ Licensed
Policies Login User Name:  root Windows and Linux NFS " Licensed
MOMP User Name: root ossv SnapVauIt targeﬂ [Se3l gcenesd
Muttistore Licensed
System (g
Get Started Details J Usage | Paths | Input Relationships ‘ Output Relationships

Figure 13-85 Reviewing the new storage system

13.5.3 Creating a OSSV data set

The next step to protect the data on an OSSV host is to create a data set in Protection
Manager that defines the OSSV host and details what folders need to be protected.

We begin with the wizard, as shown in Figure 13-86.

@ Add pata Set Wizard
Welcome to the Add Data Set Wizard.

Thiz wizard will help you construct data sets.

A, data set is 5 collection of primary storage containers, plus all the replicas of the data in those
containers, that uze the same protection policy .

IBM System Storage™
DataFabric®Manager

To continue, click Mext.

hext = Cancel

Figure 13-86 Add Data Set Wizard
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Using OSSV data sets implies that you want to use the SnapVault to back up host data onto a
SnapVault Secondary target.

Ensure that your target storage array has the necessary licenses to facilitate this. They
include:

» SnapVault Secondary licenses
» NearStore licenses

» SnapVault Primary licenses for the operating system of your OSSV host

We provide the details necessary to uniquely identify this data set and the time zone it is
located in, as shown in Figure 13-87.

@ Add Data Set Wizard

Mame: |OSSV_WndDWS_HDS’[S_AriZDna

Description: |AII Windows 025 Hosts in Arizona TimeLone

Owner: |IT Suppart
Cortact: |cadus@itso.tucson.ibm.com
arneticalih

To continue, click Mext.

= Back Next = Cancel

Figure 13-87 Entering data set details

If your organization spans multiple time zones, you might wish to ensure that your data sets
are limited to one time zone. Create a data set for each time zone. You can then add the data
sets into the relevant groups for ease of management and reporting, as shown in

Figure 13-88 on page 383.

382 Managing Unified Storage with IBM System Storage N series Operation Manager



& Add Data Set Wizard

: group to

E Glaohal
All the NAS boxes
Linux Hosts

To continue, click Mext.

= Back Mext = Cancel

Figure 13-88 Adding the data set to a group

In Figure 13-89, you have the option to create new data resources using a provisioning policy
or to assign existing resources manually. As we are planning to backup existing resources on
an OSSV host, we select the latter option.

& Add Data Set Wizard E3

Howw would you like to add resources to this data set?
() Use a provisioning policy

(®) Assign resources manually

To continue, click Mext.

= Back Mext = Cancel

Figure 13-89 Assigning resources to the Data Set manually
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Clicking Next will take you to a resource selection window, as shown in Figure 13-90.

@ Add Data Set Wizard

Physical Resources

Yol can spe | Fesourc

fy the p

o he included in this deta set

Data Set: 0S5 _Windows_Hosts_Arizona

Available Resources:

=15 Windows Hosts
+ tsonasi
+ itsonas2

+ tzonasi

+ tsonas2

+ tsotucd
=& x3655-b
] c

+ Documents and Settings
+ drv
+ feB422061 2392cecd 588207 d0C
+ IBMSGTK
+ Inetpulb
+ Microsoft UAM Yolume
+ Operation Manager Image

+ Operation Manger Installations
+ Paint Shop Pro

+ Program Files
+ glogic driver
+ RECYCLER
¥
. + Swatem Valime Infarmstinn
L L]

To continue, click Mext.

.Resources in this Data Set:
. ¥3655-hC:iSource

A .

B

==

= Back MNext =

Cancel

Figure 13-90 Selecting the resources on an OSSV host
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Select the folders that you want to be included in this data set and click Next. You then have
the opportunity to review the details, as shown in Figure 13-91. The Preview window also
shown the results of tests run by Protection Manager to validate your request. Any errors
found will be shown here for you to remediate.

& Add Data Set Wizard E3

Preview

Preview Details

'@ Your proposed changes have been tested; there are no warnings or errors.

To continue, click Maxt.

= Back Mext = Cancel

Figure 13-91 Previewing the execution steps
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Clicking Next will bring you to the completion window, where Protection Manager will attempt
to set up the data set as per your instructions, as shown in Figure 13-92.

Completing the Add Data Set Wizard.

“ou have successfully completed the Add Data Set Wizard.

When you click Finish, the follovwing configurstion tasks will be performed.

Summary of tasks:

Creste a new data set:

Mame: DS _Windows_Hosts_Arizonas

Description: Al Windows OS5V Hosts in Arizona TimeZone

Cryener: | T Support

Contact: cactus@itsotucson ibm.com

Time Zone: AmericaPhoenix

Resource group to add the data set to’Windows Hosts
Data set physical resources:

*3E55-bChSourcel

IBM System Storage™
DataFabric®Manager

To close this wizard and begin the configuration tasks, click Finish.

= Back Finish Cancel

Figure 13-92 Final step; creating a new OSSV data set

13.5.4 Protecting the OSSV data set

Once you have defined your data set, it is time to assign a protection policy, as shown in
Figure 13-93 on page 387, for the express purpose of ensuring that the data defined in your
data set will be protected. If a suitable backup target has not yet been identified, you will have,
in this wizard, to use a suitable provisioning policy to create the necessary resource pools.
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M=l E3

i) IBM N series Management Console : Manage Data - root on 9.11.218.152

File View Tasks Help

<= [l @ | Group |55 Global [+ S

Data Data Sets

* Data Sets Overview | Provisioning

@ Resource Pools ) >
= 3 Add  [i7Edt X Delete [ Protection Policy
Unprotected Data
Name % | Overall Status % Pratection Policy % | Primary Provisioning P % | Description - E‘iJ
' MS Exchange Servers # Mormal Mirror MS Exchange LUNs All MS Exchange servers f:
=) £
[+

i 0SSV Host DataSet created but
not yet protected.

Node Name: 0S5V _Windows_Hosts_Arizona

Protection Status:

\ Space Status: known
anfo ]

mance Status: nformart

Status: Unknown

Dashboards K %3655-b:C:/Source el

| 055V _Windows...

Policies
Owner 5
Hosts Dwner IT Support
Cortact: cactus@itso tucson.ibm.com
System
Time Zone: AmericaPhosnix
Get Started

Figure 13-93 Reviewing the data set's protection status

Click Protection Policy to launch the Data Set Policy Change Wizard, as shown in
Figure 13-94.

) Data Set P hange Wizard
YWelcome to the Data Set Policy Change Wizard.

This wizard will help you change the protection policy for a dataset.

Evy changing the protection policy, you can define how data stored in data set members should be backed up or mirrored. In
addition, you can choose which provisioning settings and resources are azsigned to the nodes defined by the new policy.

IBM System Storage™
DataFabric®Manager

To cortinue, click Mext.

L et = ] Cancel

Figure 13-94 Launching the Data Set Policy Change Wizard

Chapter 13. Protecting your data with Protection Manager 387



The wizard will present you with a list of templates or created policies for you to choose from,
as shown in Figure 13-95. You will find that there is only one suitable policy (called “Remote
backups only”) that is set up to facilitate backing up OSSV hosts.

) Data Set Policy Change Wizard
Protection Policy
Name £ ~ | Description v B
ﬁ] Back up, then mirrar Local backups on primary, then back up primary to secondary, then mirror secondary t... =
;\PJ Chain of two mirrors Local backups on primary, then mirror primary to secondary, then mirror secondary tot...
ﬂ] Local backups only Local hackups on primary, no remote backups, no mirrors
ﬁ] Mirror Local hackups on primary, then mirror primary to secondary
ﬁ] Mirrer and back up Local hackups on primary, then mirror primary to one secondary and also back up prim...
ﬁ] Mirror MS Exchange LUNs Local hackups on primary, then mirror primary to secondary
ﬁ] Mirror to two destinations Local hackups on primary, then mirror primary to two different secondaries
;\PJ Mirrar, then back up Local backups on primary, then mirror primary to secondary, then back up secondary t...
‘W| Ll it i, Lo L Lo rernete | LoLyse e e o
e s I
] [~
pimenidata Backup We choose the protection policy
to for Remote Backups - Backup
To continue, click Next. of OSSV hosts to a Filer
= Back Mext = Cancel

Figure 13-95 Selecting the (only) suitable backup policy for OSSV hosts

Select the “Remote backups only” policy and click Next. You will then be prompted to assign
resources using a provisioning policy or manually, as shown in in Figure 13-96 on page 389.
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) Data Set Policy Change Wizard

Modify New Node Resources

Mode Mame: Bachup

O

Hove weould wou like to modify the rezources for the hevw node Backup?
'@) Use a provisioning policy

':_:' Assign resources manually

To continue, click Mext.

= Back Next = Cancel

Figure 13-96 Provisioning backup targets using a provisioning policy

In this case, we elect to provision resources using a provisioning policy. Clicking Next will take
us to the window shown in Figure 13-97.

) Data Set Policy Change Wizard

ning Policy Selection

cal ap iy poli xport zettings for this node

Made MName: Eackup

j Selecting a provisioning

/ policy and appropriate

Provisioning policy: |provision_Snap‘auttSecondaryTarget (RAID DP) resource pDDI

Resource Fools

Resource Pools: Resource Pools in this Node:

n :
. LUMNsSnapMirrorTargetsOn_tsonas2 - z ? T T e
&t

% SmallStoragel UNsPoolOn_tsonast oy

% SnapVaultTarget_itsotucd
) e
- SnapYaultTargetsOn_itsonas2

To continue, click Mesxt.

= Back Mext = Cancel

Figure 13-97 Selecting the appropriate protection policy
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In Figure 13-97 on page 389, we select “SnapVaultSecondaryTargetsOn_itsotuc4” as a
suitable target for the backup. We will not select a vFiler unit, as shown in Figure 13-98.

) Data Set Policy Change Wizard

vFiler Selection

Mode Mame: Backup

]

Select a vFiler unit:

(none) - ‘

To continue, click Mext.

= Back [ext = Cancel

Figure 13-98 vFiler Selection window

In Figure 13-99, we review the changes we would apply. The wizard reports that there is an
issue with the available bandwidth and it is unable to start up the OSSV mirror.

@) Data Set Policy Change Wizard

Preview Details

Summary
(2 Error: 1
Details

Expand Errors and Warnings [+ Copy To Cliphosrd

Z @ Error: Attention: No available bandwidth to start a backup relationship for OSSV
Dir : x3655-b:iC: /Source

Suggestion: Change the throttle setting or retry the task at different time.

To continue, click Mext.

< Back Mext = Cancel

Figure 13-99 Failed preview prior to applying the change
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Upon investigation, we discover that the issue had to do with an incorrectly entered license.
We rectified the issue and retraced the data set creation process to arrive at a successful
preview, as shown in Figure 13-100.

&) Data Set Policy Change Wizard

Preview Details

Summary

@ Information: 2

Details

Expand Al
b Copy To Clinboard

— @) Information; Provision & nesw flexible volume of 176 GB from aggregate tsotucd: agorBackup'(128).

= @) Infarmation: Creste backup relationship(s) between "=3655-b: C:fSource’ and new volume to be provisioned from

resource poollE) Shapy aul Target_tsotucd' (7930,

To continue, click Next,

< Back et = Cancel

Figure 13-100 Successful preview prior to applying the change
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We proceed to the next step and establish the policy, as shown in Figure 13-102 on page 393.

Completing the Data Set Policy Change Wizard.

.Summary of tasks completed:

Falicy Changed

Mew Policy: Remate backups anly
Provisioning settings for the Backup node:

Provisioning policy: provision_SnapiautSecondaryTarget (RAID DPY

Diata export protocal: none

Resource pools to attach to the Backup node:

ShapWaultTarget_tsotucd

wFiler unit to attach to the Backup node: Mone

IBM System Storage™
| DataFabric®Manager

To complete this wizard and cormmit your changes, click Finizh

< Back Finish Cancel

Figure 13-101 Completing the Data Set Policy Change Wizard
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In Figure 13-101 on page 392, we review all the steps that will be taken and click Finish to
confirm. We are then presented with the “Data Sets” window shown in Figure 13-102, where
the policy is being enforced through background jobs.

) IBM N series Management Console : Manage Data - root on 9.11.218.152 !E
j File View Tasks Help
1

|42 o B @ | Srow [ Global (-] @

Hr ] Data Data Sets
N ¥
i : 5 Data Sets Overview Disaster Recovery ‘ Provisioning
@ Resource Pools
i Unprotected Data E‘g Add E Edit x Delete @ Protection Policy ’CJ Protect Now @ Suspend ° Resume estore
"
Name = Overall Status = Pratection Policy = Primary Provisio = Failed Over = Description - B
& CIFSNFSShares é Warning Mirror and back up Not Applicable 3
=] MS Exchange Serv... v Normal Mirror MS Exchange LU... Mot Applicable AllMS Exchange servers
¢
. = (=]
a
t Nocle Name: Primary data
"
) Protection Status: U ad
f
Space Status: Normal
Conformance Status: e ogress
Resource Status. Mormal
P
. ¢ i
| | N | Physical Resources:  xJbao-piLirsource
iy i =
—_— Resource Pools:
Dashhoards Pril
tirmary data Backu,
v o Backup Versions:
I o 5
Owner: IT Support
Policies
Contact: cactus@itso tucson.ibm.com
Hosts
System Time Zane: AmericaPhoenix I
Get Started (4] J (v

Figure 13-102 Data set policy enforcement in progress
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We can review the jobs that are running by navigating to the Jobs pane in the N console
System Jobs window, as shown in Figure 13-103.

‘ &) IBM N series Management Console : Manage Data - root on 9.11.218.152 !E
| File View Tasks Help
| R %
<F' ,# @ Group ‘0-‘ Global "'--\k_k_h
—— |
[ ' v
Fents G | View Job: 1 D 1 Week 1 Month All
. ancel iew Jobs: ay el o
@ Alarms e ! & i | =l |
| , Jabs Job Type = Data Set = Start I Progress = End Result = ?J
O35Y_ind H g.00 R
‘ Grouss I e N [ N I E
Local backup MS Exchange Servers 13 Jun 19:00 7 Completed 13 Jdun 19:00 » Succeeded =5
Local backup CIFSNFSShares 13 Jun 19:00 v Completed 13 Jun 19:.00 7 Succeeded
Restore CIFSNFSShares 13 Jun 18:42 o~ Completed 13 Jun 18:42 o~ Succeeded
Mirror MS Exchange Servers 13 Jun 18:30 7 Completed 13 dun 18:31 » Succeeded
hirror CIFSHFSSharas 13.1n A8-30 - Comnlstad 13 n 1R Siieraadarl (<]
I Completed Steps: Evert Description:
| Time stamp Step = Resutt - B
Rl o Data Set: 0S5V _Windows_Hosts_Arizona
-
13 Jun 15:00 Progress s Mormal Policy Remote backups only
13 Jun 19:00 Relationship Creat # Normal
13 Jun 15:00 Relationship Creat... . Normal Job Type: Create relationship
13 Jun 12:00 Relationship Creat v Normal
) Source Noce: Primary clata
13 Jun 1901 Relationship Creat o+ Normal
Destination Noce:  Backup
Submitted By: dfmserver
Bytes Transferred: Approximately 15.5 MB
Dashboard! Job Description: Create backup relstion=hip(s) over connection 1 for data set 867
ashhoards
Data Error Message:
Policies
Hosts
Get Started [=

Figure 13-103 Reviewing the System Jobs window while the OSSV protection policy is being applied

As each stage of the job runs, Operations Manager will post event messages providing
information about the status of the activity. You can click any one of the events to review the
message details, as shown in Figure 13-103.
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When the job is finally finished, you have effectively an audit trail of every action taken to
provision the data set, its outcomes, and the subsequent steps it took to protect the data set
using the policy and resource pools we specified, as shown in Figure 13-104. The event
messages will reflect any issues encountered by the DFM Server in this window as well.

| i) IBM N series Management Console : Manage Data - root on 9.11.218.152 !E
| File View Tasks Help
| =
= o [Z] @) | Group | Global ] e
L & e
| r‘; System System Jobs
‘ Fverts Ci | Wiew Job 1D 1 Week 1 Morth Al
ancel iew Jobs: | o4 1 Day jeel o
Alarms e &5 = ‘ ® | -
| = , Jobs Job Type = Data Set = Start T Progress = End Resutt = B
| Groups v B
Local backup MS Exchange Servers 13 Jun 19:00 » Completed 13 Jun 19:00 » Succeeded =5
Local backup CIFSMFSShares 13 Jun 19:00 » Completed 13 Jun 19:00 Succeeded
Restore CIFSMFSShares 13 Jun 18:42 » Completed 13 Jun 18:42 Succeeded
Mirrar MS Exchange Servers 13 Jun 18:30 » Completed 13 Jun18:3 s Succeeded
Wirrar CIFSHFSSharas 13.n 1RAN - Pemniatar 430N 183 - Snrreeded (=
t a
j Completed Staps: Event Description Approximately 1012 M received so far from x3855-h:C:/Sourcs (1d;
1 Time stamp , Step - |Result = 53] Snapvaulied)
' 13 Jun 19:00 Start » Normal [a
13 Jun 19:00 Progress » Normal Seurce: x3655-0:C./Bource
13 Jun 15:00 Relationship Creat p Normal Destination: tzotucd: fdfpm_ 0SS _Windowes_Hosts Arizona_SV_1244944847 2853
13 Jun 19:00 Relationship Creat » Normal
13.Jun 19:00 Reletionship Creat... _, Normal RU2SCREIRIEE= 726 731
13 dun18:01 Relationship Creat + Mormal Bytes Transferred: Approximately 1012.4 MB
13 Jun 19:01 Relationship Creat » Normal
13 Jun 19:02 Relationship Creat Mormal Type: backup
13 Jun 19:02 Relationship Creat » Normal
Error Message:
13 Jun 19:03 Relationship Creat » Normal
13 Jun 19:03 Relationship Creat Normal
Dashbeards 13 Jun 19:03 Relationship Creat » Normal
Data
Policies
Hosts
|
Get Started (=

Figure 13-104 Reviewing event messages for the completed job
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In Figure 13-105, we can see the details of the OSSV data set we created and its protection
status. It will continue to show as Uninitialized until all the replication jobs are completed.
Figure 13-106 shows the replication plan and schedule.

@) IBM N seties Management Console : Manage Data - root on 9.11.218.152
File View Tasks Help
G @ | Crow [ G (<] %
= » Data Sets Overview | Disaster Recovery Provisioning
@) Resource Pools
Unprotected Data _4‘# Al _L‘/ Eclit x Delete :é Protection Policy U Protect Now @ Suspend ° Resume g Restore
Mame - Overall Status - Protection Policy - Primary Provisio - Failed Over = Description - B
—. CIFSNFSShares A Warning Mirrer and back up Not Applicable r
& MS Exchange Serv... v Normal Mirrar MS Exchange LU... Mot Applicable All MS Exchange servers
£ =
Node Name: Primary data
Protection Status:
Space Status: s Normal
Conformance Status: ;‘P] Conformarit
P} Resource Status: Normal
| N : :
|,'\_)%_I ] / Physical Resources:  xJbas-pil: raource
e
ashioanis Il Resource Pools:
Primary data Backup
" Backup Versions:
Palicies
Owner: IT Support
Hosts
Contact, cactus@itso tucson ibm.com
System =
Time Zone: America/Phoenix
Get Started (=
Figure 13-105 Reviewing the OSSV data set - primary data
& IBM N series Managément Console : Manage Data - root on 9.11.218.152 H=l

File View Tasks Help

& - @) | Group [~ Global [Tf k

Data Data Sets

3| » DataSets Overview Disaster Recovery | Provisioning
Resource Pools

Unpretected Data B Add E Edit x Delete E Protection Policy 1\_}‘ Protect Now @ Suspend ° Resume 3 Restore

Name = Overall Status = Protection Palicy = Primary Provisio = Failed Over = Description - B
=] CIFSNFSShares ﬁ ‘Warning Mirror and back up Not Applicable rF
& MS Exchange Serv... . Mormal Mirror MS Exchange LU... Not Applicable AllMS Exchange servers

(~]

Name: HEMOTE HACKUPS only
Relationships: 1 _J
Schedules: FAOUrY ©n Tne nour D
Throttle:

/_h\. Lag Status: 1\_'; Good

o 4]

Primary data Backuy

Dashhoards

 Policies
Hosts
System
Get Started

Figure 13-106 Reviewing the OSSV data set - replication method and schedule
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Figure 13-107 shows the details of the backup target.

i€ IBM N series Management Console : Manage Data - root on 9.11.218.152
File View Tasks Help

|_‘l:‘ [ @ | Groun =) Global

Data Data Sets

» Data Sets Overview | Disaster Recovery Provisioning

Resource Pools
Unprotected Data B Add [ Edit o Delete ;& Protection Policy

(7 Protect Now ,@ Suspend 2

Mame . Overall Status Protection Policy Primary Provisioni Failed Over Description
- - - - - -
= CIFSNFSShares /% Warning Mirror and back up Not Applicable
;. MS Exchange Serve _+ Normal Mirrar MS Exchange LUNs Not Applicable All MS Exchange servers
= ’
Name: Dackup

Provisioning Policy:  provision_Snap"/aultSecondaryTarget (RAID DP)
Physical Resources: msotuc4:/dipm_UsSsY_Windows_HosStS_AnNzona_sv_1 24494484/ _2HE3aH2

Resource Poals: Snapvaut larget_tsotucd

Dashboards
Primary data Backup
Policies
Hosts

System

Get Started

Figure 13-107 Reviewing the OSSV data set - backup target

13.6 Demonstration of restoring data

Protection Manager is able to restore data that was previously successfully backed up with a
protection policy and has not yet been deleted.

Two types of data restoration exists:

» LUN / Volume based restore
» Qitree based restore

LUN and Volume based restores are used to completely overwrite the current contents of a
volume or LUN. Qtree based restores are ideal for restoring individual files or entire
directories. Users accessing files stored on N series volumes will do so using CIFS or NFS
file access protocols.

In this section, we demonstrate how easy it is to restore data using the Restore command on

Protection Manager. The Restore command is available for any data set that was successfully
backed using Protection Manager policies.
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In our scenario, we wish to restore files that were accidently deleted from a data set called
“CIFSNFSShares”. This data set represents the files backed up on the CIFS / NFS volume on
itsonas1. Figure 13-108 shows the files in the folder. We will use this as a reference to
compare the folder to after the restore activity.

sonas1'Publici,Reference’Interop
File Edit Wew Favorites Tools Help | -",'
QBack - o) - (¥ | ) Search Folders | [ v > ) | -
Address I_} Yitsonas1}PubliciReferencelInterop ﬂ ﬂ o
Mame = | Size | Tvpe | [rake Modified | Attributes
i Copy of nseries_fc_san_av_ups.xls 2,203 KE L5 File 1101712008 10:07 PM A
E] hello.txt 1 KB Text Document 4/23]2009 1:50 PM A
: nseries_gateway_interoperability.de 143 KE FPDF File 3/24[2009 7:25 PM A
o ] ) 744 KE POF File QJ23)2005 10:07 PM A
nseries_tape_1.pdf 744 KE PDF File 10/14/2008 £:02 PM A
_interop.pdf 163 KB  POF File 9/23/2008 10:08 FM A
sv_solbrf_Syrantec_MDMP. pdf 414 KE PDF File 5/14/2008 4:18 PM I
systems_storage_networkJ:dF_nas_ngDD_interop_WithdrawnProduct_. pdf 67 KE PDF File 9/23/2008 10:08 PM B
\-'irtual_File_manager_interop.pdf Z31 KB PDF File Q2312008 10:07 PM B
restore_symholtable 16 KE File 6142009 1:30 AM B
systems_storage_networkjdf_nas_iscsi_interop_WithdrawnProduct_.pdf 135 KE PDF File Q2312008 10:08 PM B
< |

Figure 13-108 Data folder on itsonas1 that has missing files
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When you highlight a data set, as shown in Figure 13-109, Protection Manager will indicate if
there are successful backups to restore from by enabling or disabling the Restore button on
the ToolBar. Click the Restore button to launch the Restore wizard.

() IBM N series Console : Manage Data - root on 9.11.218.152 =JolEed

File View Tasks Help

&= o [B) @ | Growp 5 Global [=]

* Data Sets Qverview Disaster Recovery ‘ Provisioning
@ * Resource Pools . =
[3 adgd  EVEdt X Delete [ Protection Policy 7 protect ow (D) suspend @ Fecume
* Unprotected Data
Name = ~  Overall Status =~ Protection Policy = Primary Provision... ~ | Failed Qwver = |Description = B
= M5 Exchange Serv « Normal Mirror MS Exchange LU Mot Applicable AllMS Exchange servers
[+
MNode Name: Primary data
Pratection Status: « Protected
Space Status: «" Mormal

r‘_"\‘ Conformance Status: Conformant
: : Resource Status: ﬁ Warning

. . Physical Resources:  itsonas1:ivolNFSCIFSFileShare
[ | hirror
D Resource Pools:
Dashboards l ’
= y Backup Versions: Sun Jun 14 11:30:04 EST 2009
Frimary data : 1
R N 1 Owner
Policies Contact:
Backup

Hosts Time Zone: AmericaPhoenix

System

Get Started

Figure 13-109 Selecting a data set that requires a restore action
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Figure 13-110 shows the beginning of the restore wizard. This wizard will help you select the
backup set and files within that set that you wish to restore. Click Next to proceed to the next
window.

@ Restore

Welcome to the Restore Wizard.

This wizard wil help you restore files in this data set that may have been lost or corrupted.

The filez will be restored from backups that have been crested for this data set.

IBM System Storage™
DataFabric®Manager

To continue, click Mext.

Mext = Cancel

Figure 13-110 Launching the Restore Wizard

Figure 13-111 on page 401 shows the list of backups that have been taken for this data set.
You will recall from Figure 13-109 on page 399 that the data set employs two types of
backups: a mirror and a SnapVault backup. In this case, we use the SnapVault backup set to
locate the files we want to restore.
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@ Restore
Backups: Backup files:
[ Sur Jun 14 11:30:04 EST 2009 (Mirror) = itsonas1:vollFSCIFSFileShare (=
. Sun Jun 14 11:30:04 EST 2008 (Primary data) = %] (non-qtree data)
Sun Jun 14 11:00:089 EST 2009 (Primary data) 5 D QLogic
Sun Jun 14 11:00:09 EST 2009 (Mirror) H e —
] Interop
|:| Copy of nseries_fc_san_av_ups.xls
IBM HetApp Interoperability Letter -12202(
HetApp __ Matrix SAN_iSAN RHEL id200841
Operations Mgr, ProtectectionMgr_Provi
[ 5 nelioxt
|:| nseries_gateway_interoperability.pdf
] -1 nseries_tape.pdf 3
[ 3
To continue, click Mext.
< Back hlext = Cancel

Figure 13-111 Reviewing backup history to select files for restore

Once you have identified the files you wish to restore, click Next to proceed to the next
window.
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In Figure 13-112, you are prompted to indicate if you want the files restored to their original
location or to an alternative location. In our case, we elect to restore to the original location.

@ Restore

Restore Preference

Restore to:
() Original location
() Choose a location

Choose an ESX Server

@ To enakle this option you must select only Vidual Machines ta restore.

To continue, click Mext.

< Back Mext = Cancel

Figure 13-112 Restoring to the original location

Managing Unified Storage with IBM System Storage N series Operation Manager




Once you have identified the files and restore location, you are taken to the summary window

shown in Figure 13-113. Click Finish to begin the restore.

@ Restore

Completing the Restore Wizard.

You have successfully completed the Restore Wizard.

The backup files wil be restored to the follovwing location:

‘original locsation'

Backup files to restore:

= ] itsonas1:/wollFSCIFSFileShare
= 4z (non-igtree data)
= Reference
= Interop
IBM HetApp Interoperability Letter -12202007.doc
HetApp __ Matrix SAN_iSAN RHEL id2008416-9.pdf

|BM Sysiem Storage“‘ @ After completing this wizard, check "Syster Jobs" for more information about the restore job.
DataFabric®Manager

To complete this wizard, click Finish.

Operations Mgr, ProtectectionMgr_ProvMgr_SupportMatrix_Jan2009.pdf

< Back Finish Cancel

Figure 13-113 Finalizing the restore request with the wizard
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You can review the restoration effort by looking at the Jobs pane on the System section, as
shown in Figure 13-114. This is particularly useful if you have a lot of data to restore. If there
are any issues with the restore, you will receive event messages in the Jobs window to alert
you about these issues. Detailed information about each message can be viewed by clicking
a message.

@ IBM N series Management Console : Manage Data - root on 9.11.218.152 E]@

File View Tasks Help
<= o (D @ | Group (5 Giobal [+ . %

. Everts . ~
® Wiew Jobs: | 1] 1Day 1 Week_J B 1 Morth| [ A1
S Alarms

> Jobs Job Type ~  Data Set ~ Stat ¥ Progress ~ End Result ~ B
Mirror MS Exchange Servers 14 Jun 11:30 « Completed 14 Jun 11:31 «" Succeeded
Mirror CIFSNFSShares 14 Jun 11:30 " Completed 14 Jun 11:31 " Succeeded
Restore CIFSNFSShares 14 Jun 11:28 « Completed 14 Jun11:28 " Succeeded
Restare CIFSNFSShares 14 Jun11:25 Completed 14 Jun 1125 " Succeeded
Local backup MS Exchange Servers 14 Jun11:00 Completed 14 Jun 1100 " Succeeded |
| oAl backun CIFSNFSShares 14.un 11-00 Completad 14, Jun 11:00 ' Sueceeded =
Ci leted St 2

ompleted Steps: Event Descriptior:
Time stamp & Step ~ Resutt -~ B
Backup |D: 2235
14 Jun 11:42 Start " Normal =
||| Backup \ersio g
T4dun 11:42 Restore Starl # Nermal g R R
14 Jun 11:42 Restore Start # Normal Dta Set Member Mams: itsonas?: voNFSCIFSFilsShars!-
14 Jun 11:42 Restore Start +" Mormal Path to Restore: ReferencelnteropiOperations Mar,
14 Jun 11:42 Restore Progress / Normal J ProtectectionMar _Prosdor _Supporthiatrix_Jan
14 Jun 11:42 Restore Progress # Mormal Destination Path tsonas1:#olivolNFSCIFSFileShare References
14 Jun 11:42 Restore Proaress Normal Bytes Transferred Unknown
14.Jun11:42 Restore Progress Mormal Errer Message itsarasTNDMP commurication errar, NOMP_Ds
14 Jun 11:42 Restore Progress " Mormal (The device iz in use)
14 Jun 11:42 Restore Progress +" Mormal
g o

Dashboards 14 Jun 11:42 Restore Progress Normal
14 Jun 11:42 Restore Progress “ Normal

Data 14 Jun 11:42 Restore Progress Normal

Policies 14 Jun 11:42 Restore Progress " MNormal
14 Jun 11:42 Restore Progress " Mormal

Hosts 14 Jun 11:42 Restore Progress # Normal
14 Jun 11:42 Restore Progress +" Mormal
14 Jun 11:42 Restore Progress Marmal

Get Started 2 e B e . (=l (o]

Figure 13-114 Jobs launched to locate the files and restore them

At the end of the restore action, we review the CIFS / NFS share on istonas1 and can see that
the files we selected to be restored are now visible, as shown in Figure 13-115 on page 405.
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‘hitsonas1'Publict,Reference’ Interop

File Edit Wew Favorites Tools Help | lﬂ'
(JBack ~ ) - ;] | ' Search Folders & o ) | -

Address I_} Yitsonas 1| PubliciReferencet Interap j =

Mame = | Size | Type | Date Modified I Attributes
i Copy of nseries_fc_san_av_ups.xls 2,203 KE ¥LS File 11/17/2008 10:07 PM A
[.;J hello.bxt 1 KB Text Document 4123/2009 1:50 PM A
nseries_gateway _interoperability .pdf 143 KE PDF File 3124/2009 7:28 PM A
| nseries_tape. pdf 744 KE PDF File 9/23/2008 10:07 PM &

3 744 KE PDF File 10/14/2008 &:02 PM &
oracle_nseries_interop,pdf 163 KE PDF File 9/23/2008 10:03 PM A
sv_solbrf_Symantec_NDMP, pdf 414 KB PDF File Si14/2008 4:18 PM A
syskems_storage _network_pdf_nas_gwS00_interop_WithdrawnProduct_, pdf 67 KB PDF File 9f23/2008 10:03 PM A
wvirkual_file_manager_interop, pdf 231 KB PODF File 9f23/2008 10:07 PM A
restore_symboltable 16 KE File 6/ 14/2009 1:43 AM &

systems_storage_network_pdf_nas_iscsi_interop_WithdrawnProduct _.pdFf 135 KE PDF File of23/2008 10:05 PM A

= | IBM MetApp Interoperability Letter -12202007 .doc 46 KB Wordpad Document 12/2/2008 12:23 AM A
MetApp _ Matrix SAMN_iSAN RHEL id2005416-9,pdf 103 KE PDF File 4/6§2009 2:13 PM &
Operations Mgr, Protectectionfigr_ProvMar_SupportMatrix_lanz009,pdf 100 KE PDF File 31162009 3:57 PM A
al | o]

Figure 13-115 Missing files are restored to the istonas1 folder

In this section, we reviewed the steps associated with restoring individual files. The process
for restoring entire LUNs is effectively the same, except that any host server that is currently
accessing the LUN will need to unmount the LUN or be shut down prior to the restoration.
This helps ensure that the file system information in cache memory on the host that is no
longer relevant to the LUN will not be accidently overwritten or flushed back to the restored
LUN by the host.

13.7 Creating resource pools, provisioning policies, and data
sets

In this section, we review the steps taken to create resource pools, provisioning policies and
data sets. We also review the steps taken to provision a data set’s storage using one of the
provisioning policies. We review these steps here because they are the foundation for
successful protection strategies.

13.7.1 Creating a resource pool

For this example, we create a resource pool called SmallStorageL UNsPoolOn_itsonas1.
These steps are the same to create a resource pool for backup purposes as it is for
production data purposes.

The following figures show you how to create a resource pool. We used this technique to
create the resource pools listed in this chapter.
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We begin by navigating to the “Resource Pools” subsection within the “Data” section of the N
series Management Console. To do this task, we follow the navigation steps shown in
Figure 13-116.

() IBM N series Management Console : Manage Data - root on 9.11.218.152 Q@

File View Tasks Help %
<= wp 2 @ | croup 5] Global [+ e "

Data Resource Pools

> Data Set
o G ace EPEct X Delete

> Resource Pools
Unprotected Data = %&a Used Free Litilization Ow.. ~  Des.. ~ Tim.. - B
\ -

4 - Click "Add" to create a Resource Pool

3 - Select "Resource Pools" Menu

Resources: Dependencies:
—

1 - Select "Protection Icon" on Navigation Bar

Dashboards

2 - Select "Data" Section

Policies

Hosts

System

Details Space breakout_J

Get Started

Figure 13-116 Creating a resource pool overview

The Add Resource Pool wizard, shown in Figure 13-117 on page 407, simplifies the process
of creating a resource pool. The information required, shown in Figure 13-118 on page 408, is
necessary to ensure the resource pool can be uniquely identified.
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@

File ‘iew Tasks Help

2] @ | croup =/ Global [+

<

Data Sets

@ * Resource Pools

Unprotected Data

Dashboards

Policies
Hosts
System

Get Started

m
@ Add Resource Pool Wizard Wy
2 Welcome to the Add Resource Pool Wizard.
This Wizard will help you construct resource pools.
Resource pools are collections of physical resources fram which
storage containers can be provisioned.
IBM System Storage™
DataFabnc- Manager To cortinue, click Mext.
Mext = Cancel J

Figure 13-117 Launching the Add Resource Pool wizard

The time zone where the physical resource is located must be correctly specified, as it plays

an important role when setting protection schedules later on. The time zone information
makes it possible to schedule backups from a central location even though the physical

resources may be distributed globally.
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@ Add Resource Pool Wizard

General Properties

Ald na LIF NEw f entification.

Marme: |SmallStorageLUNsPooIOn_’rtsonas'l Name and
Timezone are
/ mandatory

Description: |Small Storage LUNs Aggregate On_itzonast

Owner: |IT Admin

Contact: |cactus@'rtso.tucson.ibm com / |

|america.l‘p

Time Zone: | AmericaPanama [:
America/Pangnirtung

America/Paramaribo ‘

AmericaPhoenix

AmericaPort-au-Prince

America/Porto_Acre J

America/Port_of_Spain
AmericaPorto_Velho
AmericaPiertn Rirn [:

To continue, click MNext.

< Back ] Mext = Cancel ‘

Figure 13-118 Uniquely identifying the resource pool

As shown in Figure 13-119 on page 409, a resource pool represents physical storage and
can contain one or more aggregates from one or more N series storage systems. We specify
aggregates when we wish to restrict Protection Manager and Provisioning Manager to
automatically creating volumes within the designated aggregates on shared storage systems.
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It is also possible to designate entire storage systems as a resource pool. In this scenario,
Protection Manager and Provisioning Manager use machine generated names to manage the
actual aggregates and volumes.

@ Add Resource Pool Wizard =

Physical Resources

ct from the :

_A\railable physical resources: _Resources in this resource pool:
= 5] Glob
= Allthe MAS boxes
= itsonas1
= aggrl

+ teonas2

+ Linux Hosts E
+ ‘Windows Hosts

+ tsonas1 ==
+ itsonas2

A resource pool can comprise
an entire storage system or
aggregates or both

|

To continue, click Next.

= Back Mext = Cancel

Figure 13-119 Adding members to the resource pool
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The wizard window shown in Figure 13-120 provides you with a very powerful method of
limiting the choices Provision Manager or Protection Manager will have when provisioning

storage for a particular use.

For example, you may have a N series storage system with the NearStore option or a low
order N series storage array you wish to use as a SnapVault target. You could designate
specific resources (aggregates or the entire storage system) on that storage system with the
label “SnapVault”. Similarly, you may have other aggregates and storage systems labeled
“SnapMirror”, all defined within the same resource pool. Then, when provisioning data sets for
SnapVault usage, you specify “SnapVault” in the data set or policy label. When provisioning,
you specify this resource pool, and Provisioning Manager will restrict it selection of

candidates to those with the resource label “SnapVault”.

@ Add Resource Pool Wizard

n get the label for the r

ce pool andior ts members.

Think of this as a user-
definahble filter. Only Datasets
and Policies that match the text
you type in here ¢can use this
resource.

Labels are optional but
if used, must match
datasets and policies

o

Specifying & label is optional. Howwever | if specified, only those resource poals and its
members which match this label will he used for provisioning the data set.

To caortinue, click Mext.

L = Back Hext =

Resource Pool Label: | -
Resource Label ~ B
tsonast AnkleBiters [

Cancel

Figure 13-120 Assigning labels to resources

Note: Each resource within the resource pool can have a different label. This can get very
complicated and will be challenging to troubleshoot. Therefore, care must be taken if you

plan on using labels to further differentiate resource pools.

Managing Unified Storage with IBM System Storage N series Operation Manager



Figure 13-121 is an example of what happens when the resource label specified does not
match in the provisioning policy; Provisioning Manager is unable to find a resource that
satisfies the criteria during a process to create a data set and fails to provision the resources

for that data set.

{(5) Add Data Set Wizard

Preview Details

@' Errar: 1

r r©

Expand Errors and Warnings = Copy To Cliphoard
= @ Error: Attention: Could not select volume or aggregate to satisfy

the provisioning request

EE

A

Example of failed provisioning. In this case the
e resource label specifed in the policy did not match
the resource pool chosen.

<gack ) mexts

Cancel

Figure 13-121 Example error in locating suitably labeled resources
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In our resource pool provisioning example, we omit the use of labels, as we plan to create a
resource pool for SnapVault targets and another resource pool for SnapMirror targets. We
continue with the Resource Pool Wizard, as shown in Figure 13-122.

@ Add Resource Pool Wizard

Space Thresholds

“ou can configure thresholds on the space usage for resource pool.

Space thresholds
Enable event generation

———ffp— st alert treshold
Mearly Full threshold (%) |80
Full threshald (%): .EID ‘_ 2nd alert tres h0|d

Aggregate overcommitted thresholds

'@ Aggregate overcommitted thresholds are specified as a percentage of aggregate size

Enable aggregate overcommitted thresholds

Mearly overcommitted threshole (%) -SDD 4— Thi n p rov iSiC' ni ng
< overcommit alert

. tresholds for this
resource pool

Cvercommitted threshold (%) 400

To continue, click Mext.

= Back Mext = Cancel

Figure 13-122 Setting the space threshold for the resource pool

Space thresholds are very important tools to help ensure that timely and adequate warnings
are generated and sent to the administrator. Armed with these warnings, the administrator is
able to take corrective action, including procuring additional storage if necessary. It is
important you set these values to match the budgetary and procurement lead times your
organization requires to help ensure that your SLAs for protection will not compromised.

As we can see in Figure 13-122, you have two alert thresholds as well as special thresholds
to warn you if you have over committed an aggregate as a result of aggressive thin
provisioning. Aggressive over commitment will increase the likelihood of space thresholds
being exceeded quickly.
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Figure 13-123 show the summary window showing what was created. Click Finish to exit this

wizard.

@ Add Resource Pool Wizard

IBM System Storage™
DataFabric®Manager

Completing the Add Resource Pool Wizard.

You have successiully completed the Add Resource Pool vizard

Summary of tasks completed:

- Created a resource pool named: "SimallStoragel UNsPoolOn_tzonss1”

- Added resources:

To camplete this wizard, click Finish.

Description; Small Storage LUNs Aggregate On_tsonas1
Cvvrnier: T Admin

Contact: cactus@itso tucson ibm.cam

Tirme Zone: AmericaPhoehix

Resource Label:

Mearly Full threshold (9% 50

Full threshold (%) 90

Aggregate nearly avercommitted threshald (%) 300
Aggregate overcommitted threshold (%) 400

tzonas1: AnkleBiters

= Back Finigh Cancel

Figure 13-123 Completing the Add Resource Pool Wizard
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After the resource pool has been created, you will once again be presented with the Data
Resources Pool pane, as shown in Figure 13-124.

You can see, for the highlighted resources pool, details about the pool, such as the physical
resources that make up the pool, the total capacity of the pool (across all its resources), the
capacity currently in use, its utilization, owner, and the time zone it is in.

® =I5
File View Tasks Help %
= o (2] @ | Group |5 Global [

Data Resource Pools

& Add TV Edt X
* Resource Pools
i S e Name & = Total Size Used Free Utizstion  Owner % Dese. v Time. v B
t+ ESXhostsOn_itsonas1 45418 GB 2214 GB 43205 GB 5% IT Admin ESX Hosts AmericaPh [a
1 File SharesOn_tsonas? 4433 GB 2013GB 24.20GB W% ITAdmin File Shares ... AmericaPh
r=sly irrorTargetsOn_jtsona: 08 GR 1B 07 GR 1 IT & clroin L UNs Snap. America/Ph
=

4%

4433 GB 1.77T MB 4433 GB 0% IT Admin Snapault America/Ph

Storage capacity of all resources (aggregates and/or
storage systems) associated with this resource pool.

' SnapYaultTargetsOn_ttsonas2

Resources: Dependencies:

= "5 SmallStorageLUNsPoolOn_tsonast Name
& tsonas1:AnkleBiters

\ Resources that have been

associated with this resource
Dashboards pool. You may add to this at any
m time.

Dependency

Policies

Hosts

System
i Space breakout
Get Started _Delals | RREEEREE

Figure 13-124 Resources Pool pane within data section of N series Management Console

We use this information to keep track of the usage of the pool. The time zone information is

useful for us to ensure that protection policies that run on the resource pool will run at off peak
times in relation to the location of that pool.

Accordingly, we generally do not place resources from different time zones in the same
resource pool unless the protection policy that needs to be run is being applied
simultaneously against resources across geographies.

13.7.2 Creating the provisioning policies

This section will demonstrate how we created provisioning policies. The method used here
was used to create the provisioning policy used in this chapter.

In Figure 13-125 on page 415, we can see the provisioning pane of the Policies section for
the N series Management Console. We labeled policies we created to reflect the type of data
protection the policy will require to make it easier for us to track. The actual data protection
requirement of the policy is set in the policy details of each policy.
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() IBM M series Management Console : Manage Data - root on 9.11.218.152

|Eile View Tasks Help

o B @ crow 5l Giobal [+

Palicies Provisioning

Protection

L Add [ Ect Ciycopy X Delete
* Provisioning [ L 2 Copy

wFiler Templates Nan

Storage Type Description

) provision_FileShares RAID 0 (Gateway RAID 5)

;,V] provisionSnapVaultTargets - RAID O (Gateway RAID )

Policies labeled to describe usage and Storage Availability

g Policy (CIFS and NFS) -

;,V] provision_LinuxAppServerLUNs RAID 0 (Gateway RAID 5) SAM Provision Linux Application Server LUNs RAID 0 (Gateway LUNs ru.
ﬁ] provision_Snap\autSecondaryTarget (RAID DP) Secondary provision_SnapYauttSecondary Target (RAID DP)
;,V] provision_WindowsAppServerLUNs RAID 0 (Gateway RAJD S) SAN Provision Windows Application Server LUNs RAID 0 (Gateway LUN...

Secondary Provisioning Policy for Snap'/ault Targets - RAID 0 (Gateway LUNs

| winclows Application Servers - Production (RAID DP;
‘Windows Apps Servers - BCRS /DR (RAID DP) Secondary Provisioning Policy for Windows Servers in BCRS /DR

SAN Provisioning Policy for Windows Application Servers

i

Mame: provision_FileShares RAID 0 (Gateway RAID 5)
Space utilization properties Space utilization thresholds

Reserve space for Snapshot copies: Enabled Mearly full threshold(%): 80

Fullthreshole(%): a0

Dashboards

Quota zettings Provisioning script

Data Default user quota: 200,00 MB Path: Mot available
Default group queta: 0KB [
|| '\
Hosts -
— Details of NAS storage type

Get Started

Details Dependencies |

Figure 13-125 Overview of provisioning policies created

Guarantee space for data set. Enabled Generate space utiization everts: Enabled

In our scenario, we elect to create provisioning policies that reflect the various classes of
servers (Windows, Linux, and so on), usage types (CIFS, NFS, and so on), and their use

(production, development, testing, backup, and so on). With this method, we are able to

specify the data protection requirements of the different types of servers.

The scenario assumes a single location for all the resources. If we had resources and servers
distributed across different geographic locations, we would be able to use our provisioning
policies against resource pools in those geographic locations, as the policies do not have a

means to be limited by time zone or geographic location.
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The data protection tab of a policy detail, shown in Figure 13-126, is a little misleading, as it
implies that you do not get any data failure protection if you use LUNs presented from an
external storage array. This is obviously incorrect. What this diagram is trying to say is that the
gateway will not be using its own failure protection routines (RAID DP or RAID 4) to protect
the contents of this storage resource. The responsibility of protecting the data integrity of this
resource will reside with the storage system delivering the storage, such as an IBM System
Storage DS4000® or IBM System Storage DS5000 system, IBM System Storage DS8000®,
or SAN Volume Controller, which would employ RAID 1, RAID 10, RAID 5, or RAID 6 to
protect any LUNs being presented to the N series gateway.

¥ 1
© provision_FileShares RAID 0 (Gateway RAID 5) Properties
MAS Container Properties Space Thresholds Provisioning Script Preview
General Properties Availahilty Properties Resource Label

|:| Disk failure protection

ainzt the simultaneaus failure of twa d

Protects against the faillr

|:| Storage subsystem failure (aggregate Synchlirro

Protects against the failure of dizk shelves adapters, an

|:| Storage contrall
Protects agair |

themas'

For Gateways using LUNs, Data ONTAP regards

Figure 13-126 Unchecked selection implies that a gateway with LUNs provided by external storage
array, such as DS4000 or DS5000 with RAID 1 or RAID 5 LUNs

When Protection Manager needs to provision storage and has been instructed to use a
provisioning policy, it will check to ensure that only resources in resource pools that comply
with the protection or availability requirements of the policy will be used.

In Figure 13-127 on page 417, we continue to demonstrate the practice of including the
protection type in the name of the policy. In the details section, you can see the SAN
container properties, provisioning script (if there is one), and the space utilization thresholds
set for the highlighted policy.
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Paolicies Provisioning

rotection
brovisioning |5 Add  Z Edit 2 Copy X Delete

Filer Templates Mame & w |Storage Type Description
;VJ provision_FileShares RAID 0 (Gateway RAID 5) MAS File Shares Provisioning Policy (CIFS and NFS) I
;VJ provision_LinuxAppServerLUNs RAID O (Gateway RAID 5) SAN Provigion Linux Application Server LUNs RAID O (Gateway LUNs ru...
;VJ provision_SnapYautSecondaryTarget (RAID DP) Secondary provision_SnapVautSecondaryTarget (RAID DFY)
;VJ provision_WindowsAppServerLUNs RAID 0 (Gateway RAID 5) SAN Provigion Windows Application Server LUNs RAID 0 {Gateway LUM. .

i g f Secondary Provisioning Policy for Snap'ault Targets - RAID O (Gateway LUNs ...

Y]
&1 Windows Apps Servers - BCRS /DR (RAID DP) Secondary Provisioning Policy for Windows Servers in BCRS /DR

Policies labeled to describe usage and Storage Availability

Mame: Windows Application Servers - Production (RAID DP)

5AH container properties Space utilization t! olds
Type of container to provision Yolume Generate space utilization everts: Enabled
Space for data Guaranteed Mearly full threshold({%): 80
Space for Snapshot copies: On demand Fullthreshold(%e): an
Delete oldest Snapshat copies automatically. Enabled
shhoards
ita Provigioning script \
Path:  Not available
Il
ots Details of SAN Storage Type
fstem
it Started v Deta“s_J Dependencies ]

Figure 13-127 Include the storage availability type in the name for easy of use

The properties of this policy reveal the data protection or availability requirements, as shown
in Figure 13-128.

() Windows Application Servers - Production (RAID DP) Properties
SAN Container Properties | Space Thresholds | Provisioning Script Preview |
General Properties | Availability Properties | Resource Lakel |

Disk failure protection
(*) RAID-DP (Double disk failure)
Protects against the simultaneous failure of two disks.
'::} RAID4 (Single disk failure)
Protects against the failure of a single disk.

|:| Storage subsystem failure (aggregste SyncMirror)

Protects against the failure of disk shelves, adapters, and cables.

Storage controller failure (activelactive configuration)
Protects against the fi

This policy required RAID-DP Aggregates
for failure protection

Figure 13-128 RAID DP selection implies vFiler with local storage enclosures (no gateway LUNs)

Note: The data protection or availability requirements shown in Figure 13-128 indicate the
minimum data protection level required to satisfy the requirements of this policy. If we
cleared the check box, the minimum protection requirements will be RAID 0. In this case,
resource pools with RAID DP protection would still qualify.
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As stated before, care must be taken when using resource labels, as they form an additional
filter, as shown in Figure 13-129. Only resources that have a matching resource label can be
used with such policies.

{2 Windows Application Servers - Production (RAID DP) Properties
SAN Container Properties Space Thresholds Provisioning Secript Preview
General Properties Availability Properties Resource Label

Resource labels are optional. Resource label fiters the available resources for provisioning. If  label is
specified for this policy, only the resource pools and resource pool members that match the label are used
when provisioning a data set.

Resource label | YWindows Applicationsl [:

i

Set up Resource Labels to specify greater
granularity in identifying acceptable
resources for this policy. An example could
be "Tier1" to restrict selection to resources
that have a "Tier1" label against them.
"Tier1" could designate high perfromance
storage.

QK Cancel Apply

Figure 13-129 Using resource labels to filter resource choices

13.7.3 Provisioning the data sets using provisioning policies

This section discusses how we provisioned a data set for use by our Linux host. Operations
Manager introduced the capability to create data sets by applying provisioning policies
against resource pools designated for production use. We used this capability to allocate
storage for our Linux host.

Note: Additional steps will still be required on the host after the data set is provisioned to
the Linux host, such as adding the provisioned LUN to a LVM, formatting and mounting,
and so on.
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In Figure 13-130, we begin with the process of creating a data set by clicking the Add button
to launch the Add Data Set Wizard. Click Next to get to the next window, as shown in

Figure 13-131 on page 420.

@ X
= >
File View Tasks Help %
o wp [ @ | croup |5 Global &2
3 T
» Data Sets Overview | Provisining
Resource Pools -
[Z7Ect % pelete |4 Protection Policy v @ suspena @
Unprotected Data
Name & ¥ Overall Status ~  Protection Policy ~ | Primary Provisioning P Description - f‘il
B
2
x
nare
Welcome to the Add Data Set Wizard.
Thiz wizard will help you construct dsta sets.
A data set is a collection of primary storsge containers, plus all the replicas of the data inthose
cortainers, that use the same protection policy
[+
B
Dashboards
|
Policies
Hosts -
em
Syst =
Get Started SO
IBM System Storage™
i
DataFabnc Manager To cortinue, click Mext.
Next > Cancel

Figure 13-130 Launching the Create / Add Data Set Wizard
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File View Tasks Help %
<= [ @ Group |5 Global (=
* Data Sets Owverview Provisioning
@) Resource Pools —
| Add & Edit X Delete [ Protection Policy (@D suspend
Unprotected Data
o e=!
Na ) Add Data Set Wizard -7
= B
General Prope:
y narme for the newy data set. Cther properies are optional.
Name: | ‘vegem‘ne tucson.ibm.com| |
Description: ‘Llnux Doming Servers using FCP Protocaol
Owner: T i \\. Dataset name and
Contact: ‘cactus@nso.tucsom iatn.com * Timezone itis located in =
-
T are mandatory
Time Zone: AmericaPanama reql‘" rements [+
AmericaPangnirtung |
AmericalParamaribo |
- e
Dashboards
Policies
Hosts
System 5
Get Started J (v
h—
To cortinue, click Next
< Back Mext = cancel

Figure 13-131 Specifying pertinent information for the creation of a data set

We decided to use the host name as the data set name in this example and specified the
location of the host and its data set by selecting the America/Phoenix time zone. This naming
convention might be applicable for small server installations; however, for more complex
server installations, such as an SAP® implementation that runs across several hosts, a
different naming convention may be more appropriate.

In more complex implementations, the data set may need to accommodate all the servers for
a particular application if there are transactional or data interdependencies between the
servers at an application level. This is because only one protection policy can be assigned to
a data set. If you have transactional and data interdependencies across several servers within
your application, you may need to collectively back up or Snapshot the volumes in the data
set to ensure data consistency at an application level.

The most appropriate way to determine this situation is to consider what recovery methods
would be successful for your application and select the one that is least complex to work with
but will deliver the recovery outcomes your business requires. Then, with this information, you
will be able to determine if one data set or more should be used to represent your complex
application’s components and assign the protection policies accordingly.

Note: Scripting is also available for more targeted and complex coordination activities to
help ensure that you are able to back up and restore the application’s data in a consistent
state.
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A data set must also be associated with a group to simplify management, as shown in
Figure 13-132. In our example, we selected the Linux Host group and clicked Next.

® ™= %
File View Tasks Help %
<= o (D) @ | Group 5! Global =
Data Data Sets
* Data Sets Overview | Provisioning
@] Rsscucelice @ add [ Edt X Delete | [ Protection Poicy W @ suspend @ 8
Unprotected Data
Nar (5) Add Data Set Wizard S
: Group
You
=l |5/ Global
,E,' Linux Hosts
5! Windows Hosts
Mo
Dashboards
ll _
Policies
Hosts B
System =
Get Started = [
To cortinue, click Next.
< Back I—_yexh ] Cancel
Figure 13-132 Identifying the group within which to create the data set
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In Figure 13-133, we elect to provision the resources using a provisioning policy. We selected
the provisioning policy called “provision_LinuxAppSrverLUNs RAID 0 (Gateway RAID 5), as

shown in Figure 13-134 on page 423.

@ =

File View Tasks Help %

o o [0 @ croup [ clobal [+

Data Data Sets

> Data Sets Overview ‘ Provisioning

@ Resource Pools . e
[ Add  [Z/Ecit X Delete [ Protection Policy v @ suspenda @
Unprotected Data

E
QE:)

Nar| () Add Data Set Wizard

1=
= are
o
How would you like to add resources to this data set?
= — n
(#) Use a provisioning policy
) A
() Assign resources manually
[+
(&
Dashhoards
'l
Policies
Hosts 4
em
Syst =
Get Started = [
—]
To cortinue, click Next.
< Back [ Next = ] Ccancel

Figure 13-133 Using a provisioning policy to provision storage
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Of the available compatible resource pools, we selected the resource pool called
“SmallStorageLUNsPoolOn_itsonas1”, as shown in Figure 13-134, and clicked Next.
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Resource Pools
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Get Started
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[
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‘I.

provision_LinuxAppServerLUNs RAID 0 (Gateway RAID 5)
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FCP Export Settinggprovision_FileShares RAID O (Gateway RAID 5)
pravision_LinuxAppServerLUNs RAID O (Gateway RAID 5)
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[Windows Application Servers - Production (RAID DP)

Resource Pools

Resource Pools: Resource Pools in this Node:

B *F SmalStoragelLiisPoolOn_tsonas

==

+ ES¥hostsOn_itsonas1
t+ File SharesOn_itsonas1
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=
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<

To continue, click Next.

< Back | Next = :l Cancel

Figure 13-134 Identifying the resource pool from which to provision storage given the provisioning

policy
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=) Data Set: vegemite tucson.ibm.com are
=
Provisioning policy: |p| ovision_LinuxAppServerLUNs RAID 0 (Gateway RAID 5) v
FCP Export Settings on -~
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- B

L5 Turning on FCP will turn off ISCSI

World Wide Port Hames

New Port Mame, || X Delete

21:00:00:20:8h:12:0e:54 g
Dashhoards Host Operating System: |Linux [+

Il ISCSI Export Settings ) off
Policies Resource Pools
Hosts
System Specify WWPNs and Operating System type =
Get Started J ¥
—
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To continue, click Next.
< Back Hext > Ccancel

Figure 13-135 Defining WWPNSs to be assigned to this data set for FCP access

In Figure 13-135, you can see that we elect to map the LUNSs to be created to the Linux host
using the FCP protocol only.

In this window, we can type in the World Wide Port Name (WWPN) of each Fibre Channel
HBA port the Linux host will use to access the LUNs. The WWPN may be obtained though a
number of method,s including querying the FCP utils package on the host, running
SANSurfer (we were using Qlogic HBAs), interrogating the SAN Switches, querying the
storage system to get a list of logged in WWPNSs, or consulting the HBA labels if you are able
to get physical access to the HBAs.

Note: You will notice that in Operations Manager we cannot have both FCP and iSCSI
configured for the same client at the same time to access the resource pool.

The format of the WWPN is specific, as shown in the diagram. It is also important to correctly
specify the host type (“Linux” in our case), as this will instruct Data ONTAP on the storage
system where the resource is to be created to set the correct byte offset for partition
alignment when creating LUNSs. This will help ensure the maximum performance of the LUN.
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Note: Ensure you specify the correct WWPNSs at this point. The provisioning wizard will
use the provided WWPNs to locate and remove the WWPNSs from and igroups that
currently contain these WWPNSs and then create a new igroup containing these WWPNs
only. The wizard will not warn you about what it is about to do and if you specify the wrong
WWPNSs, you run the risk of the unintended outage on a server that has resources
assigned to it on this storage array, as it loses access to LUNs it previously had.

Note: Extra care must also be taken if you plan to use a provisioning policy for an existing
host that already has LUNs assigned to it on the same storage system the new resources
will be located because of what the wizard will do to the igroups. You will need to ensure
that the data set will encompass those resources as well and that they will be manually
assigned instead of being provisioned.

In Figure 13-136, we elect to provision the resource at a later time so that we can observe the
process from the main data sets pane. We click Next to go to the Preview Details window, as
shown in Figure 13-137 on page 426. The wizard will test the provisioning steps and provide
an indication of the success or failure of the operation.

@ N [=
File “iew Tasks Help %
G [ @ | Group | Global [=
Data Data Sets
* Data Sets Overview Provisioning
@ Resource Pools -
- ! Add | Edit X Delete ;é Protection Palicy Suspend
Unprotected Data Y
| © Add Data Set Wizard X _

@

Provision Storage

Would you like to provision storage now?

O ves

(®) Mo, | wil provision storage later

@ “You can provision storage using the Provision button on the Provisioning tab

v o]

We chose to provision later in order to ensure adequate
physical storage is ready first.

Dashboards

This feature is also convenient if we need to provision during
a change window.

Policies
Hosts
System v

Get Started

To cortinue, click Next.

< Back Mext = cancel

Figure 13-136 Provisioning physical storage at a later time
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As shown in Figure 13-137, the wizard completed the testing and has found no errors.

File \iew Tasks Help

L= [ @ | Group |51 Global (=

* Data Sets

Resource Pools
Unprotected Data

Overview

15 Add

Provisiening

Edit ¥ Delete

[ Protection Policy @ suspend =

" (2) Add Data Set Wizard —
Preview =
9 Preview Details
@) vour proposed changes have been testsd; thers are no Warnings or errors
I~
No errors or warning were found with the =
provisioning definition
Dashboards
Policies
Hosts
System =
Get Started < 5
Figure 13-137 Preview reveals no errors
Figure 13-138 shows the summary of what the wizard will do when you click Finish. The
results of this activity will be visible in the data sets pane, as shown in Figure 13-139 on
page 427.
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Figure 13-138 Summary of tasks to be executed to define the data set
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You can review the jobs that were executed and the corresponding events for this activity in
the respective jobs and events panes in the System section of the N series Management
Console.

{2 IBM N series Management Console : Manage Data - raot on 9.11.218.152 [ (=)<
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Figure 13-139 List of data sets defined but no physical resources have yet been provisioned

As shown in Figure 13-139, the Overview tab displays the data sets. The newly created data
set does not have any resources assigned to it, and there is no protection policy assigned to
it, because we elected to not have the wizard provision the resources automatically.

We will now review the Provisioning tab and then provision some storage and apply a
protection policy.
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As you can see in Figure 13-140, the Provisioning tab displays details about provisioned or

allocated resources to each data set. Here we can click the Provision button to provision
storage for the highlighted data set.

() IBM N series Management Console : Manage Data - root on 9.11.218.152

File View Tasks Help
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Figure 13-140

Navigate to the data sets Provisioning tab to launch the Provision Wizard
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Clicking the Provision button will launch the Provisioning Wizard, as shown in Figure 13-141.

®©
' Welcome to the Provisioning Wizard.

This wizard will help you to provision physical resources into data sets.

A data set is a collection of primary storage containers, plus all the replicas of the
data in those containers.

IBM System Storage™
DataFabric®Manager

To cortinue, click Mext.

Mext = Cancel

Figure 13-141 Data set Provisioning Wizard
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We click Next to go to the window shown in Figure 13-142.

@ Provisioning Wizard

Container Name and Size

ou should specify the name and size of the container to be provisioned

0 Space break out
“Volume name: vol_vegem'rte| v

Description: LUN space for Yegemite 7] v
&l
m 4
. — of
Data size: 3 GEB| = )
3]
Maximum snapshet size: |1 GB(' N
3
Space break out 14
T
Data size: 30GB ol
2 Overwrite space: 30GE Space usage:

I:| Guaranteed space
I:| Space allocated on demand
Space components:

Total size: 70GB Overwrite space

B Space for Snapshot copies: 1.0 GB

Space for Snapshot copies

This information here is based on the resource
pool previously specified

= Back 1 Mext =

Cancel

Figure 13-142 Specifying pertinent information to create the physical resources

In this window, we can provide a name for the volume, a description, the (usable) data size,
and the size of the maximum space you wish to allocate for Snapshots.

The wizard uses this information to calculate the overwrite space and space for Snapshots
copies and tells you what the actual size you need to allocate is. The calculations are also

influenced by the type of resource pool you specified earlier.

Click Next to go to the Preview Details window shown in Figure 13-143 on page 431. The
Preview Details window shows the steps that will be executed and the expected outcomes for

these steps.
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® Provisioning Wizard

Preview

Preview Details

@ mnformation: 3 This shows what the wizard will now
attempt to do

[Expand an [~ / Capy Ta Cliphoard

- Information:  Provizion a hewy flexible volume of 7.00 GE from agoregste
‘taonazt: AnkleBiters'(558).

= @ Information: Set shap reserve on volume
“olToBeProvision: vegemite tucson ibin.com(182) to O percert.

= @ Information: Change following options on volume
“olToBeProvision: vegemite tucson.ibm.com(182): [ convert_ucocds
to on ] [ creste_ucods to on ][ no_i2p to on ] [ nosnap to on ],

To continue, click Next.

= Back Mesxt = Cancel H

Figure 13-143 Summary of the steps the wizard will carry out to physically allocate storage

When you click Next, the wizard will create and execute the necessary jobs to achieve the
outcomes specified here, as shown in Figure 13-144.

(= Provisioning Wizard

Provisioning into the data set

wour provisioning reguest is being processed by job ik 172,

[completed the followwing tasks:

You have the option to run
this job in the background

Processing provisioning request
IBM System Storage™ [EEE
DataFabric®Manager

To =end the process to back ground and close this wizard, click Finish.

Finish

Figure 13-144 The wizard can run in the background while physically allocating storage

As these jobs may take an extended amount of time to run, you have the option to click the
Finish button and let the jobs continue to run in the background.
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You will be able to review the progress, status, and outcomes of the jobs in the Jobs pane in
the System section of the N series Management Console.

As each task is completed, the results of that task will be displayed, as shown in
Figure 13-145.

@ Provisioning Wizard

Provisioning into the data set

“ou have successtully provisioned storage into the data set by job id: 172

Completed the following tasks:

Provision flexible wolurme of size 7.00 GB with space guarantes set to "volums"
Successfully set wolume options.

Successtully set snap reserve for volume ‘ts=onast ivol_vegemite'(647) to 0
percett

Successful Job

Completed the provisioning request

IBM System Storage™ [ Y
DataFabric®Manager

To complete this wizard, click Finish.

Finish

Figure 13-145 Job completion window

The details of the storage allocated to this host is shown in Figure 13-146 on page 433. As
you can see, a volume on itsonas1 called /vol_vegemite.tucson.ibm.com has been created
and space has been allocated according to the specified provisioning policy.
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Figure 13-146 is an example of provisioning storage for SAN type data sets. In this case, we
have a volume created where a host can allocate storage through SnapDrive.

Note: Coordinating and allocating LUNs through SnapDrive from Provisioning Manager

only works for Windows host running SnapDrive Version 6 or later. This capability currently
does not work for hosts running Linux, Solaris, or AlX. For Linux hosts, you need to run the

SnapDrive command manually from within the host.
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Figure 13-146 Example of provisioning for SAN type data sets
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We employ a similar methodology to provision CIFS and NFS volumes, as shown in
Figure 13-147.

Details about creating NFS or CIFS volumes are shown in Chapter 14, “Provisioning Manager
setup” on page 437. It is important to note that while these volumes are created using a
wizard, they still need to be protected in accordance with your business continuity
requirements. You will also need to manually share or export these volumes, to enable hosts
to connect to and mount these volumes.

(2 IBM N series Management Console : Manage Data - root on 9.11.218.152 mE]
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Figure 13-147 Example of provisioning for NAS (CIFS or NFS) type data sets - volume information

As you can see in Figure 13-147, the details pane shows all the pertinent information
regarding the volume, such as capacity allocated, Snapshots details, and so on.

Figure 13-148 on page 435 shows an example of CIFS and NFS volumes being provisioned
and their gtree allocation information. This information will become more useful over time as
usage statistics continue to be collected by the DFM Server, as will the Space Usage History
tab.
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() IBM N series Management Console : Manage Data - root on 9.11.218.152
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Figure 13-148 Example of provisioning for NAS (CIFS or NFS) type data sets - gtree information

Protection Manager is a very sophisticated application and is an integral part of the data

protection arsenal an organization should use. IBM System Storage N series technology has
many data protection protocols to help facilitate proper protection of data to meet your
business continuity and recovery requirements. Operations Manager and Protection Manager
come together to simplify and automate repetitive data protection tasks, making it easier for IT
support staff to manage and quickly assess the recover ability of their organization’s critical

data.
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14

Provisioning Manager setup

This chapter will cover the preparation, setup, and installation of Provisioning Manager.
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14.1 Host prerequisites

Provisioning Manager is a part of the N series Management Console and the Integrated
component of Operations Manager. In order to enable this feature, you need to purchase the
Provisioning manager license key and add it to Operations Manager.

The host requirements for Provisioning Manager is same as the host requirements for
Operations Manager.

To view and configure the Provisioning Manager, you need to have the N series Management
Console installed, which is installed on another server or on the same server where
Operations Manager is installed

14.2 N series prerequisites

The N series prerequisites for Provisioning Manager is same as the N series prerequisites for
Operations Manager.

14.3 Setup

In this chapter, we cover the Provisioning Manager license setup in Operations Manager, the
Provisioning Manager information, and a few configurations.

14.3.1 Adding the Provisioning Manager license key for Operations Manager

In this section, we will add the Provisioning Manager license key for Operations Manager.
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Figure 14-1 shows the first step to adding the Provisioning Manager license key for
Operations Manager by showing the main window of the Operations Manager.
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Figure 14-1 Operations Manager main window
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Figure 14-2 shows the Operations Manager Options window. Click Setup — Options to view
the current license or add the new license.
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Figure 14-2 Operations Manager add license options

Figure 14-3 shows the Operations Manager Licensed Features option, which allows you to
view the current license and add a new license. You can reach this window by selecting
Control Center — Setup — Options — Licensed Features.

IBM System Storage™ N series
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Licensed Mode Limit 1
Mew License ey
Back I Update I

Figure 14-3 Operations Manager license add and update option window

The Provisioning Manager option provides:

» Policy-based provisioning of storage in data sets

» Conformance of storage to the provisioning policy attached to the data set

» Space management

If you have both Protection Manager and Provisioning Manager licensed, then the following
features are enabled:

» Assigning provisioning policies to nonprimary nodes of a data set

» Policy-based provisioning of nonprimary nodes
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Figure 14-4 shows the Operations Manager Licensed Features Add Option and Add New
License window, where you can add the license for the Provisioning Manager. This is also
where you add the Provisioning Manager’s 14 digit license key. After you have entered the
key, click Update.
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Figure 14-4 Operations Manager Provisioning Manager license add and update option

Figure 14-5 shows the Operations Manager License Add Option and Add New License
window, where the Provisioning Manager license is updated and displayed.
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Figure 14-5 Operations Manager Provisioning Manager license added and updated

After the Provisioning Manager license is updated, you have to restart your Operations
Manager. Open the Provisioning Manager setup by opening the N series Management
Console.
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14.4 Using the N series Management Console to view
Provisioning Manager

In this section, we show how to access the Provisioning Manager through the N series
Management Console.

To open the N series Management Console, select Start — Programs — IBM — N series
Management Console — N series Management Console, as shown in Figure 14-6.
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Figure 14-6 Accessing the N series Management Console

0,

Provisioning Manager simplifies and automates the tasks of provisioning and managing
storage for NAS and SAN access, and it improves efficiency in storage utilization.

Provisioning Manager is a licensed application for use with Operations Manager. The
provisioning application can be accessed through the N series Management Console, which
is the client platform for IBM management software applications.The provisioning application
provides the following capabilities:

» User-defined policies to automate storage provisioning and configure the default settings
for exporting storage

» Periodic conformance checking to ensure the provisioned storage conforms to the
provisioning policy

» Manual controls for resizing space and capacity of existing storage

» Manual controls for provisioning new and existing storage

Anyone using Provisioning Manager should be familiar with general storage provisioning
concepts.

Note: The procedure remains same for Windows 2003 32-/64-bit and Windows XP.
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14.5 Dashboards provisioning information

In this section, we show the Provisioning Manager Dashboard options and some
configuration tips.

Provisioning Manager and Protection Manager are integrated components of Operations
Manager. Some of the options on the Dashboard are connected to Protection Manager, so
here we demonstrate only the Dashboard options for Provisioning Manager; the options for
Protection Manager and Performance Advisor and discussed in Chapter 13, “Protecting your
data with Protection Manager” on page 313 and Chapter 10, “Performance Advisor operation
and configuration” on page 199.

Figure 14-7 shows the N series Management Console Provisioning Manager Dashboard
before we make any configurations. The Provisioning options are indicated with arrows.
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Figure 14-7 N series Management Console Provisioning Manager Dashboard window

To provision the Dashboards, you must first open them by doing these steps:

1. Click the folder icon in the upper left corner of the window to open the Provisioning
Manager Dashboard window.

2. Click Dashboards to open the provisioning option.
3. Click Provisioning to open the Top Five Events pane, for example.
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Th

e Provisioning Dashboards window provides cumulative at-a-glance status information for

space management issues related to data sets and resource pools. Some of the Provisioning
Manager window options are:

»

»

Fo
pa

K

Top Five Events: Shows the five events with the highest severity levels, ordered by time.

Data Set Conformance Status: Displays the total number of data set members that are
conforming to associated policies. Values can be Conformant or Nonconformant.

Data Set Resource Status: Displays the number of data sets at different levels of resource
status severity. The status represents the worst event severity of all current events on all
direct and indirect members of the data set nodes. Values can be Emergency, Critical,
Error, Warning, or Normal.

Data Set Space Status: Displays the total number of data sets being managed by N series
Management Console, grouped according to their current space status value. The status
represents the worst space status of all members in all nodes of the data set. Events are
generated at the data set level when the space status of a data set changes. Values can

be Error, Warning, Normal, or Unknown.

Resource Pool Space Status: Displays the total number of resource pools that currently
meet or exceed the space thresholds. Values can be Full, Nearly Full, Overcommitted, and
Nearly Overcommitted.

Resource Pools: Displays, by resource pool name, the total space allocated to and the
space utilization for each resource pool. Total Size values are indicated in numbers, such
as gigabytes or terabytes. Utilization is indicated in percentage of the Total Size. Items are
sorted in increasing order of available space.

r more details about any of these options, you can click the arrow button on any of the
nes. Here we click the arrow button of the Top Five Events pane, as shown in Figure 14-8.
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Figure 14-8 Top Five Events pane
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Managing U

e resulting window is shown in Figure 14-9 on page 445.
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& IBM N series Management Console : Manage Data - root on 9.11.218.152 [_ O}
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Figure 14-9 Top Five Events details window

14.5.1 Data sets information

A data set is a collection of physical resources, such as entire storage systems, flexible
volumes, gtrees, and copies of backed up data that are used to group data and resource
pools to organize storage for simplifying monitoring, provisioning, reporting, and access
control of SnapVault and SnapMirror relationships. You can associate a data protection policy
with a data set to automate tasks such as:

» Applying consistent policies to primary data
» Propagating policy changes

» Provisioning new volumes
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Figure 14-10 shows the images and options for a data set configuration. The Data Sets
window’s Overview tab provides a single location to monitor the status of all data sets, create
and modify data sets, assign protection policies to unprotected data, and assign physical
resources manually or by using provisioning policies.

For more information about data set configuration, refer to “Data sets configuration” on
page 448 and Chapter 12, “Protection Manager setup” on page 307.
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Figure 14-10 Provisioning Manager data sets configuration

To view an overview of the data sets, select Data, then Data Sets, and then the Overview
tab.

In the simplest terms, a data set is a collection of user data you manage as a single unit, plus
all the replicas of that data. The data is identified by the volume, gtree, or directory in which it
is located. Because you manage a data set as a single unit, its members should have
common management requirements. In Provisioning Manager, each node in a data set might
not share the same provisioning requirements, but all members of each node should share
the same provisioning requirements. For example, different types of data supporting the same
application would probably share the protection requirements of the application. You would
want to collect that data in the same data set, even if the data were stored in different volumes
or gtrees.
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For provisioning, if a data set had a protection policy that created primary, backup, and mirror
nodes, your provisioning requirements for each node might be different. You might want to
provision the primary node on high-availability storage but provision the mirror node on less
expensive, low-availability storage. Figure 14-11 shows the steps to access the data set
provisioning window; select Data, then Data Sets, and then the Provisioning tab.
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Figure 14-11 N series Management Console Provisioning Manager data sets provisioning
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Figure 14-12 shows the Space Usage tab. You can access this tab by selecting Data, then
Data Set, then Provisioning, and then the Space breakout tab. This tab graphically displays
the history of space allocation and use on the selected volume or gtree over the selected
period of time. This applies only to gtrees that have quotas settings configured.To display
space allocation data for a specific date and time, place your cursor at that date and time
along the graph's time axis. The information for the cursor-selected date and time is displayed
to the right of the graph.

File “iew Tasks Help %
= wp (2] @ | Group () Giobal [+ .

GF Add |8 X
“ * Resource Pools

Name ~  Total Size Used Free Utilization Owner ~  Description ~ Time Zone ~ B

Resources: Dependencies:

Dashboards

Policies
Hosts

System |

Get Started Details Space breakout

Figure 14-12 Provisioning Manager data sets provisioning Space breakout tab

Data sets configuration
In this section, we cover the step by step configuration of data sets. Data set configuration
involves the following steps:

1. Provisioning policy: Associate the provisioning policy.

2. Export settings: Associate the export settings for FCP/iSCSI. This is a list of host initiator
IDs to which the LUNs in the data set are mapped after provisioning.

3. Resource pools: Associate resource pools.

4. vFiler units: Optionally, associate a vFiler unit if provisioned storage is to be exported
through a vFiler unit.

Do these steps:

1. We start the data set addition process by clicking Data — Datasets, click the Overview
tab, as shown in Figure 14-13 on page 449, and click the Add button, as shown in
Figure 14-14 on page 449. Click Next to proceed.
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Figure 14-13 Provisioning Manager data sets overview
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Figure 14-14 Provisioning Manager Add New Data Set window
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2. Figure 14-15 shows the Add Data Set Wizard welcome window. Click Next to continue.

[5] Ad Data Set Wizard E
Welcome to the Add Data Set Wizard.

This wizard will help you construct data sets.

A data set is a collection of primary storage containers, plus all the replicas of the data in those
containers, that use the same protection policy.

IBM System Storage™
DataFabric®Manager

To cortinue, click Mext.

Mext = Cancel

Figure 14-15 Add Data Set Wizard welcome window
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3.

In the General Properties window, enter the name, description owner of the data set,
contact details, and the time zone. Click Next to proceed. Click Cancel to stop the
configuration, if necessary. We have provided the General Properties information for our

environment, but you have the option to use the information for your environment in your
own configuration.
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Figure 14-16 Provisioning Manager add new data - data set General Properties window

Chapter 14. Provisioning Manager setup 451




452

4. In the Provisioning window, select the provisioning policy, as shown in Figure 14-17.
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Figure 14-17 Provisioning Manager add policy new data set window
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5. Change the Provisioning policy for NFS and CIFS to Off, as shown in Figure 14-18.
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Figure 14-18 Provisioning Manager add new data set for NFS Export Settings, CIFS Export
Settings, and Resource Pools
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6. Change the Provisioning policy for NFS Export to On and set the permission for the host
or add the individual host to set the permission, as shown in Figure 14-19.
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Figure 14-19 Provisioning Manager add new data set provisioning with provisioning policy1 NFS
Export setting

The settings in this pane are:
— NFS: Provides file system access for UNIX and Linux environments.
— Permission:

s All Host

* Read Only: The user cannot make changes.

* Read Write: The user can make changes.

¢ Specific Host

¢ Add: Adds a host from the list and assigns read only or read write permission. After
you add the host, it will display under Host type and Host.

e Delete: Deletes the host from the Host type and Host list after changing the
settings.

— Security Flavors: We selected the Unix style security level.
After setting the NFS, go to CIFS export setting by clicking Next.
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7. Change the Provisioning policy for CIFS Export to On. In the Windows Domain pane, add
the user and permission, as shown in Figure 14-20.
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Figure 14-20 Provisioning Manager add new data set provisioning with CIFS export settings

This pane has the following settings:
— CIFS: Provides file system access for Microsoft Windows environments.
— Windows Domain: You can select the domain from the list.

You can add the new user and assign the permissions as No Access, Read, Change, or
Full Control.

If you want to delete the user assigned with permission from the User list in Figure 14-20,
delete it and, after setting the CIFS, go to Resource Pools.
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8. Select the Resource ITSO Data center1 in the Resource Pools pane and move it to the
Resource pools in this Node field. Click Next.
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Figure 14-21 Provisioning Manager add new data set provisioning from the resource pool
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9. Figure 14-22 shows the vFiler unit properties window. We have not specified vFiler, as it is
optional in this configuration. More information about vFiler configuration can be found in
14.5.6, “Host vFiler Units information” on page 536. Click Next.

IBM N series Manageme
9 d @ Ad Wizard

File View Tasks Help

|:|@ Group -

vFiler unit

&

Data Set: Test Datal

, Data Sets

@ Resource Pools

Select a vFiler unit:

Dashboards

Policies

Hosts To continue, click MNext.

System

Get Started

Figure 14-22 Provisioning Manager add new data set provisioning through vFiler

<Back | Hext= Cancel
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10.Select No, I will provision storage later, as shown in Figure 14-23. For more information
about Provision Storage, refer to Chapter 13, “Protecting your data with Protection
Manager” on page 313.

vt © Add DataSetwizard |
Add Data Set Wizard
Fie View Tasks Hep @ e Tizar [x]

Provision Storage

@ Group

' o =
» Data Sets ‘Would you like to provision storage now?

@ Resource Pools .
- ) fes

oy Mo, | will provision storage later

@ You can provision storage using the Provision button on the Provisioning tak

| Dashboards

Policies

Hosts To continue, click Mext.

System
<Back | Mext= Cancel
Get Started X

Figure 14-23 Provisioning Manager add new data sets provision storage
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11.The Preview window shows a preview of the status, as shown in Figure 14-24. Click Next.

'@ IBM N series Manageme
File ‘iew Tasks Help

<::| ,'\ E] @ | Group

i Add Data Set Wizard

Resource Pools

|@ » Data Sets Preview Details

@ Your proposed changes have been tested; there are no warnings or errors.

Dashhoards

Policies
Hosts To continue, click Mext.

System

=< Back T Hext= Cancel
Get Started E ]

Figure 14-24  Provisioning Manager add new data set preview of the configuration
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12.The Completing the Add Data Set Wizard window appears, which displays a summary of
the tasks, as shown in Figure 14-25. Click Finish.

@ IBM N series Manageme

File ‘iew Tasks Help

[@adivatasetwird @
3 Completing the Add Data Set Wizard.

“ou have successfully completed the Add Data SetWizard.

N a Sets

@ Resource Pools

‘When vou click Finish, the following configuration tasks will be performed
Summary of tasks:

Create & new data set
Mame: Test Datal
Description: Test Datal for ITSO Datacerter!
Ot ibmer
Cortact: bmergibm.com
Tirne Zone:USMountain
Resource group to add the data set to: Glokal
Resource pools to attach to the primary nocds:
ITS0 Datacenterd
Provisioning settings for the prirary noce:
Provizioning policy: Deta certer! _tsol _policyd

| Dashboards Data export protocal: Mixed

‘ MFS settings:
Readitite access hosts Al

| Policies
| |BM s)qstem Siorage"" Read only access hosts:

Hosts ic®
‘ DataFabI'lC Managﬁr To cloze this wizard and begin the configuration tasks, click Finish.

System

<Back | Finish Cancel

Get Started .

!

Figure 14-25 Completing the new data set primary node storage configuration
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13.Select Data — Datasets, click the Overview tab, and click View, which should show that
Test Data1 was configured successfully, as shown in Figure 14-26. To create the second
data set, follow the same procedure used for creating the first data set, with some
modifications.

i) IBM N series Management Console : Manage Data - Administrator on localhost
File View Tasks Help

7<J3 § £ @ |Grow 5 Glkal [T R, e %

Data Data Sets

» Data Sets Qverview Provisioning
@ Resource Pools
Y Add _‘ Edit x Delete @ Suspend ° R
Name | Overall Status — |Primary Provisioning Policy — | Description = [m]

[+
Mode Name: Test Datal
Space Status:  Normal
Conformance Status: i Conformant
Resource Status MNormal
| ( Physical Resources
Dashboards 3
Resource Pools: DU Ustacenter
| Test Datat B
Policies Qwner: ibmer
Hosts Contact: ibmer@ibm com
Selen Time Zone: USMountzin J
Get Started a

Figure 14-26 Provisioning Manager add new data set NAS Storage view

The Data members list displays information about data sets and the volumes, gtrees, or
LUNs in each data set. You can select a data set to see detailed information about that
data set. The status of the available space for the data set can be Normal, Warning, Error,
or Unknown.
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14.Select Data — Data Sets, click the Overview tab, click the Add button, and select

General properties to create the second data set. Follow the same procedure used for
creating the first data set, with some modifications.

SRR © AddDatasetWird @
Add Data Set Wizard
File View Tasks Help L =
General Proper
o 2] @ |Groue =
5 Data Sets Name: Test Dataz
Resource Pools
Description: | Test Data2 for Datacenter?]
Qwner: |ibmer
Contact: |ibmer@ibm futaly ]
us ]
Time Zone: USindiana-Starke [«
USMichigan
UsMourtain ‘_
-
Dashhoards
Policies
Hosts To continue, click Next.
System
<Back | Mext= Cancel
Get Started .

Figure 14-27 Provisioning Manager add new data set General Properties
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15.1n the provision policy, change the FCP Export setting to On. Click Next.

SR © AddDatasctviod @
Add Data Set Wizard

File ‘“iew Tasks Help @ ata oet Mizar =

= @ Group [~

d:'

Data Set: Test DataZ

@ Resource Pools

Provisioning policy: ‘Datacentel 2_itso_policy2 -
FCP Export Settings on =S
@ FCP is turned on. ﬁ.lm off now

_."_"\_ Turning on FCP will turn off iSCS|

World Wide Port Hames

New Port Name: ) Add x Delete

£}

Host Operating System: |Windows il

ISCS| Export Settings

Windows Server 2008
Resource Pools

(Windows GUID Partition Table

HPL
Dashboards

Al

Linix
Policies

VIMWare
Hosts To continue, click Next. etWare

[+
System
= Back Next > Cancel

Get Started A 2

Figure 14-28 Provisioning Manager add new data set FCP Export settings

Fibre Channel Protocol (FCP) is the specification of how the semantics of the SCSI
architecture can be communicated across a Fibre Channel network.

Attention: Turning FCP on will turn off the iISCSI, that is, you cannot have both of them
on at the same time.
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16.In the provision policy, change the iSCSI Export setting to On. Click Next.

@ IBM M series Manageme
Add Data Set Wizard
Fle Vew Tasks Help

Provisioning

&

|:| @ Group 5

Data Set: Test Data2

il

» Data Sets

@] Resource Pools

Provisioning policy: ‘Daiacentel 2_ittso_policy2 i
FCP Export Settings Off 2
iSCSI Export Settings Oon

A

@ iISCSlis turned on. Turn off now

4, Turning on iSCS! will turn off FCP

Initiator IDs
Mew Inttistor ID: [ Add x Delete
‘ A, QAL

Host Operating System: |'~'\u1nclows g ;

Dashboards

\Windows Server 2008
(Windows GUID Partition Tahle
Policies HPLIK
Hosts To continue, click Next. ALK
System Lirux
Get Started B S |
——————1| = = —

Figure 14-29 Provisioning Manager add new data sets from SAN Storage iSCSI Export settings

Attention: Turning iISCSI on will turn off FCP, that is, you cannot have both of them at the
same time.
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17.Select the resource ITSO Datacenter2 from the Resource Pools, move it to the Resource
Pools in this Node field, and click Next.

@ IBM N series Manageme

Add Data Set Wizard
Fle View Tasks Hep
= @ Group | =

» Data Sets

@ Resource Pools

Data Set: Test Data?

-

Provisioning policy: ‘Datacerder?_’rtsojolicﬂ - E
FCP Export Settings Off =
iSCSI Export Settings Oon

Resource Pools

>

Resource Pools: Resource Pools in this Mode:

TS0 Datacertert - | A -
) ITSO Datacenter2 ‘ y
>

=<

Dashboards

Policies
Hosts To continue, click Next.
System

<Back | Mext> Cancel
Get Started A

Figure 14-30 Provisioning Manager add new data set from SAN Storage Resource Pool settings
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18.Select No, | will provision storage later, and click Next. For more information about
provisioning storage, refer to Chapter 13, “Protecting your data with Protection Manager”

on page 313.
:
Fie View Tasks Help __ it bl Gt ) [x]

Provision Storage

@ Grou |

‘Would you like to provision storage now?

@ Resource Pools .
\ ~ Yes

L
.’i) Mo, | will provision storage later

@ You can provision storage using the Provision button on the Provisioning tak

Dashboards

Policies
Hosts To continue, click Next

System

<Back | Next> Cancel

Get Started

Figure 14-31 Provisioning Manager add new data set storage

You can resize or reallocate data and Snapshot copy space in selected gtrees and
volumes.

You can use the Space Management feature to delete selected Snapshot copies from
individual volumes in order to make more volume space available for data. You can also
delete selected volumes, LUNS, or gtrees to return the space they use to their containing
aggregates or volumes.
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19.The Completing the Add Data Set Wizard window appears, which displays the summary
of the tasks completed, as shown in Figure 14-32. Click Finish.

File View Tasks Help

Dashhoards

Policies

Hosts

Get Started

|
|
System
\

‘ata 5el 1Zar

IBM System Storage™
DataFabric®Manager

Completing the Add Data Set Wizard.

*ou have successfuly completed the Add Data Set Wizard.

When you click Finizh, the following configuration tasks will be performed

Summary of tasks:

Create & new data set:
Mame: Test DataZ
Deszcription: Test Data? for Datacernter?
Crovner: ibmer
Cortact: ibmer@ibm cotm
Time Zone: UShountain
Resource group to add the data set to: Global
Resource pools to attach to the primary noce:
TS0 Datacenter2
Frovisioning settings for the prirary node;
Prowisioning policy: Datacenter2_tso_policy2

Diata export protocol: [SCE1

SAN settings:

Operating System: WINDOWS

To cloze this wizard and begin the configurstion tesks, click Finish.

<Back | Finish Cancel

_ IBM N series Managemel

Figure 14-32 Provisioning Manager add new data set settings complete
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20.Select Data — Data Sets, click the Overview tab, and click Test Data2. You should see
that configuration was successful, as shown in Figure 14-33.

File View Tasks Help

@ IBM N series Management Console : Manage Data - Administrator on localhost

Data
» Data Sets

@ Resource Pools

Dashboards

Policies
Hosts

System

Get Started

da wp @ | Growp = Global F

Data Data Sets

Qverview Provisioning

& ———

By Add [ Edit Delete: Suspend Resume
] & x [o] [ ]

Name — | Overal Stalus — | Primary Provisioning Policy | Description p—_
_ Test Data Normal Data centert_tso1 _policy1 Test Dalal for TS0 Datacenter! )
= v

Jata? Tor Datacenter:

Mode Name: Test Data2 5

Space Status: srmal

Canformance Status: Caonforma

Resource Status: . Mormal

'@_‘ Physical Resources:
B Resource Pocls 115U Uanacemmer 2
| Tast Data2 i

Qwner. ibmer

Contact: ibmer @ilbm com

Time Zone: USMourtain =
[~

Figure 14-33

Provisioning Manager add new dataset Test Data2
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21.Select Data — Data Sets, click the Provisioning tab, and click Test Data1 and Test Data2
to see if they are configured successfully, as shown in Figure 14-34.

@) IBM N series Management Consale : Manage Data - Administrator on localhost

File View Tasks Help

-Cj @ [0 @ Sow [ Goval [T G - %

Data Data Sets

» Data Sets

@ Resource Pools

Provisioning

Qverview

h‘?—‘ Provision B x na
Data Set , - |Space Status - ’g Storage _ |SpaceStatus _ |Total space Available Space ’E
== Dl No
- a a
] Test Data2 » MNormal
a &

Policies

Hosts

System
Current space breakout | Space usage history
Get Started

Figure 14-34 Provisioning Manager add new data set Test Data2 Provisioning view
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22.The provisioning application user interface allows you to view and manage space usage in
storage containers. Figure 14-35 shows the first step in resizing volumes.

i€ IBM N series Management Console : Manage Data - root on 9.11.218.152 _ O] x

File View Tasks Help

w} @ | crow |5 Glokal [+ Rion.

§ Data

* Data Sets

* Resource Pools

Data Data Sets

QOverview ‘ Disaster Recovery

Provisioning

1 test_data Mot Applicable

» Unprotected Data ['rf."_l Provision [ Resize Storage/ X Delete Storage @ Delete Snapshot Copies
Data Set # % FaledOver + |SpaceStatus + ﬁ Storage % | SpaceStatus +  Tofal space Available Space B
(5l OSSV_Windo.. Mot Applicable + Normal

Data Yolume
il [ Used space 111 GB — — —  Total volume size:  20.00 GB
I Free space: 13.89GB (L Snapshot reserve: 500 GB
175
o Total data space: 15.00 GB Space Guarantee Volume
Snapahig Space Status: (&) Unknown
125
8 W Used Snapshot space; 134.95 MB
et Free Snapshot space: 487 GB
Dashhoards
5
" Snapshot reserve: 500 GB
- el 8 Snapshotoverfiow:  OKB
Policies
5
Hosts
oo
System
G e
urrent space breskout | |
Get Started E )

Figure 14-35 Resizing storage

In Figure 14-35, we highlight the data set we want to resize and click Resize.
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In Figure 14-36, we drag the marker lines to simulate the resizing of the storage. The
affected values are shown in red circles.

@) itsonas1:/vol0 - Resize Storage

Total volume size:

20 B[~
Snapshot reserve %: 12 %

Snapshot reserve: 248GB

Drag marker lines to simulate resize

Data
B Used space: 111 GB
W Free space: 1641 GB

Total data space: 17.52 GB

Volume
Total volume size: 20,00 GB

__ = Snapshot reserve: 248 GB

Space Guarantee: “olume

Snapshot Space Status: (@ Unknown
8 Used Snapshot space: 13495 MB
" Free Snapshot space: 2.35GE

Snapshot reserve: 248GE
8 sSnapshot overflow:  DKB

Resize Cancel
Figure 14-36 Simulating resize
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Figure 14-37 shows the results of resizing the data set.

Fie View Tasks Help

TPDO@ canBows

* Data Sets Overview ‘ Disaster Recovery | Provisioning

* Resource Pools

1 test_dsta Not Applicable

At 1% Provision [Z7 Resize Storage X Delete Storage
Data Set < = Failed Over ~ | Space Status  ~ ;] Storage ~  Space Status
[ WS Exchange .. Nt Applicablz  Normel -
(5] OSSV_Windo . Not Applicable + Normal

(5% Delete Snapshot Copies

~ Total space Available Space

a

[*]
Data
Bl Used space: 141 GB
I Free space: 16.49 GB

Total data space: 17 .60 GB

Snapshot
8 Used Snapshot space: 134.95 MB
M Free Snapshot space: 2.27 GB

Dashhoards
" Snapshot reserve: 240 GB
oo B sSnapshot overflow:  OKB
Policies
Hosts
System
Space usage histor’
P Current space breakout I P a v_J

Yolume

Total volume size:  20.00 GB

Snapshot reserve:  2.40 GB

Space Guarantes: Volume

Space Status: (@ Unknown

Figure 14-37 Resizing data
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14.5.2 Data resource pools information

A resource pool is a collection of unused physical storage (such as storage systems or
aggregates) from which new volumes or LUNs can be provisioned to contain data, as shown
in Figure 14-38. If you assign a storage system to a resource pool, all aggregates on that
storage system become available for provisioning. Any unused physical resource in a
resource pool is potentially eligible for provisioning. You can organize physical resources into
resource pools by location, performance, or other important factors.

A resource pool groups
together physical resources
such as disks, aggregates or
storage systems, according
to some user-defined criteria
{size, speed, reliability,
availability, etc...)

Fast storage Slow, cheaper
storage

Figure 14-38 Resource pool

With the licensed provisioning application, you can use resource pools to fulfill requests for
storage space for the primary or secondary data of a data set. By applying a provisioning
policy to a data set node, the provisioning application applies the resiliency characteristics
and space settings in the policy to automatically select the resources needed to fulfill a
provisioning request.

You can use the Resource Pools window to create, view, and modify collections of physical
storage resources, called resource pools. When a resource pool is assigned to a data set,
data management applications use the resources in the resource pool to provision storage
containers as needed by the data set and according to the settings defined in policies
assigned to the data set

For information about resource pool, configuration, refer to “Data resource pools
configuration” on page 475.
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To view details about a resource pool, select Data — Resource Pools and then the Details
tab, as shown in Figure 14-39.

File “iew Tasks Help %
= wp (2] @ | Group () Giobal [+ .

Data Resource Pools

Data Sets

GF Add |8 X
“ * Resource Pools

Name ~  Total Size Used Free Utilization Owner Description ~ Time Zone ~ B

Resources: Dependencies:

Dashboards

Policies

Hosts

System

i Space breakout
Get Started _Deads | Sgoce igaiot)
| O R R e ———————

Figure 14-39 Provisioning Manager Data-Resource Pools-Details

The following fields appear:

» Available resource pools list: This list displays key property settings and space
management information for each of the resource pools.

Note: If a resource pool is assigned to a data set using a Protection Manager policy, the
time zone you select can impact the protection schedule. Make sure you understand the
potential impact to any of your schedules before changing the Time Zone property

» Resources Details tab: This area displays a tree view of the physical resources assigned
to a selected resource pool. The physical resources associated with the selected resource
pool are displayed in the expandable Resources list.

» Dependencies: This area displays the data sets, if any, currently using the resource pool
shown in the Resources area.

» Name: The name of a selected resource pool currently assigned to a data set.

» Dependency: The name of the data set with which the selected resource pool is
associated. A resource pool can be associated with more than one data set.
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Data resource pools configuration
This section provides the steps needed to configure data resource pools.

Resource pool creation involves the following steps:

1.

Resource pool members: You add storage systems or aggregates from the storage
systems. Multiple storage systems and aggregates can be assigned to a resource pool.
When a storage system is added to a resource pool, it implies that all its aggregates and
disks are part of the resource pool.

Resource label: Storage administrators can specify resource pools and their members
with labels. For example, they can specify tier 1 (gold), tier 2 (silver), or tier 3 (bronze) for
their storage based on performance and cost. These labels can then be used in the
provisioning policy to specify the tier of storage. During resource selection, Provisioning
Manager will try to find a resource in a resource pool that matches the label.

Space thresholds: These sets of thresholds can be used to track the space utilization of a
source pool. Administrators get alerts when these thresholds are breached.

Aggregate overcommit thresholds: In thin provisioning environments, administrators
overcommit more storage than is physically available. These set of thresholds govern the
amount of overcommitment. Once these thresholds are breached, an overcommitment
alert is generated.

Do the following steps to configure the data resource pools:

1.

Select Data — Resource Pools and click the Add button to add a new resource to the
resource pool, as shown in Figure 14-40.

i Data Sets
1 Add 4
@] , Resour L
Name Total Size Used Free Ltilization Qwner Description Time Zone [
- - - v B
[+
Resources Dependencies:
Dashboards
Policies
Hosts
System
Details Space hreakout
Get Started

Figure 14-40 Data resource pools add new resource
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2. The Add Resource Pool Wizard welcome window appears, as shown in Figure 14-41.
Click Next.

Resource Pools
Data Sets o
1 h i
, Resource Pools B (o] Ad Resource Pool Wizard

YWelcome to the Add Resource Pool Wizard.

Name ¢
This Wizard will help you construct resource pools.
Reszource poalz are caollections of physical rezources from which
storage containers can be provisioned.

Resour

IBM System Storage™
DataFabric®Manager

To cortine, chick Mext,
Dashhoards

Mext = Cancel

Figure 14-41 Provisioning Manager Add Resource Pool Wizard welcome window
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3.

In the General Properties window, specify the name, description, owner, and contact

details with time zone, as shown in Figure 14-42.

The General Properties options are as follows:

— Name: Type in a name. We use ITSO Datacenter1 here.

— Description: Type in a description. We use Data1for ITSO Datacenter.

— Owner: Type in the name of the person who is responsible for this data resource pool.
We use ibmer.

— Contact: Type in the e-mail of the owner for the data resource. We use
ibmer@ibm.com.

— Time Zone: Choose the region where this resource pool is located from the drop-down

menu.
Click Next.

Data Sets

» Resource Pools

Dashhoards

Data Resource Pools
[ERatll @ Add Resource Pool Wizard =

General Propeities

Mame

Resour

Y ou should name your new resource pool for easier identification.

Mame: IT=0 Datacentert

Description: |Data1 |f0r TS0 Datacenter

Cwner: ibmer
Cortact: ibnerigibarm . corm
us
1
Time Zone: |US/Eastern fT

LUS/East-Indiana
LIS Hawaii
USAndiana-Starke
LSMichigan

LIS Mountain

LUS/Pacific

< Back [ Hext = J Cancel

Figure 14-42 Provisioning Manager add resource pool General Properties
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4. The Physical Resources window shows the list of the physical resources available under
the Global group, as shown in Figure 14-43. We select the itsonas1 storage system with
all of its aggregates (you can choose individual aggregates instead of the full storage
system). Click Next.

Data Sets Ad
1 ! i
, Resource Pools [ & Add Resource Pool Wizard
Physical Resources
MName fratn th

Available physical resources: Resources in this resource pool:

_ = Global [a
S
=| aggr -
= aggr?

B
— itsonas2

=| aggr0

aggri
Resour
= aggr2

itsotuct

= itsctucsd [+

To cortinue, click Mext.
Dashboards

<Back | Mext = Cancel

Figure 14-43 Provisioning Manager add resource pools Physical Resources window
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5.

In the Physical Resources window, select the storage system itsonasiand move it to the
Resource in this resource pool field, as shown in Figure 14-44.

Data Sets

Mame

Resource Pools

, Resource Pools B & Add Resource Pool Wizard E

Physical Resouices

ect from the available resources.

Available physical resources: Resources inthis resource poal;

— Glohal

5
]
=| aggrl
= agor2
— itsonas2

=| aggr0

aggri

Resour
= agor?

itsotuct

itsotucd

To continue, click Next.
Dashhoards

=2

=<

Rl |

=Back | Mext = Cancel

Figure 14-44  Provisioning Manager data physical resource in the resource pool

You can move whole storage systems to the Resources in the resource pool field by
clicking the >> button, and you can move them from the Resources in the resource pool
field to the Available physical resources field either one by one (by clicking the > button) or

all of them (by clicking the >> button).

We have list of the storage systems and respective aggregates, as shown in Figure 14-44,
out of which we select the itsonas1 storage system to move to the Resources in this

resource pool field. Click Next.
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6. In the Labels window, assign a resource pool label to our resource, as shown in
Figure 14-45. A resource pool label is a user-assigned label associated with a resource
pool or the objects in a resource pool. It essentially functions as a filter, allowing you to
identify specific resources to be considered when fulfilling a provisioning request. A
resource pool label is a text string of any length. You can provide a value for this property
in the Add Resource Pool Wizard. A resource pool label is an optional property. You can
view this property in the Resource Pools window and change it in the Edit Properties
window. We use the able itso_itsonasi, where itsonas1 is our physical resource.

Click Next.
.
Data Sets o
| Adh P x
, Resource Pools B @ Add Resource Pool Wizard E
Name - label for t
Resource Pool Label: 'rtsn:-_itsonas1| [_T
Resource Lakel B
itsonas Fa
Resou v
— Specifying a label iz optional. However | if specified, only those resource pools and ts
retrbers which match this label will be used for provisioning the data set.
To cortinue, click Next.
Dashhoards
<Back | Mext = Cancel

Figure 14-45 Provisioning Manager data resource pool label
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7. In the Space Thresholds field, the Space thresholds and Aggregate overcommitted
thresholds should be enabled by default; if they are not, enable them both and fill in their
fields as follows:

— Space thresholds (use defaults)
¢ Nearly Full threshold (%): 80
¢ Full threshold (%): 90
— Aggregate overcommitted thresholds (use defaults)

¢ Nearly overcommitted threshold (%): 300
¢ Overcommitted threshold (%): 400

Click Next.

Data Sets

, Resource Pools £ @ Add Resource Pool Wizard [ x|

Space Thresholds

hame | jure th

Space thresholds

Enakle event generation

Mearly Full threshold (%) |80

Full threshold (%) j=n]
1

gregate ov mmitted thresho

@, Aggregate overcommitted thresholds are specified as a percentage of aggregate size

Enable aggregate overcommited thresholds
Resour

N Mearly overcommitted threshold (%) ‘SDD

Owercommitted threshold (%) 400

To continue, click Mext.
Dashhoards

=Back | Next= Cancel

Figure 14-46 Provisioning Manager data resource pool space threshold
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8. The Completing the Add Resource Pool Wizard window appears, as shown in
Figure 14-47. Click Finish.

Data Sets

3 Resource Pools

Dashbhoards

Resource Pools

B A
i Completing the Add Resource Pool Wizard.

MName

You have successfully completed the Add Resource Pool Wizard

Surmmary of tasks completed:

1S A0NE U MOURTEIN A
Resource Label itso_ttzonast

Mearly Full threshold (%) 50

Full threshald (% 90

Agagregste nearly overcommitted threshald (9%): 300

Aogregate overcominitted threshold (%) 400

Resour
- Addled resources:

itzonasl

IBM System Storage™ (=
DataFabric®Manager

To complete this wizard, click Finish.

< Back Finish Cancel

Figure 14-47 Provisioning Manager data resource added and completing the add resource pools
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9. Select Data — Resource Pools and click the Details tab, which will show the details

about the new data resource we created, as shown in Figure 14-48). The window displays
the name of the data, total size of the data, used space, utilization of the space, owner of
the data resource, and the region.

You can take the following actions in this window:
— Add: Starts a wizard that helps you create a new resource pool.

— Edit: Opens the Properties window for the selected resource pool. From the Properties
window, you can modify the settings (Name, Description, Contact, and Owner),
assigned resources, labels, or space thresholds of an existing resource pool.

— Delete: Displays a window that asks you to confirm that you want to delete the selected
resource pool. You can either proceed with deleting the selected resource pool or
cancel the activity. Deleting a resource pool currently assigned to a data set also
deletes any relationships created in accordance with a policy assigned to that data set.
Deleting a resource pool does not delete the physical resources that were in the
resource pool.

&) IBM N series Management Console : Manage Data - Administrator on localhost
File View Tasks Help
b wp (D) @ |Group (i Glokal [ %
Dela oxte . Add Eclit Delet
1 elete
@ 3 Resource Pools & = x
Name = Total Size Used Free Litilization Owner Description - Time Zone = =
= % B
[+
Resources Dependencies
% ITSQ Datacentert Name Dependency
itsonas1
Dashboards
Policies
Hosts
System -
Details | Space breakout
Get Started |

Figure 14-48 Provisioning Manager resource pool data details

10.Select Data — Resource Pools and then the Space breakout tab to show information

about the newly created data resource and the aggregates of the storage system, as
shown in Figure 14-49 on page 484. There are a number of items that you can view in this
window:

— Space breakout tab: The Space breakout tab lists the aggregates assigned to each
selected resource pool. If you select one or more items in the list of available resource
pools, the aggregates associated with each selected resource pool are displayed in the
Space breakout list. If you added a storage system to a selected resource pool, each of
its aggregates is listed separately.

— Name: The name of an aggregate in the resource pool.
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— Total Size: The total amount of storage space provided by the aggregate. This value is
expressed in KB, MB, GB, or TB.

— Used: The amount of space currently in use on the aggregate. This value is expressed
in KB, MB, GB, or TB.

— Committed Size: The amount of space guaranteed to the volumes contained in the
aggregate. This value can be higher than the total size of the aggregate if you are using
the aggregate overcommitment strategy. This value is expressed in KB, MB, GB, or TB.

— Utilization: The amount of currently used space out of the total size assigned to the
aggregate, expressed in percentages.

i) IBM N series Management Console : Manage Data - Administrator on localhost
File ‘iew Tasks Help
::, [2) @ | Group [ Global [T B, %
Ced &
— Data Resource Pools
. e Add Edit Delete
1l elete
@ » Resource Pools & e x
Name = Total Size Used Free Litilization owner = Description = Time Zone m
[+
Name Total Size Used Committed Size Utilization EEJ
=] tsonas1 agor! 45418 GB 2013GB 20.00GB ¥ % [‘“."
z itsonas1:aggr2 36.94 GB 1257 GB 125068 T
Dashboards
Policies
Hosis
System (=
Details | Space breakout
Get Started -

Figure 14-49 Provisioning Manager data resource pools Space breakout tab

14.5.3 Policies provisioning information

484

This section shows the options for configuring policies provisioning. For more information
about this topic, refer to “Policy provisioning configuration” on page 486.

To view the policies provisioning details, select Policies — Provisioning and click the
Details tab, as shown in Figure 14-50 on page 485. You can use the Provisioning Policies
window to view, add, edit, copy, or delete provisioning policies.
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@ IBM N series Management Console : Manage Data - Administrator on localhost =]

File View Tasks Help %
= wp (2] @ | Group |5 Global [+ e

=2 @ Policies Provisioning

* Provisioning

@ vFiler Templates % Add B = X

Mame ~ Storage Type Description =)

Dashboards

Data

Hosts
System

Get Started Details | Dependencies |

Figure 14-50 Provisioning Manager Policies Provisioning details

The following items are available in this window:
» Details tab: Displays detailed configuration information about the selected policy.

» Policies list: Displays the currently configured provisioning policies and their general
property settings. The list is updated dynamically when the status changes. You can
customize the display as follows:

— You can select a policy to see the detailed property settings for that policy.

— You can use the sort arrows in the column header to specify the sort order of the
entries (you click the column header to display the sort arrows).

— You can click in the upper-right corner of the list to select which columns you want
displayed.
— You can drag the bottom of the policies list area up or down to resize that area.

Provisioning policies define the desired provisioning features of NAS or SAN storage for data
sets. For data sets that also have a protection policy assigned, you can create a separate
provisioning policy to define the desired provisioning features of a secondary data set node.

Provisioning policies define the storage reliability requirement, space management settings,
and appropriate actions when a storage container needs more space. The policy settings
specify how you want to have storage provisioned, exported, and managed for the data sets
to which you apply the policy.
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To view the dependencies of the policies, select Policies — Provisioning and then click the
Dependencies tab, as shown in Figure 14-51.

The following items are available in this window:

» Dependencies tab: Displays all the data sets that are provisioned using the selected
policy.

» Data Set Name: The name of a data set or data set member to which the selected
provisioning policy is assigned.

» Data Set Node: The type of storage, that is, primary storage node or secondary storage

node.
i) IBM N series Management Console : Manage Data - Administrator on localhost
File “iew Tasks Help
) 2] @  sroup |5 Global [+
o) @ Folicies Provisioning
* Provisioning
) " y
vFiler Templates G Acd = -
Name ¥ |Storage Type Description ’EGJ
[+
Dashboards
Data
Hosts
System
Get Started Detalls | Dependencies

Figure 14-51 Provisioning Manager Policies Provisioning Dependencies

Policy provisioning configuration
This section provides the steps for the policy provisioning configuration.
Provisioning policy configuration involves the following steps:

1. Storage type: Type of storage to be provisioned. In our case, they type of storage will be
NAS and the same steps will be repeated for a SAN storage for a second policy.

2. Availability properties: Storage reliability and availability settings (RAID properties and
active/active controllers).

3. Container properties: Space and capacity attributes in NAS and SAN environments.
4. Space thresholds: Used space thresholds to report data set space status.
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To do the policy provisioning configuration, do these steps:

1. Select Policies — Provisioning and click the Add button, as shown in Figure 14-52, to
add new policy.

Falicies Provisioning
3 Provisioning
vFiler Templates ] Add| | x
Marme = Storage Type Description
Dashboards
Data
Hosts
System
Details Dependencies |
Get Started

Figure 14-52 Policies Provisioning add new policy

The provisioning application monitors the provisioned space for conformance to the
assigned provisioning policy, reports the status of provisioned storage conformance, and
generates events when policy thresholds are nearly reached or exceeded. Based on
actions configured in the policy, the provisioning application also attempts to correct
nonconformance.

Policy-based provisioning conformance includes the following attributes of provisioned
storage:

— Availability and reliability levels: A provisioning policy specifies the availability level
required for storage provisioned for the associated data set.

— Actions taken when a volume runs out of space: A provisioning policy specifies
whether the provisioning application increases the volume size, deletes old Snapshot
copies, or increases quotas.

— Data access protocols: A provisioning policy specifies default values for the SAN
(iISCSI or FCP) and NAS (NFS or CIFS) data access protocols.

— Thresholds: A provisioning policy specifies the space utilization Full and Nearly Full
thresholds.
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2. The Add Provisioning Policy Wizard window appears, as shown in Figure 14-53.

&) Add Provisioning Policy Wizard
» Provisioning Add Provisioning Policy Wizard
wFiler Templates =
= This wizard helps you create & new provisioning policy.
Provisioning policies allow you to define howe newy storage is provisioned.
Dashboards IBM System Storage™
E ]
DataFabrlc Manager To continue, click Mext.
Data
Mext = Cancel
Uncte

Figure 14-53 Provisioning Policy Wizard to add a new provisioning policy

B

efore creating a provisioning policy, you need to gather the information necessary to fill in

the necessary fields. You need

The name of the new policy. You can plan to use the name for the primary node.
A description of the policy (optional).
The type of storage you want to provision with this policy.

You can select the NAS option for the primary node policy and the secondary option for
the backup and mirror node policy.

For the level of storage availability that the data set requires, you can use the default
option, double disks (RAID-DP™), or change to RAID 4.

For the user and group quota settings, you can use the default settings of 0.
For the space utilization settings, you can use the defaults:

e Enable “Guarantee space for data and Snapshot copies” (space guarantee).
¢ Enable “Reserve space for Snapshot copies”.

For the space threshold settings, you can use the defaults:

* Enable “Space utilization thresholds”.

¢ Enable “Nearly Full threshold” at 80% (for the data set).

¢ Enable “Full threshold” at 90% (for the data set).

Important: You can decide not to use a resource label or a provisioning script
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Click Next.

3. in the General Properties window, we set up a policy for itsonas1 with storage type NAS to
provision and export for (NFS or CIFS) access, as shown in Figure 14-54.

€ Add Provisioning Policy Wizard

3 Provisioning General Proper

vFiler Templates 1 "You Cah hame and .

MNarne: .Data center! _tsol _policy

Description: |plocy for datacenter!

Storage type
@NAS
Provigion and export storage for MAS (MFS or CIFS) access.
~ SAN
Provision and export storage for SAN (FCP or iISCSI) access.
y Secondary

Provision storage for backup or mirror destinations.

Dashboards

To continue, click Next.
Data

< Back Mext = Cancel

Figure 14-54  Provisioning Policy General Properties settings

You should use these settings:
— Name: The name assigned to the selected provisioning policy.

— Description: An optional description of the provisioning policy. It might include the
intended use of the provisioning policy or some other common attribute that identifies
why the provisioning policy was created.

— Storage Type: The type of storage that the policy is configured to support:

* NAS: The policy provisions NAS storage and exports storage for NAS access. NFS
and CIFS protocols are supported.

* SAN: The policy provisions SAN storage and exports storage for SAN access. FCP
and iSCSI protocols are supported.

e Secondary: The policy provisions storage for secondary (backup or mirror) node.
This type is available only if you have the protection license installed.

Click Next.
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4.

In the Availability Properties window, we set the Disk failure protection field. By default,
RAID DP is enabled, but we change the setting to RAID 4, as shown in Figure 14-56 on
page 491.

@ Add Provisioning Policy Wizard

» Provisioning

vFiler Templates 1 of po plan to irmplement fak

Digk failure protection

oy RAID-DF (Double disk failure)
Protects against the simultaneous failure of two disks.
~y RAID4 (Single disk failure )

Frotects against the failure of a single disk.

D Storage subsystem failure (agaregate SyncMirrar)

Protects against the failure of disk shelves, adapters, and cakles.

D Storage contraller failure (activefactive configuration)

Protects against the failure of a storage system within a cluster.

Dashhoards
To continue, click Mext.
Data

< Back Mext = Cancel

Hosts

Figure 14-55 Provisioning Policy General Properties settings disk protection enabled

You can choose from the following options:
— RAID 0 (the Disk failure protection check box is unchecked): RAID 0 implements

striping, which is a way of distributing reads and writes across multiple disks for
improved disk performance. Striping reduces the overall load placed on each
component disk in that different segments of data can be simultaneously read or
written to multiple disks at once. The total amount of storage available is the sum of all
component disks. Disks of different sizes may be used, but the size of the smallest disk
will limit the amount of space usable on all of the disks. Data protection and fault
tolerance is not provided by RAID 0, as none of the data is duplicated. A failure in any
one of the disks will render the RAID unusable and data will have been lost.

RAID 4: RAID 4 stripes data at the block-level and dedicates an entire disk for parity.
RAID 4 is used on a limited basis due to the storage penalty and data corruption
vulnerability of dedicating an entire disk to parity.

RAID-DP: RAID-DP adds a second parity disk to each RAID group in a volume. Each
traditional RAID 4 group has some number of data disks and one parity disk, with
volumes containing one or more RAID 4 groups. While the parity disk in a RAID4
volume stores row parity across the disks in a RAID 4 group, the additional RAID-DP
parity disk stores diagonal parity across the disks in a RAID-DP group. With these two
parity stripes in RAID-DP, one the traditional horizontal, and the other diagonal, data
protection is obtained even in the event of two disk failure events occurring in the same
RAID group. In RAID 4, parity is at the block level.
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Click Next.

5. In the Availability Properties, we check the Disk failure protection check box and
selected RAID 4, check Storage subsystem failure (aggregate SnycMirror), and check
Storage controller failure (active/active configuration). Click Next.

& Add Provisioning Policy Wizard

» Provisioning Availability Properties
wFiler Templates L %ou can indicate the level of protection you plan to implement for data ing this policy .

Disk failure protection

¢y RAID-DP (Double disk failure)
Protects against the simutaneous failure of two disks.
(o) RAID4 (Single disk failure)

Protects against the failure of & single disk.

Storage subsystem failure (aggregate SynciMirror)

Protects against the failure of disk shelves, adapters, and cables.

¥ Storage controller failure (active/active configuration)

Protects against the failure of a storage system within a cluster.

Dashboards
To continue, click Mext.
Data

< Back Mext = Cancel

Hosts
Figure 14-56 Provisioning Manager policy Availability Properties RAID 4 selected
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6. The Resource Label window lists the preconfigured resource labels in the Resource labels
field. In our example, we choose itso_itsonas1, as shown in Figure 14-57, which we have
configured as the primary node of the cluster.

@ Add Provisioning Policy Wizard

» Provisioning

Resource Label
vFiler Templates k

Resource lshelz: are optionsl. Resource label fiters the available resources for provisioning. If 5

label is specified for this policy, only the resource pools and resource pool members that match the

label are used when provisioning a data set.

Resource label |tso_tsonasi | WE.

itso_itsonas2
-

Dashhoards

To cortinue, click Next.
Data

<Back | Mext = Cancel

Figure 14-57 Provisioning Policy resource label

The resource label is an optional text string that is used in provisioning requests as a filter
for specific resources. Only storage resources that match the label are used for
provisioning.

Click Next.
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7. The NAS Container Properties window appears, as shown in Figure 14-58.

@ Add Provisioning Policy Wizard
» Provisioning NAS Container Properties

wFiler Templates 1 You can select space and quota properties and actions to be taken when a data set needs more space.

Quota settings

Default user guata: -EI KB [

Default group guota: -D kB[

Space utilization properties

Guarantee space for data and Snapshot copies

Reserve space for Snapshot copies

Sample space breakout: (Current data space:100 MB Snapshot space: 25 ME)

. i

Space usage: Space components:
uaraneed space [77] =Pace Tor =Napsnot coples
] P =p P P

D SPAace alocaed on demanc

Dashhoards

To continue, click Mext.
Data

< Back Mext = Cancel

Figure 14-58 Provisioning Policy NAS Container Properties

You can set the space and capacity settings for NAS storage in this window as follows:
— Guarantee space for data and Snapshot copies

If this option is enabled, the requested space is guaranteed for data and for Snapshot
copies and guaranteed from the resource pool(s) associated with the data set. Writes
to a specified FlexVol volume or writes to files with space reservations enabled do not
fail due to a lack of available space in the containing aggregate.

If this option is disabled, the space is allocated on demand as data or Snapshot copies
are written to data sets; some write requests might fail.

— Reserve space for Snapshot copies

If this option is enabled, an additional 20 percent of the requested space is provisioned
from the resource pool(s) for Snapshot copies for every provisioned member in the
data set. This guarantees that Snapshot copies do not fail because of a lack of disk
space.

If this option is disabled, no additional Snapshot copy space is provisioned and
Snapshot copies might fail if there is not enough space available.

— Quota settings (for NAS storage only): The default size of user quotas and group
quotas. Quotas limit resource usage and provide notification when resource usage
reaches specified levels

Chapter 14. Provisioning Manager setup 493




494

8. Figure 14-59 shows the NAS Container Properties with our settings. Click Next.

&3 Add Provisioning Policy Wizard

MAS Container Properties

You can select space and quata properies and actions to be taken when a data set needs mare

Guota settings
Default user quota: u] KB( _
Default group guota: u] =
=]
GB

Space utilization properties

i i 1B
Guarantee space for data and Snapshot

Reserve space for Snapshot copies

Sample space breakout: (Current data space: 100 MB Snapshot space:25 MB)

i

Space usage: Space components:
suaraneed space [77] =pace Tor =Napsnol Coples
= P =p & P

I:l space aIocEed on demand

To continue, click Mext.

< Back Mewxt = Cancel

Figure 14-59 Provisioning Policy NAS Container space utilization properties
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9. The Space Thresholds window appears, as shown in Figure 14-60.

M & Add Provisioning Policy Wizard =

3 Provisioning Space Thresholds

vFiler Templates 1 “ou can ble anc ilization thres =ading to alerts o the threshold limits.

Il Space utilization threshaolds

Mearly full threshold (%): .BD

Full threshald (%): lQD

Dashbhoards

To continue, click Mext.
Data

< Back Mext = Cancel

Figure 14-60 Provisioning Policy Space Thresholds window

You can set the properties for the Space Thresholds window as follows:

— Space utilization thresholds: This setting determines whether the licensed application
generates space utilization events when a threshold is reached and, if so, what the
threshold settings for the Full and Nearly Full thresholds are. The licensed application
uses the thresholds to compute data set space status and generate events.

— Full threshold: The percentage of the maximum size of a data set at which a Full
threshold event notification is generated.

— Nearly Full threshold: The percentage of the maximum size of a data set at which a
Nearly Full threshold event notification is generated.

Click Next.
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10.The Provisioning Script window appears, as shown in Figure 14-61.

M & Add Provisioning Policy Wizard

» Provisioning

vFiler Templates

Specify the =cript path az it iz defined in the server running Provisioning Manager.

Psth:

Dashhoards
To continue, click Mext.

Data

< Back et = Cancel

Figure 14-61 Provisioning Policy Provisioning Script window

The Provisioning Script field is where you enter the full Operation Manager server path of
a provisioning script that performs custom tasks before or after storage is provisioned.

Click Next.
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11.The Completing the Add Provisioning Policy Wizard window appears, as shown in
Figure 14-62. Click Finish to complete the configuration.

> Provisioning

vFiler Templates

Dashboards

Data

O @ Add Provisioning Policy Wizard

IBM System Storage™
DataFabric®Manager

Completing the Add Provisioning Policy Wizard

You have successfully completed the Add Provisioning Policy Wizard.

MAS cortainer properties

Guarantee space for data set: Enabled

Reserve space for Snapshot copies: Enabled

Quata zettings

Detault user gquots: 0 KB

Default group quota: 0KE

Space utilization thresholds

Mearly fullthreshaold(%e): 80

Full threshold( %) a0

To complete this wizard, click Finish.

= Back Finish Cancel

Figure 14-62 Completing the first provisioning policies configuration
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12.Selecting Policies — Provisioning shows the new policy set for the NAS storage type, as
shown in Figure 14-63.

» Provisioning

vFiler Templates

Dashhboards

Data

Provisioning

Eg Add @ Eclit Egy Copy x Delete

Name = Storage Type Description B
[+

Data set using this policy
Data Set Name Data Set Node faJ
=
[a

Figure 14-63 View of the provisioning policy
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The same steps are used to set the policy for a SAN storage type with some modifications, as
shown in Figure 14-64. You have the following tools to help you set the policy:

»

Add: Starts the Add Provisioning Policy Wizard, which allows you to configure and add a
new provisioning policy.

Edit: Opens a window in which you can modify the properties of the selected provisioning
policy.

Copy: Copies the selected provisioning policy and adds the copy as a new provisioning
policy.

Delete: Opens a confirmation dialog box to verify whether you want to delete the selected

policies. You can delete a provisioning policy only if it has no dependencies, that is, if the
policy is not assigned to any data sets.

Do the following steps to set the policy for a SAN storage type:

1.

Select Policies — Provisioning, click the Add button, and select Provisioning Policy
Wizard — General Properties, which brings up the window shown in Figure 14-64. Here
we set up a policy for itsonas2 with storage type SAN to provision and export storage for
(FCP or iSCSI) access. Click Next.

& Add Provisioning Policy Wizard

» Provisioning General Properties

wFiler Templates | YU can name ar

Mame: ’DatacenterQ_’rtsonaﬂJaolicﬂ

Description: |policy faor Ctacenter2
Storage tyy
~ MAS
Provision and export storage for MAS (MNFS or CIFS) access.
SAN

Provision and export storage for SAN (FCP or iSCSI) access.

o

 Secondary

C Provision storage for backup or mirror destinations.

Dashhoards

To continue, click Mext.
Data

< Back Mext = Cancel

Figure 14-64 Provisioning Policy General Properties settings for the second policy
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2. The Resource Label window, shown in Figure 14-65 lists the preconfigured resource
labels under resource label configuration. In this example, we choose itso_itsonas2, which
we configured for the secondary node of the cluster. Click Next.

M @) Add Provisioning Policy Wizard [ x|

» Provisioning Resource Label

vFiler Templates | erter :

Resource label: are optional. Resource label fiters the available resources for provisioning. If

label iz specified for thiz policy, only the resource pools and resource pool members that match the

label are used when provisioning a data set.

Resource label: |tso_tzonas2| L

Dashbhoards
To continue, click Mext.
Data

< Back Mext = Cancel

Figure 14-65 Provisioning Policy resource label for second policy
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3.

In the SAN Container Properties window, shown in Figure 14-66, we choose LUN and

Guarantee space for LUN and Snapshot copies.

& add Provisioning Policy Wizard

S5AN Container Properties

Types of containers to provision as data set physical resources
® LLIM
Used for direct access to storage from hosts.
(@ Wolume

Uged for delegating LUMN creation to SnapDrive.

Space settings

. Guarantee space for LUM and Snapshot copies

y Guarantee space for LUM and grow space for Snapshot copies on demand

Preserve existing Snapshot copies during write activity (requires more space).

7~ Guarantee space for LUM and grow space for Snapshot copies on demand

Allowe automatic deletion of Snapshot copies when necesszary (requires Data ONTAP 7.2.4 ar

later).
~y Do not guarantee space for LUN or Snapshot copies

Sample space breakout: (Data space:100 MB, Overwrite space:100 MB, Snapshot space: S0 MB)

AN A

= Back Mext = Cancel

Figure 14-66 Provisioning Policy SAN Container Properties

The SAN Container Properties window (for SAN storage only) describes:

>

Types of containers to provision as data set physical resources
The SAN container type to be used for provisioning: Volume or LUN
Space settings

“Guarantee space for LUN and Snapshot copies” guarantees space for LUN and
Snapshot copies.

— “Guarantee space for LUN and grow space for Snapshot copies on demand” option is
not set, as space might need to be allocated manually. This option normally preserves

existing Snapshot copies during write activity, but requires more space.

— “Guarantee space for LUN and grow space for Snapshot copies on demand, Allow
automatic deletion of Snapshot copies when necessary (requires Data ONTAP 7.2.4.

or later)” is not set.
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If this option is enabled and a storage container needs more space, the Data ONTAP
autosize option is used to automatically delete Snapshot copies to make more space
available. To use this option, your storage must be using Data ONTAP V7.2.4 or later.

If this option is disabled, Snapshot copies are not automatically deleted when a storage
container needs more space, therefore, you might need to delete them manually.

Click Next.

4. The SAN Container Properties window shown in Figure 14-67 has the same
characteristics as the window shown in Figure 14-66 on page 501, but is for volumes
instead of LUNs. “Guarantee space for Volume and Snapshot copies” is checked. Click
Next.

& Add Provisioning Policy Wizard Ed

SAN Container Properties

You can select which type of SAN containers will be used topravision data

Types of containers to provision as data set phys resources

Used for direct access to storage from hosts.
® Wolume
Used for delegating LUN creation to SnapDrive.
Spa ettings

@y Buarantee space for Volume and Snapshot copies

7/~ Guarantee space for Volume and grow space for Snapshot copies on demand

Preserve existing Snapshot copies during wiite activity (requires mare space).

Guarantes space for Volume and grow space for Snapshot copies on demand

Allowy autamatic deletion of Snapshot copies when necessary (requires Data ONTAP 7.2 .4 or

later].
= Do not guarantee space for Yolume or Snapshet copies

Sample space breakout: (Data space:100 MB, Overwrite space: 100 MB, Snapshot space: 50 MB)

- IR R

= Back MNext = Cancel

Figure 14-67 Provisioning Policy SAN Container Properties
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5. The Completing the Add Provisioning Policy Wizard window appears, as shown in
Figure 14-68. Click Finish.

(/] Ad Provisioning Policy Wizard s
Completing the Add Provisioning Policy Wizard

You have successfully completed the Add Provizioning Policy Wizard,

Reszource lsbel:

Label: tzo_itsonas2

SAN container properties

Type of containgr to provision: LN

Space for data: Guaranteesd
Space for Snapshot copies: Guaranteed
Delete aldest Snapshot copies automatically: Dizabled

Space utilization thresholds
Meatly full threshald(%:) 80

Full threshold{ %) a0

IBM System Storage™ b
DataFabric®Manager

To complete this wizard, click Finish,

= Back Finish Cancel

Figure 14-68 Completing the second provisioning policy configuration
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Selecting Policies — Provisioning shows the new policy set for the SAN storage type, as
shown in Figure 14-69.

, Provisioning

vFiler Templates c:] A e, B B Copyae Delate
Name = Storage Type Description ﬁ;l
;ﬂ Data center1 _tsol _policy1 NAS plocy for datacenter1 r:
7]

Mame: Datacenter2_itso_policy2

SAH container properties pace 1 threshol

Type of container to provision: LUR Generate space utilization everts: Enabled
Space for data Guaranteed Nearly full threshole{%): B0
Space for Snapshot copies: Guaranteed Full threshold(%): an

Delete oldest Snapshot copies automatically: Disabled
Dashboards
Data Provigioning seript

i Path: Mot available

Figure 14-69 Provisioning Policy second policy configuration view

14.5.4 Policies vFilers Templates information

504

You can use the vFiler Templates window to view, add, edit, copy, or delete vFiler templates

and for configuration. Refer to “Policies vFilers Templates configuration” on page 506 for more
information.

The provisioning application provides vFiler templates to help manage the exporting of
storage through vFiler units by configuring NAS and SAN access to those vFiler units. A
vFiler template is a set of vFiler configuration settings, including the corresponding CIFS,
DNS, NIS, and administrative host configuration settings that you want to use as default

settings for one or more vFiler units you plan to add as hosts. You can configure as many
vFiler templates as you need.

To open the vFile Templates window, Select Policies — vFiler Templates, as shown in
Figure 14-70 on page 505.
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& IBM N series Management Console : Manage Data - Administrator on localhost [_ O[]

File View Tasks Help

L] 2 @ | Group |5 lobal [+
F p,-_ @ Palicies vFiler Templates

Pravisioning \ —
[ Add EX B x
. * vFiler Templates

Mame Description CIFS Authentication Made DMS Domain f’:J

Dashboards

Data

Hosts

system |

Get Started

Figure 14-70 Provisioning Manager Policies vFiler Templates

You can do the following actions from this window:

» Add: Starts the Add vFiler Template Wizard, which allows you to configure and add a new
vFiler template.

» Edit: Opens a property sheet in which you can modify the properties of the selected vFiler
template.

» Copy: Copies the selected vFiler template and adds the copy as a new vFiler template.

» Delete: Deletes the selected vFiler templates.

The vFiler Templates list displays a list of the currently configured vFiler templates. The list is
updated dynamically when the status changes. You can customize the display as follows:

» You can select a vFiler template to see the configuration details for that vFiler template.

» You can use the sort arrows in the column header to specify the sort order of the entries
(you can click the column header to display the sort arrows).

» You can click the upper-right corner of the list to select which columns you want to be
displayed.

» You can drag the bottom of the list area up or down to resize that area.
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Policies vFilers Templates configuration
This section provides the steps to configure the vFilers Templates:

1. Select Policies — vFiler Templates and press the Add button, as shown in Figure 14-71.

Faolicies vFiler Templates
Provisioning
| Add " X
» VFiler Templates g o -
Name Description CIFS Authertication Mode DNS Domain B
-
[«
Dashhoards
Data
|l

Figure 14-71 Provisioning Manager Policies vFiler Templates Add window
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. The Welcome to the Add vFiler Template Wizard window appears, as shown in
Figure 14-72. Click Next.

M

emplate Wizard

Provisioning - . .
wFiler Tomplates @ Ad S Welcome to the Add vFiler Template Wizard
» | i
Name || The wizard helps you creste & vFiler Ternplate.
The vFilet tetnplate helps you configure settings for & wFiler unit.
IBM System Storage™
Dashboards i
DataF&bl'iC Manager T cortinue, click Mext
Data
Mext = Cancel

Figure 14-72 Welcome window for Provisioning Manager Policies vFiler Templates
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3. The vFiler Template Overview window appears, as shown in Figure 14-73.

Provisioning ) Add vFiler Template Wizard
1 Ach - -
, vFiler Templates £ vFiler Template Overview
ou v the o s for the vFiler template.
Mame

Mame: |ITSO4vFiIer|

Description: wFiler far TS0y Filer

Administrative Host: 9 .1 25 238
Dashboards To continue, click Mext
Data

< Back Mext = Cancel

Figure 14-73 Provisioning Manager Policies vFiler Templates Overview

You need to fill in the following fields:
— Name: The name of the selected vFiler template.
— Description: The description provided when the vFiler template was configured.

— Administrative Host: The host name or the IP address of the host that has root access
to the files needed to manage a vFiler unit using the selected vFiler template.

Click Next.
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4. The DNS and NIS Settings window appears, as shown in Figure 14-74.

& Add vFiler Template Wizard [ %)

, VFiler Templates g DNS and NIS Settings

Provisioning

fy the DMS and MIS settings.

DHS

Domain Name: Daomain Cartroller

Domain Servers: | g 11 215 102 1 Add 3. Delete

911218102 ' O

HIS

Domain Name:
Domain Servers: 0o .0 .0 .0 , Add

i Max of 3 DMNS domain servers can be added

Dashhoards To continue, click Mext

Data
< Back | Mext = Cancel

Figure 14-74 Provisioning Manager Policies vFiler Templates DNS and NIS Settings

You need to fill in the following fields:

— DNS Domain: The name of the DNS domain to which a vFiler unit using the selected
vFiler template belongs.

— NIS Domain: The name of the NIS domain to which a vFiler unit using the selected
vFiler template belongs.

Click Next.
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5. The CIFS Settings window appears, as shown in Figure 14-75.

= EMbDldre
% @ Add vFiler Template Wizard
1 Adh -
» VFiler Templates Lo CIFS Settings
You
Mame

Security Protocal: Muttiprotocal [_:_

Authertication Moce: | Active Directory [_;_

Domain Mame: Domain Contraoller N
Dashboards To continue, click Mext
Data

=Back | Mext = Cancel

Figure 14-75 Provisioning Manager Policies vFiler Templates CIFS Settings

The CIFS Authentication Mode field is the name of the CIFS domain to which a vFiler unit
using the selected vFiler template belongs. Valid values are Active Directory, Windows
Workgroup, DNS Domain, the name of the domain, or the IP address of the PDC.
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. The CIFS Security Protocol setting window appears, as shown in Figure 14-76.

. Provisioning ]
v o e e EMac el i 1TSO4vFiler Properties
»
m— Overview ‘ DNS and hIS ‘ CFS ‘
o —
Security Protocol: Muttiprotocol Il
Authentication Mode: [ = oY
Muttipratocal
Domain Mame:
General
Mame:
Descriptit
Aclministr
DMNS Dom
Dashboards | | wisDome
|
Data oK ] Cancel
(il
i

Figure 14-76 Provisioning Manager Policies selected vFiler Templates properties

You need to fill in the following fields:

— Security Protocol: The security protocol to be used by a vFiler unit using this vFiler
template. Valid values are NTFS-only or Multiprotocol. We use Multiprotocol.

— Authentication Mode: The mode used to authenticate data requests to or from a vFiler
unit using this vFiler template. Valid values are Active Directory or Windows workgroup.
We use Active Directory.

— CIFS Domain: The name of the CIFS domain to which a vFiler unit using the selected
vFiler template belongs to. We use Active Directory.
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Click Apply, as shown in Figure 14-77.

Provisioning

5 VFiler Templates

Dashhoards

Data

vFiler Templates

@ LECIME & ITS04vFiler Properties

Mame

o 51

General

MName:

Descriptic
Administr
DHS Dom

‘ MIS Doms

Overview | DNS and NIS ‘ CIFS |

Muttiprotocel L

Authentication Maoce: ‘Ac’fiue Directary I - |

Security Protocol:

Active Directory

Domain Name:

Windows Workgroup

Ok j Cancel J Apply ‘

Figure 14-77 Provisioning Manager Policies selected vFiler Templates properties CIFS settings
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The Completing the Add vFiler Template Wizard window appears, as shown in
Figure 14-78. Click Finish.

e R e ——

Provigioning
1 Adh

Completing the Add vFiler Template Wizard

» VFiler Templates

plame Attributes of vFiler template being crested

Marne: ITS04vwFiler
Description: wFiler for IT304vFiler
Administrative Host: 9.11.218.238

LS Domain Mame: Dornain Contraller
DS Servers: 911215102

CIFS Domain Mamme: Damain Controller

CIFS Security Protocal: Muttiprotocol

CIFS Authentication Type: Active Directory

IBM System Storage™
Dashhoards DataFabric®Manager

Data

To apply, click Finish

< Back Finish Cancel

Figure 14-78 Completing Provisioning Manager policies vFiler Templates wizard
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Select Policies — vFiler Templates to view the vFiler details after a successful
configuration, as shown in Figure 14-79.

&) IBM N series Management Console : Manage Data - Administrator on localhost [_[O]x

File Wiew Tasks Help

5 [2) @ | Group | Global [T R ) %

s vFiler Templates

Pravisioning

@ » vFiler Templates £ ] Add - p Edt = Copy ¢ Delete
\ \ MName Description CIFS Authertication Mode DNS Domain fgl
[ ? [
-
General CIFS Settings
Name: ITSO4vFiler Authentication Mocle:  Active Directory
Description: wFiler for ITSO4vFiler Securtty Protocal: muttiprotocal
Administrative Host: 9.11.218.238 CIFS Domain: Domain Controller
DNS Domain: Domain Cortroller
Dashhoards NIS Domain:
Data
e
Hosts
System
Get Started ‘

Figure 14-79 Provisioning Manager policies vFiler Templates view

14.5.5 Host storage system information

You can use the Hosts Storage Systems window to view detailed information about storage
systems discovered by Operations Manager. From this window, you can add a storage
system to Management Console, edit the properties on existing storage, and diagnose a
storage system's configuration. You can also manage Data ONTAP service licenses.

For information about configuration, refer to “Hosts Storage Systems configuration” on
page 516.
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Select Hosts — Storage Systems and click the Details tab to view the list of the N series

storage systems from Provisioning Manager through Operations Manager, as shown in

Figure 14-80.
@ IBM N series Management Console : Manage Data - Administrator on localhost [_ O}
File View Tasks Help %
& =] @ srou 5] Global [+
8 * Storage Systems =Y
[ mdd [ Edt L) Diagnose T3 Refresh
. vFiler Units
Name & ~  System Status ~ Login Credentials ~  NDMP Status ~  NDWP Credertials ~ B
& o e e 4
itsonas2 & Up o Good Unknown Unknown
itsotuet & Up & Good Unknown Unknown
itsotucd o Up o Good Unknown Unknown
[+
General
Hame Licensed [
Host Name: ttsonas? SnapMirrar ¥ Unlicensed -
IP Address: 911218163 Snapl/ault Data ONTAP Secondary 2 Unlicensed
System Status: Up Snap'y'ault Data ONTAP Primary # Unlicensed
v 5
Moclel N5200 SnapVault Windows Primary # Unlicensed
SnapVault VWindows Open File Ma * Unlicensed
Mirrored Ho Snap'/ault Unix Primary X Urlicensed
Bachup Destination: Mo Snapyault Linux Primary X Unlicensed
Backup Source: Mo NearStore Option # Unlicensed
Dashboards FCP Licensed
Credentials CFs Licensed
Das Login User Name: roct NFS * Unlicensed
Policies NDMP User Name: 1SS Licensed
Muttistore * Unlicensed
|
System (4
Get Started Details

Figure 14-80

Provisioning Manager Hosts Storage Systems details

This window contains the following items:

» Name: Displays the name of the storage system or vFiler unit as it appears in the
Operations Manager database.

» Details tab: The Details tab has three areas: General, Credentials, and Licenses. You can
see the following items in the General pane:

— Host Name: The name of the currently selected storage system.
— |IP Address: The IP address associated with the selected storage system.

— System Status: Whether the status of the host is Up, Down, Unknown, or Not
Applicable (N/A).

— Model: Displays the model number of this storage system.

— Mirrored: Indicates whether the SnapMirror license is enabled on this host. Possible
values are Yes or No.

— Backup Destination: Indicates whether a SnapVault Secondary license is enabled on
this host, making the host a potential destination for backups. Possible values are Yes
or No.

— Backup Source: Indicates whether the SnapVault Data ONTAP Primary license is
enabled on this host, making the host a potential source of backups. Possible values
are Yes or No.
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Note: Other hosts might also be potential backup sources, but the SnapVault Primary
licenses for Linux, UNIX, and Windows are installed on the secondary system. This list
confirms only whether the SnapVault Data ONTAP Primary license is enabled on the host.

Hosts Storage Systems configuration
This section provides the steps for configuring Hosts Storage Systems:

1. Select Hosts — Storage Systems, select itsonas1, and click the Diagnose button, as
shown in Figure 14-81.

File Wiew Tasks Help
Gn = @ Group | Global [ _ %
L &
Storage Systems
. ’ | Add Edit (= Diagnose - Refresh
@J wFiler Units ] = g A
Name - | System Status Login Credentials - NDMP Status - NDMP Credentials B
o ] 2 3 :
itsonas2 & Up & Good ~ Down Good
itsotuct s Up g Good g Up . Good
itsotucs G U Good Up & Good
[«
oo eral Hame Licensed m|
Host Name: itsonas? SnapMirror Licensed (a]
SnapVault Data ONTAP Secondary x Unlicensed
IR/ Acdrages R 6 163 SnapVaut Data ONTAP Primary Licensed
System Status Up SnapVault Windows Primary x Unlicensed
SnapVault Windows Open File Ma., x Unlicensed
Model: M5200 SnapVault Unix Primary x Unlicensed
Snapault Linusx Primary % Unlicensed
Mirrorec: Yes NearStore Option x Unlicensed
FCp Licensed
Dashboards Bachup Destination: Mo
CIFS Licensed
Data Backup Source; Yes NFS x Unlicensed
Policies isCs| Licensed
Credentials Muttistore ¢ Unlicensed
I Login User Mame:  root =
System
Detail
Get Started e

Figure 14-81 Provisioning Manager Hosts Storage Systems diagnose

You can see the following systems in Figure 14-81:

— itsonas1 and itsonas2 (in the Active/Active Cluster)
— itsotuct

— itsotuc4

We show the configuration for itsonas1 first and will repeat the same steps for itsonas2
with some modifications.

Note the following options at the top of the window:

— Add: Starts the Add Storage System Wizard that allows you to set up storage system
hosts.

— Edit: Opens a window in which you can modify the properties of the selected host.

— Diagnose: Starts the Diagnose Storage System wizard, which allows you to modify
some aspects of a storage system's configuration. This button is disabled if more than
one host is selected in the hosts list. This is the option we are using in this
configuration.
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— Refresh: Pulls updated data into the host list for the selected host only.

2. The Diagnose Storage System Welcome window appears, as shown in Figure 14-82.

Click Next.

@ | Group |= Global |

L7)

o Lo

, Storage Systems

wFiler Units

| Dashboards

Data

Puolicies

@) Diagnose Storage System

IBM System Storage™
DataFabric®Manager

Welcome

wiglcome to the diagnose storage system wizard!

This wizard wil step you through the process of disghosing a starage system.

To continue, click Mext.

Mead =

Cancel

Figure 14-82 Provisional Manager Host Storage Systems diagnose storage system welcome

window
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3. The System Storage Information window appears, as shown in Figure 14-83. This window
displays information about the vFiler, such as Host Name, Domain Name, IP Address,
Host Status, Host Login Credentials, NDMP Enabled/Disabled, NDMP Status, NDMP
Credentials, Enabled Licenses, SnapVault Access Control List, and SnapMirror Access
Control List.

We are interested in the Host Status field, which displays the current status of the storage
system. Possible values are Up, Down, and Unknown.The default monitoring interval is
one minute. The interval is specified as the Ping Monitoring Interval in the DFM server.

I , Storage Systems

@ vFiler Units

Host Mame: tsonas1
Domain Mame: tsonas1

IP Address: 9.11.218.163
Host Status: Up

Host Login Credentials: Good

MDMP Enabled: Mo
MDMP Status: Down
E MDMP Credentials Good
Enabled Li 25
T U ,’:_
Snap Access Cor ist SnapMirror Access Control List

|nane |nane

| Dashbhoards

Data

Policies To continue, click Mext.

= Back Mext = Cancel

Figure 14-83 Provisioning Manager Hosts Storage Systems Storage System Information window

Click Next.
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4. The Login Credentials window appears, as shown in Figure 14-84. Specify the User Name
and the Password.

@ GI'OUp: Global |

o

, Storage Systems

@ wFiler Units

) Diagnose Storage System

Legin Credentials Status: Good

User Name: 'Administrator

Password: |

| Dashboards

pala To continue, click MNext.

Policies

< Back Mext = Cancel

Figure 14-84 Provisioning Manager Hosts Storage Systems Login Credentials

You should note the following information about the fields in this window:

— Login Credentials Status: Displays the current status of the login credentials that
Operations Manager uses to log in to the host. Possible values are Good, Bad, Read
Only, Unknown, and Not Applicable. NDMP credentials for vFiler units are designated
Not Applicable because Operations Manager uses the credentials of the hosting
system.

— Login User Name: The name that Operations Manager uses to log into the selected
host ITSONAS1.

— NDMP User Name: The name that Operations Manager uses to log in to the selected
host by using NDMP.

Click Next.
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5. The Licences window appears, as shown in Figure 14-85. You must make sure that the
SnapMirror and SnapVault Data ONTAP primary licenses are enabled. If both licenses are
not enabled, you can add a new license in the New License window.

@ Group Global |
@) Diagnose Storage System
, Storage Systems Add the licenses you purchased to meet the requirements@f your protection policy.
@ wFiler Units
Mame Licensed B
SnapMirrar Licensed [
SnapVault Data ONTAP Secondary x Unlicensed
Snapault Data ONTAP Primary Licensed
SnapVault Windows Primary x Unlicensed
Snap'ault Windows Open File Manager x Unlicensed
Snapault Unix Primary x Unlicensed
Snap/ault Linux Primary w Unlicensed
MearStore Option Unlicensed
FCP Licensed
CIFs Licensed
— NFS x Unlicensed
iISCSI Licensed
Multistore x Unlicensed
('
Mew License: [
| Dashhoards
gata To cortinue, click Next.
Policies
= Back Mext = Cancel

Figure 14-85 Provisioning Manager Hosts Storage Systems primary storage system licenses

The licenses shown in this window each enable a service of Data ONTAP. You must enter
a software license code on the storage system to enable the corresponding service. You
do not need to indicate which license the code enables. The code is matched
automatically to the appropriate service license.

— SnapMirror: You should add the SnapMirror licenses on both the source and
destination storage systems for the mirrored data. If the source and destination
volumes are on the same system, only one license is required. SnapMirror replicates
data to one or more networked storage systems. SnapMirror updates the mirrored data
to keep it current and available for disaster recovery, offloading tape backup, read-only
data distribution, testing on nonproduction systems, online data migration, and so on.
You can also enable the SnapMirror license to use Qtree SnapMirror for backup.

— SnapVault Data ONTAP Secondary: You install the SnapVault Secondary license on
storage systems hosting the backups of protected data. SnapVault creates backups of
data stored on multiple primary storage systems and copies the backups to a
secondary storage system. If data loss or corruption occurs, backed up data can be
restored to a primary or open storage system with little of the downtime and
uncertainty associated with conventional tape backup and restore operations.

— SnapVault Linux Primary: You install the SnapVault Linux Primary license on a
secondary storage system, in addition to the SnapVault Secondary license, to support
a Linux-based primary storage system running the Open Systems SnapVault agent. A
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Linux-based primary storage system running the Open Systems SnapVault agent does
not require a SnapVault license.

NearStore Option: The NearStore license enables your storage system to use transfer
resources as conservatively as though it were optimized as a backup system. This
approach is useful when the storage system on which you want to store backed up
data is not a system optimized for storing backups, and you want to minimize the
number of transfer resources the storage system requires.

Storage systems using the NearStore license must meet the following criteria:
e The storage system must be a N5000, N6000, or N7000 series system.
¢ The version of Data ONTAP software must be Version 7.1 or later.

If you are using the SnapVault service, the storage system must have a SnapVault
secondary license enabled.

FCP: Fibre Channel Protocol (FCP) is a licensed service on the storage system that
enables you to export LUNs and transfer block data to hosts using the SCSI protocol
over a Fibre Channel fabric.

CIFS: The Common Internet File System (CIFS) protocol is a licensed service for
remote file access that runs over TCP/IP on the Windows operating system. It enables
application access and file sharing across the Internet.

NFS: Network File System (NFS) is client/server application that runs over TCP/IP on
the UNIX operating system. It enables application access and file sharing across the
Internet.

iISCSI: The iSCSI protocol is a licensed service on the storage system that enables you
to transfer block data to hosts using the SCSI protocol over TCP/IP. iSCSI supports
Gigabit Ethernet and is often used in a SAN environment.

MultiStore: The Data ONTAP MultiStore license enables you to partition the storage
and network resources of a single storage system so that it appears as multiple
storage systems, called vFilers, in the network. Be sure the host on which you intend to
install the MultiStore license is running Data ONTAP Version 7.1 or later.

Click Next.
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6. The SnapVault Settings window appears, as shown in Figure 14-86.

, Storage Systems

@ wFiler Units

' Dashhoards
Data

Policies

@ GI'OUp:’ Global |

) Diagnose Storage System E

SnapVault Settings

Enable SnapVault: ~ Yes o No

Snapault Access Control List:

(gl

Enable all access with a *. Disable all access by leaving the field blank.

To continue, click Mext.

= Back Meaxt =

Cancel

Figure 14-86 Provisioning Manager Hosts Storage Systems SnapVault Settings window
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7. Inthis SnapVault Settings window, make sure that the Enable SnapVault setting is set and
that SnapVault Access Control List is set to host-itsonas2, as shown in Figure 14-87. Click
Next.

@ | Group |= Global [
= ) Diagnose Storage System E

, Storage Systems erif

@ wFiler Units

Enable SnapVault: <, Yes ~ Mo

SnapVault Access Control List:

ost=itzonas?)

Enable all access with a *. Disable all access by leaving the field blank.

| Dashboards
gaia To continue, click Mext.

Policies

= Back Mext = Cancel

Figure 14-87 Provisioning Manager Hosts Storage Systems SnapVault enabled
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8. The SnapMirror Settings window appears, as shown in Figure 14-88.

@ GI'OUp:’ Global |

i) Diagnose Storage System

H SnapMirror Settings
» Storage Systems “erify the Snaphirror settings and ac control list.

@ vFiler Units

Enable SnapMirror:  — Yes 2 Mo

SnapMirror Access Control List:

(algl=)

Enable all access with a *. Disable all access by leaving the figld blank.

| Dashboards

ldt= To continue, click Mext.

Policies

= Back Next = Cancel

Figure 14-88 Provisioning Manager Hosts Storage Systems SnapMirror Settings
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9. In the SnapMirror Settings window, make sure SnapMirror is enabled and that the
SnapMirror Access Control List is set to host-itsonas2, as shown in Figure 14-89. Click

Next.

@ Group — Global |
&

@) Diagnose Storage System

L7)

&

, Storage Systems

wFiler Units

|| Dashboards

Data

Policies

SnapMirror Settings

ferify the Snaphdirror settings and ar

Enable SnapMirror: 2 Yes  ~ Mo

SnapMirror Access Control List:

ost=itzonasz2

Enable all access with a *. Disable all access by leaving the fizld blank.

To continue, click Mext.

= Back Mead = Cancel

Figure 14-89 Provisioning Manager Hosts Storage Systems SnapMirror enabled
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10.The NDMP Settings window appears, as shown in Figure 14-90.

@ Group | = Global |

, Storage Systems
vFiler Units

Dashhoards

Data

| Policies

&) Diagnose Storage System

NDMP Settings
Werify the NDWMP settings.

Protection Manager can only protect a host that has NDMP enabled.

Enable MDMP:  — Yes 4 No

To continue, click MNext.

= Back

Mext = Cancel

Figure 14-90 Provisioning Manager Hosts Storage Systems NDMP Settings
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11.Make sure that NDMP is enabled, as shown in Figure 14-91. Click Next.

, Storage Systems

VFiler Units
(7)

| Dashboards
Data

Paolicies

@ Group | = Global [

& Diagnose Storage System

NDMP Settings
Verify the NOMP settings.

Protection Manager can only protect a host that has NDMP enabled.

Enable NDMP: 2 Yes  — No

To continue, click Mext.

< Back

Mext =

Cancel

Figure 14-91 Provisioning Manager Hosts Storage Systems NDMP enabled

Chapter 14. Provisioning Manager setup

527



12.The NDMP Credentials window appears, as shown in Figure 14-92.

Hosts Stof i@ Diagnose Storage System
» Storage Systems o MDMP Credentials
wFiler Units £ werify the credertials used to set up NDMP.
Mame
MNDWMP Status: Up
tsonas
itsotuc] HDMP Credentials
itsotuc: _
MDMP Credentials Status: Good
User Name: .Administrator
The password is managed automatically by Operations Manager, based on the user name provided.
General
Host Mar
IP Addre
System !
Moclel:
Mirrored
Dashbhoards Backup |
Data Backup
Policies To continue, click Next.
Credent
Login Us < Back Mext = Cancel
System

Figure 14-92 Provisioning Manager Hosts Storage Systems NDMP Credentials

Note the information in the following fields:

— NDMP Status: This is the Network Data Management Protocol (NDMP) availability of
the storage system as of the most recent NDMP monitoring check. Possible values are
Up, Down, and Unknown.The default interval for NDMP monitoring is 30 minutes. You
can use the Backup Discovery Options window in Operations Manager to change the
NDMP monitoring interval.

— NDMP Credentials: Displays the current status of the Network Data Management
Protocol credentials that Operations Manager uses to communicate with the host.
Possible values are Good, Bad, Unknown, and Not Applicable. NDMP credentials for
vFiler units are always designated Not Applicable because Operations Manager uses
the credentials of the hosting system. You can use the NDMP Credentials window in
Operations Manager to edit the credentials for NDMP discovery.

Click Next.
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13.The Completing the Diagnose Storage System Wizard window appears, as shown in
Figure 14-93) Click Finish to complete the configuration.

Ho Sto] @ Diagnose Storage System o
, Storage Systems Completing the Diagnose Storage System Wizard.
} 1 Add
vFiler Units e
Mame Summary of tasks completed
tsonas
itsotuc”
. ShapWault Enabled: Yes
itsotuc:
| Snapvault Access Control List: host=itzonas2
Snaphirror Enabled: Yes
Snaphirror Access Control List: host=itzonas2
MDMP Enabled: Yes
General
Host Mar
IP Addre
System !
Mocdlel:
Mirrored
Dashhoards Backup |
Data Backup ! y
v Storage™
Bolicies To complete this wizard, click Finish.
Cred:
Login Us < Back Finish Cancel
System

Figure 14-93 Completing the Diagnose Storage System Wizard window
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To diagnose itsonas2, select Hosts — Storage Systems, select itsonas2, and click
Diagnose, which will start the Diagnose Storage System Wizard, as shown in Figure 14-94.

The steps to diagnose itsonas2 is the same as for itsonas1, except for the changes noted in
the following steps.

&4 IBM N series Management Console : Manage Data - Administrator on localhost
Fie View Tasks Help
<= o [ @ |Crowe =] Global [ _ “ %
Hosts Hosts Storage Systems
Storage Systems
ol ? 4 Add [ Edi | Diagnoss | i« Refresh
@ wFiler Units E L ] N
Name —  System Status — Login Credentials —  NDMP Status MNDMP Credertials B
- - - - ~ B
itsonas & Up & Good & Up & Good r
i I C N e e |
itsotuct & Up & Good o Up & Good
itsotucd ] Up & Good & Up o Good
EEieral Name Licensed =
Host Name: itsonas2 SnapMirror Licensed p:
SnapVault Data ONTAP Secondary Licensed
RSddies= EIEZE SnapVault Data ONTAP Primary x Unlicensed
System Status Up SnapVault Windows Primary x Unlicensed
SnapVault Windows Open File Ma x Unlicensed
Maclel. N5200 SnapVault Unix Primary x Unlicensed
SnapVault Linux Primary x Unlicensed
Mirrored. Yes MearStore Option x Unlicensed
FCP Licensed
Dashboards Backup Destination: Yes '
CIFS » Licensed
Data Bachup Source. Mo MNFS x Unlicensed
i isCs! Licensed
Policies v
lentials WMuttistore x Unlicensed
fl Login User Mame: root [:
System
Detail:
Get Started o SJ

Figure 14-94 Provisioning Manager Hosts Storage Systems Diagnose button
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The changed steps are as follows:

1. Inthe Licences window, shown in Figure 14-95, a SnapMirror license and SnapVault Data
ONTAP Secondary license are required. If both licenses are not enabled, you have the
option to add new license using the New License field. Click Next.

@ | Group | Global [m
- ) Diagnose Storage System E
, Storage Systems
@ wFiler Units

Mame Licensed B
SnapMirror Licensed [ &
Snap'/ault Data ONTAP Secondary Licensed
Snap'/ault Data ONTAP Primary x Unlicensed
Snap'ault Windows Primary x Unlicensed
Snap'ault Windows Open File Manager x Unlicensed
Snap'/ault Unix Primary X Unlicensed
Snap'/ault Linux Primary x Unlicensed
MearStore Option x Unlicensed
FCP Licensed
CIFS Licensed

= MNFS x Unlicensed
iSCsl Licensed
Muttistore X Unlicensed

8
-
Mew License:
| Dashboards
Data
To continue, click Mext.
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<Back | MNext= Cancel

Figure 14-95 Provisioning Manager Hosts Storage Systems Licences for secondary storage
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2. In the SnapVault Settings window, SnapVault is enabled and the SnapVault Access
Control List is set to host=itsonas1, as shown in Figure 14-96. Click Next.

@) | Group [ Global =

, Storage Systems

wFiler Units

' Dashhoards
Data

Policies

) Diagnose Storage System E

Enable SnapVault: < Yes ~ MNo

Snap'ault Access Control List:

ost=tzonas1

Enable all access with a *. Disable all access by leaving the field blank.

To cortinue, click Mext.

< Back Mext = Cancel

Figure 14-96 Provisioning Manager Hosts Storage Systems SnapVault enabled for secondary

storage
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3.

In the SnapMirror Settings window, shown in Figure 14-97, SnapMirror is enabled and the
SnapMirror Access Control List is set to host=itsonas1. Click Next.

@ | Group Global |

o ]

» Storage Systems

wFiler Units

Dashboards
Data

Policies

@ Diagnose Storage System

SnapMirror Settings

Enable SnapMirror: 2 Yes  ~ No

SnapMirror Access Control List:

ozst=itzonast

Enable all access with a *. Dizable all access by lzaving the field blank.

To continue, click Mext.

< Back Mext = Cancel

Figure 14-97 Provisioning Manager Hosts Storage Systems SnapMirror enabled for secondary

storage
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4. The Completing the Diagnose Storage Wizard window appears, as shown in Figure 14-98.
Click Finish.

@ | Growp | = Global [
&

) Diagnose Storage System

Completing the Diagnose Storage System Wizard.

» Storage Systems

vFiler Units Summary of tasks completed

Storage System Login User Mame: Administrator

Storage System Login Passwarg, s

Snapvault Enabled: Yes

Snapvault Access Control List: host=itzonas1

Snaphdirrar Enahled: Yes

Snaphirror Access Control List: host=tsonas1

MDMP Enabled: Yes

MOMP Login User Mane: Sdeiniztrator

Dashbhoards

IBM System Storage™

Data

=]

DataFabric®Manager

To complete this wizard, click Finish.
Policies

= Back Finish Cancel

Figure 14-98 Completing the Diagnose Storage System Wizard for secondary storage
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Select Hosts — Storage Systems, and you can see that itsonas1 and the itsonas2 are up,

as shown in Figure 14-99.

Storage Systems

Hosts

2 SER0E SRS Add Ecit Di Refresh
B =] () Diagnose =~ Refresl
, vFiler Units E & Q SN
Mame = System Status = Login Credertials = NDMP Status = MDMP Credentials = ﬁ
itsonas1 ] Up o] Good ] Up ] Good -
itsotuc & Up & Good & Up & Good
itsotucd & Up & Good & Up & Good
[+
(LI Hame Licensed o3
Host Name: tsonas2 SnapMirror v Licensed g
Snapault Data ONTAP Secondary Licensed
IP Address: 911.2118.238 Snapault Data ONTAP Primary x Unlicensed
System Status: Up SnapVault Windows Primary x Unlicensed
Snapvault Windows Open File Ma... x Unlicensed
Model M5200 Snap'/ault Unix Primary x Unlicensed
Snapault Linux Primary x Unlicensed
Mirrorect: Yes MearStore Option x Unlicensed
FCP Licensed
Dashhoards Backup Destination:  Yes v
CFs - Licensed
Data Backup Source: No NFS ¥ Unlicansed
e I5Cs| Licensed
Policies
ettt e - < R
Login User Name: Administrator F
-
System
Detail
Get Started ais |

Figure 14-99 Provisioning Manager Hosts Storage Systems view for secondary storage
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14.5.6 Host vFiler Units information

This section shows the options for Host vFiler Units configuration.

To open the vFiler Units details, select Hosts — vFilers Units and click the Details button, as
shown in Figure 14-100.

=] B
File View Tasks Help %
<= o (2 @ | Growp 51 Global [+ T
Storage Systems
S 5 Ace B X
~ 3 yFiler Units
Name = % |IP Address + I Space % Hosting Storage System % | Status + |B
-
[+
General Hosting System & gs Hetwork Bindings:
e Fiii IP Address Metwork Interface | @
IP Address: IP Address: b
Protocols: System Status:
Dashhoards
Mirrored: Login Credentials Status:
Data
Backup Destination: NDMP Status:
Policies Backup Source: NDMP Credertials Status:
[+
System
Get Started Details

Figure 14-100 Provisioning Manager Hosts vFilers Units details

You can use the vFiler Units window to view detailed information about vFiler units discovered
by Operations Manager. From this window, you can add vFiler units to or delete them from the

N series Management Console host list. You can also access the Details tab, Paths tab, and
the Relationships tabs for vFiler units.

You can use the following options by using the buttons at the top of the pane:

» Add: Starts the Add vFiler Unit Wizard, which allows you to create and configure vFiler

units. You can choose to create a vFiler unit and configure it later by using the Setup
button.

» Setup: Starts the Setup vFiler Unit Wizard, which allows you to configure or modify an
existing vFiler unit.

» Delete: Deletes the selected vFiler unit from the N series Management Console vFiler list.
Here are descriptions of the fields and panes in this window:
» VFiler host list

— Name: Displays the name of the vFiler unit as it appears in the Operations Manager
database.

— |P Address: The IP address associated with the selected vFiler unit.

536 Managing Unified Storage with IBM System Storage N series Operation Manager



— IP Space: The name of the IP space, if any, assigned to the vFiler unit.

— Hosting Storage System: Displays the name of the storage system that hosts the vFiler
unit.

— Status: Displays the current status of the vFiler unit. Possible values are Up, Down, and
Unknown. The default monitoring interval is five minutes. The interval is specified as
the Ping Monitoring Interval in the DFM server.

» Details tab: The Details tab has two areas: General and Hosting Storage System Settings.

— General

Host Name: The name of the currently selected vFiler unit.
IP Address: The IP address associated with the selected vFiler unit.

Protocols: The protocol type associated with the vFiler unit, either CIFS, NFS, or
iSCSI.

Mirrored: Indicates whether the SnapMirror license is enabled on the hosting
storage system. Possible values are Yes or No.

Backup Destination: Indicates whether a SnapVault Secondary license is enabled
on this host, making the host a potential destination for backups. Possible values
are Yes or No.

Backup Source: Indicates whether the SnapVault Data ONTAP Primary license is
enabled on the hosting storage system, making the host a potential source of
backups. Possible values are Yes or No.

Note: Other hosts might also be potential backup sources, but the SnapVault Primary
licenses for Linux, UNIX, and Windows are installed on the secondary system. This list
confirms only whether the SnapVault Data ONTAP Primary license is enabled on the host.

— Hosting Storage System Settings: These settings apply to the storage system that is
hosting the vFiler unit that you selected in the vFiler list.

Host Name: The name that Operations Manager uses to log into the storage
system.

IP Address: The IP address of the hosting storage system that is associated with
the selected vFiler unit.

System Status: Whether the status of the storage system is Up, Down, Unknown, or
Not Applicable (N/A).

Login Credentials Status: Displays the current status of the login credentials that
Operations Manager uses to log in to the hosting storage system. Possible values
are Good, Bad, Read Only, Unknown, and Not Applicable.

NDMP Status: The Network Data Management Protocol (NDMP) availability of the
storage system as of the most recent NDMP monitoring check. Possible values are
Up, Down, and Unknown.The default interval for NDMP monitoring is 30 minutes.
You can use the Backup Discovery Options window in Operations Manager to
change the NDMP monitoring interval.

NDMP Credentials Status: Displays the current status of the Network Data
Management Protocol credentials that Operations Manager uses to communicate
with the hosting storage system. Possible values are Good, Bad, Unknown, and Not
Applicable.You can use the NDMP Credentials window in Operations Manager to
edit the credentials for NDMP discovery.
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14.5.7 Provisioning Manager configuration help

This Provisioning Manager help includes information for all applications installed on N series
Management Console. By using the table of contents and index, you can find information
about application features and how to use them.

You can access the help menu by selecting Get Started — Overview, as shown in
Figure 14-101.

&) IBM N series Management Console : Manage Data - Administrator on localhost

File View Tasks Help

d= oy [ @ | Group 15 Global [+ S %

Started Overview

* Overview Protection
Tutorial

Provisioning

1 2 3

4
FAQs Data Sets Policies Resource Pools  Put it Together

Welco!

wiezlcome to the Provisioning Manager, a policy based provisioning tool that allovws you to categorize, provision, monitor storage and export them using NAS and
SAN technologies This tool allows for the organization and categorization of storage systems and agoregstes into resource pools. The created pools can then be
associated with data set(s) along with s policy which specifies the rules for provisioning and monitoring the storsge. Once the dala set is configured, storage
can be provisioned and exported easily and monitored throughout the life time of the storage.

Provisioning Manager runs periodic monitoring and conformance leading to appropriste alerts and everts, thereby enabling necessary corrective measures.

Provisioning Policies
Specify rules for allocsting storage space from resource pools. This et of rules ensbles periodic conformance checking on provisioned storage. The
rules can specify storage reliabilities, on-demand basis vs. gusranteed basis and other parameters. & change in policy parameters leads to a re-run of
the conformance engine on existing data sets

Data Sets
Logical entities associsting resource pool (2) and policies and leading to & provision-able entity. Resources could be allocated to data sets via policy or
manually (existing storage containers)

Resource Pools

Organizes aggregates or storage systems into pools and thereby facilitating association with of data sets. Resource Pools are logical entities
mairtained by softveare.

Step through the topics above to learh more about the concepts and features of Provisioning Managet

Dashboards

Data
Policies
Hosts

System

4/

Figure 14-101 N series Management Console Provisioning Manager Get Started Overview

This help is structured as follows:

» General information about N series Management Console and tools common to all

applications installed on N series Management Console, such as the dashboard, alarms,
and events

» Information about Protection Manager
» Information about Provisioning Manager

» Information about Performance Advisor

The Get Started section of the user interface provides an overview of Provisioning Manager
and a list of frequently asked questions (FAQs) for Provisioning Manager.

This concludes our chapter on the Provisioning Manager setup.
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15

Operations Manager with
VMware ESX server

This chapter will discuss solutions for VMware Server, VMware Workstation, and VMware
Infrastructure with the IBM System Storage N series Operations Manager.
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15.1 Introduction

540

In this publication, we have covered the features and functions of DataFabric Manager Server
and the components of Operations Manager. As you have seen, there are many benefits of
utilizing this product in your data center. However, how would you handle this product in a
virtualized data center? For example, you might be running out of real estate, or adding more
hardware is not possible, so it becomes necessary to utilize the resources you have to
accomplish more tasks. Virtualization is a real solution that needs to be considered.

When you think of data center virtualization, one of the first applications that comes to mind is
VMware ESX Server. While this chapter focuses on the benefits of utilizing a VMware guest to
run Operations Manager, and a discussion of the benefits of virtualization may not be
necessary, we offer the following information for your consideration.

Virtualization helps you take back control of your infrastructure. Virtualization enables you to
see and manage your computing resources in ways that offer more flexibility because you are
not restricted by implementation, location, or physical packaging. With virtualization, you have
a logical rather than a physical view of data, computing power, storage capacity, and other
resources. By gaining greater control of your infrastructure, you can improve cost
management, as shown in Figure 15-1.

vmware

i

Fibre Channel SAN, iISCSI SAN, or NFS

o |

FlestWioli Yo lurme:

Physical Heterogeneous Storage

5,9 8 6,65

N series

Figure 15-1 Virtualization with N series

Businesses are pursuing financial savings through both server and storage consolidation.
This consolidation is achieved using virtualization. Virtualization is the abstraction of a
physical resource into a virtual resource that is decoupled from the underlying hardware.
Consolidation of server and storage hardware using virtualization offers return on investment
for the business.
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While cost saving is a primary driver for initial virtualization deployment, the full value of
virtualization lies in its ability to offer:

» Improved total cost of ownership (TCO)

By decreasing management costs and increasing asset utilization, you can experience a
rapid return on investment (ROI) with virtualization. In addition, by virtualizing resources
and making them easier to migrate or fail over to other physical devices or locations, you
can enhance system availability and help lower the cost and complexity of disaster
recovery solutions.

» Increased flexibility

Virtualization supports the pooling of resources that can be managed centrally through an
enterprise hub to better support changing business requirements dynamically.

» Enabled access through shared infrastructure

Virtualization provides a resilient foundation and shared infrastructure that enables better
access to infrastructure and information in support of business applications and
service-oriented architectures (SOA).

Companies of all sizes are aggressively adopting virtualization solutions to help with the
following items:

» Infrastructure simplification

Virtualization can help control infrastructure sprawl through the deployment of virtual
servers and storage that run securely across a shared hardware environment.
Virtualization not only helps with server consolidation, but also server containment when
deploying new systems. Consolidating to a virtual infrastructure can enable you to
increase server utilization rates from 5% to 15% to over 70%, thus helping improve ROI. In
addition, a simplified infrastructure can help lower management costs with a common
management platform and tooling.

» Rapid application deployment

Virtualization can help enable rapid infrastructure provisioning (for example, minutes
compared to days). It can help developers speed application test and deployment,
enhance collaboration, and improve access to the infrastructure. The ease and flexibility of
creating and reconfiguring guest operating systems means that development and test
environments can realize significant benefits from virtualization.

» Business resiliency

Virtualization can help IT managers secure and isolate application workloads and data
within virtual servers and storage devices for easier replication and restoration. This
added resiliency can provide IT managers with greater flexibility to maintain a highly
available infrastructure while performing planned maintenance and to configure low-cost
disaster recovery solutions.

Virtualization technologies solve many traditional backup issues, because they decouple
the bindings between the operating system (with the application and data) and the
underlying hardware. For example, you could have a different hardware topology in the
recovery site, both in terms of numbers of servers and configuration of those, and still be
able to boot all your guests on the two different data centers.

» Green DataCenter

Though it has been mentioned above, virtualization allows you to reduce the hardware
footprint in your data center. In many businesses and organizations, power consumption
has hit a wall. Data center managers are confronted with the dilemma of spending
precious dollars on either data center infrastructure or processing power. Though the
choice would be for more processing power, the shortage of power affects the growth of
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the business because you are forced to do more with less. Not only is the data center
manager faced with the prospect of running out of power, but now additional cooling has to
be considered as well. While the process of delivering these infrastructure upgrades goes
on, processing power remains the same causing a lag in the growth of the company.

Virtualization offers a way to consolidate servers and downsize the processing footprint,
thus reducing or delaying significantly the need for more infrastructure investments.

15.2 Operations Manager for VMware ESX Server host using N
series storage

Storage virtualization software, similar in concept to server virtualization, abstracts the
storage hardware volumes of data into a logical or virtual view of the volume. Using N series
hardware with storage virtualization gives the data center a method to support storage
provisioning in a manner that is independent of the underlying storage hardware, as shown in
Figure 15-2. Storage virtualization can enable data sharing, data tiering, improved storage
hardware utilization, improved availability, and disaster recovery capabilities. Storage
virtualization software separates the representation of the storage to the operating system
from the physical device. Utilization rates of storage are likely to be improved when moving
towards network based storage that is virtualized.

g
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storage
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Figure 15-2 Virtualization benefits

Virtualization essentially lets one computer do the job of multiple computers, by sharing the
resources of a single computer across multiple environments Virtual servers and virtual
desktops let you host multiple operating systems and multiple applications on a single
computer.
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The benefits of using VMware ESX Server with N series products has been discussed at
length in IBM System Storage N series with VMware ESX Server, SG24-7636. The benefits
of running Operations Manager on a VMware ESX Server host are similar in that you are able
to get the same level of management as you would from running Operations Manager on a
separate server platform.

15.3 Running a DataFabric Manager Server on a VMware guest

The very first consideration for running Operations Manager on a VMware guest is to be sure
that you have properly sized your VMware guest machine. Though the N series Management
Console and Host Agent will not require a large amount of resources, Operations Manager
needs to have enough for good performance and growth. Refer to IBM System Storage N
series Operations Manager Sizing and Installation Guide, REDP-4270 for detailed guidance
about sizing your Operations Manager server.

In order for a virtual server to provide the desired application performance, it is important to
ensure that all applications, on all guest virtual machines, are accounted for in regards to the
following requirements: CPU, memory, networking bandwidth, and I/O capabilities. While the
specific applications for meeting the business needs are at the forefront of discussions when
virtualization projects are started, do not forget to account for the needs of often overlooked,
yet required, applications such as the guest operating system itself, third-party firewall
programs, antivirus programs, and so on. One missed supporting application may not be too
big of a problem when you are working with a standard, single server. However, when you
virtualize your servers into a single hardware platform where you may have 20 or more virtual
systems running, a 1 MB memory oversight quickly turns into a 20 MB or more memory
shortage that could cause performance impacts to the primary applications. Hardware
shortages are often masked when all VMware ESX servers are running and applications are
well distributed. However, if a server goes down due to a problem, and the applications that
were running on that server are distributed to the surviving systems, a small shortage of
headroom can become a critical business problem that manifests as poor performance.

Table 15-1 and Table 15-2 on page 544 shows what the hardware and software requirements
are for running DataFabric Manager Server on a VMWare guest on a Windows 2003 server
and a Linux server, respectively.

Table 15-1 Windows 2003 server

Windows 2003 Servers VMware ESX Server V3.0.1 or later

Hardware requirements Software requirements

» Intel-based PC with single 2 GHz CPU (Xeon | » Windows 2003 server 32-bit (Standard and
or Pentium 4) Enterprise editions)

» 4 GB of free disk space minimum, 8 GB
recommended

» 1 GB Memory minimum
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Table 15-2 Linux server

Linux Servers on VMware ESX server 3.0.1 or later

Hardware requirements Software requirements

» Intel-based PC with single 2 GHz CPU (Xeon | Red Hat Enterprise Linux AS 4 (Update 3 or later)
or Pentium 4) for x86, 32-bit and 64-bit

» 4 GB of free disk space minimum, 8 GB
recommended

» 1 GB Memory minimum

Note: Operations Manager V3.7 does not support VMware VMotion and VMware High
Availability features.

Remember that these are minimum requirements and support up to 25 nodes. These
requirements are for a Operations Manager installation with only basic system monitoring
enabled. If you enable additional features and monitor additional objects, a more powerful
platform is probably required. Examples of objects and features that might require a more
powerful platform include additional storage systems, gtrees, user quotas, and use of the
Storage Resource Management, Performance Advisor, Business Continuance Option,
Provisioning Manager, or Protection Manager features.

The installation of Operations Manager requires the same steps outlined in Chapter 2,
“Installing Operations Manager: Windows 2003 32-bit operating system” on page 21 and
Chapter 4, “Installing Operations Manager: Linux” on page 55.

Note: Operations Manager deployed on a VMware server might cause the Operations
Manager database to hang or crash. The virtual machine’s Snaphost functionality locks the
database transaction log and prevents the Sybase iAnywhere database from writing to it.
To prevent the Operations Manager database from hanging or crashing, complete the
following steps:

1. Before you take a VMware Snapshot, stop the DFM SQL service using the dfm service
stop sql command.

2. Restart the SQL service using the dfm service start sql command after the
Snapshot is taken.

15.4 Running N series Management Console on a VMware

guest

The N series Management Console is a small piece of code and does not have a significant
impact on the amount of storage or resource required to run on a VMware guest. Refer to
Chapter 5, “Host Agent installation for Windows 2003” on page 79 for the procedure to install
the host agent on Windows 2003 Server.

As stated earlier in publication, the N series Management Console must be loaded on the
system being used to monitor Operations Manager, You cannot access the DataFabric
Manager Server using a browser.

544 Managing Unified Storage with IBM System Storage N series Operation Manager




15.5 Host Agent

The Operations Manager Host Agent is a small piece of code that does not have a significant
impact on the amount of storage or resource required to run on a VMware guest. Refer to the
Windows (Chapter 5, “Host Agent installation for Windows 2003” on page 79) or Linux Host
Agent (Chapter 6, “Host Agent installation for Linux” on page 91) installation for the steps

required to install the software.

Table 15-3 shows the systems that will run Operations Manager Host Agent V2.6. Table 15-4
shows the systems that will run Operations Manager Host Agent V2.7

Table 15-3 Operations Manager Host Agent V2.6

Operations Manager Host Agent 2.6 VMware ESX Server, Standard or Enterprise Edition,

Version 3
Guest Windows 2003 Server (32-bit)
Guest Red Hat Enterprise Linux AS, Version 4

Table 15-4 Operations Manager Host Agent V2.7

Operations Manager Host Agent 2.7 VMware ESX Server, Standard or Enterprise Edition,

Version 3

Guest Windows 2003 Server (32-bit)

Guest Windows XP, Windows Vista

Guest Windows Server 2008 (32 and 64-bit)

Guest Red Hat Enterprise Linux ES v4 (Update 3 or
later) on both 32-bit and 64-bit x86

Guest Red Hat Enterprise Linux AS v4 (Update 3 or
later) on both 32-bit and 64 bit x86

Guest SUSE Linux Enterprise Server 9 (SP2 or later) on
32-bit and 64-bit x86

Guest SLES 10 on both 32-bit and 64-bit x86
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this book.

IBM Redbooks

For information about ordering these publications, see “How to get Redbooks” on page 548.
Note that some of the documents referenced here may be available in softcopy only.

» IBM System Storage N series MultiStore Discovery, Monitoring, and Reporting in
Operations Manager, REDP-4277

» IBM System Storage N series Operations Manager Sizing and Installation Guide,
REDP-4270

» IBM System Storage N series Reporting With Operations Manager, SG24-7464
» IBM System Storage N series with VMware ESX Server, SG24-7636
» Operations Manager 3.7 for IBM System Storage N series, REDP-4457

Other publications

These publications are also relevant as further information sources:
» Data ONTAP Network Management Guide, GC52-1280
» Installation and Upgrade Guide for Use with DataFabric Manager Server 3.7, GC26-7892

» Operations Manager Administration Guide for Use With DataFabric Manager Server 3.7,
GC26-7889

» Operations Manager Host Agent 2.6 Installation and Administration Guide, GC26-7894

» Performance Advisor Administration Guide for Use with DataFabric Manager Server,
GC26-7897

Online resources

These Web sites are also relevant as further information sources:

» Supported features:
http://www.ibm.com/storage/support/nas/

» Product information:
http://www.ibm.com/storage/nas/

» Product publications:
http://www.elink.ibmlink.ibm.com/public/applications/publications/cgibin/pbi.cgi/
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How to get Redbooks

You can search for, view, or download Redbooks, Redpapers, Technotes, draft publications
and Additional materials, as well as order hardcopy Redbooks publications, at this Web site:

ibm.com/redbooks

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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discovery process 132
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DR 327
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drop-down menu 299, 304

E
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Edit Agent Logins link 304
Edit Appliance Settings window 174, 182
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Edit Host Agent Settings window 293
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Edit Logins 295
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functions 296-297
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Group Summary View 220
group summary windows 173
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Host Agent Login option 284, 298, 304

host agent login settings 304
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