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Preface

For more than 40 years, IBM® mainframes have supported an extraordinary portion of the
world’s computing work, providing centralized corporate databases and mission-critical
enterprise-wide applications. The IBM System z®, the latest generation of the IBM
distinguished family of mainframe systems, has come a long way from its IBM System/360
heritage. Likewise, its IBM z/OS® operating system is far superior to its predecessors,
providing, among many other capabilities, world-class, state-of-the-art, support for the
TCP/IP Internet protocol suite.

TCP/IP is a large and evolving collection of communication protocols managed by the Internet
Engineering Task Force (IETF), an open, volunteer, organization. Because of its openness,
the TCP/IP protocol suite has become the foundation for the set of technologies that form the
basis of the Internet. The convergence of IBM mainframe capabilities with Internet
technology, connectivity, and standards (particularly TCP/IP) is dramatically changing the
face of information technology and driving requirements for ever more secure, scalable, and
highly available mainframe TCP/IP implementations.

The IBM z/OS Communications Server TCP/IP Implementation series provides
understandable, step-by-step guidance about how to enable the most commonly used and
important functions of zZOS Communications Server TCP/IP. This IBM Redbooks®
publication explains how to set up security for your z/OS networking environment. With the
advent of TCP/IP and the Internet, network security requirements have become more
stringent and complex. Because many transactions come from unknown users and from
untrusted networks such as the Internet, careful attention must be given to host and user
authentication, data privacy, data origin authentication, and data integrity. Also, because
security technologies are complex and can be confusing, we include helpful tutorial
information in the appendixes of this book.

For more specific information about zZOS Communications Server base functions, standard
applications, and high availability, refer to the other volumes in the series:

» [IBM z/OS V1R10 Communications Server TCP/IP Implementation Volume 1: Base
Functions, Connectivity, and Routing, SG24-7696

» IBM z/OS V1R10 Communications Server TCP/IP Implementation Volume 2: Standard
Applications, SG24-7697

» IBM z/OS V1R10 Communications Server TCP/IP Implementation Volume 3: High
Availability, Scalability, and Performance, SG24-7698

In addition, zZOS Communications Server: IP Configuration Guide, SC31-8775, z/0OS
Communications Server: IP Configuration Reference, SC31-8776, and z/0OS
Communications Server: IP User's Guide and Commands, SC31-8780, contain
comprehensive descriptions of the individual parameters for setting up and using the
functions that we describe in this book. They also include step-by-step checklists and
supporting examples.

It is not the intent of this book to duplicate the information in those publications, but to
complement them with practical implementation scenarios that can be useful in your
environment. To determine at what level a specific function was introduced, refer to z/0S
Communications Server: New Function Summary, GC31-8771.
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Part 1

SAF-based security

In the first part of this book, we explain how you can use the z/OS Security Access Facility
(SAF) to protect your network and communications. SAF is the high-level infrastructure that
allows you to plug in any commercially available security product. This book specifically
focuses on the IBM Resource Access Control Facility (RACF) element of the z/OS Security

Server.

Important: Many of the tasks, examples, and references in this book assume that you are
using the z/OS Security Server element RACF. References to RACF apply to any other
SAF-compliant security products that contain the required support. If you are using another
security product, read the documentation for that product for instructions about task

performance.
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RACF demystified

In this chapter, we explain how you can use the IBM Resource Access Control Facility (RACF)
to protect your network and communications. RACF uses the z/OS System Authorization
Facility (SAF) to control access to resources such as data set and MVS commands. In a
networking context, RACF resources can include networks and network services.

SAF is the high level MVS interface that allows you to plug in to any SAF-compatible security
product. Although any product can use this interface, we discuss only RACF in this chapter.
For the equivalent capabilities in other SAF security products, refer to that product’s
documentation.

We discuss the following topics in this chapter.

Section Topic

1.1, “RACF basic concepts” on page 4 Basic RACF concepts explained in simple terms

1.2, “Protecting your network resources” | How TCP/IP resources (stack, ports, commands, and so

on page 6 on) are protected by RACF
1.3, “Protecting your programs” on Concepts of program protection
page 7

1.4, “Associating a user ID with a started | How RACF correlates user IDs to STCs
task” on page 9

1.5, “Setting up security for daemons in | How to set up security for daemons working in the z/OS
z/OS UNIX” on page 9 UNIX® security environment

1.6, “RACF multilevel security for Basic concepts of MLS
network resources” on page 9

1.7, “Digital certificates in RACF” on RACF support for keys and certificate management
page 10
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1.1 RACF basic concepts

RACF has evolved over more than 30 years to provide protection for a variety of resources,
features, facilities, programs, and commands on the z/OS platform. Because of its vast array
of commands and numerous methods of protection, it is easy to become confused by RACF.
In this chapter, we try to demystify RACF by explaining the basic concepts.

The RACF concept is very simple: it keeps a record of all the resources that it protects in the
RACF database. What is a resource? A resource can be a data set, a program, and even a
subnetwork. RACF can, for example, set permissions for file patterns even for files that do not
yet exist. Those permissions are then used if the file (or other object) is created at a later time.
In other words, RACF establishes security policies rather than just permission records.

RACEF initially identifies and authenticates users from a user ID and password when they log
on to the system. When a user tries to access a resource, RACF checks its database. Then,
based upon the information that it finds in the database, RACF either allows or denies the
access request. It displays an ICH408] message if the access is denied.

To understand the basic concepts, we examine the ICH408I access denial message, shown
in Example 1-1, to see what RACF is saying.

Example 1-1 ICH408] message

ICH4081 USER(UTSM) GROUP(MTSM) NAME(TSOMON STC-USERID)
EZB.PORTACCESS.SX00.TCP2.SAPSYS CL (SERVAUTH)
INSUFFICIENT ACCESS AUTHORITY FROM EZB.PORTACCESS.*.*.SAPSYS (G)

This message means that the user is not authorized to access a resource defined as a
TCP/IP port.

» The userID is UTSM.
» The user ID belongs to RACF group MTSM.

RACF keeps users with similar security access requirements in groups so that any access
changes can be done simply to the group profile (record) rather than to each individual
user’s profile.

» The name recorded in the RACF database for the user ID is TSOMON STC-USERID.

» The TCP/IP port that failed access has a name SAPSYS, and it belongs to the TCP/IP
stack named TCP2 on z/OS system SXO00.

» The TCP/IP port belongs to the resource class SERVAUTH. The resource name that we
use to query RACF is EZB.PORTACCESS.SX00.TCP2.SAPSYS.

In other words, this TCP/IP port is defined to RACF as
EZB.PORTACCESS.SX00.TCP2.SAPSYS. What we do not know yet is which port number, and
which protocol, is really represented by this resource.

When the user ID UTSM tried to open the port named SAPSYS on the system SX00 and on
TCP/IP stack TCP2, RACF checked its database for a discrete profile specific to
EZB.PORTACCESS.SX00.TCP2.SAPSYS.

It could not find it, but instead found a generic profile EZB.PORTACCESS.*.*.SAPSYS, which
covered the resource. (A generic profile protects multiple resources having similar
characteristics.) The user ID UTSM was not in the access list and RACF failed the request.
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Next, using the information in Example 1-2, we describe what should have been done to
protect the TCP/IP port and to give proper access to the legitimate user.

Example 1-2 RACF commands to protect a TCP/IP port

SETROPTS CLASSACT (SERVAUTH)

SETROPTS RACLIST(SERVAUTH)

RDEFINE SERVAUTH EZB.PORTACCESS.*.*.SAPSYS UACC(NONE)

PERMIT EZB.PORTACCESS.*.*.SAPSYS CLASS(SERVAUTH) ID(UTSM) ACCESS(READ)
SETROPTS RACLIST(SERVAUTH) REFRESH

We examine each TSO command shown in Example 1-2, explaining why it is needed and
what it does. (You need to have RACF authority to issue these commands.)

>

SETROPTS CLASSACT(SERVAUTH) activates the SERVAUTH class of profiles that
protect resources managed by the z/OS TCP/IP stack.

When you activate a resource class, you are telling RACF to do authorization checking
whenever an application (on behalf of a user ID) tries to access any resource protected
under that class. RACF keeps resources with similar characteristics in one class. TCP/IP
resources such as the stack, networks, and ports belong to the SERVAUTH class.

Another example of a resource class is OPERCMDS, which protects the use of sensitive
operator commands such as VARY TCPIP.

Note: In most installations, the SERVAUTH class will be active. In that case, you can
skip this step. You can issue an RACF command SETROPTS LIST in TSO to check if it
is active. Look in the section starting with ACTIVE CLASSES =.

SETROPTS RACLIST(SERVAUTH) tells RACF to read the profiles for the SERVAUTH
class from the RACF database into the RACF data space, and to activate the sharing of
these in-storage profiles.

With these profiles in storage, RACF does not have to perform an input/output (I/O) to read
the RACF database when making an access decision, and this improves performance.

RDEFINE SERVAUTH EZB.PORTACCESS.*.*.SAPSYS UACC(NONE) defines a generic
profile to cover all TCP/IP ports that have the name SAPSYS.

The profile that you have to define to protect the TCP/IP ports is of the format
EZB.PORTACCESS.systemname.stackname.portname.

— The first two qualifiers of the profile have to be EZB.PORTACCESS. This tells the system
that this profile is protecting TCP/IP ports.

— The third qualifier specifies the z/OS system name.
— The fourth qualifier specifies the name of the TCP/IP stack.

— The last qualifier is the name of the port. We have the wildcard character (*) for
systemname and stackname. This will cover TCP/IP ports with name SAPSYS on all
TCP/IP stacks and on all z/OS systems. Note that we have set UACC(NONE) in order to
restrict its access.

PERMIT EZB.PORTACCESS.*.*.SAPSYS CLASS(SERVAUTH) ID(UTSM)
ACCESS(READ) gives READ access for the user ID UTSM to the TCP/IP port.

SETROPTS RACLIST(SERVAUTH) REFRESH updates the in-storage SERVAUTH class
profiles in the RACF data space.
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Example 1-3 shows another example. The socket option IPV6_NEXTHOP is sensitive and
you want to restrict its usage to authorized persons.

Example 1-3 RACF commands to restrict the use of socket option IPV6_NEXTHOP

SETROPTS CLASSACT (SERVAUTH)

SETROPTS RACLIST(SERVAUTH)

RDEFINE SERVAUTH EZB.SOCKOPT.*.*.IPV6 NEXTHOP UACC(NONE)

PERMIT EZB.SOCKOPT.*.*.IPV6 NEXTHOP CL(SERVAUTH) ID(UTSM) ACCESS(READ)
PERMIT EZB.SOCKOPT.*.*.IPV6 NEXTHOP CL(SERVAUTH) ID(*) WHEN(PROGRAM(TSOMON))
ACCESS (READ)

SETROPTS RACLIST(SERVAUTH) REFRESH

Example 1-3 shows the following RACF commands:
» Defines the RACF profile to restrict the use of the IPV6_NEXTHOP socket option:
RDEFINE SERVAUTH EZB.SOCKOPT.*.*.IPV6_NEXTHOP UACC(NONE)

» Gives access for the user UTSM to use the IPV6_NEXTHOP socket option in the user’s
programs:

PERMIT EZB.SOCKOPT.*.*.IPV6_NEXTHOP CL(SERVAUTH) ID(UTSM) ACCESS(READ)

You can also protect the use of the socket option by setting up any user to use the socket
option, if the user is doing it from a specific program. With this method, you give authority to a
program rather than to a user to access the resource (socket option).

The following command allows anyone to access the socket option, provided the user is using
program TSOMON:
PERMIT EZB.SOCKOPT.*.*.IPV6_NEXTHOP CL(SERVAUTH) ID(*) WHEN(PROGRAM(TSOMON))
ACCESS (READ)

In the following section, we show the various network resources protected by RACF.

1.2 Protecting your network resources

You have seen how you can define resource profiles to protect a TCP/IP port, and also to
protect the use of an IPv6 socket option. All network resources are protected by RACF in the
same way. Most TCP/IP resources are protected by profiles defined in the SERVAUTH
resource class.

Tip: All zZOS Communications Server profiles in the SERVAUTH class have EZA, EZB, or
IST as the high level qualifier (HLQ).

Use this method to protect a resource:

» If the SERVAUTH class is not active, activate it with the SETROPTS command. You need to
perform this only once in your system (in most cases, it will already be active on your
system).

» Identify the profile that protects the resource from Chapter 2, “Protecting network
resources” on page 13. Define the profile with the RDEFINE command.

» Allow access to authorized users to this profile using the PERMIT command.

» Refresh the RACLIST in-storage profiles of the SERVAUTH class in the RACF data space
using the SETROPTS command.
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Refer to Chapter 2, “Protecting network resources” on page 13, for more detailed information
about how RACF protects the various TCP/IP resources using this method.

1.3 Protecting your programs

One of the main strengths of the z/OS platform is the exceptionally robust protection of its
programs from unauthorized alteration. This is one of RACF’s most powerful features, and it
makes the z/OS platform effectively immune to computer viruses. Very strict controls and
protection mechanisms in RACF make it almost impossible for any unauthorized person to
modify programs on the z/OS platform.

z/OS security has evolved and matured over a period of more than quarter of a century. Many
other operating system platforms cannot match the inherent security of the z/OS platform,
because they were originally designed either with a single user in mind or for academic
collaboration.

RACF uses the following mechanisms to secure programs from unauthorized access:

» Authorized Program Facility (APF)
» Program Protection by RACF resource class PROGRAM

» Program Access Control

» Controlling program access by SYSID

» The sticky bit in the UNIX environment

In the following sections, we discuss each mechanism in more detail.

1.3.1 Authorized Program Facility

z/OS protects the use of sensitive system functions and supervisor calls (SVC) using the
Authorized Program Facility (APF). Programs have to be APF-authorized in order to use
these system functions. To obtain APF authorization, a program should meet two conditions:

» It must reside in a library that is in the APF list or in the Link Pack Area (LPA).
» The program must be link-edited with authorization code AC=1.

In addition, the program libraries are protected by RACF. These protections make virus
attacks very unlikely on z/OS.

1.3.2 Program protection by RACF resource class PROGRAM

RACEF treats program load modules as protected resources. PROGRAM is the RACF
resource class that protects programs. Example 1-4 shows the RACF commands to protect a
program. You use the ADDMEM parameter in RDEFINE to specify the library where the program
resides.

Example 1-4 RACF command to protect a program

RDEFINE PROGRAM MYPROGRAM ADDMEM('SYS1.LINKLIB') UACC(NONE)
PERMIT MYPROGRAM CLASS(PROGRAM) ID(SOMEUSER) ACCESS(READ)
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1.3.3 Program Access Control

You can use the Program Access Control facility to specify that access to a resource is
allowed only if you are accessing it using a specific program. The program itself has to be in a
controlled library and restricted to only authorized users.

In Example 1-5, we show how to restrict the use of advanced IPV6 socket options by program
access control.

Example 1-5 PADS to protect use of sockect option

PERMIT EZB.SOCKOPT.*.*.IPV6 NEXTHOP CL(SERVAUTH) ID(*) WHEN(PROGRAM(TSOMON))
ACCESS (READ)

1.3.4 Controlling program access by SYSID

Access to programs (load modules) can be controlled based on the SMF system ID of the
z/OS system, as shown in Example 1-6.

Example 1-6 Controlling program access by system ID

PERMIT MYPROGRAM CLASS(PROGRAM) ID(SOMEUSER) WHEN(SYSID(PROD SYSTEM))

1.3.5 The sticky bit in the z/OS UNIX environment

8

Because z/OS UNIX files are not as secure as MVS data sets, sensitive programs running
under z/OS UNIX do not load from the z/OS UNIX file system. z/OS will instead turn to the
standard MVS search order to look for a copy of the executable file in an MVS load library.
z/OS UNIX System Services uses the sticky bit on the program library to bypass loading of a
program from the UNIX Systems Services file system. Often the program needs to reside in
APF authorized libraries protected by program control.

The sticky bit is one of the bits in the Access Control List (ACL) of the z/OS UNIX file. To
determine whether the sticky bit is set on a file (program), issue the UNIX command 1s -1, as
shown in Example 1-7. The T as the last character in the access list for the file IMWCGIBN
indicates that its sticky bit is on. This means the system will not look for the program
IMWCGIBN in the UNIX files; instead, it will search for it in more secure authorized z/OS
libraries.

Example 1-7 UNIX command to show the sticky bit

Jusr/1pp/internet: >1s -1

total 40

-rw-r--r-- 2 WEBADM IMWEB envvars
-rw-r--r-- 2 WEBADM IMWEB httpd_msg.cat
drwxr-xr-x 2 WEBADM IMWEB IBM
-rwxr--r-T 2 WEBADM IMWEB IMWCGIBN
Drwxr-xr-x 2 WEBADM IMWEB Togs
Drwxr-xr-x 3 WEBADM IMWEB Samples
Drwxr-xr-x 10 WEBADM IMWEB ServerRoot
Jusr/1pp/internet: >
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1.4 Associating a user ID with a started task

RACF makes sure that everyone who accesses the system resources is accountable. This
applies to the system tasks as well. For this, RACF associates every started task (STC) with a
specific user ID. RACF keeps this information in a resource class called STARTED.

Example 1-8 shows you how to define this to RACF.

Example 1-8 RACF commands to associate a user ID with a started task

SETROPTS GENERIC(STARTED)

SETROPTS CLASSACT (STARTED) RACLIST(STARTED)

RDEFINE STARTED TCPIP.* STDATA(USER(tcpip_user) PRIVILEGED(NO) TRUSTED(NO)
TRACE(NO))

RDEFINE STARTED FTPD.* STDATA(USER(tcpip_user) PRIVILEGED(NO) TRUSTED(NO)
TRACE(NO))

SETROPTS RACLIST(STARTED) REFRESH

Before you can start an STC in the system, you must tell RACF to give the STC user ID
access to all the resources used by the STC, by using the PERMIT commands.

1.5 Setting up security for daemons in z/OS UNIX

TCP/IP and other, related daemons work in the z/OS UNIX environment and use many of its
services. Therefore, it is important to understand how to set up security for daemons working
in the z/OS UNIX security environment.

To set up a daemon under z/OS UNIX, follow these steps:

1. Define a user ID for the daemon.

2. Define an OMVS segment for the user ID.

3. Give superuser authority for the user ID.
4

. Give user ID access to various RACF profiles protecting the resources for which the
daemon will need access.

5. Associate the user ID with the daemon.

6. For some daemons, you have to turn the sticky bit on to indicate that the program module
resides in a protected z/OS library, rather than in the z/OS UNIX file pointed to by the
module.

For more detail, refer to zZOS UNIX System Services User’s Guide, SA22-7801.

1.6 RACF multilevel security for network resources

Multilevel security (MLS) addresses government requirements for highly secure data. This
supports sharing of classified information among multiple agencies on demand. As security
controls become more critical in emerging on demand virtual environments, this new
technology has applications in the general business sectors, as well. This secondary layer is
on the top of existing RACF resource protection.
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1.6.1 Basic MLS concepts

In MLS, the resources are divided into a number of categories based on where they belong.
For example, you can classify the resources of your organization based on departments such
as PAYROLL, PERSONNEL, RESEARCH, MARKETING, SALES, PRODUCTION, and so on.

Resources in each category are further classified based on their importance and sensitivity.
For example, you can classify them into GENERAL, CONFIDENTIAL, SENSITIVE, and
TOP-SECRET in the ascending order of their importance and sensitivity. This classification is
hierarchical, which means GENERAL would be the lowest that everyone can access. The
level goes up with CONFIDENTIAL, then SENSITIVE, and the highest level is TOP-SECRET.

After this classification is done, assign a similar category and security level for each user by
default. After you switch on MLS, when a user tries to access a resource, RACF will check
whether the user’s security level is equal to or above that of the resource. RACF will also
verify that the user and the resource belong to the same category; thus, a user in the
PERSONNEL department will be able to access a resource only in the PERSONNEL
department.

Also, the user should have the right security level. For example, a user from PERSONNEL
with a security level of GENERAL will not be able to access a PERSONNEL resource with a
security level of CONFIDENTIAL. A user from MARKETING will not be able to access a
resource from RESEARCH, though the user might have TOP-SECRET security level in the
MARKETING department.

RACF uses security labels (SECLABELSs) to enforce multilevel security.

SECLABELS

A SECLABEL, or security label, consists of two entities:

» A security category such as PAYROLL, PERSONNEL, or RESEARCH
» A security level such as CONFIDENTIAL, SENSITIVE, or TOP-SECRET

The security administrator sets security labels for each user and each resource. When a user
tries to access a resource, RACF allows access only if the security level in the user’s
SECLABEL is higher or equal to the security level specified in the resource’s SECLABEL for
the security category being accessed.

A user might be permitted to access several security labels, but can only be logged onto one
of them at a time.

You can provide additional layers of protection for your network resources by implementing
MLS. For more details, refer to 4.1 of z/OS 1.6 Security Services Update, SG24-6448.

1.7 Digital certificates in RACF

RACF allows you to create and maintain security keys, key rings, and digital certificates in the
RACF database. In a client/server environment, RACF has the ability to map a client’s digital
certificate to an RACF user ID by either storing the digital certificate in the RACF database, or
by mapping using a certificate name filter rule. A digital certificate or digital ID, issued by a
Certificate Authority, contains information that uniquely identifies the client.

See Chapter 8, “IP Security” on page 227, for information about how to set up digital
certificate keys and key rings.
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1.8 For additional information

You can find samples of jobs with the RACF commands required for zZOS Communications
Server and applications in your installation library TCPIP.SEZAINST(EZARACF). (Note that
the high level qualifier of this library could be different in your installation.)
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Protecting network resources

This chapter discusses the RACF security profiles that can be used to protect access to

various network resources.

We discuss the following topics in this chapter.

Section

Topic

2.1, “The SERVAUTH resource class” on
page 14

Basic setup using the RACF SERVAUTH class to protect
your resources

2.2, “Protecting your TCP/IP stack” on
page 14

How the TCP/IP resource is protected by RACF

2.3, “Protecting your network access” on
page 15

How to protect your network

2.4, “Protecting your network ports” on
page 18

How RACF protects your ports

2.5, “Protecting the use of socket
options” on page 21

How to restrict the use of sensitive socket options

2.6, “Protecting sensitive network
commands” on page 22

How to set up security for your sensitive network
commands to prevent unauthorized use

2.7, “Protecting FTP” on page 28

The setup to protect FTP resources

2.8, “Protecting network management
resources” on page 31

How to use RACF to protect network management
resources (such as data collection agents)

2.9, “Protecting miscellaneous
resources” on page 32

RACF support to protect miscellaneous network
resources

© Copyright IBM Corp. 2009. All rights reserved.
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2.1 The SERVAUTH resource class

Most network resources are protected by the SERVAUTH resource class profiles. To protect a
resource, perform the following tasks:

» If the SERVAUTH class is not active, you need to activate it using the SETROPTS
command. You need to do this only once in your system and in most cases this would
already be active on your system.

» Identify the profile that protects the resource. This chapter lists security profiles that can
be used to protect your resources. Define the profile using the RACDEF command.

» Allow access to authorized users to this profile using the PERMIT command.
» Refresh the RACLIST in-storage profiles of the SERVAUTH class in the RACF data space
using the SETROPTS command.

In the following sections, we describe how to set up the RACF profiles to protect various
network resources.

2.2 Protecting your TCP/IP stack

This section discusses the Security Access Facility (SAF) security profiles that can be used to
protect access to a TCP/IP stack's resources.

2.2.1 Stack access overview

Stack access control provides a way to permit or deny users or groups of users access to a
TCP/IP stack. The function controls the ability of a user to open an IP socket with the socket()
API function. Stack access control is implemented by defining a SERVAUTH class RACF
profile. The profile name is in the format:

EZB.STACKACCESS.sysname.tcpipname

Where:

» EZB.STACKACCESS is constant.
» sysname is the name of the z/OS image (&SYSNAME symbolic).
» tcpipname is the job name of the TCP/IP stack.

2.2.2 Example setup

In this section, we explain how to control access to the TCP/IP stack running with a job name
of TCPIPD on the z/OS system SC33. The first thing to do is to add the SERVAUTH
STACKACCESS profile to RACF.

As mentioned previously, the format of the profile name is
EZB.STACKACCESS.sysname . tcpname. Therefore, in our example, the profile name is
EZB.STACKACCESS.SC33.TCPIPD, as shown in Example 2-1.

Example 2-1 RACF SERVAUTH profile to protect TCP/IP stack access

RDEFINE SERVAUTH EZB.STACKACCESS.SC33.TCPIPD UACC(NONE)
PERMIT EZB.STACKACCESS.SC33.TCPIPD CLASS(SERVAUTH) ID(UTSM) ACCESS(READ)
SETROPTS RACLIST(SERVAUTH) REFRESH
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We specified that Universal Access (UACC) is NONE, meaning that the default for any user is to
be denied access. Then we gave access to user UTSM using the RACF PERMIT command.
After the profile is added, we refresh the in-storage RACF profiles with a setropts
raclist(servauth) refresh command. This concept of a “user” applies equally to the owner
of any server running on the stack (for example, the FTP started task user ID has to be given
access to the stack’s RACF profile).

2.3 Protecting your network access

Network access control enables system administrators to represent access to an IP network,
subnetwork, or host as an RACF resource. The ability to send IP packets to those networks,
subnetworks, or hosts can then be permitted or denied at an RACF user or group level.

This feature provides an additional layer of security to any authentication or authorization that
is used at the target system. It might be used, for example, to prevent access to the Internet
by anyone except the SMTP server, or it could be used to stop general users attempting to
Telnet to a server that contained payroll information.

2.3.1 Network access control overview

In the TCP/IP profile, there is a parameter block, NETACCESS/ENDNETACCESS. This is
where you specify the mapping of an IP network, subnetwork, or host to an SAF profile.
Example 2-2 shows a sample NETACCESS block.

Example 2-2 Sample NETACCESS block

NETACCESS
10.1.100.0/24 MYSUBNET ;my workstation subnet
10.1.100.223/32 MYPC ;my workstation
DEFAULT 0 WORLD severything else
ENDNETACCESS

In this example, access to hosts on subnet 10.1.100.0 is mapped to RACF profile
MYSUBNET, access to host 10.1.100.223 is mapped to SAF profile MYPC, and access to
any other host is mapped to SAF profile WORLD. These RACF profiles are defined to RACF
in the SERVAUTH class. The profile name to be defined is in the following format:

EZB.NETACCESS.sysname.tcpipname.security zonename

Where:

EZB.NETACCESS is constant.

sysname is the name of the z/OS image (&SYSNAME symbol).
tcpipname is the job name of the TCP/IP stack.

security_zonename is the name specified in the NETACCESS block.

vyvyyvyy
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Note: On the NETACCESS statement, there are two ways to specify the subnet mask.
» The first way is to use the traditional decimal notation, such as 255.255.255.0.

» The second way is to use a number, up to 32, that specifies the number of bits, left to
right, that should be used as a subnet mask if the mask is expressed in binary.

For example, the subnet mask 255.255.255.0 expressed in binary is
11111111.11111111.11111111.00000000. Note that there are 24 bits set on.

To specify this particular mask on a NETACCESS statement, you could use either of the
following two ways, using the IP address 192.168.100.0 as an example:

NETACCESS 192.168.100.0 255.255.255.0
Or:
NETACCESS 192.168.100.0/24

The system that we used in Example 2-2 was on a z/OS image named SC33 with a TCP/IP
stack name of TCPIPD. Therefore, you need to define the following profiles:

» EZB.NETACCESS.SC33.TCPIPD.MYSUBNET
» EZB.NETACCESS.SC33.TCPIPD.MYPC
» EZB.NETACCESS.SC33.TCPIPD.WORLD

If you define these profiles to RACF with UACC(NONE), then users must be specifically
permitted access to these profiles in order to send IP packets to the addresses represented
by the profiles.

If a user is attempting to send an IP packet to a host that is not covered by any network or
mask entry in the NETACCESS block, then access is automatically allowed. However, if a
DEFAULT statement is present, then access is granted or denied based on the user’s access
to the SAF profile mapped by the DEFAULT statement.

2.3.2 Server considerations
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End users are not the only users of TCP/IP to be affected by NETACCESS control. Any IP
applications (servers) that run under their own user IDs will need access to the RACF profiles
of the desired networks, if these networks are protected by a NETACCESS statement. For
example, a server such as the FTP daemon would need to be permitted access to any hosts
or subnets that an FTP transfer will be performed with.

There is another consideration: If you have a user in the network who wants to FTP to or from
your FTP server, then the user ID that this user logs on with must have been permitted to
NETACCESS if the user's own IP address or network is protected.
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2.3.3 Using NETSTAT for network access control

The console command D TCPIP,stackname,Netstat,ACCess,NETWork shows how IP
addresses and masks are mapped to SAF profiles. See Figure 2-1 for the NETSTAT console
command to display the network access control for the test TCPIPD system.

D TCPIP,TCPIPD,NETSTAT,ACCESS,NETWORK

NETWORK ACCESS INFORMATION
INBOUND: NO  OUTBOUND: YES
SAF NAME NETWORK PREFIX AND PREFIX LENGTH

WORLD DEFAULT

PRFNM: EZB.NETACCESS.SC33.TCPIPD.WORLD SECLABEL: <NONE>
MYSUBNET 10.1.100.0/24

PRFNM: EZB.NETACCESS.SC33.TCPIPD.MYSUBNET SECLABEL: <NONE>
MYPC 10.1.100.223/32

PRFNM: EZB.NETACCESS.SC33.TCPIPD.MYPC SECLABEL: <NONE>

3 OF 3 RECORDS DISPLAYED
END OF THE REPORT

Figure 2-1 NETSTAT command to display network access control in our test system

Note that the TSO NETSTAT command does not display this information.

2.3.4 Working example of network access control

We implement network access control on the TCP/IP stack discussed in 2.3.1, “Network
access control overview” on page 15. In that section, we show the three SAF profile names
that need to be defined for the given NETACCESS block. Example 2-2 on page 15 shows the
configuration.

When the RACF profile names shown in 2.3.1, “Network access control overview” on page 15
have been defined to RACF, we issue the TSO command PING 10.1.100.223 to send a
packet to workstation 10.1.100.223. Because we have not been permitted access to the
10.1.100.223 host (profile MYPC), we would expect an error. Figure 2-2 shows the error
message from RACF, indicating that access to the MYPC profile was not permitted.

ICH408I USER(CS06 ) GROUP(SYS1 ) NAME(BILL WHITE )
EZB.NETACCESS.SC33.TCPIPD.MYPC CL(SERVAUTH)
INSUFFICIENT ACCESS AUTHORITY
ACCESS INTENT (READ ) ACCESS ALLOWED(NONE )
CS: Pinging host 10.1.100.223
sendto(): EDC5111I Permission denied. (errno2=0x7442730C)

Figure 2-2 RACF error while attempting PING to host covered by host profile

Note: Even though both the host 10.1.100.223 and its subnet 10.1.100.0 are protected by
RACF profiles, the RACF check is only performed on the most specific network or host
entry. That is, the entries in the NETACCESS block are checked starting with those with the
most bits specified in the subnet mask first, until a match is found.
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If we now attempt to ping a new host, 10.1.100.224, we expect an RACF error when the
TCP/IP address space does an RACF check for access to the MYSUBNET profile, because
this is the most specific entry for that host address. We attempt to ping the IP address
10.1.100.224, and we receive the error as expected (Figure 2-3).

ICH4081 USER(CS06 ) GROUP(SYS1 ) NAME(BILL WHITE )
EZB.NETACCESS.SC33.TCPIPD.MYSUBNET CL(SERVAUTH)
INSUFFICIENT ACCESS AUTHORITY
ACCESS INTENT(READ ) ACCESS ALLOWED(NONE )

CS: Pinging host 10.1.100.224

sendto(): EDC5111I Permission denied. (errno2=0x7442730C)

Figure 2-3 RACF error while attempting to ping a host covered by subnet profile

Finally, we show an example of the error you would receive when attempting network access
to a host not specified on any NETACCESS statements. This assumes that you have coded a
DEFAULT statement in the NETACCESS block. If you do not code this statement, access

permission will not be checked for any host not covered by any other NETACCESS statement.

We tried to ping 10.1.40.20, an IP address that is not specifically stated in a host or subnet
entry. The DEFAULT NETACCESS statement is used for the SAF check that is mapped to
profile WORLD. As shown in Figure 2-4, we received an RACF error message indicating that
we did not have access to EZB.NETACCESS.SC33.TCPIPD.WORLD.

ICH408I USER(CS06 ) GROUP(SYS1 ) NAME(BILL WHITE )
EZB.NETACCESS.SC33.TCPIPD.WORLD CL(SERVAUTH)
INSUFFICIENT ACCESS AUTHORITY
ACCESS INTENT(READ ) ACCESS ALLOWED(NONE )
CS: Pinging host 10.1.40.20
sendto(): EDC5111I Permission denied. (errno2=0x7442730C)

Figure 2-4 RACF error while attempting to ping a host covered by the DEFAULT statement

2.4 Protecting your network ports
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The ability of a server to bind to a specific port can be controlled in a number of ways using
the UDPCONFIG, TCPCONFIG, and PORT (or PORTRANGE) TCP/IP profile statements.

The use of TCPCONFIG RESTRICTLOWPORTS and UDPCONFIG RESTRICTLOWPORTS
is encouraged to enhance security. If these statements are present, low ports (< 1024) can
only be bound when at least one of the following is true:

» The bind is issued from a process with a UNIX superuser (UID 0).
» The bind is issued from an APF-authorized application.

» The port is reserved for the application by job name, which can include *, OMVS, ora TSO
user ID.

» If an SAF resource name is used, the user ID of the binding process must be permitted to
the resource by the security product; refer to 2.4.1, “The PORT/PORTRANGE SAF
keyword” on page 19.

» The RESERVED keyword will shut down a port from being used by any job name at all.
The keyword can also be specified on the PORTRANGE statement. This readily allows an
installation to clamp down very tightly on usage of ports if such control is desired.
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» Specifying a job name on a PORT or PORTRANGE statement restricts the use of that port
(and protocol) to the specified job name. Multiple PORT statements can be specified for a
TCP port but not for UDP. Note that a job name of * (the wildcard character) is normally
used with the SAF keyword, which is described next.

» Specifying the SAF keyword and profile name provides a mapping from a port and
protocol to an SAF SERVAUTH class profile. A server attempting to bind to this port and
protocol is checked for SAF access to the profile named. The use of the SAF keyword is
covered in this section.

2.4.1 The PORT/PORTRANGE SAF keyword

The SAF keyword can be specified along with all other valid options on the PORT and
PORTRANGE statements. The special job name wildcard * is normally used with the SAF
keyword so that access to the port is completely handled by the server's SAF profile rather
than job name. Of course, a specific job name and the keyword SAF can still be coded
together if you would like to secure not only the job name that can bind a socket, but also the
SAF user associated with the job.

To illustrate the concept, we show how to protect the FTP ports here. Sample PORT
statements for the system SC33 are shown in Figure 2-5.

PORT
20 TCP * NOAUTOLOG SAF FTP20 ; FTP Server
21 TCP OMVS BIND 10.40.1.230 SAF FTP21 ;control port

23 TCP INTCLIEN 3 MVS Telnet Server
512 UDP RESERVED ; Shut down port 512
23 TCP OMVS BIND 10.40.1.230; OE Telnet Server
500 UDP IKED ; IKE Daemon
4500 UDP IKED s IKE Daemon

Figure 2-5 PORT statements for stack TCPIPC

Given the PORT statements in Figure 2-5, UDP port 512 is reserved and therefore, is
completely unavailable for use. Any process attempting to use TCP ports 20 or 21 have to be
SAF-authorized. The following SERVAUTH profiles have to be defined (assuming the system
name is SC33 and the TCP/IP stack name is TCPIPD):

» EZB.PORTACCESS.SC33.TCPIPD.FTP20
» EZB.PORTACCESS.SC33.TCPIPD.FTP21

This form of port reservation might be used when a reserved low port needs to be accessed
by many potential users using a client program that is not APF-authorized. All users requiring
the ability to run this program have to be permitted to this RACF resource.

With FTP ports 20 or 21 (or any well-known port usually used for a system-type server), there
is a possible security exposure when permitting port use by the SAF keyword. When a user is
permitted to bind to, for example, port 20, the user can bind to that port using any program,
not just through the FTP server. To prevent this, we recommend that you do not code an SAF
keyword for port 20, but instead use the RESTRICTLOWPORTS parameter of the
TCPCONFIG statement in conjunction with specifying “OMVS” as the job name for port 20.
This restricts the use of port 20 to APF-authorized programs, UNIX superusers, or the FTP
server.
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The FTP daemon is the only user that needs to access the FTP control port 21. Thus, the
daemon should have access to the RACF SERVAUTH profile
EZB.PORTACCESS.SC33.TCPIPD.FTP21. If the FTP server does not have access to the
profile, you get an RACF error similar to that shown in Figure 2-6.

S FTPDD
$HASP100 FTPDD
IEF695I START FTPDD

ON STCINRDR

WITH JOBNAME FTPDD IS ASSIGNED TO USER

TCPIP , GROUP TCPGRP
$HASP373 FTPDD STARTED
$HASP395 FTPDD ENDED

+EZY27141 FTP server shutdown in progress

+EZYFT591 FTP shutdown complete.

ICH4081 USER(TCPIP ) GROUP(TCPGRP ) NAME(############4#######) 924
EZB.PORTACCESS.SC33.TCPIPD.FTP21 CL(SERVAUTH)
INSUFFICIENT ACCESS AUTHORITY
ACCESS INTENT(READ ) ACCESS ALLOWED(NONE )

+EZY27141 FTP server shutdown in progress

+EZYFT591 FTP shutdown complete.

Figure 2-6 FTP server unauthorized to use port 21

The FTP data connection port (20) is bound under the identity of the user, not the FTP
daemon. Therefore, if the PORT statement for port 20 is configured as shown in Figure 2-5 on
page 19, then all users (including the default user, if defined) who can potentially perform FTP
need to be permitted to the port 20 RACF SERVAUTH profile
EZB.PORTACCESS.SC33.TCPIPD.FTP20.

2.4.2 Using NETSTAT to display Port Access control

The TCPIPC stack contains the PORT statement shown in Figure 2-5 on page 19. The
console command D TCPIP,stackname,Netstat,PORT1ist in Figure 2-7 shows the
configuration of the ports and whether an SAF profile is associated with a port (the F in the
FLAGS column).

D TCPIP,TCPIPD,NETSTAT,PORTLIST

PORT# PROT USER FLAGS RANGE SAF NAME

00020 TCP * DF FTP20

00021 TCP OMVS DABFU FTP21
BINDSPECIFIC: 10.40.1.230

00023 TCP OMVS DABU
BINDSPECIFIC: 10.40.1.230

00023 TCP TCPIPD  DAU

00500 UDP IKED DA

00512 UDP RESERVED DA

04500 UDP IKED DA

7 OF 7 RECORDS DISPLAYED

END OF THE REPORT

Figure 2-7 NETSTAT PORTLIST console command display for TCPIPD
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2.5 Protecting the use of socket options

You can use RACF profiles to prevent the misuse of the sensitive SO_BROADCAST and IPv6
API socket options.

2.5.1 SO_BROADCAST socket option access control

The SO_BROADCAST option provides control over the broadcast function, which can be
prone to misuse if not restricted.

RACF profile EZB.SOCKOPT.sysname.tcpname.SO_BROADCAST controls this option.

Where:

» sysname is the z/OS system name. Our system name was SC33.
» tcpname is the jobname of the TCP/IP stack. Our stack was TCPIPD.

Example 2-3 shows sample RACF commands to define this resource and then give access to
OMPROUTE, which needs to use the SO_BRODCAST socket option.

Example 2-3 Sample RACF commands to protect SO_BROADCAST socket option

RDEFINE SERVAUTH EZB.SOCKOPT.SC33.TCPIPD.SO_BROADCAST UACC (NONE)

PERMIT EZB.SOCKOPT.SC33.TCPIPD.SO_BROADCAST CLASS(SERVAUTH) ACCESS(READ)
ID(OMPROUT)

SETROPTS RACLIST(SERVAUTH) REFRESH

If desired, you can protect this option on all your systems and on all the stacks by using a
single generic profile. The profile that you can use is:

EZB.SOCKOPT.*.*.SO_BROADCAST

2.5.2 IPv6 advanced socket API options

The z/OS Communications Server has a number of advanced socket API options that need to
be restricted to only authorized users. There is one SERVAUTH class profile to protect each
of these socket options. These profiles are shown in the following list.

IPV6_NEXTHOP - EZB.SOCKOPT.sysname.tcpname.lPV6_NEXTHOP
IPV6_TCLASS - EZB.SOCKOPT.sysname.tcponame.lPV6_TCLASS

IPV6_RTHDR - EZB.SOCKOPT.sysname.tcpname.lPV6_RTHDR

IPV6_HOPOPTS - EZB.SOCKOPT.sysname.tcpname.lPV6_HOPOPTS
IPV6_DSTOPTS - EZB.SOCKOPT.sysname.tconame.lPV6_DSTOPTS
IPV6_RTHDRDSTOPTS - EZB.SOCKOPT.sysname.tcpname.lPV6_RTHDRDSTOPTS
IPV6_PKTINFO - EZB.SOCKOPT.sysname.tcpname.lPV6_PKTINFO
IPV6_HOPLIMIT - EZB.SOCKOPT.sysname.tcpname.lPV6_HOPLIMIT

YVVVYVYVYYVYYY

Note that the last qualifier of the profile is the same as the socket option itself.
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2.6 Protecting sensitive network commands

This section discusses the ways to control the use of the TCP/IP system administration
commands. These commands are categorized by where they originate.

From the z/OS console, you can use the DISPLAY and VARY commands for the TCP/IP
address spaces. The VARY TCPIP command can be used to stop and start TCP/IP
interfaces, reload configuration parameters, start and stop traces, drop TCP connections, and
quiesce the TN3270 server. This command is very powerful and should only be authorized to
operators or system administrators.

From TSO, there is the NETSTAT command, and from the UNIX shell there is the onetstat
command. Both of these commands are used primarily to display information about the local
TCP/IP environment. You might want to restrict these commands so that people are unable to
obtain information about your TCP/IP configuration, perhaps in preparation for an attack of
some kind.

2.6.1 z/OS VARY TCPIP command security

This section describes the mechanisms by which you can limit users to the VARY TCPIP
commands.

RACEF profile details

The z/OS console VARY TCPIP commands are protected with RACF profiles defined in the
resource class OPERCMDS. You can define a single profile to represent all VARY TCPIP
commands, or you can specify individual profiles for each VARY TCPIP command option.

The format of the profile name is:
MVS.VARY.TCPIP.command

Where:
» MVS.VARY.TCPIP is a constant.

» command is either a double asterisk (**), meaning all command options, or a specific VARY
TCPIP option name, such as OBEYFILE.

Important: The profile name does not specify a z/OS image name or TCP/IP stack name.
Keep in mind, therefore, that if there is more than one stack on your z/OS image or your
SAF database is shared between multiple z/OS systems, granting access to a command
enables that command to be performed by a user against any TCP/IP stack in any z/OS
system that shares the database.

Protecting VARY TCPIP at the command level

To specify protection at the command level (any option), specify the generic OPERCMDS
profile with a profile name of MVS.VARY.TCPIP.**. Figure 2-8 shows how this is done using
RACF commands.

SETROPTS GENERIC(OPERCMDS)

RDEFINE OPERCMDS (MVS.VARY.TCPIP.**) UACC(NONE)
SETROPTS GENERIC(OPERCMDS) REFRESH

SETROPTS RACLIST(OPERCMDS) REFRESH

Figure 2-8 Defining generic VARY TCPIP profile to protect command with all options
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Note: If the MVS.VARY.TCPIP.** profile is defined, any user who needs to use any VARY
TCPIP command must have CONTROL access to this profile, regardless of whether they
have access to other MVS.VARY.TCPIP.command profiles.

Protecting VARY TCPIP at the command option level

You might decide to protect the VARY TCPIP command at a more granular level so that you
can control who has authority to use the options of the VARY TCPIP command. To protect the
command options, define the particular VARY TCPIP option that you want to protect as the
last qualifier in the profile name.

Exceptions to this rule are the VARY TCPIP START and VARY TCPIP STOP commands,
which are protected together with the profile named MVS.VARY.TCPIP.STRTSTOP.

Refer to Table 2-1 for a list of RACF profile names to protect the VARY TCPIP command
options.

Table 2-1 List of RACF profiles to protect various VARY TCPIP console commands

RACF profile name Command protected

MVS.VARY.TCPIP** All VARY TCPIP options
MVS.VARY.TCPIP.DROP VARY TCPIP,,DROP
MVS.VARY.TCPIP.OBEYFILE VARY TCPIP,OBEYFILE
MVS.VARY.TCPIPPKTTRACE VARY TCPIP,,PKTTRACE
MVS.VARY.TCPIP.STRTSTOP VARY TCPIP,,START or VARY TCPIPR,,STOP

Figure 2-9 shows the VARY TCPIP,,STOP and VARY TCPIP,,START commands being
protected.

RDEFINE OPERCMDS MVS.VARY.TCPIP.STRTSTOP UACC(NONE)
SETROPTS RACLIST(OPERCMDS) REFRESH

Figure 2-9 Defining specific VARY TCPIP profile to protect VARY TCPIR,STOP/START commands

VARY TCPIP command security scenario

The command V TCPIP,TCPIPC,STOP,0SA22E0 was chosen to test the console RACF
security profiles. The command output is shown in Figure 2-10 before any RACF security
profiles were defined to the system. The SAF profile that controls the V TCPIP,,STOP
command (in addition to the generic MVS.VARY.TCPIP.**, if defined) is
MVS.VARY.TCPIP.STRTSTOP.

V TCPIP,TCPIPC,STOP,0SA2080

EZZ0060I PROCESSING COMMAND: VARY TCPIP,TCPIPC,STOP,0SA2080
EZZ00531 COMMAND VARY STOP COMPLETED SUCCESSFULLY

EZZ43151 DEACTIVATION COMPLETE FOR DEVICE 0SA2080

Figure 2-10 VARY TCPIP, TCPIPC,STOP command output: No RACF profiles defined yet

For the first test, we only defined the generic MVS.VARY.TCPIP.** profile to protect all options
of the V TCPIP command.
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For the second test, we additionally defined the MVS.VARY.TCPIP.STRTSTOP profile to
protect the V TCPIP,,STOP command. Both times, unauthorized use of the command caused
the expected RACF error.

Defining the generic profile to protect all V TCPIP commands

The generic profile MVS.VARY.TCPIP.** was added to the OPERCMDS class with
UACC(NONE), as shown in Figure 2-8 on page 22. At this stage, no user had any access to
this profile. A user then attempted a V TCPIP,TCPIPC,START,0SA2080 command from the
console, which resulted in the RACF error shown in Figure 2-11. Note that the profile being
SAF checked was MVS.VARY.TCPIP.**

V TCPIP,TCPIPC,START,0SA2080
IEE3451 VARY AUTHORITY INVALID, FAILED BY SECURITY PRODUCT
ICH408I USER(CS09 ) GROUP(SYS1 ) NAME (TEST ) 689
MVS.VARY.TCPIP CL(OPERCMDS)
INSUFFICIENT ACCESS AUTHORITY
FROM MVS.VARY.TCPIP.** (G)
ACCESS INTENT(UPDATE ) ACCESS ALLOWED(NONE )

Figure 2-11 RACF error for VARY TCPIP STOP command showing generic profile violation

Defining the specific profile to protect the V TCPIP,,START command
The specific profile MVS.VARY.TCPIP.STRTSTOP was added to the OPERCMDS class with
UACC(NONE), as shown in Figure 2-9 on page 23. At this stage, both the
MVS.VARY.TCPIP.STRTSTOP and the generic MVS.VARY.TCPIP.** profiles were defined,
and the user did not have access to either of them.

After the V TCPIPR, TCPIPC,STOP,0SA2080 command was issued, Figure 2-12 shows that
the profile name that is causing the access problems is MVS.VARY.TCPIP.**, even though the
MVS.VARY.TCPIP.STRTSTOP profile is defined. This confirms the statement in “Protecting
VARY TCPIP at the command level’ on page 22 that the generic profile is always checked
first, if defined.

V TCPIP,TCPIPC,START,0SA2080
IEE3451 VARY AUTHORITY INVALID, FAILED BY SECURITY PRODUCT
ICH4081 USER(CS09 ) GROUP(SYS1 ) NAME(TEST ) 699
MVS.VARY.TCPIP CL(OPERCMDS)
INSUFFICIENT ACCESS AUTHORITY
FROM MVS.VARY.TCPIP.** (G)
ACCESS INTENT(UPDATE ) ACCESS ALLOWED(NONE )

Figure 2-12 RACF error for VARY TCPIP,STOP command shows generic profile name

If the generic profile MVS.VARY.TCPIP.** is defined, any user who wants to enter a VARY
TCPIP command must have CONTROL access to it. Example 2-4 shows the RACF
commands to give such access to user CS09.

Example 2-4 Giving CONTROL access to MVS.VARY.TCPIP**

PE MVS.VARY.TCPIP.** CLASS(OPERCMDS) ID(CS09) ACCESS(CONTROL)
SETROPTS RACLIST(OPERCMDS) REFRESH
SETROPTS GENERIC(OPERCMDS) REFRESH
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Now that we had CONTROL access to the generic profile MVS.VARY.TCPIP.**, the SAF
check is for the profile that controls the VARY TCPIP,,STOP command, which is V
TCPIPTCPIPC,START,0SA2080. Figure 2-13 shows the RACF error resulting when the user
does not have CONTROL access to the specific profile.

V TCPIP,TCPIPC,START,0SA2080
EZZ0060I PROCESSING COMMAND: VARY TCPIP,TCPIPC,START,0SA2080
IEE3451 VARY AUTHORITY INVALID, FAILED BY SECURITY PRODUCT
ICH4081 USER(CS09 ) GROUP(SYS1 ) NAME(TEST ) 712
MVS.VARY.TCPIP.STRTSTOP CL(OPERCMDS)
INSUFFICIENT ACCESS AUTHORITY
ACCESS INTENT(CONTROL) ACCESS ALLOWED(NONE )
EZZ00591 MVS.VARY.TCPIP.STRTSTOP COMMAND FAILED: NOT AUTHORIZED

Figure 2-13 RACF error from unauthorized use of TSO NETSTAT command - Specific profile

The user CS09 was given CONTROL access to the specific profile
MVS.VARY.TCPIP.STRTSTOP, as shown in Example 2-5.

Example 2-5 Give CONTROL access to MVS.VARY.TCPIPSTRTSTOP

PE MVS.VARY.TCPIP.STRTSTOP CLASS(OPERCMDS) ID(CS09) ACCESS(CONTROL)
SETROPTS RACLIST(OPERCMDS) REFRESH
SETROPTS GENERIC(OPERCMDS) REFRESH

The V TCPIPR,TCPIPC,STOP,0SA22E0 command completed successfully, as shown in
Example 2-6.

Example 2-6 Successful START command

V TCPIP,TCPIPC,START,0SA2080
EZZ0060I PROCESSING COMMAND: VARY TCPIP,TCPIPC,START,0SA2080
EZZ00531 COMMAND VARY START COMPLETED SUCCESSFULLY

2.6.2 TSO NETSTAT and UNIX onetstat command security

The TSO NETSTAT command and the UNIX shell onetstat command can be protected from
unauthorized use at both the command level (NETSTAT with any option) and the command
option level. By defining an SAF profile to represent the NETSTAT command and option, you
can grant permission by user or group to the NETSTAT command and its options.

RACEF profile details
The SERVAUTH class is used to define a profile to protect the NETSTAT command. The
format of the profile name is:

EZB.NETSTAT.sysname.tcpprocname.option

Where:

EZB.NETSTAT is constant.

» sysname is the z/OS image name.

» tcpprocname is the TCP/IP stack name.

» option is either an asterisk (*), meaning all options, or a specific NETSTAT option name.

v

As mentioned, you can protect NETSTAT/onetstat at the command level and the command
option level.

Chapter 2. Protecting network resources 25



Protecting NETSTAT/onetstat at the command level

To specify protection at the command level, specify the SERVAUTH profile with a command
option of an asterisk (*) and define the SERVAUTH profile to be generic. Example 2-7 shows
how this is done using RACF commands, assuming that the system name is SC33 and the
TCP/IP stack name is TCPIPD.

Example 2-7 Protecting NETSTAT/onetstat at the command level

SETROPTS GENERIC(SERVAUTH)

RDEFINE SERVAUTH (EZB.NETSTAT.SC33.TCPIPD.*) UACC(NONE)
SETROPTS GENERIC(SERVAUTH) REFRESH

SETROPTS RACLIST(SERVAUTH) REFRESH

Note that the SETROPTS GENERIC(SERVAUTH) needs to be done only once.

Protecting NETSTAT/onetstat at the command option level

You might decide to protect the NETSTAT/onetstat command at a more granular level so that
you can control who has authority to use the options of the NETSTAT/onetstat command. To
protect the command options, define the particular NETSTAT option that you want to protect
as the last qualifier in the profile name. Example 2-8 shows the NETSTAT HOME or
onetstat -h command being protected for TCP/IP system TCPIPC on z/OS system SC33.

Example 2-8 Defining NETSTAT profile to protect NETSTAT/onetstat command with home option

RDEFINE SERVAUTH (EZB.NETSTAT.SC33.TCPIPD.HOME) UACC(NONE)
SETROPTS RACLIST(SERVAUTH) REFRESH

Restriction: The NETSTAT DROP command is internally implemented as a z/OS console
command VARY TCPIP,,DROP, and as such is protected by the SAF profile
MVS.VARY.TCPIP.DROP, not by a NETSTAT SAF profile.

SAF checking

The NETSTAT SAF check is performed whenever a TSO NETSTAT or UNIX onetstat
command is attempted. An SAF check is performed against the most specific profile name
first. If a profile for the specific command option does not exist, then a check is made against
the generic profile (the profile with a command option specified as an asterisk (*) is the
generic profile).

NETSTAT security scenario

Our system name at the ITSO is SC33 and the TCP/IP stack name is TCPIPD. Our tests were
to use the TSO NETSTAT HOME command. For the first test, we defined the generic
NETSTAT profile to protect all options of the NETSTAT command. For the second test, we
defined the profile to protect the NETSTAT HOME command. Both times, unauthorized use of
the command caused the expected RACF error.

Note: In the discussions that follow, wherever the TSO NETSTAT command is mentioned,
the OMVS onetstat command is also implied.
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Defining the NETSTAT generic profile to protect all NETSTAT commands

The generic profile EZB.NETSTAT.SC33.TCPIPD.” was added to the SERVAUTH class with
UACC(NONE), as shown in Example 2-7 on page 26. At this stage, no user had any access
to this profile. A user then attempted a TSO NETSTAT HOME command, which resulted in the
RACF error shown in Example 2-9. Note that the profile being RACF checked was
EZB.NETSTAT.SC33.TCPIPD.HOME, but because that did not exist, the profile
EZB.NETSTAT.SC33.TCPIPD.* was checked.

Example 2-9 Access denied by generic profile

NETSTAT HOME TCP TCPIPD

ICH4081 USER(CS06 ) GROUP(SYS1 ) NAME(BILL WHITE )
EZB.NETSTAT.SC33.TCPIPD.HOME CL(SERVAUTH)
INSUFFICIENT ACCESS AUTHORITY
FROM EZB.NETSTAT.SC33.TCPIPD.* (G)
ACCESS INTENT(READ ) ACCESS ALLOWED(NONE )
EZZ23851 Access to Netstat HOME denied - SAF RC is 00000008

Defining the NETSTAT profile to protect the NETSTAT HOME command

The specific profile EZB.NETSTAT.SC33.TCPIPD.HOME was added to the SERVAUTH class
with UACC(NONE), as shown in Example 2-8 on page 26. At this stage, no user had any
access to this profile. User CS06 then attempted a TSO NETSTAT HOME command, which
resulted in the RACF error shown in Example 2-10.

Note that the profile that has been SAF checked is now EZB.NETSTAT.SC33.TCPIPD.HOME
rather than EZB.NETSTAT.SC33.TCPIPD.*.

Example 2-10 RACF error from unauthorized use of TSO NETSTAT command - Generic profile

ICH4081 USER(CS06 ) GROUP(SYS1 ) NAME(BILL WHITE )
EZB.NETSTAT.SC33.TCPIPD.HOME CL(SERVAUTH)
INSUFFICIENT ACCESS AUTHORITY
ACCESS INTENT(READ ) ACCESS ALLOWED(NONE )

EZZ23851 Access to Netstat HOME denied - SAF RC is 00000008

The OMVS command equivalent of TSO NETSTAT HOME is onetstat -h. The same user
who attempted the TSO NETSTAT command in Example 2-10 used the command onetstat
-h -p tcpipc (the -p parameter targets the TCP/IP stack named TCPIPD) and got the
expected error, as shown in Example 2-11.

Example 2-11  OMVS error from unauthorized use of the onetstat command

CS06 @ SC33:/u/cs06>onetstat -h -p tcpipd
EZ723851 Access to Netstat -h denied - SAF RC is 00000008
CS06 @ SC33:/u/cs06>

2.6.3 Policy Agent command security

The z/OS UNIX pasearch command queries information from the Policy Agent (PAGENT).
The policy Agent contains sensitive information about the policies that control the security of
your network such as IP Security (IPSec), Application Transparent Transport Layer Security
(AT-TLS), Intrusion Detection, VPN tunnels, and so on. This command should be restricted to
those network and security administrators who need to know policy settings.
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You can define the following RACF profile EZB.PAGENT.sysname.image.policy type in
SERVAUTH class to individually protect each policy type, where:

» sysname is the z/OS SMFID.

» imageis TCP name, policy client name, or import request name for policy information that
is being requested.

» policy_type is the policy type, which can be one of the following:

— QOS for Policy QoS

— IDS for Policy IDS

— IPSec for Policy IPSec

— TTLS for Policy AT-TLS

— Routing for Policy Routing

The policy_type can also be a wildcard character (*) to protect all the policy types with a
single profile.

2.6.4 IPSec command access control

The ipsec commands are sensitive and are used to display and monitor IP Security
management activities. The RACF profiles in the SERVAUTH class required to protect these
commands are:

» EZB.IPSECCMD.sysname.tcpname.command_type
» EZB.IPSECCMD.sysname.DMD_GLOBAL.command._type
— command_type can be DISPLAY or CONTROL. You can also use * for both.

— DMD_GLOBAL means control access of the IPsec command for global defensive
filters.

2.6.5 Additional information

For more information about the profile names used to protect the various commands and
options, see z/0OS Communications Server: IP User’s Guide and Commands, SC31-8780.

2.7 Protecting FTP

In this section, we discuss how to protect FTP by RACF.

2.7.1 Restrict certain users from logging into FTP server

By default, any user ID that is valid on the z/OS host can log in to FTP. For security purposes,
you might want to allow only certain user IDs to log in to FTP on a certain host. z/OS FTP
currently provides the following methods to allow only certain users to log in to FTP:

» Set up the FTP server for TLS level 3 authentication when sessions are secured with TLS.

» Code and install an FTCHKPWD exit routine that screens the user IDs that are allowed to
loginto FTP.

» Code VERIFYUSER TRUE in the server's FTP.DATA and use RACF profile to protect the
FTP server port.
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In the following sections, we discuss how to restrict users from logging in to an FTP server
using the third method.

RACF profile details

The SERVAUTH class is used to define a profile to controls ability to access FTP server. The
format of the profile name is:

EZB.FTP.sysname. ftpdaemonname . PORTXXxxx

Where:

» sysname is the z/OS image name.

» ftpdaemonname is the FTP daemon name.

» PORTxxxx specifies the port number that you want to protect (or you can use PORT* to
protect all the FTP server ports with a single profile).

Define RACF FTP server port profile

To specify protection of the FTP server port, define the SERVAUTH profile as shown in
Example 2-12, assuming that FTP daemon FTPDD is running in system SC33 using port 20
and port 21.

Example 2-12 Sample RACF command to protect FTP server port

RDEFINE SERVAUTH (EZB.FTP.SC33.FTPDD1.FTP*) UACC(NONE)
SETROPTS RACLIST(SERVAUTH) REFRESH
SETROPTS GENERIC(SERVAUTH) REFRESH

Enable VERIFYUSER in FTP Server

The VERIFYUSER statement for the server’s FTP.DATA allows you to configure FTP to
require all user IDs logging in to FTP to have at least READ access to the FTP server port
profile:

» When VERIFYUSER TRUE, user ID need to has READ or greater access to the RACF FTP
server port profile to log into the FTP server.

» When VERIFYUSER FALSE, which is the default value, the server ignores the server port
profile except when a session is secured with TLS, and TLS level 3 client authentication
has been configured.

To restrict a user from logging in to the FTP server by RACF FTP server port profile, specify
VERIFYUSER TRUE in the FTP server FTP.DATA.
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FTP server port security scenario

The system name in our testing environment was SC33, and the FTP start procedure name
was FTPDD. Because we defined the FTP server port profile
EZB.FTP.SC33.FTPDD1.PORT™* with UACC(NONE), and the VERIFYUSER statement in server
FTP.DATA was set to TRUE, no user ID can have the authority to log in to this FTP server. A
user who logs in will see the error message shown in Figure 2-14.

EZA14591 NAME (10.1.1.40:CS06):
cs06

EZA17011 >>> USER cs06

331 Send password please.
EZA17891 PASSWORD:

EZA17011 >>> PASS

530 PASS command failed
EZA14601 Command:

Figure 2-14 PASS command error message from unauthorized user log in FTP server

Also in the system log, you can find the RACF messages shown in Figure 2-15. RACF
checked the EZB.FTP.SC33.FTPDD1.PORT21 profile, but because that profile did not exist,
the profile EZB.FTP.SC33.FTPDD1.PROT™* was checked instead.

ICH4081 USER(CS06 ) GROUP(SYS1 ) NAME(BILL WHITE ) 378
EZB.FTP.SC33.FTPDD1.PORT21 CL(SERVAUTH)
INSUFFICIENT ACCESS AUTHORITY
FROM EZB.FTP.SC33.FTPDD1.PORT* (G)
ACCESS INTENT(READ ) ACCESS ALLOWED(NONE )

Figure 2-15 RACF error from unauthorized user log in FTP server

After user CS06 was given READ access to the profile EZB.FTP.SC33.FTPDD1.PORT™, as
shown in Example 2-13, that user can log in to the FTP server FTPDD1 in system SC33.

Example 2-13 Giving READ access to user for EZB.FTPSC33.FTPDD1.PORT*

PERMIT EZB.FTP.SC33.FTPDD1.PORT* CLASS(SERVAUTH) ID(CS06) ACCESS(READ)
SETROPTS RACLIST(SERVAUTH) REFRESH
SETROPTS GENERIC(SERVAUTH) REFRESH

2.7.2 Protect other FTP related resources

In this section, we discuss other FTP related resources that can be protected by RACF.

FTP SITE command control

FTP commands SITE DUMP and DEBUG generate a large amount of output and their use
should be restricted. The SERVAUTH class profiles that protect these resources are:

» EZB.FTP.sysname.ftpdname.SITE.DUMP
» EZB.FTP.sysname.fijpdname.SITE.DEBUG, where:

— sysname is the z/OS SMFID.
— ftodname is the FTP daemon name.
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FTP server access control

To control the ability to access the FTP server based on SAF user ID associated with
TLS-authenticated X.509 client certificate, you need to define the profile
EZB.FTP.sysname.ftpdname.PORTxxxxx in the SERVAUTH class.

FTP z/OS UNIX access control

This provides the ability to protect z/OS UNIX access by FTP users. The profile name is of the
following form: EZB.FTP.sysname.fipdaemonname. ACCESS.HFS. For example, the profile
name for FTP daemon FTPD running on system MVSA would be
EZB.FTP.MVSA.FTPD1.ACCESS.HFS.

RACF-delegation of cryptographic resources

If you are securing connections using TLS/SSL for your z/OS FTP server, then you need to
permit each FTP client to the sensitive cryptographic resources such as CFSERV and
CFSKEYS. You can avoid having to permit each FTP client individually by identifying these
resources as ‘RACF DELEGATED’. The RACF command to do this is:

RALTER CSFSERV CSFENV APPLDATA(“RACF DELEGATED®)

The FTP daemon will now access these resources on behalf of the user, though the user
does not have explicit access to these sensitive resources.

2.8 Protecting network management resources

In this section, we discuss protecting network management resources.

2.8.1 SNMP agent control

You can control which of the SNMP subagents are permitted to connect to the SNMP agent.
You need to define a SERVAUTH class profile EZB.SNMPAGENT.sysname.tcpname for this.
After creating the profile, use the RACF PERMIT command to define the user IDs of those
subagents that should be permitted to connect through TCP to the SNMP Agent.

Alternatively you could use the -C parameter in the SNMP agent start-up to grant or revoke
access to subagents not defined as superusers. For more information, see z/0S
Communications Server: IP Configuration Reference, SC31-8776

2.8.2 TCP connection information service access control

The TCP connection information service allows network management applications to obtain
information about TCP connection activity. Access to this information can be controlled by
RACF SERVAUTH class profile EZB.NETMGMT.sysname.tconame.SYSTCPCN. You also
need to permit the user IDs of the applications authorized to access this resource.

2.8.3 CIM provider access control

The Common Information Model (CIM) provides a model for describing and accessing data
across an enterprise. CIM providers gather the CIM data. You can control this function and
restrict the collection of CIM data to authorized providers by defining the SERVAUTH class
profile EZB.CIMPROV.sysname.tcpname. Access is granted if the user ID associated with the
client of the z/OS CIM server is permitted (has read access) to this resource profile.
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2.9 Protecting miscellaneous resources

In this section, we discuss protecting miscellaneous resources.

2.9.1 Digital Certificate Access Server access control

This controls the ability to access the Digital Certificate Access Server (DCAS) based on the
SAF user ID associated with the TLS-authenticated X.509 client certificate. The profile that
protects this resource is:

EZB.DCAS.cvtsysname

2.9.2 MODDVIPA utility program control

This restricts the usage of the MODDVIPA utility program (creates new DVIPA on system).
The profile that protects this resource is:

EZB.MODDVIPA.sysname .tcpname

2.9.3 Fast Response Cache Accelerator access control

This controls the ability to create a Fast Response Cache Accelerator (FRCA) cache. (FRCA
is used by Web servers for caching static Web pages in the stack.) The profile that protects
this resource is:

EZB.FRCAACCESS.sysname .tcpname

2.9.4 Real-time SMF information service access control

This restricts access to select real-time SMF records accessible using the SMF information
service. It is intended for network management applications. The profile that protects this
resource is:

EZB.NETMGMT.sysname . tcpname .SYSTCPSM

2.9.5 TCP/IP packet trace service access control

This restricts access to select real-time packet trace records accessible using the TCP/IP
packet trace service. It is intended for network management applications. The profile that
protects this resource is:

EZB.NETMGMT.sysname . tcpname .SYSTCPDA
2.9.6 TCP/IP stack initialization access control
This controls the ability of applications to open a socket before the AT-TLS policy is loaded

into the TCP/IP stack. Normally you cannot start any application before the POLICY AGENT
address space starts. The profile that protects this resource is:

EZB.INITSTACK.sysname .tcpname
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2.9.7 RPCBIND application registration control

Registration control provides an additional level of security for RPCBIND when registering or
unregistering applications. You can define a SERVAUTH resource profile that controls which
applications or users can register and unregister with RPCBIND. RPCBIND is also supported
in a multilevel secure (MLS) environment. When a target assistance procedure is running in a
multilevel security environment, RPCBIND switches to the security label of the requester to
ensure that the correct port-of-entry information is presented to the target server. The profile
that protects this resource is:

EZB.RPCBIND.sysname.rpcbindname.REGISTRY

Note: In environments that do not implement MLS, defining an RACF profile is optional. If
you do define a SERVAUTH profile, all applications that register and unregister with
RPCBIND must be invoked by user IDs that have READ access to the profile. However, in
an MLS environment, all applications cannot register with RPCBIND by default. After you
define a SERVAUTH profile with READ access for user IDs that are associated with the
applications, RPCBIND accepts registration and deregistration of applications.
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Part 2

Managing security

In this part, we describe how to implement and use digital certificates with a z/OS system. We
explain how to set up the various servers and clients to use certificates. Further, we provide
information and samples using digital certificates in a policy-based z/OS environment.

We also introduce the terms and technologies used when dealing with and managing digital
certificates.
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Certificate management in z/OS

Digital certificates are usually created and maintained within a central repository. In this
chapter, we discuss the use of RACF and the gskkyman utility to provide these functions.

The first part of the chapter provides an overview of industry-standard terms and usages.
Next, using RACF and the gskkyman utilities, we explain how digital certificates and key rings
are created and maintained. Additionally, we show how these utilities can be used to obtain
and manage the set of certificates required for the scenarios discussed.

For complete details about certificate management, refer to the following publications:

» z/OS Security Server RACF Command Language Reference, SA22-7687
» z/OS Security Server RACF Security Administrator's Guide, SA22-7683
» z/OS Communications Server: IP Configuration Guide, SC31-8775

We discuss the following topics in this chapter.

Section Topic
3.1, “Digital certificates overview” on Basic concepts of digital certificates
page 38

3.2, “Digital certificate types” on page 40 Definition and use of types of digital certificates

3.3, “Configuring the utilities to generate Identification of utilities and their command

certificates in z/OS” on page 45 structures, which generate digital certificates in
z/0S

3.4, “Using certificates in sample IBM Examples of using RACF and gskkyman to manage

environments” on page 52 digital certificates
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3.1 Digital certificates overview

38

A summary of certificate requirements for SSL/TLS is provided in Table 3-1. If you are not
implementing client authentication, you do not need the first two rows of this table. The table
assumes that the server will be running on the z/OS host and the client will be running
remotely. The second column of the table adds some of the relevant RACF commands. Since
gskkyman is menu-driven, only RACF commands listed are in this table.

Table 3-1 also assumes that you are using some type of signer or issuer root Certificate
Authority (CA), and a separate, personal certificate that is signed by this root CA. There are
two variations on this scenario that you might need to be aware of:

1. If you are using a self-signed certificate, Table 3-1 still applies. The self-signed certificate
with the private key included is exactly the same as a personal certificate. The self-signed

certificate without the private key is exactly the same as a root CA.

2. You, or your CA vendor, will be using intermediate CA certificates. Any intermediate
certificates should be placed at the same location as their corresponding personal
certificates. They do not need to be loaded into a database with the root CA at all. This is
because all intermediate certificates are transmitted, along with the personal certificate,
during the SSL/TTLS handshake.

Table 3-1 Summary of certificate requirements for SSL/TLS

Certificate

Does this certificate reside in the z/0S
RACF or gskkyman database?

Client’s key repository

Client’s personal
certificate

Does not need to be in the z/OS server’s
database. The client certificate will be
sent out during the handshake and
should not exist in any other database.

In the personal certificates
section, designated as the
application’s default certificate.

Root CA of client’s
personal certificate

ADDed or ALTERed as CERTAUTH and
TRUSTed. Connected to server’s key
ring. Needed to authenticate client
certificate when it is received during
handshake.

In the Signer Certificates
section marked as trusted root
CA.

Server’s personal
certificate

ADDed and CONNECTed to server’s key
ring as USAGE(PERSONAL) and
DEFAULT (default can be overridden
with AT-TLS).

Does not need to be in client’s
database. The server’s
personal certificate will be sent
out during the handshake.

Root CA of server’s
personal certificate

ADDed as CERTAUTH and TRUSTed.
CONNECTed to server’s key ring.

In the Signer Certificates
section as a trusted root CA.

In the z/OS environment, digital certificates are used by Secure Sockets Layer (SSL) and
Transport Layer Security (TLS) to authenticate between the client and the server. The
certificates contain encryption keys that are used to encrypt the messages of the session

setup protocol.

In practice, an SSL/TLS server is required to send its certificate to the client. Optionally, a
server can be configured to request a certificate from the client. This authentication process
can be provided natively by the application itself, or the process can be performed
transparently to the application by implementing Application Transparent TLS (AT-TLS).
Native TLS is sometimes referred to as internal TLS, and AT-TLS is sometimes referred to as

external TLS.
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For discussions in this chapter, SSL and TLS are equivalent unless stated otherwise. And,
from a certificate standpoint, AT-TLS and native SSL/TLS are also effectively equivalent.

3.1.1 What is a digital certificate

The process of setting up an SSL/TLS connection is referred to as the handshake. The
handshake uses X.509 certificates (see RFC 2459 for a definition) to verify identity
(authenticate) during this handshake. The handshake uses public and private keys (contained
within the X.509 certificate) that enable one partner of the connection to confirm that the other
partner is who it says it is.

Public and private keys exist in pairs. A private key can encrypt a message, but only its
associated public key can decrypt. The reverse is also true: anything encrypted with a public
key can only be decrypted by the associated private key.

Private keys are never sent over a network. Only the “owner” of a private key can sign a
certificate to prove its identity. Generally, only one copy of a private key is ever in existence,
and it resides within the key repository of that server (or client) that needs to prove its identity.
Public keys are freely distributed with the X.509 certificate.

3.1.2 How digital certificates work

This section first discusses terminology used with digital certificates, and then examines
details of the contents of a certificate.

Subjects and issuers

Within a certificate there are two distinct identification areas which are referred to as the
Distinguished Names (or DNs): the issuer’s DN and the subject’s DN.

Issuer’s DN The issuer’'s DN field identifies the certificate that was used to sign
(and create) this certificate. A certificate’s issuer might also be referred
to as the “signer”. The terms are synonymous.

Subject’s DN The subject’s DN of a certificate is the field that identifies the owner of
the certificate itself. The subject’s DN might also be referred to at the
“‘owner’s” DN. An owner of a certificate might be an application (such
as a server), or even a person, a workstation, or a whole department.

To create a digital signature within the certificate, the certificate issuer first generates a
character string from the subject’s DN, the subject’s public key, and the issuer's DN. The
character string is the result of hashing the information down to a few bits, usually between
128 to 160 bits. The string of bits is referred to as a message digest, which is unique for the
given information. The message digest is then encrypted using the issuer’s private key,
creating the sender’s signature. The hashing algorithm is included in the certificate.

Returning to an SSL/TLS handshake, when the remote endpoint receives a certificate and
message digest, the remote endpoint will use the issuer’s public key to decrypt the message
digest. It next uses the included algorithm to create a second string based on the same two
DNs and the public key as originally used by the sender. If the second string exactly matches
the decrypted string, the remote endpoint is assured that the sending endpoint is genuinely in
possession of the private key. Therefore, the sender can be trusted.

But, how did this hypothetical remote endpoint come to already posses the public key that
was able to decrypt the digest? The public key must, at some earlier time, have been placed
into the certificate repository of the remote endpoint. As a general rule, public keys are freely

Chapter 3. Certificate management in z0S 39


http://www.ietf.org/rfc/rfc2459.txt
http://www.ietf.org/rfc/rfc2459.txt

distributed. Some are so freely available as to be populated, by default, in certificate
repositories from the application or operating system vendor. For example, Windows®,
Linux® and RACF environments already contain certificates with public keys from external
vendors such as VeriSign and thawte. Such vendors are referred to as well-known Certificate
Authorities, or well-known CAs. We discuss CAs in more detail in 3.2, “Digital certificate
types” on page 40.

3.2 Digital certificate types

We describe the following digital certificate types in this section:

» Certificate Authority certificates
» User (personal) certificates
» Site certificates

We also discuss how to obtain a digital certificate.

3.2.1 Certificate Authority certificates

A Certificate Authority (CA) certificate is one which signs or issues other certificates. There
are two types of CA certificates:

root CA A root CA is the very first certificate created; it forms the top of any
certificate chain. The root CA is used to sign other certificates that are
lower down in the chain (hierarchy). A unique characteristic of a root
CA is that the issuer and subject names are the same. This makes
sense: the root CA is first in line: how could there possibly be an
issuer? Thus, a root CA is signed by its own private key.

intermediate CA An intermediate CA is a certificate that has been signed by a root CA
or signed by another intermediate CA. In other words, an intermediate
certificate is a certificate that is not a root certificate or a personal
certificate.

Certificates exist in hierarchical chains of authority, with the uppermost authority always being
the root CA. A root CA from VeriSign, for example, would be referred to as a well-known root
CA. Intermediate certificates are becoming more popular. For example, as of April 2006,
VeriSign only distributes certificates that have been signed by a VeriSign intermediate
certificate.

The certificate hierarchy might exist for organizational purposes. For example, ITSO
Electronics Company might issue a root CA that represents the highest level of authority or
control in the organization. This root CA might be used to sign several intermediate CA
certificates that are used by individual departments.

As mentioned, a CA certificate can be provided to you by a well-known CA that is in the
business of providing certificate services (see 3.2.4, “How a digital certificate can be
obtained” on page 43). In addition to being commercially provided, a CA certificate can be
created internally by your own company. Such a local root CA would be used in signing and
validating other internal certificates.

Well-known Certificate Authority certificates

In 3.1.2, “How digital certificates work” on page 39 we mentioned that well-known root CAs
are distributed by a few external vendors. This is a useful technique. By ordering and using a
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certificate from a well-known CA, an organization will be assured that the public key is already
in their key repositories. No distribution of the public key is required.

Locally signed CA certificates

A locally provided CA certificate is a certificate that has been generated to indicate its use as
a CA certificate. As the name suggests, it is locally generated. Although it is a root CA
certificate, it is not from a well-known CA vendor. Entities that want to authenticate a
certificate signed by this local CA must have the public root CA certificate installed into the
entity’s certificate repository manually.

Locally signed certificates are not as straightforward to use as those signed by a well-known
CA. The reason is because, to use a locally signed certificate, the local root CA certificate
must be manually distributed to all participating clients. Many clients allow this to be done
dynamically, the first time a handshake is attempted. However, this represents a security
exposure: it is up to the user to determine whether this “new” CA is really something to be
trusted.

3.2.2 User (personal) certificates

CA certificates are used in two contexts:

» As part of the environment setup process, a CA certificate (intermediate or root) can be
used to sign another certificate.

» As part of the SSL/TLS handshake itself, the root CA certificates are used to authenticate
(using a public key) a certificate or certificate chain that is received during the handshake.

A certificate that is sent out by an endpoint during the handshake to identify itself is referred to
as a user certificate or personal certificate.

Intermediate certificates

It is a requirement of the SSL/TLS protocols that all known intermediate certificates be sent
out during the handshake. That means if an FTP server, for example, wants to prove its
identity to an FTP client, the FTP server must send out its user certificate along with all
intermediate certificates, all the way up to the root certificate. The only certificate that is
required to be already present at the client end is the root CA certificate of this chain.
Because an intermediate certificate is a signer of either another intermediate certificate or of
a user certificate, an intermediate certificate is really a CA certificate.

Public and private keys

The private key of the user certificate must be locally present and accessible in order for an
endpoint to create its message digest. This message digest is used to prove an endpoint’s
identity. However, all intermediate certificates, and root CA certificates used to authenticate a
certificate, should only have their public keys included. Public key authentication can only
work in this world if the private key is tightly controlled and only accessible to the endpoint that
wants to prove its identity.

Can those public keys be used to decrypt information encrypted by other public keys? No.
Only the private key can decrypt information which has been encrypted by a matching public
key. As long as this server is the only server that has access to the private key, information
encrypted by the public key is very secure.

This public and private key pair is never used for encrypting and decrypting data. Instead, the
public and private keys are used to communicate a new key that will be used for data
encryption. The cryptography used for public and private key communication is referred to as
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asymmetric encryption. The single new key used to encrypt and decrypt data is referred to a
symmetric encryption.

For more information about cryptography, including public and private key pairs, see
Appendix A, “Basic cryptography” on page 767.

Certificates at the server endpoint

The SSL/TLS protocol normally requires a server to supply a digital certificate (and
intermediates) to a client. Next, the client must validate the server certificate by checking the
trusted root CA in its own key database. The client can then use the server’s public key from
the certificate to communicate the rest of the SSL handshake.

Certificates at the client endpoint

Often, SSL/TLS is implemented such that the server is the only entity that is required to prove
its identity. The client’s role in the handshake is to authenticate the certificate (or certificate
chain) sent out by the server. As mentioned, all that is required to authenticate the server is
the root CA of the chain. However, the handshake can have an additional step required,
where the server requests that the client prove its identity after the server has done so.

Client authentication

An SSL/TLS-enabled server can be configured to request that the client provide a digital
certificate (or certificate chain) to verify the client’s identity. The server must then validate the
client certificate by checking that it has the trusted root CA in its key database. The server
does not make use of the client’s public key contained in the certificate for any handshake
communications; this request is for identification purposes only.

A good way to view client authentication is to consider it a mirror image of server
authentication. In an RACF context, when client authentication is requested by the server, the
server will be configured to authenticate the client to a particular level:

Level 1 The server ensures that the signer of the client’s certificate is trusted by checking
the trusted root CA certificate that is in the server’s key ring.

Level 2 The authentication requires that the client certificate also be registered with RACF
(or another SAF-compliant security product) and that it be in TRUSTED status. The
RACF user ID that the certificate is associated with is that given in the ID()
parameter of the RACDCERT ID() ADD command when the client certificate was
added to RACF. The CA that issued the client certificate must have a CA certificate
connected to the server’s key ring. Note that this level cannot be used if the z/OS
server is using a key database created by using gskkyman.

Level 3 The authentication provides, in addition to level 1 and level 2 support, the capability
to restrict access to the server based on the user ID returned from RACF. This level
is implemented entirely in RACF; that is, a server only selects level 2 authentication,
and if the appropriate profiles for the server are defined in RACF, the authentication
level is upgraded to level 3. (Note that this level cannot be used if the z/OS server is
using a key database that is created by using gskkyman.)

Self-signed certificates

A root CA certificate has an issuer DN the same as its subject DN. A root CA is the first in the
chain, and it consequently must use its own private key to sign itself—which is the meaning of
self-signed. Consequently, all root CA certificates are self-signed. This is true for both local
and well-known CA certificates.

However, in some contexts, rather than using the root CA to sign a user certificate, the root
certificate itself is used in the handshake. This can only be a locally signed root certificate,
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because vendor-supplied root CAs will never include the private key (and a private key is
needed to create that message digest). Usually the use of self-signed certificates is limited to
initial testing efforts. In practice, a locally signed user certificate is preferred.

Whether locally signed or signed by a well-known CA, a user certificate is owned by a specific
user ID, or it can be a site certificate owned by the user ID, SITE (irrsitec). But it has not been
signed nor validated by any CA-certificate (commercially provided or internally provided). This
means that the digital signature on the certificate can only be verified by the public key given
on the same certificate. Because the certificate is not authenticated by any CA, it must be
taken at face value by the client or server receiving it.

The validation procedure for a certificate is still performed for a self-signed certificate. This
means that receivers check their key database for the CA certificate that signed the
certificate, but the CA is represented by the certificate itself. Therefore, the self-signed
certificate must have been previously received by some other means and preloaded in the
receiver’s key database as a trusted certificate.

3.2.3 Site certificates

Site certificates are unique to the RACF environment. They represent an extra level of control
that is not present in many other certificate repositories. In other repositories (including the
gskkyman key database), if a private key is present in the repository, then any user or process
that has access to that repository will also have access to the certificate’s private key. In
RACF, only the user ID that is associated with a user certificate can have access to the
private key. A site certificate is a special user ID in the RACF environment that allows the
sharing of the private key among more than one user ID.

A site certificate is associated with a single location entity consisting of multiple servers,
multiple clients, and other multiple instance applications, such as a sysplex or a data center.
As long as the appropriate RACF permissions are in place, any user ID in the LPAR or
sysplex can take advantage of a site certificate. These multiple users can share a site
certificate, which avoids having to create and manage a unique certificate for each one.

Although this arrangement eases the burden of certificate management, it also reduces the
granularity of control that an organization has: imagine a scenario where a single certificate is
used for all TN3270 and FTP servers across all images in all sysplexes. If this certificate’s
private key were to be compromised, then all servers would be impacted. If separate
certificates were used for each server instance, the impact of a compromised private key
would be far less. However, the likelihood of a compromised private key is incredibly small, so
most organizations use a shared site certificate.

When a server within the organization has a copy of this site certificate and has marked it as
trusted, even the client can use the site certificate to send to a server during server-required
client authentication. Because the client is sending a certificate to the server that the server

already has marked as TRUSTED, client authentication succeeds.

3.2.4 How a digital certificate can be obtained

There are three ways for you to prepare a certificate for use in SSL/TLS connections. In this
section, we describe the ways in which you can obtain a digital certificate, and explain which
way is most appropriate for which usage.

» Request that a well-known CA sign your certificate

If you are requesting a certificate for a server, and you plan to make your server available
to the public or your business partners, you should get your certificate from a well-known
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CA. As mentioned, well-known CA certificates already have their CA root certificates
contained in the default key repository of SSL/TLS applications.

» Generate a certificate yourself

This type of certificate is called a self-signed certificate, because the issuer of the
certificate is the same as the subject of the certificate. This type of certificate might be
useful for testing purposes, or for securing TLS connections within your intranet.

» Create a self-signed CA certificate and function as a local CA

To validate a certificate, the receiver checks its key database for a trusted root CA
certificate that has the same subject DN as that of the received certificate’s issuer. The
root CA certificate must be located in the receiver’s local database and marked as trusted;
most systems refer to this database as a key ring. This method is illustrated in Figure 3-1.

The server must send its certificate to the
client.

Server

SSL Server Certificate SSL Client
A - - )
Client
Certificate
The client sends its certificate to the server
when requested. e
Assumptions: w
[caz | [semer || T CAThes sianed e senver cerificate. | ™gpen™] [0y
ca1_ Bl | certificate as'sigged the cllienteeriiedie. Certificate CA2 P
o — Each CA certificate has been marked '
L] Certificate as "trusted". Certificate |

Figure 3-1 SSL certificate management: CA-signed certificates

The example in Figure 3-1 has the client sending a certificate back to the server, implying that
the server is configured to require client authentication. In this illustration, the private key for
the server certificate must exist on the SSL server endpoint. Only the public key, within the
root CA certificate CA1, should exist in the client’s database.

Likewise, the private key for the client’s personal certificate should exist only in the key ring on
the SSL client host. The public root CA certificate (CA2) that matches the client’s certificate
would need to be in the SSL server’s key ring. The personal server certificate and the
personal client certificate should not be the same certificates. However, it is acceptable to
have both certificates signed by the same root CA. In other words, CA1 could be used to sign
both the server certificate and the client certificate.
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If you choose to use a self-signed certificate (shown in Figure 3-2) instead of a CA-signed
certificate, the CA certificate that should be trusted is similar to the server/client certificate
itself. If the server itself has signed its own certificate and client authentication is not required,
the server certificate (public key only) must be exported and stored in the client’s local
database as a trusted CA certificate, because the server certificate is the issuer’s certificate
for itself.

The server must send its certificate to the
client.

Server
SSL Server Certificate SSL Client

Client authentication is not performed.
Assumptions:

— Server has signed its certificate.
Server = Client authentication is not requested Sl
Certificate ient authenticy R el Certificate
— Server certificate has been stored in

the client's local database as a CA
certificate and marked as "trusted".

Figure 3-2 SSL certificate management: Self-signed certificate without client authentication

In Figure 3-2, the private key of the certificate need only be available to the SSL server. On
the client side, only the public key is required.

3.3 Configuring the utilities to generate certificates in z/0S

For detailed information about the creation and maintenance of digital certificates in z/OS,
see z/OS Cryptographic Services System SSL Programming, SC24-5901. For information
about the RACDCERT command, see z/OS Security Server RACF Command Language
Reference, SA22-7687.

We discuss the following certificate management utility topics in this section:

Utilities in z/OS for managing certificates
Digital certificate field formats

Using the RACF RACDCERT command
Using the gskkyman command

vyvyyy

3.3.1 Utilities in Z/OS for managing certificates

Most SSL-enabled applications in z/OS make use of the System SSL toolkit. For certificate
storage and management, two command utilities exist:

» The RACF command RACDCERT creates and maintains certificates and key rings that
are stored in the RACF database. This command can also be used to create self-signed
certificates, local CA certificates as well as certificate requests for other CAs.

» The gskkyman utility creates and maintains a key database as a file in the z/OS UNIX file
system. It can also create self-signed certificates, local CA certificates as well as
certificate requests for other CAs.
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Using RACF key rings is, in many organizations, the preferred method because it provides
better security for the certificates and their private keys. With RACF key rings, stash files
containing key database passwords are not used and access to key rings, certificates and
private keys is controlled by RACF. In this section, we show both methods of creating and
managing certificates.

3.3.2 Digital certificate field formats

When you create a digital certificate, whether using gskkyman or RACDCERT, certain fields
are required and others are optional:

» Distinguished name (DN): The issuer of a certificate and the subject of a certificate are
both represented by a Distinguished Name. For a self-signed or root CA certificate, the
issuer’s Distinguished Name will be copied from the subject’s Distinguished Name. A
Distinguished Name contains the following subfields (with RACDCERT parameter names
in parentheses):

— Common Name: (CN). For a server certificate, this field often contains the server’s
DNS name. For a client certificate, this will identify the individual or computer (again, a
DNS name might be used).

— Organization-name: (O). Company name or similar.
— Title: (T). Salutation for an individual.

— Organizational-unit: (OU). Used for classification within the Organization-name, listed
above.

— Locality: (L). City or town.
— State-or-province: (SP).
— Country: (C). Two-character ISO code for country.

» Period of validity: The gskkyman utility asks for the number of days from today that the
certificate is valid for. RACDCERT sets the lower and upper dates with the
NOTBEFORE(DATE(yyyy-mm-dd) and the NOTAFTER(DATE(yyyy-mm-dd) parameters.

Note: Choose an expiry date carefully, particularly for any root or intermediate CA
certificates. After SSL/TLS is in place, it is transparent to users. Consequently, it is
readily forgotten that it is being used at all. Be sure to put some kind of a formal
reminder in place so that an expired certificate does not come as a surprise.

Some SSL/TLS applications will automatically compare the CN of the received certificate to

the DNS name of the sender. If they match, the handshake is allowed to proceed. This is not
part of the SSL/TLS standard and most applications now allow this option to be turned off, if
desired.

The label field is also needed. This field is not part of the X.509 specification, but it is used to
organize certificates in the key database. You can use the label to list, alter, and delete
individual certificates. A label must be unique except for storage within RACF, where labels
can be duplicated as long as they are associated with different RACF user IDs (with the
ID(userID) parameter).
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3.3.3 Using the RACF RACDCERT command

RACF can be used to create, register, store, and administer digital certificates and the private
keys associated with the certificates. RACF can also be used to create and manage key rings
of stored digital certificates. Certificates are stored in the RACF database, while private keys
can be stored in the ICSF Public Key Data Set (PKDS), encrypted under a 168-bit Triple-DES
key.

The RACF environment always contains a certificate database. In order to access any
certificates, a logical key ring must be created. Certificates are connected to the logical key
ring as they are needed. An application, in turn, will make reference to this key ring.

We discuss the following topics in this section:

RACDCERT command format

RACDCERT command supported certificates
RACDCERT command supported key rings
RACDCERT command security

v

vYyy

RACDCERT command format
The RACDCERT command uses the following format:

RACDCERT [ID(user) | SITE | CERTAUTH] command-options

The RACDCERT command can be directed to an RACF user ID’s digital certificates or key
rings by the ID(user) parameter, to a CA’s resources by the CERTAUTH parameter, and to a
site’s resources by the SITE parameter. If no ID, SITE, or CERTAUTH parameter is included, the
command issuer’s user ID is used.

For example, the racdcert certauth 1ist command lists all CA certificates in the RACF
database. The racdcert 1ist command shows all of your (that is, the command issuer’s)
certificates.

There is also a MULTIID parameter for mapping functions. This and other parameters are
explained fully in z/OS Security Server RACF Security Administrator's Guide, SA22-7683.

RACDCERT command supported certificates
RACF distinguishes three types of digital certificates:
» Certificate Authority certificates
Associated with CAs and are used to verify signatures in other certificates.
» Site certificates

Associated with a location comprised of multiple servers or systems, such as a data center
sysplex, all of which can be identified by the same certificate. Each server or system does
not need a unique certificate, they can share a common site certificate.

» User certificates

Associated with an RACF user ID and are used to authenticate a user’s identity. The user
can be an individual person or a server started task.

A user (personal) certificate or certificate that has been connected to a key ring with
USAGE(PERSONAL) is the only type of certificate whose private key can be used to create
the message digest during the SSL/TLS handshake. Therefore, all server certificates for local
servers need to be user certificates, or they need to be connected to an appropriate key ring
with USAGE(PERSONAL). As mentioned earlier, servers can share a site certificate to avoid
the burden of maintaining multiple personal certificates.
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Although CA certificates and user (or personal) certificates are industry standard
designations, the term “site” is unique to the RACF environment (it does not even have an
equivalent in gskkyman).

The RACF ISPF panels can be used to maintain the digital certificates if you do not choose to
use the TSO RACDCERT command. We used the TSO commands in our examples because
they can be submitted in a batch job.

RACDCERT command supported key rings

Using an RACF key ring is a way to logically group together a number of certificates. A
certificate can be connected to one or more key rings.

Each key ring is associated with only one user ID, but the certificates that are connected to
that key ring might or might not be the key ring owner’s certificates.

Figure 3-3 shows the logical relationship between RACF key rings and digital certificates
stored in the RACF database. There can be more than one key ring in the database with the
same name, but each must be assigned to a different user ID.

Sample Certificates in RACF Database
Certificate for User1
Certificate for User2

Certificate for Server1
Certificate for Server2

Certificate for CA Verisign
Sample groupings of
certificates into keyrings:
Server 1 Server 2 User 1
e Keyring 1 e Keyring 1 e Keyring 1
—-User1 —User2 —User1
—Server1 —-Server2 —Server1
—-CA Verisign —CA Verisign o Keyring2
o Keyring2 e Keyring2 -User1
-Server2 -User1 -Server2
=CA Verisign -Server1

Figure 3-3 Example showing how key rings contain pointers to certificates

Typically, a zZ/OS server (or AT-TLS, on the server’s behalf) that uses digital certificates will
have a configuration parameter where the RACF key ring name is specified. TN3270 and FTP
are examples of servers that use key rings. During SSL/TLS session setup, the server sends
its certificate to the client. The server will get its certificate, and any intermediate certificates,
from the RACF key ring specified in the server’s configuration file and that is associated with
the server's RACF user ID. A server can also look at the certificates in its key ring for one or
more root CA certificates with which to validate client certificates, if client authentication is
configured.
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Note: If the TN3270 server is configured for AT-TLS support (TTLSPORT nnn), the key ring
name is not specified within the server’s configuration profile. Instead, the key ring is
specified within the AT-TLS configuration statements section for the Policy Agent.

Likewise, if the FTP server is configured for AT-TLS support (TLSMECHANISM ATTLS),
the key ring name is not specified within the server’s FTP.DATA configuration file. Instead,
the key ring is specified within the AT-TLS configuration statements section for the Policy
Agent.

A z/OS client that uses digital certificates, such as FTP, will use a key ring to access its
certificates. During SSL/TLS handshaking, the server sends its certificate to the client, and
the client looks at the certificates in its key ring for a root CA certificate with which to validate
the server certificate. If the server requests that the client send a certificate, the client will get
its certificate from the specified key ring. Note that a client certificate must be in trusted status
in the RACF database.

Note: If the FTP client is configured for AT-TLS support (TLSMECHANISM ATTLS), the key
ring name is not specified within the client’s FTP.DATA configuration file. Instead, the key
ring is specified within the AT-TLS configuration statements section for the Policy Agent.

Sharing a key ring

While many key rings can be created, there are times when using one key ring for many
applications or user IDs (FTP clients, for example) is advantageous. If user ID MATT wants
access to a key ring owned by user ID BILL, there are two things that need to be done:

1. Prefix the RACF key ring name with the ring owner’s user ID, in the format user/key ring.
(For example, BILL/TESTRING1.)

2. Make certain that user ID MATT (the user ID wanting access to the other user ID’s key
ring), has UPDATE access to IRR.DIGTCERT.KEYRING in the FACILITY class.

A shared key ring allows access to public keys only, unless a certificate is designated as a
SITE certificate. For accessing a private key in a shared key ring, see 3.2.3, “Site certificates
on page 43.

”

RACDCERT command security

Authority to the IRR.DIGTCERT.function resource in the facility class allows a user to issue
the RACDCERT command. To issue the RACDCERT command, users must have one of the
following RACF authorities:

» The SPECIAL attribute.
» Sufficient authority to resource IRR.DIGTCERT.function in the FACILITY class.

» READ access to IRR.DIGTCERT.function to issue the RACDCERT command for
themselves.

» UPDATE access to IRR.DIGTCERT.function to issue the RACDCERT command for
others.

» CONTROL access to IRR.DIGTCERT.function to issue the RACDCERT command for
SITE and CERTAUTH certificates (this authority also has other uses).
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Important: Any z/OS-based client or server that uses an RACF key ring issues internal
RACDCERT LIST and RACDCERT LISTRING commands. The RACF user ID associated
with the server must therefore be granted READ access to the RACF profiles controlling
these commands, which are IRR.DIGTCERT.LIST and IRR.DIGTCERT.LISTRING.

Figure 3-4 shows the RACF commands needed to permit a user (TCP/IP, in this case) to
issue the RACDCERT LIST and RACDCERT LISTRING commands.

PERMIT IRR.DIGTCERT.LIST CLASS(FACILITY) ID(TCPIP) ACCESS(READ)
PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY) ID(TCPIP) ACCESS(READ)

SETR RACLIST(FACILITY) REFRESH

Figure 3-4 RACF commands to the TCP/IP user ID

For detailed RACF security requirements, see z/OS Security Server RACF Security
Administrator’s Guide, SA22-7683.

3.3.4 Using the gskkyman command
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The gskkyman UNIX command is used to create and maintain digital certificate key databases
in a zZ/OS UNIX file system. This is an alternative to storing digital certificates in the RACF
database. Note that if you are using SSL/TLS client authentication to map a digital certificate
to an RACF user ID, then you must use the RACF RACDCERT command to store the client
certificate, not gskkyman.

In RACF, a key database is always present. In a gskkyman environment, a key database must
be explicitly created as a certificate repository. In turn, this key database can be shared by
any user IDs that have access using the HFS.

In the examples shown later in this chapter, we assume that a gskkyman key database is set
up. The procedure to set up a new key database (and stash file) is as follows:

1. Set up access to the gskkyman command from your UNIX shell. This process is covered in
z/OS Communications Server: IP Configuration Guide, SC31-8775.

2. From the UNIX shell, enter the gskkyman command. Figure 3-5 shows the initial panel.
This example shows how to create a new key database in the z/OS UNIX file system. The
database will be created in the subdirectory from which you entered the gskkyman
command. The password you enter here will be used to open the database in the future.
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CS08 @ SC63:/>gskkyman

Database Menu

NOY OB W N

11
12
13
14

0

Create new database

Open database

Change database password
Change database record length
Delete database

Create key parameter file

Display certificate file (Binary or Base64 ASN.1 DER)

Create new token

Delete token

Manage token

Manage token from list of tokens

Exit program

Enter option number: 1
Enter key database name (press ENTER to return to menu): matt.kdb
Enter database password (press ENTER to return to menu):

Re-enter database password:
Enter password expiration in days (press ENTER for no expiration):
Enter database record Tength (press ENTER to use 2500):

Key database /u/cs08/matt.kdb created.

Figure 3-5 Setting up a new key database in a z/OS UNIX using gskkyman

Because the key database has a password, there must be a mechanism for a server to

supply it to read the contents. This mechanism is implemented by using a stash file, which

is a file using the same name as the key database, but with a suffix of .sth rather than

.kdb. This file contains the key database password in encrypted form, and is created from
the gskkyman panel.
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3. After successfully creating a new key data base (or opening an existing key database),
you should see an option 10 that allows the storing of the password in a stash file, as
shown in Figure 3-6.

CS08 @ SC63:/>gskkyman
Key Management Menu
Database: /u/cs08/matt.kdb

- Manage keys and certificates

- Manage certificates

- Manage certificate requests

- Create new certificate request

- Receive requested certificate or a renewal certificate
Create a self-signed certificate

- Import a certificate

- Import a certificate and a private key
- Show the default key

- Store database password

- Show database record Tength

— O W00 NOOL B WN -
1

—_ =

0

Exit program
Database password stored in /u/cs08/matt.sth.
Press ENTER to continue.

CS08 @ SC33:/u/cs08>1s -l1a matt.*

-rW------- 1 CS08 SYS1 45080 Sep 24 20:16 matt.kdb
-rW------- 1 CS08 SYS1 80 Sep 24 19:24 matt.rdb
-rW------- 1 CS08 SYS1 129 Sep 24 23:32 matt.sth

Figure 3-6 Creation of the stash file using gskkyman

Note that after the stash file was created, the UNIX file attributes were displayed with the
UNIX 1s command. As you can see in Figure 3-6, the file attributes of the key database
and the stash file are both -rw------- , which means only the creator of the database (the
user of the gskkyman command) can read and write to this file. You should use the UNIX
chmod command to set the permission bits so that the server's UNIX UID is able to read
both the key database and the stash file. An example command to allow the owner
read/write access and the owners group to have read access is chmod 640 matt.*.

Note that we see an extra file in the list output: matt.rdb. This rdb file is a repository for
holding certificate request information.

3.4 Using certificates in sample IBM environments

This section shows the practical steps necessary to obtain digital certificates in a zZ/OS
environment using gskkyman and RACF. In addition, Personal Communications and IBM
HTTP server examples are covered to a limited extent.

52 IBM z/OS V1R10 Communications Server TCP/IP Implementation Volume 4: Security and Policy-Based Networking



In all the examples that follow, the server runs on z/OS under the RACF user ID TCPIP, and
the end-user’s RACF user ID is CS08. The end-user’s user ID is only needed when you are
storing client certificates in RACF using RACDCERT.

The sections that follow show how to create, verify, and manage the indicated certificate
types:

» Host On-Demand and certificates
» Shared site certificate and shared key ring

» Self-signed certificates

» Internal (local) Certificate Authority

» External (well-known) Certificate Authority

Note: Using a shared site certificate connected to a shared key ring is the recommended
certificate management scheme. It provides the most efficient and least complex method
of certificate management. As mentioned earlier, this does mean that the same private key
can be used for all your servers, leaving you with a single point of failure in the unlikely
event that the user certificate or private key is compromised.

3.4.1 Host On-Demand and certificates

An excellent Host On-Demand (HoD) certificate presentation is available at the following
URL.:

http://www-1.ibm.com/support/docview.wss?rs=132&context=SS5RCF&ql=ss1&uid=swg27008
673&1oc=en_US&cs=utf-8&lang=en

For further information, refer to the Host On-Demand product documentation. Host
On-Demand, and many other SSL/TLS-capable clients, is capable of dynamically accepting a
server certificate during the handshake. Although this can certainly decrease the work
involved with distribution and maintenance of certificates, it does present a security exposure.
A user could inadvertently direct the Host On-Demand client to the wrong server, and
subsequently accept the server certificate that is presented. This would result in a secure
connection to a potentially non-secure server.

3.4.2 Shared site certificate and shared key ring

The preferred method in setting up your certificate management scheme is to create a single
common key ring to be shared by multiple servers, and generate a single site certificate to be
shared by these multiple servers.

The benefit of sharing a key ring

The concept of using a shared key ring for all the servers within a sysplex greatly reduces the
security administration work load. Traditionally, each server has been assigned its own key
ring which has been defined as being owned by the server’s user ID. The server’s default
certificate and any root CAs using in client authentication have had to be connected to the
server’s key ring as well. As the number of servers increase, each one with perhaps a unique
user ID, the burden of key ring administration has grown. In a data center environment, where
the number of system LPARSs has increased over the past few years, the increase in key rings
has created a complex work load for the security administration group. The implementation of
a shared key ring can greatly reduce the complexity of security administration.

Note that a shared key ring is very useful for clients (like FTP), too. Most often, SSL/TLS
clients only need access to public keys of root CA certificates for the purpose of
authenticating a server. Because no private key access is required, there is no need to use
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any site certificates with SSL/TLS clients (unless client authentication is required by the
remote server).

The benefit of sharing a common site certificate

The use of individual server certificates also drives up the cost of obtaining multiple
certificates, especially if they are obtained from an outside vendor. If a number of servers (for
example, those within a sysplex, or perhaps even all the servers within a data center) could
share a common site certificate, then the cost of obtaining the certificates, as well as the
burden of managing the certificates and the complexity of security administration, could be
significantly reduced.

Sharing a key ring and a site certificate

A single site certificate can be imported to multiple systems, even across sysplexes, to all
systems within the data center. However, a key ring is an entity only within a single RACF
database, which is usually self-contained within a sysplex. So you could have only one site
certificate, but have to deploy a few shared key rings, one per sysplex.

The shared site certificate is connected to the shared key ring. The CA certificate that signs
the site certificate, whether an internal CA or external CA certificate, must also be connected
to the shared key ring because it is the signer of the site certificate. If using a locally signed
CA certificate, you will need to import it to all TLS clients that access these servers. At each of
the clients, the CA certificate will have to be marked as a trusted root CA certificate.

Setting up an internal (local) CA and creating and signing a site certificate with that CA
certificate is very similar to the Internal CA signed server certificate described in “Internal-CA
signed server certificate RACDCERT procedure” on page 79. The certificate being distributed
to the clients in this scenario is the same internal CA certificate that was created for the
individual server certificate.

Sharing a private key requires a high degree of authority for each server involved. The key
ring containing the shared certificate must be protected, and each server must be configured
to access the shared key ring and have sufficient access authority to read it. In addition, each
server must have CONTROL authority for the IRR.DIGTCERT.GENCERT resource. This resource
controls the server’s ability to retrieve private keys, and is checked when you issue the
RACDCERT GENCERT SIGNWITH command.

IBM z/OS V1R10 Communications Server TCP/IP Implementation Volume 4: Security and Policy-Based Networking



Configuring the internal CA signed site certificate with RACDCERT
This procedure is similar for any z/OS server. In this example, we are producing a site

certificate for use by a TN3270 server and an FTP server. This certificate is needed by
TN3270 clients and FTP clients using SSL/TLS.

Whether the servers are using their own native SSL/TLS support, or they are configured to
use the external AT-TLS support, the certificate generation process here is the same. In order
for the client to validate the SITE certificate, the internal CA certificate is needed at the client.
The steps are as follows:

1. Create a self-signed certificate for the local (internal) CA, as shown in Figure 3-7.

//CERTAUTH JOB MSGCLASS=X,NOTIFY=&SYSUID
//CERTAUTH EXEC PGM=IKJEFTO01,DYNAMNBR=30,REGION=4096K
//*********************************************************************
/1* Step 1: *
/1* Create Certificate Authority Certificate for ITSO *
//*********************************************************************
//SYSTSPRT DD SYSQUT=*
//SYSTSIN DD *
RACDCERT certauth gencert -
SUBJECTSDN( O('IBM CORPORATION') -
CN( MATT.ITSO.COM ) -
OU('ITSO CERTIFICATE AUTHORITY') -
c('us")) -
NOTBEFORE (DATE(2007-09-11)) -
NOTAFTER(DATE (2008-09-11)) -
KEYUSAGE (CERTSIGN) -
WITHLABEL('CS19 ITSO CA1')
SETROPTS RACLIST(FACILITY) REFRESH
RACDCERT CERTAUTH LIST /*

Figure 3-7 Batch job to create internal CA certificate in RACF database

In this figure, the number corresponds to the following information:

Instead of a user ID, the CERTAUTH keyword is used to indicate that this certificate is to
be used as a CA certificate, and is not associated with a specific user.

Chapter 3. Certificate management in zZ0S 55



56

2. Generate a site certificate for the servers to share, as shown in Figure 3-8.

//CERTSITE JOB MSGCLASS=X,NOTIFY=&SYSUID
//CERTSITE EXEC PGM=IKJEFTO1,DYNAMNBR=30,REGION=4096K
//*********************************************************************
/1* Step 2: *
//*  CREATE SITE AUTHORITY CERTIFICATE FOR ALL SERVERS (SHARED)  *
//*********************************************************************
//SYSTSPRT DD SYSOUT=*
//SYSTSIN DD *
RACDCERT SITE GENCERT SUBJECTSDN(CN('ITSO.IBM.COM') -
0('IBM CORPORATION') -
OU('ITSO CS19 SHARED SITE') -
c('us')) -
WITHLABEL('CS19 ITSO SHAREDSITE1') - B
SIGNWITH(CERTAUTH LABEL('CS19 ITSO CAl') F
RACDCERT SITE LIST
/*

Figure 3-8 Batch job to create SITE certificate and sign with internal CA certificate

In this figure, the numbers correspond to the following information:

Instead of a user ID, the SITE ID is used to indicate that this certificate is to be used as a
site certificate, and is not associated with a specific user. The SITE parameter is used in
this example because the private key of the certificate being generated is to be shared by
multiple servers. It is useful (but not required) to make sure that the common name (CN) is
the same as the domain name of the site.

H The LABEL implies that the certificate is a shared site certificate

E] The SIGNWITH parameter indicates that the internally signed CA certificate that we
created previously is used to sign this site certificate. The label of the CA certificate is
specified to identify the CA certificate. This indicates that the site certificate should be
digitally signed with the internal CA’s private key.

3. Create a shared RACF key ring for the servers. We suggest that a new user ID and new

key ring be created for this purpose. Both the user ID and the key ring could be given
names that imply they are related to the shared site certificate.

For our example, however, we simply associated the new key ring with the FTP server’s
user ID and then connected the shared certificate to the new ring and marked it as the
default certificate.
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Figure 3-9 shows the three steps necessary to create the shared key ring and connect the
two certificates.

//KEYRINGS JOB MSGCLASS=X,NOTIFY=&SYSUID
//KEYRINGS EXEC PGM=IKJEFTO1,DYNAMNBR=30,REGION=4096K
//*********************************************************************
//* Step 3:
//* Add a new keyring to the various clients' RACF ID , then ...
//* Add the SITE certifiate to the servers' keyring. The
//* keyring name in the server configuraton must be changed to
//* point to the new ring name as in "KEYRING SAF <userid>/SharedRing
//* This job assumes that keyrings are associated with userid 'TCPIP'
//*********************************************************************
//SYSTSPRT DD SYSOUT=*
//SYSTSIN DD *
RACDCERT ID(TCPIP) ADDRING(SHAREDRING1) !
RACDCERT ID(TCPIP) CONNECT(CERTAUTH - E
LABEL('CS19 ITSO CA1') -
RING (SHAREDRING1) -
USAGE (CERTAUTH)
RACDCERT ID(TCPIP) CONNECT(SITE - B
LABEL('CS19 ITSO SHAREDSITE1') -
RING (SHAREDRING1) -
DEFAULT -
USAGE (PERSONAL)
SETROPTS RACLIST(DIGTRING) REFRESH
SETROPTS RACLIST(DIGTCERT) REFRESH
RACDCERT LISTRING(*) ID(TCPIP)
/*

Figure 3-9 Batch job to add the shared key ring

* ok ok ok ok *

In this figure, the number corresponds to the following information:
Create a new RACF shared key ring using the RACDCERT ADDRING command.

H Connect the internal CA certificate to the new key ring using the RACDCERT CONNECT
command.

Connect the site certificate (which was signed by the internal CA certificate) to the new
key ring using the RACDCERT CONNECT command. Even though the certificate was
created as a site certificate, the USAGE must be specified as PERSONAL because the servers
use it to authenticate themselves to the clients. It is this certificate that the servers send to
the client during server authentication.

4. Update the server configurations to point to the new shared key ring and user ID TCPIP:
Using TN3270:
KEYRING SAF TCPIP/SharedRingl
Using FTP:
KEYRING TCPIP/SharedRingl

5. Protect the shared key ring and permit the user IDs of each server to read it. If there are
any regular user IDs that need to be able to list the key rings, grant them permission at this
time.
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Figure 3-10 shows the RACF PERMIT commands that are necessary to grant key ring access
to the servers sharing the key ring. Because the key ring is associated with the FTPD and
TN3270 user ID, the user ID for the servers [l needs only READ access. But any other started
task IDs f or user IDs E] need UPDATE access because the key ring belongs to a different user
ID.

//PERMRING JOB MSGCLASS=X,NOTIFY=&SYSUID
//PERMRING EXEC PGM=IKJEFTO01,DYNAMNBR=30,REGION=4096K
//*********************************************************************
//* Step 4:
//* Permitting access to the keyring
/1* Owners of KEYRING need READ access
/1* FTP and TN3270 PROCS are owned by Userid 'TCPIP'
/1* Other PROCS may have different owners
//* Non-Owners of KEYRING need UPDATE access
//*********************************************************************
//SYSTSPRT DD SYSOUT=*
//SYSTSIN DD *
PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY
PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY
PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY
PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY
PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY
PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY
(
(
(
(
(
(

* ok ok ok ok *

ID(TCPIP) ACCESS(READ)
ID(PAGENT) ACCESS(UPDATE) A
ID(CSO1) ACCESS(UPDATE)
ID(CS02) ACCESS(UPDATE)
ID(CS03)  ACCESS (UPDATE)
ID(CS04) ACCESS(UPDATE)
ID(CS05) ACCESS (UPDATE)
ID(CS06) ACCESS(UPDATE)
ID(CSO7) ACCESS(UPDATE)
ID(CS08) ACCESS (UPDATE)
ID(CS09) ACCESS(UPDATE)
ID(CS10) ACCESS(UPDATE)

PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY

PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY

PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY

PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY

PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY

PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY
/*

e e e N e e N e N N N

Figure 3-10 Permit TN3270 and FTPD access to the shared key ring

6. Protect the private key and permit the user IDs of each server to access it. The private key
is represented by the facility named IRR.DIGTCERT.GENCERT. They all need CONTROL
access.
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Figure 3-11 demonstrates permitting access to the private key of the shared SITE
certificate to the servers for FTP, TN3270, and Policy Agent, as well as to any other user
IDs that need access to the private key facility.

//PERMKEY JOB MSGCLASS=X,NOTIFY=&SYSUID
//PERMKEY EXEC PGM=IKJEFTO1,DYNAMNBR=30,REGION=4096K
//*********************************************************************
//* Step 5: *
//*Permitting access to the private key of shared SITE cert in keyring*
//*********************************************************************
//SYSTSPRT DD SYSOUT=*
//SYSTSIN DD *
PERMIT IRR.DIGTCERT.GENCERT CLASS(FACILITY)
PERMIT IRR.DIGTCERT.GENCERT CLASS(FACILITY)
PERMIT IRR.DIGTCERT.GENCERT CLASS(FACILITY) CS01) ACCESS(CONTROL)
PERMIT IRR.DIGTCERT.GENCERT CLASS(FACILITY) CS02) ACCESS(CONTROL)

ID(TCPIP) ACCESS(CONTROL)
ID(
ID(
ID(
PERMIT IRR.DIGTCERT.GENCERT CLASS(FACILITY) ID(CS03) ACCESS(CONTROL)
ID(
ID(
ID(
ID(
ID(

PAGENT) ACCESS(CONTROL)

PERMIT IRR.DIGTCERT.GENCERT CLASS(FACILITY) CS04) ACCESS(CONTROL)
PERMIT IRR.DIGTCERT.GENCERT CLASS(FACILITY) CS05) ACCESS(CONTROL)
PERMIT IRR.DIGTCERT.GENCERT CLASS(FACILITY) CS06) ACCESS(CONTROL)
PERMIT IRR.DIGTCERT.GENCERT CLASS(FACILITY) CS07) ACCESS(CONTROL)
PERMIT IRR.DIGTCERT.GENCERT CLASS(FACILITY) CS08) ACCESS(CONTROL)
SETROPTS RACLIST(FACILITY) REFRESH

/*

Figure 3-11 Grant access to the private key to the servers

7. Export the internal CA certificate to an MVS data set.

Figure 3-12 shows the RACDCERT EXPORT command being used to export the internal
CA certificate to an MVS data set. The MVS data set is sent using FTP in CERTB64 ASCII
format to any client that needs to use that certificate to validate a server (in this case, a
TN3270 client and an FTP client).

//EXPORT JOB MSGCLASS=X,NOTIFY=&SYSUID
//EXPORT  EXEC PGM=IKJEFTO1,DYNAMNBR=30,REGION=4096K

//*********************************************************************

/1* Step 6: *
/1* Export the Self-signed Certificate Authority certificate *
/% from the RACF database in base-64 encoded format. This is *
//* then FTP'd to the clients so that they can verify the server *
/1* certificiates when passed in the SSL exchange. *

//*********************************************************************

//SYSTSPRT DD SYSOUT=*
//SYSTSIN DD *
RACDCERT CERTAUTH EXPORT(LABEL('CS19 ITSO CAl')) -
FORMAT (CERTB64) DSN('TCPIP.CS19.CACERT')
/*

Figure 3-12 Batch job to write the internal CA certificate to an MVS data set

Note that the export command used will not export the private key. Only the public key
needs to be exported.
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One way to reduce the number of file transfers to clients is for them to pick up their key
databases from a LAN drive prepared on a server. Some clients dynamically allow the
upload of the certificate during the handshake itself.

8. FTP the certificate exported in step 4 on page 80 to clients that will use it.

This step is not illustrated, because any FTP client is able to perform this step. However, if
the format is B64 (Base64), the FTP from z/OS to any other platform must be done in
ASCII mode. This is because Base64 encoding is a character-based encoding, so the
translation from EBCDIC to ASCII is necessary. If the exported certificate was in any other
format (for example, DER), then a BINARY or IMAGE mode of transfer would be required.

Tip: Base64-encoded certificates are composed entirely of text data. This means they
can be moved around by a simple cut and paste. For example, you can paste a B64
certificate from an MVS data set into a simple workstation editor and then save it to
disk.

The reverse is also true: you can copy from a text editor on the workstation and paste it
into a VB MVS data set. Make sure you use a simple workstation editor, to avoid
unwanted additional formatting.

9. Atthe client, the certificate received from step 5 on page 81 must be imported into the key
database as a trusted certificate.

& 18M Key Manage gram Fi
KeyDatahaseFile Create View Help

=R

DE-Type: |CWMS key database file

Key database information

File Hame: (Z:AProgram Files\Personal CommunicationsiprivateiP commClientkeyDh kdh

Key database content

Signer Certificates - |

Add.. |
Thawte Persanal Premium CA | Delete
Thawte Personal Freemail CA

Thawte Persaonal Basic CA View Edit...
Thawte Premium Senver CA

Thawte Server CA ’W
erision Test CA Root Certificate

RSA Secure Server Cedification Autharity

erision Class 1 Public Primary Certification Authority

“erizsign Class 2 Public Primary Cedification Autharity
erisiogn Class 3 Public Primary Gerification Authority

The requested action has successfully completed!
Figure 3-13 Personal Communications client certificate management window

IBM z/OS V1R10 Communications Server TCP/IP Implementation Volume 4: Security and Policy-Based Networking



Depending on the type of client, there are a number of different ways to do this. In the case
of a Windows Personal Communications client (a TN3270 client), select the Certificate
Management or Certificate Wizard icon from the Utilities folder. Open the key database
by clicking the Open icon and entering the database password. This displays the window
(after the key database file is opened) in Figure 3-13. Import the certificate using the Add
button.

Key information for [itso cal]
” itso can
HKey Size: 1024
Certificate Property:
Yersion X509 V3
Serial Humber: [1]1]
Issued to:

ou=ITSC Cerificate Authority
o =IEM Carparation
c=ls

Issued .
ou=ITS0 Cerificate Autharity
o =IEM Corporation
c=l5

Validity: Valid from September 11, 2007 to September 11, 2008

Fingerprint (SHA1 Digest):
1CCAINT23:BA 14 AEFEST ¥ 2:51:5B:E5:70:D7:81:36:4D:EC

Signature Algorithm: SHA1withRSA{1.2.840.113549.1.1.5)

| Wewnetais..| |

[v] Set the certificate as a trusted root

oK |

Figure 3-14 Personal Communications client: display of imported server certificate

When the certificate is added, the window shown in Figure 3-14 displays the detail from
the certificate, showing the key size of 1024 (set by default in the RACDCERT GENCERT
command), the certificate version, the Issued To name, the Issued By name (which is the
same as the Issued To name), the valid date range, and the encryption algorithm to be
used. Notice that the certificate must be marked as a trusted root, as indicated by the
checkmark.
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10.Test the client-to-server connection. As the example in Figure 3-15 on page 62 shows, a
personal communications client was instructed to connect to the TN3270 server using
SSL. In our case, we used the IBM Personal Communications client (PComm).

| 5122 - _[2- _ [O]Ez
B A% BE =@ % & 8 e
MSG10 i . .
- 14 Session Security Information
Connection lCIierrt Certificate 1 Issuer Certificate ]
Security Protocol: TLS1.0
En Security Encryption Level: SSL_RSA_WITH_RC4_128_SHA
ggF Server Certfficate Information
Field | Description
Serial Mumber 01
MName ITSO.IBM.COM
Courtry s
Organization IBM Corporation
Your IP Add Organization Unit ITSO C515 Shared SITE
----------- MD5 Finger Prirt 7OCAE235A5BA108ED321B942941F530B3
LU: =SC3I1EZ@ Validity Tuesday, September 11, 2007 - Thursday, September 11, 2008
Extract
ok | e |

Figure 3-15 Personal Communications client: Site certificate and signer’s details

Figure 3-15 shows Personal Communications displaying the certificate (by clicking
Communication — Security Information), which shows that the certificate subject is the
original site certificate, and the certificate issuer is the internal CA set up in step 1 on
page 79.

Note, however, that the concept of a site certificate is not applicable to Personal
Communications. As far as SSL/TLS is concerned, this certificate is a normal user or
personal certificate sent out by a server during the handshake.

This discussion showed the generation of a site certificate to be shared by multiple servers
and signed by the internal CA certificate. The internal CA certificate was exported to the client
and placed in the client’s key database as a trusted certificate. The procedure for any site
certificate is similar.

To see how the individual servers are configured to make use of the site certificate and
shared key ring, refer to the following chapters:

» Chapter 16, “Telnet security” on page 639
» Chapter 17, “Secure File Transfer Protocol” on page 679

3.4.3 Self-signed certificates
This section demonstrates how to use the TSO RACDCERT command and the UNIX

gskkyman command to store and use self-signed certificates. Each example assumes the
server is on z/OS and the client is not.
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As mentioned earlier, self-signed certificates are not often used. However, since some
organizations do require the use of self-signed certificates, we cover the topic here. It is
recommended that a locally signed certificate, as detailed in 3.4.4, “Internal (local) Certificate
Authority” on page 78, be used instead of a self-signed certificate. One reason that using a
local CA is preferred over a self-signed certificate is because the local CA implementation
more closely resembles the well-known CA environment. Also, there is very little extra work
involved in using a local CA as opposed to a self-signed certificate.

Self-signed server authentication, RACDCERT procedure

In this section, we illustrate how to generate and store a certificate for use by a TN3270
server. When generated, the server certificate is placed in the server's RACF key ring. The
public key and certificate are exported and placed in the client’s key database as a trusted CA
certificate.

There is no client authentication involved in this section. For an example of using client
authentication, see “Self-signed client authentication, RACDCERT procedure” on page 66.

Here are the steps required to generate and store a certificate for use by a TN3270 server:
1. Generate a self-signed certificate for the server, as shown in Figure 3-16.

//CS081  JOB 'SET UP TN3270 CERT','CS08',CLASS=A,MSGCLASS=X

//SERVCRT EXEC PGM=IKJEFTO01,DYNAMNBR=30,REGION=4096K

/1*

//* set up the TN3270 server certificate, and self-sign it.

/1*

//SYSTSPRT DD  SYSQUT=*

//SYSTSIN DD  *

! RACDCERT ID(TCPIP) GENCERT SUBJECTSDN(CN('ITSO.IBM.COM') -
0('IBM CORPORATION') -
OU('ITSO TN3270 SERVER') -
C('us")) -
WITHLABEL('TN3270 SERVER')

/*

Figure 3-16 Batch job to create a self-signed server certificate

The ID(TCPIP) parameter il associates the certificate being generated with the RACF user
ID TCPIP. This is the user ID that the server in our example is running under. Yours will
probably be different. For an explanation of the rest of the RACDCERT parameters, see
3.3.2, “Digital certificate field formats” on page 46.

Note that because there is no RACDCERT SIGNWITH parameter specified on the GENCERT

command, the certificate will be digitally signed by the private key owned by the subject of
the certificate. This is the definition of a self-signed (or root) certificate. It is good practice
to make the common name (CN) the same as the host (DNS) domain name of the server.

2. Create an RACF key ring for the server.
Figure 3-17 shows the steps necessary to create the key ring for the server.
a. Create a new RACF key ring using the RACDCERT ADDRING command fl.

b. Then, as shown in i}, connect the self-signed server’s certificate to the new key ring
using the RACDCERT CONNECT command.

Note that the RING parameter § specifies the same ring name as you configured into the
server. For the TN3270 server, this is specified on the TELNETPARMS KEYRING SAF
ringname statement. For the FTP server, it is on the KEYRING statement in FTP.DATA.
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The DEFAULT statement [l is needed when using the native SSL/TLS capabilities of the FTP
or TN3270 server. These servers will look for and send out (if it is found) the default
certificate during the handshake. If there is no default certificate designated in the key
ring, the handshake will fail.

//CS081  JOB 'SET UP TN3270 CERT','CS08',CLASS=A,MSGCLASS=X
//key ring EXEC PGM=IKJEFTO1,DYNAMNBR=30,REGION=4096K
/1*
//* Add a new key ring to the TN3270 servers RACF ID (TCPIP), then....
//* Add TN3270 server certificate to the user 'TCPIP's key ring. the
//* key ring name is from the TN3270 configuration statement as below
/1* 'key ring SAF TN3270Ring'
/1*
//SYSTSPRT DD  SYSOQUT=*
//SYSTSIN DD *
RACDCERT ID(TCPIP) ADDRING(TN3270RING)

RACDCERT ID(TCPIP) CONNECT(ID(TCPIP) -8
LABEL('TN3270 SERVER') -
RING(TN3270RING) - g
DEFAULT - B
USAGE (PERSONAL))
/*

Figure 3-17 Batch job to add a key ring for the self-signed certificate

When using AT-TLS, the default designation is not necessary, or can be overridden, by
specifying CertificateLabel on the TTLSConnectionAdvancedParms statement.

Note: It is possible to override the DEFAULT designation for the native FTP server
only by passing the GSK_KEY_LABEL environment variable. The TN3270 server
does not accept environment variables in this fashion, and therefore this method is
not available.
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3. Export the self-signed server certificate to an MVS database.

Figure 3-18 shows the RACDCERT EXPORT command being used to export the
self-signed server certificate to an MVS data set. Note that the private key is not included
in this export. A private key should never be exported if the certificate is only being
exported as a CA certificate.

//CS081  JOB 'EXPORT SERVER CERT','CS08',CLASS=A,MSGCLASS=X
//EXPORT  EXEC PGM=IKJEFTO1,DYNAMNBR=30,REGION=4096K

/1*

//* Export the Self-signed Server certificate from the RACF database
//* in base-64 encoded format. This is then FTP'd to the TN3270

/1* client so that it can verify the same certificate
/1* when passed in the SSL exchange.
/1*

//SYSTSPRT DD SYSOUT=*
//SYSTSIN DD *
RACDCERT ID(TCPIP) EXPORT(LABEL('TN3270 SERVER')) -
FORMAT (CERTB64) DSN('CS08.RACDCERT.TN32CERT')
/*

Figure 3-18 Batch job to write the internal CA certificate to an MV'S data set

4. FTP the certificate exported to the MVS data set in step 3 on page 65 to the client that will
use it.

This step is not illustrated, because any FTP client will be able to perform this step. Note
that in the example, the exported certificate in the MVS data set is in Base 64 format.
Therefore, the FTP must perform EBCDIC-t0o-ASCII translation if the client is on an ASCII
host.

Tip: Base64-encoded certificates are composed entirely of text data. This means they
can be moved around by a simple cut and paste. For example, you can paste a B64
certificate from an MVS data set into a simple workstation editor and then save it to
disk.

The reverse is also true: you can copy from a text editor on the workstation and paste it
into a VB MVS data set. Make sure you use a simple workstation editor, to avoid
unwanted additional formatting.

The MVS data set must be downloaded to any client that needs to use that certificate in
order to validate the same certificate when presented by a server in an SSL exchange.
Depending on the number of clients in an enterprise, this can result in a large number of
transfers. One way to reduce the number of file transfers to clients is for all clients to pick
up their key database from a LAN drive that has been prepared on a server.

5. At the client, the certificate received from step 4 must be imported into the key database
as a trusted certificate.

Depending on the type of client, there are a number of ways to do this. In the case of a
Windows personal communications client, such as the IBM Personal Communications or
PComm (a TN3270 client), select the Certificate Management or Certificate Wizard icon
from the PComm Utilities folder. This displays the window (after the key database file is
opened) shown in Figure 3-13 on page 60. Import the certificate by clicking Add. When
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the certificate is added, the window shown in Figure 3-19 shows the detail display from the
certificate. Note the key size of 1024 (set by default with the RACDCERT GENCERT
command), the certificate version, and the Issued To name are the same as the Issued
By name (this is a self-signed certificate).

@IBM Key Management - [C:Program Files al Cc ;IEIEI

KeyDatabaseFlle Create View Help

Key information for [TN3270 Server]

Dl P —

DE-Type: CMS ke atabae_.
File Hame: b rogram | FI|ES Key Size: 1024
|| Certificate Property:
Version X509v3
Serial Number: i1}
Signer Certificates Issued to: Add...
ITSO.RALEIGH.IBM.COM
THIZT0 Server ITSO Raleigh TH3270 Server ’W
Thawte Personal Premium « IBM Corparation
Thawte Personal Freemail C s ‘ View/Edit...
Thawte Personal Basic CA Issued n:
Thawte Premium Server C& ITS0.RALEIGH.IBM.COM ’W
Thawte Server CA ITSO Ralelgh_TNSE?D Server
\Vetizigh Test CA Raat CeHif Eg' Corporation
REA Secure Server Ceificat o 3
Verisign Class 1 Public Prir \{alldrty:_ _ Valid from May 16, 2002 to May 16, 2003
Werision Class 2 Puhblic Prirr Fingerprint (MD5 Digest):
Verisign Class 3 Publlic Prirr FO:BO:AE:D9:49:BF.52:F6:C4:32:2C:A3:6EDF93:15
Signature Algorithm: 1.2.840.113549.1.1.5{1.2.840.113549.1.1.5)

[¥] Set the certificate as a trusted root

ok |

Figure 3-19 Personal Communications client: display of imported self-signed server certificate

6. Test the client-to-server connection.

We activated the personal communications client to connect to the TN3270 server using
SSL. If you want to know more about the SSL/TLS session, click Communication —
Security Information.) See Figure 3-15 on page 62 for an example.

Although this section showed how to generate the certificate for a TN3270 server, how to
export to the client, and how to place the certificate in the client’s key database as a trusted
certificate, the procedure for any client or server is similar.

Self-signed client authentication, RACDCERT procedure

This section assumes that your server on z/OS has already been configured for server
authentication, as outlined in “Self-signed server authentication, RACDCERT procedure” on
page 63. Although RACDCERT is used on the z/OS endpoint, the certificate will be created at
the client endpoint.

It is good practice to implement server authentication without client authentication during
setup and testing. Server authentication is independent of, and happens prior to, client
authentication. After server authentication is working correctly, you can then implement client
authentication using the steps provided here.
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A client public root CA certificate must be added to RACF and associated with the appropriate
RACF user ID using the RACDCERT ID(servers-user ID) ADD... command.

The basic procedure to follow is described here:

1. Get the client certificate. For a self-signed certificate, this is usually generated at the client
end. (Because client programs use different ways to generate a client certificate, this is a
generic example.)

In the case of Personal Communications, which provides a TN3270 client, use the
Windows menu (click Start — Programs — IBM Personal Communications —
Utilities — Certificate Management) to open the client’s key database. Then click
Create — New Self-signed Certificate to generate the certificate. See Figure 3-20 for an
example of a self-signed client certificate that has just been generated by Personal
Communications into the client key database.

E.IBM Key Management - [C:,Program Files' Pers ? =10
Key Database File Create View Help
~u : Key information for [TN327 5 5]
I R e
e TN3270 Client Self-signad Certificate
DE-Type: |CMS key databas
File Hame: || Key _Slze: 1024
‘|| Certificate Property:
Yersion X409 V3
Serial Number: JCE3:DO:CE
| Personal Certificates Issued to: | Receive... |
m238pdyk
* TMIITO Client Sel-sighe: TS0 | Delete |
1BM Corparation
Raleigh, MC, US | ViewEdit |
Issued n:
m238pdyk
oo | Exportimport... |
1B Corparation
Raleigh, MG, US | Recreate Request... |
walidity: walid from May 15, 2002 to May 16, 2003
Fingerprint {MD5 Digest):
41:68:9E:85:05: 1E:6D:6D:CC:FF9C:FED 1:34:F0:B4
Signature Algorithm:  1.2.840.113549.1.1.4(1.2.840.113549.1.1.4)
= 4
#| Set the certifice 5 the default | New Self-Signed... |
OK
L | Extract Certificate... |

Figure 3-20 Personal Communications client: Newly added self-signed client certificate

2. Export the certificate from the client’s key database to a certificate file.

Most certificate management utilities allow the export of a certificate in at least two
formats. The most common is Base64-encoded ASCII, but there is also the binary DER
format. The choice depends on what your certificate management utility at the server end
can use as an import format.
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We used Base64 ASCII format. At the lower right side of the window shown in Figure 3-20
is the Extract Certificate button. This is used to write a certificate to a data set. The
window that is presented is shown in Figure 3-21. Note that the Data Type field specifies
Base64-encoded ASCII, and that the certificate will be written to the cert.armfile.

E_IBM Key Management - [C:,Program Files',

IS [=TES)

Key Database File Create View Help

Denfa

DB-Type:

File Name: [

— Key database content -

Extract Certificate to a File x|
Data type | Basetd-encoded ASCI data
Certificate file name: |cer1.arm | Browse...
Location: |C:1F'r0gram Files\Personal Communicationsiprivatel |
OK | | Cancel | | Help

| Hew Self-Signed... |

| Extract certificate... |

Figure 3-21 Exporting a client certificate to a file

3. FTP the certificate file from the client to the z/OS server side.

This step is not illustrated. You simply need to perform an ASCII FTP on the Base64
encoded certificate file created in step 2 on page 67 (cert.arm, in this example) to an MVS
data set at the server side as a text file. The MVS data set must have variable blocking in
order for RACF to recognize it.

Tip: Base64-encoded certificates are composed entirely of text data. This means they
can be moved around by a simple cut and paste. For example, you can paste a B64
certificate from an MVS data set into a simple workstation editor, and then save it to
disk.

The reverse is also true. You can copy from a text editor on the workstation and paste it

into a VB MVS data set. Make sure that you use a simple workstation editor to avoid
unwanted additional formatting.
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4. Add the client certificate into the RACF database and associate it with a user.

Figure 3-22 shows the batch job used to add the client certificate to the RACF database
and associate it with the RACF user ID CS08 (the owner of the client certificate) using the
ID() parameter. The RACDCERT ADD command specifies the MVS data set name that
contains the client certificate; this was the data set name that was created by the FTP in
step 3. The certificate is set to trusted status, which means that any certificate that is
signed by this certificate should pass authentication.

This operation would also work if the certificate is imported as a CA certificate using
CERTAUTH instead of ID(). This is because this certificate is going to be used to
authenticate the personal certificate that this client will send out during the handshake.

//CS081  JOB 'IMPORT SERVER CERT','CS08',CLASS=A,MSGCLASS=X
//CLIENT  EXEC PGM=IKJEFTO1,DYNAMNBR=30,REGION=4096K

/1*

//* Import the Self-signed Client certificate into the RACF database
//* This was FTP'd from the workstation TN3270 client, that

/1* generated it with the Tocal PCOMM utility. It must be
/1* imported as a trusted CA certificate
/1*

//SYSTSPRT DD  SYSOUT=*
//SYSTSIN DD *
RACDCERT ID(CS08) ADD('CS08.RACDCERT.CLIENT.CERT') -
TRUST WITHLABEL('TN3270 CLIENT CERTIFICATE')
/*

Figure 3-22 Batch job to add a client certificate into the RACF database as TRUSTED

5. Connect the client public CA certificate to the server's RACF key ring.

Figure 3-23 shows the batch job used to connect the client certificate, added in step 4 on
page 69, to the server's RACF key database. In the RACDCERT CONNECT statement, the key
ring name is whatever is coded in the server’s configuration file (in TN3270’s case, it is
specified on the KEYRING SAF statement). This assumes that the key ring is already set up
(probably because you have the server’s certificate there already). If the ring is not set up,
you must create it before this job is run. See Figure 3-9 on page 57 for an illustration of the
RACDCERT ADDRING command.

//CS081  JOB 'CONNECT SERVER CERT','CS08',CLASS=A,MSGCLASS=X
//CLIENT EXEC PGM=IKJEFTO1,DYNAMNBR=30,REGION=4096K

//*

//* Connect the Self-signed Client certificate into the RACF database
//* This was FTP's from the workstation TN3270 client, that

/1* generated it with the Tocal PCOMM utility. It must be
/1* imported as a trusted CA certificate
/=

//SYSTSPRT DD  SYSOUT=*

//SYSTSIN DD *

RACDCERT ID(TCPIP) CONNECT(ID(CS08) -
LABEL('TN3270 CLIENT CERTIFICATE') -
RING (TN3270RING) -
USAGE (PERSONAL) )

/*

Figure 3-23 Batch job to import client certificate into RACF
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The connection can be made after these steps are completed and both the client and server
are configured with the appropriate parameters for client authentication.

Self-signed server authentication, gskkyman procedure

The following steps demonstrate how to use the gskkyman command to set up a self-signed
certificate for server authentication only.

It is assumed that you have set up a key database and produced a stash file for the server as
discussed in 3.3.4, “Using the gskkyman command” on page 50; that you have set the correct
UNIX permissions so that the server can read the files; and that the database is named
matt.kdb. After the database is created, generate a self-signed certificate into it, and set it as
the default certificate. The self-signed certificate must then be exported to the client
workstation, where it is imported into the client’s key database as a trusted CA certificate.

Note: If the server supports AT-TLS, the default certificate is not the only choice for
sending to the client. Another certificate (non-default) can be specified within the AT-TLS
configuration for this server, and sent to the client to identify this server.
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To use the gskkyman command to set up a self-signed certificate for server authentication

only, follow these steps:

1. Open the key database using gskkyman by selecting option 2 from the database menu.
Figure 3-24 shows gskkyman being used to open the existing database in preparation for

generating the certificate.

Database Menu

1 - Create new database
2 - Open database
3 - Change database password
4 - Change database record length
5 - Delete database
6 - Create key parameter file
7 - Display certificate file (Binary
11 - Create new token
12 - Delete token
13 - Manage token
14 - Manage token from Tist of tokens
0 - Exit program

Enter option number: 2
Enter key database name (press ENTER to
Enter database password (press ENTER to

Database: /u/cs08/matt.kdb

- Manage keys and certificates

- Manage certificates

- Manage certificate requests

- Create new certificate request

- Receive requested certificate or
Create a self-signed certificate
- Import a certificate

- Show the default key
- Store database password
- Show database record Tength

— O WO NOOL B WN -
1

—_ =

0 - Exit program

or Base64 ASN.1 DER)

return to menu): matt.kdb
return to menu):

a renewal certificate

- Import a certificate and a private key

Enter option number (press ENTER to return to previous menu):

Figure 3-24 Opening the key database

After the key database is opened, you are presented with another list of options. Option 6
creates a self-signed certificate by prompting for details. Selecting option 6, as shown in
Figure 3-25, continues the process of generating the self-signed certificate.
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2. Create the self-signed certificate and export it to a z/OS UNIX file.

Enter option number (press ENTER to return to previous menu): 6
Certificate Type

- CA certificate with 1024-bit RSA key
- CA certificate with 2048-bit RSA key
- CA certificate with 4096-bit RSA key
- CA certificate with 1024-bit DSA key
User or server certificate with 1024-bit RSA key
- User or server certificate with 2048-bit RSA key
- User or server certificate with 4096-bit RSA key
- User or server certificate with 1024-bit DSA key

ONO OB~ W
1

Select certificate type (press ENTER to return to menu): 6
Enter label (press ENTER to return to menu): TN3270 gskkyman certificate
Enter subject name for certificate
Common name (required): ITSO.IBM.COM
Organizational unit (optional): ITSO TN3270 Server
Organization (required): IBM
City/Locality (optional): Poughkeepsie
State/Province (optional): NY
Country/Region (2 characters - required): US
Enter number of days certificate will be valid (default 365): 3650

Enter 1 to specify subject alternate names or 0 to continue: 0

Please wait .....

Certificate created.

Figure 3-25 Generating a self-signed certificate using gskkyman

Figure 3-25 shows the dialog between the user and gskkyman to set up a self-signed
certificate. The first choice to be made is the key size (we selected option 6). At present,
anything over 512 bits (which is not even an option with gskkyman) is considered to be
reasonably secure.

In this example, an RSA key (the most commonly used, at present) of 2048 bits was
chosen. A label for the certificate is entered as is the common name, organizational unit
and name, city, state and country. The lifetime of the certificate was entered as 3650 days
or 10 years.

Next, we made this certificate the default for this key database by entering zero (0) and
then pressing Enter to return to the Key Management Menu.

Figure 3-26 illustrates the command sequence. We began by selecting 1 to manage keys
and certificates. We then selected our certificate from the list. After selecting this
certificate, we can see in l the option for setting it as the default for the ring (option 3).
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Key Management Menu
Database: /u/cs08/matt.kdb

- Manage keys and certificates

- Manage certificates

- Manage certificate requests

- Create new certificate request

- Receive requested certificate or a renewal certificate
Create a self-signed certificate

- Import a certificate

- Import a certificate and a private key
- Show the default key

- Store database password

- Show database record Tength

— O WO NOOL B WN —
1

—_ =

0 - Exit program
Enter option number (press ENTER to return to previous menu): 1
Key and Certificate List
Database: /u/cs08/matt.kdb
1 - TN3270 gskkyman certificate
0 - Return to selection menu
Enter Tabel number (ENTER to return to selection menu, p for previous Tist): 1
Key and Certificate Menu
Label: TN3270 gskkyman certificate

- Show certificate information

- Show key information

- Set key as default f

- Set certificate trust status

- Copy certificate and key to another database
Export certificate to a file @

- Export certificate and key to a file
- Delete certificate and key

- Change label

- Create a signed certificate and key
- Create a certificate renewal request

— O W0 NP WN
1

—_ =

0

Exit program
Enter option number (press ENTER to return to previous menu): 3

Default key set.

Figure 3-26 Setting the newly created certificate as the default
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In addition, in Figure 3-26, at E we can see that option 6 allows us to export this certificate
to a file. (Note: Do not use option 7 - the private key is only required for the endpoint that
wants to identify itself. In a server authentication-only context, the client will never need a
private key.)

After selecting option 6, a prompt for export format was received. PKCS #7 is usually a
good format for being acceptable to any platform. Either Base64 encoding or binary is
acceptable.

This exported certificate is what is transferred to the client for importation into the client’s
key database. In this example, the exported file is called matt.cer. The contents of the
exported file are shown in Figure 3-27.

Note: If the server supports AT-TLS, the default certificate is not the only choice for
sending to the client. Another certificate (non-default) can be specified within the
AT-TLS configuration for this server, and sent to the client to identify this server.

>cat matt.cer

MIID6gYJKoZIhvcNAQcCoIID2zCCA9cCAQEXADALBgkghkiGIwOBBwGggg0/MIID
uzCCAqOgAwIBAgIIRvv/9wAEmMyEWDQYJKoZIhvcNAQEFBQAwczELMAKGALIUEBhMC
VVMxCzAJBgNVBAgTAk5DMRUWEWYDVQQHEwWXQb3VnaGt1ZXBzaWUxDDAKBgNVBAOT
AO1CTTEbMBKGALUECXMSSVRTTyBUTjMyNzAgU2VydmVyMRUwEwWYDVQQDEwxJVFNP
Lk1CTS5DTOOWHhcNMDcwOT I3MTkwOTQzWhcNMTcwOTIOMTkwOTQzWjBzMQswCQYD
VQQGEwJVUZELMAKGAIUECBMCTkMxFTATBgNVBACTDFBvdWdoa2V1cHNpZTEMMAOG
A1UEChMDSUJNMRswGQYDVQQLExJJVFNPIFROMzI3MCBTZXJ2ZXIXxFTATBgNVBAMT
DETUUO8uUSUJNLKNPTTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKYM
AfAaVB/eAG3Z7iw8gEnn8epssKm5P1ibWVXvYm81WzJYnbbI+Gv+bU52xBMVxIrb
N3IQ0BcAzayFLKLugfhWczWzcsVOX2Ea62q4w3kgdhvjhF+vHgq69NhBKdphjypCU
bJDMwKimU+CVIrMpco/FJ71jmA5h97 1K+0m1xxGnMEu/Esi0TwV/cG10y4y10HU4
CU39zrrvQD3seDM/SNgkZd9edAofqD+t+bJ2ZdvUSOwPSx1FmKyqqdbZkt6rKQdg
OmSJRLgJSVsRQjX90A5Ah+7toPAgvIpUGNA+EWUWME jnf1Cadhc4caCbwbukMryD
6NmbD2/yeDpsYd+hsgsCAwEAAaNTMFEwHQYDVROOBBYEFECKBLLH71S1b+dHGgO0b
0gSChyyJMB8GA1UdIwQYMBaAFECKBLLH71S1b+dHGg0b0gSChyyJMA8GA1UdEWEB
/WQFMAMBAf8wDQYJKoZIhvcNAQEFBQADggEBAI fIWteL1w2SkFWOwzBs5B5cmCm9
JNZhmbtzxJZkw912pAaXyAWLOmmi9J1aVIRNRpFO4ru2VMBKacICsOPTrfATwwKn
3DTiBfHRp1p7N+U0/wxcwxZC590JyDzUedg+pCOyYE+GEQW2ykw5VGSFITGt0AMg
W1z7vp6EJIxqxpQ93eKDQhuXL60q0eowINR/PY9yWtku8t/XatObFa01BkzzR1geG
UBmMEOOgXIirbmfZButepnr/PBWuMybZGar3NIvi1jDnn8irGU+11p0ki8Xs+UL8e9
SAGw+U1Zp4zXouoieMHf+XE3dvXvyhCZBal8qkpSfwkelIHM5GYDAt9q4pwxAA==
----- END CERTIFICATE-----

Figure 3-27 An exported certificate from the gskkyman utility

The z/OS UNIX cat command (as shown in Figure 3-27) will show the contents of an
EBCDIC file on an EBCDIC host. You will need to FTP this file in ASCII if you want it to be
usable on an ASCII host. All Base64 encoded certificates will contain the BEGIN
CERTIFICATE and END CERTIFICATE headers (there can also be others). If you edit or
display a Base64 certificate and you do not see both of these headers, it means that the
certificate is corrupted somehow.
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3. FTP the file exported in step 2 on page 72 to the client that will be using it.

Tip: Base64-encoded certificates are composed entirely of text data. This means they
can be moved around by a simple cut and paste. For example, you can paste a Base64
certificate from an MVS data set into a simple workstation editor, and then save it to
disk.

The reverse is also true: you can copy from a text editor on the workstation and paste it
into a VB MVS data set. Make sure you use a simple workstation editor, to avoid
additional unwanted formatting.

4. Import the certificate into the client’s key database.

At the client, the certificate received from step 3 on page 75 must be imported into the key
database as a trusted certificate. Depending on the type of client, there are a number of
different ways to do this.

In the case of a Windows Personal Communications client (a TN3270 client), select the
Certificate Management or Certificate Wizard icon from the Utilities folder. This displays
the window (after the key database file is opened) shown in Figure 3-13 on page 60.

Now, import the certificate by clicking Add. When the certificate is added, the window in
Figure 3-28 (the detail display from the certificate) displays and shows the key size of
1024 (set by gskkyman when creating the certificate in Figure 3-25 on page 72), the
certificate version, and the Issued To name are the same as the Issued By name (this is
a self-signed certificate).

515 ke vanagemen: (e Proor NBHES eI R=IES

Key Database File Create \iew Help

@\@B@\;

TN3270 Server |

File Name: [C\Program Files || &Y Size: 1024
....... T — || Certificate Property: e
Version X500v3 it

Serial Number: 0o

Signer Certificates Ilssued to: Add...
ITSORALEIGH IBM. COM
Delete

TH3270 Server ITSO Raleigh TM3270 Sarver

Thawte Personal Premium |BM Carparation

Thawte Personal Freemail C Us ViewEdit..
Thawte Personal Basic CA Issued by:

Thawte Premium Server CA ITSORALEIGH. B, COb Extract
Thawte Server CA ITS0 Raleigh TN3270 Server
Verisign Test CA Roat Certif 'S'g‘ Carporation

RSA Secure Server Certificat o 2

Verisign Class 1 Public Prirr Walidity: Valid from May 16, 2002 to May 16, 2003

Fingerprint {MD5 Digest):
FO:B9:AE:D9:49:BF:52:F6:C4:32:2C:53:6E:DF:93:15
Signature Algorithm:  1.2.840.113549.1.1.5{1.2.840.113549.1.1.5)

erisign Class 2 Puhblic Prirr
“erisign Class 3 Public Prirm

[v] Set the certificate as a trusted root

Figure 3-28 Personal Communications client: Display of imported self-signed server certificate
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Now the client should be able to connect to the server. When the server passes its certificate
to the client during the SSL exchange, the client will be able to validate it using the same
certificate that is now stored in the client’s key database as a CA certificate.

Self-signed client authentication, gskkyman procedure
It is assumed that you have set up a key database (matt.kdb) and the server’s certificate is in
the key database.

The steps to implement client authentication in a gskkyman environment are similar as in the
RACDCERT environment, except that the certificates are stored in a zZOS UNIX key
database rather than the RACF database.

These steps are:

1. Get the client certificate. For a self-signed certificate, this is often generated at the client
end. (Because different client programs have different ways to generate a client certificate,
this should be thought of as a generic example.)

In the case of IBM Personal Communications, which provides a TN3270 client, use the
Windows menu (click Start —» Programs — IBM Personal Communications —
Utilities — Certificate Management) to open the client’s key database. Then click
Create — New Self-signed Certificate to generate the certificate. See Figure 3-29 for an
example of a self-signed client certificate that has just been generated by IBM Personal
Communications into the client key database.

=[00x]

#| IBM Key Management - [C:
Key Database File Create VWiew Help

eIt S

TN3270 Client Self-signed Certificate

DB-Type: |CMS key databas

Key Size: 1024
Certificate Property:
Version X509 W3
Serial Humber: 3JC:E3:DO:CB
Personal Certificates Issued to: |
m238pdyk
* TR3ZT0 Client Sel-signet ITSO |
IBM Coarporation
Raleigh, NC, US |
|
|

File Hame: (C\Program Files'

Recefve...

Delete

Issued s
238 pdyk
TS0
IBM Corporation
Raleigh, NC, U8
Validity: Valid from May 15, 2002 to May 16, 2003
Fingerprint {(MD5 Digest):
41:6A:9E:85:A5:1E:6D:6D:CC:FF9C:FE:01:34:F0:B4
Signature Algorithm: 1.2.840.113549.1.1.4{1.2.840.113549.1.1.4)

Exportimport...

|
|
ViewEdit... |
|
|

Recreate Request...

5Set the certificate as the default | New Self.Signed... |

| ok | | Extract Certificate... |

Figure 3-29 Personal Communications client: Newly added self-signed client certificate
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2. Export the client certificate to a file.

We used Base64 ASCII format. The Extract Certificate button is shown in the lower right
side of the window in Figure 3-29. Use this button to write a certificate to a file. The
window that is presented is shown in Figure 3-30. Note that the Data Type field specifies
Base64-encoded ASCII, and that the certificate will be written to the cert.arm file.

E.IBM Key Management - [C:,Program File: nal Cc =] 5]
ieyDatataselhiciRCieateRMIEARHEITERE

DR

---------- ———————————HKey database information ———

DB-Type: CMSK é!é'tla.tﬁ'alég

File Name: C:AFrogram FilesiFersonal CommunicationsiprivatelPcommClientkeyDokd

Key database content ———————————

Extract Certificate to a File o - _)ﬂl
Data type | Basefid-encoded ASCll data ~
Certificate file name: |certarm || Browse..
Location: |C:1Pr0gram Files\Personal Communicationsiprivatel |
OK | | Cancel | | Help

| Hew Self-Signed... |

| Etract Certificate... |

Figure 3-30 Exporting a client certificate to a file

3. FTP the certificate file from the client to the z/OS server side.

To do this, you only need to FTP the certificate file created in step 2 on page 77 (cert.arm
in this example) to a z/OS UNIX file at the server side as a text file.

Tip: Base64-encoded certificates are composed entirely of text data. This means they
can be moved around by a simple cut and paste. For example, you can copy a Base64
certificate from an MVS data set and paste it into a simple workstation editor, and then
save it to disk.

The reverse is also true: you can copy from a text editor on the workstation and paste it
into a VB MVS data set. Make sure you use a simple workstation editor, to avoid
unwanted additional formatting.

4. Add the client certificate into the server's z/OS UNIX key database using gskkyman.

Refer to Figure 3-24 on page 71 for instructions about opening an existing database using
gskkyman.

When the key database is opened, you are presented with a list of options. Choose option
7 Import a certificate to receive a certificate and store it as a trusted CA certificate.
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Figure 3-31 shows the dialog between the user and gskkyman to add the client certificate.
The client certificate file in the example is named telnetcert.arm; it was placed there in
the FTP transfer in step 3 on page 77.

Database: /u/cs08/matt.kdb

- Manage keys and certificates

- Manage certificates

- Manage certificate requests

- Create new certificate request

- Receive requested certificate or a renewal certificate
Create a self-signed certificate

- Import a certificate

- Import a certificate and a private key
- Show the default key

- Store database password

- Show database record Tength

R O WO NOOOLP WN -
1

—_ =

0

Exit program

Enter option number (press ENTER to return to previous menu): 7

Enter import file name (press ENTER to return to menu): telnetcert.arm
Enter label (press ENTER to return to menu): TN3270 Client Cert for
Workstationl

Certificate imported.

Figure 3-31 Adding a self-signed client certificate as a CA certificate using gskkyman

Now the client should be able to connect to the server. The server will be able to validate the
client certificate with its copy of the client’s certificate in the server’s key database.

3.4.4 Internal (local) Certificate Authority

One possibility in setting up your certificate management scheme is to set up as a local CA.
As a local CA, you will be signing digital certificates for other entities, and anybody who uses
the certificates that you sign will have to have a copy of your root CA certificate in their key
databases.

You might choose to be a CA if you have multiple SSL/TLS-enabled servers in your system.
When you have more than one server with its own self-signed certificate, each certificate
must be exported to the clients that will use them. Therefore, if you had an FTP server, a
TN3270 server, and an LDAP server, each using self-signed certificates and all being used
from one workstation, that workstation will need all three certificates in its key database. With
an internal CA, you can sign each of the server’s certificates, and export the one certificate
(the internal root CA certificate) to the clients. (Note that this assumes a client’s key database
can be shared between client programs. This is sometimes not the case, but a saving can still
be made in that only the one key needs to be distributed.)

In this section, we explain how to set up an internal CA, and create and sign a server
certificate with that CA certificate. You will see that the process is similar to the self-signing
process described in 3.4.3, “Self-signed certificates” on page 62, except that the certificate
being distributed to the clients is the root CA certificate, not the user certificate.
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Internal-CA signed server certificate RACDCERT procedure

This procedure is similar for any z/OS server. In this example, we are producing a certificate
for use by a TN3270 server. This certificate is needed by TN3270 clients using SSL/TLS. In
order for the client to validate the server certificate, the internal CA certificate will be needed
at the client. The following steps demonstrate how to do this:

1. Create a self-signed certificate for the local (internal) CA, as shown in Figure 3-32.

//CERTAUTH EXEC PGM=IKJEFTO01,DYNAMNBR=30,REGION=4096K
/1*
//* Add the top-level self-signed certificate for the certificate
//* authority (ourselves)
/1*
//SYSTSPRT DD  SYSOUT=*
//SYSTSIN DD *
racdcert certauth gencert -
subjectsdn( o('IBM Corporation') -
ou('ITSO Certificate Authority')
c('us')) -
WITHLABEL('ITSO Certificate Authority')

/*

Figure 3-32 Batch job to create internal CA certificate in RACF database

2. Generate a certificate for the server, as shown in Figure 3-33.

//SERVCRT EXEC PGM=IKJEFTO1,DYNAMNBR=30,REGION=4096K
/1*
//* set up the TN3270 server certificate, and sign it with the
//* self-signed certificate-authority certificate set up previously
/1*
//SYSTSPRT DD  SYSOUT=*
//SYSTSIN DD  *
RACDCERT ID(TCPIP) GENCERT SUBJECTSDN(CN('ITSO.IBM.COM') -
O('IBM Corporation') -
OU('ITSO TN3270 Server') -
c('us")) -
WITHLABEL('TN3270 Server') -
SIGNWITH(CERTAUTH LABEL('ITSO Certificate Authority')) Hl
/*

Figure 3-33 Batch job to create server certificate and sign with internal CA certificate

Note that the RACDCERT SIGNWITH command gl specifies the label of the internal CA
certificate we set up in step 1. This indicates that the server certificate should be digitally
signed with the internal CA’s private key. The ID(TCPIP) parameter is used in this example
because the TN3270 server, for whom the certificate is being generated, is associated
with RACF user ID TCPIP. Again, it is good practice to ensure that the common name (CN)
is the same as the host or domain name of the server.
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3. Create an RACF key ring for the server.

//keyring EXEC PGM=IKJEFTO01,DYNAMNBR=30,REGION=4096K
//*
//* Add a new key ring to the TN3270 servers RACF ID (TCPIP), then....
//* Add TN3270 server certificate to the user 'TCPIP's key ring. the
//* key ring name is from the TN3270 configuration statement as below
/1* 'key ring SAF TN3270Ring'
/1*
//SYSTSPRT DD  SYSQUT=*
//SYSTSIN DD *
RACDCERT ID(TCPIP) ADDRING(TN3270Ring)
RACDCERT ID(TCPIP) CONNECT(CERTAUTH -
LABEL('ITSO Certificate Authority') -
RING(TN3270Ring) =
USAGE (CERTAUTH))
RACDCERT ID(TCPIP) CONNECT(ID(TCPIP) -
LABEL('TN3270 Server') -
RING(TN3270Ring) -
DEFAULT -
USAGE (PERSONAL))

/*

Figure 3-34 Batch job to add a key ring

Figure 3-34 shows the three steps necessary to create the key ring for the server:
a. Create a new RACF key ring using the RACDCERT ADDRING command.

b. Connect the internal root CA certificate to the new key ring using the RACDCERT
CONNECT command.

c. Connect the server’s certificate (which was signed by the internal root CA certificate) to
the new key ring using the RACDCERT CONNECT command.

4. Export the internal CA certificate to an MVS data set.

//EXPORT  EXEC PGM=IKJEFTO1,DYNAMNBR=30,REGION=4096K

/1*

//* Export the Self-signed Certificate Authority certificate from the
//* RACF database in base-64 encoded format. This is then FTP'd to

/1* the TN3270 client so that it can verify the TN3270 server's
//* certificate when passed in the SSL exchange.
/1*

//SYSTSPRT DD  SYSOUT=*
//SYSTSIN DD  *
RACDCERT CERTAUTH EXPORT(label('ITSO Certificate Authority')) -
FORMAT (CERTB64) DSN('CS08.RACDCERT.SERVCERT')

/*

Figure 3-35 Batch job to write the internal CA certificate to an MVS data set

Figure 3-35 shows the RACDCERT EXPORT command being used to export the internal
CA certificate to an MVS data set. The MVS data set will be ASCII, sent using FTP to any
client that needs to use that certificate to validate a server (in this case, a TN3270 client).
One way to reduce the number of file transfers to clients is for them to pick up their key
databases from a LAN drive prepared on a server.
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5. FTP the certificate exported in step 4 on page 80 to the client that will use it.

This step is not illustrated, because any FTP client will be able to perform this step. If the
certificate is not exported as Base64, however, make sure you use a binary mode of
transfer instead of text/ASCII.

Tip: Base64-encoded certificates are composed entirely of text data. This means they
can be moved around by a simple cut and paste. For example, you can copy a Base64
certificate from an MVS data set and paste it into a simple workstation editor, and then
save it to disk.

The reverse is also true: you can copy from a text editor on the workstation and paste it
into a VB MVS data set. Make sure you use a simple workstation editor, to avoid
unwanted additional formatting.

6. At the client, the certificate received from step 5 must be imported into the key database
as a trusted certificate.

Depending on the type of client, there are a number of different ways to do this. In the case
of a Windows client such as IBM PComm (a TN3270 client), select the Certificate
Management or Certificate Wizard icon from the Utilities folder. This displays the window
(after the key database file is opened) that was shown previously in Figure 3-13 on

page 60. Import the certificate using the Add button.

When the certificate is added, the window shown in Figure 3-36 shows the detailed display
from the certificate. You see that the key size of 1024 (set by default in the RACDCERT
GENCERT command), the certificate version, and the Issued to information are the same
as the Issued by information (all root CA certificates are self-signed).
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Figure 3-36 The IBM Personal Communications client: display of imported server certificate
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7. Test the client-to-server connection.

The communications client was instructed to connect to the TN3270 server using SSL. To
verify the SSL/TLS characteristics of the session using PComm, select

Communication — Security Information. You should see something similar to what is
shown in Figure 3-15 on page 62.

This discussion showed certificates being generated for a TN3270 server, and the internal CA
certificate being exported to the client, then placed in the client’s key database as a trusted
certificate. The procedure for any client/server is similar.

3.4.5 External (well-known) Certificate Authority

This section demonstrates the use of the TSO RACDCERT command and the UNIX gskkyman
command to store and use well-known CA-signed certificates. It is assumed that the server is
on z/OS and the client is not.

The following step-by-step examples can be used to create a z/OS UNIX key database or
RACF key ring for the IBM HTTP Server for z/OS, the TN3270 server, or other servers that
are SSL/TLS-enabled. The SSL/TLS support can be provided internally by the application, or
it can be provided through AT-TLS configuration through the Policy Agent. The TN3270 and
FTP servers on z/OS provide support for both internal SSL/TLS and external TTLS through
the AT-TLS Policy Agent configuration.

Note: Even though the TN3270 and FTP servers on z/OS provide support for both internal
SSL/TLS and external TTLS through the AT-TLS Policy Agent configuration,
implementation of TTLS through AT-TLS is now the preferred method for these two servers.
AT-TLS provides more functionality and flexibility.

External CA-signed server certificate RACDCERT procedure

The steps required to implement the SSL environment for the IBM HTTP Server with a server
certificate signed by a public CA are described here. A similar procedure can be used for
other SSL-enabled application servers. The assumption in the examples is that the Web
server's RACF user ID is WEBSRV.

1. Generate a self-signed certificate. A self-signed certificate is required as a temporary;,
placeholder user certificate that will eventually be signed by the external CA.

We use the following certificate as a base for the certificate request we will be creating:

RACDCERT ID(WEBSRV) GENCERT
SUBJECTSDN(CN(’itso.ibm.com”)
0(IBM Corporation®)
OU(’ITSO Webserver?)
c(°Us?))
WITHLABEL(’Web Server Certificate’)
Because some clients will check for a match between the CN and the DNS host name of
the server, you can set the CN to be the same as the host or domain name of the server.

2. Create a certificate request for the CA.

The certificate request will be stored in an MVS data set named CS07 .WEBSERV . GENREQ.
Use this command:

RACDCERT ID(WEBSRV) GENCERT
GENREQ(LABEL(’Web Server Certificate®))
DSN(’CS07 .WEBSERV.GENREQ?)

82 IBM z/OS V1R10 Communications Server TCP/IP Implementation Volume 4: Security and Policy-Based Networking



This certificate request must be sent to the CA. The format of the request is
Base64-encoded text. The data set can be transmitted to a PC with FTP and pasted into
the appropriate field in the certificate request. Alternatively, cutting and pasting between a
host emulator window and the Web browser can be used.

. Store the returned (and now signed by the well-known CA) personal certificate into a
variable blocked MVS data set.

The CA usually returns the certificate using e-mail or similar means. The certificate should
be in Base64-encoded text format. Transfer the certificate received from the CA into a VB
MVS data set named, for instance, CS07.WEBSERV.CERT.

Tip: Base64-encoded certificates are composed entirely of text data. This means they
can be moved around by a simple cut and paste. For example, you can copy a Base64
certificate from an MVS data set and paste it into a simple workstation editor, and then
save it to disk.

The reverse is also true: you can copy from a text editor on the workstation and paste it
into a VB MVS data set. Make sure you use a simple workstation editor, to avoid
unwanted additional formatting.

. If the CA vendor requires any intermediate certificates, you would add them to the data
base at this time. You might need to go to the CA vendor’s Web site to pick up any
intermediates, or they might have been sent to you along with your personal certificate.
The following command can be used to add an intermediate CA certificate.

RACDCERT CERTAUTH ADD('CSO7.intermediate.cert') TRUST WITHLABEL('CA
Intermediate')

Note that the intermediates function as CA (CERTAUTH) certificates.

. Replace the self-signed certificate with the personal certificate received from and signed
by the CA.

RACDCERT ID(WEBSRV)
ADD(*CSO7 .WEBSERV.CERT?)
WITHLABEL(’Web Server Certificate®)

Use the same values for ID() and WITHLABEL for the RACDCERT ADD command that you
used with the RACDCERT GENCERT in step 2. This is how you tell RACF that you are
replacing the original self-signed certificate with the CA-signed certificate.

. Create a key ring for the server, if it does not already exist. If it already exists, bypass this
step.

Key ring names become names of RACF profiles in the DIGTRING class, and can contain
only characters that are allowed in RACF profile names. Although asterisks (**) are
allowed in key ring names, a single asterisk (*) is not allowed.

RACDCERT ID(WEBSRV) ADDRING(WEBSERVER)

. Connect the certificate to the key ring. For native FTP and TN3270 SSL/TLS, make sure
you set the certificate as the default.

In our case, we can now create the connection between the digital certificate and the key
ring using the RACDCERT CONNECT command and associating it with the HTTP started
task user ID.

RACDCERT ID(WEBSRV) CONNECT(ID(WEBSRV) LABEL('Web Server Certificate')
RING(WEBSERVER) DEFAULT USAGE(PERSONAL))
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Note: If the server supports AT-TLS, the default certificate is not the only choice for
sending to the client. Another certificate (non-default) can be specified within the
AT-TLS configuration for this server, and sent to the client to identify this server.

8. Connect any intermediates, if necessary:

RACDCERT ID(WEBSRV) CONNECT(ID(CERTAUTH LABEL('CA Intermediate')
RING (WEBSERVER)

Because we implemented a user certificate that is signed by a well-known CA, the root CA
certificate will already be in the browser clients’ key rings. There is no need to do any
updating to the key repositories of any of the clients.

External CA-signed server certificate, gskkyman procedure

The following step-by-step example shows how to create a key database in z/OS UNIX and
how to create certificate requests for external CAs for the IBM HTTP Server for z/OS. A
similar procedure can be used for other server applications, including the TN3270 server, the
Policy Agent and AT-TLS.

In our test environment, we elected to have our certificate issued by the public CA company,
VeriSign. In the following discussion, we show how we created the certificate request for our
server certificate, and how we received it into the key database.

It is assumed that you have set up a key database and produced a stash file for the server, as
discussed in 3.3.4, “Using the gskkyman command” on page 50; that you have set the correct
UNIX permission bits so that the server can read the files; and that the database is named
/u/takada/sslkey/server.kdb.
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To create a key database in z/OS UNIX and to create certificate requests for external CAs for

the IBM HTTP Server for z/OS, follow these steps:
1. Create a public-private key pair and certificate request.
Figure 3-37 shows the menu panel of the gskkyman utility. To create a public-private key

pair and a certificate request, select 4 - Create new certificate request from this panel.

Database: /u/takada/sslkey/server.kdb

- Manage keys and certificates

- Manage certificates

- Manage certificate requests

- Create new certificate request

- Receive requested certificate or a renewal certificate
Create a self-signed certificate

- Import a certificate

- Import a certificate and a private key
- Show the default key

- Store database password

- Show database record Tength
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1
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0

Exit program

Enter option number (press ENTER to return to previous menu): 4 f
Certificate Type

Certificate with 1024-bit RSA key

Certificate with 2048-bit RSA key

Certificate with 4096-bit RSA key
Certificate with 1024-bit DSA key

B ww N -
1o

Enter certificate type (press ENTER to return to menu): 1 EI

Enter request file name (press ENTER to return to menu): server.arm E
Enter label (press ENTER to return to menu): ITSO Webserver Cert E
Enter subject name for certificate §

Common name (required): mvs03c.itso.ral.ibm.com

Organizational unit (optional): ITSO

Organization (required): IBM Corp.

City/Locality (optional): Research Triangle Park

State/Province (optional): North Carolina

Country/Region (2 characters - required): US

Enter 1 to specify subject alternate names or 0 to continue: 0
Please wait .....

Certificate request created.

Figure 3-37 Create a certificate request
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In this figure, the numbers correspond to the following actions:
Select option 4- Create new certificate request to create a certificate request.

A Select the key size that you want. Option 1 (1024) is still considered secure at the time of
writing and was selected.

Specify a file name for the certificate request. Later you have to send the contents of this
file to the CA vendor you selected.

[l Enter a label related to this key and certificate.

B Enter the certificate subject name fields. Common Name should be your server’s host
name.

Some Web browsers perform an extra check of the server’s identity by comparing the host
name in the URL with the host name in the Common Name attribute in the certificate. If
they do not match, the browser could issue a warning or deny the connection. Somewhere
within the browser’s preferences, there should be the ability to turn off this
DNS-to-Common Name comparison. As mentioned, this comparison is not part of the
SSL/TLS handshake.

2. Request the certificate from the CA.
After step 1 on page 85, you have three files in addition to the key database:

— A certificate request file (*.arm)
— A stash file (*.sth)
— Arequest file (*.rdb)

Figure 3-38 shows the contents of the certificate request file. This file must be sent to the
CA vendor to be signed. We sent this certificate request to VeriSign.

>cat server.arm

————— BEGIN NEW CERTIFICATE REQUEST-----
MIIBNTCB4AIBADB7MQswCQYDVQQGEwJVUzELMAKGAIUECBMCTKMXDTALBgNVBACT
BENhcnkxGDAWBgNVBAoTDOTCTSBDb3Jwbh3JhdGTvbjEUMBIGAIUECXMLSVRTTyBS
YWxpZ2gxIDAeBgNVBAMTF212czAzYy5pdHNvLnIhbC5pYmOuY29tMFwwDQYJKoZ 1
hvcNAQEBBQADSwAwWSAJBAJaDyGjFOXxIvb3FXm68t66tDQ+dn9B/zLthCS7dc7nor
KT6YpfjnI7duvw/zXXMrrdP99y4olLI1GafHIZqlqAHoOCAWEAAAAAMAOGCSqGSIb3
DQEBBAUAAOEAC70FskVCHrzZXkyoIabNnDdrtt6CHhMKLJIKtIitStFPXZVIMQxPK
1ER2vdsdzpQtIqgTromX2Jf414qmi7gcWA==

————— END NEW CERTIFICATE REQUEST----

Figure 3-38 The content of the certificate request file
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As shown in Figure 3-39, you can copy and paste the contents of the request file into the
VeriSign form. The process should be similar for any other well-known CA vendors, such
as thawte, Entrust, RSA or Equifax.

Enter Certificate Signing Request {CSR)

* Required field

* Select Server Platform: Certificate Signing Request example;
Hummingbird | BEGIN HEN CER TIFICATE REQUEST--

| MICETCC AT AL a3 TEXBgHNVEAMTEH d30/ 22U pe nb izt DN By

| EIAsTEInRIcBDgNDER kg G LIEC IRy V28 F e LIB g WBACT DU e S0 i
I/NET IFZp T oz AR B Blg TC KN hbGImbE uaiiBs Cz AJBIgH BT TAL TS b ¥ JIeZ]
3 : ) bwehd ACKEF hZl amBuehi bHRAdmi a¥NpE 24 r20thFimal 0 IKAE b el AQEBBDAD
Information Builders el Sy SAJEWAN Wb b hibeLSF ] TyP qUE bl gz eh RE e o p TN gt bt

iFrd3Ac0hbk2rHEgiPAET eShel RR ECAwEAAaCT AuMubni gy Bl BB CHin0C AzEh

Foo1LjAuhiESH St EEGCis G 0B gicC ALt itk Sd L dDvn EBdn DIE Al BSD Af

BgHVHSU EGLANBgerBg EE Y12 AgEVBgarB gEF Bl mC BRI 4niBEAS C MwlGAG B

AC B2 BARSOAEDAIQBAH Lbu Bzt 0 AT g BOA S B0 AH LA BuAG ot AEDAH LA,

QB A H AR B HLS QB G g A3 D BT AUAEy A0 dgBp G QAT DB A S A T D 82 T

ity md IGLe D oEupT 0K RSUECHEu S RO S0 Ly MAbC B v Lmb

2R UZZntzHPAC0 M e24R bl AP p A kLB C Yy TleousdinD dezifiye fnoBnlEF eHU Ao Th

hoTp7 PO T TREbKNT draill Trrunit TU UL ph Pttt At A oD QK Thorch A0EF
040 D0ASDhADLK] Cs WD FiRE W idHjOigGgrddt bEF & X P patbhd THSELN redED

PEE modmizAnD dhBY o Z S claBils

-----END B CER TIFICATE REQUEST-----

* Pazte Certificate Signing Request (CSR), obtained from your server:  More Information

————— BEGIN NEW CERTIFICATE REQUEST----—-—
MITBMTCB4ATBADBETMQ=swCQYDVOOGEWIVUzELMAKGRAI UECBMCT KM DTALBgNVBACT
BENhcnkxGDANBGNVBACTDO1CT SEDE3Jwh3ThdGlvbiEUMBIGRIUEC RTTYES
YHxpZ2gxIDAeEgNVEAMTIF212czAzYvSpdENvLOIhbCSpYmOuY2 ScME QY JEoZL
hvcHNAQEBBOADSWwAWSAJBAJaDyGi FOXIvE3FXmb68c66tDR+dnSE/ zLthC57deTnor
ETeYpfinI7duvw/zXXMrrJPo9yv40LIGafHIZglgRHoOCAWEARARAMAOGCSgG5IL3
DOEBBAUAROEAcTOFskVCHrzZXkvoladNnDdrt c6CHRME LIt Ii tStFPXZVIMO=PY
1ERZvdsdzpQtIggTromX2Jf4l4gmd TgocWiA=

————— END NEW CERTIFICATE REQUEST-—-———

What do you plan to usz thiz S5L Certificate for? (optional):
Web Server |

Figure 3-39 Certificate request submit form at VeriSign Web site

After you send a certificate request to an external CA, it can take some time before the
request is processed and the certificate is returned. We used the trial Secure Server ID
from VeriSign to test the IBM HTTP Server for z/OS SSL function in our test environment.
This provides a temporary certificate that is valid for two weeks from the date of issuance.
Because the certificate is temporary, it does not require the extensive checking that a real
certificate would, therefore we received it almost immediately after submitting the
certificate request.
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3. Receive the certificate from the CA.

After receiving a certificate from the CA through e-mail, copy and paste it to a z/OS UNIX
file (other transfer methods are acceptable, as long as they are text-based). As shown in
Figure 3-40, we created a file server.cert and put our certificate into this file.

File Edit Confirm Menu Utilities Compilers Test Help

EDIT /u/takada/sslkey/server.cert Columns 00001 00072

Command ===> Scroll ===> CSR
kkhkkkhk khkkhkkhhkkhhkhkkhkkhhkhkkhkhkkhkkhkxkx Top Of Data

KKKXKAKRKRAXKRARKRAXKhA Xk xhkhkkkhx*%

000001 ----- BEGIN CERTIFICATE-----

000002 MIICJTCCACc8CEA35fK/Qad350FktNSeSsS8wDQYJKoZIhvcNAQEEBQAwgakxFjAU
000003 BgNVBAOTDVZ1cmlTaWduLCBJbmMxRzBFBgNVBASTPnd3dy52ZXJpc21nbi5jb20v
000004 cmVwb3NpdG9yeS9UZXNOQ1BTIETuY29ycC4gQnkgUmVmLiBMaWFiLiBMVEQuMUYw
000005 RAYDVQQLEz1Gb3IgVmVyaVNpZ24gYXV0aG9yaXp1ZCBOZXNOaW5nIG9ubHkuIESv
000006 IGFzc3VyYW53ZXMgKEMpVIMxOTk3MB4XDTk5MDgwNjAWMDAwWMFoXDTk5MDgyMDIz
000007 NTk10VowgYExCzAJBgNVBAYTATVTMRcwFQYDVQQIEw50b3J0aCBDYXJVbGTUYTEN
000008 MAsSGA1UEBxQEQ2FyeTESMBAGAIUEChQJSUJNIENvcnAuMRQwEgYDVQQLFAtJVFNP
000009 IFJhbG1naDEgMB4GA1UEAXQXbXZzMDNJjLm10c28ucmFsLm1ibS5jb20wXDANBgkq
000010 hkiGIwOBAQEFAANLADBIAKEA4P/8r73iWD27VIXWTP112Gg0qcakpxrTaXZ78x/Sr
000011 EMydBymOnxhrRzK21DFbpT1bMImT+juOavImKiUxf19WswIDAQABMAOGCSGSIb3
000012 DQEBBAUAAOEAr20tpJvdpN4NcR6Lzx3eBGUZ4VtwtwkvKeU2AUBN9/JIXOMGS2r+m
000013 IckUeud+pRF+cHZY8uLjL1hA+cOBux4RKA==

000014 ----- END CERTIFICATE-----

Rk R I R R Rk R R R R R R R Rk R R R R Bottom Of Data

KhkAkXKkAXkkkhhkkhkhhkhkhkkhkhkkhkhrkhkhkk*

Fl=Help F2=Split F3=Exit F5=Rfind F6=Rchange F7=Up
F8=Down F9=Swap F10=Left F11=Right F12=Cancel

Figure 3-40 The content of the server certificate issued by the trusted CA

Because the gskkyman utility accepts only z/OS UNIX files, you have to create a z/OS
UNIX file for your certificate.

4. Import the CA-signed personal server certificate into the key database.

Note: If your CA vendor requires an intermediate certificate, you should obtain one.
The intermediate might have been delivered through an e-mail, or you might need to go
to the vendor’'s Web site to cut and paste the certificate into an HFS file (as described in
step 3).

From the gskkyman main menu, you can use option 7 - Import a certificate, to add an
intermediate certificate.
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Figure 3-41 shows gskkyman being used to import the certificate into your key database.

Key Management Menu
Database: /u/cs08/matt.kdb

- Manage keys and certificates

- Manage certificates

- Manage certificate requests

- Create new certificate request

- Receive requested certificate or a renewal certificate
Create a self-signed certificate

- Import a certificate

- Import a certificate and a private key
- Show the default key

- Store database password

- Show database record Tength

— O W00 NOOL B WN —
1

—_ =

0

Exit program

Enter option number (press ENTER to return to previous menu): 5 !

Enter certificate file name (press ENTER to return to menu): server.cert E
Certificate received.

Press ENTER to continue.

Figure 3-41 Store the server certificate into the key database

Open the key database (refer to Figure 3-24 on page 71 for an example).

Select option 5 - Receive requested certificate or renewal certificate to store your
server (user) certificate file.

A Specify your server certificate file created in Figure 3-40 on page 88.

You should set this certificate as the default. Refer to Figure 3-26 on page 73 for an example
of setting a default certificate.

Note: If the server supports AT-TLS, the default certificate is not the only choice for
sending to the client. Another certificate (non-default) can be specified within the AT-TLS
configuration for this server, and sent to the client to identify this server.

External CA-signed client authentication, RACDCERT procedure

The procedure for a client to request a CA-signed user (personal) certificate is dependent on
the type of client software being used. Most SSL/TLS-enabled clients will have a method to
create a file with a certificate request for submission to a CA.
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A client user certificate, in addition to being stored in the client’s key database, must be added
to RACF and associated with the appropriate RACF user ID using the RACDCERT
ID(clients-user ID) ADD command. The client certificate’s CA must be connected to the
server's RACF key ring using RACDCERT ID(servers-user ID) CONNECT.

Here is the basic procedure to follow:

1. Generate a certificate request at the client.

Clients have different ways to generate a certificate request from an external CA. For this
example, we will be requesting a client certificate for a personal communications
(TN3270) client such as IBM Personal Communications (PComm). Figure 3-42 shows the
PComm window to request a certificate.

¥{1BM Key Management - [C:Program Files',Pei oy || 3
'] .
D= R
DB-Type:  Please provide the following:
File Mame Hewv Label |TN32TD Client cetificate request wokstation m238pdyk |
— KeySize 1024 «
Common Hame m238pdyk |
Persona | = | i
Organization |IBru1 Corporation |
* TN327  Organization Unit (optional) TS0 |
Locality {optional) |Raleigh | ——
State/Province  {optionaly [NC 4
Zipcode {optionaly prt...
Country us =
juest...
Enter the name of a file in which to store the certificate request:
CAProgram Files\Personal Communications\privatelcerdreg.arm " Browse... |
Ok || Reset || cancel || Hew | |
ned...
| Extract Certificate... |

Figure 3-42 Using a client to request a certificate

Figure 3-43 illustrates an example of the certificate request file that is created.

----- BEGIN NEW CERTIFICATE REQUEST-----
MIIBgDCCARECAQAwaDELMAKGAIUEBhMCVVMxCzAJBgNVBAgTAk5DMRAWDgYDVQQH
EwdSYWx1aWdoMRgwFgYDVQQKEw9JQk0gQ29ycG9yYXRpb24xDTALBgNVBASTBETU
UO8XETAPBgNVBAMTCGOyMzhwNHT rMIGfMAOGCSqGSIb3DQEBAQUAA4AGNADCB1 QKB
gQC81RfEwW/spXrdZY/eSES6kFkrI+BvO11VhYQ+X/+1gsA/Bbb85e75hsPAHU/+q
xeDC2JDgdrjPIChbwxbOMRofxwYhSpu51grQJIYYMehbWImz9BvF3V+I8SV2fp+A
uPXtjw17cTC1tNO+mbBn1xgYVDaygOgkh8Xh1M4QMderIwIDAQABOAAWDQYJIKoZ1
hvcNAQEEBQADgYEAHdJbb3R317a2WJgQKn1+TdbedxX9D8bdufXfzwCRckLgBPNi
kVeh6Hg5z+UelLX70+Cr3TsPmYJHAXZYQCNATCSHIRj 1p5XC50VDrckEG/RpVLVTO
36Y2fYOT4f86s0y8L2RwhRSm3V2mC5vG9Jdj1B1IMS2hkQ13ZWFkYrFMvwczo=
----- END NEW CERTIFICATE REQUEST-----

Figure 3-43 Certificate request generated by client for external CA
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2. Send the certificate request to the vendor CA.

You e-mail the certificate request output from the client, either by using cut and paste, or
as an attachment. The CA might take some time to generate and send the certificate and
private key back to you.

3. Receive the certificate from the CA.

Depending on the CA, you might have to go to a secure Web site to download your client
certificate and key, or it might be sent to you in a secure e-mail. Whatever method is
chosen, you must end up with a file, probably in PKCS #12 format, which contains both a
digital certificate and a private key. This file will be password-protected.

4. Import the client certificate (and private key) into the client key database.

In step 3, the certificate and key were received and detached into a workstation file. That
certificate and key must now be imported into your client’s key database. As an example,
we show how to import the client certificate and key into the PComm key database.

First, start the Certificate Management utility. Click Start — Programs —
IBM-Personal-Communications — Utilities — Certificate Management.

Open the PComm key database and enter the password (the default installation password
is PCOMM).

After starting the IBM Certificate Management utility, you should see something similar to
the example illustrated in Figure 3-13 on page 60.

Just below the heading Key database content, there is a drop-down box that contains the
text Signer Certificates; the certificates listed are the CA certificates. Click the
drop-down box, and select Personal Certificates. You will then be presented with a list of
personal certificates. If you have never imported any, the list will be blank.

Click Import and select the certificate file that you exported in step 1, and click OK. You
are asked for a password, which was provided by your CA.
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Figure 3-44 shows the window after you have imported the key/certificate into the key
database. The file received from the CA can contain the client certificate as well as all
intermediate certificates, up to and including the root signer’s certificate. The import
function might have added several certificates to the client key database, one in the
Personal Certificates section and one or more in the Signer Certificates section, as
indicated in the informational window.

B{ 1BM Key Management - [C:* am Fi [l 3]
Key Database File Create Yiew Help
=] o
DR
Key database information
DE-Type: |(CMS key database file
File Hame: |CiProgram Files\Personal CommunicationsiprivatelPeommClientkeyDhb.kdhb
Key database content
Personal Certificates - | Receive..
Te2bh3e5-6979-11d6-gc580-4 LTI |
il Mew trusted Signer Cerificates have heen added:
& Personal Freemail REA 2000.2.30
| Import...
OK
Hew Self-Signed...

Figure 3-44 Personal Communications certificate dialog after importing a client certificate and key

5. This step might not need to be performed at all. Your well-known CA vendor should
already have the signer root CA certificate in the certificate repository that is shipped by
IBM; that is the definition of a well-known CA.

Consequently, there two possible variations of this step:

— If your CA vendor has provided you with the issuer's and subject’s DN of the root CA,
then compare your root CAs DNs against the list found in Appendix C of z/OS Security
Server RACF Security Administrator's Guide, SA22-7683. Scan for a certificate label
that sounds like your root CA. Then, check the DNs of that certificate for an exact
match.

You should find your vendor’s root CA certificate listed. If you do, the next step is to
issue a RACDCERT CERTAUTH ALTER (LABEL(‘labelname’)) TRUST to change this
certificate to a status of trusted. Then, issue RACDCERT ID(userlID)
CONNECT(CERTAUTH LABEL(‘labelname’) RING(serverringname) to connect the
certificate to your server’s key ring. Remember that server authentication must be set
up first, so you should already have completed the steps described earlier to establish
an RACF key ring.

— If you did not find your root CA among those supported by RACF, then export the client
root CA certificate to a workstation file and import it into RACF. We explain how to
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perform this task in step 2 through step 5 of “Self-signed client authentication,
RACDCERT procedure” on page 66.

External CA-signed client authentication, gskkyman procedure

The basic procedure to follow for gskkyman is the same as that described in “External
CA-signed client authentication, RACDCERT procedure” on page 89:

1.

ok~ 0N

Generate a certificate request at the client.

Send the certificate request to the CA.

Receive the client certificate from the CA.

Import the certificate into the client’s key database.
Again, this step has two possible variations:

— If your root CA is already in the gskkyman database, then from the gskkyman main menu,
select 2 - Manage certificates. Page through the list (using the enter key) looking for a
label that looks like your root CA. Select that certificate’s number and check the DNs
against your root CA’s DNs.

If you find a match, you do not need to do anything further. Root CAs are automatically
connected and trusted in a gskkyman environment.

— If you do not find your vendor’s root CA, then import the root CA following the example
found in Figure 3-31 on page 78.
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Part 3

Policy-based
networking

For as long as Information Technology (IT) components have been shared, we have needed
to make (and enforce) choices as to who is allowed to access specific IT applications, and
which applications get priority over others.

Historically, such choices have been implemented individually for each component; for
example:

» Setting up application access and task priorities in each computer system (such as using
ftp.data and telnetglobals for security-specific configuration of File Transfer Protocol (FTP)
and Telnet, respectively)

» Defining network traffic priorities in each piece of network equipment

Ultimately, however, those application and traffic decisions must be determined by business
priorities, also called business policies.

As the complexity of IT environments has increased, it has become increasingly difficult to
configure each system and network component individually, and yet still ensure that the
overall system usage (and especially the network) matches the required business policies.
Consequently, policy-based networking has emerged as a standards-based approach for
defining policies in one place and applying them broadly across the entire IT environment.

In this part, we discuss the z/OS Communications Server Policy Agent (Chapter 4, “Policy
Agent” on page 99) and its use in defining:

Quality of Service

IP filtering

IP security

Network Address Translation traversal support
Intrusion Detection Services

Policy-based routing

yVyVYyVvYVvYyyYy
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IBM Configuration Assistant for zZ0OS Communications Server is provided to assist with
configuration of the following zZOS Communications Server TCP/IP functions:

Network Security Services (NSS)

Quality of Service (QoS)

IP filtering

IP Security (IPSec)

Network Address Translation (NAT) traversal support
Application Transparent TLS (AT-TLS)

Intrusion Detection Services (IDS)

Policy Based Routing (PBR)

vVVyVYyVYVYYVYYyVvYYyY

The IBM Configuration Assistant GUI replaces the GUIs that were previously provided as
Web downloads for configuring the following functions:

» zQoS Manager for configuring QoS
» zIDS Manager for configuring IDS
» Network Configuration Assistant for configuring AT-TLS and IPSec

Configuration files created by these previously existing GUIs can be imported into the
IBM Configuration Assistant GUI, which makes migration easy.

The IBM Configuration Assistant GUI is presented in a stack-oriented manner, rather than in a
functional- or technology-oriented manner. The stack-oriented manner provides a view of
what is being configured in each image, as shown here.

File Edit Perspective Help

Main Perspective

_ﬂi —
2/05 Imaged ﬁ}/‘f
54 Image-5C30 [ -
@ Stack-TCPIRA E &

4 Image - 5C3 sy

4 Image - 5C32
P Stack - TCPIPC 2/05 Communication Server technologies

= | Select the technology pou want to configure and click Configure
L@ Stack - TCRIPD

Technology Description

AT-TLS Application Transparent - Transport Layer Security
IPSec IP Security

DS Intrusion D etection Services

M55 Metwork Security Services

QoS Qualty of Service

FER Folicy Based Routing

Work with settings for 2/05 Images

Add a New 2/05 Image. ..

To work with a specific 205 Image or TCPAP Stack, select the 2/05 Image or TCP/IP Stack from the Mavigation Tree.

[ Save ][ Exit H Help ]

To provide this view, the IBM Configuration Assistant GUI is enhanced to combine the
configuration data of the policy-based TCP/IP functions (technologies) into a single
configuration file. One or more of the TCP/IP functions can be configured for one or more
TCP/IP stacks; all of the configuration data is kept together in a single configuration file.

The IBM Configuration Assistant GUI provides an internal function to look for configuration
problems within a single technology, and now it also checks configuration errors and
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inconsistencies across multiple technologies. Additionally, the management of the
configuration data files has been extended. Configuration data files can be kept on the local
workstation file system, or they can be kept on a remote host (z/OS) system (as either a UNIX
System Services file or MVS data set).

To download the GUI and for additional information, see the IBM Communications Server
product support Web site:

http://www.ibm.com/software/network/commserver/zos/support/

Centralizing Security Services

As dependence on digital data at rest and data in transit grows, it becomes increasingly
important to secure that data from the dangers that threaten it. This means being able to
respond in the affirmative to the following questions:

» Are the users of the data being authenticated?
» Are only the users with a right to know being granted access to the data?

» Is the data being kept away from unauthorized users, either through access authorization
techniques or through privacy protection techniques like encryption or masking?

» Are intruders being prevented from altering the data and corrupting its integrity?

» Are the systems at which the data is processed or stored protected from denial of service
so that authorized access to the data is not impinged upon?

Security breaches of any kind on data, on the systems that process the data, and on the
devices and networks that store and transport the data impose increasing risk on users and
businesses as this dependence on the data increases. The impacts of these risks manifest
themselves in damage to economic outcomes and reputations:

» Decline in value of savings, profits, investments
» Rise in fines, lawsuits, bankruptcies
» Lowering of credit scores, trust, consumer confidence, market share

Historically, security has been addressed on a platform-by-platform basis, with each
application and platform implementing its own brand of authentication, access control,
confidentiality, data integrity, non-repudiation, and governance. However, over time IT
environments have grown in complexity, with the costs to maintain them soaring. A large
contributor to these growing financial outlays has been the security management arena.

Methods and technologies have emerged to streamline security management costs, including
the introduction of:

» Model definitions to simplify the scaling of security definitions to fit a growing environment
and user base

» GUIs to reduce the complexity of creating the definitions to provide security

» Shared security databases, as with RACF, to reduce the amount of administrative activity
necessary to control definitions on multiple platforms

» LDAP to centralize the repository of policy definitions, including security policies

» The Public Key Infrastructure (PKI) from IBM to manage security certificates within the
corporation instead of purchasing the services from entities outside the corporate entity

» Kerberos to centralize the issuing of passtickets for access to kerberized applications on
any platform
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Of course, many other examples could be cited. Although many architects view centralization

of security as a means to lower overall IT costs, in fact centralization should also be viewed as

a security mechanism itself. Note how shared security databases, LDAP, PKI, and even

Kerberos are examples of centralized security technologies. With centralization of security we

can:

» Reduce the number of personnel requiring specialized, platform-specific security skills
scattered throughout the network.

» Reduce the administrative overhead of managing separate sets of definitions.

» Store and manage security definitions at a single node that lies in an extremely secure
part of the network. Such centralization can locate the definitions in a secure zone thus
protecting the security data itself from intentional and accidental violations.

In this part of the book, we introduce technologies that rely on centralization of security for
multiple platforms and, in some cases, disparate platforms. The following chapters illustrate
the implementation and benefits of centralized security technologies in zZOS Communications
Server:

» Chapter 5, “Central Policy Server” on page 133
» Chapter 9, “Network Security Services for IPSec Clients” on page 299
» Chapter 10, “Network Security Server for DataPower appliances” on page 417
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Policy Agent

The Policy Agent (PAGENT) is a component within server platforms that is responsible for
implementing policy decisions. This chapter focuses on the z/ OS Communications Server
Policy Agent and its related security functions. Policy Agent enforces a set of rules and
policies that dictate how users, applications, and organizations can access and use IT
resources. We show how policy-based networking introduces a centralized policy storage
approach, and how it interacts with other security functions.

We discuss the following topics in this chapter.

Section Topics

4.1, “Policy Agent description” on Using Policy Agent as a central repository for policies.

page 100 Basic concepts of the Policy Agent.

4.2, “Implementing PAGENT on Basic Policy Agent installation.

z/OS” on page 107

4.3, “The IBM Configuration Explains how to install and use IBM Configuration Assistant for
Assistant for zZOS Communication | z/OS Communication Server to generate the Policy Agent
Server’ on page 119 Configuration files

4.4, “Backup and migration Finer points of migrating from one release of Policy Agent to a
considerations” on page 123 newer release, and of merging separate policy files.

4.5, “Setting up the Traffic Setting up Traffic Regulation Management Daemon (TRMD) to

Regulation Management Daemon” | work in conjunction with Intrusion Detection Services (IDS) to
on page 130 handle Policy Agent messages.
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4.1 Policy Agent description

As illustrated in Figure 4-1, the z/OS Communications Server PAGENT implements
policy-based networking for the z/OS environment.

=== | ZOSUNIX
——te or MVS
— Files
Policy
Manager

b\

PAGENT
%

2/0S Policies

Communications Server

Figure 4-1 Policy-based networking and PAGENT

Policy definitions are usually contained in local configuration flat files. Alternatively, some
policy types can be stored in an LDAP server. The policies are used to control network
security, traffic prioritization, bandwidth management, network behavior, and resource
balancing for the z/OS environment. The Policy Agent reads these configuration files, parses
the policies, and stores the policy definitions in the TCP/IP stack. The policies are then acted
on by a TCP/IP stack.

Important: The current release of PAGENT allows policies to be read from configuration
files, a Lightweight Directory Access Protocol (LDAP) server, or both. With the availability
of a centralized policy server on z/OS through distributed policy services, LDAP is no
longer the only way to maintain a central repository for policies. We therefore recommend
using flat text files for building networking policies.

As a result, in our test environment, we exclusively used the IBM Configuration Assistant
for z/OS Communications Server GUI to create flat file text configuration files.

The policies that PAGENT supports are discussed in detail in the following chapters:

Chapter 6, “Quality of Service” on page 177

Chapter 7, “IP filtering” on page 195

Chapter 8, “IP Security” on page 227

Chapter 11, “Network Address Translation traversal support” on page 501
Chapter 12, “Application Transparent Transport Layer Security” on page 517
Chapter 13, “Intrusion Detection Services” on page 547

Chapter 15, “Policy-based routing” on page 601

VVYyVYVYVYYVYY
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4.1.1 Basic concepts

Architecturally, policy-based networking typically involves the following components:
» Policy management service

A GUI for specifying, editing, and administering policies, such as the new IBM
Configuration Assistant.

» Policy repository
A place to store and retrieve policy information, such as a configuration file.
» Policy decision point (PDP)

A resource manager or policy server that is responsible for handling events and making
decisions based on those events, and updating the Policy Enforcement Point
configurations appropriately. PAGENT is our PDP, as shown in Figure 4-2.

» Policy enforcement point (PEP)

A PEP exists in network nodes such as routers, firewalls, and hosts. It enforces the
policies based on the “if condition then action” rule sets it has received from the PDP. In
Figure 4-2, the TCP/IP stack serves as our PEP.
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Figure 4-2 Policy system model
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Where and how we define policies
Policies are defined in the Policy Agent configuration file, as shown in Figure 4-3. Keep policy
names unique, because policy objects with duplicate names run the risk of being deleted by
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Figure 4-3 Configuring Policy Agent

The following PAGENT policies can be stored in a configuration text file format:

Quality of Service (QoS)
IDS

IP filtering

Application Transparent TLS (AT-TLS)
Sysplex Distributor

Policy-based routing
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Figure 4-4 show the components involved in the networking policies of zZOS Communications
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Figure 4-4 Full Policy Agent implementation on z/OS
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Table 4-1 shows the policy types that are used by the TCP/IP stack. Some of the necessary
address spaces for these policies can be shared by multiple TCP/IP stacks. Other address

spaces are unique to a particular stack. In the table, R means required for use of the policy
type and O means optional.

Table 4-1 Address spaces for Policy Agent

Shared by multiple TCP/IP stacks in an LPAR Unique to a particular TCP/IP stack
Policy type PAGENT | NSSD? | IKED | RSVPD | SYSLOGD | TRMDA NSLAPM2A | TRMDB | NSLAPM2B
QoS R o] R R o] R o]
IDS R R R R
AT-TLS R R R R
IPSec filters R R R R
IPSec static R R R R
VPNs
IPSecdynamic | R (0] R R R R
VPNs
PBR R R R R

a. NSSD is actually shared by all stacks in all LPARs in the NSSD domain (which could be a sysplex or span a multiple sysplex
environment).

To aid in setting up policies, we recommend using the IBM Configuration Assistant for z/OS
Communications Server. It can build the configuration flat files for QoS, IDS, AT-TLS, IPSec,
and Policy-based routing (PBR) policies, as shown in Table 4-2.

Table 4-2 Configuration methods for Policy Agent files

Configuration and policy definitions | Manual edit (ISPF) | IBM Configuration Assistant
Policy Agent configuration file Yes No
Syslogd configuration file Yes No
IKED configuration file Yes Yes
NSSD configuration file Yes Yes
RSVPD configuration file Yes No
QoS policy file Yes Yes
IDS policy file Yes Yes
AT-TLS policy file Yes Yes
IPSec policy file Yes Yes
PBR policy file Yes Yes

Table 4-2 also shows that the same policy files can be built using a manual edit. When you
examine the listing of configuration files for Policy Agent and its policy types, you see that
several of the files must be configured using manual edit: the Policy Agent, SyslogD, and
RSVPD configuration files. The remaining two files, the IKED and NSSD configuration files,
can be defined using either the manual edit process or the IBM Configuration Assistant.
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We recommend using the IBM Configuration Assistant GUI whenever possible to avoid
syntax errors that can occur with manual editing. There is also a “health check” feature in the
GUI that can even detect many of the logic errors that you might introduce when building
policies.

This GUI is available for download from the Web at:

http://www-1.ibm.com/support/docview.wss?rs=852&context=SSSN3L&dc=D400&uid=swg2401
3160&1oc=en_US&cs=UTF-8&lang=en

4.1.2 The policy model

Service policies consist of policy rules and policy actions. When the policy rule is true, one set
of actions is initiated. When the policy rule is false, a different set of actions is initiated. The
policy rule is the condition. Conditions can involve both time specifications and traffic filters;
however, if both are used, then both have to match in order for the condition to be true. The
policy action is the action to be performed. To learn more about Policy Agent rules, refer to
z/0OS Communications Server: IP Configuration Guide, SC31-8775.

Example of a policy rule and action statement

The example policy definition in Figure 4-5 causes the stack to discard all Telnet requests
from subnet 10.12.4.224 to 10.12.4.254 on Port 23. Note how we have restricted the range to
a single port (23), although there might be other Telnet servers at other ports available on the
IP stack, including a UNIX Telnet server. It might not be important to block access to those
Telnet servers, because you have other security mechanisms in place for them. However, if it
is critical to inhibit all attempts to reach any Telnet server on the z/OS systems, you need to
include a policy rule for each of them. Policy Agent blocking is not meant to be a replacement
for firewall filtering. PAGENT should be considered only as a second or third line of defense
for certain types of actions.

Rules that intend to block traffic apply to both inbound and outbound traffic, whether or not the
traffic originates at the zZOS Communications Server TCP/IP.

For actions specifying a permission of blocked, TCP traffic is handled differently from UDP or
RAW traffic, depending on whether the connection request is inbound or outbound. When an
inbound request is received, an inbound rule is checked to see if the SYN should be
accepted. If it is, then the outbound rule is checked to see if the connection is allowed. If both
the inbound and outbound rules indicate that it is all right to accept the connection, then a
TCP connection control block (TCB) is built. Any other QoS rules (for example, TOS settings
or similar) can now be applied to the outbound connection. If the inbound rule permits the
connection but the outbound connection does not, the TCB is not built and the connection
request is rejected.

If an outbound TCP SYN request is generated and there is no outbound blocking rule in
effect, the TCB is created and any outbound QoS rules are applied. Inbound blocking rules
are ignored. When the SYN/ACK arrives back at the z/0OS Communications Server IP server,
a TCB with an assigned outbound QoS already exists, and there is no further checking to see
if an inbound blocking rule is in effect.

With a flat file policy definition, the source indicates the source of the data flow, and the
destination signifies the target of the data traffic. Therefore, in some cases the source is z/OS
Communications Server IP and in others, the source is the remote host.
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10.40.1.230 {
|} Permission Blocked # Do not permit inbound telnet
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PolicyRule telnetin-block23

{
DestinationPortRange 23 23

TN3270 10.40.1.230 SourceAddressRange 10.12.4.224 10.12.4.254
policyactionreference telnet-block

m, /

Figure 4-5 Policy rule and action statement

The TCP/IP stack receives policies from the following two sources:
» Policy Agent, which usually has its policies stored in a flat file

» The PROFILE.TCPIP statements
— IPCONFIG IPSECURITY SOURCEVIPA
— IPSEC
— ipsec rules
— ENDIPSEC

If using the PROFILE.TCPIP statements without Policy Agent IPSec policies, note the
following considerations:

» The IPSEC/ENDIPSEC block statement is ignored, if IPSECURITY is not specified on the
IPCONFIG statement.

» Only one IPSEC/ENDIPSEC block statement block should appear in the profile. Any
subsequent statement blocks are ignored.

» If you code IPCONFIG IPSECURITY with no IPSEC/ENDIPSEC block statement, only
local traffic will flow through the stack (that is, loopback addresses).

» When using the default filter policy statements in the PROFILE.TCPIP, you can choose to
permit local and routed traffic using the parameter ROUTING on the IPSECRULE and
IPSEC6RULE statements. The options can be as follows:

— LOCAL, indicating that this rule applies to packets destined for this stack
— ROUTED, indicating the rule applies only to packets being forwarded by this stack
— EITHER, indicating the rule applies to forwarded and non-forwarded packets

Note: TCP/IP does not use both sets of policies simultaneously. It uses the IPSEC policies
from the profile when PAGENT is not active, and swaps to the PAGENT policies when
PAGENT is active.

PAGENT installs two default policy rules that deny all inbound and outbound traffic. When
using only the default policies, you can display their contents from the UNIX shell using the
ipsec -f display command, as shown in Example 4-1.

Example 4-1 The ipsec -f display command showing the applied default policies

CS ipsec Stack Name: TCPIPA Mon Nov 3 16:36:17 2008
Primary: Filter Function: Display Format: Detail
Source: Stack Profile Scope: Current TotAvail: 2
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Logging: On
NatKeepAlive: 0

Defensive Mode: Inactive

FilterName:

FilterNameExtension:

Type:
DefensiveType:
State:

Action:

Scope:
Direction:

Logging:
Protocol:

ProtocolGranularity:

SourceAddress:
DestAddress:
CreateTime:

UpdateTime:
DiscardAction:

Predecap: Off DVIPSec:

SYSDEFAULTDENYRULE
1

Generic
n/a
Active
Deny
Both
Outbound

None
ATl

Packet
0.0.0.0

0.0.0.0
2008/11/03 16:06:34

2008/11/03 16:06:34
Silent

No

In this example, the number corresponds to the following information:

The Scope statement shows how the Routing parameter has been configured.

Example 4-2 shows a rule to permit only local traffic for port 21 and a rule to permit only

routed IPV4 traffic (only the relevant fields are shown).

Example 4-2 The psec -f display command showing a rule with the Routing Local statement applied

CS ipsec Stack Name: TCPIPA Mon Nov 3 23:34:43 2008

Primary: Filter Function: Display Format: Detail
Source:  Stack Profile  Scope: Current TotAvail: 4
Logging: On Predecap: Off DVIPSec: No

NatKeepAlive: 0
Defensive Mode: Inactive
FilterName: SYSDEFAULTRULE.1

State: Active

Action: Permit
Scope: Local
SourcePort: 21

FilterName: SYSDEFAULTRULE.?2

State: Active

Action: Permit
Scope: Routed
Direction: Outbound
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Protocol: ATl
SourceAddress: 0.0.0.0
DestAddress: 0.0.0.0

Important: When dealing with policies that deny all traffic, it is imperative to permit traffic
to some essential services

The services listed in Table 4-3 must be available to the stack.

Table 4-3 Stack services

Service Direction Source port Destination port | Protocol
Resolver Outbound 53 Any TCP or UDP
Resolver Inbound 53 Any TCP or UDP
Omproute - Outbound 520 520 UDP

RIPV1

Omproute - Inbound 520 520 UbP

RIPV1

Omproute - Outbound 520 520 UDP and IGMP
RIPV2

Omproute Inbound 520 520 UDP and IGMP
Omproute - Outbound IP and IGMP
OSPF

Omproute - Inbound IP and IGMP
OSPF

Even though not listed under essential services, PING using protocol Internet Control
Message Protocol (ICMP) can be useful during problem determination.

4.2 Implementing PAGENT on z/0S

The PAGENT runs as a UNIX process. As such, it can be started either from the UNIX
System Services shell or as a started task. In our environment, we used a started task
procedure to start Policy Agent.

4.2.1 Starting PAGENT as started task

You can find the sample started task procedure for PAGENT in
TCPIP.SEZAINST(EZAPAGSP). We used the PAGENT started task procedure shown in
Example 4-3 on our system.

Example 4-3 PAGENT started task procedure

//PAGENT  PROC

/1

//PAGENT  EXEC PGM=PAGENT,REGION=0K,TIME=NOLIMIT,

// PARM="'POSIX(ON) ALL31(ON) ENVAR(" CEE_ENVFILE=DD:STDENV")/'
/1*

//* For information on the above environment variables, refer to the
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//* 1P CONFIGURATION GUIDE. Other environment variables can also be
//* specified via STDENV.

/1*

//STDENV DD PATH='/etc/pagent.sc30.env',PATHOPTS=(ORDONLY)f

/1*

//* Output written to stdout and stderr goes to the data set or
//* file specified with SYSPRINT or SYSOUT, respectively. But

//* normally, PAGENT doesn't write output to stdout or stderr.

//* Instead, output is written to the log file, which is specified
//* by the PAGENT_LOG_FILE environment variable, and defaults to
//* /tmp/pagent.log. When the -d parameter is specified, however,
//* output is also written to stdout.

/1*

//SYSPRINT DD SYSQUT=*

//SYSOUT DD SYSQUT=*

/1*

//CEEDUMP DD SYSOUT=*,DCB=(RECFM=FB,LRECL=132,BLKSIZE=132)

In this example, the number corresponds to the following information:

You can use environment variables either configured in an IBM MVS data set or z/OS
UNIX file specified by the STDENV DD to run with the required configuration. We
configured our environment variables in a z/OS UNIX file, /etc/pagent.sc30.env, as
shown in Example 4-4.

Note: Ensure that the z/OS UNIX file pointed to by STDENV, and the files contained in this
STDENV file have the correct permission bits set to allow PAGENT access to these files.

Example 4-4 STDENV data set contents

LIBPATH=/T11ib:/usr/1ib:/usr/1pp/1dapclient/1ib:.
PAGENT_CONFIG_FILE=/SC30/etc/pagent.sc30.conf @
PAGENT LOG_FILE=/SC30/tmp/pagent.sc30.10g
PAGENT LOG_FILE_CONTROL=300,3
_BPXK_SETIBMOPT_TRANSPORT=TCPIPA

TZ=EST5EDT

We configured the following environment variables for the Policy Agent:

il LIBPATH enables PAGENT to search the dynamic link libraries needed to act as an LDAP
client.

P PAGENT_CONFIG_FILE specifies the specific PAGENT configuration file to use.
PAGENT_LOG_FILE specifies the log file name used by PAGENT.

[W PAGENT_LOG_FILE_CONTROL defines the number of PAGENT log files and their size in
kilobytes. In our case, we requested three log files, each 300 KB in size. These are used in
a round-robin fashion.

To configure PAGENT to use SYSLOGD to log messages, you can define
PAGENT_LOG_FILE=SYSLOGD. In this case, PAGENT_LOG_FILE_CONTROL has no
meaning.

In our case, although we do not have the RESOLVER_CONFIG variable configured, PAGENT
establishes an affinity to the proper TCP/IP stack through
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BPXK_SETIBMOPT_TRANSPORT=TCPIPA. The Tcpimage statement in the Policy Agent
configuration file also determines to which TCP/IP stack PAGENT will install policies.

For the Policy Agent to run in your local time zone, you might have to specify the time zone in
your working location using the TZ environment variable, even if you have the TZ environment
variable configured in /etc/profile.

An alternative to this procedure is to insert a time zone variable into the CEEPRM member of
SYS1.PARMLIB. This sets a common time zone for nearly all UNIX processes without having
to code the TZ variable individually for each process.

Note: Most z/OS UNIX applications that start as MVS started tasks cannot use
environment variables that are configured in /etc/profile.

Before we started PAGENT, we defined it with the correct security authorizations, as
described next.

Defining the security product authorization for PAGENT

Because the PAGENT can affect system operation significantly, security product authority (for
example, RACF) is required to start the Policy Agent from a z/OS procedure library.

To set up the security definitions for PAGENT, perform the following steps:

Define the PAGENT started task to RACF.

Define a user ID for the PAGENT started task.

Associate this user ID with the PAGENT started task.

Give authorized users access to start and stop PAGENT.
Restrict access to the pasearch command to authorized users.
Set up TTLS Stack Initialization access control.

ook wN~

Define the PAGENT started task to RACF

To set up a started task, you have to define a profile for it in the resource class called
STARTED. First, you have to activate this class if it is not already active. This resource class is
RACLISted so that the profiles are kept in RACF data space for improved performance. It is
also defined as a GENERIC class to allow generic profiles to be created in this class for more
efficient searches.

In most installations, this might already have been done; therefore, you might not have to
issue commands to define the STARTED class RACLIST and GENERIC. We simply mention
it here for completeness.

You must specify two qualifiers for the profile names in STARTED class. We defined
PAGENT.*, and then we refreshed RACLIST and GENLIST to update the in-storage profiles
with this new information. Example 4-5 shows the RACF commands for this.

Example 4-5 Define the PAGENT started task to RACF

SETROPTS CLASSACT(STARTED)
SETROPTS RACLIST(STARTED)

SETROPTS GENERIC(STARTED)

RDEFINE STARTED PAGENT.*
SETROPTS RACLIST(STARTED) REFRESH
SETROPTS GENERIC(STARTED) REFRESH
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Define a user ID for the PAGENT started task
We defined a PAGENT user ID with default group TCPGRP and with an OMVS segment.

This user ID has to be defined with UID=0. But only one user ID can have UID=0 in the
system, and it is normally already assigned to user BPXROOT in most installations.
Therefore, you have use the SHARED parameter in the definition. A home directory is also
assigned to this user ID. Example 4-6 shows the command that we used.

Example 4-6 Define a user ID for the PAGENT started task

ADDUSER PAGENT DFLTGRP(TCPGRP) OMVS(UID(0) SHARED HOME('/'))

Associate this user ID with the PAGENT started task

We used the RALTER command to associate the PAGENT user ID and its group TCPGRP to
the PAGENT started task. RACF stores this information in the STDATA field of the profile.
Example 4-7 shows the command that we used.

Example 4-7 Associate user ID with the PAGENT started task

RALTER STARTED PAGENT.* STDATA(USER(PAGENT) GROUP(TCPGRP))

Give authorized users access to start and stop PAGENT

To control which users can start PAGENT and thus reduce the risk of an unauthorized user
starting and affecting policy-based networking, we define a profile named
MVS.SERVMGR.PAGENT in resource class OPERCMDS and give authorized users access
to this facility. Activate the OPERCMDS class and RACLIST it, if not already done in your
installation. Example 4-8 shows the commands that we used.

Example 4-8 Give authorized users access to start and stop PAGENT

SETROPTS CLASSACT (OPERCMDS)

SETROPTS RACLIST (OPERCMDS)

RDEFINE OPERCMDS (MVS.SERVMGR.PAGENT) UACC(NONE)

PERMIT MVS.SERVMGR.PAGENT CLASS (OPERCMDS) ACCESS (CONTROL) ID(PAGENT,CS01,CS02)
SETROPTS RACLIST(OPERCMDS) REFRESH

Restrict access to the pasearch command to authorized users

The pasearch command is used to obtain details of the security policies on your system. This
is a very sensitive command and needs to be protected. The profile to protect this resource is
of the form EZB.PAGENT.sysname.tcpprocname.*, where:

EZB Constant

PAGENT Constant for this resource type
syshame The system name
tcpprocname The TCP/IP proc name

For all policy type options

The profile is defined in the SERVAUTH class. Example 4-9 shows the commands that we
used.

Example 4-9 Restrict access to the pasearch command to authorized users

RDEFINE SERVAUTH EZB.PAGENT.SC30.TCPIPA.* UACC(NONE)

PERMIT  EZB.PAGENT.SC30.TCPIPA.* CLASS(SERVAUTH) ID(PAGENT,CS01,CS02)
ACCESS (READ)

SETROPTS GENERIC(SERVAUTH) REFRESH
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Set up TTLS Stack Initialization access control

If you are using Application Transparent Transport Layer Security (AT-TLS), z/OS will not allow
any socket-based applications to start before PAGENT is up and running so as to make sure
that all the security policies are enforced. But some essential applications need to start before
PAGENT.

To allow this, you have to define a resource profile EZB.INITSTACK.sysname.tcpprochame in
the SERVAUTH class. The resource name consists of the following parts:

EZB Constant

INITSTACK Constant for this resource type
syshame The system name
tcpprochame The TCP/IP proc name

The RACF commands that we used for this are shown in Example 4-10.

Example 4-10 Set up TTLS Stack Initialization access control

SETROPTS CLASSACT (SERVAUTH)

SETROPTS RACLIST (SERVAUTH)

SETROPTS GENERIC (SERVAUTH)

RDEFINE SERVAUTH EZB.INITSTACK.SC30.TCPIPA UACC(NONE)

PERMIT EZB.INITSTACK.SC30.TCPIPA CLASS(SERVAUTH) ID(*) ACCESS(READ) -
WHEN (PROGRAM (PAGENT, EZAPAGEN))

SETROPTS GENERIC(SERVAUTH) REFRESH

SETROPTS RACLIST(SERVAUTH) REFRESH

SETROPTS WHEN(PROGRAM) REFRESH

4.2.2 Starting PAGENT from UNIX

The PAGENT executable resides in /usr/1pp/tcpip/shin. There is also a link from
/usr/shin. Make sure that your PATH statement contains either /usr/sbin or
Jusr/1pp/tcpip/shin. To start PAGENT in the z/OS UNIX System Services shell, issue the
following command:

pagent -c /etc/pagent.sc30.conf -1 SYSLOGD &
The Policy Agent uses the configuration file /etc/pagent.sc30.conf and logs output to the

syslog daemon (SYSLOGD). To run PAGENT in the background, the start command is
suffixed with an ampersand (&).

Refer to zZ0S Communications Server: IP Diagnosis Guide, GC31-8782 to resolve any EZZ
errors encountered at PAGENT startup time.

4.2.3 Stopping PAGENT

You can stop PAGENT as follows:

» By using the operator command P PAGENT from System Display and Search Facility
(SDSF) or the system console.

» By using the ki1l command in the z/OS UNIX shell. Example 4-11 shows how to find the
process ID for PAGENT, which is then killed with the ki1l -s command. The pid can also
be found in /tmp/pagent.pid.

Example 4-11 Stopping PAGENT from UNIX

€S02 @ SC30:/u/cs02>ps -ef | grep PAGENT
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BPXROOT 16842831 83951672 - 16:00:27 ttyp0001 0:00 grep PAGENT
BPXROOT 67174676 1 - Oct 14? 1:13 PAGENT
CS02 @ SC30:/u/cs02>kill -s TERM 67174676

€S02 @ SC30:/u/cs02>ps -ef | grep PAGENT

BPXROOT 33620047 83951672 - 16:01:10 ttyp0001 0:00 grep PAGENT
CS02 @ SC30:/u/cs02>

When the Policy Agent is shut down normally (using KILL or STOP), if the PURGE option is
configured, then all QoS, IDS, and AT-TLS policies are purged from this stack. IPSec and
PBR policies are not automatically purged.

4.2.4 Disabling PAGENT policies for IPSec

PAGENT policies can be disabled by using the following command:

ipsec -f default
This reverts back to the TCP/IP configuration file policies. To convert back to PAGENT
policies, issue the following command:

ipsec -f reload

4.2.5 Basic configuration

Beyond the RACF and SyslogD prerequisites for Policy Agent, the configuration and policy
definitions require at a minimum:

» Definition of the MVS procedure or the UNIX process to start Policy Agent
» Definition of a Policy Environment file
» Definition of a Policy Agent Configuration File, which can also include policy definitions

However, you can also organize the Policy Agent configuration and policy definitions as
follows:

» Definition of the MVS procedure or the UNIX process to start Policy Agent.
» Definition of a Policy Environment file.
» Definition of a Policy Agent Configuration File.

— This file points to TCP “image files” for each TCP/IP instance.

— Each “image file” can point to one or more “policy type” files.

Figure 4-6 illustrates the definition of a Policy Agent configuration file approach.
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USER1.TCPCS.TCPPARMS(PAGTCONF)

TcpImage TCPCS //'USERL.TCPCS.TCPPARMS (PATCPCS)' FLUSH 600
TcpImage TCPCS2 //'USERL.TCPCS.TCPPARMS (PATCPCS2)' FLUSH 600

I USER1.TCPCS.TCPPARMS(PATCPCS2) I I USER1.TCPCS.TCPPARMS(PATCPCS) I

TTLSConfig //'USERL.TCPCS.TCPPARMS (ATTLS)' FLUSH PURGE
QoSConfig //'USERL.TCPCS.TCPPARMS (QOS) ' FLUSH PURGE
IDSConfig //'USER1.TCPCS.TCPPARMS (IDS) ' FLUSH PURGE
IPSecConfig //'USERL.TCPCS.TCPPARMS (IPSEC) '

| USER1.TCPCS.TCPPARMS(ATTLS) |

TTLSRule ..
..... ’ e | USER1.TCPCS.TCPPARMS(QOS) l

‘ """ | USER1.TCPCS.TCPPARMS(IPSEC) |

IpFilterRule. .

..... . USER1.TCPCS.TCPPARMS(IDS)

Figure 4-6 Structuring Policy Agent configuration and policy files

Figure 4-6 illustrates the main policy configuration file. There are two TCP/IP images (stacks
or instances) that will not share a single policy file. The main configuration file points to two
distinct image files which have been built for the stacks by using the TCPIMAGE statement:

» TCPPCS2 uses an image file named PATCPCS2, with its policies imbedded within it.

» TCPCS uses an image file named PATCPCS that points to multiple “policy type” files. We
identify the multiple policy type files with statements like TTLSCONFIG, QOSCONFIG,
and so on. These individual policy type files are depicted at the bottom of Figure 4-6.

We examine the top-level configuration file first: the Policy Agent configuration file. Before
defining policies, some basic operational characteristics of the Policy Agent need to be
configured in the PAGENT configuration file. In this section, we explain the following
configuration steps:

» Defining the Tcpimage statements
» Defining the appropriate logging level

Defining the Tcplmage statements

The Policy Agent can be configured to install policies on one or more TCP/IP stacks or
images. Each TCP/IP stack is configured using a Tcplmage statement in the main
configuration file. You can define a secondary configuration file for each stack, or a set of
stacks can share configuration information in the main configuration file. You can also use a
combination of these techniques.

To install different sets of policies to different stacks, configure each image with a different
secondary configuration file. In this case, each image can be configured with a different policy
refresh interval, if required. The refresh interval used for the main configuration file will be the
smallest of the values specified for the different stacks.

Figure 4-7 shows PAGENT’s configuration file identifying, through Tcpimage statements, the
names of the TCP/IP stacks on which policies are to be installed and the different
configuration files that should be used by each.
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PAGENT started procedure

w /IPAGENT PROC PAGENT_CONFIG_FILE=/etc/pagent.sc30.conf

/FﬁFC’;/?ACi'IED’\/iTGEﬁEC PAGENT_LOG_FILE
- PAGENT_LOG_FILE_CONTROL
/I PARM=".../-c
TZ
/ISTDENV DD letc/pagent.sc30.env
PATH='/etc/pagent.sc30.env' 1

Policy Agent

Tcplmage TCPIPA /etc/sc30.tcpipa_image.conf
Tcplmage TCPIPB /etc/sc30.tcpipb_image.conf
Tcplmage TCPIPC /etc/sc30.tcpipc_image.conf

Install the different policies Teplmage TCPIPD /etc/sc30.tcpipd_image.conf
into each TCP/IP stack |

/etc/pagent.sc30.conf l

Image configuration files

IPSecConfig
TcPIPA | | TePipe | | TepiPe | | TCPIPD /'TCPIP.SC30.POLICIES(IPSECA)
TTLSConfig
/'TCPIP.SC30.POLICIES(TTLSA)'

/etc/scSO.tcpipa_image.c;onf

Policy configuration files

TTLSA
AT-TTLS policies

"1 IPSECA
IPSec policies

TCPIP.SC30.POLICIES

Figure 4-7 Multiple stacks, multiple policy definitions

Note: When the main configuration file is an MVS data set, it is reread at each refresh
interval (which is the smallest of the individual stack refresh intervals), regardless of
whether it has actually been changed. Because PAGENT restarts all stack-related
processing when the main configuration file is reread, this effectively makes the refresh
interval for all stacks the same as this smallest configured interval.

To install a common set of policies to a set of stacks on the same LPAR, do not specify
secondary configuration files for each image. In this case, there is only one configuration file
(the main one), and the policy information contained in it is installed to all of the configured
stacks. Different refresh intervals can also be configured for each image, but that might not be
useful in this case.

Figure 4-8 shows PAGENT’s configuration file identifying, through Tcplmage statements, the

names of the TCP/IP stacks on which policies are to be installed. However, in this case, the
same policies are installed into each stack.
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PGM=PAGENT... 7| PAGENT_LOG_FILE_CONTROL
/I PARM=".../c ... / 17
/ISTDENV DD

/etc/pagent.sc30.env

PAGENT started procedure PAGENT configuration file
/IPAGENT PROC PAGENT_CONFIG_FILE=/etc/pagent.sc30.conf
/IPAGENT EXEC PAGENT_LOG_FILE

Policy Agent

PATH='"/etc/pagent.sc30.env'

Teplmage TCPIPA
Tcplmage TCPIPB
Teplmage TCPIPC

Teplmage TCPIPD
Install the same policies

. IPSecConfig
into all TCP/IP stack /I'TCPIP.SC30.POLICIES(IPSEC)

TTLSConfig
/I'TCPIP.SC30.POLICIES(TTLS)'

TCPIPA | | TCPIPB | | TCPIPC | | TCPIPD

/etc/pagent.sc30.conf

’ Policy configuration files

TTLS
AT-TTLS policies

1 IPSEC
IPSec policies

TCPIP.SC30.POLICIES

Figure 4-8 Multiple stacks, single policy definition

It is possible that TCP/IP stacks that are configured to the Policy Agent are not started or even
defined. The Policy Agent will fail when trying to connect to those stacks and log appropriate
error messages.

The Policy Agent does not end when any (or all) stacks end. When the stacks are restarted,
active policies are automatically reinstalled. When the Policy Agent is shut down normally
(that is, using KILL or STOP commands), and the Tcplmage statement option PURGE is
coded, all policies will be purged from this stack. The Tcplmage statement specifies a TCP/IP
image and its associated configuration file to be installed to that image. The following
example installs the policy control file /etc/pagent.sc30.conf to the TCPIPA TCP/IP image,
after flushing the existing policy control data:

TcpImage TCPIPA /etc/pagent.sc30.conf FLUSH

Defining the appropriate logging level

The LogLevel statement is used to define the amount of information to be logged by the Policy
Agent. The default is to log only event, error, console, and warning messages. This might be
appropriate for a stable policy configuration, but more information might be required to
understand policy processing or to debug problems when first setting up policies or when

making significant changes. Specify the LogLevel statement with the appropriate logging level
in the main configuration file.
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Note: The maximum logging level (511) can produce a significant amount of output,
especially with large LDAP configurations. This is not of concern if zOS UNIX log files are
used, because Policy Agent will round-robin (circulate) a set of finite size files. (The
environmental variable PAGENT_LOG_FILE_CONTROL identifies the number and size of
these files.) However, when using the syslog daemon as the log file, the amount of log
output produced should be taken into consideration.

Considerations when defining policy rules
When you define and code the policy rules direction, source, and destination, consider when
policy rules are applied:

» For TCP, the policies are applied at TCP connection setup.
» For UDP, a policy rule is applied every time a UDP datagram is being received or sent.

» For other protocols (such as ICMP, Open Shortest Path First (OSPF), and so on), every
time an IP datagram is being received or sent, the policy rules are applied.

» The policies are remapped when the policy definitions are being updated or refreshed.
The rules are remapped for every ACK segment in a TCP flow to adjust for
time-of-day-related policies.

4.2.6 Coding policy definitions in a configuration file

The configuration shown in Example 4-12 is based upon the “Multiple stacks, multiple policy
definitions” scenario shown in Figure 4-7 on page 114. In this scenario, the policy definitions
are configured in the PAGENT configuration file. We use a two-level PAGENT configuration
file to define the policy in a multiple IP stacks environment.

Example 4-12 PAGENT configuration file

# LoglLevel Statement

Loglevel 255 f

# TcpImage Statement @

TcpImage TCPIPA /etc/sc30.tcpipa_image.conf FLUSH
TcpImage TCPIPB /etc/sc30.tcpipb_image.conf FLUSH
TcpImage TCPIPC /etc/sc30.tcpipc_image.conf FLUSH

The log level il is set with the integer that specified the level of logging/tracing. We used
LogLevel 255, which means all messages except trace messages are captured. The
supported levels are:

1 - SYSERR - System error messages

2 - OBJERR - Object error messages

4 - PROTERR - Protocol error messages
16 - EVENT - Event messages

32 - ACTION - Action messages

64 - INFO - Informational messages

128 - ACNTING - Accounting messages
256 - TRACE - Trace messages

YyVVyVYYVYYVYYY
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The Tcplmage statement f defined the TCP/IP stacks to be policed. Up to five parameters
can be configured for this statement, as described here:

» The first parameter specifies the TCP/IP stack name on which the policy must be installed
(TCPIPA, TCPIPB, and TCPIPC).

» The second parameter is the path of the image configuration file for the associated TCP/IP
stack.

» The third parameter allows you to specify whether the Policy Agent deletes all the policies
existing in the TCP/IP stack when it is started, with FLUSH specified.

Note: The policies installed in the TCP/IP stack will be deleted at PAGENT startup time
only if the FLUSH parameter is specified. This prevents the policies from being deleted
unexpectedly if PAGENT terminates abnormally.

» The fourth parameter is used when you want to remove policies when you cancel
PAGENT. You can restart PAGENT afterward, pointing to a configuration file but no policies
defined, with PURGE specified.

» The fifth and last Tcplmage statement parameter (not specified in our example) specifies
the time interval, in seconds, for checking the creation or modification time of the
configuration files and for refreshing policies from the LDAP server. The default value is
1800 seconds (30 minutes).

Note: Dynamic monitoring for the configuration file is only supported for zZOS UNIX
files. MVS data sets are not monitored for changes.

Policy Agent log file

When you start the Policy Agent as a started task, the output messages are written to the log
file, which can be specified by the PAGENT_LOG_FILE environment variable and defaults to
/tmp/pagent.sc30.1og. The log file is created when the Policy Agent is activated, if it does not
already exist.

4.2.7 Refreshing policies

There are two commands used to refresh policies in PAGENT:

» The F PAGENT,REFRESH command triggers Policy Agent to reread its config files and, if
requested, downloads policy objects from the LDAP server. If the FLUSH parameter is
specified on the Tcplmage configuration statement, policy statistics being collected in the
TCP/IP stack are reset, because FLUSH deletes and reinstalls all policies.

» The F PAGENT,UPDATE command is different from the REFRESH command, because
PAGENT only installs or removes from the stack (as appropriate) any new, changed, or
deleted policies.

Recommendation: The UPDATE command should be used in most cases. The
REFRESH command should only be used if you suspect that policies have somehow
become out of sync between the TCP/IP stack and Policy Agent.
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4.2.8 Preparing PAGENT for configuration file import requests

To allow IBM Configuration Assistant for zZOS Communication Server to import the Policy
Agent configuration files or the active configuration for any given TCP/IP stack, perform these
steps:

1. In the Policy Agent main configuration file, define a port and the TCP/IP stack name to
which IBM Configuration Assistant will connect.

The ServicesConnection statement in the main configuration file provides the port and
TCP/IP stack name on which the Policy Agent listens for remote connections. The Policy
Agent listens for services requestor connections on only one TCP/IP stack. In a single
stack (INET) environment, the Policy Agent uses the active TCP/IP image to listen for
services connection requests. The default port value is 16311.

2. Optionally, configure secure connections from the import requestors.

By default, the ServicesConnection statement defines a basic unsecure connection. You
can define a secure connection instead. When the secure connection is specified, you
also have to define which TLS/SSL key ring to use. When you configure a secure
connection, Policy Agent creates an AT-TLS policy for the service connection
automatically. Thus, you also have to specify in IBM Configuration Assistant that the
connection is to be secured.

You must enable the TTLS parameter on the TCPCONFIG statement in the TCP/IP profile
for the generated AT-TLS policy to be effective.

4.2.9 Verification

Use the z/OS UNIX pasearch command to query information from the z/OS UNIX Policy
Agent. The command is issued from the UNIX System Services shell. We used the pasearch
command to display all the policy entries for our TCP/IP stack named TCPIPA using the
following command:

pasearch -p TCPIPA

The default is to return all policy entries for all TCP/IP stacks. The value used for Tcplmage
(in our example, TCPIPA) must match one of the values specified on the Tcplmage statement
in the Policy Agent configuration file.

4.2.10 For additional information

Refer to zZ0S Communications Server: IP Configuration Guide, SC31-8775, for additional
information regarding Policy Agent.
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4.3 The IBM Configuration Assistant for z70S Communication
Server

IBM provides a configuration GUI that you can use to generate the Policy Agent files. This tool
is a stand-alone application that runs under the Windows operating. The IBM Configuration
Assistant for z7OS Communication Server is a configuration GUI that you can use to generate
configuration files for the following services:

Application Transparent-Transport Layer Security (AT-TLS)
IP Security (IPSec)

Network Security Services (NSS)

Policy Based Routing (PBR)

Quality of Service (QoS)

Intrusion Detection Services (IDS)

yVyVvVvyVvYyYyvyy

It provides a series of wizards and online help panels that you can use to create configuration
files for any number of z/OS images, with any number of TCP/IP stacks per image. The IBM
Configuration Assistant is intended to replace manual configuration of the policy disciplines,
but it can also incorporate policy data directly from the Policy Agent. You can also use it as an
import requestor to request configuration file import services from the Policy Agent, if the
ServicesConnection statement is configured and implemented in the Policy Agent.

We discuss the IBM Configuration Assistant for zZOS Communication Server in this section.

4.3.1 Downloading and installing the IBM Configuration Assistant

The download and installation instructions are written for Windows. You can find information
and the executable at:

http://www-01.1ibm.com/support/docview.wss?rs=852&context=SWF10&dc=D410&uid=swg2401
3160&1oc=en_US&cs=utf-8&lang=en/

4.3.2 Using IBM Configuration Assistant for zZOS Communication Server

To configure the Policy Agent files, the IBM Configuration Assistant uses a logic based on a
z/0OS image implementation. You create the z/OS image, then the TCP/IP stack for that
image, and then the technologies that you need for each stack. In an environment with
multiple z/OS images, this process allows you to use a single Backing Store (the file where
the IBM Configuration Assistant configurations are saved) for all your environment, which
makes the configuration tasks easy to follow.
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General configuration steps using the IBM Configuration Assistant
To create a basic configuration for any single technology in a single stack, follow these steps:

1. Start the IBM Configuration Assistant for zZOS Communication Server.

2. Define the z/OS image as follows:

a. In the Main Perspective panel, click Add a new z/OS Image, as shown in Figure 4-9.

1 V1R10 Configuration Assistant - Backing Store (Read-Write) = C:\Program Files\IBM\zCSConfigAssist\V1R10\files\residency110

MEX]

File Edit Perspective Help

Main Perspective

Configuration Assistant Mavigation Tree

4 ok with 2/05 Images

2/05 Communication Server technologies

Select the technology pou want to configure and click Configure.

‘work with settings for 2/05 Images

Add a Mew 2/05 Image.. |

Technology Drescription

AT-TLS Application Transparent - Transport Lager S ecurity

|PSec IP Security ]
DS Intrugion Detection Services )
M55 MNetwork Secuity Services ]
(a5 Quality of Service
FH Palicy Based Routing B

To work with a specific /05 Image or TCF/IP Stack, select the 2/05 Image or TCP/IP Stack from the Navigation Tree.

Figure 4-9 Main Configuration Window (Main perspective)

b. Inthe New z/OS Image: Information window, enter a name to represent the z/OS
System that you want to configure. In our implementation, we used the LPAR name,

A25, as shown in Figure 4-10.

2 New z/05 Image: Information

z/05 Image infarmation

Enter a name for the z/05 Image: | AZ5

Enter a description: Systern SC32 i our erviroment |

| oK

| [ cancel | Hep ]

Figure 4-10 Creating the New z/OS Image configuration environment
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3. Define the TCP/IP stack as follows:

a. After you add the z/OS image, a window opens asking to define a TCP/IP Stack for this
Image as shown in Figure 4-11. Click Yes.

IE1 Proceed to the next step?

P
. TCPAP Stack.  To continue with

to add & TCPAP Stack now?

Caonnectivity Rules are configured for eac)

configuration you need ta add a TCP/IP
Stack to the new /05 Image. Do pou w) =

[ Yes J [ ko

<

>

Figure 4-11 Define a TCP/IP stack for the new z/OS image

b. In the New TCP/IP Stack: Name window, enter the TCP/IP stack name and click OK,
as shown in Figure 4-12.

12 New TCP/IP Stack: Name

=]

TLCPAIP Stack Information:
Enter the name of the TCPAP Stack:

Enter a deszcription;

TCFIPA
TCPIAP Stack uzed to create our IP filer scenario on 5534

QK H Cancel H Help l

Figure 4-12 Adding the TCP/IP stack TCPIPA

Configuring a specific technology using the IBM Configuration

Assistant

To generate a configuration of any given technology using the IBM Configuration Assistant for
z/OS Communication Server, refer to the chapter related to the required technology. The
following general steps apply to all the technologies:

1. Configure a specific technology as follows:

a. In the Main Perspective panel, select the technology that you want to configure in the
z/OS Communications Server Technology table.

b. If the Technology status is Disabled, click Enable. The status changes to either
Incomplete or Enabled.

c. Click Configure to change the main perspective of the console to the technology that
you selected. Then, follow the procedure to install and configure the chosen

technology.

2. Install the configuration files of a given TCP/IP stack as follows:

a. Select the technology that you want to install. Click Install. The installation panel is

displays.

b. A window opens to request that the changes to be applied (if they have not been
applied already). Click Apply Changes to activate the change, including the update of
the image name in the navigation tree.

c. Click Install.
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d. In the Installation- Stack = TCPIP panel, choose the configuration file that you want to
install and select FTP.
e. Inthe FTP configuration panel, enter the FTP information that is needed to send the
files and click Send.
3. Update the Policy Agent main configuration files to point to the downloaded files and start
the Policy Agent. If it is already started, execute the MODIFY PAGENT,REFRESH or
UPDATE commands to apply the new configuration.

4.3.3 Configuration file import services

122

The IBM Configuration Assistant for zZOS Communication Server can request existing
configuration files to be imported for further changes and additions. To use this service, the
IBM Configuration Assistant acts as a import requestor and depends on the configured Policy
Agent to accept the configuration file import service. For more information about how to
configure the Policy Agent to accept Services Requests, see 4.2.8, “Preparing PAGENT for

configuration file import requests” on page 118.

To import the Policy Agent configuration files open the IBM Configuration Assistant, follow
these steps:
1. In the Main Perspective panel, click File — Import. Then, select Import Policy Data.

2. In the Import Policy Data panel, enter the requested data as shown in Figure 4-13.

fin]

Select which technology to import

OATTLS OIDS () IFSec (O FER

Host Connection

Host narme: F 101180

Pait: i 16311
User name: * os02 Password | wrww [] Save paszword
[]Use55L

Enter the stack or files to import

(%) Impart active stack policy
() Impart policy from files:
[ Check if impart request name is not the stack name

Click Go ta begin import

-

[ Cose | [ Hep ]

Figure 4-13 Import Policy data panel

3. Save the imported data on the backing store file, and then click Close.
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4.4 Backup and migration considerations

There are some backup and migration considerations to keep in mind regarding the Policy
Agent.

4.4.1 The backing store file

The backing store file or files should be maintained on a central server of some kind, whether
a SAMBA server or an NFS server. The IBM Configuration Assistant for z/OS
Communications Server contains a locking mechanism that prevents more than one
administrator at a time from working with the file. This, however, does not prevent an
administrator from creating a copy of the file and then restoring it on top of a file just updated
by someone else. Strict control needs to be maintained over the backing store files so that
one administrator does not accidentally overlay the work performed by a different
administrator.

It is worthwhile to preserve the Java™ backing store files in a server that is backed up nightly.
By default, the backing store file is stored on the workstation. If you save the backing store file
on the mainframe, you can use MVS methods of backing up or archiving the file. The ASCII
policy files can also be backed up using standard dump and restore procedures. However,
with this version of the IBM Configuration Assistant, it is not possible to convert the ASCII file
to a backing store file.

At this level of the IBM Configuration Assistant code, after you decide to start editing the
ASCII policy files manually, you must continue to do so unless the changes have been minor
(such as changing the trace levels of the processes). The ability to move between manual
editing and GUI editing is a known requirement.

After the FTP of the policy file to the mainframe you see the comment cards, shown in
Example 4-13, which have been added to the policy file. The comments show the location of
the backing store file (§).

Example 4-13 Location of backing store file and FTP History

##

## IPSec Policy Agent Configuration file for:

## Image: A25

## Stack: TCPIPA

##

## FTP History:

## 2008-11-21 15:16:15 c¢s02 to wtsc32.itso.ibm.com
## End of Configuration Assistant information
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The backing store file in Example 4-13 has been stored on the workstation. The backing store
file can also be stored on the mainframe. If you have performed the following three setup
steps, the backing store file can also be stored automatically on MVS during the ftp of the
policy file:

1.

On IBM Configuration Assistant, set up the Preferences panel to store the file on the
mainframe in either an HFS or zFS, or in a partitioned data set.

Select File —» Save As on the IBM Configuration Assistant. Establish a mainframe
location and a name for the binary Java object backing store file.

When you execute the Install option on IBM Configuration Assistant to ftp the policy file to
the mainframe target, select the check box that allows you to automatically save the
backing store after the FTP transfer completes.

The example that follows show you how to store the backing store file on the mainframe with
the IBM Configuration Assistant:

1. Select the File — Preferences as shown in Figure 4-14.

File Edit Perspective Help
pen

Save Az

Import

Preferences...
Properties...
Histary ...

Exit

1 VIR10 Configuration Assistant - Backing Store (Read-Write) = C:\Program Files\IBM\zCSConfigAssist\W1R10files\residency110 = EI_]
T
: TCRAP Stack Information:
»
Entter the name of the TCPAP Stack: *| TCPIPA
Enter a description: TCPAF Stack used to create our P filkering scenario on 5C32
Stack information update action
2/05 Communication Server technologies
Select the technology you want to configure and click Configure.
f.Technology | Description Status - TCPAP Stack Level Settings
IATTLS Applicatiomr{"Transparent - Transport Layer Security Dizabled
| IPSec IF Security Enabled
| IDS Intrusion Detection Services Disabled
MSS Metwork, Security Services Dizabled
Qo5 GQuality of Service Disabled
FER Palicy Bazed Routing Dizabled
Configure | [ Ingtall...
Cloze ] ’ Help ]

Figure 4-14  Setting preferences to save the backing store file
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2. Selecting Preferences opens the window shown in Figure 4-15, which shows how you
want to FTP the policy file to MVS DASD for safekeeping.

]

Backing Stare Files | pessage

() Local or LAM DASD

(%) z/05 DASD
Hozt name: *10.1.1.50

Paort number. 4

zer |0 * a2

Passwwaord: BT
[]UseSSL

[1ata tranzfer mode

(%) Default () Passive () Active

[ (] ]I Cancel ][ Help ]

Figure 4-15 Specifying MVS location for saving the backing store file

3. Press OK and return to one of the Perspective panels of the IBM Configuration Assistant.

4. Next, select the image file that you want to save in a backing store file at the mainframe
and use File — Save As to provide the path for the mainframe backup.

5. Finally, FTP the policy file to the mainframe. If you have indicated that the backing store
file should also be sent to the mainframe, then this step occurs at the same time.

Note: The policy files and backing store files cannot be FTPed if a lock is on the file and
the file is in read-only mode. A warning message appears in this instance and you have the
opportunity to release the lock by deleting the file ending in .LCK.

For example, if there is a lock on a file named /u/cs02/FTPandTN3270.backingstore, you
will see that another file exists named /u/cs02/FTPandTN3270.backingstore.LCK.

If different personnel are responsible for different types of policies, you can maintain multiple
backing store files, each with a different name. If you need to merge the files, you can do so
using the Import utility on the IBM Configuration Assistant. We describe how to merge
separately maintained files in “Merging (importing) backing store files” on page 126.

Note: The point is to maintain backups of critical files, such as the backing store file and
various configuration and policy files.
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4.4.2 Role of the Centralized Policy Server

The Centralized Policy Server can simplify policy management and administration. Instead of
using local policy files for each of multiple TCP/IP images, you can reduce the number of
individual files needing to be backed up by storing the policy files themselves directly on a
Centralized Policy Server. The files backed up at the Policy Server represent the bulk of the
files required for a PAGENT implementation, thus limiting the scope of the backup services
required. The subject of Centralized (or Distributed) Policy Services is discussed in

Chapter 5, “Central Policy Server” on page 133.

4.4.3 Merging (importing) backing store files

For various reasons, you might have multiple backing store files that contain different policy
configurations. For example, you might have an IDS administrator who keeps a version of the
backing store file separate from the one containing QoS policies. During testing, you might
have created separate AT-TLS policies for individual applications, like CICS® sockets, FTP,
and TN3270. There might come a time when you want to merge these separate backing store
files.

Rule: To merge backing store files, ensure that the image names and TCP/IP stack names
are consistent across all copies of the backing store file.

Explanation: Backing store files are easy to merge if all policy administrators have agreed
to name their MVS image the same within the IBM Configuration Assistant.

For example, if two administrators are both working on policies for a stack named TCPIPD,
and one administrator names their MVS image SC33 and the other names their MVS
image LPARA29, the backing store files are merged as two separate images on the IBM
Configuration Assistant Main Perspective as follows:

» Image SC33
— TCPIPD
e AT-TLS for TN3270
» Image LPARA29
— TCPIPD
e AT-TLS for FTP

If the image names are the same, then the same backing store files are merged as follows:

» Image SC33
— TCPIPD
e AT-TLS for TN3270
e AT-TLS for FTP

This rule states that the image names and TCP/IP stack names should be consistent between
files that are being merged. Consistency makes it simple to merge backing store files. In our
case, we made the mistake of not providing that consistency and had to execute additional
steps in order to merge several policy files.

So, we explain how to handle a merge if the image and stack names are inconsistent.
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Inconsistent backing store files: How to merge them
Begin with the main perspective of the existing backing store file. Then, follow these steps:

1. Select File — Import — Import Backing Store. The panel shown in Figure 4-16 opens.
Click Import.

o]

Indicate backing stare file

() Lacal ar shared file

() 2/05 file

Enter FTF information ta receive the file.

Laogin information

Haost name; | witse32 itsc.ibm.com
Part number. = al
User [D: * 02

2
Password: EEEF Save passward

[ Use 55L

FTF file including full path

File name and location: | Au/cs02/imagea?s. backingstare. bin

Drata transfer mode

(%) Default () Passive () Active

[ Import l | Cancel | [ Help ]

Figure 4-16 Importing the Backing Store File

2. A status panel displays, which indicates the progress of the retrieval from the backing

store repository. When the import process is complete, a message displays, as shown in
Figure 4-17. Click OK.

fin]

. The import process is complete and the
1 current backing stare file containg the
B imported data.

Figure 4-17 Completed import process
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3. In our testing, our Main Perspective, as shown in Figure 4-18, indicated that we had not
quite accomplished what we wanted. Because our imported backing store file used a
different name for the MVS image, the IBM Configuration Assistant considered this image
a completely separate MVS image and, thus, imported it as such into the single backing

store file.

i

File Edt Perspective Help

Main Perspective

Configuration &ssistant Mavigation Tree

:J “wéatk, with 2/05 Images
=4 Image - A25

“-m Stack - TCPIPA
=14 Image - SC32
~@ Stack - TCPIPA

2/05 Communication Server technologies

Select the technology pou want to configure and click Configure,

Technology Description

AT-TLS Application Transparent - Transport Layer S ecurity
IPSec IF Security T
105 Intrusion Detection Services

M55 Metwork Security Services

QoS Quality of Service

FER Palicy Based Routing

“wiork, with settings for 2/05 Images

Add a New z/05 Image...

To wark with a specific 2/05 Image or TCP/IP Stack, select the 2/05 Image or TCPAP Stack from the Navigation Tree.

Save ] [ Exit

) e I

Figure 4-18 Unsuccessful import due to inconsistent image names

The Main Perspective showed that one image was named 425 and the other image was
named SC32. In reality, we had intended for both of those images to be the same image
named SC32. Fortunately, this situation is easy to fix and to merge properly.

Decide on a naming consistency. We decided as a group that our image names would be

the system names in our sysplex. Therefore, for this LPAR A25, the image name is SC32.
The names of our TCP/IP stacks were already consistent.

5. Next, highlight the imported file (in this case, the file named SC32), right-click it, and select
Delete. The warning shown in Figure 4-19 displays. Click Yes.

ou have requested to delete the selected
image.
The fallowing technologies are configured
for at least ome TCPARP stack:
9
W |PSec

Qa5

These configurations will be deleted. Do you

want to procesd?

=] |

Mo

Figure 4-19 Warning message - Delete the z/OS Image
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When we clicked Yes, the image that we had imported was removed from the current
backing store file. We renamed the existing image from 425 to SC32 in the z/OS image
Information view.

6. Press Enter and the Apply Changes button comes into focus. Select Apply Changes, and
the Main Perspective changes the left column to show that the image name is changed (in
our case, to SC32).

7. Save the new version under a different name using File — Save As. In our example, we
change the name to SC32.backingstore,bin. Identify the host location in the panel, and
then click OK.

To verify that they operation completes as expected, you can use the Import Activity
Summary Report. It shows that many more of the reusable objects from the merged files are
consolidated instead of repeated. View Summary allows you to view this information in
another format.

4.4.4 Migration considerations

In this section we discuss various migrations considerations.

Migrating test configurations into production configurations

Note: You can choose one of several methods to test a new set of policy definitions.

For example, you might create a new backing store file for the new policy. Then, after
testing with this file and its policy, you might make a backup copy of the production backing
store file and merge the test backing store into the production copy using the Import
function of the IBM Configuration Assistant. If the test with the merged production file is
unsuccessful, you would still have a backup of the production backing store. The Import
function is described in “Merging (importing) backing store files” on page 126.

Another way to accomplish the integration of a test policy into a production set of policies
does not require the IBM Configuration Assistant Import function. Simply copy the
production backing store file into a backup file. Next, add the new definitions into the
production backing store. Then test, and if the results are unsatisfactory, you still have the
production backup to return to.

Migrating from previous releases of PAGENT or the GUI
Methods of migrating from previous releases are described here.

Migrating from an existing flat policy file
If you already have an existing flat policy file from a previous release, you can continue to use
it. Simply add the new AT-TLS policy to the suite of policies already defined.

Migrating from an existing IBM Configuration Assistant policy file

If you already have an existing backing store policy file from a previous release, you can open
the current IBM Configuration Assistant for zZOS Communications Server and, using the File
menu, open the existing file. It is upgraded to the new structure within the IBM Configuration
Assistant. Then, simply add the new AT-TLS policy to the suite of policies that is already
defined.
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4.5 Setting up the Traffic Regulation Management Daemon

The Traffic Regulation Management Daemon (TRMD) can be viewed as a syslog daemon
message writer. TRMD handles syslogd event recording for Intrusion Detection Services
(IDS), which includes traffic regulation policies, and for IPSec services.

4.5.1 Setting up the started task procedure

A sample TRMD procedure can be found in TCPIP.SEZAINST(EZATRMDP). To associate the
TRMD procedure with our TCP/IP job name, we set the RESOLVER_CONFIG environment
variable to point to our TCPIP.DATA file, as shown in Example 4-14. TRMD can be started
from the z/OS UNIX shell or as a started task.

Example 4-14 TRMD procedure parameters

//TRMD  EXEC PGM=EZATRMD,REGION=4096K,TIME=NOLIMIT,

//  PARM=('POSIX(ON) ALL31(ON)',

// 'ENVAR("RESOLVER CONFIG=//''TCPIP.TCPPARMS(DATAA30)''""',
/] '"LIBPATH=/usr/1ib)"/-d 1')

To start TRMD as a started task, use the S TRMD command from the MVS console or SDSF.
To automatically start TRMD when the TCP/IP stack is started, add TRMD to the AUTOLOG
statement in the TCP/IP profile, as shown in Example 4-15.

Example 4-15 Autologging TRMD from TCP/IP

AUTOLOG
TRMD JOBNAME TRMD
ENDAUTOLOG

4.5.2 Starting TRMD from z/OS UNIX

Only a superuser can run TRMD from the z/OS UNIX shell. Ensure that the following
environment variables are correctly set before starting TRMD:

RESOLVER_CONFIG - To determine which stack TRMD will use
TZ - To ensure that the syslogd records are correctly timestamped

We set the environment variables fl, and started f] and stopped ] TRMD with the ki1l
command, as shown in Example 4-16.

Example 4-16 Starting and stopping TRMD

CS02 @ SC30:/u/cs02>su

CS02 @ SC30:/u/cs02>export TZ="EST5EDT"

CS02 @ SC30:/u/cs02>echo $TZ

ESTSEDT

CS02 @ SC30:/u/cs02>

CS02 @ SC30:/u/cs02>export RESOLVER CONFIG="//'TCPIPA.TCPPARMS (DATAA30)"'"
€S02 @ SC30:/u/cs02>echo $RESOLVER_CONFIG

//'TCPIPA.TCPPARMS (DATAA30) "

CS02 @ SC30:/u/cs02>

€S02 @ SC30:/u/cs02>trmd 2
€S02 @ SC30:/u/cs02>ps -ef | grep trmd
BPXROOT 65581 83951684 - 11:58:18 ttyp0001 0:00 grep trmd
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BPXROOT 65601 1 - 11:57:58 ttyp0001 0:00 trmd
€S02 @ SC30:/u/cs02>ki1l -s TERM 65601 §

€S02 @ SC30:/u/cs02>ps -ef | grep trmd

BPXROOT 16842817 83951684 - 11:59:03 ttyp0001 0:00 grep trmd
CS02 @ SC30:/u/cs02>

4.5.3 Defining the security product authorization for TRMD

RACF is required to start the Policy Agent from a z/OS procedure library. Define a user ID for
TRMD with a UID of 0 and define it to the RACF started class list, as shown in Example 4-17.

Example 4-17 RACF definitions for TRMD

//RACFDEF EXEC PGM=IKJEFTO1

//SYSTSPRT DD  SYSOUT=*

//SYSTSIN DD *

ADDUSER  TRMD DFLTGRP(TCPGRP) OMVS(UID(0) SHARED HOME('/'))
RDEFINE STARTED TRMD.* STDATA(USER(TRMD))

SETROPTS RACLIST(STARTED) REFRESH

SETROPTS GENERIC(STARTED) REFRESH

4.5.4 TRMDSTAT

TRMDSTAT is a utility that produces reports from IDS syslog records (summary and detailed).
It reads a log file and analyzes the log records from TRMD. The following reports are
available:

Overall summary of logged connection events

IDS summary of logged events

Reports of logged connection events

Reports of logged intrusions defined in the ATTACK policy
Reports of logged intrusions defined in the TCP policy
Reports of logged intrusions defined in the UDP policy
Reports of statistics events

YyVVyVYyVYVYYVYY

4.6 Additional information sources for PAGENT

For additional information about PAGENT, refer to:

» z/OS Communications Server: IP Configuration Guide, SC31-8775

» z/OS Communications Server: IP Configuration Reference, SC31-8776

» z/OS Communications Server: IP System Administrator's Commands, SC31-8781
» z/OS Communications Server: IP Diagnosis Guide, GC31-8782

Tip: For descriptions of security considerations that affect specific servers or components,

read “UNIX System Services Security Considerations” in zZ0S Communications Server: IP
Configuration Guide, SC31-8775.
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Central Policy Server

In this chapter, we explain how a Policy Agent can become a Central Policy Server in order to
provide a common repository for the policy files of Policy Agent clients. The centralized or
distributed policy services are provided over connections between server and clients that are
secured with AT-TLS. The distributed policy services provide a security mechanism based
upon client login passwords or pass tickets.

We discuss the following topics in this chapter.

Section Topic

5.1, “Background” on page 134 Introduces the policy agent

5.2, “Basic concepts” on page 136 Basic concepts behind a centralized or distributed policy
service

5.8, “Configuring distributed Implementation tasks for configuring the policy services

(centralized) policy services” on at the server and the client nodes

page 137

5.4, “Activating and verifying the policy Pertinent commands and messages used to verify
services environment” on page 166 correct operation of policy services

5.5, “Diagnosing the centralized policy Pertinent displays and manuals that are helpful in

services environment” on page 172 diagnosing policy services problems

5.6, “Configuring the Central Policy Tasks to eliminate SSL security on the connections
Server without SSL Security” on between the Central Policy Server and a client
page 173

5.7, “Additional information” on References to additional information to help you
page 176 configure Policy Agent and Central Policy Services
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5.1 Background

134

The Policy Agent is one of several components that provide a more general function known as
policy-based networking. The primary components of the Policy Agent are:

» IBM Configuration Assistant for zZOS Communications Server: Provides a GUI to define
policies in flat files

» Policy Agent: Manages policy definitions

» pasearch command: Displays policy definitions

» The TCP/IP stack: Enforces policy

» Sysplex Distributor: Uses policy performance data to influence routing decisions

» IKE daemon: Negotiates dynamic IP security associations with peers

» TRM daemon: Logs events for some policy types

» ipsec command: Displays system information and manages security associations

» nslapm2 SNMP subagent: Monitors QoS policies according to the Networking SLAPM2
MIB

As discussed in Chapter 4, “Policy Agent” on page 99, policy-based networking is a way of
accomplishing a set of network goals through the use of policy definitions. For example, one
network goal might be to provide better quality of service (QoS) for one set of traffic as
compared to another set. Policies can be defined to set the IPv4 type of service (TOS) or IPv6
traffic class for the two sets of traffic, to assist in obtaining the required quality of service from
the network.

When the Policy Agent is started, the main configuration file is identified using a standard
search order. This file in turn can point to one or more image configuration files using the
Tcplmage statement or PEPInstance statement.
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In Figure 5-1, the main PAGENT configuration file points to two Image configuration files. The
main configuration file can point to common files for all policy types except QoS:

AT-TLS

IDS

IPSec

Routing or Policy-based routing (PBR)

Y
N

Common
AT-TLS
Policy

Configuration

Common IDS
Policy
Configuration

N

Common
IPSec Policy
Configuration

v

vYvyy

Image 1
AT-TLS

Main Pagent
Configuration

y

Image 2
IPSec

Common
Routing
(PBR) Policy
Configuration

Figure 5-1 Hierarchy of PAGENT configuration files

Each image configuration file is used to configure policies for one TCP/IP stack. The image
files can in turn point to image-specific files for the different policy types (AT-TLS, IPSec, IDS,
QoS, and Routing or PBR). A given common configuration file applies to all TCP/IP stacks.
This allows policy definitions that can be shared among all the TCP/IP stacks to be placed in
the common file, and those that are unique to be placed in each image-specific file.

The image QoS file is optional; QoS definitions can be placed directly in the image
configuration file instead of in a separate file. In addition, the statements in the image
configuration files can instead be placed directly in the main configuration file simply by
issuing the Tcplmage statement without a separate image file path name. Such definitions
will be shared only by all TCP/IP stacks that do not have their own separate image
configuration file.

In a standard implementation of Policy Agent, each node running PAGENT maintains a copy
of the policy definition and configuration files. It is possible to create a common policy
repository in an LDAP server for QoS and IDS but not for the other policy types. Yet the idea
of a common repository remains attractive. Such a repository can be consolidated using flat
files for all the policy types on a Central Policy Server.
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5.2 Basic concepts

The problem being solved by centralized policy servers is primarily one of policy
management. The Policy Agent configuration shown in Figure 5-1 on page 135 needs to be
replicated on each system. If the IBM Configuration Assistant for zZOS Communications
Server is used to configure policy definitions, it also must be replicated on (or have
connectivity to) each system. It is not possible to use LDAP as a centralized policy repository,
because the LDAP implementation only supports the QoS and IDS policy types.

The solution is to use the Policy Agent itself as a centralized policy repository, introducing the
roles of policy server and policy client. The policy server provides centralized administration
and management of policy definitions. The IBM Configuration Assistant only needs
connectivity to the policy server if no local policies are defined on the policy clients. Figure 5-2
shows an overview of the distributed (also known as centralized) policy services solution.

Policy T
GUl: LDAP_S-_H\'H
3-,_?‘1‘“_2_5_. | /08 —_ | User parformance
i . / \._ i 3 - —
| ™, \-\LZ:‘OS — ser parformance
. : : : i
N z/08s z/058 ’ - User performance
) ~— P [-—- ' | moitor application
Cenmalized f— 4 Local o
| Policies - [ Loc - Policies L
= N
TCP/IP Kermel command
TCRIP - P-%PIl
Policy Femel Collect Policy | —"—
pasaarch A . Performance 3
command gent Installed data Agent EE
/ SEIVer | b oo client Daemon
PAPI Polictes e
{pagent) Installed (pagent) | [pan
Policies A\ SLAPM:
= "\, Subagent —
Cemralized Policias ___— PAPI "\, (nslapm2)
: [ {pan1

Figure 5-2 The Centralized Policy Services solution

On the right side of Figure 5-2 are a number of policy clients. Each policy client can use a
local configuration file, or LDAP policies, if needed. The major policy applications are shown
for each policy client.

On the left side you see the Policy Agent server. Centralized policies are defined but are not
installed in any TCP/IP stacks on the policy server. These centralized policies are retrieved by
the policy clients using the existing Policy Agent API (PAPI). The connections between the
policy server and its clients can be optionally secured with SSL/TLS. The IBM Configuration
Assistant can be used to define the centralized policies and the local policies for the policy
server and policy clients. The user of the IBM Configuration Assistant only needs to have a
connection to the policy server node, and not to every node that requires policies.

Two other GUIs are available to populate the LDAP server with QoS and IDS policies: the
zQoS Manager and the zIDS Manager.

To take full advantage of the centralized policy services solution, local policies should not be
defined on the policy clients. The policy server is not itself considered a policy client, so local
policies on the policy server are normal and expected.
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Local or remote policies can be used for each policy type, and for each TCP/IP stack,
individually. These choices can be changed at any time without restarting the Policy Agent.
This allows a gradual and controlled migration from local to remote policies.

Also note that you can implement secure, long-running connections between the policy
clients and the policy server. If an SSL/TLS connection is desirable between the server and
the client, the policy server negotiates the connection with the help of local AT-TLS policies.
However, you cannot use AT-TLS policies on the policy client. If the AT-TLS policies reside on
the policy server, the policy client will need to connect to the policy server to obtain the
policies that secure that very connection. For this reason, the policy clients are configured as
SSL clients, using local definitions in the image configuration files.

5.3 Configuring distributed (centralized) policy services

The problem being solved by distributed policy services, also known as centralized policy
services, is primarily policy management. Policies are administered by one site, the server,
with policy clients retrieving their policies from that single repository.

Note: The tasks, examples, and references in this chapter are based on the configuration
shown in Figure 5-3.

PROFA30 (dynamic routes)

OSA2080L 10.1.2.11/24
PAGENT
omvs = pagent
Central Policy
Client

SC30_TCPIPA
PACLIENT

N

A23 A29
SC30 SC33
TCPIPA TCPIPD

Connections

(optionally secured with SSL/TLS)’
‘\ v ¢

IP Network

PROFD33 (dynamic routes)

VIPA1L 10.1.1.40/24
r PAGENT -
omvs = pagent

Central
Policy Server

Policy

—_—
4

Figure 5-3 Relationship between Central Policy Server and Policy Client

In Example 5-3 on page 143, the example server has an MVS system ID of SC33 and the
policy client has an MVS system ID of SC30. The name of the Policy Agent procedure at each
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MVS system is PAGENT, and it is associated with the OMVS segment or user ID called
pagent. The client image name known to the server is SC30 TCPIPA. The RACF user ID that
is associated with the policy client is PACLIENT. This information is required to establish the
RACF environment for the policy server and policy client relationship.

Although optional, we implemented SSL security in our test scenario. However, in 5.6,
“Configuring the Central Policy Server without SSL Security” on page 173, we show that the
Central Policy Server operations are still functional if the client-server establishes connections
without SSL.

5.3.1 Configuring the base environment with SSL

138

The base environment for distributed policy services (centralized policy services) has up to
four prerequisites:

» An existing Policy Agent (required)
» A set of policies we want to distribute to clients (required)
» An RACF environment that authenticates the user (required):

— Either one or more RACF user IDs with passwords that can be presented for
authorization to the server when the client connects
— Or one or more PassTicket definition sets for authorization

» A server certificate (either a private USER certificate or a SITE certificate with the
appropriate key ring authorizations) (optional)

First, a working, existing Policy Agent is needed. Refer to Chapter 4, “Policy Agent” on
page 99 for information about how to create this environment.

Next, the policies that we want to distribute to clients are needed. For information about how
to build a set of policies, refer to any of the following chapters:

Chapter 6, “Quality of Service” on page 177

Chapter 7, “IP filtering” on page 195

Chapter 8, “IP Security” on page 227

Chapter 15, “Policy-based routing” on page 601

Chapter 16, “Telnet security” on page 639

Chapter 17, “Secure File Transfer Protocol” on page 679

vVvyvyvyyy
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Figure 5-4 illustrates the two categories of policies that a central policy server can distribute to
its clients:

» Common policies
» Stack-specific policies

Note that there is no Common Policy category for the QoS policy type.
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Figure 5-4 DynamicConfigPolicylLoad (DCPL): What central policy server distributes to policy clients

Each policy client needs an RACF identity for our policy clients. In our test environment, we
did not use a client SSL certificate for client authentication. Instead, we used a user ID and
either a password or a pass ticket. We explain how to establish a user ID and password in
“RACF user ID and password for the policy client” on page 141. To learn how to set up the
pass ticket environment, refer to zZOS Communications Server: IP Configuration Guide,
SC31-8775.

We also chose to secure the connections between the policy server and its clients using a key
ring and certificate environment to support SSL. With this secured connection, a server
certificate is required. The server certificate can be either a user certificate or a site
certificate. We already had a site certificate available that was tested with both the TN3270
server and the FTP server. Thus, we used the same certificate and associated PAGENT with
that certificate.

Note: If your enterprise needs more stringent security controls, you might not want to
employ the shared sife certificate for the policy server. Instead, you might want to create a
new user certificate that is distinct from the other server certificates. If your enterprise does
not need stringent controls, then you might even forgo the implementation of SSL
connections between clients and server.

For more information about certificate management, refer to Chapter 3, “Certificate
management in z/OS” on page 37. You can read about how we created the site certificate and
the Certificate Authority certificate in 17.3.2, “Configuration of FTP native TLS security” on
page 686. We repeat some of that information here to highlight that the Policy Agent server
needs to be permitted to the key ring with its keys and certificates if you choose to implement
SSL/TLS. The certificate definitions needed for the policy server are described in “Certificate
management for central policy services” on page 140.
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Certificate management for central policy services

Example 5-1 shows the commands to create a shared key ring, to create the CA certificate,
and to create the SITE certificate. Most of these commands will already have been executed
for other types of servers. We show you these commands again (il through [B) in order to put
the new commands (g and i) into context. Command sequences [ and [i& associate the
PAGENT user ID of PAGENT with the ability to access the shared key ring and its keys and
certificates.

Example 5-1 Commands to create shared key ring, CA, and SITE certificates

SETROPTS CLASSACT(DIGTCERT)
SETROPTS CLASSACT(DIGTRING)

RACDCERT ID(TCPIP) ADDRING(SharedRingl)
SETROPTS RACLIST(DIGTCERT) REFRESH
SETROPTS RACLIST(DIGTRING) REFRESH
RACDCERT LISTRING(*) ID(TCPIP)

RACDCDERT CERTAUTH GENCERT SUBJECTSDN( O('IBM Corporation')OU('ITSO Certificate
Authority') C('US')) NOTBEFORE(DATE(2007-09-11)) NOTAFTER(DATE(20010-09-11))
KEYUSAGE (CERTSIGN) WITHLABEL(°CS1A ITSO CAl')

SETROPTS RACLIST(FACILITY) REFRESH

RACDCERT CERTAUTH LIST

RACDCERT SITE GENCERT SUBJECTSDN(CN('ITSO.IBM.COM') OU('ITSO CS1A Shared Site')
C('US')) WITHLABEL('CS1A ITSO SharedSitel') SIGNWITH(CERTAUTH LABEL(°CS1A ITSO
CA1?)

SETROPTS RACLIST(FACILITY) REFRESH

RACDCERT SITE LIST

RACDCERT ID(TCPIP) CONNECT(CERTAUTH LABEL('CS1A ITSO CA1’)RING(SharedRingl)
USAGE (CERTAUTH)

RACDCERT ID(TCPIP) CONNECT(SITE LABEL('CS1A ITSO SharedSitel®) RING(SharedRingl)
USAGE (PERSONAL) DEFAULT)

SETROPTS RACLIST(DIGTCERT) REFRESH

SETROPTS RACLIST(DIGTRING) REFRESH

RACDCERT LISTRING(*) ID(TCPIP)

PERMIT IRR.DIGTCERT.GENCERT CLASS(FACILITY) ID(PAGENT) ACCESS(CONTROL)
SETROPTS RACLIST(FACILITY) REFRESH

PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY) ID(PAGENT) ACCESS(UPDATE)
SETROPTS RACLIST(FACILITY) REFRESH

Example 5-1 takes advantage of many of the steps that we executed in other chapters to
create a key ring and certificates. However, because the Policy Agent is associated with the
OMVS segment owned by user ID PAGENT, we had to execute steps [Jid and [l to associate
that user ID with access to the certificates, the key ring, and the keys stored in the ring.
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Here we review the steps in Example 5-1:

It is unnecessary to perform this step again. It was executed in 17.3.2, “Configuration of
FTP native TLS security” on page 686 when we were preparing to create key rings and
certificates for the TLS/SSL and AT-TLS environments.

A It is unnecessary to perform this step again. It was executed in 17.3.2, “Configuration of
FTP native TLS security” on page 686 when we created the shared key ring for our
installation.

It is unnecessary to perform this step again. It was executed in 17.3.2, “Configuration of
FTP native TLS security” on page 686 when we created the Certificate Authority
certificate.

[N It is unnecessary to perform this step again. It was executed in 17.3.2, “Configuration of
FTP native TLS security” on page 686 when we created the server SITE certificate.

B It is unnecessary to perform this step again. It was executed in 17.3.2, “Configuration of
FTP native TLS security” on page 686 when we connected the two certificates (CA and
server SITE) to the shared key ring owned by the user ID TCPIP.

m Every user, whether a server or client, requires access to the private key of the shared
SITE certificate. These commands provide that access to the user ID PAGENT.

Owners of a key ring need READ access to it. Non-owners of a key ring need UPDATE
access to it. The PAGENT procedure is owned by the user ID PAGENT and must therefore
be permitted to the key ring owned by the user ID TCPIP.

Policy client user ID versus policy client name (symbolic nhame)

You must learn to distinguish between two types of identities that the central policy server
uses in authenticating the policy client:

» ClientuserID

In our scenario, we assigned PACLIENT as the client user ID. The definitions for
PACLIENT are presented in “RACF user ID and password for the policy client” on
page 141.

» Policy client name (symbolic name)

In our scenario, we assigned a policy client name of SC30_TCPIPA. The policy client
name is also known as the symbolic name of the policy client. We chose to use the MVS
system name of the client node together with an underscore character and the TCP/IP
stack name of the client to represent the policy client name. This naming convention is
also the default naming convention if a definition for a policy client name is omitted from
the central policy server implementation.

Policy clients are matched to a DynamicConfigPolicyLoad statement in the server's main
PAGENT configuration file based upon the policy client name. We show you how to use
the statement in Example 5-6 on page 146.

If you assign a naming convention for the policy client names, you can use symbolic
expressions to reduce the amount of coding required at the central policy server on the
DynamicConfigPolicyLoad statement.

RACF user ID and password for the policy client

At connect time, the client must present a user ID and either a password or passticket to the
server node. The user ID is first used to authenticate policy clients when they connect, and
then to access the SERVAUTH profiles that determine which policy types the client is allowed
to use.
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Therefore, we created a policy client user ID of PACLIENT with a password of CLIENTPA to
satisfy these requirements. In a production environment, you would apply stringent password
rules to this client, but for our test purposes, our selected password sufficed. Example 5-2
shows the JCL job stream that we used to create this user ID.

Example 5-2 Creating the policy client user ID and password in RACF

//ADDPACLI JOB (999,POK),'ADD A USER',CLASS=A,REGION=0M,
// MSGCLASS=T,TIME=10,MSGLEVEL=(1,1) ,NOTIFY=&SYSUID
/*JOBPARM SYSAFF=*
/1*
//* Use this job to create a user ID that does not use TSO and
//* require no particular RACF authority.
/1*
//IKJEFT EXEC PGM=IKJEFTO1
//SYSUADS DD DSN=SYS1.UADS,DISP=SHR
//SYSLBC DD DSN=SYS1.BRODCAST,DISP=SHR
//SYSTSPRT DD SYSQUT=*
//SYSTSIN DD *
ADDUSER PACLIENT PASSWORD(NEW2DAY) + !
NAME('ID for Comm Server') +
OWNER (xxxxx) UACC(READ) DFLTGRP(SYS1) +
AUTHORITY (JOIN) GRPACC +
OMVS (AUTOUID HOME (/u/paclient) PROGRAM(/bin/sh)) B
CONNECT ~ PACLIENT GROUP(SYS1) OWNER(xxxxx) AUTHORITY(JOIN) +
UACC (ALTER)
ALU PACLIENT PASSWORD(CLIENTPA) NOEXPIRED E
PASSWORD USER(PACLIENT) NOINTERVAL
ADDSD "PACLIENT.**' UACC(NONE) OWNER(PACLIENT)
SETROPTS REFRESH RACLIST(TSOPROC ACCTNUM TSOAUTH)
DEFINE ALIAS  (NAME('PACLIENT') RELATE('UCAT.COMCAT'))
/*
//DEFINEZ EXEC PGM=IDCAMS
//SYSPRINT DD SYSOuT=*
//SYSUDUMP DD SYSOUT=*
//AMSDUMP DD SYSOuT=*
//SYSIN DD i
DEFINE CLUSTER (NAME(PACLIENT.HFS) -
LINEAR CYLINDERS(1 1) SHAREOPTIONS(3) -

VOLUMES (COMST4) )
/*
//CREATEZ EXEC PGM=IOEAGFMT,
// PARM=('-aggregate PACLIENT.HFS -compat
// -owner PACLIENT -group SYS1 -perms 0755')

//SYSPRINT DD SYSouT=*
//STDOUT DD SYSouT=*
//STDERR DD SYSouT=*
//SYSUDUMP DD SYSouT=*
//CEEDUMP DD SYSouT=*
/1*

//COPYPRO EXEC PGM=IKJEFTO1
//PDS1 DD DISP=SHR,

// DSN=WTSCPLX5.USS.PROFILE(NEWPROF)
//HFS1 DD PATHOPTS=(OCREAT,OWRONLY) ,PATHMODE=SIRWXU,
// PATH="'/u/paclient/.profile’

//SYSTSPRT DD SYSOUT=*
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//SYSTSIN DD *
PROF MSGID WTPMSG
OCOPY INDD(PDS1) OUTDD(HFS1) TEXT
/*
//CHOWN1 EXEC PGM=BPXBATCH,
//  PARM='SH chown paclient /u/paclient/.profile’
//STDOUT DD PATH='/tmp/stdout',

// PATHOPTS=(OWRONLY,OCREAT),
// PATHMODE=SIRWXU

//STDERR DD PATH='/tmp/stderr',

// PATHOPTS=(OWRONLY,OCREAT),
// PATHMODE=SIRWXU

/1*

The user ID [ for the policy client only needs a password B and the OMVS segment . The
policy client user ID does not need to be a superuser. Although the user ID standards at our
test site provide for a TSO segment automatically, the policy client user ID does not need one.

Number of policy client user IDs

Each policy client can have its own unique user ID and password, or you can provide a single,
shared user ID and password for a group of policy clients.

Recall that the policy client user ID is used for two purposes:

» For authentication when the client connects to the policy server
» For access to the SERVAUTH resources that we define next.

Note: If you want to use PassTicket authentication instead of a password, refer to zZ0S
Communications Server: IP Configuration Guide, SC31-8775, for information about
how to set up that type of authorization.

RACF SERVAUTH authorizations for the policy client user ID

Notice that the OMVS segment for the user ID PACLIENT did not make PACLIENT a
superuser. Remote policy clients are never defined as a superuser. If a user of policy services
is not a superuser, that user must be authorized to various policy types through the
SERVAUTH facility. You can use wildcards for this type of definition, as shown in Example 5-3.

Example 5-3 Grant access to read policies for a non-superuser using a wildcard definition

RDEFINE SERVAUTH EZB.PAGENT.SC33.SC30_TCPIPA.* UACC(NONE)
PERMIT  EZB.PAGENT.SC33.SC30_TCPIPA.* CLASS(SERVAUTH) ID(PACLIENT) ACCESS(READ)
SETROPTS GENERIC(SERVAUTH) REFRESH

You can use wildcards on any segment of the SERVAUTH class definition. We used a
wildcard only in the last field. Notice the syntax of the SERVAUTH class that is being defined:

EZB.PAGENT.SC33.SC30_TCPIPA.*

The first two fields represent the standard EZB.PAGENT designation for Policy Agent
SERVAUTH classes. The third field represents the MVS system name of the MVS node. In
this case, it is the system name of the MVS running the policy server. The third field is usually
represented by the TCP/IP stack name in SERVAUTH class definitions. However, this is not
what you find in this definition. Instead you find SC30_TCPIPA, the policy client name. This is
a name different from the client user ID of PACLIENT. This is a name you assign when you
configure the policy client’'s PAGENT configuration file. The final field represents the policy
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type field: QOS, IDS, IPSEC, Routing, or TTLS. Our example shows a wildcard which
represents any policy type.

The Policy Agent examines all requests from policy clients to verify that the client has
SERVAUTH authority to the policy type at the server node. This means that the SERVAUTH
class definition includes the policy client name as one of the segments and the PERMIT
command authorizes the policy client user ID to the SERVAUTH class.

As an alternative, you can use individual definitions for each policy type as we did for
PACLIENT in Example 5-4 in case we needed this granularity later.

Example 5-4 Grant access to read policies for a non-superuser: discrete definitions

RDEFINE SERVAUTH EZB.PAGENT.SC33.SC30_TCPIPA.QOS UACC(NONE)

PERMIT EZB.PAGENT.SC33.SC30_TCPIPA.QOS CLASS(SERVAUTH) ID(PACLIENT) ACCESS(READ)
RDEFINE SERVAUTH EZB.PAGENT.SC33.SC30_TCPIPA.IDS UACC(NONE)

PERMIT EZB.PAGENT.SC33.SC30_TCPIPA.IDS CLASS(SERVAUTH) ID(PACLIENT) ACCESS(READ)
RDEFINE SERVAUTH EZB.PAGENT.SC33.SC30_TCPIPA.IPSEC UACC(NONE)

PERMIT  EZB.PAGENT.SC33.SC30_TCPIPA.IPSEC CLASS(SERVAUTH) ID(PACLIENT)

ACCESS (READ)

RDEFINE SERVAUTH EZB.PAGENT.SC33.SC30_TCPIPA.TTLS UACC(NONE)

PERMIT  EZB.PAGENT.SC33.SC30_TCPIPA.TTLS CLASS(SERVAUTH) ID(PACLIENT)

ACCESS (READ)

RDEFINE SERVAUTH EZB.PAGENT.SC33.SC30_TCPIPA.Routing UACC(NONE)

PERMIT  EZB.PAGENT.SC33.SC30_TCPIPA.Routing CLASS(SERVAUTH) ID(PACLIENT)

ACCESS (READ)

SETROPTS GENERIC(SERVAUTH) REFRESH

RACF authorizations to BPX.DAEMON for the policy client user ID

Example 5-5 shows the permissions that we granted to the policy client user ID. Although not
required, it does provide additional security in the z/OS UNIX environment.

Example 5-5 BPX.DAEMON authorization for policy client user ID

PERMIT BPX.DAEMON CLASS(FACILITY) ID(PACLIENT) ACCESS(READ)
SETROPTS RACLIST(FACILITY) REFRESH
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5.3.2 Configuring the policy server

We configured the policy server environment for the very simple scenario shown in

Figure 5-5.
A23 A29
SC30 SC33
TCPIPA TCPIPD
PROFAB30 (dynamic routes) PROFD33 (dynamic routes)
OSA2080L 10.1.2.11/24 VIPAI1L 10.1.1.40/24
— PAGENT - r  PAGENT
omvs = pagent omvs = pagent
Central Policy
Client
Central
Policy Server
SC30_TCPIPA y
PACLIENT
QoS
— Polic
AN S adl 4
v
( **<SSL Connections”
\
w Network
e 2 SSL or TLS connections over PAPI interface
e one bidirectional connection for data transfer exchanges
e one unidirectional, asynchronous connection for
notifications from server to client

Figure 5-5 QoS policy maintained at central policy server and sent to policy client

Our scenario is set up to transfer only the QoS policy from the server to the client. We are
using the password for user ID authentication. The resulting view of the successful
connections between the policy server and the policy client reveal that there are two SSL or
TLS connections that are established. One of the connections is used for the actual data
transfer between the server and the client. The other connection is asynchronous and is used
only for notifications to the client.

Note: The AT-TLS policy that is to be configured at the server node can define either SSL
or TLS connections. We define the default, which is TLS connections.

Example 5-6 shows the configuration of the policy server file that resides at TCPIPD on LPAR
A29 with MVS System ID of SC33. The main configuration file for PAGENT on the LPAR
contains only two image statements: for TCPIPD (§)) and for TCPIPE (). TCPIPD is to be the
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centralized (or distributed) policy server. TCPIPE is not to be a client yet. Note that there is no
Tcplmage file for TCPIPA on LPAR A23 (z/OS System ID of SC30). TCPIPA is to be the policy
client with which we test.

Example 5-6 pagent33.conf at LPAR A29 (system name of SC33)

# **x*Fxx% Bajng used as a Central Policy Server **#xdxkdsdkdkidkdkxkx
# FxxFxxFx TCPIPA on SC30 is the client for QoS **#*®kxikkksirdkirx
# KEhARkKRrAhhkrhhkhhkhdhhhhhkhhhhkhhhhhhdhhhhhhkhhhhkhhkdhkhkhhdhkhkhhhkhkkdhhkhhkhkhkkdhkhkx*
# Loglevel 15
TcpImage TCPIPD /etc/pagent33 TCPIPD.conf FLUSH PURGE 600 a
TcpImage TCPIPE /etc/pagent33 TCPIPE.conf FLUSH PURGE 600 E
ClientConnection Statement
The Policy Agent acting as a policy server uses the ClientConnectio
statement to specify the listening port. The Policy Agent acting a
policy client uses this connection to retrieve remote policies.
example:
ClientConnection 4502
ClientConnection 16310 [§
DynamicConfigPolicylLoad Statement
The Policy Agent acting as a policy server uses the DynamicConfigPolLicyLoad
statement to obtain the file names of the configuration files to be loaded
nto
policy clients.

FH H I I H I

FH H I~ HH: I H

DynamicConfigPolicylLoad SC30 TCPIPA [i
DynamicConfigPolicyload ~(.+) (.+)$ [§
{
RefreshInterval 1800
PolicyType QoS [
{
Policyload /etc/pagent33_QoSnew.conf [

}
# }

When we first set up the PAGENT environment for TCPIPD at LPAR A29 (sysid of SC33), we
copied the sample for the main policy file from /usr/Ipp/tcpip/samples/pagent.conf into a file
named /etc/pagent33.conf at LPARA29. The examples within this main policy file already had
a placeholder for an important set of definition statements for the distributed policy services
scenario:

» ClientConnection
» DynamicConfigPolicylLoad

Our pagent33.conf was already successfully tested at this point and was being used for two
TCP/IP images on LPAR A29 (SC33): TCPIPD itself, and TCPIPE. Recall that the main
configuration file is coded manually; the IBM Configuration Assistant is not employed to
create this file.

Note the Tcplmage statements at B} and [} in Example 5-6. These Tcplmage statements
existed before for the two stacks in this LPAR represented by MVS System Name of SC33.
We simply uncommented the two new statements (ClientConnection and
DynamicConfigPolicyLoad) for the distributed policy environment and filled in the appropriate
values; see [§ and ff] in Example 5-6.

The ClientConnection statement [§ identifies the listening port that the policy server binds to
and over which it listens for client connections. The default port is 16310 despite the
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declaration in the sample file that the default is 4502. The DynamicConfigPolicyLoad
statements, E and E, identify the clients that are authorized to retrieve policies from the server,
as well as the policy type that is to be transferred to the authorized client and the location of
the file that defines the policy for that policy type.

The DynamicConfigPolicyLoad statement labeled [f] shows a hard-coded client name of
SC30_TCPIPA. The DynamicConfigPolicyLoad statement labeled [§ shows a string that allows
a kind of variable name or symbolic name to be presented by a client: ~(.+) _(.+)$. This type
of coding uses what is known as regular expressions in the C and C++ coding languages and
in UNIX.

This is the client name that we used for the definition of the SERVAUTH class in Example 5-3
on page 143 and Example 5-4 on page 144. The explanation for this string can be found in
the sample policy file and in zZOS Communications Server: IP Configuration Guide,
SC31-8775 and z/0OS Communications Server: IP Configuration Reference, SC31-8776.

Our value, ~(.+)_(.+)8, means that we begin the string with any number or type of characters
separated by an underscore and followed by any number or type of characters. Therefore, our
naming convention for the policy client name, SC30_TCPIPA, matches this pattern. So does
another possible client named SC31_TCPIPB. The use of variables or regular expressions in
this statement allows a single DynamicConfigPolicyLoad statement to apply to multiple
clients.

When the central policy server receives an incoming request from the policy client, it
searches for a matching client name in the DynamicConfigPolicyLoad statements using the
following order:

1. A clientname that has an exact match to the policy client name.
2. Alongest regular expression name that matches the pattern presented by the client name.

3. If there is no matching clientname or if the matching client name does not have a
corresponding PolicyType parameter as represented in the client request, a default remote
file is used. The default file has the name pagent_remote.<policytype>.

Creating variable strings for the DynamicConfigPolicyLoad statement

It is beyond the scope of this book to list all the possible ways to create a variable string; refer
to zZ0S Communications Server: IP Configuration Reference, SC31-8776, for more
information about this topic. However, Table 5-1 lists and explains the meaning of various
regular expressions to provide insight into how our string was constructed.

Table 5-1 Regular expressions mapping table

Character Meaning IBM-1047 EBCDIC
hex value
A Beginning of variable string xX'5F’
Match any single character x'4B’
* Partial wildcard only because must follow a character or x'5C’
expression; cannot stand on its own; any number or type of
character. A full wildcard can be represented with .*
+ One or more occurrences of a previous character X'4E’
(expression) Groups a sub-expression ( isx4D
) isxbD’
[character-character] In sequence: specified character through specified character | [ is X’AD’
] isxBD’
$ End of variable string x'5B’
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Important: Policy Agent syntax and particularly the symbolic expressions in the
DynamicConfigPolicyLoad statement require the use of US English Code Page 1047. The
default in many 3270 emulators is US English Code Page 037.

This point is of particular interest when typing the caret (») character. With code page
1047, the N is represented by EBCDIC x’5F’. With code page 037, however, the A character
is represented by EBCDIC x’'B0’.

If XBO’ is encountered to represent A during parsing of an expression, the expression is not
understood and the policy server sends a default policy to the client instead of the intended

policy.

Use care when coding files that include regular expressions. There are several techniques
you can use to ensure that the code page you use will allow your files to be properly parsed:

» Use a 3270 emulator and ensure that you have specified IBM-1047 as the code page for
the session in which you are editing the regular expressions. Even in this case you might
need to remap one of the keys on the keyboard to represent the caret character.

» Use your standard TN3270 emulator to code the files. When you are finished editing,
enable “hex on” in the ISPF oedit process. Verify that the characters you have used in your
expressions map correctly to IBM-1047. (See the mapping provided in Table 5-1 on
page 147 for help, or refer to Enterprise Systems Architecture/390 Reference Summary,
SA22-7209, for the code page mappings.)

» Use your workstation to code the files, and then ftp them onto the mainframe. Verify the
correct hexadecimal EBCDIC mapping.

» Telnet into the UNIX subsystem to edit the files in OMVS. Use vi or a similar UNIX editor.
Again, verify the correct hexadecimal EBCDIC mapping by entering the ISHELL or the
OMVS shell and turning hex viewing on.

How will you know that your coding is successful? The pasearch -c -p <policyclientname>
command, illustrated in Example 5-21 on page 170, lists which files are loaded. The syslog
daemon log determines whether parsing failed.

We have not yet completed the explanation of several definitions in the policy server’s
configuration file. Example 5-7 shows that you can include a CommonPolicyLoad statement in
the pagent. conf file.

Example 5-7 The pagent33.conf file for central policy server: DynamicConfigPolicyLoad statement

# DynamicConfigPolicylLoad Statement
# The Policy Agent acting as a policy server uses the DynamicConfigPo

# statement to obtain the file names of the configuration files to be
# policy clients.

# example:

# DynamicConfigPolicylLoad remote*

# {

# RefreshInterval 1800

# PolicyType IPSec

# {

# CommonPolicyLoad /etc/pagent remote.ipsec E
# }

# PolicyType TTLS

# {

# PolicyLoad /etc/pagent_remote.ttls

#

}
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# }

=

# DynamicConfigPolicylLoad SC30_TCPIPA ﬂ
DynamicConfigPolicyload ~(.+) (.+)$ [§
{
RefreshInterval 1800
PolicyType QoS
{
PolicylLoad /etc/pagent33_QoSnew.conf [

}
# }

In Example 5-7 on page 148, you see at label [§ that you can also point to a Common Policy
that should be loaded into the client. There is no Common Policy for a QoS policy, which
explains why we have not even attempted to define a CommonPolicylLoad parameter for our
scenario.

We have already reviewed the significance of the policy client name (] and [}) that is part of
the DynamicConfigPolicylLoad statement itself. Part of this statement is a reference to the type
of policy that the client is to retrieve. For our definition, we allow the client to retrieve the QoS
policy [j that is loaded from the location etc/pagent33_QoSnew.conf [l

The QoS policy file named /etc/pagent33_QoSnew.conf was created earlier with the IBM
Configuration Assistant and is shown in Example 5-8.

Example 5-8 Excerpts from pagent33_QoSnew.conf

## QoS Policy Agent Configuration file for:

## Image: SC33

## Stack: TCPIPD

## And for all other stacks in the Sysplex (to be distributed by Central
Server)

##

## FTP History:

## 2007-09-20 06:08:33 ¢s02 to 9.12.4.230

## 2007-09-18 05:43:42 c¢s02 to 9.12.4.230

##
igddddddadadaddddsdadadaddddsdddadsddsdsdadaddadadadaddadadadgdaddadadadi
# PolicyRule statements
igdzdzadsdsdagddddsdsdadsddadsdadzdsddsdsdadaddadadadaddadsdadadaddadadadi

policyRule 01
{

PolicyRulePriority 65000
SourcePortRange 16310
DestinationPortRange 1024-65535
ProtocolNumberRange 6
PolicyActionReference action™1

......

idsddsddsddsddsaddsddsddsddsddsadaadsaddsddaddsddsadssdaddsddsddaadaadad
# PolicyAction Statements
idgddsddsddsddsaddsddsddsddgddsadaadaddsddaddsddsadasdaddsddaddaaddaddd

PolicyAction action™1

{
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PolicyScope DataTraffic
OutgoingT0S 11100000
}

The QoS policy in Example 5-8 is to be loaded into both TCPIPD and TCPIPA. The Central
Policy Server treats this policy as a local policy for TCPIPD; it is a distributed policy for
TCPIPA.

Configure the AT-TLS policy rules for the central policy server

We use SSL between the client and server. The server needs a policy to establish the SSL
environment. The client does not need a policy; we will see that the client implicitly requests
SSL services through a definition in the policy client configuration file.

We have working AT-TLS rules for several environments. Therefore, we have already enabled
AT-TLS in the TCPIPD stack on MVS SC33. See Chapter 12, “Application Transparent
Transport Layer Security” on page 517 for information about how to enable AT-TLS in the
TCP/IP stack.

We need to create a new AT-TLS policy for the central policy server using the IBM
Configuration Assistant. We initialize the GUI from our workstation, and then in the Main
Perspective panel, we select the option to create a new backing store file so that we can test
the central policy connections in isolation. (We can later merge these with our previously
created AT-TLS policies.).

IBM z/OS V1R10 Communications Server TCP/IP Implementation Volume 4: Security and Policy-Based Networking



To configure policy rules, follow these steps:

1. In the IBM Configuration Assistant, select File — Open — Create new backing store as
shown in Figure 5-6.

Ifi Configuration Assistant - TCP/IP Stack Settings L,__]tll]
Fie Ecit Perspective Help )
Open L3 Cpen Default Backing Stare

Open Existing Backing Store...

Save As D. Create a New Backing Store
Aics02FTPand TNI270. TTLS backingstore
CProgram FilesBMzCSConfiglssistiv' ROfiles'LPARAZI TTLS

Preferences... Nufcs02iftpttls backingstore |
9

Froperties. .. ZProgram FilesBMzC3Confighssistiv'1 RIiles\TCPIPA gosPolicy
History CProgram FiIes\lBM\zCSConfigAssiﬂ}W R9files\TCPIPD FTPTLS
Exit
Click. the Add... button for each Connectivity Rule you want to add to this Stack.
Local Address Femote Address Requirement Map Topology | Statug .r:l-ame
APV AlPYE FTPTraffic Nane |Enabled  [FTPATTLS Rule
10.1.8.42 AlP W4 SSLPLAIN_RegMap Mone Enabled | ADMIM_SSLPLAIN
10.1.8.43 AlP Y4 SSLCERT_ReqMap MHone Enabled FPavROLL_SSLCERT A
10.1.1.40 AP Y4 SSLPLAIN_RegMap MNone Enabled SHIPPING_UP2USER

Add... ] [ Copy... | I Madify Basics... | | Delete I |View Details...]
[ odiy wizard...

(& J o= )=

Figure 5-6 Creating a new backing store

2. Enter the location of the new backing store (using the Host file location as the repository
as defined in the preferences of the IBM Configuration Assistant) and click OK
(Figure 5-7).

IH Host File Location

FTF file including full path

File name and location; | Aulcs02/centralpolicy. backingstore

(] 4 H Cancel ” Help ]

Figure 5-7 Name and location of the new backing store file

After creating the backing store file on the mainframe, the lock on the existing file with
which you opened the IBM Configuration Assistant is released, and you are now working
on the new backing store file. You are returned to the main perspective of the IBM
Configuration Assistant.
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Note: In our testing, we chose to test the AT-TLS connection for the centralized policy
server in isolation from the other AT-TLS policies by creating a new backing store file
that we could later import into the production backing store file. We discuss the import
function in 4.4.3, “Merging (importing) backing store files” on page 126.

You can also test the AT-TLS connection by copying the existing backing store file into a
backup file and then adding the new definitions into the production backing store. With
this method, you do not need to perform the import function. For more information, see
“Migrating test configurations into production configurations” on page 129.

3. Indicate on the main perspective panel to add a new z/OS image. We named the image

SC33, which was the MVS system name. We did not add a comment, because there are
existing comments in the file that we will later merge in to the new file.

Note: It is easier to merge definitions if the MVS image names are consistent. That is,
the image name in the existing backing store files is SC33. Therefore, we also choose

SC33 for this image name. For more details, refer to the discussion of this topic in
Chapter 4, “Policy Agent” on page 99.

4. Next add a TCP/IP stack name (TCPIPD). Again, we did not add a comment. Then,

highlight the stack name, highlight the AT-TLS technology that you want to define, and
select Enable. The status column then shows Incomplete, as shown in Figure 5-8,
because you need to configure the policy.

15 V1R10 Configuration Assistant - Backing Store (Read-Write) = fu/cs02/centralpolicy.backinstore E]@
File Edit Perspective Help
Main Perspective
Configuration Aesistant Navigation Tree f TCRAIP Stack Information:
S Work with 2/015 Images Enter the name of the TCRAP Stack:  TCPIFD
=4 Image - 5C33
i...q SEECRETEPIFD Enter a description:

Stack infarmation update action

2/05 Communication Server technologies

Select the technalogy vou want ta configure and click Configure.

Technology Dezcription Status - TCPAP Stack Level Settings
[&TTL5 Application Transparent - Transport Layer Security Incomplets
IPSec IP Security Disabled
DS Irtrusion Detection Services Disabled
M55 Metwork Security Services Disabled
QoS Quality of Service Dizabled
’ FER Policy Bazed Routing Dizabled
-
s

|

Figure 5-8 AT-TLS policy definition: Enabling AT-TLS

152 IBM z/OS V1R10 Communications Server TCP/IP Implementation Volume 4: Security and Policy-Based Networking



5. Click Configure. When prompted, click Yes to create a connectivity rule. In our testing, we
created the rule with Address Group - all_IPv4_addresses, both locally and remotely, as
with other examples in this book. Also, se did not take the default rule name and named
the rule CentralPolicyRule, as shown in Figure 5-9. Select Next.

Lw

Uge thiz panel to identify the data endpoints.
These are the [P addrezzes of the host endpoints of the traffic you want o protect,

Local data endpoint
() Address Group
| AI_IPvd_Addresses ™

Femote data endpoint
() Address Group
| AL IPyd_Addreszes

Mew... Wie Details...] ’Shnw Wwihere Used...]

[ New...|

() Specity address:

Connectivity Rule Name

Mame: | CentralPolicyRule

() Specity address:

&

Wie Details...l [Show Where Uszed...

< Back

I

o]

Figure 5-9 Our central policy server rule
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6. Select Add for Beginners to work with requirement maps. Continue to select Next until
you get to the panel to provide a name to the Requirement map, as shown in Figure 5-10.

Thiz Requirement Map should contain secunty miles for all IP traffic between two data endpaints.

Fequirement kap
I arme: *| CentralPolicyS erverReq

Description | Requirements for CentralPolicyServer AT-TLS Rules

Check each type of P traffic that travels between the data endpaints.
[] CICS traffic

[] FTF Client traffic

[] FTF Server traffic

[] TH3270 Server traffic

[ twfeb Server traffic

“'ou will be able to add other types of IP traffic to thiz Requirement Map in a subsequent step.

T

Figure 5-10 Requirement map for ceniral policy server
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7. Do not select an IP traffic type. Enter the name of the Requirement map, and select Next.
On the Traffic Descriptor page, highlight Central_Policy_Server, and click Add to move it
to the Traffic Descriptor in the center of the panel, as shown in Figure 5-11.

Use thiz panel to add additional Traffic Dezscriptars ta the Requirsment Map.

To Add a Traffic Descriptar ta the Reguirement Map: 1. Select a Traffic Descriptor from the Dbjects section,
2. Click the "2-Add" button

To create new Traffic Descrptars, Or

to modify the contents of a Traffic Descriptor:

Ligt of Traffic Descriptors in thiz Fequirement b ap

1. Click the *ork with Traffic Descriptors.... button

Objects

Mame Drescription

Traffic Descriptor &

Centralized_Palicy Server

[VERIFY] IEM supplied: Centralized Policy Server

ADMR

| CIcs
"FTP-Client
FTPServer
[LBA-Advisar

LBA-fgent

| LDAPServer

| NSS_Client

| N55_Server

| REXEC-Client

| RE<EC-Server

"RSH-Client

_Hm BIvED

Remave --> |

Wiew Details. .

Wwéork with Traffic Descriptars...

< Back ” Iext >

Cancel

Figure 5-11 Traffic descriptors

8. Select View Details to examine the traffic descriptor made available by the IBM
Configuration Assistant (Figure 5-12).

Search

Search scope: All topics

Contents om0 s

i Sl e B8
e i = = v Traffic Descriptor: Centralized Policy Server -
(VERIFY) IBM supplied: Centralized Policy

2 Viewing information in the information center
Configuration Assistant for z/0S Communicatior

Server

Protocol iogal SR ctnate C_nnne.tr \Job Name User ID AT-TLS Configuration Index
Port Port Direction

TCP 16310 1024-65535 [Inbound |- - 0

Configuration Associated with this AT-TLS Application

c A;_[-TLS. Handshake | Key |Certificate |Application Secondary Handshake Unique SSL |Sysple
nn[;g']u;;nnn Role Ring | Label |Controlled Map Timeout Environment Cachir
[Use . - - -
0 Server i Off Off 10 Seconds No Off
default

Figure 5-12 Details of Centralized_Policy_Server Traffic Descriptor
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9. Assign a security level to the traffic descriptor, as shown in Figure 5-13. We selected
AT-TLS Silver as the security level. Click Finish.

1 New Requirement Map: Select Security Levels

A Requirement Map iz an object that maps each |P traffic type [Traffic Descriptar] to a specific level of security [Secunty Level).

To Add a new mapping to the R equirement b ap: 1. Select a Traffic Descriptar from the Objects section.
2. Click the "<--A4dd" button

To change the Secuiity Level of a Traffic Dezcriptor: 1. Click the Security Level column in the Requirement Map zection
2. Select a new Security Level from the list

’ Wwhork with Secunty Levels.. ]

Fequirement Map Objects
Traffic Descriptor &
| ADMR ||
| CIES |
| FTP-Client N
r - : FTP-Server
Traffic D t AT-TLS -5 ty Lewvel |-
ra |c. escripl Fur ecurity Level _ (B lvicor
Centralized_Paolicy_Server Mone ' w [BA-Agent
More | LDAP-Server
Permit M55_Client
AT-TLS__ Platirum : | NS5_Server
AT-TLS_ Gold "REXECClient
AT-TLS_ Silver % RE+EC-Server
AT-TLS_ Bronze | Remove - Fi5H-Client
RSH-Server
TH2270-Client —
THAPTN. G arer [
I otk with Traffic Descriptars... ]

? < Back ext Finizh ] [ Cancel

Figure 5-13 Select Silver Security level
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10.In the Select Requirement Map window, select Proceed to complete the definition. Then,
back in the Select Requirement Map panel, the newly created requirement map displays,

CentralPolicyServerReq, as shown in Figure 5-14.

Select a Requirement Map

Initially, you need to create a new Requirement Map which will be reusable in subzequent Connectivity Rules.

|BM haz supplied examples you can use to "Copy..." and then modify to get started,

|dtitil wowr Became Familiar with Bequirement tMaps pleaze use the Add for Beginners___ to create pour Requirement BMap.

Mame &

Description

AT-TLS_Sample

|BM zupplied: AT-TLS zample; CICS and TH3270

CentralPolicpServerReq

Reguirements for CentralPolicyServer 4T-TLS Rules

Add for Beginners...l [ Add...

] [ Copy... ] [ todify... l [View Details...]

Ieed Maore Information

l < Back

e

Figure 5-14  View of new connectivity rule for central policy server
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11.In the Finish panel that displays, you can select Advanced settings to change trace and
timer settings. Select Finish to complete the configuration and to return to the IBM
Configuration Assistant main panel (shown in Figure 5-15).

1 VIR10 Configuration Assistant - Backing Store (Read-Write) = /u/cs02/centralpolicy.backinstore E]@
File Edit Perspective Help

AT-TLS Perspective

Configuration Assistant Mavigation Tree 4 Connectivity Rules
J A\T_TLS : ; TCRAF Stack Information:
=4 “ork with Reusable Objects .
- Traffic Descriptarz Enter the name of the TCP/P Stack; | TCPIFD

- Securty Levels

- Address Groups

-# Requirement Maps

= 4 Work with 2/05 Images
=63 Incomplete Image - SC33

Enter a description:

"[& GEck TCRIFD Click the Add... buttan for each Connectivity Fule you want to add to this Stack.
Local Address FRemote Address Requirement kap Topology Status ] MName
AllIPvd_Addresses | AllIPv4_Addresses | CentralPolicyServerReq Mone . | Enabled CentralPolicyRule

s

Add.. ] ’ Copy.. l I Modify Basics... l ’ Delete ‘ [\u"iew Lietails. .. e Ll
b adify Wwizard...

I tdain Perspective I[Applychanges]’ Ok ]’ Cancel ]’ Help ]

Figure 5-15 Completed connectivity rule from AT-TLS perspective

As shown in Figure 5-15, the status of the new policy is now Enabled. On this panel, you
can click Health Check and view the results. With no errors in the policy, it should work at
the mainframe central policy server site.

12.Note that in Figure 5-15 our MVS image displays as Incomplete. To correct, select Apply
Changes to alter this status, or highlight the MVS image to obtain the message shown in
Figure 5-16.

11 Leaving TCP/IP Stack Settings

Changes have been made to the Stack you are
? editing, but the "A&pply Changes" button was not
choked. How do you want bo proceed?

[.t'-‘«pply[:hangesl[ Dizzard Changes l[ Cancel l

Figure 5-16 Applying changes to the MVS image
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13.In the message window, select Apply Changes to display the key ring shown in
Figure 5-17. Enter the name of the server’s key ring that is stored in the RACF repository.
Note that we preface the name with the name of the key ring’s owner (TCPIP), which is a
good practice although not always necessary. The key ring’s owner is required only if the
user of the key ring is not the owner of the key ring. Click OK.

Il Required AT-TLS Image Level Settings

The zettingz on thiz panel are only applicable o AT-TLS.
Default AT-TLS key ring databaze settings

F.ey ring databasze

(&) Ky ring is in SAF product [such as RACF)
Keyrng: | TCPIP/SharedRingl

() Key database iz & 2/05 UNIX file system file:

Default AT-TLS trace level
() Level 0 - Mo tracing is enabled
(%) Lag only the selected trace levels

[]Lewel 1 - Ermors ta TCRAP Joblog)  [w] Level 2 - Enars [to Syslog)

Additional AT-TLS Image settings

[ ] Level 4 - Infarmation [ta Syslog)

[ ok |[ cancel |[ Hep ]

Figure 5-17 Defining key ring owner and name

The Incomplete status for the MVS image clears, signalling that the MVS image definition

is now complete.
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14.Next, FTP the policy to the mainframe target, shown in Figure 5-18. Identify the location to
which you want to send the new policy file, and click FTP.

1 Installation - Image= "SC33"
Install Configuration 4 Configuration Files Inztallation
_A Install Imags To complete installation for Image, "'SC33", you must FTP the following files.
=4 Image - 5C33 5C33 - Configuration Files
Lo d Stack - TCRIPD
® 2l File Sent FTFLocaon
TCPIPD - AT-TLS: Palicy Aigent Stack Configur... | Mo Audcsl2centralpolicyD] TTLS
[ Show Configuration File... ] [ EIR: ] [ Syztemn Administration |nfarmation... | |View Prologue Histary. ..
Permanently save pending changes after FTP?
Cloze ] [ Help "ﬂ
Figure 5-18 FTP the TTLS policy for central policy services to the mainframe

15.Enter the target host IP address, as shown in Figure 5-19, and select Send.

I FTP Configuration File

Enter FTP information to send the files. -
Lagin infarmation

Host name: | 10.1.1.40
Port number: |
Uzer 1D; *| Cs02

A
Pazzword: FEEE

[ Usze55L

FTF file including full path
File name and location: | /u/cs02/centralpolicyD. TTLS
D ata transfer mode

() Default () Passive () Active

Comment far the configuration file prolague [optional]
Comment;

LL}Send | [ Cose ][ Hep ]

Figure 5-19 Information for FTP

After the successful FTP of the TTLS policy file, messages indicate that the backing store file

was sent to the mainframe as well. (Remember that earlier the mainframe was identified as
the repository for the backing store file using the File — Preferences menu.)

After testing and verification, as explained in 5.4, “Activating and verifying the policy services
environment” on page 166, you can import or merge the new AT-TLS policy for the centralized
policy server into the existing AT-TLS policy file.
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We assume that you have already permitted the user ID associated with the Policy Agent
procedure to the EZB.INITSTACK.sysname.tcpname SERVAUTH class profile. If you have
not, set up Policy Agent as described in “Defining the security product authorization for
PAGENT” on page 109 and execute the following RACF command:

PERMIT EZB.INITSTACK.SC33.TCPIPD CLASS(SERVAUTH) ID(PAGENT) ACCESS(READ)

5.3.3 Configuring the policy client

Now that the centralized policy server is configured and the AT-TLS policy file for the SSL
connection between client and server is built, you can build the PAGENT configuration files for
the centralized policy client.

In our scenario, the TCPIPA stack at LPAR A23 (system name SC30) was our client. We
required at least two configuration files and two configuration statements for the centralized
policy client:

» The main PAGENT configuration file, which contains the ServerConnection statement
» The Tcplmage configuration file, which contains the PolicyServer statement

Both of these files are edited manually without the help of the IBM Configuration Assistant.
Example 5-9 shows the configuration of the ServerConnection statement in the main
PAGENT configuration file for the policy client. We copied the sample pagent configuration file
from /usr/1pp/tcpip/samples/pagent.conf and modified it for our purposes.

Example 5-9 Main configuration file (pagent30.conf) for policy client: ServerConnection

# kkhkkkhkkkkkhkkhhkhkhkkhhkkhhkhhkkhhkhkhkkhhkkhkkhhkkhhkkhkkhhkhkhkkhkhkkhkhkkhkkhkhkkikkkkk*x

# x**x%%% Being used as a Central Policy CLIENT (TCPIPD=Server) ***
# KRhkhhkhkhhhkhdhhkhdhhhdhdhhhdhdhhhdhdhhhddhhdhdhhdhdhhdhhhhddhhdhdhhdhddhhhdhiidkddixsk
# LoglLevel Statement
# LoglLevel 511

LogLevel 15

# TcpImage and PEPInstance Statements (synonyms)

TcpImage TCPIPA /etc/pagent30 TCPIPA.conf FLUSH PURGE 600 !

# ServerConnection Statement: MUST BE IN CLIENT’S MAIN CONFIGURATION FILE
ServerConnection [

{

ServerHost 10.1.1.40 [§
ServerPort 16310 [§
ServerConnectWait 60
ServerConnectRetries 3

ServerSSL [l

{
ServerSSLKeyring TCPIP/SharedRingl [§
ServerSSLV3CipherSuites  TLS_RSA_WITH_3DES_EDE_CBC_SHA
ServerSSLV3CipherSuites  TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
ServerSSLV3CipherSuites  TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
ServerSSLV3CipherSuites  TLS_DHE_RSA_WITH_AES_256_CBC_SHA
ServerSSLV3CipherSuites  TLS_DHE_DSS_WITH_AES_256_CBC_SHA
ServerSSLV3CipherSuites  TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA
ServerSSLV3CipherSuites  TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA

[—hl—h|—h|—h]—h]—h]|—h]
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Our example shows some of the main PAGENT configuration file statements. The main
configuration file points to a Tcplmage file called /etc/pagent30_TCPIPA.conf fl. It also
contains the ServerConnection statement fJ that identifies this PAGENT as a client. Note the
location of the various “begin” and “end” brackets that enclose the blocks of code required to
establish the TCP connection to the server.

E ServerConnection identifies the location of the Central Policy Server, the connection timers,
and the security parameters of the TLS/SSL connection to the server. The client uses the
TLS/SSL connection to retrieve the policies it desires from the Central Policy Server.

[} ServerHost identifies the IP address of the Central Policy Server. The client connects
through TCP to this address. Instead of an IP address, you might choose to point to a host
name so that the resolver can locate the IP address of the server.

[ ServerPort identifies the target TLS/SSL port that the client connects to. This is the
listening port at the Central Policy Server.

f] ServerSSL indicates the start of the block of definitions that define the security parameters
to be used over the TLS/SSL connection.

B ServerSSLKeyring provides the name of the TLS/SSL key ring at the client side of the
connection. It must be prefaced with the user ID that owns the SSL key ring if the PAGENT
user ID is not the owner of the key ring. This is the key ring that contains the CA certificate
used to authenticate the server SITE certificate. It can also contain the client certificate if SSL
Client Authentication has been enabled for the connection. (Note that if the server certificate
is a self-signed certificate, then this is the key ring that contains the copy of the server
self-signed certificate.)

ServerSSLV3CipherSuites indicate the names of the eligible CipherSuites that can be used
to negotiate the TLS/SSL connection between the client and the server. They are listed in the
order of preference.

Example 5-10 shows our customization of the client’s TcpImage file identified by il in
Example 5-9. We copied the sample image file from /usr/1pp/tcpip/samples/pagent.conf
and omitted all statements except for PolicyServer.

Example 5-10 pagent30_TCPIPA.conf at LPAR A23 (SC30)

# # Fx*Fx%% Baing used as a Central Policy Client (TCPIPD=Server) ***
# IMAGE FILE FOR TCPIPA dhkkhhhhkhhhhhhhhhhhhhddhdhdhhhhhhhhhhddhdhdhhrrrdxkx
# PolicyServer Statement: MUST BE CONFIGURED IN IMAGE FILE OF CLIENT
#
# If a ServerConnection statement is not configured in the main config
# then this statement is ignored.

PolicyServer }
{

Userid PACLIENT i
AuthBy Password  CLIENTPA |
ClientName SC30_TcPIPA
PolicyType Q0S
{

FLUSH

PURGE
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B PolicyServer begins the block of code used to identify the authentication parameters of the
policy client and the policy types that the client wants to retrieve from the Central Policy
Server.

[l Userid represents the user ID that you assigned to the policy client in “RACF user ID and
password for the policy client” on page 141. The user ID does not need to be unique. Multiple
policy clients can share the same credentials: User ID and AuthBy value.

d AuthBy represents the authentication method to be used after the server accepts the

user ID presented by the policy client. Authentication can take place with a Password or with a
Passticket. We recommend that you first implement the Policy Server and Policy Client
relationship with the simple Password method. After you have the implementation functions as
you want, then you can change to an AuthBy Passticket user ID that you assigned to the
policy client in“RACF user ID and password for the policy client” on page 141. In our example,
we used the Password authentication method; we named the password assigned to the policy
client user ID in “RACF user ID and password for the policy client” on page 141. The
password CLIENTPA is stored in the clear in this Tcplmage file; if you need more security
surrounding this password, you can switch to Passticket authentication, which uses
PTKTDATA class profiles on the client and server to generate a one-time session key with
every connection. Refer to zZOS Communications Server: IP Configuration Guide,
SC31-8775, for instructions about defining the PTKTDATA class profiles enabling Passticket
authentication for the policy client.

f C1ientName is passed by the client during connection processing. The policy server uses
this name to find the list of policies that this client is allowed to retrieve and to determine what
type of security authorization is valid for this client. Unlike the Userid value, the ClientName
must be unique for each client. If you omit this parameter, the policy client generates this
name by combining the system’s host name and the TCP stack name. If the system host
name is MVS30 and the TCP stack name is TCPIP, the policy ClientName becomes
MVS30_TCPIP.

@ PolicyType identifies the policies that the client wants to obtain from the server. In our
example we are retrieving only QoS policies. The complete list of valid values is: IDS, IPSec,
QoS, Routing, and TTLS.

Note: If you have older PAGENT configuration files with Traffic Regulation (TR) policies
defined under QoS, refer to zZ0S Communications Server: IP Configuration Reference,
SC31-8776 for information about considerations for TR and IDS policies.

Chapter 5. Central Policy Server 163



5.3.4 Correlating the definitions at the policy server and policy client

You now have several sets of definitions for the Policy Server and for the Policy Client in
RACF and in PAGENT. Figure 5-20 shows how a subset of the definitions relate to each other.

Policy Server Policy Client

matches entry in RACF and in

*okk kK p@cy Client Userid in RACF ***%x* /) @ Client Userid (PACLIENT)
1
N Tcplmage

ADDUSER PACLIENT PASSWORD (NEW2DAY) +

NAME ('ID for Comm Server') +
@ Client password (CLIENTPA)

ALU PACLIENT PASSWORD (CLIENTPA) NOEXPIRED [ matches entries in RACF, in
PASSWORD USER (PACLIENT) NOINTERVAL Tcplmage and RACF ‘permit’
statements.

***xx* TcpImage File for SC30_TCPIPA*****

PolicyServer @
{
PACLIENT

* Policy Client Name RACF Authorization *

RDEFINE SERVAUTH X
[EZB.PAGENT.SC33.SC30_TCPIPA.* UACC (NONE) - — Userid

. ®

PERMIT  EZB.PAGENT.SC33.SC30_TCPIPA.*
CLASS (SERVAUTH) ID(PACLIENT) ACCESS (READ)

. AuthBy Password  CLIENTPA

ClientName SC30_TCPIPA @

2L

>
*
@ PolicyType QOS
PERMIT BPX.DAEMON CLASS (FACILITY) {
ID (PACLIENT) ACCESS (READ) FLUSH

PURGE
@ )

**%%* Main PAGENT File for MVS SC33 *#****
# ClientConnection 4502 @
ClientConnection 16310

Client Name (SC30_TCPIPA)
matches entries in Tcplmage and

# RACF authorizations.

#DynamicConfigPolicyLoad SC30_TCPIPA
DynamicConfigPolicyLoad *(.+)_(.+)$
{
RefreshInterval 1800
PolicyType QoS
{
PolicyLoad /etc/pagent33 QoSnew.conf
}
}

Figure 5-20 Correlation of Client Userid, Client Password, Client Name at Server and Client

164 IBM z/OS V1R10 Communications Server TCP/IP Implementation Volume 4: Security and Policy-Based Networking




Figure 5-21 shows the definitions for the SSL processing.

Policy Server Policy Client
@ Server points to its SSL Keyring in
***%%* Main PAGENT File for MVS SC33 ¥ AT-TLS PolicyFile

# ClientConnection 4502 . . . . .
. . Client points to its SSL Keyring in
. ClientConnection 16310 Tj @ @ its main “GENT file.

#DynamicConfigPolicyLoad SC30_TCPIPA

DynamicConfigPolicyLoad A(.+)_(.+)$
{
RefreshInterval 1800
PolicyType QoS

{
PolicyLoad /etc/pagent33_QoSnew.conf
}
}

** AT-TLS Policy File for PAGENT and
fother Servers **

# Points to SSL Keyring of

# TCPIP/SharedRingl (jj <:>

SharedRing1 @

@ Client points to Server Port (16310)

*%**x* Main PAGENT File for MVS SC30 ****%*
ServerConnection

{

ServerHost 10.1.1.40
ServerPort 16310 ()
ServerConnectWait 60

ServerConnectRetries 3

ServerSSL
{ ®

ServerSSLKeyring TCPIP/SharedRingl | |
ServerSSLV3CipherSuites .......

SharedRihg1

Figure 5-21 Shared key ring for the SSL connection between server and client

When the client establishes a connection to the server, it requests a connection to the
server's listening port (16310) at IP address 10.1.1.40, as labeled with as (4) in Figure 5-21.
The client requests an SSL connection implicitly; that is, there is no need for an AT-TLS policy
at the client side in order to establish a secure connection with the Central Policy Server. The
coding labeled as (6) identifies the client’s key ring.

Note: Our implementation of the key ring at this installation uses a shared key ring. Thus,
the server key ring and the client key ring are the same, shared with a shared RACF
database across the LPARs.

The pertinent certificate for our client is the Certificate Authority Certificate (6a), because it
has signed the server certificate that will provide the server authentication. However, note that
because this is a shared key ring, the Server Site certificate (6b) is also housed in the same
ring.

The server has been built with an AT-TLS policy (5) that points to a server key ring:
TCPIP/SharedRing1. Inside that key ring we see that the pertinent certificate for the server is
the Server Site Certificate (5b). The Site Certificate is presented to the client for server
authentication. Again note that this is a shared key ring. As a result, the key ring also contains
the Certificate Authority Certificate (5a) that the client uses for authentication of the server
certificate.
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5.4 Activating and verifying the policy services environment

We first activated the Policy Agent at TCPIPD, the server image, and received the messages
shown in the Example 5-11.

Example 5-11 Initialization of Central Policy Server

S PAGENT

$HASP100 PAGENT  ON STCINRDR

IEF6951 START PAGENT  WITH JOBNAME PAGENT IS ASSIGNED TO USER
PAGENT , GROUP TCPGRP

$HASP373 PAGENT  STARTED

EZZ84311 PAGENT STARTING

EZZ84321 PAGENT INITIALIZATION COMPLETE

Ezz87711 PAGENT CONFIG POLICY PROCESSING COMPLETE FOR TCPIPD : QOS
EZZ87711 PAGENT CONFIG POLICY PROCESSING COMPLETE FOR TCPIPD : TTLS
EZZ87711 PAGENT CONFIG POLICY PROCESSING COMPLETE FOR TCPIPD : ROUTING
EZZ84521 PAGENT READY FOR REMOTE CLIENT CONNECTIONS ON POLICY SERVER f}

We received message EZZ8452| ] indicating that this PAGENT is operating as a Policy
Server.

The netstat conn command output labeled [ in Example 5-12 reveals that PAGENT is bound
to the Policy Server port that we had identified in our configuration file: 16310.

Example 5-12 PAGENT bound to the policy server listening port at TCPIPD

PAGENT 00005560 Listen
Local Socket: ::..16310 [§
Foreign Socket: ::..0

In Example 5-13, we started PAGENT on TCPIPA as a Central Policy Client and saw the
messages that indicated that TCPIPA had retrieved the QoS policy from the server at address
10.1.1.40.

Example 5-13 Initialization of PAGENT at policy client

S PAGENT

$HASP100 PAGENT  ON STCINRDR

IEF6951 START PAGENT  WITH JOBNAME PAGENT IS ASSIGNED TO USER
PAGENT , GROUP TCPGRP

$HASP373 PAGENT  STARTED

EZZ84311 PAGENT STARTING

EZ784321 PAGENT INITIALIZATION COMPLETE

EZZ87811 PAGENT CONNECTEDTOPOLICY SERVERFORTCPIPA : PRIMARYAT 10.1.1.40
EZ787901 PAGENT REMOTE POLICY PROCESSING COMPLETE FOR TCPIPA : QOS

Note: If TCPIPA had been unable to establish the connection to the Policy Server at
TCPIPD, we would have seen the following message:

EZZ87801 PAGENT CANNOT CONNECT TO POLICY SERVER FOR TCPIPA : PRIMARY AT
10.1.1.40
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The output from a netstat conn command at the server, shown in Example 5-14, shows that
the SSL or TLS connections between Policy Server and Policy Client are indeed established.

Example 5-14 Display of policy server and policy client connection

EZz87901 PAGENT REMOTE POLICY PROCESSING COMPLETE FOR TCPIPA : QOS
PAGENT ~ 00001145 ESTBLSH f}
LOCAL SOCKET:  10.1.2.11..1915
FOREIGN SOCKET: 10.1.1.40..16310
PAGENT 00001144 ESTBLSH [§
LOCAL SOCKET:  10.1.2.11..1914
FOREIGN SOCKET: 10.1.1.40..16310
PAGENT ~ 0000703E LISTEN

LOCAL SOCKET:  ::..16310
FOREIGN SOCKET: ::..0
PAGENT  0000BO1F ESTBLSH
LOCAL SOCKET:  ::FFFF:10.1.1.40..16310
FOREIGN SOCKET: ::FFFF:10.1.2.11..1914

Connection ID 1144 () represents the connection for the data transfer back and forth
between the client and the server. Connection ID 1145 () represents the connection used for
one-way signalling between the server and the client.

We then verified from the MVS console at the server (MVS system ID of SC33) that the
connections established were indeed based on an AT-TLS policy. We issued the following
command:

D TCPIP,TCPIPD,N,TTLS
The output from this command is shown in Example 5-15.

Example 5-15 TLS connections between the policy server and the policy client

D TCPIP,TCPIPD,N,TTLS

EZDO101I NETSTAT CS TCPIPD 536

TTLSGRPACTION GROUP ID CONNS
GACT1™CENTRALIZED POLICY_SERVER 00000007 2
1 OF 1 RECORDS DISPLAYED

END OF THE REPORT

We displayed the connection at the server, filtering on the address space name of PAGENT,
and obtained the results shown in Example 5-16.

Example 5-16 D TCPIRTCPIPD,N,CONN,CLIENT=PAGENT output

D TCPIP,TCPIPD,N,CONN,CLIENT=PAGENT
EZDO101I NETSTAT CS TCPIPD 918
USER ID CONN STATE

PAGENT 00000018 LISTEN

LOCAL SOCKET: ::..16310

FOREIGN SOCKET: ::..0
PAGENT 00000033 ESTBLSH

LOCAL SOCKET: ::FFFF:10.

1.1.40..16310
FOREIGN SOCKET: ::FFFF:10.1.4.11..1028
PAGENT 00000035 ESTBLSH
LOCAL SOCKET:  ::FFFF:10.1.1.40..16310
FOREIGN SOCKET: ::FFFF:10.1.4.11..1029
3 OF 3 RECORDS DISPLAYED
END OF THE REPORT
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We looked at the basic TTLS information by issuing the netstat TTLS command with the
connection identifier shown in Example 5-17.

Example 5-17 TTLS basic information about the policy server and client SSL/TLS connection

D TCPIP,TCPIPD,N,TTLS,CONN=33

EZDO101T NETSTAT CS TCPIPD 927

CONNID: 00000033
JOBNAME: PAGENT
LOCALSOCKET: ::FFFF:10.1.1.40..16310
REMOTESOCKET: ::FFFF:10.1.4.11..1028

SECLEVEL: TLS VERSION 1 [

CIPHER: OA TLS_RSA_WITH_3DES_EDE_CBC_SHA [}
CERTUSERID:  N/A

MAPTYPE : PRIMARY

TTLSRULE: CENTRALPOLICYRULE~1 [§
TTLSGRPACTION: GACT1™CENTRALIZED POLICY_SERVER
TTLSENVACTION: EACT1™CENTRALIZED POLICY_SERVER
TTLSCONNACTION: CACT1™CENTRALIZED POLICY_SERVER

1 OF 1 RECORDS DISPLAYED

END OF THE REPORT

This example showed that in ], we negotiated for TLS V1. We saw the cipher suite selected
for the exchange of data in [} Finally, we saw the name of the policy rule that applied to the
connection between server and client (). However, this example did not show us the detail
about the policy. Therefore, we reissued the same netstat TTLS command, but we added the
DETAIL parameter, as shown in Example 5-18.

Example 5-18 Detail of connection between policy server and policy client

D TCPIP,TCPIPD,N,TTLS,CONN=33,DETAIL
EZDO101I NETSTAT CS TCPIPD 929
CONNID: 00000033
JOBNAME: PAGENT
LOCALSOCKET: ::FFFF:10.1.1.40..16310
REMOTESOCKET: ::FFFF:10.1.4.11..1028

SECLEVEL: TLS VERSION 1

CIPHER: OA TLS_RSA_WITH 3DES_EDE_CBC_SHA

CERTUSERID:  N/A

MAPTYPE : PRIMARY

TTLSRULE: CENTRALPOLICYRULE™1

PRIORITY: 255

LOCALADDR: 0.0.0.0/0

LOCALPORT 16310

REMOTEADDR: 0.0.0.0/0

REMOTEPORTFROM: 1024 REMOTEPORTTO: 65535

DIRECTION: INBOUND

TTLSGRPACTION: GACTI™CENTRALIZED POLICY_ SERVER
GROUPID: 00000002
TTLSENABLED: ON
CTRACECLEARTEXT: OFF
TRACE : 2
SYSLOGFACILITY: DAEMON
SECONDARYMAP: OFF

TTLSENVACTION: EACT1VCENTRALIZED_POLICY_SERVER
ENVIRONMENTUSERINSTANCE: 0
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HANDSHAKEROLE : SERVER

KEYRING: TCPIP/SHAREDRING1 [f
SSLV2: OFF
SSLV3: ON
TLSVI: ON
RESETCIPHERTIMER: 0
APPLICATIONCONTROLLED: OFF
HANDSHAKETIMEQUT : 10
CLIENTAUTHTYPE: REQUIRED [§
TTLSCONNACTION: CACT1~CENTRALIZED POLICY SERVER
HANDSHAKEROLE : SERVER
HANDSHAKEROLE : SERVER
V3CIPHERSUITES: 09 TLS_RSA WITH_DES_CBC_SHA

OA TLS_RSA _WITH_3DES_EDE_CBC_SHA
2F TLS_RSA WITH_AES_128 CBC_SHA
1 OF 1 RECORDS DISPLAYED
END OF THE REPORT

In Example 5-18 we saw the name of the key ring ff] and that client authentication was

required [§. Remember that the client was not using certificates for its authentication. The
client was authenticating with user ID and password (or passticket) and additional RACF

controls have been put in place for this authentication. If we display the TTLS policy content
with the pasearch -t command at the server, the output results are nearly the same, as you

see in the excerpt from the command output in Example 5-19.

Example 5-19 Excerpts from command output: pasearch -t

CS05 @ SC33:/u/cs05>pasearch -t

TCP/IP pasearch CS Image Name: TCPIPD

Date: 11/29/2008 Time: 18:10:18
TTLS Instance Id: 1196375120
policyRule: CentralPolicyRule™1
Rule Type: TTLS
TTLS Action: eActl™Centralized Policy Server
TTLSKeyringParms:
Keyring: TCPIP/SharedRingl d
ClientAuthType: Required [§
ResetCipherTimer: 0
EnvironmentUserInstance: 0

....................

In Example 5-19, we saw the name of the key ring ] and that client authentication was
required §.

Chapter 5. Central Policy Server

169



Next we went to the UNIX shell on the server system and issued the pasearch command with
the -C option; see Example 5-20.

Example 5-20 Display of local stacks and policy clients at policy server node

CS06 @ SC33:/u/cs06>pasearch -C

TCP/IP pasearch CS
Date: 11/26/2008 Time: 18:31:02

Policy Agent image names with policies configured:
TCPIPD
SC30_TCPIPA

The example output in Example 5-20 shows that PAGENT in MVS SC33 was managing the
policies for the TCPIPD local stack and for the policy client named SC30_TCPIPA.

Our next verification step was to view the names of the policy objects that PAGENT at the
server node SC33 is managing for the policy client named SC30_TCPIPA. We executed the
following command:

pasearch -c -p SC30_TCPIPA
The resulting output, shown in Example 5-21, revealed that the server was managing a QoS
policy object on behalf of a Client (fl) with the Image Name of SC30_TCPIPA () and with the

Client User ID of PACLIENT (E)). The QoS policy object that applied to this client is
/etc/pagent33_QoSnew.conf ().

Example 5-21 Verifying at the server that a specific client has retrieved policy

TCP/IP pasearch CS Image Name: SC30 TCPIPA M
Date: 12/17/2008 Time: 23:59:20
PAPI Version: 7 DLL Version: 7

Qos Policy Object:

ConfiglLocation: Client LDAPServer: False
ImageFileName: /etc/pagent33_QoSnew.conf E

ClientUserid: PACLIENT f]

PolicyClientAddr (o ffff:10.1.4.11

PolicyClientPort: 1035

ConnectTime: Wed Dec 17 23:50:12 2008

ApplyFlush: True PolicyFlush: True

ApplyPurge: True PurgePolicies: True

AtomicParse: False DeleteOnNoflush: False
DummyOnEmptyPolicy:  True ModifyOnIDChange: True

Configured: True Updatelnterval: 1800

PerfColEnabled: False

Instanceld: 1196116808

LastPolicyChanged: Wed Dec 17 23:50:12 2008
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The pasearch -c command at the client showed that the policy location is Remote.
Example 5-22 showed that we executed the command naming the TCPIPA stack as our
reference. We were running in a CINET environment and would otherwise retrieve the
information about all stacks.

Example 5-22 Display of all policies at TCPIPA

CS05 @ SC30:/u/cs05>pasearch -c -p TCPIPA

TCP/IP pasearch CS Image Name: TCPIPA

Date: 12/17/2008 Time: 23:55:20
PAPI Version: 7 DLL Version: 7

Qos Policy Object:
Configlocation: Remote [} LDAPServer: False
ClientName: SC30_TCPIPA [§
ClientUserid: PACLIENT
PolicyServerAddr 10.1.1.40 ff
PolicyServerPort: 16310 [ PolicyServSysname: SC33
ClientSSLActive: True
ConnectTime: Wed Dec 17 23:50:12 2008
ApplyFlush: True PolicyFlush: True
ApplyPurge: True PurgePolicies: True
AtomicParse: False DeleteOnNoflush:  False
DummyOnEmptyPolicy: False ModifyOnIDChange: True
Configured: True Updatelnterval: 1800
PerfColEnabled: False
Instanceld: 1229575813
LastPolicyChanged: Wed Dec 17 23:50:13 2008

Ids Policy Object:
ConfiglLocation: Local [} LDAPServer: False
CommonFiTeName:
ImageFileName:
ApplyFlush: True PolicyFlush: True
ApplyPurge: True PurgePolicies: True
AtomicParse: False DeleteOnNoflush:  False
DummyOnEmptyPolicy: False ModifyOnIDChange: False
Configured: False Updatelnterval: 600

..................

In Example 5-22, note that the QoS policy had been retrieved from a Remote () location,
whereas the IDS policy object was Local (). There were many other policies available to
TCPIPA, but only the QoS policy had been retrieved from the server. This meant that the
Tcplmage file for TCPIPA shown in Example 5-10 on page 162 had been altered to point to
various other local policy files, and that this file was not being used solely for the purposes of
a policy client.

At some point an installation might decide to move many of these policies (like the IDS policy)
to a central policy server and not have them retrieved locally at all.

The lines labeled as [} 8, ffl, B, and j display the QoS Policy Objects being used to
communicate with the central policy server. The line labeled as ] shows that SSL is active for
this client connection.

Chapter 5. Central Policy Server 171



5.5 Diagnosing the centralized policy services environment

172

If you are setting up a central policy server and client for the first time, you might want to raise
the PAGENT loglevel to a higher level than you normally would use. This is especially
important at the client site, because this is where you can identify whether you are actually
sending your client ID and your password correctly to the server.

Any error messages that appear on the MVS system consoles need to be investigated. First
you need to look up the message in the appropriate IP Messages manual. Then you need to
look in the syslog daemon error log for further clues. Most installations will leave the logging
level in PAGENT at loglevel of 15. This usually suffices for solving coding errors or connection
errors. However, you might need to temporarily raise that logging level to 511 to obtain more
granular messages.

Note: You can edit the pagent.conf file to change the loglevel. Or simply issue the MODIFY
PAGENT, LOGLEVEL,LEVEL=n command from the MVS console. Remember to reset the
loglevel to 15 after you finish diagnosing your problem or collecting data.

For example, you might find that your connections between server and client are not being
established. If you look at the log file, you might find error messages indicating that the RACF
authorizations are questionable.

On the other hand, if they are accurate, you would find messages like those shown in
Example 5-23.

Example 5-23 RACF authorization checking

INFO  :007: ...... plfm check client permission: Checking authorization for
"EZB.PAGENT.SC33.SC30 TCPIPA.QOS', client user name = 'PACLIENT'

LOG :007: ...... plfm check client permission: After EZACDRAU call: Permission
Granted

LOG :007: ..... checkClientPerm: Permission Mask =1

To give another example, you might receive the message shown in Example 5-24 at the client
or the server when the intended policy is not loaded.

Example 5-24 Message to indicate problems with the policy definition and load

EZ784381 PAGENT POLICY DEFINITIONS CONTAIN ERRORS FOR TCPIPA : QOS

An examination of the syslog daemon log reveals the information shown in Example 5-25 was
collected with PAGENT loglevel of 15.

Example 5-25 SYSLOGD error messages with PAGENT loglevel of 15

EVENT :011: ..... bind policy load: client PEP 'SC30 _TCPIPA' doesn't match any
DynamicConfigPolicylLoad statement, using defaults for all disciplines

SYSERR :009: ...p1fm get file_time: cannot open '/etc/pagent_remote.qos', errno
EDC51291 No such file or directory.

OBJERR :009: ...p1fm_get file time: Can not get FILE handle for information:
'/etc/pagent_remote.qos'
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The log entries in Example 5-25 tell you two things:

» The DCPL (DynamicConfigPolicyLoad) statement as coded at SC33 in the pagent33.conf
file does not match the client image name of SC30_TCPIPA.

» The default QoS file of pagent_remote.qos cannot be found where indicated in the DCPL
statement.

Upon further investigation of the DCPL statement, we discovered that the pattern we used for
matching did not match SC30_TCPIPA. We enabled “hex on” in ISPF and determined that we
were using the wrong code page for PAGENT; we were using US Code Page 037 instead of
the required US Code Page 1047. Furthermore, we did not have the default QoS file
(pagent_remote.qos) in the /etc directory. So, we corrected our code page and the file at the
policy server. At the next connection between client and server, the appropriate QoS file was
found and sent to the client over one of the two SSL/TLS connections.

Important: Policy Agent requires the use of US Code Page 1047 for the proper character
representation in the policy files.

You could also use debug level 128 on the client side (MODIFY pagent,DEBUG,LEVEL=128) to
diagnose connection problems. Debug output goes to the log file; look for OBJERR or
SYSERR messages to help identify the problem.

We cannot describe all diagnostic techniques here, but you can find many more in z/0S
Communications Server: IP Diagnosis Guide, GC31-8782. The chapter on Policy Agent
includes tables describing the most common configuration errors and their solutions.

5.6 Configuring the Central Policy Server without SSL Security

To eliminate SSL security on the connections between the Central Policy Server and one or
more of its clients, you need to remove the SSL statements from the main PAGENT
configuration file for any client that does not require additional security. Example 5-26 shows
the SSL statements in the main PAGENT configuration file at CPIPA on SC30
(/etc/pagent30.conf) commented out.

Example 5-26 Implementation definitions for client and server connections not secured by SSL/TLS

ServerConnection

{

ServerHost 10.1.1.40
ServerPort 16310
ServerConnectWait 60
ServerConnectRetries 3

ServerSSL 1]

{
ServerSSLKeyring TCPIP/SharedRingl
ServerSSLV3CipherSuites  TLS_RSA_WITH_3DES_EDE_CBC_SHA
ServerSSLV3CipherSuites  TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
ServerSSLV3CipherSuites  TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
ServerSSLV3CipherSuites  TLS DHE RSA WITH AES 256 CBC_SHA
ServerSSLV3CipherSuites  TLS_DHE_DSS_WITH_AES_256_CBC_SHA
ServerSSLV3CipherSuites  TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA
ServerSSLV3CipherSuites  TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA

e T I e H I H R e I H
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Point il in Example 5-26 on page 173 shows that we have commented out the entire
ServerSSL block in the main client PAGENT configuration file. However, in our scenario, this
was not enough to eliminate an SSL connection request to the Central Policy Server. In the
Policy Agent log in UNIX System Services at the client node, we found the messages shown
in Example 5-27.

Example 5-27 Messages in PAGENT log at z/0S SC30 (Client node)

OBJERR :006: ..pclient connect to_server: failed to connect to policy server
'10.1.1.40', port 16310, rc = Read from Policy Agent failed I

LOGONLY:006: ..pclient_connect_to_server: EZZ87801 PAGENT CANNOT CONNECT TO POLICY
SERVER FOR TCPIPA : PRIMARY AT 10.1.1.40 A

INFO  :006: ..pclient_connect to server: SSL is not configured f

INFO  :006: ..pclient_connect to_server: Associate with TCP/IP image name =
'"TCPIPA'

The OBJERR message (fl) indicates that the policy could not be read from the policy server
because the client failed to connect (@). Indeed, a pasearch command at the client node for
TCPIPA showed that there were no policies loaded. The message indicated with ] explains
that the client is not configured for SSL. This leaves us to conclude that SSL (or AT-TLS) is
still enabled at the server. Therefore, we must investigate the PAGENT configuration for
TCPIPD at SC33.

Note: You might find that you must also alter the AT-TLS policy at the Central Policy Server
if your AT-TLS policy requires a secure connection. Our definitions at the server platform
showed that we were requiring SSL for any connection from and to any client IP address to
the listening server port at 16310. The AT-TLS policy either needed to be eliminated or
changed to require AT-TLS only with certain Central Policy clients but not with our policy
client. We decided to alter the AT-TLS policy at the Server, as we explain next.

To prove our point, we changed the AT-TLS policy for Central Policy Server to apply only to
clients in the 172.16.0.0/16 network and refreshed the PAGENT procedure at z/OS SC33. We
display the client-server connections in Example 5-28 to illustrate that, though connections
exist, they are not supported by AT-TLS.

Example 5-28 Connections between client and server not secured by SSL/TLS (viewed at SC30)

D TCPIP,TCPIPA,N,CONN
PAGENT ~ 000175F5 ESTBLSH
LOCAL SOCKET:  10.1.2.11..1151
FOREIGN SOCKET: 10.1.1.40..16310
PAGENT ~ 000175F4 ESTBLSH [§
LOCAL SOCKET: 10.1.2.11..1150
FOREIGN SOCKET: 10.1.1.40..16310

D TCPIP,TCPIPA,N,TTLS,CONN=175F4
EZDO101T NETSTAT CS TCPIPA 622
0 OF 0 RECORDS DISPLAYED [§

END OF THE REPORT

D TCPIP,TCPIPA,N,TTLS,CONN=175F5
EZDO101I NETSTAT CS TCPIPA 624
0 OF 0 RECORDS DISPLAYED [f

END OF THE REPORT
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The D TCPIP,TCPIPA,N,CONN command at the TCPIPA stack on z/OS SC30 provides the
connection IDs (§ and [J) for our sessions between the policy client and the policy server. The
subsequent commands in Example 5-28 (D TCPIP,TCPIPA,N,TTLS,CONN=<connectionID>)
show that the two connections were not established with SSL/TLS security. See [§ and f§).

The log at the policy client also shows that the QoS policy was received, as shown in
Example 5-29.

Example 5-29 Log from Central Policy Client

INFO  :006: ..pclient_connect_to_server: SSL is not configured

INFO  :006: ..pclient_connect to_server: Associate with TCP/IP image name =
'"TCPIPA'

EVENT :006: ..pclient_connect_to_server: connected to policy server '10.1.1.40'
(10.1.1.40), port 16310

LOG :006: ..pclient_connect_to_server: EZZ87811 PAGENT CONNECTED TO POLICY
SERVER FOR TCPIPA : PRIMARY AT 10.1.1.40

EVENT :006: ..pclient_load policies: requesting policy load for disc = 1, refresh
= NO from policy server

INFO  :006: ...pclient_get policy actions: retrieved 7 actions for discipline 1
INFO  :006: ...pclient_get policy actions: received QoS action 'action™1'

INFO  :006: ...pclient_get policy rules: retrieved 27 rules for discipline 1
INFO  :006: ...pclient_get policy rules: received QoS rule '0V1'

INFO  :006: ...pclient get policy objects: received QoS policy object

Finally, the pasearch -ct command from the client or the server shows whether a TLS policy
exists. Example 5-30 shows the output of this command executed at the client stack.

Example 5-30 Is TLS configured for the TCPIPA stack?
CS03 @ SC30:/u/cs03>pasearch -p TCPIPA -ct

TCP/IP pasearch CS Image Name: TCPIPA
Date: 12/17/2008 Time: 23:34:48
PAPI Version: 7 DLL Version: 7

TTLS Policy Object:
ConfiglLocation: Local LDAPServer: False
CommonFileName:
ImageFileName:

ApplyFlush: True PolicyFlush: True
ApplyPurge: True PurgePolicies: True
AtomicParse: True DeleteOnNoflush:  False
DummyOnEmptyPolicy:  True ModifyOnIDChange: False
Configured: False [ UpdateInterval: 600

At Bl in Example 5-30 note that TLS has not been configured for this stack.

Understand that security still exists even if SSL/TLS is disabled for the connection between
the Policy Server and the policy client. The user ID and password or passtoken authentication
is still required to establish the connection between the Central Policy Server and its clients.
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5.7 Additional information

For additional information, refer to:

z/0OS Communications Server: IP Configuration Guide, SC31-8775

z/0S Communications Server: IP Configuration Reference, SC31-8776

z/0OS Communications Server: IP Diagnosis Guide, GC31-8782

z/0OS Communications Server: IP System Administrator's Commands, SC31-8781
Enterprise Systems Architecture/390 Reference Summary, SA22-7209

vyvyyvyyvyy

176 IBM z/OS V1R10 Communications Server TCP/IP Implementation Volume 4: Security and Policy-Based Networking



Quality of Service

Quality of Service (QoS) refers to a set of networking technologies intended to ensure
satisfactory end-to-end application performance in the presence of network congestion,
essentially by giving time-sensitive applications (such as interactive transaction processing)
priority in the network over less time-sensitive applications (such as print or file transfer).

This QoS discussion could have been placed in the IBM Redbook publication IBM z/OS
V1R10 Communications Server TCP/IP Implementation Volume 3: High Availability,
Scalability, and Performance, SG24-7698, because performance issues are frequently
perceived as availability issues.

However, we chose to include the QoS discussion in this book, IBM z/OS V1R10
Communications Server TCP/IP Implementation Volume 4: Security and Policy-Based
Networking, SG24-7699, because QoS is a key part of policy-based networking and is
implemented in z/OS through the Policy Agent (PAGENT), discussed in Chapter 4, “Policy
Agent” on page 99.

We discuss the following topics in this chapter.

Section Topic

6.1, “Quality of Service definition” on Basic concepts of QoS

page 178

6.2, “Configuring QoS in the z/OS Describes what is needed to configure QoS in a z/OS
Communications Server” on page 183 environment

6.3, “Including QOS in the Policy Agent | Describes how to include the QoS definitions in the
configuration” on page 185 Policy Agent configuration

6.4, “Verifying and diagnosing the QoS This section describes how to verify and tips to diagnose
implementation” on page 193 the QoS policies implementation
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6.1 Quality of Service definition

178

Quality of Service (QoS) is not a new concept—ijust ask any SNA expert. In a TCP/IP context,
QoS is nothing new, either. The original 1981 standard for the IP protocol, RFC 791,
contained a field called Type of Service (TOS). Within this field were 8 bits representing
“abstract parameters of the quality of service” for each packet.

For about the next 20 years, however, QoS was largely ignored, probably for two reasons:

» The first reason is because IP networks were popular because of their simplicity
(otherwise we might still be running SNA networks)

» Secondly, networking hardware has steadily added bandwidth. Why go through the trouble
of implementing QoS-based networking when you can just upgrade to a faster network
and everybody is happy anyway?

With the advent of video streaming, though, QoS has become of interest again. IP routers
and hosts are starting to check the ToS field of IP packets and handle according to QoS rules.
And, as might be expected, the complexity we were avoiding in SNA networks is creeping into
IP networks. In the 1990s, ATM networks defined a QoS architecture. This architecture
helped form the basis for the modern usage of the TOS field in IP packets.

The QoS concept of a contract between a network user and the network, guaranteeing
certain network throughput (and delay and delay variability), was implemented in TCP/IP as
Integrated Services. Integrated Services is supported by the Resource Reservation Protocol
(RSVP), which is used to allow an application to request (or signal) the network to reserve a
certain amount of bandwidth with particular QoS criteria.

RSVP is defined in Internet Engineering Task Force (IETF) Internet standard RFC 2205 and
can be used to provide something similar to a dedicated circuit over an IP network. Integrated
Services and RSVP can provide an essential capability to support certain network
applications such as high-quality, interactive, voice, or video. However, due to its complexity
and the fact that adequate performance can be achieved for most applications more simply by
just using prioritization, RSVP has not been widely implemented.

Short of Integrated Services, QoS can be thought of as “network prioritization done right.”
Historically, organizations individually configured each router in the network to inspect and
prioritize each message. As the complexity of networks and applications have increased,
however, it has become increasingly difficult to individually configure each network
component yet still ensure that the overall network implementation matches the desired
business policies.

Consequently, organizations are now developing enterprise-wide QoS policies
(encompassing the network and advanced servers such as System z mainframes). The
Differentiated Services form of QoS involves associating individual packets or flows with a
particular class of service (not to be confused with SNA class of service) and having each
node along the network path handle packets in a cooperative manner, according to a
common set of rules, resulting in end-to-end service classes. Additionally, policy-based
networking has emerged as a standards-based approach for defining QoS policies in one
place and applying them uniformly across the entire IT environment.
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6.1.1 Differentiated Services

Differentiated Services (DiffServ) was developed to allow a network to support multiple
service classes without the need to maintain the state of each traffic flow along the path or to
perform signaling between nodes (illustrated in Figure 6-1). It can, therefore, scale to support
the traffic seen in today’s global networks.

The network domain manager or administrator defines aggregate traffic service classes (for
example, premium, gold, silver, and bronze). DiffServ is, therefore, less complex than

Integrated Services. It is less network-intensive and is appropriate for networks of networks
even where portions of the network are outside the control of the network domain manager.

DiffServ Domain B

A
|

DiffServ Domain C

DiffServ Domain A

DS-Ingress/Egress Node
DS-Boundary Node

Oooo TCBProcess | m oo m @

o A i B R

Premium Gold Silver Bronze

Bit Bucket @

TCB ] Packet color in DSCP | PHB

Policer, Shaper, LLQ, WRED,
MQC-Clarification and Marketing J L‘LQ[WRED/

Figure 6-1 DiffServ end-to-end architecture

DiffServ is primarily described in IETF RFC 2474. But RFC 2475, RFC 3246 and others are
all part of the extended set of standards that continue to be developed in this area. DiffServ is
meant to handle traffic aggregates. This means that traffic is classified according to the
application requirements relative to other application traffic. Each node then handles the
traffic using internal mechanisms to control bandwidth, delay, jitter, and packet loss. Through
the use of standard per-hop behaviors (PHBs, RFCs 2597 and 3260), packets receive the
proper handling and the result is end-to-end QoS.
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For true end-to-end QoS, each administrative domain must implement cooperative policies
and PHBs. Packets entering a DiffServ domain can be metered, marked, shaped, or policed
to implement traffic policies as defined by the administrative authority. This is handled by the
DiffServ traffic conditioner block (TCB) function.

DiffServ boundary nodes typically perform traffic conditioning. A traffic conditioner typically
classifies the incoming packets into predefined aggregate classes, meters them to determine
compliance to traffic parameters, marks them appropriately by writing or re-writing the DSCP
(Differentiated Services Code Point, a set of bit within the IP ToS), and finally shapes the
traffic as it leaves the node.

The DS field

To distinguish the data packets from different applications in DS-capable network devices, the
IP packets are modified in a subset of the IP TOS. A small bit pattern, called the DS field, in
each IP packet is used to mark the packets that receive a particular forwarding treatment at
each network node. The DS field uses part of the space of the former TOS octet in the IPv4 IP
header and the traffic class octet in the IPv6 header. All network traffic inside of a domain
receives a service that depends on the traffic class that is specified in the DS field.

The DS field uses 6 bits to determine the Differentiated Services Code Point (DSCP) as
defined in RFC 2474 and RFC 2475. This code point will be used by each node in the net to
select the PHB. A 2-bit currently unused (CU) field is reserved. The values of the CU bits are
ignored by DS-compliant nodes when PHB is used for received packets. Figure 6-2 shows the
structure of the defined DS field.

0o 1 2 3 4 5 6 7

DSCP Cu I

Figure 6-2 DS field

In the event that some nodes in a network recognize only the IP precedence bits, standard
DSCP PHBs are constructed in such a way that they remain compatible with IP precedence.
For example, the DSCP values can be used such that the values for IP precedence relate to
the classes, as shown in Table 6-1.

Table 6-1 Relationship between IP precedence and DSCP

RFC 791 precedence RFC 2474, RFC 2475 DiffServ

Network Control 111 (7) Preserved 111000
Internetwork Control 110 (6) Preserved 110000
CRITIC/ECP 101 (5) Express Forwarding 101xxx
Flash Override 100 (4) Class 4 100xxx
Flash 011 (3) Class 3 011xxx
Immediate 010 (2) Class 2 010xxx
Priority 001 (1) Class 1 001xxx
Routine 000 (0) Best Effort 000000
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6.1.2 QoS with z/0S Communications Server

In the zZOS Communications Server environment, support for Integrated Services is provided
by the RSVP Agent. The RSVP Agent queries the Policy Agent for relevant information and
communicates with the network to request the desired QoS on behalf of the application.

Differentiated Services is supported by the PAGENT. PAGENT gets policy definitions from a
local configuration file or a Lightweight Directory Access Protocol (LDAP) server. PAGENT
then installs the policies in the zZOS Communications Server stacks as desired.

Figure 6-3 shows the relationship between the various z/OS QoS components. Tasks or
daemons such as PAGENT and RSVPD work together and with the TCP/IP protocol stack to
classify and mark packets for QoS. Data collection points are also available for performance

management.
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Figure 6-3 z/OS Communications Server Quality of Service components

Note: Without a cooperative framework of host-based components and QoS mechanisms
within the network (and the necessary inter organizational coordination), it is impossible to
establish and implement end-to-end service levels. It could well happen that you set up the
policies and go through the effort to set the DS field in messages, only to have the network
overwrite your settings with its own.
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6.1.3 PAGENT QoS policies

We suggest, when you first implement QoS policies, to start with a small number of critical
applications or traffic types. Then, as you develop more knowledge of the traffic patterns and
interactions, continue to apply a set of service classes to applications or traffic streams as
needed.

The PAGENT supports the following QoS policies:

» Differentiated Services (DS) policies
» Integrated Services (RSVP) policies
» Sysplex Distributor (SD) policies

Note: Sysplex Distributor policies are discussed in IBM z/OS V1R10 Communications
Server TCP/IP Implementation Volume 3: High Availability, Scalability, and Performance,
SG24-7698.

Policy conditions consist of a variety of selection criteria that act as traffic filters. Traffic can be
filtered based on source/destination IP addresses, source/destination ports, protocol,
inbound/outbound interfaces, application name, application-specific data, or application
priority. Only packets that match the filter criteria are selected to receive the accompanying
action. Policy rules can refer to several policy actions, but only one policy action is executed
per policy scope. A given policy action can be referred to by several policy rules.

Differentiated Services policies

Policies to be implemented can be configured using the Policy Agent configuration file, in an
LDAP server, or both. After being read, the policies are combined into a single list. Policy
rules and actions map subsets of outbound traffic to various QoS classes, and can be used to
create end-to-end Differentiated Services.

Setting DSCP using the Policy Agent

PAGENT policies are defined by rules and actions. The rules consist of a variety of selection
criteria to provide a match condition. Matching the rule then forces the action. One
particularly important action is the setting of the DS field. Outbound traffic can be marked with
the desired Differentiated Services Control Point (DSCP) value. This marking will then be
interrogated by the network and the appropriate per-hop behavior (PHB) applied as the
packet traverses the network.

Integrated Services (RSVP) policies

Given the narrow applicability of Integrated Services and RSVP, they are not covered in this
book.

6.1.4 Migrating Traffic Regulation QoS policies to IDS policy function

z/OS Communications Server no longer supports the Traffic Regulation (TR) policy as part of
the QoS policy type. The TR policy function is still available but only as part of the Intrusion
Detection Services (IDS) policy type. if your QoS configuration policies have PolicyAction
statements that specify PoliceScope TR parameter, these statements must be converted to
an IDS policy statement.

Note: This change is only for the TR policy configuration. The TR policy functions
themselves remain unaffected and continue to run.
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To perform the conversion, follow these steps:

1. Convert QoS policies that specify the PolicyScope TR parameter on the PolicyAction
statement to IDS policies. The new IDS policies must be configured in an existing or new
IDS configuration file.

a. All PolicyRule statements that reference any such PolicyAction statement must be
converted to an IDSRule statement with the ConditionType TR parameter.

b. The PolicyAction statements must be converted to IDSAction statements with the
ActionType TR parameter.

2. If you are not using IDS policies prior to the conversion, specify the IDSConfig statement
to point to the new image-specific IDS configuration file.

3. Refresh the policies by issuing the MODIFY procname,UPDATE command, or restart the
Policy Agent. If you are using UNIX files and you previously started the Policy Agent using
the -i startup option, no action is necessary. The new policies are refreshed as soon as
the configuration files are saved.

To help with the conversion, refer to z/0S V1R 10.0 Migration, GA22-7499, which provides
conversion tables to migrate from QoS TR policies to IDS TR policies.

6.2 Configuring QoS in the z/0S Communications Server

The two components responsible for QoS within the z/ZOS Communications Server are the
Policy Agent and the RSVP Agent. In this section, we provide an overview of the configuration
steps necessary to use the z/0OS Communications Server Policy Agent for QoS. PAGENT
runs in the z/OS environment and reads policy definitions from a local configuration file or a
central repository that uses the LDAP.

In the z/OS Communications Server environment, QoS is configured using a set of
configuration statements and parameters coded into a flat file, which is parsed by the Policy
Agent to establish the QoS policy for each TCP/IP stack. To create these Policy Agent files,
there are two alternatives:

» Manual Configuration

You can create the QoS policy configuration files manually by coding all of the required
statements in a file. This alternative is not recommended because of the amount of
configuration options provided by QoS policy statements that could be necessary to create
QoS policies on a per-stack basis. For details about the QoS policy statements, see z/0S
Communications Server: IP Configuration Reference, SC31-8776.

» Using IBM Configuration Assistant for zZOS Communication Server

IBM provides a configuration GUI that you can use to generate the Policy Agent files. The
tool provides four types of reusable objects to help create the QoS policies:

— Traffic descriptors
To define the local application by describing the TCP traffic with ports or identifying the
application using its job name.

— Priority levels
To define the level of network priority or type of service (ToS).

— Traffic shaping levels
To define settings to enforce specific traffic thresholds.

— Requirement maps
To map traffic descriptors to priority levels and traffic shaping levels.
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After the policies are updated, PAGENT installs policies in one or more z/ OS Communications
Server stacks, replacing existing policies or updating them as necessary.

In our examples in this book, we used the IBM Configuration Assistant for z/OS
Communication Server to implement our QoS policies. for further information about the IBM
Configuration Assistant for zZOS Communication Server implementation and initial
configuration steps, refer to 4.3, “The IBM Configuration Assistant for z70S Communication
Server” on page 119.

6.2.1 Policies

Policies consist of several related objects. The main object is the policy rule. A policy rule
object refers to one or more policy conditions, policy actions, or policy time period condition
objects, and also contains information about how these objects are to be used. Policy time
period objects are used to determine when a given policy rule is active. Active policy objects
are related in a way that is analogous to an IF statement in a program. For example:

IF condition THEN action

In other words, when the set of conditions referred to by a policy rule are TRUE, then the policy
actions that are associated with the policy rule are executed.

6.2.2 Differentiated Services rule

The most common QoS deployment uses rules to map outbound traffic from particular
applications into subclasses. Example 6-1 illustrates this type of policy. The goal of this
priority control policy is to map a subset of the traffic outbound from an FTP server.

Example 6-1 Sample Priority_Control rule for FTP

policyRule Priority Control™9
{

PolicyRulePriority 64920
DestinationAddressRange  192.168.1.254 f
SourcePortRange 21
DestinationPortRange 1024-65535
ProtocolNumberRange 6
PolicyActionReference action™3

}

PolicyAction action™3

{
PolicyScope DataTraffic
OutgoingT0S 01000000 #

This policy is identified as a Differentiated Services policy by the PolicyScope DataTraffic
attribute on the PolicyAction statement, as well as the use of several DS-only attributes.
The following statements apply to Example 6-1:

The policy rules selects traffic originated by port 21 for TCP (FTP outbound data
connection uses port 20) from the IP address 192.168.1.254.

A The policy action specifies that the TOS byte be set to '01000000' for traffic that conforms
to this policy.
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6.2.3 For additional information

For additional information about these topics, refer to:

» z/OS Communications Server: IP Configuration Guide, SC31-8775
» z/OS Communications Server: IP Configuration Reference, SC31-8776
» z/OS V1R10.0 Migration (from z/OS V1R9), GA22-7499

6.3 Including QOS in the Policy Agent configuration

The Policy Agent reads the configuration files that contain the QoS policy configuration
statements, checks them for errors, and installs them into the TCP/IP stack. Setting up the
PAGENT is described in Chapter 4, “Policy Agent” on page 99.

Note: You need superuser authority to start PAGENT, and the PAGENT executable
modules must be in an APF-authorized library.

After setting up the PAGENT, you need to define the QoSConfig statement to specify the path
of the policy file that contains stack-specific QoS policy statements to PAGENT. Example 6-2
shows the QoS statements in the TCP/IP stack configuration file used by Policy Agent.

Example 6-2 The pagent /etc/sc30.tcpipa_image.conf file with QoS configured

# This is a file that contains statements for TCP/IP stack TCPIPA in z/0S image
SC30

# This file is used by Policy Agent.

#

# QoSConfig Statements

QoSConfig //'TCPIP.SC30.POLICIES(QOSA)

6.3.1 Using IBM Configuration Assistant to configure QoS

The IBM Configuration Assistant for zZOS Communication Server enables centralized
configuration of QoS policies for z/OS. The IBM Configuration Assistant helps a network
administrator produce a flat QoS policy file.

The IBM Configuration Assistant is a tool for network administrators. Therefore, before you
begin, read the chapter on policy-based networking in zZ0OS Communications Server: IP
Configuration Guide, SC31-8775. Also, be familiar with your particular environment so that
you can make decisions about what events are to be detected under what circumstances and
the appropriate actions to take.

This section is intended to help the network administrator manage and understand the GUI
provided. Open the IBM Configuration Assistant.

Note: The IBM Configuration Assistant help is available through the Help button. If detailed
information is needed for a particular field, click the button with the question mark (?) and
then click the desired field.

If this is a new backstore file, follow the steps to create a z/OS image to represent the z/OS
System. Under this z/OS image add a TCP/IP stack, as described in 4.3, “The IBM
Configuration Assistant for zZOS Communication Server” on page 119.
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If your z/OS image already has an active Policy Agent running, you can also import the active
configuration using the Policy Agent configuration file import services, then you can
implement the QoS Services in the latest version of Policy Agent configuration in use.

After configuring or importing the z/OS Image and TCP/IP stack files, you can implement QoS
policies with the following steps:

1. In the Main Perspective panel, select the stack on which you want to enable QoS, and in
the z/OS Communication Services Technologies table, select QoS. Click Enable. The
status of the QoS settings changes from disable to incomplete. Next, click Configure.

2. In the Required QoS Stack Level Settings panel opens, as shown in Figure 6-4, select
whether the TCP/IP stack will use QoS for Sysplex Distributor. In our configuration, we
chose not to use QoS for Sysplex Distributor. Click OK.

fin]

Uge thiz panel to indicate if thiz Stack iz participating in a Sypzples.

r'ou can change these zettingz at any point after you have added thiz Stack.

Indicate if thiz Stack will uge QoS for Syeplex Digtributor
(%) Thiz Stack will MOT use Qo5 far Sysplex Distibutar
() Thiz Stack will use Qo5 far Sysplex Distributar

[ ok |[ cancel |[ Hep ]

Figure 6-4 Required QoS Stack Level Settings panel

3. Next, in the Proceed to Next Step window, you can add a Connectivity Rule. Because we
want to enable QoS Performance logging and VLAN/QDIO Priority Tagging before we
continue to define our QoS policies, click No in this dialog box.
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4. On the QoS Perspective panel, select the QoS Performance Logging tab and enable the
Enable QoS Performance Logging check box. In addition, enter a file name for the
performance log file, as shown in Figure 6-5. Click Apply Changes.

jix}

File Edit Perspective Help

QoS Perspective

Configuration Assistant Mavigation Tree

_4005
— 4 Work with Reusable Objects
. —# Tralfic Descriptars

Leeogp Prionity Levels

g Traffic Shaping Levels
i @ Requirement Maps
= 4 Wwork with 2/05 Images

=I-_q Image - A25

-3 Incomplete Stack - TCPIPA

A

Connectivity Rules | Spsplex Settings| @e5 Performance Leaging | WLAN / GDIO Priority Tagging

Enable BoS Performance Loaging

Indicate what to monitar
Connectivity Rules

[ Priarity Levels and Traffic Shaping Levels

Pertormance log file

File name: *| Amp/QoS_pim.log
Mumber of log files: i )
M aximum log file size: " 300 | [KB]

Sampling intereals
For data wiitten to the log file: it 30

Minimum PAPI gampling:

[seconds)

30| [seconds]

[ M ain Perspective ]lAuplyChaﬂgesH

H Cancel ][ Help ]

Figure 6-5 QoS Performance Logging configuration

Note: Performance logging is used to collect QoS performance monitoring data. The
performance data can monitor the Connectivity Rules and also priority levels and traffic
shaping levels. The collected data can also be logged to a specified performance log file

for offline collection and monitoring by a user application or can be accessed in near real
time using the Policy API (PAPI).

5. Next, in the QoS Perspective panel, select the VLAN/QDIO Priority Tagging tab and select
the Enable priority tagging check box. There are two options for the priority tagging:

— Enabling the priority logging for all interfaces
— Enabling the priority logging for specific interfaces

In our scenario, we the “Enable for all interfaces” option.
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6. In the IBM Configuration Assistant - TCP/IP Stack Settings panel, click OK, as shown in

Figure 6-6. Then, click Apply Changes.
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= 4 Wark with 2/05 Images 111000 - Network_Control 7 - Highest |3 ]| 1-Highest ™
=4 Image - 425 z T [l T
T Incamplele Sragk T TCRIPA 110000 - Intermetwork_Contral [ |» || 1-Highest ~
101000 - Critical_¢#_Realime L] w2 w
100000 - Interactive_1 4 [v]|2 [v
017000 - Interactive_2 3 :v. 3 w
010000 - Batch_1 2 [E v
AR AN - Ptk D 1 Taall A1 i + o]
Add a DECP value..
() Enable for only the following interfaces:
Main Perspective | { (1] J l Cancel ] [ Help I

Figure 6-6 TCP/IP Stack Settings panel: After enabling priority tagging for all interfaces

Note: This panel is used to set specific parameters for Virtual LAN (VLAN) and device

priority tagging:

» VLAN priority tagging allows you to correlate the TOS byte in outgoing IP packets to a
priority in LAN frames according to IEEE 802.1Q specifications. Specifically, it sets the
packet priorities for switches.

» Device priority tagging allows you to correlate the TOS byte in outgoing IP packets to a
priority for interfaces that use OSA-Express configured in QDIO mode.

6.3.2 QoS policy rules
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Specifying the QoS policy rules is the most critical task and typically is done iteratively until
the final policy rules are accepted:

» You are required to define the data endpoints and to use one requirement map in at least

one policy rule.

» Optionally, you can specify that rules apply only during validity periods.
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Before you create new connectivity rules, you must create the QoS requirement maps and
define their validity ranges, which we discuss in the following sections.

Creating a requirement map object

When adding a new requirement map, each row of the Requirement Map table is a mapping
between a traffic descriptor and an action. For QoS, the actions are a priority level and a
traffic shaping level:

» Priority levels are objects which characterize different ways to prioritize network traffic.
Network traffic is prioritized by specifying a specific value for the IPv4 Type-of-Service
(TOS), the IPv6 Traffic Class value, or Differentiated Services Code Point (DSCP) field to
be set in the outgoing IP packets.

» Traffic shaping levels are objects which characterize different ways to control the levels of
traffic. Traffic shaping levels can control TCP connections, TCP throughput, and Token
Bucket traffic policing.

To add a new requirement map object:

1. From the QoS Perspective panel, in the IBM Configuration Assistant Navigation Tree,
select QoS — Work with Reusable Objects —» Requirement Maps. In the List of all
Requirement Map Objects, click Add.

2. In the New Requirement Map panel, enter a name and description. Select a traffic
descriptor from the Obijects list, and click Add. For example, we chose FTP-Client and

FTP-Server, as shown in Figure 6-7. We left the default priority level and traffic shaping
level.
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FTF client and Server Reguirement Map
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2. Click the "'<-4dd" button
To change the Prionty or Traffic Shaping Levelz of a Traffic Dezcriptor: 1. Click the respective column in the Requirement b ap zection.

2. Select a new Level from each list.

Objects

Traffic Descriptor &
All_ather_traffic ~
Centralized_Policy_Client [
Centralized Policy_Server
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Traftic Shaping Lewel |
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]
]
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Figure 6-7 Requirement Map panel: Adding a requirement map for FTP
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3. In the New Requirement Map panel, select Set Effective Times to set the periods of time
on which the requirement map is active. After you finish setting the effective times, then in
the Effective Times panel, click OK.

4. In the New Requirement Map panel, click OK.

Note: Be aware that these requirement map objects are reusable. As such, you can
include them in multiple QoS connectivity rules. It is a best practice to use only one
requirement map between any two data endpoints. Therefore, a requirement map needs to
contain all security requirements for all IP traffic between two data endpoints

Adding the QoS connectivity rules

Now that you have created requirement map objects, the next step is to add connectivity rules
in the QoS Perspective Panel using the Connectivity Rules tab. In this section, we define a
rule for data endpoints and a specific requirement map object. We chose to use one of the
built-in objects.

To add a connectivity rule:

1. From the IBM Configuration Assistant Navigation Tree, select QoS — Work with z/0S
Images — Image - image_name — Stack - stack_name.

2. From the QoS Perspective Panel, select the Connectivity Rules tab, and click Add.

3. In the New Connectivity Rules: Data Endpoints panel, identify the data endpoints for the
rule. For example, we defined the rule from Local Address 10.1.1.50, to All 192.168.1.254,
as shown in Figure 6-8. Click Next.

[}
|Jze this panel to identify the data endpaints.
Local data endpoint Remate data endpoint
() AP YA addresses =) AllIP W4 addresses
() AllIPWE addresses () AllIPWE addresses
(%) Specify address; () Specify address:
© 101180
Syntax: Single IP Y4 address ®xxs
IP%W4 subhet: .88 sy
1P range: = s s sy pny
Single IF YR address: =%
IPWE subnet: s
IPWE range: ==y
Connectivity Rule Mame
MWarme: | Priority_Contral

Figure 6-8 Connectivity Rule: Data Endpoints panel, identifying the data endpoints
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4.

In the New Connectivity Rule: Select Requirement Map panel, select the requirement map
that you want to use in this rule. We chose one of the built-in requirement map objects,
Priority_Control, as shown in Figure 6-9. Then, if the TCP/IP stack that you are
configuring is not participating in a sysplex, click Finish.

Select a Requirement Map

Initially, you need to create a new Requirement b ap which will be reuzable in subzequent Connectivity Rules.
IBM has supplied examples pou can uze to "Copy..." and then maodify to get started.

MHame & Dezcription

DiffSery_Control IBM supplied: @05 zample - Control uzing Differentiated S ervices mechanizm

Filtering IEM supplied: @05 zample - Filkering [only Permit and Derny) b
FTF FTP client and Server Bequirement kap

Fricrity_Control IEM supplied: @05 Sample-Control uzing TOS gettings

Top_Shaping_Control IEM supplied: Qo5 sample - Control using TCP shaping

Add.. H Copy.. | VView Detals...

I Yiew Requirement Map Tutarial J

| < Back Finish l l Cancel

Figure 6-9 Connectivity Rule: Select Requirement Map panel

5.

If the stack is participating in a sysplex, then you need to complete the following steps:

a. Inthe QoS Perspective panel, select the Sysplex Settings tab. Then, select the “This
Stack will use QoS for Sysplex Distributor” option.

b. Indicate the Sysplex Distributor Role for this stack, either as a Sysplex Target or a
Sysplex Distributor.

If you select This Stack will be a Sysplex target, click Advanced Sysplex Target
Settings to indicate if this stack is defined as an equal or a secondary target or if it
should be the first choice target (which requires the XCF interface information for this
stack). Click OK.

c. Inthe New Connectivity Rule: Finish panel, select Next. In the New Connectivity Rule:
Finish panel, click Advanced to modify the QoS sysplex distributor settings. After you
complete the modification, click Finish.
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Note: The actual setup of Sysplex Distributor for high availability and workload balancing is
discussed in detail in IBM z/OS V1R10 Communications Server TCP/IP Implementation
Volume 3: High Availability, Scalability, and Performance, SG24-7698. In that book,
however, a simple configuration flat file is used to define Sysplex Distributor policies to
PAGENT.

If you need to create more complex or dynamic Sysplex Distributor policies, use the IBM
Configuration Assistant for zZ0S Communication Server. Some of the following panels
illustrate the use of the IBM Configuration Assistant Manager for Sysplex Distributor
policies.

Connectivity rule priorities

A connectivity rule object refers to one requirement object, which refers to one or more traffic
descriptors, priority levels, and traffic shaping levels. Validity periods determine when each
requirement map object is active. Active requirement map objects are analogous to an IF
statement in a program; for example:

IF condition THEN action

In other words, when the set of conditions referred to by a requirement map on a connectivity
rule are TRUE, then the traffic shaping levels that are associated with the requirement map
object are executed. Only one connectivity rule and associated actions can be applied to a
particular packet.

With this information in mind, it is important to define a priority for the rule that is applied. In
the QoS Perspective panel, the Move Up and Move Down buttons change the position of the
Connection Rule to a desired priority. The first connectivity with a true condition is executed.

FTP the QoS policy to the z/0S image
After you define the QoS policy, FTP it to the z/OS image as follows:

1. From the IBM Configuration Assistant Navigation Tree, right-click QoS — Work with z/0S
Images — Image - image_name, and select Install Configuration Files.

Tip: Click Health Check from the Connectivity Rules tab before you install the
configuration file to the z/OS image. The Health Check reports on errors in the policy.
We found it helpful in our testing.

2. If you are asked to apply changes, then Apply Changes.
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3.

In the Installation - Image = “Image_name” panel, select the configuration file from the list,
as shown in Figure 6-10. Click FTP.

o}

Install Configuration : Configuration Files Installation

A Install Image To complete installation for Image, "A25", you must FTP the fallawing files.
=4 Image - A25 A25 - Configuration Files
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* Slee File [ ent [ FTP Location |

TCPIPA - QaS: Palicy Agent Stack Configuration | 2411/0816:20 ‘ Jetc/pagent3Z_TCRIPA_QoS. conf |

l Shaw Configuration File ] [ FTF ] [ Syztem Administration |nfarmation I [View Prolague Histary.

Permanently save pending changes after FTP?

Pending changes were successfully saved at 24/11/08 16:20.

e ) [ 2

Figure 6-10 Installation - Image= “A25” panel: installing the QoS configuration files

4.

In the FTP Configuration File panel, enter the host name, user ID, and its password. In
addition, verify that the port number is 21, and enter the file name and location for the QoS
configuration file. The name and location should be equal to the name and location that
were defined in the QoSConfig statement at the TCP/IP configuration file for Policy Agent.
Click Send.

From the console, refresh the Policy Agent policies, by issuing the F PAGENT,REFRESH
command. You should see the following messages on the log:

EZZ84431 PAGENT MODIFY COMMAND ACCEPTED
EZZ87711 PAGENT CONFIG POLICY PROCESSING COMPLETE FOR TCPIPA : QOS

6.4 Verifying and diagnosing the QoS implementation

You can see the effect of defined QoS connectivity rules in the following ways:

>

Check the log file of the Policy Agent to see if you got any error messages. (In our
configuration, the log file is /tmp/pagent.sc32.10g.)

Use the Network SLAPM2 Subagent to display service policy and mapped application
information, as well as to manage and display Network SLAPM2 performance monitoring.

Use the SLA Subagent to display service policy and mapped application information, as
well as to manage and display SLA performance monitoring.

Use the z/OS UNIX pasearch, z/OS UNIX netstat, and TSO NETSTAT commands as
follows:

— The NETSTAT SLAP (netstat -j) command shows performance metrics for active
QoS policy rules.

— The NETSTAT ALL or netstat -A command has additional information for each active
connection that shows the QoS policy rule name if the connection maps to a QoS

policy.
— Issue pasearch -q to see all QoS policies that are active in Policy Agent.

Chapter 6. Quality of Service 193



6.4.1 Available management tools

There are also tools available that can help you manage your network QoS configuration and
parameters including the z/OS Communications Server SNMP SLA Subagent and network
device MIB variables and tools.

6.4.2 z/OS Communications Server SNMP SLA Subagent

The z/OS Communications Server SLA Subagent allows network administrators to retrieve
data and determine if the current set of SLA policy definitions is performing as needed or if
adjustments need to be made. The SLA Subagent supports the Service Level Agreement
Performance Monitor (SLAPM) MIB. Refer to RFC 2758 for more information about the
SLAPM MIB.
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IP filtering

IP filtering provides a means of permitting or denying |P messages (packets) into and out of
the z/OS Communications Server environment at a very early stage in message handling
(and therefore, very efficiently). By “very early”, we mean at a point when the packet is just
about to enter the protocol stack and before any applications have been executed or much
“work” performed.

Depending on your security policies, IP filtering capabilities can provide either the primary
means of protecting your z/OS environment from network-based attacks or a powerful
additional line of defense (when used in conjunction with layers of external firewalls and
access control lists). IP filtering is required to identify the IPSec behavior to apply to all traffic.

Note: IBM z/OS Communications Server IP filtering support is packaged with IP Security
(IPSec) and is referred to as integrated IP Security because there is a close affinity
between IPSec and IP filtering in the zZOS Communications Server. Although you can
implement IP filtering without IPSec, you cannot implement IPSec without IP filtering. To
configure IP filtering, you have to indicate that you are configuring IPSec in the

IBM Configuration Assistant for z/OS Communications Server.

We discuss the following topics in this chapter.

Section Topic

7.1, “Define IP filtering” on page 196 Basic concepts of IP filtering

7.2, “z/OS IP filtering implementation” | Selected implementation scenarios, tasks, configuration
on page 199 examples, and problem determination suggestions

© Copyright IBM Corp. 2009. All rights reserved. 195



7.1 Define IP filtering

IP filtering enables a z/OS system to classify any IP packet that comes across a network
interface and take specific action according to a predefined set of rules. An administrator can
configure IP filtering to deny or allow any given network packet into or out of a z/OS system
with an IP filtering policy. IP filtering provides:

» Packet filtering and logging
» Filtering rules that determine whether IPSec encryption and authentication are required

The ipsec command is used to manage and monitor the IP filtering and VPN policies.

Note: z/OS Communications Server provides |IPv6 support for integrated IP Security: IPv6
support for IP filtering, IP security/Virtual Private Network (IPSec/VPN), and Internet Key
Exchange (IKE) dynamic key management, no longer requiring the Integrated Security
Services Firewall Technologies. IP filtering, IPSec, and Application Transparent Transport
Layer Security (AT-TLS) are all under Policy Agent control.

This support provides easier configuration, greater scalability, improved performance, and
enhanced serviceability over the Firewall Technologies. Therefore, integrated IP security is
the recommended way to implement packet filtering.

Filter rules can be defined to match inbound and outbound packets based on:

» Packet information
» Network attributes
» Time of day

Possible actions that can be taken include:

» Permit (with or without manual or dynamic IPSec)
» Deny
» Log (in combination with Permit or Deny)

Note: When an IP packet is blocked, the source of the packet is not informed.

7.1.1 Basic concepts

When a packet arrives over a network interface into the z/OS environment, the IP filtering
function running under the TCP/IP stack searches the Security Policy Database (SPD),
matching the TCP/IP header against the specified filters. Filters are rules defined to either
deny or permit packets. IP filtering matches a filter rule to data traffic based on any
combination of IP source or destination address (or masked address), protocol, source or
destination port address, direction of flow, or time.

In order to create the IP filtering policy, we have to know the resources available in the
network, the resources available in a z/OS image, and how they relate to others hosts.
Figure 7-1 illustrates the basic concept of IP filtering.
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Figure 7-1 IP filtering at the z/OS data endpoint

The resources available in the z/OS image are:
» TCP/IP address space and stack (can be more than one stack)
» The network interfaces and their respective IP addresses

» The servers or clients, which are the address spaces running programs that will either
access or be accessed by others hosts (such as TN3270 server, File Transfer Protocol
(FTP) server and client, and IBM DB2®) and what interfaces they will be using

» The direction of the information flow and if routing might be needed
» Authentication and encryption requirements

The network resources that should be mapped outside the z/OS image are:

» Clients and servers that need to connect to the z/OS image, their IP addresses, and the
services required

» Networks and subnets

The relationship between the TCP/IP components in a zZ/OS image and the network
resources is translated in the IP filtering implementation. We can call this relationship an IP
filtering policy. This policy contains all the rules that permit or deny the access to a z/OS
image.

Note: The IP filtering function available on the z/OS Communications Server should
generally only be used to control and protect the resources owned by the z/OS image. In
other words, the best use of a z/OS image is not to have it function as a firewall router (also
called a secure gateway). There are specialized network devices that are more suitable
and cost-effective as routing firewalls.
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Security Policy Database

The Security Policy Database provides two types of filter policies: the default IP filter policy
and the IP security filter policy, as explained here.

» The default IP filter policy is intended to allow limited access while the IP security filter
policy is being loaded. It can be reverted to in an attack situation with an operator
command. The default IP filter policy is defined in the TCP/IP profile, and the default is to
deny all traffic. It provides a basic filtering function only (permit rules only and no VPN
support).

» The IP security filter policy is intended to be the primary source of filter rules, and the
default is to deny all traffic. It is defined in a Policy Agent IPSec configuration file and can
be generated by the IBM Configuration Assistant for zZOS Communication Server.

The ipsec command is used to switch between the default and IP security filter policies.

The IPSECURITY option on the IPCONFIG statement

The IPSECURITY option enables use of the integrated IP security functions. Figure 7-2
shows a functional view of IP filter policy on z/OS.

! - »| PAGENT ipsec |
——= comman
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z/OS IP Security
Configuration
Assistant GUI 4 / TCP/IP Stack
IP Security Filtering Logic
Filter Policy
Implicit Rules
gomessoeseee- S Default IP
: II\F/)IgsEtCng?_IR : Filter Policy
{ on IPCONFIG | TehiP
H statement 3§ e T
L. - S, H Implicit Rules

Figure 7-2 IP filter policy

7.1.2 For additional information

For additional information about these topics, consult the following resources:

» z/OS Communications Server: IP Configuration Reference, SC31-8776
» Zz/OS Communications Server: IP Configuration Guide, SC31-8775
» z/OS Communications Server: IP Diagnosis Guide, GC31-8782
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7.2 z/OS IP filtering implementation

IP filtering is implemented through the z/OS Communications Server PAGENT function. We
discuss the PAGENT implementation in Chapter 4, “Policy Agent” on page 99.

There are two parts to implementing the IP filtering policy:
» The default policy is specified using the IPSEC statement in the TCP/IP profile data set.

» The filter policy is specified using the PAGENT policy configuration files. Those are flat
files that can be created in a z/OS UNIX file or in a sequential data set under z/OS.

The TCP/IP profile has to be configured to activate IP filtering. That is done with the
IPSECURITY option defined in the IPCONFIG statement.” If IPSECURITY is not specified,
then the IP filtering function will not be available even if it is configured either in the PAGENT
filter policy configuration file or in the IPSEC statement in the TCP/IP profile. Figure 7-3
shows the structure of an IP filtering implementation.

IPFilterRule (Condition)
IPFilterAction —

Implicit Rules PAGENT

TCP/IP stack

/—.\ Filtering Logic
TCP/IP Profile
IP Security IP Filter Policy
IPSECRULE e Installed by Policy Agent n
IPSECBRULE} —"POLICY RULES" ipsec -f reload
"IPCONFIG IPSECURITY" Default IP Filter Rules ("SYSDEFAULTDENYRULE")
¢ Implicit Rules to Deny All Traffic
="PROFILE RULES"
TCP/IP Profile Default IP Filter Rules ("SYSDEFAULTRULE")
® Explicitly Modified to Permit Some Traffic
—"PROFILE RULES" ipsec -f default
IPSECRULE o "IPSECRULE"
IPSECBRULE} o "IPSEC6RULE"
Default IP Filter Rules ("SYSDEFAULTDENYRULE")
q o Implicit Rules to Deny 'All' Traffic
IPCONFIG IPSECURITY D ROHLLE UL

Figure 7-3 IP security filtering structure

As illustrated in Figure 7-3:

» PAGENT loads the filter policies into the TCP/IP stack at startup or when you make
changes to it and refresh the policy by using the modify console command.

» The default policy is always loaded by the stack when the configuration profile is first
processed. The initial profile does not have any IP filter rules, so only the implicit rules will
be loaded. Any rule defined for the log options can be changed by the vary tcpip
obeyfile console command.

' Define IPSECURITY in the IPCONFIG6 statement to enable IP filtering for IPv6.
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>

The ipsec command is used to manage and monitor the IP security filtering.

The default policy and the filter policy have the following differences:

>

7.2.1 Config

The default policy contains only permit rules. If no rules are coded, all traffic is denied. By
contrast, in the pagent policy, you have the option to create deny rules.

There is no option to group similar resources in the default policy. That capability is only
available in the filter policy.

uring IPSec statements in the TCP/IP stack profile

The default policy is always used in the absence of a filter policy. If a filter policy is defined,
both are loaded into the TCP/IP stack, and the filter policy is used unless you specify with the
ipsec command to use the default policy. Using the ipsec command, you can switch between
the default and the filter policy as necessary.

If you use the PROFILE.TCPIP statements without Policy Agent IPSec policies, note the
following considerations:

>

The IPSEC/ENDIPSEC block statement is ignored if IPSECURITY is not specified on the
IPCONFIG statement.

The provide should include only one IPSEC/ENDIPSEC block statement block. Any
subsequent statement blocks are ignored.

If you code IPCONFIG IPSECURITY with no IPSEC/ENDIPSEC biock statement, only
local traffic flows through the stack (that is, loopback addresses).

When using the default filter policy statements in the PROFILE.TCPIP, you can choose to
permit local and routed traffic using the parameter ROUTING on the IPSECRULE and
IPSEC6RULE statements. The options can be as follows:

— LOCAL, indicating that this rule applies to packets destined for this stack
— ROUTED, indicating the rule applies only to packets being forwarded by this stack
— EITHER, indicating the rule applies to forwarded and non-forwarded packets

The IPSECURITY option is activated only at the TCP/IP startup. If you want to remove the
IP filtering function, you must restart the stack without it.

Important: The implicit rules are always created using either the default or the filter policy.
Just by using the IPSECURITY option in the IPCONFIG statement, the implicit rules are
created and deny all the inbound and outbound TCP/IP traffic in that z/OS image. Thus, if
you code IPSECURITY without either some IPSEC statements or filter policies, the stack
will be completely inaccessible.

Therefore, consider defining a default policy that has an IPSECRULE to allow one
administrative |IP address to connect to the TCP/IP stack. In this way, if PAGENT fails to
start, you will still have a way to access the stack using TN3270.

Example 7-1 shows our IP filtering definitions in the TCP/IP profile for our z/OS test system
SC32.

Example 7-1 IPSec configuration statements on profile for z/OS system SC32

IPCONFIG DATAGRAMFWD SYSPLEXROUTING IPSECURITY SOURCEVIPA
DYNAMICXCF 10.1.7.51 255.255.255.0 1

200 IBM z/OS V

; Added IPSEC statement

1R10 Communications Server TCP/IP Implementation Volume 4: Security and Policy-Based Networking



IPSEC f
LOGENABLE
LOGIMPLICIT [
; 33 OSPF protocol used by Omproute
IPSECRULE * * NOLOG PROTOCOL OSPF §
; 33 IGMP protocol used by Omproute
IPSECRULE * * NOLOG PROTOCOL 2
; 33 DNS queries to UDP port 53
IPSECRULE * * NOLOG PROTOCOL UDP SRCPORT * DESTPORT 53 SECCLASS 1 [j
; 33 Administrative access (Telnet to/from Tocal 10.1.1.50 and remote
10.1.100.224)
IPSECRULE 10.1.1.50 10.1.100.224 LOG PROTO TCP SRCPORT 23 DESTPORT * ROUTING

LOCAL [

; Use this rule to permit all remaining IPV4 traffic to be routed only.
IPSECRULE * * NOLOG PROTO *  ROUTING ROUTED f
ENDIPSEC

LINK  0SA2080L IPAQENET 0SA2080 VLANID 40 SECCLASS 1 3

DEVICE OSA20A0  MPCIPA

In this example, the numbers correspond to the following information:

The IPSECURITY option is specified on the IPCONFIG statement, indicating that we want
IP Security activated on the stack. If PAGENT is running and there is an IP filtering policy
defined, it is installed and activated. If no PAGENT is running, only the rules defined in the
IPSEC statement are used.

A The IPSEC/ENDIPSEC statements are used to define the default policy. The default policy
is activated and applied if the filter policy is not defined. Additional rules have to be defined
to gain access to services that are running on this TCP/IP stack.

Bl The LOGENABLE statement activates packet filter logging. All the log messages are sent
to the syslogd by the Traffic Regulation Management Daemon (TRMD).

W The LOGIMPLICIT statement specifies that we want to log all packets that get blocked by
the implicit rules in the default policy.

B Each IPSECRULE statement specifies a permit policy being applied in the stack. It is
recommended that the rules applied in the stack profile should be capable of providing a
minimum administrative access to allow the support team to correct any unexpected event
if the PAGENT fails or does not start.

[ The SECCLASS parameter on the IPSECRULE statement defines that the rule has to be
applied only for those LINKS or INTERFACES identified by the same SECCLASS number.
For further information about the SECCLASS definition, refer to “Use the SECCLASS
parameter to assign a security class number” on page 202.

The ROUTING parameter in this IPSECRULE statement indicates that this rule applies
only to packets that are destined to this stack (ROUTING LOCAL).

W The ROUTING parameter in this IPSECRULE statement indicates that this rule applies to
packets that are forwarded by this stack.
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Use the SECCLASS parameter to assign a security class number

The SECCLASS parameter defined on LINK, INTERFACE or IPCONFIG DYNAMICXCF
statements enables you either to uniquely identify an interface or to group interfaces with
similar security requirements based on site policy. Then, you can configure a single IP filter
rule that matches all of the IP traffic from interfaces that share a common security class
without explicitly identifying any attributes of the IP packets.

Each non-virtual interface on a z/OS system is assigned a security class. The security class
of an interface is determined by the SECCLASS parameter that is coded on either the LINK

statement or the DYNAMICXCF parameter of the IPCONFIG statement in the TCP/IP profile.
The value of SECCLASS is a number in the range 1 - 255. If SECCLASS is not specified for
an interface, the interface is assigned the default security class of 255.

Each IP packet entering or leaving the system inherits the security class of the interface that it
traverses:

» For inbound traffic, this is the interface on which the packet arrived.
» For outbound traffic, this is the interface over which the packet is sent.

Security classes can only be assigned to physical interfaces, not VIPA devices. Networks
connected to the same network interface (for example, Alpha network and Beta network in
Figure 7-4) cannot be distinguished into different security classes.

Alpha

Network
STACK
. Interface 1 Interface 2 Interface 3 Interface 4
= — AR |
Secclass 1 Secclass 130 Secclass 25 Secclass 42
Router

Beta Delta Gamma

Network Network Network

Figure 7-4 Interface security class example

Note: Although it is possible to configure different security classes for different interfaces
into the same network (for example, Gamma network in Figure 7-4), all interfaces into the
same network should be configured with the same security class to avoid unnecessarily
complicating security policies.

Security classes can be used in conjunction with IP address information to create filter rules
to block packets having spoofed source IP addresses. For example, if a packet enters the
stack from the Delta network (in Figure 7-4 on page 202), but its source IP address is not
from the address space of the Delta network, then the packet is probably spoofed and should
be denied.
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7.2.2 Configuring IP Filtering from IPSec and Pagent

In our implementation, we stored all the configuration files in a partitioned data set (PDS).
This PDS is shared by all of the components:

PAGENT

TRMD

SYSLOGD

TCP/IP address spaces

vyvyyy

To activate the IP filtering as configured, PAGENT has to know where the IPSec configuration
files are located, using the IpSecConfig statement. Figure 7-5 shows the members flow to
customize IP filtering from IPSec and PAGENT.

SYS1.PROCLIB(PAGENT) PARM='...-c /etc/pagent.&SYSCLONE. .conf -1 SYSLOGD -dl'

CommonIPsecConfig /etc/pagen32 TCPIPA CommonIPSec.conf

letc/pagent.sc32.conf

IPSecConfig /etc/pagent32 TCPIPA IPSec.conf

letc/sc32.TCPIPA.conf

letc/pagent32_TCPIPA_IPSec.conf IpQEueriC@eraction ......

Figure 7-5 IPSec configuration members flow

The PAGENT configuration file in our implementation is /etc/pagent32_TCPIPA IPSec.conf.

The IpsecConfig statement specifies the path of an IPSec policy file that contains common
IPSec policy statements. If no path name is specified, then the common IPSec policy file
specified on the CommonIpSecConfig statement is used.

You can manually create the IP security policy configuration files by coding all of the required
statements in a z/OS UNIX file or MVS data set. There are a large number of powerful
configuration options provided by IP security policy statements that permit advanced users to
carefully fine-tune the IP security policy. However, IBM also provides a configuration graphical
user interface (GUI) that you can use to generate the Policy Agent and IKE daemon
configuration files. The IBM Configuration Assistant for zZ0OS Communication Server is a
standalone application that runs under the Windows operating system and requires no
network connectivity or setup.
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You can download the IBM Configuration Assistant for zOS Communication Server GUI tool
from:

http://www-306.1bm.com/software/network/commserver/zos/support/
For a complete explanation of the IP filtering statements and options, see the following
sources:

» z/OS Communications Server: IP Configuration Reference, SC31-8776
» z/OS Communications Server: IP Configuration Guide, SC31-8775

7.2.3 FTP and Telnet IP filtering scenario

In the following IP filtering implementation scenario (see Figure 7-6), we use the IBM
Configuration Assistant for zZ0OS Communication Server to define IP filter rules for system
SC32 (LPAR A25) as follows:

» Permit Telnet traffic only between remote workstation (10.100.1.224) and System SC32
(10.1.1.50).

» Permit FTP traffic between IP address 10.1.1.50 (SC32) and all z/OS systems in our
environment (IP address 10.1.1.xx), creating an IP address Group called OurSystem to
represent the z/OS Systems.

» Permit basic services traffic between all data endpoints and SC32.

Important: When the IPSECURITY option is activated, the implicit rules are in effect.
Therefore, all inbound and outbound traffic traversing the TCP/IP stack is denied.

In our scenario, we allow only specific point-to-point connections; however, there is also
some basic services traffic that must be permitted. These include:
» resolver and DNS (if implemented in the z/OS image)

— Qutbound: srcport=any, destport=53, proto=TCP or UDP
— Inbound: srcport=53, destport=any, proto=TCP or UDP

» omproute (dynamic routing)

— RIP: Inbound and outbound: srcport=520, destport=520, proto=UDP; for RIPv2
also need IGMP

— OSPF: Inbound and outbound: IP protocol 89 (OSPF) and IGMP

We also recommend permitting ping traffic. This allows you to verify connectivity
between data endpoints.

» Deny all other application traffic for System SC32 (LPAR A25)
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System SC32/LPAR A25 System SCxx/LPAR Axx
Applications Applications
Telnet FTP FTP
TCPIPA TCPIPx
10.1.1.50 10.1.1.xx
using IP Address group
IP Filters OurSystems
Deny Permit
T Data Link Data Link
(= ‘
FTP *E
10.1.100.224 =
Telnet
10.1.100.224

Figure 7-6 IP filtering scenario

General implementation steps for the IP filtering scenarios
Open the IBM Configuration Assistant for zZOS Communication Server.

Note: IBM Configuration Assistant for zZOS Communication Server help is available
through the Help button. If you need detailed information for a particular field, click the
question mark (?) button and then click the desired field.

If this is a new backstore file, follow the steps to create a z/OS image to represent the z/OS
system. Under this z/OS image, add a TCP/IP stack, as described in 4.3, “The IBM
Configuration Assistant for zZOS Communication Server” on page 119.

If your z/OS image already has an active Policy Agent running, you can also import the active
configuration using the Policy Agent configuration file import services. Then, you can
implement the IP Filter policies in the latest version of Policy Agent configuration in use.
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After configuring or importing the z/OS image and TCP/IP stack files, you can implement IP
Filter policies as follows:

1. The Main Perspective panel lists the new z/OS image and TCP/IP stack selected. Select
IPSec in the zZOS Communications Server technologies list, then click Enable. The Status
of IPSec line displays as incomplete, as shown in Figure 7-7. Click Configure. The
Welcome panel opens to begin the IPSec configuration. Click Next.

]

File Edit Perspective Help

Main Perspective

Configuration Azzistant Mavigation Tree : TCPAP Stack Infarmation:

_ 4 Waork with 2/05 Images

oy 405 Erter the name of the TOP/IP Stack: ~| TCPIPA
- mage -
L. SIESKSTEPIPA Enter a description: TCPAP Stack uzed to create our |P filkering scenario

Stack information update action

z/05 Communication Server technologies

Select the technology vou want to configure and click Configure.

Technology Description Status - TCRAP Stack Level Settings
AT-TLS Appliﬁ:ation Tranzparent - Transport Layer Security Disabled
IPSec IP Security Incompletes
DS Intrusion Detection Services Dizabled
M55 Metwork Secunty Services Dizabled
Qo5 Quality of Service | Dizabled
| PER Palicy Based Routing _Disabled
Disable

Cloze H Help ]

Figure 7-7 Enable IPsec configuration
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2. In the Configure TCP/IP Stack: Tunnels window, select the “No, this stack will not have

dynamic tunnels” option, because you are only applying IP filtering in this scenario. Then,
click Next.

3. In the Configure TCP/IP Stack: IPSec Stack Level Settings panel, shown in Figure 7-8
on page 207, define the parameters that are related to the TCP/IP Stack. For our scenario,
we chose the following options in the main panel:

— Enable Filter Logging Policy
— Do not log implicit deny events

In the Advanced Settings windows, we chose the following options:

— De-encapsulate and then filter IPSec payloads rather than filter IPSec headers
Allow IP V6 link activation

Yes, discard packets and send ICMP message (destination unreachable)
RCF 4301 compliant

Click OK, and then click Next.
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&

Filter Logaing Policy

E2

Indicate whether you want all filker logging disabled.
() Dizable allfilter logging
(%) Enable filter logging
() Logimplicit deny events (%) Da NOT log implicit deny events
IF1 Advanced Stack Settings
Indicate whether IPSec [&H or ESF] headers should be filkered

Advanced Settings... (®) Do nat filter the IPSec [4H or ESP) headers, decapsulate them prior ta filtering

() Filter the IPS ec [4H or ESF) headers

Automnatically allow for IPVE link. activation

(@) Allow ) Do not allow

Send ICMP destination unreachable for implicit denies

() Mo, just discard packets

RFC 43071 compliant
() Nat compliant

(=) Compliant

Ok, [ Cancel H Help ”ﬂ
I < Back || Next)J f Cancel

Figure 7-8 Stack level parameters

4. In the last panel, click Finish to save the configuration.
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5. When prompted to add the connectivity rules for the new stack, click Yes. In the Welcome
panel for the New Connectivity Rule wizard, select Typical Connectivity Rule and click
Next.

6. In the Network Topology panel, select Filtering Only, as shown in Figure 7-9.

IE1 New Connectivity Rule: Network Topology

Uze thiz panel ta identify the network topology of the data endpoints and security endpoints.

Metwork topalogy

() Filtening anly. This Connectivity Rule will contain only Permit and Deny Secunty Levels:

For local traffic - Host
[] For routed traffic - Gateway

() This Connectivity Fule will contain a Security Level using IPSec tunnels;
Therefore, additional network topolagy infarmation is required.

CINTOEE. =y

— 205 — _ﬂ
— — =
L]

__].-t e E‘* LLLLE |

S J\n rma
[rata Security IPSec - Data iz Unprotected
Endpaint Endpaint enciphered data path

Figure 7-9 Filtering only configuration on the Network Topology panel
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7. In the Data Endpoints panel, shown in Figure 7-10, specify the IP addresses of the data
endpoints. The IP addresses can be a single IP address, an IP address range, an IP
subnet, or all IPv4 or all IPv6 addresses. In our scenario, the endpoints are defined as the
single IP address TCPIPA stack (10.1.1.50) and Workstation (10.1.100.224). In this panel,
we also define the name of our new rule, which is Telnet. To continue the configuration,
Click Next.

Important: The Source data endpoint must be the IP address of the stack that you are
protecting.

IF] New Connectivity Rule: Data Endpoints

Uze this panel to identify the data endpaints.
These are the IP addreszes of the host endpaintz of the traffic you want to protect.

Local data endpoint Fiemate data endpoint
(") Address Group
(%) Specify address: (%) Specify address:
BRIR RG] f 01100224
Syntax: Single IP Y4 address: s xx Syntax: Single IP W4 address: wxxs
IP%d subnet: w880/ 1P W4 subnet w8 sy
IP W4 range: 8.6y 1P W4 range; @ s8 sy
Single |PYE address: wx Single IP WE addrezs; wix
IPWE subnet: e IF WE subnet: w:x/pum
IPWE range: -y 1P WE range: s:s-yy

Connectivity Bule Mame

Mame: * Telnet

Help EJ [ < Back ” Mest >

Figure 7-10 Defining the Endpoints of the new connectivity rule
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8. In the Select Requirement Map panel, you can select an IBM-provided map, or you can
create a new requirement map. In our example, we configure a new map, so we click Add
for Beginners. The Requirement Map: Introduction window that opens explains how to
create a requirement map using objects called traffic descriptors and security levels. After
you create these objects, they are reusable. Thus, you can use them to create other
requirement maps as needed. The IBM Configuration Assistant provides a set of
predefined objects. Click Next to create the new requirement map.

9. In the Requirement Map: Likely Traffic Types panel, select TN3270 Server traffic to allow
Telnet connectivity between the remote workstation (10.1.100.224) and the System SC32
TCPIPA stack (10.1.1.50). as shown in Figure 7-11. Click Next.

This Requirement Map should contain security les for all IP traffic between bwo data endpoints.

Requirement kap
Narne: " Telnet

Description | Allows \Workstation 10.1.100.224 to connect TCPIPA [TH3270)

Check each type of IF traffic that travels between the data endpoints.
[[] CICS traffic

[] Enterprize Extender Traffic [EE)

[[] FTP Client traffic

[C] FTP Server tiaffic

TH3270 Server traffic

[] web Server traffic

“rou will be able to add other types of IP taffic to this FRegquirement Map in a subsequent step

Figure 7-11 Select TN3270 Traffic type
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10.In the New Requirement Map: Add Additional Traffic Descriptors panel, shown in
Figure 7-12, you can add or remove traffic descriptors in our new Map. Click Next to define
the security level.

12l New Requirement Map: Add Additional Traffic Descriptors

Use thiz panel to add additional Traffic Descriptors to the Requirement Map.

ToAdd a Traffic Descriptor to the Requirement Map: 1. Select a Traffic Descriptar from the Objects sectian.
2. Click the "<-Add" button

To create new Traffic Descriptors, Or

to modify the contents of & Traffic Descriptor: 1. Click the Work with Traffic Descriptors... button

List of Traffic Descriptors in this Requirement Map Objects

Narme Description
TH3270-5erver [WERIFY) IBM supplied: TH3270 Server traffic
All_ather_traffic 1BM supplied: AN traffic types

Traffic: Descriptor &
Centralized_Policy_Client |
Centralized_Policy_Server
CICs | =
DMS L
EE
FTP-Clignt
FTP-Server
| FTP-Server550
IEMP-Rediect P_v4
'ICMPR edirect-IP_Y6
| ICMP-Time_Esceeded-IP_v4

IEMP Time_Exceeded IP_VE |
ICMP-Urreachable-P_v4 )

otk with Traffic Descriptors..

Femove >

View Details...

Figure 7-12 Rules added to our Telnet Requirement Map

11.Select the security levels. For IP Filtering, each entry in the requirement map is a mapping
between a traffic descriptor and either Deny or Permit (see Figure 7-13). Click the IPSec -
Security Level tab for TN3270-Server and select Permit. Click Finish.

21 Mew Requirement Map: Select Security Levels

A Requitement Map is an object that maps each IF hiaffic type [Traffic Desciiptor] to a specific level of secuity [Security Level]

To &dd a new mapping to the Requirement Map: 1. Selzct a Traffic Descriptor from the Objects section.
2. Click the "<--Add" button
Ta change the Security Level of a Traffic Descriptor. 1. Click the Secuity Level column in the Requirement Map section

2. Select a new Security Level from the list

Requirement kap

Objects

Traffic Descriptor &
Centralized_Palicy_Client |
Centralized_Policy_Server 1
CICS

Traffic Descriptor ] IPSec - Security Level

DNS i |

TH3270-Server - Permit

: EE |
i FTP-Client

All_ather_traffic ‘ Deny

| FTP-Server

Wiew Details

FTP-Server-S5L
|CMP-Redirect-P_Wd
ICHP-Redirect-IP_VE
ICMP-Time_E sceededdP_V4
|CMP-Time_ErceededP_VE
|CHP-Unreachable-P_\4
|CHP-Unreachable-P_VE 1
IKF v

[ ‘Woik with Traffic Deseriptors ]

[ ‘wWork with Security Leveks ]

Figure 7-13 Selecting the security level fro TN3270 server traffic
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12.Back in the Connectivity Rule Requirement Map window, which contains the newly
created Telnet requirement map (Figure 7-14), click Next.

P
121 New Connectivity Rule: Select Requirement Map

Select a Requirement kap
Initially, you need to create a new Requirement Map which will be reusable in subsequent Connectivity Fules.

|IEM has supplied examples you can uge to "Copy..." and then modify to get started.

Until you become familiar with Fequirement Maps please use the Add for Beginners. .. to create pour Requirement b ap.

Mame Description
|IEM supplied: IPSec zample - Filtering [uzes only Permit and Deny Security Levels]

Allow workstation 10.1.100.224 to connect TCPIPA on SC32 [TH3270]
|IEM supplied: IPSec zample - Server to trusted branch office [Internet traverzed)
|IEM supplied: IPSec zample - Server to untrusted buginess partner zone

Filtering

Telnet
Truzted_Intemet_Zone
Untruzsted_Zone

Add for Beginners...] ’ Add... ] ’ Copy... ] [ adify. .. ] [\u"iew Details...|

Meed Mare Information

[ < Back ” est ] Finis

(oo )2

Figure 7-14 Telnet requirement map
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13.In the last panel, New Connectivity Rule: Finish, you can alter the Logging and other
TCP/IP Stack Level settings for this Rule. Select Yes, Log All filter matches, and click

Finish.

Our new rule, Telnet, displays in the IPSec Perspective panel as shown in Figure 7-15.

File Edit Perspective Help

Evir10 Configuration Assistant - Backing Store (Read-Write) = C:\Program Files\IBM\zCSConfigAssist\V1R10\files\residency 110

IPSec Perspective

Configuration Azsistant Navigation Tree

BE]

: Connectivity Rules | Dynamic Tunnel Local ldentity | Stack Level Settings | NSS Client Settings|
A IPSec r 5 TCFYIP Stack Infarmation:
=4 Work with Reusable Objects 5
i be-# Traffic Descriptors Enter the name of the TCP/IP Stack: | TCPIPA
. izzunty EMIS Enter a description: TCPIAR Stack used ta create our IP filter scenario on SC32
L 2 ress Groups
: # Reguirement Maps
=4 Work with 2/05 Images
=63 Incomplete Image - A25 5 : =
i.[® Glack-TCRIFA Click the &dd... button far each Connectivity Fule you want to add to this Stack.
Local/Source | F\smutea‘DeslinaliDnl Requirement Map Topology | Status ‘ Name
10.1.1.50 | 10.1.100.224 | Telnet Filtering - Host | Enabled | Telnst
Add I [ Copy. ] [ Madify Basics. ] [ Delete ] [View Details. ‘Health Check.
Modify Wizard... |
I Main Perspechive | ‘App\y Changas] [ ak ] [ Cancel ] [ Help ]

Figure 7-15 Our new connectivity rule, Telnet, shown in the IP Perspective panel

7.2.4 Implementation steps for the FTP Connectivity rule

No that you have completed the connectivity rule for Telnet, you can add another rule to allow
FTP traffic between LPAR A25 (10.1.1.50) the a IP Address Group named OurSystems. To

create this new Connectivity rule, start on the IPSec Perspective panel, shown in Figure 7-15.

1. First we have to create our new IP Address Group. To do that, on IPSec Perspective panel,

go to IBM Configuration Assistant Navigation Tree, under Work with Reusable Objects,

and select Address Groups. This selection lists all configured Address Groups, as shown
in Figure 7-16. To create a new Address group, click Add.
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v}

File:

Edit Perspective Help

IPSec Perspective

Configuration Agsigtant M avigation Tree 4 9.37.236.137 List of all configured address groups.

PSec :

=~ ok with Reusable Objects 5.06.158.184
# Traffic Descriptors
# Security Lewvelz
# Address Groups ?;?12;1351::
# Requirement Maps 8.63.138.187

<4 Work with 2/05 Images — -
8 @ Incomplete Image - A25 Mame & Description Firgt Few Addresses
L..@ Stack - TCPIPA AllIPvd_Addresses IBM supplied: All IP+4 addresses are applied
All_IPvE_Addresses |BM supplied: Al IPvE addresses are applied

Add...
Main Perspective ] ’ Help ]
Figure 7-16 List of existing Address Groups
2. Inthe New IP Address Group panel, define the name of the group (OurSystem) as shown in
Figure 7-17, and click Add to include the IP address.
[ j

0.37 236.137 lge thiz panel to configure a group of IP addreszes.
4.98.124.187
5.96.158.184 | Name *| DurSystems
2.45.197.242

315,141 211 Dezcrption: | group of all 2/0% systems in our Residency environment
7.37.253.241
8.63.138.187

|IP address

Add...

QK H Cancel H Help l

Figure 7-17 Creating a new address group
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3. Inthe New IP Address Specification panel, define the Static VIPA subnet (10.1.1.0/24) and
click OK, as shown in Figure 7-18.

o]

IF address: | 10.1.1.0/24

P4 address: wusx |IPwE address: wiw
IPvd subnet:  ww s i IPwE subnet:  wsduy
IPvwd range: s sy IPvErange:;  wis-yy

0k H Cancel ” Help ]

Figure 7-18 Add a new subnet to our IP Address Group OurSystem

4. Back in the New IP Address Group panel, click OK to include the new IP address group in
the list of configured address group.

5. In the IPSec Perspective panel, click Add in the Table of Connectivity Rules window.
When the Connectivity Rule: Welcome panel opens, select the Typical (Default) rule type
and click Next, following the same steps as the first scenario.

6. In the New Connectivity Rule: Network Topology panel, select Filtering Only and For
local traffic - Host. Then, click Next.
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7. In the New Connectivity Rule: Data Endpoints panel (Figure 7-19):

a. Specify the IP addresses of local data endpoint (in our case, system SC32, which is
10.1.1.50)

b. In the “Remote data endpoint” section, select Address Group, and then select the IP
Address Group OurSystems.

In the “Connectivity Rule Name” section, define the name of the new rule as FTP.
Click Next.

Lin}

Uze thiz panel to identify the data endpoints.
These are the IP addrezzes of the host endpaints of the traffic you want to protect,

Local data endpaint Remaote data endpoint
() Address Group () Address Group
OurSystems w

[New...] | Eop_l,l...l |M0dif_l,l...] [View Details...l [Showw’hele Uszed...

(=) Specity address: (") Specify addrezs:
f 101180
Syntax: Single IP Y4 address: wxxx
P4 subnet; sx s xfuy
IP W4 range: % x.%-pppy
Single P VE address: &«
IPWE subnet: &
IPWE range; -y

Connectivity Fule Mame

Mame: | FTF

Help E] < Back ” Mest > J

Figure 7-19 Data endpoints IP address definition
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8. In the Connectivity Rule: Select Requirement Map panel, you can select an existing
requirement map or add a new one. For this scenario, you need to add a new requirement
map. So, click Add for Beginners to open the New Requirement Map: Introduction
window.

9. Click Next to determine which traffic types to specify. In New Requirement Map: Likely
Traffic Types panel, shown in Figure 7-20, select FTP Client traffic and FTP Server
traffic. Click Next.

Thiz Reguirement Map should contain security rules far all IP traffic between two data endpoints.

Fequirement kap

I ame: U FTP
Description | Allowe FTP traffic between SC32 (LPAR A25] and SC33 [LPAR 429

Check each type of IP traffic that travels between the data endpoints.
[] CICS traffie

[] Enterprize Extender Traffic [EE)

FTF Client traffic

FTF Server traffic

[] TM3270 Server traffic

[] web Server tiaffic

“You will be able to add other types of [P traffic to this Requirement Map in a subsequent step.

< Back ” Mexst >

e 12

Figure 7-20 Defining the FTP traffic types in our scenario
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10.Figure 7-21 shows that three lines of traffic descriptors are generated with the following
values:

— FTP-Server
— FTP-Client
— All_other_traffic (which is a default to deny all remaining traffic in this rule)

Click Next.

Uze this panel to add additional Traffic Descriptars to the Requirement kap.

Toidd a Traffic Descriptor to the Requirement Map: 1. Select a Traffic Descriptor from the Objects section.
2. Click the "<--Add" button

To create new Traffic Descriptors, Or

to modify the contents of a Traffic Descriptar: 1. Click the Work with Traffic Descriptors... button

Lizt of Traffic Descriptars in this Requirement Map Objects
MHame Description il [ Traffic D ezcriptor & Bl
FTP-Client [VERIFY] IEM supplied: FTF Client traffic | | Centralized_Policy_Client )
FTP-Server [WERIFY] IBM supplied: FTP Server traffic | Centralized_Policy_Server [l
All_other_traffic IEM supplied: Al traffic types | CIcs

| DM3

EE

FTP-SemerSsl
ICMP-RediectP_v4
ICMP-RediectIP_vE
|ICMP-Time_E sceeded- P4
|ICMP-Time_E xceeded-lP_WE
|ICMP-Urreachable-P_'4

| ICMP-Urreachable-IP_YE ) |
[TKE ~|

’ wiork, with Traffic Descriptors...

< Back Next » Cancel
[ I

Figure 7-21 Traffic descriptors defined for the Requirement Map FTP
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11.Set the security levels for the selected traffic descriptors. For IP filtering, each entry in the
requirement map maps between a traffic descriptor and either Deny or Permit. Under the
IPSec - Security Level column, select Permit in the FTP-Server descriptor menu. Then, do

the same for the FTP-Client traffic descriptor, as shown in Figure 7-22. Click Finish.
In the Connectivity Rule: Select Requirement Map panel, the new Connectivity Rule is

created and listed. Click Next.

A Reguirement Map iz an object that maps each IP traffic type [Traffic Descriptor] to a specific level of security [Securty Lewvel).
To Add a new mapping to the Reguirement Map: 1. Select a Traffic Descriptor from the Objects section.
2. Click the "¢<-Add" button
To change the Security Level of a Traffic Descriptar; 1. Click the Security Level column in the Requirement kap section
2. Select a new Security Level from the list
Fiequirerment kap Ohjects
[ Traffic Descriﬁt.or A (W
| Centralized_Policy_Client |
Eantralized_F'olicy_Server
CICS
Traffic Descriptor IPSec - Secuity Level ! [EJE]S —
FTP-Client Perit V | FTP-Server-S5L
FTP-Server Permit | v | ICMP-RediectP_V4
z T | ICMP-Redirect-IP_VE
All_other_traff i ! =
—oet_ e B ] | ICHF-Time_E roeededIP_V4
ICHP-Time_Exceeded-IP_WVE
ICHP-Unreachable-P_'¥4
| Remave --» ICMP-UnreachableP_WE
_—— IKE
IKE-NAFT r
IKFM&T 1)
’ “wiork. with Traffic Dezcriptors. .. ]
’ Whork. with Security Levels. . ]
() (s
Figure 7-22 Defining the security level for each traffic descriptor
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12.In the Requirement Map: Additional Settings panel, select Yes, Log all filter matches and
click Finish.

When you have completed these steps, the IBM Configuration Assistant for z/OS
Communication Server returns to the IPSec Perspective panel and the new Connectivity
Rule is listed in the Table of Connectivity Rules, as shown in Figure 7-23.

]

File Edit Perspective Help

IPSec Perspective

Configuration Assistant M avigation Tree : Connectivity Rules | Dynamic Tunnel Lacal Identity | Stack Level Settings | M55 Client Settings
AlPSec ; TCP/IP Stack Information:
=4 Work with Reusable Objects

-4 Traffic Descriptors Enter the name of the TCPAR Stack: | TCPIPA

- Securty Levels Enter a description: TCPAR Stack uzed to create our P filtering scenario on SC32

-4 Address Groups

H -4 Fequirement Maps

= 4 Work with 2/05 Images
—@ Incomplete Image - 425

" & Stack TCRIPA Click the Add... button for each Connectivity Rule you want to add to this Stack. ' 9
Local/Source Remote/Destination | Requirement tap Topology Statug MName
101.1.50 101100224 Telnet Filtering - Host | Enabled Telnet
101150 DuSysterms FTP [ Filering - Host Enabled |FTF ]

Add... I I Copy... ] ’ Modify B asics... ] I [elete

b ooclifs Wizard..

] [View Details...l [ Move Up ] ’Health Check...

’ Main Perspective HAppIy Ehanges” u] H Cancel H Help ]

Figure 7-23 IPSec Perspective with our new Rules listed
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Create the BasicServices requirement map

Before you generate the configuration files, it is important to add a new requirement map to
permit the basic services in the environment (such as ping, Resolver, DNS, OMPROUTE, and
Service Connections Traffic between SC32 and all data endpoints). Follow these steps:

1. On IBM Configuration Assistant Navigation Tree (on the left), click Requirement Maps
(under Work with Reusable Objects). Then, in the IBM Configuration Assistant -
Requirement Maps panel, click Add under the List of requirement Maps.

2. On the Requirement Map panel, complete the following entries, as shown Figure 7-24:

a. Provide a name and description in the appropriate fields.

b. Remove All_other_traffic Traffic Descriptor by selecting All_other_traffic and clicking

Remove.

c. Add ping, resolver, DNS, and OMPROUTE by selecting the appropriate traffic
descriptors from the Objects list and clicking Add.

d. Under IPSec Security Level for each traffic descriptor in the list, and select Permit from
the list.

e. Click OK.
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A Requirement Map iz an object that maps each |P traffic type [Traffic Descriptar] to a specific level of security [Security Level).

ToAdd a new mapping to the Reguirement b ap; 1. Select a Traffic Degcriptor from the Objects section,
2. Click the "¢--Add" button

To change the Security Level of a Traffic Descriptor; 1. Click the Security Level column in the Regquirement M ap section
2 Select a new Secunty Level from the list

Feguirement tap Objects

I arne: *| BasicServices Traffic Descriptor &

Description | Pemit ping, Resolver, DNS and OMPROUTE and Services ConnectionTraffic | Allather_tiaffic L]
_Centrahzed_PoIlcy_Cllent |
Centralized_Policy_Server

Traffic Descriptar IPSec - Security Level _E:EI:S
ServicesConnection Permit | _F_TF'-EIi =t |
Resolver Permit Y2 FTP-Server
- ; 1 FTP-Server-55L
Al et | [ ICMP-RediectlP_v4
OMPROUTEP_ 4 Permit ™ | ICMP-Redirect p_\;gi 1
DNS Parrit = | IEMP-Time_Exceeded-IP_v4
— ICMPTime_ExceededIP_VE
| |CkP-Unreachable-P_vd
|CkP-Unreachable-IP_WE —1 {
I KF s
[ “whork with Traffic Descriptors. .. ]
hoe Do ] ’ e lsk, ’ “winrk with Security Levels.. ]

[ ok [ cCancel ][ Hek ]

Figure 7-24 Add the BasicServices requirement map

3. In the IPSec Perspective panel, you can now add a new connectivity rule to permit all
remaining IP traffic to use the BasicServices requirement map using the same steps that
you used to create the Telnet and FTP Connectivity Rule, as follows:

a. Inthe IBM Configuration Assistant Navigation Tree, select Stack - TCPIPA to open the
TCPIP Stack window with the list of connectivity rules for stack TCPIPA. Click Add to
create the new connectivity rule.

b. In the New Connectivity Rule: Welcome panel, select Typical and click Next.
In the Network Topology panel, select Filtering Only, and click Next.

In the Data Endpoints panel, specify the Address Group and select All
IPv4_addresses, because this rule applies to all data endpoints in the network. Click
Next.

e. Inthe Select Requirement Map window, select a requirement map (in our scenario, it
the requirement map is BasicServices), and click Next.

f. Back in the IPSec Perspective panel, move the BasicServices Rule to the top of the list,
because you want BasicServices traffic to flow between endpoints in all cases. You can
use the Move Up button. Figure 7-25 shows the results.

Note: The IP addresses in a packet are compared with the IP addresses of the data
endpoints of the connectivity rules in the order in which those rules appear the table.
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[x]
File Edit Perspective Help
IPSec Perspective

Configuration Aszistant Navigation Tree 4
_4IPSec

Connectivity Rules | Dynaric Tunnel Local ldentity| Stack Level Settings | NSS Clisnt Settings|
TCRAF Stack Information:

— _ 4 WWork with Reusable Objects .

- Traffic Descriptarz Enter the name of the TCP/P Stack; | TCPIPA
~# Securty Levels Enter a description: TCPAP Stack used to create our |F filtering scenario on 5C32
- Address Groups

. te-# Requirement Maps
= J ‘whork with 2/05 Images
=€) Incomplete Image - 425

i Gtk TCRIEE Click the Add... buttan for each Connectivity Fule you want to add to this Stack. . .
Local/Source FRemote/Destination | Requirement Map Topology | Status MName
AllIPvd_Addresses | AllIPw4 Addresses | BasicServices Filtering - Host | Enatled BasicServices
10.1.1.50 101,100,224 Telnet Filtering - Host Enabled Telnet
10.1.1.50 OurSystems FTF Filtering - Host | Enabled FTF

fdld... ][ Copy. H Madify Basics... H Delete | [ iew Detals...| [Healh Check...

I tdain Perspective ‘IApplyChanges]’ Ok ]’ Cancel ]’ Help ]

Figure 7-25 IPSec perspective panel with the new connectivity rules

After you complete the IP filtering configuration, we recommend that you click Health Check

to determine whether the TCP/IP stack contains configuration errors or an inappropriate
combinations of rules.

Install the configuration files
With IP filtering rules complete, you can install the configuration files as follows:

1. On the IPSec Perspective panel, under the IBM Configuration Assistant Navigation Tree,
select Image-A25. Then, in the Image Information tab, you have options to create a new
image or to install the configuration files that you have already created.

Note: The word incomplete, in red, displays only during a new image configuration. If
this is the case, a wizard opens and ask whether this image has Dynamic IP tunnels.

Select No and click Next. The IP filtering for our scenarios do not use NSS. So, in the
NSS Settings Panel, click Next.
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2. Click Edit in the top left corner or right-click the stack name, and then click Install
Configuration Files. Figure 7-26 shows that there are two files to install:

— A sample TCP/IP profile to insert in the profile TCP/IP
— An IPSec configuration file

v

Install Configuration

4 Configuration Files Installation

A Install Image
=1 Image - A25

L@ Stack - TCFIPA

To complete installation for Image, "425", you must FTP the following files.
A2E - Configuration Files

File Sent FTF Location

TCPIPA - IPSec: Policy Aigent Stack Configuration| Mo Audipzec/TCRIPA policy

TCPIPA - IPSec: Sample PROFILE. TCPIF ingert | Mo AudprofilesTCPIPA. profile

I Show Configuration File. .. ] ’ BT ] ’ Syetem Adminiztration |nformation. . ] IView Frologue History. ..

Permanently zave pending changes after FTP?

Cise | [ Hep ]

Figure 7-26 Configuration Files Installation panel

Here, you have two options:

— You can select Show Configuration File, save the file on your computer using Save

As, and then upload the file to z/OS later.
— You can select FTP to directly FTP the file to z/OS.

3. To verify the newly created configuration files, select IPSec: Policy Agent Stack

Configuration, and click Show Configuration File. Example 7-2 shows a small sample

of the resulting file contents.

Example 7-2 IPSec configuration file

#H#

## IPSec Policy Agent Configuration file for:

## Image: A25

## Stack: TCPIPA

##

## Created by the IBM Configuration Assistant for z/0S Communications Server
## FTP History:

##

## End of IBM Configuration Assistant information

IpService TN3270-Server
{
Protocol TCP
SourcePortRange 23
DestinationPortRange 1024 65535
Direction BiDirectional InboundConnect
Routing Local
}
##

## Connectivity Rule Telnet combines the following items:
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## Local data endpoint TeTnet™ADR™1

## Remote data endpoint TeTnet™ADR™2
##  Topology Filtering - Host
##  Requirement Map Telnet
## TN3270-Server => Permit
## AT1_other_traffic => Deny
IpAddr Telnet™ADR™1
{
Addr 10.1.1.50
}
IpAddr Telnet™ADR™2
{
Addr 10.1.100.224
}
IpFilterRule Telnet™3
{
IpSourceAddrRef Telnet™ADR™1
IpDestAddrRef Telnet™ADR™2
IpServiceRef TN3270-Server
IpGenericFilterActionRef Permit™LogYes
}

4. Click Close, and then select FTP to install the configuration files. In the FTP Configuration
File panel, enter the required information, and click Send. When you receive the message
“The file transfer was successful, click Close (Figure 7-27).

o]

Enter FTP information to send the files.

Lagin infarmation

Host name: | wisc32 itso.ibm.com

Poit number; 21

zer D * s

Password, | ®rw [T 5ave pasaward

[]Use55L

FTF file including full path

File name and location: | /etc/pagent3? TCPIPA_IPSec. conf

D ata tranzfer mode

(%) Default () Passive () Active

Comment far the configuration file prolague [optional]

Comment;

The FTF file transfer was successful.

Cose | [ Heln ]

Figure 7-27 FTP process to install the configuration files
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5. Next, start PAGENT with the new configuration applied, as shown in Example 7-3.

Example 7-3 Starting PAGENT

$HASP373 PAGENT  STARTED

EZZ84311 PAGENT STARTING

EZ784321 PAGENT INITIALIZATION COMPLETE

EZZ87711 PAGENT CONFIG POLICY PROCESSING COMPLETE FOR TCPIPA : IPSEC
EZ784521 PAGENT READY FOR REMOTE CLIENT CONNECTIONS ON POLICY SERVER

Now, PAGENT is running with the policies applied, and you can verify that the policies are
working as expected.

7.2.5 Verify the new policies

Execute the following tasks to verify IP filtering configurations:

1. Log on to System SC32 (LPAR A25) using TN3270
2. FTP to System SC32 (LPAR A25) from a remote workstation (should fail)
3. FTP from System SC31 to SC32

Log on to System SC32 (LPAR A25) using TN3270

In our scenario, from workstation 10.1.100.224, we configure a TN3270 session to TCPIPA
(10.1.1.50) on SC32(A25), port 23. The connection to TSO (the default application) on SC32
established successfully, as shown in Figure 7-28. Any attempt to establish a session from
other workstations fails.

#{] Session B - [24 x 80] BEX

File Edit View Communication Actions Window Help

B B % B = % 2 8 &

IKJ9BTOOR 5C3Z - ENTER USERID =

IMA a]

-:._‘F': Connehed to remote server/host 10, 1. 1,50 using lufpocl TN32LA01 and port 23
Figure 7-28 Workstation 10.1.1.224 connected to SC32 TSO, 10.1.1.50
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FTP from System SC31 to SC32

As defined in the FTP connectivity rule, any z/OS system in our test environment should be
able to create an FTP connection (SC31), because we did not set up IP filtering rules for A24
(see Figure 7-6 on page 205). From here, we can demonstrate that the host-to-host FTP
works, because we set up filter rules to permit FTP traffic between LPARs A24 and A23.

Using TSO on LPAR A24, we issued the following command:
ftp -p tcpipa 10.1.1.50

Example 7-4 shows the successful connection.

Example 7-4 Successful FTP connection to SC32

IBM FTP CS

FTP: using TCPIPA

Connecting to: 10.1.1.50 port: 21.

220-FTPDA1 IBM FTP CS at WTSC32A.ITSO.IBM.COM, 20:25:09 on 2008-11-21.
220 Connection will close if idle for more than 5 minutes.

NAME (10.1.1.50:CS02):

FTP to System SC32 (LPAR A25) from a remote workstation (should fail)

From the remote workstation, which has an IP address that does not belong to the IP Address
Group OurSystem (10.1.1.0/24), FTP is not allowed into LPAR A23, as shown in
Example 7-5.

Example 7-5 Attempt to connect SC32 from the workstation fails

C:\>ftp 10.1.1.224

> ftp: connect :Unknown error number
ftp> 1s

Not connected.

ftp>

Problem determination
The following tools and documentation can aid in problem determination:

» TCP/IP CTRACE output: The CTRACE facility has flexibility such as filtering, combining
multiple concurrent applications and traces, and using an external writer. (For additional
information, see z/0S Communications Server: IP Diagnosis Guide, GC31-8782.)

» PASEARCH command: Use the pasearch command to display policy rules with complex
conditions.

» |IPSEC command: Use to review the implemented policies.
» TCP/IP profile output
» POLICY config file output
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IP Security

IP Security (IPSec) is a suite of protocols and standards defined by the Internet Engineering
Task Force (IETF) to provide an open architecture for security at the IP networking layer of
TCP/IP. IPSec provides the framework to define and implement network security based on
policies defined by your organization. This chapter discusses the implementation of IPSec on

z/OS.

We discuss the following topics in this chapter.

Section

Topic

8.1, “IPSec description” on page 228

Basic concepts of IPSec and Virtual Private Network
(VPN)

8.2, “Basic concepts” on page 228

Key IPSec components

8.3, “How IPSec is implemented” on
page 233

Implementation procedures for installing IPSec

8.4, “zIIP Assisted IPSec function” on
page 251

An explanation of how zIIP processors can be deployed to
enhance performance and financial considerations for an
IPSec implementation

8.5, “Configuring IPSec between two
z/OS systems: Pre-shared Key Mode
on page 251

”

How to implement IP security between two z/OS images
using Dynamic Tunnels and pre-shared key authentication

8.6, “Configuring IPSec between two
z/OS systems: RSA signature mode”
on page 276

How to implement IP security between two z/OS images
using Dynamic Tunnels and RSA signature mode
authentication

8.7, “Additional information” on
page 298

References to additional information about IP Security
(IPSec)

© Copyright IBM Corp. 2009. All rights reserved.

227



8.1 IPSec description

As mentioned, IPSec is a suite of protocols and standards defined by the IETF to provide an
open architecture for security at the IP networking layer of TCP/IP. It is the most commonly
used protocol for implementing a Virtual Private Network (VPN).

Because IPSec works at the IP networking layer, IPSec can be used to provide security for
any TCP/IP application without modification. If necessary, applications can have their own
additional security features on top of the underlying IPSec security. Also, unlike
TCP-layer-based security implementations (such as SSL/TLS), IPSec can be used to protect
both TCP and UDP applications. This means that EE (Enterprise Extender) traffic can be
protected too.

The IPSec standards have also been structured so that they can accommodate newer, more
powerful, algorithms as they become available in the future.

IPSec technology is used to build what is referred to as a Virtual Private Network (VPN),
because the technology enables an enterprise to extend its network across an untrusted
network (such as the Internet) without compromising security. Using IPSec protocols, each
host can encrypt and authenticate individual IP packets between itself and other
communicating hosts. Companies can securely and cost effectively extend the reach of their
applications and data across the world by replacing leased lines to remote sites with VPN
connections. Because Internet access is increasingly available worldwide, companies can
now use VPN technologies to reach places where other connectivity alternatives such as
leased lines are expensive or unavailable.

To verify which IPSec RFCs z/0OS Communications Server has implemented, refer to
Appendix E, “z/0OS Communications Server IPSec RFC currency” on page 873.

Note: IBM z/OS Communications Server IP filtering support is packaged with IP Security
(IPSec) and is referred to as integrated IP Security because there is a close affinity
between IPSec and IP filtering in the zZOS Communications Server. Although you can
implement IP filtering without IPSec, you cannot implement IPSec without IP filtering. To
configure IP filtering, you have to indicate that you are configuring IPSec in the

IBM Configuration Assistant for zZ0S Communications Server. For more information, see
Chapter 7, “IP filtering” on page 195.

8.2 Basic concepis

The IPSec architecture provides a framework for security at the IP layer of IPv4 and IPv6.
Because IPSec protocols perform at this layer, transport protocols and applications can be
protected without being modified.

IPSec defines a unidirectional logical connection between two endpoints. Such secure logical
connections between pairs of endpoints are often called funnels. z7ZOS Communications
Server IPSec implementation refers to two types of tunnels:

» Manual IPSec tunnels: The security parameters and encryption keys are statically
configured and are managed by a security administrator manually. Manual tunnels are not
commonly implemented.

» Dynamic IPSec tunnels: The security parameters are negotiated, and the encryption keys
are generated dynamically using IKE.
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The concept of a Security Association (SA) is fundamental to IPSec, defining the security
characteristics of the traffic that is carried across the tunnel. The span of protection of an SA
can vary. For example, the SA can protect traffic for multiple connections (all traffic between
networks), or the SA can protect traffic for a single connection.

IPSec can provide a secured connection and an encrypted payload with its implementation.
The authentication proves data origin authentication, data integrity, and replay protection,
which are explained as follows:

» Data origin authentication confirms that the data origin was from a device that knows the
correct cryptographic key.

» Data integrity proves that the contents of a datagram have not been changed since the
authentication data was created.

» Replay protection prevents an attacker from sending bogus IPSec packets resulting in
unnecessary cryptographic operations. For example, if an attacker kept retransmitting the
ESP™ l|ast packet sent, replay protection will prevent that packet from being decrypted
and authenticated each time. The sequence number in the IP header is always in clear
text.

The Authenticated Header (AH) protocol is the IPSec-related protocol that provides
authentication. The Encapsulated Security Payload (ESP) protocol provides data encryption,
which conceals the content of the payload. ESP also offers authentication. Internet Key
Exchange (IKE) protocol exchanges the secret number that is used for encryption or
decryption in the encryption protocol.

AH and ESP support two mode types, as shown in Figure 8-1:

» Transport mode
» Tunnel mode

These modes tell IP how to construct the IPSec packet. Transport mode is used in
host-to-host scenarios in which the two endpoints of the tunnel (that is, the security
endpoints) are the same as the host endpoints (that is, the data endpoints). Tunnel mode is
most frequently used when either endpoint of the tunnel is a router or firewall. With tunnel
mode the security endpoints are different from the data endpoints.
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Figure 8-1 Two mode types: Transport mode and tunnel mode

With transport mode, the IP header of the original transmitted packet remains unchanged.
With tunnel mode, a new IP header is constructed and placed in front of the original packet.

8.2.1 Key components

Three of the most important IPSec components implemented by z7OS Communications
Server include:

» RFC 2402: IP Authentication Header (AH) protocol, which provides for data
authentication, IP header authentication, and data origin authentication

» RFC 2406: IP Encapsulating Security Payload (ESP), which provides for data
authentication, data origin authentication, and data privacy (encryption)

» RFC 2409: The Internet Key Exchange (IKE), which provides protocols for automated
encryption key management

In the following sections, we describe these components in more detail.

8.2.2 IP Authentication Header protocol

As the name suggests, IPSec Authentication Header (AH) authenticates IP packets, ensuring
that they came from a legitimate origin host and that they have not been changed. IPSec AH
provides:

» Data integrity by authenticating the entire IP packet using a message digest that is
generated by algorithms such as HMAC-MD5 or HMAC-SHA

» Data origin authentication by using a shared secret key to create the message digest
» Replay protection by using a sequence number field within the AH header
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8.2.3 IP Encapsulating Security Payload protocol

Encapsulating Security Payload (ESP) provides additional protection beyond (or in addition
to) AH, including:

» Encapsulating and encrypting the IP packet

» Authenticating the IP datagram portion of the IP packet, including most of what is listed
under AH: data integrity for all but the IP header; data origin authentication; and replay
protection. For most users, the authentication protection provided by ESP should be
sufficient, and AH should not be necessary if ESP is already being used for encryption.

In ESP, before leaving a host, outbound packets are rebuilt with additional IPSec headers
using a cryptographic key that is known to both communicating hosts. This is called
encapsulation.

On the receiving side, the inbound packets are stripped of their IPSec headers
(decapsulated) using the same cryptographic key, thereby recovering the original packet. Any
packet that is intercepted on the IP network is unreadable to anyone without the encryption
key. Any modifications to the IP packet while in transit are detected by authentication
processing at the receiving host and is discarded.

8.2.4 Internet Key Exchange protocol: Pre-shared key and RSA signature
mode

All of the concepts that we have discussed thus far are integral to building secure IPSec
tunnels between two endpoints. Remember that there are two types of secure tunnels:

» Manual IPSec tunnels are implemented with encryption keys that are configured manually.
Although simple to establish, manual tunnels are not considered entirely secure because
manually configured keys can be compromised easily. Also, the with manual tunnels,
IPSec keys cannot be changed without inactivating and reactivating the secure tunnels,
thus opening up a window of vulnerability during the data transfer.

» Dynamic IPSec tunnels are implemented with encryption keys that can be renegotiated
dynamically. Inadvertent or intentional breech of the security keys with dynamic tunnels is
nearly impossible. Thus, dynamic IPSec tunnels are preferred for robust security
implementations. The SAs and the encryption keys are negotiated using the IKE protocol.

The IKE protocol, which is implemented in zZOS Communications Server by the IKE daemon,
manages the transfer and periodic changing of security keys between senders and receivers
and is required when implementing IPSec dynamic tunnels. Key exchange, defined in IKE, is
normally a multi-step process, as described here and as shown in Figure 8-2:

1. First, the partners establish a secure logical connection, an SA, and decide on security
parameters such as encryption, hashing algorithms, and authentication methods (IKE
SA). This connection is sometimes referred to as the phase I tunnel or IKE tunnel.

2. After the appropriate security parameters are negotiated, the partners set up a second SA
for the actual data transfer (IPSec SA). This connection is sometimes referred to as the
phase 2 tunnel or IPSec tunnel.

3. Thereafter, the SAs and the session keys are renegotiated periodically. The IKE daemon
uses the IP security policies that you define in the Policy Agent (PAGENT) and manages
the keys dynamically that are associated with dynamic IPSec VPNs.
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1. Negotiate Phase 1 SA and obtain a master key.

2. Negotiate Phase 2 SA and generate session keys.

3. Generate session keys and refresh SAs and session
keys.

SystemB l SystemA
IKEDB IKEDA ==

IKEﬁPeerBﬁkeyring e TCPIP1B e TCPIP1A IKE_Peer_keyring
e TCPIP2B e TCPIP2A

?
ZONE 2 ZONE 1

| _Protected Session Data |

® IKE negotiates SAs:

e Phase 1: Used by IKE to protect IKE flows

e Phase 2: Used by IPSec to protect data flows
@ IKE generates keys automatically and non-disruptively

refreshes SAs and session keys for the IPSec tunnel.

® Authentication methods for IPSec dynamic tunnels:

o Pre-shared keys

o RSA signature method with x.509 certificates

Figure 8-2 IKE concepts

As Figure 8-2 depicts, there are two methods of authenticating the IPSec peers when using
dynamic tunnels:

» Authenticate the IPSec partner with a pre-shared key
» Authenticate the partner using RSA signature mode

The term pre-shared key can be considered a misnomer, because the so-called “keys” are
more akin to secret “passwords” that are shared between the IPSec peers to authenticate the
partner during the Phase 1 IKE exchange and to provide a value to the Diffie-Hellman
exchange that produces a cryptographic key to protect and authenticate the Phase 1 IKE
negotiations.

RSA signature mode authentication relies on x.509 certificate exchanges to provide
verification of the trusted partner. The certificates are stored in the IKE key rings of the peers,
as shown in Figure 8-2. The local identity of an IPSec peer must be configured in the IPSec
policy, and it must represent an identity established in x.509 certificate on the local IKE key
ring. The remote identity of an IPSec peer must also be configured in the IPSec policy, and it
must represent an identity established in the x.509 certificate presented by the remote IKE
peer during Phase | negotiations.

When implementing RSA signature mode on z/OS, certificate management services can be
provided at the local z/OS IKE client node or by a Network Security Server (NSS) in another,
secure zone on z/OS. Consult Chapter 9, “Network Security Services for IPSec Clients” on
page 299 for specific configuration examples of the IKED client and how it takes advantage of
the Network Security Server services.
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8.3 How IPSec is implemented

IPSec uses the services of a number of zZOS Communications Server components
(illustrated in Figure 8-3) to provide policy-based security.

Configuration
Assistant

Store policy Install
E.‘ locally on z/OS LOCaII!PSec IKE
policy policy

>
SyslogD
logs

' [ i 4 [ 4
IKE daemon IPSEC TRMD SyslogD
i yslog
Policy agent IK'E SETTTETE
policy
. Filter/
Install Install Install dynamic IPSec
IPSec manual SAs after IKE events
policy \ SA 1] negotiation ¢
Filter rules Log
: IPSec manual IPSec
with IPSec . buffer
-~ SAs dynamic SAs
TCP/IP
Stack

Figure 8-3 z/OS Communications Server components involved with IPSec

Figure 8-3 shows a local IPSec policy repository. In fact, it is possible to provide a centralized
IPSec policy repository under the control of Centralized Policy Server or Distributed Policy
Server. This subject is described in Chapter 5, “Central Policy Server” on page 133.

The diagram also shows an IKE daemon, which is responsible for dynamic Internet Key

Exchange (IKE) protocols. The IKE daemon can be configured to act as a client for Network

Security Services (NSS) on behalf of multiple TCP/IP stacks. Multiple TCP/IP stacks can

establish connections with the Network Security Services Daemon (NSSD) to obtain

certificate management and network management interface services from the server. We
discuss in detail in Chapter 9, “Network Security Services for IPSec Clients” on page 299.

In the following sections, we describe the steps that are required to implement IPSec:

YVYVYYVYVYVYVYVYVYYVYY

Installing the PAGENT

Setting up the Traffic Regulation Management Daemon
Updating the TCP/IP stack to activate IPSec

Restricting the use of the ipsec command

Installing the IBM Configuration Assistant for zZOS Communications Server
Description of the IPSec scenarios

Defining the IPSec policies to PAGENT

Setting up the IKE daemon

Setting up the system logging daemon to log IKED messages
Starting the IKE daemon and verifying it initializes

AES cryptographic support for integrated IPSec/VPN
Commands used to administer IP security
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8.3.1 Installing the PAGENT

PAGENT reads the configuration files that contain the IP security policy configuration
statements, checks them for errors, and installs them into the IKE daemon and the TCP/IP
stack. Setting up the PAGENT is described in Chapter 4, “Policy Agent” on page 99.

Note: You need superuser authority to start PAGENT, and the PAGENT executable
modules must be in an Authorized Program Facility (APF)-authorized library.

After setting it up, you need to define the IpSecConfig statement to specify the path of the
policy file that contains stack-specific IPSec policy statements to PAGENT. Example 8-1
shows the IP security statements in the TCP/IP stack configuration file used by PAGENT.

Example 8-1 The pagent /SC32/etc/pagent32_TCPIPA.conf file with IP security configured

R iidssiidassddassddaasddassdddasdddasdddssdadagsddasddassddaagddsidi
# IMAGE FILE FOR Stack TCPIPA on LPAR A25/SC32

i iidsaiidassddassddaasddassdddasdddasdddssdadasaddastddssadisasddaaaidi
#IPSecConfig  /etc/pagent32_TCPIPA_IPSec.conf

8.3.2 Setting up the Traffic Regulation Management Daemon

The Traffic Regulation Management Daemon (TRMD) is responsible for logging IP security
events that are detected by the stack, including IP filter events, updates to the IP security
policy, and the creation, deletion, and refresh of IPSec security associations.

For a detailed example of implementing TRMD, see 4.5, “Setting up the Traffic Regulation
Management Daemon” on page 130.

8.3.3 Updating the TCP/IP stack to activate IPSec

234

To activate IPSec, you need to add the IPSECURITY and SOURCEVIPA options in the
IPCONFIG statement in the TCP/IP Profile. In addition, you need to add IPSec rules, which
are also added to the stack’s profile. See Example 8-2.

Important: Make certain that you build some IPSEC rules at the same time as you add the
IPSECURITY keyword. You need those rules to allow connectivity to your stack prior to
pagent loading its filter rules.

You might also need these rules as a fail-safe. You can force the TCP/IP stack to ignore
Policy Agent rules using the ipsec -f default command. The TCP/IP stack will revert to
the rules found on your IPSEC statements. This might be needed if you have a network
security problem, or if you inadvertently load bad policies into the Policy Agent.

Example 8-2 Our definitions for IPSEC in TCP/IP profile of stack TCPIPA in image SC32

IPCONFIG DATAGRAMFWD SYSPLEXROUTING
IPSECURITY SOURCEVIPA
DYNAMICXCF 10.1.7.51 255.255.255.0 1

NETMONITOR SMFSERVICE

; Added IPSEC statement
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IPSEC LOGENABLE
;5 33 OSPF protocol used by Omproute
IPSECRULE * * NOLOG PROTOCOL OSPF
;5 33 IGMP protocol used by Omproute
IPSECRULE * * NOLOG PROTOCOL 2
;5 33 DNS queries to UDP port 53
IPSECRULE * * NOLOG PROTOCOL UDP SRCPORT * DESTPORT 53 SECCLASS 100
; 33 Administrative access
IPSECRULE * 10.1.1.10 LOG PROTOCOL *
ENDIPSEC

8.3.4 Restricting the use of the ipsec command

The ipsec command is very powerful and needs to be protected from unauthorized use. We
created an RACF profile for this and gave command access to the IKE daemon. Example 8-3
shows the commands to do this.

Example 8-3 Define access control for the ipsec command

SETROPTS GENERIC(SERVAUTH) RDEFINE SERVAUTH EZB.IPSECCMD.* UACC(NONE)
PERMIT EZB.IPSECCMD.* CLASS(SERVAUTH) ID(IKED) ACCESS(READ)
SETROPTS GENERIC(SERVAUTH) REFRESH

8.3.5 Installing the IBM Configuration Assistant for zZOS Communications
Server

IBM provides a graphical user interface (GUI) called IBM Configuration Assistant for z/OS

Communication Server to help code security policies. This GUI is a Windows-based interface
that you can download from the IBM Web site:

http://www.ibm.com/software/network/commserver/zos/support/

When your policy is coded using this software, you can then send it using FTP to the z/OS
system to be used by the PAGENT.

Important: The IBM Configuration Assistant for zZOS Communication Server is updated
continuously with enhancements. Therefore, you need to download the latest version
before you use it.

You can also contact the ibm.software.commserver.0s390.ip news group about problems
and comments at:

news://news.software.ibm.com/ibm.software.commserver.0s390.1ip

Chapter 8. IP Security 235


http://www.ibm.com/software/network/commserver/zos/support/
news://news.software.ibm.com/ibm.software.commserver.os390.ip

8.3.6 Description of the IPSec scenarios

This section includes some testing scenarios in which we used IBM Configuration Assistant.

Dynamic tunnels with pre-shared key mode

In our testing, we used IBM Configuration Assistant for zZ0S Communication Server to
implement scenarios using dynamic IPSec tunnels that rely on pre-shared key mode.

We configured IPSec between two z/OS systems, described in 8.5, “Configuring IPSec
between two z/OS systems: Pre-shared Key Mode” on page 251. We executed these steps:

v

Setting up the IKE daemon

Setting up the IPSec policy

Installing the configuration files

Verifying IPSEC between two z/OS images

vYvyy

We configured IPSec between z/OS and a Windows platform. In “IPSec between z/OS and
Windows: Pre-shared Key Mode” on page 820, we provide a detailed description of the
following steps for this configuration process:

Setting up the IKE daemon

Setting up the z/OS IPSec policy
Setting up the Windows IPSec policy
Verifying that things are working

vyvyyy

Dynamic tunnels with RSA signature mode

In our testing, we used IBM Configuration Assistant for z70S Communication Server to
implement several scenarios using dynamic IPSec tunnels that rely on RSA signature mode
for authentication.

We configured IPSec between two z/OS systems, described in 8.6, “Configuring IPSec
between two z/OS systems: RSA signature mode” on page 276. In that section we executed
these steps:

» Creating the x.509 certificates for RSA signature mode
» Setting up the IKE daemon

» Setting up the IPSec policy

» Installing the configuration files

» Verifying IPSEC between two z/OS images

We configured IPSec between z/OS and a Windows platform. In “IPSec between z/OS and
Windows: Pre-shared Key Mode” on page 820, we provide a detailed description of the steps
for this configuration process, including the following steps:

» Setting up the IKE daemon

» Creating the x.509 certificates for RSA signature mode
» Setting up the z/OS IPSec policy

» Setting up the Windows IPSec policy

» Verifying that things are working

We did not configure for RSA signature mode with IPSec between z/OS and a Windows
system. However, we do provide a description of the x.509 certificate process for such an
exercise in Appendix C, “Configuring IPSec between z/OS and Windows” on page 819.

Manual tunnels

We do not include an example of manual tunnels in this document because they are not
considered a secure form of IPSec. Consult the IBM Configuration Assistant Help and the
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z/OS Communications Server product manuals if you want more information about
configuring manual tunnels.

8.3.7 Defining the IPSec policies to PAGENT

IPSec provides flexible building blocks that can support a variety of configurations. You can
choose from a number of protocols and encryption algorithms provided by IPSec to suit to the
security requirements of your installation. You can define your IPSec security policies to
PAGENT in one of two ways:

» Manually code all of the required policy statements to create a configuration file in a z/OS
UNIX file or an MVS data set.

» Use the IBM Configuration Assistant for zZOS Communication Server to create the IP
security configuration file.

To implement these security requirements, the IBM Configuration Assistant for z/OS
Communication Server provides by default three predefined security level objects, which are
used for the Phase2 negotiation:

» |PSEC_Gold
» |PSEC_Silver
» |PSEC_Bronze

Creating a security level for PFS

You can also create your own security levels to meet business requirements using IBM
Configuration Assistant for zZOS Communication Server. IPSec on z/OS Communications
Server supports Perfect Forward Secrecy (PFS) to generate keys on phase 2 (IPSec tunnel)
negotiation and to initiate or to respond to phase 2 negotiation requests.

Important: PFS is important because of the following security and performance
implications:

» Long-running tunnels have phase 1 (IKE tunnel) and phase 2 (IPSec tunnel) “refresh”
values. The phase 1 refreshes are the most costly in terms of resource consumption
(CP), because the master key phase 1 must reestablish from scratch, followed by a
phase 2 key rebuild as well. Phase 2 refreshes, if no PFS is configured, use earlier keys
as a starting point when refreshing the phase 2 key, implying that if a hacker
compromises an earlier key, the presently-used key can be determined more easily.

» By specifying any form of PFS, you can force a phase 2 key to be rebuilt from scratch
each time it is scheduled to be refreshed. In this case, a compromised earlier key is of
no benefit. Thus, the processor (or crypto card) is required to do a little more work
during a phase 2 refresh than if no PFS is in use.

Using PFS is optional in a phase 2 negotiation. To work with different clients, z/OS
Communications Server accepts multiple PFS values. Some clients might only be able to
support lower PFS groups. Other clients might support higher PFS groups for higher security.

In our case, before we started to define our scenarios, we used IBM Configuration Assistant
for zZOS Communication Server to create a specific security level called PFS which
implements PFS values that allow multiple security levels.
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To create a security level for PFS, start the IBM Configuration Assistant, and then follow these
steps:

1. In the Main Perspective panel, select the IPSec technology and click Configure.
2. In the IPSec Perspective main panel, click Security level.

3. In the IBM Configuration Assistant - Security Levels panel, click Add, as shown in

Figure 8-4.
o i %
File Edit Perspective Help
IPSec Perspective
Configuration Aszistant Navigation Tree 4 List of all defined 5 ecurity Level objects
_4IPSec
=4 Work with Reusable Objects
i - Traffic Descriptors
# Securty Levels
- Address Groups
: -# Fequirsment Maps
= J wmk with 2/05 Images Mame & D escription i Cipher [First Chaice] Type
-] Image - 5C32 Deny IBM supplied: Traffic iz discarded Maone / Mone Discard
IPSec_ Bronze IBM supplied: Low level of protection Mone / SHA Dynamic Tunnel
IPSec_ Gold IBEM supplied: High level of pratection _3DES .-" SHA Dynarnic Tunnel
IPSec_ Silver |IBM zupplied: Medium level of protection DES / SHA Dynamic Tunnel
Permit IBM supplied: Traffic is allowed with no security MNone / Hone Mo security
WP ™A IBM zupplied: WPN-& IETF Uszer Interface Suite 3DES / SHA | Diynamic Tunnel
add. |
ain Perspective ] [ Cloze ] [ Help ]

Figure 8-4 Add a new security level object
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4. In the New Security Level: Names and Type panel, enter the name of the new security
level object (in our case, PFS) and a description, as shown in Figure 8-5. Select IPSec
Dynamic Tunnel, and click Next.

] 5

Marne: * PFs
Descrptior: | PFS security Level - Support multiple PFS Groups

Indicate the type of Security Level pou want to create
(%) IPSec Dynamic Tunnel
() IPSec Manual Tunnel

Figure 8-5 New Security Level: Names and Type panel

5. In the New Security Level: Cipher Selections panel, select Triple DES as the encryption

algorithm and HMAC SHA as the authentication algorithm, as shown in Figure 8-6. Cli
Next.

v X
Indicate the encryption algorithm
() AES 128-bit
%) Triple DES
) DES [not recommended; see Helps)

) Do not encrypt

Indicate the authentication algorithm
(%) HMALC SHA
) HMAC MD5

(et [_tew>

Figure 8-6 New Security Level: Cipher Selections
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6. In the New Security Level: Additional Settings panel, click Advanced Settings.

7. In the Advanced Dynamic Tunnel Settings panel, select the PFS Diffie-Hellman tab. Then,
select Diffie-Hellman Group 2 in the “Initiator Perfect Forward Secrecy (PFS) Level”
section and select None, Diffie-Hellman Group 1, Diffie-Hellman Group 2, and
Diffie-Hellman Group 5 in the “Acceptable Perfect Forward Secrecy Levels” section, as
shown in Figure 8-7. Click OK, and then click Finish.

Liw]

Diata Offers| PFS Diffie-Hellman | Additional S ettings
Initiator Perfect Fonward Secrecy Level
() None
() Diffie-Hellman Group 1
() Diffie-Hellman Group 2
() Diffie-Helman Group 5
() Diffie-Hellman Group 14

Acceptable Perfect Fonward Secrecy Lewels [one or more]
Nohe

Diffie-Hellman Group 1

Diffie-Helman Group 2

Diffie-Hellman Group 5

[] Diffie-Hellman Graup 14

[ Ok l[ Cancel J[ Help ]

Figure 8-7 Advanced Dynamic Tunnel Settings panel
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In the IPSec Perspective window, the list of all defined security level objects should now
include the PFS object, as shown in Figure 8-8.

&
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Figure 8-8 Security Levels panel with PFS security level added

8.3.8 Setting up the IKE daemon

The Internet Key Exchange daemon (IKED) is responsible for retrieving the IP security policy
from the Policy Agent, and dynamically managing keys that are associated with dynamic
tunnels. The IKE daemon implements the protocols to dynamically establish IKE SAs with
peers that also support these protocols. It can provide automatic management of
cryptographic keys and remove the administrative burden associated with key creation,
distribution, and maintenance.

IKE provides the following services:

» Host authentication (ensuring that each host is certain of the other’s identity)
» The negotiation of a security association as follows:
— Agreeing on the type of traffic to be protected
— Agreeing on the authentication and encryption algorithms to be used
— Generating cryptographic keys
» Nondisruptive periodic refresh of keys
» The deletion of security associations whose lifetimes have expired

IKE operates at the application layer and communicates between two IKE peers using a
series of UDP messages.

Only one instance of the IKE daemon can run on a single z/OS image. The IKE daemon
obtains operational parameters from the configuration file and the IP security policy from the
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Policy Agent. These configuration parameters can be stack-specific, allowing a single IKE
daemon to provide the appropriate services to each stack as needed.

Important: When the IKE daemon has obtained the IP Security policy, the Policy Agent
can be stopped without impacting the IKE daemon. However, any changes to the IP
Security policy are not detected until the Policy Agent is restarted. The IKE daemon
reconnects to the Policy Agent when it is restarted.

The steps to set up the IKE daemon are:

Setting up the IKE daemon cataloged procedure.

Creating the IKE daemon configuration file.

Reserving the IP ports for the IKE daemon.

Associating an RACF user ID and group with the IKE daemon.

Defining profiles to control access to the RACDCERT command.

Creating an RACF key ring (for the RSA signature mode scenarios only).

Installing an X.509 digital certificate for the IKE daemon (for the RSA signature mode
scenarios only).

8. (Optionally) Authorizing use of hardware cryptographic encryption.

Nookrwd~

We explain these steps in the following sections.

Reminder: If you are not using RSA signature, steps 6 and 7 are optional.

Setting up the IKE daemon cataloged procedure

A sample of the procedure can be obtained from the z/OS Communications Server
installation file TCPIP.SEZAINST(IKED). Example 8-4 shows the procedure that we used. Copy
this procedure into your SYS1.PROCLIB library.

Example 8-4 IKE daemon cataloged procedure

//IKEDC PROC

//IKEDC EXEC PGM=IKED,REGION=0K,TIME=NOLIMIT,

// PARM="'ENVAR(" CEE_ENVFILE=DD:STDENV")/'
//STDENV ~ DD DSN=TCPIP.SC32.STDENV(IKED32),DISP=SHR
//SYSPRINT DD SYSOUT=*

//SYSOUT DD SYSOUT=*

Example 8-5 shows the contents of the STDENYV file, TCPIP.SC32.STDENV (IKED32).

Example 8-5 TCPIP.SC32.STDENV(IKED32) contents

IKED_FILE=/etc/security/iked32.conf
IKED_CTRACE_MEMBER=CTIIKEQO
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Creating the IKE daemon configuration file

The /etc/security/iked32.conf file is the IKE daemon configuration file shown in

Example 8-6. IKED_CTRACE_MEMBER is the name of a parmlib member that contains default
CTRACE settings for IKE daemon. A sample configuration is supplied in the zZ/OS
Communications Server installation file /usr/1pp/tcpip/samples/IBM/EZAIKCFG. To configure
our environment, we copied this file to /etc/security/iked32.conf and changed it to suit our
needs as shown in Example 8-6.

Example 8-6 The /etc/security/iked32.conf file used as our IKE daemon configuration file

IkeConfig

{
IkeSyslogLevel 255

PagentSysloglLevel 255

Keyring IKED/IKED32_keyring
KeyRetries 10

KeyWait 30

DataRetries 10

DataWait 15

Echo no

PagentWait 0

SMF119 IKEALL

The following parameters control the workings of the IKE daemon:

» IkeSyslogLevel: Level of logging from the IKE daemon. We left it at the highest level to get
all messages during testing. On the production system, this can be set to 1.

» PagentSysloglevel: Level of logging from pagent. We set it to the highest level of 255 for
testing.

» Keyring: Owning user ID and ring name for RSA signature mode of authentication. We
demonstrate how to set this up in “Creating an RACF key ring” on page 245.

» KeyRetries: Number of times the IKE daemon retransmits a key negotiation before it stops
retrying.

» KeyWait: Number of seconds between retransmissions of key negotiations.

» DataRetries: Number of times the IKE daemon retransmits a data negotiation before it
stops retrying.

» DataWait: Number of seconds between retransmissions of data negotiations.
» Echo: Option to echo all IKE daemon log messages to the IKEDOUT DD file.

» PagentlWait: The time limit in seconds to wait for connection to the Policy Agent. A value of
zero (0) means retry forever.

» SMF119: Specifies the level of logging to send to the SMF facility.

Note: In our case, IkeSysloglLevel and PagentSysloglLevel were set for the maximum level
of tracing for our testing. In the production environment, however, you should set them to
low levels to avoid a performance impact from excessive logging. We also set the SMF119 to
IKEALL to generate the SMF records related to all events.
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Reserving the IP ports for the IKE daemon

Update the PORT statement in PROFILE.TCPIP to reserve UDP ports 500 and 4500 for the
IKE daemon. In our environment, we updated the TCPIPC stack profile on SC32 LPAR,
located in TCPIPC.TCPPARMS (PROFC32) as shown in Example 8-7.

Example 8-7 TCPIPC.TCPPARMS(PROFC32) PORT statements

PORT
500 UDP IKEDC

4500 UDP IKEDC

Be sure to specify the correct name of the IKE daemon. (We used the name IKEDC.)

Associating an RACF user ID and group with the IKE daemon

We defined a user ID, IKED, with default group, TCPGRP, and with an OMVS segment. This user
ID needs to be defined with UID=0. A home directory was also assigned to this user ID.

We then defined the started task IKED to RACF and associated the user IKED and group
TCPGRP using the RDEFINE command. We refreshed the RACLIST and GENERIC for the
STARTED class to update the profiles in storage with this new information.

Example 8-8 shows the commands that we used. Note that IKE daemon user ID IKED
requires read access to RACF profile BPX.DAEMON in the FACILITY resource class to work
as a daemon.

Example 8-8 Associate an RACF user ID and group with IKE daemon

ADDUSER IKED DFLTGRP(TCPGRP) OMVS(UID(0) SHARED HOME(’/®))
RDEFINE STARTED IKED.* STDATA(USER(IKED) GROUP(TCPGRP))
PERMIT BPX.DAEMON CLASS(FACILITY) ID(IKED) ACCESS(READ)
SETROPTS RACLIST(STARTED) REFRESH

SETROPTS GENERIC(STARTED) REFRESH

Important: If you are a network programmer, you might not have the necessary RACF
authority to issue these commands. You might need to work with the RACF administrator,
who has the necessary authority to issue them.

Defining profiles to control access to the RACDCERT command

Note: This step is necessary if IKE is implemented with RSA signature mode
authentication.

You can use the RACDCERT command to generate keys and key rings and to connect the
keys to key rings. This facility needs to be protected, and only authorized users, such as the
IKE daemon, should have access to it. Example 8-9 shows the commands that we used.

Example 8-9 Control access to the RACDCERT command

RDEFINE FACILITY IRR.DIGTCERT.ADD UACC(NONE)

RDEFINE FACILITY IRR.DIGTCERT.ADDRING UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.CONNECT UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.GENCERT UACC(NONE)
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RDEFINE FACILITY IRR.DIGTCERT.GENREQ UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.LISTRING UACC(NONE)
RDEFINE FACILITY IRR.DIGTCERT.LIST UACC(NONE)

PERMIT
PERMIT
PERMIT
PERMIT
PERMIT
PERMIT
PERMIT

IRR.

IRR

IRR

DIGTCERT.
.DIGTCERT
IRR.
IRR.

ADD CLASS(FACILITY) ID(IKED) ACC(CONTROL)

.ADDRING CLASS(FACILITY) ID(IKED) ACC(UPDATE)
DIGTCERT.
DIGTCERT.
.DIGTCERT
IRR.
IRR.

CONNECT CLASS(FACILITY) ID(IKED) ACC(CONTROL)
GENCERT CLASS(FACILITY) ID(IKED) ACC(CONTROL)

.GENREQ CLASS(FACILITY) ID(IKED) ACC(CONTROL)
DIGTCERT.
DIGTCERT.

LIST CLASS(FACILITY) ID(IKED) ACC(CONTROL)
LISTRING CLASS(FACILITY) ID(IKED) ACC(UPDATE)

Creating an RACF key ring

Note: This step is necessary if IKE is implemented with RSA signature mode
authentication. If you want to exploit centralized certificate management services for an

IKED client, consult Chapter 9, “Network Security Services for IPSec Clients” on page 299.

Digital certificates are made available to the IKE server by connecting them to a key ring that
is owned by the IKE server. To create a key ring for the IKE server, issue the following TSO
command:

RACDCERT ID(IKED) ADDRING(IKED32 keyring)

Note: The value used for the key ring name is case sensitive.

Installing an X.509 digital certificate for the IKE daemon

Note: This step is necessary if IKE is implemented with RSA signature mode
authentication. If you want to exploit centralized certificate management services for an
IKED client, please consult Chapter 9, “Network Security Services for IPSec Clients” on

page 299.

You can install an X.509 digital certificate using the following methods:

» Generate an X.509 digital certificate for the IKE server and have it signed by a certificate

authority.

» Generate a self-signed X.509 digital certificate for the IKE server.

» Migrate an existing key database to an RACF key ring.

We generated a self-signed X.509 digital certificate by following these steps:

Activating RACF classes DIGTCERT and DIGTNMAP if not already active.
Generating a self-signed certificate to represent the local certificate authority.
Creating a certificate for the server.

Connecting the certificates to IKED’s key ring.
Telling the IKE daemon where to find the key ring.
Verifying certificate creation.

O hWND =

We explain these steps in the following sections.
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Activating RACF classes DIGTCERT and DIGTNMAP if not already active

The DIGTCERT (contains digital certificates and information related to them) and DIGTNMAP
(mapping class for certificate name filters) classes should be active for RACF certificate
creation. The command to do this is:

SETROPTS CLASSACT(DIGTCERT,DIGTNMAP)

Generating a self-signed certificate to represent the local certificate authority

We created a certificate to act as local certificate-issuing (signer) authority, as shown in
Example 8-10. The label for our certificate was My Local Certificate Authority. We use this
label to refer to the certificate in the steps that follow.

Example 8-10 Generate a self-signed certificate

RACDCERT ID(IKED) CERTAUTH GENCERT SUBJECTSDN( O('I.B.M Corporation') -
CN('itso.ibm.com") -
c('us')) -
WITHLABEL('My Local Certificate Authority') -
KEYUSAGE (certsign)

Creating a certificate for the server

We created a certificate for the IKED daemon and signed the new certificate with authority of
My Local Certificate Authority, which was created to represent the local certificate authority,
as shown in Example 8-11.

Example 8-11 Create a certificate for the server

RACDCERT ID(IKED) GENCERT

SUBJECTSDN (CN('IKE Daemon on SC32') =
OU('ITSO') -
c('us")) -
NOTBEFORE (DATE (2007-09-11)) -
NOTAFTER(DATE(2008-09-11)) -
WITHLABEL('IKE Daemon on SC32')
SIGNWITH(CERTAUTH -
label('My Local Certificate Authority'))

Connecting the certificates to IKED’s key ring

The certificates that we created in the previous two steps need to be connected to IKED’s key
ring, as shown in Example 8-12.

Example 8-12 Connect the certificate to IKED’s existing key ring

RACDCERT ID(IKED) CONNECT(ID(IKED) -
LABEL('IKE Daemon on SC32') -
RING(IKED32_keyring) -
USAGE (personal))

RACDCERT ID(IKED) CONNECT(ID(IKED) CERTAUTH -
LABEL('My Local Certificate Authority') -
RING(IKED32_keyring) -
USAGE (certauth))
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Telling the IKE daemon where to find the key ring

We then added the following statement to the IKE daemon configuration file,
etc/security/iked.conf that we defined earlier:

Keyring IKED32_ keyring

Verifying certificate creation
You can verify that the certificates that you have created are connected to the key ring

associated with user ID IKED by using the RACDCERT command and examining the output

of the Ring Associations field. Example 8-13 shows the commands to do the verification.

Example 8-13 Verify certificate creation

RACDCERT ID(iked) LIST(LABEL('IKE Daemon on SC32'))
RACDCERT ID(IKED) CERTAUTH -

LIST(LABEL('My Local Certificate Authority'))
RACDCERT id(IKED) LISTRING(IKEDSZ_keyring)

Example 8-14 shows the output of these commands.

Example 8-14 Verify certificate creation

RACDCERT ID(iked) LIST(LABEL('IKE Daemon on SC32'))
Digital certificate information for user IKED:
Label: IKE Daemon on SC32
Certificate ID: 2QTJOSXEydLFQMSBhZSWIUCWTUDiw/Py
Status: TRUST
Start Date: 2008/11/11 00:00:00
End Date: 2012/11/11 23:59:59
Serial Number:
>01<
Issuer's Name:
>0U=ITSO z/0S CS.0=I.B.M Corporation.C=US<
Subject's Name:
>CN=IKE Daemon on SC32.0U=ITSO0.C=US<
Private Key Type: Non-ICSF
Private Key Size: 1024
Ring Associations:
Ring Owner: IKED
Ring:
>IKED32_keyring<

RACDCERT ID(IKED) CERTAUTH LIST(LABEL('My Local Certificate Authority'))
Digital certificate information for CERTAUTH:
Label: My Local Certificate Authority
Certificate ID: 2QiJmZmDhZmjgdSoQNOWg4GTQMOFmaOJhomDgaOFQMGko4iWmYmjqEBA
Status: TRUST
Start Date: 2008/11/11 00:00:00
End Date: 2012/11/11 23:59:59
Serial Number:
>00<
Issuer's Name:
>0U=ITSO z/0S CS.0=I.B.M Corporation.C=US<
Subject's Name:
>0U=ITSO z/0S CS.0=I.B.M Corporation.C=US<
Key Usage: CERTSIGN
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Private Key Type: Non-ICSF
Private Key Size: 1024
Ring Associations:
Ring Owner: IKED
Ring:
>IKED32_keyring<

RACDCERT id(IKED) LISTRING(IKED32_keyring)
Digital ring information for user IKED:

Ring:
>IKED32_keyring<
Certificate Label Name Cert Owner USAGE DEFAULT
IKE Daemon on SC32 ID(IKED) PERSONAL NO
My Local Certificate Authority CERTAUTH CERTAUTH NO

Authorizing use of hardware cryptographic encryption
This step is optional and is required only if you are going to use the IBM System z hardware
cryptographic feature to encrypt or decrypt TCP/IP packets and digital signatures.

To authorize the use of this feature, define the appropriate profiles in the CSFSERV class and
give access to authorized users and daemons. The commands required are shown in
Example 8-15.

Example 8-15 Authorize use of hardware cryptographic encryption

RDEFINE CSFSERV service-name UACC(NONE)

PERMIT service-name CLASS(CSFSERV) ID(stackname) ACCESS(READ)
PERMIT service-name CLASS(CSFSERV) ID (userid)

SETROPTS CLASSACT(CSFSERV) SETROPTS RACLIST(CSFSERV) REFRESH

In our setup, we did not use this feature.

Additional information
For more information about RACF, refer to the following resources:

» z/OS Security Server RACF Security Administrator's Guide, SA22-7683, for use of
RACDCERT command

» z/OS Security Server RACF Command Language Reference, SA22-7687, for other RACF
commands
For more information about System z hardware cryptography, refer to the following resources:

» z/OS Cryptographic Services ICSF Overview, SA22-7519
» z/OS Cryptographic Services ICSF Administrator’s Guide, SA22-7521

8.3.9 Setting up the system logging daemon to log IKED messages

The system logging daemon (syslogd) manages the logging of messages and events for all of
the other components, including where the log messages are written. We added the following
line in our SYSLOGD configuration file /etc/syslogd.conf to route all IKED daemon logs:

* IKED*.*.* /tmp/iked-sc32.10g
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8.3.10 Starting the IKE daemon and verifying it initializes

Start IKED and make sure it starts correctly. Example 8-16 shows the startup messages of
IKED.

Example 8-16 Starting IKED

S IKEDC
$HASP100 IKEDC ON STCINRDR

$HASP373 IKEDC STARTED

IEE2521 MEMBER CTIIKEOO FOUND IN SYS1.PARMLIB

EZD09671 IKERELEASE CSV1R10SERVICE LEVEL CS080331 CREATEDONMar 312008
EZD09111 IKECONFIGPROCESSING COMPLETEUSINGFILE /etc/security/iked32.conf
EZD1061I IKE CONNECTING TO PAGENT

EZD10591 IKE CONNECTED TO PAGENT

EZD11281 IKE STATUS FOR STACK TCPIPA IS ACTIVE WITHOUT POLICY
EZD1068I IKE POLICY UPDATED FOR STACK TCPIPA

EZD10461 IKE INITIALIZATION COMPLETE

8.3.11 AES cryptographic support for integrated IPSec/VPN

z/OS Communications Server supports the Advanced Encryption Standard (AES) algorithm
for IP security with a 128-bit key length. The IETF IPSec Working Group intends for AES to
eventually be adopted as the default IPSec Encapsulating Security Payload (ESP) cipher;
therefore, AES must be included in compliant IPSec implementations.
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To configure AES, you can create a Security Level object using the steps that are described in
“Creating a security level for PFS” on page 237. In the New Security Level: Cipher Selections
panel, select AES as the encryption algorithm, as shown in Figure 8-9.

Important: AES encryption software is subject to export restrictions and might not be
available in your country.

I New Security Level: Cipher Selections

Indicate the encrpption algorithm

(2 Triple DES
O DES

(2 Do not encrypt

Indicate the authentication algorithm
() HMALC SHA,
(&) HMAC MD5

[ < Back “ Me

Figure 8-9 Implementing AES security level

Note: The TCP/IP stack requires ICSF to perform all AES encryption. If ICSF is not
currently installed on your z/OS image, follow the steps for installation and initialization in
z/OS Cryptographic Services ICSF Administrator’s Guide, SA22-7521.

8.3.12 Commands used to administer IP security

You can use the following commands to administer IP security:

ipsec Displays information about active filters and security associations and
controls aspects of security association negotiation. Authority to use this
command is controlled through the z/OS security server (RACF).

nssctl Displays information about currently connected NSS clients if you have
implemented Network Security Services (NSS) on behalf of IKED clients,
including both IKED and XML clients. This command also allows you to set
the debug level for a connection while filtering on an NSS client name or
discipline name.

pasearch Displays PAGENT information that is defined in the Policy Agent
configuration files, including IP security and other types of policies. If the
user is not a superuser, authority is controlled though RACF.
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MODIFY Makes the IKE daemon reread the IKED configuration file or makes the
Policy Agent reread the policy configuration agent files.

Netstat Displays IPSECURITY status for a particular stack or displays the
SecurityClass (SECCLASS) for a specific interface.

For more detailed information about the syntax and usage of those commands, refer to z/0S
Communications Server: IP System Administrator's Commands, SC31-8781.

8.4 zIIP Assisted IPSec function

IBM System z9® Integrated Information Processor (IBM zIIP) is a specialty engine, available
on the System z9 Enterprise Class (EC) and System z9 Business Class (BC) servers.

The zIIP’s execution environment accepts eligible work from z/OS, which manages and
directs the work between the general purpose CPU and the zIIP.

The zIIP Assisted IPSec function allows z/OS Communications Server to interact with z/OS
Workload Manager to have its enclave Service Request Block (SRB) work dispatched to a

zIIP. In Communications Server, processing related to security routines, such as encryption
and authentication algorithms (AH and ESP), run in enclave SRBs.

zIIP is designed to help free up general computing capacity and lower the overall total cost of
computing. Therefore, by using the zIIP Assisted IPSec function, you might be able to achieve
significant reduction in general purpose CPU consumption.

For information about configuring zIIP Assisted IPSec, refer to Appendix D, “zIIP Assisted
IPSec” on page 857.

8.5 Configuring IPSec between two z/OS systems: Pre-shared
Key Mode

Note: For information about how to configure IKE using Pre-shared Key Mode, see
Appendix C, “Configuring IPSec between z/OS and Windows” on page 819.

In this scenario, we show how to set up a VPN tunnel between two z/OS systems, as shown

in Figure 8-10.
z/OS LPAR: A25 z/0OS LPAR: A29
TCPIPA:  10.1.1.50 TCPIPE: 192.168.1.40
TSO: SC32 TSO: SC33
Applications Applications
TCP UDP TCP UDP
P Encrypted "Tunnel” — P
Network M i Network

Figure 8-10 VPN traffic between two z/OS systems
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We used the IBM Configuration Assistant for zZOS Communication Server to set up a
dynamic tunnel between the two z/OS systems. To implement our scenario, we used z/OS
images SC32 on LPAR A25 and SC33 on LPAR A29.

For each image we configured one TCP/IP stack. For each TCP/IP stack, we defined three
connectivity rules:

» One rule for omproute
» One rule for DNS
» One rule for all the other traffic

In this section, we demonstrate the step-by-step process of defining the policy to set up this
tunnel. This configuration creates a tunnel with the following characteristics:

» Permit basic services in our environment, such as PING, Resolver, DNS, OMPROUTE
and Service Connections Traffic.

» All IP packets between stacks TCPIPA on SC32 and our client, TCPIPE on SC33, will be
encrypted.

» The dynamic tunnel is activated by the outbound traffic flow without user intervention.

» The tunnel uses transport mode encapsulation. (Therefore, it does not encapsulate the
original IP header as would be done if using tunnel mode).

» The tunnel uses pre-shared key authentication for IKE peers.

» The tunnel uses AES (or DES) encryption for both phase 1 (IKE) and phase 2 (IPSec)
tunnels.

» The tunnel uses ESP HMAC MD5 authentication.

8.5.1 Using IBM Configuration Assistant for z/OS to set up the IPSec policies

To set up the IPSec policies using IBM Configuration Assistant for zZ0S Communication
Server, you need to perform the following steps:

1. Complete the general implementation steps for the IPSec scenarios.
2. Add new requirement map objects.

For our scenario, we created the requirement map object named BasicServices, which has
common policies that can be used for all z/OS images.

3. Add connectivity rules for the TCP/IP stack.
4. Add another new z/OS image.

Complete the general implementation steps for the IPSec scenarios
Open the IBM Configuration Assistant for zZOS Communication Server.

Note: IBM Configuration Assistant for zZ0S Communication Server Help is available
through the Help button. If detailed information is needed for a particular field, click the “?”
button and then click the desired field.

If this is a new backstore file, follow the steps to create a z/OS image to represent the z/OS
system. Then, under this z/OS image, add a TCP/IP stack, as described in 4.3, “The IBM
Configuration Assistant for zZOS Communication Server” on page 119.

If your z/OS image already has an active Policy Agent running, you can also import the active
configuration, using the Policy Agent configuration file import services. Then, you can
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implement the IP Filter policies in the latest version of Policy Agent configuration in use. For
information about how to import the active configuration files, refer to 4.3.3, “Configuration file
import services” on page 122.

After configuring or importing the z/OS Image and TCP/IP stack files, you can implement the
IPSec policies.

Add new requirement map objects

A requirement map is a set of mappings of traffic descriptors to security levels. With a
requirement map, you can implement the level of security that you want to provide for any
given type of traffic. For example, you can create a map named 7N3270 Tunnel that uses
IPSec only for TN3270E traffic and denies all other protocols. Later, when you create
connectivity rules for a TCP/IP stack, you can specify the Local and Remote data endpoints
and select the requirement map that you want to use.

Before you generate configuration files, it is important to add a new requirement map to
permit the basic services, such as PING, Resolver, DNS, OMPROUTE and Service
Connections Traffic between SC32 and all data endpoints. To add this new requirement map,
follow these steps:

1. Using the IBM Configuration Assistant for z/OS, open the Main Perspective panel and then
select IPSec in the z/OS Communications Server technologies list, and click Configure.

2. In the IPSec Perspective panel, click Requirement Maps.

3. Next, in the IP Perspective panel, click Add in the list of all defined requirement map
objects to create the requirement map.

4. On Requirement Map panel, define the following fields, as shown Figure 8-11 on
page 254:

a. Provide a name and description in the appropriate fields.

b. Remove the All_other_traffic Traffic Descriptor by selecting All_other_traffic and
clicking Remove.

c. Select the appropriate traffic descriptors from the Objects (such as PING, resolver,
DNS, and OMPROUTE) and click Add.

d. On the IPSec Security Level tab for each Traffic descriptor in the list, select Permit.
e. Click OK.
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A Fequirement Map iz an object that maps each IP traffic type [Traffic Descriptor] to a specific level of security [Security Level).

To Add a new mapping ta the Requirement Map: 1. Select a Traffic Descriptar from the Objects section,
2. Click the "<-Add" button

To change the Security Level of a Traffic Descriptor: 1. Click the Security Level column in the Requirement Map section
2 Select a new Secuiity Level from the list

Requirement Map Objects
Marne: *| BasicServices Traffic Descriptar
== 2 . - T OIS eTreT —
Description | Permit Ping. Resokver, DNS OMPROUTE and ServicesConnection Traffic BEXECCliert ]
| REXEC-Server
R SH-Clignt
Traffic Descriptar IPSec - Security Level RSHServer
ServicesConnection Pemit |»| SMTP
7 T T SHNIP-Agent
Resalver Permit ‘v: SNMP-Manager
Ping-IP_%'4 Permit %/ SHTF
OMPROUTEP_ V4 Peimit [+] TN3270-Client
- — TH3270-5erver B
DMS Pemit | | Fie | Trace_Route-lP_v4
: | Trace_RoutedP_VE
wieb
“wieb-550 1v
l Work with Traffic Descriptors. .. ]

st [ otk with Security Levels ]

[ u]: H Canicel H Help ]

Figure 8-11 Add the BasicServices requirement map

5. Back in the IPSec Perspective: Requirement Map panel, click Add to create the next
requirement map, All_Traffic_Silver:

a.
b.

Enter the name and description for the rule in the Requirement Map field.
Select the object Ali_Other_Traffic from the Objects list, and click Add.

Change the IPSec security level to IPSec_Silver, as shown in Figure 8-12 on
page 255.

Click OK to save the new map and then click Close to return to the IPSec Perspective
panel.
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A Fequirement Map iz an object that maps each IP traffic type [Traffic Descriptor] to a specific level of security [Security Level).

To Add a new mapping ta the Requirement Map: 1. Select a Traffic Descriptar from the Objects section,
2. Click the "<-Add" button

To change the Security Level of a Traffic Descriptor: 1. Click the Security Level column in the Requirement Map section
2 Select a new Secuiity Level from the list

Requirement Map Objects

Mame:

D escription

*| ALL_Traffic_Sikver | Traffic Descriptor &

I CéntlaIized_Po\icy_CIient ~
Centralized_Policy_Server
CICS

Al traffic but the basic services will be encrupted with IPSec_Silver

i

Traffic Descriptar IPSec - Security Level

[DNS
EE

All_other_traffic IFSec_ Sikver v [ FTPClient

| FTP-Server
FTP-Server-S5L
| ICMP-RedirectlP_va
| ICMP-RedirectIP_vE
| ICMP-Time_E xceededIP_v4

| Remove - |CHP-Time_Exceeded|P_\VE
|

CMP-Unreachable-IP_\4
ICMP-Urreachable-IP_E |
ITkF 2

l Work with Traffic Descriptors. .. ]

[ ‘wéork with Security Levels ]

[ u]: ]| Canicel H Help ]

Figure 8-12 Requirement Map: Adding IPSec requirement map object for all types of traffic

You will use the objects that you have created thus far later to create the connectivity rules.

Note: IBM provides five built-in security level objects:

>

>
>
>
>

Permit

Deny
IPSec_Bronze
IPSec_Silver
IPSec_Gold

The first two objects are for non-secured connections. The other three objects are used
for secured connections. Each object has different definition, which you can view by
selecting IPSec — Work with Reusable Objects — Security Levels. You can also
define new security objects from this panel.

6. Back in the IPSec perspective panel, you need to configure the IKE daemon settings for
the z/OS image, SC32. In the IBM Configuration Assistant Navigation Tree, select Work
with z/0S Images — Image - SC32, and then click IKE Daemon Settings tab. In the “Key
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ring data field,” enter the name of the RACF key ring database, which was generated for

the IKE server as described in “Creating an RACF key ring” on page 245. In our scenario,
we used the key ring named IKED/IKED3?2 keyring, as shown in Figure 8-14. Click OK.

&

File Edit Perzpective Help

IPSec Perspective

Configuration &ssistant Mavigation Tree : Image Infarmation| 1KE Daemon Settings | N5S Cliant Settings
:J IPSec The zettings on thiz panel are only applicable to IPSec.
=4 Work with Reusable Objects

Drwnamic tunnels are managed by Internet Key Exchange (IKE] daemans.
# Traffic Descriptors

g There iz one IKE daeman for each 2/05 Image. Use thiz panel far the [KE daemon settings for thiz 2/05 Image.
# Securty Levels
# Address Groups

. # Requiement Maps Key ring data [used for Dynamic Turnels only]

=4 Work with 2/05 Images

= ) Thiz iz optional if M55 will be uzed to manage certificates for the tunnels.

SAF [such az RACF) key ring databasze: | IKED/IKED 32_keyring

Logging
Click below to madify the IKE dasmon or Policy &gent trace levels.

’SMF Hecords...l ’ IKE Daemon Sypslog... ] [ Palicy Agent AP Svslog...

Additional ddvanced IKE ['aemon Settings

I ain Perspective | ak ] ’
Figure 8-13 Setting the key ring name

Cancel ]’ Help ]
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7. Next, configure the Dynamic Tunnel Local Identity that is related to the TCP/IP stack. From
the IPSec perspective panel, in the IBM Configuration Assistant Navigation Tree, select
Work with z/0OS Images — Image - SC32 — Incomplete Stack - TCPIPA. When
prompted to add Connectivity Rules to the stack, click No.

Then, go to the Dynamic Tunnel Local Identity tab, and select one of these options:

— Single tunnel identity: One identity for all IP addresses on the TCP/IP stack
— Separate tunnel identities: One identity for each IP address on the TCP/IP stack

In our scenario, we selected | want to use a single identity for all IP addresses and
identified our stack by its IP address, 10.1.1.50, as shown in Figure 8-14.

]

File Edit Perspective Help

IPSec Perspective

Configuration Assistant Mavigation Tree 4

_41PSec

— _ 4 work with Reusable Objects
-# Traffic Descriptors

- Securty Levels : . . k . . . .. .
- Address Groups ‘Sfou Ean configure a single identity for all IP addresses on this TCP/IP Stack or you can configure separate identities for each P address on this
i s # Requirement Maps fack.
- A Woark with /05 Images

ikt J Image - 532 () | want to configure separate local identities for each |P address local to this Stack;
- Stack - TCRIPA | will be prompted later for this information.

Connectivity Rules | Dynarnic Tunnel Local Identity | Stack Level Settings | M55 Client Setiings

The zettings on thiz panel are only applicable to the IPSec dynamic tunnels.
‘when starting dynamic tunnels the local and remote [KE daemons must exchange identities.
“'ou must configure a local identity.

(=) | want to use a single identity for all IP addresses on this Stack
Enter the local identity for all [P addrezzes an this Stack
(&) IP address: S 101150
(3 Fully gualified damain name (FADM):
() Userid @ FODM:
() #.500 distinguizhed name:

td ain Perspective ] [Apply Ehanges] ’ Ok ] ’ Cancel ] ’ Help ]

Figure 8-14 Identifying the local dynamic tunnel

8. Go to the Stack Level Settings tab, and select the following settings as shown in
Figure 8-15:

a. Select whether the default will be to allow Network Address Translation (NAT) traversal.
In our scenario, we selected Do not Allow.

b. Select whether to send NAT keepalive messages, and if so, enter the number of

seconds between keepalive messages. We selected Send NAT Keepalive messages
each 20 seconds of inactivity.

c. Select whether to enable filter logging, and if so, select whether to log implicitly denied.
We selected Enable Logging and Log Implicitly Deny Events.
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=94 Image - 5C32
‘@ Stack - TCRIPA

Connectivity Rules | Dynamic Tunnel Local ldentity| Stack Level Settings | NS5 Client Settings|
Metwork Address Translation [MAT] Traverzal Policy [only for Dunamic Tunnels)

Indicate the default zetting for NAT traversal to be used in Connectivity Rules.
MAT Drefault

(@) Donatallow ) Allow () Allow - no port translation

MAT keepalive meszages
() Do nat send MAT keepalive messages

(%) Send MAT keepalive message after specified interval of inactivity:

Filter Logaing Palicy
Indicate whether you want all filter logging dizabled.
() Disable 4l filter lngging

(%) Enable filter logging

(%) Log implicit deny events

Advanced Settings...

() Do NOT log implicit deny events
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I ain Perspective ‘ IAppIy Ehangesl ’
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Figure 8-15 Stack Level Settings tab
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9. Click OK.

You can use the Advanced Settings button to select additional definitions as shown in
Figure 8-16. In our scenario, we used all the default options.

e

Indicate whether IPSec [AH or ESP) headers should be filkered

(=) Do nat filker the IPSec [AH or ESF) headers, decapsulate them priar ta filtering
(") Filter the IPSec [4H or ESP) headers

Autornatically allow for [P YE link activation

) Allow ) Do nat allow

Send ICMP destination unreachable far implicit denies
() Mo, just discard packets

(%) es, discard packets and send ICMP message

RFC 4301 zompliant
() Mot compliant
(+) Compliant

0k H Cancel H Help ]

Figure 8-16 Advanced Stack options
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Back at the IPSec Perspective panel, you can proceed to add the connectivity rules.

Add connectivity rules for the TCP/IP stack
To implement our IPSec scenario, we created two connectivity rules:

» BasicServices: A rule that permits the basic services in our environment, such as Ping,
Resolver, DNS, OMPROUTE, and Service Connections Traffic between SC32 and all data
endpoints omproute traffic between all IPv4 addresses.

» All_Traffic_Silver: A rule that forces all other traffic to be secured, using IP security with
security level IPSec_Silver.

To add connectivity rules for the TCP/IP stack, follow these steps:

1. In the IPSec Perspective panel, the TCP/IP Stack shows a red warning, which means that
the stack is added but that the configuration is incomplete. The Connectivity Rule tab for
this stack is empty. Click Add. Then, in the New Connectivity Rule: Welcome panel, click
Next.

2. In the New Connectivity Rule: Network Topology panel, you can define the Connectivity
Rule security level as either Permit and Deny (IP filtering) or IPSec Tunnels. For the first
Connectivity Rule in our scenario, BasicServices, select Permit and Deny. Then, click
Next.
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3. In the New Connectivity Rule: Data Endpoints window, select All V4 addresses for
Source data endpoint and for Destination data endpoint. Enter a name for the connectivity
rule, as shown in Figure 8-17. Click Next.

Lwd

Idge thig panel to identify the data endpoints.
These are the IP addresszes of the host endpaints of the traffic you want to protect,

Local data endpoint Remote data endpaint
(%) Address Group (%) Address Group
AlLIPvd_Addresses w AllIPvd_Addresses w
MNew... iew Details...] [Show Wihere Used...] MNew... Wiew Details...] [Show where Lsed...
) Specify address: () Specify address:

Connectivity Rulz Mame

Mame: *| BasicServices

T e

Figure 8-17 Data Endpoints panel
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4. In the New Connectivity Rule: Select Requirement Map panel, select the BasicServices
requirement map object from the list, as shown in Figure 8-18.

Notes:

» The Select Requirement Map window shows all the requirement map objects that
are defined in the current configuration file, including the objects that we defined
(see “Add new requirement map objects” on page 253) and the IBM-supplied
samples.

» Adding a new Requirement Map object from this window affects the list of all defined
requirement map objects. That is, the new object that you add from this panel is also
added to the general list and, therefore, to the other z/OS images and other TCP/IP
stacks as well. This is also true for any modification that you make to the objects.

Recommendation: Use the Requirement Map window under Work with Reusable
Objects to make modifications to the requirement map objects. For more information,
see “Add new requirement map objects” on page 253.

Click Next. Select Yes, log all filter matches, and then click Finish.

I

Select a Requirement Map

Initially, you need to create a new Reguirement bMap which will be reuzable in subzequent Connectivity Bules.

|BM has supplied examples you can use to "Copy..." and then modify to get started.

Until pou becarme familiar with B equirement bMaps pleaze uze the Add for Beginners. .. ta create your Requirsment Map.
Mame & B Description
BasicServices Permit ping, Resalver, DNS and OMPROUTE and Services ConnectionTraffic
Filtering IBM supplied: IPSec zample - Filkering [uses only Permit and Deny Security Levels)
FTP Allow FTP braffic between SC32 [LPAR 425) and SC33 [LPAR A29)
Telnet Allows Workstation 1001700224 to connect TCPIPA [TH3270)
Trusted_Internet_Zone | IBM supplied: IPSec sample - Server to tusted branch office [Intemet traversed)
Untrusted_Zaone | IBEM zupplied: IPSec zample - Server to untrusted business partner zone

Add for Beginnem.._‘ I Add... ] ’ Copy.. ] ’ Madify... ] [ Wiews Details... ]

Meed More Information
Help [ < Back ” Mext »

Figure 8-18 Select the BasicServices Requirement Map
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5. Back at the IPSec Perspective panel, add the next connectivity rule by clicking Add. Click
Next in the Welcome Panel.

6. In the New Connectivity Rule: Network Topology panel, under the text “This Connectivity
Rule will contain a Security Level using IPSec tunnels,” select the Host to Host topology
option as shown in Figure 8-19. Click Next.

I

Uze this panel to identify the netwaork topology of the data endpoints and security endpoints.

Metwark, topalogy

() Filtering only. Thiz Connectivity Rule will contain only Permit and Deny Security Levels.

(%) This Connectivity Fule will contain a Security Level using IPSec tunnels;
Therefore, additional network topology infarmation is required.

Select the topology that represents the location of your data endpoint: and security endpoints

pa=

Z0s | ——|
(%) Host ta Host C —_—
05 [ 1 | —
(") Host ta Gateway 1 L }
_b—uSl_'!j—._ SEmEEEE --_I
 — | 208 \:l
() Gateway ta Host . L |l }
_I-Illlll---q o — ]

———— 205 C | [ 1
() Gateway to Gateway || 'L L 1 L 1\ ll ]
_Juapapui§ 1) | Suspudun| |

Legend
| S) «E i
[rata Security IPSec - Data is Unprotected
Endpaint Endpaint enciphered data path

Help |@ [ < Back ” Mext > l

Figure 8-19 Network Topology window: Defining host-to-host connectivity

Note: An IPSec VPN does not have to be an end-to-end (called host-to-host) entity. In
many instances, a VPN might not begin at your local workstation. A VPN endpoint can
begin at the border between a secure network and a non-secure one, which is considered

a gateway VPN.

The same concept applies to the remote end. That is, the VPN might end at the gateway to
the destination, secure network, or the VPN might make it all the way to the destination
host or workstation.
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7. This opens the New Connectivity Rule: Data Endpoints panel shown in Figure 8-20.
Specify the endpoints of the connection by entering the IP addresses of the z/OS images,
and give a name for the connection. Click Next.

|Jze this panel to identify the data endpaints.
These are the IP addiesses of the host endpaints of the traffic you want to protect.

Host To Host - Data Endpaints

Loczal data endpoint Remate data endpaint
() Address Group () Address Group
() Specify address: (%) Specify address:
“10.1.1.50 182.168.1.40
Syntax: Single IP V4 address: wsxx Syntax: Single IP V4 address: wexs
1P W4 subnet: = 2w xdyy IP W4 subnet: = xiyy
1P %4 range; w.s. -0y 1P %4 range: s s s-p .y
Single IP VE address: wix Single IP VE address: wix
1P WE subhet: ==y 1P WE subnet: ==/
IP WE range: = =-yy IP WE range: ux-y:y

Connectivity Bule Mame

Mame: | Al Traffic_Silver

[ Help < Back ][ Meut » ]

Figure 8-20 Data Endpoints window: Defining the data endpoints
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8. In the New Connectivity Rule: Select Requirement Map panel, select All_Traffic_Silver
requirement map object, as shown in Figure 8-21. Click Next.

Bﬁ - -~

Use this panel to select the Requirement Map for the data endpoints for Host To Host topology.

Select a Reguirement Map

Initially, you need to create a new Requirernent Map which will be reusable in subsequent Connectivity Fules,
|IBM has supplied examples you can uze to "Copy..." and then modify to get started.

kil you become familiar with Bequirement Maps please uze the fudd for Beginners. .. to create your Requirement Map.

MName & Description —l
Al Traffic_Silver All traffic but Basic Services will be encypted |
BasicServices Permit ping. Rezakver, DNS and OMPROUTE and Services ConnectionTraffic A
Filtering |IEM supplied: IPSec zample - Filtering [uses anly Permit and Deny Securnity Levels)

FTF Allow FTP traffic between SC32 [LPAR A25] and SC33 [LFAR A29)

Telnet Allows Workatation 10.1.700.224 to connect TCPIPA [TN2270] ]
Trusted_|nternet_Zone |IEM supplied: IPSec zample - Server to trusted branch office [Ingrnet traverzed)

Untruzted_Zone |IEM supplied: IPSec sample - Server to untrusted buzsiness parther zone
Add for Beginners...] [ Add... ] [ Copy... | I b odify. . l [ Wiews Detailz.. ]

Meed Mare Infomiation

l < Back, ” MHext

Figure 8-21 Select Requirement Map window: Selecting the secured traffic object
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9. In the New Connectivity Rule: Remote Security Endpoint Information panel, select the
remote IKE identity for the remote endpoint. In our scenario, we chose IP address and
entered the IP address of the remote z/OS image of this rule (in our case, 192.168.1.40).
Recall that there are two ways to authenticate the remote IKE peers:

— Using an RSA signature.
— Using a shared key.

You can specify a shared key as an ASCII string, an Extended Binary Coded Decimal
Interchange™ Code (EBCDIC) string, or a hexadecimal string.

Tip: RSA signature authentication takes advantage of the public key cryptography and
X.509 certificate capabilities. It is very secure but requires the overhead (relatively

minor, in most cases) of establishing certificate authorities, personal certificates and
certificate repositories (key rings).

Shared key authentication can be quite robust and for testing, it is quite easy. However,
ultimately, the safe distribution and storage of shared keys can present a long-term
issue, such as where is this shared secret stored so that it can be recalled later?

For our test environment, we chose Shared key and entered an EBCDIC string, as shown
in Figure 8-22. Click Next, and Finish in the next panel. Repeat the same procedure to
add all the other objects that you want to select for the current stack.

]

Use thiz panel to enter information about the IPSec remote security endpoint for Host To Host topalagy.
20S —
| e——
Sy S =

A remote [KE identity is required for IKE negatiations [used for Dynamic Tunnels only)
(%) IP address: ¥ 192.168.1.40

(1 Fully qualified damain name [FOOM]:

() Userid @ FODN:

() X500 distinguished name:

Indicate how to authenticate the remate [KE peers (uzed for Dynamic Tunnels only)

() RS signature
(&) Sharedkey: (G EBCODIC () 4SCI () Hexadecimal

Shared key: *| abcde

T

Figure 8-22 Remote Security Endpoint Information window
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Note: The order of the connectivity rules in a stack is important. When the Policy Agent
is running and there is an attempt to send packets from or to the z/OS image, the first
rule in the list is checked first. If there is a match with the definition of this first rule, it is
used. If there is no match, the second rule is checked and so on.

There are performance implications too. So, if possible, place your “most used” rules at
the top of the list.

10.Back at the IPSec Perspective panel, click Apply Changes to save the configuration

changes, and click OK to go back to the Main IPSec Perspective panel, finishing the
configuration process for this z/OS image.

You can proceed to create the other endpoint of the tunnel.

Add another new z/OS image

To create the second endpoint with TCP/IP stack and connectivity rules, follow the steps
described in “Add new requirement map objects” on page 253 through “Add connectivity rules
for the TCP/IP stack” on page 259. In our testing, we created another z/OS image called

SC33 in the configuration file with TCP/IP stack named T’CPIPE and implemented the same
connectivity rules, as shown in Figure 8-23.

]
File Edit Perspective Help
IPSec Perspective
Configuration Assistant Navigation Tree : Connectivity Rules | Dynamic Tunnel Local Identity | Stack Level Settings | N5S Client Settings
_AIPSec _ TCPAP Stack Informatior:
=4 “ork with Reusable Objects .
- Traffic Descriptors Enter the name of the TCR/IP Stack: | TCPIFE
- Secunty Levels Enter a description: TCPAP Stack uzed to create our IPSec scenarios on SC33
-4 Address Groups
-4 Requirement Maps
= | wiork, with 2/05 Images
—J Image - 5032 : s :
e Stack-TCRIPA Ejlck the Add... button for each Connectivity Fiule you want to add to thiz Stack.
=4 Image - 5C33 | Local/Source Remote/Destination | Requirement Map Topology Statuz MName
‘.. @ [Stack - TCRIPE AllIPvd_Addreszes | AlLIPwd Addreszes | BasicServices Filtering - Host Enabled BasicServices
1921681.40 10.1.1.50 All_Traffic_Silver Host to Host Enabled Al Traffic_Silver
A3 >
Add... Health Check...
& o ) o I
Figure 8-23 Stack TCPIPE on SC33 settings

At this point, you have completed the configuration process for our scenario. Next, you can

use the IBM Configuration Assistant to install the configuration files, as described in the next
section.
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8.5.2 Installing the configuration files

Tip: Click Health Check from the Connectivity Rules tab before you install the
configuration file to the z/OS image. The Health Check reports on errors in the policy. We
found it helpful.

After saving the generated configuration for all stacks, you need to install these configuration
files on each z/OS image, using FTP to send the policy files to the z/OS system, as follows:

1.

Right-click Image-SC32 and click Install Configuration Files in the IBM Configuration
Assistant Navigation Tree area to install the configuration file.

In the Installation - Stack=TCPIPA panel, select TCPIPA - IPSec: Policy Agent Stack

Configuration in the configuration files list. To install the selected configuration file in the

z/0OS image, click FTP.

In the FTP Configuration File panel, enter the necessary information in each field, and

then click Send, as shown in Figure 8-24.

™1 FTP Configuration File

S
Fa'y

Enter FTP information to zend the files.

Lagin information

Host name: | 10.1.1.50

Port number: 21
User [D: *| calf

Flewrw

Pazzword: [] Save pazsword

[]UseSSL

FTF file including full path

File name and location: | Ampdpagent32 TCPIPA, IPSec. conf

Data transfer mode

() Default () Passive () Active

Comment for the configuration file prologue [optional)

.

I Send I [ Close

) Cree )

Figure 8-24 FTP configuration file

We repeated this procedure to install the generated configurations files for all stacks in the

scenario.
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4. After transmitting the files to the z/OS image, you need to customize the files that PAGENT
uses. In our scenario, we sent our files to a HFS directory. So, we used the UNIX shell to
proceed with the customization. In the UNIX shell, we moved the files to the /etc directory
and changed the PAGENT configuration files to point to our IPSec configuration file, as
shown in part in Example 8-17.

Example 8-17 pagent32_TCPIPA.conf contents with IPSec

i i dddtsddsatsadsddatdstdstddattddtddttiitiitiiidgtigtaRidRiaREAREi
# IMAGE FILE FOR Stack TCPIPA on LPAR A25/SC32

# #i###tHHA AR AR A AR A A AR A A A A A A AR AR
#RoutingConfig /etc/pagent32_PBR.conf

IPSecConfig /etc/pagent32_TCPIPA_IPSec.conf

5. Update the Policy Agent with the modify pagent,update command, as shown in
Example 8-18. The IPSec tunnel becomes active the next time traffic is generated
between the two endpoints.

Example 8-18 The modify pagent,update command results

F PAGENT,UPDATE

EZZ84431 PAGENT MODIFY COMMAND ACCEPTED

EZZ87711 PAGENT CONFIG POLICY PROCESSING COMPLETE FOR TCPIPA : IPSEC
EZD1068I IKE POLICY UPDATED FOR STACK TCPIPA

After this command executed, our scenario was implemented and ready to be used.

8.5.3 Verifying IPSec between two z/OS images

This section describes the steps needed to verify that the IP security configuration is working
properly. The steps are as follows:

1. Check that IPSECURITY and SOURCEVIPA is configured to a TCP/IP stack in both z/OS
images.

Check that Policy Agent is updated with IPSEC policy.
Display the active IP security policy.
Try to run FTP between the z/OS images.

o~ 0N

Display the IKED tunnels and dynamic (or manual, depending on your configuration)
tunnels.

Checking that the TCP/IP stack is configured for IP security

To check that the TCP/IP stack is configured for IP security, run the following command on the
UNIX shell:

netstat -p TCPIPA -f

In this command, the -p parameter allows a specific stack to be queried. Check that the
IpSecurity field under the IP Configuration Table is equal to Yes. Example 8-19 shows part of
the output that is generated by the netstat command.

Example 8-19 The netstat -f command for stack TCPIPA on SC32 z/OS image

MVS TCP/IP NETSTAT CS TCPIP Name: TCPIPA 10:29:37
TCP Configuration Table:
DefaultRcvBufSize: 00065536 DefaultSndBufSize: 00065536
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DefltMaxRcvBufSize: 00262144 SoMaxConn: 0000000010

IP Configuration Table:

Forwarding: Yes TimeTolLive: 00064 RsmTimeOut: 00060
IpSecurity: Yes

ArpTimeout: 01200 MaxRsmSize: 65535 Format: Long
IgRedirect: Yes SysplxRout: Yes DoubleNop:  No
StopClawEr: No SourceVipa: Yes

MultiPath: No PathMtuDsc: No DevRtryDur: 0000000090
DynamicXCF: No

IQDIORoute: No

Checking that the Policy Agent is active with IP security policy

You need to check that the Policy Agent has read in the current policies. After you FTP the
configuration file to the z/OS image, use the following command to update the PAGENT
(where pagent is the started task name for the Policy Agent):

MODIFY PAGENT,UPDATE
If no changes have been made since the last time the polices were read, you receive the
following message:

EZZ87711 PAGENT CONFIG POLICY PROCESSING COMPLETE FOR TCPIPA : NONE

If changes have been made, then you receive the following message instead:
EZZ87711 PAGENT CONFIG POLICY PROCESSING COMPLETE FOR TCPIPA : IPSEC

Displaying the active IP security policy

With TRMD running, syslogd is the repository for all Policy Agent and IKE daemon messages.
Run the following command to display the active IP security policy:

ipsec -p TCPIPA -f display -a YO

This command uses the following parameters:

-p Allows specific stacks policies to be queried.
-f Indicates filters are to be displayed.
-a Indicates to show only a list of all dynamic anchor filters.

In the resulting display, look at the Source: field. It shows Stack Policy, meaning that the IP
security policy is installed and active.

In our scenario, the command shows two policy filters with type dynamic anchor, from a total
of 34, as shown in Example 8-20.

Example 8-20 The ipsec -f display command for stack TCPIPA, on SC32 z/OS image

CS ipsec Stack Name: TCPIPA Wed Nov 26 10:33:58 2008

Primary: Filter Function: Display Format: Detail
Source:  Stack Policy Scope: Current TotAvail: 34
Logging: On Predecap: Off DVIPSec: No

NatKeepAlive: 0
Defensive Mode: Inactive

FilterName: ALL_Traffic_Silver™~7
FilterNameExtension: 1
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VpnActionName:

TunnellD:
Type:

DefensiveType:

State:
Action:
Scope:
Direction:
OnDemand:

SourceAddress:

DestAddress:

CreateTime:
UpdateTime:

DiscardAction:

IPSec_ Silver
YO

Dynamic Anchor
n/a

Active

Permit

Local

Outbound

Yes

10.1.1.50
192.168.1.40
2008/11/26 10:17:07

2008/11/26 10:17:07
Silent

R R Rk Rk R ok R R R R Rk R R R R R R R R R R R R R R R R R R R Rk R R R R R kR R R R Rk R Rk Sk R

FilterName:

FilterNameExtension:

VpnActionName:

TunnellD:
Type:

DefensiveType:

State:
Action:
Scope:
Direction:
OnDemand:

SourceAddress:

DestAddress:

CreateTime:
UpdateTime:

DiscardAction:

ALL_Traffic_Silver™7
2

IPSec_ Silver
YO
Dynamic Anchor
n/a

Active

Permit

Local

Inbound

Yes

192.168.1.40
10.1.1.50
2008/11/26 10:17:07

2008/11/26 10:17:07
Silent

oo
khkhkkkhhhhhkhkhkhhhkhkhkhkhhkhhrkhhkhkhkkhhhhhkhhhkhhkhkhhkhhkkhhkhhhkhhkhkhhkhkhkkhhkhkhkkhkhkhkhkkhkhkk*k

2 entries selected

In the output listed in Example 8-20, filter A11_Traffic_Silver™7 is listed twice. The rule has
been expanded into an inbound rule and an outbound rule. A quick glance down the list of

parameters provides information about the VPN action, source, and destination IP addresses
and source and destination ports.

The ipsec display option does not provide complete details about the VPN'’s policies. You can
display more complete information using the following command:

pasearch -p TCPIPA -s DynamicVpn
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Example 8-21 shows some of the resulting display.

Example 8-21 pasearch -p TCPIPA -s DynamicVpn resulting display

TCP/IP pasearch CS Image Name: TCPIPA

Date: 11/26/2008 Time: 10:44:28
QoS Instance Id: 1227562027
IPSec Instance Id: 1227712627
policyRule: ALL_Traffic_Silver™7/
Rule Type: IpFilter
Version: 3 Status:
Weight: 119 ForLoadDist:
Priority: 19 Sequence Actions:
No. Policy Action: 2 ConditionListType:
IpSecType: policylpFilter
policyAction: IpSec™LogYes
ActionType: IpFilter GenericFilter
Action Sequence: 0
policyAction: IPSec_ Silver
ActionType: IpFilter DynamicVpn

Action Sequence:

0 ...

Active
False
Don't Care
CNF

You can use the -t parameter of the ipsec command for traffic test. The following command
returns all the rules in the current filter table that match the given traffic type:

ipsec -p TCPIPA -t 10.1.1.50 192.168.1.40 tcp 21 0 out

Running this command from SC32 (IP: 10.1.1.50) results in the output of all matching rules in
the current filter table of SC32 that match FTP traffic, as shown in Example 8-22.

Example 8-22 The output of ipsec -t command on the SC32 z/OS image

CS ipsec Stack Name: TCPIPA Wed Nov 26 10:47:08 2008

Primary: IP Traffic Test Function: Display Format: Detail
Source:  Stack Policy Scope: n/a TotAvail: 2
TestData: 10.1.1.50 192.168.1.40 tcp 21 0 out

Defensive Mode:

FilterName:
VpnActionName:
TunnellD:
Type:

State:

Action:

Scope:
Direction:

SourceAddress:
DestAddress:
CreateTime:

UpdateTime:
DiscardAction:

Inactive

ALL_Traffic_Silver™7
IPSec_ Silver

Y0

Dynamic Anchor

Active
Permit
Local
Outbound

10.1.1.50
192.168.1.40
2008/11/26 10:17:07

2008/11/26 10:17:07
Silent
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In the output shown in Example 8-22, the first matching rule is a rule with action type
IPSec_Silver (which means the tunnel is secured), the Tunnel ID is YO (which means a
dynamic tunnel is created and that the traffic direction is Outbound).

Displaying IKED and dynamic tunnels

To check that communication is working under IP security, use ftp. If you have more than one
TCP/IP stack in your z/OS image, run ftp in the following format:

ftp -p TCPIPE 10.1.1.50

In this example, the command is run from SC33, using stack TCPIPE. After the ftp command
completes successfully, use the following command to display the IKED tunnel:

ipsec -p TCPIPA -k display

Example 8-23 shows the output from this command.

Example 8-23 IPSec active IKED tunnels display in SC32, after ftp from SC33

CS ipsec Stack Name: TCPIPA Wed Nov 26 11:50:31 2008

Primary: IKE tunnel Function: Display Format: Detail
Source:  IKED Scope: Current TotAvail: n/a
TunnelID: K1
KeyExchangeRuTleName: ALL_Traffic_Silver™s
KeyExchangeActionName: ALL_Traffic_Silver
LocalEndPoint: 10.1.1.50
LocalIDType: IPV4

LocallD: 10.1.1.50
RemoteEndPoint: 192.168.1.40
RemoteIDType: IPV4

RemotelID: 192.168.1.40
ExchangeMode: Main

State: DONE
AuthenticationAlgorithm: Hmac_Sha
EncryptionAlgorithm: DES
EncryptionAlgorithm: DES
DiffieHelImanGroup: 1
AuthenticationMethod: PresharedKey
InitiatorCookie: 0X2E0409218EED2F90
ResponderCookie: OXEE46528485FCB8ES
Lifesize: 0K

CurrentByteCount: 312b

Lifetime: 480m

LifetimeRefresh:
LifetimeExpires:
Role:

2008/11/26 17:53:13
2008/11/26 19:47:19
Responder

oo
kkhkhkkhhkhkhkkhkhkhhhkhkhkhkhhkhkhkkhhkhkhkkhhkhkhkhkhhhkhhkkhhkhhkhkhhkhhhkhkhkhkhhkhkhkkhhkhkhkkhkhkkhkkhkkk*k

1 entries selected
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Note: The ipsec command has three main display functions that you can use to check the

phases of IKED security association:

» To see the tunnels created in phase one of IKED security association (IKE tunnels), use

ipsec -k display to see the IKED tunnels.

» To see the tunnels created in phase two of IKED security association (IPSec tunnels),
use ipsec -y display to see dynamic tunnels, or use ipsec -m display to see manual

tunnels.

For more information about the ipsec command, refer to zZOS Communications Server: IP

System Administrator's Commands, SC31-8781.

Use the following command to display the active tunnel:

ipsec -p TCPIPA -y display

Example 8-24 shows the output from this command.

Example 8-24 IPSec active dynamic tunnels display on SC32, after ftp from SC33

CS ipsec Stack Name: TCPIPA Wed Nov 26 11:54:37 2008

Primary: Dynamic tunnel Function: Display Format: Detail
Source:  Stack Scope: Current TotAvail: 1
TunnellID: Y2
ParentIKETunnellID: K1
VpnActionName: IPSec_ Silver
LocalDynVpnRule: n/a
State: Active
HowToEncap: Transport
LocalEndPoint: 10.1.1.50
RemoteEndPoint: 192.168.1.40
LocalAddressBase: 10.1.1.50
RemoteAddressBase: 192.168.1.40
RemoteAddressPrefix: n/a
RemoteAddressRange: n/a
HowToAuth: ESP
AuthAlgorithm: Hmac_Sha
AuthInboundSpi: 2350904998
AuthQutboundSpi: 1373966636
HowToEncrypt: DES
EncryptInboundSpi: 2350904998
EncryptOutboundSpi: 1373966636
Protocol: ALL(0)
PassthroughDSCP: n/a

R Rk Rk R ok R R R Rk R R R R Rk R R R R R R R R R R R R R R R R R R Rk R R R R R R R R R Rk Rk R R R

1 entries selected
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8.5.4 Working with the zZ0S Communications Server Network Management
Interface

The z/OS Communications Server includes a Network Management Interface (NMI) API that
network management products can take advantage of to provide simple problem
determination for complex areas. OMEGAMON® XE for Mainframe Networks represents one
of these network management products.

The IKE daemon implements an AF_UNIX listening socket that accepts connections, and
uses a request/response model for providing IPSec management data and control.
Consequently, IKED must be running in order to make use of this NMI service. Figure 8-25 on
page 274 shows the running Policy Agent environment that provides information about IPSec
through the ipsec command. It also depicts the NMI that interfaces with the IP Security
Monitor application. The network operations staff or the network management user uses this
information by accessing a GUI at a workstation.

Policy IP Security
Q Admin Monitor
application
Stth
policy Local IPSec
locally policy
on z/OS

Policy agent

Network operations
/ management user

IKE daemon

IKE
policy

IPSEC TRMD SyslogD

TR e e e e " T N T - Filter /

Install Install Install dynamic E IPSec

IPSec manual SAs after IKE .

N > . events

policy SA negotiation :
: Filter rules IPSec manual IPSec :
! | with IPSec SAs dynamic SAs | 4g—I Log
: actions H buffer
' : TCP/IP
e MR e o ses s oo o2 s SaEg oo o o 2SN G@F oo oo oo oeeons < Stack

\_ J

Figure 8-25 IPSec network management interface support

Data similar to what can be retrieved using the ipsec command is available over the IP
Security NMI interface:

IP filtering rules and statistics

IKE phase 1 SA information and status
IKE phase 2 SA information and status
Manual SA information and status

Port translation data

vVVvYyVvyYYyyYy

All IPSec NMI data and actions are grouped by individual TCP/IP stack. Almost all requests
pertain only to a single TCP/IP stack. These requests are grouped into display requests and
control requests. Display requests return various global settings or statistics, or particular
information about the IP filters, IP tunnels, IKE tunnels, and so on.
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For example, the display requests of the NMI provide the following information that a network
management tool might choose to include:

Stack information (global IPSec configuration settings)
Summary statistics (various counters and statistics for TCP/IP and IKED)
Current IP filters (either default or policy filters)

Default IP filters (defined in the TCP/IP profile)

Policy IP filters (defined using the Policy Agent)

Port translation information

Manual IP tunnels

Dynamic IP tunnels (information known to the TCP/IP stack)
Dynamic IP tunnels (information known to IKED)

IKE tunnels (with or without associated IP tunnels)

List of IP interfaces

VVYVYVYYYVYVYVYYY

The control requests of the NMI provide the following information that a network management
tool might choose to include:

» Activate or deactivate manual tunnels

» Activate, deactivate, or refresh IP tunnels
» Deactivate or refresh IKE tunnels

» Load default IP filters or policy IP filters

IPSec provides an NMI API that OMEGAMON XE exploits. Although the ipsec command is
available to provide display output and to manage system information for Integrated IPSec,
the NMI for IPSec delivers these capabilities to OMEGAMON XE. The system programmer
retrieves or acts on this information using a GUI at a workstation. Figure 8-26 shows an IPSec
management display from OMEGAMON XE for Mainframe Networks.
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Figure 8-26 IPSec Status Workspace, the dashboard

Authorization to use the NMI

SAF authorization in the SERVAUTH class to the resource
EZB.NETMGMT.system.stack.IPSEC.type is required for most request types. Type
represents DISPLAY or CONTROL. If the authorization does not exist, then only superusers
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or users permitted to BPX.SUPERUSER in the FACILITY class are permitted to request data
for a given stack.

8.6 Configuring IPSec between two z/OS systems: RSA
signature mode

Note: For information about how to configure IPSec between z/OS and Windows using
RSA signature mode, see Appendix C, “Configuring IPSec between z/OS and Windows”
on page 819.

In 8.5, “Configuring IPSec between two z/OS systems: Pre-shared Key Mode” on page 251,
we describe how to configure IKE with pre-shared keys only, as illustrated in Figure 8-27.

z/0S LPAR: A25

z/OS LPAR: A29

TCPIPA: 10.1.1.50 TCPIPE: 192.168.1.40
TSO: SC32 TSO: SC33
IKE PROC: IKEDC IKE PROC: IKEDD
Applications Applications
TCP UbDP TCP UDP
P ~_|] Encrypted "Tunnel [ P
Network Network

® |PSec
e |KE (Dynamic Tunnel)
—Pre-shared key mode

Figure 8-27 VPN tunnel between TCPIPA on SC32 and TCPIPE on SC33: Pre-shared key mode

In this section, we describe how to change the IKE configuration using pre-shared key
(Figure 8-27) to a configuration that builds the encrypted tunnel using RSA signature mode.

Note: The Network Security Server (NSS) solution described in Chapter 9, “Network
Security Services for IPSec Clients” on page 299 relies on IKE with RSA signature
authentication. If you decide to implement NSS with IKED as an NSS client, you will want
to refer to the RSA signature mode examples in this section.
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Figure 8-28 illustrates the new scenario.

8.6.1 Generating certificates for IKE RSA signature mode

z/0S LPAR: A25

z/OS LPAR: A29

TCPIPA: 10.1.1.50 TCPIPE: 192.168.1.40
TSO: SC32 TSO: SC33
IKE PROC: IKEDC IKE PROC: IKEDD
Applications Applications
TCP UDP TCP UDP
P ~| Encrypted "Tunnel o P
Network Network

IKED33_keyring
o My Local Certificate Authority
e |[KE Daemon on SC32

.

4

IKED32_keyring

e My Local Certificate Authority
o IKE Daemon on SC33

.

® IPSec
e |[KE (Dynamic Tunnel)
= RSA signature authentication
+ User (PERSONAL) certificates for IKE peers
+ A common signing CA certificate

Figure 8-28 VPN tunnel between TCPIPA on SC32 and TCPIPE on SC33: RSA signature mode

IKE in RSA signature mode requires key ring access, as shown in Figure 8-28. For this
scenario, we use two key rings, but you can also have a shared key ring between SC32 and
SC33. Using two key rings for this scenario, which does not rely on NSS, simplifies the
explanation of how you can migrate to a scenario that does rely on NSS.

Note that the IKE procedure that is running on MVS system SC32 is named IKEDC. The key
ring that is assigned to that procedure is IKED32 keyring. The IKE peer procedure that is
running on the MVS system SC33 is named /IKEDD. The key ring assigned to IKEDC is
IKED33 keyring.

The IKED32_keyring is populated with the following certificates:

» A user (PERSONAL) certificate representing the IKEDC peer. The label on the certificate
is IKE Daemon on SC32.

» A certificate authority certificate that has signed the certificate that resides on IKEDD’s key
ring. That is, the CA certificate is the one that has signed IKEDD’s user (PERSONAL)
certificate. The label on the CA certificate is My Local Certificate Authority.

The IKED33_keyring is populated with the following certificates:

» A user (PERSONAL) certificate representing the IKEDD peer. The label on the certificate
is IKE Daemon on SC33.

» A certificate authority certificate that has signed the certificate that resides on IKEDC’s key
ring. That is, the CA certificate is the one that has signed IKEDC’s user (PERSONAL)
certificate. The label on the CA certificate is My Local Certificate Authority.

Note: Our scenario uses the same signing certificate authority for both of the PERSONAL
certificates. You might encounter situations in which there are two different CAs for the two
user certificates. You need to ensure that the correct CA is connected to the correct key
ring.
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Creating the key rings and certificates for the IKE RSA scenario with
JCL

In this section, we show the JCL that we used to create the RACF definitions for this scenario.
Example 8-25 shows the JCL that we used to create the user (PERSONAL) certificate for
IKEDC in SC32.

Example 8-25 JCL for RACF to create user certificate for SC32 IKEDC process

//CERT32 JOB MSGCLASS=X,NOTIFY=&SYSUID
//CERT32  EXEC PGM=IKJEFTO1,DYNAMNBR=30,REGION=4096K

//*********************************************************************

/1* Create Individual Personal Certificate for SC32 *
//*********************************************************************
//SYSTSPRT DD SYSOUT=*
//SYSTSIN DD *
RACDCERT ID(IKED) GENCERT -
SUBJECTSDN  (CN('IKE Daemon on SC32') @ -
OU('ITSO') -
c('us')) -
NOTBEFORE (DATE(2007-09-11)) -
NOTAFTER (DATE (2008-09-11)) -
WITHLABEL('IKE Daemon on SC32') [ -
SIGNWITH(CERTAUTH -
Label('My Local Certificate Authority')) §
setropts raclist(DIGTCRIT) refresh [§
racdcert ID(IKED) list(label('IKE Daemon on SC32'))
/*

Example 8-25 highlights several components of this definition and the commands that follow:

The ID parameter identifies this certificate that is being generated (GENCERT) as a
personal user certificate. (It is not a CA or SITE certificate.)

A SUBJECTSDN identifies several components that comprise the x.509 Distinguished
Name (DN) of the certificate owner or holder. Each DN should be unique at least within an
RACF database; it should also be unique across the world, because this DN is used to
distinguish identities in many cases. We have utilized only three components of the DN for
SC32: CN, OU, and C. (Refer to Chapter 3, “Certificate management in z/OS” on page 37,
for detailed descriptions of these and other components.)

el These parameters set a time frame for the certificate’s validity. The default time frame is
only one year. It is common in a production environment to use a much longer time frame
than we used in this scenario.

[W The RACF database requires a label for organizing the certificates within an RACF
database. The label must be unique.

A This definition tells the GENCERT process which CA should be the signing authority for
the user’s personal certificate.

@ The setropts command refreshes the DIGTCERT class so that the changes are made
immediately known in the running RACF environment and operating system.

The racdcert command allows us to verify that our certificate was created properly. It
displays the certificate with its attributes.
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Recommendation: Code the validity period for the certificate; otherwise, it defaults to only
one year. Also code an ALTNAME parameter. We neglected to do so and were then
required to use the full x.500 distinguished name in our IKE definitions in order to
authenticate to the IKE peer, as we describe later. Refer to Example 8-27 on page 280 for
a discussion about the ALTNAME parameter.

Example 8-26 shows the JCL that we used to create the user (PERSONAL) certificate for
IKEDD in SC33.

Example 8-26 JCL for RACF to create user certificate for SC33 IKEDD process

//CERT33 JOB MSGCLASS=X,NOTIFY=&SYSUID
//CERT33 EXEC PGM=IKJEFTO1,DYNAMNBR=30,REGION=4096K

//*********************************************************************

//* Create Individual Personal Certificate for SC33 *
//*********************************************************************
//SYSTSPRT DD SYSOUT=*
//SYSTSIN DD *
RACDCERT ID(IKED) GENCERT I -
SUBJECTSDN  (CN('IKE Daemon on SC33') H -
OU('ITSO') -
c('us")) -
NOTBEFORE (DATE(2007-09-11)) E -
NOTAFTER(DATE(2008-09-11)) a -
WITHLABEL('IKE Daemon on SC33') E -
SIGNWITH(CERTAUTH -
Label('My Local Certificate Authority')) B
setropts raclist(DIGTCRIT) refresh [§
racdcert ID(IKED) Tist(label('IKE Daemon on SC33'))
/*

Example 8-26 highlights several components of this definition and the commands that follow
the definition:

The ID parameter identifies this certificate that is being generated (GENCERT) as a
personal user certificate. (It is not a CA or SITE certificate.)

A SUBJECTSDN identifies several components that comprise the x.509 Distinguished
Name (DN) of the certificate owner or holder. Each DN must be unique at least within an
RACF database; it should also be unique across the world, because this DN is used to
distinguish identities in many cases. We have utilized only three components of the DN for
SC32: CN, OU, and C. In the chapter on Certificate Management all of these components
and many more are described. (Refer to Chapter 3, “Certificate management in z/OS” on
page 37, for detailed descriptions of these and other components.)

el These parameters set a time frame for the certificate’s validity. The default time frame is
only one year. It is common in a production environment to use a much longer time frame
than we used in this scenario.

[ The RACF database requires a label for organizing the certificates within an RACF
database. The label must be unique.

B This definition tells the GENCERT process which CA should be the signing authority for
the user’s personal certificate.

@ The setropts command refreshes the DIGTCRIT class so that the changes are made
immediately known in the running RACF environment and operating system.
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The racdcert command allows us to verify that our certificate was created properly. It
displays the certificate with its attributes.

Recommendation: Code the validity period for the certificate; otherwise, it defaults to only
one year. Also code an ALTNAME parameter. We neglected to do so and were then
required to use the full x.500 distinguished name in our IKE definitions in order to
authenticate to the IKE peer, as shown in Figure 8-21 on page 264.

Previously, we recommended coding a “Subject’s Alternate Name” by adding the ALTNAME
parameter to a certificate definition. The Alternate Name is often used in IKE as an easy
means to identify an IKE peer. You can see how this definition is used in RSA signature mode
in 8.6.4, “Modifying existing policies to use RSA signature mode” on page 284.

Example 8-27 shows an RACF certificate definition that uses the Subject Alternate Name
field.

Example 8-27 Coding alternate names in an RACF certificate definition

racdcert id(iked) gencert -
(Tabel('IKE Daemon on SC32')) -
ALTNAME (IP(10.1.1.50) -
DOMAIN('sc32a.itso.raleigh.ibm.com') -
EMAIL('sc32a@sc32a.itso.raleigh.ibm.com'))

Example 8-27 illustrates how to assign three alternate names:

» An IP address
» A domain name
» A fully qualified domain name

Coding any of the three alternate names in the certificates that we used in our scenario would
have made implementing IKE easier.

Next, we created the key rings and populated them with the appropriate certificates.
Example 8-28 illustrates the RACF commands for IKEDC.

Example 8-28 Key ring JCL for IKEDC

//KEYRNG32 JOB MSGCLASS=X,NOTIFY=&SYSUID
//KEYRNG32 EXEC PGM=IKJEFTO1,DYNAMNBR=30,REGION=4096K

//*********************************************************************

//* Add a separate keyring for IKE for SC32 *
//*********************************************************************
//SYSTSPRT DD SYSOUT=*
//SYSTSIN DD *
racdcert ID(IKED) addring(IKED32_ keyring)
racdcert ID(IKED) CONNECT(ID(IKED) -
LABEL('IKE Daemon on SC32') -
RING(IKED32_keyring) -
USAGE (PERSONAL)
racdcert ID(IKED) CONNECT(CERTAUTH -
LABEL('My Local Certificate Authority') -
RING(IKED32_keyring) -
USAGE (CERTAUTH))
PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY) ID(IKED) ACCESS(READ)
PERMIT IRR.DIGTCERT.GENCERT CLASS(FACILITY) ID(IKED) ACCESS(READ)
setropts raclist(DIGTRING) refresh
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setropts raclist(DIGTCERT) refresh
setropts raclist(FACILITY) refresh

racdcert Tistring(IKED32_keyring) id(iked)
/*

Example 8-29 illustrates the RACF commands for IKEDD.

Example 8-29 Key ring JCL for IKEDD

//KEYRNG33  JOB MSGCLASS=X,NOTIFY=&SYSUID
//KEYRNG33 EXEC PGM=IKJEFTO1,DYNAMNBR=30,REGION=4096K

//*********************************************************************

/1* Add a separate keyring for IKE for SC33 *
//*********************************************************************
//SYSTSPRT DD SYSOUT=*
//SYSTSIN DD *
racdcert ID(IKED) addring(IKED33 keyring)
racdcert ID(IKED) CONNECT(ID(IKED) -
LABEL('IKE Daemon on SC33') -
RING(IKED33 keyring) -
USAGE (PERSONAL)
racdcert ID(IKED) CONNECT(CERTAUTH -
LABEL('My Local Certificate Authority') -
RING(IKED33_keyring) S
USAGE (CERTAUTH))
PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY) ID(IKED) ACCESS(READ)
PERMIT IRR.DIGTCERT.GENCERT CLASS(FACILITY) ID(IKED) ACCESS(READ)
setropts raclist(DIGTRING) refresh
setropts raclist(DIGTCERT) refresh
setropts raclist(FACILITY) refresh
racdcert Tistring(IKED33 keyring) id(iked)
/*

Note: This chapter describes how to create certificates. (Although the scenarios did not
use the certificates, we implemented IKE with pre-shared key mode.) This chapter also
provides information about hardware encryption.

8.6.2 Configuring the IKE daemon

You can use the Internet Key Exchange (IKE) daemon to manage cryptographic keys
dynamically. With IKE, the keys are created, distributed, maintained, and refreshed
automatically. In addition, the expired security associations are deleted automatically.

Definitions for IKE on SC32
Example 8-30 shows the JCL that we used on SC32 for the IKE procedure named IKEDC.

Example 8-30 JCL for IKEDC

//IKEDC PROC

/1*
//IKEDC EXEC PGM=IKED,REGION=0K,TIME=NOLIMIT,
// PARM="ENVAR("_CEE_ENVFILE=DD:STDENV")/'
/1*
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//* Provide environment variables to run with the desired

//* configuration. As an example, the data set or file specified by
//* STDENV could contain:

/1*

//*  IKED_FILE=/etc/security/iked.conf2

//*  IKED_CTRACE_MEMBER=CTIIKEO1

/1*

//* For information on the above environment variables, refer to the
//* IP Configuration Reference.

//STDENV DD DSN=TCPIP.SC32.STDENV(IKED32),DISP=SHR Hl

//* Sample HFS file containing environment variables:

//*STDENV ~ DD PATH='/etc/security/iked.env',PATHOPTS=(ORDONLY)

/1*

//* Output written to stdout and stderr goes to the data set or

//* file specified with SYSPRINT or SYSOUT, respectively.

//SYSPRINT DD SYSQUT=*

//SYSOUT DD SYSQUT=*

The standard environment file for IKE that is highlighted at fl contains the entries depicted in
Example 8-31. Example 8-31 shows that we use an IKE configuration file named
iked32RSA.conf E which is stored in /etc/security. This file can be created by the IBM
Configuration Assistant, or you can edit it directly on the mainframe.

Example 8-31 TCPIPSC32.STDENV(IKED32) for IKEDC procedure

IKED FILE=/etc/security/iked32RSA.conf 2
IKED_CTRACE_MEMBER=CTIIKEQO

Note: We show you how to create this file using the IBM Configuration Assistant in
“Working with IKE Daemon configuration files” on page 292.

The IKE configuration file contains the entries shown in Example 8-32.

Example 8-32 IKE configuration file for IKEDC

# IBM Communications Server for z/0S
# SMP/E distribution path: /usr/lpp/tcpip/samples/IBM/EZAIKCFG
#

TkeConfig

{
TkeSysloglLevel 255 1]
PagentSysloglLevel 128

Keyring IKED/IKED32_keyring §
KeyRetries 10
KeyWait 30
DataRetries 10
DataWait 15
Echo no
PagentWait 0

We initially used high SyslogLevels for both IKE and for Pagent (il and f). We added a task to
our plan to lower the logging levels after testing was complete. Because we used RSA
signature mode authentication, we included the name of our IKE key ring (), prefaced by the
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owner of the key ring, IKED. This name correlates to the diagram shown in Figure 8-28 on
page 277.

Definitions for IKE on SC33
Example 8-33 shows the JCL that we used on SC33 for the IKE procedure named IKEDD.

Example 8-33 JCL for IKEDD
//IKEDD PROC

/1*

//IKEDD EXEC PGM=IKED,REGION=0K,TIME=NOLIMIT,
// PARM="ENVAR(" CEE_ENVFILE=DD:STDENV")/'
/1*

//* Provide environment variables to run with the desired

//* configuration. As an example, the data set or file specified by
//* STDENV could contain:

/1*

//*  IKED_FILE=/etc/security/iked.conf2

//*  IKED_CTRACE_MEMBER=CTIIKEO1

/1*

//* For information on the above environment variables, refer to the
//* IP Configuration Reference.

//STDENV ~ DD DSN=TCPIP.SC33.STDENV(IKED33),DISP=SHR

//* Sample HFS file containing environment variables:

//*STDENV DD PATH='/etc/security/iked.env',PATHOPTS=(ORDONLY)

/1*

//* Output written to stdout and stderr goes to the data set or

//* file specified with SYSPRINT or SYSOUT, respectively.

//SYSPRINT DD SYSOUT=*

//SYSOUT DD SYSOUT=*

At , we reference a standard environment variable file named IKED33. Example 8-34 shows
the contents of this file. Example 8-34 shows that we are using an IKE configuration file
named iked33RSA.conf (@), which is stored in /etc/security. This file can be created by the
IBM Configuration Assistant, or you can directly edit it on the mainframe.

Example 8-34 TCPIPSC33.STDENV/(IKED33) for IKEDD procedure

IKED FILE=/etc/security/iked33RSA.conf 2)
IKED_CTRACE_MEMBER=CTIIKEOQO

Note: We explain how to create this file using the IBM Configuration Assistant in “Working
with IKE Daemon configuration files” on page 292.

The IKE configuration file contains the entries shown in Example 8-35.

Example 8-35 IKE configuration file for IKEDD

# IBM Communications Server for z/0S
# SMP/E distribution path: /usr/lpp/tcpip/samples/IBM/EZAIKCFG
#
IkeConfig
{
IkeSyslogLevel 255 1]
PagentSysloglevel 128 2)
Keyring IKED/IKED33 keyring ]
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KeyRetries 10

KeyWait 30
DataRetries 10
DataWait 15
Echo no
PagentWait 0

As with IKEDC, we initially used high SyslogLevels for both IKE and for Pagent (il and ). We
added a task to our plan to lower the logging levels after testing was complete. Because we
used RSA signature mode authentication, we included the name of our IKE key ring (§),
prefaced by the owner of the key ring, IKED. This name correlates to the diagram in

Figure 8-28 on page 277.

8.6.3 Creating the IPSec filters and policies for the IPSec tunnel

We have prepared the IKE processes for the two IPSec partners:

» One partner on SC32
» One partner on SC33

Now we need to prepare the IPSec filter definitions and policies for the two systems. For this
scenario, we use the same policies that were configured in the following sections:

» 8.3.3, “Updating the TCP/IP stack to activate IPSec” on page 234

» 8.3.4, “Restricting the use of the ipsec command” on page 235

» 8.3.5, “Installing the IBM Configuration Assistant for z70S Communications Server” on
page 235

» 8.3.7, “Defining the IPSec policies to PAGENT” on page 237

In our scenario for RSA signature mode, we need to make a change to the IBM Configuration
Assistant files, as explained in the next section.

8.6.4 Modifying existing policies to use RSA signature mode

If you build a scenario similar to that described in this chapter, you can modify that policy by
editing the existing IPSec Policy File, or you can change the policy with the help of the IBM
Configuration Assistant GUI. We chose to import the existing IBM Configuration Assistant
backing store file and to make the necessary changes there.

We followed the instructions in 4.4, “Backup and migration considerations” on page 123 for
importing an existing backing store file.

The IPSec implementation between SC32_TCPIPA and SC33_TCPIPE, which we describe in
9.2.2, “NSS client and NSS server” on page 313, is defined in the backing store file named
Between-2z0S. Our plan was to keep that file as our backup and to create a new backing store
file that includes RSA signature mode.

Thus, to create a new backing store file in the IBM Configuration Assistant, follow these steps:

1. From the IPSec Perspective main panel, select File — Open — Create New Backing
Store and provide the name Between-2z0S-RSA.backingstore.

2. Then, import the old backing store file, named Between-2z0S.backingstore, into the new
file by selecting File — Import.

3. In the Import panel, select Browse to point to the old backingstore file, and then click OK.
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Next, we changed the IPSec policy for TCPIPA on SC32 and TCPIPE on SC33 to a policy that
supports RSA signature mode:

1. In the IPSec Perspective main panel, select TCPIPA in the left menu and IPSec in the
Technology menu in the center. Then, click Configure.

2. In the IPSec Perspective main panel, select the connectivity rule, and then click Modify
Basics, as shown in Figure 8-29.

&

File Edit Perspective Help

IPSec Perspective

Configuration Assistant Navigation Tree : Connectivity Rules | Dynamic Tunnel Local Identity | Stack Level Settings | N5S Client Settings
_11PSec TCR/P Stack Informatior:
=4 Work with Reusable Objects .
i e Traffic Descriptors Enter the name of the TCPAP Stack: | TCPIPA
# Security Levels Enter a description: TCPAP Stack uzed to create our IPSec scenarios on SC32
[ Address Groups
. = Requirement Maps
=4 Work with 2/05 Images
== Image - 5C33 Click the &dd... buttan for each Connectivity Fule you want to add to this Stack.
=4 Image - 5C32 —
L. SlEEKSTCRIPA A Remote/Destination | Requirement Map Topology Status | MName
10.1.1.50 192.168.1.40 Al Traffic_Silver | Host to Host_ Enabled !ALL_Traffic_SiIver
AllIPvd_Addresses | AlLIPvd Addresses | BasicServices | Filtering - Host | Enabled | BasicServices
] >
dd. | Copp. |[ ModiyBasics. | [ Delete || viewDetais.. | Health Check. .
Moty wizard..
. T

Figure 8-29 In the IPSec perspective for TCPIPA, select All_Traffic_Silver to modify the rule

3. Select the IPSec: Remote Security Endpoint tab. Note that the authentication of remote

IKE peers in the imported configuration uses pre-shared keys. You need to change this
selection to RSA signature mode for this scenario.

Also note that the local identity is depicted by means of an IP address in the previous,
pre-shared key scenario. RSA signature mode requires authentication through the
exchange of identities that have been coded in an x.509 certificate. Any one of the
following identities can be selected:

— IP address: Equivalent to the RACF Subject ALTNAME field, IP.

— Fully qualified domain name (FQDN): Equivalent to the RACF Subject ALTNAME
field, DOMAIN.

— User id @ FQDN: Equivalent to the RACF Subject ALTNAME field, EMATL.
— x.500 distinguished name: The full name of the Subject and not an alternate name.

In our certificate definition, we used only the fields CN, 0U, and C. The combination of these
Relative Distinguished Name (RDN®) fields creates the x.500 distinguished name. The
x.500 distinguished name field represents a valid identity for an IKE connection; therefore,
this is the identity that we use for our scenario with RSA signature mode.

Chapter 8. IP Security 285



Note: There are many RDNSs that can be used to build the x.500 distinguished name.
Review Table 9-1 on page 343 for a list of other valid RDNs.

4. Get the x.500 distinguished name to be used with an RACF command that lists the
contents of a certificate stored in the RACF database with the label IKE Daemon on SC33:

racdcert id(IKED) list(label('IKE Daemon on SC33'))
The display output depicts the x.500 name as the Subject’s Name at i in Example 8-36.

Example 8-36 Display of certificate for SC33

Digital certificate information for user IKED:
Digital certificate information for user IKED:

Label: IKE Daemon on SC33
Certificate ID: 2QTJOSXEydLFQMSBhZSWTUCWIUDiw/Py
Status: TRUST
Start Date: 2008/11/11 00:00:00
End Date: 2012/11/11 23:59:59
Serial Number:
>01<
Issuer's Name:
>0U=ITSO z/0S CS.0=I.B.M Corporation.C=US<
Subject's Name:
>CN=IKE Daemon on SC33.0U=ITS0.C=US<
Private Key Type: Non-ICSF
Private Key Size: 1024
Ring Associations:
Ring Owner: IKED
Ring:
>IKED33_keyring<

Note that the x.500 distinguished name is CN=IKE Daemon on SC33.0U=ITS0.C=US. The
sequence is very important. The RACF definition can list the fields of the x.500
distinguished name in any sequence. However, that sequence is altered when the
definition is stored in the RACF database and the RACF sequence is used for the IKE
identity field.

Important: The racdcert display separates the individual fields (also known as RDN) of
the Distinguished Name (DN) with periods as delimiters. The display pattern is:

RDN<period>RDN<period>RDN<period>RDN
However, you will see that the syntax required in the IKE definition panel (Figure 8-30)
requires a comma (,) as a delimiter. The coding pattern in this case is:
RDN<comma>RDN<comma>RDN<comma>RDN
Therefore, the display output of CN=IKE Daemon on SC33.0U=ITS0.C=US must be
converted to CN=IKE Daemon on SC33,0U=ITS0,C=US when it is defined as an IKE identity

in the IBM Configuration Assistant. (This GUI builds the iked.conf file from these
definitions.)

5. Complete the fields as displayed in Figure 8-30 accordingly. Note how the periods from the
racdcert display of the certificate are replaced with commas. Click OK.
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: IPSec: o ’
D ata Endpaints Remate Secuity Endpoint Additiohal Settings

A remate [KE identity iz required for IKE negatiations [used for Dynamic Tunnels anly)

() IP address:
() Fully qualified domain name [FADM]:
() Userid @ FODM:

(%) #.500 distinguished name: * CN=IKE Daemon on SC33,0U=1T50,C=15

Indizate how to authenticate the remote [KE peers [used for D pnamic Tunnelz anly)

(#) R5A signature
() Shared key:

Ok

J |

Cancel ][ Help ]

Figure 8-30 Remote RSA signature mode now selected
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6.

In the IPSec Perspective main panel, select the Dynamic Tunnel Local Identity tab and

change the identity from IP address to x500dn (see Figure 8-31).

&

File Edit Perspective Help

IPSec Perspective

Configuration Aszistant Navigation Tree

_41PSec
=4 Work with Rleusable Ohbjects
- Traffic Descriptars
-4 Security Levels
- Address Groups
i -4 Requirement Maps
=4 ok with 2/05 Images
-] Image - 5C33
=4 Image - 5C32
‘@ BlaskAMCRIPA

Connectivity Fules | Dynamic Tunnel Local ldentity | Stack Level Settings | N5S Client Settings

The zeftings on this panel are only applicable to the IPSec dynamic tunnels.

When starting dynaric tunnels the local and remote IKE daemons must exchange identities.
You must configure a local identity,

You can configure a single identity for all IP addresses on thiz TCPAP Stack or you can configure separate identitiz: for 2ach IP address on this
Stack.

() | want to configure separate local identities for each IP address local to this Stack;
| will be prompted later for this information.

(&) | want to use a single identity for all IP addresses on thiz Stack.
Enter the local identity for all IP addrezses on thiz Stack
() IP address:
() Fully gualified domain name [FADM]:
() Userid @ FODM:

() %.500 distinguished name: * CH=IKE Daemon on SC32,0U=1TS0,C=L5

[ ain Perspective ][Apply[ﬁhanges‘l ak ]’ Cancel ][ Help ]

Figure 8-31 Defining the local identity of the IPSec endpoint for SC32

We chose to identify the local tunnel endpoint by the x.500 distinguished name from the
certificate for SC32. (If we had specified an ALTNAME in the certificate generation, we
could have used that instead.) We completed the field value with CN=IKE Daemon on
SC32,0U=1ITS0,C=US. This value was coded in our certificate definition, and we used the
sequence that is displayed in the certificate subject name when we issued the command:

racdcert id(IKED) list(label('IKE Daemon on SC32'))

The output at fl in Example 8-37 shows the certificate Subject’'s Name. It is in the order
that was entered in the x.500dn field of Figure 8-31.

Example 8-37 Display of certificate for SC32

Digital certificate information for user IKED:

Label: IKE Daemon on SC32

Certificate ID: 2QTJOSXEydLFQMSBhZSWIUCWIUDiw/Py
Status: TRUST

Start Date: 2008/11/11 00:00:00

End Date:

2012/11/11 23:59:59

Serial Number:

>01<

Issuer's Name:

>0U=ITSO z/0S CS.0=I.B.M Corporation.C=US<
Subject's Name:

>CN=IKE Daemon on SC32.0U=ITSO.C=US<
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Private Key Type: Non-ICSF
Private Key Size: 1024
Ring Associations:
Ring Owner: IKED
Ring:
>IKED32_keyring<
>IKED32_keyring<

7. Select Apply Changes to return to the IPSec Perspective main panel.

Next, you perform the same steps to change the Connectivity Rules for TCPIPE:

1. In the IPSec Perspective panel, select the stack TCPIPE, and select the All_Traffic_Silver
Connectivity Rule that applies to TCPIPA at address 10.1.1.50. Select Modify Basics,
and proceed through the same steps that we executed for TCPIPA on SC32.

2. Select the IPSec: Remote Security Endpoint tab, and identify the remote endpoint with its
x.500 distinguished name (IKE Daemon on SC32,0U=1TS0,C=US). Select RSA signature
mode, and click OK.

3. Select the Dynamic Tunnel Local Identity tab and enter the x.500 distinguished name for
TCPIPE on SC33 (IKE Daemon on SC33,0U=ITS0,C=US).

Again, the x.500 distinguished name is taken from the output display of the contents of
SC33’s certificate that we created earlier:

racdcert id(IKED) list(label('IKE Daemon on SC33'))
4. Select Apply Changes.

Building new IPSec policies to use RSA signature mode

We used the existing IPSec policies that we imported from the previous backing store file. We
simply changed the IKE process in that backing store file from pre-shared key mode to RSA
signature mode. If you need to build new IPSec policies because you have no file to import,
refer to the description of IPSec policies that we describe in 8.3, “How IPSec is implemented”
on page 233.

Building the IKE Daemon files for RSA signature mode

In our case, we had already created the IKE Daemon configuration files manually in
“Definitions for IKE on SC32” on page 281 and “Definitions for IKE on SC33” on page 283. As
mentioned in those sections, you can also create the IKE Daemon configuration files with the
help of the IBM Configuration Assistant. We show you how to do this here:

1. Return to the IPSec Perspective of the IBM Configuration Assistant and select MVS
image SC32. In the panel that opens, select the IKE Daemon Settings tab.

2. Change the key ring on the panel to reflect the new SC32 key ring that is used for the
IKEDC procedure. We replaced the name of the key ring with IKED/IKED32_keyring, which
is the key ring that we built to contain the x.509 certificates for RSA signature mode. Click
OK.

3. Next select the SC33 image from the IPSec Perspective. Move to the IKE Daemon
Settings panel and again, change the name of the key ring to reflect the ring for RSA
signature authentication at IKEDD on SC33. We replaced the name of the key ring with
IKED/IKED33_keyring, which is the key ring that we built to contain the x.509 certificates
for RSA signature mode at SC33. Click OK.

Sending IPSec and IKE configuration files to the mainframe
In this section, we describe how to send IPSec and IKE configuration files to the mainframe.
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Working with default IPSec policies and Policy Agent IPSec policies

To send the default IPSec policies and PAGENT IPSec policies to the mainframe, follow these
steps:

1. Return to the Main Perspective of the IBM Configuration Assistant and expand the view for
SCB32. Highlight TCPIPA, one of the IKE partners, and also highlight IPSec. Select Install
to open a panel with the files that were changed or added in the IPSec configuration that
was altered from pre-shared key mode to RSA signature mode, as shown in Figure 8-32.

[}
Ingtall Configuration 4 Configuration Files Installation
_4 Install Stack To complete inztallation for Stack, "TCPIPA", you must FTP the fallawing files.

- 7 | Image - 5C32 TCPIPA - Configuration Files
i@ Stack - TCPIPA

File Sent FTF Location

TCPIPA - IPSec: Policy Agent Stack Configuration| Mo fetc/pagent32_TCFIFS, IPSec.conf

TCPIPA - IPSec: Sample PROFILE. TCPIF ingert | Mo Audprofile/TCPIPA. profile |
ELRS ] [ Systern Administration [nformation. .. ‘ ’View Frologue Hizstory. ..

Permanently zave pending changes after FTP?

Cise | [ Help ]

Figure 8-32 Files that were altered during change to RSA signature mode

Note that there are two files available to install:

— The sample file for the default IPSec policy rules that are to be integrated into the
running TCP/IP stack

— The IPSec configuration file

Observe that the IPSec policy files were not touched during this process. The same policy
files used earlier in this chapter are still valid for RSA signature mode.

2. Highlight the IPSec configuration file and click Show Configuration File. Example 8-38
shows that in one portion of the configuration file for the IPSec policy for TCPIPA there is a
KeyExchangeOffer named KEO™1 that designates RsaSignature as the method for IKE peer
authentication.

Example 8-38 TCPIPA: New KeyExchangeOffer KEO~1: Authenticate Peers with RsaSignature

TeyExchangeOffer KEO™1
HowToEncrypt DES
HowToAuthMsgs SHA1
HowToAuthPeers RsaSignature
DHGroup Groupl
RefreshLifetimeProposed 480
RefreshLifetimeAccepted 240 1440
RefreshLifesizeProposed None

\ RefreshlLifesizeAccepted None
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3. Continue looking at the policy file to find another change to the original policies for
TCPIPA, as shown in Example 8-39.

Example 8-39 SC32’s TCPIPA stack: Local and Remote Identity now using x500dn

LocalSecurityEndpoint ALL_Traffic_Silver™LSE™4

{
Identity X500dn CN=IKE Daemon on SC32,0U=ITSO,C=US
LocationRef ALL_Traffic_Silver™ADR™1

}

RemoteSecurityEndpoint ALL Traffic_Silver™RSE™3

{
Identity X500dn CN=IKE Daemon on SC33,0U=ITSO0,C=US
LocationRef ALL_Traffic_Silver™ADR™2

}

Observe how the LocalSecurityEndpoint and the RemoteSecurityEndpoint are changed
to reflect a new identity (the x500dn value that was extracted from the certificate displays).
The files related to SC33 are changed to reflect the same changes.

As with TCPIPA at SC32, the Local and Remote identities are now using the x.500
distinguished name fields to identify the IKE partners. These fields are part of the
certificates that each IKE peer will present to the other.

4. Upon examination, you see that the default IPSec filters are not changed since the
scenario with pre-shared key mode was executed. Therefore, you need to FTP only the
IPSec policy files to the mainframe, from where you point to the respective TCPIPA and
TCPIPE image files.

At TCPIPA on SC32, change the image file as shown in Example 8-40.

Example 8-40 /etc/pagent32_TCPIPA.conf

# #E#FHFFRF AR AR AA A AR AR AR AR AR AR AR AR AR FAR SRS A A

# IMAGE FILE FOR Stack TCPIPA on LPAR A25/SC32

# ##HH A AR AR A A AR AR AR AR AR AR AR AR AR A A
#

#

IPSecConfig /u/cs02/TCPIPA.ipsecRSAPolicy

As shown in Example 8-40, the file now points to the IPSec policy that was sent to the
mainframe in a previous step.

5. At TCPIPE on SC33, also change the PAGENT image file to point to the RSA policy file, as
shown in Example 8-41.

Example 8-41 /etc/pagent33_TCPIPE.conf

(i ssasadddsaaaaadadiaaaaadadigaaaaasdipaaandgdsaaaaas s

# IMAGE FILE FOR TCPIPE on LPAR A29

# TTLS supports the NSS function here

(g dddddaddaddaddadddddaddaddaddaddaddddagadadadaddddbiii
#

#

IPSecConfig /u/cs02/TCPIPE.ipsecRSAPolicy
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Working with IKE Daemon configuration files
Remember that you can use two methods to create the IKE Daemon configuration files:

» Edit the files manually at the mainframe (as described in “Definitions for IKE on SC32” on
page 281 and “Definitions for IKE on SC33” on page 283).

» Use the IBM Configuration Assistant to update the files automatically (as described in
“Building the IKE Daemon files for RSA signature mode” on page 289).

So, keep in mind that you need to modify the IKE Daemon file when you convert to RSA
signature mode. Specifically, you must at least point to the correct key ring in which the x.509
certificates for the RSA process are stored. In our scenario, we named our IKE configuration
file for IKE with RSA as follows:

» SC32: iked32RSA.conf
» SC33: iked33RSA.conf

8.6.5 Verifying IKE with RSA signature mode

This section shows the different areas that you need to verify to ensure that IPSec is
operational when using RSA signature mode.

Initializing TRMD, IKED, and PAGENT at SC32 and SC33

The IKEDC, IKEDD, and Pagent policies at SC32 and SC383 are already revised. To verify IKE
with the new RSA signature mode, stop both IKE and Policy Agent on each stack and start
them again with the new definitions.

Reviewing SYSLOG daemon logs for information about the initialization

Review the IKE log to determine whether the user (PRIVATE) certificates for SC32 and SC33
have been found during IKE initialization; look at Example 8-42.

Example 8-42 The certificate caches for SC32

IKE: Initializing CA Cache

IKE: Begin display of CA Cache

IKE: End display of CA Cache

IKE: Initialization of CA Cache Complete

IKE:

IKE: Initializing Cert Cache

IKE: IKE CERTINFO : Unable to add certificate to cert cache : No private key My
Local Certificate Authority

IKE: Begin display of Cert Cache [l

IKE: Certificate cache contains certificate with label IKE Daemon on SC32 #
IKE: End display of Cert Cache

IKE: Initialization of Cert Cache Complete

The numbers in this example correspond to the following information:

Shows the beginning of the display of the user certificates that are used to identify local
and remote endpoints.

A Shows that the certificate for the IKE Daemon on SC32 is being recognized for IKE
processing.
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At SCB33, investigate the contents of the IKE log, as shown in Example 8-43.

Example 8-43 The certificate caches for SC33

IKE: Initializing CA Cache

IKE: Begin display of CA Cache

IKE: End display of CA Cache

IKE: Initialization of CA Cache Complete

IKE:

IKE: Initializing Cert Cache

IKE: IKE CERTINFO : Unable to add certificate to cert cache :
Local Certificate Authority

IKE: Begin display of Cert Cache

IKE: Certificate cache contains certificate with label IKE Daemon on SC33 fl
IKE: End display of Cert Cache

IKE: Initialization of Cert Cache Complete

No private key My

At , the IKE daemon reveals that it has processed the certificate that identifies the IKE

Daemon on SC33 successfully.

Note: If SupportedCertAuth was coded in the IKE configuration file, the display of the CA
cache for IKE lists My Local Certificate Authority in the output shown in Example 8-42

and Example 8-43.

Issue a pasearch command to determine if the proper IPSec policy Key Exchange rule was

loaded:
pasearch -p TCPIPA -v k

Example 8-44 shows the output for this command.

Example 8-44 |IPSec policy Key Exchange rule on SC32

CS02 @ SC32:/u/cs02>pasearch -p TCPIPA -v k
TCP/IP pasearch CS Image Name: TCPIPA

Time Periods:

Day of Month Mask:

Date: 11/26/2008 Time: 15:45:59
IPSec Instance Id: 1227729562
policyRule: ALL_Traffic_Silver™s
Rule Type: KeyExchange
Version: 3 Status: Active
Weight: 101 ForLoadDist: False
Priority: 1 Sequence Actions: Don't Care
No. Policy Action: 1
IpSecType: policyKeyExchange
policyAction: ALL_Traffic_Silver
ActionType: KeyExchange
Action Sequence: 0

0000000000000000000000000000000

Month of Yr Mask: 000000000000

Day of Week Mask: 0000000 (Sunday - Saturday)
Start Date Time: None

End Date Time: None
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Fr TimeOfDay: 00:00 To TimeOfDay: 00:00

Fr TimeOfDay UTC: 00:00 To TimeOfDay UTC: 00:00
TimeZone: Local
IpSec Condition Summary: Negativelndicator: Off

KeyExchange Condition:
LocalSecurityEndPoint:

Location:

FromAddr: 10.1.1.50
ToAddr: 10.1.1.50
Identity:

x500dn:

CN=IKE Daemon on S$C32,0U=ITS0,C=US B
RemoteSecurityEndPoint:

Location:

FromAddr: 192.168.1.40 §
ToAddr: 192.168.1.40
Identity:

x500dn:

CN=IKE Daemon on SC33,0U=ITS0,C=US [
Policy created: Wed Nov 26 14:59:22 2008

When you examine the pasearch output, check that the IPSec policies accurately reflect the
intended environment as follows:

The local security endpoint address is correct.

A The Identity that was extracted from the certificate is accurately reflected, with commas
(not periods) between the individual RDNs.

Bl The remote security endpoint IP address is also correct.
W The identity that was extracted from the certificate of the remote partner is also accurately
reflected, again with commas and not periods in the x500dn string.
At SC32’'s OMVS shell, ping the TCPIPA stack from TCPIPE in order to establish a
connection across the VPN:
ping -p TCPIPE 10.1.1.50

Example 8-45 shows the output for this command.

Example 8-45 Bringing up a dynamic tunnel between TCPIPA and TCPIPE

€S02 @ SC33:/u/cs02>ping -p TCPIPE 10.1.1.50

CS: Pinging host 10.1.1.50

sendto(): EDC51111 Permission denied. (errno2=0x74420291)f
€S02 @ SC33:/u/cs02>ping -p TCPIPE 10.1.1.50

CS: Pinging host 10.1.1.50

Ping #1 response took 0.000 seconds. f

CS02 @ SC33:/u/cs02>
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Note that in Example 8-45, the first ping (fl) does not succeed.

Why the connection fails at the first ping command: Our IPSec policy was specified
with “OnDemand.” ICMP commands (such as ping), other RAW commands, and UDP

protocols, do not have retry logic. Therefore, the first ping activates the OnDemand tunnel,

making the tunnel ready for the second ping command, which succeeds. TCP flows do

have retry logic and thus bring up the tunnel so that the subsequent retry succeeds without

any error messages.

Other options for activating a dynamic VPN tunnel are manual, with a command, and

autoactivate, which initiates the tunnel when TCP/IP and IKE are initialized (and before a
user or program might need the tunnel available).

The second ping () does succeed, which indicates that we have established a connection
across the VPN. Therefore, we display the dynamic IKE tunnel from SC32:

ipsec -p TCPIPA -k display

Example 8-46 shows the output for this command.

Example 8-46 Display of the IKE connection between SC32 and SC33

CS02 @ SC32:/u/cs02>ipsec -p TCPIPA -k display

CS ipsec Stack Name: TCPIPA Wed Nov 26 16:04:03 2008

Primary: IKE tunnel Function: Display Format: Detail
Source:  IKED Scope: Current TotAvail: n/a
TunnellD: K1

KeyExchangeRuleName: A11_Traffic_Silver™s
KeyExchangeActionName: AT1_Traffic_Silver

LocalEndPoint: 10.1.1.50

LocalIDType: X500DN M

LocallID: CN=IKE Daemon on SC32,0U=ITS0,C=US
RemoteEndPoint: 192.168.1.40

RemoteIDType: X500DN ]

RemotelID: CN=IKE Daemon on SC33,0U=ITS0,C=US
ExchangeMode: Main

State: DONE

AuthenticationATgorithm: Hmac_Sha

EncryptionAlgorithm: DES

DiffieHellmanGroup: 1

AuthenticationMethod: RSASignature [l

InitiatorCookie: 0X4216D87988970651
ResponderCookie: 0X86E37765537CC6BC

Lifesize: 0K

CurrentByteCount: 312b

Lifetime: 480m

LifetimeRefresh:
LifetimeExpires:
Role:

AssociatedDynamicTunnels:

2008/11/26 21:52:16
2008/11/26 23:54:34
Responder §

1

R R Rk Rk R ok R R Rk R Rk Rk Rk R R R R R R R R R R R R Rk R R R R R R R R R Rk Rk Rk kR
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Example 8-46 shows several important pieces of information:

K1 is the identifier for the IKE tunnel.

A The local idtype in use for RSA authentication is the x500dn field.

The remote idtype in use for RSA authentication is also the x500dn field.

[ The authentication method is RSA signature.
B The SC33 side of the IKE tunnel initiated the tunnel. SC32 is the Responder.

We display the dynamic tunnel over which the ping flowed:

ipsec -p TCPIPA -y display

Example 8-47 shows the output for this command.

Example 8-47 Display the underlying dynamic tunnel between SC32 and SC33

CS02 @ SC32:/u/cs02>ipsec -p TCPIPA -y display
CS ipsec Stack Name: TCPIPA Wed Nov 26 16:08:57 2008

Primary: Dynamic tunnel

Source:  Stack
TunnellID:
ParentIKETunnelID:
VpnActionName:
LocalDynVpnRule:
State:

HowToEncap:
LocalEndPoint:
RemoteEndPoint:
LocalAddressBase:
LocalAddressPrefix:
LocalAddressRange:
RemoteAddressBase:

RemoteAddressPrefix:

RemoteAddressRange:

HowToAuth:
AuthAlgorithm:
AuthInboundSpi:
AuthOQutboundSpi:

HowToEncrypt:
EncryptInboundSpi:

EncryptOutboundSpi:

Protocol:

Function: Display Format: Detail
Scope: Current TotAvail: 1

Y2
K1 2]
IPSec_ Silver
n/a

Active
Transport
10.1.1.50
192.168.1.40
10.1.1.50
n/a

n/a
192.168.1.40
n/a

n/a

Esp [
Hmac_Sha
2220892370
3457099492
DES B
2220892370
3457099492
ALL(0) 3

Khkkhkkhhkkhhrhhhhhhhhhkhhhhhkhhhhhkhhhhhkhkhhhhhkhhhkhhhhhhdhhhhhdrhkhddkidxxx

Example 8-47 shows multiple important pieces of information:

Y2 is the identifier for the dynamic tunnel that carried the ping command.

A K1 is the IKE tunnel over which was negotiated the phase 2 security association.

Transport mode is in use for the host-to-host connection.

[ Encapsulating Security Protocol (ESP) is in use, because we are authenticating and

encrypting the data.

B The data on this IPSec connection is subject to DES encryption.
@ All protocols (TCP, UDP, ICMP, and so on) are supported.
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Next, check the log at SC33 to determine whether you have IKED and TRMD messages
relating to the Permission denied message and then the successful ping response. From the
OMVS shell, move to /tmp/sys1og and browse syslog.1og to view messages similar to those
shown in Example 8-48.

Example 8-48 IKEDD and TRMD messages for SC33
IKEDD f} IKE: IKE CERTINFO : Matched certificate with label IKE Daemon on SC33

IKEDD E IKE: Message instance 1: EZD1047I IKE phase 1 security association 1
created from 192.168.1.40 to 10.1.1.50 Mode : Main HowToAuthPeers : RsaSignature
HowToEncrypt : DES HowToAuthMsgs : SHAL DHGroup : Groupl Lifetime : 28800 Lifesize
: NONE Remote IKE Port: 500

IKEDD IKE: Message instance 2: EZD1016I Phase 2 security association 2 created
- Locallp : 192.168.1.40 RemotelIp: 10.1.1.50 LocalDataPort : ALL RemoteDataPort :
ALL Protocol : ALL(0) HowToEncap : TRANSPORT HowToEncrypt : DES CBC_8 HowTwToAuth
: HMAC _SHA ( ESP ) RefreshLifetime : 14400 RefreshLifesize : NONE VpnLiife : 86400
PFS : NONE

TRMDE331 ]  TRMD.TCPIPE[262378]: EZD0818I Tunnel added: 11/26/2008 20:54:34.89
vpnaction= IPSec_ Silver tunnelID= Y2 AHSPI= 0 ESPSPI= 3457099492

TRMDE331E TRMD.TCPIPE[262378]: EZD0814I Packet permitted: 11/26/2008
20:54:34.89 filter rule= A1l Traffic_Silver™6 ext= 1 sipaddr= 192.168.1.40
dipaddr= 10.1.1.50 proto= udp(17) sport= 500 dport= 500 -= Interface= 10.1.2.45
(0) secclass= 255 dest= Tocal Ten= 80 dest= Tocal len= 80 vpnaction= N/A tunnellD=
N/A ifcname= 0SA20AOL fragment= N

Notice, in our case of using OnDemand tunnel activation, there are no permission denied
messages in the log because IPSec did not block the request. As we explained earlier, the
first ping request was unsuccessful because a tunnel was not yet active.

8.6.6 Diagnosing IKE with RSA signature mode

The two most relevant resources for diagnosing problems in an IKE implementation are:

» z/OS Communications Server: IP Diagnosis Guide, GC31-8782
» z/OS Communications Server: IP System Administrator's Commands, SC31-8781

The information in these two resources describe tests for verifying both manual IPSec
environments and dynamic IPSec environments. For example, z/OS Communications Server:
IP Configuration Guide, SC31-8775 contains the following sections:

Overview of diagnosing IP security problems
Steps for diagnosing IP security problems
Steps for verifying IP security operation
Tools for diagnosing IP security problems

vVvyyy

z/0OS Communications Server: IP System Administrator's Commands, SC31-8781 contains
the syntax for the ipsec command. If you are in the UNIX environment and do not recall the
syntax, simply issue the following from the OMVS shell environment to see the syntax
options:

ipsec -7
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You will also be making use of the netstat command variations, and of pasearch to diagnose
problems. Be sure to understand how to issue the racdcert 1ist commands as well. Here is
the list of the other relevant commands:

netstat
pasearch
racdcert

You will find that the syslog daemon processes are extremely important in diagnosing
problems that might occur. The most important messages for diagnosing problems are:

» |IKE daemon messages
» TRMD messages
» PAGENT messages

Your syslog daemon implementation can place the pertinent messages in separate logs or in
one large log. However, many of the messages that you might need for advanced diagnosis
are only available if you raise the logging levels.

Note: Allow your initial logging levels to default when you configure the files with IBM
Configuration Assistant. After you upload the various files to the mainframe, and if you
discover that NSS is not working as expected, then you can manually edit the PAGENT,
IKED, and NSSD configuration files and any of the policy files to raise the logging levels
temporarily.

Reset the logging levels to a lower value after you have diagnosed and remedied the
problems.

8.7 Additional information
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Refer to ZZ0S Communications Server: IP Configuration Guide, SC31-8775, for additional
information regarding IPSec configuration.

Refer to zZOS Communications Server: IP Programmer’s Guide and Reference, SC31-8787,
for additional information about authorization.
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Network Security Services for

IPSec Clients

In this chapter,