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Preface

One of a firm’s most valuable resources is its data: client lists, accounting data, employee
information, and so on. This critical data must be securely managed and controlled, and
simultaneously made available to those users authorized to see it.

The IBM® z/VSE® system features extensive capabilities to simultaneously share the firm’s
data among multiple users and protect them. Threats to this data come from various sources.
Insider threats and malicious hackers are not only difficult to detect and prevent, they might
be using resources with the business being unaware.

This IBM Redbooks® publication was written to assist z/VSE support and security personnel
in providing the enterprise with a safe, secure and manageable environment.

This book provides an overview of the security that is provided by z/VSE and the processes
for the implementation and configuration of z/VSE security components, Basic Security
Manager (BSM), IBM CICS® security, TCP/IP security, single sign-on using LDAP, and
connector security.
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Summary of changes

This section describes the technical changes that were made in this edition of the book and in
previous editions. This edition can also include minor corrections and editorial changes that
are not identified.

Summary of Changes

for SG24-7691-03

for Security on IBM z/VSE

as created or updated on June 14, 2018.

June 2018, Fourth Edition

This revision reflects the addition, deletion, or modification of new and changed information
described here.

New and changed information

Explaining crypto setup on z14

Added the BSM batch resource administration (DTSECTAB dialog) in z/VSE 6.2
Added the BSM AUDITOR attribute

Extended the LDAP sign-on support with the z/VSE 6.2 extensions

CICS web support with OpenSSL in z/VSE 6.2

Connector security with DBCLI in z/VSE 5.1 and with updates in z/VSE 6.1

vVvyyvyvyYyvyy

November 2011, Third Edition

This revision reflects the addition, deletion, or modification of new and changed information
described here.

New and changed information

This edition adds information about security enhancements in z/VSE V4R3 and setup
information for SSL and Keyman/VSE.

October 2009, Second Edition

This revision reflects the addition, deletion, or modification of new and changed information
described below.

New information

» Added information about PGP privacy in 4.6, “Software-based encryption with Encryption
Facility for z/VSE V1R2”

Changed information

» Chapter 4, “Cryptography on z/VSE” on page 93 is reworked.
» Typographical errors are fixed.
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z/VSE and security

In this chapter, we describe the security aspects of z/VSE facilities and introduce how z/VSE
can share data among multiple users and protect them. We also describe online security and
batch security on z/VSE and how the z/VSE Basic Security Manager (BSM) supports them.

z/VSE is designed to provide robust, cost-effective solutions for clients with a wide range of
processor capacity requirements. In particular, clients with lower processor capacity
requirements value the relatively small cost of operation and administration.

As with all IBM Z® mainframe operating systems, z/VSE can run as a single operating system
or share the mainframe with others by using the LPAR capabilities of IBM System z®. z/VSE
can also run as a guest on the IBM z/VM® system to use a customized environment that
might contain emulated hardware features that are not necessarily installed on that particular
model of the server.

The Transmission Control Protocol/Internet Protocol (TCP/IP)! in z/VSE allows
interconnection to other platforms. With TCP/IP, z/VSE became accessible through the
internet. Special security functions are provided to make those connections secure.

TCP/IP enables z/VSE to support single sign-on with Lightweight Directory Access Protocol
(LDAP) and secured integration in a multiplatform environment that uses z/VSE connectors.

z/VSE supports the System z cryptographic solutions. They are used within the connection
security and within the tape encryption.
This chapter includes the following topics:

» 1.1, “Introducing the z/VSE parts” on page 2
» 1.2, “z/VSE security features” on page 5

' TCP/IP information in this book is based on TCP/IP for VSE/ESA distributed by IBM, program number 5686-A04.
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1.1 Introducing the z/VSE parts

z/VSE is designed to use selected features of IBM Z hardware. Many products and functions
refer to the term VSE or continue to use VSE/ESA in their names. We use the term z/VSE to
refer to the latest version of VSE.

1.1.1 Using z/VSE

Most of the z/VSE clients use this operating system for batch and online processing. Batch
processing means that you start a job that consists of one or more tasks and runs in the
background without further interaction necessary. When it finishes, you receive the result
(which can be, for example, jobs for payroll, print accounting lists, and backups of databases
for a company).

By contrast, online processing means that you engage in a dialog with the machine.
Thousands of other interactive users might be working with this particular machine at the
same time as you; for example, employees of the courier company that is processing delivery
orders and updating track and tracing information.

In principle, all online applications do the same thing: they start and run transactions. On
z/VSE, these transactions are processed by the IBM CICS Transaction Server for VSE2,
CICS is a component of z/VSE that is heavily used by the z/VSE clients.

z/VSE includes the following major features:

z/VSE Central Functions
TCP/IP

ACF/IBM VTAM®

CICS

vVvyyy

The z/VSE Central Functions include basic system control functions and the following
components:

VSE/IBM POWER® Priority Output Writers, Execution Processors, and Input Readers
Interactive Computing and Control Facility (ICCF)

Interactive Interface

Connectors

Data access methods

v

vyvyyy

Next, we describe the following z/VSE Central Functions and parts:
» 2z/VSE Central Functions

This component is the base component of z/VSE. Central Functions provides basic
system control for a z/VSE system through the supervisor. Basic system control includes
storage management and input/output handling for the hardware that is attached to the
machine. Central Functions also contains various programs and functions, such as the
central security services and the job control language (JCL).

The process works as follows: A job or a job stream consists of JCL statements or
commands that define a task to z/VSE and specify its requirements, such as loading a
program (referred to as a phase in zZ/VVSE), or assigning input/output devices to symbolic
names. The z/VSE dialogs enable you to easily create the job streams for many required
tasks, or to provide job stream skeletons for further completion.

2 Normally, we use the term CICS for CICS Transaction Server. If necessary, we also use the term CICS TS to
differentiate between CICS/VSE and CICS Transaction Server.
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VSE/POWER Priority Output Writers, Execution Processors, and Input Readers
This system is the spooling system of z/VSE, and it performs the following functions:

— Reads jobs from various input devices, including a Remote Job Entry (RJE)
workstation, and stores them in the input queue.

— Starts jobs from the input queue in one of the partitions that it controls.

— Stores output from various jobs in one of the output queues (LIST, PUNCH, or XMIT) or
on tape and, if required, controls the writing of it on a printer.

— On request, it transfers spooled output to a subsystem in another partition. The
subsystem then can print, display, or punch this output.

— Maintains a transmit queue for jobs or output to be transmitted to another node.

To manage the batch queues and the VSE/POWER networking facilities, you can use
VSE/POWER commands or dialogs. VSE/POWER controls the access to the queue files.

z/VSE Interactive Computing and Control Facility (ICCF)

ICCF is the interactive tool for system administration and for program development. You
enter source code and data, edit this information, and save it in an ICCF library. You can
also create jobs and submit them for processing in a batch partition, or in an ICCF
interactive partition. ICCF supports system control and functions, such as dialog
processing.

z/VSE Interactive Interface

This interface is an extension of the ICCF dialog functions for system administration. It
also is an implementation of a CICS Transaction Server (CICS TS) application. The
Interactive Interface’s dialogs also include ICCF dialogs. It is the central place to define
user IDs in z/VSE and protect CICS resources, such as CICS files.

z/VVSE connectors

To enhance interoperability of z/VSE with other systems, new functions that are based on
client/server technology were implemented in recent releases of z/VSE. They are known
as the z/VSE connectors.

Currently, zZ/VSE provides the following connectors:

— VSAM redirector connector
z/VVSE script connector

IBM DB2®-based connector
LDAP connector
Java-based connector

The Java-based connector enables you to integrate your z/VSE system into an e-business
world. You can have real-time access to z/VSE resources from remote platforms. The
z/V'SE connector consists of the following parts:

— z/VSE Connector Client

This client runs on a middle tier between the user (for example, a web browser) and
z/VSE. It provides a z/VSE JavaBeans class library, online documentation, and
programming reference. It also includes many samples, including Java source code for
writing web applications, such as applets, servlets, and Enterprise JavaBeans (EJBs).
The z/VSE Connector Client is part of the z/VSE connector component, and is
available for download from the z/VSE home page.

Chapter 1. z/VSE and security 3



— z/VSE Connector Server

The server runs on z/VSE and implements native access methods to z/VSE data and
VSE/POWER, which allows you to submit jobs and access the z/VSE operator
console. The z/VSE Connector Server accepts secure connections from the z/VSE
Connector Client. This feature enhances the security between the middle tier and
z/VSE.

z/VSE can be connected to other platforms through CICS Web Support (CWS). CWS
allows a user to have direct access to CICS TS applications from a web browser without
the use of a middle tier.

z/VSE can also act as a client, which means that you can access data, such as databases
or flat files on other systems from your z/VSE programs.

1.1.2 How z/VSE stores data

z/VSE stores data in the following files, z/VSE libraries, and ICCF libraries:
» z/VSE files:
— Basic Access Method (BAM) files

When you define a z/VSE BAM file, you must know exactly where and on which disk
your file should be allocated. You store this information in a label area to make it
available when you work with this file later on.

— Virtual Storage Access Method (VSAM) files

First, you must define a VSAM space with a detailed location specification and store it
in a so-called VSAM catalog. Then, you can define one or more VSAM files in this
catalog. VSAM allocates storage for these files in the VSAM space and provides the
access methods. It also ensures input/output processing and enables programmers to
more easily use VSAM files rather than BAM files.

» Zz/VSE libraries

z/VSE libraries can be defined in a VSAM space or as a BAM file on disk, but they have
their own access method to support the following tree structure:

— The library at the top level.
— Sublibraries at the next level.

— Members at the bottom level, which contains data, such as programs, procedures, and
text.

» ICCF libraries

ICCF uses a different concept. The ICCF data and the ICCF user IDs are stored in one
file, called the DTSFILE. The DTSFILE is allocated similar to a BAM file. It contains the
ICCF libraries, which are identified by numbers, not by names.

The ICCF libraries consist of members. The contents of a member can be any text, a job
skeleton to administer your system, source code of a program to be compiled, or another
batch job to catalog a member in a z/VSE sublibrary.

For all these ways to store data, z/VSE provides functions to ensure that this data is secure.
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1.2 z/VSE security features

The security features of today’s version of z/VSE are a result of technical innovations and
client requirements. Depending on a particular company’s security policy, only a subset of the
features might be necessary. The current version of z/VSE includes the following features:

Online security

Batch security

Basic Security Manager (BSM)
Single sign-on support with LDAP
System z cryptography

CICS Web Support (CWS)
Connector security

TCP/IP security

Security for FTP

OpenSSL

Intrusion detection

Policy compliance

YVYVYYYVYVYVYVYVYVYYVYY

These features are described next.

1.2.1 Online security

Historically, z/VSE was heavily used for online processing. Therefore, the central subsystem
on z/VSE is a transaction management system. The most widely used transaction
management system on z/VSE is Customer Information Control System (CICS). ltis a
general-purpose online transaction processing (OLTP) server for mission-critical applications.
CICS manages the sharing of resources, the integrity of data, and prioritization of execution,
with fast response. CICS authorizes users, allocates resources (real storage and cycles), and
passes on database requests by the application to the appropriate database manager (such
as DB2)3. CICS acts similar to and performs many of the same functions as, the z/VSE
operating system. Also, as with the z/VSE operating system, CICS uses a security manager
(such as BSM) to make its security decisions.

The online security might be sufficient if you use only online processing. When the computers
become more connected over a widespread network, such as an intranet or the internet,
protecting the new paths to enter the system and all accessible resources is a requirement.
z/VSE achieves this requirement by using batch security.

1.2.2 Batch security

Today, batch jobs can be sent to z/VSE systems in many ways; for example, through NJE
from a z/VM system, through TCP/IP FTP, or through z/VSE connectors. If a job is running on
a z/VSE system, it can access all unprotected resources, including data files and system
libraries. To control access to these resources, you must apply batch security.

Batch security performs the following functions:

» It allows the assignment of a user and authorizations to a batch job. To do so, you specify
the user ID and password at the VSE/POWER JOB statement or the JCL ID statement. If
you are an online user and submit a batch job, the new job inherits the user ID and
authorization from your online session.

3 In this publication, we do not describe all CICS security functions. For more information about such functions, see
CICS Transaction Server for VSE/ESA Security Guide, SC33-1942.
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» It provides access control to z/VSE files, z/VSE libraries, sublibraries, and members when
they are accessed from batch jobs.

1.2.3 Basic Security Manager

6

The Basic Security Manager (BSM) provides basic security support that includes user
verification, resource authorization, and logging capabilities. It can be customized after the
initial installation of z/VSE.

BSM controls access to and protects resources in an online (CICS) environment and in a
batch environment. For a software access control mechanism to work effectively, it must first
identify the person who is trying to gain access to the system, and then verify that the user is
really that person.

Even with BSM, you are responsible for protecting the system resources, such as CICS
resources, z/VSE files, and z/VSE libraries that can be accessed out of CICS or from a batch
job. You are also responsible for issuing the authorities by which those resources are made
available to users. The BSM stores your security assignments as profiles in its repositories.
BSM then refers to the information in the profiles to decide whether a user is permitted to
access a system resource.

The ability to log information, such as attempted accesses to a resource, and to generate
reports that contain that information can prove useful to a resource owner. It also is important
to a smoothly functioning security system.

Because BSM can identify and verify a user ID and recognize which resources the user can
access, BSM can record the events where user-resource interaction were attempted. This
function records actual access activities or variances from the expected use of the system.

BSM includes several logging and reporting functions that allow a resource owner to identify
users who attempt to access the resource. In addition, you or your auditor can use these
functions to log all detected successful and unsuccessful attempts to access the BSM
repositories and BSM-protected resources. Logging all access attempts allows you to detect
possible security exposures or threats. The following logging and reporting functions are
available:

» Logging
BSM writes audit records in a file for detected, unauthorized attempts to enter the system.
Optionally, BSM can also write records for authorized attempts or detected, unauthorized

attempts to:

— Access BSM-protected resources®

— Issue BSM commands
— Modify profiles on the BSM repositories

BSM uses the Data Management Facility (DMF) of CICS to write its audit records.

» Sending messages
BSM can send messages to the console for detected, unauthorized attempts to enter the
system and for detected, unauthorized attempts to access BSM-protected resources.

For more information about BSM, see Chapter 2, “z/VSE Basic Security Manager” on
page 11.

4 For z/VSE files and libraries that are defined in the BSM repository DTSECTAB, you can also use the Access
Control Logging and Reporting (ACLR) licensed program.
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1.2.4 Single sign-on and LDAP

Today, people and businesses rely on networked computer systems to support distributed
applications. These distributed applications might interact with computers on the same local
area network, within a corporate intranet, within an extranet that links partners and suppliers,
or anywhere on the internet.

To improve functionality and ease-of-use and to enable cost-effective administration of
distributed applications, information about the services, resources, users, and other objects
accessible from the applications must be organized in a clear and consistent manner. Much of
this information can be shared among many applications, but it must also be protected to
prevent unauthorized modification or the disclosure of private information.

Information that describes the various users, applications, files, printers, and other resources
that are accessible from a network is often collected into a special database that is
sometimes called a directory. As the number of networks and applications grows, the number
of specialized directories of information also grows, which results in islands of information that
are difficult to share and manage. If all of this information could be maintained and accessed
in a consistent and controlled manner, it would provide a focal point for integrating a
distributed environment into a consistent and seamless system.

The Lightweight Directory Access Protocol (LDAP) is an open industry standard that evolved
to meet these needs. LDAP defines a standard method for accessing and updating
information in a directory. LDAP gained wide acceptance as the directory access method of
the internet and is also becoming strategic within corporate intranets.

It is being supported by a growing number of software vendors and incorporated into a
growing number of applications. For example, application middle ware, such as the IBM
WebSphere® Application Server or the IBM HTTP server, Linux APACHE Webserver, and
support LDAP functionality as a base feature.

As one part of a client environment, z/VSE supports the single sign-on. For more information,
see Chapter 3, “LDAP sign-on support” on page 65.

1.2.5 System z cryptographic solution

System z is well-equipped to address modern cryptographic security needs. Since early in
the 1990s, the hardware included a cryptographic processor. All the System z operating
systems (IBM z/OS® system, Linux on System z, z/VM, and z/VSE) provide software to
implement the necessary security-related solutions. Today, the mainframe offers everything
that you need for an effective cryptographic solution in your environment.

The z/VSE operating system supports cryptographic processing to support Secure Sockets
Layer (SSL) for its TCP/IP-based processes. If cryptographic accelerator hardware is
available, z/VSE can use it automatically, including CPACF, and Crypto Express cards up to
the Crypto Express 6S. If no cryptographic hardware is available, z/VSE performs the
necessary cryptographic functions in software, as far as possible.

Encryption Facility (EF) for z/VSE gives you another encryption option and complements
z/VVSE support for the encrypting tape drives IBM TS1120 and TS1130. TS1120 and TS1130
are the preferred solution for high-volume backup and archive applications. EF for z/VSE is
designed to allow secure exchange of encrypted data with other locations within your
company, and with Business Partners, suppliers, and clients.
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1.2.6 CICS Web Support

CICS Web Support (CWS) is a set of services that enables direct connection from a web
browser to CICS Transaction Server for VSE/ESA. CWS enables access from internet to
CICS application programs and transactions. This access requires special attention to
security aspects.

The following key security components are available:

» Secure Sockets Layer (SSL)
» Server authentication
» Client authentication

For more information about CWS, see Chapter 6, “CICS Web Support security” on page 221.

1.2.7 Connector security

The z/VSE e-business connectors support the Application Framework for e-business, and
provide you with the resources to extend your core applications to e-business applications. By
doing so, you can protect and use existing core-application investments.

Core applications, mainly CICS, COBOL, VSAM programs, run on the z/VSE host, are critical
to the company’s operations. They are expected to remain in production for many years to
come and often represent an enormous investment of past resources.

E-business applications are typically based on common standards, such as TCP/IP, HTML,
XML, Secure Sockets Layer (SSL), and Secure Electronic Transaction (SET). They include
the server and client code that is written in Java, access relational data locally or remotely,
and interface with users through a standard web browser.

For more information about z/VSE connectors, see Chapter 7, “Connector security” on
page 251.

1.2.8 TCP/IP security

TCP/IP for VSE/ESA (the native TCP/IP solution for z/VSE) is preinstalled in the z/VSE (or
VSE/ESA) base. It is available as an optional-priced IBM program with IBM product number
5686-A04, and can be activated by an activation key. IBM licensed this program from
Connectivity Systems Incorporated.

TCP/IP opened z/VSE communication paths to virtually every other computer platform. With
this new openness, new security concerns might arise.

Although TCP/IP for VSE/ESA is not a security product, it does provide numerous functions
that secure system resources.

For more information about TCP/IP and security, see Chapter 8, “TCP/IP security” on
page 283.

1.2.9 Secure FTP

If you transfer files over the internet, you normally use the File Transfer Protocol (FTP). The
only security that is provided is the optional use of a user ID and a password during the
initialization of the FTP connection.
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With the Secure FTP for VSE feature of TCP/IP for VSE/ESA, FTP on z/VSE supports user
authentication, confidentiality, and data integrity by using digitally signed certificates, data
encryption, and secure hash functions.

For more information about FTP and security, see Chapter 10, “Secure File Transfer Protocol”
on page 319.

1.2.10 Intrusion detection

One element of z/VSE intrusion detection capabilities is that if a sign-on is denied, the event
is tracked. When a maximum of sign-on failures is reached, sign-on to the user ID is disabled,
and the terminal session is ended.

Logging is supported on z/VSE. Logon attempts and access attempts to z/VSE resources can
be detected and recorded. By using the recorded information, you can identify attempts to log
on with a user ID by using invalid passwords or unauthorized access attempts to z/VSE
resources.

1.2.11 Compliance to policy

A z/VSE system is secured by using security features of the System z hardware, maintaining
compliance to security policy within operating practices, and by using the functions of the
installed security manager.

The Basic Security Manager provides basic security support and is part of z/VSE.

As an alternative to the use of the BSM, z/VSE allows you to use an external security
manager (ESM). This feature often is a priced product from an independent software vendor
(ISV) and must be installed separately.

An ESM is for users who require more functionality and flexibility in their security
implementation than the BSM can provide. For example, the BSM does not support CICS
field-level security and CICS command security. If you need these functions, an ESM might
be a solution.
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z/VVSE Basic Security Manager

The Basic Security Manager (BSM) was introduced with VSE/ESA V2R4 in response to the
security requirements of CICS Transaction Server (CICS TS), which replaced the old
CICS/VSE.

Currently, the BSM supports the following central areas:

Online (signon) security
Batch security

CICS transaction security
CICS resource security

vyvyyy

The BSM of z/VSE V6R2 contains all functions of the previous BSM releases with improved
security support. The following security support was added since initial introduction:

Protecting WebSphere MQ for z/VSE V3 resources using IBM MQ resource classes
SMF logging and reporting for DTSECTAB resources

Protecting selected operands of JCL statements

Easier administration of users and BSM groups using the enhanced dialogs

Easier administration of DTSECTAB resources with dialog support

Help on BSM profile administration by way of BSM Cross Reference reports

vVvyYvyvYyYyvyy

This chapter includes the following topics:

2.1, “BSM concept” on page 12

2.2, “Installing and customizing BSM” on page 16
2.3, “BSM administration” on page 17

2.4, “BSM auditing” on page 50

2.5, “BSM backups” on page 60

vVvyyvyVvyy
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2.1 BSM concept

The BSM was built to provide basic security functions. If a client needs more functionality,

they can use an external security manager (ESM) from an independent software vendor (ISV)
instead of the BSM.

BSM and ESM must support the RACROUTE requests of the System Authorization Facility,
which is described next.

2.1.1 System Authorization Facility

CICS TS was introduced with VSE/ESA V2R4. This CICS no longer contains internal security
functions. Instead, it issues RACROUTE calls to a security manager.

RACROUTE is the macro interface to the centralized security component, the System
Authorization Facility (SAF) router. When started, the SAF router first calls an optional
installation exit routine and then, the BSM or an external security manager from an
independent software vendor (ISV), if one is installed and active on the system.

Figure 2-1 shows the processing of a RACROUTE request, when issued from a resource
manager. Examples of such resource managers include CICS TS, TCP/IP with security exit
BSSTISX, DITTO, and the connectors of z/VSE. The SAF and the security manager are
running in the partition of the resource manager.

VSE SAF Router SAF Router Exit
ICHSFRO00

A

Resource Manager ICHRTX00

CICS, TCP/IP(BSSTISX),
DITTO, CONNECTOR, ...

RACROUTE REQUEST=

Security Manager

’ BSM/ESM

Figure 2-1 Processing a RACROUTE request

The SAF that is provided with z/VSE was ported from OS/390. Although z/VSE and OS/390
are based on the same IBM S/390® platform, differences exist. For more information, see
z/VSE Planning, SC34-2681.
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2.1.2 Security files

z/VSE includes several files that contain security information; for example, crypto key files,
mapping files for certificates or LDAP user IDs, and files with user profiles and resource

profiles.

Figure 2-2 shows the relation of the online and batch security to those files that are handled

by BSM and ICCF.

z/VSE

CICS TS Online

ICCF Security
Security

Batch
Security

="

VSE.CONTROL.FILE

(VSECNTL)

BSM Used Files

VSE.BSTCNTL.FILE

DTS ECTAB

(BSTCNTL)

Figure 2-2 Online and batch security that is related to security files of BSM and ICCF

The BSM uses the following files to store its security information about user profiles and

resource profiles:

» VSE control file VSE.CONTROL.FILE (IESCNTL)

This file existed when VSE/ESA V2R4 introduced the BSM. With the BSM, it became the
central repository for the user IDs (user profiles).

» BSM control file VSE.BSTCNTL.FILE (BSTCNTL)

With z/VSE V3R1M1, the BSM was enhanced to support more types of resources, which
are called resource classes. The profiles of these resource classes are stored in a new
KSDS VSAM file, which is the BSM control file.

The resources that can be defined in the BSM control file are listed in Table 2-1 on
page 14. Most of these resources are CICS-owned resources.
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Table 2-1 Resources defined in BSM control file

Resource Resource Class Parameter in DFHSIT®
CICS transactions TCICSTRN XTRAN= YES
CICS application programs MCICSPPT XPPT=NO
CICS files FCICSFCT XFCT=NO
CICS journals JCICSJCT XJCT=NO
CICS temporary storage queues SCICSTST XTST=NO
CICS transient data queues DCICISDCT XDCT=NO
CICS started transactions and some ACICSPCT XPCT=NO
EXEC CICS commands

Applications like VTAM applications APPL -
Miscellaneous resources FACILITY -

WebSphere MQ administration-type MQADMIN -

functions

WebSphere MQ commands MQCMDS -

WebSphere MQ connections MQCONN -

WebSphere MQ namelists MQNLIST -

WebSphere MQ queues MQQUEUE -

WebSphere MQ mixed case topic MXTOPIC -

Surrogate user IDs SURROGAT XUSER=NO

a. The parameters show the default setting.

To protect a CICS-owned resource, complete the following steps:

a.
b.
C.

Define the resource through a profile of the related resource class in BSM.
Specify SEC=YES in your DFHSIT to activate security in CICS.
Set the appropriate parameter for the resource class in your DFHSIT to YES. For

example, set XFCT=YES to protect the files that are defined in BSM resource class

FCICSFCT.

d. Define in your transaction definition whether resource security checking is to be used
for the resources that are accessed by your transaction.

Note: Within your transaction definition, RESSEC=NO indicates that all resources are
available to any user who can use this transaction. RESSEC=YES indicates that a security
manager, such as BSM, is used for resource security checking.

If you activated the security checking for a resource class in CICS, all resources of this
resource class must be defined to BSM. You can use one profile for each resource of
this class or generic profiles for several resources. For more information about BSM
profiles, see z/VSE Administration, SC34-2692.
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For more information about CICS security, including BSM examples, see CICS
Transaction Server for VSE/ESA Security Guide, SC33-1942. For information about
WebSphere MQ security, see WebSphere MQ for z/VSE System Management Guide,
GC34-6981.

IBM provides resource profiles in the BSM control file for CICS transactions' and other
resources that are part of z/VSE. In addition to the resource profiles, the BSM control file
contains the system-wide security settings.

» DTSECTAB table

As with the VSE control file, the DTSECTAB table and its checking logic were established
long before the BSM was introduced. It is used for the security definitions of z/VSE files,
libraries, sublibraries, and members. The name of the table is the same as the name of the
macro that is used to define security entries in the table.

The ICCF DTSFILE is a file that contains user ID information and resource information. The
types of information are restricted to ICCF only. It is not used by BSM but ICCF uses user
information from BSM.

2.1.3 Security server partition

The security server was established to control the access to the VSE control file and the BSM
control file when RACROUTE requests are processed by the BSM. Today, it also contains
functions to support the cryptography features of System z and the BSM logging with DMF.

The security server runs, by default, in the FB partition and is always active. It includes the job
name SECSERYV. Because of DMF, this server requires an environment that is similar to z/OS
with specific control blocks. Therefore, the option OS390 is specified in this job.

The security server provides a set of commands to control its operation and display server
status information. These commands can be entered from the system console as shown in
the following example:

MSG xx,DATA=command

Where xx indicates the selected server partition (default FB). To obtain a list of possible
commands, enter any of the following commands:

» HELP
> ?

» blank

For more information, see z/VSE Operation, SC33-8309 and z/VSE Administration,
SC34-2692.

2.1.4 BSM processing

Resource managers, such as CICS, TCP/IP, or connectors, issue RACROUTE requests.
BSM receives those requests from SAF. Depending on the request, the BSM searches in its
security files for the required information and returns the result. The resource manager uses
this result, for example, to decide whether a user can access a specific resource.

For compatibility reasons, the authorization checks of DTSECTAB resources with the old
SECHECK macro interface are still available and used.

1 The first versions of BSM stored CICS transaction profiles in the DTSECTXN table. This table was replaced by the
BSM control file in z/VSE V3R1M1. For more information about DTSECTXN and migration, see z/VSE
Administration, SC34-2692.
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2.1.5 Common startup for BSM and ESM

During IPL, z/VSE gets the information about whether the BSM or an ESM should be started.
If you want to use an ESM, you must specify the name of the ESM initialization routine in the
IPL SYS command, as shown in the following example:

SYS ESM=CAKSESM

During BGINIT processing, the common security initialization routine BSSINIT starts the ESM
initialization routine. If no ESM initialization routine is specified or the specified routine does
not exist, BSM initialization is started.

The BSM initialization routine starts the security server partition and waits until the security
server partition is ready for work. If an ESM requires a security server partition, BSSINIT
starts the security server partition and waits until the ESM is ready on the security server
partition.

The security server is started in partition FB by default. If you want to use a different partition,
use the following IPL command:
SYS SERVPART=

If you use batch security (SYS SEC=YES) with an ESM, the DTSECTAB processing is active
until the ESM is ready for work.

2.2 Installing and customizing BSM

16

BSM is part of z/VSE. It is ready for customization after initial installation.

The BSM is always activated during start, independent of setting SEC=YES or SEC=NO in
the IPL SYS command. This configuration is used to provide online security; that is, sign-on
security (signing on through the Interactive Interface or the CICS Transaction Server), and
CICS transaction security.

Note: For this support, the DFHSIT must include SEC=YES, which is the default. If you
reset it to SEC=NO, no CICS security can be used, including sign-on security.

During initial installation, you are asked whether you want to run your system with security on.
If you respond with YES (as suggested), the IPL SYS command is set with
SEC=(YES,NOTAPE), which, in addition to online security, provides batch security and
access control for resources defined in DTSECTAB. This DTSECTAB is the default
DTSECTAB, which contains entries for the resources that are provided by IBM. If you want to
customize the DTSECTAB later, use the member DTSECTRC in ICCF library 59.

Other security settings can be changed by using BSTADMIN commands, which is described
next.
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2.3 BSM administration

To administer security, you must review the entire system. Focusing on one part of the system
while ignoring other parts does not help.

Another consideration is the cost of security. Security is not free. At the very least, it requires
system resources. You must find the right balance between the value of what you protect and
the degree of protection with its costs. Remember this fact when you start to administer all the
components of your security system.

The BSM administration includes the following components:

v

Security system settings
User definition

Group definition
Resource profile definition

vYyy

These components are described next.

For more information about the logging and reporting function, see 2.4, “BSM auditing” on
page 50.

2.3.1 Security system settings

The security system settings are seldom changed. Changes might be required for the
following reasons:

» As a result of a security audit

When the security policies are changed

When resources of an inactive resource class must be protected
When the size of the security data space must be adjusted

vvyy

We suggest that you control the status of your security system before you start changing your
security settings.

Getting the status of the security system

With the console command SIR, you can see which security manager was selected and the
status of this security manager.

Example 2-1 shows that the BSM was started, and that online security and batch security are
active.

Example 2-1 Security status from the SIR command

sir

AR 0015 IPL-PROC = $IPLESA JCL-PROC = $$JCL

AR 0015 SUPVR = $$A$SUPI TURBO-DISPATCHER (66) ACTIVE
AR 0015 HARDWARE COMPRESSION ENABLED
AR 0015 SEC. MGR. = BASIC SECURITY = ONLINE and BATCH
AR 0015 VIRTCPU = 0000:06:19.623 CP = 0000:00:35.465

AR 0015 CPU-ADDR.

0000(IPL)  ACTIVE
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The BSM controls various settings of security options. With the BSM administration program
BSTADMIN, you can change the security settings and the resource profiles that are defined in
the BSM control file BSTCNTL. The BSTADMIN command STATUS lists the current security
settings.

Example 2-2 shows how to start BSTADMIN, how to issue the STATUS command, and the
information you receive from the STATUS command.

Example 2-2 BSTADMIN STATUS command output

r rdr,pausebg
r rdr,pausebg
AR 0015 1C39I COMMAND PASSED TO VSE/POWER
F1 0001 1R88I OK : 1 ENTRY PROCESSED BY R RDR,PAUSEBG
BG 0001 1Q47I  BG PAUSEBG 02675 FROM (SYSA) , TIME=10:10:14 , TKN=00000019
BG 0000 // JOB PAUSEBG
DATE 03/07/2018, CLOCK 10/10/14
BG-0000 // PAUSE
BG 0000 // ID (PARAMETERS SUPPRESSED)
BG-0000
0 exec bstadmin
BG 0000 1S541 PHASE BSTADMIN IS TO BE FETCHED FROM IJSYSRS.SYSLIB
BG-0000 BST901A ENTER COMMAND OR END

0 st

BG 0000 CLASS ACTIVE CMDAUDIT
BG 0000 ----- = —----o mmmeeo-
BG 0000 USER YES NO
BG 0000 GROUP YES YES
BG 0000 DATASET  YES NO
BG 0000 VSELIB YES NO
BG 0000 VSESLIB  YES NO
BG 0000 VSEMEM YES NO
BG 0000 TCICSTRN YES YES
BG 0000 ACICSPCT VYES YES
BG 0000 DCICSDCT VYES YES
BG 0000 FCICSFCT VYES YES
BG 0000 JCICSJCT VYES YES
BG 0000 MCICSPPT YES YES
BG 0000 SCICSTST VYES YES
BG 0000 APPL YES YES
BG 0000 FACILITY YES YES
BG 0000 MQADMIN  YES YES
BG 0000 MQCMDS YES YES
BG 0000 MQCONN YES YES
BG 0000 MQNLIST  YES YES
BG 0000 MQQUEUE  YES YES
BG 0000 SURROGAT YES YES
BG 0000 MXTOPIC  YES YES
BG 0000

BG 0000 PASSWORD PROCESSING OPTIONS:

BG 0000 12 GENERATIONS OF PREVIOUS PASSWORDS BEING MAINTAINED.
BG 0000 AFTER 5 CONSECUTIVE UNSUCCESSFUL PASSWORD ATTEMPTS,
BG 0000 A USERID WILL BE REVOKED.

BG 0000  PASSWORD EXPIRATION WARNING LEVEL IS 6 DAYS.

BG 0000 A PASSWORD CAN HAVE 8 TO 8 CHARACTERS.

BG 0000
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BG 0000 AUDIT OPTIONS:

BG 0000  ADMINISTRATOR ACCESSES TO RESOURCES ARE LOGGED

BG 0000

BG 0000 GENERAL OPTIONS:

BG 0000 A USER ID IS REQUIRED TO USE BSTADMIN WITHOUT BATCH SECURITY
BG 0000 BSTADMIN IS USING USER ID SYSA FOR AUTHORIZATION
BG 0000

BG 0000 LOGGING STATUS:

BG 0000 SMF LOGGER FOR DTSECTAB RESOURCES IS INSTALLED AND ACTIVE
BG 0000 DMF STATUS IS: ACTIVE

BG 0000

BG 0000 DATA SPACE STATUS:

BG 0000 CURRENT DATA SPACE SIZE IS 960K.

BG 0000 USAGE OF DATA SPACE STORAGE IS 15%.

BG 0000 DATA PART SIZE IS 150K.

BG 0000 SIZE OF PREVIOUS DATA SPACE WAS 960K.

BG 0000 USAGE OF PREVIOUS DATA SPACE WAS 15%.

BG 0000 DATA PART SIZE WAS 150K.

BG 0000

BG 0000 BST904I RETURN CODE OF STATUS IS 00

BG-0000 BST901A ENTER COMMAND OR END

After the job PAUSEBG was released, an ID statement with user ID follows. For security
reasons, the user ID and password are suppressed. Only administrator user IDs can be used
for BSTADMIN.

The exec bstadmin command starts the BSM administration service. The short form, st, of
the BSTADMIN command STATUS was used to obtain this status list.

The output that is shown in Example 2-2 on page 18 is described next.

The columns CLASS and ACTIVE show all the resource classes that are supported by BSM
and their status. If a resource class is active, security checks for resources of this class are
performed. In column CMDAUDIT, you see for which resource class the changes to resource
profiles should be logged. For user IDs and DTSECTAB resources, command audit is not
available. For more information about command audit, see 2.4, “BSM auditing” on page 50.

The PASSWORD PROCESSING OPTIONS shows the following information:

A password history of 12 passwords is used.

If a user attempts to sign on five times with the wrong password, the user ID is revoked.
Interactive Interface starts informing that your password expires six days before it expires.
A new password must have a minimum length of eight characters.

vVvyyy

The AUDIT OPTIONS indicate that all resources that are accessed by administrators are
logged. An administrator can access all resources by default and normally does not create a
log entry. With this option, the accesses of administrators are also logged.

The GENERAL OPTIONS show that in an environment without batch security active, you
must enter a USERID command before you can enter any other BSTADMIN command. In this
example, batch security is active. The current user ID is SYSA. This user ID was specified in
the ID statement before BSTADMIN was called. Later on, you find this user ID in the
command report of the BSM report writer, when the log records of this BSTADMIN session
are listed.
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The LOGGING STATUS shows whether the logger program that creates SMF records for
DTSECTAB resources is installed and active. In addition, it shows the status of the DMF
program, which collects the SMF records.

The BSM uses data spaces to reduce the I/O to the BSM control file. The DATA SPACE
STATUS provides statistics of the data space usage.

After you control the status of your security settings, you can start changing them, as
described in the following sections.

Changing the status of resource classes

Use the BSTADMIN command PERFORM (pf) with keyword CLASS to change the status of
resource classes that are defined in the BSM control file (BSTCNTL).

The following options are available:

ACTIVE Activates authorization checking for the resources of this class.
INACTIVE Stops all authorization checking for the resources of this class.
CMDAUDIT Activates logging of changes to resource profiles of this class. Activate

command auditing if you use BSM auditing.
NOCMDAUDIT  Stops logging of changes to resource profiles of this class.

Example 2-3 shows how to activate security checking for CICS temporary storage queues
with logging of profile modifications.

Example 2-3 Change class settings

0 perform class(scicstst) active cmdaudit

Note: If you do not want to enter so much information, you can use the short form of the
commands and the abbreviations of the keywords and options only if they are unique.

Example 2-4 shows the shortest form of the same command that is shown in Example 2-3.

Example 2-4 Short form of a command to change the class settings

0 pf c(scicstst) a ¢

The PERFORM commands with keyword CLASS are always logged if DMF is active. For more
information about logging and reporting, see 2.4, “BSM auditing” on page 50.

Change the password processing options

The password processing options specify actions for the monitoring and checking of
passwords. The keyword PASSWORD can be proceeded by the following keywords:

HISTORY Specifies that for each user ID, the BSM should save the previous
passwords and compare the passwords in the list with an intended new
password. If one of these previous passwords or the current password
matches, the BSM rejects the intended new password. Currently, a history
of 12 previous passwords is saved.

NOHISTORY Specifies that the new password information should be compared with the
current password only.

LENGTH Specifies the minimum password length when a user changes password. A
password includes a minimum length value of 3 - 8 characters.
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REVOKE Specifies the number (1 - 254) of consecutive incorrect password attempts
that the BSM allows before it revokes the user ID on the next incorrect
attempt. The default value is 5.

NOREVOKE Specifies that the BSM should ignore the number of consecutive invalid
password attempts and should not revoke the user ID.

WARNING Specifies the number of days (1 - 255) before a password expires that the
sign-on program should issue a warning message to a user. The default is
7 days.

The sign-on program of the z/VSE Interactive Interface supports only an
internal maximum value of 7 days.

NOWARNING  Specifies that the sign-on program should not issue a warning message for
password expiration.

Example 2-5 shows how the password processing options can be changed with the PERFORM
command.

Example 2-5 Change password processing options

0 pf password history length(8) revoke(5) warning(7)

Note: Ensure that you removed the // EXEC IESIRCVT statement in the procedure
USERBG. PROC. To do so, use skeleton SKUSERBG (found in ICCF library 59). If this
statement is contained in USERBG.PROC, the IESIRCVT settings overwrite the settings
that are specified by the PERFORM PASSWORD command.

Starting and stopping logging for administrator accesses

A system administrator (user type 1) can access all resources that are independent of the
definition in the resource profiles. For resource profiles that are stored in the BSM control file,
you can specify that the administrator accesses to those resources should be logged.

Use the option ADMINACC of the keyword AUDIT to start the logging of administrator
accesses. Example 2-6 shows how you can stop logging of administrator resource accesses
by using the option NOADMINACC.

Example 2-6 Stop logging for administrator resource accesses

0 pf audit noadminacc

Note: If you use logging for DTSECTAB resources, administrator accesses to DTSECTAB
resources are always logged. This behavior cannot be changed with the PERFORM
command.

Setting option for the USERID command

Itis not required to set option CMDUSERID if you use BSM online security and batch security.
If batch security is active, you often specified a user ID before you call BSTADMIN to enter
any command. The logging and reporting function of BSM show this user ID in the log records
of the BSM commands.

If batch security is not active, no user ID is assigned to a batch job where BSTADMIN runs.
Use the PERFORM command and keyword SETOPT with option CMDUSERID if you want
command auditing.
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After option CMDUSERID is set, the next time BSTADMIN is started, it requires that the first
BSTADMIN command is the USERID command. Other BSTADMIN commands are rejected.
After the USERID command with USER and PASSWORD is issued, you can enter other
BSTADMIN commands. The specified user ID is used for the logging of those BSTADMIN
commands.

Requesting a new data space size and refresh the data space contents
The security settings and most of the resource profiles are stored in the BSM control file. This
information is heavily used during normal work. For performance reasons, the security
settings are stored in control blocks and the profile information is stored in a data space.

The output of the STATUS command that is in Example 2-2 on page 18 shows the current size
of the data space and how much of this data space is used for data and index. It also shows
the data space size and data space usage as it was before the latest IPL was done.

If you plan to add many profiles or you want to reduce the amount of unused space, request a
new size by using the PERFORM command with keyword DATASPACE and option SIZE. You can
specify the new size in kilobytes (k) or in megabytes (m).

Example 2-7 shows a size request of 2 megabytes. The data space size is changed with the
next IPL. If the size request is not processed (that is, no IPL was done), another message in
the STATUS command output shows the requested data space size.

Example 2-7 Requesting a new data space size

0 pf dataspace size(2m)

Example 2-8 shows the data space part of the STATUS command output with the information
that a new data space size of 2048k was requested.

Example 2-8 Status output when a new data space size was requested

BG 0000 DATA SPACE STATUS:

BG 0000  CURRENT DATA SPACE SIZE IS 960K.

BG 0000 USAGE OF DATA SPACE STORAGE IS 17%.

BG 0000  DATA PART SIZE IS 161K.

BG 0000 REQUESTED DATA SPACE SIZE FOR NEXT START IS 2048K.
BG 0000 SIZE OF PREVIOUS DATA SPACE WAS 960K.

BG 0000 USAGE OF PREVIOUS DATA SPACE WAS 17%.

BG 0000 DATA PART SIZE WAS 164K.

At the BSM initialization during the next IPL, two data spaces of the requested size are
allocated. One is initialized with the profile information from the BSM control file. This data
space is the active space.

Later on, when you add, delete, or change profiles, only the BSM control file is updated. To
activate those modifications, use the PERFORM command with keyword DATASPACE and
option REFRESH. This function copies the profile information to the inactive data space. If it
was successfully copied, the data spaces are switched. The inactive data space becomes
active and the old active space becomes inactive.

If the copy process failed because of data space problems, the system is still up and running
that uses the old data space, but the changes are not active. However, you can perform a
controlled shutdown and IPL your system to solve the data space problem. If the BSM was
successfully initialized, the changes are active.
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Note: CICS TS issues data space refresh requests internally during startup, as a result of
CEMT PERFORM SECURITY REBUILD, or through Interactive Interface dialog fast path
283 BSM Security Rebuild.

2.3.2 Defining a User

For the user definition, we use the example that is described in this section.

You want to define a new programmer that is named Hugo Smith to z/VSE and BSM. He has
the user ID HUGO with access to ICCF. To sign on as programmer to CICS and the
Interactive Interface, Hugo must have access to all CICS transactions that are required for the
programmer. The programmers are authorized for the transaction by way of groups.
Therefore, he should be connected to the groups that are used by programmers.

Your company uses LDAP user IDs for sign-on to different systems by using the same LDAP
user ID and password, as described in Chapter 3, “LDAP sign-on support” on page 65. The
new programmer features a company-wide LDAP user ID. He also wants to use the LDAP
user ID for z/VSE.

To define a new user ID to BSM, the following process is used:

1. Add the new user ID to the VSE control file.

2. Map this new VSE user ID to Hugo Smith’s LDAP user ID.
3. Connect the new user ID to groups.

4. Activate your changes to the BSM control file.

With z/VSE V4R3, the dialog sequence to add a new z/VSE user ID includes the steps for
LDAP and group definitions.

These steps are described next.

Defining a new user ID

You often define a new user by using the Interactive Interface dialog. You sign on as an
administrator and select the MAINTAIN USER PROFILES panel by using fast path 211.

Next, you add user Hugo as programmer, which is a type-2 user. Therefore, you can use the

user ID PROG as a template, and specify option 1 (for ADD) in front of this user, as shown in
Figure 2-3 on page 24.
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TESADMUPL2 MAINTAIN USER PROFILES
VSE CONTROL FILE

START....
OPTIONS: 1 = ADD 2 = CHANGE 5 = DELETE
PASSWORD REVOKE USER INITIAL NAME
OPT USERID VALID UNTIL DATE  TYPE NAME TYPE
_ $SRV 01/01/97 * 2 TESERSUP 2
_ CICSUSER 01/01/97 * 3 DFLESEL 2
_ CNSL 01/01/97 * 1  DumMMmy 1
_ DBDCCICS 1  DUMMY 1
_ FORSEC 1 IESEADM 2
_ OPER 04/24/18 2 IESEOPER 2
_ POST 1 IESA$FST 1
_ PRODCICS 1  Dummy 1
1 PROG 04/24/18 2 TESEPROG 2
_ SYSA 1 IESEADM 2
_ VCSRV 1  DUMMY 1
PF1=HELP 3=END

PF7=BACKWARD  8=FORWARD 9=PRINT

Figure 2-3 Adding a new user ID

After pressing Enter, the ADD OR CHANGE USER PROFILE panel opens. In this panel,
specify for the new programmer the user ID as HUGO (hugo) and the initial password, as
shown in Figure 2-4.

TESADMUPBA ADD OR CHANGE USER PROFILE
Base 11 CICS ResClass ICCF
To ADD, specify information for all of the entries.

USERID..vvevvunnnn. hugo 4 - 8 characters (4 characters for ICCF users)

INITIAL PASSWORD... proglnew 3 - 8 characters

DAYS. . viiieiinnnnn 090 0-365 Number of days before password expires
REVOKE DATE........ Date when Userid will be revoked (mm/dd/yy)
USER TYPE.......... 2 1=Administrator, 2=Programmer, 3=General
AUDITOR............ 2 l1=yes, 2=no
INITIAL NAME....... IESEPROG Initial function performed at signon
NAME TYPE.......... 2 1=Application, 2=Selection Panel
SYNONYM MODEL...... Userid to be used as model for synonyms
PROGRAMMER NAME.... Hugo Smith Supplementary user name

PF1=HELP 3=END 5=UPDATE

8=FORWARD

Figure 2-4 Add or change a user profile

The new password is expired and normally must be changed when user Hugo first signs on.
Because this user ID is mapped to his LDAP user ID, (as shown in Figure 2-6 on page 26),
the z/VSE password expiration can be ignored.
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You can specify the name of this user in the field PROGRAMMER NAME. This information identifies
the person that is assigned to that user ID, which is helpful if you must administer many user
IDs. You also see this user name in the BSM security reports.

In the example, you might want to use the same definition for the Interactive Interface, CICS,
and resource classes for the new user ID as it was defined in your model user ID PROG.
Therefore, you do not step through all the panels by pressing F8. Instead, press F5 for an
update, and directly receive the ICCF panel.

The user Hugo is a programmer who can access to the ICCF libraries. Figure 2-5 shows the
ICCF panel. Library 9 is the primary ICCF library for the programmer.

ADMSXSN1 MAINTAIN USER PROFILES: SPECIFY LIBRARY

Enter the required data and press ENTER.

User Id = HUGO

LIBRARY . .ttt ittt ettt eee et 9 The primary ICCF library for this
user.

DEFAULTS. . v ot ittt et eeeeeeee 1 Do you accept the remaining defaults?
Enter 2 = no, 1 = yes.
(Do not change defaults without care-
ful consideration.)

PF2=REDISPLAY 3=END

Figure 2-5 Specify ICCF library

Press Enter to finish adding a new user to z/VSE.

With z/VSE V4R3, the dialog sequence to define a new user ID does not end here. Instead,
you see the panel to maintain LDAP user profiles if your z/VSE system uses the LDAP
sign-on support.
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Specify option 1 for ADD (as shown in Figure 2-6) to start the mapping of user ID HUGO to an

LDAP user ID.

IESADMLUPM MAINTAIN LDAP USER PROFILES

START. ...

VSE USERID.... HUGO

OPTIONS: 1 = ADD

USER

OPT LDAP USERID TYPE

1

PF1=HELP 3=END

9=PRINT 10=EXPORT
MAKE NECESSARY CHANGES TO VSE USER-ID 'HUGO ',

Figure 2-6 Adding a new z/VSE user ID to your LDAP user profile

After pressing Enter, the ADD OR CHANGE USER PROFILE panel opens. Specify the LDAP
user ID of user Hugo Smith and a short description. Have LDAP generate the z/VSE
passwords for the z/VSE user ID HUGO, as shown in Figure 2-7.

IESADMLUPA ADD OR CHANGE LDAP USER PROFILE

LDAP USERID.. hugos@de.ibm.com

DESCRIPTION.. Hugo Smith VSE programmer

VSE USERID......... HUGO Assigned VSE user-ID. 1-8 characters
VSE PASSWORD....... Specifies VSE password. 3-8 characters or blank
GENERATE PASSWORD.. 1 1 - Forces generation of random VSE password
2 - Use current password
PASSWORD PATTERN... aaaaaaaa Specifies a pattern for password generation

Required if password is generated

d - decimal digit (0-9)

c - character (A-2Z)

a - decimal digit (0-9) or character (A-2Z)

x - special character (@, # or $)

other - place is filled with specified character
blank - place is not filled with a character.

PF1=HELP 3=END 5=PROCESS

Figure 2-7 Specify the LDAP user information to assign the new z/VSE user ID

Press F5 to process your LDAP change.
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Figure 2-8 shows the information that the change was successful.

IESADMLUPM MAINTAIN LDAP USER PROFILES
START. ...

VSE USERID.... HUGO

OPTIONS: 1 = ADD

OPT LDAP USERID

PF1=HELP

3=END
9=PRINT

USER
TYPE

10=EXPORT

USER PROFILE WAS ADDED SUCCESSFULLY.

Figure 2-8 Get status of LDAP change

Use F3 to close the LDAP dialog.

To sign on to CICS, the new user needs authorization to several transactions. The

authorization is provided by way of groups. With z/VSE V4R3, the dialog sequence to define a
new user ID includes the panels for the group definitions. It starts with the list of all groups to
connect the new user ID. Groups to which the model user ID PROG is connected are marked

with the character M in column USERID CONNECTED, as shown in Figure 2-9.

IESADMBSLG MAINTAIN SECURITY PROFILES
BSM RESOURCE CLASS: GROUP
START. ...
OPTIONS: 1 = ADD 2 = CHANGE 5 = DELETE 6 = USER LIST
8 = CONNECT 9 = REMOVE USERID
OPT GROUP NAME DESCRIPTION CONNECTED?
HUGO

_ GROUPO1 TRANSEC CLASS MIGRAT M

_ GROUPO2 TRANSEC CLASS MIGRAT

_ GROUPO03 TRANSEC CLASS MIGRAT

_ GROUP04 TRANSEC CLASS MIGRAT

_ GROUPOS5 TRANSEC CLASS MIGRAT

_ GROUPO6 TRANSEC CLASS MIGRAT

_ GROUPO7 TRANSEC CLASS MIGRAT

_ GROUPO8 TRANSEC CLASS MIGRAT

_ GROUPOS TRANSEC CLASS MIGRAT

_ GROUP10 TRANSEC CLASS MIGRAT

_ GROUP11 TRANSEC CLASS MIGRAT

_ GROUP12 TRANSEC CLASS MIGRAT
PF1=HELP 3=END 6=CONNECT MODEL

8=FORWARD 9=PRINT 10=REMOVE ALL

CHANGE THE SECURITY PROFILE OF USERID ACCORDING TO THE MODEL PROG

Figure 2-9 List of groups with model information

Press F6 to connect user ID HUGO to the same groups to which the model user ID is

connected.
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The character M is replaced by an asterisk (*), as shown in Figure 2-10. It indicates that the
user ID HUGO is connected to this group.

IESADMBSLG MAINTAIN SECURITY PROFILES
BSM RESOURCE CLASS: GROUP
START. ...
OPTIONS: 1 = ADD 2 = CHANGE 5 = DELETE 6 = USER LIST
8 = CONNECT 9 = REMOVE USERID
OPT GROUP NAME DESCRIPTION CONNECTED?
HUGO

_ GROUPO1 TRANSEC CLASS MIGRAT *

_ GROUPO2 TRANSEC CLASS MIGRAT

_ GROUPO3 TRANSEC CLASS MIGRAT

_ GROUP04 TRANSEC CLASS MIGRAT

_ GROUPOS5 TRANSEC CLASS MIGRAT

_ GROUPO6 TRANSEC CLASS MIGRAT

_ GROUPO7 TRANSEC CLASS MIGRAT

_ GROUPO8 TRANSEC CLASS MIGRAT

_ GROUPOS TRANSEC CLASS MIGRAT

_ GROUP10 TRANSEC CLASS MIGRAT

_ GROUP11 TRANSEC CLASS MIGRAT

_ GROUP12 TRANSEC CLASS MIGRAT
PF1=HELP 3=END 6=CONNECT MODEL

8=FORWARD 9=PRINT 10=REMOVE ALL

CHANGE THE SECURITY PROFILE OF USERID ACCORDING TO THE MODEL PROG

Figure 2-10 List of groups with connect information

Press F3 to close the MAINTAIN SECURITY PROFILES dialog and return to the MAINTAIN
USER PROFILES panel, as shown in Figure 2-11.

TESADMUPL2 MAINTAIN USER PROFILES
VSE CONTROL FILE
START....
OPTIONS: 1 = ADD 2 = CHANGE 5 = DELETE
PASSWORD REVOKE USER INITIAL NAME
OPT USERID VALID UNTIL DATE  TYPE NAME TYPE
_ HUGO 03/06/18 * 2 IESEPROG 2
_ OPER 04/24/18 2 IESEOPER 2
_ POST 1 TESA$FST 1
_ PRODCICS 1  DuUMMY 1
_ PROG 04/24/18 2  IESEPROG 2
_ SYSA 1 IESEADM 2
_ VCSRV 1  DuMMmy 1
PF1=HELP 3=END

PF7=BACKWARD  8=FORWARD 9=PRINT

Figure 2-11 User profile information is updated

Now, the user ID HUGO is defined in the VSE control file, mapped to an LDAP user ID, and
connected to groups.

Therefore, these group updates are stored in the BSM control file only. They are not yet
activated. Enter fast path 283 in the entry panel z/VSE FUNCTION SELECTION to rebuild the
security information in the data space and activate the changes.
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Note: If LDAP is not installed, the panels MAINTAIN LDAP USER PROFILES are not
shown. If the new user ID is a type one (administrator) user ID, the panels to connect the
user ID to groups are not shown because administrators are authorized by default to
access all resources.

The user ID HUGO is now ready to sign on to the Interactive Interface by using the
transactions, which are provided by IBM.

In this description, you saw how you can connect a new user ID to groups by using the
Interactive Interface dialog. In the next section, we show how you can create the same
connections with a batch job.

Connecting the new user ID to groups by using a batch job

Batch jobs can also be used to administer users. The BSM supports this ability with the
BSTADMIN commands.

Example 2-9 shows a batch job for an environment where batch security is active. The JCL
1D statement identifies an administrator user ID and provides the required authorization to
use BSTADMIN. By using BSTADMIN CONNECT (C0) commands, the new user ID is
connected to GROUPO1, GROUP60, GROUP61, GROUP62, GROUP63, and GROUP64.
This configuration is equivalent to the connections that were done by the dialog that uses the
IBM-provided user ID PROG as model. The BSTADMIN command PERFORM (PF) activates the
changes.

Example 2-9 Batch job to connect a new user ID to default groups

* $$ JOB JNM=BSTADMIN,CLASS=0,DISP=D

// JOB BSTADMIN

* Specify administrator user ID

// ID USER=SYSA,PWD=...

// EXEC BSTADMIN, 053902

* Connect HUGO to GROUPO1 and GROUP60 to GROUP64
CO GROUPO1 HUGO

CO GROUP60 HUGO

CO GROUP61 HUGO

CO GROUP62 HUGO

CO GROUP63 HUGO

CO GROUP64 HUGO

* Activate the changes of the BSM control file
PF DATASPACE REFRESH

/*

/&

* $$ EOJ

If you are not using batch security, but you depend on command auditing, ensure that you set
security option CMDUSERID, as described in “Setting option for the USERID command” on
page 21.

Example 2-10 on page 30 shows that the BSTADMIN command USERID (ID) is used instead
of the JCL ID statement. The USERID command must be the first command after BSTADMIN
was started. The other commands are the same as shown in Example 2-9 on page 29.

2 Option 0S390 ensures that BSTADMIN runs in an environment with control information similar to z/OS. Option
0OS390 is used for the command logging with DMF.
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Example 2-10 Batch job to connect a user ID in an environment without batch security

* §$ JOB JNM=BSTADMIN,CLASS=0,DISP=D

// JOB BSTADMIN

// EXEC BSTADMIN,0S390

ID USER(SYSA) PASSWORD(..)

* Specifies administrator user ID

* Connect HUGO to GROUPO1 and GROUP60 to GROUP64
CO GROUPO1 HUGO

CO GROUP60 HUGO

CO GROUP61 HUGO

CO GROUP62 HUGO

CO GROUP63 HUGO

CO GROUP64 HUGO

* Activate the changes of the BSM control file
PF DATASPACE REFRESH

/*

/&

* $$ EOJ

Note: If no other information is provided, all subsequent examples of batch jobs in this IBM
Redbooks publication are written for an environment where batch security is active.

After connecting a new user ID to groups, you can now create a new group, as described
next.

2.3.3 Group definition

30

If you want to authorize a user for a resource, you can add its user ID to the access list of the
the resource profile or connect it to a group that is on the access list of the resource profile.

Groups are the preferred way to provide authorizations if the protected resources are used by
many users in the same way. For example, CICS transactions (provided by IBM) are such
resources. The initial BSM profiles for these transactions include groups (provided by IBM) on
their access list. These groups are GROUPO1 and GROUP61.

The BSM as distributed with z/VSE V4R2 contains 64 groups, GROUP01 to GROUP64.
These 64 groups correspond to the 64 CICS transaction security keys. Maintenance to BSM
definitions might expect that those group definitions exist. Therefore, do not delete these
groups.

You are responsible for defining your own groups in BSM and using these groups on access
lists of resource profiles. For example, you have resources that belong to the department with
the number 1234. Only the department members should have access to those resources. In
this case, a department group, such as D1234, is the first choice.

To avoid unwanted behavior on access list processing because of duplicate user ID and
group name, z/VSE checks for unique profile names when creating these resources.
Therefore, the BSM does not allow new groups with the same name as existing user IDs, and
vice versa.

This section describes how to create the group D1234 and connect user ID HUGO to this
group.
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Start with the entry panel z/VSE FUNCTION SELECTION and enter fast path 282 to get the
panel MAINTAIN SECURITY PROFILES for class GROUP. Specify option 1 (for ADD) in front
of GROUPO1, as shown in Figure 2-12. Press Enter.

IESADMBSLG MAINTAIN SECURITY PROFILES
BSM RESOURCE CLASS: GROUP
START. ...
OPTIONS: 1l = ADD 2 = CHANGE 5 = DELETE 6 = USER LIST
8 = CONNECT 9 = REMOVE USERID
OPT GROUP NAME DESCRIPTION CONNECTED?
1 GROUPO1 TRANSEC CLASS MIGRAT
_ GROUPO2 TRANSEC CLASS MIGRAT
_ GROUPO03 TRANSEC CLASS MIGRAT
_ GROUP04 TRANSEC CLASS MIGRAT
_ GROUPO5 TRANSEC CLASS MIGRAT
_ GROUPO06 TRANSEC CLASS MIGRAT
_ GROUPO7 TRANSEC CLASS MIGRAT
_ GROUPO8 TRANSEC CLASS MIGRAT
_ GROUPO9 TRANSEC CLASS MIGRAT
_ GROUP10 TRANSEC CLASS MIGRAT
_ GROUP11 TRANSEC CLASS MIGRAT
_ GROUP12 TRANSEC CLASS MIGRAT
PF1=HELP 3=END
8=FORWARD 9=PRINT 10=REMOVE ALL

Figure 2-12 List of groups

You see the panel to add a group with prefilled information for GROUPO1. Overwrite the group
name with D1234 and the description with Department 1234, as shown in Figure 2-13.

IESADMBSAG MAINTAIN SECURITY PROFILES
BSM CLASS: GROUP
Add Group:
GROUP NAME......... D1234 1 - 8 characters
DESCRIPTION........ Department 1234 Optional remark
PF1=HELP 3=END 5=UPDATE

Figure 2-13 Adding new group D1234

Press F5 to save this change in the BSM control file and return to the group selection panel.

Chapter 2. z/VSE Basic Security Manager 31



32

Figure 2-14 shows the new group D1234 in the group selection panel.

IESADMBSLG MAINTAIN SECURITY PROFILES
BSM RESOURCE CLASS: GROUP
START. ...
OPTIONS: 1 = ADD 2 = CHANGE 5 = DELETE 6 = USER LIST
8 = CONNECT 9 = REMOVE USERID
OPT GROUP NAME DESCRIPTION CONNECTED?
6 D1234 Department 1234
_ GROUPO1 TRANSEC CLASS MIGRAT
_ GROUPO2 TRANSEC CLASS MIGRAT
_ GROUPO3 TRANSEC CLASS MIGRAT
_ GROUP04 TRANSEC CLASS MIGRAT
_ GROUPO5 TRANSEC CLASS MIGRAT
_ GROUPO6 TRANSEC CLASS MIGRAT
_ GROUPO7 TRANSEC CLASS MIGRAT
_ GROUPO8 TRANSEC CLASS MIGRAT
_ GROUPO9 TRANSEC CLASS MIGRAT
_ GROUP10 TRANSEC CLASS MIGRAT
_ GROUP11 TRANSEC CLASS MIGRAT
PF1=HELP 3=END
PF7=BACKWARD 8=FORWARD 9=PRINT 10=REMOVE ALL

Figure 2-14 List of groups with the new group

To connect a user to this group, specify option 6 (for USER LIST) in front of D1234 and press
Enter.

Figure 2-15 shows that no user is in this group. You connect the first user to this group by
specifying option 1 (for ADD). Press Enter to see the next panel.

IESADMBSLU MAINTAIN USER LIST
BSM CLASS: GROUP GROUP: D1234
START. ...
OPTIONS: 1 = ADD 5 = DELETE
OPT USERID
1
PF1=HELP 3=END

PF7=BACKWARD 8=FORWARD

Figure 2-15 Maintain an empty user list for group D1234

Enter the user ID, as shown in Figure 2-16 on page 33. Press F5 to save this change in the
BSM control file.
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IESADMBSAU MAINTAIN SECURITY PROFILES
BSM CLASS: GROUP
Connect Userid to group:
GROUP NAME......... D1234 Group name
USERID............. HUGO 1 - 8 characters
PF1=HELP 3=END 5=UPDATE

Figure 2-16 Connect the first user ID to the new group

The next panel is again MAINTAIN USER LIST in which you can connect more user IDs to
this group. When the group updates are completed, enter fast path 283 in the entry panel
z/VSE FUNCTION SELECTION to rebuild the security information in the data space that
activates the changes.

You now defined the new group D1234 and connected the related user IDs to this group. In
the next step, you authorize this group to use certain protected resources, as described in
“Specifying access rights for users or groups” on page 37.

In this section, you saw how to define a new group and connect the first user ID to this group
by using Interactive Interface dialogs. In the next section, we show how to accomplish the
same by using a batch job.

Creating a group and connecting a user ID by using a batch job

Example 2-11 shows a batch job that is used to create the group D1234 and connect user ID
HUGO to this group.

Example 2-11 Batch job to create a group and connect a user ID to this group

* $$ JOB JNM=BSTADMIN,CLASS=0,DISP=D
// JOB BSTADMIN

* Specify administrator user ID

// 1D USER=SYSA,PWD=...

// EXEC BSTADMIN,0S390

* Add group D1234 to BSM

AG D1234 DATA('Department 1234')

* Connect HUGO to D1234

CO D1234 HUGO

* Activate the changes of the BSM control file
PF DATASPACE REFRESH

/*

/&

* $$ EOJ
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Next, we show how to define a resource profile.

2.3.4 Resource profile definition

34

The following repositories are available for resource profiles:

» The DTSECTAB repository contains the entries for z/VSE files, libraries, sublibraries, and
members. This repository is a table of macro calls. Skeleton DTSECTRC in ICCF library
59 contains the DTSECTAB definitions (provided by IBM). You can add your own entry and
then assembile, link, and catalog it as a phase. A best practice is to IPL your system after
you build a new DTSECTAB.

For more information about the DTSECTAB definitions, see z/VSE Administration,
SC34-2692.

» The BSM control file repository keeps the profiles for all the new resource classes that are
supported by BSM. Therefore, we describe those profiles next.

A profile of the BSM control file contains the profile name, a description, and several attributes
in an area of fixed length. This area is followed by an area of variable length that contains the
access list.

Before you can build an access list, you must create the profile.

Creating resource profiles®

The widely used protected resources are the transactions of CICS TS. IBM provides several
transaction profiles that can easily be used as examples to define new transaction profiles.
For more information about CICS security (including BSM examples), see CICS Transaction
Server for VSE/ESA Security Guide, SC33-1942.

To provide a more sophisticated example, this section demonstrates how to create profiles for
class FACILITY and how to provide the access rights for users. We use the following
scenario:

You have an application named ANAPPL. This application behaves as a resource
manager and issues RACROUTE requests of resource class FACILITY to control access
to its functions and other application resources. The resource class FACILITY is a general
purpose class that can be used by many applications.

To avoid conflicts in the resource names, the first qualifier identifies the application. In this
example, we use ANAPPL as application identifier. All the profile names that this application
expects start with ANAPPL.

In this section, we show how to protect all resources of this application with one generic
profile. Later in this section, we show how to protect two special services of this application
with discrete profiles.

3 To create resource profiles for resource classes MQADMIN, MQCMDS, MQCONN, MQNLIST, MQQUEUE,
MXTOPIC, and SURROGAT, use the batch support as described in “Defining resource profiles and authorizing
users” on page 43.
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Starting from the entry panel z/VSE FUNCTION SELECTION, enter fast path 281. The panel
BSM RESOURCE PROFILE MAINTENANCE opens, as shown in Figure 2-17.

IESADMSL. IESEBSCL BSM RESOURCE PROFILE MAINTENANCE
APPLID: DBDCCICS
Enter the number of your selection and press the ENTER key:

Maintain Transaction Profiles
Maintain PCT Profiles
Maintain DCT Profiles
Maintain FCT Profiles
Maintain JCT Profiles
Maintain PPT Profiles
Maintain TST Profiles
Maintain APPL Profiles
Maintain FACILITY Profiles

W oo J0 U d WN

PF1=HELP 3=END 4 =RETURN 6=ESCAPE (U)
9=Escape (m)

==> 9 Path: 281

Figure 2-17 BSM resource profile maintenance

The panel shows a list of the resource classes whose profiles are stored in the BSM control
file. Specify 9 and press Enter to open the panel MAINTAIN SECURITY PROFILES, for
profiles of resource class FACILITY.

Figure 2-18 shows existing profiles of resource class FACILITY. To create a profile, specify 1
(for ADD) in the option column and press Enter.

IESADMBSLE MAINTAIN SECURITY PROFILES
BSM RESOURCE CLASS: FACILITY ACTIVE
START. ... (CASE SENSITIVE)
OPTIONS: 1 = ADD 2 = CHANGE 5 = DELETE 6 = ACCESS LIST
OPT PROFILE NAME DESCRIPTION UNIVERSAL AUDIT
> ACCESS VALUE
1 DFHRCF .BRSLPU 12
_ DFHRCF .BRSLO1 12
_ DFHRCF .BRSLO02 12
_ DFHRCF .BRSLO03 12
_ DFHRCF .BRSL04 12
_ DFHRCF .BRSLO05 12
_ DFHRCF .BRSLO6 12
_ DFHRCF .BRSLO0O7 12
_ DFHRCF .BRSLO08 12
_ DFHRCF .BRSLO0S 12
_ DFHRCF .BRSL10 12
_ DFHRCF.BRSL11 12
PF1=HELP 3=END
PF7=BACKWARD 8=FORWARD 9=PRINT 11=NAME RIGHT

Figure 2-18 Adding new resource profile
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Figure 2-19 shows the fields that are available when you add the new profile for class
FACILITY.

IESADMBSAE MAINTAIN SECURITY PROFILES
BSM RESOURCE CLASS: FACILITY

Add Profile:

PREFIX......ooovn.. CICS region
RESOURCE NAME. ..... ANAPPL
Maximum length is 39 characters.

GENERIC............ 1 (1=yes, 2=no)
UNIVERSAL ACCESS... _ (_=None, 2=Read, 3=Update, 4=Alter)
AUDIT-LEVEL 1 ..... 1 (_=None, 1=Failure, 2=Success, 3=All)
ACCESS-LEVEL 1 .... 2 (2=Read, 3=Update, 4=Alter, _=default)
AUDIT-LEVEL 2 ..... (_=None, 1=Failure, 2=Success, 3=All)
ACCESS-LEVEL 2 .... (2=Read, 3=Update, 4=Alter, _=default)
DESCRIPTION........ An application Optional remark

PF1=HELP 3=END 5=UPDATE

RESOURCE NAME FIELD IS CASE SENSITIVE. ENTER DATA AS REQUIRED.

Figure 2-19 Adding profile ANAPPL

Before you define more specific profiles, we suggest that you define one profile that protects
all resources of this application and allows only administrators to use them.

The following fields are shown in Figure 2-19:

PREFIX In this panel, the field is locked for input because resource class
FACILITY is not a CICS class that supports CICS prefixing.

RESOURCE NAME This field originally contained the name of the profile from the
selection list. You change this name to ANAPPL.

GENERIC This profile should be used for all authorization requests of this
application if no other specific profiles are defined to BSM.
Therefore, specify 1 (for GENERIC).

UNIVERSAL ACCESS This application should not be available to every user. The default
value of None ensures it.

AUDIT-LEVEL 1 We want to log unauthorized access attempts. The default level
Failure is wanted.

ACCESS-LEVEL 1 All access levels should be logged. The level Read (default)
includes update and alter requests. Keep the default.

AUDIT-LEVEL 2 Audit-level 1 completely specifies what we need; therefore, we do
not specify audit-level 2.

ACCESS-LEVEL 2 This level is not used because audit-level 2 is not specified.

DESCRIPTION This field can be used to specify up to 20 characters of

installation-defined data. In the example, enter An application.

With F5 (for UPDATE), you save this new resource profile in the BSM control file and return to
the profile selection list.
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Figure 2-20 shows this new profile in the profile selection list. An asterisk (*) appears in front
of the profile name to indicate that this profile is generic.

IESADMBSLE MAINTAIN SECURITY PROFILES

BSM RESOURCE CLASS: FACILITY ACTIVE

START. ... (CASE SENSITIVE)

OPTIONS: 1 = ADD 2 = CHANGE 5 = DELETE 6 = ACCESS LIST
OPT PROFILE NAME DESCRIPTION UNIVERSAL AUDIT

> ACCESS VALUE

_ *ANAPPL An application 12
_ DFHRCF .BRSLPU 12
_ DFHRCF.BRSLO1 12
_ DFHRCF .BRSLO02 12
_ DFHRCF .BRSLO03 12
_ DFHRCF .BRSL04 12
_ DFHRCF .BRSLO5 12
_ DFHRCF .BRSLO6 12
_ DFHRCF .BRSLO07 12
_ DFHRCF .BRSLO08 12
_ DFHRCF .BRSLO9 12
_ DFHRCF .BRSL10 12

PF1=HELP 3=END

PF7=BACKWARD 8=FORWARD 9=PRINT 11=NAME RIGHT

Figure 2-20 Profile selection list with the new generic profile ANAPPL

Because you do not want to use an access list for this profile, press F3 to return to the entry
panel z/VSE FUNCTION SELECTION and enter fast path 283 to rebuild the security
information in the data space, which activates this new profile.

Specifying access rights for users or groups
In this section, we extend the following example:

Assume that this application includes a broadcast service that everyone can use to get
information. It also includes a database service that a defined group of users can use for
read requests and only a few users can use for update requests. The application ANAPPL
uses the resource names ANAPPL.BRODCAST.SERVICE and ANAPPL.DATABASE.SERVICE to
check the authorization.

To define the profiles, start with entry panel z/VSE FUNCTION SELECTION and enter fast
path 2819. You see the profile selection list of class FACILITY. Enter option 1 to add a new
profile, as shown in Figure 2-21 on page 38, press Enter.
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IESADMBSLE MAINTAIN SECURITY PROFILES
BSM RESOURCE CLASS: FACILITY ACTIVE
START. ... (CASE SENSITIVE)
OPTIONS: 1 = ADD 2 = CHANGE 5 = DELETE 6 = ACCESS LIST
OPT PROFILE NAME DESCRIPTION UNIVERSAL AUDIT
> ACCESS VALUE
1 *ANAPPL An application 12
_ DFHRCF .BRSLPU 12
_ DFHRCF .BRSLO1 12
_ DFHRCF .BRSL02 12
_ DFHRCF .BRSLO03 12
_ DFHRCF .BRSL04 12
_ DFHRCF .BRSLO05 12
_ DFHRCF .BRSLO0O6 12
_ DFHRCF .BRSLO0O7 12
_ DFHRCF .BRSLO08 12
_ DFHRCF .BRSL09 12
_ DFHRCF .BRSL10 12
PF1=HELP 3=END
PF7=BACKWARD 8=FORWARD 9=PRINT 11=NAME RIGHT

Figure 2-21 Add a new profile in profile selection list

The panel MAINTAIN SECURITY PROFILES opens for class FACILITY, as shown in
Figure 2-22.

First, add the profile for the broadcast service, as shown in Figure 2-22.

IESADMBSAE
BSM RESOURCE CLASS:

Add Profile:

PREFIX.............
RESOURCE NAME......
GENERIC............
UNIVERSAL ACCESS...

AUDIT-LEVEL 1 .....
ACCESS-LEVEL 1

AUDIT-LEVEL 2 .....

ACCESS-LEVEL 2 c.

DESCRIPTION........
PF1=HELP

MAINTAIN SECURITY PROFILES
FACILITY

CICS region

ANAPPL .BRODCAST.SERVICE
Maximum length is 39 characters.

2 (1=yes, 2=no)

2 (_=None, 2=Read, 3=Update, 4=Alter)

1 (_=None, 1l=Failure, 2=Success, 3=All)
2 (2=Read, 3=Update, 4=Alter, _=default)

(_=None, 1=Failure, 2=Success, 3=All)

(2=Read, 3=Update, 4=Alter, _=default)
An application Optional remark
3=END 5=UPDATE

RESOURCE NAME FIELD IS CASE SENSITIVE. ENTER DATA AS REQUIRED.

Figure 2-22 Adding profile ANAPPL.BRODCAST.SERVICE

Specify the complete resource name and indicate that it is not a generic profile. To allow read
access to all users, you specify universal access READ.

Press F5 (for UPDATE) to save this new profile and return to the profile selection list.
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Figure 2-23 shows the new profile ANAPPL.BRODCAST.SERVICE and its universal access value 2

for READ.
IESADMBSLE MAINTAIN SECURITY PROFILES
BSM RESOURCE CLASS: FACILITY ACTIVE
START. ... (CASE SENSITIVE)
OPTIONS: 1 = ADD 2 = CHANGE 5 = DELETE 6 = ACCESS LIST
OPT PROFILE NAME DESCRIPTION UNIVERSAL AUDIT
> ACCESS VALUE
1 ANAPPL.BRODCAST.SERVICE An application 2 12
*ANAPPL An application 12
_ DFHRCF .BRSLPU 12
_ DFHRCF.BRSLO1 12
_ DFHRCF .BRSLO02 12
_ DFHRCF .BRSLO03 12
_ DFHRCF .BRSL04 12
_ DFHRCF .BRSLO05 12
_ DFHRCF .BRSLO6 12
_ DFHRCF .BRSLO7 12
_ DFHRCF .BRSLO08 12
_ DFHRCF .BRSL09 12
PF1=HELP 3=END
PF7=BACKWARD 8=FORWARD 9=PRINT 11=NAME RIGHT

Figure 2-23 Showing new profile selection list and add a new profile

Set option 1 (for ADD) and press Enter to define another new profile.

The panel MAINTAIN SECURITY PROFILES opens. Change it as shown in Figure 2-24.

IESADMBSAE
BSM RESOURCE CLASS:

Add Profile:

PREFIX.............

RESOURCE NAME......

MAINTAIN SECURITY PROFILES
FACILITY

CICS region

ANAPPL.DATABASE.SERVICE

Maximum length is 39 characters.

GENERIC............ 2 (1=yes, 2=no)
UNIVERSAL ACCESS... _ (_=None, 2=Read, 3=Update, 4=Alter)
AUDIT-LEVEL 1 ..... 1 (_=None, 1l=Failure, 2=Success, 3=All)
ACCESS-LEVEL 1 .... 2 (2=Read, 3=Update, 4=Alter, _=default)
AUDIT-LEVEL 2 ..... 2 (_=None, 1=Failure, 2=Success, 3=All)
ACCESS-LEVEL 2 .... 3 (2=Read, 3=Update, 4=Alter, _=default)
DESCRIPTION........ An application Optional remark

PF1=HELP 3=END 5=UPDATE

RESOURCE NAME FIELD IS CASE SENSITIVE. ENTER DATA AS REQUIRED.

Figure 2-24 Adding profile ANAPPL.DATABASE.SERVICE

The profile ANAPPL.DATABASE.SERVICE is not generic. The default setting None (for
UNIVERSAL ACCESS) is used because only selected users should have access to it.
AUDIT-LEVEL 1 and ACCESS-LEVEL 1 show the initial value to log all access violations at
level 2 (Read). We also want successful update requests to be logged. Therefore,
AUDIT-LEVEL 2 and ACCESS-LEVEL 2 are set.
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Press F5 (for UPDATE) to save this new profile and go back to the profile selection list, as
shown in Figure 2-25.

IESADMBSLE MAINTAIN SECURITY PROFILES
BSM RESOURCE CLASS: FACILITY ACTIVE
START. ... (CASE SENSITIVE)
OPTIONS: 1 = ADD 2 = CHANGE 5 = DELETE 6 = ACCESS LIST
OPT PROFILE NAME DESCRIPTION UNIVERSAL AUDIT
> ACCESS VALUE
_ ANAPPL.BRODCAST.SERVICE An application 2 12
6 ANAPPL .DATABASE . SERVICE An application 23 12
_ *ANAPPL An application 12
_ DFHRCF .BRSLPU 12
_ DFHRCF.BRSLO1 12
_ DFHRCF .BRSLO02 12
_ DFHRCF .BRSLO03 12
_ DFHRCF .BRSL04 12
_ DFHRCF .BRSLO05 12
_ DFHRCF .BRSLO0O6 12
_ DFHRCF .BRSLO07 12
_ DFHRCF .BRSLO08 12
PF1=HELP 3=END
PF7=BACKWARD 8=FORWARD 9=PRINT 11=NAME RIGHT

Figure 2-25 Show new profile selection list and specify option 6

You want only selected users to have access to the database service. To modify the access
list of the profile ANAPPL.DATABASE.SERVICE, specify option 6 next to the profile name and
press Enter.

Figure 2-26 shows the empty access list of this new profile. Specify option 1 to add a new
entry to the access list and press Enter.

IESADMBSLA MAINTAIN ACCESS LIST
BSM CLASS: FACILITY PROFILE: ANAPPL.DATABASE.SERVICE
START. ... NUMBER OF ENTRIES ON LIST: 00000
OPTIONS: 1 = ADD 2 = CHANGE 5 = DELETE

OPT NAME ACC

1

PF1=HELP 3=END
PF7=BACKWARD 8=FORWARD

Figure 2-26 Empty access list
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In the next panel, you specify that the group D1234 can use the database service to read data
(see Figure 2-27).

IESADMBSAA MAINTAIN ACCESS LIST
BSM CLASS: FACILITY PROFILE: ANAPPL.DATABASE.SERVICE
Add Userid or Groupid:
NAME. . ...ovvienennn. D1234 Userid or Groupid
ACCESS............. 2 (_=None,
2=Read, 3=Update, 4=Alter)
PF1=HELP 3=END 5=UPDATE

Figure 2-27 Adding group D1234 to the access list

Press F5 for update to save the profile together with this entry and return to the access list.

The access list that is shown in Figure 2-28 shows the group D1234 with the access right read.
Notice the option 2 (for CHANGE). By using this option, you can directly change the access
rights of a user or group in this panel.

IESADMBSLA MAINTAIN ACCESS LIST
BSM CLASS: FACILITY PROFILE: ANAPPL.DATABASE.SERVICE
START. ... NUMBER OF ENTRIES ON LIST: 00001
OPTIONS: 1 = ADD 2 = CHANGE 5 = DELETE

OPT NAME ACC

1 D1234 2

PF1=HELP 3=END
PF7=BACKWARD 8=FORWARD

Figure 2-28 Access list with one entry

Based on this example, we show next how a single user can be added to the access list.

Specify option 1 (for ADD) and press Enter.
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With the definitions that are shown in Figure 2-29, user Hugo can use the database service to
update data.

IESADMBSAA MAINTAIN ACCESS LIST
BSM CLASS: FACILITY PROFILE: ANAPPL.DATABASE.SERVICE

Add Userid or Groupid:

NAME. . ...ovvienennn. HUGO Userid or Groupid

ACCESS........co... 3 (_=None,
2=Read, 3=Update, 4=Alter)

PF1=HELP 3=END 5=UPDATE

Figure 2-29 Adding user ID HUGO to the access list

User Hugo is also connected to group D1234. Therefore, user Hugo has READ authorization
from the group entry and UPDATE from its user ID entry in the access list. Which
authorization is now used by the BSM?

The BSM features the following rules:

» If the user ID is defined on the access list, this authorization is used, independent of
whether the access right is sufficient. No group on the access list is checked.

Normally, you use this rule to give a single user a higher access authority than the rest of
their group. However, you might use it in reverse by specifying NONE for a user ID to remove
that user from accessing this resource, where the rest of its group is authorized.

» If the user ID is not defined on the access list, the groups on the access list that have the
requested access authorization are scanned for this user ID. If the user is connected to
such a group, that user is authorized to use this resource. Otherwise, the access attempt

fails.
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Return to the panel by pressing F5 (for UPDATE), save this entry, and return to the access
list, as shown in Figure 2-30.

IESADMBSLA MAINTAIN ACCESS LIST

BSM CLASS: FACILITY PROFILE: ANAPPL.DATABASE.SERVICE

START. ... NUMBER OF ENTRIES ON LIST: 00002
OPTIONS: 1 = ADD 2 = CHANGE 5 = DELETE

OPT NAME ACC

D1234 2
HUGO 3

PF1=HELP 3=END
PF7=BACKWARD 8=FORWARD

Figure 2-30 Access after adding user ID HUGO

You defined the access list as required. Return by pressing F3 to the entry panel z/VSE
FUNCTION SELECTION and enter fast path 283 to rebuild the security information in the data
space, which activates this profile with the access list.

In this section, we showed how to define a new resource profile and how to authorize users
for these resources by using Interactive Interface panels. In the next section, we show how
you can accomplish the same task by using a batch job.

Defining resource profiles and authorizing users

Example 2-12 shows a batch job to create the group D1234 and connect user ID HUGO to
this group.

Example 2-12 Batch job to define resource profiles and authorize users for them

* $$ JOB JNM=BSTADMIN,CLASS=0,DISP=D

// JOB BSTADMIN

* Specify administrator user ID

// ID USER=SYSA,PWD=...

// EXEC BSTADMIN,0S390

* Add generic resource profile ANAPPL to BSM

AD FACILITY ANAPPL GEN DATA('An application')

* Add resource profile ANAPPL.BRODCAST.SERVICE to BSM

AD FACILITY ANAPPL.BRODCAST.SERVICE UACC(READ) DATA('An application')
* Add resource profile ANAPPL.DATABASE.SERVICE to BSM

AD FACILITY ANAPPL.DATABASE.SERVICE AUDIT(SUCC(UPD),FAIL(FAIL)) -
DATA('An application')

* Permit access to resource for group D1234 and user ID HUGO

PE FACILITY ANAPPL.DATABASE.SERVICE ID(D1234) ACCESS(READ)

PE FACILITY ANAPPL.DATABASE.SERVICE ID(HUGO) ACCESS(UPDATE)

* Activate the changes of the BSM control file

PF DATASPACE REFRESH

/*
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After defining user profiles, group profiles, and resource profiles, you are ready to use the
BSM audit function.

Protecting selected operands of JCL statements

Job Control Commands (JCCs) and Job Control Statements (JCSs) whose effect extends
beyond the end of the current VSE job are subject to security checks.

For example, a job stream that uses PERM on an ASSGN (implicit or explicit), on a LIBDEF or
LIBDRORP, or that uses the OPTION PARSTD/STDLABEL, changes the system that remain in
effect to the end of the current IPL.

For now, IBM provides resource profiles in class FACILITY to control access to these
operands. You can use the dialog, as shown in Figure 2-31, to maintain these profiles and
their access lists.

IESADMBSLE MAINTAIN SECURITY PROFILES

BSM RESOURCE CLASS: FACILITY ACTIVE

START.... IBMVSE (CASE SENSITIVE)

OPTIONS: 1 = ADD 2 = CHANGE 5 = DELETE 6 = ACCESS LIST
OPT PROFILE NAME DESCRIPTION UNIVERSAL AUDIT

> ACCESS VALUE

_ IBMVSE.JCL.ASSGN.PERM 12
_ IBMVSE.JCL.LIBDEF.PERM 12
_ IBMVSE.JCL.LIBDROP.PERM 12
_ IBMVSE.JCL.OPTION.PARSTD 12
_ IBMVSE.JCL.OPTION.STDLABEL 12

PF1=HELP 3=END

PF7=BACKWARD 8=FORWARD 9=PRINT 11=NAME RIGHT

Figure 2-31 Maintain resource profiles for JCL operands

To activate the authorization checks for these resources, specify the JCL parameter in the IPL
SYS SEC command, as shown is the following example:

SYS SEC=(YES,JCL)

For more information, see z/VSE Planning, SC34-2681and z/VSE Administration,
SC34-2692.

2.3.5 Batch resource administration

44

In z/VSE 6.2, the dialog-supported resource administration is extended to include the
following resource classes:

DATASET: z/VSE files

VSELIB: z/VSE libraries

VSESLIB: z/VSE sublibraries
VSEMEM: z/VSE librarian members

\{

vvyy
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These resource classes are stored in the DTSECTAB repository, not in the BSM control file
repository. The DTSECTAB repository keeps its central role to control the access to z/VSE
batch resources, even when the batch resource classes are maintained with the dialog.

When modifying the batch resources, the following process is used:

1. Read the DTSECTAB.PHASE repository into a temporary VSAM/KSDS cluster IESBSTW.
To allow the dialog to read the version that is in SVA, the CICS DFHSIT should be
configured with “SVA=YES”.

2. For the duration of the dialog, the added and modified entries are kept in the temporary
IESBSTW cluster.

3. When the changes are saved, the corresponding DTSECTAB macro definitions are
created by the dialog and a batch job is submitted to assemble, link, and catalog a new
DTSECTAB.PHASE. For that process, the CICS DFHSIT must be configured with
“SPOOL=YES".

Only after cataloging a new DTSECTAB are the changes recognized by the BSM.

Creating resource profiles

Starting from the entry panel z/VSE FUNCTION SELECTION, enter fast path 286. The panel
RESOURCE CLASSES opens, as shown in Figure 2-32.

TESADMBSLC BSM RESOURCE CLASSES
START....
OPTIONS: 6=PROFILE LIST

OPT RESOURCE CLASS NAME STATUS

_ ACICSPCT ACTIVE
~ APPL ACTIVE
~ DATASET ACTIVE
~ DCICSDCT ACTIVE
~ FACILITY ACTIVE
~ FCICSFCT ACTIVE
~ JCICSJCT ACTIVE
~ MCICSPPT ACTIVE
~ MQADMIN ACTIVE
~ MQCMDS ACTIVE
~ MQCONN ACTIVE
~ MQNLIST ACTIVE
PF1=HELP 2=REFRESH  3=END

8=FORWARD 9=PRINT

Figure 2-32 Unified BSM Resource Profile Maintenance

Select one of the VSE batch resource classes by specifying 6 in the OPT field and press
Enter.
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Figure 2-33 shows existing entries of resource class VSEMEM. To create an entry, specify 1
(for ADD) in the option column and press Enter.

TESADMBSLD MAINTAIN SECURITY PROFILES
BSM RESOURCE CLASS: VSEMEM (START is Case Sensitive)  STATUS: ACTIVE
START.... PRD1.BASE.
OPTIONS: 1 = ADD 2 = CHANGE 5 = DELETE 6 = ACCESS LIST
OPT  PROFILE NAME UNIVERSAL
ACCESS
_ *PRDI.BASE. 2
_ *PRD1.BASED. 2
_ *PRDI.MACLIB. 2
_ *PRDI.MACLIBD. 2
1 *PRD2.AFP. 2
_ *PRD2.COMM. 2
_ *PRD2.COMM2. 2
_ *PRD2.CONFIG.DTSEC
_ PRD2.CONFIG.SRV$SYS 3
_ *PRD2.CONFIG. 3
_ *PRD2.DBASE. 2
_ *PRD2.DB2STP. 2
PF1=HELP 3=END
PF7=BACKWARD ~ 8=FORWARD

Figure 2-33 ADD new entry for VSE librarian member

Figure 2-34 shows the fields that are available when you add the new entry for class
VSEMEM.

TESADMBSAD MAINTAIN SECURITY PROFILES
BSM RESOURCE CLASS: VSEMEM

Add Profile:

VOLID......ovvnntn. _ Where the file or library resides.
RESOURCE NAME...... Maximum length is 25 characters.
........ PRD2.AFP

GENERIC............ (1=yes, 2=no)

UNIVERSAL ACCESS... (_=None, 1=Connect,

2=Read, 3=Update, 4=Alter)

PF1=HELP 3=END 5=UPDATE

Figure 2-34 Adding new VSEMEM profile
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The following fields are shown in Figure 2-34 on page 46:

VOLID In this panel, the field is locked for input because VSEMEM is not a
batch class that supports VOLID specification.

RESOURCE NAME This field originally contains the name of the entry from the selection
list. Change this name to the member name required. Specify in
LIB.SUBLIB.MEMBER format.

GENERIC When an entry should match multiple discrete names that start with
the given name, specify 1 (for GENERIC).

UNIVERSAL ACCESS Specify the access right valid for all users (not having private access
right specified).

With PF5 (for UPDATE), you save your new entry in the temporary VSAM/KSDS file
IESBSTW. When exiting the dialog, you are requested to catalog a new DTSECTAB, as
shown in Example 2-35.

TESADMBSGE MAINTAIN SECURITY PROFILES
BSM BATCH CLASSES

The BSM batch classes were modified. To store the modifications
permanent they must be cataloged into the system library.

CATALOG BATCH CLASSES.... 1 (1=yes, 2=no)

Authentication information for catalog job:

USERID...vvvvevnnnnnnnnn. WACK Your userid will be used
PASSWORD.....cvvvvvennnnn Specify your password
PF1=HELP 3=END

Figure 2-35 Cataloging a new DTSECTAB

When you request to catalog the batch classes, a job is submitted to batch to assemble, link,
and catalog the new DTSECTAB. It is a good practice to view the listing of the job (jobname:
DTSECTRC) for errors.

Customizing the JCL for cataloging DTSECTAB

The job that is submitted in the IESADMBSGE panel is created out of a job skeleton. The job
skeleton is named IESECTAB.HTML and stored into library IJISYSRS.SYSLIB. The default job
skeleton provides the following functions:

v

Authenticate the job with the specific user ID and password.

» Specify the DTSECTAB entries for users “DUMMY” and “FORSEC”.

» Catalog a DTSECTAB source version in library PRD2.CONFIG.

» Perform an assembile, link, and catalog step for the generated DTSECTAB source part.

If the default functionality must be modified, the skeleton IESECTAB.HTML can be modified.
The help panel of IESADMBSGE includes more information about how to manage the job
authentication. Save the original part before IESECTAB.HTML is modified.
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2.3.6 Generating BSM cross-reference reports
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In a complex and large user environment with many user IDs, groups, and resource profiles,
you might need more information to ensure that all the different definitions provide a
consistent security setup.

Therefore, the BSM provides cross-reference reports with information about the following
components:

» UserIDs
» Groups

» Access control classes (ACCs) that are used with DTSECTAB

» Resources that can be accessed by way of the UACC definition in the profile

» Undefined user IDs that are found in groups and access lists of resource profiles

By using these reports, you can manage the profile definitions that are stored in the following
repositories:

» VSE control file (IESCNTL)
» Table DTSECTAB
» BSM control file (BSTCNTL)

BSM cross-reference reports are especially useful for checking that after deleting a user ID,
you deleted a user ID from all profile access lists and groups after you deleted the user ID.

You can generate your BSM cross-reference reports by using one of the following methods:

» BSTXREF service
» BSM Cross Reference Report panel (fast path 286)

In both cases, you use jobs that run BSTXREF and create the reports in the VSE/POWER list
queue.

For example, you want to get more information about user ID HUGO and access control class
6. Start a job with the BSTXREF calls, as shown in Example 2-13.

Example 2-13 Creating cross-reference report for a user ID and an access control class

* $$ JOB JNM=BSTXREF,CLASS=0,DISP=D
// JOB BSTXREF

* This job creates BSM cross reference reports
*  Enter ID statement or press enter to continue
// PAUSE

// EXEC BSTXREF,PARM='USERID=HUGO'

/*

// EXEC BSTXREF,PARM='ACC=6"

/*

/&

* $$ EOJ

The report that is shown in Example 2-14 on page 49 shows that the user ID definition for
HUGO exists in the VSE control file. The user ID is connected to eight groups and is defined
on the access lists of three resource profiles. HUGO has read authority by way of access
control class 6 to DTSECTAB resources.
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Example 2-14 Cross-reference report of user ID HUGO

Occurrences of user HUGO

User entry exists

Connected
Connected
Connected
Connected
Connected
Connected
Connected

to
to
to
to
to
to
to

group
group
group
group
group
group
group

D1234

GROUPO1
GROUP60
GROUP61
GROUP62
GROUP63
GROUP64

BSM Cross Reference Report
of User ID HUGO

Read authority in access list of profile APPL DBDCCICS

Read authority in access list of profile FACILITY DITTO.SPOOL.DISPLAY
Update authority in access list of profile FACILITY MSGTEST

Read authority for access control class 6

(G) - Profile name generic.

* - Truncation indication, if shown at the end of large profile names.

Example 2-15 shows the report for access control class 6. The user ID HUGO has read

authority to the resources protected by DTSECTAB profiles, which have ACC=(6) specified. In
this example, eight profiles are shown.

Example 2-15 Cross-reference report of access control class 6

BSM Cross Reference Report
of DTSECTAB Access Control Class (ACC) 6

Occurrences of access control class 6

HUGO has read authority for this class
It is specified in
It is specified in
It is specified in
It is specified in
It is specified in
It is specified in
It is specified in
It is specified in

(G) - Profile name generic.

profile
profile
profile
profile
profile
profile
profile
profile

* - Truncation indication,

DATASET VOLOO1.TESTO1.FILE
DATASET VOL002.TEST02.FI (G)
VSELIB *.VSE.PRD7.LIBRARY.PRD7
VSESLIB PRD7.TESTSLO1

VSESLIB PRD7.TESTSLO2

VSEMEM PRD7.TESTSLO1.A1234567
VSEMEM PRD7.TESTSLO1.A (G)
VSEMEM PRD7.TESTSL02.C (G)

if shown at the end of Targe profile names.

For more information about the other BSM cross-reference reports, see z/VSE
Administration, SC34-2692.
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2.4 BSM auditing
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One of the many reasons to run a security manager on your system is to have a tool that can
help you determine whether any attempts were made to bypass system integrity. BSM audit
data is a record of an installation’s security-relevant events. This data is used to verify the
effectiveness of an installation’s security policy, determine whether the installation’s security
objectives are being met, and identify unexpected security-relevant events.

As all other security managers, the BSM can customize auditing requirements for your
installation, which allows you to meet your corporate security policies. The BSM uses
attributes to allow or disallow BSM command execution. The administrator attribute (type 1
user) allows a user to use the security administration dialogs in the Interactive Interface or to
issue BSM commands in a batch job. The option CMDUSERID also enforces this requirement
for an environment in which batch security is not active.

Similar to the attributes for BSM command execution, the BSM uses several attributes to
control the audit functions.

From z/VSE V5.2 on, the BSM optionally separates the auditor function from the administrator
function, which implements the check and balance concept for VSE security. The BSM
introduces a new user ID of type AUDITOR and allows you to assign the administration of the
system-wide audit options to the AUDITOR only. The administrator keeps the responsibility to
process logging information, but no longer has any auditor rights. The Interactive User
Interface (IUl) of z/VSE is extended to define the AUDITOR ID.

For example, the user ID SYSN is defined as system administrator (user type=1) but has no
AUDITOR capabilities. Having established the logging of administrator accesses
(ADMINACC) in our environment, the user SYSN tries to stop logging for administrator
resource accesses. Although that SYSN is a system administrator, the PF function fails
because of insufficient authorization. A sample BSTADMIN run to attempt this process is
shown in Example 2-16.

Example 2-16 Non-auditor user SYSN trying to change AUDIT settings.

BG 0000 // JOB PAUSEBG
DATE 03/28/2018, CLOCK 14/28/58
BG-0000 // PAUSE
BG 0000 // ID (PARAMETERS SUPPRESSED)
BG-0000
0 exec bstadmin
BG 0000 1S541 PHASE BSTADMIN IS TO BE FETCHED FROM IJSYSRS.SYSLIB
BG-0000 BST901A ENTER COMMAND OR END
0 pf audit noadminacc
BG 0000 BST932I USER NOT AUTHORIZED TO SPECIFY AUDIT, KEYWORD IGNORED
BG 0000 BST904I RETURN CODE OF PERFORM IS 08
BG-0000 BST901A ENTER COMMAND OR END
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2.4.1 Enabling auditing for resources defined in the BSM control file

You can enable (audit) or disable (noaudit) functions dynamically to meet the requirements of
your installation. When you enable the feature to collect the audit records, SMF* records are
generated. For more information about available options, see 2.3.1, “Security system
settings” on page 17.

Note: Certain events are always logged by BSM, other events are never logged by BSM,
and some events are optionally logged by BSM.

The BSM always logs information about certain events that are essential to an effective
data-security mechanism. The BSM always logs:

» Every use of the BSTADMIN command PERFORM with keywords AUDIT, SETOPT, and
PASSWORD

» Whenever a RACROUTE REQUEST=VERIFY (sign-on) request fails

The BSM never logs certain events because knowing about these events is not essential to
effective data security. BSM never logs any use of the following BSTADMIN commands:

» LIST
» LISTG

» LISTU

» PERFORM with keyword DATASPACE

» STATUS

The BSM can optionally log other events. Optional logging is under the control of the
administrator who defined the resource profile or the resource manager that issues the
RACROUTE request.

The next step in establishing the auditing environment is to decide whether you must log
resource access attempts from an administrator user ID. Administrators have access to all
resources. Many subsystems, such as CICS or TCP/IP, are running with the authorization of
an administrator. Logging of the administrator access creates many SMF records. However,
for effective data security logging, those events also are necessary.

Use the BSTADMIN command PERFORM with keyword AUDIT and option ADMINACC to
activate logging of administrator access attempts.

After the auditing for resource access is established, you can activate BSM resource classes
for command auditing by using the BSTADMIN command keyword CLASS and option
CMDAUDIT. This option is applicable for the following classes:

GROUP
TCICSTRN
ACICSPCT
DCICSDCT
FCICSFCT
JCICSJCT
MCICSPPT
SCICSTST
APPL
FACILITY

v

VVYyVYyVYYVYVYYVYY

4 SMF records have their origin in the System Management Facility of z/OS. The audit records of BSM are based on
the SMF 80 record.
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For class GROUP, the following commands are audited:

» ADDROUP
CHNGROUP
DELGROUP
CONNECT
REMOVE

vvyyy

The following audited commands are available for the other resource classes:

ADD
CHANGE
DELETE
PERMIT

vyvyyy

Use the BSTADMIN command STATUS to determine your current AUDIT environment, as
shown in Example 2-2 on page 18.

2.4.2 Enabling auditing for resources defined in the DTSECTAB

Previously, the licensed program Access Control Logging and Reporting (ACLR) was the
preferred program for a comprehensive auditing of DTSECTAB resources. With z/VSE V4R3,
you can use DMF instead of ACLR for this auditing.

To prepare your system to create SMF records and send them to DMF, you must catalog only
the $SVALOG.PHASE in IJSYSRS.SYSLIB. You can use the skeleton SKSECLOG from
ICCF library 59. The phase $SVALOG ensures that the logger program is loaded in the
system when the batch security is active.

Note: As in ACLR, access violations and administrator access to DTSECTAB resources
are always logged.

If the DMF is not active, you do not receive any audit record from the logger program.

2.4.3 DMF setup

52

As with z/OS, the BSM uses System Management Facility (SMF) type 80 records to log
security events. On z/VSE, we use the Data Management Facility (DMF) to collect and extract
SMF records.

DMF is a part of CICS Transaction Server for VSE/ESA. It runs in a separate partition. CICS
is not required to be active to run DMF.

DMF uses VSAM data sets to store the data. The z/VSE initialization defines two DMF data
sets, CICS.DBDCCICS.DFHDMFA and CICS.DBDCCICS.DFHDMFB, as shown in Example 2-17.

Example 2-17 Defining DMF data sets

// JOB DEFINE DMF DATA SETS

// EXEC IDCAMS,SIZE=AUTO

DEFINE CLUSTER (NAME(CICS.DBDCCICS.DFHDMFA) -
NONINDEXED -
RECORDS (2000,500) -
REUSE -
RECORDSIZE (125 32767) -
SPANNED -
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VOLUMES (DOSRES,SYSWK1) -
NOCOMPRESSED -
SHAREOPTIONS (2) -
TO (99366 )) -
DATA (NAME (CICS.DBDCCICS.DFHDMFA.@D@) -
CONTROLINTERVALSIZE (4096)) -
CATALOG (VSESP.USER.CATALOG)

DEFINE CLUSTER (NAME(CICS.DBDCCICS.DFHDMFB)
NONINDEXED -
RECORDS (2000, 500) -
REUSE -
RECORDSIZE (125 32767) -
SPANNED -
VOLUMES (DOSRES SYSWK1) -
NOCOMPRESSED -
SHAREOPTIONS (2) -
TO (99366 )) -
DATA (NAME (CICS.DBDCCICS.DFHDMFB.@D@) -
CONTROLINTERVALSIZE (4096)) -
CATALOG (VSESP.USER.CATALOG)

/*

You can define up to 36 DMF data sets. However, in this IBM Redbooks publication, we use
only these two DMF data sets to demonstrate setting up the DMF setup and the processing of
SMF records.

In the next step, we show how to define the DMF initialization table. For the DMF setup, you
can use the skeleton DFHDMFSP form ICCF library 59, as shown in Example 2-18.

Example 2-18 Skeleton to define DMF initialization table

* $$ JOB JNM=DFHDMFSP,CLASS=A,DISP=D,NTFY=YES

* $$ LST CLASS=Q,DISP=H

// JOB DFHDMFSP ASSEMBLE

// LIBDEF *,CATALOG=PRD2.CONFIG

// LIBDEF SOURCE,SEARCH=(PRD1.BASE,PRD1.MACLIB)

// OPTION CATAL,LIST

// EXEC ASMA90,SIZE=(ASMA90,64K),PARM="EXIT(LIBEXIT(EDECKXIT)),SIZE(MAXC

-200K,ABOVE) '
oo ek ok ek ek ek o ok ok o ek ok ek ek ok e ek ek ok ko
* *
*  5686-066 (C) COPYRIGHT IBM CORP. 1996 *
* *
oo ek ek e ek o ok ok o ek ok ek ek ok ek ek ek Rk o

TITLE 'DFHDMFSP -- SUPPLIED BY VSE/ESA'

PUNCH ' CATALOG DFHDMFSP.OBJ REP=YES'

DFHDMFM TABLE, *
CATALOG=VSESP.USER.CATALOG, USE VSESPUC *
FILELIST=(CICS.DBDCCICS.DFHDMFA,CICS.DBDCCICS.DFHDMFB), *
INTERVAL=3000, 30 MINUTES O SECONDS *
LISTDSN=YES, SHOW DATASETS WHEN DMF STARTS *
SID=VSE, SYSTEM IDENTIFIER *
SIZE=4, USE A 4M DATA SPACE *
STATUS=ACTIVE, DMF IS ACTIVE AT START *
SUFFIX=SP, THIS TABLE IS CALLED DFHDMFSP *
TRACE=NO, NO TRACE ACTIVITY *
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TRTABSZ=1024, TRACE TABLE SIZE IS 1M *
TYPE=0:255, RECORD ALL DMF DATA RECORD TYPES *
USAGE=50 REDUCE SPACE WHEN 50% FULL

END
/*
// IF $MRC GT 4 THEN
// GOTO NOLINK
// EXEC LNKEDT,PARM="'MSHP'
/. NOLINK
/*
/&
* $$ EOJ

For more information, see CICS Transaction Server for VSE/ESA Operations and Ultilities
Guide, SC33-1654.

After you build the DMF initialization table, put the DMF start job into the VSE/POWER reader
queue. By default, this job runs in the dynamic partition Z. The job requires at least 5 MB of
storage and 4 MB of DSPACE. You can use skeleton SKDMFST in ICCF library 59, as shown
in Example 2-19.

Example 2-19 DMF start job

* $$ JOB JNM=DMFSTART,CLASS=Z,DISP=D,NTFY=YES
* $$ LST CLASS=Q,DISP=H
// JOB DMFSTART DMF STATISTIC SERVER

*

FOR COMMUNICATION USE 'MSG XX' (PARTITION ID) AND
"XX SETDMF ...' COMMANDS.

TERMINATING:

'XX SETDMF SHUTDOWN'

* *

// EXEC DFHDFOU

INDD ( DFHDMFA, OPTIONS (CLEAR) )
/*

// EXEC DFHDFOU

INDD ( DFHDMFB, OPTIONS (CLEAR) )
/*

// EXEC DFHDFSIP,SIZE=DFHDFSIP,0S390
SUFFIX=SP

/*

/&

* $$ EOJ

* X X X X X

The program DFHDFOU clears a DMF data set. EXEC DFHDFSIP starts the DMF server. As
with CICS TS, this server requires a specific environment with a control block structure, which
is similar to z/OS. Therefore, the option OS390 is specified in this job.

After the job DMFSTART is placed in the VSE/POWER reader queue, you must define when
this job should be released to start DMF.

The BSM is activated during system startup before other partitions are started. Therefore,
DMF should be activated as early as possible. Because DMF runs in a dynamic partition, the
earliest execution time is after VSE/POWER activates the dynamic classes.
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Example 2-20 shows how you can establish the DMF to start by using USERBG. PROC.

Example 2-20 Start DMF from USERBG.PROC

START MODE FOR BG-PARTITION IS NORMAL

kkhkkkhkkhkkhkkkhhkhkhkhhkhkhkkhhkhhkkhkhkkhhkhkhkkhhkhkhkkhkhkkkxkx

*

YOUR SYSTEM IS *
// EXEC PROC=SPLEVEL
*

*
*
*
*

*

* kkkkkkhkkhkkhhhkhhkhhhkhkhkhhkhkhkkhhkhkhkkhhhkhkkkhkkhkhkk*x

// EXEC PROC=LIBDEF

/*
// LIBDEF DUMP,CATALOG=SYSDUMP.BG,PERM

// EXEC ARXLINK INITIALIZE REXX/VSE
// SETPARM XNCPU="'

// EXEC PROC=$COMVAR,XNCPU GET CPU NUMBER

// SETPARM XENVNR="'

// SETPARM SSLCAUT="'

// EXEC PROC=CPUVAR&XNCPU,XENVNR,SSLCAUT

PRTY Y,S,R,P,C,BG,FA,F9,F8,F6,F5,F4,F2,F7,FB=Z,F3,F1
// PWR PRELEASE RDR,VTAMSTRT START VTAM IF REQUIRED
// EXEC IESWAIT,PARM='03"

/*

// PWR PRELEASE RDR,DMFSTART START DMF IN Z
// EXEC REXX=IESWAITR,PARM='DMFSTART'

/*

// TF SSLCAUT NE YES THEN

// GOTO NOCAUT

// EXEC BSSDCERT,PARM="ACT'

/*
/. NOCAUT

// PWR PRELEASE RDR,CICSICCF START CICS

// PWR PRELEASE RDR,CEEWARC START LE AR I/F

We give the DMF partition Z a priority that is equal to the security server partition FB to

prevent the security server or the resource managers in other partitions from having to wait

for DMF.

After the job DMFSTART is released, we let partition BG wait for DMF before we release
CICS. This configuration should allow CICS to find DMF active when it starts monitoring.

After the next IPL, DMF starts as defined in USERBG.PROC.

Figure 2-36 on page 56 shows how DMF receives the SMF records from the BSM.

Depending on whether the resource is defined in the BSM control file or in the DTSECTAB,

the paths for the SMF record are different.
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Resource Manager Security Server

Security Manager SEC SERV
BSM - SECHECK Logger BSTPSTS
(SVC 108) DSPLLOG Data Space
BSTSPACX
SMF Record »>! SMF Records
DTSECTAB ébop
Partiion of SECHECK issuer °© Partition FB
Data Space
DFHDF000
SMF Records
Security Manager DMFSTART
BSM - RACROUTE DFHDFSIP
SMF Record / DMF
Partition of SECHECK issuer Partition Z1

Figure 2-36  SMF record transfer from BSM to DMF

For resources that are defined in the DTSECTAB, the resource manager issues a SECHECK
macro for the BSM. The BSM uses the LOG information of the resource profile to decide
whether the LOGGER system task should build an SMF record. This task sends the SMF
record by way of security server to DMF because it does not run in OS390 mode.

For resources that are defined in the BSM control file, the resource manager issues a
RACROUTE call for the BSM®. The BSM uses the log information from the RACROUTE
request with the AUDIT information of the profile to decide whether an SMF record should be
built.

If an SMF record was built, the BSM checks the caller’s environment. If the caller is in the
0S390 environment, BSM sends the SMF record directly to the DMF data space.

For resource managers that are not in the OS390 environment, the BSM sends the SMF
record to the data space of the security server. The security server runs in the OS390
environment and transfers the SMF record to the DMF data space.

5 The RACROUTE requests can be issued for resource classes DATASET, VSELIB, VSESLIB, and VSEMEM. The
BSM might show more SMF records because these records are DTSECTAB resources.
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After the DMF data space is filled to a certain level with SMF records, DMF writes the SMF
records to the currently open data set, as shown in Figure 2-37.

DMF

BSTRPWTR

Data Space
BSM Report Writer

CICS
DMF
DATA

Report

DFHDFOU
DMF Dump Utility

Figure 2-37 SMF record transfer from DMF to BSM report writer

When the open DMF data set is full, DMF closes it and opens another. It ensures that the new
data set is empty before attempting to write to it. You must archive and clear the full data set
manually by using the DMF dump utility DFHDFOU.

If you do not want to wait until the current data set is full, you can manually switch the data
set.

First, you must direct DMF to write any remaining data in the data space to the currently open
data set. Use the z/VSE operator command msg to send DMF in partition Z1 the command
setdmf flush, as shown in the following example:

msg z1,data=setdmf flush

In the next step, you must direct DMF to close the currently open data set, and open the next
available data set in the file list. Use the following command:

msg z1,data=setdmf switch

The data set that was closed is now ready to be processed with the DMF dump utility
DFHDFOU.
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2.4.4 BSM report writer (BSTRPWTR)

To create a BSM report, use DFHDFOU to select the SMF 80 records and store them in a
separate data set; for example, CICS.DMF.DATA. Example 2-21 shows a job that combines the
extraction of the SMF 80 records with the creation of the BSM security report.

Example 2-21 Extract SMF80 records from DMF data set and create the report

* $$ JOB JNM=BSTRPWTR,CLASS=0,DISP=L
// JOB BSTRPWTR

* OFFLOAD DMF DATA SET A AND START REPORT
*  Enter ID statement or press enter to continue
// PAUSE

// DLBL VSESPUC, 'VSESP.USER.CATALOG',,VSAM
// DLBL INFILE,'CICS.DBDCCICS.DFHDMFA',,VSAM,CAT=VSESPUC
// DLBL OUTFILE,'CICS.DMF.DATA',0,VSAM,CAT=VSESPUC, *
DISP=(NEW,KEEP) ,RECORDS=2000,RECSIZE=5750
// LIBDEF *,SEARCH=PRD1.BASE
* QOption ALL dumps and clears DMF data set
// EXEC DFHDFOU,SIZE=DFHDFOU
INDD (INFILE, OPTIONS (ALL))
OUTDD (OUTFILE, TYPE(80))

// DLBL VSESPUC, 'VSESP.USER.CATALOG',,VSAM
// DLBL INPUT,'CICS.DMF.DATA',,VSAM,DISP=(0LD,KEEP),CAT=VSESPUC
// EXEC BSTRPWTR,SIZE=BSTRPWTR

/&
* $$ EOJ

The option ALL of DFHDFOU indicates that the input data set is to be read and copied. After
this process, the input data set is to be reset and initialized.

With TYPE(80), you specify that only SMF 80 records should be copied to the output file. In
addition to the SMF record type, you can specify date and time as selection criteria with
DFHDFOU. For more information, see CICS Transaction Server for VSE/ESA Operations and
Utilities Guide, SC33-1654.

After SMF 80 records are copied to the data set CICS.DMF.DATA, the BSM report writer
program BSTRPWTR uses this data set as input to generate the reports that are described
next.

Example 2-22 shows part of a detailed report. Columns Date and Time contain the date and
time when the SMF record was sent to DMF.

Example 2-22 Detailed report

08.075 12:29:29

Date
08.075 12:25:23 DBDCCICS

E

v Q

e u
*Job/User n a
Name t 1

2 0

BSM Report - Listing of Process Records

Job=(CICSICCF) - Resource access: Successful access
Auth=(Administrator),Reason=(Administrator)
Resource=CSNE, Intent=Read,Resource class=TCICSTRN

08.075 12:25:24 DBDCCICS 2 0 Job=(CICSICCF) - Resource access: Successful access

Auth=(Administrator),Reason=(Administrator)
Resource=CWBG, Intent=Read,Resource class=TCICSTRN

08.075 12:25:49 DBDCCICS 2 0 Job=(CICSICCF) - Resource access: Successful access
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Auth=(Administrator),Reason=(Administrator)
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08.075 12:25:51

08.075

08.075

08.075

DBDCCICS 2 0

12:25:55 SYSA 10

12:26:27 SYSA 2 0

12:28:07 SYSA

Resource=CATA,Intent=Read,Resource class=TCICSTRN
Job=(CICSICCF) - Resource access: Successful access
Auth=(Administrator),Reason=(Administrator)
Resource=CSPQ, Intent=Read,Resource class=TCICSTRN
Job=(CICSICCF) - User verification: Successful initiation / logon
Auth=(None) ,Reason=(None)
Job=(CICSICCF) - Resource access: Successful access
Auth=(Administrator),Reason=(Administrator)
Resource=IESI,Intent=Read,Resource class=TCICSTRN
Job=(CICSICCF) - ADD command: No violation detected
Auth=(Administrator),Reason=(Class)

ADD FACILITY IBMVSE.JCL.HHTEST UACC(None) AUDIT(FAILURES(Update))

21 0

08.075 12:28:11 *DITESYSA 2 1 Job=(DITESYSA) - Resource access: Insufficient authority
Auth=(Normal),Reason=(Audit options)
Resource=DITTO.0THER.ALL,Intent=Read,Al1owed=None,Resource class=FACILITY

08.075 12:28:23 SYSA 19 0 Job=(CICSICCF) - PERMIT command: No violation detected

Auth=(Administrator),Reason=(Class)
PERMIT FACILITY IBMVSE.JCL.HHTEST ID(GROUP02) ACCESS(Update)

The column Job/User Name shows the user ID and (if available) the user name. If no user ID
was related to the event, the job name is shown instead of a user ID. To indicate that the ID is
a job name, the name starts with an asterisk (*).

Columns Event and Qual contain the numerical value of the event and the related event
qualifier. For example, event 2 is a resource access. The event qualifier 0 indicates successful
access. The description of the numerical values follows in the same line after the job name.

Below this description, you find more information about this event, such as administrator
authorization, reason for logging, the resource name and class, intended access, allowed
access, or the issued BSTADMIN command.

After the detailed report with the list of processed records, the summary reports follow.

Example 2-23 shows the user summary, a resource summary, and a command summary of
the short example.

Example 2-23 Summary reports

08.075 12:29:29
User/ Name
*Job

DBDCCICS

SYSA
*DITESYSA

08.075 12:29:29

Resource Name
Class = FACILITY

DITTO.OTHER.ALL
Class = TCICSTRN

CATA

CSNE

CSPQ

CWBG

DITT

1ESI

08.075 12:29:29

BSM Report - Listing of User Summary

Resource Statistics

---- Job/Logon ----  emeeeo Intents —------
Success Violation Success Violation Alter Update Read Total
0 0 4 0 0 0 4 4
1 0 1 0 0 0 1 1
0 0 0 1 0 0 1 1

BSM Report - Listing of Resource Summary

——————— Intents -------
Success Violation Alter Update Read Total
0 1 0 0 1 1
1 0 0 0 1 1
1 0 0 0 1 1
1 0 0 0 1 1
1 0 0 0 1 1
1 0 0 0 1 1
1 0 0 0 1 1

BSM Report - Listing of Command Summary

Qualifier Occurrences

Chapter 2. z/VSE Basic Security Manager 59



Event = 19 - PERMIT command

0 - No violation detected 1
Event = 21 - ADD command
0 - No violation detected 1

Accumulated totals -

The user summary report lists the number of successful and failed logon (sign-on) attempts

for each user. Also, the resource statistics show the number of successful and failing access
attempts to resources and the sum for each access request type. If no user ID was available,
the job name is listed with data in the resource statistic.

The resource summary report shows all involved resources sorted by resource class. For
each resource, the number of successful and failing access attempts are listed and also the
sum per access request type.

The command summary report shows the issued BSTADMIN commands, which are sorted
by the event number.

The general summary report, as shown in Example 2-24, provides the number of processed
SMF records. It also lists the total number of job or logon attempts and resource access
attempts.

Example 2-24 General summary report

08.075 12:29:29 BSM Report - General Summary
Process records: 9

--- Job / Logon Statistics ---
Total Job/Logon/Logoff
Total Job/Logon successes
Total Job/Logon violations
Total Job/Logon attempts by undefined users
Total Job/Logon successful terminations

O O O = =

--- Resource Statistics ---

Total resource accesses (all events) 6
Total resource access successes 5
Total resource access violations 1

2.5 BSM backups

The BSM keeps its security information in the following files:

» DTSECTAB.PHASE
» VSE.CONTROL.FILE
» VSE.BSTCNTL.FILE

For more information about backing up or restoring these files and the z/VSE system and its
components, see z/VSE Operation, SC33-8309.

The DTSECTAB and the VSE control file existed for a long time in VSE. The BSM control file
was introduced with z/VSE V3R1M1. This file is relatively new and has another service to
back up and restore it. Therefore, we use this file as an example for backup and restore.
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2.5.1 VSAM backups

The BSM control file is a VSAM file. You can use the VSAM functions to create copies of this
file according to your backup policies. If you want a logical backup, use the REPRO function.
If you prefer total replacements, use the BACKUP/RESTORE function of VSAM.

Here, we use the BACKUP/RESTORE approach as example.

To create the backup job that is shown in Example 2-25, you can use fast path 3713 in the
administrator dialog.

Example 2-25 VSAM backup job for the BSM control file

* $$ JOB JNM=VSMBKUP1,DISP=D,PRI=3, C
* $$ NTFY=YES, ¢
* $$ CLASS=0

* $$ LST DISP=H

// J0OB VSMBKUP1

// LIBDEF PHASE,SEARCH=IJSYSRS.SYSLIB

* THIS JOB BACKS UP VSAM DATASETS

// DLBL IJSYSUC,'VSESP.USER.CATALOG',,VSAM
*

* THIS FUNCTION USES A TAPE FOR OUTPUT
* MOUNT LABELED TAPE WITH VOLUME ID=DDDDDD ON DEVICE 181
* THEN CONTINUE. IF NOT POSSIBLE CANCEL THIS JOB.
// PAUSE
// TLBL VSMBKUP,'BSTCNTL.BACKUP1',,'DDDDDD'
// ASSGN SYS005,181
// EXEC IDCAMS,SIZE=AUTO
BACKUP ( -
VSE.BSTCNTL.FILE -
) -

UNLD -
NOCOMPACT -
BUFFERS(3) -
STDLABEL (VSMBKUP)
/*
/*
/&
* $$ EOJ

Before you submit this job, ensure that the BSM control file is not open in any partition.

Normally, the CICS partition and the security server partition FB use this file. To close it in
CICS, issue the transaction CEMT SET FI(BSTCNTL) CLO. For the security server, use the
console command msg fb,data=closebst. Then, submit your job to build a backup on tape.

After your backup job successfully completes, reopen the BSM control file in FB by using the
msg fb,data=openbst command; for CICS, use the transaction CEMT SET FI(BSTCNTL)
OPE.

Chapter 2. z/VSE Basic Security Manager 61



Example 2-26 shows the restore job of the VSAM backup. You can use fast path 3714 in the
administrator dialog to create a similar VSAM restore job.

Example 2-26 VSAM restore job for the BSM control file

* $$ JOB JNM=VSMREST1,DISP=D,PRI=3, C
* $$ NTFY=YES, ¢
* $$ CLASS=0

* $$ LST DISP=H

// JOB VSMREST1

// LIBDEF PHASE,SEARCH=IJSYSRS.SYSLIB
* THIS JOB RESTORES VSAM DATASETS

THIS FUNCTION USES A TAPE FOR INPUT

MOUNT LABELED TAPE WITH VOLUME ID=DDDDDD ON DEVICE 181
* THEN CONTINUE. IF NOT POSSIBLE CANCEL THIS JOB.

// PAUSE

// TLBL VSMREST, 'BSTCNTL.BACKUP1',,'DDDDDD'

// ASSGN SYS004,181

// EXEC IDCAMS,SIZE=AUTO

RESTORE OBJECTS ( -

*

*  * %

) -
CATALOG (VSESP.USER.CATALOG) -

STDLABEL (VSMREST) -
VOLUMES (DOSRES) -
UNLD -
BUFFERS (3)

/*

/*

/&

* $$ EOJ

2.5.2 BSM backup and migration with BSTSAVER

As opposed to a VSAM backup, the batch program BSTSAVER builds BSTADMIN commands
from the contents of the BSM control file and stores these BSTADMIN commands in a library
member.

You can use this member as a backup of your BSM control file in readable text format, and
use it to migrate the contents of your BSM control file to your current z/VSE release. For
example, use it when migrating your BSM security to z/VSE V4R2 from:

» z/VSE V3R1M1 or a later refresh of z/VSE V3R1
» z/VSE V4R1 or a later refresh of z/VSE V4R1

Example 2-27 shows the BSTSAVER call in a batch job. You can also call BSTSAVER from
the console by using PAUSEBG. The parameter specifies the library member where
BSTSAVER should store the generated BSTADMIN commands. In the example, we use:

"PRDZ.SAVE.BSTCNTL.SAVE1O'

Example 2-27 BSTSAVER start in batch job

* $$ JOB JNM=BSTSAVER,CLASS=0,DISP=D
// JOB BSTSAVER
* Save BSTCNTL as commands in PRD2.SAVE.BSTCNTL.SAVE10
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*  Enter ID statement or press enter to continue
// PAUSE

// EXEC BSTSAVER,PARM='PRD2.SAVE.BSTCNTL.SAVE1Q'
/*

/&

* $$ EOJ

Later, we can use this member to rebuild the definitions in the BSM control file with a
BSTADMIN call in a batch job, as shown in Example 2-28.

Example 2-28 Rebuild BSM control file contents with BSTADMIN

* $$ JOB JNM=BSTADMIN,CLASS=0,DISP=D
// JOB BSTADMIN

* Execute BSTADMIN commands specified in Tibrary member
*  Enter ID statement or press enter to continue
// PAUSE

// EXEC BSTADMIN,0S390

* $§ SLI MEM=BSTCNTL.SAVE10,S=PRD2.SAVE
/*

/&

* $$ EOJ

This rebuild does not delete definitions in the BSM control file. If a profile already exists, the
related ADD, ADDGROUP, and CONNECT commands fail. The PERMIT command replaces

an existing permission for a user or group on the access list. The security settings from

"PRD2.SAVE.BSTCNTL.SAVE10' replace existing security settings.

If the rebuild was successful, you can activate the profile updates with the BSTADMIN
command PERFORM DATASPACE REFRESH.
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LDAP sign-on support

In this chapter, we introduce Lightweight Directory Access Protocol (LDAP) sign-on support
on z/VSE.

This chapter includes the following topics:

3.1, “LDAP and z/VSE” on page 66

3.2, “Risks of the current situation” on page 67

3.3, “LDAP terminology” on page 68

3.4, “z/VM LDAP server” on page 72

3.5, “LDAP sign-on of z/VSE” on page 72

3.6, “Configure and activate LDAP sign-on support” on page 75
3.7, “Administering the LDAP user mapping file” on page 83
3.8, “LDAP sample setup” on page 87
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3.1 LDAP and z/VSE

66

z/VSE V4R2 introduces a new z/VSE LDAP client that can be used to perform authentication
against a remote LDAP server. z/VSE V4R2 does not provide an LDAP server.

The LDAP sign-on support enables users to sign on to z/VSE by using long, company-wide
(corporate) user IDs and passwords. The user ID and password are authenticated by using
an LDAP server that is reachable through the TCP/IP network. The LDAP server is installed
on the company network.

This use of company-wide user IDs connects z/VSE with the centralized management of user
IDs. As a result, password rules and password renewal can be enforced through the LDAP
server.

LDAP authorization is designed to integrate z/VSE into identity management systems, such
as IBM Tivoli® products.

An LDAP sign-on solution overcomes the previous limitations in z/VSE that:

» VSE/ICCF user IDs were up to four characters long.
» z/VSE user IDs were 4 - 8 characters long.
» Passwords were up to eight characters long.

Consider the following points regarding an LDAP sign-on solution:
» User IDs and passwords can be up to 64 characters long.

» Users can be forced to use complex passwords. For example, passwords might have to
contain a mixture of numeric and alphabetic characters, and uppercase and lowercase
characters.

» A centralized management of company-wide user IDs and passwords within a company is
possible. Each user can be forced to change their password that is used on all systems
within a predefined time period; for example, every 12 weeks.

The major advantage of a centralized identity management system is that all updates for
employees can be performed on one location, including enabling or disabling user IDs and
granting or revoking access.

For example, if an employee leaves a company, the company’s administrator must revoke
access only for the person's user IDs in the identity management system; that is, typically the
LDAP server. Therefore, the revoked user IDs can no longer be used for signing on to z/VSE
without the requirement for the z/VSE administrator to perform any further actions.
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3.2 Risks of the current situation

The identity management or user ID management often is separated between the host
systems and the distributed systems, such as Windows, UNIX, and Linux (see Figure 3-1).

[

Figure 3-1 Separated identity management

The z/VSE and z/VM administrators manage the process of defining user IDs and appropriate
access rights by using the tools that are available on z/VSE or z/VM. The security
administrators of the distributed site manage the user IDs on the distributed site by using the
available tools.

However, most z/VSE users also use distributed systems on other sites. Therefore, they have
one or multiple user IDs on z/VSE, and in addition one or multiple user IDs on the distributed
site. This issue results in one person having multiple user IDs on different systems. Normally,
no automatic synchronization exists between the user IDs. If a change is made to one user ID
on one system, the other user IDs on the other systems also must be changed manually. This
manual task can be time-consuming and error-prone.

In many cases, the user ID does not easily tell you who is its owner; for example, user ID
FRAN. Sometimes user IDs consist of the first few characters from the last name, an
identification number, or the email address. In any case, documentation must exist to know
what user IDs are owned by whom.

Corporate policies or rules can exist that define how a user ID or its password must be
formed. Policies usually control how often a password must be changed, how many
characters it must consist of, and how complex it must be (how many special characters, how
many numbers, and so on). Different policies or rules can exist on different systems. Certain
systems might not even allow enforcing certain policies.

Various security risks can be exposed if identity management is not performed carefully,
including the following examples:

» If an employee leaves the company, you must deactivate all of the employee’s user IDs on
all affected systems. If you miss one, the person, or other persons that know that
employee’s password might still be able to use the system.

» If an employee moves to another department or job role, the permissions to access
systems and resources on the systems might have to be adapted according to their new
job role. If you miss adjusting a user ID on a server, the employee might still be able to
access data that the employee should no longer be allowed access.
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To reduce the risk of missing to update a user ID, use a centralized identity management
system that stores and manages all user IDs for all systems. This approach enables you to
have one single place where all identity-related information is stored, including user IDs,
passwords, permissions, groups, roles, and more. At best, you have only one user ID per
person, and all surrounding systems can work with that user ID.

With having such a centralized identity management system, the risk of missing a user ID
when changing a system can be greatly reduced. All changes to user IDs automatically affect
all systems, without any extra manual intervention. Corporate security policies can also be
enforced much easier by a central identity management system.

Common security tasks, such as resetting a password, unlocking a user ID, and others can
easily be provided through an automated self-service help desk, which reduces any manual
intervention to a minimum.

Most of today’s identity management systems use an LDAP server for storing identity-related
information (see Figure 3-2).

[

Figure 3-2 Identity management system using an LDAP server

3.3 LDAP terminology

When you start to use an LDAP server and clients, understanding several terms and
processes is helpful.

3.3.1 Overview and terms

68

LDAP defines the content of messages that are exchanged between an LDAP client and an
LDAP server. The messages specify the operations that are requested by the client (for
example, search, modify, and delete), the responses from the server, and the format of data
that is carried in the messages. Because LDAP messages are carried over TCP/IP (a
connection-oriented protocol), operations are available to establish and disconnect a session
between the client and server.
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An overview of the main LDAP actors is shown in Figure 3-3.

LDAP Directory
LDAP Protocol \:l
LDAP Messages
—
Server
A LDAP Client
v
LDAP directory objects:
LDAP . Sf:hema .
Database + Directory entries
« ACL

Figure 3-3 LDAP overview

However, for the designer of an LDAP directory, the structure of the messages that are sent
and received over the wire are not of much interest. More important is the logical model that is
defined by these messages and data types, how the directory is organized, what operations
are possible, how information is protected, and so on.

The general interaction between an LDAP client and an LDAP server includes the following
process:

1. The client establishes a connection with an LDAP server. This process is known as
binding to the server. The client specifies the host name or IP address and TCP/IP port
number where the LDAP server is listening.

2. The client can provide a user name and a password to authenticate properly with the
server, or the client can establish an anonymous session with default access rights. The
client and server can also establish a session that uses stronger security methods, such
as encryption of data.

3. The client then performs operations on directory data. LDAP offers read and update
capabilities, which allows directory information to be managed and queried. LDAP also
supports searching the directory for data meeting arbitrary user-specified criteria.

Searching is a common operation in LDAP. A user can specify what part of the directory to
search and what information to return. A search filter that uses boolean conditions
specifies what directory data matches the search.

4. When the client is finished making requests, it closes the session with the server. This
process is also known as unbinding.

The philosophy of the LDAP APl is to keep simple things simple, which means that adding
directory support to existing applications can be done with low overhead. Because LDAP was
originally intended as a lightweight alternative to DAP for accessing X.500 directories, it
follows an X.500 model.
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The directory stores and organizes data structures that are known as entries. A directory
entry often describes an object, such as a person, device, or location, as shown in Figure 3-4.

o=ibm owned by LDBM

cn=RACFVM

racfuseraRACFuser

ou=Home Town

Figure 3-4 LDAP directory

Each entry includes a distinguished name (DN) that uniquely identifies it. The DN consists of
a sequence of parts that is called relative distinguished names (RDNs), much like a file name
consists of a path of directory names in many operating systems, such as z/OS, z/VM, Linux,
UNIX, and Windows. The entries can be arranged into a hierarchical tree-like structure that is
based on their distinguished names. This tree of directory entries is called the Directory
Information Tree (DIT).

Each entry contains one or more attributes that describe the entry. Each attribute includes a
type and a value. For example, the directory entry for a person might have an attribute that is
named telephoneNumber. The syntax of the telephoneNumber attribute specifies that a
telephone number must be a string of numbers that can contain spaces and hyphens. The
value of the attribute is the person’s telephone number, such as 800-555-1234.

A directory entry describes a particular object. An object class is a general description
(sometimes called a template) of an object, as opposed to the description of a particular
object. For example, the object class person has a surname attribute, whereas the object
describing John Smith has a surname attribute with the value Smith.

The object classes that a directory server can store and the attributes they contain are
described by schema. Schema define what object classes are allowed where in the directory,
what attributes they must contain, what attributes are optional, and the syntax of each
attribute. For example, a schema might define a person object class. The person schema
might require that a person have a surname attribute that is a character string, specify that a
person entry can optionally have a telephoneNumber attribute that is a string of numbers with
spaces and hyphens, and so on.

Object classes

An object class is an LDAP term that denotes the type of object that is represented by a
directory entry or record. Several typical object types are person, organization, organizational
unit, domain component, and groupOfNames. Also, object classes are available that define
an object’s relationship to other objects, such as object class top denotes that the object can
have subordinate objects under it in a hierarchical tree structure. Some LDAP object classes
can be combined; for example, an object class of organizational unit is most often also
simultaneously defined as a top object class because it has entries beneath it.
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Attributes

The only thing an object class does is define the attributes, or types of data items that are in
that type of object. Examples of typical attributes include cn (common name), sn (surname),
givenName, mail, UID, and userPassword. Just as the object classes are defined with unique
OIDs, each attribute also has a unique OID number that is assigned to it. LDAP V3 attributes
follow a notation similar (ASN.1) to object classes.

LDAP operations
LDAP defines operations for accessing and modifying directory entries, such as:

Binding and unbinding

Searching for entries meeting user-specified criteria

Adding an entry

Deleting an entry

Modifying an entry

Modifying the distinguished name or relative distinguished name of an entry (move)
Comparing an entry

YyVVyVYVYVYYVYY

All directory servers use version 3 of LDAP.

LDAP V3 is documented in several IETF RFCs (2251, 2252, 2253, 2254, 2255, and 2256).

3.3.2 LDIF files

LDAP Data Interchange Format (LDIF) is used as input or output file during LDAP server
commands. When an LDAP directory is loaded for the first time or when many entries must be
changed at once, changing each single entry on a one-by-one basis is inconvenient. For this
purpose, LDAP supports the LDAP Data Interchange Format (LDIF) that can be seen as a
convenient, yet necessary, data management mechanism. It enables easy manipulation of
mass amounts of data.

Figure 3-5 shows an LDAP server export followed by an import to another LDAP server.

LDAP
Server

Using LDAP server tools:

* Linux "slapcat" command

* z/VM DS2LDIF command

» LDAP browser export function

LDIF R LDAP

File LDAPADD " Server
Command

Figure 3-5 Export and import LDAP database

Depending on the client operating system and the server operating system, different tools are
used to export or import LDAP server data. For example, on Linux, the main tool is slapcat. It
is available in the openldap2 package. On Windows, tools, such as LDAP Browser/Editor by
Jarek Gavor, includes a database export/import tool. With z/VM, DS2LDIF tools can also be
used to copy an LDAP directory to a CMS files.

Chapter 3. LDAP sign-on support 71



3.4 z/VM LDAP server

In addition to many other LDAP servers that are available as a commercial product or open
source, z/VM provides an LDAP server that runs on z/VM. The z/VM LDAP server is a ported
version of the IBM Tivoli Directory Server for z/OS.

Many z/VSE clients run their z/VSE systems as guests under z/VM. Therefore, choosing
z/VM to host the LDAP server is a good choice.

The z/VM LDAP server provides different back ends, including the SDBM back end. The
Secure Database Manager (SDBM) gives access to the data that is stored in the IBM z/VM
RACF® database. Its main function is the directory authentication (bind) that is based on the
user ID and the password. By using the SDBM back end, you can authenticate z/VSE users
against the z/VM RACF database.

For more information about z/VM LDAP support, see Security on z/VM, SG24-7471.

3.5 LDAP sign-on of z/VSE

72

The z/VSE LDAP sign-on support is part of z/VSE since z/VSE V4R2. It consists of an LDAP
clientimplementation that can connect to an LDAP server using TCP/IP. For security reasons,
the communication between the LDAP client and the LDAP server can be encrypted by using
Secure Sockets Layer (SSL) or Transport Layer Security (TLS). In addition, z/VSE provides a
special sign-on program that performs the authentication through the LDAP server.

Figure 3-6 shows the modules that are part of the z/VSE LDAP sign-on support.

z/VSE Company-wide Network
CICS
greesns——— ¥ ;
ZIVSE CICS |i Customer :| | zVSE Batch WGl
Sign-on i Written  § Sign-on anTe_ageImen
Program Sign-on  : Program ools
(IESIESO1) |: Program (IESLDSOB) i
) L ; !
: — v
LDAP Sign-on Module > LDAP Client L > LDAP Server
(IESLDSOC and IESLDSO) (IESLDAPC) (e.g., Tivoli)
A AN A
v \ v
LDAP
LDAP Mapping File Configuration
(VSAM KSDS) (IESLDCFG) LDAP
7 Directory

IUI Dialog

LDAP Mapping Tool
(IESLDUMA)

(Maintain LDAP
User Profiles)

Figure 3-6 Components of the z/VSE LDAP sign-on support
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The LDAP sign-on support sits on top of any z/VSE security manager. Therefore, it can be
used with the BSM and with an external security manager, such as CA-Top Secret from
Computer Associates or Alert from Connectivity Systems Inc. (CSI).

In principle, the sign-on process consists of the following steps:

1. The LDAP sign-on program connects to the LDAP server and authenticates by using the
user ID and password that is entered by the user (both up to 64 characters) by performing
LDAP bind and search operations.

2. If the LDAP authentication was successful, it looks up the user’s record in the LDAP user
mapping file and gets the associated z/VSE user ID and password (both up to eight
characters) from the record. The LDAP mapping file is a KSDS VSAM cluster that contains
the mapping between the long LDAP user IDs and the short VSE user IDs.

3. The LDAP sign-on program passes the corresponding z/VSE user ID and password to the
underlying security manager (BSM or ESM) through the sign-on process (for example,
EXEC CICS SIGNON).

The use of LDAP authentication enables users to sign on z/VSE by using a single,
comprehensive, corporate-wide identity management system; for example, the IBM Tivoli
Identity Manager. Any changes to a user ID done in the identity management system
automatically affect z/VSE sign-on also. This approach allows for easily enforced corporate
policies and rules, such as password renewal, password complexity rules, consistent access
rules, and ease-of-use for basic users.

All security definitions regarding permissions and access to resources are done on z/VSE
based on the associated short z/VSE user ID. If the security setup exists, it can be used
without any change. However, the user signs on into z/VSE by using their long LDAP user ID
and password.

The z/VSE LDAP sign-on support allows user IDs and passwords to be up to 64 characters.
LDAP user IDs are usually case-sensitive.

User IDs or passwords on z/VSE must meet the following requirements:

» Up to four characters for VSE/ICCF user IDs
» Arange of 4 - 8 characters for CICS user IDs
» Up to eight characters for the passwords

If both CICS and ICCF are used, user IDs of exactly four characters often result.

By using the z/VSE LDAP sign-on support, you integrate z/VSE into a corporate-wide identity
management system, as shown in Figure 3-7 on page 74.
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z/VSE Identity Management
p Manages identities:
o
cics g Authenticate » UserlDs
Aoplicat %) > LDAP * Passwords
ications .
PP % Directory Groups
3 * Access rights
* Policies
Sign-on / Authenticate Add, change,
Authenticate delete, ...
User User User User Administrator

Figure 3-7 Identity management

3.5.1 LDAP user mapping file
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To associate a long LDAP user ID with a short z/VSE user ID, the LDAP sign-on support uses
an LDAP user mapping file. This mapping file is a VSAM KSDS cluster.

The mapping file contains records for users that are:
» LDAP-enabled

These user IDs are mapped to corresponding short z/VSE user IDs.
» Not LDAP-enabled

These user IDs are not mapped to short z/VSE user IDs; instead, these user IDs are
passed directly to the underlying security manager without performing LDAP
authentication. These users can sign on to z/VSE, even if the LDAP server is not
operational.

A good practice is to configure the system administrators (such as SYSA) and possibly the
operators to the not LDAP-enabled |D type, so that the users can sign on to z/VSE even if the
LDAP server is not reachable, if the network is down, or if another problem does not allow
z/VSE to perform LDAP authentication.

The LDAP user mapping file is maintained with a batch tool called IESLDUMA. You can add
user IDs to the mapping file, change or delete user IDs, and list all user IDs that are contained
in the mapping file. The IESLDUMA tool can be used by only an administrator type of users. If
batch security is active in z/VSE, you specify this administrator user ID with the JCL ID
statement before IESLDUMA is run. If batch security is not active, you must specify the
administrator user ID by using the ID command of IESLDUMA, as the first command after
IESLDUMA is started.
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3.5.2 Strict mode

You can configure the LDAP sign-on support to operate in one of the following modes:
» Strict mode

In this mode, all users (those users who use a long user ID and those users who use a
short user ID) are defined in the LDAP mapping file.

» Non-strict mode

In this mode, only those users who use a long user ID are defined in the LDAP mapping
file. Sign-on requests for short user IDs are processed directly, if this short user ID is
accepted by the security manager; for example, by the BSM. The advantage of using
non-strict mode is that users who should be able to sign on to z/VSE when the LDAP
server is not operational (for example, the SYSA user ID) do not have to be defined in the
LDAP mapping file.

3.5.3 LDAP password cache

Performing authentication with a remote LDAP server can be time-consuming. It requires a
network connection to the LDAP server to be established and several LDAP operations to be
run. When the same user signs on to z/VSE within a short period, the LDAP password or
other settings of the user ID in the LDAP directory are unlikely to change. Therefore, the
z/VSE LDAP sign-on support provides an option for the use of a cache to store a secure hash
(SHA-256) of the last successfully used LDAP password.

If the user signs on within a certain time, the password that is specified by the user is checked
against the hash that is stored in the cache instead of performing a full authentication with the
remote LDAP server. Such a cached password features an expiration period. You can
configure after how many seconds the cache should expire. After the cache entry is expired, a
full LDAP authentication is performed.

The use of the password cache is optional; you can also turn it off. The cache never stores
the LDAP password; instead, a secure hash (SHA-256) is built from the password and stored
in the cache entry. The password cannot be recovered from its hash because the hash
function is a one-way function.

3.6 Configure and activate LDAP sign-on support

To use LDAP sign-on support with your z/VSE system, you must configure and activate it first.
By default, LDAP sign-on support is not activated.

To activate LDAP sign-on support, create a configuration and specify several settings. These
settings include the name of the user mapping file, the IP addresses or host names of the
LDAP servers, settings for the LDAP authentication process, and settings for Secure Sockets
Layer.

To configure LDAP sign-on support, you use the skeleton SKLDCFG in ICCF library 59. Note
that certain values in that configuration are case-sensitive. You must switch to mixed case
mode in the ICCF editor by using CASE M when editing this member.
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3.6.1 LDAP configuration example skeleton

The skeleton that is shown in Example 3-1 generates a phase that is called IESLDCFG. PHASE,
which is stored in PRD2.CONFIG. The sections of the example are discussed after the example.

Example 3-1 LDAP configuration

* $$ JOB JNM=LDCONFIG,CLASS=A,DISP=D
// JOB LDCONFIG GENERATE LDAP SIGNON CONFIG PHASE

EE R R R R S R R R R R R R R R R R R R R R R

ASSEMBLE AND LINK THE LDAP CONFIG PHASE *

*

NOTE: THE CONTENTS OF THIS MEMBER IS CASE SENSITIVE ! *

B R o o R R S R R R S R S R

*
*
*
*

// LIBDEF *,CATALOG=PRD2.CONFIG

// LIBDEF *,SEARCH=PRD1.BASE

// OPTION ERRS,SXREF,SYM,NODECK,CATAL,LISTX

PHASE IESLDCFG,*,SVA

// EXEC ASMA90,SIZE=(ASMA90,64K),PARM="EXIT(LIBEXIT(EDECKXIT)),SIZE(MAXC
-200K,ABOVE) '

IESLDCFG CSECT

IESLDCFG AMODE ANY

IESLDCFG RMODE ANY

* AR KAAIIAIIAA IR AR A bk hhhkhhhhhhhhhhhhhhhdhhdhhrhdhrrrrrrhrrx kkhkkkhkkkhkkk * k%

GENERAL SETTINGS:

B R o o R R R S S R S R S T R

*
*
*
* FLAGS. POSSIBLE VALUES SEE EQUATES BELOW

*

FLAGS DC XL4'00000001"

LDAP_AUTH_ENABLED EQU X'00000001"' LDAP AUTH IS ENABLED
USE_SSL EQU X'00000002' SSL IS ENABLED

STRICT_MODE EQU X'00000004' STRICT USER MAPPING
FAILURE_HASH EQU X'00000008" FAILURE PASSWORD HASH USED

UPPERCASE_MODE EQU X'00000010' UPPERCASE LDAP USERID & PWD
EBCDICCP_PER_TERM EQU X'00000020' USE TERM.TABLE FOR CODEPAGE
SIGNON_MSG_SYSLOG EQU X'01000000' SIGNON MESSAGES TO SYSLOG
SIGNON_MSG_SYSLST EQU X'02000000' SIGNON MESSAGES TO SYSLST/TDQ
TRACE EQU X'80000000" ENABLE TRACING

*

* USER MAPPING FILE NAME (DLBL)

*

USER_MAP_FILE_DLBL DC CL8'IESLDUM'

*

EBCDIC CODEPAGE (IMPORTANT FOR @ CHAR). THE LDAP PROTOCOL USES UTF-8
FOR DATA TRANSFER. THE LDAP CLIENT TRANSLATES THIS TO THE SPECIFIED
EBCDIC CODEPAGE. (DEFAULT IS IBM-1047).

*
*
*
*
EBCDIC_CODEPAGE ~ DC  CL16'IBM-1047'
*
* VALIDITY PERIOD IN MINUTES FOR CACHING THE LDAP PASSWORD.
* TO DISABLE CACHING OF LDAP PASSWORDS SET THIS VALUE TO ZERO.
*
CACHE_EXPIRATION DC  F'0'
*

KKERKKRRKRKRRKRRK XKk Rk hkhhkhkhkkhhkkhkhkkhkhkkhkhkkkhkkkhkkkhkkk*k kkkkkkhkkkhkhX *k*

LDAP SERVER SETTINGS

*
*
EE R R R R R R R R R R R R R R R R R R R R R
*
*

LDAP SERVER IP OR HOSTNAME.
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SPECIFICATION CONTAINS THE IP ADDRESS OR HOSTNAME OF ONE OR MORE
LDAP SERVERS IN THE FORM <SERVER>:<PORT>.
MULTIPLE SERVER ADDRESSES ARE SEPARATED BY BLANKS.
IF THE PORT NUMBER IS OMITTED, THE DEFAULT PORT NUMBERS ARE USED:
389 - NON-SSL
636 - SSL
PLEASE NOTE THAT MICROSOFT ACTIVE DIRECTORY MAY USE DIFFERENT PORT
NUMBERS. THE AD GLOBAL CATALOG SERVER USES PORT 3268 PER DEFAULT.

LR SR R

LDAP_SERVERS DC CL256'my.1dap.server:389'

B R R T T R R T L e L T e S LR L L e *kkkkkkhkkkk *kk

SSL SPECIFIC SETTINGS. IF SPECIFIED, A SSL CONNECTION IS USED TO
CONNECT TO THE LDAP SERVER.

B R R R R R R R R R R R R R R R S R R R R R R R R R R R R R R R R R R R

KEYRING LIBRARY

EYRING_LIBRARY DC CL16'CRYPTO.KEYRING'

* ROk ok k 3k F k¥ ok

* NAME OF THE KEY MATERIAL IN THE KEYRING LIBRARY

*

KEYNAME DC  CL8'LDAPKEY'

*

* SSL CIPHER SPECS TO USE

* SPECIFY ALL BLANKS TO USE THE SSL LIBRARY'S SUPPORTED CIPHERS

*

CIPHER_SPEC DC  CL64'352F' OA 09 08 02 01 ARE DEPRECATED
* FOR OPENSSL:

CIPHER_SPEC DC CL64'C027C014C013C0126B673933163D3C352F '

SSL SESSION TIMEOUT IN SECONDS

ESSION_TIMEOUT DC F'86400"

R T T T T R e R L e S T e S L L L *kkkkkkhkkkk *k%

LDAP AUTHENTICATION SETTINGS

B R o o o e R R S R R R S R R R

*
*
*
*
s
*
*
*
*
*
* AUTHENTICATION METHOD:

* 1.) DIRECT: THE LDAP USER ID IS USED DIRECTLY AS THE USER NAME

* PASSED TO BIND. THE DN_BIND_PATTERN BELOW IS USED TO
* BUILD THE DISTINGUISHED NAME FOR BIND.

* 2.) SEARCH: THE LDAP USER ID IS NOT USED DIRECTLY FOR BIND.

* INSTEAD A SEARCH IS PERFORMED FOR THE USER ID USING
* A SPECIFIC ATTRIBUTE. THE DISTINGUISHED NAME OF THE
* SEARCH RESULT IS USED TO PERFORM THE BIND.

*

AUTH_METHOD oc F'2

AUTH_DIRECT EQU 1 USE DIRECT BIND WITH USER ID
AUTH_SEARCH QU 2 USE SEARCH ON ATTRIBUTE

*

* DISTINGUISHED NAME PATTERN. AN OCCURANCE OF '%u' IS REPLACED

* WITH THE USER NAME.

*

DN_BIND_PATTERN DC CL64'cn=%u,dc=mycompany,dc=com’

*

* DISTINGUISHED NAME USED FOR BIND WHEN PERFORMING THE SEARCH.
* LEAVE IT BLANK FOR ANONYMOUS BIND
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*

BIND_DN DC CL64"!

*

* PASSWORD USED FORBIND WHEN PERFORMING THE SEARCH.
* LEAVE IT BLANK FOR ANONYMOUS BIND

*

BIND_PWD DC CLe4"'

*

* USER ID ATTRIBUTE NAME USED WHEN PERFORMING THE SEARCH.

*

USER_ATTRIBUTE DC CL64'emailaddress'’

*

* BASE DISTINGUISHED NAME USED WHEN PERFORMING THE SEARCH.
*

BASE_DN DC CL64"'ou=myorgunit,o=mycompany.com’

*

* THE DEREFERENCING OPTION USED WHEN DOING THE SEARCH

*

SEARCH_DEREF DC F'o'

DEREF_NEVER EQU 0 DEREF NEVER
DEREF_SEARCHING EQU 1 DEREF SEARCHING
DEREF_FINDING EQU 2 DEREF FINDING
DEREF_ALWAYS EQU 3 DEREF_ALWAYS

*

* THE SCOPE USED WHEN DOING THE SEARCH

*

SEARCH_SCOPE DC Fra2!

SCOPE_BASE EQU 0  SEARCH THE OBJECT ITSELF

SCOPE_ONELEVEL EQU 1 SEARCH THE OBJECT'S IMMEDIATE CHILDREN
SCOPE_SUBTREE EQU 2 SEARCH THE OBJECT AND ALL ITS DESCENDANTS

*

* ADDITIONAL SEARCH FILTER USED WHEN PERFORMING THE SEARCH.
* LEAVE IT BLANK IF NO ADDITIONAL FILTER IS REQUIRED

*

ADD_SEARCH_FILTER DC CL128"'

*

* THE TIMEOUT OPTION USED WHEN DOING THE SEARCH. A VALUE

* OF 0 MEANS NO TIME LIMIT. THE TIMEOUT IS SPECIFGIED IN SECONDS.

*

SEARCH_TIMEOUT DC F'o'

*

VALIDITY PERIOD IN MINUTES FOR CACHING THE LDAP PASSWORD. THIS

PERIOD IS USED WHEN THE LDAP SERVER CANNOT BE REACHED.

TO DISABLE FAILURE CACHING OF LDAP PASSWORDS SET THIS VALUE TO ZERO.
TO ENABLE FAILURE CACHEING; YOU ALSO NEED TO SET THE BIT FAILURE_HASH
IN THE FLAGS FIELD.

L I

FAILURE_CACHE_EXPI DC F'o'
*

* MESSAGE DESTINATION (TRANSIENT DATA QUEUE) FOR THE SIGNON MESSAGES.

*

MSGS_TDQUEUE DC CL4'CSML'
*

B R R T T T R e S L e L R e S L e L L *kkkkkkhkkkk *kk

ADDITIONAL SSL SPECIFIC SETTINGS.

B R o o R R S S R S Rt S T R

SSL SECURITY TYPES, E.G. 'SSL30' or 'TLSVL'
OPENSSL ALSO SUPPORTS 'SSLV3', 'TLS31', 'TLSV1.2' OR 'ALL'.

*
*
*
*
*
*
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* CSI ALSO SUPPORTS 'TLS12'.

*

SSL_SEC_TYPES DC  CL16'TLSV1

*

EEE R S R R R R R S R S R e R R R R R R R R R R R R R R R R R R R R R R R R kkkhkkkkhkkkhkh% *k*
* SUPPORT FOR CONFIGURING THE EBCDIC CODEPAGE PER TERIMAL ID AND/OR

* NETNAME:

* IF USERS LOGON THROUGH TERMINALS WITH DIFFERENT CODEPAGE SETTINGS

* YOU MAY WANT TO CONFIGURE A CORESPONDING EBCDIC CODEPAGE FOR THE

* LDAP SIGNON SUPPORT. YOU CAN CONFIGURE THE EBCDIC CODEPAGE BASED

* ON THE 4 CHARACTER TERMINAL ID AND/OR THE 8 CHARACTER NETNAME.

* FOR BOTH YOU CAN USE PATTERS WITH WILDCARDS ('*' AND '?').

* THE TABLE BELOW IS SEARCHED FROM THE TOP TO THE BOTTOM. THE FIRST

* MATCH FOUND IS USED. IF NO MATCH IS FOUND, THE EBCDIC CODEPAGE

* SPECIFUIED IN FIELD EBCDIC_CODEPAGE IS USED.

* FOR BATCH SIGNON, THE CODEPAGE SPECIFIED IN FIELD EBCDIC_CODEPAGE

* IS USED.

EEE R S R R R R R S R e R R R R R R R R R R R R R R R R R R R RS R R R L R kkkkkhkkkhkh% *k*
*

* ADDRESS OF TERMINAL/NETNAME TABLE

*

ATERMTAB DC  A(TERMTAB)

*

R R o R R R R R R R R R R R R R R R R R R R R R R R R R R R R k*kkkkkkkkhxk **

*

MACRO DEFINITION USED FOR THE TERMINAL TABLE BELOW

kkkkkkkhkkkkhkkkkhkkkhkkkhkkkhkhkkhkkkhkhkkhkhkkkhkkkhkkhkhkkkhkhkkkhkkkhkhkkkhkhkkhkhkkkkkkkkkkx
MACRO

SENTRY  TERMCP &TERMID='*',&NETNAME='*",&EBCDICCP=

8ENTRY  DC  Y(LBSYSNDX-*)  LENGTH OF THIS ENTRY

*

DC  CL4RTERMID TERMINAL ID PATTERN

DC  CLBBNETNAME NETNAME PATTERN

DC  CL16&EBCDICCP  EBCDIC CODEPAGE (ICONV FORMAT)
L&SYSNDX DC  OH START OF NEXT ENTRY

MEND
*
R R R R R R R R R R R R R R R R R R R R R R R R R R R R *kkkkkkkkhkxk **
* START OF TERMINAL TABLE. ENTRIES ARE SPECIFIED AS FOLLOWS:
* TERMCP TERMID='A*' NETNAME='D*',EBCDICCP="1BM-1047"
* kkkkkkkhkkkkhkkkkhkhkkkhkhkkhkhkkkhkhkkhkhkhkhkkhkhkkkhkkkhkkkhkhkkhkhkkhkkkhkhkkkhkkkhkkkkkkkkkkx
*
TERMTAB DS OF START OF TABLE
*

TERMCP TERMID='A*' NETNAME='D*',EBCDICCP='IBM-1047' US ENGL.
TERMCP TERMID='B*' ,NETNAME="'N*',EBCDICCP="IBM-1141' GERMAN
TERMCP NETNAME='X*',EBCDICCP="1BM-037' US
TERMCP TERMID='T*',EBCDICCP="'IBM-037" US

*

TERMTEND DC  H'0' END INDICATOR

*

* kkkkkkkhkkkkhkkkkhkhkkkhkhkkhkhkkkhkhkkhkhkkhkhkkhkhkkkhkkkhkhkkkhkhkkhkhkkhkhkkkhkhkkkhkkkhkkkhkkkkkkk*x

* END OF SETTINGS

* hkkkhkkkkhkkkhkhkhhkhkhhhhhhhhhhhkhhhkhhhhhhhhkhhkhkhhkhkhhhkhkhkhkhkhkkhkhhkhkhkkkhkhkkkx
END

/*

// TF $MRC GT 4 THEN

// GOTO NOLINK

/] EXEC LNKEDT,PARM='MSHP'

* hkkkhkkkkhkkhkhkkhkhhkkhhhkhhhkhhhhhkhhhkhhhkhhhhhhhhhhkhhhkhkhkhhhhkkhkhhkhkhkkkhkhkkkx

* DONT FORGET TO NEWCOPY IESLDCFG IN ORDER TO ACTIVATE IT:

* CEMT SET PROG(IESLDCFG) NEWCOPY
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R e T R R R S R R R R R R R *kkkkkkhkkkk *kk

/. NOLINK
/*
/&
* $§ EOJ

The following sections are shown in Example 3-1 on page 76:

» The general settings section contains a flag field, which allows you to turn on or off the
LDAP sign-on support, enable the use of SSL, turn on or off the strict mode, and enable
tracing for problem determination. You can replace the default name of the LDAP user
mapping file IESLDUM with a new name.

You also can specify which EBCDIC code page should be used by z/VSE. The code page
is important if you have special characters (for example @, [, ], {, }) in the user ID or
password. The LDAP uses UTF-8, so all textual values must be converted from the
specified EBCDIC code page to UTF-8 and vice versa. The last field in the general section
specifies the expiration time for the LDAP password cache in seconds. Zero means that
caching is disabled.

» The LDAP server or host name section is where you specify one or multiple IP addresses
or host names of the LDAP servers to use for authentication. The servers are tried from
the beginning to the end. If the first server is unavailable, the second server is tried, and so
on. You can also specify the port number that is used by the LDAP server, which is
separated by a colon. The default port numbers for LDAP are 389 and 636 for LDAP over
SSL.

» The SSL-specific settings section is required only if SSL is enabled (see the flags in the
general section). You must specify the keyring library, the name of the key to use, the
cipher suites, and the SSL session timeout. For more information about how to set up SSL
and create SSL keys and certificates, see Chapter 5, “Secure Sockets Layer with z/VSE”
on page 197.

» The LDAP authentication settings section is where you configure how the LDAP
authentication is performed. The following choices are available:

— Direct BIND with LDAP user ID and password

This method uses a pattern to build an LDAP distinguished name (DN) with the user ID
(for example, cn=%u,dc=1bm,dc=com, where %u is replaced with the user ID). The
distinguished name is then used to perform a BIND operation with the password. This
method requires that the user ID is part of the LDAP distinguished name.

— Search for distinguished name using attribute

This method is used when the user ID is not part of the distinguished name. Therefore,
an LDAP search operation is first performed to search for the associated entry. The
search uses a filter such as uid=%u, where uid is the name of an attribute and %u is
replaced with the user ID. The distinguished name of the search result is used to
perform the final BIND operation with the specific password.

The setting for DN_BIND_PATTERN is used for direct authentication only. It specifies
the pattern that is used to build the distinguished name with the user ID entered by the
user.

The remaining settings are used for search authentication. BIND_DN and BIND_PWD
specify the distinguished name and its password that is used to bind when performing
the LDAP search operation. If these fields are all blank, an anonymous bind is used.
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»

The field USER_ATTRIBUTE specifies the name of the attribute in the directory entry
to search for. This attribute should uniquely identify an entry in the directory. BASE_DN
specifies where to start the LDAP search. This can be the root of the directory tree, or
a sub tree somewhere in the directory. The field SEARCH_DEREF controls how to
handle references in the directory.

Entries can refer to other LDAP servers instead of storing the information. The
SEARCH_SCORPE filed controls how far to follow the tree when searching (for
example, only direct children or the whole sub tree). The field ADD_SEARCH_FILTER
allows you to specify another search filter, which can limit the search result even
further. For example, you can use the search filter to restrict the search to only entries
that are in certain groups. The last field, SEARCH_TIMEOQOUT, controls how long the
search operation is allowed to take in seconds. Zero means no limit.

Other SSL-specific settings specify the SSL security types that are used for TLS
handshake. The value is for example "'TLSV1' or 'SSL30'. This field is only used when TLS
is enabled (see field FLAGS).

For configuring EBCDIC codepage for terminal or netname ATERMTAB specifies the
address of a table that allows to specify the EBCDIC codepage per terminal-id or
netname. The terminal-id’s and netnames can be specified using wildcards, where * can
denote several characters and ? one character. See label TERMTAB for the start of this
table. This table is only used when the support is enabled by way of the appropriate flag in
the FLAGS fields. This support is useful for users from different countries that use different
codepage settings in the terminal emulator. By configuring the appropriate EBCDIC
codepage per group of terminals, LDAP sign-on can correctly handle special characters of
different languages in the LDAP user-Id or password.

For more information about the settings, see z/VSE Administration, SC34-2692.

When you specify your LDAP sign-on configuration settings, you must submit the skeleton to
assemble and link the LDAP configuration phase. If you modify that skeleton later, you must
also perform the following action in CICS:

CEMT SET PROG(IESLDCFG) NEWCOPY

3.6.2 Sign on to z/VSE with active LDAP sign-on support

With z/VSE, you can use LDAP sign-on by using the following methods:

>
>

In a CICS sign-on panel (available since z/VSE V4R2)
In a batch job (available since z/VSE V4R3)
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LDAP sign-on by way of the LDAP sign-on panel

If you use the z/VSE Interactive Interface sign-on panel for signing on to z/VSE, you see the
LDAP sign-on panel IESASMSO3 with longer fields for user ID and password, as shown in
Figure 3-8.

IESADMSO3 z/VSE ONLINE
5609-ZV4 and Other Materials (C) Copyright IBM Corp. 2007 and other dates

++

++ \'A% \'A% SSSSS EEEEEEE
++ A% v SSSSSSS EEEEEEE
2222227 ++ \A% VvV SS EE
ZZZZZ ++ \'A% \'A% SSSSSS EEEEEE
V44 ++ \'A% \'A% SSSSSS EEEEEE
ZZ ++ AAARRYAYS SS EE
ZZZZZZ ++ VVVV SSSSSSS EEEEEEE
ZZZ2ZZ22Z ++ \A% SSSSS EEEEEEE

Your terminal is A000 and its name in the network is D38001

Today is 11/27/2008 To sign on to DBDCCICS -- enter your:
USER-ID.
PASSWORD
PF1=HELP 2=TUTORIAL 3=TO VM 4=REMOTE APPLICATIONS

10=NEW PASSWORD

Figure 3-8 LDAP sign-on panel

If you are not using the Interactive Interface sign-on panel but your own sign-on program or
panel, you might have to perform a few modifications to your sign-on program to add support
for LDAP authentication. You do not have to rewrite the entire logic of the LDAP processing
yourself; instead, you can call the z/VSE LDAP sign-on program IESLDSOC from your own
sign-on program and so that it can perform the LDAP authentication, including the user

mapping.

The z/VSE LDAP sign-on program can be called by using EXEC CICS LINK with a
COMMAREA. It expects the long LDAP user ID and password as input and performs the
LDAP authentications and the user mapping. It returns the status of the authentication,
success or failure, and the corresponding short VSE user ID and password. Your own sign-on

program can then pass the VSE user ID and password to the underlying security manager to
perform the final sign-on.

The following changes might be required in your program:

» Increase the length of the fields for user ID and password.

» Call the z/VSE LDAP sign-on program IESLDSOC to perform the LDAP authentication.

» Add error handling and messages for errors that are returned from the z/VSE LDAP
sign-on program IESLDSOC.

A sample CICS sign-on program is available in source code that can be used as a
replacement for the CICS CESN sign-on program. This source code is available at this web

page:
http://www.ibm.com/zvse/downloads/samples.html#samplecode
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LDAP sign-on by way of a batch job (available since z/'VSE V4R3)
If you want to use LDAP sign-on in a batch job, you must include the following statements:

// EXEC IESLDSOB
USER=xxx...
PWD=xxx...

/*

When this batch job is started, the z/VSE sign-on program IESLDSOB calls the LDAP sign-on
module IESLDSO. The LDAP sign-on module searches the LDAP file for the record
containing the user ID mapping. Depending upon whether the record is found, one of the
following conditions apply:

» If the record that contains the user ID mapping is not found and LDAP is being operated in:
— Strict mode, the sign-on attempt is rejected.

— Non-strict mode and the user ID or password is greater than eight characters, the
sign-on attempt is rejected.

— Non-strict mode and the user ID and password are both less than or equal to eight
characters, a mapping of user IDs does not occur. The sign-on attempt is then sent
unchanged to the security manager; for example, to the Basic Security Manager
(BSM).

For more information about strict mode and non-strict mode, see 3.5.2, “Strict mode” on
page 75.

» If the record containing the user ID mapping is found and the user ID is not LDAP enabled,
the mapping of the user ID does not occur. The sign-on attempt is then sent unchanged to
the security manager.

» If the record containing the user ID mapping is found and the user ID is LDAP enabled, an
LDAP authentication is performed with the remote LDAP server. Consider the following
points:

— If the LDAP authentication is successful, the user ID is mapped. The LDAP sign-on
module IESLDSO returns the short user ID and short password (the “z/VSE” user ID
and password) to the z/VSE sign on program IESLDSOB. IESLDOB sends the sign-on
attempt to the security manager.

— If the LDAP authentication is not successful, the sign-on attempt is rejected.

Depending upon whether the sign-on request was accepted or rejected in the previous steps,
the z/VSE sign-on program IESLDSOB continues to process the sign-on request by using the
short z/VSE user ID and password in the same way as when processing an // ID statement.

3.7 Administering the LDAP user mapping file

In addition to configuring and activating the LDAP sign-on support, you must create the LDAP
mapping information. The mapping information is stored in the LDAP user mapping file, which
is a VSAM KSDS cluster. This file is automatically defined during base installation or Fast
Service Upgrade (FSU) in the VSESP.USER.CATALOG. It does not contain any records by
default.

For each user who uses an LDAP sign-on, you must add a mapping to the LDAP mapping file.
To do so, use the LDAP mapping tool IESLDUMA. This batch tool enables you to maintain the
contents of the LDAP mapping file.
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In addition to adding LDAP user mappings, you can use the IESLDUMA tool to perform the
following tasks:

v

Change LDAP user mappings

Delete LDAP user mappings

List LDAP user mappings

Export all definitions for migrating LDAP user mappings to a new system
Reset the cached password hash for a user (supported from z/VSE 6.2 on)

vvyyy

You should add the following users as not LDAP-enabled (TYPE=VSE):

» Administrators, such as SYSA
» Operators
» Security administrators

User IDs that are to be used for LDAP authentication are referred to as being LDAP-enabled.
User IDs that are not used for LDAP authentication are referred to as being not
LDAP-enabled. These users can sign on to z/VSE, even if the LDAP server is not operational.

After a user ID is LDAP-enabled, this user should no longer be able to perform an LDAP
sign-on using the short user ID as used in z/VSE. Doing so bypasses the company’s security
policies that are enforced by the LDAP authentication.

When enabling a user ID for LDAP authentication, a new z/VSE password can be randomly
generated and a password change request is issued by using RACROUTE.

The randomly generated password is encrypted and stored in the LDAP mapping file. The
user is never aware of the randomly generated password. Therefore, the user cannot perform
an LDAP sign-on by using the short user ID, as used in z/VSE.

You should set the short user IDs of z/VSE that are LDAP-enabled to non-expiring. For such
short user IDs, password expiration should be enforced by the LDAP server based on the
long user ID and long password.

The LDAP mapping tool is started through the following statement, which reads control
statements from SYSIPT:
// EXEC IESLDUMA

Because this tool provides security-sensitive services, it can be used by administrator type
users only.

If batch security is active in z/VSE, you must specify an ID statement in the job that is running
IESLDUMA. If batch security is inactive, you must specify the user ID and password of an
administrator by using the ID command as the first command when IESLDUMA is run.

The LDAP mapping tool uses the following syntax:

// ID USER=nnn,PWD=nnn
// EXEC IESLDUMA
control statements

/*

The LDAP mapping tool provides the following commands:

ID Authorizes an administrator to use the tool
ADD Adds a user mapping

CHANGE Changes a user mapping

DELETE Deletes a user mapping

LIST Lists all user mappings
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EXPORT Exports the user mappings
RESET Clear the cached password hash for a user

From z/VSE 6.2 on, the commands allow wildcards for user ID specification, where *’ can
denote several characters and ‘?’ one character. For example, LDAPUSER=john* deletes all
user IDs starting with “john”.

Example 3-2 shows how to specify control statements by using the LDAP mapping tool.

Example 3-2 LDAP mapping tool

// JOB RUNLDUMA

// EXEC IESLDUMA

ID USER="'SYSA' PWD='password'

ADD LDAPUSER="hugo@de.ibm.com' VSEUSER='HUGO' -
TYPE=LDAP GENPWD PWDPATTERN='aaaaaaaa' OLDPWD='INITPWD' -
DESC="'Hugo Maier'

ADD LDAPUSER="HUGO' TYPE=VSE DESC='Hugo Schmidt'

DELETE LDAPUSER="HUGO'

CHANGE LDAPUSER="hugo@de.ibm.com' VSEUSER='FRAN' -
TYPE=LDAP -

DESC="'Hugo Maier'

LIST

EXPORT

/*

/&

For more information about the commands, see z/VSE Administration, SC34-2692.

3.7.1 Using the Maintain LDAP user profiles dialog

To maintain the LDAP mapping information z/VSE provides a dialog function.

The dialog provides a subset of the LDAP mapping tool IESLDUMA. Typically, you can add
the LDAP-enabled user ID information for new users. With the RESET function (z/VSE 6.2)
you can request that a user is forced to a full LDAP authentication for the next time they sign
in.
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Select MAINTAIN LDAP USER PROFILES by using fast path 217, as shown in Figure 3-9.

TESADMLUPM MAINTAIN LDAP USER PROFILES
START....
VSE USERID....
OPTIONS: 1 = ADD 2 = CHANGE 3 = DISPLAY 5 = DELETE
7 = RESET USER
OPT LDAP USERID TYPE
1  hugo@de.ibm.com LDAP
kdwacker@de.ibm.com LDAP
PF1=HELP 3=END
9=PRINT 10=EXPORT 11=RESET ALL

Figure 3-9 Maintain LDAP user profiles dialog

To add LDAP-enabled user IDs, specify 1 in the option filed and press Enter (see
Figure 3-10).

TESADMLUPA ADD OR CHANGE LDAP USER PROFILE
LDAP USERID.. hugo@de.ibm.com

DESCRIPTION.. Hugo Maier

VSE USERID......... FRAN Assigned VSE user-ID. 1-8 characters
VSE PASSWORD....... Specifies VSE password. 3-8 char or blank
GENERATE PASSWORD.. _ 1 - Forces generation of random VSE passw
2 - Use current password
PASSWORD PATTERN... Specifies a pattern for password generation

Required if password is generated

d - decimal digit (0-9)

c - character (A-Z)

a - decimal digit (0-9) or character (A-Z)
x - special character (@, # or $)

other - place is filled with specified char
blank - place is not filled with a char

PF1=HELP 3=END 5=PROCESS

Figure 3-10 Add or change LDAP user profile

Figure 3-10 shows an ID from the selected model user; overtype the fields with the
information for the new user.
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3.8 LDAP sample setup

This section describes one example of an LDAP setup on the IBM intranet. The setup uses
the IBM Blue® Pages server as the LDAP server. IBM Blue Pages is an online directory listing
all IBM employees with some personal information.

The setup consists of the following steps:

1. Modify the LDAP configuration phase.
2. Map an IBM intranet user to a VSE user.
3. Modify the TCP/IP setup to access the LDAP server.

3.8.1 Modifying the LDAP configuration phase

In this sample setup, the following parameters in job skeleton SKLDCFG were changed:
CACHE_EXPIRATION DC Fr2'

LDAP_SERVERS DC CL256"'bluepages.ibm.com:389"'
AUTH_METHOD DC Fre

USER_ATTRIBUTE DC CL64'emailaddress'

BASE_DN DC CL64'ou=bluepages,o=ibm.com'

The CACHE_EXPIRATION parameter now allows caching of an LDAP password for 2 minutes.
That means, if the same LDAP user logs on again within 2 minutes, the entered password is
checked against the cached password.

The LDAP_SERVERS parameter specifies the DNS name and port number of the IBM Blue
Pages server. We use AUTH_METHOD set to 2, which is the search authentication. Hereby, the
LDAP user ID is not used directly for the BIND. Instead, a search is performed for the user ID
using a specific attribute. In this example, it is the email address attribute of the IBM Blue
Pages entry. The distinguished name (DN) of the search result is then used to perform the
bind.

The BASE_DN parameter specifies the tree node, where the LDAP server shall start its search
for the specified user attribute. In this example, the entire ibm.com subtree is not searched.
Instead, the search is limited to entries within the bluepages subtree.

The LDAP configuration phase in CICS now must be refreshed, as shown in the following
example:

CEMT SET PROG(IESLDCFG) NEWCOPY

3.8.2 Mapping an intranet user ID to a z/VSE user ID

The IBM intranet user ID jschmidb@de.ibm.com is now mapped to a z/VSE user ID using the
IESLDUMA utility. It is important that you define the user with TYPE=LDAP, as shown in
Example 3-3.

Example 3-3 Update job for user ID mapping

* $$ JOB JNM=RUNLDUMA,CLASS=0,DISP=D

// JOB RUNLDUMA

// EXEC IESLDUMA

ID USER="JSCH' PWD='VSEPASSW'

ADD LDAPUSER='jschmidb@de.ibm.com' VSEUSER='JSCH' DESC='JOERG SCHMIDBAUER' -
TYPE=LDAP VSEPWD='VSEPASSW'

LIST
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EXPORT
/%

/&

* $$ EOJ

3.8.3 Modifying the TCP/IP setup

Because TCP/IP for VSE/ESA must access the LDAP server, you must define a domain
name server. Then, ensure that the LDAP server can be reached from z/VSE. You can use
console commands that are shown in Example 3-4.

Example 3-4 Define domain name server and test connection

msg 7

AR 0015 11401 READY

F7-0112 IPN300A Enter TCP/IP Command

112 set dns1=9.152.120.241

F7 0109 IPN2541 DNS 1 address is 9.152.120.241, Timeout is 1200
F7-0112 IPN300A Enter TCP/IP Command

112 ping bluepages.ibm.com

F7-0112 IPN300A Enter TCP/IP Command

F7 0109 0432: TCP915I PINGING 009.017.186.253 (bluepages.ibm.com)
F7 0109 0432: TCP910I PING 1 was successful, milliseconds: 00138.
F7 0109 0432: TCP910I PING 2 was successful, milliseconds: 00138.
F7 0109 0432: TCP910I PING 3 was successful, milliseconds: 00138.
F7 0109 0432: TCP910I PING 4 was successful, milliseconds: 00138.
F7 0109 0432: TCP910I PING 5 was successful, milliseconds: 00138.
F7 0109 0432: TCP910I PING Complete

You are now ready to log on to z/VSE by using the intranet user ID and intranet password.

Note: You should permanently define the DNS entry in your IPINIT member.

3.8.4 Setting up for SSL
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This section shows how to set up LDAP with SSL.

To activate SSL, complete the following steps:

1. Set up a z/VSE keyring by using the Keyman/VSE tool. This process is described in 5.1,
“Generating the server key and certificates” on page 198.

2. Activate SSL in the LDAP configuration phase.

To activate SSL in the LDAP configuration phase, you first must set the SSL flag in the FLAGS
parameter of the LDAP configuration, as shown in Example 3-5.

Example 3-5 Set the flag

FLAGS DC XL4'00000001"

LDAP_AUTH_ENABLED EQU X'00000001"' LDAP AUTH IS ENABLED
USE_SSL EQU X'00000002"' SSL IS ENABLED
STRICT_MODE EQU X'00000004"' STRICT USER MAPPING
FAILURE_HASH EQU X'00000008" FAILURE PASSWORD HASH USED

UPPERCASE_MODE EQU X'00000010" UPPERCASE LDAP USERID & PWD
EBCDICCP_PER_TERM EQU X'00000020"' USE TERM.TABLE FOR CODEPAGE
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SIGNON_MSG_SYSLOG EQU X'01000000' SIGNON MESSAGES TO SYSLOG
SIGNON_MSG_SYSLST EQU X'02000000' SIGNON MESSAGES TO SYSLST/TDQ
TRACE EQU X'80000000" ENABLE TRACING

Next, change the port number of your LDAP server to the SSL port. This port number is 636 in
Example 3-6.

Example 3-6 Change the port number

SPECIFICATION CONTAINS THE IP ADDRESS OR HOSTNAME OF ONE OR MORE
LDAP SERVERS IN THE FORM <SERVER>:<PORT>. MULTIPLE SERVER
ARE SEPARATED BY BLANKS. IF THE PORT NUMBER IS OMITED, THE DEFAULT
PORT NUMBERS ARE USED:

389 - NON-SSL

636 - SSL
PLEASE NOTE THAT MICROSOFT ACTIVE DIRECTORY MAY USE DIFFERENT PORT
NUMBERS. THE AD GLOBAL CATALOG SERVER USES PORT 3268 PER DEFAULT.

LDAP_SERVERS DC CL256'bluepages.ibm.com:636'

Finally, specify your z/VSE keyring parameters, as shown in Example 3-7.

Example 3-7 Specify keyring parameters

KEYRING_LIBRARY DC CL16'CRYPTO.KEYRING'
KEYNAME DC CL8'LDAPO1"
CIPHER_SPEC DC CL64'010208090A62"
SESSION_TIMEOUT DC F'86440"

Be aware that this setup depends on your LDAP environment and might be different from the
one described here.

Now, catalog the IESLDCFG phase again and issue the following command:
CEMT SET PROG(IESLDCFG) NEWCOPY

3.8.5 Observations

This section describes several observations that we made during our tests.

When the sign-on process fails, check the CICS job output for details about the failure. To
obtain more trace information, you can turn on the trace in the LDAP configuration phase by
setting the leftmost bit to a value of 1 in the FLAGS parameter (see Example 3-8).

Example 3-8 Setting the trace on by adjusting the FLAGS bit

FLAGS DC XL4'00000001"

LDAP_AUTH_ENABLED EQU X'00000001" LDAP AUTH IS ENABLED
USE_SSL EQU X'00000002"' SSL IS ENABLED

STRICT_MODE EQU X'00000004' STRICT USER MAPPING
FAILURE_HASH EQU X'00000008' FAILURE PASSWORD HASH USED

UPPERCASE_MODE EQU X'00000010"' UPPERCASE LDAP USERID & PWD
EBCDICCP_PER_TERM EQU X'00000020"' USE TERM.TABLE FOR CODEPAGE
SIGNON_MSG_SYSLOG EQU X'01000000" SIGNON MESSAGES TO SYSLOG
SIGNON_MSG_SYSLST EQU X'02000000" SIGNON MESSAGES TO SYSLST/TDQ
TRACE EQU X'80000000' ENABLE TRACING
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Note: You should be aware that the CICS log shows the entered passwords in readable
format.

Sign-on failed
The symptom and possible reason are listed in this section.

Symptom

The message and output are listed:

» The following message appears in the LDAP sign-on window:
"SIGN-ON FAILED. INFORMATION LOGGED."

» The CICS job output shows:

IESC3001E SEVERE ERROR WHILE PERFORMING LDAP AUTHENTICATION

RC="11"' FDBK='91' OPERATION='BIND(2)"'
IESV0O089I FOLLOWING MESSAGE(S) FROM PROGRAM 'IESIESO1', OFFSET X'2E14'.
IESA0951I CICS SIGNON FOR USER 'jschm...' AT TERMINAL 'A00O' FAILED.

» When the trace is turned on, the following output shows:

-> ldap_connect: called
ldap_connect: Resolving host 'bluepages.ibm.com'.
ldap_connect: Host 'bluepages.ibm.com' cannot be resolved.
ldap_bind_s rc=91

Possible reason

The LDAP server cannot be reached by TCP/IP for VSE/ESA because of a missing DNS
definition. Ensure that a domain name server is defined and the LDAP server can be pinged
from z/VSE. For more information, see 3.8.3, “Modifying the TCP/IP setup” on page 88.

User ID is not defined to the online system
The symptom and possible reason are listed.

Symptom
The following message and output are produced:
» The following message appears on the LDAP sign-on window:
"USER ID 'jschm...' IS NOT DEFINED TO THE ONLINE SYSTEM."
» The CICS job output includes following message:
Signon at netname D0910001 has failed. User JSCHMIDB not recognized.

Possible reason

The LDAP user is defined with TYPE=VSE, which means that it is treated as a normal z/VSE
user. Use the IESLDUMA utility to delete the definition and redefine it with TYPE=LDAP.
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SSL sign-on failed
The symptom and possible reason are listed.

Symptom
The message and output are:

» LDAP sign-on with SSL fails. The following message appears on the LDAP sign-on
window:

"SIGN-ON FAILED. INFORMATION LOGGED."
» The trace in the CICS job output shows:

Tdap_connect: Connecting to 'bluepages.ibm.com' (9.17.186.253) on port 389.
Tdap_connect: start SSL handshake

Tdap_connect: SSLHandle =FFFFF3E4

Tdap_connect: SSL handshake failed.

Possible reason

In this example, the wrong port number is used. Port 389 is the non-SSL port, and 636 is the
SSL-port of the IBM Blue Pages server.
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Cryptography on z/VSE

This chapter provides an overview of cryptography and its implementation in z/VSE. We
describe how to prepare a z/VSE system to increase the security of your environment by
using encryption technology. Because cryptographic operations are processor-intensive by
nature, we also describe how to set up your environment to realize the most benefit from the
cryptographic hardware capabilities of IBM Z.

Encryption technology covers many areas, such as software-based and hardware-based
encryption, securing network connections, and encryption of stored data.

Sometimes, hardware- and software-based encryption are used together. For example, the
SSL/TLS support in z/VSE can use software implementations of encryption algorithms, but
can also take advantage of cryptographic hardware that is provided by the System z
processor. The same is true for Encryption Facility for z/VSE, which provides encryption of
z/VSE data sets and tapes.

In addition to the most widely used SSL/TLS connections between a web server and a web
browser, SSL/TLS is used in z/VSE by the following products:

CICS Web Support
LDAP

Secure FTP

Secure Telnet
VSE/POWER PNET’
WebSphere MQ
z/VVSE connectors
z/VSE VTAPE support
OpenSSL on z/VSE
EZA interface

v

VVYyVYyVYVYVYVYYVYY

Protecting information from unintended use is not limited to the active data on your system.
Backup on tapes or data transfer with tapes can be critical, especially if the tapes get in the
wrong hands. We show you what tape encryption can do for you and how you can make use
of it.

' For more information about PNET SSL, see VSE/POWER Networking, SC33-8249.
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In addition, z/VSE can also use the Full Disk Encryption capabilities as provided by the IBM
DS8000® series storage controller. Because this support is transparent to z/VSE, it is not
described in this book.

This chapter includes the following topics:

4.1, “Cryptography introduction” on page 95

4.2, “Configuring cryptographic hardware” on page 102

4.3, “Hardware-based tape encryption with z/VSE” on page 126

4.4, “Example of TS1120 installation” on page 134

4.5, “Software-based encryption with Encryption Facility for z/VSE V1R1” on page 145
4.6, “Software-based encryption with Encryption Facility for z/VSE V1R2” on page 160
4.7, “2/VSE Navigator GUI for Encryption Facility” on page 193

vVVvyVvYyvYyYvYyYYyvyy
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4.1 Cryptography introduction

Before the computer era, cryptography was primarily used to transform any kind of sensitive
message into a non-readable form (encryption) and vice versa (decryption), making it
impossible for interceptors to get access to the confidential message text. Hereby, the
mechanism of encrypting and decrypting information is called a cipher.

Some early ciphers were based on the rearrangement of the order of characters in a
message (transposition ciphers), but others, for example, replace characters with other
characters (substitution ciphers). However, with the help of computers and mathematical
methods, all of these ciphers are relatively easy to crack, because they all reveal statistical
information about the plaintext that is imposed by the nature of the used national language.

Modern ciphers feature one important difference to the old ciphers. Early ciphers were based
on the secrecy of the encryption mechanism; but the algorithm of modern ciphers is
completely known by the public. The only secret is a random number or a set of numbers,
called the encryption key. With the help of this key, which is different with each new encryption
process, the plain message text is transformed through the non-secret algorithm into a
non-readable cipher text. Therefore, one challenge of modern cryptography is the generation
of random numbers that cannot be guessed by any attacker.

4.1.1 Modern cryptography

In today’s computing world, cryptography is used for message encryption, decryption, and
ensuring the integrity of a secret message. It is also used to verify the identity of the two
communication partners that are exchanging secret information. We must distinguish the
following basic scenarios:

» Exchanging secret information online over a network (SSL/TLS, Secure FTP, Secure
Telnet, and others)

» Exchanging secret data on physical media (tapes, CD-ROMs, USB sticks, portable disks,
and others)

In both scenarios, data encryption and decryption is usually performed with a symmetric
cipher. That means, the same key is used for encryption and decryption (see Figure 4-1).

Unlimited length Encrypt | Encrypted Decrypt
message p "| message p

IE— ) S

»| Message

Symmetric Key

Figure 4-1 Symmetric encryption
Symmetric ciphers can be divided into two categories: stream ciphers and block ciphers. A

stream cipher can process any specific number of bytes; a block cipher encrypts a series of
plaintext blocks with a fixed length.
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Symmetric ciphers feature one major disadvantage. Encrypting specific plaintext blocks with a
specific key might result in recognizable data patterns in the cipher text because each piece
of plaintext results in the same piece of ciphertext. To avoid such patterns, so called
encryption modes (modes of operation) were introduced.

4.1.2 Encryption modes

When encrypting data by using block ciphers, chaining modes are used to ensure better
security. Chaining refers to encrypting input data block-by-block, taking the result of a
previous block into the processing of the next block. This way, each encrypted block depends
on all previous blocks from the beginning of the input data.

The following chaining modes are available:

» Cipher block chaining (CBC)
» Cipher feedback (CFB)

» Output feedback (OFB)

» Counter mode (CTR)

» Galois Counter mode (GCM)

In many cryptographic systems, the plaintext is compressed before being encrypted, which
further eliminates any visible patterns in the encrypted data and leads to less data that must
be encrypted.

However, to solve the problem of transferring a specific key securely over a network when
establishing a secure connection, another concept had to be introduced.

4.1.3 Verifying the identity of communication partners
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In 1977, three researchers at MIT (Ron Rivest, Adi Shamir, and Leonard Adleman) invented a
cryptography algorithm, named RSA, which is the initials of their surnames. RSA features two
keys: one is used for encryption and the other is for decryption. Both keys, called an RSA key
pair, are generated through one mathematical calculation. Because of the two keys, RSA is
called an asymmetric cipher.

The basic idea behind RSA is to keep one of the keys private (the private key), and the other
key can be sent to any user (the public key). Therefore, anyone can use a public key to
encrypt data and send the encrypted message to the owner of the corresponding private key
over a network. By definition, the encrypted message can only be decrypted with the help of
the private key, which is always only in the possession of the owner of this RSA key pair.

Therefore, only the owner of this RSA key pair can decrypt the message and RSA solves the
problem of verifying the identity of a communication partner. The person who encrypts a
message with a public key can be sure that only the owner of the related private key can
decrypt it. Figure 4-2 shows how asymmetric encryption works.

Limited length | Encrypt | Encrypted | Decrypt | .
message 1 "| message 1 - ?
| T /7
Public Key Private Key

Figure 4-2 Asymmetric encryption
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One disadvantage of asymmetric encryption is that the plain input message cannot be longer
than the key length of the underlying RSA key pair. In practice, a few bytes are even reserved
for internal processing purposes. Therefore, encrypting a large message by using RSA
results in repeated encryption steps until the input message is fully processed.

Another disadvantage of asymmetric encryption is poor performance. In practice, asymmetric
encryption is always used with symmetric encryption. Data is encrypted by using a fast
symmetric cipher and the few symmetric key bytes are encrypted by using asymmetric
encryption.

Typical RSA key lengths are 1024, 2048, and 4096 bits, which are all supported on z/VSE.
Because of the huge processing overhead, we highly recommend the use of a Crypto
Express feature for cryptographic acceleration. RSA keys with 512 bits are considered to be
highly unsecure and should no longer be used.

With increasing RSA key lengths, Elliptic Curve Cryptography (ECC), provides the same
security level with much smaller key sizes, which is used more often today. OpenSSL on
z/VSE supports ECC acceleration with Crypto Express4S and later.

4.1.4 Ensuring data integrity

One problem remains: ensuring the integrity of a secret message. This problem is solved by
hash functions, which take any kind of data of any length as input and produce one single
fixed length number, called the message digest, hash value, or fingerprint as output.

The ideal hash function features three main properties:

» Calculating a hash for any data is extremely easy.
» Constructing a text that has a hash is extremely difficult, or almost impossible.
» Two separate messages, however similar, are extremely unlikely to have the same hash.

The concept of applying the hash function is shown in Figure 4-3.

Unlimited length .| Fixed length

message hash value
N ~

Hash function

Figure 4-3 Hash function

In modern cryptography, a hash value is calculated from the plaintext message. Then, the
message is encrypted, and finally, the hash value is appended to the encrypted message.
The receiver of the encrypted message first decrypts the encrypted message and again
calculates the hash value by using the same hash function. Having two hash values that
match proves that the message was not altered between sender and receiver.
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Typical hash functions and their digest lengths are listed inTable 4-1.

Table 4-1 Hash functions

Hash function Digest length Supported by z/VSE Hardware support
MD5 16 bytes Yes No

RIPEMD-160 20 bytes Yes (OpenSSL) No

SHA-1 20 bytes Yes Yes, since z890/990
SHA-224 28 bytes Yes Yes, since IBM z9®
SHA-256 32 bytes Yes Yes, since z9
SHA-384 48 bytes Yes Yes, since IBM z10™
SHA-512 64 bytes Yes Yes, since z10

All three concepts together (data encryption, verifying the identity of communication partners,
and ensuring data integrity) are used in modern cryptographic systems.

4.1.5 Secure Sockets Layer and Transport Layer Security
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Secure Sockets Layer (SSL) and Transport Layer Security (TLS) are cryptographic protocols

that provide communications security over a computer network. Symmetric, asymmetric, and

hash algorithms are used to establish secure network connections by verifying the identity of
communication partners, encrypting data that is sent over the network, and providing data
integrity. SSL/TLS connection properties are specified by an SSL/TLS cipher suite, which

consists of an asymmetric algorithm, a symmetric algorithm with an encryption mode, and a

hash function.

The following mechanisms are widely used for establishing a secure SSL/TLS connection:

» Plain RSA-based key exchange. A randomly created symmetric session key is encrypted
with the server’s public RSA key and then exchanged between client and server. This
mechanism includes a general weakness, because the session key is part of the session

data. If the server’s private RSA key is compromised in future, past sessions that might be
recorded and saved can then be decrypted.

» Diffie-Hellman based SSL/TLS key agreement (DH). The symmetric session key is never
sent over the network. Instead, it is calculated by client and server independently based
on DH parameters that are not secret. For performance reasons, the DH key exchange is

often used with ECC. This mechanism provides “forward secrecy”, because even when an

ECC key is compromised, past sessions cannot be decrypted.

The following SSL/TLS implementations are available on z/VSE 6.2:

» SSL4VSE as part of TCP/IP for z/VSE V2.2 from Connectivity Systems International
(CSI). This SSL/TLS implementation is internally used for all TCP/IP for z/VSE

applications.

» OpenSSL, which is part of z/VSE base and used by IPv6VSE from Barnard Software, Inc.
For more information about OpenSSL, see z/VSE TCP/IP Support, SC34-2706, and
Enhanced Networking on IBM z/VSE, SG24-8091.

LE/C applications can choose which SSL/TLS implementation to use by using the LE/C

multiplexer (EDCTCPMC in ICCF library 62).
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CICS Web Support (CWS) can specify which SSL/TLS implementation to use by way of JCL
(SETPARM) variables. For more information about the use of OpenSSL in CICS, see CICS
Transaction Server V2.2 Enhancements Guide, SC34-2685.

EZA applications can use the EZA multiplexer to specify the SSL/TLS implementation. For
more information about the use of OpenSSL for EZA applications, see z/VSE TCP/IP
Support, SC34-2706.

The most relevant SSL/TLS cipher suites in z/VSE V6R2 and their support by OpenSSL and
TCP/IP for z/VSE V2.2 are listed in Table 4-2.

Table 4-2 Relevant cipher suites in z/VSE

Hex code | OpenSSL TCP/IP for z/VSE V2.2

0A DES-CBC3-SHA SSL_RSA_WITH_3DES_EDE_CBC_SHA
2F AES128-SHA TLS_RSA_WITH_AES_128_CBC_SHA
35 AES256-SHA TLS_RSA_WITH_AES_256_CBC_SHA
3C AES128-SHA256 RSA_AES128CBC_SHA256
3D AES256-SHA256 RSA_AES256CBC_SHA256
15 EDH-RSA-DES-CBC-SHA -
16 EDH-RSA-DES-CBC3-SHA
33 DHE-RSA-AES128-SHA
39 DHE-RSA-AES256-SHA
67 DHE-RSA-AES128-SHA256
6B DHE-RSA-AES256-SHA256

Cco11 ECDHE-RSA-RC4-SHA -

Cco12 ECDHE-RSA-DES-CBC3-SHA

Co013 ECDHE-RSA-AES128-SHA

Cco14 ECDHE-RSA-AES256-SHA

Cco027 ECDHE-RSA-AES128-SHA

Consider the following points:

» Cipher suite OA should only be used for backward compatibility. The Triple-DES algorithm
is less secure and even slower than AES.

» Cipher suites 2F and 35 can be used when TLSv1.2 is unavailable.
» Cipher suites 3C and 3D are only available with TLSv1.2.

» The EDH and DHE cipher suites (Diffie-Hellmann) perform poorly and should only be used
if ECDHE is not possible.

» The ECDHE cipher suites (Elliptic Curve and Diffie Hellman) should preferably be used for
high security and performance.

4.1.6 Use of certificates

A certificate is similar to an ID card or driver’s license. A certificate includes an issuer of the
certificate (the certificate authority, or CA), a subject (the owner of the certificate), a validity
period, and other properties that belong to the certificate.

One important certificate property is the public key of the certificate owner. That is, the public
key is the central point of a certificate. All other properties of a certificate are necessary only
to prove the identity of the certificate owner.
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The issuer of the certificate signs the certificate by calculating a hash value of all certificate
properties, including the public key, and encrypting the resulting hash value with its private
key. The result is now called the signature.

Through the corresponding public key of the issuer, anyone can now verify that the signature
was calculated by this issuer. The issuer, in turn, guarantees the correctness of the certificate,
which means that this public key really belongs to the certificate owner.

For example, web browsers feature preinstalled lists of public keys of many known certificate
authorities (CAs), so that verifying the signature of any received certificate when an SSL
session is established is possible.

The receiver of a certificate can now trust that the contained public key is indeed the public
key of the certificate subject if the signature is made by a well-known CA.

4.1.7 Comparison of key sizes
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Symmetric ciphers feature relatively short key sizes compared to the RSA key sizes. The
reason is that the various algorithms have different strengths in terms of their ability to resist
against attacks. To increase the strength of an algorithm, you often increase the key size. The
equivalent algorithm strengths for different key sizes (in bits) are listed in Table 4-3.

Table 4-3 Equivalent algorithm strength for different key sizes®

RSA ECC Symmetric Hash Strength

RC4

DES MD5

SHA1 <80

1024 160 80
2048 224 Triple-DES SHA-224 112
3072 256 AES-128 SHA-256 128
4096
7680 384 AES-192 SHA-384 192
15360 512 AES-256 SHA-512 256

Today, you typically want a security level of 128 bits, which is a good compromise between
performance and security. You choose AES-128 for data encryption and SHA-256 for creating
digital fingerprints. In SSL/TLS, you choose ECC with an elliptic curve of 256 bits.

When RSA is used, you choose 2048 bits for better performance or 4096 bits if you have high
security requirements. Unfortunately, no commonly used RSA key length that directly relates
to a security level of 128 bits is available. Most applications choose 2048 bits.

The following sections introduce more terms and concepts that are important to understand
how cryptography is supported by z/VSE.

2 Parts of this table are taken from RFC4880.
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4.1.8 Password-based encryption

In this chapter thus far, we introduced an encryption key as a random number, which is
generated in advance of the encryption process. Another way of producing an encryption key
is with the help of a password.

The encryption key, often also called the data key or session key, is generated from a specific
secret password and two other parameters, which are not secret. These parameters are a
so-called iteration count, and another random number (the salt value), which is different for
each encryption process.

Generating the encryption key from a password and iteration count uses the following overall
process:

1. Concatenate the password bytes with a random number, the salt value, which is usually an
8-byte length.

2. Apply a hash function; for example SHA-1, to the resulting byte string, which returns a
20-byte hash value.

3. Repeatedly apply the hash function to the obtained hash value until iteration count times
are reached.

4. Take the final hash value as the encryption key.

This process has the advantage that the key is not dependent on only the characters that you
enter by using your keyboard. This example also has the disadvantage that it can produce
encryption keys only up to a 20-byte length, which is not sufficient in most cases. For a
triple-DES key (3 x 8 bytes), 24 bytes are needed.

However, the example shows that when encrypting the same data twice with the same
password and iteration count, the resulting encrypted data is completely different. This result
occurs because of the randomly created salt value, which is different for each encryption
process and leads to a completely different encryption key.

The example is known as the password-based key derivation function PBKDF1 and is
described in RFC 2898 (Password-Based Cryptography Specification). Some modifications
lead to other PBKDF functions, which can produce keys of any length.

To regenerate the same encryption key at the recipient's site, these extra parameters are
often stored with the encrypted data; for example, in some kind of a header structure, which
can also contain other control data. The same PBKDF function must be applied to these
values on both sides.

4.1.9 Public key encryption

Public key encryption does not mean that your data is encrypted by using an RSA public key.
This process is far too time-consuming because of the high computational effort for
asymmetric encryption. Instead, a symmetric encryption key, which is created randomly or
from a password, is used for encrypting your data. Only the encryption key is then encrypted
by using the public key of the recipient of the encrypted data.

When the TS1140 tape drive with encryption support is used, the term key encrypting key
(KEK) is used for a public key to encrypt a session key.

The encrypting site always uses the public key of the intended receiving site of the encrypted

data to protect the data key. The decrypting site uses its private key to decrypt the encryption
key. The encrypting and decrypting site can be identical.
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z/VSE functions and their used concepts are listed inTable 4-4.

Table 4-4 Cryptographic functions in z/VSE

Function Media Concept

Tape drive TS1140 Physical tapes Public key encryption

Encryption Facility for z/VSE Physical tapes, virtual Public key encryption,
tapes, disks password-based encryption

SSL/TLS, secure FTP, secure Telnet, Network Public key encryption

SSL with CICS Web Support,

SSL/TLS with IBM MQSeries®, and

others.

z/VSE uses a subset of the encryption methods that were described in this section, and which
can be implemented in hardware or software. In the following sections, we describe which
methods are implemented in hardware and which in software and how z/VSE makes use of
them.

4.2 Configuring cryptographic hardware
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This section describes how access to cryptographic hardware is set up through the Hardware
Management Console (HMC) and the Support Element (SE).

In March 2003, VSE/ESA V2R7MO introduced the support for cryptographic hardware with
the PCICA accelerator card. As a result, RSA operations can be performed through the
PCICA card, symmetric algorithms, such as DES, TDES (triple-DES), SHA-1, and MD5, still
must be run by the software implementations that are provided by TCP/IP for VSE/ESA.
Therefore, only the SSL/TLS handshaking process and special functions, such as generating
a certificate request, were hardware-accelerated because an RSA operation is performed
here only.

Crypto Express2 and the CP Assist for Cryptographic Function (CPACF) feature were then
supported since z/VSE V3R1. With the introduction of CPACF, symmetric crypto algorithms
were also supported by the hardware. In contrast to crypto cards, CPACF is not a pluggable
adapter, but it is a microcode extension, which provides more processor instructions to
perform symmetric crypto functions. Therefore, with z/VSE V3R1 and later, the entire
SSL/TLS process is supported by crypto hardware.

As of this writing, z/VSE only supports clear-key cryptography where all types of keys are
stored in the operating system’s file system. Cryptographic operations occur in processor
main storage, which is a possible security leak. For secure-key cryptography, use Linux on Z
or z/OS.

We use the following hardware and software in our examples:

IBM z14™ SE 2.14.0

z/VSE V6R2MO running in an LPAR

Multiple Crypto Express features assigned to the z/VSE LPAR
TCP/IP for z/VSE V2.2 as part of z/VSE V6R2 GA version

v

vYyy
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4.2.1 Hardware overview

Cryptographic hardware can be pluggable crypto cards and features that are provided by
processor chips in the machine.

Crypto cards

The evolution of crypto cards on IBM mainframes started in the early 2000s with the
Peripheral Component Interconnect® (PCI) Cryptographic Coprocessor (PCICC) and PCI
Cryptographic Accelerator (PCICA), which were available for IBM zSeries 800 (z800) and
z900 mainframes. They were followed by the PCIX Cryptographic Coprocessor (PCIXCC) on
z990 and the first Crypto Express cards on z890/z990 and z9.

The current generation of Crypto Express (CEX) features is the Crypto Express6S (CEX6S),
which is available for the IBM z14 and are shown in Figure 4-4.

Figure 4-4 Crypto Express6S

The first Crypto Express cards, up to the Crypto Express3 (CEX3), included two independent
crypto processors (APs) on one card, where Crypto Express4S (CEX4S) onwards provide
only one AP. However, the number of CEX4S, 5S, and 6S features per mainframe is twice as
many as for the earlier cards.

Figure 4-4 also shows a Crypto Express6S, which is supported by z/VSE V5R2MO0 with APAR
DY47715, z/VSE V6R1MO with DY47716, and z/VSE V6R2MO0 GA version.

Each card can be configured by using the HMC in the following modes, where each mode
provides special functionality:

» Common Cryptographic Architecture (CCA) coprocessor mode. The CCA coprocessor
provides the full set of functionality, including support for secure master keys in the
hardware. It can perform RSA sign/verify, RSA key generation, true random number
generation, and more. Cards that are configured in CCA coprocessor mode are named
CEX6C.

» Accelerator mode. The accelerator mode was specially designed for RSA acceleration. A
Crypto Express2 card in accelerator mode can perform RSA sign/verify approximately
three times faster than in CCA coprocessor mode. This performance gain decreased with
each new card generation and higher RSA key lengths. Cards that are configured in
accelerator mode are named CEX6A.

» EP11 coprocessor mode. The EP11 mode was introduced with the Crypto Express4S and
provides a Public Key Cryptography Standards (PKCS) #11 programming interface. As of
this writing, it is not used on z/VSE. Cards configured in EP11 mode are named CEX6P.
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Crypto requests are sent to an AP by way of one of these queues, and replies are sent back
from the card on the same queue. The number of AP queues depends on the mainframe
model.

Up to the IBM zEnterprise® EC12 (zEC12) and zEnterprise BC12 (zBC12), the number of AP
queues is always 16, where with the IBM z13®, the number increased to 85. You can serve
up to 85 LPARs concurrently with one card. You assign AP queues to logical partitions
(LPARSs) using the HMC panels.

Access to crypto cards is possible through the z/VSE crypto device driver only. The
application programming interface (API) is available for vendors.

For more information about IBM z14, see IBM z14 Configuration Setup, SG24-8460.

CPACF

CPU Assist for Cryptographic Function (CPACF) is a microcode extension to the processor. It
has the feature code 3863. CPACF provides more instructions to perform symmetric crypto
functions, such as DES, TDES, AES, hash functions, and random number generators
(PRNG, DBRG). A set of query functions are available that indicate the availability of
particular algorithms dependent on the processor.

For more information about CPACF instructions, see z/Architecture Principles of Operation,
SA22-7832, which is available online at:

http://www.ibm.com/systems/z/os/zvse/documentation/#vse
Note: Feature code 3863 must be enabled as the prerequisite to use CPACF functions.

The CPACF is enabled by using the appropriate CPACF enablement diskette. One diskette
can enable the CPACF on all the processors on each of the nodes in the system.

4.2.2 Planning your crypto configuration
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On z/OS, CCA coprocessors are used for processing specific functions that are available in
CCA coprocessor mode only; for example, secure key functions and banking functions, such
as PIN verification. On z/VSE, these coprocessor functions are not used. z/VSE uses the
accelerator mode for processing RSA encryptions and decryptions, which are started during
an SSL handshake. CCA coprocessors are also used for RSA acceleration, random number
generation, and Elliptic-Curve / Diffie-Hellman.

When z/VSE runs in an LPAR, we recommend assigning one accelerator and one CCA
coprocessor to the z/VSE LPAR. When running under z/VM, we recommend the use of
APDEDICATE to assign one accelerator and one CCA coprocessor to the z/VSE guest. With
this setup, the VSE cryptographic device driver always uses the best device for a request.

Figure 4-5 on page 105 shows a scenario with several cards getting accessed from different
operating systems. The z/OS LPAR has access to APs 1, 2, 3, and 4 through cryptographic
domain (AP queue) 0. z/VSE has access to APs 2, 3, 5, and 6 through cryptographic domain
15. Therefore, z/OS and z/VSE share the crypto devices 2 and 3, but z/OS uses AP queue 0
to enqueue crypto requests to the device but z/VSE uses AP queue 15. The assignment of
LPAR3 and LPAR4 is not shown in detail.
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LPAR 1 LPAR 2 LPAR 3 LPAR 4

z/OS z/VSE Linux on zIVM
- Domain 0 - Domain 15 System z Operating
-APs:1,2,3,4 -APs:2,3,5,6 - Domain 1 Systems

15
E E <+— AP queues

AP 1 AP 2 AP 3 AP 4 AP 5 AP 6

|:| Coprocessor
|:| Accelerator

Figure 4-5 Assignment of APs to LPARs

The following section describes how to set up access to cryptographic hardware through the
HMC and the SE.

4.2.3 Configuring LPAR activation profile

Crypto cards and CPACF do not require any hardware configuration in z/VSE; therefore, they
do not have an ADD statement in the IPLPROC and no Interactive Interface dialogs are used
to define them. Crypto hardware is sensed during IPL, or through operator command, and
used transparently to applications.

The following sections describe how to view the machine’s cryptographic configuration and
how to assign crypto devices to a specific LPAR.

Setting up the cryptographic domain

The term cryptographic domain is a synonym to the term AP queue and denotes an input
queue that is provided by a crypto card for receiving requests. Each AP queue can hold up to
eight elements until it is full. Setting up the cryptographic domain for an LPAR is the first task
you must complete to provide access to crypto cards.

In the first step, we access the machine’s main cryptographic configuration, which is defined
in the LPAR activation profile.

After logging on to the Support Element, select your LPAR and select Operational
Customization — Customize/Delete Activation Profiles, as shown in Figure 4-6 on
page 106.
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Figure 4-6 Setting Customize/delete Activation Profiles option

The Customize/Delete Activation Profiles List panel opens, as shown in Figure 4-7.

u Customize/Delete Activation Profiles : M35:S35LP77 - S35LP77 n

Y ® f @ @ - Select Action - ~
Select ~ Name ~|Type ~ Profile Description =
G S35LP77 Image S35LP77 VSE1

C DEFAULTLOAD Load This is the default Load profile.
Total: 2 Filtered: 2 Selected: 1

| Customize proﬁle~| Delete | Close | Help |

Figure 4-7 Customize/delete activation profiles list

Select the profile that you want to customize and click Customize profile.
On the next panel, select Crypto.

The following controls are configured here:
» Control Domain Index

This control identifies the domains that can be administered from this LPAR when it is
acting as a TKE host. As of this writing, TKEs are not supported by z/VSE.

Usage Domain Index
This control is the AP queue number that is used by this LPAR to access crypto devices.
Cryptographic Candidate List

This control indicates the AP numbers of the crypto devices that are eligible to be
accessed by this LPAR.

Cryptographic Online List

This control indicates AP numbers of the crypto devices that are put online at LPAR
activation.

In the example, the z/VSE LPAR accesses crypto devices at AP 0 - 7 and 11 by way of AP
queue (crypto domain) 82. All crypto devices are put online at LPAR activation because they
are in the Candidate and Online list, as shown in Figure 4-8 on page 107.
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Attention: You must install the 'CP Assist for Cryptographic Functions'
(CPACF) feature if a cryptographic candidate is selected from the list box.
Otherwise, some functions of Integrated Cryptographic Service Facility (ICSF) may fail.

Cancel | Save | Copy Profile | Paste Profile | | Assign Profile | Help |

Figure 4-8 Customize image profiles

Click Save to continue.

4.2.4 CPC cryptographic configuration

In the next step, we view the cryptographic configuration of the entire machine. Open the
System details menu of the CPC at the SE workplace, as shown in Figure 4-9.

Tasks: M35

System Detail
Toggle Lock j |
B Daily

Activate
Deactivate
Grouping
Hardware Debug Aids
Hardware Messages
Operating System Messages

Figure 4-9 Select System Details in the SE workplace

In the System Details window, you can verify that the CPACF feature is installed (see
Figure 4-9 on page 107).
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M35 Details - M35
Acceptable

Instance Product CP/PCHID STP Test Energy

Information | Information | Status Information | Mode | Management | Security

Group: CPC

CP status: Operating

Channel status: Exceptions

Crypto status: Channel acceptable

Alternate SE status: Operating

Activation profile: DEFAULT

Last profile used: DEFAULT

IOCDS identifier: A0

IOCDS name: 038AM35

System mode: Logically Partitioned

Service state: false

Number of CPs: 4

Number of ICFs: 0

Number of IFLs: 95

Number of zlIPs: =)

Dual AC power maintenance: E Redundant

CP Assist for Crypto functions:

Licensed Internal Code security mode:Monitor

Lock out disruptive tasks: ©Yes @ No

0K | Apply | Change Options. .. | | CancelH} Help |

Figure 4-10 Instance information

Click Cancel.

In the SE workplace, click Cryptos, as shown in Figure 4-11, to display the available crypto
devices.

Q. SEARCH FAVORITES

IEM Support Element

i BB
i e @6 System Management > M35
™ Welcome System Resources  Topology
= :E System Management IE? W ,? Fa _¢ _=F e i
= H was
N Eawmems S... ~ [Name/ID ~ | Status 4 |Type ~ |Description
m Channels O ﬁ Channels (%] Exceptions All Channel Physical
‘ < ] Ul Partitions E@ Exceptions All Partitions of the S
@ 000 parit -
Cryptos - Click to open " Processors o OK All Processors of the
B " Custom Groups i & cryptos W ok All Crypto Physical C
_'I-.-.:-L SE Management Max Page Size:;900 Total: 4 Filtered: 4 Selected: 0
ﬁ’;.? Service Management
(=l Tasks Index

Figure 4-11 Cryptos in the CPC Work Area
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On this machine, a mix of 12 Crypto Express5S and 6S cards is used. Although the panel that
is shown in Figure 4-12 shows all crypto cards that are available on this machine, in the next
section we view the crypto cards that are available from the z/VSE LPAR.

Mazx Page Size:|900
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&8 Operating
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-
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Operating
Operating

Operating
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Select ~ |PCHID SiDE .
% o0 00
M & o150 01
(] 2 0104 02
[ “& 0100 03
M o4 04
r dorc 05
& o0 06
& oxc 07
M oisc 08
M & oics 09
r Joce 10
r & ooc 1
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Online
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~
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Total: 12 Filtered: 12 Selected: 0

Tasks = Views =
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Crypto Express5S
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Crypto Express5S
Crypto Express6S
Crypto Express6S
Crypto Express6S
Crypto Express6S
Crypto Express6S
Crypto Express6S
Crypto Express6S
Crypto Express6S

Figure 4-12 Primary Support Element Workplace showing cryptos

4.2.5 LPAR cryptographic configuration

On the SE workplace, select your LPAR and click Cryptos, as shown Figure 4-13.

E &) SELPT6
= & S35LPTT
Processors

B cHPiDs

ac 0
B2 sasmraé y

B s5 5350 P79 | Cryptos - Click to open |

Figure 4-13 Select Cryptos of your LPAR

The list of LPAR cryptos shows the 9 out of 12 available crypto devices of this LPAR, (see

Figure 4-14 on page 110).
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System Management = M35 > Partitions > S35LP77 > Cryptos
Cryptos | Topology
D B ¥ P S (2 @ (& (e | Tasksw || Viewsw |
Select ~ |ID ~ | PCHID | Status # | State ~ | Type ~
O =00 0144 & Operating Online Crypto Express5S Accelerator
| oo 0150 & Operating Online Crypto Express55 CCA Coprocessor
[l % o2 01C4 & Operating Online Crypto Express5S CCA Coprocessor
] 03 01D0 & Operating Online Crypto Express55 EP11 Coprocessor
O (f 04 0284 & Operating Online Crypto Express6S Accelerator
| Gf 05 021C & Operating Online Crypto Express6S CCA Coprocessor
O qf 06 0250 & Operating Online Crypto Express6S EP11 Coprocessor
] Gf o7 02EC & Operating Online Crypto Express6S CCA Coprocessor
O (f 1 01Dc & Operating Online Crypto Express6S EP11 Coprocessor
Max Page Size:|900 Total: 9 Filtered: 9 Selected: 0

Figure 4-14 Cryptos Work Area

4.2.6 Hardware crypto device driver in z/VSE
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This section describes how z/VSE recognizes cryptographic hardware and how
crypto-related information can be displayed on the operator console.

The z/VSE crypto device driver runs as a subtask IJBCRYPT of the job SECSERYV in the
security server partition FB, by default®. It is part of the Basic Security Manager (BSM).
Cryptographic hardware is sensed during IPL when the BSM is initialized. When no crypto
cards are assigned, the device driver finishes processing and the subtask is stopped. When
at least one usable crypto card is available, the device driver keeps running.

You can obtain a list of available hardware crypto related operator commands, as shown in
Example 4-1.

Example 4-1 Crypto device driver help command output

msg fb,data=help

FB 0011 HARDWARE CRYPTO COMMANDS:

FB 0011  APBUSY=NN ...........: SET AP CRYPTO WAIT ON BUSY (0..99)
FB 0011  APRETRY=NN ..........: SET AP CRYPTO RETRY COUNT (0..99)
FB 0011  APREM AP=N1 (N2 N3..): REMOVE (DISABLE) ONE OR MORE APS
FB 0011  APADD AP=N1 (N2 N3..): ADD (ENABLE) ONE OR MORE APS

FB 0011 APQUE ...............: SHOW STATUS OF ASSIGNED AP QUEUE
FB 0011  APHIST (AP=NN) ......: SHOW HISTORY OF ONE OR ALL APS

FB 0011  APWAIT=NN ...........: SET AP CRYPTO POLLING TIME (0..99)
FB 0011  APSENSE .............: START SENSING OF CRYPTO HARDWARE
FB 0011  APTRACE=N ...........: SET AP CRYPTO TRACE LEVEL (0..3)
FB 0011  APEAT ...............: ENABLE AP-QUEUE INTERRUPTS

FB 0011  APDAI ...............: DISABLE AP-QUEUE INTERRUPTS

FB 0011  APSTAT AP=NN ........: DISPLAY CRYPTO ADAPTER STATUS

FB 0011 ( STATCARD | OF THE CARDs FIRMWARE (DEFAULT), OR
FB 0011 STATCCA ) OF THE CARDs CCA LEVEL

FB 0011  APCLEAR .............: CLEAR INTERNAL STATS COUNTERS

FB 0011  APTERM ..............: TERMINATE DEVICE DRIVER

3 For more information about security server, see 2.1.3, “Security server partition” on page 15.
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The commands are described in z/VSE Administration, SC34-2692. For more information
about crypto support when running as guest under z/VM, see 4.2.8, “Cryptography for guests
on z/VM”. For more information about crypto support when an External Security Manager
(ESM) is used, see 4.2.9, “Cryptography when using an external security manager” on

page 124.

Example 4-2 shows the messages that are issued when IPLing z/VSE with the crypto
hardware.

Example 4-2 Crypto hardware messages during z/VSE startup

FB 0115 1J022I CPU CRYPTOGRAPHIC ASSIST FEATURE AVAILABLE.
FB 0115 1J0541 FOUND A CRYPTO EXPRESS5S CARD AT AP 0

FB 0115 1J0541 FOUND A CRYPTO EXPRESS5S CARD AT AP
FB 0115 1J0541 FOUND A CRYPTO EXPRESS5S CARD AT AP
FB 0115 1J0541 FOUND A CRYPTO EXPRESS5S CARD AT AP
FB 0115 1J0541 FOUND A CRYPTO EXPRESS6S CARD AT AP
FB 0115 1J0541 FOUND A CRYPTO EXPRESS6S CARD AT AP
FB 0115 1J0541 FOUND A CRYPTO EXPRESS6S CARD AT AP
FB 0115 1J0541 FOUND A CRYPTO EXPRESS6S CARD AT AP 7

FB 0115 1J0541 FOUND A CRYPTO EXPRESS6S CARD AT AP 11

FB 0115 1J005I HARDWARE CRYPTO DEVICE DRIVER INITIALIZED SUCCESSFULLY.
FB 0115 1J006I USING AP QUEUE 82

SOl BEWN -

Example 4-3 shows the messages that are displayed on a system where no crypto cards are
installed.

Example 4-3 Crypto hardware messages with CPACF but no crypto cards

FB 0095 1J022I CPU CRYPTOGRAPHIC ASSIST FEATURE AVAILABLE.
FB 0095 1J017I CRYPTO HARDWARE NOT INSTALLED OR NOT DEFINED.

The STATUS command of the SECSERV job can be used to view the device driver status.

Example 4-4 shows the nine assigned APs (crypto cards) that are accessible through AP
queue (crypto domain) 82 as configured in section “Setting up the cryptographic domain” on
page 105.

Example 4-4 Output of the security server command STATUS=CR

msg fb,data=status=cr

AR 0015 11401 READY

FB 0011 BST2231 CURRENT STATUS OF THE SECURITY TRANSACTION SERVER:
FB 0011 CRYPTO DEVICE DRIVER STATUS:

FB 0011 AP CRYPTO SUBTASK STARTED .......... : YES

FB 0011  MAX REQUEST QUEUE SIZE ............. : 0

FB 0011  MAX PENDING QUEUE SIZE ............. : 0

FB 0011  TOTAL NO. OF AP REQUESTS ........... : 0

FB 0011 NO. OF POSTED CALLERS .............. : 0

FB 0011  AP-QUEUE INTERRUPTS AVAILABLE ...... : YES

FB 0011  AP-QUEUE INTERRUPTS STATUS ......... : DISABLED

FB 0011 AP CRYPTO POLLING TIME (1/300 SEC).. : 1
FB 0011 AP CRYPTO WAIT ON BUSY (1/300 SEC).. : 75

FB 0011 AP CRYPTO RETRY COUNT .............. : 5
FB 0011 AP CRYPTO TRACE LEVEL .............. : 3
FB 0011  TOTAL NO. OF WAITS ON BUSY ......... : 0
FB 0011  CURRENT REQUEST QUEUE SIZE ......... : 0
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FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB
FB

0011  CURRENT PENDING QUEUE SIZE ......... : 0

0011  ASSIGNED APS : CEX2C / CEX2A ....... :0/0

0011 CEX3C / CEX3A ....... :0/0
0011 CEX4C / CEX4A / CEX4P : 0/ 0/ O
0011 CEX5C / CEX5A / CEX5P : 2 / 1/ 1
0011 CEX6C / CEX6A / CEX6P : 2 / 1/ 2
0011 AP 0 : CEX5A - ONLINE

0011 AP 1 : CEX5C - ONLINE

0011 AP 2 : CEX5C - ONLINE

0011 AP 3 : CEX5P - ONLINE

0011 AP 4 : CEX6A - ONLINE

0011 AP 5 : CEX6C - ONLINE

0011 AP 6 : CEX6P - ONLINE

0011 AP 7 : CEX6C - ONLINE

0011 AP 11 : CEX6P - ONLINE

0011  ASSIGNED AP QUEUE (CRYPTO DOMAIN)... : 82

0011 NO. OF AVAILABLE CRYPTO DOMAINS .... : 85

0011 END OF CRYPTO DEVICE DRIVER STATUS

The following other important values are shown in the example’s STATUS output:

»

MAX REQUEST QUEUE SIZE

This value is the maximum number of RSA requests that are waiting to be processed by
the crypto device driver since its last restart. Multiple z/VSE applications can issue RSA
requests simultaneously, even from multiple TCP/IP stacks on the same z/VSE system.

The request queue serializes the requests for processing by the device driver.

MAX PENDING QUEUE SIZE

This value is the maximum number of requests currently being processed by a crypto
card. In some situations, the device driver might be under heavy load by incoming new
requests so that replies cannot be immediately returned to callers. A crypto card might be
busy so that some time interval exists until a reply can be dequeued.

TOTAL NO. OF AP REQUESTS

This value is the total number of processed RSA requests since the device driver was
started.

NO. OF POSTED CALLERS

This value is the total number of callers that received a reply. Normally, this value is
identical to the total number of AP requests, unless a reply cannot be delivered, such as
when the calling application ends.

AP CRYPTO POLLING TIME

This value is the time interval between enqueuing an RSA request block to a crypto card
and the first attempt to dequeue a response. The time interval is specified in 1/300th
seconds. The default is 1/300th second. Higher values decrease processor load, but
increase elapsed job time; lower values increase processor load and decrease elapsed
job time.

4.2.7 Disabling a crypto device

Disabling a crypto device has the following meanings:

>

Disabling the device in z/VSE, which means that the related device is no longer used by
z/VSE, but its hardware status remains unchanged.
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» Disabling the device for your LPAR by way of the HMC or SE. For more information, see
“Disabling the device for your LPAR” on page 114.

» Disabling the device for the entire machine, which affects all LPARs that are using this
device. For example, this configuration is necessary when changing the device type from
accelerator to coprocessor, which is described in “Disabling the device for the entire
machine” on page 117.

These options are described next.

Disabling the device in z/VSE

If you no longer want to use one or more devices in z/VSE, use the crypto device driver’s
APREM command, as shown in Example 4-5. For more than one AP, specify the AP numbers
separated by spaces. For more information about all crypto commands, see z/VSE
Administration, SC34-2692.

Example 4-5 Removing APs from use by z/VSE

msg fb,data=aprem ap=0 1 2

AR 0015 1I40I READY

FB 0011 1J026I AP O DISABLED SUCCESSFULLY.
FB 0011 1J026I AP 1 DISABLED SUCCESSFULLY.
FB 0011 1J026I AP 2 DISABLED SUCCESSFULLY.

The crypto device driver ensures that any pending replies are still delivered, but the devices
are no longer used for further requests. When you now issue the STATUS=CR command, these
APs appear as “disabled by operator”, as shown in Example 4-6.

Example 4-6 STATUS=CR output showing disabled devices

msg fb,data=status=cr

FB 0011 AP

0 : CEX5A - DISABLED BY OPER
FB 0011 AP 1 : CEX5C - DISABLED BY OPER
FB 0011 AP 2 : CEX5C - DISABLED BY OPER
FB 0011 AP 3 : CEX5P - ONLINE
FB 0011 AP 4 : CEX6A - ONLINE
FB 0011 AP 5 : CEX6C - ONLINE
FB 0011 AP 6 : CEX6P - ONLINE
FB 0011 AP 7 : CEX6C - ONLINE

To show any pending replies, you can use the APQUE command, as shown in Example 4-7

Example 4-7 View pending replies

msg fb,data=apque

AR 0015 11401 READY

FB 0011 1J045I NUMBER OF REQUESTS BEING PROCESSED BY AP QUEUE 82:
FB 0011 AP O : 0

FB 0011 AP 1 : 0
FB 0011 AP 2 : 0
FB 0011 AP 3 :0
FB 0011 AP 4 : 0
FB 0011 AP 5 :0
FB 0011 AP 6 : 0
FB 0011 AP 7 : 0
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For reenabling these APs, use the APADD command in the same way as APREM.

Hint: When your z/VSE is running and crypto workload is present, use the APREM
command to first remove an AP from use by z/VSE before turning the AP off by way of the
SE or HMC.

Disabling the device for your LPAR

To disable a crypto device for your LPAR, select your LPAR on the SE workplace and click
Cryptos. Then, select the device in the Cryptos list, and select Crypto Service
Operations — Configure On/Off, as shown in Figure 4-15.

System Management > M35 > Partitions > S35LP77 > Cryptos
Cryptos || Topology

o B % [® (4 o [ [ lFe e pr—

Select ~ |ID | PCHID | Status ~ | State ~ | Type
v ‘% ook é:wpm Details : |On|ine Crypto Express5S Accelerator
1 01 Channel Operations » Online Crypto Express5S CCA Coprocessor
§ 02 pto Semvice Operatio Channel Problem Determination CCA Coprocessor
] ol 03 0100 & Operatin okidtiditi EP11 Coprocessor
O Gf(];i 0284 &8 Operating Shm\f.!?.l?D TyproTTepT Accelerator
1 Gf 05 021C & Operating Online Crypto Express6S CCA Coprocessor
H qf 06 0250 & Operating Online Crypto Express6S EP11 Coprocessor
1 Gf 07 02EC & Operating Online Crypto Express6S CCA Coprocessor
O Gf 1 01Dc & Operating Online Crypto Express6S EP11 Coprocessor

Mazx Page Size:900 Total: 9 Filtered: 9 Selected: 1

Figure 4-15 Select Configure On/Off

This operation disables the crypto device for this specific LPAR only. The device might still be
online in other LPARs. Therefore, the process of enabling or disabling a device is relatively
fast, compared to the time required for activating a device the first time after a machine
started.

In the Configure On/Off panel, select Toggle from the Select Action drop-down menu, as
shown in Figure 4-16.

=
Configure On/Off - Crypto00
B % ® S @ ®  —SelectAction-— |v| |+ Fiter

Select ~ |[PCHID ~ |ID ~ |LPAR Nan,SelectAction — | ;req State ~ |Message ~
¥ 0144 00 S35LP77 ¢ nline

Page 1 of 1 red: 1 Displayed: 1
OK |

Toggle All Online
Toggle All Standby
--- Table Actions ---
Select All

Deselect All

Show Filter Row
Clear All Filters

Edit Sort

Clear All Sorts
Configure Columns

Figure 4-16 Configure Channel Path On/Off - change Desired State

Cancel | Help
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The wanted state changes to Standby. Click OK to close this window and confirm that you
want to apply your change, as shown in Figure 4-17.

& Disruptive Task Confirmation : Configure On/Off - Crypto00

| Attention: The Configure On/Off task is disruptive.

Executing the Configure On/Off task may adversely affect the objects listed below. Review the confirma
each object before continuing with the Configure On/Off task.

Objects that will be affected by the Configure On/Off task

System Name Type OS Name Status Confirmation Text
S35LP77 Image z/VSE Exceptions Configuring off ID 00 could disrupt operations in this parti

Do you want to execute the Configure On/Off task?

Yes No | Help |

Figure 4-17 Configure Channel Path On/Off - apply new Desired State

After the operation completes, click OK to close the Configure Channel Path On/Off Progress
panel, as shown in Figure 4-18.

Configure Channel Path On/Off Progress - Crypto00 i ]

Estimated function duration time: 00:00:02
Elapsed time: 00:00:02

Total operations: 1
Successful operations: 1
Failed operations: 0
Completed operations: 1

OKH Cancel| Help|
L3

Figure 4-18 Configure Channel Path On/Off Progress
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Figure 4-19 shows that the device is now stopped.

Cryptos | Topology
B0 B %P

Select ~ |ID ~ | PCHID
v % ookl | 0144

: F"'thg{'” %0
O % 02 01C4
] % 03 0100
M Fu 0284
O Sos 021C
O S 0250
r For 02EC
M & n 010C

2

Status

1O stopped |

& Operating
W Operating
& Operating
& Operating
& Operating
W Operating
& Operating

& Operating

Max Page Size:|900

~ | State

v | Fi

Online
Online
Online
Online
Online
Online
Online

Online

Iter

~

Standby

System Management = M35 > Partitions > S35LP77 > Cryptos

Tasks = Views =

Type

Crypto Express5S Accelerator

Crypto Express5S CCA Coproce.ssor .
Crypto Express5S CCA Coprocessor
Crypto Express5S EP11 Coprocessor
Crypto Express6S Accelerator

Crypto Express6S CCA Coprocessor
Crypto Express6S EP11 Coprocessor
Crypto Express6S CCA Coprocessor
Crypto Express6S EP11 Coprocessor

Total: 9 Filtered: 9 Selected: 1

Figure 4-19 Cryptos Work Area shows new status

You can now run the apsense command to refresh the crypto configuration in z/VSE, as

shown in Example 4-8.

Example 4-8 Security server command APSENSE

msg fb,data=apsense
AR 0015 1I40I READY
FB 0115 1J0221
FB 0115 1J0541
FB 0115 1J0541
FB 0115 1J0541
FB 0115 1J0541
FB 0115 1J0541
FB 0115 1J0541
FB 0115 1J0541
FB 0115 1J0541
FB 0115 1J031I

FOUND
FOUND
FOUND
FOUND
FOUND
FOUND
FOUND
FOUND

A
A
A
A
A
A
A

A

CRYPTO
CRYPTO
CRYPTO
CRYPTO
CRYPTO
CRYPTO
CRYPTO
CRYPTO

CPU CRYPTOGRAPHIC ASSIST
EXPRESS5S
EXPRESS5S
EXPRESS5S
EXPRESS6S
EXPRESS6S
EXPRESS6S
EXPRESS6S
EXPRESS6S
HARDWARE CRYPTO DEVICE DRIVER

FEATURE

CARD
CARD
CARD
CARD
CARD
CARD
CARD
CARD

AVAILABLE.
AP 1

AP
AP
AP
AP
AP

AT
AT
AT
AT
AT
AT
AT AP 7

AT AP 11

REFRESHED.

ool BEWwWN

AP 0 is no longer recognized and the status output also no longer shows AP 0, as shown in

Example 4-9.

Example 4-9 Output of security server command STATUS=CR

msg fb,data=status=cr

FB 0011  ASSIGNED APS : CEX2C / CEX2A ....... :0/0

FB 0011 CEX3C / CEX3A ....... :0/0

FB 0011 CEX4C / CEX4A / CEX4P : 0/ 0/ 0
FB 0011 CEX5C / CEX5A / CEX5P : 2 / 0/ 1
FB 0011 CEX6C / CEX6A / CEX6P : 2 / 1/ 2
FB 0011 AP 1 : CEX5C - ONLINE

FB 0011 AP 2 : CEX5C - ONLINE

FB 0011 AP 3 : CEX5P - ONLINE

FB 0011 AP 4 : CEX6A - ONLINE

FB 0011 AP 5 : CEX6C - ONLINE

FB 0011 AP 6 : CEX6P - ONLINE
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FB 0011
FB 0011

AP 7
AP 11

CEX6C
CEX6P

- ONLINE
- ONLINE

Disabling the device for the entire machine
Now, we put a device offline in all LPARs that can access to it and later reconfigure its device

type.

Attention: This action is a disruption for all LPARs that have this AP assigned. If itis a

CCA or EP11 coprocessor with master keys, these keys are zeroized. In our example, we
use AP 11, which is currently an EP11 coprocessor and not actively being used by other
LPARs (although other LPARs have this AP assigned).

On the SE workplace, click Cryptos and select the device you want to put offline, as shown in
Figure 4-20. Then, select Crypto Service Operations — Configure On/Off.

System Management = M35 = Cryptos

Channel Operations

Cryptos | Topology
B © | 2 | f] o B & ([riter

Select ~ |PCHID ~ |ID £ | Status ~ |State ~ |Location
O & 0144 00 W Operating Online £22B-1G21
™ & o150 01 & Operating Online 722B1G25
M % oice 02 @ Operating Online Z15B-LG21
% oo 03 @ operating Online Z15B-.G25
M & o 04 @ Operating Online Z01B-LG02
r doerc 05 W operating Online 208B-L.G09
& 20 06 @ Operating Online Z088-LG25
& ozxc 07 @ Operating Online Z01BLG33
M & osc 08 @ Operating Online 72281628
r & omcs 09 @ operating Online Z15B-.G22
r doce 10 @ Operating Online Z15B-.G23
v |Cr” - T Online 715B-.G28

b4

al: 12 Filtered: 12 Selected: 1

Tasks » Views »
~ | Type

Crypto Express5S
Crypto Express5S
Crypto Express5S
Crypto Express5S
Crypto Express6S
Crypto Express6S
Crypto Express6S
Crypto Express6S
Crypto Express6S
Crypto Express6S
Crypto Express6S
Crypto Express6S

Advanced Facilities

Channel Problem Determination
onfigure Cn/Of

Senice On/Off

Show LED

Figure 4-20 Configure On/Off
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On the next panel, select Toggle All Standby from the Select Action drop-down menu, as
shown in Figure 4-21. AP 11 is put in standby mode in all LPARs that use it.

Configure On/Off - PCHID01DC

CICT=E]
ol [ e (sl e # — Select Action — |L| B —

Select ~ [PCHID ~ |ID ~ |LPAR Nan ™ ST""‘“ Action - logired State ~ |Message ~
1 01DC 0B S35LP12 | °99%¢ tandby Not allowed
1 01DC 0B S35LP23 Toaale All Online nline
[ 01DC 0B S35LP37 Not allowed
E  01DC 0B S35LP52 |__ Jable Actions Not allowed
[ 01DC 0B S35LP70 |select All
] 01DC 0B S35LP77 Deselect All nline
[ 01DC 0B TRX1 Show Filter Row nline
1 01DC 0B TRX2 Clear All Filters nline
Page 1 of 1 To Edit Sort yed: 8

Clear All Sorts
OK | | Cancel | | Help | Configure Columns
Figure 4-21 Toggle All Standby
The device now appears stopped, as shown in Figure 4-22.
System Management > M35 > Cryptos
Cryptos | Topology

[ | 2] £ (2] ) (&) (~]Fiter | Tasksw || Viewsw |

Select ~ | PCHID ~ |ID £ | Status ~ | State # | Location ~ | Type -
O & 0144 00 - Operating Online Z22B-LG21 Crypto Express5S
] % 0150 01 ] Operating Online £22B-1LG25 Crypto Express5S
O = 01C4 02 & Operating Online Z15B-LG21 Crypto Express5S
] %= 0100 03 & Operating Online Z15B-LG25 Crypto Express5S
O (f 0284 04 - Operating Online Z01B-LG02 Crypto Express6S
] (f 021c 05 ] Operating Online Z08B-LG0Y Crypto Express6S
O gf 0250 06 & Operating Online Z208B-LG25 Crypto Express6S
] (f 02EC 07 & Operating Online Z01B-LG33 Crypto Express6S
O (f 015C 08 - Operating Online Z22B-1LG28 Crypto Express6S
] (f 01C8 09 W Operating Online Z15B-LG22 Crypto Express6S
O (:f 01ce 10 & Operating Online Z15B-LG23 Crypto Express6S
¥ Lol |1 | © Stopped ‘Standby 7168628 | Crypto Express6S

Max Page Size:900 Total: 12 Filtered: 12 Selected: 1

Figure 4-22 AP11 is now stopped

Next, we reconfigure the stopped EP11 coprocessor as accelerator.
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Reconfiguring as accelerator

In the SE workplace, select the CPC icon, and then, select Configuration — Cryptographic
Configuration on the right side of the window, as shown in Figure 4-23.

B Configuration

Channel PCHID Assignment
Cleanup Discontinuance
Cryptographic Configurati
Cryptographic Managemi ?
Display Adapter ID

Edit Frame Layout

Enable Dynamic Partition Manager
FCP Configuration

Input/output (I/0) Configuration
MSQ Processor Test

Mondisruptive Hardware Change
Perform Model Conversion

Prepare System For Discontinuance
Rebuild Vital Product Data

Send Processor Change Motification
System (Sysplex) Time

System Input/Output Configuration Analyzer

Transmit Vital Product Data
Update HOM and VPD
View Hardware Configuration

View Partition Resource Assignments

Figure 4-23 Select Cryptographic Configuration

Select the device number and click Crypto Type Configuration, as shown in Figure 4-24.

Cryptographic Configuration - M35

i ]

-

sllislislislisllisllisllislls]

~ Cryptographic Information

00
01
02
03
04
05
06
07
08
09

electa Cryptographic number and then click the task p

Select Number  Status

Configured
Configured
Configured
Configured
Configured
Configured
Configured
Configured
Configured
Configured
Configured

Crypto Serial Number Type

YH10DV62P368
YH10DV576480
YH10DV4CK383
YH10DV576338
YH10DV731324
YH10DV731308
YH10DV731314
YH10DV731307
YH10DV745326
YH10DV744315
YH10DV744311

Deconfigured Not available

Operating mode | TKE Commands
CEXS5S Accelerator Default Not supported
CEX5S CCA Coprocessor Default Permitted
CEX5S CCA Coprocessor Default Permitted
CEX5S EP11 Coprocessor Default Permitted
CEX6S Accelerator Default Not supported
CEX6S CCA Coprocessor Default Permitted
CEX6S EP11 Coprocessor Default Permitted
CEX6S CCA Coprocessor Default Permitted
CEX6S Accelerator Default Not supported
CEX6S Accelerator Default Not supported

Default Permitted
ot available Not available

CEX6S EP11 Coprocessor

O
(

D (
(
=)

View Details. .. | Test RNG/CIS | Zeroize | Domain Management. .. | TKE Commands. .. | | CryptopType Configuration. .
b

Zeroize All | | Test RNG/CIS on All | UDX Configuration... | | Refresh | | Cancel | Help |

Figure 4-24 Cryptographic Configuration
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In the Crypto Type Configuration window, select Accelerator and click OK, as shown in
Figure 4-25.

? Crypto Type Configuration - M35

The selected Crypto is currently configured as an EP11 Coprocessor.
Cryptographic number: 11

Status: Deconfigured

Select a configuration for the Crypto

) CCA Coprocessor
S EP oprocessor
@ Accelerator

Note: The Crypto must be deconfigured to change the Crypto type configuration.

0K£ Refresh| Cancel| Help|

Figure 4-25 Crypto Type Configuration

For z/VSE, you can ignore the warning that is shown in Figure 4-26 because z/VSE does not
support secret keys that are stored in the cryptographic hardware. However, for z/OS and
Linux on Z, be aware that stored secret keys are lost when performing the reconfiguration.

0 Crypto Type Configuration Confirmation - M35 i ]

Are you sure you want to use the Crypto Express6S as an accelerator?

CAUTION: The cryptographic keys will be zeroized and the usage
domains will operate in the default compliance mode when the crypto
is configured online.

ACT37838

] 1o

Figure 4-26 Crypto Type Configuration Confirmation

Click Yes to continue.

Figure 4-27 shows that accelerator configuration was successful. Click OK.

o Crypto Type Configuration - M35

The request was successful.

The Crypto Express6S will operate as an accelerator when configured
online.

Figure 4-27 Crypto Type Configuration completion

ACT37844

Click OK to continue. Close the Crypto Type Configuration window by clicking Cancel. Also,
close the Cryptographic Configuration window by clicking Cancel because all operations are

now performed.
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Enabling the device after the mode change

In the SE workplace, click Cryptos and select AP 11 to put it back online, as shown in

Figure 4-28. Then, select Crypto Service Operations — Configure On/Off.

System Management = M35 = Cryptos
Cryptos | Topology
& DO w2l | g2 i 5 ~ Filter Tasks » Views »
Select ~ | PCHID ~ |ID £ | Status ~ | State # | Location ~ | Type
O 0144 00 W Operating Online 2228161 Crypto Express5S
| “Z 0150 01 & Operating Online £22B-1G25 Crypto Express5S
(] = 014 02 & Operating Online Z15B-LG21 Crypto ExpressaS
| & 01D0 03 B Operating Online Z15B-LG25 Crypto Express5S
O (f 0284 04 W Operating Online Z01B-LG02 Crypto Express6S
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| (f 02EC 07 B Operating Online Z01B-LG33 Crypto Express6S
O (f 015C 08 W Operating Online Z22B-1LG28 Crypto Express6S
| (f 01C8 09 W Operating Online Z15B-LG22 Crypto Express6S
O (f 01ce 10 & Operating Online Z15B-LG23 Crypto Express6S
v |Cfg 01Dk |:I|CH|D Detalils Standby Z15B-LG28 Crypto Express6S
Channel Operations b |al: 12 Filtered: 12 Selected: 1
pto Service Operatio Advanced Facilities
Channel Problem Determination
onfigure Cn/Of
Senvice On/Off
Show LED

Figure 4-28 Select Cryptos

Toggle the wanted state to Online and click OK, as shown in Figure 4-29.

Configure On/Off - PCHID01DC
LCT=E

B % ® S 2 ®  —SelectAction-—- |v| (< Fiter

Select ~ [PCHID ~ [ID ~ |LPAR Nan =~ ST""‘“ Action - logired State ~ |Message ~
01DC 0B S35LP12 | '°99¢ tandby Not allowed
01DC 0B | S35LP23 Toaale All Online n andby
01DC 0B | S35LP37 Toggle All Standby andby Not allowed
01DC__ [0B |S35LP52 [M=Sis il | handby Not allowed
01DC__ |0B | S35LP70 |gelect Al tandby
01DC 0B S35LP77 Deselect All tandby
01DC 0B TRX1 Show Filter Row tandby
01DC 0B TRX2 Clear All Filters tandby

Page 1 of 1 Edit Sort ered: 8 Displayed: 8
Clear All Sorts
OK | | Cancel | _Help | Configure Columns

Figure 4-29 Select Configure On/Off

After the device initializes again, it is now usable as an accelerator. The device initialization
process can take several minutes because the device is now physically initialized.
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Figure 4-30 shows the new status of the device. To display the device status, click the CPC
icon in the SE workplace and select Configuration — Cryptographic Configuration, as
shown in Figure 4-23 on page 119.

"J' Cryptographic Configuration - M35

P e Tl Ta L ol ot A= T L il i’ i

Select Number Status Crypto Serial Number Type Operating mode | TKE (

(| © |00 Configured YH10DV62P368 CEX5S Accelerator Default Not s
c 01 Configured YH10DV576480 CEX5S CCA Coprocessor Default Perm
C 02 Configured YH10DV4CK383 CEX5S CCA Coprocessor Default Perm
C 03 Configured YH10DV576338 CEX5S EP11 Coprocessor Default Perm
04 Configured YH10DV731324 CEX6S Accelerator Default Not s
C 05 Configured YH10DV731308 CEX6S CCA Coprocessor Default Perm
C 06 Configured YH10DV731314 CEX6S EP11 Coprocessor Default Perm
c 07 Configured YH10DV731307 CEX6S CCA Coprocessor Default Perm
08 Configured YH10DV745326 CEX6S Accelerator Default Not s
C 09 Configured YH10DV744315 CEX6S Accelerator Default Not s
C 10 Configured YH10DV744311 A_Coprocessor Default Perm

[T = Configured YH10DV747302 Default Not s

Select a Cryptographic number and then click the task pus :

|| View Details... | Test RNG/CIS | Zeroize | Domain Management. .. | TKE Commands. .. | Crypto Type

kmmmw EﬂmmEBmNWImxmﬁwmm |R%%h|0mww mm|

Figure 4-30 AP 11 now online as accelerator

To reflect the mode change in z/VSE, you first run the apsense command. In Example 4-10,
the status command shows the new hardware configuration.

Example 4-10 Security server command STATUS=CR

msg fb,data=status=cr

FB

FB
FB
FB
FB
FB
FB
FB
FB

0011
0011
0011
0011
0011
0011
0011
0011
0011

AP
AP
AP
AP
AP
AP
AP
AP

=
O
—_

 NOoO o wWwiN e O

: CEX5A
: CEX5C
: CEX5C
: CEX5P
: CEX6A
: CEX6C
: CEX6P
: CEX6C
: CEX6A

ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
ONLINE
ONLINE

AP 11 is now usable by z/VSE as an accelerator.

4.2.8 Cryptography for guests on z/VM
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When running under z/VM, crypto hardware that is assigned to the z/VM LPAR is not
automatically available for guest systems. Even when no crypto cards are available, you
should have a CRYPTO directory statement for getting access to CPACF. The CPACF
availability depends on the activation of hardware feature code 3863.
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Example 4-11 shows how you can use the CMS command q crypto to query the hardware
crypto settings.

Example 4-11 Query crypto

g crypto

00: Processor 00 Crypto Unit 0 usable

00: Processor 01 Crypto Unit 1 usable

00: There is no user enabled for PKSC Modify

00: A11 users with directory authorization are enabled for key entry
00: Crypto Adjunct Processor is installed

Figure 4-11 also shows two crypto cards with APs 0 and 1.

You can use the q virtual crypto CP command to query the hardware crypto settings for
the z/VSE guest system from the z/VSE operator console, as shown in Example 4-12.

Example 4-12 Query virtual crypto

* cp q virtual crypto

AR 0015 No CAM or DAC Crypto Facilities defined
AR 0015 AP OE Queue 13 shared

AR 0015 11401 READY

In this example, crypto device OE (14) is available through AP queue 13 in this z/VSE system.

Notes: Consider the following points:

» z/VM hides CCA coprocessor cards from guest systems if accelerator cards are also
available. Also, when more than one card of the same type is assigned to the z/VM
LPAR, z/VM shows only one card to its guest systems and performs the load balancing.

» The q virtual crypto command only queries the availability of crypto cards. No
information is provided about the availability of CPACF.

You can assign a domain to one particular z/VM guest with command, as shown in the
following example:

CRYPTO DOMAIN 5
z/VM virtualizes the assignment of AP queue numbers for guest systems; therefore, it is
normal for the z/VSE guest to see a different queue number when it is IPLed. For more

information about hardware cryptography support in z/VM, see CP Planning and
Administration, SC24-6171, which is available at:

http://www.vm.ibm.com/pubs/hcsg0b01.pdf
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4.2.9 Cryptography when using an external security manager

If you use an external security manager and not the BSM, the following implementation
details of the hardware crypto support are important and must be observed.

The hardware crypto support is activated by the startup job SECSERV (Security Server),
which is part of the BSM. It runs in partition FB by default. If SECSERYV is not started because
you are using an external security manager, the hardware crypto support is not available.
However, the hardware crypto task can be started manually in any partition with a job stream,
as shown in Example 4-13.

Example 4-13

* $$ JOB JNM=IJBHCOPR,DISP=D,CLASS=S

// JOB IJBHCOPR - OPERATOR INTERFACE FOR CRYPTO
// EXEC IJBHCOPR

/*

/&

* $$ EOJ

To activate the hardware crypto support, complete the following steps:

1. Shut down TCP/IP (CSI or BSI) and your TCP/IP applications.
2. Start the job stream as shown in Example 4-13 or a similar job.
3. Restart TCP/IP and your TCP/IP applications.

Phase IUBHCOPR replaces the previous method of starting the crypto device driver by way of
phase IJBCRYPT. With IIBHCOPR, you have a full operator interface, such as the SECSERV
application, which is available for BSM users.

When IUBHCOPR is started, available crypto hardware is detected and shown on the
operator console. To obtain a list of available crypto commands, use the HELP command, as
shown in the following example:

msg nn,data=help

Note: Do not use IJBHCOPR with the SECSERV application of BSM, or the IIBCRYPT
phase, which is still available for backward compatibility.

4.2.10 Changing the status of hardware-based encryption
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TCP/IP for z/VSE transparently uses hardware-based encryption when available. With a
$SOCKOPT phase, you can control whether encryption is performed in hardware or software.
Jobs that are described in this section can be used to enforce or disable hardware-based
encryption.

Suppressing the CP assist feature
Example 4-14 shows a job to suppress the use of the CP assist feature.

Example 4-14 Job to suppress CP assist feature

* $$ JOB JNM=SOCKOPT1,CLASS=0,DISP=D
// JOB SOCKOPT
*

* * CREATE A $SOCKOPT.PHASE THAT SUPPRESSES THE
* * USE OF THE KMC INSTRUCTION
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*

// OPTION CATAL

// LIBDEF *,SEARCH=PRD1.BASE

// LIBDEF *,CATALOG=PRD1.BASE

// EXEC ASMA90,SIZE=ASMA90,PARM="'SZ (MAX-200K,ABOVE)"'
PUNCH ' PHASE $SOCKOPT,* '

$SOCKOPT CSECT
SOCKOPT CSECT,SSLFLG2=$0PTSNZA
END  $SOCKOPT

/*

// EXEC LNKEDT,SIZE=512K

/*

/&

* $$ EOJ

Forcing the CP assist feature
The job that is shown in Example 4-15 forces the use of the CP assist feature.

Example 4-15 Job to force the CP assist feature

* $$ JOB JNM=SOCKOPT2,CLASS=0,DISP=D
// JOB SOCKOPT2
*

* % THIS JOB WILL CREATE A $SOCKOPT.PHASE THAT FORCES THE
* % USE OF THE KMC INSTRUCTION
*
// OPTION CATAL
// LIBDEF *,SEARCH=PRD1.BASE
// LIBDEF *,CATALOG=PRD1.BASE
// EXEC ASMA90,SIZE=ASMA90,PARM="'SZ (MAX-200K,ABOVE) "'
PUNCH ' PHASE $SOCKOPT,* '
$SOCKOPT CSECT
SOCKOPT CSECT,SSLFLG2=$0PTSFZA
END  $SOCKOPT
/*
// EXEC LNKEDT,SIZE=512K
/*
/&
* $$ EOJ

Suppressing the use of crypto cards

The job that is shown in Example 4-16 suppresses the use of crypto cards. RSA keys with
2048 bits or greater require a crypto card. TCP/IP for z/VSE can perform RSA only up to
1024 bits in software.

Example 4-16 Job to suppress using crypto cards

* $$ JOB JNM=$SOCKOPT,CLASS=0,DISP=D

* $$ LST CLASS=A

// JOB $SOCKOPT

// OPTION CATAL

// LIBDEF *,SEARCH=PRD1.BASE

// LIBDEF *,CATALOG=PRD1.BASE

// EXEC ASMA90,SIZE=ASMA90,PARM="'SZ (MAX-200K,ABOVE)'
PUNCH ' PHASE $SOCKOPT,* '
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$SOCKOPT CSECT

SOCKOPT  CSECT, Generate a csect X
SSLFLG2=$0PTSNHC, SSL do not use hw-crypto X

END  $SOCKOPT

/*

// EXEC LNKEDT,SIZE=512K

/*

/&

* §$ EOJ

The crypto cards are used by default when they are available.

4.2.11 AP-queue Adapter Interruption Facility

The AP-queue Adapter Interruption Facility (AP interrupts) was introduced with IBM z10, and
provides a second way of obtaining responses from a crypto card than polling. At the time of
this writing, AP interrupts were not available when running under IBM z/VM.

AP interrupts allow the application to be posted when a reply from a crypto card is available
for dequeuing, which minimizes the elapsed time between enqueuing a request and
dequeuing the related reply. AP interrupts also tend to minimize processor (CPU) load.

By using the crypto device driver, you can enable or disable AP interrupts with the APEAI and
APDAI commands. The default setting is to use polling with a polling time interval of

1/300 sec. Decreasing the polling time interval to zero also decreases elapsed job time, but
increases CPU load.

4.3 Hardware-based tape encryption with z/VSE
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Tape encryption is used to protect sensitive data that leaves your data center on physical
tapes or is stored on tape for archive purposes. The IBM System Storage® Tape Encryption
solution is provided by the TS1120 and later family of tape drives.

Encryption is done by the tape drive. Key management is done through the Encryption Key
Manager (EKM), which is a Java application that acts as a key server. The advantage of IBM
Tape Encryption is that data is encrypted after compression, and no other software program
costs are incurred. IBM Tape Encryption saves space on tape cartridges and saves more
hardware investments.

The hardware-based tape encryption solution is complemented by a software-based
encryption solution that is described in 4.5, “Software-based encryption with Encryption
Facility for z/VSE V1R1” on page 145.

The important terms that are used in this section are listed in Table 4-5.

Table 4-5 Important terms of tape encryption

Term Meaning

Encryption Key Manager (EKM) A Java application that maintains and serves keys in a
TS1120 and later environment.

Encryption key or data key (DK) An AES-256 key that is randomly generated by the EKM
and used for data encryption.
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Term Meaning

Key encrypting key (KEK) An RSA key that is maintained by the EKM and is used
to encrypt a data key.

Externally encrypted data key (EEDK) A data key was encrypted by a KEK.

Key encrypting key label (KEKL) The label that is used to identify an RSA key in the EKM
keystore. It can be a string or a hash value that is
calculated from the binary key material.

Keystore A Java keystore file, which is password protected.

Crypto services Crypto-related services (encryption, decryption, creation
of random numbers, and others) that are provided by the
Java runtime environment that is used by the EKM.
Depending on which platform the EKM runs, crypto
services might be hardware-accelerated.

4.3.1 Encrypting data

Data encryption is performed by the tape drive by using a randomly created 256-bit AES key.
When data compression is enabled, the tape drive first compresses the data before
encrypting it.

The following process is used for encrypting data:

The tape cartridge is loaded; encryption is specified.

Key encrypting key labels (KEKLs) are passed to the CU (if specified).

The tape drive requests a data key from the EKM.

EKM generates a data key and encrypts it with a key encrypting key (KEK).

The encrypted data key is transferred to the tape drive.

The tape drive writes encrypted data and stores the encrypted data key on the cartridge.

2 o

Figure 4-31 on page 128 shows the flow of data and keys between the keystore, crypto
service, EKM, and the tape drive.
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| Obtains KEK labels/methods
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Writes EEDKSs to three
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into CM

| Encrypts write data using DK

Figure 4-31 Data and encryption key flow
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When data is to be encrypted, the application specifies up to two KEKLs that identifies the
RSA keys that are used to encrypt a randomly created data key. If the application does not
specify key labels (KEKLs), the EKM uses its default keys as specified in the EKM
configuration file.

The EKM validates that the requesting drive is in its list of known drives. After validation, the
EKM sends the encrypted data key (EEDK) to the tape drive. The drive stores the EEDKSs in
the cartridge memory (CM) and various locations on the magnetic tape.

The following modes can be used for creating the EEDK:
» CLEAR or LABEL mode

The KEKL is stored in the EEDK.
» HASH mode

A hash value of the key material is stored in the EEDK.
When sharing tapes with clients and business partners, use the HASH mode to avoid
problems with different key labels at different locations. The HASH mode enables each party
to use any KEKL when a certificate is imported into their keystore. The alternative is to use

the CLEAR or LABEL mode and then have each party agree on a unique KEKL for the same
key on all locations.
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4.3.2 Decrypting data

When decrypting data, specifying the KEKL is not necessary. The key exchange is tried
automatically when an encrypted tape is detected by the hardware.
The following process is used for decrypting data:

1. An encrypted tape is mounted for a read request. The drive recognizes that the tape is
encrypted.

2. The tape drive reads the EEDKs from the cartridge and requests the corresponding
private key of the KEK that is used to encrypt the data key. When CLEAR or LABEL is
specified at the encrypting site, the key label as stored on the cartridge must match with
the appropriate KEK in the EKM keystore. When HASH is specified, the EKM finds the
right KEK by its hash value.

3. The EKM decrypts the data key in the EEDK through the cryptographic services.
4. The EKM sends the data key to the drive in a secure way.
5. The drive decrypts the data on the tape.

4.3.3 z/VSE considerations

An overview of the hardware-based tape encryption in z/VSE is shown in Figure 4-32.

Host Tape Controller Tape Drive
ELCE Clear Encrypted
FICON /
i Data path text text
Supﬁglsor path ESCON
T f f
| IP Port | Readllwrite Readl/write

y

Hardware-based

Application wishes encryption

to encrypt or
decrypt data on
tape

- The Encryption Key Manager can
LPAR Encryption Key run on any Java-enabled platorm
Manager (EKM) (e.g., under Linux on System z,
Linux running on a workstation, or
under Windows).

(Java platform)

Figure 4-32 Hardware-based tape encryption in a z/VSE environment

The key encrypting key labels are passed through the z/VSE Supervisor to the tape drive’s
control unit to the (EKM).

Key negotiation occurs between the tape drive and the EKM, during which the EKM validates
or supplies encryption keys with the tape drive. The tape drive and EKM communicate
through the TCP/IP protocol.

If the key-verification process is successful, the data on the tape cartridge is encrypted. If it is
not successful, an error message is returned.

Chapter 4. Cryptography on z/VSE 129




4.3.4 Hardware and software requirements

To use hardware-based tape encryption with z/VSE, be aware of hardware and software
requirements that are described in this section.

Hardware requirements

IBM System Storage TS1120 Tape Drive (3592 E05), TS1130 Tape Drive (3592 E06), or later
must be installed, as shown in Figure 4-33.

Figure 4-33 IBM System Storage TS1130 Tape Drive

The IBM TS1120, IBM TS1130, or later Tape Drive can be installed in a rack, inside an IBM
TS3400 Tape Library or later, or in an installed IBM 3494 Tape Library, frame models L22,
D22, or D24 or later.

You must have an encryption-capable tape drive installed and configured, such as the IBM
System Storage TS1120, TS1130, or later, attached to a 3592 J70 or TS1120 CO06 tape
controller or later.

Encryption must be enabled and activated in the control unit and tape drive. The encryption
capability is implemented through tape drive hardware, and microcode additions and
changes.

All 3592 media (MEDIA 5 - MEDIA 10), including WORM cartridges, can be encrypted.

Encryption Key Manager requirements

EKM must be implemented in at least one of the Java runtime environments before you can
encrypt any tape. EKM is part of the IBM Java environment and uses the IBM Java Security
components for its cryptographic capabilities. The keystore that is used by EKM is defined as
part of the Java Cryptography Extension (JCE) and an element of the Java Security
components, which are, in turn, a part of the Java runtime environment.

For more information about how to implement the EKM, see IBM Encryption Key Manager
component for the Java platform, Introduction, Planning, and User’s Guide, GA76-0418.

4.3.5 Writing and reading encrypted data in z/VSE

In this section, we describe how to write or read encrypted data in z/VSE.

Writing encrypted data
To write encrypted data to tape, you must set the encryption mode.
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Encryption modes

The encryption mode is a 1-byte field that determines how the data on the tape should be
written. Supported encryption modes include the following examples:

X'03' Encryption Write Mode for the TS1120

X'04' Encryption Write Mode for the TS1130 or TS1140 (3592 Model EQ7)

X'oB' Encryption and IDRC (compression) Write Mode for the TS1120

X'oC' Encryption and IDRC (compression) Write Mode for the TS1130 or TS1140 (3592
Model EQ7)

X'23' Encryption with unbuffered Write Mode for the TS1120

X'24' Encryption with unbuffered Write Mode for the TS1130

X'2B' Encryption and IDRC (compression) and unbuffered Write Mode for the TS1120

X'2C' Encryption and IDRC (compression) and unbuffered Write Mode for the TS1130

or TS1140 (3592 Model EQ7)
You can set the encryption mode as permanent when you specify the mode during IPL with
the ADD statement, as shown in the following example:
ADD cuu,TPA,mode
If you want to specify a temporary or permanent encryption mode on job base, use the JCL
statement ASSGN, as shown in the following example:
ASSGN SYSxxx,cuu,mode

Key encrypting key labels

Jobs for backing-up to tape with encryption (LIBR, FCOPY, and VSAM backup) can include a
JCL key encrypting key labels (KEKL) statement.

Note: If your job does not contain a KEKL statement, the EKM uses the defaults that you
previously generated and stored in the EKM.

The JCL KEKL statement can have one of the following formats:

// KEKL UNIT={cuu|SYSnnn},KEKL1="'KEKL1',KEM1={L|H},KEKL2="'KEKL2' ,KEM2={L|H}[,REKEY]
// KEKL UNIT={cuu|SYSnnn},KEKL1="KEKL1",KEM1={L|H}[,REKEY]

// KEKL UNIT={cuu|SYSnnn},CLEAR

The following parameters are used:

» KEKL1, KEKL2

The KEKL1 parameter is the label for the first key encrypting key to be used by the EKM to
encrypt the data to be stored on the tape. The parameter must be enclosed in single
quotation marks. If you do not specify a KEKL1, z/VSE uses the default KEKL1 and KEKL2
that are stored by the EKM. Consider the following rules:

— You cannot specify a KEKL2 without specifying a KEKL1.
— If you specify a KEKL1 but not a KEKL2, z/VSE uses the value of KEKL1 for KEKL2.

— If you do not specify a KEKL1 and a KEKL2, z/VSE uses the default KEKL1 and
KEKL2 that are stored by the EKM.

» KEM1, KEM2

This parameter specifies how the label for the first key encrypting key (KEKL1) is encoded
by the EKM and stored on the tape cartridge. The following values can be used:

— L: Encoded as the specified label
— H: Encoded as a hash of the public key
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» REKEY

This parameter enables a tape cartridge that was encrypted to have its data key
re-encrypted by using one or two new key encrypting keys. These keys are specified by
one new KEKL or multiple new KEKLs: KEKL1/KEM1 and possibly KEKL2/KEM2. This
approach enables a tape cartridge to be re-keyed without having to copy the data to
another volume. That is, the same data key is encrypted by using new key encrypting
keys, with the following condition: If a REKEY request is submitted against a volume that is
not positioned at Load Point (LP), z/VSE forces a rewind of the tape before the REKEY is
processed.

» CLEAR

This parameter indicates that the information that was established by a KEKL statement is
cleared.

Note: You might have to reset the KEKL (the default KEKL, or the KEKL from a
previous KEKL statement) on a previously-encrypted volume. To do so, you must run a
WRITE command (for example, writing a tape mark) from the beginning-of-tape (BOT)
with encryption mode rnot active.

Example 4-17 shows how you can create an encrypted backup tape of a z/VSE library.

Example 4-17 Batch job to create an encrypted tape

// JOB ENCRYPT

// 1D USER=user-ID,PWD=password

// ASSGN SYS005,480,03

// KEKL UNIT=480,KEKL1="HUSKEKL1',KEM1=L,KEKL2="HUSKEKL2"',6KEM2=L
// EXEC LIBR

BACKUP LIB=PRD2 TAPE=SYS005

/*

/&

Reading the contents of an encrypted tape

To read the encrypted data, the job uses the keys that are stored on the tape for the key
negotiation. No KEKL statements are required. If KEKL statements are included in the job,
they are ignored.

However, the following prerequisites must be met to read an encrypted tape:

» The tape was encrypted by using keys that are known by the currently-connected EKM.
» The encryption keys were not deleted from the currently-connected EKM.

4.3.6 Recognizing an encrypted tape
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You can easily determine whether a tape is encrypted. Use the console command QT to query
the tape information, as shown in Example 4-18.

Example 4-18 Display the details of an encrypted tape

QT A83

AR 0015 CUU CODE DEV.-TYP  VOLID USAGE MED-TYP  STATUS POSITION
AR 0015 A83 5603 3592-E05 PAULOI1 BG CST5 /E  RESERVED 8 BLK
AR 0015 CU  3592-C06 LIB 3494-110 (GALL88)

AR 0015 FAST-ACC.SEG.= 0 MB FILES = 2

AR 0015 KEKL1:KEY_LABEL_001
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AR 0015 KEKL2:KEY_LABEL_002
AR 0015 11401 READY

In this example you see:
» CODE 5603 indicates:

— A tape drive that uses the TPA is attached to z/VSE (the 56 part of 5603).
— This tape drive is assigned to encryption mode (the 03 part of 5603).

» 3592-E05 is the device type for the TS1120 (IBM 3592 EQ5) tape drive.

» C(ST5 /Eis the media type for 300 GB 3592 cartridges. The /E indicates encrypted. It is
displayed only after at least one successful write operation from z/VSE by using
encryption on this device.

» KEY_LABEL_001 is the label for the first key encrypting key to be used by the EKM to
encrypt the data encryption key.

» KEY LABEL 002 is the label for the second key encrypting key to be used by the EKM to
encrypt the data encryption key.

4.3.7 More information about using hardware-based tape encryption

In this section, we provide more information about the use of z/VM and handling of encrypted
tapes.

Running z/VSE as a guest under z/VM
The z/VSE and z/VM operating systems support hardware-based tape encryption.

Use hardware-based tape encryption on either z/NSE or z/NVM, not on both operating
systems. Otherwise, errors can occur because different key encrypting key labels are used.

Positioning of an encrypted tape

If the tape that is specified in the CUU device address is at load point, the new mode setting is
immediately effective.

If the tape that is specified in the CUU device address is not at load point, the new mode
setting is effective the next time a write occurs at load point.

Consider the following points for the encryption mode setting (for example, X'03"):

» If the tape was at load point, the tape is written as encrypted.

» If the tape was not at load point, the tape continues writing in the current mode.

» If the first file written to a tape is encrypted, all subsequent files that are written to that
same tape cartridge are encrypted by using the same data key.

Overwriting an encrypted tape

If an encrypted volume is processed, but the key is unknown to the EKM, access might fail
with the following message:

0P68I Key Exchange Error

To avoid this problem, you can write a beginning-of-tape (BOT) mark.
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Multivolume file processing

To process a multivolume file on an alternate volume, you must specify the same KEKL as
was specified for the original volume.

4.4 Example of TS1120 installation

This section describes the setup of a TS1120 tape drive with encryption support and the
setup and configuration of an EKM on an Intel Linux platform.

The following software is used in the example setup:

» z/VSE V4R2MO

TCP/IP for VSE/ESA 1.5F

Java 1.5.0 for Linux from IBM (java-1.5.0-ibm-1.5.0.3.3-3jpp)
EKM version 2.1-20080730

IBM Key Management tool as part of IBM Java

vvyyy

4.41 Installing the prerequisite programs
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The programs that are listed in this section are required for the setup.

IBM Java
You can download various IBM JDKs and JREs from this web page:

https://developer.ibm.com/javasdk/downloads/

Part of the IBM Java installation is the IBM Key Management tool, which is used later to set up
the necessary keys and certificates.

Encryption Key Manager
EKM is included in the Tivoli Key Lifecycle Manager product. For more information about how

to obtain the product, see the product’s related documentation.
Start the EKM by using the following shell command:

java -cp IBMKeyManagementServer.jar com.ibm.keymanager.EKMLaunch
KeyManagerConfig.properties &

IBM key management

The IBM key management tool iKeyman is part of the IBM Java installation and is included in
the EKM java . jar file.

In Windows, the key management GUI is started with the ikeyman.exe in folder jre/bin in the
Java installation directory.

On Linux, the tool is started with:

java -cp IBMKeyManagementServer.jar com.ibm.gsk.ikeyman.Ikeyman &
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Java policy files

Regardless which version of an IBM SDK you use, you must replace the

US_export _policy.jar and local policy.jar files in your
java_home/usr/javas/jre/1ib/security directory with new files. These files can be
downloaded from the following web page:

https://ibm.biz/Bdz5J4
These new files install the unrestricted policy files that EKM requires to serve AES keys.

For more information about installing these prerequisites programs on platforms other than
linux, see IBM Encryption Key Manager component for the Java platform, Introduction,
Planning, and User’s Guide, GA76-0418.

4.4.2 Setting up the TS1120

The TS1120 setup consists of the TS1120 hardware setup and the C06 controller
configuration.

Tape drive controller setup

The TS1120 tape drive controller is an IBM AIX® box that must be configured to recognize
the encryption option of the tape drive. Therefore, you can use the SCSI/FCP Configurator.
A new IML of the controller is necessary after enabling the encryption option.

Checking for encryption capability

From the operating system perspective, whether the TS1120 encryption capability is active
can be determined by using several methods.

Using the Q TAPES command on z/VM
Under z/VM, run the following q tapes command to display the drive properties:

q tapes details 811
TAPE 0811 SEQUENCE NUMBER A2631 LIBPORT 1 ENCRYPTION CAPABLE

The output must display ENCRYPTION CAPABLE.

Using the CP command Q V
In CP or on the z/VSE console, run the CP command q v to display drive properties:

* cp qv 811
AR 0015 TAPE 0811 ON DEV 0811 3590 R/W SUBCHANNEL = 00C6 ENCRYPTION CAPABLE

Again, the output must display ENCRYPTION CAPABLE.

Using the QT command on z/VSE

For more information about the QT command, see 4.3.6, “Recognizing an encrypted tape” on
page 132.

4.4.3 Setting up the EKM

At this point, we assume that the IP address of the EKM platform was specified in the TS1120
hardware setup.
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Because two sets of RSA keys are necessary for the EKM operation, you should set up the
following separate keystores:

» Keys to establish the SSL connection between EKM and the tape drive controller
» Keys used to encrypt data keys on a tape cartridge (key encrypting keys, KEKSs)

Although all keys can be in a single keystore, this approach can be problematic when an SSL
key runs out of its validity period. In this case, the SSL connection between EKM and tape
drive is no longer established. The IBM Encryption Key Manager component for the Java
platform, Introduction, Planning, and User’s Guide, GA76-0418 includes the following
guideline:

“As certificates in the keystore age, Encryption Key Manager SSL operations can risk
failure due to expired certificates. The risk of failed SSL operations can be reduced by
configuring the Encryption Key Manager to use two separate keystores, one for storing the
keys and certificates for the TS1120 or TS1130 drives, and the other to hold keys and
certificates for SSL operations. When the certificates in the SSL keystore expire, they can
be deleted and recreated without affecting the Encryption Key Manager's ability to serve
keys to TS1120 or TS1130 Tape Drives.”

The following sections describe how to set up an EKM keystore.

Defining an EKM user under Linux

For EKM installations under Linux, add a user ekm to the system that is used to run and
configure the EKM. A typical EKM installation features the structure that is shown in
Example 4-19.

Example 4-19 Structure of EKM installation

/home/ekm/EKM

/home/ekm/EKM/C1ientKeyManagerConfig.properties
/home/ekm/EKM/KeyManagerConfig.properties
/home/ekm/EKM/IBMKeyManagementServer. jar

/home/ekm/EKM/ekmstop.sh
/home/ekm/EKM/ekmstatus.sh
/home/ekm/EKM/ekmstart.sh

/home/ekm/EKM/10g
/home/ekm/EKM/Tog/debug.Tog
/home/ekm/EKM/1og/native_stdout.log
/home/ekm/EKM/1og/native_stderr.log
/home/ekm/EKM/10g/debug c1i.70g

/home/ekm/EKM/metadata
/home/ekm/EKM/metadata/EKMData.xm1
/home/ekm/EKM/audit
/home/ekm/EKM/audit/kms_audit.log
/home/ekm/EKM/KeyGroups .xm1
/home/ekm/EKM/filedrive.table
/home/ekm/EKM/keys
/home/ekm/EKM/keys/SSLKeys. jck
/home/ekm/EKM/keys/EKMKeys. jck
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Setting up the keystore
Complete the following steps to set up the keystore:

1. Start the IBM key management tool:
java -cp IBMKeyManagementServer.jar com.ibm.gsk.ikeyman.Ikeyman

2. Select Create a new key database file, as shown in Figure 4-34.

@_IBH Key Management
Key Database File Create View Help

| Create a new key database file |Key gatabase information

DB-Type:

File Name:

Figure 4-34 Creating a new key database file

3. In the next window, select type JCEKS, and click OK, as shown in Figure 4-35.

x|

Key database type | JCEKS

File Hame: |EKMKeys.jck | Browse...

Location: [ihormelekriEKMkeys] |

| OK M| Cancel |

Figure 4-35 New key database definition

4. In the next window, enter the password for the new key database file and click OK.

5. In the Key Management main window, select Personal Certificates.

6. Create a self-signed certificate by entering Enter personal data for the new certificate,

(see Figure 4-36 on page 138).
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f# Create New Self-Signed Certificate ., x|

Please provide the following:

Key Label [ibrnkey01

‘ersion X509Vv3 w
HKey Size 1024 «

Common Mame 6.152.10.20

Qrganization |IE|h.|1

Organization Unit  {optional) |De\telopment

Locality {optional) |Elneblingen

State/Province (optionaly |Germany
Zipcode {optional)

Country or region DE -
Validity Period 3600 Days
| oK QH Reset || Cancel |

Figure 4-36 Specify certificate information

A keystore can also be created by using the keytool executable. The following command
string creates a certificate with a validity period of 3600 days (10 years):

keytool -keystore SSLKeys.jck -storetype jceks -genkey -alias sslcert -keyalg RSA -keysize
1024 -validity 3600

You must ensure that certificate validity periods are carefully tracked and maintained in your
company. When creating a certificate, decide how long the certificate will be valid. Short
validity periods increase flexibility and security; long validity periods decrease the extra
amount of work that is needed for renewing certificates. In our example, a long validity period
of 10 years is specified, which might be not appropriate for your company.

Note: Key pairs (that is, self-signed certificates) must not be exported from a keystore to
transfer a key to another keystore. In this case, the private key is lost. Copy the entire
keystore file to another EKM platform to have the same keys on both platforms. If you want
to include the keys from a specific keystore into another keystore, open the target keystore,
select Personal Certificates, and click Import to import the entire source keystore.

Considerations for key validity periods

The SSL/TLS connection between EKM and the tape drive controller cannot be established
by using expired SSL/TLS keys. Therefore, have the SSL/TLS keys in a separate keystore.

This consideration does not apply to KEKs that are used to encrypt the data key on a
cartridge. You can create an encrypted tape with an expired KEK and decrypt an encrypted
tape with an expired KEK.
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Setting up a second EKM

For a production environment, use two EKM installations for failover reasons. If one EKM
cannot be reached by the tape drive, the controller tries the second EKM transparently. Both
EKMs must be configured identically, except for the individual IP address.

The IP addresses of both EKMs must be specified in the TS1120 hardware configuration.

This setup requires the same data and configuration files on both servers. This setup can be
achieved with the EKM sync-function. However, the sync-function only synchronizes the drive
table and the configuration files. Keyring, certificates, and the key groups XML file must be
copied manually. The synchronization settings are defined in the file
KeymanagerConfig.properties of the primary EKM server.

Note: All manual changes always must be performed on EKM. Automatic synchronization
with EKM2 keeps the two EKMs synchronized.

The active EKM (usually EKM1) is selected with the KVM switch at the TS3500 control unit.

Backup of EKM configuration

The following data should be saved on a separate data store (CD-ROM, network drive, and
others) to set up a recovery EKM server in an emergency situation:

\{

EKM configuration files

Tape drive table

Key groups (XML file)

Keystore (all keys, all certificates)

vvyy

With the help of this alternative EKM server, a possibility is to read encrypted backup tapes if
the primary EKMs do not work.

Modifying the EKM configuration files
The following EKM configuration files are available:

» The KeymanagerConfig.properties file contains EKM server definitions
» The ClientKeyManagerConfig.properties file contains EKM client (command-line
interface) definitions

KeymanagerConfig.properties

The EKM configuration file KeymanagerConfig.properties is in the EKMS folder. The
parameters that can be modified are listed in Table 4-6 on page 140.
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Table 4-6 EKM configuration parameter

Parameter Description

Sync.timeinhours = 24 Synchronization of data is performed in intervals of
24 hours.

Sync.action = merge | rewrite Defines how data gets synchronized. Both values
(merge or rewrite) cause the configuration file to be
overwritten.

Sync.ipaddress = ipaddr Defines IP address of alternate EKM server (EKM2).

Sync.type = all | drivetab | config Defines which data to synchronize. The sync events

are written to the log in folder Audit. Here, you can
check whether the synchronization was successful.

Drive.default.alias1=mykey01 Defines the first default key, which is used when no
KEKL statement is in the z/VSE JCL.

Drive.default.alias2=mykey02 Defines the second default key, which is used when
no KEKL statement is in the z/VSE JCL.

Admin.ssl.keystore.name= Defines the keystore name.
/home/ekms/EKMSKeys/MyKeyring01.jck

TransportListener.ssl.truststore.name= Defines the transport listener truststore name.
/home/ekms/EKMSKeys/MyKeyring01.jck

TransportListener.ssl.keystore.name= Defines the transport listener keystore name.

/home/ekms/EKMSKeys/MyKeyring01.jck

On Linux, the EKM is started by using the following shell command:

java -cp IBMKeyManagementServer.jar com.ibm.keymanager.EKMLaunch
KeyManagerConfig.properties &

Example 4-20 shows the EKM configuration file with two keystores.

Example 4-20 EKM configuration file with two keystores

TransportListener.ssl.port = 1100
config.keystore.password.obfuscated = 6C09DCCDDFDFAODEDDDBEO
TransportListener.tcp.port = 1200

TransportListener.tcp.timeout = 0
TransportListener.ssl.keystore.password.obfuscated = 5B09CBBCCECE8FCBCACACF
Admin.ss1.keystore.name = keys/SSLKeys.jck
TransportListener.ssl.clientauthentication = 0
TransportListener.ss1.ciphersuites = JSSE ALL
Audit.handler.file.size = 1000

drive.acceptUnknownDrives = true

Audit.metadata.file.name = metadata/EKMData.xml
TransportListener.ssl.truststore.name = keys/SSLKeys.jck
Audit.handler.file.directory = audit
TransportListener.ss1.protocols = SSL_TLS
Admin.ss1.keystore.password.obfuscated = 3709A798AAAA6BA9B6AGAB
config.keystore.file = keys/EKMKeys.jck

debug.output = simple_file

TransportListener.ssl1.keystore.name = keys/SSLKeys.jck
Audit.eventQueue.max = 0

debug.output.file = log/debug.log
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Audit.handler.file.name = kms_audit.log
drive.default.aliasl = ibmkeyOl
drive.default.alias2 = ibmkey02
Audit.event.outcome = success,failure
Audit.event.types = all
config.drivetable.file.url = FILE:filedrive.table
Admin.ssl.truststore.name = keys/SSLKeys.jck
Sync.timeinhours = 24

Sync.action = rewrite

Sync.ipaddress = 9.152.31.2

Sync.type = all

ClientKeyManagerConfig.properties

The ClientKeyManagerConfig.properties file is in the EKMS folder. The parameters that are

listed in Table 4-7 can be modified.

Table 4-7 EKM configuration parameters

Parameter Description

/home/ekms/EKMSKeys/Keyring01.jks

TransportListener.ssl.truststore.name= Defines the transport listener truststore name.

TransportListener.ssl.keystore.type=jceks The keystore type must be set to JCEKS.

TransportListener.ssl.truststore.type=jceks The truststore type must be set to JCEKS.

You start the command-line interface (CLI) as shown in the following example:

java -cp IBMKeyManagementServer.jar com.ibm.keymanager.KMSAdminCmd
ClientKeyManagerConfig.properties -i

Example 4-21 shows a CLI configuration file.

Example 4-21 CLI configuration file

TransportListener.ssl.truststore.name=keys/SSLKeys.jck
debug.output.file=log/debug cli.log
TransportListener.ssl.ciphersuites=JSSE_ALL
TransportListener.ssl.host=1ocalhost
TransportListener.ssl.keystore.type=jceks
TransportListener.ss1.keystore.password.obfuscated=8F09FFF00202C301FBFEO3
TransportListener.ssl.truststore.type=jceks
debug.output=simple_file
TransportListener.ssl.port=1100
TransportListener.ss1.keystore.name=keys/SSLKeys.jck
TransportListener.ssl.protocols=SSL_TLS
TransportListener.tcp.timeout=0
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Useful EKM shell scripts

This section lists several useful shell scripts for starting, stopping, and showing the status of
the EKM under Linux.

ekmstart.sh
The shell script that is shown in Example 4-22 starts the EKM.

Example 4-22 ekmstart.sh

#!/bin/sh

#

# Start Enterprise Key Manager (EKM)

#

export CLASSPATH=IBMKeyManagementServer.jar

pid=$(ps -ef | grep -i com.ibm.keymanager.EKMServer | grep -v grep | \
head -1 | awk '{print $2}"')

if [ "$pid" = "" ]; then
echo "EKM already running with pid $pid"

else
echo $pid
java -cp IBMKeyManagementServer.jar \
com.ibm.keymanager.EKMLaunch KeyManagerConfig.properties
fi
ekmstop.sh

The shell script that is shown in Example 4-23 stops the EKM.

Example 4-23 ekmstop.sh

#!/bin/sh

#

# Stop Enterprise Key Manager (EKM)

#

pid=$(ps -ef | grep -i com.ibm.keymanager.EKMServer | grep -v grep | head -1 | awk
"{print $2}')

if [ "$pid" != " I; then
echo -n "Stopping EKM with pid $pid: "
kill $pid

while ps -ef | grep -i com.ibm.keymanager.EKMServer | \
grep -v grep > /dev/null 2>&l1; do

sleep 1
done
if [ $2 == 0 1; then
echo "done"
else
echo "failed"
fi
else
echo "EKM not running"
fi
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ekmstatus.sh
The shell script that is shown in Example 4-24 displays the current status of the EKM.

Example 4-24 ekmstatus.sh

#!/bin/sh
#
# Show EKM status
#
pid=$(ps -ef | grep -i com.ibm.keymanager.EKMServer | grep -v grep | head -1 | awk '{print
$2}1")
if [ "$pid" = "" ]; then
echo "EKM is running with pid $pid".
else
echo "EKM is not running."
fi

Automatically activate EKM at Linux boot time

On Red Hat Linux-based distributions, you can edit the /etc/rc.1ocal file and add the
following statement:

su - ekm -c¢ 'cd /home/ekm/EKM && /home/ekm/EKM/ekmstart.sh'

On other Linux distributions, this statement might work differently.

Considerations for the drive table

All encryption-capable tape drives that are used by the EKM must be made known to the
EKM by using the adddrive CLI command or with the key manager configuration file.

The adddrive command features the following syntax:

adddrive -drivename name -recl certnamel -rec? certname2

Consider the following example:
adddrive -drivename 0000059732346 -recl ibmkey0l -rec2 ibmkey02

Instead of making all drives explicitly known to the EKM by using the addrive command, you
can force the EKM to accept all encryption-capable tape drives in the network by using the
parameter that is listed in Table 4-8.

Table 4-8 EKM configuration parameter

Parameter Description
Drive.acceptUnknownDrives=true EKM accepts all encryption-capable tape drives in the
network.

Considerations for caching keys

The TS1120 control unit caches used KEKs so that an encrypted tape can be read, even
when all EKMs are not yet reachable. After an IML of the control unit, the cache is cleared
and the EKM must be available for further encryptions or decryptions.

4.4.4 z/VSE considerations

On z/VSE 6.2, you can define a 3592 tape drive with permanent encryption setting in the
z/VSE hardware configuration, by using fast path 241.
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You can also use a statement similar to the following statement in the VSE IPLPROC to
automatically perform encryption, compression, or both, for 3592 tape drives based on their
device addresses:

ADD A80:A89,TPA,0B

Where
0B Encryption enabled, compression is ON
08 Encryption disabled, compression is ON

In addition, encryption can always be specified by using the // ASSGN and // KEKL job control
statements.

For more information about all possible tape drive modes, see z/VSE Administration,
SC34-2692.

4.4.5 Observations
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This section describes any observations we made during our tests.

Drive not capable for encryption
The symptom and reason are:

» Symptom:

The drive cannot be successfully encrypted, although the TS1120 web interface indicates
the following message:

drive enabled for encryption
» Possible reason:

Encryption was specified on the TS1120 hardware panels, but the drive controller was not
IMLed after the configuration change. Run the SCSI/FCP Configurator on the drive
controller and re-IML the controller.

Message 0P68l KEYXCHG ER
The symptom and reason are:

» Symptom:
Message 0P68I KEYXCHG ER is displayed on the operator console.
» Possible reason:

Most likely, the tape drive has no network connection to the EKM. For more information,
see z/VSE Administration, SC34-2692.

For more information about this issue and other EKM error messages, see IBM Encryption
Key Manager component for the Java platform, Introduction, Planning, and User’s Guide,
GA76-0418.

If you use z/VM, consider which key is used. You can specify by using the VM command
attach whether to use the default keys or to use a key specified by an alias.

In the following example, the 680/681 drives are attached to virtual machine TESTSYS
with default key support:

attach 680-681 testsys key

For more information about the attach command and the key parameter, see CP
Commands and Utilities Reference, SC24-6081.
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4.5 Software-based encryption with Encryption Facility for
z/VSE V1R1

This section describes the use of Encryption Facility for z/VSE V1R1 and how to exchange
encrypted data with Encryption Facility for z/OS V1R1 and V1R2, and workstation-based
tools.

This software-based encryption solution is complemented by a hardware-based encryption
solution that is described in 4.3, “Hardware-based tape encryption with z/VSE” on page 126.

The following software is used in the example setup:

z/VSE V6R2

TCP/IP for z/VSE V2.2

VSE Connector Server as part of z/VSE V6R2 (job STARTVCS)

Java 8 from Oracle

Keytool.exe as part of Java 8

Keyman/VSE (build date July 2017)

Encryption Facility for z/VSE V1R1

IBM Java Client as part of IBM Encryption Facility for z/OS Client V1R2
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Encryption Facility for z/VSE, program number 5686-CF8-40, is packaged as an optional,
priced feature and provides data protection by offering the encryption of data for exchange,
archiving, and backup purposes. Depending on the kind of processor and the type of
cryptographic hardware that is installed, the Encryption Facility for z/VSE uses hardware
accelerated crypto support for encryption and decryption.

Supported file formats include single SAM files, VSAM files, or z/VSE library members, but
also complete backups made with any backup tool from IBM or vendors. For single VSAM
files or z/VSE library members, the filenames are specified directly in the JCL that is starting
the tool.

For full backups, you first back up your data (by using any available backup tool) to a real tape
or virtual tape. Then, this backup tape is encrypted to an encrypted data set, which can be
written to a second real tape, virtual tape, or DASD.

Encryption Facility for z/VSE makes use of triple-DES (TDES) and AES-128 algorithms for
data encryption. On a system with TCP/IP for z/VSE, you can use Encryption Facility for
z/VSE to generate TDES and AES keys and encrypt them for protection through RSA public
keys. Password-based key generation is also an option.

On systems without TCP/IP for z/VSE, you can use only passwords to generate clear TDES
and AES keys.

For more information about Encryption Facility for z/VSE V1.1, see z/VSE Administration,
SC34-2692.

Prerequisites
To use Encryption Facility for z/VSE V1.1, the following prerequisites must be met:

» The activated CPU Assist Facility (CPACF) is available.
» TCP/IP for z/VSE for public key encryption is used.

» Partition size of at least 8 MB, because the tool is an IBM Language Environment VSE
application.
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Relationship to Encryption Facility for z/0S

Encryption Facility for z/VSE V1.1 is closely related to Encryption Facility for z/OS V1.1. It
uses the same encrypted data format (System z format) as the z/OS based tool and can
exchange encrypted data with any z/OS system that has Encryption Facility for z/OS
installed.

Encryption Facility for z/OS consists of several parts, including two web downloadable tools,
the Java Client, and the Decryption Client for z/OS. Both tools can be downloaded at no
charge.

The Java Client is intended for exchanging encrypted data with platforms that are not
System z platforms. The Decryption Client is intended for decrypting data on z/OS systems
where the full Encryption Facility product is not installed.

These downloadable tools can also be used in a z/VSE environment, which allows for data
exchange with non z/VSE platforms.

Figure 4-37 shows components of Encryption Facility for z/OS and their relationship to
Encryption facility for z/VSE.

IBM Encryption Facility for z/VSE, 1.1
Program number: 5686-CF8-40
Runs on: System z9 BC or EC

IBM Encryption Facility for z/OS, 1.1
Program number: 5655-P97
Runs on: System z9 BC or EC

System z10 BC or EC System z10 BC or EC —
zSeries 890 or 990 zSeries 900 or 990
zSeries 800 or 890
Requires: z/VSE 4.1 (with DY46717) or higher Requires: z/OS 1.4 or higher; z/OS.e 1.4 or higher
L | Java Client . Feature:. )
| Web Downloadable P
! Services
i . . Feature:
i Decryption Client for z/0S P
————————— > DFSMSdss <
Web Downloadable ;
Encryption

Figure 4-37 Relation between Encryption Facilities for z/VSE and for z/OS
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z/VSE clients can use the z/OS Java Client for exchanging encrypted data with platforms that
are not System z platforms. The Decryption Client for z/OS can be used for decrypting data
that is from z/VSE.

Obtaining the z/OS Java Client

As described in z/VSE Administration, SC34-2692, you can download z/OS Java Client from
this web page:

http://www.ibm.com/systems/z/os/zos/downloads/#efclient

Extract the downloaded .zip file in a new empty directory. Further installation is not
necessary.

The next section describes how Encryption Facility is related to the TS1120 tape drive and
later with encryption support.

Security on IBM z/VSE



http://www.ibm.com/systems/z/os/zos/downloads/#efclient

Relationship to the TS1120 and later tape drives

The IBM TS1120 and later tape drives with encryption capability are supported by z/VSE
V3R1 and later. The support for IBM TS1130 starts with z/VSE V4R2; the IBM TS1140 is
supported with z/VSE V5R2.

Encryption is done by the tape drive. Key management is done with the Encryption Key
Manager (EKM), which is a Java application that acts as a key server. The tape drive uses
public key encryption and the related public keys are maintained by the EKM. For more
information about support for the TS1120 and later, see 4.3, “Hardware-based tape
encryption with z/VSE” on page 126.

Encryption Facility for z/VSE complements the support for the encrypting tape drives.
Although the tape drives are the preferred solution for high-volume backup and archive
applications, Encryption Facility for z/VSE is designed to allow secure exchange of encrypted
data with other locations within your company, business partners, suppliers, and clients.

Password-based encryption is a simple but secure way for exchanging encrypted data with
other locations, but also for creating local backup archives. The ability to write encrypted data
to disk for further file transfers also complements the solution with IBM tape drives.

Various encryption scenarios and the preferred use of a tape drive or Encryption Facility are
listed in Table 4-9.

Table 4-9 Positioning of TS1140 to Encryption Facility

Encryption scenario Tape drive Encryption Facility
High volume backup or archiving Yes -
Data encryption for rest on z/VSE disks - Yes
Data encryption for subsequent file transfer (like FTP) - Yes
Data exchange with remote sites having tape drives Yes Yes
Local archiving Yes -
Use existing tape drive environment Yes -
Data exchange with Encryption Facility for z/OS V1.1 - Yes
Data exchange with non-z platforms (EF Java client) - Yes
Password-based encryption - Yes
Public key based encryption Yes Yes
Offload processor cycles Yes -

For more information about performance considerations regarding algorithms, compression,
and hardware support, see 4.5.1, “Performance considerations” on page 148.
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4.5.1 Performance considerations

Overall performance of an encryption or decryption process depends on the following
parameters:

» Compression

Compressing data before encryption usually speeds up the process because less data is
encrypted. Compression is performed by using the hardware compression feature that is
provided by System z.

» Encryption algorithm

In terms of speed, significant differences exist between the supported encryption
algorithms. AES often performs much faster than TDES. When public key encryption is
used, no major differences exist between public key sizes because only the data key is
encrypted by using a public key.

» Physical I/0

When encrypting a KSDS file with many small records, the encrypted data set often has a
much bigger record length that uses the maximum possible record length of the underlying
ESDS file. Therefore, writing encrypted data to disk requires much less I/O than writing the
decrypted data set with its many small records at a later time during the decryption
process.

For more information about encrypting data on z/VSE, see 4.5.2, “Password-based
encryption”.

4.5.2 Password-based encryption
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This section describes how to encrypt data on z/VSE by using password-based encryption,
transfer the encrypted data set to a workstation, and decrypt the data by using the z/OS Java
client.

Password-based encryption (PBE) does not require any keystores. The encryption key is
directly derived from the password. Encryption Facility for z/VSE always converts the EBCDIC
password that is specified by JCL to ASCII. Because passwords are case-sensitive, ensure
that you specify your password correctly both in JCL and on any other related platform.

By default, Encryption Facility uses the following code pages:

» ASCII code page: IBM-850
» EBCDIC code page: IBM-1047

You can change the code page with the ASCII_CODEPAGE and EBCDIC_CODEPAGE
parameters. Specify the code page parameters before the PASSWORD parameter so that
your code page is active when translating the password.

To manage passwords, you can use any available tool from vendors, freeware, or shareware.
For example, the open source tool KeePass* is a solution for maintaining passwords.

The use of password-based encryption does not require any special setup; we can directly
start encrypting and decrypting files.

4 For more information, see https://keepass.info/
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Encrypting on z/VSE

The JCL that is shown in Example 4-25 encrypts a z/VSE library member by using
password-based encryption. The encrypted data set is a VSAM ESDS cluster.

Example 4-25 Job to encrypt z/VSE library member

* $$ JOB JNM=ENCRYPT,CLASS=0,DISP=D
// JOB ENCRYPT VSE LIBRARY MEMBER
// LIBDEF *,SEARCH=(PRD2.SCEEBASE,PRD2.PROD,PRD2.DBASE)
// EXEC IJBEFVSE

ENCRYPT

DESC="ENCRYPTION TEST'

CLRTDES

PASSWORD=MYPASSWD

COMPRESSION=NO

ICOUNT=234
CLRFILE=DD:PRD2.CONFIG(IPINIT0O0.L)
ENCFILE=DD:ENCDATA

/*

/&

* $$ EOJ

Note: Do not use compression because decompressing data on a workstation is not
possible.

Now, download the encrypted data set to your Windows PC, as shown in Example 4-26.

Example 4-26 Download encrypted data set

ftp> get encdata ipinit00.enc
200 Command okay
150-About to open data connection
File:VSE.EF.ENCDATA
Type:Binary Recfm:FB Lrecl: 80 Blksize: 80
CC=ON UNIX=OFF RECLF=0FF TRCC=0FF CRLF=ON NAT=NO CONT=0FF
MODE=Stream STRU=File
150 File status okay; about to open data connection
226-Bytes sent: 14,496
Records sent: 1
Transfer Seconds: .20 ( 71K per second)
File I/0 Seconds: .00 ( 14496-bytes)
226 Closing data connection
ftp: 14496 bytes received in 1.20Seconds 12.05Kbytes/sec.

The next step is to decrypt the downloaded file by using the z/OS Java Client. Open a

command prompt and browse to the directory where the Java Client is installed. The following

command string must be entered on a single line. Multiple lines are used here for clarity:

java -Djava.encryption.facility.debuglevel=1 com.ibm.encryptionfacility.EncryptionFacility

-mode decrypt

-password MYPASSWD
-outputFile ipinit00.1
-inputFile ipinit00.enc
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Note: On z/VSE, the password is always specified in uppercase characters. Therefore, you
must use uppercase characters when decrypting the file on a workstation.

Because the decrypted file now contains EBCDIC characters, you must upload the file (for
example, to z/VM) to view it correctly. This step is not necessary when encrypting binary data
on z/VSE or when the decrypted data are not intended to be human-readable.

Decrypting on z/VSE

In this section, we show how to encrypt a local file by using the z/OS Java Client, upload it to
z/VSE, and decrypt it on z/VSE. In the following example, enter the password in uppercase
characters:

java -Djava.encryption.facility.debuglevel=1 com.ibm.encryptionfacility.EncryptionFacility
-mode encrypt

-underlyingKey PBEWithSHA1And3DES

-password MYPASSWD

-inputFile mypic.jpg

-outputFile mypic.enc

-iterations 123

Then, upload the encrypted file to z/VSE, as shown in Example 4-27.

Example 4-27 Upload encrypted file

ftp> put mypic.enc encdata
200 Command okay
150-About to open data connection
File:VSE.EF.ENCDATA
Type:Binary Recfm:FB Lrecl: 80 Blksize: 80
CC=ON UNIX=OFF RECLF=0FF TRCC=0FF CRLF=ON NAT=NO CONT=0FF
MODE=Stream STRU=File
150 File status okay; about to open data connection
226-Bytes received: 11,576
Records received: 145
Transfer Seconds: .03 (377K per second)
File I/0 Seconds: .01 ( 1130K per second)
226 Closing data connection
ftp: 11576 bytes sent in 0.00Seconds 11576000.00Kbytes/sec.

The JCL that is shown in Example 4-28 decrypts the encrypted data set and writes the clear
data into the clear data set, which is also a VSAM ESDS cluster.

Example 4-28 Decrypt data set on z/VSE

* $$ JOB JNM=DECRYPT,DISP=D,CLASS=0
// JOB DECRYPT

// LIBDEF *,SEARCH=(PRD2.SCEEBASE,PRD2.PROD,PRD2.DBASE)
// EXEC IJBEFVSE

DECRYPT

PASSWORD=MYPASSWD
CLRFILE=DD:CLRDATA
ENCFILE=DD:ENCDATA

/*

/&

* §$ EOJ
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Check the job output for any error messages.

4.5.3 Public key encryption

Public key encryption (PKE) requires setting up keystores on both platforms. The encrypting
site requires an RSA public key; the decrypting site requires a corresponding RSA private key.

The z/OS Java Client requires a Java keystore that contains any keys to be used.
Keyman/VSE supports Java keystore (JKS) files; however, an alternative for creating a Java
keystore is the use of the keytool.exe, which is part of your Java installation and is in the
Jjre/bin directory. This section describes how to perform the following tasks:

» Set up the Java keystore by using the keytool, as described in “Encrypting on z/VSE” on
page 151.

» Use Keyman/VSE, as described in “Creating RSA key pair using Keyman/VSE” on
page 155.

Encrypting on z/VSE
When encrypting on z/VSE, we start on the PC side to create an RSA key pair in a Java
keystore. The following tasks must be completed:

» Export the public key from the Java keystore.
» Import the public key certificate into Keyman/VSE.
» Upload the certificate to z/VSE, where it can be accessed by Encryption Facility.

Creating RSA key pair by using keytool.exe
In a Java keystore, RSA key pairs are always wrapped into a certificate. The following
command string creates a private key certificate:

keytool -genkey -keyalg "RSA" -alias mykey -keypass mypasswd -keystore efvse.jks -storepass
mypasswd

An important step is to specify key algorithm RS4, because the default is DS4, which is not
supported on z/VSE. You must specify some personal information to be used when creating
the private certificate (see Example 4-29).

Example 4-29 Input for a private certificate

What is your first and Tast name?
[Unknown]: Joerg Schmidbauer

What is the name of your organizational unit?
[Unknown]: VSE Development

What is the name of your organization?
[Unknown]: 1IBM

What is the name of your City or Locality?
[Unknown]: Boeblingen

What is the name of your State or Province?
[Unknown]: BW

What is the two-Tetter country code for this unit?
[Unknown]: DE

Is CN=Joerg Schmidbauer, OU=VSE Development, 0=IBM, L=Boeblingen, ST=BW, C=DE co

rrect?
[no]: vy

The JKS file is now created. A list of the keytool parameters is available at this web page:
https://docs.oracle.com/javase/1.5.0/docs/tooldocs/windows/keytool.htm]

Chapter 4. Cryptography on z/VSE 151


https://docs.oracle.com/javase/1.5.0/docs/tooldocs/windows/keytool.html

152

Exporting public key from Java keystore

Use the keytool -1ist command to show the contents of the keystore, as shown in the
following example:

keytool -list -keystore efvse.jks -storepass mypasswd

Example 4-30 Keystore output

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 1 entry

mykey, Oct 29, 2008, PrivateKeyEntry,
Certificate fingerprint (MD5): 95:20:54:AC:3C:BF:96:42:1D:CF:E6:9E:7E:45:29:D5

Now, export the certificate into a binary file, as shown in the following example:

keytool -export -alias mykey -file efvse.crt -keystore efvse.jks -storepass mypasswd

The following message is displayed:

Certificate stored in file <efvse.crt>

Only the public key was written to the output file. By definition, private keys never leave their
original keystore.

Importing public key certificate into Keyman/VSE
If you did not define your z/VSE system in Keyman/VSE, do so now.

To import the public key from the previously created file, select File — Import certificate
from file, as shown in Figure 4-38.

r|g| Keyman/VSE l E Ll_w':' ra
£§e| Options Actions Help
(&5 Open keyring file... c AR EEES || @
M““e’“"m‘ﬁe-% ) | Length | Type | VSEUser | Valid
Import PGP public key frdm file... F

[T Read clipboard

5 save as PEM file on VSE...
§ave as ..

File {Save and exit)

Quit Q

Click on the red light icon to connect ... H [S35LPT7 >

Figure 4-38 Importing certificate from file

Browse to the directory where the efvse.crt file is stored and open the file. The certificate is
now displayed in the Keyman/VSE main window. It is displayed as a ROQOT certificate
because it is self-signed.

Security on IBM z/VSE



Right-click the certificate and select Upload to VSE (see Figure 4-39).

|£2| Keyman/V5E - C\vsecon\samples\jschmidb.pfx * 3

File Options Actions Help
BB PRB=R A cBEES »H @

| Label | Certificate Item | Length | Type | VSEUser | Valid
B rootcert  Joerg Schmidbauer B Yes

View (Text)
[ Upload to VSE... M

Export text form...

Export binary form...
Add private key...
Change serial ...

Ch Copy to clipboard

M |S35LP77 -

v Renew.. -

Figure 4-39 Starting upload to z/VSE

Uploading public key certificate to z/VSE keyring library

Enter a unigue member name and select CERT as the member type, as shown in
Figure 4-40.

Send certificate item to S35LP77 “ S
Crypto Library [crYPTO |.[kEYRING |
Member Name EFVSE .|CERT |v
(CERT k
Make sure that the VSE Connector Server is {ROOT | mode. |*|

This certificate contains a SHA-256 signature.
For 1.5F, C5l zap ZP15F287 is required for SHA-256 support.
TCPIIP for zZVSE V2.1 provides SHA-256 support without zaps.

-

Upload Close Help
I | | |

Figure 4-40 Upload public key certificate to z/VSE

Click Upload.
The public key is now stored in the crypto library.

Use the LIBR command LD to verify that the certificate is stored in sublibrary CRYPTO.KEYRING,
as shown in Example 4-31.

Example 4-31 Control result with LIBR command LD

LD EFVSE.*

DIRECTORY DISPLAY SUBLIBRARY=CRYPTO.KEYRING DATE: 2008-10-29
TIME: 20:28

MEMBER CREATION  LAST BYTES LIBR CONT SVA A- R-

NAME TYPE DATE UPDATE ~ RECORDS  BLKS STOR ELIG MODE

EFVSE CERT 08-10-29 - - 609 B 1 YES - - -

L1131 RETURN CODE OF LISTDIR IS O
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Performing encryption on z/VSE
The following prerequisites must be met:

» The public key that is used for encryption is on z/VSE in a CERT member.
» The corresponding private key is in the Java keystore on the PC side.

In this example, we put a JPG image into the clear data set before running the job that is
shown in Example 4-32.

Example 4-32 Job to encrypt on z/VSE

* $$ JOB JNM=ENCRSA,CLASS=4,DISP=D
// JOB ENCRSA ENCRYPT USING PKE

// LIBDEF *,SEARCH=(PRD2.SCEEBASE,PRD2.PROD,PRD2.DBASE)
// EXEC IJBEFVSE

ENCRYPT

DESC="ENCRYPTION TEST'

CLRAES128

RSA=CRYPTO.KEYRING (EFVSE)
CLRFILE=DD:CLRDATA
ENCFILE=DD:ENCDATA

/*

/&

* $$ EOJ

Review the job output. Because Encryption Facility first attempts to open a PRVK member
with the specific member name, some LIBR errors can occur. Finally, the public key should be
taken from the CERT member, as shown in Example 4-33.

Example 4-33 Output of the encryption job

T037: SSL303E IPDSCRFI failed RC=00000008 (LIBROPIF) reason=00000418 00000008
T037: SSL113W IPDSCRFI get for CRYPTO KEYRING EFVSE PRVK failed
T037: SSL303E IPDSCRFI failed RC=000007E7(LIBRCALL) reason=000005D0
INFO: USING RSA PUBLIC KEY FROM CERTIFICATE:
CRYPTO.KEYRING (EFVSE) (1024 BIT)

Decrypting locally

Download the encrypted data set in binary to your workstation, as shown in Example 4-34.
Decrypt the file with the z/OS Java Client by using the private key in the Java keystore.

Example 4-34 Download the encrypted data set

ftp> get file2 mypic.enc
200 Command okay
150-About to open data connection
File:VSE.EF.ENCDATA
Type:Binary Recfm:FB Lrecl: 80 Blksize: 80
CC=ON UNIX=0FF RECLF=0FF TRCC=0FF CRLF=ON NAT=NO CONT=0FF
MODE=Stream STRU=File
150 File status okay; about to open data connection
226-Bytes sent: 12,432
Records sent: 1
Transfer Seconds: .00 ( 12432-bytes)
File I/0 Seconds: .00 ( 12432-bytes)
226 Closing data connection
ftp: 12432 bytes received in 1.00Seconds 12.43Kbytes/sec.

Security on IBM z/VSE



The following command string performs the decryption:

java -Djava.encryption.facility.debuglevel=1 com.ibm.encryptionfacility.EncryptionFacility
-mode decrypt

-keyStoreName efvse.jks

-keyStoreType JKS

-keyStoreCertificateAlias mykey

-password mypasswd

-inputFile mypic.enc

-outputFile mypic2.jpg

The password here specifies the keyring file password and must not be confused with the
password as specified for password-based encryption.

Encrypting for multiple recipients

You can specify multiple RSA statements in the same job to allow multiple recipients to
decrypt the encrypted data set. This process requires having the public key of each recipient
available on z/VSE in a PRVK, or CERT member, as shown in Example 4-35.

Example 4-35 Job to encrypt with multiple recipients

* §$ JOB JNM=ENCMULT,CLASS=4,DISP=D

// JOB ENCMULT ENCRYPT WITH MULTIPLE PUBLIC KEYS

// LIBDEF *,SEARCH=(PRD2.SCEEBASE,PRD2.PROD,PRD2.DBASE)

// EXEC IJBEFVSE

ENCRYPT

DESC="ENCRYPTION TEST'

CLRAES128

RSA=CRYPTO.KEYRING(PUBKEY1) <- refers to member PUBKEY1.CERT
RSA=CRYPTO.KEYRING(PUBKEY2)

RSA=CRYPTO.KEYRING(PUBKEY3)

RSA=CRYPTO.KEYRING (MYKEY) <- refers to member MYKEY.PRVK
CLRFILE=DD:PRD2.CONFIG(IPINIT00.L)

ENCFILE=DD:ENCDATA

/*

/&

* $$ EOJ

As shown in Example 4-35, the data key is encrypted with the public keys of three CERT
members and one PRVK member. This approach allows decrypting the output data set on
three remote systems where the corresponding private RSA keys are present.

The remote systems can be z/OS or z/VSE systems, but also any Java workstation. The
encrypted data set can also be decrypted on the same system by using the public key that
belongs to the private key that was specified in the last RSA control statement.

The maximum number of RSA statements is 16.

Decrypting on z/VSE

When decrypting on z/VSE, we need a PRVK member that includes a private key. In this
case, the setup of the keystore is different because we start on the z/VSE side and export the
z/VSE public key to the Java keystore on the workstation.

Creating RSA key pair using Keyman/VSE

Open the Keyman/VSE tool and create a new RSA key pair. Click the Generate new RSA key
pair toolbar button, as shown in Figure 4-41 on page 156.
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o W |

File Options Actions Help

eEE pFHEE KNHcmE® »» ©
[

| Label | Certificate Iter Type | VSEUser| vaid | |

5 [
Generate new RSA key pair !

Click on the red light icon to connect ... I [S35LP77

Figure 4-41 Generate a new RSA key pair

The Generate new RSA key window opens, as shown in Figure 4-42. Select the RSA key
length, and click Generate key.

Gererte e 54 ey S
Local | Mainframe

|

Alias vsekey
Notes:

This function creates a new local RSA key in Keyman/\/SE.
This key must then be uploaded to VSE and cataloged in a PRVK member.

Key leng greater than 1024 require cryptographic

hardware on the mainframe for using such keys later.

| Generate key DU Close || Help |

Figure 4-42 Specify key length for new RSA key

Uploading the private key to z/VSE

Start the z/VSE Connector Server on z/VSE in non-SSL mode and upload the key pair to
z/VSE, as shown in Figure 4-43.

=

File Options Actions Help

@EHE PFPRE QANCcEED =8 @

| Label | Certificate Item | Length | Type | VSEUser| vand | |

vseKey 2048-bit RSA Key Pair R P
View (Text)

l Export text form...

Export binary form...

Export as PGP public key...
[ Create VSE server cert reguest...
Ch copy to clipboard

¥ Delete Delete

Properties ...

Figure 4-43 Upload key pair to z/VSE using the Keyman/VSE

156  Security on IBM z/VSE



Because this key is used for decryption with Encryption Facility, we name the library member
EFDECR.PRVK, as shown in Figure 4-44.

Send certificate item to S35LP77 [ S|

Crypto Library [crYPTO |.[kevring |

Member Name EFDECR |pRVK [~]

Make sure that the VSE Connector Server is started in non-55L mode. |*|

| Upload ,\U Close || Help |
1

Figure 4-44 Specify a member name

Click Upload. The key pair is now stored in library member EFDECR.PRVK in the specified

keyring library. The next step is to export the public key into a Java keystore where it can be
used by the z/OS Java Client.

Exporting the public key into a Java keystore
Click Save, as shown in Figure 4-45.

File Options Actions Help
0B EFRA AHgE=RS »» @
| e | Certificate Item | Length | Type | VSEUser | Valid
T vseKey  2048.bit RSA Key Pair 2048 RSAPrivateKey B
B [s3sLp77 I~|
-

Figure 4-45 Save key pair
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In the next window (see Figure 4-46), select tab JKS options and enter a JKS file password
for the Java keystore.

Save local keyring file . i

Look In: ||j samples |V| E

[} cwsTEST.JKS
[7) DHE1024.JKS

File Hame: |Keyring.jks |

Files of Type: |JKS (Java Key Store) |~]

[ PFX Options [ JKS Options | PEM Options |

Optional: Separate password for private key

Private key password
Retype the key password

| Save,\U Cancel || Help |
L

Figure 4-46 Set keyring properties

Click Save.

The Enter Personal Information for Private Key window opens, as shown in Figure 4-47. As in
a Java keystore, keys are always wrapped into certificates and must enter personal
information.

Enter Personal Information for Private Key M

Common name Keyman/\/SE wrapper for private key

Organizational Unit |5l Germany

|
Organization =M |
City/Location |Eloeblingen |
StatelProvince  [Baden-Wuerttemberg |
comy o Joemam o) |+
e-mail |7_\.'se@de.ibm.com |
Label |\.'seKey |

Notes:

In a JKS or PFX keystore key pairs are always wrapped into certificates. This
Personal Info is used for the accompanying certificate for this key pair.

| ContinueL\\y Cancel || Help |

Figure 4-47 Enter the information for the private key
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Click Continue to return to the main window of Keyman/VSE (see Figure 4-48).

r|i| Keyman/VSE i % l““:' a mé&n
File Options Actions Help m
= E K E= = AN EEES » | » @]
| Label | Certificate Item | Length | Type | VSEUser | Valid
;f\ vsekey 2048-bit RSA Key Pair 2048 RSAPrivateKey -
Selected item(s) saved to file C:\wseconlsamples\Keyring.jks B |S35LPTT -
=

Figure 4-48 Export of public key completed

The Java keystore (Keyring. jks) can now be used directly by the z/OS Java Client.

Encrypting locally

The following command string encrypts a local file with the z/OS Java Client. The alias name
in Keyman must match the keyStoreCertificateAlias parameter of the Java Client:

java -Djava.encryption.facility.debuglevel=1 com.ibm.encryptionfacility.EncryptionFacility
-mode encrypt

-underlyingKey AES16

-keyStoreName keyring.jks

-keyStoreType JKS

-keyStoreCertificateAlias vseKey

-password mypasswd

-inputFile mypic.jpg

-outputFile mypic.enc

Upload the encrypted file to z/VSE, as shown in Example 4-36.

Example 4-36 Upload to z/VSE

ftp> put mypic.enc encdata
200 Command okay
150-About to open data connection
File:VSE.EF.ENCDATA
Type:Binary Recfm:FB Lrecl: 80 Blksize: 80
CC=0ON UNIX=0FF RECLF=0FF TRCC=0FF CRLF=ON NAT=NO CONT=OFF
MODE=Stream STRU=File
150 File status okay; about to open data connection
226-Bytes received: 11,584
Records received: 145
Transfer Seconds: .02 (566K per second)
File I/0 Seconds: .01 ( 1131K per second)
226 Closing data connection
ftp: 11584 bytes sent in 0.00Seconds 11584000.00Kbytes/sec.

Now, you can decrypt the file on z/VSE.
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Performing decryption on z/VSE

The last step is the decryption on z/VSE. Example 4-37 shows the job that decrypts a file on
z/VSE. In the JCL, you must specify the member name of the PRVK that includes the private
key (EFDECR) that was uploaded to z/VSE, as described in “Uploading the private key to
z/VSE” on page 156.

Example 4-37 Job to decrypt a file

* $$ JOB JNM=DECRSA,CLASS=4,DISP=D
// JOB DECRSA DECRYPT USING PRVK
// LIBDEF *,SEARCH=(PRD2.SCEEBASE,PRD2.PROD,PRD2.DBASE)
// EXEC IJBEFVSE

DECRYPT

RSA=CRYPTO.KEYRING (EFDECR)
CLRFILE=DD:PRD2.CONFIG(MYPIC.JPG)
ENCFILE=DD:ENCDATA

/*

/&

* $$ EOJ

4.6 Software-based encryption with Encryption Facility for
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z/VSE V1R2

This section describes the setup of PGP-based encryption in various scenarios, including
z/VSE, z/OS, and workstation platforms.

Pretty Good Privacy (PGP) was created by Phil Zimmermann in 1991. PGP became an open
standard in 1998 and is described in RFCs 2440 and 4880 (OpenPGP Message Format).
PGP is often used for signing and encrypting emails.

In z/OS, support for PGP-based encryption is available with Encryption Facility for z/OS
V1R2. In z/VSE, the support is provided with zZ/VSE V4R2M1 and the second release of
Encryption Facility for z/VSE. OpenPGP support now provides the following features:

» Data format compatibility to Encryption Facility for z/OS V1.2 and Open Source programs
such as GNU Privacy Guard (GnuPG).

» More algorithms that can be used to encrypt data.

For more information about OpenPGP message format (RFC 4880), see this web page:
http://tools.ietf.org/html/rfc4880

For more information about the OpenPGP support on z/VSE (including a list of all commands
and command options), see z/VSE Administration, SC34-2692, which is available at:

http://www.ibm.com/systems/z/os/zvse/documentation/#vse

In our test setup, we used the following software:

z/NVSE V6R2MO0

TCP/IP for z/VSE v2.2

VSE Connector Server as part of z/VSE V6R2MO (job STARTVCS)
Java 8 from Oracle

Keyman/VSE from July 2017

Encryption Facility for z/VSE V1R2 OpenPGP

vVvyYvyvyYYyvyy
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» GNU Privacy Guard 1.4.7
» GNU Privacy Assistant 0.7.6
» GPGee extension for Windows Explorer

4.6.1 Prerequisites

To use Encryption Facility for z/VSE V1R2, the following prerequisites must be met:
» An activated CP Assist Facility (CPACF) is used

» TCP/IP for z/VSE for public key encryption is used

» A Crypto Express feature for processing 2048 or 4096 bit RSA keys is used

» Atleast 8 MB partition size is available because the tool is a Language Environment/VSE
application

4.6.2 Differences in Encryption Facility between z/VSE V1R1 and V1R2
Encryption Facility for z/VSE V1R1 provides (ships) a single utility IIBEFVSE, which is
described in 4.5, “Software-based encryption with Encryption Facility for z/VSE V1R1” on
page 145. Another utility (IUBEFPGP) is included with Encryption Facility for z/VSE V1R2.

Figure 4-49 shows the relationship between the two facilities.

* V1R1 ships one utility: * V1R2 ships two utilities:
P === == = = = = e = e e e e == -1
IJBEFVSE : IJBEFVSE (unchanged) :
» TDES, AES-128 : » TDES, AES-128 :
» System z data format 1| * System z data format 1
» System z based compression : » System z based compression :
1 1
|| UBEFPGP !
1| - DES, TDES, AES-128, 192, and 256 |1
: * OpenPGP data format :
: » ZIP/ZLIB based compression :

Figure 4-49 Encryption Facility for z/VSE V1R1 versus V1R2

Although IUBEFVSE is included unchanged (except for certain corrective service), the
IJBEFPGP utility provides the support for OpenPGP encryption. Encryption Facility for z/VSE
V1R1 cannot be ordered now that V1R2 is available.

The basic functionality that is provided by the two utilities is similar; however, the algorithms
that are used and the data format are different.

Both utilities provide password-based encryption, but the way that the encryption key is
calculated from the password differs in IUBEFVSE and IUBEFPGP. Both utilities provide public
key encryption, but the encrypted session key is stored differently in the encrypted data set.
However, in both cases, up to 16 recipients can be specified.
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When the same encryption algorithm (for example AES-128) is used with both versions of
Encryption Facility for z/VSE, the encrypted data is equally safe; however, the encrypted data
format differs. The decision of whether to use the IUBEFVSE utility or the IUIBEFPGP utility
depends on your environment. Consider the following questions:

» What are the tools and platforms with which you want to exchange data?

» Do you want to use an encryption algorithm that is not supported by the IJBEFVSE utility
(for example, AES-256)?

The two utilities include the following differences:

» Encrypted data format

IJBEFVSE supports the System z data format; IJBEFPGP supports the OpenPGP data
format.

» Compatibility
IJBEFVSE provides compatibility to the IBM provided Java client and the Decryption client
for z/OS. IUBEFPGP provides compatibility to PGP implementations.

» Algorithms

IJBEFPGP supports more algorithms and provides better System z hardware usage (for
example, AES-256 and SHA-512).

» Compression

ZIP/ZLIB versus compression from System z differs. Used in IUBEFPGP, ZIP/ZLIB
compression is done in software; used in IJBEFVSE, System z compression is
hardware-accelerated.

Note: ZIP/ZLIB compression is much slower than System z compression. For large
amounts of data, we recommend the use of IIBEFVSE with System z compression.
Use IUBEFPGP for exchanging data in OpenPGP format with workstation or z/OS
platforms.

4.6.3 Downloading the prerequisite programs
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In addition to Encryption Facility for z/OS V1.2, we used the open source software GNU
Privacy Guard (GnuPG) in our tests. GnuPG claims to be the reference implementation for
OpenPGP. A free GUI is available for Windows, which is the Gnu PG for Windows (GPG4win),
including an extension to the Microsoft Windows Explorer, named GPGee. We downloaded
and installed the packages that are described next. Encryption Facility for z/OS is an optional
feature that must be ordered.

GNU Privacy Guard
Download the GNU Privacy Guard (GnuPG) installation package from this website:

https://www.gnupg.org

The package is available as one file (hamed gnupg-1.4.7.tar.gz). Unpack the file contents
into a new folder. We used version 1.4.7, but you can download the latest version.

GPG4win
GPG4win is a free Windows GUI and includes the Windows Explorer extension GPGee. The
documentation is available in German only. The file is available from this website:

https://www.gpgdwin.org
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The installation file is a Windows executable (named gpg4win-1.1.3.exe). Double-click the
file and follow the installation instructions. We used version 1.1.3, but you can download the
latest version.

Keyman/VSE
Download the Keyman/VSE tool from the z/VSE homepage:

http://www.ibm.com/systems/z/os/zvse/downloads/

The Keyman/VSE tool requires the installation of the VSE Connector Client, which can be
downloaded from the same link.

4.6.4 Usage hints

Encryption Facility for z/VSE can be used to encrypt data for creating the following encrypted
components:

» Archives
» Data sets on tape or disk for physical delivery or transmission over an insecure network

Important: If you plan to delete your original unencrypted data after encryption, we
strongly recommend that you perform the following tasks:

» Verify that your data can be decrypted successfully before destroying any original data.

» Keep a copy of this particular version of Encryption Facility for z/VSE to ensure that you
can perform the decryption again.

4.6.5 Flexible support of record and stream data

The OpenPGP standard does not consider record-based data. However, record-based data is
heavily used in mainframe environments. Therefore, providing PGP encryption without
supporting record-based data (such as VSAM data sets) does not make sense.

The IUBEFPGP utility provides support for record-based data by using the
USE_RECORDINFO parameter. The implementation uses one feature of the OpenPGP
standard, which allows more private or experimental data packets into a PGP encrypted data
set. Such data packets are ignored by other PGP implementations. The option to be used
only when encrypting and decrypting on z/VSE. The GnuPG and z/OS implementations
cannot handle the metadata correctly.

When option USE_RECORDINFO is used, a private data packet that contains the LRECL,
RECFM, and BLKSIZE of the original clear input data set is added to the encrypted data set.
The length of each data record is maintained by providing more bytes to each record
containing its actual length. This data is recognized as garbage by other PGP
implementations. On z/VSE, this information is used when decrypting to restore the
decrypted data with its original record structure.

Our recommendation is to use the USE_RECORDINFO option when encrypting and
decrypting on z/VSE and the clear input data set includes a record-based structure. This
recommendation includes VSAM data sets and SAM/BAM data sets. Input tapes can be
considered as data streams where the option is not necessary. Also, encrypting z/VSE library
members does not require the use of this option.
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4.6.6 Considerations on compression

The use of compression usually speeds up the encryption process. However, compression
makes the process even slower in certain scenarios. Consider the following points when
compression is used:

» Compression is always applied before encryption.

» When compression is used, less data often must be encrypted, except when clear data is
binary, such as . jpg, where the compression ratio is small (sometimes zero). In rare
situations, compressed data can become even bigger than uncompressed data using ZIP
file format.

» Compression adds security by removing any recognizable patterns from original clear
data before encryption. However, the use of cipher block chaining also removes any clear
text data patterns.

» Compression is usually slower than decompression because a compression dictionary
must be built during compression. Decompression is a table lookup.

» When encrypting and compressing small files, the process can become slower compared
to not using compression because of the compression overhead that is involved in building
the dictionary.

» ZIP/ZLIB compression is entirely done in software; System z compression is done in
microcode.

4.6.7 Password-based encryption

164

Password-based encryption does not require any keystores. The encryption key is directly
derived from the password. Encryption Facility for z/VSE always converts the EBCDIC
password that is specified with JCL to ASCII. Because passwords are case-sensitive, specify
your password correctly in JCL and on any other related platform.

Encryption Facility uses the following code pages by default:

» ASCII code page: IBM-850
» EBCDIC code page: IBM-1047

You can change the code page by using the ASCII_CODEPAGE and EBCDIC_CODEPAGE
parameters. You should specify the code page parameters before the S2K_PASSWORD
parameter to have your code page active when translating the password.

The following sections describe how to use password-based encryption and exchange the
encrypted data with a workstation platform and with z/OS.

Encrypting on z/VSE, decrypt on workstation

The JCL that is shown in Example 4-38 encrypts a VSAM data set (CLRDATA) by using
password-based encryption (PBE).

Example 4-38 Job for password-based encryption

* $$ JOB JNM=EFPGP,CLASS=0,DISP=D

* $$ LST DISP=D,CLASS=A,RBS=100

// JOB EFPGP TEST OPENPGP SUPPORT

// LIBDEF *,SEARCH=(PRD2.SCEEBASE,PRD2.PROD,PRD2.DBASE)
// EXEC IJBEFPGP

PB_ENCRYPT

S2K_PASSPHRASE=MYPASSWD
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S2K_CIPHER_NAME=AES_128
CLRFILE=DD: CLRDATA
ENCFILE=DD: ENCDATA

/~k

/&

* $$ EOJ

After downloading the encrypted data set in binary to a Windows PC, it can be decrypted by
using the GPGee tool (see Figure 4-50). The file extension must be .gpg; otherwise, GPGee
does not display its pop-up menu.

2
B D:\_eftest Ead
. File Edit View Favorites Tools Help 'j'n,”

s .. &l e - = :
5 @ Back * () l'ﬁ' - search |LL Folders |'E:'P ¥ x i)
: Address |23 D:\_eftest d e
Folders x Name Size  Type Date Modified
=) My eBooks e _=133¢R GORFEle 7/2/2009 09:45
[+ i@ My Music ;
B (3 My Pictures | ¥ Select Left Side to Compare
[y My PSP Files | EaFizip
4 my videos 3 -
(33 My virtual Machines s ; : | |
[ [ POF files Scan for Viruses. . @ Configure 1
# [ Updater5 Change Attributes... i
= Ea My Computer |-
[# < Local Disk (C:) Send To &
E .Loml Disk {D:) cut
@ _eftest Copy
| apache-ant-1.7.0 :
& ) AP Create Shortcut
I3 boevm3 Delete
| u“—;-l Bogy i Rename |
| || & [ | H
N . % — | Properties ; —

Figure 4-50 Verify or decrypt a file with GPGee

You are prompted for the password, as shown in Figure 4-51.

Enter passphrase to decrypt symmetrically encrypted file:
D:%_eftest\encdata.gpg

Enter passphrase: v Hide Typing

Ok Cancel
L

Figure 4-51 Password window of GPGee for decryption

Enter the password and click OK.
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When the decryption process finishes, a window opens, as shown in Figure 4-52.

&

g Verify/Decrypt Files

| Filename

D:\_eftest\encdata.gpg

oy

Help i

Figure 4-52 Message dialog box after decrypting a file with GnuPG

Encrypting on workstation and decrypting on z/VSE

In this section, we show how to encrypt a local file by using GPGee, upload it to z/VSE, and

decrypt it on z/VSE.

Figure 4-53 shows the pop-up menu of the GPGee tool for encryption.

& & X 9 E-

CE

: File Edit View Favorites Tools Help
@ Back - \_.«J |? f_’—j Search ‘H: Folders
: Address |[[3) D\ eftest
Folders x Mame
) POF files - I
[ Updaters B
= ﬂ My Computer Pr@t
<4 Local Disk (C:) Ef:view
EH % lomlDisk(D:) = 020 |
I3 _eftest |
g :ﬁ&e-ﬁnt-l.?.ﬂ i@FiIZip
= |
I3} boevm3
D e e ——————
[} Code Samples
) crypto Open With
I3 cvs_root _
I Data w | SendTo
Cut
Conw

W Selert Left Side to Compare

Change Attributes...

Size  Type Date Modified
—Aanvm MECImage 232009 16:37

g Sign & Encrypt
............................. | Bysion

ol @ Encrypt {PK) |
|- B Encypt (Symmetric) k [

Scan for Viruses...

": ¥ Configure
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Enter your password, as shown in Figure 4-54. Use uppercase characters because the z/VSE
JCL also specifies the password in uppercase. Then, click OK.

Enter passphrase:

Enter passphrase for symmetrical encryption:

Enter passphrase: v Hide Typing

Ok r_\ | Cancel

Figure 4-54 Password dialog box of GPGee for encryption

GPG now creates an encrypted output file, picture.jpg.gpg, which must be transferred to
z/VSE in binary. In this example, we show you how to upload the file into a VSAM ESDS file
with file name ENCDATA.

The JCL that is shown in Example 4-39 decrypts the encrypted data set and writes the clear
data into another VSAM ESDS data set CLRDATA.

Example 4-39 Symmetric decryption using IJBEFPGP

* $$ JOB JNM=EFPGP,CLASS=0,DISP=D
* $$ LST DISP=D,CLASS=A,RBS=100
// JOB EFPGP TEST OPENPGP SUPPORT
// LIBDEF *,SEARCH=(PRD2.SCEEBASE,PRD2.PROD,PRD2.DBASE)
// EXEC IJBEFPGP

DECRYPT

S2K_PASSPHRASE=MYPASSWD
CLRFILE=DD:CLRDATA
ENCFILE=DD:ENCDATA

/*

/&

* $$ EOJ

Check the job output in the VSE/POWER list queue for messages and return codes.

Encrypting on zZ/OS and decrypting on z/VSE

The shell script that is shown in Example 4-40 encrypts a file in a UNIX System Services shell
on z/OS by using a password.

Example 4-40 Symmetric encryption on z/OS with Encryption Facility for z2OS

#! /bin/sh

export LIBPATH=$LIBPATH:/usr/1ib/java_runtime
java -jar /usr/lpp/encryptionfacility/CSDEncryptionFacility.jar
-0 $1.9pg
-cipher-name AES_128
-s2k-cipher-name TRIPLE_DES
-s2k-digest-name SHA256
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-c $1

Example 4-41 shows the command to run this script and the resulting messages.

Example 4-41 Output messages of symmetric encryption on z/OS

./pbe.sh picture.jpg

CSD1001A Enter passphrase for passphrase-based encryption:
MYPASSWD

CSDOO0OA Confirm passphrase:

MYPASSWD

CSD00511 Command processing has completed successfully.

After transferring the encrypted file to z/VSE through binary FTP, it can be decrypted with the
same JCL that is shown in Example 4-39 on page 167.

Encrypting on z/VSE and decrypting on z/0S

To encrypt a data set on z/VSE, you can use the same JCL as described in “Encrypting on
z/VSE, decrypt on workstation” on page 164. After transferring the encrypted data set to a
z/OS system, it can be decrypted by using Encryption Facility for z/OS.

Use the shell script that is shown in Example 4-42 to perform the decryption on z/OS.

Example 4-42 Symmetric decryption on z/OS

#1 /bin/sh

export LIBPATH=$LIBPATH:/usr/1ib/java_runtime
java -jar /usr/lpp/encryptionfacility/CSDEncryptionFacility.jar
-0 $1
-cipher-name AES_128
-s2k-cipher-name TRIPLE_DES
-s2k-digest-name SHA256
-d §$1

Example 4-43 shows the decryption and the related messages.

Example 4-43 Output messages of symmetric decryption on z/OS

./pbd.sh picture.jpg.gpg

CSD1002A Enter passphrase for passphrase-based decryption:
mypasswd

CSD0051I Command processing has completed successfully.

4.6.8 Public key encryption
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The section describes how to use public key encryption, including the creation and
distribution of RSA keys. Public key encryption requires the setup of keystores on all involved
platforms. The encrypting site requires a public key; the decrypting site requires the
corresponding private key.
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The process generates a random encryption key that is used for data encryption. Then, the
encryption key is encrypted with one or more given public keys. This approach allows the
owner of a corresponding private key to decrypt the encryption key and in turn, decrypt the
data.

Usually, exporting any private keys from a keystore is not possible. Therefore, the process of
setting up the keys always starts on the platform where data is decrypted. Public keys can
then be exported from a keystore and transferred to the encrypting platform.

Note: PGP uses DSA keys by default; z/VSE supports RSA keys only.

Setting up the keys for encryption with GnuPG

When encrypting on a workstation by using GnuPG, the following process is used (as shown
in Figure 4-55):

1. Create an RSA key pair with Keyman/VSE.
2. Upload the private key to z/VSE.
3. Export the PGP public key into a local text file.
4. Import the file into the GnuPG keystore.
@ Generate a new RSA key
D §€YS€§YS_
File Options Actions Help
= n& fAEO
Alias Certificate Ttem Length Type VSEUser | Valid
[ octer ionimsaey par o2 Keyber | —— | | GnuPG
Eile Edit Keys Sever Windows Help
2l | &
[ 75_PaR4 551528558 gﬁ Dgts g?u ;\m&gn E%n E\r‘lsf ng Rsffah E
2IVSE ) Keyring Editimor <o
@ Export PGP ~ | Key ID + | Expiry Date ~ | Owner Trust v | Key Validity + | User Name
. S3 C1AT2B83 never expies  Ultimate Fully Valid jschmidb@de.ibm com <js
pUb“C key =3 246A4011 3/20/2014 Ultimate Fully Valid Joerg Schmidbauer <jsch
PRVK ‘ 3
Upload —N Il ‘ I EEm=us I =
f— P Details | Signatures | Subkays
to z/VSE —_— Import keys = y No keys selected
Prlvate key ISelected Default Key: ischmidb@de ibm_com <jschmidb@de ibm_com> C1A72888]
Public key
Decrypt
Encrypt

Figure 4-55 Setting up the keys for encryption with GnuPG

Now, the public key is available for encryption in the GnuPG keystore; the private key is stored
on z/VSE for decryption.

Setting up the keys for encryption on z/VSE

When encrypting on z/VSE, the following process is used (as shown in Figure 4-56 on
page 170):

1. Generate the key by using GnuPG.

2. Export the public key into a local text file.
3. Keyman/VSE imports this file.
4

. Keyman/VSE internally converts the PGP public key into an x.509 certificate, which is then
uploaded into a z/VSE library member, (the CERT member).
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Keyman/VSE
B Keyman/VSE - C:\vsecon\samples\Keyring.pfx EEx GNnuPG

File Options Actions Help

@0 Ehow  fAmE | 2
Alias Certificate [tem Length Type VSE User Valid
TN e e e par o2 @;vfa-— @ Generate a new RSA key
A

+” GNU Privacy Assistant - Keyring Editor

File Edit Keys Server Windows Help
@ & &) & ¢ | @
[B 75 1par4:0.15285.58 Edit  Delete  Sign | Impat | Export | Brief |Detaled | Refiesh | Files
2IVSE R Keyring Ediflmer fers
|mport PGP pub“c - lKgy\D v 1Exp\ry Date v 'OwnErTmstV ] Key Validity ™ I User Name
) &3 C1A72888 never expies  Ultimate Fully Valid ~ jschmidb@de ibm com <js
key from flle =3 245A4011 3/20/2014 Ultimate Fully Valid Joerg Schmidbauer <jschg
CERT
Upload —N\ i i | ] I >
— |« Details | Signatures | Subkays
to z/VSE = Export keys el
Public key [Selected Default Key: schmidb@de.ibm.com <jschmidb@de.ibm.com> C1A72B38)
Private key
Encrypt
Decrypt

Figure 4-56 Setting up the keys for encryption on z/VSE
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Creating an RSA key pair by using Keyman/VSE

When decrypting on z/VSE, you must have a PRVK member that contains a private key. In
this case, the setup of your keystore is different, because you start on the VSE side and
export the z/VSE public key to the GnuPG keystore on your Windows PC.

An overview of this process is described in “Setting up the keys for encryption with GnuPG”
on page 169.

Open the Keyman/VSE tool and create an RSA key pair, as shown in Figure 4-57.

|£| Keyman/VSE l e S
File Options Actions Help
BB PpEE RHEdidmEa »» ©
| Label | Certificate Item | Length | Type | VSEUser| valid |
ﬁ vsekey 1024-bit RSA Key Pair 1024 RSAPrivateKey -
Selected item(s) saved to file C:lvseco ples\jschmidb.pfx M [S35LPT7 |v
Y T T

Figure 4-57 Keyman/VSE main window with a created RSA key

Start the z/VSE Connector Server on z/VSE in non-SSL mode and upload the key pair to
z/VSE.

Because this key is used for PGP decryption, you name the library member PGPDECR. PRVK, as
shown in Figure 4-58 on page 171.
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Send certificate item to S35LP77 [

Crypto Library [crYPTO |.kevring |

PGFDECR .

Make sure that the VSE Connector Server is started in non-55L mode. |*|

Member Name

-

, [ upload ,\U close || Hem
Ly

Figure 4-58 Send cetrtificate item to the VSE

Exporting the public key as PGP public key file
In the Keyman/VSE main window, right-click the RSA key and select Export PGP public key,

as shown in Figure 4-59.

File Options Actions Help

L= =) i

sE@AE PFPERE AREBEES W= @
| Label | Certificate Item | Length | Type | VSEUser| vaid | |
T vseKey  1024-bit RSA Key Pair View (Texl) g 1

[ Upload to VSE...

Export text form...
Export binary form...

Export as PGP public key... %
[Z] Create VSE server cert requezt...
Ch Copy to clipboard

s X Delete

Figure 4-59 Export PGP public key in Keyman/VSE

Specify the name of the output file, as shown in Figure 4-60. Click Save.

Recent Places

Libraries

A

Computer

@

Network

r -
|£| Output file for PGP public key l w
i ;test. @ m-
L Name . Date modified Type
N jschmidb.pubkey.txt 14.04.2008 15:51 Text Document

Q|

1 |

File name:

Save as type:

- Save R
[ Al Fites (- - [ Cancel |

Figure 4-60 Specifying the file name
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A PGP public key is always associated with various personal information about the owner of
the key (see Figure 4-61). Enter your personal information and click OK.

Personal Information for PGP Public Key ]
Your name (Issuer) |F'GF' Decryption |
Comment |T0 be used for PGP decryption |
e-mail |jschmid;’:@de.i;’:m.com |
Expires 2020-4-6 2years |+

Notes:
You must at least provide a name, because an empty issuer
name is not allowed in a certificate.
OK | Cancel H Help |
Lo |

Figure 4-61 Entering your personal information

The output file is similar to the output that is shown in Example 4-44.

Example 4-44 PGP public key block

Version: IBM Encryption Facility for z/VSE V1.2

x00ESAYBqwEEAIWsS1KT6aM0qdBrBDHatOwiAQ1 jbtywb6GWxcpfO/mLARYA/371xxbV109BkMIzk
W5JNX4MYodUiCZ7B98Wda8kMs90xtyEb6bikVD8W228b1m8K5amg5NRTTztYoH3exwtItg31oI11
QHI2AQRCshy571KGCTARINngf8/DQPtBpABEBAAHCUwQfAQIAJQUCSAYBqwIeAQIbDWULAgkIBwUV
AgoJCAMWAQICFAAFCQEDt4AACgkQjOAvFgM50hcYnQPIGMWdqoRa6rkKMI9C7wnKKVHaAELuCY8dA
SWTALHrLufR+5Ual0nBE36YCcGGXN/NNZu4C02t551+Lro4Lh3dnU8TtP1kx2w0eMToobDZ2n11ivy
8G1TOAqdyW09b8qJ53pa7sZKalzVy1fAESWUiXBfUPHEZ4bJUMP78cmx/Gx8ssrNJVBHUCBEZWN
cnlwdGTvbiA8anNjaGlpZGJAZGUuaWJtLmNvbT7CuwQTAQIAJQUCSAYBrAIeAQIbDWULAgkIBwWUV
AgoJCAMWAQICF4AFCQEDt4AACgkQjOAvFgM50hc7aAP9GMg1gDR3z5YNVHWA13LXzy10kae/whlz
fE60myjzpmPNy2iJ+nVfQXCzuPrWYeAOsWVVLDrseVGJIkJgKfaUDCsxoAoEpRUHaFc16JsFa2YCB
SIfBzrhMyROmFJIwAygTnSuy7rYmr1VouO65mfkvidV1JBXTVHXIwD9bK1093F0g=

=zZugp

The file can now be imported into the GnuPG keystore.
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Importing the public key into the GnuPG keystore
In the Gnu Privacy Assistant GUI, select Keys — Import Keys, as shown in Figure 4-62.

" GHNU Privacy Assistant - Keyring Editor . ] ] 1
File Edit Server Windows Help
#3 Refresh : @ @ I ?& : @
0 [ Mew Key... Ctri+M |t | Brief |Detailed ' Refresh ‘ Files
Delete Keys. ..
; KE‘ @ Delete Keys
h Sign Keys...
A | Key IO Set Qwner Trust.. It | Key Validity * | User Mame
=g 7FABZ  Edit Private Key... Fully Valid Joerg Schmidbauer (Bin ich) <jsch
Export Keys... !
Backup...
| | i

Details | Signatures | Subkeys |
Mo keys selected

Selected Default Key: Joerg Schmidbauer (Bin ich) <jschmidbi@de.ibm_com:= TFAB29FT
Figure 4-62 Importing public key

Figure 4-63 shows the public key file.

&

+" Import public keys from file

Mew Folder i Delete File i Bename File I

D:\_eftest i = |

Folders i = Files ! E
|
L

C

D:\ :

E:\ ,!
F:A

- =l =l

Selection: D:\_eftest
; pgpdecr pubkey txt

@QK ;| ¥ Cancel l

Figure 4-63 Selecting public key file in GNU Privacy Assistant

Click OK.
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After importing the public key into the GnuPG keystore, window opens, as shown in
Figure 4-64.

Y 1 public keys read
'\1 ! 1 public keys imported
= 0 public keys unchanged
0 secret keys read

0 secret keys imported
0 secret keys unchanged

Figure 4-64 GNU Privacy Assistant message

Click Close.

Figure 4-65 shows the new key in the GUI as public key, which includes only a public part.

e

+” GNU Privacy Assistant - Keyring Editor

File Edit Keys Server Windows Help

WM % & & | |6 &  §

Edit  Delete  Sign  Impot Export | Brief |Detailed | Refresh | Files

Jm Keyring Editor

A i KeyID - i Expiry Date » I Owner Trust ™ i Key Validity * ! User Mame

=3 BBESIEAE 3/20/2014 Ultimate Fully Valid jschmidb <jschmidb@de.ibm_com
S5 73401295 never expires  Ultimate Fully Valid GnuPG (GnuPG) =gnupg@gnupg.

=% 99C60514 7/2/2011 Unknown Unknown PGP Decryption <jschmidb@de.ib

KTl I I

Details I Signatures | Subkeysl

The key has only a public part
The key can be used for certification, signing and encryption.
User Mame: PGP Decryption <jschmidb@de.ibm.com:>
Key ID: 93C60514
Fingerprint: 6D0E 3210 5BES 1ADE 0EEC E873 35E4 FA45 99C6 0514 =

Selected Default Key: GnuPG (GnuPG) <gnupg@gnupyg.org> 73401295
Figure 4-65 GNU Privacy Assistant main window

The process of setting up the keys for encryption with GnuPG is now complete.

To set up the keys for encryption on z/VSE, follow the steps that are described in the following
sections:

“Creating an RSA key pair by using GnuPG” on page 175
“Exporting the public key from the GnuPG keystore” on page 179
“Importing the PGP public key into Keyman/VSE” on page 181
“Uploading PGP public key to z/VSE” on page 183

vyvyyy
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Creating an RSA key pair by using GnuPG

With GnuPG, the following methods can be used to set up the keystore:

» GnuPG CLI
» GNU Privacy Assistant GUI

After setting up the keystore by following the steps that are described in this section, you
export the public key into a file, as described in “Exporting the public key from the GnuPG
keystore” on page 179.

Using the GnuPG CLI

By using this method, you create an RSA key pair by using the GnuPG command-line tool.
You enter the gpg --gen-key command and follow the prompts, as shown in Example 4-45 on
page 176.

Important: Be sure to select RSA as the key type.
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Example 4-45 Creating an RSA key by using the GnuPG CLI

C:\Program Files\GNU\GnuPG\pub>gpg --gen-key

gpg (GnuPG) 1.4.7; Copyright (C) 2006 Free Software Foundation, Inc.
This program comes with ABSOLUTELY NO WARRANTY.

This is free software, and you are welcome to redistribute it

under certain conditions. See the file COPYING for details.

Please select what kind of key you want:
(1) DSA and Elgamal (default)
(2) DSA (sign only)
(5) RSA (sign only)
Your selection? 5
RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (2048)
Requested keysize is 2048 bits
Please specify how long the key should be valid.
0 = key does not expire
<n> key expires in n days
<n>w = key expires in n weeks
<n>m = key expires in n months
<n>y = key expires in n years
Key is valid for? (0) 1y
Key expires at 10/22/08 14:05:18
Is this correct? (y/N) y

Real name: Joerg Schmidbauer
Email address: jschmidb@de.ibm.com
Comment: Blah
You selected this USER-ID:
"Joerg Schmidbauer (It's me) <jschmidb@de.ibm.com>"

Change (N)ame, (C)omment, (E)mail or (0)kay/(Q)uit? o
You need a Passphrase to protect your secret key.

gpg: key E57429F5 marked as ultimately trusted
public and secret key created and signed.

gpg: checking the trustdb
gpg: 3 marginal(s) needed, 1 complete(s) needed, PGP trust model
gpg: depth: 0 valid: 3 signed: 3 trust: 0-, Ogq, On, Om, Of, 3u
gpg: depth: 1 wvalid: 3 signed: 0 trust: 0-, 1g, On, 1m, 1f, Ou
gpg: next trustdb check due at 2008-10-22
pub  2048R/E57429F5 2007-10-23 [expires: 2008-10-22]
Key fingerprint = 7B53 8429 007F BA9B C064 3227 EADE 6428 E574 29F5
uid Joerg Schmidbauer (It's me) <jschmidb@de.ibm.com>

Note that this key cannot be used for encryption. You may want to use
the command "--edit-key" to generate a subkey for this purpose.
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Using the GNU Privacy Assistant GUI
By using this method of creating the RSA key, you use the GNU Privacy Assistant tool.

In the GNU Privacy Assistant main window, select Keys — New Key, as shown in

Figure 4-66.
P a A a dito L]
File Edit Server Windows Help
#y Refresh i { -
be (M0 | ¥ @ | @ | ]
Edit Ei it Brief |Detailed | Refresh Files
Delete Keys.
|@ Ke* & Delete Keys
: Sign Keys...
¥ I Key IO Set Owner Trust.. tw l Key Validity « | User Name
=3 BBES8Y Edit Private Key.. Fully Valid jschmidb <jschmidb@de. i
=3 734014 Import Keys... Fully Valid GnuPG (GnuPG) <gnupgi
Export Keys...
Backup...
Kl | 2+
Details I Signatures | Subkeys |
No keys selected
\Selected Default Key: GnuPG (GnuPG) <gnupgi@gnupg.org= 73401295

Figure 4-66 Generate RSA key with GNU Privacy Assistant
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In the next window, select RSA as the key type and enter any personal information, as shown
in Figure 4-67.

=

+" Generate key

Algorithm [RSA (sign only) |
Key size (bits): [1024 Ll
User ID: |GnuPG

Email: [gnupg@gnupg.org
Comment: |GnuPG private key

Passphrase: |

Repeat passphrase: [*

-Expiration

(® indefinitely valid

() expire gﬁerl Idays Ll
(O expire on:

L Ry « 2009 » |

13 20 21 22 23 24 25
26 27 28 29 30 3

@ QK &] Cancel

Figure 4-67 Generate a key window

Click OK to create the key. When this key is used to encrypt files, you are prompted for the
passphrase in this window.
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When created, the GNU Privacy Assistant can further show and process the generated RSA
key, as shown in Figure 4-68.

&

+* GNU Privacy Assistant - Keyring Editor

File Edit Keys Server Windows Help

2& &
> M & 4 & | ¢ |08 @  §
Edit Delete  Sign Import  Export Brief |Detailed ' Refresh Files

-fﬁﬁl Keyring Editor

A i KeylD = i Expiry Date » I Owner Trust ¥ i Key Validity = ! User Name
=2 BBESIEAB 3/20/2014 Fully Valid
=L 73401295 Fully Valid

Ultimate jschmidb <jschmidb@de.ibm_com=

never expires  Ultimate

GnuPG (GnuPG) <gnupg@gnupg.org>

|
-

Details | Signatures | Subkeys |
The key has both a private and a public part

The key can be used for certification, signing and encryption.
User Mame: GnuPG (GnuPG) <gnupg@gnupg.org>
Key ID: 73401295

Fingerprint: C5FA TCAA 2207 CAB5 97C3 CB6F DD0OB 5ATT 7340 1295
Selected Default Key:

73401295

GnuPG (GnuPG) <gnupg@gnupg.org=
Figure 4-68 GNU Privacy Assistant main window
Exporting the public key from the GhuPG keystore
Open the GUI and select Keys — Export Keys, as shown in Figure 4-69.
« GNU Privacy Assistant - Keyring Editor 10l =l
File Edit Keys Server Windows Help
ﬁ J.”.I B
W & /& & | 9O ® [
Edit Delete Sign Import  Export Brief |Detailed ' Refresh Files
Lﬁl Keyring Editor
¥ |Key ID = | Expiry Date ¥ | Owner Trust ¥ [ Key Validity * | User Name
=% TFAB23FT 4/14/2009 Ultimate Copy Cirl+C [k {Bin ich) <jscl
[ Paste Ctrl+V
[{] i@ Delete Keys... ' ]
Details I Signatures | Subkeys | Sign Keys..
The key has both a private and Set Owner Trust. .
The key can be used for certific Edit Private Key... n.
User Name: Joerg Schmidbauer (Bin ich) <jgmmmm——————————_
Key ID: TFAB29FT E‘
Fingerprint: 249A 95A7 A340 224F DF4D § Send Keys to Server..
Expires at: 4/14/2009 Backup...
Owner Trust: Ultimate —
Key Validity: Fully Valid
Key Type: RSA 1024 bits
Created at: 4/14/2008
Selected Default Key: Joerg Schmidbauer <jschmidb@de.ibm.com= EBFDD4EA1

Figure 4-69 Exporting the key with GNU Privacy Assistant
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Select the output file name and click OK, as shown in Figure 4-70.

«” Export public keys to file x|

Mew Folder Delete File ‘ Rename File |

B al s

Folders ‘L Files ‘:]
! L)
'\. cd jpg
“I\_ .| ibmef.config.txt
C:.x jschmidb.cert txt
2 k=

maovie.gpg

FX =
+| | movie-mpg E|

armor
Selection: D:\_a
|jschmidh.puhkey.txt

&QK; | ¥ Cancel ‘

Figure 4-70 Export public keys to file window

The PGP public key is now contained in the jschmidb.pubkey.txt file. The content is similar
to Example 4-46.

Example 4-46 PGP public key block

Version: GnuPG v1.4.7 (MingW32)

mIOESANGbAEEALAPtZXMRI/ncYePt/BXm/8UCgzhuMQyDjbEONVE5XhhYBKiyfel
valdc/yYHfs1DPf5UcX1V1Kiqak9xsuq0zCs7VRb8AWtKTDEZEzbhwPmgixvhHLh
/ImPtZ1qBPMI8vkqZtvLIMnSfvICItju9gC/LIUXYIqqrISKMG5SRMmMIVABEBAAGO
MUpvZXJInIFNjaGlpZGJhdWVyIChCaW4dgaWNoKSA8anNjaGlpZGJAZGUuaWJtLmNv
bT6IvAQTAQIAJgUCSANgbAIbAwWUJAeEZzgAYLCQgHAWIEFQIIAwQWAgMBAh4BAheA
AAoJEPo+UrR/qyn3NhMD/184nWz42vqDfXv62ztgr6PTuVZf0duFqyC3vzbtfsdR
048uhIx25q0igBJiUjhKSsPT1Uk6HUr2A75+coJhg+FQDmKmm+2a+9+zx1Br3hZaX
vmSvwQZ fNNejDfimbicvFDbR/dzNzyPFzkHqTetQSwKc3ibK662npdrgX0Dh2ulh
=kmid
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Importing the PGP public key into Keyman/VSE

Start the Keyman/VSE tool and select File — Import PGP public key from file, as shown in

Figure 4-71.

=

|£| Keyman/VSE
[le| Options Actions Help
|5 Open keyring file...

AR EEES =»5 2@

Import item from file... | Length | Type | VSEUser| valid

Import PGP public key from file...
@ Read clipboard

OB - O

[ save as PEM file on VSE...
Save as ...

File {Save and exit)

Quit

T Y,

Click on the red light icon to connect ... | | | S35LPTT

[ e

Figure 4-71 Import the PGP public key from the file with Keyman/VSE

Figure 4-72 shows the previously exported file.

| e

|2 Input file of PGP public key [
Look in: | test - G ,,‘ E? h
b, Name - Date modified Type
o~ | jschmidb.pubkey.txt 14.04.2008 15:51 Text Document

Recent Places

Libraries

1 A
Computer
<O 1 +
T
I File name: jschmidb publcey bd -
Network  Files of type: (Al Files () - [ Cancal |

Figure 4-72 Open the file dialog in Keyman/VSE
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Select your file and then, click Open. The window that is shown in Figure 4-73 opens.

Import PGP public key: select private key for signature u

() Use existing root certificate for signature

(@) Create new private key for signature
Notes:
Please choose whether you want to use an existing root certificate for
signing the new certificate containing the PGP public key, or whether Keyman
shall create a new private key for this purpose. If you want to use a root

certificate, it must be contained and selected in the Keyman GUI

| Continue.,.hH Cancel || Help |

Figure 4-73 Import the PGP public key

Click Continue to open the next window, as shown in Figure 4-74.

Import PGP public key: Spgcify personal informatiom:_. M
Common name JoergSchmidoaver
Organizational Unit |IElrv1 Corp |
Organization =M |
City/Location [Boenlingen |
State/Province |Eladen—‘.'\fuerrlemberg |
e-mail ischmidb@deomeom
Expires ’ﬁ I:.

Key length 1024 (taken from PGP public key)
Alias |pgpkey{
Notes:
Specify the personal information for the corresponding x.509 certificate.
Values in green fields are taken from PGP public key block.
| Continue N] | Cancel | | Help | |
by

Figure 4-74 ébécify t}ﬁe personal information dialog

Enter your personal information and click Continue.

The PGP public key is now imported in Keyman/VSE and can be uploaded to z/VSE.
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Uploading PGP public key to z/VSE
Right-click the imported PGP public key and select Upload to VSE, as shown in Figure 4-75.

[ |£| Keyman/VSE - C\vsecon\samples\Keyring.jks * ['“‘:"’* g ﬁ
File Options Actio;s Help
2EHE PEE RREdEES »» @
| Label | Certificate Item | Length | Type | VSEUser| Valid
%, popkey Imported PGP Public Key View (Text) s Yes
[ Upload to VSE... M.

L]
Export text form...

Export binary form...
Add private key...
Change serial ...

Ch Copy to clipboard

B |s35LP77 =
= » Renew..

Figure 4-75 Upload the key dialog

Because only a public key is available, select member type CERT, and click Upload, as
shown in Figure 4-76.

Send certificate item to S35LP77 Jpre ]

Crypto Library [crYPTO |.[kEYRING |

Member Name Jschupe] | [cerT B2

Make sure that the VSE Connector Server is started in non-55L mode. |*|

-

Figure 4-76 Sending the certificate item to the VSE dialog

The PGP public key is now stored in z/VSE library member JSCHMIDB.CERT. We can now
encrypt a z/VSE data set by using public key encryption with this public key.

Encrypting on VSE and decrypting on the workstation

The JCL that is shown in Example 4-47 encrypts a data set with public key encryption by
using the previously uploaded public key.

Example 4-47 Public key encryption on z/VSE

* $$ JOB JNM=EFPGP,CLASS=0,DISP=D

* $$ LST DISP=D,CLASS=A,RBS=100

// JOB EFPGP TEST OPENPGP SUPPORT

// LIBDEF *,SEARCH=(PRD2.SCEEBASE,PRD2.PROD,PRD2.DBASE)
// EXEC IJBEFPGP

PK_ENCRYPT

RECIPIENT ALIAS=CRYPTO.KEYRING(JSCHMIDB)
S2K_CIPHER NAME=AES 128
CLRFILE=DD:CLRDATA

ENCFILE=DD:ENCDATA

/*
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After downloading the encrypted data set in binary to a Microsoft Windows PC, you can
decrypt it by using the GPGee tool, as shown in Figure 4-77.

I )
B _eftest M{i=1E3
File Edit WView Favorites Tools Help -?F
Q- O | P [ | [ B X 9
 Address |53 D:\ eftest v B
Folders x Mame Size  Type Date Modified -
% () POF files ~ @M .......................... N wen Lrn...._ﬂ:nm.:.—.']......é 2/3/2009 16:37
= LD Updater5 ¥ celect Left Side to Compare |
= :f My Computer |
[ % Local Disk (C:) EeFizip 3
H ) eftest =
& IC3) apache-ant-1.7.0 | Scan for Viruses...
& Iy APIs | Change Attributes...
H I3} boevm3 |
e Send T L
Ll Hoaic i i i, N . |
# |5} Code Samples Cut :
& (3 Crypto Copy
= ui'l Data 3 Create Shortout
= Delete
4 | >
Rename

Figure 4-77 Verify or decrypt a file with GPGee

As shown in Figure 4-78, you are prompted for the private key's password (passphrase). You
specified this password when the RSA key is created. For more information, see “Creating an
RSA key pair by using GnuPG” on page 175.

Enter passphrase:

You need a passphrase to unlock the following secret key:

User: [GnuPG <gnupgi@gnupg. org: |
I0:  [FM01295 | Type: [ASA | size: 1024 | pate: /252009 |

Enter passphrase: v Hide Typing

] |

Ok Cancel ‘
l"\‘

Figure 4-78 Enter passphrase dialog for public key decryption

Enter the password (passphrase) and click OK.
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Figure 4-79 shows the GPGee window after a file is successfully decrypted.

&% Verify/Decrypt Files

Filename [Type |

D:\_eftest\picture.gpg Message

Successfully decrypted and written to file "D_eftestipicture™

Figure 4-79 Verify/decrypt files window

Encrypting for multiple recipients

You can specify multiple RECIPIENT_ALIAS parameters in the same job to allow multiple
recipients to decrypt the encrypted data set. This behavior requires having the public key of
each recipient available on z/VSE in a PRVK or CERT member. As of this writing, the
maximum number of RECIPIENT_ALIAS parameters is 16.

Example 4-48 shows a job that uses multiple recipients.

Example 4-48 Encryption on z/VSE with multiple recipients

* $$ JOB JNM=EFPGP,CLASS=S,DISP=D

* $$ LST DISP=D,CLASS=A,RBS=100

// JOB EFPGP ENCRYPT

// LIBDEF *,SEARCH=(PRD2.SCEEBASE,PRD2.PROD,PRD2.DBASE)
// EXEC IJBEFPGP

PK_ENCRYPT

RECIPIENT ALIAS=CRYPTO.KEYRING (BOBSKEY)
RECIPIENT ALIAS=CRYPTO.KEYRING (JIMSKEY)
RECIPIENT ALIAS=CRYPTO.KEYRING(RODSKEY)
RECIPIENT ALIAS=CRYPTO.KEYRING(ALICEKEY)
RECIPIENT ALIAS=CRYPTO.KEYRING(MYKEY)
S2K_CIPHER NAME=AES 128

COMPRESSION=1

COMPRESS_NAME=ZIP

DIGEST NAME=SHA 1

CLRFILE=DD:FILE1

ENCFILE=DD:FILE2

/*

/&

* §$ EOJ
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Encrypting on a workstation and decrypting on z/VSE

Use the GPGee tool to encrypt a local file. Figure 4-80 shows how to use the GPGee tool for
encrypting a file by using public key encryption.

: File Edit View Favorites Tools Help
L o X e | e
@ Back - = ? P | Search ‘li-— Folders || |'mpp |3 x n v
: Address ||C3) D:\_efiest vi Go
Folders x Name = Size | Type Date Mot
= d My Computer ”~ encdata 3,169KB File 7f2f2009
[ %e* Local Disk (C:) encdaiﬁ.gpg 3,133KB GPG File Ff2j2009
= < Local Disk (D:) [£] popdecr.pubkey. txt 1KB TextDocu... 7/2{2009
3 efest adehesM_ 3.169KB IPEGImage  7/1/2009
|} apache-ant-1.7.0 Preview
&= @ APIs Print
& I3) boevm3 Edit
=] I.:I Bogy e Preview
2 '3 Code Samples ¥ Select Left Side to Compare
[ I3 Crypto
& I3 ovs_root [EeFizip 4
[ IL]) Data 3 5% Sign & Encrypt [
I3 Domi | By sian i
& IC5) Drivers Scan for Viruses. .. = [
Bk i ,;m!
# ..,_3 Drivers2 pen With - | BEncrypt (Symmewic) |
[# I} edipse_projects bt Change Attributes... |
4 i | ¥ £ | W Configure |2
=== SendTo H!E'f g =

Figure 4-80 GPGee pop-up menu for public key encryption

As shown in Figure 4-81, select the key that is to be used. Click OK.

@

=2 Sign/Encrypt Files

Encryption Keyp Selection:

Name J K'ey.Id. 1 Size 1 Type 1 \fa'll_idi.ty J
|[JGnuPG =gnupg@anupg.org= 0x734081295 1824 RSA Ultimate
Oischmidb <jschmidb@de.ibm.... ©xBSEBSEAS 1824 RSA Ultimate
[W]PGP Decryption =jschmidb@d... ©x399C68514 1824 RSA  Unknown
Key Groups:

Signature Optiong

“Encryption Options

izc. Options

(* Mone  Mone [ Text output [ASCI Armar)
: [ Testinput [testmode - se& help)
i - ¥
dee B Gl e [~ Make source fles read anly
f iched ™ Symrnetric [ fppendto t ghatt
Ok Cancel Help
14

Figure 4-81 Sign/Encrypt Files dialog in GNU Privacy Assistant
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After transferring the encrypted file to z/VSE, it can be decrypted on z/VSE with the JCL that
is shown in Example 4-49.

Example 4-49 z/VSE JCL for decryption using a private key

* $$ JOB JNM=EFPGP,CLASS=0,DISP=D

* $$ LST DISP=D,CLASS=A,RBS=100

// JOB EFPGP TEST OPENPGP SUPPORT

// LIBDEF *,SEARCH=(PRD2.SCEEBASE,PRD2.PROD,PRD2.DBASE)
// EXEC IJBEFPGP

DECRYPT

RECIPIENT ALIAS=CRYPTO.KEYRING(PGPDECR)
CLRFILE=DD:CLRDATA

ENCFILE=DD:ENCDATA

/*

/&

* $$ EOJ

Exchanging RSA keys with z/0S
Because Encryption Facility for z/OS is a Java application, it can work with Java keystores
(JKS). You can create a JKS file with Keyman/VSE.

Start the Keyman/VSE tool and create an RSA key pair, as shown in Figure 4-82.

| | Keyman/VSE I
File Options Actions Help
sHE PFPEE ARdEEa s @
| Label | Cettificate Iten GenerateLe“\;Rsﬂey'pa”l Type | VSEUser | Vali
Click on the red light icon to connect ... B [S35LPTT7 -
T e

Figure 4-82 Creating an RSA key pair in Keyman/VSE

After the key is created, click the Save button, as shown in Figure 4-83.

r@ Keyman!VSE—C:\vsecon\;amples\l{eyﬁng.jks“ l =
File Options Actions ﬂelp‘
HE pFEE AReEEe »s @
W‘@ | Certificate Item | Length | Type | VSEUser| Valid
vseKey 1024-bit RSA Key Pair 1024 RSAPrivateKey - -
B | S35LP77 -
3

Figure 4-83 Created RSA key in Keyman/VSE
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In the Save local keyring file window, change the file type to JKS and specify the keystore
password and file name, and then, click OK, as shown in Figure 4-84.

Save local keyring file M
Look In: ||j samples |V| E

[} cwsTEST.JKS
[7) DHE1024.JKS
D Keyring.JKS

File Hame: |zosks.jks |

Files of Type: |JKS (Java Key Store) |V|

PFX Options |  JKS Options | PEM Options |
JKsfilepassword [ ]

Optional: Separate password for private key

Private key password
Retype the key password

| Save !\U Cancel || Help |

Figure 4-84 Save local keyring file window

After saving the file, close the Keyman/VSE window.

The next step is to transfer the JKS file to the z/OS system by using binary FTP.

Encrypting on z/0S and decrypting on z/VSE

The shell script that is shown in Example 4-50 encrypts a file on z/OS by using public key
encryption. We use the zosks. jks file that we created in the previous section. The -rA
parameter references the key label of the RSA key in this keystore.

Example 4-50 Command line for encryption on z/OS

#1 /bin/sh

export LIBPATH=$LIBPATH:/usr/1ib/java_runtime
java -jar /usr/l1pp/encryptionfacility/CSDEncryptionFacility.jar
-0 $1.9pg
-rA vseKey
-keystore zosks.JKS
-keystore-type JKS
-keystore-password mypasswd
-key-password mypasswd
-cipher-name AES_128
-e §1
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Running this script produces the messages that are shown in Example 4-51.

Example 4-51 Script output

RSTU:/SYSE/u/rstu>./pke.sh picture.jpg

CSD0768I Output data can be exchanged with the owner of the key with key ID
254ECD341E2FBEOC.

CSD0051I Command processing has completed successfully.

On the z/VSE side, keys are stored in PRVK members (private/public keys) or CERT
members (public keys). Key IDs® are not maintained on z/VSE.

The output that is shown in Example 4-51 indicates that you can decrypt the encrypted file
when your keystore contains a key with the specified key ID. On a workstation with GnuPG,
this key ID is displayed for each key. On z/VSE, you must specify the name of the z/VSE
library member to decrypt the file.

Before you can decrypt the file on z/VSE, you must transfer the private key to z/VSE. This
process is done by using the Keyman/VSE tool by uploading the private key to z/VSE, as
shown in Figure 4-85.

w»@ ¥

|£:| Keyman/VSE -——-ﬂ

File Options Actions Help
= EBE PERARB=E AN EEREES »= @

| Label | Cettificate Item | Length | Type | VSEUser| Valid
R vseKey 1024-bit RSA Key Pair : 5

View (Text)
[ upload to VSE... I

Export text form...

Export binary form...
Export as PGP public key...
Create VSE server cert request...

o i
1 Copy to clipboard

[s35LP77 v
¥ Delete Delete

Figure 4-85 Upload RSA key to z/VSE in Keyman/VSE

In the next window (see Figure 4-86), specify a z/VSE library member name for the key.
Ensure that the correct keyring library is displayed. Then, click Upload.

Send certificate item to S35LP77 (e S

Crypto Library [cryPTO |.[kEYRING |

Member Name ZOSKEY |PRVK v

Make sure that the VSE Connector Server is started in non-55L mode. |*|

-

| Uploadd| Close || Help
1

Figure 4-86 Send certificate Item to VSE

5 Key IDs are 8-byte values that identify a key in a keystore. The key ID is calculated from the binary key data
according to an algorithm that is described in RFC 2440/4880. Do not assume that Key IDs are always unique.
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After transferring the encrypted file to z/VSE by using binary FTP, the JCL that is shown in
Example 4-52 decrypts the file on z/VSE. It is assumed that the encrypted file was uploaded
into a VSAM data set with file name ENCDATA.

Example 4-52 z/VSE JCL for decrypting a file using a private key

* $$ JOB JNM=EFPGP,CLASS=0,DISP=D

// JOB EFPGP TEST OPENPGP SUPPORT

// LIBDEF *,SEARCH=(PRD2.SCEEBASE,PRD2.PROD,PRD2.DBASE)
// EXEC IJBEFPGP

DECRYPT

RECIPIENT ALIAS=CRYPTO.KEYRING(ZOSKEY)
CLRFILE=DD:CLRDATA

ENCFILE=DD:ENCDATA

/*

/&

* $$ EOJ

4.6.9 Advanced encryption options
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This section describes several variations of GhuPG parameters that we made during our
tests. For a complete description of the GnuPG parameters, see the GnuPG documentation.
In this section, we show our observations testing several of the parameters.

Certain GnuPG parameters are available only through the GnuPG CLI and not through the
Gnu Privacy Assistant. This section primarily shows encryption options that are not available
through the GnuPG GUI. Being familiar with the terms that are used in the RFC 2440/4880
also is helpful.

Encrypt symmetric and with PK

The following command produces an encrypted file containing a PK-encrypted session key
packet plus one SK-encrypted session key packet:

gpg --cipher-algo aes -e -c text.txt

The SK-encrypted session key packet uses the CASTS5 algorithm regardless of what was
specified in the command line. That is, the session key is encrypted with the key as specified
by the S2K values by using the CAST5 algorithm. The PK-encrypted session key packet can
be parsed by Encryption Facility for z/VSE, but the SK-encrypted session key packet cannot
be read by z/VSE because CAST5 is not supported by z/VSE.

The following cipher algorithms can be used for GnuPG: 3des, aes (=aes128), aes192,
aes256, idea, cast5, blowfish, and twofish. For more information about a list of supported
ciphers on z/VSE, see Table 4-2 on page 99.

Note: Although RFC2440 did accept single-key DES (algorithm ID = 6), it was removed in
RFC4880.

On z/VSE, PBE and PKE are mutually exclusive. Only one of the two commands should be
specified in the JCL.
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Encrypting without compression

The following commands produce an encrypted file that contains a PK, encrypted session key
packet followed by a tag 18 packet (literal data is not compressed):

gpg --compress-algo uncompressed --cipher-algo 3des -e text.txt
gpg --encrypt --compress-algo uncompressed --cipher-algo aes text.txt
The following compression algorithms can be used for Encryption Facility:

» Uncompressed

» Zip

» Zlib

BZip2 compression is not supported on z/VSE.

The following command specifies the compression level, but not the compression algorithm:

gpg --encrypt --cipher-algo aes --compress-level 0 text.txt

Valid compression levels are 0 - 9; three of the levels (0, 1, and 9) have special meanings:

0 No compression
1 Best performance
(levels 2 - 8)
9 Best compression, not recommended

The default value is 6, which is a compromise between speed and compression.

All commands produce the same encrypted file structure: a PK encrypted session key packet
is followed by an SK encrypted integrity protected data packet (tag 18), which contains a
literal data packet.

No encryption and no compression

This approach is not possible with GnuPG nor with Encryption Facility for z/OS. You cannot
specify plaintext as the cipher algorithm, although it is specified in RFC4880. Also, Encryption
Facility for z/VSE does not allow the plaintext cipher.

Encrypting without MDC

The following command produces an encrypted file that contains a PK-encrypted session key
packet, followed by an SK-encrypted session key packet, followed by a Symmetrically
Encrypted Data Packet (tag 9), which does not contain an MDC:

gpg --cipher-algo aes --disable-mdc -e -c text.txt

z/VSE always uses MDC for better data integrity, but accepts encrypted data sets without an
MDC in a received PGP message.

Encrypting without using a salt value

GNuPG and Encryption Facility for z/OS provide the -s2k-mode parameter to specify how the
session key is created on the basis of a password. The following values are valid for s2k-mode:

0 Plain PBE (not recommended)
1 Salt-based PBE
3 Salt-based PBE that is iterated (default on z/OS and z/VSE).

For more information about the -s2k-mode parameter, see RFCs 2440/4880.

z/VSE always uses iterated and salted PBE (s2k-mode = 3), but accepts any valid the
-s2k-mode parameter in a received PGP message.
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GnuPG does not allow PBE without the use of a salt value to generate the session key, as
shown in the following example:

gpg --cipher-algo aes --s2k-mode 0 -e -c text.txt
gpg: NOTE: simple S2K mode (0) is strongly discouraged
gpg: you cannot use --symmetric --encrypt with --s2k-mode 0

However, the following example is possible with PKE:

gpg --cipher-algo aes --s2k-mode 0 -e text.txt
gpg: NOTE: simple S2K mode (0) is strongly discouraged
You did not specify a user ID. (you may use "-r"

Encryption Facility for z/VSE issues a warning message when decrypting a session key
packet without a salt value. In this case, the session key is probably insecure.

Encrypting confidential data
The following command encrypts the “for your eyes only” data:

gpg --for-your-eyes-only --cipher-algo aes -e -c text.txt

This data means that the literal data packet contains the reserved string CONSOLE as the file
name. The OpenPGP standard recommends to not save such types of data to disk. Instead,
data is written to the console only. On z/OS and z/VSE, this is the CONFIDENTIAL
parameter.

The GnuPG GUI does not show any hint about confidential data. However, when the
command mode is used, you can verify the following information:

gpg --verbose -d text.gpg

gpg: AES encrypted data

gpg: encrypted with 1 passphrase

gpg: NOTE: sender requested "for-your-eyes-only"
This is some sensitive clear text.

When decrypting confidential data on z/VSE, data is not displayed on the z/VSE console for
obvious reasons. z/VSE does not differentiate the decrypting of confidential and
non-confidential data. However, specifying the parameter CONFIDENTIAL when encrypting
data does cause the Encryption Facility for z/VSE to use the filename “_CONSOLE” in the literal
data packet, as described in RFCs 2440/4880.

S2K count code

OpenPGP specifies an S2K count code, which is a one-byte number expanding to values up
to 65536 according to a formula in RFCs 2440 and 4880. The expanded value is the size of
the hash context that is used to generate the session key out of the password and salt value.
The default value is 96 (hex 0x60), which expands to 65536. This information means that
password and salt are concatenated multiple times up to a length of 65536 bytes. Then, the
specified hash function (parameter -s2k-digest-name) is applied to create the first n bytes of
the key where n is the number of output bytes of the hash function. When n is less than the
wanted key length, the process is repeated as described in RFCs 2440/4880.

The S2K count code can be specified in GnuPG by using the -s2k-count parameter. z/VSE
always uses the default value of 96 when PBE is used, but accepts any count code in an
encrypted PGP message. Encryption Facility for z/OS also does not provide this parameter.
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4.6.10 Observation

This section describes an observation we made during our tests.

Failed to open output file
The symptom and reason are:

» Symptom:

When a z/VSE library member is used with a one-character member type, the following
error occurs:

ERROR: FAILED TO OPEN OUTPUT FILE.
ERRNO=57 RC=10 FDBK=EB
MSG=EDC5057I The open mode string was invalid.

» Reason:

When a z/VSE library member is used as the output file for encryption, you must use a
member type that consists of more than one character. Member types with only one
character cannot be used for ENCFILE.

4.7 z/VSE Navigator GUI for Encryption Facility

The z/VSE Navigator provides a graphical interface for Encryption Facility for z/VSE.

The z/VSE Navigator function provides a limited functionality of Encryption Facility for z/VSE.
The following file types are supported by the z/VSE Navigator interface:

» z/VSE library members
» VSAM files (ESDS, KSDS, RRDS)

It does not allow encrypting tapes and SAM data sets on disk or tape.

The interface requires Encryption Facility for z/VSE to be installed on z/VSE. The availability
of phases IJBEFVSE and IUBEFPGP is selected when the window is opened.
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To encrypt a z/VSE library member, right-click the member and select Encrypt in the z/VSE
Navigator main window, as shown in Figure 4-87.

VSE Navigator - S35LP77 (User=JSCH) - Librarian/PRIMARY/DEMO I e
File Edit Selected Configuration Functions Help
LI ESICYENL L [a][m[=) Fter Lock: [
$ V'SE Navigator = | Member |Description | Path | Creation | Up
¢ l: S35LPTT ) HELLO.TXT —Toxtfin lihcarianiDDIMADY DM 2018/04/05 - 10:50:41
? Librarian Edit
I o (] CRYPTO View
o C11SYSRS e
| o 1 PRD1
& i i
o [1PRD2 Open gnh... |
¢ 1 PRIMARY 3 Submit...
[ $5C 4% cut
:J DEMO Ch copy
[ 1JscH i
1 SUF X = o
II o ] SYSDUMP Delete Celete
o= 1] VSECCOM - 18 Encrypt N
o [}fl POWER {14 Refresh i
o [ vsam Rename l‘
o [&] ICCF =
o BZ) submitted Jobs e
b . S35LP77_via_ATLS Create a new member
o [ VSEBUILD_at_BOEVMSPB 4] Lock >
1 member({s) |1 record(s) |14 block(s) used |0 locked |sorte Hpenes
[ £l

Figure 4-87 z/VSE Navigator main window

You must be familiar with the following rules for encrypting and decrypting:

>

When encrypting a z/VSE library member, a new member that contains the encrypted
data is created.

Encrypted z/VSE library members get a member type of GPG after they are encrypted by
IUJBEFPGP utility. This file extension is also used by the GNU Privacy Guard Open Source
tool, to which EF for z/VSE is compatible in terms of the encrypted data format.

A member type of EFZ (Encryption Facility System z format) is used when encrypting with
utility IUBEFVSE.

Only members with these two member types show the menu choice Decrypt in their
pop-up menu.

Decrypted members receive a member type DECR. The GnuPG tool writes decrypted
files to disk without a file extension.
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» When encrypting VSAM files, the target cluster must exist and can be selected by clicking
Browse, (see Figure 4-88). The same rule applies for decrypting an encrypted VSAM file.
For more information about considerations when encrypting VSAM files, see z/VSE
Administration, SC34-2692.

|£2| Encrypt with Encryption Facility for z/VSE l [W e E 3

Utility to be used

) Use LIBEFVSE (System z data format) ® Use IJBEFPGP (OpenPGP data format)

Input and output dataset

Clear dataset |PRIMARY.DEMO(HELLO.TXT) |~]

Encrypted dataset |PRIMARY.DEMD:HELLD.GPG} | hd | | Browse

® Password-based encryption (PBE) _' Public-key encryption (PKE)

PBE | PKE [ Algorithms | Advanced | Trace |

Algorithms

Cipher lnEs 128 |[~| | Refresh Algos
Some ciphers may not be i On your processor.

Press 'Refresh Algos' to check (LJBEFPGP only).

Compression 7P =

Compression level

[] Data is confidential

[] Use Recordinfo

RECORDINFO is not needed for VSE Library members,
except for binary members, e.g. phases.

| Close || Help |

| Encrypt ﬂ

Figure 4-88 z/VSE Navigator encryption window

For more information about how to use this function, click Help.
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Secure Sockets Layer with z/VSE

In this chapter, we describe the setup of Secure Sockets Layer (SSL) in various scenarios in
which z/VSE acts as server.

The SSL protocol provides security and data integrity for communications between servers
and clients over TCP/IP networks. It uses the public key infrastructure (PKI) with RSA key
pairs and digital certificates on the server and on the client side.

The examples in this chapter are based on the following software:

z/VSE V4R2

TCP/IP for VSE/ESA 1.5E as part of z/VSE 4.1

VSE Connector Server as part of zZ/VSE 4.1 (job STARTVCS)
Java 1.6.0_05 from Sun Microsystems

Keyman/VSE, update from 08/2007

Mozilla Firefox version 2.0.0.6

Microsoft Internet Explorer 6.0

vVVvyVYyVYVYYVYYyY

This chapter includes the following topics:

v

5.1, “Generating the server key and certificates” on page 198
5.2, “SSL setup for Java-based connector’ on page 205

5.8, “SSL setup for web browsers” on page 214

5.4, “Debugging SSL/TLS connections” on page 218

vYyy
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5.1 Generating the server key and certificates

For simplification, we do not purchase certificates from official certificate authorities (CAs),
but create our own set of self-signed certificates. Self-signed certificates are not signed by an
official CA,; therefore, they work in a closed test environment only.

The easiest way to generate all necessary keys and certificates for the z/VSE server side is
by using the Keyman/VSE utility. This tool is provided by IBM without warranty for no charge
and can be downloaded from this web page:

http://www.ibm.com/systems/z/os/zvse/downloads/

Keyman/VSE is a Java application, which is typically installed on a personal computer (PC).
It has the following prerequisites:

Java 1.4 or higher on the workstation side

VSE Connector Client on the workstation side

TCP/IP for VSE/ESA 1.5E on the z/VSE side

z/VSE Connector Server up and running in non-SSL mode on the z/VSE side

vyvyyy

Note: For more information about the software that is used in our examples, see page 197.

Although Keyman/VSE provides many functions for manually creating keys and certificates,
signing certificate requests, and so on, the easiest way to create the necessary files on z/VSE
is by using the Wizard dialog for creating a self-signed keyring. For more information about
the individual Keyman/VSE functions, see the HTML-based help of the Keyman tool.

The first step is to start Keyman/VSE and enter the properties of your z/VSE system. This
information is required later for sending created keys and certificates to z/VSE.

5.1.1 Defining the properties of the z/VSE system

In the main window, click the VSE Host properties button, as shown in Figure 5-1.

E Keyman/V5SE - c\vsecon\samples\Keyring.pfx 10| =|
File Options Actions Help

| @B bNEa| dEj= ] | |

I Alias I [VSE Host properties | I Length I Type I W3E User I valid I

|H saMPLE: 1.2.3.4

Figure 5-1 Select VSE Host properties
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In the VSE Host - Properties window, enter the required information for your z/VSE system.

First, click New to create a z/VSE host definition (see Figure 5-2).

VSE Host - Properties

IP Address I
Park |2893
VSE User IS\"SF\

Mame SAMPLE ¥

Tt
Add
Delete

Change

i

WSE Password

WSE Job Class I.C\

YSE Crypta Library fcrvPTO [KEYRING
Cert. Member Hame [Estor . PRwk/cERT/RoOT
Cert. MappingMember ~ [BSSDCLID . MAPPING
TCP{IP Library |PrD1 |BasE
TCPIIP System ID |
|
[al'4 I Zancel | Help |

Figure 5-2 VSE Host-Properties dialog

Enter a unique name for your z/VSE system, its IP address, the port number of the z/VSE
Connector Server, a z/VSE user ID with its password, and so on.

Then, as shown in Figure 5-3, click Add to add the definition. The Keyman/VSE is now ready

to create the z/VSE server key and the necessary certificates.

VSE Host - Properties

Mame |z9_tPar4 | New |
IP Address [p1528558 Add

Part |28'93— Delete

VSE User IJSCH— hange

WSE Job Class IA_

VSE Password I******** I********

YSE Crypta Library jcrvPTO [KEYRING

Cert. Membar Name [stor .  Pmwk/cCERT/ROOT
Cert.MappingMember  [BSSDCUID . MAPPING

TCP/IP Library |PRD1 |pasE

TCP(IP System ID R
!

QK I Cancel | Help |

Figure 5-3 VSE Host-Properties dialog with the new data
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5.1.2 Creating the z/VSE key and certificates

200

Click the Create self-signed keyring button, as shown in Figure 5-4.

Keyman/VSE - c:\vsecon\samples\Keyring.pfx 10| =l
File Options Actions Help
@B ame sl = |

I Alias I Certificate Item I Length I!‘:‘CrTeate seIF-Isigr:gdrléyringl Valid

| z9_1PAR4 :9.152.85.58

Figure 5-4 Select Create self-signed keyring

Complete the host properties window, as shown in Figure 5-5. Then, click Next.

VSE Host Keyring Properties él
WSE Name [zoiPars
IP Address W
Port I2893—
WSE User T
WSE Password Imwmm*wmm I********
VSE Job Class s |
WSE Crypto Library |crrPTO . [KEVRING
Cert, Member Name IF
WSE TCPJIP Library |PRD1 . |pase
Maybe it's a good idea to open a VSE console now. .,
Cancel == Back Mext = I}l Help |
r‘\‘

Figure 5-5 Specify keyring properties for z/VSE host
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Figure 5-6 shows the window. Specify a password, which is used for protecting the local
keyring file. Keep the No encryption settings for the encryption of public and private items.
Otherwise, depending on your Java runtime, problems might occur when reading the file later.

x|

Mame Ic:\vsecnnlsampleslzg_LPﬂ.R‘}_SSLU1 pfx

Browse... |

Keyring File Password I*******
Rebype password I*******
Encryption of public items IN-:. encryption LI
Encryption of private items IN-:. encryption LI

Password protection |1 1...2000

This keyring File can be directly used an the client side by the
WSE Connector Client, To use it with CWS you musk import it

inko yaur Web Browser,

Cancel | << Back | MNext :’:’f}l Help |
oy

Figure 5-6 File properties of the local keyring

The local keyring file is stored in the PFX format, which is a standard format to store keys and
certificates. PFX files can be imported into web browsers. Another format is Java KeyStore
(JKS), which provides the same security, but is intended for use by Java applications.

After you specify the password, click Next.

Figure 5-7 on page 202 shows the next window in which you specify the key length of your
server key and a unique alias string to identify the key. Listed are the available cipher suites
with the selected RSA key length. This association was removed with TCP/IP fix ZP15E250
(APAR PK33472). For more information, see Table on page 212.
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Generate RSA Key Pair x|

Generate new R3A key pair with skrength:

Key length |1024 bits - I
Alias IvseKey

Available S5L cipher suites with this RSA key length:
09 ; R5A1024_DESCBC_SHA  (56-bit DES)
0OA : RSAL024_3DESCBC SHA  (168-bit Triple-DES)
2F : TLS_RSA_WITH_AES_128_CBC_SHA (128-bit AES)
52 : RSA1024 EXPORT DESCBC SHA  (S6-bit DES)

This RSA key pair will be stared in yaur WSE crypta library
as .PRVK member. Further keys with the same strength will

be created For vour certificates.

Make sure the VSE Connectaor Server is skarted non-S5L!

Cancel | << Back |

Figure 5-7 Generate the RSA key pair

Enter key length and alias. Click Next.

In the next window (see Figure 5-8), enter the personal information for the z/VSE root
certificate. Click Next.

Personal Information for VSE ROOT Ce x|

Cammon nams I'u!SE ROOT Certificate

Qrganizational unit IDeveIopment

Organization IIEM Germany

City[Location IEoeinngen

StateProvince INIA

Counkry IE IGermany (DE) LI
e-mail Izvse@de.ibm.com

Expires I2009-4-25 |1 year LI
Alias W

This certificate will be cataloged an VSE as .ROOT member in
the VSE keyring library.
Mew 1024-bit Key generated, elapsed time: 0 second(s).

Cancel << Back Next => I\!
L

Figure 5-8 Personal information for the root certificate
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In the next window, specify the personal information for the z/VSE server certificate, as shown
in Figure 5-9. Then, click Next.

Cammon name

Organizational unit
Organization
City/Location
State|Province
Counkry

e-mail

Expires

Alias

Personal Information for VSE Server Cel

This certificate will be cataloged on WSE as .CERT member in
the VSE keyring library.

I'u'SE Server Certificate

IDevelnpment

IYour organization

I‘four city/location

IYDur state/province

IE IGermany (DE) LI

|inFo@your.cnmpany.com

[009-4-25 f1year =]

I\rseCert

I Mew 1024-bit ROOT certificate generated.

Cancel | << Back | MNext :’:’!}l
ar

Figure 5-9 Personal information for server certificate

In the next window (see Figure 5-10), enter the personal information for a client certificate. A
client certificate is required only for client authentication.

Click Next.

Camman name

QOrganizational unit
Organization
City/Location
StateProvince
Counkry

e-mail

Expires

Map ko WSE User

Alias

Personal Information for VSE Client Cel |

|VSE Client Certificate

IYour company

IYour organization

IYour lacation

IYour statejprovince

IE IGermany (DE) LI

Ivseclient@your.company.com

[2005-4-25 fyesr =]

15CH (Optional)

IclientCert

Mew 1024-bit server certificate generated.

Cancel | <= Back | Mext }}Nl Help |
LA

Figure 5-10 Personal information for client certificate
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A summary of your input is shown in Figure 5-11.

Create Client/Server Keyring il

Following actions will be performed:

Catalog private key on VSE as 55L01.PRVEK

Catalog ROOT cert on WSE as S5L01.ROOT

Catalog server cert on WSE as 55L01.CERT

Save certs in local keyring file

Catalog client cert on VSE as JSCH.CCERT

Update the client certificate mapping via BSSDCERT

WSE Host: 79_LPAR4 | 9.152.85.58
Keyring Library: CRYPTO KEYRING

Mew 1024-hit client certificate generated.

Cancel | << Back | Finish I\!
oy

Figure 5-11 Summary of the actions to create client/server keyring

Review the information. Ensure that the z/VSE Connector Server is started in non-SSL mode
on the z/VSE side. Then, click Finish.

The actions that were performed are shown in Figure 5-12.

Create Client/Server Keyring |
Following actions will be performed:
Catalog private key on VSE as S5L01.PRVE
v |Cata|og ROOT cert on WSE as 55L01.ROOT
- |Catalog serwer cerk on W5E as S5L01.CERT
v Save certs inlocal keyring file
" |Catalog client cert on WSE as JSCH.CCERT

» |Update the dlient certificate mapping via BSSDCERT

WSE Hosk: Z9_LPAR4 [ 9.152.85.58
Keyring Library: CRYPTO.KEVYRING

Click on the marked buttons to view job output.

Cancel << Back | Closel\!
)

Figure 5-12 Actions successfully performed

You can close the Keyman/VSE tool. Because we do not require the server key on the client
side, the key was not saved to the local file.
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On the z/VSE side, you can control the contents of your keyring by using the LIBR command
LD, as shown in Example 5-1.

Example 5-1 List directory of CRYPTO.KEYRING

LD SSLO1.*
DIRECTORY DISPLAY SUBLIBRARY=CRYPTO.KEYRING DATE: 2008-04-25
TIME: 10:17
MEMBER CREATION  LAST BYTES LIBR CONT SVA A- R-
NAME TYPE DATE UPDATE ~ RECORDS  BLKS STOR ELIG MODE
SSLo1 CERT 08-04-25 - - 724 B 1 YES - - -
SSLo1 PRVK 08-04-25 - - 2048 B 3YES - - -
SSLo1 ROOT 08-04-25 - - 686 B 1 YES - - -

L1131 RETURN CODE OF LISTDIR IS O
LOO1A ENTER COMMAND OR END

Three z/VSE library members are cataloged into CRYPTO.KEYRING. The CERT member contains
the z/VSE server certificate, the PRVK member contains the RSA key pair, and the ROOT
member contains the self-signed z/VSE ROOT certificate.

5.2 SSL setup for Java-based connector

The Java-based connector supports SSL connections from any Java program that is running
outside of z/VSE to the z/VSE Connector Server that is running on z/VSE. For more
information about setting up SSL for use with the Java-based connector, see z/VSE
e-business Connectors, User’s Guide, SC34-2693.

Java programs are available in one of the following formats:

» Java applications, such as the z/VSE Navigator program, which is provided by IBM and
can be downloaded for no charge from the following z/VSE web page:

http://www.ibm.com/systems/z/os/zvse/downloads/

» Java applets or servlets that are running in a Web Application Server environment, such
as IBM WebSphere. For more information about how to set up SSL from a Java servlet
that is running in WebSphere to the z/VSE Connector Server, see WebSphere V5 for
Linux on zSeries Connectivity Handbook, SG24-7042.

The basic SSL setup for the Java-based connector with server authentication is described
next.

Note: For more information about the software that is used in our examples, see page 197.

5.2.1 Setting up z/VSE Connector Server for SSL

On the z/VSE side, you must have the following ICCF members, which are provided in ICCF
library 59, for setting up SSL for the z/VSE Connector Server:

» SKVCSCFG
» SKVCSSSL
» SKVCSCAT

Chapter 5. Secure Sockets Layer with z/VSE 205


http://www.ibm.com/systems/z/os/zvse/downloads/

206

Setting up SKVCSCFG

SKVCSCFG is the template for the main configuration member of the z/VSE Connector
Server. Here, you specify whether SSL is used.

Note: The z/VSE Connector Server can be started in SSL mode or non-SSL mode. If you
want to have SSL and non-SSL clients connecting to z/VSE at the same time, start two
instances of the z/VSE Connector Server in two different partitions, one providing SSL, the
other providing non-SSL connections.

Change the SSLENABLE parameter to YES, as shown in Example 5-2.

Example 5-2 SSL definition in main configuration member (SKVCSCFG)

LR R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

TCP/IP - SERVER SPECIFIC CONFIGURATIONS

- SERVERPORT : THE TCP PORT WHERE THE SERVER IS LISTENING
- MAXCLIENTS : THE MAXIMUM NUMBER OF CONCURRENT CLIENTS

- SSLENABLE : YES/NO - USE SECURE SOCKETS LAYER

B R o R R R R R R S T R S T R

SERVERPORT = 2893
MAXCLIENTS = 256
SSLENABLE = YES

Setting up SKVCSSSL

SKVCSSSL is the template for defining all SSL-related parameters. The most important
parameter, CERTNAME, which changes with each setup, is the name of the z/VSE keyring,
which consists of three z/VSE library members with file type PRVK (the private key file),
ROOT (the root certificate), and CERT (the server certificate).

Change the CERTNAME parameter to the name you used when uploading the members to
z/VSE, as shown in Example 5-3.

Example 5-3 SSL settings in SSL configuration member SKVCSSSL

SSLVERSION = SSL30
KEYRING = CRYPTO.KEYRING
CERTNAME = SSLO1
SESSIONTIMEOUT = 86440
AUTHENTICATION = SERVER

In the first step, we allow all available cipher suites to be used (see Example 5-4).

Example 5-4 Cipher suites setting in SSL configuration member SKVCSSSL

o kkhkkkkhkhkkhkkhhhkhkkhkhhkhkhkhhhkhhkkhhkhhkkhhkhhhkhhkhkhhkhkhkkhhkhkhkkhhkhkhkkhkhkhkhkkhkhkkhkkx
E]

; CIPHERSUITES SPECIFIES A LIST OF CIPHER SUITES THAT ARE ALLOWED
; khkkkkkhkhkhkhhhhhkhkhkhkkkhkhkhkhkhkhhhhhhhkhkkhkhkhkhkhkhkhhhhhhkkkhkhkhkhkhkhkhkhhhhkkkkkhkikk,*
CIPHERSUITES = 3 COMMA SEPARATED LIST OF NUMERIC VALUES

01, ; RSA512_NULL_MD5

02, ; RSA512_NULL_SHA

08, ; RSA512_DESA40CBC_SHA

09, ; RSA1024_DESCBC_SHA

OA, ; RSA1024_3DESCBC_SHA

62, ; RSA1024_EXPORT_DESCBC_SHA

2F, ;3 TLS_RSA_WITH_AES_128_CBC_SHA
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35 ; TLS_RSA WITH_AES_256_CBC_SHA

Now, you must catalog your modified configuration members in the z/VSE library, which are
read by the VSE Connector Server at startup. Use the job template SKVCSCAT that is shown
in Example 5-5.

Example 5-5 Job to catalog configuration members

* $$ JOB JNM=VCSCAT,DISP=D,CLASS=0
// JOB VCSCAT CATALOG VCS CONFIGURATION MEMBERS
// EXEC LIBR,PARM='MSHP'

ACCESS S=PRD2.CONFIG

CATALOG IESVCSRV.Z REPLACE=Y

* $$ SLI ICCF=(SKVCSCFG),LIB=(12)
/+

CATALOG IESSSLCF.Z REPLACE=Y

* $$ SLI ICCF=(SKVCSSSL),LIB=(12)
/+

/*

/&

* $$ EOJ

Because you changed only the main configuration member and the SSL configuration
member, you must catalog only these two members.

After submitting the job that is shown in Example 5-5, restart the z/VSE Connector Server
(see Example 5-6).

Example 5-6 Start of z/VSE Connector Server

R1 0045 // JOB STARTVCS START UP VSE CONNECTOR SERVER
DATE 04/25/2008, CLOCK 10/22/07
R1 0045 IESC1001I BEGINNING STARTUP OF VSE CONNECTOR SERVER

R1 0045 IESC1011I USING CONFIG FILE: DD:PRD2.CONFIG(IESVCSRV.Z)
R1 0045 IESC1012I USING LIBRARIAN CONFIG FILE: DD:PRD2.CONFIG(IESLIBDF.Z)
R1 0045 IESC1013I USING USERS CONFIG FILE: DD:PRD2.CONFIG(IESUSERS.Z)
R1 0045 IESC1014I USING PLUGIN CONFIG FILE: DD:PRD2.CONFIG(IESPLGIN.Z)
R1 0045 IESC1060I USING SSL CONFIG FILE: DD:PRD2.CONFIG(IESSSLCF.Z)

R1 0045 T045: SSL100I IPCRYPTO 01.05 E 10/10/06 11.26 006DC0O00 806E0000 00620E
R1 0045 IESC1018I LOADING PLUGIN: TIESSAPLG

R1 0045 IESC1018I LOADING PLUGIN: TIESHTOHP

R1 0045 IESC1018I LOADING PLUGIN: IESCOMPH

R1 0045 IESC1018I LOADING PLUGIN: TIESVSAPL

R1 0045 IESC1018I LOADING PLUGIN: TESDLIPL

R1 0045 BSD100I IPNRBSDC 01.05 E 10/10/06 07.12 0071D800 05843C00 0583CB80

R1 0045 IESC1002I FINISHED STARTUP OF VSE CONNECTOR SERVER

R1 0045 IESC1003I WAITING FOR CONNECTIONS OF CLIENTS...

The SSL100I message that is shown in Example 5-6 indicates that the server is now in SSL
mode. To verify this mode, you can also use the server’s status command, as shown in
Example 5-7.

Example 5-7 Status of the z/VSE Connector Server

msg rl,data=status
AR 0015 11401 READY
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R1

0045 IESC1029I STATUS COMMAND

R1 0045 SERVER CONFIG FILE
1 0045 CONFIGURATION INFORMATION:
1 0045 MAX NUM. OF CLIENTS
1 0045 TCP/IP SERVER PORT
1 0045 SSL ENABLED

1 0045 SECURITY

R
R
R
R
R

DD:PRD2.CONFIG(IESVCSRV.Z)

256
2893
YES
FULL

The server side is now ready. SSL can now be configured at the client.

5.2.2 Setting up z/VSE Navigator for SSL

This section describes how we use the z/VSE Navigator to support the z/VSE Connector
client. In the example, we use the z/VSE Navigator as the SSL client.

The z/VSE Navigator includes the following prerequisites:

»

»
»
»

Java 1.4 or higher on the workstation side

TCP/IP for VSE/ESA 1.5E on the z/VSE side

z/VSE Connector Client installed on the client side

z/VSE Connector Server up and running in SSL mode on the z/VSE side

Note: For more information about the software that was used in our examples, see page

197.

In the z/VSE Navigator main window, right-click the VSE host icon and select Configure
Host, as shown in Figure 5-13.

- VSE Navigator - z0_ LPARS

File Edit Selected Configuration Functions Help

=0l x|

& VSE Mavigator
= Hos_LPaRr41
=l vseroe

|:_:|..

- [E] Librariar
| POWER
&[5 vsam
& [E] 1CCF
- [R] Subritte
= o)

-] C:\vsecon|C
E-_1D:\

=
E
E

]_] L\
H-_ 1V

z9_LPAR4 at 9.152

Librarian
|iEEl POWER

Connect

Cut
Copy

Paske

Delete

Refresh

Configure ICCF...
4@ Configurs TCPJIP. .
Partition Display

Time and Date Sample Plugin

Figure 5-13 Select Configure Host
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In the Configure Hosts window, select the Use SSL connection option, specify an SSL
properties file to set up, and click Edit, as shown in Figure 5-14.

VSE Navigator - Configure Hosts 5 |
Host |z9_tPar4 | New.. | Delete. .. |
—Settings
Description |29 LPaR4

TCP/IP Address IQ. 152.85.58
Port [2893 Defaulk | &
Default user ID iJSCH

@Jse 551 connection {you must then specify an S5L properties file)

Edit %I File Dialog. ..

551 properties file: Ic:lvsecnnxsampleslssl.prnp

Global timeout (in sec.) IIEU Default |

Save Close | Help |

Figure 5-14 Configure host to use SSL

Verify the settings in your SSL properties file. The SSL properties file is a plain text file, which
contains various SSL settings, including the name and location of your local keyring file, its
password, the level of SSL protocol, and whether you want to use server or client
authentication.

Note: You might want to have a different SSL properties file for each of your z/VSE
systems. For example, for naming PFX files, use the following naming convention for SSL
properties files:

machine_lpar_keyringname.prop

For example: z9 LPAR4 SSLO1.prop

In Example 5-8, z/VSE Navigator displays the SSL properties file with the editor program that
is defined as default viewer in the navigator configuration.

Example 5-8 SSL properties file

# SSL properties file for VSE Connector Client
# Keyring file:

# SSL Version: SSL (SSL 2.0/3.0) or
# TLS (TLS 1.0)

SSLVERSION=SSL
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CIPHERSUITES=TLS_RSA_WITH_AES_128 CBC_SHA,SSL_RSA_WITH_3DES_EDE_CBC_SHA,SSL_RSA_WI
TH_DES_CBC_SHA,SSL_RSA_WITH_NULL_SHA,SSL_RSA WITH_NULL_MD5,SSL_RSA_EXPORT WITH_DES

40_CBC_SHA

o e o e e
# Logon with the client's certificate: YES

# NO

o e o e e

LOGONWITHCERT=NO

In this setup, you include all available SSL cipher suites. These suites must be written in one

line in the file and with no line breaks. As you first set up for SSL server authentication, you
leave the following parameter setting:

LOGONWITHCERT=NO
5.2.3 Connecting to z/VSE by using SSL server authentication

You are now ready to connect to z/VSE.

Right-click the VSE host icon and select Connect in the z/VSE Navigator main window, as
shown in Figure 5-15.

4 VSE Navigator - z0_LPAR4 f -|O] x|

File Edit Selected Configuration Functions Help

=l EIE e =K |

o Description
H Hos_trar4t R
[l VSEROs [E| PowER
8 o —
e e e I
& | POWER Cut
- [ vsam Copy
& [E] 1CCF Paste
- [f7] Submitte S
E-Lcy —
-] Ci\vsecon|D Refresh
E3E [ b ﬁ Configure Host. ..
rel-L_JE) Configure ICCF...
B L _
-1V 0 Configure TCPJIP...
Partition Display
z9_LPAR4 at 9,152, Time and Date Sample Plugin

Figure 5-15 Select Connect
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Figure 5-16 shows the logon window in which you enter your VSE user ID and password.

¥ VSE Navigator . x|

@l Connecting to z9_LPARS

Default user 1D IJSCH
Passwoard I********|

OKS} Cancel | Change Pwd | Help |

Figure 5-16 Logon window

During the connection process, you can view more information about the current SSL session
by selecting Display Server Certificate, as shown in Figure 5-17.

4 VSE Navigator - z9_LPAR4
File Edit Selected Configuration Functions Help

=0l x|

L= S| B

VSE Mavigataor Marme Descripkion
-l Hos_LPAR41 ‘ Librarian
-l vsEroe [EEl POWER
a . Disconnect

Librarian

‘Bl POWER E Open Operator Consale, ..
= vsam Cuit

B L2] ICCF Copy.

[+ ] Submitted J Dot

. ] ol
-G =
-] C\vsecon|Dowl Delete
E3 1 | D\ Refrash
Sj E:' E Canfigure Host. .,
x| v.:l Configure ICCF...
@ Corfigurs TCR/IP...

& Display Server Certificate
; Z9_LPAR4 at 9.152.85.

Partition Disolay

Figure 5-17 Select Display Server Certificate

The z/VSE server certificate box that is shown in Figure 5-18 on page 212 shows that you are
connected by using a 1024-bit RSA key length. The used cipher suite indicates that you are
using AES-128 for encrypting data that is sent over the line.
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VSE Server Certificate from z9_LPARE x|

Yaou are currently connected to 29_|PAR4 via S5L.

VSE Serwer Certificate Information

Subject Name WSE Server Certificate, Your organization, Development

Valid From Fri Apr 25 12:14:11 CEST 2008

Valid ka Sak Apr 25 12:14:11 CEST 2009

Issued by WSE ROOT Certificate, IBM Germany, Development
Serial Na. Hex: 0x0513673E8 , Decimal: 85157691

Current 551 Session Properties

Used Cipher Site TLS_RSA_WITH_AES_128_CBC_SHA

RSA Key Length 1024 bits
S5L Protocal TLSw1
Session Timeauk 86400 seconds

Remote Socket Addr  £0SI04gb. boeblingen.de.ibm.comj9.152.85.58:2893

Help I

Figure 5-18 z/VSE server certificate
For a list of supported cipher suits and their meaning, see Table 4-2 on page 99 in chapter 4.

Notes: Consider the following points:

» When 2048-bit keys are used, you must have a Crypto Express2 or PCI-X
Cryptographic Coprocessor card.

» AES support was introduced with TCP/IP fix ZP15E214 (APAR PK33472).

» AES-128is available as hardware function on IBM System z9® processors and is much
faster than the software implementations that are provided by TCP/IP. It is used
transparently by TCP/IP when available.

» AES-256 is available as hardware function on IBM System z10® processors.

5.2.4 Considerations with client authentication

Because of restrictions that are imposed by Java runtime environments, client authentication
is limited with the Java-based connector. In fact, when we initially shipped the z/VSE
connectors based on Java 1.3, everything worked fine because we used a separate Java
class library from IBM, which provided SSL functions.

With Java 1.4, SSL was included in Java, but since then, Java encountered a problem
handling PFX files. Getting client authentication to work was possible in the test environment
only with Java 1.4.2 from IBM. A solution is to use Java Keystores (JKS) instead of PFX files.

Although JKS was developed by Sun Microsystems and is therefore fully supported by Java,
PFX is usually the format that can be imported in web browsers. Therefore, both are required,
depending on the SSL client.

Because Keyman/VSE and the z/VSE Connector Client do not currently support JKS
keystores, we did not perform client authentication with the Java-based connector.

5.2.5 Using encryption with AES-256

By default, your Java installation does not support AES with key sizes that are greater than
128 bits. However, you have unlimited strength cryptography to use AES-256.
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Because of import-control restrictions that are imposed by some countries, the jurisdiction
policy files that are shipped with Java permit only strong cryptography to be used. An
unlimited strength version of these files (that is, with no restrictions on cryptographic strength)
is available for download from the following web page:

http://www.oracle.com/technetwork/java/javase/tech/index-jsp-136007.html

Complete the following steps to activate unlimited strength cryptography in Java:

1. Replace the files Tocal_policy.jar and US_export_policy.jar in the following directory
of your Java installation, as shown in Figure 5-19:

...\lib\security

=10l x|
J File Edit Wew Favorites Tools Help | ‘?g
J @ Back - \._,-‘I - Ljhf ‘ - Search LEI; Folders | |y |3 x n ‘ '
J Address Iljj C:'\Program Files\Javaljre1.6.0_05Vib\security j Go
Folders * || Name = | Size | Type | Date Modified
= 3 jrel.6.0_05 ;I cacerts 43 KE File 2(22(2008 02:27
33 bin i @java.pnlicy 3KB POLICY File 3/13/2008 15:10
= llj lib java.security 10KBE SECURITY File 3/13/2008 15:10
3 applet javaws.policy 1KB POLICY File 3/13/2008 15:10
=3 cmm @Iocaljolicy.jar_ori 3KB JAR_ORIFile 3/13/2008 15:10
I3 deploy | S _export_policy.jar_ori 3KB JAR_ORIFile 3132008 15:10
) ext @ﬂ U5_export_policy.jar 3KB Filzip file 11/16/2006 18:10
3 fonts @Iocaljnlicy.jar 3KB Filzip file 11/16/2006 18:10
I 1386
I3 im
I) images
|2} management
1L security
I} servicetag
B -
4 | EE | H
|8 objects (Disk free space: 14.6 GE) 70.2KB | = My Computer 4

Figure 5-19 Policy files

2. Restart your Java application.
The same files can also be used to activate unlimited strength cryptography for an IBM Java.

When the z/VSE Navigator is used, specify the following cipher suite in the SSL properties
file:

CIPHERSUITES=TLS_RSA_WITH_AES_256_CBC_SHA

On the host side, be sure that this cipher suite is contained in the list as specified in the
SKVCSSSL as shown in Example 5-9.

Example 5-9 Update SKVCSSSL to use TLS_RSA_WITH_AES_256_CBC_SHA
5 kkkkkkkhkhkhkhhhhkkkkkkkkhkhkhkhkhhhhhhkkhkhkhkhkhkhkhhhhhkkkkkhkhkhkhkhkhkhkhhkkkkkkkkkk*

; CIPHERSUITES SPECIFIES A LIST OF CIPHER SUITES THAT ARE ALLOWED

o hhkkkkhhhkhhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhdhdhhhhdkdhhhhdhdhhdhrdhrdxx
B

CIPHERSUITES = 35 ; TLS_RSA_WITH_AES_256_CBC_SHA
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Notes: Consider the following points:

» AES-256 requires TCP/IP for VSE/ESA 1.5E with fix number ZP15E214 (APAR
PK33472).

» When running on a z9 or earlier, AES-256 is performed in software.

» When running on a z10, AES-256 is provided with the CPU Assist feature (CPACF),
which is used by TCP/IP transparently.

Restart the z/VSE Connector Server. The connection is now encrypted by using AES-256, as
shown in Figure 5-20.

VSE Server Certificate from z9_LPARA . x|

You are currently connected to 28_|LPAR4 via S5L.

~WSE Server Certificate Infarmation

Subject Name WSE Server Certificate, Your organization, Development

Walid From Fri Apr 25 12:14:11 CEST 2008

Valid ko Sat Apr 25 12:14:11 CEST 2009

Issued by WSE ROOT Certificate, IBM Germany, Development
Serial Ma. Hex: 0x05136738 , Decimal: 85157691

—Current 551 Session Properties -

Used Cipher Site TLS_RSh_WITC_SHA

RSA Key Length 1024 bits
S5L Protocal TLSv1
Session Timeauk 86400 seconds

Remote Socket Addr  £0SI04gb. boeblingen.de.ibm.com|9.152.85.58:2893

Figure 5-20 z/VSE server certificate

5.3 SSL setup for web browsers

This section describes the SSL setup for a web server environment that uses the HTTP and
TLS daemons. For more information about the software that was used in our examples, see
page 197.

Setting up SSL for the HTTP protocol is based on the SSL daemon that is provided by TCP/IP
for VSE/ESA. The following modes are available:
» SSL in native mode

SSL traffic goes directly to the SSL enabled daemon on z/VSE. Native mode is supported
by the HTTP daemon only. In addition to the HTTP daemon, you must define a TLS
daemon on the same port. The HTTP daemon then receives all SSL-related settings from
the related TLS daemon.

» SSL in pass-through mode

This mode must be used for secure Telnet, but can also be used for HTTP. Also, here we
must define a TLS daemon. The difference in native mode is that we use the PASSPORT
parameter to route SSL traffic from an unsecured daemon to the SSL daemon.

The preferred method is native mode. How to set it up is described next.
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5.3.1 Setting up SSL native mode with HTTPD

In this section, we show an example for setting up native mode SSL with an HTTP daemon.
The setup uses the z/VSE keyring members as described in 5.1.2, “Creating the z/VSE key
and certificates” on page 200.

Add the definitions to your TCP/IP IPINIT member, as shown in Example 5-10.

Example 5-10 Define TLS daemon

DEFINE TLSD,ID=TLSD1, ID of this SSL/TLS daemon
PORT=443, Default HTTPS port
PASSPORT=443, Native support
CIPHER=2F350A096208, Allowed cipher suites
CERTLIB=CRYPTO, Library name
CERTSUB=KEYRING, Sublibrary name
CERTMEM=SSLO1, Member name
MINVERS=0300, Minimum version required
TYPE=1, SSL server authentication
DRIVER=SSLD Driver phase name

In the definition, the PORT and the PASSPORT parameters are identical, which indicates native
SSL mode. Also, the HTTP daemon must specify the same port number, as shown in
Example 5-11.

Example 5-11 Define HTTP daemon

DEFINE HTTPD,ID=HTTPS, ID of this HTTP daemon
PORT=443, Default HTTPS port
COUNT=3, Start 3 sessions
ROOT=PRIMARY.HTTPS, Location of index.htm]l
CONFINE=YES, Confine to a specific 1ib
DRIVER=HTTPD Driver phase name

Note: Defining multiple HTTP daemons to have multiple parallel sessions available is
useful. In Example 5-11, we set the COUNT parameter to 3, which starts three internal HTTP
daemons.

To display a simple welcome page, add an index.html file to the z/VSE sublibrary
PRIMARY.HTTPS, Example 5-12. This sublibrary is the document root of the HTTP server.

Example 5-12 Contents of file index.html|

<HTML>
<head>
<TITLE>Greetings from VSE</TITLE>
</head>
<body>

<h2>Hello world</h2>
<p>

</body>
</html>
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The HTML statements are stored as index.htm1 in PRIMARY.HTTPS. You can verify by using the
LIBR command LD, as shown in Example 5-13.

Example 5-13 List directory of sublibrary PRIMARY.HTTPS

LD *.*

DIRECTORY DISPLAY SUBLIBRARY=PRIMARY.HTTPS DATE: 2008-04-25
TIME: 11:24

MEMBER CREATION  LAST BYTES LIBR CONT SVA A- R-

NAME TYPE DATE UPDATE ~ RECORDS  BLKS STOR ELIG MODE

INDEX HTML 07-08-17 - - 4 R 1 YES - - -

L1131 RETURN CODE OF LISTDIR IS O
LOO1A ENTER COMMAND OR END

Before trying to connect, see 5.3.2, “Considerations on $WEB user” on page 216.

5.3.2 Considerations on SWEB user

216

TCP/IP 1.5E requires the special user ID $WEB to allow a web browser to connect to the
HTTP daemon. This user can be defined in the IPINIT member, as shown in the following
example:

DEFINE USER,ID=$WEB,PASSWORD=$WEB,WEB=YES

The user also can be defined as a z/VSE user ID so that the $WEB user is known to the BSM.
This is described in APAR PQ87041, which is the IBM APAR for TCP/IP service pack 1.5E. If
the $WEB user is not known, the following error occurs from the BSM:

F7 0100 BSST20I INVALID USER ID $WEB IP ADDRESS = 9.152.216.58
F7 0098 IPN755I Fail File OpenRead $WEB 9.152.216.58 1288 PRIMARY

The APAR problem summary is available from the following Service and Support web page:
http://www.ibm.com/systems/z/os/zvse/support/

It states that the following special users must be defined in TCP/IP for the various IP
protocols:

DEFINE USER,ID=$WEB,PASSWORD=$WEB,WEB=YES
DEFINE USER,ID=$LPR,PASSWORD=$LPR,LPR=YES
DEFINE USER,ID=$EVENT,PASSWORD=$EVENT,LPR=YES
DEFINE USER,ID=$LPD,PASSWORD=$LPD,LPD=YES
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Notes: To avoid security exposures, consider the following points:

» As an example, when $WEB is defined as an administrator, everything works, but the
system is now open for anyone who knows about the $WEB user and its publicly known
password. Therefore, you must define SWEB as normal user and restrict the access
rights of SWEB to a minimum with the BSM batch security. This configuration implies
that you IPL your system with SYS SEC=YES to use the batch security. A good practice
is to use this option.

» When $WEB is defined in the IPINIT member only and not known to the BSM, you must
turn off IP security so that is works. Otherwise, BSM rejects the file access when
contacted by the HTTP daemon to access the index.htm] file because the user is
unknown. However, turning off IP security because you want to run an HTTPD is likely
not what you want.

5.3.3 Connecting to HTTPD by using a web browser

Because we are using the default port 443 for secure HTTPS connections, we can omit the
port number in the URL.

When defining the z/VSE server certificate as described in 5.1.2, “Creating the z/VSE key and
certificates” on page 200, we specified VSE Server Certificate as the Common Name. Web
browsers usually expect the common name in the received server certificate to be the same
as the IP address or symbolic name of this server. When a mismatch exists, the security
message that is shown in Figure 5-21 appears.

Security Error: Domain Name |

‘You have attempted to establish & connection with "3. 152.85.58",
However, the security certificate presented belongs to "VSE Server
Certificate”, It is possible, though unlikely, that someone may be
trying to intercept your communication with this web site.

If you suspect the certificate shown does not belong to
"9,152.85.58", please cancel the connection and notify the site
administrator.

View Certificate |

Figure 5-21 Domain name mismatch

Click OK.
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The browser window with the sample HTML opens, as shown in Figure 5-22.

9 Greetings from VSE - Mozilla Firefox B ] |
Fle Edit View History Bookmarks Tools Help

Hello world
| Done | 9.152.85.58 @&

Figure 5-22 Browser with example output

For more information about checking the available SSL cipher suites in Microsoft Internet
Explorer, see 5.3.4, “Configuring ciphers in Internet Explorer” on page 218. If you do not
receive any errors, or you do not want to force any specific cipher suite for your SSL
connection, you can skip that section.

5.3.4 Configuring ciphers in Internet Explorer

SSL cipher suites are not visible through any Internet Explorer dialogs. Instead, they are
defined in the Windows registry; therefore, they affect your entire computer. For more
information, search the Microsoft Support knowledge database by using keyword “SSL cipher
suites™:

http://support.microsoft.com

5.4 Debugging SSL/TLS connections

This section shows how you can activate tracing of SSL/TLS connections with TCP/IP for
VSE/ESA on z/VSE and on the workstation.

5.4.1 Tracing on z/VSE

To activate tracing on z/VSE, catalog the phase $SOCKDBG in your TCP/IP sublibrary on
z/VSE, as shown in Example 5-14.

Example 5-14 Catalog job for $SOCKDBG

* $$ JOB JNM=SOCKDBG,CLASS=A,DISP=D
// JOB $SOCKDBG

// OPTION CATAL

// LIBDEF *,CATALOG=1ib.sublib

// EXEC ASMA90,SIZE=ASMA90

PUNCH ' PHASE $SOCKDBG,* '
$SOCKDBG CSECT
SOCKDBG  CSECT, GENERATE A PHASE X
FLO1=$DBGWLST, +DBGWLOG, MESSAGES TO SYSLST AND SYSLOG X
FLO2=$DBGISON,  DEBUG IS ON X
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FLO3=$DBGNONE,  NONE

MSGT=$DBGALL, ISSUE ALL DIAGNOSTIC MESSAGES

DUMP=$DBGNONE, ~ NO DIAGNOSTIC SDUMPS FOR IPNRBSDC

SSLD=$DBGSDMP,  YES DIAGNOSTIC SDUMPS FOR IPCRYPTO

CIAL=$DBGSDMP,  YES DIAGNOSTIC SDUMPS FOR IPDSCIAL

CECZ=$DBGNONE NO DIAGNOSTIC SDUMPS FOR CIALCECZ
END  $SOCKDBG

>< X< X X X

/*
// EXEC LNKEDT,SIZE=512K
/*

/&

* $$ EOJ

Ensure that the SSL server on z/VSE (for example the z/VSE Connector Server) uses option
NOSYSDMP so that the trace output, which consists of many small SDUMPs, is written to
SYSLST.

You also should specify the following statement in your job:
// UPSI 1

5.4.2 Tracing in Java

To activate SSL/TLS tracing in a Java application, such as z/VSE Navigator, use the Java
DEBUG option, as shown in the following example:

java -Djavax.net.debug=all com.ibm.vse.navigator.VSENavigator %*

In this example, you modify the run.bat file of the z/VSE Navigator installation.
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CICS Web Support security

In this chapter, we describe the SSL setup for CICS Web Support (CWS) in scenarios with
z/VSE acting as server.

The CICS Transaction Server is the central component of z/VSE. By using CWS, you can
communicate with CICS TS from a web browser to start transactions. The transactions might
have different security requirements when they are used from CWS.

Therefore, we described the following levels of CWS security:

» CWS without security
» Secured CWS with server authentication
» Secured CWS with client authentication

After the CICS setup, we describe the customization steps of different web browsers.
In the last section of this chapter, we provide more service hints.

This chapter includes the following topics:

6.1, “Introduction” on page 222

6.2, “Setting up CWS” on page 222

6.3, “Setting up secure CWS” on page 224

6.4, “Client setup with Mozilla Firefox” on page 228

6.5, “Client setup with Microsoft Internet Explorer” on page 237
6.6, “Setting up for client authentication” on page 243

6.7, “Observations” on page 248

vyVVvVyVYyVvYyVYYVvYYyY
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6.1 Introduction

Secure CWS requires RSA key pairs and digital certificates on the server and on the client
side. For more information about getting keys and certificates, see 5.1, “Generating the server
key and certificates” on page 198.

In the examples, we use the following software:

z/VSE V4R2

TCP/IP for VSE 1.5F

z/VSE Connector Server as part of z/VSE V4R2
CICS TS 1.1 as part of z/VSE V4R2

Microsoft Windows XP Professional, SP2

Java 1.6.0_03 from Sun Microsystems
Keyman/VSE, update from 08/2007

Microsoft Internet Explorer 6.0

Mozilla Firefox 2.0.0.11

VVYyVYyYVYVYVYVYYVYY

Up to CICS TS V2.1, SSL/TLS support for CWS was based on TCP/IP for VSE.

CICS TS V2.2 (z/VSE 6.2) can choose between the SSL/TLS implementation from CSI and
OpenSSL. OpenSSL provides more advanced security features, such as:

» Elliptic Curve Cryptography (ECC)
» Diffie-Hellman based key exchange
» More cipher suits

The implementation is based on the IBM provided BPX callable services. To select the
wanted SSL/TLS functionality, you can use the “/ SETPARM BPX$GSK” variable.

6.2 Setting up CWS

222

For more information about how to configure CICS Web Support, see CICS Transaction
Server for VSE/ESA Enhancements Guide, SC34-2685.

Setting up CWS includes the following overall steps:

1. Modify the DFHSITSP skeleton.

To activate CWS, you must modify a copy of the job skeleton DFHSITSP in ICCF
library 59. Change the parameter TCPIP=NO to TCPIP=YES and submit this job.

2. Create a conversion table.

A conversion table phase is required. It is used by CWS to convert incoming requests to
EBCDIC and outgoing responses back to ASCII. You can use the job skeleton of the
default table DFHCNV from ICCF library 59 to create such a phase.

3. Apply changes in TCP/IP.

As the last point in the list of changes, TCP/IP requires certain modifications. A DNS
server should be provided to allow the mapping from IP addresses to host names and vice
versa. In addition, TCP/IP must know its own host name and IP address. In the example,
you add the following statement to the TCP/IP IPINIT member:

DEFINE NAME,NAME=VSERO06,IPADDR=9.152.84.115
4. Define a TCP/IP service.
5. Recycle CICS.
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For more information about the definition of the TCP/IP service, see 6.2.1, “Defining the
TCP/IP service” on page 223.

6.2.1 Defining the TCP/IP service

Use the CEDA transaction to define a TCP/IP service. SSL is in use, as shown in Figure 6-1.

OVERTYPE TO MODIFY CICS RELEASE = 0411
CEDA DEFine TCpipservice( NOSSL )
TCpipservice : NOSSL
Group : EXTRACT
Description ==>
Urm ==>
Portnumber ==> 01082 1-65535
Certificate ==>
STatus ==> Open Open ! Closed
SSs1 ==> No Yes ! No ! Clientauth
Attachsec ==> Verify Local ! Verify
TRansaction ==> CWXN
Backlog ==> 00001 0-32767
TSgprefix ==>
Ipaddress ==>
SOcketclose ==> No No ! 0-240000

Figure 6-1 Define TCP/IP service in CICS

Activate your changes, as shown in the following example:

CEMT SET TCPIPS(NOSSL) CLOSED
CEDA INSTALL TCPIPS(NOSSL) GROUP(EXTRACT)

An important point is that TCP/IP must be started before CICS is started; otherwise, CICS
cannot open the TCP/IP service. This issue might be a problem during IPL. After defining the
TCP/IP service, you can recycle CICS and then the new TCP/IP service should be open
when CICS is up again.

After recycling CICS, you can use the CEMT transaction to check whether the TCP/IP service
is open, as shown in Example 6-1.

Example 6-1 Get the status of TCP/IP service NOSSL

171 cemt i tcpips(noss1)

F2-0171

F2 0173
Tcpipservice(NOSSL)
Backlog( 00010 )
Connections(0000)
Port(01082)
SsTtype(Noss1)
Openstatus( Open )
Transid(CWXN)
Urm( DFHWBADX )
Ipaddress(9.152.84.115)
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To ensure that TCP/IP is initialized before CICS, you can modify the USERBG procedure (see
skeleton SKUSERBG in ICCF library 59) to have CICS waiting until TCP/IP is up and running.
In the following example, IESWAIT is started with parameter 07, which indicates the TCP/IP
partition (F7), as shown in the following example:

// PWR PRELEASE RDR,TCPIP0O0 TCP/IP
// EXEC IESWAIT,PARM='07'

6.2.2 Connecting to CWS

To determine whether the connection to CWS is working, you can start the transaction CEMT,
as shown in Figure 6-2.

] acs web Interface 3270 screen emulation - CEMT - Microsoft Ii

J File Edit Wew Favorites Tools Help

A - 5 -
J j Back - g ~ Iﬂ Ig o ‘ , !Search 5 7 Favorites 45 ‘ J=
J Address @ http:/f2. 152,84, 115: 108 2/dics fowba/dfhwbtia/cemt

CICS Web Support ;

CICS Web Interface 3270 screen emulation -
]

STATUS: ENTER ONE OF THE FOLLOWING
Discard
Inguire
Perform
Set
-
1| | »
|&] Dane l_ l_ l_ l_ l_ @ Internet 4

Figure 6-2 CWS output of the transaction CEMT

The next section describes how the previously defined CWS is SSL-enabled.

6.3 Setting up secure CWS

A CICS TCP/IP service must be defined for CWS with SSL. For simplification, we call it SSL.
When defining the TCP/IP service SSL, you can duplicate your previously defined NOSSL
service. Enter the following CICS transaction:

CEDA V TCPIPS (*) GR(*)

To create the SSL service, use the copy command, as shown in Example 6-2 on page 225.
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Example 6-2 Create service SSL as copy of service NOSSL

ENTER COMMANDS
NAME TYPE GROUP
NOSSL TCPIPSERVICE EXTRACT copy as(ssl)

Example 6-3 shows that the newly defined TCP/IP service appears in the list when the
services are displayed again.

Example 6-3 View TCP/IP services
ENTER COMMANDS

NAME TYPE GROUP
NOSSL TCPIPSERVICE EXTRACT
SSL TCPIPSERVICE EXTRACT

6.3.1 Configuring the TCP/IP service for SSL

The following SSL-related parameters that must be configured for the TCP/IP service:
» SSL

Specify Yes for SSL server authentication or Cl1ientauth for SSL client authentication. For
more information, see 6.6, “Setting up for client authentication” on page 243.

» Certificate

This parameter is the member name of the VSE keyring members that consists of a
PRVK, CERT, and ROOT member type.

» Portnumber

This parameter is the number of the secure CWS port.
The TCP/IP service SSL contains the definition from the NOSSL service. Use the CEDA ALTER
command to modify the TCP/IP service SSL. Change the SSL parameter to Yes, use a

currently free TCP/IP port number, and specify the name of the VSE keyring members' in the
Certificate field, as shown in Figure 6-3.

OVERTYPE TO MODIFY CICS RELEASE = 0411

CEDA ALter TCpipservice( SSL )

TCpipservice : SSL

Group : EXTRACT

Description ==>

Urm ==> DFHWBADX

Portnumber ==> 01083 1-65535

Certificate ==> CWSO1

STatus ==> Open Open ! Closed

Ss1 ==> Yes Yes ! No ! Clientauth
Attachsec ==> Verify Local ! Verify
TRansaction ==> CWXN

Backlog ==> 00010 0-32767

TSgprefix ==>

Ipaddress ==>

SOcketclose ==> No No ! 0-240000

Figure 6-3 Alter TCP/IP service SSL

After configuring the TCP/IP service, more changes must be made in the CICS initialization.

! For more information about creating a self-signed keyring, see 5.1, “Generating the server key and certificates” on
page 198.
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6.3.2 Configuring the CICS system initialization parameters

The following CICS initialization parameters must be configured for SSL:

» Encryption strength
» Key file
» SSL delay

These parameters are configured in the DFHSITSP job. You can use the skeleton DFHSITSP
in ICCF library 59 and change them, as shown in Example 6-4.

Example 6-4 Update DFHSITSP for SSL

* $§ JOB JNM=DFHSITSP,CLASS=A,DISP=D,NTFY=YES

* $§ LST CLASS=Q,DISP=H

// JOB DFHSITSP ASSEMBLE

// LIBDEF *,CATALOG=PRD2.CONFIG

// LIBDEF SOURCE,SEARCH=(PRD1.BASE,PRD1.MACLIB)

// OPTION CATAL,LIST

// EXEC ASMA90,SIZE=(ASMA90,64K),PARM="EXIT(LIBEXIT(EDECKXIT)),SIZE(MAXC

-200K,ABOVE) '
T R L L Tty
* *
*  5686-CF7 (C) COPYRIGHT IBM CORP. 1984, 2004 *
* *

R e T R R S R R R e R L e R

TITLE 'DFHSITSP FOR CICS TS APPLID DBDCCICS'
PUNCH ' CATALOG DFHSITSP.OBJ REP=YES'

DFHSIT TYPE=CSECT, *
I:ZIII(.:RYPTION=STRONG, SSL ENCRYPTION *
I.(I:ZiFILE=CRYPTO.KEYRING, KEY RESIDENCE FOR SSL *
éél'_DELAY=600, DELAY FOR SSL CONNECTION *
[')l'Jl‘.4MY=DUMMY TO END MACRO

END  DFHSITBA
/%
// IF $MRC GT 4 THEN
// GOTO NOLINK
// EXEC LNKEDT,PARM="MSHP'
/. NOLINK
/%
/&

Encryption strength

Unlike configuring SSL for HTTP, Telnet, or FTP, where client and server specify the SSL
cipher suites explicitly, CICS Web Support knows three levels of encryption strength: weak,
normal, and strong. These levels are mapped to the list of SSL cipher suites, as listed in

Table 6-1.
Table 6-1 Available cipher suites for CWS
CiCcs Hex Cipher Encryption
parameter | code | suite strength
WEAK 01 SSL_RSA_WITH_NULL_MD5 No encryption
02 SSL_RSA_WITH_NULL_SHA No encryption
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cics Hex Cipher Encryption
parameter | code | suite strength

NORMAL 08 SSL_RSA_EXPORT_WITH_DES40_CBC_SHA 40 bits

09 SSL_RSA_WITH_DES_CBC_SHA 56 bits
STRONG 0A SSL_RSA_WITH_3DES_EDE_CBC_SHA 1122 bits
62 RSA1024_EXPORT_DESCBC_SHA 56 bits

a. The key length of triple-DES is often stated as 168 bits, but it effectively results in an encryption
strength of 112 bits.For more information, see Table 4-2 on page 99.

Note: Consider the following points:

» The TCP/IP fix number ZP15E250 (APAR PK33472) removes the restriction that some
cipher suites can be used with a specific RSA key length only. Therefore, you can use
each cipher suite with each possible RSA key length. As of this writing, z/VSE supports
RSA key lengths of 512, 1024, and 2048 bits.

» CWS does not support the AES encryption algorithm, which is the reason that the
AES-related cipher suites 2F and 35 are not listed.

» If you did not install TCP/IP fix ZP15E250 (APAR PK33472), the cipher suites NULL_MD5
(X'01'), NULL_SHA (X'02'), and DES40_CBC_SHA (X'08') must have a 512-bit key on
the VSE side. They cannot be used with a 1024-bit key.

» The CICS Transaction Server supports SSL 3.0 handshaking only.

Key file

The key file parameter specifies the library and sublibrary name of the z/VSE keyring library.
In this case, it is CRYPTO.KEYRING. For more information, see 5.1, “Generating the server key
and certificates” on page 198, where we cataloged the keyring members into this sublibrary.

SSL delay

The SSL delay parameter specifies the length of time in seconds for which CICS retains
session IDs for secure socket connections. Session IDs are tokens that represent a secure
connection between a client and an SSL server. While the session ID is retained by CICS
within the SSLDELAY period, CICS can continue to communicate with the client without the
significant overhead of an SSL handshake. The number is a value of seconds 0 - 86400 (the
default is 600).

After cataloging the changes in DFHSITSP and recycling CICS, the SSL setup is complete.
We now must configure the client side, which means importing the certificates into the web
browsers.
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6.3.3 Configuring OpenSSL

With CICS TS V2.2 (z/VSE 6.2), the secure CWS implementation can use the OpenSSL
functions. The implementation is based on the IBM provided BPX callable services. This
feature enables the use of vendor-independent SSL/TLS functionality. To select the wanted
SSL/TLS functionality, you can use the “// SETPARM BPX$GSK” variable. Table 6-2 shows
how to enable usage of OpenSSL.

Table 6-2 Enabling OpenSSL usage

Scope

Configuration member

Variable specification

Use OpenSSL system-wide

System startup (USERBG)

// SETPARM SYSTEM
BPX$GSK =

Specific job

CICS startup job (SKCICS)

// SETPARM BPX$GSK =

The z/VSE default system setup is to use the vendor provided SSL functions from CSI. To use
the OpenSSL functionality, request it by way of BPX$GSK variable, the BPX$GSK variable

values are listed in Table 6-3.

Table 6-3 Select SSL /TLS implementation

Variable value

Description

Variable not set

Default to CSI’s SSL implementation

Csil

Select CSI’s implementation explicit

IJBGSKOS

Use OpenSSL in Metal-C

OpenSSL requires keys and certificates in OpenSSL PEM format.

6.4 Client setup with Mozilla Firefox

The self-signed root certificate must be imported into the Mozilla Firefox certificate store. To
prevent losing the contained private key, import the entire PFX file into Firefox.

Note: Mozilla Firefox does not accept normal or weak encryption as specified in the
DFHSITSP. You must specify strong encryption. We are unable to find any information
about how and where cipher suites can be configured for Firefox.
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6.4.1 Importing the z/VSE certificates during session establishment

One possible way to import the z/VSE certificates into the Firefox certificate store is to
connect. You are prompted to accept or reject the received server certificate, as shown in
Figure 6-4.

Website Certified by an Unknown Authoriby i : =l

Unable to verify the identity of 9.152.84.115 as a trusted site,

——'  Possible reasons for this error:
- Your browser does not recognize the Certificate Authority that issued the site's certificate.
- The site's certificate is incomplete due to a server misconfiguration.
- You are connected to a site pretending to be 9.152.84. 115, possibly to obtain your
confidential information.

Please notify the site's webmaster about this problem.

Before accepting this certificate, you should examine this site's certificate carefully. Are you
willing to to accept this certificate for the purpose of identifying the Web site 9.152.84. 1157

Examine Certificate. ..

¥ { Accept this certificate permanently!

" Bocept this certificate temporarily for this session
¢ Do not accept this certificate and do not connect to this Web site

Ok I Cancel |

Figure 6-4 Accept certificate for Firefox

You can accept the z/VSE server certificate permanently and click OK. When you open the
Firefox certificate store, you see the imported certificate under the Web Sites tab, as shown in
Figure 6-5.

) Certificate Manager R =10l x|

Your Certificates | Other People’s  Web Sites | Authorities I

‘You have certificates on file that identify these web sites:

Certificate Name | Purposes |E|
[=] IBM

E---BLBXGHHE.bc:ueblingen.de.it:«m.cc:m Client, Server
[=] IBM Germany

\.3,152,84.115 Client, Server

Wiew Edit Impart Delete

Figure 6-5 View certificates on Firefox
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6.4.2 Manually importing the z/VSE certificates into Firefox

Another possibility is to import the certificate manually. In the Firefox main window, click
Tools — Options. In the Options window, select Advanced — Encryption, as shown in
Figure 6-6.

WO @R s Qe

Main Tabs Content  Feeds  Privacy  Security  Advanced

~ Protocols

¥ Use 55L 3.0 ¥ UseTLs 1.0

~ Certificates
When a web site reguires a certificate:

& Selectone automatically ¢ Ask me every time

View Eerh’ﬁmh&g Revocation Lists Verification Security Devices
|

)

OK I Cancel Help

Figure 6-6 Import certificate into Firefox manually

Click View Certificates. The following choices are available:

» Importing the complete z/VSE keyring file
» Importing the selected z/VSE server certificate
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Importing the complete z/VSE keyring file
Select tab Your Certificates and click Import, as shown in Figure 6-7.

¥ Certificate Manager

You have certificates from these organizations that identify you:

Other People'sl Web Sites I Authorities I

Certificate Name

| Security... | Purposes | Serial Mumber | Expires On |E|

=] IBM
AJser Certificate

Wiew Backup

Software ... <Unkno... 0B:E8:67:88 5/14/2008

Backup All | Import%| Delete |
L4

B

=10 x|

Figure 6-7 Import your certificate

In the File name to restore window, select the z/VSE keyring file and click Open, as shown in

Figure 6-8.

File Name to Restore

Loalk in: I [~ samples

E O X

2%

Edpollux PARS_RSA1024.pfx
F=3PolluxLPAR4_RSAZ048.pfx
sectelz.pﬁ(
secbel.pﬁc
EATo01PARS_MEX1.pf
f53T29.PARS_MODEXPO 1.pfix
EATo01PARS_PTF1.pfx
EAT291PARE_PTF12048.pfx

&5 VSERDG f

A pcom_exported dient_cert.p12
AP ollux. pfx

i Pollux_RSA2048.pfk
APolluxLPARS_KMTEST.pfx

A Pallux PARS RSA512.pfx

F=3vsERDE_PUBPRIV.pfi

File name: [VSERDE_CWSD1.0fx

My Network
Flaces

Files of type:

|PKCS12 Files

Figure 6-8 Open the z/VSE keyring file
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As shown in Figure 6-9, enter the password of the z/VSE keyring file that you specified when
the file with Keyman/VSE was created, as described at 5.1, “Generating the server key and
certificates” on page 198.

Password Entry Dialog : : |

Please enter the password that was used to encrypt this
certificate backup.

Password: I “““ 4

oK [ I Cancel

Figure 6-9 Enter the password of the keyring file

Click OK. A confirmation message is displayed, as shown in Figure 6-10.

Successfully restored your security certificate(s) and private key(s).

!

AN

Figure 6-10 Keyring successfully stored

Click OK to return to the Certificate Manager window, as shown in Figure 6-11.

%) Certificate Manager ; =10 =|

Your Certificates | Other People's | Web Sites | Authorities |

You have certificates from these organizations that identify you:

Certificate Name | Security... | Purposesl Serial Number | Expires On |E|
[=] IEM
\.User Certificate Software ... <Unkno... 0B:E8:67:88 5/14/2008
(=] IBM Germany
E---CWS Client Certificate Software ... <Unkno... 4F:DB:D1:03 1/31/2009
E---CWS ROOT Certificate Software ... <Unkno... 4F:DA:58:7C 1/31/2009

Wiew Backup Backup Al

Delete |

eyl

Figure 6-11 Certificate Manager

The following certificates are imported:

» CWS root certificate can now be used to verify the z/VSE server certificate when
establishing an SSL connection.

» The client certificate is not used.

Importing the z/VSE certificate selectively

When importing the complete z/VSE keyring file, the required root certificate was imported.
Another method that can be used is to import only the z/VSE server certificate into the
certificates under tab Web Sites. Then, trust must be established manually. The z/VSE root
certificate is not used in this case.
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The import window under Web Sites does not accept complete keyring files (PFX), but

prompts the user for a binary certificate file that contains only one certificate. You can use
Keyman/VSE to export the z/VSE server certificate into a binary file.

Start Keyman/VSE again and open the z/VSE keyring file. Right-click the z/VSE certificate

and select Export binary form, as shown in Figure 6-12.

KeymanfVSE - C:\vsecon\samples\VSERDGE CWS01.phx

Export text Form, ..

Export binary form. .. k

Copy to clipboard

ol x|
File Options Actions Help
| @B amee| fEmca] | o
I I Alias I Certificate Tkem I Lenagth I Type I WSE User I Valid I
B rootCert CWS ROOT Certificate 1024 ROOT = Yes
I=# WvseCert 9.152.84.115 - R
2 dientCert WS Client Certificate ECHEIR ht : Yes
Delete

Upload ko WSE...

{E v=Eros : 9.152.84.115

Figure 6-12 Export z/VSE server certificate

Specify a file name with file extension .cer and save the file. You can now import this binary
certificate file into Firefox. Ensure that tab Web Sites is selected and click Import, as shown

in Figure 6-13.

¥ Certificate Manager

Your Certificates I Other People's\_Web Sites ) awthorities I

‘fou have certificates on file that identify these web sites:

=10l ]

Certificate Name | Purposes

[=/ IBM

“.BL3¥GHHE boeblingen. de.ibm.com Client,Server

View Edit | I.mportkl ! Delete

OK |

Figure 6-13 Select tab Web Sites to import certificate
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Select the binary certificate and click Open, as shown in Figure 6-14.

Select File containing Web Site certificate to import e |
Look in: Iﬂsamples j @ 5 i

I )com
| )soap

2 iows0 1.cert.cer

File name: Icwsm.ceﬂ.cer j Open [: I
=

Files of type: ICartiﬁcate Files

Figure 6-14 Open the certificate

The z/VSE certificate is now imported, but the SSL connection does not work until you specify
to trust this certificate. When importing the complete z/VSE keyring file, the trust was
established during the import step, because the process also read the z/VSE root certificate.

Figure 6-15 shows <Unknown> in column Purposes. This purpose means that the certificate is
not trusted. The connection does not work in this case. To establish trust, select the certificate
and click Edit.

¥ Certificate Manager =10 x|

‘Your Certificates I Other People's  Web Sites | Authorities I

You have certificates on file that identify these web sites:

Certificate Name | Purposes | EF‘vl
[=] IBM
*BL3¥GHHE boeblingen. de.ibm.com Client, Server

[=] IBM Germany
. .9,152,34.115 <Unknown >

WiEw | Edit %l Import Delete

Figure 6-15 Show the status of the certificate
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Select Trust the authenticity of this certificate, then click OK, as shown in Figure 6-16.

Edit web site certificate trust settings

The certificate ™. 152.84. 115" was issued by:
CN=CWS ROCT Certificate, OU=Development,0=IEM Germany, L=Boeblingen,5T=N/A,C=DE,E=zvse @de.ibm.com

Because you do not trust the certificate authority that issued this certificate, you do not trust the authenticity of this certificate unless otherwise indicated here.

Edit certificate trust settings:

¥ (Trust the authenticity of this certificate.;

i~ Do not trust the authenticity of this certificate,

Edit CA Trust |
oK I Cancel

Figure 6-16 Edit trust setting

The status (purposes) that is shown in Figure 6-17 shows the certificate as trusted.

% Certificate Manager =13 x|

Your Certificates | Other People’s  Web Sites | Authorities I

You have certificates on file that identify these web sites:

Certificate Name | Purposes |E|
[=] IBM
E---BL3!¢GHHE.I:n:.\el:ulingen.de.it:«m.cc:m Client, Server
[=] IBM Germany

1.9,152,84,115 Client,Server

Impart | Delete |

ey

Figure 6-17 Show new certificate status

The z/VSE server certificate is now imported into Firefox and manually trusted this certificate.

Firefox is now ready for connecting to CWS with SSL server authentication.

6.4.3 Configuring cipher suites in Firefox

As of this writing, we have no information about how to influence the ciphers that are used in
Mozilla Firefox.
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6.4.4 Starting a secure session with Firefox

After CICS is restarted on the z/VSE side and the SSL TCP/IP service is open, as shown in
Example 6-5, you can connect to CWS with SSL.

Example 6-5 Control status of TCP/IP services in CICS

msg f2,data=cemt i tcpips

F2 0173
Tcpips(NOSSL ) Bac( 00010 ) Con(0000) Por(01082)
Ope Tra(CWXN) Urm( DFHWBADX ) Ipa(9.152.84.115 ) Wai
Tcpips(SSL ) Bac( 00010 ) Con(0000) Por(01083) Ssi
Ope Tra(CWXN) Urm( DFHWBADX ) Ipa(9.152.84.115 ) Wai

In the web browser address field, you must specify https and the secure port number 1083,
as shown in Figure 6-18.

%3 acs Web Interface 3270 screen emulation - CEMT - Mozilla Firefox =13 x|

File Edit View History Bookmarks Tools Help

@& -9 - @ L @ O respinsnsyesobs Slx[#) [Clrjoode &)
CICS Web Support

CICS Web Interface 3270 screen emulation
[

S5TATUS: ENTER ONE OF THE FOLLOWING
Discard
Ingquire
Perform
SEE
w
1| | LIJ
| Done | 9.152.84.115:1083 &

Figure 6-18 Firefox browser with CICS Web Support contents

When you double-click the closed lock icon at the right bottom corner of the browser window,
the properties of the current SSL session are displayed, as shown in Figure 6-19 on
page 237.
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©J Page Info i =13] x|

‘Web Site Identity Verified

The web site 9. 152,84, 115: 1083 supports authentication for the page you are
viewing, The identity of this web site has been verified by IBM Germany, a
certificate autharity you trust for this purpose.

Yiew the security certificate that verifies this web site's

L= identity.

Connection Encrypted: High-grade Encryption (3DES-EDE-CBC 168
bit)

The page you are viewing was encrypted before being transmitted over the
Internet,

Encryption makes it very difficult for unauthorized people to view information
traveling between computers, Itis therefore very unlikely that anyone read
this page a5 it traveled across the network.

Figure 6-19 View properties of the current SSL session

6.4.5 Displaying SSL properties in Mozilla Firefox

Various add-ons are available for the Mozilla Firefox browser. One add-on, called Calomel,
can display a summary of the SSL connection. You can download the add-on from this
website:

https://addons.mozilla.org/de/firefox/addon/207653/
When you are connected by way of SSL, the Calomel toolbar button changes color,

depending on the strength of encryption from red (weak) to green (strong). The drop-down
window shows a detailed summary of the SSL connection.

6.5 Client setup with Microsoft Internet Explorer

This section describes the client setup with Microsoft Internet Explorer. The main difference
from Mozilla Firefox is that you import the keyring file into the Windows certificate store.

In contrast to Firefox, Internet Explorer also works with weak or normal encryption as
specified in the DFHSITSP.

As with Mozilla Firefox, the following methods are available for importing the z/VSE
certificates into the browser’s certificate store:

» Connect and then allow Internet Explorer to import the necessary certificates while
establishing the SSL session.

» Import the certificates manually.
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6.5.1 Importing the z/VSE certificates during session establishment

Internet Explorer displays a security alert (shown in Figure 6-20) when the received server
certificate cannot be verified.

X

rir‘"__,l Information you exchange with this site cannot be viewed or
?. changed by others. However, there is a problem with the site’s
? securty certificate.

& The securty certificate was issued by a company you have
not chosen to trust. View the certfficate to determine whether
you want to trust the cerifying authority.

a The securty cetficate date is valid.

a The security certfficate has a valid name matching the name
of the page you are trying to view.

Do you want to proceed ?

Yes No [ [ view Certﬂicat%l !

Figure 6-20 Security alert

If you click Yes, you are connected, but the certificate is not imported in this case. However, to
import the certificate, click View Certificate.

In the next window (shown in Figure 6-21), click Install Certificate.

2%

General | petails | Certification Path

Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to: 9.152.84.115

Issued by: CWS ROOT Certificate

valid from 1/31/2008 to 1/31/2009

Install Certiﬁmte& I Issuer Statement |
QK |

Figure 6-21 Install certificate
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Click Browse to place the certificate in the Trusted Root Certification Authorities store, as
shown in Figure 6-22.

Certificate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

" Automatically select the certificate store based on the type of certificate
& Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities

Browse... I

< Back | MNext = [}J Cancel

Figure 6-22 Certificate import wizard

6.5.2 Manually importing the z/VSE certificates into Internet Explorer

To import the certificates that were created in 5.1, “Generating the server key and certificates”
on page 198, open the Windows Control Panel and double-click Internet Options. On the
Content tab, click Certificates, as shown in Figure 6-23.

Internet Properties llil

Genemll Securityl Privacy Content |Connec:tion5 Programs I Advancedl

rContert Advisor

Ratings help you control the Intemet content that can be
& viewed on this computer.

Enable... I Sethings... |

r Cerfficates

% Use cerificates to positively identify yourself, cerffication
@ authorities, and publishers.

Clear SSL State Certiﬂcates.l\J Publishers... |
| Y

r Personal information

n,  AutoComplete stores previous entries AutoComplate... |
E’f and suggests matches for you.

Microsoft Profile Assistant stores your My Profile... |
personal information.

ok | caned | ey |

Figure 6-23 Internet properties
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In the next window, click Import and follow the Import Wizard prompts (see Figure 6-24).

Certificate Import Wizard |

File to Import
Specify the file you want to impart.

File name:

C:\wsecon'samples \WSERDG6_CWS01.pfx Browse, .. I

MNote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKICS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates [ P78B)

Microsoft Serialized Certificate Store {55T)

< Back Next = L\\l Cancel

Figure 6-24 Certificate import wizard

Enter the keyring file password and click Next, as shown in Figure 6-25.

Certificate Import Wizard ; x|

Password

To maintain security, the private key was protected with a password.,

Type the password for the private key.

Password:

It::;t::

[ Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[~ Mark this key as exportable, This will allow you to back up or transport your
keys at & later time.

< Back I Next = .E I Cancel

Figure 6-25 Enter password of keyring file
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Select the Automatically select the certificate store based on the type of certificate

option and then, click Next, as shown in Figure 6-26.

Certificate Import Wizard by |

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

&+ Automatically sPlect the certificate store based on the type of certificate

" Place all certificates in the following store

Certificate stares

I Personal Browse. . |

< Back I Next = & I Cancel

Figure 6-26 Select certificate store for personal certificate

Figure 6-27 shows that the z/VSE certificates are now imported as Personal certificates.

Intended purpose: |<AII> j

Persanal | Other People I Intermediate Certification Authorities I Trusted Root Cerh'ﬁmﬁorll_’l

Issued To | Issued By | Expiratio. .. | Friendly Name |
=l cws cClient Certificate CWS ROOT Certificate 1f31/2009  dientCert
Ecws ROOT Certific...  CWS ROOT Certificate 1/31/2009  rootCert

Import... I Expart, .. Remove Advanced...

Certificate intended purposes

5E

_Advanced...|
View |
=

Figure 6-27 List of Personal certificates

Click Close to finish.
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You see in section 6.6.1, “Using Internet Explorer” on page 244 that in this case you are
asked to select the client certificate during session establishment, because Internet Explorer
does not know which one of the two certificates will be sent to the server as the client
certificate.

6.5.3 Configuring cipher suites in Internet Explorer

SSL cipher suites are not visible through any Internet Explorer window. Instead, they are
defined in the Windows registry; therefore, they affect your entire computer. For more
information, see the Microsoft Support website and search for keywords “SSL cipher suites”:

http://support.microsoft.com

6.5.4 Starting a secure session with Internet Explorer

You can now use Internet Explorer to connect to CWS with SSL server authentication, as
shown in Figure 6-28.

3 CICS Web Interface 3270 screen emulation - CEMT - Microsoft
| File Edit view Favorites Tools Help

J@Back v ed iﬂ @ {':']‘/:‘:Seard"l “E?\'{Favoﬁtes @\{‘

J Address @ https: /9. 152,84, 115: 1083/cicsfowba fdfhwbtta fcemt

0 CICS Web Support ;

CICS Web Interface 3270 screen emulation -
|

STATUS: ENTER ONE OF THE FOLLOWING
Discard
Inquire
Perform
SeE
w
1| | »
[ Dore [T [ [ [3 [ intemet 7

Figure 6-28 Internet Explorer with CICS Web Support contents

To view the actual encryption, select File — Properties in the Internet Explorer main window.
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The Properties window opens, as shown in Figure 6-29.

Gammq

| CICS Web Interface 3270 screen emulation - CEMT

Protocaol: HyperText Transfer Protocol with Privacy
Type: Mot Available

Connection:  5SL 3.0, Triple DES with 168 bit encryption (High};
RSA with 1024 bit exchange

?S&FSSSZ https://9.152 84.115:1083/cics/cwba /dfhwhtta/cem
t

Size: Mot Awvailable

Created: Not Available
Modified: Mot Available

QK I Cancel | Apply |

Figure 6-29 Show connection properties

6.6 Setting up for client authentication

SSL client authentication provides more security than server authentication because both
communication partners provide a certificate to establish trust. To set up client authentication
for CICS Web Support, you must change the TCP/IP service on the z/VSE side to enable
client authentication. This step is done with the SSL parameter of the TCP/IP service
definition, as shown in Figure 6-30.

OVERTYPE TO MODIFY CICS RELEASE = 0411

CEDA ALter TCpipservice( SSL )

TCpipservice : SSL

Group : EXTRACT

Description ==>

Urm ==> DFHWBADX

Portnumber ==> 01083 1-65535

Certificate ==> CWSO01

STatus ==> Open Open ! Closed

SS1 ==> Clientauth Yes ! No ! Clientauth
Attachsec ==> Verify Local ! Verify
TRansaction ==> CWXN

Backlog ==> 00010 0-32767

TSgprefix ==>

Ipaddress ==>

SOcketclose ==> No No ! 0-240000

Figure 6-30 Set client authentication for TCP/IP service in CICS
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Activate your changes, as shown in the following example:
CEMT SET TCPIPS(SSL) CLOSED

CEDA INSTALL TCPIPS(SSL) GROUP(EXTRACT)

Ensure that the z/VSE client certificate is imported into the browser’s certificate store.

For more information when Firefox is used, see “Importing the complete z/VSE keyring file” on
page 231.

For more information when Internet Explorer is used, see 6.5.2, “Manually importing the
z/VSE certificates into Internet Explorer” on page 239.

6.6.1 Using Internet Explorer

As described in 6.5.2, “Manually importing the z/VSE certificates into Internet Explorer” on
page 239, Internet Explorer cannot determine which personal certificate to use as the client

certificate. Therefore, you are prompted to select the client certificate, as shown in
Figure 6-31.

Choose a digital certificate 21x|

r Identification

The Web site you want to view requests
'
4+ identification, Please choose a certificate.

MName | Issuer
CWS ROOT Certificate  CWS ROOT Certificate
e oSl C\S ROOT Certificate

Mare Infa... | View Cerfificate. .. |

OK & I Cancel |

Figure 6-31 Select client certificate
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To work around this prompt, manually delete the CWS root certificate from the Personal store
and import the z/VSE keyring file again, this time selecting the option to place all certificates
in the Trusted Root Certification Authorities store, as shown in Figure 6-32.

Certificate Import Wizard e X|

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows i certificate store, or you can specify a location for

" Automatically select the certificate stol

ased on the type of certificate

& Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities

Browse... I

< Back | Next = !%l Cancel |

Figure 6-32 Place certificate in the storage of the trusted root certification authorities

This workaround imports only the CWS root certificate because this certificate is the only root
certificate in the keyring file. You can now connect by using client authentication without being
prompted.

6.6.2 Client authentication with user ID mapping

Mapping a client certificate to a z/VSE user ID enables the security manager, such as BSM,
to check all actions against the authorization of this user.

To enable user ID mapping, complete the following steps:

1. Map the client certificate to a z/VSE user.
2. Upload the client certificate to z/VSE.
3. Activate the mapping on z/VSE.

These steps can be performed by using the Keyman/VSE tool.

First, map the created client certificate to a z/VSE user ID.

Chapter 6. CICS Web Support security 245



Right-click the CWS client certificate and select Map to VSE User, as shown in Figure 6-33.

B} Keyman/VSE - C:\vsecon\samples\VSER06_CWS01.phx =10l x|
File Options Actions Help

| @B M@z fmca] |
Alias

clientCert

Certificate Ikem
CWS Client Certificate :
B rootCert  CWSROOT Certificate i
Delete

Length WSE User

Export text Form...
Export binary Farm. ..
Copy o dipboard

Upload to WSE...

Figure 6-33 Map client certificate to z/VSE user ID

Specify the z/VSE user ID that is related to this client certificate, and click OK, as shown in
Figure 6-34.

Map User Cert to VSE User
User ID IS‘r’SA

OK&I Cancel | Help |

Figure 6-34 Specify z/VSE user ID for this certificate

Then, upload the client certificate to z/VSE, as shown in Figure 6-35.

File Options Actions Help

| @B MGz A=) |
Certificate Item
CWS Client Certificate
CWS ROOT Certificate

clientCert
Bl rootCert

Settings ...
Delete

Expaort bext Form...
Export binary Form...

Copy to clipboard

Map ko WSE User... !

|B VSEROS : 9.152.84.115

Figure 6-35 Upload the client certificate to z/VSE
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Keyman uploads the client certificate to a z/VSE library member with member name equal to
the z/VSE user ID and member type CCERT, as shown in Figure 6-36.

Send Certificate Item To VSE E x|
VSE Host VSER06 : 9.152.84.115
Crypta Library jcrrPTO| . [kEYRING
Member Name [svsa - jCeERE 1 ¥

Male sure that the VSE Connector Server is started in non-S5L mi

Kl | o

Upload ‘E! Close | Wigw autput | Help |

Figure 6-36 Send cetrtificate to z/VSE

Uploading the client certificate results in two actions:
» Submitting a BSSDCERT job to catalog the certificate
» Submitting a second BSSDCERT job to activate the table of certificates

Keyman/VSE can now show the table of mapped certificates. This function is equal to the
Interactive Interface dialog “Maintain Certificate - User ID List” (fastpath 284).

Click the Client certificate mapping button, as shown in Figure 6-37, to view more
information about the certificates.

Keyman/VSE - C:\vsecon\samples\VSER06_CWSD1.pfx i - O] x|
File Options Actions Help

| @|E] | | f|m|=a| |
i
Cetl Cliant cartificate mapping | LENath
[E®BclientCert CWS Client Certiticate 1024
B rootCert CWS ROOT Certificate 1024 Rook Yes

I@ VSERDG : 9.152.84.115

Figure 6-37 List of mapped certificates
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A list of mapped client certificates opens, as shown in Figure 6-38.

B vSE Client Certificate Mapping ; x|
I Member Name i Mapped User ] Trusted i Subject's Commo

=] 15cH J5CH YES W5SE CLIENT CERTIFICATE, YOUR ORGANIZATI
=] sYsA SYSA YES CWS CLIENT CERTIFICATE, YOUR ORGANIZAT
4] | ]
Close I Help I

Figure 6-38 z/VSE client certificate mapping

All resource access attempts of this CWS client are now checked with the z/VSE security
manager against the user’s authorizations.

You can use the CICS EXTRACT CERTIFICATE command to get more information about a
received client certificate, as described in CICS Transaction Server for VSE/ESA Internet
Guide, SC34-5765.

Look for program DFHOWBCA, which is a COBOL sample program that shows the use of the
EXTRACT CERTIFICATE function. Remove all code that you do not need from DFHOWBCA
before using it.

6.7 Observations

This section describes several known problems and workarounds.

6.7.1 Abend AKEA in DFHSOSE

Review the symptom, possible reasons, and the workaround.

Symptom
The following error occurs when you are trying to connect to CWS with SSL:
F2 0173 SYSID=CIC1 APPLID=DBDCCICS

F2 0173 DFHS00001 DBDCCICS An abend (code 0C2/AKEA) has occurred at offset
X'FFFF' in module DFHSOSE .

Possible reasons
The possible reasons are:

» PTFs UK30576 (z/VSE 4.1) or UK30575 (z/VSE 3.1) are missing
» An abend in DFHSOSE can be caused by previous CICS or TCP/IP related problems.

Workaround

If UK30576 / UK30575 is applied, it might help to clean the CICS local and global catalogs.
You can use the job skeleton SKCICCLD of ICCF library 59 for this cleanup.
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6.7.2 Abend code x'080C' in module DFHSOSE

Review the symptom and possible reason.

Symptom
The following error occurs when you are trying to connect to CWS with SSL:

F2 0173 DFHS00002 DBDCCICS A severe error (code X'080C') has occurred in
module DFHSOSE .

F2 0173 DFHMEQ116 DBDCCICS
(Module:DFHMEME) CICS sympt