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Preface

The Web services support in CICS® Transaction Server Version 3 enables your
CICS programs to be Web service providers or requesters. CICS supports a
number of specifications including SOAP Version 1.1 and Version 1.2, and Web
services distributed transactions (WS-Atomic Transaction).

This IBM® Redbooks® publication reviews CICS Web Services performance in
two particular areas:

» MTOM/XOP: Here we focus on performance benefits that can be achieved by
taking advantage of the MTOM/XOP standard to transmit large binary data
objects. The single inquiry function of the CICS catalog manager application
has been modified to return an image of the requested item in addition to its
details. This function is exposed through a Web service.

» Security: There are a number of ways to secure your CICS Web Services
messages. Here we look at two technologies: WS-Security and DataPower®.
We compare the performance and relative merits of using WS-Security with
and without DataPower, and discuss what factors might influence your choice
of technology.

We highlight tools that can help you to understand the performance profile of
Web service interactions with CICS, such as;

RMF z/OS® Resource Measurement Facility (RMF)
IBM CICS Performance Analyzer for z/OS (CICSPA)
ITCAM for SOA

OMEGAMON® XE for CICS on z/OS

v

vYyy

This book considers performance by using different scenarios including Security,
MTOM/XOP, and the use of the IBM Tivoli® Monitoring tools to help identify
problems that can affect the performance of Web Services. Specifically, we use
ITCAM for SOA and OMEGAMON XE for CICS on z/OS to show how these tools
can be of benefit to identify the cause when the performance of a Web service in
CICS becomes unacceptable.
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Part 1

Introduction

In this part of the book, we review CICS Web Services, and then highlight the
reasons why we are interested in performance.
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2 Considerations for CICS Web Services Performance



CICS Web Services overview

In this chapter, we define the scope of this book and introduce the tools used in
the performance scenarios.

© Copyright IBM Corp. 2009. All rights reserved. 3



1.1 Terminology

The following terms, referred to in the book, are defined here for ease of
reference:

» Service provider: An entity that provides a Web Service

» Service requestor: An entity responsible for requesting a service from a
service provider

1.2 Performance scenarios

4

This book focuses on the performance of CICS Web Services using a number of
different scenarios. See Chapter 9, “MTOM scenario” on page 209, and
Chapter 10, “Security scenarios” on page 229. Note that the performance of
CICS Web Services in any system is influenced by other factors including but not
limited to:

» CICS region configuration
System workload
Network topology

z/OS configuration
Hardware configuration

vVvyyy

CICS Transaction Server for z/OS V3.2 contains enhancements to improve the
performance of CICS Web Services, including optimized support for codepage
conversion. Other performance enhancements include:

» Support for SOAP Message Transmission Optimization Mechanism (MTOM)
» HTTP headers using containers instead of temporary storage
» Additional commands made threadsafe

Useful information regarding CICS performance can be found at the CICS
Transaction Server for z/OS, Version 3 Release 2 Information Center, at
http://publib.boulder.ibm.com/infocenter/cicsts/v3r2/index.jsp

Then refer to the CICS Transaction Server for z/OS V3.2 section on Improving
performance.

Considerations for CICS Web Services Performance
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Establishing optimal performance of any software product is important because
of the interdependent nature of IT infrastructure. Each software product might
have a role to play in any number of business applications, so optimal settings
can vary across installations. See Chapter 2, “Web Services performance
considerations” on page 37 for some general performance considerations. The
scenarios covered by this book result in specific recommendations and best
practice guidelines that can prove helpful in configuring CICS Web Services for
optimal performance.

1.3 Performance elements

The main performance elements addressed by this book are:

» Response time: This can be defined as the interval between a user command
and the receipt of a result from the system. It is important because it has a
direct impact on the end to end elapsed time experienced by applications.

» CPU time: This can be defined as the amount of time taken by the processor
to execute a set of instructions. It is important because efficient CPU usage
benefits all users of the CPU. In addition, CPU time is used to determine the
financial cost of applications in many installations.

» Throughput: This can be defined as the amount of work that can be
processed in a given time period. It is important because efficient throughput
benefits the overall system workload, allowing more work to be processed.

Configuring these elements to their optimum settings benefits all installations and
can be important factors in meeting any service obligations such as those
specified in Service Level Agreements (SLASs).

1.4 System configuration

We used the following hardware and software to run the scenarios described in
this book:

» One LPAR on a 2094-S18 with eight GB of storage and four shared CPs.
» 2z/OS 1.9. For more information, go to:

http://publib.boulder.ibm.com/infocenter/zos/v1ir9/index.jsp?topic=/c
om.ibm.zos.r9/zosr9home.html
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» 2z/OS 1.9 Resource Management Facility (hereafter referred to as RMF).
For more information, go to:

http://publib.boulder.ibm.com/infocenter/zos/v1r9/index.jsp?topic=/c
om.ibm.zos.r9.e0zel00/rmf.htm

» CICS Transaction Server for z/OS V3.2 (hereafter referred to as CICS TS).
For more information, go to:

http://publib.boulder.ibm.com/infocenter/cicsts/v3r2/index.jsp

» CICS Performance Analyzer for z/OS V2.1 (hereafter referred to as CICS
PA). For more information, go to:

http://publib.boulder.ibm.com/infocenter/cicsts/v3r2/index.jsp
(Then refer to the CICS Performance Analyzer section.)

» IBM Tivoli Omegamon XE for CICS on z/OS V4.1 (hereafter referred to as
Omegamon XE for CICS). For more information, go to:

http://publib.boulder.ibm.com/infocenter/tivihelp/v15rl/index.jsp?to
pic=/com.ibm.omegamon.cics.doc/welcome.htm

» IBM Tivoli Composite Application Manager for SOA for z/OS V7.1 (hereafter
referred to as ITCAM for SOA). For more information, go to:

http://publib.boulder.ibm.com/infocenter/tivihelp/v3rl/index.jsp?top
ic=/com.ibm.itcamsoa.doc

» Websphere DataPower Integration Appliance XI50 (hereafter referred to as
Websphere DataPower). For more information, go to:

http://www.ibm.com/software/integration/datapower/xi50/
The results obtained were representative of the environment used. To assist with
extrapolating results for different environments, IBM provides Large System

Performance Ratios (LSPRs) that contain data on Internal Throughput Rates
(ITRs) for various processor configurations running z/OS. LSPR is available at:

http://www.ibm.com/systems/z/advantages/management/1spr/

In the following sections we provide more details of these tools and the scenarios
in which they were used to analyze the performance of CICS Web Services.

1.5 Web services

6

Web services perform encapsulated business functions, ranging from simple
request-reply to full business process interactions. These services can be new
applications or just wrapped around existing business functions to make them
network-enabled. Services can rely on other services to achieve their goals.
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1.5.1 Properties of a Web service

All Web services share the following properties:

>

Web services are self-contained.

On the client side, no additional software is required. A programming
language with XML and HTTP client support is enough to get you started. On
the server side, merely an HTTP server and a SOAP server are required.

Web services are self-describing.

Using Web Services Description Language (WSDL), all the information
required to implement a Web service as a provider, or to invoke a Web
service as a requester, is provided.

Web services can be published, located, and invoked across the Web.

This technology uses established lightweight Internet standards such as
HTTP. It leverages the existing infrastructure.

Web services are modular.

Simple Web services can be aggregated to more complex ones, either using
workflow techniques or by calling lower-layer Web services from a Web
service implementation. Web services can be chained together to perform
higher-level business functions. This shortens development time and enables
best-of-breed implementations.

Web services are language-independent and interoperable.

The client and server can be implemented in different environments.
Theoretically, any language can be used to implement Web service clients
and servers.

Web services are inherently open and standard-based.

XML and HTTP are the major technical foundations for Web services. A large
part of the Web service technology has been built using open-source
projects. Therefore, vendor independence and interoperability are realistic
goals.

Web services are loosely coupled.

Traditionally, application design has depended on tight interconnections at
both ends. Web services require a simpler level of coordination that allows a
more flexible reconfiguration for an integration of the services in question.

Web services provide programmatic access.

The approach provides no graphical user interface; it operates at the code
level. Service consumers have to know the interfaces to Web services, but do
not have to know the implementation details of services.

Chapter 1. CICS Web Services overview 7



1.5.2 Core standards

8

Web services are built upon four core standards, as described next.

Extensible Markup Language

Extensible Markup Language (XML) is the foundation of Web services. However,
because much information has already been written about XML, we do not
describe it in this book. You can find information about XML at:

http://www.w3.0rg/XML/

SOAP

Originally proposed by Microsoft®, SOAP was designed to be a simple and
extensible specification for the exchange of structured, XML-based information in
a decentralized, distributed environment. As such, it represents the main means
of communication between the three actors in an SOA: the service provider, the
service requester, and the service broker. A group of companies, including IBM,
submitted SOAP to the W3C for consideration by its XML Protocol Working
Group. There are currently two versions of SOAP: Version 1.1 and Version 1.2.

The SOAP 1.1 specification contains three parts:

» An envelope that defines a framework for describing message content and
processing instructions. Each SOAP message consists of an envelope that
contains an arbitrary number of headers and one body that carries the
payload. SOAP messages might contain faults; faults report failures or
unexpected conditions.

» A set of encoding rules for expressing instances of application-defined data
types.

» A convention for representing remote procedure calls and responses.

A SOAP message is, in principle, independent of the transport protocol that is
used, and can, therefore, potentially be used with a variety of protocols, such as
HTTP, JMS, SMTP, or FTP. Right now, the most common way of exchanging
SOAP messages is through HTTP.

The way SOAP applications communicate when exchanging messages is often
referred to as the message exchange pattern (MEP). The communication can be
either one-way messaging, where the SOAP message only goes in one
direction, or two-way messaging, where the receiver is expected to send back a

reply.
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Due to the characteristics of SOAP, it does not matter what technology is used to
implement the client, as long as the client can issue XML messages. Similarly,
the service can be implemented in any language, as long as it can process XML
messages.

Note: The authors of the SOAP 1.1 specification declared that the acronym
SOAP stands for Simple Object Access Protocol. The authors of the SOAP
1.2 specification decided not to give any meaning to the acronym SOAP.

Web Services Description Language

Web Services Description Language (WSDL) describes Web services as
abstract service endpoints that operate on messages. Both the operations and
the messages are defined in an abstract manner, while the actual protocol used
to carry the message and the endpoint’s address are concrete.

WSDL is not bound to any particular protocol or network service. It can be
extended to support many different message formats and network protocols.
However, because Web services are mainly implemented using SOAP and
HTTP, the corresponding bindings are part of this standard.

The WSDL 1.1 specification only defines bindings that describe how to use
WSDL in conjunction with SOAP 1.1, HTTP GET and POST, and MIME. The
specification for WSDL 1.1 can be found at:

http://www.w3.0org/TR/wsd1

WSDL 2.0 provides a model as well as an XML format for describing Web
services. It enables you to separate the description of the abstract functionality
offered by a service from the concrete details of a service description. It also

describes extensions for Message Exchange Patterns, SOAP modules, and a
language for describing such concrete details for SOAP1.2 and HTTP.

There are eight Message Exchange Patterns defined. CICS TS V3.2 supports
four of them:
» In-Only:

A request message is sent to the Web service provider, but the provider is not
allowed to send any type of response to the Web service requester.

» In-Out:

A request message is sent to the Web service provider, and a response
message is returned. The response message can be a normal SOAP
message or a SOAP fault.
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» In-Optional-Out:

A request message is sent to the Web service provider, and a response
message is optionally returned to the requester. The response message can
be a normal SOAP message or a SOAP fault.

» Robust-In-Only:

A request message is sent to the Web service provider, and no response
message is returned to the requester unless an error occurs. In this case, a
SOAP fault message is sent to the requester.

The other four Message Exchange Patterns that CICS TS V3.2 does not support
are:

» Out-Only

» Robust-Out-Only
» Out-In

» Out-Optional-In

The specification for WSDL 2.0 can be found at:
http://www.w3.0rg/TR/wsd120

Web Services Interoperability

Web services can be used to connect computer systems together across
organizational boundaries. Therefore, a set of open non-proprietary standards
that all Web services adhere to maximizes the ability to connect disparate
systems together.

The Web Service Interoperability (WS-I) group is an organization that promotes
open interoperability between Web services regardless of platform, operating
systems, and programming languages. To promote this cause, the WS-I has
released a basic profile that outlines a set of specifications to which WSDL
documents and Web services traffic (SOAP over HTTP transport) must adhere in
order to be WS-I compliant. The full list of specifications can be found at the WS-I
Web site:

http://www.ws-i.org/

IBM is a member of the WS-I community, and CICS support for Web services is
fully compliant with the WS-I basic profile 1.0.
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1.5.3 Additional standards

There are other Web services specifications that are now supported by CICS.
For a list of the limitations of CICS support, refer to CICS Web Services Guide,
SC34-6838.

Web Services Atomic Transaction

This specification, commonly known as WS-Atomic Transaction, defines the
atomic transaction coordination type for transactions of a short duration.
Together with the Web Services Coordination specification, it defines protocols
for short term transactions that enable transaction processing systems to
interoperate in a Web services environment. Transactions that use WS-Atomic
Transaction have the properties of atomicity, consistency, isolation, and
durability (ACID).

Web Services Security: SOAP Message Security

This specification is a set of enhancements to SOAP messaging that provides
message integrity and confidentiality. The specification provides three main
mechanisms that can be used independently or together:

» The ability to send security tokens as part of a message, and for associating
the security tokens with message content

» The ability to protect the contents of a message from unauthorized and
undetected modification (message integrity)

» The ability to protect the contents of a message from unauthorized disclosure
(message confidentiality)

Web Services Trust Language

This specification, commonly known as WS-Trust, defines extensions that build
on Web Services Security to provide a framework for requesting and issuing
security tokens, and broker trust relationships.

SOAP Message Transmission Optimization Mechanism

SOAP Message Transmission Optimization Mechanism (MTOM) is one of a
related pair of specifications that define how to optimize the transmission and
format of a SOAP message. MTOM defines:

» How to optimize the transmission of base64 binary data in SOAP messages.

» How to implement optimized MIME multipart serialization of SOAP messages
in a binding, independent way.
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» The implementation of MTOM relies on the related XML-binary Optimized
Packaging (XOP) specification. As these two specifications are so closely
linked, they are normally referred to as MTOM/XOP.

1.6 SOAP

In this section we focus mainly on SOAP 1.1.

1.6.1 The envelope

A SOAP message is an envelope containing zero or more headers and exactly
one body:

» The envelope is the root element of the XML document, providing a container
for control information, the addressee of a message, and the message itself.

» Headers contain control information, such as quality of service attributes.

» The body contains the message identification and its parameters.

» Both the headers and the body are child elements of the envelope element.

Figure 1-1 shows a simple SOAP request message:

» The header tells who must deal with the message and how to deal with it.
When the actor is next or when actor is omitted, the receiver of the message
must do what the body says. Furthermore, the receiver must understand and
process the application-defined <TranID> element.

» The body tells what has to be done: Dispatch an order for quantityRequired
1 of itemRefNumber 0010 to customerID CB1 in chargeDepartment ITSO.

<Envelope>

| Envelope <Header>
<actor>http:// ...org/soap/actor/next</actor>
Header <TranID mustUnderstand=""1>ABCD</TranID>
| [0..n] </Header>
<Body>
<dispachOrderRequest>
Body <itemRefNumber>0010</1itemRefNumber>
[1] <quantityRequired>1</quantityRequired>
<customerID>CB1l</customerID>

<chargeDepartment>ITS0</chargeDepartment>
</dispatchOrderRequest>
</Body>
</Envelope>

Figure 1-1 Example of a simple SOAP message
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Namespaces
Namespaces play an important role in SOAP messages. A namespace is simply
a way of adding a qualifier to an element name to ensure that it is unique.

For example, we might have a message that contains an element <customer>.
Customers are fairly common so it is very likely that many Web services would
have customer elements. To ensure that we know what customer we are talking
about, we declare a namespace for it, for example, as follows:

xmins:itso="http://itso.ibm.com/CICS/catalogApplication

This identifies the prefix itso with the declared namespace. Then whenever we
reference the element <customer>, we prefix it with the namespace, for example,
<itso:customer>. This identifies it uniquely as a customer type for our
application. Namespaces can be defined as any unique string. They are often
defined as URLs, because URLs are generally globally unique, and they have to
be in URL format. These URLs do not have to physically exist, though.

The WS-I Basic Profile 1.0 requires that all application-specific elements in the
body must be namespace qualified to avoid collisions between names.

Table 1-1 shows the namespaces of SOAP and WS-I Basic Profile 1.0 used in
this book.

Table 1-1 SOAP namespaces

Namespace URI Explanation

http://schemas.xmlsoap.org/soap/envelope/ SOAP 1.1 envelope namespace

http://schemas.xmlsoap.org/soap/encoding/ SOAP 1.1 encoding namespace

http://www.w3.0rg/2001/XMLSchema-instance Schema instance namespace

http://www.w3.0rg/2001/XMLSchema XML Schema namespace

http://schemas.xmlsoap.org/wsdl WSDL namespace for WSDL
framework

http://schemas.xmlsoap.org/wsdl/soap WSDL namespace for WSDL
SOAP binding

http://ws-i.org/schemas/conformanceClaim/ WS-| Basic Profile

Chapter 1. CICS Web Services overview 13



SOAP envelope

The Envelope is the root element of the XML document representing the
message; it has the following structure:

<SOAP-ENV:Envelope .... >
<SOAP-ENV:Header>
<SOAP-ENV:HeaderEntry.... />
</SOAP-ENV :Header>
<SOAP-ENV : Body>
[message payload]
</SOAP-ENV: Body>
</SOAP-ENV:Envelope>

In general, a SOAP message is a (possibly empty) set of headers plus one body.
The SOAP envelope also defines the namespace for structuring messages. The
entire SOAP message (headers and body) is wrapped in this envelope.

Headers

Headers are a generic and flexible mechanism for extending a SOAP message
in a decentralized and modular way without prior agreement between the parties
involved. They allow control information to pass to the receiving SOAP server
and also provide extensibility for message structures.

Headers are optional elements in the envelope. If present, the Header element
must be the first immediate child element of a SOAP Envelope element. All
immediate child elements of the Header element are called header entries.

There is a predefined header attribute called SOAP-ENV:mustUnderstand. The
value of the mustUnderstand attribute is either 1 or 0. The absence of the SOAP
mustUnderstand attribute is semantically equivalent to the value 0.

If the mustUnderstand attribute is present in a header entry and set to 1, the
service provider must implement the semantics defined by the element:

<Header>
<thens:TranID mustUnderstand="1”>ABCD</thens:TranID>
</Header>

In the example, the header entry specifies that a service invocation must fail if
the service provider does not support the ability to process the TranIlD header.

A SOAP intermediary is an application that is capable of both receiving and
forwarding SOAP messages on their way to the final destination. In realistic
situations, not all parts of a SOAP message might be intended for the ultimate
destination of the SOAP message, but, instead, might be intended for one or
more of the intermediaries on the message path.
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Therefore, a second predefined header attribute, SOAP-ENV:actor, is used to
identify the recipient of the header information. In SOAP 1.2 the actor attribute is
renamed SOAP-ENV:role. The value of the SOAP actor attribute is the URI of the
mediator, which is also the final destination of the particular header element (the
mediator does not forward the header).

If the actor is omitted or set to the predefined default value, the header is for the
actual recipient, and the actual recipient is also the final destination of the
message (body). The predefine value is:

http://schemas.xmlsoap.org/soap/actor/next

If a node on the message path does not recognize a mustUnderstand header and
the node plays the role specified by the actor attribute, the node must generate a
SOAP MustUnderstand fault. Whether the fault is sent back to the sender
depends on the message exchange pattern in use. For request/response, the
WS-1 BP 1.0 requires the fault to be sent back to the sender. Also, according to
WS-I BP 1.0, the receiver node must discontinue normal processing of the SOAP
message after generating the fault message.

Headers can carry authentication data, digital signatures, encryption information,
and transactional settings. They can also carry client-specific or project-specific
controls and extensions to the protocol; the definition of headers is not just up to
standards bodies.

Note: The header must not include service instructions (that would be used by
the service implementation).

Body

The SOAP Body element provides a mechanism for exchanging information
intended for the ultimate recipient of the message. The Body element is encoded
as an immediate child element of the SOAP Envelope element. If a Header
element is present, then the Body element must immediately follow the Header
element. Otherwise it must be the first immediate child element of the Envelope
element.

All immediate child elements of the Body element are called body entries, and
each body entry is encoded as an independent element within the SOAP Body
element. In the most simple case, the body of a basic SOAP message consists of
an XML message as defined by the schema in the types section of the WSDL
document. It is legal to have any valid XML as the body of the SOAP message,
but WS-I conformance requires that the elements be namespace qualified.
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Error handling

One area where there are significant differences between the SOAP 1.1 and 1.2
specifications is in the handling of errors. Here we focus on the SOAP 1.1
specification for error handling.

SOAP itself predefines one body element, which is the fault element used for
reporting errors. If present, the fault element must appear as a body entry and
must not appear more than once. The children of the fault element are defined
as follows:

» faultcode is a code that indicates the type of the fault. SOAP defines a small
set of SOAP fault codes covering basic SOAP faults:

— soapenv:Client, indicating that the client sent an incorrectly formatted
message

— soapenv:Server, for delivery problems

— soapenv:VersionMismatch, which can report any invalid namespaces
specified on the Envelope element

— soapenv:MustUnderstand, for errors regarding the processing of header
content

» faultstring is a human-readable description of the fault. It must be present
in a fault element.

» faultactor is an optional field that indicates the URI of the source of the fault.
The value of the faultactor attribute is a URI identifying the source that
caused the error. Applications that do not act as the ultimate destination of the
SOAP message must include the faultactor element in a SOAP fault
element.

» detail is an application-specific field that contains detailed information about
the fault. It must not be used to carry information about errors belonging to
header entries. Therefore, the absence of the detail element in the fault
element indicates that the fault is not related to the processing of the body
element (the actual message).

For example, a soapenv:Server fault message is returned if the service
implementation throws a SOAP Exception. The exception text is transmitted in the
faultstring field.

Although SOAP 1.1 permits the use of custom-defined faultcodes, the WS-I
Basic Profile only permits the use of the four codes defined in SOAP 1.1.
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1.6.2 Communication styles

SOAP supports two different communication styles:

Document Also known as message-oriented style: This is a very flexible
communication style that provides the best interoperability. The
message body is any legal XML as defined in the types section
of the WSDL document.

RPC The remote procedure call is a synchronous invocation of an
operation which returns a result; it is conceptually similar to other
RPCs.

1.6.3 Encodings

In distributed computing environments, encodings define how data values
defined in the application can be translated to and from a protocol format. We
refer to these translation steps as serialization and deserialization, or,
synonymously, marshalling and unmarshalling.

When implementing a Web service, we have to choose one of the tools and
programming or scripting languages that support the Web services model.
However, the protocol format for Web services is XML, which is independent of
the programming language. Thus, SOAP encodings tell the SOAP runtime
environment how to translate from data structures constructed in a specific
programming language into SOAP XML and vice versa.

The following encodings are defined:

SOAP encoding The SOAP encoding enables marshalling/unmarshalling of
values of data types from the SOAP data model. This
encoding is defined in the SOAP 1.1 standard.

Literal The literal encoding is a simple XML message that does not
carry encoding information. Usually, an XML Schema
describes the format and data types of the XML message.
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1.6.4 Messaging modes

The two styles (RPC and document) and the two common encodings (SOAP
encoding and literal) can be freely intermixed to produce what is called a SOAP
messaging mode. Although SOAP supports four modes, only three of the four
modes are generally used, and further, only two are preferred by the WS-I Basic
Profile:

» Document/literal: Provides the best interoperability between language
environments. The WS-| Basic Profile states that all Web service interactions
should use the Document/literal mode.

» RPClliteral: Possible choice between certain implementations. Although
RPClliteral is WS-I compliant, it is not frequently used in practice. There are a
number of usability issues associated with RPClliteral.

» RPC/encoded: Early Java implementations supported this combination, but it
does not provide interoperability with other implementations and is not
recommended

» Document/encoded: Not used in practice.

You can find the SOAP 1.1 specification at the following URL:
http://www.w3.0org/TR/2000/NOTE-SOAP-20000508

The SOAP 1.2 specification is provided at the following URL:
http://www.w3.0rg/TR/S0AP12

1.7 WSDL

18

This section introduces Web Services Description Language (WSDL) 1.1. WSDL
uses XML to specify the characteristics of a Web service: what the Web service
can do, where it resides, and how it is invoked. WSDL can be extended to allow
descriptions of different bindings, regardless of what message formats or
network protocols are used to communicate.

WSDL enables a service provider to specify the following characteristics of a
Web service:
» Name of the Web service and addressing information

» Protocol and encoding style to be used when accessing the public operations
of the Web service

» Type information: Operations, parameters, and data types comprising the
interface of the Web service, plus a name for this interface
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1.7.1 WSDL document

A WSDL document contains the following main elements:

Types A container for data type definitions using some type system,
usually XML Schema.

Message An abstract, typed definition of the data being communicated. A
message can have one or more typed parts.

Port type An abstract set of one or more operations supported by one or
more ports.

Operation An abstract description of an action supported by the service that
defines the input and output message and optional fault
message.

Binding A concrete protocol and data format specification for a particular
port type. The binding information contains the protocol name,
the invocation style, a service ID, and the encoding for each
operation.

Port A single endpoint, which is defined as an aggregation of a
binding and a network address.

Service A collection of related ports.

Note that WSDL does not introduce a new type definition language. WSDL
recognizes the need for rich type systems for describing message formats and
supports the XML Schema Definition (XSD) specification.

WSDL 1.1 introduces specific binding extensions for various protocols and
message formats. There is a WSDL SOAP binding, which is capable of
describing SOAP over HTTP. It is worth noting that WSDL does not define any
mappings to a programming language; rather, the bindings deal with transport
protocols. This is a major difference from interface description languages, such
as the CORBA Interface Definition Language (IDL), which has language
bindings.

You can find the WSDL 1.1 specification at the following URL:
http://www.w3.org/TR/wsd]l
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1.7.2 WSDL document anatomy
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Figure 1-2 on page 21 shows the elements comprising a WSDL document and
the various relationships between them.

The diagram should be interpreted in the following way:

>

One WSDL document contains zero or more services. A service contains
zero or more port definitions (service endpoints), and a port definition
contains a specific protocol extension.

The same WSDL document contains zero or more bindings. A binding is
referenced by zero or more ports. The binding contains one protocol
extension, where the style and transport are defined, and zero or more
operations bindings. Each of these operation bindings is composed of one
protocol extension, where the action and style are defined, and one to three
messages bindings, where the encoding is defined.

The same WSDL document contains zero or more port types. A port type is
referenced by zero or more bindings. This port type contains zero or more
operations, which are referenced by zero or more operations bindings.

The same WSDL document contains zero or more messages. An operation
usually points to an input and an output message, and optionally to some
faults. A message is composed of zero or more parts.

The same WSDL document contains zero or more types. A type can be
referenced by zero or more parts.

The same WSDL document points to zero or more XML Schemas. An XML
Schema contains zero or more XSD types that define the different data types.
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Figure 1-2 WSDL elements and relationships

WSDL example

We now give an example of a simple, complete, and valid WSDL file. As this
example shows, even a simple WSDL document contains quite a few elements
with various relationships to each other. Example 1-1 contains the WSDL file,
which we analyze in detail later in this section.

Example 1-1 Complete WSDL document

<?xml version="1.0" encoding="UTF-8"?>
<definitions xmins="http://schemas.xmlsoap.org/wsdl/"
xmins:reqns="http://www.exampleApp.dispatchOrder.Request.com"
xmins:resns="http://www.exampleApp.dispatchOrder.Response.com"
xmins:soap="http://schemas.xmlsoap.org/wsd1/soap/"
xmins:tns="http://www.exampleApp.dispatchOrder.com"
targetNamespace="http://www.exampleApp.dispatchOrder.com">
<types>
<xsd:schema xmlIns:tns="http://www.exampleApp.dispatchOrder.Request.com"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
attributeFormDefault="qualified"
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elementFormDefault="qualified"
targetNamespace="http://www.exampleApp.dispatchOrder.Request.com"
xmins:regns="http://www.exampleApp.dispatchOrder.Request.com">
<xsd:element name="dispatchOrderRequest" nillable="false">
<xsd:complexType mixed="false">
<xsd:sequence>
<xsd:element name="itemReferenceNumber" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:maxInclusive value="9999"/>
<xsd:minInclusive value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="quantityRequired" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:maxInclusive value="999"/>
<xsd:minInclusive value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>
<xsd:schema xmins:tns="http://www.exampleApp.dispatchOrder.Response.com"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
attributeFormDefault="qualified"
elementFormDefault="qualified"
targetNamespace="http://www.exampleApp.dispatchOrder.Response.com">
<xsd:element name="dispatchOrderResponse" nillable="false">
<xsd:complexType mixed="false">
<xsd:sequence>
<xsd:element name="confirmation" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:maxLength value="20"/>
<xsd:whiteSpace value="preserve"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>
</types>
<message name="dispatchOrderResponse">
<part element="resns:dispatchOrderResponse" name="ResponsePart"/>
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</message>
<message name="dispatchOrderRequest">
<part element="reqgns:dispatchOrderRequest" name="RequestPart"/>
</message>
<portType name="dispatchOrderPort">
<operation name="dispatchOrder">
<input message="tns:dispatchOrderRequest" name="DFHOXODSRequest"/>
<output message="tns:dispatchOrderResponse" name="DFHOXODSResponse"/>
</operation>
</portType>
<binding name="dispatchOrderSoapBinding" type="tns:dispatchOrderPort">
<soap:binding style="document"
transport="http://schemas.xmlsoap.org/soap/http"/>
<operation name="dispatchOrder">
<soap:operation soapAction="" style="document"/>
<input name="DFHOXODSRequest">
<soap:body parts="RequestPart" use="Tliteral"/>
</input>
<output name="DFHOXODSResponse">
<soap:body parts="ResponsePart" use="Tliteral"/>
</output>
</operation>
</binding>
<service name="dispatchOrderService">
<port binding="tns:dispatchOrderSoapBinding" name="dispatchOrderPort">
<soap:address
lTocation="http://myserver:54321/exampleApp/services/dispatchOrderPort"/>
</port>
</service>
</definitions>

Namespaces
WSDL uses the XML namespaces listed in Table 1-2.

Table 1-2 WSDL namespaces

Namespace URI Explanation

http://schemas.xmlsoap.org/wsdl/ Namespace for WSDL framework.

http://schemas.xmlsoap.org/wsdl/soap/ | SOAP binding.

http://schemas.xmlsoap.org/wsd1/http/ | HTTP binding.

http://www.w3.0rg/2000/10/ Schema namespace as defined by XSD.
XMLSchema
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Namespace URI Explanation

(URL to WSDL file) The this namespace (tns) prefix is used as
a convention to refer to the current
document. Do not confuse it with the XSD
target namespace, which is a different
concept.

The first three namespaces are defined by the WSDL specification itself; the next
definition references a namespace that is defined in the SOAP and XSD
standards. The last one is local to each specification.

1.7.3 WSDL definition

24

The WSDL definition contains types, messages, operations, port types, bindings,
ports, and services.

Also, WSDL provides an optional element called wsd1:document as a container
for human-readable documentation.

Types

The types element encloses data type definitions used by the exchanged
messages. WSDL uses XML Schema Definition (XSD) as its canonical and
built-in type system:

<definitions .... >
<types>
<xsd:schema .... /> (0 or more)
</types>
</definitions>

The XSD type system can be used to define the types in a message regardless
of whether or not the resulting wire format is XML. In our example we have two
schema sections; one defines the message format for the input and the other
defines the message format for the output.

In our example, the types definition, shown in Example 1-2, is where we specify
that there is a complex type called dispatchOrderRequest, which is composed of
two elements: a itemReferenceNumber and a quantityRequired.

Example 1-2 Types definition of our WSDL example for the input

<types>
<xsd:schema xmiIns:tns="http://www.exampleApp.dispatchOrder.Request.com"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
attributeFormDefault="qualified"
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elementFormDefault="qualified"
targetNamespace="http://www.exampleApp.dispatchOrder.Request.com
xmins:reqns="http://www.exampleApp.dispatchOrder.Request.com">
<xsd:element name="dispatchOrderRequest" nillable="false">
<xsd:complexType mixed="false">
<xsd:sequence>
<xsd:element name="1itemReferenceNumber" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:maxInclusive value="9999"/>
<xsd:minInclusive value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="quantityRequired" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:maxInclusive value="999"/>
<xsd:minInclusive value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

</xsd:schema>

</types>

Messages

A message represents one interaction between a service requester and a service
provider. If an operation is bidirectional at least two message definitions are used
in order to specify the transmissions to and from the service provider. A message
consists of one or more logical parts.

<definitions .... >
<message name="nmtoken"> (0 or more)

1)/>

<part name="nmtoken" element="qgname"(0 or 1) type="qgname" (0 or

(0 or more)

</message>
</definitions>

The abstract message definitions are used by the operation element. Multiple
operations can refer to the same message definition.
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Operations and messages are modeled separately in order to support flexibility
and simplify reuse of existing definitions. For example, two operations with the
same parameters can share one abstract message definition.

In our example, the messages definition, shown in Example 1-3, is where we
specify the different parts that compose each message. The request message
dispatchOrderRequest is composed of an element dispatchOrderRequest as
defined in the schema in the parts section. The response message
dispatchOrderResponse is similarly defined by the element
dispatchOrderResponse in the schema. There is no requirement for the names of
the message and the schema-defined element to match; in our example we did
this merely for convenience.

Example 1-3 Message definition in our WSDL document

<message name="dispatchOrderResponse">

<part element="resns:dispatchOrderResponse" name="ResponsePart"/>
</message>
<message name="dispatchOrderRequest">

<part element="reqns:dispatchOrderRequest" name="RequestPart"/>
</message>

Port types

A port type is a named set of abstract operations and the abstract messages
involved:

<definitions .... >
<portType name="nmtoken">
<operation name="nmtoken" .... /> (0 or more)
</portType>
</definitions>

WSDL defines four types of operations that a port can support:

One-way The port receives a message. There is an input message
only.

Request-response The port receives a message and sends a correlated
message. There is an input message followed by an
output message.

Solicit-response The port sends a message and receives a correlated
message. There is an output message followed by an
input message.

Notification The port sends a message. There is an oufput message
only. This type of operation could be used in a
publish/subscribe scenario.
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Each of these operation types can be supported with variations of the following
syntax. Presence and order of the input, output, and fault messages determine
the type of message:

<definitions .... >
<portType .... > (0 or more)
<operation name="nmtoken" parameterOrder="nmtokens">
<input name="nmtoken"(0 or 1) message="gname"/> (0 or 1)
<output name="nmtoken"(0 or 1) message="qgname"/> (0 or 1)
<fault name="nmtoken" message="qname"/> (0 or more)
</operation>
</portType >
</definitions>

Note that a request-response operation is an abstract notion. A particular binding
must be consulted to determine how the messages are actually sent:

» Within a single transport-level operation, such as an HTTP request/response
message pair, which is the preferred option

» As two independent transport-level operations, which can be required if the
transport protocol only supports one-way communication

In our example, the portType and operation definitions, shown in Example 1-4,
are where we specify the port type, called dispatchOrderPort, and a set of
operations. In this case, there is only one operation, called dispatchOrder.

We also specify the interface that the Web service provides to its possible clients,
with the input message DFHOXODSRequest and the output message
DFHOXODSResponse. Because the input element appears before the output
element in the operation element, our example shows a request-response type
of operation.

Example 1-4 Port type and operation definitions in our WSDL document example

<portType name="dispatchOrderPort">
<operation name="dispatchOrder">
<input message="tns:dispatchOrderRequest" name="DFHOXODSRequest"/>
<output message="tns:dispatchOrderResponse" name="DFHOXODSResponse"/>
</operation>
</portType>

Bindings
A binding contains:

» Protocol-specific general binding data, such as the underlying transport
protocol and the communication style for SOAP.

» Protocol extensions for operations and their messages.
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Each binding references one port type; one port type can be used in multiple
bindings. All operations defined within the port type must be bound in the
binding. The pseudo XSD for the binding looks like this:

<definitions .... >
<binding name="nmtoken" type="gname"> (0 or more)
<-- extensibility element (1) --> (0 or more)
<operation name="nmtoken"> (0 or more)
<-- extensibility element (2) --> (0 or more)
<input name="nmtoken"(0 or 1) > (0 or 1)
<-- extensibility element (3) -->
</input>
<output name="nmtoken"(0 or 1) > (0 or 1)
<-- extensibility element (4) --> (0 or more)
</output>
<fault name="nmtoken"> (0 or more)
<-- extensibility element (5) --> (0 or more)
</fault>
</operation>
</binding>
</definitions>

As we have already seen, a port references a binding. The port and binding are
modeled as separate entities in order to support flexibility and location
transparency. Two ports that merely differ in their network address can share the
same protocol binding.

The extensibility elements <-- extensibility element (x) --> use XML
namespaces in order to incorporate protocol-specific information into the
language- and protocol-independent WSDL specification.

In our example, the binding definition, shown in Example 1-5, is where we specify
our binding name, dispatchOrderSoapBinding. The connection must be SOAP
HTTP, and the style must be document. We provide a reference to our operation,
dispatchOrder, and we define the input message DFHOXODSRequest and the
output message DFHOXODSResponse, both to be SOAP literal.

Example 1-5 Binding definition in our WSDL document example

<binding name="dispatchOrderSoapBinding" type="tns:dispatchOrderPort">
<soap:binding style="document"
transport="http://schemas.xmlsoap.org/soap/http"/>
<operation name="dispatchOrder">
<soap:operation soapAction="" style="document"/>
<input name="DFHOXODSRequest">
<soap:body parts="RequestPart" use="literal"/>
</input>
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<output name="DFHOXODSResponse">
<soap:body parts="ResponsePart" use="literal"/>
</output>
</operation>
</binding>

Service definition

A service definition merely bundles a set of ports together under a name, as the
following pseudo XSD definition of the service element shows.

<definitions .... >
<service name="nmtoken"> (0 or more)
<port .... /> (0 or more)
</service>
</definitions>

Multiple service definitions can appear in a single WSDL document.

Port definition
A port definition describes an individual endpoint by specifying a single address
for a binding:

<definitions .... >
<service .... > (0 or more)
<port name="nmtoken" binding="gname"> (0 or more)
<-- extensibility element (1) -->
</port>
</service>
</definitions>

The binding attribute is of type QName, which is a qualified name (equivalent to the
one used in SOAP). It refers to a binding. A port contains exactly one network
address; all other protocol-specific information is contained in the binding.

Any port in the implementation part must reference exactly one binding in the
interface part.

The <-- extensibility element (1) -->is a placeholder for additional XML
elements that can hold protocol-specific information. This mechanism is required
because WSDL is designed to support multiple runtime protocols.
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In our example, the service and port definition, shown in Example 1-6, is where
we specify our service, called dispatchOrderService, which contains a collection
of our ports. In this case, there is only one that uses the
dispatchOrderSoapBinding and is called dispatchOrderPort. In this port, we
specify our connection point as, for example,
http://myserver:54321/exampleApp/services/dispatchOrderPort.

Example 1-6 Service and port definition in our WSDL document example

<service name="dispatchOrderService">

<port binding="tns:dispatchOrderSoapBinding" name="dispatchOrderPort">
<soap:address
Tocation="http://myserver:54321/exampleApp/services/dispatchOrderPort"/>
</port>

</service>

1.7.4 WSDL

bindings

We now investigate the WSDL extensibility elements supporting the SOAP
transport binding.

SOAP binding

WSDL includes a binding for SOAP 1.1 endpoints, which supports the
specification of the following protocol-specific information:

>

>

| 2

»

An indication that a binding is bound to the SOAP 1.1 protocol
A way of specifying an address for a SOAP endpoint
The URI for the SOAPAction HTTP header for the HTTP binding of SOAP

A list of definitions for headers that are transmitted as part of the SOAP
envelope

Table 1-3 lists the corresponding extension elements.

Table 1-3 SOAP extensibility elements in WSDL

Extension and attributes Explanation

<soap:binding ...> Binding level; specifies defaults for all operations.
transport="uri" Binding level; transport is the runtime transport
(0 or 1) protocol used by SOAP (HTTP, SMTP, and so on).
style="rpc|document" The style is one of the two SOAP communication
(0 or 1) styles, rpc or document.

<soap:operation ... > Extends operation definition.
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Extension and attributes

Explanation

soapAction="uri"
(0 or 1)

URN.

style="rpc|document"
(0 or 1)

See binding level.

<soap:body ... >

Extends operation definition; specifies how
message parts appear inside the SOAP body.

parts="nmtokens"

Optional; allows externalizing message parts.

use="encoded|Titeral"

literal: messages reference concrete XSD (no
WSDL type);

encoded: messages reference abstract WSDL type
elements;

encodingStyle extension used.

encodingStyle=
"uri-1ist" (0 or 1)

List of supported message encoding styles.

namespace="uri"
(0 or 1)

URN of the service.

<soap:fault ... >

Extends operation definition; contents of fault
details element.

name="nmtoken"

Relates soap:fault to wsd1:fault for operation.

use, encodingStylTe,
namespace

See soap:body.

<soap:address ... >

Extends port definition.

location="uri"

Network address of RPC router.

<soap:header ... >

Operation level; shaped after <soap:body ...>.

<soap:headerfault ... >

Operation level; shaped after <soap:body ...>.

1.8 Summary

We began by discussing service-oriented architectures and how Web services
relate to SOAs. We continued by giving an overview of the major technologies
that make Web services possible: XML, SOAP, WSDL, and UDDI. Then, we
looked in detail at SOAP, which provides an XML text-based, platform-neutral
and language-neutral message format. Finally, we explained how WSDL defines
the application data to be conveyed in the SOAP message as well as the
information required to access the service, such as the transport protocol used

and the location of the service.
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1.9 Support for Web services in CICS TS V3

Application programs running in CICS TS V3 can participate in a heterogeneous
Web services environment as service requesters, service providers, or both,
using either an HTTP transport or an WMQ transport.

1.9.1 What is provided in CICS TS V3.1

CICS TS V3.1 provides the following capabilities:
» Itincludes a Web services assistant utility.

The Web services assistant utility contains two programs: DFHWS2LS and
DFHLS2WS:

— DFHWS2LS helps you map an existing WSDL document into a high level
programming language data structure.

— DFHLS2WS creates a new WSDL document from an existing language
structure.

The Web services assistant supports the following programming languages:

— COBOL
- PLI

- C

— C++

» It supports two different approaches to deploying your CICS applications in a
Web services environment.

— You can use the Web services assistant.

The Web services assistant helps you deploy an application with the least
amount of programming effort. For example, if you want to expose an
existing application as a Web service, you can start with a high-level
language data structure and use DFHLS2WS to generate the Web
services description. Alternatively, if you want to communicate with an
existing Web service, you can start with its Web service description and
use DFHWS2LS to generate a high level language structure that you can
use in your program.

Both DFHLS2WS and DFHWS2LS also generate a file called the wsbind
file. When your application runs, CICS uses the wsbind file to transform
your application data into a SOAP message on output and to transform the
SOAP message to application data on input.
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— You can take complete control of the processing of your data.

You can write your own code to map between your application data and
the message that flows between the service requester and provider. For
example, if you want to use non-SOAP messages within the Web service
infrastructure, you can write your own code to transform between the
message format and the format used by your application.

It reads a pipeline configuration file created by the CICS system programmer
to determine which message handlers should be invoked in a pipeline.

Note: A pipeline can be configured as either a service requester pipeline or
a service provider pipeline but not both.

Whether you use the Web services assistant or take complete control of the
processing yourself, you can write your own message handlers to perform
additional processing on your request and response messages. You can also
use CICS-supplied message handlers.

It supplies message handlers designed especially to help you process SOAP
messages.

The pipelines that CICS uses to process Web service requests and
responses are generic, in that there are few restrictions on what processing
can be performed in each message handler. However, many Web service
applications use SOAP messages, and any processing of those messages
should comply with the SOAP specification. Therefore, CICS provides special
SOAP message handler programs that can help you to configure your
pipeline as a SOAP node.

— A service requester pipeline is the initial SOAP sender for the request, and
the ultimate SOAP receiver for the response.

— A service provider pipeline is the ultimate SOAP receiver for the request,
and the initial SOAP sender for the response.

You cannot configure a CICS pipeline to function as an intermediary node in a
SOAP message path.

The CICS-provided SOAP message handlers can be configured to invoke
one or more user-written header processing programs and to enforce the
presence of particular headers in the SOAP message.

It allows you to configure many different pipelines.

You can configure a pipeline to support SOAP 1.1 or SOAP 1.2. Within your
CICS system, you can have some pipelines that support SOAP 1.1 and
others that support SOAP 1.2.
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It provides the following resource definitions to help you configure your
support for Web services:

— PIPELINE
- URIMAP
- WEBSERVICE

If you used the SOAP for CICS feature, you might be able to use CICS
resource definitions to replace the logic you provided in your pipeline
programs to distinguish one application from another. For example, in a
service provider, you might be able to replace code that distinguishes
between applications based upon a URI, with a suitable set of URIMAP
resources.

It provides the following EXEC CICS application programming interface (API)
commands:

— SOAPFAULT ADD | CREATE | DELETE
— INQUIRE WEBSERVICE
— INVOKE WEBSERVICE

It conforms to open standards, including:

~ SOAP 1.1and 1.2
~ HTTP 1.1
~ WSDL 1.1

It ensures maximum interoperability with other Web services implementations
by conforming to the Web Services Interoperability Organization (WS-I) Basic
Profile 1.0.

It supports the WS-Atomic Transaction and WS-Security specifications.

1.9.2 What is new in CICS TS V3.2
CICS TS V3.2 provides the following new functions:

34

>

It supports the WSDL 2.0 specification in addition to WSDL 1.1. CICS support
for WSDL 2.0, however, is subject to some restrictions that are documented in
the CICS Web Services Guide, SC34-6838.

The Web services assistant utilities, DFHWS2LS and DFHLS2WS, have
been enhanced to enable creation of a Web service description that complies
with WSDL 2.0. You can create both WSDL 1.1 and WSDL 2.0 documents
during the same run of the assistant utility.

The batch jobs have new and modified parameters that provide you with more
flexibility:

— You can specify an absolute URI for your Web service to DFHLS2WS.
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— DFHWS2LS automatically determines the WSDL version of the Web
service description that has been supplied as input.

— You can select a specific wsdl:Service element within the Web service
description.

— You can specify a subset of wsdl:Operation elements that you want to
invoke.

These enhancements are useful when you have a large WSDL file with many
wsdl:Service and wsdl:Operation elements in it.

In accordance with the WSDL 2.0 specification, CICS now supports four out
of the eight Message Exchange Patterns (MEPs). These patterns describe
typical interactions between requester and provider. The patterns are:

— In-Only:

A request message is sent to the Web service provider, but the provider is
not allowed to send any type of response to the Web service requester.

— In-Out:

A request message is sent to the Web service provider, and a response
message is returned. The response message can be a normal SOAP
message or a SOAP fault.

— In-Optional-Out:

A request message is sent to the Web service provider, and a response
message is optionally returned to the requester. The response message
can be a normal SOAP message, or a SOAP fault.

— Robust In-Only:

A request message is sent to the Web service provider, and no response
message is returned to the requester unless an error occurs. In this case,
a SOAP fault message is sent to the requester.

When CICS is acting as a service requester, that is, if your program issues an
EXEC CICS INVOKE WEBSERVICE command, you can now define how
long CICS should wait for a reply. The PIPELINE resource has a new
RESPWAIT attribute that determines how many seconds CICS should wait. If
you do not set a value for this attribute, either the default timeout for the
transport protocol or the dispatcher timeout for the transaction is used.

The default timeout for HTTP is 10 seconds; the default timeout for
WebSphere MQ is 60 seconds. If the value for the dispatcher timeout for the
transaction is less than the default for either protocol, the timeout occurs with
the dispatcher.

New context containers have been provided in the Web service provider and
requester pipelines to support WSDL 2.0.
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» CICS TS V3.2 supports the SOAP Message Transmission Optimization

Mechanism (MTOM) and XML-binary Optimized Packaging (XOP)
specification commonly referred to as MTOM/XOP. These specifications
define a method for optimizing the transmission of base64Binary data within
SOAP messages.

CICS implements this support in both requester and provider pipelines when
the transport protocol is HTTP or HTTPS. You can configure MTOM/XOP
support by using additional options in the pipeline configuration file. With this
support, base64Binary data is sent as a binary attachment and not directly in
the SOAP message.

CICS support for Web services has been extended to comply with the WSDL
1.1 Binding Extension for SOAP 1.2 specification. This specification defines
the binding extensions that are required to indicate that Web service
messages are bound to the SOAP 1.2 protocol. The goal is to provide
functionality that is comparable with the binding for SOAP 1.1.

The support that CICS provides for securing Web services has been
enhanced to include an implementation of the Web Services Trust Language
(WS-Trust) specification. CICS TS V3.2 can interoperate with a Security
Token Service (STS), such as Tivoli Federated Identity Manager, to validate
and issue security tokens in Web services.

This enables CICS to send and receive messages that contain a wide variety
of security tokens, such as SAML assertions and Kerberos tokens, to
interoperate securely with other Web services. CICS support for WS-Trust
specification is subject to some restrictions, as shown in the CICS Web
Services Guide, SC34-6838.
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Web Services performance
considerations

In this chapter, we look at how the following topics can impact the performance of
a Web services solution:

» Transport considerations
Payload size

XML parsing

Using MTOM/XOP for binary data
Security choices

System z10 server improvements
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2.1 Transport considerations

The connector transport used to expose CICS applications in an SOA can have
significant impact on the performance of the required solution.

2.1.1 CICS connector choices
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CICS Web services is one of several CICS connector technologies that can be
used to provide access to CICS applications. The other choices include the
following three principal solutions:

» J2EE connector architecture, via CICS Transaction Gateway (CTG)
» HTTP, via CICS Web support
» Native messaging, via WebSphere MQ (WMQ)

The relative merits of each of these methods are discussed in detail in the IBM
Redbooks publication, Architecting Access to CICS within an SOA, SG24-5466.
In particular, a detailed comparison of the performance based on CICS TS V3.1
is outlined in Chapter 7, “Performance and scalability”. A recent performance
study for CICS TS 3.2 analyzing CPU costs for these different connector
solutions is shown in Figure 2-1. Figures represent basic transport costs for a
simple 100 byte message, and do not include any additional cost for message
parsing, security, transaction control or other qualities of service.
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Figure 2-1 CICS connectors - CPU consumption

» “Web service” is a Web service call to invoke a CICS program.
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» CTG z/OS EXCl is a configuration in which an application uses a remote
connection to a CTG daemon, and then the CTG daemon uses the EXCI to
invoke a CICS program.

» CTG z/OS IPIC is a configuration in which an application uses a remote
connection to a CTG daemon, and then the CTG daemon uses the IPIC
(IP connectivity) protocol to invoke a CICS program.

» CTG local IPIC is a configuration in which an application uses a direct CTG
IPIC connection to invoke a CICS program.

» CTG local ECI/IP is a configuration in which an application uses an ECI over
IP connection to invoke a CICS program.

» HTTP is a configuration in which an application uses the CICS Web support
to send an HTTP request to a CICS program.

» WMQ is an application that uses an MQ message to invoke a CICS program.

These figures illustrate how the CPU usage per sub-system varies depending on
the underlying connector technology. With CTG and HTTP options providing
lower CPU usage, and CTG providing additional options for the off-load of CPU
costs to the zAAP processors depending on the topology in use. Note that the
Web service message used was a single element message and so did not
include significant XML parsing costs. For further details on XML parsing refer to
2.2.2, “XML complexity” on page 41.

2.1.2 Web service transports

Web services requests into CICS can use SOAP over HTTP or MQ:

» When HTTP is used as the transport, persistent TCP/IP connections can be
configured by setting the SOCKETCLOSE parameter in the relevant
TCPIPSERVICE definition. Persistent connections outperform non-persistent
connections, because the Web service requester is able to reuse the
underlying socket connection on subsequent invocations of a service on the
same CICS system. If the connection is not persistent, then the client will
have to establish a new connection for every invocation of a service provider
application. The use of persistent connections is particularly important when
SSL/TLS is used to secure access to the Web service.

» When MQ is used as the transport, the performance of non-persistent
messages is significantly better than that of persistent messages. Persistent
messages are written to the queue manager log (for recovery purposes),
whereas non-persistent messages are not written to the log. This also has an
impact on the queue manager's restart time.
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2.2 XML parsing and payload size

The resources, such as CPU and storage, that are consumed by CICS in
processing Web service requests are principally affected by the efficiency of the
XML parsing and the amount of data transmitted. In the following section we
discuss the key considerations for when analyzing the performance of a Web
services solution.

2.2.1 Payload size

40

The size of the SOAP messages is directly related to the amount of CPU and
storage consumed by CICS in processing the Web service. Figure 2-2 shows
how the size of both an inbound and outbound SOAP message affects the
number of milliseconds of CPU consumed to process a Web service. The SOAP
message consists of a single element to reduce any impact of XML parsing.
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Figure 2-2 CPU usage based on message size

For a given SOAP message, the process of generating the outbound message
consumes less CPU than the process of parsing an inbound message of the
same size. Thus the inbound message size has a more significant impact on
performance than the outbound message size. The two key ways in which
message size can be reduced are as follows:

» Designing less complex XML schemas
» Using MTOM/XOP if large amounts of binary data are used

We discuss these topics in the following section.
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2.2.2 XML complexity

XML parsing is a CPU intensive activity within the Web services pipeline. The
XML associated with the SOAP envelope, SOAP headers, and SOAP body for
inbound SOAP messages is parsed to extract the data elements that are to be
passed to the application. Structuring the XML to reduce the complexity of the
elements is likely to be one of the best methods to improve the scalability of Web
service applications in CICS. Note that as with payload size, the complexity of
the inbound SOAP message is of prime importance because XML parsing is only
performed for the inbound message, and not on the outbound message.

The key factors affecting the XML parsing costs are:

1. The number of XML elements
2. The size of each element
3. The size of the element tags

If using a bottom-up approach by importing an existing copybook (such as with
using the DFHLS2WS tooling), the first approach should be to perform an
analysis of the XML structure. If it is possible to perform simple alteration on the
existing copybook this may provide the performance gains required. The key
items to investigate are:

» Removal of trailing spaces from data elements
» Reducing the size of the element tag names
» Reducing the general complexity of the language structure

The most important consideration, however, is the number of data elements.
As an approximate guide, the CPU overhead within CICS to process multiple
XML elements within a SOAP message is as follows:

» 0.5 ms of CPU per 100 inbound elements
» 0.1 ms of CPU per 100 outbound elements

Simply put, reducing the number of XML elements, especially for inbound
messages, is key to improving performance. Carefully consider this issue when
creating the Web services definition (WSDL).

Meet in the middle

If an existing copybook interface cannot be modified, then a meet in the middle
approach using a wrapper program can provide a mechanism to simplify the
XML structure and re-use existing CICS applications without modification. Using
this approach, DFHWS2LS is used to create the wsbind file and a language
structure for a wrapper program. The wrapper program acts as the service
provider application and, based on the SOAP request message received, it
creates a COMMAREA (or container) for the target business logic program.
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In addition, usage of a wrapper means that the CICS wrapper program can be
deployed in a different CICS region to the existing business logic programs. This
makes it possible to service enable a CICS program running in a back level CICS
region, and it is also consistent with the principal of configuring CICS regions
with different roles within a CICSplex. For more details on workload management
for CICS Web services, refer to the IBM Redbooks publication, CICS Web
Services Workload Management and Availability, SG24-7144.

2.2.3 Using MTOM/XOP for binary data
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It can often be necessary to transmit binary data, such as graphical images,
along with the character data primarily used as the input to CICS applications.
Before CICS TS V3.2, it was necessary to use the base64 encoding mechanism
to transfer such binary data within SOAP messages. However, CICS TS V3.2
supports the SOAP Message Transmission Optimization Mechanism (MTOM)
and XML-binary Optimized Packaging (XOP) specifications, commonly referred
to as MTOM/XOP. These specifications define a method for optimizing the
transmission of base64 encoded binary data within SOAP messages.

Benefits of MTOM/XOP

When using MTOM/XOP to transfer binary data, the overall payload size of data
transmitted across the network is reduced. This occurs because MTOM/XOP
allows binary data to be transmitted in its native binary form, rather than being
encoded in the base64 encoding.

Base64 encoding uses a well known encoding mechanism to transform each

3 bytes of binary data to 4 bytes of encoded data, thus causing additional CPU
usage due to both the overhead of encoding the data and the increase in payload
size. However, when using MTOM/XOP, there is an additional payload overhead
of the Multipurpose Internet Mail Extensions (MIME) headers, which also needs
to be factored into the total message size.

The overhead negates some of the benefit of MTOM/XOP and means that the
benefit will only be seen for messages over a given size. This is the reason that
CICS will only use MTOM/XOP for messages over 1,500 bytes in size. However,
in our tests that we ran using MTOM/XOP (see Chapter 9, “MTOM scenario”) we
found that MTOM/XOP usage only demonstrated significant benefits for binary
attachments over 5 KB.
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The graph in Figure 2-3 shows the CPU consumed in processing a Web service
containing a single binary element with CICS TS V3.1, CICS TS V3.2, and CICS
TS V3.2 with MTOM/XOP.
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Figure 2-3 CPU usage of CICS Web services with binary data

The reduction in CPU usage when using MTOM/XOP is due to a combination of
factors:

» There is no longer a requirement to convert binary data to and from base64.

» There is a reduction in the CPU consumed within the XML parser on inbound
data, because the binary data is not parsed.

» There is an overall reduction in message size.

MTOM/XOP with WS-Security

When a component within the Web services pipeline does not support XOP, such
as WS-Security, MTOM/XOP compatibility mode is used. For example, if both
WS-Security and MTOM/XOP are configured within a CICS service provider
pipeline, the inbound message must be converted from a MIME document format
into standard XML format. This requires conversion of the binary data into
base64 binary. Before the binary data is presented to the target application, it
must be converted back from base64 binary to binary. Equivalent processing
occurs for outbound processing. From a performance perspective, therefore,
MTOM/XOP with WS-Security is not recommended.
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MTOM/XOP best practice guidelines

To efficiently control usage of MTOM/XOP requests, you should create a
separate pipeline configuration for the Web services using binary data. Within
this file, the <mtom_options> element then specifies when to use MTOM for
SOAP messages. Review the following guidance to enable efficient usage of
MTOM/XOP. For details on the pipeline configuration file used in our tests, refer
to Example 8-2 on page 183.

Service provider mode
Here we explain the various settings for service provider mode:
» If the binary data is only inbound to CICS, specify no for the send_mtom

attribute of the <mtom_options> element, to indicate that MTOM is not to be
used for outbound messages.

» Specify yes if the binary data is only outbound from CICS, to indicate that
MTOM/XORP is to be used for all outbound messages.

» For inbound and outbound binary data, specify same, to indicate that MTOM
is to be used for outbound messages only if the inbound message is in MTOM
format.

» Specify no for the send_when_no_xop attribute of the <mtom_options>
element, to indicate that MTOM is only to be used for the outbound message
if binary attachments are present in the message.

Service requester mode
Here we explain the various settings for service requester mode:

» Specify yes for the send_mtom attribute of the <mtom_options> element.

» Specify no for the send_when_no_xop attribute of the <mtom_options>
element.

2.3 Security and performance
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Generally speaking, there exists a trade-off in terms of security and performance.
The more secure a solution is, the more processing will be required to perform
the desired security functions. The following topics summarize how SSL/TLS,
WS-Security, and DataPower solutions provide authentication and confidentiality
and the relative performance merits of each option. For further details about the
implementation of each option, refer to the IBM Redbooks publication, Securing
CICS Web services, SG24-7658.
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2.3.1 Transport level security

Transport level security (TLS) or its predecessor Secure Sockets Layer (SSL) is a
flexible security infrastructure that provides a transport based security solution
between two TCP/IP endpoints. It provides both confidentiality and the option to
authenticate the client and server identities. In terms of performance, TLS
performs well because the connection can be re-used after the digital key
exchange process has occurred, and the cryptographic operations for the key
exchange and payload encryption can be off-loaded to the System z
cryptographic hardware.

When using SSL/TLS, consider the following techniques for optimizing the
performance of the solution:

» Ultilizing cryptographic hardware.

» Increasing the value of the CICS system initialization table parameter
SSLDELAY so the session IDs remain in the SSLCACHE longer, which will
result in only partial SSL handshakes.

» Increasing the value of the CICS system initialization table parameter
MAXSSLTCBS so there are more S8 TCBs in the SSL pool for the SSL
handshake negotiation.

» Using the CICS SSLCACHE system initialization table parameter to
implement SSL caching across a sysplex if Web service requests are being
routed across a set of CICS regions. However, if you are using a single CICS
region, then you should specify SSLCACHE(CICS) as opposed to
SSLCACHE(SYSPLEX) in order to avoid the additional cost of making the
SSL session ID shareable.

» Keeping the socket open by coding SOCKETCLOSE NO on the
TCPIPSERVICE definition. This is the default for HTTP 1.1 persistent
sessions and removes the need to perform an SSL handshake on the second
or subsequent HTTP request.

» Only using client authentication by specifying SSL(CLIENTAUTH) on the
TCPIPSERVICE definition when you really need your clients to identify
themselves with a client certificate. Client authentication requires more
network transmissions during the SSL handshake, and more processing by
CICS to handle the received certificate.

SSL/TLS is a good choice if no intermediaries are used in the Web service
environment or, if there are intermediaries, when you can guarantee that after the
data is decrypted, it cannot be accessed by an untrusted node or process.

Note, however, that TLS does not provide end-to-end message level security, and
so if non-trusted nodes exist between the requester and provider, WS-Security is
a more appropriate solution.
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2.3.2 WS-Security

Web service security (WS-Security) provides a set of SOAP message extensions
for building secure Web services by defining new elements to be used in the
SOAP header for message-level security. The specification allows you to protect
the body of the message or any XML elements within the body or the header.
You can give different levels of protection to different elements within the SOAP
message. The advantage of using WS-Security over SSL/TLS is that it can
provide end-to-end message-level security. This means that the message can be
secured even if it passes through multiple services, called intermediaries.

CICS TS V3.2 provides in-built support for WS-Security, and provides a flexible
set of options to provide the following security functions:

» Authentication, using X.509 or basic authentication options
» Signing of SOAP messages, either inbound or outbound
» Encrypting SOAP messages, either inbound or outbound

Because WS-Security support is a completely stateless protocol, the encrypted
channel is not persisted between Web service requests. This means that
expensive security functions, such as the XML digital signature validation, need
to be repeated for each service request. The result of this is that security
implementations using WS-Security are generally more CPU intensive than
transport based security implementations.

2.3.3 WS-Security with DataPower

IBM WebSphere DataPower appliances are purpose-built, network devices that
can be used to simplify and accelerate XML and Web services deployments.
Using DataPower with WS-Security provides options to improve the performance
of WS-Security with CICS by either verifying the X.509 digital signature or
mapping the digital signature to a UsernameToken (such as a RACF user ID).
To see results of our tests comparing these options, with WS-Security digital
signature validation within CICS or within DataPower, refer to Chapter 10,
“Security scenarios”.

2.3.4 Security summary
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Figure 2-4 summarizes the CPU usage for three different WS-Security solutions.
This information was obtained from the CICS performance team at IBM Hursley.
The WS-Security scenarios used security for both inbound and outbound
messages, the digital signature algorithm used was RSA-SHA1, and the
encryption algorithm used was AES-256.
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Figure 2-4 Relative performance of WS-Security solutions

The graph shows the total CPU consumed in processing an incoming Web
service request in a CICS TS V3.2 provider system with the following options:

No security Web service request without security

SSL Web service request encrypted using SSL,
(without client authentication).

WS-Security sign Web service request with an XML digital
signature (this is equivalent to our CICS
XML digital signature scenario described in
8.5, “Security scenarios overview” on
page 187.

WS-Security encrypt and sign  Web service request with an XML digital
signature and XML encryption.

The data in Figure 2-5 on page 50 highlights the additional cost of WS-Security
processing that is incurred within CICS for both XML signed and encrypted
SOAP messages. Note that SSL also offers options for authenticating the client
identity, and this will incur additional processing costs within CICS.

In summary, the three options each offer the following characteristics:

» SSL/TLS:

SSL/TLS is a mature technology that provides robust encryption and
authentication solutions at the transport level. There are ways of optimizing
performance, such as persistent TCP/IP connections and SSL session ID

reuse, and these optimizations mean that expensive security functions, such
as SSL handshaking, can be avoided for service requests following the initial
handshake.
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» WS-Security:

WS-Security works across multiple transports and nodes, and is independent
of the underlying protocol. It offers a high level of security with a rich set of
options. However, expensive security functions, such as XML digital
signature validation, are repeated for each service request, and so the CPU
costs will be highest when using WS-Security within CICS.

» WS-Security with DataPower:

A DataPower appliance can be used in conjunction with CICS Web services
WS-Security support to off-load expensive operations by processing the XML
digital signature and performing mappings to a predefined RACF user ID.
This provides a more efficient WS-Security solution, but relies on additional
hardware and the ability to place the DataPower appliance within a trusted
network zone.

To see our results for the tests using WS-Security and DataPower scenarios,
refer to Chapter 10, “Security scenarios”.

2.4 CICS TS V3.2 performance improvements

Next we show some examples of the performance improvements in CICS TS
V3.2, compared to CICS TS V3.1, when using Web services requests. These
figures were obtained from the performance team at IBM Hursley, using a
dummy target application.

2.4.1 HTTP enhancements

CICS TS V3.2 offers a range of performance improvements in the HTTP
transport infrastructure. The main benefits are as follows:

Optimized HTTP processing
The efficiency of HTTP message processing has been considerably improved for

inbound and outbound messages.

The improvements in inbound HTTP processing are as follows:
» 12% less CPU for a 4 KB message

» 31% less CPU for a 32 KB message

The improvements in outbound HTTP processing are as follows:

» 20% less CPU for a 4 KB message
» 46% less CPU for a 32 KB message

48 Considerations for CICS Web Services Performance



These enhancements are automatic and apply to all HTTP communication using
CICS Web support, including inbound and outbound Web service requests.

2.4.2 WS-Security improvements

The following WS-Security performance improvements are introduced in CICS
TS V3.2.

UsernameToken basic authentication

The efficiency of basic authentication of a WS-Security UsernameToken has
been significantly improved in CICS TS V3.2. This processing now avoids the
overhead of initializing the DFHWSSE1 message handler. Tests have shown a
greater than 80% reduction in CPU consumption when configuring the CICS
WS-Security handler to authenticate a UsernameToken (user ID and password).

X.509 digital signature verification

The efficiency of WS-Security XML digital signature verification has been
improved. Tests have demonstrated an 18% reduction in CPU consumption for
inbound/outbound digital signature verification.

WS-Security encryption

The efficiency of WS-Security XML encryption has been improved. Tests have
demonstrated a 17% reduction in CPU for bidirectional message
encryption/decryption.

2.4.3 Code page conversion

Web service request and response messages are normally sent encoded with a
UTF-8 encoding. To process UTF-8 data within CICS applications typically
requires code page conversion to and from EBCDIC. Performance
improvements for code page conversion have been made in CICS TS V3.2. The
CPU used to perform code page conversion between UTF-8 and EBCDIC is
reduced if the UTF-8 data consists of the 7-bit ASCII characters, with no national
characters.

2.4.4 64-bit containers

CICS TS V3.2 introduced support for 64-bit containers, and in doing so, provided
optimized container storage management. Performance improvements over
CICS TS V3.1 in terms of reduced CPU are noticeable when using containers,
and this is especially noticeable for larger messages with tests demonstrating
around 30% less CPU required for managing a 1 MB container.
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2.5 System z10 hardware
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Running the same CICS Web services workload on an IBM System z10 machine
as compared to an earlier System z machine can have a significant effect on the
performance and throughput of the solution.

Figure 2-5 shows the results from running a CICS Web service provider
application, on a System z9 and a System z10. The CPU usage is in CPU ms per
Web service, and the SOAP message length is 100 KB.
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Figure 2-5 CPU usage for a Web services workload on System z9 and System z10

As can be seen, moving from a z9 to a z10 processor has reduced the CPU
consumed per CICS Web service by approximately 30%.

In 9.2.3, “Effects of switching workload to System z10” on page 222 we present
our own performance data, which illustrates the benefit of processing Web
services requests that contain binary data on a System z10 compared to a
System z9. Our figures illustrate a major improvement (approximately 45%)
when using binary data without MTOM/XOP and a smaller benefit when using
MTOM/XOP. The larger benefit when not using MTOM/XOP is attributed to the
increased speed of the z10 that accelerates conversion between base64 and
binary data.
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Part 2

CICS Tools overview

In this part of the book, we focus on the tools available to help you understand
your system’s performance. These tools include:

» RMF

CICS Performance Analyzer

IBM Tivoli Monitoring
OMEGAMON XE for CICS on z/OS
ITCAM for SOA

vvyyy
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RMF

In this chapter, we describe how to measure CICS Web Services performance,
using the z/OS Resource Measurement Facility (RMF).

Measuring CICS performance with other tools is discussed in the next few
chapters. In this chapter we cover the following topics:

» RMF overview
» Measuring CICS Web Services performance using RMF

For detailed information about using RMF with zSeries®, refer to Effective
zSeries Performance Monitoring using Resource Management Facility,
SG24-6645.
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3.1 RMF overview

RMF is an optional feature of z/OS, and is shipped with every release of z/OS at
the current level of support. It is integration tested with z/OS and includes the
enhancements available with every new release.

RMF is the IBM strategic product for z/OS performance measurement and
management. It is the base product to collect performance and capacity planning
data for z/OS and sysplex environments to monitor systems' performance
behavior. RMF allows you to optimally tune and configure your system according
to your business needs.

RMF collects system-wide data that describes the processor activity, /O activity,
main storage activity, and system resources manager (SRM) activity. Analysis of
the data collected by RMF can then be made by running a variety of RMF
reports, or observed dynamically using ISPF panels.

RMF measures the following activities:

Processor usage

Address space usage

Channel activity

Device activity

Detailed system paging

Detailed system workload

Page and swap data set

Enqueues

Coupling Facility (CF) activity

Cross Coupling Facility (XCF) activity

VVYVYVYVYVYVYVYYVYY

RMF allows the z/OS user to:

» Evaluate system responsiveness
» Check the effects of tuning
» Perform capacity planning evaluation
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3.2 Using RMF

RMF is normally active in the system 24 hours a day. A report is generated at the
time interval specified by the installation. An interval of 60 minutes is
recommended for normal operation. When you are addressing a specific
problem, reduce the time interval to 10 or 15 minutes.

The RMF records can be directed to the SMF data sets with the NOREPORT and
RECORD options; the report overhead is not incurred and the SMF records can
be formatted later. In terms of CPU costs, this is an inexpensive way to collect
performance information.

3.3 Using RMF with CICS

The CICS monitoring facility (CMF) is a component of CICS that coliects
statistical and monitoring data. CMF can be used in conjunction with RMF to
provide day-to-day monitoring of CICS transaction rates and response times
data.

CICS usage of RMF transaction reporting

The objective of using the CMF with RMF is to enable transaction rates and
internal response times to be monitored without incurring the overhead of
running the full CICS monitoring facility and associated reporting.

This approach can be useful when only transaction statistics are required, rather
than the very detailed information that CICS monitoring facility produces. An
example of this is the monitoring of a production system where the minimum
overhead is required.

CICS monitoring facility and the use of SYSEVENT

The CICS monitoring facility issues an MVS workload manager INMRPT or
IWMMNTFY macro that gives the following SYSEVENT information to the MVS
workload manager (WLM):

» The time at which the user-task was attached

» Subsystem identification (MNSUBSYS SIT value if specified, otherwise
derived from the first four characters of the CICS generic APPLID)

» Transaction identifier of the task
» User identifier
» APPLID of the CICS region
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3.4 Defining reporting classes using WLM
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Statistics in the RMF reports are grouped by reporting class. Therefore, to be
able to extract meaningful information from RMF reports, it is necessary to define
these reporting classes to the workload manager. This can be performed from
ISPF panels.

Next, we show an example of how to do this.
1. First, in Figure 3-1, we invoke WLM from within ISPF (TSO WLM).

File Help

Command ===>

W W L M M
W W L MM MM
WWW L MMM
WW WW L M M
W W LLLLL M M

Licensed Materials - Property of IBM

5647-A01 (C) Copyright IBM Corp. 2006.
A1l rights reserved.

ENTER to continue

Fl=Help F2=Split F3=Exit F9=Swap F10=Menu Bar F12=Cancel

Figure 3-1 WLM main panel

2. Press Enter to continue. An example of the Choose Service Definition window
appears.

3. Select Option 2 Extract definition from WLM couple data sets and press
Enter.
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4. Select Option 6 to manage Classification Rules (Figure 3-2).

File Utilities Notes Options
Functionality LEVELO11

Command ===>

Definition Menu

WLM Appl LEVELO19

Definition data set : none

Definition name
Description

-------

Select one of the

following options. . . . . 6 1.
2.

3.

4.

5.

6.

I

8.

9

1
Fl=Help F2=Split F3=Exit

WPS (Required)
WLM for WAS/Sysplex Perf monitor

Policies

Workloads

Resource Groups

Service Classes
Classification Groups
Classification Rules

Report Classes

Service Coefficients/Options
Application Environments
Scheduling Environments

F9=Swap F10=Menu Bar F12=Cancel

Figure 3-2 WLM main options panel
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5. Select function required (for example, Option 3 to Modify) for the Subsystem
Type (for example, CICS). See Figure 3-3.

Subsystem-Type View Notes Options Help
Subsystem Type Selection List for Rules Row 1 to 12 of 15
Command ===>
Action Codes: 1=Create, 2=Copy, 3=Modify, 4=Browse, 5=Print, 6=Delete,
/=Menu Bar
------ Class-------

Action Type Description Service  Report

_ ASCH Use Modify to enter YOUR rules OTHER

. CB WebSphere App Server WASDF OTHER

3_ CICS CICS SERVER CICSDFLT OTHER

_ DB2 Use Modify to enter YOUR rules SCDB2STP

_ DDF DRDA Stored Procedures SAPHIGH

_ IMS Use Modify to enter YOUR rules IMS IMS

_ IWEB Webserver Subsystem Type WEBSRVC ~ OTHER

. JES JES TYPE VEL50 OTHER

_ LSFM Use Modify to enter YOUR rules OTHER

. MQ Workflow Request Classification DEF_SC

_ OMVS VEL70 OTHER

_ SAP WLM definition for SAP R/3 4.5B  SAPAS SAP
Fl=Help F2=Split F3=Exit F4=Return F7=Up F8=Down
F9=Swap F10=Menu Bar F12=Cancel

Figure 3-3 Classification Rules
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6. The Service and Reporting classes required are defined on this panel
(Figure 3-4).

Subsystem-Type Xref Notes Options Help

Modify Rules for the Subsystem Type Row 4 to 12 of 12

Command ===> SCROLL ===> CSR
Subsystem Type . : CICS Fold qualifier names? Y (Y or N)
Description . . . CICS SERVER
Action codes: A=After C=Copy M=Move I=Insert rule
B=Before D=Delete row R=Repeat IS=Insert Sub-rule
More ===>
-------- Qualifier-------- -------Class--------
Action Type Name Start Service Report
DEFAULTS: CICSDFLT
1 s1 A6POC3C3 CICSDFLT C3C3
2 W CWXN o CICSDFLT ~ C3C3CWXN
2 W CPIH . CICSDFLT  C3C3CPIH
1 sI A6POC3C2 CICSDFLT C3c2
2 N CWXN - CICSDFLT C3C2CWXN
2 1 CPIH N CICSDFLT  C3C2CPIH
1 s1 A6POC3C1 CICSDFLT C3C1
2 N CPIH - CICSDFLT  C3CICPIH
2 N CWXN - CICSDFLT C3C1CWXN
kkkkkhkkhkkkhhkkhhkkhkkhkhkkhkhkkhhkkhkkkkx BOTTOM OF DATA kkhkkkkkkkhkkhkhkkhhkkhkhkkhkkhkhkkkhkkkk*
Fl=Help F2=Split  F3=Exit F4=Return F7=Up F8=Down F9=Swap

F10=Left Fl1=Right F12=Cancel

Figure 3-4 Define CICS APPLID and transaction id reporting classes

In this example, a Service Class of CICSDFLT with a Reporting Class of C3C3
has been defined for CICS region ABPOC3C3. The Workload Activity Report,
which we cover later, reports performance figures by Reporting Class.
AB6POC3C3 is the value specified on the APPLID parameter in the CICS SIT.

Using the IS Action code (Insert Sub-rule), transactions CWXN and CPIH have
been placed in their own Reporting Classes. The Classification Rules also have
to be updated for the CICS application as follows:

If CICS is started by submitting a batch job, the Classification Rules of the JES
subsystem type needs to be updated.

If CICS is started by a started task, the Classification Rules of the STC
subsystem type needs to be updated.

Chapter 3. RMF 59



An example of this is shown in Figure 3-5 for the STC subsystem type.

Subsystem-Type Xref Notes Options Help

Modify Rules for the Subsystem Type Row 4 to 13 of 100

Command ===> SCROLL ===> CSR
Subsystem Type . : STC Fold qualifier names? Y (Y or N)
Description
Action codes: A=After C=Copy M=Move I=Insert rule
B=Before D=Delete row R=Repeat IS=Insert Sub-rule
More ===>
-------- Qualifier-------- -------Class-=-=------
Action Type Name Start Service Report
DEFAULTS: STC_HIGH
1 7N A6POC3C3 __ CICSRGN A6POC3C3
1 TN I*CONN STC_HIGH  IMSCONN
1 TN RRS - SYSSTC RRS
1 1N D8%%MSTR STC_HIGH DB2_SYS
1 TN D8%%DBM1 STC_HIGH DB2_SYS
1 TN *IRLM SYSSTC DB2_SYS
1 TN WS6481 WS648
1 1N Ws6482 WS648
1 7N WS6481A STC WS648SRV
1 1N WS6482A STC WS648SRV
Fl=Help F2=Sp1lit  F3=Exit F4=Return F7=Up F8=Down F9=Swap

F10=Left F11=Right F12=Cancel

Figure 3-5 Define CICS started task reporting class

In this example, a new entry is inserted for the CICS system A6POC3C3 with a
Reporting Class of A6POC3C3.

ABPOC3C3 is the name of the CICS started task.

Before activating these new definitions, they first need to be installed. This is
achieved by returning to the Definition Menu panel and selecting 1. Install
definition from the Utilities drop-down menu.

When the definitions are installed, the service policy can be activated. This is
achieved by selecting 3. Activate service policy from the Utilities drop-down
menu.
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3.5 RMF monitors

RMF measures and reports system activity, mostly using a sampling technique to
collect data.

In the following sections we describe the three monitors that RMF can use.

Monitor |
Monitor | measures and reports the use of system resources such as:

» Processors
I/0 devices
Storage
Datasets

vYvyy

Monitor | runs in the background and measures data over a period of time.
Reports can be printed immediately after the end of the measurement interval, or
the data can be stored in SMF records and printed later with the RMF
postprocessor. PARMLIB member ERBRMFxx defines the options that are used
on the RMF Monitor | background session. The default member name is
ERBRMFOO.

Monitor Il
Monitor Il, like Monitor |, measures and reports the use of system resources.

Monitor Il runs in the background under TSO or on a console. It provides
“snapshot” reports about resource usage, and also can have the data stored in
SMF records. PARMLIB member ERBRMFxx defines the options that are used
on the RMF Monitor Il background session. The default member name is
ERBRMFO1.

Monitor Il

Monitor Il primarily measures the contention for system resources and the delay
of jobs that such contention causes. It collects and reports the data in real time
using ISPF panels, with optional printed copy backup of individual displays.

Monitor Il must be used if XCF or CF reports are required. PARMLIB member
ERBRMFxx defines the options that are used on the RMF Monitor Il background
session. The default member name is ERBRMF04 for Monitor .
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3.6 Starting RMF

By default, the Monitor | session is started at the time RMF itself is started.

RMF is started along with the Monitor | session by the command:
S RMF,,, (MEMBER(xx))

Where 'xx' indicates the ERBRMF member name suffix containing the Monitor |
parameters.

The RMF Monitor Il session is started by the command:
F RMF,START aa,MEMBER(xx)

Where 'aa’ indicates any 2 alphabetic characters except ZZ and lll, and 'xx'
indicates the ERBRMF member name suffix, which contains the Monitor |l
parameters.

The RMF Monitor Il session is started by the command:
F RMF,START III,MEMBER(xx)

Where 'xx' indicates the ERBRMF member name suffix, which contains the
Monitor Il parameters.

This starts the Monitor Ill procedure RMFGAT.

3.7 Sample RMF definitions

Example 3-1 shows an RMF startup procedure.

Example 3-1 RMF startup procedure

//TEFPROC EXEC PGM=ERBMFMFC,REGION=0M,DPRTY=(10,10),PERFORM=74
//1EFPARM DD DDNAME=IEFRDER

//TEFRDER DD DSN=USER.PARMLIB,DISP=SHR

//MFR00001 DD DSN=CICS.MVS2A.RMF1,DISP=SHR

//MFR00002 DD DSN=CICS.MVS2A.RMF2,DISP=SHR

//RMFAB0OO1 DD DSN=CICS.MVS2A.MONII,DISP=SHR

An example of the Monitor | PARMLIB parameters in member ERBRMFxx is
shown in Example 3-2 on page 63.

Note that in general all the PARMLIB member parameters for RMF are not
specifically related to CICS.
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Example 3-2 Sample monitor | PARMLIB member

CPU /* COLLECT CPU STATISTICS */
CHAN /* COLLECT CHANNEL STATISTICS */
CYCLE(200) /* SAMPLE AT 5 TIMES / SECOND */

DEVICE(NOCHRDR) /* NO CHARACTER RDR DEV STATS  */
DEVICE(COMM) /* COMM DEVICE STATS - MAY BE
GOOD DEBUG AID  */
DEVICE (DASD)/* COLLECT DIRECT ACCESS DEVICE STATISTICS */
DEVICE (NOGRAPH)/* NO GRAPHICS DEVICE STATISTICS  */
DEVICE(NOTAPE)/* NO TAPE DEVICE STATISTICS  */
DEVICE(NOUNITR)/* NO UNIT RECORD DEVICE STATS  */
DEVICE (NMBR(2A2A:2A2B))/* CTC CONNECTIONS  */
NOENQ /* NO ENQ REPORTING  */
NOEXITS/* DO NOT TAKE RMF EXITS  */
INTERVAL (60M) /* REPORT AT 60 MIN INTERVALS  */
NOIOQ /* I/0 Q'ING FOR DEV IN LOG CU*KR  */
NOOPTIONS/* OPERATOR MAY NOT CHG RMF OPTIONS  */
PAGING/* COLLECT PAGING STATISTICS  */
PAGESP/* COLLECT PAGE/SWAP DATASET STAT  */
REPORT (REALTIME) /* PRINT REPORTS AT END OF SESSION  */
RECORD/* RECORD INTO SMF DATASET  */
STOP(600M) /* STOP AFTER 600 MINUTES **KR  */
/* SET UP TO RUN 120 WITH  */
/* INTERVAL STARTED BY SET ICS  */
NOSYNC/* INTERVAL NOT SYNCED WITH HOUR  */
SYSOUT(A)/* SYSOUT CLASS OF OUTPUT REPORT  */
WKLD (PERIOD,SYSTEM)/* COLLECT WORKLOAD MANAGER STATISTICS
AND REPORT AT THE PERIOD LEVEL + TOTAL LINE */

A coding sample of the Monitor 1| PARMLIB parameters in member ERBRMFxx
is shown in Figure 3-6.

ASD

'/

/* COLLECT ADDRESS SPACE STATE DATA */

NOUSER/* DO NOT COLLECT USER DATA */
NODELTA/* PRESENT DATA AS SESSION TOTALS */
SINTV (30S)/* SESSION INTERVAL = 30 SECONDS */
STOP (30M)/* STOP AFTER 30 MINUTES */
RECORD/* SMF RECORDING */

REPORT (DEFER)/* ALL REPORTS TO BE PRODUCED AFTER RMF ENDS

OPTIONS/* OPERATOR MAY EXAMINE AND/OR CHANGE THE RMF OPTIONS */
SYSOUT(A) /* INTERVAL REPORTS TO CLASS A */

Figure 3-6 Sample Monitor Il PARMLIB member

Chapter 3. RMF 63



Example 3-3 shows the PARMLIB parameters for a Monitor Il session.

Example 3-3 Sample Monitor Ill PARMLIB member

NOOPTIONS /* STARTS IMMEDIATELY */
CYCLE(2000)/* CYCLE TIME 1000 MS */
MINTIME(60)/* SECONDS PER REPORT */
SYNC(0)/* SYNC(0) OKAY */
SYSOUT(A) /* SYSOUT CLASS */
RESOURCE (*JES2) /* WE ARE RUNNING JES2 */
HFSNAME (ADD (WAS3.WAS302.HFS),
ADD(OMVS .MVS25.ARGO.LIB2),

ADD(OMVS .MVS25.ARGO.LIB1),

ADD(OMVS .MVS25.ARGO) ,

ADD (OMVS .MVS25. PERFTASK) ,
NOSTOP/* DO NOT STOP */

3.8 Workload Activity Report

The Workload Activity Report is a typical RMF report used to report on CICS
activity.

Example 3-4 shows JCL to create the Workload Activity Report using SMF
dataset SYS1.MV2A.MANA as input.

Example 3-4 JCL to create Workload Activity Report

//RMFO1 EXEC PGM=IFASMFDP
//DUMPIN DD DSN=SYS1.MV2A.MANA,DISP=SHR
//DUMPOUT DD DSN=&&SMF,UNIT=SYSDA,
// DISP=(NEW,PASS),SPACE=(CYL, (50,50))
//SYSPRINT DD SYSOUT=A
//SYSIN DD *
INDD(DUMPIN,OPTIONS (DUMP))
0UTDD (DUMPOUT, TYPE (000:255))
//RMF02 EXEC PGM=ERBRMFPP,REGION=0M
//MFPINPUT DD DSN=&&SMF,DISP=(0LD,PASS)
//SYSUDUMP DD SYSOUT=A
//SYSOUT DD SYSOUT=A
//SYSPRINT DD SYSOUT=A
//MFPMSGDS DD SYSOUT=A
//PPXSRPTS DD SYSOUT=A
//SYSIN DD *
NOSUMMARY
SYSOUT (A)
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REPORTS (INTERVAL)
SYSRPTS (WLMGL (RCLASS,SCPER))

/*
/1

3.9 Measuring CICS Web Services performance using

RMF

The RMF reports produce statistics on a wide range of machine resources.

When measuring CICS Web Services performance, normally the metrics we are
interested in are:

>
>
>

CPU consumed to process a Web Service
Web Service response time
Web Service throughput

In general, the standard method for measuring CICS Web Services performance
is as follows:

1.
2.

Create or capture a script that invokes a CICS Web Service.

Import the script into a workload simulator product, for example, Workload
Simulator for z/OS or Rational® Performance Tester for z/OS.

Start the workload simulator to run the required script. Consideration needs to
be given to the number of simulated clients and the “thinktime”. The thinktime
determines how frequently each simulated client runs the script.

Ensure that no tasks other than those invoked by the workload simulator
script are running on the CICS system.

Wait until all clients are connected to CICS and are running the script. It is
important that a steady workload is running before collecting CICS CPU and
transaction statistics.

Use RMF to capture the CPU and transaction statistics. This can be achieved
by stopping and starting RMF to start a new reporting interval. Leave the
workload running for a few minutes, then stop and start RMF again to end the
reporting interval.

Run the RMF Workload Activity Report, and extract statistics for that reporting
interval.

Adjust the number of clients and/or the thinktime, if necessary, so that CICS is
being neither under nor over utilized in terms of CPU usage. Between 20%
and 50% of each processor would be a reasonable aim. Also ensure that no
CICS limits are being encountered, such as short-on-storage or maxtasks.

Chapter 3. RMF 65



Sample Workload Activity Report output
Figure 3-7 shows some sample output from the Workload Activity Report.

REPORT BY: POLICY=CICSWORK REPORT CLASS=A6P0C3C3
DESCRIPTION =
1/0-- ---SERVICE---- --SERVICE TIMES-- ---APPL %--- ----- STORAGE-----
2.9 1I0C 5529 CPU 232.464 CP 92.12 AVG 127509.73
0.8 CPU 6241K SRB 0.297 AAPCP 0.00 TOTAL 127436.05
0.6 MSO 0 RCT 0.000 IIPCP 0.00 SHARED 3.00
0.0 SRB 7965  IIT 0.003
0.2 TOT 6254K HST 0.000 AAP N/A --PAGE-IN RATES--
0.0 /SEC 24751  AAP N/A TIP N/A  SINGLE 0.0
I1P N/A BLOCK 0.0
ABSRPTN 25K SHARED 0.0
TRX SERV 25K PROMOTED 0.000 HSP 0.0

Figure 3-7 Workload Activity Report showing CICS CPU usage

The APPL% CP value of 92.12 for Reporting Class A6POC3C3 indicates that the
CICS system A6POC3C3 was using an average of 92.12% CPU during this
reporting interval.

Note that this figure might exceed 100% in a multi-processor environment. For
example if the LPAR was running with 3 processors and CICS was consuming
70% of each of the processors, the APPL% CP value would be 210%.

Figure 3-8 is a Workload Activity Report showing CPIH transaction usage.

REPORT BY: POLICY=CICSWORK REPORT CLASS=C3C3CPIH
DESCRIPTION =Reporting Class for C3C3 CPIH

-TRANSACTIONS- TRANS-TIME HHH.MM.SS.TTT
AVG 0.00 ACTUAL 848
MPL 0.00 EXECUTION 0

ENDED 39730 QUEUED 0
END/S  157.22 R/S AFFIN 0
#SWAPS 0 INELIGIBLE 0
EXCTD 0 CONVERSION 0
AVG ENC  0.00 STD DEV 237
REM ENC  0.00

MS ENC 0.00

Figure 3-8 Workload Activity report showing CPIH transaction usage

From our WLM definitions, Reporting Class C3C3CPIH is associated with CPIH
transaction.
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The END/S value of 157.22 indicates that during this reporting interval, on
average, 157.22 CPIH tasks ended per second.

Figure 3-9 is a Workload Activity Report showing CWXN transaction usage.

REPORT BY: POLICY=CICSWORK REPORT CLASS=C3C3CWXN
DESCRIPTION =Reporting Class for C3C3 CWXN

-TRANSACTIONS- TRANS-TIME HHH.MM.SS.TTT
AVG 0.00 ACTUAL 723
MPL 0.00 EXECUTION 0

ENDED 39750 QUEUED 0
END/S  157.23 R/S AFFIN 0
#SWAPS 0 INELIGIBLE 0
EXCTD 0 CONVERSION 0
AVG ENC  0.00 STD DEV 243
REM ENC  0.00

MS ENC 0.00

Figure 3-9 Workload activity report showing CWXN transaction usage

From our WLM definitions, Reporting Class C3C3CWXN is associated with
CWXN transaction.

The END/S value of 157.23 indicates that during this five minute interval, on
average, 157.23 CWXN tasks ended per second.

As each SOAP message is composed of a CWXN and CPIH task, we would
expect the END/S value for the CBC3CPIH and C3C3CWXN Reporting Classes
to be about the same.

Measuring the CPU consumed per Web Service

The following process enables us to calculate the CPU consumed per SOAP
message.

The Workload Activity Report displays the number of tasks ended per second
(END/S) for the reporting class we are interested in.

In a CICS requester system, there is a one-to-one correlation between tasks
ending and SOAP messages processed within the time period being measured.

In a CICS provider system, there are normally two tasks (CWXN and CPIH when
using HTTP transport) to process a Web Service request. However, for example,
if context switching is used, a third task is used to run the back-end application.
Note also that instead of using CPIH as the transaction ID, another ID can be
substituted.
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If you are unsure how many tasks run in a CICS provider system to process a
single SOAP message, CICS statistics can be used to determine this, or even a
CICS trace.

The APPL% CP value for the whole CICS region, obtained from the Workload
Activity Report indicates the average percentage CPU consumed within the time
period being measured.

This value is the average CPU consumed by all tasks running within that CICS
system. Hence for a pure Web Services workload, to arrive at a measurement for
milliseconds of CPU consumed per SOAP message, we do the following
calculations.

If ¢ is the APPL% CP value, the workload consumes ¢/100 seconds of CPU in a
second. In milliseconds that would be 1000*¢/100, which resolves to 10*c
milliseconds of CPU per second.

This is the amount of milliseconds of CPU consumed per second for all tasks that
make up this workload. If t is the END/S value (the number of tasks that end per
second), then 10*c/t gives us the average milliseconds of CPU per task. If n is
the number of tasks per SOAP message (CWXN, CPIH, and so on), then the
milliseconds of CPU consumed per SOAP message is:

n*10*c/t

So, for the previous example, the CPU consumed per Web Service calculation is:
2*10%92.12/(157.22+157.23) = 5.86 milliseconds

For a CICS requester system, this milliseconds of CPU value includes:

» User task processing including issuing the EXEC CICS INVOKE
WEBSERVICE

» Outbound and inbound SOAP pipeline request and response handling

For a CICS provider system, this milliseconds of CPU value includes:

» Inbound and outbound SOAP pipeline request and response handling

» Back-end business logic processing

When processing relatively large SOAP messages, the amount of processing
performed by TCP/IP or WebSphere MQ outside of a CICS TCB can become

significant. Therefore the APPL% CP value for the TCP/IP or WebSphere MQ
reporting classes needs to be factored into the calculations.

Note that WebSphere MQ might itself be using TCP/IP in transmitting and
receiving its messages.
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Measuring the Web Service response time

The Workload Activity Report displays the internal response time in the
“ACTUAL” field in the “TRANS.-TIME HHH.MM.SS.TTT” column for the reporting
class we are interested in. Note that this time value is in milliseconds.

For a CICS requester system, this is the internal response time of the user task,
and not just the response time within the SOAP pipeline.

For a CICS provider system, if all CICS tasks are in a single Reporting Class, this
is the average internal response time for the tasks used to process the Web
Service request.

To provide greater granularity for the CICS provider system response time, place
tasks such as CWXN, CPIH and CPIQ in unique reporting classes.

When using HTTP, as the CWXN task terminates immediately after attaching the
CPIH task, adding the CWXN and CPIH internal response times can give an
approximate Web Service internal response time.

Note that response times can be affected by other work running on the machine,
contending for machine resources.

Note also that response times measured by the client can be significantly higher
than these internal response times due to network transmission overheads.

Measuring Web Services throughput

Web Services throughput in terms of the number of Web Services processed per
second is obtained from the END/S field in the Workload Activity Report.

Note that throughput can be affected by a number of factors, including:

v

Other work running on the machine where CICS is running
Number of clients

Client thinktime

Network efficiency between clients and CICS

vyy
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CICS PA

In this chapter, we introduce IBM CICS Performance Analyzer for z/OS (CICS
PA) and describe how you can use it to analyze the performance of CICS Web
Services. For scenarios that use CICS PA, see Chapter 10, “Security scenarios”
on page 229.
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4.1 Overview

72

CICS PA is a reporting tool that provides information on the performance of your
CICS systems and applications to help you tune, manage, and plan your CICS
systems effectively.

CICS PA is not an online monitoring tool. It produces reports and extracts using
data collected by your system in MVS System Management Facility (SMF) data
sets:

»

CICS Monitoring Facility (CMF) performance class, exception class, and
transaction resource class data in SMF 110 records

CICS Transaction Server statistics data in SMF 110 records
CICS Transaction Gateway statistics data in SMF 111 records
System Logger data in SMF 88 records

DB2 accounting data in SMF 101 records

WebSphere MQ accounting data in SMF 116 records

IBM Tivoli OMEGAMON XE for CICS on z/OS (OMEGAMON XE for CICS)
data in SMF 112 records, containing transaction data for Adabas,
CA-Datacom, CA-IDMS, and Supra database management systems

CICS PA can help:

>

System Programmers to track overall CICS system performance and
evaluate the results of their system tuning efforts

Application Programmers to analyze the performance of their applications
and the resources they use

Database Administrators to analyze the usage and performance of database
systems such as IMS and DB2

MQ Administrators to analyze the usage and performance of their
WebSphere MQ messaging systems

Managers to ensure that transactions are meeting their required Service
Levels and measure trends to help plan future requirements and strategies
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CICS PA reports all aspects of CICS system activity and resource usage,
including:

» Transaction response time
» CICS system resource usage

» Cross-system performance, including multi-region operation (MRO) and
advanced program-to-program communication (APPC)

» CICS Business Transaction Services (BTS)

» CICS Web Support

» External subsystems, including DB2, IMS, and WebSphere MQ
» System Logger performance

» Exception events that cause performance degradation

» Transaction file and temporary storage usage

Rather than keeping large SMF data sets for reporting purposes, you can use
CICS PA to load selected SMF records into a CICS PA historical database
(HDB), optionally summarizing the records according to the time intervals that
you require for reporting (such as hourly or daily). You can then use CICS PA to
produce reports from the HDB instead of the SMF data sets. Loading selected
and summarized SMF data into an HDB allows you to accumulate the
performance data you want at the level of detail you need for reporting over long
periods, without requiring large amounts of storage or processing time.

In addition to producing formatted reports from SMF data sets or HDBs, CICS PA
can extract data to DB2 tables or comma-separated value (CSV) text files. You
can then develop your own custom reports using DB2 SQL queries, or download
CSV files to your PC, where you can view and manipulate the data using
PC-based spreadsheet applications such as Microsoft Excel®.

CICS PA provides both an interactive ISPF dialog interface and a batch
command interface. You can use either of these interfaces to request your
reports and extracts. The ISPF dialog interface uses your interactive input to
prepare JCL for the batch command interface. If you prefer to work directly with a
command interface rather than an interactive interface, then you can use the
ISPF dialog interface to prepare JCL that you can save and use as a starting
point, and then edit the JCL later without using the ISPF dialog.

Figure 4-1 shows the SMF record types that CICS PA can read, and the output
formats that it can produce:
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SMF record type
110 CICS Monitoring Display com
Facility forrr)a'fted + separated —, Spreadsheet
statistics value (CS software
110 CICS TS statistics ~ "°PO"S files
88 System Logger:
CICS journallin
: ° ciCcs Charts
111 CICS TG statistics —» gMmF Performance ,| Formatted /Jv\ff\
data s Analyzer reports -
101 DB2 accounting
116 WebSphere MQ A
accountin
unting No need to ~ DB2 tables -
112 OMEGAMON keep large Historical ) [ — .
XE for CICS SMF database queries
data sets (HDB) L

Figure 4-1 Overview of CICS PA inputs and outputs

Figure 4-2 shows the primary option menu of the CICS PA ISPF dialog.

//r Eile QOptions Help \\\
V2R1MO CICS Performance Analyzer - Primary Option Menu
Option ===>
0 CICS PA Profile Customize your CICS PA dialog profile
1 Personal Systems Specify personal CICS Systems, SMF Files and Groups
2 Report Sets Request and submit reports and extracts
3 Report Forms Define Report Forms
4 Object Lists Define Object Lists
5 Historical Database Collect and process historical data
6 Shared Systems Specify shared CICS Systems, SMF Files and Groups
7 Statistics Report CICS Statistics
8 Profiling Request Transaction Profiling
9 Application Grouping Define Application Groups
X Exit Terminate CICS PA

Figure 4-2 CICS PA primary option menu

Primary menu option 2, Report Sets, displays a list of the formatted reports that
you can select, organized by category.
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Figure 4-3 shows a sample report set. The Active column indicates the reports
that this particular report set contains. You can generate and submit JCL to run
reports individually in separate batch jobs, or you can submit an entire report set
in a single batch job, performing a single pass over the input data.

/ Eile Systems Confirm (Qptions Help

EDIT

Fl=Help

N

Command ===>

Description . .

Report Set - DEFAULT

Row 1 of 38
Scroll ===> CSR

. CICS PA Report Set

Enter "/" to select action.

** Reports ** Active
Options Yes
__ Global Yes
Selection Criteria No
Performance No
_ Exception No
Performance Reports Yes
_ List Yes
__ List Extended No
— Summary Yes
___ Totals No
. Wait Analysis No
___ Transaction Profiling No
— Cross-System Work No
___ Transaction Group No
___ BTS No
_ Workload Activity No
Exception Reports No
List No
_ Summary No
Transaction Resource Usage Reports No
__ File Usage Summary No
___ Temporary Storage Usage Summary No
___ Transaction Resource Usage List No
Subsystem Reports No
. DbB2 No_
___ WebSphere MQ No
OMEGAMON No
System Reports No
_ System Logger No
Performance Graphs No
Transaction Rate No
___ Transaction Response Time No
Extracts Yes
_ Cross-System Work No
__ Export Yes
__ Record Selection No
__ HDB Load Yes
__ System Logger Yes
** End of Reports **
F3=Exit F7=Backward F8=Forward F10=Actions F12=Cancel

~

J

Figure 4-3 CICS PA report set
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Some reports have their own specifically designed layout. Example 4-1 shows
excerpts from a CICS PA Wait Analysis report. The data used in this and other
examples in this chapter is taken from the “DataPower UsernameToken (200
clients)” scenario described in Chapter 10, “Security scenarios” on page 229.

Example 4-1 CICS PA Wait Analysis report

V2R1IMO CICS Performance Analyzer
Wait Analysis Report
WAIT0001 Printed at 15:00:30 10/20/2008 Data from 05:43:14 9/23/2008 to 05:54:00 9/23/2008 Page 1
Tran=CWXN
Summary Data  emeeeees Time —------em —meee Count ------  ==---- Ratio ------
Total Average Total Average
# Tasks 30469
Response Time 39.5847 0.0013
Dispatch Time 3.7077 0.0001 280555 9.2 9.4% of Response
CPU Time 3.3984 0.0001 280555 9.2 91.7% of Dispatch
Suspend Wait Time 35.8769 0.0012 280555 9.2 90.6% of Response
Dispatch Wait Time 2.7375 0.0001 250086 8.2 7.6% of Suspend
Resource Manager Interface (RMI) elapsed time 0.2292 0.0000 60938 2.0 0.6% of Response
Resource Manager Interface (RMI) suspend time 0.0091 0.0000 407 0.0 0.0% of Suspend
Suspend Detail e Suspend Time --------mmmmmmmmman comen Count -----
Total Average  %age Graph Total Average
SOIOWTT Inbound Socket I/0 wait time 17.3834 0.0006 48.5% |********* 695 0.0
DSPDELAY First dispatch wait time 15.8406 0.0005 44.2% |******** 30469 1.0
DSCHMDLY Redispatch wait time caused by change-TCB mode 2.4354 0.0001 6.8% |* 243852 8.0
LMDELAY Lock Manager (LM) wait time 0.2175 0.0000 0.6% | 5546 0.2
N/A Other Wait Time 0.0000 0.0000 0.0% | 7 N/C
Tran=0RDR
Summary Data  emmeee Time ---------=  ----- Count ------  ------ Ratio ------
Total Average Total Average
# Tasks 30469
Response Time 57.1524 0.0019
Dispatch Time 25.6257 0.0008 1098942 36.1 44.8% of Response
CPU Time 23.0556 0.0008 1098942 36.1 90.0% of Dispatch
Suspend Wait Time 31.5266 0.0010 1098942 36.1 55.2% of Response
Dispatch Wait Time 14.3158 0.0005 1068473 35.1 45.4% of Suspend
Resource Manager Interface (RMI) elapsed time 0.2170 0.0000 60938 2.0 0.4% of Response
Resource Manager Interface (RMI) suspend time 0.0097 0.0000 375 0.0 0.0% of Suspend
Suspend Detail e Suspend Time =--===--mmmmmmmmman —mmen Count -----
Total Average  %age Graph Total Average
N/A Other Wait Time 14.0310 0.0005 44.5% |*xxrxesk 60286 2.0
DSCHMDLY Redispatch wait time caused by change-TCB mode 10.8973 0.0004 34,65 |**xrkx 792194 26.0
DSPDELAY First dispatch wait time 3.7942 0.0001 12.0% |** 30469 1.0
LMDELAY Lock Manager (LM) wait time 2.8042 0.0001 8.9% |* 215993 7.1
Tran=0RDS
Summary Data  emmmee- Time ---------  -—---- Count ------  —----- Ratio ------
Total Average Total Average
# Tasks 30469
Response Time 18.0849 0.0006
Dispatch Time 10.3556 0.0003 274513 9.0 57.3% of Response
CPU Time 9.9859 0.0003 274513 9.0 96.4% of Dispatch
Suspend Wait Time 7.7292 0.0003 274513 9.0 42.7% of Response
Dispatch Wait Time 3.7307 0.0001 244044 8.0 48.3% of Suspend
Resource Manager Interface (RMI) elapsed time 0.2473 0.0000 60938 2.0 1.4% of Response
Resource Manager Interface (RMI) suspend time 0.0263 0.0000 515 0.0 0.3% of Suspend
Suspend Detail e Suspend Time ---------- Count -----
Total Average  %age Graph Total Average
DSPDELAY First dispatch wait time 3.6047 0.0001 46.6% |***xrxkix 30469 1.0
DSCHMDLY Redispatch wait time caused by change-TCB mode 2.2645 0.0001 29.3% |***** 121876 4.0
LMDELAY Lock Manager (LM) wait time 1.1200 0.0000 14.5% |** 80379 2.6
N/A Other Wait Time 0.7399 0.0000 9.6% |* 41789 1.4
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V2RIMO CICS Performance Analyzer
Wait Analysis Recap Report

WAIT0001 Printed at 15:00:30 10/20/2008 Data from 05:43:14 9/23/2008 to 05:54:00 9/23/2008 Page 1
————————— Time -------- ------ Ratio ------
Total Average
# Tasks 91624
Response Time 115.4707 0.0013
Dispatch Time 40.3321 0.0004 34.9% of Response
CPU Time 36.5626 0.0004 90.7% of Dispatch
Suspend Wait Time 75.1382 0.0008 65.1% of Response
Dispatch Wait Time 20.7840 0.0002 27.7% of Suspend
Resource Manager Interface (RMI) elapsed time 0.7001 0.0000 0.6% of Response
Resource Manager Interface (RMI) suspend time 0.0450 0.0000 0.1% of Suspend
——————————————————— Suspend Time ---------------—-—- Field Availability
Total Average  %age Graph Present Missing
DSPDELAY First dispatch wait time 23.2451 0.0003 30.9% |**#xxx 91624 0
MXTDELAY > First dispatch MXT wait time 0.0000 N/C 0.0% | 91624 0
TCLDELAY > First dispatch TCLSNAME wait time 0.0000 N/C 0.0% | 91624 0
SOIOWTT Inbound Socket I/0 wait time 17.3834 0.0002 23.1% |**** 91624 0
DSCHMDLY Redispatch wait time caused by change-TCB mode 15.5971 0.0002 20.8% |**** 91624 0
N/A Other Wait Time 14.7710 0.0002 19.7% |***
LMDELAY Lock Manager (LM) wait time 4.1416 0.0000 5.5% |* 91624 0
*Total*  (A11 Suspend Wait events) 75.1382 0.0008 100.0% |**#rrskinrtsiiiiksik

Other reports have a simple tabular layout (rows and columns of data). To
produce these tabular reports, or to extract data to DB2 tables or CSV files, you
use report forms to specify the performance data fields you want, any sorting and
summarization options needed, and functions (such as average or total) that you
want applied to the data. You can select and customize one of the many sample
report forms supplied with CICS PA, or you can create your own report forms
from scratch.

Chapter 10, “Security scenarios” on page 229 uses a custom report form with the
Performance Reports — Summary report option. For details, see “Breakdown
of results” on page 250.
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Figure 4-4 shows a sample report form that summarizes, by transaction ID, the

average values of various Web service-specific performance data fields.

/ File Edit Confirm Upgrade Profiling Options Help

~

o

EDIT SUMMARY Report Form - WBSV3SUM Row 1 of 13 More: >
Command ===> Scroll > PAGE
Description . CICS WEBSERVICE Usage (V3) Version (VRM): 640
Selection Criteria:
_ Performance * Page width . . 132
Field Sort
/ Name + K 0 Type Fn  Description
__ IRAN K A __ Transaction identifier
__ TASKCNT _ __ Total Task count
__ WBIWBSCT _ AVE CICS INVOKE WEBSERVICE requests
__ PGTOTCCT _ AVE Total number of CONTAINER requests
__  PGBRWCCT _ AVE BROWSE CONTAINER requests
__ DPGGETCCT _ AVE GET CONTAINER requests
__ PGGETCDL _ AVE GET CHANNEL CONTAINER data length
__ PaMovceeT _ AVE MOVE CONTAINER requests
__  PGPUTCCT _ AVE PUT CONTAINER requests
__ PGPUTCDL _ AVE PUT CHANNEL CONTAINER data length
__ PGCRECCT _ AVE Number of Containers created
__ EOR e End of Report ------------
__ EOX o End of Extract -----------
R R * SRR * FOitee) @F Ghiia & FIERERERERREIRFEILR
F1=Help F3=Exit F4=Prompt F5=Rfind F7=Backward F8=Forward
F10=Left F11=Right F12=Cancel

Figure 4-4 CICS PA: editing a report form
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When creating your own report forms from scratch, you can select fields from all
of the CICS performance groups (Figure 4-5).

v

Command ===>

Select Field Categories

CMF Groups:
_ DFHAPPL - Application naming _ DFHJOUR -
_ DFHBTS - BTS _ DFHMAPP -
_ DFHCHNL - CHANNEL option _ DFHPROG -
_ DFHCICS - CICS task information DFHRMI -
_ DFHDATA - Data processing _ DFHSOCK -
_ DFHDEST - Transient Data _ DFHSTOR -
_ DFHDOCH - Document Handler _ DFHSYNC -
_ DFHEJBS - EJB Server _ DFHTASK -
_ DFHFEPI - Front End (FEPI) _ DFHTEMP -
_ DFHFILE - File Control _ DFHTERM -
/ DFHWEBB -
Region Types:
_ AOR - Application-owning User Fields:
FOR - File-owning _ DBCTL -
_ TOR - Terminal-owning CROSSYS -
DB2 - AOR with DB2 OMCICS -

Journal

BMS Maps

Program Control
Resource Manager (RMI)
Secure Sockets
Storage Control
Syncpoint processing
Task Control
Temporary Storage
Terminal Control

Web Interface

IMS DBCTL
Cross-System
OMEGAMON

~

Figure 4-5 CICS PA: selecting categories of fields to include in a report form

In addition to basic functions such as Minimum, Maximum, Average, and Total,
report forms also support more advanced functions such as Range. The Range
function allows you to analyze the distribution of your transaction performance

within ranges of values.
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For example, Figure 4-6 shows a custom report form that allows you to see how

many (and what percentage) of your transactions fall within certain ranges of
CPU time.

/ File Edit Confirm Upgrade Profiling Options Help

EDIT SUMMARY Report Form - CPUDIST Row 1 of 12 More: >

Command ===> Scroll ===> PAGE
Description . . . CPU distribution .0007-.0013 Version (VRM): 650
Selection Criteria:
_ Performance * Page width . . 132
Field Sort Range
/ Name + K 0 Type Fn  From To Report
__ TIRAN K A .
—_ TASKCNT _ _
— Cchu _ TIME _ RNG <=.0007 COUNT __ Seconds
__ Cpu _ TIME RNG <=.0007 PERCENT Seconds
__ Cpu _ TIME RNG <=.0010 COUNT __ Seconds
—_cpu _ TIME __ RNG <=.0010 PERCENT Seconds
__ CPU _ TIME RNG <=.0013 COUNT _ Seconds
__ CpPU _ TIME RNG <=.0013 PERCENT Seconds
—_cpu _ TIME __ RNG >.0013 COUNT _ Seconds
__ CPU _ TIME RNG >.0013 PERCENT Seconds
__ EOR N
EOX

****************;***‘k*‘k‘k**‘k**** Bottom of data khkkkhkkkkkhkhkkhkhkkkhkhkkkhkkkhkhkkhkhkkkkkx

Figure 4-6 CICS PA summary report form: CPU time distribution using Range function

This particular report form defines overlapping ranges: the range <=.0013
includes transactions in the range <=.0010, which includes transactions in the
range <=.0007. Alternatively, we could have defined discrete ranges with From
and To values, where each range includes transactions within its own discrete
band of values.
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Example 4-2 shows the resulting report for a single transaction ID.

Example 4-2 CICS PA Performance Summary report showing CPU time distribution

<=.0007 <=.0007 <=.0010 <=.0010 <=.0013 <=.0013 =>.0013 =>.0013

Tran #Tasks User CPU User CPU User CPU User CPU User CPU User CPU User CPU User CPU
Time Time Time Time Time Time Time Time
ORDR 30469 11303 37.10 29834 97.92 30458 99.96 11 .04

This report shows us that 99.96% of ORDR transactions used 0.0013 seconds,
or less, of CPU time. However, 11 ORDR transactions used more than 0.0013
seconds of CPU time. Depending on our performance expectations, we might
want to further analyze those particular transactions in more detail to find out why
they used more CPU time than most other transactions.

4.2 Analyzing CICS Web Services performance

Before using CICS PA to analyze the performance of your CICS Web Services, it
is useful to review how to configure CICS Web Services, because this affects the
performance data that they generate, such as the CICS transaction IDs involved.
Understanding this configuration helps you to know what performance data to
measure, and what type of processing that data covers.

Figure 4-7 shows the configuration of a CICS Web Services provider that was
created using the CICS Web Services assistant and that uses the HTTP
transport (rather than WebSphere MQ).
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The WSDIR attribute of the PIPELINE resource points to the pickup
directory, which is also known as the Web service binding directory

z/OS UNIX Hierarchical File System (HFS)

Contents
managed . (o .
by Clgs Shelf directory Pickup directory
El Web service Pipeline
™ binding configuration
(_\—‘ file (.wsbind) file (xmi)
R ™%
dles | wsDLfile )
Web services > (xml) : \
assistant P }
|
4 K | N
CICS Transaction Server
CICS resources and their attributes
TCPIPSERVICE | URIMAP »{ PIPELINE '4\
f_‘ PORT ) HOST "4 CONFIGFILE :
- T PATH SHELF .
PIPELINE L WSDIR |
TCPIPSERVICE |
”””””””””” | You can let CICS dynamically create the
TRANSACTION | URIMAP and WEBSERVICE from the
”””””””””” | binding file, or you can create them
USERID i yourself as static definitions
WEBSERVICE & J
Matches request The pipeline runs under the transaction ID and user ID
URI to URIMAP, specified by the URIMAP, and consists of the message handler
invokes pipeline programs specified by the pipeline configuration file
Web service
request
CICS Web support Pipeline Wrapper
‘o URI program
http://host:portipath M Port = cics-supplied W S " cics-supplied W
WS-Security message SOAP TafS:?‘ .
Web service « EEEELE « el message « application
response handler handler
J

You can write a custom handler to perform a context
switch (specify a different transaction ID and user ID

for) the wrapper program and target application

The wrapper program uses the .wsbind file
to map between XML and the application
data structure

Figure 4-7 CICS Web Services provider configuration
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With this configuration, processing a Web service request results in either two or
three transaction instances, each of which generates a CMF performance
record:

»

When CICS Web support receives a Web service request, it matches the
universal resource identifier of the request to a URIMAP resource, and then
invokes the pipeline identified by the URIMAP. This CICS Web support
processing runs under the transaction ID CWXN.

The pipeline runs under the transaction ID specified by the URIMAP. If the
URIMAP does not specify a transaction ID, the default is CPIH.

The pipeline can contain a custom message handler program that causes the
wrapper program and “target application” (the original CICS application) to
run under a different transaction ID from the pipeline.

Figure 4-8 shows an example sequence of CICS transaction instances for
processing a Web service request:

>

CWXN handles the incoming request and passes it onto the appropriate
pipeline.

ORDR, the transaction code specified by the PIPELINE resource, covers the
processing performed by the message handlers in the pipeline, in both
directions: request processing and response processing. This includes
sending the response to the client.

ORDS, the transaction code specified by a custom message handler in the
pipeline, covers the processing performed by the wrapper program (and
target application).
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The pipeline runs under transaction ID ORDR specified by
the URIMAP resource (default transaction ID is CPIH)

G
& e

0
CICS Transaction Server

CICS Web support Pipeline Wrapper

program
-

This custom message handler changes the
transaction ID after the pipeline to ORDS

CICS transactions:

CWXN ORDS

Each request generates three The response time (elapsed time between
CMF records: one each for start time and stop time) for ORDR
CWXN, ORDS, and ORDR includes the response time for ORDS

Figure 4-8 CICS Web Services provider: example sequence of CICS transactions per request

With the configuration shown in this example sequence, we expect three CMF
performance records per Web service request: one for CWXN, one for ORDR,
and one for ORDS.
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4.3 Charting CICS Web Services performance

You can use CICS PA to create comma-separated value (.csv) files of CICS
performance data that you can then transfer to your PC and chart using various
PC-based applications. CICS PA SupportPac CP12 Charting historical CICS
performance data includes a Timeline Chart add-in for Microsoft Excel for
Windows® that makes it easy to chart and navigate around time-based
performance data. See Figure 4-9.

Pan: scroll forwards or backwards Zoom: adjust the time interval Select the column you want
along the timeline (X-axis) displayed by the chart to display on the Y-axis
Start: 2008-09-2305:50:11 [ 4 b | Interval; 000.00:00:02 (=) (8L |3 Data User CPU Time e B

The Timeline Chart toolbar only appears if you have installed the
add-in, and you are viewing a workbook created by the add-in

Eucel-char o ~— -— e eI
Bl Fs Edt ew Insert Format | ook | Chat  Window Help Adobe POF Type a question Forhelp  » _ & X
Stort 2008-09-230550:11 W 4 p| ¥ Seeling. F7 |8 (3 Data: User CPU Time L]

Share Workbook...
Protecti » i i
et DataPower (username token, 200 clients): ORDR transaction
Macro 3

AddHns. ..

Customize. ..

Options...

0.0014

CICS Performance Analyzer + || creste tmelins chart ][ Femcoviie.. |

Compare befare-after C5Y files. . From 2/05 data set via FTP...

Analyze CPLItime per TCB mode. |
00012 / I/ K
0.001 A L

B~

@
11 / i
= 0o00s - - o
]
o
: Il | WUV WA
2
> 00008
0,0004
0,0002
0
05:50:11.000 05:50:11.400 05:50:11.800 0550:12.200 05:50:12.600 05:50:13 000
Start Time (2008-09-23)
1€« ¥ i\ Datarow 26336 ) Chart Dok
Ready HUM

Figure 4-9 CICS PA SupportPac CP12: Timeline Chart add-in for Excel
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You can download CICS PA SupportPac CP12 from the Web at no charge:
http://www.ibm.com/support/docview.wss?uid=swg24011321
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IBM Tivoli Monitoring

In this chapter, we discuss IBM Tivoli Monitoring (ITM) solutions that provide a
solid foundation for the development of management solutions addressing the
complex needs of today’s IT infrastructures. All Omegamon XE products and all
ITCAM products use and require the Tivoli Management Services infrastructure
(sometimes referred to as Tivoli Monitoring Services) included in ITM.

A fundamental understanding of ITM concepts and a basic knowledge of how to
make use of them is required if you want to work with Omegamon XE for CICS or
ITCAM for SOA.

We cover the following topics:

» Tivoli Management Services components
» Tivoli Management Services resources
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5.1 Tivoli Management Services components

Tivoli Management Services components provide security, data transfer and
storage, notification mechanisms, user interface presentation, and
communication services for a number of products, including IBM Tivoli
Monitoring (ITM), IBM Tivoli Composite Application Manager (ITCAM) and
OMEGAMON XE monitoring agents, in an agent-server-client architecture.

Figure 5-1 gives a high-level overview of the ITM architecture.

Browser or
Desktop

Tivoli Enterprise Portal
Server

z/0S

Tivoli Enterprise Portal zIVM

IBM Tivoli Monitoring Hub OMEGAMON XE
Agents Tivoli Enterprise Monitoring Agents
Monitoring Server
Distributed System z

Databases CICs

Linux DB2

Messaging IMS

UNIX Remote Mainframe Networks

Windows L Tivoli Enterprise 1 Messaging
Monitoring Server Storage

z/VM and Linux
z/0S

Proxy Agent

Tivoli
Data Warehouse |

Figure 5-1 IBM Tivoli Monitoring architecture

5.1.1 Tivoli Enterprise Monitoring Server

The Tivoli Enterprise Monitoring Server (TEMS), referred to as the monitoring
server, is the key component on which all other architectural components depend
directly. The monitoring server acts as a collection and control point for alerts
received from agents, and collects their performance and availability data.

The monitoring server stores, initiates, and tracks all situations and policies, and
is the central repository for storing all active conditions on every Tivoli Enterprise
Monitoring Agent. Additionally, it is responsible for initiating and tracking all
generated actions that invoke a script or program on the Tivoli Enterprise
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Monitoring Agent. The monitoring server also keeps track of all Tivoli Enterprise
Monitoring Agents connected to it through a heartbeat machanism.

The monitoring server storage repository is a proprietary database format
(referred to as the Enterprise Information Base (EIB)) grouped as a collection of
files located on the Tivoli Enterprise Monitoring Server.

The primary monitoring server is configured as a hub(*LOCAL). All IBM Tivoli
Monitoring V6.2 installations require at least one monitoring server configured as
a hub.

Optionally additional remote (*REMOTE) monitoring servers introduce a scalable
hub-spoke configuration into the architecture. This hub/remote interconnection
provides a hierarchical design that enables the remote monitoring server to
control and collect its individual agent status and propagate the agent status up
to the hub monitoring server. This mechanism enables the hub monitoring server
to maintain infrastructure-wide visibility of the entire environment.

5.1.2 Tivoli Enterprise Portal Server

The Tivoli Enterprise Portal Server (TEPS) is a repository for all graphical
presentation of monitoring data. The TEPS provides the core presentation layer,
which allows for retrieval, manipulation, analysis, and reformatting of data. It
manages this access through user workspace consoles. The TEPS:

» Receives requests from the Tivoli Enterprise Portal clients

» Communicates with a Hub Tivoli Enterprise Monitoring Server to send
requests to and retrieve data from monitoring agents

» Is responsible for building and formatting the workspaces viewed in the Tivoli
Enterprise Portal clients

The TEPS uses a working repository, the TEPS database, to store and retrieve
Tivoli Management Services resources and relationship information. This is a
IBM DB2 UDB or MS® SQL database and should reside on the machine where
the TEPS is running. The TEPS uses ODBC on Windows and DB2 CLI on
UNIX® or Linux to access the database. The TEPS database tables hold
information such as:

TEPS version information

User ID’s and permissions

Login information: current and historical

Workspace definitions

Query definitions

Custom navigator definitions

Situation assignments to navigator items and event console

vVVvyYvYyvVvYYvYYyvYyYYy
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Any user-defined database accessible through ODBC can be defined as a
datasource to TEPS and data can be retrieved with Custom SQL queries.
Figure 5-2 shows the Tivoli Management Services components and their
interactions.

L
Desktop
—_—
\————.
| TEP client I
—————\

D Browser
e
| TEP client I

AN

| User-defined !

I Database
!, (optional) ,: TEPS
Database

-

Figure 5-2 Tivoli Management Services components

5.1.3 Tivoli Enterprise Portal

90

The Tivoli Enterprise Portal (TEP) client, referred to as the portal or portal client
or TEP, is a Java-based user interface that connects to the Tivoli Enterprise
Portal Server. It is the user interaction component of the presentation layer. The
client offers two, functionally identical modes of operation: a Java desktop client
and an HTTP browser. The desktop client provides slightly better performance
than the browser client.

The Tivoli Enterprise Portal can be launched from an Internet Explorer® browser,
or can be installed as a client application on a workstation. If you're using ITM
V6.2 with Fixpack 1 or higher, you can also use Firefox as your browser.

IBM Tivoli Monitoring V6.2 uses a Java Web Start capability for administering the
desktop client. Java Web Start allows the portal desktop client to be deployed
over the network, ensuring the most current version is used.
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Tivoli Enterprise Portal:

» Displays the workspaces it receives from the TEPS. All monitoring data
collections can be viewed through workspaces.

» Allows you to administer and customize most of the Tivoli Enterprise Portal
resources through integrated interfaces such as Query Editor, Situation Editor
and History Configurator. Proper authorization is required to use those tools.

5.1.4 Tivoli Enterprise Monitoring Agents

The Tivoli Enterprise Monitoring Agents (TEMA), also referred to as monitoring
agents, are installed on the system or subsystem requiring data collection and
monitoring. Agents exist for the purpose of monitoring operating systems and
individual applications. OMEGAMON XE for CICS on z/OS is an example of an
agent developed for monitoring CICS on z/OS.

The agents are responsible for the data gathering and distribution of attributes to
the TEMS, including initiating the heartbeat status. These agents test attribute
values against a threshold and report these results to the monitoring servers.
The Tivoli Enterprise Portal displays an alert icon when a threshold is exceeded
or a value is matched. The tests are called situations.

If historical data collection at the agent is requested, the agent collects the data
at each historical collection interval and stores it in local history files. Requests
for short-term historical data are usually processed directly from those files.
On z/OS, the history files are called Persistent Datastore files and need to be
allocated and formatted with the ICAT configuration tool. On Windows, Linux,
and UNIX operating systems the local history is stored in binary files, which are
automatically created when they are used for the first time.

5.1.5 Tivoli Data Warehouse

The Tivoli Data Warehouse (TDW) is a database created for the storage of
long-term historical data collected by the monitoring agents. The Warehouse
Proxy Agent retrieves the short-term history data and stores it into the
warehouse.

The TEPS retrieves long-term historical data directly from the TDW via ODBC.
This data does not pass through the TEMS. If you intend to use the TEPS to
retrieve very large amounts of data from the TDW, then a second TEPS, used
only for that purpose, can be defined.
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5.1.6 Warehouse Proxy Agent

The Warehouse Proxy Agent (WPA) is a unique agent that performs the task of
receiving and consolidating all historical data collections from the individual
agents to store in the Tivoli Data Warehouse. You can also install multiple
Warehouse Proxy Agents in your environment if they are on different computers.

5.1.7 Warehouse Summarization and Pruning Agent

Once per day, the Summarization and Pruning (S&P) Agent performs the
aggregation and pruning functions for the historical raw data on the Tivoli Data
Warehouse. It has advanced configuration options that enable exceptional
customization of the historical data storage. One S&P is recommended to
manage the historical data in the Tivoli Data Warehouse. Due to the large
amounts of data processing requirements, we recommend that the S&P be
always installed on the same physical system as the Tivoli Data Warehouse
repository.

The S&P Agent creates additional tables in the TDW containing the summarized
data. Data can be summarized Hourly, Daily, Weekly, Monthly, Quarterly, and
Yearly. All detail records for the summarization interval are combined and
Average, Minimum, and Maximum values are calculated. For data pruning it
deletes old records from the detail and summarized tables according to the
pruning criteria defined.

Different summarization and pruning criteria can be defined for different types of
data with the History Configuration dialog of the TEP. If no values are entered, a
global set of defaults, specified during the configuration of the S&P Agent are
used.

5.1.8 Tivoli Management Services Engine
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The Tivoli Management Services:Engine (TMS:Engine) provides common
functions, such as communications, multi-threaded runtime services, diagnosis
(dumps), and logging (RKLVLOG), for Tivoli Enterprise Monitoring Server, and
Tivoli Enterprise Monitoring Agents on z/OS. It also provides the VTAM®
interfaces for OMEGAMON Il products also called the CUA interface.
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5.2 Tivoli Management Services resources

Working with a product based on Tivoli Management Services requires a basic
understanding of the management resources involved. Using the portal client
means using resources such as workspaces, queries, and so on.

5.2.1 Workspaces

After logging on to the TEP, you see a window displaying your initial workspace.
All data retrieved from the monitoring agents or from the data warehouse to the
TEP is displayed in workspaces. When you navigate through the TEP you move
from one workspace to another. A workspace has a name and contains different
views. One special view in every workspace is the navigator view, the primary
means to move from one workspace to another. Figure 5-3 shows as an example
the Omegamon XE for CICS Region Overview workspace.
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Figure 5-3 Example workspace with navigator and views

Most Omegamon and ITM products come with an extensive set of
product-provided workspaces ready to use. If required, you can create and save
your own workspaces. You can define:

» Number and size of views in a workspace
» What data is displayed in a view and how it is displayed
» Links to other workspaces, either static or dynamic
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Note: Views and links are always stored as part of the workspace in which
they are used, you cannot store individual views or links.

5.2.2 Navigator
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Selecting an item on the navigator opens the default workspace for that item. If
the item has multiple workspaces created for it, you can right-click the item, click
Workspaces and select another workspace to open.

The following types of navigators are available:

Physical navigator: This navigator is automatically constructed from the
monitored environment and groups the items in a
hierarchy, Enterprise — Platform — Machine —
Product — Monitored server or region — Details.
Figure 5-4 on page 95 gives an example of a Physical
navigator.

Special navigator: Some products use special navigators for specific
purposes. ITCAM for SOA uses a special navigator to
display the Operational Flows workspace and
Omegamon XE for CICS has a CICS SLA navigator to
define CICS workloads.

Logical navigator: This navigator is still supplied for compatibility with
Candle Command Center installations. Nowadays only
one navigator item is provided in most installations and
you can use it as a starting point for defining a
customized navigator.

User-defined navigator: The TEP provides a Navigator Tool that you can use to
define your own navigator items and hierarchy.
You can define specific navigators for HelpDesk,
Management, Operating, and so on, thereby giving
them easy access to just the information (workspaces)
they need.

Figure 5-4 shows a physical navigator with z/OS, Linux, and Windows systems
being monitored:
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Figure 5-4 Physical navigator

Note: You need to be licensed for IBM Tivoli Omegamon DE on z/OS to utilize
user-defined navigators with any Omegamon product.

5.2.3 Links

Another way to move from one workspace to another is through Links. There are
two types of links:

» Static Links
» Dynamic Links

Links are normally selected through the Link symbol. Static links are just a quick
way to move from one workspace to another without the need to select another

navigator item. Dynamic links use information from the originating workspace to
filter the data displayed in the target workspace.
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5.2.4 Views

A view is a windowpane, or frame, in the workspace containing a chart or table
showing data from one or more monitoring agents. Other types of views such as
the topology view and graphic view can give a broader overview of the network.
Specialized view such as the browser view and terminal view are also available.
You can increase the number of views in a workspace by splitting a view into two
separate views.

The data for a table, chart, or relational table-based topology view is chosen by
the query it uses. The query specifies the attributes to include in the view.
Although each view uses one query, you can add more views to the workspace,
and each can use a different query.

5.2.5 Query

In views that display monitored data, data is retrieved by queries to the Tivoli
Enterprise Monitoring Server. The queries use the attributes monitored by an
agent to specify the data to be displayed in the views. Each product comes with a
set of product-provided queries. You can use the Query Editor to edit the queries
that retrieve data in predefined workspaces provided by your monitoring
products, or create new queries to populate new views. In addition, you can
retrieve data from any ODBC-compliant database to display in a chart or table by
writing an SQL SELECT statement. The Query editor is provided as part of the
TEP and can be accessed with Ctrl-Q or by selecting the Query Editor button
from the tool bar.

Note: Proper authorization is required to use the query editor. Be extra careful
if you change a query, because all workspaces using this query are affected.

5.2.6 Attributes
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The information gathered from the various monitoring agents is stored for display
in tables of attributes. Each attribute is a characteristic of an object. For
example, Service Port Name is an attribute of a message that identifies the name
of the service port where the message was intercepted and for which filtering is
defined. Data that is stored in attribute tables is displayed in various table views
in the Tivoli Enterprise Portal workspaces. Each table view corresponds to an
Attribute Group. Columns in the table view correspond to the attributes in the
group. Some of these attributes are used as parameters for the creation of
situations, or for specifying Take Action commands.
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Every product utilizing Tivoli Management Services has a fixed set of Attribute
Groups and Attribute Items. They define the scope of data available from that
product’s agent. The only exception to that is the Universal Agent, which
dynamically creates Attribute Groups from the Metafiles it receives. A complete
documentation of all Attribute Groups and Attribute ltems supplied with a product
can be found in that product’s Online Help and in the Users Guide. Figure 5-5
shows how attributes are selected when working with situations or queries.
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Figure 5-5 Attribute Group example
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5.2.7 Situations
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Situations and situation events are the key elements for pro-active monitoring.
Every Tivoli monitoring agent ships with a rich set of product-provided situations,
which are the starting point for creating your own customized situations and
events, to monitor specific conditions in your enterprise. You create, edit, and
manage situations using the Situation editor.

In the IBM Tivoli Monitoring V6 context, a situation is a condition in which a set of
attributes are tested against a threshold within any filtering rules (if necessary).
The situation evaluates these conditions at predefined intervals and invokes the
necessary automated responses and notification methods when needed.

Situations are centrally maintained and stored at the Hub-TEMS, but some
auxiliary data for each situation is stored in the TEPS database only. They have a
distribution list which defines where this situation should run. When a managed
system from that list connects, the situation is distributed to it.

Like a query, a situation is a data request against an attribute table. This request
is automatically executed every situation interval by a component called
SITMON. In a situation you can compare one or more Attribute Items from the
same Attribute Group against thresholds you define. Each such comparison is
called a predicate. Predicates can be logically combined with AND and OR
clauses. In addition special correlated situations can be defined which query the
status of multiple other situations. If qualifying data is found the situation is
TRUE, otherwise it is FALSE.

When a situation is TRUE an action can be taken and an event can be raised. To
raise an event when a situation becomes TRUE, this situation must be associated
with at least one navigator item. This is done by right-clicking the navigator item
to be associated and selecting Situations. This invokes the Situation Editor, and
any situation selected or created is automatically associated with the navigator
item. In Figure 5-6, this is the Web Services Analysis item.

Note: Not every situation needs to be associated with an event. In such a
case you can access the situation editor by selecting the Situation Editor
button from the tool bar or with Ctrl-E. You can see and edit all situations in
your enterprise, but you cannot associate a situation and you cannot define an
event state from there.
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Figure 5-6 Situation Editor selection from navigator item

When an event is raised, the associated navigator item has a state indicator and
the event is displayed when you remain with the cursor on the navigator items
icon. Later in this book, Figure 11-15 on page 289 and Figure 11-16 on page 289
show an example of this situation.

5.2.8 Actions

The Tivoli Enterprise Portal Take Action feature lets you enter a command or
stop or start a process on any system in your network where one or more
monitoring agents are installed. Take Action commands can be issued either by
typing a command into a text box or by selecting a predefined command from a
drop-down menu. Take Action commands can also be added to situations to
implement simple (reflex) automation.

Some applications provide predefined commands. You can customize those
commands or create predefined commands of your own and invoke them as
needed on the system you choose.
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You can issue a Take Action by:
» Right-clicking:

A navigator item

A row in a table or event console view
A bar in a bar chart view

A slice in a bar chart view

A topology view object

Clicking Take Action — Select.

» Selecting or typing a command into a Take Action view included in a
workspace.

» Defining an Action for a situation (Reflex Automation).
» Including an Take Action item in a workflow.

You can use variable substitution when defining an action. This powerful feature
replaces the variable placeholder with the actual value of the attribute from the
row selected or the attribute which triggered the situation, before the command is
sent to the system where it is executed. Figure 5-7 gives an example of a CEKL
PURGE command. CICS region name and task number are substituted from the
row selected, but can also be manually edited if needed.

€

Action
Hame: CEKL Purge v

Command: | CICSplex. T ransaction_analysis CICS_Mame CE KL SET
TASK[CICS plex_Transaction. Analysis. T azk_Mumber) FLIRGE

Arguments...

Destination Systems
SCEE.ClwS53C2
SCEE.ClwS53C4

@ Edit Argument Values

i

M ame Walue

‘CICSplex_Transaction_Analysis.CICS_Mame iCIW883C2 |

‘ CICSplex_Tranzaction_Analysis. Task_Mumber |DDDDS |

||

ok ] [ Cancel ] [ Help

Figure 5-7 Take Action example
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5.3 Additional information

The information provided in this chapter is intended to give you a basic
understanding of IBM Tivoli Monitoring concepts and terms. For more
comprehensive information, we refer you to the official product documentation:

» IBM Tivoli Monitoring: Installation and Setup Guide, GC32-9407
» IBM Tivoli Monitoring: Administrators Guide, GC32-9408
» IBM Tivoli Monitoring: User’s Guide, GC32-9409

Also see the IBM Redbooks publication, Getting Started with IBM Tivoli
Monitoring 6.1 on Distributed Environments, SG24-7143. In that book, Chapter 8,
“Real-life scenarios”, contains valuable planning information and several usage
examples.
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ITCAM FOR SOA

IBM Tivoli Composite Application Manager for SOA (ITCAM for SOA) provides
monitoring and management of services and mediations in a service oriented
architecture (SOA) environment.

In this chapter, we give you a very brief overview of the supported environments
and the general features and functions provided by ITCAM for SOA V7.1. We
describe in detail how ITCAM for SOA monitors the CICS Web Services
environments and explain what you need to do to enable it.
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6.1 ITCAM for SOA overview

IBM Tivoli Composite Application Manager for SOA is the Tivoli product
specifically designed to operate and to monitor the SOA layer in a composite
application environment. To facilitate complete monitoring control of an SOA
environment, including platform and middleware monitoring, other monitoring
solutions, such as Omegamon XE for CICS, are used together with ITCAM for
SOA. To address this need, IBM is offering IBM Tivoli Composite Application
Manager for SOA Platform, which is a combination of the capabilities of the
following products:

» IBM Tivoli Monitoring including Universal Agent, Agent Builder, and Tivoli
Common Reporting

ITM for Virtual Servers

ITCAM for Web Resources

Omegamon XE for Messaging

ITCAM for SOA

vVvyVvyy

However, this offering is currently not available for zZOS components, and we
mention it here for completeness and clarification only.

6.1.1 Composite application management

A typical business application today has its components spread over several
clustered application servers that are interconnected using several different
mechanisms. These distributed interconnected applications are referred
collectively as composite applications. Figure 6-1 shows a sample composite

WebSphere
Application
Server

WebSphere
Application
Server

Web
Services

application.
WebSphere
M Qe Apspgf\la;:f:n :CT <

1I0P. IMS4J
Web \
Services
\ WebSphere
Application 1IOP: - Tomcat IMS
Server

Figure 6-1 Composite application
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Managing a composite application, as shown in Figure 6-1 on page 104, requires
management of both the underlying resources and an understanding of how the
components interact with each other. Understanding that the application is
performing poorly from a user view does not necessarily mean that the
user-interaction application server has a problem; a back-end server might be
suffering from a lack of resources.

Composite application management aims to be able to understand these
relationships and present the root cause of the application problem. This includes
decomposing the application and understanding the individual component
resource needs in order to be able to pinpoint resource problems on an
application context.

The IBM Tivoli Composite Application Manager family of products addresses the
composite application management. These products address different
components and decompose transactions to get to the root cause of the
problem.

The composite application management product suite consists of the following
products:

IBM Tivoli Composite Application Manager for WebSphere

IBM Tivoli Composite Application Manager for J2EE

IBM Tivoli Composite Application Manager for Web Resources

IBM Tivoli Composite Application Manager for Response Time Tracking
IBM Tivoli Composite Application Manager for Response Time

IBM Tivoli Composite Application Manager for Transactions

IBM Tivoli Composite Application Manager for Internet Service Monitoring
IBM Tivoli Composite Application Manager for SOA

IBM Tivoli Composite Application Manager for CICS Transactions

IBM Tivoli Composite Application Manager for IMS Transactions
OMEGAMON XE for Messaging

VVYVYVYYYVYVYVYYY

You can find a detailed introduction to all ITCAM products in the IBM Redbooks
publication, IBM Tivoli Composite Application Manager Family Installation,
Configuration, and Basic Usage, SG24-7151.
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6.1.2 Basic architecture
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ITCAM for SOA is installed and operates within the management infrastructure of
the IBM Tivoli Monitoring environment. ITCAM for SOA manages services,
including Web services, SCA components, and services flowing though
Datapower and Message broker.

Web services can be viewed as a remote processing facility that is defined
through the use of Web Services Description Language (WSDL). Typical access
uses SOAP over HTTP. ITCAM for SOA utilizes a data collector (DC) for each of
the supported environments:

» For J2EE Web services, ITCAM for SOA collects data as a JAX-RPC handler.
» For .NET-based Web services, ITCAM for SOA installs a service extension.
» For SCA, ITCAM for SOA acts as an SCA handler.

» For WebSphere Message Broker, ITCAM for SOA uses a message broker
exit.

» For CICS Web Services, ITCAM for SOA uses a message handler in the
CICS PIPELINE.

The DC intercepts the SOAP messages and stores information such as metric
and operations data in local log files. The log files are periodically monitored by
the ITCAM for SOA monitoring agent which makes the data available as attribute
groups to TMS. The data is eventually propagated through TEMS and TEPS up
to the TEP for viewing.

A set of product provided workspaces displays the collected data utilizing the
powerful presentation and filtering capabilities of the TEP and provide immediate
productive use of ITCAM for SOA. In addition to that ITCAM for SOA provides
several ways to visualize the Web Services interactions and the flow of SOAP
messages:

» Dynamic Service-to-Service topology views in the TEP derived entirely from
the observed SOA traffic (new in V7.1)

» Static Service-to-Service topology views in the TEP based on data from the
ITCAM for SOA Discovery Library Adapter (DLA) or from the WebSphere
Service Registry and Repository (WSRR) DLA

» Web Services Navigator, an Eclipse based tool to provide a deep
understanding of the service flow, patterns, and relationships for developers
and architects
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Figure 6-2 gives an example of a dynamic Service-to-Service topology view.
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Figure 6-2 Service-to_Service topology view

The DC can be configured to reject messages based on a service, operation,
and |IP address.

ITCAM for SOA also contains a component for mediation service management
based on Service Component Architecture (SCA). There is a special type of SCA
component called a mediation. In a service-oriented architecture (SOA), where
services are loosely coupled rather than being connected directly to each other,
mediations can be inserted between the services, where they can intercept and
process messages that are being passed between the services. Mediations can
process these messages and take appropriate actions, such as reroute, log, or
transform a message, or create a notification or an event.
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ITCAM for SOA provides the ability to dynamically enable and disable the
deployed mediation functions. This facility is available for applications in the
WebSphere Enterprise Service Bus or WebSphere Process Server runtime
environment.

6.1.3 Supported application environments

ITCAM for SOA uses the term services to describe both Web services and other
services with well defined interfaces. Because the definition of a service from an
SOA perspective is fairly broad, ITCAM for SOA defines its scope through
support for the application server runtime environments that host the services.
ITCAM for SOA V7.1 works with a wide variety of application environments:

IBM WebSphere Application Server V5.1.0.5 with PQ89492, V6.0, and V6.1
IBM WebSphere Business Integration V5.1.1.1

IBM WebSphere Process Server V6.0.1 and V6.0.2

IBM WebSphere Enterprise Service Bus V6.0.1 and V6.0.2

IBM CICS Transaction Server V3.1 and later

BEA WebLogic Server V8.1.4, V8.1.5, V9.1, V9.2

Microsoft .NET V1.1 with Service Pack 1, V2.0, and V3.0

JBoss V4.03

WebSphere Community Edition V1.0 and its service packs

SAP® NetWeaver V6.40 with Service Pack 9 or later service packs
IBM WebSphere DataPower SOA Appliance Firmware V3.6.1 or later
WebSphere Message Broker V6 with fixpack 5 or later

Apache Axis SOAP engine V1.2, V1.3, V1.4

YVYVYYVYYVYVYVYVYVYVYVYYVYY

For the most current list of supported application environments see the official
product documentation Composite Application Manager for SOA V7.1.0 Release
Notes, G111-4096.

6.2 Product components
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This book is focused on CICS Web Services and their performance. For the rest
of this chapter we concentrate on those components and features of ITCAM for
SOA which are required to manage a CICS Web Services environment. Real life
environments are usually much broader in scope, and you might want to deploy
additional data collectors from the supported list and use the ITCAM for SOA
interface to the WSRR to retrieve information about your Web services from
there. We do not cover those topics here, and for more details, we refer you to
the official product documentation and to the previously mentioned book, /IBM
Tivoli Composite Application Manager Family Installation, Configuration, and
Basic Usage, SG24-7151.
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6.2.1 Data collector

Each supported application environment has its specific Web services data
collector (DC) which usually is installed locally on the runtime environment to be
monitored and it collects the services data appropriate to the environment it is
collecting from. The message handler component of the DC intercepts Web
services calls to collect statistical information and writes it to a log file. The
handler is given control when either of the following events occurs:

» A client application invokes a Web service, which is referred to as a
client-side interception.

» The Web service request is received by the hosting application server, which
is referred to as a server-side interception.

Figure 6-3 shows the interception points 0, 1, 2, and 3, at which data is collected
and written to the metrics log file.

v

WebService

Wi .
ebService Provider

Requester [«

Figure 6-3 Web service interception points

Data collectors typically have access to the following types of information about
the message traffic that they monitor:

» Source and destination (machine name, application server name, service port
name, and operation name)

» Whether the message is a request or a response
Interaction type (synchronous or asynchronous)

The association of a request to its response during an asynchronous
interaction

The response time for the message

Whether or not the message generated a fault

Whether the message is a one-way or a two-way message
Optionally, the actual header and body content of the message itself

v vV v Y

In addition to the metrics log file and depending on the DCs configuration, other
log files might be used by the DC as well. For instance, the header and content of
a message are stored in the content log. The DC configuration is stored in the
config file, which is regularly scanned by the DC for changes. Figure 6-4
illustrates the usage of logs by an SOA DC.
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Figure 6-4 SOA data collector file usage

On z/OS, all those files are implemented as z/OS UNIX files.

The CICS DC

The ITCAM for SOA data collector for CICS runs completely inside each
monitored CICS region. It interfaces with the ITCAM for SOA monitoring agent in
the same way as other data collectors, by reading configuration information from
the configuration file and creating metric log files that describe the Web services
activity that is being monitored. This data collector only supports CICS TS
version 3.1 or later.

The CICS specific processing of the CICS DC is summarized in Figure 6-5:

>

>

CICS receives and sends SOAP messages through pipelines.

To be able to monitor all SOA traffic, the ITCAM for SOA program KD4HAND
needs to be added as a Message Handler to all CICS PIPELINE definitions
used by the Web services to be monitored.

KD4HAND sees all SOAP messages, and writes information about each to a
queue within CICS: the Output Storage Queue (0SQ).

KD4HAND can also reject messages if the message matches defined filtering
criteria for rejection.

The File Output Task (KD40O) checks the OSQ in a fixed interval. For each
entry on OSQ, it outputs metric, action, and content information to the
relevant logs (USS files).
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» The Config Reader Task (KD4C) checks the Data Collector Control

Configuration File (KD4.dc.properties) regularly. Configuration information is
stored in two CICS Temporary Storage Queues (TSQ): one for the General
parameters (KD4TSPL), and one for the File Output parameters
(KD4FO_PL).

CICS Region

==

\
Message
Handler
Message
Handler

Handler Config TSQ

Output Storage
Queue (0SQ)

).

(one linked list
shared by all
handlers)

sabessa|\ dVOS

File Config TSQ

File Output Config Reader
Task

A

Configuration
File

Figure 6-5 CICS DC operation

Because of CICS limitations, the CICS DC cannot determine the following
attributes:

>

>

»

Web Services Description Language (WSDL) Port Namespace
WSDL Port Name, the monitoring agent uses the CICS WEBSERVICE name
Operation namespace

Operation name on incoming messages when acting as a service provider
unless a similar message has already been received, and Correlation is
active

WSDL Port Name, Port Namespace, Operation Name, Operation
Namespace for any applications that do not use the standard CICS URIMAP
and WEBSERVICE resources, or CICS provided terminal handlers
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» Remote hostname or Remote IP address for SOAP messages when acting
as a service provider

The CICS DC does not output an Operations log; messages are output to the
CICS syslog on z/OS.

6.2.2 Tivoli Enterprise Monitoring Agent
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The Tivoli Enterprise Monitoring Agent collects information from the DC and
forwards it to the Tivoli Enterprise Monitoring Server. It does so by reading the
metrics log file and the other files populated by the DC and makes their content
available to the TMS infrastructure. The data is displayed in Tivoli Enterprise
Portal and is sent to the data warehouse proxy, or to the SOA Domain
Management Server in response to a query. One monitoring agent services all
SOA DCs on the image that it is running on, regardless of the application
environment that the DC is monitoring.

Figure 6-6 shows the interactions of the monitoring agent.

TEMS | | TEPS TEP
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Config
| Properties \ I
N\, DCA/
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Log Dir
N S
Warehouse m
DCn Proxy

Figure 6-6 SOA monitoring agent overview

These are some additional tasks of the monitoring agent:

» Perform housekeeping of the log files: Deletes processed metric log files
based on age and size limits.

» Transform Take Action commands received from the TEP into changes to the
config file of a DC.

» Evaluate the Situations received from the TEMS and report any positive
evaluation back to the TEMS.

» Collect historical data into history files and forward this data to the Tivoli Data
Warehouse (TDW) upon request from the Warehouse Proxy.
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HFS subdirectories used by the SOA monitoring agent
A significant portion of the monitoring agent runs in UNIX System Services (USS)

on the z/OS operating system, and uses the UNIX Hierarchical File System
(HFS) files for configuration and logging. The path to the HFS files used by the
ITCAM for SOA monitoring agent and by the DCs is defined during the
configuration and is referred to as the <CandleHome> directory.
These are the subdirectories used for configuration and log files:
» KD4 config subdirectory:

— Default location: <CandleHome>/KD4/config

— Configuration properties file is kept in this subdir

— Configuration properties filename: KD4.dc.properties
» KD4 log subdirectory:

— Default location: <CandleHome>/KD4/logs

— DC Metrics logs and Content logs are created in this subdir
» KD4 DCA Cache subdirectory:

— Location: <KD4 log subdirectory>/KD4.DCA.CACHE

— DC Metrics logs are moved to this subdir as they are processed.
» KD4 DCA Archive subdirectory:

— Location: < KD4 DCA Cache subdirectory >/archive

— DC Metrics logs are moved to this subdir after they have been history

collected or after they have expired.

On z/OS the config file is in EBCDIC. All output logs are in UTF-8 and require an
ASCII browser to see the contents.

All DCs on a machine write their metrics log files to the same directory. The
monitoring agent does not use the filename to determine the originating
Application Server. This information is in the metric log header at the beginning
of each file.

6.2.3 ITCAM for SOA topology support

IBM Tivoli Composite Application Manager for SOA version 7.1.0 provides
additional function in support of service-to-service topology.

Chapter 6. ITCAM FOR SOA 113



The service-to-service topology views supplied with ITCAM for SOA require an
additional component, the SOA Domain management Server (SDMS). The
SDMS queries the Tivoli Enterprise Monitoring Agent tables to retrieve data on
relationships, service ports and operations, deployment environments, and
request and response metrics. All of this data is correlated and stored in the
SDMS database and used to derive the nodes and links that are displayed in the
service-to-service topology views. Dynamic service-to-service topology views
use data from the SDMS database to provide a near real-time view of the Web
services flow.

If static service-to-service views from WSRR or from a supported DLA are
required another database needs to be defined, the Tivoli Common Object
Repository database(TCORE). An overview of the WSRR integration with ITCAM
for SOA can be found in the IBM SOA Sandbox information center at:

http://publib.boulder.ibm.com/infocenter/soasdbox/v1rOm0/index.jsp?topi
c=/com.ibm.soln.ContentSecAndMgmt.doc_1.0.0/topics/content planningWSRR
.html

Figure 6-7 shows where the topology support is positioned within the ITCAM for
SOA architecture.
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SOA Domain
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Figure 6-7 ITCAM for SOA topology support
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» SDMS and optionally TCORE are created and configured by running the SOA4
Domain Management Server Configuration Utility (ConfigDMS). The TEPS
needs to be re-configured and restarted after running ConfigDMS to pick up
the changes.

» Historical relationship data for the past 24 hours is stored in the SDMS
database, long-term historical relationship data is retrieved from the TDW.

» The SDMS requires Tivoli Enterprise Portal Extensions (TEPSE) to be
installed. TEPSE is automatically installed as part of the base product
installation of ITM V6.2, but it needs to be installed separately for ITM V6.1.

» The Tivoli Enterprise Portal Server must be installed on one of the operating
systems that supports SOA Domain Management Server and Tivoli Common
Object Repository. See Composite Application Manager for SOA V7.1.0
Release Notes, Gl11-4096 for details.

» The operational flow workspace views displayed in Tivoli Enterprise Portal
show aggregate and instance operational flows, but not service transaction
flows. The numbers above the lines in Figure 6-8 show the number of Web
services and the average response time observed on that particular
connection over a defined interval. It does not necessarily mean that every
call to queryltem was followed by an invocation of imageServer. You can use
the Web Services Navigator to investigate individual transaction flows from
the historical data it is analyzing.
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Figure 6-8 SOA topology interaction detail view

6.2.4 Product features

ITCAM for SOA manages service-oriented architecture (SOA). It can monitor,
manage, and control the Web services layer of IT architectures.
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Next we introduce the product features by describing the TMS management
resources provided by ITCAM for SOA:

Workspaces
Attributes
Situations
Take Actions

v

vYvyy

Workspaces

Workspaces provide access to the collected data for your monitored Web
services. ITCAM for SOA delivers a set of predefined workspaces, which you can
select from the Tivoli Enterprise Portal navigator view. Each workspace has its
own set of views that display Web services data and metrics in various levels of
detail. Figure 6-9 shows the workspace navigator area.
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Figure 6-9 ITCAM for SOA physical navigator

The following workspaces are available:

» The Service Management Agent workspace displays the current configuration
details for the monitoring agent data collectors that are configured in different
application server instances. This workspace contains the following views:

— Data Collector Global Configuration
— Data Collector Monitor Control Configuration
— Data Collector Filter Control Configuration

» The Mediation Configuration workspace that contains the SCA mediation
configuration. This workspace can be used to launch the SCA mediation
actions.
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» The Message Arrival Summary workspace provides a summary of the
number of messages that arrive from all the data collectors for each
combination of service name, operation name, and remote IP address that
has been configured as a situation. This workspace contains the following
views:

— Message Arrival Details
— Message Arrival by Service
— Message Arrival by Operation

» The Services Management Agent Environment workspace provides a set of
views that summarize the performance, message activity, and fault
occurrences associated with the Web services traffic from all DCs connected
to this monitoring agent. This workspace contains the following views:

— Average Response Time by Operation
— Number of Messages by Operation
— Average Message Size by Operation

» The Performance Summary workspace provides the inventory of currently
active and monitored services, as well as the response time of the services.
This workspace contains the following views:

— Average Response Time by Operation
— Services Inventory

5" Performance Summary - SAZ200V4.itso.ibm.com - SYSADMIN =)=
File Edil View Help =
E@-»- O R AEF 008 dd HOUBESLEEREY @7 BEAE G
42 Mavigator 2 M B % E[ill Average Response Time by Operation s 2D B0OX
® & ‘igw: | Physical vltd iR

i gal SCee WS aCH =

5] SCER.CIWSS53CE

wE

-8
* wﬁfs Operating System
= @5 Semvices Management Agent
~[EM Mediation Configuration quemdtem
= ﬂli Message Arival
@ MessagasrivalCitical 610 - Tue Sep 16 07.51:07 BST 2
= Services Management Agent Environment 4
=85 DdwiscBE-AEPOCICT
(EH[Perfamance Summan]
++[EH Message Summary
EH Fauits Summary
B85 D4:wtscREABPOCIC2 e
EH Perfarmance Summary

Message Summary

[EM Faults Summary _dl
-8 D4 wiscBE-LEFOC3C3 v
< > o 218 238 59 a7z 1080 1308 428 1744 4852 2480 2308 2816 2834
@ Physical Q;ﬁs ITCAM for S04 o Response Time in Milliseconds
E5 services Inventory £ 20802
& 88
Service Part Operation
Service Fort Mame Semvice Port Operation Name Average Elapsed Elapsed Time Elapsed Message

BNl TVF'E‘ (Unicode) Mame Type N(aur:ap;; Unicode) N;J’;isn"daege Message Round Trip Time | Message Cnum‘ Max Elapsed Time | Min Elapsed Time | ¢ o 'ryio'Tima St Dev
Reguester  imageClient CICE_Web_Serice_Name  UNKNOWN | imageServer LIMNEMNOWN 2610 4271 7743 348 1021
Provider inquireltem CICE_WWeb_Servive_MName | UNKNOWN UNKNOWN -1 1] -1 <l il
Provider inguireltern CICS_Web Service_Name | UNKNOWN  inguireltem LIMEMNOWN -1 0 -1 -1 -1
Provider queryltern CICE_WWeb_Service_Name | UNKNOWN UMKMOWN -1 0 ak -1 2
Provider queryltern CICS_Weh_Service_Name | UNKNOWN | gueryitam UNKNOWN 2632 1271 7830 358 1026

Figure 6-10 Performance Summary workspace
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» The Messages Summary workspace provides details about the number and
size of messages received for services and service/operation combinations.
This workspace contains the following views:

— Number of Messages by Service - Operation - Type
— Average size of Messages by Service - Operation - Type

» The Faults Summary workspace provides a general faults summary. This
workspace contains the following views:

— Faults Summary by Operation
— Fault Details

» Service-to-service topology information is mainly displayed in a workspace
called Operational Flows. It is accessed in different ways:

— ITCAM for SOA navigator view, a custom navigator that needs to be
assigned to a user or user group through the TEP Administer Users dialog

— Secondary workspace from the data collector nodes in the Physical
navigator

— Operational Flow for Operation link from the Services Inventory view of
the Performance Summary workspace
Service-to-service topology is composed of three elements:
Structure The nodes and their relationships that make up the service flows

Status The situation status shown at both the aggregate-level and
instance-level

Metrics The computed numbers summarizing each call-path relationship

Call relationship or Node Tooltips are displayed when you remain with the cursor
on a node or connecting line. Figure 6-11 shows an example of a Call
relationship Tooltip.
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Figure 6-11 Call relationship Tooltip

Service topology views are a powerful tool to quickly analyze a Web services
environment. It is important to know that the data presented is an approximation
designed to meet this specific need. A more detailed and accurate analysis is
supported by the Performance Summary workspace and the Web Services
navigator.

Attributes

ITCAM for SOA stores specific measurements or attributes relevant to its needs
and function. Related attributes are gathered in attribute groups and stored in
tables.

Refer to the Tivoli Composite Application Manager for SOA Installation Guide,
GC23-8803, where an appendix lists the attribute groups or tables provided with
the ITCAM for SOA product. The tables that are available for long-term historical
data collection are indicated in the description of the table, and show the
historical reference information that identifies each attribute within each table.
Each table identifies the column name, attribute name, and a description of the
data provided. These attributes are used in ITCAM for SOA situations and
workspaces retrieve the attributes through queries.

Many of the attribute groups provided by ITCAM for SOA V7.1 are normally only
used by the product internally to control the operation of the DCs or to synthesize
the service topology views.
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The attribute groups used by most situations and workspaces are:

Services Message Metric_610 Provides metric information about messages
that have flowed through the interception point

Services Inventory_610 Provides data on current service inventory and
contains aggregate metric data

Fault Log_610 Provides information about simple object
access protocol (SOAP) faults received by the
data collector

Note: The suffix _610 means that normally this table is valid for ITCAM for
SOA V6.1 and V7.1 agents.

Situations

IITCAM for SOA provides a set of predefined situations that are designed to help
monitor critical activities and serve as templates for creating customized
situations for your own use. Most predefined situations are started automatically
when the product is installed. After they have been configured, the situation
alerts provided with ITCAM for SOA trigger event notification.

Table 6-1 lists the predefined situations that are provided with ITCAM for SOA
V7.1.

Table 6-1 ITCAM for SOA situations

Situation name Description

Fault_610 Monitors the messages in the Web services flow to determine
whether a Web services fault has occurred.

Message Arrival Alerts you to excessive amounts of Web services traffic. (The
Critical_610 number of messages received from one or more remote clients
exceeds a threshold that you specify.)

Message Arrival Clears a previously triggered message arrival critical situation.

Clearing_610 This situation can also be used to alert that a message has fallen
below a specified threshold (lack of activity alert).

MaxMessage Monitors the length, in bytes, of each message in the Web

Size_610 services flow during the most recently completed monitoring

interval. If the maximum length of any message is more than the
threshold value, this situation is triggered.

Message Monitors the average length, in bytes, of the messages in the
Size_610 Web services flow during the most recently completed monitoring
interval. If the length of the message is more than the threshold
value, this situation is triggered.
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Situation name Description

Response Time Monitors average elapsed round-trip response time, in
Critical_610 milliseconds, for the completion of a Web services request.
Response Time Monitors average elapsed round-trip response time, in
Warning_610 milliseconds, for the completion of a Web services request.
MaxResponse Monitors elapsed round-trip response time, in milliseconds, for

Time Critical_610 | the completion of a Web services request. If the round-trip
response time for any Web services request exceeds the
threshold value, this situation is triggered.

MaxResponse Monitors elapsed round-trip response time, in milliseconds, for
Time the completion of a Web services request. If the round-trip
Warning_610 response time for any Web services request exceeds the

threshold value, this situation is triggered.

Note: Each implementation provides its own set of thresholds, because the
product’s default can not be expected to fit your environment. You must tune

your monitoring thresholds.

Take Actions

In ITCAM for SOA predefined Take Actions are available to change the
configuration file for the agent and control the operation of the data collector.

The available take action methods for ITCAM for SOA are:

AddFItrCntrl_610

AddMntrCntrl_610

DelFltrCntrl_610

DelMntrCntrl_610
UpdMntrCntrl_610

EnableReqIDMntr_610

DisableReqlDMntr_610

AddRequesteridentity_610

Creates new filter control settings to reject
messages.

Creates new monitor control settings. These
monitor settings affect the data logging for use
with IBM Web Service Navigator.

Deletes existing filter control settings.
Deletes existing monitor control settings.

Updates existing message logging levels for
monitor control.

Enables data collection for Web service
requestor ids.

Disables data collection for Web service
requestor ids.

Adds Web service identity to be monitored.
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DeleteRequesterldentity_610 Deletes Web service identity from the list to be

monitored.

SetReqIDTypeHostIP Uses host name or IP address as requester
identity.

SetReqIDTypeUserinfo Uses available user information as requester
identity.

ConfigureMediation_610 Enables or disables SCA mediation primitives.

DeletePrimitiveProperty_610 Deletes the configuration of a managed SCA
mediation primitive.

DisableDC_610 Disables data collection and the ability to reject
messages.

EnableDC_610 Enables data collection and the ability to reject
messages.

DeleteSubnode Removes information for all operation instances

and relationships associated with the data
collector subnode.

updateLogging_610 Defines the level of logging information.
updateTracing_610 Enables or disables tracing.

These actions can be invoked manually or triggered by a situation. Actions can
also be triggered by workflows, which are predefined automations that you can
build on the IBM Tivoli Monitoring platform.

6.3 ITCAM for SOA installation on z/OS

In many cases, ITCAM for SOA is added to an already existing IBM Tivoli
Monitoring infrastructure that has been set up for other products such as
Omegamon or ITM distributed monitoring. In this section we give you an
overview of the required implementation steps to install and configure the ITCAM
for SOA monitoring agent on a z/OS system and the ITCAM for SOA data
collector for CICS. Refer to Tivoli Composite Application Manager for SOA
Installation Guide, GC23-8803 and Configuring IBM Tivoli Composite Application
Manager for SOA on z/OS, SC32-9493 for more detailed information.

This is the overall implementation procedure for ITCAM for SOA:

1. Plan for the configuration. It is important to have a good understanding of the
managed environment and the capability of the product. ITCAM for SOA has
some unique requirements that might not be fulfilled in your existing
environment.
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You should review:

Supported platforms for the TEPS

Which TEMS the monitoring agent connects to
SDMS and TCORE database

TEP User Administration specifics for SOA
Tivoli Data Warehouse capacity

2. ITCAM for SOA is installed and operates within the management
infrastructure of the Tivoli Enterprise Monitoring Server services platform. The
installation of IBM Tivoli Monitoring V6.1 or V6.2 must be performed before
any other ITCAM for SOA component. For Tivoli Monitoring installation
information, see the IBM Tivoli Monitoring Installation and Setup Guide,
GC32-9407.

3. Install the application support component for ITCAM for SOA on your Tivoli
Enterprise Monitoring Server, Tivoli Enterprise Portal Server, and Tivoli
Enterprise Portal systems.

4. Install and configure the SDMS and optionally the TCORE component of
ITCAM for SOA (see 6.2.3, “ITCAM for SOA topology support” on page 113)
and reconfigure the TEPS after that.

5. Install and configure the monitoring agents of ITCAM for SOA. For z/OS,
we cover this in 6.3.1, “ITCAM for SOA management agent for z/OS” on
page 123. If you need ITCAM for SOA monitoring agent on other platforms,
refer to the Tivoli Composite Application Manager for SOA Installation Guide,
GC23-8803.

6. Enable and configure the required ITCAM for SOA data collectors. Because
the DCs run on the monitored application environment, you most likely need
to contact the responsible administrator to assist you with the necessary tasks
to enable the DC. For CICS, we cover the required steps in 6.3.2, “Enabling
the CICS data collector” on page 134. Refer to Configuring IBM Tivoli
Composite Application Manager for SOA on z/0OS, SC32-9493 for any other
DCs on z/OS.

7. Configure the DC properties with the supplied Take Action commands to set
monitoring controls, filtering criteria, and level of detail of the collected data.
(see “Take Actions” on page 121).

6.3.1 ITCAM for SOA management agent for z/0S

ITCAM for SOA supplies a complete SMP/E distribution for installing on z/OS
systems. The ITCAM for SOA product tape includes all of the z/OS components
required for installation, which are:

» Configuration Tool

» Tivoli Enterprise Monitoring Server on z/OS

» ITCAM for SOA Monitoring Agent

Chapter 6. ITCAM FOR SOA 123



124

Here is an outline of the installation procedure for ITCAM for SOA on z/OS:
1. We perform the standard SMP/E installation. We run this by using batch jobs

or by using dialog boxes under the Interactive System Productivity
Activity/Program Development Facility (ISPF/PDF). For more information
about SMP/E processing, see IBM Tivoli Composite Application Manager for
SOA V7.1.0 Program Directory, GI11-8685. The installed FMIDs are:

HKCI310: Configuration Tool V3.1

HKDS610: Tivoli Enterprise Monitoring Server Version 6.1.0
HKD4710: ITCAM for SOA Agent V7.1.0

HKLV610: CT Engine

. When ITCAM for SOA has been installed in the ACCEPT stage, we can start

the installation configuration tool. The configuration tool is executed from a
copy of the KCIINST target library that we call INSTLIB. The high-level
qualifier that we use is ITCAMSOA. Note that this configuration tool can be
executed by only one TSO user at a time.

We describe the configuration process for installing an ITCAM for SOA agent
and connecting it to a Tivoli Enterprise Monitoring Server running on a
distributed workstation. We do not configure the Tivoli Enterprise Monitoring
Server on z/OS, but it is fully supported if your planning decisions advise or
require 2 TEMS on z/OS, especially if you have it already defined for other
products. We also create a full runtime environment (RTE) instead of splitting
the environment for a sysplex environment. See IBM Tivoli OMEGAMON XE
V3.1.0 Deep Dive on z/0OS, SG24-7155, for more information about RTE.

Figure 6-12 shows the overall configuration process for a new installation.

[Setting up configuration tooD

| L Define RTE

[

Specify configuration parameters
Create configuration parameters
Specify Agent address pace parameters
Create runtime members
Configure persistent datastore

Build RTE libraries
Configure RTE

Load RTE

Configuring product
Creating RTE

Figure 6-12 Configuration tool processing

Considerations for CICS Web Services Performance




3. On the Configuration Tool initial page, shown in Figure 6-13, select option 1 to

set up your Configuration Tool.

Enter the number to select an option:
1 Set up work environment
2 Install products

3 Configure products

I Installation information <=== Revised

S Services and utilities

Installation and Configuration Assistance Tool Version 310.12
(C) Copyright IBM Corp. 1992-2008
Licensed Material - Program Property of IBM

Fl=Help F3=Back

Figure 6-13 Configuration tool: main menu

4. The setup involves defining the JOB card and high-level qualifiers and
allocates work libraries.

Select option 3 to configure a product.
ITCAM for SOA should be available, as shown in Figure 6-14.

Actions: S Select product

S IBM Tivoli Composite Application Manager for SOA V7.1.0
Fl=Help F3=Back F5=Refresh  F7=Up  F8=Down

Figure 6-14 Configuration tool: product selection
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5. When we configure the product, we define the RTE. We only define a full
RTE, instead of split SHARING and BASE RTEs. The split RTE is useful,
especially if you are running on multiple systems in a sysplex environment.
Figure 6-15 shows the definition.

Actions: A Add RTE, B Build libraries, C Configure,
L Load all product libraries after SMP/E,
D Delete, U Update, V View values, Z Utilities

Action Name Type Sharing Description
a SOA FULL ITCAM for SOA full RTE
Fl=Help F3=Back (No RTEs defined, use Action A to Add)

Figure 6-15 Configuration tool: creating a full RTE

6. As shown in the process overview in Figure 6-16, we need to add (see
Figure 6-14 on page 125), build, configure, and load the RTE. We do not
create a TEMS, because we use the Tivoli Enterprise Monitoring Server on
our distributed server.

COMMAND ===>

RTE: SOA Type: FULL Desc: ITCAM for SOA full RTE
Libraries High-level Qualifier Volser Unit Storclas Mgmtclas PDSE
Non-VSAM  ITCAMSOA TAROM2 3390 N
VSAM ITCAMSOA TAROM2

Mid-level qualifier ==> SOA

JCL suffix ==> SO0A Remote RTE for transport ==> N (Y, N)
STC prefix ==> CANS Runtime members analysis ==> Y (Y, N)
SYSOUT class ==> X Diagnostic SYSOUT class ==> X

Load optimization ==> N (Y, N)

Will this RTE have a Tivoli Enterprise Management Server ==> N (Y, N)
If Y, TEMS name ==> SOA:CMS (Case sensitive)

Copy configuration values from RTE ==> (Optional)

Enter=Next Fl=Help F3=Back

Figure 6-16 Configuration tool: defining a RTE

126 Considerations for CICS Web Services Performance



7. Press Enter to go to the second RTE definition window, as shown in
Figure 6-17.

Use z/0S system variables? ==> N (Y, N) Use VTAM model applids? ==> N (Y, N)
RTE name specification ==> &SYSNAME
RTE base alias specification ==> n/a
Applid prefix specification ==> K&SYSCLONE.

Security system ==> NONE (RACF, ACF2, TSS, NAM, None)
ACF2 macro library ==>

Fold password to upper case ==> Y (Y, N)

If you require VTAM communications for this RTE, complete these values:

Applid prefix ==> CTD Network ID ==> USIBMSC
Logmode table ==> KDSMTAB1 LU6.2 Togmode ==> CANCTDCS

If you require TCP/IP communications for this RTE, complete these values:
Hostname ==> |TSC58.ITSO.IBM.COM
Started task ==> TCPIP (Recommended default = *)
Port number ==> 1918

Enter=Next Fl=Help F3=Back

Figure 6-17 Configuration tool: defining a RTE (second window)
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8. In the configuration window for the RTE (Figure 6-18), we configure only the
ITCAM for SOA agent. We do not configure the Tivoli Enterprise Monitoring
Server because we intend to connect to Tivoli Enterprise Monitoring Server
on a distributed system.

---CONFIGURE IBM TIVOLI COMPOSITE APPLICATION MANAGER FOR SOA RTE: SOA --------
OPTION ===>
Last selected
Perform the appropriate configuration steps in order: Date Time

If you have defined a TEMS in this RTE that this Agent
will communicate with, select option 1.
1 Register with local TEMS

2 Specify configuration parameters
3 Create configuration parameters

4 Specify Agent address space parameters
Create runtime members
6 Configure persistent datastore

[S,]

7 Create HFS directories and copy files on USS
Complete the configuration

Fl=Help F3=Back

Figure 6-18 Configuration tool: ITCAM for SOA steps
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9. The configuration parameters require a UNIX System Services path. We use
the path /usr/lpp/Candle, as shown in Figure 6-19.

HFS CandleHome directory (case sensitive):
/usr/1pp/Candle

USS CLIST Tibrary (Required) ==> SYS1.SBPXEXEC
HFS migration directory (case sensitive):

Enter=Next Fl=Help F3=Back

Figure 6-19 Configuration tool: configuration parameters
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10.The ITCAM for SOA agent starts in its own address space. Figure 6-20 shows
the address space configuration.

The following information is needed to define the Agent address space:

Agent started task ==> CANSD4
Connect to TEMS in this RTE ==> N (Y, N)
Name of Primary TEMS ==> BEIJING

Specify communication protocols in priority sequence:
IP.PIPE ==>1 (Non-secure NCS RPC)
IP.UDP => 2 (Non-secure NCS RPC)
SNA.PIPE ==> (Non-secure NCS RPC)
IP6.PIPE ==> (IP.PIPE for IPV6)
IP6.UDP  ==> (IP.UDP for IPV6)
IP.SPIPE ==> (Secure IP.PIPE)
IP6.SPIPE ==> (Secure IP.PIPE for IPV6)

Note: Enable only protocol(s) in use by the Primary TEMS.

Enter=Next Fl=Help F3=Back F5=Advanced F10=CMS List

Figure 6-20 Configuration tool: agent address space
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11.We configure the connection to the Tivoli Enterprise Monitoring Server, as

shown in Figure 6-21. This panel is accessed by pressing F10 from the

previous panel, which shows the CMS List panel and then F5=Advanced from

there.

--------------------- SPECIFY AGENT PRIMARY TEMS VALUES =--mmmmmmmmmmmmmmmmm
COMMAND ===>

TEMS name (case sensitive) ==> BEIJING

Complete this section if the primary CMS requires SNA support:

LU6.2 Togmode ==>
Logmode table name ==>
Local location broker applid ==>
Network ID ==>

Complete this section if the primary TEMS requires TCP support:

* Hostname ==> BEIJING.ITSC.AUSTIN.IBM.COM

Primary TEMS port number based on protocol in use:
IP.PIPE port number ==> 1918 (Non-secure NCS RPC)

IP6.PIPE port number ==>
IP.SPIPE port number ==>
IP6.SPIPE port number ==>
IP.UDP port number ==>
IP6.UDP port number  ==>

(IP.PIPE for IPV6)

Secure IP.PIPE)

Secure IP.PIPE for IPV6)
Non-secure NCS RPC)
IP.UDP for IPV6)

* Note: See Fl=Help for TSO HOMETEST command instructions.

Enter=Next Fl=Help F3=Back

Figure 6-21 Configuration tool: CMS values
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Figure 6-22 shows the communication parameter for the ITCAM for SOA
agent.

Specify the IP.PIPE communication values for this Agent.

* Hostname ==> BEIJING.ITSC.AUSTIN.IBM.COM
Started task ==> * (Recommended default = *)
Network interface Tist: (If applicable)

==>

Specify Agent IP.PIPE configuration.

Address translation ==> N (Y, N)
Partition name ==>

* Note: See Fl=Help for TSO HOMETEST command instructions.

Enter=Next Fl=Help F3=Back

Figure 6-22 Configuration tool: IP.PIPE configuration

12.The persistent data store is used to store short-term historical data for the
ITCAM for SOA agent. We generally use the default values for the
configuration menu.

13.Load and populate the runtime environment. You have the option to populate
the UNIX System Services directory with this step or defer it to be executed
manually from RKANSAM(KD4USSJB). See Figure 6-23.
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COMMAND ===>

The IBM Tivoli Composite Application Manager for SOA component is
configured in this RTE. In order to include information for this RTE on
z/0S UNIX System Services (USS), you must meet the following conditions:
- the job to create directories and copy files to HFS must be submitted

on a machine that has access to the USS directories.

- the job to create directories and copy files to HFS must be submitted
by a TSO userid that has write access to the HFS directories specified
in the Specify configuration parameters panel from the IBM Tivoli
Composite Application Manager for SOA menu.

If the above conditions are met, then IBM recommends that you specify Y below
to ensure that all maintenance is synchronized. If not, then specify N and
the configuration job will create a KD4USSJB job for later submission. Submit
the hilev.RKANSAMU(KD4USSJB) job from an appropriate machine with a TSO
userid that satisfies these conditions.

Do you want to include the USS steps in the configuration job? ==>Y (Y, N) Y

Enter=Next Fl=Help

Figure 6-23 Configuration tool: load job

14.Copy startup JCLs to the system procedure library, such as SYS1.PROCLIB.
These JCLs reside in the RKANSAM data set:

CANSD4 ITCAM for SOA agent
KDSPROC1 Persistent data store maintenance
KDSPROC2 Persistent data store backup and initialization

KDSPROC1 and KDSPROC2 only exist if you configured the Persistent Data
Store (PDS).

15.Authorize the RKANMOD, RKANMODU, and RKANMODL from your RTE.
You can use the SETPROG console command to perform this. Our setup
uses the following commands:

SETPROG APF,ADD,DSN=ITCAMSOA.SOA.RKANMOD, VOL=TAROM2
SETPROG APF,ADD,DSN=ITCAMSOA.SOA.RKANMODU,VOL=TAROM2
SETPROG APF,ADD,DSN=ITCAMSOA.SOA.RKANMODL,VOL=TAROMZ

The ITCAM for SOA monitoring agent should only be started after “Add
Application support” was done and the TEMS has been restarted.
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6.3.2 Enabling the CICS data collector

There are several configuration steps that must be performed:

1.

The CICS Started Task user ID must have read/write access to the agent
directory in UNIX System Services. Our setup is /usr/lpp/Candle.

The CICS started task needs access to the TKANMOD data set in the
DFHRPL concatenation.

Data collector programs and transactions must be defined using the CICS
System Definition program. A sample JCL is provided in TKANSAM
(KD4CSD).

Note: The KD4CSD sample job we had specifies no DATALOCATION for
the DEFINE PROGRAM commands. The default is still BELOW. You
should modify the job and add DATALOCATION (ANY) to avoid running
into storage problems in the UDSA.

Review the EDSA definitions for the CICS region, the data collector
consumes up to 10 MB of EDSA, and if necessary, increase the amount of
storage.

Update the CICS program load table (PLT) to include THE KD4INIT module
to be loaded and unloaded with startup and shutdown of CICS.

The Web services through CICS are handled using the CICS pipelines.
These pipelines are configured using an XML definition. The pipeline that you
want to monitor must be handled by the KD4HAND program. This program is
basically the Web services interceptor. KD4HAND can be defined similarly for
the requestor pipeline and provider pipeline.
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7. Example 6-1 shows the handler definition excerpt. The name of the
configuration file can be found using CICS transaction CEMT | PI.

Note: The KD4HAND program should be the first handler defined in a
provider pipeline, and the last handler defined in a requester pipeline. If
you are using Web Service Security, define the KD4HAND handler
program after the Web Services handler program in a provider pipeline and
before the Web Services handler program in a requester pipeline. This
allows IBM Tivoli Composite Application Manager for SOA to search
through the SOAP message text before encryption or after decryption.

Example 6-1 CICS handler definition

<service_handler_list>
<handler>
<program>KD4HAND</program>
<handler_parameter_list><soap_1.2/><handler_parameter list>
</handler>
</service_handler_list>

8. You do not need to run the KD4ConfigDC.bat script for the CICS DC.
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OMEGAMON XE for CICS
on z/0OS

OMEGAMON XE for CICS on z/OS is the component of IBM Tivoli Monitoring
that provides the capability to monitor CICS Transaction Server (TS)
environments. It is installed as a monitoring agent in the IBM Tivoli Monitoring
(ITM) framework. Its workspaces and situations alert you when components of
the CICS TS environment are not meeting the expected performance
parameters.

As a component of ITM, OMEGAMON XE for CICS also provides the capability
to combine CICS monitoring with that of other monitored components of the
enterprise. It uses Dynamic Workspace Linking (DWL) to allow a user to switch
between OMEGAMON XE for CICS and other OMEGAMONSs, such as
OMEGAMON XE for DB2 on z/OS. This provides users the capability to follow
transactions to identify the route of a problem.

The 3270 interface of OMEGAMON XE for CICS on z/OS allows you to perform
in depth diagnosis of a CICS TS system.

In this chapter, we explain the major components of OMEGAMON XE for CICS
and describe some of the major features. This is not meant to be a
comprehensive description, but it can be used to gain an understanding of the
product.
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7.1 OMEGAMON XE for CICS components

In order for OMEGAMON XE for CICS to be able to provide information relating
to CICS Transaction Server, the following components must be configured on the
z/0OS image where the monitored CICS regions reside:

An OMEGAMON XE for CICS Monitoring Agent

An OMEGAMON Il for CICS Menu System

An OMEGAMON Il for CICS CUA interface (optional)
OMEGAMON for CICS component in monitored CICS regions

vyvyyy

Next we discuss the function and specific requirements of each of these
components in more detail. For the purposes of this chapter, we assume that the
ITM framework has been installed and configured.

7.1.1 OMEGAMON XE for CICS Monitoring Agent

138

The OMEGAMON XE for CICS monitoring agent is the component that is
responsible for responding to queries from the ITM framework for data relating to
the CICS TS systems that are currently monitored. The agent obtains information
by interfacing with OMEGAMON code that runs in the CICS address space. It
also communicates directly with the Menu System started task (KOCCI) to query
data that it maintains. The agent has a Workload Manager (WLM) component
that is used to generate summaries of transaction performance against specified
goals.

The monitoring agent provides the data required to populate the CICS
workspaces on the TEP. Figure 7-1 on page 139 shows an example of a
workspace that is provided with the OMEGAMON XE for CICS on z/OS product.
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Figure 7-1 OMEGAMON XE for CICS Region Overview

An agent must be deployed on each LPAR where CICS TS regions run. It is
recommended that the OMEGAMON CICS agent run in its own address space.

The OMEGAMON XE for CICS agent is configured using the Installation and
Configuration Assistance Tool provided with ITM.
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Figure 7-2 shows the configuration page for the OMEGAMON XE for CICS

agent.

Note:

CONFIGURE IBM TIVOLI OMEGAMON XE FOR CICS ON Z/0S / RTE: SC66 ----------

OPTION ===>

Last selected

Perform the appropriate configuration steps in order: Date Time

I Configuration information (What's New)

1 Register with local TEMS (required if the Agent 07/09/24 09:40
will connect to the TEMS in this RTE.)
2 Specify configuration parameters 08/08/28 16:56
Agent address space configuration:
3 Specify Agent address space parameters 08/08/28 16:56
4 Create runtime members 08/08/28 16:58
5 Configure persistent datastore (in Agent) 08/08/28 16:58
6 Complete the configuration 07/08/22 15:22

This Agent is running in its own Agent address space.

Fl=Help F3=Back F5=Advanced

Figure

7-2 Configuration page for OMEGAMON XE for CICS on z/OS

1. Option 1, Register with local TEMS, adds application support files to the
TEMS. Here is a summary of when you are required to select this option:

If the agent you are configuring will report to a TEMS configured in the
same (that is, local) RTE, you must select this option.

If your hub TEMS is running on z/OS but the agent reports to a remote
TEMS, then you need to register the monitoring agent with both the
remote TEMS it directly reports to and the hub TEMS.

If the agent reports to the hub TEMS directly, then you only need to
register it once. If the hub TEMS is configured in a separate RTE from the
agent, then you need to select that RTE for configuration of the
OMEGAMON XE agent, but you only select option 1, Register with local
TEMS. You would not need to complete any of the other configuration
items unless you were also going to define an OMEGAMON XE agent in
the same RTE as the Hub TEMS.

If the agent reports directly to the Hub TEMS but this TEMS is configured
in a different RTE from the agent, then you need to select that RTE for
configuration and then only select option 1, Register with local TEMS
for this configuration. Do not perform any of the other selected agent
configuration items that follow.
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In our configuration, where we want to report directly to a remote TEMS in the
same RTE as the monitoring agent and our hub TEMS is installed on another
operating system, we need to register our monitoring agent just once with the
remote TEMS.

. In option 2, Specify configuration parameters, we specify the configuration
options that are unique to OMEGAMON XE for CICS on z/OS (Figure 7-3).

OPTION ===>
Complete the items on this panel.

WLM block allocation ==> 236 (10-524287 blocks)
WLM collection interval ==> TEP (TEP or 1 minute)

Enter=Next Fl=Help F3=Back F5=Advanced

Figure 7-3 OMEGAMON XE for CICS on z/OS product specific parameters

The WLM block allocation specifies the number of 4096 byte blocks that will
be allocated to the WLM dataspace. This dataspace is used to store
information while summaries are created. While the usage of this storage is
stable for a given workload, it is not easy to predict. It is recommended that
the number start at 236. If the message KCP0244 is produced by the agent,
this indicates that the value should be increased.

The WLM collection interval controls the timespan of Service Level Analysis
displays at the TEP. OMEGAMON WLM accumulates data once a minute in
two sets of records, the “5Sminute records” and the “interval records.” The
“5minute records” are displayed at the TEP. The “interval records” are used
for history (Persistent Data Store).

Calculations for values such as average response time are performed every
5 minutes and at the end of the history interval.

Specifying a value of 1 transforms the “5minute records” to “1minute records.”
Starting WLM with a frequency interval value of 1 will result in the TEP
displaying Service Level data collected at the last “1minute” interval.

Specifying a value of TEP will result in the TEP display of the “Sminute
records” using the values specified via TEP.

The acceptable values for the INTERVAL keyword are 1 or TEP; values other
than 1 can be specified using the SLA CICS view of the TEP.
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After setting the values for WLM, pressing PF3 takes you back to the panel
displayed in Figure 7-2 on page 140. Options 3, 4, and 5 are common to all of
the OMEGAMON XE monitoring products. These steps are required to be
completed if you are configuring the agent to run in its own address space.

3. Option 3, Specify Agent address space parameters, is where you specify the
communication values for reporting to the hub, as well the “self-describing”
values for configuring up your agent address space, such as security, locale,
and so on.

4. Inoption 4, Create runtime members, a batch job is generated that will update
the user parameter libraries with the values you have specified as part of
configuration options 2 and 3. After submitting this job, check that the return
code has produced no errors.

5. Option 5, Configure persistent data store (in Agent), can be used to allocate
the persistent data store files and start up parameters as part of the agent
address space. During the persistent data store configuration, you are asked
to enter JCL jobcard information; it should be noted that this jobcard
information is shared by all persistent data store runtime JCL generated for
this RTE.

If you have a TEMS defined in this RTE and would like to run the agent in the
local TEMS address space, then you need to select F5 and follow the
advanced configuration options. This is not the recommended agent
configuration, so it is not discussed in this book.

6. Option 6, Complete the configuration, guides you through some manual
configuration steps that must be performed outside of the Configuration Tool,
such as copying the agent started task to your PROCLIB and ensuring
libraries are APF authorized and configuring CICS TS regions to be
monitored. These steps are required to be completed prior to testing your
configuration.

7.1.2 OMEGAMON Il for CICS Menu System
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The OMEGAMON Il for CICS Menu system consists of a started task known as
the common interface. This is also referred to as the KOCCI. It provides a 3270
interface to allow monitoring of the CICS regions on the same LPAR, and it
provides an anchor to the OMEGAMON for CICS components that run in a CICS
region. It is responsible for loading the Global Data areas that control which
features of OMEGAMON Il are to be active. It also provides an environment for
the subtasks required to provide Bottleneck Analysis, Response Time Analysis
and Transaction History collection.
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The 3270 interface provided by the KOCCI gives users a highly efficient
mechanism to view specific information relating to a CICS region. The Menu
system allows you to see resource detail information as well as detailed
information regarding the memory usage and DASD performance of the devices
currently be used by the CICS region. The Menu system also allows authorized
users to view and modify the storage in the CICS region.

Figure 7-4 shows the primary panel provided by the Menu system.

ZMENU VTM A6POC3C1 V560./C SC66 09/21/08 12:08:24

> PF1 Help/News/Index PF3 Exit PF18 Color PA2 REGION STATUS

> OMEGAMON II FOR CICS PERFORMANCE MONITOR SYSTEM

> Enter a selection Tetter on the top line.

> W REGIONS ............ List CICS regions, switch monitoring

>V OVERVIEW ........... Performance overview

> R RESPONSE TIME ...... CICS and end-to-end response time monitoring

> E  EXCEPTIONS ......... Current system problems and problems this session
>T TASKS tivievnennnnnn Task analysis

> H HISTORY ............ Historical, traced transaction viewing and selection
> B BOTTLENECKS ........ Resource contention (bottlenecks, impacts, enqueues)
>S STORAGE ............ Storage summary, violations, DSA, EDSA, PAM, subpools
>F FILES covieviennnn.. CICS datasets, VSAM, LSR, string and buffer waits

> D DATABASES .......... DB2, DLI and MQ

>C CICS vovvivinnnnnnnn CICS tables and control blocks

>M O MVS Lo Operating system control blocks for CICS

>T I/0 cevviiinninnnnn. DASD performance

> U UTILITIES .......... Utility functions and displays

>0 CONTROL ......uonnn. Control options (response time, history, contention,
> database collectors, shutdown, SMF, trace)

>G GROUPS .....ovvvnnn. Group definitions

> P PROFILE ............ Profile options and maintenance

Figure 7-4 OMEGAMON Il menu system interface

The Menu system can only monitor CICS regions that are running on the same
LPAR. For that reason, a KOCCI must be configured on each LPAR where CICS
regions that are to be monitored can run.

OMEGAMON I for CICS is configured using the Installation and Configuration
Assistance Tool provided with ITM.
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Figure 7-5 shows the configuration page for OMEGAMON Il for CICS.

OPTION ===>
Last selected
Perform these configuration steps in order: Date Time

I Configuration information (What's New)

1 Specify configuration values 08/09/18 13:35
2 Allocate additional runtime datasets 07/08/22 15:19
3 Create runtime members 08/08/28 16:55
4 Complete the configuration 08/09/11 22:08
Optional:
5 Allocate/initialize task history datasets 08/09/11 21:35
6 Manage CICS global data area(s) 08/09/16 15:08
7 Modify menu system command security 08/08/28 16:56
8 Install OMEGAMON Subsystem 07/08/22 15:20

Fl=Help F3=Back

Figure 7-5 OMEGAMON Il for CICS configuration panel

You follow these steps for the configuration:

1. Option 1, Specify configuration values. This step walks you through the
product specific values for OMEGAMON |I for CICS.

Figure 7-6 shows the first panel presented for option 1.

---------- OMEGAMON II FOR CICS CONFIGURATION VALUES / RTE: SC66 --------------
OPTION ===>
VTAM information:
Maximum number of CUA users ==> 99 (10-256)
Enable ACF/VTAM authorized path ==> N (Y, N)
CUA security options:
Specify security ==> RACF (RACF, ACF2, TSS,
NAM, None)
Function level security resource class ==> $OMEG (ACF2 max is 3 char)
Started task:
End-to-End (ETE) ==> started_task_name
Advanced options:
Maximum number of KOCCI users (UMAX) ==> 99 (1-99)
Copies of OMEGAMON II address spaces ==>1 (1-16)
Fold CUA output to upper case ==> N (Y, N)
Enable CUA simplified signon ==>Y (Y, N)
Enable CUA WTO messages ==> N (Y, N)
Enter=Next Fl=Help F3=Back

Figure 7-6 OMEGAMON Il configuration values
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Enter the name of the started task for the End-to-End component. Make sure
that the name of the started task for End-to-End (ETE) is correct and is
unique for this RTE. You can accept the defaults for the remainder of the
values.

When the values are complete, press Enter to reveal the following panel
(Figure 7-7).

---------- OMEGAMON II FOR CICS CONFIGURATION VALUES / RTE: SC66 Row 1 from 48
COMMAND ===>

Modify the parameters below to suit your site's requirements.

ID: 00 Menu STC:  CANSOCO_ Menu applid: &SYSNAME.OCO
CUA STC: CANSC20_ CUA applid:  &SYSNAME.C20
CUA operator: &SYSNAME.C200
VTERM prefix: &SYSNAME.CO
Default CICS rgn: *
Major node: &SYSNAME.C20N
Enter=Next Fl=Help F3=Back F7=Up F8=Down

Figure 7-7  OMEGAMON Il configuration values continued

Here the started task names and APPLIDs are entered. In this case we are
using the z/OS system variables to prefix the APPLIDs. This makes it easier
to configure environments for multiple LPARs.

. Option 2, Allocate additional runtime datasets. This step can be ignored at
this point, because OMEGAMON Il for CICS has no additional datasets
allocated in this step.

. Option 3,Create runtime members. This step generates a job that can be
submitted to create the required configuration members. This job should run
with a return code zero.

. Option 4, Complete the configuration. This step provides a checklist of the
steps that need to be completed. This describes such tasks as copying the
started task JCL to the system PROCLIB libraries, authorizing the required
libraries, moving the VTAM definitions to the correct libraries, and installing
the components in the CICS regions.

This completes the required steps to configure OMEGAMON II for CICS. The
following optional steps might be necessary depending upon the options that you
would like to use and the other products installed in the system.

5. Option 5, Allocate/initialize task history datasets. This step is required if you

want task history data to be maintained after a CICS region is shut down. It is
covered more in 7.2.4, “Transaction history” on page 162.
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6. Option 6,Manage CICS global data area(s). In this step, you can create new

global data areas or edit existing ones. This global step specifies:

a. The features that are to be active for a CICS region.

b. The group definitions for response time analysis and bottleneck analysis.
c. The rules that are active for the resource limiting feature.

d. The location of the task history data.

When editing a global data area, there is a comprehensive help system
available that describes each option in detail. This help is available by
pressing PF1. The help is context sensitive and it displays information based
upon the location of the cursor. Upon exiting from edit the global data area is
validated and any errors are displayed.

When the changes have been made to the global data areas, they need to be
copied to the RKANPARU datasets. Selecting the option to copy global
definitions generates JCL to move the members. This JCL specifies
DISP=0OLD for the RKANPARU dataset. If you do not want to shut down all
the tasks which use this library you should change this to DISP=SHR. The job
does not run until you exit the configuration tool completely to free up the
datasets that are allocated to your TSO ID.

. Option 7, Modify menu system command security, should be used to specify

the type of security that is to be active for the menu system commands. It can
be used to set passwords for authorized commands if an external security
manager is not to be used. It can also be used to specify the level of security
required for specific commands.

. Option 8, Install OMEGAMON subsystem, is only required if this has not been

done for another OMEGAMON product on this LPAR.

7.1.3 OMEGAMON II for CICS CUA interface: Optional
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The OMEGAMON Il for CICS CUA interface (optional) provides a means of
viewing the data provided by the Menu system that conforms to the Common
User Access (CUA) standard.
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The interface provides an easy point and shoot type of access to the monitoring
data. An example of the CUA Region Overview panel is provided in Figure 7-8.

— HActions GoTo Index Options Help

09,2108 1257027 FM

KCZEBQLDE Region: +
Auto (OFF)
Select ome component with = ~ or an action code.
S=Show details A=Analyze problems L=Control
Workloads Besources Alerts
BID= CPU MROASISC Bottlnck
ICE= DASD [1dle | FPaging CICSloop
Be=pon=ze DEZ Idle Storage Dumps=
Tazks=s DECTL Idle Tapes= Enqueuess
TrankRate Files=s TCRAIFP 1-0 Rate
Holl=s Journals TempsStor MTAM ACE
LER Tranlbata HRF
(v = Leb

Fi=Help F3=Exit F4=Fraompt FS=Refresh FE=Console FiliO=Action EBar Fii=Frint
FAl=Switch

Figure 7-8 CUA Region Overview

The CUA interface is not a required pat of the OMEGAMON CICS configuration.
The menu system and OMEGAMON XE for CICS provides full functionality
regardless of the status of the CUA interface.

7.1.4 OMEGAMON for CICS component in monitored CICS regions

In order for OMEGAMON CICS to provide full functionality certain changes need
to be made to the CICS regions that are to be monitored. OMEGAMON code
needs to be installed and run in each CICS region in order to enable the CICS
Global User Exists (GLUES) required to collect the data for features such as
Transaction History, Service Level Analysis, Response Time Analysis, and some
resource monitoring.
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OMEGAMON Il for CICS requires that a Program and a Transaction be defined
as shown in Figure 7-9.

DEFINE PROGRAM(KOCOMEOO) GROUP(OMEGAMON) CONCURRENCY (THREADSAFE)
EXECKEY (CICS)

DEFINE TRANSACTION(OMEG) PROGRAM(KOCOMEOO) GROUP(OMEGAMON)
TASKDATAKEY (CICS)

Figure 7-9 RDO definitions for OMEGAMON CICS

CICS PLT changes

For OMEGAMON CICS to be configured to start and stop automatically the CICS
PLTs must be updated. This statement shows the PLT additions for installation:

DFHPLT TYPE=ENTRY,PROGRAM=KOCOMEQO

Specify the PLT additions, as shown, in the following tables:

» PLTPI (initialization) immediately after the DFHDELIM entry for CICS
Transaction Server systems.

» PLTSD (shutdown) before the DFHDELIM entry.

CICS JCL changes

Add a DD statement for RKANMOD and concatenate the Tivoli OMEGAMON Il
load library, RKANMOD, to DFHRPL:

//RKANMOD DD DISP=SHR,DSN=rhilev.RKANMOD
//DFHRPL DD DISP=SHR,DSN=......
// DD DISP=SHR,DSN=rhilev.RKANMOD

In addition to the foregoing changes, there are some optional JCL changes that
you can make:

//KOCGLBnn DD DUMMY

This instructs OMEGAMON CICS that the Global Data area with the suffix nnis
to be used for this CICS region:

//0CCIREQ DD DUMMY

This instructs OMEGAMON to check for the presence of the KOCCI address
space. If it is not found, message OC0806 is issued asking the operator if this
CICS region is to continue in this case.

It is possible to run more than one copy of a KOCCI or OMEGAMON CICS agent
on an LPAR. If this is the case, you must indicate which address space is to
monitor this CICS region. This is achieved by placing corresponding DD cards in
the CICS region JCL and the KOCCI address space JCL or agent JCL.
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If more than one KOCCI is required, place the following card in both the CICS
region and the KOCCI JCL:

//RKC2XMnn DD DUMMY

Where nnis a number between 00 and 15. If no card is specified, it is the same
as using the number 00.

Only one KOCCI can be active on an LPAR for a given release with any one
number.

If more than one agent is required, place the following card in both the CICS
region and the AGENT JCL:

//RKCPXMnn DD DUMMY

Where nnis a number between 00 and 15. If no card is specified, it is the same
as using the number 00.

Only one agent can be active on an LPAR with any one number.

7.2 OMEGAMON XE for CICS features

OMEGAMON XE for CICS provides a number of distinct features to allow users
to monitor their CICS regions. While much of the data provided is displaying the
current state of resources or the usage of such resources, some of the features
use the collected data to provide real time or near real time summaries of the
data that is collected. This provides users with extra insight into the performance
of their CICS regions without having to run batch jobs to process large amounts
of data.

7.2.1 Resource monitoring

The majority of the workspaces provided by OMEGAMON XE for CICS fall into
the category of resource monitoring. That is, they provide information relating to
the current state and usage of the resources that are available to the CICS
region. This includes resources that are implicit, such as storage, and those that
are defined, such as files, programs, and so on.

Resource monitoring primarily allows for the creation of situations, which allow
the user to be notified when resources are unavailable, resource consumption
has exceeded a certain threshold, or available resources are below safe values.
Careful tuning of the situations on a system can help ensure that support staff
are notified before the system availability is threatened.
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OMEGAMON XE for CICS currently provides information relating to the following
resources in a CICS region:

Automatic Initiate Descriptors (AIDs)
Business Transaction Services process type details
Business Transaction Services process details
Business Transaction Services containers
MRO connections

ISC connections

IP connections

DB2 subsystem

DB2 transactions

DB2 thread activity

Database control for IMS

Dispatcher Summary

Dispatcher TCB pools

Dispatcher TCB modes

Dump details

Enqueue contention

Enterprise Java Corba servers
Enterprise Java request models
Enterprise Java deployed java programs (DJARS)
Exit programs

File control datasets

CICS region datasets

Interval control elements

Java programs

CICS Journals

CICS JVMs

JVM™ profiles

JVM classcaches

Log streams

LSR pools

MQ status

MVS TCBs

Recovery manager Unit of work links
Storage usage

Storage DSA usage

Storage Subpool usage

System initialization values
Transaction classes

TCPIP activity

TCPIP services

Temporary storage

Temporary storage queues

VY Y Y Y Y Y Y VY VY Y Y Y Y Y VY Y Y Y Y VY VY VY Y Y YYYVYVYYYYYVYVYVYVYVYYVYYY
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Terminal storage violations
Transactions

Transient data

Transient data queues
Transaction manager
UOW disposition

UOW enqueues

VSAM files

VSAM RLS conflicts

Web services

Web services virtual hosts
Web services pipelines
Workrequests

YVVYVYYYVYVYVYVYVYVYVYYVYY

In addition to this list, the Region Overview query and workspace provide
information from several sources, allowing many critical metrics to be retrieved
simultaneously. Region overview provides information like the transaction rate,
the percent of maximum tasks, the i/O rate, CPU rate, and other details.

7.2.2 Service level analysis

Service level analysis is a great way to determine if transactions are meeting
their performance objectives. The objectives can be either based upon the
average response time or by percent of transactions meeting their goal response
time.

Service level analysis produces summaries at the LPAR level. The report can be
obtained by selecting the CICS group node for an LPAR on the physical tree.

455 Havigator 2 H
Wiew: | Physical v | B3

Heport Classes Data tor S}ISEE'G T

Fesource Groups D ata for Sysplex

Service Classes Data for Syzplex

Service Definition D ata for Sysplex

Shared DASD Groups Data For Speplex

{EH ¥CF Groups Data for Sysplex

to-[Ehy HCF Paths Data for Sysplex

(B ¥CF Systemns Data for Sysplex

-& SCEB

nooEa

SCEE.ABPOCICT
IEl-i Automatlc Initiate Descnptor

Lo Awchinin

Figure 7 10 cics Group node
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The Service Level summary report appears on the bottom pane of the
workspace (Figure 7-11).

E3 service Level Summary S 20 HO %
& 8

Wiorkload Service Class Interval End Systermn | Response Time | Transactions Transaction’ Average % Yait % Yait

Mame Mame Timestamp [n] Goal Total Rate Response Time | on MRO | on Journal Contrg

(= )| DFLTWORK |WEBSERY 09/21/08 18:06:57 | SCER 00:00:00.5 6602 1320 00:00:00.221 0
(= ])| DFLTWORK | CTRANS 09/21/08 18:06:57 | SCER 00:00:01 5 1 00:00:00.068 0
(= ])| DFLTWORK | STRANS 09/21/08 18:06:57 | SCER 00:00:01 257 51 00:00:06.451 0

« B

Figure 7-11 Service Level Summary report

This report shows the summary for all the transactions in all the CICS regions for
an LPAR that match the service Level analysis definition.

Selecting the link to Service Class Summary produces the following workspace
(Figure 7-12).

—
Tivoli Enterprise Portal  welcome SYSADMIN Log out j d
File Edit ‘iew Help
B EBR€IEE 0028 dd BEQLUALCEEERS @7 BB A =
'{g'ENauigator 2 0 H E service Class by Region Summary s 2 0 HO =
'Z_E-'_',' é Wiew: | Physical v | B E{?_) .
EH Heport Llasses Data for Sysplex ~ Semvice Class Interval End System | CICS Region | Response Time | Transactions | Transa
Heso_urce Groups Data for Sysplex | Mame Timestamp | D Mame Goal Total Raj
Service Classes Data for Sysples WEBSERY | 0W/21/08 18:06:57 | SCAE | ABPOC3CT 00:00:00.5 3283
Service Definition Data for Sysplex WEBSERY 09/21/08 18:06:57 | SCBE | ABPOC3C2 00:00:00.5 3309
Shared DASD Groups Data For Speplex
#CF Groups Data for Sysplex
#CF Pathz Data for Syzplex 1
#CF Systems Data for Sysplex
: SCEE
: SCEE.ABPOC3CT
Automatic Initiate Descriptor
([ K YT PR PR AP P A
< >
fg’é Physical 4 ﬂ
E service Class by Transaction Summany s 2 0 HO =
3 64
Service Class Interval End System | Transaction | Response Time | Transactions | Transaction Average % Wiait % Wiait
Mame Timestamp [n] |n] Goal Total Rate Response Time | on MRO | on Journal Control | on A
WEBSERY 09521108 18:06:47 | SCEE | CPIH 00:00:00.5 BEO2 1320 00:00:00.221 0 0
| | i

Figure 7-12 Service Class Summary workspace

152 Considerations for CICS Web Services Performance



The Service Class Summary workspace shows two reports. To the right of the
panel is the Service Class by Region Summary. This provides a summary of all
the CICS regions where any tasks that have been classified in the service class
have run.

The lower portion of the panel shows Service Class by Transaction. This shows
all the transaction IDs that have run that have been classified in this service
class. In this case there is only one, CPIH, but there is no restriction upon the
number of transactions that can be part of a service class.

The classification rules used by OMEGAMON XE for CICS to produce the
summaries can either be those defined to z/OS Workload Manager or defined in
OMEGAMON XE for CICS.

Configuring Service Level Analysis

To configure OMEGAMON XE for CICS, you must first enable the CICS SLA
view. This is achieved by adding the CICS SLA view to the assigned views for
your user ID:

1. First click in the Administer Users icon in the top left hand corner of the TEP
display (Figure 7-13).

Bh4 = Eﬁi 0=
A Administer Uzers. . (Cirl+l) | w0
Figure 7-13 Administer Users icon

2. Then select your current USERID and the Navigator Views tab as shown in
Figure 7-14 on page 154.

3. Ensure that CICS SLA is in the Assigned View box. If it is not, click CICS SLA
in the Available Views box and then click the left arrow.
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( ﬁ Users | (H User Groups

| User D | User Mame Distinguished Name Description |
<Default User: Default Default
DMIN

. |&dministration

<

5] Pemissions | (=] Applications | 2 Navigator Views | FH Member OFf

rMavigator View
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Available Views
« 9
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. AL o
Assigned Root —————

Logical
ITCAM for S04

%i|>

[ ok ] [ Cancel ] [ Apply ] [ Help
Figure 7-14 Administer Users Navigator Views

4. After the CICS SLA view has been added to the user, it should be selectable
from the navigator pane in the TEP (Figure 7-15).

{g'g Havigator 2 @
v

. @ Wiew: | Physical

3| & m

Shared DASD Groups Data For Spsples =
#CF Groups Data for Sysplex
#CF Pathz Data for Syzplex

#CF Syztems Data for Sysplex

= SCERABPOCICT

Automatic Initiate Descriptor
[ K Y PR PR S A v

|3

fg’é Physical |

Figure 7-15 Selecting CICS SLA view
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The CICS SLA view is shown here (Figure 7-16).
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=
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CICE SLA - saz200vd itso.ibm.com - SYSADMIN  =ADMIN MODE* =8 CICS SLA

Figure 7-16 CICS SLA view

To the right of the view, we see the CICSplex Control information and the default
Service Policy of DFLTSPOL.

In the CICSplex Control, we configure how the classification is to take place.

» z/OS WLM indicates that the WLM assigned service class name will be used
to classify the transactions.

» OMEGAMON WLM indicates that the rules defined using this interface will
determine the service class names that the transactions are classified in.

» Auto indicates that the z/OS WLM classification will be used if available. If the
service class cannot be determined this way, then the OMEGAMON rules will

classify the task.

The collection interval determines how often response data for service classes,
CICS regions, and individual transactions is summarized and reported via the
Service Class Analysis workspace.
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A service policy applies to all service classes defined for your enterprise.
Service-class goals vary by service policy: Service policies let you override a
service class's response-time goals as dictated by your site's varying
requirements. For example, you could have one service policy for prime-shift
operation, another for nighttime operation, and a third for weekend operation.

To the left of the view you can see service classes and workload groups. A
workload groups one or more service classes that you want to monitor as a unit;
with it, you can monitor related service classes, highlighting the worst-performing
class within the group.

A service class identifies a block of related transactions that share common
response-time goals for a single workload; the transactions must be related by
transaction name, the user ID that invoked them, the VTAM terminal ID (LU
name) that submitted them, the CICS region running them, or any combination
thereof.

You can create a service class by following these steps:

1. To define a new Service Class, click the Create button in the Service Class
pane (Figure 7-17).

< Define new Service Class

Service Class

Name WEBSERY

Wworkload | DFLTWORE v
Fiesponze Time

Hours 0% Minutes 0
Seconds 0% Hilizeconds 500 %

l ak. H Cancel ][ Help ]

Figure 7-17 Define new Service Class window

2. Within the service-class editor, define a name for your new service class.
The name you supply is converted to uppercase. Pull down the list of
available workloads, and select the existing workload that you want to
associate this service class with.

3. Within the Response Time pane, specify the response time you expect for the
CICS transactions associated with this service class.
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4. Within the Goal pane, select one of these options:

— Activating the Average radio button means that the average response time

for all matching transactions must at least meet the Response Time
specified % of Goal.

— Activating the % of Goal radio button and specifying a percentage mean
that the given percentage of matching transactions must at least meet the
Response Time specified.

Click OK to accept the values.

5. Next you need to create rules that control which transactions are classified as
a part of this service class. Highlight the service class and click the Edit Rule

button (Figure 7-18).

< Rule Editor

Fule

Add

[ Save H Cancel H Help ]

Figure 7-18 Rule definition window

6. Next right-click Rule in the left pane (Figure 7-19).

Create TraniD
Create UserlD
Create CICSname
Create LUname

Figure 7-19 Rule popup menu

Chapter 7. OMEGAMON XE for CICS on z/OS

157



7. Select one of the following choices:
— Create TranlD, to classify based on Transaction ID.

— Create UserID, to classify based on the user ID that is associated with the
transaction.

— Create CICSname, to classify based on the JOB name of the CICS region.

— Create LUname, to classify based on the VTAM LU name for the terminal
where the transaction originated.

8. A pop-up is then displayed where you can enter a value (Figure 7-20).

Erter initial TraniD

2)
</ [P

Figure 7-20 pop-up window to enter rule value

9. You can repeat this for other values such as these (Figure 7-21).

< Rule Editor

Fule
L TraniD = CPIH'
LICSname = 'AEF™

Figure 7-21 completed rules

10.All transactions with transaction ID CPIH, running in CICS regions whose
application IDs start with the characters A6P, will be classified in this service
class.

7.2.3 Bottieneck Analysis

Bottleneck Analysis is a useful tool for people concerned with improving the
performance of the applications that run on a CICS region. Getting the most
performance out of a CICS application can be compared to tuning almost
anything, including a car! Extracting the maximum performance involves
maximizing the time spent on productive work and minimizing that which puts a
strain on the system.
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In computer software terms, this means minimizing the time that an application
has to wait for something. If an application spends the bulk of its time waiting for
a resource such as storage, or LSR buffers, then the application will not be
providing the maximum performance. In addition to elongated response times,
the transactions will hold resources themselves for longer and therefore
potentially add to the contention occurring in the system.

Bottleneck Analysis helps users identify the wait reasons their applications are
experiencing. Every task in the system will have a wait reason identified. That
wait reason might be Running, in which case the task is doing productive work.
Bottleneck Analysis has a list of wait reasons that it understands. Bottleneck
Analysis runs as a subtask of the KOCCI. It periodically scans all the tasks in the
CICS region and accumulates counts for each of the wait reasons. Wait reasons
that it knows nothing about are accumulated in an UNKNOWN bucket. If a task is
in a wait reason that is turned off in the Bottleneck Analysis table, then it is not
counted.

By carefully selecting which wait reasons are active for a given system, it is
possible to see those wait reasons that are truly impacting your applications and
therefore what resources your applications are waiting for (Figure 7-22).

— . - ==
Tivoli Enterprise Portal  wielcome S SADMIN Log out ﬂ{ m%
File Edit View Help
E EBMm4edEH O 4 BEuWEHELESLEERL @57 EE & =
45 Havigator 2 0H ul| CICS Wait Reason Distribution S 2 @M HO %
B & Wigw: | Physical s Ez.
= Automatic Initiate Descriptor A
EF
-[EH Business Transaction Servic XX
[ Eonnect!ons Analyzis ‘ 1B BHEE IES BELL
-[ER Connections Summary
-[Ek DB2 Surnmary Il [j
B DB2 Task Activity S EHRIER: (5
| B} DBCTL Summary ¥ 0 0 20 30 40 S50 B0 70 80 90 100
< 2 Percent of Total System Activity
45 Physical N O summary Short Term Percentage
E Bottleneck Analysis S 20 HO %
& 84
Resource Resource | Resource | Summary Shaort Detailed Short Summary Long Detailed Long Wiait Is=uing Dispatcher
Type Mame Subtype | Term Percentage | Term Percentage | Term Percentage | Term Percentage Type Module Call
CDEA (varies) {nane) a4 a4 a4 A4 | Storage DFHEMSQ | SUSPEMND - |
|CWAIT (none) 16 0 16 0| Interval DFHICP SUSPEND
|CWAIT {none) (none) 0 16 0 16 | Interval DFHICP SUSPEND __|
MxT HM_HELD {none) 18 18 18 18 | TaskLims | DFHXMAT MATHOLD ~
4 o
@ Hub Time: Mon, 092272008 04:10 . Server Availahle Eottleneck Analysis - saz200vd.itso.ibm.com - SYSADMIN “ADMIN MODE*

Figure 7-22 Bottleneck Analysis example
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In the example in Figure 7-22 on page 159, we can see that there are three wait
reasons that have been identified:

» [C EXEC CICS DELAY is an application issue because it indicates that the
task is explicitly waiting for a given period of time. There is not much from a
performance standpoint that can be done to improve this situation.

» XM MXT HELD is indicating that 18 percent of the recorded wait reasons
were for tasks that were delayed because of MAXTASKS. This might be
because the value is too low.

» SM STORAGE REQUEST is indicating that nearly 60 percent of the samples
showed transactions waiting for storage requests to be honored. This being
the largest wait reason, you should examine it first. Possibly the DSALIMIT is
too low or the application simply does not fit in one CICS region and some of
the workload needs to be spread across other regions.

The same information can be displayed in the menu system as seen in
Figure 7-23.

ZBPDEX VM A6POC3C1 V560./C SC66 09/22/08 16:15:53
> PF1 Help PF3 Back PF4 Main Menu PF7 Up PF8 Down PF11 Zoom

> A-Bottleneck Graph  B-Bottlenecks C-Group Graph D-Group Bottlenecks
> E-Impact Analysis F-Impact Profile  G-Impact Detail H-Enqueues

> BOTTLENECKS

+ Resource  Resource

+ Type Name Short Term Information Long Term Information
PNV Wy TR NIRRT
+ %0 50 100 %0 50 100
+ CDSA (varies) 59 |---em-==== | 59 |------==== |
+ ICWAIT *TOTAL* 16 |--> . . . o 16 |--> . . . N
+ (none)  (16) |--> . . \ | o(16) |--> . . . N
+ MXT XM_HELD 18 |--> . . . 18 |- . . N
¥

+ Samples . . : 43318 Samples . . : 43318
+ Elapsed . . : 5:59 MN Elapsed . . : 5:59 MN
b Interval . : 10:00 MN Interval . : 30:00 MN

Figure 7-23 Bottleneck Analysis in the Menu system
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Control of Bottleneck Analysis

Bottleneck Analysis is controlled via the global data area. The enablement of the
feature is controlled in the <STARTUP_CONTROL> section as follows:

*

<STARTUP_CONTROL>

*

BOTTLENECK_ANALYSIS=AUTO

The BOTTLENECK_OPTIONS section specifies the parameters for the subtask:

*

<BOTTLENECK_OPTIONS>
*
CLEAR_INTERVAL_LONG=30
CLEAR_INTERVAL_SHORT=10
SAMPLE_INTERVAL=20
VARIABLE_BUCKETS=1000
EXCLUDED_TRANS=(CSSY,CSJC,CVST,CSSX,CSGX, CSNC,DSNC, CFQ* , KD4*)

The CLEAR INTERVAL LONG and CLEAR INTERVAL SHORT control the
timespan for the long and short term accumulations. By providing long and short
term displays it makes it possible to determine if a particular wait reason is a
sudden change in the profile of an application or a longer term trend.

The SAMPLE INTERVAL value specifies in tenths of a second how often the
subtask is to sample the active CICS region. Bottleneck Analysis can be a heavy
user of CPU. The interval by default is set to 2 seconds. However, in a busy
system, this might be too high. You should try to increase this value while still
attempting to provide a statistically valid sample. It would serve no purpose to
make the interval such that only a few samples we accumulated for each wait
reason.

The VARIABLE BUCKETS value specifies how many slots are reserved to wait
reasons that have a variable portion to their name. Bottleneck Analysis does not
expand the slots available, so If a value of 1000 is specified and more variable
wait reasons than this are encountered, some information will be lost. The default
here is normally sufficient.

The EXCLUDED TRANS keyword specifies those transactions that are to be
ignored by Bottleneck Analysis. It serves no purpose to collect information on

system tasks and background server transactions that are permanently active,
unless that is the workload you are interested in tuning, of course.
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The last item of control is the list of wait reasons. This can be seen by using the
menu system option O.J. (Figure 7-24).

ZCDLST  VTM CIWSS3C2 V560./C SC66 09/22/08 17:03:39

> PF1 Help PF3 Back PF4 Main Menu PF7 Up PF8 Down PF11 Zoom
> A-RTA On B-RTA Off C-RTA Status D-RTA Intervals E-RTA Scaling
> F-ONDV On G-ONDV Off H-ONDV Status  I-Bottleneck Ctl J-Wait Reasons
> K-INTR Ctl L-IANL On M-IANL Off N-IANL Settings 0-IANL Groups
> P-Collection Q-Shutdown R-RLIM On S-RLIM Off T-RLIM Status
> U-SMF Status V-ATF Filters W-ATF Status
> CONTROL BOTTLENECK ANALYSIS WAIT REASON BUCKETS

BLST
+ BLST On/ Resource Resource Issuing Wait Reason Wait
+ 1D 0ff Type Name Module Description Type
F mm e e e e e e e

: SYIW OFF (none) (none) DFHDUIO  DU: Dump dataset I/0 Systasks

: SY2W OFF (none) (none) DFHTISR  TI: Timer service rq Systasks

: RMSL  ON (none) (none) DFHRMSL7 RM: Keypoint process Systasks

: ZINAC  ON (none) (none) DFHZNAC  ZC: Terminal error Systasks

: DLCN  ON (none) DLCNTRL  DFHDBCT  DBCTL: Work element DBCnt1

Figure 7-24 Menu system wait reason control

Certain wait reasons are turned off for Bottleneck Analysis monitoring by default.
If you determine that a wait reason is active and that you would like to disable it,
you can achieve this temporarily by changing its On/Off value dynamically. To
disable it on a more permanent basis, change the BOTTELENECK_ANALYSIS
section in the global as follows:

*

<BOTTLENECK_ANALYSIS>
*

DSDF=NO

SODM=NO

SMRE=NO

7.2.4 Transaction history
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It is often very useful to look back at recent transactions to see in detail the
response time for a particular transaction, or possibly look at resource
consumption for an individual task. While CICS SMF data provides the detailed
information for a transaction, it can be a cumbersome task to gain access to
recent SMF data and run an ad-hoc report.

OMEGAMON XE for CICS provides a feature called Transaction History, also
known as Online Data Viewing (ONDV). This feature creates a datastore for each
CICS region and manages the space to hold as much transaction data as
possible. Comprehensive information about a transaction together with detailed
file and database requests are collected and stored by Transaction History.
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Transaction History can be selected by using the Online Data Viewing workspace
under Transactions Analysis for a CICS region in OMEGAMON XE for CICS

(Figure 7-25).

3 Historical Transaction Overview S 20 HO %
& 64
System‘CICSRegion CIC_S B Transaction| Task | Terminal | Transaction User ‘ Frogram ‘ C_PU ‘
[n] Mame ersion [n] Mumber [n] Type [n] [n] Time
@ | SCHE | CMWMYSE3C2 650 09522008 18:11:39 | C50L noood4 [ nfa TRM CIMS3D DFHSOL 00:00:00 i‘
@ | SCHE | CMWYSS3C2 650 09522108 17:40:11 | C50L noood4 | nfa TRM CIMS3D DFHSOL 00:00:00
SCHE | CWSE3C2 650 09522108 17:37:20 | CWBG 601 nia 5Y58 CIMS3D DFHWEGE 00:00:00
@ | SCHE | CMWYSS3C2 650 09522108 17:08:44 | C50L noood4 | nfa TRM CIMS3D DFHSO0L 00:00:00.35
SCHE | CWSE3C2 650 09522108 16:45:12 | ORDR 78882 nfa TRM FRIVATO1 DFHFIDSH 00:00:00.01
SCHE | CWSB3C2 650 09522108 16:45:12 | ORDR TEAYT | nfa TRM PRIVATO1 DFHRIDSH 00:00:00.01
SCHE | CWSE3C2 650 09522108 16:45:12 | ORDR TaaM nia TRM FRIVATO1 DFHFIDSH 00:00:00.01
SCHE | CWSB3C2 650 09/22/08 16:45:112 | ORDS TH289 | nfa TRM USERWS01 | DFHFIAP 00:00:00
SCHE | CWSE3C2 650 09522108 16:45:112 | ORDS TA288 |nfa TRM USERWS01  DFHFPIARP 00:00:00
SCHE | CWSB3C2 650 09522108 16:45:12 | ORDR T8EY3I | nfa TRM FRIVATO1 DFHRIDSH 00:00:00.01
(@] S(|366 CMS53C2 (6450 09522108 16:45:12 | ORDS TA287 Infa TR USERWS01 | DFHPIARP DD:DD:DD_Iﬂ
[
Figure 7-25 Transaction history display in TEP
The Menu system provides an equivalent display (Figure 7-26).
ZONDV VTM A6POC3C1 V560./C SC66 09/22/08 18:40:02
> PF1 Help PF3 Back PF4 Main Menu PF7 Up PF8 Down PF11 Zoom
> A-History Record View B-History Record Selection
> C-Trace Record View D-Trace Filters Management
> HISTORICAL TRANSACTION OVERVIEW
ONDV
+ Transaction Overview: 09/22/08
+ End Tran  Task Term Type CPU Resp Storage File Term Abend
+ Time 1D Num ID Time Time HWM Reqs 1/0 Code
+ cccccccs cccs ccccs ccce cces Sccss chcccsecs CEcaEeE Seoaee eees 2 Sesee
+ 16:03:09 CPIH 15713 n/a TRM .2 2.046357 33335K 3 0
+ 16:03:09 CPIH 15706 n/a TRM .2 1.980787 33335K 3 0
+ 16:03:09 CPIH 15711 n/a TRM .2 1.828366 33335K 3 0
+ 16:03:09 CPIH 15721 n/a TRM .2 1.544157 33335K 3 0
+ 16:03:09 CPIH 15720 n/a TRM .2 1.513379 33335K 3 0
+ 16:03:08 CPIH 15704 n/a TRM .2 1.558967 33335K 3 0
+ 16:03:08 CPIH 15699 n/a TRM .2 1.588833 33335K 3 0
+ 16:03:08 CPIH 15696 n/a TRM .2 2.098515 33335K 3 0
+ 16:03:08 CPIH 15695 n/a TRM .2 2.027101 33335K 3 0
+ 16:03:08 CPIH 15694 n/a TRM .2 2.195676 33335K 3 0
+ 16:03:08 CPIH 15679 n/a TRM .2 2.673689 33335K 3 0
T 16:03:08 CPIH 15689 n/a  TRM .2 2.423562 33335K 3 0
+ 16:03:08 CPIH 15690 n/a TRM .2 2.392998 33335K 3 0
+ 16:03:08 CPIH 15684 n/a TRM .2 2.577388 33335K 3 0
& 16:03:08 CPIH 15686 n/a  TRM .2 2.372017 33335K 3 0
Figure 7-26 Transaction History in the Menu system
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The Menu system also allows for the display of comprehensive detail information
relating to a transaction. Selecting one of the tasks in the previous display via the
zoom key (PF11) provides the following display (Figure 7-27 and Figure 7-28).

ZZONDV VM A6POC3C1 V560./C SC66 09/22/08 18:43:48

> PF1 Help PF3 Back PF4 Main Menu PF7 Up PF8 Down

> HISTORICAL TRANSACTION DETAIL

ONDV 08

+

+ Task Detail Information

+

+ General Information

+ Transaction ID . . . . : CPIH Task number . . . . . . : 15696
+ Userid . . . . . . . . : CICSUSER Luname . . . . . . . . None
+ Facility ID (local) . . : n/a Facility type (local) . : Term
+ Real transaction ID . . : CPIH Umbrella transaction ID : None
+ Program ID - first . . : DFHPIDSH Umbrella program . . . : None
+ Abend code . . . .. .: None

+

+ Time Statistics

+ CPU time . . . . . . . : 0.173600 Overall elapsed time 2.098515
+ Dispatch time . . . . . : 0.267648 Total wait time . . . . : 1.830848
+ Re-dispatch wait time . : 0.132016 Exception wait time . . : 0.000000
+ TS VSAM I/0 wait time . : 0.000000 TD VSAM I/0 wait time . : 0.000000
+ File I/0 wait time 0.000000 JC 1/0 wait time : 0.000000
+ TC I/0 wait time : 0.000000 MRO wait time . . . . . : 0.000000
+ 1st dispatch delay time : 0.000112 Transaction class delay : 0.000000
+ Max tasks delay . . . . : 0.000000 Local ENQ delay . . . . : 0.000000
+ LU61 wait time . . . . : 0.000000 LU62 wait time . . . . : 0.000000
+ FEPI wait time . . . . : 0.000000 RMI elapsed time : 0.000016
+ RMI suspend time : 0.000000 RLS file I/0 wait time 0.000000
+ Syncpoint elapsed time 0.000656 Lock manager delay . . : 1.288544
+ WAIT EXTERNAL wait time : 0.000000 WAITCICS and WAIT EVENT : 0.000000
+ Interval control wait . : 0.000000 Dispatchable wait time 0.000000
+ Shared TS 1/0 wait time : 0.000000 RLS CPU time . . . . . : 0.000000
+ IMS wait time . . . . . : 0.000000 DB2 Readyq wait time 0.000000
+ DB2 Connection wait time: 0.000000 DB2 wait time . . . . . : 0.000000
+ SOCKET I/0 wait time 0.505376 Global ENQ delay 0.000000
+ RRMS/MVS wait time 0.000000 MAXOPENTCBS delay time 0.000000
+ JVM elapsed time . . . : 0.000000 JVM suspend time : 0.000000
+ QR TCB wait-for-dispatch: 0.012592 QR TCB elapsed time . . : 0.017008
+ QR TCB CPU time . . . . : 0.000720 Other TCBs elapsed time : 0.006112
+ Other TCBs CPU time . . : 0.005984 JVM(J8) TCB CPU time 0.000000
+ LE(L8) TCB CPU time . . : 0.166880 SS(S8) TCB CPU time . . : 0.000000
+ Program fetches wait 0.000000 Wait for a JVM TCB 0.000000
+ JVM initialisation time : 0.000000 JVM reset time . . . . : 0.000000
+ Key 8 TCB elapsed time 0.244512 Key 8 TCB CPU time 0.166880
+ Key 9 TCB elapsed time 0.000000 Key 9 TCB CPU time 0.000000
+ J9 TCB CPU time . . . . : 0.000000 Wait for H8 TCB time 0.000000
+ RO TCB elapsed time . . : 0.000000 RO TCB CPU time . . . . : 0.000000
+ TCB mismatch time . . . : 0.000000 TCB change mode delay . : 0.036784
+ TCB create delay 0.000000 3270 Partner wait time 0.000000
+

+ General Statistics

+ Primary term input msgs : 0 Primary term output msgs: 0
+ Primary term input chars: 0 Prmary term output chars: 0
+ Sec LU61 input msgs . . : 0 Sec LU61 output msgs 0
+ Sec LU6L input chars 0 Sec LU6L1 output chars . : 0

Figure 7-27 Menu system Task History detail
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+ Sec LU62 input msgs . . : 0 Sec LU62 output msgs : 0
+ Sec LU62 input chars 0 Sec LU62 output chars . : 0
+ TDgets . . . . . .. .: 0 TMoputs . . . . ..o L 0
+ TD purges . . . . . . . : 0 TSgets . . . . ... . 0
+ TS puts to aux . . . . : 0 TS puts to main . . . . : 0
+ Shared TS wait count 0 PC 1inks . . . . . . .: 11
+ PC Toads . . . . . . .: 0 PC xctls . . . . . . . : 0
+ JC writes . . . . . . L 0 IC starts . . . . . . . 0
+ Syncpoint requests 1 BMS requests . . . . . : 0
+ BMS map requests 0 BMS in requests . . . . : 0
+ BMS out requests 0 CICS logger writes 0
+ PC Tink URMs . . . . . : 0 IC requests . . . . . . : 0
+ 3270 bridge tran ID . . : n/a TS total requests . . . : 0
+ DPL requests . . . . . : 0 IMS/DBCTL requests 8 0
+ DB2 requests . . . . . : 0 00 class requests . . . : 0
+ SSL bytes encrypted . . : 0 SSL bytes decrypted . . : 0
+ CICS TCBs attached 0 TCB Mode Switches . . . : 110
+ WEB Receive requests 1 WEB Characters received : 0
+ WEB Send requests . . . : 0 WEB Characters sent . . : 0
+ WEB total request count : 12 WEB Repository READs : 0
+ WEB Repository WRITEs . : 0 Local container bytes . : 0
+ Remote IC channel starts: 0 Remote IC channel data : 0
+ Total channel requests 172 Browse channel requests : 0
+ Get container requests 80 Put container requests : 88
+ Move container requests : 4 Total bytes for GETs . : 36710198
+ Total bytes for PUTs : 31465325 DPL CHANNEL data bytes : 0
+ DPL RETURN CHNL bytes . : 0 LINK with CHANNEL . . . : 2
+ XCTL with CHANNEL . . . : 0 DPL with CHANNEL . . . : 0
+ RETURN with CHANNEL . . : 0 RETURN CHNL bytes . . . : 0
+ Client IP address . . . : 10.1.100.43

+ Tran Group ID (char) : ..USIBMSC.A6POC3CIC..... zc..

+ Tran Group ID (hex) . . : 11EECCDEC4CFDDCFCFC0126AA800

+ 904292423B1676333139DD8F9300

+ TRGID: X'1910E4E2C9C2D4E2C34BC1F6D7D6C3F3C3F1C3091D2D68AFA9830000"

+

+ Storage Statistics

+ Getmains <16M . . . . . : 0 Getmains >16M . . . . . : 56
+ HWM <16M . . . . . . . 0 HWM >16M . . . . . . . 32553K
+ Occupancy <16M . . . . : 0K Occupancy >16M . . . . : 7570M
+ HWM of total pgm storage: 70K

+ HWM of pgm storage <16M : 0 HWM of pgm storage >16M : 70K
+ HWM pgm storage cdsa 0 HWM pgm storage ecdsa . : 0
+ HWM pgm storage rdsa 0 HWM pgm storage erdsa . : 40K
+ HWM pgm storage sdsa 0 HWM pgm storage esdsa . : 30K
+ Application Trace Active

+ File Control Statistics

+ Local Browses . . . . . : 0 Local Gets . . . . . . : 3
+ Local Adds . . . . . . : 0 Local Puts . . . . . .: 0
+ Local Deletes . . . . . : 0 Total Local Requests : 3
T Local VSAM calls 3 Total Remote Requests . : 0
+ Total Requests . . . . : 3

+

+ Umbrella Data

+ User work area (char) . : n/a

+ Unit-of-work Information

+ Netname . . . . . . . . : USIBMSC.A6POC3Cl....

+ CICS token info (char) : ....n...

+ CICS token info (hex) . : 012B9100

+ 9DD35001

Figure 7-28 Menu system Task History detail (continueq)
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As can be seen from the foregoing figures, a large amount of data is available for
each task. In addition, when the File Control Statistics heading is highlighted, it
indicates that it is possible to zoom for more details (Figure 7-29).

ZZONDVD VTM A6POC3C1 V560./C SC66 09/22/08 18:57:03
> PF1 Help PF3 Back PF4 Main Menu PF7 Up PF8 Down PF11 ZOOM

> HISTORICAL FILE SUMMARY FOR SELECTED TASK

ONDV 08 FILE SUMMARY

+ Transaction Detail for CPIH task number =15696

+

+

+ File Control Statistics

+

+ Read . . . .. ... .: 3 Read time . . . . . . . : 0.002944
+ Write . . . . . .. 0 Write time . . . . . . : 0.000000
+ Update . . . . . . . .: 0 Update time . . . . . . : 0.000000
+ Delete . . . . . .. .: 0 Delete time . . . . . . : 0.000000
+ Browse . . . . . . . . 0 Browse time . . . . . . : 0.000000
+ Misc request . . . . . : 0 Misc request time . . . : 0.000000
+ Total requests . . . . : 3

+

+ Database Requests Elapsed

+ Time

+ | cecccccccceccceee ccccceee R e - -

+ EXMPCONF 2 0.001792

+ EXMPCAT 1 0.001152

Figure 7-29 File summary for a task.

This display shows that the transaction accessed two VSAM files. Again, more
details can be obtained for each file as follows (Figure 7-30).

ZZONDVD VTM A6POC3C1 V560./C SC66 09/22/08 19:01:03
> PF1 Help PF3 Back PF4 Main Menu PF7 Up PF8 Down

> HISTORICAL FILE DETAIL  FOR SELECTED TASK

ONDV 08 FILE DETAIL  EXMPCONF

+ Transaction Detail for CPIH task number =15696

+

+

+ File Control Statistics

+

T Database . . . . . . . : EXMPCONF

+ Read . . . .. ... .: 2 Read time . . . . . . . : 0.001792
+ Write . . . . . . .. . 0 Write time . . . . . . : 0.000000
+ Update . . . . . . . .: 0 Update time . . . . . . : 0.000000
+ Delete . . . . . .. .: 0 Delete time . . . . . . : 0.000000
+ Browse . . . . . . . . 0 Browse time . . . . . . : 0.000000
+ Misc request . . . . . : 0 Misc request time . . . : 0.000000

Figure 7-30 File detail for a task
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This level of detail shows, for each file accessed, the type of request and the
response time to the application for those requests.

Control of Transaction History
Transaction History is controlled via the global data area. The enablement of the
feature is controlled in the <STARTUP_CONTROL> section as follows:

*

<STARTUP_CONTROL>

*

ONLINE_DATA_VIEWING=AUTO

The ONLINE_VIEWER section specifies the parameters for the subtask possible
configuration values are:

*

<ONLINE_VIEWER>

DATA_STORE_TYPE=FILEOCMP
DATA_STORE_FILE_NAME=OMEGAXE.SC66.* .RKCZHIST
EXCLUDED_TRANS=(KD40,KD4C,KD4,KD4D,CSSY)

or

<ONLINE_VIEWER>

DATA_STORE_TYPE=DSPACE
DATA_STORE_SIZE=956

RESERVED SIZE=25
EXCLUDED_TRANS=(KD40,KDA4C,KD4,KD4D, CSSY)

The DATA STORE _TYPE keyword specifies how the data is to be stored. There
are two options:

» FILEOCMP is where the data is stored to a VSAM Linear dataset. This option
allows the data to persist if the CICS region or the KOCCI is shut down.

» DSPACE is where a dataspace is allocated to the KOCCI address space to
hold the data. This option does not persist the values.

The DATA STORE FILE NAME is only applicable to a type of FILEOCMP. If
the name provided contains an asterisk as in the example above, the asterisk is
replaced with the JOB name of the CICS region.

DATA _STORE SIZE and RESERVED SIZE are only applicable to DSPACE.
The size refers to the size of the dataspace in kilobytes, and the reserved size is
the percentage of the space that is reserved for file details and application trace
information.
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The EXCLUDED TRANS keyword is applicable to both types and specifies
transactions that are not to be recorded to history.

Application Trace

In addition to file and database detail statistics OMEGAMON offers the capability
to trace the application calls made by a transaction. OMEGAMON traces calls
made via the EXEC interface, the resource manager interface, and from third
party database providers such as ADABAS, SUPRA, DATACOM, and IDMS.

The Application Trace workspace can be linked to, in OMEGAMON XE for CICS
workspaces that show transaction History data. These are the Online Data
Viewing, Units of Work, and the Web Services Transactions workspaces. The
Application Trace workspace is shown in Figure 7-31.

- ) 0.
"8
Tivoli Enterprise Portal  welcome SYSADMIN Log out b e ;}-—%
File Edit View Help
B HEE$AEE 002 dd BQuwiKEP S EHEERS @ 5 ERB & B )
ficg'ENauigator £ [ E | E application Trace Details s 2 0 HO %
€ @ Wiew: | Physical v | 3 fi.a] Page:| 1 |ofE
: Tra An ~ Time l Type Function | Fragram | Offzet | Resour £
Tranzaction Storage Yiolatic 16:45:11.1679042311  TSKSETRT | 1STDISPATCH DFHFIDSH +0 -
Tranzient Data Queues 16:45:11.1899752177 | EXECIN GET COMTAIMER | CMVSMSGO +70C
Tranzirnt [ ata Summan 16:45:11.1899783713 | EXECOUT | GET CONTAIMNER | CIWEMSGO +70C
< 16:45:11.1699803328 | EXECIM GET CONTAIMER | CMVEMSGO +8CA
QCS’E Physical | T6:45:11.15699843713 EXECOUT | GET CONTAINER | CIWEMSGO +8CA
— 16:45:11.1599862845  EXECIN GET CONTAIMER | CWMWEMSGO +A04
= —|| 16:45:11.1599853585 | EXECOUT | GET CONTAINER | CIWEMSGO +A04
EH Task Details S 3T O H 16:45:11.1599912817 | EXECIM PUT CONTAIMER | CWWSMSGO +BEE
. . 16:45:11.15899942561 | EXECOUT | PUT CONTAINER | CIWSMSGO +BEE
rEER e T e 16:45:11.1599970267 | EXECIN | GETMAIN CIWSMSGO | FFFFFFFF | 0000408
ORDR CWEEICT | BAD 0000°00.0% 16:45:11.158999535858 | EXECOUT | GETMAIN CIMSMESGO FFFFFFFF | 2B2BDC
— — 16:45:11.1600042561  EXECIN WRITEG TD CIMEMSGO FFFFFFFF | CESE
<| p| || 16:48:11.1615552442  EXECOUT |WRITEQTD CIMSMESGO FFFFFFFF | CESE
— -\ 16:45:11.1615641162 | EXECIN WRITEG TD CIMEMSGO FFFFFFFF | CESE
[EH Task Details continued < n =20 16:45:11.1615652570 | EXECOUT |WRITEG TD CIMSMESGO FFFFFFFF | CESE
EifstiE Bl B ol m el ke T6E:45:11.1615740806 | EXECIN WRITEG TD CIMEMSGO FFFFFFFF | CESE
Dela?r Wiait Wiait P ng. 16:45:11.1615783082 | EXECOUT |WRITEGQ TD CIMSMESGO FFFFFFFF | CESE
16:45:11.1615830650 | EXECIN WRITEG TD CIMEMSGO FFFFFFFF | CESE
00:00:00.003 00:00:00 | 00:00:00 0
16:45:11.1615872186 | EXECOUT |WRITEG TD CIMSMESGO FFFFFFFF | CESE
164511 1R1A813210 | FYFCIN WRITFQ TN CIWMSMEGE0 FFFFFFFF | nFRF T
T i [ @
'f_‘) Huh Tirme: Mon, 09222008 08:08 k Qg; Server Available Application Trace - saz200v4 itso.ibhm.com - SYSADMIN  *ADMIN MODE*

Figure 7-31 Application Trace workspace

This workspace displays the trace data for a task to the right of the panel. To the
left are details from the transaction history record.

Similar information is displayed in the Menu system (Figure 7-32). The following
items can be displayed by pressing the zoom key (PF11) on the Application Trace
Active heading in the Transaction Detail display. Zooming on the task from the
Transaction History Trace record view also displays Application Trace (H.C).
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ONDV 05 TRACE

Trace
Type

TSKSTRT
EXECIN
EXECOUT
EXECIN
EXECOUT
EXECIN
EXECOUT
EXECIN
EXECOUT
EXECIN
EXECOUT
EXECIN
EXECOUT
EXECIN
EXECOUT
EXECIN
EXECOUT
EXECIN
EXECOUT
EXECIN
EXECOUT
EXECIN
EXECOUT
EXECIN
EXECOUT

P e T T T T i i i S T e e S S S S I T T T T T

> PF1 Help

ZZONDA
PF3 Back

SUMMARY

VTM CIWSS3C2 V560./C SC66 09/22/08 20:12:29
PF4 Main Menu PF7 Up PF8 Down

TRACED TRANSACTION SUMMARY

Transaction Detail for ORDR task number =78877

Program

DFHPIDSH
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO
CIWSMSGO

Application Trace Facility
Lines 1 to 243 of 55

Offset Function Resource Response  Elapsed
Time

0 1ST DISPATCH

7DC GET CONTAINER 0.00006
7DC GET CONTAINER NORMAL 0.00000
9CA GET CONTAINER 0.00000
9CA GET CONTAINER NORMAL 0.00000
A84 GET CONTAINER 0.00000
A84 GET CONTAINER NORMAL 0.00000
B6E PUT CONTAINER 0.00000
B6E PUT CONTAINER NORMAL 0.00000
FFFFFF  GETMAIN 00004080 0.00000
FFFFFF  GETMAIN 2824DC58 NORMAL 0.00000
FFFFFF  WRITEQ TD CESE 0.00000
FFFFFF  WRITEQ TD CESE NORMAL 0.00000
FFFFFF WRITEQ TD CESE 0.00000
FFFFFF  WRITEQ TD CESE NORMAL 0.00000
FFFFFF  WRITEQ TD CESE 0.00000
FFFFFF WRITEQ TD CESE NORMAL 0.00000
FFFFFF  WRITEQ TD CESE 0.00000
FFFFFF  WRITEQ TD CESE NORMAL 0.00000
FFFFFF WRITEQ TD CESE 0.00000
FFFFFF  WRITEQ TD CESE NORMAL 0.00000
FFFFFF  WRITEQ TD CESE 0.00000
FFFFFF  WRITEQ TD CESE NORMAL 0.00000
€52 GET CONTAINER 0.00000
€52 GET CONTAINER NORMAL 0.00000

Figure 7-32 Application Trace Menu System display

Though the OMEGAMON CICS Application Trace feature provides valuable

information, it incurs high overhead. We recommend that it be turned on
dynamically when required. Application Trace can be controlled via the Control

section of the Menu System. Specifically, menu option O.W can be used to

activate and de-activate the trace. Menu option O.V can be used to specify trace
filters. These allow for the trace to be active only for certain transactions.

7.2.5 CICS Web Services monitoring

OMEGAMON XE for CICS provides CICS Web Services monitoring as part of
7.2.1, “Resource monitoring” on page 149. The primary workspace for
monitoring is the Web Services branch under a CICS region. An example of the
Web Services workspace is shown in Figure 7-33.
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Tivoli Enterprise Portal  welcome SYSADMIN Log out Hi ‘w%
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~[Eh U0Ww Analysiz A e Elii B e
B Uow E Analvsi SCEE | ABPOC3ICT | catlnguire Inservice 0|FIPEF CATING -
NAUELE Analysis (@ | erRfR | ARPONACA | eatl st Inzamire 0l PIPFP AT IRT S
-EH URIMAP Analysis <|
-[Eh WSAM Analysis
-[Eh WSaM RLS Lock Analysis EH web Services: Virtual Host Details S T O HO %
B iz ] R
EH Workrequest Analpsis S"féem C'Cﬁaﬁg'm Status | TCPIP Service Hostnamﬂ
SCEBABPOCIL2 SCE6 | AGPOC3C1 | Enabled -
3 web Services: Pipeline Summary £ 3 H O x
, ,
e Systern | CICS Region| Pipeline Enahble | Lse
B ;‘:,,—:" P s i v [n} Mame name Status | Count
€2 Physical | SCHE | ABPOC3ICH FIMTOMP | Enahled G427 =
g Thsiea [/ Sc66 | ABPOC3C1 | PIMTOMR | Enabled | 6427 =l
EH web Services: Document Template Details S 3 0 HO =%
Systermn | CICS Region| Document | Extended | CRILF EtiiEh Source Source ClCS Cached Use | Newcopy | F
[n] Mame Template Mame | Append | Type Mame ersion Size Count| Count | C
SCHE | ABPOC3ICH DFHWEFY1 fes EBCDIC | PROGRAM | DFHWEFYW | 0650 10779524576 0 0 ﬂ
SCHE | ABPOC3CH DFHWEPYY2 Yes EBCDIC | PROGRAM | DFHWEFYW2 | 0650 1077952576 0 0| =
1| 3
@ Hub Time: Mon, 092272008 08:23 ﬁ Server Available Weh Serices Analysis - saz200v4 itso.ibm.com - SYSADMIN  *ADMIN MODE*

Figure 7-33 Web Services workspace

From this workspace you can see summary information relating to the Web
Services activity in a particular CICS region. This workspace shows the following
resources defined in CICS:

» Web Services

» Virtual Hosts

» Pipelines

» Document Templates

Most of these resources contain links to more details:

» For Document Templates, the link displays more details about the resource
where the source is located.

» For Pipelines, the link shows more details about the Pipeline including more
static information such as the location of the Web Services configuration file
and WS binding directory.

» For Web Services, there are a number of options. Details of the Pipeline, the
URIMAP and the Web Service. Also, there is a link to Web Service
Transactions and another to all Web Service Transactions. This shows
transaction details about recent transactions that were dispatched to process
a service provider Web Service.
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Figure 7-34 shows an example of the Web Services: Transactions workspace.

File Edit View Help
B EBH e EH S EEER @5 EREAS &
ficg'ENauigator 2 0B EW&hSeruices:Transacﬁons s 20 B0 %
&) @ Wi | Physical v | B3 E% fi.a]
""" 1B Tranzaction Analysis A Weh Service | Web Service | Response CPL End Ti Transacti
------ [E} Tranzaction Storage Yidlatio Marne Operation Time Tirne TIE) TS s
""" B Trans?entDataDueues mageSery... |imageServ.. | 0000001129 | 00:00:00.05  09290810:51:06 | CPIH -~
------ B Translent_Data Surnmary ) mageSery... imageSery.. | 00:00:01177 | 00:00:00.05  08/29/0810:51:06 | CPIH
------ B TransactlonManagerSEBtlSt imageSery... | imageSery.. | 00:00:01.125 | 00:00:00.05 | 0925/08 10:51:06 | CPIH
------ B LD Analysiz ) q imageSer.. | imageServ.. | 00:00:01.046 00:00:00.06 0929008 10:51:06 |CPIH
------ B UUWEnqueueénah'S'S imageSer.. | imageServ.. | 00:00:00.998 00:00:00.05 | 092908 10:51:05 |CPIH
------ B UH|MAPAH6!}'SIS imageSer.. | imageServ.. | 00:00:01.072  00:00:00.05 092908 10:51:05 |CPIH
------ B W5AM Analysiz ) imageSer.. | imageServ.. | 00:00:01.011 | 00:00:00.05 | 092908 10:51:05 | CPIH
""" B W5AM BLS Lock Analysis . |imageServ.. | 00:00:01.011 | 00:00:00.05 O09290810:581:05 CPIH
""" B . limageSery.. | 0000002035 | 00:00:00.058  0929%0810:51:04  CPIH
""" By Workrequest Analy: b . |imageSer... 00:00:02.03 | 00:00:00.07 | 0929/0810:41:04 | CPIH
< > . |imageSery.. | 0000002952 | 00:00:00.06 | 092908 10:51:04 | CPIH
. | (8] imageServ...  imageServ.. | 00:00:02.951 | 00:00:00.05 09/29/08 10:51:04 | CPIH hd
ricg'g Physical ‘l »
EH web Service Details « T M B O %
CICS Renion | Weh Service | System Fipeline | Program | LURIMAP ‘ Container . Program Walidatic
MName MName 18] ‘USE Count‘ MName MName MName MName it Moty Interface S Indicato
ABPOC3ICZ | imageSery.. | SCHE 19295 | PIMTOMP | IMGSRY | $042380 | IMGSRY-DATA 09/04508 16:42:38 | Channel | Inservice | Mo
1| | 3

Figure 7-34 Web Services: Transactions Workspace

OMEGAMON XE for CICS is currently unable to determine automatically if a
transaction is running as a Web Service provider. For this workspace to be of
value, OMEGAMON must be informed of the Web Service name and Operation
at some point in the Web Services transaction. OMEGAMON provides an
interface for providing extra information about a transaction to OMEGAMON.
This is known as Umbrella services and is implemented via the KOCRMCLL and
KOCGLCLL callable programs. Details of using this interface can be located in
the KOCAPITX member of the TKANSAM library.

To use Umbrella services to inform OMEGAMON of the Web service details,
make an Umbrella services request with request type OC@API_SOA_WRITE
that passes an area mapped by the KOCSOA macro provided in the TKANMAC
library.

The KOCSOA macro defines the Web Service name as a 32-character field. This
should contain the first 32 characters of the Web Service name padded with
blanks.

The Operation name is a 64 character field and should contain the first 64
characters of the Web Service operation, again padded with blanks.
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The sample code in Figure 7-35 can be used to report these values to
OMEGAMON. This example shows how to request the information about the
Web Services name and operation from CICS. Because this code is intended for
use where the CICS API is available, the KOCRMCLL interface is used. This
does require that DATAREG on the DFHEIENT macro is either set to register 13
or allowed to default to that value.

KK K o o e e e e e e o o *k%k
*/* CICS STORAGE
*kk *kk

DFHEISTG DSECT

FUNCTION DS  CL16

LENGTH DS F

REQUEST DS F

KOCCALL CALL ,(0,0),MF=L

KOCSOA ,

EJECT
K R K L o e e e o o *kk
*/* PROGRAM START
K K K L o e e e e e o o *kk
OMEGPROG DFHEIENT
K R K o e e e e e e e e e = o o o e o e o e *kk
*/* GET THE FIRST 32 BYTES OF WSNAME
*kk *kk

MVC  MN#WSNAME, SPACES
MVC  LENGTH,=A(L'MN#WSNAME)

EXEC CICS GET CONTAINER('DFHWS-WEBSERVICE') *
INTO(MN#WSNAME) FLENGTH(LENGTH) *
NOHANDLE
CLC  EIBRESP,DFHRESP(NORMAL)
BE GETOPER
CLC  EIBRESP,DFHRESP(LENGERR)
BNE  EXIT
K R K o e e e e e e *kk
*/* AND THE FIRST 64 OF THE OPERATION
*kk *kk

GETOPER DS OH
MVC  MN#OPERATION,SPACES
MVC  LENGTH,=A(L'MN#OPERATION)

EXEC CICS GET CONTAINER('DFHWS-OPERATION') *
INTO(MN#OPERATION) FLENGTH(LENGTH) *
NOHANDLE

CLC  EIBRESP,DFHRESP(NORMAL)
BE TELLOMEG
CLC  EIBRESP,DFHRESP(LENGERR)

BNE  EXIT
KK K L o e e e e *k%k
*/%* NOW REPORT TO OMEGAMON
*k%k *k%k

TELLOMEG DS OH

MVC  REQUEST,=A(OC@API_SOA WRITE)

CALL KOCRMCLL, (REQUEST,MN#SOA) ,VL,MF=(E,KOCCALL)
EXIT DFHEIRET

KK L e e e e e Kk
*/* STATIC DATA

KKK L e e e e *kk
SPACES DC CL64' '

Figure 7-35 Sample code to report SOA data to OMEGAMON
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OMEGAMON also provides a sample pipeline handler program KOCSOAP that
can be used to report the SOA data without having to change any application
code. It does require that the pipeline configuration file be modified to specify the
pipeline handler program. The following pipeline definition file shows how to
ensure the OMEGAMON provided handler is invoked for the Web Services
provided by this pipeline (Figure 7-36).

<?xml version="1.0" encoding="EBCDIC-CP-US"?>
<provider_pipeline xmins="http://www.ibm.com/software/htp/cics/pipeline"
..... xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
..... xsi:schemaLocation="http://www.ibm.com/software/htp/cics/pipeline provider
<service>
<service_handler_list>
<handler>
<program>KOCSOAP</program>
<handler_parameter_list> </handler_parameter_list>
</handler>
</service_handler_list>
<terminal_handler>
<cics_soap_l.2_handler/>
</terminal_handler>
</service>
<apphandler>DFHPITP</apphandler>
</provider_pipeline>

Figure 7-36 Pipeline Configuration file with OMEGAMON handler program.

7.2.6 Resource Limiting

Resource Limiting (RLIM) is a special feature provided by OMEGAMON CICS.
This feature is designed to automatically protect the environment from rogue
CICS transactions that might be looping in a way that cannot be detected by the
CICS runaway task protection, or transactions that use extraordinary amounts of
certain resources.

Resource limiting examines the values for certain resources or the number of
certain types of requests. If the thresholds specified have been exceeded
OMEGAMON either issues a message or causes the transaction to abnormally
terminate (ABEND).

The enablement of the feature is controlled in the <STARTUP_CONTROL>
section as follows:

*

<STARTUP_CONTROL>

*
RESOURCE_LIMITING=AUTO
RESOURCE_LIMITING_MSG_DEST=TDQ
RESOURCE_LIMITING_SYSTEM_TASKS=NO
RESOURCE_LIMITING_ABEND CANCEL=YES
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The option RESOURCE_LIMITING_MSG_DEST specifies if the message is to
be written to the transient data queue CSSL (TDQ) or to the system console
(LOG).

RESOURCE_LIMITING_SYSTEM_TASKS allows you to specify if resource
limiting is to issue warning messages for CICS system transactions.
OMEGAMON will not cause a system task to ABEND.

RESOURCE_LIMITING_ABEND_CANCEL allows you to specify whether any
application abend handling exits are to be honored when RLIM elects to ABEND
a transaction. Specifying NO indicates that ABEND exits will not be cancelled
and therefore will remain in effect.

The <RESOURCE_LIMITING> section of the global specifies the limits that are
to be in effect for a given transaction ID:

*

<RESOURCE_LIMITING>

*
<<CPU>>
INCLUDED TRANS=(TRLN,DE*)
KILL_LIMIT=10
WARN_LIMIT=5

<<VSAM>>

INCLUDED _TRANS=(STRS,F?L?,TRLN)
KILL_LIMIT=100

WARN_LIMIT=50

In this example transaction, TRLN and transactions whose ID starts with DE will
have the message 0C8902 issued if the transaction makes more than 50 EXEC
CICS requests against a FILE or if the CPU used exceeds 5 seconds. If the
transaction exceeds 10 seconds of CPU or 100 EXEC CICS FILE requests, the
message 0€8903 is issued and the transaction is abended.

Specifying a question mark (?) in the transaction ID indicates that the rule will
match for a transaction ID that has any character in that location. So a
transaction 1D of FALZ will have WARN and KILL limits of 50 and 100 for VSAM.
Transaction ID FLAZ will not.

An asterisk (*) can be specified at the end of a transaction ID to indicate that any
trailing characters will match.

Considerations for CICS Web Services Performance



Part 3

Performance
scenarios

In this part of the book, we cover usage scenarios, showing the performance
obtained.

We decided that for each scenario, we would use a different tool, thereby
showing the different tools that can be used for performance management. We
describe the following scenarios and tools:

» Security, using IBM CICS Performance Analyzer for z/OS
» MTOM, using z/0S Resource Measurement Facility (RMF)
» Omegamon scenario, Using IBM Tivoli Monitoring Tools
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Environment overview

In this chapter, we provide an overview of the scenarios documented in the
subsequent chapters.

We also describe the basic configuration tasks required to run the scenarios,
including these topics:

High level description of the application used for testing
Benefits of using MTOM support for large messages
Customizing CICS system initialization parameters
Creating basic RACF® definitions

Modifying the wsbind files

Testing the environment

YyVyVYyVvYyYVvYyYy
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8.1 The example application

The scenarios we that describe use the CICS supplied Catalog Manager
example Application. This is a working COBOL application that is designed to
illustrate best practice when connecting CICS applications to external clients and
servers. The example is constructed around a simple sales catalog and order
processing application, in which the end user can perform these functions:

» List the contents of a stored catalog: Inquire catalog
» Select an item from the list: Inquire single
» Enter a quantity to order: Place order

The catalog is implemented as a VSAM file. After an order, the application
updates this file to reflect the new stock levels. The base application has a 3270
user interface, but the modular structure, with well-defined interfaces between
the components, makes it possible to add further components. In particular, the
application comes with Web service support, which is designed to illustrate how
you can extend an existing application into the Web services environment.

8.2 Installing and setting up the application

178

Before we run the application, we define and populate two KSDS VSAM
datasets, and define two transactions.

Creating and defining the VSAM datasets
To create the datasets, two sets of JCL are provided by CICS. These are located
in CICSTS32.CICS.SDFHINST and are named:

DFH$ECFN  JCL to generate the configuration dataset
DFHECAT JCL to generate catalog dataset

Defining the 3270 interface

The example application is supplied with a 3270 user interface to run the
application and to customize it. The user interface consists of two transactions,
EGUI and ECFG. We use the CEDA commands shown in Example 8-1 to define
and install the transactions.

Example 8-1 Defining the Catalog application transactions

CEDA DEFINE TRANSACTION(EGUI) PROGRAM(DFHOXGUI) GROUP(S3C1)
CEDA DEFINE TRANSACTION(ECFG) PROGRAM(DFHOXCFG) GROUP(S3C1)
CEDA INSTALL GROUP(S3C1)
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Note: Because we use program autoinstall, we do not define the programs
and BMS maps used by the application. For a full list of resources used, see
the CICS TS V3.2 Information Center, at:

http://publib.boulder.ibm.com/infocenter/cicsts/v3r2/index.jsp

8.3 MTOM scenario overview

In this section we discuss various considerations for the use of MTOM.

8.3.1 Why we use MTOM/XOP

A SOAP message must contain only printable characters. To handle binary data,
the data must first be encoded in base64Binary format, which significantly
increases its size because 6 bits of the binary object become 8 bits for
transmission. When included in the message body, processing is required to
perform base64Binary encoding by the sender of the message, and decoding by
the receiver. Naturally this can be very CPU intensive.

The Message Transmission Optimization Mechanism (MTOM) specification
defines a method for optimizing SOAP messages by using MIME
Multipart/Related packages to move binary data elements into separate MIME
attachments separated by MINIME boundary delimiters, in a similar manner to
email attachments. No encoding of the attachments is necessary.

The XML-binary Optimized Packaging (XOP) specification defines an
implementation for optimizing XML messages. It converts the XML in the SOAP
message to XOP format by replacing the base64Binary data with a special
<xop:Include> element containing a unique content-ID that references the
relevant MIME attachment.

The use of MTOM/XOP allows the binary objects to remain in binary form and
does not require them to be included within the SOAP body of the message. This
can mean great savings in CPU usage, and so leads to a higher throughput.

MTOM is cheaper for the following reasons:

» It avoids the base64 conversion process.
» The data length is shorter.
» The data is not parsed by the SOAP parser.
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8.3.2 Modifications to the catalog application

To gain a noticeable benefit from using MTOP/XOP support, we have to transfer
larger amounts of data. This requires a CICS application communicating via
Channels and Containers rather than a COMMAREA because of the 32K size
limit on COMMAREAs.

The original CICS catalog example application is designed to demonstrate how
to extend a 3270 CICS COBOL application to exploit Web service support. It has
a modular structure with well defined interfaces that can be called via EXEC
CICS LINK commands using a COMMAREA. The Web service support
extension for the base application provides a Web client front end and a Web
service endpoint. This allows either the Web client front end, or the 3270
interface of the catalog manager application to drive the business logic of the
example application.

For the purposes of this scenario, the CICS catalog application has been
extended to allow the Web front end to display an image of items in the catalog.
Because images can be relatively large, they do not fit within the 32K limit of a
COMMAREA. Channels and containers are now used instead of COMMAREAs,
in order to allow the transfer of these images. The modifications we made are
discussed in detail in Appendix A, “The modified catalog manager application” on
page 303.

8.4 MTOM scenario preparation

In this section we describe the preparation of our MTOM scenarios.

8.4.1 System properties
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Here are some recommendations regarding system properties:

Increase CICS storage (both DSALIMIT and EDSALIMIT)
Ensure that programs are defined as threadsafe.
Increase MAXSOCKETS.

Set RESPWAIT to 30.

vVvyyy
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8.4.2 Definition checklist

We use two different CICS regions to receive different figures for requester and
provider. The following details, as shown in Table 8-1, apply for both regions.

Table 8-1 Definition checklist

Value

CICS region 1

CICS region 2

IP name

9.12.4.75

9.12.4.75

Primary Role

Service Requester

Service Provider

TCP/IP port 14304 14305
Job name A6POC3CH1 ABPOC3C2
APPLID A6POC3CH1 A6POC3C2
TCPIPSERVICE C3CH C3C2

The configuration we used is shown in Figure 8-1.

L_pPiPEP_1 (@MTOME

WEBSERVICH

queryltem
/catalog/queryltem

WEBSERVICH

inquireltem
/catalog/inquireltem|

Ignores the
image

CATINQ
W E.C. LINK

Service
Requester

Service
Provider

CATQUERY |, Returns image
E.C. LINK to requester

¥

EFHOXCMN
E.C. LINK

|

IMGCLN
E.C. INVOKE WEBSERVICE

CICS1 PIPER @ 4 PIMTOMR @

y

CiCs2.__ PIPEP PIMTOMP

IMGSRV

Figure 8-1 CICS as a service provider
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To enable our testing scenarios, we use four pipelines as shown in Table 8-2.

Table 8-2 MTOM pipelines

MTOM status Provider Requester
No MTOM PIPEP PIPER
MTOM PIMTOMP PIMTOMR

Our first region, which hosts the catalog manager application, needs requester
and provider pipelines; whereas the second region, hosting the image server,
only needs provider pipelines. PIPEP and PIPER are the standard (non-MTOM)
pipelines. Their definitions are in Appendix A, “The modified catalog manager
application” on page 303. The definitions of the MTOM pipelines are shown in
Figure 8-2 and Figure 8-3.

PIpeline
Group
Description
STatus
Respwait
Configfile
(Mixed Case)

SHelf
(Mixed Case)

Wsdir
(Mixed Case)

CEDA View PIpeline( PIMTOMP )

: PIMTOMP

: C3C1PERF

: Enabled Enabled ! Disabled
. Deft Default ! 0-9999

: /CIWS/C3C1/config/ProviderMTOM. xml
: /CIWS/C3C1/shelf

: /CINS/C3C1/PIMTOMP/wsbind

Figure 8-2 Déefinition of the PIMTOMP provider pipeline
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CEDA View PIpeline( PIMTOMR )

PIpeline : PIMTOMR

Group : C3CI1PERF

Description :

STatus : Enabled Enabled ! Disabled
Respwait : 0030 Default ! 0-9999

Configfile : /CIWS/C3C1/config/RequesterMTOM. xm]
(Mixed Case) :

SHelf : /CIWS/C3C1/shelf
(Mixed Case) :

Wsdir : /CIWS/C3C1/PIMTOMR/wsbind
(Mixed Case) :

Figure 8-3 Definition of the PIMTOMR requester pipeline

We altered our config file to enable support for MTOM. The modified
configuration for the provider pipeline PIMTOMP is shown in Example 8-2,
and for the requester pipeline PIMTOMR it is shown in Example 8-3.

Example 8-2 Pipeline configuration for PIMTOMP

<?xml version="1.0" encoding="EBCDIC-CP-US"?>
<provider_pipeline
xmins="http://www.ibm.com/software/htp/cics/pipeline"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://www.ibm.com/software/htp/cics/pipeline
provider.xsd ">
<cics_mtom_handler>
<dfhmtom_configuration version="1">
<mtom_options send_mtom="yes" send_when_no_xop="yes"/>
</dfhmtom_configuration>
</cics_mtom_handler>
<transport>
</transport>
<service>
<terminal_handler>
<cics_soap_l.2 handler>
</cics_soap_1.2_handler>
</terminal_handler>
</service>
<apphandler>DFHPITP</apphandler>
</provider pipeline>
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Example 8-3 Pipeline configuration PIMTOMR requester

<?xml version="1.0" encoding="EBCDIC-CP-US"?>
<requester_pipeline
xmins="http://www.ibm.com/software/htp/cics/pipeline”
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://www.ibm.com/software/htp/cics/pipeline requester.xsd">
<service>
<service_handler_ list>
<cics_soap_1.2 handler/>
</service_handler_list>
</service>
<cics_mtom_handler>
<dfhmtom_configuration version="1"/>
</cics_mtom_handler>
</requester pipeline>

If you compare the received response (see Example 8-4 here) to the result from
our previous request including the image (see Figure A-15 on page 333), you
can see that the binary data has been moved to a MIME attachment.

Example 8-4 MTOM/XOP response from inquireltem provider

--MimeBoundary-50b70e70-57838215-d14eb84f-64974f55
Content-Type: application/xop+xml; charset=UTF-8; type="text/xml"
Content-Transfer-Encoding: 8bit
Content-ID: <mime-root@cicsts>
<SOAP-ENV:Envelope
xmins:q0="http://www.exampleApp.inquireltemRequest.com"
xmlins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlins:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">
<SOAP-ENV:Body>
<inquireltemResponse
xmins="http://www.exampleApp.inquireltemResponse.com">
<returnCode>0</returnCode>
<responseMessage>RETURNED ITEM: REF =0010</responseMessage>
<singleltem>
<itemReferenceNumber>10</itemReferenceNumber>
<itemDescription>Ball Pens Black 24pk</itemDescription>
<department>10</department>
<unitCost>002.90</unitCost>
<inStock>5948</inStock>
<onOrder>2</onOrder>
<imageData>
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<xop:Include
xmIns:xop="http://www.w3.0rg/2004/08/xop/include"
href="cid:8247dc80-857350e5-a3bebabf-b6679da5%40cicsts" />
</imageData>
</singleltem>
</inquireltemResponse>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
--MimeBoundary-50b70e70-57838215-d14eb84f-64974f55
Content-Type: application/octet-stream
Content-ID: <8247dc80-857350e5-a3be6abf-b6679da5@cicsts>
Content-Transfer-Encoding: binary
<<<<<large-Binary-Content>>>>>>
--MimeBoundary-50b70e70-57838215-d14eb84f-64974f55--

We want to see the improvement that MTOM/XOP delivers. Therefore we only
want to measure the difference between switching it on or switching it off while
everything else stays constant.

In our first CICS region we want to measure the requester, therefore we toggle
the imageClient service to be picked up either by PIPER without or by PIMTOMR
with MTOM.

We choose the queryltem, rather than the inquireltem Web service, so we do not
send back the image to the original requester. This avoids influences from
outbound message generation depending on the image there. The Web service
is kept stable at the non MTOM pipeline PIPEP.

In our second CICS region we want to measure the image server provider,
therefore we toggle the imageServer service to be either picked up by PIPEP
without or PIMTOMP with MTOM.

8.4.3 Generate workload with varying binary data size

We use WebSphere Studio Workload Simulator to generate workload for the
query Item service. Therefore we send a Web service request as shown in
Example 8-5.

Example 8-5 SOAP request used to generate workload for queryltem

<?xml version="1.0" encoding="UTF-8" ?>

<soapenv:Envelope
xmins:q0="http://www.exampleApp.queryltemRequest.com"
xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
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xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<soapenv:Body>
<q0:queryltemRequest>
<q0:itemRequiredReference>9001</q0: itemRequiredReference>
</q0:queryItemRequest>
</soapenv:Body>
</soapenv:Envelope>

To observe the influence of the binary data size on performance, we created
images with different sizes, as displayed in Table 8-3.

Table 8-3 Image numbers and sizes

item number size in bytes
9001 1024
9002 2048
9003 2560
9004 5120
9005 10240
9011 20480
9012 51200
9013 76800
9006 102400
9007 512000
9008 1048576
9009 5242880
9010 10485760

186 Considerations for CICS Web Services Performance



8.5 Security scenarios overview

In this section we describe the security scenarios to be tested in Chapter 10,
“Security scenarios” on page 229. These scenarios include:

1. CICS XML digital signature:

CICS acts as a Web service provider, with a WebSphere Application Server
(WAS) client sending a digitally signed request to CICS. CICS provides a
digitally signed response. Both CICS and WebSphere Application Server are
configured to use Web Services Security (WS-Security) to provide integrity
with an XML digital signature. For results, see 10.4, “Results” on page 259.

2. DataPower with X.509 certificate:

DataPower acts as an intermediary server, verifying the signature on behalf of
CICS and forwarding the signing X.509 certificate to CICS as an asserted
identity. For results, see 10.4, “Results” on page 259.

3. DataPower with UsernameToken:

DataPower maps the X.509 certificate to a UsernameToken, and forwards the
UsernameToken to CICS as an asserted identity.

This allows us to compare the performance of processing X.509 tokens
(BinarySecurityTokens) in CICS with the performance of UsernameTokens.
For results, see 10.4, “Results” on page 259.
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CICS XML digital signature

In this scenario the Web service requester uses an XML digital signature to sign
the SOAP message.

This scenario is shown in Figure 8-4.

Web service requester Web service provider
WebSphere Data integrity CICS
Application Server Signed
Web service SOAP message Catalog
Consumer Application
Application _

Trust Store Key Store

RACF

= il‘.

[1®

8 RACF user ID
' "o ///v
ICICS CA certificats WebSphere . .
certiieatd e Authorization Key Ring
N
e | °
CICS server WebSphere CA
. o I
Authentication Sailiica
e
=l
Re"ad

WebSphere
certificate

Figure 8-4 CICS XML digital signature

The following processing takes place:

1. The Web service requester signs the SOAP message, using an XML digital
signature.

2. The Web service provider validates the signature.

3. The Web service provider runs using an identity mapped from the certificate it
received.

4. The Web service provider sends a response.

We test this scenario in Chapter 10, “Security scenarios” on page 229.
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DataPower with X.509 certificate

In this scenario we use WebSphere DataPower to validate a digital signature
sent by the Web service requester, and send an X509 certificate to CICS. Then
CICS uses RACF to map the certificate to a valid user ID under which to run the
Web services transaction.

This scenario is shown in Figure 8-5.

Web services requester Web services provider

WebSphere CICS
Application Server

Web service Catalog

Consumer WebSphere | | | [y AApplication
| DataPower N
Key Store /
3 e R RAC
—J; in message RACEF user ID
WASWINServ Key ng

N
WASWINServ

l||| [

HTTP with signed
SOAP message

Figure 8-5 DataPower with X.509 certificate

The following processing takes place:

1. WebSphere Application Server sends a Digital Signature to WebSphere
DataPower.

2. DataPower validates and strips the signature.

3. DataPower sends an X509 certificate to CICS.

4. The CICS PIPELINE maps the certificate into a RACF user ID and runs the
Web services transaction under this RACF user ID.

In order to configure CICS and DataPower for this scenario, refer to Securing
CICS Web Services, SG24-7658-00.
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DataPower with UsernameToken

In this scenario, we use WebSphere DataPower to do the certificate validation,
map it to a RACF ID, and pass that ID directly to CICS. This scenario offers
savings in CPU processing on System z:

1. WebSphere Application Server sends a Digital Signature to WebSphere
DataPower.

2. DataPower validates and strips the signature.
3. DataPower maps the certificate into a RACF user ID

4. DataPower forwards the RACF ID to CICS, and CICS runs the Web services
transaction under this RACF user ID.

We now describe the steps required to configure this scenario. This is done by
adding an additional DataPower transform to the configuration in the scenario
above.

Assuming that you already have the configuration in place to use WebSphere
DataPower with certificate authentication, you can modify it using the following
steps to send a UsernameToken to CICS instead:

1. We begin by uploading an XML file to DataPower. This XML file contains the
mapping from the identity associated with the certificate, to a RACF identity.
Start by opening the DataPower console in a Web browser.

2. From the left-hand panel, click Administration, then select File
Management. You should see a directory listing as shown in Figure 8-6.

3. Click Actions for the local directory, then select Upload Files. A new page
opens allowing you to browse to the XML file on your workstation and upload
it to DataPower.
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File Management
0

C Refresh Page

Available Space: 258 MBytes (encrypted), 226 MBytes (temporary)

Manipulate Checked Files:[ Delete ][ Copy ][ Rename ][ Move ]
Name Action Size Modified

F{] cert: Actions...
~{Z] chkpoints: Actions...
F{_] config: Actions...
F{] export: Actions...
F{] local: Actions...
~{Z] logstore: Actions...
F{] logtemp: Actions...
F{Z] pubcert: Actions...
~{_] sharedcert: Actions...
F{] store: Actions...
~{_] temporary: Actions...
Manipulate Checked Files:[ Delete ][ Copy ][ Rename ][ Move ]

Figure 8-6 The File Management dialog

4. We need to add a new transform to the DataPower rule currently in place.
Starting from the DataPower console, select the Web Service Proxy icon to
load the Configure Web Service Proxy panel. Clicking the name of the proxy
(in this case, CatalogWSProxy) allows you to alter its configuration.
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5. Select the Policy tab near the top of the panel, then select Operations to fully
expand the tree. You should now see a structure similar to that shown in

Figure 8-7.
Configure Web Service Proxy
@ WSDLs SLM Services Policy Proxy Settings Advanced Proxy Settings Headers/Params m@

Web Service Proxy Name [up]

[ Cancel ] [ Delete ] [ Refresh View Log | View Status | View Operations | Show Probe | Validate Conformance | Help

Web Service Proxy Policy
Open tree to: Proxy | WSDLs | Services | Ports | Operations

e ee—— e e
i ~
o @ # cCatalogWSProxy_default_request-r... (request-rule) e m u
ﬁ # cCatalogWSProxy_default_response-... (response-rule) e u
=k Add Rule
Vo wsdl: placeCrder.wsd| |:I_I L Lok Lk Lk Lk L
o | WS-Policy: (defaulf) |WS-I Conformance: (none) |Priori1y: Mormal
Lo Add Rule
¥ service: DFHOXCMNServices  ~ (1 L Lk Ly L L L
f ~| WS-Policy: (default) WS-l Conformance: (none) Priority: Mormal
+o a Add Rule
¥ port: DFHOXCMNPort  ~ E00 LF Lk Ly LFLF L
o | WS-Policy: (default) WS- Conformance: (none) Priorily_: Mormal
Lo o Add Rule
¥ portoperation: DFHOXCMN  ~ 0 LF Lk Ly LF Lk L}
o | WS-Policy: (defaulf) |WS-I Conformance: (none) |Priori1y: Mormal
R ¥ CatalogWSProxy_rule_0 (request-rule) e A ﬂ}
& Add Rule =

Figure 8-7 Configuring the Web Service Proxy
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6. Click the name of the rule (CatalogWSProxy rule 0) to edit it. The rule is
displayed in Figure 8-8.

Configure Web Service Proxy

@ WSDLs SL Services Policy Proxy Settings Advanced Proxy Settings Headers/Params E@

Web Service Proxy Name [up]

[ Apply ] [ Cancel ] [ Delete ] [ Refresh View Log | View Status | View Operations | Show Probe | Validate Conformance | Help

Web Service Proxy Policy

Open tree to: Proxy | WSDLs | Services | Ports | Operations
+- g Add Rule i

¥ port: DFHOXCMNPort 1 L Lok Lk Lk L L
b WS-Policy: (default) |WS-I Conformance: (none) | Priority: Mormal
+- g Add Rule

¥ portoperation: DFHOXCMN " 0 L sk LF Lk Lk L}

b WS-Policy: (default) WS-l Conformance: (none) Priority: Mormal

- # CcatalogWSProxy_rule_0 (request-rule) e A ﬂ}
ok Add Rule
Rule: hide
Rule Name: Rule Direction: | Client to Server 5 ][ Delete Rule |

Create rule: Click New, drag action icons onto line.  Edit rule: Click on rule, doubleclick on action

¥y O A & 0 0 2 O B 4 =& o v

Filter Sign Verify Validate Encrypt Decrypt Transform Route Results SLM  Advanced

CLIENT ORIGIN
SERVER

‘ [ Create Reusable Rule |

Figure 8-8 Editing the policy rule
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Now we need to insert our new transform:

1. We drag and drop a new transform icon (see legend) somewhere along the
line between the existing validation and transform rules.

2. Now we specify what this transform will do:

a. We create an XSL file, which uses the XML file that we already uploaded
to describe the transform.

b. To upload this XSL file, double-click the new transform (highlighted with a
yellow square). Select Upload..., and navigate to where you have stored
your xsl file on your workstation.

c. When it is uploaded, select local://, and adduserNameToken.xsl from
the two drop-down menus. Click Done to complete.

3. Next, click the other transform (ExtractCertificateFromSignature.xsl), which
is already in place.

a. Select store:// instead of local://

b. Then, in the second drop-down list, select strip-wssec-signature.xsl.
This is an inbuilt transform to strip the wssecurity signature from a
message, which is all we need to do now.

c. Click Done to complete.

4. You should now have both transforms in place, as shown in Figure 8-9.
Click Apply to complete the modification.
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EI Configure Web Service Proxy

@ WSDLs SL Services Policy Proxy Settings Advanced Proxy Settings Headers/Params m@

Web Service Proxy Name [up]

[ Apply ] [ Cancel ] [ Delete ] [ Refresh View Log | View Status | View Operations | Show Probe | Validate Conformance | Help

Web Service Proxy Policy
Open tree to: Proxy | WSDLs | Services | Ports | Operations

@ # cCatalogWSProxy_default_request-r... (request-rule) e m u
ﬁ # CatalogWSProxy_default_response-... (response-rule) e u
ok Add Rule
‘." “wsdl: placeCrder.wsd| |:|_' L Lk Lk Lk Lk L
. @ (default) |WS-I Conformance: (none) | Priority: Mormal
gk Add Rule

V- service: DFHOXCMNService3 0 ¥ sk L Lk b L)

o | WS-Policy: (default) WS-l Conformance: (none) Priority: Mormal

Rule: hide

[ D

Rule Name: Rule Direction: l Client to Server 5 " Delete Rule ]

Create rule: Click New, drag action icons onto lin2.  Edit rule: Click on rule, doubleclick on action

v O A & O 0 2 O @ U @O
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r e AAI Q 'g E [

CLIENT ORIGIN
SERVER
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Figure 8-9 Completed rule for UsernameToken scenario

The system is now set up to add the UsernameToken, and then strip the
ws-security certificate from the messages, before handing them on to CICS.
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8.6 Security scenario preparation

In this section we describe the basic CICS and RACF security configuration
tasks required before starting to configure the specific security scenarios. CICS
acts as the service provider in the scenarios described. The configuration
required for the scenarios is described in the following chapters.

8.6.1 Software checklist

The software we use is listed in Table 8-4.

Table 8-4 Software used in the security scenarios.

z/0S

Windows

zOS V1.9

Windows XP SP3

CICS Transaction Server V3.2

WebSphere Application Server V 6.1.0.17

8.6.2 Definition checklist

The definitions we use are listed in Table 8-5.
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Table 8-5 Settings used in the security scenarios

Value CICS TS

IP name wtsc66.itso.ibm.com
TCP/IP port 1430n

Jobname CIWSS3Cn
APPLID ABPOS3Cn
TCPIPSERVICE S3C1

Provider PIPELINE EXPIPEO1

Configuration files

ITSO_7658_basicsoapi2provider.xml
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The Web services we use in the scenarios are listed in Figure 8-6.

Table 8-6 Web services used in the scenarios

Web service CICS transaction ID User ID
inquireSingle INQS PUBLICO1
inquireCatalog INQC PUBLICO1
placeOrder ORDR PRIVATO1
ORDS Web services requester identity

The message handler program we use in the scenarios is listed in Table 8-7.

Table 8-7 CICS programs

value

CICSTS

Program

CIWSMSGO, message handler program, we use to swiich the
transaction ID from ORDR to ORDS, whenever the name of the
invoked Web service is placeOrder.

The CICS user IDs we use in our configuration are listed in Table 8-8.

Table 8-8 CICS User IDs

Value CICSTS
CICS region user ID CIWS3D
CICS default user ID CICSUSER
User IDs for browse operations PUBLICO1
User IDs for ordering operations PRIVATO1
USERWSO01
USERWS02
USERWSO03
USERWS05

The certificates we use in our configuration are listed in Table 8-9.

Table 8-9 Certificates

Value

Format File

CICS server certificate

PKCS12DER CIWSS3C1.P12

CIWSS3C2.P12

CICS CA certificate

CERTDER CIWSROOT.CER
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Value Format File

WebSphere CA certificate CERTDER WASWINROOT.CER
WebSphere server certificate PKCS12DER WWSERV01.P12

WWSERV02.P12
WebSphere z/OS CA certificate CERTDER WZOSROOT.CER
WebSphere z/OS server certificate PKCS12DER

8.6.3 Basic CICS security configuration
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First we discuss our basic security configuration, taking a CICS region with no
security and configuring it to enable transaction security (we do not implement
other types of CICS security such as resource security and command security).
We document the system initialization table parameters necessary to set up
basic CICS security and then we test our basic security configuration.

For detailed information about CICS security, see CICS Transaction Server for
z/OS RACF Security Guide, SC34-6454.

Because the INQC and INQS transactions are browse-only transactions, we
chose not to secure them. We do not want to start any Web services transactions
under the default transaction ID, CPIH or the default user ID CICSUSER, so we
decided to start the placeOrder Web service with the ID of ORDR, and protect it
from unauthorized use. The ORDS transaction updates the database, so we
decided to protect it from unauthorized use too.

Setting up basic security configuration
We configured our CICS region with security prefixing, transaction security, and
surrogate user security active using the following SIT parameters:

SEC=YES
SECPRFX=YES
XTRAN=YES
XUSER=YES

vyvyyvyy

SEC=YES was specified to indicate that we wanted RACF services to control
access to CICS resources.

We used security prefixing (SECPRFX=YES) in our CICS region, which prevents
our RACF security profiles from affecting other CICS regions. This is useful in a
production environment because it means that all security profiles are unique to
an individual region; however, it can mean more work for the security
administrator because more profiles must be defined.
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XTRAN=YES was specified so CICS would control who could start transactions
and XUSER=YES specifies that CICS is to perform surrogate user checking.

Defining the CICS resources in RACF
Next we define the example application transaction IDs and user IDs in RACF.

The commands we use are listed in Example 8-6.

Example 8-6 RACF commands to define transactions and transaction groups

RDEFINE TCICSTRN CIWS3D.INQS
RDEFINE TCICSTRN CIWS3D.INQC
RDEFINE TCICSTRN CIWS3D.ORDR
RDEFINE TCICSTRN CIWS3D.ORDS

To activate the definitions, we issue the following command:
SETROPTS RACLIST(TCICSTRN) REFRESH

Adding the users

Next we add the user IDs that will be permitted to run the Web services
transactions:

PUBLICO1
PRIVATO1
WSUSERO1
WSUSERO02
WSUSERO03
WSUSERO05

vyvVyVvVYyVvYyYyvYyy

The command we use to create the users is shown in Example 8-7.

Example 8-7 ADDUSER command
ADDUSER PUBLICO1 NOPASSWORD

8.6.4 CICS Web Services configuration
In this section we describe how we create the certificates used to secure our

CICS Web Services environment in the scenarios in the following chapters.
The certificates we use are listed in Table 8-9 on page 197.
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Building the key ring

In CICS, the required server certificate and related information about certificate
authorities are held in a key ring in the RACF database. The key ring contains
your system's private and public key pair, together with your server certificate
and the certificates for all the certificate authorities that might have signed the
certificates you receive from your clients.

We used the command listed in Example 8-8 to build the key ring.

Example 8-8 Building a keyring

EXEC “CICSTS32.CICS.SDFHSAMP(DFH$RING)® +
‘CIWS CIWSS3C1 wtsc66.itso.ibm.com FORUSER(CIWS3D)?

Modifying the wsbind file using CICS SupportPac CS04

By default, CICS runs all Web services under the same transaction 1D, CPIH,
and the CICS default user ID, CICSUSER. Depending on the nature of the Web
service, we want to assign different security constraints to the transactions under
which the Web service runs. The transaction and user IDs we want the different
Web services to run under are listed in Table 8-6 on page 197.

There are different ways of achieving that. We are using the CICS supplied
example application and have no need to regenerate the wsbind files, Therefore
we use the CICS SupportPacCS04 - CICS TS for z/OS: WSBind File Display and
Change Utility to change the existing wsbind files. The utility can be used to list
and change an existing wsbind file.

The following content of the wsbind file can be changed:

TRANSACTION= Used to add or change a transaction name.
USERID= Used to add or change a user ID.

Creating the HFS directories

In order to modify the CICS supplied wsbind files we create a set of new HFS
directories we can use as output files for the utility. The directories we created
are listed in Example 8-9. We later use these directories when we configure the
PIPELINE in “Configuring the PIPELINE definition” on page 206.

Example 8-9 HFS directories used in the PIPELINE definition

/CIWS/S3C1/config
/CINS/S3C1/shelf
/CIWS/S3C1/wsbind/provider

Considerations for CICS Web Services Performance



Modifying the WSBIND files
We modify the following wsbind files using SupportPac CS04:

» We specify /CIWS/S3C1/wsbind/provider as the output directory.

» As the input directory, we use the CICS supplied directory
/usr/lpp/cicsts/cicsts31/samples/webservices/wsbind/provider/
and modify the following files:

— inquireSingle.wsbind
— inquireCatalog.wsbind
— placeOrder.wsbind

The job we use is shown in Example 8-10.

Example 8-10 Job used to modify wsbind files

// SET QT=''""

//WSBINDUT EXEC CSO04PROC,

// TMPFILE=8&QT.&SYSUID.&QT.

//INPUT.SYSUT1 DD *

#-> Add a Tranid and Userid to a WSBind file
INPUT=/usr/1pp/cicsts/cicsts32/samples/webservices/wsbind/provider/*
inquireCatalog

OUTPUT=/CIWS/S3C1/wsbind/provider/inquireCatalog

TRANSACTION=INQC

USERID=PUBLICO1

#-> Add a Tranid to a WSBind file and overwrite
INPUT=/usr/1pp/cicsts/cicsts32/samples/webservices/wsbind/provider/*
inquireSingle

OUTPUT=/CIWS/S3C1/wsbind/provider/inquireSingle

TRANSACTION=INQS

USERID=PUBLICO1

#-> Add a Tranid to a WSBind file and overwrite
INPUT=/usr/1pp/cicsts/cicsts32/samples/webservices/wsbind/provider/*
placeOrder

OUTPUT=/CIWS/S3C1/wsbind/provider/placeOrder

TRANSACTION=0RDR

USERID=PRIVATO1

/*

A sample output from the utility is shown in Example 8-11.

Example 8-11 Sample output from SupportPac CS04

==> WSBind File Display and Change Utility starting (V1.0.1)
==> (Collecting statements. Statements will be scanned twice. If there are any
detected problems on the first pass,
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no actions will be taken.

==>
==>

-> stmt 1, comment => #-> Add a Tranid to a WSBind file and overwrite
- Stmt 2’ =====>

INPUT=/usr/1pp/cicsts/cicsts32/samples/webservices/wsbind/provider/placeOrder

==>

==>

-> stmt 3, =====> QUTPUT=/CIWS/S3C6/wsbind/provider/placeOrder
-> stmt 4, =====> TRANSACTION=O0RDR
-> stmt 5, =====> USERID=PRIVATO1

==> Starting pass 1 (a syntax check).
==> Starting pass 2 (taking actions).

-> statement 2 =>

INPUT=/usr/1pp/cicsts/cicsts32/samples/webservices/wsbind/provider/placeOrder

==>

Input WSBind file name set to

/usr/1pp/cicsts/cicsts32/samples/webservices/wsbind/provider/placeOrder.wsbind
Details for
/usr/1pp/cicsts/cicsts32/samples/webservices/wsbind/provider/placeOrder.wsbind

>

>

Creation Timestamp: 20050914 08:23

XML Conversion: Interpretive XML Conversion
- Mapping Level: 1.0

- Minimum Runtime Level: 1.0

Provider

- Target program name: DFHOXCMN

Program interface: COMMAREA

Transaction ID: -none specified-

- User ID: -none specified-

URI: /exampleApp/placeOrder

WSDL File Name: /u/chrisb/WasV6/wsd1/placeOrder.wsdl

Operation: DFHOXCMNOperation
WSDL Binding: DFHOXCMNHTTPSoapBinding

-> statement 3 => OUTPUT=/CIWS/S3C6/wsbind/provider/placeOrder
Output WSBind file name set to /CIWS/S3C6/wsbind/provider/placeOrder.wsbind

==> WSBind File /CIWS/S3C6/wsbind/provider/placeOrder.wsbind already exists,

but will be overwritten...

202

==> WSBind File was written to /CIWS/S3C6/wsbind/provider/placeOrder.wshind

-> statement 4 => TRANSACTION=0RDR
=> The old value for Transaction Id was "null"
=> The new value for Transaction Id is "ORDR"

-> statement 5 => USERID=PRIVATO1
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==> => The old value for User Id was "null"

==> => The new value for User Id is "PRIVATOl"

==> Qutput WSBind file name set to placeOrder.wsbind

==> WSBind File placeOrder.wsbind already exists, but will be overwritten...
==> WSBind File was written to placeOrder.wsbind

==> WSBind File Display and Change Utility ending

Creating the CICS Web Services resource definitions
In this section we create the necessary resource definitions.

Configuring the TCPIPSERVICE definition
We create a TCPIPSERVICE resource definition, as shown in Figure 8-10, using

CEDA.
e A\
OVERTYPE TO MODIFY CICS RELEASE = 0650
CEDA DEFine TCpipservice( S3C1 )
TCpipservice : S3Cl
GROup : S3C1
DEscription ==> TCPIPSERVICE DEFINITION FOR CATALOG APPLICATION
Urm ==> NONE
POrtnumber  ==> 14301 1-65535
STatus ==> (Open Open | Closed
PROtoco] ==> Http Iiop | Http | Eci | User
TRansaction ==> CWXN
Backlog ==> 00001 0-32767
TSqprefix ==>
Ipaddress ==>
SOcketclose ==> No No | 0-240000 (HHMMSS)
Maxdatalen ==> 000032 3-524288
SECURITY
SS1 ==> No Yes | No | Clientauth
CErtificate ==>
(Mixed Case)
SYSID=S3C1 APPLID=A6P0S3C]

.

/

Figure 8-10 CEDA DEFINE TCPIPSERVICE

We set the PORTNUMBER to 14301, the PROTOCOL to HTTP, and the URM to
NONE. We allow the other attributes to default, and we install the S3C1 group.
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Customizing the pipeline configuration file

We use SupportPac CS04 to change the transaction ID and user ID under which
the service requests get initiated and run. The placeOrder Web service will not
be allowed to run under one single user ID. We therefore write a message
handler program CIWSMSGO to replace the transaction ID in the
DFHWS-TRANID container with the transaction ID ORDS, when the service
request (which can be retrieved from the DFHWS-WEBSERVICE container) is
placeOrder. Now, the user who wants to run the placeOrder Web service must be
permitted to run the ORDS transaction. We use the RACF command shown in
Example 8-12 to give the permission.

Example 8-12 RACF command to permit a user ID to a transaction

PERMIT CIWS3D.ORDS CLASS(TCICSTRN) ID(TOMMYJ) ACCESS(READ)

To activate the message handler program, we need to make changes to the
PIPELINE configuration file. We copy the file, basicsoap12provider.xml to the
/CIWS/S3C1/config directory shown in Example 8-9 on page 200. The change to
the configuration file is shown in Example 8-13.

Example 8-13 ITSO_7658_basicsoap12provider.xml, pipeline configuration file

<?xml version="1.0" encoding="UTF-8"?>
<provider_pipeline
xmins="http://www.ibm.com/software/htp/cics/pipeline"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.ibm.com/software/htp/cics/pipeline
provider.xsd ">
<transport>
<default_transport_handler_Tist>
</default_transport_handler_ list>
</transport>
<service>
<service_handler_list>
<handler>
<program>CIWSMSGO</program>
<handler_parameter_list/>
</handler>
</service_handler_list>
<terminal_handler>
<cics_soap_1.2 handler/>
</terminal_handler>
</service>
<apphandler>DFHPITP</apphandler>
</provider_pipeline>
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The message handler program: CIWSMSGO

Example 8-14 shows the flow of control of the message handler program. The
program only executes for Web service requests.

Example 8-14 CIWSMSGO - evaluate function

IF WS-DFHFUNCTION equal 'RECEIVE-REQUEST'
PERFORM VALIDATE-REQUEST THRU END-VAL-REQUEST
PERFORM CHANGE-TRANID THRU END-CHANGE-TRANID
EXEC CICS
DELETE CONTAINER('DFHRESPONSE')
END-EXEC
END-IF
EXEC CICS RETURN END-EXEC.
GOBACK.

Example 8-15 shows the code to get the Web service request from the
DFHWS-WEBSERVICE container.

Example 8-15 CIWSMSGO - get WEBSERVICE container

GET-SOAP-WEBSERVICE.
EXEC CICS
GET CONTAINER('DFHWS-WEBSERVICE')
SET(ADDRESS OF CONTAINER-DATA)
FLENGTH(CONTAINER-LEN)
END-EXEC.

Example 8-16 shows the code that determines the new transaction ID, replacing
the default transaction ID in the DFHWS-TRANID container with ORDS if the
Web service request is placeOrder.

Example 8-16 CIWSMSGO - determine new transaction ID

CHANGE-TRANID.
EXEC CICS GET CONTAINER('DFHWS-TRANID')
SET (ADDRESS OF CONTAINER-DATA)
FLENGTH(CONTAINER-LEN)
END-EXEC.
IF WS-WEBSERVICES = 'placeOrder'
MOVE 'ORDS' TO CA-TRANID
PERFORM CHANGE-CONTAINER THRU END-CHANGE-CONTAINER
END-IF.
END-CHANGE-TRANID. EXIT.
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Example 8-17 shows how the program changes the transaction ID in the
DFHWS-TRANID container, and performs an EXEC CICS PUT CONTAINER.

Example 8-17 CIWSMSGO - change transaction ID

CHANGE-CONTAINER.
MOVE CA-TRANID TO CONTAINER-DATA(1:4)
EXEC CICS PUT CONTAINER('DFHWS-TRANID')
FROM(CONTAINER-DATA)
FLENGTH(CONTAINER-LEN)
END-EXEC.

Configuring the PIPELINE definition

Next we define the PIPELINE for the CICS service provider using the following
CICS command:

CEDA DEFINE PIPELINE(EXPIPEO1) GROUP(S3C1)

We define the EXPIPEOQ1 pipeline as shown in Figure 8-11.

/OVERTYPE TO MODIFY CICS RELEASE = 0658
CEDA DEFine PIpeline(EXPIPEQ1 )
PIpeline : EXPIPEO1
Group : S3C1
Description ==>
STatus ==> Enabled Enabled | Disabled
Configfile ==> /CIWS/S3C1/config/ITSO_7658 basicsoapl2provider.xml

(Mixed Case) ==>

SHelf ==> [/CIWS/S3C1/shelf
(Mixed Case) ==>

Wsdir : /CIWS/S3C1/wsbind/provider/
(Mixed Case)

N SYSID=R3C1 APPLID=A6POR3C1/

Figure 8-11 CEDA DEFINE PIPELINE
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As shown in Figure 8-11 on page 206, we establish the following settings:
» We set CONFIGFILE to the name of our pipeline configuration file:
/CIWS/S3C1/config/ITSO_7658 basicsoapl2provider.xml
» We set SHELF to the name of the shelf directory:
/CINS/S3C1/shelf

» We set WSDIR to the Web service binding directory that contains the wsbind
files for the sample application:

/CIWS/S3C1/wshind/provider/

Installing the PIPELINE definition

Next we use CEDA to install the PIPELINE definition. When the PIPELINE is
installed CICS scans the wsdir directory, and dynamically creates WEBSERVICE
and URIMAP definitions for the wsbind files found.

Figure 8-12 shows a CEMT INQUIRE PIPELINE for EXPIPEO1.

/INQUIRE PIPELINE
RESULT - OVERTYPE TO MODIFY
Pipeline(EXPIPEOL)
Enablestatus( Enabled )
Configfile(/CIWS/S3C1/config/ITSO_7658 basicsoapl2provider.xml)
Shelf(/CIWS/S3C1/shelf/)
Wsdir(/CIWS/S3C1/wsbind/provider/)

SYSID=S3C1 APPLID=A6P0S3C1
- J

Figure 8-12 CEMT INQUIRE PIPELINE - EXPIPEO1

Defining the transactions

The default pipeline alias transaction ID used for inbound HTTP Web service
requests is CPIH.

Because we want to run the pipeline under a different transaction ID, we need to
make copies of the CPIH transaction definition as listed in Example 8-18.

Example 8-18 CICS definitions - TRANSACTION

CEDA COPY TRANSACTION(CPIH) GROUP(DFHPIPE) TO(S3C1) AS(INQS)
CEDA COPY TRANSACTION(CPIH) GROUP(DFHPIPE) TO(S3C1) AS(INQC)
CEDA COPY TRANSACTION(CPIH) GROUP(DFHPIPE) TO(S3C1) AS(ORDR)
CEDA COPY TRANSACTION(CPIH) GROUP(DFHPIPE) TO(S3C1) AS(ORDS)
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MTOM scenario

In this chapter, we focus on performance benefits that can be achieved by taking
advantage of the MTOM/XOP standard to transmit large binary data objects. The
single inquiry function of the CICS catalog manager application has been
modified to return an image of the requested item in addition to its details. This
function is exposed through a Web service. We now enable MTOM/XOP to
improve performance.
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9.1 Introduction to MTOM/XOP

210

In standard SOAP messages, binary objects are base64 encoded and included
in the message body. This significantly increases their size, and for very large
binary objects, it can impact transmission time. Implementing MTOM/XOP
provides a solution to this problem.

The SOAP Message Transmission Optimization Mechanism (MTOM) and
XML-binary Optimized Packaging (XOP) specifications, often referred to as
MTOM/XOP, define a method for optimizing the transmission of large
base64binary data objects within SOAP messages.

The MTOM specification conceptually defines a method for optimizing SOAP
messages by separating out binary data that would otherwise be base64
encoded, and sending it in separate binary attachments using a MIME
Multipart/Related message. This type of MIME message is called an MTOM
message. Sending the data in binary format significantly reduces its size, thus
optimizing the transmission of the SOAP message.

The XOP specification defines an implementation for optimizing XML messages
using binary attachments in a packaging format that includes but is not limited to
MIME messages.

The size of the base64binary data is significantly reduced because the
attachments are encoded in binary format. The XML in the SOAP message is
then converted to XOP format by replacing the base64binary data with a special
<xop:Include> element that references the relevant MIME attachment using a
URI.

MTOM is cheaper for the following reasons:

» It avoids the base64 conversion process.
» The data length is shorter.
» The data is not parsed by the SOAP parser.

CICS implements support for MTOM/XOP in both requester and provider
pipelines. As an alternative to including the base64binary data directly in the
SOAP message, CICS applications that are deployed as Web service providers
or requesters can use this support to send and receive MTOM messages with
binary attachments. You can configure this support by using additional options in
the pipeline configuration file.
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9.1.1 XOP processing considerations

There are certain scenarios where CICS cannot support the XOP document
format in MTOM messages directly. For example, the Web Services security
functionality and Web services validation cannot parse the <xop:Include>
elements in the XOP document. Therefore, two modes of support are provided in
the pipeline to handle XOP documents and any associated binary attachments.

If the application handler program is capable of supporting XOP documents,
such as the standard handlers that are provided when you deploy a Web service
using the Web services assistant, then CICS performs XOP processing in direct
mode. If you are using a different application handler in the pipeline that is not
capable of handling XOP documents, all XOP processing is performed in
compatibility mode.

Compatibility mode is used if you are using the Web Services Security
functionality (where the original message is needed to do the security checking)
or are testing with validation switched on. In such cases, all XOP processing is
performed in compatibility mode even if you have specified direct mode in the
pipeline configuration file. The switch to compatibility mode is done automatically
by CICS,

9.1.2 Catalog application changes for MTOM/XOP

Previously, we described the changes that had to be made to the base
application in the environment (see Chapter 8, “Environment overview” on
page 177).

We now have an application available that can be triggered using a single Web
service request and that provides both:

» A Web service provider sending large binary data

» A Web service requester receiving large binary data

Depending on which single inquiry program we use, we might or might not return
the received image back to the requester:

» CATQUERY returns no image.

» CATINQ returns the image.

To compare performance figures, we have to:

» Switch MTOM on or off.
» Generate workload with varying binary data size.
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The configuration we used is shown in Figure 9-1. Depending on which pipeline
a Web service requester or provider is associated to, MTOM is enabled or
disabled. To vary the binary data size, we request different items with different
corresponding image sizes.

I_PIPEP_1 (@MTOMD.

WEBSERVICE

queryltem
/catalog/queryltem

WEBSERVICE
inquireltem
/catalog/inquireltem

Ignores the

CATQUERY

Returns image

to requester

E.C. LINK E.C. LINK ﬁ

[ ]
¥

EFHOXCMN
E.C. LINK

|

IMGCLN
E.C. INVOKE WEBSERVICE

Cics1[_PIPER 1| [PIMTOMR 1
Service cics2l_PIPEP PIMTOMP

Provider 3

H> CATINQ

image

Service
Requester

IMGSRV

Figure 9-1 CICS as a service provider

WebSphere Studio Workload simulator is configured to send a request for a
single item. The requests are sent continuously for 10 minutes by 75 clients with
a startup delay of 500 ms. The element delay is 100.

9.2 Results

In this section we review the results of our measurements.

9.2.1 MTOM provider results

The figures depending on alternating file sizes are shown in Figure 9-2 for MTOM
switched off and Figure 9-3 for MTOM switched on. We measured the consumed
CPU, the number of ended CWXN and CPIH transactions per second, and CPU
consumed per SOAP message in ms.
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MTOM Throughput Respons

Request |[File END/S |ACTUAL |END/S |[ACTUAL |Total

# size(KB) |CP% |CPIH |CPIH CWXN [CWXN |ACTUAL
9001 1 7.28| 32.51 8| 32.53 1 9
9002 2| 7.41] 3250 8| 32.51 1 9
9003 25| 749 32.50 8| 32.50 1 9
9004 5| 7.54] 32.51 8| 32.50 1 9
9005 10 7.81| 3248 8| 32.49 1 9
9011 20] 7.94| 3251 10| 32.49 1 11
9006 100 10.26] 32.50 13| 32.48 1 14
9007 500] 22.00] 32.10 30| 32.10 1 31
9008| 1024| 38.75| 31.75 55| 31.74 1 56

Figure 9-2 Provider no MTOM

MTOM Throughput Respons:

Request |[File END/S |ACTUAL (END/S |ACTUAL |Total

# size(KB) |CP% |CPIH |CPIH CWXN |CWXN |ACTUAL
9001 1 7.28| 32.51 8| 32.53 1 9
9002 2| 741 32.50 8| 32.51 1 9
9003 25| 749 3250 8| 32.50 1 9
9004 5| 7.54| 32.51 8| 32.50 1 9
9005 10 7.81] 3248 8| 32.49 1 9
9011 20] 7.94| 3251 10| 32.49 1 11
9006 100 10.26] 32.50 13| 32.48 1 14
9007 500{ 22.00| 32.10 30| 32.10 1 31
9008| 1024| 38.75| 31.75 55| 31.74 1 56

Figure 9-3 Provider MTOM

Figure 9-4 displays a comparison depending on file size. For smaller file sizes,
we cannot observe any relevant differences. Starting from a cutoff point of about
10 KB, there is an increasing significant advantage that makes it reasonable to
enable MTOM.
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END/S CPIH|END/s CWXN  |CPU
File size |MTOM/ mMTOM/ NOMTOM/
(KB) [NOMTOM |NOMTOM MTOM
1.08 1.08 0.95
1.29 1.28 0.95
25 1.00 1.00 0.98
1.00 1.00 1.00
10 1.12 1.12 0.98
20 1.00 1.00 1.05
100 1.07 1.07 1.43
500 1.03 1.03 2.18
1024 1.41 1.41 2.43
5120 3.27 3.27 2.45

Figure 9-4 Provider comparison no MTOM versus MTOM

The following charts illustrate the foregoing figures. As expected, there is a linear
relationship between CPU consumption per SOAP message and the file size,
and for file sizes over about 5 KB in size, using MTOM/XOP consumes less CPU
than not using MTOM/XOP.

Figure 9-5 displays the CPU consumption per SOAP message in ms depending
on the image size.

CPU (ms)

400.00 ~
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100.00 ~

0.00

CPU consumption per SOAP message

0

2000
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6000

File size (KB)

8000 10000

o MTOM —4— NOMTOM |

12000

Figure 9-5 Provider CPU chart full

Considerations for CICS Web Services Performance




Figure 9-6 shows an excerpt from Figure 9-13 on page 219 for smaller image
sizes. We observed a cutoff point at about 5 KB message size.

CPU consumption per SOAP message - Detail

3.00 -
2.80 -
2.60 -
2.40 - e
220 ©
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0 2 4 6 8 10 12 14 16 18 20
File size (KB)

CPU (ms)

o MTOM —a— NOMTOM

Figure 9-6 Provider CPU chart detail

In Figure 9-7 you can see how the number of CPIH transactions per seconds
declines with increasing message size.

CPIH Throughput
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Figure 9-7 Provider CPIH throughput chart
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A similar decline of transactions per second can be seen in Figure 9-8 for CWXN.

CWXN Throughput
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Figure 9-8 Provider CWXN throughput chart

The total transaction response time for CPIH and CWXN increases with rising
message size (see Figure 9-9). The usage of MTOM results in a more gentle

incline.
Total transaction response time
__ 12000
(2]
E 10000 A
£ 8000
® 6000 -
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File size (KB)
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Figure 9-9 Provider total response time for CPIH and CWXN
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9.2.2 MTOM requester results

The figures depending on alternating file sizes are shown in Figure 9-10 for
MTOM switched off and Figure 9-11 for MTOM switched on. We measured the
consumed CPU, the number of ended CWXN and CPIH transactions per second,
and CPU consumed per SOAP message in ms.

MTOM Throughput Response

Request |[File END/S |ACTUAL |[END/S [ACTUAL | Total

# size(KB) |CP% |CPIH |CPIH CWXN|CWXN |ACTUAL
9001 1] 11.33] 32.51 28| 32.53 245 273
9002 2| 11.29] 32.50 29| 32.50 246 275
9003 2.5 11.31] 32.52 31| 32.49 245 276
9004 5[ 11.25| 32.52 28| 32.48 246 274
9005 10| 11.48] 32.49 31] 32.48 246 277
9011 20| 11.68| 32.51 30| 32.47 246 276
9006 100| 12.87| 32.50 33| 32.48 243 276
9007 500 19.40| 32.11 69| 32.12 240 309
9008 1024 28.11| 31.75 78| 31.75 252 330

Figure 9-10 Requester no MTOM

MTOM Throughput Response

Request |[File END/S |ACTUAL |END/S [ACTUAL | Total

# size(KB) |CP% |CPIH |[CPIH CWXN|[CWXN |ACTUAL
9001 1] 11.33] 32.51 28| 32.53 245 273
9002 2| 11.29] 32.50 29| 32.50 246 275
9003 2.5 11.31| 32.52 31| 32.49 245 276
9004 5/ 11.25| 32.52 28| 32.48 246 274
9005 10| 11.48] 32.49 31| 32.48 246 277
9011 20| 11.68| 32.51 30| 32.47 246 276
9006 100| 12.87| 32.50 33| 32.48 243 276
9007 500 19.40| 32.11 69| 32.12 240 309
9008 1024| 28.11| 31.75 78| 31.75 252 330

Figure 9-11 Requester MTOM

Figure 9-12 displays a comparison depending on file size. For smaller file sizes,
we cannot observe any relevant differences. Starting from a cutoff point of about
5 KB, there is an increasing significant advantage that makes it reasonable to
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enable MTOM. Compared to the provider, the savings delivered by the usage of
MTOM are even higher.

END/S CPIH|END/s CWXN  [CPU
File size |MTOM/ MTOM/ NOMTOM/
(KB) |NOMTOM [NOMTOM MTOM
1 1.08 1.08 0.92
1.29 1.28 0.95
2.5 1.00 1.00 0.98
1.00 1.00 1.02
10 1.12 1.12 1.05
20 1.00 1.00 1.20
100 1.07 1.07 2.21
500 1.03 1.03 5.24
1024 1.41 1.41 7.10
5120 3.26 3.27 8.92

Figure 9-12 Requester comparison no MTOM versus MTOM

In the following charts we illustrate these figures. Generally a large impact of file
size on CPU consumption and transaction throughput can be observed, although
with MTOM enabled, the impact seems less significant.

Figure 9-13 displays the CPU consumption per SOAP message in ms depending
on the image size.
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CPU consumption per SOAP message
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Figure 9-13 Requester CPU chart full

Figure 9-14 shows an excerpt from Figure 9-13 for smaller image sizes. We
observed a cutoff point at about 5 KB message size.
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Figure 9-14 Requester CPU chart detail

In Figure 9-15 you can see how the number of CPIH transactions per second
declines with increasing message size.
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CPIH Throughput
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Figure 9-15 Requester CPIH throughput chart

A similar decline of transactions per second can be seen in Figure 9-16 for
CWXN.

CWXN Throughput

35.00

30.00

25.00 4

20.00

15.00

10.00 - e

5.00 -

0.00 ‘ ‘ ‘ ‘ ‘ ‘
0 2000 4000 6000 8000 10000 12000

File size (KB)

Throughput
(transactions/second)

o MTOM —&— NOMTOM |

Figure 9-16 Requester CWXN throughput chart
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The total transaction response time for CPIH and CWXN increases with rising
message size (see Figure 9-17). The usage of MTOM results in a more gentle
incline.

Total transaction response time
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Figure 9-17 Requester total response time for CPIH and CWXN
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9.2.3 Effects of switching workload to System z10
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During our tests we had the opportunity to run our workload on a System z10™.

The following tables and charts show the results for three exemplary file sizes
(0.1 MB, 1 MB, and 10 MB) that we used to rerun the tests on the System z10.

The table in Figure 9-18 compares the provider scenario with MTOM switched
on or off, on System z9 or System z10.

#

Request

9006
9008
9010

9006
9008
9010

9006
9008
9010

9006
9008
9010

Throughput Response
File END/S |ACTUAL|END/S |ACTUAL |Total
size(KB) |CP% |CPIH |CPIH CWXN [CWXN |ACTUAL
MTOM z10
100 5.98| 32.58 5| 32.58 0 5
1024 28.11| 32.39 31 32.39 0 31
10240| 180.91| 14.07 2909 14.08 72 2981
NO MTOM z10
100 8.13| 32.59 8| 32.58 0 8
1024 54.34| 31.24 59 31.24 0 59
10240| 227.02| 8.87 3213 8.9 101 3314
MTOM z9
100 10.26| 32.50 13| 32.48 1 14
1024 38.75( 31.75 55| 31.74 1 56
10240 173.56( 11.45 4023 11.45 115 4138
NO MTOM z9
100| 13.72| 30.32 20| 30.31 1 21
1024 66.96| 22.55 103| 22.54 3 106
10240( 116.77| 3.25 9860 3.19 265 10125

Figure 9-18 Provider comparison z9® to z10
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The graph in Figure 9-19 visualizes our results and gives reason to believe that
the new hardware delivers a significant performance improvement for MTOM
switched off. If MTOM is enabled, we do observe improvements.

400.00 - Provider CP usage
350.00 -
300.00 -
250.00 +

200.00 -

CP usage (ms)

0.00 4043// : ; ‘

0 2000 4000 6000 8000 10000 12000
File Size (KB)
‘—.—MTOM z10 NO MTOM z10 —@— MTOM z9 —a— NO MTOM z9

Figure 9-19 Provider CPU comparison chart
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The results for the requester on z10 in comparison to z9 can be viewed in

Figure 9-20.
Througl Response time Response
Request [File END/S|ACTUAL|CWX |ACTUAL|Total
# size(KB) |CP% |CPIH |CPIH N CWXN |ACTUAL
MTOM z10
9006 100 6.99| 32.58 12| 32.58 257 269
9008| 1024| 17.55| 32.39 41| 32.39 241 282
9010| 10240| 76.59| 14.07 3039| 14.07 258 3297
NO MTOM z10
9006 100] 13.09| 32.59 17| 32.58 253 270
9008| 1024| 87.14| 31.25 113| 31.24 255 368
9010 10240| 287.27| 8.89 6006| 8.89 688 6694
MTOM z9
9006 100| 12.87| 32.50 33| 32.48 243 276
9008| 1024| 28.11| 31.75 78| 31.75 252 330
9010| 10240) 85.99| 11.44 4265| 11.43 260 4525
NO MTOM z9
9006 100) 26.50| 30.32 50| 30.30 244 294
9008| 1024| 141.79| 22.56 257| 22.55 253 510
9010| 10240| 213.29] 3.26] 19175 3.15 609 19784

Figure 9-20 Requester comparison z9 to z10
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The graph in Figure 9-21 illustrating our table also shows significant improvement
when MTOM is switched off.

Requester CP usage
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Figure 9-21 Requester CPU comparison chart

The major improvements observed for MTOM switched off can be traced back to
increased computing power of the new hardware that accelerates conversion

between base64 and binary.

9.3 Conclusions

In general, for our tests, we can observe savings in CPU consumption by
enabling MTOM for file sizes from 5 KB. The influences on inbound SOAP
messages (the receiver in our case) are more significant than on outbound
SOAP messages (the provider in our case) as shown in Figure 9-22 on page 228
where we compare the no MTOM to MTOM CPU consumption ration of requester

and provider.
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When using MTOM/XOP, the overall payload size of data transmitted across the
network is reduced. This is because binary data is converted to base64Binary
when not using MTOM/XOP, but is transmitted in binary data form when using
MTOM/XOP.

Note that 3 bytes of binary data converts to 4 bytes of base64Binary data. So
there is a 25% reduction in the size of the binary component of the message
when using MTOM/XOP.

However, there is an additional payload overhead of the Multipurpose Internet
Mail Extensions (MIME) headers when using MTOM/XOP, which needs to be
factored into the total message size.

The benefits of payload size reduction can best be seen by two examples:

Example 1: Sending a 4 KB binary element
» MTOM/XOP
A 4 KB binary element will be sent in a payload size of 5219 bytes.

This includes a 4096 bytes binary attachment, HTTP, SOAP, and MIME
headers.

» Non-MTOM/XOP
A 4 KB binary element will be sent in a payload size of 5970 bytes.
This includes 5464 bytes of base64Binary data, HTTP and SOAP headers.
This is a saving of 245 bytes.

Example 2: Sending a 1 MB binary element
» MTOM/XOP
A 1 MB binary element will be sent in a payload size of 1,049,699 bytes.

This includes a 1,048,576 bytes binary attachment, HTTP, SOAP, and MIME
headers.

» Non-MTOM/XOP
A 1 MB binary element will be sent in a payload size of 1,398,610 bytes.

This includes 1,398,104 bytes of base64Binary data, HTTP, and SOAP
headers.

This is a saving of 348,911 bytes.

So significant payload data size reductions can be made with MTOM/XOP,
especially for large binary attachments.
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Note: For attachments of less than 1500 bytes, CICS does not use
MTOM/XOP even if requested in the pipeline configuration file.

CPU benefits

For both CICS requester and provider regions, there is a CPU reduction using
MTOM/XOP when the binary data size is 10 KB or more. Below 10 KB, the CPU
overhead of using MTOM/XOP is minimal.

With MTOM/XOP, extra CPU is consumed in handling the MIME headers, but
this overhead is minimal compared to the more significant CPU reduction due to
the following factors:

» There is no longer a requirement to convert binary data to and from
base64Binary.

» There is a reduction in the CPU consumed within the XML parser on inbound
data, because the binary data is extracted from the SOAP XML and placed in
a separate MIME header.

» The message size is smaller for large binary data.
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Figure 9-22 NOMTOM / MTOM CPU consumption ratio
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10

Security scenarios

There are a number of ways to secure CICS Web services. In this chapter, we
look specifically at XML digital signature processing, in which integrity is applied
to the XML message to ensure that the message is not illegally modified in
transit. An X.509 certificate that is used for signing a message can also be used
for authentication. In service provider mode, CICS maps the certificate to a
RACF user ID and places the user ID in the container DFHWS-USERID so that it
is used for running the target service.

Signature processing is expensive and in some circumstances it makes sense to
use an appliance such as WebSphere DataPower in conjunction with CICS Web
services to help secure the services and to offload expensive operations (such
as an XML digital signature) by processing the complex part of XML messages at
wirespeed.

In this chapter, we compare the performance and relative merits of using XML
digital signatures with and without DataPower. We also show how to obtain
performance metrics using CICS Performance Analyzer (CICS PA), and how to
drive a workload using a workload simulator.
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10.1 Scenario overview

All the scenarios presented in this chapter are based on the IBM Redbooks

publication, Securing CICS Web Services, SG24-7658. We take the CICS XML
digital signature and DataPower security scenarios and extend them to generate
a workload simulation for each. For more information on setting up the scenarios,
see Chapter 8, “Environment overview” on page 177, and Chapter 7 of Securing
CICS Web Services, SG24-7658.

We test the following three scenarios:
1. CICS XML digital signature:

CICS acts as a Web service provider, with a WebSphere Application Server
(WAS) client sending a digitally signed request to CICS. CICS provides a
digitally signed response. Both CICS and WebSphere Application Server are
configured to use Web Services Security (WS-Security) to provide integrity
with an XML digital signature.

2. DataPower with X.509 certificate:

DataPower acts as an intermediary server, verifying the signature on behalf of
CICS and forwarding the signing X.509 certificate to CICS as an asserted
identity.

3. DataPower with UsernameToken:

DataPower maps the X.509 certificate to a UsernameToken, and forwards the
UsernameToken to CICS as an asserted identity.

This allows us to compare the performance of processing X.509 tokens
(BinarySecurityTokens) in CICS with the performance of UsernameTokens.

10.1.1 Our environment
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Before running any performance tests, it is worth noting a few considerations
about our environment. Although we did not have a dedicated performance
system, it was a lightly used system and we ran during off-peak hours.
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Here are the highlights of our system:

» 6 dedicated z10 processors

» 1LPAR

» 8 GB storage (memory)

» CICS with a WLM service class of SYSSTC
» A shared RACF installation

» Cryptographic hardware of 1 - Crypto Express2 Accelerator (CEX2A) and
7 - Crypto Express2 Coprocessors (CEX2C)

» All DASD shared
» Network - 100Mbps Ethernet

Note:

All System z models come equipped with PR/SM, the type 1 hypervisor that
enables logical partitions to share system resources. PR/SM provides the
ability to divide physical system resources (dedicated or shared) into isolated
logical partitions.

Each logical partition operates like an independent system running its own
operating environment. On the latest System z models, you can create up to
60 logical partitions running z/VM®, z/OS®, z/0S.e, Linux®, Transaction
Processing Facility (TPF), or z/VSE™ on a single system. PR/SM enables
each logical partition to have dedicated or shared processors and I/O, and
dedicated memory (which you can dynamically reconfigure as needed).

Logical partitions with dedicated resources own the resources to which they
are assigned. Logical partitions with shared resources appear to own the
resources to which they are assigned, but the resources are actually shared
by many logical partitions. In other words, PR/SM transforms physical
resources into virtual resources so that many logical partitions can share the
same physical resources.

10.1.2 Workload simulation

The scenarios documented in Securing CICS Web Services, SG24-7658 use a
WebSphere Application Server client to drive a single secure request. This single
request is of limited value when measuring performance. Factors within CICS
such as program load, resource load, and caching policies will influence the
figures. To average out these effects and drive a larger workload, we use a
workload simulator.
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There are a number of tools available that can capture and simulate workload.
One such tool is WebSphere Studio Workload Simulator (WSWS).

Our primary requirement for a workload simulator is the ability to capture the
existing SOAP message generated by the Web service-enabled CICS catalog
manager example application and to scale it up into numerous concurrent
requests.

By varying the number of simulated clients, the delay between client requests,
and the “start-up” delay, we are able to drive workload in a fashion more
representative of the real world. Increasing the numbers of clients and reducing
delays allows us to explore the boundaries of our particular system.

10.1.3 Performance metrics
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To compare the performance of our scenarios, we measure CPU consumption,
response time, and throughput during each workload simulation:

» (CPU is perhaps the most important measure. This value determines the fixed
“cost” of a particular technology. It is a good indication of path-length, and it
can indicate the absolute performance when all other factors are equal.

> Response time is the time taken from the moment the client sends the request
to the moment it receives a response. A degradation in response times as
client numbers are increased can help predict the system limits and give an
indication of a system’s ability to scale.

» Throughput, measured in pages per second or transactions per second, is a
measure of the concurrency of the system. This measurement, when used in
conjunction with response time, can allow us to determine the point at which
our system is most efficient. Typically, throughput will approach a maximum;
driving workload beyond this point results in larger response times with no
further gain in throughput.

Throughout this book, our aim is not to give definitive performance figures,
or to tune our systems in search of ever better figures. Instead we provide
performance figures from a typical system set-up and investigate the relative
merits of each technology.

To present the performance figures shown in this chapter, we used CICS
Performance Analyzer (CICS PA) to summarize the CICS monitoring facility
(CMF) performance records generated by each scenario for each workload. For
information on using CICS PA, see Chapter 4, “CICS PA” on page 71.
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10.2 Preparing the scenarios

In this section we take a look at the preparation for each of the three scenarios.

10.2.1 Preparing the CICS XML digital signature scenario

In this scenario, we use the WS-Security capabilities of CICS to provide integrity
at the message level with an XML digital signature. The advantage of using
WS-Security over SSL is that it can provide end-to-end message-level security,
meaning that the message can be protected even if it passes through multiple
servers, called intermediaries. SSL security is considered point-to-point, and it is
possible for the data to be decrypted prior to reaching the intended recipient.

Note: You might need to increase the value of the EDSALIM system
initialization parameter. The three DLLs that must be loaded require
approximately 15 MB of EDSA storage.

We have based this scenario on Chapter 7 of Securing CICS Web Services,
SG24-7658, which takes the CICS catalog manager example application and
applies security to it.

For more information on setting up the scenarios, see Chapter 8, “Environment
overview” on page 177, and Chapter 7 of Securing CICS Web Services,
SG24-7658.

We provide a summary of the software used in the scenario and the main
definitions used for the CICS and WebSphere servers.

Software checklist
The software that we used in our configuration is listed in Table 10-1.

Table 10-1 Software used in the CICS XML digital signature scenario

Windows z/0S
Internet Explorer V7.0 z/OS V1.9
Windows XP Professional Version 2002 SP3 CICS Transaction Server V3.2

IBM WebSphere Application Server V6.1.0.17

IBM WebSphere Application Server Toolkit V6.1.1.6
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Windows

z/0S

Our J2EE applications:

Our user-written CICS message
handler programs:
» ExampleAppClientV6.ear » CIWSMSGO
This is the Web client for the CICS catalog
example application supplied with CICS TS.

This program changes the
transaction ID for
placeOrder requests to
ORDS.

Definition checklist
The definitions that we used in our configuration are listed in Table 10-2.

Table 10-2 Settings used in the CICS XML digital signature scenario

Value CICS TS WebSphere
Application Server

IP name witsc66.itso.ibm.com saz200v1.itso.ibm.com

TCP/IP port 14312 9080

Jobname CIWSS3C2

APPLID ABPOS3C2

TCPIPSERVICE S3C2

Provider PIPELINEs

EXPIPEO1 for inquireSingle and
inquireCatalog services
EXSECURE for placeOrder
service

Configuration files

ITSO_7658_basicsoap12provide
r.xml for inquireSingle and
inquireCatalog services
ITSO_7658_wssec_signature_pr
ovider.xml for placeOrder service
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The certificates that we used in our configuration are listed in Table 10-3.

Table 10-3 Certificates used in the CICS XML digital signature scenario

Value Format File

CICS server certificate PKCS12DER CIWSS3C2.P12
CICS CA certificate CERTDER CIWSROOT.CER
WebSphere CA certificate CERTDER WASWINROOT.CER
WebSphere server certificate PKCS12DER WWSERV01.P12

The user IDs that we used in our configuration are listed in Table 10-4.

Table 10-4 User IDs used in the CICS XML digital signature scenario

inquireCatalog services

Value CICS TS
CICS region user ID CIWS3D
User ID for which we want to permit access to inquireSingle and PUBLICO1

of the placeOrder service

User ID for which we want to permit access to the ORDR transaction | PRIVATO1

of the placeOrder service

User ID for which we want to permit access to the ORDS transaction | USERWSO01

Workload simulation

To ensure that all our tests are consistent we configure the workload simulator
with the parameters shown below. While these parameters are specific to
WebSphere Studio Workload Simulator (WSWS), the concepts behind them are

common to any simulator:

clients: varied (10-200)
element_delay: 150
startup_delay: 50
repeat: 0

time_limit: 300
max_clients: 500
max_io_timeout: 500
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We used the following values:

» The clients value was varied to give an appreciation of the spread of
real-world loading.

» The element delay is a percentage of the “thinktime” captured in the original
script. It signifies the delay between successive messages sent from a single
client.

» Startup delay is the interval between one client and the next as they enter the
system for the first time.

» Repeat, set to 0, signifies that we want to send infinite numbers of requests
until our time-limit is hit.

» The time-limit is how long we want to run our workload for (in seconds).

» The max_clients value is the maximum number of clients WebSphere Studio
Workload simulator will drive.

» Finally, max_io timeout is the number of seconds we want the client to wait
for a response, before timing out.

Using the foregoing values as our basic configuration, we can select and apply
them to any script. This ensures we are consistent in our settings across the
scenarios.

An example of a WSWS script is shown in Example 10-1. This script is
essentially the HTTP message that we want to send, embedded within some
control information. For readability, the embedded XML is shown here indented
and with line breaks.

Example 10-1 WebSphere Studio Workload Simulator script

/!
string CRLF = "\r\n";
startpage(1);
thinktime(1000);

soap("9.12.4.75:14312"," /exampleApp/placeOrder",1,close,0,start,"",

""<soapenv:Envelope
xmins:soapenv=\"http://schemas.xmlsoap.org/soap/envelope/\"
xmlns:soapenc=\"http://schemas.xmlsoap.org/soap/encoding/\"
xmlns:xsd=\"http://www.w3.0rg/2001/XMLSchema\"
xmins:xsi=\"http://www.w3.0rg/2001/XMLSchema-instance\">

<soapenv:Header>

<wsse:Security soapenv:mustUnderstand=\"1\"
xmins:wsse=\"http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity
-secext-1.0.xsd\">
<wsse:BinarySecurityToken

EncodingType=\"http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-mes
sage-security-1.0#Base64Binary\"
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ValueType=\"http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-
profile-1.0#X509v3\" wsu:Id=\"x509bst_7\"
xmIns:wsu=\"http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
utility-1.0.xsd\">MIIDGjCCAoOgAwIBAgIBATANBgkghkiGIwOBAQUFADCBjDEPMAOGAIUEBhMGR
nJhbmNTMRAwDgYDVQQIEwdIZXJhdWxOMRQwEgYDVQQHEWtNb250cGYsbG11cjEMMA0GALIUEChMDSUJN
MQOwCwYDVQQLEwRJVFNPMR8wWHQYDVQQMEXZXQVNXSU5STOQULWNTcnRpZm1 jYXRTMRMwEQYDVQQDEwp
XQVNXSU5STO9UMB4XDTA4MDcwMjAOMDAWMFoXDTEXMDEWMTAZNTk10VowgZExDzANBgNVBAYTBkZy YW
5JZTEQMA4GA1UECBMHSGVyYYXVsdDEUMBIGAIUEBXMLTW9udHBTbGxpZXIxDDAKBgNVBAOTAOTCTTENM
AsGA1UECXMESVRTTzEiMCAGA1UEDBMZQ1dBU1dJTKNTcnQwMS13jZXJ0aWZpY2FOZTEVMBMGA1UEAXMM
VOFTV010Q2VydDAXMIGFMAOGCSqGSIb3DQEBAQUAA4AGNADCB1QKBgQCvnuouR9PSUIJ7eBDZDt1sAZX
I4uguoNHPW1gtDyuil2eeU6CbORaJ7 rH9F+pMFoBQoW/19P0ODf1ArJR+9ke9QalkxfoSr6297zjh10m
JE02/hmQTHdkdOOLELXXxRmu9mRpfb2IIUmx2bVGjWYYXXJIEWH3SWUOTuYTIKXTDcIYQIDAQABOAGEM
IGBMD8GCWCGSAGG+EIBDQQyYEZzBHZW51cmFOZWQgYnkgdGhTIFNTY3VyaXR5IFNTcnZ1ciBmb3IgeigP
UyAoUkFDR1kwHQYDVROOBBYEFPd/peXs1FLhiG5BtBOvgavgVJiUMB8GA1UdIwQYMBaAFEQJQNs75jW
4hP47c2Zvb+iY880kMAOGCSqGSIb3DQEBBQUAA4AGBAIBsModLosVGutRy99WE6hbWIuktnbGyhW121PW
Mjeye661z6mn0QcpCCKXTuhzZdQnrNMIaHKXz9BFe9Am2+gIGYF+Vj+dZ7VLhISzbijcdc733MVDoU9
TJH23QvC/FhWHyIZ64HNIGq2BcCc4HetPAftV2Tkd6z0U5Geqbs01jmG</wsse:BinarySecurityTok
en>
<ds:Signature xmIns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\">
<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm=\"http://www.w3.0rg/2001/10/xml-exc-cl4n#\">
<ec:InclusiveNamespaces PrefixList=\"xsi xsd soapenv
soapenc wsse ds \" xmIns:ec=\"http://www.w3.0rg/2001/10/xml1-exc-cl4n#\"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod
Algorithm=\"http://www.w3.0rg/2000/09/xmldsig#rsa-shal\"/>
<ds:Reference URI=\"#wssecurity signature id 6\">
<ds:Transforms>
<ds:Transform
Algorithm=\"http://www.w3.0rg/2001/10/xml-exc-cl4n#\">
<ec:InclusiveNamespaces PrefixList=\"xsi xsd soapenv
soapenc wsu p635 \" xmIns:ec=\"http://www.w3.0rg/2001/10/xm1-exc-cl4n#\"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod
Algorithm=\"http://www.w3.0rg/2000/09/xmldsig#shal\"/>

<ds:DigestValue>kWLeKibL8pzv4uMayc6102t9W/0=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>
E89JAR1E7mD32cc/altKPTudiMdg6r2eUs1XtDwOQGYz1u7pGOOhiXRHP8bTaXccg9910pL
aRWfdWrtWqwlL7kmByMc3me3D+uKtIthkSZ1nB2BaoMD1B3uCNGbnzZR1c/G/INJwuTQIUzc
BQUxjN5HJ0i5stpWEikXThyi6dN3U=</ds:SignatureValue>

Chapter 10. Security scenarios 237



238

<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI=\"#x509bst 7\"
ValueType=\"http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-
profile-1.0#X509v3\"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
</soapenv:Header>
<soapenv:Body wsu:Id=\"wssecurity signature_id_6\"
xmins:wsu=\"http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-
utility-1.0.xsd\">
<p635:DFHOXCMNOperation
xmlns:p635=\"http://www.DFHOXCMN.DFHOXCP5.Request.com\">
<p635:ca_request_id>010RDR</p635:ca_request_id>
<p635:ca_return_code>0</p635:ca_return_code>
<p635:ca_response_message>[C@lbeelbee</p635:ca_response_message>
<p635:ca_order_request>
<p635:ca_userid>Bob</p635:ca_userid>
<p635:ca_charge_dept>Mydep</p635:ca_charge_dept>
<p635:ca_item ref number>10</p635:ca_item ref number>
<p635:ca_quantity reg>1</p635:ca_quantity reg>
<p635:fillerl xsi:nil=\"true\"/>
</p635:ca_order_request>
</p635:DFHOXCMNOperation>
</soapenv:Body>
</soapenv:Envelope>" + CRLF,
"Host: 9.12.4.75",
"Content-Type: text/xml; charset=utf-8",
"Content-Length: 634",
"Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2",
"User-Agent: Java/1.5.0",
"Cache-Control: no-cache",
"Pragma: no-cache",
"Connection: keep-alive",
"SOAPAction: \"\"");

endpage;

The SOAP request message contains a security header that provides the
signature along with the X.509 certificate that was used to sign the body of the
message. The X.509 certificate is transported within a BinarySecurityToken
element. the CICS WS-Security handler (DFHWSSE1) verifies the signature and
uses the certificate to determine the user ID under which the CICS application
transaction is to be run (ORDS, as opposed to ORDR).
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The diagram in Figure 10-1 shows the flow of this message.

"signature" specifies that
inbound requests must
contain an X.509
certificate as the security
token; <expect... specifies
that request body must
be signed

SOAP request

Security

Pipeline configuration file

<authentication
trust="none"
mode="signature">

<expect_signed_body/>

CICS Transaction Server

CICS-supplied security
handler processes the
security token:

<BinarySecurityToken>
X.509 certificate
</BinarySecurityToken>

to deterimine the user ID
for the target application,
and also verifies the
signature

Figure 10-1 CICS XML digital signature scenario
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10.2.2 Preparing the DataPower X.509 certificate scenario

DataPower can be used to offload XML processing. WS-Security is an
XML-based solution and is therefore subject to offload through DataPower.
Because CICS does not need to verify/generate the signature, we benefit from a
reduction in CPU time.

Note: You might need to increase the value of the EDSALIM system
initialization parameter. The three DLLs that must be loaded require
approximately 15 MB of EDSA storage.

In this scenario we send a signed request to DataPower, which acts as an
intermediary between WebSphere Application Server and CICS. DataPower
processes and verifies the signature, and then forwards the request to CICS
(having removed the signature from the message). The X.509 certificate that was
used to sign the message has been placed in the security header of the SOAP
message. CICS maps this certificate to a RACF user ID. DataPower and CICS
are connected by a secured network; CICS “trusts” DataPower to verify the
signature, and this trust is implied in CICS by selecting the “blind-signature”
mode of pipeline operation.

Figure 10-2 illustrates this security processing scenario.

SOAP request (signed)

"signature" specifies that
inbound requests must
contain an X.509
certificate as the security
token

SOAP request (unsigned)

Pipeline configuration file

<authentication
trust="blind"
mode="signature">

CICS Transaction Server

Header Header
Security Security
Security token DataPower verifies the Security token CICS-supplied security
signature, and then handler processes the
) strips it from the SOAP security token:
Signature :
message, offloading ) )
this processing from <BinarySecurityToken>
CICS X.509 certificate
Body Body </BinarySecurityToken>

to deterimine the user ID
for the target application

Figure 10-2 DataPower with X.509 certificate scenario
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CICS then sends back an unsigned response to DataPower, which then signs

the response back to the client.

The benefits from this scenario are two-fold. DataPower is doing the
cryptographic work and verifying the signature, saving CPU cycles in CICS.

In addition, because DataPower is on the same secure network, we do not need

CICS to sign the response to DataPower. To the client, DataPower is the
endpoint, so signing the response becomes the responsibility of DataPower.

Software checklist
The software that we used in our configuration is listed in Table 10-5.

Table 10-5 Software used in the security scenarios

Windows z/0S

Microsoft Internet Explorer Version zOS V1.9
6.0.2.2900.2180.xpsp.051011-1528
Update Versions: SP2

Operating System Windows XP SP4 CICS
Transaction
Server V3.2

IBM WebSphere Application Server - ND V6.1.0.17 RACF V1.9

Our J2EE applications:

» ExampleAppClientV6WithDsig.ear
Catalog manager service requester application with digital
signature enabled

We used the WebSphere DataPower Integration Appliance X150 (9003 type,
version 2).

The firmware version installed is X150.3.6.1.5 / Build:156262.

The configuration of the DataPower box in our second scenario is the same as
that from Chapter 9 of Securing CICS Web Services, SG24-7658, and as such,

is not duplicated here.

Note: The WSDL file can be found in the ExampleAppClientV6WithDsig.ear file.
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Definition checklist

The definitions that we used in our configuration are listed in Table 10-6.

Table 10-6 Settings used in the security scenarios

Value CICS TS WebSphere DataPower
Application Server
IP name wisc66.itso.ibm.com | saz200v1.itso.ibm.com | datapower.itso.ral.ibm

.com

IP address 9.12.4.75

9.12.5.46

9.42.170.230

TCP/IP port | 14314

9080

9080

The user IDs that we used in our configuration are listed in Table 10-7.

Table 10-7 User IDs

Value CICS TS
CICS region user ID CIWS3D
CICS default user ID CICSUSER

The Certificates that we used in our configuration are listed in Table 10-8.

Table 10-8 Certificates

Value

CICS TS

Signer Certificate the personal certificate used to sign the request | WASWINCert01
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We loaded the certificate of the WebSphere Application Server on Windows CA
in DataPower to validate the trust of the signer. See Table 10-9 for more details
about this certificate.

Table 10-9 Cetrtificate details

Field Value

Version 3

SerialNumber 0

SignatureAlgorithm sha1WithRSAEncryption

Issuer C=France, ST=Herault, L=Montpellier, O=IBM, OU=ITSO,
title=WASWINROOQT-certificate, CN=WASWINROOT

NotBefore 2008-06-27T04:00:00Z

NotAfter 2011-01-01T03:59:59Z

Subject C=France, ST=Herault, L=Montpellier, O=IBM, OU=ITSO,

titte=WASWINROOT-certificate, CN=WASWINROOT

DataPower setup

In this scenario we send exactly the same signed request as in scenario 1
(CICS XML digital signature scenario), however, the request is sent to
DataPower. DataPower is configured to verify the signature and transform the
message into a state where CICS can simply extract the signing certificate and
trust that DataPower has verified the signature.

Figure 10-3 shows our deployed environment. The WebSphere Application
Server where we ran the example CICS catalog manager application Web
service client was on a Windows desktop PC located in Poughkeepsie, the
WSWS engine that we used to play back the captured Web service request was
located in Poughkeepsie, our DataPower box was located in Raleigh, and our
CICS regions were also located in Poughkeepsie.
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Workload generation to create sample SOAP request

’

Poughkeepsie
r WAS uses the private key to encrypt the signature.
Windows The certificate contains the public key that
\w DataPower uses to decrypt the signature.

WebSphere 3
Application Server (WAS) |

Web CICS ciatalogrmarn — SQAPJequest See workload simulation,
browser exampio/appication (signed) below
(Web service client)
Certificate
Keystore Signature
Certificate
Private key
Anonymous
user Use WSWS to capture message

for playback in workload simulation

/

Workload simulation to measure performance
il Poughkeepsie ;'( Poughkeepsie ‘3
e e N
1| z/08 i | Z/0s 1
i WebSphere Studio [ I i CICs i
i Workload Simulator ‘(' Raleigh ) i Transaction Server 3
3 (WSWS) engine 3 9 ] 3 3
§ SOAP request 3 DataPower IRl request 3 CICS catalog manager §
1 Script 7 (signed) md x50 ¢ (unsigned) | example application |
i (contains embedded | ' | ; ;
; SOAP message) Certificate . ’ Certificate } ' ;
1\ Signature | RACF |

| User ID associated i

3 with certificate 3

' J

Figure 10-3 Deployed environment

10.2.3 Preparing the DataPower UsernameToken scenario

Despite the savings offered by DataPower (when processing and stripping the
XML digital signature on behalf of CICS), the identity that is passed to CICS is
still in the form of a BinarySecurityToken (X.509 certificate). To process this
BinarySecurityToken still requires the CICS Security Handler, and this causes
some CPU intensive DLL loads.
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In CICS TS V3.2, support was added to optimize the security handler in cases
where no real cryptographic work was needed. Instead of a full DOM parsing
approach, an internal SOAP header parsing and identity checking routine is

used.

Processing a UsernameToken (for example, a RACF user ID) is one such area
that can take advantage of the new function. By using a UsernameToken rather
than a BinarySecurityToken (assuming that there is no other cryptographic
element in the message), we can process the message faster, avoid loading the
large DLLs, and save another portion of CPU time. We take advantage of that
feature in this scenario.

Figure 10-4 illustrates this security processing scenario. DataPower and CICS
are connected by a secured network; CICS “trusts” DataPower to verify the
signature, and this trust is implied in CICS by selecting the “blind-basic” mode of
pipeline operation.

SOAP request (signed)
Header
Security

Security token:
X.509 cert.

Signature

Body

DataPower

Integration Appliance
X150

DataPower maps the
subject of the X.509
certificate to a user
name; replaces the
X.509 certificate with
that user name; verifies
and strips the signature

"basic" specifies that
inbound requests must
contain a
<UsernameToken>,
which specifies a user ID

SOAP request (unsigned)
Header
Security

Security token:
user name

Body

Pipeline configuration file

<authentication
trust="blind"
I mode="basic">

CICS Transaction Server

The security token directly
specifies the user ID for
the target application:

<UsernameToken>
<Username>

user ID
</Username>
</UsernameToken>

Figure 10-4 DataPower with UsernameToken scenario
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Software checklist
The software that we used is listed in Figure 10-10.

Table 10-10 Software used in the security scenarios

Windows z/0S
Microsoft Internet Explorer Version zOS V1.9
6.0.2.2900.2180.xpsp.051011-1528
Update Versions: SP2
Operating System Windows XP SP4 CICS
Transaction
Server V3.2
IBM WebSphere Application Server - ND V6.1.0.17 RACF V1.9
Our J2EE applications:
» ExampleAppClientVé6WithDsig.ear
Catalog manager service requester application with digital
signature enabled

We used the WebSphere DataPower Integration Appliance XI50, which is a 9003
type, version 2.

The firmware version installed is X150.3.6.1.5 / Build:156262.

The configuration of the DataPower box is very similar to that in the previous

scenario. See Chapter 8, “Environment overview” on page 177 for more details.

Definition checklist

Note: The WSDL file can be found in the ExampleAppClientV6WithDsig.ear file.

The definitions that we used in our configuration are listed in Table 10-11.

Table 10-11 Settings used in the security scenarios

Value CICS TS WebSphere DataPower
Application
Server

IP name wtsc66.itso.ibm.com saz200v1.itso.ib | datapower.itso.r
m.com al.ibm.com

IP address 9.12.4.75 9.12.5.46 9.42.170.230

TCP/IP port 14314 9080 19980
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The user IDs that we used in our configuration are listed in Table 10-12.

Table 10-12 User IDs

Value CICS TS
CICS region user ID CIWS3D
CICS default user ID CICSUSER

The Certificates that we used in our configuration are listed in Table 10-13.

Table 10-13 Certificates

Value CICS TS
Signer Certificate the personal certificate used to sign the WASWINCert01
request

We are going to load a certificate in DataPower to validate the trust of the signer.
See Table 10-14 for more details about this certificate.

Table 10-14 Certificate details

Field Value

Version 3

SerialNumber 0

SignatureAlgorithm sha1WithRSAEncryption

Issuer C=France, ST=Herault, L=Montpellier, O=IBM, OU=ITSO,
titte=WASWINROOT-certificate, CN=WASWINROOT

NotBefore 2008-06-27T04:00:00Z

NotAfter 2011-01-01T03:59:59Z

Subject C=France, ST=Herault, L=Montpellier, O=IBM, OU=ITSO,

title=WASWINROCQOT-certificate, CN=WASWINROOT
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Pipeline updates

To configure CICS to expect a UsernameToken in the request message (rather
than an X.509 certificate), we update its pipeline configuration file. In particular,
we change the trust/mode attribute of the security handler element from
trust="blind" mode="signature" to trust="blind" mode="basic". The new
pipeline configuration file is shown in Example 10-2.

Example 10-2 Blind basic pipeline configuration XML

<?xml version="1.0" encoding="EBCDIC-CP-US"?>
<provider_pipeline xmins="http://www.ibm.com/software/htp/cics/pipeline"

xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalLocation="http://www.ibm.com/software/htp/cics/pipeline provider.xsd ">
<service>
<service_handler_list>
<handler>
<program>CIWSMSGO</program>
<handler_parameter_list/>
</handler>
<wsse_handler>
<dfhwsse_configuration version="1">
<authentication trust="blind" mode="basic">
</authentication>
</dfhwsse_configuration>
</wsse_handler>
</service_handler_list>
<terminal_handler>
<cics_soap_l1.2_handler/>
</terminal_handler>
</service>
<apphandler>DFHPITP</apphandler>
</provider_pipeline>

10.3 Running the scenarios

In this section we take a look at how we ran the scenarios.

10.3.1 Starting the simulation

We want to capture the performance of our system with minimal measurement
impact. It is important to ensure that extra cycles are not being spent on
unnecessary functions, so there is one final checklist that you might find useful:

1. Make sure that the CICS trace is off both internal and auxiliary.
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Turn OFF any network sniffers or monitors that you might have used.

Ensure that nobody is using the system by checking that there are no

unexpected active tasks.

Dump the SMF records just before beginning, to ensure the capture of only

the intended workload.

WebSphere Studio Workload Simulator provides a dynamic monitoring panel
allowing you to see response time, throughput, number of active clients, number
of SOAP requests, and so on. These metrics allow the monitoring of health and
performance characteristics during the simulation. See Figure 10-5.

ﬂ ‘wisc43' Monitor - WebSphere Studio Workload Simulator
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Figure 10-5 WebSphere Studio Workload Simulator running with 50 clients
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10.3.2 Breakdown of results

When the workload has completed, we dump the SMF records and save them
away for later analysis. CICS Performance Analyzer is used to analyze the
results.

We chose to run the CICS PA report via JCL rather than using the ISPF panels
because it is easier to show the necessary steps in book form. We used the JCL
in Example 10-3 for all the CICS PA reports, changing only the SMF dataset and
CICS APPLID as necessary. While we captured the detailed output, we do not
present that data here, only each summary as necessary.

Example 10-3 CICS PA example JCL for a performance report of transactions CWXN,
CPIH, ORDR and ORDS

//DPXZ1001 JOB MSGCLASS=H,NOTIFY=&SYSUID
// JCLLIB ORDER=CIWS.CICS.JCL
//CICSPA  EXEC PGM=CPAMAIN,REGION=4M,PARM=NOSTAE
//STEPLIB DD DSN=CPA.V2R1.SCPALINK,DISP=SHR
//SYSPRINT DD SYSOUT=*
//LISTO001 DD SYSOUT=*
//CPAXWO01 DD DISP=(NEW,DELETE),UNIT=SYSDA,SPACE=(CYL, (200,50)),
// voL=(,,,30)
//CPASWKO1 DD DISP=(NEW,DELETE),UNIT=VIO,SPACE=(CYL, (90,50))
//CPASWKO2 DD DISP=(NEW,DELETE),UNIT=VIO,SPACE=(CYL, (90,50))
//CPASWKO3 DD DISP=(NEW,DELETE),UNIT=VIO,SPACE=(CYL, (90,50))
//CPASWKO4 DD DISP=(NEW,DELETE),UNIT=VIO,SPACE=(CYL, (90,50))
//SYSOUT DD SYSOUT=*
//SMFINOO1 DD DISP=SHR,DSN=SMFDATA.CICSRECS.G7883V00
//SYSIN DD *
CICSPA IN(SMFINOO1),
APPLID(A6P0S3C4),
LISTX(OUTPUT(LIST0001),
SELECT (PERFORMANCE (INCLUDE (TRAN (CWXN,CPIH,

ORDS,0RDR)))),
BY (START),
FIELDS (APPLID, CICS GENERIC APPLID
TRAN, TRANSACTION IDENTIFIER
TASKNO, TRANSACTION IDENTIFICATION NUMBER

START(TIMET),  TASK START TIME
STOP(TIMET), TASK STOP TIME
CPU(TIME), CPU TIME
RESPONSE, TRANSACTION RESPONSE TIME
),
SUMMARY (OUTPUT (SUMM0001) ,
SELECT (PERFORMANCE (INCLUDE (TRAN (CWXN, CPIH,
ORDS,0RDR)))),
BY (TRAN),
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INTERVAL(00:01:00),

FIELDS (TRAN, TRANSACTION IDENTIFIER
TASKCNT, TOTAL TASK COUNT
RESPONSE (AVE) , TRANSACTION RESPONSE TIME
CPU(TIME(AVE)))) CPU TIME

/*

From the report output, we see that the following transactions are involved:
CWXN The CICS Web attach task

ORDS The transaction under which the provider application runs due to the
context switch forced by the custom message handler CIWSMSGO

ORDR The transaction under which the pipeline runs; essentially a clone of
CPIH initiated by the URIMAP settings

Metrics for individual transaction instances can be identified, however, it is
generally more useful to view the summary (by transaction) at the end of the
report.

Figure 10-6 is an example summary of a CICS PA report. We have chosen to
display the number of tasks, average response time, and average CPU time.

V2R1MO CICS Performance Analyze
Performance Summary

SUMM0001 Printed at 3:57:42 9/23/2008 Data from 03:47:21 9/23/2008 to 03:

Avg Avg
Tran #Tasks Response User CPU

Time Time
CWXN 1959 .0006 .0002
ORDR 1962 .0273 .0157
ORDS 1959 .0008 .0005
Total 5880 .0096 .0055

Figure 10-6 CICS PA report

10.3.3 Investigation of the limits

As more and more concurrent clients are simulated and the delay values are
reduced, CICS becomes busier. Until now we have paid no attention to the CICS
system settings or SIT parameters. These settings become more important as
the workload increases. The following sections each describe a limiting factor
discovered during our simulations.
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MAXOPENTCBS
For a very small workload, there are no issues encountered. However, as the
number of clients increases, we run into an unexpected problem. You can see
the symptoms in WSWS from the screen capture in Figure 10-7.
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Figure 10-7 MaxOpenTCBs problem shown in WebSphere Studio Workload Simulator
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The top graph in Figure 10-7 shows the number of concurrent clients, while the
bottom graph shows the throughput. What we observe here is that when the

number of clients reaches a certain value, the throughput stalls completely and
no further requests are processed.
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Inquiring on the tasks in CICS with CEMT INQUIRE TASK shows the results in

Example 10-4.

Example 10-4 CEMT INQUIRE TASK output

Tas (0002799) Tra(CEMT) Fac(E030) Run Ter Pri( 255 )

Sta(T0) Use(CICSRS6 )
Tas(0012292) Tra(ORDR)
Sta(U ) Use(PRIVATO1)
Tas(0012293) Tra(ORDR)
Sta(U ) Use(PRIVATO1)
Tas(0012294) Tra(ORDR)
Sta(U ) Use(PRIVATO1)
Tas(0012295) Tra(ORDR)
Sta(U ) Use(PRIVATO1)
Tas(0012296) Tra(ORDR)
Sta(U ) Use(PRIVATO1)

Uow(C30A140F69F31C87)

Sus Tas Pri( 001 )
Uow(C30A149561624687) Hty(RZCBNOTI)
Sus Tas Pri( 001 )
Uow(C30A14956175F687) Hty (RZCBNOTI)
Sus Tas Pri( 001 )
Uow(C30A149561847207) Hty(RZCBNOTI)
Sus Tas Pri( 001 )
Uow(C30A14956193D587) Hty(RZCBNOTI)
Sus Tas Pri( 001 )
Uow(C30A149561A25187) Hty(RZCBNOTI)

We can see that something has caused all of our tasks to suspend: They are
waiting on RZCBNOTI. RZCBNOQOTI is the request stream notification, so these

tasks are waiting on another task. Using our knowledge of the set-up, transaction
ORDR can only be waiting on one task, and that task is running the transaction
ORDS, which is the CICS application handler (DFHPITP) and the end-user
application. To understand why ORDS is not running, our first port of call is the
dispatcher, so by using CEMT INQUIRE DISPATCHER, the information shown in
Example 10-5 is obtained.

Example 10-5 CEMT INQUIRE DISPATCHER output

I DIS
STATUS: RESULTS - OVERTYPE TO MODIFY

Actjvmtcbs (000)
Actopentcbs (0010)
Actss1tchs (0000)
Actxptcbs (000)
Aging( 00500 )
Maxjvmtchs( 020 )
Maxopentcbs( 0010 )
Maxss1tchs( 0008 )
Maxxptchs( 005 )
Mrobatch( 001 )
Runaway ( 0020000 )
Scandelay( 0100 )
Subtasks (000)
Time( 0001000 )
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The problem becomes immediately obvious when we look at the number of
OPEN TCBs. You should notice that we have hit the maximum number of OPEN
TCBs allowed. Essentially what has happened is that enough ORDR
transactions have entered the system at one time to take up all of the available
OPEN TCBs, yet each ORDR is then waiting on an ORDS transaction to
complete before it can relinquish the TCB it is using (which would allow ORDS to
run). This is a deadlock situation.

To resolve the problem we can increase the number of OPEN TCBs either
dynamically using CEMT, or by increasing the MAXOPENTCBS SIT parameter.
When there are enough TCBs for the ORDS transaction to run, the deadlock
clears itself.

Note: That if the number of clients is increased further, we run the risk of
deadlock again.

In a production environment, we recommend that the number of active ORDR
transactions is limited by use of a transaction class (TRANCLASS). Setting the
MAXACTIVE value to a number less than the value of the OPEN TCBs should
prevent the deadlock situation for any number of clients. We recommend setting
it to half the value of MAXOPENTCBS, thus ensuring for each ORDR an ORDS
can run without entering a deadlock on Open TCBs.

TCB performance discussion

In general, we want to avoid TCB switching. Our scenario switches TCBs as a
result of a context switch: that is, we run under a new transaction, so a switch is
unavoidable. However, there are many cases where a TCB switch occurs within
the same transaction and it is avoidable.

For example, executed under our ORDR transaction is the custom pipeline
handler CIWSMSGO. If this program ran in USERKEY we would need an L9
TCB in addition to the L8 TCB under which the pipeline handler was already
running. If the end-user application running under ORDS was also defined as
USERKEY, we would require another L9 TCB, in addition to the L8 TCB that
DFHPITP (CICS application handler program) was running under. In this
example each request would require four TCBs to complete; a very undesirable
situation decreasing performance and increasing the risk of deadlock.

To avoid using more TCBs than required while improving the performance of
CICS, we could ensure that the custom message handler program and the
end-user application are both defined as CICSKEY. But CICSKEY does not give
storage protection like USERKEY, and this must be taken into consideration.
Provided that both the custom message handler and the end-user application
have been thoroughly tested, however, this should be an acceptable situation in

Considerations for CICS Web Services Performance



a production system. Storage problems should be ironed out during test, where it
is acceptable to run in USERKEY. For more information on this see the
Redbooks publication, Threadsafe Considerations for CICS, SG24-6351.

EDSALIM

Now that we have increased the number of OPEN TCBs available to CICS, we
can run more concurrent clients. However, doing so causes us to hit a further
problem.

Our workload simulator reports an error (Example 10-6).

Example 10-6 Error caused by lack of EDSA

Status code 500(Internal Server Error) unexpected,
server=9.12.4.75:14312, uri=/exampleApp/placeOrder, clientid=222

Looking at the CICS log gives us more information about the problem; in fact, it
tells us all we need to know. The error in Example 10-7 is issued in the log.

Example 10-7 CICS Error message caused by lack of EDSA

DFHWB0728 09/23/2008 13:28:01 A6P0S3C2 CWXN CICS Web attach processing
detected a storage error within the Web receive module

DFHWBSR. Host IP address: UNKNOWN. Client IP address:
UNKNOWN.

Quite simply, CICS has run out of storage above the 16 Megabyte line.
Increasing the ESDSALIM cures this problem, the valid range is 10MB to
2047MB.

SOCKETS

The number of sockets available in CICS can limit the number of requests CICS
can handle simultaneously. It is worth checking that your system allows a
suitable number of clients to connect. This can be done by inquiring on the
TCP/IP stack as shown here (see Example 10-8).

CEMT INQUIRE TCPIP

Example 10-8 CEMT INQUIRE TCPIP output

I TCP
STATUS: RESULTS - OVERTYPE TO MODIFY
Tcp Ope Act(00005) Max( 00005 ) Cic
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In this example the maximum number of concurrent sockets (Max) is limited to 5,
and all 5 are currently in use (Act). This setting could prevent you from achieving
the throughput you might expect.

This setting, in conjunction with the connection backlog value defined on your
TCPIPService, can determine whether clients are queued for an available socket
or whether the socket connection is rejected. If, for example, your max sockets
value is set to 5, and your connection backlog on the TCPIPService is also set to
5, then the first 5 clients will connect, the next 5 clients will be held waiting on the
socket, and subsequent clients will be rejected with the message in

Example 10-9.

Example 10-9 Unable to create sockets error message

+DFHS00126 W A6P0S3C2 An attempt to create a socket has failed because
the MAXSOCKETS Timit has been reached.

Ensuring that the MAXSOCKETS value is specified correctly will prevent
connections being rejected.

Note: MAXSOCKETS is specified as follows:
MAXSOCKETS=number

Specifies the maximum number of IP sockets that can be managed by the
CICS sockets domain.

If the CICS region userid (the userid under which CICS is running) has
superuser authority, the default value is 65535.

If the CICS region userid does not have superuser authority, the maximum
possible value is the value of the MAXFILEPROC parameter in
SYS1.PARMLIB member BPXPRMxx. If you specify a value greater than this
in the MAXSOCKETS system initialization parameter (or by letting CICS use
the default), CICS issues a message indicating the value that CICS has used.

MAXTASKS

Another parameter that can influence throughput is MAX TASKS (or MXT).
This parameter determines how many active user tasks are allowed to run
concurrently in CICS. Too low a value causes new tasks to be queued until
running tasks have completed. Moreover, if you have tasks waiting on other
tasks, as we do with ORDR and ORDS, you can enter a similar deadlock
situation to that experienced with the MAXOPENTCBS described earlier.
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You can determine your MAX TASKS value using the CEMT INQUIRE SYS

command, the output of which is shown in Example 10-10.

Example 10-10 CEMT | NQUIRE SYSTEM output

I SYS

STATUS: RESULTS - OVERTYPE TO MODIFY

Aging( 00500 )

Akp( 01000 )
Cicstslevel(030200)
Cmdprotect (Nocmdprot)
Db2conn()

Debugtool( Nodebug )
Df1tuser(CICSUSER)
Dsalimit( 05242880 )
Dsrtprogram( NONE )
Dtrprogram( DFHDYP )
Dumping( Sysdump )
Edsalimit( 0650117120 )
Forceqr( Noforce )
Logdefer( 00005 )
Maxtasks( 020 )
Memlimit (Nolimit)
Mrobatch( 001 )
0slevel(010900)

Progautoctlg( Ctlgmodify )
Progautoexit( DFHPGADX )
Progautoinst( Autoactive )
Reentprotect (Reentprot)
Release(0650)

Runaway ( 0020000 )
Scandelay( 0100 )
Sdtran(CESD)

Sosabovebar (Notsos)
Sosaboveline(Notsos)
Sosbelowline(Notsos)
Storeprotect (Active)

Time( 0001000 )
Tranisolate(Inactive)

Here we see that we have a MaxTasks value currently set to 20.

In the screen capture from our simulator (Figure 10-8), you can see that with
MAXTASKS set to 20, there are no problems at lower client numbers. The

system copes with increasing numbers of clients until finally, in our example at
100 clients, too many ORDR transactions are in the system to allow ORDS to

run, and therefore none of the tasks complete (the lower “throughput” graph

drops to zero). We have a deadlock situation,
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Figure 10-8 Deadlock results shown through WebSphere Studio Workload Simulator

Inquiring on TASK reveals exactly why the deadlock has occurred. From the
following information, we can see that a number of ORDR transactions are
waiting on the request-stream response (that is, ORDS to respond) but the
ORDS transactions are also in a wait state—waiting on MXT (the maximum
number of tasks). The ORDS transactions cannot run until there are more
TASKS available to run under, but we have already reached the maximum
allowed and those already in the system cannot complete; they are all waiting
(forever) or until we increase MAXTASKS.

Example 10-11 CEMT INQUIRE TASK output

I TASK
STATUS: RESULTS - OVERTYPE TO MODIFY
Tas(0000031) Tra(CKAM) Sus Tas Pri( 255 )

Sta(SD) Use(CIWS3D ) Uow(C30924D44CFB5986)
Tas(0000038) Tra(OMEG) Sus Tas Pri( 255 )

Sta(S ) Use(CIWS3D ) Uow(C30924D88007DC89) Hty (USERWAIT)
Tas(0000039) Tra(OMEG) Sus Tas Pri( 255 )
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Sta(S ) Use(CIWS3D ) Uow(C30924D88017BA89) Hty (USERWAIT)
Tas(0026736) Tra(CEMT) Fac(E027) Run Ter Pri( 255 )
Sta(T0) Use(CICSRS6 ) Uow(C30B67880CFC0381)

Tas (0026866) Tra(ORDR) Sus Tas Pri( 001 )

Sta(U ) Use(PRIVATO1) Uow(C30B67AA2A6F5B87) Hty (RZCBNOTI)
Tas (0026867) Tra(ORDR) Sus Tas Pri( 001 )

Sta(U ) Use(PRIVATO1) Uow(C30B67AA2A81C387) Hty(RZCBNOTI)
Tas (0026868) Tra(ORDS) Sus Tas Pri( 001 )

Sta(U ) Use(CIWS3D ) Uow(0000000000000000) Hty (MXT )
Tas (0026869) Tra(ORDS) Sus Tas Pri( 001 )

Sta(U ) Use(CIWS3D ) Uow(0000000000000000) Hty (MXT )
Tas (0026870) Tra(CWXN) Sus Tas Pri( 001 )

Sta(U ) Use(CIWS3D ) Uow(0000000000000000) Hty (MXT )

The minimum value of MXT to prevent deadlock can be calculated by the simple
formula: ((n-1) x c) + 1

where:
n = tasks per client
¢ = maximum number of concurrent clients

In our example n = 2, and ¢ = 100, therefore MXT would be a minimum value of
101. However, this is NOT a recommended value. For performance and
throughput tuning the “+1” part of the formula should be substituted for a scaling
factor (s). Where s determines the throughput you wish to achieve.

10.4 Resulis

In this section we present the results of our performance simulations. We have
split the results into three sub-sections corresponding with the three scenarios
that we want to compare (XML digital signature, DataPower with X.509
certificate, and DataPower with UsernameToken). Each sub-section presents the
results of 10, 50, 75, and 100 clients, and for each of the client values we include
the CICS PA Summary and the Workload Simulator summary.

10.4.1 CICS XML digital signature

Here we present the results of the CICS XML digital signature tests.
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CICS XML digital signature: 10 clients
The CICS XML digital signature with 10 clients is shown in Figure 10-9.

V2RIMO CICS Performance Analyze
Performance Summary

SUMMO001 Printed at 3:57:42 9/23/2008 Data from 03:47:21 9/23/2008 to 03:

Avg Avg
Tran #Tasks Response User CPU

Time Time
CWXN 1959 .0006 .0002
ORDR 1962 .0273 .0157
ORDS 1959 .0008 .0005
Total 5880 .0096 .0055

Figure 10-9 CICS XML digital signature, 10 clients, 150% delay

Note: The 150% delay was set in WSWS.

Element delay: Enter a value from 0 to 9999, which represents a percentage
of the original delay captured in the script. Element delay is the delay between
the elements of a page. So a value of 100 executes the script with 100% of
original delay (that is, use the original delay as recorded in the script).

CICS XML digital signature: 50 clients
The CICS XML digital signature with 50 clients is shown in Figure 10-10.

V2RIMO CICS Performance Analyze
Performance Summary

SUMMO001 Printed at 3:48:17 9/23/2008 Data from 03:40:04 9/23/2008 to 03:

Avg Avg
Tran #Tasks Response User CPU

Time Time
CWXN 9667 .0007 .0001
ORDR 9665 .0468 .0162
ORDS 9666 .0008 .0004
Total 28998 .0161 .0056

Figure 10-10 CICS XML digital signature, 50 clients, 150% delay
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CICS XML digital signature: 75 Clients
The CICS XML digital signature with 75 clients is shown in Figure 10-11.

V2RIMO CICS Performance Analyze
Performance Summary

SUMMO001 Printed at 3:41:05 9/23/2008 Data from 03:35:01 9/23/2008 to 03:

Avg Avg
Tran #Tasks Response User CPU

Time Time
CWXN 14277 .0009 .0001
ORDR 14275 .0621 .0168
ORDS 14277 .0008 .0004
Total 42829 .0212 .0058

Figure 10-11 CICS XML digital signature, 75 clients, 150% delay

CICS XML digital signature: 100 clients
The CICS XML digital signature with 100 clients is shown in Figure 10-12.

V2R1MO CICS Performance Analyze
Performance Summary

SUMM0001 Printed at 3:33:39 9/23/2008 Data from 03:24:23 9/23/2008 to 03:

Avg Avg
Tran #Tasks Response User CPU

Time Time
CWXN 18411 .0011 .0001
ORDR 18416 .1128 .0180
ORDS 18411 .0008 .0004
Total 55238 .0382 .0062

Figure 10-12 CICS XML digital signature, 100 clients, 150% delay
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Figure 10-13 shows CICS CPU consumption per request for the CICS XML
digital signature tests with different numbers of simulated clients.

CICS XML digital signature: average CPU time
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Figure 10-13 CICS XML digital signature: average CPU time

Figure 10-13 shows that the ORDR transaction is the most CPU intensive of the
transactions in our scenario. This is expected, because the Security Handler runs
under ORDR. The CPU time for transaction ORDR increases slightly as the
number of concurrent clients increases. We observe that the ORDR CPU cost is
between 15 ms and 18 ms, which is considered to be very CPU intensive for a
CICS transaction. As a rough comparison, for the same Web service request
without XML signature processing, we would expect between 1 ms and 2 ms of
CPU time.
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Figure 10-14 shows CICS transaction response times for the CICS XML digital
signature tests with different numbers of simulated clients.

CICS XML digital signature: average response time
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Figure 10-14 CICS XML digital signature: average response time

Figure 10-14 shows the response time as the number of concurrent clients
increases. Transactions CWXN and ORDS are insignificant compared to ORDR.
For ORDR up to around 75 clients, the response time increases linearly as the
number of clients increase, however, beyond 75 clients we start to see the
response times increase more dramatically.
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10.4.2 DataPower with X.509 certificate

Here we present the results of the performance tests of the DataPower with
X.509 certificate scenario.

DataPower with X.509 certificate: 10 clients
DataPower with X.509 certificate and 10 clients is shown in Figure 10-15.

V2RIMO CICS Performance Analyze
Performance Summary

SUMMO001 Printed at 4:59:20 9/23/2008 Data from 04:53:25 9/23/2008 to 04:

Avg Avg
Tran #Tasks Response User CPU

Time Time
CWXN 1874 .0023 .0002
ORDR 1869 .0189 .0091
ORDS 1874 .0008 .0004
Total 5617 .0073 .0032

Figure 10-15 DataPower with X.509 certificate, 10 clients, 150% delay

DataPower with X.509 certificate: 50 clients
DataPower with X.509 certificate and 50 clients is shown in Figure 10-16.

V2RIMO CICS Performance Analyze
Performance Summary

SUMMO001 Printed at 4:52:39 9/23/2008 Data from 04:46:43 9/23/2008 to 04:

Avg Avg
Tran #Tasks Response User CPU

Time Time
CWXN 9177 .0010 .0002
ORDR 9177 .0354 .0096
ORDS 9177 .0010 .0004
Total 27531 .0125 .0034

Figure 10-16 DataPower with X.509 certificate, 50 clients, 150% delay
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DataPower with X.509 certificate: 75 clients
DataPower with X.509 certificate and 75 clients is shown in Figure 10-17.

Tran

CWXN
ORDR
ORDS
Total

V2R1MO

SUMMO001 Printed at 4:45:46 9/23/2008

#Tasks Response User CPU

13025
13025
13025
39075

Avg Avg
Time Time
.0034 .0002
.0529 .0099
.0011 .0004
.0191 .0035

CICS Performance Analyze

Performance Summary

Data from 04:39:50 9/23/2008 to 04:

Figure 10-17 DataPower with X.509 certificate, 75 clients, 150% delayDataPower with

X.509 certificate: 100 clients

DataPower with X.509 certificate and 100 clients is shown in Figure 10-18.

Tran

CWXN
ORDR
ORDS
Total

V2RIMO

SUMMO001 Printed at 4:32:43 9/23/2008

#Tasks Response User CPU

16617
16617
16617
49851

Avg Avg
Time Time
.0058 .0002
.0477 .0095
.0010 .0004
.0182 .0034

CICS Performance Analyze

Performance Summary

Data from 04:26:42 9/23/2008 to 04:

Figure 10-18 DataPower with X.509 certificate, 100 clients, 150% delay
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Figure 10-19 shows CICS CPU consumption per request for the DataPower
X.509 certificate tests with different numbers of simulated clients.

DataPower with X.509 certificate: average CPU time
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Figure 10-19 DataPower with x.509 certificate: average CPU time

Figure 10-19 shows a similar pattern to the CICS XML digital signature scenario.
ORDR runs the CICS Security Handler just as it did in the previous scenario,
however, because the processing of the digital signature is now performed by
DataPower and not CICS, the CPU time is almost halved.
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Figure 10-20 shows CICS transaction response times for the DataPower X.509
certificate tests with different numbers of simulated clients.

DataPower with X.509 certificate: average response time
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Figure 10-20 DataPower: XML digital signature with X.509 certificate: average response time

Figure 9-20 shows the response time as the number of concurrent clients
increases. Again, ORDR is the transaction of significance, as the concurrent
clients increase, so does the response time of the transaction. There is a slight
anomaly for 75 clients, this can probably be explained as an increase in network
traffic between the Poughkeepsie and Raleigh networks at the time of that test.
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10.4.3 DataPower with UsernameToken

Here we present the results of the performance tests of the DataPower with
UsernameToken scenario.

DataPower with UsernameToken: 10 clients
DataPower with UsernameToken and 10 clients is shown in Figure 10-21.

V2RIMO CICS Performance Analyze
Performance Summary

SUMMO001 Printed at 5:17:49 9/23/2008 Data from 05:10:00 9/23/2008 to 05:

Avg Avg
Tran #Tasks Response User CPU

Time Time
CWXN 1900 .0004 .0002
ORDR 1900 .0023 .0010
ORDS 1900 .0007 .0005
Total 5700 .0012 .0006

Figure 10-21 DataPower with UsernameToken, 10 clients, 150% delay

DataPower with UsernameToken: 50 clients
DataPower with UsernameToken and 50 clients is shown in Figure 10-22.

V2R1MO CICS Performance Analyze
Performance Summary

SUMMO001 Printed at 5:29:01 9/23/2008 Data from 05:22:11 9/23/2008 to 05:

Avg Avg
Tran #Tasks Response User CPU

Time Time
CWXN 9315 .0005 .0001
ORDR 9315 .0022 .0009
ORDS 9315 .0007 .0004
Total 27945 .0011 .0004

Figure 10-22 DataPower with UsernameToken, 50 clients, 150% delay
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DataPower with UsernameToken: 75 clients
DataPower with UsernameToken and 75 clients is shown in Figure 10-23.

V2R1MO

SUMMO001 Printed at 5:37:49 9/23/2008

Tran

CWXN
ORDR
ORDS
Total

#Tasks Response User CPU

13181
13181
13181
39543

Avg Avg
Time Time
.0005 .0001
.0021 .0008
.0006 .0004
.0011 .0004

CICS Performance Analyze
Performance Summary

Data from 05:30:24 9/23/2008 to 05:

Figure 10-23 DataPower with UsernameToken, 75 clients, 150% delay

DataPower UsernameToken: 100 clients

DataPower with UsernameToken and 100 clients is shown in Figure 10-24.

V2R1MO

SUMM0O001 Printed at 5:46:10 9/23/2008

Tran

CWXN
ORDR
ORDS
Total

#Tasks Response User CPU

16435
16435
16435
49305

Avg Avg
Time Time
.0007 .0001
.0019 .0008
.0006 .0003
.0010 .0004

CICS Performance Analyze
Performance Summary

Data from 05:39:19 9/23/2008 to 05:

Figure 10-24 DataPower with UsernameToken, 100 clients, 150% delay
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Figure 10-25 shows CICS CPU consumption per request for the DataPower
UsernameToken tests with different numbers of simulated clients.

Average CPU time (ms)

DataPower with UsernameToken: average CPU time
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Figure 10-25 DataPower with UsernameToken: average CPU time

270

Figure 10-25 shows a dramatic reduction in CPU time for the transaction ORDR
compared with the previous two scenarios. The scale of the graph has been
changed to accommodate this reduction of CPU time in ORDR, and as a
consequence CWXN and ORDS appear more significant (their values are
actually consistent with the previous two scenarios).

The reduction in CPU time is expected because the Security Handler is no longer
loaded. It has been replaced by an internal parsing and checking routine, made

possible by the extra level of mapping in DataPower from an X.509 certificate to

a UsernameToken.
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Figure 10-26 shows CICS transaction response times for the DataPower
UsernameToken tests with different numbers of simulated clients.

DataPower with UsernameToken: average response times
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Figure 10-26 DataPower with UsernameToken: average response time

Figure 10-26 shows the average response time for transactions CWXN, ORDS
and ORDR as the number of concurrent clients increases. ORDR exhibits
significantly improved (quicker) response times compared to the previous two
scenarios, a direct benefit of not loading the CICS Security Handler.
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10.4.4 Comparison of CPU time

From the figures presented in the previous sections, we can see that the results
for transactions CWXN and ORDS are consistent and identical across our
scenarios. We expect this because the transactions do not differ in the task they
perform.

However, ORDR shows quite a dramatic difference between scenarios. ORDR is
a clone of CPIH (the CICS pipeline handler). It is in this transaction we expect to
see differences, specifically between scenario 1 where all the XML digital
signature processing is done by CICS, scenario 2, where only the parsing of the
SOAP and identity checking is done under the Security Handler, and finally to
scenario 3, where a lightweight internal routine does the parsing and identity
checking.

The graph in Figure 10-27 shows the CPU time used for each of the scenarios as
the number of clients is varied.
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Figure 10-27 Comparison of security scenarios: average CPU time
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Immediately we notice that the CICS XML digital signature processing is CPU
intensive. Then, by offloading the signature verification to DataPower and
forwarding the X.509 certificate to CICS the average CPU time for transaction
ORDR is almost halved.

Even more interesting is the scenario with the CPU costs for DataPower with
UsernameToken. These results show another significant reduction in CPU time;
around a factor of 10 better than the DataPower with X.509 scenario, and around
a factor of 20 better than CICS XML digital signature scenario.

The reason for such a dramatic improvement is that by providing CICS with a
UsernameToken rather than an X.509 token, CICS can optimize the security
handler. The security handler is known to have significant overhead loading the
DLLs necessarily to provide the cryptographic function. In CICS TS V3.2,
additional logic was introduced to support basic authentication type scenarios
that did not require encryption or signature work. For more information on
configuring CICS to use blind trust, see:

http://publib.boulder.ibm.com/infocenter/cicsts/v3r2/index.jsp?topic=/c
om.ibm.cics.ts.webservices.doc/reference/pipeline/dfhws_authentication.
htmimode

We are taking advantage of the optimized code in CICS TS V3.2.
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10.4.5 Comparison of response time

Looking now at the response times for the same scenarios and for transaction
ORDR, we can see a similar pattern of improvement. With lower numbers of
clients, CICS XML digital signature processing responds slower than the two
DataPower scenarios, and of the DataPower scenarios, the UsernameToken
scenario performs the quickest.

However, there is then a trend for the DataPower X.509 certificate response
times and CICS XML digital signature response times to increase at the same
rate, yet the DataPower with UsernameToken response times remain constant.
This suggests that the Security Handler is a large contributor to the overall
response time.

ORDR response times in the CICS XML digital signature scenario start to be
significantly impacted beyond about 75 concurrent clients. By contrast, both
DataPower scenarios remain at consistent levels. See Figure 10-28.
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Figure 10-28 Comparison of security scenarios: average response time
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10.5 Conclusions

Security is often at odds with performance, that is, the most secure technologies
(for example, XML digital signature processing) are often expensive to
implement. Inevitably, the need to implement a solution that meets the security
requirements must be balanced against the need to meet the solution’s
performance objectives.

If you plan to use XML digital signature processing, our security scenario
performance tests provide useful performance planning information, and we also
suggest techniques that may help you to meet the security requirements but also
minimize the impact on performance.

After you have a clear understanding of the security requirements and security
implementation options, consider the following CICS performance related
questions:

» Will you use transport based security or SOAP message security?

SSL/TLS is a mature technology that has been optimized over a long period
of time, and there are ways of optimizing performance such as persistent
TCP/IP connections and SSL session ID reuse. These optimizations mean
that expensive security functions, such as SSL handshaking, can be avoided
for service requests following the initial handshake.

WS-Security support, in comparison, is completely stateless, and expensive
security functions, such as XML digital signature validation, are repeated for
each service request.

In practice, the most optimum solution is often to use a combination transport
based and SOAP message based security, for example, transport based
security for confidentiality and data integrity and SOAP message based
security for transport of security tokens.

» Where is authentication done and how many times?

The cost of authentication in CICS is dependent on the security token used in
the authentication. Simple security tokens like UsernameTokens are less
expensive than binary security tokens such as X.509 certificates.

If authentication is done by an intermediary server, where possible, the
intermediary server should flow an asserted identity to CICS. This avoids the
overhead of authenticating multiple times.

» Are you using hardware cryptographic devices in an optimal way?

Cryptographic hardware and ICSF (Integrated Cryptographic Hardware
Facility) is a prerequisite for CICS XML digital signature and XML encryption
processing. It is also required in order to maximize performance when CICS
is configured to use SSL/TLS.
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» Is there a need for an SOA appliance?

An SOA appliance such as WebSphere DataPower can be used in
conjunction with CICS Web services to help secure the services and to
offload expensive operations by processing the complex part of XML
messages (such as an XML signature) at wirespeed.

WebSphere DataPower is also an ideal solution for other expensive tasks
such as auditing and XML validation.
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11

Using IBM Tivoli Monitoring
Tools

In this chapter, we focus on using the IBM Tivoli Monitoring tools to help identify
problems that can affect the performance of Web Services. We specifically use
ITCAM for SOA and OMEGAMON XE for CICS on z/OS to show how these tools
can be of benefit to identify the cause when the performance of a Web service in
CICS becomes unacceptable.
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11.1 Configuration

In this chapter we are using the application described in the MTOM scenario.
This includes the inquireltem Web service extended to be a service requestor
and invoking the imageServer Web service, We show how the monitoring can be
used to identify the cause of slow response time.

In order to get the best out of any monitoring tools, it is important that they be
configured to meet the goals of your environment. While the OMEGAMON and
ITCAM products deliver product provided situations, it is unlikely that they would

completely meet your needs.

11.1.1 Creating a situation

First you have to create a situation that generates an alert when the required
performance is not being achieved. Use the following steps to create a new

situation:

1. First select Situations from the Performance Summary navigator item for a
CICS region. It does not matter which CICS region is selected (Figure 11-1).

D 4:witschB-46P0C301
4S5 Perfarmance Summa
-[EH Message Summary Workspace »
=3 Faniltz Sorarnanm

2@ Services Management Agent En ~ |F- ﬂ
b

Take Action... »

Link To... 4

06 Launch...
wentory .
-+ Sjtuations...
[ Splitvertically
| Service Port Name ! . .
Ype {Unicode) | E Split hotizontally
i | imageClient Cice_wi ) Print Preview.
!nqu!reltem CICS Wy g] it
inguireltem CICS W
queryltem closw 2 Find..
gueryltern CICS W

[H Properties...
Figure 11-1 Situation Selection

2. Click the Create Situation icon (Figure 11-2).

i B o
Create new Situation...

Figure 11-2 Create Situation icon
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3. This action presents a pop-up where you can name the situation

(Figure 11-3). After entering the situation name and description, click OK.

Create Situation g|
Name inquireltern_Response_Critical
Dezcription inquireltem Response unaceptabld
Monitored Application: | §eryices Management Agent Enviranment v
Type: Standard Situation v

Situation name:
1] Must be 31 characters or less,

2] Must start with an alphabetic character [a-z, A-2),
3] May contain any alphabetic, numeric [0-9] or underscore [_] character,
4] Must end with an alphabetic: or numeric character.

[

ok ][ Cancel ][ Help

Figure 11-3 Situation name pop-up

4. Select the attributes. We selected the following attributes for this situation

(Figure 11-4):

— Average Elapsed Message Round Trip Time is the mean time in
milliseconds between the request and response. Because we are looking
from the perspective of a service provider, then it is from the request being
received and the response being sent.

— Interval Status is simply an indication of whether a complete sample was
taken. If a sample is not complete, then the values might not represent a
true sample and should probably be ignored.

— Service Port Name (Unicode) is the Web Service name as known to CICS.
In this case we are looking at a particular Web service rather than all. It is
also likely that different Web Services would have different performance

objectives. It would therefore make sense to create situations for each

Web Service that is to be managed.
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5. Here we have set the values for the attributes that we would like to be
checked for the situation.

f Fomula | Distribution ¥ Ewpert Advice | 57 Action | &) Unil

Description

inquireltem Responze unaceptable

Farmula
A &
Average Elapsed Service Part Name
Message Round Trip Time et SEils (Unicode)
(1 J}= 1000 == Complete == ‘inquireltem’ ~
2
=]
v
-
Click inside a cell of the formula editor to see a description of the attribute for that column
and to compose the expression.
Add a condition by clicking Add conditions and selecting the situations to embed or B
Situation Formula Capacity 1a% [ Add conditions. .. ] | Advanced... ]
Sampling interval B Biisitz
=~ [[]Enable critical way R Critical hd
O 0 5 0 4“

ddd  kh mm s . [7] Run at startup

Figure 11-4  Situation rules

6. We have set the sampling interval to 5 minutes and the situation state to
Critical (Figure 11-5):

— It makes little sense to have the value set to anything else, because that is
the value of the interval length. Checking the situation more often would
not result in any more data. Less often might miss some samples. Another
point about situation sampling intervals is that if multiple situations are
active against the same attribute group with the same sampling interval,
then the ITM framework is able to combine the situations such that the
data is only obtained once. This can definitely reduce the overhead of
many situations.

— The situation state has been set to Critical because we would like a red
alert when this is true. Check the Run at startup box to insure that the
situation starts automatically if the agent is recycled.
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& Fomula Distributian | TP Ewpert Advice | 77 Action Lintil

Assigned Available Managed Systems
B D14 47c 42838 mtscBE-46P0 0301 B D4:di1 o8 1B 7 wtscBE-45P0C3C2
B5) [14:38ab1 930 wtscBE-45P0 0303

=Y Available Managed System Lists
FH "SERVICES_MAMAGEMENT_AGEMT_ENVIR

Edit k4 anaged System Listz

Figure 11-5 Situation assignment

— One important step is assignment. In this case we are looking at a specific
Web Service in a specific CICS region. There is no need to distribute the
situation to more managed systems. If this is not the case, then the
situation should be distributed to all the places where it could be true.

— Ifitis possible that it can be true in any place where ITCAM SOA is
installed, use the system generated Managed System List (MSL)
*SERVICES_MANAGEMENT_AGENT_ENVIR. The system will
automatically maintain this as a list of all the managed systems.

7. Click OK to save the situation. Then right-click the situation name in the left
pane and select start the situation.
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11.1.2 Adding a dynamic workspace link

282

One of the powerful features of ITM is the ability to create links from one product
workspace to another. These links can provide a useful tool in allowing you to
navigate quickly from one view of a piece of work to another view of the same
item but from a different perspective.

In some cases these workspace links are provided by the products themselves.
If a link is not provided that makes sense for your environment, it is a relatively
simple task to add it yourself.

In the following pages we demonstrate how to create a link from ITCAM for SOA
to OMEGAMON XE for CICS.

In this case we start with the Operation Flow for an Application Server workspace
in the Interaction detail display:

1. Highlight a Web service, then right-click and select Link To.. — Link
Wizard.. (Figure 11-6).

! ":H = @ m |L @ o E Show Details.... ] E

Celete.... e

eration Flow - D4 wiscbE-A6F0OCICH Take Action... , ‘

P I |

B

Link Wizard...
== Operational Flow for Operation [ Launch..
&= Performance Summary Zoom to Selected
&= Requester Identities for Operation [[ Splitvertically
&= Address Space Overview B4 Split horizontally
= * Remove I
brach =tail - guenltem

@ Print Prewiew. ..

= cl B H & Print..
Properties...

07 % 0/
- s

m querykem

EwtscEE

Figure 11-6 Link Wizard selection
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2. Next check the Dynamic workspace link. This allows the TEP to dynamically

select the target of the link based upon the context from where the link is
selected (Figure 11-7).

2 Workspace Link Wizard -

‘wihen executed, this link will locate and select a target workspace. The type of this link will determine how the target workspace is located when the link.
is executed.

Select one of the following link types.

(O]

‘wihen the link iz executed, values in the link source context will be used to determine the location of a target workzpace. If more than one eligible

target workspace is located., the uzer will be prompted to select an appropriate navigator path leading to the corect target.
() Absolute

‘wihen this link is executed, a specified workspace will be selected at a specified location in the navigator view.
() Relative

‘wihen the link iz executed, an attempt will be made to select a workspace that matches the same relative location of a specified target
workspace. If more than one eligible target workspace is located, the uzer will be prompted to select an appropriate navigator path leading to the
comect target.

< Back H Mewt > H LCancel

Figure 11-7 Link type selection
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3. In the next panel (Figure 11-8):
a. Ensure that the Navigator View is set to Physical.

b. In the Navigator pane, then locate a CICS region and expand the
available tree items. Select the Web Services Analysis. This will bring
into the Workspaces view the available workspaces from this tree item.

c. Select the Web Services: Detail report.

2 Workspace Link Wizard - Target Workspace

Select a target workspace for this link.

Mavigator View: | Physical v
Mavigator: ‘Work space:
------ B} Teminal Storage Yiolations A | [Web Services Analyzis
------ B} Tranzaction Analysis _
------ B} Tranzaction Storage Yiolations :
------ B} Transient Data Queues wieb Services: URIMAP Detail
------ [E}; Transient Data Surnmary Wwieb Services: Pipeline Analysiz
------ B} Tranzaction Manager Statistics [iocument Template: Exit Details
------ B U0 Analysis Document Template: Program D etails
------ B UDW Enqueus Analysiz Document Template: Transient Data Details
------ B URIMAR Analysis Docurment Template: File Details
------ B}y YSAM Analysis Document Template: Temporary Storage Queue Details
------ B} ¥5AM BLS Lock Analysiz Wwieb Services: Tranzactions
= Workrequest Analyzis
SCEE.ABPOCICE B
b7 |

[] This link daes not target a specific workspace

[] Always open target workspace in new windaw

[ < Back H Meut » H Cancel Finizh

Figure 11-8 Workspace Selection panel

Considerations for CICS Web Services Performance



4. In the next sequence of panels (Figure 11-9):

a. In the Workspace Link Wizard - Target filters pop-up, highlight the
Managed System name Filter and click the Modify Expression button.

b. In the Expression® Editor pop-up, type “*.+ then click the Symbol button.

In the symbols pop-up, select the Application Server value and click OK.
Click OK in the Expression Editor.

] iWorkspa.ce Link Wizard - Target Filters n

In order to dynamically determine a target path at link-time, sufficient target filters must be confiqured. T arget filkers are configured by azzigning them
zource context expressions. Assigned expressions (Will be assigned to the target filker.

Filter

Managed System name E-{@ Values 2‘
Hostrame @ Link
P address Bn{g\n Selection - queryltem
SMFID 2 Expression E -l urbutes ’ | ‘ >
Crr R R R S ¥ Application Server Envir —————
D ¥ Cell Mame
| [ [ I N H S ¥ Cluster Mame
------ ¥ Computer Spstem _|
------ ¥ Computer Spstemn Addre
------ ¥ Diata Collectar Informatic
------ ¥ Data Collector Subnode
------ ¥ Mediation Type
------ st
------ ¥ Mode Mame
------ ¥ Object Type El
------ ¥ Operation
------ ¥ Operation Mamespace
------ ¥ Port Type
e e e = E Remove Expression
fy Expression...
()8 Cancel
Allows thiz link. to target any version of the targ -

[ < Back H Meut » H Cancel ] Finizh Help

Figure 11-9 Managed system expression editor

5. The expression should look as follows (Figure 11-10).

6. Click the Next button to display the Workspace Link Wizard - Parameters
pop-up. Here the LinklsEnabled parameter determines if the link appears for
an object or not. For this link we only want it to display if the Web Service is
being hosted in a CICS region. This is accomplished by checking if the
Application Server Environment is equal to ‘5.
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7. To set the LinklsEnabled item, highlight the parameter and click the Modify
Expression button. Click the Symbol button and select the Application
Server Environment item. After being returned to the expression editor,
append == ‘5’ to the expression.

8. The expression can be checked by clicking the Evaluate button. This should
provide the results shown in Figure 11-11.

iExpression Editor - linklsEnabled

$kfv. TopoObject: PEASED kdd: SERVER_ENYE ==

Value

X

true

Symbg j Evaluate
FeLSTF Tancel Help

Figure 11-11 Evaluate expression results

9. Next, modify the expressions for CICSNAME and NAME with the symbols for
Application Server and Port Name. The finished view should look as follows
(Figure 11-12).

| Workspace Link Wizard - Parameters

Aszsign expreszions to any of the following target work space parameters to provide link-time values for them.

Parameter Exprezzion
= (@] Properties
= (@] Symbols
¥ contestlsdwailable $kfw. TopoObject:-10214% == $kfw.LinkSymbolsGroup: PEASED. SOURC...
¥ linklzEnabled $khw. TopoDbject: PBASED kd4:SERVER_ENVE =="0"
¥ openT argetlnMewiwindow falze

= [ Target'Workspace
7] Queny - Web Services Analysis
‘& Symbols
= FEH Table - 'Web Services: Summary
v Footer
v Header
= [F] Query -'Web Service Details
= (@] Symbols
¥ CICSMAME $kfw. TopoObject: PEASED kdd:SERVERS$
1 MAME $kfw. TopoObject: PEASED kdd: SERVICE_PORT$
= EH Table - Web Service Details
¥ Footer
¥ Header

Add Spmbal... Fiemove Symbol Modity Exprezzion... Fiemove Expression

[ < Back ] [ Mewt > ] [ LCancel Finish
Figure 11-12 Workspace Link Wizard - Parameters pop-up
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10.Click the Next button and then the Finish button.

The system is now configured with a Dynamic link between an Web Service in
ITCAM for SOA that is hosted in CICS and the CICS display of the Web

Service.

11.To test the Link, right-click a Web Service that is hosted in CICS. This does
not need to be the same one that was used to create the link. Select the
Link to — CICS Web Services Details link as shown in Figure 11-13.

S Ll el = (| Show Details....
Delete.... o
4awtsch6-AGPOCICT 1 0
i (]
1 | e Take Action...
== Operational Flow for Operation 06 Launch..
&= Performance Summary Zoom to Selected
@ Requester [dentities for Operation [l Splitvertically
& Address Space Overview = Split horizontally >
== CICE Weh Service Details * Remove _
Frint Preview...
ﬂ ﬂ, @ Mame - @
2 Print.. |
(5] Properties...
o/ é“‘c:] L:"’_':
fquerykem image Server
{utscif {@wtscin

Figure 11-13 New CICS Web Services Details Link
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Selecting this link then takes you to OMEGAMON XE for CICS view of the CICS
Web Service (Figure 11-14).

= = =
Tivoli Enterprise Portal  welcame SvSambiy L ot .I | | |&%

File Edit “iew Help

B EBR€IEETE 0028 dd BQUALCEEERN @7 EBAB =

'{g'ENauigator = EH web Services: Summary S T O HO %
Wiew: | Physical v | 88 System | CICS Region | Weh Service Fipeline | Program | LRIk,
ervi |D frition Dala for Svend | ‘ 18] MName MName S || Use Caui MName MName RE]
emvice Uennition Uata ror oysplex -~ n "

— (22 ) SCEE | ABPOC3C2  |imageServ..  Inservice 0 FIMTOMP | IMGSRY | $0423
Shared DASD Groups Data For Speplex (=] g §
#CF Groups Data for Sysplex
#CF Pathz Data for Syzplex
#CF Systems Data for Sysplex I
4
5CE6.ABPOCACT 1 { 7]
=) SCEE.ABPOCICZ
3 WS Operating Spstem v

| fg’E Physical | ‘l | »

E3 web Service Details S T O HO %

CICS Renion | Weh Service | System Fipeline | Program | LRIMAP Container . Frogram Walidatig

Mame Mame D ‘ Use Count) piame MName MNarne ‘ Marme LB IRCTEd Interface | M| ingicaty

ABPOC3ICZ | imageSery.. | SCHE 0| PIMTOMP | IMGSRY | §042380 | IMGSRY-DATA 089/04108 16:42:38 | Channel | Inservice | Mo

1| | 3

|| (® Hub Time: Thu, 0812512008 09:55] @ Server Available || Web Services: Detail - 5az200v4.its0.ibm.com - SYSADMIN “ADMIN MODE* |

Figure 11-14 CICS Web Services details
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11.2 CPU constraint scenario

In this example we look at a situation where the CICS region processing Web
Service requests is simply using too much CPU. While many CICS applications
can run a significant amount of work on open TCBs, there is still a portion of the
workload that must run on the QR TCB. Many LPARs have many CPUs available
to process the workload but the QR TCB is only able to go as fast as one CPU

will allow regardless of the capacity of the LPAR.

In this scenario, the first indication that there is a problem would typically be an

alert generated at the TEP (Figure 11-15).

ﬁ Havigator m
1€y % Yiews | Physical v | (4
------- [Eb; =CF Groups Data for Sysplex A_E
------- [Eb; ¥CF Pathz D ata for Sysplex
------- [Eb; =CF Spstems Data for Sysplex
_& SCRE

=5 CIcs

+ MWS Operating Systern

=R S ervices Management Agent

Dd::wtzcER-ABPOCEC2
z5] DdowtscEE-AEPOC3C3 w

: E@E Physical |

Figure 11-15 TEP Situation Alert

We follow these steps to investigate the problem:

1. Right-click the alert icon to determine the situation (Figure 11-16).

@ CRITICAL

|@ ingquireltem Response Critical D4:47cd4283e:wbscff-ARPOC3Cl  09/29/08 10:40:49

Figure 11-16 TEP situation message
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The situation name is the one we created earlier. This tells us that the
inquireltem Web Service is not meeting its expected performance criteria.

2. If we did not know about the inquireltem Web service, the next step would be
to look at the operation flow for this request. The operation flow is selected via
a Link to item on the Performance Summary workspace (Figure 11-17).

{};} Interaction Detail - inguireltem
— Bal= e -
=
Fyiey
>
irmage Server
o] 208811213 s {@wtscBB
o _"‘—-—-—-_.__._‘_‘_‘__‘_‘_ M
inguire ttem inguire kem ——
@wtschd = ——-_,(3/.
irmage Server
W
£ >

Figure 11-17 Operation flow for inquireltem

3. When we look at the operation flow, it becomes clear that about fifty percent
of the response time is occurring in the invoked imageServer Web service
rather than it being an issue directly with the CICS region running inquireltem

(Figure 11-18).

Meszzage Count

) £50
inquireltem imageServer
@wtschb @witschh
Chart | Table
Response Time [seconds) Fault Count
H i {

P

0.0z0 1.350 2680 0 1

Message Size

)

|

1821 1881 194 2001

464 433 532 566

Provider Enter I:‘ Provider Leave I:‘ Fequester Rezponse

Figure 11-18 Metrics for interaction
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4. Clicking the line between the inquireltem and the imageServer Web Services
shows the metrics for the interactions. Looking at this interaction, we see that
the response time from the requestor perspective is over a second:

The response time values show the times from both the provider and the
requestor. It would be normal for there to be some difference between the
two. This would be for network delays and also for the time taken for CICS
to process the Web Service request and running the pipeline code to
process the request.

For this interaction, we see that the response time from the requestor
perspective is over a second. It is clear that this is the real cause of the
delay. Just over half the time is spent in the Web Service provider and the
rest lost in communication delay. Given that the two CICS regions are
located on the same LPAR it would be unusual for a large network
component. However, this would easily be explained in a situation where
CICS was having difficulty dispatching work.

By right-clicking the imageServer icon and selecting Link to — CICS Web
Services Details, we are taken to the Web Service information from
OMEGAMON XE for CICS. From here, we can select Web Service
Transactions to see details of recent transactions that ran for this Web
Service (Figure 11-19).

File Edit View Help
B OB EE 002 ¢ d BQuWiEREL S EHEERS @ 7 ERB & B &
ficg'ENauigator 2 0B %W&hﬁeruices:ﬁansacﬁons S 2 @M HO %
&) @ Wi | Physical 75} E{!, 4
R Transaction Analysis -~ Wieh Service|Web Service | Response CPU EndTi Transacti
B} Tranzaction Starage Violatio Mame Operation Tirme Tima nd Time D
EX Trans?entDataGueues imageSerd.. | imageSery.. | 00:00:01.129 | 00:00:00.05 | 09/29/08 10:51:06 | CPIH -
= Translent_Dat65ummar}' _ imageSery... | imageSery.. | 00:00:01.177 | 00:00:00.05 | 09/28/08 10:51:06 | CPIH
= TransactlonManagerSEBtlSt imageSerd.. |imageServ.. | 00:00:01.125 00:00:00.05 | 092908 10:51:06 |CPIH
By U Analysis ) (2] imageSery... imageSery.. | 00:00:01.046| 00:00:00.06 08/29/08 10:51:06 | CPIH
(BN UUWEanEUEénd}'S'S |2 | imageSery.. imageServ.. | 00:00:00.995 | 00:00:00.05 | 09290810:41:05 | CPIH
UH|MAPAH6!}'SIS (& | imageSery... imageServ.. | 00:00:01.072 00:00:00.05 09/29/0810:51:05 |CPIH
B WSAM Analysiz ) & | imageSerd.. |imageServ.. | 00:00:01.011 | 00:00:00.05 | 092908 10:51:05 | CPIH
1B WEAM BLS Lock Analysis imageSer.. | imageServ.. | 00:00:01.011  00:00:00.05  0929/0810:51:05 |CPIH
B : imageSery... | imageSery.. | 00:00:02.039 | 00:00:00.05 | 09/258/08 10:581:04 | CPIH
~[Eh Waorkrequest Analyziz b & | imageSer... | imageServ... 00:00:02.03 | 00:00:00.07 | 09/29/08 10:51:04 | CPIH
< > |22 | imageServ... | imageSery... | 00:00:02.952 | 00:00:00.06 | 092908 10:51:04 | CPIH
. ,— — =@ | imageServ... imageSery.. | 00:00:02.851 | 00:00:00.05 09/29/0810:51:04 | CPIH hd
ricg'g Physical 4 | »
EH web Service Details « T M B O %
CICS Region | Weh Service | System Fipeline | Program | LRIMAP Container . Frogram Walidatic
Mame Mame | D ‘USE count| pame Mame Mame ‘ Mame LESIRCTTEd Interface | M| ingicato
ABPOC3IC2 | imageSery.. | SCHE 19295 | PIMTOMP | IMGSRY | §042380 | IMGSRYV-DATA 09/04/08 16:42:38 | Channel | Inservice | Mo
| | i

Figure 11-19 CICS Web Services Transactions Detail
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The Web Service transactions display shows information about recent
transactions for a service. In this case we do not learn much. We see that
recent transactions are still taking a long time.

6. As there appears to be no obvious cause of the delay, we need to find some
other way to determine that. OMEGAMON provides Bottleneck Analysis,
which is an analysis of the causes of delays for the active tasks
(Figure 11-20).

E Bottleneck Analysis S 20 HBO %
& 8
Resource a Resource Resource Summary Shart Detailed Short Summary Long Detailed Long Wiait Is=uing Disp
Type Mame Subtype Term Percentage | Term Percentage | Term Percentage | Term Percentage Type | Module &
|CWAIT {none) 0 0 Kl 0| Interval DFHICP SLUISH
ICWWAIT {nane) {nane) 1] 1] 0 27 | Interval DFHICF SLISH
OFEM_TCE | {varies) {none) 43 43 8 3 USERFROG | RUN
RUMMIMNG RUMMIMG {none) 18 18 a i | CPLU USERFPROG RUMN
LI KM O {none) 38 0 il 0| Unknown | MULTIPLE UL
UMEMOWN | QR_TCE DISPATCH 0 27 0 45 Unknown | MULTIFLE MULT
UMEMOWN | SEND SOCKET 0 11 0 1| Unknown | MULTIPLE ML
<| | o

Figure 11-20 Bottleneck Analysis shows QR_TCB as issue

The display shows a number of significant wait reasons, the highest being
OPEN_TCB. However, this reason means the tasks are actively using the
CPU on an open TCB. This would not typically be considered a cause of
delay. The same is true for ICWAIT and this is where the application has
requested a wait.

The next big item is QR_TCB with a resource type of DISPATCH. This is a
problem in that it indicates that tasks are ready to be dispatched on the QR
TCB but are unable to, either because other tasks are running, or the CICS
region is not given enough cycles.

7. The Region Overview workspace can give us an indication of which it is
(Figure 11-21).

ECICSRegionOueruiew s 2 0 H O %

Storage Vialations
in Last Hour

Wiarking | Largest Contiguous
Set Size Available LSQA

@ cry

Utilization

@ @

Maximum Tasks Tranzaction| WO | Page
Percent Rate Rate | Rate
1212145 0.0

[7] [*]
Figure 11-21 Region Overview shows CPU very high
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From the Region overview report, it is pretty clear that the CICS region is
getting plenty of CPU. The value represents the region CPU usage as a
function of time. Because there are several TCBs and several processors, it is
possible for this to exceed 100 percent. However, when it is this high, it would
be extraordinary for this to be an issue with the CICS region not being given
enough cycles. It is much more likely that the region is just trying to use more
CPU than available.

8. We then look at the active transactions via the Transactions Analysis display
(Figure 11-22).
S Transaction Analysis + 0 H 0O %
& 64
5 | Transaction User Terminal | Task Resource ‘ Resource ‘ Task | Elapzed ‘ CPU Frogram | Exce
MT D [n] [n] Mumber Type Mame State Time Time [n] T_h
O3EC CICSUSER | nfa 17023 | USERWAIT SR2WORK Suspend 01:36:33.1 00:00:00 | KOCSR2ZZ Mo ﬂ
STRS CICSUSER | EO014 80300 | ICWAIT E014 Suspend 00:03:52.75 | 00:00:00.16 STRESSPG Mo
STRS CICSUSER | nfa 5604 | ICWAIT Suspend 00:00:03.27 00:00:00  STRESSPG Mo
STRS CICSUSER | nfa 98609 | ICWAIT Suspend 00:00:02.46 00:00:00 | STRESSPG Mo
STRS CICSUSER | nfa 85610 | ICWAIT Suspend 00:00:02.46 00:00:00 | STRESSPG Mo
STRS CICSUSER | nfa 85611 ICWAIT Suspend 00:00:02.46 00:00:00 | STRESSPG Mo
STRS CICSUSER | nfa 95612 | ICWAIT Suspend 00:00:02.46 00:00:00 STRESSPG Mo
STRS CICSUSER | nfa 98613 | ICWAIT Suspend 00:00:02.46 00:00:00  3TRESSPG Mo
STRS CICSUSER | nfa 5614 | ICWAIT Suspend 00:00:02.46 00:00:00 3TRESSPG Mo
(== STRS nia 5615 | ICYWAIT Suspend 00:00:02.46 00:00:00 | STRESSPG Mo
(= IELE na 85616 | RU} 0000:02.45 STRESSRG _[No |
| nia 85663 | DISPATCH QR_TCE Dispathl 00:00:00.63 | 00:00:00.05 | DFHPIDSH Mo+
gl _ 1 i

Figure 11-22 Active transactions shows running tasks

In this display we see we currently have a task (STRS) using the CPU. There is
also a Web Services transaction (CPIH) delayed because the QR TCB is not
available.

Going to Task History or Online Data Viewing, we see more transactions
(Figure 11-23).

5 64

E Historical Transaction Overview

End Time
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(22 19i29/08 10:59:26
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S 20 HO %
Transaction | Task TerminallTransaction User ‘ Frogram ‘ ¥ CPU ‘ Response ‘ Starage ‘
o [n] &mber [n] Type [n] [n] Time Time Hihd Rei
STRS 87502 | nia SYS CICSUSER | STRESSPG 00:00:00.68 | 00:00:08.965 2176 i‘
STRS 87501 |nia SYS CICSUSER | STRESSPG 00:00:00.68 | 00:00:09.659 2176
STRS 87768 |nia SYS CICSUSER | STRESSPG 00:00:00.68 | 00:00:01.974 2176
STRS 87766 | nia SYS CICSUSER | STRESSPG 00:00:00.67 | 00:00:04.056 2176
STRS 87767 |nla SYS CICSUSER | STRESSPG 00:00:00.67 | 00:00:03.373 2176
STRS 87765 | nla SYS CICSUSER | STRESSPG 00:00:00.67 | 00:00:04.773 2176
STRS 87764 |nia SYS CICSUSER | STRESSPG 00:00:00.67 | 00:00:05.751 2176
STRS 87500 |nia SYS CICSUSER | STRESSPG 00:00:00.67 | 00:00:10.342 2176
STRS 87499 |nia SYS CICSUSER | STRESSPG 00:00:00.67 | 00:00:11.059 2176
CPIH 87738 |nia TRM CICSUSER | DFHFIDSH 00:00:00.07 | 00:00:02.781 | 15763984
rPIH A77IR  Infa TR rINEHISFR | NFHPINSH annnannE L Annnne 7Rd T 1A7R2084 ﬂj

Figure 11-23 Transaction History shows High CPU tasks
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Here we can see a lot of STRS transactions and they all are approximately 0.6
CPU seconds. It appears that they are running about one a second. This would
therefore equate to around 60 percent of the CPU. This extra workload appears
to be seriously affecting the capability of providing the Web Services throughput
that we were aiming for. This CICS region is trying to use more CPU with the QR
TCB than the machine can offer. The simplest solution would be to ensure that
some of the workload runs in another CICS region. This way the work that must
run on the QR can be run in parallel on another CPU in the LPAR.

What we have seen in this scenario is how using ITCAM for SOA we were able to
be alerted of a failure to meet performance objectives for the Web Service we
make available to our customers. We were also able to see that the Web Service
also invokes an internal Web Service and that was the real cause of the delay.
With that information we could look at the CICS region in OMEGAMON and see
where the bottleneck was and the most likely cause of the delay.

11.3 File constraint scenario
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In this scenario we look at another type of delay in CICS and how the features
provided by OMEGAMON and ITCAM can aid problem resolution:

1. Again we start with an alert from the ITCAM for SOA situation that we created
earlier. Navigating to the Operation Flow we can see that the delay this time is
in the inquireltem Web Service and not the invoked imageServer
(Figure 11-24).
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Total: 4 Selected: 0 Timeframe: 09292008 01:2( Last refreshed: 0972972008

Status Current as of 09/29/2008 01:27 PM

Figure 11-24 Delay in inquireltem not invoked service
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The interaction detail clearly shows we have a very long response time to
inquireltem but that imageServer is performing as expected.

The metrics pop-up for inquireltem confirms the long response time. It does
not show a requestor response time because this is a Web Service that is
being provided to the customers. The requestor in this case is outside the
scope of the monitoring. While such a set up means we are unable to provide
a complete picture of how this is being used, it does show that ITCAM for
SOA can still be useful in such situations (Figure 11-25).

@

inquireltem

Chart | Table

inquireltem
@wtschb

Response Time [seconds)

Fault Count

No Provider Leave Response Time (seconds): 19.3

0.000 50.800

Message Count

0 1

Meszzage Size

S

Mot alue

Mot alue

0 110 220 330 440

Frovider Enter |—_| Frovider Leave

338 E7G 1014

Fequester Responze

Figure 11-25 Metrics for inquireltem Web Service
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2. Knowing we have very long response times in this Web Service, we can now
look at the transactions details to dig a little deeper. Using the link created
earlier, we can link to OMEGAMON CICS view of the Web Service and from
there look at transactions for this particular Web Service (Figure 11-26).

In this case we see quite a varied response time for the transactions. Some
are taking forty seconds or more while others are much quicker.
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Figure 11-26 Web Service transactions
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3. Clicking the link icon takes us to the Application Trace Details workspace

(Figure 11-27).
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Figure 11-27 Application trace view
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4. By paging through we are able to see an excessive wait on the read of
EXMPCAT file. In this case it amounts to almost the entire transaction
response time. This clearly indicates a problem reading the file EXMPCAT
(Figure 11-28).
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Figure 11-28  OMEGAMON VSAM Analysis

5. The next logical step is to look at the VSAM Analysis for this CICS region. By
scrolling to the right we can see a large number of VSAM string waits and that
the number of strings defined is one (Figure 11-29).
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Figure 11-29 Historical transactions shows READ transaction with file access
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6. In a situation where there are a lot of string waits the next thing is we need to
try and determine the usage profile of the file. By looking at the Online Data
Viewing workspace, we can see a number of transactions have several file
access. We could inquire about the application these tasks are running and
determine what the transactions have done. However we can also select the
link to OMEGAMON 3270 to see the menu system view of a task
(Figure 11-30).

+
+ File Control Statistics

+ Local Browses . . . . . : 35 Local Gets . . . . . .: 0
+ Local Adds . . . . . .: 0 Local Puts . . . . . .: 0
+ Local Deletes . . . . . : 0 Total Local Requests . : 36
+ Local VSAM calls . . . : 37 Total Remote Requests . : 0
+ Total Requests . . . . : 36

Figure 11-30 Menu system task file control statistics

7. Scrolling down to the file control statistics we can see the transaction made a
large number of browse requests. This information is a summary for the task
however. We can get more detail by putting the cursor on the File Control
Statistics line and pressing the zoom key (PF11) (Figure 11-31).

> HISTORICAL FILE SUMMARY FOR SELECTED TASK

ONDV 16 FILE SUMMARY

+ Transaction Detail for READ task number = 653

+

+

+ File Control Statistics

+

+ Read . . ... ... .: 0 Read time . . . . . . . : 0.000000
+ Write . . . . . ..o 0 Write time . . . . . . : 0.000000
+ Update . . . . . .. . : 0 Update time . . . . . . : 0.000000
+ Delete . . . . . .. .: 0 Delete time . . . . . . : 0.000000
+ Browse . . . . . .. .2 35 Browse time . . . . . . : 0.002064
+ Misc request . . . . . : 1 Misc request time . . . : 0.787552
+ Total requests . . . . : 36

+

+ Database Requests Elapsed

+ Time

+  cccccccccccccccs cccccccs ccccsces ccccseee

+ EXMPCAT 36 0.789616

Figure 11-31 Historical File Summary

The Historical File Summary shows us that all the requests for this task were
against the file EXMPCAT.
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So here we have lots of transactions that are running in the same CICS region as
our Web Services. These transactions are processing many browse requests
against a file that is also read by our Web Service. The problem is that Browse
requests hold a VSAM string for the length of the operation. It is clear that we are
seeing large numbers of string waits. It would almost certainly make the situation
much better if a significant number of extra strings were define for the file.

Again, in this scenario, we have seen how ITCAM for SOA was able to show
exactly which component of the Web Service architecture was the cause of the
delay. OMEGAMON CICS was then able to show us details of which requests in
the task were responsible for the bulk of the delay. Knowing that the offending
issue was with a VSAM file, the resource monitoring provided by OMEGAMON
shows the issue to be with the number of defined VSAM strings. Using the task
history details for other transactions, we are able to confirm that there are a
number of requests occurring that hold VSAM strings for an extended period of
time.

The combination of the products within the same GUI interface make problem
resolution a much quicker task than using a combination of offline tools.
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The modified catalog
manager application

In this appendix, we describe the changes that we applied to the catalog
manager application to suit our test scenario for MTOM.

These are the basic steps we performed:

>

>

>

Enable the catalog manager for channels and containers
Enable the Web service interface for channels and containers
Create the image retriever program

Create a Web service provider and requester for the image retriever to be
called by the catalog manager
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Introduction to the catalog manager application

304

The example application is a catalog management, purchase order style
application. The base application, with its 3270 user interface provides functions
with which you can:

» List the contents of a stored catalog: Inquire catalog
» Select an item from the list: Inquire single
» Enter a quantity to order: Place order

After an order, the application updates a VSAM catalog to reflect the new stock
levels. The application has a modular design, which makes it easier to extend the
application to support newer technology, such as Web services.

We do not discuss the base application in more detail in this book. For further
details on installation and configuration, refer to the CICS Transaction Server for
z/0S V3.2 Web Services Guide, SC34-6838.

Figure A-1 shows the application environment.

Stage 0: The base application

a

ST

3270 emulation

CICs1

BMS presentation
manager
(DFHOXGUI)

T

Catalog manager
(DFHOXCMN)

Datastore Type = VSAM

Outbound WebService = YES

VSAM Dispatch
data handler manager
(DFHOXVDS) (DFHOXWOD)
T
Pipeline
(EXPIPEO02)
|
|
[ |
7Cata|o Order dispatch Order dispatch
a end point . end pIOIRt
DFHOXODE xampleApp
(EXMPCAT_ ( ) DispatchOrder.ear
CiCs2 WebSphere Application Server

Figure A-1 CICS catalog manager example application
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Module DFHOXGUI provides the presentation logic, which exclusively manages
the process of sending and receiving the required BMS maps. DFHOXGUI links
to the catalog manager program DFHOXCMN in order to perform the supported
functions against the catalog. DFHOXGUI uses an EXEC CICS LINK command
that passes the COMMAREA structure shown in Example A-1 on page 310.

The catalog manager module DFHOXCMN provides the business logic, which in
turn links to the VSAM data handler stub DFHOXVDS. The catalog manager
program has other functions that it also implements, such as the outbound Web
service function. They do not play a role in the channels and containers migration
project, therefore they are not discussed in this section.

As previously mentioned, the 3270 user interface and the provided Web client
front end can call the catalog manager example business logic. We provide a
wrapper program for Web service requestors that invokes the catalog manager
program by passing a channel rather than a COMMAREA.

See Figure A-2.

Components of base application

B 5
DFHOXGUI presentation
manager
A

Catalog |, Data

DFHOXCMN manager fiandicy DFHOXVDS
VSAM

Figure A-2 Components of the base application
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Providing channel and container interface to the base
application

306

You do not want to migrate the presentation logic DFHOXGUI to the new function.
The presentation logic is using the COMMAREA and it is inconceivable that you
would get any constraints with it in the future. Therefore, the presentation logic
remains unaffected. At this point, the presentation logic uses an EXEC CICS
LINK command that passes a COMMAREA to call the catalog manager module
DFHOXCMN.

For the new inquiry, which also returns an image, you use a wrapper program for
receiving Web service requests that uses an EXEC CICS LINK command to the
catalog manager program. Because of their sizes, the relevant images cannot
pass between the wrapper program and the catalog manager using
COMMAREAs. Therefore, you need to migrate the catalog manager module
DFHOXCMN to EFHOXCMN with the new channels and container functionality.

There is an alternative solution to avoid migrating the presentation logic of the
catalog manager example program. You can create an additional routine that the
presentation logic DFHOXGUI can call in order to separate the COMMAREA
structure to individual containers.

Figure A-3 shows the new structure of the base application. The presentation
logic of the application calls the data separation logic EFHOXSEP first. The data
separation logic then calls the business logic using an EXEC CICS LINK
command that is passing a channel rather than a COMMAREA.

Data separation routine

BMS -
presentation
manager
EFHOXSEP

y

Data Catalog Data

Handler
separation IENER]TY VSAM

Figure A-3 Data separation module EFHOXSEP
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It is possible to use a channel with a single container to replace the COMMAREA
that passes between the presentation logic and the catalog manager. This is the
simplest and quickest way to migrate the catalog manager application. However,
we do not recommend replacing the COMMAREA with just one single container

as a best practice. See Figure A-4.

We recommend that the process to replace the existing COMMAREA structure

must be done according to the following statements:

» Use separate containers for input and output.

» Use a dedicated container for error information.

» Use separate containers for each structure.

» Use a copybook that records the name of the channel, the names of the
containers used, and defines the data fields that map to the containers.
Include the copybook in both the client and the server program.

!J 3270 emulation

CICS1
BMS presentation
manager COMMAREA |  Data separator
(DFHOXGUI) (EFHOXSEP)
I
Catalog manager
(EFHOXCMN)
| Datastore Type = VSAM | Outbound WebService = YES
VSAM Dispatch manager
data handler (DFHOXWOD)
(DFHOXVDS) T
Pipeline
(EXPIPE02)
I |
I ]
Order dispatch Orier’]';’d;?r?tmh
end point
(DFHO?(ODE) ExampleApp
DispatchOrder.ear
cics2 WebSphere Application Server

Figure A-4 Catalog manager application with channel and container interface
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Create a new module EFHOXSEP that executes the structure illustrated in

EFHOXSEP structure

Figure A-5.
CA
Y

[ Create REQ container }

EXEC CICS LINK
PROGRAM(DFHXSEP)
COMMAREA

create

INQC
container
- v

create
INQS
container

Create
inv-request ORDER

container

EXEC CICS LINK
PROGRAM(EFHXCMN) CHANNEL

Figure A-6 EFHOXSEP structure

The following steps discuss the logic of the structure:

1. EFHOXSEP gets control from DFHOXGUI through the EXEC CICS LINK.
DFHOXGUI passes a COMMAREA.

2. If there is no COMMAREA available, write an error message and issue an
abnormal end EXCA through EXEC CICS ABEND.

3. If you have a COMMAREA available, create a separate input container for the
required request, which can be inquire catalog, inquire single, or place order.
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4. Do not create a separate input container for return codes and messages at
present. The catalog manager module creates this later.

5. After that, evaluate the request type and create another input container
according to the relevant request.

When the evaluation of the request type is complete, call the catalog manager
using an EXEC CICS LINK command passing the channel holding the
containers. Do not create any output containers in the data separation logic. We
recommend to create the output containers in the server program, which in our
case is the modified catalog manager module EFHOXCMN.

Following is a more practical discussion about how you can separate the
COMMAREA structure.

COMMAREA structure

Example A-1 on page 310 shows the COMMAREA structure that the CICS
catalog manager example program uses. The structure consists of the following
parts:

» A general part:

This part contains the request type and structure items for the return code and
the response message. The general part of the structure also contains a field
for the result of the different requests that is CA-REQUEST-SPECIFIC.

» Fields used in inquire catalog function:

This section of the COMMAREA structure is used for the inquire catalog
function. It redefines CA-REQUEST-SPECIFIC and uses a table to store 15
catalog items.

» Fields used in inquire single function:

This section of the COMMAREA structure is used to describe the fields used
for the inquire single function. It also redefines CA-REQUEST-SPECIFIC.

» Fields used in place order function:

This section of the COMMAREA structure is used for the place order function.
It also redefines CA-REQUEST-SPECIFIC.

Appendix A. The modified catalog manager application 309



310

See Example A-1.

Example: A-1 COMMAREA structure of catalog manager example

*

*

*

Catalogue COMMAREA structure
03 CA-REQUEST-ID

03 CA-RETURN-CODE

03 CA-RESPONSE-MESSAGE

03 CA-REQUEST-SPECIFIC
Fields used in Inquire Catalog
03 CA-INQUIRE-REQUEST REDEFINES

05 CA-LIST-START-REF
05 CA-LAST-ITEM-REF
05 CA-ITEM-COUNT

X(6).
9(2).
X(79).
X(911).

CA-REQUEST-SPECIFIC.
PIC 9(4).
PIC 9(4).
PIC 9(3).

05 CA-INQUIRY-RESPONSE-DATA PIC X(900).
05 CA-CAT-ITEM REDEFINES CA-INQUIRY-RESPONSE-DATA
OCCURS 15 TIMES.

07 CA-ITEM-REF

07 CA-DESCRIPTION
07 CA-DEPARTMENT
07 CA-COST

07 IN-STOCK

07 ON-ORDER

Fields used in Inquire Single
03 CA-INQUIRE-SINGLE REDEFINES CA-REQUEST-SPECIFIC.

05 CA-ITEM-REF-REQ
05 FILLER
05 FILLER
05 CA-SINGLE-ITEM.
07 CA-SNGL-ITEM-REF

07 CA-SNGL-DESCRIPTION
07 CA-SNGL-DEPARTMENT

07 CA-SNGL-COST

07 IN-SNGL-STOCK

07 ON-SNGL-ORDER
05 FILLER

Fields used in Place Order
03 CA-ORDER-REQUEST REDEFINES CA-REQUEST-SPECIFIC.

05 CA-USERID

05 CA-CHARGE-DEPT

05 CA-ITEM-REF-NUMBER
05 CA-QUANTITY-REQ

05 FILLER

PIC 9(4).
PIC X(40).
PIC 9(3).
PIC X(6).
PIC 9(4).
PIC 9(3).

PIC 9(4).
PIC 9(4).
PIC 9(3).

PIC 9(4).
PIC X(40).
PIC 9(3).
PIC X(6).
PIC 9(4).
PIC 9(3).
PIC X(840).

PIC X(8).
PIC X(8).
PIC 9(4).
PIC 9(3).

PIC X(888).
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Data separation of the structure

According to the best practice approach, to implement channel and containers,
you can separate the COMMAREA structure in to the following functional parts:

>

The request ID:

CA-REQUEST-ID is part of the general section and you must place it in a
single input container.

Return code and response message:

We recommend that you place return codes and response messages in a
separate output-only container.

Keep the CA-INQUIRE-REQUEST structure in a separate container:

You can separate the CA-INQUIRE-REQUEST structure further. However, we
decided to keep the structures for each function in a single container rather
than using further containers.

Keep the CA-INQUIRE-SINGLE structure in a single container.
The CA-ORDER-REQUEST structure also goes to a single container.
The catalog manager module creates the result container.

Copy the result information for each function to a separate container. It is
good practice to use different containers for input and output processing.
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Figure A-6 illustrates the separation of the COMMAREA structure to different
containers.

CA-Structure Container

CA-REQUEST-ID request-type

CA-RETURN-CODE

return-code-msg
CA-RESPONSE-MESSAGE

CA-REQUEST-SPECIFIC result

CA-INQUIRE-REQUEST
CA-LIST-START-REF
CA-LAST-ITEM-REF
CA-ITEM-COUNT
CA-CAT-ITEM

CA-ITEM-REF
CA-DESCRIPTION
CA-DEPARTMENT
CA-COST
IN-STOCK
ON-ORDER

inquire-cat

CA-INQUIRE-SINGLE
CA-ITEM-REF-REQ
CA-SINGLE-ITEM.

CA-SNGL-ITEM-REF
CA-SNGL-DESCRIPTION
CA-SNGL-DEPARTMENT
CA-SNGL-COST
IN-SNGL-STOCK
ON-SNGL-ORDER

inquire-single

CA-ORDER-REQUEST
CA-USERID
CA-CHARGE-DEPT
CA-ITEM-REF-NUMBER

CA-QUANTITY-REQ

order-item

Vv v

Figure A-6 Data separation of the COMMAREA structure

After separating the COMMAREA structure according to best practices in order
to migrate the application to the new function, check if you have completed the
following recommendations:

» Used different containers for input and output operations. This simplifies the
copybook structure and makes the program easier to understand.

» Separated the structures of the individual functions into their own containers.
Input containers that the server program has not changed are not returned to
the caller.

» Used a dedicated container for return code and response messages.
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EFH0X02 copybook

It is best practice to create a copybook that records the name of the channel and
the names of the containers that you use. The copybook must define the data
fields that map to the containers.

Example A-2 shows the copybook that our example uses for the data separation
routine and for the catalog manager module EFHOXCMN.

The first part of the structure defines the use of the channel name and the
container names to migrate the application. The data separation routine
EFHOXSEP creates the following containers:

» request-type
» return-code-msg

» inquire-cat

» inquire single

» order-item

The catalog manager module creates the result container. Use the other
containers in the structure when you add the item image support to the catalog
manager which is discussed later.

See Example A-2 that illustrates the creation of copybook EFH0X02.

Example: A-2 Copybook EFHOX02

* Channel name
01 CMN-CHANNEL PIC X(16) VALUE 'cmn-channel'.
* Container names

01 REQ PIC X(16) VALUE 'request-type'.
01 RC-MSG PIC X(16) VALUE 'return-code-msg'.
01 INQC PIC X(16) VALUE 'inquire-cat'.
01 INQS PIC X(16) VALUE 'inquire-single'.
01 ORDR PIC X(16) VALUE 'order-item'.
01 RESULT PIC X(16) VALUE 'result'.
01 IMAGE-DATA.
03 IMG-CHANNEL PIC X(16) VALUE 'IMG-CHANNEL'.

03 IMGSRV-REQUEST PIC X(16) VALUE 'IMGSRV-DATA'.
03 IMGSRV-RESPONSE PIC X(16) VALUE 'IMGSRV-DATA'.

03 IMGPROG PIC X(16) VALUE 'IMGCLN'.
* name of container containing picture
03 IMGDATA-CONT PIC X(16) VALUE 'IMGDATA-CONT'.
01 SINGLE-CNT PIC X(16) VALUE 'single'.
* Define the data fields used by the program
01 XCMNPROG PIC X(8) VALUE 'EFHOXCMN'.

01 CATALOG-SERVER PIC X(8) VALUE 'CTLGSERV'.
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01 CHN-NAME PIC X(16).

01 IMG-REF-NUMBER PIC 9(2) VALUE 10.
* Request-ID container structure
01 REQUEST-ID PIC X(6).

* Return code & MSG container structure

01 RETCODE-MSG.
03 RC PIC 9(2).
03 RESPONSE-MESSAGE PIC X(79).

* Inquire single container structure
01 INQUIRE-SINGLE.

03 ITEM-REF-REQ PIC 9(4).
03 FILLER PIC 9(4).
03 FILLER PIC 9(3).

* Inquire catalog container structure
01 INQUIRE-CAT.

03 LIST-START-REF PIC 9(4).
03 LAST-ITEM-REF PIC 9(4).
03 ITEM-COUNT PIC 9(3).

* Order request catalog container structure
01 ORDER-REQUEST.

03 USERID PIC X(8).
03 CHARGE-DEPT PIC X(8).
03 ITEM-REF-NUMBER PIC 9(4).
03 QUANTITY-REQ PIC 9(3).

Creating the separator program EFHOXSEP

This section discusses steps that we used in our example to create the data
separation module EFHOXSEP. You can also do the following steps:

1. Separate the existing COMMAREA structure of the catalog manager example
program into different containers.

2. Copy the structure of copybook EFH0X02 to module EFHOXSEP.

3. Check in the mainline section of the program to see if you were passed a valid
COMMAREA from DFHOXGUI. Prepare a suitable error message and issue
an EXEC CICS ABEND if there is no COMMAREA available.

4. The first container contains only the request type. Therefore, move
CA-REQUEST to the structure that maps the request ID container and put it
into the REQ container.
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5. Create the container that takes the return code and response messages
named return-code-msg. Move the return code and response message to the
structure that maps the container.

6. Evaluate the request type and set up the appropriate container that
corresponds to the request.

Example A-3 shows the code snippet our example uses to create the request
type and the return code container and how to call the request specific
paragraphs.

Example: A-3 Set up request ID and return code container and call request specific
paragraphs

* Set up request-id container
MOVE CA-REQUEST-ID TO REQUEST-ID.

* Create request container
EXEC CICS PUT CONTAINER(REQ) CHANNEL (CMN-CHANNEL)
FROM(REQUEST-1ID)
END-EXEC.

* Set up return code & Msg container
MOVE CA-RETURN-CODE TO RC.
MOVE CA-RESPONSE-MESSAGE TO RESPONSE-MESSAGE.

* Create return code and message container
EXEC CICS PUT CONTAINER(RC-MSG) CHANNEL(CMN-CHANNEL)
FROM(RETCODE-MSG)
END-EXEC.

EVALUATE CA-REQUEST-ID
WHEN '01INQC'
* prepare request container for catalog inquiry
PERFORM CATALOG-INQUIRE

WHEN 'O1INQS'
& prepare request container for inquire single
PERFORM INQUIRE-SIN

WHEN 'O10RDR'
* prepare request container for place order request

PERFORM PLACE-ORDER

WHEN OTHER
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The following three examples show the paragraphs our example uses to set up
the structures that map to the data fields of the containers.

Example A-4 shows the creation of the container that takes the structure for the
inquire catalog request. Move two parameters from the COMMAREA to the
INQUIRE-CAT structure. The parameters are LIST-START-REF and
LAST-ITEM-REF. They define the start of the item list and are a reference you
need to pass the displayed item.

Example: A-4 Create inquire catalog container

CATALOG-INQUIRE.

* Set up inquire catalog container structure
MOVE CA-LIST-START-REF TO LIST-START-REF.
MOVE CA-LAST-ITEM-REF TO LAST-ITEM-REF.

* Create inquire catalog container
EXEC CICS PUT CONTAINER(INQC) CHANNEL (CMN-CHANNEL)
FROM(INQUIRE-CAT) FLENGTH(LENGTH OF INQUIRE-CAT)
END-EXEC.
EXIT.

Example A-5 shows the paragraph our example uses to create the container for
the inquire single request. In order to execute the inquire single request, you
have to pass one parameter. Move CA-ITEM-REF-REQ from the COMMAREA to
the INQUIRE-SINGLE structure, which maps the data fields of the container.

Example: A-5 Create inquire single container

INQUIRE-SIN.
* Set up inquire single container structure

MOVE CA-ITEM-REF-REQ TO ITEM-REF-REQ.

* Create container for inquire single
EXEC CICS PUT CONTAINER(INQS) CHANNEL(CMN-CHANNEL)
FROM(INQUIRE-SINGLE) FLENGTH(LENGTH OF INQUIRE-SINGLE)
END-EXEC.
EXIT.

Example A-6 shows the PLACE-ORDER paragraph that our example uses to
create the container for the order request. Move four fields from the COMMAREA
to the ORDER-REQUEST structure that was created in copybook DFHOS02.
The four parameters that our example uses for the order request container are:

» USERID: The name of person that places the order
» CHARGE -DEPT: Name or name of the department
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» ITEM-REF-NUMBER: The reference number of the catalog item
» QUANTITY-REQ: The number of items to order

Example: A-6 Create place order container

PLACE-ORDER.
* Set up request and container name
MOVE CA-USERID TO USERID.
MOVE CA-CHARGE-DEPT TO CHARGE-DEPT.
MOVE CA-ITEM-REF-NUMBER TO ITEM-REF-NUMBER.
MOVE CA-QUANTITY-REQ TO QUANTITY-REQ.

* Create container for place order
EXEC CICS PUT CONTAINER(ORDR) CHANNEL(CMN-CHANNEL)
FROM(ORDER-REQUEST) FLENGTH(LENGTH OF ORDER-REQUEST)
END-EXEC.
EXIT.

Example A-7 shows how the example links to the catalog manager. Issue an
EXEC CICS LINK command passing the channel that owns the following
containers:

request-type

return-code-msg

inquire-cat

inquire-single

order-item

result (created by the catalog manager EFHOXCMN)

vyvyvyvYyyvyy

Example: A-7 Link to catalog manager module

EXEC CICS LINK PROGRAM(XCMNPROG)
CHANNEL (CMN-CHANNEL)

END-EXEC.

EXEC CICS GET CONTAINER(RC-MSG) CHANNEL(CMN-CHANNEL)
INTO(RETCODE-MSG)

END-EXEC

MOVE RC TO CA-RETURN-CODE.
MOVE RESPONSE-MESSAGE TO CA-RESPONSE-MESSAGE.

Example A-8 on page 318 shows EFHOXSEP when the catalog manager
EFHOXCMN returns. It expects the result of the relevant request in the result
container. Therefore, evaluate the request ID in order to move the data fields of
the result container to the corresponding structure in the COMMAREA. After that
EFHOXSEP returns to DFHOXGUI using the updated COMMAREA.
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Example: A-8 Get container commands on return

EVALUATE CA-REQUEST-ID

WHEN 'O1INQC'

EXEC CICS GET CONTAINER(RESULT) CHANNEL(CMN-CHANNEL)
INTO(CA-INQUIRE-REQUEST)

END-EXEC

WHEN 'O1INQS'

EXEC CICS GET CONTAINER(RESULT) CHANNEL (CMN-CHANNEL)
INTO(CA-INQUIRE-SINGLE)

END-EXEC

WHEN 'O10RDR'
EXEC CICS GET CONTAINER(RESULT) CHANNEL (CMN-CHANNEL)
INTO(CA-ORDER-REQUEST)
END-EXEC

The next section describes the process used to migrate the catalog manager
DFHOXCMN.

Extending the catalog manager module

318

This section describes the migration of the catalog manager module to the new
function. So far, you have developed the data separation module that you use as
a converter from COMMAREA to channels and container. The presentation logic
DFHOXGUI uses the data separation module to convert its COMMAREA
structure to the channel and container design that the catalog manager module
accepts. Copy the existing module DHFOXCMN to EFHOXCMN before applying
any changes.

Here are some general considerations before we discuss the migration steps:

» The original catalog manager module takes the COMMAREA from the
presentation logic DFHOXGUI.

» The catalog manager module links to a VSAM data handler module
DFHOXVDS in order to perform one of the three request types, which are
inquire catalog, inquire single, or place order.

» Use an EXEC CICS LINK passing a COMMAREA to call the VSAM data
handler. You do not need to migrate the VSAM data handler to the function,
because it is not possible to get any COMMAREA constraints with it in the
future.
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After you have completed the previously mentioned checks, you have to migrate
the catalog manager module, so that it is able to perform the following tasks:

» When the data separation module DFHOXSEP or the Web client front end
calls the catalog manager, it expects a channel.

» The catalog manager module calls the VSAM data handler DFHOXVDS using
an EXEC CICS LINK command, using a COMMAREA.

Example A-9 shows the start of the mainline section within the original catalog
manager module. The initial action is to perform a check against EIBCALEN. If
the length of the COMMAREA is zero, then you can set up a response message
and issue an EXEC CICS ABEND.

Example: A-9 DFHOXCMN: check for a valid COMMAREA

* If NO COMMAREA received issue an ABEND
IF EIBCALEN IS EQUAL TO ZERO
MOVE ' NO COMMAREA RECEIVED' TO EM-DETAIL
PERFORM WRITE-ERROR-MESSAGE
EXEC CICS ABEND ABCODE('EXCA') NODUMP END-EXEC
END-IF

* Initalize COMMAREA return code to zero
MOVE '00' TO CA-RETURN-CODE.
MOVE EIBCALEN TO WS-CALEN.

As shown in Example A-10, replace the code that examines the COMMAREA by
a check whether a current channel exists. Use an EXEC CICS ASSIGN
CHANNEL command that returns the 16-character name of the program’s
current channel, if one exists; otherwise blanks. If there is no channel available,
set up an error message and issue an EXEC CICS ABEND.

Example: A-10 Assign channel command

EXEC CICS ASSIGN CHANNEL (CHN-NAME)
END-EXEC
IF CHN-NAME = ' '
MOVE ' NO CHANNEL RECEIVED ' TO EM-DETAIL
PERFORM WRITE-ERROR-MESSAGE
EXEC CICS ABEND ABCODE('EXCH') NODUMP END-EXEC
END-IF

If you have received a channel, you can issue an EXEC CICS GET
CONTAINER(REQ) command to retrieve the required request ID. Our example
specifies CA-REQUEST-ID on the INTO parameter, which sets up the
COMMAREA structure used to call the VSAM data handler later on.
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Depending on this request ID, perform an evaluation to call the corresponding
function:

» The inquire catalog request 01INQC uses paragraph CATALOG-INQUIRE.
» The inquire single request 01INQS uses paragraph CATALOG-INQUIRE-S.
» The place order request 010ORDR uses paragraph PLACE-ORDER.

Example A-11 shows how to get and evaluate the request ID in order to call the
corresponding paragraph.

Example: A-11 Evaluate request ID

EXEC CICS GET CONTAINER(REQ)
INTO(CA-REQUEST-ID)
END-EXEC

MOVE FUNCTION UPPER-CASE(CA-REQUEST-ID) TO CA-REQUEST-ID
EVALUATE CA-REQUEST-ID
WHEN '01INQC'
Call routine to perform for inquire
PERFORM CATALOG-INQUIRE
WHEN 'O1INQS'
Call routine to perform for inquire for single item
PERFORM CATALOG-INQUIRE-S
WHEN 'O1ORDR'
* Call routine to place order
PERFORM PLACE-ORDER
WHEN OTHER
Request is not recognised or supported
PERFORM REQUEST-NOT-RECOGNISED
END-EVALUATE

For every paragraph, perform the following steps:

1. Retrieve the request specific data from a container from the channel.

2. Insert data into COMMAREA structure.

3. Call the VSAM data store program with this COMMAREA.

4. Retrieve the result from the COMMAREA and put it into an output container
on the channel.

Example A-12 shows the CATALOG-INQUIRE paragraph that our example uses
to get the inquire catalog request parameter from the INQC container. Specify
INQUIRE-CAT on the into parameter which is the structure defined in the
EFHO0XO02 copybook to map the data fields of the INQC container. To set up the
COMMAREA for the VSAM data handler move the three parameters from the
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INQC input container structure to the corresponding fields in the COMMAREA.
After this, call the VSAM data handler using an EXEC CICS LINK command
passing the COMMAREA. The result after linking to the VSAM data handler is in
the field CA-INQUIRE-REQUEST that is put into the result container.

Example: A-12 Paragraph catalog-inquire

CATALOG-INQUIRE.
MOVE 'EXCATMAN: CATALOG-INQUIRE' TO CA-RESPONSE-MESSAGE.
EXEC CICS GET CONTAINER(INQC)
INTO(INQUIRE-CAT)
END-EXEC

MOVE LIST-START-REF TO CA-LIST-START-REF.
MOVE LAST-ITEM-REF TO CA-LAST-ITEM-REF.
MOVE ITEM-COUNT TO CA-ITEM-COUNT.

EXEC CICS LINK  PROGRAM(WS-DATASTORE-PROG)
COMMAREA (WS-CHN-DATA)
END-EXEC.

EXEC CICS PUT CONTAINER(RESULT)
FROM(CA-INQUIRE-REQUEST)
END-EXEC

Example A-13 shows the paragraph CATALOG-INQUIRE-S that issues an EXEC
CICS GET CONTAINER(INQS) command to store the parameter in the
INQUIRE- SINGLE structure. The inquire single request only takes one
parameter. Therefore, move ITEM-REF-REQ to relevant COMMAREA field
CA-ITEM-REF-REQ. The result after linking to the VSAM data handler is in the
field CA-INQUIRE-SINGLE that is put into the result container.

Example: A-13 Paragraph catalog-inquire-s

CATALOG-INQUIRE-S.
MOVE 'EXCATMAN: CATALOG-INQUIRE' TO CA-RESPONSE-MESSAGE
EXEC CICS GET CONTAINER(INQS)
INTO(INQUIRE-SINGLE)
END-EXEC
MOVE ITEM-REF-REQ TO CA-ITEM-REF-REQ.

EXEC CICS LINK  PROGRAM(WS-DATASTORE-PROG)
COMMAREA (WS-CHN-DATA)
END-EXEC

EXEC CICS PUT CONTAINER(RESULT)
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FROM(CA-INQUIRE-SINGLE)
END-EXEC

Example A-14 shows the paragraph place-order that does an EXEC CICS GET
CONTAINER(ORDR) command that maps the required input parameters to the
ORDER-REQUEST structure, which is specified on the INTO parameter. Our
example uses four parameters for the place order request type. You can move
them from the ORDER-REQUEST structure to the relevant fields in the
COMMAREA.

USERID
CHARGE-DEPT
ITEM-REF
QUANTITY-REF

v

vYyy

When the parameters are set, issue an EXEC CICS LINK with COMMAREA
command to link to the VSAM data handler in order to perform the request.
The result after linking to the VSAM data handler is in the field
CA-ORDER-REQUEST that is put into the result container.

Example: A-14 Paragraph place-order

PLACE-ORDER.
MOVE 'EXCATMAN: PLACE-ORDER' TO CA-RESPONSE-MESSAGE.
EXEC CICS GET CONTAINER(ORDR)
INTO(ORDER-REQUEST)
END-EXEC

MOVE USERID TO CA-USERID.

MOVE CHARGE-DEPT TO CA-CHARGE-DEPT.

MOVE ITEM-REF-NUMBER TO CA-ITEM-REF-NUMBER.
MOVE QUANTITY-REQ TO CA-QUANTITY-REQ.

EXEC CICS LINK PROGRAM(WS-DATASTORE-PROG)
COMMAREA (WS-CHN-DATA)
END-EXEC.
EXEC CICS PUT CONTAINER(RESULT)
FROM(CA-ORDER-REQUEST)
END-EXEC

When the VSAM data handler returns, move the return code and response
message contents to the structure that maps the data fields of the RC-MSG
container. After that issue an EXEC CICS PUT CONTAINER(RC-MSG)
command in order to provide the return and response messages to the caller of
the catalog manager.
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Example: A-15 Set up return code container

MOVE CA-RETURN-CODE TO RC.
MOVE CA-RESPONSE-MESSAGE TO RESPONSE-MESSAGE.

EXEC CICS PUT CONTAINER(RC-MSG)
FROM(RETCODE-MSG)
END-EXEC.

Figure A-7 shows a diagram of the modified catalog module.

EFHOXSEP
channel

available?

EXEC CICS LINK
PROGRAM
(EFHOXCMN)
CHANNEL ...

[ get REQ container }
¥
[ Read configuration file }

get

INQC
container \

get . put

E.C. Link to

INQ.S ﬁDFHOXVDS RESL.”'T

contamerl container
get /

inv-request ORDER

container

[ put RC-MSG container }
v
([ EC.RETURN |

Figure A-7 EFHOXCMN structure

Running the 3270 application with channels and containers

After successfully compiling and linking EFHOXSEP and EFHOXCMN, you can
now test if the application is working. To invoke the changed modules, use the
CICS catalog manager configuration transaction ECFG and set the program
name for “Catalog Manager” to EFHOXSEP as shown in Figure A-8. This will
cause the presentation module DFHOXGUI to call the separator instead of the
original catalog module.
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CONFIGURE CICS EXAMPLE CATALOG APPLICATION

Datastore Type ==> VSAM STUB!VSAM
Qutbound WebService? ==> NO YESINO
Catalog Manager ==> EFHOXSEP
Data Store Stub ==> DFHOXSDS
Data Store VSAM ==> DFHOXVDS
Order Dispatch Stub ==> DFHOXSOD
Order Dispatch WebService ==> DFHOXWOD
Stock Manager ==> DFHOXSSM
VSAM File Name ==> EXMPCAT
Server Address and Port ==>
Qutbound WebService URI ==>

Figure A-8 ECFG configuration to call modified catalog module

To make sure that the migrated version of the application works as expected,
check the flow of the programs.

The Web service interface to catalog manager

The CICS catalog manager already comes with Web service interfaces for its
three functions.

This includes three WSDL files to describe the service (default in
/ust/lpp/cicsts/cicsts32/samples/webservices/wsdl) and three corresponding
WSBIND files to be deployed to CICS (default in
/usr/lpp/cicsts/cicsts32/samples/webservices/wsbind/provider):

» inquireSingle.wsdl & inquireSingle.wsbind
» inquireCatalog.wsdl & inquireCatalog.wsbind
» placeOrder.wsdl & placeOrder.wsbind

These services have been created using the CICS Web Services Assistant in
bottom up mode which means that the existing program structures were used as
input to create WSDL and WSBIND for each service. Bottom up also means that
everything from the structures is used for the Web service interface. So you
might end up sending fields for response message and return code in the
request where you do not need them.
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Therefore, we recommend a better approach called “meet in the middle” rather
than “bottom up.” In this case the Web service description has been defined first
with only the fields that are really required and using meaningful names.

These WSDL files have been used as input for the CICS Web Service Assistant
to create three corresponding WSBIND files as well as input and output
structures. Those structures are used by three wrapper programs that:

1. Receive a Web service request like defined in the WSDL in a container.

2. Use the input to fill a COMMAREA to link to the original catalog manager
module (DFHOCXCMN).

3. Transform the received answer conforming to the WSDL and put it back in a
container on a channel.

Table A-1 shows the name of the provided artefacts.

Table A-1 Provided artefacts for meet in the middle approach

WSDL (*.wsdl) WSBIND (*.wsbind) Structures Wrapper
program

inquireSingleWrapper inquireSingleWrapper DFHOXWC3 DFHOXISW

DFHOXWC4
inquireCatalogWrapper | inquireCatalogWrapper | DFHOXWC1 DFHOXICW
DFHOXWC2
placeOrderWrapper placeOrderWrapper DFHOXWC5 DFHOXPOW
DFHOXWC6

The locations of those files are as follows:
» WSDL: Default in /usr/lpp/cicsts/cicsts32/samples/webservices/wsdl

» WSBIND: Default in
/usr/lpp/cicsts/cicsts32/samples/webservices/wsbind/provider

» Wrapper program and structures: SDFHSAMP of your CICS installation

To avoid overriding of existing programs, we copied and renamed all three
WSDL files. For more consistency we globally replaced all names within the
WSDL relating to the file name (that is, in inquireSingleWrapper we globally
replaced the string inquireSingle by queryltem). Furthermore we reduced the
number of bindings to one postfixed SoapBinding (that is,
queryltemSoapBinding).
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We also regenerated the WSBIND and structure files (Table A-2). For more
details on using the CICS Web Service Assistant to perform this action, refer to
the CICS Transaction Server for z/0S V3.2 Web Services Guide, SC34-6838.

Table A-2 WSBIND and structure files

WSDL WSBIND Structures Wrapper URI

(*.wsdl) (*.wsbind) program

queryltem queryltem CATQQO1 CATQUERY | /catalog/queryltem
CATQPO1

listCatalog listCatalog CATLSQO1 CATLIST /catalog/listCatalog
CATLSPO1

orderltem orderltem CATORQO1 CATORDER | catalog/orderltem
CATORPO1

To create new wrapper programs, you can either modify the existing ones or take
copies of EFHOXSEP which is what we recommend. In the latter case you have
to perform the following steps:

1. Change the program to receive a container with the request rather than a
COMMAREA.

Hard-code the request id depending on the function provided.

Only keep the lines required for the function.

Call the new catalog manager module EFHOXCMN similar to EFHOXSEP
Fit the answer back into the Web service response container.

o~ 0D

To enable these programs as a Web service, we use a simple pipeline called
PIPEP (which is basically a copy of the provided EXPIPEO1 from the provided
group DFH$EXWS) that points to an HFS directory where our WSBIND files
have been copied to. For configuration, it uses the basicsoap12provider.xml from
the CICS install directory. (See Figure A-9.)
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CEDA DEFine PIpeline(PIPEP )

PIpeline : PIPEP

Group : C3C3PERF

Description

STatus : Enabled Enabled | Disabled
Respwait : Deft Default | 0-9999
Configfile : /CIWS/C3C1/config/basicsoapl2provider.xml

(Mixed Case)

SHelf : /CIWS/C3C1/shelf
(Mixed Case)

Wsdir : /CIWS/C3C1/PIPEP/wsbind/
(Mixed Case)

SYSID=C3C1 APPLID=A6P0OC3C1

Figure A-9 Definition of the provider pipeline PIPEP

After the pipeline is installed, the three new Web services exposing the modified
wrapper programs should be available. Use CEMT INQUIRE WEBSERVICE
(Figure A-10) and CEMT INQUIRE URI (Figure A-11) to check.

INQUIRE WEBSERVICE
STATUS: RESULTS - OVERTYPE TO MODIFY
Webs(listCatalog ) Pip(PIPEP )

Ins Ccs(00000) Uri($305400 ) Pro(CATLI ) Cha Xopsup Xopdir
Webs (orderItem ) Pip(PIPEP )

Ins Ccs(00000) Uri($301450 ) Pro(CATORDER) Cha Xopsup Xopdir
Webs (queryItem ) Pip(PIPEP )

Ins Ccs(00000) Uri($255280 ) Pro(CATQUERY) Cha Xopsup Xopdir

Figure A-10 The WEBSERVICEs of the Channel & Container enabled Wrappers
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INQUIRE URIMAP
STATUS: RESULTS - OVERTYPE TO MODIFY
Uri($255280 ) Pip Ena Http

Host (* ) Path(/catalog/queryltem )
Uri($301450 ) Pip Ena Http

Host (* ) Path(/catalog/orderItem )
Uri ($305400 ) Pip Ena Http

Host (* ) Path(/catalog/listCatalog )

Figure A-11 The URIMAPs of the channel and container enabled wrappers

Adding the image retriever functionality

This section describes how to extend the catalog manager to allow for catalog
item image support.

When a Web service client requests detailed information on a single item the
extended catalog manager functionality provides an image in addition to the item
details. Our example stores the item image files in an HFS directory.

Creating the image server

328

Create a CICS program that reads the image file from the HFS directory and puts
its contents to an output binary container.

For performance tests we want to use an image retriever program that can be
linked using channels and containers or that can be invoked as a Web service. A
Web service gives us the possibility to install the image server in another region
and to drive performance tests on a requester program later as well.

This gives us two possibilities to create the retriever program:

» Create it directly and expose it as a Web service later

> As this is a new program we can use the Web service top down approach to
create a Web service provider directly using the CICS Web Services
Assistant

We prefer the second option that needs fewer steps. Therefore we start with a
definition of the image server’s interfaces using Web Service Description
Language (WSDL).
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From this we use the CICS Web Services Assistant in top down mode (WS2LS)
to generate:

» The WSBIND file imageServer.wsbind
» The request and response structures IMGSVQO01 and IMGSVPO1

Our image server program is called IMGSRV and uses the CICS
DOCTEMPLATE mechanism to retrieve the images from HFS. Therefore we
need to install one DOCTEMPLATE for each image we might want to retrieve and
associate it with the corresponding HFS file. A sample definition is shown in
Figure A-12. DOCTEMPLATEs are cached by CICS. The cache can be cleared
by issuing a DISCARD, or refreshed by issuing a NEWCOPY.

CEDA DEFINE DOctemplate( 0010 )

DOctemplate : 0010
Group : C3C2PERF
DEscription : Image for Ball Pens Black

FULL TEMPLATE NAME
TEmplatename : 0010.gif
ASSOCIATED CICS RESOURCE
File :
TSqueue :
TDqueue
Program
Exitpgm :
PARTITIONED DATA SET
DDname :
Membername
HIERARCHICAL FILE SYSTEM
Hfsfile : /u/cicsrs9/images/0010.gif
(Mixed Case)
TEMPLATE PROPERTIES
Appendcrlf : No Yes ! No
TYpe : Binary Binary ! Ebcdic

Figure A-12 DOCTEMPLATE definition for image number 10

To retrieve data from the DOCTEMPLATE, the following steps have to be
performed (for more details, refer to the Appendix):

Use the DOCTEMPLATE to create a DOCTOKEN and find its file length
. Get dynamic working storage for the file and copy it there

Put the file to a container

Free dynamic working storage and delete the DOCTOKEN

pPOD~
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The program uses the following containers:
» Container IMGSRV-DATA

This container is used for input into the program to tell the image number and
for output of the name of the container (in imageData-cont) holding the binary
image.

» Container imageData-cont

This is the binary output container that contains the image file.

Extensions to the channel container copybook
EFH0XS02

The copybook already contains the fields required for image interchange as
shown in Example A-16.

Example: A-16 Fields required for image interchange

01 IMAGE-DATA.
03 IMG-CHANNEL PIC X(16) VALUE 'IMG-CHANNEL'.
03 IMGSRV-REQUEST PIC X(16) VALUE 'IMGSRV-DATA'.
03 IMGSRV-RESPONSE PIC X(16) VALUE 'IMGSRV-DATA'.
03 IMGPROG PIC X(16) VALUE 'IMGCLN'.
03 IMGDATA-CONT PIC X(16) VALUE 'IMGDATA-CONT'.

The last field IMGDATA-CONT describes the name of the container in which the
catalog manager will return the binary image data.

Extension to the catalog manager
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The image is only retrieved for the inquiry of a single item. Therefore we add the
code to call the image server program to the corresponding paragraph
CATALOG-INQUIRE-S. Example A-17 shows the additions made to the program
after the result container was put on the channel.

Example: A-17 Extended CATALOG-INQUIRE-S paragraph

MOVE ITEM-REF-REQ OF INQUIRE-SINGLE TO
ca-item-ref-req OF ImageServerRequest (1)

EXEC CICS PUT CONTAINER( IMGSRV-REQUEST )
CHANNEL ( IMG-CHANNEL )
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FROM( ImageServerRequest )
END-EXEC (2)

EXEC CICS LINK  PROGRAM( IMGPROG )
CHANNEL( IMG-CHANNEL )
END-EXEC (3)

EXEC CICS GET CONTAINER( IMGSRV-RESPONSE )
CHANNEL ( IMG-CHANNEL )
INTO( ImageServerResponse )
END-EXEC (4)
EXEC CICS MOVE
CONTAINER( imageData-cont of ImageServerResponse )
CHANNEL ( IMG-CHANNEL )
AS( IMGDATA-CONT OF IMAGE-DATA )
END-EXEC (5)

1. Populate the request structure with the reference number of the required item

2. Put the request into the IMGRSRV-REQUEST container on the
IMG-CHANNEL

3. Link to the image program using this channel

4. Populate the response structure from the IMGSRV-RESPONSE container,
which defines the name of the container holding the image in the
imageData-cont field

5. Move the imageData-cont container from the IMG-CHANNEL to the current
channel and rename it to IMGDATA-CONT (specified in EFHOX02 copybook)

The image container is now on the current channel in addition to the previous
results.

Extensions to the Web service wrapper

The only part affected by the extended functionality is the queryltem Web service
with the corresponding wrapper program CATQUERY. We copied and renamed
the WSDL file from queryltem.wsdl to inquireltem.wsdl and added a field to hold
the binary data in the response as shown in Figure A-13.
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inguireltamResponseType

[€] returnCode (returnCodeType)

< | |€] responseMessage (responseMessageType)

[e] singleTtem (singleltemType)
(singleltemType)
[€] itemReferenceNumber  (itemReferenceNumberType)
[e] itemDescription {itemDescriptionType)
(€] department (departmentType)
<[] unitCost {unitCostType)
[e] inStack {inStockType)
(e] onOrder (onOrderType)
[€] imageData (imageDataType)

Figure A-13 Extension of inquireltem.wsdl by imageData field

A change in a WSDL file means we have to regenerate the WSBIND file
(inquireltem.wsbind) and the input and output structures (CATINQOT1,
CATINPO1). We copied and renamed the previous CATQUERY program to
CATINQ and made the following additions to receive the image data (see
Figure A-14):

» After receiving the result container, place the name of the image container
into the response structure.

» Move the image container on the current channel to be available for Web
service handling.

EXEC CICS GET CONTAINER(RESULT) CHANNEL(CMN-CHANNEL)

INTO( CA-INQUIRE-SINGLE ) END-EXEC

MOVE IMGDATA-CONT OF IMAGE-DATA TO
imageData-cont of singleltem

* move the image container to the response channel

EXEC CICS MOVE
CONTAINER( IMGDATA-CONT OF IMAGE-DATA )
CHANNEL (CMN-CHANNEL)

END-EXEC.

Figure A-14 Single Inquiry: Image Data Handling by the Wrapper program

After copying and deploying the WSBIND file to our provider pipeline (PIPEP),
we can test the Web service using SOAP generation tools like the Web Services
Explorer provided in Rational Developer for System z. The result returned from
the Web service is shown in Figure A-15.
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<SOAP-ENV:Envelope
xmins:q0="http://www.exampleApp.inquireltemRequest.com"
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">
<SOAP-ENV:Body>
<inquireltemResponse
xmins="http://www.exampleApp.inquireltemResponse.com">
<returnCode>0</returnCode>
<responseMessage>RETURNED ITEM: REF =0010</responseMessage>
<singleltem>
<itemReferenceNumber>10</itemReferenceNumber>
<itemDescription>Ball Pens Black 24pk</itemDescription>
<department>10</department>
<unitCost>002.90</unitCost>
<inStock>5948</inStock>
<onOrder>2</on0Order>
<imageData>
<<<<<< large binary data element >>>>>>
</imageData>
</singleltem>
</inquireltemResponse>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Figure A-15 SOAP response from inquireltem service

The CICS catalog example application is now accessible via channels and
containers and returns an image during a single inquiry.

Extending the application with a Web service requester

For later tests we want to measure the behavior of CICS acting as a Web service
requestor, as well as acting as a provider, so we adjusted the catalog manager
application to perform a Web service request during single inquiry. The idea
behind is that CICS calls an external image server to request the picture of the
inquired item.
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Deploying the image server Web service provider

In “Creating the image server” on page 328, we already created all necessary
Web services resources of the image server by generating a top down provider
from the WSDL file. We now move the program to another CICS region and
deploy the corresponding WSBIND file there. The pipeline in this region is a copy
of our previous pipeline, just with another pickup directory.

Creating the image client Web service requester

Instead of linking directly to the image server the catalog manager now links to
an image client program that performs a Web service request to the image
server. We created this client from the same WSDL file as the image server using
the CICS Web Services Assistant in top down mode. It basically has to route
through the containers and invoke the Web service as shown in excerpts in
Example A-18.

Example: A-18 Image client code snippets

WORKING-STORAGE SECTION.
01 CONT-REQUEST PIC X(16) VALUE 'IMGSRV-DATA'.
01 CONT-RESPONSE PIC X(16) VALUE 'IMGSRV-DATA'.
01 RESPONSE.

COPY IMGSVPO1.

01 WS-WEBSERVICE PIC X(32) VALUE 'imageClient'.
01 WS-OPERATION PIC X(255) VALUE 'imageServer'.
01 WS-URI PIC X(255)

VALUE 'http://9.12.4.75:14305/cics/services/imageServer'.
01 WS-CONTAINER PIC X(16) VALUE 'DFHWS-DATA'.
01 WS-CHANNEL PIC X(16) VALUE 'SERVICE-CHANNEL'.
01 RESP-CODE PIC S9(8) COMP VALUE 0.
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PROCEDURE DIVISION.
EXEC CICS MOVE CONTAINER(CONT-REQUEST)

AS (WS-CONTAINER) TOCHANNEL (WS-CHANNEL)
END-EXEC.

EXEC CICS INVOKE WEBSERVICE(WS-WEBSERVICE)
CHANNEL (WS-CHANNEL)
URI (WS-URI)
OPERATION (WS-OPERATION)
RESP (RESP-CODE)
END-EXEC.

EXEC CICS GET CONTAINER(WS-CONTAINER)
CHANNEL (WS-CHANNEL) INTO(RESPONSE)
END-EXEC

EXEC CICS MOVE CONTAINER(imageData-cont)
CHANNEL (WS-CHANNEL) AS(imageData-cont)
END-EXEC

Deploy the imageClient.wsbind file to a basic requester pipeline as shown in
Figure A-16.

CEDA DEFine PIpeline(PIPER )

PIpeline : PIPER

Group : C3C1PERF

Description

STatus : Enabled Enabled | Disabled
Respwait : Deft Default | 0-9999
Configfile : /CIWS/C3C1/config/basicsoapl2requester.xml

(Mixed Case)

SHelf : /CIWS/C3C1/shelf
(Mixed Case)

Wsdir : /CIWS/C3C1/PIPER/wsbind/
(Mixed Case)

SYSID=C3C1 APPLID=A6POC3C1

Figure A-16 Definition of the basic requester pipeline PIPER
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Changes to the base application to link to requester

The image server program and the image client requester have the same
interfaces so simply exchange the name of the program linked by the catalog
manager. Figure A-17 depicts the modified structure.

CICS1

CATINQ
E.C. LINK

l

EFHOXCMN
E.C. LINK

|

IMGCLN
E.C. INVOKE WEBSERVICE

y

CICS2
IMGSRV

Figure A-17 Catalog manager extension with requester
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XSL to add UsernameToken
in DataPower

In this appendix, we show the XSL to add a UsernameToken in DataPower, and
the XML for user mappings. Refer to Example B-1 on page 338 and Example B-2
on page 340.
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Example: B-1 Add user name token xsl

<?xml version="1.0" encoding="UTF-8" ?>

- <l--
-—>
- <l-- j. rasmussen rasmussj@us.ibm.com
-—>
- <l-- Modified by Arnauld Desprets - arnauld desprets@fr.ibm.com
-—>
- <l--
-—>

- <xsl:stylesheet version="1.1" xmins:xs1="http://www.w3.0rg/1999/XSL/Transform"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility
-1.0.xsd"
xmins:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext
-1.0.xsd" xmIns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:dp="http://www.datapower.com/extensions"
xmins:dpconfig="http://www.datapower.com/param/config"
extension-element-prefixes="dp" exclude-result-prefixes="dp dpconfig">
- <l--

-

<xs1:output method="xm1" />
- <l--

-

<xsl:variable name="cert" select="concat('cert:',
/soapenv:Envelope/soapenv:Header/wsse:Security/wsse:BinarySecurityToken/text())" />

<xsl:variable name="subject"
select="dp:get-cert-details($cert)/CertificateDetails/Subject/text()" />
- <l--

-
- <!-- New Arno

-
- <xsl:message dp:priority="debug">

User DN:

<xs1:value-of select="$subject" />

</xs1:message>
- <I-- Load the mappings file

-
- <xsl:variable name="UserMappings">

<dp:url-open target="local:///user_mappings.xml" />

</xsl:variable>
- <l-- Extract username based on userDN

-

<xsl:variable name="uid"
select="$UserMappings/mappings/mapping[user_dn=$subject]/uid" />
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<xs1:message>

UID:

<xsl:value-of select="$uid" />
</xs1:message>

<!--  New Arno

-

<xsl:template match="/">
<xs1:apply-templates />
</xsl:template>

<l|la--

-

<xsl:template match="soapenv:Header/wsse:Security">

<xs1:copy>

<xsl:copy-of select="@*" />
<wsse:UsernameToken>
<wsse:Username>
<xsl:value-of select="$uid" />
</wsse:Username>
</wsse:UsernameToken>
<xs1:apply-templates />
</xs1:copy>

</xsl:template>

<l--

-

<!-- Changed Arno

-

<xs1:template match="@*">
<xsl:copy />
</xsl:template>
<xsl:template match="*">
<xsl:copy>

<xs1:copy-of select="@*" />
<xsl:apply-templates select="node()" />
</xs1:copy>

</xsl:template>

<!-- Changed Arno

-

</xs1:stylesheet>

Appendix B. XSL to add UsernameToken in DataPower
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Example: B-2 User mapping xml

<?xml version="1.0" encoding="UTF-8" ?>
- <mappings xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
- <mapping>
<user_dn>C=France, ST=Herault, L=Montpellier, 0=IBM, OU=ITSO,
tit1e=CWASWINCertOl-certificate, CN=WASWINCertOl</user_ dn>
<uid>USERWSO1</uid>
</mapping>
</mappings>
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Additional material

This book refers to additional material that can be downloaded from the Internet
as described below.

Locating the Web material

The Web material associated with this book is available in softcopy on the
Internet from the Web server for IBM Redbooks publications. Point your Web
browser at:

ftp://www.redbooks.ibm.com/redbooks/MTOM Code.zip

Alternatively, you can go to the IBM Redbooks publications Web site at:

ibm.com/redbooks

Select the Additional materials and open the directory that corresponds with
the IBM Redbooks publications form number, SG247687.
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Using the Web material

The additional Web material that accompanies this book includes the following
files:

File name Description
MTOM Code .zip Zipped Code Samples

System requirements for downloading the Web material

The following system configuration is recommended:
Hard disk space: 47kb

How to use the Web material

Create a subdirectory (folder) on your workstation, and unzip the contents of the
Web material zip file into this folder.
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Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this book.

IBM Redbooks publications

For information about ordering these publications, see “How to get IBM
Redbooks publications” on page 344. Note that some of the documents
referenced here might be available in softcopy only:

» Effective zSeries Performance Monitoring using Resource Management
Facility, SG24-6645

» Getting Started with IBM Tivoli Monitoring 6.1 on Distributed Environments,
SG24-7143

» IBM Tivoli Composite Application Manager Family Installation, Configuration,
and Basic Usage, SG24-7151

» Securing CICS Web Services, SG24-7658
» Threadsafe Considerations for CICS, SG24-6351
» Architecting Access to CICS within an SOA, SG24-5466

Other publications

These publications are also relevant as further information sources:

» CICS Web Services Guide, SC34-6838

» IBM Tivoli Monitoring: Installation and Setup Guide, GC32-9407

» IBM Tivoli Monitoring: Administrators Guide, GC32-9408

» IBM Tivoli Monitoring: User’s Guide, GC32-9409

» Composite Application Manager for SOA V7.1.0 Release Notes, Gl11-4096
» CICS Transaction Server for z/0S RACF Security Guide, SC34-6454
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Online resources

These Web sites are also relevant as further information sources:

» CICS Transaction Server for z/OS, Version 3 Release 2 Information Center,
located at

http://publib.boulder.ibm.com/infocenter/cicsts/v3r2/index.jsp
» Information about XML:
http://www.w3.org/XML/

How to get IBM Redbooks publications

You can search for, view, or download IBM Redbooks publications, IBM
Redpaper publications, Technotes, draft publications, and Additional materials,
as well as order hardcopy Redbooks, at this Web site:

ibm.com/redbooks

Help from IBM

IBM Support and downloads:

ibm.com/support

IBM Global Services:

ibm.com/services
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