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Preface

Authentication is the act of verifying a user's identity based on the credentials
that they have presented. Establishing each user's identity is a critical first step in
any client/server based system. In this IBM® Redbooks® publication, we present
an overview of the set of authentication options in the IBM FileNet® P8 V4.0
release.

The two standards at the core of the authentication process in IBM FileNet P8
V4.0 are the Java™ Authentication and Authorization Service (JAAS) standard
and the Web Services Security standard (WS-Security). The JAAS standard
forms the framework for security interoperability in the J2EE™ world, while the
WS-Security standard forms the framework for security interoperability in the
heterogeneous world of clients and servers that communicate through Web
services interfaces. IBM FileNet customers rely on a variety of authentication
technologies to secure their corporate intranets. By implementing and adhering
to these two standards, IBM FileNet P8 V4.0 enables a wide range of
authentication integrations.

In this IBM Redbooks publication we discuss and demonstrate the IBM FileNet
P8 integration with IBM Tivoli Access Manager for e-business, IBM Tivoli
Federated Identity Manager, and the SPNEGO mechanism provided in IBM
WebSphere Application Server.

This book is a valuable resource for security officers, access management
administrators, and architects who wish to better understand single sign-on
options for the IBM FileNet P8 V4.0 solution.

A word of caution

Performing a single sign-on (SSO) integration with IBM FileNet P8 V4.x using
IBM Tivoli® Access Manager and a supported J2EE application server can be a
very complex undertaking. The Tivoli Access Manager product supports many
different types of SSO scenarios. This product also comes with many pages of
product documentation. If you are planning to configure P8 with this SSO
solution, you need to either have the appropriate SSO expertise on staff, or
engage a services group to assist with the integration. The IBM FileNet ECM
team does not have the in-depth knowledge of these complex products, and are
not in a position to provide support for them.

© Copyright IBM Corp. 2009. All rights reserved. iX



In general, the following are the guidelines for identifying the appropriate
resources in order to plan and perform a successful SSO integration with IBM
FileNet P8 V4.x:

» Configuring an SSO solution (Tivoli Access Manager) to work with the J2EE
application servers (WebSphere® and WebLogic) that are hosting the P8
Content Engine (CE) and Application Engine (AE).

This task requires in-depth knowledge of the SSO solution and the application
server environment. Most likely, a combination of your IT resources, a Tivoli
Access Manager administrator, and an application server administrator needs
to be involved in this effort.

» Configuring the reverse proxy server (WebSEAL) to work with the application
server hosting the P8 AE

HTTP requests coming into a reverse proxy server are not a simple pass
through. The behavior of WorkPlace and other AE applications can vary when
requests and responses are being translated by a reverse proxy server.
Reverse proxy servers can be quite difficult to configure, particularly on the
AE tier. A combination of resources from the customer, Tivoli Access
Manager/WebSEAL administrator, and an application server administrator
needs to be involved in this effort.

» Setting up the appropriate trust between the AE and CE servers

This is required in order for the authenticated JAAS subject to be propagated
to P8 CE. A combination of the IBM FileNet TC/personnel and an application
server administrator needs to be involved in this effort.

» Enabling SSO for custom J2EE applications using the P8 CE Java APIs

These custom applications need to perform a JAAS login and establish trust
to the P8 CE server in order for the authenticated JAAS subject to be
propagated to CE. A combination of your resources and an application server
administrator needs to be involved in this effort.

The team that wrote this book

X

This book was produced by a team of specialists from around the world working
at the International Technical Support Organization, Austin Center.

Axel Buecker is a Certified Consulting Software IT Specialist at the International
Technical Support Organization (ITSO), Austin Center. He writes extensively and
teaches IBM classes worldwide on areas of software security architecture and
network computing technologies. He holds a degree in Computer Science from
the University of Bremen, Germany. He has 22 years of experience in a variety of
areas related to workstation and systems management, network computing, and
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Part 1

Architecture and
design

In this part, we discuss the business context of the IBM FileNet P8 single sign-on
solutions. We then describe how to technically architect different solutions into an
existing environment and introduce the necessary components.
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Business context for single
sign-on in an Enterprise
Content Management
environment

In this chapter, we introduce single sign-on and discuss the benefits of
integrating single sign-on with an Enterprise Content Management (ECM)
solution. We approach this both from a general security perspective and an ECM
standpoint. Security within an ECM environment is particularly important
because of the sensitive nature of the content managed within ECM solutions.

© Copyright IBM Corp. 2009. All rights reserved. 3



1.1 What single sign-on is

Today, in many organizations, there is an abundance of applications that require
authentication and the number of applications is increasing. Users use a number
of different user IDs and passwords to log in to applications. If there are too many
passwords, people are often unable to keep track of all of them. This can
generate unnecessary service calls to the help desk. A single sign-on solution
can alleviate this problem both for the user and the IT organization. With a single
sign-on solution, users only need to log in once and then they can use all
applications without having to provide user credentials again. This is the basic
function of single sign-on (SSO).

In our view, there are three classes of single sign-on solutions.
» Web single-sign on

» Desktop single sign-on

» Federated single sign-on

1.1.1 Three classes of single sign-on

Let us consider SSO in the context of the evolution of computing models, as
shown in Figure 1-1.

We are here, and
we are moving
this way —

Federated/

Client-S
lent-Server Web Services

Figure 1-1 Evolution of computing models
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As the computing models evolve from the insular client-server model to the open
Web services model, the importance of security increases dramatically. In
Table 1-1, we demonstrate how this evolution is impacting user authentication.

Table 1-1 Single sign-on models and their authentication characteristics

Model Network Communication Authentication
exposure protocol
Client-Server Private Proprietary Authenticates user against

an application-specific
repository. User population
contained within the
enterprise.

Web Private/Public Standards-based Authenticates user against
an application-specific or

enterprise repository. User
population expands to the

Internet.
Federated/ Public Standards-based Authenticates user against
Web Services an enterprise repository.

Also authenticates users
and other network entities
(for example, Web services)
originating from foreign
companies. User population
expands to the Internet and
other enterprises.

The client-server model achieves a certain level of security because it operates
within the corporate network and communicates over a propriety protocol.
However, being a network-based architecture, the client-server model requires
client authentication. In this model, each application tends to have its own user
repository. This requires users to keep track of separate accounts for separate
applications.

The Web model is just a special case of the client-server model that uses a
standard client and communications protocol (HTTP/S). Companies find this
model more cost effective, since only one client needs to be deployed to the
corporate desktops. Many traditional Web applications were developed (such as
the client-server model) using their own user repository. In addition to having the
same sign-on problem as the client-server model, the Web model compounds
the problem by exposing corporate applications directly to the customers through
the Internet. This means that companies face a large increase in the number of
users that must be supported. Also, these users are not the traditional corporate
users, but rather customers who the company must vet before assigning
accounts.

Chapter 1. Business context for single sign-on in an Enterprise Content Management environment 5



The emergence of the Web as the platform of choice for corporate applications
and the exposure of the corporate applications to the users created the
opportunity for services to be linked between corporations over the Internet. For
example, a corporate Web portal may link to the health benefits provider and the
financial services partner. These links lead to an external Web site that requires
authentication. Thus, the user is once again faced with additional account data to
manage. The federated model requires identity information to be carried securely
over the Internet so that users may consume services at various companies.

1.2 Benefits of a single sign-on solution

6

In this section, we discuss some of the most prevalent benefits of single sign-on
solutions from a security perspective.

» Cost reduction for the user help desk

If users are required to maintain different accounts for each application they
access, it can quickly become difficult for them to keep track of passwords.
Not remembering passwords can result in system lockouts, lost productivity,
and it can generate unnecessary help desk calls. It is well known that a high
percentage of help desk cost is related to password reset service requests.

» Greater user productivity and experience

SSO0 allows users to access business systems faster, which enables them to
get more done. And users who can sign in once feel better about their
transaction experience than users who must log in multiple times with many
different IDs and passwords.

» Mitigate the risk around password handling

Users that are required to keep track of numerous passwords tend to write
down the passwords, which can create an additional security exposure. In the
worst case, users have been known to write their passwords on post-it notes
and paste them to their displays. This situation can cause a critical
information breach. To mitigate this security risk, you need to reduce the
number of passwords that a user is required to remember.

» Centralized access control and centralized audit log management

Well implemented single sign-on solutions provide centralized access control
and logging functions. These functions are useful to the overall organization
for the purposes of adhering to regulatory compliance initiatives. Without
these functions, more workload is required to maintain the appropriate levels
of security and compliance control.
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» Keep confidentiality and integrity on the communication channel between
client and server

This benefit only applies to the Web single sign-on solution. Typical Web
single sign-on products use a reverse proxy that is placed between the
browser client and the Web application server. Even if the Web application
server has no SSL capability, a reverse proxy component can provide SSL
capability between the client and the reverse proxy. This function provides
secure communication between the client and the data center.

» Faster application deployment

When organizations deploy a superior SSO and security system that allows
application developers to call out to external security services, security no
longer has to be coded into each application. As a result, a company can get
new applications to market quickly, and can later update application business
logic and enhance security much more efficiently.

1.3 Single sign-on and Enterprise Content Management

In this section, we give an overview of ECM and security at the business level. In
addition, we talk about how SSO integrates into an ECM solution and give a high
level overview of how authentication and authorization take place within the IBM
FileNet P8 platform. Further detailed descriptions about the FileNet P8
architecture and integration with LDAP and SSO solutions is provided in
subsequent chapters.
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1.3.1 The ECM point of view

Enterprise Content Management is a broad area that takes in a number of
technology spaces, such as content storage, business process management,
and general search, and so on. For the purposes of this book, we discuss the
IBM FileNet P8 Platform for Enterprise Content Management. The P8 platform
delivers a wide array of services and features through our single Enterprise
Reference Architecture (see Figure 1-2).

Clients  Portals & Web Apps LOB & ISV Solutions Desktop Apps
Web Components _ App Components . Desktop Plug-Ins

Services  (SEcREDiscowery) (ESRtentcss«ic /S | Call-Baration) |
Classification & Taxonomy ! Records Management

Document Management Image Management Archive Management
Web Content Management Fonmms Management Report Management

=, L

| IBMCM  IBMDomino  IBMFileNet  SharePoint  Other

il

;= 4 | - Most popular
IBMNseries  IBMSYC  storage offerings

Figure 1-2 ECM Enterprise Reference Architecture

In Figure 1-2 we show the architecture of IBM ECM solutions at a very high level,
but each of these elements are critical for Enterprise Content Management.

» Clients

In the first layer of the diagram, we present the client interfaces. Client
interfaces are important to knowledge workers; good, clean, and efficient
interfaces are critical for user adoption and increased productivity in the ECM
domain. Building upon Web 2.0 technologies and look and feel, we continue
to modernize and bring a highly usable and efficient experience to users.
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» Services

In the middle layer are the set of services that are delivered by the ECM
platform. These are the core capabilities that manage all information types,
including images, reports, documents, e-mail, Web content, forms, audio,
video, XML, and so on.

— First, we need to connect to all the repositories where information resides.
To accomplish this task, we utilize information integration and content
federation services. This is more than just a connection to one content
repository or another; it provides active management of content in place,
so customers do not have to migrate or move content. This helps
customers retain, find, use, reuse, and manage information, regardless of
where it resides. And with IBM Information On Demand (IOD), this set of
technologies, products, and services helps bring together information from
other sources across the enterprise, whether it is traditional applications,
SAP®, Siebel®, or PeopleSoft® applications. IOD helps bring this
information together and put it in context so it returns greater value to the
enterprise. ECM fits right into the IBM IOD strategy.

— Second, we add a complete set of information management capabilities to
bring life to the content, from capture and management to presentation
and archival, and everything in between. Some of the exciting things we
are working on include taxonomy and classification of content. Adding
these capabilities help organizations more efficiently and effectively
create, categorize, organize, manage and find information, and it allows us
to integrate more completely with other parts of IBM for enterprise search,
content analytics and business intelligence, information servers, and
master meta data management.

— Third, collaboration brings people together to create, review, and use
information. We are constantly enhancing our content services to provide
new ways for extended and dispersed teams to collaborate and come
together in new and efficient ways, whether it is through SharePoint®,
Quickr™ or other collaboration solutions. Content is good, but we need to
put it to work. Business Process Management (BPM) remains very central
to our ECM strategy to enable you to build content centric solutions and to
execute content centric processes to bring value to your users.

> Repositories

At the bottom of this chart, you see a number of different repositories, or
places where content and data are stored. Information can be stored
anywhere: in IBM repositories, in non-IBM repositories, on file shares and
e-mail systems, in databases, and in storage devices. A typical company may
have more than 10 different content management systems and repositories,
with the common result that users do not know about content in other parts of
the enterprise that might be useful, or they cannot access it. ECM aims to
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connect all of these sources and to bring all of the information and data
together in an open manner so that the appropriate user can get access to it
as needed to perform their functions within the organization.

As you can see, Enterprise Content Management covers a broad range of
application spaces, such as BPM, document management, imaging, records
management and compliance, team collaboration, forms management, e-mail
management, and more. The point here being that the introduction of an ECM
platform such as FileNet P8 is not simply the introduction of a new application to
your user environment; it can mean the introduction of a number of new
applications. Some of those applications may or may not be visible to the user.
Additionally, ECM capabilities may be delivered through integration with other
Enterprise Systems, such as SAP, Siebel, or portals that provide the user
interface, such as when the ECM serves as the content repository for documents
associated with records within these environments. One of the benefits of the P8
platform is the complete and seamless integration of its components. This
manifests itself in the security space in its reliance on an LDAP provider to store
and maintain user names and passwords. At a high level, authentication, which is
covered in detail in 1.3.2, “P8 authentication overview” on page 10, is handled by
validating that the credentials received from the user, or the application
accessing ECM services, is found in one of the Directory Servers to which P8
has access. Regardless of the number of ECM applications to which the user has
access or services accessed by Line of Business applications he employs, the
user has a single identity across the platform, and by leveraging an SSO solution
we can then seamlessly extend that to provide the user a single identity across
the organization. With Federated ldentity, we show how that can be extended
beyond organizational boundaries.

1.3.2 P8 authentication overview

10

Authentication is the process of confirming that a user accessing an application
is who they purport to be. This is done by validating their credentials, in our
particular case, by challenging them for a user name and password. On the IBM
FileNet P8 platform, the users’ identities are defined and maintained in a user
repository (LDAP directory). Their ability to access objects and services on the
ECM platform is determined by their individual identity and their group
memberships, which is contained in the topic of authorization.

The two standards at the core of the authentication process in IBM FileNet P8
V4.0 are the Java Authentication and Authorization Service (JAAS) standard and
the Web Services Security standard (WS-Security).

The JAAS standard forms the framework for security interoperability in the J2EE
world, while the WS-Security standard forms the framework for security
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interoperability in the heterogeneous world of clients and servers that
communicate through Web services interfaces.

IBM FileNet P8 customers rely on a wide variety of authentication technologies to
secure their corporate intranets. By implementing and adhering to these two
standards, IBM FileNet P8 enables a wide range of authentication integrations.

1.3.3 P8 authorization overview

Authorization is the process of determining the access rights that an
authenticated user has for a particular application. In the case of our ECM
application, this may include access to data, documents, forms, and other
formats of electronic content. Authorizations also grant permissions to perform
certain actions within an application, such as approve a new loan or insurance
policy in a BPM managed process.

IBM FileNet P8 implements and manages authorization within the platform
through the use of access control lists (ACLs). An access control list defines the
rights (or permissions) a user or group has to a resource or object. Those rights
can typically only be changed by modifying the ACL defined on each individual
resource or object. Each object stored within the IBM P8 Content Engine has an
associated ACL attached that determines the users and groups that have
permissions to access the information it contains or perform actions on the
objects. These permissions may range from a user only having the ability to view
the information contained in the object to the user having full access to the
object, which may include the ability to update the information or delete the
object in its entirety.
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1.3.4 SOA identity propagation overview

A service-oriented architecture (SOA) connects loosely coupled services to
construct new applications. These services use their own user registries, which
are often administered in isolation from those of other services in the SOA
environment. Users and service entities in such a homogeneous environment
are likely to have different identities in the various services that make up a
composite application, as shown in Figure 1-3.
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Figure 1-3 Different identities required in different services of a composite application

Establishing the identity of the service requester in each service request is a
fundamental step in ensuring that business requirements such as authorization,
audit, and compliance can be implemented.

Identity services are required in the SOA infrastructure so that services can be
easily interconnected with the correct identities being propagated.
A solution for the challenge of SOA identity propagation must be:

» Capable of understanding and operating with a variety of formats for
representing identity

» Capable of translating between different identities

» Based on SOA principles itself to deliver a flexible, infrastructure-based
solution de-coupled from application business logic

» Constructed using open standards to provide maximum interoperability with
the platforms and systems on which SOA solutions are constructed

12 Single Sign-On Solutions for IBM FileNet P8 Using IBM Tivoli and WebSphere Security Technology



In the ECM context, SOA identity propagation is one method to tackle the
problem of authenticating external users, such as a third-party appraiser that
provides a report in the context of a mortgage origination process for your bank.

Traditionally, in ECM implementations, these external users are required to be
stored and maintained in the corporate directory server, which creates an
additional administrative burden and costs for IT that is often undesirable to the
organization.

The SOA principal of identity propagation provides a mechanism by which users
have their identities verified using an identity provider in a way that allows the
partner’s identity assertion to be trusted by your organization. This allows, for
example, a group of individual appraisers in an organization external to your
bank to be authenticated against their own corporate directory and participate in
a business process to underwrite a mortgage loan.

In order for this scenario to take place, your bank must have a business
agreement with this third-party firm to regulate the level of trust as well as the
technical IT terms about who manages the user identities and how an
authenticated user may access certain application and data resources on your IT
infrastructure.

By using a SOA identity propagation approach, you can trust the identity
assertion provided by your partner through a SAML token, for example, so that
the individual can participate in tasks in your business processes.

If you want to learn more about the powerful world of service-oriented
architectures, especially about SOA security, refer to the IBM Redbooks
publications Understanding SOA Security Design and Implementation,
SG24-7310 and Propagating Identity in SOA with Tivoli Federated Identity
Manager, REDP-4354.
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Single sign-on architecture
and component design

In this chapter, we want to cover more details about the three single sign-on
scenarios that we introduced in 1.1, “What single sign-on is” on page 4 and how
these scenarios can be architecturally mapped onto four product related
solutions.

For a better general understanding, we begin with a look at the overall IBM
FileNet P8 architecture and its core components. This gives you an initial view of
what a P8 implementation may look like in the absence of a SSO solution. In the
rest of the chapter, we then continue to discuss the architectural overview of
three product solutions and how they integrate with P8 to deliver SSO in an ECM
implementation.
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2.1 IBM FileNet P8 architecture overview

There are two primary components in the IBM FileNet P8 Platform: the Content
Engine server, which provides core content management capabilities, and the
Process Engine server, which provides core business process management
(BPM) capabilities. A third component, the Application Engine, hosts the
Workplace Web application, Workplace Java applets, and Application
Programming Interfaces. For the purposes of security and SSO, we are going to
focus more closely on the Content Engine because, for purposes of
authentication, it provides the Directory Service Provider layer for the rest of the
platform. This will be explained in detail in later sections of this chapter. Now we
will give you an overview of the P8 platform to create a general understanding of
all the components and how they interoperate.

2.1.1 Architecture of an IBM FileNet P8 system

16

IBM FileNet P8 is the foundation for the overall IBM FileNet family of products,
allowing the individual solutions to seamlessly interoperate so that their powerful
capabilities can be fully utilized. There are three main engines that comprise the
IBM FileNet P8 platform. We define an engine as a collection of services and
components, which together perform a set of related functions. Although each
engine is comprised of various parts, we view it as a single functional unit.
Understanding the complexity of how each engine works is not necessary, but it
is important to know what each engine does. Let us shed some light into the
primary engines of the P8 platform.

» Content Engine (CE)

The Content Engine provides software services for managing different types
of business-related content, which we refer to as objects. The Content Engine
provides the active content capability, so that events involving content objects
can trigger corresponding actions. The Content Engine handles database
transactions required for managing one or more object stores. An object store
is a repository for storing objects in a P8 environment. Each object store
manages a database (Content Engine database) for meta data and one or
more storage areas that represent physical storage locations for content. A
storage area can be in a database, a file system, a fixed content device, such
as an image services repository, Network Appliance™ SnapLock®, EMC
Centera, IBM DR550, or a combination of these options. For the latest
integration information, contact your local sales team. The Content Engine
uses the latest J2EE technology standards and is deployed inside of an
application server that spans a Java Virtual Machine.
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» Process Engine (PE)

The Process Engine allows you to create, modify, and manage automated
business processes. It provides software services such as business process
execution and routing, integration of external rules engines, process analysis,
and process simulation. The processes can be performed by applications,
enterprise users, or external users, such as partners and clients. The Process
Engine uses the Process Engine database where all process related data is
stored. Processes run inside of an isolated region that acts as an individual
processing space.

» Application Engine (AE)

The Application Engine hosts the Workplace Web application, Workplace
Java applets, and Application Programming Interfaces (APIs). It is the
presentation tier for both content and process. It also handles user
authentication against the directory service. The Application Engine consists
of an application server with one or more deployed applications. It includes a
deployment of the JSP™ based Web client Workplace as well as the standard
Web client Workplace XT, which is implemented with AJAX using Java Server
Faces (JSF) technology. For simplification, we refer to these applications as
Workplace. A third deployed application is the Global Help system. These
applications run in the Java Virtual Machine context of the application server.

Both the Content Engine and Process Engine have their own databases. There
is also a Global Configuration database (GCD) that stores a global system.
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2.1.2 Content Engine architecture
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Figure 2-2 on page 20 shows a high level view of an IBM FileNet-P8 4.0 Content
Engine server and some of the various types of client applications that access it.
The Content Engine is packaged as a J2EE application and deployed on one or

more J2EE application server instances.
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The key components of this application are:
» The Content Engine Web service listener

This component is packaged as a Servlet based application that resides in
the Web container of the application server. This listener implements the
Content Engine Web service. It supports IBM FileNet P8 V4.0 Web service
clients, as well as IBM FileNet P8 3.5 Web service clients. It exposes the full
functionality of the Content Engine server through a standard Web services
API. Requests that arrive at this Web service are authenticated based on the
credentials in their WS-Security headers, and then passed on to the Content
Engine EJB™ layer.

» The Content Engine EJBs

These J2EE session beans reside in the EJB tier of the application server,
and implement the same set of low level Content Engine server primitives as
the Content Engine Web service, exposing them through an Enterprise Java
Bean interface, rather than a Web services interface. All clients of this EJB
layer must perform a JAAS login prior to sending a request to one of the
EJBs.

The Content Engine EJBs are strictly for use within the CE Java APl and are
not exposed for general use.

The core content management logic resides in the resource adapter tier of the
application server. It provides the same enterprise repository services, content
storage services, and caching services, as the IBM FileNet P8 3.x Content
Engine.

The Web Service listener and EJB layers are referred to as the two transport

layers of the Content Engine. All client requests enter the Content Engine
through one of these two transport layers.
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Figure 2-2 Content Engine component architecture

The IBM FileNet P8 V4.0 Content Engine accepts requests through a standard
J2EE EJB, or through the Content Engine Web service. Authentication options
will differ significantly, depending on which of these two transport layers an
application uses.

2.1.3 Process Engine architecture
The IBM FileNet P8 Process Engine does not run on a J2EE application server in

Version 4.0. Therefore, it is not able to directly leverage the JAAS standard to
support authentication and single sign-on (SSO) solutions. The Process Engine
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works around this limitation in Version 4.0 by delegating authentication
operations to the Content Engine server. This arrangement is discussed in
further detail in 2.1.5, “Java based client authentication through JAAS” on
page 22.

2.1.4 Directory service integration

It is important to note that the authentication process for IBM FileNet P8 V4.0
occurs before any Process Engine or Content Engine server logic is invoked.
After authentication has occurred, the user's identity is represented by a JAAS
Subject (or by an Identity Token, in the case of the Process Engine).

Authorization in IBM FileNet P8 uses a fine-grained model whereby individual
documents, folders, process queue items, and so on, are protected by Access
Control Lists (ACLs). An ACL contains a list of Access Control Entries (ACEs)
that either grant or deny a certain type of access to an individual user or a group
of users. In order to perform these authorization operations, a user must be
mapped to an entry in a directory service, so that their security identifier may be
obtained, and their group membership evaluated. This process of resolving a
user to a directory service entry occurs by extracting a principal name from their
JAAS Subject (or Identity Token) and issuing queries against the directory
service to obtain user and group information. In IBM FileNet P8 V4.0, IBM
FileNet software does not interact directly with a directory service for
authentication purposes. Authentication is always performed by a JAAS
LoginModule, which may or may not interact with a directory service. IBM FileNet
software needs to retrieve user and group information from a directory service for
authorization purposes.

As discussed in the previous section, the Process Engine delegates this user
and group lookup to the Content Engine.

The Content Engine implements a Directory Service Provider layer. Directory
Service Providers are implemented underneath this layer for each directory
service supported by IBM FileNet P8. The directory services supported in
Version 4.0 include:

» IBM Tivoli Directory Server

» Microsoft® Active Directory®

» Sun™ ONE Directory Server

» Sun Java™ System Directory

» Novell® eDirectory

» Microsoft ADAM (also known as ADLDS)
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This list will likely be expanded in future P8 releases. Always refer to your
product documentation for the latest accurate information of supported product
versions.

2.1.5 Java based client authentication through JAAS

As shown in Figure 2-2 on page 20, clients of the Content Engine V4.0 Java API
have the option of choosing to use either of the transport layers, SOAP or EJB.
Clients of other Content Engine APIls do not have the option of using the EJB
transport layer.

One of the advantages inherent to the EJB transport layer is the ability to
leverage JAAS-based authentication. The JAAS standard provides a mechanism
that allows third-party authentication / single sign-on solutions to be integrated
with any J2EE compliant application. If a single sign-on provider writes a JAAS
LoginModule for a given application server, then clients of applications hosted in
that application server can leverage that SSO solution.

The way that JAAS-based authentication is used can differ in different client and
server scenarios. The sections below illustrate some, but not all, such scenarios.

Browser-based client of J2EE application server

Browser-based clients of J2EE-based application servers interact with Servlets
and Java Server Pages (JSPs). These are Java-based Web components,
managed by the Servlet Container of a J2EE application server. Servlets interact
with browser-based clients (and other Web clients) through a request/response
paradigm managed by the Servlet Container. The authentication process for
these types of clients is defined by the Java Servlet specification.

To access an IBM FileNet P8 server, J2EE Servlet-based applications must
obtain a JAAS Subject that is valid in the J2EE EJB container that hosts the
Content Engine EJB. There are two separate high level paradigms that may be
used to obtain this JAAS Subject:

» Application managed authentication
» Container managed authentication

These two options are covered in more detail in the following sections.

Application managed authentication

A Servlet may make JAAS calls to perform its own JAAS login programmatically.
This approach may involve application server specific idiosyncrasies and
configuration issues, but it is fairly standardized for the common user name and
password case. To use application managed authentication, each Servlet
deployed in the container must include logic that determines if the user is
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authenticated. If the user is authenticated, then its identity is determined by
examining information in the user's session. Each Servlet must perform some
action (such as redirecting unauthenticated users to a logon page) that collects
and verifies their credentials, handles errors, and manages the encoding of the
authenticated identity into the user's session.

Container managed authentication

One of a standard set of Servlet authentication options may be specified in the
Web application's deployment descriptor. In this case, the Servlet container
performs the JAAS login, based on the credentials that are supplied, relieving the
application of this burden.

Each Web application deployed in a Servlet container can specify one of the
following options, as defined in the Servlet specification, which the container
should use to authenticate users.

» HTTP Basic Authentication (BASIC)

The container requests the client browser to prompt the user for a user name
and password, using a browser specific dialog box. This option is defined by
the HTTP specification. The user-supplied credentials are sent to the server
for authentication. A secure transport must be used, as credentials are
unencrypted. Few applications use this method, because the application’s
look and feel are not preserved, and the login prompt cannot be integrated
into the application in a cohesive presentation.

» HTTP Digest Authentication (DIGEST)

Similar to HTTP Basic, but a digest (a one-way hash) of the password is sent
instead of the password. This option is somewhat more secure, as the actual
password is not compromised, but requires that the authentication
mechanism that manages identities accept the password hash in a particular
form, rather than the actual password. This is not possible in most real world
cases.

» Forms Based Authentication (FORMS)

Instead of asking the client browser to prompt for a user name and password,
the caller is redirected to an application-specific form to provide this
information. This option allows customization of the look and feel of the login
page and any error pages. It also requires a secure transport to protect the
password.

» HTTPS Client Authentication (CLIENT-CERT)

This option requires each user to have a unique Public Key Certificate (PKC),
and requires the use of an encrypted HTTPS (SSL) connection between the
client and the server.
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Note that while all four of the options above may be executed over an HTTPS
connection (and, in fact, that is a recommended best practice), only
CLIENT-CERT actually requires an HTTPS connection. SSL is engaged through
the configuration in the Servlet descriptor of <transport-guarantee> as
CONFIDENTIAL or INTEGRAL.

All of these technologies are forms of container managed authentication, where
the J2EE Servlet Container performs the JAAS authentication based on
credentials obtained by a standard mechanism. The specification of one of these
authentication mechanisms is a standard part of a Servlet deployment descriptor.
The specification and configuration of how the J2EE application server validates
these credentials, however, is application server dependent. In an enterprise
environment, an authentication mechanism must be provided to validate
credentials against the enterprise identity management solution (either a
directory service or a single sign-on solution).

Once a caller has been authenticated by a J2EE Servlet container, if the Servlet
subsequently calls an EJB, the Servlet Container is required to propagate the
caller's identity (JAAS Subject) to the EJB. Figure 2-3 shows the container
managed authentication case, using forms-based authentication to authenticate
the caller against an Active Directory service.
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Figure 2-3 JAAS container managed authentication
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We also provide a step-by-step walkthrough for the authentication scenario.
1. A user attempts to access a Servlet based application.

2. The J2EE application server redirects the user to a page that challenges for
credentials.

3. The user enters credentials and submits them to the server.
4. The J2EE server validates the user's credentials through JAAS.

5. The J2EE server creates JAAS Principal and Subject objects using the Active
Directory JAAS LoginModule, and places them in the user's session.

6. The J2EE server redirects the user back to the application page that was
originally requested.

7. The Servlet container looks for a user Principal available on the incoming
request.

8. Once invoked, the Servlet makes a call to the P8 Content Engine server, and
the user's JAAS Subject is propagated to the EJB container in which the
Content Engine resides.

2.1.6 Web service based client authentication through WS-Security

In this section, we discuss how two specific WS-Security profiles (the Username
Token profile and the Kerberos profile) are supported in IBM FileNet P8 V4.0,
and how support for additional standard profiles, as well as nonstandard
WS-Security compliant approaches, may be integrated with IBM FileNet P8 V4.0
Web services, using the IBM FileNet P8 V4.0 Web Service Extensible
Authentication Framework.

Clients of a Web service must produce WS-Security compliant headers to use
any of the P8 Web services. Most Web service-based applications are created
using a toolkit, such as IBM Rational® Application Developer or Microsoft Visual
Studio®, which handles the creation of WS-Security compliant headers.

Username Token credentials

The Web Services Security Username Token Profile specifies how user name and
password based credentials can be passed in a WS-Security header. All Web
service clients that adhere to this profile should be able to interact with any Web
service that implements the profile. The XML <wsse:UsernameToken> and
<wsse:PasswordToken> elements are defined, along with rules for how these
fields must be used.

The key concept is, when Username Tokens are sent in a WS-Security header, a
secure, private channel, such as an HTTPS connection, must be used between
the client and the server, to prevent compromising the client's password.
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Two types of passwords are defined by this standard: a text password and a
password digest. IBM FileNet P8 V4.0 supports only the text password option.
The digest version sends a SHA-1 digest of the password, instead of the text
password. The digest version requires that the servers have access to the user's
clear text password for verification purposes, which is typically not the case.

When a Web service request containing a Username Token arrives at an IBM
FileNet P8 V4.0 Content Engine Web service, the Web service listener extracts
the credentials from the WS-Security header, and uses them to perform a JAAS
login using an application server specific user name and password LoginModule.
Once the JAAS login has successfully completed, the IBM FileNet P8 Web
service listener is now in possession of a JAAS Subject, and can pass the call
along to the Content Engine server through the EJB transport.

Kerberos credentials

The Web Services Security Kerberos Token Profile specifies how
Kerberos-based credentials can be passed in a WS-Security header.

Kerberos overview

Kerberos is an authentication protocol that was developed at MIT during the
1980s. It allows the authentication process to occur securely over untrusted
networks. It is a widely used standard for authentication, both in the UNIX® and
Microsoft Windows® worlds. In a Kerberos environment, clients obtain tickets
that grant them access to interact with a particular server for a particular period
of time. Servers are able to verify the validity of these tickets, and of the user's
identity. Symmetric encryption is used to secure the tickets and keys that are
exchanged in a Kerberos environment.

A Kerberos environment requires the presence of one or more Kerberos Key
Distribution Centers (KDCs). A KDC generates the encryption keys and tickets
that are used in the environment.

Kerberos and P8 authorization scenario

Figure 2-4 on page 27 shows the exchanges that occur in a typical Windows
Kerberos-based client/server interaction (a UNIX-based Kerberos interaction
would be conceptually identical).
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Figure 2-4 Kerberos architecture overview

Where:

1. Authentication: Client logs in to the Windows domain. The operating system

collects the users name and password and sends them to a KDC.

2. The KDC works with a directory service to validate the user's credentials, and
returns a Ticket Granting Ticket (TGT) to the caller.

3. Ticket granting exchange: The client wishes to access a particular server. It
sends a second request to the KDC, specifying the service that it wishes to
access. (Note that if the client had previously been granted a service ticket

and it has not yet expired, then steps 3 and 4 would be skipped.)
4. The KDC issues a Service Ticket, which grants the caller access to that

service.

5. The client sends its request, with the Service Ticket encoded in a

WS-Security Kerberos token, to the server.
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6. The Web Service Listener on the Content Engine server performs a JAAS
login using credentials supplied in the incoming WS-Security header.

7. The JAAS LoginModule validates the client's ticket. No round-trip to the KDC
is necessary. The server is able to use its own key (obtained from the KDC
with the first use of this LoginModule) to validate service tickets. The
LoginModule produces a valid JAAS Subject, based on the successful
validation of the ticket. This JAAS Subject is returned to the Web Service
Listener.

8. The Content Engine Web Service Listener passes the call along (with valid
JAAS Subject) to the Content Engine EJB layer.

When Kerberos tokens are sent in a WS-Security header, a secure, private
channel, such as an HTTPS connection, is not required between the client and
the server, as the tickets sent in a Kerberos request are already encrypted.
Kerberos also provides protection against replay attacks. (Customers may wish
to use an HTTPS connection anyway, to ensure privacy for information
contained in the request and response bodies.)

2.1.7 Application Engine authentication

The IBM FileNet P8 V4.0 Application Engine (AE) server hosts the Workplace
Web application, Workplace Java applets, and Process Engine applets, as well
as application development tools. It is the presentation layer for both process and
content. There are a number of different components that run on the Application
Engine. The sections below discuss how each of the components deal with
authentication and single sign-on integrations.

Workplace Web application

This user Web application provides access to the document management and
business process management capabilities of IBM FileNet P8. Workplace also
supports extended IBM FileNet P8 capabilities, such as forms management,
records management, and portals.

Workplace runs within a Web container on a J2EE application server, positioning
it to participate in the JAAS-based authentication framework of IBM FileNet P8
V4.0.

The following sections discuss how each of the high level authentication options
apply for the Workplace application.

Application managed authentication

This is the mode that is supported in Version 3.5 of Workplace. It is basically a
forms-based authentication, but the Workplace application performs the
redirection of unauthenticated user requests to a logon page, and encodes the
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credentials supplied to the logon page, in the user's JSP session. This mode
supports user name and password credentials only. The credentials collected
from the Application Engine custom logon page are used to perform a JAAS

logon programmatically.

This mode will continue to be the default behavior of Workplace in Version 4.0.

Container managed authentication

In this mode, the Workplace application does not control the authentication
process. The deployment descriptor for the Workplace application specifies the
security constraints required to access Workplace pages. When an
unauthenticated user accesses a Workplace page, the J2EE Web container
initiates a user challenge, obtains user credentials, and performs a JAAS login
based on those credentials.

The deployment descriptor specifies the authentication method that should be
used. The following standard methods defined by the Servlet specification are
supported.

» Forms Based Authentication

The container redirects the user to an HTML page, where the user's
credentials are collected.

» Basic Authentication

The container uses standard HTTP options to direct the user's browser to pop
up a dialog box and prompt for user name and password credentials.

» HTTPS Client Authentication

This mechanism requires each user to have its own Public Key Certificate
(PKC), and requires the use of an HTTPS (SSL) connection.

2.1.8 Process Engine authentication

In the IBM FileNet P8 V4.0 release, the Process Engine (PE) relies on the
Content Engine (CE) for authentication and directory service access operations.
The rationale for this design is that the Content Engine server is implementing
certain single sign-on and directory service enhancements in the Version 4.0
time frame. The implementation cost for these enhancements is eased by virtue
of the integration capabilities provided by running in a J2EE application server
and using JAAS as the authentication framework in the Content Engine server.
The Process Engine server needs to implement the same set of single sign-on
and directory service enhancements, but Process Engine will not be hosted in a
J2EE server in the Version 4.0 time frame. The Process Engine is able to
leverage the enhancements made within the Content Engine by deferring to the
Content Engine for authentication and directory service operations.
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The following sections describe the steps that occur as a client of the Process
Engine authenticates with the Content Engine server, and then sends the
credentials obtained from the Content Engine to the Process Engine server with
each request.

The PE Java API client (using CE EJB transport)

Figure 2-5 on page 31 shows a Process Engine Java API client in an IBM FileNet
P8 server environment. Note that both the Process Engine Java APl and the
Content Engine Java API must be present on the client machine (the installer for
the Process Engine Java API will install the Content Engine Java API
components as well). Note also that Figure 2-5 on page 31 assumes that the
Content Engine Java API is configured to work over the EJB transport. See “The
PE Java API Client (using CE Web service transport)” on page 33 for a
discussion of how this will differ if the Content Engine Web service transport is in
use.

Figure 2-5 on page 31 represents a two level authentication process, wherein the
client first authenticates with JAAS. The client then authenticates with the
Content Engine server, with the application server validating the JAAS
credentials by invoking one of the configured LoginModules to confirm that the
client's credentials are of a type accepted by this server, and that they are valid.
This establishes the caller's identity from an IBM FileNet P8 point of view.
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Figure 2-5 PE Java API client

The following steps occur as the Process Engine client application initializes and
then makes a call to the Process Engine server.

1. The Process Engine client performs a JAAS login, using the LoginModule
configured in the client environment. This login probably occurs before any
interaction occurs with the Content Engine or Process Engine APIs. It may
happen automatically as a result of a J2EE configuration, or the client may
invoke the LoginModule programmatically. For the user name and password

case, a helper method to facilitate performing the JAAS login is provided in
the Process Engine Java API.

Depending on what LoginModule is in use, the LoginModule may make a call

to the enterprise directory service, possibly through a proxy or some
intermediate SSO solution.

2. The Process Engine application makes a call to the Process Engine Java
API.

3. The Process Engine Java API sees that the client has not been authenticated

to IBM FileNet P8 yet, and therefore makes a call to the Content Engine Java
API to obtain an IBM FileNet P8 identity token.
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4. The Content Engine Java APl makes a call to the server. At the Content
Engine server, the call arrives at the J2EE application server's EJB container
with the caller's JAAS Subject. The application server examines its security
policy configuration, as well as how the Content Engine EJB is configured, to
determine what security policy is in place. It determines if the JAAS Subject
associated with the incoming request matches one of the authentication
providers that are configured and enabled for use with this EJB. If so, it
makes a call to this authentication provider, which performs any necessary
checks on the JAAS Subject (this may involve contacting a directory service
or SSO provider to validate the Subject). If any part of this application server
authentication process fails, an appropriate error is returned to the caller
(note that this would occur before any logic within the Content Engine EJB is
invoked).

5. If the incoming JAAS Subject is validated by the application server, then the
call is passed through to the Content Engine EJB, and the JAAS Subject is
available to the Content Engine EJB.

6. Within the Content Engine EJB, the Principal name is extracted from the
JAAS Subiject, and the Principal is looked up in the Content Engine user
cache. If this user is not found, then the Content Engine makes a call to the
enterprise directory service to expand the caller's identity information.

7. The EJB processes the incoming request. In this case, an IBM FileNet P8
identity token is created, and returned to the caller (the Process Engine Java
API).

8. If all of the above steps are successful, the Process Engine Java APl now has
an IBM FileNet P8 identity token, obtained from a Content Engine server. It
now makes a call to the Process Engine server, passing this identity token as
a parameter. When this call arrives at the Process Engine server, the identity
token is examined, and the signature on it is validated. If the signature is
valid, then the Process Engine server trusts that the token is valid, and that
the caller is therefore who it claims to be (the user identified by the token).

9. This optional step is actually unrelated to the authentication process, but will
occur in many cases. In this step, the Process Engine server wishes to
retrieve the detailed user information (full name, DN, e-mail address, group
memberships, and so on). It does so by calling the Content Engine server to
retrieve the requested User or Group objects.

The P8 identity token used to convey the identity of the caller from the Content
Engine server back to the Process Engine server is protected by a pair of
cryptographic keys. One of these keys is a secret shared between a Process
Engine and Content Engine server, while another key is dynamically generated
for use with each token.
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The identity of Process Engine clients is confirmed by a Content Engine server,
and transmitted to the Process Engine in the form of an IBM FileNet P8 Identity
Token.

The PE Java API Client (using CE Web service transport)

For the V4.0 time frame, Process Engine authentication through Content Engine
over the Web service transport is only supported for the user name and
password case. Alternate credential types over the Web service transport may be
added in the post-Version 4.0 time frame. If the EJB transport is used, then other
types of JAAS credentials can be supported for Process Engine Java API clients.

The diagram for this scenario is the same as shown in Figure 2-5 on page 31,
with the exception that the arrow in step 4 goes to the Web Service Listener,
rather than going to the EJB Listener. The Web Service Listener then extracts
the user's credentials from the WS-Security header, and performs a JAAS login
using a LoginModule that has been configured at the server. Once that step is
complete, the Web service listener forwards the call along to the EJB listener,
and everything is the same as in the previous section.

The PE Web service API Client

The Process Engine Web service client sends a Web service request to the
Process Engine Web service listener. The Process Engine Web service listener
is then responsible for performing the JAAS login. Once the Process Engine Web
service listener has obtained a valid JAAS Subject, it makes a call to the Process
Engine Java API.

Note that the only credential type that will be supported for this scenario in IBM
FileNet P8 V4.0 are user name and password credentials. The Process Engine
Web service does not support Kerberos credentials, nor does it support the Web
Services Extensible Authentication Framework (WS-EAF). It is IBM’s stated
intention to support this function in a subsequent release.
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Figure 2-6 shows the Process Engine Web service listener running on a
separate server from the Content Engine server. Although this is correct from a
conceptual point of view, it is likely that the Process Engine Web service listener
will actually be co-resident with the Content Engine server (this is the default

configuration).
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Figure 2-6 PE Web service API Client

This concludes our overview of the IBM FileNet P8 base architecture. In the
following sections, we introduce different single sign-on options based on explicit
product examples. We introduce the architectural concepts of these individual

solutions so that you can better understand the integration scenarios in Part 2,
“Technical single sign-on implementations” on page 53.
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2.2 Simple Protected GSSAPI Negotiation Mechanism
architecture overview

In this section, we introduce the basic Simple Protected GSSAPI Negotiation
Mechanism (SPNEGO) function, as well as the Kerberos authentication protocol,
which is used in the SPNEGO and Windows domain authentication processes.

2.2.1 What SPNEGO is

In this section, we begin with an explanation of the Kerberos protocol. This is
because SPNEGO depends heavily on the Kerberos protocol in its authentication
process.

SPNEGO is used to provide secure single sign-on functionality from an Internet
Explorer® browser, running on a Microsoft Windows desktop, to a Web
application. When a user tries to access an SPNEGO enabled Web application
server, the SPNEGO authentication token is automatically exchanged between
the browser and the Web application server. Hence, the user can log in to the
Web application server without being challenged with another login window.

The SPNEGO mechanism is described in RFC 4559, even though it is in an
informational status. Because its mechanism and protocol are open, we can also
use other browsers, such as Firefox and Mozilla.

SPNEGO is tightly coupled with the Windows authentication mechanism. In other
words, SPNEGO uses authentication information provided by the Windows OS
and trusts it. So in order to use the SPNEGO mechanism, you need an Active
Directory domain. In your Active Directory domain, Microsoft Windows can use
two kinds of authentication mechanisms. One is called NTLM authentication,
which is used in Windows NT® based domains, while the other is Kerberos
authentication, which is used in Windows 2000 and later. If you are using
WebSphere Application Server V6.1, only SPNEGO based on Kerberos
authentication is supported.

Kerberos

Kerberos is an authentication protocol for distributed environments based on the
RFC 15102 standard. It is designed for handling sensitive data (authentication
information) in untrusted networks.

1 More information about RFC 4559 SPNEGO-based Kerberos and NTLM HTTP Authentication in
Microsoft Windows can be obtained at http://www.rfc-archive.org/getrfc.php?rfc=4559

2 More information about RFC 1510 The Kerberos Network Authentication Service (V5) can be
obtained at http://www.rfc-archive.org/getrfc.php?rfc=1510
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Kerberos makes use of a trusted third party, called a key distribution center
(KDC), which consists of two logically separate parts: an Authentication Server
(AS) and a Ticket Granting Server (TGS). Kerberos works on the basis of tickets,
which serve to prove the identity of users.

Components used in Kerberos authentication
The following logical components are used in a Kerberos implementation.

» Key Distribution Center (KDC)

This component takes a trusted third-party role in Kerberos authentication.
This component consists of a TGS and an AS.

» Authentication Service (AS)

This component is for receiving initial authentication requests from a client.
This component verifies the user ID and password from a client. If both the
user ID and password are correct, this component issues the ticket that is
called a Ticket Granting Ticket.

» Ticket Granting Ticket (TGT)

The TGT is used to retrieve other Service Tickets along the way. A client
needs to present a valid TGT to a TGS for being issued a Service Ticket.

» Ticket Granting Service (TGS)

This component distributes Service Tickets when a user wants to access a
secured service. The user needs to send a TGT to the TGS for being issued a
Service Ticket.

» Service Ticket

A client has to present this ticket when accessing a secured service. Actually,
the secured service possesses a ticket for itself, albeit different from the
client’s ticket). Using the embedded encryption key information in the ticket on
the service side, the service can verify if the ticket presented by client is valid
or not.

How Kerberos authentication works

Figure 2-7 on page 37 shows a generic Kerberos based authentication scenario.
which we walk through step-by-step.
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Figure 2-7 Kerberos basic workflow diagram

1. A user presents a user ID and password for Kerberos Authentication Service.
2. The Kerberos client sends a TGT request to the Authentication Service.

3. The Authentication Service verifies the client’s credential using a repository
(when using a Windows domain controller, the database is Active Directory).
If it is valid, the AS sends a TGT back to the client.

4. When a user wants to access a secured service, they need to present a
Service Ticket. A component that is tightly coupled with the Kerberos client (in
our later example, an SPNEGO enabled Web browser) automatically creates
a request for getting a Service Ticket from the TGS.

5. TGS validates the request from the client. If it is valid, the TGS sends a
Service Ticket back to the client.

6. With the Service Ticket attached, the client sends a request to the Service.
The Service verifies if the Service Ticket is valid or not. If it is valid, the
Service grants access to the client and provides the Service. The Service can
also retrieve identity information from the Service Ticket.
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2.2.2 How SPNEGO works

Let us now take a closer look at how the information flows in an SPNEGO
authentication scenario using a browser and WebSphere Application Server.
This scenario is shown in Figure 2-8, and then we use another step-by-step
walkthrough.
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4. Receive Ticket Granting Ticket 10. Create LTPA Token
5. Request Service Ticket
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Figure 2-8 SPNEGO work flow diagram

1. The user opens a browser and submits an HTTP request to the Web server.

In our case, the request is aimed at the FileNet P8 Application Engine.

. WebSphere Application Server receives a request from a user and returns an

HTTP 401 status response. This response includes a WWW-Authenticate:
Negotiate header. This header indicates that an SPNEGO token is needed for
the client to be authenticated.

Note: Steps 3 to 6 typically happen once for each SPNEGO authentication
session in a real Windows environment. Once the client PC receives the
ticket, it can cache and re-use it for succeeding requests. If the tickets have
timed out, a new one has to be requested.

. The Windows OS on the client PC requests a Ticket Granting Ticket from the

domain controller, which provides the Kerberos Ticket Granting Server
function and Authentication Server function. The domain controller uses
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mapping information to connect the Kerberos principal and Windows user
account. Using this information, the domain controller validates the Ticket
Granting Ticket request from client PCs.

4. The domain controller returns a Ticket Granting Ticket to the client PC.

5. Next, the Windows OS on the client PC requests a Service Ticket from the
domain controller.

6. The domain controller returns a Service Ticket to the client PC.

7. Now the Web browser on the client PC can respond to the authentication
challenge sent by the WebSphere Application Server. This response includes
the SPNEGO token based on the Kerberos tickets.

8. WebSphere Application Server now receives an SPNEGO token from the
client PC, and it attempts to validate the token with the secret key for the
WebSphere Application Server’s service principal. After successful validation,
WebSphere Application Server retrieves the user’'s name.

9. Next, WebSphere Application Server verifies if the user exists in its user
registry. For this task, you can utilize the same Active Directory on the domain
controller as the registry. If you use Active Directory on the domain controller,
you do not need a separate directory in your environment. Otherwise, you
need a separate directory, and you also need to implement a directory
synchronization mechanism between Active Directory and the user registry
for WebSphere Application Server.

10.WebSphere Application Server creates the session for the user.
11.Finally, it returns an HTTP-response and session information in cookies.

The concludes the general overview for an SPNEGO authentication architecture.

2.3 Tivoli Access Manager architecture overview

In this overview, we want to briefly introduce the general application and
deployment architecture of Tivoli Access Manager for e-business. We do not go
into any great detail, but we thought it important to include this section for a
better understanding of the integration scenario. For more information about the
Tivoli Access Manager architecture, refer to Enterprise Security Architecture
Using IBM Tivoli Security Solutions, SG24-6014.
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2.3.1 Basic architecture of Tivoli Access Manager for e-business

Tivoli Access Manager is an authentication and authorization solution for
corporate Web, client/server, and existing applications. Tivoli Access Manager
enables you to control user access to protected information and resources. By
providing a centralized, flexible, and scalable access control solution, Tivoli
Access Manager enables you to build secure and easily managed
network-based applications and e-business infrastructure. Tivoli Access
Manager supports authentication, authorization, audit and logging, data security,
and resource management capabilities. Tivoli Access Manager for e-business
accommodates a broad range of possible user-authentication mechanisms,
including user IDs and passwords, client-side certificates, RSA SecurlD tokens.

Figure 2-9 shows an overview of the Tivoli Access Manager logical components.
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Figure 2-9 Tivoli Access Manager for e-business architecture diagram
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Tivoli Access Manager for e-business consists of the following three major
components:

» User registry
» Policy Server
» Resource manager
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As a user registry server, various directory servers, such as Tivoli Directory
Server, Microsoft Active Directory on Windows Server® 2003 and 2008, Novell
eDirectory, Lotus® Domino®, and Sun Java Directory Server, are supported.

The Policy Server is the central management server of an Access Manager
security domain. It maintains the master access control information database
and the Access Manager portions of the user and group information in the user
registry. It handles administration request commands and maintains consistency
with replicated access control information databases that are used by distributed
resource managers.

Access Manager uses different resource managers in order to enforce the
centrally managed access control policies, such as the Web security server
shown in Figure 2-9 on page 40. One of the Web security servers is called
WebSEAL. WebSEAL is a multi-threaded reverse proxy server that can be
placed between browser based clients and Web application servers. The other
Web security server to manage authentication and authorization for Web
applications is implemented as a plug-in module for Web servers. Both Web
security servers make use of a locally replicated copy of the access control
information database. Highly sophisticated mechanisms ensure proper security
and replication mechanisms for this vital data. In the following sections, we focus
on the WebSEAL component.

2.3.2 Providing single sign-on functionality

Providing single sign-on is just one part of Tivoli Access Manager for e-business.
It allows us to integrate a multitude of Web application servers, which can be
deployed within the enterprise, into a centralized access control security
architecture. Tivoli Access Manager for e-business supports a wide variety of
single sign-on methods, as shown in Table 2-1.

Table 2-1 Single sign-on methods supported by Access Manager

SSO method Description

HTTP basic authentication Passing credential information in HTTP basic

header authentication header to back-end server.

Form based single sign-on Fill in the login forms and post them to a back-end
server.

LTPA LTPA stands for Lightweight Third Party
Authentication. Although Its name includes third
party, it uses an IBM proprietary single sign-on token
that is supported by WebSphere Application Server
and Lotus Domino.
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SSO method Description

Trust Association Interceptor Extensible authentication delegation mechanism of
WebSphere Application Server. TAl is the abbreviation
for Trust Association Interceptor.

HTTP header WebSEAL can pass credential information fields in
specific HTTP headers. They are iv-user, iv-groups,
and iv-creds.

Kerberos ticket Passing a Kerberos ticket in SPNEGO protocol form.

This kind of token passing is supported for the
Microsoft Internet Information Server (I1S).

You can use different single sign-on methods for each back-end Web server on a
single WebSEAL instance. Each path to a back-end Web server is called a
Jjunction in Tivoli Access Manager terms. You need to create a junction
configuration for a each back-end Web server. As shown in Figure 2-10, you can
manage multiple back-end Web servers from a single WebSEAL instance. A user
only needs to provide his credentials to WebSEAL once and can then use
multiple back-end servers without having to provide login information again.
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Figure 2-10 WebSEAL as focal point of single sign-on to back-end servers
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2.3.3 Access Manager single sign-on flow

In order to implement the single sign-on mechanism using Tivoli Access
Manager, it is necessary to pass a credential from the Web security server to the
back-end Web application server. WebSEAL provides a number of ways to pass
this credential; in our integration with FileNet P8, the TAl++ mechanism (Trust
Association Interceptor) is the preferred way of passing the credential from
WebSEAL to WebSphere Application Server, which runs the FileNet P8
Application Engine.

TAl++ is a function provided by WebSphere Application Server for integrating
external single sign-on products. TAl++ allows us to implement a secure identity
information transfer between WebSEAL and WebSphere Application Server.
Using the diagram shown in Figure 2-11, we describe step-by-step how the
TAI++ communication handles the credential information.

Note: A Trust Association Interceptor is used to connect reverse proxies, such
as Access Manager WebSEAL, or any third-party offerings, to a J2EE
application server. A TAl allows for single sign-on (SSO) and management
privileges, for example, authentication, authorization, and policy-based
security, within J2EE resources.

Authorization
Server

Policy Server

Access Control
Information
(Replica)

Access Control
Information
(Master)

Client

WebSphere
Application
Server

WebSEAL

Login.id=

websealuser

Configuration
Property

(/ 3 | Access Control
~— Information
(Replica)

Directory
Server

Figure 2-11 TAl++ flow diagram
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Do these steps:

1.

WebSEAL receives a set of user credentials from a client who wants to
access a protected resource that is located behind WebSEAL.

WebSEAL verifies the user’s credentials using directory server. If a password
is used in the credential, WebSEAL sends a password compare request to
the directory server. The directory server sends a result back to WebSEAL,
and the password provided by the user either matches or not. If the
verification was successful, WebSEAL creates a user session context in its
memory.

WebSEAL makes an authorization decision using the access control
information managed by the Access Manager Policy Server and user identity
information. WebSEALs decision is actually executed based on the local
replica of the Access Control Information database.

If access is permitted, WebSEAL passes the original request to the back-end
server. In the case of our TAl++ configuration, additional information is added
to the original request. This information consists of the HTTP BA Header
(basic authentication header) and Access Manager iv_creds credentials.

The HTTP BA Header is a combination of the client’s user ID and a password
that has been specified in the WebSEAL configuration file. This password is
referred to as a dummy password. This means that it is a common password
that is used for all user requests that are passed on from WebSEAL to the
back-end Web servers. This dummy password is used to verify the trust
relationship between WebSEAL and the WebSphere Application Server. Note
that this password is not used to verify the actual user.

Instead of using the HTTP BA Header, iv_creds is used for passing the actual
user credentials. The iv_creds field uses a proprietary Tivoli Access Manager
format, so WebSphere uses a built-in Tivoli Access Manager endpoint to
decode iv_creds header by calling the Tivoli Access Manager Java
Authorization API. This way, WebSphere Application Server can verify the
transmitted credential of the original user.

If the credentials are positively verified, WebSphere Application Server allows
access to the appropriate resources.
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2.4 Tivoli Federated Identity Manager architecture

overview

2.4.1 Trust

Tivoli Federated Identity Manager services use standardized means for allowing
businesses to:

» Engage in trust relationships that facilitate direct integration of business
processes in the most efficient fashion. The concept of business federations
directly provides services for customers registered at other (Business
Partner) organizations by establishing business trust relationships.

» Share identity information and entitlements in a trusted fashion between
organizations. Current approaches to identity management generally rely on
organizations incurring user life cycle management costs by maintaining
redundant identities to manage employees, Business Partners, and
customers. The relationship between the business and these individuals can
change frequently. Each change requires an administrative action that can
result in a high cost of user life cycle management.

» Exchange, in a secure and trusted manner, tokens referring to a principal,
their attributes, privileges, and so on. These tokens are used to communicate
information used for the authentication and authorization of a principal to a
Business Partner.

» Maintain security in a Web services oriented architecture, allowing for secure
standards based application-to-application inter-enterprise communication.

In order to better understand the integration between P8 and Federated Identity
Manager, we provide an overview of the Federated Identity Manager functions in
the following two sections covering the trust service and identity propagation
patterns.

Service

Tivoli Federated Identity Manager delivers a key functionality called Trust Service
to enable identity federation solutions. This service is the basis for providing

federated provisioning, Web single sign-on, and Web service security

management solutions. Each of these solutions may be deployed independently,
or they can be deployed together within an SOA environment to deliver a
standards-based identity federation solution. In this book, we focus on the Web
services security management abilities of Tivoli Federated Identity Manager and
how it can be used to provide FileNet P8 with the ability to consume additional
security tokens. This approach also allows us to address identity propagation in
an SOA environment involving FileNet P8.
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The IBM SOA identity propagation solution is built on open standards. The
WS-Trust standard (part of the WS-Security family of standards) is the open
mechanism by which:

» Security tokens can be validated, issued, and renewed
» Trust relationships can be established, assessed, and brokered

WS-Trust® is defined by a Web services interface. The service that implements
the WS-Trust interface is known as a Security Token Service (STS).

In the IBM SOA identity propagation solution, the STS is a component of the
Tivoli Federated Identity Manager product. Figure 2-12 shows the interaction
between a WS-Trust client and the Tivoli Federated Identity Manager STS.

SOA Component
(service, platform, etc)

WS-Trust Client

RequestSecurityToken RequestSecurityTekenResponse
(R3T) (RSTR)
WS-Trust protocol
AppliesTo Identity token
Issuer Status

Token Type
Identity token

TFIM Security Token Service

——>| validate Haumnrzc H map H issue I

Trust module chain

Figure 2-12 WS-Trust protocol and Federated Identity Manager Security Token Service

The STS configuration includes a set of trust module chains. The particular trust
module chain selected to process a WS-Trust request is determined by matching
the AppliesTo, Issuer, and Token Type parameters of the request with the same
configuration properties of each trust chain. Usage of these parameters is
described in Table 2-2 on page 47.

3 The WS-Trust specification is available at
http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-trust-1.3-os.pdf.

46 Single Sign-On Solutions for IBM FileNet P8 Using IBM Tivoli and WebSphere Security Technology


http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-trust-1.3-os.pdf

Table 2-2 Important parameters in a WS-Trust request

Parameter Description Example

AppliesTo A representation of which service the | http://finance.itso.ibm.com/CreditServic
WS-Trust relates to, or for what scope | e

the requested security token is
required. Typically in URL format.

Issuer Specifies the issuer of the security urn:itfim:wssm:tokengenerator
token that is presented in the
WS-Trust message.

Token Type URI describing the type of token http://docs.oasis-open.org/wss/oasis-wss
requested in the response to the -saml-token-profile-1.1#SAMLV2.0
WS-Trust request.

A trust module chain consists of a sequence of module instances, as shown in
Figure 2-13. Data from the WS-Trust request (RequestSecurityToken message)
is placed into an XML document called the STS Universal User (STSUUSER).
An STSUUSER document structures data as follows:

» A Principal element
» An AttributeList element
» Original data from the RequestSecurityToken message

The STSUUSER document is passed between modules in the trust module
chain and transformed by the modules. At the completion of trust module
processing, data from the STSUUSER is reformed into the WS-Trust response
(RequestSecurityTokenResponse message).

Incoming Qutgoing
security security
token token

STSUUSER STSUUSER STSUUSER

validate authorize map issue

Figure 2-13 Processing a trust chain
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Module instances can be configured in different modes, as described in

Table 2-3. A minimally configured trust module chain will likely have modules
configured in validate - map - issue modes. An authorization module may
optionally be inserted before or after the map module. Multiple map modules may
also be required in cases where identity mapping data is required to be retrieved
from multiple data sources. The structure of the trust module chain shown in
Figure 2-13 on page 47 is typical but does not represent the structure that all
trust module chains must follow.

Table 2-3 Modes for module instances in a trust module chain

Module instance mode Purpose

Validate Validates an identity token. The specific validation will
vary according to the token module type. For example,
the SAML 2.0 token module validates the XML structure
of the SAML 2.0 assertion, its compliance with the
specification, and, if present, validates the signature on
the assertion.

Map Transforms the STSUUSER document passing through
the trust module chain. Mapping modules can be defined
by XSL transforms or perform lookups from data sources
such as LDAP.

Other General purpose processing mode. For example,
modules that perform authorization would be configured
in this mode.

Issue Generates an identity token from the STSUUSER
document.

The Tivoli Federated Identity Manager STS supports a variety of identity token
types, including:

» User name

SAML assertion (versions 1.0, 1.1, and 2.0)4
LTPA

Kerberos

X.509 certificate

vyvyyy

Additional token modules can be constructed in Java code when required for
particular scenarios. Modules that represent an identity token type are typically
configured in validate or issue mode.

4 SAML assertions are particularly suited for use in identity propagation scenarios because they are
based on an open standard widely implemented by vendors, do not require password
synchronization, provide for arbitrary attribute lists, and offer selective protection of attribute data
through digital signatures and encryption.
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2.4.2 ldentity propagation patterns

Integration with the SOA identity propagation solution follows one of three
general patterns:

» Service Requester
» Service Provider
» Intermediary

These patterns are introduced in this section.

Service requester pattern

The service requester pattern recognizes the need for consumers of a service to
send a service what it expects. This pattern represents the authenticated identity
in the service component in an identity token and uses an STS to transform the
authenticated identity to an identity token suitable for sending in the service
request (Figure 2-14). The most common use of this pattern is to prepare an
identity token that contains an identity in the domain of the receiving service
component and in the format expected by the receiver of the service request,
whether it is an intermediary such as an ESB or a service implementation itself.

Service Component

service reguest
WS-Trust
Client

b N

|
|
|
|
|
WS-Trust |
|
|
|
|

TFIM Security
Token Service

Figure 2-14  Service requester identity propagation pattern

Examples of the service requester pattern include:

» Tivoli Federated Identity Manager Web Services Security Management
(WSSM) Token Generator component

» WS-Trust aware JAAS login module
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Service provider pattern

The service provider pattern is shown in Figure 2-15. An incoming identity token
is sent to the STS for validation and mapping to a local identity. This pattern is
used in cases where the receiving service component is expected to accept an
identity token that it is not able to natively support. The motivation for this might
be that an enterprise-wide token standard has been employed or that the
validation capabilities of the service component are insufficient for the
requirements of the particular SOA environment.

Service Component

service request

.| WS-Trust
Client

[

|
|
|
|
|
WS-Trust :
|
|
|
|

¥

TFIM Security
Token Service

Figure 2-15 Service provider identity propagation pattern

An example of this pattern is the Tivoli Federated Identity Manager WSSM Token
Consumer component.

Intermediary pattern

The intermediary pattern enables identity propagation through an intermediary,
such as an enterprise service bus (ESB), as shown in Figure 2-16 on page 51.
This pattern is a combination of the service requester and service provider
patterns, where incoming identity tokens are required to be validated (as in the
service provider pattern) before the identity token for an outgoing request is
generated (as in the service requester pattern). ESBs are required to perform
identity mediation, as they often sit at the boundary of different administrative
domains. The intermediary pattern allows for solutions where different identity
mediations may be required for connecting to each service referenced within a
single mediation flow. The flexibility of performing identity mediation within a
mediation flow is an advantage of using this pattern. This may reduce the need to
use the service requester and service provider patterns in individual service
components and reduce the overall complexity of the SOA identity propagation
solution.
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Enterprise Service Bus

Mediation Flow

Identity service request
Mediation | ———— >
WS-Trust
service request Client
> A
| [Identity service request
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WS-Trust —
Client
A
WS-Trust |
Y Y

TFIM Security
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Figure 2-16 Intermediary identity propagation pattern

Examples of this pattern include the Tivoli Federated Identity Manager
integration with:

» WebSphere Enterprise Service Bus
» WebSphere Message Broker
» WebSphere DataPower® SOA appliances

For more comprehensive information about the architecture for identity
propagation within the IBM SOA Security Reference Model, refer to Chapter 2,
“Architecture and technology foundation”, in Understanding SOA Security Design
and Implementation, SG24-7310.

2.5 Conclusion
