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Preface

This IBM® Redbooks® publication addresses some of the common problems
that some customers have experienced on the Linux® on System z™ platform.
Our intention is to demonstrate the characteristics of common problems and the
process one would follow to determine the root cause of the problem and thus
resolve the problem.

We start with a discussion on how to approach problem solving in the Linux on
System z environment.

Additionally, we list the tools that are available to assist in diagnostics and
discuss when you would use which tool.
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at the International Technical Support Organization, Poughkeepsie Center.

Lydia Parziale is a Project Leader for the ITSO team in Poughkeepsie, New
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technologies. Lydia is a Certified IT Specialist with an MBA in Technology
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Manoj S Pattabhiraman is a Staff Software Engineer in Linux Technology
Center (LTC), India. He holds a master’s degree in computer applications from
the University of Madras. He has seven years of experience in z/VM®
Application Development and Systems Programming for Linux on zSeries®.
Apart from his Linux on System z development activities, he also provides
technical support for various Linux on System z customers. Manoj has
contributed to several z/VM and Linux on System z related IBM Redbooks
publications, and has been a presenter at ITSO workshops for Linux on System
z. His areas of expertise include z/VM, Linux on System z, middleware
performance, and z/VM REXX™ programming.

Masayuki Unno is a Technical Sales Specialist for System z in Japan and
Asia-Pacific countries. His mission is technical support for Linux on System z
(zLinux) and includes client-facing support. His areas of expertise include zLinux
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Problem determination
methodology

This chapter describes the approach for problem solving. Note that the approach
to resolving problems is related not only to actions after problems happen. We
also take a proactive approach and follow-up actions to prevent problems from
occurring in the future.
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Figure 1-1 shows the typical life cycle for problem determination, where you

would either start when the problem happens or, when

taking a proactive

approach, design and manage your system with problem prevention in mind.

Designing / ~
System Management |
FProactive

Approach

Froblem
Cetermination

Froblem

Prevention L Recovery /

Resolution

o s g0
Tonow-UD

L

Regression Test/
After Analysis

Figure 1-1 Life cycle of problem determination
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1.1 Proactive approach for minimizing the effects of
problems

Approaching problems proactively is an important methodology.

Sometimes, we cannot react to problems quickly because of a lack of
preparation. This impacts the resolution of problems and may remain as risks on
your customer’s system. An example of problems that could be avoided and thus
minimize impact to your customer’s system are no package for dbginfo.sh, no
performance data, no disk for stand-alone dump, and so on.

Designing, system management, and preparation for problems minimizes the
affects of problems and shorten the total turn around time (TAT) by providing a
quick response when a problem happens. Quick responses require preparation
during the design and test phases.

1.1.1 Design and implementation phases
The following three points should be considered during the design and
implementation phases:

» Preparation for recovery from a single point of failure (SPOF), if one exists
» Monitoring system design for a daily gathering of information
» Installation and settings for emergency information collection

Note that it is difficult to implement these in the later phase of test or after system
integration, so planning ahead for troubleshooting is important.

Chapter 1. Problem determination methodology 3



Preparation for recovery from SPOF failure

Basically, redundant configurations should be adopted on each component as
often as possible. These are very important for Linux on System z because of
availability improvements. But if there are any single points of failure (SPOFs),
prepare the quick recovery procedure for these problems. For example, if OSAs
are not redundant, recovery procedures for network devices are needed.

Problem

Yes

Redundant?

System .| Return to single point
continues to work Of failure

y

Quick recovery
procedure

Figure 1-2 Necessity of quick recovery procedure

A rescue Linux image will help recover your system when a problem happens.
For example, if a boot problem happens because of a configuration error, a
rescue Linux image will let you check and change the configuration files that
caused a file system mounting failed error.

COperator >
|GQV

5 Repair

O

Fescue Linux Mount Failed Linux

Figure 1-3 Sample image of recovery with rescue Linux

Monitor system design

Monitoring the system will also help you when trouble happens. For example,
security traceability is important for finding mis-operations, not only for security
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incidents. An operator can notice trouble by monitoring critical message alerts.
Performance monitor data helps to find the cause of service-level degradation.

Table 1-1 is a sample template of system management monitoring requirements.
Note that these are not all required for all customers. You can discuss these
items based on your customer’s Service Level Agreement (SLA).

Table 1-1 Monitor contents template

A) A-1)
Data Data
collection contents

Traceability

A-1-1) Security

Collecting logs that can trace the
authority exceeded operation (who,
when, where, what).

A-1-2)
Capacity

Management

Collecting the performance data of H/W,
OS, and processes for analyzing
capacity trends for future planning.

A-1-3)
Problem
Traceability

Collecting time-line logs of each problem
and incident, which helps analysis of the
problem.

A-2) Automated keeping

Storing the corrected data automatically
in specified terms. Removed the expired
data automatically.

A-3) Data processing

For performance data, it should be easy
to process for analyzing, for example,
organized on an Excel® sheet.

B) B-1) B-1-1)
System Monitoring | Performance
monitoring | contents monitoring

Monitoring the performance status based
on threshold (for example,
overconsumption system resource.

monitoring

B-1-2) Service

Monitoring the status of service and
system.

Alert the operator if these stop or the
condition becomes bad.

B-1-3) State
transition
monitoring

Alert the operator about a status
transition (for example, takeover on
redundant system, batch job ends
successfully).

B-2) User interface

The operator can monitor easily with
graphs or charts, and so on.

B-3) Service duration

Monitoring 24x365.
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Tip: While we are discussing the monitoring of contents, we also discuss how
to control command responses, including error messages (such as from Linux
commands and shell scripts, z/VM commands, and REXX). A command
response is the starting point for recognizing that something may be
happening in the system. We recommend that command responses should
not be discarded but instead be redirected to /dev/null.

Preparation for gathering information for troubleshooting

Here we discuss what kind of emergency information may be needed. We
recommend preparing a script that gathers emergency information needed for
any problems. The scripts listed in Table 1-2 are an example of scripts used to
gather troubleshooting information. Your scripts should include dbginfo.sh, as
well as saving the system log (syslog).

You may need to prepare ahead of time to gather information at this phase.
Some of the preparation you should think about doing is:

» Install package selection for Linux tools.

» Have disk equipment ready in case you need to take a stand-alone dump.
» Be aware of the settings needed for data gathering (core dump and so on).

» If you are going to run scripts under z/VM, you should also enable the
perfsvm user to be able to collect z/VM monitor raw data and follow the
recommendation from the z/VM team at:

http://www.vm.ibm.com/perf/tips/collect.html

Table 1-2 Packages of popular problem determination tools

Commands Packages

dbginfo.sh s390utils on RHEL4.4 (or later), no need on SLES
gcore, gstack gdb

strace strace

tcpdump libpcap

Isof Isof

iostat, sar sysstat

ps, top, vmstat procs

Other sections of this book describe each component and tool listed in Table 1-2.
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1.1.2 Test phase

You can rehearse for problems and practice gathering information in the test
phase. These two actions will provide valuable information:

» Failure simulation tests
» Practicing gathering information

Failure simulation tests
Failure tests should be done during the test phase as often as possible. You can

check the behavior, logs, and recovery procedures for each potential problem. If
target components are redundant, you should check that the they work correctly.
These tests may include hardware, software, and application failure. Tests for
procedures for physical component replacement are also good.
Check these items for a failure test:
» System behavior

— The system behavior is the same as expected.

— The extent of impact is the same as expected.
» Resource usage

— The resource usage is the same as expected.

— The resource usage increase has side effects:

* Performance decline of own application

* Performance decline of the other systems that share the same
resources

e Causes a critical issue (for example, CPU overload, I/0O hang,
thrashing, and so on)

» Redundancy check

The system continues or recovers as expected.
» Error code and messages

— The error code and messages are the same as expected.

— Choose messages that should be monitored.

— The critical message is described in messages and code manuals.
» Recovery procedure

The recovery procedure works correctly.

Chapter 1. Problem determination methodology 7
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Table 1-3 represents some of the potential problems that can be practiced with
during the test phase. The question you should ask for each is what is the
expected behavior if each of these happens. You would want to see what the
logs would say, what error codes and messages are given, and if and how you
would recover from each of these incidents.

Table 1-3 Test case sample

Network OSA cable pull/plug Server Linux down
OSA chpid offline LPAR stop
Physical switch failure z/V\M user down
VSWITCH failure z/\VVM down

Storage Fibre cable pull/plug Tape Driver failure
Channel chpid offline/online Library failure
Director/SAN switch failure Software Process failure
RANK failure Application failure

Practice collecting data

Practicing gathering troubleshooting data is very important. You can check that
needed information is gathered correctly. Also, you need to be able to prepare a
quick procedure to gather the necessary information. You may want to perform
these rehearsals during the failure tests mentioned previously.

We suggest confirming the following during your rehearsals:

» Operation

Practice using the IBM z/VM Performance Toolkit (see 2.2, “IBM z/VM
Performance Toolkit” on page 38) and the Linux sysstat package (see 3.1.3,
“System status (sysstat) tool” on page 62). For example, you could create
some z/VM raw monitor data and read it into the IBM z/VM Performance
Toolkit.

» The data that is gathered is correct.

» Additional system load - Your system should have enough of each of the
following in order to collect the data that you need:

— CPU and memory
— File size (enough for file systems)
— Duration time

» Know your contact point and formations in an emergency.

Problem Determination for Linux on System z



» Organizing the system information

— \Version list of OS, Microcode, Middleware, Packages, PTF, and so on
— H/W configuration diagram

Execute the rehearsal when the system is both active and in a failed state. This
will help you to understand the correct status of the system and the difference in
the case of failure. These differences may help you to quickly and easily
determine the cause of any problems when they happen.

1.2 Problem determination basics

Problem determination is the processes of finding what the problem is and why it
happened.

» What is the problem?

— Understand what the problem is, and obtain a consensus with the team
(both IBMers and customers).

— Gather the correct information related to the failure components.
» Why did the problem happen?

— Specify the cause or trigger of the problem with supporting information
(logs, traces, and so on).

— Determine the cause, step-by-step, and collect information in various
patterns.

— Determine the most effective process to reproduce the problem, and find
the difference between a problem that is reproducible and one that is not
reproducible.

These need the correct supporting information related to the problematic
component. Sometimes you need to reproduce and gather more information.
Customers require recovery of their system as soon as possible. However,
recovered systems will not provide effective information. A quick response and
gathering of the correct information is very important. Information collected at the
correct time and organized properly makes analysis faster.

1.2.1 Basic problem determination steps
Just after the problem happens, you must understand what the problem is and its

impact to the customer, gather needed information, and decide how to analyze
this information. The priority of analysis must be decided. Of course, recovery is
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always a top priority and avoidance is second, but sometimes these cannot be
done without first determining the cause.

The analysis phase should include exploring the cause and the solution. You
should try to reproduce the problem. Problem reproduction may show the cause
of the problem directly, or provide some big hints as to what it is. It will also make
gathering additional information easier.

Figure 1-4 shows some basic steps of problem determination. Sometimes it is
necessary to escalate to each support team at certain points in the analysis, as
shown in Figure 1-4. Report (as shown in the figure) not only reports the result,
but also includes discussion about follow-up actions.

Problem

Get as much information as possible about
the problem
Explore the kind of problem and its trigger

}

Analysis and examination

}

> Decide and gather additional information

}

— Escalate to support teams to analyze

}

Report

A

Figure 1-4 Basic steps of problem determination
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Determine which component is failing in the order shown in Figure 1-5. First look
at the application or middleware, and then look at the actual hardware to
determine where the failure is originating.

Application/Middleware

OS/Kernel
Find
problem
component System Resource

v Hw

Figure 1-5 Find the problem component

1.2.2 Gather information and explore the type of problem and its

trigger

Just after a problem happens, you should gather and organize problem
determination data as soon as possible. You should reach a consensus among
parties concerned as to what data to collect. This is the first step of problem
determination. Often the cause of the problem can be found during this step.

Important: As soon as any problem occurs, execute dbginfo.sh. If Linux is
down or hung, get a stand-alone dump.

Information about the problem
Collect as much information as possible about the problem, for example:

»

S

>

A complete description of the problem
Date and time of the problem

Which system the problem appeared on and whether it appears on more than
one system

System environment - hardware, software (with patch level), network
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» Other work occurring around you

Were other people performing work around you that may have caused the
problem (such as a network maintenance outage)?

» What made you decide it was a problem (effect/logs)
A command or script log should be referenced.
» Current status (ongoing problem, recovered, or avoided)
Is there is a recovery plan or a plan for avoidance of the problem?
» Scope (multi-system or non-multi-function) - common terms or differences
» Difference from daily operation (loading, operation order, and so on)
» Past results
— Has the target operation had a similar result or is this a new behavior?

— Is there are any change from the previous results, or are they exactly the
same?

» Same/similar problem
Has the same or a similar problem happened before?

— Ifit has happened before, check the necessary information, the avoidance
method, and the recovery procedure.

— This has happened in the past and has already been solved, can we fix
the problem to prevent it from happening again?

Impact
The impact of a problem on the following should be determined:

» Applications

For production/for development/in implementation
» Business

— The importance of the service of the system

— Status (recovered, partial failure, or full failure)

Information that should be gathered

The following is a list of information that you should collect about a problem to
assist you in determining what the problem is:

» Define the symptoms of the problem (that is, boot failure, disconnection
network, 1/O failure
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» Find the error component (hardware, kernel, application, and so on).

We may have a chance to find the error component quickly based on the
symptoms, error messages, or other signs.

» Confirm the current system status.

We can gather more information before recovery than after. If data is or
wrapped or only in memory, reboot may clear it.

» Current system topologies (hardware, software, network).
» Decide what information should be collected.

At first, we should gather common information for any problems. If it is difficult
to determine what you must collect, contact your support team.

Investigation policy
Determine an investigation policy with your team members. You will need to:

» Agree on which contents will be collected ahead of time and when that
collection must take place.

» Agree on the type of recovery, avoidance, cause, and so on.
» Schedule a practice run of data collection.

1.2.3 Analysis of a problem

After you have gathered the needed information regarding the problem, you must
examine and analyze this data to:

» Determine the cause of the problem.
» Determine a method to reproduce the problem.
» Determine an avoidance method (or work around) for the problem.

Tip: Confirm the validity of collected data before starting an analysis. Packed
information should be unpacked, and it should be determined if it can be read
or whether it must be formatted with tools in order to be read.

Determine the cause of the problem

Before you can decide on how to reproduce the problem or work around the
problem, you are going to have to determine the cause of the problem. Some
methods of determining the cause of the problem are:

» Specify the trouble component according to the problem description and
gathered information.

» Search for information about the problem on Bugzilla
(http://www.bugzilla.org) or your particular hardware and software
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technical library. For Linux trouble, you can also find information about your
problem by doing a Web search.

» Investigate the cause on each component.

» Determine whether you need to contact a support team.

Determine a method to reproduce the problem

Being able to reproduce a problem is an important aspect of both problem
determination and problem resolution. To reproduce a problem, you must:

1. Determine what triggered the problem.
— Was it a particular command?

Was it a particular transaction?

Was it a particular operation?

Does it occur during system start, stop, or reboot?

Were any changes recently applied to the system?
2. Check the conditions surrounding the problem.
— Check resource use such as CPU, memory, I/O, and network.
— Check other transactions or processes running in parallel.
3. Prepare the test system.
— Use the test system.
— Use the production system temporarily.
Confirm the effects on the system by reproducing the problem.
4. Test with related conditions and triggers.

If a problem is not reproducible, see 1.2.6, “How to approach complex problems”
on page 16.

Determine an avoidance method

An avoidance method is a temporary solution or work around for a problem (for
example, temporarily changing the operation or modifying the program or shell
script). Basically, it avoids the trigger of the problem. Quick recovery procedures
are also a part of avoidance methods if a problem has already been found.

Accepting the avoidance method may have some risks and cause additional
workload. You need to discuss this option with your customers. The effects of
changing operations and workloads by changing programs or scripts must be
defined.
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Note: Sometimes the work around could be the actual solution.

Gather additional information

Sometimes you may need to investigate a problem step-by-step with additional
information. We need to define what information is needed according to the
current investigation status. When analyzing a problem, it may be determined
that more information is needed.

1.2.4 Collect additional information

Collecting additional information about the customer’s environment or a similar

test environment may be necessary after an analysis of data shows that you do
not have enough information about a problem. You may need a consensus with
your team to determine the current investigation status and check the effects on
the system of gathering more information.

Consensus terms
Your team will have to come to a consensus on the following issues before you
can collect additional information:

» Was anything found regarding the problem using the current information?
» What other information is required to continue the problem investigation?
» What needs to be done to collect the additional information?

— Do you need to reproduce the problem to collect additional data? See
“Determine a method to reproduce the problem” on page 14. Run a test
and gather the additional information.

— Set tools for gathering information in daily operation (effects of settings on
production).

» How should you gather additional data?
— Run a reproduction test to see whether the problem recurs.

— Set tools for gathering information in the system if the problem is not
found.

Effects

You must understand the importance of collecting additional information as well
as the effects this gathering of information will have on a system.

» You may need exclusive use of the system to run the reproduction test.
— Schedule to use the system.
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»

— Take into consideration the additional system load of the test and the time
that it takes to gather the information.

You may need to change the settings of some of your tools in the system with
the effects on the system of:

— System additional loading (overhead)
— Data size (trace, log, and so on)
— Effects on operation
¢ Changed scope of operation, configuration, script
¢ Problem detection method during problem reproduction

Note: Gathering additional information sometimes overloads the system.
Make sure that all persons involved in the upkeep of the system understand
the implications and importance of gathering additional information.

1.2.5 Escalate to the support team to analyze

If you are unable to find the cause of the problem, you may need to contact a
support team for further analysis. The team will ask you to provide additional
information. The information that they may need is:

»

Frequency

— Date when the problem happened

— How often the problem happened

Trigger (Is there something that happens first before the problem?)
— What was happening at the time the problem occurred?

— Was there recently a change to the system?

Reproducibility

Reproduction procedure.

Required response

Investigate the cause, the avoidance method, and the recovery method and
their priority.

1.2.6 How to approach complex problems

Problem reproduction helps in determining the exact cause of the problem. If the
problem is not reproducible, it is difficult to find the cause. It is important to gather
enough and accurate information.
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Ideally, you should try to reproduce the problem in a test environment.
Automated and continual operation around the trigger is a good place to start if
you know the trigger. Automated test systems allow you to monitor the problem
occurring and stop the test if a problem occurs. Automated collection of data is
also helpful.

Your team should decide how long testing should continue and prepare different
types of test cases. If one type does not reproduce the problem for a specified
amount of time, change to another type of test case.

In our sample test case, LVM command hangs. In this case you should:

1. Prepare a Linux test system that has the same version of kernel, LVM, and
DM.

2. Create a script that runs the LVM commands.

It does not include “&” for the command, so it stops if the LVM command
hangs.

3. Set core dump.

4. Run the script with two patterns:
— Singly
— Parallel

5. The problem is reproduced when script runs in parallel. This demonstrates
that the problem is an LVM specification for that version. Change the
operation to not run the LVM command in parallel to ensure that your
understanding of the problem is correct.

Set tools to gather information

The tools that you use to collect data should include dumps, EREP reports, and
traces. Getting a stand-alone dump will have impact to services, so ensure that
you communicate your needs and the necessity to your team.

If the trouble component is not found, set monitor tools for all related
components, not only for gathering information (application, middleware, OS,
system resource, performance), and if the problem recurs, collect the data that is
related to the problem.

1.3 Problem resolution and follow-up actions

After determining the problem you must fix the problem. Applying a patch or
changing a configuration and operation may cause side effects. Before applying
patches or making configuration changes, confirm that the problem will be fixed
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with it. Confirm that there will be no side effects. Ensure that you update your
documentation.

Before applying a fix (patch or change), we recommend doing a pre-apply test to
confirm that the problem will be fix with no side effects. This test should include a
test to try and reproduce the problem. If the problem did not happen frequently,
you need to determine how long to wait for the problem to recur to ensure that
you have truly fixed it.

For applying a patch or program modification you will need to test it in the
production system or a test system that is similar to your production system. To
confirm problem resolution, a reproduction test should show a clear result.

1.3.1 Expanded check for other systems

Check all of your other systems to make sure that the same problem does not
happen. Systems with the same version, configuration, and operation may have
the same problem.

The following list is a reminder of what to watch for on your other systems:

» Problem conditions. Check to see whether there are any other conditions that
cause the same problem. Check the:

Software version

Transaction type

Operation

Configuration
» System scan

Scan all systems that have the possibility of having the same condition.
» Schedule for applying fixes.

— If the possibility of a system having the same problem is high, apply the fix
as soon as possible

— If the possibility is low, schedule the application of the fix for the next
maintenance cycle or determine whether applying no fix at all is an option.

1.3.2 Update

After the change is applied to the system, you need to remember to update your
documents, monitoring procedures, and problem determination operations to
reflect this new problem.
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This documentation may include your message and code manuals. If applying a
fix makes a difference to all of the same systems, you should include it in the
document updates. Loss of that information may cause other problems and
make problem determination difficult.

Verify that applying a fix does not have any new messages. If there are new
messages, such as that there is additional system loading, make sure that you
document and discuss any new threshold values for the system.

Additionally, update for:

» New message or changing monitored message

— Add or change the target message (TEC, Console, AOEMF, IBM Director,
and so on).

— Add or change messages and code manuals.
» Additional system loading
— Change the threshold value.
— Add new monitoring contents.
You may need to change from monitoring content that is no longer
necessary to monitoring new content.

After confirmation of the problem resolution, review your problem determination
operations and update your procedures accordingly. You may need to update
your procedures for problem determination. Some of the updates that you may
need to make are:

» System environment
— Should you run reproduction tests?
— Did monitoring systems find the problem?
— Are the systems automated enough?
» Actions just after problem happens
— Are prepared operation manuals correct for this problem?
— Do operators know the correct procedure?
— Is there any time loss for first actions?
» Gathering information
— Are you missing any problem determination information?
— Are there enough resources for gathering information?
¢ Operation personnel
e Automation scripts
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* System resources
» Reporting
— Do all reports have the correct information related on each report line?
¢ Lack of information
* Unnecessary information
— Is reporting time correct?

— Is contact timing for the support team correct?

1.4 Summary

20

In this chapter, we described a methodology for determining the cause of a
problem on your Linux on System z environment. The first step in finding the
cause of a problem so that you can correct it is to gather as much information as
possible about the circumstances surrounding the problem. Write as much
information down about the problem as possible. Examine whether the problem
occurs on just one system or on many of your systems. Determine whether a
change you or somebody else has made to the system happened just before the
problem started.

Additionally, examine the frequency of the problem occurring and whether it is a
problem that can be reproduced. You must have a test system that is set up as

close to the production system as possible so that you can try to reproduce the
problem there.

In this rest of this book we continue to examine problem determination methods
and the tools on z/VM as well as Linux on System z that can assist you in finding
the cause of your problem quickly to bring about a quick resolution.

Problem Determination for Linux on System z



Problem determination tools
for z/VM

In this chapter we show the tools that are available for problem determination
and data gathering in the z/VM environment. There are tools available on both
Linux and z/VM for problem determination. Dependent on the problem area or
category, you need to decide which tools should be used to help determine your
problem.

Since Linux runs as a guest to z/VM, Linux-based tools have some degree of
error during problem determination in areas where the resources are fully
controlled by z/VM. At this point, we recommend that you use z/VM-based tools
or a combination of z/VM and Linux-based tools to get more granular information
about the problem. On the other hand, Linux-based tools are often your best
choices for debugging an application, and kernel-related or process-related
problems.

First we discuss some z/VM system tools. We provide some CP commands that
are available to assist you with gathering some basic information about the
status of the system.

Additionally, we show the features of IBM z/VM Performance Toolkit and
demonstrate how to use it for problem determination. We also provide an
overview of the functions of Omegamon.
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2.1 z/VM system tools

Like Linux, the z/VM operating system has commands to display system
information as well as system performance information. These commands are
control program (CP) system commands. In this section we provide some CP
commands that you can use to gather basic information about the status of the

system.

2.1.1 Collecting technical setup information

Collect technical setup information as part of your information-gathering
technique. To gather your release-level and service-level information use the
command q cplevel, as shown in Figure 2-1.

q cplevel

z/VM Version 5 Release 3.0, service level 0703 (64-bit)
Generated at 03/13/08 07:41:44 EDT

IPL at 03/24/08 14:25:10 EDT

Figure 2-1 Sample output from the q cplevel command
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Other commands that help you collect information about the setup of your
environment are:

>

Network setup
— g lan

- q nic

q vswitch
— q Vv osa

General and DASD

— q set (See Figure 2-2.)
— g v dasd

q set

MSG ON , WNG ON , EMSG ON , RCNT OFF, RUN OFF

LINEDIT ON ,
ASSIST OFF

IMSG ON , SMSG OFF , AFFINITY NONE , NOTRAN OFF
VMSAVE OFF, 370E OFF

STBYPASS OFF

MIH OFF , VMCONIO OFF , CPCONIO OFF , SVCACCL OFF , CONCEARL OFF

MACHINE XA ,

CCWTRAN ON, 370DACCOM OFF, TIMEBOMB IDLE

TIMER OFF , ISAM OFF, ECMODE ON
» PAGEX OFF, AUTOPOLL OFF

, STMULTI OFF 00/000

SVC76 CP, NOPDATA OFF, IOASSIST OFF

Figure 2-2 Output from q set command

2.1.2 Indicate

A good source of information about the overall status of the z/VM system is the
indicate command. The response to the indicate command varies depending
on the CP class of the virtual machine on which the command was issued. We
assume for the examples in this book that you issue the commands from a virtual
machine with the appropriate CP classes like the MAINT user ID.

Use indicate load to display the operating load on the host system:

| 2

The percentage of usage and CPU type for each online processor in your
system

Information concerning expanded storage

Information concerning the minidisk cache

The paging rate

The number of users in the dispatch, eligible, and dormant lists
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See the response to the indicate command in Figure 2-3.

Note that Load is the default operand of the indicate command.

indicate load

AVGPROC-000% 04

XSTORE-000004/SEC MIGRATE-0000/SEC

MDC READS-000001/SEC WRITES-000001/SEC HIT RATIO-100%
PAGING-2/SEC STEAL-000%

Q0-00001(00000) DORMANT-00022
Q1-00001(00000) E1-00000(00000)
Q2-00000(00000) EXPAN-001 E2-00000(00000)
Q3-00002(00000) EXPAN-001 E3-00000(00000)

PROC 0000-001% CP PROC 0001-000% CP
PROC 0002-000% CP PROC 0003-000% CP

LIMITED-00000
Ready; T=0.01/0.01 11:38:16

RUNNING ~ VMLINUX8

Figure 2-3 indicate load command

Use indicate paging to do the following:

» Display a list of the virtual machines in page wait status.
» Display page residency data for all system users.

Use the command with the wait operand to identify the virtual machines that are
currently in page wait and that displays the number of pages allocated on
auxiliary storage and expanded storage for each one. This is the default.

Use paging wait when the indicate queues command has shown that a

significant proportion of the active users of the system are persistently in page
wait.
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When issued with the al1 operand, the command displays the page residency
data for all users of the system. See Figure 2-4 for an example of the indicate
paging wait command.

indicate paging wait

No users in page wait

Ready; T=0.01/0.01 15:57:33

indicate paging all

MAINT 000000:001396 TEACHOR2 008162:054438 LXORINST 001847:010210
TEACHORL 020713:241153 LNXMAINT 000000:000175 LNXINST 022184:080382
FTPSERVE 000000:001412 TCPIP 000226:002578 USER15  000000:000875
TCPMAINT 000000:000200 USER1 000000:000887 EREP 000000:001233
OPERSYMP 000000:001266 DISKACNT 000003:001227 LOGNSYSC 000000:000000
DTCVSW2 000004:002518 DTCVSW1 000000:002566 VMSERVR 000000:001181
VMSERVU 000000:001181 VMSERVS 000000:001326 OPERATOR 000000:000001
LXOR4 000000:000000 LXOR1 000000:000001 PERFSVM 000000:000000
LXOR3 002022:000001 USER14  000000:000901

Ready; T=0.01/0.01 15:57:41

RUNNING ~ VMLINUX8

Figure 2-4 Indicate paging command
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Use the indicate queues command (see Figure 2-5) to display, in order of their
priority, current members of the dispatch and eligible lists. Issued with the exp
operand, it displays expanded information about users with a transaction in
progress.

indicate queues

MAINT Q1 ROO 00000686/00000666 LXORINST Q1 PS 00515332/00515287
LXOR1 Q1 PS 00137239/00137193 LXOR3 Q3 PS 00115756/00138801
TCPIP Q0 PS 00001026/00000447

Ready; T7=0.01/0.01 16:02:32
indicate queues exp

MAINT Q1 ROO 00000686/00000666 .I.. .0005 AOO
LXOR3 Q3 PS 00115756/00138801 ..D. 99999 A02
TCPIP Q0 PS 00001026/00000447 .I.. 99999 A03

Ready; T=0.01/0.01 16:02:34

RUNNING ~ VMLINUX8

Figure 2-5 Indicate queues command

The first column following the user ID indicates the list status of the user ID:

QO: The dispatch list and exempt from eligible list delays

Q1: The dispatch list and entered as an E1 user

Q2: The dispatch list and entered as an E2 user

Q3: The dispatch list and entered as an E3 user

E1: The E1 eligible list

E2: The E2 eligible list

E3: The E3 eligible list

LO: The limit list and exempt from eligible list delays

L1: The limit list and the user entered the dispatch list as an E1 user
L2: The limit list and the user entered the dispatch list as an E2 user
L3: The limit list and the user entered the dispatch list as an E3 user

YVVYVYYVYVYVYVYVYYY
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More information about the indicate command and how to interpret the
response to that command can be found in the manual zZVM CP Commands and
Utilities Reference, SC24-6081-05.

2.1.3 query srm

For an overview of the system-wide parameters used by the CP scheduler we
use the query srm command. Some problems my be caused by inappropriate
settings of this system resource parameters. In Figure 2-6 you see the response
of the query srm command.

g srm
TABIAS : INTENSITY=90%; DURATION=2
LDUBUF : Q1=100% Q2=75% Q3=60%
STORBUF: Q1=125% Q2=105% Q3=95%
DSPBUF : Q1=32767 Q2=32767 Q3=32767
DISPATCHING MINOR TIMESLICE = 5 MS
MAXWSS : LIMIT=9999%

...... : PAGES=999999

XSTORE : 0%

Ready; T=0.01/0.01 11:42:45

RUNNING ~ VMLINUX8

Figure 2-6 query srm command

For more detailed information about how to set and adjust the srm parameters
see Linux on IBM System z: Performance Measurement and Tuning,
SG24-69261.
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2.1.4 query alloc page

To check the amount of paging space that is available and used by the system,
use the query alloc page command. A high percentage of used paging space
over a log period of time can cause performance problems and may also cause
an ABEND if page space is no longer available.

Note: z/VM warns about page space problems when approximately 90% of
the paging space is used.

See Figure 2-7 for an example of a query alloc page command.

q alloc page
EXTENT EXTENT TOTAL PAGES HIGH %

VOLID RDEV START END PAGES IN USE  PAGE USED
LX8PAG CF33 1 3338 600840 280359 597573 46%
SUMMARY 600840 280359 46%
USABLE 600840 280359 46%

Ready; T=0.01/0.01 13:45:38

RUNNING ~ VMLINUX8

Figure 2-7 Query alloc page command

2.1.5 VM trace

As described in 3.2.2, “When a trace should be run” on page 82, sometimes it is
better to start a trace instead of generating a dump. You may be asked by IBM
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Software Support to run a trace in order to investigate a problem. We describe
here how to do so and provide an example. Interpreting this trace is beyond the
scope of this book, but you will need to know how to generate a trace when IBM
Software Services asks you to produce a trace to investigate a problem. To set
up and control the execution of a trace within z/VM we can use the CP command
trace.

The virtual machine tracing facility allows you to follow or trace the execution of
almost anything that takes place while you are using your virtual machine. For
example, you can trace instructions, I/O interrupts, branches, and changes to
storage. You can limit tracing to a specified storage range and to events that
affect a specific device.

Each traced event results in a trace entry, a command response that you can
have sent to your virtual console, to a virtual printer, or to both. The trace entry is
made up of significant information about the event. You can use trace entries to
analyze the operation of your virtual machine and to debug problems.

Before you can use the trace command, you must know the meaning of a trace
trap and trace sets.

» A trace trap is a unit of control that allows you to tell CP what event you want
to trace and the conditions under which you want the event traced.

» A trace setis a collection of one or more trace traps that are active at the
same time. To trace different types of events, you can pass control between
different trace sets. A trace set can also contain no trace traps, in which case
the trace set is called a null trace set. You can use null trace sets to
temporarily stop tracing.

After you have decided to use trace:
1. Choose events that you want to trace.

2. Name a trace set and create the appropriate traps.

3. Run the program that you want to trace. You can trace anything that runs in
your virtual machine. Modify your existing trace sets or create new sets as
needed.
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In our example we want to trace all instructions that occur between storage
locations 40000 and 41000. We do not want CP to stop the virtual machine when
it traps an event. The command to set up the trace trap is shown in Example 2-1.
Since the trace could produce many lines of messages, we should be careful to
collect all of them for further detailed investigation. Therefore, we spooled the
console messages with the command shown in bold on the second line in
Example 2-1. Subsequently, we checked the setting of the trace trap with the q
trace command.

Example 2-1 Example of the trace command

#cp trace instruction from 40000-41000 run
#cp spool cons * start
#cp q trace

NAME INITIAL (ACTIVE)

1 INSTR  PSWA 00040000-00041000
TERM NOPRINT RUN SIM
SKIP 00000 PASS 00000 STOP 00000 STEP 00000
CMD NONE
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The trace is now active, and we issue the commands shown in Figure 2-8. We

load the vmcp module, which allows us to send commands from the SSH session
of our Linux system to CP. Then we issued two cp query commands using the
vmcp module.

[root@userl2 /]#

[root@userl2 /1# vmcp

TEACHOR1 - DSC ,

OPERA
LXOR4
DTCVS
OPERS
VSM

DASD
DASD
DASD
DASD
DASD
DASD
DASD
DASD
DASD
DASD
DASD

TOR

W1
YMP

- TCPIP
[root@userl2 /]#

0111
0190
0191
019D
019E
0291
0300
0400
0401
0402
0405

DSC
DSC
DSC
DSC

9336
3390
3390
3390
3390
3390
3390
3390
3390
3390
3390

modprobe

gn

USER13

» TEACHOR2
» LNXINST
» VMSERVR
» DISKACNT

(VDSK)
LX8RES
LX8UR1
LX8W01
LX8W01
LX8UR2
LXD43C
LXD43D
LX8WO01
LX8WO01
LX8WO01

[root@userl2 /]#

R/W
R/0
R/W
R/0
R/0
R/W
R/W
R/W
R/0
R/0
R/0

vmcp

-L0004, LXOR2
DSC , LXOR3
DSC , TCPIP
DSC , VMSERVU
DSC , EREP

vmcp g dasd

512000
107
10
146
250
350
10016
10016
146
146
156

BLK
CYL
CYL
CYL
CYL
CYL
CYL
CYL
CYL
CYL
CYL

ON
ON
ON
ON
ON
ON
ON
ON
ON
ON
ON

-L0008, PERFSVM
LXORINST
DTCVSW2
VMSERVS
USER12

- DSC
- DSC
- DSC
- DSC

DASD
DASD
DASD
DASD
DASD
DASD
DASD
DASD
DASD
DASD
DASD

L

L

L

L

VDSK
CF31
CF36
CF34
CF34
CF37
D43C
D43D
CF34
CF34
CF34

DSC
DSC
DSC
DSC
-L0003

SUBCHANNEL
SUBCHANNEL
SUBCHANNEL
SUBCHANNEL
SUBCHANNEL
SUBCHANNEL
SUBCHANNEL
SUBCHANNEL
SUBCHANNEL
SUBCHANNEL
SUBCHANNEL

0003
000C
0004
000D
000E
0005
0006
0007
0010
000F
0011

Figure 2-8 Linux commands to generate trace messages
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The trace messages are displayed in parallel on the 3270 console. See
Figure 2-9.

0000000000040FFC" LGR  B9040032 0000000000000015

0000000000000015 cC 2

0000000000041000" LG E3200DD80004 0000000000000DD8 CC 2

-> 0000000000040FA4"' STMG EBCFF0780024 >> 000000000747BC48 CC 2

0000000000040FAA" TMLL A7F13F00 CC 2

0000000000040FAE" LGR  B90400EF 000000000747BBD0
000000000747BBD0 CC 2

0000000000040FB2"' BRZ  A7840001 0000000000040FB4 cC 2

0000000000040FB6' AGHI A7FBFFD8 CC 2

0000000000040FBA" LARL CO10001ADAA3 cC 2

0000000000040FCO" LGR  B90400C2 000000001E866BE8
000000001E866BE8 CC 2

0000000000040FC4" STG  E3EOF0980024 >> 000000000747BC40 CC 2

0000000000040FCA" LG E31010000004 ?227202229222277 cC 2

0000000000040FD0" LG E31010200004 ?227202727027277 cC 2

0000000000040FD6"' BASR ODE1 -> 000000000011C588' CC 2

0000000000040FD8" LTR 1222 cCo

0000000000040FDA" LHI ~ A7280000 cco

0000000000040FDE" BRNZ A7740006 0000000000040FEA cCo

0000000000040FE2" 01 9601CO1E >> 000000001E866C06 cC1

0000000000040FE6" LHI ~ A7280001 cC1

0000000000040FEA" LGFR B9140022 0000000000000001

HOLDING  VMLINUX8

Figure 2-9 Trace message on the 3270 console
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When you have collected enough trace messages you can stop the trace. As
mentioned earlier, we spooled the console messages that are displayed on the
3270 console to have it available for further analysis. Now we need to stop the
console spooling. The commands to do this are shown in Figure 2-10. With the
cp close console command the console messages are collected and stored as
a reader file. Now this reader file can be received and stored as a CMS file for
analysis or sent to another system, or both.

CP TRACE END
Trace ended

CP CLOSE CONS
RDR FILE 0046 SENT FROM USER12  CON WAS 0046 RECS 058K CPY 001 T NOHOLD NOKEEP

CP Q RDR ALL

ORIGINID FILE CLASS RECORDS CPY HOLD DATE TIME NAME TYPE DIST
USER12 0045 V DMP 00048723 001 USER 03/24 14:17:32 VMDUMP FILE USER12
USER12 0046 T CON 00057686 001 NONE 03/25 15:56:39 USER12

RUNNING ~ VMLINUX8

Figure 2-10 Stop the trace

For more detailed information about the features of the trace command see the
manuals z/VM CP Commands and Utilities Reference, SC24-6081-05, and z/VM
Virtual Machine Operation, SC24-6128-02.

2.1.6 vmdump

In the case of your Linux guest system having crashed, generate a dump of the
storage for further problem determination. For this purpose we use the CP
command vmdump.
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First we need a minidisk large enough to store the dump. In our example we
used a virtual disk (VDISK) in storage with 1005000 blocks. We choose to
access the VDISK as filemode B. The commands to do this are shown in
Figure 2-11.

def vfb-512 as 999 blk 1005000

DASD 0999 DEFINED

Ready; T=0.01/0.01 15:04:42

format 999 b

DMSFOR603R FORMAT will erase all files on disk B(999). Do you wish to continue?
Enter 1 (YES) or 0 (NO).

1

DMSFOR605R Enter disk label:

temp

DMSFOR733I Formatting disk B

DMSFOR7321 1005000 FB-512 blocks formatted on B(999)
Ready; T=0.01/0.01 15:04:50

RUNNING ~ VMLINUX6

Figure 2-11 Preparing a minidisk to store the dump
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We have now enabled the minidisk to store the dump. To force the system into a

kernel panic we used a kernel module that was written for this purpose. In

Figure 2-12 we see on the 3270 console of our Linux system, LNXIHS, the kernel
panic messages. Now the vmdump command is issued and a dump of the storage

is generated and stored as a reader file with the spoolid 0017.

kpanic: module not supported by Novell, setting U taint flag.
kpanic: module license 'unspecified' taints kernel.

ITSO Kernel Panic test.

Invoking a Kernel Panic .. :-(

Kernel panic - not syncing: Panic

HCPGIR450W CP entered; disabled wait PSW 00020001 80000000 00000000 208BC068

cp vmdump
Command complete

cp q rdr all
ORIGINID FILE CLASS RECORDS CPY HOLD DATE TIME NAME TYPE
LNXIHS 0017 V DMP 00044503 001 NONE 03/24 15:10:24 VMDUMP FILE
LNXIHS 0013 T CON 00000338 001 NONE 09/28 07:57:51
LNXIHS 0015 T CON 00000474 001 NONE 03/12 08:11:39
LNXIHS 0014 T CON 00000900 001 NONE 12/08 11:41:29

CP READ

DIST

LNXIHS
LNXIHS
LNXIHS
LNXIHS

VMLINUX6

Figure 2-12 Kernel panic, generating the dump using the vmdump command
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To transfer the dump into a form that allows for further problem determination,
we need to process the dump. This means that first we must load the dump from
the reader spool file and then store it as a CMS dump file. To do this, use the CP
facility dumpload. In Figure 2-13 you see the execution of the dumpload facility
and the corresponding system messages. When the dump is stored as a reader
file and you want to have the output generated by dumpload stored on the a-disk,
you can issue the command without any options. In our example we want to
store the processed dump file on the minidkisk accessed in filemode B.

dumpload spool outfile prb00000 b

HCPEDZ8183I DUMPLOAD z/VM VERSION 5 RELEASE 3.0
HCPEDZ8150I PROCESSING DUMP TO PRB0O000OO DUMP0001 B
HCPEDZ81671 VIRTUAL MACHINE DUMP FROM z/VM VO5R03MO
HCPEDZ81681 VIRTUAL MACHINE DUMP, FORMAT=FILE,

DUMPID=

HCPEDZ8156A DO YOU WANT TO PROCESS THIS DUMP? (YES/NO)
yes

Ready; T=0.23/1.08 15:15:49

RUNNING  VMLINUX6

Figure 2-13 Dumpload utility
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Subsequently, we transferred the processed dump file from the minindisk
accessed in filemode B to another system for further investigation. The transfer
was done using FTP. In Figure 2-14 you see this transfer with all necessary
commands and the corresponding system messages.

ftp 9.12.4.244

VM TCP/IP FTP Level 530

Connecting to 9.12.4.244, port 21
220 (vsFTPd 2.0.4)

USER (identify yourself to the host):
root

>>>|JSER root

331 Please specify the password.
Password:

>>>PASS *kkkkkkk

230 Login successful.

Command:

bin

>>>TYPE i

200 Switching to Binary mode.
Command:

put prb00000.dump0001.b dplnxihs
>>>SITE VARrecfm

500 Unknown SITE command.
>>>PORT 9,12,4,89,4,4

200 PORT command successful. Consider using PASV.
>>>STOR dpTnxihs

150 Ok to send data.

226 File receive OK.

182284288 bytes transferred in 3.671 seconds. Transfer rate 49655.21 Kbytes/sec.
Command:

quit

>>>QUIT

221 Goodbye.

Ready; T=0.33/0.73 15:24:45

RUNNING  VMLINUX6

Figure 2-14 Transfer the processed dump file to another system via FTP
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For more detailed information about the vmdump command and the dumpload CP
facility, see the manual z/VM CP Commands and Utilities Reference,
SC24-6081-05.

2.2 IBM z/VM Performance Toolkit

The IBM z/VM Performance Toolkit (also called the Performance Toolkit) is
designed to assist operators and system programmers or analysts in the
following areas:

» System console operation in full panel mode

The features provided have been designed to facilitate the operation of VM
systems, thereby improving operator efficiency and productivity.

» Performance monitoring on z/VM systems

An enhanced real-time performance monitor allows system programmers to
monitor system performance and to analyze bottlenecks. Features included in
the monitor, and the manner in which data is displayed, have both been
designed to improve the system programmer’s productivity when analyzing
the system, and to allow even a new user to work efficiently with the tool. The
Performance Toolkit can help system programmers to make more efficient
use of system resources, increase system productivity, and improve user
satisfaction.

The IBM z/VM Performance Toolkit features include:

» Automatic threshold monitoring of many key performance indicators with
operator notification if user-defined limits are exceeded

» Special performance monitoring mode with displays for monitoring:
— General CPU performance
— System and user storage utilization and management
— Channel and I/O device performance, including cache data

— Detailed I/O device performance, including information about the 1/O load
caused by specific minidisks on a real disk pack

— General user data: resource consumption, paging information, IUCV and
VMCF communications, wait states, response times

— Detailed user performance, including status and load of virtual devices
— Summary and detailed information about shared file system servers
— Configuration and performance information for TCP/IP servers
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— Linux performance data - system execution space (SXS) performance
data

— Virtual networking configuration and performance data

The collected performance data is also used to provide:

» A re-display facility for many of the key figures shown on the general CPU
performance and storage utilization panels, which allows browsing through
the last measurements (up to twelve hours)

» Graphical history plots with a selection of up to four re-display variables,
either as simple plots or, if the Graphical Data Display Manager program
(GDDM®, 5684-007 or 5684-168) is available, also in the form of GDDM
graphics

» Graphical variable correlation plots (simple plots or GDDM graphics) that
show how the values of specific variables are correlated to the values of
another variable

Note: GDDM is required for generating graphics on the console of a virtual
machine. However, no additional software is required when generating
graphics with Web browsers using the WWW interface.

For future reference, the accumulated performance data can also be used for
creating:

» Printed performance reports
» Simple performance history files
» Extended trend files

For capacity planning, the history files on disk can be used for:
» Performance trend graphics
» Numerical history data analysis

2.2.1 Modes of operation

The modes of operation for the Performance Toolkit include:

» Basic command mode (usually referred to as basic mode) is the normal
operating mode that allows entering CP and CMS commands. This mode
immediately displays any messages received from CP.

» Re-display mode. The console log created while operating in basic mode can
be browsed in re-display mode, and specific strings (for example, USERIDs)
can be searched using a 'LOCATE’ facility.
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» Performance monitoring mode displays data about CPU, I/O, and user
performance collected by this machine. It allows real-time performance
analysis of z/VM systems.

» Remote performance monitoring mode displays performance data collected
by the performance monitors from another virtual machine on the same or
other VM systems.

» The Internet interface allows retrieval and displays the same performance
data via a standard Web browser.

» Monitor data scan mode displays performance data from a MONWRITE disk
file, created by z/VM systems.

» Trend file scan mode displays performance history data from a trend file
(FCXTREND disk file).

IBM z/VM Performance Toolkit is a highly functional, varied coverage, highly
detailed reporting and real-time monitoring tool. Communication with, and
subsequent collection of, data from a Linux guest allows it to produce a
consolidated view of the hardware, LPAR, VM, and Linux levels.
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After startup you should see a window similar to Figure 2-15, with a header line
at the top, an information message telling you about the maintenance level of the
program, a command input line, and a bottom line that shows PF-key usage.

FCX001 Performance Toolkit for VM Autoscroll 12
FCXBAS500I Performance Toolkit for VM FL530

FCXOMC7721 SEGOUT data collection is active. Using segment: PERFOUT
FCXPMN446E Incomplete monitor data: SAMPLE CONFIG size too small

HCPMOF6229E Monitor event collection is already active.

HCPMOG6229E Monitor sample collection is already active.

Command ===>
Fl=Help F2=Redisplay F3=Quit F12=Return

Figure 2-15 IBM z/VM Performance Toolkit initial window
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This initial window mode is described as basic mode in the documentation. It
allows you to work in a manner not very different from native CMS. For our
purpose to get information to help us with problem determination, we need to use
the performance monitor mode of IBM z/VM Performance Toolkit. Enter the
command MON or moni tor to start working in performance monitor mode. Your
window should look similar to Figure 2-16.

FCX124 Performance Screen Selection (FL530 ) Perf. Monitor

General System Data I/0 Data History Data (by Time)

1. CPU Toad and trans. 11. Channel load 31. Graphics selection

2. Storage utilization 12. Control units 32. History data files*

3. Reserved 13. I/0 device load* 33. Benchmark displays*

4. Priv. operations 14. CP owned disks* 34. Correlation coeff.

5. System counters 15. Cache extend. func.* 35. System summary*

6. CP IUCV services 16. DASD I/0 assist 36. Auxiliary storage

7. SPOOL file display* 17. DASD seek distance* 37. CP communications*

8. LPAR data 18. I/0 prior. queueing*  38. DASD load

9. Shared segments 19. I/0 configuration 39. Minidisk cache*

A. Shared data spaces 1A. 1/0 config. changes 3A. Storage mgmt. data*

B. Virt. disks in stor. 3B. Proc. load & config*

C. Transact. statistics User Data 3C. Logical part. load

D. Monitor data 21. User resource usage* 3D. Response time (all)*

E. Monitor settings 22. User paging load* 3E. RSK data menu*

F. System settings 23. User wait states* 3F. Scheduler queues

G. System configuration 24. User response time* 3G. Scheduler data

H. VM Resource Manager 25. Resources/transact.*  3H. SFS/BFS Togs menu*
26. User communication* 3I. System Tog

I. Exceptions 27. Multitasking users* 3K. TCP/IP data menu*
28. User configuration* 3L. User communication

K. User defined data* 29. Linux systems* 3M. User wait states

Pointers to related or more detailed performance data
can be found on displays marked with an asterisk (*).

Select performance screen with cursor and hit ENTER
Command ===>
Fl=Help F4=Top F5=Bot F7=Bkwd F8=Fwd F12=Return

Figure 2-16 IBM z/VM Performance Toolkit main screen

42

The user interface to IBM z/VM Performance Toolkit is menu driven, but you can
fastpath by entering the full or abbreviated report name to go directly to the one
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that you need. Once inside a report, many of them have sub menus, or further
navigation is possible by placing the cursor under the variable and pressing the
Enter key. Indeed, a lot of reports contain many layers of navigation, for
example, you can look at an ordered list of DASD volumes and see the overall
activity, in addition to controller functions. Then you can go deeper, and look at a
given volume in more detail, then go down into further detail and look at the
minidisk device activity. This type of navigation functionality greatly facilitates
problem determination, as well as making the overall understanding of your
system, even down at a deep level, much easier because of this enhanced
accessibility. The various data reports are divided into the groups of general
system data, I/0 data, history data, and user data.

Performance screen items whose numbers do not appear highlighted on the
initial menu cannot be selected because CP monitor data has not been collected
for them. Possible reasons are:

» The required monitor records are not available because the CP level of your
VM system does not yet produce them.

» The required monitor domains have not yet been enabled.

» The first monitor sample interval has not ended and we are still waiting for the
initial set of monitor records.

» The display is intended for data that cannot be generated on the system (for
example, LPAR data on an unpartitioned system).

2.2.2 Selecting performance screens

The screens are grouped into general system data, I/O data, user data (which
shows data for either the last monitor sample interval or overall averages), and a
series of by time log files that show a separate set of values for each monitor
sample interval. They can be selected from the initial menu by taking one of the
following actions:

» Entering the number of the selected performance data displayed on the
command line

» Moving the cursor to the selected display (Note that it will move only to
highlighted numbers if you use the tabulator keys.)

» Entering the ’short-path’ command for the desired screen
Then press the Enter key.

To get some meaningful data for problem determination you need know where to
get this data within the performance toolkit.
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A good starting point from which to gather information about the current status of
the system are the screens in the category general system data. Starting with the
first option, we begin with a performance health check of the system. Select 1
and press Enter or place the cursor into the appropriate field on the screen and
press Enter. This option shows the overall processor utilization, system
contention, and information about the user population. The user data includes
the total number of users, number of active users, and number of users who are
waiting for a resource like storage pages or I/O.

The screen displayed is shown in Figure 2-17.

FCX100 CPU 2094 SER 7991E Interval 11:27:27 - 11:28:27 Perf. Monitor
CPU Load Vector Facility Status or
PROC TYPE %CPU %CP %EMU %WT %SYS %SP %SIC %LOGLD %VTOT %VEMU REST ded. User
P00 CP 12 1 12 88 1 0 92 12 .. . ... Master
P01 CP 29 0 29 71 0 0 81 29 .. .. ... Alternate
P02 CP 34 0 34 66 0o 0 87 34 o 3 r. ... Alternate
P03 CP 23 0 23 77 0 0 81 23 \ .. ... Alternate
Total SSCH/RSCH 122/s Page rate 9.6/s Priv. instruct. 263/s
Virtual I/0 rate 116/s XSTORE paging 804.9/s Diagnose instr. 1/s

Total rel. SHARE 700 Tot. abs SHARE 0%

Queue Statistics: Qo0 Q1 Q2 Q3 User Status:

VMDBKs in queue 0 0 1 6 # of Togged on users 25
VMDBKs Tloading 0 0 0 0 # of dialed users 0
Eligible VMDBKs 0 0 0 # of active users 11
E1. VMDBKs loading 0 0 0 # of in-queue users 7
Tot. WS (pages) 0 0 871 1653k % in-Q users in PGWAIT 0
Expansion factor 0 0 0] % in-Q users in IOWAIT 0
85% elapsed time 4.712 .589 4.712 28.27 % elig. (resource wait) 0
Transactions Q-Disp trivial  non-trv User Extremes:

Average users .2 .1 .3 Max. CPU %  LXOR4 95.1
Trans. per sec. .7 .6 .1 Max. VECT % ........ ...,
Av. time (sec) .307 .258 3.061 Max. I0/sec LXOR4 113
UP trans. time .258 3.061 Max. PGS/s  LXOR4 9.6
MP trans. time .000 .000 Max. RESPG ~ LXORINST 511413
System ITR (trans. per sec. tot. CPU) 1.4 Max. MDCIO  LXOR4 1.9

Command ===>
Fl=Help F4=Top F5=Bot F7=Bkwd F8=Fwd F12=Return

Figure 2-17 IBM z/VM Performance Toolkit screen 1, CPU load and trans. FCX100
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Depending on the result we got from the first screen, we can now look into other
areas of the IBM z/VM Performance Toolkit menu and gather information to use

for our problem determination. For example, to get more information about the

processor resource consumption of each user ID we display the 21- User

resource usage page. This display is shown in Figure 2-18.

FCX112

Userid %C
>>Mean>> 3.
DISKACNT
DTCVSW1 .
DTCVSW2 .
EREP
FTPSERVE
LNXINST
LNXMAINT
LXORINST
LXOR1
LXOR3
LXOR4 94
MAINT
OPERATOR
OPERSYMP
PERFSVM
TCPIP
TCPMAINT
TEACHOR1
TEACHOR2 1.
USER1
USER10
USER15
VMSERVR

Select a user for user details or IDLEUSER for a list of idle users

Command ===>

CPU 2094 SER 7991E

CPU Load ----- >

<-Seconds-> T/V
PU TCPU VCPU Ratio
87 2.321 2.298 1.0
0 0 0
00 .000 .000
00 .000 .000
0 0 0
0 0 0o ...
.03 .016 .015 1.1
0 0 0o ...
40 .239 .222 1.1
.18 .107 .093 1.2
.18 .108 .100 1.1
.156.43 56.01 1.0
0 0 0
0 0 0
0 0 0o ...
.01 .005 .004 1.3
.01 .003 .002 1.5
0 0 0o ...
.69 .416 .379 1.1
16 .694 .634 1.1
0 0 0
0 0 0
0 0 0
0 0 0

Interval 11:26:27 - 11:27:27

Virtual I0/s

Perf. Monitor

Total DASD Avoid Diag98 UR Pg/s User Status
7.7 7.7 .3 0 .0 1 —ee e
0 0 0 0 0 0 ESA,---,DOR
.0 .0 .0 .0 .0 .0 ESA,---,DOR
.0 .0 .0 .0 .0 .0 ESA,---,DOR
0 0 0 0 0 0 ESA,---,DOR

0 0 0 0 0 0 XxC, ---,DOR
.0 .0 .0 .0 .0 .0 EME,CL1,DIS
0 0 0 0 0 0 ESA,---,DOR
4 4 .0 .0 .0 .0 EME,CL2,DIS
.0 .0 .0 .0 .0 .0 EME,CL3,DIS
10001 .0 .0 .0 .0 EME,CL3,DIS
181 181 1.0 .0 .0 2.6 EME,CL3,DIS
0 0 0 0 0 0 ESA,---,DOR

0 0 0 0 0 0 ESA,---,DOR

0 0 0 0 0 0 ESA,---,DOR
2.2 il .0 .0 .1 ESA,---,DOR
.0 .0 .0 .0 .0 .0 ESA,---,DOR
0 0 0 0 0 0 ESA,---,DOR
9.5 9.5 5.8 .0 .0 .0 EME,CL3,DIS
.5 .5 .0 .0 .0 .0 EME,CL3,DIS
0 0 0 0 0 0 ESA,---,DOR

0 0 0 0 0 0 ESA,---,DOR

0 0 0 0 0 0 ESA,---,DOR

0 0 0 0 0 0 ESA,---,DOR

Fl=Help F4=Top F5=Bot F7=Bkwd F8=Fwd F10=Left F11=Right F12=Return

Figure 2-18 Performance Toolkit screen 21, User resource usage FCX112

If, for example, a Linux system is consuming a lot of CPU resources, we can drill
deeper and display more detailed information about this specific user ID. To do
so place the cursor on the user ID that you want to have more information about
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and press Enter. In our example we want to get more information about user 1D
LXORA4. The screen that appears is as shown in Figure 2-19 on page 47.
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FCX115 CPU 2094 SER 7991E Interval 11:44:02 - 11:44:37 Perf. Monitor

Detailed data for user LXOR4
Total CPU 93.5% Storage def. : 2200MB Page fault rate: 1.8/s
Superv. CPU : 1.7% Resident <2GB: 105456 Page read rate : 16.5/s
Emulat. CPU : 91.8% Resident >2GB: 424406 Page write rate: .1/s
VF total % Proj. WSET 544391 Pgs moved >2GB>: .0/s
VF overhead : % Reserved pgs : 0 Main > XSTORE 99.9/s
VF emulation: ....% Locked pages : 6 XSTORE > main 15.1/s
VF load rate: ..../s XSTORE dedic.: OMB XSTORE > DASD .1/s
I/0 rate 410/s XSTORE pages : 16362 SPOOL pg reads : .1/s
DASD IO rate: 406/s DASD slots : 22663 SPOOL pg writes: .0/s
UR I/0 rate : .0/s IUCV X-fer/s : .0/s MDC insert rate: 344/s
Diag. X'98' .0/s Share 100 MDC I/0 avoided: 81.4/s
*BLOCKIO .0/s Max. share ...

#1/0 active : 0 Active :100% PSW wait : 0% I/0 act. : 29%
Stacked blk : .. Page wait : 7% CF wait 0% Eligible : 0%
Stat.: EME,DSC,RNBL I/0 wait : 7% Sim. wait: 0% Runnable : 86%

Data Space Name Size Mode PgRd/s PgWr/s XRd/s XWr/s Migr/s Steal/s
BASE 2200MB Priv 16.5 .1 15.1 99.9 .1 101

Device activity and status:

0009 3215 .0 000C 254R CL *, EOF NOH NCNT
000D 254P CL A, CO 01, NOH NCNT 000E 1403 CL A, CO 01, NOH NCNT
0190 .0 CF31,RR, 107Cyl,--->0 0191 .0 CF37,WR, 10Cyl,--->0
019D .0 CF34,RR, 146Cyl1,--->0 019E .0 CF34,RR, 250Cyl1,--->0
0200 3390 .0 8025,WR,3338Cy1,RS/RL 0201 .7 D437,WR,10016Cy,RS/RL
0300 .4 D438,WR,10016Cy,RS/RL 0301 1.0 D439,WR,10016Cy,RS/RL
0302 .0 D43A,WR,10016Cy,RS/RL 0400 403 D43B,WR, 20% MDC eff.
0401 1.3 DB10,WR,3338Cy1,--->2 0402 .0 CF34,RR, 146Cyl,--->0
0405 .0 CF34,RR, 156Cyl1,--->0 0500 .0 DA11,WR, 450Cy1,RS/RL
0501 .0 DA11,WR, 450CyT1,RS/RL 0502 .0 DA11,WR, 450Cy1,RS/RL
0503 .0 DA11,WR, 450Cy1,RS/RL 0504 .0 DA11,WR, 450Cy1,RS/RL
0600 OSA .0 QDIO->TEACHOR1 QDIO 0601 OSA .0 QDIO->TEACHOR1 QDIO

0602 OSA 3.5 QDIO->TEACHOR1 QDIO 0650 0SA .0 QDIO->LXOR3 QDIO

0651 0SA .0 QDIO->LXOR3 QDIO 0652 0SA .0 QDIO->LXOR3 QDIO

0700 .0 D436,WR,10016Cy,RS/RL 0701 .0 DA14,WR,3338Cy1,RS/RL
0800 .0 DA12,WR,1500Cy1,RS/RL 0900 .0 DB12,RR,10016Cy,>4886
0901 .0 DB13,RR,10016Cy,--->0 0902 .0 DB14,RR,10016Cy,>1979

Command ===>

Fl=Help F4=Top F5=Bot F7=Bkwd F8=Fwd F12=Return

Figure 2-19 Detailed data for user ID LXOR4, screen FCX115
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This display can be refreshed any time by pressing the Enter key. In this screen,
we see the detailed status of the user ID LXOR4. We can therefore identify
possible problems like looping, high I/O rates, and so on. We can get more
detailed information from this screen about DASD users. To do this, place the
cursor in the appropriate field in the screen and press Enter. In our example, we
want more information about the DASD with the CHPID 0201. The result is
shown in Figure 2-20 on page 49.
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FCX110 CPU 2094 SER 7991E Interval 16:31:00 - 16:31:02 Perf. Monitor

Detailed Analysis for Device D437 ( SYSTEM )

Device type : 3390-9 Function pend.: ...ms Device busy %
VOLSER ¢ LXD437 Disconnected : ...ms I/0 contention: %
Nr. of LINKs: 2 Connected : ...ms Reserved %
Last SEEK 8011 Service time : ...ms SENSE SSCH

SSCH rate/s : .0 Response time : ...ms Recovery SSCH :
Avoided/s .0 CU queue time : ...ms Throttle del/s:

Status: MDCACHE USED
Path(s) to device D437: 8C 9C 8E A4 84 9D 86 A5
Channel path status : ON ON OFF OFF OFF OFF ON ON

Device Overall CU-Cache Performance Split
DIR ADDR VOLSER  10/S %READ %RDHIT %WRHIT ICL/S BYP/S  I10/S %READ %RDHIT
E4 D437 LXD437 .5 0 0 100 .0 .0 .3 0 0 (N)
.1 0 0 (S)
.0 0 0 (F)
MDISK Extent Userid Addr I10/s VSEEK Status LINK VIO/s %MDC
Nr. of LINKs: 2 Connected : ...ms Reserved HN 3
Last SEEK 8011 Service time : ...ms SENSE SSCH
SSCH rate/s : .0 Response time : ...ms Recovery SSCH :
Avoided/s .0 CU queue time : ...ms Throttle del/s:
Status: MDCACHE USED
Path(s) to device D437: 8C 9C 8E A4 84 9D 86 A5
Channel path status : ON ON OFF OFF OFF OFF ON ON
Device Overall CU-Cache Performance Split
DIR ADDR VOLSER  10/S %READ %RDHIT %WRHIT ICL/S BYP/S  I10/S %READ %RDHIT
E4 D437 LXD437 .5 0 0 100 .0 .0 .3 0 0 (N)
.1 0 0 (S)
.0 0 0 (F)
MDISK Extent Userid Addr I0/s VSEEK Status LINK VIO/s %MDC
I <. <4y
C 1 - 10016 LXORINST 021B 0 0 WR 2 0
O . PR

Command ===>
Fl1=Help F4=Top F5=Bot F7=Bkwd F8=Fwd F10=Left F11=Right F12=Return

Figure 2-20 Detailed information for DASD 0201 of user ID LXOD4
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The REDISP screen allows you to view a maximum of the current day’s history
data simultaneously, but you have to detect any correlations between different
variables yourself. To get into the REDISP screen type the command redisp or
simply press the PF2 key from the IBM z/VM Performance Toolkit main menu.
The screen displayed looks similar to Figure 2-21 on page 51. Every 60 seconds
a new set of variables is written. There are more columns of data available than
displayed on the screen. To navigate to the left or right use the PF10 and PF11
keys. Note the ESCN field. This is a good indicator to see whether the system is
in emergency scanning mode. The value can be between 0 and 100% (the
percent of demand scans that did not complete with scan 1). We discuss a
scenario where emergency scanning occurs in Chapter 11, “Case study: slow
responding Web site” on page 313.

Problem Determination for Linux on System z



FCX101

TIME >
:04
:05
:06
:07
:08
:09
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
:20
21
10:
:23
124
:25
126
:27
:28
10:

10
10
10
10
10
10

10
10

10
10
10
10
10
10

10
11
12
13
14
15
16
17
18
19

22

29

Enter

PPAG %ST ALO/S FPGS %F

2265k
2265k
2265k
2265k
2265k
2265k
2265k
2265k
2264k
2265k
2265k
2265k
2265k
2265k
2265k
2265k
2265k
2265k
2265k
2265k
2265k
2265k
2265k
2265k
2264k
2264k

0

(=N eleolNoNoloNoNoloNoNeoNoNoeNeoNoNoNoNoNoeNoNoNeNoNe)

0

'"GRAPHIcs'
Command ===>
Fl=Help F4=Top F5=Bot F7=Bkwd F8=Fwd F10=Left F11=Right F12=Return

CPU 2094 SER 7991E

72
74
34
433
825
57
340
198
606
157
7
12
9

0

7
39
34
52
2

3
49
14
11
0
159
99

command for history gra

R
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

0

Interval 09:19:00 - 10:54:

SHAR #TW ESCN %PGSL %SPSL

707k
708k
709k
709k
708k
708k
707k
707k
707k
708k
708k
709k
709k
709k
709k
709k
709k
709k
709k
709k
709k
710k
710k
710k
709k
709k

0

—F OO0 0O 0000 P P OOOO0OOYNLUNPPOMNF OO

0

53

99
94
80
78
84
90
100
89
100
92
89

69
22

0
33

41
53

100
100
100
98
81
81
85
89
92
94
94
95
80
80
80
80
80
80
80
80
80
80
80
80
82
84

52
52
52
52
52
52
52
52
52
52
52
52
46
46
46
46
46
46
46
46
46
46
46
46
46
46

27

XSTAV
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M
2048M

phics selection menu

Perf. Monitor

%XS XAL/S XAG

100
99
100
99
96
97
100
100
100
100
100
100
93
93
93
95
96
98
97
97
96
96
96
96
100
100

168
2
92
0
374
150
935
252
266
222
36
67
27

430
141

56
103
185
330
394
224
107
124
165
182
301
413
637

11

11
654
366
359
590

11

18

30

27

33
265
324

Figure 2-21 Remote performance log display (FCX101)

Note: More information about how to use the IBM z/VM Performance Toolkit

for problem determination can be found in Linux on IBM eServer zSeries and

S/390: Performance Toolkit for VM, SG24-6059, and in z/VM Performance

Toolkit Guide Version 5 Release 3, SC24-6156-01.
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2.3 IBM Tivoli OMEGAMON XE on z/VM and Linux

52

Tivoli OMEGAMON® XE on z/VM and Linux is one of a suite of Tivoli
Management Services products called Tivoli Enterprise Monitoring Agents.
These products use common shared technology components to monitor your
mainframe and distributed systems on a variety of platforms, and to provide
workstation-based reports that you can use to track trends and understand and
troubleshoot system problems.

Tivoli OMEGAMON XE on z/VM and Linux V4.1.0 is a product that gives you the
ability to view data collected from multiple systems on a flexible interface. With
this monitoring agent, you can view z/VM data obtained from the IBM z/VM
Performance Toolkit (also known as the Performance Toolkit). You can also
display Linux on System z performance data. This dual capability allows you to
solve problems quickly and helps you to better and more easily manage a
complex environment.

OMEGAMON monitoring software provides a portal that is accessible via a
desktop client or a browser. This portal interface allows users to monitor systems
without having to be logged onto either Linux or z/VM. The portal provides a
single point of control for monitoring all of your Linux and z/VM images as well as
z/OS® and its subsystems, databases, Web servers, network services, and
WebSphere® MQ.

The OMEGAMON portal displays the following types of data:

» Memory usage, disk input and output (I/O) usage, and paging activity by
workload name

» System-wide data by resource, such as logical partition usage and paging
data

» System-wide spooling space usage

» TCP/IP network statistics for enabled network server virtual machines

» HiperSockets™ utilization data

» 2z/VM CPU data

» Linux on IBM System z workload statistics

The beginning phase of checking the performance of a system, or multiple
systems, using the OMEGAMON product is to look at the high-level displays for
each system. In our environment we are only concerned with the performance of
z/VM and its Linux guests. Since z/VM controls all of the hardware resources and

virtualizes that environment for the Linux guests, the OMEGAMON display for
z/VVM is a good starting point. The following series of graphs from the
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OMEGAMON display highlight the key performance indicators of CPU, disk, and
storage utilizations.

Figure 2-22 demonstrates a graph of CPU utilization displayed by OMEGAMON.
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Figure 2-22  OMEGAMON CPU utilization graph

Figure 2-23 demonstrates a graph of device utilization displayed by
OMEGAMON.
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Figure 2-23 OMEGAMON device utilization graph
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Figure 2-24 demonstrates a graph of storage utilization displayed by
OMEGAMON.
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Figure 2-24 OMEGAMON storage utilization graph
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The same data can be displayed from the OMEGAMON portal in text or tabular
form through options on the panels. In a System z environment, it is possible to
share processors between LPARS, which means that the processors assigned to
this z/VM system might be shared by other z/VM, Linux, or z/OS systems. This
means that an investigation of system performance must include a view of the
total hardware complex. The graph shown in Figure 2-25 from OMEGAMON
shows the data from our total hardware system.
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Figure 2-25 OMEGAMON LPAR utilization graph

The LPAR utilization shown in Figure 2-25 has a bar chart showing processor
utilization of every LPAR on the System z, and it has a table with detailed
information about each LPAR. The table has scroll bars to expand the table and
show more columns and rows. On the left of each row is a link icon, which
connects a user to additional information relating to that row (or LPAR).

After careful inspection of the system performance information available via the
z/VVM displays from OMEGAMON, the next step in a performance evaluation is to
look at statistics from inside one or many of the Linux guests that are running on
z/NVM.
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The overview workspace for Linux guests displays many of the key performance
indicators. In Figure 2-26, OMEGAMON shows the top Linux systems and their
CPU utilization, their load on the system for the last 15 minutes, and a table of
system statistics (context switches, paging rates, length of time that the system
has been up, and number of users logged on).
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Figure 2-26  OMEGAMON Linux guest performance overall view

After reviewing the high-level information that is available on the collective Linux
display, additional OMEGAMON panels show details on Linux systems,
processes, files, and networks. Some of those panels are shown in Figure 2-27
and Figure 2-28 on page 57.
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Figure 2-27 OMEGAMON Linux system graph
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Figure 2-28

OMEGAMON Linux application table

Figure 2-29 shows the status and resource utilization for each process. Tables
such as this in OMEGAMON can be filtered (to eliminate meaningless data) and
sorted (to place data of high interest at the top).
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Figure 2-29 OMEGAMON Linux processes table

With the Tivoli OMEGAMON XE for z/VM and Linux agent, you can also perform
the following tasks:

» Navigate to greater levels of detailed performance data. For Linux guests, this
monitoring agent provides links to Tivoli Monitoring Agent for Linux OS
workspaces directly from the Tivoli OMEGAMON XE on z/VM and Linux
workspaces.

Connect to the z/VM host system by means of TCP/IP to access the

Performance Toolkit panels.

» View expert advice on how to identify and resolve performance problems.
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IBM Tivoli OMEGAMON comes with default thresholds for key system
performance indicators. When a threshold is exceeded, a situation alert is
generated and an automated action is taken to address the problem. The
situation console log workspace shows the active situation alerts. In Figure 2-30
the upper panel lists open situations. The lower left panel has the situation count
for the last 24 hours. The lower right panel lists the situation events that have
been acknowledged by the current user.
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Figure 2-30 OMEGAMON situation alerts

Default workspaces and situations enable you to start monitoring your enterprise
as soon as the Tivoli OMEGAMON XE on z/VM and Linux software is installed
and configured. The user interface supports several formats for viewing data,
such as graphs, bar charts, and tables. Workspaces and situations can be
customized to meet the needs of your enterprise.
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Problem determination tools
for Linux on System z

In this chapter we discuss tools that are used during problem determination on
Linux on System z. These tools are available on both Linux and z/VM for problem
determination. The problem area or category will decide which tools will be used
to help determine the problem. We always recommend using z/VM-based tools
or a combination of z/VM and Linux-based tools to get more granular information
about the problem.

The Linux environment has several specialized tools for the purpose of problem
determination. In this chapter we explore the information gathered and the
circumstances in which the tools would be useful for problem determination.
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3.1 Information-gathering tools

As discussed in the previous chapter, the first and foremost thing that we need to
do before starting to use any of the specialized debugging tools is to investigate
the problem cause. For that we need to gather information about the
environment, resources, and other configurations. In this section we discuss
various Linux-based tools that are available.

Note: The important thing here with the Linux-based tools is that the resource
utilization reported by any of the Linux-based tools has to be correctly
understood, keeping in mind the underlying z/VM resource management.
When Linux runs as a guest, z/VM time shares the Linux images and also
optimally shares the resource pool. Linux tools only see the share that they
got in zZ/VM. We highly recommend that resource utilization information
gathered on Linux-based tools be cross-checked with the underlying
z/VVM-based tools.

Usually, most of these tools provide utilization information for a certain period of
time, but there are also tools that only provide snapshot utilization. So in a
problem determination approach, we recommend using shell scripts to record the
utilization and time stamp for a certain period, for the tools that can only report
snapshot data. By doing this, you will be able to understand the transition of
utilization for a certain period. Also, the timestamps will help you to compare the
information gathered on various tools.

3.1.1 dbginfo.sh

60

For collecting the overall snapshot information about the Linux on System z
environment, you are provided with the dbginfo.sh script, which is part of the
s$390-tools rpm package, which also comes as an default package with the
SUSE® and RHEL Linux distributions. Some of the information gathered by this
script is:

» Information from the proc file system
[version,cpu,meminfo,slabinfo,modules,partitions,devices ...]

» System z specific device driver information: /proc/s390dbf
» Kernel messages /var/log/messages
» Configuration files /etc/[ccwgroup.conf,chandev.conf,modules.conf,fstab]

» Several commands: ps, vgdisplay, dmesg
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Example 3-1 Example dbginfo.sh execution list

1nx02:/ # dbginfo.sh
Create target directory /tmp/DBGINF0-2008-03-13-19-14-59-Tnxihs
Change to target directory /tmp/DBGINFO-2008-03-13-19-14-59-Tnxihs
Get procfs entries
Saving runtime information into runtime.out
Get file list of /sys
Get entries of /sys
Check if we run under z/VM
Running under z/VM
Installed CP tool: vmcp
Saving z/VM runtime information into zvm_runtime.out
Copy config files
Copy Tog files

Collected data was saved to:
/tmp/DBGINF0-2008-03-13-19-14-59-1nxihs.tgz

The dbginfo.sh script is also available for download from the IBM
developerWorks® Web site:

http://www.ibm.com/developerworks/Tlinux/1inux390/s390-tools-1.6.1.html

3.1.2 vmstat

The vmstat command displays current statistics for processes, usage of real and
virtual memory, paging, block 1/0, and CPU. The left-most columns show the
number of running processes and number of blocked processes. The memory
section shows memory being swapped out, free memory, the amount of buffer
containing inodes and file metadata, and cached memory for files being read
from disk. The swap section lists swaps in and swaps out. The 1/O section
reports the number (kb) of blocks read in and written out. System in and cs
represent interrupts and context switches per second. The CPU section headers
of us, sy, id, and wa represent the percentage of CPU time count on users,
system, idle, /0 wait, and steal, respectively. The vmstat command is useful in
identifying memory shortages and I/O wait issues, in addition to situations where
virtual CPUs are not backed up by physical CPUs. Also, vmstat has a low
performance overhead during the information-gathering phase.
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In Example 3-2 we see that there is heavy paging taking place. In our case even
the swap space is fully used up. It might be the cause of the degradation in the
application transaction rate and response time, in which case Linux might be
spending its CPU cycles on swapping in and out the pages. In this case we did a
over commitment of memory to the affected Linux instance to improve the
response time.

Example 3-2 Gathering swap, memory, and CPU information using vmstat

Tnx02:~ # vmstat 30

OO PR OOO0ODODOOO oo

swpd
713640
713632
713616
713600
713596
713596
719888
718812
718668
719172
718160
719400

-===MEMOrY======m=== -=- swap-- ----- ig---- -system-- ----- Cpu------
free buff cache si SO bi bo in c¢s us sy id wa st
7784 1932 28644 0 0 0 7 152 142 0 099 0 O
7784 1972 29096 1 0 1 5 158 141 0 099 0 O
7536 2012 29040 1 0 1 8 159 143 0 099 0 O
7536 2052 28984 1 0 1 3 161 140 0 099 0 O
7412 2092 28916 1 0 1 8 156 143 0 099 0 O
7412 2132 28876 0 0 0 2 152 140 0 099 0 O
9144 2176 29316 1 210 1 217 257 142 0 098 2 0

12976 2212 29316 122 26 122 32 186 174 1 097 1 0
7340 2240 29228 360 164 360 172 270 259 1 193 5 0
8764 2044 26808 789 453 789 456 360 339 2 286 10 O

10364 808 21968 382 213 416 221 349 346 3 291 5 0

10164 824 21124 264 200 264 202 425 366 3 192 4 0

3.1.3 System status (sysstat) tool
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This package consists of several Linux tools to collect system data. The sysstat
package is a widely used Linux standard tool. It is included in your distribution or
can be downloaded from the Web:

http://pagesperso-orange.fr/sebastien.godard/
If you install the source package, you must compile the package on Linux on
System z to use it. The sysstat package consists of the following components:

» sar reporting tool - reads binary file created with 'sadc' and converts it to
readable output

» sadc data gatherer - stores data in binary file
» iostat - I/O utilization

» mpstat - processor utilization
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For a more detailed description go to:

http://www.ibm.com/developerworks/Tinux/1inux390/perf/tuning _how tools.
html#sysstat

sar

The sar command collects and displays system data. It writes to standard output
the contents of selected cumulative activity counters in the operating system.
The accounting system, based on the values in the count and interval
parameters, writes information at the specified number of times spaced at the
specified intervals in seconds.

With its numerous options, the sar command provides queuing, paging, TTY,
and many other statistics. One important feature of the sar command is that it
reports either system-wide (global among all processors) CPU statistics (which
are calculated as averages for values expressed as percentages, and as sums
otherwise) or it reports statistics for each individual processor.

The sar command prints the following information:

» Process creation
Context switching
All/single CPU utilization
Network utilization

Disk statistics

vvyyy

In Example 3-3 the sar command with the -d option generates real-time disk 1/0
statistics.

Example 3-3 Gathering disk information using sar

Tnx02:

Linux

18:
18:
18:

18:
18:
18:

18:
18:
18:

55:
55:
55:

55:
56:
56:

56:
56:
56:

~ # sar -d 3 3
2.6.16.46-0.12-default (Inxwas) 03/14/08

55
58
58

58
01
01

01
04
04

DEV  tps rd_sec/s wr_sec/s avgrg-sz avgqu-sz await svctm %util

dev94-0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
dev94-4 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

DEV  tps rd sec/s wr_sec/s avgrg-sz avgqu-sz await svctm %util
dev94-0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
dev94-4 0.66 0.00 26.58 40.00 0.00 5.00 5.00 0.33

DEV  tps rd_sec/s wr_sec/s avgrg-sz avgqu-sz await svctm %util
dev94-0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
dev94-4 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
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Average: DEV  tps rd_sec/s wr_sec/s avgrg-sz avgqu-sz await svctm %util

Average: dev94-0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
Average: dev94-4 0.22 0.00 8.85 40.00 0.00 5.00 5.00 0.11
sadc

The sadc command samples system data a specified number of times (count) at

a specified interval measured in seconds (interval). It writes in binary format to

the specified outfile or to the standard output.1 The sadc command is intended to

be used as a back end to the sar command.
Example 3-4 shows the syntax and an example of using the sadc command.

Example 3-4 Syntax and example of using sadc

/usr/1ib64/sa/sadc <interval> <count> > out
/usr/1ib64/sa/sadc 1 5 >out

Without the parameter count, sadc samples data until it is stopped. The standard
output file is /var/log/sa/sa<day>, and it is written to once a day, at the end of the

day.

iostat

In order to see an overview of your CPU utilization you can use the iostat
command. This command provides monitoring and reporting on both CPU
statistics and 1/O statistics for one or more devices and partitions.

The following command analyzes I/O-related data for all disks:
jostat -dkx

Example 3-5 shows a sample of output from this command.

Example 3-5 Sample output from iostat command

Linux 2.6.9-67.sw (t6315015) 06/04/2008

Device: rrgm/s wrgm/s r/s w/s rsec/s wsec/s rkB/s wkB/s avgrg-sz avgqu-sz  await svctm %util
dasda 3.41 14.09 20.35 11.20 1094.87 202.32 547.44 101.16 41.12 0.16 5.06 3.76 11.87
mpstat

In order to determine processor utilization you can use the mpstat command.

The mpstat command writes to standard output the activities for each available

processor, with processor 0 being the first one reported. Global average

L http://1 inuxcommand.org/man_pages/sadc8.html
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activities among all of the processors are also reported. 2 mpstat displays more
in-depth CPU statistics than iostat.

Automatic sampling via the cron

The sadc command collects system utilization data and writes it to a file for later
analysis. By default, the data is written to files in the /var/log/sa/ directory. The
files are named sa<dd>, where <dd> is the current day's two-digit date.

The command sadc is normally run by the sal script. This script is periodically
invoked by cron via the file sysstat, which is located in /etc/crond.d. The sa1
script invokes sadc for a single one-second measuring interval. By default, cron
runs sal every 10 minutes, adding the data collected during each interval to the
current /var/log/sa/sa<dd> file.

The sar command produces system utilization reports based on the data
collected by sadc. As configured in Red Hat Linux, sar is automatically run to
process the files automatically collected by sadc. The report files are written to
/var/log/sa/ and are named sar<dd>, where <dd> is the two-digit representation
of the previous day's two-digit date. The command sar is normally run by the sa2
script. This script is periodically invoked by the cron via the file sysstat, which is
located in /etc/crond.d. By default, the cron runs sa2 once a day at 23:53,
allowing it to produce a report for the entire day's data.

To activate the cron daemon, run the following command:

service crond start

To start the service for the indicated level:

chkconfig --level 123456 crond on

To check the status:

service --status-all |grep cron
chkconfig --1ist |grep cron

As soon as the cron daemon and the service are started, they use the definitions
in /etc/cron.d/sysstat, as shown in Example 3-6.

Example 3-6 Automatic sampling via the cron

# run system activity accounting tool every 10 minutes
*/10 * * * * root /usr/1ib64/sa/sal 11

# generate a daily summary of process accounting at 23:53
53 23 * * * poot /usr/1ib64/sa/sa2 -A

2 http://1 inuxcommand.org/man_pages/mpstatl.html
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3.1.4 top

The top command displays process statistics and a list of the top CPU-using
Linux processes. Options are available to interactively change the format and
content of the display. The process list may be sorted by run time, memory
usage, and processor usage. Top shows the total number of processes, the
number running, and the number sleeping. Information is updated every three
seconds, or at a chosen interval. This is useful in obtaining a snapshot of the
processes that are running on a Linux system and their CPU and memory
consumption.

Starting with SLES10 and RHELDS5, the top command includes a new field, CPU
steal time— the time Linux wanted to run, but z/VM gave the CPU to some other
guest. This field will be very useful for understanding CPU performance
characteristics from within Linux. Also, it is worth noting that top is a
resource-consuming tool, which means that the performance overhead is
comparably high when its is activated.

Example 3-7 Gathering process information using top

top - 20:59:57 up 8 min, 1 user, Toad average: 0.68, 0.62, 0.25

Tasks: 53 total, 2 running, 51 sleeping, 0 stopped, 0 zombie

Cpu(s): 0.3%us, 0.0%sy, 0.0%ni, 98.7%id, 0.7%wa, 0.3%hi, 0.0%si, 0.0%st
Mem: 3080964k total, 1029608k used, 2051356k free, 9780k buffers

Swap: 719896k total, Ok used, 719896k free, 234804k cached
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
1526 root 17 0 2437m 771m 56m S 0.3 25.7 1:01.09 java
1 root 16 0 848 316 264 S 0.0 0.0 0:00.50 init
2 root RT 0 0 0 0S 0.0 0.0 0:00.00 migration/0
3 root 34 19 0 0 0S 0.0 0.0 0:00.00 ksoftirqgd/0
4 root 10 -5 0 0 0S 0.0 0.0 0:00.03 events/0

In Example 3-7, we are able to easily ascertain that around 25% of the memory
and some CPU cycles are being consumed by a Java™ process compared to the
other processes running on the system.
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3.1.5 ps

The ps command is a tool for identifying the programs that are running on the
system and the resources that they are using. It displays statistics and status
information about processes on the system, such as process or thread ID, I/0
activity, CPU, and memory utilization. Also, we would be able to narrow down to
the processes that dominate the usage.

Example 3-8 Gathering process information using ps

1nx02:~ # ps au

USER PID %CPU %MEM VSZ
root 1464 0.0 0.0 2000

--noclear /dev/ttySO dumb

root 1468 0.0 0.0 5132 2652 pts/0
root 2007 8.7 26.0 2507240 801100 pts/0
root 2190 0.0 0.0 2680 988 pts/0

RSS TTY
652 ttySO

STAT START  TIME COMMAND

Ss+ 16:08 0:00 /sbin/mingetty

Ss  16:08 0:00 -bash

S1  16:40 1:07 /opt/java/bin/java
R+ 16:53 0:00 ps au

ps is a handy command that can be used with various combinations of
parameters to obtain relevant information required on the processes. For more
information about the various parameters, refer to the respective ps man pages.

3.1.6 ipcs

The ipcs command reports information about active interprocess communication
facilities. The report will have information about currently active message
queues, shared memory segments, and semaphores. The ipcs command is a
very powerful tool that provides a look into the kernel's storage mechanisms for

IPC objects.

Example 3-9 Gathering Inter process communication (IPC) information using IPCS

1nx02:™~ # 1ipcs

------ Shared Memory Segments
key shmid owner
0x0105e8ae 98304 root

------ Semaphore Arrays ------

key semid owner
0x0105e8ad 0 root
------ Message Queues --------
key msqid owner

perms
660

perms

bytes
52428800

nsems

used-bytes

nattch
1

status

messages
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3.1.7 iostat

The iostat command provides CPU and input/output statistics for the devices
and partitions. Primarily, the iostat command is used for monitoring system
input/output device by observing the time that the devices are active in relation to
their average transfer rates.

Begin the assessment by running the iostat command with an interval
parameter during your system's peak workload period or while running a critical
application for which you need to minimize 1/O delays.

Example 3-10 Gathering input/output information using iostat

Tnxwas:™ # iostat 5 3
Linux 2.6.16.46-0.12-default (1nxwas) 03/17/08

avg-cpu: %user %nice %system %iowait %steal %idle
2.34 0.18 0.31 1.21 0.12 95.84

Device: tps  Blk_read/s Blk_wrtn/s Blk read Blk_wrtn
dasdb 4.62 91.15 21.18 708616 164648
dasda 0.01 0.08 0.00 632 0

avg-cpu: %user %nice %system %iowait %steal %idle
56.69 0.00 2.99 0.40 2.79  36.93

Device: tps Blk _read/s Blk_wrtn/s Blk_read Blk_wrtn
dasdb 0.20 3.19 0.00 16 0
dasda 0.00 0.00 0.00 0 0

In Example 3-10, the are lots of blocks being read and written to the DASDs. The
statistics provided above are on a per-disk basis.

3.1.8 netstat

netstat is a powerful tool for checking your network configuration and activity.
The netstat command displays information regarding traffic on the configured
network interfaces, such as the following:

» The address of any protocol control blocks associated with the sockets and
the state of all sockets

» The number of packets received, transmitted, and dropped in the
communications subsystem

» Cumulative statistics per interface
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» Routes and their status

Example 3-11 Gathering network traffic information using netstat

Tnx02:™~ # netstat -i

Kernel Interface table

Iface MTU Met  RX-0K RX-ERR RX-DRP RX-OVR  TX-OK TX-ERR TX-DRP TX-OVR Flg
eth0 1492 0 1067003 0 0 0 1053600 0 0 0 BMRU
lo 16436 0 355 0 0 0 355 0 0 0 LRU

When invoked with the -i flag, netstat displays statistics for the network interfaces
currently configured. The MTU and Met fields show the current MTU and metric
values for that interface. The RX and TX columns show how many packets have
been received or transmitted error-free (RX-OK/TX-OK) or damaged
(RX-ERR/TX-ERR). When netstat is executed with the -ta flag, it reports the
active and passive connections on the system.

Example 3-12 Gathering network connection information using netstat

1nx02:" # netstat -ta
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 *:can-ferret NG LISTEN
tcp 0 0 *:nfs * LISTEN
tep 0 0 *:51202 k¥ LISTEN
tep 0 0 *:8803 TN LISTEN
tcp 0 0 *:filenet-cm * LISTEN
tcp 0 0 *:can-ferret-ssi *o* LISTEN
tcp 0 0 *:52237 *ok LISTEN
tcp 0 0 *:sunrpc o * LISTEN
tep 0 0 *:ftp D LISTEN
tcp 0 0 Tnx02.itso.ibm.c:54630 1nx03.itso.ibm.c:55000 ESTABLISHED

3.1.9 DASD statistics

For collecting performance statistics on DASD activities, in Linux we have a
DASD statistics option. It records DASD 1/O activities for a specific period of time
as statistical data. When the statistic option is enabled, the DASD driver collects
the statistical data.
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DASD statistics can be easily enabled or disabled by switching on/off in the proc
file system. See Example 3-13.

Example 3-13 Enabling and disabling DASD statistics

echo set on > /proc/dasd/statistics
echo set off > /proc/dasd/statistics

In Example 3-14 we are reading the entire system’s DASD statistics. By turning
off and back on the DASD statistic option we can reset all counters.

Example 3-14 Gathering DASD 1/O statistics using DASD statistic option

Tnx02:™ # cat /proc/dasd/statistics
613 dasd I/0 requests
with 9432 sectors(512B each)
<4 8 16 _32 _ 64 128 256 512 1k _ 2k 4k _ 8k 16k 32k 64k 128k
256 512 _IM _2M _4M _ 8M 16M 32M 64M 128M 256M 512M _ 16 _ 2G _ 4G _>AG
Histogram of sizes (512B secs)
0 0 472 107 6 18 9 1 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Histogram of I/0 times (microseconds)
0 0 0 0 0 0 0 0 117 124 142 156 47 26 1 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Histogram of I/0 times per sector
0 0 0 0 11 164 122 161 123 23 9 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Histogram of I/0 time till ssch
145 50 13 0 0 0 0 0 74 67 238 3 16 7 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Histogram of I/0 time between ssch and irq
0 0 0 0 0 0 0 0 454 98 7 1 39 13 1 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Histogram of I/0 time between ssch and irqg per sector
0 0 0 1 74 462 42 12 7 13 2 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Histogram of I/0 time between irq and end
151 216 223 22 0 1 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
# of req in chang at enqueuing (1..32)
0 207 86 64 51 204 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

o
o
o
o
o
o
o
o
o
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Explanation of the output
Line 1 contains the total number of I/O requests (Start Subchannel (SSCH)
instructions) processed during the observation period. In this example it is 613.

Line 2 contains the number of 512-byte blocks transferred during the observation
period. In this example it is 9432.

Lines 3 and 4 contain either times (microseconds) or sizes (512-byte blocks),
depending on the context.

See the following Web site for a more detailed explanation:

http://www.ibm.com/developerworks/1inux/1inux390/perf/tuning how_tools_

dasd.htm]l
1. Histogram of I/O until 2. Histogram of 1/0 3. Histogram between 1/0
ssch between ssch and and end
IRQ

‘1 p—d |

Build channel Processing data Tell Linux Data has

. . transfer from/to storage ived
program wait until Server arrive

subchannel is free

Start End

‘< Histogram of I/O Times »{

Figure 3-1 Explanation for the DASD statistics Histogram details

Example 3-15 on page 72 demonstrates the distribution of the total time needed
for the 1/O requests, starting at the point where the DASD driver accepts the
request from the kernel until the DASD driver informs the kernel of the
completion of the request. Each step along the way is measured as shown in
Example 3-15 on page 72.

» The distribution of the total time needed for the I/O requests, starting at the
point where the DASD driver accepts the request from the kernel until the
DASD driver informs the kernel about the completion of the request.

» The distribution of the time that the 1/0 request is queued by the DASD driver.
This time starts when the DASD driver accepts the I/O request from the
kernel and ends when the SSCH is issued. Typically, these requests have to
wait because the particular subchannel is busy.
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» The distribution of the time between SSCH and channel end/device end
(CE/DE), that is, the time needed by the channel subsystem and the storage
subsystem to process the request. It helps to understand the performance of
the storage subsystem.

» The distribution of the time the DASD driver needs from accepting CE/DE
until presenting the IRQ to the kernel.

As we have discussed, the example above is for the overall system DASD
statistics. For getting I/O statistical information about a particular DASD, we can
use the tunedasd tool.

In Example 3-15, we issue the tunedasd command against our DASD where the
root file system is mounted (that is, /dev/dasdb1).

Example 3-15 Gathering I/O information about specific DASD using tunedasd

Tnxw02:/usr/src # tunedasd -P /dev/dasdbl
137609 dasd I/0 requests
with 2419848 sectors(512B each)

<4 8 16 32 64 128 256 512 1k 2k 4k 8k _16k 32k _64k 128k
256 512 IM _2M _AM _8M _16M 32M 64M 128M 256M 512M  1G _ 2G _ 4G _>46G
Histogram of sizes (512B secs)
0 0 6704 2223 3078 3177 1604 458 160 198 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Histogram of I/0 times (microseconds)
0 0 1204 2352 4727 1116 144 38 1419 1605 2350 2434 1003 575 139 52
142 53 1 2 0 0 0 0 0 0 0 0 0 0 0 0

Histogram of I/0 times per sector

3777 3318 490 148 1258 2330 1586 2463 2025 670 317 51 13 2 1 1
1 0 0 0 0 0 0 0 0 0 0 0 0 0

Histogram of I/0 time till ssch

6669 643 272 54 47 12 1 3 859 912 3469 155 312 225 78 31

87 29 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Histogram of I/0 time between ssch and irq
0 0 1699 2144 336 47 7 2 6260 1476 422 111 893 290 50 15
21 1 0 2 0 0 0 0 0 0 0 0 0 0 0 0
Histogram of I/0 time between ssch and irg per sector
4026 194 18 30 1130 6525 656 365 205 501 98 6 3 2 0 1
1 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Histogram of I/0 time between irq and end

6735 3105 3541 257 86 22 8 1 3 4 5 6 1 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

# of req in chang at enqueuing (1..32)
0 7584 1154 957 752 3312 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

o
o
o
o
o
o
o
o
o
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3.1.10 OProfile

OProfile is an open source profiler for Linux systems. It offers profiling of all
running code on a Linux system, including the kernel, shared libraries,
application binaries, and so on, and provides a variety of statistics at a low
overhead (varying from 1-8%) depending on the workload. It is released under
the GNU GPL. OProfile consists of a kernel driver, a daemon for collecting
sample data, and tools for report generation.

OProfile is generally supported in Linux kernel 2.2, 2.4, 2.6, and later. But, for
Linux on System z, OProfile only supports kernel 2.6 or later. For SUSE Linux,
the kernel level must be at least kernel-s390(x)-2.6.5-7.191, which starts from
SLES9 SP2. For Red Hat Linux, the kernel level must be at least
kernel-2.6.9-22.EL, which is RHEL4 U2.

OProfile utilizes CPU’s performance counters to count events for all of the
running code, and aggregates the information into profiles for each binary image.
However, System z hardware currently does not have support for this kind of
hardware performance counters utilized by OProfile, so the timer interrupt is
used instead.

Using OProfile the code can be profiled for:

Hardware and software interrupt handlers
Kernel modules, the kernel

Shared libraries

Applications

vyvyyy

OProfile setup involves configuring the kernel source by enabling the profiling
option. To build and install OProfile, issue the commands shown in Example 3-16
from the decompressed oprofile directory. As shown in this example, we used the
option with-kernel-support. You would use this option when you have a kernel
Version of 2.6 and later. For more information about installation instructions of
OProfile, see:

http://oprofile.sourceforge.net/doc/install.html

Example 3-16 Setting up OProfile

./configure --with-kernel-support
make
make install
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To use the OProfile tool, the timer should be turned on by using command
sysctl. After all the profiling is done, turn the timer off. Once OProfile is installed
successfully, you must tell OProfile the location of the vmlinux file corresponding
to the running kernel. If the kernel is not intended to be profiled then OProfile is
set by passing a parameter telling the system that it does not have a vmlinux file.
Both examples are shown in Example 3-17.

Example 3-17 Basic profiling configurations

opcontrol --vmlinux=/boot/vmlinux--uname -r~
or
opcontrol --no-vmlinux

Once OProfile is installed and set up, you can use the Opcontrol command to
start and stop (shut down) the profiling daemon (see Example 3-18).

Example 3-18 OProfile start and stop commands

opcontrol --start / --shutdown

Opcontrol takes a specification that indicates how the details of each hardware
performance counter should be set up. Kernel or user space code is profiled
based on these settings.

Example 3-19 shows a sample OProfile report.

Example 3-19 Sample OProfile profile report

1nx02:"~ # opreport --symbols
CPU: CPU with timer interrupt, speed 0 MHz (estimated)
Profiling through timer interrupt

samples
10181
3390
1694

40

39

23

8

el S~ B2 BN |

o

6
2
1

OO OO OO ODOCOO WM
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image name app name symbol name
.6288 1ib_appl 1ib_appl main
.8526 vmlinux vm1inux .text
.9199 no-vmlinux no-vmlinux (no symbols)
.2578 vmlinux vm1inux cpu_idle
.2514 Tibc-2.4.s0 Tibc-2.4.s0 _int_malloc
.1483  vmlinux vm1inux get_page_from_freelist
.0516 vmlinux vm1inux do_wp_page
.0451 vmlinux vm1inux _spin_unlock_irqrestore
.0322  vmlinux vm1inux __handle_mm_fault
.0258 Tibc-2.4.s0 libc-2.4.s0 malloc
.0258 Tibc-2.4.s0 libc-2.4.s0 mbrtowc
.0064 1d-2.4.so0 1d-2.4.s0 do_lookup_x



1 0.0064 1ibc-2.4.s0 Tibc-2.4.s0 _d1_addr
1 0.0064 1ibc-2.4.s0 Tibc-2.4.s0 _int_free
1 0.0064 1ibc-2.4.s0 Tibc-2.4.s0 mblen

In Linux on System z, OProfile incorporates only the kernel space callgraph
support. The callgraph option is supported on Linux kernels Version 2.6 and
later. When using the callgraph option, we can see what functions are calling

other functions in the output report. OProfile will record the function stack every
time that it takes a sample. To enable the callgraph support on OProfile, set the

callgraph sample collection rate with a maximum depth. Use '0' to disable the

callgraph functionality. See Example 3-20 for an example of starting call-graph.

Example 3-20 OProfile call-graph feature

opcontrol --start --callgraph=depth> --vmlinux=1ib/modules/<Kernel version>
/build/vmlinux

Note: Currently, in Linux on System z, OProfile incorporates only the kernel

space callgraph feature.

Example 3-21 shows an example of the OProfile callgraph report.

Example 3-21 Example of OProfile Call-graph

1nx02:~ # opreport --callgraph
CPU: CPU with timer interrupt, speed 0 MHz (estimated)
Profiling through timer interrupt

samples % image name app name symbol name
15272 48.0720 1ib_appl 1ib_appl main
15272 100.000 T1ib_appl Tib_appl main [self]
14281 44,9526 vmlinux vmlinux .text
14281 100.000 vmlinux vm11inux .text [self]
1694 5.3322 no-vmlinux no-vmlinux (no symbols)
1694 100.000 no-vmlinux no-vmlinux (no symbols) [self]
147 0.4627 vmlinux vm1inux cpu_idle
147 100.000 vmlinux vm1inux cpu_idle [self]
65 0.2046 1ibc-2.4.s0 libc-2.4.s0 _int_malloc
65 100.000 Tibc-2.4.s0 libc-2.4.s0 _int_malloc [self]
48 0.1511 vmlinux vm1inux get page from freelist
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48 100.000 vmlinux vmlinux get_page_from_freelist

39 0.1228 vmlinux vmlinux page_remove_rmap
39 100.000 vmlinux vmlinux page_remove_rmap [self]

3.1.11 zFCP statistics

With zFCP statistics, we can record FCP LUN I/O activities as statistical
information. With this feature we can collect various statistical data such as I/0O
request data sizes or I/O latencies. See Figure 3-2 for an overview of zFCP
statistics.

System 7

1
Linux | how many times memory shortage happened |

FCP device
driver

ol ol o
LN LN
FCF adapter

how many times | latency of SCS| commands

quele is full

SCSldevices

SAM Fabric

| num of HAY emrar recovery actions ‘

https: /w3 webahead.ibm.comfwikifpagesiviewpage action?pageld=1244350

Figure 3-2 zFCP statistics overview

Statistical data on FCP devices can be collected starting with SUSE Linux
Enterprise Server 9 SP3 + maintenance (kernel Version 2.6.5-7.283 and later)
and SUSE Linux Enterprise Server 10 GA (kernel Version 2.6.16.21-0.8 and
later).
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Gathering zFCP statistics
To gather zFCP statistical information:

1. Depending on your Linux distribution, the files for zFCP statistics can be
found as follows:

— For SLES10 and later, depending on where debugfs is mounted,
<mount_point_debugfs>/statistics. For example, if debugfs is mounted at
directory /sys/kernel/debug/, all the collected statistics data can be found
at /sys/kernel/debug/statistics/.

— For SLES9, depending on where proc is mounted (SLES9 does not use
debugfs), <mount_point_proc>/statistics.

2. For each device (adapter as well as LUN) a subdirectory is created when
mounting the device. A subdirectory is named:

— zfcp-<device-bus-id> for an adapter
— zfcp-<device-bus-id>-<WWPN>-<LUN> for a LUN

3. Each subdirectory contains two files, a data file and a definition file.
To switch on data gathering for the devices, see Example 3-22

Example 3-22 Enabling zFCP statistics

echo on=1 > definition

To switch off data gathering for the devices, see Example 3-23.

Example 3-23 Disabling zFCP statistics

echo on=0 > definition

Table 3-1 shows an example of the output formats of different statistic types.

Table 3-1 Example statistics types

Statistics time Output format Number of lines
Value <name> <total> 1
range <name> <total> <min> <avg> 1
<max>
list <name> <Xn> <total for Xn> <= entries_max
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(mode=increments,
mode=products)

Statistics time Output format Number of lines
array <name> "<="<Xn> <total for intervals as
interval> determined by
<name> ">"<Xm> <total for base_interval,
interval> scale, range_min,
range_max
history <name> <time-stamp> <total> <= entries_max

history
(mode=range)

name> <time-stamp> <total>
<min> <avg> <max>

<= entries_max

raw

<name> <time-stamp> <serial>
<X> <Y>

<= entries_max

The breakdown of latency (which is the minimum time required to move data
from one point to another) when using SCSI can be seen in Figure 3-3.

Breakdown of SCSI latency that can be acquired

by FCP channel
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Figure 3-3 SCSI latency breakdown
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A sample of SCSI latency statistics can be seen in Example 3-24.

Example 3-24 Example SCSI latency statistics

cat /proc/statistics/zfcp-0.0.3c00-0x5005076300c20b8e-0x5500000000000000/data

request_sizes_scsi_write >4096 339
request sizes scsi_read <=0 0

request sizes scsi_read <=512 0
request _sizes scsi_read <=1024 0
request _sizes scsi_read <=1536 0
request sizes scsi_read <=2048 0
request sizes scsi_read <=2560 0
request _sizes scsi_read <=3072 0
request sizes scsi_read <=3584 0
request sizes scsi_read <=4096 1
request sizes scsi_read >4096 0
request sizes scsi_nodata <=0 0
request sizes scsi_nodata <=512 0
request _sizes scsi_nodata <=1024 0

6259

request_sizes_scsi_write 137
request sizes scsi_read 14308
request sizes scsi_nodata 0
request_sizes scsi_nofit 0
request_sizes_scsi_nomem 0
request sizes timedout write 0
request sizes timedout read 0
request sizes timedout nodata 0
latencies_scsi_write 137
latencies_scsi_read 14308
latencies_scsi _nodata 0
pending_scsi_write 137

pending scsi_read 14309
occurrence_erp 0
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3.1.12 Summary of information-gathering tools

For your convenience, we provide a summary of tools that you can use in your
Linux environment to gather information (Table 3-2).

Table 3-2 Summary of Linux-based information-gathering tools

Tools Description CPU Memory | Disk | Network

vmstat Resource utilization can be acquired at X X X
specified intervals of time.

mpstat CPU utilization can be acquired at X
specified intervals of time.

sar Resource utilization can be acquired at X X X X
specified intervals of time.

top Report on per-process CPU and memory | X X
utilization.
ps Report on process information, status, and | X X

resource utilization.

free Report on memory and swap utilization. X X

ipcs Report on utilization of the shared X
memory, the semaphore, and the
message queue.

iostat Provides information about I/O activities of | X X
device.

netstat Reports network connection and statistical X
information.

OProfile Reports statistical information of the X

functions executed.

DASD Provides I/O statistic on DASD devices. X
Statistics
zFCP Provides I/O statistics on each FCP LUN. X
statistics

3.2 Dump and trace

The system dump command copies selected kernel structures to a dump file or
device when an unexpected system error occurs. The dump device can be
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dynamically configured, which means that either the tape or DASD devices can
be used to receive the system dump.

A system kernel dump contains all the vital structures of the running system,
such as the process table, the kernel's global memory segment, and the data
and stack segment of each process. When we examine system data that maps
into these structures, we can gain valuable kernel information that can explain
why the dump was called. Also, the dump technique can only take a snapshot of
the kernel structure at a given point of time.

On the other hand, with the tracing mechanism we would be able to record
system calls and other application-based issues dynamically.

3.2.1 When to use dump

When an application fails and halts execution or whenever a system crashes with
a kernel panic, we recommend doing a dump, since with a dump we can record

and analyze the execution and memory snapshot of the system when the issue

happen. See Figure 3-4.

Application A Starts its
execution, Calls
Application B

Kernel

A 4

Application B Starts its
execution, some thing
went wrong during a
memory allocation

Application B Stops
execution

v

A

Application execution
ends. System fails to
respond (Hang/Crash)

Figure 3-4 Example of when to use dumps
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3.2.2 When a trace should be run

Unlike Figure 3-4 on page 81, there are situations in which the application would
be still in execution, but does not respond. In this case we recommend using
trace facilities, rather than the dump.

Application A Starts its
execution, Calls
Application B

Kernel

A 4

Application B Starts its
execution, Something
went wrong with the
memory allocation.

Application B is still in
execution

v

Y

Application still in
execution, But doesn’t
respond. System
responds.

Figure 3-5 Example of when to use trace facilities

If we use dump, it would be only a snapshot. So it would be required to use a
series of dumps at various execution points. Instead, trace facilities would
provide us with information about system calls and signal traces to the standard
error devices.
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3.2.3 Stand-alone dump

A stand-alone dump is used to collect diagnostic information about the entire
system. After a stand-alone dump is taken, the system cannot resume normal
processing—an IPL is required. Stand-alone dump is very useful in investigating
system hangs, kernel memory, and system call status.

Halts system

Reboot system

—

Obtainsdump

DUMP Program

Memory Image

zget dump
Icrash

—>

report
task
back trace

A
o |
/ 00000/
e |

DUMP

Figure 3-6 Stand-

alone dump

Three stand-alone dump tools are shipped in the s390-tools package as part of

the zipl package:

» DASD dump tool for dumps on DASD volumes
» Tape dump tool for dumps on (channel-attached) tape devices
» SCSI disk dump tool for dumps on a SCSI disks

To create a stand-alone dump:

1. Create a dump device for dumping the memory. We recommend that you
have device storage allocation around memory size plus approximately 10
MB space. You can define the dump device in the zipl.conf file found in the

/etc directory.
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2. To initiate a dump, we must IPL the dump device. This is destructive. That is,
the running Linux operating system is killed.

3. Reboot the original Linux images and mount the already created dump
DASD.

3.2.4 Verification of the dump
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After the dump device is mounted on the system, we need to inspect the dump to
identify the problem, also referred as post-processing of the dump device. In
Linux we have tools to validate the dump devices or files.

zgetdump

Use the zgetdump tool to read the given dump device and write its contents to
standard output or redirect to a file.

Example 3-25 Convert a dump image into a file using zgetdump

zgetdump /dev/dasdXX > dump.X

Icrash

Validation and inspection of the dump can also be done using the Icrash—the
Linux crash dump analyzer.

Example 3-26 Verification of the dump file using Icrash

Tcrash -i -d /dev/dasdXX

To copy a dump from DASD to a file system, call Icrash with the -s (save dump)
and -d (dump device) options. The -s option specifies the destination directory for
the resulting dump file (dumpfile).

Example 3-27 Converting a dump image to a file using Icrash

Tcrash -d /dev/dasdxl -s dumpfile

Note: During verification of the dump images, the tools should display the
message Dump End Marker found: this dump is valid. This means that the
dump is a valid dump that can be used for further processing.

Creating reports from stand-alone dump using Icrash
Install Ikcdutils if Icrash is not found on the system.
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For creating a report on the dump file, issue the commands shown in
Example 3-28.

Example 3-28 Commands to issue

lcrash -r System.map dumlin Kerntypes > report.txt

From the report we would be able to get the following information:

Dump summary

Log buffer

Task list

Information of processes assigned to CPUs

vyvyyy
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Figure 3-7 shows a Icrash dump summary.

GEMERATED 0OM:
Mon Mar 1 18:11:54 2003

TIME OF CRASH:
Mon Mar 1 15:34:02 2008

PAMIC STRIMG:
z3eries-dump (CPUID = ff08212320840000)

MaP:

Sboot /Swstem. map-2. 6. 5-7. 282 -2890x
[ILIMF

dump
KERMTYPES:

Jooot fBerntvpes-2 6. 5-7.2082-2390

avaname .
nodename
release
wersion .
machine & =330x

Figure 3-7 Example dump summary of Icrash report

As seen in Figure 3-7, the summary says that the system crashed because of a
software failure. Likewise, the report consists of other information, as listed
above, which can be useful for problem determination at a high level.
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Figure 3-8 shows the task list of an Icrash report. This can used to see all the
process that are running during that point of time.

ADDR UID PID PPID STATE FLAGS CPU NAME

0x400000 O 0 0 0 0 0 swapper
0x7177b0 O 1 0 1 0x100 - init
0xf727d0 0 2 1 1 0x40 - migration/0
0xf72020 O 3 1 1 0x8040 - ksoftirgd/0
0x9927¢0 0 4 1 1 0x8140 - events/0
0x992030 0 5 4 1 0x8040 - khelper
0xf8477f0 0 6 4 1 0x8040 - kblockd/0
0xf863810 0 60 4 1 0x8040 - cio
0xf863060 0 61 4 1 0x8040 - «cio_notify
0xf86e820 0 62 4 1 0x8040 - kslowcrw
0xf85d050 0 136 4 1 0x8040 - appldata
0xf8a4000 0 138 4 1 0xa040 - pdflush
0xf8bc080 0 139 4 1 0xa040 - pdflush
0xf8bl7f0 0 141 4 1 0x8040 - aio/0
0xf8b7060 0 140 1 1 0x40840 - kswapdO
0xf8f5090 0 198 1 1 0x40 - kmcheck
0xf8ad020 0 357 1 1 0x40 - kjournald
0xf86e070 0 358 1 1 0x140 - init
Oxee607d0 0 359 358 1 0x100 - boot
0xee60020 0 431 359 1 0x100 - SO7boot.localfs
0xea67800 0 449 431 1 0x100 - sulogin

Figure 3-8 Example task list in the report

Also, the log buffer would provide us with useful information about the log
messages that do not appear on the console or dmesg. But we recommend
sending in the dumpfile, system map, kerntypes, and the Icrash report to IBM
Support Services for further investigation.

3.2.5 Core dump

A core dump records the state of the process at the time of the crash. On most

Linux distributions, core dumps are disabled. Once we have the core dump
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enabled on the system, the next time an application crashes, Linux is able to
write the core to a file.

As an example, we executed a simple program that would keep on forking new
processes. At any one point the Linux would be running out of process ID and
resource, in which case the application would not be responding and would be
busy waiting for other process to finish so that it can span more processes. This
is a classic example of a core dump, since we know the PID of the process and
we can obtain the core dump for the process for further investigation.

Once the program started creating processes, we captured the process ID (PID)
for the program using the ps -ef command. At this point the application is not
responding and the Linux system is also low on resources.

In Figure 3-9, we will take an example PID and obtain the core dump for it. Then
in the debugging section we will investigate the core dumps created using
different tools like gdb, ltrace, and strace.

1nx02™ # ps -ef

UID PID PPID C STIME TTY TIME CMD

root 1 0 0 Mar23 ? 00:00:01 init [3]

root 2 1 0 Mar23 ? 00:00:00 [migration/0]
root 3 1 0 Mar23 ? 00:00:00 [ksoftirqd/0]
root 4 1 0 Mar23 ? 00:00:00 [migration/1]
root 5 1 0 Mar23 ? 00:00:00 [ksoftirqd/1]
postfix 1713 1186 0 05:02 ? 00:00:00 pickup -1 -t fifo -u
root 1806 1099 0 06:17 ? 00:00:00 sshd: root@pts/0
root 1809 1806 0 06:17 pts/0 00:00:00 -bash

root 1830 1099 0 06:18 ? 00:00:00 sshd: root@pts/1
root 1834 1830 0 06:18 pts/1 00:00:00 -bash

root 1863 1834 0 06:20 pts/0 00:00:00 ./a.out

root 1864 1863 0 06:20 pts/0 00:00:00 ./a.out

Figure 3-9 Process listing
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System and environment setup for core dump

Before we can go ahead with generating a core dump, we need to enable the
core dump in the system. This can be done using the ulimit -c unlimited
command. This command would set the core enabled for the current shell and all
the processes started from it.

1nx02:/etc/security # ulimit -c unlimited
1nx02:/etc/security # ulimit -a

core file size (blocks, -c) unlimited
data seg size (kbytes, -d) unlimited
file size (blocks, -f) unlimited
pending signals (-1) 4096

max locked memory (kbytes, -1) 32

max memory size (kbytes, -m) unlimited
open files (-n) 1024

pipe size (512 bytes, -p) 8

POSIX message queues (bytes, -q) 819200
stack size (kbytes, -s) 8192

cpu time (seconds, -t) unlimited
max user processes (-u) 4096
virtual memory (kbytes, -v) unlimited
file locks (-x) unlimited

Figure 3-10 Example enabling of core file size using ulimit

For individual users we can set the values through the /etc/security/limits.conf or
ulimts.conf file. The same thing can also be achieved by adding the “ulimit -c
unlimited” in the .bash_profile.

For system-wide setting up of the core values, we can also place the core setup
information in /etc/initscript, but it has to be handled carefully for unexpected core
dumps in the system.

Normally, the core file would be generated in the current directory, but we can
also set up the output location of the core file. This can be done by using the

command sysctl1, or we can also permanently added the configuration in the
sysctl.conf file under the /etc directory.

Example 3-29 Example to set up output location using sysctl

sysctl -w kernel.core pattern=/<output_dir>/<file name : core.%h.%t.%e>

Obtaining a core dump
There are multiple ways to obtain a core dump in Linux.
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SIGNAL

Send a signal to the process using the ki1l command. The PID of the application
can be gathered from the ‘ps -ef’ process listing. As per the POSIX standard, the
following (Example 3-30) are the some of the important signals available in Linux.
We can use any of the signals that has an action of creating a core dump.

Example 3-30 Important signals available in Linux

Signal Value Action Description
SIGINT 2 TERM Interrupt from
keyboard
SIGQUIT 3 CORE Quit from keyboard
SIGILL 4 CORE lllegal instruction
SIGABRT 6 CORE Abort signal
SIGFPE 8 CORE Floating point
exception
SIGKILL 9 TERM Kill signal
SIGSEGV 11 CORE Invalid memory
reference
SIGPIPE 13 TERM Broken pipe signal
SIGTERM 15 TERM Termination signal

In Example 3-31, we would issue the SIGABRT (abort signal) signal for obtaining
a core dump.

Example 3-31 Sending a signal to a process using kill

ki1l -6 <PID>
Kill -6 1863
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gdb

We can use gdb to create a core dump. For creating a core dump of a particular
process, we specify the problematic process PID as an debug parameter, and
once it is in the debug mode, from gdb we can obtain a core dump. In

Figure 3-11, gdb has created a core dump with the name core.1863 in the
current directory.

1nx02:~ # gdb -p 1863

GNU gdb 6.3

Copyright 2004 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License,
and you are

welcome to change it and/or distribute copies of it under certain
conditions.

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty" for
details.

This GDB was configured as "s390x-suse-1linux".

Attaching to process 1863

Reading symbols from /root/a.out...done.

Using host 1ibthread db library "/1ib64/t1s/1ibthread_db.so.1".

Reading symbols from /1ib64/t1s/1ibc.s0.6...done.

Loaded symbols for /1ib64/t1s/1ibc.so0.6

Reading symbols from /1ib/1d64.s0.1...done.

Loaded symbols for /1ib/1d64.s0.1

0x00000200000cc1d4 in wait () from /1ib64/t1s/1ibc.so0.6

(gdb) generate-core

Saved corefile core.1863

(gdb) quit

The program is running. Quit anyway (and detach it)? (y or n) y

Detaching from program: /root/a.out, process 1863

Figure 3-11 Example of obtaining core dump using gdb

gcore

Like gdb, in Red Hat we have a gcore as an default command to creates a core
image of the specified process, suitable for use with gdb. By default, the core is
written to the file core.<pid> in the current directory. The process identifier, pid,
must be given on the command line.

Example 3-32 Example creation of core using gcore

gcore <PID>
gcore 1863
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3.2.6 Summary of dump techniques

Stand-alone dumps are effective in cases of system failures like crash or hang.
With stand-alone dumps, we are able to:

Analyze kernel panic, oops messages, and so on.
Identify direct reasons to lead system down.
Identify what tasks are processed at failure time.
Analyze a root cause with memory usage.

vyvyyy

On the other hand, core dumps are useful for problem determination of abnormal
termination of user space programs and to:

» Identify the causes of the problem that process is exhibiting.
» Analyze the memory structures of the process during a hang or abnormal
termination.

Table 3-3 Summary of dump techniques.

Technique Used for Description
Stand-alone dump Kernel-related problems, Physical memory dump
like system hangs
Core dump Process problem Process memory dump.
Used with gdb, Sysrq, and
so on.

3.3 Debugging tools
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Linux-based tools are the best choices for debugging application, kernel, or
process-related problems. In this section we discuss important tools that are
used often for problem determination.

As per the problem determination methodology, first the investigation on the
problem has to be start on the application layer. If the investigation reveals that
the application layer is not the cause, we further move down the ladder to the OS
hardware layers, as appropriate.

Debugging tools are of prime importance while investigating problems such as:

» System hangs
» Kernel-related problems or system call status
» Kernel memory related issues
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3.3.1 gdb

The basic and easiest of all the debugging techniques is to start adding print
statements to the application code. Upon execution of the application, we can
analyze the outputs from the print statements through which the cause of the
problem can be narrowed down. Also, we would be able to immediately see
whether the application layer is causing the problem. If the application is causing
the issue, by using the print statements we would be able to narrow down the
area of the application that causes the problem and take appropriate action.

The GNU debugger (gdb) allows us to examine the internals of another program
while the program executes or retrospectively to see what a program was doing
at the moment that it crashed. The gdb also allows us to examine and control the
execution of code and is very useful for evaluating the causes of crashes or
general incorrect behavior. gdb provides a text-based user interface, and it can
be used to debug programs written in several languages (C, C++, and others).
gdb can be used to perform the following operations, which are helpful in the
process of debugging a compiled program:

v

Setting up break points

» Displaying program values and attributes
» Execution step through line by line

» Information about the stake frame

gdb is run from the shell with the command gdb with the program name as a
parameter, or we can use the file command once inside gdb to load a program
for debugging. Both of these assume that you execute the commands from the
same directory as the program. Once the executables’ symbols are loaded, there
are three ways to view the process with the debugger:

» View the running process using the attach command.
» Start the program using the run command.
» Use the core file to view the state of the process when it crashed.

In Example 3-33 we executed a simple program that does an illegal memory
reference and fails with a segmentation fault.

Example 3-33 Program execution that fails with a segmentation fault

nx02:~ # ./segfault
structl->i : 40
structl->j : 50

Segmentation fault
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Now we execute the simple program using gdb and analyze the output using a
few of the options found in gdb. In Example 3-34, when the program receives a
segmentation fault, gdb returns to its prompt. It also lists the place where the
segmentation fault occurs with the line number. A closer look reveals that the
program is trying to initialize or read an unknown memory location. Also, from the
gdb output it is clear that the info locals and list commands get information about
the currently selected stack frame.

Example 3-34 Example for viewing the process using gdb

1nx02:~ # gdb segfault

GNU gdb 6.3

Copyright 2004 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and
you are

welcome to change it and/or distribute copies of it under certain
conditions.

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty" for
details.

This GDB was configured as "s390x-suse-linux"...Using host libthread db
Tibrary "/1ib64/t1s/1ibthread db.so.1".

(gdb) run

Starting program: /root/segfault
structl->i : 40

structl->j : 50

Program received signal SIGSEGV, Segmentation fault.
0x0000000080000616 in main () at segfault.c:17

17 printf (" non_struct->i : %d \n", non_struct->i);
(gdb) backtrace

#0 0x0000000080000616 in main () at segfault.c:17

(gdb) Tist

17 printf (" non_struct->i : %d \n", non_struct->i);
18 printf (" non_struct->j : %d \n", non_struct->j);
19 }

(gdb) info locals

temp = {i = 40, j = 50}

structl = (struct some _struct *) Ox3ffffffflc8
non_struct = (struct some_struct *) 0x233220534d
(gdb) quit

The program is running. Exit anyway? (y or n) y
Tnx02:~ #
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Analyzing a core file using gdb

As discussed in the previous section, we obtained a core dump for the segfault
program (Example 3-35).

Example 3-35 Obtaining a core dump

Tnx02:~ # ulimit -c unlimited
Tnx02:~ # ./segfault
structl->i : 40
structl->j : 50
Segmentation fault (core dumped)

This core file contains a complete copy of the pages of memory used by the
program at the time at which it was terminated. Incidentally, the term
segmentation fault refers to the fact that the program tried to access a restricted
memory segment outside the area of memory that had been allocated to it.

Now we invoke the GNU debugger to load the core files for debugging the
process. To investigate the cause of the crash we display the value of the pointer
non_struct->i using the print command. See Example 3-36.

Example 3-36 Loading the core file to gdb

t2930030:~ # gdb segfault core

GNU gdb 6.3

Copyright 2004 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and
you are

welcome to change it and/or distribute copies of it under certain
conditions.

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty" for
details.

This GDB was configured as "s390x-suse-Tinux"...Using host Tibthread_db
Tibrary "/1ib64/t1s/Tibthread_db.so.1".

Core was generated by ~./segfault'.

Program terminated with signal 11, Segmentation fault.
Reading symbols from /1ib64/t1s/1ibc.so0.6...done.

Loaded symbols for /1ib64/t1s/1ibc.s0.6

Reading symbols from /1ib/1d64.s0.1...done.

Loaded symbols for /1ib/1d64.s0.1

#0 0x0000000080000616 in main () at segfault.c:17

17 printf (" non_struct->i : %d \n", non_struct->i);
(gdb) backtrace

#0 0x0000000080000616 in main () at segfault.c:17
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(gdb) print non_struct->i
Cannot access memory at address 0x233220534d
(gdb) quit

In Example 3-36 on page 95, when gdb tries to print the variable, it displays a
message that it is not able to access the memory location. That is the reason for
the segmentation fault.

Note: For more in-depth information about gdb, refer the gdb manual
available at:

http://sourceware.org/gdb/documentation/

3.3.2 strace
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The strace command is a powerful debugging tool available for the Linux on
System z architecture. The strace utility intercepts and records the system calls
that are called by a process and the signals that are received by a process. The
name of each system call, its arguments, and its return value are printed on
standard error or to the file specified with the -o option. Using strace leads to the
shortening of analysis time during problem determination of user space
programs as well as system commands. The strace utility can be used for
debugging in two methods:

» Start the program or application with the strace utility (Example 3-37).

Example 3-37 Example for obtaining strace for Is command

strace -o out _file -tt -f 1s

» Obtain the strace of a process that is already running (Example 3-38).

Example 3-38 Strace for PID 1834

strace -o out _file -tt -f -p 1834

The traces of only a specified system calls can also be obtained by passing a
certain option, but we always recommend obtaining the traces of all system calls
when the problem area is not narrowed down. In Example 3-39, strace would
only trace the signal system calls for the process.

Example 3-39 Obtain only signal system calls

strace -o out_file -tt -ff -e trace=signal -x ./segfault
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It is also possible to obtain only the trace of the open() system call using the
option “-e trace=open.

For our demonstration of the strace, we wrote a simple program that tries to open
a file descriptor that has not been initialized at all. Even though the program does
not fail, using strace, we would be debug and see that the program has some
flaws. In Example 3-40 strace points out that the program tries to open a file that
is not available.

Example 3-40 Debugging a invalid file descriptor problem using strace

Tnx02:~ # strace -o report.txt ./unmemory

Could not open the file

1nx02:™ # cat report.txt

execve("./unmemory", ["./unmemory"], [/* 53 vars */]) =0
uname({sys="Linux", node="1nx02", ...}) =0

brk(0) = 0x80002000

mmap (NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1,
0) = 0x2000001a000

open("/etc/1d.so.preload", O RDONLY) = -1 ENOENT (No such file or
directory)

open("/etc/1d.so.cache", O RDONLY) =3

fstat(3, {st mode=S IFREG|0644, st size=90768, ...}) =0

mmap (NULL, 90768, PROT_READ, MAP_PRIVATE, 3, 0) = 0x2000001b000
close(3) =0
open("/1ib64/t1s/1ibc.so0.6", O RDONLY) 3

read(3, "\177ELF\2\2\1\0\0\0\0\0\0\0\0\0\0\3\0\26\0\0\0\1\0\0\O"...,
640) = 640

Tseek(3, 624, SEEK SET) = 624

read(3, "\0\0\0\4\0\0\0\20\0\0\0\1GNU\0O\0\0\0\0\0\0\0\2\0\0\0\6". ..,
32) = 32

fstat(3, {st_mode=S_IFREG|O755, st _size=1542487, ...}) = 0

mmap (NULL, 1331616, PROT READ|PROT_EXEC, MAP_PRIVATE, 3, 0) =
0x20000032000

madvise(0x20000032000, 1331616, MADV_SEQUENTIAL|OX1) =0

mmap (0x20000157000, 118784, PROT_READ|PROT_WRITE,

MAP_PRIVATE |MAP_FIXED, 3, 0x124000) = 0x20000157000

mmap (0x20000174000, 12704, PROT_READ|PROT_WRITE,

MAP_PRIVATE |MAP_FIXED|MAP_ANONYMOUS, -1, 0) = 0x20000174000

close(3) =0

mmap (NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1,
0) = 0x20000178000

munmap (0x2000001b000, 90768) =0

brk (0) = 0x80002000
brk (0x80023000) = 0x80023000
brk (0) = 0x80023000
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3.3.3 Itrace
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open("file.txt", O_RDONLY) = -1 ENOENT (No such file or
directory)

fstat(l, {st_mode=S_IFCHR|0620, st_rdev=makedev(136, 1), ...}) =0
mmap (NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1,
0) = 0x2000001b000

write(1l, "Could not open the file \n", 25) = 25

munmap (0x2000001b000, 4096) =0

exit_group(0) =7

The Itrace utility intercepts and records the dynamic library calls from the
executed process and the signals that are received by that process. It can also
intercept and print the system calls executed by the program.

As with strace, ltrace is also very similar to obtaining the traces. The ltrace utility
can be used for debugging with two methods:

» Invoke the user program or application with the Itrace utility (Example 3-41).

Example 3-41 Example for obtaining ltrace for Is command

Tnxo2:™~ # Ttrace -o out_file -tt -f echo .hello.

.hello.

Inxihs:™ # cat out file

9901 21:02:44.476858 _ 1ibc_start main(0x800014b0, 2, 0x3ffffa0f348,
0x80003344, 0x80003340 <unfinished ...>

9901 21:02:44.477045 getenv("")

= "SIXLY_CORRECT"

9901 21:02:44.477126 setlocale(6, "")

= "\247\364\375\203\343)\2610"

9901 21:02:44.477687 bindtextdomain("/usr/share/locale",

"/usr/share/Tocale") = "/usr/share/locale"
990121:02:44.477791 textdomain("/usr/share/Tocale")

= "coreutils"

9901 21:02:44.477877 _ cxa_atexit(0x80001a84, 0, 0, 0x20000065610,
0x80003828) =0

9901 21:02:44.477957 getopt_long(2, 0x3ffffa0f348, "", 0x80005028,
NULL) = -1

9901 21:02:44.478044 fputs_unlocked(0x3ffffa0f638, 0x2000018ba80,
0x8000162c, 1, 1) =1

9901 21:02:44.478152 _ overflow(0x2000018ba80, 10, 0x8000157c,
0x20000027007, 0) =10

9901 21:02:44.478335 exit(0 <unfinished ...>
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9901 21:02:44.478378 _ fpending(0x2000018ba80, 0, 0x80001a84,

0x2000018a8a8, 0) =0
9901 21:02:44.478457 fclose(0x2000018ba80)
=0

9901 21:02:44.478631 +++ exited (status 0) +++

» Hook the PID of a process already running with the ltrace utility
(Example 3-42).

Example 3-42 strace for PID 1834

Ttrace -o out_file -tt -f -p 10158

Note: Itrace would not be able to trace threaded processes. If a process
generates a thread that shares the same address space (that is, calling the
clone system call with parameters CLONE_VM and CLONE_THREAD), the
traced process will die with SIGILL.

Another simple example illustrated here is obtaining the system call statistics,
like count time and calls using Itrace. In Example 3-43 we passed the 1s
command as the executable to be traced. From Example 3-43 we can see which
function is called most of the time or consumes lots on CPU cycles. By this the
developers can optimize there code to run efficiently.

Example 3-43 Call tracing using Itrace

Inxihs:™ # ltrace -c 1s
autoinst.xml forker netperf out file segfault tcp_crr  tcp_stream
threader vpd.properties

bin kerntest netserver rmfpms segfault.c tcp_rr test.c
threader.c
% time seconds usecs/call calls function

34.01 0.004400 4400 1 gsort

15.20 0.001966 19 101 __errno_location

15.13 0.001958 19 102 _ ctype_get_mb_cur_max

7.98 0.001033 22 45 _ overflow

7.10 0.000919 19 47 strcoll

5.19 0.000671 20 32 readdir

4.13 0.000534 534 1 setlocale

3.49 0.000452 19 23 malloc

2.69 0.000348 20 17 fwrite_unlocked

1.34 0.000173 21 8 getenv

0.58 0.000075 75 1 opendir

0.44 0.000057 19 3 free
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0.42 0.000054 54 1 fclose

0.30 0.000039 39 1 isatty

0.26 0.000033 33 1 closedir

0.25 0.000032 32 1 getopt_Tong

0.24 0.000031 31 1 ioctl

0.24 0.000031 31 1 bindtextdomain

0.19 0.000025 25 1 _setjmp

0.19 0.000024 24 1 _init

0.17 0.000022 22 1 realloc

0.16 0.000021 21 1 _ fpending

0.15 0.000020 20 1 textdomain

0.15 0.000019 19 1 _ cxa_atexit
100.00 0.012937 393 total

3.3.4 SysRq

SysRq is a key combo we can hit that the kernel will respond to regardless of
whatever else it is doing, unless it is completely locked up. In case of any kernel
problems other than a kernel oops or panic, a kernel core dump is not triggered
automatically. If the system still responds to keyboard input to some degree, a
kernel core dump can be triggered manually through a magic SysRq keyboard
combination. For that, the kernel that is running on the system must be built with
CONFIG_MAGIC_SYS-REQ enabled. These magic keystrokes give you a stack
trace of the currently running processes and all processes, respectively. The
systems would generate a /var/log/messages file for the back trace.
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To enable the feature for the running kernel, issue the following commands. In
Figure 3-12 we list possible values in /proc/sys/kernel/sysrq.

2 -
4 -
8 -
16 -
32 -
64 -
128 -
256 -

0 - disable sysrq completely

1 - enable all functions of sysrq
>1 - bitmask of allowed sysrq functions (see below for detailed
function description):

enable control of console Togging level

enable control of keyboard (SAK, unraw)

enable debugging dumps of processes etc.

enable sync command

enable remount read-only

enable signalling of processes (term, kill, oom-kill)
allow reboot/poweroff

allow nicing of all RT tasks

Figure 3-12 Values that can be set for SysRq

Example 3-44 Enabling sysrq

echo 1 > /proc/sys/kernel/sysrq

To enable the magic SysRq feature permanently, update the

/etc/sysconfig/sysctl file with ENABLE_SYSRQ="yes". To obtain information

about using the Sysrq, we can issue “echo t > /proc/sysrg-trigger”. The kernel
traces would be written to “/var/log/messages”. See Example 3-45.

Example 3-45 SysRq report from /var/log/message

1nx02:/ # echo 1 > /proc/sys/kernel/sysrq
Tnx02:/ # echo t > /proc/sysrqg-trigger
Tnx02:/ # tail /var/log/messages

Mar 25 13:54:34 Tnx02 kernel: 00000000efc7bb40 00000000 fe8aal0
00000000fd092370 00000000fd092050
Mar 25 13:54:34 Tnx02 kernel: 0000000000000000 00000000fd092050
00000000846d37b8 00000000efc7bab0
Mar 25 13:54:34 Tnx02 kernel: 00000000ff401000 000000000035d1b8
000000000012a652 00000000efc7ba6b0
Mar 25 13:54:34 Tnx02 kernel: 00000000001950d0 00000000fc6e1d00

07000000efc7bb78 07000000efc7bb78
Mar 25 13:54:34 Tnx02 kernel: Call Trace:
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Mar 25 13:54:34 1nx02 kernel:
Mar 25 13:54:34 1nx02 kernel:
Mar 25 13:54:34 1nx02 kernel:
Mar 25 13:54:34 1nx02 kernel:

[<000000000013db4a>] schedule_timeout+0x9e/0x150
[<00000000001b2080>] do_select+0x4a0/0x5e8
[<00000000001b2514>] sys select+0x34c/0x588
[<000000000011f2ac>] sysc_noemu+0x10/0x16

Table 3-4 SysRq key assignments

KEY

Operation

Turns off keyboard raw mode and sets it to XLATE.

Secure Access Key (SAK) kills all programs on the current
virtual console.

Will immediately reboot the system without syncing or
unmounting your disks.

Will shut your system off.

Will attempt to sync all mounted file systems.

Will attempt to remount all mounted file systems as
read-only.

Will dump the current registers and flags to your console.

Will dump a list of current tasks and their information to your
console.

Will dump current memory information to your console.

Dumps the Voyager™ SMP processor information to your
console.

Sends a SIGTERM to all processes, except for init.

Sends a SIGKILL to all processes, except for init.

All

Sends a SIGKILL to all processes, INCLUDING init.

A0_81

Sets the console log level, controlling which kernel
messages will be printed to your console. ('0', for example
would make it so that only emergency messages like
PANICs or OOPSes would make it to your console.)
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Table 3-5 Sysrq Log levels

Level explanation
o] KERM _EMERG
system cannot be used
1 KERM _ALERT
need action immediately
2 KERM _CRIT
critical situation
= KERM ERR
error situation
4 KERM WARMING
wearning situation
5 KERM _MOTICE
normal situation
& KERM _IMNFO
notification
7 KERM DEBUIG
debug

Note: There are some reported problems that lead to a kernel panic when the
SysRq key is used. The kernel has been fixed and the problems do not appear
in the following releases:

» SLES9: 2.6.5—7.252 and later
» RHEL4:2.6.9-35 and later

A stack trace from using SysRq would help in analyzing strange behaviors in
the system such as when multiple user space programs stop responding and
when keyboard input is still possible. Usually, a SysRq trace would be used in
conjuction with other standalone and core dumps.
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ctate of tazk
F: Running
S: Sleeping
[:Dizabled
kernel: SysRqg : Show State
kernel;
kernel: zibling
kernel: task PC pid father child yvounger older
kernel: init 00000000013ed12 ] 1 0 2 (NOTLE)

kernel: 0000000 743b60 0000000000743b00 BQOOO0O000743c00 D0O000000000001T4

kernel; ooa0000000000000 00000000000000d 0000000007 1cadd 00000000007 1c7b0
kernel: 0000000000000000 000000000071c7b0 00000000400000 O0OOO00ODDOT743255
kernel: 000000000ee20000 0000000000366d10 0OOQO0O00012b212 0000000000743853
kernel: 0000000000743a60 00000000004ebs70 OO00RQO000743dal 0700000000743d30
kernel: Call Trace:

kernel; 1[=000000000013ed12=]

kernel; | [=00000000001b5aac

kernel:;| [=00000000001b5f54k] sy=_select+0x34c/0x583
kernel;| [=000000000011fa9c=

Task Mame

Stack Trace

Figure 3-13 Example Sysrq report

3.3.5 s390dbf

The s390dbf debug feature traces kernel components such as device drivers. It
produces trace logs, which can be useful when that specific component shows
an error. Not all components produce the logs, however. A component must
register with the feature to produce the traces.

The /proc directory holds debug logs from the s390dbf tool. Under the path
/proc/s390dbf, there is a directory for each registered component. The names of
the directory entries correspond to the names under which the components have
been registered. There are three versions for the event (and exception) calls: one
for logging raw data, one for text, and one for numbers. Each debug entry
contains the following data:

» Timestamp

» CPU-Number of calling task
» Level of debug entry (0...6)
» Return address to caller
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Select the file according to the area to be investigated and select the file under
the /proc directory:

» /proc/s390dbf/cio_* : Common I/O
/proc/s390dbf/qdio_* : qdio
/proc/s390dbf/geth_* : geth
/proc/s390dbf/zfcp_* : zfcp
/proc/s390dbf/dasd :DASD
/proc/s390dbf/0.0.xxxx : each DASD device

vVvyyyvyy

All debug logs have an actual debug level (ranging from 0 to 6). The default level
is 3. Event and exception functions have a level parameter. The actual debug
level can be changed with the help of the debugfs-filesystem through writing a
number string "x" to the 'level' debugfs file that is provided for every debug log.

Example 3-46 s390dbf log level

Tnx02:/ # cat /proc/s390dbf/qeth_trace/level
2

Now according to the level of tracing required, set the log value as shown in
Example 3-47.

Example 3-47 Setting up log level

Tnx02:/ # echo 6 > /proc/s390dbf/qeth_trace/level
Tnx02:/ # cat /proc/s390dbf/qeth _trace/level
6

Once at the appropriate level of tracing, recreate the problem to save the
s390dbf trace outputs.

Example 3-48 Saving the s390dbf trace to a file

cat /proc/s390dbf/qeth _trace/hex_ascii > output file

Once the trace information from the s390dbf facility is saved, return to the old
trace level (Example 3-49).

Example 3-49 Resetting the trace level back to default
Tnx02:/ # echo 2 > /proc/s390dbf/qeth_trace/level
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358305
358305
358308
358308
358308
360123
360123
360126

Timestamps

=

O h o O 5 Ch

CRU I

linuxk:~ # cat fproc/s390dbf/geth_trace/hex_ascii
00 01167207622:
00 01167207622:
00 01167207622:
00 01167207622
00 01167207622:
00 01167207622
00 01167207622:
00 01167207622:

- 00 0000000010e8c182
- 00 0000000010e8bB54
- 00 0000000010e83ba34
- 00 0000000010e3bdfe
- 00 0000000010e8be2c
- 01 0000000010e8c182
- 01 0000000010e8bB354
- 01 0000000010e8bg834

Trace
Level

71 64 69 62 70 75 74 00 | gdinput.
Ge 65 78 74 73 6b 62 00 | nextskb.
Ge 65 78 74 73 6b 62 00 | nextskb.
FO 74 62 66 70 6c 65 6e | ptbfplen

71 75 65 69 6e 62 75 66 | queinbuf
71 64 69 62 70 75 74 00 | gdinput.
Ge 65 78 74 73 6b 62 00 | nextskb.
Ge 65 78 74 73 6b 62 00 | nextskb.

Cebug data

In=truction Address

Figure 3-14 Resetting

s390dbf is useful for problem determination related to hardware devices, and

also it can trace the communication between the device driver and the hardware

device. With the s390dbf trace we can confirm that there is communication
happening between with the devices (for example, 1/0 request to DASD device
and status returned from it).

3.3.6 zFCP/SCSI

The zFCP trace feature enables the debugging of the zfcp device driver and the

flow of the Fibre Channel protocol. zFCP trace should be used with the SCSI
trace for any debugging.

The following trace information can be selected according to the problem target

areas:

>

>
>
>

loglevel_erp
loglevel_fsf

loglevel_fc

loglevel_qdio
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» loglevel_cio
» loglevel_scsi
» loglevel_other

In Example 3-50 we are enabling zFCP driver with the log level of loglevel_erp to
1.

Example 3-50 Enabling zfcp

echo 1 > /sys/bus/ccw/drivers/zfcp/Toglevel erp

The log level for zFCP traces has four different levels from 0 to 3. The larger the
value becomes, the more detailed is the information that is obtained The log
levels of all areas are set to 0 by default, and only minimum information is output.
The debug message is written in the /var/log/messages by setting the log level of
zfcp. To stop the zFCP trace, see Example 3-51.

Example 3-51 Disabling zfcp

echo 0 > /sys/bus/ccw/drivers/zfcp/loglevel erp

Example 3-52 shows the output for the zFCP driver.

Example 3-52 zFCP trace for loglevel_erp

Mar 5 10:56:36 linuxk kernel: zfcp: zfcp fsf req send(4926): calling do _QDIO adapter
0.0.f441, flags=0x2, queue no=0, index_in_queue=42, count=1, buffers=000000000d5a2260
Mar 5 10:56:36 linuxk kernel: zfcp: zfcp fsf req send(4933): free count=127

Mar 5 10:56:36 linuxk kernel: zfcp: zfcp fsf send fcp command task(3757): Send FCP
Command initiated (adapter 0.0.f441, port 0x5005076300cf9b9e, unit
0x5501000000000000)

Mar 5 10:56:36 linuxk kernel: zfcp: zfcp_qdio_request _handler(310): adapter
0.0.f441, first=42, elements_processed=1

Mar 5 10:56:36 Tinuxk kernel: zfcp: zfcp_qdio_zero_shals(866): zeroing BUFFER 42 at
address 000000000d59fa00

Mar 5 10:56:36 Tinuxk kernel: zfcp: zfcp_gdio_request_handler(326): free_count=128
Mar 5 10:56:36 linuxk kernel: zfcp: zfcp_gdio_request_handler(329):
elements_processed=1, free count=128

Mar 5 10:56:36 linuxk kernel: zfcp: zfcp_gdio_response_handler(376): first BUFFERE
f1ags=0x40000000
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SCSil trace
Using SCSI traces, we would be able to obtain important debug information
about the SCSI layer. As already mentioned, it is effective to use with the zFCP

trace. Example 3-53 shows the command by which we can set the log level of the
SCSl trace.

Example 3-53 Leg level setting of SCSI

echo 0x9249249 > /proc/sys/dev/scsi/logging level

Example 3-54 shows an example SCSI trace.

Example 3-54 Example SCSI trace

Mar 28 22:32:48 T60410A kernel: sd_open: disk=sda

Mar 28 22:32:48 T60410A kernel: scsi_block_when_processing_errors: rtn: 1

Mar 28 22:32:48 T60410A kernel: sd_init_command: disk=sda, block=62, count=8

Mar 28 22:32:48 T60410A kernel: sda : block=62

Mar 28 22:32:48 T60410A kernel: sda : reading 8/8 512 byte blocks.

Mar 28 22:32:48 T60410A kernel: scsi_add _timer: scmd: 000000001e48f900, time: 3000,
(000000002090d740)

Mar 28 22:32:48 T60410A kernel: scsi <0:0:1:0> send 0x000000001e48f900 Read (10) 00
00 00 00 3e 00 00 08 00

Mar 28 22:32:48 T60410A kernel: buffer = 0x000000001ea5e700, bufflen = 4096, done =
0x0000000020810a14, queuecommand 0x00000000208c3flc

Usually, the zFCP and SCSI traces are used together to sort out problems
occurring in the SCSI and zFCP areas. Use caution when working in the target
area and adjusting the log level of the traces. There could be a negative impact
to performance when setting higher log levels.
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Network probliem
determination

This chapter discusses network problem determination for Linux on System z.
The focus of this chapter is on Linux running on z/VM. We discuss the following

topics:

» Overview of networking options for Linux on System z

Network interface detection and configuration under Linux on System z
The art of network problem determination

Case study

vYvyy

© Copyright IBM Corp. 2008. All rights reserved. 109



4.1 Overview of networking options for Linux on

System z

The networking options available to Linux on System z can be split broadly into
two categories: physical hardware and virtualization technology. Physical
hardware, as the term suggests, covers physical network interfaces, or in the
case of HiperSockets, a networking implementation that requires a System z
server. Virtualization technology covers the networking options available to
those users who plan to run Linux in a z/VM environment only. The z/VM
operating system can use any of the physical networking options as well. Thus,
Linux systems running as virtual machines (VMs) in a z/VM environment have
the choice of using any of the physical options, any of the virtualization
technology options, or a combination of both, including:

» Physical networking options
— Open Systems Adapters
— HiperSockets
» Virtualization technology
— Guest LAN
— z/VM virtual switch (VSwitch)

4.1.1 Open Systems Adapters

110

The Open Systems Adapter (OSA) card is the network adapter for the System z
server to connect to the outside world (Open Systems). Depending on the exact
type of the OSA card used, 10 Gigabit Ethernet (10 G or 10 GbE), Gigabit
Ethernet (GbE), 1000Base-tT Ethernet, Fast Ethernet (FENET), Token-Ring, and
Asynchronous Transfer Mode (ATM) are supported. For Linux connectivity,
these cards are recognized by the hardware 1/O configuration as of the following
channel types:

» Queued Direct I/O (QDIO)
» Non-Queued Direct I/0O (OSE)

Note: For a detailed description of OSA-Express operating modes and
limitations, refer the IBM Redbooks publication OSA-Express Implementation
Guide, SG24-5948.

Queued Direct I/0 mode

Queued Direct I/0 (QDIO) is a highly efficient data transfer mechanism. It
reduces system overhead and improves throughput by using system memory
queues and a signaling protocol to directly exchange data between the OSA card
microprocessor and the TCP/IP stack.
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Non-Queued Direct I/O (non-QDIO) mode

In non-QDIO mode, the data follows a longer I/O path. Linux uses the LCS device
driver to communicate with the device when it is running in this mode. Figure 4-1
shows the difference in the QDIO and non-QDIO data paths.

Host
Memory

€ &

IOP
Host

T W Memory ’

Channel 1 '
| OSA-Express
j K \L* QDIO

Control
Unit

T
N

OSA-Express
non-QDIO

Figure 4-1 QDIO and non-QDIO data paths

Transport modes
For IP and non-IP workloads, the current OSA cards support two transport

modes: Layer 2 (Link or Ethernet layer) and Layer 3 (network or IP layer). Each
mode processes network data differently.
Layer 2:

» Uses the MAC destination address to identify hosts and send and receive
Ethernet frames.

» Transports Ethernet frames (not IP datagrams) to and from the operating
system TCP/IP stack and the physical network.

» Does not ARP offload. ARP processing is performed by each operating
system TCP/IP stack.

» Supports MAC level unicast, multicast, and broadcast.
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Layer 3 has the following characteristics:
» Data is transmitted based on the IP address.
» Only IP addresses are used to identify hosts on the LAN segment.

» All ARP processing is done by the adapter itself, not by any operating system
sharing the adapter.

» A single MAC address is managed by the adapter for all guests sharing the
adapter port.

LPAR-to-LPAR communication

A port of the OSA card can be shared across multiple LPARS. Also, access to a
port on the card can be shared concurrently among multiple TCP/IP stacks within
the same LPAR. When port sharing, the OSA card running in the QDIO mode
has the ability to send and receive IP traffic between LPARs without sending the
IP packets over the network.

For outbound packets, the OSA card uses the next hope address provided by the
TCP/IP stack to determine where to send the packet. If this next-hope address
had been registered by another TCP/IP stack sharing this OSA card, the packet
is delivered directly to that TCP/IP stack, and not sent over the LAN. This makes
possible the routing of IP packets within the same host system.

Note: Port sharing is supported only between ports that are of the same
transport mode, for example, Layer 2 with Layer 2 and Layer 3 with Layer 3.

4.1.2 HiperSockets
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HiperSockets provides very fast TCP/IP communications between servers
running in different LPARs on a System z machine. Each HiperSocket is defined
as a CHPID of type 1QD.

To communicate between servers running in the same System z server,
HiperSockets sets up 1/0 queues in the System z server memory. The packets
are then transferred at memory speeds between the servers, thereby totally
eliminating the 1/0 subsystem overhead and any external network latency.

HiperSockets implementation is based on the OSA QDIO protocol. Therefore,
HiperSockets is called the internal QDIO (iQDIO). HiperSockets is implemented
in microcode that emulates the Logical Link Control (LLC) layer of an OSA card.

From a Linux on System z perspective, the HiperSockets interface looks a lot like
an OSA QDIO mode interface. Linux uses the qdio and geth modules to exploit
HiperSockets.
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4.1.3 Guest LAN

Starting with z/VM V4.2, the z/VM Control Program (control program (CP) has
been enhanced to provide a feature known as Guest LAN. This feature enables
you to create multiple Virtual LAN segments within a z/VM environment. As can
be seen from Figure 4-2, Guest LANs do not have a physical connection to the
external network. Instead, they must use a router (z/\VM TCP/IP or Linux). The
Linux router or the z/VM TCP/IP stack must have an external interface such as
an OSA card, and an interface connected to the LAN.

Note: Although the structures and the simulated devices related to the Guest
LAN under z/VM are virtual, we use the term Guest LAN and not Virtual LAN,
because the term Virtual LAN (VLAN) has a different meaning in the
networking world.

Linux1 Linux2 Linux3 Linux4 Llnux'-- Linuxe Linux7
1000111 100.1.12 10.0.1.13 10.0.1.14 10.0.1.15 10.0.1.1& 10,0147
Wb Wirtual irtual Wit rual i
o jriu][n] Qoo prim] (o] 3""‘ [=]=liw] .
[ | J
__|_||,|_|_ || |_
1000.1.1
VM TCP/IP Stack
9.190.10.12
OSA Card

I

Ve External LAN

é\ 9.190.10.0:24
S -

Figure 4-2 z/VVM Guest LAN

4.1.4 Virtual Switch

The z/VM Virtual Switch (VSWITCH) introduced with z/VM V4.4 builds on the
Guest LAN technology delivered in earlier z/VM releases. VSWITCH connects a
Guest LAN to an external interface network using an tOSA card port. Two
additional OSA card ports can be specified as backups in the VSWITCH
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definition. The Linux guest connected to the VSWITCH is on the same subnet as
the OSA card ports and other machines connected to that physical LAN
segment.

The z/VM V4.4 implementation of VSWITCH operates at Layer 3 (network layer)
of the OSI model. It only supports the transport of the IP packets, and hence can
be used only for TCP/IP-related applications. In z/VM V5.1, the VSWITCH
implementation was extended to also have the ability to operate at Layer 2 (data
link layer) of the OSI model. Because the VSWITCH is essentially connected to
the physical LAN, the requirement for an intermediate router between the
physical and (internal) Guest LAN segments is removed.

4.1.5 Summary of networking options for Linux on System z

Figure 4-3 shows a summary of the networking options that we have discussed
for Linux on System z.

v

LPART ‘ LPAR? HiperSockets

The virtual network that
HIPETSOTKETS: provide high-gpeed TCPIP
/ communication between
guest systems within and
across LPARs

Guest LAN
HiperSockets Emulation

The virtual network that
enables data transfer

between the guests of VI

VSWITCH
The special type of guest
LAN that provides external
LAN connectivity through
\an 0 5SA-Express device

/03

OS5SA-Express
The integrated hardware feature that
allows z5eries platforms to connect to
local area networks (LANS)

Figure 4-3 Summary of important networking options for Linux on System z
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4.2 Network interface detection and configuration under
Linux on System z

The network interface detection and configuration under Linux on System z
happens through multiple steps. We touch upon some of the important points
related to the network interface detection and configuration in this section.

Note: Configuration files and boot or command execution messages from
SuSE Linux Enterprise Server are used as examples throughout this chapter.
However, the concept applies to Red Hat Enterprise Linux as well.

4.2.1 The Linux hotplug system

The Linux hotplug system is used for managing devices that are connected to
the system. Strictly speaking, the Linux hotplug project has two functions within
it, called the coldplug and the hotplug. Devices connected at boot time, and
some of the not-so-easy-to-detect devices are detected by coldplug. For PCI
devices, there is a positive and negative list of device types that should be
initialized or skipped by the coldplug, respectively. The hotplug is used to
manage devices that can be plugged or unplugged dynamically. The hotplug
also handles any device detection task after the kernel is booted.

The hotplug scripts (also known as the *.rc scripts) print a character for each
scanned device. Table 4-1 lists these characters with their meanings.

Table 4-1 Characters printed by the Linux hotplug scripts for each scanned device

Character Meaning

. (period) The device is already initialized and
therefore skipped.

* (asterisk) Generate a hotplug event for this device.

W The device is not there in the white list and
is therefore skipped.

B The device is there in the black list and is
therefore skipped.
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4.2.2 Flow of network interface detection and activation under Linux

116

Figure 4-4 summarizes the network interface detection for Linux on System z.
The hotplug or the coldplug scripts ensure that the correct modules are loaded
with the correct options. Then the interface names are allocated. Once the
interface names are allocated, appropriate configuration files are read and
network parameters are configured.

_ 1. coldplug (fetc/init.dicoldplug)
'

2. letc/hotplug/ccw.re

'

. 3. execute hwup command per hardware definition file

configure hased on hwefg-file which is under /ete/sysconfig/hardware/ (asynchronous)
#|oad modules (qdio, geth) (if modules have not been loaded)
Frecognition the devices
#configure Layer? {or Layer3)
#device online (by the cowgroup.agent)
«allocate the interface name (ethix)

4. letefinit.dinetwork

configure hased on ifcfg-file which is under eto/'sysconfiginetwarks
#|P address, subnetmask

=routing tahle

configure honding and vian

#|P address, subnetmask

#routing tahle

Figure 4-4 Linux network interface detection and activation flow

Figure 4-5 on page 117 shows the sequence in which a network interface is
detected with respect to time when the system is coming up. As the diagram
shows, the coldplug system calls the hwup command to bring the devices up.
Usually, there will be three interfaces associated with each network interface, and
it is the duty of the ccwgroup.agent to group these devices form an interface and
allocate an interface name. Once the interface names are allocated, the network
scripts will assign the IP address and other parameters for the interface.
Depending on the configuration, the network interface may come up by default,
or manual intervention will be required to bring it up.
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bootscript  coldplug ccwaroup.agent network
S02coldplug

device 7777
; L device 2727

192.168.1.1
S03network @

device XK

» device YYyY
allocate “ethx” to each 192.168.3.1

device asynchronaously — device 7227

fime

Figure 4-5 Linux network interface detection sequence

Figure 4-6 on page 118 shows sample boot messages generated by a Linux
system when the network interface is detected and enabled. The top part of the
messages indicate that the qdio and geth modules are loaded in to the memory.
These modules are required for a Linux on System z system to communicate
with the network device in the QDIO mode. The next lines indicate the details of
the device detected. In Figure 4-6 on page 118, the fourth line from top indicates
that the device addresses are 0.0.02dc, 0.0.02dd, and 0.0.02de. OSD in the
same message line indicates that the OSA card is configured in the QDIO mode.
Subsequent lines indicate the MAC address, interface names, and list of features
enabled on the card.
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| Inad module

: :
qdio: loading QOI0 base supportversion 2 (3Revision: 1.79.2.10 5/5Revision: 1.57 3/5Revision; 12322 5}

qeth: loading qeth 3/390 05 A-Express driver (3Revision: 1.77.2.73 3i5Revision: 1.98.2.33 5/5Revision:

1.27.2 0 3/5Revision: 1.8.2 2 3/5Revision: 1.7.2.3 3/FRevision: 1.5.2.7 3/5Revision: 1.19.2.18 5 IPvA VLAN)

neth: Device 0.0.02dc/0.0.02ddi0.0.02de is a O30 Express card (level: 0857)
with link type ©30_1000 (portname:

reth: Errerin registering WMAC address on device 0.0.02de x200a

reth: Device 0.0.02a34/0.0.0535/0.0.05a8 is a Guest LAN QDIO card (level: V220
with link type GuestLAN QDIC (partname: )

1 geth: Hardware IP fragmentation not suppartad an eth

1 feth; YLAN enabled

1 feth: Multicast enabled

! geth: IPYVE enabled

| qeth: Broadcast enabled

| geth: Using SW checksumming on ethl.

| neth: Suthound T3C not suppaorted on eth

l MET: Reqgistered protocol family 17

| feth: MAC address 02:00:00:18:31:69 successfully registered on device ethl

Figure 4-6 Boot messages related to network interface detection under Linux on
System z
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Figure 4-7 indicates the boot messages related to a Layer 3 configuration as well
as those for a Layer 2 configuration.

layer3

qethl loading gqeth 57330 05A-Express driver ($Reviszion: 1.77.2.7% $/$Revision: 1.98.2.33 $/fRevision:
1.27. 2.9 $fRevizion: 1.8.2.2 $$Revision: 1723 $ $evizion: 1.5.2.7 $/Mevision] 119218 § CIPvE YLAN)
qethl Deviee 0.0.052d/0.0.0525/0. 00526 iz 3 Guest LAN 0010 card (level: 45200

with link type GuestLAM R0I0 (por tname: )

qeth: Hardware P fragmentation not supported on ethd

qeth: YLAN enabled

qeth: Multicast enabled

qeth? [PYE enabled

qeth: Broadeast enabled

qeth: Uszing 5W checksumming on ethi.

qeth: Outbound TS50 not suppor ted on ethd

layer?

qdioZ loading ADI0 baze suppart werzion 2 ($Revision: 1.79.2.10 $/$Revizion: 1.57 $'$Revizion: 1.23.2.2 §)
qeth: loading qeth 37390 03A-Express driver (fRevizion: 1.77.2.7% $¢Revizion: 1095233 $¥Reviz ion:
1.27.2.9 $Revision? 1.8.2.2 $¥Revision: 1.7.2.3 % fRevision 1.5.2.7 $/3Revizion: 119218 § 1Pk IYLAK)
qeth: Dewice 0.0.02dc/0.0.02dd/0. 0.02de is a 050 Express card (level: 08570

with link type 0S0_1000 (portname: )

qeth? Error in register ing MAC address on dewice 0000 02de: #2002

HET: Registered protocol family 17

qeth: MAC address 02200700216231:89 successfully regiztered on device ethl

Figure 4-7 Boot messages related to network Layer 3 and Layer 2 configurations

4.2.3 Network interfaces and their interface names

On systems with multiple network interfaces, the interface name allocated to the
OSA devices may not be consistent across Linux system reboots. The reason for
this is that the hotplug events are not synchronous, and multiple drivers initialize
their devices in parallel. This inconsistency in the interface name may lead to
trouble for certain middleware such as Oracle®. Also, SNMP and the Linux
monitoring tool sar may also be affected by this issue.
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Figure 4-8 illustrates the asynchronous nature of the hotplug events. As
illustrated, the device 3333 is configured ahead of device 222 and now has the
interface name of eth1 allocated to it instead of the expected eth2. Device 2222
is the eth2 now.

bootscript  coldplug ccwgroup.agent network
S02coldplug :
© switch the interface
name
SU3HE[WOFK Le  device 1111
; illncai-:: :'ethv. tu"eac:h U
device asynchranously

tirﬁe

Figure 4-8 Asynchronous hotplug events and inconsistent interface naming

To avoid this problem, the hotplugging of the network interfaces can be queued
by editing the /etc/sysconfig/hotplug and adding the entry:

HOTPLUG_PCI QUEUE_NIC_EVENTS=yes
Another solution is to use udev and make the connection between the device
address and the interface name in the file

/etc/udev/rule.d/30-net_persistent_names.rules. Example 4-1 shows how eth6
can be permanently assigned to 0.0.05a2.

Example 4-1 Allocating the interface name eth6 to the device 0.0.05a2 permanently

SUBSYSTEM=="net", ACTION=="add", ENV{PHYSDEVPATH}=="%0.0.05a2",
IMPORT="/1ib/udev/rename_netiface %k eth6"
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When channel bonding is used, this problem will not occur since channel
bonding does not use hotplug. Hence, the device names remain the same across
reboots of the Linux system.

4.2.4 Network configuration files overview

In this section we take a quick look at some of the important configuration files for
network devices on a Linux system running on System z. As noted earlier, SUSE
Linux Enterprise Server files are used as examples.

letc/sysconfig/hardware/hwcfg-geth-ccw-0.0.xxxxfile

This file is referred to by the hwup and hwdown commands. Figure 4-9 shows a
sample hwcfg-geth-ccw-0.0.xxxx file. For each OSA device on the system, there
will be a unique hwcfg-geth file. The device in this case is 0.0.02d4, and hence
the exact file name is hwcfg-geth-ccw-0.0.02d4.

feto'sysconfigrhardware/hwefg-geth-bus-cow-0.0.02d4

CCY _CHAM_IDS="0.0.0%2d4 0.0.02d5 0.0.02d6°
CCW _CH&W _MWODE=" °

COW CHAN NUM="37

MODULE="qeth’

WODULE_OPTIONS=" © LayE
MODULE_UMLOAD="no®

BETH LAYER? SUPPORT="1"
SCRIPTDOWH= ™ heedown- cow’

SCRIPTUP=" hwup-cow’

SCRIPTUP cow="hwup- cow’
SCRIPTUP cowgroup=" hwup-get b’
STARTHODE=" auto’

(T
M

Figure 4-9 Network device is defined in /etc/sysconfig/hardware/hwcfg-qeth-ccw-xx

/etc/sysconfig/network/ifcfg-qeth-ccw-0.0.xxxx file

This configuration file is used by the ifup and ifdown commands. Figure 4-10 on
page 122 shows a sample ifcfg-geth-ccw-0.0.xxxx file. For each OSA device on
the system, there will be a unique ifcfg-geth file. The device in this case is
0.0.02dc, and hence the exact file name is ifcfg-geth-bus-ccw-0.0.02dc. The IP
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address, subnet mask, local MAC address, MTU, automatic startup
(STARTMODE), and so on, are configured in this file. When
STARTMODE=onboot, the interface is activated automatically during the system
startup.

| letcisysconfig/networklifcfg-qeth-bus-cow-0.0.02dc

BOOTPROTO="static”
UNIGUE=""

STARTMODE=" onboat ™
IPADDR="172.16.3.1858"
MTU="1800"
NETHASK="2545.256.255.0"
METWORK="172.18.3.0"
BROADCAST="172.16.3.255"
LLADDR="02:00:01:11:22:85°

in case of LPAR and Layer2 mode
it is imperative to describe the Local
MAC address

Figure 4-10 IP address is configured in /etc/sysconfig/network/ifcfg-qeth-bus-ccw-xxx

/etc/sysconfig/network/routes file

This file is used by the ifup and ifdown commands. This file is used for
configuring static network routes. Figure 4-11 shows a sample network routes
file. The format of the file is destination network (192.168.30.0 in this case),
next-hop (172.16.3.131 in this case), subnetmask (255.255.255.0), and the
interface name (qeth-bus-ccw-0.0.05a4) in this case. The second line shown in
Figure 4-11 is a special entry that defines the default gateway. The keyword
default identifies it as the default gateway. The two minus signs (- -) indicate that
they assume the default values.

etc/sysconfiginetworkiroutes

192,168,300 172,16.,3.131 250.266.250.0 geth-bus-ccw-0.0.05a4
default 172.16.3.140 - -

Figure 4-11 Network routes are configured in /etc/sysconfig/network/routes
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4.3 Network problem determination

Having quickly covered the common networking options for Linux on System z,
the network interface detection and configuration under Linux, in this section we
discuss network problem determination. The previous two sections should act as
a foundation for this section.

The network problems can be broadly classified into two categories:

» Problems related to network communication
» Problems related to network performance

Problems related to the network communication are discussed in detail in this
chapter. Chapter 5, “Performance problem determination” on page 163, is
dedicated to performance problem determination on Linux on System z and
discusses network performance problems as well.

4.3.1 Problems related to network communication

Communication involves more than one party. Such is the case of computer
systems. When computer systems exchange data or messages themselves, we
say that they are communicating. When this exchange of messages breaks, we
say that there is a communication problem. So, at a very high level, a network
communication problem on a system can be a problem local to that system, or it
can be outside of that system (that is, the local machine network is functioning
correctly). In our discussion, we assume that the local system is a Linux system
running on the System z server, and from that system we are trying to
communicate to other systems.

Problem determination on the local machine

When a system is not able to communicate with other systems, there are some
logical questions that we need to ask. Are you able to communicate to any
system on the network? Did we make any changes to the system prior to the
problem occurrence? Are we able to communicate to some of the systems? Is
there any information related to the problem in the error logs? We will look at
each of these shortly.

Network communication layer for Linux on System z

Figure 4-12 on page 124 shows the network communication layer for Linux on
System z. Such a layer is very useful to narrow down the problem. The
bottom-most layer is the hardware (HW) layer. The OSA device falls into this
layer. The next layer is the virtual machine (VM) layer, and the virtualization done
at the z/VM level (such as the VSWITCH) falls into this layer. The next layers,
QDIO and QETH, represent the device driver. The MAC address is represented
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by the ARP layer. Of course, the IP address gets mapped to the IP layer, and all
TCP/UDP-related components to the TCP/UDP layer. Finally, applications such
as SSH, FTP, Telnet, and so on, are represented by the application layer.

<application=
the Layer related to application {ex: 35H, FTF)

o o <TCPIUDP=
application | application the Layer related to TCPIUDP

z|P=
the Layer related to network interface (ex ; IF address)

<ARP=
E> the Layer related to ARP (ex : MAC address)
=QETH=

QETH ARP the Layer related to QETH device driver
=QDI0=

QDIO the Layer related to QETH device driver

TCP UDP

=\ =
VM the Layer related to VI (gx: VEWITCH)

e H |||.'|!:='
the Layer related to HW (ex: O3 4)

HW

Figure 4-12 Network communication layer for Linux on System z
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Figure 4-13 compares the network communication layer for Linux on System z
with the OSI reference model. The hardware layer in the OSI reference model is
made up of the HW, VM, QDIO, and QETH layers. The data link layer of the OSI
model is represented by the ARP layer. Also, part of the ARP layer, along with
the IP layer, makes up the network layer of OSI. The OSI transport layer is
implemented as the TCP/UDP layer and, finally, the application layer in the
network communication model for Linux on System z represents the session,
presentation, and application layers of the OSI reference model.

Application

Presentation Application
Session

Transport TCP*UDP
Network IP*ARP
Data Link ARP
Physical HW* VM- QETH" QDIO

Figure 4-13 Network communication layer for Linux on System z and the OSI reference
model

Problem determination flow chart

While trying to narrow down a problem, it is important to analyze any information
already available. Figure 4-14 on page 126 shows a high-level flow chart
demonstrating how this can be done. This flow chart describes an approach that
can be used for problem determination on the local system. Usually, when there
is a problem, the first thing to try is to capture as many error logs as possible. In
some cases it may happen that the error messages get overwritten. So, it is very
important to try capturing the error messages as and when they are available. An
examination of error messages will help us to narrow down the problem to a layer
or at least to a set of layers. When a working system suddenly stops working,
before jumping in and editing configuration files, it is important to investigate
whether any changes were made on the system before the problem occurred. In
most cases we will notice that there was a change made and that it resulted in an
error. If the problem is occurring on a newly installed system, it is worth checking
all the configurations for any mistake. Sometimes changes made at the network
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level (outside the System z) server can also create problems for the systems
running on the System z server. So, good coordination with the network support
staff is also an important factor in troubleshooting network problems. In some
cases, it may be required to use network packet tracing tools to narrow down or
isolate the problem. Usually, then there is a permanent communication issue,
and it is easy to identify and fix compared to the case of an intermittent problem.
Intermittent problems may take more time to troubleshoot and may need to be
kept under observation for some time after fixing to ensure that it is really fixed.

Determine the local problem roughly T

Can not communicate to all the systems,

Check the 2rror
MaszzgEs

Yes No
\Ir' Srychangss wers N 5
€s " mane?
Yes
Marrow the range of the Checl the Marrow the range ofthe | | Marrow the range of the
problem layer by error configuration far any || problem layer by the problem layer by using
Messages mistakes changes commands

. Eq: conzider getting the packet fracs

Figure 4-14 Problem determination on the local system
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In certain cases it is possible that there is not much useful information available
to analyze for problem determination. In such cases, it is better to execute
specific commands and analyze their output for problem determination.

Figure 4-15 shows a simple but common and powerful way of using the ping
command to narrow down the problem with respect to some of the layers. As can
be seen from the diagram, if the result of a ping command is a success, then we
are sure that the network cable is connected, the network interface is active, and
IP communication (network layer) is happening. In such a case, it is certain that
the problem is somewhere above the IP layer.

fi next checkthe
- TCPADP Layer
Don't know where is © OK
the problem ]
lcati licati i
dpplication | appicatio
W ppn X the H 220
ToP e [ result
P ? of ping application | applicatio |
Qanio, QETH 1 . :
- g TCP up  |?2X
i : i next check below
i thelP-layer

Figure 4-15 Using the ping command to narrow down to the problem layers

On the other hand, if the ping was a failure, then it is clear that there is some
problem below the TCP/UDP layer itself. This could be a hardware problem such
as the cable not being connected, and so on. In this case, it is clear that the first
level troubleshooting should start at the IP layer level and below.

We now discuss how to survey in each layer to narrow down a problem.

Survey in the IP layer

Because of the simplicity of the ping command, it is usually better to start at the
IP layer and narrow up or down while we troubleshoot a problem.
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Figure 4-16 summarizes the common tasks one could perform to survey in the IP
layer.

o - * ping
application | application e e e
« ifcenfig
TCP UDP » check the state of the interface
E> - Iprocmeﬂbonding!bondx
ARP » check the configuration of bonding
QETH * route
» check the configuration of routing table
QDIO *  iptables -L
VM check the configuration of the packet filter

HW

Figure 4-16 Survey in the IP layer

Figure 4-17 shows a sample ping output. The ping command tells us whether we
could reach the destination address and, if yes, how much time it took. So, if
there was no reply from the destination address (meaning, not able to reach),
then we should continue our check below the IP layer. If there was a reply, then
we should continue our check above the IP layer.

| :

V# ping -c 3 -R 172.16.3.183 5 option

| PING 172.16.3.183 (172.16.3.188) 56(128) bytes of data. - -c: Determines the

| B4 bytes Fron 172.16.3.189: icwp_sea=1 tI=64 tine=17.9 ne - number of echo

PRRZT721E. 3131 { requests to send.
172.16. 3. 183 . -R:Record route
172.16.3. 189 :

I
! 172.16.3. 131
|
|
|

PB4 bytes from 172016.3. 1890 icne_seq=2 tt1=6d time=0. 533 ms (zame route) +—— confirm the reply
Ed bytes From 172016.3. 1890 icne_seq=3 tt1=6d time=0. £33 ms (zame route)

| % packets transmitted, 3 received, 0% packet loss, time 2011ms
Prtt mindavgdmaxn/mdey = 06356, 418M7 93675 144 ms

1
|
--- 172 163189 ping statistics --—- :
l
i
1
1

Figure 4-17 Using ping for diagnosis
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Figure 4-18 shows the output of another useful command, ifconfig. Important
things that we need to check in the output are indicated in the diagram.

i # ifconfig

1 bondd Link encap Ethernet H¥addr 02:00-00216-31289 (1)

: inet addr-172.2003.189 (2) Beoast:172.2003 255 Mesk:235.255.255.0 (32
: inett addr > feR0I ffIfelfI2129764 Scopeilink

: UP [4) BROADCAST RUKNMWI WG MASTER MILTICAST  MTUZ1S00 (51 Metric:l

: R¥ packets:d37 () errors:0 dropped:0 owverruns 0 framell

: TH packetsI542 (71 errorszI0 droppedZ0 owerruns 0 carr ierl0

: col lisionsZ0 tequeuelenZi

: e bytes:3E252 (35.4 Kb) TH bytes: 47336 (46,2 Eb)

i

(1MAC address {(2)IP address

{3)subnetmask {4)state of the interface

(5IMTU (6)the number of received packets
(6)the number of send packets

Figure 4-18 Using ifconfig for diagnosis

When the ifconfig command is executed without any command-line
parameters, only the interfaces that are active (that is, UP) are displayed. The -a
command-line parameter will force ifconfig to display all the interfaces that are
configured irrespective of their state. Figure 4-19 shows a sample ifconfig
command output when executed with the -a command-line parameter.

It =hows that eth0 iz DOWN, because of not
dizplaying the “UP

et the MAC addrezss of
e e e e o= OEA port
"% ifoontig -a :
"ethi Link encap-Ethernet HWadde 002 11223C0OZ14200

EROADCAST MILTICAST MTUZ1S00 HMetric:

F¥ packetsZ0 errorsZ0 droppedZ0 overruns0 frame:0

i
| |
| l
i Th packetzI0 errors:0 droppedZl overrunsi0 carrier :
! i
i l
! i
! i
! i

ethi Link encap Ethernet HWaddr 02-00:00200:00:2R

Figure 4-19 ifconfig command output indicating interface DOWN state

If the interface is down, then the troubleshooting should continue below the IP
layer. If the IP address, subnet mask, and so on, are not displayed correctly, then
the respective configuration file (/etc/sysconfig/network/ifcfg-qeth-ccw-0.0.xxxx
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for SLES) should be checked. In case of layer-2 configuration, the local MAC
address will also be configured in this file.

The route command, when executed with the -n option, displays the kernel
routing table (netstat -rn will also show a similar output). Figure 4-20 shows a
sample route -n output.

i' _______________________________________________________________________ il
! t route -n l
' Kernel IP routing table i
i Destimation Gateway Gennask Flags Metric Ref Use Iface 1
V1r2 e th 255.,256.255.0 U 0 0 0 wlanll
| 172.16.2.0 th 250.250.255.0 U 0 0 0 ethi !
i 192, 168.30.0 172,168,313 255.250.2565.0 UG O 0 0 ethl !
1 163.254.0.0 th 255 .250.0.0 l 0 0 0 ethi I
1 127.0.0.0 t 256.0.0.0 U 0 0 0 lao |
Lo.0.0.0 172.168.3.140 0.0.0.0 w0 0 0 ethl i

Figure 4-20 Checking the routing table

Sometimes the communication is not happening due to a packet filtering setup.
The packet filtering (firewall) configuration can be checked using the iptables
command. Figure 4-21 shows a sample iptables -L output that indicates that SSH
connections coming from any host should be dropped.

' DROP the connection by ssh

__________________________________________________________ .

¥ iptables L

iptables -L

Chain IMPUT (poliey ACCERT)

target prot opt source deztination

DROP tep - anwhere anywhere tep dptissh

Ghain FORMARD (policy ACCEPT)
target prot opt source destination

Chain QUTPUT (policy ACCEPT)
target prot opt source deztination

Figure 4-21 Checking the packet filtering configuration by using iptables
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Survey in the ARP layer
Figure 4-22 summarizes the ARP layer survey commands.

* arping
application | application » confirmation of the arp reply
= arp
TCP UDP » confirmation of arp table

IP

el

QDIO

VM
HW

Figure 4-22 Survey in the ARP layer

The arping command can be used to send ARP requests to a host. Figure 4-23
shows a sample output of an arping command execution. Such an ARP request
updates the ARP cache of the host on the same network.

# arping -1 bondd -¢ 3 172 2003 182

ARPIWG 172203182 from 172,200 3. 129 bondd

Unicast reply from 172.20.3 182 [00I03:47:33:77:6A] 0.990mns
Unicast reply from 172_20.2 1382 [00:03:47:93:77:6A] 0.957ms
Unicast reply from 172_20.3 182 [00I03:47:33:77:6A] 0.922ms
Sent 2 probes (1 broadeaztis))

Recaived 3 responsels)

Figure 4-23 Using arping for diagnosis
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If there was no response, the troubleshooting should continue below the ARP
layer. Figure 4-24 shows how to check the ARP table using the arp command.

T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T s T T T T s s s s |
: # arp :
! Addreszs (1) HWtype HWaddreszs (2) Flags Mazk (3] [ Face (41
: 172 2008182 ether 00203247793 FT76A G bondd :

i
i

{1} IP addrezs of the other zside
(2) MAC addres= of the other zide
(3) entry type
C : normal entry. drop cut after a certain period of time
M : perziztent entry
P : entry for Proxy ARP
(4} interface name
ARP table iz managed per interface

Figure 4-24 Using the arp command for diagnosis

Survey in the QETH layer

Figure 4-25 shows the different things that can be surveyed in the QETH layer.
The main thing that needs to be checked in this layer is whether the geth device
driver has recognized the devices. Figure 4-26 on page 133 shows a sample
output of the /proc/qeth file indicating how to check whether the network device is
recognized by the geth device driver.

Iprocigeth

appncaﬁon app”caﬁon check whetherthe geth device driver recognize the
devices

*  |sqeth

TCP UDP v check whetherthe qeth device driver recognize the

devices

P v confirmation of Layer2/Layer3 mode

ARP E> *  Ivarflog/messages

v confirmation of the error messages related to geth

*  [proc/qeth_perf
QDIO v the statistics information of qeth device driver
VM + 5390dbf
HW v thetrace related to geth

Figure 4-25 Survey in the QETH layer
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If the device is not recognized, then check the device configuration in
/etc/sysconfig/hardware/hwcfg-xxx.

if geth device driver recognize the
 devices, the devices are displayed

# cat fpraciqeth

! |
! / i
: dey ices CHPID interface cardtype port chksum prio-q’ing rtrd rtré fsz  ent :
VP |
I
: 0.0.05%/0.0. 035470, 0. 035e #1F  ethd 0s0_1000 0 o=w alweys 92 no nmo G4k 16
: 0.0.0524/0.0. 0525/0. 0. 0536 =A9  ethi GuastLAN AOID O =w alweys q_2 no mo Bdk 1B
: 0.0.02das0.0. 02db /0. 0. 0249 #B3  eth2 050_1000 o ozw alueyz g 2 no no Bdk 16

|

the interface name is
: assigned at this moment

Figure 4-26 Using the /proc/qeth file information for diagnosis

Figure 4-27 shows the output of the 1sqeth command, which is another useful
command output to understand whether the device is online and in which layer
(Layer 2 or Layer 3) it is operating. If the output is not as expected, then the
device configuration in the /etc/sysconfig/hardware/hwcfg-xxx file should be
checked first.

I___________"'_____"'________"'_____"_____l

D% Izqeth |

: Deyvice name > ethi :

R .~ e BT — D

: card_type - 030_1000 |

: cdevl D 00,0556 < +-(1) |

! cdewt D 0.0.055d £-—+ '

i cdew? 100,055 <--+ '

I chpid T (2] !

: online o1 :

i partno o :

: chacksumm i ng T osw checksunming

! state TP CLAN OWLINED (30 |

! pr ior ity_queue ing o oalways queue 2 :

; EE’;:G“-S*E*: : ?s i (1) device address

i UTTeF _Ccoun z Fyy

i add_hhlen o | ':2-: CHPID

: layer 2 S ! |:3_. the status of LAN

! large_send R : (4} Layer2/Layerd mode
: l (Layer2 - 1. Layer3 - 0)

Figure 4-27 Using the Isqeth output for diagnosis
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The /var/log/messages file in Linux captures most of the common messages
generated. This is a very important file referenced by system administrators,
developers, and so on, to troubleshoot a problem. Figure 4-28 shows sample
messages logged on to the /var/log/messages file while there was a problem with
one of the network devices. The device name coming at the top of the sample
output shown helps us to determine whether the problem is with the device that
we are working with.

i gqethl check on device 0.0_.3800, dstat=«0, cstat=xd {4> :
1 gethl irbI 00 cZ 40 17 03 ¥F S0 35 00 04 00 00 00 00 0o 0o :
: gqeth: irbI 00 00 00 00 00 0O OO0 OO0 OO0 OO0 00 00 00 00 09 0o :
: gqethl irbI 00 00 00 00 00 00 00 OO0 OO0 OO 00 00 00 00 0o oo :
: gqethl irbI 00 00 00 00 00 00 00 OO0 OO0 OO0 00 02 00 15 00 5d :
: qdio - received check condition on activate queves on dewice 0.0, 3602 (es=xd, dz=x00. :
: gqethl Recowvery of device 0,00 3600 started ... i
i bonding: bond1Z link status definitely down for interface eth2, disabling it :
i bonding: bond1: making interface athld the new active one. :

i

Figure 4-28 Using the /var/log/messages information for diagnosis

The number of packets transferred between the qdio and geth drivers can be
checked by examining the /proc/qeth_perf file. Figure 4-29 shows a sample
output with the number of packets transferred between the geth and qdio
indicated. Unexpectedly large packet counts mean that there is a problem at the
qeth driver level or at the hardware level.

e e
: ¥ cat fprocdqeth_per |
1 For card with devnos 0000024040 0. 0241/0. 00242 (ethd): '
| Skb'sfbuffers received T 1614438471 1220405 |
i 0 : :

Skb'z/buffers sent D 3E347A4/ 3694744
| G "+ the number of packets from
i A
' Inbound do_8010 time (in us) Stngerr o QDIO to QETH
: Inbound do_RD10 count s1ai0050 i

i

i
| i
i Outbound hand ler time (in us) I Aarz0nn '
: Outbound hand ler count o 3684743 :
i .
[
| Outbound time {in us, inc| BDIO) T 45266773 . the number of packets
! Dutbound count Taeaaad ¢ from QETH te QDIO
' Outbound do G010 time (in us) D aesazt - oy
! Outbound do _ROI0 count DOEEATAL :

Figure 4-29 Using information from /proc/qeth_perf for diagnosis

134 Problem Determination for Linux on System z



Additional trace information for debugging can be found in the

/proc/s390dbf/qeth* files. While reporting a problem to IBM support, the content
of these files needs to be provided for diagnosis. Figure 4-30 shows the output of

trace information for geth.

oo
oo
oo
oo
oo
oo
]
oo

01167 2076222358303
01167 207E2 22358305
0116720762 22358308
011672076220 358308
0116720 7E22: 358308
01 1EF20762 22360123
01 1ET207E22: 360123
01 1ET207E222 360126

& - 00

g

om0

oo
oo
oo
oo
01
01
01

# cat fprocfz290dbfS qeth_tracelhes _ascii

ooo0ooo010edals:
0000a00010e2basd
Qo00o0o010esbesd
Qo00ooa010esbdf e
00000000 10esbe o
Qoo0ooo010escls:
00000000 10e2basd
Qo00o0o010esbaad

1
Ee
Ee
i
ol
1
Ee
Ee

64
E3
E3
T4
73
Ed
E3
ES

]
]
T
g2
4]
5]
]
T

Ee
74
74
EE
ES
Ee
74
74

70
73
73
70
Ee
70
T3
73

73
Eb
Eb
1=
B2
73
Eb
Eb

4
B2
B2
B3
]
T
B2
B2

o0
o0
o0
B2
EE
o0
]
o0

qd input.
nextskb.
nextskb.
ptbfplen
queinbuf
qd input.
nextskb.
nextskb.

Figure 4-30 Using information from /proc/s390dbf/qeth_trace/hex_ascii for diagnosis

Survey in the QDIO layer
The survey in the QDIO layer is essentially checking the trace information from
the debugger. Figure 4-32 on page 136 shows a sample output of the
/proc/s390dbf/qdio_trace/hex_ascii.

application

application

TCP

UDP

4

QETH

ARP

HW

VM

= 5390dbf

D

the trace related to Q0IO

Figure 4-31 Survey in the QDIO layer
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i

i

i 00 01177655169
i 00 01177655169
| 00 01177655169
! 00 01177658169
: 00 01177658169
| 00 01177658163
i 00 01177655169
i

B4 0 - M
A143E3 0 - 0
(994630 2 - M
(994631 2 - 1
(994632 0 - M
JA96463 0 - 1
1336508 2 - 1

000000001082097a
000000001082097a
0000000010825 3ca
000000001082539a
00000000108250d4
0000000010822 142
0000000010824938

1R B B3 20 20
1R B B3 20 20
B4 Bh Bc 794 72
00 o0 00 00 00 00
TUER 737420 20
T1 BB BG BT 20 20
TUET B3 7420 20

20
20
E7
00
20
20
20

t cat fproc/s390dbffadio t race hex_ascii

3| qale 8
3 | qale 7
14| delytrgt
0| ..
37| gest 7
37 | gehi 7
37 | gact 7

Figure 4-32 Using the information from /proc/s390dbf/qdio_trace/hex_ascii for diagnosis

Survey in the VM layer
Figure 4-33 shows a summary of the useful commands for a survey in the VM
layer. While troubleshooting at the VM level, it is important to understand when
you are in the virtual world and when you are in the real world.

application

application

TCP

UDP

QETH

ARP

QDIO

HW

(o)

* QVNIC

* QVOsA

QLAN

Q OsA

» confirmation of real OSA

v confirmation of Virtual NIC

confirmation of Virtual NIC

confirmation of Guest LAN and VSWITCH
*  QVSWITCH
» confirmation of VSWITCH

Figure 4-33 Survey in the VM layer
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A sample output of the Q V NIC command is shown in Figure 4-34. This
command output shows the status of the virtual NIC assigned to the VM user. If
the virtual NIC numbers are not correct or if the type of the device is incorrect,
then check the z/VM directory (USER DIRECT).

| hdapter DSR4 Typel G010

Hame:> UWASSIGHED Devices: 32

Port O MAC: 02-00-00-00-00-24  “SWITCH: 5SYSTEM LI HUESY
Adapter 1600 Twpe: HIPERS Name:> UNASSIGNED Dewices: 3

Port 0 MAC: 02-00-00-00-00-35 LAW: SYSTEM HSO001 W5 B5336
fdapter 1700 Twpel ROIO

Name> UWASSIGHED Devices: 3

Port 0 WACD 02-00-00-00-00-23 MSWITCH: SYSTEM VLANTEST

fdapter 1704 Type: RAODIO

Wame> UNASSIGHED Devices: 3

Port O MAC: 02-00-00-00-00-34 YSWITCH: SYSTEM WLANTEST
fdapter 1208 Twypel RODIO Hame:> UWASSIGHED Devices: 32
Port O MAC: 02-00-00-00-00-2B “SWITCH: 5YSTEM BOWDTEST
Adapter 180C Twpe: QOO Name:> UNASSIGNED Dewices: 2
Port O MAC: 02-00-00-00-00-32 %SWITCH: SYSTEM BOWDTEST

Linux uger

Figure 4-34 Using the Q V NIC output for diagnosis

Figure 4-35 shows the Q V OSA output. This command output also shows the
direct attached OSA, which the Q V NIC command will not show. If the correct
OSA address is not displayed, then the USER DIRECT file needs to be checked.

CP QUERY YIRTUAL 0SA

05A

05A

05A

551
1551
[I5H]
0330
551
0350
033k
033E
035E
15513
033k

0N 054 0SSC SUECHAMMEL = 0012
DEMTYRE 034 CHRID 1F 050

A0l 0-ELTGIELE RIDASSIST DISABLED
0N 0% 0330 SUBCHANMEL = 0019
DEMTYRE 0SA CHRID 1F 05D
ADID-ELIGIELE AIDASSIST DISABLED
0N 05A  035E SUBCHAHMEL = 001A
DEMTYRE 0SA CHPID 1F 050

AOID ACTIVE RIDASSIST DISABLED

INP + 01 [0OCHT = 00000000 AOP = 015 PROG = 000 UWAMWAIL = 113

Linux user

Figure 4-35 Using the Q V OSA output for diagnosis
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Figure 4-36 shows the Q LAN output. This command output shows the
information related to the HiperSockets, Guest LAN, VSWITCH, and so on. If the
LAN information is not displayed correctly, then IOCP needs to be checked in the
case of HiperSockets and the z/VM SYSTEM CONFIG file for issues related to
the Guest LAN and the VSWITCH.

CP RUERY LAN |
LAN SY¥STEM H5001 Typel HIPERS Connected: 3 WamconnZ [NFINITE

PERSISTEWT UWRESTRICTED IF WFSZ E3536 Account ing: OFF Linux uzer
WEWITCH SYSTEM L3BFS Typel VSWITCH Connected: 0O Wamconn® [HFINITE

PERSISTEWT RESTRICTED WONROUTER Account ing. OFF

WLAN Unzvmr e "

Statel Ready
IFTimeout: 5 Mueoeltor agel & .
Portname: UNASSIGHED ROEV: 0240 Controller: OTCMWENE VWDEVD 0240

WIWITCH SYSTEM L2ZBFS Typel VEWITCH Connected: 1 MarconnZ INFINITE VI
PERSISTEWT RESTRICTED ETHERNET ... fccount ing: OFF
WLAN Unavwar e -~
Statel Ready
Queneltorage: & - ;
Portname: UMASSIGNED ROEY: 0243 Controller: DTCWSWZ WOEY: 0243 NOROQUTER => Layer3 VSWITCH
b e e e _______________________? ETHERNET == Layer2 VSWITCH

Figure 4-36 Using the CP Q LAN output for diagnosis

The Q LAN ACCESSLIST command output shown in Figure 4-37 helps to show
the authority to access the LAN. The authority is defined in the SYSTEM
CONFIG file.

B R TR THEY. | i T e e R o e A
|

! CP QUERY LAN LINUXSY ACCESSLIST
VEWITCH SYSTEM LIHUKSW Typel MSWITCH Connected? 31 besconn? INFINITE

I

: PERSISTENT RESTRICTED  NOMWROUTER Reeount ingZ OFF

! R e Linux uzer
[ 1) naveig  the users allowed to

| Gtatel Ready T .

| IPTieout: 5 fueveltorage. § |

i

I

I

I

I

I

i

i

|

5 Por trane: UNASSIGNED ROEV: 0B Controller: OTCVSKZ VDEV: 0S84 !
unrssircied  Portrane: UNASSIGNED RDEV: 0SAS Controller: DICWSW1 VOEV: 0SHE BACKUP!
" accessiofhe | Author ized wserids: !
LAN USERT LINUKE TESTY  TESTE  DSPRI  DSSEC |
) : i

I

I

i

i

i

I

I

|

CP QUERY LAW HS001 ACCESSLIST
LAH SYYSTEM HSO0 Typel HIPERS Connected” 5 Mesconn? IWFINITE
PERSISTENT UNRESTRICTED P WFS 2 BR536 fzeount ing: OFF

I

Figure 4-37 Using the Q LAN ACCESSLIST output for diagnosis
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The CP Q LAN DETAIL command output, as shown in Figure 4-38, provides
information such as the number of packets received and transmitted on the LAN,
IP address, and MAC address of the guest systems connected to the LAN, and
so on. If the number of packets received and transmitted increases rapidly, then
it may be indicating a problem.

(example) details ahout HiperSockets (H3001)

LAN SYSTEM HS001 (1) Type> HIPERS Connected: 5 Maxconn: INFINITE
PERSISTENT UWRESTRICTED IP WFS: B5536 fccaunt ingZ OFF
fdapter Ouwner 2 HWTEST - WIGCD FFEO Mamel UNWASSIGHED
Adapter Ouner: SHARR (20 HIC: 1600 MWame: UNASSIGHED

R¥ Packets: 0 Dizcarded: 0 Errarss 0 {-+-(3)
T4 PacketsZ 0 Dizcarded: 3 Errorsl 0 <-4
Fii Bytes: 0 Th Bytes: 0 {1

i
i
i
i
i
i
i
i
Device: 1602 (4) Unit: 002 FRole: DATA i
Options: Broadcast Multicast |Pwd VLAN :
|
i
i
i
i
i
i
i
i
i
i
i

Unicast |P Addreszes:

192 168_3. 139 MAG T 02-00-00-00-00-35 (5 {1) the name of Hiperockets
Wolticast [P Addresses: {2) the VI uzer name having the
240,041 WAC - 01=-00-3E-00-00-01 Virtual NIC
Adapter Quner: SHARRZ  WIGCD 1600 Mame: UNASSHIGHED (1) =tatistics

(4) the addrezs of Virtual NIC
(%) IP address and MAC address
=&t to the Linux interface

Adapter Qumer 2 SLESSNC MICD FFEO MameD UINASSIGHED
Adapter Quner 2 SLESIND NICZ FFE0 Name: UNASSIGHED

Figure 4-38 Using the CP Q LAN DETAIL output for diagnosis

Similar to the Q LAN command, the Q VSWITCH command with its options can
be used to query about the VSWITCH configuration in effect, information about
the guest systems connected, packet transmitted and received, and so on.
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The Q OSA command output will show information about the real OSA card. If
the expected devices are not displayed, then the IOCP needs to be checked. To
get more information about OSA, such as the OSA Address Table (OAT), the
z/VM OSA/SF tool can be used. Figure 4-39 shows a sample OSA/SF output.
This output can be used to verify the MAC addresses and the IP addresses
registered.

o bk bbb b o o bk ok o o o ook ok ook phok b ook phob oo o o phob o o ook o o ook ok ok
Image O_A CCECILIM 2 CULA 0
DOCOSS0 0% KWPC WA HALLOLE (R0I0 control) s ALL
02005520 MPC 00 Hod Hof  HALLOLE (a0l 0 data) A ALL
nzninit1zzas [

2233200000001 (Group MAC)
03605531 WAA WA CE5
0AC0S540% WPC /A zAMIO0DA (0D 0 control) A1) ALL
O5C05561 KWPC 00 Hod Nof  z/WMIOOA  CROIQ data) LA ALL

010 119, 254 065 (REG)
010_ 119, 254. 0EE [REG)

Figure 4-39 Using the z/VM OSA/SF tool for diagnosis

Note: For information about OSA/SF, visit:

http://www.vm.ibm.com/related/osasf

Survey in the hardware (HW) layer

Figure 4-40 on page 141 summarizes the main points of interest for a survey in
the hardware layer. Before touching up on these points, it will be helpful to
explain a useful Linux kernel parameter. Usually, when a Linux system is coming
up, it senses all the hardware devices connected. Also, Linux senses any
dynamic change, such as adding a new device or removing a device when it is
running. All the detected devices (irrespective of whether they were detected
during the system boot or after that) are controlled under sysfs. Most of these
devices can be made online or offline dynamically when Linux is running. It is
possible to disable this sensing for a given device by using the cio_ignore kernel
parameter. When the cio_ignore parameter is set for a device, that device is not
sensed during a system reboot, and cannot be brought online or offline from
Linux.
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http://www.vm.ibm.com/related/osasf

application | application

TCP UDP
IP
QETH AR
QDIO

VY

B

Ivar/logimessages
» check the link failure message
» check other messages related to HW

Connection status of other Linux systems sharing
same OSA port

Messages on HMC

Figure 4-40 Survey in the hardware layer

cio_ignore can be set up permanently by adding an entry similar to the one
shown in Example 4-2 in to the /etc/zipl.conf file. It is also possible to set up the
cio_ignore for a device dynamically, as shown in Example 4-3.

Example 4-2 Sample entry to set up cio_ignore in /etc/zipl.conf

cio_ignore=0.0.1000-0.0.1fff,0.0.3000-0.0.3fff

The devices 1000~1FFFF,3000~3FFF are not sensed.

Example 4-3 Dynamic cio_ignore set up with /proc/cio_ignore

# echo add 0.0.1000 > /proc/cio_ignore
(the device 1000 is added to cio_ignore 1ist)
# echo free 0.0.2000 > /proc/cio_ignore
(the device 2000 is removed from cio_ignore Tist)
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Figure 4-41 shows the output of the 1scss command. This output is useful in
understanding the channel path information learned by Linux. If the device
address provided by the 1scss command is not correct, then check IOCP, z/VM
USER DIRECT, and cio_ignore. The 1scss command does not show a device
that is disabled (or hidden) using the cio_ignore setting.

¥ lzc=s
Device Subchan. DeuType CU Type Use PIM PAM POM CHPID=

0.0.05E0 0.0.0008 1732701 1731701 wes &0 80 FF AA000000 00a00000
0.0.05E1 0.0.0003 1732701 1731701 wes 80 20 FF AANO0000 00000000
0.0.0562 0.0.000A 1732701 1731701 wes 80 &0 FF ARINOO000 00000000

device addrez=

Figure 4-41 Using the Iscss output for diagnosis

Example 4-4 Sample /var/log/messages entry indicating a link failure

Jun 24 16:02:20 sles9xc kernel: geth: Link failure on ethl (CHPID 0xB3)
- there is a network problem or someone pulled the cable or disabled
the port.
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The /var/log/messages file will contain information about the link status.
Example 4-4 on page 142 shows a sample message in the /var/log/messages file
indicating link failure for the eth1 interface. In case of a link failure message,
some of the things to check are the cable or the connection to the switch, the
status of the other Linux systems sharing the same OSA port, if any, and the
hardware messages and return codes displayed on the Hardware Management
Console (Hardware Management Console (HMC).

A Jun 24 16:02:20 sles9xc kemel geth: Link failure on eth1 (CHPID 0xB3) - there is a network

pull the || prablem or someone pulled the cable or disabled the port

cable of || Jun 24 16:02-20 sles9xc kemel bonding: band(: link status definitsly down for interface eth
ath1 | disabling it

' | Jun 24 16:0220 slesYxc kemnel: bonding: bond0: making interface eth2 the new active one

[ Jun 24 16:02:40 sles9xc kemel qeth: Link reestablished an eth1 (CHFID 0xB3). Scheduling IP
plug the | address reset
cablz of | Jun 24 16:0240 sles9xc kemnel: qeth: Recovery of device 0.0.02d4 started
ath] | Jun 24 16:0240 sles9xc kemel: qeth: Device 0.0.02d4/0.0 02d5/0.0.02d6 is a 05D Express
: = card {level: 062d)
Jun 24 16:0240 slesxc kerel with link type OSD_100 {portname: |
Jun 24 16:0240 slesfxc kernel geth: MAC address 02:01:01:11.22.33 successfully registered
on device eth’
Jun 24 16:0240 slesxc kemel geth: Device 0.0.02d4 successfully recovered!
Jun 24 16:0241 slesYxc kernel bonding: bond0: link status up for intedface eth, enabling t in
10000 ms

Figure 4-42 /var/log/messages output indicating link DOWN and UP status
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Survey in the TCP/UDP layer

To survey in the TCP/UDP layer, one of the best methods is to use the netstat
command to check the status of the TCP or UDP socket.

application | application " Netstat -nat
 the status of TCP socket

*  netstat -nau
+ the status of UDP socket

= netstat-s
ARP v check the network statistics
QETH = telnet
QDIO » check the TCP socket of the other side

VM

Figure 4-43 Survey in the TCP/UDP layer
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Figure 4-44 and Figure 4-45 show sample outputs for TCP (that is, with the -t
option) and for UDP (that is, with the -u option) sockets, respectively, using the
netstat command. From this output, we can find the port on which the local
machine is communicating and the destination port, and so on. Usually, when we
try to connect to an application, that application will be listening on a port. So, the
netstat output should be examined to check whether the application of interest
is really listening on the port, whether a connection is established, and so on.

“the TCP socket infarmation

.of local node
¥ netstat -nat ' i I
fct ive Internet connections (servers and established) current status
Proto Recy-@ Send-f Local Address Foreign Address State
top I oot 0000k LI STEN
top 0 00000280 0.ooooc# LISTEN
top 0 00000zt 0oooooc# LISTEN
top I 000002z 0oooooc# LISTEN
top 0 000002 0000 LI'STEN
top 0 0127001025 0.0ooock LISTEN
top I 000002442 0000k LISTEN
top 0 1452 A fv0 20 eFiaz R E AR B P L ESTAELI SHED
top 0 072 16 1 42022 17216, 3 182137320 ESTRELI SHED
top 0 017216 1. 42237827 17216, 3 127122 ESTRELI SHED

Figure 4-44 Using the netstat -nat output for TCP socket diagnosis

- the UDP socket information
. of own node

# netstat -nau .
fictive Internet connections Cserwers and establizhed)

Proto Recw-8 Send-@ Local Address Foreign Address State
udp 1] 00 0.0.0:733 0000z
udp 1] 00 0.0.0:738 0000z
udp 1] 00 0.0.0:739 0000z
udp 1] 00 0002200 0000z
udp 1] 000002932 0000z
udp 1] 0o00.0g12 0000z
udp 1] 00000177 0000z
udp 1] nDooooin 0000z

Figure 4-45 Using the netstat -nau output for UDP socket diagnosis
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Note: The State column will be blank for the netstat -tau output because UDP

is a stateless protocol.

Another useful netstat output is shown in Example 4-5. If the count for the
segments retransmitted is increasing, then usually it is a point of worry.

Example 4-5 Sample netstat -s output

# netstat —s

Tcp:

1638 active connections openings
4889 passive connection openings
31 failed connection attempts
474 connection resets received
14 connections established
8310735 segments received
7790702 segments send out

1860 segments retransmitted

0 bad segments received.

1275 resets sent

A very quick way to check whether a system is listening on a TCP port is by
doing a Telnet to that system onto that port. This method cannot be used for
UDP since it is a stateless protocol. Figure 4-46 on page 147 shows an example
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of using the Telnet command to establish a connection to TCP port 111. The
results of a successful connection and an unsuccessful connection are

displayed.

. : . specify the number of TCP
example connection success  socket whose status is LISTEN

# telnet 172 16.3.1887 111 )
Trwing 172163180,
Connected to 172, 163189,
Escape character iz *7]°.

Connection closed by foreign host.

example connection failure

B telnet 172 16,3123 113

Tewing 172 16 3,189 _.
telnet: connect to address T2 16,2183 Connection refused

Figure 4-46 Using telnet to diagnose TCP socket status

Note: Keep in mind that when attempting a connection from one system to
another on a specific TCP port, all the network devices on the path must allow
a connection on that port. Otherwise, even if the socket is open on the
destination system, the connection may fail.
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Survey in the application layer

The application layer survey can be done by examining whether the required
processes are running on the system, by checking the number of open file
descriptors, and so on.

* check the limitation of file descriptor

|:> « letefinit.dixxxx status
» the status of service
* ps -af
TCP UDP : _
» check the process of service
[P

QETH AR?
QDIO
VM
HW

Figure 4-47 Survey in the application layer

Example 4-6 shows a method to check the status of the sshd service. In this
case, the output indicates that the SSH daemon is running.

Example 4-6 Checking the status of the SSH server service

# /etc/init.d/sshd status
Checking for service sshd running

The sample output (last 3 lines) shown in Example 4-7 indicates that the mail
service (master and gmagr) is running and the SSH daemon is running with one
user connected.

Example 4-7 Sample ps -ef output (modified for simplicity) showing processes

# ps -ef

UID PID PPID C STIME TTY TIME CMD

root 1 0 0 Apr26 ? 00:00:00 init [5]

root 2 1 0 Apr26 ? 00:00:00 [migration/0]
root 3 1 0 Apr26 ? 00:00:12 [ksoftirqd/0]
root 4 1 0 Apr26 ? 00:00:00 [migration/1]
root 5 1 0 Apr26 ? 00:00:42 [ksoftirqd/1]
root 6 1 0 Apr26 ? 00:00:00 [events/0]
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root 7 1 0 Apr26 ? 00:00:00 [events/1]

root 25233 1 0 Jun07 ? 00:00:00 /usr/1ib/postfix/master
postfix 25244 25233 0 Jun07 ? 00:00:00 gmgr -1 -t fifo -u

root 26889 1534 0 11:20 ? 00:00:00 sshd: root@pts/2

Linux has a feature (ulimit) to limit the number of files opened by each process.
This limit is essentially the number of file descriptors each process can use.
Linux has a feature (ulimit) that limits the number of files opened by each
process. This limit is essentially the number of file descriptors that each process
can use. The file descriptor is needed when Linux uses resources such as
standard I/O and communication between processes, because these resources
are treated virtually as files. Example 4-8 shows the number of file descriptors
opened by a process with process ID 4610.

Example 4-8 Sample output showing the number of file descriptors used by a process

# 1s -1 /proc/4610/fd

total 7

dr-x------ 2 root root 0 May 30 20:04 .

dr-xr-xr-x 3 root root 0 May 30 20:04 ..

Trwx------ 1 root root 64 May 30 20:04 0 -> /dev/pts/4
Trwx------ 1 root root 64 May 30 20:04 1 -> /dev/pts/4
Trwx------ 1 root root 64 May 30 20:04 2 -> /dev/pts/4
Trwx------ 1 root root 64 May 30 20:04 3 -> socket:[732707]
Trwx------ 1 root root 64 May 30 20:04 4 -> /dev/pts/4
Trwx------ 1 root root 64 May 30 20:04 5 -> /dev/pts/4
Trwx------ 1 root root 64 May 30 20:04 6 -> /dev/pts/4

For network applications such as an http daemon, the number of clients is limited
by the file descriptor limitation. So, when new clients are unable to connect to an
already running HTTP daemon, it could be that the HTTP daemon has reached
the limit where it can no longer open a new file descriptor.
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Problem determination outside the local machine

When we are sure that the local machine network is working correctly, then it is
necessary to focus the problem determination task externally from the local
system. Again, here too it is necessary to ask some logical questions to be able
to proceed. Is the communication problem with a specific system only? Is the
communication problem with all the other systems? Were there any changes
made on the network or on any of the systems? A simple flow chart on this
regard is shown in Figure 4-48.

[Can connect to some systems Unly]

Yes Check the system where
configuration changed

Check the system
giving error messages

Vazs there any
configuration change?

Any system giving srror
meszagez?

Trace the system
having problem by
using packet trace

Figure 4-48 Problem determination outside the local machine
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Packet tracing

Packet tracing a very powerful technique for network problem determination.
Packet tracing helps us to determine the problem by monitoring the data on the
network. It is common to packet trace on the local machine, on the destination
machine, and on a network device such as the switch or router. In some cases it
may be required to do packet tracing at more intermediate network levels
depending on the complexity of the network setup. Packet tracing helps us to
identify the problem layer, too. Example 4-9 shows a sample output of the Linux
tcpdump tool. The tcpdump tool is used to capture the network packets on a

system.

packe
- tracs
5 TS
. S

- -

Figure 4-49 Using packet trace for problem determination

Example 4-9 Sample tcpdump output

# tcpdump -i eth0

20:41:10.810464 IP 172.168.1.2.1bm3494
ack 1144296 win 63403

20:41:10.810464 IP 172.168.1.2.1bm3494 > 1in.itso.pok.ibm.com.ssh: .
ack 1144296 win 65535

20:41:10.810465 IP 172.168.1.2.1bm3494 > 1in.itso.pok.ibm.com.ssh: .
ack 1145092 win 64739

20:41:10.810466 IP 172.168.1.2.ibm3494
ack 1145748 win 64083

20:41:10.810467 IP 172.168.1.2.1bm3494 > 1in.itso.pok.ibm.com.ssh: .
ack 1145748 win 65535

20:41:10.810748 IP Tin.itso.pok.ibm.com.sshIP 1in.itso.pok.ibm.com.ssh
> 172.168.1.2.1bm3494: P 1149028:1149624(596) ack 5461 win 9648win 9648
20:41:10.811267 IP 172.168.1.2.1bm3494 > 1in.itso.pok.ibm.com.ssh: P
5461:5513(52) ack 1145748 win 65535

\"

lin.itso.pok.ibm.com.ssh: .

\"

lin.itso.pok.ibm.com.ssh: .
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20:41:10.811410 IP Tin.itso.pok.ibm.com.ssh > 172.168.1.2.ibm3494: P
1149624:1150476(852) ack 5513 win 9648
20:41:10.811466 IP Tin.itso.pok.ibm.com.ssh > 172.168.1.2.ibm3494: P
1150476:1150752(276) ack 5513 win 9648
20:41:10.811572 IP Tin.itso.pok.ibm.com.ssh > 172.168.1.2.ibm3494: P
1150752:1151044(292) ack 5513 win 9648
20:41:10.811722 IP Tin.itso.pok.ibm.com.ssh > 172.168.1.2.ibm3494: P
1151044:1151208(164) ack 5513 win 9648
20:41:10.811814 IP Tin.itso.pok.ibm.com.ssh > 172.168.1.2.ibm3494: P
1151208:1151372(164) ack 5513 win 9648
20:41:10.811904 IP Tin.itso.pok.ibm.com.ssh > 172.168.1.2.ibm3494: P
1151372:1151536(164) ack 5513 win 9648
20:41:10.811993 IP Tin.itso.pok.ibm.com.ssh > 172.168.1.2.ibm3494: P
1151536:1151700(164) ack 5513 win 9648

During a packet trace exercise, if we are not able to obtain the MAC address of
the destination node, then that means that either the local node is not able to
send ARP requests or the destination is not able to respond to ARP requests. If a
ping is not working, then either the local system is not able to send ICMP echo or
the destination is not able to reply to the same.

CISCO SPAN port function

CISCO switches have a SPAN port function, as shown in Figure 4-50. The
unicast packet sent to B from A can be copied and sent to the SPAN port. The
span port provides the switch port analyzer function.

Figure 4-50 CISCO SPAN function

Packet tracing in z/VM

It is possible to capture the packets on the z/VM Guest LAN or VSWITCH by
using the virtual LAN sniffer function (available in z/VM V5.2 or later). The CP
TRSOURCE command can be used to trace and record the data transfer. To
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analyze the output, the IPFORMAT utility can be used. To use the z/VM Guest
LAN trace function, class C or higher privilege is required.

Figure 4-51 shows a z/VM packet trace scenario. Assume that we need to
capture the trace information between the edge system and the IHS system.

i packet
i frace

Figure 4-51 VM packet trace scenario
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First we need to define the trace that we want to get. Then the defined trace
needs to be activated. Once the trace is activated, we need to start the
communication between the systems of interest. Once communication is
attempted for a sufficient amount of time, the trace needs to be stopped. The
next step is to save the trace information to a CMS file and then analyze the
same using the IPFORMAT utility. Figure 4-52 shows the definition of the trace,
activating the trace, and then starting the trace.

i Rosdy; Ta0.01/0.01 13:12.19 N

LY Ve
._________',IHIZI id vewitchl type lan owmer aystem lammame vewltchl

o dy; Tel.01/0.01 13:13,22
Step I ™
e T TrE0 type 1A

ID TIPE 88T ETATTS OWHER  MAME LENGTE OFTIONES
VEWITCHL LAN WL DICRELED SYETEM  VEWITCEL 0511 nwe
VLANID

- ALL
Readyy T=0.01/0.01 13:13:30

treo en id wewitchl
L — paady) T=0.01/0.01 13113146

=g tT80 typa lac

Step 2 =]

4] e gue STATUS  OWNER HAME LENGTH OPTIONS
VEWITCEL 1AM RULL ERAELED SYETEM VEwWITCEL 0612 momm
VLAKID
ALL

Ready; T=0.01/0.01 13:13450

cragurce diza id wvewicchl
Stf‘p J ———" ncady;, To0.01/0.01 13:15.31

N — /

Figure 4-52 z/VVM Guest LAN sniffing step 1-3
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Figure 4-53 illustrates stopping the trace and saving the trace record on to a
CMS file. Also shown is the IPFORMAT command execution.

r Ready; T=0.01/0.01 13:15:36 -"
S'EP _1 —_— e tracered name vewitchl cme vewitchl trace a
ECETSS083I FROCESEING SYSTEM TRACE FILE(S] FOR 0214 CREATED 05/27 13:13:4
ECETSF010A ENTER TRACE ENTRY SELECTION CRITERIA, WULL LIKE TO END SELECTI
QUIT TC END TRACERED COMMAND
ECETSM0B4I FROCESEING COMFLETE - §7 TRACE ENTRIEE FORMATTED
Readyr T=0.02/0.03 13:16:14
5 ipformat wewitchl trace &
—_—
‘;TEP i OTCIFFIBEIT Mo ETC SERVICES [ile found, using defaulta frem RPC

4
£
¥
>
E3
¥
*F
>3
33
¥

T
1L
21
27
£
il
47
B
61
&7

of &7
of 67
&7
&7
ai
&7
L
&7
&7
&7

RRARRRAR

Trace
TIace
trace
Trace
TIace
trace
trace
TIacs
trace
trace

entries processed (0,136601 ecconds
encTies proceseed (0.210555 seconda
entriss processed (0.3131732 seconds
entries proceseed [0.302088 seconds
entries processed (0.482734 seconds
entries processed (0.529262 seconds
entries procesesd (0.63BBA3 seconds
entries procesesd (0.7RATTO geconda
sntries proceseed (0.548H51 seconda
entriss proceseed (1.078477 seconds

Readys T=1.37/1.38 13:20:35

k_h__=_=_J

DPOIPFI8E2T 1700 for some of the common well koown portas.
DPCIFFAB0II Formatting packets...

elapaed)
alapaed)
alapaad)
elapaed)
elapasd)
alapned)
elapaed)
alapasd)
elapaad)

elapaad)

Figure 4-53 z/VVM Guest LAN sniffing step 4-5
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Figure 4-54 shows the trace record file contents. The contents are in the

hexadecimand format. The IPFORMAT utility processes this record and
generates a more easy-to-read output.

=
g Ve Comiunicaben (ctone Wfmcow Hop

D% %% Top of File * *
1

Line=0 Cal=1 ATt=0

0 DONOEZES 5PIDNOE2D
ODFESETFL
C IuﬂuDlll
trace
record

HEX)

o a0nonoo
0 000G
) 00000000 OONODOD0 O0GBOBOO0 000
Q00E0 oOd 0000 oootOpoo OO0

]
=
16
B
]

20
- mE

1=H1p Z=Add 3=Quit $=Tab 5=5CNQg 6=7 7=Bkwd B=Fud D=Rpt l0=R/L 11=5p/Jn lZ=Cursr

=i Connezad bo remole serverihost endtashoendgott, brycoi dsra pait 22 /B0 Mstorh Perkesy 17 05 an PSP

Figure 4-54 Sample trace record

156 Problem Determination for Linux on System z



Figure 4-55 shows the trace record after processing using the IPFORMAT utility.

B Scsion & |24 5 00]

B gdt Wew CorwuncEDon  GCDonE  ndow  Hep

5| i A (s @) %) 2 3] 4l9)
PACKET ID: @ Packets Available = Previous: B Next:

{1Tr} Tadenti Tication Number
|P {1 Fragment DTTset

header

I1
{IP} i [None)

{ICHP) == Intermet
ICMP {ICHP)

{ICHP}
header  /Jres

{TCHP)
Bats 1

elp z= 3= Quit A= 5= PravPkt 6= NextPkt
clkward B= Forward 9= 10= ASC/EEC 1l= XEDIT 12= Cursor

247007

1! Conmacesd bo remote: sevvew/hoat endisah. endcott bm o usng poik 23 (DM Hsbscal, Pepkey |7 05 on PEM:

Figure 4-55 Sample IPFORMAT output

Example of a problem determination using packet trace

Figure 4-56 shows an example scenario for problem determination by using
packet trace.

get the packet
trace
5 L e

b
=

Figure 4-56 Example scenario for problem determination by using packet trace

Assume that the communication between the Linux system and the client is not
proper. When a session is opened with the Linux machine from the client, the
display is frozen for a while before returning to its normal state. Also, command
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types are displayed on the screen after a while. To find the problem, as
illustrated, we need to get Linux system trace information for the Linux system,

switch and the client system.

As shown in Figure 4-57, we can see that the client and the switch are doing TCP
retransmission continuously, but the Linux system is not seeing those packets.
So, the client is not having any problem and the switch port is unstable. There is
probably a speed mismatch between the OSA port and the network port setting.
The OSA/SF tool can be used to find the OSA card port settings such as the

negotiation mode, speed, and so on.

client
B 15, 650580 172.20,0,189 172,20, 0. 182
w9 i BB d v AR Bal8B e e v n o157 » Bl Wi
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LT EF e LT LR L e LT,
2 IT.¥TEA20 Iri. 20, 3. 187

41 T. e 172,210,310 ITZ. 0. 3.189
oA NI o b O M o IR LSS

a8 I3 48T irE. . 0188 iTE M. b1k
switch

38 15.651530 172.20. 3. 189 172. 2. 3. 187

39 1%. F16"83 1723.29. 3. 189 172. 30, 3. 1K

J Al ASREE N EER N EFAREAEEEE AR " Ll --i‘
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..... e
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S5Mv2 Encrypted reguest packet len=38
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Figure 4-57 Example packet trace (switch port trouble)
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This information can be compared with the switch-side settings to ensure that
both are configured and operating in the same mode. As shown in Figure 4-58,
the OSA/SF tools show the configured values for the OSA card and the active

values.
okt ool ok ook ok bk bk ok obolo ok ok koo stk ootk ok ook bkt bk ok ook ok ook bk ok sk ok ok
Port type --—-------------------% {000Baze-T Ethernet
c-Gonfiguration name -----—--------% [BM Default ConfigFile 1000Baze
z-LAN traffic state -----—--------% Enabled
Service mde —=----==mremmmemos Ho L
Modes configured ---------------3 Q0 0 } :
c-Local WAC address --------------2 001125C01A00 the F.Unflgured
Universs | MAC 3ddress -—--------3 001125001400 o -~ mode of OSA
c-Configured speedimode ----------3 Auto negotiate ) '
Act ive speedimode --------------3 1000 kbps full duplex
the active mode of
0SA

Figure 4-58 Sample OSA/SF output showing the OSA card port speed settings

4.4 Case studies

In this section we see some case studies involving real-life problems.

Case study 1 - eth0 interfaceeth0 interface down
In this scenario the deactivation of the ethQ interface causes the eth1 interface to
stop functioning.

Problem

We have a Linux system running on the system with one interface eth0. A new
Ethernet interface eth1 was added and the system was rebooted. After the
system reboot, the ethO interface was brought down using the ifconfig
command to test the communication using the eth1 interface. But now the eth1
interface cannot communicate. Figure 4-59 shows the scenario.

Linuz

ifconfig down ',___
! atl'-:l-: | ethi

Figure 4-59 Case study example - eth0O interface down
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Data for analysis

To troubleshoot the problem, we need to gather the following information and
analyze it for correctness:

/etc/sysconfig/hardware/hwcfg-geth-bus-ccw-0.0.xxxx
/etc/sysconfig/network/ifcfg-geth-bus-ccw-0.0.xxxx
dmesg command output

ifconfig command output
/etc/sysconfig/network/routes

netstat -rn command output

vyVyVvYyVvYyYVvYyy

Analysis and conclusion

Upon checking the configuration files, all looked correct. But from the routing
table output given by the route -n command, we identify that the eth0 interface
is configured as the routing interface (default gateway) for eth1. So, when the
ethO interface went down, the eth1 interface was not able to communicate
because of the loss of the routing table entries. All communication was done via
the eth0Q interface.

If the above approach is not leading to a solution, then consider obtaining a
packet trace.

Case study 2 - connection lost after VSWITCH OSA takeover

Assume that we have a VSWITCH configured on a z/VM system with device
3700 as the active OSA and device 3800 as the backup OSA.

Problem

When the cable connected to the active OSA (device 3700) was removed, the
communication was lost even though switching to the backup OSA (device 3800)
happened.

Data for analysis
Analyze the following data:

» The status of devices 3700 and 3800
» ARP cache of z/VM TCP/IP and the workstation executing the ping command

» Routing z/VM Linux guest information for the z/VM Linux guest (route -n
command output)

» Trace information for the VSWITCH
» OSA/SF query
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Analysis and conclusion

From the OSA/SF query output, it was found that the port setting of the backup
OSA device was 1000 Mbps full duplex in spite of connecting to the 100 Mbps
switch. Due to the mismatch of the port speed, data was not sent. Since the
active OSA was able to communicate before the cable was pulled, it is clear that
there is no problem at or above the IP layer.

Case study 3 - not able to connect using SSH

Consider the scenario shown in Figure 4-60. The Linux systems are running on
z/VVM on System z. The routers indicate that the client system and the Linux
systems are in different network subnets.

Problem
We are not able to connect to the Linux system from the client using SSH.

Linux

Figure 4-60 Case study example - not able to connect using SSH

Data for analysis
Analyze the following data:

» /etc/sysconfig/hardware/hwcfg-geth-bus-ccw-0.0.xxxx
» /etc/sysconfig/network/ifcfg-qeth-bus-ccw-0.0.xxxx
» routing table information (route -n command output)
» configuration of routers

> tcpdump

Analysis and conclusion

There was no problem with PING or FTP. Since SSH will use the same network
path as PING and FTP, the problem is not with the routing tables. SSH between
the two Linux systems is working well. So, the SSH server on the Linux system is
working correctly. Checking the router configuration, it was discovered that the
MTU size setting of the router connected to the Linux system network segment is
512. This means that packet fragmentation is needed at the router level. But the
client is sending packets with the Do not Fragment (DF) bit set. This causes the
router connected to the Linux systems to send the message ICMP Destination
unreachable/fragmentation needed and DF bit was set to the client. But the
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configuration of the router connected to the client segment is to discard this
packet. Hence, the cause of the problem is the configuration at the router side.
The tcpdump was useful to troubleshoot this problem.
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Performance problem
determination

This chapter discusses performance problem determination for Linux on
System z. We discuss:

» What a performance problem is

» General flow of performance problem determination

» Case studies
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5.1 What a performance problem is

164

Typically, when the user of a system is expecting the system to deliver
something and if the system is not able to deliver up to the expectation, then we
say that there is a performance problem with that system. Based on the
expectation of the user, this can vary. For example, when a system is running at
100% processor utilization and if the users do not face any issues with the
responsiveness or throughput of the system, then there is no performance
problem with the system. So, it is important to understand the expectation before
trying to troubleshoot.

The majority of performance problems arise due to the misconfiguration of the
system or not meeting all the prerequisites. Performance problems may arise
because of resource bottlenecks (for example, applications or middleware
consume all the resources on the system), software problems (improper
configurations, software bugs, and so on), and hardware problems.

Problem Determination for Linux on System z



5.2 General flow of performance problem determination

Performance problems can arise at the hardware level, the operating system
level, the middleware level, or the application level. Figure 5-1 shows the
approach to problem determination classified in these layers. The scope of this
chapter is problem determination at an operating system level. However, the
following points should be noted:

» Investigation at the OS layer alone may not be always sufficient.

» Sometimes investigation at each separate layer is not enough, and the other
layers needs to be investigated as well.

Application

Middleware

08 (Linux, VM)

Hardware
(System z, Storage)

Response time, throughput
Processing logic
Parameter of middleware
= = Allocation of resources
Resource utilization (reap, shered, memary, etc.
Statistical information

Resource utilization(CPU, memory, 1/0) _
Allocation of resources ;isrz;?ae‘t';
System parameter seftings P

Resource utilization (ceu, memory, 10)
Resource ufilization of external Device (storage)
Allocation of resources

Figure 5-1 Performance problem determination layers
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CPU, memory and I/O are all related to hardware, but these are the resources
managed by the operating system, so the operating system level problem
determination is typically concentrated around these resources. As illustrated in
Figure 5-2, performance problem determination starts with understanding the
problem and its occurrence.

- - Definition of problem
Performance trouble |:> What is the performance requirement?
occurrence

J What is the target value?

How was the target value derived?

r A What is the influence level and the emergency level
Cause investigation * - of the problem?

Information gathering

Necessary data is different in each layer
information about configuration and parameter
- resource ufilization
- processing logic
efc...
Testing In addition, more detailed data is gradually
acquired in the PD process to isolate the problem
The acquisition interval of resource utilization
might be shorter compared to usual monitoring

Tuning

Prablem solving

A

Figure 5-2 Performance problem determination - defining the problem

As shown in Figure 5-2, the first step is to understand the problem clearly. As
noted, it is important to understand the expectations of the user of the system
and what makes him think that there is a performance problem. It is also
important to understand the system environment to learn about any external
factors affecting the performance of the system. After understanding the problem
description, the next step is to gather more information, such as configuration
parameters, how resources are utilized, and processing logic of the applications.
As the problem determination exercise progresses, more data is gathered for
detailed analysis and to isolate the problem. It is also typical that during the
problem-determination process, the system resource utilization is monitored very
frequently for smaller intervals than what is done under normal circumstances.
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As indicated in Figure 5-3, from an operating system perspective, the utilization
of CPU, memory, disk, and network is the main data analyzed for problem
determination. Although it depends on the problem at hand, in most of the cases
the investigation starts by examining the CPU constraints. One reason for this is
that the CPU constraint is probably the easiest to find.

- ~ In the viewpoint of 05, we mainly investigate the
Performance trouble utilization of physical resources (CPU, memory, disk,
occurrence ) and network)
It depends on the problem at hand to decide from
- . where to start troubleshooting
Cause investigation E>
Tuning '
=~
Testing
r' Y
Problem solving

Figure 5-3 Performance problem determination - cause investigation

As shown in Figure 5-4 on page 168, the system is checked to see whether there
are any CPU constraints. If the system seems to be CPU bound, then it is
investigated further to understand which process and which application is
creating the problem. If the system is not having CPU constraints, the next
resource to be considered is memory. If there is a memory constraint, then it is
investigated further to understand exactly where this is happening. If CPU and
memory constraints are not found, the next thing to examine is an 1/O resource
constraint. In case of I/O resources, there are two major sub-resources: disk and
network. If there is no resource constraint observed at the I/O level either, then it
may be necessary to investigate the interaction of different layers indicated in
Figure 5-1 on page 165. Sometimes it may happen that solving one bottleneck
will introduce another bottleneck, which needs to be resolved.
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CPU bound?
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s the system
memory bound?

Is the system
disk bound?
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. Action 3 |

Yes

| Action 2

s the system
network bound

Yes

y
Action 4 more test

Figure 5-4 Performance problem determination - typical cause investigation flow

Generally, problems occur because of a change. This could be a change in the
system configuration, a change in the resource allocation, a change in the
parameters used for the configuration, and so on. When problems occur in an
environment where everything was working perfectly, the first thing to be
checked is for any change (in the environment, on the system, and so on).
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As shown in Figure 5-5, investigation, tuning, and testing are interrelated
activities. This is because an investigation will lead to a solution, and it is
important to test the solution to make sure that it really works. Also, when the
solution is tested, it may become apparent that the solution is solving the
problem at hand but introduces a new bottleneck. In this case, the newly
identified problem has to be investigated and a new solution needs to be found.

- - The solution for the problem at hand could be derived by
Performance trouble system configuration change
occurrence .
J resource allocation change
parameter change
s D resource reinforcement
Cause investigation * - efc....

The testing is done to verify that problem is solved by the
derived solution

A lot of changes are not executed ata time

Verify multiple times and find the best configuration
or parameter

There is a possibility thatanother bottleneck is

Tuning

= introduced or realized while we eliminate one

Testing in that case, investigate the cause of newly identified
bottleneckand derive a solution

Problem solving

Figure 5-5 Performance problem determination - tuning and testing

While testing a solution, it is important to make only one change at a time. When
many changes are done at the same time, it will be difficult to conclude which
change solved the problem, if it gets resolved. Making multiple changes at the
same time might introduce new problems as well. Then it becomes difficult to roll
back since, we may not know which change created the new problem. It is a
good practice to verify a solution multiple times to find the best configuration or
parameter.

5.2.1 Data necessary for investigation

Collecting as much data as possible is important for any kind of problem
determination. This is true for performance problem determination, too. We need
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to collect the information about the system configuration such as the mode of
operation (that is, LPAR or z/VM guest), how many CPUs are allocated, how
much memory is allocated, how many disks are assigned, minidisks or dedicated
disks, how many channel paths are there for disk access, type of networking
options used (QDIO, iQDIO, and so on), software versions (kernel level, z/VM
service level, and so on), and type of applications running on the system and
their nature (that is, CPU intensive, memory intensive, I/O intensive, and so on).
We need to understand how the system is configured, such as the kernel
parameters configured and resource usage limits (for example, ulimit). Another
important set of information is to collect the resource utilization data for the
system under consideration. Resource utilization data includes CPU utilization,
memory utilization, disk utilization, and network utilization. In the case of CPU
and memory, what we need to know is how much CPU or memory there is, how
much is utilized, how quickly its is getting consumed, who is using it, and so on.
In the case of disk and network, what we need to know is how much data is
getting transferred, how many 1/O operations are performed to transfer the data,
and so on. Although it is useful to have real-time statistics, for effective
performance problem determination, historical data for the resource utilization is
required. In case historical data is not available, resource utilization should be
measured at regular intervals and the results should be analyzed.

Refer to Chapter 3, “Problem determination tools for Linux on System z” on
page 59, for a summary of the common Linux tools used for information
gathering.

5.2.2 CPU bottlenecks

170

In this section we discuss CPU bottlenecks. Let us first take a brief look at how
Linux and z/VM uses the CPU.
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The Linux CPU management is illustrated in Figure 5-6. Only one process gets
executed on a given CPU at a time. The processes that are ready to be executed
on a CPU are maintained in a ready queue. From there, the Linux system puts a
process to the processor. After some time, the Linux system moves out that
process from the CPU and puts in another process. The processes waiting to
enter the ready queue are maintained in a waiting queue.

CPU CPU
Process Process - .
Running
/ --“'* a—f‘ﬂ o
P i - s 1‘
AT TR 4 os |2
i [ 1 mem -
L____} EEE !._____! =i =i
Proc Froc | | Froc | Tres
eEE EEE. h ' : EsE ! esE
) (L=
Ready VWaiting

Figure 5-6 Linux CPU management
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Figure 5-7 illustrates the CPU sharing on System z. At the LPAR level, the
physical CPUs are assigned to logical CPUs by the logic in the microcode. The
processes executed by each LPAR on the logical CPUs assigned to them are
executed on the physical CPUs on a time-sharing basis by the microcode logic.
In case of z/VM, the virtual machines see virtual CPUs assigned by z/VM. Similar

to the microcode logic, z/VM takes care of executing the processes from the
virtual machines on a time-sharing basis.

LPAR1 LPAR2
Linux1 Linux2
CPUO, CPU1 CPUO,CPU1

Gh @ | | G

Physical processors are
assigned to virtual

processors by time sharing
processing of ZVM

Physical processors are
assigned to logical
processors by LPAR
management

Figure 5-7 CPU sharing on System z
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The CPU utilization is calculated as shown in Figure 5-8. As seen in figure, the
CPU time is not the entire duration. It is only those times during which the CPU
was really used. For example, when the vmstat command is executed with a
5-second interval, the tool calculates how many times the CPU was used during
this 5-second interval.

%CPU = CPUTime / (CurrentTime — StartTime) * 100

. CPU TS;\\
| (_kﬂ | .I”_JI\_‘\ |
- ~ -
StartTime CurrentTime

Figure 5-8 CPU utilization
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As discussed earlier, we start the problem determination by examining the
system configuration. Figure 5-9 shows the logic flow for the CPU bottleneck
check. Typically, while examining the current configuration, the physical, logical,
and virtual (z/VM) CPU configuration is learned. Then the CPU resource
allocation settings are compared with the physical CPU resources on the
hardware to make sure that the configuration is correct.

Number of CPU

Confim the configuration |:> number of physical CPU

number of logical CPU

number of virtual CPU {under /i)

Resource allocation
Investigate CPU utilization LPAR weight

2N share parameter
capping or hard limit/soft limit

Investigate what consume CPU

Confimm_how much CPU resource in the
hardware configuration can be used.

Investigate system overhead

Figure 5-9 Flow of problem determination - checking the configuration

Once the configuration is verified, the next step is to investigate the cause of the
high CPU utilization problem. Figure 5-10 on page 175 shows a diagrammatic
representation for the same. When the CPU utilization is investigated, it is
important to remember that the utilization data needs to be collect at multiple
intervals and then analyzed. The CPU utilization data must be collected for the
entire system, for each CPU, and for each process. In the case of z/VM, the
same is to be collected for each VM and, also, the z/VM overhead is to be
measured. If the CPU utilization is 100%, then chances are that the bottleneck is
on the CPU. However, this is not always true since activities such as paging
consume lot of processing cycles. So, if the CPU utilization is reaching 100%
mainly because of the paging operations, then we have a memory bottleneck.
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If CPU utilization is 100%, the possibility of CPU

bottleneck is high.

it is not understood whether it is really CPU
bottleneck from this situation

there is a case that swap processing consumes
CPU. == this case is memory bottleneck

Figure 5-10 Flow of problem determination - investigating the CPU utilization

Table 5-1 summarizes the tools that can be used for acquiring the CPU utilization
under Linux. This is not a complete list—these are some of the common tools.

Table 5-1 Tools to acquire CPU utilization under Linux

Name

Summary

Entire system

Each CPU

Each process

vmstat

Acquire CPU
utilization at
specified
interval.

X

mpstat

Acquire CPU
utilization at
specified
interval.

sar

Acquire CPU
utilization at
specified
interval.

top

Acquire CPU
utilization of

each process.
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Name Summary Entire system | Each CPU Each process

ps Acquire CPU X
utilization of
each process.

z/VM Performance Toolkit is capable of acquiring the CPU utilization for the
entire system, for each CPU, and for each process.

Table 5-2 Tools to acquire CPU utilization under z/VM

Name Summary Entire system | Each CPU Each process
Performance Acquire CPU X X X
Toolkit utilization of

z/VM and each

VM guest.

Figure 5-11 shows a sample vmstat output where the CPU utilization of the entire
system is available.

| number of context awitch |
number of zoftwars ":e"'upt| ‘
~ J__;?PU utilization of entire system
- \ il

Procs ————--——— =Mt Y-—-——-——-- -——SWap-- —————ID————\\;SS‘STEM$ ——--—CpU--————-
r b swpd free buff cache =i 0 bi ba 1‘in ez ug sy id we st

20 0 BAZE 324 189368 1] 1] 1] o101 2 B 42 0 052

10 0 BA28 9824 199863 1} i} 1} o9 ¥ 540 0 055

10 0 BAZE  9E24 189363 1] 1] 1] 4102 T o437 0 054

at (steal) & dizplayed on only SLES10

Figure 5-11 CPU utilization of entire system - vmstat

Figure 5-12 shows a sample sar output where the entire CPU utilization, as well
as the utilization of each CPU is available.

sar4-PALL
15205257 ey Ruser Wnice  Yeystem  Kiowait Kidle N — )
15:05:58 all 000 00 000 0.00 100,00 4—y oo Ullizalion of entre system
1520559 0o L0 000 000 10000 —

# & r
1520558 i om  om  om o ongo| Lonotlzatenofeach LU

Figure 5-12 CPU utilization of entire system - sar
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Figure 5-13 shows a case where from the vmstat output it looks like there is no
CPU bottleneck, but the output of sar and mpstat indicate that there is a CPU
bottleneck. In multiprocessor systems such as the one in this case, the vmstat
output will be an average of each CPU utilization. So, the vmstat output shown in
Figure 5-13 indicates that the system is having only 50% CPU utilization.
However, the sar and mpstat outputs indicate that one processor is always at
100%, and hence there is a bottleneck.

output of vimstat
Prags —-----=-=-=[RM0F y=-------=- -==gWap-- ---—-ip---- --gyztemr- ----cpu----
Fob oswpd  free  buff cache si oz B B0 in csusEy idwa
110 03756940 2452 186376 0 O noos 2 & eH Sﬂt_ﬁl: it seems {0 be room
110 03736340 2452 136376 0 O 1] D2 37850 because of idle=50%
110 0373R340 2M52 136376 0 O 1] 0208 23 EdM50 0
output of sar / It|3[ZP-, bottlensck because
all of one CPU iz uzed.
a4 CPU Huzer finice  Mevstem  Niowaif Hidle
1154 all 450 0,00 45,50 0.00 50,00 In genzral Linux proceszes
1154 0 0. 00 0,00 0. 00 0.00 100,004 ONE DIOCERS 0N One
11543 1 9,00 000 9100 0.00 000 PIOCESS0N,
o154 all £ 00 000 44,00 000 0.00 In multi-proceszor
154 1] 0.00 0,00 0.00 0.o0 1000 environment, it is necessary
o154 1 1200 000 &8 o0 0.00 .00 to note that CRU utilization
become the average of each
(R EN: CRU Yuser  nice Neystem Xiowsit  Nirg  Mcoft  Nidle  intr/s
[N R all &850 000 4650 0,00 000 0,00 G000 20200
[ R O 0o o000 0o00 000 000 0,00 100,00 0. 00
o5 tonon 000 800 000 o000 0.00 0o00 0. 00

Figure 5-13 Utilization of each CPU
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The top and ps commands can be used to find the individual processes using the
CPU. These commands are capable of listing the CPU utilization for each
process. Figure 5-14 on page 178 shows sample outputs for top and ps. As can
be seen from the figure, the top command is capable of displaying the CPU
utilization of each process on which CPU the process is running, how much CPU
time is used by each process, and the utilization of each CPU.

top
it is possible to display CPU utilization of each CPU by pressing the key *1" while executing top

top - 17236214 wp 2 min, 3 wsgers, load averagel 0.84, 036, 018 |

Taszks: 53 total, 3 running, 50 sleeping, 0 stopped, 0 zoembie — CPU utilization of each
Cpud T 0.0%us, 1.Msy, 0.0, S2.5%id, O0.0%wm, O.0%hi, O.C%i, 004t CPU

Cpul @ 80.9%us, 4 1%sy, O 0¥ni, 0L0KId, 0.0Mws, 0 0Khi, 0L0%si, O.0%t
Hem: 247988k total, 208704k used, 39280k free, 10212k buffers *

Swmpl Ok total, Ok uszed, Ok free, 132720k cached \\\
PID USER PR Ml S HCPU YMEM TIME+  PRID RUSER o P TIHE COMMAND
1522 root 23 0R a0 1.0 023824 1519 root 01 0:48 bash
1518 root 13 0OFR 105 0:00.23 1472 root 00 0:00 top
1 root 16 05 001 0:o0n.ga 0 root 00 0o init
2 root RT 0§ 0 0.0 00000 1 root 00 0:00 migration/0
T T T
CPU utilization of each process CPU time (seconds) ‘ CPU number
[s
option ‘U (without hyphen) : display CPU wtilization of each process
USER PID MCRU '}E'IEM W52 RSS TTY STAT START  TIME COMMAND
roat 1o ol ez S 1517 000 init (3]
r oot 2 0.0 0.0 [T TE TSR 0200 [migr ation/0]
ront 3 0.0 00 1] oy SH 15217 000 [ksﬁ?ﬁqﬂfﬂ-}-—_.ﬂ:pu utilization of each
¥ oot 4 0.0 0.0 i n? 515717 0:00 [migrationd1]] process

Figure 5-14 CPU utilization of each process
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Figure 5-15 shows the z/VM Performance Toolkit output indicating the
percentage utilization for each physical processor.

Fi i W
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utilizationof ("1 FEEE B i 1 Dias it e
eachphysical | Tofal rel, S 4 Tot, b RE |
Processor = :
o el 1 - S | * %CPU means total CPU load az a
W JEE i sl oF) (B
ME: | cadiva ] ] A T { \mar percent
lig W i of gt
|, WOBs loading ) {of in-meus uer i
{. 1B (e K] Y PO ¥ %CPU = %CP + REMU
pargion fact & 3
gk ok ! - b % SGEMU means percent of emulation
Trarmet oy Hil  trivia i oo Erdraa time, that iz, the processaor time uzed
hierage upers ) R, ‘ ¥ while virtual machineg were running
e o 0 Hae MmO under control of SIE microcode
rarg, time I Bax.
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Figure 5-15 Individual processor utilization report using the z/VM Performance Toolkit

Depending on the Performance Toolkit report screen, the CPU utilization is
displayed as an average of all CPUs or a total of all CPUs as follows:

» Processor Summary Log screen (FCX239)

Pct Busy: displays average of all CPUs, and Max=100%
» CPU Load and Transactions screen (FCX100)

%CPU: displays CPU utilization of each physical CPU, and Max=100%
» User Resource Usage screen (FCX112)

%CPU: displays total of all CPUs, and Max=100% x (number of physical
CPU)

» General Performance Data by Time screen (FCX101)
CPU: display total of all CPUs, and Max=100% x (number of physical CPU)
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To further investigate the problem, it is necessary to find which process is
consuming the CPU. In case of Linux, this could be a user process or a kernel
thread. Figure 5-16 summarizes the action points in each case.

confim by CPU utilization of each process
Confim the configuration

monitor applications and middleware (ex. DB2
snapshot)

review the setting of applications and

Investigate CPU utilization middleware
acquire trace and confim whether loop efc. is
generated if necessary

investigate whether there is a bias of the
p number of executing user function inan

E> application by using OProfile

1 Case: user process consumes CPU

Investigate what consumes CPU

Case: kemel thread consumes CPU

confim the role of kernel threads, and
investigate the reason

v investigate whether there is a bias of the
Investigate system overhead Blg:w{f:'tjalreol executing kernel function by using

Figure 5-16 Flow of problem determination - investigate what consumes CPU

kswapd is a Linux kernel thread that acquires pages when the free memory
decreases. So, a high CPU utilization by kswapd means that there is memory
shortage and CPU is getting consumed because of that.

kjournald is a Linux kernel thread that commits the transaction of file systems
using a journal such as the ext3 file system. High CPU utilization by kjournald
indicates that a lot of CPU is being consumed for file system transaction commit
to the journal area due to lot of disk I/O.

pdflush is a kernel thread that writes dirty page cache to the disk. High CPU
utilization by pdflush indicates that there is lot of disk I/O since it is actually
writing dirty page caches to the disk very often.

When software IRQ load on the Linux system increases, the ksoftirqd kernel
thread is executed. This is done on a per-CPU basis. So, if the ksoftirqd is taking
more than a tiny percentage of CPU time, it means that the system is under
heavy software interrupt load. This can happen because of very high disk I/O,
heavy network traffic, and so on.
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What happens if we do not find a specific process using a lot of CPU but the
individual CPU utilization is reported as high? There is still a chance that the
CPU is really getting utilized. The time taken by the CPU to perform the context
switch is considered as the system time. This is the system overhead since it is
not used by any process directly. An increase in this time means that more and
more CPU is used for context switch. Other tasks that are considered as
overhead are swap processing and a large amount of /0. As summarized in
Figure 5-17, the number of context switches, and swapping, large I/O are the
reasons behind the increase in system overhead and hence high CPU utilization.

when the process which consumes CPU is not found,
Confirm the configuration there is some possibility of overhead

Linux system overhead
context switch
swap processing
large amount of [/0

Investigate CPU utilization

Investigation item
for Linux

number of context switch and transition of system
time of CPU utilization

) - number of swap and fransition of system time of
Investigate what consume CPU CRU utilization

situation of 10 processing
for z/VI
- T/ Ratio
- Capture Ratio

Investigate system overhead E>

Figure 5-17 Problem determination flow - investigate system overhead
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In case of z/VM the ratio of user time to emulation time or the service time (called
as the T/V ratio) is a measurement that shows whether the user can efficiently
use the resource. Similarly, the capture ratio is a measurement that shows
whether the system can efficiently use the resource. The capture ratio is the ratio
of user time to (system time + user time). This is illustrated in Figure 5-18.

FOZAS Fun 2005/04/70 16:12:36 | TAV ratia is @ measurement that shows whether the user can efficiertly
use the resource

om 2005/04/07 12:22:18 e
From 2005/ 12:22:18 usertime / senice time

To 2005/04/07 14:41:16
For B340 Sece 02:19:00 X
Capture ratio is a measuremert that shows whether system can
efficiently use the resource

- ;F‘{', usertime / (system time + user t|meJ
u'a Ilj 4 WLILT T BJATCT L] Tha
Interval Pt Cap- Oh- Llocks #vela..ee Pet Locks Average Pet Locks Average Pet

tnd Time bBusy [/V ture line /sec sec Spin /sec  usec Spin /sec  usec Spin
1

dear? 906 1,17 9619 2.0 168 449.2 379 15 M0 000 134 133 .001
12:42:16 9.7 1M 8478 2.0 218 BSA.2 LTI 15 2341 000 181 137 .00
12:43:16  30.7 1.4 %543 2.0 218 5823 644 1.8 2484 000 3.2 1.365 .00
1:4d:16 &8 1.4 .8 0.9 520,72 54 1.4 298 000 105 130 .00
| 112 388 { Q00170 1.3 001
1.4 4 | 1T 1 O N 1
1.1 .0 Q0020 '_\EL Ril)
R 19 Ki)

utilization

i Capture ratio |

Figure 5-18 VM overhead check
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5.2.3 Memory bottlenecks

Linux executes each process in a virtual address space. The translation from the
virtual address to the real address is executed as a page based on the page
translation table. The page size is fixed at 4 KB. This is illustrated in Figure 5-19.
The virtual memory is a logical layer between the application memory requests
and the physical memory.

process X page page process Y
translation translation
table table
virfual memory virtual memory
physical memaory

Figure 5-19 Linux memory management

When the main memory is not enough for the system to execute processes, the
system will try to move some data from the main memory to the disk. This
process is called swapping or paging. Swapping occurs when the system needs
more memory that is available. But swapping has the downside of slowing down
the system since the disk is a slow device compared to the main memory. So,
accessing the disk for swapping will slow down the system.
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When the swapped-out pages are to be accessed, they are swapped-in to the
memory again. Figure 5-20 illustrates swapping.

process space physical memory

swap disk

e
—— T —

—h

-~

2. Sswapin occurs because
referenced page is on the
swap disk

Figure 5-20 Swapping
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In case of z/VM, there is a main storage area where the processes are executed.
There is an expanded storage that is used for paging. DASD space is also used
for paging. This is illustrated in Figure 5-21. The CS in the figure indicates main
storage and the ES indicates expanded storage.

Linux1

e ‘H_ ERRE|

Linux3
{

I LII'I'U‘)IBvidua

achine

3

/_Reference Frequency = low

CS [z Main Storage) ~ ES (z/VM Paging Area) 2V Paging DASD
Figure 5-21 z/\V/M paging mechanism

Figure 5-22 on page 186 shows the memory bottleneck problem determination
flow. As usual, first we start by examining the current configuration. Depending
on the configuration, how much memory assigned as main storage, how much as
expanded storage, virtual memory setting for each guest (z/VM), shared memory
settings for middleware, and so on, are examined. When the same memory
space is shared with multiple processes, then it is called as the shared memory
area. Under Linux, this is typically used with middleware such as DB2®, Oracle,
and so on. It is possible to control whether the shared memory should be
swapped. The area in the memory where the data necessary for application
execution is stored is called the JVM™ heap in the case of Java. Memory
utilization of JVM cannot be viewed from the operating system and should be
viewed from the JVM side.
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Confim the configuration

Confirm whether swapping
occurs or not

Investigate memory ufilization

memory assigned
» CSIES

v {In case of ZWIDvirtual memory size of each
guest

shared memory
»size of buffer pool (DB2), SGA (Oracle)
+ swappable or not
~ pinned_bp Lock3GA

JVi
»setting related to VM (ex. size of heap)

Figure 5-22 Memory bottleneck problem determination flow
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The next step is to check whether swapping occurs. Figure 5-23 summarizes
this.

*  In both Linux and 2V, when memory becomes
insufficient, swapping or paging occurs

Confim the configuration

A small amount of swapping may not be a problem
» Generating the swaps means keme| detects
pages with low reference frequency well and
E> swaps-out it,and uses memory effectively

Confimm whether swapping
occurs or not

*  Frequent swap-in/swap-out is a problem

» The case that free memory is notenoughand
swap-out occurs regardless of memory
referenced, frequently, is a problem. In this case
swap-in occurs soon after swap-out occurs and

Investigate memory utilization resultin many disk [/0s.

*  Confim methed
v situation of swap === sar, vimstat
v utilization of swap devices »=> free, sar

situation of VIl paging »== Performance
ToolkitfFCX113), “indicate” command

Figure 5-23 Problem determination flow - check for swapping

Figure 5-24 illustrates how to check whether swapping occurs from the Linux
side by using the free command.

Obzelete information
| Total memory | Uzed memory | Free memory | | buffer zize | cachesize
+ + + ¥ + +
total used free zha red buffers cached
M 1021064 1013608 7456 i} T a2h 488
-/+ buf fersfcache: 133344 387720
Swap: 725752 9738 W
i i i e
Total zize of used area of free area of "amount of uzed memory rrEns
swap device swap device swap device minug buffer =zize and
cachesize

Figure 5-24 Confirming swapping by using free
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Figure 5-25 illustrates how to check the paging activity from z/VM using the
Performance Toolkit. Paging happens if there is a guest that gives overhead in
the >2GB> memory area, when pages are migrated between the expanded and
the main memory (X>MS and MS>X), and when pages are migrated between the
expanded memory area and the disk storage area (X>DS). Large values for the
Working Set Size (WSS) also cause paging.
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B, B Working Set Si

i arkin 1 Size

the number of paging (2GB-under, ES=CS, g :
CS>ES, ES=Disk] of each user SLETRIC W1 e ST e
! - allocated on physical memory.

Figure 5-25 Confirming swapping by using z/VM Performance Toolkit
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The next step is investigating where the memory is getting consumed. As shown
in Figure 5-26, the memory may be getting consumed by a user process, shared
memory areas, JVM heaps, file system cache, and so on. As discussed earlier in
this chapter, it is not sufficient if we have only one snapshot of the memory
utilization. We need such snapshots generated at regular intervals to understand
the nature of the problem.

What consumes memory?
User process === top, ps
shared memory >=> ipcs
JVN === top, ps
filesystem cache === sar, free, vmstat

Confim the configuration

Confim whether swapping Need, not only the snapshot data but, also, the data
occurs or not for a certain period
\Which area increases gradually, and is the swap
generated?

Daily performance monitoring is important

Investigate memory utilizadon E>

Figure 5-26 Problem determination flow - investigating the memory utilization
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Figure 5-27 shows a sample top output with the o
explained.

utput data related to memory

ayatem wide memory
utilization

/

procezs (KB)

. |

top - O7I27I21 vp 28 days, 21592, 2 users, load averagel 0,00, 0.00, 0.00 /

Tasks> 79 total, 2 running, F7 sleeping 0 stopped, 0O zombie

Cpulz): 0.0% us, 0.0% sy, 0.0%ni, 100.0% id, 0.0% wa, 0.0% hi, 0.0%s=i

Mem: 1021063k total, 1010663k used, 10396k fr ee, 5976k buffars

Swapl  TRSTIER total, 9736k wsed,  TIEOMEK free,  S17VOZK cached

FID USER FR Wl MIRT RES SHR & HCPU YhEM TIKE+ SWAP CODE DATA nFLT nDRT COMMAND
1 root 16 0 696 88 645 0.0 0.0 000043 B0 540 156 13 0 init
2 root RT 0 0 0 05 00 oo 000000 1] 1] 1] 1] 0 migrat ion/0
3 root 34 19 0 0 05 0o oo 000040 1] 1] 1] 1] 0 ksoftirqd/0
4 root 5-10 0 0 05 0.0 0.0 0200000 ] ] n ] 0 eventsd0
i ] T
| number of dirty pages |
memory size used by /

.| number of page faulz |

amount of memory | |
amount of memory allocated shared with other |/
on physical memory (KB)

process (KB)

amount of memaory
allocated for execution
code (KB)

amount of memory on
zwap device (KB)

Amount of memory
allocated besides

executable code (KB)

Figure 5-27 Checking memory utilization by using top

Figure 5-28 shows a sample ipcs output illustratin
memory usage.

g how to check the shared

_.-——I nurmber of pages of =hared memory

1——' number of pages al

(=]

lecated on physical memory |

erformance: 0 ﬂﬁsmpt;_‘_f'_““—'-—I number of pages on swap device by swapped out |

SUCCERREE

Figure 5-28 Checking memory utilization by using ipcs

Linux uses the free memory as the file system cache. So, it is normal to find that
Linux does not have any free memory if it is running for a long period of time.

Such a cache gets released when a processes is
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Figure 5-29 shows a sample output z/VM Performance Toolkit indicating general
storage utilization. The output indicates the utilization of the usable area for
paging in the main storage, the number of pages under the 2 GB memory area,
and the utilization of the expanded storage, in addition to many other details. If
the number of pages under the 2 GB memory area is above 1000, then it should
be investigated.

utilization of
usahle area

for pagingin
Cs

number of
paging to

under 2GB
mMemory area

FCHI08  Rum 2008/08/01 19:44:08 STORMGE
Germra| Storage UHilizetion
Froe 2006/M3/20 Hh:adind
To  2006/03/20 I2:46:12
For 7820 Sece d2:0L:00
Main slorage ulilizalion: . XSTORE wlilizalion: .
Total resl storsge 11777600 Tolal available 154
Tolnl available 1177768 Al to wirl, machines ..
OFf | ine slorage frames Dk Size of CP partition 1758408
SYSGEN slorags /28 11:”5” CP XSTORE wl i1 zal o ! LLH
CP residerd rucleus 1 TapkE Lo thresheld for migr. I 11:}3\.5
FL KITORE al locatlon rate L]
Avarsge sge of KETORE blks 6250«
dvarsge age ot migratlon 0Tk 1. &
fl utifization of ES

MLCATHE Mllla\l-:\-j:

Nin, size in XETORE .
Trace {able Mux. size in NETORE 1'504N0
Pugeable ldenl gize in XITORE B35 4dked
Slorage ulilization nt et size in XSTORE [
Tusks waiting for o frame 0 Blaz for KETOFE 1.0
Tusks wailing far & page 0's Min. size inmin stor. . adl

Maz. 3lze In min stor, 1778

ldeul size in min slor "1l

dct, wize inmain stor, (5]

Bise for min lar. .00

NOCACHE 1 imit / user 101" 332

Usere with MCAZE inseris [}

MO15E coche read rate [TH
Putlng [ se00l Ing achivily: WILZE cache wrile rate wealB
Page moves CIGH for Lrans. 52/s MDLEY cacks resd kil rale 0f=z

Figure 5-29 Confirming memory utilization by using z/VM Performance Toolkit
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Sometimes it is useful to acquire the monitoring data from the middleware.
Figure 5-30 shows sample monitoring information for DB2 and Oracle.

part of 0B2 snapshot part of Oracle Statspack

Buffer pool data logical reads = 370 564 Target 564 Size Est[8  FEst DB et Prysical
Buffer pool data phyzical readz = Siza (M Factor Tine (¥ Tine Factor Reads
Buffer pool temporary data logical reads =10 . - -
Euﬁerpccltempcrgnfdataphysmalriada = 2 5 250 1 G
Buffer pool data wries = 6,99 .8 13748 10 §19,9%
Buffer pool index logical reads =221 nEE 10 2748 10 51860
Buffer pool index physical reads B 13 B4 L0 5188
Buffer pool temporary index logical reads = { %iﬁ :g %g;;gﬁ :g g:%g;
Buffer pool temporary index physical reags = 0 E06 L0 20 10 S

otal buffer pool read time (mz) = 28T

Total buffer pool write time (mg) =1 564 Nerory Sumery [8/Inet: mmonan Shaps! 52-53
Azynchroneus pool data page reads =5 .
Asynchronous pool data page wrte =1 . o End dize Byter]
Bufer pool index writee =1 64 regiont Bagin Size (Bytas) [if diffaratt]
Asynchronous poolindex page reads =10 Databazs Buffars 0,240 243 0%
Azynchronous poolindex pagewrtes =10 Fized Size 3,113,508

Total elapzed azynchronouz read time =10 Fradn fuf fars 14,590,584

Tofal elapsed azynchronols write time =1 Varishle Jize 4, 345,300,800

=11 ta re = =1

Azynchroneus data read requesk K - AT 30.13

Figure 5-30 Checking memory utilization from middleware

5.2.4 1/O bottlenecks
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The I/0O bottlenecks are either related to the disk subsystem or to the network
subsystem. We examine each of these in this section.

Disk bottlenecks

When the CPU is waiting long for the disk I/O operations to finish, we experience
the disk 1/0 bottleneck. This may happen if there are too many disk I/O
operations happening or the disk operations became too slow. Needless to say,
the disk bottleneck affects the throughput and response time of the system. As
shown in Figure 5-31 on page 193, problem determination starts by checking the
current configuration. It is followed by confirming whether I/O wait is occurring in
the system. The storage subsystem configuration, the System z configuration,
and the Linux level configuration are the configurations to examine. The storage
subsystem configuration details include the subsystem type/model, number of
ranks, number of DA pairs, size of the cache, configuration of the cluster, and so
on.
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Storage unit
Confim the configuration E> il
# of rank, # of DA pairs, cache size
configuration of cluster
Connection Type
FICON
FCP
Path
Confirm whether /O wait occurs numPer DT patlh
multipathing (in case of FCP)
LVM configuration
striping

g filesystem, raw

Whether processes, which is made to wait by 0
processing, exist or not
This can be found by checking the CPU
utilization “iowait’

Investigate botlenecks

Figure 5-31 Disk bottleneck problem determination flow

There are two types of disks used with Linux on System z. One is the traditional
mainframe DASD (ECKD™) provisioned using FICON®. The other one is the
SCSi disk provisioned using FCP. So, the type of connection (that is, FICON or
FCP) needs to be determined. The number of paths for the connection from the
System z server to the storage subsystem is also important. In the case of FCP
connection, multipathing information must be gathered. At the Linux side, the
Logical Volume Manager (LVM) configuration must be examined, if in use. Also,
information about the type of file systems or partitions used needs to be
gathered.
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Figure 5-32 shows how to use the vmstat command to check whether the CPU is
made to wait for I/O operations to complete. It also shows how many processes
are waiting for the I/O operations to finish.

vmstat
- CPU utilization

Progs ---—---—=--[gmof y--------—= ---zWap-—- --—-- jg--—- --systen-- ---—cpu-——-r___, Siowait

t b =wpd free buff cache =i =0 bi ba in cs Uz sy id wa

17 4 3028 TE20 Md4ved ] ] 4 110182 151 344 045 055

o3 4 A7 TRdAZ M114d ] ] 0 33696 143 140 015 0 85

o3 4 4532 TE84 MIESE ] ] 0 18360 147 157 015 0 &5

o3 43812 TE9E Ma182 ] ] 4 Moz 145 121 0 & 042

r o2 4 3060 TH20 MEv4E ] ] 022720 146 3869 1 12 0 &7

number of process waiting for
'O proceszing

Figure 5-32 Examining disk bottleneck by using vmstat

Figure 5-33 indicates the points to be considered for investigation at the Linux
side, the System z server side, and the storage subsystem side.

Investigate where is the bottleneck

Confim the configuration

Points that should be investigated in Linux
amount of I'0
number of 10, amount of 10 transfer
investigate by unit of disk or rank
response time of /0
the breakdown of response time is also important
confirm the usage of disk which has 10
Confinm whether /0 wait occurs concentrated

Points that should be investigated in System z
utilization of channels

Points that should be investigated in Storage
cache hit ratio

rank bottleneck
[nvestigate bottlenecks E> DA bottleneck

Figure 5-33 Problem determination - investigate the disk bottlenecks
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Figure 5-34 shows a sample output of the iostat command. The output of
iostat is for each device, which when collated will give the 1/0 detail for each
rank of the storage subsystem. The number of I/O operations (IOPS)
corresponds to r/s and w/s. The amount of data transfer corresponds to rkB/s
and wkB/s. The average response time corresponds to await and svctm. If there
is a big difference between await and svctm, there is lot of time spent in the
device driver queue and channel is busy. If the svctm value is high, there is a
bottleneck at the storage subsystem (the storage server) side. If the value of
avgqu-sz is high, it means that there are many 1/O operations happening and the
waiting time is high as well.

Device:  rram'z wan/s /s wis rszecfs weec/s  rkB/s  wkB/s awgrg-szoavgqu-sz a‘wait svetm Kutil
dasdek ooo0 o 0.00 0000 0o00 000 0.0 000 0. 00 0. a0 0.o0 000 o.o00 o.o0
dazde] 0o 000 0,00 0.00 000 0.00 .00 0.0 000 .00 0op .00 0,00
dasddu 000 000 0000 0.00 0000 0.00 000 .00 000 0,00 000 000 o.o0
dasddu ooop o 000 0000 0.00  0.00 0.00 000 0. 00 000 0,00 000 000 o.o0
dasddz ooop 000 0,00 0o00 000 0.00 000 0. 00 0. a0 0,00 000 000 o.o0
dasde 010 510040 0,50 106,00 31,20 493120 15.60 2465.60  d6.42 187 128 17 1aE
dasdf ooon 000 0.00 010 0.0 080 0.0 0. 40 300 0.0 10,00 1000 oo
dasdde o0 0o 0000 0.00 0000 0.00 0.00 0. 00 000 0,00 000 000 o.o0
dazdep 0000 326,20 0.40 33.50  3.20 2457.60 160 147880 6784 0,03 0.5 037 250
dasdii 0oop o 0.00 0000 0o00 000 0.00 .00 0. 00 000 0,00 000 000 o.o0
dazdu ooop 0020 0.00 0040 0.00 4.0 000 240 12m 0,00 000 000 o.o0
dazdhy 000 000 0,00 0000 000 0.00 0.0 0.0 000 0,00 0.op .00 0,00
dasdby oop o 210 0.00 0.3 0.00 19020 000 LE0 6400 LU T =T B 1 B VI 1]
dasddw ooop o 000 0.0 0o00 000 0.00 000 0. 00 000 0,00 000 000 o.o0
dazdbf 0030 179,00 720 25,80 1729.60 1638.40 96480 819,20 10208 006 18% 1L 530
dasdfe 0ooo 000 0000 0.00 0000 0.00 000 0. 00 000 0,00 000 000 o.o0
dasdfd 000 000 0000 0.00 0000 0.00 000 0. 00 000 0,00 000 000 o.o0

Figure 5-34 Investigating the disk bottlenecks by using iostat
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Figure 5-35 shows the sample output of z/VM Performance Toolkit indicating the
I/O device load and performance. The key parameters to look for are the Rate/s,
Time (msec), and %Busy. The Rates/s value should not exceed the practical limit
of the storage subsystem. The connect and service times in the Time (msec)
column are expected to be nearly identical under normal circumstances. If the
value of %Busy exceeds 50, there is a performance issue and the response time
is high. For good performance, this value should be below 30.

FCX108 : General 'O Device Load and Performance
FLA103  CPU 2034 SER AE2AD Interval 14151119 - 1451342 Perf. Monitor

== Dewice Desor. --» Mdisk Pa- [-Rate/s=»|{------- Time (wses) -------» Req. <Percent> SEEK Recov <-Throttle->
Addr Tyee Label/ID  Links ths | 140 Avoid|Pend Disc |Conn Serv| Resp CUM Qued| Busy READ Cyls SSCH Set/s Dlv/s
xR DASD << A 11 - O ST - S (N 11 i o2 N 0
3527 3330-3 »RUBO2 0403 O 3439188 BR.O0E3.0 .0 .o0f 38 o 74 i
3528 3330-3 »KUB02 LI O 11V v - T O 3 0 O | O 111/ - 1 a3 i
9329 3390-3 »RUB02 0 4149% .0 .3 4600193 65 Y03 L0 .07 9% 1 4l 0
3331 3330-3 »INOUE no4] .3 ] s O 8 T T | S 11 8 A I I
0050 3430 1] .0 0 i
0051 3430 1] .0 0 i
0052 3430 1] .0 0 i
0053 3490 11 .0 0 i
0054 3430 1] .0 0 I

if the value of %Busy exceeds
30%, the response time slows
down.Itis recommended to
. keep under 30%.

it is ideal that
Connect time is near
Service time

check whether /0 rate
reaches at the [imit of
storage Server

Figure 5-35 1/O load and performance check by using the z/VM Performance Toolkit

DASD statistics is a tool to monitor the activities of the DASD driver and the
storage subsystem. It can be activated with the following command:

echo set on > /proc/dasd/statistics

It can be deactivated with:

echo set off > /proc/dasd/statistics
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Figure 5-36 shows sample DASD statistics. DASD statistics are stored in the
/proc/dasd/statistics file.

01 58881 daed 1/ requests

02 with 20MG wetorz(518 exch)

4 38 _Wo o3 & m &m0 S ko & 4 &% 1% Bk Ak 13k
Mo 51 _W N _JdM W EN G 12 W 91N G 36 46 Wi
08 Hiztogran of sizes (9128 mcz)

04 0 00\ 418 B0 MWET WM B 1m0 ua i I I 0 I I
i) 0 0 0 0 0 0 0 I I 0 0 0 0 0 0 0
08 Hiztogran of /0 time: [vicrosaconds)

0a 0 0 0 0 0 0 0 0 2 A |1 N2 7Y | N V1 B
n e 1% 1 I I I I I I 0 I 0 0 0 I I
11 Hiztogran of 1f0 tines par mctor

12 0 0 0 0 11 440 M @9 29 M3 400 173 4 i 0 0
13 0 I I I I I I I I 0 0 0 I I I I
14 Higtogran of 150 tine till zsch

15 § 1 2 0 0 0 0 I 2 S| B 3 . Y 1 i
1w W 1 i 0 0 0 0 I 0 0 0 0 0 0 0 0
17 Histozran of 1f0 tine between sech and img

18 0 0 0 0 0 0 0 0 26 28 1870 @7 #nW™ s M7 a2
19 I A 1 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure 5-36 Sample DASD statistics

Figure 5-37 shows the histogram of 1/O times for the DASD statistics.

2 Histogram of /O til ssch 3. Histogram of 11D between 4. Histogram hetween
ssch and [RQ /0 and end
J | |
Starte " 4 ¥ End
1 T
Build channel program watt til Processing data transfer Tell Linux Datais arrved
subchannel is free fram/'to storage Server ’
1. Histagram of /O times
) |
1

Figure 5-37 DASD statistics - histogram for I/O times
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Refer to 3.1.9, “DASD statistics” on page 69 for a detailed explanation.
Figure 5-38 shows an example analysis of the DASD statistics data.

1. Histogram of 10 times i i i i
— ~ Confirm where it takes long time for each davice
mm . L P
< et T ?_,; Time from the SSCH issue to CE/DE has
;;"Erh—l—l—l—hﬁ";]; the majority. The possibility that some
e m 7 bottlenecks occurs in the storage server is
oLz r
= high
L
i 0_&
< st ?ﬂ* Time waiting in the queue of device driver
a has the majority The possibility that the
u L T N s N
channel is busy, is high
2. Histogram of /0 till ssch 3. Hist 1/0 between ssch and IRQ. 4, Histogram between 10 and end
o_ — L o_+
e = s pr ').d: ;[ — ("
L T T T e “-f: / =i al “—‘ “_' T T T T "—‘
- . il | e e o = o
i (T —— Fa - ! i 2 S S — o
e — 2/ = rnl | e T —— e
.hl; L I L = i i ik o T T T T ik
o n_k 2 ok £ [ _k
= I — I o_ik ez o_k i T T T 7T o_&
i I: I I = T }J‘ .'r..d I': ok .'r..d T I I I ok
q——— FUiEb- | | | I |-
e R B R & e oo ! :I‘";

Figure 5-38 DASD statistics analysis example

The facility used to record I/O activities for FCP LUNs (SCSI disks) is zfcp
statistics. The statistics of the Host Bus Adapter (HBA) and LUN can be acquired
using this.

198 Problem Determination for Linux on System z



Figure 5-39 shows the breakdown of the SCSI latency that can be acquired using
the zfcp statistics. Refer to 3.3.6, “zFCP/SCSI” on page 106 for a more detailed
explanation. Table 5-3 indicates the conclusions to derive for an HBA based on
the zfcp statistics.

Oversll BCH lateng

| QOSSN a0 I Limes

Figure 5-39 Breakdown of SCSI latency

Table 5-3 lists what look for on the host bus adapter based on the zfcp statistics.

Table 5-3 Statistics for host bus adapters

Description What to look for

Number of queue full conditions for the Increase might indicate channel
request queue saturation.

Request queue utilization. Values: 0 to Numbers close to 128 might indicate
128 channel saturation.

Response queue utilization. Values: 0 to Numbers close to 128 might indicate
128 channel saturation.

Number of low memory conditions that Increase indicates memory pressure,
require use of emergency buffer for SCSI | possibly caused by extreme 1/0O workload.
commands

Number of error recovery actions of the Increase might indicate hardware
HBA problems.
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Table 5-4 lists the some of the things to look for in the logical unit based on the

zfcp statistics.

Table 5-4 Statistics for logical units

Description

What to look for

List of request sizes and their
occurrences for SCSI write commands

List of request sizes and their
occurrences for SCSI read commands

Usually larger requests utilize the link
better, but may increase device latency.

Number of SCSI commands without data
transfer

Usually only used for recovery or
discovery purposes, hence the number
should be low.

Number of timed-out SCSI commands for
write, read, and nodata commands

Increase might indicate hardware
problems.

SCSI command sizes rejected due to
subchannel queue constraints

Increase might indicate channel
saturation.

SCSI commands rejected due to memory
constraints

Increase might hint at workload or
memory constraint as cause of
performance degradations.

Ranges of latencies and their
occurrences for SCSI write commands

Ranges of latencies and their
occurrences for SCSI read commands

Ranges of latencies and their
occurrences for SCSI commands without
data transfer

High latencies indicate problems with the
storage device, or the cabling.

Average, minimum, and maximum
number of pending SCSI commands for
writes and reads

An average close to the maximum (32)
might indicate saturation of zfcp internal
resources.

Number of error recovery actions for LUN

Increase might indicate hardware
problems.

Number of LUN resets and target resets
for LUN

Increase might indicate hardware
problems.
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Figure 5-40 shows a sample output of the z/VM Performance Toolkit.

FEX107  Run 2005/04/10 16:12:36 CHAMNEL S
Charre| Load and Chanre| Busy Distribut ion

From 2005/08/07 12:22:16

To 200504707 14:41:16

For 8340 Secs 02:19:00 “VYWFRF samele”

(HPID ChanGrowp FBusy -==== [harre| ¥Busy Distribution 12:72:16-14:41:16 ------3
(Hex) Descr Dual Cur Ave 0-10 11-20 21-30 31-40 41-50 51-60 €1-70 71-80 81-90 91-100
24 FICON 00 3 100 0 [ 0 0 [ J 0 il 0
25 FICN 00 3 3 100 il 0 0 1] [ 0 I ] 0
26 FICON 00 3 3 100 1] | [ 0 0 i 1 ]

|

It is ideal to be under 30% for online
applications.

It is OK that other channels of control
unit are free if one channel is busy .
It is recommended to keep utilization
under 50%.

Figure 5-40 Investigating channel bottleneck by using the z/VM Performance Toolkit

This output indicates the channel load and channel busy distribution. As noted,
we recommend keeping the channel utilization below 50% for good performance.
If this value is above 50%, then it may make sense to investigate deeper for
performance problem determination.

Investigating for bottlenecks at the storage susbsystem level depends on the
type of storage subsystem used and many other factors. Typically, an
investigation is necessary at the RAID rank level, DA pair level, HBA level, and
so on. The cache and processor used in the storage subsystem may also show a
bottleneck at times depending on the load that it is carrying. In the case of
sequential I/O, interest should be in measuring the throughput, and in the case of
random 1/O, the interest should be in measuring the IOPS and response time.
There are tools available to assist in determining the bottleneck at the storage
subsystem level such as the IBM TotalStorage® Productivity Center for Disk. A
more detailed explanation of storage subsystem level analysis is beyond the
scope of this book. Refer to the documentation for the storage subsystem used
at your site.

Network I/0 bottlenecks

The performance of the network subsystem depends on other resources on the
system such as CPU power, disk performance, applications used, and so on. For
example, HiperSockets operate the real memory speed, but when the data is
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written on to the disk, the speed of the disk is what really becomes the
bottleneck.

Figure 5-41 and Figure 5-42 on page 203 show the different steps involved in the
problem determination of network I/O performance. The type of the networking
option used (such as OSA Express, HiperSockets, VSWITCH/Guest LAN), the
way these networking options are configured (for example, Layer 2 or Layer 3,
Channel Bonding, MTU size, and so on), and the network environment to which
the system is connected are the main things to be noted while checking the
current configuration.

Used device
Confim the configuration E> 038
HiperSockets
1 VSWITCH/GuestLAN
Configuration of interface
Investigation of network Layer2/Layer]
utilization Channel Bonding
MTU size

Network environment
information about switch and HUB
routing

Figure 5-41 Network performance problem determination flow
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Investigate utilization of each interface
number of send/receive packets
sendireceive bytes

Confirm the configuration

1 frequency of error/collision occurrence
Utilization of OSA card
Investigation of network E> channel utilization
utilization

Analyze utilization
possibility of trouble
bandwidth bottleneck at the Linux side

Figure 5-42 Network performance problem determination - investigating utilization

When the network utilization is being investigated, the utilization of each
interface needs to be investigated (the number of packets transmitted and
received, frequency of the occurrence of errors and collisions, and so on, to be
analyzed). If there are many collision packets, then there is a possibility of
hardware trouble or a possibility of trouble in the network environment. In the
case of an OSA card, the channel utilization must be examined. Investigate
whether the bandwidth of OSA or HiperSockets becomes full by referring
performance reports. At the Linux side check the bandwidth bottleneck, incorrect
configurations, and so on.

Note: The HiperSockets performance report can be found at:
http://www.vm.ibm.com/perf/reports/zvm/html/iqdio.html

The OSA Express performance report can be found at:
http://www.vm.ibm.com/perf/reports/zvm/html/Tayer2.html
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If the bandwidth is full, it should be examined as to whether it can be resolved by
fine-tuning configuration parameters, by using channel bonding for load
balancing, optimizing the applications to reduce the packets transmitted by
utilizing compression, and so on.

. A frane
;
;
(/ s

1346258 IFACE  rrpokds  tapckds  rebybds  tubytfs  rwempls  twerels remest/s
1347703 1] 0,00 0.0 0.0 0.0 000 000 0,00
13:47203 hsill 000 n.on n.on n.on 000 0.00 000
13:47:03 sthi) 13.00 1120 725460 742560 0. 0.00 0.0
13:47:03 zith 0.0 .00 .00 0.0 0.0 0,00 0.0

19: 4658 IFACE  rxerrds  fwerr/s  collds radropds twdropds tecarr/s rxframfs refifols tofifofs
13:47:03 lo .00 000 000 n.on 0.00 n.on 0o .00 000
13:47:03 hsil 0,00 0.0 0.0 0.00 .00 .00 0.0 0.0 0.0
13:47:03 athi) 0,00 0.0 0,00 0.00 .00 .00 0.0 0.0 0.0
13:47:03 sitl 0.00 .00 000 n.on 0.00 n.on 0o .00 000

Figure 5-43 Network utilization check by using sar
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Figure 5-43 on page 204 shows a sample sar output useful for investigating
network utilization. Figure 5-44 shows three screens from the z/VM Performance
Toolkit viz: the HiperSockets channel activity screen (FCX231), the Virtual Switch
channel activity screen (FCX240), and the QDIO device activity screen

FCX231 FCX240

RUZL O o SER e Onteral DRSS < BORSS  Reet, Womitor ! Crmm Mown ioanl B - I et el
. 0T .- Dabheindly i oot e

R 2 hlmrso it ket Iulu it oot i echadielies Byies o Rt as imd

el 1nm mr Sﬂlll [ (w8 PHILIER - Mdir Bwerdd U Sec T owie T Rach U ac 0 Byl 0 ack 0 Mac Nrite Bead

hath <Trar1|'¢rrw > Fall Id !Tr:nsr:rmd * rall * wipses 0 W0 (MR Um0 hin Pm g

1] and 1H9qs T_binits Hollﬂ L Hsgs L Dilaits L Moluf? Ltltle'r

i’ L] A 1R (K BT ] [ R

E W » N ] . W)

;I’ : ,'I Eﬁ $ IE g E E KN WP § W SR W | NI i I ]

FLX25
Intereal 27:41:15-22:41:30, om 200512701 (CURRENT interval sslect interis or aversqe data)
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Figure 5-44 Network utilization by using the z/VM Performance Toolkit

Sometimes it is necessary to examine the data acquired from the Linux side in
conjunction with the z/VM Performance Toolkit data to identify the bottleneck.

5.2.5 Case studies

In this section we provide case studies.

Case study 1 - slow batch processing
In this case study we examine a problem reported as slow batch processing.

Problem

One of the batch processing jobs is not finishing by the time by that it is
scheduled to finish.

Chapter 5. Performance problem determination 205




Data for analysis

To troubleshoot the problem, we need to gather and analyze the following
information:

» sar output
» vmstat output
» iostat output

Analysis and conclusion

Figure 5-45 shows the graph prepared from the vmstat output. From this graph, it
is apparent that there are times at which all the CPUs are not being utilized. This
is not because the other processes are utilizing the CPU but because of the
application limitation.

vmstat CPU Utd)

90 N

20 - | |
60
50
40
30
20
10 I { | ** =
O I 1
1 157 313 469 625 781 937 1093 1249 1405 1561 1717 1873

Util |

Figure 5-45 CPU utilization report based on the vmstat output
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Figure 5-46 shows the graph plotted using the “Run Queue” data from the vmstat
output. This system has 16 CPUs, so at any point in time at least 16 processes
can run. But an examination of the graph shows that there are times at which just
about 10 processes were running and all the CPUs are not utilized effectively.
So, the batch job can be reconfigured to utilize all the CPUs effectively to shorten
the run time. The CPU utilization can be improved (close to 100%), too.

vm statRun Q ueue)

[
o
|
T

w
o

N
o

Run Q ueue Ste

| ‘ |
N Wﬂmmwmmm, ML,

1 157 313 469 625 781 937 1093 1249 1405 1561 1717 1873

Figure 5-46 Graph based on the vmstat Run Queue data

Figure 5-47 shows an example of improved CPU utilization.
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Figure 5-47 Improved CPU utilization

Chapter 5. Performance problem determination 207



208

This is a classic case in which we experience that a performance bottleneck can
arise even when the all the resources on the system are not used.

Case study 2 - slow database server response

In this case study we examine a problem reported as a slow database server
response.

Problem

Performance tests done on a database server indicate that the expected results
are not attained.

Data for analysis

To troubleshoot the problem, we need to gather and analyze the following
information:

» sar, vmstat, and iostat outputs
» Information about the disk configuration
» Oracle statspack output

Analysis and conclusion

The database used is Oracle. From the Oracle statspack output shown in
Figure 5-48 it is clear that the log file sync event is taking a long time to
complete. log file sync is the event that writes the updated data in the log buffer
into online redo log files when dirty blocks in the dirty buffer are written onto the
disks.

Top 5 Timed Events Avg %Total
~~~~~~~~~~~~~~~~~~ wait Call
Event Waits Time (s) (ms) Time
log file sync 960, 319 1,574 2 48.7
cr request retry 900 836 929 25.9
log file parallel write 514, 887 316 1 9.8
CPU time 237 7.4
gc current block busy 7,575 94 12 2.9

Figure 5-48 COracle statspack output

Upon investigation of the disk volume hosting the redo log file, and the disk I/O
for that volume, it became clear that logical volume is not striped. Because of
this, all the I/O was concentrated on one disk rank and there was a bottleneck.
So, striping the volume to multiple ranks solved the issue, since that resulted in
distributing the 1/0 evenly across multiple disk ranks instead of concentrating
only on one. This is an example of a performance bottleneck because of an
incorrect system configuration.
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Case study 3 - using OProfile for problem determination
In this case study we demonstrate problem determination by using OProfile.

Problem

The porting of an ISV middleware and application is completed. While running a
test with peak load, it was noticed that even the target response is not achieved
and the CPU utilization is almost 100%. This was beyond the estimated CPU
requirement for the application.

Data for analysis

To troubleshoot the problem, we need to gather and analyze the following
information:

» sar and vmstat outputs
» Data gathered using OProfile

Analysis and conclusion

From the CPU utilization report generated using vmstat, it was found that the
utilization of CPU under peak load is usr: 75%, sys: 20%, and iowait: 5%. Since
most of the CPU utilization is occurring for the usr part with lot of I/O, the next
logical thing is to check the middleware or application. The CPU utilization data
gathered by using OProfile is shown in Figure 5-49. So, the function aaaaaaaa in
the library AAAAAA.so.1 provided by the middleware is called frequently. This
was discussed with the ISV and a patch for the middleware fixed the problem.

CPU: CPU with timer interrupt, speed 0 MHz (estimated)
Profiling through timer interrupt

samples % app name symbol| name
168856  37.6918 AAAAAA. so. 1 aaaaaaaa
17815 3.9766 vml inux default_idle
15248 3.4036 vmlinux _spin_unlock_irqg
13024 2.9072 BBBBBBBB bbbbbbbb
7354 1.6416 ext3 (no symbols)
5587 1.2471 libc-2.3.4.s0 memset

5457 1.2181 BBBBBBBB CCCCCCCC
5307 1.1846 CCCCCCCC (no symbols)
5145 1.1485 vml inux number

5018 1.1201 libc-2.3.4.s0 _l0_vfscanf

Figure 5-49 CPU utilization captured by using OProfile
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This example illustrated how to troubleshoot a performance bottleneck using
OProfile in conjunction with other tools. Sometimes it is necessary to interlock
with the middleware or application provider to resolve the problem.
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Storage problems

This chapter discusses storage problem determination for Linux on System z.
Like the other parts of this book, the focus of this chapter is on Linux running on
z/VM.

In this chapter, we discuss:

» How to determine a storage-related problem
» Case study
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6.1 How to determine a storage-related problem

To determine whether the problem that you encounter on your Linux system is
related to storage, you need to know commands to use to investigate the storage
devices. In this section we discuss the different commands to use for the
different types of storage devices.

For an overview of your storage devices use the 1scss command. 1scss is used
to list all or a subset of devices that are managed by the common I/O subsystem.
It reads the status from sysfs and lists all channel path (CHP) information,
whether it is online or not. The status of the channel subsystem can also be
checked.

In Figure 6-1 you can see the 1scss command with some explanation.

# Iscss
Device  Subchan. DevType CU Type Use PIM PAM POM CHPIDs

0.0.C65D 0.0.000A 3390/0A 3990/E9 yes FO FO FF  COC2C1C3 00000000
0.0.38C6 0.0.0010 1732/03 1731/03 yes 80 80 FF  B6000000 00000000
0.0.39C6 0.0.0011 1732/03 1731/03 yes 80 80 FF  B7000000 00000000

x channel status T

CHPIDs

subchannel address online?
device type Control Unit type

Figure 6-1 Increased I/O rate

If a device is not listed with the 1scss command, check the following:

> |s the IOCP definition correct?
» s the target device correct defined in zZ/VM?
» Check the cio_ignore parameter.

If the address of the target device is listed with the 1scss command but the Use
column is blank, depending on the way the devices are brought online, check:
» Via kernel parameter in zipl.conf

a. Check the zipl.conf file.

b. After editing the zipl.conf, run the zipl command.
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» Via initrd

a. Check initrd, then run zipl.

b. Check the linuxrc script in initrd (to verify the procedures).
» Via coldplug

Check /etc/sysconfig/hardware/hwcfg-*.

If the channel status is not normal, check the cabling, HMC, and so on.

cio_ignore
Linux senses all devices defined for the LPAR. All detected devices are
controlled under sysfs and can be varied online or offline with Linux commands.

cio_ignore is a kernel parameter that can filter the target device address
detected by Linux. The devices set on cio_ignore are not detected and not
controlled under sysfs and cannot be varied online or offline with a Linux
command. These devices are also not displayed with the 1scss command.

6.1.1 How to check DASD devices

To check the status of the DASD devices use the 1sdasd command. With this
command you get some basic information about your DASD devices. In

Figure 6-2 you see the 1sdasd command with the response from the system and
some explanation of how to interpret the system messages.

# |sdasd i
0.0.5481 (ECKD) at ( 94: 0) is dasda . active at blocksize 4096, 1803060 blocks, 7043 MB :
0.0.c65T (ECKD) at ( 94: 4) is dasdb :n/f :

device address

major/minor number

device name device status
* "active" means available
* "n/f" means unformated -> you should dasdfmt

Figure 6-2 [sdasd command

The dasdview command gives you more information about the DASD and the
volume table of contents (VTOC). This command has many options to choose to
display the information you need:

-b Prints a DASD dump from 'begin’
-s Prints a DASD dump with size 'size'
-1 Uses format 1 for the dump (default)

Chapter 6. Storage problems 213




-2 Uses format 2 for the dump

'begin' and 'size' can have the following format:

x[kimlbltic]
for x byte, kilobyte, megabyte, blocks, tracks, and
cylinders
-i Prints general DASD information and geometry
-X Prints extended DASD information
-j Prints the volume serial number (volume identifier)
-1 Prints information about the volume label
-t Prints the table of contents (VTOC)
-h Prints this usage text
-v Prints the version number
-n Specifies the device by a device number (needs devfs)
-f Specifies a device by a device node

Two examples of the dasdview command are shown in Figure 6-3 and Figure 6-4

on page 215.

| # dasdview —i /dev/dasda ]
i+ —— general DASD information '
' device node . /dev/dasda :
| busid : 0.0.9144 !
| type . ECKD
' device type : hex 3390 dec 13200 ]
| —— DASD geometry !
i number of cylinders : hex dOb dec 3339 i
i tracks per cylinder D hex f dec 15 i
' blocks per track : hex ¢ dec 12
i blocksize : hex 1000 dec 4096 :

Figure 6-3 dasdview command with the -i option
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# dasdview —x /dev/dasda

—— extended DASD information

real device number : hex 5 dec 5
subchannel identifier : hex b dec 11

CU type (SenselD) © hex 3990 dec 14736
CU model (SenselD) © hex e9 dec 233
device type (SenselD) : hex 3390 dec 13200
device model (SenselD) : hex a dec 10
open count © hex 3 dec 3

Figure 6-4 dasdview command with the -x option

With the fdasd command you can check the partition table of the DASD. An
example is shown in Figure 6-5.

# fdasd -p /dev/dasda

tracks
/dev/dasdal 2 2744 2743 1 Linux native
/dev/dasda?2 2745 50084 47340 2 Linux native

exiting. .

i Device start end length |d System i

Figure 6-5 fdasd command

Notice the existence of the device nodes (/dev/dasdal and /dev/dasda?2). They
are created by udev /dynamic device management.

6.1.2 How to check FCP/SCSI devices

If you are using SCSI devices in your Linux system you can use 1sscsi to check
the status of these devices. This command reads the status from sysfs and
displays all SCSI devices that are online.
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Figure 6-6 on page 216 shows a sample of the output with some explanation of
the 1sscsi command.

[1:0:1:1] disgk IBM 2105800 3.79 /dev/sdd
dir: Tsys/bus scsi/d‘avices/12(‘.2121 [/sys/devicTs/cssO/O. .0011/0.0. 39¢6/host1/1:0:1:1]

P # Isscsi -v i
i sysfsroot: /sys |
' [0:0:1:0] disk | BM 2105800 3.79 /dev/sda
i dir: /sys/bus/scsi/devices/0:0:1:0 [/sys/devices/css0/0.0.0010/0.0.38¢6/host0/0:0:1:0] !
1 [0:0:1:1] disk | BM 2105800 3.79 /dev/sdb
i dir: /sys/bus/scsi/devices/0:0:1:1 [/sys/devices/css0/0.0.0010/0.0. 38c6/host0/0:0:1:1]
P [1:0:1:0] disk | BM 2105800 3.79 /dev/sdc
i dir: /sys/bus/scsi/devices/1:0:1:0 [/sys/devices/css0/0.0.0011/0.0.39¢6/host1/1:0:1:0] E

path in sysfs
SCSI address ) .
firmware version

device type
maker device name

product code

Figure 6-6 isscsi command

If the target address is not displayed with 1sscsi, you may want to check the
following, depending on the way the disk was brought online:

»  With initrd
a. After modifying initrd, run zipl.
b. Check the linuxrc script in initrd (to verify the procedures).
» coldplug
Check /etc/sysconfig/hardware/hwcfg-*, especially, WWPN and LUN ID.

Check whether the target LUNs are mapped. Use san_disc to verify:

» SAN switch zoning
» LUN mapping
» Cabling
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With the command 1szfcp you can get more information about zfcp adapters,
ports, and units that are online. In Figure 6-7 you can see a example of a 1szfcp
command.

3ec4/0x5005076303008455/0x4051402100000000 0:0:0:0
3ec4/0x5005076303008455/0x4050402200000000 0:0:0:1
1:0:0:0
1:0:0:1

szfcp -H -D -P !
3ecd host0 | « : adapters
3fc4 hosti i
3ec4,/0x5005076303008455 rport-0:0-0

; ports

3fc4/0x500507630300c455/0x4050402200000000
3fc4/0x500507630300¢455/0x4051402100000000

3
1 0.0.
1 0.0.
1 0.0.
1 0.0. 3fc4/0x500507630300¢455 rport-1:0-0
1 0.0.
1 0.0.
i 0.0.
1 0.0.

-H : list information about HBA
-P : list information about ports
-D : list information about units

Figure 6-7 Iszfcp command

With the SAN discovery tool and using command san_disc, you can display
information about SANs such as the world wide port name (wwpn) of ports on
storage and the logical unit identifier (lunid).

This is only available on SLES9 SP3 and SLES10. You need to load the
zfcp_hbaapi module. See an example of the san_disc command in Figure 6-8.

! # san_disc -c HBA_LIST
i Number of Adapters: 2
i No.  Port WWN Node WWN SerialNumber Busid
1 0x500507640122038d 0x5005076400c4e24d |BM5100000004E24D 0. 0. 3806} -
2 0x50050764012203b3 0x5005076400c4e24d |BM5100000004E24D 0. 0. 39¢6 i
! # san_disc —c PORT_LIST -a 1

i No. Port WWN Node WWN DID Type !
1 0x00507640122038d 0x5005076400c4¢24d 0x030200 N_Port 5
2 0x5005076300c1ado9 0x5005076300c0adc9 0x030c00 N_Port } L_ports on siorage connected fo
3 0x500507640122038d 0x500507640004624d 0x030200 N_Port i the specific p y

i # san_disc —c REPORT_LUNS -a 1 -p 0x5005076300c1adc9
i Number of LUNs: 4
No. LUN
1 0x5200000000000000
2 0x5201000000000000
3 0x5202000000000000

<«—— |unids mapped to the specific piort on storage
4 0x5203000000000000 :

Figure 6-8 san_disc command
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6.1.3 What to check for multipathing

The command multipath -ll reads the sysfs and displays the multipath devices
(Figure 6-9).

Alias i # multipath -1
> 5600 (11BM_2105_60028721)
[size=953 MB] [features="1

SCSI devices ueue_if _no_path”] [hwhandler="0"]

‘O®sda 8:0 [active] [ready]
:0 sdb 8:16 [active] [ready]

Figure 6-9 multipath -Il command

The /etc/init.d/multipathd status checks the status of multipathd (Figure 6-10).

' # /etc/init.d/multipathd status
i Checking for multipathd: running

Figure 6-10 /etc/init.d/multipathd

The path checker's log is stored to /var/log/messages (Figure 6-11).

_____________________________________________________________________________

i Jun 12 15:24:28 xxxxx multipathd: u5600: event checker started <
i Jun 12 15:24:28 xxxxx multipathd: path checkers start up i

output for all multipath devices

Figure 6-11 Path checker

in the case that the target disk is displayed with multipath -Il, the disk must be
varied online in initrd for multipathing on booting.

If multipathing can be configured with the multipath command after booting,
disks may be brought online in coldplug:

1. Check the linuxrc script in initrd.
2. After modifying initrd, run zipl.
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Verify multipath.conf. devnode_blacklist is a parameter to filter the target devices
of multipathing. If alias is invalid, wwid is used as the device name.

When configuring multipathing, the files named alias are created:

» /dev/imapper/
» /dev/disk/by-name/

Check the partition tables in boot.multipath:

» Configure multipath.
» Read partition table.
» dev/mapper/aliaspN (N is partition number) is created.

See an example of the /dev/mapper in Figure 6-12.

# Is -1 /dev/mapper/

total 118
drwxr-xr-x 2 root

i drwxr-xr-x 23 root
| CrWw————— 1 root
| brw-—————-o 1 root
I brw———— 1 root
i brw———- 1 root
! brw—————- 1 root
! brw———o 1 root
| brw———— 1 root
| brw————- 1 root

root
root
root
root
root
root
root
root
root

408 May
121088 May
10, 63 May

253, 1 May
253, 3 May
253, 2 May
253, 4 May
253, 5 May
253, 6 May
253, 0 Jan 2

Gl = =

10:55 .

10:55
10:54

control

10:54 |u5201<—|-!— alias

10:54 1u5201p1 :

10:54
10:54
10:55
10:55
21:39

[u5202
[u5202p1
vgA-1vA
vgB-1vB
vgroot—|vroot

| partition
(p1 means the first partition)

Figure 6-12 /dev/mapper

6.1.4 What to check for LVM

When you are using LVM in your Linux system, here are some things you should

check in case of problems within the LVM
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Check LVM recognition

With the command vgdisplay -v you get some useful information about the LVM
volumegroup. An example of the vgdisplay -v command is shown in Figure 6-13
and continued in Figure 6-14 on page 221.

the number of meta-data areas
all PVs have meta-data area by
default

# vedisplay -v vgu01
Using volume group(s) on command |ine
Finding volume group “vgu01”
— Volume group —

i VG Name vgu01 i

| System ID |

i Format | vm2 :

| Metadata Areas 3 ! _— "

! Metadata Sequence No 4 : ,l,f n Exporteq -_th ¥
VG Access read/wr ite i "exported/resizable" is displayed.
| VG Status resizable < i In this case, it is in "Imported".
EOMAX LV 255 :

i Cur LV 1 ;

i Open LV 1 - +— num of Open LV

L Max PV 255 :

' Cur PV 3 i

| Aot PV 3 ;

E VG Size 5.78 GB i

: PE Size 4.00 MB f

| Total PE 1479 ;

! Alloc PE / Size 1460 / 5.70 6B 1| Of the VG

' Free PE / Size 19 / 76.00 MB : (it is recorded in meta-data area of
{ VG UUID OUTOJr-Y88K- jKSc—HpE5-720h-4LZs~3pFC8e +—+ PVS)

Figure 6-13 vgdisplay -v
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LVs in the VG

UUID of the LV

P e e (it is recorded in meta-data area of
(continued) PVs)

—— Logical volume —

device number of the LV (major:minor)

Segments 3

Allocation inherit These have same major:minor number.
Read ahead sectors 0 + /dev/imapper/vgu01-lvu01

Block device 253:8

* /dev/dm-8

LV Name /dev/vgu01/1vu01 If the vg id deactivated, "NOT available"
VG Name veuOT i_—is displayed.
LV WwID REWO7H-erkC-Z3P5-yzFb-1aoW-HTLy- '
c0alPR : ,
LV Write Access read/write i num of processes which open the LV. If
LV Status available i itis not "0", the LV cannot be
# open 2 < +— deactivated.
LV Size 5.70 GB i
Current LE 1460 '

—— Physical volumes —— * /dev/vgu01/lvu01

PV Name /dev/dasdc1 : .
PV UUID 5pXXDK-OM1Z-zH4 i - i ymQ-Jny6-Y+CW~ r— PVs which compose the VG.
862 1K0 \
PV Status allocatable i UUID of the PV
Total PE / Free PE 307 / 0 i (it is recorded in meta-data area of

e e D R, W : PVs)

Figure 6-14 vgdisplay -v (continueq)
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With the vgscan command, all scanned devices are stored in the ./etc/lvm/.cache
file. The target device file name is defined by filter parameter in lvm.conf.

persistent filter _cache {
valid_devices=[

“/dev/dm-6",
“/dev/dasdc”,
“/dev/dasdb1”,
”/dev/dasdc1”,
”/dev/dasdal”,
“/dev/dm-5",
“/dev/mapper/|u5601p1”

________________________________________________

Figure 6-15 Ivm.conf file

The recognition of the LVM by the vgscan command is the following sequence:
PVs —» VGs — LVs.

Unless all PVs that are part of a VG are recognized, the VG is not available. First
PVs need to be recognized in vgscan while booting. PVs need to be recognized
in initrd or zipl.conf.

The pvdisplay command is available to display the recognized PVs.

In the case that PVs are recognized but the VG is not recognized, the meta-data
area in a PV may be broken.

In the case that PVs are not recognized (not listed by pvdisplay), check the
following:

> In lvm.conf:
— filter parameter
— types parameter
» Check /etc/lvm/.cache to verify the target device file name.
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6.1.5 1/O statistics

Another source of information about the storage devices is the DASD 1/O
statistics. With 1/0 statistics all the important information about the storage
devices are collected and stored in a file for further analysis. You can switch the
DASD I/O statistics on and off as needed. Figure 6-16 shows how to switch
DASD I/O statistic on and off.

¥ 9.12.4.185 - PUTTY

lnxdb2:/ # echo set on > /proc/dasd/statistics 4\:
loxdb2:/ # echo set off > fproc/dasd/statistics
lnxdb2:/ # ||

Figure 6-16 Switch DASD 1/O statistic on/off

To reset the collection, switch DASD /O statistics off and on again.

Also see 3.1.8, “netstat” on page 68, for more informational about DASD I/0
statistics.

6.2 Case study

In this section we see a case study involving a real-life problem. In this case
study, we discuss a scenario in which the swap rate becomes too high and the
system throughput decreases dramatically.
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We have a Linux guest system that runs a DB2 database. The Linux system has
an increase its workload due to DB2 requests. We used z/VM tools and Linux
basic tools to monitor this situation. In the first page (Figure 6-17) of the
performance toolkit window FCX100 the load and the paging activity on the
system is normal.

FCX100 CPU 2094 SER 2991E Interval 11:02:21 - 11:03:21 Perf. Monitor
CPU Load Vector Facility Status or
PROC TYPE %CPU %CP %EMU %WT %SYS %SP %SIC %LOGLD %VTOT %VEMU REST ded. User
POO CP 10 1 8 90 1 0 96 10 .. .. ... Master

P01 CP 10 1 9 90 0 0 96 10 .. - ... Alternate
P02 CP 8 1 7 92 0 0 96 8 .. . ... Alternate
P03 CP 8 1 7 92 0 0 96 8 r. . ... Alternate
Total SSCH/RSCH 13/s Page rate 6.5/s Priv. instruct. 2266/s
Virtual I/0 rate 14/s XSTORE paging 3.7/s Diagnose instr. 3/s

Total rel. SHARE 500 Tot. abs SHARE 0%

Queue Statistics: Qo0 Q1 Q2 Q3 User Status:

VMDBKs in queue 0 1 0 6 # of logged on users 24
VMDBKs loading 0 0 0 0 # of dialed users 0
Eligible VMDBKs 0 0 0 # of active users 13
E1. VMDBKs loading 0 0 0 # of in-queue users 7
Tot. WS (pages) 0 669 0 820955 % in-Q users in PGWAIT 0
Expansion factor 0 0 0 % in-Q users in IOWAIT 1
85% elapsed time 1.376 .172 1.376 8.256 % elig. (resource wait) 0

Command ===>
Fl=Help F4=Top F5=Bot F7=Bkwd F8=Fwd F12=Return

Figure 6-17 IBM z/vM Performance Toolkit shows normal load and paging activity
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The next window (Figure 6-18) shows the detailed view of the Linux guest
system running the DB2 workload, LNXDB2. You can see that in this stage, there
is a relatively high I/O rate, but no problem is detected.

FCX115

CPU 2094 SER 2991E

Detailed data for user LNXDB2

Total CPU

Superv. CPU :
Emulat. CPU :

VF total

VF overhead :
VF emulation:
VF load rate:

I/0 rate

DASD IO rate:
UR I/0 rate :

Diag. X'98'
*BLOCKIO

#1/0 active :

Stacked b1k : ..
Stat.: EME,P02,PSWT

Proc.  %CPU
00 2.5
01 .0

Data Space N
BASE

C

N

o w o
N

ame

o
m

on X

Storage def. :
Resident <2GB:
Resident >2GB:
Proj. WSET
Reserved pgs :
Locked pages :
XSTORE dedic.:
XSTORE pages :
DASD slots :
IUCV X-fer/s :
Share

Max. share

Active :100%
Page wait : 0%
I1/0 wait 0%

%VECT %VOHD %VEMU VLD/S

e g e e g

ceg e ce g

Size Mode
2048MB Priv

Device activity and status:

0009 3215

Command ===>

.0

s s g s e g

.0

000C 254R

Interval 10:08:37 - 10:08:38

.0

Fl=Help F4=Top F5=Bot F7=Bkwd F8=Fwd F12=Return

Perf.

.0 .0

CL *, EOF N

Monitor

2048MB Page fault rate: .0/s
79391 Page read rate : .0/s
37211 Page write rate: .0/s

168614 Pgs moved >2GB>: .0/s
0 Main > XSTORE .0/s

5 XSTORE > main .0/s

OMB XSTORE > DASD .0/s
70160 SPOOL pg reads : .0/s
52619 SPOOL pg writes: .0/s
.0/s MDC insert rate: .0/s

100 MDC I/0 avoided: .0/s
PSW wait : 97% I/0 act. : 0%

CF wait 0% Eligible : 0%
Sim. wait: 1% Runnable : 1%

10/S  Status
cese BB 221 EME, P02, PSWT

.0 EME,P02,PSWT

PgRd/s PgWr/s XRd/s XWr/s Migr/s Steal/s
.0 .0

OH NCNT

Figure 6-18 Detailed view of the Linux guest system
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In Figure 6-19 (an image of the overall system performance window) we see that
the XSTORE paging is already at nearly 122 per second. This indicates that
there is heavy paging activity.

FCX100 CPU 2094 SER 2991E Interval 10:07:21 - 10:08:21 Perf. Monitor
CPU Load Vector Facility Status or
PROC TYPE %CPU %CP %EMU %WT %SYS %SP %SIC %LOGLD %VTOT %VEMU REST ded. User
P00 CP 4 1 3 96 1 0 95 4 .. .. ... Master
P01 CP 4 1 3 96 0 0 94 4 . Alternate
P02 CP 4 1 4 96 0 0 94 4 . Alternate
P03 CP 4 1 4 96 0 0 94 4 . Alternate
Total SSCH/RSCH 8/s Page rate 14.4/s Priv. instruct. 891/s
Virtual I/0 rate 4/s XSTORE paging 121.8/s Diagnose instr. 6/s

Total rel. SHARE 400 Tot. abs SHARE 0%

Queue Statistics: Qo0 Q1 Q2 Q3 User Status:

VMDBKs 1in queue 0 0 0 6 # of logged on users 24
VMDBKs loading 0 0 0 0 # of dialed users 0
Eligible VMDBKs 0 0 0 # of active users 12
E1. VMDBKs loading 0 0 0 # of in-queue users 6
Tot. WS (pages) 0 0 0 1007k % in-Q users in PGWAIT 0
Expansion factor 0 0 0 % in-Q users in IOWAIT 0
85% elapsed time 1.656 .207 1.656 9.936 % elig. (resource wait) 0
Transactions Q-Disp trivial  non-trv User Extremes:

Average users .0 .0 .1 Max. CPU %  LNXWAS 6.4
Trans. per sec. .8 1.7 .5 Max. VECT % .....cvv e
Av. time (sec) .101 .017 .327 Max. I0/sec LNXDB2 1.5
UP trans. time .017 .327 Max. PGS/s  LNXWAS 8.6
MP trans. time .000 .000 Max. RESPG ~ LNXWAS 711653

System ITR (trans. per sec. tot. CPU) 20.2 Max. MDCI0O ........ .....

Command ===>
Fl=Help F4=Top F5=Bot F7=Bkwd F8=Fwd F12=Return

Figure 6-19 Heavy paging activity
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After a couple of minutes we see that the I/O rate of the LNXDB2 Linux guest

system increased to 583 per second.

FCX115

Detailed data for user LNXDB2

Total CPU

Superv. CPU :
Emulat. CPU :

VF total

VF overhead :
VF emulation:
VF load rate:

I/0 rate

DASD IO rate:
UR I/0 rate :

Diag. X'98'
*BLOCKIO

#1/0 active :
Stacked b1k : ..
Stat.: EME,P02,PSWT

Proc. %CPU
00 13.6
01 .7

Data Space Name

BASE

Device activ
0009 3215

Command ===>

Fl=Help F4=Top Fb5=Bot F7=Bkwd F8=Fwd F12=Return

CPU 2094 SER 2991E 1Interval 10:12:27 - 10:12:28 Perf. Monitor
14.3% Storage def. : 2048MB Page fault rate: .9/s
1.4% Resident <2GB: 77876 Page read rate : .9/s
12.9% Resident >2GB: 33658 Page write rate: .0/s
% Proj. WSET 168614 Pgs moved >2GB>: .0/s
% Reserved pgs : 0 Main > XSTORE .0/s
% Locked pages : 5 XSTORE > main 6.4/s
S XSTORE dedic.: OMB XSTORE > DASD .0/s
583/s XSTORE pages : 75125 SPOOL pg reads : .0/s
.0/s DASD slots : 52754 SPOOL pg writes: .0/s
.0/s IUCV X-fer/s : .0/s MDC insert rate: .0/s
.0/s Share 100 MDC I/0 avoided: .0/s
.0/s Max. share
0 Active :100% PSW wait : 97% I/0 act. : 0%
Page wait : 0% CF wait 0% Eligible : 0%
I/0 wait 0% Sim. wait: 1% Runnable : 2%
%CP %EM  %VECT %VOHD %VEMU VLD/S 10/S Status
1.4 12.2 e s QR oo QR ¢ 577 EME, P02, PSWT
.0 .7 oo S - P 5.5 EME, P02, PSWT
Size Mode PgRd/s PgWr/s XRd/s XWr/s Migr/s Steal/s
2048MB Priv .9 .0 6.4 .0 .0 .0
ity and status:
.0 000C 254R CL *, EOF NOH NCNT

Table 6-1 Increase

Chapter 6. Storage problems

227



FCX103 CPU 2094 SER 2991E

Total DPA size 4!
Locked pages 14'
Trace table cees
Pageable 3!

Storage utilization
Tasks waiting for a frame
Tasks waiting for a page

V=R area:

Size defined

FREE storage

V=R recovery area in use
V=R user ...,
Paging / spooling activity:
Page moves <2GB for trans.
Fast path page-in rate

Long path page-in rate

Long path page-out rate

Page read rate

Page write rate

Page read blocking factor
Page write blocking factor
Migrate-out blocking factor
Paging SSCH rate

SPOOL read rate

SPOOL write rate

Command ===>
Fl=Help F4=Top F5=Bot

Interval 10:11:21 - 10:12:21

013MB MDCACHE utilization:
984kB Min. size in XSTORE
...kB Max. size in XSTORE
999MB Ideal size in XSTORE
103% Act. size in XSTORE

0 Bias for XSTORE

1/s Min. size in main stor.
Max. size in main stor.
Ideal size in main stor.
..kB Act. size in main stor.
..kB Bias for main stor.
% MDCACHE 1imit / user
cee Users with MDCACHE inserts
MDISK cache read rate
MDISK cache write rate
0/s MDISK cache read hit rate
137/s MDISK cache read hit ratio
2/s
147/s VDISKs:
12/s System 1imit (blocks)
9/s User Timit (blocks)
23 Main store page frames
cee Expanded stor. pages
21 Pages on DASD
1/s
0/s
0/s

F7=Bkwd F8=Fwd F12=Return

Perf. Monitor

0kB
1'024MB
314'688kB
274'304kB
1.00
0kB
4'096MB
277'676kB
176'692kB
1.00
79'504kB

3882k
1005k

38680

Table 6-2 XSTORE continues to increase dramatically
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Now the XSTOR paging increased dramatically to 1556 per second. This means
that the overall system throughput is very low since the system is short on
memory, and therefore the paging activity is very high.

FCX100 CPU 2094 SER 2991E Interval 10:14:21 - 10:15:21 Perf. Monitor
PROC TYPE %CPU %CP %EMU %WT %SYS %SP %SIC %LOGLD %VTOT %VEMU REST ded. User
P00 CP 9 2 7 91 1 0 95 9 .. .S ... Master

P01 CP 7 1 6 93 0 0 96 7 .. .. ... Alternate
P02 CP 7 1 6 93 0 0 96 7 .. .. ... Alternate
P03 CP 11 1 10 89 0 0 95 11 .. .. ... Alternate
Total SSCH/RSCH 12/s Page rate 51.6/s Priv. instruct. 1856/s

Virtual I/0 rate 7/s XSTORE paging 1556/s Diagnose instr. 28/s
Total rel. SHARE 500 Tot. abs SHARE 5%

Queue Statistics: Qo0 Q1 Q2 Q3 User Status:

VMDBKs 1in queue 1 1 0 6 # of logged on users 24
VMDBKs loading 0 0 0 0 # of dialed users 0
Eligible VMDBKs 0 0 0 # of active users 12
E1. VMDBKs loading 0 0 0 # of in-queue users 8
Tot. WS (pages) 119 530 0 987786 % in-Q users in PGWAIT 0
Expansion factor 0 0 0 % in-Q users in IOWAIT 0
85% elapsed time 1.528 .191 1.528 9.168 % elig. (resource wait) 0
Transactions Q-Disp trivial  non-trv User Extremes:

Average users .1 .0 .1 Max. CPU %  LNXWAS 16.9
Trans. per sec. 1.4 1.9 .5 Max. VECT % .....cvv e
Av. time (sec) .088 .014 .222 Max. I0/sec LNXWAS 1.6
UP trans. time .014 .222 Max. PGS/s  LNXSU3 29.7
MP trans. time .000 .000 Max. RESPG ~ LNXWAS 763955
System ITR (trans. per sec. tot. CPU) 12.9 Max. MDCIO ........ .....
Emul. ITR (trans. per sec. emul. CPU) .0 Max. XSTORE LNXDB2 95945

Command ===>
Fl=Help F4=Top F5=Bot F7=Bkwd F8=Fwd F12=Return

Table 6-3 The ninth column from the left shows the emergency scanning rates

As a result of this high workload, shortage of memory, and extremely high paging
activity, the system is in a so-called emergency scanning mode. This can be
seen in Table 6-4 on page 230. See the ESCN field, which indicates that the
system is short on memory and looking for free pages.
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Emergency scanning is an indicator that the system is critically short of storage
for some reason. When short of storage pages, the system begins a three-level
scanning process: scan 1, scan 2, and then the most serious, emergency
scanning. The system is being reduced to extreme measures while hunting for
main storage pages, and the situation is so severe that it will steal them from any
user. Ultimately, whether they are inactive, in queue, or active, it eventually even
steals pages from shared segments and the CP system process.

FCX101 CPU 2094 SER 2991E Interval 07:44:00 - 10:16:21 Perf. Monitor

TIME > PPAG %ST ALO/S FPGS %FR SHAR #TW ESCN %PGSL %SPSL XSTAV %XS XAL/S XAG
09:51 1000k 108 134 ... 0 95 5 77 13 66 1024M 97 228 21

09:52 1000k 18 420 0 93k 2 99 14 66 1024M 99 1309 28s
09:53 1000k 30 52 0 94k 0 100 14 66 1024M 99 163 43-
09:54 1000k 102 130 0 94k 0 94 14 66 1024M 99 420 48R
09:55 1000k 103 223 0 94k 0 95 14 66 1024M 99 666 35R
09:56 1000k 103 46 0 95k 0 100 14 66 1024M 99 133 53R
09:57 1000k 103 28 0 9%k 0 80 14 66 1024M 99 82 80R
09:58 1000k 103 15 0 9k 0 100 14 66 1024M 99 59 123R
09:59 1000k 103 10 0 9%k 0 50 14 66 1024M 99 34 188R
10:00 1000k 103 16 0 9k 0 100 14 66 1024M 99 49 239R
10:01 1000k 103 25 0 9k 0 100 14 66 1024M 99 82 252R
10:02 1000k 103 18 0 96k 0 100 15 66 1024M 99 66 2525
10:03 1000k 103 30 0 9%k 1 57 15 66 1024M 99 101 216S
10:04 1000k 103 12 0 9k 0 50 15 66 1024M 99 31 3138
10:05 1000k 103 7 0 9%k O 0 15 66 1024M 99 55 507R
10:06 1000k 103 25 0 9k 0 100 15 66 1024M 98 41 456S
10:07 1000k 102 19 0 97k 1 100 15 66 1024M 99 61 4545
10:08 1000k 102 21 0 97k 1 100 15 66 1024M 99 70 313R
10:09 1000k 102 20 0 97k 2 75 15 66 1024M 99 51 341R
10:10 1000k 103 22 0 97k 1 100 15 66 1024M 99 83 309R
10:11 1000k 103 31 0 97k 1 88 15 66 1024M 99 96 259R
10:12 1000k 103 50 0 97k 1 100 15 66 1024M 99 150 199R
10:13 1000k 104 251 0 %k 1 91 15 66 1024M 99 596 65R
10:14 1000k 106 369 0 9%k 0 98 14 66 1024M 99 1067 32S
10:15 1000k 100 295 0 9k 3 98 14 66 1024M 99 819 25R

10:16 1000k 100 57 ... 0 96k 0 100 14 66 1024M 99 95 40R
Enter 'GRAPHIcs' command for history graphics selection menu

Command ===>

Fl1=Help F4=Top F5=Bot F7=Bkwd F8=Fwd F10=Left F11=Right F12=Return

Table 6-4 Summary of memory usage of user IDs on the z/VM system

230 Problem Determination for Linux on System z



Note: See also Chapter 11, “Case study: slow responding Web site” on
page 313, for more information about emergency scanning.

In the last window you see a summary of the memory usage of user IDs on the

z/VM system. You see that our Linux running the DB2 workload has a lot of
memory allocated and uses the most XSTORE pages (Table 6-5).

FCX113 CPU 2094 SER 2991E Interval 10:17:21 - 10:18:21 Perf. Monitor
> . . . . .
Data >------------ Number of Pages ----------------- >

Spaces > <-Resident-> <--Locked--> Stor Nr of

Userid Owned >Resrvd R<2GB R>2GB L<2GB L>2GB XSTOR DASD Size Users

>System< .0 > 0 21096 19298 22 12 7778 9617  299M 24
COSTA 0 0 0 0 0 0 176 0 32M
DATAMOVE 0 0 0 0 0 0 228 391 32M
DIRMAINT 0 0 0 0 0 0 405 1605 32M
DISKACNT 0 0 0 0 0 0 0 1252 32M
DTCVSW1 0 0 1 28 1 0 20 2544 32M
DTCVSW2 0 0 29 28 29 5 256 2517 32M
EREP 0 0 0 0 0 0 0 1233 32M
GCS 0 0 1 0 1 0 0 52 16M
LNXDB2 0 0 66406 24293 5 9 96169 52155 2048M
LNXIHS 0 0 37057 61381 42 44 21793 10563  512M
LNXSU1 0 0 5762 8059 6 4 36900 88499 512M
LNXSU3 0 0 1437 1220 7 6 6915 9003 64M
LNXSU4 0 0 489 440 102 156 65 44272  256M
LNXWAS 0 0 394602 367234 8 5 21001 3012 3072M™
MAINT 0 0 0 0 0 0 0 1401 128M
OPERATOR 0 0 0 0 0 0 0 0 32M
OPERSYMP 0 0 0 0 0 0 0 1267 32M
PERFSVM 0 0 45 354 0 0 2507 3236 64M
PVM 0 0 2 1 2 1 70 304 32M
RSCS 0 0 2 36 1 0 0 1218 32M
TCPIP 0 0 470 72 327 52 151 2568 32M
VMSERVR 0 0 1 0 1 0 2 1192 32M
VMSERVS 0 0 1 0 1 0 2 1337 64M

Select a user for user details
Command ===>
Fl=Help F4=Top F5=Bot F7=Bkwd F8=Fwd F1l0=Left F11=Right F12=Return

Table 6-5 Linux running DB2 workload has a lot of memory allocated and uses the most XSTORE pages
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Note: You can also use the Toolkit — Quick Access Menu to issue the
Toolkit -~ RXFM — Insert_tool commands.
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Eligibility lists

This chapter discusses the CP scheduling process and z/VM tools for problem
determination. We also discuss the corrective measures that we need to take to

overcome the problem with respect to the eligibility lists.
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7.1 CP scheduler

When you log on to z/VM, CP creates a control block that is the anchor for a
large amount of information about your virtual machine. This block is called a
Virtual Machine Descriptor Block (VMDBK). It is pointers to this block that get
moved around the different lists.

(Dispatch List) (Eligible List)
User can use system resource

VMDBK D1 | (Choice from E-list) VMDBK E1

End Dispatch Time Slice
(Re-check the dispatch priority)

VMDBK Dn Exceed the resource limit . VMDBK En

(Exceed elapsed time slice)

y 3

) ) Virtual Machine ) )
Virtual Machine has is in wait state Virtual Machine

unused resource becomes workable

(Dormant List)

v v

VMDBK:: Virtual Machine Definition Block (Virtual CPU)

Figure 7-1 z/VVM Scheduler lists

Each user is in one of the following lists:

» Dispatch list (D-list) - users ready (near-ready) to run
» Eligible list (E-list) - "Time Out" chair for users that want to be in dispatch list.
» Dormant list - users who are idle (as far as we know)

If your virtual machine is not doing anything, then CP places it in the dormant list,
which implies that your virtual machine is asleep. If you wake it up (for instance,
by pressing the Enter key on your console), it will get moved to the eligible list,
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where it is eligible to receive system resources. Before it is given any resources,
however, the virtual machine is examined by the scheduler. The scheduler looks
in the VMDBK of your virtual machine to see what resources you have used in
the past. Processor, storage, and paging are some of the resources examined.

If you have just logged on, there will not be much information in the VMDBK, so
the scheduler thinks of you as an interactive user, also known as a class 1 user.
A class 1 user is normally a CMS interactive user or a very lightly loaded guest
operating system. When the scheduler determines that there is enough resource
available to satisfy your needs without putting any other users in jeopardy, you
will be moved to the dispatch list, where you wait in turn for your allowance of
CPU time (time slice). When your turn arrives, your virtual machine is run on an
available processor.

The time slice comes to an end after a certain time known as the dispatcher
minor time slice. If you have more work to do, you can stay in the dispatch list
and get another time slice until you have finished (in which case you will be
moved to the dormant list), or you will have to pay a visit to the scheduler again
so that it can reassess your resource requirements before rescheduling you.

The scheduler may decide, after you have visited the dispatch list a few times,
that you are not really an interactive user but that you need more processing
capacity. You will then be upgraded to class 2 user and allowed to stay in the
dispatch list for longer intervals to see whether you then manage to finish your
work.

This has an additional benefit because it reduces the amount of policy decisions
that the scheduler has to make to manage eligible users. A class 2 user might
typically be a CMS user compiling programs, or a Linux Web server.

After you have visited the dispatch list as a class 2 user several times and still not
finished your work, the scheduler will upgrade you to a class 3 user and you will
be allowed to stay in the dispatch list even longer to see whether you manage to
finish your work. Normally, a class 3 user will be a production guest operating
system.

There are drawbacks to being a higher class user. For instance, if the system
resources (such as paging or storage) become constrained, then the scheduler
will hold higher class users in the eligible list and let lower class users run.
However, there is one type of user, known as a class 0 user (it has
OPTIONQUICKDSP in its directory entry or has had SET QUICKDSP issued on
its behalf) who will never be held in the eligible list. Typically, this user type is
only used for important servers and special user IDs.
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Table 7-1 User Classes

User class Explanation

Class 0 This class indicates the users that were added to the
dispatch list with no delay in the eligible list, regardless of the
length of their current transaction.

Class 1 This class indicates the users who have just begun a
transaction, and therefore are assumed to be currently
processing short transactions.

Class 2 This class indicates the users who did not complete their
current transactions during their first dispatch list stay and
therefore are assumed to be running medium-length
transactions.

Class 3 This class indicates the users who did not complete their
current transactions during their second dispatch stay and
therefore are assumed to be running long transactions.

If you have command privilege class E, you can issue the CP INDICATE LOAD
command to view information about these classes of user. See Example 7-1. Qn
indicates users in the dispatch list. En indicates users in the eligible list, where n
is the class of the user (0, 1, 2, or 3).

Example 7-1 INDICATE LOAD command

ind

AVGPROC-000% 04

XSTORE-000000/SEC MIGRATE-0000/SEC

MDC READS-000001/SEC WRITES-000000/SEC HIT RATIO0-084%
PAGING-0/SEC STEAL-000%

Q0-00000(00000) DORMANT-00016
Q1-00000(00000) E1-00000(00000)
Q2-00000(00000) EXPAN-001 E2-00000(00000)
Q3-00000(00000) EXPAN-001 E3-00000(00000)
PROC 0000-000% CP PROC 0001-000% CP

PROC 0002-000% CP PROC 0003-000% CP
LIMITED-00000

Thrashing

Thrashing is a situation caused by servers wanting more storage all at one time
than exists on a box. At the point where VM does not have enough storage to
meet each server's needs, VM starts paging. There is a point where VM could
spend more time doing paging than performing work.
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The VM scheduler has a very sophisticated mechanism to stop users from
thrashing. It will control thrashing from three different perspectives: storage,
paging, and processor.

The mechanism for controlling thrashing is to put users on an eligible list,
meaning that these users want to consume resource, but there is not enough
resource to sustain them, so they will not be dispatched. When there is enough
resource or certain deadlines pass, the user will be dispatched. This can look like
users are hung. They are not hung, they are waiting until there is sufficient
resource to run efficiently.

7.2 SRM controls

Use SET SRM (system resource manager) to change system parameters. These
parameters define the size of the time slice—the access to resources for different
user classes as seen by the scheduler. This is a complex command and you
should clearly understand its effects before using it.

7.2.1 SRM STORBUF

One of the ways to solve the thrashing problem is to set the SRM STROBUF
command. One of the ways to solve the thrashing problem is to set SRM
STROBUF ( STORBUF ). Basically, this controls the VM guest users who are not
to be sent to the eligible list in spite of memory overcommitment.

The default value for SRM STORBUF is Q1=125% Q2=105% Q3=95%. Usually,
users are moved to the eligible list when real storage utilization is over the setting
value. When we set the values for the various queues as Q1=aaa%, Q2=bbb%,
and Q3=ccc%, users are moved to the dispatch list from the eligible list with the
following conditions.

» Useris E1: total WSS + target E1 user's WSS <= DPA x aaa%
» Useris E2: total WSS + target E2 user's WSS <= DPA x bbb%
» Useris ES3: total WSS + target E3 user's WSS <=DPA x ccc%

WSS means working sets and DPA means dynamic paging area.
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SET SRM STORBUF 100% 85% 75%

Dormant buffer

100%
QO0, Q1User

85%
Q0,Q1,Q2 User

75%
Q0,Q1,Q2,Q3 User

Real Storage (CS)

Figure 7-2 Example SET SRM STORBUF

For larger production Linux guests or servers, we recommend setting the SRM
STORBUF value. See Example 7-2.

Example 7-2 Example SRM STORBUF setup for large servers

SET SRM STORBUF 300 250 200

7.2.2 SRM LDUBUF

By setting up SRM LDUBUF appropriately, we can avoid sending the users to
the eligible list, and instead allow all users (E1-E3) with more paging space. The
default LDUBUF encourages a thrashing situation. If you are thrashing and you
raise the LDUBUF, you will in effect reduce the amount of work that you will get
done.

Example 7-3 Default SBRM LDUBUF values

LDUBUF : Q1=100% Q2=75% Q3=60%

238 Problem Determination for Linux on System z



In the Example 7-3 on page 238, LDUBUF figures mean that guests in Q3 are
only allowed to use 60% of your paging capacity. Since Linux guests are always
in Q3, we would be able to use only 60% paging capacity with our Linux guests,
so we should raise the LDUBUF settings, which would mean that all guests in
any queue would all be able to compete for 100% of your paging capacity. See
Example 7-4.

Example 7-4 Example SRM LDUBUF setup for Linux guests
SET SRM LDUBUF 100 100 100

7.2.3 QUICKDSP

Use SET QUICKDSP to assign or unassign a user’s immediate access to system

resources. This option, when set for a server, allows the server to bypass all

governors set by the CP scheduler. In this way, the server is always dispatched

when necessary, even under a thrashing situation. Users such as TCP/IP and

your more important production Linux servers should have this option.

Points to note are:

» The user ID becomes transaction class 0 and never waits in the eligible list.

» This impacts the decision to move from E-list to D-list on a user ID basis.

» Used for key server virtual machine (process synchronous requests from
users) and virtual machines that demand the best performance.

Example 7-5 Syntax for SET QUICKDSP

SET QUICKDSP userid ON

The QUICKDSP setting impacts a single user ID. It should be used for any server
virtual machine that is critical to user response time or holds key system
resources. Overuse of this control for other users can take away the
effectiveness of the scheduler.

We can also, by default, set the QUICKDSP option set for a user by including the
SET QUICKDSP option in the USER DIRECTORY definition of the particular
user.

7.3 Other recommendations

In general, we recommend setting QUICKDSP on for production guests and
server virtual machines that perform critical system functions. However, you may
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not want to set it on for all your test or non-critical guests. Allowing the VM
scheduler to create an eligible list allows it to avoid some thrashing situations
that could occur from over committing real storage.

Solve this with one of two approaches: use of QUICKDSP or changing the SRM
STORBUF settings. The choice is dependent on where you want the
responsibility of protecting the system from thrashing. The more you use
QUICKDSP, the greater the responsibility on yourself. Setting appropriate
STORBUF settings puts the responsibility on the VM scheduler.

The next line of defense is to set up the Linux guests conservatively as regards
the virtual storage sizes and to set up the VM system well for paging. Here are
some guidelines:

» Set each Linux machine's virtual storage size only as large as it needs to be
to let the desired Linux applications run. This will suppress the Linux guest's
tendency to use its entire address space for file cache. Make up for this with
MDC if the Linux file system is hit largely by reads. Otherwise, turn MDC off,
because it induces about an 11% instruction path length penalty on writes,
consumes storage for the cached data, and pays off little because the read
fraction is not high enough.

» Use whole volumes for VM paging, instead of fractional volumes. In other
words, never mix paging I/O and non-paging I/O on the same pack.

» Implement a one-to-one relationship between paging CHPIDs and paging
volumes.

» Spread the paging volumes over as many DASD control units as possible.

» If the paging control units support NVS or DASDFW, turn them on (applies to
RAID devices).

» Provide at least twice as much DASD paging space (CP QUERY ALLOC
PAGE) as the sum of the Linux guests' virtual storage sizes.

» Having at least one paging volume per Linux guest is a great thing. If the
Linux guest is using synchronous page faults, exactly one volume per Linux
guest will be enough. If the guest is using asynchronous page faults, more
than one per guest might be appropriate—one per active Linux application
would be more like it.

» In QDIO-intensive environments, plan that 1.25 MB per idling real QDIO
adapter will be consumed out of CP below 2 GB free storage for CP control
blocks (shadow queues). If the adapter is being driven very hard, this number
could rise to as much as 40 MB per adapter. This tends to hit the below 2 GB
storage hard. CP prefers to resolve below 2 GB contention by using
XSTORE. Consider configuring at least 2 GB to 3 GB of XSTORE so as to
back the below 2 GB main storage, even if main storage is otherwise large.
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Example scenario

In this case, some guest operating systems are running without a problem, but
other users are unable to log on. In some situations CP will be so short of a
resource that it starts thrashing, a term that means that CP dominates the
system trying to get the resources necessary to dispatch users but never gets
around to actually dispatching them. The users already in the dispatch list may
carry on running. Other users will show as being on the eligible list.

Example 7-6 Eligible list

ind Toad

AVGPROC-058% 03

XSTORE-000200/SEC MIGRATE-0055/SEC

MDC READS-000022/SEC WRITES-000000/SEC HIT RATIO-100%
PAGING-567/SEC STEAL-075%

Q0-00002(00000) DORMANT-00022
Q1-00005(00000) E1-00000(00000)
Q2-00009(00000) EXPAN-001 E2-00000(00000)
Q3-00012(00000) EXPAN-001 E3-00002(00000)
PROC 0000-058% CP PROC 0001-057% CP

PROC 0002-061% CP PROC 0003-058% CP
LIMITED-00000

This problem can be caused by insufficient storage. Use the QUERY FRAMES
command to display current usage of storage. The SET SRM STORBUF
command can be used to control this for different user classes if necessary, but
this is more likely to be caused by either insufficient real storage or by having too
many guests with very large virtual machines. Review all users to see whether
any virtual machines can be made smaller.
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Hardware-related problems

This chapter introduces a basic configuration of hardware and device recognition
and management in Linux on System z. We describe hardware problem

determination basics and introduce a case study.
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8.1 Basic configuration of hardware

Figure 8-1 introduces a typical hardware configuration used by Linux on System
z. If you encounter a hardware problem, this diagram may help you to understand
where to look in the basic hardware configuration and connectivity to understand
where your problem may lie in your own configuration.

System z (LPAR or W) 0
w GB Memary
CP IFL IFL IFL | veunns x4
Channel 2ubsystem
FICOM{Type=FCYVESCON FICOM(Type=FCF} Q5A
. HEN
FIcon SAN switch
ESCON | | |
3502 || S e || |
3590 ECKD W :.ELL..:E
ape Library 2me
3490 DASD L Disic__ (358x -s:*-: Y
3480 ESS,058000,056000,5VC(FCP 3404 Console

Figure 8-1 Basic hardware configuration for LInux on System z

8.2 Device recognition and management

Like other operating systems, Linux has special files that it uses to control the
hardware.

This section describes devices found in Linux on System z and includes the
Linux device file, sysfs, udev, device driver, common I/O, and qdio, and
describes how to confirm device status.

Some of the drivers that are most often used with Linux on System z are:

DASD (dasd_mod, dasd_eckd_mod, dasd_fba_mod)
TAPE (tape, tape_34xxAc.)

FCP/SCSI (zfcp, scsi_mod, st, sg, IBMtape)

Network (geth)

v

vYvyy
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Figure 8-2 shows of our device control.

-

zCEi_mod
dazd_eckd_mod

Linux '< .
dEVIDE{ dasd_mod

Common l/O QDIO

driver da=d_qdio
L
System z
Hardware |
Exterma; Tape
Devices

I
—LUN__J
CKD Ethernet
<\ D

Figure 8-2 Device control

Example 8-1 on page 246 shows:

» Device drivers that are often used in Linux on System z are:
— DASD (dasd_mod, dasd_eckd_mod, dasd_fba_mod)

— TAPE (tape, tape_34xxAc.)

— FCP/SCSI (zfcp, scsi_mod, st, sg, IBMtape)

— Network (geth)

» The Common I/O layer is a layer that executes common I/O operations that
are not dependant on devices. Actions that occur on the common 1/O layer
are recognition of the channel path, detection of devices, and recognition of
device type and control unit type.

» The QDIO driver

Queued Direct I/O (QDIO) is a highly efficient data transfer architecture,
which dramatically improves data transfer speed and efficiency for TCP/IP
traffic. It provides direct communication between memory and adapter
devices (Direct Memory Access, DMA). Additionally, I/O processing paths are

shortened.

8.2.1 Common I/O layer

The common /O layer is System z specific intermediate layer that exploits all
hardware and kernel features. It is the layer that executes common I/O
operations that are not dependent on devices. Actions that are in the common
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I/O layer include recognition of the channel path, detection of devices, and
recognition of device types and control unit types. Linux devices use the common
I/O layer to connect to device drivers.

Common /O processing does not depend on a device being executed. The
process involved in common I/O is:

1. A starting I/O processing request is made to the channel subsystem.

2. Completing I/O - The I/O interruption from the hardware is received when 1/O
is completed. The subroutine of the device driver corresponding to the
hardware is then called.

3. Error handling at channel and sub-channel - When the hardware event has
occurred, a machine check interrupt is received. Recovery processing begins
according to the event that is executed.

4. Recognizing the devices that the channel subsystem manages involves
acquiring sub-channel information, acquiring the control unit, device type,
and/or model number and inspection of channel paths of each device.

Overview

In this section, we provide an overview of this process from 1/O request to
completion and include a machine check interruption.

Channel command word
Channel command words (CCWs) are 1/O requests to devices and are hardware
understandable instructions. The Information included in the CCWs is:

» Hardware instruction such as read or write
» Data or buffer addresses on memory
» Number of bytes for input/output data

Instructions can be different for each device.

Channel report word messages

Channel report word (CRW) messages provide a status of the I/0O operation, the
device, and the channel paths (for example, link up/link down message or
messages about attaching devices). An example of a message is shown in
Example 8-1, where a FICON cabile is pulled out once and reconnected.

Example 8-1 /var/log/messages

Jul 1 15:03:35 xxxxxxxx kernel: crw_info : CRW reports slct=0, oflw=0,
chn=0, rsc=B, anc=0, erc=0, rsid=0

Jul 1 15:03:36 xxxxxxxx kernel: dasd erp: 0.0.c700: default ERP called
(255 retries left)
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Figure 8-3 demonstrates the I/O request, a machine check interruption, and the
I/O completion.

Svztem 2

Linux on Svstem z

Device Drivers

Comman IO

[ Machine CRW
request check
interruption

Channel Subsystemn

Figure 8-3 Overview from I/O request to completion

During the 1/O request, the CCW is created and it executes start sub channel
(SSCH) instruction.

When the I/O is completed, notification is sent to the operating system by an I/O
interruption. The status is stored to the interruption response block (IRB). The
IRB stores device and channel status.

During a machine check interruption, the CRW provides notification of hardware
events such as channel links up or down.

8.2.2 Kernel layer

The Linux device drivers work through special kernel code that accesses the
hardware directly. This kernel layer recognizes and manages the hardware with
special device files such as sysfs and udev. Figure 8-4 shows where these
devices sit in the overall architecture.

Linux kernel

Llser space Device driver

device file snames= address X

Program —-"’ =Mmajer=-=<mingr= ——PI =minar= % Device I

Figure 8-4 Device drivers and the Linux kernel
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Linux treats a device as a file. As seen in Figure 8-4 on page 247, in the user
space is a program that controls devices using device files. The Linux kernel
manages the devices using major and minor numbers. The major number is a
number that indicates the device driver and the minor number is a number that
indicates each device.

Some device files are created automatically when Linux is installed. From kernel
Version 2.6 forward, Linux creates device files using a hardware detector called
udev, which also manages file permissions. udev works in the user space using
hotplug events that the kernel sends whenever a device is added or removed
from the kernel. udev creates device files both automatically and manually.

When a new device arrives, the hardware or z/VM creates a machine check. The
Linux machine check handler handles the machine check while the Linux
common I/O layer queries the channel subsystem. The new device is registered
in the Linux device infrastructure where a new sysfs entry appears and a hotplug
event is created. udev examines the configuration files and creates the device
node appropriately.

By creating and dynamically deleting device files, device files of only devices that
are connected to the system are created under the /dev directory, and it is easy
to confirm what devices are connected now and whether the devices are
connected correctly. However, in SLES, minimum device files must exist in the
system, and these files are not deleted dynamically.
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The steps involved in device recognition by udev are shown in Figure 8-5.

[Machine Check handler

majouiminoer number
is written in
Linux Kernel Commaoen 1O Layer Isysiblockidasdwdey

Device Model sysfs

2

A, y el 4
User Space @tplugl—)—h( udev -\D

idev C__: Mew Device Mode "':)

Figure 8-5 Sequence of attaching new devices with hotplug

The steps are:
1. A new device is added and a machine check occurs.
2. The machine check handler informs the common 1/O layer of the new device.

3. Information about the added device is acquired in the common 1/O. A new
entry is created in sysfs.

Hotplug is called.
udev is called.

udev references sysfs.

N o o &

The device file is created.

Sysfs offers an interface to the user space for accessing the data structure in the
kernel space. Sysfs can dynamically add and delete via both the hotplug agent
and by user operations. It also allows for option setting (log level, for example) of
the device and driver and confirmation of device status (such as on or offline).
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The Sysfs contains virtual configuration and control files, for example:

»

Example of configuring an OSA device

# echo “0.0.0769,0.0.076a,0.0.076b> >
/sys/bus/ccwgroup/drivers/qeth/group
# echo 1 > /sys/bus/ccwgroup/drivers/qeth/0.0.0769/on11ine

Example of the changing log level
# echo 2 > /sys/bus/ccw/drivers/zfcp/loglevel qdio
Example of making channel path offline/online

# echo offline > /sys/devices/css0/chp0.xx/status
# echo online > /sys/devices/css0/chp0.xx/status

Example of changing option setting
# echo 1 > /sys/devices/qeth/0.0.e18c/layer2

8.2.3 Device drivers
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The following are the device drivers, their corresponding kernel modules (if
applicable), and descriptions and characteristics that are common in a Linux on
System z configuration:

»

DASD device driver
— Kernel modules: dasd_mod, dasd_eckd_mod, dasd_fba_mod.
— A device driver that is used to access channel-attached DASD devices.
— Channel subsystem processes path control and error recovery.
Linux does not consider the existence of path.
— Linux controls it by using device file Ag/dev/dasdxAh.
¢ The first partition is /dev/dasdx1, the second partition is /dev/dasdx2.
¢ The maximum number of partitions is 3.
zfcp device driver

— A device driver that is used to access Fibre Channel attached SCSI
devices.

— A channel subsystem is not used. The buffer I/O of QDIO is used instead.
Linux has to process path control and error recovery by itself because of
this.

— Information about the Host Bus Adapter (HBA) and the logical unit number
(LUN) on the storage server side is needed in order to recognize a LUN.

— Linux controls recognize the LUN by using the device file, /dev.
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» Network device driver - Network devices are controlled by network device

drivers.

¢ The device file and major/minor numbers are created in the same way

as disk and tape.

¢ The interface is created and related to a device.

— The default name of an interface depends on the type of interface, for
example, Ethernet (eth0, eth1, HiperSockets (hsiO, hsi). The name of the
interface can be changed <geth>.

— Device drivers are used to access the OSA-Express of QDIO mode and

HiperSockets.

— Channel subsystems are not used. Buffer 1/0 of QDIO is used instead.

— The geth device driver needs 3 subchannels to recognize an OSA device:

¢ An even number of control read devices.

¢ The control write devices must be the device bus-ID of the read

subchannel plus one.

¢ Data devices can be any free device bus-ID on the same CHPID.

8.2.4 Confirming status of channel path and devices

Table 8-1 Confirming status of channel path and devices

This section describes the command and files for status confirmation of devices.
It is possible to confirm the devices’ status provided by sysfs. It is important to
confirm the status, even under normal circumstances.

Commands/files

Description and contents

General | Iscss The device status that common I/O manages
/etc/sysconfig/hardware/* Device information
DASD Isdasd Composition information about DASD
/sys/bus/ccw/drivers/dasd-eckd/0.0.<addr> | Composition information about DASD
/proc/dasd Composition information and statistical
information about DASD
FCP Isscsi Information on SCSI devices

/sys/bus/ccw/drivers/zfcp/0.0.<addr>

Composition information about SCSI devices

/proc/scsi/IBMtape, /proc/scsi/IBMchanger

FCP tape device information
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Commands/files Description and contents

Network

Isgeth Composition information on the geth network
devices

/sys/bus/ccwgroup/drivers/qeth/0.0.<addr> | geth network devices information

/proc/geth geth network devices information

It is possible to confirm the status of the channel path and devices by using the
1css command. See Example 8-2.

Example 8-2 Confirming channel path status and device status

Device  Subchan. DevType CU Type Use PIM PAM POM CHPIDs

0.0.0009 0.0.0000 0000/00 3215/00 yes 80 80 FF 00000000 00000000
0.0.000C 0.0.0001 0000/00 2540/00 80 80 FF 00000000 00000000
0.0.000D 0.0.0002 0000/00 2540/00 80 80 FF 00000000 00000000
0.0.000E 0.0.0003 0000/00 1403/00 80 80 FF 00000000 00000000
0.0.0190 0.0.0004 3390/0A 3990/E9 FO FO FF COC2C1C3 00000000
0.0.019E 0.0.0005 3390/0A 3990/E9 FO FO FF  COC2C1C3 00000000
0.0.019D 0.0.0006 3390/0A 3990/E9 FO FO FF COC2C1C3 00000000
0.0.0191 0.0.0007 3390/0A 3990/E9 FO FO FF COC2C1C3 00000000
0.0.05B0 0.0.0008 1732/01 1731/01 yes 80 80 FF  A9000000 00000000
0.0.05B1 0.0.0009 1732/01 1731/01 yes 80 80 FF  A9000000 00000000
0.0.05B2 0.0.000A 1732/01 1731/01 yes 80 80 FF A9000000 00000000
0.0.0240 0.0.000B 1732/01 1731/01 yes 80 80 FF  BE000000 00000000
0.0.0241 0.0.000C 1732/01 1731/01 yes 80 80 FF  BE000000 00000000
0.0.0242 0.0.000D0 1732/01 1731/01 yes 80 80 FF BE000000 00000000
0.0.C128 0.0.000E 3390/0A 3990/E9 yes FO FO FF COC2C1C3 00000000
0.0.C129 0.0.000F 3390/0A 3990/E9 yes FO FO FF COC2C1C3 00000000
0.0.38CD 0.0.0014 1732/03 1731/03 80 80 FF B6000000 00000000
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Channel path status

You would confirm the physical path status by using the 1css command and
looking at the columns labeled PIM, PAM, and POM. These are a part of the path
status information that are included in the subchannel information block. See

Figure 8-6.

#|scss Fath status
Device Suhchan. DevType CU Type UselPIM PAM FOMCHRPIDS

0i0A 3990/E9
A 3990/ES

0.0.C757 0.0.0003
0.0.C758 0.0.0009

FO 70
11110 00 0 n1141'nns:un
5 A A A A
coc2ci1c3o00 oo oo op  CP ©2C1C3 0000 00 00

This status means abnormality is not Some troubles occur in the path of CHRID "CO
found for all PIM {(C0,21,C2,23) because the PAN status of CO is Off

Figure 8-6 Confirming channel path status

Confirming device status

To confirm the status of DASD, use the 1sdasd command found in
/proc/dasd/devices.

Output from this command will be similar to that found in Example 8-3.

Example 8-3 Confirming DASD status

0.0.c128(ECKD) at (94: 0) is dasda : active at blocksize 4096, 601020 blocks, 2347 MB
0.0.c129(ECKD) at (94: 4) is dasdb : active at blocksize 4096, 601020 blocks, 2347 MB
0.0.cl2a(ECKD) at (94: 8) is dasdc : active at blocksize 4096, 601020 blocks, 2347 MB
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To confirm the FCP device status, use the 1sscsi command, as shown in
Example 8-4.

Example 8-4 Confirming FCP device status

# 1sscsi -v
sysfsroot: /sys
[0:0:1:0] disk IBM 2105800 .112 /dev/sda

dir: /sys/bus/scsi/devices/0:0:1:0
[/sys/devices/css0/0.0.0007/0.0.f441/host0/0:0:1:0]

To confirm OSA status, use the 1sqeth command (this command is only for
SLES), as shown in Example 8-5.

Example 8-5 Output of the Isqeth command - confirming OSA devices

Device name : eth0
card_type : GuestLAN QDIO
cdev0 : 0.0.05a0
cdevl : 0.0.05al
cdev? : 0.0.05a2
chpid : A9
online 3 NI
portno : 0
route4d : no
routeb 1 no
checksumming : sw checksumming
state : UP (LAN ONLINE)
priority_queueing : always queue 2
fake 11 : 0
fake broadcast : 0
buffer_count : 16
add _hhlen : 0
layer? : 0
large_send : no
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8.3 Hardware problem determination

This section provides:

» An explanation of check points that will help you determine whether a problem
is hardware or software.

» A procedure to determine each step of the problem of hardware recognition
and to determine the problem.

8.3.1 Initial determination of hardware or software problems

If a problem happens, you will want to confirm the problem first. Gather
dbginfo.sh and s390dbf first. Determine the following:

» Are the devices be recognized?
» Is the performance up to expectations?
» Can the devices be used?

Even though there may be no problem in device recognition and performance,
some errors may still be reported, look in the /etc directory.

After confirming the problem, look at the components that can be easily observed
(such as, is it storage subsystem trouble? network trouble?). Determine whether
it is a problem related to I/O. 1/O troubles should be investigated last.

Messages that may indicate a hardware problem are:

» Remote Support Facility (RSF) notification
» The icon status of the HMC
» Check stop of LPAR
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Distinct hardware or software problem

To determine whether it is clearly a problem with hardware or software, error
messages and problem scope (single system or multi system), leave good hints.
Hardware error messages are shown in Linux logs, on the HMC, on the z/VM
console, or in the IBM z/VM Environmental Record Editing, and Printing (EREP)
report. A flowchart of the problem determination process can be seen in

Figure 8-7.
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Figure 8-7 Hardware and software problem determination flowchart
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Note: /var/log/messages on Linux does not have the messages that are
shown during Linux hang, down, or reboot.

8.3.2 Investigating hardware-related messages

Hardware error messages in z/VM basically have an error code and its meaning.
Check the messages and code manual of each component for your version of

z/VM.

We have no manual about hardware messages in Linux. Searching the meaning
of messages from past cases is a good approach of investigation. You can
search in the z/VM Technical Q&A library and Bugzilla. Linux source code would

have its meaning.

Here we provide some sample hardware error messages.

Example of hardware error messages for DASD
Sense data is an error returned from a SCSI device. Sense data is available in
the sense buffer. For more information about sense data, see:

http://www.linux.org/docs/1dp/howto/archived/SCSI-Programming-HOWTO/SCS

I-Programming-HOWTO-10.html

The sense data description is displayed directly in the message. Example 8-6

shows a sample of this sense data.

Example 8-6 /var/log/messages

Dec 18 19:19:04 xxxxxxxx kernel: dasd erp(3990):
Dec 18 19:19:04 xxxxxxxx kernel: dasd erp(3990):
Terminated

Dec 18 19:19:04 xxxxxxxx kernel: dasd erp(3990):
first time retry

Dec 18 19:19:04 xxxxxxxx kernel: dasd erp(3990):
pending interrupt, 255 retries left

Dec 18 19:19:04 xxxxxxxx kernel: dasd erp(3990):
30s

o O

.0.
.0.

0.0.2008:

0.0.2008:

0.0.2008:

2008:
2008:

Environmental data present
FORMAT F - Operation

dasd_3990 erp action_4:
waiting for state change

blocking request queue for
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Another example of a hardware error message concerning DASD would be an
equipment check error.

» Equipment check (EQC) usually indicates a hardware error.

» The message in Example 8-7 indicates an EQC of a reset event. A Reset
Event is returned from control units on the timing of the first access after a
channel path reset. The channel path is reset when the reconnection has
occurred after the physical connection of ESCON® or FICON is
disconnected.

» You will not see that the connection is broken when the message is
displayed.

Example 8-7 /var/log/messages

Feb 6 01:07:19 xxxxxxxx kernel: dasd _erp(3990): 0.0.7404: Equipment Check -
environmental data present

Feb 6 01:07:19 xxxxxxxx kernel: dasd _erp(3990): 0.0.7404: FORMAT 0 - Reserved

Feb 6 01:07:19 xxxxxxxx kernel: dasd_erp(3990): 0.0.7404: dasd_3990 erp_action_4:
first time retry

Feb 6 01:07:21 xxxxxxxx kernel: dasd_erp(3990): 0.0.7403: Equipment check or
processing error

Example of error messages for FCP devices
In Example 8-8, we see an error of the tape drive with an FCP connection.

The following messages are output during backup to tape. If this happens, check
the address of the adapter from the error messages at first. The following list
refers to Example 8-8:

» Discover Address (ADISC) Request failed.
» The port is not connected with SAN network.
» Recovery failed.

Example 8-8 /var/log/messages

Apr 3 07:07:21 xxxxxxxx kernel: zfcp: ELS request rejected/timed out, force physical
port reopen (adapter 0.0.1902, port d_id=0x00390001) (1)

Apr 3 07:07:52 xxxxxxxx kernel: zfcp: The adapter 0.0.1902 reported the following
characteristics:

Apr 3 07:07:52 xxxxxxxx kernel: WWNN 0x5005076400cd191f, WWPN 0x50050764016077b7,
S_ID 0x00390010,

Apr 3 07:07:52 xxxxxxxx kernel: adapter version 0x3, LIC version 0x606, FC Tink
speed 2 Gb/s

Apr 3 07:07:52 xxxxxxxx kernel: zfcp: Switched fabric fibrechannel network detected
at adapter 0.0.1902.
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Apr 3 07:07:52 xxxxxxxx kernel: zfcp: warning: failed gid_pn nameserver request for
wwpn 0x500507630f400d04 for adapter 0.0.1902 (2)

Apr 3 07:07:52 xxxxxxxx kernel: zfcp: port erp failed (adapter 0.0.1902,
wwpn=0x5005076301400d04) (3)

ELS in the example refers to extended link service. In this case, ELS requests
the address information of the target port.

gid_pn refers to Get Port Identifier - Port Name. Send the port name to a name
server and get the port ID.

Examples of messages that look like hardware errors
In this example, we are trying to recognize DASD that is not formatted.

The following messages (shown in Example 8-9) are displayed, but this does not
mean that it is a hardware error. The error messages would not be displayed if
the DASD were formatted.

Example 8-9 /var/log/messages

Mar 17 16:01:05 XXXXX kernel: wunable to read partition table
dasdaa:<3>dasd_erp(3990): /dev/dasdaa ( 94:104),29d0@2b: EXAMINE 24: No Record
Found detected - fatal error

dasd(eckd):
dasd(eckd):
:in req: 01a04600 CS: 0x40 DS: 0xOE
:Failing CCW: 01a046d0

:Sense(hex) 0- 7: 00 08 00 00 dO 00 00 00
:Sense(hex) 8-15: 00 00 00 00 00 00 00 05
:Sense(hex) 16-23: 27 00 72 80 20 0a Of 00
dasd(eckd):
:24 Byte: 0 MSG 0, no MSGb to SYSOP

dasd(eckd)
dasd(eckd)
dasd(eckd)
dasd(eckd)
dasd(eckd)

dasd(eckd)

Sense data:
device 29D0 on irq 43: I/0 status report:

Sense(hex) 24-31: 00 00 40 e2 00 00 00 00

Example 8-10 is another example of a message that looks like a hardware error.
It is displayed when the ext3 file system is used. The transaction barrier function
is not supported by the storage systems.

The transaction barrier function is a supplementary mechanism for keeping data
integrity.

To avoid this, simply add the parameter “barrier=off” to the file zipl.conf.

Example 8-10 /var/log/messages

JBD: barrier-based sync failed on dasdxx - disabling barriers
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8.3.3 Approach for hardware problems

260

The approach that you should take to solving hardware problems would be to
first contact your hardware support personnel. You will need the hardware
support person to further investigate the hardware problem.

Some basic information that they will need is:

» Machine type

» Serial number

» Telephone number of the machine room

Information that is necessary to provide to your support person is:
» A description of the problem

» What you were doing when the problem occurred

» When it occurred

» Whether you changed any of the settings just before the problem occurred
» The information to specify the hardware

» Information about the hardware (for example, address)

» Error messages on Linux

» The information that you can get from HMC

Specify the device
If we can specify the device in error clearly, the following two cases are possible.:

» One device is in error.
» The device status is not normal.
If we cannot specify the device in error, then:

» The performance trouble could be disk 1/0, which may be on different storage
systems.

» There may be network connection problems in an environment that has
multiple NICs.

After specifying the device in error, check the status and distinguish the error
(hardware or software).
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Check the status of DASD recognition

Next you will want to check the status of DASD recognition by checking the
following:

» The Common I/O
Check 1scss output.

— Check whether the address of the target device is displayed.
— Check whether DevType and CU type are collect.

» The device driver
Check the /sys/bus/ccw/drivers/dasd-eckd directory.

Check whether the symbolic link of the target device is in
/sys/bus/ccw/drivers/dasd-eckd.

» Online status

— Check 1sdasd.
— Check 1scss.
— Check /sys/bus/ccw/drivers/dasd-eckd/0.0.<address>/online.

Check the status of FCP device recognition
You will want to check the status of your FCP device recognition:

» FCP porton System z
Check the 1scss.
Use="yes” means that the FCP port is online on System z.
/sys/bus/ccw/drivers/zfcp/0.0.xxxx/online means the same.
» FCP port on storage system
Check the /sys/bus/ccw/drivers/zfcp/0.0.xxxx/ directory.

If is a directory that is named with WWPN, FCP port is online on the storage

system.
» LUN recognition

Check the /sys/bus/ccw/drivers/zfcp/0.0.xxxx/yyy...yyy/ directory (yyy...yyy is

WWPN).

There is a directory that is named with the LUN number, meaning that the

LUN is recognized.
» SCSI disk recognition

— Check 1sscsi.
— Check /proc/scsi/scsi.
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Check the status of OSA recognition
You will want to check the status of your OSA recognition:

» Common I/O
Check 1scss.
» Device driver

— Check the symbolic link about devices on
/sys/bus/ccwgroup/drivers/qeth/*.

— Check the entry on /proc/geth.
» Online status

— Check 1scss.
— Check the status on /proc/qeth.

Investigation of shared devices

In many Linux on System z environments, system resources (CPU, memory,
channel, network) are shared. When hardware trouble happens, the same
problem will occur on all systems that share the hardware.

If it is difficult to distinguish whether the problem is related to hardware or
software, additional tests with changing software versions or combinations of
hardware and software may be necessary.

» Change the software version.

If the trouble does not occur when the software or hardware version is
changed, then the software is the problem.

» Assign the same hardware to the other system.
— If the trouble occurs on the other system, then hardware is the problem.

— If the trouble does not occur on the other system, then software is the
problem.

» Assign different hardware to the same system.
— If the problem occur on the other hardware, then software is the problem.

— If the problem does not occur on the other hardware, then hardware is the
problem.
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8.3.4 After determining whether problem is software or hardware

If it seems that software is the problem:

» Determine whether it is in the device driver layer.
» Determine whether it is on each component.

If it seems that hardware is the problem:

» Contact hardware support personnel.
» Prepare the procedure for making a hardware exchange.

If you cannot distinguish whether it is a software or a hardware problem,
reproduce the problem and gather information:

Confirm the problem reproduction procedure.

Set the proper debug level in s390dbf and other log and trace.
Run the problem reproduction test.

Get information from dbginfo.sh or other tools.

vyvyyy

8.4 Case study

This section provides case studies of hardware problems.

8.4.1 Memory card

The characteristics of memory card problems are:
» Memory error messages are displayed on the HMC.
» Notice from remote support facility (RSF).

» Check stop or system hung occurs in some LPARs that share the same
memory card.

» Environment: RHEL4 update 4 on System z9® LPAR.

» Information gathered: System messages from HMC OS messages.
» Analysis step: Contact a hardware support person.

» Result and solution: Hardware problem. Exchange the memory card.

» Tips: If RSF is reported, we can determine that the trouble is a hardware
problem.
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8.4.2 OSA
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The characteristics of OSA problems would be:

>

State: Network interface goes down with geth error messages
(Example 8-11).

Example 8-11 /var/log/messages

geth: check on device 0.0.3600, dstat=x0, cstat=x4 <4>

geth: irb: 00 c2 40 17 03 77 50 38 00 04 00 00 00 00 00 00
geth: irb: 00 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00
geth: irb: 00 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00
geth: irb: 00 00 00 00 00 00 00 00 00 00 00 02 00 15 00 5d
qdio : received check condition on activate queues on device 0.0.3602
(cs=x4, ds=x0).

geth: Recovery of device 0.0.3600 started .

bonding: bondl: link status definitely down for interface eth2,
disabling it

bonding: bondl: making interface eth3 the new active one.

»

>

>

Environment: SLES9 SP3 on System z9 (not related on LPAR or on z/VM).
Information gathered: dbginfo.sh (especially /var/log/messages).
Analysis step

— Subchannel status on /var/log/messages shows subchannel status
(channel control check).

“cstat” on “geth: check on device...” shows subchannel status.
— Channel control check is reported when hardware problem happens.
— Contact your hardware support person.

Result and solution: hardware problem. Changing the OSA card will solve the
problem.

Tips: Device status or subchannel code often shows hints that help
distinguish between hardware and software problems.
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8.4.3 DASD errors

The characteristics of DASD errors are:

» State: DASD error messages in /var/log/messages (see Example 8-12).

Example 8-12 /var/log/messages

Apr 19 15:14:09 xx kernel: dasd: 0.0.0104: Interrupt fastpath failed!
Apr 19 15:14:09 xx kernel: dasd: 0.0.0106: Interrupt fastpath failed!
Apr 19 15:14:09 xx kernel: dasd erp: 0.0.0104: default ERP called (254 retries left)
Apr 19 15:14:09 xx kernel: dasd erp: 0.0.0106: default ERP called (254 retries left)
Apr 19 15:14:09 xx kernel: dasd erp: 0.0.0100: default ERP called (255 retries left)
Apr 19 15:14:09 xx kernel: dasd erp: 0.0.0103: default ERP called (255 retries left)
Apr 19 15:14:10 xx kernel: dasd: 0.0.010c: Interrupt fastpath failed!
» Environment: SLES9 SP3 on System z (not related on LPAR or on z/VM).
» Information gathered: dbginfo.sh (especially /var/log/messages).
» Analysis step
— Search the error messages. Messages report an error when 1/O requests
are performed.
— Error messages are displayed in some device address on the same path.
Confirm that this is a hardware error or a hardware change with hardware
support person.
» Result and solution: hardware temporary error. ESS detected the temporary
error of the FC adapter at the same time. ESS does a warm start (about 2
seconds). If there is no longer a problem, ESS has recovered normally.
» Tips: It appears to be a path error if the error occurs in some address on the

same path.
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8.4.4 Network interface error upon reboot
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The characteristics of a network interface error upon reboot are:
» State

— No interface found message of network interface is displayed in
boot.msg after reboot (Example 8-13).

— The bonding interface is not configured.
— The same phenomenon is occurring in some LPARs that share the OSA
port.

Example 8-13 /var/log/boot.msg

[1A. .done geth-bus-ccw-0.0.3700 No interface found
[1A..failed geth-bus-ccw-0.0.3700 No interface found
[1A..failed bond0

bond0 enslaving interfaces: eth0 ethl

bond0 IP address: x.xx.xx.x/24 as bonding master
[1A..done bond1

bondl Could not get an interface for slave device
'geth-bus-ccw-0.0.3700'

bondl enslaving interfaces: eth?2

bond1 IP address: x.xx.xx.x/24 as bonding master

» Environment: SLES9 SP3 on System z (not related on LPAR or on z/VM).
» Information gathered: dbginfo.sh.

» Analysis steps: The same phenomenon is occurring in some LPARs that
share OSA ports, so it seems to be a hardware problem.

c. Your hardware support engineer confirms that the hardware status is
normal.

d. You learned of the device failure from the Iscss.

“DevType”,“CU Type” is received as response to senselD from the
hardware.

The cause is one of the following:
* SenselD is not sending to the device.
¢ SenselD is sent, but OSA does not reply.

e. Check the process of device initialization from the source code and trace
(by support center). SenselD is sent when LACP turns ON.
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f. Try to get the debug trace in the environment in which it is occurring. Set
the debug level:

# echo 6 > /proc/s390dbf/cio_msg/level
# echo 6 > /proc/s390dbf/cio_trace/Tevel

g. Set LCHP OFF/ON

# echo “offline” > /sys/devices/css0/chp0.63/status
# echo “online” > /sys/devices/css0/chp0.63/status

h. Get dbginfo.
If after LCHP is turned off and the status still does not change to online:
a. Examine hardware again.

b. Forcibly obtain the detailed information from the OSA. (Use forcelog,
which are error logs obtained by the operating system engineer.) Check
that the stop happens.

» Result and solution: hardware problem.
Exchanging the OSA card will solve the problem.

» Tips: The same phenomenon is occurring in some LPARs that share an OSA
port.

It seems more likely to be a hardware problem.

When it is difficult to determine whether it is hardware trouble or software
trouble, reproduce the problem and get the s390dbf.

8.4.5 DASD recognition problem in boot process

The characteristics of a DASD recognition problem in the boot process are:

» State: The system does not recognize the DASD in reboot (see
Example 8-14).

Example 8-14 /var/log/boot.msg

Couldn't find device with uuid 'cuPnQl-zYo0-3bo5-gxrc-b5VL-Nomg-prT5qf'.
Couldn't find all physical volumes for volume group vgHEPRRCOlarcdest0401.
/dev/dasdcal: Tseek 0 failed: invalid argument
/dev/dasdcal: Tseek 0 failed: invalid argument

» Environment: SLES9 on System z.
» Information gathered:

— /var/log/boog.msg
— dbginfo.sh (includes /var/log/messages)
— sigano
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— Stand-alone dump
» Analysis step:

— DASD is recognized as non-label according to /var/boot.msg
(Example 8-15).

— Size of DASD partition’s size is abnormal on /proc/partitions in dbginfo
(Example 8-16).

Example 8-15 /var/log/boot.msg

dasd(eckd): 0.0.747f: 3390/0C(CU:3990/01) Cy1:10017 Head:15 Sec:224
dasd(eckd): 0.0.747f: (4kB blks): 7212240kB at 48kB/trk compatible disk
dasdal:VOL1/ O0X747F: dasdall

dasd(eckd): 0.0.77a9: 3390/0C(CU:3990/01) Cy1:10017 Head:15 Sec:224
dasd(eckd): 0.0.77a9: (4kB blks): 7212240kB at 48kB/trk compatible disk
dasdca: (nonl)/ : dasdcal

Example 8-16 /proc/partitions

94 149 7212144 dasdall

94 312 7212240 dasdca

94 313 9223372036854775796 dasdcal
94 244 7212240 dasdbj

— Search the flow of I/O processes from s390dbf in dump.
e Search by support center and developer.

* The function for DASD recognition does not get the volume label
information and partition information.

» Result and solution: software problem.
— lItis the same problem as reported in SLES10.
— Use the release paich for the current kernel of SLES9.

» Tips: Determine that this problem is the same as that of SLES10 according to
an examination of /var/log/boot.msg, dbginfo, and dump information.
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Installation and setup
problems

This chapter is a guide to help you to identify most problems that you could
encounter during the installation and setup process. This chapter will help you to
make the problem determination much easier.

This chapter covers the following:

» Understanding the installation process
» Gathering information regarding installation
» Scenarios
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9.1 Understanding the installation process
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Before starting a Linux installation we need to check for system requirements (for
example, memory, network, disk space). To understand the details of these
requirements, see the Web site of your preferred Linux distributor, such as:

http://www.novell.com
http://www.redhat.com

A Linux installation on System z can be performed in two ways:

» Under z/VM - When Linux is installed on z/VM, the Linux distribution is
considered a guest system.

» On a System z LPAR - When Linux is installed using LPAR, permit it to use a
part of physical memory on the system.

It is possible to install Linux on System z either from graphical interface or from a
text interface.

If we decide to use a graphical user interface, you can use your mouse to
navigate the screens, enter text fields, or click buttons.

To run the graphical installation, we can use either of two options below from
your Linux or Windows® workstation machine. You must also have another
server running.

» X11 forwarding
From your Linux machine, open a command prompt and type the following:
$ ssh -X servername.company
Where:

— -Xis the option that enables X11 forwarding. This can also be specified on
a per-host basis in a configuration file.

— servername.company is a server machine where Linux will be installed
(for example, Inx.itso.ibm.com).

» VNC Client

From your Linux or windows machine, we can use the VNC Client to access
the server and install Linux.

Note: In most of cases the VNC option is the best solution.
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There are at least four methods of installation available to install your Linux
distribution:

» Install from a hard disk or a DASD.
» Install via NFS.

» Install via FTP.

» Install via HTTP.

When we are using NFS, FTP, or HTTP methods, we need to fill in an additional
screen configuration.

Note: For SUSE SLES 10 and RHEL 5.1 we can choose a Layer 2 connection
to connect to NFS and the FTP server.

When we start the installation, we first make some configuration decisions before
the packages become available to be installed. To install:

1. Language selection - Select the language that you would like to use during
the installation.

Note: This choice is valid only for the installation process. To configure
what language your system will supported you must configure it in the
language support configuration panel.
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2. Disk partitioning setup - At this option, we can choose automatic partitioning
or manual disk partitioning. Here we configure the partition sizes used by
Linux. See Figure 9-1.

| evidasda (2136 MB) 390 DASDdrive)
- F
Disk Setup - R — o
T ——
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be instlled. File System Type | ex13

If you do not know =] dasda 2136 ME |BM S390 DASD drive | ]
partilion your syste = i Dives | | dasdc 211 MB IBM S390 DASD drive T
need help with usi Tl dasdd 2347 MB [BM 5390 DASD drive -~
manual partitioning I e P S P e S End ‘i

..... n

to the product doc Size (MBJ: |lUD

Ifyou used automd Additional Size Options

partitioning, you ¢z Eixed size A
acceptthe current| ¢ g 4l space uo 1o (MB): I i

seftings (click Nex, : i

the setup using the ® Fill te maximum allowable size 211 2 2300

artitioning tool. : = LI
s z | #cance |[ 2 0¢ ]

347 2 26704

If you are manuall et — N |

YOUR:SySIer. YOHiEan 3ee yaur. | Free Free space 2122 2 24144 =l
current hard drive(s) and —______ .

partitions displayed below. Use | 5] [ Hide RAID device/LVM Volume Group members
|mHide tlelD| | Eﬁelease Notes <@ Back | | B Next |

Figure 9-1 Adding partitions on Linux installation

Note: For a production server we highly recommend using the manual disk
partitioning option.
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3. Network configuration - Configure host name, gateway, and DNS. If we have
multiple network cards, each device has its own configuration screen. See
Figure 9-2.

Network Devices
Network ,
Conﬁ G | Active on Boot |Device |IP/Netmask Edit
g ethll 10.1.40.99/255.255.255.0

O ity DHCP
Choose your network card and | =

whether you would like 1o 1
configure using DHCP. if you Ao
have multiple Ethernet devices,
each device has its own

configuration screen. You can 2 automatically
switch between device
screens, (for example eth0 and |—
eth1); the information you give
is specific o each screen. If Miscellancous Settings
you select Activate on boot,

Set the hostname:

Lexample. com : tex. "host.domain.com')

: Garenay: 10 i |
your network card is started : —
when you boat. Himare BN i’ |

Secondary DNS| | |
If you do not have DHCP client Tertiary DNS: :
access ar are unsure as o U U
what this information is, please
contact your Network
Administrator. e
|mHidetleID| |Eﬁelease thes| < Back | |D Next |

Figure 9-2 Configuring network
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4. Firewall configuration - At this point, we can decide to prevent access to your
computer. We can choose the No Firewall or Enable Firewall option. If Enable
firewall is checked we can allow access to some services such as remote
login (SSH), file transfer (FTP), mail server (SMTP), and Web server
(HTTP/HTTPs). See Figure 9-3.

L: A firewall can help prevent unauthorized access to your computer from the

Firewa“ ourside world. Would you like to enable a firewall?
i ; ®) Mo firewall
Configuration O Enable firewall

specic se art your

A firewall sits between your

T r computers. Which senvices, if any, do you
computer and the network, and wish 1o allow access (o 7
determines which resources on R
your computer remote Users on [ Remote Login (S5H)
the network are able to access. 1 Web Server (HTTP, HTTPS
A properly configured firewall [ ‘File Trackar (FTE

can greatly increase the out-of-

: O mail Sarver [SMTF
the-bhox security of your system,

Choose the appropriate

security level for your system. Secunty Enhanced Linux (SELinux| provides finar-grained security
controls than thesa availabla in a traditional Linux system. It can be

No Firewall — No firewall set up in a disabled state, a state which only wams aboui things

provides complete access to which would be denied, or & fully active state.

your system and does no Enable SELinux? | Active i

security checking. Security
checking is the disabling of
access o cerain services. This
should only be selected if you

- B TS U o |

| @Btiide Help| | BRelease Notes| 4 Back | [P Nex |

Figure 9-3 Firewall configuration

Note: If you prefer, you can enable/disable these services after the system
is installed.
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5. On following screens we can select a language to support, set the time zone
and root password, and select packages that we want to install.

Package Group
Selection

Select the package (application)
groups that you want to install. To
select a package group, click on
the check box beside it.

Once a package group has been
selectad, click on Details to view
which packages are installed by
default and to add or remave
optional packages from that
group,

B Hige ﬂelp| | [FRaelease Noces|

- This group 15 & collection of grashical administration tools
\‘5@& for the system, such as for managing user accounts and
* configuring system hardwara.

[] system Tools [0/36]
This group is a callection of vaneus tools fer the system,
such as the client for connacting to SME shares and tools
to monitor network traffi

[ Printing Support 0/11]

Jam,  Install these tools 1o enable the system o print or act as a
\Q“? print server
[0/194]

[ Compatibility Arch Support

Mulifiib s upport par kage

R . .

[] Everything
This group includes all the packages avalable. Note that
TMere are substantially Bs thar Just The ones In
the other package groups on this page.

Minim

N Choose this group to get the minimal possible set of
| packages, Useful for creating small router/firewall boxes,
for example.

Total install size: 630M

=4 Back | |i' Mext |

Figure 9-4 Package configuration

After this, Linux will be installed and ready to use.

Note: More information about the detailed Linux installation on S/390
architecture can be found in IBM z/VM and Linux on IBM System z:
Virtualization Cookbook for Red Hat Enterprise Linux 4, SG24-7272, and at:

http://www.ibm.com/11inux

9.2 Gathering information regarding installation

process

Note: This chapter was written based on Red Hat Enterprise Linux Version 5.
We include comments when the same topic has a different file name or
location for SUSE Linux Enterprise Server Version 10.
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Gathering information provided during the installation

During the installation, all information is saved in the file /root/install.log, but we
are unable to access this file once we reboot the system. In this file we encounter
information about which packages and versions were installed based on your

installation choice. See Example 9-1.

Example 9-1

Partial content of /root/install.log

Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing

eel2-devel - 2.16.1-1.e15.5390x
bug-buddy - 1:2.16.0-2.e15.5390x
setroubleshoot - 1.8.11-4.el5.noarch

evolution-data-server-devel - 1.8.0-15.e15.s390

devhelp - 0.12-9.e15.5390
gnome-desktop-devel - 2.16.0-1.fc6.5390
gnome-python2-bonobo - 2.16.0-1.fc6.5390x
sabayon - 2.12.4-3.e15.5390x

eel2-devel - 2.16.1-1.e15.5390
krb5-auth-dialog - 0.7-1.s5390x

gtkhtml13 - 3.12.0-1.fc6.s390x

orca - 1.0.0-5.e15.5390x
gnome-python2-gnomevfs - 2.16.0-1.fc6.s390x
gnome-terminal - 2.16.0-3.e15.5390x
libgnome-devel - 2.16.0-6.e15.5390
system-config-date - 1.8.12-1.el5.noarch
nautilus - 2.16.2-6.e15.5390x

alacarte - 0.10.0-1.fc6.noarch

yelp - 2.16.0-13.e15.5390x

eog - 2.16.0.1-6.e15.5390x

gnome-applets - 1:2.16.0.1-19.e15.5390x
ImageMagick - 6.2.8.0-3.e15.4.5390
gnome-system-monitor - 2.16.0-3.e15.5390x
im-chooser - 0.3.3-6.e15.5390x
nautilus-cd-burner - 2.16.0-7.e15.5390x
evince - 0.6.0-8.e15.5390x
nautilus-cd-burner - 2.16.0-7.e15.5390
pirut - 1.2.10-1.el5.noarch

file-roller - 2.16.0-2.fc6.5390x

dogtail - 0.6.1-2.el5.noarch
gnome-power-manager - 2.16.0-7.e15.5390x
gnome-utils - 1:2.16.0-3.e15.s390
gnome-session - 2.16.0-6.e15.s390x
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Gathering information provided after the installation

After the installation, most of the log files are located in the /var/log directory. In
this directory we can find system and applications default logs. An example of
application logs shows us the gdm and cup directories that contain logs for the
applications Gnome Display Manager and Common UNIX® Printing System,
respectively. In Figure 9-5, we can verify that more logs are available in the
/var/log directory.

Inx.itso.ibm.com:/var/log # 1s

YaST?2 faillog mail.info scpm zmd-backend. log
apparmor  firewall mail.warn slpd.log zmd-messages.log
audit gdm messages  smpppd

boot.log  krbb news susehelp.log boot.msg Tastlog
ntp warn

boot.omsg mail sa wtmp

cups mail.err samba xinetd.Tlog

Tnx.itso.ibm.com#

Figure 9-5 Content of /var/log directory

Regarding gathering information, the daemon syslogd and the file syslog.conf
are essential keys to understanding what is printed to the /var/log/ files.

Syslogd is a deamon that reads and logs messages to the system console or log
files. The syslog.conf is the configuration file to this deamon. At syslog.conf we
can configure what kind of and where the information will be available.

Example 9-2 shows a syslog.conf file. Note that all information regarding notice,
kern debug, and so on, will be recorded on /var/log/messages.

Example 9-2 Syslog.conf

# Log all kernel messages to the console.

# Logging much else clutters up the screen.

#kern.* /dev/console

# Log anything (except mail) of level info or higher.

# Don't log private authentication messages!
*.infoymail.nonejauthpriv.none;cron.none /var/log/messages

# The authpriv file has restricted access.
authpriv.* /var/log/secure

# Log all the mail messages in one place.
mail.* /var/log/maillog

Chapter 9. Installation and setup problems 277



278

# Log cron stuff
cron.* /var/log/cron

# Everybody gets emergency messages
*.emerg *

# Save news errors of level crit and higher in a special file.
uucp,news.crit /var/log/spooler

# Save boot messages also to boot.log
local7.* /var/log/boot.1og

Note: For SUSE, we need to configure the syslog-ng.conf to customize the
type of information that we want to see in /var/log/messages. The file
syslog-ng.conf is located in the /etc/syslog-ng directory.

Analyzing the syslog.conf example, we note that the line mail.” /var/log/maillog is
responsible for writing all information regarding mail in the file /var/log/maillog.
See Example 9-3 to understand what and how the information is printed.

Example 9-3 Partial content of /var/log/maillog

Sep 13 15:40:34 Tinux postfix[3343]: warning:My hostname Tnxmr2 is not
a fully qualified name - set myhostname or my domain in
/etc/postfix/main.cf

Sep 13 15:40:35 Tinux postfix/postfix-script: fatal: the Postfix mail
system is not running

Sep 13 15:41:38 Tinux postfix/postfix-script: fatal: the Postfix mail
system is not running

Sep 13 15:45:31 Tnxmr2 postfix/postfix-script: starting the Postfix
mail system

Sep 13 15:45:31 1nxmr2 postfix/master[5627]: daemon started -- version
2.2.9, configuration /etc/postfix

Sep 13 15:47:43 Tnxmr2 postfix/postfix-script: refreshing the Postfix
mail system

Sep 13 15:47:43 Tnxmr2 postfix/master[5627]: reload configuration
/etc/postfix

Sep 13 17:55:02 Tnxmr2 postfix/postfix-script: fatal: the Postfix mail
system is not running

The line *.info;mail.nonejauthpriv.none;cron.none /var/log/messages is
responsible for not allowing private authentication messages on the file
/var/log/messages.
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See Example 9-4 to understand how the information configured in the file
/etc/syslog.conf is recorded on /var/log/messages.

Example 9-4 Example of /var/log/messages

Mar 10 12:54:05 linux kernel: klogd 1.4.1, Tog source = /proc/kmsg
started.

Mar 10 12:54:05 Tinux kernel: AppArmor: AppArmor (version
2.0-19.43r6320) initialized

Mar 10 12:54:05 Tinux kernel: audit(1205168032.210:2): AppArmor
(version 2.0-19.43r6320) initialized

Mar 10 12:54:05 Tinux syslog-ng[1733]: Changing permissions on special
file /dev/xconsole

Mar 10 12:54:05 Tinux syslog-ng[1733]: Changing permissions on special
file /dev/ttyl0

Mar 10 12:54:05 Tinux kernel:

Mar 10 12:54:05 linux kernel: ip_tables: (C) 2000-2006 Netfilter Core
Team

Mar 10 12:54:06 Tinux kernel: SCSI subsystem initialized

Mar 10 12:54:10 Tinux kernel: IUCV lowlevel driver initialized

Mar 10 12:54:10 Tinux kernel: ducv: NETIUCV driver initialized

Mar 10 12:54:12 Tinux kernel: ethO: no IPv6 routers present

Mar 10 12:54:20 Tinux zmd: NetworkManagerModule (WARN): Failed to
connect to NetworkManager

Mar 10 12:54:27 Tinux zmd: Daemon (WARN): Not starting remote web
server

Mar 10 12:55:54 Tinux su: (to root) root on none

Mar 10 12:56:30 Tlinux kernel: ip6_tables: (C) 2000-2006 Netfilter Core
Team

Mar 10 12:56:30 Tinux SuSEfirewall2: Warning: ip6tables does not
support state matching. Extended IPv6 support disabled.

Mar 10 12:56:30 Tinux SuSEfirewall2: Setting up rules from
/etc/sysconfig/SuSEfirewall2 ...

Mar 10 12:56:30 linux SuSEfirewall2: Warning: no interface active

Mar 10 12:56:30 Tinux kernel: Netfilter messages via NETLINK v0.30.
Mar 10 12:56:30 linux kernel: ip_conntrack version 2.4 (8192 buckets,
65536 max) - 296 bytes per conntrack

Mar 10 12:56:30 linux SuSEfirewall2: batch committing...

Mar 10 12:56:31 Tinux SuSEfirewall2: Firewall rules successfully set
Mar 10 12:56:32 Tinux SuSEfirewall2: Warning: ip6tables does not
support state matching. Extended IPv6 support disabled.

Mar 10 12:56:32 Tinux SuSEfirewall2: batch committing...

Mar 10 12:56:32 Tinux SuSEfirewall2: Firewall rules unloaded.

Mar 10 12:56:32 Tinux SuSEfirewall2: Warning: ip6tables does not
support state matching. Extended IPv6 support disabled.
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Mar 10 12:56:32 Tinux SuSEfirewall2: Setting up rules from
/etc/sysconfig/SuSEfirewall2 ...

Mar 10 12:56:32 Tinux SuSEfirewall2: batch committing...

Mar 10 12:56:32 Tinux SuSEfirewall2: Firewall rules successfully set
Mar 10 12:57:40 Tinux SuSEfirewall2: Warning: ip6tables does not
support state matching. Extended IPv6 support disabled.

Mar 10 12:57:40 Tinux SuSEfirewall2: batch committing...

Mar 10 12:57:40 Tinux SuSEfirewall2: Firewall rules unloaded.

Mar 10 12:57:40 Tinux SuSEfirewall2: Warning: ip6tables does not
support state matching. Extended IPv6 support disabled.

Mar 10 12:57:40 Tinux SuSEfirewall2: Setting up rules from
/etc/sysconfig/SuSEfirewall2 ...

Mar 10 12:57:40 Tinux SuSEfirewall2: batch committing...

Mar 10 12:57:40 Tinux SuSEfirewall2: Firewall rules successfully set
Mar 10 12:59:07 Tinux syslog-ng[1733]: SIGHUP received, restarting
syslog-ng

Mar 10 12:59:08 Txorainst init: Re-reading inittab

Mar 10 12:59:08 Ixorainst syslog-ng[1733]: new configuration
initialized

Mar 10 13:00:56 Txorainst ifdown: eth0

Mar 10 13:00:56 Txorainst ifdown: eth0 configuration:
geth-bus-ccw-0.0.0650

Mar 10 13:00:56 Txinst init: Entering runlevel: 5

Mar 10 13:00:57 1xinst kernel: Kernel logging (proc) stopped.

Mar 10 13:00:57 Txinst kernel: Kernel log daemon terminating.

Mar 10 13:00:57 Ixinst ifup: lo

Mar 10 13:00:57 Ixinst ifup: lo

Mar 10 13:00:57 Ixinst ifup: IP address: 127.0.0.1/8

Mar 10 13:00:57 Ixinst ifup:

Mar 10 13:00:57 TIxinst ifup: eth0

For a better understanding of this we discuss parts of /var/log/messages logs in
the following sections.

Information regarding applications (for example, SuSEfirewall)
This part of the log shows information about the SuSEfirewall application. We
can note that there is information about firewall rules status process, warnings,
and so on. All information printed here is an execution result from the
SuSEfirewall2 configuration file.

Example 9-5 SuSEfirewall logs on /var/log/messages

Mar 10 12:56:30 Tinux SuSEfirewall2: Warning: ip6tables does not
support state matching. Extended IPv6 support disabled.
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Mar 10 12:56:30 Tinux SuSEfirewall2: Setting up rules from
/etc/sysconfig/SuSEfirewall2 ...

Mar 10 12:56:30 Tinux SuSEfirewall2: Warning: no interface active
Mar 10 12:56:30 Tinux kernel: Netfilter messages via NETLINK v0.30.
Mar 10 12:56:30 Tinux kernel: ip_conntrack version 2.4 (8192 buckets,
65536 max) - 296 bytes per conntrack

Mar 10 12:56:30 Tinux SuSEfirewall2: batch committing...

Mar 10 12:56:31 Tinux SuSEfirewall2: Firewall rules successfully set
Mar 10 12:56:32 Tinux SuSEfirewall2: Warning: ip6tables does not
support state matching. Extended IPv6 support disabled.

Mar 10 12:56:32 Tinux SuSEfirewall2: batch committing...

Mar 10 12:56:32 Tinux SuSEfirewall2: Firewall rules unloaded.

Mar 10 12:56:32 Tinux SuSEfirewall2: Warning: ip6tables does not
support state matching. Extended IPv6 support disabled.

Mar 10 12:56:32 Tinux SuSEfirewall2: Setting up rules from
/etc/sysconfig/SuSEfirewall2 ...

Mar 10 12:56:32 Tinux SuSEfirewall2: batch committing...

Mar 10 12:56:32 Tinux SuSEfirewall2: Firewall rules successfully set
Mar 10 12:57:40 Tinux SuSEfirewall2: Warning: ip6tables does not
support state matching. Extended IPv6 support disabled.

Mar 10 12:57:40 Tinux SuSEfirewall2: batch committing...

Mar 10 12:57:40 Tinux SuSEfirewall2: Firewall rules unloaded.

Mar 10 12:57:40 Tinux SuSEfirewall2: Warning: ip6tables does not
support state matching. Extended IPv6 support disabled.

Mar 10 12:57:40 Tinux SuSEfirewall2: Setting up rules from
/etc/sysconfig/SuSEfirewall2 ...

Mar 10 12:57:40 Tinux SuSEfirewall2: batch committing...

Mar 10 12:57:40 Tinux SuSEfirewall2: Firewall rules successfully set

Information regarding Linux kernel

This part of the log shows information about the kernel. This information is
printed during the Linux boot.

Example 9-6 Kernel logs on /var/log/messages

Mar 10 12:54:05 Tinux kernel: klogd 1.4.1, log source = /proc/kmsg
started.

Mar 10 12:54:05 linux kernel: AppArmor: AppArmor (version
2.0-19.43r6320) initialized

Mar 10 12:54:05 linux kernel: audit(1205168032.210:2): AppArmor
(version 2.0-19.43r6320) initialized

Mar 10 12:54:05 Tinux kernel:

Mar 10 12:54:05 Tlinux kernel: ip_tables: (C) 2000-2006 Netfilter Core
Team

Mar 10 12:54:06 Tinux kernel: SCSI subsystem initialized

Chapter 9. Installation and setup problems 281



Mar 10 12:54:10 Tinux kernel: IUCV lowlevel driver initialized
Mar 10 12:54:10 Tlinux kernel: ducv: NETIUCV driver initialized
Mar 10 12:54:12 Tinux kernel: ethO: no IPv6 routers present

Information regarding network cards

This part of the log (Example 9-7) shows information regarding network cards.
This information is recorded while the network card is starting. If we have more
than one network card, all information devices will be printed.

Example 9-7 Network cards logs on /var/log/messages

Mar 10 13:00:57 Ixinst ifup: lo

Mar 10 13:00:57 Ixinst ifup: lo

Mar 10 13:00:57 Ixinst ifup: IP address: 127.0.0.1/8
Mar 10 13:00:57 Ixinst ifup:

Mar 10 13:00:57 Ixinst ifup: eth0

9.3 Scenarios

In this section, we cover common and possible problems that could occur during
the installation or device configurations. When we are talking about Installation
problems, we can say that we have two possibilities:

» Problems during the installation

These are problems that occur while running the program interface installer,
for example, a problem with creating partitions, packages dependencies,
devices not found, and problems with network setup.

» Problems after the installation

These are problems that occur after the Linux install is done successfully, for
example, problems with device configurations and problems logging into
Linux.

9.3.1 Trouble during the installation
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In this section we discuss problems during the installation.

Scenario 1: Problems cloning Linux system when SuSE v10
and SP1 are used

Problem determination: If we take the default device names of SP1 during
installation, your system will be unable to clone.
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Solution: We can change device naming through YaST or change it directly in
/etc/fstab.

Tnxihs:™ # cat /etc/fstab

/dev/dasdal / ext3 acl,user_xattr 11
/dev/dasdbl swap swap defaults 00
proc /proc proc defaults 00
sysfs /sys sysfs noauto 00
debugfs /sys/kernel/debug debugfs noauto 00
devpts /dev/pts devpts mode=0620,gid=5 00

Figure 9-6 /etc/fstab example

9.3.2 Trouble after the installation

In this section we discuss problems after the installation.

Scenario 1: forgotten root password (SUSE or Red Hat)

Problem description: We have configured the root password during the
installation but when we try to log in after the reboot we have problems.

This problem can occur when we forget the password or typed it in wrong during
the installation.

Solution: To solve this problem, boot your Linux system using Linux single mode
or init 1. When are you booting at Linux single mode or init 1 the root file system
is mounted as read-only. After the boot, we will have access to the prompt, so we
must type the command below:

# passwd root

We will set the new root password. Reboot your system using init 6 or by typing
the command below:

# shutdown -r now
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10

Booting problems

This chapter helps you to identify most problems that you could encounter with
the boot process. In the first section we show how the boot process normally
works. This makes the problem determination much easier.

This chapter covers the following topics:

Understanding the boot process
Gathering information regarding boot
Commands

Boot problem examples

Scenarios

vyvyVvyyy
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10.1 Understanding the boot process

The Linux operating system for System z has four phases on its boot process.
They are IPL, boot loader, kernel, and Init phases. See Figure 10-1.

IPL

IPL phase

Boot loader phase
A

Linux Kernel

Kernel phase

Init

Init phase

Figure 10-1 Boot process

Now we describe each process phase.
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10.1.1 IPL phase

Initial Program Loader (IPL) is a mainframe term for the loading of the operating
system into the computer's main memory. IPL is to mainframe as boot is for other

architectures. See Figure 10-2.

Memory

/,TPL device\
| P R

Linux Kernel image

BootlLoader Code

w

Figure 10-2 IPL phase.

The IPL phase consists of reading the boot loader code from the
operator-specified device into memory and starting boot loader (zIPL).

DASD, SCSI disk, tape, and VM reader can be used as IPL devices.

10.1.2 Boot loader phase
The main boot loader function is to load other software for the operating system

to start. It is found at the start of the IPL device. The boot loader used for IBM
S/390 and zSeries machines is called zIPL. Boot loader code is made by the
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/sbin/zip1 command and installed on a user-specified IPL device. Figure 10-3
shows an example of how zIPL works.

Memory

Linux Kernel image

Boot Loader Code

-

The bootloader phase consists of loading the initial RAM disk image (initrd) and
starting the Linux kernel, and then finally booting the Linux Operating System.

Figure 10-3 How zIPL works
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After loading boot Linux kernel, the control is passed to the Linux kernel, as

shown in Figure 10-4.

Memory

Boot Loader Code

Linux Kemel image

Boot Loader Code

-g v

- —

Linux Kemel

Boot Loader Code

@ start_kemel()

Linux Kernel imege

Boot Loader Code

-

Figure 10-4 Boot loader phase

You will find a configuration for a zIPL. See Example 10-1.

Example 10-1 Configuration for a zIPL

[defaultboot]
defaultmenu = menu

:menu
default =1
prompt = 1
target = /boot/zip]l
timeout =1
1= ipl

[ip1]
image = /boot/image
target = /boot/zipl
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ramdisk = /boot/initrd,0x1000000

parameters =
"root=/dev/disk/by-id/ccw-IBM.750000000BALB1.89€9.10-part1
elevator=deadline TERM=dumb"

10.1.3 Kernel phase

Kernel is the heart of the operating system. The kernel is the heart of the
operating system. Some functions of the kernel are to manage system resources
(memory, CPU, and so on) and communicate between software and hardware.

The kernel phase consists of probing and initializing the hardware, as well as
initializing the kernel subsystems and decompressing initrd and loading some
device drivers. After that, mount the root file system with read-only access and
check the file system with the fsck program, then start /sbin/init. After this the
kernel will sleep, as shown in Figure 10-5.

Initiate basic hardware

v

Decompress Initial

v

Mount root file system

v

Start /sbin/init

v

Figure 10-5 Kernel phase
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Let us talk a little bit more about each kernel phase.
» Recognition and initialization of basic hardware

This step recognizes and initiates basic hardware (processors, memory,
console, and so on) included in the kernel. Initialization of various kernel
subsystems like SMP, page table, and NET are part of this step.

First of all, Linux kernel decompresses the kernel image on memory, then
initializes several devices and subsystems with the start_kernel() function.

Devices and subsystems initialized by the kernel are:

— Initialize kernel page table.

— Outputs kernel banner.

— Initialize physical memory.

— Initialize CPU cacheL1/L2.

— Initialize scheduler.

— Registration of interrupt, trap, and task gate.
— Initialize read-copy update (RCU).

— Initialize PID hash table.

— Initialize class-based kernel resource management (CKRM).
— Initialize timer.

— Initialize system clock.

— Initialize console.

— Initialize VFS.

— Initialize signal.

The process of PID 1 is started when the initialization of the main hardware is
completed, and the following processing is executed by the init () function.

Note: PID 1 is called init process and it stays alive until LInux is shut down.

— Initialize multi-processor.

— Initialize kernel addition function.
¢ Initialize devices management data.
e |nitialize network management data.

— Process Initial RAM DISK (initrd).

— Mount/ file system.

— Run /sbin/init.

» Decompressing initial RAM disk (initrd)

This process is required to mount the root file system, load kernel drivers
modules, and recognize devices that should be recognized when each
service starts.
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RAM disk image file includes driver, basic commands and scripts (linuxrc) to
mount real root file system. After the mount, the linuxrc script is executed and
the following processes occur:

— Processing of linuxrc script

— Mounting the proc and sys file systems

— Starting the udev service

— Loading the driver module /lib/modules or its subdirectory

— Recognizing DASD devices and making them online

— Recognizing FCP channels and putting FCP volumes online
— Recognizing LVM volumes and activating them

— Recognizing real root file systems

— Writing path information to /proc/sys/kernel/real-root-dev

The mount preparation of the root file system is completed by processing the
linuxrc script.

Mounting root file system

This step mounts the root file system in read-only mode. Note that read-write
(rw) mount is done later by the init phase. At this point all file systems are
checked with the fsck command.

Linux kernel mounts the root file system with read-only (ro) mode, and fsck is
executed. Then the device that includes the real root file system can be
recognized. At this time, initrd that was mounted previously as a root file
system is saved in the /initrd directory.

Note: In SLES9 and SLES10, the initrd is annulled because /initrd does
not exist.

The reason for doing the mount with read-only is to prevent the root file
system from breaking and being changed by fsck.

As for the root file system, remount is done with read-write (rw) in the init
phase.

Starting /sbin/init

At this point Linux kernel will sleep. The /sbin/init and the child process do all
the start processing afterwards.
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10.1.4 Init phase

The init phase is the process control initialization. Init is the parent of all process.
Its primary role is to create a process from a script stored in the file /etc/inittab.
This file usually has entries that cause init to spawn gettys on each line that
users can log in. It also controls autonomous processes required by any
particular system.

The /sbin/init controls the following processes:

» Look at the specific runlevel setting as specified in the runlevels configuration,
set the source function library for the system, and start applicable processess
(following /etc/inittab).

» Run /etc/init.d/boot.” (recognize LVM volumes, mount all file systems, and so
on).

» Start the /etc/init.d/rc[0-6].d/* daemon.
Let us go into more detail about Init phase.

/shin/init is executed when initialization by the kernel is compiled, and the init
process is generated.

The primary role of initialization by the init process is to create processes from a
configuration script stored in the file /etc/inittab.

Various settings, initialization, and start processing are processed following
/etc/inittab.
» Runlevel setting

— Usually this is set by the value of init default in /etc/inittab.

— The specified runlevel is recorded in /var/run/utmp, and referred by
/sbin/runlevel.

» Running the /etc/init.d/boot
— Common system initialization that does not depend on runlevel

— Time setting, initializing swap device, checking and mounting file systems,
initializing the loop back device, initializing quota, initializing the /proc file
system, and so on, are done here.

» Running service scripts

— Starting various demons according to runlevel: /etc/init.d/rcX.d/* scripts (X
is the runlevel).

— The configuration file to which each service script refers is stored in
/etc/sysconfig/.
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— The starting service of each runlevel is set by the chkconfig command
and the insserv command.

» Starting getty
— After starting all the daemons, getty is started.

Now we describe some parts of the /etc/inittab configuration file.
» The /etc/inittab format is id:runlevels:action:process.
» Some actions that the init command take when the process starts are:
— bootwait - The process is executed during system boot.
— initdefault - The default runlevel is configured here when the system starts.
— once - The process is started once when the specified runlevel is entered.
» The process starts only once when booting.

— wait - The process will be started once when the specified runlevel is
entered and init will wait for its termination.

— respawn - The process will be restarted whenever it terminates.
See the /etc/initab/ default configuration in Example 10-2.

Example 10-2 Default configuration of /etc/inittab

# The default runlevel is defined here
id:5:initdefault:

# First script to be executed, if not booting in emergency (-b) mode
si::bootwait:/etc/init.d/boot

# /etc/init.d/rc takes care of runlevel handling

#

# runlevel 0 is System halt (Do not use this for initdefault!)

# runlevel 1 is Single user mode

# runlevel 2 is Local multiuser without remote network (e.g. NFS)
# runlevel 3 is Full multiuser with network

# runlevel 4 is Not used

# runlevel 5 is Full multiuser with network and xdm

# runlevel 6 is System reboot (Do not use this for initdefault!)

#

10:0:wait:/etc/init.d/rc 0
11:1:wait:/etc/init.d/rc 1
12:2:wait:/etc/init.d/rc 2
13:3:wait:/etc/init.d/rc 3
#14:4:wait:/etc/init.d/rc 4
15:5:wait:/etc/init.d/rc 5
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16:6:wait:/etc/init.d/rc 6

# what to do in single-user mode
Is:S:wait:/etc/init.d/rc S
~~:S:respawn:/shin/sulogin

# Default HMC/3215/3270 console:

1:2345:respawn:/shin/mingetty --noclear /dev/ttySO dumb

# VT220(Linux) console:

#2:2345:respawn:/shin/mingetty --noclear /dev/ttyS1 xterm

# additional 3270 terminals:

#3:2345:respawn:/shin/mingetty --noclear /dev/3270/ttycons dumb

# what to do when CTRL-ALT-DEL is pressed
ca::ctrlaltdel:/sbin/shutdown -r -t 4 now

# not used for now:

pf::powerwait:/etc/init.d/powerfail start
pn::powerfailnow:/etc/init.d/powerfail now
#pn::powerfail:/etc/init.d/powerfail now
po::powerokwait:/etc/init.d/powerfail stop
sh:12345:powerfail:/sbin/shutdown -h now THE POWER IS FAILING

/etc/init.d/boot script
The script /etc/init.d/boot is used to:

Activate SELinux.

Mount the /proc file system.
Mount the /sys file system.
Mount /dev/pts.

Start blogd.

Execute the /etc/init.d/boot.local script.
Stop blogd.

vyVVyVYyVYyYVYVYYVvYYy

Executing /etc/init.d/boot scripts

The scripts placed on /etc/init.d/boot.d/ are called and executed by the
/etc/init.d/boot script. The following processes are executed by them:

» Loading kernel modules

» Activating swap file systems

» Activating SUSE Configuration Profile Management (SCPM)
Updating the library path

\{
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» Setting the host name
» Activating the loop back device and mounting it
» Setting the time slice of scheduler

» Setting the IP setting (parameter settings related to N/W such as IP
forwarding)

» Setting the kernel parameter setting specified in etc/sysctl.conf

Note: At /etc/init.d/boot.d, processes that start with Sxxx (for example,
S12SusSEfirewall2_init) start when the machine boots, while processes that
start with Kxxx (for example, K20boot.rootfsck) are used to kill when the
machine boots or is powered off.

Starting Getty

When then service start process has finished, the getty program is started by the
init process, and the login prompt is displayed. As a result, login of the system
becomes possible.
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10.2 Where to gather information regarding boot
process

There are many ways to collect information that are provided by the system
during the boot. You can collect information by accessing the log files
/var/log/boot.msg, /var/log/oboot.msg, and /var/log/messages. Another way to
get information is using the dmesg command. See Figure 10-6 on page 297.

IPL Kernel boot init | After booting

dmesg I
boot.msg I

—

The booting problem distinction is done based on the boot message.

v
v

Figure 10-6 Gathering information.

During the boot we can check the log output destination in two environments:

» LPAR
— Operating system messages of HMC (default console)
— Integrated ASCII Console (configuration is needed)

» Under VM
— Personal Communications 3270 (P-COMM) Screen Log
— Integrated 3270 Console of HMC

After the boot we can check the output destination:

dmesg command
/var/log/boot.msg file
/var/log/boot.omsg file
/var/log/messages

vyvyyy
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Note: During problem determination, if the system does not respond, we can
do a message dump by Magic System Request Key (Magic SysRq key). This
sends a request to the kernel directly and displays a message. The output is
displayed in the console and /var/log/message.

Below is more information about these options:

>

The dmesg command - diagnostic message. dmesg prints out information
provided by the kernel, but there is no information about IPL logs.

The file /var/log/boot.msg contain information provided at the boot. The
/var/log/boot.msg file contains information provided at boot time. During the
initial phase, /dev/console is redirected to this file by the daemon named
blogd.

The file /var/log/oboot.msg contains information about the last boot.

The file /var/log/messages contains information that is printed out by the
daemon syslogd.

Example 10-3 shows the boot message to boot loader and kernel phases.

Example 10-3 boot loader and kernel phases messages boot

00: Booting default (ipl)...

Linux version 2.6.5-7.244-s390x (geeko@buildhost) (gcc version 3.3.3
(SuSE Linux))

#1 SMP Mon Dec 12 18:32:25 UTC 2005

We are running under VM (64 bit mode)

On node 0 totalpages: 524288

DMA zone: 524288 pages, LIFO batch:31
Normal zone: 0 pages, LIFO batch:1
HighMem zone: 0 pages, LIFO batch:1l

Built 1 zonelists

Kernel command line:
cio_ignore=all,!0.0.0009,!0.0.05A0-0.0.05A2,!0.0.3301-0.0.3
304 dasd=3301-3304 root=/dev/rootvg/Ivroot selinux=0 TERM=dumb
elevator=cfq BOOT_IMAGE=0

PID hash table entries: 4096 (order 12: 65536 bytes)

CKRM initialization

..... initializing ClassType<taskclass> ........
..... initializing ClassType<socketclass> ........

CKRM initialization done

Dentry cache hash table entries: 524288 (order: 10, 4194304 bytes)
Inode-cache hash table entries: 262144 (order: 9, 2097152 bytes)
Memory: 2047744k/2097152k available (3456k kernel code, Ok reserved,
1075k data, 116k init)
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Security Scaffold v1.0.0 initialized
SELinux: Disabled at boot.
Mount-cache hash table entries: 256 (order: 0, 4096 bytes)

To a better understand this, we split the message boot logs according the topics
below:

» Starting kernel (boot loader phase)

Linux Version 2.6.5-7.244-s390x (geeko @buildhost) (gcc Version 3.3.3
(SuSE Linux)).

» Displaying starting environment (kernel boot phase -start_kernel() )
We are running under VM (64 bit mode).

» Kernel parameter (kernel boot phase -start_kernel( ) )
Kernel command line:

cio_ignore=all,!0.0.0009,!0.0.05A0-0.0.05A2,!0.0.3301-0.0.3
304 dasd=3301-3304 root=/dev/rootvg/Ivroot selinux=0 TERM=dumb
elevator=cfq BOOT_IMAGE=0

» Memory initialization (kernel boot phase -start_kernel( ) )

Memory: 2047744k/2097152k available (3456k kernel code, Ok reserved,
1075k data, 116k init).

Example 10-4 shows the boot message from the kernel phase.

Example 10-4 Kernel phase boot message

Starting udev

Creating devices

Loading kernel/fs/jbd/jbd.ko

Loading kernel/fs/ext3/ext3.ko

Loading kernel/drivers/md/dm-mod.ko

device-mapper: Allocated new minor_bits array for 1024 devices
device-mapper: 4.4.0-ioctl (2005-01-12) initialised:
dm-devel@redhat.com

Loading kernel/drivers/md/dm-snapshot.ko

Loading kernel/drivers/s390/block/dasd mod.ko dasd=3301-3304
Loading kernel/drivers/s390/block/dasd_eckd_mod.ko

dasd(eckd): 0.0.3301: 3390/0A(CU:3990/01) Cy1:3339 Head:15 Sec:224
Using cfq io scheduler

dasd(eckd): 0.0.3301: (4kB blks): 2404080kB at 48kB/trk compatible disk
layout

dasda:VOL1/ 0X3301: dasdal dasda2 dasda3

dasd(eckd): 0.0.3302: 3390/0A(CU:3990/01) Cy1:3339 Head:15 Sec:224
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dasd(eckd): 0.0.3302: (4kB blks): 2404080kB at 48kB/trk compatible disk
layout

dasdb:VOL1/ 0X3302: dasdbl
dasd(eckd): 0.0.3303: 3390/0A(CU:3990/01) Cy1:3339 Head:15 Sec:224
dasd(eckd): 0.0.3303: (4kB blks): 2404080kB at 48kB/trk compatible disk
layout

dasdc:VOL1/ 0X3303: dasdcl
dasd(eckd): 0.0.3304: 3390/0A(CU:3990/01) Cy1:3339 Head:15 Sec:224
dasd(eckd): 0.0.3304: (4kB blks): 2404080kB at 48kB/trk compatible disk
layout

dasdd:VOL1/ 0X3304: dasddl
Waiting for /dev/mapper/control to appear: . ok

Reading all physical volumes. This may take a while...

Found volume group "rootvg" using metadata type 1vm2

1 Togical volume(s) in volume group "rootvg" now active
kjournald starting. Commit interval 5 seconds
EXT3-fs: mounted filesystem with ordered data mode.
VFS: Mounted root (ext3 filesystem) readonly.

Trying to move old root to /initrd ... /initrd does not exist. Ignored.
Unmounting old root
Trying to free ramdisk memory ... failed

Freeing unused kernel memory: 116k freed

To a better understand this we split the message boot logs according to the
topics below:

» Loading device driver (kernel boot phase - processing initrd)

Loading kernel/fs/jbd/jbd.ko

Loading kernel/fs/ext3/ext3.ko

Loading kernel/drivers/md/dm-mod.ko

Loading kernel/drivers/md/dm-snapshot.ko

Loading kernel/drivers/s390/block/dasd mod.ko dasd=3301-3304
Loading kernel/drivers/s390/block/dasd_eckd_mod.ko

» DASD recognition (kernel boot phase - processing initrd)

dasd(eckd): 0.0.3301: 3390/0A(CU:3990/01) Cy1:3339 Head:15 Sec:224
Using cfq io scheduler

dasd(eckd): 0.0.3301: (4kB blks): 2404080kB at 48kB/trk compatible
disk layout

dasda:VOL1/ 0X3301: dasdal dasda2 dasda3

dasd(eckd): 0.0.3302: 3390/0A(CU:3990/01) Cy1:3339 Head:15 Sec:224
dasd(eckd): 0.0.3302: (4kB blks): 2404080kB at 48kB/trk compatible
disk layout

dasdb:VOL1/ 0X3302: dasdbl

dasd(eckd): 0.0.3303: 3390/0A(CU:3990/01) Cy1:3339 Head:15 Sec:224

300  Problem Determination for Linux on System z



dasd(eckd): 0.0.3303: (4kB blks): 2404080kB at 48kB/trk compatible
disk layout

dasdc:VOL1/ 0X3303: dasdcl

dasd(eckd): 0.0.3304: 3390/0A(CU:3990/01) Cy1:3339 Head:15Sec:224
dasd(eckd): 0.0.3304: (4kB blks): 2404080kB at 48kB/trk compatible
disk layout

dasdd:VOL1/ 0X3304: dasddl

» Mounting/read-only (kernel boot phase - processing initrd)

VFS: Mounted root (ext3 filesystem) readonly.
At Example 10-5, see boot messages to the init phase.

Example 10-5 init phase boot message

INIT: version 2.85 booting
System Boot Control: Running /etc/init.d/boot
Mounting /proc filesystem..done
Mounting sysfs on /sys..done
Mounting /dev/pts..done
Boot Togging started on /dev/ttySO(/dev/console) at Wed May 2 09:18:50
2007
Mounting shared memory FS on /dev/shm..done
Activating swap-devices in /etc/fstab...
Adding 524872k swap on /dev/dasda2. Priority:42 extents:1
?1A..doneChecking root file system...
fsck 1.38 (30-Jun-2005)
?/sbin/fsck.ext3 (1) -- /dev/shm/root? fsck.ext3 -a /dev/shm/root
/dev/shm/root: clean, 84523/814400 files, 1091827/1626112 blocks
?1A. .doneEXT3 FS on dm-0, internal journal
Hotplug is already active (disable with NOHOTPLUG=1 at the boot
prompt)..done
Scanning SCSI devices and filling /dev/scsi/ SCSI subsysteminitialized
osst :I: Tape driver with OnStream support version 0.99.1
osst :1: $Id: osst.c,v 1.70 2003/12/23 14:22:12 wriede Exp $
st: Version 20040318, fixed bufsize 32768, s/g segs 256
..done
md: Autodetecting RAID arrays.
md: autorun ...
md: ... autorun DONE.
Activating device mapper...
Scanning for LVM volume groups...
Reading all physical volumes. This may take a while...
Found volume group "rootvg" using metadata type Tvm2
Activating LVM volume groups...
1 Togical volume(s) in volume group "rootvg" now active
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..done
Checking file systems...
fsck 1.38 (30-Jun-2005)
Checking all file systems.
?/sbin/fsck.ext3 (1) -- /boot? fsck.ext3 -a /dev/dasdal
/dev/dasdal: clean, 25/25728 files, 8784/25716 blocks
?/sbin/fsck.ext3 (1) -- /opt? fsck.ext3 -a /dev/dasddl
/dev/dasddl: clean, 2663/300960 files, 327754/600996 blocks
?1A..donedBD: barrier-based sync failed on dm-0 - disabling barriers
Setting up..done
Mounting Tocal file systems...
proc on /proc type proc (rw)
sysfs on /sys type sysfs (rw)
tmpfs on /dev/shm type tmpfs (rw)
devpts on /dev/pts type devpts (rw,mode=0620,gid=5)
kjournald starting. Commit interval 5 seconds
EXT3 FS on dasdal, internal journal
EXT3-fs: mounted filesystem with ordered data mode.
/dev/dasdal on /boot type ext3 (rw,acl,user xattr)
mount: /dev/dasddl already mounted or /opt busy
?1A..failedLoading required kernel modules
?1A..doneSetting up the system clock..done
Activating remaining swap-devices in /etc/fstab...
?1A..doneRestore device permissions..done
Creating /var/log/boot.msg
?1A..doneSetting up timezone data..done
Setting scheduling timeslices ..unused
Setting up hostname 'sTes9x-tak'..done
Setting up Toopback interface lo

To IP address: 127.0.0.1/8
..done
EnabTing syn flood protection..done
Disabling IP forwarding..done
..done
System Boot Control: The system has been set up
Skipped features: ?80C ?17Dboot.sched
System Boot Control: Running /etc/init.d/boot.local
?1A..donedBD: barrier-based sync failed on dasdal - disabling barriers
INIT: Entering runlevel: 3
Boot Togging started on /dev/ttySO(/dev/console) at Wed May 2 09:21:40
2007
coldplug scanning ccw: ****__done
scanning input: ..done
Starting syslog services..done
Starting hardware scan on bootStarting CRON daemon..done
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Starting Name Service Cache Daemon..done
..done
Master Resource Control: runlevel 3 has been reached

Welcome to SUSE LINUX Enterprise Server 9 (s390x) - Kernel
2.6.5-7.244-s390x (tt

yS0) .

itsolinux Togin:

To a better understand this we split the message boot logs according the topics
below:

»

Mounting sysfs

INIT: version 2.85 booting

System Boot Control: Running /etc/init.d/boot
Mounting /proc filesystem..done

Mounting sysfs on /sys..done

Mounting /dev/pts..done

Activating swap

Activating swap-devices in /etc/fstab...
Adding 524872k swap on /dev/dasda2. Priority:42 extents:l

SCSI devices organization

Scanning SCSI devices and filling /dev/scsi/ SCSI subsystem
initialized

osst :I: Tape driver with OnStream support version 0.99.1

osst :1: $Id: osst.c,v 1.702003/12/23 14:22:12 wriede Exp §
st: Version 20040318, fixed bufsize 32768, s/g segs 256

..done

Activating LVM

Scanning for LVM volume groups...

Reading all physical volumes. This may take a while...

Found volume group "rootvg" using metadata type 1vm2
Activating LVM volume groups...

1 logical volume(s) in volume group "rootvg" now active
..done

Running FSCK

Checking file systems...

fsck 1.38 (30-Jun-2005)

Checking all file systems.

?/sbin/fsck.ext3 (1) -- /boot? fsck.ext3 -a /dev/dasdal
/dev/dasdal: clean, 25/25728 files, 8784/25716 blocks
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?/sbin/fsck.ext3 (1) -- /opt? fsck.ext3 -a /dev/dasddl
/dev/dasddl: clean, 2663/300960 files, 327754/600996 blocks
?1A..donedBD: barrier-based sync failed on dm-0 - disabling barriers
Setting up..done

Mounting file system

Mounting Tocal file systems...

proc on /proc type proc (rw)

sysfs on /sys type sysfs (rw)

tmpfs on /dev/shm type tmpfs (rw)

devpts on /dev/pts type devpts (rw,mode=0620,gid=5)
kjournald starting. Commit interval 5 seconds

EXT3 FS on dasdal, internal journal

EXT3-fs: mounted filesystem with ordered data mode.
/dev/dasdal on /boot type ext3 (rw,acl,user xattr)
mount: /dev/dasddl already mounted or /opt busy

Networking setting for lo (loopback)

Setting scheduling timeslices ..unused
Setting up hostname 'sles9x-tak'..done
Setting up loopback interface lo

lo IP address: 127.0.0.1/8
..done

Starting several services

Starting hardware scan on bootStarting CRON daemon. .done
Starting Name Service Cache Daemon..done
..done

Boot process completed

Welcome to SUSE LINUX Enterprise Server 9 (s390x) - Kernel
2.6.5-7.244-s390x (tt

yS0) .

itsolinux Tlogin:
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10.3 Commands

The commands that can be used on the boot process are:

>

chkconfig
Updates and queries runlevel information for system services.
The command chkconfig has five functions:

— Add new services for management.

— Remove services from management.

— List current startup information for services.

— Change the startup information for services.

— Check the startup state of a particular service.

dmesg

Prints or controls the kernel ring buffer.

The command dmesg helps users to print out their bootup messages.
mkinitrd

Creates initial ramdisk images for preloading modules.

The command mkinitrd automatically loads file system modules, IDE
modules, and all scsi_hostadapter entries in /etc/modprobe.conf.

1smod
Shows the status of modules in the Linux kernel.

The command 1smod formats the contents of the /proc/modules, showing
what kernel modules are currently loaded.

insmod

Inserts a module into the Linux kernel.

The command insmod inserts a module into kernel.
rmmod

Removes a module from the Linux kernel.

The command rmmod removes a module from the kernel.
modprobe

Adds and removes modules from the Linux kernel.

The command modprobe looks in the module directory
/lib/modules/<kernel_version> for all the modules and other files, except for
/etc/modprobe.conf (configuration file) and /etc/modprobe.d directory.
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» zipl

Boot loader tool for IBM S/390 and zSeries architectures.

zip1 can be used to prepare devices for initial program load (IPL). It has the
following supported functions:

— Booting a Linux kernel with optional ramdisk and kernel command line
— Taking a snapshot of the current system status (system dump)
— Loading a data file to initialize named saved segments (NSS)

The zipl tool implements a boot menu and includes the following features:

— Displays a list of available configurations
— Allows you to choose a configuration
— Allows you to specify additional kernel command-line parameters

fsck
Checks and repairs a Linux file system.

fsck is used to check and optionally repair one or more Linux file systems.
Normally, fsck will try to handle file systems on different physical disk drivers
in parallel to reduce the total amount of time needed to check all of the file
systems.

10.4 Boot problem examples

306

When we are talking about boot problem determination, there are basically two
main problems:

» Linux cannot finish booting.

Processing stops somewhere in the boot process. There can be many
reasons for this problem.

The system does not work well after boot is completed.

The system has booted but Linux is not working properly, for example, he
service that should start automatically does not start, some devices
necessary for booting was not recognized, FCP devices cannot be
recognized, LVM cannot be recognized, or the network is not connected.
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For a better understanding and a definition of where the problem is, we use the
diagram in Figure 10-7 to help to identify which phases on the boot process have
problems.

‘ System Starts ‘

IPL Succeeded?

IPL phase

Boot Loader phase

Kernel phase

<L ogin prompt displayed Init phase
Yes /L\
— No Look for other
Is the system O}%

Yes No

Figure 10-7 Diagram to identify boot problem

At this point, we have three possibilities: This occurs immediately after install,
after changing the configuration, or after hardware failure.

Immediately after installation

The installation might not be correctly completed due to the trouble of the
installer. After the installation ends, Linux does not boot it.

After changing the configuration

When the LVM configuration changes or disks are added, for example,
necessary processing (execution of zIPL and recreation of initrd and so on) is not
executed.
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10.5 Scenarios

This topic describes problems that can occur when you are booting your Linux
system. For all examples, we use the same procedure to determine the solution.

First of all, we need to ask questions about what is causing the problem, and
then we investigate.

10.5.1 IPL failure

308

Ask yourself the following questions when an IPL has failed:
» Problem description: IPL device not found

Questions to be answered:
Is the IPL address correct?

Is the IPL device address correct?

Is it defined on the IOCP of that LPAR?

Is the z/VM guest attached (under VM)?

» Problem description: Boot loader code does not exist in IPL device

Questions to be answered:

— Is the IPL address correct?

— Are the zIPL configurations correct?

— Did the H/W trouble occur on the specified IPL device?

Possible solutions are:
» Confirm the connection to the IPL device.
» Re-IPL with the correct IPL address.

Execute the zip1 command from the rescue system, and introduce the boot
loader code again if the connection to the IPL device is good and this does not
solve the problem.

Example 10-6 Message example in VM console - IPL with wrong address

Ready; T=0.01/0.01 23:06:59
IPL 3302 CLEAR
00: HCPGIR450W CP entered; disabled wait PSW 000A0000 0000000F
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10.5.2 Failing in kernel booting

The following are thought to be causes of failure when the kernel is booting:

>

Problem description: kernel image in boot loader code is destroyed.
Questions to be answered:

— Did the H/W trouble occur on the specified IPL device? Do hardware
problem determination.

— Is the image file specified for the “image=" line in /etc/zipl.conf file normal?

Problem description: kernel starts securing the memory more than the
system defined.

Questions to be answered:
— Is the storage setting of LPAR or VM User correct?
— Did you define the “mem=" parameter in /etc/zipl.conf?

Possible solutions are:

>

>

>

Reinstall boot loader code with the correct kernel image file by using the
rescue system.

Change the LPAR (or VM guest) storage size and re-IPL.
With rescue booting, delete “mem=" in /etc/zipl.conf and re-run /sbin/zipl.

Example 10-7 Message example in VM console - kernel image is destroyed

z/VM V5.2.0  2007-01-16 13:12

Ready; T=0.01/0.01 23:37:21

IPL 3301 CLEAR

00: Booting default (ipl)...

00: HCPGIR453W CP entered; program interrupt Toop

10.5.3 Failing since the init phase

The file systems are not able to mount (excluding root).

Init cannot skip a pertinent process, and stops during processing when there is a
problem involving DISK (for example, when there is a partition problem).

» Problem description: failing in fsck

Questions to be answered:
— Is the /etc/fstab description correct?
— Are the devices correctly recognized?
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— Does the file system break?
» Problem description: failing in mounting file system
Questions to be answered:
— Is the /etc/fstab description correct?
— Are devices correctly recognized?
— Does not the file system break?

Possible solutions are:
» Modify the fstab entries.
— If there is a mis-setting, modify it.

— If a problem in a file system occurs, comment it out temporarily or set the
fsck flag to off (set it to 0).

» Re-make initrd.

The devices may not be recognized by coldplug but may be recognized after
a re-make of initrd.

Example 10-8 Message example - failing in fsck

Checking file systems...

fsck 1.38 (30-Jun-2005)

Checking all file systems.

?/sbin/fsck.ext3 (1) -- /opt? fsck.ext3 -a /dev/dasdd2

fsck.ext3: No such device or address while trying to open /dev/dasdd2
Possibly non-existent or swap device?

fsck.ext3 /dev/dasdd2 failed (status 0x8). Run manually!
?1A..failedblogd: no message logging because /var file system is not
accessible

fsck failed for at least one filesystem (not /).

Please repair manually and reboot.

The root file system is is already mounted read-write.

Attention: Only CONTROL-D will reboot the system in this
maintanancemode. shutdownor rebootwill notwork.
Give root password for login:
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10.5.4 Failure to start a service

The following two cases are thought to be causes of failure when starting a
service.

» Problem description: problem with automatic start setting.
Questions to be answered:

— Is the symbolic link file (whose name starts with Sxx) deployed in
/etc/init.d/boot.d?

— Is the symbolic link linked with a correct start script?

— Is the symbolic link file (also known as symlink or soft Ink) deployed in
/etc/init.d/rcx.d?

— Is the symbolic link linked with a correct start script?

» Problem description: The automatic setting is valid, but the service does not
start.

Questions to be answered:
— Has the required service started?
— Is there problem in the start script?
A possible solution is doing an automatic start setting of the service. It is set so

that the service starts when booting by using the chkconfig command or the
insserv command.

Chapter 10. Booting problems 311



312 Problem Determination for Linux on System z



11

Case study: slow
responding Web site

In this chapter, we show how to determine the problem behind a slow response
time and low transaction rate scenario in a typical three-tier Web-based serving
environment, which is also a general problem usually reported by production
administrators. Although we are restricted in our lab environment from recreating
the problem, effort has been taken to reflect the real-world Web application
production environment. The scope of this case study is to provide information
about using various Linux and z/VM-based tools and other problem
determination experiences in a combined manner.
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11.1 Three-tier Web application environment

In this scenario we implemented a high-availability solution for a Web-based
application with Linux images running on System z.

WebSphere Application Server (WAS) is one of the most common middleware
products run on Linux on System z. WebSphere is also one of the most widely
used Java-based application servers in the world, and many organizations use
Web applications hosted on WAS to connect to data housed on the same
mainframe.

To make the environment simpler, we used the Trade 6 application to recreate a
Web Serving environment. The application data resides on DB2 for Linux on
System z.

Important: We restrict this case study to only problem determination on the
utilization of hardware resources. We also assume that the applications (IBM
HTTP Server, WAS, and DB2) are optimally tuned to provide maximum
performance.

11.1.1 Trade 6 Web serving application

314

The IBM Trade Performance Benchmark sample, also known as the Trade 6
application, is a sample WebSphere end-to-end benchmark and performance
sample application. This Trade 6 benchmark has been designed and developed
to cover WebSphere's programming model.

This application provides a real-world workload, driving WebSphere's
implementation of J2EE™ 1.4 and Web services, including key WebSphere
performance components and features. The Trade 6 application simulates a
stock trading application that allows you to buy and sell stock, to check your
portfolio, register as a new user, and so on.

In this book, we use Trade 6 to generate workloads that would impact the system
performance. The IBM Trade Application for WebSphere Application Server is
available to download for free at:

https://wwwl4.software.ibm.com/webapp/iwm/web/preLogin.do?source=trade6
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The three main Trade 6 components are listed below and shown in Figure 11-1:
» IBM HTTP server

The HTTP server accepts client requests and delivers static content (HTML
pages, images, and style sheets). Dynamic requests are forwarded to the
WebSphere Application Server through a server plug-in.

» IBM WebSphere Application Server

The WebSphere Application Server creates dynamic content using
JavaServer™ Pages (JSPs) and Java Servlets. Pages are generated from
data extracted from a DB2 database. All Trade versions are
WebSphere-version dependent, so Trade 6 only works with WebSphere
Application Server V6.

» DB2 database

The DB2 database contains relational tables regarding simulated customer
accounts and stock transactions. We used DB2 LUW v8.2.

[

. . D2 \5
= - IBM HTTP @_’ Websphere ‘{\clienl‘}‘”

= Sonel Application DB2
Web Server
client

Figure 11-1 Components of a typical Trade 6 deployment

11.1.2 Our Web serving setup

Several options are available when deploying Trade 6 on Linux on System z:

» All components can run in a single Linux guest. This is referred to as a
single-tier deployment.

» Each component can run in a dedicated Linux guest. We refer to this as a
three-tier deployment.
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We chose a three-tier deployment for this book, where we run the IBM HTTP
server, the WebSphere Application Server, and DB2 in their own Linux guests
(see Table 11-1 on page 317). Our deployment choice is depicted in Figure 11-2.
Using a three-tier deployment enabled us to adjust the virtual machine size of
each Linux guest more accurately, based on the task that particular guest
performs.

" \

X.12.4.0

- N s A

N
LNXIHS LNXWAS LNXDB2

Websphere
Application DB2
Server

IBM HTTP
Server

zIVM

Figure 11-2 Three-tier deployment
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In addition, when measuring utilization, the three-tier deployment option allows
us to attribute specific resource usage to a specific task. See Table 11-1.

Table 11-1 Linux servers and their configurations

Server Application Processor Memory
LNXIHS HTTP Server 1 512 MB
LNXWAS WebSphere Appl Server 1 3GB
LNXDB2 DB2 Server 1 2GB

11.1.3 WebSphere Studio Workload Simulator

The WebSphere Studio Workload Simulator for z/OS and OS/390® is an
application that allows you to create multiple virtual or simulated users in order to
test load and performance. The Workload Simulator consists of two components:
a controller and an engine. For high scalability, Workload Simulator's Engine,
which generates the load used during load-testing, is installed on a System z
server. The load generated by the engine can be used to test any Web-serving
environment (that is, the environment to be tested is not limited to z/OS). In our
case, we tested against a WebSphere Application Server that was running on a
Linux on System z guest. Workload Simulator supports multiple engines.

11.2 Symptoms of the problem

When we started to put load on the Web-serving environment, at one point of
time the workload simulator reported that the HTTP server was not able to
accept the page read request, and timed out. See a sample of the report that is
generated in Example 11-1.

Example 11-1 Report from workload simulator with timed-out messages
04/01/2008 03:09:23

khkkkkkkkhkhkhdhhhhhkhhhhhhhdhddhhhhhhhhhhdhdddhhhhhkhhddddhdhdhhrirxxkx

04/01/2008 03:09:23 WebSphere Studio Workload Simulator

04/01/2008 03:09:23 Version 03353Z

04/01/2008 03:09:23 (c) Copyright IBM Corp. 2002,2003 A1l Rights Reserved.
khkkkkkkkhkhdhdhhhhhhhkhhhhhdhdhddrrhhhhhhhhddddhhhhhkhhddddhddhhrhtxxxkx

04/01/2008 03:09:23 IWLO075I Reading options from
/etc/iwl/common/default.conf.

04/01/2008 03:09:23 IWL0O039I Script compilation SUCCESSFUL (180 ms)
04/01/2008 03:09:23 IWLO021I Engine name = Jibe

04/01/2008 03:09:23 IWLOO30I Initial number of clients = 150
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04/01/2008 03:09:23 IWLO080I Max. number of clients = 300

04/01/2008 03:09:23 IWLO0321 Number of worker threads = 32

04/01/2008 03:09:23 IWLO040I Script file name = PingJDBCRead_Gold.jxs
04/01/2008 03:09:23 IWL0020I Percent element delay = 150%

04/01/2008 03:09:23 IWLO062I Startup delay = 1500 ms

04/01/2008 03:09:23 IWLO0641 Max. connect timeout = 30 s

04/01/2008 03:09:23 IWL0065I Max. read/write timeout = 60 s

04/01/2008 03:09:23 IWLO068I Max. errors before exiting = 500

04/01/2008 03:09:23 IWL0077I Console print = on

04/01/2008 03:09:23 IWLO063I Validate Tength checking = on

04/01/2008 03:09:23 IWLO0671 Dynamic DNS = off

04/01/2008 03:09:23 IWL00221 Dynamic cookies = on

04/01/2008 03:09:23 IWL00571 XML stats interval = 0 s

04/01/2008 03:09:23 IWLO041I Script repeat = 0

04/01/2008 03:10:25 IWL0046W HTTP read timeout encountered, server=9.12.4.243,
uri=/trade/serviet/PingJDBCRead, clientid=1.

04/01/2008 03:17:07 IWL0046W HTTP read timeout encountered, server=9.12.4.243,
uri=/trade/servliet/PingJDBCRead, clientid=18.

To diagnose this problem, we first tried a quick check with the top command on

each server to see what was going on. The HTTP and DB2 servers appeared to
have no problem in handling the workload. This can be seen by the way that the
resources are being utilized in both servers, as shown in Example 11-2.

Example 11-2 HTTP server utilization

top - 18:01:05 up 3 days, 20:59, 1 user, load average: 0.00, 0.00, 0.00
Tasks: 50 total, 2 running, 48 sleeping, 0 stopped, 0 zombie

Cpu(s): 1.0%us, 0.3%sy, 0.0%ni, 98.7%id, 0.0%wa, 0.0%hi, 0.0%si, 0.0%st
Mem: 505168k total, 427472k used, 77696k free, 115524k buffers

Swap: 719896k total, Ok used, 719896k free, 129576k cached
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
2598 nobody 20 0 231m 7016 1932 S 0.7 1.4 0:06.30 httpd
28770 nobody 19 0 232m 8152 1900 S 0.7 1.6 0:03.54 httpd
2600 nobody 21 0 230m 6836 1936 S 0.3 1.4 0:06.37 httpd
1 root 16 0 848 316 264 S 0.0 0.1 0:04.13 init
2 root RT 0 0 0 0S 0.0 0.0 0:00.00 migration/0
3 root 34 19 0 0 0S 0.0 0.0 0:00.04 ksoftirqd/0
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As we can see in Example 11-2 on page 318, the system is hardly utilizing the
available processors, but, at the same time, it is able to manage the workload
with the available memory efficiently. In the case of the DB2 server, however,
both the processor and memory are not fully utilized, as shown in Example 11-3.

Example 11-3 DB2 server utilization

top - 18:15:30 up 3 min, 1 user, load average: 0.02, 0.03, 0.00

Tasks: 83 total, 2 running, 81 sleeping, 0 stopped, 0 zombie

Cpu(s): 0.7%us, 0.3%sy, 0.0%ni, 99.0%id, 0.0%wa, 0.0%hi, 0.0%si, 0.0%st
Mem: 2048816k total, 344008k used, 1704808k free, 7876k buffers

Swap: 719896k total, Ok used, 719896k free, 251156k cached
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
2390 db2instl 15 0 172m 1lm 8104 S 0 0.6 0:00.13 db2sysc
2413 db2instl 15 0 172m 11m 8004 S 0 0.6 0:00.06 db2sysc
2462 db2instl 15 0 172m 11m 7988 S 0 0.6 0:00.03 db2sysc
2469 root 16 0 2640 1300 980 R 0 0.1 0:00.05 top
1 root 16 0 848 316 264 S 0 0.0 0:00.50 init

Then we looked at the application server. It was consuming all of the memory
that we had allocated to it (see Example 11-4). So we narrowed it down to the
application server for further investigation. We also wanted to know the problem
from the hardware resources perspective only.

Example 11-4 WAS server utilization

top - 18:15:30 up 3 min, 1 user, Toad average: 0.02, 0.03, 0.00
Tasks: 53 total, 1 running, 52 sleeping, 0 stopped, 0 zombie
Cpu(s): 0.2%us, 1.3%sy, 0.0%ni, 0.0%id, 98.1%wa, 0.1%hi, 0.3%si, 0.0%st

Mem: 2048816k total, 1951484k used, 97332k free, 232k buffers
Swap: 719896k total, 719892k used, 4k free, 45300k cached
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
1521 root 17 0 2551m 1.5g 54m S 21.7 78.5 2:24.74 java
68 root 15 0 0 0 0D 1.7 0.0 0:00.40 kswapdO
1 root 17 0 848 68 44D 0.3 0.0 0:00.51 init
4 root 10 -5 0 0 0S 0.3 0.0 0:00.06 events/0
2 root RT 0 0 0 0S 0.0 0.0 0:00.00 migration/0
3 root 34 19 0 0 0S 0.0 0.0 0:00.00 ksoftirqgd/0
5 root 17 -5 0 0 0S 0.0 0.0 0:00.00 khelper
6 root 10 -5 0 0 0S 0.0 0.0 0:00.00 kthread
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8 root 10 -5 0 0 0S 0.0 0.0 0:00.01 kblockd/0
26 root 20 -5 0 0 0S 0.0 0.0 0:00.00 cio

27 root 20 -5 0 0 0S 0.0 0.0 0:00.00 cio_notify
28 root 20 -5 0 0 0S 0.0 0.0 0:00.00 kslowcrw

11.2.1 Investigation of the problem

As discussed in the methodology, the first thing to do is to collect information
about the system. So we run the top command to see the dynamic resource
utilization. In Example 11-5, top reports that the CPU utilized by the WebSphere
Application Server was around 1%. Memory allocated to the system is fully
utilized. The swap field should be zero. If it is not, then the operating system is
simulating the presence of more RAM by using disk space, which is a slow
process compared to real storage.

Example 11-5 Resource utilization report of the WebSphere Application Server system using top

top - 21:47:10 up 29 min, 1 user, Tload average: 18.30, 6.12, 2.59

Tasks: 54 total, 2 running, 52 sleeping, 0 stopped, 0 zombie

Cpu(s): 0.3%us, 1.0%sy, 0.0%ni, 0.0%id, 98.3%wa, 0.0%hi, 0.3%si, 0.0%st
Mem: 2048816k total, 2042076k used, 6740k free, 188k buffers

Swap: 719896k total, 317948k used, 401948k free, 67316k cached

PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
1500 root 17 0 2518m 1.6g 54m S 0.1 81.4 4:47.58 java
1 root 17 0 848 80 56D 0.0 0.0 0:00.52 init
2 root RT 0 0 0 0S 0.0 0.0 0:00.00 migration/0
3 root 34 19 0 0 0S 0.0 0.0 0:00.00 ksoftirqgd/0
4 root 10 -5 0 0 0S 0.0 0.0 0:00.13 events/0
5 root 15 -5 0 0 0S 0.0 0.0 0:00.00 khelper
6 root 10 -5 0 0 0S 0.0 0.0 0:00.00 kthread
8 root 10 -5 0 0 0S 0.0 0.0 0:00.01 kblockd/0
26 root 20 -5 0 0 0S 0.0 0.0 0:00.00 cio
27 root 20 -5 0 0 0S 0.0 0.0 0:00.00 cio_notify
28 root 20 -5 0 0 0S 0.0 0.0 0:00.00 ksTowcrw
56 root 10 -5 0 0 0S 0.0 0.0 0:00.00 appldata
66 root 15 0 0 0 0S 0.0 0.0 0:00.00 pdflush
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To get more detailed information about the swap, we ran the vmstat command to
record the overall resource utilization of the system, which included memory,
swap, I/0, and CPU. The vmstat output in Example 11-6 shows a system in great
pain. The si and so columns (swap-in and swap-out) are not even close to zero.
This machine needs either more memory or fewer programs running. For more
information about the si and so columns, run the command man vmstat. Notice
also that the CPU is almost idle most of the time (on average, 97%).

Example 11-6 Resource utilization of application server using vmstat

O OO OO R OOODODOFFOOODODOOOOoOOo

O O OO O H OOODODODODODODODOoODODOOCDOOOUT

swpd
713640
713632
713616
713600
713596
713596
719888
718812
718668
719172
718160
719400
719356
717484
716004
719880
717044
719832
707740
719040
706472

--——-MEemory---------- --- swap-- ----- i0---- -system-- ----- CPU------
free buff cache si ) bi bo in c¢s us sy id wa st
7784 1932 28644 0 0 0 7 152 142 0 99 0
7784 1972 29096 1 0 1 5 158 141 99
7536 2012 29040 1 0 1 8 159 143 99
7536 2052 28984 1 0 1 3 161 140 99
7412 2092 28916 1 0 1 8 156 143 99
7412 2132 28876 0 0 0 2 152 140 99

0

0

0

0

0
9144 2176 29316 1 210 1 217 257 142 O
12976 2212 29316 122 26 122 32 186 174 1
7340 2240 29228 360 164 360 172 270 259 1
8764 2044 26808 789 453 789 456 360 339 2
10364 808 21968 382 213 416 221 349 346 3
10164 824 21124 264 200 264 202 425 366 3
4

5

5

9

6

6

6

6

0

[0e]
()]
—_

7364 864 21384 427 198 427 204 403 426
7896 1276 27056 1503 603 1762 618 524 557
8508 1008 26544 1365 673 1372 689 658 637
8736 596 20972 2040 1103 2043 1106 834 2711
12112 520 27192 2569 1200 2762 1210 779 897
8780 496 21124 1820 982 1820 985 890 748
7908 308 19468 2257 758 2317 765 777 808
16928 460 22276 1867 1180 2015 1183 700 1280
8556 312 18492 2620 860 2644 867 711 41821

P W PO PPAPNWORFRPPNDNNRPR OOOO0OCOOOOO
O
—

== R R R RO O000000000C0OOO0oOOo

From the above report we can see heavy swapping (a log of swap-in and
swap-out activity), which is generally an indication of a problem with memory or
disk. Usually, memory is mistakenly assumed to be the culprit in most situations
because swapping involves writing to, and reading from, memory. However, it
should always be taken into account what other component of the operating
system is doing the work to make that activity possible, or maybe even
necessary.

When we look at the situation in the context of the problem we are facing on the
application server system, we have processors allocated that are under utilized
even when there are heavy page requests from the application server. In our
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case, the application server has already tried to consume more memory, which is
also more than that of the actual real memory allocated, considering that the
Linux kernel also is consuming some part of the real memory. That would also be
a reason for heavy swapping activity as reported by the vmstat command.

11.2.2 Post investigation tuning

Based on our investigation, for the load we are putting on the application server,
it seems to be consuming more memory. So we decided to increase the memory
(over committing) for the VM guest to 3 GB. Then we started the workload with
the same number of users that we opted for in the previous workload runs.

When the load reached the peak, we want to verify whether the problem is
re-occurring. Also, we are monitoring the workload simulator for any of the errors
that were generated earlier.

As shown in Example 11-7, we found that the VM guest where the application
server was running was stable and there were no traces of swapping. The
workload simulator was also generating the load without reporting any timed out
error messages as seen earlier.

Example 11-7 System utilization with 3 GB memory, reported using the vmstat command

O O O OO ODODODOOO O oo

[=NelelNeNolNoNeNoleoNeNoNoNoeNoles

swpd

[N eleNeNoloNeNoNoNoNoNoNeNe)

----Memory---------- --- swap-- ----- i0---- -system-- ----- Cpu------
free buff cache si SO bi bo in cs us sy id wa st
1713400 11108 236056 0 0 0 0 1079 516 6 292 0 O
1706332 11116 236048 0 0 0 7 734 531 5 292 1 0
1699512 11116 236048 0 0 0 0 504 518 5 293 0 0
1692444 11124 236040 0 0 0 12 522 531 5 292 0 O
1685624 11124 236040 0 0 0 23 892 535 5 192 0 1
1677192 11132 236032 0 0 0 7 506 507 8 290 0 O
1670000 11132 236032 0 0 0 28 543 549 6 292 0 O
1662808 11140 236024 0 0 0 11 536 542 5 192 0 1
1656732 11140 236024 0 0 0 0 553 568 6 292 0 O
1649416 11148 236016 0 0 0 7 533 541 5 292 0 1
1642100 11148 236016 0 0 0 0 543 551 6 292 0 O
1634280 11156 236008 0 0 0 7 560 565 7 290 0 1
1626336 11156 236008 0 0 0 0 563 584 6 291 0 O
1618648 11164 236000 0 0 0 36 551 576 6 291 1 O

11.2.3 What if the load is increased - does the problem reappear
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To satisfy our own curiosity, we wanted to increase the load and check whether
the problem reported was due to the lack of memory, which in turn starts the
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swapping. So we increased the number of users or load on the environment. We
also started to monitor and gather information about the servers.

After some time, when the load was at its peak, there were once again timed-out
messages displayed on the Workload Simulator. But unlike the previous
workload simulation, this time the vmstat tool did not report any swapping or high
memory usage (see Example 11-8).

Example 11-8 vmstat report without any swapping with 3 GB memory

swpd  free
1561060
1476736
1379412
1273640
1175308
1078960
983356
886512
789720
693744
598140
500924
393160
392788
392788
392788
392788
392788
392788
392540

OO R OO0 UTODODOOHHRFOODOO K M~O
O O OO OO OO OO OO OO OOOoO o oo

buff cache
10516 235616
10548 235584
10572 235560
10600 235532
10616 235516
10636 235496
10676 235456
10704 235428
10748 235900
10788 235860
10828 235820
10872 235776
10912 235736
10952 235696
10992 235656
11032 235616
11072 235576
11112 236052
11152 236012
11192 235972

O O O O oo

swap-- ----- i0---- -system-- -----
si SO bi bo in cs us sy id wa st
0 0 0 3 558 567 14 2 83
0 0 1 7 673 607 10 2 88
0 0 0 4 650 647 8 2 89
0 0 0 7 689 681 8 2 88
0 0 0 6 685 689 7 2 90
0 0 0 6 702 694 7 2 90
0 0 0 3 680 684 11 2 86
0 0 0 5 681 690 7 2 90
0 0 0 5 683 696 7 2 90
0 0 0 8 853 685 8 2 89
0 0 0 2 723 688 7 290
0 0 0 7 682 696 7 2 89
0 0 0 2 672 681 12 2 85
0 0 0 7 660 71511 2 86
0 0 0 3 658 694 7 290
0 0 0 7 732 713 7 290
0 0 0 4 678 710 9 2 88
0 0 0 8 769 684 8 2 89
0 0 0 3 672 703 7 290
0 0 0 7 785 709 7 290

O O O OO OO OOOO O oo

U G N S O A O A (A (I Y

Y T TN Ty

From Example 11-8, it appears that the system is stable and that there are no
traces of swapping. As already recommended, we thought of cross-checking the
utilization and other details from the z/VM level. Also, when things seem to be

looking stable on Linux, but the problem is still occurring, it is better to gather

information from the z/VM system for further investigation.

11.3 z/VM to the rescue

Even though we have many z/VM-based problem determination tools available,

we directly started our investigation using the IBM z/VM Performance Toolkit,
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since we wanted to compare and narrow down the problem. The IBM z/VM
Performance Toolkit provides detailed system performance statistics in tailorable
tabular and graphic formats. These reports are used for health checks, problem
determination, and trend analysis. So during the workload simulator’s peak load,
for our further investigation we started to record and monitor the overall system
using the IBM z/VM Performance Toolkit.

A good place to start looking at information in the Performance Toolkit is in the
categories of general system data and I/O data. So the first thing we noticed was
some indication of expanded storage paging. z/VM evolved around having a
hierarchy of paging devices. Expanded storage is the high-speed paging device,
and DASD the slower one where block paging is done.

This means that expanded storage can act as a buffer for more active users as
they switch slightly between working sets. These more active users do not
compete with users coming from a completely paged out scenario.

In this environment, real storage is sufficiently constrained so that there is heavy
paging to expanded storage. However, expanded storage is sufficient so that
DASD paging is essentially eliminated.
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As we can see Figure 11-3, there is a drop in the 1/O operation during the time
period of our interest. With that as a base for further investigation, we compared
the CPU load with the expanded storage paging rate.

LNXWAS 1/0 used {as largest user thereof) {10s par second)
LNXWAS _1_0 586.0000 max
YMLIHUXS
YMLIHUXS 521.0555 +2s
031308FX m
cor FO-lER fw 370.8712 +1s
IJ H 220.6869 avg
lm B 70,5026 1
< PP ¢
6.9000 min
*POM+ Exponded storage page rate (Mumber per second)
APG_S 1942000 max
YMLIHUXG
YMLIHUXS
031308FX
Cve: 390% 419,450 +2s
% 233.557 +1s
H e S e 47664 avg
14:39 15:00 15:30 T6:00 16:30 17:00 17:30 G.000 min
From 14:11:00 en Thursday 13 Mar 2008
To 17:44:00

Figure 11-3 Example expanded storage page rate compared with I/O operation
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Figure 11-4 shows a comparative chart of expanded storage with respect to the
CPU load on the system. From the chart, it seems that at around 16:00 hours we
have some expanded storage paging, and also at the same time we can see a

uneven CPU load. So with this as an base, we started to compare various other

resources during that particular time.

LNXWAS_CPU
VML INUKXE
VML INUXE
031208FX%
cor —0.071
Oy, 891

LNEWAS CPU used [as largest user thereof)

1

(Percent of time)
78.90000 max

46 . 37664 +2s

31.50117 +1¢

Jﬂh . W“”J |

POM+ Expanded storage poge

.2 WMI// [

rote

1 ™~
L;-_.,.III'LL 16.62570 avg

2.80000 min
(Number per second)
1992 .000 max

419,450 +2s
”” 233,657 +1s
ﬂ - S e 47664 avy
14:30 15:00  15:30  16:00 16:30 17:00 17:30 0. 000 min
From 14:11:00 en Thursday 13 Mar 2008
To 17:44:00

Figure 11-4 Example expanded storage page rate compared with CPU used

326

Problem Determination for Linux on System z



The next obvious statistical data of interest is the system page rate, as we can
see in Figure 11-5. We can see that there is heavy system paging happening
during the narrowed down timings.

System page rate [Reads + Writes) (Number per second)
PG_S T19.0000 max
YMLINUXE
YMLINUXE l
031308F%
cor +0.216 39.8380 +2s
CY: 7662
( Fo23.0700 +1s
1 H J H yﬂ B.3037 avg
L. L. LS I L
0.0000 min
POM* Expanded storagqe page rote (Number per second)
APG_S 1992.000 max
YMLINUXE
YMLINUXE
031 308FX
oy - FOOT oo i e e e e 410 ARD 05
f 235.557 +1s
ﬂ n ST Lt 47664 v
14:39 15:00 15:30 16:00 16:30 17:00 17:30 0.000 min
From 14:11:00 en Thursday 13 Mar 2008
Te 17:44:00

Figure 11-5 Example expanded storage page rate with system page rate

Increased paging can mean any of the following:

» The number of pages moved in/out of real storage per second (or per
command) goes up.

» The number of page I/Os per second (or per command) goes up. Note that
this is different from the previous point, since we can move multiple pages per
single 1/0.

» Paging to expanded storage stays the same or decreases, while paging to
DASD increases.

Chapter 11. Case study: slow responding Web site 327



Keep in mind that we page because we cannot fit everything in real storage at

once. Therefore, paging increases are caused by:

» Decrease in available storage
» Increase in storage requirements
» A combination of both

QUERY FRAMES is the recommended way of checking storage, but it is only
online. In our case, since the performance toolkit provides the same information
as the paging load option, we started to monitor the paging activity from the

performance toolkit.

Since we have high paging during the time period, we started to compare the

system page rate with that of the other resources in use.

In Figure 11-6 we compared with pageable main storage in use. As we can see,
the pageable main storage has jumped from the average utilization to the
maximum utilization during the same time period. This is a usual phenomenon,

since paging would start once the main storage gets filled.

Pageable central storage in use

] Y _ N U W
BTN I

1)

tPOM+ System page rate (Reads + Writes)
FG_S
VML ITHUX G
YMLINUXG 1
031308FX
Cy ZH6E
1 i
Ll I LA T Tl ol
14:30 15:010 15:30 16:00 T16: 50 17:00 17:30
From 14:11:00 on Thursday 13 Mar 2008
To 17:44:00

[Percent aof

- b&.587294 -Zs

(Mumber per second)

PPAG)
48.00000 max

§6.25234 avyg

T1.41264 —-1s

18.00000 min
119.9000 max

39.8330 +2Zs

23,0709

6.3037
0.49000

Figure 11-6 Example system page rate compared with pageable central storage in use
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In Figure 11-7, we can see that when the storage page rate is started there is no
or very limited virtual I/0O operation happening. This is unusual since we are
seeing that there is no I/O operation, which means that the processor is spending
most if its time paging. This sharp variation in the resource utilization indicates
some erratic and serious system behavior.

YVirtugl /0 operations (Number per second)
VID_S 593.0000 max
VML INUX
VML ITHNUYE
031308FX
cor —0.121 £ 327.9954 +2s
CV: 1761
fr j Z00.2057 +1s
T ]U” I ! 77.4159 ovg
7.0000 min
«POM+ Expanded storage page rate (Number per second)
APG_S 1992.000 maox
VML INUY G
VML INUXE
031308FX
cy- 300¢ e e e 410 AR 409
WﬂH 233,557 415
H o SRt T o 47664 ave
1430 15:00 15:30 16:00 16:30 17:00 17:30 0.000 min
From 14:11:00 on Thursday 13 Mar 2008
To 17:44:00

Figure 11-7 Example expanded page rate compared with I/O operations

11.4 Emergency scanning

When we drilled down further in the dynamic data provided by the performance
toolkit, we witnessed some heavy emergency scanning happening in the z/VM.
Emergency scanning is an indicator that the system is critically short of storage
for some reason. When short of storage pages, the system begins a three-level
scanning process: scan 1, scan 2, and then the most serious, emergency
scanning. The system is being reduced to extreme measures while hunting for
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main storage pages, and the situation is so severe that it will steal them from any
user. Ultimately, whether they are inactive, in queue, or active, it eventually even
steals pages from shared segments and the CP system process.

In short, the system is in a critical mess, storage wise. This also covers stealing
pages from the monitor and MONDCSS, two critical performance-related
entities, and in this event, performance monitoring and reporting may be
compromised or interrupted.

Example 11-9 Example performance toolkit reporting emergency scanning (ESCN)

FCX101 CPU 2094 SER 2991E Interval 03 :10:00 - 03 :49:21 Perf. Monitor
TIME > PPAG %ST ALO/S FPGS %FR SHAR #TW ESCN %PGSL %SPSL XSTAV %XS XAL/S XAG
15 :58 1000k 105 8 0 66k 0 100 14 66 1024M 99 15 476
15 :59 1000k 105 7 0 66k 0 100 14 66 1024M 99 22 568
16 :00 1000k 105 54 0 66k 0 92 14 66 1024M 99 163 191
16 :01 1000k 105 22 0 66k 0 100 14 66 1024M 99 68 200
16 :02 1000k 105 14 0 66k 0 100 14 66 1024M 99 38 267
16 :03 1000k 105 5 0 67k 0 100 14 66 1024M 99 25 367
16 :04 1000k 105 1 0 67k 0 14 66 1024M 99 0 654
16 :05 1000k 105 6 0 67k 0 .. 14 66 1024M 99 0 12
16 :06 1000k 105 8 0 67k 0 100 14 66 1024M 99 22 928
16 :07 1000k 105 5 0 67k 0 100 14 66 1024M 99 14 11
16 :08 1000k 105 4 0 67k 0 100 14 66 1024M 99 9 13
16 :09 1000k 105 5 0 67k 0 100 14 66 1024M 99 10 14
16 :10 999k 105 5 0 67k 0 100 14 66 1024M 99 17 13
16 :11 1000k 105 6 0 67k 0 100 14 66 1024M 99 11 13
16 :12 1000k 105 5 0 67k 0 .. 14 66 1024M 99 0 22
16 :13 1000k 105 1 0 67k 0 100 14 66 1024M 99 17 16
Usually an emergency scanning problem is detected when there are one or two
guests (Linux servers) consuming the majority of the system pages available for
allocation to the guest.
Also, some parts of VM 64-bit releases were still operating in 31-bit mode, which
implies an upper addressability limit of 2 GB. This could cause certain runtime
issues when running Linux guests, for example, when they were performing I/O.
Linux has the unfortunate tendency to grab and hold on to all of the memory
allocated to it, which sometimes leads to a large part of it being misused for
internal 1/0 buffer and cache.
Linux guests, where a virtual storage equal to or greater than 2 GB is defined,
are now common on many systems. In order to perform real I/O in this particular
scenario prior to VM v5.2.0, the system needed to use areas below the
requesting virtual machine 2 GB line, and, as these were already in use by the
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virtual machine itself, the system had to resort to emergency scanning to find the
storage pages that it required to complete the I/O task.

Figure 11-8 shows where there is heavy emergency scanning happening during
the same time period as when we noted that there is some expanded storage

paging.
Emergency scans (Percent of demand scans)
ESCN 100.0000 max
VML INUXE - —mear A
YNLINUXE G iR
031308FX il — g 80.9372 avg
cor +0.113 : :3U }:” Lo
Cv: 383 Do : S
s : - 50,5384 —-1s
20,1465 -2
9.0000 min
#POM* Expanded storage page rote (Number per second)
ARG_S 19%42.000 mox
VML INUX G
VML INUXE
031308FX
Ly 39082 e e A1 9450 475
%wﬁ 233.557 +1s
1 P S o 47664 avg
14:30 15:00 15:30 16:00 16:30 17:00 17:30 0.000 min
From 174:11:00 an Thursday 13 Mar 20085
To 17:44:00

Figure 11-8 Example emergency scanning compared with exp storage page rate
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Figure 11-9 shows an increase in the page rate. At the same time, we can see
that z/VM has entered in to emergency scanning mode for release pages.

€ = =M
=IO L EE LD
P Bl el el
y—_—=
+o==
[N
CoTT
D =

[{Fercent of

e N I o

Emergency scans

) J .:: fu 555” 5E ‘

*POM* System poge rate (Reads + Writes) (Humbe

1 Hﬂlu i b |

Ll I, I AL N LW R S P
14:30 15:90 1530 16:00 16:30 17:00 17:30

From 14:11:00 on Thursday 13 Mar 2008
To 17:44:00

demand scans)
100.0000 max

80.9322 avyg
30,5394 13
20.1465 -2s

9.9090 min
roper sacand)
11,0000 max

39.8380 +2Zs
23,0709 +1s

6.30G37 avyg
9.9000 min

Figure 11-9 Example emergency scanning compared with system page rate
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Note: Starting z/VM v5.3.0 introduced more important enhancements to CP
storage management. Page management blocks can now be positioned
above the 2 GB line. Contiguous frame management has been further refined,
and fast available list searching was introduced in this release. For more

discussion on this see:
http://www.ibm.com/perf/reports/zvm/html/530stor.htm]

From the above investigation, it is clear that the Linux guest (app

lication server)

is heavily committed in terms of memory within a 3 GB virtual machine, by
defining a very large heap size for running the WebSphere Application Server.

Some steps that you can take to generally tune your system and
ESCN where it does still arise can be found at:

http://www.vm.com/perf/tips/2gstorag.htm]
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http://www.ibm.com/perf/reports/zvm/html/530stor.html
http://www.vm.com/perf/tips/2gstorag.html

Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this book.

Online resources

These Web sites are also relevant as further information sources:

>

For more information about IBM z/VM:

http://www.vm.ibm.com

The dbginfo.sh scirpt is available for download from IBM developerWorks:
http://www.ibm.com/developerworks/1inux/1inux390/s390-tools-1.6.1.html
System status tool:

http://pagesperso-orange.fr/sebastien.godard/

Linux man pages:

http://Tinuxcommand.org

Installing Oprofile:

http://oprofile.sourceforge.net/doc/install.html

GDB: The GNU Project Debugger:

http://www.gnu.org/software/gdb/
http://sourceware.org/gdb/documentation/

For SLES10 information:
http://www.novell.com
For RHELS information:
http://www.redhat.com

© Copyright IBM Corp. 2008. All rights reserved. 333


http://www.vm.ibm.com
http://www.ibm.com/developerworks/linux/linux390/s390-tools-1.6.1.html
http://pagesperso-orange.fr/sebastien.godard/
http://linuxcommand.org
http://oprofile.sourceforge.net/doc/install.html
http://www.gnu.org/software/gdb/
http://sourceware.org/gdb/documentation/
http://www.novell.com
http://www.redhat.com

How to get Redbooks

You can search for, view, or download Redbooks, Redpapers, Technotes, draft

publications and Additional materials, as well as order hardcopy Redbooks, at
this Web site:

ibm.com/redbooks

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services

334 Problem Determination for Linux on System z


http://www.redbooks.ibm.com/
http://www.redbooks.ibm.com/
http://www.ibm.com/support/
http://www.ibm.com/support/
http://www.ibm.com/services/
http://www.ibm.com/services/

Index

Symbols

IIXGEN_DONT_EDIT_THIS! 109-117, 119, 121,

123-125, 127, 131-132, 135—-137, 142-143, 146,
151, 153, 157-162

A
Application layer 92

B

barrier-based sync 302
blks 268, 299

boot process 267
boot.mult ipath 219
bottom line 41

C
cached 60
Case study 263
central storage (CS) 328
Channel Subsystem 72
command privilege (CP) 234
Common I/O

Layer 245
complex problem 16
configuration file 270

per-host basis 270
Consensus term 15
control program (CP) 22
Core Dump

classic example 88
Core dump 87
CP command

trace 28
CPU

basis 180

time

180

type 23

utilization 53, 63, 170
cputime 235

© Copyright IBM Corp. 2008. All rights reserved.

D
DASD
device 80, 213, 292

getting I/O statistical information 72

statistics option 69
dasd driver 196
DASD dump 213
DASD Statistic 196
DASD volume 43, 83

ordered list 43
dasdview command 214
DB2 database 224, 315
DB2 Server 317
Dec 18 19

19

04 xxxxxxxx kernel 257

default ERP 246
device 0.0.3600 264
Device D437 49

Detailed Analysis 49
device driver 104, 244-245
device file 244,247
Diag. X'98 47, 225
disk B 34
disk 1/0

bottleneck 192

operation 192
disk storage (DS) 188
dispatch list 26, 234
dmesg command 297
dmesg print 298

E
elig 44,224
Eligible List
class users 235
eligible list 26, 234
EME 45, 225
end user 164, 239
Environment setup 89
error message 6, 256, 322
error recovery 199, 250
action 200

335



ESA 45 /O rate 44, 224

etc/init.d/boot script 295 I/O request 247
EXPAN-001 E2-00000 24, 236 I/O time 70, 197
EXPAN-001 E3-00000 24,236 IBM Tivoli OMEGAMON XE 52
Expanded storage IBM z/VM
comparitive chart 326 Performance Toolkit 21, 42, 323
expanded storage (ES) 23, 185, 324 IBM z/VM Performance Toolkit
ext3 filesystem 180, 300 feature 38
EXT3FS 302 initial screen 41
Extended IPv6 support 279 main menu 50
Extended Link Service (ELS) 259 main screen 42
menu 45
F IBM z/VM Performance Toolkit commands
FCP connection 193, 258 I’ed.ISp 50
. Ideal size 228
FCP device .
. Init phase 286, 292
recognition 261 . .
little bit 293
FCPLUN 76 Initial P Loader (IPL) 287
I/O statistics 80 .n.'t.'al rtog;faclgm oader (IPL)
FCP port 261 inttia =g

Input/output (I/O) 61, 181

Inter process communication (IPC) 67
IP address 280

IP Forwarding 296

IPL address 308

IPL device 287

IWLO046W HTTP 318

file system 8, 290, 292
filesystem cache 189
filesystems 306
Firewall rule 279
follow-up action 1,17
fsck command 292

G

granular information 21, 59
Graphical Data Display Manager (GDDM) 39

H K
H/W error 257 kernel panic 35, 81

system crashes 81
:m {Jrgoubgclaem 3320 Kernel phase 290
HCPGIR450W CP 35, 308 keme'”SpaCE f
Host Bus Adapter (HBA) 198 o 3;";‘£’ioneat“re &
HTTP server 314

J
JVM side 185

26.16.21 76
265 76

| ksoftirgd 180

/0O act 47, 225

I/O activity 67, 198 L

Vo %230642, 196 Linux 4,21, 55, 59, 163, 211, 243, 270, 286, 313

Linux commands
dasdview 213
Iscss 212
Isdasd 213

performance 38
I/O interruption 246
I/Oload 38
I/O operation 170, 245, 325

336  Problem Determination for Linux on System z



zipl 213
Linux distribution 77, 270
Linux environment 59
Linux guest 33, 238, 315, 330

example SRM LDUBUF setup 239

paging volume 240

virtual machine size 316
Linux image 60, 314
Linux kernel

thread 180
linux kernel 279, 322
Linux side 187
Linux system 31, 35, 66, 73, 171, 212, 282, 308

increaes 180

move 171

running code 73
Linux tools

callgraph 75

iostat 68

ipcs 67

Netstat 68

Opcontrol 74

OProfile 73

ps 67

sysstat 62

top 66

tunedasd 72

vmstat 61
linuxrc script 213, 292
log level 102

zFCP driver 107
Logical Volume

Manager 193
Is command 96
Iscss command 212
Isdasd command 213, 253
Iszfcp command 217
Itrace utility 98
LVM command 17
LVM volume 292

group 301

M
Machine type 260
main stor 228

Ideal size 228

Max. size 228
major/minor number 251

Mar 10 12
54
05 linux kernel 279
56
32 linux SuSEfirewall2 279
57
40 linux SuSEfirewall2 280
Mar 10 13
00
57 Ixinst ifup 280
MDISK cache 228
Memory usage 52, 66, 231
memory utilization 67, 170
middleware 165
min 66, 319
MTU size 202

N

named saved segments (NSS) 306

Neffilter message 279

NETIUCV driver 279

network interface 68, 264
displays statistics 69

networking option 170, 202

ni 61,324

o

OMEGAMON display 52

operating system 165, 286—287, 320—-321
Organizing the system (OS) 5, 92

OSA Address Table (OAT) 140

OSA card 203

OSA device 250

P
paging CHPIDs 240
one-to-one relationship 240
paging operation 174
Performance problem
CPU constraints 167
I/O resource constraint 167
memory 167
memory constraint 167
network utilization 170
operating system level 166
resource bottlenecks 164
software problems 164

Index

337



typical cause investigation flow 168
performance problem 28, 57, 163-164
Performance Problem Determination 163, 165

General flow 163

Performance Toolkit 8, 21, 176, 323, 328

paging activity 328
PF-key usage 41
physical volume 267, 300-301

problem determination 2,9, 21, 59, 163, 165, 233,

269, 285, 313-314
analysis time 96
basic steps 10
first step 11
IBM z/VM Performance Toolkit 51
important aspect 14
meaningful data 43
proc directory 104

Q

query srm 27
Queue Statistic 44, 224
Queued Direct I/O (QDIO) 244

R
Read-Copy Update (RCU) 291
reader file 33, 36
real storage 237, 320, 324
Redbooks Web site 334
Contact us Xxiii
Reserved pgs 47, 225
resource utilization 57, 60, 166, 320
historic data 170
response time 38, 62, 192

S

S/W version 262
same number 322
Sample output 191

sar 63
SCSl device 215, 250, 301
SCSI disk

dump tool 83

recognition 261
SCSl trace 106

log level 108
Secure Access Key (SAK) 101
segmentation fault 93

338  Problem Determination for Linux on System z

Service Level Agreement (SLA) 5
Service time 49, 182, 196
SET QUICKDSP 235
Setup Problem 269
single point of failure (SPOF) 3
SLES9 SP3 217, 264
software/program 287
specified runlevel 293
SPOF failure 4
SPOOL pg 47,225
SRM STORBUF
300 238
setting 240
value 238
st 51, 62, 230, 244245, 301, 318
st0 62
st Mem 66, 318
stand-alone dump 6, 83
state matching 279
storage page 44, 230, 329
Storage problem 211
storage server 195
Storage Subsystem 72, 192, 195
storage subsystem
practical limit 196
SUSE Linux Enterprise Server
10 Gallium 76
9SP3 76
sy 78,318
symbolic link 261, 311
system call 81-82
statistic 99
status 92
system call status 83
System z 4, 20, 59, 163, 172, 211, 243-244, 270,
286, 314
Linux installation 270

T
t 24, 88, 182, 214, 295
T=0.33/0.73 15

24

45 37

TEACHOR1 QDIO

0601 OSA 47

0650 OSA 47
three-tier deployment 315
trace information 105



trans. time 44, 226
turn around time (TAT) 3

U

user LNXDB2 225
Detailed data 225

User resource usage
page 45

User Status 44, 224

userid LXOR4 46
detailed status 48

Utilities Reference 27

Vv
var/log directory 277
var/log/boot.msg file 297
VF emulation 47, 225
VF overhead 47,225
VG 222
virtual machine
CPclass 23
performance monitors 40
virtual machine (VM) 23, 234-235, 316
VM guest 170, 308, 322
VM user 309
vmstat output 176-177, 321
volume table of contents (VTOC) 213
vswitch 23

w
Working Set Size

Large values 188
Working Set Size (WSS) 188
Workload Simulator 317

X
XAL/S (XS) 51, 230, 330
XSTORE page 225

Y4
z/VM system 23, 55, 138, 231, 323
overall status 23
real time performance analysis 40
z/V\M system tools
cp close console 33
cp query 31
dumpload 36

indicate 23
indicate load 23
indicate paging 24
indicate paging wait 25
indicate queues 26
paging wait 24
qtrace 30

query alloc page 28
query srm 27
trace 29

vmdump 33

ZFCP

steps to gather statistical information 77

zFCP Statistic 76-77, 198
zFCP trace 106

log level 107

Index

339



340 Problem Determination for Linux on System z



R

Redbooks

Problem Determination for Linux on System z










Problem Determination
for Linux on System z

Learn a Linux on
System z problem
determination
methodology

Discover problem
determination tools
for z/VM and Linux
on System z

Do a case study
using what you learn
here

This IBM Redbooks publication addresses some of the
common problems that customers have experienced on the
Linux® on System z™ platform. This book provides a
problem determination methodology and tools to help the
reader diagnose the problem in an easy-to-read self-help
manual.

We start with a discussion on how to approach problem
solving in the Linux on System z environment and continue
on to describe some of the problem determination tools
commonly used for z/VM and Linux on system z. We continue
with discussions on network problem determination,
performance problem determination, and storage problems.

Additionally, we discuss the formation of eligible (or
eligibility) lists.

SG24-7599-00 ISBN 073843129X

I
Hu
<|||
ML
®

Redhooks -

INTERNATIONAL
TECHNICAL
SUPPORT
ORGANIZATION

BUILDING TECHNICAL
INFORMATION BASED ON
PRACTICAL EXPERIENCE

IBM Redbooks are developed by
the IBM International Technical
Support Organization. Experts
from IBM, Customers and
Partners from around the world
create timely technical
information based on realistic

scenarios. Specific
recommendations are provided
to help you implement IT
solutions more effectively in
your environment.

For more information:
ibm.com/redbooks



http://www.redbooks.ibm.com/
http://www.redbooks.ibm.com/
http://www.redbooks.ibm.com/

	Go to the current abstract on ibm.com/redbooks
	Front cover
	Contents
	Notices
	Trademarks

	Preface
	This book The team that wrote this book
	Become a published author
	Comments welcome

	Chapter 1. Problem determination methodology
	1.1 Proactive approach for minimizing the effects of problems
	1.1.1 Design and implementation phases
	1.1.2 Test phase

	1.2 Problem determination basics
	1.2.1 Basic problem determination steps
	1.2.2 Gather information and explore the type of problem and its trigger
	1.2.3 Analysis of a problem
	1.2.4 Collect additional information
	1.2.5 Escalate to the support team to analyze
	1.2.6 How to approach complex problems

	1.3 Problem resolution and follow-up actions
	1.3.1 Expanded check for other systems
	1.3.2 Update

	1.4 Summary

	Chapter 2. Problem determination tools for z/VM
	2.1 z/VM system tools
	2.1.1 Collecting technical setup information
	2.1.2 Indicate
	2.1.3 query srm
	2.1.4 query alloc page
	2.1.5 VM trace
	2.1.6 vmdump

	2.2 IBM z/VM Performance Toolkit
	2.2.1 Modes of operation
	2.2.2 Selecting performance screens

	2.3 IBM Tivoli OMEGAMON XE on z/VM and Linux

	Chapter 3. Problem determination tools for Linux on System z
	3.1 Information-gathering tools
	3.1.1 dbginfo.sh
	3.1.2 vmstat
	3.1.3 System status (sysstat) tool
	3.1.4 top
	3.1.5 ps
	3.1.6 ipcs
	3.1.7 iostat
	3.1.8 netstat
	3.1.9 DASD statistics
	3.1.10 OProfile
	3.1.11 zFCP statistics
	3.1.12 Summary of information-gathering tools

	3.2 Dump and trace
	3.2.1 When to use dump
	3.2.2 When a trace should be run
	3.2.3 Stand-alone dump
	3.2.4 Verification of the dump
	3.2.5 Core dump
	3.2.6 Summary of dump techniques

	3.3 Debugging tools
	3.3.1 gdb
	3.3.2 strace
	3.3.3 ltrace
	3.3.4 SysRq
	3.3.5 s390dbf
	3.3.6 zFCP/SCSI


	Chapter 4. Network problem determination
	4.1 Overview of networking options for Linux on System z
	4.1.1 Open Systems Adapters
	4.1.2 HiperSockets
	4.1.3 Guest LAN
	4.1.4 Virtual Switch
	4.1.5 Summary of networking options for Linux on System z

	4.2 Network interface detection and configuration under Linux on System z
	4.2.1 The Linux hotplug system
	4.2.2 Flow of network interface detection and activation under Linux
	4.2.3 Network interfaces and their interface names
	4.2.4 Network configuration files overview

	4.3 Network problem determination
	4.3.1 Problems related to network communication

	4.4 Case studies

	Chapter 5. Performance problem determination
	5.1 What a performance problem is
	5.2 General flow of performance problem determination
	5.2.1 Data necessary for investigation
	5.2.2 CPU bottlenecks
	5.2.3 Memory bottlenecks
	5.2.4 I/O bottlenecks
	5.2.5 Case studies


	Chapter 6. Storage problems
	6.1 How to determine a storage-related problem
	6.1.1 How to check DASD devices
	6.1.2 How to check FCP/SCSI devices
	6.1.3 What to check for multipathing
	6.1.4 What to check for LVM
	6.1.5 I/O statistics

	6.2 Case study

	Chapter 7. Eligibility lists
	7.1 CP scheduler
	7.2 SRM controls
	7.2.1 SRM STORBUF
	7.2.2 SRM LDUBUF
	7.2.3 QUICKDSP

	7.3 Other recommendations

	Chapter 8. Hardware-related problems
	8.1 Basic configuration of hardware
	8.2 Device recognition and management
	8.2.1 Common I/O layer
	8.2.2 Kernel layer
	8.2.3 Device drivers
	8.2.4 Confirming status of channel path and devices

	8.3 Hardware problem determination
	8.3.1 Initial determination of hardware or software problems
	8.3.2 Investigating hardware-related messages
	8.3.3 Approach for hardware problems
	8.3.4 After determining whether problem is software or hardware

	8.4 Case study
	8.4.1 Memory card
	8.4.2 OSA
	8.4.3 DASD errors
	8.4.4 Network interface error upon reboot
	8.4.5 DASD recognition problem in boot process


	Chapter 9. Installation and setup problems
	9.1 Understanding the installation process
	9.2 Gathering information regarding installation process
	9.3 Scenarios
	9.3.1 Trouble during the installation
	9.3.2 Trouble after the installation


	Chapter 10. Booting problems
	10.1 Understanding the boot process
	10.1.1 IPL phase
	10.1.2 Boot loader phase
	10.1.3 Kernel phase
	10.1.4 Init phase

	10.2 Where to gather information regarding boot process
	10.3 Commands
	10.4 Boot problem examples
	10.5 Scenarios
	10.5.1 IPL failure
	10.5.2 Failing in kernel booting
	10.5.3 Failing since the init phase
	10.5.4 Failure to start a service


	Chapter 11. Case study: slow responding Web site
	11.1 Three-tier Web application environment
	11.1.1 Trade 6 Web serving application
	11.1.2 Our Web serving setup
	11.1.3 WebSphere Studio Workload Simulator

	11.2 Symptoms of the problem
	11.2.1 Investigation of the problem
	11.2.2 Post investigation tuning
	11.2.3 What if the load is increased - does the problem reappear

	11.3 z/VM to the rescue
	11.4 Emergency scanning

	Related publications
	Online resources
	How to get Redbooks
	Help from IBM

	Index
	Back cover

