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Preface

This IBM® Redbooks® publication describes how IBM System Storage™

N series Virtual File Manager (VFM®) logically aggregates user file data
distributed across heterogeneous environments and provides administrators with
tools and policies to automate data management.

VFM is designed to provide data management functionality for server and
storage consolidation, migration, remote office data management, and disaster
recovery while avoiding disruption to users. VFM provides this functionality
through automated policy-based data management leveraging a global
namespace.
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Introduction

This chapter discusses enterprise data management challenges. It also
introduces IBM Virtual File Manager and how it solves these data management
challenges. We also describe the benefits of using IBM System Storage N series
Virtual File Manager (VFM) in an enterprise environment.

The explosive growth of unstructured data and the associated proliferation of file
servers and network attached storage (NAS) appliances have resulted in acute
management challenges for IT administrators. as well as deteriorating data
access for clients (users and application servers). Because every device
represents an independent storage resource governed by its embedded file
system, scaling these storage resources can become a significant challenge.

As presentations, spreadsheets, and other user- and application-generated files
accumulate, network storage requirements continue to grow. Storage
administrators must determine how much storage is available and how much is in
use. They add new storage, balance loads, reconfigure existing storage, migrate
and replicate data, prepare for disaster recovery, and consolidate storage, all
without affecting users or incurring downtime. In addition, to find and access files
stored on multiple machines, users must know the files’ locations, must be able
to connect to each machine, and must use file shares and file server names that
can be cryptic and difficult to remember.

© Copyright IBM Corp. 2008. All rights reserved. 1
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These challenges are described in the list that follows:

»

Storage consolidation:

Adding new storage to the network, migrating from Windows® NT to Windows
2003, consolidating storage and servers, and dealing with related challenges.

Business continuity:

While ensuring business continuity, administrators prepare for disaster
recovery, try to avoid or minimize client downtime, and ensure the availability
of business-critical data all the time.

Storage optimization:

With the increase in the numbers of users and the increase in users’ data,
performance of the storage might be degraded with many users accessing
one device. This leads to managing load balancing among multiple storage
devices for optimum performance. Increasing hardware acquisition cost is
also a part of storage optimization-related challenges.

Information life cycle management:

This category of challenges deals with archivals and backups of user data
and aligning them with regulatory compliance requirements.

Remote site support:

While supporting remote sites, enterprises try to centralize management of
highly distributed data, try to reduce the cost of remote site backups, and try
to conserve resources required to support the remote site.

Data classification and reporting:

Discovering storage capacity utilization and determining the business value of
data are challenges related to data classification and reporting.

To add to the previously mentioned challenges, users find it confusing to find the
data they want to access. The mapping of too many drive letters adds to the
confusion. IT administrators find it challenging in such environments to ensure
user access during ongoing data migration, ensure user access to files in the
event of disaster or system failure, and efficiently manage multiple file types
distributed across many devices and locations.

IBM System Storage and Virtual File Manager



Figure 1-1 describes enterprise data management challenges.

DATA MANAGEMENT

Information
Lifecycle
Managemen

Storage Business Storage
C lidati Continui Optimization

Data
Classification
& Reporting

Figure 1-1 Enterprise data management challenges

The solution to the problems presented in Figure 1-1 is file virtualization. File

virtualization provides logical and location-independent views of distributed file
storage across heterogeneous and geographically distributed storage devices.
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Figure 1-2 depicts file virtualization.

Logical, location-
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Figure 1-2  File virtualization

Users do not have to know where their data is coming from; for example, they do
not have to know whether the data is on a storage area network (SAN), NAS, or
direct-attached storage (DAS). They do not have to know whether the data is in
Houston, London, or another location. When users travel from one place to
another, their view of data is undisturbed. In addition, read-only data can be
provided to different users from their respective closest server.
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1.1 IBM Virtual File Manager

IBM System Storage N series Virtual File Manager (VFM) logically aggregates
user file data distributed across heterogeneous environments and provides
administrators with tools and policies to automate data management.

It is designed to provide data management functionality for server and storage
consolidation, migration, remote office data management, and disaster recovery
features, while avoiding disruption to users. It provides all this functionality
through automated policy-based data management, leveraging a global
namespace.

In Figure 1-3 we show different work folders for an enterprise; the work folders
are distributed across heterogeneous hardware and geographies.

Windows File Server

ochures E n
Marketi ng & Oﬁ‘oe FOﬂTB [ I

NDoomMm

WV Ve
Ml i ]|

Engineers o ec

Jengineering
Imarketing
loperations
UNIX or Linux File Server
EEE
Challenges become enormous with more than 100 users, 10 servers, and 1 Terabyte of Data

Figure 1-3 Without VFM
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With VFM the configuration in Figure 1-3 on page 5 can be simplified. See
Figure 1-4.

Global Namespace
Single logical view of file storage pai
Marketing as

Users Virtual File Manager server

ya
.
f E: > - ) i ( Tucson
Marketing Engineering / F||e W\TucsoriPresentations
serve
Advertising [FTEENEEED
Engineering Brochures Libraries
_ Wind Budapest
p ions Presentations | . | | \Bukpestiits
server
f E: mp Source y

\ Wind Beijing
File \\Bejjing\Execs

This is a dedicated server [PeveE

running VFM software

Figure 1-4 With VFM

With VFM users see a single logical view of file storage, making it easy to access

files. VFM is an integrated solution that provides virtualized management of
distributed files.

The VFM solution replaces many point products in an enterprise. See Figure 1-5.

Virtual File Manager

Comprehensive File Lifecycle Services

EHEABROEE

Non-Disruptive ~ Business Consolidated RemoteSte Pohcy-Based Storage
Consolidation ~ Continuity CIassﬁwtlon Network Data Lifecyde Optimization

& Reporting Management  Management anagemem mega‘nmt

Global Namespace — Unifying Platform

Figure 1-5 VFM: an integrated solution
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VFM is available in migration and enterprise editions. Figure 1-6 shows the
difference between the VFM Migration Edition and the VFM Enterprise Edition.

File Virtualization i
Windows Migration Er
Unix Migration

Namespace Mgt.

Remote office Mgt.

Business Continuity

Data Lifecycle Mgt.
Policy Management i

e e

Data Reporting

Figure 1-6 VFM editions: capability matrix
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1.2 Benefits of VFM

8

Using alternatively VFM benefits users in many ways. These benefits are
described in the sections that follow.

Single view of entire file system

With VFM, the user has a simplified, comprehensive view of distributed data
organized within a single logical directory (see Figure 1-7):

» Simple searches for files and data
» Intuitive drive and file names
» Changes to the physical data that do not affect the user

—h o]
J Fle Edit ‘ew Favorites Tools Help Jﬁ
| #=Bark -~ = - | i@ search |%Fo\ders £ AHistory | o x oo E

JAddress Ig My Computer j @60

@0 2 = & 8 &8
:.‘ﬂ Desktop % L4 — =

@ Iy Documents L 314 Floppy  Local Disk (1) Compact Disc  Compack Disc  Compact Disc
E\@:]‘ IMy Computer (A : () (W)
- =24 3% Floppy (A) - .
- Local Disk (C:) Select an ikem to view ks %} :ET_'—;E
B2 MarketData on Enigmaserver' (D:) description.
B Analyst References
] Brochures
B Contacts

My Cémputer

Removable  Control Panel MarketData on
Displays the files and Folders on Disk (Z:) ‘Enigmasery...
your compuker

=] Analysts See also
D ZonkacksList My Documents
£ 1 Presentations My Mletwark Places

-] Presentation
D PRESEMTATIONS
-] PressRelease
E-{_] Press Kits
-] PressRelease
B Sales
=t @ Compact Disc (R}
] @ Compact Disc (V1)
P Compact Disc ()
=l Remaovable Disk (2:)
{=9] Control Panel
My Metwork Flaces
2l Recycle Bin
e Internet Explarer

Ietwork and Dial-up Connections

6 object(s) |@ My Computer i

Figure 1-7 Single view of entire file system

For example, suppose you are looking for a Microsoft Word document, and you
do not know the drive letter to search.
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File virtualization

VFM provides users with a location-independent method of accessing files. It also
solves horizontal scaling of storage and drive letter mapping issues (see Figure 1-8).
VFM can also keep the volume size in check within company-recommended
maximum limits.

Marketing Data

* Brochures B
* Presentations
* Press Kits

* Analyst References

»Sales

New York

WIN

» Contacts

Server

Logical View

Figure 1-8 File virtualization
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Transparent data migration

VFM makes it easy to move data and optimize existing storage without affecting
users or applications. It also helps load balancing among multiple storage
devices serving the same data (see Figure 1-9).

Users &
Applications

Networked Storage

Figure 1-9 Transparent data migration
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Higher availability

VFEM provides rapid access to data after a disaster or storage reconfiguration,
and it effectively reduces real and perceived downtime of clients (see

Figure 1-10).

Logical-to-
physical

/ -
}Replication
Redundarj -

data pathSLNew Jersey
Users & Apps

Targets

Figure 1-10 Higher availability

VFM is not in the data path between user and target. Thus all the data does not
go through VFM, which prevents VFM from being a bottleneck.

Transparent data life cycle management
VFM provides sophisticated data life cycle management:
» Automated classification of distributed files

Support of heterogeneous storage tiers

>
» Transparent data access
» Policy-based seamless creation of tiers of storage
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Data classification and reporting
VFM assists IT administrators by providing an inventory of assets, reports, and

so on (see Figure 1-11):

» Provides agent or agentless reporting

» Provides reporting mechanisms for reporting by individual server and across

the enterprise

» Allows reuse of collected data for various reports

» Enables proactive decision making
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Figure 1-11 Data classification and reporting
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Intelligent data movement

VFM provides policy-based migration and replication. Migration policies can be
customized in a number of different ways for intelligent migration (see Figure 1-12).

Migration Policy HE I

zeneral
Initial Phase

- Initial Phase Schedule
Incremental Phase

.. Incremental Phase Scheduls
Final Phase

:..-Final Phase Schedule
Update Mamespace Options
Replication Options

- Replication Filters
- Agent Options
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- Security Replication

r—Final Phase

i

¥ 1. Update the namespace Ib'r' retargeting links

Pause after this stepIOnIy on error 'I

Iv 2. Prevent user connections during the Final copy (CIFS-only)

Pause after this step |Only on error A

I¥ &, Do a final replicatior

- Attribute Replication
“-- Replication Scripting

Pause after this stepJ0nlv on error _'_1

v 4. Delete the source data

Pause after this step | Only on error 7

|v 5. Stop sharing the source or export

Pause after this step |only on error 'l

I™ & Runbatch ile |

152 after b "‘eplOnIy on errar 'l

Actions to take during the Final Phase
af migration

Brawse, .. |

Cancel

=]

Figure 1-12 Policy-based migration
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Policy-based migration provides greater control of data replication for business
continuity processes and for synchronizing data (see Figure 1-13).
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Figure 1-13 Policy-based replication
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Introduction to IBM System
Storage N series

In this chapter we introduce the IBM System Storage N series and describe the
hardware and software.

The IBM System Storage N series is designed from the ground up as a
standalone storage system. It provides a range of reliable, scalable storage
solutions for a variety of storage requirements. These capabilities are achieved
by using network access protocols such as NFS, Common Internet File System
(CIFS), HTTP, and iSCSI as well as storage area technologies such as Fibre
Channel. Utilizing built-in RAID technologies, IBM System Storage N series
protects all data with options to add additional protection through mirroring,
replication, snapshots, and backup. These storage systems are also
characterized by simple management interfaces that make installation,
administrating, and troubleshooting uncomplicated and straightforward.

Using this type of flexible storage solution includes the following advantages:

» Tune the storage environment to a specific application while maintaining the
flexibility to increase, decrease, or change access methods with a minimum of
disruption.

» React easily and quickly to changing storage requirements. If additional
storage is required, you must be able to expand it quickly and with minimum
disruption. When storage exists but is deployed incorrectly, the capability to

© Copyright IBM Corp. 2008. All rights reserved. 15
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reallocate available storage from one application to another quickly and
simply cannot be done.

Maintain availability and productivity during upgrades. If outages are required,
IBM System Storage N series keeps them to a minimum.

Create effortless backup and recovery solutions that operate commonly
across all data access methods.

Provide file- and block-level services in a single system, helping to simply
your infrastructure.

Tune the storage environment to a specific application while maintaining its
availability and flexibility.

Change the deployment of storage resource nondisruptively, easily, and
quickly. Online storage resource redeployment is possible.

Provide easy and quick upgrade process. A nondisruptive upgrade is
possible.

Provide strong data-protection solutions and support online backup and
recovery.
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2.1 IBM N series hardware

In the following sections, we discuss the N series models available today (see
Table 2-1 and Table 2-2 on page 18).

» N3000 series
» N5000 series
» N7000 series

Table 2-1 N series storage systems

A20 models Max # of drives Max capacity in TB
N3700 56 16.8
N3300 68 68
N3600 104 104
N5200 168 84
N5300 336 336
N5500 336 168
N5600 504 504
N7600 840 840
N7700 840 840
N7800 1008 1008
N7900 1176 1176

Chapter 2. Introduction to IBM System Storage N series
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Table 2-2 IBM N series Gateway models

Use Model Capacity

Midrange N5200 o | _4‘ - 84TB
G10 &G20

Midrange N5300 - 336TB
G10 & G20

Midrange N5500 80TB
G10&G20

Midrange N5600 504TB
G10&G20 -

Enterprise class N7600 840TB
G10&G20 -

Enterprise class N7700 840TB
G10 & G20 -

Enterprise class N7800 1008TB

Enterprise class N7900 1176TB
G10 & G20 -

2.2 Comparing N series Gateway to N series storage systems
The following list compares the N series Gateway to the N series storage system.
The two systems are identical as follows:

» Core NAS features and functionality

» iSCSI features and functionality

» FCP features and functionality

» Filer SAN host support matrix

» Behavior for the Write Anywhere File System (WAFL®)
» Data availability characteristics

» Data integrity characteristics

» Data management characteristics

» Serviceability characteristics

18 IBM System Storage and Virtual File Manager



2.2.1 IBM N series A models hardware quick reference

Table 2-3 A models hardware quick reference

The N series Gateway can be further compared to the N series as follows:

»

»

Each supports the same version of Data ONTAP®.

The N5000 and N7000 series Gateway physical attributes are the same as
the N5000 and N7000 models A10 and A20 storage systems.

Differences exist in system initialization and storage expansion.

The N series Gateway does not use the following features of Data ONTAP:

— SnapLock® compliance
— Nearstore option

N series storage systems use disk storage provided by IBM only; the Gateway
models support heterogeneous storage and IBM expansion units.

Data ONTAP is enhanced to enable the Gateway series solution.

A RAID array from a separate storage system can provide logical unit

numbers (LUNSs) to the Gateway:

— Each LUN is equivalent to an IBM disk.

— LUNSs are assembled into aggregates and volumes, and then they are
formatted with the WAFL file system, just like the IBM N series storage
systems.

Table 2-3 provides a hardware quick reference to the IBM N series A models.

Function

N3700

N3300

N3600

N5200

N5500

N5300

N5600

N7600

N7700

N7800

N7900

Maximum
raw capacity
inTB A10
models

16

68

104

84

168

336

420

672

840

672

1176

Maximum
raw capacity
in TB A20
models

16

68

104

84

168

336

504

840

840

1008

1176

Fibre
Channel disk
drives

144 GB 10K RPM, 144 GB 15K RPM, 300 GB 10K RPM - EXN2000
144 GB 15K, 300 GB 10K - EXN4000

SATA disk
drives

250 GB 7.2K RPM., 320 GB 7.2K RPM., 500 GB 7.2K RPM, 750 GB 7.2K RPM, 1TB 7.2K RPM

Chapter 2. Introduction to IBM System Storage N series
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Function N3700 | N3300 | N3600 | N5200 | N5500 | N5300 | N5600 | N7600 N7700 | N7800 | N7900
Maximum 56 68 104 168 336 336 420 672(A10 840 672 1176
number of (A10) |) (A10)
disks 504 840(A20 1008
(A20) 1) (A20)
Expansion EXN1000 (SATA), EXN2000 (FC), EXN4000 4 Gbps (FC)
units
supported
Table 2-4 provides a quick reference to the N series G models.
Table 2-4 N series G models quick reference
Function N5200 N5300 N5500 N5600 N7600 N7700 N7800 N7900
Maximum raw 84 336 84 504 672 840 672 1176
capacity in TB
G10 models
Maximum raw 84 336 84 504 840 840 1008 1176
capacity in TB
G20 models
Max number of 168 252 336 420 for 840 840 1008 1176
LUNs on A10and
back-end disk 504 for
storage A20
array
Max LUN sizein | 1000 1000 500 1000 1000 1000 1000 1000
GB
Maximum 16 16 16 16 16 16 16 16
volume size in
TB
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2.2.2 IBM N series A and G models hardware quick reference

Table 2-5 provides a quick reference to the storage system.

Table 2-5 Storage system reference
Function | N3700 | N3300 | N3600 | N5200 | N5300 | N5500 | N5600 | N7600 | N7700 | N7800 | N7900
Network | NFSV2/V3/V4 over UDP or TCR,PCNFSD V1/V2 for (PC) NFS client authentication, Microsoft CIFS, iSCSI,
protocol FCP, VLD, HTTP 1.0, HTTP1.1 Virtual Host
support
Other SNMP, NDMP, LDAP, NIS, DNS
protocol
support
Onboard | 2 x 4 x 4 x 4 x 4 x 4 x 4 x 6 X 6 X 6 X 6 X
/O ports | GbE GbE GbE GbE GbE GbE GbE GbE GbE GbE GbE
pernode | 2x 4 x 4x 4 x 4x 4x 4xFC | 8xFC | 8xFC | 8xFC | 8xFC
Optic Optica | Optica | FC FC FC (4
al FC IFC IFC 1x 1x 1x Gbps)
LvD LvD LvD
SCSi SCSiI SCSI
PCI N/A N/A 1x 3x 3x 3x 3x 5x 3x 5x 3x
expan- PCI-E PCI-X | PCI-E | PCI-X | PCI-E | PCI-E PCI-E | PCI-E | PCI-E
sion 3 X 6 X ,3X 6 X
slots per PCI-X | PCI-E | PCI-X | PCI-E
node
NVRAM 128 128 256 512 512 512 512 1024 1024 4096 4096
in MB
pernode
Memory 1 1 2 2 4 4 8 16 32 32 64
in GB
pernode
Redun- CompactFlash, dual-redundant hot-plug integrated cooling fans, hot-swappable autoranging power
dancy/ supplies, clustered storage controllers, hot-swappable disk bays
high
avail-
ability
Required | 3U 2U 4U 3U 3U 3U 3U 6Uper | 6U 6U 6U
rack per per per per node per per per
space node node node node node node node
Process- Two 2.2 222 One Two Two Two Two2.6 | Two Four Four
ors(A10) | Broad- | GHz | GHz 2.8 1.8 2.8 AMD | GHz 2.6 2.6 2.6
64-bit 64-bit GH GH GH 18 AMD GHz GHz GHz
com process- | process- z z z . Opteron AMD AMD AMD
MIPS- ors ors Xeon AMD Xeon GHz Opteron Opteron Opteron
based ™ dual- ™
core
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Function N3700

Process- Four
ors (A20) | Broad-
com
MIPS-
based

N3300 N3600 N5200 N5300 N5500 N5600 N7600 N7700 N7800 N7900
Two Four Two Four Four Four Four Four Eight Eight
2.2 2.2 28 1.8 28 AMD 2.6 2.6 2.6 2.6
GHz GHz GH GH GH 18 GHz GHz GHz GHz
64-bit | 64-bit z z z : AMD AMD AMD AMD
process- process- Xeon AMD Xeon GHz Opteron Opteron Opteron Opteron
ors ors dual-

core

2.3 IBM N series standard software features

Table 2-6 lists licensed no-charge features available with the IBM N series.

Table 2-6 Standard software features

Data ONTAP Operating system software optimizes data serving and allows multiple protocol data
access.

FTP File Transfer Protocol (FTP), a standard Internet protocol, is a simple way to
exchange files between computers on the Internet.

Telnet The Telnet protocol provides a general, bidirectional, eight-bit byte-oriented
communications facility. It provides user-oriented command-line logon sessions
between hosts.

Snapshot™ Enables online backups, providing near instantaneous access to previous versions of
data without requiring complete, separate copies.

FlexVol® FlexVol creates multiple flexible volumes on a large pool of disks. FlexVol provides

dynamic, nondisruptive (thin) storage provisioning along with space- and
time-efficiency. These flexible volumes can span multiple physical volumes without
regard to size.

FlexShare™

FlexShare gives administrators the ability to leverage existing infrastructure and
increase processing utilization without sacrificing the performance of critical business
needs. With the use of FlexShare, administrators can confidently consolidate different
applications and data sets on a single storage system. FlexShare gives
administrators the control to prioritize applications based on how critical they are to
the business.

Disk sanitization

Disk sanitization is the process of physically obliterating data by overwriting disks with
specified byte patterns or random data in a manner that prevents recovery of current
data by any known recovery methods. This feature enables you to carry out disk
sanitization by using three successive byte overwrite patterns per cycle. By default six
cycles are performed.

FilerView®

This Web-based administration tool enables IT administrators to fully manage N
series storage systems from remote locations. It provides simple and intuitive
Web-based single-appliance administration.
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SnapMover®

SnapMover migrates data among N series clusters with no impact on data availability
and no disruption to users.

AutoSupport

AutoSupport is a sophisticated, event-driven logging agent featured in the Data
ONTAP operating software and inside each N series system, which continuously
monitors the health of your system and issues alerts if a problem is detected. These
alerts can also be in the form of e-mail.

SecureAdmin™

SecureAdmin is a Data ONTAP module that enables authenticated, command-based
administrative sessions between an administrative user and Data ONTAP over an
intranet or the Internet.

DNS The N series supports using a host-naming file or a specified DNS server and
domain.

Cluster -Ensures high data availability for business-critical requirements by eliminating a
single point of failure.
-Must be ordered for A20 clustered configurations or upgrades from A10 to A20.
-Active-active pairing delivers even more “nines to right of the decimal point.”

NIS The N series does provide NIS client support and can participate in NIS domain
authentication.

Integrated The IBM N series and Data ONTAP provide integrated RAID management with

automatic RAID RAID-Double Parity (default) and RAID 4.

manager

iSCSI Host A Host Support Kit includes support software and documentation for connecting a

Attach Kit for AIX, | supported host to an iISCSI network. The support software includes programs that

Windows, Linux

display information about storage, and programs to collect information needed by
client support to diagnose problems.

NearStore®
option

The NearStore option is a disk-based, secondary storage device for enterprise
applications.

Advanced single
instance storage

This functionality is designed to significantly improve physical storage efficiency and
network efficiency by enabling the sharing of duplicate data blocks.
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2.4 Optional software

Table 2-7 lists optional software available with the IBM N series.

Table 2-7 Optional software

CIFS Provides file system access for Microsoft Windows environments.

NFS Provides file system access for UNIX® and Linux environments.

HTTP Hypertext Transfer Protocol enables a user to transfer displayable Web pages and
related files.

FlexClone® Designed to provide instant replication of data volumes/sets without requiring
additional storage space at the time of creation.

Multistore -Permits an enterprise to consolidate a large number of Windows, Linux, or UNIX file
servers onto a single storage system.

-Many “virtual filers” on one physical appliance ease migration and multidomain
failover scenarios.

SnaplLock Provides non-erasable and non-rewritable data protection that helps enable
compliance with government and industry records retention regulations.

SnapMirror® -Remote mirroring software that provides automatic block-level incremental file
system replication between sites.

-Available in synchronous, asynchronous and semi synchronous modes of operation

SnapRestore® Allows rapid restoration of the file system to an earlier point in time, typically in only a
few seconds.

SnapVault® Provide disk-based backup for N series systems by periodically backing up a
snapshot copy to another system.

SnapDrive® SnapDrive enables Windows and Unix applications to access storage resources on
N series storage systems, which are presented to the Windows 2000 or later,
operation system as locally attached disks. On UNIX it enables you to create storage
on a storage system in the form of LUNSs, file systems, logical volumes, or disk groups.

SnapManager® Host software for managing Exchange, SQL Server®, and SAP® backup and restore.

SnapManager software simplifies exchange data protection by automating processes
to provide hands-off, worry-free data management. A new integrated GUI-based
administration SnapManager Console has been introduced for Microsoft Office
SharePoint® Server. It unifies the entire stack from applications to servers to storage
for backup, recovery, and extraction of critical information.

SnapValidator®

For Oracle® deployments, SnapValidator can be used to provide an additional layer
of integrity checking between the application and N series storage. SnapValidator
allows Oracle to create checksums on data transmitted to N series storage for writes
to disk and include the checksum as part of the transmission.
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SyncMirror®

SyncMirror is synchronous mirror of a volume. It maintains a strict physical separation
between the two copies of your mirrored data. In case of an error in one copy, the data
is still accessible without any manual intervention.

Single Mailbox SMBR is a software option from SnapManager that is designed to take

Recovery near-instantaneous online backups of Exchange databases, verify that the backups

(SMBR) for are consistent, and rapidly recover Exchange within levels: storage group, database,

Exchange folder, single mailbox, or single message. The potential results are improved service
to internal clients, reduced infrastructure expenses, and significant time savings for
Exchange administrators.

Operations Operations Manager provides remote, centralized management of IBM N series data

Manager storage infrastructure, including global enterprise and storage network.

MetroCluster

MetroCluster software provides an enterprise solution for high availability over wide
area networks.

Virtual File
Manager (VFM)

IBM System Storage N series Virtual File Manager (VFM) software is a
comprehensive solution for managing unstructured file data. It is designed to provide
data management functionality for server and storage consolidation, migration,
remote office data management, and disaster recovery features while avoiding
disruption to users. It provides all this functionality through automated policy-based
data management leveraging a global namespace.

2.5 Software quick reference
Table 2-8 provides a software quick reference.

Table 2-8 Software quick reference

Product/ Included/ N3000 N5X00 A10 | N5x00 G10 N7x00 A10 | N7x00G10
feature/ optional A10 & & A20 & G20 & A20 & G20
function A20

Data ONTAP Included X X X X X

iSCSI protocol | Included X X X X X

FTP protocol Included X X X X X

NDMP protocol | Included X X X X X

FlexVol Included X X X X X
Snapshot Included X X X X X
SecureAdmin Included X X X X X
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Product/ Included/ N3000 N5X00 A10 | N5x00 G10 N7x00 A10 | N7x00G10

feature/ optional A10 & & A20 & G20 & A20 & G20

function A20

iSCSI Host Included X X X X X

Attach Kit for

AlX, Windows,

Linux

FlexShare Included X X

SnapMover Included X X X X X

CIFS protocol Optional X X X X X

NFS protocol Optional X X X X X

HTTP protocol | Optional X X X X X

FCP protocol Optional X X X X X

FlexClone Optional X X X X X

Clustered Optional X(A20) X(A20) X(G20) X(A20) X(G20)

failover

Multistore Optional X X X X X

SnapMirror Optional X X requires X requires
specialHBA | special
card HBA card

SnapRestore Optional X X X X X

Open Systems | Optional X X X X X

SnapVault

(OSSsV)

SnapVault Optional X X X X X

SnapDrive for Optional X X X X X

Windows &

UNIX: AIX,

Solaris™,

HP-UX, Linux

SnapValidator Optional X X X X X

SyncMirror Optional X X X X

SnapManager | Optional X X X X X

for SQL Server
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Product/
feature/
function

Included/
optional

N3000
A10 &
A20

N5X00 A10
& A20

N5x00 G10
& G20

N7x00 A10
& A20

N7x00G10
& G20

SnapManager
for SAP

Optional

SnapManager
for Exchange

Optional

Single Mailbox
Recovery
(SMBR) for
Exchange

Optional

Operations
Manager Core,
BC & SRM
license

Optional

SnapLock
Enterprise

Optional

MetroCluster
A2X models
only

Optional

Disk
sanitization

Included

SnapLock
compliance

Optional

NearStore
option bundle

Included

RAID 4,
RAID-DP™

Included

Advanced
Single
Instance
Storage

Included

VFM

Optional
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2.6 IBM N series storage systems A models

28

The A models of the IBM N series storage systems offer multiprotocol
connectivity using internal storage or storage provided by expansion units (see
Figure 2-1 on page 29). The IBM System Storage N series systems are designed
to provide integrated block- and file-level data access, allowing concurrent
operation in IP SAN (iSCSI), FC SAN, NFS, and CIFS environments. Other
storage vendors might require the operation of multiple systems to provide this
functionality. IBM N series systems are designed to avoid costly downtime, both
planned and unplanned, and improve your access to mission-critical data,
thereby helping you gain a competitive advantage.

The N series A models are a specialized, “thin server” storage system with a
customized operating system, similar to a stripped down UNIX kernel and
hereafter referred to as Data ONTAP. With a reduced operating system, many of
the server operating system functions you are familiar with are not supported.
The objective is to improve performance and reduce costs by eliminating
unnecessary functions normally found in standard operating systems.

The N series comes with preconfigured software and hardware, and with no
monitor or keyboard for user access, which is commonly termed a headless
system. A storage administrator accesses the systems and manages the disk
resources from a remote console using a Web browser or command line.

One of the typical characteristics of the N series product is its ability to be
installed rapidly using minimal time and effort to configure the system. It is
integrated seamlessly into the network. This approach makes the IBM N series
product especially attractive when lack of time and skills are elements in the
decision process.
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The IBM N series A models are depicted in Figure 2-1.
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Figure 2-1 IBM N series A models

Drive flexibility

The IBM System Storage N series product is designed to provide
network-attached storage in environments where clients must utilize their storage
investment in a multifaceted environment. The IBM System Storage N series
storage systems provide a tremendous amount of versatility by enabling this
solution to be populated with both Fibre Channel disk drives and Serial
Advanced Technology Attachment (SATA) disk drives. An N series populated with
Fibre Channel disk drives can be suitable for mission-critical high-performance
data transaction environments, whereas an N series populated with SATA disk
drives can be attractive to clients who wish the use the platform for various
scenarios, such as disk-to-disk backup, disaster recovery, data archive, or data in
home directories that do not require high-performance transactional
environments.
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Table 2-9 provides guidance on environments where Fibre Channel, SAS, or
SATA drives would be best suited.

Table 2-9 Drive positioning

Requirement

Fibre Channel
drives

SAS drives

SATA drives

Online,
high-performance,
mission-critical
production data
repository

X

Near-line storage
used for tiered
storage or
infrequently
accessed data

Data retention to
help meetthe needs
of clients required to
store data in
non-erasable and
non-rewritable

(WORM) formats

Near-line storage

Two years ago the concept of near-line storage in the middle for disk staging was
introduced. This enables organizations to do daily backups to disk and weekly or
biweekly backups to tape, which reduces the amount of data that must be written
to tape. Also, data is online for faster recovery. Another advantage near-line

storage provides is you can leverage your existing investment in primary storage,
your backup application, and tape libraries.
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The IBM N series with SATA drives offers near-line storage. Figure 2-2 is an
example of traditional disk-based backup and recovery. On the left is the primary
storage, which is characterized by higher cost and very fast performance. On the
far right are archive targets that have traditionally been tape or optical jukeboxes
with reduced access times to read and write data.

E-mail ERP/ECM DB
Server Server Server
@ . ! 3% Party
n
u oo Backup/Restore
‘ Application

A-SIS
deduplication

Block VO(FCP or iSCSI) and/or

N series
Primary Storage N series with Near Store feature

Figure 2-2 Near-line storage

2.6.1 IBM System Storage N3000 introduction

The N3000 systems are designed to provide primary and secondary storage for
midsize enterprises. IT administrators can consolidate their fragmented
application-based storage and unstructured data into one unified, easily
managed, and expandable platform. N3000 systems offer integrated block- and
file-level data access, intelligent management software, and data protection
capabilities, such as higher-end N series systems, in a cost-effective package.
N series innovations include Serial-Attached SCSI (SAS) drive support,
expandable 1/0O connectivity, and onboard remote management.
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The N3000 systems are designed as the entry point to the entire N series family.
The systems provide the following key advantages:

» High availability leverages proven features including a high-performing and
scalable operating system, data management software, and redundancy
features.

» Backup and recovery features designed to support disk-based backup, with
file- or application-level recovery with snapshot and SnapRestore software
features.

» Simple replication and disaster recovery designed to provide an
easy-to-deploy mirroring solution that is highly tolerant of WAN interruptions.

» Management simplicity self-diagnosing systems designed to enable on-the-fly
provisioning.

» Versatile, single, integrated architecture designed to support concurrent block
I/O and file serving over Ethernet and Fibre Channel SAN infrastructures.

The N3000 is compatible with the entire family of N series unified storage
systems, which feature a comprehensive, top-to-bottom lineup of hardware and
software designed to address a variety of possible deployment environments:

» N3700
— 2863-A10 single filer
— 2863-A20 clustered
» N3300
— 2859-A10 single filer
— 2859-A20 clustered
» N3600
— 2862-A10 single filer
— 2862-A20 clustered

The N3000 series supports Ethernet and Fibre Channel environments, enabling
economical NAS, FC, and iSCSI deployments. The N3000 system functions as a
“unification engine,” which is designed to enable you to simultaneously serve
both file- and block-level data across a single or multiple networks. This
functionality usually demands procedures that for some solutions require
multiple, separately managed systems.

N3000 storage systems can offer significant advantages for distributed
enterprises with remote and branch office sites. These organizations and others
can leverage the SnapVault and SnapMirror software functions to implement a
cost-effective data protection strategy by mirroring data back to a corporate data
center.

No PCI adapter slots are on the N3300 and N3700 systems. No additional
adapter options are supported for the N3300 and N3700 systems. One PCle
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adapter slot is available per node on the N3600 storage system. For an A20
model, adapters must be added in pairs, one per node, so that both nodes are
populated with one of the same type of PCle adapter.

N3700

The N3700 storage system (see Figure 2-3) is a 3U solution designed to provide
NAS and iSCSI functionality for entry to midrange environments. The basic
N3700 offering is a single-node model A10, which is upgradeable to the
dual-node model A20 and requires no additional rack space. The dual-node,
clustered A20 is designed to support failover and failback functions to maximize
reliability. The N3700 storage system can support 14 internal hot-plug disk drives
with scalability provided through attachment to up to three expansion units, each
with a maximum of 14 drives. The N3700 also has the capability to connect to a
Fibre Channel tape for backup.

A list of supported Tape drives can be found at;
http://www.ibm.com/totalstorage/nas

Refer to the IBM System Storage and TotalStorage® N series interoperability
matrix.

http://www-03.ibm.com/systems/storage/nas/interophome.html

Figure 2-3 N3700
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The type of controller defines the model. Figure 2-4 shows a single control unit.
The single node A10 uses a single control unit, and the dual-node clustered A20
uses two control units (see Figure 2-4).

Figure 2-5 N3700 A20

The N3700 comes with redundant power supplies for higher reliability (see
Figure 2-6).

Redundant Power Supplies

Figure 2-6 Redundant power supplies
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From the rear of the N3700, you can see the diagnostic and operational LEDs on

the power supply (Figure 2-7). Table 2-10 lists the LEDs and possible

configurations.

Diagnostic and Operational LEDs

Figure 2-7 Diagnostic and operational LEDs

Table 2-10 LED status

LEDs visible from the rear of the system unit

PSU status normal On Normal
AC missing for this PSU Off

Fan fault Off

Output voltage, current, temperature fault Off

PSU status normal Off Power supply failure
AC missing for this PSU Off

Fan fault Off

Output voltage, current, temperature fault On

PSU status normal Off Fan failure
AC missing for this PSU Off

Fan fault On

Output voltage, current, temperature fault Off

Chapter 2. Introduction to IBM System Storage N series

35



LEDs visible from the rear of the system unit

PSU status normal Off No power to this PSU
AC missing for this PSU On
Fan fault Off

Output voltage, current, temperature fault On

The CPU module is shown on Figure 2-8; it controls connectivity to the storage
and connectivity to the clients. If a power supply fails or is turned off while the
other power supply is still providing DC power, both cooling fans continue to
operate.

Figure 2-8 CPU tray module front view

The N3700 is based around a MIPS dual-core processor. It has 1 GB of system
memory, of which 128 MB is defined as nonvolatile because it has a battery
backup (see Figure 2-9 on page 37). The battery is a 3-cell Li-lon.

Note: The NVRAM is a battery backed-up portion of the main system memory.

36 IBM System Storage and Virtual File Manager



for memory

Figure 2-9 CPU tray module showing battery backup

A 256 MB compact flash card is located on the bottom of the CPU tray module
(see Figure 2-10). It contains a copy of the Data ONTAP operating system along
with firmware. The operating system is also stored on each disk drive.

e

Figure 2-10 Bottom of CPU tray module showing compact flash card
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Rear ports on the N3700 can be seen in Figure 2-11. Each CPU tray module has
two integrated 2 Gbps Fibre Channel ports. Both of these ports are initially
configured in “initiator mode” and do not use small form factor pluggable SFPs.

The first port, channel C, is optical and intended for direct or SAN attachment to a
tape library. A standard LC-LC short wave optic cable must be used for this. The
second port, channel B, is copper and is exclusively used for connecting an
expansion unit. A special copper cable (option X6531-C) is used for this
connection.

SSN |
1104002 \!

DI <= N mAc 1D: 00:A0:98:01:57:3F

 cowsoue

Figure 2-11 External ports on CPU tray module

The CPU tray module also contains two onboard 10/100/1000 MB copper
Ethernet ports. Each port has two LED lights to indicate activity and speed. The
final ports enable the connection of an ASCII terminal through an RJ45 to a DB-9
cable.

N3700 hardware features
The N3700 includes the following hardware features:

3U integrated storage system

3U optional storage expansion shelf, up to three
Redundant hot plug power supplies

Redundant cooling

Integrated 10/100/1000 full-duplex Ethernet
Two integrated Fibre Channel adapters
Compact flash

Diagnostic LEDs/OPS

VyVVyYVYVYYVYYY

Although ESH2 modules in the EXN2000 can support up to 84 drives per loop or
1 N3700 and 5 expansion shelves, only 56 drives, 3 expansion shelves, and 1
N3700 are supported. This firmware limitation for backward compatibility
originates with the manufacturer for the previous shelf module the Loop
Redundant Circuit (LRC). This module is not available on the N series.

IBM System Storage and Virtual File Manager



Optional hardware

A second CPU tray supports cluster failover. Table 2-11 lists additional N3700
specifications.

Table 2-11 Additional N3700 specifications

Storage system specifications N3700 A10 N3700 A20
Capabile of clustered failover No (requires upgrade to A20) | Yes

Max number of expansion units 3 3
EXN1000/SATA disk drives or

EXN2000/FC disk drives

N3300 and N3600

The N3300 and N3600 (see Figure 2-12 and Figure 2-13 on page 40) systems
provide multiple I/O connectivity options, a small footprint to hold high-density
SAS drives, and external expansion using low-cost SATA drives and Fibre
Channel disks for production applications. The N3300 and N3600 utilize Data
ONTAP Snapshot technology. SAS (Serial-Attached SCSI) is the next generation
of SCSI, and it combines the advantages of parallel SCSI and serial FC. For
further systems administration time and cost advantages, the systems come
standard with remote onboard management capabilities to help simplify remote
system monitoring, cycle power, execute firmware upgrades, enter console
commands, and run diagnostics to help maintain the reliability of the system and
your business-critical data.

Figure 2-12 N3300
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Figure 2-13 N3600

Figure 2-14 and Figure 2-15 show the rear panels of the N3300 and N3600. The
single node A10 uses a single control unit, and the dual-node clustered A20 uses
two control units (see Figure 2-5 on page 34).

Figure 2-15 N3600 rear view
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N3300 is a 2U high device. It has 12 internal SAS drive bays. It can support up to
two external disk expansion units. Each controller has dual GB Ethernet ports
and dual 4 Gbps Fibre Channel ports (see Figure 2-16). The N3300 also has one
console port and one remote management port.

Redundant Power Supplies

FC ports Conscle ports GigaEth ports

Remote Management Port

Figure 2-16 External ports on N3300

Note: The N3300 series supports SAS, FC, and SATA disk technologies.
Twelve SAS disk drives are supported in the controller chassis. The N3300
can be configured with 0 disk drives in the controller and use the storage from
disk expansion units such as the EXN1000 for SATA or EXN4000 for Fibre

Channel disks.
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The N3600 also has redundant power supplies (see Figure 2-17).

Expansion slot

Redundant Power Supplies

Figure 2-17 N3600 power supplies and expansion slot

The N3600 is a 4U high device. It has 20 Internal SAS drive bays. N3600 can
support up to 6 external disk expansion units. Each controller has dual Gigabit
Ethernet ports and dual 4 Gbps Fibre Channel ports (see Figure 2-18). The
N3600 also has one console port and one remote management port. The N3600
has a PCle slot on each controller.

FC ports Console ports GigaEth ports

Remote Management Port
Figure 2-18 External ports on N3600
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Note: The N3600 series supports SAS, FC, and SATA disk technologies.
Twenty SAS disk drives are supported in the controller chassis. The N3600
requires a minimum of six SAS drives in the controller chassis.

The key specifications for the N3300 and N3600 are as follows:
» Two U high (N3300) and 4U high (N3600)

» Up to two external disk expansion units for N3300 and up to six external disk
expansion units for N3600

» High-performance SAS infrastructure
» Single controller or dual controller (for HA)
» Unified storage: iISCSI, NAS, Fibre Channel

» Each controller: dual Gigabit Ethernet ports and dual 4 Gbps Fibre Channel
ports

» Onboard remote platform management

» Internal SAS drive bays

The N3000 series are small form-factor appliances that conserve scarce and
valuable space in data centers or remote office locations. The N3000 is
engineered for small to medium enterprises.

2.6.2 IBM System Storage N5000 introduction

The N5200, N5300, N5500, and N5600 are suitable for environments that
demand data in high availability, high capacity, and highly secure data storage
solutions. The IBM System Storage N5000 series offers an additional choice to
organizations for enterprise data management. The IBM System Storage N5000
series is designed to deliver midrange to high-end enterprise storage and data
management value with midrange affordability. Built-in enterprise serviceability
and manageability features help support your efforts to increase reliability,
simplify and unify storage infrastructure and maintenance, and deliver
exceptional economy.

» The IBM N5000 A series comes in four models:

— N5200
e 2864-A10 single filer
e 2864-A20 clustered
— N5300
e 2869-A10 single filer
e 2869-A20 clustered
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— N5500
e 2865-A10 single filer
e 2865-A20 clustered
— N5600
* 2868 -A10 single filer
e 2868 -A20 clustered

» FC or SATA (both can be used behind a single controller but not in the same
drawer)

The N5200 and N5500 have no visible external differences. The differences are
in maximum storage capacity and CPU processing power as listed in Table 2-4
on page 20. From the front, the N5600 and N5300 look very similar to the N5200
and N5500; some of the differences are seen from the rear (see Figure 2-19 and
Figure 2-20 on page 45,) especially the absence of a LVD SCSI connector. The
N5600 and N5300 (see Figure 2-21 on page 46) also use a BIOS prompt upon
boot rather than a Common Firmware Environment (CFE) prompt.

Figure 2-19 N5200
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The N5000 A10 models come in a compact 3U rack-mountable unit that can
coexist in the same rack as a EXN1000, EXN2000, or EXN4000 storage
expansion unit (see Figure 2-20 and Figure 2-22 on page 46). The A20 models
require 6U of space.

v wew ]
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Figure 2-20 N5500 with EXN2000 shelves
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3 x PCI Express slots

HNVRAME

2x 4Ghps FC ports No SCSI ports Power supplies

Differences between N5200/N5500 and N5S300/N5600

Figure 2-21 Rear view of N5600 and N5300

Depending on the model, one (N5200) or two (N5500) internal modules are
available (see Figure 2-22).

Figure 2-22 N5200: one CPU module
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The easily accessible rear of the N5000 series provides I/O connectivity, power
supply access, and status indications (see Figure 2-23).

MNYRAM and Infiniband
¥ SFO Interconnect

Console Port

FC Partner
Laoop 1

Figure 2-23 Rear view of N5500
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The top view of the N5200 and N5500 is shown in Figure 2-24, displaying the
modular design and field-replaceable unit capabilities.

Figure 2-24 Top view of N5000
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The motherboard of the N5200and N5500 is a self-contained unit holding
components such as memory, CPU, and interfaces (see Figure 2-25).

Motherboard - modular Storage Configuration
SCSI Port
(LVD)
x FC (2Gb)
2x GbE (Cu)
RLM Port
X GbE (Cu)
2x FC (2
1sole Port
Figure 2-25 N5200 and N5500 motherboard
Table 2-12 lists the RAID group sizes.
Table 2-12 RAID group size in drive type
Model FC-AL drives | FC-AL drives | ATA drives ATA drives
default maximum default maximum
RAID 4 8 14 7 7
RAID DP 16 28 14 16
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Figure 2-26 depicts multiple storage options in the following models:

» N5200
» N5300
» N5500
» N5600
FCP NFS
Disk-based — ;
Backup - 9>
Disaster
: Recovery
Regulatory - — : o —
Compliance %%% Disaster
‘ Recovery
Data Migration ___ ‘ ﬁ.
and Archiving -l '”luuuuu;_ VT
4 /W
G = Primary
Storage

Figure 2-26 Multiple storage options

Multidisk drive options offer mission-critical, near-line, and compliance storage

solutions.

2.6.3 IBM System Storage N7000 introduction

50

The IBM System Storage N7000 series offers additional choices to organizations
facing the challenges of enterprise data management. The IBM System Storage

N7000 series is designed to deliver high-end enterprise storage and data

management value with midrange affordability. Built-in enterprise serviceability

and manageability features help support your efforts to increase reliability,
simplify and unify storage infrastructure and maintenance, and deliver

exceptional economy.

» The IBM N7000 A series comes in four models:

— N7600
e 2866-A10 single node
e 2866-A20 clustered
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— N7700
* 2866-A11 single node
e 2866-A21 clustered
— N7800
¢ 2867-A10 single node
e 2867-A20 clustered
— N7900
e 2867-A11 single node
e 2867-A21 clustered

» FC or SATA (both can be used behind a single controller but not in the same
drawer)

Like its N5000 predecessor, the front of the N7000 series unit has an LCD
display and the standard three LEDs, indicating system activity, status, and
power (see Figure 2-27). Externally the N7600 and N7800 appear the same; the
differences lie internally with increased CPU, memory, and NVRAM capability of
the N7800 as compared to the N7600.

Figure 2-27 Front view of N7000
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From the rear of the N7000, you can see the redundant power supplies, the
NVRAM card, the Gigabit Ethernet interfaces as well as the Fibre Channel
interfaces. The console port and RLM port are also located on the rear (see
Figure 2-28).

ower
Supplies

2 x Gb E RLI 2xGbE 4z FC 4 x FC 2z Gb E Console Port

Figure 2-28 N7000 rear view
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Each N7000 node requires 6U of rack space; each expansion unit requires 3U of
rack space. Each N7000 node requires at least one expansion unit (see
Figure 2-29).

Figure 2-29 N7000 racked

A dual-node N7600 supports a maximum of 60 storage expansion units
(EXN1000 or EXN2000, or both). A dual-node N7800 supports a maximum of 72
storage expansion units (EXN1000 or EXN2000, or both). (See Figure 2-30 on
page 54.) A dual-node N7700 and N7900 supports a maximum of 60 and 84
storage expansion units, respectively. Each rack holds a maximum of 12
expansion units. The N7000 products are installed by IBM service or a qualified
IBM Business partner and are not set up by customers.
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Figure 2-30 Clustered N7000 with multiple expansion units

When you remove the bezel, you see the CompactFlash card reader and, directly
below it, the Remote LAN module, or RLM. The RLM is required in all N7000
series systems. The systems cannot boot unless the card is present. Also, you
see five fan units. The fans are hot swappable and are numbered here for your
reference (Figure 2-31).

-LCD/LED Module

«CompactFiash
card reader

‘RLM

Figure 2-31 Front of N7000 with bezel removed
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On the side of the system, notice the two handles on each side to help you lift the
system (see Figure 2-32). The system is very heavy; fully loaded, it weighs 120
pounds. IBM recommends that before lifting the system, you remove the fan units
and the two power supplies. This reduces the weight to slightly over 90 pounds.
We recommend three people lift the system.

Caution

= Remowve fan units and power
supplies before lifting

= Three people required to Iift
sysiem

Figure 2-32 Lifting N7000

Chapter 2. Introduction to IBM System Storage N series 55



The two hot swappable power supplies can be seen and removed from the rear
of the N7000 (see Figure 2-33).

|

Figure 2-33 N7000 power supplies

In the middle are 9 PCI slots. They are numbered 1-9, from left to right, and all
the slots are slot specific (see Figure 2-34 on page 57). When installing adapter
cards, always refer to IBM System Storage N7000 Series Hardware and Service
Guide, GC26-7953-05. You can find the guide here:

http://www.ibm.com/storage/support/nas/
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Figure 2-34 PClI slots
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Below the PCI slots is a console port and RLM port (see Figure 2-35).

Figure 2-35 RLM and console ports
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Below the Ethernet ports is the Fibre Channel tray, referred to as the FC tray,
with eight onboard Fibre Channel ports (Figure 2-36). This tray is actually a

field-replaceable unit.

8 FC Ports

Figure 2-36 Fibre Channel ports
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From inside the N7000 looking from the top (see Figure 2-37), you can see the
PCI slots and system memory, but you cannot see the processors. They are on
the other side of the motherboard tray. Recall that the N7900 and N7800 have
eight CPUs, and the N7700 and N7600 have four processors.

From this perspective, you can see the nine PCI slots. Slots 3, 4, and 9 are black
and represent PCI-X. Slots 1, 2, 5, 6, 7, and 8 are PCI-Express.

Notice the NVRAMG6 adapter resides in slot 2 on this standalone system. On an
active/active configuration, the NVRAM6 adapter resides in slot 1 and is used as
the cluster interconnect card.

Figure 2-37 Top of N7000
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Keep in mind that the N7800 and N7900 use an NVRAMG6 adapter with 4 GB of
memory, and the N7600 and N7700 use an NVRAMG6 adapter with 1024 MB of
memory (see Figure 2-38).

NVRAM®6 adapter
for N7800-N7900
contain 4GB
memory

NVRAM®6 adapter
for N7600-N7700
contain 1GB
memory

Figure 2-38 NVRAM
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The N7000 includes new LEDs. The fan units, PCI slots, and memory DIMMs
have LEDs to indicate a failed component (see Figure 2-39).

= LEDs for Fan units, PCl adapters, and DIMMs

Figure 2-39 New LEDs
Table 2-13 lists RAID group sizes.

Table 2-13 RAID group sizes in drive type

Model FC-ALdrives | FC-ALdrives | ATA drives ATA drives
default maximum default maximum

N7600 RAID 4 8 14 7 7

N7600 RAIDDP | 16 28 14 16

N7700 RAID 4 8 14 7 7

N7700 RAIDDP | 16 28 14 16

N7800 RAID 4 8 14 7 7

N7800 RAIDDP | 16 28 14 16

N7900 RAID 4 8 14 7 7

N7900 RAIDDP | 16 28 14 16
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2.7 IBM N series Gateway (G models)

The IBM System Storage N series Gateway, an evolution of the N5000 series
product line, is a network-based virtualization solution that virtualizes tiered,
heterogeneous storage arrays, enabling clients to leverage the dynamic
virtualization capabilities available in Data ONTAP across multiple tiers of IBM
and vendor acquired storage. Like all IBM N series storage systems, the IBM
N series Gateway family is based on the industry-hardened Data ONTAP
microkernel operating system, which unifies block and file storage networking
paradigms under a common architecture and brings a complete suite of IBM
N series advanced data management capabilities for consolidating, protecting,
and recovering mission-critical data for enterprise applications and users.

The industry’s most comprehensive virtualization solution, the N series Gateway
provides proven and innovative data management capabilities for sharing,
consolidating, protecting, and recovering mission-critical data for enterprise
applications and users and seamlessly integrates into mission-critical
enterprise-class SAN infrastructures. These innovative data management
capabilities when deployed with disparate storage systems simplify
heterogeneous storage management.

The N series Gateway presents shares, exports, or LUNs built on flexible
volumes that reside on aggregates. The N series Gateway is also a host on the
storage array SAN. Disks are not shipped with the N series Gateway. The

N series Gateway virtualizes storage array LUNs (which are treated as disks)
through Data ONTAP, presenting a unified management interface.

The N series Gateway offers clients new levels of performance, scalability, and a
robust portfolio of proven data management software for sharing, consolidating,
protecting, and recovering mission-critical data. N series storage systems
seamlessly integrate into mission-critical SAN environments and provide a
simple, elegant data management solution that decreases management
complexity, improves asset utilization, and streamlines operations to increase
business agility and reduce total cost of ownership.

Leveraging storage

Organizations are looking for ways to leverage SAN-attached storage to create a
consolidated storage environment for the various classes of applications and
storage needs throughout their enterprise. These organizations are looking for
ways to increase utilization, simplify management, improve consolidation,
enhance data protection, enable rapid recovery, increase business agility, deploy
heterogeneous storage services, and broaden centralized storage usage by
provisioning SAN capacity for business solutions requiring NAS, SAN, or IP SAN
data access (see Figure 2-40 on page 64).
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These organizations have:

>

>

»

>

Significant investments or a desire to invest in a SAN architecture
Excess capacity or an attractive storage cost for SAN capacity expansion

Increasing requirements for both block (FCP, iSCSI) and file (NFS, CIFS, and
SO 0on) access

Increasing local or remote shared file services and file access workloads

They are seeking solutions to cost-effectively increase utilization; consolidate
distributed storage, direct access storage, and file services to SAN storage;
simplify storage management; and improve storage management business
practices.

With Data ONTAP the N series Gateway now supports the attachment of
heterogeneous storage systems as well as IBM expansion units of the type used
with N series storage systems (see Figure 2-40 andFigure 2-41 on page 65).

LUHNs Inone aggrs gate mustbe:
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Figure 2-40 Heterogeneous storage
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Figure 2-41 Gateway topology
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Figure 2-42 shows the expansion units.

EXN1000

DS4700

Figure 2-42 Storage systems with expansion units

Front-end and back-end implementations

A N series Gateway implementation can be thought of as a front-end
implementation and a back-end implementation. The front-end setup includes
configuring the N series Gateway for all protocols (NAS or FCP), implementing
snap features (for example, snapshot, SnapMirror, SnapVault), and setting up
backup including NDMP dumps to tapes. The back-end implementation includes
all tasks required to set up the N series Gateway system up to the point where it
is ready for Data ONTAP installation. These tasks include formatting array LUNSs,
assigning ports, setting up cabling and switch zoning, assigning LUNs to the V
series system, creating aggregates, and loading Data ONTAP.

2.7.1 IBM N series Gateway highlights
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IBM System Storage N series Gateway provides a number of key features that
enhance the value and reduce the management costs of utilizing a SAN. An
N series Gateway provides the following benefits:

» Simplifies storage provisioning and management
» Lowers storage management and operating costs
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Increases storage utilization
Provides comprehensive simple-to-use data protection solutions
Improves business practices and operational efficiency

Transforms conventional storage systems into a better managed storage pool
(see Figure 2-43)

Host Environment (Unix, Windows, Linux)

Local /
Remote

NAS, SAN,
IP SAN
Data Access

Block Virtualization | | File Virtualization

N series
Gateway

IBM HP Hitachi
Tiered Heterogeneous Storage

Figure 2-43 Tiered heterogeneous storage

Chapter 2. Introduction to IBM System Storage N series 67



2.7.2 Gateway RAID

The N series Gateway uses RAIDO on top of RAID1, RAID5, or RAID10 on RAID
storage subsystems (see Figure 2-44). Physical disk operations such as
scrubbing are disabled.

Gateway

 CE

RalD through I
RalDs and
RalD10
Storage
Subsystem

Figure 2-44 RAID configuration

RAIDO is used to write data. See Example 2-1 for a example of volume status.
With the Gateway, it looks similar to what you see on a N series model A except
for the RAID status.

Example 2-1 Volume status with Gateway volumes

itsotuc2*> vol status -v vol3

Volume State Status Options
vol3 online raid0, flex nosnap=on, nosnapdir=off,
minra=off,

no_atime_update=off,
nvfail=off,
snapmirrored=off,
create_ucode=on,
convert_ucode=on,
maxdirsize=31457,
fs_size_fixed=off,
guarantee=volume,
svo_enable=off,
svo_checksum=off,
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svo_allow_rman=off,

svo_reject_errors=off,

fractional reserve=100,
Containing aggregate: 'aggr0'

Plex /aggr0/plex0: online, normal, active
RAID group /aggr0/plex0/rg0: normal

2.7.3 IBM N5200, N5300, N5500, and N5600 Gateway models

The N5000 Gateway models are a good value for those wishing to extend the
reach of their SANs. The N5000 Gateway incorporates a variety of reliability and
availability features designed to support high-demand operations. It houses hot
swappable, redundant power supplies and fans, and supports multipath failover
protection and host dual pathing between the unit and its SAN-attached storage
device. In addition, the clustering feature between two storage systems is
designed to help reduce system downtime.

From a hardware perspective, the G10 and G20 models are identical to the A10
and A20 models of the N5200, N5300, N5500, and N5600. The differences lie in
the spectrum of Data ONTAP features supported and enabled.

» N5200

— 2864-G10

— 2864-G20 clustered model
» N5300

— 2869-G10

— 2869-G20 clustered model
» N5500

— 2865-G10

— 2865-G20 clustered model
» N5600

— 2868-G10

— 2868-G20 clustered model

Table 2-14 lists the Gateway models capacity.

Table 2-14 Gateway capacity

Model Maximum capacity
2864-G10 50TB

2864-G20 50TB per node
2869-G10 126TB
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Model Maximum capacity
2869-G20 126TB

2865-G10 80TB

2865-G20 80 TB per node
2868 252TB

2868 252TB

Important: If you are going to enable the cf.takeover.on_panic option, ensure
that a spare LUN is available for core dumps. If the cf.takeover.on_panic
option is enabled and no spare LUN is available, no core dump file is produced
on failure. (The cf.takeover.on_panic option controls whether a cluster partner
immediately takes over for a panicked partner.)

Table 2-15 shows the number of LUNs supported by each model of the N series
Gateway.

Table 2-15 LUNSs supported by each model of N series Gateway

Model Maximum number of LUNs

N5200 2864- 168
G10 (noncluster model)

N5200 2864-G20 (cluster model) | For each node, single node N5200 2864-G10

values apply.

N5300 2869 - G10 252

N5300 2869 - G20 For each node, single node N5300 2869-G10
values apply.

N5500 2865-G10 (noncluster 336

model)

N5500 2865-G20 (cluster model) | For each node, single node N5500 2865-G10
values apply.

N5600 2868-G10 (noncluster 504
model)

N5600 2868-G20 (cluster model) | For each node, single node N5600 2868-G10
values apply.
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2.7.4 1BM Gateway models N7600, N7700, N7800, and N7900

The IBM System Storage N7000 series Gateway models offer additional choices
to organizations facing the challenges of enterprise data management. The IBM
System Storage N7000 series is designed to deliver high-end enterprise storage
and data management value with midrange affordability. Built-in enterprise
serviceability and manageability features help support your efforts to increase
reliability, simplify and unify storage infrastructure and maintenance, and deliver
exceptional economy.

The IBM N series N7000 Gateway models deliver all the feature functionality that
the N5000 series does but with increased processing, memory, NVRAM, and
total storage capacity. The N7000 models are designed for the high end of
enterprise environments. The N7000 series Gateway hardware is identical to the
A1X and A2X models, with the difference being the enabled features and disk
attachment by Data ONTAP.

The IBM N7000 G series comes in four models:

» N7600
— 2866-G10 single node
— 2866-G20 clustered
» N7700
— 2866-G11 single node
— 2866-G21 clustered
» N7800
— 2867-G10 single node
— 2867-G20 clustered
» N7900
— 2867-G11 single node
— 2867-G21 clustered

2.7.5 LUN sizing

N series Gateway support for LUN sizes is as follows:

» Maximum LUN size: 1024 GB
» Minimum LUN size: 1001 MB

Note: The Data ONTAP definition of a GB is as follows: One GB is equal to
1000 x 1024 x 1024 bytes. Therefore, the maximum LUN size that Data
ONTAP supports means 1024 * 1000 * 1024 * 1024 = 1,048,576,000,000
bytes.
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2.7.6 LUN mapping
Storage Subsystem LUNs are converted to disks for the IBM N series Gateway.
Compared to the N series storage systems, the disk count is equivalent to the
LUN count when only storage systems are attached to it.

Figure 2-45 is a example of an array LUN mapped to a Gateway disk.

2865-A10
RAID4, RAID-DP™

ESS

To Next Shelf

LUN 1 = Disk 1
LUN 2 = Disk 2
’ﬁ'ﬁ[ﬁ'ﬁﬂ; DA |DA | DA | DA TQU LUN3 = DiSk 3
Clustar 1 Sitaet=) Cluster 2 LUN 4*f*D isk 4
e TTTTe oY O = Dot e LUN 12 = Disk 12
e e LUN 13 = Disk 13

alslelele]

LUN 14 = Disk 14

e

LUN 336 = Disk 336

Figure 2-45 LUN to N series Gateway disk relationship
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LUNs are added to the Gateway through the same volume wizard used on the
N series A models (see Figure 2-46).

Unified Storage: SAN and NAS

3 raid-u34: Volume Wizard - Mozilla Firefox

Volume Wizard - Volume Parameters

Volume Name:

Enter a name for the new volume.
Language:

Select the language to use on this volume.

lunval @

POSIX ¥ @

< Back Cancel ] IMext >

Figure 2-46 Volume wizard

Note: Do not map LUN 0 to Gateway systems, even if LUN O is a storage
LUN.
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2.8 Interoperability between G and A models

Replication between SnapMirror on the G model and SnapMirror on the A model
(Figure 2-47) includes async, semisync, and synchronous.

Single Path .
/_/_\/\_\ volx!
FePHR —_—

valx volld

SnapMirror from N Series A model
to N Series G model

App Server

Figure 2-47 SnapMirror interoperability
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Disk-to-disk backup from SnapVault is primary on the G model, while SnapVault
is secondary on the A model (see Figure 2-48).

Primary G10 to Secondary A10

Primary A10 to Secondary G10

Figure 2-48 SnapVault interoperability

Disk-to-disk backup from SnapVault is primary on the A model, while SnapVault
is secondary on the G model.

2.9 N series expansion units
Currently three disk storage expansion units are specifically designed for the IBM
N series filers:
» |IBM EXN4000 Fibre Channel disk storage expansion unit
» |IBM EXN2000 Fibre Channel disk storage expansion unit

» IBM EXN1000 Serial Advanced Technology Attachment (SATA) storage
expansion unit

Note: EXN expansion units are not intended for attachment to a Gateway.

Multiple EXN1000s, each having different SATA disk drive feature codes, can
be attached to the same N series filer on the same Fibre Channel loop.
Multiple EXN2000s and EXN4000s, each having different Fibre Channel disk
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drive feature codes, can be attached to the same N series filer on the same
Fibre Channel loop. For the latest storage expansion unit support information,
visit the following Web site:

http://www.ibm.com/storage/support/nas/

2.9.1 Intermixing EXN units with N series A models

EXN4000s and EXN2000s are both Fibre Channel disk storage expansion units.
EXN4000 and EXN2000 expansion units can be mixed within the same loop, but
the speed switches on all EXN4000s and EXN2000s must be set to the same
speed (either 1 Gbps or 2 Gbps). (See Figure 2-49.) Intermixing Fibre Channel
and SATA disk drives in a supported N series filer configuration is supported as
follows:

» Intermixing Fibre Channel disk expansion units with SATA disk expansion
units on the same loop is not supported.

» EXN4000s or EXN2000s (Fibre Channel disk drives) and EXN1000s (SATA
disk drives) can be attached to the same N series filer only if the Fibre
Channel disk expansion units (EXN4000s or EXN2000s) are on separate
loops than the SATA disk expansion units (EXN1000s).

- ]
=

-

§; -
2=
oS
S

<

z

Figure 2-49 Speed switches

76 IBM System Storage and Virtual File Manager


http://www.ibm.com/storage/support/nas/

Note: Intermixing Fibre Channel and SATA disk drives in an N3700
configuration is not supported. Only N3300, N3600, N5000, and N7000 series
models support intermixing of Fibre Channel and SATA disk drives in a
configuration.

2.9.2 EXN2000

The EXN2000 is fibre expansion unit for the N series. The EXN2000 looks very
similar to the N3700, but unlike the N3700, which has the CPU modules, the
EXN2000 supports only the disk modules and the connectivity to them (see
Figure 2-50).

Figure 2-50 EXN2000
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The EXN2000 is identical to the N3700 chassis except that the slot holding the
CPU tray is replaced with an Electronically Switched Hub (ESH2). ESH2
provides a point-to-point connection to the drives (see Figure 2-51) rather than
the traditional arbitrated loop. The maximum number of drives per shelf is
unaffected by the capacity of the individual drive modules. Mixing of drives of
different capacity in the same shelf is not recommended because of the effects it
has on sparing, RAID groups, and flex volumes. The maximum number of drives
on a loop are 84 or 6 shelves using the ESH2 module.

Figure 2-51 Rear of EXN2000: schematic of arbitrated loop versus switch hub

A switched hub architecture (see Figure 2-52 on page 79) has the benefit of
additional availability, boosted performance in high 1/O environments, and more
powerful diagnostic abilities. Figure 2-53 on page 79 shows the ESH2 module.
From a purely technical viewpoint, Fibre Channel loops support 126 devices.
From a practical position, traditional FC-AL daisy-chain topologies (for example,
loop resiliency circuits) require limits on the number of devices for performance
reasons. The performance impact is directly attributable to loop overhead traffic.
In the past, recommendations for LRC topologies is 56 devices per loop.
Advanced FC-AL topologies allow the “cost” of loop overheads to be minimized,
thereby increasing the number of supported disk drives. This is true for system
configurations that include switched hub architecture.

Switched hub architecture is a hub and spoke arrangement with local
neighborhoods surrounding each device. Loop overhead is minimized because
traffic no longer flows through each disk drive. The hubs are capable of local
communication to the disk drives and then more efficiently conveying this
information to the storage system. Two Fibre Channel ports are on each module.
The PS/2 port is for IBM service only and provides no functionality. The units
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have LED status lights that indicate speed and fault status and are hot swappable
allowing maximum availability.

Classic Arbitrated Loop Loop with Switched Hub

T hewd Shol!

Drisks driv e diraetly comweted 1o laop

Loap of swilched hubs;
DHEKS Bt oommeckad to hub

Figure 2-52 Switched hub architecture

NVRAM Battery

Memory

Console port

Optical FC Port Copper FC port

(SAN attach) (EXP600 attach) 2X GbE Copper NICs

Figure 2-53 External ports on ESH2 module

The EXN2000 has been withdrawn from marketing as of May 22, 2007.
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2.9.3 EXN1000
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The EXN1000 uses the same shelf and hardware as the EXN2000 and EXN4000
so it has the same dimensions. It also supports the same number of disks per
shelf (14); see Figure 2-54. The main differences are:

» Drive type: SATA versus Fibre Channel
» Interface module: the AT-FCX versus the ESH2

Figure 2-54 EXN1000 expansion unit

AT-FCX refers to the controller module (see Figure 2-55) of the SATA storage
expansion unit.

Figure 2-55 AT-FCX module

Data ONTAP supports up to 400 RAID groups per storage system or cluster.
When configuring your aggregates, keep in mind that each aggregate requires at
least one RAID group and that the total of all RAID groups in a storage system
cannot exceed 400.
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2.9.4 EXN4000

The EXN4000 uses the same shelf and hardware as the EXN2000 so the former
has the same dimensions. EXN4000 also supports 14 disks per shelf, the same
number as the EXN2000. EXN4000 uses ESH4 as its controller module. ESH4
refers to the third-generation, multiloop speed ESH module. ESH4 can function
at 1 GB, 2 GB, 4 GB loop speed when it works with EXN4000. The ESH4 has
LEDs that indicate whether the module is functioning normally (refer to

Figure 2-58 on page 82) and whether any hardware problems exist. The LEDs
also indicate the loop speed operation of the EXN4000. The main differences are
as follows:

» A 4 Gbps capable Fibre Channel disk enclosure, that is, twice the maximum
loop bandwidth of EXN2000

» Higher bandwidth for heavy sequential workload
» Fewer HBAs or slots used to achieve higher bandwidth needs

The EXN4000 FC storage expansion (see Figure 2-56 and Figure 2-57) unit runs
at 2 Gbps FC when attached to systems that do not have 4 Gbps capability. It
can be added to EXN2000 FC loops.

Figure 2-57 2xESH4, 2xPSU/fans
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Figure 2-58 shows the location of the LEDs on the ESH4.

Loop Link

Indicators

indicators

Figure 2-58 Location of the LEDs on an ESH4

EXN4000 is the replacement for the EXN2000 FC storage expansion unit.
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Preparation

This chapter discusses several topics of interest, including the steps necessary
to prepare your environment, while planning a VFM installation.
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3.1 Understanding VFM components

VFM is split into several components, each with well-defined responsibilities,
working together to provide this integrated solution. It is important to know each
component’s responsibilities in order to understand where each must run and to
correctly plan your environment.

3.1.1 VFM server

The server centralizes the control of the VFM environment. It is responsible for
storing and managing the configuration and distribution of all policies. It must be
installed on a machine matching the requirements described in Chapter 4, “IBM
VFM software and hardware requirements” on page 113.

3.1.2 VFM client

84

The client is the administrative GUI that administrators use to view and manage
the namespace, policies, associated machines, shares, and reports (see
Figure 3-1 on page 85).

You must always install the VFM server with a VFM client on the same machine,
and you can also optionally install the VFM client on the administrator’s
workstations.
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File Wiew Reports Tools Help
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Properties | Replication Tasks | Events |
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@ Mamespace Policies o
@ Snapshot Policies 1]
E

Figure 3-1 VFM client

3.1.3 VFM Replication Agent

The Replication Agents are the components responsible for moving data
between two accessible CIFS shares or NFS exports. The Replication Agents
perform the following functions:

» Validate the source and destination of a data movement policy
» Determine what must be moved as defined by the policy

» Transfer data

» Actin case of network failures to guarantee a successful operation

» Report the results and statistics to the VFM server

At the time of this publication, the Replication Agents available are for Microsoft
Windows, Solaris 10, and RedHat Enterprise Linux V4. Windows Replication
Agents can handle CIFS data transfers between shares, while UNIX and Linux
replications agents can handle NFS data transfers between exports.
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Replication Agents are also used to gather data for reports. Replication Agents
are automatically deployed by the VFM server based on the existing policies.
Replication Agents run under the context of the VFM service account.

3.1.4 VFM Monitoring Agent

The VFM Monitoring Agent performs the monitoring actions of the storage
policies, as well as the actions associated with designated policies. The
Monitoring Agent can be strategically located, based on data replication needs or
credential considerations.

The best example of when the VFM Monitoring Agent must be used is when you
have geographically distributed sites and need to maintain replicated data both
locally and remotely. In this scenario, you can install the VFM server in one site
and one Monitoring Agent on the other site, locally managing the designated
policies.

3.1.5 VFM proxy

The proxy is used to communicate and control data transfer when a Replication
Agent cannot or must not be deployed on the source or destination. N series
storage and certain flavors of Linux and UNIX are examples of systems where a
Replication Agent cannot be installed.

A good example for the necessity of a proxy is the migration of data between two

N series machines, because Replication Agents cannot be installed on both
sides of the replication.

3.2 Preparing your network environment

To ensure that each VFM component works properly, you must check and
change some network-related items if they do not meet the requirements
described in the sections that follow.
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3.2.1 Ports

Each VFM component has to listen on TCP ports to properly communicate with
the other components. The ports are not exactly the same for the different
components. Ports and the components that use them are listed in Table 3-1.

Table 3-1 TCP ports used by each component

Component

Ports

Server

6001 and 6005

Replication agent

6002

Monitoring agent

6001 and 6005

Because two processes cannot use the same port at the same time, you must be
sure that no other process is using these ports on the machine where you are
about to install each component.

In the case of the Replication Agent, you must be sure that no other process is
using the TCP port 6002 on all machines you plan to migrate to or from.

To determine which ports are already being used in a Microsoft Windows
machine, complete the following steps:

1. Start a DOS command prompt (Start —» Programs — Accessories —
Command Prompt, or just Start —» Run then type cmd and press Enter).

2. On the DOS prompt run netstat -nap tcp. A list of all used ports is
displayed, as shown in Figure 3-2.

B C:\WINDOWS\system32\cmd.exe = m| ﬂ
:“\Documents and Settings™“Administrator>netstat —anp tcp =
ctive Connections

Proto Local Address Foreign Address State _J

ICP A.0.8.8:13% A.8.8.0:8 LISTEMING

TCP A8.0.8.8:445 A.8.8.0:8 LISTENING

ICP A.A.A._8:2081 A.8.8.0:8 LISTEMING

TCP A.0.8.8:2967 A.8.8.0:8 LISTENING

ICP A.A.A_A:5157 A.8.8.0:8 LISTEMING

TCP A.8.8.8:7777 A.8.8.0:8 LISTENING

TCP A.0.0.8:8280 A8.8.8.08:8 LISTEMING

TCP A.8.8.8:8281 A.8.8.0:8 LISTENING

TCP A.0.8.8:8580 A8.8.8.08:8 LISTEMING

TCP A.8.8._8:8708 A.8.8.0:8 LISTENING

ICP A.0.8.8:8886 A8.8.8.08:8 LISTEMING

ICP A.0.8._A:59449 A.8.8.0:8 LISTENING

ICP 2.11.178.167:139 A.8.8.0:8 LISTEMING

TCP 2.11.178.167:1862 9.37.253.145:143 ESTABLISHED

ICP 2.11.178.167:1222 216.239.51.125:5222 ESTABLISHED

TCP 9.11.178.167:1245 9.5.251.43:6667 ESTABLISHED

ICP 2.11.178.167:1442 2.17.136.76:1533 ESTABLISHED

TCP 9.11.178.167:1538 9.56.224 _142:1506 ESTABLISHED

ICP 2.11.178.167:1965 9.11.218.25A:445 ESTABLISHED

TCP 9.11.178.167:2805 9.18.167.24:1352 ESTABLISHED _:J

Figure 3-2 List of used TCP ports on Microsoft Windows
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. In the Local Address column in Figure 3-2 on page 87, the number after the

colon is the port number. Check whether the component ports you are
planning to install on that system are already in use.

. If a component port is in use, you must stop the process that is using it.

Note: The server and the Monitoring Agent cannot run on the same host
because they use the same TCP ports.

3.2.2 DNS settings

88

VFM makes extensive use of DNS information about the other associated
components. Because of this, you must verify that forward and reverse DNS
zones are accurate for all systems where VFM components are to be deployed.

Note: Incorrect DNS settings are one of the common causes of installation or
operation failures.

You can use the command nslookup to do these checks. Its syntax is basically
nslookup <hostname_ to check> to check forward zones (see Figure 3-3), or
nslookup <ip_to_check> to check reverse zones (see Figure 3-4 on page 89).

e | WINDOWS' system32', cnnd.exe

C:x>ngzlookup itsotuch.itso.tucson
Sepuver: poman.itso.tucson
Address: 192.168.3.242

MName : itsotuch.itso.tucson
Address: 192.168.3.183

Figure 3-3 nslookup
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e |Command Prompt

C:x>nglookup 192.168.3.183
Sepuver: poman.itso.tucson
Address: 192.168.3.242

MName : itsotuch.itso.tucson
Address: 192.168.3.183

G2

|

Figure 3-4 reverse nslookup

Make sure you verify the accuracy of the forward and reverse DNS zones on all
systems you are about to use with VFM as VFM server, console, Replication

Agent, or Monitoring Agent. Several problems are expected in case DNS entries
do not point correctly to each other's component addresses, and the logs do not

always provide relevant information.

If you find any divergence between DNS information and current systems
information, you must ensure that this divergence is resolved before deploying

VFM.

3.3 Starting distributed file system service

Distributed file system (DFS™) service must run on the Microsoft Windows
machines where VFM components run. You must verify that Windows is running

and configured to automatically start on boot.
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If DFS is not configured to run on the Windows machines, you can verify and fix it
by going to Start —» Control Panel — Administrative Tools — Services and

complete the following steps:

1. Check whether the status of the DFS service is started and the startup type is

Automatic (see Figure 3-5).

File  Action View Help

¢~ |EEFRR 2E] > » 1 »

*Distribuked File Inteqgra

88 DHCP Client Reqisters a,..
%DCOM Server Process,.. Provides la..,
%Data OMTAP W35 Har,.. WSS Hardw...
%Cryptographic Services  Provides th,..
%Computer Browser Maintains a...
%COI‘\‘H System Applic...  Managest...
%COI\’H Ewent Syskem Supporks S,

Starked
Skarted

Starked
Started
Skarted
Started

Starked

%ClipBook Enables Cli...
%Background Inteligen... Transfersf...
%F\utomatic Updates Enables th...
;’i’;—‘n ACO KT Sk ke Sewntiee Flwe icde- o~

Autarnatic
Autarmatic
fAubaratic
Manual
Autarmatic
Autarmatic
Manual
Autarmatic
Disabled
ranual
Autamatic

[ |

Local Syskem

Metwark 5.,
Local Syskem
TS0 Adm. .
Local Syskem
Local Syskem
Local Syskem
Local Syskem
Local Syskem
Local Syskem
Local Syskem

Blokimvle S

% Services (Local) | Mame  © | Description | Status | startup Type | Log On ds | |

%File Replication Allows Files., Manual Local Syskem
%Event Log Enables ew... Started Autornatic Local Syskem
%Error Reporting Service  Collects, sk...  Started Aukoriatic Local Syskem
%DNS Client Resolves a,,,  Started &ubomatic Metwaork 5.
%Distributed Transactio... Coordinate...  Started Automatic Metwork 5.
%Distributad Link Tracki... Enablesth... Disabled Local Syskem
%Distributed Link Tracki... Enablescli...  Starked &utoratic

| |_’J Extended }\ Skandard

Figure 3-5 Windows Services list
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2. If one of these properties differ, select the DFS service, right-click it, and then
select Properties (see Figure 3-6).

File Action Yiew Help
¢=#||@|@|>-u n
% Services (Local) | Mame  © | Description [ status | startup Tvpe | Logonas | |
File Replication allows files. ., Manual Local Syskem
%Event Log Enables ev... Started Auktomatic Local Syskem
%Ermr Reparting Service  Collecks, sk, Started Aukomatic Local Syskemn
%DNS Client Resolves a..,  Started Aukomiatic Metwark 5.,
%Distrihuted Transactio,.. Coordinate... Started Aukomatic Metwaork 5.,
%Distributed Link Tracki... Enables th... Disabled Local Syskem
%Distributed Link Tracki... Enablescli,,. Started Aukomatic Local Syskemn
*Diiskributed Fil Aukomnatic
" Start i
%DHCP Client Stop arted Aukomatic Metwork 5.,
%DCOM Server Pracess, Pavse arted Aukomatic Local Syskem
%Data OMTAP W55 Har., Re;urne Manual ITSCAm..
%Cryptographic Services Reste;t arted Aukamatic Local Syskem
Computer Browser . arted Aukomatic Local Syskem
%COI\'H System Applic.. All Tasks b |arted Manual Local Syskem
%COI\'H Event Swstem arted Aukomatic Local Syskemn
%ClipBook Rei=y _ Disabled Local Syskem
48 Background Intelligen. . Maral Lacal System
%Automatic Updates _ — |arted Auktomatic Local Syskem
B fncn MIET Chake S i Help [ — [ ——— ;I

il_l_’l \:Extended A, Standard

|O|:-ens the properties dialog box for the current selection,

Figure 3-6 Windows Services list: right-click Distributed File System
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3. Inthe Properties dialog box, you can start the service and configure it to start
automatically (see Figure 3-7).

Distributed File System Properties {Local Computer} ﬂ B

General | Log Dnl Hecoveryl Dependenciesl

Service name: Dfs

Dizplay name:

Integrates disparate file shares into a single, logical ;I

Description: e
hamespace and manages these logical volumes YI

Path to executable:
A/ IMDOW St system32hDissve. exe

Startup twpe: Automatic j

Service statuz:  Started

Start | Stop I Fause Eest J

‘r'ou can specify the start parameters that apply when wou start the service
from here.

Start parameters: I

0k I Canicel ! Aol

Figure 3-7 Distributed File System Properties
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3.4 Creating a VFM service account

Because VFM has to handle system properties and data, its components require
privileged access on the systems where they are located.

Note: Regardless of the user using the VFM client, all VFM operations are
performed using the VFM service account.

The access level varies based on the components, and you must identify
accounts with the required privileges or create new ones.

The default domain administrators have all required privileges, but it must not be
directly used as the VFM service account because its password might have to be
changed. Changing the password causes unnecessary work to update the
password on all VFM components already deployed.

These permissions and privileges are required:

» The account used by the VFM server, a Replication Agent, or a VFM
Monitoring Agent must have the following permissions:

— SeBackupPrivilege (“Back up files and directories”)
Required to open source files and directories with backup semantics.
— SeRestorePrivilege (“Restore files and directories”)
Required to open destination files and directories with backup semantics.
— SeSecurityPrivilege (“Manage auditing and security log”)
Required to access SACLs (System Access® Control Lists).
— SeTakeOwnershipPrivilege (“Take ownership of files or other objects”)
Required to delete files and directories.

— Appropriate permissions to administer the DFS roots that are managed.
Microsoft Active Directory® must already be operational. The account
used for VFM must have administrator permissions for both the domain
and the server where you create the DFS root.

» Administrator privileges on any machines hosting either source or destination
of data replications

» The service account must be run as service privilege.

» The account running the VFM client must have permissions to write to the All
Users\Application Data\ directory tree. Users whose accounts lack write
permissions to these directories experience errors when attempting to run
VFM reports or set VFM system options.
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We recommend the following steps to create the user on a domain for VFM
service account and give it all necessary privileges:

1. Log on to your domain controller. Each of the following steps must be
executed there.

2. Create the user:

a. Go to Start > Programs — Administrative Tools — Active Directory
Users and Computers (see Figure 3-8).

Sametime Connect
w Windows Catalog

% Windows Update

?'- 3 I Mew Cffice Document

l.";; Cpen Office Document

b-ga

Frograms als 4 @'@ Active Direckory Domains and Trusks
&ﬂ Microsaft SOL Server 3 ﬁ Active Direckary Sites and Services

Documents 4 [@ Tivoli Storage Manager  » it

Settings 5 @ Windows Powershell 1.0 .E Distributed File System

- % "ﬁ Domain Contraller Securiky Palicy

Search 3 % Domain Security Policy:

Ewvent Yiewer

el e | S B Microsaft NET Framework 1,1 Wizards

w
¥

Run...

Log OFf Administratar, ..

BE o0e R

Windows Server 2003 Erterprise Edition

Shut Do, ..

Figure 3-8 Windows menu to Active Directory Users and Computers
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A window is displayed (see Figure 3-9) that enables you to manage the
users and groups on your domain.

ctive Directory Users and Computers

@ Eile | Action Wew ‘Window Help |_|ﬁ'|i|

«» | GEl i B XTER 2E gk vE e

@ Active Directary Users and Computers STE S 25 y _
(] Saved Queries

E--@ tso.bucson _ wImware__ f1iExchange Domain Servers
-(_] Builtin g __Wmiware_User_ ﬁExchange Enterprise Servers
-[Z] Computers ﬂ Adrminiskrakor Group Policy Creator Cwners
&) Domain Controllers €} alex Osuna € Guest

ﬁ Alex R, Osuna
I AlexBackup
ﬁ Eill Tuminara

ﬁiitso
€3 1750 Admin
€ itsatucs4

ForeignecurityPrincipals
&) Loadsim Users
- LostandFound

-[_ Microsoft Exchange System O #3 Cert Publishers !ﬁjunk
(L1 NTDS Quatas 07 Crisadmins Fhlobrgt
-[L1 Program Data i DnslpdateProxy € nz700
2 Comain Admins € Mseries
i Domain Computers ﬁ Piet de Jonge
3 Domain Controllers !ﬁRAS and 143 Servers
i Domain Guests ﬁ Fed Paperl
i Domain Users € reds
Wi Enterprise Admins € redd

[ [

Figure 3-9 Active Directory Users and Computers: Users window
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b. On the Microsoft Windows menu, go to Action — New — User (see
Figure 3-10).

-.? Active Directory Users and Computers

@ File | Action Yiew ‘Window  Help | - |5|L|
& - Delegate Contral... B | E% | ;'ﬁ iﬁ & @ T
- Find...
O I  Conputer = —
. 2l Tasks 5 e wchange omaln. ErveErs
o Exchange Enterprise Servers
Mew Window fram Here 2 Group Policy Creator Owners
InetOrgPerson -
Refresh Query-based Diskribution Group Itues
itso
Export List... MSMQ Queus Alias
A L MQQ IT5C Admin
Prinker )
Properties == iksobuc34
Shared Folder
e wblobigt
[Z3 Program Data DnsUipdateProy € nz700
: (L] System Domain Admins 7 Nseries
’ Domain Computers ﬁ Fiet de Jonge
Domain Controllers !ﬁRAS and I&S Servers
Domain Guests ﬁ Red Paperl
Domain Users Q red3
Enterprise Admins ﬁ red4
T , 5
|Create a new object... |—

Figure 3-10 Active Directory Users and Computer: new user menu

c. Fillin the dialogs, using your domain information and the user name
ibmvfm (see Figure 3-11).

New Object - User
g Create im  itso.tucson./U sers
First narme: [IBM VM Initials:
Last name: IUser
Full name: IIBM WEM User

Uszer logon name:

Iibmvfm{ I @its0.bucson =l

Uszer lagan name [pre-windaws 2000]:
|ITSD\ Iibm\rfm

< Back I Mest > I Cancel

Figure 3-11 New user dialog: basic information
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d. Then check the Password never expires check box (see Figure 3-12).

New Dbject - User E

g Createin:  itso.tucsondU sers

Pazsword: I

LConfirm password: ||

¥ User must change pazsword at nest logon
[~ User cannot change password
[~ Password never expires

™ Account is disabled

< Back I Hest » I Cancel J

Figure 3-12 New user dialog: password with default options

e. A message box is displayed (see Figure 3-13), indicating that the
password will never expire. Click OK.

Active Directory

You specified that the password should never expira.
The user will nat be required to change the passward at nexct logon.

Figure 3-13 New user dialog: password never expires
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f. Type the password in the specified fields and click Next (see Figure 3-14).

New Dbject - User E
g Createin:  itso.tucsondU sers
Pazsword: I.......
LConfirm pazsword: Iooooooo

[T User must change pazsword at nest logon

[~ User cannot change password

™ Account is disabled

< Back I Hest » I Cancel J

Figure 3-14 New user dialog: password with never expire option

g. Click Finish (see Figure 3-15).

New Object - User

g Create in:  itzo.tucson./U sers

W hen vou click Finish, the following object will be created:

Full name: [BM Y User =]

User logon name: ibmyvim(@itzo. tucson

]

< Back I Finizh I Cancel |

Figure 3-15 New user dialog: summary
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The user is created, as shown on Figure 3-16.

£# Active Directory Users and Computers M=l E3 I
@ File  Action iew Window Help |;|i|1|
e+ @@y e XFERI2H BBETEE
@ Active Directory Users and Computers STES 5 0
[:I ﬁaved Queries Group Policy Creator Qwners S
E--@ itso. bucson
(27 Builtin € Guest s«
----- Cl Cormputers !ﬁS(
--{3] Domain Controllers !ﬁS(
-] ForeignsecurityPrincipals £ 1750 Admin s
#-{<5] Loadsim Users € itsotucad 0
[-(2] LostandFound gjunk
(] Microsoft Exchange System Ol krbkgt
-] MTDS Quotas 7 w3700
[+~ Pragram Data € Hseries
-] System MR RAS and 145 Servers
-4 Users € Red Paperl
ﬁ reds
ﬂ redd
ﬂ Roger Sanders
!ﬁSchema Adrrins
ﬂ SnapDrive
ﬂ SOQLDebugger
K I KX I i
A | . |

Figure 3-16 Users list showing the alternatively created VFM user
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3. Add user to the Domain Admins group:

a. Right-click the user and go to Properties (see Figure 3-17).

-.? Active Directory Users and Computers

@ File  Action Wiew ‘Window

Help

¢ AE L BXEFER| @M

RHEEBTLE

=-(]) Saved Queries
-2 itso tucson

@ Active Directory Users and Computers ST

EGroup Policy Creator Owners ﬁ SQLDebugger

Opens the properties dialog box For the current selection,

il r-bkp-admin

-2 Buitin € Guest € <shd
----- [Z Computers
i Copy...

[-{&5] Domain Controllers [ﬂltso ;dzio o
- ForeignSecurityPrincipals € 1750 admir arodp...
[#-{£3] Loadsim Users € itsatuca4 Nfame Mappings. ..
(-2 LastandFound jurk, Digable Account
-2 Microsoft Exchanges Systern O Bfakebtgt Rgset Passmord. ..
-] NTDS Quotas € nz7o0 Maye...
B[] Program Data €} Nseries Open Home Page
-0 System € Pict de Jon Send Mall
429 Users ﬁRnS adlE g = 7’

ﬁ Red Paper: —

€ reds Cut

0 redd Delete

Q Foger San Rename:

LS Proporties |

Q Snaplrive ——————

Help |
K — i3 | K1

—

—
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Figure 3-17 VFM User: click Properties



b. Click the Member Of tab (see Figure 3-18).

IBM ¥FM User Properties ﬂ

Environmentl Sessionsl Remote controll Terminal Services Profilel COm+
General I Address I Account | Prafile I Telephones I Organization
Published Certficates ~ MemberOF | Diskin | Object | Security

Member of:
Name Active Directory Folder

Add.. | Remove |

Frimary group: Domain Users

Set Primary Grou There iz no negd ko change Frimary group u_nless
_—HI you have Macintosh clients or POSIX-compliant
applications.

Ok ] Cancel i by l

Figure 3-18 VFM User: original group list

c. Click the Add button and fill the Domain Admins file. Click the Check
Names button, and then click OK (see Figure 3-19).

Select Groups EHE

Select this object type:

|Gr0ups or Built-in security principals Object Types... |

FEram this location:

Iitso.tucson Locations...

Enter the object names to select [examples):
Domai Adming] LCheck Names

i

Advanced... | Ok I Cancel |

4

Figure 3-19 VFM User: Select Groups dialog
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d. The new Groups list is displayed. Check that the new Domain Admins
group is listed and click OK (see Figure 3-20).

ibmvfm Properties H

Environmentl Sessionsl Remote controll Terminal Services Profilel COm+
General I Address I Account | Prafile I Telephones I Organization
Published Certficates ~ MemberOF | Diskin | Object | Security

Member of:
Mame Active Directory Folder

Domain Admins itz
Domain Users itzo. tucsondUsers

Add.. | Remove |

Frimary group: D omain U zers

Set Primary Grou There iz no negd b change Frimary group u_nless
_—HI you have Macintosh clients or POSIX-compliant

applications.

Cancel | Apply

Figure 3-20 VFM User: updated groups list

4. Provide the necessary privileges to the new user. Some privileges must be
explicitly assigned to a user, and the VFM user requires five of them. They
are:

— Back up files and directories

— Restore files and directories

— Take ownership of files or other objects
— Manage auditing and security log

— Log on as a service
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The process for setting one is exactly the same for setting all the others. We
provide one example, and you can repeat it for the others.

Follow these steps to set privileges:

a. Go to Start > Programs — Administrative Tools — Domain Security
Policy. On the left panel, choose Local Policies — Users Rights
assignment (see Figure 3-21).

Default Domain Securi [ 3
File  Action Wiew Help
& = ==
@ Security Settings Policy  # | Policy Sekting )
g Account Policies | T8 Access this computer From the network Not Defined
B Local Policies [R8)act as part of the operating system Mot Defined
Audit Policy aAdd warkstations to domain Mot Defined
User Rights Assignment Adjust memory quotas for & process Mot Defined
securiby Options Al\ow log on locally Mot Defined
% E\::::i[i'j Groups allow log on through Terminal Services Mot Defined
g ;\;sgt:tn:ferwces Bypass traverse checking Mot Defined
@ File System Change the system time Mot Defined
Y ireless Netwerk (EEE 802,117 1 8] Creats a pagsfile Mot Defined
(0 Public Key Policies Create a token object Mot Defined
() Software Restriction Policies [8)create global ohiects Hot Defined
g IP Security Policies on Active Dire @Creats permanent shared objects Mot Defined
% Debug pragrams Mot Defined
Dery access to this computer from the netw... Mot Defined b
Deny’ log on as a bakch job Mot Defined
Deny log on as & service Mot Defined
Deny log on locally Mot Defined
’@Deny log on through Terminal Services Mot Defined
[i8]Enable computer and user accounts tobekr... Mok Defined
8% Force shutdown From & remate system Mot Defined
Generats security audits Mot Defined
Impersonate aclient after suthentication Mot Defined

i — | 2 e =
! |
Figure 3-21 Default Domain Security Settings window
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b. Double-click the privilege you want to assign, for example, Back up files
and directories (see Figure 3-22).

Back up files and directories Properties EH I

Security Policy Setting | Explain This Setting |

— 4 4 Back upfiles and directories

;|

]
[ L

| Qefine theze policy zettings:;

Sdd Uzer, ar Enoup J Hemove

| k. I Cancel Spply

Figure 3-22 Privilege properties

c. Check the Define these policy settings check box and then click Add
User or Group.
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5. Add the user <DOMAIN>\ibmvfm and click OK (see Figure 3-23).

Ilzer and group names

Add User or Group EHE |

IITSEIHiI:umvfn'J

Browse . |

ak

Cancel |

Figure 3-23 Adding user to privilege
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d. Check that the user was correctly added to the list and click OK (see
Figure 3-24).

Back up files and directories Properties E |

Security Policy Setting | Explain This Setting |

- - 4 Back up files and directonies

=7

v Define these policy settings:

Add Uzer or Group... _I Remove

] I Cancel Apply

Figure 3-24  Privilege properties with ibmvfm user

e. Repeat the process in assigning the next privilege.
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3.5 MSSQL

VFM needs MSSQL in order to operate. If you do not have a MSSQL server
installed, VFM can install the desktop version (MSDE) for you.

MSDE has a 2 GB database limitation, and 2 GBs is sufficient for most of VFM
use cases.

In this book, we show how to install the SQL server during VFM installation. If
you plan to make extensive use of reports, you can consider installing a separate
full MSSQL version, but that process is not covered here.
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3.6 Preparing your N series storage system

108

VFM uses RSH to manage N series storage. Therefore you must make sure that
RSH is enabled on the N series storage system you intend to manage with VFM.

You can perform this check or change the value by performing the following steps:

1. Using your Web browser, go to the Web administration of your filer (that is,

http://<filer_IP>/na_admin/. You are asked for the root/administrator password
(see Figure 3-25).

Qback ~ & - [¥ @) 0| P search FrFavorites & | &
 Address | @] htip://9.11.218.238/na_admin/ | & o
52
| )

Administration

User name: £ root [V]

Passwaord: T

[Jremember my password
l oK l [ Cancel ]
'gj Opening page http: /2. 11.218. 233 /na_admin/... # Internet

Figure 3-25 N series logon window
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2. In the next window, click FilerView to go to the administration window (see
Figure 3-26).

@ itsotuc4: FilerView - Microsoft Internet Explorer Q@@
File Edit View Favorites Tools Help ;?'
Q Back ~ &J _ﬂ E] 5 - Search 57 Favorites &2 -1

Address g‘f http: /5. 11,218, 238/na_admin, v: a =
.A.
<l
Data ONTAP™
# \
”() FilerView® helps you configure and monitor your filer.
E|||I|II|||||§ ) Filer At-A-Glance monitors the performance of your filer.
"""”) Manual pages for Data ONTAP commands are available on your filer.
Filer: itsotucd itso_tucson
Version: Data ONTAP Release 7.2.2
Status: [ The system’s global status is normal. _
v
-@] ® Internet

Figure 3-26 N series first window
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3. In the FilerView, select Network — Configure (see Figure 3-27).

€] http:/79.11.218.238 - itsotuc4: FilerView - Microsoft Internet Explorer

IBM System Storage™ N series
FilerView® About
8 isowes 7 System Status @
o Filer (@ Filer = Show Status
* Volumes | (7
» Aggregates = (7 Filer itsotucd.itso.tucson
» Storage (7 Model N5200
* Operations Manager (7) System ID 0101165597
= SnapMirror (7 Version 722
* CIFS (@ Volumes 7 Volumes
* Aggregates 3 Agaregates
* - 21 Disks
. Disks (13 spare, 0 failed)
- Status [l The system's global status is normal.
» Network (7)
* Security 7/
s Secure Admin (7
s NDMP (7)
* SNMP (7)
s Cluster (7)
* Real Time Status (7
s Wizards (7)
@1 Done 4 Internet

Figure 3-27 FilerView

110 IBM System Storage and Virtual File Manager



4. Check whether RSH is enabled. Apply the new settings (see Figure 3-28).

€] http://9.11.218.238 - itsotuc4: FilerView - Microsoft Internet Explorer

—

™

™

IBM System Storage

FilerView® About

o~
Multi Store (7)
» Network (7 Routed Enzbled:|ves -l
Report Default Gateway:|9-11.21B.1
Configure (changes to gateway are enabled on reboot)
Manage Interfaces MTU Discovery: ,? N = |
Add Virtual Interface 10 ar AR O =
Manage Hosts File
Manage Net Groups i . _'—|
Configure Host Name RSH Ergsd: =
Resolution (DNS & MNIS) Telnet Enabled- -]
» Security (7 Resetlg
* Secure Admin (7
.
o SNMP (7)
» Cluster (7)
» Real Time Status (7
» Wizards (7) = =
Ej Applet fvapplet started  Internet

Figure 3-28 N series network configuration
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IBM VFM software and
hardware requirements

This chapter describes the minimum system requirements for the Virtual File
Manager (VFM) Version 6.0.0 server and client as well as the Replication Agent
console. We discuss the following topics:

» Operating system requirements for:

— VFM server or Monitoring Agent
— VFM client

» Database engine (local or remote)
> Replication Agent
» Required software

» Recommended hardware
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4.1 Operating system

Figure 4-1 depicts VFM installation supported systems.

Windows Server Linux Server Unix Server
VFM Replication agent Replication agent
Database

Replication agent

e @ rednat QSun

=

I Ih
Figure 4-1 VFM installation supported systems

VFM installation supports the following systems:
» VFM server or Monitoring Agent
— Microsoft Windows 2000 SP4.
— Microsoft Windows 2003 Enterprise Server 2003 SP1, R2 (32 bit).

— UNIX data movement agent can be installed on Solaris 10 and Red Hat
Enterprise V4.

» VFM client

— Microsoft Windows 2000 SP2, SP3, SP4 or Windows XP Professional,
SP1, SP2

— Microsoft XP Professional, SP1, SP2 or Windows Server® 2003, SP1, R2
to manage multiple roots on a single Windows Server 2003
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4.2 Database engine (local or remote)

The database engine is supported on the following MSSQL versions.

» Microsoft SQL Server 2000 desktop engine (MSDE) SP3 (MSDE is provided

with VFM.)
» Microsoft SQL Server 2000 Standard or Enterprise Edition SP3, SP4
» Microsoft SQL Server 2005

4.3 Replication Agent

The replication agent supports the following platforms.

Microsoft Windows 2000 SP4 (Microsoft. NET Framework 2.0)
Microsoft Windows 2003 Enterprise Server 2003 SP1, R2 (32 bit)
Red Hat Enterprise Linux 4.0

Solaris 10

vyvyyy

4.4 Required software

The following software is required:

» Microsoft. NET Framework V2.0
» Internet Explorer® V5.5, V6, or V7
» Windows Script Host V5.6

4.5 Recommended hardware

The following hardware is recommended:

2 GB RAM or better

2 GHz or faster processor

Disk space: 575 MB

Minimum video display of 1024 x 768 and 256 colors

vVvyyvyy

Chapter 4. IBM VFM software and hardware requirements
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DFS namespace

This chapter describes the concepts of the DFS namespace and the steps to
create a DFS namespace with VFM. The chapter is divided into the following
topics:

» Namespace overview

— Distributed file system (DFS) overview
— Global namespace with VFM

» Creating DFS namespace with VFM

— Domain-based DFS root

— Standalone DFS root

— Consolidation DFS root

— Creating DFS root

— Adding folders to create a hierarchy
— Link overview

— Adding a link

— Adding a second link

— Client view of the namespace
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5.1 Namespace overview

This section provides an overview of the distributed file system (DFS) and the
global namespace with VFM. In addition, we discuss their functionality as a
storage management solution.

5.1.1 Distributed file system overview

118

One of the goals of most information technology (IT) groups is to manage file
server resources efficiently while keeping them available and secure for users.
As networks expand to include more users and servers, whether they are located
in one site or in geographically distributed sites, administrators find it increasingly
difficult to keep users connected to the files they need. On the one hand,
distributing resources across a network makes them more available to more
people and promotes cross-organizational efforts. Alternatively, storing files on
different file servers located throughout an organization makes it difficult for users
to know where to look for information. Administrators also find it difficult to keep
track of all the servers and all of the people who use those servers. The task of
swapping out an old server becomes a major communication chore when users
across an organization must be notified to update links and file paths.

To help administrators address these problems, the distributed file system (DFS)
was included in Microsoft Windows Server 2000 and Windows Server 2003. DFS
enables administrators to group shared folders located on different servers by
transparently connecting them to one or more DFS namespaces.

A DFS namespace is a virtual view of shared folders in an organization. Using
the DFS tools, you select which shared folders to present in the namespace,
design the hierarchy in which those folders appear, and determine the names the
shared folders show in the namespace. When a user views the namespace, the
folders appear to reside on a single, high-capacity hard disk. Users can navigate
the namespace without needing to know the server names or shared folders
hosting the data.

DFS provides other benefits, including the following ones:

Simplified data migration

Increased availability of file server data
Load sharing

Security integration

vVvyyy

VFM leverages the Microsoft Windows DFS namespace to enable transparent
movement of files without affecting user access.
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To learn more about DFS, see the following recommended Web site:

http://www.microsoft.com/dfs

5.1.2 Global namespace with VFM

A global namespace is a storage management solution that gives you a more
flexible way to centrally manage your distributed resources. You can create
simplified views of folders and files, called a namespace, regardless of where
those files physically reside in a network. This concept is powerful because it
means you can use a namespace to logically arrange and present data to users,
irrespective of where the data is located. It also enables you to add, change,
move, and reconfigure physical file storage without affecting how users view and
access it.

A namespace is a means of pooling multiple file systems into a single, global file
system. A global namespace can pool storage from multiple, heterogeneous
storage types (DAS, SAN, or N series) and across different storage platforms
(Microsoft Windows, Linux, and UNIX). (See Figure 5-1.)

N Series

'y W

¥

SOLARIS ] S
Global

MNamespace
9 redhat —

Linux A — '
ga—— Server-attached SAN

DAS

Storage Targets

Figure 5-1 Global namespace view

With a global namespace in place, you can distribute files in a way that achieves
the best performance and capacity utilization and enable clients to access them
through the logical namespace. When storage is added or consolidated and files
are moved or renamed, clients are automatically redirected to the files in their
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new location without ever having to know that they were moved. And most
important, it permanently eliminates any need for desktop reconfiguration, drive
letter remapping, or logon script modification when storage is reconfigured.

A common issue faced today is file access and complexity management. For
instance, data that departmental groups require is spread across multiple shares
and exports on multiple servers. Without a global namespace in place, users
must physically map to each server and share, or mount, each export in order to
access their data (see Figure 5-2).

Windows File Server

ures. I
Windows Users M. | “
E: office
E N series
resen tat; ons -

S T e
o o b L e bl Uﬂ

NGO

o bbb b L B LB LI
e B
UNIX Users Isales (]9 W W W[ W] W[W W WV
o L b ) i bl Uﬂ

Jengineering/

Imarketing
lo| tions
R UNIX or Linux File Server
——
]
I —

Figure 5-2 File access and management complexity

The VFM global namespace does for files what DNS does for networking: It
provides a directory service. This directory service can deliver
location-independent services to users and applications across multiple,
heterogeneous, distributed file systems.

Once implemented, a global namespace enables users to access files in a
logical, location-independent way, much like users access Web pages on the
Internet. For example, when a user enters http://www.IBM. com, the user does
not know the IP address for IBM, nor does the user care. Similarly, with a global
namespace in place, the user accesses information using Internet Explorer and
the location of files are transparent (see Figure 5-3 on page 121).
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Global Namespace

Windows file server

Windows Users

UNIX Users

UNIX or Linux file server

LOGICAL VIEW OF DATA

Figure 5-3 VFM global namespace as a solution

VFM utilizes the global namespace to solve a whole host of client issues. A

global namespace is the foundation upon which the product and its applications
are built. On top of the global namespace, a policy-based automation layer drives
all of the functionality of the VFM solutions.

The global namespace offers the following main benefits:

»

| 2

Aggregates all network file storage into a single, global file system

Enables easy movement of data across storage architectures without
affecting clients

Makes it easy to add to and horizontally scale NAS

Simplifies integration of N series in Microsoft Windows environments
Provides centralized management and administration

Enables creation of large distributed file systems

Increases performance

Shortens duration of backups

Provides a common mount repository for data center and remote sites
Enables nondisruptive migration and consolidation
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» Facilitates expansion

» Enabiles tiers of storage for ILM

» Provides cost-effective business continuance

» Offers performance load balancing of N series and file servers

5.2 Creating DFS namespace with VFM

The first step in creating a namespace with VFM is to create a DFS root, the

three types of which are: domain-based DFS root, standalone DFS root, and

consolidation DFS root. This section describes each of the DFS root types as
well as how to create a DFS namespace with VFM.

5.2.1 Domain-based DFS root
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A domain-based DFS root stores its configuration information in Active Directory.
The root can have multiple root targets or replicas, which offers fault tolerance
and load sharing at the root level.

The prerequisites for domain-based DFS root configuration are as follows:

» Microsoft DFS server software (Distributed File System Service dfssvc.exe)
must be running on the server that hosts the DFS root.

» Microsoft Active Directory must be operational.

» The account used for VFM must have administrator permissions for both the
domain and the server where DFS root is created.

» We strongly recommend you run VFM on a system that is a member of the
domain that hosts the root. Name resolution problems and permission
problems often manifest themselves in scenarios where the administrative
machine resides in an NT4 domain and is attempting to create a
domain-based root in a separate Active Directory domain.

» Microsoft Windows 2000 servers can host one only DFS root.

» Windows Server 2003, Enterprise Edition, can host multiple DFS roots. To
manage this configuration, VFM must be installed on Windows XP
Professional or on Windows Server 2003.
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5.2.2 Standalone DFS root

A standalone DFS root stores its configuration information locally on the host
server. The root has a single root target. When the root target is unavailable, the
data referenced by links under the root is inaccessible.

The configuration of standalone DFS root has the following prerequisites:

| 2

Microsoft DFS server software (Distributed File System Service dfssvc.exe)
must be running on the server that hosts the DFS root.

Administrator permissions are required for the server where DFS root is
created.

Microsoft Windows 2000 servers can host only one DFS root.
VFM creates roots on Windows 2000 and Windows Server 2003 servers.

Windows Server 2003, Enterprise Edition, can host multiple DFS roots. To
manage this configuration, VFM must be installed on Windows XP
Professional or on Windows Server 2003.

5.2.3 Consolidation DFS root

Consolidation DFS roots are special standalone roots that enable moving files
referenced in UNC paths embedded in links, in line-of-business applications, and
other places without affecting users. The consolidation root redirects the user
from the old location referenced by the UNC path to the new location.

The configuration of consolidation DFS root has the following prerequisites:

» Microsoft DFS server software (Distributed File System Service dfssvc.exe)

must be running on the server that hosts the DFS root.

A software update must be installed to host a consolidation root on the server
selected. After applying the software update, the Distributed File System
Service must be restarted. For more information about consolidation roots,
see the Microsoft Knowledge Base Article 829885. You can access the article
here:

http://support.microsoft.com/kb/829885/en-us

The server to be consolidated must be renamed before configuring the
consolidation root.

The consolidation root must be installed on Microsoft Windows Server 2003.
We recommend the root be hosted on Windows Server 2003, Enterprise
Edition, or Windows Server 2003, Datacenter Edition.
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» The consolidation root must be hosted on a member server and not a domain
controller because the server consolidation logic is disabled if the root is
hosted on a domain controller.

» The NETBIOS name of the server that hosts the consolidation root must be
the same as the host name part of its fully qualified domain name (FQDN).

» The consolidation of UNC paths from two servers that have the same host
name is not supported. For example, two servers named serveri.npd.com
and server1.<subdomain>.npd.com cannot be consolidated.

» The account used for VFM must have administrator permissions for the server
where you create the DFS root.

» Windows Server 2003, Enterprise Edition, can host multiple DFS roots. To
manage this configuration, VFM must be installed on Windows XP
Professional or on Windows Server 2003.

5.2.4 Creating a DFS root

DFS root consists in a share at the top of the namespace topology or the starting
point for the links and shared folders that make up the namespace. Perform the
following steps to install a namespace with VFM:

1. After launching VFM, right-click Logical View and choose Add a new DFS
root, as shown in Figure 5-4.

VFW YFM - [ITSOTUCG] [_ O]
Elle Wew Reports Tools Help
HEEBe x|
hdrin Vies | = Admin View ?
[ #dd 5 new DFS Ract... [S lRepI\cation Tasks | Everts |
5 By R Display an existing OFS Root... |
Backup...
Restare... idren
Refresh F5
Reports 3
e - me I Palicies
Colurins... hata Lifecycle automation Policies D
[IData Movemert Policies i
[ pisaster Recovery Polidies 1]
CNamespace Polices 0
(1 snapshot Policies 0
Create a new DFS Rogt v

Figure 5-4 Add a new VFM root window
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The New DFS Root Wizard window is displayed (see Figure 5-5).

=]

New DFS Root Wizard

YWelcome to the New DFS Root Wizard

wirtudl Flle Maregar
This wizard helps wou create a new root for the Distributed
file system (DFS).

£ DFS Root is the beginning of a hierarchy of DFS links that
paoint to shared faolders.,

To continue, click Mext.

Cancel

Figure 5-5 New DFS Root Wizard

2. Click Next. A window requesting a name for the host server for the DFS root
is displayed (see Figure 5-6).

New DFS Root Wizard |

Enter the name of the host server for this DF5 Root
Serverz are uzually limited ta hosting a single roak.

Enter the name of the host server For this DFS Root.,

Server name:

Browise, . |

= Back I Mexk = I Cancel

Figure 5-6 Host server name window
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3. After entering the name of the server or reaching it through the network using
the Browse button, click Next. A DFS Root Type Wizard window is shown
(see Figure 5-7).

New DFS5 Rookt Wizard [ 2] |

Select the DFS Root Type
You cah create a domain or a standalone DFS Roaot.

Select the type of DFS Rook wou wank to create.

% Treate a domain-based DFS Root :
Domain DFS Rooks use the Ackive Direckory ko skare the DFS configuration. They
support automatic file replication and DNS naming,

" Create a stand-alone DFS Rook

Standalone DFS Rooks do nat use the Active Directory and do not support
automatic file replication.

' Create a DFS Consolidation Rook
DFS Consolidation Roots are a special bype of DFS root in Microsoft Windowes
Server 2003 Service Pack 1 (SP1) For File serwer migration and consalidakion.

= Back I Mext = | Cancel

Figure 5-7 DFS Root Type window
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4. Select the type of DFS root that best applies (for this example, we use the first
type, Create a default-based DFS root), then click Next. A window prompting
you to select an existing share or create a new one is displayed (see
Figure 5-8).

Mewprsrootwizad &R

Select an existing share or create a new one.
A, domain-bagze DFS Root can have multiple root replicas.

Select an existing share or create a new one,

" Use an existing share |C$ LJ

Path to share: I ciinamespace

Share name: I namespace

< Back | Mext = I Cancel

Figure 5-8 Select or create a new share window
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5. For a share already created, select the first option Use an existing share (in
this example, we create another share named Namespace). After choosing
the appropriate option, click Next. A window requesting a DFS root name is

shown (see Figure 5-9).

New DFS5 Root Wizard K E3 |

Type a name for the DFS Root.
Uze the name of the roat share az the name aof your DFS Root.

Type a name for the DFS Rook.
WITSO\MNamespace

DFS Rook name: I Namespace|

Comrment: I

Clients cache this referral for | 300 _:l seconds

= Back | Mext = I Cancel

Figure 5-9 New DFS root name window
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6. Enter a DFS root name and comment that best apply (for our case, the DFS
root name is Namespace), then click Next. The Completing the New DFS
Root Wizard is shown (see Figure 5-10).

NewDFSRootwizard |

Completing the New DFS Root Wizard

VEM

Wirbual Ria Maregar

You specified the Following

Dormnain:

Hast | itsatuce:
Fook share: I MNamespace
DF5S Root I MNamespace

To close this wizard and apply changes, click Finish.

= Back. | Finish I Cancel

Figure 5-10 Completing the New DFS Root Wizard
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7. Click Finish to exit the wizard. On the VFM main console, expand the Logical
View tree to check the DFS root namespace just created (see Figure 5-11).

[-[O0x]

VFMYFM - [ITSOTUCL181]
Elle Wiew Reports Tools Help

S5 e x| %
0{% Admin ¥iew [ DFS Root: Yytso bucsornamespace 2
=
Properties | status | Repication Tasks | Explorer | Dependencies | References | Events | £4 | *
izl Reports =
DFS Root Properties A Edit Links

Marme: i\itso. tucsoninamespace *

Users connect ta ikso kucson\Namespace M 1

Comment

Twpe Domain based

Timeout {seconds) 300

FRS Replication OFf

Manitor Root status on

Online Freguency {minutes) 15

OFfline Frequency {minutes) 5

Monitor Link status CFf

Manitor Storage status OFf 4 _'I

I

Figure 5-11 View of DFS root namespace
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5.2.5 Adding folders to create a hierarchy

You add folders to create a logical hierarchy of a namespace. To add folders on
the DFS root just created, follow these steps:

1. On the VFM server window, expand Logical View and right-click the DFS
root name that best applies (for this example, we use
\litso.tucson\namespace), then click Add folder as shown in Figure 5-12.

WFM¥FM - [ITSOTUC181] [_ O]
File vWiew Reports Tools Help

S8 X%

= m. Admin | <A DFS Rook: litso.tucsoninamespace 2
=

o | Pronerties | atatuie | B ankcation Tacke | Fvnlf"erl Dependencies | References | Events | £ *
Add link. ..

+-5, Reports Add multiple links. .. =

Add falder... P Edit Links
add replica...
Remove from Mamespace Ayvaiability Policy... Lrson|namespare | e =

Remove from Mamespace Backup Policy. ..

ucsoniMamesSpace [ Icnmn’

Faste

Refresh FS based
Remove From display
Delete DFS Roat

Backup...
Restore...

Clear Status

Cherck Status
_&apnrts »
External Tools 3
I Columns. ..
Properties. .. LLI _)I

1 =l
Lo

Figure 5-12 Adding a folder on the DFS root
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A window prompting you for the name of the folder is shown (see
Figure 5-13).

SAitsobucsonh namespace

General I

m Users conneck ko:

\Witso. bucsoninamespace!, I Dept|

Size: [unknonwn]
Size on disk: [unknowmn]
Contains: [unknown]

(a4 I Cancel Apply

Figure 5-13 Folder name window

2. Type the name that best applies (for this example, the folder name is Dept)
and then click Apply. On the VFM server window, the folder Dept is shown
under the DFS root (\\itso.tucson\namespace) as shown in Figure 5-14.

VFMWFM - [ITSOTUC181] - 10[]
File Yiew Reports Tools Help
HE5 X%
2 ﬁ. Admin View =& Folder: 1itso. tucsoninamespaceiDept ?
EH}EE Logical Yiew
= .\j “itsa,bucsoninamespace Properties IStatus | FReeplication Tasks | Exp\orerl Dependencies | ReFerancasI Events | F
O B
# Physical Yiew
T3 Reports Folder Properties AP Edit Children
Mame Dept ¥ E|E
Users connect ko Witso,bucson|MameSpace|Dept N ¢ | comw
EimE m
El
1 I

Figure 5-14 Dept folder view
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5.2.6 Link overview

A DFS link is an element of the DFS namespace that can point to a share (also
called the link target). This is called a single-targeted DF'S link if the DFS link
points to only one target share. A multitargeted DFS link is a DFS link that points
to more than one target. We recommend a maximum of 256 DFS link targets.

Consider this scenario as an example of a multitargeted DFS link use. Suppose a
multitargeted DFS link is in the DFS namespace called Finance with four targets:

\\HoustonServer\finance
\\LosAngeles\finance
\\NewYork\finance
\\London\finance

v

vYvyy

We expect the Houston users to be linked to the closest server, in this case
\\houstonserver. We also expect the users in New York to be linked to \\newyork,
and so on. This arrangement allows load balancing for all data across the set of
servers. If all the data is identical across all servers and users are only reading
data from the Finance share, this arrangement is beneficial.

DFS also allows a link target to be taken offline. If a link target is offline, it is not
part of the referral given to the client. Clients are not directed to that link target
because they do not know about it.

Multitargeted links used in this way are useful for read-only data distributed
throughout an enterprise (for example, HR policies and software distribution
shares). VFM uses the offline link target concept to enable multitargeted DFS link
disaster recovery (DR). Instead of leaving all link targets online, VFM keeps one
link target online and takes all other link targets offline. All users are directed to
the online link target. If the online link target is unavailable, VFM forces one of the
other link targets to become online and initiate the failover (automatically or
manually, based on the policy). This way, you are unlikely to have a split-brain
scenario, ensuring that all users update one copy of the data while the alternate
copies of the data are available for failover.
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5.2.7 Adding a link
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A DFS link is located under the namespace root. It forms a connection to one or
more shared folders, links, or to another root.

In the example that follows, perform these steps to link a DFS namespace to a
share located on a different server:

1. Onthe VFM server Local view tree window, expand the DFS root that best
applies (for our example, we use \\itso.tucson\namespace\Dept) and
right-click Add link as shown in Figure 5-15.

VM YFM - [ITSOTUC181] [_[O] =]
File ¥iew Reports Tools Help

S5 X|?

" ﬁ. Admin View =& Folder: Y\itso.tucsoninamespaceiDept e
EHHE Logical View =N =
El.@ ‘litso.bucsoninamespace Froperties |Status | Replication Tasks 1 Explorer | Dependencies | References 1 Events ] F

T e : -
3 Physical ¥ IRl =l

E Reports ::: :T:iple [S5e Properties SFEdit Children
older ..

Sek Timeout...

Depk

Tiagale allLink kargets online Fonnect to Yitso. bucsontameSpace|Dept
Tagale all Link targets affline

Cuk
Copy

te

Refresh F5
Delete
Rename F2

Clear Status
Check Status

Reparts »
External Tools »

Columns... b | | ﬂ

Froperties.. . LI

Figure 5-15 Add link menu
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2. A window prompting you for the name and the path to which the Dept folder
must be linked is shown. In this example, the Dept folder is linked to a
Marketing folder located in a N series machine (itsotuc4). Click Add and enter
the folder name or browse the network path to reach the folder that best
applies (in this example, \\itsotuc4.itso.tucson\Marketing) as shown in
Figure 5-16.

Add Link E
Gensral I
% Users connect ko:
JNikso. tucsoninamespace|Depkh, I rMarketing
Send the user ko one of these shared Falders or directories
<o, bucsommarketing add I
Edit
Cielete

Cornmenk:

Clients cache this link For I 100 :: i seconds

Size: [unknowen]

Size on disk: [unkrowsn]

Conktains: [unknowwn]

[ 4 I Cancel apply I

Figure 5-16 Adding a link window
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3. Click OK to finish. A Marketing link is shown under the Dept folder (see
Figure 5-17).

=] E3

VFM¥FM - [ITSOTUC181]
Fle Wew Reports Tools Help

dEnox|®
Admin Yiew = DFS link: Yiitso. bucsoninamespace! DeptiMarketing

Elu-fé Logical ¥iew
EI.Q \itso. bucsoninamespace Properties |Status I Replication Tasks | Explorer | Dependencies I References I Events I 3

El--{;l Dept 1]

§) Physical Yiew DFS Link Propetties A Edit
-1, Reports
Mame Marketing

Users conneck ko iitso. bucsoniMameSpacelDeptifarketing
Comment

Timeout {seconds) 1800

DFS State oK

FRS Replication OFf

Targets

Target | State

Q'l'l,itsotuc‘l.itso‘tucson'l,marketing Online

Figure 5-17 Link view under Dept folder

5.2.8 Adding a second link

To create a second link, follow the steps described in the previous section (5.2.7,
“Adding a link” on page 134). For the example in this section, the Dept folder is
linked to a Sales folder located in a N series machine (itsotuc3) as shown

(Figure 5-18 on page 137).
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ve ¥EM - [ITSOTUC181] =1
File ‘iew Reports Tools Help
HE® o x|
- ﬁ. Admin View = DFS link: Yjitso.tbucson|namespacelDeptiSales ?
E\JJ{C_ Logical Yiew
B .g ‘Witso tucsoninamespace Properties IStatus | Replication Tasks I Explorer I Dependencies I References I Events I F
H =] D Dept ;I
Marketing
DFS Link Properties £ Edit
+ : Physical ¥iew
-T2 Reports Marne Sales
Users connect ko Witso.bucsoniMameSpacelDeptiSales
Comment
Timeout {seconds) 1800
DFS State K
FRS Replication Off
Targets
Target State
@\'\itsutuc&itsu.tucsun'\sales Cnline
-]
I y

Figure 5-18 Second link view under Dept folder

5.2.9 Client view of the namespace

Once the links are created, users are able to browse them by mapping the DFS
namespace path (in this example, \\itso.tucson\namespace\dept) as shown in
Figure 5-19 on page 138.
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tso.tucson,namespace’Dept
File Edit Wiew Favorites Tools Help | :,'
Q Back - () - ¥ ‘ - Search Falders | -
Address I|j| Jitso, tucsoninamespaceDept ﬂ @
Mame = | S\ze| Type | Date Modified | Attributes
File and Folder Tasks E I Marketing File Falder 3/12/2008 10:29 AM
I)5ales File Falder 3112j2005 10:30 AM

j Make & new Folder
@ Publish this Folder ko the
web

”

Other Places

_,_{' namespace

() My Documents

W My Computsr

W My Network Places

Details ¥

Figure 5-19 Users view of the namespace

Note that the Marketing and Sales folders are located on different machines. In
spite of that, users are able to map both folders within a single network path.
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Installation

This chapter describes the installation of VFM components. It is important to
understand each component’s responsibilities as well as to follow all preparation
steps described in Chapter 3, “Preparation” on page 83. Each section in this
chapter represents a “setup type” on the installer and guides you through each
one of the options.

You cannot install two VFM components by running the installer twice. If you run
the installer in a system were VFM is already installed, the uninstaller is initiated
instead. If you want to install more than one component in the same system, use
the setup types containing multiple components.
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6.1 Implementing a typical installation
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The typical installation installs both the VFM server and the client.

Note: This section describes the recommended way to install the server.

Perform the following steps to install the VFM server and client:
1. On the VFM Installation CD, look for the Setup.exe file and double-click it.

2. Click Next (see Figure 6-1).

IBM ¥FM (R) Setup

|24, 1BM ¥FM (R) Setup

IBM VFM (R)

IBM ¥FM - Scalable. enterprise-level data
management.

Wielcome 1o the [BM WFM [R] Setup program. This program
will install/maintain \/FH on yous computer. It i strongly
recommended that you et all Windows programs before
contining. Click Cancel to quit Setup. Click Next to
continue.

& StartJ J & & [ 7| L5L50L Installablesivfm | B0 18M ¥FM (R) Setup

I ‘ ) #D, zisem

Figure 6-1 Typical installation: first window
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3. Read and accept the license to proceed (see Figure 6-2).

IBM ¥FM (R} Setup

IBM Software License Agreement

Fleaze read the follawing license agreement carefully.

Prezz the PAGE DOWM key to zee the rest of the agreement.

| nternational Program License Agreement il
Part 1 - General Terms

BY DOWMLOADING, IMSTALLING, COFYING, ACCESSING, DR LUSIMNG THE

PROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF ¥OU ARE
ACCEPTING THESE TERMS OM BEHALF OF AMOTHER PERSOM OR & COMPANY

OR OTHER LEGAL ENTITY, ¥'0OU REPRESENT AMD WARBANT THAT 0L HAWVE

FULL AUTHORITY TO BIND THAT PERSOM, COMPANY, OR LEGAL ENTITY TO

THESE TERMS. IF¥0OU DO WOT AGREE TO THESE TERMS, LI

Do pou accept all the terms of the thiz License Agreement? [F pou chooge Mo, Frint |
Setup will close. To install B WER vow must accept this agreement. =

|matallS hield

¢ Back ez Mo |

Figure 6-2 Typical installation: license agreement
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4. Check the README notes and click Yes to proceed (see Figure 6-3).

IBM ¥FM (R} Setup

Installation README Motes

Pleaze review these notez before installation of thiz product.

Release Notes for VFM 6.0 i’

Before you begin...

This section provides important information about account permissions

and privileges required for installing and running WEhd that you should
consider before installing »Fh.

Click PRIMT to print the notes, or YES to proceed. Frint |
|m=tall5hield
¢ Back ez Mo |

Figure 6-3 Typical installation: README notes
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5. Choose Typical and click Next (see Figure 6-4). The other setup types listed
in the Choose a setup type window are discussed in the following sections.

IBM ¥FM (R} Setup

Chooze a setup type

Clier
Server

b anitoring Agent

Client and Monitaring Agent

|metallS hiel:

Select whether pou want the product's client, server, or full functionality. Pleaze note that you
cannot change the functionality laker without removing the product and reinztalling.

— Dezcription

Ingtall both the server and client functionality.

¢ Back I Mewxt = I Cancel

Figure 6-4 Typical installation: choosing setup type
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6.

If you have an Evaluation license, fill in the form with the Serial Number and
the Activation Key, then click Next (see Figure 6-5). Skip step 7 on page 145.

IBM ¥FM Licensing E3 |

Serial Murnber I

License Type [Evaluation

Ackivation key I

< Back I Mext = I Cancel

Figure 6-5 Typical installation: licensing
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7. If you have a Full license, choose Full in the License Type selection box, and
the window shown in Figure 6-6 is displayed. Fill in the form with the Serial
Number and all the Activation Keys you have received, then click Next.

IBM ¥FM Licensing E3 |

Serial Murnber I
License Type =
Product | Activation Key | . 4;|

F&s0
FA5250
Fas270
Fa5940
Fa5960
FAS9E0
R100
R150
Rz00
TE
WINS

-
Mew Product. .. |
< Back I Mext = I Cancel |

Figure 6-6 Typical installation: full licensing
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8. Now you can choose where VFM is installed (see Figure 6-7). It must be in a

NTFS file system local to the host. The default value is acceptable in most
cases.

IBM ¥FM (R} Setup

Chooze Destination Folder
Select disk falder where Setup will inztall fles.

Setup will inztall IBR %Fh in the following folder.

Tao inzstall to this folder, click Mext. Taoinstall to a different folder, click Browse and select
another folder.

C:4%Proagram Files4 Bk FR Browsze... |

" Drestination Folder

Imatalls hield ————

Cancel |

Figure 6-7 Typical installation: choosing destination folder
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9. VFM must store some files locally. At this point, you can modify where these
files are stored (see Figure 6-8). The default value is acceptable in most
cases.

IBM ¥FM (R} Setup

Chooze a location for application data storage

Fleaze chonze a lozation in which the application can store it data. Thiz location should
be on a local fiwed MTFS dizk and writable by both pou and the uzers who will be using the
application.

Thiz folder zhould MOT be located under the application's ingtallation folder; doing zo will
cauze future product upgrades to fail.

C:h Al UsershApplication Datat B YWER Browse... |

" Drestination Folder

Imatalls hield ————

¢ Back Cancel

Figure 6-8 Typical installation: local data
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10.Now choose whether or not you want to create a desktop shortcut for the VFM
client (see Figure 6-9). Either way, the VFM client is available by choosing
Start —» Programs — IBM — Virtual File Manager — VFM Client.

IBEM YFM (R} Setup
IBM ¥YFM Configuration

Dezktop Shortcut Configuration.

I iCreate a desktop shortcut ta this product®

Imatalls hield ————

¢ Back | Mewxt = I Cancel

Figure 6-9 Typical installation: desktop shortcut for VFM client
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11.As stated in Chapter 3, “Preparation” on page 83, you must have a service
account to run VFM. Enter the information about the account (see
Figure 6-10). Remember to use the form DOMAIN\Username.

IBM ¥FM (R} Setup

Logon credentials for the IBM YFM zervices

Enter the uzemame and pazsword under which the B WFR zervices will un. To utilize a
domain account, zpecify the uzermame in the form DOMAIMAUISER MARME .

DomaintJsernanme IT50%brmwfm

xxxxxxx:1

Fazgword

|metallS hield

¢ Back | Mewxt = I Cancel

Figure 6-10 Typical installation: service account

VFM can automatically install the required database server on your machine.
Refer to 3.5, “MSSQL” on page 107 for more information about the database
server for VFM. If you are going to use a separate database server, refer to the
steps in section 6.5, “Differences when using a separate MSSQL server” on
page 188. In this section, we describe how to use the automatically installed
server, MSDE.
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To automatically install the database server, follow these steps:

1. Choose the option Please install MSDE for me and click Next (see
Figure 6-11).

1BM ¥FM (R} Setup
IBM YFM Configuration

Thiz product reguires the uze of a Microzoft SCL databaze. ou can either uze an instance
you hawve previouzly installed or you may install the MSDE package included with thiz
product. Please note that an exizting MSDE installation can be utilized by choozing the
exizting SEL Instance option below. MSDE iz recommended for evaluation and normal uze.
SALServer may be needed depending on reporting workload.

= | would like to use an existing SOL instance

{% {Please install M5SDE for me

|nstalShield ——————

¢ Back | Mewxt = I Cancel

Figure 6-11 Typical installation: choosing SQL server
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2. A summary of the chosen options is displayed. Click Next to proceed with the
installation (see Figure 6-12).

IBM ¥FM (R} Setup

Start Copying Files

Feview settings before copying files.

Setup haz enough information o start copying the program files. [F pou want bo resies o

change any zettings, click Back. If nou are satisfied with the zettings, click Mext to begin
copying fles.

Current Settings:

IMSTALLATION CONFIGURATIOM:

Setup Type: Typical

Ingtallation Folder: C:%Program Filesh B SWERM

Application Data Folder: C:ADacuments and Settingzhall Usershdpplication Datah B kYW EE

CLIEMT COMFIGURATIOM:
Connect to Server: MAMGHT 3
Frogram Folder: 1Bk *Fhd
Create a desktop shortcut: YES

4| | _"|_I
|metallS hiel:
Cancel |

¢ Back

Figure 6-12 Typical installation: summary
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3. At this point, the installation is complete; a window similar to that in
Figure 6-13 is displayed. Click Finish, and VFM is ready to use.

IBM ¥FM {R) Setup |

IBM YFM Setup Complete

Setup haz finighed inztaling B WFi on pour computer.

Click Finigh to complete Setup.

¢ Bach Cance]

Figure 6-13 Typical installation: finish

You can open the VFM client by going to Start —» Programs — IBM — Virtual
File Manager — VFM Client.

6.2 Installing a client

With the Client option, it is possible to install the VFM client alone on other

machines. This option can be used to install the VFM client on administrator
machines.

Important: The VFM client can be installed on several machines, but it must
be always installed together with the VFM server using the Typical installation
as described on section 6.1, “Implementing a typical installation” on page 140.
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Follow these steps to install the client:
1. On the VFM Installation CD, find the Setup.exe file and double-click it.
2. Click Next (see Figure 6-14).

| 4{1BM YFM (R) Setup

IBM VFM (R)

16M ¥FM (R) Setup

IBM VFM - Scalable. enterprise-level data
management.

‘Welcome ta the IBM WFM (R) Setup program. This program
willinstall/maintain YFM on yaur computer. [tis strongly
tecommended that you esit all windous progras before
cortinuing, Click Cance! to quit Setup. Click Next to
continue.

i/ start. J & @ (3 7| LyLisoLnstalablesivim B 18M VFM (R) Setup ] | G AD, z18PM
Figure 6-14 Client installation: first window
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3. Read and accept the license to proceed (see Figure 6-15).

IBM ¥FM (R} Setup

IBM Software License Agreement

Fleaze read the follawing license agreement carefully.

Prezz the PAGE DOWM key to zee the rest of the agreement.

| nternational Program License Agreement il
Part 1 - General Terms

BY DOWMLOADING, IMSTALLING, COFYING, ACCESSING, DR LUSIMNG THE

PROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF ¥OU ARE
ACCEPTING THESE TERMS OM BEHALF OF AMOTHER PERSOM OR & COMPANY

OR OTHER LEGAL ENTITY, ¥'0OU REPRESENT AMD WARBANT THAT 0L HAWVE

FULL AUTHORITY TO BIND THAT PERSOM, COMPANY, OR LEGAL ENTITY TO

THESE TERMS. IF¥0OU DO WOT AGREE TO THESE TERMS, LI

Do pou accept all the terms of the thiz License Agreement? [F pou chooge Mo, Frint |
Setup will close. To install B WER vow must accept this agreement. =

|matallS hield

¢ Back ez Mo |

Figure 6-15 Client installation: license agreement
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4. Check the README notes and click Yes to proceed (see Figure 6-16).

IBM ¥FM (R} Setup

Installation README Motes

Pleaze review these notez before installation of thiz product.

Release Notes for VFM 6.0 i’

Before you begin...

This section provides important information about account permissions

and privileges required for installing and running WEhd that you should
consider before installing »Fh.

Click PRIMT to print the notes, or YES to proceed. Frint |
|m=tall5hield
¢ Back ez Mo |

Figure 6-16 Client installation: README notes
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5. Choose Client and click Next (see Figure 6-17). The other setup types are
discussed in other sections in this chapter.

IBM ¥FM (R} Setup

Chooze a setup type

Select whether pou want the product's client, server, or full functionality. Pleaze note that you
cannot change the functionality laker without removing the product and reinztalling.

— Dezcription

Ingtall only the client funchonality.

b anitoring Agent
Client and Monitaring Agent

Im=tallEhiel —
¢ Back I Mewxt = I Cancel

Figure 6-17 Client installation: choose setup type
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6. Choose the VFM server to be used by default (see Figure 6-18).

IBEM YFM (R} Setup
Enter YFM Primary Server Hame

Enter the name of the WFbkd primary zerver to which the client will connect by default. Either
MetBIOS or DMS names are acceptable.

Server ||

|m=tall5hield
¢ Back | Mewxt = I Cancel

Figure 6-18 Client installation: VFM server name
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7. Choose whether or not you want to create a desktop shortcut for the VFM
client (see Figure 6-19). Either way, the VFM client is available by choosing
Start —» Programs — IBM — Virtual File Manager — VFM Client.

IBEM YFM (R} Setup
IBM ¥YFM Configuration

Dezktop Shortcut Configuration.

I iCreate a desktop shortcut ta this product®

Imatalls hield ————

¢ Back | Mewxt = I Cancel

Figure 6-19 Client installation: desktop shortcut
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8. A summary of the chosen options is displayed. Click Next to proceed with the
installation (see Figure 6-20).

IBM ¥FM (R} Setup

Start Copying Files

Feview settings before copying files.

Setup haz enough information o start copying the program files. [F pou want bo resies o
change any zettings, click Back. If nou are satisfied with the zettings, click Mext to begin
copying fles.

Current Settings:

INSTALLATION CONFIGURATION: ;I
Setup Type: Client

Ingtallation Folder: C:%Program Filesh B SWERM

Application Data Folder: C:hADacuments and Settingzhall Usershdpplication Datah B kYW EE

CLIENT COMFIGURATION:

Connect o Server: [TSOTUCEITSO. TUCSOM|
Frogram Folder: 1Bk *Fhd
Create a desktop shortcut: YES

-
4| | »

|metallS hiel:

¢ Back I Mewxt = I Cancel |

Figure 6-20 Client installation: summary
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9. At this point, the installation is complete. A window similar to that shown in
Figure 6-21 is displayed. Click Finish, and VFM is ready to use.

IBM ¥FM (R} Setup |

IBM YFM 5Setup Complete

Setup haz finizhed ingtaling 1BM Fid on your computer.

Click Finizh to complete Setup.

¢ Bach

[Cancel

Figure 6-21 Client installation: finish

You can open the VFM client by going to Start —» Programs — IBM — Virtual
File Manager — VFM Client.
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6.3 Installing a Monitoring Agent

With the Monitoring Agent option, you can install a VFM Monitoring Agent alone.
We describe the installation in this section.

Follow these steps to install the Monitoring Agent:

1. On the VFM Installation CD, find the Setup.exe file and double-click it.

2. Click Next (see Figure 6-22).

ey @se e B A EEE|

IBM VFM (R)

16M ¥FM (R) Setup

IBM VFM - Scalable. enterprise-level data
management.

‘Welcome ta the (B WM (R) Setup program. This program
willinstall/maintain YFM on your computer. [tis strangly
tecommended that you exit all windows programs before
cortinuing, Click Cance! to quit Setup. Click Next to
continue.

Cancel

Wstart| | & @ [ | L5l Insalablesivim 1 18M YFM (R) Setup | | § A9, aseM
Figure 6-22 Monitoring Agent installation: first window
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3. Read and accept the license to proceed (see Figure 6-23).

IBM ¥FM (R} Setup

IBM Software License Agreement

Fleaze read the follawing license agreement carefully.

Prezz the PAGE DOWM key to zee the rest of the agreement.

| nternational Program License Agreement il
Part 1 - General Terms

BY DOWMLOADING, IMSTALLING, COFYING, ACCESSING, DR LUSIMNG THE

PROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF ¥OU ARE
ACCEPTING THESE TERMS OM BEHALF OF AMOTHER PERSOM OR & COMPANY

OR OTHER LEGAL ENTITY, ¥'0OU REPRESENT AMD WARBANT THAT 0L HAWVE

FULL AUTHORITY TO BIND THAT PERSOM, COMPANY, OR LEGAL ENTITY TO

THESE TERMS. IF¥0OU DO WOT AGREE TO THESE TERMS, LI

Do pou accept all the terms of the thiz License Agreement? [F pou chooge Mo, Frint |
Setup will close. To install B WER vow must accept this agreement. =

|matallS hield

¢ Back ez Mo |

Figure 6-23 Monitoring Agent installation: license agreement

162 IBM System Storage and Virtual File Manager



4. Check the README notes and click Yes to proceed (see Figure 6-24).

IBM ¥FM (R} Setup

Installation README Motes

Pleaze review these notez before installation of thiz product.

Release Notes for VFM 6.0 i’

Before you begin...

This section provides important information about account permissions

and privileges required for installing and running WEhd that you should
consider before installing »Fh.

Click PRIMT to print the notes, or YES to proceed. Frint |
|m=tall5hield
¢ Back ez Mo |

Figure 6-24 Monitoring Agent installation: README notes
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5. Choose Monitoring Agent and click Next (see Figure 6-25). The other setup
types are discussed in other sections in this chapter.

IBM ¥FM (R} Setup

Chooze a setup type

Select whether pou want the product's client, server, or full functionality. Pleaze note that you
cannot change the functionality laker without removing the product and reinztalling.

Typical — Dezcription
Client | L only th - ’ onali
Carver nztall only the maritonng agent funchionality.

i onitoring Agent
Client and Monitaring Agent

Im=tallEhiel —
¢ Back I Mewxt = I Cancel

Figure 6-25 Monitoring Agent installation: choosing setup type

164 IBM System Storage and Virtual File Manager



6.

If you have an Evaluation license, fill in the form with the Serial Number and
the Activation Key, and then click Next (see Figure 6-26). Skip step 7 on

page 166.

Serial Murnber
License Type

Ackivation key

IBM ¥FM Licensing E3 |

fEvaluation

< Back I Mext = I Cancel

Figure 6-26 Monitoring Agent installation: evaluation license
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7. If you have a Full license, choose Full on the License Type selection box, and
a window similar to the one in Figure 6-27 is displayed. Fill in the form with the
Serial Number and all the Activation Keys you have received, then click Next.

IBM ¥FM Licensing E3 |

Serial Murnber I
License Type =
Product | Activation Key | . 4;|

F&s0
FA5250
Fas270
Fa5940
Fa5960
FAS9E0
R100
R150
Rz00
TE
WINS

-
Mew Product. .. |
< Back I Mext = I Cancel |

Figure 6-27 Monitoring Agent installation: full license
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. Choose where VFM will be installed (see Figure 6-28). It must be in an NTFS
file system local to the host. The default value is acceptable in most cases.

IBM ¥FM (R} Setup

Chooze Destination Folder

Select disk falder where Setup will inztall fles.

Setup will inztall IBR %Fh in the following folder.

Tao inztall to this folder, click Mext. Taoinstall to a different folder, click Browse and select
another folder.

C:4%Proagram Files4 Bk FR Browsze... |

"DestinatiunFulder- -

|metallS hiel: —

¢ Back Cancel

Figure 6-28 Monitoring Agent installation: destination folder
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9. VFM needs to store some files locally. At this point, you can modify where
these files are stored (see Figure 6-29). The default value is acceptable in
most cases.

IBM ¥FM {R) Setup E

Choosze a location for application data storage

Fleaze chooze a location in which the application can store itz data. Thiz location should
be oh & local fived MTFS dizk and wiitable by baoth pou and the uzerz who will be uzing the
application.

Thiz folder should MOT be located under the application's installation folder; doing 2o wil
cause future praduct upgrades ta fail.

Desztination Folder
C:AL A D zershApplication D atak B FR Browse...

¢ Back Cancel

InstallShield ———

Figure 6-29 Monitoring Agent installation: local data
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10.Choose the VFM server to connect to (Figure 6-30).

IBM ¥FM {R) Setup E
Enter YFM Primary Server MName

Enter the name of the ¥Fk primany server to which this monitoring agent will attach. Either
MetBI0S or DMS names are acceptable.

Server ||

|netallShield —_—

¢ Back | Mewt » I Cancel

Figure 6-30 Monitoring Agent installation: connecting to VFM server
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11.As stated in Chapter 3, “Preparation” on page 83, you must have a service
account to run VFM. Enter the information about the account created for it
(see Figure 6-31). Remember to use the form DOMAIN\Username.

IBM ¥FM (R} Setup

Logon credentials for the IBM YFM zervices

Enter the uzemame and pazsword under which the B WFR zervices will un. To utilize a
domain account, zpecify the uzermame in the form DOMAIMAUISER MARME .

DomaintJsernanme ||TSU"-ibl‘ﬂme
Fazgword IN
Imatalls hield ————

¢ Back | Mewxt = I Cancel

Figure 6-31 Monitoring Agent installation: establishing service account

VFM can automatically install the required database server on your machine.
Refer to 3.5, “MSSQL” on page 107 for more information about the database
server for VFM. If you intend to use a separate database server, refer to 6.5,
“Differences when using a separate MSSQL server” on page 188 for steps
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describing how to do so. In this section, we describe how to use the automatically
installed server, MSDE.

1. To automatically install the database server, choose the option Please install
MSDE for me and click Next (see Figure 6-32).

IBM ¥FM (R) Setup E3
IBM YFM Configuration

Thiz product reguires the uze of a Microzoft SCL databaze. vou can either uze an instance
you hawve previouzly installed or you may install the MSDE package included with thiz
product. Please note that an exizting MSDE installation can be utilized by choozsing the
exizting SEL Instance option below. MSDE iz recommended for evaluation and nomal uze.
SALServer may be needed depending on reporting workload.

= | wiould like to use an existing SOL instance

{% {Please install M5SDE for me

|m=tall5hield
< Back | Mewxt = I Cancel

Figure 6-32 Monitoring Agent installation: installing database server
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2. A summary of the chosen options is displayed. Click Next to proceed with the
installation (see Figure 6-33).

IBM ¥FM (R} Setup

Start Copying Files

Feview settings before copying files.

Setup haz enough information o start copying the program files. [F pou want bo resies o

change any zettings, click Back. If nou are satisfied with the zettings, click Mext to begin
copying fles.

Current Settings:

INSTALLATION CONFIGURATION: =
Setup Type: Monitoring Agent

Ingtallation Folder: C:%Program Filesh B SWERM

Application Data Folder: C:ADacuments and Settingzhall Usershdpplication Datah B kYW EE

MOMITORIMG AGENT COMFIGURATIOMN:
Maritoring Agent will run as: TS0 B YR
Manitoring agent will connect to zerver ITSOTUCTAT TS0 TUCSOM

DATABASE CONFIGURATION:

4| | _"|_I
|metallS hiel:
Cancel |

¢ Back

Figure 6-33 Monitoring Agent installation: summary
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3. The installation is complete; a window similar to that shown in Figure 6-34 is
displayed. Click Finish, and the VFM Monitoring Agent is ready to use.

IBM ¥FM {R) Setup |

IBM YFM Setup Complete

Setup haz finighed inztaling B WFi on pour computer.

Click Finigh to complete Setup.

¢ Back Cance]

Figure 6-34 Monitoring Agent installation: finish
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6.4 Installing a client and Monitoring Agent together

You can install a client and a Monitoring Agent together on the same machine.

Follow these steps:

1. On the VFM Installation CD, find the Setup.exe file and double-click it.

2. Click Next (see Figure 6-35).

4{1BM YFM (R) Setup

IBM VFM (R)

16M ¥FM (R) Setup

IBM VFM - Scalable. enterprise-level data
management.

‘Welcome to the [BM WFM (R) Setup program. This program
willinstall/maintzin ¥FM om yaur computer. [ts strongly
tecommended that you exit all windous programs before
cortinuing, Click. Cancel to quit Setup. Click Next to
continue.

Cancel

o start| | @ @ (@ ? | Lol rstalablesivim W
Figure 6-35 Monitoring Agent and client: first window
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3. Read and accept the license to proceed (see Figure 6-36).

IBM ¥FM (R} Setup

IBM Software License Agreement

Fleaze read the follawing license agreement carefully.

Prezz the PAGE DOWM key to zee the rest of the agreement.

| nternational Program License Agreement il
Part 1 - General Terms

BY DOWMLOADING, IMSTALLING, COFYING, ACCESSING, DR LUSIMNG THE

PROGRAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF ¥OU ARE
ACCEPTING THESE TERMS OM BEHALF OF AMOTHER PERSOM OR & COMPANY

OR OTHER LEGAL ENTITY, ¥'0OU REPRESENT AMD WARBANT THAT 0L HAWVE

FULL AUTHORITY TO BIND THAT PERSOM, COMPANY, OR LEGAL ENTITY TO

THESE TERMS. IF¥0OU DO WOT AGREE TO THESE TERMS, LI

Do pou accept all the terms of the thiz License Agreement? [F pou chooge Mo, Frint |
Setup will close. To install B WER vow must accept this agreement. =

|matallS hield

¢ Back ez Mo |

Figure 6-36 Monitoring Agent and client: license agreement
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4. Check the README notes, and click Yes to proceed (see Figure 6-37).

IBEM YFM (R} Setup
Installation README Motes

Pleaze review these notez before installation of thiz product.

Release Notes for VFM 6.0

Before you begin...

This section provides important information about account permissions

and privileges required for installing and running WEhd that you should
consider before installing »Fh.

o] I o [T R

|matallS hield

Click PRIMT to print the notes, or YES to proceed. Frint |

=l

¢ Back ez

Figure 6-37 Monitoring Agent and client: README notes
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5. Choose Client and Monitoring Agent and click Next (see Figure 6-38). The
other setup types are discussed in other sections in this chapter.

IBM ¥FM (R} Setup

Chooze a setup type

Select whether pou want the product's client, server, or full functionality. Pleaze note that you
cannot change the functionality laker without removing the product and reinztalling.

Typical — Dezcription
Client | Il the ol dth -
Carver nztall the chent and the manitanng agent

functionality.

| M onitoring Agent
:Llient and konitoring

Im=tallEhiel —
¢ Back I Mewxt = I Cancel

Figure 6-38 Monitoring Agent and client: setup type
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6. If you have an Evaluation license, fill in the form with the Serial Number and
the Activation Key, then click Next (see Figure 6-39). Skip step 7 on
page 179.

IBM ¥FM Licensing E3 |

Serial Murnber I

License Type [Evaluation

Ackivation key I

< Back I Mext = I Cancel

Figure 6-39 Monitoring Agent and client: evaluation license
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7.

If you have a Full license, choose Full on the License Type selection box, and
a window similar to the one shown in Figure 6-40 is displayed. Fill in the form
with the Serial Number and all the Activation Keys you have received, then
click Next.

IBM ¥FM Licensing E3 |

Serial Murnber I

License Type =
Product | Activation Key | _;I

F&s0
FA5250
Fas270
Fa5940
Fa5960
FAS9E0
R100
R150
Rz00
TE
WINS

-
Mew Product. .. |
% Back I Mext = I Cancel |

Figure 6-40 Monitoring Agent and client: full license
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8. Choose where you intend to install VFM (see Figure 6-41). It must be in an

NTFS file system local to the host. The default value is acceptable in most
cases.

IBM ¥FM (R} Setup

Chooze Destination Folder

Select disk falder where Setup will inztall fles.

Setup will inztall IBR %Fh in the following folder.

Tao inzstall to this folder, click Mext. Taoinstall to a different folder, click Browse and select
another folder.

C:4%Proagram Files4 Bk FR Browsze... |

" Drestination Folder

Imatalls hield ————

Cancel |

Figure 6-41 Monitoring Agent and client: destination folder
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9. VFM has to store some files locally. At this point, you can modify where these
files are stored (see Figure 6-42). The default value is acceptable in most
cases.

IBM ¥FM (R} Setup

Chooze a location for application data storage

Fleaze chonze a lozation in which the application can store it data. Thiz location should
be on a local fiwed MTFS dizk and writable by both pou and the uzers who will be using the
application.

Thiz folder zhould MOT be located under the application's ingtallation folder; doing zo will
cauze future product upgrades to fail.

C:h Al UsershApplication Datat B YWER Browse... |

" Drestination Folder

Imatalls hield ————

¢ Back Cancel

Figure 6-42 Monitoring Agent and client: local data
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10.Now choose the VFM server to connect to (see Figure 6-43), then click Next.

IBM ¥FM (R} Setup

Enter YFM Primary Server Hame

Enter the name of the WFbkd primary zerver to which the client will connect by default. Either
MetBIOS or DMS names are acceptable.

Server ||

|m=tall5hield
¢ Back | Mewxt = I Cancel

Figure 6-43 Monitoring Agent and client: server address
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11.Choose whether or not you want to create a desktop shortcut for the VFM
client (see Figure 6-44). Either way, the VFM client is available on Start —
Programs — IBM — Virtual File Manager — VFM Client.

IBEM YFM (R} Setup
IBM ¥YFM Configuration

Dezktop Shortcut Configuration.

I iCreate a desktop shortcut ta this product®

Imatalls hield ————

¢ Back | Mewxt = I Cancel

Figure 6-44 Monitoring Agent and client: desktop shortcut
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12.As stated in Chapter 3, “Preparation” on page 83, you must have a service

account to run VFM. Enter the information about the account created for it
(see Figure 6-45). Remember to use the form DOMAIN\Username.

IBM ¥FM (R} Setup

Logon credentials for the IBM YFM zervices

Enter the uzemame and pazsword under which the B WFR zervices will un. To utilize a
domain account, zpecify the uzermame in the form DOMAIMAUISER MARME .

DomaintJsernanme ||TSU"-ibl‘ﬂme
FPaszword I"’“‘*’“‘ﬁ
Imatalls hield ————

¢ Back | Mewxt = I Cancel

Figure 6-45 Monitoring Agent and client: VFM service account

13.VFM can automatically install the required database server on your machine.

Refer to 3.5, “MSSQL” on page 107 for more information about the database
server for VFM. If you intend to use a separate database server, refer to 6.5,
“Differences when using a separate MSSQL server” on page 188 for steps
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describing how to do so. In this section, we describe how to use the
automatically installed server, MSDE.

To automatically install the database server, choose the option Please install
MSDE for me and click Next (see Figure 6-46).

IBM ¥FM (R) Setup E3
IBM YFM Configuration

Thiz product reguires the uze of a Microzoft SCL databaze. vou can either uze an instance
you hawve previouzly installed or you may install the MSDE package included with thiz
product. Please note that an exizting MSDE installation can be utilized by choozsing the
exizting SEL Instance option below. MSDE iz recommended for evaluation and nomal uze.
SALServer may be needed depending on reporting workload.

= | wiould like to use an existing SOL instance

{% {Please install M5SDE for me

|metallS hield

< Back | Mewxt = I Cancel

Figure 6-46 Monitoring Agent and client: SQL server
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14.A summary of the chosen options. Click Next to proceed with installation (see
Figure 6-47).

IBM ¥FM (R} Setup

Start Copying Files

Feview settings before copying files.

Setup haz enough information o start copying the program files. [F pou want bo resies o

change any zettings, click Back. If nou are satisfied with the zettings, click Mext to begin
copying fles.

Current Settings:

IMSTALLATION CONFIGURATIOM:

Setup Type: Client and Maonitaring Agent

Ingtallation Folder: C:%Program Filesh B SWERM

Application Data Folder: C:ADacuments and Settingzhall Usershdpplication Datah B kYW EE

CLIENT COMFIGURATION:

Connect to Server: ITSOTUCIEITS0. TUCSON
Frogram Folder: 1Bk *Fhd
Create a desktop shortcut: YES

4| | _"|_I
|metallS hiel:
Cancel |

¢ Back

Figure 6-47 Monitoring Agent and client: summary

186  IBM System Storage and Virtual File Manager



15.The installation is complete, and a window similar to that shown in
Figure 6-48 is displayed. Click Finish, and the VFM Monitoring Agent and
client are ready to use.

IBM ¥FM (R} Setup |

IBM YFM Setup Complete

Setup haz finizhed ingtaling 1BM “Fi on your computer.

Click Finizh to complete Setup.

< Back [Cancel

Figure 6-48 Monitoring Agent and client: finish

You can open the VFM client by going to Start —» Programs — IBM — Virtual
File Manager — VFM Client.
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6.5 Differences when using a separate MSSQL server

When using a separate MSSQL server, you must follow some different steps than
those described in previous sections. In this section, we briefly describe these
steps.

Follow these steps when using a separate MSSQL server:

1. On the installation step regarding SQL server, you select | would like to use
an existing SQL instance instead of Please Install a MSDE for me (see
Figure 6-49).

1BM ¥FM (R} Setup
IBM YFM Configuration

\r

Thiz product reguires the uze of a Microzoft SCL databaze. vou can either uze an instance
you hawve previouzly inztalled or you may install the MSDE package included with thiz
product. Please note that an exizting MSDE installation can be utilized by choozsing the
exizting SEL Instance option belaw. MSDE iz recommended for evaluation and nomal uze.
SALServer may be needed depending on reporting warkload.

% | would ke to uze an existing SOL instance

" Please install MSDE for me

[riztallShigld —

¢ Back | Mewxt = I Cancel

Figure 6-49 MSSQL: choosing an existing instance
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2. You can specify the location of the database server and the authentication
method to use (see Figure 6-50).

IBM ¥FM (R} Setup

Databasze Server

Select database server and authentication method.

Select the databasze gerver to inztall to fram the ligt below or click Browze to zee a list of all
database servers. ou can also specify the way o authenhicate your login uzing your curent
credenhialz or a SAL Login 1D and Paszsword,

Databaze Server:

I[Iu:u:al] j Browsze... I

Connect using:

' windows authentication

" S0L Server authentication using the Login |0 and pazsword below

Login D Isa

Pazaword: |

|metallS hiel: —

¢ Back : Mewxt = Cancel

Figure 6-50 MSSQL specifying database server

Chapter 6. Installation 189



3. Choose a name for the VFM database (see Figure 6-51).

Note: Use different database names if you install VFM Monitoring Agents
using the same database server, so that each VFM Monitoring Agent and
the VFM server uses its own database.

IBM ¥FM (R} Setup

Specify a database

Enter a databasze name

Databaze IVFM|

|retalls hiel —_—

¢ Back | Mewst = I Cancel

Figure 6-51 MSSQL specifying database name
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Intelligent data movement

IBM System Storage N series Virtual File Manager (VFM) software is a
comprehensive solution for managing unstructured file data. It is designed to
provide data management functionality for server and storage consolidation,
migration, remote office data management, and disaster recovery features while
avoiding disruption to users. It provides all of this functionality through automated
policy-based data management leveraging a global namespace.

VFM is designed to provide nondisruptive data migration. VFM facilitates data
movement and optimization of existing storage while avoiding impact on users.
For users, VFM provides simplified and consistent access even when the
underlying storage infrastructure changes.

The following client problems and scenarios are related to data movement:

» Moving from non-IBM storage to IBM storage

» Machine goes off lease (for example, old low-capacity drives are replaced by
new high-capacity disks)

» Physical consolidation of servers to save on space, power, and licensing of
many servers

» Logical consolidation: Moving relevant data scattered across different servers
to one server

» Switching from NetWare to N series
» Storage capacity of servers is limited
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VFM creates a global namespace that aggregates distributed files located on

IBM N series storage systems to present a single logical “pool” of storage (see
Figure 7-1). This helps you easily and quickly change, add, migrate, or
consolidate storage while avoiding impact on users.
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IBM System Storage N series Virtual File Manager (VFM) provides the following
intelligent data movement features:

» Simplified and automated server migration
» Policy-based replication
» Nondisruptive storage expansion and consolidation
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7.1 Simplified and automated server migration

VFM simplifies and automates migration across heterogeneous file systems. It
also ensures the accuracy of copied files across heterogeneous file systems,
including time stamps, security (local groups, secured files), SACL, data streams,
and open files.

VFM also provides tools to automate migration. Administrators can automate the
creation of shares, copying files, deleting files and shares, changing layout, and

scheduling.

VFM maintains audit trails as a history of migration events (see Figure 7-2).
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Figure 7-2 Maintain audit trails of migration task history

Chapter 7. Intelligent data movement 193



VFM provides substantial improvement in migration tasks performance over
other traditional methods of migration. VFM facilitates migration by breaking the
entire migration process into three phases:

Baseline copy Creates a baseline copy before running multiple
schedules of incremental copying. Also helps in scanning
potential problems in the early stages of the migration

process.
Incremental copy Schedules incremental copies over a period of time for
copying the changed data after creating the baseline
copy.
Final phase Creates a final copy of the data and updates the global
name space.

VFM also provides a tool for defining and customizing migration policies in a
number of different ways (see Figure 1-12 on page 13):

» Runs the migration as a reusable policy and schedules it; the administrator
does not have to be present during the migration.

» Prescans for migration problems (ACL, file lock, and others).

» Automatically updates the global namespace; no desktop touch or logon
scripts are required to remap drives for users.

» Hides or stops sharing source, ensuring that old data is no longer accessible.

» Runs any pre- or post-migration tasks by calling scripts. For example, VFM
sends an e-mail when complete, stops and starts a service, renames files,
and zips files before copying them over the network.

» Creates history reports to provide an audit trail of data sources and targets
and of any migration errors.

7.2 Policy-based replication
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VFM assists in creating and managing detailed replication policies resulting in
greater control over the business continuance process. It helps in executing and
scheduling hundreds of jobs simultaneously. (Refer to Figure 1-13 on page 14.)

VEM can also be used for remote site data management. It reduces the storage
and management of resources at remote sites. VFM also supports one-to-many
replication or data scattering (for example, software shares that are accessed by
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many and many-to-one replication or data gathering, eliminating the use of tape
at the remote sites). (See Figure 7-3.)
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Figure 7-3 Heterogeneous replication at multiple sites
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VFM uses byte-level differencing technology to reduce bandwidth consumption
across slow links.

7.3 Nondisruptive storage consolidation and expansion

When the storage volume is full, users have the option of moving the entire data
to large volumes or of growing the volume itself. Moving the entire data to large
volumes is time consuming and requires downtime, and growing the volume in
size can force backup and restore problems.

VFM makes it easy to expand and optimize storage without affecting users or
applications with global namespace. Global namespace shields users from
storage complexities. New storage can be added without affecting how users
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view or access it, and existing storage can be rebalanced without manual
intervention. (See Figure 7-4.)

Users & Networked
Applications Storage

SIS

Figure 7-4 Nondisruptive storage expansion
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Global namespace also helps in providing nondisruptive storage consolidation.
(See Figure 7-5.)

Users and
Applications
Figure 7-5 Nondisruptive storage consolidation
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With VFM consolidation becomes effortless. (See Figure 7-6.)
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Figure 7-6 Effortless consolidation

Without VFM, it is difficult to find the broken paths until weeks and months later
when you are performing consolidation.
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Migration

IBM System Storage N series Virtual File Manager (VFM) provides the capability
to migrate data between heterogeneous systems. VFM is a general-purpose
data movement solution focused on unstructured file data.

A migration policy enables you to set up a migration strategy from one machine
to another. You can also set up a migration policy to move data from one volume
to another on the same machine. A migration policy can move CIFS data from
one share or subfolder of a share to another. Creating a migration policy enables
you to move NFS data from one NFS export to another. You can use a
Replication Agent to move the data from one place to another. The Replication
Agent is automatically deployed to perform the data migration. No administrator
intervention is required to deploy a replication in a default configuration.

The goal of any migration is to move data from one location to another without
disrupting users. Users must be unaware that data has moved. The same level of
access must be maintained after the migration that existed before the migration.

The goal of a migration policy in VFM is to describe the conditions for a
migration. You specify the source, the destination, and the controlling parameters
of the policy. Once specified, VFM performs the actions of the policy based on
the settings. Once complete, you can review the policy to obtain the status.

© Copyright IBM Corp. 2008. All rights reserved. 199



8.1 Client use cases

This chapter can help VFM users and clients in the following use cases:

>

vyvyyy

v

One-to-one migration

Move one share from Server1 to N series
Move all the shares from Server2 to N series
Retire old servers going off lease

Move from non-IBM storage to N series

Many-to-one migration

Logical consolidation of data from multiple servers onto one server
One-to-many migration

Spread data from one server onto different servers

Many-to-many migration

8.2 Namespace
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Migration is not just about moving the data from one location to another. While
VFM can be used to move data that is not behind a namespace, the real benefit
of VFM is to move data transparently without disrupting the users’ view of the
data. The result of providing this level of transparency is that the user does not
have to know the physical location of the data. For example, a user does not have
to know that the marketing data is on Server1. Separating the user from the
physical location of the data is achieved by the namespace. Without a
namespace, you might have to accompany the migration with changing logon
scripts, sending e-mails to users, and so on. With a namespace in place, you can
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just update the namespace on completion of the migration and seamlessly point
the user to the new destination (see Figure 8-1.)

Global Namespace

Windows file server

Windows Users

UNIX Users

UNIX or Linux file server

LOGICAL VIEW OF DATA

Figure 8-1 Namespace

8.3 Migration phases

A migration policy consists of three phases:

» Baseline or initial phase
» Incremental phase
» Final or cutover phase

Each phase runs on its own schedule, which enables you to schedule a policy at
different times. It is possible to enable all three phases in a policy or skip any
phase of the policy based on what is best for the client environment. Each phase
includes a set of actions that can be performed in that phase. If an action is
selected, it is performed during that phase. If an action is not selected, the action
is not performed.
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The initial phase is used to make a copy of the source data on the destination
machine. This is achieved while the source is being used because the
incremental phase copies the changes. It is best to schedule the baseline to run
over a weekend. Based on the amount of data to be copied, the speed of the
machine, the memory on the machine, and the network speed, the migration can
take hours or days to complete. It is possible to start the baseline copy days or
weeks before the cutover.

Once the baseline is complete, the incremental phase can be used to
synchronize the source and destination. The incremental phase can be run
nightly or as per the schedule set by you. On average, only a small percentage
(usually 3% to 5%) of the source files change every day and are copied in the
incremental phase. Any new files created on the source are also copied. Any files
deleted on the source are removed from the destination.

You might want to run the final phase over the weekend where the last
incremental copy is run before the cutover. During the cutover, the namespace
can be updated (optional), and a final synchronization can be performed before
the users are brought online. The time required for the final sync is determined by
the amount of changed data to be copied and the time required to copy the data.
This can take minutes on small data sets or hours on very large data sets.

In some circumstances, you can skip one or more of the phases. For example, if
you are sure that no one is accessing the source data, you can configure a
migration policy to execute the initial phase, skip the incremental phase, and then
move directly to the final phase.

As another example, you might want to skip the initial phase if you use an
external source to perform the baseline copy. You might choose to use a tape or
DVD copy of the contents of the source to unload onto the destination. Once you
make a copy on the destination, the source and destination are nearly identical to
one another, and performing a baseline copy using VFM is pointless. In this case,
you can unselect the initial phase and proceed with the nightly incremental
copies. Sometimes you might or might not want to perform the incremental
phase. You might just want to do the final cutover and copy the last set of
changes after updating the namespace.

The policy settings offer a great deal of flexibility, providing a powerful way for you
to configure the policy to perform automated data movement.

IBM System Storage and Virtual File Manager



8.4 Policies and tasks

A migration policy specifies the overall criteria for moving data. A policy specifies
the schedule, the data movement options, and the behavior of the migration (see

Figure 8-2).

Migration Policy

General
Initial Phase

- Initial Phase Schedule
Incremental Phase

- Incremental Phase Schedule
Final Phase

- Final Phase Schedule
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Replication Filkers
Agent Options
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Security Feplication
i+ ttribuke Replication
.- peplication Seripting

Options Far the migration object

L

(7]
—General
ﬂ_ﬂ Mame: I |
Use: the Monitor on I j
Run task creation batch —— — -
Batch e | B |
CK I Cancel

Figure 8-2 Migration Policy window

A policy is made up of tasks. Each task in a policy specifies a source and
destination path. A task inherits the settings of the policy. The schedule for the
policy specifies when a phase runs and the actions to be performed. The actions
are performed on the tasks. Some tasks might be in one phase while other tasks
in the same policy are in a different phase. A task can advance either
automatically or manually from one phase to another. When a task completes the
final phase, it is marked as complete.
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8.5 Migration policy example 1
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To move data from a Microsoft Windows 2003 source to a N series machine, you
must create a migration policy. The migration policy specifies the phases, the
settings, and the options. You then add tasks to the policy. You either schedule
the job to run at a specific time or manually advance the policy. Figure 8-3 shows
the Dept share with two links: Marketing and Sales.
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Figure 8-3 Share with two links
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8.5.1 Creating a migration policy

First you must create the migration policy (see Figure 8-4). Use the VFM client to
create a migration policy. Specify the settings in the migration policy (see

Figure 8-5 on page 206). You manually advance the policy from one phase to the
next. You have a DFS link pointing to the source share. This DFS link is
automatically updated to point to the destination on completion of the migration.
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Figure 8-4 New migration policy
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Migration Policy
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" Tnitial Phase Schedule
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Figure 8-5 New migration policy: general

8.5.2 Initial phase

206

A migration policy can specify a set of operations to be carried out in the initial
phase (see Figure 8-6 on page 207). You can run a batch file in the initial phase.
For example, in the batch file, you might want to stop an application or send an
e-mail. The batch file script is passed parameters as described in the Help text.
The scripts are run by the VFM server under the context of the VFM service
account. The scripts can be located on the local drive or from any network
accessible share. A script runs once for each task in the policy. The policy can
pause after running the script or continue. If you pause after this step, you have
to manually advance the policy.
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Migration Policy [ 7]

rInitial Phase
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Actions to kake during the Initial Phase
of migration

ok I Cancel

Figure 8-6 Initial phase

VFM can also scan for potential problems. In this case, the server does a cursory
examination of the files. It looks for locked files, checks whether it has
permissions to the data, checks the destination of a volume type, and other
tasks. This step is not an exhaustive one. For example, the disk on the
destination might contain sufficient space at this time. However, when it is time to
copy the data, sufficient space might be lacking. You might choose to pause at
the end of this step. If you choose to pause, you have to manually advance to the
next step.

You can also choose to perform a baseline copy of the data. All files on the
source are copied to the destination. If any files are already on the destination,
the action on the destination is determined by the settings of the policy. For
example, if you check the Delete orphaned files on the destination check box, the
existing files on the destination are cleared. If you select the Delete the orphaned
files option, the Replication Agent makes the destination a mirror image of the
source. Once the baseline is complete, the migration policy remains in this phase
until it is time to move to the incremental phase.
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Sometimes you might have to transfer a large amount of data from a source to a
destination. This transfer can be across slow network links. It can be faster to
transfer the data from an external means other than by using VFM to do the
baseline copy. In this case, you can ship a tape or DVD of the source and unload
it at the destination. VFM can be used to perform only the incremental
replications. To skip the incremental phase, clear the check box to perform a
baseline migration.

In this example, we select to perform a baseline copy (see Figure 8-6 on
page 207).

The initial phase schedule specifies when the initial phase starts (see

Figure 8-7). The initial phase specifies only a start time. The job runs after the
start time passes or the job is manually advanced. If the scheduled time of the
initial phase has passed, the job does not start and has to be manually run. The
job stays in the initial phase until it is time to move to the incremental phase.

Migration Policy [ 7]

—Initial Phase Schedule — —
General

Initial Phase Stark the Initial Phase:
B [nitial Fhase Schedule
Incremental Phase on ] 3112008 j at llD:DD:DD PM :‘
‘- Incremental Phase Schedule
Final Phase
--Final Phase Schedule
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Replication Options
‘- Replication Filkers
: Agent Opkions
Differential Replication
Security Replication
Attribute Replication |
‘- Replication Scripting

Specifies the schedule For the Initial
Phase

| QK I Cancel

Figure 8-7 Initial Phase Schedule panel
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8.5.3 Incremental phase

This phase is used to provide a mechanism to perform repeated copies of the
data. As the data changes on the source, the data is copied to the destination at
the next invocation of the policy’s scheduled run. The incremental phase handles
the creation of new files, changed files on the source, and deleted files on the
source. The initial phase specifies when the incremental phase finishes and how
the job advances to the final phase.

If the check box for Copy the Data is cleared, the incremental phase is disabled.

In this example, we select to perform an incremental copy. You can also select
the radio button to never advance the tasks automatically (see Figure 8-8).

Migration Policy
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Actions to take during the Incremental I
Phase of migration

Ok I Cancel

Figure 8-8 Incremental Phase panel
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An incremental phase schedule in a migration policy is used to determine the
frequency of migration (see Figure 8-9). In some instances, it might be
satisfactory to copy data once a night. In other instances, you might want to
resynchronize the data every four hours or every eight hours. The frequency of
replication for any policy must always be based on the business need and
business value of the data.

Migration Policy EHE
—Incremental Phase Schedule
General
Tnitial Phase W Use migration scheduls
“-- Initial Phase Schedule
Incremental Phass | 1: At 10:49:24 AM every day, starting 3/11/2008 =
B [ncremental Ph chedule Hew I Delata |
Final Phase

- Final Phass Schedul§ Schedule bvpe: Skart time:
Update Mamespace Options

Replication Options [ paily =] IID:49:24 AM = Advanced...

i Replication Filkers

Schedule type: Daily _ — —
- Agent Options
- Differential Replication Every I 1 _|:| day(s)
- Security Replication

Attribute Replication
i Reeplicakion Scripking

Specifies the schedule Far the
Incremental Phase

oK I Cancel

Figure 8-9 Incremental Phase Schedule panel

A migration schedule can be set so that data movement occurs only during the
night. For example, you might want to move the data only between 8 p.m. and
6 a.m. You might not want to move the data when users are accessing the data
during the day.

Do not schedule the incremental migration to occur more frequently than the time
required to complete a run of the incremental phase. For example, if an
incremental run takes one hour to complete, do not schedule the frequency to
run every 30 minutes. If a policy is running and the next scheduled run of the
policy elapses, the policy waits until the current run of the policy finishes. If a
policy is running, the next run of the policy does not start until the current run
finishes.

IBM System Storage and Virtual File Manager



The VFM console does not have to be open when the policy runs. The VFM
server initiates the policy. The policy is run based on the time settings and
schedule of the VFM server, which might or might not be in the same time zone
of the source or destination machines. Take care when setting the run times of a
policy and take into account the source and destination time zones and where
the VFM server is located.

Once the incremental phase finishes, the policy does not advance to the final
phase until it is time to initiate the final phase.

8.5.4 Final phase

The final phase specifies the actions to be performed when you are aimost ready
to cut over (see Figure 8-10). This phase assumes that the source and
destination are almost synchronized and that little data has to be copied in this
phase. When the start time of the final phase passes, the actions selected in the
final phase are performed. The selected actions are performed in order. You can
choose to pause at the end of each step or continue until the end.
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Figure 8-10 Final Phase panel
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Note: Make sure that you run the final phase when no users have open files
on the source. If open files are on the source, the files might not be copied
correctly, or the user might be forcibly disconnected from the file.

Updating the namespace (that is, checking the Update the namespace option
check box) is the most important step of the final phase. Any DFS links targeting
the source share or folder are retargeted to point to the destination share or
folder. This makes the migration transparent to the user. The user does not have
to update drive mappings if they are being accessed through a DFS link. VFM
automatically updates the link target, and the update causes the user to be
redirected to the destination. Multiple links might be in the namespace that target
the share being migrated. All links in the namespace that target the share are
updated. Further, these links might be in one namespace or several
namespaces. You can choose to pause after this step.

The “Prevent user connections during the final copy check box enables VFM to
copy any open files. If a user has an open file, VFM changes the share name.
This action is disruptive to the user and forcibly disconnects the user from the
source share. Changing the share name enables VFM to copy the files without
having any open files to worry about. VFM hides the source share by adding a
few random characters to the share name and appending a dollar sign ($) to hide
it. VFM then uses the newly created share as the source and moves the
remaining data.

Note: Do not select the Prevent user connections during final copy check box
if you are migrating a source that is a subfolder of a share. In that case, you
might have other subfolders that are being accessed by the user through the
share.

Checking the Do a final replication check box enables you to copy the last
remaining files and synchronize the source and destination. The time required to
perform the final replication is based on the amount of data to synchronize, the
number of files already in sync, the number of files to copy, the network speeds
available, and other considerations.

Checking the Delete the source data check box enables you to free up the space
on the source server. Be careful about selecting this option because it is a
destructive operation. Instead you might want to manually delete the data a few
weeks after the cutover when you know the cutover was successful.

Checking the Stop sharing the source or export check box deletes the source
share and no longer advertises it in the network. Users can no longer access the
source share. This option is useful in a situation where users are bypassing the
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namespace to access the data using the physical paths. If you discontinue use of
the physical share path, you are able to detect users that bypass the namespace.
You can then encourage the users and applications to access the shares through

the namespace.

Checking the Run batch file check box at the end of migration enables you to

send e-mail to a set of users at the end of the migration. You can also use this
option to restart an application from the new location (see Figure 8-11).

In our example, we select the following options:

» Update the namespace and retarget the links
» Prevent user connections during the final copy

» Do afinal replication

Migration Policy

General
Initial Phase
. Initial Phase Schedule
Incremental Phase
... Incremental Phase Schedule
Final Phase
- Final Phase Schedule
Update Mamespace Options
Replication Cptions
Replication Filters
- Agent Cptions
- Differential Replication
- Security Replication
i Attribute Replication
Replication Scripting

Actions to take during the Final Phase
of migration

| 7] ]

—Final Phase
IV 1. Update the namespace |by retargsting ks =l

Pause after this step IOnIy on error ']

¥ 2. Prevent user conmections duting the final copy (CIFS-only)

Pause after this step |Only on errar -

¥ 5. Do a final replication;
Pause after this step |On|‘y' on errar ﬂ

[~ 4. Delete the source data

I |
‘ [ 5. Stop sharing the source of export

F e after this step IOnIy on error 'I
’ I 6. Run bateh file I

Fause after this step IOnIy on error 'I

Pause after

Browse. .. I

=1

Cancel

Figure 8-11 Example 1: final phase parameters
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The final phase schedule in a migration policy determines when to initiate the
cutover (see Figure 8-12). It is best to schedule the final phase when no users
are accessing the data. It is advisable to tell users to disconnect from the source
share when the final cutover is scheduled. The VFM console does not have to be
open when the final phase of the policy runs. The VFM server initiates the policy.
The policy is run based on the time settings and schedule of the VFM server,
which might or might not be in the same time zone of the source or destination
machines. Take care when setting the run times of a policy and take into account
the source and destination time zones where the VFM server is located.

Migration Policy E I
—Final Phase Schedule
General
Iniitial Phase W Use migration schedule
i Initial Phase Schedule 1
Incremental Phass | 1: At 10:49:24 AM every 5 minutes, starting 3{11/2008 =1
‘- Incremental Phase Scheduls Mew 1 Delets I
Final Phase
- scheduls type: Start kime:
Update Mamespace Options - =
R,aplication Options I Every several minutes LJ |ID:49:24 AM = Advanced. .. |
i Replication Filters Schedule type: Every several minutes
- Agent Options [
- Differential Replication Every 5 _%I minute(s)
- Security Replication
i Attribute Replication
i Replication Scripting
L

Specifies the schedule For the Final
Phase

OK I Cancel

Figure 8-12 Final Phase Schedule panel

Once the final phase time elapses, the tasks move through each selected action
of the final phase.

8.6 Namespace options

When VFM performs a data movement operation, the goal is to perform these
operations so they are transparent to the user. The maximum amount of transparency is
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achieved when Microsoft Windows users access the data through the namespace. The
Update Namespace Options specify the Windows namespaces (DFS root) to search to
update DFS links. Each DFS root listed in the policy is used to determine if any DFS

links reference the source share. These DFS links are automatically updated if the

Update the namespace check box is selected on the Final Phase panel (see
Figure 8-10 on page 211). If VFM does not know about a DFS root or namespace, the
DFS links in those namespaces are not updated. Be careful that all the DFS roots

listed are the ones you want to update and that you have the rights to update them (see

Figure 8-13).

Migration Policy 7] x]
— Update Mamespace Options
General
Initial Phase
‘- Initial Phase Schedule
Incremental Phase
el tal Phase Schedul
Finall?)cli:z:n alFnase sehedule —Wwhen rmigrating CIFS data, update links in these namespaces: —
‘- Final Phase Schedule Mamespace I:] add '
Updéte !\Jamespace Optians Witso, bucsomymigexampleshare 1
Replication Options Yitsa. bucsontsms 1 Edit |
- Replication Filkers itso. tucsonismsz2
- gent Options Yitso.kucsonitestenanne Remave |
- Differential Replication itso . bucsoritestr
- Serurity Replication W UCSEMINAMESDace
- attribute Replication -
‘- Replication Scripting
When migrating MFS data, update references in these autmount: files:
Aukomount Files I Add |
Edit |
Options for Updating Mamespace ‘ Remoye |
K I Cancel

Figure 8-13 Update Namespace Options panel

If you are migrating NFS data, make sure to specify the automount files referencing
the source paths. VFM updates these files to replace references to the old export
with the new export. For example, suppose you want to migrate data from

SourceServer to NewServer:

» Source: SourceServer.domain.com:/export/home
» Destination: newServer.domain.com:/export/legacy/home

The automount file auto.auto contains a line that references the source:

/home SourceServer:/export/home/myHome
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8.7 Replication options

When the migration task runs, the line in the automount file is updated to refer

the destination:

/home NewServer.domain.com:/export/legacy/home/myHome

Make sure the automount file auto.auto is present under the Namespace list on
the Update Namespace Options panel shown in Figure 8-13 on page 215.

Replication options enable you to control data movement (see Figure 8-14).
These options are similar to those provided by a replication policy (described in
detail in Chapter 10, “Replication” on page 315).

Migration Policy

General
Initial Phase

.. Initial Phase Schedule
Incremental Phase

.- Incremental Phase Schedule
Final Phass
- Final Phase Schedule
Update Namespace Options
| cat ons

- Replication Filters

-+ Agent Options

- Differential Replication
- Security Replication

- aakbribute Replication
Replication Scripting

|Opti0ns contralling data transfer
behawvior,

—Replication Options

3

Cptimize For Speecu

Opkimize For Security

¥ Include subfolders

¥ Enable Copy-in-place
™ Use MTFS Change Journal (CIFS only)

[ Use snapshat data

[ Override comparison timestamp resolution

W Delete orphaned files in destination Folders
[ allow loss of additional file streamns (CIFS only)

‘ Copy files: IIF destination filz is older or missing ﬂ

Retry Failed file opens I 0 kimes at I 0 szecond intervals.

| abort if no file is successfully opened in I 10 minutes.

Event Detalls  |only list files that encounter errors ﬂ

oK I Cancel |

Figure 8-14 Replication Options panel

8.7.1 Include subfolders

216

A migration policy can be set to copy all files and folders or files at the top level.
For example, you might want to get an idea about how long a migration might
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take by copying only the top-level files and folders. Or you might want to copy the
top-level folders and then set security on the folders. Once you set the security,
you might want to follow it with another migration that just copies the data and
inherits the permissions set on the source. This is especially useful when you are
doing a NetWare to N series migration.

8.7.2 Delete orphaned files in destination folders

The Delete orphaned files in destination folders option makes the source an
identical copy of the destination. It deletes extra files on the destination. Do not
select this option if you have multiple sources going to the same destination.

8.7.3 Enable Copy-in-place

Many optimizations in a data movement policy are a compromise between speed
and safety. The Enable Copy-in-place option on the Replication Options panel
(see Figure 8-14 on page 216) can help finish a migration policy faster with a
slight security risk. Copy-in-place comes into effect during an incremental copy or
a final phase copy. Assume the following scenario for a migration policy that
moves files from one machine to another:

» A file called xyz.doc is on the source.

» The xyz.doc file is copied to the destination.

» The file is modified on the source.

» Because the file on the source is newer than the one on the destination,
xyz.doc on the source must replace the file on the destination.

If the Enable Copy-in-place check box is not checked, the following actions occur:

» The file xyz.doc is copied to the destination as a temporary file.

» When the copy is complete, the file xyz.doc is deleted on the destination and
the newly copied temporary file is renamed as xyz.doc (this is called a safe
rename technique).

If Enable Copy-in-place is checked, the following actions occur:

» The file xyz.doc is truncated to 0 bytes on the destination.

» The file from the source is copied to the truncated file.

Checking Enable copy-in-place is faster because no rename operations are
required. Copy-in-place is preferred when the source and destination are on the
same LAN or connected by a high-speed network link. If the source and

destination are connected by a low-speed link or the link is not reliable, you must
clear the Enable Copy-in-place check box and allow the safe rename technique
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to work. This way, if the network link breaks when the copy is in progress, you are
not left with a zero-length file on the destination.

8.7.4 Use NTFS change journal

Suppose you have a large source volume, and this source volume must be kept
in sync with a destination volume during the incremental phase of a migration. If
the source volume has millions of files, the time required to scan the source
volume to determine the changed files can be significant. VFM can optimize the
search of changed source files on Microsoft Windows machines by integrating
with the NTFS change journal. The NTFS change journal (only available on
Microsoft Windows) is a “file” that maintains a list of accessed, changed, created,
and deleted files. If the Replication Agent scans the source NTFS change
journal, it can detect the changed, deleted, and newly created files in a fraction of
the time compared to doing a full file scan of TBs of source data. This way, an
incremental migration resync proceeds much faster.

Note: The change journal file can wrap, resulting in lost changes. The
maximum change journal size on the volume is based on space you allocate.
If the change journal wraps, VFM resorts to a full scan of the source to
determine the changed files.

8.7.5 Use snapshot data

During any data movement policy run, one or more files can be open on the
source. This is usually the case for PST files and Access databases where the
user might have an exclusive lock on the files. If VFM can get a read lock on the
files, it copies the files. Depending on how the policy is set up, VFM might either
skip the opened files or copy the files as best as it can from the snapshot.

VFM can integrate with Volume Shadow Service (VSS) on Microsoft Windows
2003 or VFM snapshots. VFM can take a temporary snapshot of the source
volume and copy all the files from the source snapshot. Once the files are copied,
the source snapshot is automatically deleted. If the source is not Windows 2003
or N series, VFM can be configured to retry the failed copies. Files not copied are
logged as errors and reported in the manifest based on the settings of the policy.

8.7.6 Allow loss of additional file streams
The Allow loss of additional file streams option (see Figure 8-14 on page 216)

enables fine-grained control of the migration between heterogeneous machines.
Some vendor machines support files streams while others do not. Some
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Microsoft Windows applications store data in alternate data streams. In most
cases, you might or might not know whether alternate data streams are used in
the data files. You sometimes might or might not know whether the vendor
supports file streams. If VFM cannot copy a file because the destination does not
support streams, the only way to copy the file that has streams is to select the
Allow loss of additional file streams check box. Otherwise, VFM cannot move the
file with streams and reports it as an error.

8.7.7 Event details

The settings for the Event Details drop-down list box (shown in Figure 8-14 on
page 216) has a significant effect on migration performance. The Event Details
options enable a migration policy to provide a log of each file moved. The optimal
setting is to list only files that encounter errors. If you choose to log each file
moved, the amount of space required for the manifest is exceptionally large. Also,
this manifest is stored with the Replication Agent. To view the manifest, it must be
transferred to the server and then the client, which can take an inordinately long
time. For test and demonstration migrations, it is acceptable to list all files so you
can get comfortable using the product. For all production migration, we strongly
recommend you list only files that have errors.

For the purposes our example (see Figure 8-14 on page 216), select the
following options:

» Include subfolders

» Delete orphaned files in destination folder
» Enable copy in place

» Event details of only listing files with errors.
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8.7.8 Replication filters

This option provides a more flexible way of controlling the files to be copied or
excluded in a migration (see Figure 8-15) You might sometimes choose not to copy
temporary files. Or you might want to move files, but the new policy prohibits MP3
files from being placed on the destination N series. Or perhaps you have a large
share and want to exclude two top-level folders from being copied. Instead of
specifying each folder to copy, you can choose to specify the folders to exclude.

Migration Policy K E

—Replication Filkers

General

Initial Phase
“Iritial Phase Schedule

Incremental Phase
‘- Incremental Phase Schedule

Final Phase Exclude — -
.- Final Phase Schedule Directoties I EM
Update Mamespace Options Files | Expand... |
Replication Options — S
[ rcnlication Filters Include ~
Agent Options ’7 Directaries I Expand...
Differential Replication Filas l Expand...
i Security Replication ——

Attribute Replication
- Replication Scripting

Selects the Files andfor directories to be
excluded or included,

CK I Cancel

Figure 8-15 Replication Filters panel

8.7.9 Agent options

220

By default, VFM uses the Replication Agent on the destination to pull the source
of a migration policy from data (see Figure 8-16 on page 221). This method is
preferred because the agent on the destination knows how much data it can
handle based on the load on the destination machine. If the Replication Agent
cannot run on the destination (for example, the destination is an N series
machine), you can run the Replication Agent on the source and push data to the
destination.
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Other configurations are also possible when the agent is on a proxy machine and
performing a three-way copy. Generally, three-way copies are slower than a
direct copy when the Replication Agent is on the source or when the Replication
Agent is on the destination. You need not manually install the Replication Agent.
Based on the migration policy settings, the Replication Agent is automatically
deployed to the specified machine. A Replication Agent can handle a number of
data movement tasks at the same time although it is advisable to schedule the
movements between a set of agents. An agent is multithreaded and can take
advantage of multiprocessor systems.

Migration Policy [ 2] I
—Agent Options
General
Initial Phase
“--Initial Phase Schedule
Incremental Phase
‘- Incremental Phase Scheduls
Final Phase Run the tasks using agents:
‘- Final Phase Scheduln.e ‘% & e serEs ik
Epdrtet!\lamc?sl:_ace Cptions " on the destination side
eplication Options
E--?Replicatiollj'n Filers " on this machine or corresponding prowy
gent Options J —IBrowse. i
ifFerential Replication ™ in this agent group
Security Replication | ;I
& Attribute Replication
*-- Replication Scripting % yFM selects
Options controlling which replication
agents will run the tasks.,
,TI Cancel

Figure 8-16 Agent Options panel

The Replication Agent runs under the credentials of the service account that
VFM runs under, which is specified when the product is installed. The service
account must have administrator rights on the source and destination machines.
If the Replication Agent does not have security permissions on a folder or file, it is
not able to copy the data. At times, it might be necessary to run the agent under
a different account for a specific data movement policy. In that case, use the
Agent Management tool to set the credentials.

A Replication Agent uninstalls itself after 30 days of inactivity. You can use the
Agent Management tool to uninstall an agent.
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The Replication Agent communicates with the VFM server and periodically
passes status messages to it. This heartbeat happens every few minutes. Make
sure that the network ports (6001, 6002, and 6005) are open for communication
across all firewalls in the path between the VFM server and the Replication
Agent; otherwise, the Replication Agent cannot communicate with the server.
(Refer to Chapter 3, “Preparation” on page 83 for details.) If, for any reason, the
Replication Agent cannot talk to the VFM server, the Replication Agent aborts
the job, and the migration fails.

Agent grouping provides a way to share the load between multiple Replication
Agents that are involved in a data movement policy. Assume that you are moving
many TBs of data from one N series storage system to another. Instead of using
one Replication Agent to perform all the migrations, it might be advisable to use a
group of Replication Agents to move the data. You set up an agent group in the
Agent Management interface. You specify which machines are members of the
agent group.

When you configure a migration policy, you select the agent group to perform the
migration. When the migration policy runs, VFM sends the task to the next
available agent in the agent group. A round robin technique is used to determine
which Replication Agent in the agent group performs the actions of task. Using
agent groups prevents a Replication Agent from being overloaded while sharing
the load across multiple agents to perform data migrations. If no agent of the
group is available, the migration does not run.

For the purposes of our example, select the VFM selects radio button (see
Figure 8-16 on page 221). Doing so enables VFM to select the Replication Agent
to be used based on internal algorithms.

8.7.10 Differential replication or byte level replication (BLR)

222

VFM provides a feature using byte level replication to control data movement
across slow links (see Figure 8-17 on page 223). BLR minimizes the data sent
across the wire especially with slow network links. BLR does so by only sending
the changed bytes. You might have a 10 MB Microsoft Word document file that is
copied from the source to the destination share.

Suppose a user at the source changes one or two pages in the document.
Instead of sending the10 MB changed file again from the source to the
destination, VFM can be used to intelligently send the deltas across the wire.
While the time required in computing the changed bytes in extremely large files
can be significant, the network usage is minimized. You are sacrificing the extra
CPU cycles to figure out the changed bytes so that the limited resource of
network bandwidth is optimized. BLR requires two Replication Agents to work
together to achieve a successful replication.
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Migration Policy K E

r— Differential Replication
General
Initial Phase
- Initial Phase Schedule
Incremental Phase
- Incremental Phase Schedule 1 Enabls File differential replication
Final Phase . _ _ v . . o
‘. Final Phasa Schedule Choose files far differential replication using the Follawing criteria
Update Namespace Options Tfimimum file size B4 = KE
Replication Optians
. Replication Filters Iaimurn file size 128 == ME
- gent Opti
i Al Exclude Files I Expand... |
erential Replication
- Security Replication Include Files | Expand... |
Attribute Replication
- Replication Scripkin =
R P Tramsferred data for a file should not ex 1 I 60 3. e £ G2,
Differencing black si 1024 brytes
™| Fail replication if rential replicat ok &val
¥ Use cach ashiin ki i =[x (=3
Options controling when differential
replication is used.
ITI Cancel

Figure 8-17 Differential Replication panel

BLR must only be used across slow links. In LAN speed networks, the overhead
of BLR computation is more than the benefit it provides. BLR works when the
destination Replication Agent computes rolling hash sets across all the blocks of
the file at the destination. The destination Replication Agent sends the rolling
hash set as a file signature to the source Replication Agent. This results in a
small amount of data transferred from destination to source. The source
Replication Agent computes the rolling hash set of the changed file at the source.
When different hash blocks are encountered, the source Replication Agent
computes an instruction set to send from the source to the destination. The
instruction set is used to insert or remove data blocks from the file at the
destination to make it look like the source. BLR over slow WAN links results in
80% savings in network traffic of slightly changed data files.

For the purposes of our example, we did not enable differential replication (see
Figure 8-17).

Chapter 8. Migration 223



8.7.11 Security replication

224

Every data migration requires that the files be copied accurately and completely.
VFM provides several mechanisms to control the copying of files. Where
possible, VFM signal errors when files were not copied completely or correctly
(see Figure 8-18).

Migration Policy K E

—Security Replication
General

Initial Phase
i Initial Phase Schedule

Incremental Phase

‘- Incremental Phase Schedule
Final Phase Copy security descriptor:  |Each time the filz or folder is copied LI
- Final Phase Schedule v Process local trustess in security descripbor———————————— —|

Update Mamespace Options

Replication Cptions
Replication Filkers

- Agent Options

- al Replication

" Remove the SID Fram the security descriptor
% Translate the SIO to the same trustee name and type on the target
[V Create local aroups on the target if not found
If unable to translate the SID:
O Leave it asis
& " Remove the SID From the security descriptar
. Replication Scripting " Translate to Local Administrators group

[ Allow lass of security informatian

Options contralling how security
attributes are handled during the
tramsfer.

Ok I Cancel

Figure 8-18 Security Replication panel

Many Active Directory deployments can use local groups to secure the access to
file resources on the old server. In Microsoft Windows NT® 4 domains, Microsoft
recommends the use of local groups. A local group is valid only on the source
system on which it is defined. If the security on a file is controlled by the
permissions of a local group and that file is copied to a destination machine, the
security is lost. This means that the users who had access to the files on the old
server might not have access to the migrated copy.

VFM provides a way to handle this situation as described on the Security
Replication tab. VFM can create a local group on the destination with the same
name as the local group on the source. All domain users and domain groups that
are members of the old local group on the source server are added to the newly
created local group of the destination server. This way, users that had access to
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the data to the old local group on the source server have access to the data on
the new server through the newly created local group.

At times, you simply care about replicating the data from one location to another
without regard to the security of the data on the new system. For example, if you
replicate data from a Microsoft Windows server to a UNIX-style gtree on the new
N series machine, it is advisable to check the Allow loss of security information
check box (see Figure 8-18 on page 224).

For the purposes of our example, select the default check boxes and radio
buttons shown in Figure 8-18 on page 224.

8.7.12 Attribute replication

You can control the attributes in a migration policy to compare two files to
determine whether they are identical or different. By default, VFM compares the
names, size, dates, and attributes. You can override this option by checking or
clearing the check box for attribute replication. You can also specify how the
attribute is set on the destination file after it has been copied (see Figure 8-19 on
page 226). For example, you might want to clear the archive attribute of a copied
file so that the file is backed up on the replication target.
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Migration Policy EHE3

—aktribute Replication
General

Initial Phase
i Initial Phase Schedule

Incremental Phase
‘- Incremental Phase Scheduls
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Final Phase p.tDtr;EEE: r.ﬂ.ttrlbute setting on destination
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Update Mamespace Options - Archive Attribute o (o [ -
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Figure 8-19 Attribute Replication panel

When moving files, you might want to preserve the last access time of the file on
the source. Even though VFM copies the source file, it resets the last accessed
time on the source file. This is useful when Hierarchical Storage Management
(HSM) or other reporting software is based on the last access time. Overhead on
the Replication Agent is involved in preserving the last access time on the
source. So if this feature is not required, uncheck the Preserve last access time
on source check box.

Once you have created a migration policy, you are ready to add tasks to the
policy. (Right-click the newly created policy.)
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8.7.13 Adding a task to migration policy

In this section, we describe adding a task to the migration policy. Creating a
migration policy involves specifying the migration tasks that pertain to the policy.
You specify the source server and share of the migration task (see Figure 8-20).

Migration Parameters

path ta which they will be transfered.

Specify the original path from which rezources will be migrated and the destination

Newroration sk EH|

Criginal Path

I iiiksotucZimarketing

Destination Path

Browse, .

I Viromantmarketing|

[ §

Erowse, ..

= Back I Mexk = I Cancel

Figure 8-20 Specifying source and destination

You specify the destination server and share of the N series machine that is the
destination of the migration task. You might use an existing share as the
destination. If the destination share does not exist, VFM creates it for you in the
specified volume (see Figure 8-21 on page 228, Figure 8-22 on page 229,
Figure 8-23 on page 230, and Figure 8-24 on page 231). Be sure to specify the

correct share-level permissions.
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NewMigrationtesk ————_®ER|

Select the rezources to migrate
The rezources that match the pathz in the Original Path will be migrated to their
correzponding paths shown in the Destination Path column. Clear the check bos of
iterns you do notk want to migrate.

Qriginal Path | Destination Path

Vromanimarketing

v warn if destination already contains files o Folders

Check.ﬁ.ll_‘ Uncheck.ﬁ.lll Rebase... |

= Back I Mexk = I Cancel

Figure 8-21 Selecting resource to migrate
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NewmigratonTask G|

Create destination shares

Uze the rebaze button or type directly in the ligt to change the local path for the
new degtination share, Usze the create destination share button to create the

destination share.

Destination Share

| Suggested Local Path

\iromanhmarketing

ol0fMarketing

Destination Shares Status: 0 of 1 Destination Ikems Verified

Selected Destination Share: The network resource was nok Found.

Rebase. .. ‘

Creake Destination Share. .. I

< Back I [exk = | Cancel

Figure 8-22 Destination share
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MNew Migration Task EE3 I

Create destination shares
Uze the rebaze button ar type directly in the lizt to change the local path far the
new destination share. Uze the create destination share button to create the
destination share.

Destination Share | Sugoested Local Path |

\iromanimarketin LS 2 Marketing] |

Destination Shares Status: 0 of 1 Destination Items Yerified
Selected Destination Share: The network resource was not Found.

Rebase... 1 Create Destination Share. .. |

< Back I Mexk = I Cancel I

Figure 8-23 Specifying desired name for destination share
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NewmigrationTask K|

Select the resources to migrate
The resources that match the pathz in the Original Fath will be migrated to their
comezponding paths shown in the Destination Path column. Clear the check box of
iterns you do naot want to migrate.

Crriginal Path | Destination Path

£ marketing ‘\wromanhmarketing

v warn if destination already contains Files or Folders

Check F\IIJ Uncheck all 1 Rebase...J

< Back l Mext = I Cancel

Figure 8-24 Destination share created
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Set how you want the policy to transit from the incremental phase to the final
phase (see Figure 8-25).

Mew Migration Task E I

Advance to Final Phase
Specify when thiz migration tazk should advance to the Final Phasze.

The task will repeat the Incremental Phase each time the policy runs unkil it is time ko
adwvance to the Final Phase,

Advance to the Final Phase:

fecording ko Ehe

<= Back I Mexk = I Cancel

Figure 8-25 Transition to final phase
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New task creation is complete at this stage (see Figure 8-26).

VFM

wirtusl Flla Maragar

Completing the New Migration Task Wizard

To close this wizard and create the new migration task,
click Finish,

NewmigrationTask |

« Back, Cancel

Figure 8-26 Adding new migration task: complete

8.8 Migration policy example 2

In this section, we discuss running the migration policy. Once you have created
the migration policy and added migration tasks to the policy (see Figure 8-27 on
page 234), you are ready to run the policy.
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{&] Scheduled Tasks
~{_] Replication Folicies
] Storage Load Balancing Paolic
] Disaster Recovery Policies
{1 Mamespace Policies
{21 Snapshat Policies
§ Logical Yiew
gl Witso.tucsoninamespace
=] Dept

Marketing
-2 Sales

4 Physical Yiew
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Status Scheduled
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Links

dj.Starll J Ba@ J [ vem - [1TS0TUCI81] =) Computer Managsment J J Viroman

Figure 8-27 New task created
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The policy either can be invoked manually or can run automatically based on the
schedule. For the purposes of this example, we run the policy manually through
each phase of the migration policy (see Figure 8-28).

WEM WFM - [ITSOTUC1E1]

Eile wiew Reports Iools Help

SHEE x| ®
| =4 Admin view —A Migration Task: Yjitsotucsymarketing in Migration Policy MigExamplel
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=1 Migration Policies
=135 MigExample1

Properties | status | History | Events |

0 All Tasks Migration Task Properties ZFEdit
=, iksotucs
_ B [hitsotucsimarketinal - iksabicS marketing
=-{&] Scheduled Tas Advance to Final Phase. ..
(1 Replication Policies Return bo Initisl Phase Wromanimsarketing,
{1 =Storage Load Balancir Scheduled
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Mewver; Remain in Incremental Phase
(Policy defaulty

Suspend Eask now

e f i Unkr
=¥ Logical view = | trknown
-l Sl Witse tucsoninamespace MNone
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Marketing Mone
_ Sales Stabus Lask Mone
|::|-- Physical View Replication
EE
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<] 1 3|

e Startl |2 & & Jlm ¥FM - [ITSOTUC181] =) Computer Managemert | d troman |
Figure 8-28 Starting the task manually
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The initial phase is executed after starting it manually or at the scheduled time as
set in the policy. The incremental phase is executed multiple times at the
intervals specified in the policy. In this example, we are running it manually (see
Figure 8-29).

VFMYFM - [ITSOTUC181]

Fil=  View Reports Tools Help

B e x|
(=48 admin Yiew A Yy P ——
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=] Dept (e =D oo Eetry the last action nowvs
- Marketing ESELs Last Action §
v the last action the next time the policy runs
. Sales Status Last

LLEELE S RS SN Continue with the next action the next time the policy runs
Reports

Mext phase Incremental

Mext run 3/15§2008 1:19:02 PM

Links

_Link | current Targst | Mew Tarast

| | |

Set the migration task to continue with the nesxt action now

d':'start1 | B & & JI T vF™ - [ITSOTUC1S1] m computer Management | % wroman |
Figure 8-29 Running migration policy: incremental phase
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Check the history of the just concluded phase (see Figure 8-30).

¥PMVFM - [ITS0TUC181] [C[5x
Fle View Reports Tools Help
S o x| ®
E 4 Admin View 5 Migration Task: Yibsobuc3imarksting in Migration Policy MigExamplel 7
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Show Deta
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-2 Physl:al\'lew
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3/17/2008 1:26:07 PM

o Initial Phase: Copy data
Completed successfully, Time elspsed: 0:00:02
570 files (504.2 ME} in sync, O files (0 bytes) capied, 0 files failed.
Show Details

This task is scheduled for processing the next time the policy runs.

4]

'/start J@ ee J [ vrm - [ITsoTUCIS1] () Computer Management J J Sroman

I
rrrirj
| 7 Ylitsotuc3iMarketing|Bra. . | J L)

Figure 8-30 History

The window shown in Figure 8-30 shows details about actions taken in each
phase. These details include the action taken, number of files copied, and time

elapsed during the action.
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After the successful completion of the initial and incremental phases, the final
phase is executed as scheduled in the policy. In this example, we are executing it

manually (see Figure 8-31).

¥PMYFM - [ITSOTUC181] MEIES
Fle View Reports Tools Help
88 x| ®
E {5 Admin View =0 Migration Task: {itsotuc3marketing in Migration Policy MigEzamplz1 ?
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[ Storage Load Balan a From Pl
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2 physica v 570 files (504.2 MB) in ync, O files {0 bytes) copied, O Files Failed.
E1-Gyf Physical Yiew Show Details
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This task is scheduled for processing the next ime the policy runs.

4 i nl
i start J@ £ & ||[vm-nrsotucisl] ) Computer Management | 4 ilroman

= Yiitsobuc 3 Marketing|Bro.

Figure 8-31 Moving to final phase

Instruct VFM to start the final phase (see Figure 8-32).

Advance to Final Phase =

The task will repeat the Incremental Phase each time the
policy runs unkil it is Eme bo adwance ko the Final Phase,

Sdvance to the Final Phase:

ok I Cancel |

Figure 8-32 Advance to Final Phase dialog
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Check the history to determine whether the namespace update has completed
successfully (see Figure 8-33).

VFM - [ITSOTUC181] 1 3
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o Incremental Phase, Run 1: Copy data
Completed successfully, Time elapsed: 0:00:01
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570 files (504.2 MB) in sync, 0 files (0 bytes) copied, 0 Files Falled.
Show Details
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Start J [EN-X-)] J [ vrm - [1TsoTUC181] (=), Computer Management:
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Figure 8-33 Final phase history
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Upon completion of all phases, you notice that:

» The namespace is updated to point the DFS link to the destination share of
the migration policy (see Figure 8-34 and Figure 8-35 on page 241).

Ve WFM - [ITS0TUC181]

= B
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AiE e x| ?
= Adonin View A1 DFS link: Yytsa, tucsaninamespace|DeptiMarketing ?
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-] Storage Load Balancing Polic Commert
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| [ H

o/ start J@ ad J [ vem - [1TsoTUC181] =) Computer Management I J Yroman |

Figure 8-34 Dependency of DFS root changed
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Figure 8-35 DFS link updated

The manifest (shown in the History tab of the task) indicates how the task

performed, the number of files in sync, the number of files copied, and so on.
Any errors in the policy are also reported in the History tab.

If set in the policy, the source share is disabled.
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8.9 Migration policy example 3

242

» The user can still access the files as before using the same namespace path
even though the data has been relocated from one server to another (see

Figure 8-36).
0 on'.namespace’,dept’Marketing _ (O X
Fle Edit Wew Favorites Tools  Help ‘ ;,'
Qbak -y - T | ) szarch Folders ‘ [
Address Iﬂ Viitso tucsoninamespacedept|iMarketing j &
Mame = Size | Type | Date Modified | Attrlhutesl
File and Folder Tasks & [Brachures | File Folder 3112]2005 11:14 AM
|C)Presentations File Falder 3(12/2008 11:14 AM

j Make a new folder
@ Fublish this Falder to the
Web

»»

Other Places

) dept

E‘ My Documents

J My Computer

\3 My Metwork Places

€«

Details

Figure 8-36 User data access

In this example, we migrate all the shares from one server to another N series. A
separate task is created for each share to be moved. At this point, you update the
namespace, and all the shares are targeted to the new location. You can then

decommission the old server.

Consider the namespace used in our first example with Marketing and Sales
links under the Dept Folder of the namespace (see 8.5, “Migration policy

example 17 on page 204).
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We added one migration task in our first example to move the Marketing link to N
series. At this point, we add one more migration task to move the Sales link
similarly. Follow these steps:

1. Specify source and destination server names (see Figure 8-37).

New Migration Tesk |

Migration Parameters
Specify the original path from which rezournces will be migrated and the destination
path to which they will be transferred.

Crriginal Path

I Witsobuc3 Browse, ..

Destination Path

AN

I Yirarman| Browse, .

Back I Mext = I Cancel

Figure 8-37 Adding a migration task: specifying source and destination
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Specifying server names without specifying share names results in listing all
the possible shares with specified servers (see Figure 8-38).

New Migration Task E I

Select classes of shares to migrate
Select whether to migrate all shares from the source or only those shares that are
referenced from the logical namespace.

{+ oy migrate paths referenced by the logical namespace
" Migrate all shares

™| Include hidden shares
i Migrate all exports

< Back. | MNext = I Cancel

Figure 8-38 Selecting classes of shares to migrate
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2. Select the share name you want to migrate (see Figure 8-39).

Select the rezources to migrate
The rezources that match the pathsz in the Onginal Path will be migrated to their
conezponding paths shown in the Destination Path column. Clear the check box of
iterns pau do nat want to migrate.

ew Migration Task R

Original Path | Destination Path

dbinstal

\itsobucs itso bucsonsales ‘\iroman.itso, bucsonsales

¥ warn if destination already contains files o Folders

Check all Uncheck all | Rebase, J

= Back I flext = I Cancel

Figure 8-39 Selecting the share to migrate
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VFM prompts you to create the destination shares (see Figure 8-40).

NewMigrationTask B

Create destination shares
Use the rebasze buttorn or type directly in the list to chanoe the local path for the
new destination share. Use the create destination share button to create the
destination share.

Destination Share

Destination Shares Status: 0 of 1 Destination Ikems Verified

Selecked Destination Share: The network resource was not Found.

Rebase... 1 Create Destination Share. ., I

= Back I [ext = l Cancel |

Figure 8-40 Destination share creation prompt
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3. Specify the desired name for the destination share (see Figure 8-41).

Mew Migration Task EH I

Create destination shares
Uze the rebase button or type directly in the list to change the local path for the
news destination share. Use the create destination share button to create the
destination share.

Destination Share | Suggested Local Path |

Destination Shares Staktus: 0 of 1 Destination Ikems Verified
Selected Destination Share: The netwark resource was nok Found,

Rebase... | Create Destination Share, J

= Back, | et = ] Cancel |

Figure 8-41 Specifying name for destination share
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Click Create destination share to create it (see Figure 8-42).

NewrigrationTask @]

Create destination shares
Usge the rebase button or type directly in the list to change the local path for the
new destination share. Use the create destination share button to create the
deztination share.

Destination Share | Suggested Local Path

Viroman.itso.tucsonhs.

Destination Shares Status: 1 of 1 Destination Ikems verified
Selected Destination Share: The operation completed successFully,

Rebase... Ly & Destinatior =10 |

Cancel |

Figure 8-42 Destination share created
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Creation of the new migration task is complete (see Figure 8-43).

NewMigrationTaske [
UFM Completing the New Migration Task Wizard

wirtusl Al Maregar

To close this wizard and create the new migration task,
click Finish.

= Back Cancel

Figure 8-43 New migration task complete
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5. Check the newly created migration task (see Figure 8-44).

Vil ¥FM - [ITSOTUC181] [_[3] x|
File View Reports Tools Help
BHEX|®
=45 Admin View =l Migration Task: {|itsobuc3, tso. tuesonisales in Migration Policy MigEsample1 ?
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£ Data Movement Policies Praperties | status | History | Events |
=] Migration Policies =
=2 MigExamplel
20 Al Tasks Migration Task Properties FEdit
= itsotucs
S irsotucdtsn e itsotucs.itso.tucsonisale
i jt itso bucsonisales
{3#] Completed Tasks estination Lroman.itso tucsonisales
(2] Scheduled Tasks Status Scheduled
(] replication Policies
1 Starane Load Balancing Pali Advance to Final  Mever; Remain in Incremental Phase
Phase (Policy default)
[l ] Disaster Recovery Policies
1] Namespace Policies Last phase Unknown
B Snapshot Policies Last Action None
& Logical View
£l w5 lfitsotucsoninamespare Sﬂlattus Last Hone
=1 Dept ction
Marketing Status Last None
Sales Replication
#-3y) Physical View Next phase Tniial
= ¥, Reports
Next run 3/17/2008 10:00:00 PM
Links
Link | Current Target | Mew Targat
| g -

#istart ]@ a9 ] [0 ver - [IT50TUCLS1] =) Computer Management I J Yjroman J Wk HY
Figure 8-44 Properties of migration task

Migration phases are initiated at the scheduled time of the migration policy. In
this example, the migration phases are started manually, which is similar to
our first example (see 8.5, “Migration policy example 1” on page 204).
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6. After the completion of all three phases of the migration, check the history for
the details on the migration phases (see Figure 8-45).

a5 X2
=0 Admin View A Migration Task: Ytsotuc3, tso. tucsonisales in Migration Palicy MgExamplel 7
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~{_] Storage Load Balancing Polic
[ (] Disaster Recovery Polces o Final Phase: Hide source share
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g Wkso.tucson|namespare o Final Phase: Copy data
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= Dept
= . Fide Detais
9 NTFS Change Journal ot used.
Sales
-39 Physical ¥iew
= ¥, Reports 3/17/2008 1:38:47 PM

ff Incremental Phase, Run 1: Copy data
Completed successfully, Time slapsed: 0:00:01
494 Files (95.7 MB) in sync, 0 Fles (0 bytes) copied, O fies faled.
Show Diekails

ff Incremental Phase, Run 1: Evaluate conditions for advancement to the Final Phase
Completed successfuly, Time elapsed; 0:00:01
Show Dekails

3/17/2008 1:38:35 PM

ff Tnitial Phase: Copy data
Completed successfully, Tims slapsed: 0:00:01
494 files (95.7 ME) in sync, 0 files {0 bytes) copied, 0 files falled
Show Details

This task has been completed.
Do you want to: =l

o o .
I
i/ start ] N1 ] [ verm - [rrsotucisr] | =) computer Mar\agemantgl i iiraman J WY,

Figure 8-45 Migration of Sales share complete
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7. Check the dependency tab to confirm the current location of the Sales share
(see Figure 8-46).

¥EW YFM - [TTSOTUCLS1] HE
Ele Yiew Reports Took Help
BH5 QX[ ¢
= {5 Admin View —R OFS link: {{jtso. bucsonnamespaceiDept|Sales 7
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=0 Al Tasks DFS Link Praperties SEdit
: hsotuc3
) itsobuc3.itso.buc Mame Sales
H /253 \lbsotuc3.ite
-3 Completed Tasks Users conneckto V{itsotucsoninamespace|DeptiSales
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~{_] Storage Load Balancing Polic
(] Disaster Recovery Palicies Timeout (seconds) 1800
-] Namespace Policies DFS State oK
-] Snapshot Folicies
h FRS Repiicali off
£ Logical View S
g Wso.tucsoninamespace
E'C‘ Dol Targets
. =l
-5 Physical
= ¥, Reports [ @ Folder: {iitso. tucson|namespace|Dept
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=] @ roman.itso.tucson

=1

g
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| | |

i@/ start J Bad J [ vem - [risorucisr] =) computer ManagamauLl 4 tyoman ]
Figure 8-46 Both shares moved

In the next section, we describe a client use case of moving all shares of the file
server to N series.

8.10 Moving shares - example 4

In this section, we consider an example of moving some shares of a file server to
one N series and the remaining shares to another N series. In other words, we
spread data from one server to different servers.
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The Dept folder contains the Marketing and Sales link. We want to move the
Marketing shares on one N series and the Sales shares to another N series (see
Figure 8-47).

il s
HuHh o X|?
[= 4 Admin view A Folder: |{tso.tucsorinamespaceiDept 7
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2 Sales
-7 Physical View
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< |
istart| | (@ @ @ ||Evem-[rrsotuctsn] =) Computer Management | 2 treman L T

Figure 8-47 Moving shares
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In our example, the Marketing and Sales shares are present on the file server
Roman (see Figure 8-48).
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Figure 8-48 Marketing and Sales share on Roman
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To move the Marketing shares on one N series and the Sales shares to another
N series, we complete the following steps:

1. Create a new migration policy MigExample3 as shown in Figure 8-49.
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Figure 8-49 Creating migration policy

Add new migration tasks for each share.
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3. Move the Sales link on itsotuc3 N series (see Figure 8-50).

Mew Migration Task Ed I

Migration Parameters
Specify the onginal path from which resources will be migrated and the destination
path to which they will be transferred.

COriginal Path

I ‘roman Browse. ..

Destination Path

i

I Yiksobuca| Browse, .,

ch I Mexk = I Cancel I

Figure 8-50 Task Sales share
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VFM warns about duplication of the migration task path if found (see

Figure 8-51).

Duplicate migration task paths detected
The zource or destination path of one or mare of the tasks you are creating are the
zame ag the source or destination path of an existing migration tagk.

NewMigrationTask @]

& ‘roman.itso.tucsont sales = ‘Vhitsotuc3.itsotucson' sales
Mav conflick with the Following migration tasks:

Source iitsokuc3, itso, kucsonlsales
Destination  Yiroman.itso bucsonisales
Skatus Scheduled

Palicy MigExample1

-

= Back I Mext = I

Cancel

Figure 8-51 Duplicate migration task paths
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VFM also warns if the destination share is not empty (see Figure 8-52).

2 manage
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dsten| |3 @ |[@vm-msorocien | i
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Folder Properties pedr
N Dept
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ShMarketing 1800
Shstes 1600
[New Migration Task 2]
Verity that d paths are empty
ate ot Clearthe
checkbas of tems you do ot wantto migrale
Destination Path
2
<gack | next> Cancel
| S |@|[@xde

| | & [ e

Figure 8-52 Destination share not empty

After completing the creation of the migration tasks as shown in example 1
(see 8.5, “Migration policy example 1” on page 204) and example 2 (see 8.8,

“Migration policy example 2” on page 233), start the migration phases
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manually. On completion of the final phase, check the history (see

Figure 8-53).
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Figure 8-53 Sales share migration history
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N series (see Figure 8-54).

5. Create a new migration task for the Marketing folder. Move it to itsotuc4

Select the resources to migrate

iterms you do not want to migrate.

Newgration Task K|

The regzources that match the paths in the Original Path will be migrated to their
carresponding paths shown in the Destination Path column. Clzar the check box of
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= Back | Mext = I Cancel

Figure 8-54 Migration task for Marketing share

6. After completing the task, invoke it manually.
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7. Check the history of the migration phases for successful completion (see

Figure 8-55).
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Figure 8-55 History of Marketing share migration
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(see Figure 8-56).

8. Check the Dependency tab of the Dept folder under the DFS root namespace
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Figure 8-56 Shares moved to itsotuc3 and itsotuc4
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9. Finally check whether the DFS links are retargeted on itsotuc3 and itsotuc4

(see Figure 8-57).
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Figure 8-57 DFS links
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Life cycle management with
VFM

VFM provides the capability to migrate old or unused data between
heterogeneous systems. While VFM is a general-purpose data movement
solution focused on moving unstructured file data, the policies can be used to
move old data from one tier of storage to another. The archival migration policy
enables you to move old data from one machine to another. You can also set up
an archival migration policy to move data from one volume to another on the
same machine.

For example, you can move infrequently used data from Fibre Channel storage to
SATA storage. An archival migration policy can move CIFS data from one share
to another. An archival migration policy can also move NFS data from one NFS
export to another. A VFM Replication Agent is used to move the data from one
place to another. The Replication Agent is automatically deployed by VFM to
perform the data movement. No administrator intervention is required to deploy a
Replication Agent in a default configuration.

The goal of any archival migration is to save space on the primary storage. In
addition to saving space, you might want to save on backup costs where
infrequently accessed or modified files are not backed up each week. The goal is
to move data from one location to another without disrupting users. Users must
be unaware that data has moved. They must maintain the same level of access
before the migration and after the migration. Even though performance of the
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SATA drives is not as efficient as the performance of the Fibre Channel drives,
the data is still accessible to users, although with some latency.

The goal of an archival migration policy in VFM is to describe the conditions for
the migration. You specify the source server and share, the destination server
and share, and the controlling parameters of the policy. Once specified, you allow
VFM to perform the actions of the policy based on the settings. When complete,
you can review the policy to determine the status of the movement. You can also
review the progress of the policy as it works through the various phases.

The following client use cases are described in this chapter:

>

>

Move old project data from one server to another

Move old project data from a Fibre Channel volume on an N series machine
to a SATA volume on the same N series system storage

Move disabled users’ home drives to a less expensive tier of storage

Move accounting data that has not been modified in three years to cheaper
storage

Provide a list of shares where the majority of data has not been changed
within an extended period of time
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9.1 Namespace

Archival migration is not just about moving data from one location to another or
from one server to another. Data can be moved from one server to another in the
same data center or across data centers. An archival migration policy requires
data to be behind the namespace. The real benefit of VFM is the capability to
move data transparently without disrupting the users’ view of the data. The result
of providing this level of transparency is that the user does not have to know the
physical location of the data. Separating the user from the physical location of the
data is achieved by the namespace. After performing an archival migration
without a namespace, you might have to change logon scripts, send e-mails to
the user, and complete other tasks. With a namespace in place, you can simply
update the namespace on completion of the archival migration and seamlessly
point the user to the new destination (see Figure 9-1).

Global Namespace

Windows file server

Windows Users / I
J Marketing ! !
\_J Advertising N series
\__|Brochures
|__| Presentations -
A A LIS
Ny — el bbbl uu.uuuuﬂ
U le Users —E Englneerlng o b b b e e b b LA B
- e bbb bt b i bl Bt el
fDEpt UExecutables T ]
" _|Libraries bl L
DPresentations \\‘
;]Source
UNIX or Linux file server
——3
[ ]
|t e | e

LOGICAL VIEW OF DATA

Figure 9-1 Namespace

In general, administrators have no detailed knowledge of the data in the shares
of the file server. For example, you might never really know whether a project has
finished or whether a particular share is no longer being actively used. Usually,
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only the data owner has such intimate knowledge of the data, but the user might
not communicate that information to you. You continue to back up the data week
after week. If you knew or could determine that certain storage areas were not
frequently used, you could relocate the data and free up space. An archival
migration policy is helpful in this situation.

9.2 Archival migration policy overview

268

An archival migration policy is broken up into the following steps:

1. Identify the candidate source shares to scan in order to determine which
shares can be moved because they contain old or unused data.

2. Specify the intended sources and corresponding destinations.

3. Specify the migration criteria (the age) to determine which of the candidates
shares satisfy the requirements to be moved.

4. Decide whether you want to automatically or manually add the migration
candidates to a migration policy so that they can be moved.

5. Schedule and run the migration policy as you would any other migration
policy.
6. Check the results of the migration and access to the moved data.

To obtain the maximum benefit of an archival migration policy, you must be
familiar with the creation, setting, and running of a migration policy. The settings
in a migration policy are a subset of the settings of an archival migration policy.

Note: It is important to understand the effects of archival migration. When
users access data through the namespace, it has minimal effect on the
archival migration policy. The files can be relocated transparently to the users.
However, if some users are accessing data without going through the
namespace (that is, users have direct access to the data, bypassing the
namespace), then archiving the old data disrupts those users. Do not use an
archival migration policy to move the data without knowing how users are
accessing the data. (This situation is no different than a migration scenario. If
you move a share from one location to another, user access to the share is
disrupted if the user bypasses the namespace.)
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9.3 Archival migration policy example 1

Suppose you have a DFS namespace called [\\namespace\root], and you have
an Accounting folder in it (see Figure 9-2). This folder has several DFS links
pointing to some data shares on a mixture of machines. Each DFS link points to
accounting data for a specific year. For example, the DFS link 2005 points to the
accounting share for year 2005. The DFS link 2006 points to the accounting
share for year 2006, and so on. You want an archival migration policy to move the
data if over 90% of the data has not been modified in the last year. If data is to be
moved, it is sent to the cheaper storage without users knowing about it.

VEMVEM - [ITSDTUC181] -2
Fle Wiew Reports Tools Help
85X |?
{5 Admin View — Folder: Yyitso.tucsoninamespacelAccauting 7
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-] Al Tasks
@
(=3 raman Narme Accauting () %
-3 \Womanimar
2] roman tso.tucst Users connectta  Hjiksa bucsoninamespace\Accauting | e |
3 Completed Tasks Stzo0s 1800
(] Replication Palicies 2006 1800
] storage Load Balancing Palic 2007 1800
¢ (] Disaster Recovery Policies Zhoo0s 1800
1] Mamespare Policies
¢ (] Snapshot Policies

E-HfE Logical Yiew
=1 a5 Witso. tucsoninamespace

=1 Accouting
-S4 2005 [
~S 2006
2007 =1 Folder: {ytso.tucsoninamespace|Accouting
- 2008 I
1 Dept | References | Events | Reports |
-3 Physical View =2 itschuciB1.kso.buzson
-2 Reports == [unknown]
-2} 2005
23 2006
23 2007
-i2% 2008
4 { =

Astart| | (5 & @ J [ vem - [1TsDTUCIB1] @ quitting Plans Can Ha\u.l ' My Computer | 4 Witsabuclal ) C\Accountingl 2005 | J L L))
Figure 9-2 Example 1 shares

Note: The link 2005 is targeted to the itsotuc181 machine (see Figure 9-3 on
page 270).
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| Ok ; Cancel ; Ay i

Figure 9-3 Example 1 DFS link

9.3.1 Archival migration policy general window

270

In the general window (see Figure 9-4 on page 271 and Figure 9-5 on page 272),
you specify the name for the archival migration policy. The main purpose of this

window is to provide the selection paths for the sources and destinations for the
archival migration policy.

The source paths are the areas to be scanned. The source path can be specified
as a logical path (a DFS path that has one or more links that make up the
namespace). For example, you can specify an entire DFS root as the source
path. In this case, all DFS links belonging to that root are processed to determine
whether they are suitable targets for the archival migration. Or you can specify a
logical folder under the DFS root as a source path. In this case, all DFS links
under the logical folder are processed to determine whether they are an
appropriate target for the archival migration. The broader the scope, the more
source paths that are evaluated as possible migration candidates.
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It is best to select a source path that meets your business objectives. Select a
small subset of the data to be moved. Run the policy based on that subset.
Evaluate the results and then expand the scope.
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Figure 9-4 Creating a new archival migration policy
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Fi:nal Phase Source | Destination | Add |
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Figure 9-5 Archival Migration: General window

The destination path for the selection path must be a UNC path to a backend
storage device. Make sure that the storage device has enough space to
accommodate the data being migrated. When VFM moves the data, it is deleted
from the source and moved to the destination.

A selection path can have multiple source and destination pairs. For example,
you can move old accounting data from Server 1 to N series machine A. You can
move old finance data from Server 2 to N series machine B. You can also move
multiple sources to the same destination. You cannot specify the same source
path to be moved to multiple destinations.

IBM System Storage and Virtual File Manager



9.3.2 Creating an archival migration policy

Follow the steps in this section to create an archival migration policy:

1.

If the destination folder does not exist, create the destination folder (see

Figure 9-6).
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Figure 9-6 Creating destination folder
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2. Grant full control access for the all users who require access to it (see

Figure 9-7).

w0 YFM - [TTSOTUCLS1] _ 3]
Elle ¥iew Reports Tnok Help
aH5 e x|?
[=-3 Admin View [ — 7
[SEM R T Computer Manageme oy ]
-0 =) Ele acon view window Help _131]
-] Dat ae = = = & = =
BCIos e = (B B R|E@m| &
-] Nar
52 5| B Computer Management (IT50TUCS) [ Share hame._~ [ Falder Path TTyee [ Clent Conne:
2 (4 Logica | =+ M Srstem Tools R [ Windows o
EI--@ Wit Event Yiewer Eddestvol CihvoltyFM_snapmir,..  Windows ]
B0 £l Shared Folders EExch Logs Ciivolvol_Exch_log  windows a tion tasls for migration candidates | Automatically de
B 3 Shares LPcs Windows z
§J Sessions Gdmark DCBBS wWindows [
&1 Open Files o ko e e .
I g Share a Folder Wizard Customize Permissions [71x]
oz = Permissions Shars Pemissions | Sacuily |
1 2 Physic - forthe sh
2 | @ pecily permissions for the shate:
B E Group o user names: J
Use one of the fallowing basic share pemmissions of create custom share and folder permissior 0 Everyone [
Al users have read-only acesss
7
" Agrinisustors have ful access: other users have read-only access
" Administrators have ull access; other users have read and wiite acoess
. % Use custom share and folder permissions  Custorize. .
el Permissions for Everyone
————  Permissions you s=t on this page only control access ko the share; you might ko want to set [ Contrl
petmissions on individual fles and folders. For mare information about pemissions. <2 Help Change
Flead

Ta create the share, click Finish,

< Back Finish Canct

4 |

H
Cancel el

10 ]
i start J Bad J [ vFm - [arsoT . ‘ 3 quiting Plar\s‘.‘l oy [nmputar;l e ] \\|tsntu:1814| | Ci\Accountin. . | =) Computer Ma... | &) Share a Fold... ] ko,

< | &

Figure 9-7 Granting access to the destination folder

Create a new archival migration policy. Specify a source and destination path.

Specify a source path of \namespace\root\accounting, and specify a
destination path of \nseries\archivedaccounting (see Figure 9-8 on
page 275). If VFM encounters old data under the source path, that data
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becomes a candidate for migration that might be relocated to the
archivedaccounting share.
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Figure 9-8 Example 1: specifying source and destination path

You can also specify batch scripts to run before or after the scan phase. These
batch scripts are run by the VFM server under the credentials of the service
account. The scripts can be specified as a local path or a UNC path. Make sure
that the service account has the rights to run the script.

9.3.3 Migration criteria

The migration criteria distinguish an archival migration policy from a migration
policy. For example, the simplest migration criterion is when you choose the
option Always Migrate, which treats the archival migration policy as a migration
policy (see Figure 9-9 on page 277).

You can have VFM move entire directory trees when a certain condition is
satisfied. If the condition is satisfied and you have selected to move the data,
VFM moves the data, and the namespace link is updated to point to the new
location. A migration criterion is an ANDing of all the selected options. For
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example, you can have a criteria that says “if 90% of the files have not been
modified in 6 months, then move the data.”

Remember, although some files can still be accessed, the entire directory is
moved. Even the accessed files are relocated and accessed from the new
location. This characteristic differentiates the archival migration policy from
traditional Hierarchical Storage Management (HSM) software. Traditional HSM
solutions move old, unused, or infrequently used files. The VFM archival
migration moves entire folders even if some files are accessed.

It is best to keep your migration criteria simple. You do not want to be in a
situation where you have migrated files based on the wrong criteria. For example,
you might have migrated files based on the modified date on the file. However,
the files in that share are constantly being accessed by users and applications
even though the files have not changed. In this case, when you move the files
from that share to the less expensive tier, the performance degrades to the
detriment of users accessing the data.

It is best not to select a criterion where 100% of the files determine the criterion.
For example, you can have a policy with this criterion: “100% of the files have not
been modified in 6 months.” In this case, you might have 1 TB of data and

1 million files. If only three files have been modified in the last six months, this
share is not selected for migration.

Use the archival migration policy to tell you which shares can be moved. Itis a
good idea to try “what-if” scenarios to better understand your data. Once you
understand the data, you are in a better position to make informed decisions.

Migration criteria are flexible and powerful. Advanced administrators can
determine their own criteria. For example, you might want a criterion to exclude
temp files and only move data if no file is owned by a specific user. Any
complicated criterion is supported by the “user selection criteria” script, which
you can write. If the script returns 0, that source path is a candidate for migration;
if the script returns 1, the source path is not a candidate for migration.

The user selection criteria script is run by the VFM server. The script can be
specified using a local path or a remote UNC path. Make sure that the VFM
service account has sufficient rights to look at the source data to decide the
criteria.
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9.3.4 Specifying migration criteria for archival migration policy

In our example, we specify the migration criteria by checking the box that
specifies you move directories when “90% of the files have not been modified in
the last year” (see Figure 9-9).
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Figure 9-9 Migration Criteria panel

9.3.5 Migration phases of an archival migration policy

A migration policy has the following three phases:

>
>

Initial phase
Incremental phase
» Final phase

Each phase runs on its own schedule, which enables you to schedule the actions
of a policy at different times. It is possible to complete all three phases (initial,
incremental, and final) in a policy or skip any phase of the policy based on what
is best for the environment.
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Each phase has a set of preselected actions that can be performed in that phase.
If an action is selected, it is performed in that phase. Multiple actions can be
selected in a phase. Each selected action is performed in order.

The initial phase makes a copy of the source data on the destination machine. It
is best to schedule the baseline to run over a weekend. Based on the amount of
data to be copied, the baseline migration might take hours or days to complete. It
is possible to start the baseline copy days or weeks before the cutover.

Once the baseline is complete, the incremental phase synchronizes the source
and destination. The incremental phase can be run nightly or according to the
schedule you set. Any new files created on the source are also copied.

You might want to run the final phase cutover on the weekend so that the last
incremental copy is run before the actual cutover. During the cutover, the
namespace can be updated and a final sync can be performed before users are
brought online at the new destination. The time required for the final sync is
determined by the amount of changed data to be copied and the time required to
copy the data. This can take minutes on small data sets or hours on large data
sets. Once the final sync is complete, the data is deleted from the source.

The policy settings have a great deal of flexibility, providing a powerful way to
configure the policy to perform automated data movement.

9.3.6 Policies and tasks

278

A policy specifies the overall criteria for moving data. A policy specifies the
schedule, the data movement options, and how the migration behaves. A policy
is made up of tasks. Each task in a policy specifies a source and destination
path. A task inherits the settings of the policy. The schedules for the policy
specify when a phase runs and the actions to be performed. The actions are
performed on the tasks. Some tasks can be in one phase while other tasks in the
same policy could be in a different phase. A task can advance either
automatically or manually from one phase to another. When a task completes the
final phase, it is marked as complete.
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9.3.7 Initial phase

A migration policy can specify a set of operations to be carried out in the Initial
phase (see Figure 9-10 on page 280). You can run a batch file in the initial
phase. For example, in the batch file, you can stop an application or send an
e-mail. The batch file script is passed parameters as described in the Help text.
The scripts are run by the VFM server under the context of the VFM service
account. The scripts can be located on the local drive or from any network
accessible share. A script runs once for each task in the policy.

VFM can also scan for potential problems. In this case, the server does a cursory
examination of the files. It looks for locked files, checks to determine whether the
server has permissions to the data, whether it knows the destination of a volume
type, and other tasks. This step is not exhaustive. For example, a disk on the
destination might contain sufficient space at this time. However, when it is time to
copy the data, sufficient space might be lacking.

You can also choose to perform a baseline copy of the data. All files on the
source are copied to the destination. If any files are already on the destination,
the action on the destination is determined by the settings of the policy. For
example, if you have checked Delete orphaned files on the destination check
box, the existing files on the destination are cleared. If you select to delete the
orphaned files, the Replication Agent makes the destination a mirror image of the
source. Once the baseline is complete, the migration policy remains in this phase
until it is time to move to the incremental phase.
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For the purposes of this example, we select to perform a baseline copy (see

Figure 9-10).
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Figure 9-10 Archival Migration: Initial Phase panel

9.3.8 Initial phase schedule

280

The initial phase schedule specifies when the initial phase starts. The schedule
includes only a start time. The job runs only after the start time passes or the job
is manually advanced. If the initial phase is past, the job does not start and has to
be manually run. The job stays in the initial phase until it is time to move to the

incremental phase.
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9.3.9 Incremental phase

This phase is provides a mechanism to make repeated copies of the data. As the
data changes on the source, the data is copied to the destination at the next
invocation of the policy’s scheduled run. The incremental phase schedule
specifies when the incremental phase finishes and how the job advances to the
final phase.

If you clear the Copy the Data check box, the incremental phase is disabled. For
the purpose of this example, we leave the incremental phase as the default, that
is, the Copy the Data check box is cleared.

9.3.10 Incremental phase schedule

An incremental phase schedule in a migration policy determines the frequency of
migration. In some instances, it might be satisfactory to copy data once a night.

Do not schedule the incremental migration to occur more frequently than the time
required to complete a run of the incremental phase. For example, if an
incremental run takes one hour to complete, do not schedule the frequency to
run every 30 minutes. If a policy is running and the next scheduled run of the
policy elapses, the policy waits until the current run of the policy finishes. If a
policy is running, the next run of the policy does not start until the current run
finishes.

The VFM console does not have to be open when the policy runs. The VFM
server initiates the policy. It is run based on the time settings and schedule of the
VFM server, which might or might not be in the same time zone as the source or
destination machines. Take care when setting the run times of a policy and take
into account the source and destination time zones and the location of the VFM
server.

Once the incremental phase finishes, the policy does not advance to the final
phase until the time of the final phase elapses.
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9.3.11 Final phase

282

The final phase specifies the actions to be performed when you are almost ready
to cut over. This phase assumes that the source and destination are almost in
sync and that little data is to be copied in this phase. When the start time of the
final phase passes, the actions selected in the final phase are performed. The
selected actions are performed in order. You can choose to pause at the end of
each step or continue until the end (see Figure 9-11 on page 284).

Note: Make sure that you run the final phase when no users have open files
on the source. If open files are on the source, the files cannot be copied
correctly, or the user is forcibly disconnected from the files.

Setting the Update the namespace option (see Figure 9-11 on page 284) is the
most important step of the final phase. Any DFS links targeting the source share
or folder are retargeted to point to the destination share or folder. This makes the
migration transparent to the user. The user does not have to update drive
mappings if they are being accessed through a DFS link. VFM automatically
updates the link target, which causes the user to be redirected to the destination
for the archived data.

The Prevent user connections during the final copy option enables VFM to copy
any open files. If a user has an open file, VFM changes the share name, which is
disruptive to the user and forcibly disconnects the user from the source share.
This enables VFM to copy the files without having any open files to worry about.
VFEM hides the source share by adding a few random characters to the share
name and appending a dollar sign ($) to hide it. VFM then uses the newly created
share as the source and moves the remaining data. See 9.6, “Archival migration
policy example 4” on page 307.

The Do a final replication option enables you to copy the last remaining files and
make the source and destination alike. The time required to do the final
replication is based on the amount of data to synchronize, the number of files
already in sync, the number of files to copy, the network speeds available, and
other factors.
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The Delete the source data option enables you to free up the space on the
source server. This is the default operation on completion of a successful
migration. Take care when selecting this option if you want to preserve the source
data.

The Stop sharing the source or export option deletes the source share and no
longer advertises it in the network. Users can no longer access the source share.
If you discontinue the use of the physical share path, you can detect the users
that bypass the namespace. You can then encourage the users and applications
to access the shares through the namespace.

The Run batch file option at the end of migration enables you to send e-mail to a
set of users at the end of the migration. You can also use this option to restart an
application from the new location.

9.3.12 Final phase schedule

The final phase schedule in a migration policy determines when the cutover is
initiated. It is best to schedule the final phase when no users are accessing the
data. We recommend you tell users to disconnect from the source share when
the final cutover is scheduled. The VFM console does not have to be open when
the final phase of the policy runs.

The policy is initiated by the VFM server. The policy is run based on the time
settings and schedule of the VFM server, which might or might not be in the
same time zone of the source or destination machines. Take care when setting
the run times of a policy and take into account the source and destination time
zones and the location of the VFM server. When the final phase time elapses, the
tasks move through each selected action of the final phase.

9.3.13 Archival migration final phase

For the purpose of this example, you select the options to enable the following
actions (see Figure 9-11 on page 284):

Update the namespace and retarget the links
Prevent user connections during the final copy
Do a final replication

Delete the source data

Stop sharing the source or export

vVvyvyVvyy
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Figure 9-11 Archival Migration: Final Phase panel

9.3.14 Updating namespace options

284

When VFM performs an archival migration operation, the goal is to perform these
operations so they are transparent to the user. The maximum amount of
transparency is achieved when Microsoft Windows users access the archived
data through the namespace. The Update namespace option specifies the
Windows namespaces (DFS root) to search to update the DFS links.

Each DFS root listed in the policy determines whether any DFS links are
referencing the source share. These DFS links are automatically updated if the
final phase check box of Update the namespace is selected. If VFM does not
know about some DFS roots, DFS links in those namespaces are not updated.
Take care to ensure that all the DFS roots listed are the ones you want to update
and that you have the rights to update them (see Figure 9-12 on page 285).

If you are migrating NFS data, make sure that the automount files referencing the
source paths are specified. VFM updates these automount files to replace
references to the old export with the new export.
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For the purpose of this example, you select the default options on the window
shown in Figure 9-12. Make sure the namespace under consideration for this
example is listed in the Namespace list.
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Figure 9-12 Updating Namespace Options panel

9.3.15 Specifying task options

At this point, you have provided the search paths for the source and destination.
You have specified the search criteria that help to determine the candidates for
migration. You now have to specify what occurs when the search successfully
finds candidates to be moved (see Figure 9-13 on page 287).

To add migration candidates as tasks, you can select to automatically or
manually add migration tasks for the migration candidates (see the Automatically
add migration tasks for migration candidate option in Figure 9-13 on page 287). It
is best to manually add the migration tasks to the policy instead of automatically
adding them. VFM might find candidates, and you cannot tell whether those
candidates can be migrated without consulting the data owner. If you select to
manually add the migration candidates, they show up on the migration
candidates so that you can determine for which candidates you actually create
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tasks. For each candidate that you want to create a task, you right-click and
create the task. You can multiselect migration candidates to be added as tasks.

If too many or too few migration candidates are shown, you might want to modify
your scan criteria or your search paths. Either the criteria might be too stringent
or too loose.

You also have the choice of deleting tasks that are completed (see the
Automatically delete complete tasks option in Figure 9-13 on page 287). Either
they can be automatically deleted, or you can manually delete them. You must
always select to manually delete the tasks. If you automatically delete the tasks,
you do not have a history of which tasks were moved and when. Tasks are only
automatically deleted if they complete successfully.

The Only migrate data referenced by the namespace option (see Figure 9-13 on
page 287) enables you to pare down the migration candidates to those behind
the namespace. If no namespace link points to the source, that share is not
selected as a candidate for migration.

We recommend you select the Only migrate data referenced by the namespace
check box. Use caution when selecting a migration candidate to be added as a
task. Even though only those shares referenced by a namespace are selected,
you must make sure that no one is accessing the shares and bypassing the
namespace. Otherwise, these users are disrupted.
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For this example, clear the Automatically add migration tasks for migration
candidate check box. Clear the Automatically delete completed tasks check
box. Finally, check the Only migrate data referenced through the namespace
check box (see Figure 9-13).
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Figure 9-13 Archival Migration: Task Options panel

9.3.16 Specifying a policy scan schedule

An archival migration policy contains a number of schedules (see Figure 9-14 on
page 288). All schedules (initial phase schedule, incremental phase schedule,
and final phase schedule) deal with copying data. These schedules deal with
data movement.

The policy scan schedule specifies when source paths are scanned to search for
candidates that satisfy the migration criteria. The scan times can be different
than the migration times. Generally, you want to scan the data during off hours.
You want to look at the results to determine whether you need to refine the scan
criteria and then redo the scan.
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You can run the scan many times. Scans can be run manually or automatically.
For example, you can run the scan once a week to identify the migration
candidates. You might or might not choose to take action based on a scan.

In general, the same rules for the incremental phase schedule apply to the policy
scan schedule.

For this example, uncheck the Use policy scan schedule check box. Instead of
running the scan based on a schedule, you manually perform the scan (see
Figure 9-14).
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Figure 9-14 Policy Scan Schedule panel
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9.3.17 Replication options

The replication options enable you to control data movement in an archival
migration policy. The following options are similar to those provided by a
migration policy (see 8.7, “Replication options” on page 216):

>

Include subfolders

An archival migration policy can be set to copy all files and folder or files at the
top level. This is the default configuration to make sure all data is coped.

Delete orphaned files in destination folders

Makes the source an identical copy of the destination. This option deletes any
extra files on the destination. Do not select this option if you have multiple
sources going to the same destination.

Enable Copy-in-place

Many optimizations in a data movement policy are a compromise between
speed and safety. The Copy-in-place option in the Replication Options panel
can help a migration policy finish faster with a slight security risk.
Copy-in-place comes into effect during an incremental copy or a final phase
copy. Assume the following scenario for a migration policy that moves files
from one machine to another:

— An xyz.doc file is on the source.
— The file is copied to the destination.
— Assume the file is modified on the source.

— Because the file on the source is newer than the destination, xyz.doc on
the source must replace the file on the destination.

If Copy-in-place is not checked, the following events occur:
— The file xyz.doc is copied to the destination as a temporary file.

— When the copy is complete, the file xyz.doc is deleted on the destination,
and the newly copied temporary file is renamed xyz.doc (this process is
called safe rename technique).

If Copy-in-place is checked, the following events occur:
— The file xyz.doc is truncated to 0 bytes on the destination.
— The file from the source is copied to the truncated file.

Checking copy-in-place is faster because no rename operations are required.
Copy-in-place is preferred when the source and destination are on the same
LAN or connected by a high-speed network link. If the source and destination
are connected by a low-speed link or the link is not reliable, you must clear
copy-in-place and allow the safe rename technique to work. This way, if the
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network link breaks when the copy is in progress, you are not left with a
zero-length file on the destination.

Use of NTFS change journal

At times, you might have a large source volume. This source volume might
have to be kept in sync with a destination volume during the incremental
phase of an archival migration. If the source volume has millions of files, the
time required to scan the source volume to determine the changed files can
be significant.

VFM can optimize the search of changed source files on Microsoft Windows
machines by integrating with the NTFS change journal. The NTFS change
journal (only available on Windows) is a “file” that maintains a list of accessed,
changed, created, and deleted files. If the Replication Agent scans the source
NTFS change journal, it can detect the changed, deleted, and newly created
files in a fraction of the time compared to doing a full file scan of TBs of source
data. This way, an incremental migration resynchronization proceeds much
faster.

Note: The change journal file can wrap, thus resulting in lost changes. The
maximum change journal size on the volume is based on space you have
allocated. If the change journal wraps, VFM resorts to a full scan of the
source to determine the changed files.

Use snapshot data

During any data movement policy run, one or more files can be open on the
source. This is usually the case for PST files and Access databases where
the user might have an exclusive lock on the file. If VFM can get a read lock
on the file, it copies the file. Depending on how the policy is set up, VFM might
either skip the opened file or copy the file as best as it can from the snapshot.
VFM can integrate with Volume Shadow Service (VSS) on Microsoft Windows
2003 or VFM snapshots. VFM can take a temporary snapshot of the source
volume and copy all the files from the source snapshot. Once the files are
copied, the source snapshot is automatically deleted. If the source is not
Windows 2003 or N series, You can force VFM to retry the failed copies. Files
that are not copied are logged as errors and are reported in the manifest
based on the settings of the policy.

Allow loss of additional file streams

This option enables fine-grained control of archival migration between
heterogeneous machines. Some vendor machines support file streams, while
others do not. Some Microsoft Windows applications store data in alternate
data streams. In most cases, you might or might not know if alternate data
streams are used in the data files. At times, you might or might not know
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whether the vendor supports file streams. If VFM cannot copy a file because
the destination does not support streams, the only way to copy the file that
has streams is to select the Allow loss of additional file streams check box.
Otherwise, VFM cannot move the file with streams, and it is reported as an
error.

» Event Details

The settings for the Event Details drop box have significant effect on migration
performance. Event details enable a migration policy to provide a log of each
file moved. The optimal setting is to only list files that encounter errors. If you
choose to log each file moved, the amount of space required for the manifest
is exceptionally large. Also, this manifest is stored with the Replication Agent.
To view the manifest, it must be transferred to the server and then the client,
which can take an inordinately long time. For test and demo migrations, it is
acceptable to list all files so you can get comfortable using the product. For all
production migrations, we strongly recommend you only list files that have
errors.

9.3.18 Replication filters

The Replication Filters option provides a more flexible way of controlling files to
be copied or excluded in a migration. At times, you can choose not to copy temp
files.

9.3.19 Agent options

By default, VFM uses the Replication Agent on the destination to pull from data
the source of an archival migration policy. This method is preferred because the
agent on the destination knows how much data it can handle based on the load
on the destination machine. If the Replication Agent cannot run on the
destination (for example, the destination is an N series machine), you can run the
Replication Agent on the source and push data to the destination. Other
configurations are also possible where the agent is on a proxy machine and
performing a three-way copy. You need not manually install the Replication
Agent. Based on the archival migration policy settings, the Replication Agent is
automatically deployed to the specified machine. An agent is multithreaded and
can take advantage of multiprocessor systems.

The Replication Agent runs under the credentials of the Service Account that
VFM runs under. The Service Account is specified when the product is installed.
This Service Account must have administrator rights on the source and
destination machines. If the Replication Agent does not have security
permissions to a folder or file, it is not able to copy the data. In that case, use the
Agent Management tool to set the credentials.
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The Replication Agent communicates with the VFM server and periodically
passes status messages. This heartbeat happens every few minutes. Make sure
that the network ports (6001, 6002, and 6005) are open for communication
across all firewalls in the path between the VFM server and the Replication
Agent; otherwise, the Replication Agent cannot communicate with the server
(see Chapter 3, “Preparation” on page 83 for details). If, for any reason, the
Replication Agent cannot talk to the VFM server, the Replication Agent aborts
the job, and the migration fails.

Agent grouping provides a way to share the load between multiple Replication
Agents involved in a data movement policy. Assume you are moving many TBs of
data from one N series machine to another. Instead of using one Replication
Agent to perform all the migrations, it might be advisable to use a group of
Replication Agents to move the data. You do so by setting up an agent group in
the Agent Management interface. You specify which machines are members of
the agent group.

When you configure an archival migration policy, you select the agent group to
perform the archival migration. When the archival migration policy runs, VFM
sends the task to the next available agent in the agent group. A round robin
technique is used to determine which Replication Agent in the agent group
performs the actions of task. Using agent groups prevents a Replication Agent
from being overloaded while sharing the load across multiple agents to perform
data movements. If no agent of the group is available, the migration does not run.

For the purposes of this example, select the radio button VFM selects. This
enables VFM to select the Replication Agent to be used based on internal
algorithms.

9.3.20 Differential replication or byte level replication (BLR)

292

VFM provides byte level replication to control data movement across slow links.
BLR (see Figure 9-15 on page 293) minimizes the data sent across the wire,
especially with slow network links, by only sending the changed bytes. You can
have a 10 MB Microsoft Word document file that is copied from the source to the
destination share. Assume that the user at the source changes one or two pages
in the document. Instead of sending the 10 MB changed file again from the
source to the destination, VFM can be used to intelligently send the deltas across
the wire. While the time required in computing the changed bytes in extremely
large files can be significant, network usage is minimized. You are sacrificing the
extra CPU cycles to figure out the changed bytes so that the limited resource of
network bandwidth is optimized. BLR requires two Replication Agents to work
together to make the replication happen successfully.
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Figure 9-15 Byte level replication

Use BLR only across slow links. In LAN speed networks, the overhead of BLR
computation is more than the benefit it provides. BLR works when the destination
Replication Agent computes rolling hash sets across all the blocks of the file at
the destination. The destination Replication Agent sends the rolling hash set as a
file signature to the source Replication Agent. This results in a small amount of
data transferred from destination to source. The source Replication Agent
computes the rolling hash set of the changed file at the source. When different
hash blocks are encountered, the source Replication Agent computes an
instruction set to send from the source to the destination. The instruction set is
used to insert or remove data blocks from the file at the destination to make it
look like the source. BLR over slow WAN links results in 80% savings in network
traffic of slightly changed data files.

For the purposes of this example, do not enable differential replication.

Chapter 9. Life cycle management with VFM 293



9.3.21 Security replication

Every data migration requires that the files be copied accurately and completely.
VFM provides several mechanisms to control the copying of files. When possible,
VFEM signals errors when files cannot be copied completely or correctly.

Many Active Directory deployments use local groups to secure the access to file
resources on the old server. In NT4 domains, Microsoft recommends the use of
local groups. A local group is valid only on the source system on which it is
defined. If the security on a file is controlled by the permissions of a local group
and that file is copied to a destination machine, the security is lost. This means
that the users who had access to the files on the old server might not have
access to the migrated copy.

VFM provides a way to handle this situation as described by the Security
Replication tab. VFM can create a local group on the destination with the same
name as the local group on the source. All domain users and domain groups that
are members of the old local group on the source server are added to the newly
created local group of the destination server. This way, users that had access to
the data through the old local group on the source server have access to the data
on the new server through the newly created local group.

At times, you care only about replicating the data from one location to another
without regard to the security of the data on the new system. For the purposes of
this example, select the default check boxes and radio buttons.

9.3.22 Attribute replication

294

In a migration policy, you can control whether attributes are used to compare
whether two files are identical or different. By default, VFM compares the names,
size, dates, and attributes (see Figure 9-30 on page 308). You can override this
default by checking or clearing the check box for attribute replication. You can
also specify how the attribute is set on the destination file after it has been copied
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Figure 9-16 File attribute replication

9.4 Archival migration policy example 2

For the purposes of this example, select the following options:

>

>

>

Replication options: Choose defaults.
Replication filters: Choose defaults.

Agent options: Choose defaults.

Differential replication options: Choose defaults.
Security Replication options: Choose defaults.

Attribute replication options: You must clear the Preserve last access time
on source check box because you are deleting the data on the source.

Replication scripting options: Choose defaults.
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Once the archival migration policy creation is complete, view the selected options
for the same (see Figure 9-17).
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Follow these steps to identify archival candidates:
1. Start the scan to find possible archival candidates (see Figure 9-18).
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Check the results of the scan (see Figure 9-19).
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3. Select the share you want to move into the archive. Add a task for each of the
selected archival candidates (see Figure 9-20).
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On successful completion of the task, the share moves from Migration
Candidates to Tasks (see Figure 9-21).
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Start the process of migration by starting the task manually (see Figure 9-22).
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Figure 9-22 Starting task manually
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Once you start the task, VFM executes the initial, incremental, and final

phases as per the configurations of the policy (see Figure 9-23).
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Share 2005 is moved from itsotuc181 to itsotuc3 (see Figure 9-24).

M)

Ex Y Fle  Edit View Favortes Took  Help
DBtk - ) - (¥ | P ssarch [ Folders | (-

Agdress [ Yytso tucsoninamespacel Accoutingi2008 2005 Properties [2]x]
Mame ©  Genersl| Secuiy | Previousversians DFS | Custamize |

{ File and Folder Tasks x =] Agert_Info.xml
{ 5 Moke a e Folder 2 ControlPanel.chm |\\utso.tucson\namespacemccounng\zuua a
g | " [ GuiConsole.chm A
@[ & Publish this folder tothe Rieferral ist
By | (DD Viewprevious versions & Fsoiucd soiucsorarchivedaccolingi 2006 Tes

Other Places &

&) Accouting

(5} My Documents
W My Computer
& My Metwork Places

| | Il

Details ¥ Clear History CheckStatus | Zetfeie |

ok | Cancel Lpply Help

o (- o
rrrrr
#istart ] Be® ] @ Quitting Plans Ca... | [ v - [rTsoTuCt.. | [ VFM Help | B CUWINDOWSsy.. | J titsotucs || 5 vtsobucsomin.. J ‘gg&d@

Figure 9-24 DFS link for 2005 share changed to itsotuc3
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5. Also confirm the dependencies for the namespace and accounting folder (see

Figure 9-25).
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Figure 9-25 Dependencies changed for share 2005

9.5 Archival migration policy example 3

304

Consider an environment where two file servers are used. The servers are used
for storing different project data. These file servers are almost at their maximum
storage capacity. We want to move certain projects to an archival server. You
intend to archive the projects for which 90% of their files are unchanged since
last year (see Figure 9-26 on page 305).
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Figure 9-26 Storage usage before archive

Itsotuc181 and itsotuc3 are the two file servers (see Figure 9-27).
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Figure 9-27 Before archival process
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Using the procedures in 9.3, “Archival migration policy example 1” on page 269
as references, follow these steps:

1. Create a new archival migration policy to move projects that meet the criterion
of 90% of files unchanged in the last year. For this example, P2 and P3 are
those projects.

2. Add a task for both P2 and P3 to migrate to the archival server, which is
itsotuc4 in this example.

3. Once the tasks are created, start them manually one by one. Observe the
history for the successful completion of migration phases. On successful
completion, projects P2 and P3 have moved to the itsotuc4 archival server
(see Figure 9-28).
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Figure 9-28 After archival process

306 IBM System Storage and Virtual File Manager




The storage usage of the file servers is less now, and users can access the
projects P2 and P3 through the same namespace (see Figure 9-29).

Fileserver-1 Memory Usage
Archival Server
P1
P2
P3
Name
space Fileserver-2 /
:

Figure 9-29 Storage usage after archive: example 3

9.6 Archival migration policy example 4

In this example, the user accesses the share while data is being archived. Share
P6 is available under the Projects folder of the namespace (see Figure 9-30 on
page 308).
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Figure 9-30 Archival migration policy: example 4
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Share P6 is accessible through the namespace path (see Figure 9-31).
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Figure 9-31 Share P6 is accessible
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Follow these steps to create the migration policy and start a scan:

1. Create a new migration policy ArchExample3, with a final phase setting as

shown in Figure 9-32.

Archival Migration

General
Migrakion Criteria
Initial Phase
" Initial Phase Schedule
Incremental Phase
. Incremental Phase Schedule

‘- Final Phase Schedule
Update Mamespace Options
Task Options
Puolicy Scan Schedule
Replication Options
Replication Filters
Agent COpkions
Differential Replication
Security Replication
Aktribute Replication
Replication Scripking

Actions ko take during the Final Phase
of migration

—Final Phase

'
I —ﬂ ArchExamples

Iv¥ 1. Update the namespace |bv retargeting links

Pause after this step IOnIy on error ~

¥ 2. Prevent user conmections during the Final copy (CIFS-onkd

Pause after this step | Only on error -

¥ 3. Do a final replication

¥ 4. Delete the source data

Pause after this step |On|y on error 'I

Pause after this skep IOnlv an error Vl

¥ 5. Stop shating the source or export

Pause after this step IOnIy on error i

I &. Run bakch File J

Paus 1 Ehis step | Snly on errar i

L

Browsen.. I

[ o= ]

Cancel

Apply

Figure 9-32 Final phase settings

2. Select the default values for other parameters, and complete the Archival
migration policy as explained in 9.3, “Archival migration policy example 1” on

page 269.
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Start the scan manually (see Figure 9-33).
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Figure 9-33 Scan results for example 4
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4. Add the archival migration task for share P6 (see Figure 9-34).
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Figure 9-34 Adding task for share P6
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5. Start the task manually.

As the archival migration is in progress, try to access the share P6. You

receive an access error (see Figure 9-35).
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Figure 9-35 Access error
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10

Replication

This chapter discusses how to use VFM for data replication. VFM provides the
capability to replicate data between heterogeneous data sources. It is a
general-purpose replication solution focused on unstructured file data.

Replication policies provide the means to synchronize data between two entities.
VEM replication is asynchronous and schedule based. A replication policy is
used to synchronize CIFS data between any two UNC shares or folders, or to
synchronize data between any two NFS exports.

The machines involved can be located in the same data center (local replication),
across data centers (remote replication), or between a remote office and a data
center.
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10.1 Using replication options

316

VFM provides numerous options for replicating data, offering flexibility and
enabling you to choose only the proper options to efficiently use your resources

while reliably replicating your data.

To use these options correctly, it is important to understand exactly what each
means and does. In this section, we demonstrate the Replication Policy Wizard,
showing you where you can find each option and explaining the most relevant

ones in detail. Follow these steps:

1. To begin, open the VFM client by choosing Start — Programs — IBM —

Virtual File Manager — VFM Client.

2. Then go to Admin View — Data Movement Policies — Replication

Policies (see Figure 10-1).

VM ¥FM - [ITSOTUC181]
File Wiew Reports Tools Help

S ex|?

IS[=] B3

B ﬁ Admin View =& Replication Policies
{:I Data Lifecycle Automation Pa

E{:l Data Movement: Policies Properties | Replication Tasks ] Events ]

{1 Migration Policies
] Replication Policies
2] storage Load Balancing P Children
{:I Disasker Recavery Policies
D Namespace Policies
{:I Snapshat Policies

[]--Q{C Logical Yiew Replicati,..  * | Source Path | Target Paths | Replication Scheduls

- Physical Yiew
[]--- Reports

4]

il | ®

Figure 10-1 VFM client: Replication Policies panel
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3. To create a new policy, right-click Replication Policy, then click New
Replication Policy (see Figure 10-2).

VM YFM - [ITSOTUC181] [_ (O] x|
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=plication Policy...

----- ] storage Load
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D Snapshot Policies Application Security. ..,
[ 0{5 Logical Yiew Replicati... ¢ | Source Path | Target Paths | Replication Scheduls

(-4 Physical View
#-53 Reports

d| | B

1 I

Figure 10-2 Replication Policies panel with right-click menu

10.1.1 General options

Figure 10-3 on page 318 shows the first window you access when creating a
replication policy. In this section, we describe each option available:

» Replication name

This first window enables you to name your replication policy, so that it can be
identified and easily found later.

» Replication sources and destinations

You also have the option to choose the source and destinations for this policy.
A replication policy can have only one source. It can have one or more
destinations.

A replication source and the destination do not have to be part of a DFS
namespace. A multitargeted DFS link cannot be a source in a replication
policy. If you have a multitargeted DFS link, you can use that as the
destination of the replication policy. In this case, VFM replicates data to each
target of the multitargeted DFS link. Even if you take a DFS link target offline,
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VFM replicates data to that target. If you do not want to replicate data to a
specific target, you need to remove the target from the replication policy.

As long as you specify a valid UNC path, a source or a destination path can
be a share or a subfolder of a share.

Replication Policy HE

—General
General

Replication Schedule

- . Mame: I |
Rgpllcatlon Options
i Replication Filkers
- Agent Options

Ferential Replication
- Security Replication S I _Browse._l..
[ Attribute Replication
- Replication Scripting VRS Add
Edit
Delete |

Use the Monitor on ﬂ

Options describing Folders controlled by
the policy.

[8]4 I Cancel

Figure 10-3 Replication Policy: General options

10.1.2 Replication schedule

318

A replication schedule in a replication policy determines the frequency of
replication. In some instances, it can be appropriate to replicate data once a
night. In other instances, you might need to replicate the data every four hours or
every eight hours. For example, you can create a replication policy called Gold
that is scheduled to run every four hours. You can have another replication policy
called Silver that is scheduled to run every eight hours. The frequency of
replication for any policy must always be based on your business needs and the
business value of the data.

Do not schedule the replication to occur more frequently than the time required to
complete a run of the replication. For example, if a replication policy takes one
hour to complete, do not schedule the replication to run every 30 minutes. If a
replication policy is running, and the next scheduled run of the policy elapses, the
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replication waits until the current run of the policy finishes. If a policy is running,
the next run of the policy cannot start until the current run finishes.

The VFM server initiates the policy, so the VFM console does not have to be
open. The policy is run based on the time settings and schedule of the VFM
server, which might or might not be in the same time zone of the source or
destination machines. Take care when setting the run times of a policy and take
into account the source and destination time zones and the location of the VFM
server.

As seen in Figure 10-4 on page 320, the following options are available on the
Replication Schedule panel:

» Schedule

Under the Use replication schedule check box, a drop-down list box enables
you to choose the schedule you want to edit. By default one schedule is
added when you start the replication policy creation.

» New and Delete buttons

You can set up multiple schedules for a single replication policy. You can use
the buttons New and Delete to create or delete a schedule on that policy.

If you set up more than one schedule for a policy, it runs based on the
frequency of each schedule. For example, you can set up multiple schedules
to run every 8 hours on weekdays but every 24 hours on weekends.

» Schedule type

With this drop-down list box, you can choose how often your policy runs. The
option in the list box range from minutes to months, enabling you to even
choose certain days in the week.

» Use alternate schedules when the policy fails

Another advanced scheduling option is enabled through alternate schedules.
You can set up an alternate schedule that runs if an error is issued when a
certain job runs. This way, a job runs based on the primary schedule. When
the job encounters an error (for example, if a network outage occurs or the
source or destination reboots), the policy reschedules to run based on the
settings for the alternate schedule. When the job runs successfully,
scheduling reverts to the primary schedule. This option is useful in a situation
where you want to run the job once a day. However, if the job fails, you want it
to keep trying every hour until it succeeds.
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10.1.3 Replication options

320

Follow these steps to create the migration policy and start a scan:

1. On the left panel of the Replication Policy window, click the Replication
Schedule link (see Figure 10-4).

Replication Policy

cation Schedule
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Replication Filters
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Differential Replication
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Replication Scripting
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Every 12 = hour(s)

I Use alternate scheduls when

R ever 10 | minut

the policy Fails

nitil the po

\ |

creeds,

_

]

.

Cancel

Figure 10-4 Replication Schedule panel

On the Replication Options panel, the following options are available (see
Figure 10-5 on page 324):

» Include subfolders

» Delete orphaned files in destination folders

This option controls what occurs when extra files exist on the destination that
do not correspond to any files on the source. If you select to delete the
orphaned files, the Replication Agent makes the destination a mirror image of

the source.

» Allow loss of additional file streams (CIFS only)

In some instances, the destination file system might not support alternate
data streams. Some Microsoft Windows applications store data in alternate
data streams. Macintosh-created data files make extensive use of streams
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(called resource forks). In most cases, you might or might not know whether
alternate data streams are used. If VFM cannot copy a file because the
destination does not support streams, the only way to copy the file is to select
the Allow loss of additional file streams check box.

Enable Copy-in-place

Many optimizations in a data movement policy are a compromise between
speed and safety. The Copy-in-place option in the Replication Options panel
can help a replication policy finish faster with a slight security risk.
Copy-in-place comes into effect during a incremental copy. Assume the
following scenario for a replication policy that moves files from one machine to
another:

— Afile called xyz.doc is on the source.
— The file is copied to the destination.
— The file is modified on the source.

— Because the file on the source is newer than the destination, xyz.doc on
the source must replace the file on the destination.

If Copy-in-place is not checked, the following events occur:
— The file xyz.doc is copied to the destination as a temporary file.

— When the copy is complete, the file xyz.doc is deleted on the destination,
and the newly copied temporary file is renamed as xyz.doc.

If Copy-in-place is checked, the following events occur:
— The file xyz.doc is truncated to 0 bytes on the destination.
— The file from the source is copied to the truncated file.

Checking copy-in-place is faster because no rename operations are required.
Copy-in-place is preferred when the source and destination are on the same
LAN or connected by a high-speed network link.

If the source and destination are connected by a low-speed link or the link is
not reliable, you must clear the Copy-in-place check box and allow the safe
rename technique to work. This way, if the network link breaks when the copy
is in progress, you are not left with a zero-length file on the destination.

Use NTFS Change Journal (CIFS only)

The NTFS change journal is a “file” that maintains a list of accessed,
changed, created, and deleted files.

VFM can optimize the search of changed source files on Microsoft Windows
machines by integrating with the NTFS change journal. If the Replication
Agent scans the source NTFS change journal, it can detect the changed,
deleted, and newly created files in a fraction of the time compared to fully
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scanning files containing TBs of data. This way, a replication
resynchronization proceeds much faster.

Note: The change journal file can wrap, thus resulting in lost changes. The
maximum change journal size on the volume is based on space you
allocate. If the change journal wraps, VFM resorts to a full scan of the
source to determine the changed files.

Note: The NTFS change journal is available only when the source is a
Microsoft Windows machine. In all other cases, this option is silently
ignored.

» Use snapshot data

While a replication policy runs, one or more files can be open on the source.
This is usually the case with PST files and Access databases where the user
might have an exclusive lock on the file. If VFM can get a read lock on the file,
it copies the file. Depending on how the policy is set up, VFM can either skip
the opened file or copy the file as best it can from the snapshot.

VFM can integrate with the Volume Shadow Service (VSS) on Microsoft
Windows 2003 or IBM N series snapshots.

If you expect that files are open, VFM can integrate with snapshots. VFM can
take a temporary snapshot of the source volume and copy all the files from
the source snapshot. Once the files are copied, the source snapshot is
automatically deleted. If the source is not Windows 2003 or IBM N series, you
must use the Retry failed file opens option.

Files that are not copied are logged as errors and are reported in the manifest
based on the settings of the policy. If one or more files are not copied
successfully, the policy is reported as a unsuccessful run. This occurs
because VFM chooses to warn you that the policy did not copy all files
completely.

Copy files

When a policy runs (either based on the replication schedule or a manual
run), VFM examine the source and destination to see which files have to be
copied. VFM uses the file name, the date, the attributes, and the file size to
determine whether two files are identical. Based on the policy settings, if two
files are identical, no data is transferred. If the files on the source and
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destination are different, the setting in the Copy files drop-down list box
determines whether a file is copied. This list box offers the following available
options:

— If destination file is different or missing
— If destination is older or missing

At times, the file on the destination might be newer than the source. You must
take care when setting the replication options for any policy.

Retry failed file opens

This option also determines how VFM proceeds when files are open on the
source of the replication. This option forces the Replication Agents to retry the
open files a number of times, with a specified interval between each try.

Abort if no file is successfully opened in

If the Replication Agent cannot open files for a certain time, the replication
fails. With this option, you set how much time expires before the Replication
Agent aborts.

Event Details

A replication policy can store a list of the files that failed during replication or a
list of all files moved while a policy runs.

We recommend you use the Only list files that encounter errors option,
available from the Event Details list box, only when you really have to access
a full list of replicated files.

If you select to list all files during large replications, you can overload the
Replication Agent and the VFM server by transferring that much data. Passing
the file list of full migrations with millions of files generates a significant amount
of network traffic and is an option that we do not recommend. The manifest file
is stored on the machine running the Replication Agent and is transferred each
time it is requested.

If files cannot be copied between the source and the target, the policy is
considered to complete with errors. Any open files that are not copied result in
an error. If an alternate schedule exists, the policy runs based on the alternate
schedule. If the VFM server cannot communicate with the Replication Agent
performing the data movement, the VFM server forces the policy to an error
state.
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10.1.4 Replication filters

324
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Figure 10-5 Replication Options panel

On the Replication Filters panel as shown in Figure 10-6 on page 325, you can
specify which directories and files you want to exclude from or include in the

replication. You can use any DOS wild card characters.

Note: When the replication option Delete orphaned files in destination folders
is selected in a policy that contains an exclusion list, files that match the
exclusion list are not copied, but the corresponding files on the destination are

not deleted.

For example, when a policy contains an exclusion list and the Delete orphaned
files in destination folders option is selected, here is what happens to files. In this

example, PolicyA excludes .doc files. Therefore:

» When PolicyA runs and finds .doc files in the source, the files are not

transferred to the destination.

» When PolicyA finds .doc files in the destination, the files are not deleted.
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Figure 10-6 Replication Filters panel

10.1.5 Agent options

On the Agent Options panel (see Figure 10-7 on page 327), you can choose
where the Replication Agent runs. By default, VFM uses the Replication Agent
on the destination to pull data from the source. This method is preferred because
the agent on the destination knows how much data it can handle based on the
load on the destination machine.

The following options are available from this panel:

» On the source side

When the Replication Agent cannot run on the destination (for example, the
destination is an IBM N series machine), you can use this option to force the
agent to run on the source and push data to the destination.

» On the destination side

This is the default behavior when you choose the VFM selects option (further
down on the Agent Options panel), and this method is preferred because the
agent on the destination knows how much data it can handle based on the
load on the destination machine. With the On the destination side option, you
can force this behavior, or make it clear that it is occurring.
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» On this machine or corresponding proxy

When Replication Agents cannot be deployed on the source or destination,
you can use a Replication Agent on another machine to act like a proxy and
make the replication possible.

A typical scenario in which this option is helpful is when you want to migrate
data from one N series to another. Because Data ONTAP does enable agents
to be installed, you need a proxy. If you choose the VFM selects option
(further down on the Agent Options panel) as the chosen option, VFM can
automatically select a machine to act as the proxy, but it does not consider
any geographical distance, link cost, or bandwidth because it does not have
this information.

As a best practice if Replication Agents cannot be deployed on the source or
the destination, you must manually select a machine to act as a proxy.

Remember that you do not need to manually install Replication Agents.
Based on policy settings, the Replication Agent is automatically deployed to
the specified machine, no matter whether it is a source, destination, or proxy.

In this agent group

Agent grouping provides a way to share the load between multiple Replication
Agents. When the replication job runs, VFM sends the policy to the next
available agent in the group. A round robin technique is used to determine
which Replication Agent in the agent group performs the policy. Using the In
this agent groups option prevents a Replication Agent from being overloaded,
while sharing the load across multiple agents to perform replications.

VFM selects

This option is the default. Using this option, you can transfer the responsibility
of choosing where to run the agent to VFM.

VFEM first tries the destination; if it fails, it tries the source. If it cannot use
either source or destination, it uses the Replication Agent on the machine
where VFM server is installed. Check the On this machine or corresponding
proxy radio button as a best practice when you need a proxy.

Remember that Replication Agents run under the credentials of the service
account that VFM runs under. This service account must have administrator
rights on the source and destination machines.
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Replication Policy EHE
—Agent Options
General
Replication Schedule
Rgplication Options
; lication Filters
ns
Run the tasks using agents:
ecurity Replication W o e e SR
:ttr:FjUt: Respll.catt.lon " on the destination side
""" Eplication acripting " on this machine o corresponding proey
| Erowse, .. |
" in this agent group
& WFM selects
Options controlling which replication
agents will run the tasks,
Ok I Cancel

Figure 10-7 Agent options

10.1.6 Differential replication and byte level replication (BLR)

The options on the Differential Replication panel are shown in Figure 10-8 on
page 328.

VFM provides the feature of byte level replication (BLR) to control data
movement across slow links. BLR minimizes the data sent across the wire,
especially with slow network links, by sending only the changed bytes.

You have a 10 MB Microsoft PowerPoint® file copied from the source to the
destination share. Let us assume that the user at the source changes one or two
slides in the presentation. Instead of sending the 10 MB changed file again from
the source to the destination, VFM can be used to intelligently send the changes
across the wire.

While the time required in computing the changed bytes in extremely large files
can be significant, network usage is minimized. You sacrifice the extra CPU
cycles to figure out the changed bytes so that the limited resource of network
bandwidth is optimized. BLR requires two Replication Agents to work together to
make the replication complete successfully.
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Use BLR only across slow links. In LAN-speed networks, the overhead of BLR
computation is more than the benefit it provides. BLR is also not effective for
graphic files (such as JPG and BMP) where a single change in images is
scattered in all parts of the file.

BLR works when the destination Replication Agent computes rolling hash sets
across all the blocks of the file at the destination. The destination Replication
Agent sends the rolling hash set as a file signature to the source Replication
Agent. This results in a small amount of data being transferred from the
destination to the source.

The source Replication Agent computes the rolling hash set of the changed file
at the source. When different hash blocks are encountered, the source
Replication Agent computes an instruction set to send from the source to the
destination. The instruction set is used to insert or remove data blocks from the
file at the destination to make it look like the source. BLR over slow WAN links
results in an 80% savings in network traffic of slightly changed data files.

Replication Policy EHE
r—Differential Replication
General
Replication Schedule
Replication Options %D
Replication Filters N

nt Otions I Enable file differential replication

EDifFeren ication ; . — . -
Serurity Rephcation se files for ential replication u: hie Following criteria
- Attribute Replication liniir File size I 64 3: KE
- Replication Scripting
G EE ] 28 I 3? B
Exclude Files I Expand. .. |
clude Files I Expand. .. |
L
Tramnsfe data for a file should mot exceed | 60 = %% of the file size.
Ferencing block size I 1024 3: brytes
I Fail replication if differential replication is not available

I | e cachied hash information if available

Options controlling when differential
replication is used,

[8]4 I Cancel

Figure 10-8 Differential Replication panel
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10.1.7 Security replication

This section discusses the options available on the Security Replication panel as
shown in Figure 10-9 on page 330.

Every replication requires that the files be copied accurately and completely.
VFM provides several mechanisms to control file copying. Where possible, VFM
signal errors when files were not copied completely or correctly.

Many Active Directory deployments can use local groups. A local group is valid
only on the source system on which it is defined. If the security on a file is
controlled by the permissions of a local groups and that file is copied to a
destination machine, the security settings are not valid. This means that the
users who had access to the files on the old server do not have access to the
replicated copy.

The following options determine how VFM handles security replication (see
Figure 10-9 on page 330):
» Copy security descriptor

From the Copy security descriptor drop-down list box, you can choose when
to copy the security information from files:

— Each time the file or folder is copied.
— Only if target file or folder does not exist.

This means that the security information is copied only the first time the file
is replicated. If you choose this option, be sure that it is appropriate for
your environment.

— Never.
— Always copy security settings.
» Remove the SID from the security descriptor

With this option, you can direct VFM to remove just the local groups from the
file on the destination.

» Translate the SID to the same trustee name and type on the target

VFEM can also translate the security information for local groups. You can click
the following radio boxes:

— Create local groups on the target if not found

With this option selected, VFM automatically creates a local group on the
destination with the same name as the local group on the source.

All domain users and domain groups that are members of the old local
group are added to the newly created local group. This way, users that had
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access to the data through the old local group on the source server have
access to the data on the new server through the newly created local
group.
— If unable to translate the SID
In case the SID cannot be translated, the chosen action is taken.
» Allow loss of security information

At times, you care only about replicating the data from one location to another
without regard to the security of the data on the new system. For example, if
you replicate data from a Microsoft Windows server to a UNIX-style gtree on
the new IBM N series, we recommend you check the Allow loss of security
information check box.

If the source machine or the destination machine is a Domain Controller, you
must deselect this check box to process local groups (technically called /ocal
trustees). You do so because the Domain Controller does not support local

groups.
Replication Policy EHE
— Security Replication — — —

General
Replication Schedule
Rgplication Options

i Replication Filters _ k-

- #gent Options
Copy security descriptar:  |Each time the file or Folder is copied j

" Remove the SID From the security descripkor
' Translate the SID to the same trustee name and type on the target

’47 Process local trustees in security descriptor

V¥ Create local groups on the target if not Found

 Leave it as is
" Remove the SID From the security descriptor

’ If unable to translate the SID:
(+ Translate to Local Administrators group

L

[~ allow loss of security information

Cptions contralling howe security
attributes are handled during the
transfer,

[8]4 I Cancel

Figure 10-9 Security Replication panel
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10.1.8 Attribute replication

In this section, we discuss the Attribute Replication options as shown in
Figure 10-10. Using these options, you can change the file attributes to match
your needs. We provide the following two examples:

» You might want to clear the archive attribute of a copied file so that the file can
be backed up on the replication target.

» You might want to preserve the last access time of the file on the source.

Even though VFM copies the file, it resets the last accessed time on the file. This
is useful when HSM or other reporting software is based on the last access time.
Overhead is involved on the Replication Agent when preserving the last access
time. So if you do not require this feature, uncheck the Preserve last access time
on source check box.

Replication Policy [ 2]
—Attribute Replication e ————
General
Replication Schedule
Rgplication Options

i Replication Filkers — A
- #gent Options

- Differential Replication "EtUtTiEEE: 1l |— Aktribube setting on destination ——
Match  Set Clear Unchanged
= archive Attribute | & el el
r Read-Only Attribute | (+ @ e i~
r Compressed Attribute | (% (o (o (o
r Hidden Attribute | & & ~
d System Attribute | & o ~

[ Preserve last access time on source
I~ Set retention date on files copied to Snaplocked MetApp Filer Yolumes
% Setb retention bime as offset Fram copy. bime
I 0 |vears j

" Set the retention bme bo the specified bine and|date

Options controlling how file attributes 1
are handled during the transfer,

Time |11:44:0? A :l Datel 3(1242008 j

[8]4 I Cancel |

Figure 10-10 Attribute Replication panel
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10.1.9 Replication scripting

332

You can configure VFM to enable you to run a script before or after a replication
policy (see Figure 10-11). For example, you can choose to run the Run Batch
Before Replication script to stop an application or send an e-mail. The Run Batch
After Replication script enables you to restart the application or send an e-mail.

Replication scripts are passed parameters and can be any batch script. The
scripts are run by the VFM server under the context of the VFM service account.
The scripts can be located on the local drive or from any network-accessible
share.

Note: The Run Batch After Replication script cannot run if the replication
policy contains an error. A script runs once for each policy. Even if the policy
has multiple hops, the script only runs once.

Replication Policy HE

—Replication Scripting
General

Replication Schedule

Replication Options %D
Replication Filters

- Agent Options

- Differential Replication

- Security Replication
- Attribute Replication
y

I~ Run Batch Before Replication
Eiaticf ! Brovise |

T Run Batch After Replication

Lh File: I Browse |

Options For specifying batch files that
are executed in conjunckion with
replication.

[8]4 I Cancel

Figure 10-11 Replication Scripting panel
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10.2 Typical examples of replication setup

Because of the numerous options available with replication, it is not possible to
show all the possible configurations of replication. This section provide examples
of typical replication setups.

10.2.1 Data gathering

Suppose company XYZ has several remote offices around the world, but one
data center is responsible for all backups. With this configuration, the remote
offices do not have to maintain tapes and specific staff for backups.

Every night the data on several shares is replicated from each office to the main
data center. In this example, we show how to set up replication from two different
locations to a single CIFS share on a N series storage system.

Company XYZ has the following three machines:

» roman.itso.tucson is the office server located in Rome.

» itsotuc6.itso.tucson is the Sao Paulo office server.

» itsotuc8.itso.tucson is the N series Storage System located in Tucson that
centralizes the data of the Rome and S&o Paulo offices.
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On N series is the share Remote Offices, which contains one folder for each
remote office as shown in Figure 10-12.

otuc3.itso.tucson',Remote Offices
File Edit Wiew Favorites Tools Help | ,'
P Back ~ ) - 5 | ' Search [~ Folders | [~
Address I;{ Yiiksotuc,itso, bucson|Remaote Offices j Go
| Size | Tvpe | Date Modifie
File and Folder Tasks S ' File Folder 3122008 =
Sa0_Paulo File: Folder 3f12/2008 =
j Make a new Folder 520 12
@ Publish this Folder to the
Web
ﬁ‘] View previous versions
Other Places S
1§ itsobucs.itso.tucsan
D My Documents
4 My Computer
‘8 Iy Metwork Places
Details ¥
| | o

Figure 10-12 Data gathering: directory structure on N series share
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The server in Rome contains the Important Data share as shown in

Figure 10-13. The office server in Sdo Paulo has the share Main Data with the
data displayed in Figure 10-14. All data in both shares must be replicated to the
corresponding folder on the N series server. In this case, you must create one
replication policy for each remote office whose data you want to replicate.

‘\roman.itso.tucson',Important Data

Ele Edit Wew Favorites Tools Help | ;,'
JBack ~ o - b | o Search Falders | -

Address I;r‘ \iroman.itso.bucsoniImportant Daka 1 Go
_Mame = Size | Type | Date Modified Attrihutil_
File and Folder Tasks & Dt File: Folder 3122008 4:05 FM
,_j Make & new Faider L Cir2 File Falder 312/2008 4:01 PM
initiator. rtf 8,187 KB  Rich Text Document 5/23/2007 4:01 PM A
= ] Eﬁ:ﬁs" this falder to the iscsi complement. rtF 2,804 KB Rich Text Document  &/11/2007 10:26 &AM A
@setup.exe 220KE  Application 12/14f2004 2:09 AM  RA

Dther Places x

:J roman.itso bucsan
D My Documents

4 My Computer

!8 My Metwork Places

Details ¥

Figure 10-13 Rome server: Important Data contents

tsotuch.itso.kucson',Main Data
File Edt “ew Favorites Tools Help | ’,’
QBack ~ ) - T search Falders ‘ -
Address I Wiitsobuct.itso, bucsoniMain Data j Go
Mame = | S\ze' Type | Date Modified | Attributes
File and Folder Tasks A [ioverview Fles | File: Folder 3(12{2008 4:10 FM
j i Fold @Ovarviaw.htm Z1 KB HTML Document 5/1/2007 10:00 AM A
sk a naw Folder
) Tesk_03-12-2006_14,54,48 xml 12KB  #ML Document 6f20/2007 2:56 PM A

@ Publish this Folder ko the
web

Other Places S

J’ itsobuce. ko, bucson
My Documents
J My Computer
13 MMy Metwork Places

Details ¥

Figure 10-14 Sao Paulo server: Main Data contents
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Important: Before setting a replication policy, make sure that the service
account used by VFM has Full Control set on all involved shares.

Creating the replication policy for the office server in Rome

To create a new replication policy, go to Admin View — Data Movement
Policies — Replication Policies (see Figure 10-15).

VFM ¥FM - [ITSOTUC181] Hi=] B3

File Wew Reports Tools Help

L ERRAR

B ﬁ Admin View =& Replication Policies ?
(] Data Lifecycls Automation Po

-] Data Movement Policies Properties | Replication Tasks I Events I
-] Migration Policies _|
{:I Replication Policies
{:I Storage Load Balancing P Children
-] Disaster Recovery Policies
B+ Mamespace Policies
-] Snapshot Policies
[]--0{5 Logical Yiew _Replicati,.. ¢ | Saurce Path Target Paths | Replication Scheduls

-7 Physical Yiew
I:I--- Reports

Jq 0 =

Figure 10-15 VFM client: Replication Policies panel
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Follow these steps to create a new replication policy:

1.

Right-click New Replication Policy (see Figure 10-16).

VFM¥FM - [ITSOTUC181]

File ‘jew Reports Tools Help

I[=] B3

B85 ¢ x|?

m Admin Yiew

= {:l Data Movement Policies
-] Migration Policies

-] storage Load

[#-{"] Data Lifecycle Automation P

= Replication Palicies

Proparties | Replication Tasks | Events |

Leplication Policy...

{Z] Disaster Recover

Colurnns., ..

{:I Mamespace Polici
-] Snapshat Policies

Application Security. ..

I:I--J}[e Logical Yiew
(-7 Physical Yiew
=52, Reports

< |

i

Replicati...

7 | Source Pathl Target Paths | Feplication Schedule

_

0

Figure 10-16 Replication Policies window with right-click menu
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2. At this point, you can set the first parameters for this replication: Name,
Source, and Targets. Fill in these three fields as shown in Figure 10-17.

Replication Policy EHE
—General
General
Replication Schedule
Rgplication Options L I Rarme Backup

i Replication Filkers
- Agent Cptions
- Differential Replication

- Security Replication Source I'l,'l,roman.|tso.tucson'|,1mportant Data Browse. .. |

- Attribute Replication
- Replication Scripting Targets [fiiksotucd, itso,tucsoniRemote Offices\Rome Add

Use the Monitor on _ﬂ

Options describing Folders controlled by_
the policy.

[8]4 I Cancel

Figure 10-17 Rome server: new replication policy
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3.

In the panel on the left of the Replication Policy window, click the Replication

Schedule link. In this example, we choose to perform a daily replication,

starting at 10 p.m. (the time on the VFM server) as shown in Figure 10-18.

Replication Policy

General

Replication Schedule
Replication Options

[ Replication Filters

- Agent Cptions

- Differential Replication
- Security Replication

- Attribute Replication
Replication Scripting

Options For scheduling replication.

—Replication Schedule

¥ Use replication scheduls

| 1: Ak 10:00:00 PM every day, starting 3(12/2008 |

Mew Delete |

Schedule bype:

Start time:

I Daily

j:DD:DDPM —:j Advanced. .. ’

Schedule type: Daily
Every lﬁ_:l day(s)

I Use alternate schedule when the policy Fails

) I 10 inukes U

]

palicy succesd:

.

Cancel

Figure 10-18 Rome server: replication schedule
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4. In the Replication Options panel, check the values as shown in Figure 10-19.

Replication Policy EHE
—Replication Options
General
Replication Schedule
Rgplication Options

Replication Filters

Optimize For Speed Opkimize For Security

Differential Replication

Security Replication
attribute Replication IV Include subfalders

i Replication Scripting IV Delete orphaned files in destination Folders
[~ allow loss of additional file streams (CIFS only)

V¥ Enable Copy-in-place

™ Use NTFS Change Journal (CIFS orly)

™ Use snapshot data

[ override compatison timestamp resolution

Copy files: IIF destination file is different or missing j

Retry Failed file 0pens| 0 times at 1 0 second intervals,

Abort if no file is successfully opened in I 0 minutes,

Options controlling data transfer
behavior.

Event Details

[8]4 I Cancel

Figure 10-19 Rome server: replication options
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5. Click OK to create the policy and check that the policy is listed in Replication
Policies as shown in Figure 10-20. In this case, we do not have to change any
other value.

vEMYFM - [ITSOTUC181]
File View Reports I

Help

BEE x| ?

[= 48 Admin view
{21 Data Lifecycle Automation Po
=] Data Movement Policies
{1 Migration Policies
=1 Replication Policies
=5 Rome Backup
~{_] Storage Load Balancing P
{1 Disaster Recovery Policies
{21 Hamespace Policies
{21 Snapshot Policies
£ Logical Yiew
Physical Yiew
Reports

<« |

A Replication Policies 2
Properties | Replication Tasks | Events |
Children
Replicati.. ¢ | Source Path | Target Paths _| Replication schedule
4 Rome Backup  tlroman. tso.fucsoniimportant Data  |jbsotucd.itso.tucson|Remote OfficesiRome At LO:00:00 PM every day, starting 3/12/Z00E
4 iE

Figure 10-20 Rome policy: replication policies list

Chapter 10. Replication

341




6. Click the Roman Backup policy to view its properties (see Figure 10-21).

EE R
=48 Admin view A Replication Policy: Rome Backup 2
{21 Data Lifecycle Automation Po
[=1-{"] Data Movement Policies Properties |Stetus | Replication Topelogy | Replication Tasks | Events |
{1 Migration Policies =
512 Replication Poliies Replication Policy Properties FEdit
=5 Rome Backup
(2] Starage Load Balancing P Hame Frome Backup
{1 Disaster Recovery Policies Monitor Agent ITSOTUCIB1.ITSO, TUCSON
{Z] Namespace Policies
23 Snapshot Policies Source Path Vroman, s tucsorlimportant Dats
{ Logical view Target Paths itsotuctso bucsontRemote
3 Physical View Officectfione
iz, Reports Replication At 10:00:00 PM every day, starting
Schedule 3i1242008
Alternate Off
Repiication
Schedule

Include Subfolders  Yes
Delete arphan fles  ves
Allow security loss Ko
Alowstream loss o

Use MTFS Change Mo

Journal
Copy files IF destination il s different or missing
File Retry Retry 0 times at 0 second intervals,

Abart after 0 minutes,

Files Exclusion
Files Inclusion
Folders Exclusion

Folders Inclusion

Event Detals Oniy lsk Files that encounter erors
Use differential (i3
replication =l

< R

0

Figure 10-21 Rome backup properties
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7. Click the Replication Topology tab to view a graphical representation of the
topology of this replication policy (see Figure 10-22).

VEMYFM - [ITSOTUC181]

file Yew Reports Took Help

[ [5]x]

e x| ?

[ Adwin view

{0 Migration Polcies
+ - = Replication Policies
<& Rome Backup

{1 Namespace Folicies
{1 Snapshat Policies
Logical Yiew
Physical View

-3 Reports

. |

{_] Data Lifecycle Autamation Po
{_] Data Movement: Policies

¢ ] Sterage Load Balancing P
{_] Disaster Recovery Policies

A Replication Policy: Rome Backup

Properties | Status Replication Topology | Replication Tasks | Events |

&8 Yroman. tso tucsoniimportant Data e 7 bl {iitsotucs. tso tucsoniRemote ... |Rome

|

[

Figure 10-22 Rome backup topology
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8. In the left panel, right-click the name of the policy. Then click Start
Replication now (see Figure 10-23).

Fle Yew Reports Jooks Help

B85 x| ?
4 Admin view A1 Repication Policy: Rome Backup ?
(] Data Lifecycle Automation Po
(=] Data Movement Policies Properties |Statu5 | Replication Tapalogy | Replication Tasks | Events |
F-{_] Migration Policies =
=] Replcation Policies | Replication Policy Properties SEdit
~[2] Storage Loa Rome Backup
& % Diaster Pacove  Cancel Replication In Progress ISOTUC1E1 TS0 TLCSON
Namespace Polic  pae
Alroman. tso, tucsonidmportant Daka
{1 Snapshat Folicie: F— b
Logical View itsotucs. tso. tuc
) Physical View Froperties... Offices\Rome
7
42 Reports Replication At 10:00:00 PM every day, starting
Schedule 3/12J2008
Alternate Off
Replication
Schedule

Indlude Subfolders ~ Yes
Delete orphan files  Yes
Allow security loss Mo
Alow streamloss Mo

Use NTFS Change Mo

Journal
Copy files IF destination File is different or missing
File Retry Retry O times at 0 second inkervals,

Abort after 0 mindtes,

Files Exclusion
Files Inclusion
Folders Exclusion

Folders Inclusion

Ewent Details Oty list files that encounter errors
Use dfferenidl o
replication <

< | o

[(rrri

Figure 10-23 Rome server: starting replication

344 IBM System Storage and Virtual File Manager



9. Go back to the Replication Topology tab (see Figure 10-24). The blue circle
indicates that the replication is being processed.

D _ B[]
Fie Vew Reports Tools Help
8% x|?
=4 Admin View = Replication Policy: Rome Backup 7
] Data Lifecycle Automation o
=] Data Movement Palicies Properties | Status  Replication Topalogy | Replication Tasks | Events |

(] Migration Policies
2] Replicati iies

.. ARame

{ &) Yitsobuca.itso.bu

] Disaster Recovery Policies & Yroman. tso ant Data
7] Namespace Policies
7] Snapshat Policies

{E Logical View
5

g
{5 Reports

0] I

]

4

Figure 10-24 Replication topology showing a ongoing replication
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When the replication finishes, the final status is displayed as shown in

Figure 10-25.

¥FM ¥FM - [ITSOTUCL81]
Fle Yew Reports Jooks Help

_[5]x]

B x| ?
ﬁndmmview

-] Data Lifecydls Automation Po

A Replication Policy: Reme Backup

=] Data Movement Policies
-] Migration Policies
1] Replication Policies
B> Rome Backup
~{_] Storage Load Balancing P
(] Disaster Recovery Policies
-] Namespace Policies
-] Snapshot Policies
£ Logical view
Physical View
2 Reports

Properties | Status Replication Topology | Replication Tasks | Events |

& liroman.itso.tucson|Important Data

< [

/) \ljtsotucs. tso.tuc

...\Rome

Crrri

Figure 10-25 Rome replication topology after a successful replication
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10.Access Replication Tasks (see Figure 10-26). Notice the contents of this
window; one task for this replication policy is displayed.

viM ¥FM - [ITSOTUC181]

Fle Yew Reports Jooks Help

_[5]x]

B85 %2

[=-4 admin view

-] Data Lifecydls Automation Po

A Replication Policy: Reme Backup

=] Data Movement Policies
-] Migration Policies
1] Replication Policies
B> Rome Backup
~{_] Storage Load Balancing P
(] Disaster Recovery Policies
-] Namespace Policies
-] Snapshot Policies

=73 Physical Yiew
%L Reports

< [

Properties | Status | Replication Topalgy  Replication Tasks |Event5 |

A8 @ Gx [ @i

Source | Destination | Source Link | Destination Link |

policy  © | Type | Status | Agent(ca

 tiroman,it ant Data |tsotuc3 i

Offices|Ram

Rome Backup VM Successful - romanits

|

Crrri

Figure 10-26 Rome backup replication policy
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11.Check the contents of the destination share (see Figure 10-27). You can
check whether it is the same as the original content (see Figure 10-13 on

page 335).

itsotuc3.itso.tucson’,Remote Offices',Rome

Eile Edit Miew Favorites Tools Help

(DEack » o - T | - search Folders | -

Address [ =) Yitsotuc itso. tucson|Remote Offices|Rome

-

Go

:@ View previous versions

»

Other Places

L Remate Offices
D My Documents

J My Computer
g Iy hetwork Places

Details ¥

MName = Size | Type | Diate Modified Attrihutil_
File and Folder Tasks ® o File Folder 3/12/2008 +:03PM
|abir2 File Folder 3/12/2008 4:01 PM
£ ake anew fader nitiatar.rtf 8157KE Rich TextDocument  5/23/2007 401PM A
-] m’gs“ this folder to the iscsi complement. it 2,394 KB Rich Text Document  6/11/2007 10:26 A1 A
@setup.exa 220KE  Application 12{14/2004 M09 AM RA

Figure 10-27 Rome backup: contents on destination
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Creating the replication policy for the office server in Sao Paulo
In this section, we repeat the process for the remote office in Sdo Paulo:

1. Right-click Replication Policy (see Figure 10-28).

VEMYFM - [ITSOTUC181]

File Wiew Reports Tools Help
85 ¢ x|®
W Admin Yiew

{:l Data Lifecycle Automation Po

] Data Movemert Policies Properties |Replicati0n Tasks I Events I
{27 Migration Policies |

I[=1 E3

= Replication Policies ?

=plication Palicy. ..

(] Storage Load
{:l Disaster Recover Columns. ..
Mamespace Polici
-] Snapshat Policies,_#PPlication Security...

[]..0{5 Logical Yiew Replicati... ¢ | Source Path | Target Paths | Replication Schedule J
I:I-- Physical Yiew

I:I--- Reports

< | ® |
[

Figure 10-28 Replication Policies window with right-click menu
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2. Set the parameters for this replication: Name, Source, and Targets. Fill in
those three fields as shown in Figure 10-29.

Replication Policy

[ 71x]
—General
General
Replication Schedule
Rgplication Options Mame: I San Paulo Backup
i Replication Filkers
- Agent Cptions
- Differential Replication ——— [TE—
- Security Replication S Ill'll'I sotuce.itso.tucsoniiain Data
- Attribute Replication - - -
- Replication Scripting Targets | Yitsobuc3.itso,bucsoniRemaote Offices!Sao_, .. Add |
Edit |
Delete l
Use the Monitor on _ﬂ
Options describing Folders controlled by_
the policy.
[8]4 Cancel

Figure 10-29 Sé&o Paulo server: new replication policy
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3. On the left of the Replication Policy window, choose Replication Schedule.
In this example, we choose to perform a daily replication, starting at 1 p.m.
(the time on the VFM server) as shown in Figure 10-30.

Replication Policy

—Replication Schedule

General
Replication Schedule
Rgplication Options -

- Replication Filers | 1: Ak 1:00:00 AM every day, starting 3/12/2008 |
- Agent Cptions Mew 1 Delete |
- Differential Replication
B SECL_mty Repllc.atpn Schedule bype: Start time:
- Attribute Replication

Replication Scripting IDain j I fl:00:00 &M —:j Advanced. .. ’

Schedule type: Daily
Every lﬁ_:l day(s)

¥ Use replication scheduls

I Use alternate schedule when the policy Fails

= I 10 minukes un policy. succeed:

Options For scheduling replication.

[8]4 I Cancel

Figure 10-30 Sao Paulo server: replication schedule
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4. In the Replication Options panel, check the values as shown in Figure 10-31.

Replication Policy EHE
—Replication Options
General
Replication Schedule
Replication Options

Replication Filters
Agent Options
Differential Replication
Security Replication
Attribube Replication IV Include subfalders

Replication Scripting IV Delete orphaned files in destination Folders

[~ allow loss of additional file streams (CIFS only)

Optimize For Speed Cpkimize For Security

V¥ Enable Copy-in-place

™ Use NTFS Change Journal (CIFS orly)

™ Use snapshot data

[ override compatison timestamp resolution

Copy files: IIF destination file is different or missing j

Retry Failed file opensl 2 times at 1 10 second intervals,

Abort if no file is successfully opened in ! 10 minutes,

Options controlling data transfer
behavior.

Event Details

h W

Figure 10-31 Sé&o Paulo server: replication options

[8]4 I Cancel
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5.

In this example, we consider other options. Click the Security Replication

link and check whether the Process local trustees in security descriptor check
box is checked. If it is checked, uncheck this check box. Refer to 10.1, “Using
replication options” on page 316 for details about this option.

Replication Policy

General
Replication Schedule
Replication Options

[ Replication Filters
- Agent Cptions
- Differential Replication
- Security Replication
- Akkribube Replication
Replication Scripting

Options controlling howe security
attributes are handled during the
transfer,

—Security Replication

€

Process local brustees in security descriptori

€ Remoyve the S0 from the security desc

1% Translate the SID o the same brustes n
¥ | Create local aroup Larget if not

I unable to bramsla
© Leave it as
" Remave the
1% Translate bo

ftarm Ehe security
Administrato

[~ allow loss of security information

L

Copy security descriptar:  |Each time the file or Folder is copied

nd bype on the targ
7

Fipkar:
|r]

[8]4 I Cancel

Figure 10-32 Sa&o Paulo server: security replication
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6. Click OK to create the policy and check that the policy is listed in the
Replication Policies panel as shown in Figure 10-33. In this example, we do

not change any other value.

VM YFM - [ITSOTUC181]

file Wiew Reports Took Help

[ [5]x]

HEE X%

[=-3 admin view

A Replication Polides
(-] Data Lifecycle Automation Po

-] Data Mavement Policies

: Properties | Replication Tasks | Events |
+ -] Migration Policies

: =] Replication Policies

o B Rome Backup
“2 5a0 Paulo Backup
{2 Storage Load Balancing P
{_] Disaster Recovery Policies
{21 Namespace Policies

{2 Snapshot Palicies

Children

Replication ... /| Saurce Path

| Target paths | Replication Schedule

& Rome Backup
=% 5a0 Paulo Backup  Y\itsotuce. itso. tucsoniMain Diata

Logical ¥iew
(-2 Physical View
B2 Reports

Yyroman, ibso.tucson|Important Data  {ksobucd.itso.tucsonRemote Offices\Rome

At 10:00;00 PM every day, starting 3/
\yitsobucs.itso.tucsorRemate Offices|Sao_Paulo At 1:00:00 AM every day, starting 3/1

< |

e
- |

I I

Figure 10-33 Replication policies list with both Rome and Sdo Paulo remote offices
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7. Select the Replication Topology tab to view a graphical representation of the
topology of this replication policy as shown in Figure 10-34.

vFu ¥FM - [ITSOTUC181] =
Fle Yew Reports Jooks Help
B x| ?
[=-4 admin view
-] Data Lifecydls Automation Po
(=] Data Movement Policies Properties | Status Replication Topology | Replication Tasks | Events |
-] Migration Policies
=1 Replication Policies
i Rome Backup
i Sa0 Paulo Backup
~{Z] Storage Load Balancing P
(] Disaster Recovery Policies
-] Namespace Policies
Snapshot Policies
Logical View
Physical View
B2 Reports

A Replication Policy: San Paulo Backup.

R {}itsotuce.itso.tucsan|Main Data =—————— 7 b0l |{tsatucs. tso.tucsoriRem. . 5an_Pauio

< [

Crrri

Figure 10-34 Séao Paulo server: replication topology
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8. In the left panel, right-click the name of the policy. Then click Start
Replication now (see Figure 10-35). This process is not required because
you set a schedule for this policy, and it is always executed as you scheduled
it. In this example, we use this option to demonstrate what happens when the
replication is running and after it runs.

Note: You can always start a replication manually if you want to.

VENVEM - [ITSOTUC181]

File View Reports Tools Help
HEE X[ ®
= {5 Admin View 0 Replication Policy: Sa0 Paulo Backup 2
7] Dats Lifecycle Autamation o
1] Data Movemert Policies Praperties IStatus | Repiication Topology | Repiication Tasks | Events |
L1 Migration Policies =
£ Replication Policies =
£ Rome Backup Replication Policy Properties FEdit
= Back,
7 storage Load Balanci I £ Pauln Batkup
£ Disaster Recovery Policie
] Wamespace Policies P OTUCIE1.ITS0. TUCSCH,
&1 (] Snapshot Palicies — » |sotuce.itso bucsoniMain Data
{ Logical view = e bt »
45 N sohuc3bso bucsoniRemate
%)) Physical view Praperties... cesian Pl
‘B2 Reports
Replication Ab 1:00:00 AM swery day, starting
Schedule 3f122008
Alternate OFf
Replication
Schedule
Include Subfolders  Yes
Delete orphan files  Yes
Allow security loss Mo
Allow stream loss Mo
Use MTFS Change Mo
Journal
Copy files 1F destination file is different o missing
Flle Retry Retry 2 times at 10 second intervals,
Abort after 10 minutes.
Files Exclusion
Files Inclusion
Folders Exclusion
Folders Inclusion
Event Detals Crly lst files that encounter errors
4 Bl m Lz Aifferential iy =l

Figure 10-35 Sé&o Paulo server: starting replication
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9. Go back to the Replication Topology tab (see Figure 10-36). A blue circle
indicates that the replication is being processed.

VM YFM - [ITSOTUC181]

Fle Yiew Reports Iools Help

EE R

=48 Admin view 1 Repiication Poiicy: Sao Paulo Backup 2
{21 Data Lifecycle Automation Po
[=1-{"] Data Movement Policies Properties | Status Replication Topology | Replication Tasks | Events |

{1 Migration Policies
=] Replication Policies

=5 Rome Backup
=5 Sa0 Paulo Backup
~{] Storage Load Balancing P B it sotuce itso, tUcsaniMain Data {4 }-p @l 1jits0tuC3. b0 tuCsOM|REM. . |530_Pavlo
{1 Disaster Recovery Policies
{21 Hamespace Policies
{21 Snapshot Policies
£ Logical Yiew
7y Physical View
Reports

< [

0

Figure 10-36 Séao Paulo topology during replication
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10.0n the Replication Tasks tab (see Figure 10-37), notice the contents of this
window. One task is displayed for this replication policy.

VM YFM - [ITSOTUC181]

file Wiew Reports Took Help

[ [5]x]

HEE X%

[=-3 admin view
-] Data Lifecycle Aukomation Po
(=] Data Movement Palicies
¢ @] Migration Folicies

: Replication Pelicies
“d Rome Backup

45 5a0 Paulo Backup
Storage Load Balancing P
Disaster Recovery Policies
{21 Namespace Policies

{2 Snapshot Palicies
Logical Yiew

- Physical View

2 Reports

A Replication Policy: Sa0 Paulo Backup

Froperties | Status | Replication Topelogy  Replication Tasks |Events|

2o inE w

Source | Destination

| Source Link | Destination Link | Policy & | Type | status | Ager

 Witsotuce.it T\Main Data  \JEsotuc, i OfficesiSan_Paulo

Kl |

< ]

SaoPadlo Backup  VFM Successful  itsaty

|

(i

Figure 10-37 Sé&o Paulo server: replication tasks
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11.When the replication finishes, you can view the final status as shown in
Figure 10-38.

vENYFM - [ITSOTUC181] [ [5]x]
Fle Wew Reports Iools Help
HEE e x|?
=88 admin view Al Replicatian Policy: 520 Paula Badup ?
(-] Data Lifecycle Automation Po
1] Daka Mavemert Folicies Froperties | Status Replication Topology | Replication Tasks | Events |

¢ @] Migration Folicies

© =] Replication Pelicies
B Rame Backup

=& Sa0 Paulo Backup
Storage Load Balancing P &l Yytsotucs. tso. tucson|Main Data {/ ) \litsotucs.itso.tuc ¥

Disaster Recovery Policies

{21 Namespace Policies

{2 Snapshot Palicies
Logical Yiew

- Physical View

2 Reports

_Paulo

]
i

<

Figure 10-38 Sao Paulo replication topology after successful migration
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12.Check the contents of the destination share (see Figure 10-39). You can
verify that the replicated content matches the original content (see also
Figure 10-14 on page 335).

@ '.\itsotuc3.itso.tucson'Remote Offices'Sao_Paulo
File Edit \Wiew Favorites Tools  Help | ;','
OBack > I ¥ | - Search Folders | -
Address I]j] Miksotuca,itsa, tucsoniRemote OfficesiSa_Paulo j Go
MName = | Sizel Type | Date Modified | Attributes
File and Folder Tasks S [Caoverview_Ffiles File Folder 3(12{2008 4:10 PM
@Overview.htm 21 KB HTML Document 5/1/2007 10:00 AM A

J Make a new folder

= Tesk_03-12-2008_14.54.48. xml 12KB  #ML Docurnent 6/20/2007 2:56 PM A
@ Publish this Falder to the
Web

=£¢] Wiew previous versions

Other Places &

& Remote Offices
D My Documents

4 My Computer
I:J Iy Network Places

Details ¥

Figure 10-39 Séao Paulo backup: contents on destination

10.2.2 Data distribution

The IT department in Company XYZ is responsible for handling all aspects of
software used by the company, that is, legal, new, upgrades, security updates,
and so on. The department maintains a single repository listing the approved

software and updates, and this repository is used by the entire company.

Because the company has several offices, each with several people that have to
install the software (or update the already installed software), it make sense to
maintain an updated copy of this repository, at least for the large offices.

In this example, we have the same three file servers (see 10.2.1, “Data
gathering” on page 333):

» roman.itso.tucson is the Rome office server.

» itsotuc6.itso.tucson is the Sao Paulo office server.
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itsotuc3.itso.tucson is the N series located in Tucson. It contains the main
software repository in the share Software Distribution (see Figure 10-40 and
Figure 10-41 on page 362).

sotuc3.itso.tucson'Software Distribution
File Edit Wiew Favorites Tools Help | ,'
P Back ~ ) - b/ | ' Search Falders | [~
Address I;{ Yiiksotuc,itso, bucson Software Distribution j Go
File and Folder Tasks S _,)

j Make a new Folder

@ Publish this Folder to the
Web

ﬁz] View previous versions

»

Other Places

1§ itsobuc3.itso.tucsan
D My Documents

4§ My Computer

Na Iy Metwork Places

“®

Details

Figure 10-40 Original content on Software Distribution share
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‘itsotuc3.itso.tucson',Software Distribution',IBMYFMB0609
File Edit Wiew Favorites Tools Help | ,'
JBack ~ L) - ¥ | ) search Folders | [
Address |i| Yiitsotucs.itso. bucsoniSoftware Distribution\ IBMYFME0509 =
-
File and Folder Tasks S _,) _,) _,) _,) j

FDF program files  System3z 0409, ini

Aukorun.exe  autorun.inf brand.dl 1M ¥FM.msi  ibmra-6.0-6...

;l.) Software Distribution ‘E‘,y

D My Documents ibrra-6.0-6... instmsia.exe  instmsiw.exe  ISScriptl0...  MFCE0U.DLL

4§ My Computer
o=
=4

‘3 Iy Metwork Places
Microsoft.Y... Microsoft.Y... msvcrS0.dl  ReadMertf  Setup.bmp

setup.exe Setupini SysCheck.exe  weredist_x...  wfm-serial bxt

ij Make a new Folder

@ Publish this Folder to the
Web

ﬁz‘] View previous versions

1
@
&,

»

Other Plages =

[EL)
a
a
)

[,
&,

“®

Details

Figure 10-41 Original content on Software Distribution share: IBMVFM60609 folder

In this example, we demonstrate how to use VFM to create the shares on both
the Rome and S&o Paulo servers and add them as a multitargeted DFS link,
simplifying the replication and providing the benefits of a global namespace (refer
to Chapter 5, “DFS namespace” on page 117).

In this scenario, the main repository is not supposed to be used directly by users;
it is used only to replicate data to the office servers. Assume that the remote
offices do not have the Software Distribution shares yet; thus we demonstrate
how to use VFM to automatically create the share on all servers in a single
operation. In addition, we recommend best practices for managing your
resources on VFM.
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Creating the Managed Resources folder

VFM enables you to create as many folders as you require in the Physical View
panel. You create as many folders as required to organize all your servers,
making it easier to manage them. In this example, we create a Managed
Resources folder, and then add both the roman and itsotuc6 machines to it:

1. Go to the VFM client by choosing Start — Programs — IBM — Virtual File
Manager — VFM Client.

2. Right-click Physical View and then click Add Folder as shown in
Figure 10-42.

Vi ¥FM - [localhost] =]
Fil= Wiew Reporks Tools Help
ab8sex|?
B @_ Admin Yiew =& Physical Yiew ?
Q{e Logical Yiew — b
: : Properties | Replication Tasks | Events |
Add Folder, ..
=l
— Machines
Refresh F5
Reparts 3
Calumns. .. I\:Iama o | Children
__1 Al Resources 5
DNamEspace Resources 5
D Metapp Filer Resources 2
-]
D

Figure 10-42 Physical view on VFM client
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3. A new window opens, and you can set the folder name. Use Managed
Resources as shown in Figure 10-43.

General |

Add Folder [ %]

@ I Managed Resources|

OF I Cancel | Apply J

Figure 10-43 Adding Managed Resources folder

4. Right-click the newly created Managed Resources folder, then click Add
Machine (see Figure 10-44).

ﬁ J Projects
E%ﬂ Physical Yiew
: E-_] All Resources
: --&J} itsobuciBl.itso, tucson
--ﬂ] itsotuc.itso.tucson
--ﬂ] itsotuc.itso.tucson
Nj Mamespace Resources
] _] Metapp Filer Resources

¢
- Reports Add Falder...

Set smapshot schedule. ..
ake snapshot now...

M | Diomain | IP address | Platfarm | Allow Agent | Prox: | ‘Weskday Throttle | ‘Weekend 1

VFM ¥FM - [localhost] |_ O] <]
File Wiew Reports Tools Help
dHE o x|?
Admin View =& Managed Resources T
Eﬂ{g Logical Yiew .
Eé \hitso. tucsoninamespace Froperties ]Status I Replication Tasks | Snapshots | Events I
: [ (j Accounting ;I
-] Dept
I Machines

Add Machine. ..

ut
Copy
Paste

Refresh
Delete
Rename

FS

Fz

Columns. ..

Propetties.

Figure 10-44 Add Machine on Managed Resources menu
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5.

In the new window, enter the first machine you want to add. In this example, it
is roman.itso.tucson (see Figure 10-45). Then click OK.

Add Machine [ %]
I roman.itso.tucson| Browse. .. |

[8]4 I Cancel |

Figure 10-45 Adding first machine

Repeat step 5, but this time add the second machine itsotuc6.itso.tucson (see
Figure 10-46).

Add Machine [ %]
I itsotucs.itso.tucson| Browse. .. |

[8]4 I Cancel |

Figure 10-46 Adding second machine

You can see both machines added to the Managed Resources folder as
shown in Figure 10-47.

VFM¥FM - [localhost] M= E3
File ¥iew Reporks Tools Help

HEE e x| ?

-4 Admin Yiew

& Managed Resources ?

E! 0{§ Logical Yiew —
H ':J-.g ‘itso. bucsonnamespace Praperties !Status | Replication Tasks | Snapshots I Ewents |

-] Accounting ;I

Machines

Projects
(1 Physical Yiew
-1 &ll Resources
{_] Mamespace Resources Mame 4 | Diomain | 1P address | PlatForm |
: Egotucs.ltso.tucson itso.tucson 9.11.218.90 ‘windows Server 2003, Service Pack 2
mman.itsn.tucsnn itso.bucson  192.168.3.242  Windows Server 2003, Service Pack 1

=8

[+ rornan.itso. fucsan
1] Reports

| 0|

<]
rrr—

Figure 10-47 Managed Resources folder with both roman and itsotuc6 machines
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Creating and adding shares to the namespace

At this point, we create the shares on both machines, using VFM and also using
the Managed Resources folder we just created:

1. On the VFM client, go to the Managed Resources folder, right-click one of the
machines, and then click Create Shares. On Figure 10-48 we show this step

on the itsotuc6 machine.

WFM WFM - [localhost] M=l B3
File Wiew Reporks Tools Help
HS88 e X|?
E. Admin View A Machine: itsokucé,itso, bucson 7
E--ﬂfg Logical Yiew
El.g ihitso.tucsoninamespace Properties | Stakus I Replication Tasks | References I Events I Reports I
{:l Accounting =
-] Dept =l
(1 Projects Machine Properties AP Edit Children
[—]@ Physical ¥iew
D 4l Resources MName itsotucé.itso.bucsan
+ [:l Mamespace Resources
-] MetApp Fler Resources Comment Namg I
=] D Managed Resources 1P address 9.11.218.90 [ shares
F—— , .
-1, Toman itsm s Remo\t‘e ro.m older windows Server 2003, Service Pack 2
[]__ Reparts Mew Migration Task. ..
Create shares. ..
Create Yolume. s
Refresh F5 RUnning
Refiresh Filer Informs
5t tiot schedule.,
Yes
LI
= Business Hour From &:00:00 &M ta
Repaorts 3 5:00:00 PM, Mo limits on data transfer ||
External Tools 3 rate.
" Business Hour From &§:00:00 &M ta
PR, 5:00:00 PM, Mo limits on data transFer
rate,
Use MTFS Change Mo
Journal in Agent =l

Create new shares and optionally modify the namespace

0 O N

Figure 10-48 Right-click itsotuc6 machine
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2. The Share Creation Wizard is displayed (see Figure 10-49). Click Next to
proceed.

VFM Welcome to the Share Creation Wizard
irtusl Flle Maragar

This wizard helps you create shares on multiple machines
and optionally target DFS links to the new shares,

< Back Cancel

Figure 10-49 Share Creation Wizard
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3. Choose Regular Share and click Next (see Figure 10-50).

Share Creation Wizard EHE

Share Operation
Select the share creation operation..

" Disaster Recovery Share

" puplicate Shares From:

SOUFCE SErver: I Browse. .. |

s}

Destination Server: I Browse. .. |

< Back I Mext = I Cancel

Figure 10-50 New share type

4. Enter the share information as shown in Figure 10-51.

Share Creation Wizard EHE

Share Properties
Enter the properties for the share that will be created,

Local path: I Ci\Software Distribution

Mame: l Software Distribution
Comment: I
User lirnit: & Masirum allowed
€ Allow this number of users: 10

=

Permissions for users who will access the share:

" Use default share permissions

Share Permissions. .. |

Permissions for the share's underlying Folderis):

' |Use default foldsr permissions

" Set custom Folder permissions Folder Petmissions. . . |

< Back I Mext = I Cancel |

Figure 10-51 New share properties
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5. Select Set custom share permissions.

6. Then click Share permissions. You view the default share permissions as

shown in Figure 10-52.

Security |

Group or user names:

Add... | Bemove |
Permizzions for Everyone Allow Deny
Full Control O
Change O
Fead O

Permissions for New Shares HE

QK | Cancel I Lpply

Figure 10-52 Default share permissions on Microsoft Windows 2003

7. Click Add, enter your VFM service account name, and then click OK (see

Figure 10-53).

Select Users, Computers, or Groups

Select thiz object type:

|Users, Groups, or Built-in security principals

FEram this location:

Iitso.tucson

Enter the object names to select [examples):

ikl LCheck Mames |
Advanced... | QK I Cancel |

Object Types... |
Locations... |

2|

Figure 10-53 Adding user to share permission

8. Check that the user was correctly added to the list.
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9. Check the Full Control check box, then click OK (see Figure 10-54).

Permissions for New Shares HE

Security |

Group or user names:

!ﬁ Everyone

€ ibmvfm (ibrvim@itso.tucson)

T dd Bemove |
Permizzions for ibrvfm Allow Deny
Full Control O
Change O
Read O

QK | Cancel Apply |

Figure 10-54 Adding Full Control to the VFM service account
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10.At this point, you can select exactly on which machines you plan to create the

share. In our example, we use both the machines we added to the Managed

Resources folder (see Figure 10-55), but you are not required to do so. You
can also browse the machines on your domain and select them.

Share Creation Wizard

Select Machines

[ 71x]
Select the machines that will have shares created on them.

Domains:

D.,l‘" Microsoft Windows Netwark,
=& Physical view

-1 All Resources
D[:l Mamespace Resources
D[:l MetApp Filer Resources
[:l Managed Resources
He

=]

itsotuch.itso. tucson
= rorman.itso.bucson

[~ show workstation computers

< Back I Mext = |

Cancel |
Figure 10-55 Selecting machines on which to create the shares
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11.Because we want the benefits of the global namespace, we click the Add the
new shares, as targets, to a new DFS Link radio button (see Figure 10-56).

Share Creation Wizard EHE

Link Operation.
Chooze the operation to be performed on DFS links.

" Do not modify any DFS Links.
" Create a new DFS Link For sach new share.

" Add the new shares, as targets, to a new DFS Link.:

" add the new shares, as targets, ko an existing DFS Link,

< Back | Mext = | Cancel

Figure 10-56 DFS link operation on new shares

12.Click Next.
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13.Choose the DFS root you want to use and click Next. In our case, we choose
the one shown in Figure 10-57.

Share Creation Wizard EHE

Select DFS Root.
Select the DFS oot that will host the new links.

DFS rooks

< Back | Mext = | Cancel

Figure 10-57 Choosing DFS root for new link
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14.The new link is created inside a folder on the namespace. VFM opens the
dialog box displaying the New Folder folder, as shown in Figure 10-58.
Change the folder name to IT as shown in Figure 10-59, then click Next.

Share Creation Wizard EHE

Select the folder in which to create the new links
*r'ou will hawve the opportunity to rearange links later in the wizard,

E--,@ Yiitso. fucsoninamespace

{:I Accounting
] Dept I M Folder|

{1 New Folder
-] Projects ‘

Mame: |

Iew Folder | Delete |

| ‘itso. bucsoninamespaceiMew Folder

< Back I Mext = I Cancel |

Figure 10-58 Default New Folder on namespace

Share Creation Wizard EHE

Select the folder in which to create the new links
*t'ou will hawve the opportunity to rearange links later in the wizard,

= :‘3 Yiikso, bucsoninamespace Narme:
+-_] Accounting
-] Dept IITl

I
-] Projects

Iew Folder | Delete |

Yiitso. bucsoninamespacelIT |

< Back I Mext = I Cancel |

Figure 10-59 Creating IT folder on namespace
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15.The folder is created, and the Share Creation Wizard displays the link that is
about to be created (see Figure 10-60). Click Next.

Share Creation Wizard EHE

VYerify the new DFS namespace.
*Y'ou can rearrange the new links and folders below before they are created.

E--,@ Yiitso. fucsoninamespace
{:I Accounting
-] Dept m |

Mame:

Software Distribution

Iew Folder | Delete |
| ‘itso. bucsoninamespaceiIT

< Back | Mext = | Cancel ]

Figure 10-60 Namespace with IT folder and new link
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16.Click Finish. The shares are created, and the namespace is updated (see
Figure 10-61).

VFM Completing the Share Creation Wizard
irtusl Flle Maragar

Ta close this wizard and create the shares and namespace,
click. Finish.

< Back Cancel

Figure 10-61 Completing Share Creation Wizard
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17.Back in the main window, click Logical View, open the IT folder, and click the
Software Distribution link. As you can see in Figure 10-62, it has two
targets, the recently created shares on both roman and itsotuc6é machines.

VEMYFM - [localhost] M=l E3
File Yiew Reporks Tools Help
dinox|?
" @, Admin ¥iew =& DF5 link: \iitso.bucsonnamespacel 1T Software Distribution ?
EI--JJ{Q Logical Yiew
E-.@ Yijitso. tucsoninamespace Propetties | Stabus | Replication Tasks I Explarer | Dependencies } References | Ewents I Reparts I
-] Accounting ;I
-] Dept
=Om DFS Link Properties S Edit
(3 Projects Narne Software Distribution
EI@ Physical ¥iew
D All Resources Users connect  1iikso.tucsoniNamespacel IT Software
D Mamespace Resources to Distribution
-] Metapp Filer Resources Comment
ED Man.aged Re.snurces Timeout 1500
[ ibsotuce ikso, bucson (seconds)
roman.iksa. fucson
-84 Reports DFS State oK
FRS Off
FReeplication
Targets
Target |_State
_Q't'titsutucé.itsU.tuchn'tSUFtwarE Distribution  <nline
\I\'i'l,'l,roman‘itso.tucson'l,SoftwaraDistribution Onling
[

I

Figure 10-62 Software Distribution link properties showing the two targets

Replicating data to the new shares
Now that the shares and the DFS link are created, we can effectively create the
replication policy between them.
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In this example, we use the DFS link as our destination. VFM always replicates

data to all targets on that the DFS link. Follow these steps:

1. On the VFM client, go to Admin View — Data Movement Policies —
Replication Policies (see Figure 10-63).
VEM¥FM - [ITSOTUC181] [_ O] x|
File Wiew Reports Tools Help
85 x| ?
& ﬁ Admin Yiew = Replication Palicies ?
{:l Data Lifecycle Automation Polic
=] Daka Movement Policies Properties | Replication Tasks I Events I
{21 Migration Palicies ;I
s Replication Policies
{7 storage Load Balancing Po Children
Disaster Recovery Policies
{1 Mamespare Policies
-] Snapshat Policies
EH}E Logical Yiew _PReplication ... ! Target Paths
E.@ ‘litso. tucsoninamespace % Riome Backup ‘\roman.itso.tucsoniImporkant Data  iksobucs.itso,tucsoniF
{:I Accounting % Sa0 Paulo Backup  Y\itsobuch,itso, bucsoniMain Data Yitsobucs itso.bucsoni R
-] Dept
E} Software Distribution
{7 Projects
-7 Physical Yiew
#-%2 Reports
‘ >
«| B | &
0
Figure 10-63 Replication Policy list
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2. Right-click Replication Policy, then click New Replication Policy (see
Figure 10-64).

VFMYFM - [ITSOTUC181] | _ (O] x|

File “ew Reports Tools Help

A5 X2

ﬁ Admin Yiew =& Replication Policies 7
-] Data Lifecycle Automation Polic
=1 Daka Movement Policies Properties |Replicat\0n Tasks I Events I
{:I Migration Policies ;I
SBBEF =rlication Po |

(] storage Load Bal:
] Disaster Recovery Po =l
{71 Mamespace Policies CImns: .-
_"D Snapshot Policies Application Security. ..
=) Q{Q Logical Yiew il = | Source Path | Target Paths
E.@ Yiikso. bucsoninamespace % Rome Backup ‘iroman.itso tucsontImportant Data  Yitsobuc.itso, tucsoniF
-] Accounting =€3 San Paulo Backup  \iitsobucs.itso.bucsoniMain Data Yiiksobuc3.itso, bucsoniF
{:I Projects
- Physical Yiew
[+ Reports
| | i
« | m =

Figure 10-64 New replication policy menu
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3. Enter a name for this policy and the source and target information (see
Figure 10-65). Note that our target is the DFS link. You can use both the
NetBIOS or the fully qualified domain name on the DFS link.

Replication Policy HE
—General
General
Replication Schedule —
Replication Optians Mame: ISUFtware Distribution

- Replication Filkers

- Agent Cptions

- Differential Replication
- Security Replication

- Attribute Replication
Replication Scripting

Source I ‘itsobuc3,itso, bucsont Software Distribution Browse. ..

Add |
Edit l
Delete

LEWCE R TS0 namespacet ITSoftware Diskribution

Use the Monitor on j

Options describing Folders controlled by
the policy.

[8]4 I Cancel

Figure 10-65 Software Distribution replication policy
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4. Set the schedule for this replication. In this step, we replicate this data daily,
starting at 10 p.m. as shown in Figure 10-66.

Replication Policy

- Replication Filkers

- Agent Cptions

- Differential Replication

- Security Replication

- Attribute Replication
i Replication Scripting

Options For scheduling replication.

[ 71x]
—Replication Schedule
¥ Use replication scheduls
| 1: Ak 10:00:00 PM every day, starting 3(13/2008 |
Schedule bype: Start time:
| Daily | [ro:0000pm = advanced. |
Schedule type: Daily —|
’7 Every I 1 _,::' davis)
I Use alternate schedule when the policy Fails —
Rum every: I it = policy succesd
[8]4 I Cancel

Figure 10-66 Software Distribution replication schedule
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5. In the Replication Options panel, click the Optimize for Security button (see
Figure 10-67). The difference between the options after you click this button is
that no Copy-in-place operation is executed. You can read more about this
option in 10.1, “Using replication options” on page 316. Because we want all
replicas with exactly the same content, we click the Delete orphaned files in
destination folders check box.

Replication Policy HE

—Replication Options

General
Replication Schedule

Replication Options %D

Replication Filters _

- Agent Options Optimize For Speed |

- Differential Replication

- Security Replication
- Attribute Replication IV Include subfalders

i Replication Scripting IV Delete orphaned files in destination Folders
[~ allow loss of additional il streams (CIFS only)

™ Enable Copy-in-place

[~ Use NTFS Change Journal (CIFS only)

™ Use snapshot data

[ override compatison timestamp resolution

Copy files: ]IF destination file is different or missing j

Retry Failed file opens | 2 times at I 10 second intervals,

Abort if no filz is successfully opened in 10 minutes,

Options controlling data transfer

behavior, y
Event Details  |Only list files that encounter errars j

[8]4 | Cancel |

Figure 10-67 Software Distribution replication options without copy-in-place
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6. Click Security Replication, uncheck the Process local trustees in security
descriptor check box (see Figure 10-68).

Replication Policy EHE
—Security Replication
General
Replication Schedule
Rgplication Options

Replication Filters

Agent Options
Differential Replication Copy security descriptar:  |Each time the file or Folder is copied j

Security Replication Process local brustees in security descriptor:
Attribute Replication

Replication Scripting

€ Remoye the ST0 From the security descri
% Translate the 510 bo the same trustes anid By Larget
¥ | Create local aroups on the barget found
If unable Eo branslate the SI0
£ Leave it as is
€ Bemoyve the ST0 = seclrity Akt

& Translate bo 5 droup

[~ allow loss of security information

Options contralling howe security
attributes are handled during the
transfer,

[8]4 I Cancel

Figure 10-68 Software Distribution security options
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7. Click OK to create the policy.

You can see the newly created policy on Figure 10-69.

VEM¥FM - [ITSOTUC181]
File Yiew Reports Tools Help
d8E < x|?
=5 E Admin view =& Replication Policy: Software Distribution T
- Data Lifecyde Automation Palic
| Data Mavement Palicies Praperties |Status | Reeplication Topology | Replication Tasks ] Ewents |
+1-] Migration Policies =
-] replication Policies I—
; %’ Rome Backup Replication Policy Properties FEdit
% Sa0 Paulo Backup
=% Software DistribLtion Mame Software Distribution
-] storage Load Balancing Po
) Disaster Recovery Policies Manikor Agent ITSOTUCLSLITSD, TUCSON
{1 Namespace Policies Source Path litsotucs.itso,tucson Software
{2 snapshat: Policies Distribution
E—H}[i Logll:.al Yiew Target Paths WITSOnamespacel T Softwars
E--S Yijikso. bucsoninamespace Distribution
{:I Accounting —
] Dept Reeplication A 10:00:00 FM every day, starting
El {:‘ m Schedule 31312008
HE %} Software Distribution Alternate Off
] Projects Replication
- - Schedule
[ Physical ¥iew
[ Reports Include Subfolders  Yes
Delete arphan files  Ves
Allow security loss o
Allow stream loss Mo
Use NTFS Change Mo -
| | 55 M =l
0

Figure 10-69 Software Distribution policy properties
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On the Replication Topology tab (see Figure 10-70), you see a slightly more
complex topology, with two targets. You can also check that VFM has all the
targets on the link as destinations.

vFM ¥FM - [ITSOTUC181] [_ Ol x|

File Wiew Reports Tools Help
HyE o X%

& ﬁ Admin Yiew =4 Replication Policy: Software Distribution ?
{21 Data Lifecycls Automation Polic

=] Data Mavement Policies Properties I Status  Replication Topology | Replication Tasks | Events 1
-] Migration Policies
=1 Replication Policies

% Rome Backup
% Saa Paulo Backup

=€, Software Distribution -)@ \Wiksobuck,itso.k., . \Software Distribution
-] Shorage Load Balanding Po | |38 Viitsotucs. itso.t. .\ Software Distribution <

(-] Disaster Recovery Polides ’Q \iroman,ikso. by, \Software Distribution
[:l Mamespace Policies
[ Snapshot Policies
= ﬂ{é Logical Yiew
E"-@ Ylitso.tucsoninamespace
{j Accounting
=-_] Dept
=g
%‘} Software Distribution
=] Frojects
[]-- Physical ¥iew
=5, Reports

| S| L Bl
[rTrr »

Figure 10-70 Software Distribution topology
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11

Disaster recovery

This chapter describes using VFM to manage disaster recovery on CIFS shares.
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11.1 Disaster recovery overview

388

High availability of data is critical for an enterprise. Downtime of a few minutes or
a few hours can be significantly costly. Different levels of recovery can be
provided for different data within an enterprise. Generally, structured data
(applications, e-mail, databases, and so on) have a much higher requirement for
uptime than unstructured file data.

VFM provides the capability to failover users for replicated file data between
heterogeneous data sources. It is a general-purpose replication and disaster
recovery (DR) solution focused on unstructured file data. The replication
functionality provides a means to keep data in sync between two entities. In the
event of a failover of the primary server, VFM can fail users to a DR site. VFM
can use its own internal replication mechanism or rely on an external replication
means (for example, SnapMirror). Most people look at VFM to extend DR
capabilities to provide business continuance (BC) for file data. Thus, VFM is a
DR and BC solution for file data.

Disaster recovery is focused on having a replicated copy of the data on another
machine or in a different location. For some data sets, you might want
synchronous replication of data. In other situations, semi-synchronous replication
of data is called for. In such a case, replication can occur synchronously most of
the time, but it is acceptable to have a brief replication lag. In most environments,
asynchronous replication of file data is adequate. The frequency of
asynchronous replication is governed by the business value of the data, the
recovery time object (RTO), and the recovery point objective (RPO). Some
clients have a mix where some data must be replicated synchronously, while
other data can be replicated asynchronously. Even though you have a large
quantity of file data, not all the data must be replicated and highly available.

Irrespective of how current the data is at the DR site, another important aspect is
maintaining user access to the data after a failover. In case of a disaster, having
the data available at the DR site is only one part of the equation. Connecting the
user to the data is equally as important. Connecting users to the second copy of
the data requires sending e-mails to the affected users, updating logon scripts,
changing network parameters such as DNS and WINS entries, renaming servers
at the DR site to match the server names on the source site, and more. The
amount of work required to failover users during a disaster must be weighed
against the likelihood of failure of the data located on the primary, the cost of the
unavailability of data for a period of time, and the complexity of the DR solution.

VFM leverages the simplicity of the namespace to provide access to the data for
users. Users never have to know the physical server name and share name of
the data. If they access the data through the namespace, they are redirected to
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the appropriate data location. Because the users are shielded from the physical
infrastructure, the failover scenario is simplified and can be transparent. In the
event of a failure, the namespace is updated to point the users, automatically or
manually, to the replicated copy of the data at the DR location. Users receive the
new referral to the DR site and are automatically redirected. You might not have
to send users e-mail, update logon scripts, or change network settings such as
WINS or DNS entries. The time required for the failover is commensurate with
the RPO and RTO of the data.

Failover scenarios are described in the following examples:

» Failure of a single volume on the source server
» Failure of a source server holding the data
» Failure of a entire site

The amount of data to be replicated to the DR site depends on the business
value of the data. Not all the data has to be made highly available. Suppose a
company has 10 TB of file data. Of the 10 TBs, only 1 TB is company-

critical data that must be made highly available. The problem is that the 1 TB
might be scattered across four servers. Instead of replicating an entire volume,
you can replicate only a few shares.

In some scenarios, you replicate data within the data center, which is local
replication of data. In other scenarios, you can perform remote replication of
data. For example, your primary data center is New York, and your backup data
center is in Los Angeles.

In other scenarios, you can perform a Local — Local - Remote replication to
handle not just server failure but also site failure. In this example, if you lose a
volume or a local server, you fail over to the other local server. If you lose a site,
you fail over to the remote server. You can also combine the synchronous
replication capabilities with asynchronous replication capabilities in the Local —
Local — Remote failover scenario. You can replicate data synchronously or
semi-synchronously among the servers at the local site but replicate data
asynchronously among the servers at the remote site.

Another consideration is the extent of the disaster. For example, if a server
hosting the data simply reboots, you might not want to fail over the users to a
remote data center. You can tolerate the few minutes that it takes for the server to
come back online and become available. However, if you have lost a volume that
requires replacement parts that take hours or days to fix, you are more likely to
choose to fail over the users to the replicated copy of the data.
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This chapter discusses the following use cases:

»

»

>

Making critical data highly available at a DR site in preparation for failover
Integrating with SnapMirror to provide DR for N series volumes
Replicating data from a remote office to a central data center for failover

11.2 Introduction to VFM disaster recovery policies

390

VFM provides three separate DR policies to provide a high availability solution for
CIFS-based file data. The DR policies have different levels of flexibility and
automation to simplify the configuration and operation of the policy.

>

Client recovery policy

This policy is the most generic, flexible, and powerful of the three DR policies.
It allows granular failover of a single share from one machine to another. You
can configure this policy to do a local — local failover, local — remote failover,
or a local — local — remote failover. This policy does require some amount of
setup to provide its flexibility.

Server recovery policy

This policy is used to replicate data from a server to a N series. It can
replicate some or all shares of a server. If a new share is created on the
remote server, it can be automatically added to the policy and made highly
available, which is useful in a set-and-forget mode.

The best use of this policy is when you have a remote office, and you want to
have a DR copy of the data in a central location. You can replicate the data
once a night. In the event of a failure of the remote office, users are redirected
to the central site and have access to the data, although with some latency.
When the server in the remote office is restored, the data can be replicated in
the reverse direction, and user access to the remote server can be restored.

Filer recovery policy

This flexible policy is used to keep two N series storage systems in sync. It
leverages a SnapMirror relation between the N series volumes to maintain
replication of the data. In the event of a failure of the primary volume, the filer
DR policy breaks the SnapMirror relationship, makes the target volume on the
destination N series writable, and updates the namespace to point users to
the new destination volume. The Filer DR policy requires some setup but is a
powerful way to integrate with SnapMirror to make data highly available. It
relies on SnapMirror to replicate the data and VFM to control the failover.
Hence, it completes the use of SnapMirror to provide DR capabilities and
VFM to provide the business continuity requirement.
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11.3 Setting a client recovery policy

In this section, we discuss each VFM option when setting a client DR policy. We
use a practical DR example to describe the VFM options.

On the machine Roman, you have a share called Legal. You want to replicate the
Legal share onto the Itsotuc3 N series called ltsotuc3. You want the data
replication from Roman to Itsotuc3 to run every eight hours. The users access
the data through the namespace as \\domain\namespace\legal. If the primary
link target located on Roman becomes unavailable, you want to fail over the
users to the alternate link target share on Itsotuc3. You want to automatically
perform the failover when the primary server goes down. (In production
environments, you might want to do a manual failover.) You do not want to disrupt
user access to legal data as a result of the failover.

A client DR policy can be used to set up the manual or automatic failover for data
that resides in the namespace. It assumes that you already have the
\\domain\namespace namespace. It also assumes that you have a multitargeted
DFS link in the namespace called Legal (see 5.2.7, “Adding a link” on page 134).
The two targets to the DFS link are called \\roman\legal and \\itsotuc3\legal, as
shown in targets in Figure 11-1.

VN ¥FM - [ITSOTUC181] =] 3
File Wiew Reports Tools Help

dynox|®

ﬁ Admin View = DFS link: Vitso,bucsorinamespaceiLegal 7

E|JJ-[§ Logical ¥iew —_—
E!.g \iikso bucson|namespace | Properties ]Status I Replication Tasks ] Explorer | Dependencies | References I Events I pALH

{21 Accouting =
-] Dept

B8 Lol DFS Link Properties #FEdit

Physical ¥iew

=-2 Reports Tame Legal

Users conneck to Witso.tucsoninamespace!Legal
Cornment

Timeaut {seconds) 1500

DFS State Ok
FRS Replication Off
Targets
Tatget | State

Qi\itsutucS Jtso.tucsoniLegal  Crline
Qi\roman Jdtso.tucsonilegal  Crline

0 I

Figure 11-1 VFM client displaying legal link properties
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To access the client recovery policies on the VFM client, go to Admin View —
Disaster Recovery Policies — Client Recovery Policy (see Figure 11-2).

VFMYEM - [ITSOTUC181] M= E3

File Wiew Reports Tools Help

A& X|®

B @ Admin View = Client Recovery Policies ?
-] Data Lifecycle Automation Pc

{1 Data Movement Policies Properties | Replication Tasks I Events I

] Disaster Recovery Policies ;I
|
{1 Filer Recovery Policies Children
{:I Server Recovery Policies
+ ] Mamespare Policies

-] Snapshot Policies

[—:H}[g Logical ¥iew Client Recove,., ¢ | Monitor Schedule | Auto Failowver
E.@ Yiikso, bucsoninamespace
{:I Accouting

-] Dept

-7 Physical Yiew
I:I--- Reports

Client Recovery Policies

| |
J ol I-|

Figure 11-2 VFM Client Disaster Recovery Policies panel
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Then right-click Client Recovery Policy (see Figure 11-3) and New Client

Recovery Policy.
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Application Security. ..
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-7 Physical Yiew
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Figure 11-3 New Client Recovery Policy menu

In the following sections, we describe each option you can use in the process of
setting up a client recovery policy creator.

11.3.1 General

The General panel is used to specify the name of the policy and some monitoring
options (see Figure 11-4 on page 396):

» Replication Method

This flexible method selects how the data is being replicated from the source
to the destination. You can either choose to have VFM do the replication, or
you can have SnapMirror replication between the source and destination. In
this example, you are replicating data between a Microsoft Windows server
and an N series device, so you select VFM Replication from the Replication

Method list box.
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» Automatic failover

Monitoring options enables you to control how the failover is detected and
how the failover behaves. You can select to automatically failover or to
perform a manual failover. We recommend you perform a manual failover
because you do not want a small network glitch to cause a false failover. Also,
you want to be notified if something is wrong. After you investigate the
problem, you then decide whether a failover is necessary.

If you want to perform a manual failover, you select the DFS link in the policy,
right-click it, and choose Failover. If you want to perform a manual failover of
all the DFS links in a policy, you can also select the policy, right-click it, and
select Failover All Links. Selecting this option initiates a failover of all the
DFS links of the policy. A single click enables you to initiate a failover of
hundreds of links in an automated fashion.

Note: It might be a while before users are notified of the new target. When
VFM initiates a failover, it updates the DFS namespace. A domain-based
DFS namespace is stored in Active Directory. VFM updates Active
Directory with the information about the new DFS link target. The Domain
Controllers replicate that information to all other Domain Controllers and
other DFS root namespace servers. This process can take a while,
depending on how the AD replication topology is configured, on network
speeds, and on other factors.

Failover all links

A client DR policy can have hundreds of links in a single policy. Each link on
the policy can point to a share on the same primary server. The secondary
DR target for each link can be the same destination server. In other words,
you are replicating data from one server to another for DR purposes. You can
allow VFM to monitor each link in the policy individually. If the primary target
of that specific link is unavailable, only that link is failed over. All other links are
not failed over because only one link is monitored and unavailable.

As an optimization, VFM enables you to monitor only one link in a policy. If
that monitored link is unavailable, all links belonging to the policy are
considered unavailable and failed over. This level of optimization reduces the
amount of monitoring network traffic because you are essentially not
monitoring each share of the machine. It is based on the premise that if one
link target pointing to the source machine is unavailable, all link targets (on
the same machine) are unavailable. It is assumed that if one link target is
unavailable, the source machine is unavailable.
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Note: It is possible that using this option can produce a false positive.
Perhaps someone inadvertently took the monitored share off line. In that
case, all the links are failed over because the monitored link was not
available.

If you select the Failover all links check box, the Only Monitor Link
drop-down box becomes available, and you can select the link to be
monitored.

Update associated policies on failover

This advanced feature enables you to update other policies (for example, a
multiprotocol policy) when a change occurs in the DR policy initiated by the
failover process.

Use the monitor on

This option enables you to distribute the monitoring and failover load
associated with a DR policy. Normally, the VFM server monitors the health of
the primary server to check for data availability. If the VFM server is extremely
overloaded running other policies, you can choose to move the monitoring
responsibilities to another server. This server has the role of a VFM
Monitoring Agent. Only Monitoring Agents set to communicate to the current
VFM server are listed in the Use the monitor on drop-down box of a client DR
policy. Refer to Chapter 5, “DFS namespace” on page 117 for information
about installing a VFM Monitoring Agent.

Another time you can use the VFM Monitoring agent is when the VFM server
is far from the source and destination locations of a DR policy. For example,
your VFM server might be in Houston, your primary server hosting the data is
in New York, and your DR site is in San Francisco. In this case, you might not
want the VFM server in Houston monitoring the New York server to check for
health and availability.

The placement of the VFM server or Monitoring Agent is important for
effective failover. The server checking the health of the source must be close
to the user and essentially simulates user access to the data. If the VFM
server cannot get to the primary data, it is assumed that users cannot get to
the primary data. That might or might not be a correct assumption. This is why
it is important not to do an automatic failover. You never want to run into a split
brain scenario where half the users are accessing the data from the primary
server, and the other half are accessing the data from the DR site because a
failover was initiated automatically or manually. It is better to err on the side of
caution and initiate a failover only when you are sure that the primary data is
inaccessible.
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For the purposes of this example, you clear the Failover all links and Updating
associated policies on failover check boxes. Check the Automatically
failover check box, and select the machine you are running the VFM server on
from the Use the Monitor on list box, as shown in Figure 11-4.

Disaster Recovery Policy ﬂ E

—General
General

Failower Scripting

Target Monitoring Schedule G.E L ILegaI DR
Search Options
Replication Schedule
Replication Options

- Replication Filters

- #gent Options

- Differential Replication

Replication Methad I\-'FM Replication ﬂ

—Maonitoring Options

-Security Replication I~ Failover all inks
- Attribute Replication
‘.- Replication Seripting ™ Update associated policies on Failower
Gnly monitar link I J
Use the Manitar an [ITSOTLC181.1T50, TUCSON =l
Client Disaster Recovery policy options
[8]4 I Cancel

Figure 11-4 Client recovery policy: General panel

Important: Make sure you select a monitor (from the Use the monitor on
check box) to be used because if it is not set, the DR policy does not work
properly, and a warning sign is displayed.

11.3.2 Failover scripting

Failover scripting is a powerful way of running scripts before or after a failover
(see Figure 11-5 on page 397). For example, you can be notified if the primary
data server fails. You can then decide to take action associated with the failover.
You can write a batch script to send you an e-mail or write a message to the
event log.

Sample batch scripts are provided in the example directory of the installation.
You can perform these activities before or after a failover. You can use the Run
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Batch Before Failover script to even determine whether a failover is to be
performed. For example, you can have different failover thresholds during the
weekdays and the weekends, and you can script these advanced checks.

Disaster Recovery Policy

—Failower Scripting

‘Failover Scripting I Run Batch Before Failover

Target Monitoring Schedule

Search Cptions Batch File I Erovise |
Replication Schedule

Replication Options ™| Run Gn Manual Failoyer

i Replication Filkers
- #gent Options ’
Differential Replication I Run Batch After Failover

-Security Replication

- Attribute Replication Bateh il I Browse |

i Replication Scripting I™ Fun On Manual Fail

I~ Run User Decision Script —— ——————— —

Batch File I Browse '

Script options relating ko Failover

[8]4 I Cancel

Figure 11-5 Client recovery policy: Failover Scripting panel

It is important to understand how VFM decides whether a share that is a target of
a DFS link in a namespace is unavailable. VFM does not ping the machine
hosting the share. It checks to see if it can enumerate the contents of the share.
If VFM can enumerate the share, it means that the users can also get to the data.
In essence, it simulates what the user does based on the assumption that the
machine can respond to a ping, but the server service hosting the shares might

be unavailable. A ping indicates only that the network stack on the primary server
is working.

If you are an advanced administrator and you do not like the way VFM checks for

data availability, you can check using the User Decision script. This script
replaces VFM enumerating the share.
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11.3.3 Target Monitoring Schedule

398

This panel provides a way to adjust the frequency of monitoring the data on the
primary target of the Client DR policy (see Figure 11-6).

It specifies how often VFM monitors each link target in the policy to determine

whether that link can be failed over to an alternate target. If the primary link target
is unavailable, the failover occurs based on whether manual or automatic failover
options are set. If the primary link target is unavailable, a red X is displayed on

the VFM console corresponding to the policy and the DFS links to be failed. If the
VFM console is not open, your only indication is through the execution of the Run
Batch Before Failover script.
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Figure 11-6 Client recovery policy: Target Monitoring Schedule panel

You must closely control the target monitoring schedule because it determines
how often the VFM server monitors the primary server for availability.

If you set the target monitoring schedule to a very low value, you can be
unnecessarily generating a lot of network traffic because the VFM server
monitors the primary server for availability.

IBM System Storage and Virtual File Manager



If you set this value too high, you can delay detecting the loss of the primary
server. Your phone might ring before your policy notifies you that the primary
server is unavailable.

It is best to consult your users, the recovery time objectives (RTO), and the
recovery point objectives (RPO) before deciding on an appropriate value. In most
instances, a target-monitoring interval value of 5 or 10 minutes is adequate for
any policy. You can choose to have different polices with different monitoring
intervals.

Note: If a link belongs to one DR policy, it cannot belong to another DR policy.

For the purposes of this example, specify a interval value of one minute for the
target-monitoring schedule as shown in Figure 11-7. Use this value only for
demonstration purposes because monitoring every minute is too frequent in
production situations.

Disaster Recovery Policy ﬂ E
r—Target Monitoring Schedule —_— — ——
General
Failower Scripting v Lse monitoring schedule
Target Monitaring Schedule
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- Security Replication |—Schedule type: Every several minutes
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L
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[8]4 I Cancel

Figure 11-7 Disaster Recovery Policy: scheduling

Chapter 11. Disaster recovery 399



11.3.4 Search options

400

The search options are advanced techniques that control the automatic addition
and removal of links from a client DR policy. We recommend you use these
options when tighter controls of policies are required.

The following options are available from the Search Options panel (see
Figure 11-8 on page 401):

» Automatically set the first link target online

This option provides a way to set which link target is the primary target and
which link targets are considered the secondary link targets. To understand
this, you need to understand DFS links, link targets, multitargeted DFS links,
and the online and offline status of link targets. See 5.1.1, “Distributed file
system overview” on page 118.

» Automatically set the first link target online

This option provides a way for you to help VFM determine which link target to
set online and which link targets to take offline. VFM has no way of knowing
which server is the primary and which server is the secondary server, so you
have to assist it in this instance.

For the purposes of our example, select the Automatically set the first link
target online check box to be ready to adjust the link targets appropriately when
the link is added to the policy. Keep the rest of the check boxes at their default
values (see Figure 11-8 on page 401).
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Disaster Recovery Policy ﬂ E
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Figure 11-8 Disaster recovery policy: Search Options panel

11.3.5 Replication schedule

A replication schedule in a client DR policy determines the frequency of
replication between the primary online link target and all secondary offline link
targets.

In some instances, it is satisfactory to replicate data between the primary and
secondary targets once a night. In other instances, you might need to replicate
the data every four or eight hours. The frequency of replication for any policy is
always based on the business need and the business value of the data.

Important: Do not schedule the replication to occur more frequently than the
time required to complete a run of the replication. For example, if a replication
is expected to take one hour to complete, do not schedule the replication to
run every 30 minutes. If a replication is running and the next scheduled run of
the replication elapses, the replication waits until the current run of the policy
finishes.
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The VFM console does not have to be open when the data is being replicated.
The replication is initiated by the VFM server. The policy is run based on the time
settings and schedule of the VFM server, which might or might not be in the
same time zone of the source or destination machines. Take care when setting
the run times of a policy and take into account the source and destination time
zones and where the VFM server is located.

Replication always takes place from the first server listed in the Client DR policy
to all servers listed below that server. Cascading of replication does not occur.
Replication always follows a one-to-many topology from the primary server to all
other servers.

Note: The replication schedule is different than the monitoring schedule. The
replication schedule deals with how frequently you copy data from the source
to the DR sites; the monitoring schedule is a measure of how frequently you
check to see whether the primary link target is available.

For the purposes of our example, set the replication interval for 5 minutes so that
changes are constantly copied (see Figure 11-9). VFM does an initial replication
before the DR policy is active.

Disaster Recovery Policy ﬂ E

—Replication Schedule —
General

Failower Scripting v Lse replication schedule
Target Monitoring Schedule
Search Options | 1: Ak 3:13:04 PM every S minutes, starting 3(17/2008 |

Replication Scheduls Mew | Delete |

Replication Options
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- #gent Options
Differential Replication
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2t 3l minukes

g Security Replication Schedule bype: Every several minukes
Attribute Replication
. Replication Seripting ’ Every | 3 _|:3' minute{s)

I Use alternate schedule when the policy Fails

R eversy: I 10 | minutes untilthe palicy succesds,

Options For scheduling replication.

[8]4 I Cancel

Figure 11-9 Disaster Recovery Policy: Replication Schedule panel

402 IBM System Storage and Virtual File Manager



Note: In production environments, never set the replication interval at this low
value. In our example, we use these low values to quickly demonstrate exactly
what you see on the VFM client.

11.3.6 Replication options

Replication options enable you to provide control of data movement when VFM
performs the replication. The following options are available (see Figure 11-10 on
page 407):

» Include subfolders
» Delete orphaned files in destination folders

This option controls what happens if extra files are on the destination, that is,
files that do not correspond to any files on the source. If you select to delete
the orphaned files, the Replication Agent makes the destination a mirror
image of the source.

» Allow loss of additional file streams (CIFS only)

In some instances, the destination file system does not support alternate data
streams. Some Microsoft Windows applications store data in alternate data
streams. Macintosh-created data files make extensive use of streams (called
resource forks). In most cases, you might or might not know whether alternate
data streams are used. If VFM cannot copy a file because the destination
does not support streams, the only way to copy the file is to select the Allow
loss of additional file streams check box.

» Enable Copy-in-place

Many optimizations in a data movement policy are a compromise between
speed and safety. The Copy-in-place option in the Replication Options can
help a replication policy finish faster with a slight security risk. Copy-in-place
comes into effect during a incremental copy. Assume the following scenario
for a replication policy that moves files from one machine to another:

— A file xyz.doc is on the source.
— The xyz.doc file is copied to the destination.
— The file is modified on the source.

— Because the xyz.doc file on the source is newer than the destination,
xyz.doc on the source must replace the file on the destination.
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If Copy-in-place is not checked, the following events occur:
— The file xyz.doc is copied to the destination as a temporary file.

— When the copy is complete, the file xyz.doc is deleted on the destination,
and the newly copied temporary file is renamed as xyz.doc.

If Copy-in-place is checked, the following events occur:
— The file xyz.doc is truncated to O bytes on the destination.
— The file from the source is copied to the truncated file.

Checking Copy-in-place is faster because no rename operations are required.
Copy-in-place is preferred when the source and destination are on the same
LAN or connected by a high-speed network link.

If the source and destination are connected by a low-speed link or the link is
not reliable, clear Copy-in-place and enable the safe rename technique to
work. This way, if the network link breaks when the copy is in progress, you
are not left with a zero-length file on the destination.

» Use NTFS Change Journal (CIFS only)

The NTFS change journal is a “file” that maintains a list of accessed,
changed, created, and deleted files.

VFM can optimize the search of changed source files on Microsoft Windows
machines by integrating with the NTFS change journal. If the Replication
Agent scans the source NTFS change journal, it can detect the changed,
deleted, and newly created files in a fraction of the time compared to doing a
full file scan of TBs of data. This way, a replication resynchronization
proceeds much faster.

The change journal file can wrap, thus resulting in lost changes. The
maximum change journal size on the volume is based on space you allocate.
If the change journal wraps, VFM resorts to a full scan of the source to
determine the changed files.

The NTFS change journal is only available when the source is a Microsoft
Windows machine. In all other cases, this option is silently ignored.

» Use snapshot data

During any replication policy run, one or more files can be open on the
source. This is usually the case for PST files and Access databases where
the user has an exclusive lock on the file. If VFM can get a read lock on the
file, it copies the file. Depending on how the policy is set up, VFM can either
skip the opened file or copy the file as best as it can from the snapshot.

VFM can integrate with Volume Shadow Service (VSS) on Microsoft Windows
2003 or N series snapshots.
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If you expect files to be open, VFM can integrate with snapshots. VFM can
take a temporary snapshot of the source volume and copy all the files from
the source snapshot. Once the files are copied, the source snapshot is
automatically deleted. If the source is not Microsoft Windows 2003 or

N series, use the Retry failed file option.

Files not copied are logged as errors and are reported in the manifest based
on the settings of the policy. If one or more files are not copied successfully,
the policy is reported as a unsuccessful run. This is because VFM chooses to
warn you that the policy did not copy all files completely.

Copy files

When a policy runs (either based on the replication schedule or a manual
run), VFM examines the source and destination to determine which files must
be copied. VFM uses the file name, the date, the attributes, and the file size to
check whether two files are identical. Based on the policy settings, if two files
are identical, no data is transferred. If the files on the source and destination
are different, whether a file is copied is controlled according to this setting.

The options available from the Copy files drop-down list box if the destination
file is different or missing and if the destination is older or missing. At times,
the file on the destination is newer than the source. You must take care when
setting the replication options for any policy.

Retry failed file opens

This option also determines how VFM proceeds when open files are on the
source of the replication. This option can make the Replication Agents retry
the open files for a number of times, with the specified interval between each

try.
Abort if no file is sucessfully opened in

If the Replication Agent cannot open any files for a certain time, the
replication fails. With this option, you can set how much time elapses before
the replication aborts.

Event details

A replication policy can store a list of the files that failed during replication or
the list of all files moved during the run of a policy.

We recommend you use the Only list files that encounter errors option, only
when you require a full list of replicated files.
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If you select to list all files on large replications, you can overload the
Replication Agent and VFM server by transferring all that data. We do not
recommend passing the file list of full migrations with millions of files because
doing so generates a significant amount of network traffic. The manifest file is
stored on the machine running the Replication Agent and is transferred each
time it is requested.

If files cannot be copied between the source and the target, the policy is
considered to complete with errors. Any open files that are not copied result in
an error. If an alternate schedule exists, the policy then runs based on the
alternate schedule. If the VFM server cannot communicate with the
Replication Agent performing the data movement, the VFM server forces the
policy into an error state.

For the purposes of our example, select the following options (see Figure 11-10
on page 407):

» Include subfolders

» Delete orphaned files in destination folders

» Enable Copy-in-place

» Event details (only list files that encounter errors)
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Disaster Recovery Policy ﬂ E
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Figure 11-10 Disaster Recovery Policy: Replication Options panel

11.3.7 Replication filters

This option provides a more flexible way of controlling the files to be copied or
excluded in a replication (see Figure 11-11 on page 408). At times, you can
choose not to copy temp files. Or you might want to copy files, but you want to
exclude MP3 files from being placed on the destination N series. Or you have a
large share, and you want to exclude two top-level folders from being copied.
Instead of specifying each folder to copy, you can choose to specify the folders to
exclude. Not all the data has to be on the DR site. The subset of the data that
must be available during a failover is replicated, and this option provides
fine-grained control of the replication.
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Figure 11-11 Disaster Recovery Policy: Replication Filters panel

11.3.8 Agent options

408

By default, VFM uses the Replication Agent on the destination to pull data from
the source. This method is preferred because the agent on the destination knows
how much data it can handle based on the load on the destination machine.

The available options are as follows and are shown Figure 11-12 on page 410):

» On the source side

When the Replication Agent cannot run on the destination (for example, the
destination is an N series storage system), you can use this option to force
the agent to run on the source and push data to the destination.

» On the destination side

This is the default behavior when you select VFM selects. This method is
preferred because the agent on the destination knows how much data it can
handle based on the load on the destination machine. Using this option, you
can force this behavior, or just make it clear that it is being used.
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» On this machine or corresponding proxy

When Replication Agents cannot be deployed on the source or destination,
you must use a Replication Agent on another machine, which acts as a proxy
and makes the replication possible.

One typical scenario for enabling this option is when you want to migrate data
from one N series to another. Because Data ONTAP does not allow agents to
be installed, you require a proxy. If you choose VFM selects, VFM can
automatically select a machine to act as the proxy, but it does not consider the
geographical distance, link cost, or bandwidth because it does not have this
information.

If Replication Agents cannot be deployed on the source or the destination,
manually select a machine to act as a proxy as a best practice.

Remember that you do not have to manually install Replication Agents. Based
on the policy settings, the Replication Agent is automatically deployed to the
specified machine, regardless of whether it is a source, destination, or a
proxy.

» In this agent group

Agent grouping provides a way to share the load between multiple Replication
Agents. When the replication job runs, VFM sends the policy to the next
available agent in the group. A round robin technique is used to determine
which Replication Agent in the agent group performs the policy. Using Agent
Groups prevents a Replication Agent from being overloaded while sharing the
load across multiple agents to perform replications.

» VFM selects

This default method transfers the responsibility to choose where to run the
agent to VFM.

This option first tries the destination; if it fails, it tries the source. If it cannot
use either source or destination, it uses the Replication Agent on the machine
where the VFM server installed. Check the on this machine or corresponding
proxy check box as a best practice when you require a proxy.
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Figure 11-12 Disaster Recovery Policy: Agent Options panel

Remember that Replication Agents run under the credentials of the service
account that VFM runs under. This service account must have administrator

rights on the source and destination machines.

11.3.9 Differential replication

410

VFM provides a feature using byte level replication (BLR) to control data
movement across slow links. BLR (see Figure 11-13 on page 411) minimizes the
data sent across the wire, especially with slow network links, by sending only the

changed bytes.
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Basic BLR without Caching enabled
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2.Combines CB to .tmp file
3.Validates .tmp file

4.Deletes word.doc

5.Renames .tmp file to word’.doc

7 Sync Complete C
d. EJ word’.doc (;) = w‘word’.doc

Figure 11-13 byte level replication

Suppose you have a 10 MB PowerPoint file copied from the source to the
destination share. Assume that the user at the source changes one or two slides
in the presentation. Instead of sending the 10 MB changed file again from the
source to the destination, VFM can intelligently send the changes across the
wire.

While the time required in computing the changed bytes in extremely large files
can be significant, network usage is minimized. You sacrifice the extra CPU
cycles to figure out the changed bytes so that the limited resource of network
bandwidth is optimized. BLR requires two Replication Agents to work together to
enable a successful replication.

Use BLR only across slow links. In LAN speed networks, the overhead of BLR
computation is more than the benefit it provides. BLR is also not effective for
graphic files (such as JPG and BMP) where a single change between images is
scattered through all parts of the file.

BLR works when the destination Replication Agent computes a rolling hash set
across all the blocks of the file at the destination. The destination Replication
Agent sends the rolling hash set as a file signature to the source Replication
Agent. This results in a small amount of data transferred from destination to
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source. The source Replication Agent computes the rolling hash set of the
changed file at the source. When different hash blocks are encountered, the
source Replication Agent computes an instruction set to send from the source to
the destination. The instruction set is used to insert or remove data blocks from
the file at the destination to make it look like the source. Using BLR over slow
WAN links results in an 80% savings in network traffic of slightly changed data
files.

For the purposes of this example, do not enable differential replication.

11.3.10 Replication security

412

Every replication requires the files be copied accurately and completely. VFM
provides several mechanisms to control the copying of files. Where possible,
VFM signals errors when files cannot be copied completely or correctly.

Some Active Directory deployments use local groups to secure the access to file
resources on the old server. In NT4 domains, Microsoft recommends the use of
local groups. A local group is only valid on the source system on which it is
defined. If the security on a file is controlled by the permissions of a local groups
and that file is copied to a destination machine, the security is lost. This means
that the users who had access to the files on the old server might not have
access to the replicated copy.

VFM provides a way to handle this situation as shown in Figure 11-14 on

page 413. VFM can create a local group on the destination with the same name
as the local group on the source. All domain users and domain groups that are
members of the old local group on the source server are automatically added to
the newly created local group of the destination server. This way, users that had
access to the data through the old local group on the source server have access
to the data on the new server through the newly created local group.
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Figure 11-14 Replication security

At times, you care only about replicating the data from one location to another

without regard to the security of the data on the new system. For example, if you
replicate data from a Microsoft Windows server to a UNIX-style gtree on the new
N series, it is advisable to check the Allow loss of security information check box.

If the source machine or the destination machine is a Domain Controller,
deselect the Allow loss of security information check box to process local groups
(technically called local trustees). This is because the Domain Controller does
not support local groups.
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For the purposes of our example, keep the default check boxes and radio buttons
selected (see Figure 11-15).
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Options contralling howe security
attributes are handled during the
transfer,
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Figure 11-15 Disaster Recovery Policy: Security Replication panel

11.3.11 Attribute replication

In a replication policy, you control the attributes used to compare two files to
determine whether they are identical or different. By default, VFM compares the
names, size, dates, and attributes. You can override this by checking or clearing
the check box for attribute replication. You can also specify how the attribute is
set on the destination file after it has been copied. For example, you can clear the
archive attribute of a copied file so that the file is backed up on the replication
target.

When copying files, you can preserve the last access time of the file on the
source. Even though VFM copies the source file, it resets the last accessed time
on the source file, which is useful if HSM or other reporting software is based on
the last access time. Overhead is involved on the Replication Agent in preserving
the last access time on the source. So if this feature is not required, uncheck the
Preserve last access time on source check box. Because the DR policy is
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replicating data from one machine to the next, we recommend you check this box
when dealing with production machines (see Figure 11-16).

Disaster Recovery Policy

General

Failower Scripting

Target Monitoring Schedule
Search Options
Replication Schedule
Replication Options

: -Replication Filters

- #gent Options

- Differential Replication
-Security Replication

- Attribute Replication
i Replication Scripting

—Attribute Replication

%

Options controlling how file attributes
are handled during the transfer,

L]
—iCompare - Attribute setting on destination ——
P Match  Set  Clear Unchanged
r archive Attribute | & s -~
r Read-Only Attribute o 'nl o i
Il Compressed Attribute |+ (o i (o
- Hidden Attribute | & ¢ e
r System Attribute | & (" s

|7 Preserve last access kime on source

™ set retention date on files copied ko SnapLocked MNetapp Filer Yolumes

1% Sek retention ki s offse Ti|
I ‘ears j
L= tention kime to the specified nd date
Ti , M=
e I 4:3 = "Jatel 3f17f20 _‘

[8]4 I Cancel |

Figure 11-16 Disaster Recovery Policy: Attribute Replication panel

For the purposes of this example, check the Preserve last access time on

source check box as shown in Figure 11-16. Then click OK to create the policy.
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After the policy is created, the policy is listed as shown in Figure 11-17.
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Figure 11-17 Disaster Recovery Policy: listing new created policy

11.3.12 Adding a DFS link to a DR policy

For the DR policy to be complete, it requires a DFS link, but you do not add it
during policy creation itself. To add a DFS link to the DR policy, you can either
drag-and-drop the Legal DFS link from the logical view to the policy. Or you can
perform the following steps:

1. Right-click the created DR policy.
2. Click Add Link to policy (see Figure 11-18 on page 417).
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Figure 11-18 Add Link to policy menu

3. Click the Legal link (see Figure 11-19).

Choose a Link [ %]

l Yiitso.bucsoninamespaceiLegal
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(-] Dept
\_I Projects
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Figure 11-19 Choosing Legal link to add to policy

Note: You must add only multitargeted DFS links to the policy. If you add a
single-targeted DFS link, VFM runs the wizard that creates and selects a

second DR or failover target.
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4. At this point, you must communicate to the VFM which target on the
multitargeted DFS link you wish to make the primary. Click Next (see
Figure 11-20).

Welcome to the Disaster Recovery Link Target
VFM wizard
irtusl Flle Maragar

DR Links require a primary target,
That target will be put First in the target list and set online,

Press Mext to continue.

Back

Figure 11-20 Disaster Recovery Link Target Wizard

5. Select your primary target (see Figure 11-21). All targets on the DFS link are

displayed.

Primary Target
Specify the primary target for this DR Link

Link | Primary Target

al Y\roman.itso.tucsoniLegal

< Back I Mext = I Cancel |

Figure 11-21 Disaster Recovery Link Target Wizard: selecting primary target
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6. Click Finish (see Figure 11-22).

Completing the Disaster Recovery Link Target
VFM Wizard
irtusl Flle Maragar

Ta close this wizard and apply changes, click Finish,

< Back

Cancel |

Figure 11-22 Disaster Recovery Link Target Wizard: finish

The DFS link is added to the policy and the primary target is selected.

After adding the DFS link, you might see a yellow warning sign adjacent to the
policy (see Figure 11-23 on page 420). You have to wait for the first replication
and monitoring to take place for the warning icon to disappear (see Figure 11-24
on page 421). This could take a few minutes based on the monitoring schedule.
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Figure 11-23 DR policy with new DFS link
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E{j Disaster Recovery Pc "
ED Client Recovery F
P o Legal DR Client Recovery Policy Properties A Edit Links
: {2 Filer Recovery P
: {:I Server Recovery Mame Legal DR
{] Mamespace Policies
-] Snapshot Policies Moritor Agent ITSOTUC1E1.ITS0. TUCSON
[]" Logical ¥iew Monitor Schedule Ab5:19:03 PM every minute,
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®-%2 Reports Alkernate Monitor Schedule  OFF
Auto Failover on
Failover all Links Off
Update associated palicies  OFF
Pre-Failover Bakch Mane:
Post-Failover Batch None
User Decision Script None
4 »
Automatically add newly Mo —I———I —I
Found links
New Resources
Autarnatically remaove links Mo
From the policy when the ﬂ
limlerm mwem vemremn oA Froen -

D

[ I 7

Figure 11-24 DR policy with DFS links after with no warning displayed

Notice on the DFS Link Properties panel that the check boxes adjacent to the link
targets are converted to radio buttons (see Figure 11-25 on page 422).

The active (primary) target is the target with the radio button enabled. The offline
(DR) target is the target with the radio button cleared. You can adjust the active
and DR target using the yellow arrow icons at the right side of the window.
Always make sure that:

» The active or primary target is online.

» The active or primary target is listed at the top of the list.
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VI ¥FM - [ITSOTUC181] =] B3
File Wiew Reports Tools Help

SEB e X|?
= @ Admin View & DFS link: Witso, tucsoninamespace|Legal ?
(-] Data Lifecycle autom
(-] Data Mavement Polic | Properties |Status | Replication Tasks | Explorer | Dependendies | References | Events | Reports |
E| [:I Disasker Recovery Po ;I
(] Clienk Recovery |
- o} Legal DR. DES Link Properties FEdit
1 Filer Recovery Pc
[ Server Recovery Name Lexgal
21 Mamespace Policies
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Figure 11-25 DFS link in a DR policy

Note: A single client DR policy can control the failover of one or more DFS
links, so more links can be added to the same client DR policy by repeating
the process.

To continue with our example, make sure the warning icon on the link in the
policy is no longer displayed. At that point, you can simulate a failover.

You can do this by taking the primary share offline. Go to the server hosting the
primary share and unshare that share. Because you have set the client DR policy
to monitor every minute, it takes about one to two minutes before VFM detects
that the primary target is unavailable.

Based on the settings of the policy, VFM fails over the Legal DFS link to the next
available destination target. You can check the DFS link properties, indicating
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that the failover occurred. At this point, the second target is online and is selected

(see Figure 11-26).

VEMYFM - [ITSOTUC181] = B
File Wiew Reports Tools Help
HEn o x|?
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% Admin Yiew

-] Data Lifecycle Automation Poli
{1 Data Movement Policies
E@ Disaster Recovery Policies
EI@ Client Recovery Policies
: ‘é Legal DR

{1 Filer Recovery Policies
{:I Server Recovery Policies
+ ] Mamespare Policies

{:I Snapshot Policies

J}[§ Logical ¥iew

Ea Yiikso, bucsoninamespace
-] Accouting

-] Dept
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24 Physical Yiew
'-EE_ Reports

Kl | H

=& DFS link: ijitso.bucsoninamespaceiLegal

Properties |Status I Replication Tasks I Explorer I Dependencies ! References I Events I Reparts I

=
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Client Recovery Policies  Legal DR
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Timeout {seconds) 1800
DFS State Ok
FRS Replication Off
Targets
_Target |_State
OQ'l,'l,roman.itso.tucson'l,LegaI Offline &
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< | H
E
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Figure 11-26 DFS link showing a failover

You can also check the status on a user machine. Open Windows Explorer and
access \\domain\ns\legal. The window displays the contents of Legal. At this
time, the contents are visible from the DR server on the failover site.
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11.3.13 Controlling failback

VFM can fail over users manually or automatically from one server to another, but
failback is always manual and must be carefully controlled. Follow these steps:

1. Wait for a time when no one is accessing the data on the DR site.

2. The data must be resynchronized with the new primary. You can do that

manually, as shown on Figure 11-27, or wait for the next scheduled
replication.

VM ¥FM - [ITSOTUC181] | _ (O] %]
File Yiew Reports Tools Help

HFEE 0 X|?

% Admin View =jd Disaster Recovery Policy: Legal DR ?
-{_] Data Lifecycle Automation Poli _

{Z] Data Movement Policies Propetties |Status I Replication Tasks ] Events I

E@ Disaster Recovery Policies

- B[ Client Recovery Policies

O3t ot Add Link to policy. .. ¥ Policy Properties P Edit Links
: (] Server Rect  Eailover al Links Legal CR * =
) Hamespace POl yiback a Links [TSOTUC1SL.ITS0. TUCSON
-"D ?napsl_mt Policie Start Replication Mo 3 ' Namx.e £
0‘[9 Logical Yiew o [ Py merem—_— | fik 4:25:55 PM every minute, Eultso-tucsonlné
E"a Yitso, bucsontne skarting 3/18/2008
[ Accouting Delete lorsthedue off
Clear Status on
#- ] Projects CEck Status s off
- 74 Physical Yiew
. Reports _Eeports _’ ted policies  Off
Columns... kch Mone
Properties. .. atch Mone
User Decision Scripk Mone
4 3
Automatically add newly ] J—I —I
found links

New Resources
Automatically remove links Mo

from the palicy when the
links are removed from a
logical Folder or DFS root

LI | _d thak ic 2 marshar oF Hha N I Comment LI
0

Figure 11-27 Start replication manually after disaster
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3. You can update the namespace to point back to the newly recovered primary
location. To do so, follow these steps:

a. Right-click the DFS Link and click Failback (see Figure 11-28).

VEN WM - [ITSOTUC181] M= E3
File Wiew Reports Tools Help
8% ox|?

ﬁ Admin View =&l admin View ?

J}fé Logical Yiew

EI.@ Y\itso. tucson\namespace Properties | Replication Tasks I Evenits I
(] Accouting ;I
{:l Dept |
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Ilew Migration Task. ..
Set Timeout...

w1 Proje
Physical Yie
Reports

Create shares... | Policies J

Expand... lskion Policies 1
Clane... es 2

Remove From Disaster Recovery policy licies

1
IMaye ko fctive Link List e
o

IMave ko Monackive Link List

Tagdle all b ts anline
Togale all kargets offline

Failover
Failback.

Cut

Copy
Paste

Refresh F5
Delete
Rename Fz LI

Clear Status ’_ l_ ’_ ’_ Y

heck Skakbne

Figure 11-28 Failback to primary target

b. Click the Change button to change only the namespace (see
Figure 11-29).

¥FM
/\Ic_’) Before changing the active DR target, make sure that all files have been replicated From the current active
3 targek,

‘WWould vou like ko Force a replication now?
Change - Change the active target now

Replicate - Force a replication and don't change targets
Cancel - Don't change targets and don't Force a replication

Cancel

Change |

Figure 11-29 Failback dialog

Choosing Replicate at this point starts a replication in the same way as
shown earlier.
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Be sure to change only the namespace back to the primary target after the
replication is finished.

11.4 Setting a filer recovery policy

426

A filer recovery policy provides a flexible and powerful DR solution for protecting
data residing on N series machines. If the data residing on N series is replicated
to another N series machine at the DR site using Volume SnapMirror or gtree
SnapMirror, the filer recovery policy automates the setup, control, and
maintenance of the failover policy.

In this section, we use this scenario as an example: You have a DFS namespace
with a set of DFS links that point to the data on a N series called itsotuc3. You
have an asynchronous SnapMirror relationship that replicates data between
itsotuc3:/vol1 and itsotuc4:/vol1. The SnapMirror relationship was set up external
to VFM. (However, the SnapMirror can be set up using VFM.)

If the primary N series storage system fails, the filer recovery policy can perform
a manual failover or an automatic failover, based on the settings of the policy. All
the shares on the original source machine referenced by the namespace are
created and made available on the destination machine automatically. All the
namespace links are updated to point to the DR N series volume and the user
continues to access the data as before. This provides a high level of DR and BC
of the data because users are not disrupted by the loss of the primary N series
machine.

Before starting this exercise, make sure the following functions are in place:

» The N series that is part of the filer recovery policy are members of the same
Active Directory domain as the VFM server.

» DNS is working correctly for name resolution between the VFM server and
the N series that are part of the policy (see 3.2.2, “DNS settings” on page 88).
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» The VFM service account has admin rights on the N series storage systems.

The VFM service account has all necessary rights (see the steps outlined in
3.4, “Creating a VFM service account” on page 93).

» Both N series storage systems are already in the Physical View on the VFM
client.

In this example, we use the N series called itsotuc3 and itsotuc4 (see
Figure 11-30).

VEM¥FM - [ITSOTUC181] !E E
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& ﬁ Admin View =& Machine: itsotuc3.itso, bucson s

{:I Data Lifecycle Automation Polici
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I'_—'HJ{Q Logical ¥iew
g \litso. tucson\namespace Marne itsobucs.itsa.tucsan
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{:I Mamespace Resaurces Known Alternate itsotuc3 Mame
{:I All Resources —— =/
{:I MetApp Filer Resources Comment [:I Exports
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-2 Reports 72z

Has Replication Agent Mo
Deployable Agent Mo

J [ 3 =

Figure 11-30 Managed resources with two N series
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» N series storage systems are correctly identified as filers. You can verify this
by viewing the icon on the VFM client (see Figure 11-31).

VEM¥FM - [ITSOTUC181] !E E
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.@ \\itso.bucsoninamespace | | Properties |Status I Replication Tasks | Snapshots I References I Events I Manage I Reports I
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] Al Resources
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Comment = [unknown]
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0

Figure 11-31 Physical view showing a filer

» RSH credentials are set up for the N series.
» No red X marks the N series icon in the Physical View.
» SnapMirror licenses are loaded for each N series.
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After checking all the items on the preceding list, you run the wizard to set up the
filer DR policy. Follow these steps:

1. On the VFM client, go to Admin View — Disaster Recovery Policies —
Filer Recovery Policy (see Figure 11-32).
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Figure 11-32 Filer Recovery Policies panel
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2. Then right-click Filer Recovery Policies (see Figure 11-33) and New Filer

Recovery Policy.
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Figure 11-33 New Filer Recovery Policy

IBM System Storage and Virtual File Manager



3. A welcome window (see Figure 11-34) is displayed. Click Next.

Filer Disaster Recovery Policy [ %]
Welcome to the Filer Recovery Policy Creation
VF M Wizard
irtusl Flle Maragar

This wizard helps you configure your NetApp resources for
high availability.

Filer Recovery policies provide the Following benefits:
- improved storage availability

- simplified storage administration

- automatic configuration updates

To continue, click Mext,

Cancel |

Figure 11-34  Filer Recovery Policy Creation Wizard

In the sections that follow, we describe each option for setting up a filer recovery
policy creator.

11.4.1 Filer Disaster Recovery Options

The Filer Disaster Recovery Options window enables you to configure the filer
recovery policy (see Figure 11-35 on page 432). In this window, you specify the
name of the policy. You specify the destination filer in the DR location (itsotuc4)
and optionally the name of the volume on the destination filer that is a target of
the SnapMirror relationship.

For purposes of this example, specify only the filer in the DR site. The following
options are available on the Filer Disaster Recovery Options window:
» Break SnapMirror on failover

This check box enables the SnapMirror relationship between the primary and
the secondary to be broken when a failover happens. If the check box is not
selected, the failover occurs, and the target is still in read-only mode. If the
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check box is selected, the failover is associated with the target, becoming
read-write.

For the purposes of this example, select the Break SnapMirror on failover
check box.

Update associated policies on failover

This check box is an advanced feature of the product that enables multiple
policies to work together. For the purposes of this example, do not select this
check box.

Automatically failover

This check box enables you to set a manual failover or an automatic failover in
case of DR. In production environments, you do not want to check this box
because a false failover can occur if the primary server is briefly unavailable.

For this example, you check the box to initiate an automatic failover (see
Figure 11-35).

General EHE

Filer Dizaster Recovery Options
Enter the name and zelect options for the Filer Disaster Recovery Policy

Mame I Filer DR Test|

Destination Filer !itsotuc‘l.itso.tucson Browse. .. |

Destination Yolume (Optional) I j

¥ Break SnapMirror on Failover

I Update assoriated policies on Failaver

~Monitaring Cptions

Iv Automatically Failowver

Use the Monitor on |ITSOTUC151.1TS0, TUCSON j

< Back I Mext = I Cancel

Figure 11-35 Filer recovery policy options
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11.4.2 Filer Disaster Recovery Roots

In the Filer Disaster Recovery Roots window, you can select the namespaces to
monitor. VFM monitors these namespaces to determine whether the links that
are part of them are available. For each link, it ensures the existence of a DR
target to the secondary. In addition, if a new share is created on the primary
volume and this share is targeted by a namespace link, this share is created on
the DR volume.

For this example, specify the DFS roots to monitor and click Next (see
Figure 11-36).

Roots 21

Filer Dizaster Recovery Rools
Select which roots will be included in this policy

Mamespace rooks

Add

Remave

< Back I Mext = I Cancel

Figure 11-36 Namespaces to monitor
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11.4.3 Specifying volumes and qtrees to be made highly available

Follow these steps to specify the volumes and gtrees to be made highly available
(see Figure 11-37):

1. Click Add.
Yolumes/QTrees [ 2]
Select the resources that should be made highly available
Select Yolumes or QTrees from the list below
Remave
< Back Mext = Cancel

Figure 11-37 Volumes or gtree
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Browse...

I itsobucs.itso.tucson

3 k) itsatucson
..... 0 last

----- (.} M3SGLDB
..... 7y roman

----- k) testvol

----- k) wiler1

..... 0 WFM_snapmirror2
----- (.} vol_DominoDB
----- (.} vol_Daminclog
----- {h vol_Exch_Lag

..... 0 wolo

2. Choose the N series and a volume on it (see Figure 11-38), and click OK.

..... K’) volz

=
]34 I Cancel |

Figure 11-38 Browsing volumes

3. The chosen volume is displayed in the list (see Figure 11-39). Click Next.

Yolumes/QTrees

Select the resources that should be made highly available

HE

Select Yolumes or QTrees from the list below

Add

Remave |

< Back | Mext = | Cancel

Figure 11-39 Dialog showing chosen volume
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A drop-down list box is displayed. It contains the existing SnapMirror relations
for the chosen volume or the option to create one (see Figure 11-40).

SnapMirrors ﬂ E

Yerify SnapMirror Destinations
Modify the destination volumes if desired

Source | Destination

< Back Mext = Cancel

Figure 11-40 SnapMirror destinations
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11.4.4 Adding a SnapMirror

In this section, we demonstrate how to create a new SnapMirror for the chosen
volume. Follow these steps:

1. Click the Destination list and then click Add new SnapMirror (see
Figure 11-41).

SnapMirrors ﬂ

Yerify SnapMirror Destinations
Modify the destination volumes if desired

Source Destination

itsotucs.itso. bucson:w

< Back I Mext = I Cancel
Figure 11-41 Adding a new SnapMirror
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2. Choose the destination volume (see Figure 11-42).

Create a new SnapMirror ﬂ E

Source and Destination | Options and Schedule I

—Source
Filer IitsotucS.itso.tucson j
Valurme I wviold
QTree I
i~ Destination
Filer Iitsotuc4.itso.tucson j
volure -
QTree I

Refresh Filer Information |

oK I Cancel
Figure 11-42 Creating a SnapMirror
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3. At this point, the SnapMirror is set between the two volumes on the two
N series (see Figure 11-43). Click Next.

SnapMirrors ﬂ E

Yerify SnapMirror Destinations
Modify the destination volumes if desired

Source | Destination

QitsotucS.itso.tucson:vol4 " ibsobucsitso.bucsanvold

< Back | Mext = I Cancel

Figure 11-43 SnapMirror destination set
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11.4.5 Find New Resources option

VFM can be set to create new objects on the destination bases of the objects on
the source. For every object created on the source, VFM can create it on the

destination (see Figure 11-44).
» Find new links

This option directs VFM to create the new destination share for the source
share when a namespace link points to the source share.

» Find new gtrees

This option directs VFM to search the volume to find any newly created
gtrees. If a new qgtree is found, it creates the appropriate gtree SnapMirror

relation for that source.

For the purposes of our example, select both options.

Find New Resources

Mew Resource Monitoring Options
Select options for finding new rezources on source volumes

(7]

[V Find new QTrees

N\ Y

< Back I Mext = I

Cancel

Figure 11-44 Find New Resources window
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11.4.6 Resource monitoring schedule

In the New Resource Monitoring Schedule window, you can specify how often
the source volume is scanned to look for new resources (such as shares and
gtrees). You can set this option to scan once every hour (see Figure 11-45).

Schedule

HE

Mew R Monitoring 5chedul

Specify the zchedule for finding new resources on source volumes

¥ Use resources monitoring scheduls

| 1: At 3:29:01 PM every hour, starting (2172008 |

Mew | Delete |
Schedule bype: Start time:
|v” 3:29:01 PM :‘ Advanced... |

"Schedule bype: Hourly

1
Everyl 1_% houris)

I Use alternate schedule when the policy Fails

Rum every: I g il Efie po ucceeds,

< Back I Mext = I Cancel |

Figure 11-45 New Resource Monitoring Schedule window

11.4.7 Filer Disaster Recovery Schedule

In the Filer Disaster Recovery Schedule window, you can specify how often the
source is scanned for availability (see Figure 11-46 on page 442). The target
monitoring schedule must be closely controlled because it determines how often
the VFM server monitors the primary server for availability.
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If you set this option to a low value, you might be unnecessarily generating a lot
of network traffic as the VFM server monitors the primary server for availability. If
you set this value too high, you might delay detecting the loss of the primary
server. It is best to consult your users, your recovery time objectives (RTO), and
recovery point objectives (RPO) before deciding on an appropriate value. In most
instances, a target-monitoring interval value of 5 or 10 minutes is adequate for

any policy.

Schedule EHE ”

Filer Disaster R y Schedul
Specify the frequency at which the policy should be evaluated

¥ Use monitoring schedule

-

Mew | Delete |

Schedule bype: Start time:

IEvery several minutes jl Fi29:01 PM j‘ Advanced... l

"Schedule type: Every several minutes

Everyl 5 _,::' minute(s)

I Use alternate schedule when the policy Fails — _

R eversy: I 10 | minu il the policy: succe
| Do il limk Fail =85t I 8 5

]
|

-

]

< Back Mext = Cancel

Figure 11-46 Availability monitoring schedule
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11.4.8 DR Script Settings

In the DR Script Settings window, you can set scripts to run before and after a
failover. You can even change the decision to failover (see Figure 11-47). For the
purposes of our example, click Next.

DR Script Settings EH

Filer Dizaster Recovery Script Settings
Enter the path for before failover and after failover script files

Batch File I Browse |

I | Foaar @ Manual Faflawer,

I Run Batch After Failover

Batzh il [

™| Feuar @ Wanua] VE

I Run User Decision Scripk

Bz

Batch File

< Back I Mext = I Cancel

Figure 11-47 Script settings
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At this point, you have reached the end of the Filer Disaster Recovery Wizard
(see Figure 11-48). Click Finish to actually create the policy.

Filer Disaster Recovery Policy HE

VFM Completing the Filer Disaster Recovery Wizard

virtusl Fila Maragar
To close this wizard and create the new item, click Finish.

Cancel

< Back

Figure 11-48 Filer DR wizard: finish
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11.4.9 Testing the example

Follow these steps to test our example:
Share the vol4 DFS link in both N series.

Create a DFS link pointing to the primary target only. (See Chapter 5, “DFS
namespace” on page 117.)
Figure 11-49 displays the DFS link vol4 pointing to itsotuc3.

1.
2.

VFMYEM - [ITSOTUC181] M= E3
File Wiew Reports Tools Help
850X |?
- ﬁ. Admin View = DFS link: Yitso.tucsoninamespacevald ?
EH}[Q Logical ¥iew
E.@ \\itso. bucsoninamespace Properties |Status I Replication Tasks ] Explorer I Dependencies I References ] Events I A I L4
-] Dept =
: ok wiold
: Physical Yiew DFS Link Properties SEdit
Mame wviold
Users connect ko Yiitso.bucsoninamespaceivold
Comment
Timeout (seconds) 1800
DFS State o]
FRS Replication Off
Targets
Target
< i
E
0

Figure 11-49 DFS link targeting vol4 on itsotuc3
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Wait a few minutes, and notice that VFM has automatically found the share on

the secondary N series, adding it as a target on the DFS link (see
Figure 11-50).

VM WM - [ITSOTUC181]

=] B3
File Wiew Reports Tools Help
a8%ox|?
B ﬁ Admin View = DFS link: Yitso.tucsoninamespacevald ?

{:I Data Lifecycle Automation Polici
: -] Data Movement Policies
{:I Disaster Recovery Policies -
2] Client Recovery Policies I—
Filer Recovery Policies
[ =% Filer DR Test
{:I Server Recovery Policies
] Mamespare Policies
-] Snapshat Palicies Users connect to Yiitso. bucsoninamespaceivold
EH}E Logical Yiew
E.@ Yiikso, bucsoninamespace
{:I Diept Comment
E} Timeout (seconds) 1800
@ Physical Yiew
: {:I Mamespace Resources
] Al Resources FRS Replication Off
{:I MetApp Filer Resources
E|{:| Managed Resources

Properties |Status I Replication Tasks I Explorer I Dependencies I References I Events I

DFS Link Properties P Edit

Mame wviold

Filer Recovery Policies Filer DR Test

-

DFS State Ok

M itsokuc3,itso,bucson Targets
[ 39%) itsotucd itso.bucson
I:I--- Reports Target | State

_;3_'l,'l,itsotucS.itso.tucson'l,vol4 COnline
C)_g'l,'l,itsotuc4.itso.tucson'l,vol4 Offline

J 12 |
L s

Figure 11-50 DFS link showing both targets for DR

To check that VFM can fail over, you can shut down the primary N series. Or if
you cannot shut it down, you can manually failover by following these steps:

1. On the VFM client, go to Admin View — Disaster Recovery Policies —
Filer Recovery Policy.

2. Then right-click the Filer DR Test policy.
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3. Click Failover All (see Figure 11-51).

VM WM - [ITSOTUC181]

File Wiew Reports Tools Help

IS[=] E3

BB oX|?

Admin Yiew

=& Filer Recovery Policy: Filer DR Test

(] Data Lifecycls Automation Polici
{1 Data Movement Policies

Propetties | status | Replication Tasks | Events |

{:I Disaster Recovery Policies
] client Recovery Policies
{:I Filer Recovery Policies

Filer Recovery Policy Properties

] Server Recov Add Yolumes/QTrees. ..
] Mamespare Palicie Delete
{1 Snapshot Palicies ion
- ical Yiew i
= ¥ Logica Faiback Al or Break on
E--.@ Yitso. bucsoninar
(] Dept Clear Status gent
S vald Check Status
EI@ Physical Yiew Schedule
+-_ ] Mamespace Resqr  Reports L4
] Al Resources E— = Manitar

+ ] MetApp Filer R
E|{:| Managed Resources
1389 itsotucs,itso, bucson
1) iksotucd.itso, kucson
-, Reports

| B

l

Auko Failover

Update associated
policies

Pre-Failover Batch
Post-Failover Batch

User Decision Script

New
OTrees

£3)

A Edit

Filer DR Test
itsotuc4.itso.tucson

es

ITSOTUCIELITSO TUCSON

Ab 1:17:48 PM every minute, starting
324/2008

Off

on
Off

Mone
Mone

Mone

Mame ¢

0

Figure 11-51 Failover All menu
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Whether you shut down the primary N series or you perform a manual failover,
VFM switches the online target on the DFS link (see Figure 11-52).

VFMYEM - [ITSOTUC181] M= E3
File Wiew Reports Tools Help
850X |?
B ﬁ Admin View = DFS link: Yitso.tucsoninamespacevald ?
(] Data Lifecycls Automation Polici
{1 Data Movement Policies Properties |Status I Replication Tasks I Explorer I Dependencies I References I Events I A I L4
@ Disaster Recovery Policies -
-{Z] Client Recovery Policies I—
(g Filer Recovery Policies DFS Link Propetties SLEdit
&=l ¢ Filer DR Test
B3 ftsotucs,ikso.tucson Marme wold
wviold
{77 Server Recovery Policies Users connect to Yiitso. bucsoninamespace)vold
{1 Mamespace Policies Filer Recavery Palicies  Filer DR Test
{1 Snapshot Palicies
EH}E Logical Yiew Comment
E.@ Yiikso, bucsoninamespace Timeout {seconds) 1800
Drept
1 Depl DFS State oK
% wviold
EI@ Physical Yiew FRS Replication Off
{:I Mamespace Resources
] Al Resources
{1 MetApp Filer Resources Targets
=] Managed Resources
%) ibsobucs.itso.bucson Target State 4
) iksotucd.itso, kucson & _g'l,'l,itsotucS.itso.tucson'l,vol4 Cffline
I:I--- Reports @_\:':\'?_'l,'l,itsotuc4.itso.tucson'l,vol4 Cnline |
<| 1 2 =l
[T 4

Figure 11-52 DFS link after failover
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Then VFM breaks the SnapMirror (see Figure 11-53).

VEM¥FM - [ITSOTUC181]
File Wiew Reports Tools Help

IS[=] E3

Admin Yiew
{Z] Data Lifecycle Automation Polici
Z] Data Movement Policies
@ Disaster Recovery Policies
-] Client Recovery Policies
@ Filer Recovery Policies
- 48 Filer DR Test
{:I Server Recovery Policies
2] Mamespace Policies
2] snapshat: Policies
EH}[Q Logical Yiew
E.@ Yiikso, bucsoninamespace
{:I Depk
% wviold
EI@ Physical Yiew
: {:I Mamespace Resources
2] all Resources

{:I MetApp Filer Resources
- Managed Resources
-] iksokucs.itso. bucson
-] iksokucd.itso.bucson
-, Reports

BB X|?
=]

l | B

=& Filer Recovery Policy: Filer DR Test

Properties  Status | Replication Tasks I Events I

Status

» Snapmirror For jtsotucs.itso. bucson: fvolivold was broken-off
® Link \\itso.bucsoninamespaceivold has failed over

0

Figure 11-53 DR policy status after failover
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12

Adding IBM N series storage
to VFM

This chapter briefly describes how to incorporate the IBM N series with VFM to
obtain information and manage several of VFM features.
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12.1 Integrating IBM N series with VFM

No real differences exist between adding a regular server and an N series. The
differences are apparent only after they have been added. In the sections that
follow, we show the steps to add a N series to VFM.

12.1.1 Creating a Managed Resources folder

VFM automatically updates the Namespace Resources and All Resources
folders on Physical View (see Figure 12-1), and it enables you to create as many
folders as required to organize your servers, making it easier to manage them.

To manually add a machine to VFM, you must create a folder first and add the
machines to your folder. In this section, we create a Managed Resources folder.
Follow these steps:

1. Go to the VFM client (in Start —» Programs — IBM — Virtual File
Manager — VFM Client).

2. Right-click Physical View and then click Add Folder, as shown in

Figure 12-1.
VEMYFM - [localhost] E=]
File VYiew Reporks Tools Help
S X[ T
" @, Admin ¥iew =& Physical Yiew ?
0{6 Logical Yiew
= e Properties | Replication Tasks 1 Events I
EEREIEE  AddFolder... ;I
i B Mamespar
i Paste
| H CimewappF——— | ‘Machines
[ Reports Refresh F5
Feeports 3 ==
Columns | Hame ¢ | Children
1Al Resources 5
JNamesDace Resources 5
J MNetapp Filer Resources 2
[
I I

Figure 12-1 Physical View on VFM client
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3. The Add Folder window is displayed, and you can set the folder name. Use
the name Managed Resources, as shown in Figure 12-2.

Add Folder [ %]
General |

@ I Managed Resources|

OF I Cancel | Apply J
Figure 12-2 Adding Managed Resources folder

The Managed Resources folder is available as shown in Figure 12-3.

VEM¥FM - [ITSOTUC181]
File Wiew Reports Tools Help
A& ox|?

Admin Yiew

J}[e Logical ¥iew

.@ Yiitso. bucsoninamespace
Physical Yiew ;I

{:I Mamespace Resources

4] all Resources

Managed Resources

[ Reports

IS[=] E3

=& Managed Resources

Properties |Status ] Replication Tasks | Snapshots I Events I

Machines

[ | Domain | IP address I Flatform | Allow Agent | Proz: | Weeks

| | >

=
CET

Figure 12-3 Physical View with Managed Resources folder
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12.1.2 Adding the IBM N series

454

After creating the Managed Resources folder, we can add machines to it.

Important: You must be sure that DNS name resolution is working correctly
between the VFM server and the N series (see 3.2.2, “DNS settings” on

page 88.

In this section, we add the itsotuc3.itso.tucson N series storage system. Follow

these steps:

1. Right-click the Managed Resources folder (see Figure 12-4).

VM WM - [ITSOTUC181]

File Wiew Reports Tools Help

R IR
Admin\l'iew

EH}E Logical ¥iew
.@ Yiitso. fucsoninamespace
@ Physical Yiew

=& Managed Resources

Properties |Status I Replication Tasks | Snapshots I Events ]

{:I Mamespace Resources
-] &l Resources

Reports Add Folder...
AddiMachine. ..

Cut
Copy
Refresh
Delete
Rename

b schedule,
ke snaps (el

Machines

| IP address | Platform | Allow Agent | Proz: | Weeks
Qe

FS

Fz

Columns. ..

Properties...

|

|

0 I

Figure 12-4 Add Machine menu

2. Enter the host name of the N series you wish to add (see Figure 12-5).

1 itsotuc3.itso.tucson|

[8]4 I Cancel |

Add Machine [ %]

Browse. .. |

Figure 12-5 Adding itsotuc3
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The N series is listed in the Managed Resources folder (see Figure 12-6).
The red X adjacent to the N series indicates VFM does not have the
information required to access it using RSH.

VM WM - [ITSOTUC181]

=] e
File Wiew Reports Tools Help
A& X|®
- ﬁ. Admin View =fd Machine: itsobuc3.itso.tucson ?
EH}[Q Logical ¥iew
.@ \\itso. bucsoninamespace Properties |Status I Replication Tasks | Snapshots I References I Events I Manage I Reports I
E@ Physical Yiew ;I
{:I Mamespace Resources
(63 Al Resources Machine Properties £ Edit Children
@ MetApp Filer Resources
E‘@ Managed Resources Mame itsobuc3.itso, bucson
=3 50,
Reports Enown Aleernate itsobuc
ames =]
Comment [:I Exports
1P address 192.168,3.237
Platform Daka OMTAP Data ONTAP Release
722
Has Replication Agent o
Deployable Agent o
A I I )I

Figure 12-6 Managed Resources with itsotuc3

Note: VFM always displays this error when you first add an N series. We

demonstrate how to fix it in 12.3, “Setting RSH information about VFM” on
page 459.
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12.2 Setting VFM to recognize a filer

456

At times VFM identifies N series storage systems as regular Microsoft Windows
servers and does not enable you to perform any N series-specific operations.
You can fix this situation by following these steps:

1.

Right-click the machine name (see Figure 12-7).

=] @ Physical Yiew

{:I Mamespace Resources

@ All Resources

{:I MetApp Filer Resources

E@ Managed Resources
itsotucs,itso, bucs

Reports

.@ Yiitso. fucsoninamespace

Refresh F5

VEM¥FM - [ITSOTUC181] !E E
File Wiew Reports Tools Help

A& X|®

" ﬁ. Admin View =& Machine: itsotuc3.itso, bucson s
EH}[C Logical Yiew

Properties |Status I Replication Tasks | References ] Events I Reparts I

Mame
Remove from Folder
Iew Migration Task...
Create shares...
Create Yolume, ., .

Refresh Filer 1 miakion
Set smapshot sch
shok o,
Reports 3
External Tools 3

Machine Properties

A Edit

itsobucs.itso. bucson

itsobucs

192,1658.3.237
Windows 2000 Server

Mo

Mo

Business Hour from §:00:00 AM to
5:00:00 PM, Mo limits on data transfer
rate,

| v

Children

=2/
[:I Exparts

0

Figure 12-7 Machine right-click menu
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The Machine Identity field defaults to Auto-detect machine identity as shown

in Figure 12-8.

yitsotuc3.itso.kucson

General |shell | agent |

= l itsobucs.itso.tucson

Comment:

IP Address:  192.168.3.237

Machine Identity:

Platform:  ‘Windows 2000 Server

Auko-detect machine identity

— SMMP community name

—MFS Settings

Default User ID: I o _I;
Default Group ID: I o _I;

OF I Cancel | Apply |

Figure 12-8 Properties showing Auto-detect
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2. Change the option in the Machine Identity list box to NetApp® filer (see
Figure 12-9).

yitsotuc3.itso.kucson

General |She|| I Agent I Metapp Filer | SnapMirrors I QTrees I

= l itsobucs.itso.tucson

Comment:

IP Address:  192.168.3.237

Platform:  ‘Windows 2000 Server

Machine Identity: |4 Filer

o)

— SMMP community name 1l

—MFS Settings 1

Default User ID: I o _I;
Default Group 10 I o _I; _I

OF I Cancel | Apply |

Figure 12-9 Properties with NetApp filer set
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At this point, VFM recognizes that this machine is a filer, and the
corresponding options are displayed (see Figure 12-10).

VM WM - [ITSOTUC181]

=] e
File Wiew Reports Tools Help
A& X|®
- ﬁ. Admin View =fd Machine: itsobuc3.itso.tucson ?
J}[c Logical Yiew
.@ Yiitso. fucsoninamespace Properties |Status I Replication Tasks | Snapshots ] References I Events I Manage I Reports I
=] @ Physical Yiew ;I
; {:I Mamespace Resources
* (63 Al Resources Machine Properties £ Edit Children
: @ MetApp Filer Resources
E‘@ Managed Resources Mame itsobuc3.itso, bucson
: e} itsotucs. ibso. bucson
Reports Known Alternate itsobucs
= i
ames =]
Comment DI Exports
1P address 192.168,3.237
Platform Daka OMTAP Data ONTAP Release
722
Has Replication Agent Mo
Deplovable Agent (]
4 I I )I
E
[

Figure 12-10 Filer correctly identified

12.3 Setting RSH information about VFM

VFM needs RSH access to the N series storage systems to provide detailed

information and to control it. You must manually enter this information for each
filer you want to control with VFM.

Note: This procedure is not required if you use only the filer's CIFS shares,
without having to control anything on the filer.
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Follow these steps to set the RSH information to your N series:

1.

Right-click the machine name (see Figure 12-11).

VM WM - [ITSOTUC181]

=] e
File Wiew Reports Tools Help
HABs e x|?
T W Admin View =& Machine: itsotuc3.itso, bucson ?
EH}[C Logical Yiew
.@ \\itso. bucsoninamespace Properties |Status I Replication Tasks | References ] Events I Reports I
E@ Physical Yiew -
{:I Mamespace Resources =
(53 All Resources Machine Properties £ Edit Children
* {:I MetApp Filer Resources
E‘"@ naged Resources Mame itsobuc3.itso, tucson [
oL Fitsotucs Jbucs
Reports Remave from Folder itsobucs M. s
= Mewvs Migration Task... =
Create shares. .. CoExports
Create Yolume, ., .
192,168.3.237
el 3 Windows 2000 Server
Refresh Filer Information
Sef smapshot schedule, .,
ake snapshot now. .. Mo —
Reports
External Tools Mg
Business Hour from §:00:00 AM to
5:00:00 PM, Mo limits on data transfer
rate, LI

T

Figure 12-11 Machine menu
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2. Click the Shell tab (see Figure 12-12).

yitsotuc3.itso.kucson

General  Shell |Agent I MetApp Filer | SnapMirrors I QTrees I

1333 itsotuc,itso. bucson

Shell Type:

Erivate Key File: I Erowse, .. |

Shell Credentials

User Mame I

Passward I

Refresh Filer Information

oo ||

Figure 12-12 Machine properties: Shell tab

3. Make sure the Shell Type list box is set to RSH.
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4. Enter the user name and password to access the N series (see Figure 12-13).

yitsotuc3.itso.kucson

General  Shell |Agent I MetApp Filer | SnapMirrors I QTrees I

1333 itsotuc,itso. bucson

Shell Type: RSH -

Erivate Key File: I Erowse, .. |

Shell Credentials

User Mame I roak

EEE 22 2y
Passward I |

Refresh Filer Information

o

Figure 12-13 Shell tab with root information
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5. Click OK.

After a few seconds, VFM updates the filer information and then removes the
error sign from the machine (see Figure 12-14).

VFMYEM - [ITSOTUC181] M= E3
File Wiew Reports Tools Help
A& X|®
- ﬁ. Admin View =fd Machine: itsobuc3.itso.tucson ?
EH}[Q Logical ¥iew
.@ \\itso. bucsoninamespace Properties |Status I Replication Tasks | Snapshots I References I Events I Manage I Reports I
E@ Physical Yiew ;I
- -] Mamespace Resources
(1 AllResources Machine Properties A Edit Children
{:I MetApp Filer Resources
ED Maniaged Resources Mame itsobuc3.itso, tucson
s0,kucsan
-8 Reports Kniown Alternate itsobucs M... |
Mames
=
Comment [:I Exports
1P address 192,168.3.237 Cvolumes
Platform Daka OMTAP Data ONTAP Release
722
Has Replication Agent o
Deployable Agent Mo
A I I )I
E
0

Figure 12-14  Filer with RSH information

12.4 Creating volumes

You can use VFM to create volumes on N series storage systems. In this section,
we show the steps for doing so:

1. Add the N series storage system you wish to use to the Managed Resources

folder (see 12.1, “Integrating IBM N series with VFM” on page 452 for
instructions).

2. Onthe VFM client, choose Physical View — Managed Resources.

3. Right-click the N series you wish to use. In this example, we use
itsotuc3.itso.tucson.
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4. Click Create Volume (see Figure 12-15).

Admin Yiew

A Machine: itsobuc3.itso. tucson

VFMYEM - [ITSOTUC181] M= E3
File Wiew Reports Tools Help
@ HE o x| ®

?

= J}[c Logical Yiew
.@ Yiitso. fucsoninamespace

Physical Yiew

{:I Mamespace Resources
2] all Resources

{:I MetApp Filer Resources
{:I Managed Resources Mame

-] Wolumes
Reports

Create shares. ..

Reports
External Tools

Properties...

Properties |Status I Replication Tasks | Snapshots I References I Events I Manage I Reports
=
Machine Properties S Edit Children
itsobucs.itso.bucson [+ H
Remaove from folder itsokucs MNa.., +
Mew Migration Task... =}
J Exparts
192,168.3.237 L volume:
Refresh Fs Data ONTAP Data ONTAP Release
Refresh Filer Information 7.2z
Set snapshot schedule. ..
Take snapshat now, ..
“fnt Mo
Mo
o 3|
E

0 I

Figure 12-15 Machine menu: Create Volume

5. At this point, you can set the basic properties of the new volume and

designate the disks to be used (see Figure 12-16). You can manually select
the disks, or just choose the number of disks and disk size.

Create ¥Yolume EHE

Mew Yolume Mame: | wiol3

Raid Group Size: I g

Language: IPOSIX j

& Aukomatic Disk Selection

Mumber of Disks: l 2l

Disk Size: 144 GB disks =

" Manual Disk Selection

Disks: 0d.42 (137104 ME)
0d.43 (137104 ME)

Create I Cancel |

Figure 12-16 Create Volume dialog
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6. Click Create.

The volume is set and is being created.

7. You can check this by expanding the Volumes folder and clicking the just

created volume (see Figure 12-17). The Volume State displays the creation

status.

Depending on the size of the disks you are using, the Volume State can
remain in this status for some time.

#. 7 Reports
| | »

-

4

VM ¥FM - [ITSDTUC181] [_ O] =]
File Wiew Reports Tools Help
A8 X ®
{1 Al Resources ;I = wolume: itsotucs.itso,bucson: fvaolfvol3 ?
{:I MetApp Filer Resources . |
E|{:| Managed Resources Properties |Snapsh0ts I
(-8 ibsobuc3.itso.bucson A
EE=T]] =
D Exports Yolume Properties S Edit Children
=] volumes
----- k) itsotucson Mame wal3
..... 0 last
..... 0 MSSQLDB Default namespace share [Auta Search] (Y
""" 0 roman Scheduled snapshots enabled es
----- k) testvol
_____ 0 wfilert ‘Weekly snapshots i} | |
r\) WFM_snapmirror: Mightly snapshats i]
(. wald
_____ C: :32 Hourly snapshats i]
----- 0] Snapshat reseryve 0%
----- k) vol_DominoDE Filesystem
----- k) wol_Dominolog
f\_\ Yol _Exch_Log Mounted On
L) whest Yolume Status Unknawn
o yourname | )
0 vournameclone Wolume State creating

Figure 12-17 VoI3 created
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When creation is complete, the Volume State changes to online (see
Figure 12-18), and the volume is ready to use.

VFMYEM - [ITSOTUC181] M= E3
File Wiew Reports Tools Help
A8 K| ®
ED Managed Resources ;I = Yolume: itsotuc3.itso.tucson: fvolfvol3 ?
(=1 iksobucs,itso.bucson
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Ay last Mame vol3
3 0 MESOLDE Default namespace share [Auta Search] M4 | opl
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- k) wfiler1 Weekly snapshots 1
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_____ 5 vold ightly snapshats
(‘) volz Hourly snapshots ]
3 0 val3 . Hourly snapshot scheduls G AM, 12 PM, 4 PM, 6 PM
3 k) vol_DominoDE
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Q Yol Exch_Log Filesystem Tvolfvol3)
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hd Yolume State online LI
| | 2]
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Figure 12-18 VolI3 online
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Reporting

This chapter provides an overview of the IBM Virtual File Manager reporting tool
as well as examples demonstrating how to create reports. The following topics
are discussed:

» VFM reports
» Types of VFM reports

— Administrative reports
Logical namespace reports
Physical resources report
File system reports

N series reports

» Publishing reports
» Patch files
» Creating reports with VFM

— Share permissions report
— File differences report
— File ages report

© Copyright IBM Corp. 2008. All rights reserved. 467



13.1 VFM reports

468

The VFM reporting tool provides a means of creating an inventory of assets or

reports.

VFM provides over 30 preconfigured reports that provide valuable information
about network data and storage resources at both the physical and the logical
level. For example, you can determine file usage and access patterns for files by
department by running a report at the logical level, or by storage resource by
running a report at the physical level (Figure 13-1).
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+1.15} poko. nuvew.com
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4 | ructemo runssn i s
1 1 senre.cbcem
-] Hamespacs R e were tov [
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i 7 I [
15 o Spsicm 50 120 days L 04 ME 58 4 10AVE 3% =
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ILang:Flcﬁ 1 42ve 3% ] Flsowrlhe i j_l

Figure 13-1 File usage analysis at logical and physical levels

You can use the flexible reporting capability of VFM in a number of ways to
streamline storage operations and reduce storage costs. A share properties
report indicates the capacity utilization levels of all storage resources within the
global namespace to identify data migration targets and rebalance storage
capacities. The Stale Files report identifies files that have not been accessed for
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a selected period of time and are candidates for movement to a secondary, or an
archived, storage (Figure 13-2).
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Figure 13-2 Stale Files report

The benefits of VFM reports are summarized as follows:

» Integrates over 30 reports for logical storage, physical storage, storage
appliances, policies, and so on.

» Provides agent or agentless reporting.

» Reports on individual servers or across the enterprise.
» Enables the reuse of collected data for all reports.

» Enables proactive decision making.
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13.2 Types of VFM reports

VFM enables you to create reports and publish them to a specified location, to
process report data, and to archive reports. VFM provides the following two
categories of reports:

>

Reports generated from data periodically gathered by report source groups.
These reports appear both under the report source groups to which they are
assigned and under the Generated Reports folder.

Reports generated from recorded information, such as events. These reports
are not scheduled and appear only under the Generated Reports folder.

Within these two categories, VFM can generate the following five types of
reports:

>

>
>
>
>

Administrative reports
Logical namespace reports
Physical resources report
File system reports

N series reports

A description of the reports in each category is provided in the sections that
follow.

13.2.1 Administrative reports
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The three types of administrative reports are as follows:

>

Disaster recovery policies status

Enables you to review links contained in the selected disaster recovery
policies and check storage and replication status for each target of a policy.

Policy references
Enables you to view the resources referenced in selected policies.
Replication policy status

Enables you to review source and destination links contained in the selected
replication policy and to check storage and replication status.
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13.2.2 Logical namespace reports

The types of logical namespace reports are as follows:

>

Namespace properties

— Provides an overview of physical items, such as servers and link targets
(shared folders), that form part of the selected DFS root.

— Enables you to quickly review machines participating in the selected root
and to check available disk space.

— Provides the option of gathering information about the size of the logical
structure of the namespace (also referred to as the BLOB size).

Note: Gathering BLOB size information can take a long time, especially for
standalone roots that contain a large number of links.

» Physical references

Enables you to view the DFS links or roots that reference the targets in the
namespace. The Report wizard enables you to filter the report by items you
select in the Logical View.

Policy references

Enables you to view the resources referenced in policies. The Report wizard
enables you to filter the report by items you select in the Logical View.
Replica properties

Provides an easy means for scanning a namespace and viewing links that are
highly available because they have multiple targets. The Replica properties
reports option also enables you to view links that are not highly available
because they have only one target.
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13.2.3 Physical resources reports

This section describes the types of physical resources reports (see Figure 13-3).

VFMYEM - [ITSOTUC181] M= E3
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file_ages Report Schedule Group

[Z] Generated Reports  Generated Reports Bucket

TMonthly Report Schedule Group

Tightly Report Schedule Group

Unscheduled Report Schedule Group

Weekly Report Schedule Group

[
[

Figure 13-3 Types of physical resources reports

The physical resources reports are:
» File Differences

Provides an easy way to compare the differences that might exist in the
contents of network shares.

» Physical References (Physical View selection)

Enables you to view the DFS links or roots that reference the targets in the
namespace.

» Policy References (Physical View selection)

Enables you to view the resources referenced in policies. Using the Report
wizard, you can filter the report by items you select in the Physical View.

» Server Properties
Enables you to view the machines participating in your namespace.
» Share Connections

Provides an easy way to view how many users are currently connected to the
items selected. This information is useful when you are considering taking a
share offline or rebooting a machine for maintenance.
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» Share Permissions
Enables you to view the permissions of the shares selected.
» Share and Export Properties

Includes information about shares and exports, such as local path, capacity,
and space usage.

13.2.4 File system reports

The types of file system reports are shown in Figure 13-4 and are described in

this section.
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Over-utilized File Systems | Type
Recently Used Files Report Schedule Group
Stale Files Reports  Generated Reports Bucket
Under-utiized File Systems Report Schedule Group
Usage By Owner Report Schedule Group
| nschieduled Report Schedule Group
Weekly Report Schedule Group
4 | |
[
CrC

Figure 13-4 Types of File System reports

VFM enables you to create these file system reports:
» Archived Files
Files with no archive attribute set.
» File Ages
Files arranged by age and file size for a specified location.
» File Summary By Type
The numbers of files and space consumed based on the types of the files.
» Files Not Backed Up
Files modified within a specified time and whose archive attribute is set.
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» Large Files

Files larger than a specified size in the selected locations. You can exclude
files from the report that have been accessed recently.

» New Files
Files created within a specified time.
» Orphaned Files
Files whose owner is unknown in your environment.
» Over-utilized File Systems
File systems with small amounts of free space remaining.
» Recently Used Files
Files accessed within a specified time.
» Stale Files
Files not accessed within a specified time.
» Under-utilized File Systems
File systems containing a large amount of free space.
» Usage By Owner
The amount of space consumed by files owned by each user.

13.2.5 N series reports

The 10 types of logical namespace reports are as follows:
» Filer CIFS Configuration

Review information about the CIFS set up on a N series.
» Filer CIFS Statistics

Review CIFS protocol usage information by N series. The report contains
information about the physical filer and all vFilers hosted on the filer.

» Filer File System Status

Review statistics about each volume on a N series.
» Filer Properties

— View the filers participating in your namespace.

— Review details about the filers, including model, product ID, status, up
time, and operating system, and whether the filer is licensed for CIFS and
NFS protocols.
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» Filer Protocol Usage
Review CIFS and NFS protocol operations for a N series.
» Filer Qtrees by Volume
Review information about available gtrees by volume for a N series.
» Filer RAID
Review RAID group configuration information by volume for a N series.
» Filer Snap Mirror Status

Review statistics about Snap Mirror status on selected N series storage
systems.

» Filer Snapshot
Review information about available snapshots by volume for a N series.
» Filer vFiler Status

Review statistics about each vFiler on selected N series.

13.3 Publishing reports

VFM reports can be published in a folder specified by the user. To publish VFM
reports, report publishing must be enabled. Reports are published in HTML.

Specify a location for the published reports, and VFM generates an index file that
is automatically copied to the same location as the published report. You must
configure the global report publishing settings before publishing a report.
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The steps for configuring a global report publishing location are as follows:
1. On the VFM main menu, click Tools and then Options as shown in Figure 13-5.
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Figure 13-5 Configuring Publishing reports
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2. Click Reporting under System Options on the console as shown in

Figure 13-6.
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Figure 13-6 Enable Report Publishing

3. Click the Enable Report Publishing check box and enter or browse to the
path of a folder where you intend the reports to be published (in this example,
the path is \\itsotuc181.itso.tucson\VFM_reports). Select the Publish report
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by default check box to set report publishing as the default report output for

all new reports created, as shown in Figure 13-7.
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Figure 13-7 Setting Publishing reports location

The other selections on the Reporting panel are optional and are briefly

described here:

— Specify custom XSL transform for index file

Enter the name of an XSL style sheet you want to use for the index file. A
default style sheet is available in the VFM installation directory in the

Examples\Stylesheets\Report publishing folder.

— Run batch before updating index file

Enter the name of a batch file, or click Browse to find a batch file, to run
before the index file is updated (refer to 13.4, “Batch files” on page 479 for

details).
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— Run batch after updating index file

Enter the name of a batch file, or click Browse to find a batch file, to run
after the index file is updated (refer to 13.4, “Batch files” on page 479 for
details).

— Enable report archiving

After checking this check box, specify the number of copies of a report you
want to archive. You can specify this option for all reports or a single
report.

— Output Format

Select the Pass report output to script check box, specify a format, and
browse for a batch file (see 13.4, “Batch files” on page 479 for details).

— Allow reporting engine to deploy agents

Generate reports from agents (see 3.1, “Understanding VFM components”
on page 84).

4. Click OK to apply your changes and exit the window.

13.4 Batch files

Batch files enable you to customize policies, such as sending an e-mail, posting
an event in the Microsoft Windows event log, or sending an SNMP trap in
response to a failure.

The batch files are run by VFM on the machine from which VFM monitors the
targets of a policy, whether by the VFM server or by a Monitoring Agent to which
the policy is assigned. Batch files related to reports are run by the VFM server.

VFEM uses the directory where a batch file is located as the default/current
directory where the command is executed. If a batch file is specified through a
UNC path, the TMP directory of the server executing the policy is used as the
default/current directory.

VEM checks the return value from the batch script that is run before failover. If the
batch script fails, VFM does not continue the failover process. This process
enables customized checking to be performed before the actual failover takes
place.
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Scripts specified in Run Batch Before Replication run before the following
migration actions:

» Scan for potential problems copying the data (initial phase)

» Perform a baseline copy (initial phase)

» Copy the data (incremental phase)

» Do a final replication prior to deleting the source data (final phase).
» Delete the source data (final phase)

VFM provides example scripts in the installation directory under the

Examples\Scripts folder. To function, these examples rely on the presence of
additional third-party software, such as an RSH client or other utilities.

13.5 Creating reports with VFM

VFM provides the same report wizard steps for the creation of all categories and
types of reports. The sections that follow describe examples showing how to
create a Share Permissions report, File Differences report, and File Ages report.
The first two are part of the Physical resources report category, and the latter one
is part of the File System report category.

13.5.1 Creating Share Permissions report
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In this example, a Share Permissions report is generated out of all the shares
under the DFS namespace. A report for the following folders is generated:

» Namespace
» Dept
» Marketing and Sales (these last two are linked shares)

Follow these steps to create a Share Permissions report:

1. On the VFM main window, right-click the DFS namespace (in this example,
\\itso.tucson\namespace) and choose Reports — Physical — Share
Permissions as shown in Figure 13-8 on page 481.
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Figure 13-8 Creating a Share Permissions report
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2. On the Report Wizard window, select the Publish report check box (refer to
13.3, “Publishing reports” on page 475 for Publish report details). Click Next
as shown in Figure 13-9.

Report Wizard EHE

Report Dutput
Select the format(z] of the report output,

Pass report autput bo script

Farmat: I j

SCripk: I Browise, ., |
=
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Figure 13-9 Report Wizard
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On the Report Group panel, four default report groups (Monthly, Nightly,
Unscheduled, and Weekly) are shown (Figure 13-10).

Report Wizard EHE

Report Group
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b O Report Sources Create Source Graum...

1) Unscheduled
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Figure 13-10 Report Group panel
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3. In this example, we create another group. After clicking Create Schedule
Group button, the window shown in Figure 13-11 is displayed.

Report Schedule Group [ 2]

—5Schedule

Schedule
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A Use schedule
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y Delete |
Scheduls ype: Stark Gime:
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Specify the name of the Report
Schedule Group and the schedule when
the reports in this report group are run.

oK I Cancel

Figure 13-11 Schedule panel

4. Enter a name that best applies (in this example, the name is
share_permissions), and select the Use schedule check box.
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5. The New button is displayed. Click New to set the Schedule type and Start

time (in this example, the schedule type is Every several minutes and Every 5
minutes) as shown in Figure 13-12.
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Figure 13-12 Setting report group name and schedule
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6. Click OK. The newly created group is displayed (in this example,
share_permissions). Select it and click Next (see Figure 13-13).
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Figure 13-13 New report group added

7. A VFM pop-up message is displayed (see Figure 13-14), which prompts you
to add the context items. Click Yes and then OK.

¥FM B
't The Report Source Group that you have selected does not contain the context items that vou have highlighted.

Do you want to add the context items to the selected source group?

Figure 13-14 VFM pop-up message
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On the Report name panel, enter the name that best applies (in this example,
share_permissions), and click Enable reporting archive if appropriate (in
this example, enter 1 in the Number of archives to keep field). Click Finish
as shown in Figure 13-15.
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Figure 13-15 Report Name panel
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To visualize the report, on the VFM main window expand Reports —

share_permissions and click Share_Permissions as shown in

Figure 13-16.
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Figure 13-16 Share Permissions report visualization
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A detail-level option with two options for visualization (summary and
advanced) is shown in Figure 13-17.
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Figure 13-17 Summary-level report window

10.Move the scroll

bar to visualize all the report contents.

13.5.2 Creating File Differences report

In this example, two folders labeled Marketing are compared. The source folder
is located on a different server than the destination folder. In this example, the
source Marketing folder is located in \\itsotuc181.itso.tucson\c$\Marketing, and
the destination folder is located in \\itsotuc4.itso.tucson\c$\Marketing. Each folder
has a different size and different contents.

To create a File Differences report, refer to the following steps:

1. On the VFM main window, expand the DFS namespace to the Marketing link

(in this example, a link to the Marketing share was added under the Dept

folder; refer to Chapter 5, “DFS namespace” on page 117 for details on
adding links). Right-click Marketing and choose Reports — Physical — File
Differences as shown in Figure 13-18 on page 490.
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Figure 13-18 Creating a Filer Differences report
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After you click Filer Differences, the Report Wizard window is displayed (see
Figure 13-19).

Report Wizard I

Report Sources
Enter the paths to the objects that the report will include.

Compare:
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Add I
Edit ]
Delete

= Be I Mk = I Cancel |

Figure 13-19 Report Sources panel

. In the Compare field, enter the name that best applies or browse the source
path for the name. Click Add to enter the name of or browse to the destination
folder. (In this example, the source folder is
\\itsotuc181.itso.tucson\c$\Marketing, and the destination is
\\itsotuc4.itso.tucson\c$\Marketing.)
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3. Then click Next. The Report Output panel is displayed (see Figure 13-20).

Report Wizard [2]

Report Output
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Figure 13-20 Report Output panel
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4. Select Publish report and click Next (refer to 13.3, “Publishing reports” on

page 475 for Publishing report details). The Report Group panel is displayed
(see Figure 13-21).
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Figure 13-21 Report Group panel
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5. The Schedule panel displays four default groups (Monthly, Nightly,
Unscheduled, and Weekly). In this example, we create another group. After
clicking the Create Schedule Group button, the window shown in
Figure 13-22 is displayed.
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Figure 13-22 Schedule panel

6. Enter a name that best applies (in this example, we enter the name
file_differences) and select Use schedule.
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7. The New button is displayed. Click New to set the Schedule type and Start

time (in this example, the Schedule type is Every several minutes and Every
1 minutes) as shown in Figure 13-23.

Report Schedule Group

i E3
- Schedule
Schedule
Scripks
@ Mame: I file_diferences
¥ Use schedule
| 1: Ak 4:28:19 FM every minuke, skarting 3/21/2008 =l

e Delete |

Schedule type: Start kime:

IEvery several minutes LI I 4:29:19PM = Advanced... |

"Schedue type: Every several minutes

Ewery 5| minuke(s)

Specify the name of the Report
Schedule Group and the schedule when
the reports in this report group are run,

cacsl_|

Figure 13-23 Setting report group name and schedule
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8. Click OK. The previous window is displayed with the newly created group as
shown in Figure 13-24.
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Figure 13-24 New report group added

9. Click Next. A VFM pop-up message is displayed (see Figure 13-25)
prompting you to add the context items. Click Yes and then OK.

¥YFM

T‘j The Report Source Group that vou have selected does not contain the conkext ikems that you have highlighted.
L

Do you want ko add the conkext items tao the selected source group?

Figure 13-25 VFM pop-up message
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10.0n the Report Name panel, enter the name that best applies (in this example,
file_differences), and select Enable report archiving if appropriate. (In this
example, we set the Number of archives to keep at 1.) Click Finish (see
Figure 13-26).
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Save In: ID zenerated Reports _'_l EF >

Mame Last Updated |

Repork Mame: I file_differences|

[+ Enable report archiving

Murmber of archives ko keep: l 1

= Back I Finish I Cancel

Figure 13-26 Report Name panel
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11.To visualize the report, access the VFM main window and expand Reports —
file_differences, then click File Differences (see Figure 13-27).

veu ¥FM - [ITSOTUC1B1] [_[51>]
File View Reports Tools Help
BHE e X2

Admin View =l Report: File Differences
E-JE Logical view
EXaRS
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i =) Report Sources
-3, Fie Differances

@) Monthly Summary
) Hightly =
(514 Unscheduled \\itsotuc1B1.itso.tucson',c§\marketing : \\itsotucd.itso.tucsonimarketing
[ Weekly Summar
=] Generated Reparts g
%\, Flle Differences No differences 19 &,250KB
Last medification timestamp or file size is different o Oke
Mot Faund on {libsotucd. ibso. tucsontmarketing 76 418,377 KB
Not: Found on {jitsotuct 81, itso.bucsonichimarketing 0 0 KB
Attribure mismatch o 0kB
Unable to compare 0 A
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Details

“Altsotucl81.itso. tucson' c$' marketing : \\itsotuc4.itso.tucson\marketing

Viitsatuc18L it 2 o

2KB 3122008 1:27:21 PM

Viitsatuc181 itsa tuesonle it f

KB 3{12/2008 1:27:21 PM
YjisotueiaL ikso. tucsorie|marketing), . \DboHelp.dl 1,022KE 3{12/2008 1:27:22 PM Jﬂ
»

4

Figure 13-27 File Differences report window
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12.The Summary field lists items comparing the two folders. Move the scroll bar

to view report details about the differences between the two folders.

All the contents in the source folder (\\itsotuc181.itso.tucson\c$\Marketing)
are migrated to the destination folder (\itsotuc4.itso.tucson\c$\Marketing) so
that the two folders have the same size and number of files. The results are
displayed in Figure 13-28.

VN ¥FM - [ITSOTUC181] [[=]

Eile View Reparts Tools Help

da8E e X|?

ﬁ. Adrmin View =& Report: File Differences

Ea{g Logical Yiew
E-.@ Wjtso, tucsoninamespace é j ra
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g} Marketing SZEJZ005 4:16:21 PM - Report generated on server ITSOTUC1S1 Show Details

Physical ¥iew

=& Reports - -
5 @ e disreces File Differences
¢ [ Report Sources
[-ggy, File Differences
@) Morthly Summary
Mighthy
@) Unscheduled

W\itsotucl81.itso.bucson',c$'marketing : \itsotucd.itso.tucson',marketing

-
5B torerme eerts [sonmary s sie)
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Last modification Limestamp or file size is different 1] OKE
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Mot Found on ilitsotuc 181 .ikso. tucsomic$imarketing o 0KB
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Unable to compare 1] MiA
Back bo top
|
[T T 4

Figure 13-28 File differences report displaying folders of the same size

13.5.3 Creating File Ages report

In this example, file information from two shares, Marketing and Sales, under the
DFS namespace. To create a File Ages report, follow these steps:

1.

On the VFM main window, expand the DFS namespace to Dept folder. (In
this example, we add the Dept folder as well as the links. (Refer to Chapter 5,
“DFS namespace” on page 117 for details on how to add folders and links.)

Right-click Dept and choose Reports — File System — File Ages as shown
in Figure 13-29 on page 500.
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Figure 13-29 Creating a File Ages report

3. After clicking File Ages, the Report Wizard window is shown (see
Figure 13-30).

ard

Report

Report Output
Select the format[=] of the report output.

Fass report output ko scripk

Formak: ITab Delimited vI

Scripk: I

= Back I Mext = I Cancel I

Figure 13-30 Report Output panel
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4. Select Publish report and click Next (refer to 13.3, “Publishing reports” on
page 475 for publishing report details). The Report Group panel is displayed

(see Figure 13-31).

Report Wizard

Report Group
Select a repart group for this report.

[_E,!I Monthly

@ Repork Sources
&) Mightly

L AD)@s) Report Sources
i) Unscheduled

()@ Repart Sources
[_E,!I Wiv'eekly

O Repork Sources

Feport Source Group 'Report Sources'

< Back

Edit...

Creake Schedule Group...

=he urce

I Mext = I Cancel

Figure 13-31 FEort Group panel
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5. The Report Group panel displays four default groups (Monthly, Nightly,
Unscheduled, and Weekly). In our example, we create another group. After
you click the Create Schedule Group button, the window shown in
Figure 13-32 is displayed.

Report Schedule Group [ 7]
i Schedule
Schedule
Scripks
@ Mame: ||
1 Use schedule
|< Mot scheduled = LI
4 | Dele
Schedule Eype: Stark kime:

I L” 255:56 AM :: dvanced. .. |

Specify the name of the Report
Schedule Group and the schedule when
the reports in this repart group are run,

cocal_|

Figure 13-32 Report Schedule Group window

6. Enter a name that best applies (in our example, we enter the name file_ages),
and select Use schedule.
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7. The New button is displayed. Click New to set the Schedule type and Start

time (in this example, the Schedule type is Every several minutes and Every
1 minutes) as shown in Figure 13-33.

Report Schedule Group

(20
—Schedul
Schedule cheadE

Scripts
@ Mame: I filz_ages

¥ Use schedule

[ 1: At 10:46:28 AM every minute, starting 3/23/2008 =

M Delete l

Schedule type: Stark Lime:

IEvery several minutes ;I |10:46:28 AM ::‘ Advanced. .. |

"Schedule type: Every several minutes

Every = minuke(s)

Specify the name of the Report
Schedule Group and the schedule when
the reparts in this report group are run.

cnal_|

Figure 13-33 Sﬁng group name and schedule
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8. Click OK when you are finished. The previous window is displayed with the
newly created group as shown in Figure 13-34.

Report Wizard

Report Group
Select a report group for thiz report.

IZ) file_ages

“-(@)gh) Repart Sources
@ Mankhly

@5 Report Sources
@ Mightly

~ADN@s| Report Sources
=) Unscheduled
igls) Repart Sources
@ teekdy

@5 Report Sources

Report Source Group 'Report Sources'

< Back

Edit. ..

Create Scheduls Group,..

Create Source ] =

PMext = ' Cancel I

Figure 13-34 New group report added

9. Click Next. A VFM pop-up message is displayed (see Figure 13-35),
prompting you to add the context items. Click Yes and then OK.

¥YFM

Do yiou want bo add the context ikems to the selected source group?

uo|

'E The Repart Source Group that vou have selected does nat contain the conkext ikems that wou have highlighted.

Figure 13-35 VFM pop-up message
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10.0n the Report Name panel, enter the name that best applies (in this example,
the name we enter is file_ages). Click Enable report archiving if appropriate

and click Finish (see Figure 13-36).

Report Wizard

Report Hame
“'ou can use the location bo organize reports into faolders

Save In: ID senerated Reports

Mame Last Updated

Report Name:

™ Enable report archiving

Fumber of archives ko keep: I (1]

= Back

Cancel

i Finish I

Figure 13-36 Report Name panel
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11.To visualize the report, access the VFM main window and expand Reports —
file_ages and click File_Ages as shown in Figure 13-37.
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Figure 13-37 File ages report visualization panel

12.Move the scroll bar to view all the report contents.

506 IBM System Storage and Virtual File Manager



14

VFM best practices and
troubleshooting

This chapter provides troubleshooting information, including best practices when
using VFM.
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14.1 Troubleshooting

The more common problems you can encounter and their resolutions are
provided in this section.

14.1.1 General problems

508

This section provides information to enable you to resolve general problems.
» You can take the following actions when the response from VFM is slow or it

takes up a large amount of CPU:

— Check how many links are present in the DFS configuration. Larger
configurations require VFM to gather additional information.

— Verify that targets of links are reachable from the VFM console machine.

— Verify that network browsing works correctly for regular Microsoft Windows
tools, such as Windows Explorer.

— Check which level of status monitoring is enabled (root, link, storage) and
the frequency of monitoring taking place.

— Enabling the Show drives in physical views option causes VFM to gather
additional information and can slow its operation, especially when target
machines are not reachable from the VFM console.

If you experience access denied errors while setting VFM system options,
check the permissions on the account running the VFM client. This account
must have permissions to write to the directory tree All Users\Application
Data\IBM\VFM\GuiConsole. Write permission for these directories is typically
granted to members of the Local Administrators group and the local power
users group.

If you cannot drag-and-drop items out of Microsoft Windows Explorer onto
VFEM, be sure the items you want to drag to VFM are network paths. You can
map shares from remote machines as drives on your machine or address
them as UNC paths. For local drives on your machine, you must address
them as UNC paths (\\server\dir\).

If you encounter errors creating logical folders in your namespace, check that
the permissions on the DFS root share grant the account running the VFM
console the ability to make changes to the share.

Microsoft Windows Server 2003 creates shares with default permissions of
Everyone — Read. Windows 2000 creates shares with default permissions of
Everyone — Full. The VFM server account must have permission to write to
the DFS root share to create logical directories in the namespace.
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» If you changed your DFS configuration but client machines still access the old
locations, be aware that clients cache referrals for a period of time. You can
flush the client cache on Microsoft Windows 2000 and later by performing one
of the following actions:

— Use the DFS tab of the Windows Explorer Property dialog box to clear the
history.

— Run dfsutil with the appropriate options on the client machine.

— You must reboot clients running older operating systems, such as
Microsoft NT 4, Windows 98, or Windows 95, to clear the cache.

» If the connection was refused by the VFM Server service, consider these
suggestions:

— The VFM Server service might have been stopped through the Microsoft
Windows service Control Manager. Restart the VFM Server service.

— The machine hosting the VFM Server service might not be reachable by
the VFM console. Check your network connectivity and the machine
hosting the VFM Server service.

— Check whether the account configured for the VFM Server service is in the
Local Administrators group on the system where it is installed.

» If the VFM client reports an access denied error while attempting to connect
to the VFM server, check or obtain access to the VFM server for your VFS
service account.

14.1.2 DFS root problems

This section suggests resolutions to DFS root problems.

» When experiencing DFS root problems, you might not see your roots in the
VFM browse dialog box. You might see an Unable to display the DFS Root
<host_name>, a the network resource was not found, or an Unavailable
status in the VFM client, and the root error status messages. If so, here are
actions you can take to resolve this issue:

— Check whether network browsing is working correctly in Microsoft
Windows Explorer and correct any browsing problems.

— Enter the root name directly rather than browsing for it.

— Check whether the DFS service is started on the machines hosting the
roots.
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» You can take these actions if you cannot create a DFS root using VFM or you
cannot create links on a root, and if you encounter one of the following
messages:

The Network resource was not found
An error occurred while trying to take the following action

Action: Create DFS root \\hostname\rootname on server 'hostname’
using share <name of share>

The DFS Root, link or replica could not be added

Perform the following checks:

Network connectivity by pinging the server the root is created on from the
VFM machine.

That the account running VFM has appropriate privileges for the domain
and servers where the domain-based root is being created or for the
server where the standalone root is being created.

Whether forward and reverse DNS lookups are accurate for the machine
on which you want to create the root.

Whether you are trying to use a share to create the root that contains a
root.

Whether you are trying to use a folder to create the root that is a
subdirectory of a share that contains a root.

Whether the DFS service is started on the machine where you want to
create the root.

Whether the DFS service is started on the machine hosting the root where
you want to create a link.

» If you cannot add links to a DFS root, perform the following actions:

Check that the account running VFM has appropriate permissions for the
DFS root being manipulated.

Check whether forward and reverse DNS lookups are accurate for the
machine hosting the DFS root.

Verify that all root replica share names of a domain-based root match the
name of the DFS root. This is particularly important for roots hosted on
Microsoft Windows Server 2003 systems.

» If you have problems creating a domain-based root with replicas; if after the
domain-based root is created, it appears as a single replica root; or if the
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status of the root is displayed as inaccessible, these considerations might
apply or the suggested actions might resolve the issue:

— The creation of and operation on domain-based roots involves interactions
with Active Directory. The Active Directory replication frequency affects
how quickly changes appear in the VFM console.

— Name resolution issues can affect the creation of domain-based roots. You
might have to refer to the domain-based root by its fully qualified domain
name when accessing it if attempts to access it by its NETBIOS domain
name are unsuccessful or result in inaccurate data.

— Verify that all root replica share names of a domain-based root match the
name of the DFS root. This is particularly important for roots hosted on
Microsoft Windows Server 2003 systems.

The error message The request is not supported when attempting to create
a DFS root typically occurs when attempting to create a second DFS root on
Microsoft Windows 2000 or Windows Server 2003 Standard Edition server.
Windows 2000 and Windows Server 2003 Standard Edition support only one
DFS root per computer. Windows Server 2003 Enterprise Server and
Windows Server 2003 Datacenter support multiple DFS roots per server.

14.1.3 Namespace problems

This section provides information about resolving namespace issues.

>

If attempts to browse or manage the DFS namespace yield RPC server not
available error messages, check whether the DFS service is running on the
machine hosting the DFS root.

If attempts to browse the namespace yield access denied errors, check
whether the current account has privileges to access the share hosting the
DFS root, as well as to the DFS root (domain roots only).

If access denied errors are reported when attempting to browse folders in the
namespace, check the permissions of the shares hosting these folders as
well as the permissions on the folders themselves. When accessing
resources through the namespace, the credentials used for the access are
those used when the user initially accesses the namespace. This can cause
problems in environments where users typically use explicit credentials to
map network drives.

If links were not created when you ran the policy, perform the following
checks:

— Whether you tried to add multiple links with the same name.

If you selected domains to search for resources and the domains contain
groups with the same name (for example, domaini\sales and
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domain2\sales), make sure that you select a template that sorts by
domain, such as Domain-Group Name-Machine-Shares,
Machines-Domain-Group Name-Shares, or Domain-Group Name-Shares.
You cannot create links with the same name under the root or a logical
folder of the namespace.

Whether the NTFS permissions for a folder hosting a share to which you
want the policy to create link contain <host name>\users. Remove the
<host_name>\users group from the NTFS permissions on the folder and
run the policy.

Whether the resources you wanted to add to the namespace have the
local users group in their permissions. Remove the local user group from
the permissions for each folder and run the scan again.

14.1.4 Replication and migration problems

512

This section provides information to help you resolve replication and migration
problems.

»

If VFM reports an error when attempting to copy files when you can
successfully copy them using Windows Explorer, these considerations and
actions apply:

VFM uses the backup read/write APIs to get the most accurate transfer of
the source file and its associated attributes. Using these APIs requires
specific privileges that your account might lack on the source or
destination machines. Although Microsoft Windows Explorer might copy
the file data, attributes such as those governing security might be changed
during the course of the transfer.

When copying files with summary information from Microsoft Windows
2000 NTFS to NT4 NTFS, you must select Allow loss of additional file
streams to perform the transfer. Windows 2000 NTFS creates a sparse
file stream associated with the file when summary information is added to
the file. NT4 NTFS does not support sparse files.

Check network connectivity between machines hosting the Replication
Agent and those hosting the VFM server or Monitoring Agent.

If VFM Server service or Replication Agent service fail to start, perform the
following checks:

The Microsoft Windows NT event log for errors related to startup failure.

The Service Control Manager to see whether the VFM server or
Replication Agent was stopped or the startup of either was disabled.

Whether the account used by the service was removed from the domain.
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Whether the password was changed on the account used by the service.

The account and password information used by the service. Validate that
this information is correct.

Whether the account used by the service has the Logon as service
privilege enabled.

Whether the VFM server or Replication Agent is installed on the system.

Note: When you install VFM, you are prompted for the account and password
for the VFM server. The server caches password information using Microsoft
Windows 2000 LSA (Local Security Authority) facilities. The server uses the
account and the cached password when deploying Replication Agents. To
manually update information for the VFM server and deployed Replication
Agents, click Agent Management on the Tools menu.

» If the deployment of Replication Agent fails, perform the following checks:

Whether the system being deployed to is up and reachable. You can do so
by pinging it as well as using the net view command to view the shares
that it publishes in the network.

Whether domain trust issues are preventing deployment.

Whether network routing and infrastructure issues are preventing network
connectivity in both directions between the system hosting the server or
the Monitoring Agent and the system that hosts the Replication Agent.

Whether the intended host of the Replication Agent is being
communicated over a VPN connection. ICMP packets typically do not
travel over VPN connections. This restriction prevents the VFM server
from correctly identifying the machine type of the intended host machine. It
is also possible that the network administrator has restricted ICMP traffic
on non-VPN connected machines.

Whether the target system is running one of the following platforms:
Microsoft Windows 2000, Windows Server 2003, or Windows XP. Agents
cannot be pushed to other platforms.

Note: If the machine on which you want to deploy a Replication Agent is
running Microsoft Windows XP SP 2, you must disable the firewall
temporarily on the machine on which you want to deploy the Replication
Agent and restart the machine.

Whether the normal admin$ shares are published on the destination
system. Try viewing the admin$ share for the target system using
Microsoft Windows Explorer.
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Whether the account under which the VFM Server service is running has
privileges to write to the destination admin$ share to install the Replication
Agent. You can do so by using the Microsoft Windows “run as . . ” facility
to run Windows Explorer and browse the admin$ share on the server.

Whether sufficient space is on the destination system to receive the
Replication Agent. To be installed, the Replication Agent requires
approximately 700 KB.

Whether the account under which the VFM Server service is running has
privileges to install and run as a service on the destination machine.

Whether any firewalls exist between the system hosting the VFM server or
VFM Monitoring Agent services and the intended destination system for
the Replication Agents that are blocking the port where the VFM Server
service listens (TCP ports 6001 or 6005). (See Chapter 3, “Preparation”
on page 83.)

Whether any process is already listening on the port the VFM server and
Replication Agent services use and thus are preventing VFM from
operating.

Whether the Remote Registry Service (regsvc.exe) is started on the
machine where the Replication Agent is to be deployed. Stopping this
service interferes with the deployment and operation of the Replication
Agent.

Whether the system running on the machine where you want to deploy a
Replication Agent was upgraded from Microsoft Windows 2000 to
Windows 2003. After an upgrade from Windows 2000 to Windows 2003,
the Local Service account might not have the required permissions to
access certain Registry keys.

Whether the intended destination is a Microsoft Cluster Server cluster. If
so, additional steps are required to configure the Replication Agent to run
on the cluster. Contact support for this configuration information.

Whether you are being denied remote access to the Registry on the
machine where you want to deploy a Replication Agent. Check the
network access settings on the machine where you want to deploy a
Replication Agent.

Whether File and Print Sharing is enabled on the system where you want
to deploy the Replication Agent. If this option is not enabled, VFM cannot
deploy the Replication Agent.

Whether you are running a version of VFM that is later than version 5.5. If
s0, you cannot deploy Replication Agents to Windows NT 4 systems.

Whether the Replication Agent can communicate with the machine hosting
the VFM server using the NETBIOS host name.
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If VFM cannot communicate with Replication Agents, perform the following
checks:

— Whether any firewalls between the system hosting the VFM server or VFM
Monitoring Agent services and the intended destination system for the
Replication Agents are blocking the port where the Replication Agent
service listens (TCP port 6002). (See Chapter 3, “Preparation” on
page 83.)

— Whether the console system or agent system is running a personal
firewall, such as ZoneAlarm or Blacklce, and whether the appropriate
ports are open on the firewall allowing communication.

— Whether any process is already listening on the port the VFM server and
Replication Agent services use, thus preventing VFM from operating.

— Whether the system hosting the Replication Agent can ping the system
hosting the VFM server using the server name.

— Whether the Replication Agent can communicate with the machine hosting
the VFM server using the NETBIOS host name.

If VFM does not display complete information about shares hosted on the
filer, depending on the N series implementation, VFM might not support the
detailed level of information provided by Microsoft Windows systems. VFM
displays as much information as can be obtained about storage targets.

If invalid security descriptor messages are reported during migration
operations, the following actions or possibilities apply:

— Check whether the source, the destination, and the machine hosting the
DFS root are all in the same domain. If not, check whether trusts are set
appropriately among the systems.

— Check whether the domain admin account under which the VFM Server
service was installed has administrator privileges on the source and
destination of the replication.

— Check whether the files for which the problem is reported are owned by a
local account on the source machine. This can cause this error to be
reported.

— Itis possible that the security descriptor on the file is invalid. When logged
into the account used by the VFM Server service, check whether you can
view the security settings on the file from Microsoft Windows Explorer.

— Check whether the owner and primary group of the source files are valid
on the destination machine. If the owner or primary group of a file is not
present on the destination machine, warnings about invalid security
descriptors can result. This can be the case if files and directories on the
source machine have a local account as their owner or a local group as
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their primary group. You can use VFM replication options to control how
local SIDs are processed during the replication process.

If the destination of the transfer is a N series, check the filer’s /etc/messages
file for any error messages indicating problems communicating with its
domain controller on the N series.

The files might be owned by an unknown SID. Use Windows Explorer or
another tool to assign ownership of the problem file to a known trustee.

This condition can arise if the account owning the file is removed from the
system.

» If replication or migration operations produce Disk is full or The system
cannot find the file specified error messages, perform the following
checks:

Check whether space is available on the destination.

Check whether the quotas are not limiting the ability of the Replication
Agent to write to the destination. This applies to NTFS quotas in Microsoft
Windows systems or gtree quotas in filers.

On N series storage system, check the /etc/messages file of the N series
for any errors related to MAXDIRSIZE. It might be necessary to increase

the value of this parameter on the filer if the destination will contain a large
number of files.

If the destination is hosted on a filer, check whether any files have UNC
paths longer than the limit of 256 characters set by Data ONTAP. This
condition can occur if CIFS clients access data through shares of deeply
nested subfolders and replication is attempted from the root of a volume,
causing a longer UNC path to be used in referencing the file on the filer.

If the destination is hosted on a filer, check whether the destination volume
has sufficient nodes available to accommodate the files being transferred.

» If replication and migration operations produce the following errors:

Resource not found
Path not found

Source not found
Destination not found

Destination could not be created

then:

» Check whether the source server is accessible from the machine hosting the
Replication Agent. For example, you can ping, net use, or browse for the
machine in Microsoft Network neighborhood.
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Check whether the destination server is accessible from the machine hosting
the Replication Agent. For example, you can ping, net use, or browse for the
machine in Microsoft Network neighborhood.

Check that the source and destination shares exist and are accessible from
the machine hosting the Replication Agent. For example, you can try
accessing source or destination shares through Microsoft Windows Explorer.

— Check whether the VFM Server service account is not explicitly denied
share permissions on destination shares.

— Check whether the VFM Server service account is in the Local
Administrators group of the source or destination server.

If replication or migration operations produce Cannot delete
source/destination, It is being used by another process, or Cannot open
source/destination error messages, perform the following checks:

— Whether files or directories in question are being accessed by another
application. Close all applications accessing the files or directories, and
retry data transfer. Files that are commonly locked include Microsoft
Outlook® data files such as PSTs and database files used by Microsoft
Access, SQLServer, FoxPro, or MS® Exchange.

— Whether nested data transfers are not in progress at the same time.

The following example illustrates this problem: LinkA references
\\source\shareA and LinkB references \\source\shareA\folderB. LinkA and
LinkB are source links in two different replication policies. Starting
replication policies at the same time might lead to the errors cited earlier.

— On N series, verify that any virus scanning software was disabled, and
retry the transfer. When enabled, virus scanning software can cause
problems with locked files during large replications.

If replication or migration operations produce the following errors:
— Unable to delete a file. Access is denied

— Unable to delete source. Access is denied

— Unable to delete destination. Access is denied

— Access to a directory or file is denied

— Access is denied

— Access to source is denied

— Access to destination is denied
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You can diagnose permission problems by checking or verifying whether the
following conditions are true for your environment:

— The VFM Server service account is in the Local Administrators group of
the source server.

— The VFM Server service account is in the Local Administrators group of
the destination server.

— The VFM Server service account is not explicitly denied share
permissions on the source or destination share.

— If the source or destination is a filer, verify that the system can
communicate with domain controllers. You can do so by using the
command testdc.

— The filer's /etc/messages file contains errors related to communication with
domain controllers.

— The account used by the Replication Agent is a member of the Local
Administrators and backup operators.

» If VFM reports access denied errors when attempting to transfer files to a filer
and vscan is in use on the filer, then:

— Check whether the virus scanning software is operating correctly. It is
possible to configure virus scanning software using the vscan interface to
prevent any files from being written to the filer when the virus scanning
software is inoperable.

— Check whether either of these conditions might be causing problems for
virus scanning software: changes to the account under which the virus
scanning software runs or network connectivity problems between the filer
and the virus scanning host.

— Check whether files and directories on the source and destination have
different permission settings. If so perform the following checks:

* Inherited permissions on the source and destination directory trees.

¢ Whether the data transfer was interrupted before it was completed.
VFM manipulates directory permissions on the destination during the
migration process to ensure it has sufficient permissions to write to
tightly ACLed destination directories. After VFM has completed its work
in a directory tree, the permissions are set to the actual permissions
intended for the destination. If the transfer is interrupted, it is possible
that extra permissions are present on destination directories because
VFM was prevented from completing the permission-setting phase of
the transfer.

¢ Whether local trustee processing is enabled for the policy. Right-click
the policy, click Properties and click Replication Security.
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Note: Local trustee processing is not applicable when the source of
a transfer is a Domain Controller. Domain Controllers do not host
local SIDs.

If you have problems transferring data using the NFS protocol, then:

Check whether the machine where the UNIX Replication Agent is running
can resolve the name of the NFS server you are trying to contact.

* Log on to the machine where the UNIX replication is installed and ping
the NFS server.

¢ In a mixed Microsoft Windows and UNIX environment, always use the
fully qualified DNS name.

Log on to the NFS server and run exportfs with no arguments. Check
whether the path you are trying to contact or one of its parent directories
displays the rights you expect.

Check the exports file on the NFS server you are trying to contact. This file
is found in the following directories:

¢ Linux: /etc/exports
e Solaris: /etc/dfs/dfstab
e IBM: <the name of the root volume>/etc/exports OR /etc/exports

Check whether the path you are trying to contact or one of its parent
directories is in the exports file. If the path exists, check whether the rights
granted are correct.

To clarify the instructions that follow, the VFM machine is used to
represent the machine communicating with the UNIX server. The machine
can be the VFM server or UNIX Replication Agent. The entry for the
machine is its IP address or fully qualified DNS name.

ok

e Linux: Search for an entry that contains “*(rw)” or “VFMmachine(rw)”.

Note: Other rights can be within the parentheses; however, it is
important that “rw” (read/write) access is granted.

¢ Solaris and IBM: Entries are separated by commas. Search for the

LI

entry “rw”, “rw=VFMmachine”, or “root=VFMmachine”.
Note: Make sure that “ro” or “ro=VFMmachine” are not specified.

The VFM machines might appear in a colon-separated list with other
machines.
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— Normally, VFM uses root (uid 0). You can specify a different uid for a UNIX

machine or filer. When the uid is not root, the Replication Agent might not
be able to copy some security information and reports data transfer
failures.

To suppress these error reports, perform the following actions

i. Right-click the policy that contains the UNIX machine or filer. and click
Properties.

ii. Click Security Replication.
iii. Select Allow loss of security information.
iv. Click OK.

When an export is used as root (uid 0), special entries are required in the
exports file.

e Linux: The VFM machine entry must include “no_root_squash” or
“anonuid=0" (for example, “rw,no_root_squash”). Make sure that
“root_squash” is not specified.

e Solaris and IBM: When the VFM machine is not given explicit root
access, the entry “anon=0" must be included in the exports file.

Note: After changing the exports file, run the commands: exportfs
-ua and exportfs -a.

Check the UNIX security mode-bit rights on the NFS machine and
compare them with the rights of the files you are trying to access.

Check whether the Replication Agent can communicate with the machine
hosting the VFM server using the NETBIOS host name.

For N series, check whether the volume/qtree is set to use UNIX security.
If the security mode is NTFS, VFM cannot perform attribute settings on the
filer volume or gtree. Perform the following actions:

i. Verify that the UNIX user is mapped to an NTFS user in the file
/etc/usermap.cfg.

ii. Select Allow loss of security information in the properties of the
policy. This suppresses error messages reported by the UNIX
Replication Agent.

If links are not updated after a migration, make sure that the UNC paths of the
source and the link targets you want to update match. If the UNC paths do not
match, VFM cannot update the namespace.
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» If replication or migration operations produce the following error messages:
— Error copying source.
— There is not enough space on the disk.

Check whether sufficient space is on the destination.

14.1.5 Report problems

If you experience errors attempting to run VFM reports, be sure the account
running the VFM client has permissions to write to the directory tree All
Users\Application Data\IBM\VFM\VFM Client. Write permission for these
directories is typically granted to members of the Local Administrators group and
the local power users group.

If reports are slow to generate, perform these actions:

» Check the items under “14.1.1, “General problems” on page 508”.

» Check whether you created a new report group when you created the report.
Before VFM can create the report, the report group must gather the data. To
cut down on report generation, create report groups to gather data before you
assign and run reports based on the data gathered.

» Create multiple reports instead of one large report.

» Schedule report groups so that reports assigned to the report groups are
available when needed for review.
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Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this book.

IBM Redbooks

For information about ordering these publications, see “How to get Redbooks” on
page 524. Note that some of the documents referenced here might be available
in softcopy only.

>

IBM N Series Storage Systems in a Microsoft Windows Environment,
REDP-4083

Multiprotocol Data Access with IBM System Storage N series, REDP-4176
Data Protection Strategies in IBM System Storage N Series, SG24-7591

IBM System Storage N series File System Design for an NFS File Server,
REDP-4086

Other publications

These publications are also relevant as further information sources:

>

IBM System Storage N series Data ONTAP 7.3 System Administration Guide,
GC52-1279-02:

http://www-01.7bm.com/support/docview.wss?uid=ssg1S7002470

IBM System Storage N series Data ONTAP 7.3 Network Management Guide,
GC52-1280-02:

http://www-01.1ibm.com/support/docview.wss?uid=ssg1S7002471

IBM System Storage N series Data ONTAP 7.3 Software Setup Guide,
GC27-2206:

http://www-01.1ibm.com/support/docview.wss?uid=ssg157002465
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Online resources

These Web sites are also relevant as further information sources:

» |IBM System Storage N series Data ONTAP 7.3RC1 Filer Publication Matrix
http://www-1.ibm.com/support/docview.wss?rs=11478uid=ssg157002181

» Support for Data ONTAP

https://www-304.ibm.com/systems/support/myview/supportsite.wss/suppo
rtresources?taskind=7&brandind=5000029&familyind=5329797&typeind=08&m
odelind=0&o0sind=0

» Support for Network attached storage (NAS) & iSCSI

https://www-304.1ibm.com/systems/support/supportsite.wss/mainselect?b
randind=5000029&familyind=0&01dbrand=5000029&01dfamily=0&o1dtype=0&t
askind=1&psid=bm&continue.x=13&continue.y=8

How to get Redbooks

You can search for, view, or download Redbooks, Redpapers, Technotes, draft
publications and Additional materials, as well as order hardcopy Redbooks, at
this Web site:

ibm.com/redbooks

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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