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In this IBM® Redbooks® publication, we discuss, in detail, the security features
available in IBM Informix® Database Server (IDS). These enriched IDS security
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We discuss how IDS integrates with operating system security functions for user
authentication and user permissions. Role separation divides the security duty
among administrators. Auditing enables the database server to log sensitive
operations performed by users and administrators for analysis and identifying
system misuses.

Discretionary access control (DAC) is the primary access control mechanism that
enables access to SQL objects using privileges and roles. Using label-based
access control (LBAC), you can control read and write access of users to
individual rows and columns at the table level. We then discuss how to secure
server-server and server-client communication in an IDS environment, as well as
address the security issues for backup and restore.
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Technology overview

In this chapter we provide an overview of the security features available in IBM
Informix Database Server (IDS). We cover the following topics:

» Regulatory compliance overview
» IBM Informix Dynamic Server overview
» Security

— OS security

— Network security

— |DS database security

This introduction should help you understand the IDS security features and
examples further explained in later chapters.
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1.1 Regulatory compliance overview

Due to the ubiquitousness of data and multi-user systems, data security has
become a major concern nowadays in all sectors of business industries.

To secure data, each industry has regulatory compliances in place for all
enterprises to comply with. Some of the standards are:

» Focus on consumer.

— PCI Data Security Standard: This standard is a collaborative effort
between major credit card companies and is designed to protect
customers’ personal information.

— California Senate Bill 1386: This amendment requires that companies
provide consumers with notices of security breaches involving
unencrypted personal information.

» Focus on health.

Health Insurance Portability and Accountability Act (HIPAA): This act is
designed to protect all forms of personal health information by defending
patients’ rights to have their health information kept private.

» Focus on financial industry.

Gramm-Leach-Bliley Act (GLBA): This act requires that financial institutions
comply with the privacy provisions that mandate controls over customers’
nonpublic personal information (NPI) with respect to usage, protection, and
distribution.

» Focus on all industries.

Sarbanes-Oxley Act: The redesigned federal regulation of public company
corporate governance and reporting obligations by demanding accountability
and assurance of financial reporting by executives, auditors, securities
analysts, and legal counsel.

1.2 IBM Informix Dynamic Server overview

IBM Informix Dynamic Server (IDS) is a multithreaded Relational Database
Management System (RDBMS) that is widely used in Online Transaction
Processing (OLTP) and Decision Support System (DSS) applications. IDS
enables high-performance data processing and provides failover and replication
capabilities.
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IDS provides all aspects of data security, which includes authentication before
access, access control after authentication, and confidentiality after access. IDS
supports the Pluggable Authentication Module (PAM) mechanism for
authentication, network, and data encryption mechanisms to ensure data
integrity and confidentiality. Role separation allows the user to protect the
administrator utility from unauthorized users. Features like label-based access
control (LBAC) and discretionary access control (DAC) allow the user to imply
security checks at table and column level. IDS provides data compression, data
transformation, and data encryption mechanisms for offline data to ensure the
security of data that is out of the control of IDS. Audit features allow the user to
monitor the user activities in order to discover any malicious activity performed
by an authorized user.

Figure 1-1 illustrates an overview of the security features offered by IDS.

OSsecurity ¢ User permissions & authentication

Administration ¢ Role separation

Connection o Limiting denial flood attacks
o Secure local connection to hosts

ERHDRIMACH11 Communication ® Simple Password Encryption (SPWDCSM)
-, Deta Encryption o Data encryption (ENOCSM)
o Configuring dedicated port|

Authentication * Trusted user
¢ Pluggable Authentication Module (PAM)
o Lightwieght Directory Access Protocol

(LDAP).
Auditing ¢ Audit mask setting
o Audit record analysis
S Distributed Queries — e
cmme | (Gl o
o User Authentication using o Label Based Access Control (LBAC)
system database

Data e Column level encryption

Encryption

Backu ¢ Data compression

P and o Data encryption
Restore o Data transformation

Figure 1-1 Overview of security features offered by IDS
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1.3 Security

Security can be defined as ensuring that no unauthorized user is accessing or
altering your data. You can ensure your data security by providing access
permissions only to authorized users, auditing the events, and encrypting the
data while transmitting over the network. You can establish security checks at
different levels starting from login to the table column access.

In this section, we give brief introductions of all security features provided by IDS
and some security tools that can be used in conjunction with IDS.

1.3.1 OS security

OS-level security starts from authenticating users by verifying their user IDs and
passwords. Only authenticated users are allowed to enter the system. Once
authenticated, user permissions enforces the access policies such as what
directories or files are allowed to be accessed by the user.

IDS uses the trusted user mechanism provided by OS for network
communication and the pluggable authentication module for the user-defined
authentication mechanism.

User authentication
In simple words, authentication can be defined as the mechanism of verifying
whether the requesting user is a valid user.

IDS supports the following user authentication methods:
» Trusted user

If the client and the server are different hosts, both hosts should have trusted
relationships to allow the client to access the database server. You can
establish a trusted relationship between remote hosts and users by
configuring the hosts.equiv file. You can also allow access to specific users
only by setting the .rhosts file in a specific user's home directory. This is a
traditional mechanism developed by Berkley Systems Division (BSD) to
authenticate users on the system.

» Pluggable authentication module (PAM)

A traditional login and password is no longer sufficient for authenticating a
user. A pluggable authentication module is a well-defined framework for
supporting different authentication modules. A PAM module determines
whether a simple password is sufficient or other challenges are required to
authenticate users. IDS supports the PAM framework. You can develop and
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implement different authentication modules to have your own authentication
mechanism access the IDS server.

» Lightweight Directory Access Protocol

Windows® does not support the PAM framework, but you can use the
Lightweight Directory Access Protocol (LDAP) authentication module in place
of the PAM module on Windows. Configuration of LDAP is the same as of
PAM.

User permissions

IDS uses a user permission facility provided by OS to protect IDS utilities, IDS
configuration files, and the output files generated by IDS. User Informix is a
super user for IDS and can perform all activities related to IDS. However, other
users are required to have specific permission to perform specific activity. IDS
utilities and directories are secured by default. The server installation process
sets the proper permissions for all IDS directories and utilities.

Only the user with database server administrator (dbsa) permissions can start
and stop the IDS engine. IDS also protects other utilities and directories by
setting its permissions so that only dbsa, aao, dbssao, or informix users can
execute them. Permission of directory INFORMIXDIR is set to 755 and
owner:group to informix:informix so that no user other than Informix can alter its
contents.

Before starting the server, the database server utilities check for the valid
permission of the following objects:
» The $INFORMIXDIR directory and some subdirectories.

» The ONCONFIG file must belong to the dbsa group and the file must not have
write permissions to others.

» The sqlhosts file should have the owner as Informix and the group as
Informix or dbsa user. Under default configuration, this file resides under
$INFORMIXDIR/etc. Other users should not have write permissions to this
file. If the INFORMIXSQLHOSTS variable is defined, then the owner and
group are not checked. However, others should not have write permission.

Most of the IDS utilities run as dbsa users that belongs to Informix group.

1.3.2 Network security

In today’s network-centric business model, network security has become an
integral part of IDS database management.
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Network security starts from user authentication. Once a user is authenticated, a
firewall enforces security policies such as which user can access which service.
If user has all permissions to access service, communication over the network
starts. But there is the threat of hacking or tampering with data over a network,
hence, secured communication has the utmost importance. OS provides
different utilities such as remsh, rsh, and ssh for executing commands on a
remote machine. ssh is considered the most secured utility for remote command
execution or remote login.

ssh

Secure shell (ssh) is used to log into a remote machine and execute a command
on it. It provides secured encrypted communication between two untrusted
machines over an unsecured network. You can use ssh for transferring data or
executing any Informix command on a remote machine to ensure the security of
data transferred over the network.

firewall

A firewall is software configured to allow or deny access to users. It serves the
purpose of protecting a host, network, database, or application from any
unauthorized access request over the network. You can secure the database
server by putting it behind a firewall.

These utilities indirectly protect IDS and ensure secured data transfer over a
network.

1.3.3 IBM IDS database security topics overview

This section gives a high-level description of the different security features
offered by IDS. It contains an overview of security features available for database
administration, server-server connectivity, client-server connectivity, auditing,
and SQL-level security.

Administration

Database administration mainly comprises activities like RDBMS installation,
configuration, transaction monitoring, data backup, and recovery. From a
security perspective, configuration and monitoring are the major activities. It is
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not a good practice to have a single person perform all of these activities. Hence,
IDS provides a feature called role separation. With role separation enabled, you
can assign different roles to different users. Pre-defined roles in IDS are:

» Database system administrator (dbsa), who maintains and tunes the
database server

» Database system security officer (dbsso), who sets and maintains audit
masks

» Audit analysis officer (aao), who analyzes audit reports

You can assign these different roles to different users during server installation.

Security for loading external module

IDS provides a configuration parameter DB_LIBRARY_PATH for controlling
loading of an external module. If it is set, the database server allows loading of
external modules from only defined directories.

The value of DB_LIBRARY_PATH should be the absolute path of the directory. If
you want to define multiple directories, use commas as separators. For example:
DB_LIBRARY PATH $INFORMIXDIR/extend, $INFORMIXDIR/udr

Client-server connection and authentication
IDS is based on a client-server architecture. A client can be a local or a remote

user. A local user can connect to the database server using shared memory or
the TCP/IP protocol, whereas a remote user can connect using the TCP/IP
protocol. IDS provides various solutions to prevent unauthorized access to a
database server to make your database server more secure.

For example:

» Support for pluggable authentication module (PAM)

» Support for LDAP authentication module for Windows

» Support for password and data encryption using CSM modules

» Provides $INFORMIXDIR/dbssodir/seccfg to restrict non-listed users from
accessing the database server

» Provides the SECURITY_LOCALCONNECTION configuration parameter

» Limits denial-of-service (DOS) flood attacks by setting
MAX_INCOMPLETE_CONNECTIONS

Most of above solutions can be used in conjunction with each other.
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Server-server connection and authentication

IDS supports communication between servers on the same machine as well as

over the network. Distributed queries, enterprise replication, high data availability
replication, and shared disk are a few of the features that uses this functionality.

Distributed queries

The IDS server allows you to query data located in more than one database of
different versions of IDS. Different databases can be on same host or on remote
hosts. This feature is called distributed queries. Remote connections are
authenticated using an r-command system devised by Berkeley System Division.
Whenever there is a request for connection from the remote host, a daemon
running on the local system checks the hosts.equiv file or the .rhosts file in the
user’s home directory. If the entry of the trusted host is present, the requesting
remote host is treated as a trusted host and a database connection is allowed.

If PAM is set on the servers, distributed queries do not work. Distributed
connections cannot respond to challenges because when a distributed
connection can be made cannot be predicted. Authentication on the remote
servers must be done within the database.

In such a scenario, for each remote user to establish a user authentication
mechanism, the system administrator has to enter details of authorized users in
the sysauth table in the sysuser database.

Data replication

Data replication refers to the process of representing database objects at more
than one distinct site. IDS data replication capabilities provide several secondary
server configuration options.

Table 1-1 shows the available data replicating secondary servers.

Table 1-1 Data replication secondary server types

Server type Description

High availability Provides synchronous data replication for the dynamic server.
data replication Use an HDR secondary server if you require a hot standby.
(HDR) secondary Configuring an HDR secondary server provides a way to
server maintain a backup copy of the entire database server that

applications can access quickly in the event of a catastrophic
failure of the primary server.

Shared-disk (SD) A server that shares disk space with a primary server. The
secondary server primary server has write access to a disk or disk array, while all
SD secondary servers have read-only access. An SD secondary
server does not maintain a copy of the physical database on its
own disk space; rather, it shares disks with the primary server.
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Server type

Description

Remote
standalone (RS)
secondary server

A server thatis updated asynchronously from the primary server.
RS secondary servers can be geographically distant from the
primary server, serving as remote back-up servers in
disaster-recovery scenarios. Each RS secondary server
maintains a complete copy of the database, with updates
transmitted asynchronously from the primary server over secure
network connections.

IDS provides different configuration parameters for ensuring authenticated
access to data and secured transmission of data over the network:

» sqlhosts entry

You can configure the sqglhosts file to set a particular entry only for ER or HDR
transactions by adding s=6. This allow you to restrict any process that tries to
use that connection for regular SQL.

ol_myserv onsoctcp aix_mach online s=6

» ENCRYPT_CDR

You can set configuration parameter ENCRYPT_CDR so that ER
connections use the encryption mechanism. This ensures that the data
transferred over the network is encrypted and secured.

ENCRYPT_CDR [012]

0
1
2

» ENCRYPT_HDR

No encryption
ENCRYPT_SMX
Must encrypt

You can set the configuration parameter ENCRYPT_HDR so that HDR
connections uses the encryption mechanism. This ensures that the data
transferred over the network is encrypted and secured.

ENCRYPT_HDR [01]

0
1

No encryption
Must encrypt
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» ENCRYPT_SMX

Server Multiplexer Group (SMX) is a communications interface that supports
encrypted multiplexed network connections between servers in high
availability environments. SMX provides a reliable, secure, high-performance
communication mechanism between database server instances. You can set
ENCRYPT_SMX to define the level of encryption for high availability.

ENCRYPT_SMX[012]

1 Encryption is used for SMX transactions only when the
database server being connected to also supports
encryption.

2 Only connections to encrypted database servers are
allowed.

0 Disables encryption between servers.

» ENCRYPT_SWITCH

You can set configuration parameter ENCRYPT_SWITCH to define the
frequency at which ciphers or secret keys should be renegotiated.

ENCRYPT _SWITCH cipher_switch_time, key switch time
cipher_switch_time Specifies the minutes between cipher renegotiation

key_switch_time Specifies the minutes between secret key
renegotiation

» ENCRYPT_CIPHER

You can set the ENCRYPT_CIPHER configuration parameter to define which
ciphers and modes can be used by the current database session.

ENCRYPT_CIPHERS all|allbut:<list of ciphers and
codes>|cipher:mode{,cipher:mode ...}

- all

Specifies to include all available ciphers and modes, except ECB mode.
For example:

ENCRYPT_CIPHERS all
— allbut:<list of ciphers and modes>

Specifies to include all ciphers and modes except the ones in the list.
Separate ciphers or modes with a comma. For example:

ENCRYPT_CIPHERS allbut<bfl,bf2>
— cipher:mode

Specifies the ciphers and modes. Separate cipher-mode pairs with a
comma.
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For example:
ENCRYPT_CIPHERS des3:cbc,des3:ofb
» ENCRYPT_MAC

You can set the ENCRYPT_MAC configuration parameter to control the level
of message authentication code generation. This parameter is used for
enterprise replication and high-availability data replication only. One or more
of the following options can be set as the value of this parameter:

off Does not use MAC generation
low Uses XOR folding on all messages
medium Uses SHA1 MAC generation for all messages greater than

20 bytes long and XOR folding on smaller messages
high Uses SHA1 MAC generation on all messages
» ENCRYPT_MACFILE

You can set the ENCRYPT_MACFILE configuration parameter specifying a
list of the full path names of MAC key files to be used for enterprise replication
and high-availability data replication only. For example:

ENCRYPT_MACFILE /usr/local/bin/macl.dat,
/usr/local/bin/mac2.dat,builtin

All or some of the above-mentioned configuration parameters can be used in
best-suited combination for your desired data security.

Auditing

Auditing creates a record of selected activities that users perform. IDS conforms
to all regulatory compliances and ensures that all necessary details for auditing
purposes are provides. IDS provides two main utilities, ornaudit and onshowaudit,
for auditing purposes. The onaudit utility is used to set the masks that specify the
activities to be logged in an audit trail. You can set masks for a particular user as
well. The audit trail report generated by IDS is in simple text format. It will
contains audit trails of all defined masks for all users. The onshowaudit utility is
used to read this audit trail report. To make reading audit trail report easy you
can use some of the options with the onshowaudit utility, which filters out
unnecessary information from the audit trail report.

An audit administrator who analyzes the audit trail can use these records for the
following purposes:

» To detect unusual or suspicious user actions and identify specific users who
performed those actions

» To detect unauthorized access attempts
» To assess potential security damage
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» To provide evidence in investigations, if necessary

» To provide a passive deterrent against unwanted activities, as long as users
know that their actions might be audited

The dbsso user can set different audit masks using the onaudit utility to get the
desired transactions to be audited. An aao user can only analyze audit records
using the onshowaudit utility. A dbsso user cannot analyze audit records. The
user Informix, being a super user, can perform both the roles.

Database security with SQL

IDS provides some SQL syntaxes to enable security checks for particular types
of SQL operations or data access. You can secure the database with these SQL
options.

Discretionary access control (DAC)

Discretionary access control verifies whether the user who is attempting to
perform an operation has been granted the required privileges to perform that
operation. You can perform the following types of DAC:

» User roles

A role is a classification of tasks. You can use the CREATE ROLE statement
to define a role.

» Setting permission to create a database

You can use the DBCREATE_PERMISSION configuration parameter to give
permission to create a database to only specified users.

» Security for external routine

IDS allows users to register external routines and execute them. Letting any
user register an external routine without any security checks is the biggest
threat for a database. IDS provides security checks for registering external
routines or libraries. You can set IFX_EXTEND_ROLE to 1 to enable the
security check and then only the users with extend privileges can register the
external routine or library. GRANT extend to username and REVOKE extend
from username are SQL statements to grant or revoke extend permissions.

» Database and table access privileges

You can control database access by granting specific privileges to a specific
user. Database access privileges are DBA, CONNECT, and RESOURCE.
Table privileges are ALTER, DELETE, INDEX, INSERT, EXECUTE,
SELECT, UPDATE, REFERENCES, and ALL.
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» Creating a view

You can create a view of selected columns of the table that you want to allow
users to read. This way you can mask the secured columns of the table from
users.

Label-based access control

This is a new feature added in IDS 11. This feature provides data security at a
more granule level.

Label-based access control is an implementation of multi-level security (MLS)
that enables you to control who has read access and who has write access to
individual rows and columns of data.

MLS systems process information with different security levels, permit
simultaneous access by users with different security clearances, and allow users
access only to information for which they have authorization. MLS is a
well-known implementation of mandatory access control (MAC). If you hold the
database security administrator (DBSECADM) role in IDS, you can configure the
LBAC objects to meet your security requirements.

The LBAC objects includes
» Security policies

You attach a security policy to a table that you want to protect from
unauthorized access. To create a security policy, you define security labels
that determine who can access the table data. You can have one or more
security policies on your system, depending on your organization's needs.

» Security labels

You associate security labels with one or more objects in a table (data labels)
and with users (user labels). When a user attempts to access an
LBAC-protected table object, the system compares the user label to the data
label to determine whether the user can have access. If the user was not
granted any label, access is automatically blocked.

» Security label components

Security label components are the building blocks of LBAC security policies.
You use these components to form security policies, which, in combination
with security labels, represent different user access privileges. The variety of
security label components that you can create, and the flexibility that you
have in constructing security policies and security labels, offers you flexibility
in the way you design your organization's LBAC solution.
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Column-level encryption

The column-level encryption mechanism helps in storing sensitive data in an
encrypted format. You can store sensitive information like an ATM pin number or
a credit card password in encrypted format. Only users who can provide the
secret password can decrypt the data and read it. IDS provides built-in
encryption functions, ENCRYPT_AES() and ENCRYPT_TDES(), to encrypt data
in columns. You can encrypt columns containing only the following data types or
smart large object data types:

CHAR
NCHAR
VARCHAR
NVARCHAR
LVARCHAR
BLOB CLOB

vyvVyVvyVvYyYVvYyy

Backup and restore

IDS provides ontape and onbar utilities to back up and restore data. The onbar
uses storage manager for backup and restores the data, whereas ontape does
not use a storage manager. Informix Storage Manager (ISM) is the default IDS
storage manager.

Ontape can store data on magnetic tape, file system, and disk, whereas onbar
can store data on all storage devices supported by the storage manager
configured for backup and restore.

IDS provides you with the capability to store and restore data in encrypted format
or using some external filter logic so that the data cannot be restored and read by
anybody. This is done through setting the configuration parameters and the
environment variable. This ensures the security of backed up data in media that
is out of control of IDS.

The data backup security related configuration parameters and environment
variable are:

» ISM_COMPRESSION

If this environment variable is set to TRUE in the environment where the
onbar process makes the request, the ISM server uses a data compression
algorithm to store or retrieve the data specified in that request. If it is set to
FALSE or is not present, the ISM server does not use compression.

» ISM_ENCRYPTION

If this environment variable is set to TRUE or XOR in the environment where
the onbar process makes the request, the ISM server uses encryption to store
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or retrieve the data specified in that request. If it is set to NONE or is not
present, the ISM server does not use encryption.

BACKUP_FILTER

You can set this configuration parameter if you want to use external programs
as filter plug-ins to transform data to a different format prior to a backup.

RESTORE_FILTER

You should set this configuration parameter to restore a data that is
transformed using external programs as filter plug-ins prior to a backup.
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Role separation

The default IDS database server installation endows the user informix with all
duties and permissions that the database server can grant. This elevates the
user informix to the same level as the root or administrator user on the operating
system and requires special account protection.

To allow tight security and easy implementation, the IDS provides the capability
to split the common database security tasks, like user access control or
managing, and analyzing the audit. The ability to separate the duties also avoids
the potential risk of multiple persons working with the Informix account.

Most of the time, security tasks are related to dealing with sensitive data that can
only be handled by specially trained people in specific departments. The IDS role
separation capability gives a company the ability to leverage the strength of
various departments. Furthermore, removing the security tasks out of the daily
duty of dbsa allows them to concentrate more on their core competencies like
resource administration, tuning, and availability management.

In this chapter, we describe in detail the various roles that the database server
has, how to set up the role separation, and what are the security focus points
when using this feature.
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2.1 User responsibilities in a database environment

From a security perspective, it makes sense to split the administration duties to
different employees in a company to minimize the risks of misusing the database
content. To support this duty separation, IDS has the following predefined roles:

» Database server administrator (dbsa)

— User account responsible for configuring, tuning, and maintaining the
server instances based on the local IDS database server installation

— Duties include the startup and shutdown of the database server, disk
space management, backup and restore, performance tuning, and
troubleshooting

» Database system security officer (dbsso)

Defines the audit masks for particular users working on the local database
server instance

» Audit analysis officer (aao)
Responsible for audit configuration and audit trail analysis
» Database administrator (dba)
— Maintains a specific database in the local database server.

— Permission was either automatically given to the database creator or
granted by the database creator.

— Does not necessarily include database server privileges
» Operating system administrator (osa)

— OSA defines and maintains the local user accounts including the aao,
dbsa, and dbsso groups.

— Installs the IDS product, responsible for changing required group
permissions for role separation.

— Maintains the kernel parameter settings and resource limits such as files
and memory.

» Users

Local or remote user accounts that are used to run database-based
applications.

» Privileged users
IDS defines the informix and the root user as privileged users.
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2.2 Enabling role separation on IDS

In a general IDS database server installation, there is no split of the default
security roles. The privileged user informix assumes the duty on all the defined
database tasks. The IDS database server provides several ways to set up the
split, also referred as role separation. You can either enable the role separation
while installing the product or make changes manually after the database server
is installed. Applying the changes manually also supports changing the
administration roles from one user group to another.

2.2.1 Define role separation during IDS server installation

In general, IDS provides three types of installation methods:

» Interactive, ASClI-based installation (available on UNIX®)
» Interactive GUI-based installation (on UNIX and Windows)
» Silent, option file based installation (on UNIX and Windows)

You can enable the role separation on all three types of IDS installation. In this
section we discuss the different ways to enable the roles in detail.

ASCIl-based interactive installation

On UNIX systems, the IDS distribution provides the ASClI-based interactive
installation as the default installation method. After untaring the distribution file of
the IDS bundle, you are required to call the ids_install script. This script is
situated in the top directory, where you have unpacked the tar file. Calling the
ids_install without the -gui option provides you with an ASCII-based interactive
interface for the installation of the product. In case you specify a role separation
for the current IDS installation, you are asked to specify all additional required
user groups. A sample specification of the role separation related questions is
shown in Example 2-1.

Example 2-1 Installation with role separation by the ASCII-based interface

Select the products you would like to install:

To select/deselect a product or to change its setup type, type its number:

Product Setup Type
1. [ 1 IBM Informix IConnect

2. [x] IBM Informix Client-SDK Typical
3. [x] IBM Informix Dynamic Server Typical

4. [x] IBM Informix JDBC Driver Version 3.10
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Other options:

0. Continue installing

Enter command [0]
Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1]
Do you want to enable role separation?

[T1- Yes
[X] 2 - No

To select an item enter its number, or O when you are finished: [0] 1
Enter 0 to continue or 1 to make another selection: [0]

Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1] 1
Role Separation Properties

Database System Security Officer Group [informix] idx_dsso

Auditing Analysis Officer Group [informix] idx_aao

Users Group (Leave blank to allow all groups) [] ids_users

Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1] 1

Would you Tike to create an IDS demo instance?

[11- Create Demo
[X] 2 - Do Not Create Demo

To select an item enter its number, or O when you are finished: [0]

For a verification of the success and a description of how to distinguish your role
separation settings from the default installation, refer to the discussion about the
directory permissions in 2.2.2, “Define role separation manually on UNIX” on
page 26.

GUI-based IDS installation

A GUI interface provides a more user-friendly installation process for the
administration users. The GUI interface for the IDS installation on UNIX is based
on Java™. On Windows, the IDS installation used the standard Windows
Installer interface.
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Windows

The GUI-based installation is the default IDS installation method on Windows. In

order to configure role separation with the interactive GUI installation method,

you have to choose the custom installation path. The role separation is disabled

in the typical installation. During the custom installation, if you enable role

separation, additional panels are presented, providing the fields for configuring
the additional users and groups need for aao, dbsa, and dbsso. See Figure 2-1

and Figure 2-2 on page 22.

InstallShield Wizard

IEM Informix Dynamic Server Configuration setup

Confirm Password | *®®eeeee

to specific roles.

Informix Dypnamic Server.

I Install in Domain

Cromain Administrator Privilege required.

IMPORTAMNT: Femember to wiite down the
pazzword and store it in a secure location.

By default, the Databasze Server Administrator performs all administration tasks.
If you enable role separation, vou can assigh existing groups of users

v Enable Role Separation for auditing procedures

[ate: If you do not enable role separation, you can enable it later only by reinstalling [BM

< Back

Mest » Lancel

Figure 2-1 Defining roles for role separation on Windows
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InstallShield Wizard

IEM Informix Dynamic Server Configuration setup

Specify the Windows groups and users who can access and administer Dynamic Server. If they do
niot exist, the installation program creates them

Group for general administration tazks [Database Spstem Administrator role]

Select

Group for spstem-level security tazks [Databaze Spstem Security Officer role]

Group | Informix-tdmin

Group i+ dbsso \—/Select Passward Confirm Passwaord
Uszer DBSSO Select |

Group for audit administration tasks [Sudit Analysiz Officer role)

Grou iW_aao Select J
F — \— Pazsword Canfirm Password
User a0 Select |

Group for databasze users

Group | is_users

[ seea |

Lancel

Figure 2-2 Panel for group and user definition required by role separation

After the installation is complete, in addition to the informix user account and the
Informix-Admin group, the specified groups and users configured for the dbsso,
aao, and dbsa roles are created. You can see them in the Computer
Management in the Control Panel, as shown Figure 2-3 and Figure 2-4 on

page 23.

=i Computer Management

=) Fie

Action  View  Window Help

E m 2
(=] Computer Management (Local) Name | Full Name | Description |
= ﬁ@ System Tools lg_\fmware_u. .. __vmware_user__ YMware User
+1- (] Event Viewer I 1Y) AAO Auditing administrator for Dynamic 5.
+ % Shared Folleg lg.-'-\SPI'»II:"I' ASP.MNET Machine Account Account used for running the ASP.N...
=I- 88§ Local Users and Groups #oesso DBSSO Security administrator for Dynamic 5...
g gf:usps Guest Built-in account for guest access to t...
Performance Logs and &l lgHelp.-'-\ssistant Remote Desktop Help Assi...  Account for Providing Remote Assist. ..
Device Manager lgholgerk Built-in account for administering the...
= & Strage informix informix informix user account, under which t...
¥ Q Removable Storage M QSUPPORTJS. .. CM=Microsoft Corporation... This is a vendor's account for the He...

Figure 2-3 Users created on the local Windows machine after IDS installation with roles
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Computer Management (Local) ] Name ] Description ]
= @ System Tools gAdminish'ators Administrators have complete and u...
+1-{g] Event Viewer Backup Operators Backup Operators can override secu. ..
* % Shared Folders gGuests Guests have the same access as me...
T Local Users and Groups gNetwork Configuration ... Members in this group can have som...
g :f:;sps Power Users Power Users possess most administr...
4. Performance Logs and Alerts gRemohe Desktop Users Members in this group are granted t...
=) Device Manager gReplicamr Supports file replication in a domain
- & Storage Users Users are prevented from making ac...
5 Removable Storage gHeIpServicesGroup Group for the Help and Support Center
g Disk Defragmenter glnfnrmix-.qdmin Database Administrators
Disk Management ix_zao Database Auditors
+ & Services and Applications gix_dbsso Database Security Operators
gix_users Database Users
< | T Y g_\fmware_ WMware User Group

Figure 2-4 New groups created by the IDS installation on Windows with role separation

Different from the IDS installation on UNIX, the settings for the role separation

are not based on file system permissions. There are registry entries for each
database server installation. With the registry editor, you can find them under

HKEY_LOCAL_MACHINE — SOFTWARE-Informix — Online —

<instancename — Security. Figure 2-5 shows the snapshot of possible role

separation configuration.

+

H
+
+
+

+
+
+
-
+
+

Edit View Fawvorites Help
= {0 Informix-Connect ~

Data
] netre faluie not sa1)
=- 2l Online +_dibsso
=) ol _swr_custom
{20 Envirenmest
=] Sscurity

] DIAAD Group
() TNDESA Group
{5y DBSSO Group
) THUSERS Group

#] Usars
H-] Sshp

= ] setup

H- ] Setup Framewark

] Javasoft

5 Lenove
+- (] Lotus

] Macromedia
] Macssrien
=3 MoC

] Microsoft
Y

] mazla,org

Figure 2-5 Registry settings for IXDBSSO after an IDS installation with role separation
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UNIX

You can invoke the GUI interface by specifying the -gui option in the ids_install
call. The specification of the appropriate parameters like the aao and dbsso
groups can be done on a separate panel after enabling the role separation in the
default installation process. The UNIX installation does not offer different types of
installation like the typical installation, as Windows does. This allows you to
enable the role separation all the time during the installation process.

There is another difference between the installation on Windows and UNIX. You
are required to create manually the groups on UNIX regardless of which type of
installation you use. On Windows, the specified user and groups are
automatically created by the installation routine.

Silent installation of the IDS server with role separation

In addition to the interactive installation, IDS also provides silent batch
installation that is a script-based, unattended installation on both platforms. For
this installation type, you have to maintain an option file for the installation
procedure. The option file contains the settings of all the parameters needed for
a successful installation.

UNIX

On UNIX, the IDS distribution contains a bundle.ini file in the base directory. In
order to use the silent installation, you have to apply your changes to the
appropriate parameters to this file before you start ids_install. Example 2-2
shows sample settings for the role separation-related parameter in the bundle.ini
file.

Example 2-2 bundle.ini settings for role separation

#Where to find the bundle.ini file

# 1s -al $INFORMIXDIR

total 66430

drwxr-xr-x 25 informix informix 1024 Oct 24 15:23 .

drwxr-xr-x 20 informix informix 512 Oct 11 12:24 ..
drwxrwxr-x 2 informix informix 512 Feb 14 2007 aaodir
drwxr-xr-x 2 informix informix 2048 Sep 6 13:46 bin
-rW-r--r-- 1 root other 32496 Jun 19 07:25 bundle.ini

#Which parameter have to be changed

# grep rolesep bundle.ini

-SW SERVER/IIF.jar rolesepenable.roleSep="on"
-SW SERVER/IIF.jar rolesep.dbsso_g="dbsso"
-SW SERVER/IIF.jar rolesep.aao_g="aao"

-SW SERVER/IIF.jar rolesep.user_g="ids_users"
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#How to run the silent installation on UNIX
-options bundle.ini

# ids_install

#Verification
#1s -al
insgesamt 22
drwxr-xr-x 2
drwxrwxrwx 1
drwxrwxr-x
drwxr-xr-x
drwxrwxr-x
drwxr-xr-x
drwxr-xr-x

0
1
2

w B~ DN

-silent

informix
informix
informix
informix
informix
informix
informix

informix 768
informix 464

aao 104
informix 2632
dbsso 104
informix 96
informix 72

# cat $INFORMIXDIR/dbsso/seccfg
IXUSERS=1ids_users

2007-10-24
2007-10-24
2007-10-24
2007-10-24
2007-10-24
2007-10-24
2007-10-24

15:
15:
s
15:
15:
15:
15:

46 .

43
44
44
44
44
44

aaodir
bin
dbssodir
demo

doc

Windows

On Windows, there are two ways to generate the content of the option file
required for a silent batch installation:

» Using server.ini file

The server.ini file is located on the installation medium. Copy the original
content from the distributed file into a new file and apply all the necessary
changes. The changes are mostly related to passwords, machine names, and
so on. The tokens that have to be replaced are in <>.

Example 2-3 shows the content from the sample server.ini, which has to be
customized. Replace the bolded text with your required settings.

Example 2-3 Tokens in the sample server.ini that have to be replaced

type server.ini
[{OFOBOE22-611B-48D7-A6D0-138DCBE1354C}-Informix user setup-0]
User=<Machine>\informix
Install in Domain=0
Password=<Informix Password>

Confirm Password=<Confirm Password>

Enable Role Separation=0

Result=1

[{OFOBOE22-611B-48D7-A6D0-138DCBE1354C}-Role separation user

setup-0]

DBSA Group Account=Informix-Admin
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DBSSO Group Account=ix_dbsso

DBSSO User Account=DBSSO

DBSSO Password=<DBSSO Password>

DBSSO Confirm Password=<Confirm DBSSO Password>
AAO Group Account=ix_aao

AAO User Account=AAOQ

AAO Password=<AAO Password>

AAO Confirm Password=<Confirm AAO Password>

IDS Users Group Account=ix_users

» Using the setup.exe option

Another way of generating a syntactically correct option file is the use of the
reply option in the setup.exe. You can understand this as a master installation
on a test machine. Your definitions related to install options, passwords, user
settings, installation path, and server parameter are tracked in a file, which
can be used as the template option file for all subsequent installations. The
master installation is done in an interactive mode, but the reply file generated
by this master installation can be used for subsequent installations in silent
mode.

Example 2-4 shows the steps generating an option file and how to use the file
on a subsequent installation.

Example 2-4 Generate an option file with the reply option and install IDS silently

#Step 1 generate the template file silent.ini from a
masterinstallation
C:\temp\IIF>setup.exe -r -fl1"c:\temp\iif\silent.ini"

#Step2 Apply Changes to the silent.ini file which are different
#Step3 Run a silent installation on a target machine
C:\temp\IIF>setup.exe -s -fl"c:\temp\iif\silent.ini"
-f2"c:\temp\iif\logfile.log"

2.2.2 Define role separation manually on UNIX

26

Role separation can be enabled in an already installed IDS database server. This
way also provides the possibility to change already specified aao, dbsa, or dbsso
groups. The changes are applied to the existing server instances after a reboot
of the server.
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Permissions on directories in SINFORMIXDIR

The groups for the aao, dbsa, or dbsso in the local IDS installation are specified
by the group permissions of the appropriate directories in the IDS installation
directory.

Example 2-5 shows the default settings on installation directories. The group
owning the directories is in all cases the informix group. The dUties Of Aao,
Dbsa, And Dbsso Are Executed by the users in the informix group.

Example 2-5 Default permission after installation in the $INFORMIXDIR directory

$1s -al $INFORMIXDIR

drwxrwxr-x 2 informix informix 128 2007-10-24 15:39 aaodir
drwxrwxr-x 2 informix informix 104 2007-10-24 18:20 dbssodir
drwxrwxr-x 3 informix informix 2688 2007-10-24 18:30 etc

To separate the roles, change the group owner of the directories of aao, dbsa,

and dbsso. In our example, to make the relationship more obvious, we name the
groups taking over the responsibilities for the specific tasks similar to the name of
the task. After we changed the permissions in the way as shown in Example 2-6,
the users belonging to the aao group act as the aao, the users in the dbsso group
act as the dbsso, and the users in the dbsa group act as the server administrator.

Example 2-6 Permissions in the $INFORMIXDIR after applying the roles manually

drwxrwxr-x 2 informix aao 128 2007-10-24 15:39 aaodir
drwxrwxr-x 2 informix dbsso 104 2007-10-24 18:20 dbssodir
drwxrwxr-x 3 informix dbsa 2688 2007-10-24 18:30 etc

You can switch off the role separation by changing the group permissions of the
appropriate directories back to the default settings of informix. After a restart of
the server instances based on this installation, the role separation is disabled.

Verify your changes

After changing the permissions of the appropriate subdirectories in
$INFORMIXDIR, restarting the database server is not required if you only want to
check the settings for the aao and dbsso. If you want to use the new roles and
the user blocking, you are required to restart the database server in order to
apply your changes.

Chapter 2. Role separation 27



Example 2-7 and Example 2-8 demonstrate how to verify the settings for the aao
and dbsso groups. Example 2-7 shows the behavior of the auditing utilities used
by a user belonging to the aao group. A user in the aao group is able to start up
the audit and examine the output generated by the audit protocol. However, only
a member in the dbsso group can set up the audit masks to enable auditing for
specific users and events.

Example 2-7 Permissions for a user belonging to the aao group

$ id
uid=1003(idx_aao) gid=102(aao) groups=101(users),102(aao)

#enable auditing

$ onaudit -1 1

Onaudit -- Audit Subsystem Configuration Utility
Copyright IBM Corporation 1996, 2004 A1l rights reserved.
$

#try to set up an audit mask for a specific user -- failed
$ onaudit -m -u user99 -e +CRTAB

Onaudit -- Audit Subsystem Configuration Utility

Copyright IBM Corporation 1996, 2004 A1l rights reserved.

Must be a DBSSO to execute this action.

#examine the audit files
$ onshowaudit

ONSHOWAUDIT Secure Audit Utility
INFORMIX-SQL Version 10.00.UC7
Copyright IBM Corporation 1996, 2004 A1l rights reserved.

Software Serial Number AAA#B000000

ONLN|2007-10-24
14:54:32.000|CL33216V|19046]|0on1110shm|user99|-388:CRTB:sysmaster:0:test
:user99:0: -

Example 2-8 shows that users belonging to the dbsso group are able to run the
onaudit utility, but they are not able to examine the audit protocol file.

Example 2-8 Checking the permissions for the dbsso group

$id
uid=1000(idx_dbsso) gid=100(dbsso)
groups=100(dbsso),16(dialout),17(audio),33(video)
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#Set up an audit mask for user99 -- CREATE TABLE shall be audited
$ onaudit -a -u user99 -e +CRTB

Onaudit -- Audit Subsystem Configuration Utility

Copyright IBM Corporation 1996, 2004 A1l rights reserved.

#Verify audit event masks for users

$ onaudit -o -u user99

Onaudit -- Audit Subsystem Configuration Utility
Copyright IBM Corporation 1996, 2004 A1l rights reserved.
user99 - CRTB

#Try to examine the audit event -- failed.
$ onshowaudit

Must be an AAO to run this program.

In this section we looked at the audit utilities with a special focus on the specific
user roles. This includes the discussion of which user is able to perform which
tasks. More detailed information about the IDS auditing facility, including setup,
maintaining audit masks, and examination of the audit protocol, is given in
Chapter 3, “Auditing” on page 35.

2.2.3 Define role separation manually on Windows

On Windows, the maintenance for the role separation values is different from
what is on UNIX. On UNIX, IDS maintains the groups for the different user roles
by the permissions on the appropriate directories. On Windows, IDS maintains
the values in the registry for each local configured database server instance. In
order to change the current settings, you have to use a registry editor to change
the values. The values belonging to the different security groups are stored in the
registry under HKEY_LOCAL_MACHINE — SOFTWARE-Informix —

Online — <instancename — Security.
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Make sure that the groups you apply to the different roles exist. You can use the
verification steps described in 2.2.2, “Define role separation manually on UNIX”
on page 26, to verify your settings for a local user account. This account should
belong to the new applied group for the appropriate role. You should try executing
the onaudit and onshowaudit. In case your settings are wrong, the execution of
the auditing utilities fail with the message similar to that shown in Example 2-9.

Example 2-9 User is neither in the aao nor in the dbsso group on Windows

C:\Program Files\IBM\IBM Informix Dynamic Server\1l.10>onaudit -1 1
Onaudit -- Audit Subsystem Configuration Utility
Copyright IBM Corporation 1996, 2004 All rights reserved.

Must be an AAQ or DBSSO to run this program.

C:\Program Files\IBM\IBM Informix Dynamic Server\11.10>onshowaudit
Must be an AAO to run this program.

2.3 Blocking users from local database server access

There is another security feature that might be related, on the first view, to role
separation, but can also be used on a IDS installation that does not have role
separation enabled. The dbsa user can restrict the database server access to a
specific group. All users who are not in this particular group or other groups
defined for aao, dbsso, or the dbsa trying to access any data in an existing
database are rejected at connection attempt on the database server.

Example 2-10 shows the message logged in the online.log file. The client
receives an error -25571.

Example 2-10 Rejected access for an excluded database user

13:29:45 Checkpoint loguniq 4, logpos 0x1bb018, timestamp: O0xfOda

13:29:45 Maximum server connections 0

13:29:45 On-Line Mode

13:43:54 Tlistener-thread: err = -25571: oserr = 0: errstr = user99:
Cannot create a user thread.

SINFORMIXDIR/dbssodir/seccfg

The database server access is controlled by the content of the
SINFORMIXDIR/dbssodir/seccfg file. Example 2-11 shows the default content of
seccfg. The asterisk (*) means that there is no restriction to a specific OS group.
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Example 2-11 $INFORMIXDIR/dbssodir/seccfg default settings

$cat $INFORMIXDIR/dbssodir/seccfg
IXUSERS=*

To restrict the access to a specific group, change the IXUSERS value from * to
the name of the group. You need to restart the database server to have this
change take effect. Example 2-12 shows a possible restriction, allowing only the
informix group access to the server.

Example 2-12 Restrict the access to the IDS server to the informix group

$cat $INFORMIXDIR/dbssodir/seccfg
IXUSERS=informix

Setup restrictions at installation time

Besides changing the seccfg file, you also can apply your specification at
installation time. To specify the access for a specific group, you have to enable
role separation during the installation process. If you do not want to use role
separation, choose the informix group for dbsso and aao to keep the default
behavior. Then specify the user group to whom the server access should be
granted. Continue with the installation as usual.

Example 2-13 shows a possible scenario for the interactive ASCII-based
installation.

Example 2-13 How to change the content of the seccfg file at installation time

Do you want to enable role separation?

[ T1- Yes
[X] 2 - No

To select an item enter its number