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of express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
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any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in any
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enterprise is entirely coincidental.

COPYRIGHT LICENSE:
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any form without payment to IBM, for the purposes of developing, using, marketing or distributing application
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Summary of changes

This section describes the technical changes made in this edition of the book.
This edition may also include minor corrections and editorial changes that are not
identified.

Summary of Changes

for SG24-7545-01

for Implementing an IBM/Cisco SAN

as created or updated on March 9, 2009.

March 2009, Second Edition

This revision reflects the addition, deletion, or modification of new and changed
information described below.

New information

» New products added
» Fabric Manager and Device Manager 4.1.x
» NX-OS operating system

Changed information

» All figures updated
» Removed FICON® chapter
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Preface

“Do everything that is necessary and absolutely nothing that is not.”

In this IBM® Redbooks® publication, which is an update and major revision of
the previous version, we have consolidated as much of the critical information as
possible while discussing procedures and tasks that are likely to be encountered
on a daily basis.

Each of the products described has much more functionality than we could cover
in just one book. The IBM SAN portfolio is rich in quality products that bring a
vast amount of technicality and vitality to the SAN world. Their inclusion and
selection is based on a thorough understanding of the storage networking
environment that positions IBM, and therefore its customers and partners, in an
ideal position to take advantage by their deployment.

We discuss the latest additions to the IBM/Cisco SAN family and we show how
they can be implemented in an open systems environment, focusing on the Fibre
Channel protocol (FCP) environment. We address some of the key concepts that
they bring to the market, and in each case, we give an overview of those
functions that are essential to building a robust SAN environment.

In other Redbooks publications we explore in greater depth the IBM SAN product
family, Fibre Channel basics, and SAN design concepts. More information can be
found in these Redbooks publications:

» Introduction to Storage Area Networks, SG24-5470
» IBM TotalStorage: SAN Product, Design, and Optimization Guide, SG24-6384

» IBM/Cisco Multiprotocol Routing: An Introduction and Implementation,
SG24-7543

The team that wrote this book

This book was produced by a team of specialists from around the world working
at the International Technical Support Organization, San Jose Center.
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Figure 1 Authors (left to right): Jon, Jacek, and Mike
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Jon Tate is a Project Manager for IBM System Storage™ SAN Solutions at the
International Technical Support Organization, San Jose Center. Before joining
the ITSO in 1999, he worked in the IBM Technical Support Center, providing
Level 2 support for IBM storage products. Jon has 23 years of experience in
storage software and management, services, and support, and is both an IBM
Certified IT Specialist and an IBM SAN Certified Specialist. Jon also serves as
the UK Chair of the Storage Networking Industry Association.

Michael Engelbrecht is a Senior IT Specialist in IBM Global Technical Services,
ITS. He has worked with IBM for 27 years and for the last seven years he as
worked for the Hardware Field Support team for South Africa and Africa. Before
that he was a Networking Specialist with many years of networking experience
and a large range of networking equipment, specializing in ATM and Frame relay.
His is currently level 2 support and Product Manager for RMSS, as well as all
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SAN switch products for South Africa and all African countries supported from
South Africa.

Jacek Koman is an IT Architect for IBM Global Technology Services in Poland.
Jacek has 10 years of experience in storage solutions. His areas of expertise
include pSeries®, AIX®, HACMP™., virtualization, storage, SAN, and SVC.
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» Mail your comments to:
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Product introduction

In this chapter we describe the module, switches, and directors that IBM offers in
its Cisco portfolio. We also include older generation equipment.
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1.1 Product introduction

The MDS 9000 family provides midrange switches and enterprise directors. In
the following sections we briefly describe the product lineup and each model, and
then we present a summary, as in Table 1-2 on page 8 and Table 1-3 on page 14.
Figure 1-1 shows MDS storage area network (SAN) switch product lineup.

COST

MDS SAN switch product line-up

Director Switch e
192-port; 4G FC; MDS 9513

FICON, iSCSI, FCIP

Multiservice
Module Switch

Director Switch
1 528-port; 4G FC;
MDS 9509 FICON, iSCSI, FCIP

32-port 4G FC [
Fabric Switch &
FICON
24-port 4GFC 3'DBi;ev:t(:tr ivcv;t:g
Fabric Switch -port; 3
) MDS 9506 FICON, iSCSI, FCIP
. MDS 9222i
* MDS 9134
M 18/4-Port Multiprotocol Service
MDS 9124 Module (MPS) / FIPS Module

SERVICE LEVEL >

Figure 1-1 MDS SAN switch product lineup
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The directors available from IBM and authorized IBM Business Partners are
shown in Table 1-1.

Table 1-1 Cisco to IBM machine type cross reference

Cisco machine type | IBM machine type and model
9120 2061-020

9140 2061-040

9020 2061-420

9124 2053-424

9134 2053-434

9216 2062-D01

9216A 2062-D1A/2054-D1A

9216i 2062-D1H/2054-D1H

9222i 2054-E01

9506 2062-D04/2062-T04/2054-E04
9509 2062-D07/2062-T07/2054-E07
9513 2062-E11/2054-E11

Note: All the 2061 and 2062 products have been withdrawn from marketing
but are shown here for reference only.

1.1.1 MDS 9020 Fabric Switch (non-modular)

This switch provides 4—20 ports and 4 Gbps fabric switching for open systems,
and it is designed to address the requirements of small and medium-sized
businesses with a wide range of SAN capabilities. It can be used as part of SAN
solutions from simple single-switch configurations to larger multi-switch
configurations to support simplification and advanced business continuity
capabilities. Figure 1-2 shows the MDS 9020 Fabric Switch.

ERTET AOTOIET Crteren

e ve o wiilvs voiy o)

Figure 1-2 MDS 9020 Fabric switch
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1.1.2 MDS 9120 Multilayer Fabric Switch (hon-modular)

This switch provides 4—-20 ports, 2 Gbps fabric switching for open systems,
infrastructure simplification, and business continuity solutions. The base switch
offers four target-optimized ports and 16 host-optimized ports, Virtual SAN
(VSAN), and a Fabric Manager management functionality.

This switch is configured with dual redundant power supplies, either of which can
supply power for the entire switch, and shares a common firmware architecture
with the MDS 9500 Series of Multilayer Directors, making it an intelligent and
flexible fabric switch. Figure 1-3 shows the MDS 9120 Multilayer Fabric Switch.

Figure 1-3 MDS 9120 Multilayer Fabric Switch (IBM 2061-020)

1.1.3 MDS 9140 Multilayer Fabric Switch (non-modular)

This switch provides 4-40 ports, 2 Gbps fabric switching for open systems,
infrastructure simplification, and business continuity solutions. The base switch
offers eight target-optimized ports and 32 host-optimized ports, Virtual SAN
(VSAN), and a Fabric Manager management functionality.

This switch is configured with dual redundant power supplies, either of which can
supply power for the entire switch, and shares a common firmware architecture
with the MDS 9500 Series of Multilayer Directors, making it an intelligent and
flexible fabric switch. Figure 1-4 shows the MDS 9140 Multilayer Fabric Switch.

Figure 1-4 MDS 9140 Multilayer Fabric Switch (IBM 2061-040)

1.1.4 MDS 9124 Multilayer Fabric Switch (non-modular)

4

This switch provides 24 auto-sensing Fibre Channel ports capable of speeds of
4,2, and 1 Gbps in a compact 1RU form-factor chassis and is designed to meet
the performance and scalability requirements of the most demanding
environments. The base MDS 9124 comes with eight ports activated, two
redundant hot swappable power supplies, and eight shortwave SFPs. Enhanced
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flexibility of MDS 9124 is provided by the 9124 8-port activation license. Using
this functionality, customers can start with a base configuration of eight ports and

upgrade to 16 and 24 ports. Figure 1-5 shows the MDS 9124 Multilayer Fabric
Switch.

Figure 1-5 MDS 9124 Multilayer Fabric Switch (IBM 2053-424)

Note: The MDS 9124 Multilayer switch supports N-Port identifier virtualization
(NPV) to reduce the number of Fibre Channel domain IDs in SANs.

1.1.5 MDS 9134 Multilayer Fabric Switch (non-modular)

This switch provides 32 auto-sensing Fibre Channel ports capable of speeds of
4, 2, and 1 Gbps and two 10 Gbps ports. It offers flexible, on demand port
activation. Through software licensing, ports can be activated in eight-port
increments. The base MDS 9134 has 24 active ports. Optionally, eight more

4 Gbps or two 10 Gbps ports can be activated. The MDS 9134 can serve as the
foundation for small, standalone SANSs, as a top-of-the-rack switch, or as an edge
switch in large core-edge SAN infrastructures. Figure 1-6 shows the MDS 9134
Multilayer Fabric Switch.

Figure 1-6 MDS 9134 Multilayer Fabric Switch (IBM 2053-434)

Note: The MDS 9134 Multilayer Switch supports N-Port identifier virtualization
(NPV) to reduce the number of Fibre Channel domain IDs in SANSs.
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1.1.6 MDS 9216(A/i) Multilayer Fabric Switch

This switch provides 16-port, 2 Gbps fabric switching for open systems,
infrastructure simplification, and business continuity solutions.

The MDS 9216A switch is a three RU, 2-slot fabric switch that can support from
16 to 64 shortwave or long-wave SFP fiber optic transceivers. The chassis
consists of two slots. The first slot contains the supervisor module. This provides
the control and management functions for the MDS 9216A and includes 16 full
capability 2 Gbps target-optimized Fibre Channel ports. It contains 2 GB of
DRAM and has one internal CompactFlash card that provides 256 MB of storage
for the firmware images. Figure 1-7 shows the MDS 9216A Multilayer Fabric
Switch.

Figure 1-7 MDS 9216A Multilayer Fabric Switch (IBM 2062-D1A/2054-D1A)

The MDS 9216i uses the same backplane as the MDS 9216A. However, the
MDS 9216i includes a fixed 14+2 supervisor module to provide 14 full capability
2 Gbps target-optimized Fibre Channel ports and two Gigabit Ethernet
interfaces. The Gigabit Ethernet interfaces support iSCSI initiators connecting to
Fibre Channel disk systems. The FCIP and IVR features are bundled with the
MDS 9216i switch and do not require the Enterprise package. Figure 1-8 shows
the MDS 9216i Multilayer Fabric Switch.

Figure 1-8 MDS 9216i Multilayer Fabric Switch (IBM 2062-D1H/2054-D1H)
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The base switch offers 16 Fibre Channel ports (model A) or 14 Fibre Channel
and 2-IP ports (model i), Virtual SAN (VSAN), and a Fabric Manager
management functionality. Features include:

14 Fibre Channel and two IP ports

4-port and 8-port IPS Modules with iISCSI and FCIP capabilities
16-port and 32-port FC Switch Modules

32-port FC Switch Module with host-optimized ports

Caching Services Module for IBM SAN Volume Controller Software
Mainframe package for 16-port or 32-port FICON switching

vVvyvyvyYyy

1.1.7 MDS 9222i Multiservice Modular Switch

This Multiservice Modular Switch, the next generation of the highly flexible,
industry-leading, proven MDS 9200 Series Multilayer Switches, is an optimized
platform for deploying high-performance storage area network extension
solutions, distributed intelligent fabric services, and cost-effective multiprotocol
connectivity for both open and mainframe environments. With a compact form
factor, modularity, and advanced capabilities normally available only on
director-class switches, the MDS 9222i is an ideal solution for departmental and
remote branch-office SANs.

Figure 1-9 shows the MDS 9222i Multiservice Modular Switch. This switch offers
eighteen 4 Gbps Fibre Channel ports, 4-Gigabit Ethernet IP storage services
ports, and a modular expansion slot to host MDS 9000 family switching and
services modules.

Figure 1-9 MDS 9222i Multiservice Modular Switch (IBM 2054-E01)
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Table 1-2 shows the MDS 9000 family of switches.

Table 1-2 MDS 9000 family switches

(includes 16 FC ports
or 14 + 2 GigE)

Switch model Slots available Number of Max number
for switch modules supervisor modules | of FC ports
MDS 9020 NA (fixed configuration) 20
MDS 9120 NA (fixed configuration) 20
MDS 9140 NA (fixed configuration) 40
MDS 9124 NA (fixed configuration) 24
MDS 9134 NA (fixed configuration) 32 + 2(10G)
MDS 9216 (A/i) 1 64

(or 62+2 GigE)

MDS 9222i

+4 GigE)

1

(includes 18 FC ports

66
(66 + 4 GigE)

Note: Throughout this chapter the term switch is used interchangeably for
both Cisco MDS switches and directors.

1.1.8 MDS 9506 Multilayer Director

8

The MDS 9506 Multilayer Director is a 7 RU Fibre Channel director that can
support from 12 to 192 shortwave or long-wave SFP fiber optic transceivers. It
provides 1, 2, 4, and 8 Gbps Fibre Channel switch connectivity and intelligent
network services to help improve the security, performance, and manageability
required to consolidate geographically dispersed storage devices into a large

enterprise SAN.

The chassis has six slots, two of which are reserved for dual, redundant
Supervisor Modules. This director supports Supervisor-1 and Supervisor-2
modules. A Supervisor-2 Module combines an intelligent control module and a
high-performance crossbar switch fabric in a single unit.

Implementing an IBM/Cisco SAN




The MDS 9506 Multilayer Director requires a minimum of one and allows a
maximum of four switching modules. Third-generation modules are available in
24-port and 48-port 1, 2, 4, and 8 Gbps configurations. Second-generation
modules are available in 12-port, 24-port, and 48-port 1, 2, and 4 Gbps
configurations.

First-generation modules are supported in this director and are available in
16-port and 32-port, 1 and 2 Gbps configurations. Optionally, a 4-port 10 Gbps
Fibre Channel module is available for high-performance Inter-Switch Link (ISL)
connections over metro optical networks. Figure 1-10 shows the MDS 9506
Multilayer Director.

MDS 9506

Figure 1-10 MDS 9506 Multilayer Director (IBM 2062-D04/T04 or IBM 2054-E04)

1.1.9 MDS 9509 Multilayer Director

The MDS 9509 Multilayer Director (IBM 2062-E07/T07 or IBM 2054-E07) is a 14
RU Fibre Channel director that can support from 12 to 336 shortwave or
long-wave SFP fiber optic transceivers. It provides 1, 2, 4, and 8 Gbps Fibre
Channel switch connectivity and intelligent network services to help improve the
security, performance, and manageability required to consolidate geographically
dispersed storage devices into a large enterprise SAN.

The chassis has nine slots, two of which are reserved for dual, redundant
Supervisor Modules, and this director supports Supervisor-1 and Supervisor-2
modules. The Supervisor-2 module combines an intelligent control module and a
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high-performance crossbar switch fabric in a single unit. It uses Fabric Shortest
Path First (FSPF) multipathing routing, which supports load balancing across a
maximum of 16 equal-cost paths designed to dynamically reroute traffic if a
switch fails.

The MDS 9509 Multilayer Director requires a minimum of one and allows a
maximum of seven switching modules. Third-generation modules are available in
24-port and 48-port, 1, 2, 4, and 8 Gbps configurations. Second-generation
modules are available in 12-port, 24-port, and 48-port, 1, 2, and 4 Gbps
configurations.

First-generation modules are supported in this director and are available in
16-port and 32-port, 1 and 2 Gbps configurations. Optionally, a 4-port 10 Gbps
Fibre Channel module is available for high-performance Inter-Switch Link
connections over metro optical networks. Figure 1-11 shows the MDS 9509
Multilayer Director.

Figure 1-11  MDS 9509 Multilayer Director (IBM 2062-D045/T04 or IBM 2054-E07)
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1.1.10 MDS 9513 Multilayer Director

The MDS 9513 Multilayer Director (IBM 2063-E11 or 2054-E11) is a 14 RU Fibre
Channel director that can support 12 to 528 shortwave or long-wave SFP fiber
optic transceivers, with 4 Gbps support and a high-availability design. It offers
4-44 10 Gbps ports for ISL connectivity across metro optical networks. The MDS
9513 Multilayer Director is designed to provide network security features for large
enterprise SANs deployment and offers intelligent networking services to help
simplify mainframe FICON and Fibre Channel SAN management and reduce
total cost of ownership (TCO).

The MDS 9513 Multilayer Director combines increased scalability and
performance, intelligent SAN services, nondisruptive software upgrades, stateful
process restart and failover, and full redundant operation in director-class SAN
switching.
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The MDS 9513 Multilayer Director utilizes two Supervisor-2 modules designed to
support high availability. Dual crossbar switching fabric modules provide a total
internal switching bandwidth of 2.4 Tbps for inter-connection of up to eleven
Fibre Channel switching modules. These modules are available in 12-port,
24-port, or 48-port 1, 2, and 4 Gbps configurations. Third-generation modules
are available in 24-port and 48-port 1, 2, 4, and 8 Gbps configurations.
Optionally, a 4-port 10 Gbps Fibre Channel module is available for
high-performance Inter-Switch Link connections over metro optical networks.
Figure 1-12 shows the MDS 9513 Multilayer Director.

Figure 1-12 MDS 9513 Multilayer Director (IBM 2062-E11 or IBM 2054-E11)

The main features of the MDS 9513 Multilayer Director are:

» Third-generation switching modules for Cisco MDS 9513 Multilayer Director
(IBM 2062-E11 or 2054-E11):

— 24-port 1/2/4/8 Gbps Fibre Channel Switching module
— 48-port 1/2/4/8 Gbps Fibre Channel Switching module
— 4/44-port 1/2/3/8 Gbps Host-Optimized Fibre Channel Switching module
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» Second-generation switching modules for MDS 9513 Multilayer Director (IBM
2062-E11 or 2054-E11):

12-port 1/2/4 Gbps Fibre Channel Switching module
24-port 1/2/4 Gbps Fibre Channel Switching module
48-port 1/2/4 Gbps Fibre Channel Switching module
4-port 10 Gbps Fibre Channel Switching module

» 1,2, 4, and 10 Gbps Fibre Channel switching with full bandwidth redundancy
delivers highly available Fibre Channel performance with fully redundant
bandwidth. Each crossbar module offers full system bandwidth so that the
loss or removal of a single crossbar module does not impact system
performance. It ensures 100% system throughput even in the event of a
crossbar failure.

» The MDS 9513 also supports the following first-generation MDS 9000
modules:

— 16-port 2 Gbps Fibre Channel Line Card
— 32-port 2 Gbps Fibre Channel Line Card
— Storage Services Module

— Multiprotocol Services Module

— 8-port IP Services Line Card

» If first-generation modules are used in the MDS 9513 only 252 ports can be
used.

» The multilayer (multiprotocol and multi-transport) architecture of the MDS
9000 family enables a consistent feature set over a protocol-agnostic switch
fabric. The MDS 9513 chassis transparently integrates Fibre Channel,
FICON, SCSI over IP (iSCSI), and Fibre Channel over IP (FCIP) in one
system. The flexible architecture of the MDS 9000 family also allows for
seamless integration of future storage protocols.

» Integrated support for VSAN technology:

— Access control lists (ACLs) for hardware-based intelligent frame
processing

— Advanced traffic management features such as Fibre Channel Congestion
Control (FCC)

— Fabric-wide quality of service (QoS) to enable migration from SAN islands
to enterprise-wide storage networks

» Integrated hardware-based Virtual SANs (VSANs) and inter-VSAN routing
that enables deployment of large-scale, multi-site, heterogeneous SAN
topologies. Integration into port-level hardware allows any port within a
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system or fabric to be partitioned into any VSAN. Integrated hardware-based
Inter-VSAN routing provides line-rate routing between any ports within a
system or fabric without the necessity for external routing appliances.

» Advanced FICON services supporting 1, 2, and 4 Gbps FICON environments,

including:

Cascaded FICON fabrics.

VSAN-enabled intermix of mainframe and open systems environments.

N_Port ID Virtualization for mainframe Linux® partitions.

CUP support enables in-band management of MDS 9000 family switches
from the mainframe management console.

Note: The MDS 9513 Director supports only Supervisor-2 modules.
Supervisor-1 modules cannot be used and are hardware blocked.

Table 1-3 compares the hardware features within the MDS 95xx Series of

Multilayer Directors.

Table 1-3 MDS 95xx hardware feature comparison

Feature MDS 9506 MDS 9509 MDS 9513
Available slots 6 9 13
Available option slots 4 7 11
Redundant Supervisor Yes Yes Yes
Max/Min 1/2/4 Gbps FC ports per | 192/16 336/16 528/12
chassis

Max 10 Gbps FC ports per 16 28 44
chassis

Max iSCSI and FCIP ports per 24 48 60
chassis

Rack units 7 14 14

1.1.11 Generation 1 and Generation 2 optional modules

The MDS 9200 and 9500 Families allow optional modules to provide additional
port connectivity, IP services, or storage virtualization functionality into empty
expansion slots. Refer to Table 1-3 for the available option slot availability on the

switch.
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Table 1-4 lists the hardware modules available and the chassis compatibility

associated with them.

Table 1-4 MDS 9000 Modules and Platform Compatibility Matrix Generation Line Cards

Module 9513 9509 9506 9222i | 9216A | 9216i
Supervisor-2 module X X X

Supervisor-1 module X X

48-port 4 Gbps Fibre Channel switching X X X X X X
module

24-port 4 Gbps Fibre Channel switching X X X X X X
module

12-port 4 Gbps Fibre Channel switching X X X X X X
module

4-port 10 Gbps Fibre Channel switching X X X X X X
module

32-port 1 Gbps/2 Gbps Fibre Channel module | X X X X X
16-port 1 Gbps/2 Gbps Fibre Channel module | X X X X X
8-port Gigabit Ethernet IP Storage Services X X X X X X
module

4-port Gigabit Ethernet IP Storage Services X X X X X
module

32-port 1 Gbps/2 Gbps Fibre Channel Storage | X X X X X X
Services Module (SSM)

32-port Fibre Channel Advanced Services X X X X
Module (ASM)

Caching Services Module (CSM) X X X X
18-port Fibre Channel and 4-port Gigabit X X X X X X
Ethernet IP Services (MSM-18/4) module

18-port Fibre Channel and 4-port Gigabit X X X X X X
Ethernet IP Services FIPS (MSFM-18/4)

module

14-port Fibre Channel/2-port Gigabit Ethernet | X X X X X

Multiprotocol Services (MPS-14/2) module
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Note: Supervisor-1 and Supervisor-2 modules cannot be used in the same
chassis. It is allowed only for migration from Supervisor-1 to Supervisor-2 for
them to both be in the same chassis.

The 16-port Switching Module (feature code 2116)

The 16-port Switching Module provides up to 64 Gbps of continuous aggregate
bandwidth. Autosensing 1 Gbps and 2 Gbps target-optimized ports deliver
200 MBps and 255 buffer credits per port.

Note: The 64 Gbps continuous aggregate bandwidth is based on 2 Gbps per
port in full duplex mode. That is:

16 ports at 2 Gbps (or 213 MBps) in both directions = 64 Gbps

The 16-port module is designed for attaching high-performance servers and
storage subsystems, and for connecting to other switches using ISL connections.
This module also supports optional CWDM SFPs to provide aggregation of
multiple links onto a single optical fiber through a passive optical mux.

Figure 1-13 shows the 16-port First-Generation Switching Module for the MDS
9000 family.

Figure 1-13 16-port Switching Module

The 32-port Switching Module (feature code 2132)

The 32-port Switching Module is designed to deliver an optimal balance of
performance and port density. This module provides high line-card port density
along with 64 Gbps of total bandwidth and 12 buffer-to-buffer credits per port.
Bandwidth is allocated across eight 4-port groups, with each port group sharing
2.5 Gbps, making it an aggregate bandwidth of approximately 5 Gbps full-duplex.
This module provides a low-cost means to attach lower performance servers and
storage subsystems to high-performance crossbar switches without requiring ISLs.
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By combining 16-port and 32-port Switching Modules in a single, modular
chassis, administrators can configure price-optimized and
performance-optimized storage networks for a wide range of application
environments.

The 32-port Switching Module also supports optional CWDM SFPs to provide
aggregation of multiple links onto a single optical fiber through a passive optical
mux.

Switching modules are designed to be interchanged or shared between all MDS
9200 Switches and 9500 Directors. Figure 1-14 shows the 32-port
First-Generation Switching Module for the MDS 9000 family.

Figure 1-14 32-port Switching Module
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The 8-port IP Services Module (feature code 2208)

The IP Services (IPS) Module provides eight Gigabit Ethernet ports that can
support iSCSI and FCIP protocols simultaneously. Because the bit rate of Gigabit
Ethernet is different from the bit rate of Fibre Channel, the card requires tri-rate
SFPs. Figure 1-15 shows the 8-port IP Services Module.

Figure 1-15 8-port IP Services Module

The MDS 9000 14+2 Multiprotocol Services Module (feature
code 2214)

The MDS 9000 14+2 Multiprotocol Services Module is designed to provide 14
Fibre Channel ports and two IP storage interfaces. The 14 Fibre Channel ports
are based around the same full rate target optimized ports as the 16-port
module, providing all the same operating modes. In addition, the 14+2 card can
be configured with high buffer credits on one Fibre Channel port to support
longer distance FC-to-FC connections.

The two IP storage interfaces are similar to the IP Services Module, including
hardware compression and security.

Restriction: The two Ethernet ports on the 14+2 Multiprotocol Services
Module cannot be combined into a single EtherChannel. However,
PortChannel can be used.
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Figure 1-16 shows the Cisco MDS 9000 14+2 Multiprotocol Services Module.

Figure 1-16 MDS 9000 14+2 Multiprotocol Services Module

This module also supports optional CWDM SFPs to provide aggregation of
multiple links onto a single optical fiber through a passive optical mux.

Note: Two Ethernet ports on the IPS modules can be combined into a single
EtherChannel, but only between ports that share the same application-specific
integrated circuit (ASIC). However, PortChannel can be used.

Ports configured to run FCIP

The ports configured for FCIP can support up to three virtual ISL connections
(FCIP tunnels). This way a Fibre Channel traffic can be transported transparently,
except for latency, over an IP network between two FCIP-capable switches. Each
virtual ISL connection acts as a normal Fibre Channel ISL or extended ISL
(EISL). Advanced functionality includes FCIP compression, FCIP write
compression, and FCIP tape acceleration.

To use FCIP an activation for the FCIP 8-port IP Services Line Card feature is
required for every 8-port IP line card that needs to support FCIP.

Ports configured to run iSCSI

Ports configured to run iSCSI work as a gateway between iSCSI hosts and Fibre
Channel-attached targets. The module terminates iISCSI commands and issues
new Fibre Channel commands to the targets.

The Fabric Manager is used to discover and display iSCSI hosts. These iSCSI
hosts are bound to assigned worldwide names (WWNs) and create a static
relationship that enables:

v

Zoning of iISCSI initiators

Accounting against iSCSI initiators

Topology mapping of iISCSI initiators

Fiver thousand simultaneous connections per switch/director

vvyy
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Storage Services Module (feature code 2400)

The Storage Services Module (SSM) is based on the 32-port Fibre Channel
Switching Module and provides intelligent storage services in addition to 1 Gbps
and 2 Gbps Fibre Channel switching. The SSM uses eight IBM PowerPC®
processors for SCSI data-path processing. It can be combined with the optional
MDS 9000 Enterprise package to enable Fibre Channel write acceleration
(FC-WA).

FC-WA can help improve the performance of remote mirroring applications over
extended distances by reducing the effect of transport latency when completing a
SCSI operation over distance. This supports longer distances between primary

and secondary data centers and can help improve disk replication performance.

The optional Storage Systems Enabler package bundle can enable independent
software vendors (ISVs) to develop intelligent fabric applications that can be
hosted on the SSM through an application programming interface (API).

ISVs can use the API to offer the following applications:

» Network-accelerated storage applications, such as serverless backup

» Network-assisted appliance-based storage applications using MDS 9000
SANTap Service, such as global data replication

» Network-hosted storage applications based on proposed Fabric Application
Interface Standard (FAIS) APlIs offered by ISVs

Note: IBM support for these ISV applications is limited to IBM TotalStorage®
Proven™ solutions. For the most current IBM TotalStorage Proven
information, go to:

http://www.ibm.com/storage/proven

Figure 1-17 shows the Storage Services Module.

Figure 1-17 Storage Services Module
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The 32-port Advanced Services Module

The Cisco MDS 9000 family 32-Port Fibre Channel Advanced Services Module
enables pooling of heterogeneous storage for increased storage utilization,
simplified storage management, and reducing total cost of storage ownership.

The Advanced Services Module incorporates all the capabilities of the Cisco
MDS 9000 family 32-Port Fibre Channel Switching Module and also provides
scalable, in-band storage virtualization services. Combining a highly distributed
processing architecture and integrated VERITAS Storage Foundation for
Networks software, the Cisco Advanced Services Module delivers virtualization
performance, which can be scaled by simply adding modules anywhere in the
fabric to meet the performance needs of even the largest enterprises.

The Cisco Advanced Services Module is available in a 32-port configuration and
accepts 2 Gbps Fibre Channel small form-factor pluggable (SFP) optical
modules as MDS 9000 family Fibre Channel switching modules. Figure 1-18
shows the 32-port Advanced Services Module.

Figure 1-18 The 32-port Advanced Services Module

The 4-port 10 Gbps Switching Module (feature code 2404)

The MDS 9000 family 4-port 10 Gbps Fibre Channel Switching Module delivers
uncompromising performance with 10 Gbps link bandwidth, 80 Gbps of
continuous aggregate bandwidth per module, and the intelligence and advanced
features required to make multilayer storage area networks a reality. The 4-port
10 Gbps Fibre Channel Switching Module includes hardware-enabled
innovations designed to dramatically improve performance, scalability, security,
and manageability of storage networks, resulting in increased utility and lower
total cost of ownership (TCO). The 4-port 10 Gbps Fibre Channel Module is
hot-swappable, and individual ports can be configured with shortwave or
long-wave X2 optical transceivers for connectivity of up to 10 kilometers. Up to
250 buffer credits per port are supported for maximum extensibility without
requiring additional licensing. Ultrahigh per-port bandwidth makes the 4-port

10 Gbps Fibre Channel Switching Module ideal for Inter-Switch Link (ISL)
connectivity, both within the data center and between data centers across metro
optical networks.
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The 4-port 10 Gbps Fibre Channel Switching Model is compatible with all MDS
9500 Series Multilayer Directors, as well as MDS 9216A and MDS 9216i
multilayer fabric switches, providing outstanding value and investment protection.
Figure 1-19 shows a MDS 9000 family 4-port 10 Gbps Fibre Channel Switching
Module.

Figure 1-19 4-port 10 Gbps Switching Module

The 12-port 4 Gbps Switching Module (feature code 2412)

The 12-port 4 Gbps Switching Module is ideal for attachment to the highest
performance 4 Gbps-enabled storage and for ISL connections. The 12-port
4 Gbps Switching Module can deliver up to 96 Gbps of full duplex bandwidth.
Figure 1-20 shows the 12-port Switching Module.

Figure 1-20 Twelve-port Switching Module
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The 24-port 4 Gbps Switching Module (feature code 2424)

The 24-port 4 Gbps Switching Module delivers an ideal balance of performance
and scalability. The twenty-four 4 Gbps ports deliver up to 96 Gbps of full duplex
bandwidth. Bandwidth is allocated across four 6-port port groups, providing

24 Gbps of full-duplex bandwidth per port group. Port bandwidth reservation
enables switching bandwidth to be dedicated to a port, providing flexibility to
optimize high-demand ports such as ISLs. Figure 1-21 shows the 24-port
Switching Module.

Figure 1-21 Twenty-four-port 4 Gbps Switching Module
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The 48-port 4 Gbps Switching Module (feature code 2448)

The 48-port 4 Gbps Switching Module delivers up to 96 Gbps of total bandwidth.
Bandwidth is allocated across four 12-port port groups, providing 24 Gbps
bandwidth per port group. Port bandwidth reservation enables switching
bandwidth to be dedicated to a port, providing flexibility to optimize high-demand
ports such as ISLs. Figure 1-22 shows the 48-port 4 Gbps Switching Module.

Figure 1-22  Forty-eight-port 4 Gbps Switching Module

The MDS 9000 18+4 Multiservice Module (feature code 2450)
The MDS 18+4 Multiservice Module offers eighteen 4 Gbps Fibre Channel ports
and four Gigabit Ethernet IP storage services ports. It is supported in the MDS
9200 Series Switches and MDS 9500 Series Directors.

The MDS 18+4 Multiservice Module provides multiprotocol capabilities
integrating, in a single-form-factor Fibre Channel:

» Fibre Channel over IP (FCIP)

Small Computer System Interface over IP (iISCSI)
IBM Fiber Connectivity (FICON)

FICON Control Unit Port (CUP) management
Switch cascading

vVvyyvyy
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It uses knowledge of IP networks to deliver outstanding SAN extension
performance, minimizing latency for disk and tape with FCIP acceleration
features including FCIP write acceleration and FCIP tape write and read
acceleration. Figure 1-23 shows the MDS 9000 18+4 Multiservice Module.

Figure 1-23 MDS 9000 18+4 Multiservice Module

The MDS 9000 18+4 Multiservice FIPS Module

The Cisco MDS 9000 family 18/4-Port Multiservice Federal Information
Processing Standards (FIPS) Module, a FIPS 140-2 Level 3 compliant version of
the Cisco MDS 9000 family 18/4-Port Multiservice Module, is offered to provide
added security to meet regulatory and industry requirements. FIPS Level 3
certification requires enhanced physical security, including a hard, opaque
potting material to deter unauthorized access and tampering. Figure 1-24 shows
the MDS 9000 18+4 Multiservice FIPS Module.

Figure 1-24 MDS 9000 18+4 Multiservice FIPS Module
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Buffer credits

Buffer credits affect the number of input/outputs (1/0Os) that can be sent before an
acknowledgement is received. In extended Fibre Channel networks, you need
more buffer credits to keep the pipe filled because the latency has increased.

Each target-optimized port supports 255 buffer credits, and host-optimized ports
support 12 buffer credits per port. On the 14+2 line card, up to 3,500 buffer
credits can be assigned to a single port if you are willing to sacrifice buffers on
other ports and shut down three ports on the quad controlled by that ASIC. A
maximum of 1500 buffer credits can be configured if the additional three ports
are left enabled.

1.1.12 Generation 3 optional modules

Cisco now offers new Generation 3 line cards based on 8G technology.

Note: Generation 3 cards can work only with Supervisor-2 modules, and the
NX-OS firmware version 4.x is required.

New Gen3 cards work with all MDS 9500 Multilayer Directors and with MDS
9222i switches, as shown in Table 1-5.

Table 1-5 Generation 3 line cards

Module 9513 9509 9506 922i 9216A | 9216i
48-port 8 Gbps Fibre Channel switching X X X

module

24-port 8 Gbps Fibre Channel switching X X X

module

44/4-port 8 Gbps Host-Optimized Fibre X X X X

Channel switching module

The allowed configurations for the Generation 3 line cards are:

» 24-port 8 Gbps Fibre Channel Switching Module (96 Gbps total). This module
has eight port groups and each port group has three ports:

One dedicated 8 Gbps plus two shared 8 Gbps (4:1).

One dedicated 8 Gbps plus one dedicated 4 Gbps plus one shared
8 Gbps (10:1).

Two dedicated 4 Gbps plus one shared 8 Gbps (with 2:1 oversubscription).
Three dedicated 4 Gbps.
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— Three shared 8 Gbps (with 2:1 oversubscription). This is the default setup.

» 48-port 8 Gbps Fibre Channel Switching Module (96 Gbps). This module has
eight port groups and each port group has six ports:

— One dedicated 8 Gbps plus five shared 8 Gbps (10:1).

— Two dedicated 4 Gbps plus four shared 4 Gbps (with 4:1 oversubscription).

— One dedicated 4 Gbps plus three dedicated 2 Gbps plus two shared 4
Gbps (with 4:1 oversubscription).

— Six dedicated 2 Gbps.

— Six shared 8 Gbps (with 4:1 oversubscription). This is the default setup.

» 4/44-port 8 Gbps Host-Optimized Fibre Channel Switching Module (48 Gbps).
This module has four port groups and each port group has 12 ports:

— One dedicated 8 Gbps plus 11 shared 4 Gbps (with 10:1
oversubscription).

— One dedicated 4 Gbps plus three dedicated 2 Gbps plus two shared 4
Gbps (with 2:1 oversubscription).

— Twelve dedicated 1 Gbps.

— Twelve shared 4 Gbps (with 5:1 oversubscription). This is the default
setup.

1.1.13 Management tools

For switch and fabric management of the MDS 9000 family, both a command-line
interface (CLI) and a graphical user interface (GUI) are available. The CLI uses
Telnet, SSH, or a serial console, while the GUI-based Fabric Manager toolset
uses SNMP when accessing the switches.

Fabric Manager 3.x

Fabric Manager is a network management toolset, using SNMPv3 (SNMP
Versions 1 and 2 are also supported) when communicating with the MDS 9000
family switches (and third-party switches), providing a GUI to manage and
perform real-time monitoring.

The toolset consists of the following components:

» Fabric Manager Server

The Fabric Manager Server is the server component of the toolset and must
be started prior to using Fabric Manager. When launching the GUI for the first
time, the Fabric Manager Server is installed as a service on Windows®
(daemon on Linux or Solaris™).
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» Device Manager

The Device Manager is a switch-embedded Java™ application that is
installed (and updated automatically) by Java Web start. While the Device
Manager is somewhat complimentary to the Fabric Manager, the difference is
that with Device Manager you manage a single switch, whereas with Fabric
Manager you can manage multiple switches.

Fabric Manager Client

The Fabric Manager Client is a switch-embedded Java application that is
installed (and updated automatically) by Java Web start. With the Fabric
Manager, switch and fabric configurations are performed.

Performance Manager

Performance Manager is used for historic network device statistics collection
and graphical presentation (in a Web browser), presenting recent statistics in
detail and older statistics in summary. Performance Manager is set up using a
configuration wizard.

Fabric Manager 4.x
The new version of Fabric Manager 4.x will be released along with a new version
of the MDS operating system NX-OS 4.x. All features will be available in the

Cisco MDS NX-OS 4.x and SAN-OS Release 3.x.

Table 1-6 shows the new and changed features of Fabric Manager for SAN-OS
3.x and NX-OS 4.x.

Table 1-6 Features of the Fabric Manager 4.x for SAN-OS 3.x and NX-OS 4.x.

Feature Description Changed in
Release
Supported platforms | The server platforms supported for Cisco Fabric Manager have | 4.1.(X)
Information and FM been revised.
Express Install
Inventory Report The FMS inventory switch detail report has been enhanced to | 4.1.(X)
Enhancements include a number of summary statistics useful for creating a
more comprehensive SAN health report.
Server Admin Tool The Server Admin perspective view limits the scope of Fabric | 4.1.(X)
Manager to Flex Attach configuration and relevant data.
DPVM Wizard New pages added. 4.1.(X)
Flex Attach Procedures to use the Flex Attach wizards for pre-configuring | 4.1.(X)
Configuration by all or selected ports, moving a server to a different port or
Server switch, and replacing a server in the same or a different port or
Administrators switch.
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Feature

Description Changed in
Release

IP Static Peers for
CFS over IP

Added IP static peers configuration steps for CFS distribution | 4.1.(X)
over IP.

Generation 3
48-Port, 24-Port, and
4/44-Port 8 Gbps
Fibre Channel
modules
configuration

Added configuration guidelines that include port groups, port 4.1.(X)
rate modes, BB_credit buffer allocation, port speed
configuration, over subscription ratio restrictions, combining
with earlier generation modules, upgrade and downgrade
considerations, cross bar management, port channel interface
configuration, example configurations, and default settings.

Call Home Added the delayed traps enhancements. 4.1.(X)
Performance Added the flow creation wizard for performance manager. 4.1.(X)
Manager

Cisco Fabric Manager 4.x has been tested with the following software:

» Operating systems

Windows 2003 SP2, Windows XP SP2, Windows XP SP3, Windows
Vista® SP1 (Enterprise edition)

Red Hat Enterprise Linux AS Release 4
Solaris (SPARC) 8,9 and 10
VMWare ESX Server 3.5

» Java

Sun™ JRE™ and JDK™ 1.5(x) and 1.6(x) supported
Java Web Start 1.5 and 1.6

» Browsers

Internet Explorer® 6.x and 7.0
Firefox 1.5 and 2.0
Mozilla 1.7 (packaged with Solaris 9)

» Databases

Oracle® Database 10g Express, Oracle Enterprise Edition 10g
PostgreSQL 8.2 (Windows and Red Hat Enterprise Linux AS Release 4)
PostgreSQL 8.1 (Solaris 8, 9 and 10)
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» Security

— Cisco ACS 3.1 and 4.0

— PIX Firewall

— IP tables

— SSHv2

— Global Enforce SNMP Privacy Encryption
— HTTPS

Note: Internet Explorer 7.0 is not supported on Windows 2000 SP4.

Minimum hardware requirements for Fabric Manager 4.x
For a PC running Fabric Manager Server on large fabrics (1,000 or more end

devices), we recommend using a dual core/dual CPU high-speed system with
2 GB of RAM and 10 GB of free disk space.

CLI

From the CLI interface we can perform fabric and switch management, while the
CLI parser provides both command help and command completion. The
keyboard sequence stores previously used commands in the buffer history.
Performing ongoing fabric and switch management using the GUI is somewhat
more intuitive, and most switch commands are available, though when it comes
to troubleshooting, comparably the CLI is a more powerful interface.

Licensing
The licensing model for the MDS 9000 family consists of two options:

» Feature-based licensing, which implies a per-switch cost, for features that
apply to the entire switch

» Module-based licensing for features that require a specific hardware module
such as the IPS module
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The standard license package, which is included with every MDS 9000 family
switch (base configuration) includes standard SAN software features, while some
advanced features are add-on options bundled in the following license packages
and must be acquired separately:

» Enterprise Package (ENTERPRISE_PKG)
This package mainly consists of two types of advanced features:
— Advanced Traffic engineering features, which are:
* Inter-VSAN routing (IVR)
¢ Quality of service (QoS)
e Extended credits

¢ Fibre Channel write acceleration and SCSI Flow statistics at LUN level
(only available on SSM an ASM)

— Enhanced Network Security Features, which are:

¢ Fibre Channel Security Protocol (FC-SP) providing switch-to-switch
and switch-to-host authentication

» Diffie-Hellman Challenge Handshake Authentication Protocol
(DH-CHAP), which can be combined with RADIUS or TACACS+ for
remote authentication

* Hardware-enforced LUN zoning
* Read-only zones

* Port Security, mapping a specific device to be the only one able to
access the fabric on a given port

e VSAN-based access control
¢ |Psec, available for both FCIP and iSCSI

The license is acquired on a per-switch basis, though some features require
that all switches in the fabric have the license package.

» SAN Extension over IP Package (SAN_EXTN_OVER_IP)

This package enables integrated Fibre Channel Interface Protocol (FCIP) and
must be acquired on a per-module basis. IVR for FCIP is also included with
this license.

» Mainframe Package (MAINFRAME_PKG)

This package enables IBM Fibre Connection (FICON) support and must be
acquired on a per-switch basis.

» Fabric Manager Server Package (FMSERVER_PKG)

This package extends the standard Fabric Manager toolset, providing
historical performance monitoring, centralized management services, and

Chapter 1. Product introduction 31



advanced application integration. This package is acquired on a per-switch
basis.

» MDS9000 Storage Service Enabler Package
This package is currently not sold by IBM and is not discussed further.

Note: For a complete list of features within each license package, see the
respective license package fact sheets:

http://www.cisco.com/en/US/products/hw/ps4159/ps4358/products_data_
sheets 1ist.html

When buying the MDS 9000 family switch, the standard license package is
always included. To see which other licenses are available with a specific switch
type, refer to Table 1-7.

Table 1-7 MDS 9000 family licensing options

Switch model ENTERPRISE SAN_EXTN_OVE | FMSERVER MAINFRAME
R_IP

MDS 9020 Optional N/A Optional N/A
MDS 9120 Optional N/A Optional N/A
MDS 9124 Optional N/A Optional N/A
MDS 9134 Optional N/A Optional Optional
MDS 9140 Optional N/A Optional N/A
MDS 9216 (A/i) Optional Optional for 9216a | Optional Optional
MDS 9222i Optional Optional Optional Optional
MDS 9506 Optional Optional Optional Optional
MDS 9509 Optional Optional Optional Optional
MDS 9513 Optional Optional Optional Optional
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http://www.cisco.com/en/US/products/hw/ps4159/ps4358/products_data_sheets_list.html

1.1.14 Support matrixes for the SAN-OS 3.x and NX-OS 4.x

In Figure 1-25 we show the support matrix for NX-OS 4.x code.

Support Marix for 4.x Code

Supportahility Gen 1 Gen 2 Gen 3

16 - Port FC | Supervisor2 |24 - Port Performance
32 -Pot FC | 12 - Port FC |43 - Port Perfarmance

55MeP | 24 - Port FC 45 - Part Host

Supported MPS - 14/2 | 48 - Port FC
WMOS 92160 | MSh - 1844
MOS 9222
4 - Port 1005

Supenvizor 1
IFS-4
IPS -8 Supported Gen 1 product will be SAN-

MDS 9216 | OS 4.1 compatible, with feature parity

MDS 92164 limited to SAN-05 3. Mew 4.1

MDS 9020 | module-specific will not be supported.
MD3S 9120
MD3S 9140

Figure 1-25 Support matrix for NX-OS 4.x code

Not Supported
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In Figure 1-26 we show the support matrix for SAN-OS 3.x and NX-OS 4.x code.

= D2 @ wo| e = = = = 7] = = Sg
FEEH I EE R R R
R ol el g Pl i el L R S Pl Y
- O - = = | i~ -+ -t - - o oon
~ - -— e
MDS 9513 with no | ves |ves|ves| ves | ves| ves| ves | ves | ves | ves | ves
Gen 1 Line Cards
MDS 9513 with ves | ves |ves|ves| ves| ves| ves| ves | ves | ves | ves | ves
Gen 2 Line Cards A
MD'S 350 with ves | ves |ves|ves| ves | ves| ves| ves | ves | ves | ves | ves
Supervigor 2
MDS 92221 NO | VES [vES|vES| vES | YES [ vES | YES | NO | MO | MO | vES
MDS G216 NO | NO [YES|YES| vES | YES | vES | YES | vES | vES | YES | YES
MDS 9513 with no | no |ves| wo | ves | ves| ves | ves | ves | ves | ves | ves
Gen ¥ line Cards
MD5 222 |, [ MO | WO |VES| WO | VES | vES | vES | VES | WO | MO | WO | VES
MDS 9216 |2 NO | NO [YES[NO | YES [ YES [ vES [ vES | YES | vES | YES | YES
MDS 52164 NO | MO [vES| MO | vES | vES | YES | YES | vES | YES | YES | YES
MDS G916 NO [ No [Nolno [ Mo | Mo [ o [ No [ vES [ YES [ YES | vES

Figure 1-26 Support matrix for SAN-OS 3.x and NX-OS 4.x code
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Ports and modules

In this chapter we discuss the Cisco port modes in MDS directors and switches.
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2.1 Port addressing and port modes

The Fibre Channel ports in the Cisco MDS 9000 family are numbered with
addresses in the form of fc<slot>/<port>, where <slot> is the slot number of the
line card (1-9) and <port> is the port number on the line card (1-32). For
example, the first port of the line card in slot 1 is fc1/1, and the seventh port of the
line card in slot 3 is fc3/7.

2.1.1 Fibre Channel IDs and persistent FCIDs

36

Contrary to other switch manufacturers, with the Cisco MDS 9000 family there is
no fixed correlation between physical Fibre Channel ports and Fibre Channel IDs
(FCID). This is necessary to allow intermixing of line cards with different numbers
of ports, while being able to utilize all port addresses, to allow both fabric and
loop devices to coexist, and also to allow switches larger than 256 ports.

The primary reason for persistent FCIDs is to enable customers to move devices
within a switch without having to rebind the disk. This could be used in the case
of a linecard or SFP failure, for example.

The following considerations apply to the FCID assignment for any VSAN:

» When an N_Port or NL_Port logs into the switch, it is assigned an FCID.

» N_Ports receive the same FCID if disconnected and reconnected to any port
within the same switch, and within the same VSAN.

» NL_Ports receive the same FCID only if reconnected to the same port within
the same switch where the port was originally connected.

If the persistent FCIDs feature is not enabled for a VSAN, the following

considerations apply:

» The WWN of the N_Port or NL_Port and the assigned FCID are stored in a
volatile cache, and are not saved across switch reboots.

» The switch preserves the binding of FCID to WWN on a best-effort basis.

» The volatile cache has room for a maximum of 4,000 entries, and if the cache
gets full, the oldest entries are overwritten.
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If the persistent FCID feature is enabled for a VSAN, the following considerations

apply:

» The FCID-to-WWN mapping of the WWNs currently in use is stored to a
nonvolatile database and is saved across reboots.

» The FCID-to-WWN mapping of any new device connected to the switch is
automatically stored in the non-volatile database.

» You can manually configure the FCID-to-WWN mappings if necessary.

Note: If you attach AIX or HP-UX hosts to a VSAN, you must have persistent
FCIDs enabled for that VSAN. This is because these operating systems use
the FCIDs in device addressing. If the FCID of a device changes, the
operating system considers it to be a new device, and gives it a new name.

In general, we recommend enabling persistent FCIDs for your VSANSs unless
you have specific requirements that do not comply with persistent FCIDs.
Example 2-1 shows persistent FCID enabled for VSAN 10.

Example 2-1 Persistent FCID enabled for VSAN 10

mds9222i-1# show fcdomain vsan 10
The Tocal switch is the Principal Switch.

Local switch run time information:
State: Stable
Local switch WWN: 20:0a:00:0d:ec:82:3d:01
Running fabric name: 20:0a:00:0d:ec:82:3d:01
Running priority: 10
Current domain ID: 0x0a(10)

Local switch configuration information:
State: Enabled
FCID persistence: Enabled
Auto-reconfiguration: Disabled
Contiguous-allocation: Disabled
Configured fabric name: 20:01:00:05:30:00:28:df
Optimize Mode: Disabled
Configured priority: 10
Configured domain ID: 0x0a(10) (static)

Principal switch run time information:
Running priority: 10
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2.1.2 Port operational modes

38

The Fibre Channel ports in the Cisco MDS 9000 family can operate in several
modes. The operational modes are described in Table 2-1.

Table 2-1 Fibre Channel port operational modes

Mode

Description

E_Port

An expansion port (E_Port) interconnects two Fibre Channel
switches, forming an ISL between an E_Port in each switch. The ISL
belongs to a single VSAN and can also be connected to third-party
switches.

F_Port

A fabric port (F_Port) connects the switch to a N_Port in a host or
storage device using a point-to-point link. Only one N_Port can
connect to the F_Port.

FL_Port

A fabric loop port (FL_Port) connects the switch to a public FC-AL
loop. Only one FL_Port can be operational in a single FC-AL loop at
any given time.

TE_Port

A trunking E_Port (TE_Port) interconnects two Fibre Channel
switches, forming an extended ISL (EISL) between a TE_Portin each
switch. The EISL can multiplex the traffic of several VSANSs.

The EISL is currently only available in the Cisco MDS 9000 family of
switches.

TL_Port

A translative loop port (TL_Port) connects the switch to a private
FC-AL loop.

B_Port

A bridge port (B_Port) is used to connect some SAN extender devices
to the switch, instead of E_Port.

Fx_Port

A Fx_Port can operate as either F_Port or FL_Port, depending on the
device connected to it. The port mode is determined during interface
initialization.

Auto

A port configured as auto can operate as E_Port, F_Port, FL_Port, or
TE_Port, depending on the device connected to it. The port mode is
determined during interface initialization.
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Mode

Description

SD_Port

A SPAN destination port (SD_Port) acts as a snooper port, allowing
the monitoring of the switch traffic with a standard Fibre Channel
analyzer. In SPAN destination port (SD port) mode, an interface
functions as a switched port analyzer (SPAN).The SPAN feature is
specific to switches in the Cisco MDS 9000 family. It monitors network
traffic that passes though a Fibre Channel interface. This monitoring
is done using a standard Fibre Channel analyzer (or a similar switch
probe) that is attached to an SD port. SD ports do not receive frames.
They merely transmit a copy of the source traffic. The SPAN feature
is non-intrusive and does not affect switching of network traffic for any
SPAN source ports

ST_Port

In the SPAN tunnel port (ST port) mode, an interface functions as an
entry point port in the source switch for the RSPAN Fibre Channel
tunnel. The ST port mode and the remote SPAN (RSPAN) feature are
specific to switches in the Cisco MDS 9000 family. When configured
in ST port mode, the interface cannot be attached to any device, and
thus cannot be used for normal Fibre Channel traffic.

NP_Port

An NP port is a port on a device that is in NPV mode and connected
to the core switch via an F port. NP ports behave like N ports except
that in addition to providing N port behavior, they also function as
proxies for multiple physical N ports.
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Figure 2-1 shows an example of the port types that are available with the Cisco
MDS 9000 family of products (ST_Port not shown).

F_Port MDS E_Port
A - _a—
=2 AN N s
N_Port E_Port
Storage - -

EISL
= |

Analyzer

Storage Server

NL_Port
Figure 2-1 Cisco MDS 9000 family port types
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The port mode can be changed for any given port through Device Manager, as
shown in Figure 2-2 and Figure 2-3 on page 42.

@ Device Manager 4.1(1) - mds9222i-1 [admin]

Device Physical Intefface FC FICOM  IP Secwity  Admin Logs  Help

= @B & E (e '\-'S.D.N.ﬂllvl? ¥ Advanced

Device | Summary I

2 conscte Momt

& _-

3 14 15 16 17

— hFal  Minor  Unreachable [l QutOfService

Enable
Dizable

Service »

Transceiver Details...

Beacon »

Diagnostics 3

Figure 2-2 Port configuration selection

Example 2-2 shows port mode configuration from the command-line interface.

Example 2-2 Port mode selection from the command-line interface

mds9222i-1(config-if)# switchport mode
E F FL Fx NP SD ST TL auto
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Figure 2-3 shows the Device Manager port configuration for the
8 Gbps port.

W mds3222i-1 - fc2/1

Figure 2-3 Device Manager port configuration window for the 8 Gbps port
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Figure 2-4 shows the Device Manager port summary window. It shows port mode
for all ports and the WWNs of connected devices. There are statistics for
transmission, errors, and discards. Above the list there is current CPU, memory,
and flash utilization information and thresholds. This view can be filtered for any
particular VSAN.

[1os =] i 7] sozfer | soder
__] |

Figure 2-4 Device Manager port summary window
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When we choose a port on a Gen 2 or Gen 1 module we will get a similar window
to those shown before, but some options will be grayed out, as shown in

Figure 2-5.

@ mds9222i-1 - [c1/9

|| Rx BR Creditl cherl FI;OGII ELPl Trunk CDnFigI Trunk Failuresl Ehysicall Qapabilityl Qiagnosticsl

Description: I

Portisan: [j0 v
a0

CrynarmicSAM:

L

~Mode
Admin:

" auko {F (FL (CE @ F% 50 (CTL OFY {0 5T NP
Oper: F

~Speed
Admin:

RateMode:

& auta 0 1Gh 24
Qper: 4 Gb
" dedicated + shared

b 4Gb © autoMaxzc o {50 i

—Status
SErVIGe:

Admin:

Oper: up
FailuresZause: none
W asEnEt e
LastChange: 2003/09/22-11:41:24

Ay Refresh

| Help | Close

Figure 2-5 Device Manager port configuration window for the Gen 2 line card

2.2 Configuration guidelines for Gen 2 and Gen 3

Depending on the type of MDS 9000 device, we can have from one line card in
the MDS9222i, up to 11 line cards in the MDS 9513 Director. Depending on the
type of the module, we can configure or control the number of options and

parameters. There is a set of parameters that are different for different types of

line cards.
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For all of the line cards we can check, view, or perform configuration steps using

the CLI or the GUI. In most cases it is easier, and quicker, to use the GUI as
shown in Figure 2-6 and in Figure 2-7 for a Gen 3 line card.

@ Device Manager 4.1(1) - mds9222i-1 [admin] 1 ] B3

Device Physical Interface FC FICOM [P Secunty  Admin Logs Help

= @ B E [ E R e VSnNAMv'? [ Advanced

Diewice I SurAMmary |

Module 1

Check Oversubscription...

Show Part Resources. .

Reset

19.43,586,147 trap register _|Up B Down llFal  |Minor  |Unreachable .OuI:OFSer\fice_v_I

Figure 2-6 Configuration tasks for MDS 9000 line cards

& Device Manager 4.1[1] - mds9222i-1 [admin]
Device Phypsical Inteface FC FICOM [P Secuwity  Admin Logs  Help

=] @ 2B & E M s VSANRIIvI‘? [V Advanced

Device I Summary |

[

dule 2

———— CheckO bscription...
19.43.86, b IMinor _|Unreachable [l OutOfService

Show Port Resources. ..

Bandwidth Reservation Caonfig...

Reset

Figure 2-7 Configuration tasks for the MDS 9000 Gen 3 line card
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Standard administration tasks for MDS line cards
For most of the line cards we can perform the following administration tasks:

1. Check the status and configure a line card as shown in Figure 2-8 and in

Figure 2-9.
@ md:9222i-1 - Module 1 1]

| Config |

Mame: 4x1GE IPS, 18x1)2(4Gkbps FCS. ..
ModellName: DS-KI2221-K9
OperStatus: ackive

ResetReasonDescription: |Reset Requested by CLI j
StatusLasthangeTime: Z008/09/16-16:17;58

Refresh | Help 1 Close |

Data retrieved at 14:58:22

Figure 2-8 Check the status of the line card

@ mds9222i-1 - Module 1 |

[v Reset

RateModes .
o
OwersubscriptionLimit: el -

BandwidthFairness & enshle ¢ disable
Admin:
BandwidthFairness

- enabled

Power
AdminStatus: & an ( off

Operstatus: ok
Current: 4,934 [ 209, 1EW

mliy, | Refresh I Help I Close
Draka retrisved ak 14:58:26

Figure 2-9 Configure the line card

Reset the module.
Show port resources, as shown in Example 2-3.

Example 2-3 Show port resources command from the CLI

mds9222i-2# show port-resources module 2
Module 2

Available dedicated buffers are 3564
Port-Group 1
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Total bandwidth is 12.8 Gbps

Total shared bandwidth is 4.8 Gbps

Allocated dedicated bandwidth is 8.0 Gbps

Interfaces in the Port-Group B2B Credit Bandwidth Rate Mode
Buffers (Gbps)

fc2/1 125 8.0 dedicated

fc2/2 32 4.0 shared

fc2/3 32 4.0 shared

fc2/4 32 4.0 shared

fc2/5 32 4.0 shared

fc2/6 32 4.0 shared

fc2/7 32 4.0 shared

fc2/8 32 4.0 shared

fc2/9 32 4.0 shared

fc2/10 32 4.0 shared

fc2/11 32 4.0 shared

fc2/12 32 4.0 shared
Port-Group 2

Total bandwidth is 12.8 Gbps

Total shared bandwidth is 8.8 Gbps

Allocated dedicated bandwidth is 4.0 Gbps

Interfaces in the Port-Group B2B Credit Bandwidth Rate Mode

Buffers (Gbps)

fc2/13 32 4.0 shared

fc2/14 125 4.0 dedicated

fc2/15 32 4.0 shared

fc2/16 32 4.0 shared

fc2/17 32 4.0 shared

fc2/18 32 4.0 shared

fc2/19 32 4.0 shared

fc2/20 32 4.0 shared

fc2/21 32 4.0 shared

fc2/22 32 4.0 shared

fc2/23 32 4.0 shared

fc2/24 32 4.0 shared
Port-Group 3

Total bandwidth is 12.8 Gbps

Total shared bandwidth is 4.8 Gbps

Allocated dedicated bandwidth is 8.0 Gbps

Interfaces in the Port-Group B2B Credit Bandwidth Rate Mode

Buffers (Gbps)
fc2/25 125 8.0 dedicated
fc2/26 32 4.0 shared
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fc2/27 32 4.0 shared
fc2/28 32 4.0 shared
fc2/29 32 4.0 shared
fc2/30 32 4.0 shared
fc2/31 32 4.0 shared
fc2/32 32 4.0 shared
fc2/33 32 4.0 shared
fc2/34 32 4.0 shared
fc2/35 32 4.0 shared
fc2/36 32 4.0 shared
Port-Group 4
Total bandwidth is 12.8 Gbps
Total shared bandwidth is 4.8 Gbps
Allocated dedicated bandwidth is 8.0 Gbps
Interfaces in the Port-Group B2B Credit Bandwidth Rate Mode
Buffers (Gbps)
fc2/37 125 8.0 dedicated
fc2/38 32 4.0 shared
fc2/39 32 4.0 shared
fc2/40 32 4.0 shared
fc2/41 32 4.0 shared
fc2/42 32 4.0 shared
fc2/43 32 4.0 shared
fc2/44 32 4.0 shared
fc2/45 32 4.0 shared
fc2/46 32 4.0 shared
fc2/47 32 4.0 shared
fc2/48 32 4.0 shared
4. Check the oversubscription as shown in Figure 2-10.
Module CGroup Ports 3peed Rx3peed TxIpeed
2 1 1-1% 1006 0 [}
2 z 12-14 1,200 0 o
i ] £5-26 1,200C 0 [
3 4 37-43 1,800 0 [

(Ipeed in byrtes)

Figure 2-10 Checking the oversubscription status from the Device Manager
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Administration tasks specific to Gen 3 line cards

When working with Gen3 line cards there are a few more parameters to check
and configure with respect to the ports and modules.

As shown in Figure 2-11, we can configure 8 Gbps port rate mode.

@ md=92221-2 - fc2/1 B3

General | g BB Credit | Other | FLOGE | ELP | Trunk Confia | Trunk Failures | Bhysical | Capability | Diagnastics |

Description: |Memher of PortChannel 10

Portysan: 10 ~|

Drymamnich'SaN:
~Mode
Admin; " auko F FL & E (O Fi 5D TL CFY 5T MNP

Oper: auko

~Speed > ~
Admin: € auto ¢ tGh © 26h ¢ 4Gh  auteMaxzc ¢ BGh ( autoMaxds
Oper: nfa
RateMode: % dedicated ¢ shared

—Status — _——— s e
Service: % in " out

Admin:  up F down

Oper: down
FailureCause: adminCown
Wastnak|edifalse
LastChange: Z003/09)/24-09:56:46

ApplyQ Refresh | Help | Close

Figure 2-11 8 Gbps port configuration in Device Manager

It is possible to use a specific auto option to set the port speed. For example, we
can set for an 8 Gbps port autoMax2G or autoMax4G mode. This means that the
8 Gbps port will set its speed automatically to the best allowed, but no faster than
respectively 2 Gbps or 4 Gbps. These options are valuable when using
oversubscription and sharing modes.

For Gen 3 cards we can configure Bandwidth Reservation Modes. As shown in
Figure 2-7 on page 45 there is another option in the menu when you right-click
the Gen 3 line card “Bandwidth Reservation Mode”. When you click it you will be
offered less options to choose as shown in Figure 2-12 on page 50.
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The options to configure are dependent on the type of Gen3 card. This applies to
the 44/4-port 8 Gbps Host-Optimized Fibre Channel switching module in our
MDS9222i:

» Dedicated 2G on the first port of each group, remaining ports 4G shared
» Dedicated 8G on the first port of each group, remaining ports 4G shared
» Shared AutoMax4G on all ports (initial & default settings)

The 44/4-port 8 Gbps Host-Optimized Fibre Channel switching module has 4
port groups and each port group has 12 ports.

@ mds9222i-2 - RateMode Config Ed

—RateMode Config - DS-X9248-48K9

(" Dedicated 25 on the Firsk port of each group, remaining ports 4G shared

% Dedicated 8G on the First port of each group, remaining porks 4G shared |
" Shared AukoMax43E on all ports {initial & default settings)

Apply | Help ] Close |

Figure 2-12 Bandwidth Reservation Config for Gen 3 line cards

There are three Gen 3 line cards available at the time of writing and all of them
follow the same rules with respect to the ports and modules configuration and
administration.
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Operating system

In this chapter we discuss the Cisco SAN-OS and NX-OS operating systems.
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3.1 System memory areas

52

The Cisco MDS contains an internal bootflash used for holding the current
bootable images, kickstart and system. License files are also stored here, but the
bootflash can also be used for storing any file, including copies of the startup
config.

MDS 9500 supervisors also have an external bootflash memory slot called Slot0:
that is used for transferring image files between switches.

The system RAM memory is used by the Linux operating system and a Volatile:
file system for storing temporary files. Any changes made to the switch operating
parameters or configuration are instantly active and held in the running
configuration.

All data stored in RAM will be lost when the MDS is rebooted, so an area of
non-volatile RAM (NVRAM) is used for the storage of critical data. The most
critical of these would be the running configuration for the switch. The running
configuration should be saved to the Startup-Configuration in NVRAM using the
CLI command copy run start so that the configuration can be preserved during
a switch reboot.

The MDS Cisco 9000 family switches have three main memory areas, as shown
in Figure 3-1.

Flash Memory RAM Memory NVRAM Memory
Bogtlash: System: NVRAM:
(internal flash)

Kickstart Image
System Image
License Files
Linux System Space Boot Parameters
SAN-OS / NX-0S (Kickstart + System)
copy run start
Slot 0: Running Config Startup Config
(external flash)
Volatile: Log:
Modflash:
(SSM flash) Temporary File Space Logfile

Figure 3-1 MDS Cisco 9000 memory areas
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During the switch boot process, it is essential that the switch knows where to find
the kickstart and system images and what they are called. Two boot parameters
are held in NVRAM:

» Boot system bootflash: <system>.img
» Load kickstart bootflash: <kickstart>.img

An example of boot parameters stored in NVRAM is shown in Example 3-1.

Example 3-1 Boot parameters from NVRAM

mds9222i-1# show running-config

---- truncate ----

switchname mds9222i-1

boot kickstart bootflash:/m9200-s2ek9-kickstart-mz.4.1.1.bin
boot system bootflash:/m9200-s2ek9-mz.4.1.1.bin

---- truncate ----

3.1.1 Boot sequence

SAN-OS is the common operating system for all switches in the MDS9000 SAN
switch family. Each switch is shipped with the latest MDS SAN-OS, which
consists of a kickstart and a system image. Starting from release 4.x SAN-OS, it
will be rebranded to NX-OS. The newest MDS9000 devices will be shipped with
the NX-OS 4.x operating system based on the same source code tree.
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To understand the concept of kickstart and system images, we briefly explain the
boot sequence for a MDS 9000 family switch, as shown in Figure 3-2:

1. The BIOS performs HW component tests (runs POST) and loads Bootloader

2. Bootloader gets kickstart boot parameters from the NVRAM, verifies the
kickstart image, and loads it from the bootflash. After that we will get a loader
prompt Loader>prompt.

3. The kickstart image loads the Linux kernel and drivers from the bootflash and
gets system boot parameters from NVRAM. It verifies the system image and
loads it. After that we will get a Switch(Boot)# prompt.

4. The system image reads the startup configuration file, loads SAN-OS/NX-OS,
checks file systems, and loads startup-config. When the system image has
loaded you can access and manage the switch using the management
interface Switch#prompt.

Loads NX-OS Linux System Space
Check file systems SAN-OS / NX-0S
Loads startup-config
Switch# prompt

System:
r | G | (=AW)

ﬁ

Loads LINUEX Kemnel & Drivers NVRAM Boot Parameters
Gets System Boot Parameters # boot system bootflash:systemd41.img
Verifies System image and loads it # load ki t bootfl t41.img

Switch(Boot)# prompt

Bootloader

Gets Kickstart Boot Parametres |

Bootflash:
(internal flash)

| systemé1.img
kickstart41.img
Runs POST |
Loads BootLoader

Verifies Kickstart image and loads it
Loader> prompt

Figure 3-2 Regular boot sequence

Note: If the boot parameters are missing or have an incorrect name or
location, then the boot process will fail at the last stage. If this happens, then
you must recover from the error and reload the switch. The install all
command is a script that greatly simplifies the boot procedure and checks for
errors and the upgrade impact before proceeding.

The kickstart and system image must be available for the switch to boot, and
therefore it is placed in the bootflash. It is possible to boot from an external
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kickstart image placed on a TFTP server, although this requires manual
intervention. This is only used when recovering from corrupted boot images, and
the process is to copy the kickstart and system image to the bootflash (after
verifying that the switch can boot from the kickstart image on the TFTP server).

3.1.2 Upgrade prerequisites

When upgrading the SAN-OS or NX-OS on a Cisco MDS 9000 family switch, you
must specify the variables that direct the switch to the images (kickstart or

system).

Verify the following prerequisites prior to upgrading the software images:

» Scheduling

Verify that the fabric is stable and steady, while ensuring that no switch or
network configurations are performed when you plan to upgrade the switch,
since all configurations are disallowed while the upgrade is running.

» Space

Verify that there is enough space available where you intend to copy the new
software images (this being the active and the standby supervisor bootflash).
Use the command-line interface (CLI) to dir bootflash to verify that the
required space is available, as shown in Example 3-2.

Example 3-2 Listing files on bootflash

mds9222i-1# dir bootflash:

1567 Sep 18 23:02:

25 Sep 11 02:16:

1024 Sep 11 06:40:

46080 Sep 17 02:02:
3757210 Sep 11 02:06:
19542528 Sep 17 02:01:
m9200-s2ek9-kickstart-mz.4.1.
101905006 Sep 17 02:01:
106106231 Sep 18 00:07:
1024 Sep 11 02:16:

05 2008
32 2008
00 2008
16 2008
49 2008
58 2008
1.bin

51 2008
29 2008
33 2008

Usage for bootflash://sup-Tocal
275624960 bytes used
71203840 bytes free
346828800 bytes total

FOX1216GP0OC.1ic
cpu_logfile
epld_dir/
lost+found/
m9000-epld-4.1.1.img

m9200-s2ek9-mz.4.1.1.bin
m9200-s2ek9-mzg.4.1.0.182.bin
partner/
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» Hardware

Ensure that the switch is connected to a stable power source, as loss of
power during the upgrade could potentially corrupt the image. An example
command is shown in Example 3-3.

Example 3-3 Checking the status of the power modules

mds9222i-1# show environment power
Power Supply:
Voltage: 42 Volts

PS Model Power Power Status
(Watts) (Amp)
1 DS-CAC-845W 800.10 19.05 0k
2  DS-CAC-845W 800.10 19.05 Ok
Mod Model Power Power Power Power
Status
Requested Requested Allocated Allocated
(Watts) (Amp) (Watts) (Amp)
1 DS-X92221-K9 209.16 4,98 209.16 4.98
Powered-Up
2 DS-X9248-48K9 214.20 5.10 214.20 5.10
Powered-Up
fanl DS-2SLOT-FAN 47.88 1.14 47.88 1.14
Powered-Up
Power Usage Summary:
Power Supply redundancy mode: Redundant
Power Supply redundancy operational mode: Redundant
Total Power Capacity 800.10 W
Power reserved for Supervisor(s) 418.32 W
Power reserved for Fan Module(s) 47.88 W
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Power currently used by Modules 214.20 W

Total Power Available 119.70 W

» Connectivity

Verify that you have connectivity to the server from which you are
downloading the software images.

» Images

Verify that the specified system and kickstart images are compatible. If no
kickstart image is specified, the running kickstart image is used. If a different
system image is specified, you must verify that it is compatible with the
running kickstart image.

When upgrading the SAN-OS or NX-OS on any Cisco MDS 9000 family switch
running in production, we strongly recommend that you use the install all
command, which provides a nondisruptive upgrade process.

Important: If you issue the install all command on a switch that only has a
single supervisor system with kickstart and system image changes, or on a
dual supervisor system with incompatible system software images, then the
process is disruptive.

For switches not running in production, you can alternatively perform the quick
upgrade procedure using the reload command. This process is disruptive.

Important: We strongly recommend having a copy of the switch configuration
files on an external server or on any other external resource before starting
the upgrade firmware process.

3.1.3 Install all

Using the install all command provides you with the ability to upgrade a
switch in the least disruptive way. When invoked, the command first checks the
image integrity, including the running kickstart and system images, and performs
a platform validity check of the image to which you are upgrading. When the
validation is performed, you are presented with an overview of the changes (and
impact), and you are prompted to confirm the upgrade process to start (or
cancel).
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3.1.4 Quick upgrade

Performing a quick upgrade using the reload command is on/y recommended for
switches not in production, while on completion the switch is rebooted. The
process is to copy the kickstart and system image to the switch, set the boot
variables, and issue the reload command. When completed, the switch is
rebooted.

3.1.5 Manual upgrade

We only recommend performing a manual installation for experienced specialists
who are completely familiar with switch configurations. For further details on how
to perform manual upgrades, consult the Cisco MDS 9000 Family Configuration
Guide:

http://www.cisco.com/en/US/products/ps5989/products_installation _and_
configuration_guides_Tlist.html

3.2 Upgrading the SAN-OS or NX-OS
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In the topics that follow we describe how to upgrade the SAN-OS or NX-OS.

Note: We recommend that you always contact your IBM service
representative prior to performing a SAN-OS or NX-OS upgrade, to review
your software requirements based on your operating environment.

We upgrade the NX-OS to the latest released level. This can be done using
either the CLI or the graphical user interface (GUI) (FM or DM). For
completeness we show how to perform the upgrade using both the CLI and the
GUI.

Note: For this book we used NX-OS Version 4.1(0.182) and NX-OS Version
4.1(1).

Implementing an IBM/Cisco SAN


http://www.cisco.com/en/US/products/ps5989/products_installation_and_configuration_guides_list.html

3.2.1 Upgrading the SAN-OS or NX-OS using the CLI

To upgrade the SAN-OS or NX-OS using the CLI:

Check the current SAN-OS or NX-OS version.
Check the free space of bootflash to copy files
Copy files form the FTP server to CISCO bootflash.
Back up the running configuration.

Install SAN-OS using the command install all.
Verify the switch version.

ook wNd~

Prior to upgrading the switch, we first list the current SAN-OS or NX-OS version
running on the switch, as shown in Example 3-4.

Example 3-4 Issuing show version before upgrade

mds9222i-1# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2008, Cisco Systems, Inc. A1l rights reserved.
The copyrights to certain works contained herein are owned by
other third parties and are used and distributed under license.
Some parts of this software are covered under the GNU Public
License. A copy of the license is available at
http://www.gnu.org/licenses/gpl.html.

Software
BIOS: version 1.0.15
lToader: version N/A

kickstart: version 4.1(1) [build 4.1(0.182)] [gdb]

system: version 4.1(1) [build 4.1(0.182)] [gdb]

BIOS compile time: 07/16/08

kickstart image file is:
bootflash:/m9200-s2ek9-kickstart-mzg.4.1.0.182.bin

kickstart compile time: 10/12/2020 25:00:00 [08/15/2008 18:42:09]

system image file is: bootflash:/m9200-s2ek9-mzg.4.1.0.182.bin

system compile time: 12/25/2010 12:00:00 [08/15/2008 20:03:21]

Hardware
cisco MDS 92227 ("4x1GE IPS, 18x1/2/4Ghbps FC/Sup2")
Motorola, e500v2 with 1036512 kB of memory.
Processor Board ID JAE12088ZMT

Device name: mds9222i-1

bootflash: 1000440 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 38 second(s)
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Last reset at 970000 usecs after Wed Sep 17 00:31:49 2008

Reason: Reset Requested by CLI command reload
System version: 4.1(1)
Service:

After we have done that we verify that there is sufficient space on the supervisor
bootflash, as shown in Example 3-5.

Example 3-5 Listing the bootflash

mds9222i-1# dir bootflash:
25 Sep 11 02:16:32 2008 cpu_logfile
1024 Sep 11 06:40:00 2008 epld_dir/
46080 Sep 17 00:24:31 2008 Tost+found/
3757210 Sep 11 02:06:49 2008 m9000-epld-4.1.1.img
19542528 Sep 11 02:08:00 2008 m9200-s2ek9-kickstart-mz.4.1.1.bin
19560960 Sep 17 00:23:42 2008 m9200-s2ek9-kickstart-mzg.4.1.0.182.bin
101905006 Sep 11 02:15:15 2008 m9200-s2ek9-mz.4.1.1.bin
106106231 Sep 17 00:22:14 2008 m9200-s2ek9-mzg.4.1.0.182.bin
1024 Sep 11 02:16:33 2008 partner/

Usage for bootflash://sup-local
295262208 bytes used
51566592 bytes free
346828800 bytes total

Next we copy the NX-OS code from an FTP server to the bootflash: on the
switch, as shown in Example 3-6.

Note: Ensure that the FTP server is reachable in order to copy the required
files. Firewalls may prevent you from reaching the FTP server.

Example 3-6 Copy NX-OS code to bootflash

mds9222i-1# copy ftp://9.43.86.49/jaco/4.1.1/m9200-s2ek9-kickstart-mz.4.1.1.bin
bootflash:

Enter username: jaco

File transfer in progress, please wait ...

Password:

mds9222i-1# copy ftp://9.43.86.49/jaco/4.1.1/m9200-s2ek9-mz.4.1.1.bin
bootflash:

Enter username: jaco
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File transfer in progress, please wait ..
Password:
mds9222i-1#

Prior to starting the actual upgrade process we back up the running configuration
to our FTP server, as shown in Example 3-7.

Tip: A best practice when performing configuration changes is to always save
the running configuration to the startup configuration. By doing this you could
also preserve previous startup configurations for two generations.

Example 3-7 Back up the running configuration

mds9222i-1# copy running-config ftp://9.43.86.49/jaco/backup
Enter username: jaco

Password: ****¥*xk*

mds9222i-1#

Note: We recommend verifying that the backup completed successfully, is
readable, and is accessible.

After backing up the configuration, start the upgrade using the install all
command, as shown in Example 3-8.

Example 3-8 Upgrading the switch using the install all command

mds9222i-1# install all system bootflash:m9200-s2ek9-mz.4.1.1.bin kickstart
bootflash:m9200-s2ek9-kickstart-mz.4.1.1.bin

Verifying image bootflash:/m9200-s2ek9-kickstart-mz.4.1.1.bin for boot variable
"kickstart".
[####### #4444 ######44#] 100% -- SUCCESS

Verifying image bootflash:/m9200-s2ek9-mz.4.1.1.bin for boot variable "system".
[#####4###4# #4444 444#] 100% -- SUCCESS

Verifying image type.
[####### #4444 ##4#44##] 100% -- SUCCESS

Extracting "system" version from image bootflash:/m9200-s2ek9-mz.4.1.1.bin.
[##### 4444444444 44444] 100% -- SUCCESS

Extracting "kickstart" version from image

bootflash:/m9200-s2ek9-kickstart-mz.4.1.1.bin.
[####### #4444 #####44#] 100% -- SUCCESS
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Extracting "bios" version from image bootflash:/m9200-s2ek9-mz.4.1.1.bin.
[####### #4444 ##4444] 100% -- SUCCESS

Extracting "s1c2" version from image bootflash:/m9200-s2ek9-mz.4.1.1.bin.
[##### #4444 #####44##] 100% -- SUCCESS

Performing Compact Flash and TCAM sanity test.
[####### #4444 ##4444] 100% -- SUCCESS

Notifying services about system upgrade.
[##### #4444 #####44##] 100% -- SUCCESS

Compatibility check is done:

Module bootable Impact Install-type Reason
1 yes non-disruptive none
yes non-disruptive none

Do you want to continue with the installation (y/n)? [n] y
Install is in progress, please wait.

Setting boot variables.
[###### #4444 #####4##] 100% -- SUCCESS

Performing configuration copy.
[## 444444444444 #44444] 100% -- SUCCESS

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.
Warning: please do not remove or power off the module at this time.
[###### #4444 #######4#4] 100% -- SUCCESS

Module 2: Refreshing compact flash and upgrading bios/loader/bootrom.
Warning: please do not remove or power off the module at this time.
[#################44#] 100% -- SUCCESS

Install has been successful.
mds92221i-1#

After the upgrade has completed, verify the version using the show version
command, as shown in Example 3-9.

Example 3-9 Issuing show version after upgrade

mds9222i-1# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2008, Cisco Systems, Inc. A1l rights reserved.
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The copyrights to certain works contained herein are owned by
other third parties and are used and distributed under license.
Some parts of this software are covered under the GNU Public
License. A copy of the license is available at
http://www.gnu.org/licenses/gpl.html.

Software
BIOS: version 1.0.15
loader: version N/A
kickstart: version 4.1(1)
system: version 4.1(1)
BIOS compile time: 07/16/08

kickstart image file is:
bootflash:/m9200-s2ek9-kickstart-mz.4.1.1.bin

kickstart compile time: 10/12/2020 25:00:00 [09/09/2008 06:55:47]

system image file is: bootflash:/m9200-s2ek9-mz.4.1.1.bin

system compile time: 8/22/2008 0:00:00 [09/09/2008 08:15:09]

Hardware
cisco MDS 92221 ("4x1GE IPS, 18x1/2/4Gbps FC/Sup2")
Motorola, e500v2 with 1036316 kB of memory.
Processor Board ID JAE12088ZMT

Device name: mds9222i-1
bootflash: 1000440 kB
Kernel uptime is 0 day(s), 0 hour(s), 1 minute(s), 59 second(s)

Last reset at 353970 usecs after Wed Sep 17 00:53:38 2008
Reason: Reset Requested by CLI command reload

System version: 4.1(0.182)
Service:

3.2.2 Upgrading the SAN-OS using the GUI

In the following example we upgrade the NX-OS on the MDS switch using the
GUI by invoking the process using the Fabric Manager interface.
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Before starting an upgrade process we recommend checking the firmware
versions on all switches in the fabric, as shown in Figure 3-3.

File View Zone Took Performance  Server Help

S He s SREEPNNT 8| WsEE

Jier250$ 2

~Lagical Domains

Inventory | Card Module Status | Card Module Config | Temperature Sensors | Power Supplies |

b

Serial Mo Seril Mo
{3 vsanooot Switch | Mame |ModelMame  [Primary Secondary |HfW Rev |5/w Rev | Alias AssetlD Operstatus
{20 vsanDo10 mds9222i-1 |MDS 9222i (2 Slot) Chassis D5-C92221-K9  FORIZIEGROC |JAB1217M34T 1.0 73-11019-01  |nfa
{3 vsanoozo mds9222i-Z MDS 9222i (Z Slat) Chassis DS-C92221K3 FOR1115045L 1.0 [73-11019-01
{2 vsanDoan mds9216i-1 MDS 92161 (2 Slot) Chassis DS-CI2161-K3 [FOR102900%M 2.0 [73-9724-03
{2 IT50_¥SAN_S0_INTEROP (S0} 1
{23 IT50_W¥SAN_60 (down) 1/2/4;3 Ghps 4/44-Port FC Module DS X9248-48K9 JAE1Z16ERLE 0.35 4.1(1)
Groups -2 |4x1GE IFS, 18x1/2/4Ghps FC/Sup2  DS-K92221-K9 [JAE1123KB46 0610 [4.4(1)  |4xIGE IPS, 18x1/2[4Gbps FCj50p2 [73-11018-06 ok
12{4/8 Gbps 4/44-Pork FC Module  |DS-K9248-48K9 JAE1214D140 0.35 4.1(1) [7a-11289-03 ok
i1 [2x1GE IPS, 14x1/2Ghps FC/Supervisor DS-X92161K9 |JAE1036AWDY 7.0 4,110 [2x1GE IPS, 14x1/2Gbps FC/Supervi[73-9633-10 (k.
1P Storage Services Moduls DS-X9308-5MIP | JAE10162YS0 7.0 4.1(1) 7a-a08311 ok
Powersupply-2 DS-CAC-845W |QC511171025 1.2 [341-0052-03 ok
PowersSupply-2 DS-CAC-545W |QCS1029101H 1.2 341-0052-03 ok
i-1 Powersupply-1 D5-CAC545W |QCS121510D6 1.2 [341-0052-03  lok
i1 [PawerSupply-2 DS-CAC-845W |QC51215109K 1.2 B41-0052-03 ok
q | Fan Module-1 DS-25LOT-FAN [DCH12131591 4.0 | a00-24475-02 ok
— Fan Module-1 DS-25LOT-FAN [NWG1114068E 2.0 | | ~ |ra-samee ok
Physical Attributes Fan Module-1 DS-25LOT-FAN [NWG10270706 2.0 | | 7a-8aae-0s ok
(=) Switches e N
~Licenses &= =
e B L) _ B GQlogic 83:68:00-H
1) Clack mugm 05:41:be-H oo mds92161-1
- Supervisor Statistics Bz iy, O =~ ]
Copy Configuration ®
() Interfaces Q Qlogic 18:d / ToDE1 FDSZ
[ FC Services
{2 Events @ 0os 5ymBms1744 \a‘s\\ i NODEZ _Fos0
) Security 5]
NPTV = N\LE _FCSO
{25 N_Port Virtualizer (WPY) Glogio 88.55-c0.H Gs0222)
B 8Ls @ ﬂlng|c054c aa-H
----- Port Channels )
—~FCIP - SWC3_NODEZ_FCSO
& éif;;tsces 5 -} svm_NcEm_rcso
" Hosts IBM 8:01:00:1d22.5 ELAMEECE] =
""" Storage IBI 8:01:00:37:65-5
Device Alias
DPYM » IBM 8:01:00:1d:21-5
----- 551 \BM_Z?;;EIEK_1 Emules 3247 0
igNE
() Inteligent Features =
Dats Mobily Manager I [ _|J

~-SME Clusters
..... Flru Sk atickice.

4
Fabric_mdsoz22i2 [ [] Loo] [4 Events

H

16 rows, gueried 3 switches

Figure 3-3 Checking the firmware versions for all devices in the fabric in the GUI
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To start the process, invoke the Fabric Manager Software install wizard by
clicking the icon, as shown in Figure 3-4.

@ Fabiic Manager 4.1[1) [admin@localhost [session 2]] FSAN /Fabric_mds9222i-2
File “iew Zone Toolz Performance Server Help

e Rme EdYE | sREAOURT | 3 SRES | 9
~Logical Damain : @ EG] xs? @ E {

-0 SAN
B Inventory | Card Module Status | Card Module Config | Temperature Sensors ] Power Supplies |
Setial Mo Setial Mo
Switch ame ModelMame Primary Secondary  |HfW Rew | S Rey
mds9222i-1 [MDS 9222 (2 Slot) Chassis D5-C32221-K9 [FOX1216GP0C |JABLZ217N34T (1.0
mds9222i-2 MDS 9222i (Z Slot) Chassis D5-C92221-k9  [FOikl 1150450 | 1.0
-1 MD3 9216i (2 Slot) Chassis D5-C9216I-K9  [FOR10Z200WM 2.0
{C3) ITS0_WSAN_S0_INTERGP (50) = ! JAE1Z
{2 ITSO_WSAN_60 (down) -1|1/2/4/8 Gbps 4/44-Port FC Module  [DS-49248-43K9 | JAE1216EXLE m
----- Groups mds9222i-2 4x1GE IPS, 18x1/2/4Ghps FC/SUp2  [D5-¥92221-K9 | JAE1123KE46 | 0,610 4101
mds9222i-2 |1/2{4/8 Gbps 4{44-Part FC Module  [D5-%9248-48K39 1AE1214DI4U 0,35 4101
mds9216i-1 2x1GE IPS, 14x1/2Ghps FC/Supervisor D5-%92161-K9 | JAE1036AWDS 7.0 4.1(1)
nids9216i-1 1P Storage Services Moduls DS-%2308-SMIP |JAE10162\'m 7.0 74.1(1)

Figure 3-4 Upgrade using Fabric Manager

In step 1, the Software Install wizard prompts us to select which switches we
want to upgrade. Choose the required switch upgrade and click Next, as shown
in Figure 3-5.

@ Software Install Wizard - fSAN/Fabric_mds9222i-2 B [

Step 1 of 4 - Select Switches .~ |
X D)

Select switches to install software images. ‘ou must select at least one switch in order o proceed. -}

ISeIect 1Switch Model Running Software Version [Standby]
vV  |mdsgzzzi-z DS-C9222 4.1(0,182)
[dsozzzi-1 ] (10

Mexk [~ Cancel |

Figure 3-5 Selecting the switches to upgrade
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In step 2, the wizard prompts us for the location of the software that we want to
install. Specify the FTP server where the kickstart and system images reside, the
size of the images, and the login credentials for the FTP server, and click Next,
as shown in Figure 3-6.

Note: The complete path to the file location must be specified for this step to
complete successfully.

The wizard does not verify automatically whether the images match the
specified size, but the value is used to verify whether the amount of
corresponding free space is available on the bootflash prior to initiating the
download.

Tip: Click Verify Remote Server and Path to ensure that you can reach the
source server.

@ Software Install Wizard - fSAM/Fabric_mds92221-2

Siep 2 of 4 - Specily Software Image(s) by Model N\t
For each switch model, specify the new images to use, You must specify at least one image for each model by double-clicking on D

the table cell. The tokal space required on the bootflash ta copy the image is shown in the ‘Required Flash Space’ column, To use

images that are already downloaded, check 'Skip Image Download', Press 'Werify' to walidate remote server settings and filenames /|
(S5Hv2 only); be patient, this can take awhile, Please manully copy ssiimage to switch,

Transfer files fram: ¢ Lacal FM TFTP (# Remate

~Remote Dptions
Copy Fles Yia:  TFTP " SFTP & SCp & FTR

Server: [0.43.56.49

UserMarne: Ijaco

Password: I""""""

Flashspace: [55 —|1.512m8

‘erify Remote Server and Path

—Image{s N — —
Model System Kickstart Asm-sfn S5

D5-C9200-52 m9200-52ek9-mz.4.1.1.bin m9200-s2ek9-kickstart-mz.4.1.1.bin

- Back Mext [~ Cancel

Figure 3-6 Specifying images and location
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In step 3, the software install wizard verifies that the required free space is
available on the bootflash, and we click Next, as shown in Figure 3-7.

@ Software Install Wizard - /SAN/Fabric_mds9222i-2

Step 32 of 4 - Check Flash Free Space

The ta%

below shows the active (and standby, if applicable) bootflash space on each switch, and shows the status (whether
there is enough space for the new images), IF any switch has insufficient space, you cannot proceed, Free space by clicking the

edit button {...), or deselect the switch by going back to the first screen and unchecking the checkbos:,

Edit |Switch

Supervisar

Size (ME)

Free (MEB)

Required {ME}

mds9222i-2

active

73l

364

122|0k

- Back |

Cancel |

Figure 3-7 Verifying required free space on bootflash

When you do not have enough free space to copy the files, just delete the
previous version of files stored on the bootflash, as shown in Figure 3-8.

= Software InstallMizard - /SAN/Fabric_mds9222¢20

| ORI YT o "L W W T

The table below shows the active (and standby, if applicable) bootflash space on each switch, and shows the status (whether
there is enough space for the new images), IF any switch has insufficient space, you cannot proceed, Free space by clicking the

edit button ...}, or deselect the switch by going back ta the First screen and unchecking the checkbos,

|

)/

Edit |Switch SupEryisor Size {ME) |Free (B} Required {ME} Skatus
mds9216i-1 ackive 136 59 85 Mo space
mds9222i-2 ackive 731 538 850k
ds0223i-1 chive Il S48 71 &5[jo space
Click to edit/view flazh files Flazh Files - mds9222i-1 [Upgrade Wizard) x|
H = | Partition: |sup-local = EF
| Size | Madified |
wrz 23 11:12:25 2003
1,567k wrz 18 23:02:05 2003
25 wrz 11 02:16:32 2008
1,024k wrz 11 06:40:00 2003
46,050k wrz 17 02:02:16 2008
m9000-epld-4.1.1.img 3,757M wrz 11 02:06;49 2003
mI200-s2ekd-kickstart-mz.4.1.1. 19,543M wrz 17 02:01:58 2008
m3200-s2ek3-mz.4.1.1.bin 101,905M wrz 17 02:01:51 2003
i m9200-52ekd-mzg.4.1.0.182.bin 106, 106M wrz 18 00:07:29 2003
[+-partner 1,024k wrz 11 02:16:33 2003
Delete | Refresh | Close |
9 Entries {Used: 275,625M, Free: 71,2040
-7 Back | Mexk [~ | Cancel |

Figure 3-8 Delete files from bootflash using Software Install Wizard
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You can delete files from the bootflash using the Device Manager functionality, as
shown in Figure 3-9 and Figure 3-10.

Device Manager 4.1(1) - mds9222i-2 [ad) 9 [=] 3
Dewvice Physical Intefface FC FICOM P Securty | Admin  Logs Help
@ BE B AR ed vmav]2  Evens >

Copy Configuration...

Device I Summary |

Save Configuration

P I 11T L AT F— £ N
STATUS m l ﬂﬁr L
* MTP [Netwark Time Protocol)..
Running Processes. ..

Licenzes...
Feature Contral...
CFS [Cizoo Fabric Services]...

Show Tech Suppart...

_lup Boown [Fal  [Minor (U Show Image Yersion...
Show Epld Version...
Show Cores...

Show Startup/Funning Config. ..

Eraze Startup Configuration
Reset Switch

Figure 3-9 Flash Files option in the Device Manager

2i-2 - Flash Files
Device: |bootflash: vl Parkikion: | sup-lacal vl EF

Mame | Size I Modified I

bootflash wrz 16 16:01:04 2003
bboot-3.2.1.23 13,017M sty 01 00:06:14 1970
31,590M sty 01 00:08:09 1970

4,096k sty 01 00:04:02 1970

4,096k sty 01 00:04:02 1970

=] sty 01 00:04:02 1970

25 sie 13 05:58:30 2007

[#-epld_dir 4,096k sie 18 06:12:44 2007
lost+Found 49,152k sie 18 06:07:42 2007

- m3000-epld-4,1.1.imq
m9200-s2e tart-mz.4.1.1.bin

sie 18 06:12:01 2007
-m2z00-s2ekd-mz.4.1.1.bin 101,905M sie 18 05:57:19 2007

partner 4,096k sie 18 05:58:31 2007
Copy... | Delete | Refresh Close

11 Entries {Used; 241,238M, Free; 490, 234M)
Figure 3-10 Choose files to remove from the bootflash
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Next we can start the installation using the GUI, as shown in Figure 3-11.

& Software Install Wizard - /SAN/Fabric_mds9222i-2

Step 4 of 4 - Start Install
5

Press ‘Finish' to start the install,
MWOTE: Please ensure the management interface on the standby supervisor is connected before proceeding, /

I Ignore &ctual Install and only do Version Chedk

I™ Ignore Yersion Check Results and Continue Installation without Prampting

~Upgrade Order
Order ISwitch |Model |Running Software Wersion [Standby] |

1 Imds3z2zi-2 IDs-cozezi 4,10, 182) -

Caneel

Figure 3-11 Starting the installation for the MDS 9000 family switch

Note: If you want to perform the upgrade unattended, then in order to avoid
being prompted to start the upgrade, you can check mark Ignore versions
check results, as shown in Figure 3-11 on page 69. But in this case you must
be sure that new firmware version is correct and all conditions are met.
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After starting the installation, the image download process starts, and upon
completion bootflash synchronization and compatibility checks are performed, as
shown in Figure 3-12.

& Software Install Wizard - /SAN/Fabric_mds9222i-2

Dowtiload and Install Status

|select [swiech  faton 0000000000000 fsmws 000000 |
e

Figure 3-12 Compatibility checks and synchronization before the upgrade process starts
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When the wizard is ready to start the upgrade, we are prompted to click Yes
(within a time-out period of 5 minutes) to start the upgrade, as shown in
Figure 3-13.

' mds9222i-1 - ¥ersion Check Results - Upgrade? x|
Download and ‘nstall Status Lo
Modul |Bootable | UparadeRequired [mpact [ InstalType |

T

Figure 3-13 Verification after compatibility checks before running an upgrade process

As shown in Figure 3-14, we are prompted to confirm that we want to start the
upgrade process.

-1 - Version Check Results - Upgrade?

Impact | InstalType |

Figure 3-14 Version Check Results
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As shown in Figure 3-15, the installation process step-by-step status is
continuously displayed and we can monitor it and verify the progress.

& Software Install Wizard - /SAN/Fabric_mds3222i-2

Download and Install Status

seect [Sutch lacn |
—

InProgress Polling

Figure 3-15 Monitoring the installation progress
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In the last step, when the installation completes, we can see the status of the
upgrade process, as shown in Figure 3-16.

= Software Inztall Wizard - /SAN /Fabric_mds9222i-2

Dowrload and Install Status

Figure 3-16 Upgrade completed successfully

The upgrade has completed successfully.
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Management tools

In this chapter we describe some of the useful features of the Cisco management
tools.
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4.1 Management tools

For switch and fabric management of the Cisco MDS 9000 family, both a
command-line interface (CLI) and a graphical user interface (GUI) are available.
The CLI uses Telnet, Secure Shell (SSH), or a serial console, while the
GUI-based Fabric Manager toolset uses Simple Network Management Protocol
(SNMP) when accessing the switches.

Previously, the Cisco Fabric Manager and Cisco Device Manager software was
embedded in every Cisco MDS 9000 family switch. This software was
downloaded and installed automatically through Java Web Start when you
accessed a switch through a supported Java-enabled Web browser, such as
Windows Internet Explorer or Netscape Navigator.

SAN-OS Release 3.2(1) brought about a major change in how Fabric Manager
Software is upgraded and installed. Fabric Manager is no longer packaged with a
Cisco MDS 9000 family switch. You can use an installation media as a compact
disc read-only memory (CD-ROM) or you can download Fabric Manager from the
Cisco Web site.

4.1.1 Launching the CLI

76

There are multiple connection options and protocols available to manage the
MDS 9000 family switches via the CLI. The initial configuration must be done
using a VT100 console access. VT100 console access can be a direct
connection or serial link connection such as a modem. Once the initial
configuration is complete you can access the switch using either Secure Shell or
Telnet.

Secure Shell (SSH) protocol provides a secure encrypted means of access.
Terminal Telnet access involves a TCP/IP Out-of-Band (OOB) connection
through the 10/100 MB Ethernet port or an in-band connection via IP over FC.

You can access the MDS 9000 family of switches for configuration, status, or
management through the console port and initiate a Telnet session through the
OOB Ethernet management port or through the in-band IP over FC management
feature.

The console port is an asynchronous port with a default configuration of

9600 bps, 8 data bits, no parity, and 1 stop bit. This port is the only means of
accessing the switch after the initial power up until an IP address is configured for
the management port.
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Once an IP address is configured, you can Telnet to the switch through the
management MgmtO interface on the supervisor card.

In-band IP over FC is used to manage remote switches through the local MgmtO
interface.

The CLI enables you to configure every feature of the switch. More than 1,700
combinations of commands are available and are structurally consistent with the
style of Cisco 10S software CLI.

The CLI help facility provides:

» Context-sensitive help: Provides a list of commands and associated
arguments. Type a question mark (?) at any time or type part of a command
and type ?.

» Command completion: The Tab key completes the keyword that you have
started typing.

» Console error messages: Identify problems with any switch commands that
are incorrectly entered so that they may be corrected or modified.

» Command history buffer: Allows recalling of long or complex commands or
entries for reentry, renewing, or correction.

» MDS Command Scheduler: Provides a UNIX® cron-like facility in the
SAN-OS that allows the user to schedule a job at a particular time or
periodically.

Configuration changes must be explicitly saved, and configuration commands
are serialized for execution across multiple SNMP sessions. To save the
configuration, enter the copy runningconfig startup-config command from the
config mode prompt to save the new configuration into nonvolatile storage. Once
this command is issued, the running and the startup copies of the configuration
are identical.

Every configuration command can be logged to the RADIUS server.
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4.1.2 Command mode levels

Switches in the MDS 9000 family have three command mode levels, as shown in
Figure 4-1:
» User EXEC mode

» Configuration mode
» Configuration submodes

switch prompt
(switch#)
|
i 7 7 7 ¥ e
Mode
dir copy show debug config terminal -
] 8
+ * Config
Mode -#—
bootflash: slot: flogi fcns fspf interface fcdomain zoneset
e °
| L 5 3
+ " " "' v Config |
SubMode
database port-channel fc feip iscsi mgmt -
e %
[
switchport shut no shut

Figure 4-1 The CLI hierarchy

The commands available to you depend on the mode that you are in. To obtain a
list of available commands, type a question mark (?) at the system prompt.

Exec mode

From the EXEC mode, you can perform basic tests and display system
information. This includes operations other than configuration such as show and
debug. Show commands display system configuration and information. Debug
commands enable printing of debug messages for various system components.
Changes made in EXEC mode are generally not saved across system resets
(that is, they are not saved to the startup config).

By default, you enter the user EXEC mode when logging on to a switch using the
CLI. When in EXEC mode, the prompt is SwitchName#.

Configuration mode

Use the config or config terminal command from EXEC mode to go into the
configuration mode. The configuration mode has a set of configuration
commands that can be entered after a config terminal command in order to set
up the switch. The configuration mode enables you to configure features that
affect the system as a whole. Changes made in this mode are saved across
system resets if you save your configuration (save to startup configuration).
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To enter the config mode when in EXEC mode, we enter the command config
terminal and the prompt changes to SwitchName(config)#.

To return to EXEC mode when in config mode, use the command end or press
Ctrl+z.

The CLI commands are organized hierarchically, with commands that perform
similar functions grouped under the same level. For example, all commands that
display information about the system, configuration, or hardware are grouped
under the show command, and all commands that allow you to configure the
switch are grouped under the config terminal command, which includes switch
sub-parameters at the configuration submode level. The CLI hierarchy is shown
in Figure 4-1 on page 78.

To execute a command, you enter the command by starting at the top level of the
hierarchy. For example, to configure a Fibre Channel interface, use the config
terminal command. Once you are in configuration mode, issue the interface
command. When you are in the interface submode, you can query the available
commands there.

Apart from invoking the CLI from the Device Manager or GUI interfaces, we can
connect to the switch using either Telnet, SSH, or a serial connection physically
connected to the switch. In Example 4-1 we connect to the switch via Telnet.

Example 4-1 Connecting via Telnet

[root@Palau tmp]# ssh -1 admin 9.43.86.147

User Access Verification

Password:

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2008, Cisco Systems, Inc. A1l rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gp1-2.0.php and
http://www.opensource.org/licenses/1gp1-2.1.php

mds9222i-1#

Using the CLI provides you with the possibility to perform management tasks
using scripts that access the switch utilizing the CLI.
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Tip: You can abbreviate commands and keywords by entering just enough
characters to make the command unique from other commands. For example,
you can abbreviate the config terminal command to conf t.

Note: The Cisco MDS 9000 family CLI command structure is very similar to
that of the Cisco Internetwork Operating System (I0S) commands.

Command aliases

Some commands can require a lot of typing. An example of this is gigabit
Ethernet that can sometimes be shortened to gig, but it is sometimes useful to
group several commands and subcommands together. This can be done using
command aliases.

Command aliases are saved in NVRAM and so can persist across reboots.

When creating an alias, the individual commands must be typed in fully without
abbreviation.

If you define an alias, it will take precedence over CLI keywords starting with the
same letters, so be careful when using abbreviations. An example of creating an
alias is shown in Example 4-2.

Example 4-2 Creating a command alias from the CLI

mds9222i-1# configure terminal

mds9222i-1(config)# c1i alias name gigint interface gigabitethernet
mds9222i-1(config)# gigint 1/2

mds9222i-1(config-if)#

Command Scheduler

The Cisco MDS SAN-OS provides a UNIX kron-like facility called the Command
Scheduler.

Jobs can be defined listing several commands that are to be executed in order.

Jobs can be scheduled to run at the same time every day, week, month or at a
user-configurable frequency (delta).

All jobs are executed non-interactively, without administrator response.

Be aware that a job may fail if a command that is issued is disabled or no longer
supported, because a license may have expired. The job will fail at the point of
error, and all subsequent commands will be ignored.

Implementing an IBM/Cisco SAN



4.1.3 System management using the GUl management tools

The Cisco Fabric Manager provides an alternative to the command-line interface
for most switch configuration commands. It provides powerful Fibre Channel
troubleshooting tools. These in-depth health and configuration analysis
capabilities leverage unique MDS 9000 switch capabilities: Fibre Channel ping
and traceroute.

The Cisco Fabric Manager includes these management applications:

v

Fabric Manager (client and server)
Device Manager

Performance Manager

Fabric Manager Web Server

vvyy

Fabric Manager is an SNMP-based device management application with a Java
Web-based GUI to view and configure multiple MDS 9000 family director and
fabric switches. Secure SNMPv3 communications are used to obtain and set
switch parameters.

Fabric Manager provides three management views and a Performance Manager
traffic analysis interface:

» The fabric view displays a map of your network fabric, including Cisco MDS
9000 switches, hosts, and storage devices.

» The device view displays a graphic representation of the switch configuration
and provides access to statistics and configuration information for a single
switch.

» The summary view displays a summary of XxE_Ports (interswitch links),
Fx_Ports (fabric ports), and Nx_Ports (attached hosts and storage) on a
single switch.

For more detailed information, Performance Manager included with the Fabric
Manager Server license provides detailed traffic analysis by capturing data with
the Cisco Port Analyzer Adapter. This data is compiled into various graphs and
charts that can be viewed with any Web browser.

Cisco Device Manager is used to manage a single switch. To open Device
Manager, just double-click the green icon for a switch in the Fabric Manager
topology view.
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Cisco MDS 9000 Fabric Manager 3.x
The Cisco Fabric Manager 3.x for SAN-OS 3.x is included with the Cisco MDS
9000 family of switches prior to Version 3.2(1) and is a Java and SNMP-based
network fabric and device management tool. It provides a GUI that displays
real-time views of your SAN fabric and installed devices. Fabric Manager
provides an alternative to the CLI for most switch configuration commands.

Cisco MDS 9000 Fabric Manager 4.x
The new version of Fabric Manager 4.x will be released along with a new version
of the MDS operating system NX-OS 4.x. All features will be available in the

Cisco MDS NX-OS 4.x and SAN-OS Release 3.x.

Table 4-1 shows the new and changed features of Fabric Manager for SAN-OS
3.x and NX-OS 4.x.

Table 4-1 Features of the Fabric Manager 4.x for SAN-OS 3.x and NX-OS 4.x

Feature Description Changed in
Release
Supported platforms | The server platforms supported for Cisco Fabric Manager have | 4.1(1)
Information and FM been revised.
Express Install
Inventory Report The FMS inventory switch detail report has been enhanced to | 4.1(1)
Enhancements include a number of summary statistics useful for creating a
more comprehensive SAN health report.
Server Admin Tool The Server Admin perspective view limits the scope of Fabric | 4.1(1)
Manager to Flex Attach configuration and relevant data.
DPVM Wizard New pages added. 4.1(1)
Flex Attach Procedures to use the Flex Attach wizards for preconfiguringall | 4.1(1)

Configuration by
Server
Administrators

or selected ports, moving a server to a different port or switch,

and replacing a server in the same or a different port or switch.

|IP Static Peers for
CFS over IP

Added IP static peers configuration steps for CFS distribution
over IP.

4.1(1)

Generation 3
48-Port, 24-Port, and
4/44-Port 8-Gbps
Fibre Channel
modules
configuration

Added configuration guidelines that include port groups, port
rate modes, BB_credit buffer allocation, port speed
configuration, over subscription ratio restrictions, combining
with earlier generation modules, upgrade and downgrade
considerations, cross bar management, port channel interface
configuration, example configurations, and default settings.

4.1(1)

Call Home

Added the delayed traps enhancements.

4.1(1)
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Feature Description Changed in
Release

Performance Added the flow creation wizard for performance manager. 4.1(1)
Manager

Cisco Fabric Manager 4.x has been tested with the following software:
» Operating systems

Windows 2003 SP2, Windows XP SP2, Windows XP SP3, Windows Vista
SP1 (Enterprise edition)

Red Hat Enterprise Linux AS Release 4

Solaris (SPARC) 8, 9, and 10

VMWare ESX Server 3.5

» Java
— Sun JRE and JDK 1.5(x) and 1.6(x) is supported
— Java Web Start 1.5 and 1.6

» Browsers

— Internet Explorer 6.x and 7.0
— Firefox 1.5 and 2.0
— Mozilla 1.7 (packaged with Solaris 9)
» Databases
— Oracle Database 10g Express, Oracle Enterprise Edition 10g
— PostgreSQL 8.2 (Windows and Red Hat Enterprise Linux AS Release 4)
— PostgreSQL 8.1 (Solaris 8, 9 and 10)
» Security
— Cisco ACS 3.1 and 4.0
— PIX Firewall
— |IP Tables
— SSHv2
— Global Enforce SNMP Privacy Encryption
— HTTPS

Important: Internet Explorer 7.0 is not supported on Windows 2000 SP4.
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Minimum hardware requirements for Fabric Manager 4.x

For a PC running Fabric Manager Server on large fabrics (1,000 or more end
devices), we recommend using a dual core/dual CPU high-speed system with
2 GB of RAM and 10 GB of free disk space.

FlexAttach functionality in Fabric Manager 4.x

The FlexAttach virtual pWWN feature facilitates server and configuration
management. In a SAN environment, the server installation or replacement
requires interaction and coordination among the SAN and server administrators.
For coordination, it is important that the SAN configuration does not change
when a new server is installed or when an existing server is replaced. FlexAttach
minimizes the interaction between the server administrator and the SAN
administrator by abstracting the real pWWN using virtual pWWNs.

When FlexAttach virtual pWWWN is enabled on an interface, a virtual pWWN is
assigned to the server interface. The real pWWN is replaced by a virtual p?WWN,
which is used for a SAN configuration such as zoning.

Server administrators can benefit from FlexAttach in the following ways:

» Preconfigure: Preconfigure SAN for new servers that are not available
physically yet. FlexAttach can be enabled on the ports designated for the new
servers and use the virtual WWNs assigned for configuring SAN. The new
servers are then plugged into the fabric without any change needed in the
SAN.

» Replacement to the same port: A failed server can be replaced onto the same
port without changing the SAN. The new server gets the same pWWN as the
failed server because the virtual pWWN is assigned to the port.

» Replacement to (spare): A spare server, which is on the same NPV device or
a different NPV device) can be brought online without changes to the SAN.
This action is achieved by moving the virtual port WWN from the current
server port to the spare port.

» Server Mobility: A server can be moved to another port on the same NPV
device or another NPV device without changing the SAN. This is
accomplished by moving the virtual pWWN to the new port. No change is
needed if FlexAttach was configured using the physical port WWN of the
server to the virtual port WWN mapping.
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We recommend the following when deploying FlexAttach virtual pWWN:
» FlexAttach configuration is supported only on NPV switches.

» Cisco Fabric Services (CFS) IP Version 4 (IPv4) distribution should be
enabled.

» Virtual WWNSs should be unique across the fabric.

4.1.4 Fabric Manager Server

The Fabric Manager Server component must be started before running Fabric
Manager. On a PC machine, the Fabric Manager Server is installed as a service.
Fabric Manager Server is responsible for the discovery of the physical and logical
fabric, and for listening for SNMP traps, syslog messages, and Performance
Manager threshold events.

Install Cisco Fabric Manager Server on a computer on which you want to provide
centralized MDS management services and performance monitoring. SNMP
operations are used to efficiently collect fabric information. Fabric Manager
software, including the server components, requires about 60 MB of hard disk
space on your workstation. Fabric Manager Server runs on Windows 2000,
Windows 2003, Windows XP, Solaris 8 and 10, and Red Hat Enterprise Linux AS
Release 4.

Each computer configured as a Fabric Manager Server can monitor multiple
Fibre Channel SAN fabrics. Up to 16 clients (by default) can connect to a single
Fabric Manager Server concurrently. The Fabric Manager Clients can also
connect directly to an MDS switch in fabrics that are not monitored by a Fabric
Manager Server, which ensures that you can manage any of your MDS devices
from a single console.

Fabric Manager Server has the following features:

» Multiple fabric management: Fabric Manager Server monitors multiple
physical fabrics under the same user interface. This facilitates managing
redundant fabrics. A licensed Fabric Manager Server maintains up-to-date
discovery information on all configured fabrics so device status and
interconnections are immediately available when you open the Fabric
Manager Client.

» Continuous health monitoring: MDS health is monitored continuously, so any
events that occurred since the last time that you opened the Fabric Manager
Client are captured.

» Roaming user profiles: The licensed Fabric Manager Server uses the roaming
user profile feature to store your preferences and topology map layouts on the
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server so that your user interface will be consistent regardless of which
computer you use to manage your storage networks.

Note: The unlicensed Fabric Manager Server can only monitor and configure
one fabric at a time. You must use the Admin tab and the Configure option to
switch to a new fabric, which causes the application to stop monitoring the
previous one and to rediscover the new fabric, as shown in Figure 4-2 on
page 86. When you have the unlicensed Fabric Manager Server you must
remove the currently monitored fabric before you add a new one.

%} Fabrics - Microsolt Intemet Esplorer \ N (=] ]
J File Edit ‘iew Favortes Tools Help ‘ 1','
A 3 3 5
e Back - O - D @ ;h ‘ p Search ‘}/\( Favarites @ 8 = - - ﬂ
Addiess [{] hip://9.43 86,81 81/5¢52.do =] B 6o
J Links a AS0 |BM Business Transtarmation Homepage @ |EM Glabal Print a |BM Intranzt Paswd a |BM Standard Soft Install ®_1 IT Help Central >

Change

'c'||'s'¢':|$' Fabric Manager Web Client

Health|[Performance/inventory|Reports|

« Ststus « Configure - Logs o

User ID: admin

T
n Fabrics
» Events

. Reqistration

Fabric Name Opened Use FC alias  User User Role

licensed Use ShMBu3 Last Opened
- Forwarding

. Clients 1. [0 ITSO_SAN true falze admin network-admin Licensed true 09/26/2008 10:04:01
» Preferences W A VA VS

« Communities

. |
B M Rows per page:| 10 _~ 1 4 @otopage: [ 2 of 1 Pages O [ MH

- ABA

- Local Database ‘ Add... || Edit... || Remove HPurge Down Elemems| t—é |}
- Local Roles

= Performance
« Collections
- Others
« Threshalds
- Database

User Name: [jaco
T

Password: [sesesesssssessese

/3 http:/79.43.86_81:81 - Add Fabric - Microsoft Intemet Explorer [I[EI[E3

Fabric Seed Switch: [9.43.56.148

Use SNMPY3: [V

Auth-Privacy: IMDS hd

D N R Y
&

I I O B YT
Figure 4-2 Adding a new fabric to monitor in the Fabric Manager Web Client

4.1.5 Fabric Manager Client
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Fabric Manager is a Java and SNMP-based network fabric and device
management tool with a GUI that displays real-time views of your network fabric,

including the MDS 9000 family and third-party switches, hosts, and storage
devices.
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In addition, to complete configuration and status monitoring capabilities for the
MDS 9000 family of switches, Fabric Manager Client provides Fibre Channel
troubleshooting tools. These health and configuration analysis tools use the MDS
9000 switch capabilities including Fibre Channel ping and traceroute.

Fabric Manager Release 4.1(1) and later provides a multi-level security system
by adding a server admin role that allows access to limited features. The
configuration capabilities of a server admin is limited to FlexAttach and relevant
data. FlexAttach is a new feature in Fabric Manager 4.x and has been described
in 4.1.3, “System management using the GUI management tools” on page 81.

4.1.6 Fabric Manager Server proxy services

Fabric Manager Client and Device Manager use SNMP to communicate with the
Fabric Manager Server. In typical configurations, the Fabric Manager Server may
be installed behind a firewall. The SNMP proxy service available in Fabric
Manager Release 2.1(1a) or later provides a TCP-based transport proxy for
these SNMP requests.

The SNMP proxy service allows you to block all UDP traffic at the firewall and
configure Fabric Manager Client to communicate over a configured TCP port.
Fabric Manager uses the CLI for managing some features on the switches.
These management tasks are used by Fabric Manager and do not use the proxy
services. Your firewall must remain open for CLI access for the following:

External and internal loopback test

Flash files

Create CLI user

Security: ISCSI users

Show image version

Show tech

Switch resident reports (syslog, accounting)
Zone migration

Show cores

VVYyVYVYYVYVYYVYY

If you are using the SNMP proxy service and another application on your server
is using port 9198, you must modify your workstation settings.
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4.1.7 Device Manager

Device Manager presents two views of a single switch:

» The device view displays a graphic representation of the switch configuration
and provides access to statistics and configuration information.

» The summary view displays a summary of xE ports (Inter-Switch Links), Fx
ports (fabric ports), and Nx ports (attached hosts and storage) on the switch,
as well as Fibre Channel and IP neighbor devices.

A summary or detailed statistics can be charted, printed, or saved to a file in
tab-delimited format.

4.1.8 Performance Manager

88

Performance Manager gathers network device statistics historically and provides
this information graphically using a Web browser. It presents recent statistics in
detail and older statistics in summary. Performance Manager also integrates with
external tools such as Cisco Traffic Analyzer.

Performance Manager has three operational stages:
» Definition: The Flow Wizard sets up flows in the switches.

» Collection: The Web Server Performance Collection window collects
information about desired fabrics.

» Presentation: Generates Web pages to present the collected data through
Fabric Manager Web Server.

Performance Manager can collect statistics for Inter-Switch Links (ISLs), hosts,
storage elements, and configured flows. Flows are defined based on a
host-to-storage (or storage-to-host) link.

Performance Manager gathers statistics from across the fabric based on
collection configuration files. These files determine which SAN elements and
SAN links Performance Manager gathers statistics for. Based on this
configuration, Performance Manager communicates with the appropriate devices
(switches, hosts, or storage elements) and collects the appropriate information at
fixed five-minute intervals.

Performance Manager uses a round-robin database to hold the statistical data
collected from the fabric. This data is stored based on the configured parameters
in the collection configuration file. At each polling interval, Performance Manager
gathers the relevant statistics and stores them in the round-robin database. This
database is a fixed size and will not grow beyond its preset limits.
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Performance Manager creates a series of archived data to hold summarized
information present in the real-time round-robin database. This archived data is
used to generate daily, weekly, monthly, and yearly consolidated reports. In this
way, Performance Manager maintains significant historical data without the cost
of an ever-increasing database size.

4.1.9 Fabric Manager Web Server

Fabric Manager Web Server allows operators to monitor and obtain reports for

MDS events, performance, and inventory from a remote location using a Web
browser.

Using Fabric Manager Web Server, you can monitor MDS switch events,
performance, and inventory, and perform minor administrative tasks.

Fabric Manager Web Server provides the following features:

» Summary and drill-down reports: The Performance Manager summary report
provides a high-level view of your network performance. These reports list the
average and peak throughput and provide hot-links to additional performance
graphs and tables with additional statistics. Both tabular and graphical reports
are available for all interconnections monitored by Performance Manager.
Performance Manager also analyzes daily, weekly, monthly, and yearly trends.
These reports are only available if you create a collection using Performance
Manager and start the collector as shown in Figure 4-3.

3 Collections - Microsoft Intemnet Explorer

| Fle Edt View Favortes Took Help | A

| ek - - ] (F] | e R | - D W[ Q)

| Adcress [ htp:/9.42.06.81:81 420 do ) s

[Links ] ASD (&] 1BM Business Transformation Homepage (&7 1BM Global Print &7 1BM Intranet Paswd 2] IBM Standard SaftInstall 2] 1T Help Certral D

Change

":I'“o Fabric Manager Web Client

Health|Performance |Inventory Reports|sME|

~ Statuz -~ Configure - Logs -

rmm |
«+ Fabrics

+ Events V' automatically collect new ISLs/End Devices
- Registration
« Forwarding
 Clients
» Preferences
+ Communities
* FMS Users
- AAR
-+ Local Database
w Local Rales 1. [0 ITs0_5aN all trus tus true true  trus true true true

| ¥ Interpolate missing statistics

Fabric ~ ¥SAN Scope ISls Hosts Storage Flows Ethermet Others Traffic Threshold Event Threshold

= Performance
i Collections

« Others i Rows par pagei 10 2] I <] sotopager| 1 ofdPages =5 [ |)|”
« Thresholds -
R

[ &7 hitp: /43, 43.86.81.81 /5420 do [ e
Figure 4-3 Configure performance collection in the Cisco Fabric Manager Web Client
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» Zero maintenance database for statistics storage: No maintenance is required
to maintain Performance Manager’s round-robin database because its size
does not grow over time. At prescribed intervals the oldest samples are
averaged (rolled-up) and saved. A full two days of raw samples are saved for
maximum resolution. Gradually, the resolution is reduced as groups of the
oldest samples are rolled up together.

4.2 Fabric Manager software install

The Fabric Manager install process prior to Version 3.2(1) was propagated from
the switch Web interface. From Fabric Manager 3.2(1) onwards, it is the first
version to be delivered on a CD-ROM. All installation steps and tests will be done
with Fabric Manager Version 4.1(1).

Be aware that if you try to install as you used to previously by pointing your Web
browser to the switch name or IP address, you will get a message similar to the
one shown in Figure 4-4.

%) Cizco MDS 9000 Management Modules 4.1(1) - Mozilla Firefox M =] B3
File Edt ‘iew History Bookmaks Tools Help

- € o | [ hewassesie 77 - | |[Glz] Google £

aln]n ; : for MDS 9000, and
CISCO Cisco Device Manager Nexus 5000 Series .

Installation 4.1{1):

Click to install or run the Cisco Device Manager

fif vou encounter probiems downloading, check the
browser proxy sefiings.)

Device level status at a glance
Intuitive single device configuration
Summary wiew of key port statistics
Drill-down for detailed information
Charting and Frinting

MNote: Cisco Fabric Manageris no longer
packaged with the MDS switch.

You must install it from the supplied CD-ROM or
file downloaded from your support services

provider. ICisco | Go |

-
1| o

Figure 4-4 Cisco Device Manager for MDS 9000 family Installation Web page
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Fabric Manager Software for Windows launches if autorun is enabled when the
CD is placed in the CD-ROM drive. Alternatively, you can point your browser to
install _windows.htm to access the documentation and install the software from
the CD-ROM.

Once we load the CD-ROM, we see the initial MDS 9000 family Product
CD-ROM Web page, as shown in Figure 4-5.

Note: The contents of the CD-ROM were copied to the server’s internal disk in
our example. Also, the CD-ROM is a source of documentation, and it contains
other tools such as Java, PostgreSQL, and Ethereal.

¥ About This CD-ROM - Mozilla Firefox
File Edit “iew Higtory Bookmarks Tools  Help

i c A I._"] |li\e:M‘C:.f!!tmp."Heswdency#CiscoJFabncMamagerm1Jinstal\_wwndows.htm TP " ]|G| Gioo

aladn Cisco MDS 9000 Family Management Software
CISCO MDS NX-0S Release 4.1(1)

About This CD-ROM | Install Management Software | Technical Documentation | Search This CD-ROM Technical Support | ¥isit Cisco.com

About This CD-ROM

This CD-ROM contains Cisco Fabric Manager software and links to product-specific technical docurnentation on
Cisco.corm for the Cisco MDS 9000 Family hardware and Nx-03 Release 4.1(1).

Note: This CO-ROM was tested to work only with Mozilla Firefox or Microsoft Internet Explorer on Windows.

Forthe most recent anline updates that were made to the manuals, visit: www. cisco. cor. To view the documents on
Cisco.corm, you need Intermet access.

Click the menu iterns &t the top to navigate through this CD-ROM, as follows

Note:

Install Management Software - Provides links to the Cisco and third-party software included on this
CD-ROM. Click here to go directly to the Fabric Manager installation page

Technical Documentation - Provides links to the MX-05 Release 4.1(1) technical documentation included
on this CO-ROM by category. Also includes links to documentation prior to M4-03 Release 4.1(1) on
Cigco.com.

Search the Documentation - Provides instructions for pedfarming full-text searches on all of the PDF
documents on this CD-ROM using Adobe Acrobat Reader.

Technical Support - Provides Cisco Technical Support contact information

Wisit Cisco.com - Provides links to the Cisco MDS MNX-03Z Software Download Center and to the Cisco MDS
9000 Family Technical Documentation area.

Documentation Feedback - Opens your e-mail client so that you can send us your comments on any
aspect of the technical documentation.

You need Adohe Acrobat Reader to view the documentation on this CD-ROM. To download the latest version
of Adobe Acrobat Reader free from the Adobe website, click the Get Acrobat Reader hutton below.

Ger Acrol
Lﬂ- Reader

Documentation Feedback | ©1992-2008 Cisco Systems Inc. All rights reserved.

Figure 4-5 Install Management Software
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To install:

1. When presented with the Cisco Fabric Manager Software install front page,

we select to go directly to the Fabric Manager installation page, as shown in
Figure 4-6.

Note: We recommend that you install the latest version of Fabric Manager
applications. Fabric Manager is backward-compatible with the Cisco MDS
SAN-OS and NX-OS. Upgrade Fabric Manager software first and then
upgrade the Cisco MDS SAN-OS or NX-OS.

) About T|
File  Edit Wiew Higtory Bookmarks Tools Help

CD-ROM - Mozilla Firefox M=l E3

c POy I |_"] |li\e:zWC:./‘!!tmpf’F!esidemcy.ftisca.fFablicManage|4.1.1f’insla\l_windows.hlm - || Google J.

aliadn Cisco MDS 9000 Family Management Software
cisco MDS NX.0S Release 4.1(1)

About This CD-ROM RO REVELTEGEA 220 L VPN Technical Documentation | Search This CD-ROM | Technical Support | Visit Cisco.com

Installation Cuerview

Java Runtime Environment 1.5

About This Craians Manager

Cisco Traffic Analyzer (r\toB

Ethereal
This CO-ROM contaj  WinPeap and links to product-specific technical documentation on
Cisco.com for the Ci 1ce policy Files d NX-05 Release 4.1(1)

Note: This CD-ROM was tested to work only with Mozilla Firefox or Microsoft Internet Explorer on Windows.

Far the most recent anline updates that were made to the manuals, visit: www cisco com. To view the docurments on
Cisco.com, you need Internet access

Click the menu items at the top to navigate through this CO-ROM, as follows:

® |nstall Management Software - Provides links to the Cisco and third-party software included on this
CO-ROM. Click here to go directly to the Fabric Manager installation page

Technical Documentation - Provides links to the M<-05 Release 4.1(1) technical documentation included
on this CD-ROM by category. Also includes links to documentation prior to NX-0F5 Release 4.1(1) on
Cisco.com.

Search the Documentation - Provides instructions for perforrning full-text searches on all of the PDF
docurnents on this CO-ROM using Adobe Acrobat Reader

Technical Support - Provides Cisco Technical Support contact information.

Visit Cisco.com - Provides links to the Cisco MDS Mx-0S Software Download Center and to the Cisco MDS
9000 Family Technical Documentation area.

Documentation Feedback - Opens your e-mail client so that you can send us your comments an any
aspect of the technical documentation.

Note: You need Adobe Acrobat Reader to view the documentation on this CD-ROM. To download the latest version
of Adobe Acrobat Reader free from the Adobe website, click the Get Acrobat Reader button below.

Get Acrol
Lﬂ. Reader

|
| Documentation Feedback  ©@1992-2008 Cisco Systerns Inc. Al rights resenved.

Figure 4-6 Install Management Software drop-down menu
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2. Select Installing Fabric Manager, as this is the first install, as shown in
Figure 4-7.

Note: Before upgrading or uninstalling Fabric Manager or Device Manager,
make sure that any instances of these applications have been shut down.

¥ Cisco MDS 9000 Management Software 4.1(1) Installation Guide - Mozilla Firefox

File  Edt “iew History Bookmarks Tooks  Help

@—' C 0 o [ Aett/CAtmp/Residency/CiscosFabricManagerd, 1.1 ity him % | [IGR] Geoge y
l|l l|l Cisco MDS 9000 Family Management Software and
‘CIs‘co‘ Documentation CD-ROM - Microsoft Windows

MDS NX-05 Release 4.1(1)

About This CD-ROM | Install Management Software | Technical Documentation  Search This CD-ROM Technical Support | Wisit Cisco.com

mansGEMENT Cisco Fabric Manager 4.1(1) - Windows

SOFTWARE
Jzva
Ruriti me This guide explains how to install and run Cisco MDS 9000 Management Software 4.1(1), and it includes

Enwironment
= - the following sections
Cisco Fabric

Managar
Cisco Traffic & Upgrading Fabric Manager

Analyzer (top) o |nstalling Fabric Manager
Shees e Launching Fabric Manager Client
WinPoap ® |nstalling Device Manager
JCE Palicy

Files

Upgrading Fabric Manager

If you are upgrading a previous installation of Fabric Manager, be sure the previous installation of the
database service is installed and running. DO NOT uninstall the previous version. If the previous version is
uninstalled, the database will not be migrated and your server settings will not be preserved.

After you ensure that the previous version of the database service is running, follow the steps listed under
Installing Fabric Manager.

Note: If you upgraded from version 3.2(1) and did not specify a default FW Server Port (3099) during the

installation process, you will need to append the port number to the server address in the Fhi
Login Dialog. For example, "<FMServerAddress= <FMSenerPorti="

Top

Installing Fabric Manager

Note: Cisco Fabric Manager requires a 32-bit Windows platform. It will not install on a B4-bit Windows =
< ~ |L|_|

Figure 4-7 Fabric Manager Software options

Note: Fabric Manager requires Java 1.5 or 1.6, and the CD-ROM contains
the installation binary if necessary.
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3. Next select Fabric Manager Installer, as shown in Figure 4-8.

File  Edit Wiew Higtory Bookmarks Tools  Help

Google e

6 = @ 00 o | e Mimp/Residency/Cisco/Fabrichanagend, 1.1 b/ imdmechimétims. 7 - {[Gl-
Installing Fabric Manager

Mote: Cisco Fabric Manager requires a 32-bit Windows platform. It will not install on & B4-bit ¥indows
platform.

Note: You must have Java version 1.5 or 1.6 installed before attermpting to install Cisco Fabric Manager
For more information, see Jave Runtime Ervironment.

Note: A version of PostGreSQL is included on this CD. You must have either the PostgreSGL or Cracle
database installed before you install Cisco Fabric Manager. The installation process for Cisco
Fabric Manager provides the option to install the PostgreSQL database automatically. There is no
separate installation for PostGreSaL.

Note: If you choose to install PostGreSQL, you must disable any security software you are running, as
PostGreSQL may not install certain folders or users. You must also rermove cygwin/in from
your ervironment variable PATH if cygwin is on the systern before you install PostgreS0L In
certain corporate settings, a strong password is required. Use lower and uppercase letters,
numerical characters and special characters. i.e pass#/ord123.

Note: You must have full privileges and rights like an administrator to install Cisco Fabric Manager, as
you will need to be able to create a user account and start services

Mote: If you are installing or upgrading Cisco Fabric Manager remotely on 2 Windows PC, you must do
s0 by running %MC through the console. Do not use Remote Deskiop.

Hote: Before installing Cisco Fabric Manager an a YWindows Vista systern, tumn the User Account
Cantrol (UAC) off. To turn off UAC, click Start > Control Panel » User Accounts » Turn User
Account Control on or off, clear the Use User Account Control (UAC) to help protected your
computer check box and then click OK. Click Restart Now to apply the change.

To launch the Cisco Fabric Manager installer, click FM Installer.

You must have ActiveX enabled to use this link. Altematively, copy the command below and paste it into
a comrmand window:

java.exe mxB1 2 -jar "Cltmp/ResidencyCisco/Fabrichanag
When you see the Fabric Manager Installer, follow the installation instructions
Installation Instructions

Tao complete the Fabric Manager installation on Windows, follow the instructions given by the Cisco
Management Software Setup Wizard. This wizard guides you through the installation.

1. Onthe Welcome screen, click Next to begin.

-
A et e ceweicnon e 0 coree SRR [P PTIO DSP NNURPP ST I SUNIUNT SRS "
| | >

Figure 4-8 Installing Fabric Manager
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The Cisco Fabric Manager Installer pops up, as in Figure 4-9.

|
@ Cizco Fabric Manager Installer 4.1[1) =] 3

Cisco MDS 9000 and Welcome to the Cisco Management Software Setup
. Wizard
Nexus 5000 Families ear
- ] This wizard will guide you through the installation of the Cisco

Management Software,

Cisco recommends that you close Fabric Manager and Device
Manager before continuing.

" Express (FM Standalone with Default Options)
& Custom

Cancel

Az J

Figure 4-9 Cisco Fabric Manager Installer Welcome panel

4. Click Next and then check the selection box, as shown in Figure 4-10.

@ Cizco Fabric Manager Installer 4.1(1) =] S

alaln
cIsco

License Agreement

Flease read the agreement, Acceptance of the terms in the agreement is required before continuing. Please tick
the checkbo:x below to accept the terms of the agreement.
L

SOFTWARE LICENSE AGREEMENT

THIS AGREEMENT IS5 AVAILABLE IMN LANGUAGES OTHER. THAN ENGLISH,
FLE&ASE SEE YOUE CISCO 5YSTERS, INC. ("CISCO" RESELLER. OR. VISIT OUR
WEB SITE AT wwrw. cisco. cotnfunivercd/coAd/doc/es_inpcld/cetrans bt

FLEASE FEAD THIZ S0FTWARE LICENSE AGREEMENT CAREFULLY BEFORE
DOWNLOADING, INSTALLING OR USING CISCO OR CISCO-SUPFLIED
SOFTWARE. =l

-7 Back | Mesxk [~ | Cancel |

Figure 4-10 Cisco Fabric Manager Installer License Agreement panel
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There are two types of installation:

» Fabric Manager Server
» Fabric Manager Standalone

Fabric Manager Standalone is a single application containing Fabric Manager
Client and a local version of Fabric Manager Server bundled together. Fabric
Manager Standalone allows you to discover and monitor the immediate fabric.
Fabric Manager Server has the same functionality, but, as described in 4.1.4,
“Fabric Manager Server” on page 85, it allows you to connect by default up to 16

users concurrently.

Additionally, it allows the Fabric Manager Web Server to access a number of
configuration and monitoring options using a Web browser. The Fabric Manager
Web Server functionality is discussed later in this chapter. To continue the
installation choose Fabric Manager Standalone and select Next (Figure 4-11).

@ Cizco Fabric Manager Installer 4.1(1) =] E3
Install Options il I I I I
cisco

Choose a Cisco Management Software and the install folder, To choose another location, click Browse to select a
different Folder, Click Mext ko continue,

Fabric Management Software

= Fabric Manager Server (Licensed)

{+ Fabric Manager Standalone

Install Folder—— ~ =
IL_ gram Files\Cisco emsiMDS 2000 Brawse. .. |

< Back

Cancel |

Figure 4-11 Cisco Fabric Manager Installer Install Options panel
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Fabric Manager requires a database. If you have an Oracle database, you can

use it by providing the connection information. If you do not have an Oracle
database, or you prefer a GNU licensed database, the MDS 9000 family Product
CD-ROM includes PostgreSQL (Figure 4-12). To install PostgreSQL check
PostgreSQL, fill in the database password field, and click Next.

Database Options

@ Cizco Fabric Manager Installer 4.1[1) =] S

mim
CISscCo

Options:
RDBMS:
DB URL:
DE User:
DB Password:

Confitm DB Password:

Choose a database application For Fabric Manager to use, IF you do not have an existing database, select
‘Install PostgreSqL' and create a username and password,

" Install PostgreSQL % Use existing DB

{* PostgresQL 8.1/8.2 ( Craclellg

debc :postgresql: }flocalhost: 5432 /demdb

Iadmin

]********

Cancel |

Figure 4-12 Cisco Fabric Manager Installer Database Options panel

Note: You can use an existing Postgres installation, but before installing FM

you must create a database with the name dcmd, and define a user and a

password. After that you must choose an existing database option in the FM
installation panel and specify a database URL, DB user name, and password,

as shown in Figure 4-12 on page 97.
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We enter a password for Fabric Manager (Figure 4-13) and select Next.

@ Cizco Fabric Manager Installer 4.1[1) =] S

alaln
cisco

User Options

Flease choose your username and password wisely, Your password should be difficult For others bo figure out
but easy for you ko remember,

Local FM User: Iadmin

Local FM Password: |********

Confirm Password: I********

-7 Back. | Nesxk [~ I Cancel |

Figure 4-13 Cisco Fabric Manager Installer User Options panel

Next we must choose the authentication and authorization mode. All MDS 9000
family switches can perform local authentication or authorization using the local
database stored on the MDS 9000 family switch, director, management
workstation, or remote authentication or authorization using AAA servers. The
authentication, authorization, and accounting (AAA) feature verifies the identity
of, grants access to, and tracks the actions of users managing a switch.
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We choose Local as the authentication and authorization mode. This means that
all user accounts and authentication credentials are stored locally on a
management workstation where we are going to install the Fabric Manager
software. The other authentication options that you can choose are Radius,
TACACS, and MDS, as shown in Figure 4-14.

Note: When the MDS radio button is selected, the FM authentication uses the
user database in the switch for authentication.

@ Cizco Fabric Manager Installer 4.1[1)
Authentication Options ol I I I I
Cisco

Flease choose an authentication mode, Select MDS to use the switch as an authentication proxy. Use Verify to
test non-local logins,

Mode: & Local " RADIUS I TACACS " MDS

Primary Auth Address:

Primary Auth Secret; ey

Secondary Auth Address:

Secondary Auth Secret: Bt

Tertiary Auth Address:

Tertiary Auth Secret:

Cancel |

Figure 4-14  Cisco Fabric Manager Installer Authentication Options panel
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Figure 4-15 shows two possible configuration options:

» FC Alias
» SNMPv3 against SNMPv2

We choose FC Aliases as the fabric default to simplify fabric management using
aliases instead of WWN addresses. We can choose to use only SNMPv3 and
disable SNMPv2 for security reasons if required.

& Cizco Fabric Manager Installer 4.1

Configuration Dptions

Figure 4-15 Cisco Fabric Manager Installer Configuration Options panel
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The install process starts. In our case it ran for approximately five minutes. To

follow what is happening use the log window (Figure 4-16).

@ Cizco Fabric Manager Installer 4.1[1) =] S
Installing 1 I i I [N
Ccisco

1
Downloading Files

LA B UL T R L T DT T T T T T ot crrr oy AL "
jar:file: 1 Mkmp/Residency fCiscojFabricManager4. 1.1 fsoftware/mo000-fm-4, 1, 1. jar ! fjradius-client .thz2 ;I
Fetching jar:file: fiC: /1 tmpfResidency/Cisco/FabricManagerd, 1, 1/softwarefma000-Fm-4., 1, 1.jar ! flog4.thz2
jar:file: J: Mkmp/Residency fCiscojFabricManager4. 1. 1 fsoftware/m9000-fm-4. 1, 1. jar flog4j tbz2

Fetching jar:file: i /1 kmpfResidency ) Cisco/FabricManager4, 1, 1 fsof tware m2000-Fm-4, 1. 1.jar! flayout. tbz
jarfile: 1 Mkmp/Residency fCiscojFabricanager4. 1, 1 fsoftware/m2000-fm-4, 1, 1. jar flayout . thz2

1 Fetching jar:file: i /1 tmpfResidency/ Cisco/FabricManager4, 1, 1 /sof tware fm2000-Fm-4, 1. 1.jar ! fpm. tbz2

| jar:file: 1 M kmpResidency fCiscoj/Fabricanager4. 1, 1 fsoftware m2000-Fm-4, 1. 1.jar! fjpm. tbz2

Fetching jar:file: fiC: /1 tmpfResidency/Cisco/FabricManagerd, 1, 1/sof twarefm3000-Fm-4., 1, 1.jar ! fsm.thz2
jar:file: J: Mkmp/Residency fCiscojFabricManager4. 1.1 fsoftware/m9000-fm-4, 1, 1. jar fsm . tbz2

Fetching jar:file: i /1 kmpfResidency )/ Cisco/FabricManager4, 1, 1 fsof twarem2000-Fm-4. 1. 1.jar! fsnmp. tbzz
jar:file: J: MkmpResidency fCiscojFabricanager4. 1, 1 fsoftware/m2000-fm-4, 1. 1 jar | fsnmp.tbz2
Fetching jar:file: i /1 kmpfResidency )/ Cisco/FabricManager4, 1, 1 fsof twarefm000-Fm-4, 1, 1.jar | 'sanmgr-to
jarfile: 1 Mkmp/Residency fCiscojFabricManager4. 1.1 fsoftware/mo000-fm-4. 1, 1. jar | fsanmgr-topo. thz2
Fetching jar:file: i /1 kmpfResidency )/ Cisco/FabricManager4, 1, 1 fsof twarefm2000-Fm-4, 1, 1.jar native. thz
jar:file: 1 Mkmp/Residency fCiscojFabricanager4. 1, 1 fsoftware/m2000-fm-4. 1. 1. jar ! fnative. thz2

Ty e

Figure 4-16 Cisco Fabric Manager Installer installing panel

At the end of the installation process we can elect to have Fabric Manager create

desktop icons and launch Fabric Manager or Desktop Manager, as shown in

Figure 4-17. We select only to create icons and click Finish.

Cisco MDS 9000 and

Nexus 5000 Families
g i

Installation completed successfully.

I Open install lag

s For all users

¥ Launch Fabric Manager

[ Launch Device Manager

® o Fabric'Manager Installer 4.1[1) =] 3

<] Btk | Finish | Eance] |

Figure 4-17 Cisco Fabric Manager Installer Installation completed successfully panel
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4.2.1 Launching Fabric Manager

You can start Fabric Manager from the icon on your desktop or the Windows
Start menu. Enter the IP address or host name of your switch, the user name and
password, and click Discover, as shown in Figure 4-18.

@ Discover Hew Fabiic - Fabric Manager

Seed Switch; | 9.43.86,147 ]

User Mame: Iadmin
Fassword: I**********|

Use SHMPv3: [V

Auth-Privacy: IMDS - I

Discaver I Clase

Figure 4-18 FM Discover New Fabric

If you have more than one fabric to manage, repeat the above process until you
have all your fabrics discovered. Select which fabric you want to manage and
click Open (Figure 4-19).

@ Control Panel - admin@localhost [zession 2] - Fabric Manager =] B3

Open | Fabricsl Connected Clients 1 Local FM Users I

Select INama IUsemame,l’CUmmunity IPasswurd 1U53 SHMPY3 IAuth-Privacy
v [Fabric_mdsozzzi-2 [edmin | | v JMos

Open Discover ... Refresh Close

Figure 4-19 Fabric Manager Control Panel
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File View Zone Tools

When starting Fabric Manager, you will see the logical view of your fabric, as
shown in Figure 4-20.
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Figure 4-20 Fabric logical view

The Fabric Manager window shows a graphical presentation of our switch fabric

on the bottom right, a

n information area on the top, and a navigation window on

the left, which is divided into a logical menu at the top and a physical menu at the
bottom. The content of the information area changes accordingly to represent the
selection chosen in the navigation menu, showing the current selection at the

top.

SNMP time outs

Fabric Manager uses
is a stateless protoco
Manager sends a req
response packet.

the SNMP protocol to communicate with the switch. SNMP
I, and when you apply changes to the switch, Fabric
uest packet with the changes to the switch and waits for a

Depending on your network, either the request packet or the response packet

might end up being d

ropped. This results in a SNMP time-out message. If you
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get this message, you do not know which of the packets was dropped. This
means that you do not know whether your changes are applied to the switch. We
recommend that you click Refresh Values, as shown in Figure 4-21, to ensure
that the information in Fabric Manager is up to date before making any further
changes.

@ Fabric Manager 4.1(1]) [admin@localhost [zession 2]] /SAN/Fabric_mds9222i-2

File “iew Zone Toolz Perfformance Server Help

COCH® Ed% | >REEONRT ] Y WEED | 2

Logical Domain: 4 - ey
et {ecveroas s
=R ]F abric_md SWItChE"ﬁE‘fm Storage I Sumnmary I

I Logical Mame IP Address | WA Status |vendor |Model Release
MOS9216-2 9.43.86.124 |20:00:00:0b:5F:a3:ca:00 |ok Cisco  D3-C9216 (3.3(1a)
1B 2005 BSK1(9,43,86,129 |10:00:00:05:1e:90:16:5h ok Brocade Erocade  w6.1.0c
mds9216i-1 9.43,86,14F 20:00:00:0d:ec:2d:ca:40 ok Cisca  |DS-C9216i 4. 1{1)
mds3222i-1 9.43.86.147 |[20:00:00:0d:ec:32:3d:00 ok Cisco  |DS-C92220 4.1L
mds3z22i-2 9.43.86.148 ZD:DD:DD:Dd:ec:‘Ia:cS:BM Cisco |DS-C92220 4.1(1)

Figure 4-21 Refresh displayed values

Stopping Fabric Manager

If you made changes to the running configuration that have not yet been copied
to the startup configuration, you get a message similar to that shown in

Figure 4-22 when you exit from a Fabric Manager session.

@ Save Configuration

Unless you save those changes to skartup configuration, you may lose therm on reboat,

‘fou have made changes that may change the running configur ation on some switches,
" \
Save changes in the Copy Configuration table?

Yes J Mo | Zancel Zonfig Differences, ., -

MDS3216-2
mds9216i-1

mds9222-1

Figure 4-22 Save changes

Click Yes to save changes to the copy configuration table. After the copy process
is finished you can close Fabric Manager.

Implementing an IBM/Cisco SAN



4.2.2 Launching Device Manager

To launch or install Device Manager, you can use a Web browser. Provide the IP
address of the switch that you want to manage. When you click Device Manager,
as shown in Figure 4-23, Device Manager will be run or installed.

/3 Cisco MDS 9000 Management Modules 4.1(1] - Microsoft Internet Explorer

([ Fie Edit Wiew  Favaites Tosk Hel | ar |
J @ Back - -J - \ﬂ @ __:\I ‘ /..-\’ Search '*51'(‘ Favoritez ﬁ‘:ﬁ‘ - "ﬁ IJ_;] - _J ﬁ':'i
| Addvess [&] hip://3.43.86.148/ N =] B Go

for MDS 9000, and
Nexus 5000 Series

>

Cisco Device Manager
cisco

Installation 4.1{1):

Click to install or run the Cisco Device Manager

{ifyvou encountar problems downloading, check the
browser proxy setiings.)

-__. e e —
MNote: Cisco Fabric Manager is no longer oo

. - o Device level status at a glance
PECLETEE W e [T Emi s [ntuitive single device configuration
S i f ke rt statisti

You must install it from the supplied CD-ROM or : D?im;noav\r?’n\;:aermcrjgtaigdﬁﬁfofmaaltisolrfs

file downloaded from your support services o Chasing end Erining

provider. [Cisco =] ﬂ

« | _>|_|

€] ’_’_’_’_’_|° Internet G

Figure 4-23 Launching or running the Cisco Device Manager
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When starting Device Manager, we are prompted for authentication to log in to
the switch. Use the same user name and password as for Fabric Manager as
shown in Figure 4-24.

@ Device Manager 4.1[1] - Open !IE[E

],
cisco

Device Name: | 3.43.56, 145 |

IIser Marme: Ijan:-:u

1
Password: | |

CIpEn Cptions == | Close J

Figure 4-24 Device Manager Login

Upon successful login, the Device Manager application is started and we are
presented with a graphical representation of the physical switch, as shown in
Figure 4-25.

@ Device Manager 4.1[1]) - md=9222i-1 [admin]

Device Physical  Intefface  FC o FICOM  IP Secunty  Admin Logs Help
=S @[ B (N an vsenalw |2 W Advanced

Device l SumnEEy |

hg¥ conscle ont

&

7 8 910 11 12 13 14 15 16 17 18
FICEICEI A EIE F F|E B

012 14 16

4 Status: TE, up, Multi-wSAM ISL
U up ploown [lFal  Minor  |Unreachable JloukCfService w

Figure 4-25 Device Manager
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The Device Manager window shows a graphical presentation of the switch while
displaying the power, fan trays, switch modules, and respective ports installed.

Figure 4-26 shows the Device Manager port summary window. It shows port
mode for all ports and the WWNs of connected devices. There are statistics for
transmission, errors, and discards. Above the list are current CPU, memory, and
flash utilization information and thresholds. This view can be filtered for any
particular VSAN.

@ Device Manager 4.1(1] - mds9222i-1 [admin] 1Ol x|
Device Physical Interface FC FICON IP Secuity Admin Logs Help
S@ O E M VSANA\Iv|? [V Advanced

Device Summary I

m Poll Inkerval: Ile jshow Faf Tt IUtiI% LI Jsec|Thresholds  s0=s+ | s0=H%+H
PU%[ 0 ] Memory %[ sa ] Flash %: 48 ]

Inte.,, & [Description WSAM(S) Mode |Connected To Speed (Gh) [Rx |Tx Errors |Discards [Lo
fcijl 1F Oxad000a, I6M S0:05:07:65:01:10137185, 4 0 | o 0 0[]
feijz 1F Oxad000b, [6M 50:05:07:65:01:30:37:85, 4 o [ [ o ofl
fcif3 1F Oxad0a0g, IBM 50:05:07:66:01:10:37:dc, 4 0 1] 0 a
fcif4 1F Oxadd009, [BM 50:05:07:68:01:30: 37 dc, 4 0 a 0 0
fcifs 1F Oxadd004, I6M 50:05:07:68:01:10:1d:22, 4 0 a 0 0
fcife 1F Oxad0a03, [BM 50:05:07:68:01:30:1d:22, 4 0 a 0 0
fcl)7 1F 0x5d000e, [BM 50:05:07:66:01:10:1d:21, 4 0 1] 0 a
fclfs 1F Oxad0all, IBM 50:05:07:658:01:30:1d:21, 4 i) 1] 1) 1]
fc1fa 1F Oxad0002, IBM 50:05:07:65:01:10:1d:1c. 4 0 a 0 1]
fc1/10 1F Oxadd00?, [6M 50:05:07:68:01:30:1d: 1c, 2 0 a 1) o
fc1f11 1F [j Oxada04, [6M 50:05:07:68:01:10:27:22, 2 0 a 0 a
fc1/12 1F B Oxad0a0s, IBM 50:05:07:68:01:30: 27122, 2 1} a 0 a
feljl1s 1F B 113:5d0h00, Qlogic 21:00:00:20:8h:85: cr 2 2 0 1} 0 1}
feljl4 1F W (1xad0c0n, Qlogic 21:00:00:20:50:89:2h:cd 2 0 1} 0 1}
fc1j15 1F | W Oxaddlon, Glogic 21:00:00:20:80:05:48:bc 2 0 1} 0 1}
fl/l6 1 1F = Oxad0e0n, Glogic 21:00:00:e0:80:05:4c a3 2 o 0 1 ]
fclf17 [ 1F B 0x3d0d00, Clogic 21:00:00:e0:5h: 18:Ff:6a 2 1 0 0 ol
fezjz A 1F b2 0xad0f00, Symeios 20:04:00:a0:b81 17441, 2 o o 0 o =

4 | B

Kl

Figure 4-26 Device Manager summary
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4.2.3 Launching the Fabric Manager Web Server Client
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To launch the Fabric Manager Web Client, use a Web browser and point to the IP
address of the Fabric Manager Web Server (FMS) and a port number, as shown
in Figure 4-27.

a ana Y [ 3

J File Edit %“iew Favoites Toolz Help | 'f..
J@Eack - O o, @ @ \;_:j|pSearch T:\\'_(Favorltes @| Bv L\__\f _J ﬁ a
JAddless@ hittp: //ziam. itzosi sanjose. ibm. com:81/ d Go

alialn

Cisco

Fabric Manager

Web Client

oo Systerns, Inc 2 200z
(Edit "ris dsa000/downlaady dight.txt” t
1ange message)

|&] Dore ’_I_’_’_’_ £ Internet P

Figure 4-27 Fabric Manager Web Server Login window

Note: To be able to use the Performance Manager, you must acquire and
install the Cisco Fabric Manager Server Package (FMSERVER_PKG), if not
already present on the switch. The Fabric Manager Server Package License
installed on the MDS 9222i is shown in Example 4-3 on page 108.

Another way to display the licenses is to use the CLI. In Example 4-3 we use the
CLI to display the licenses that are installed on the switch.

Example 4-3 Fabric Manager Server license installed on the MDS switch

mds9222i-1# show license usage

Feature Ins Lic Status Expiry Date Comments Count
DMM_184_PKG No 0  Unused Grace 120D OH
DMM_92221i_PKG No 0  Unused Grace 120D OH
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FM_SERVER_PKG Yes In use never -

MAINFRAME_PKG Yes -  Unused never -
ENTERPRISE_PKG Yes - Unused never -
DMM_FOR_SSM_PKG No 0  Unused Grace 120D OH
SAN_EXTN_OVER_IP Yes 1 Unused never -
SME_FOR_9222I_PKG Yes - Unused never -
PORT_ACTIVATION_PKG No 0  Unused -
SME_FOR_IPS_184 PKG No 0  Unused Grace 120D OH
STORAGE_SERVICES_184 No 0  Unused Grace 120D OH
SAN_EXTN_OVER_IP_18 4 Yes 1 Unused never -
SAN_EXTN_OVER_IP_IPS2 No 0  Unused Grace 120D OH
SAN_EXTN_OVER_IP_IPS4 No 0  Unused Grace 120D OH
STORAGE_SERVICES_9222i No 0 Unused Grace 120D OH
STORAGE_SERVICES_SSN16 No 0  Unused Grace 120D OH
10G_PORT_ACTIVATION_PKG No 0  Unused -
STORAGE_SERVICES_ENABLER_PKG Yes 1  Unused never -

Fabric Manager Web Server can be used to gather inventory information
regarding monitored SANs. The Inventory tab shows an inventory of the selected
SAN, fabric, or switch. You can export this information to an ASCII file in
comma-separated value (CSV) format that can be read by applications such as
Microsoft® Excel®. You can set the number of rows and columns per page.

The Inventory tab contains the following subtabs:

» VSANSs: Shows details about VSANs

» Switches: Shows details about switches

» Licenses: Shows details about the licenses in use in the fabric

» Modules: Shows details for MDS switching and services modules, fans, and
power supplies

» End Devices: Shows the host and storage ports
» |ISLs: Shows the Inter-Switch Links
» NPV Links: Shows the links between NPV devices and ports

» Zones: Shows the active zone members (including those in inter-VSAN
zones)

» Summary: Shows VSANSs, switches, ISLs, ports, and end devices

Chapter 4. Management tools 109



110

To view the inventory summary regarding SAN switches in our fabrics use the
Inventory tab, as shown in Figure 4-28.

<2} Summary - Microsoft Internet Explorer N [=] 3

J File Edit ‘“iew Favortes Toole Help | ‘a.'
e - > W

(O -0 ¥ &) )], s o @ - @ O

J Address I@ hitp://9.43.86.81:81/5210. doilter. select=tuekditer type=14flter. fabricld=101 &ilter vsanl d=-14iter. vid=-1&filter.fld=1 j EJ Go

Change P

':Il|ls'q'-.|$' Fabric Manager Web Client

[HBalth"PerformancBMInuBntory“Repons SMEAdmin

User ID: admin

~ Summary - ¥3AMNs + Switches - Licenses + Modules - End Devices « |SLs < MNPV Links « Zones -

[lisan 3
: ITSO_SAN
g ITs0 san

il Inventory Summary
Logical #  Switches # ISLs # Ports # End Devices  #
VEANS 7 D5-C9222 2 Regular 4 EfTE Ports 12 Total Hosts 11
i D5§-C9216i 1 Pork Channels 1 FFL Parts 29 Total Storage 18
K D5-C9216 1 Total 5 Fabric Ports 41 Total Ports 29
B Other 1 Total FC 194
Total 5 Ethernet Ports 26

=l
Inventory Summary Details

[ 2] hitp:4/9.43.26.81 81/5210.dofiter select=tuebfiler ype=1 &filer fabricld=101 iflier vsanld=T4ter vid=18fker | | | [ |4 Intemet 4

Figure 4-28 Inventory Summary tab in the CISCO Fabric Manager Web Client
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To view inventory information regarding VSANS click the VSANSs tab in the
Inventory section, as shown in Figure 4-29.

5 VSANS
Fie Edt View Favortss Took Help

Q- ) - (%] 2] ;h‘pﬁeamh /' Favares @| - a0
Address [{&] htp:/9.43 86.81.:81/5270.do =l B Ge

Change

soft Internet Explorer

SAN
[ 1T50 saN

1d Name Status Activated Zoneset, When
1. 1 VSANDDOL up nons
2. 10 VSANDO10 Up nons
3. 20 VSANDDZO up newFCIPTEST_ZonesetActive?, 2008/09/24-15:34:40
4, 30 VSANDD3O up nons
5. 50 ITSO_WSAM_SO_INTERGP Up none
€. 200 SUC2FCIP Up, Segmented st mds9222i-2  none
7. 200 VSANDZO0 Down, Segmented st mds92221-1 none
8, 210 SUC2FCIP Up, Segrmented st mds9222i-1  none
9. 210 VSAND210 Down, Segmented st mds9222i-2 non=

[ W 4 WA W =
Rous per pageil 10 =] 19 4 cotopsge: [ T of1pages P MH

=l

[&&] hitp://8.43.86.81:81/5270.dofiker. select=tiuehfiter.type=14filer fabricl d=1 01 bfiker.vsan|d=-12flter.vid="1 &fier fld=1 DD intemet 4

Figure 4-29 VSAN's Inventory tab in the Cisco Fabric Manager Web Server

To view inventory information regarding FC switches in a particular fabric click
the Switches tab in the Inventory section, as shown in Figure 4-30.

| 3 Switches - Microsalt Intemet Explorer ]

| Fle Edt View Favortes Tods Hep
Qe - ) - (=] 2] ‘ | Jseanh 5 cFmanes 4 - — = 1§l )

Address [ ] pp-/75iam tsosi saniose bm.com 12220 da

ilis Fabric Manager Web Client -

<0 — —
Health|[Performance|/Inventory [Reports SME Admin

© Summary ~ VSAMs v Switches v Licenses v Modules « End Devices o ISLs « WPV Links + Zones o

d | Download | Logout | About | Help

User ID: admin

L SAN
E-ggITs0_SAN
Yy vsanoon1 Status: [All
g vsaN001D
g VSANDDZO
4 VSANDO3D Name 1P Address WWN #FCPorts Status Vendor  Model  Release Location Contact UpTime
Yy ysaNgE0 4, IBM_2005_BSK_L 9.43.86.125 10:00:00:05:1e:90:16:5b 32 ok Brocade Brocade  48.1.0c  End User Premise, Field Support. 2 days, 1015557
2. MDS3Z16-2 9.43.86,124 20:00:00:0b:5f133:ca:00 16 ok Cisco  DS-C9216 =.3(1a) 1006118
2 mds9216i-1 #43,86,146 20:00:00:0deci2dicaid0 14 ok Cisea DE-C92161 4.1(1) 10:05:09
4. mds9222i1 5.43.86,147 20:00:00:0d:=c:82:3d:00 86 ok Cisco  D3-C3222i 4.1(1) 13:37:15
5. md:9222i2  9.43.86.148 20100:00:0d:ac 515180 66 ok Cizea  DS-C92221 4.1(1)  ITSO San Jaza 2 days, 12047133
CEMp— .. =i K 4 sosoramei[ 1 efipases b b1 |
S
[ €] Fitp: #4siam itsos.sanjose.ibm. com:B1 /s220. duiler select=trusbiiter type=14/iter fabiicld=1 01 bfiter. vsanld=1E2bie. id 0T [ [ ntemet 4

Figure 4-30 Switches Inventory tab in the Cisco Fabric Manager Web Client
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To view inventory information regarding licenses installed on switches click the
License tab in the Inventory section, as shown in Figure 4-31.

£

soft Internet Expl

nses

File Edit View Favoites Took Help

Qek - ) - %] 2] ‘ ) Search < Fovattes 7

Address [{&] htp:/9.43 86.81.:81/5290.do

S JEN

':'||'s'c'|¢':' Fabric Manager Web Clenk [swth L

[Healtn|Perfermanceinventory [Reports|sMEladmin

L SAN
e 1Ts0_58N

Switch Feature Status Type Errors

1, MDS9216-2 SME_FOR_IPS_184_PKG Unused Unlicznsed

2. MD59216-2 SAN_EXTH_OVER_IP_IPS4 Unused Parmanent Licanse 2 Licensa(=) Missing

3. mds9216i-1 STORAGE_SERVICES_SSN16 Unused Unlicensed Grace Perind; 119 days 12 hours 49 mins 50 secands

4, mds9216i-1 DMM_FOR_SSM_PKG Unus=d Unlicensed Grace Period; 119 days 12 hours 49 mins 50 s=conds

5. mds9216i-1 PORT_ACTIVATION_PKG Unused Unlicensed

€ mds9216i-1 STORAGE_SERVICES_184 Unused Unlicensed Grace Period: 119 days 12 hours 43 mins 50 seconds

7. mds9216i-1 10G_PORT_ACTIVATION_FKG Unused Unlicansed

8, mds3216i-1 SAN_EXTH_OVER_IP InUse Permanent License

9. mds9216i-1 STORAGE_SERVICES_ENABLER_PKG Unus=d Unlicznsed Grace Period; 119 days 12 hours 49 mins 50 seconds
10, mds9216i-1 DMM_184_PKG Unused Unlicensed Grace Periad: 115 days 12 hours 49 mins 50 secands

L. L. WS —
Reows per pags:|10 = 14 < Gotopage: [ 1 of 7 Pages O [p MH

=l
] DT T et v
Figure 4-31 License Inventory tab in the Cisco Fabric Manager Web Client

To view inventory information regarding line cards and modules in a particular
switch click the Modules tab in the Inventory section, as shown in Figure 4-32.

[ Fle Edt View Favortes Took Help

Dok - ¥ @] Seash ) Favertes @‘ |- A

Address [ ] hip.//9.42.56.81.81/:230 do

Fabric Manager Web Client

Health|Performance|inventory [Reports|SME Ad

B s ITS0LSAN

Switch MadelName SerialNum Type  Slot Hardware Revision Software n  AssetID  DperStatus

. MD39216-2 Fan Module-1 fan WA 0.0
MDS$9216-2 MDS 2 Slot Chassis DS-C9216-K3  FOXOG4TONPZ chassis 0101 73-8294-02
MDS9216-2 PowsrSupply-2 DS-CAC-845W  QCS02470019 powarsupply 10 241-0052-01
MDS9216-2 1/2 Gbps FC/Supersisor DS-¥9216-K9-SUP 148064304l module 73-8297-02
. MDS?216-2 P Storage Services Module D3-H2308-SMIP  JAB0S0804Q7 medule 3 73-8083-07
mds9216i-1 Fan Module-L DS-ZSLOT-FAN  NWGLOZFO7DS fan 73-8339-06
mds9216i-1 MDS 92161 (2 Slot) Chassis DS-CO2161-K9  FOX102900WM chassis 73-9724-02

mds9216i-1 Powsrupply-2 D3-CAC-B4SW  QCE1025101H powerSupply N/A 341-0052-03

. Mds9216i-1 2x1GE IPS, 14x1/2Gbps FO/Supervisor DS-X92161°K9  JAELOGGAWDI module 1 4.101) 73-9633-10

mds3716i-1 TP Storage Services Module DS-X3308-SMIP  JAELOL6ZYSO  module z 4.101) 73-8083-11 ok

Rowe per pasa T35 14 G0 to page: [ T of 2pages D b MH

&l
[ T femet 7
Figure 4-32 Modules Inventory tab in the Cisco Fabric Manager Web Client
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To view inventory information regarding end devices in our SAN click the End
Devices tab in the Inventory section, as shown in Figure 4-33.

2} End Devices

rosoft Internet E xplorer

File Edt View Favortes Took Help

Qe - - [x] 2] '\h‘pseamh ¢ Favaites @‘B-;\_‘J a9

Address [ €] Hi./siam lsosisarisse b comi1/+250.do BB

Fabric Manager Web Client
[Heaith|Performanceinventory [Reports|sME|aamin

 Summary « VSAMs < Switches < Licenses « Madules + End Devices « ISLs < NPV Links - Zones ~

alvaln
cisco

L SAN
1 gy ITS0_SAN
4R VSANODDL
FgysanDo10
YvSANDD20
FpUSANDD30 VSAN Id Enclosure Name & Port viwN & Feld  Switch Interface  I/F Speed Link Status
-4 U SANODSD 1 50 IBM 8:01:00:27:22-5 IBM 50:05:07:68:01:40:27:e2  IBM 50:05:07:68:01:40:27:62 0740100 [BM_2005_BSK_1 1 n/s ok
% 2 50 Emulex 32:a7:fb-H  Emulex 10:00:00:00:c9:32:a7:fb Emulex 10:00:00:00:€3:32:a7:fb 0x7d0300 1BM_Z005_BSK 1 3 n/a ok
a 50 SEMEGAL 1 Senagalt Qlogic 21100:00:20:8b:89 1cxic2  0x740200 [BM_2005_BSK_1 2 n/s ok
. 10 IBM 8:01:00:27:22°5 IBM 50:05:07:68:01110:27:22 1BV 50105:07:68:01:10:27:62  Dx7¥0001 MDS92Z16-2 felf9  2Gb ok
B 10 IBM 8:01:00:1di1c€ TN 5D 0Li10:1ditc  IBM 50105:07:68.01:A0:dile  Dx760000 MDS9216-2 Fel/S  2Gb ok
3 10 [BM 8:01:00:1d:1c-S 1B 50:05:07:68:01:30:1d: 1 1BM 50105:07:68:01:30 Adilc  Dx7F0002 MDS9216-2 fel/13 2Gb ok
” 10 Qlogic 89:b3ic0-H  Qlagic 21 Qlogic 21 040000 mdz321811 fel/5  26b ok
3 20 SCVNODELALL IBM S0:05:07:68:01:10:37:dc 1B 50:05:07:68:01:10:37:dc  0x140008 mds92221-1 fel/3 4Gb ok
B 50 ADIE 1:4D:08:70:06-3 ADIC 50:03:08:cLi40:46:70:06  ADIC 50:03:08:c1:4D:46:70:06 x4 0100 mds5222i-1 Fe2/17 26b ok
10 50 SIAM_WINZK3_SLOT1 Qlogic 21:00:00:e0:8b:18:ffi8a  Qlogic 21:00:00:e0:8b:18:ff18a 0x640000 mds9222i-L fel(17 2Gb ok
[RRREEAY) o = 14 4 a0 topage: [ 3 ofapages b DnH
SIS
7] 50 doit ik type=1 fiter.tabricld=101 fiker v<2nic=1 2L fier fld. DT e intemet 7

Figure 4-33 End Devices inventory tab in the Cisco Fabric Manager Web Client

To view inventory information regarding ISLs in our SAN click the ISLs tab in the
the Inventory section, as shown in Figure 4-34.

osoft Internet.Explorer _ O x
J File Edit “iew Favortes Tools  Help | "‘.

J@Backv Ov Iﬂ @ \;;)|pSaalch ‘;r\\")Favmites @| qhv“\'_\? - - Uﬁ g
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c'll'sél‘; Fabric Manager Web Clien
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=g ITSO_SAN
g vsanoonL

Status: | All I

Y vsanN00z0

Y vSANDOZ0

FyITSO_VSAN_S0_INTERO
%y SVC2FCIP (200,5egmenty
4 VEANDZO0 (Down,Seame
%y SVC2FCIP (210,5egment
4y WEANDZ10 (Down,Segme

To Switch

From Switch From Interface To Interface Speed Status

1. 110 MDS9216-2  feip2 mds3216i-1 feipz 1ab ak

2. 1,10,20,30 rnds9216i-1  feips md=9222i-2 feips 13b ak

. 50 rnds9222i-1  fe2/13 IBM_2005_BSK_1 0 26k ok

. 1.,10,20,30 mds9222i-1  foip4 mds3Z16i-1 frip4 1sh ok

. 1,10,20,30,50 mds3222i-1  channel20 mds3222i-2 channelz0 2ab ok
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el
] [T T T (e et v
Figure 4-34 ISLs inventory tab in the Cisco Fabric Manager Web Client
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To view inventory information regarding zones in our SAN click the Zones tab in
the Inventory section, as shown in Figure 4-35.

8 Zones Moot memer e e
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User ID: admin

HyvsanoonL Status: | All
HiVSANDDLD

Hyrsan0020
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Figure 4-35 Zones inventory tab in the Cisco Fabric Manager Web Client

The Fabric Manager Web Server allows you to create customized reports based
on historical performance, events, and inventory information gathered by the
Fabric Manager Server. You can create aggregate reports with summary and
detailed views. You can also view previously saved reports.

The Report tab contains the following subtabs:

» View: Displays previously saved reports

» Generate: Generates a custom report based on the selected report template
» Edit: Edits an existing report template

» Create: Creates a report template, allowing you to select any combination of
events, performance categories, and inventory

» Scheduled Jobs: Displays scheduled jobs based on the selected report
template

You can create custom reports from all or any subset of information gathered by
Fabric Manager Server. You create a report template by selecting events,
performance, and inventory statistics that you want in your report and set the
desired SAN, fabric, or VSAN to limit the scope of the template.

You can generate and schedule a report of your fabric based on this template
immediately or at a later time. Fabric Manager Web Server saves each report
based on the report template used and the time at which you generate the report.
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To create a custom report in Fabric Manager Web Client:
1. Click the Reports tab, then the Create button, as shown in Figure 4-36.
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Figure 4-36 Create a customer report in the Cisco Fabric Manager Web Client

2. Choose the Generate button and get the report from the SAN network, as
shown in Figure 4-37 and Figure 4-38 on page 116.
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Figure 4-37 Generate the report from the SAN in the Cisco Fabric Manager Web Client
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Figure 4-38 A part of the SAN report generated in the Cisco Fabric Manager Web Client
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If you choose to attach to the SAN report a Visio® drawing of the SAN network
you can download the Visio file and get a detailed graphical view of your SAN, as
shown in Figure 4-39. A link to the Visio drawing is found at the top the report.
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Figure 4-39 Visio Drawing of the SAN network created by the reporting tool

You can use the Fabric Manager Web Client to collect and analyze performance
data from a monitored SAN. Before doing that it is necessary to configure a

performance monitoring environment.
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As shown in Figure 4-40, select Configure under the Admin tab to configure a
fabric performance data collection.

Note: If you are managing your fabrics with Performance Manager, you need
to set up an initial set of flows and collections on the fabric. You can use the
Fabric Manager Web server to add and remove performance collections. See
Creating Performance Collections under the Help panel.
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Figure 4-40 Configure Fabric Manager to collect performance data
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If you are managing your fabrics with Performance Manager, you need to set up
an initial set of flows and collections on the fabric. You can use Fabric Manager
Web Server to add and remove performance collections. In order to configure
performance collections click the Admin tab, choose Configure, and from the
menu on the left choose Collections, as shown in Figure 4-41. You will get the

Edit Collection window to set up the required parameters, as shown in
Figure 4-42.
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Figure 4-41 Configure performance collections
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Figure 4-42 Edit collection parameters
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Next you must configure thresholds for performance monitoring and alerting. You
can use absolute values or baseline values for a defined period of time such as a
week, a month, and a year. An example configuration is shown in Figure 4-43.
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Figure 4-43 Configuring threshold for traffic and performance monitoring
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When all performance parameters are set you can start to collect performance
data regarding traffic in your monitored fabrics. As a presentation you can use

graphical or spreadsheet reports, as shown respectively in Figure 4-44 and in
Figure 4-45 on page 122.

Note: Performance data is available for display once data collection has
progressed for a time period.
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Figure 4-44 Graphical performance reports from the Cisco Fabric Manager Web Client
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Figure 4-45 Spreadsheet performance reports from Cisco Fabric Manager Web Client
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Additionally, you can collect performance reports for specific components or
characteristics of your SAN networks such as:

End devices (Figure 4-46)

ISLs (Figure 4-47 on page 124)

NPV links

Flows

Ethernet (FCIP and iSCSI) (Figure 4-48 on page 124)
CPU and memory utilization (Figure 4-49 on page 125)
Traffic Analyzer reports

Traffic predictions (Figure 4-50 on page 125)

Switch bandwidth (Figure 4-51 on page 126)
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Figure 4-46 Performance report for end devices
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Figure 4-51 Switch bandwidth report

You can use the Fabric Manager Web Client to gather and present data
regarding the health status of monitored SAN networks. There are a few options
available to gather valuable information regarding your SAN:

» Summary report: Shows a summary of events and problems for all SANSs, or a
selected SAN, fabric, or switch. You can click any blue link for more
information about that item.

» Fabric Events: Shows a detailed list of events and hardware, or accounting.
You can filter these events by severity, date, and type of event.

» SyslLog: Shows a detailed list of system messages. You can filter these
events by severity, date, and type of event.

» Analysis: Enables you to schedule or run analysis reports and compile results
to analyze the Fabric Manager Server database statistics.
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Examples of reports are shown in Figure 4-52, Figure 4-53 on page 128 and
Figure 4-54 on page 129.
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Figure 4-54 Analysis of the Storage to Host Connectivity

4.2.4 Obtaining the latest source files

Directors and switches in the Cisco MDS 9000 Multilayer Fabric Switch Family
are shipped with the current levels of firmware already installed at the time of
shipping. This code level is usually sufficient to begin the switch implementation
process, but we recommend that you regularly check for the latest supported
code levels and install updated code when required.

Note: We strongly recommend checking new firmware compatibility with all
devices and vendors connected to the SAN.
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Attention: Cisco regularly makes new code releases available on their Web
site for authorized users to download. IBM conducts additional integration
testing on this code before issuing its approval, so we recommend that you
always install only the IBM recommended code levels.

If you experience problems with an unapproved code release, IBM might ask
you to install an approved release before continuing with problem resolution.
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Security

Before the existence of storage area networks (SANs), and during the initial
migration to SANs, the storage environment was fairly secure due to its physical
isolation from the remainder of the communication network. SANs were typically
entirely contained in the data center, and there are explicit procedural and
physical controls to control access to the data center. However, with the advent of
optical and FCIP solutions designed to improve high availability and disaster
recovery this is no longer the case. SANs that span outside a single data center
are now commonplace.

The concepts of who will manage the SAN and how will they manage the SAN
are also areas that need to be considered. Effective security management
strategies can only be implemented once these procedural questions have been
discussed and finalized.

A complete discussion of all the advanced security functions available in the
MDS 9000 Multilayer Fabric Switch family is beyond the scope of this book. The
purpose of this chapter is to provide a high-level overview of the security features
that are available. We discuss security from two different perspectives:

» Securing management access to the MDS switch itself
» Securing the Fibre Channel fabric
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5.1 Securing management access to the switch

Typically, both CLI and SNMP are used to manage the switch. As such, they both
need to be addressed with regards to security. The following security features are
available on the MDS 9000 Multilayer Fabric Switch family in order to secure
management access to the MDS switch:

» SSH service is available.

» SNMPv1, SNMPv2c, and SNMPv3 are all available.
» IP Access Control Lists.

» Role-based authorization.

» Authentication, Authorization, Accounting (AAA) with Terminal Access
Controller Access Control System Plus (TACACS+) and Remote Access
Dial-In User Services (RADIUS).

» The Federal Information Processing Standards (FIPS).

5.1.1 SSH service

132

Each switch in the MDS 9000 Multilayer Fabric Switch family supports the Secure
Shell (SSH) facility. SSH provides several benefits over traditional management
facilities such at Telnet, FTP, and TFTP, among which are strong authentication
and encryption. SSH can be enabled on each switch to ensure secure access
using the CLI, providing encrypted user authentication and data exchange.

The SSH Client in the MDS also supports a secured method when copying files
(configuration files, log files, SAN-OS and NX-OS images) to and from the
switch.

SSH provides secure communications to the Cisco SAN-OS and NX-OS CLI.
You can use SSH keys for the following SSH options:

» SSH1
» SSH2, using RSA
» SSH2, using DSA

Be sure to have an SSH server key pair with the appropriate version before
enabling the SSH service. Generate the SSH server key pair according to the
SSH client version used. The number of bits specified for each key pair ranges
from 768 to 2048.

Implementing an IBM/Cisco SAN



The SSH service accepts three types of key pairs for use by SSH versions 1
and 2:

» The rsal option generates the RSA1 key pair for the SSH Version 1 protocol.
» The dsa option generates the DSA key pair for the SSH Version 2 protocol.
» The rsa option generates the RSA key pair for the SSH Version 2 protocol.

Note: If you delete all of the SSH keys, you cannot start a new SSH session.

In order to check or modify the SSH configuration go to the Physical Attributes
section in Fabric Manager and select Switches — Security — SSH and Telnet,
as shown in Figure 5-1.
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Figure 5-1 SSH keys configuration in Fabric Manager
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Select the create row icon to generate the SSH server key pair, as shown in
Figure 5-2.
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Figure 5-2 Create new SSH keys pair in Fabric Manager

In the Create SSH Key dialog box select the MDS switches, define the SSH
protocol, and specify the number of bits used to generate the key pairs in the
NumBits drop-down menu, as shown in Figure 5-3.

® /5ANEabric_mds92221-2f5witche

¥ mds9222i-1
Switches: |V mds922z2-2

Protocal: % S5H2(rsa)  55H2(dsa)

MumBits: |1I:IZ4 ﬂ?E-B..ZEI"rB (dsa: ..1856)

Create :! lose |

Figure 5-3 Define SSH keys pair configuration

Note: We strongly recommend using SSH instead of Telnet to manage MDS
9000 family switches.

To transfer files to and from MDS 9000 family switches we recommend using
SCP (secure copy) and SFTP (secure FTP) instead of FTP or TFTP.
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5.1.2 SNMP security

The MDS switch supports SNMPv1, SNMPv2c, and SNMPv3 (encrypted) for
SNMP access to the switch. SNMPv1 and SNMPv2c use the concept of a
community string to authorize read and write access to the switch. SNMPv3
requires that a user ID/password be entered in order to access the switch, as
shown in Figure 5-4.

SNMP ver1 or ver2
(network operator level)

MDS 9500
MDS 9200 Series
Series ./

&

Switch Family

\ 7

The CLI and SNMP user ID and password are maintained separately, so it is
possible for the same ID to have a different password for both the SNMP and the
CLI. However, we do not recommend this.

| > SNMP reqt

NMP reSpons @ m———-
_/ J  (response depends on successful authentication)
GET or SET
SNMP Commands

Figure 5-4 SNMP security

SNMPV3 is an interoperable standards-based protocol for network management.
SNMPv3 provides secure access to devices by a combination of authenticating
and encrypting frames over the network. The security features provided in
SNMPv3 are:

» Message integrity: Ensures that a packet has not been tampered with
in-transit
» Authentication: Determines whether the message is from a valid source

» Encryption: Scrambles the packet content to prevent it from being seen by
unauthorized sources

SNMPv3 provides for both security models and security levels. A security model
is an authentication strategy that is set up for a user and the role in which the
user resides. A security level is the permitted level of security within a security
model. A combination of a security model and a security level determines which
security mechanism is employed when handling an SNMP packet.
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The Cisco SAN-OS and NX-OS software implement RFC 3414 and RFC 3415,
including user-based security model (USM) and role-based access control. While
SNMP and the CLI have common role management and share the same
credentials and access privileges, the local user database was not synchronized
in earlier releases. SNMPv3 user management can be centralized at the AAA
server level. This centralized user management allows the SNMP agent running
on the Cisco MDS switch to leverage the user authentication service of the AAA
server. Once user authentication is verified, the SNMP PDUs are processed
further. Additionally, the AAA server is also used to store user group names.
SNMP uses the group names to apply the access/role policy that is locally
available in the switch.

Any configuration changes made to the user group, role, or password results in
database synchronization for both SNMP and AAA.

Users are synchronized as follows:

» Deleting a user using either command results in the user being deleted for
both SNMP and the CLI.

» User-role mapping changes are synchronized in SNMP and the CLI.

» Existing SNMP users continue to retain the auth and priv passphrases
without any changes.

» If the management station creates an SNMP user in the usmUserTable, the
corresponding CLI user is created without any password (login is disabled)
and will have the network-operator role.

5.1.3 IP Access Control Lists

The MDS 9000 Multilayer Switch family can route IP Version 4 (IPv4) traffic
between Ethernet and Fibre Channel interfaces. The IP static routing feature
routes traffic between VSANSs. To do so, each VSAN must be in a different IPv4
subnetwork. Each MDS 9000 Multilayer Switch family provides the following
services for network management systems:

» |P forwarding on the out-of-band Ethernet interface on the front panel of the
supervisor modules.

» |P forwarding on the in-band Fibre Channel interface using the IP over Fibre
Channel (IPFC) function: IPFC specifies how IP frames can be transported
over Fibre Channel frames so network management systems information can
cross the Fibre Channel network without using an overlay Ethernet network.

» IP routing (default routing and static routing): If your configuration does not
need an external router, you can configure a default route using static routing.
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In the MDS 9000 Multilayer Switch family, IP Access Control Lists (ACLs) provide
a basic mechanism to secure the Ethernet management interface and in-band
management via IP over Fibre Channel (IPFC). Therefore, these ACLs can only
be applied to either the management interface or logical VSAN interfaces.

IPv4 Access Control Lists (IPv4-ACLs and IPv6-ACLs) provide basic network
security to all switches in the MDS 9000 Multilayer Switch family. IPv4-ACLs and
IPv6-ACLs restrict IP-related traffic based in the configured IP filters. A filter
contains the rules to match an IP packet, and if the packet matches, the rule also
stipulates whether the packet should be permitted or denied.

Each switch in the MDS 9000 Multilayer Switch family can have a maximum of
128 IPv4-ACLs or 128 IPv6-ACLs, and each IPv4-ACL or IPv6-ACL can have a
maximum of 256 filters.

An ACL is a sequential collection of permit and deny conditions that apply to IP
addresses. The MDS SAN-OS software tests addresses against the conditions in
an access list one by one. The first match determines whether the software
accepts or rejects the address. Because the software stops testing conditions
after the first match, the order of the conditions is critical. If no conditions match,
the software rejects the address.

An IP protocol can be configured using an integer ranging from 0 to 255 to
represent a particular IP protocol. Alternatively, you can specify the name of a
protocol (iCMP, IP, TCP, OR UDP). IP includes Transmission Control Protocol
(TCP), User Datagram Protocol (UDP), Internet Control Message Protocol
(ICMP), and other protocols.

The source/source-wildcard and destination/destination-wildcard are specified in
one of two ways:

» Using the 32-bit quantity in four-part, dotted decimal format (10.1.1.2/0.0.0.0
is the same as host 10.1.1.2.)

» Using the any option as an abbreviation for a source/source-wildcard or
destination/destination-wildcard (0.0.0.0/255.255.255.255)

Crypto IPv4-ACLs

IP access control lists (IPv4-ACLs) provide basic network security to all switches
in the Cisco MDS 9000 family. IPv4 IP-ACLs restrict IP-related traffic based on
the configured IP filters.

In the context of crypto maps, IPv4-ACLs are different from regular IPv4-ACLs.
Regular IPv4-ACLs determine what traffic to forward or block at an interface. For
example, IPv4-ACLs can be created to protect all IP traffic between subnet A and
subnet Y or Telnet traffic between host A and host B.
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Crypto IPv4-ACLs are used to define which IP traffic requires crypto protection
and which traffic does not.

Crypto IPv4-ACLs associated with IPsec crypto map entries have four primary
functions:

>

>

Select outbound traffic to be protected by IPsec (permit = protect).

Indicate the data flow to be protected by the new SAs (specified by a single
permit entry) when initiating negotiations for IPsec SAs.

Process inbound traffic to filter out and discard traffic that should have been
protected by IPsec.

Determine whether to accept requests for IPsec SAs on behalf of the
requested data flows when processing IKE negotiation from the IPsec peer.

Note: If you want some traffic to receive one type of IPsec protection (for
example, encryption only) and other traffic to receive a different type of IPsec
protection (for example, both authentication and encryption), create two
IPv4-ACLs. Use both IPv4-ACLs in different crypto maps to specify different
IPsec policies.

5.1.4 Role-based authorization

138

All management access within the MDS 9000 Multilayer Switch family is based
on roles. Role-based authorization limits access to switch operations by
assigning users to roles. Users are restricted to performing the management
operations that are explicitly permitted based on the roles to which they belong.

Note: Each role can contain multiple users, and each user can be part of
multiple roles. For example, if role 1 users are only allowed access to
configuration commands, and role 2 users are only allowed access to debug
commands, then if user belongs to both role 1 and role 2, he can access
configuration as well as debug commands.
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By default, these roles exist in all switches:
» Network operator (network-operator)

Has permission to view the configuration only. The operator cannot make any
configuration changes.

» Network administrator (network-admin)

Has permission to execute all commands and make configuration changes.
The administrator can also create and customize up to an additional 64 roles.

» Default-role

Has permission to use the GUI (Fabric Manager and Device Manager). This
access is automatically granted to all users in order for them to use the GUI.

These default roles cannot be changed or deleted.

Note: If a user only belongs to one of the newly created roles and that role is
subsequently deleted, then the user immediately defaults to the
network-operator role.

You can use SNMP to modify a role that was created using CLI and vice versa.
Each role in SNMP is the same as a role created or modified through the CLI.
Common roles allow you to use a set of rules to set the scope of VSAN security.
Each role can be restricted to one or more VSANSs as required.

Note: If you belong to multiple roles, you can execute a union of all the
commands permitted by these roles. Access to a command takes priority over
being denied access to a command. For example, suppose that you belong to
a group called STG and you were denied access to configuration commands.
However, you also belong to the ITSO group and are permitted access to
configuration commands. In this case, you will have access to configuration
commands.
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If you need to configure roles using the GUI, expand Switches — Security and
then select Users and Roles from the Physical Attribute pane. Click the Roles
tab in the Information pane, as shown in Figure 5-5.
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Figure 5-5 Configuring Users and Roles in Fabric Manager

You can add a new role by selecting the create row icon in Fabric Manager, as
shown in Figure 5-6.

File *“iew Zone Tool: Peformance Server Help

CCRe B 4% | >REEOURT 1Y WE8EE | 9

e E® % P2 IRSH
S0 Fabric_mdsazeziz Roles CF5 | Pl communities | Global|

-3 All vaans Scope | Scope
{23 ¥sAND0O1 Switch  |Mame Description Enable |v3AN Id List
- ¥SANDD10 MD59216-2 |deFault-role |This is a system defined role and applies to all users
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Figure 5-6 Add new Role in Fabric Manager
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At the next step you must provide information regarding new role configuration,

as shown in Figure 5-7, and click Create.

[ ] FSAM /Switches/Security/Uszers and Roles/Boles - .

¥ MDs9z16-2
W mds9z16i-1
Switches: |[¥ mds9222i-1
W mds9zzzi-z

Marme: IITSO_.ﬁ.dmins

Description: I.ﬁ.dmins from ITSO in San Jose

¥ Has Config, Exec and Show Permission

—¥SAN Scope —

[+ Enable
Create ! Close

List: [1-4093
Figure 5-7 Define a new role in Fabric Manager

Role configuration tasks can also be done from the CLI, as shown in
Example 5-1.

Example 5-1 Create and verify roles in CLI

mds9222i-1# configure terminal

mds9222i-1(config)# role name SAN monitor
ds9222i-1(config-role)# description SAN Monitoring
mds9222i-1(config-role)# vsan policy deny
mds9222i-1(config-role-vsan)# permit vsan 10
mds9222i-1(config-role-vsan)# permit vsan 20
mds9222i-1(config-role-vsan)# permit vsan 30
mds9222i-1(config-role-vsan)# exit

mds9222i-1(config-role)# rule

mds9222i-1(config-role)# rule 1 permit show feature system
mds9222i-1(config-role)# rule 2 permit show feature module
mds9222i-1(config-role)# rule 3 permit show feature hardware
mds9222i-1(config-role)# rule 4 permit show feature environment
mds9222i-1(config-role)# rule 5 permit show feature snmp
mds9222i-1(config-role)# rule 6 deny exec
mds9222i-1(config-role)# end

mds9222i-1# show role

Role: network-admin

Description: Predefined Network Admin group. This role cannot be modified
Access to all the switch commands
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Role: network-operator
Description: Predefined Network Operator group. This role cannot be modified
Access to Show commands and selected Exec commands

Role: server-admin
Description: Predefined system role for server administrators. This role
cannot be modified.
Vsan policy: permit (default)

1 permit show *
2 permit exec install

Role: default-role
Description: This is a system defined role and applies to all users.
Vsan policy: permit (default)

1 permit show system

2 permit show snmp

3 permit show module

4 permit show hardware

5 permit show environment

RoTe: ITSO_Admins
Description: Admins from ITSO in San Jose
Vsan policy: deny
Permitted vsans: 1-4093

1 permit show *
2 permit config *
3 permit exec *

Role: SAN_monitor
Description: SAN Monitoring
Vsan policy: deny
Permitted vsans: 10,20,30

1 permit show system

2 permit show module

3 permit show hardware

4 permit show environment
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5 permit show snmp
6 deny exec *

5.1.5 AAA using RADIUS and TACACS+

The authentication, authorization, and accounting (AAA) mechanism verifies the
identify of, grants access to, and tracks the actions of users managing a switch.
Authentication is the process of verifying one’s identity. The verification is based
on the user ID and password entered by the person logging into the switch. On
the MDS switch you can either use local authentication or remote authentication
using TACACS+ or RADIUS to communicate with AAA servers. Figure 5-11 on
page 148 shows a flow chart of the process.

Along with the authentication process is an authorization process, where your
management capabilities are determined based upon the access given when
your user ID was created. Access rights can be determined by role as well as
VSAN.

Accounting refers to the log that is kept for tracking each management session in
a switch. This log provides accountability and can be an invaluable tool for
troubleshooting.

RADIUS is a distributed client-server system that secures networks against
unauthorized access. RADIUS clients run on MDS switches and sends
authentication requests to a central RADIUS server that contains all user
authentication and network service access information.

RADIUS is a fully open protocol, distributed in source code format, that can be
modified to work with any security system currently available on the market.

You can set the RADIUS server address, the RADIUS preshared key, the
RADIUS server time-out interval, and iterations of the RADIUS server; define
vendor-specific attributes; and display RADIUS server details.

You must configure the RADIUS preshared key to authenticate the switch to the
RADIUS server. The length of the key is restricted to 64 characters and can
include any printable ASCII characters (white spaces are not allowed). You can
configure a global key to be used for all RADIUS server configurations on the
switch. You can override this global key assignment by explicitly using the key
option when configuring an individual RADIUS server.
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To configure a RADIUS server and all its options using Fabric Manager go to
Physical Attributes and select Switches — Security > AAA — RADIUS, as
shown in Figure 5-8.
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Figure 5-8 Configure RADIUS server in Fabric Manager
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To configure a new RADIUS server select the create row icon, as shown in
Figure 5-9.
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Figure 5-9 Create a new RADIUS server configuration in Fabric Manager

As shown in Figure 5-10 on page 146, in the Create RADIUS Server dialog box
you are required to specify parameters to configure the RADIUS server:

» Select the switches that you want to assign as RADIUS servers.
» Assign an index number to identify the RADIUS server.

» Select the IP address type for the RADIUS server.

» Fillin the IP address or name for the RADIUS server.

» Optionally, modify the authentication and accounting ports used by this
RADIUS server.

» Select the appropriate key type for the RADIUS server.
» Select the TimeOut value in seconds. The valid range is 0 to 60 seconds.

» Select the number of times the switch tries to connect to RADIUS servers
before reverting to local authentication.

» Enter the test idle time interval value in minutes. The valid range is 1 to 1440
minutes.

» Enter the test user with the default password. The default username is test.
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Figure 5-10 Configure RADIUS server parameters

You can verify the RADIUS server configuration from the CLI, as shown in
Example 5-2.

Example 5-2 Verify RADIUS server configuration from the CLI

mds9222i-1# show radius-server sorted
timeout value:5

retransmission count:1

deadtime value:0

total number of servers:l

following RADIUS servers are configured:
9.43.86.12:
available for authentication on port:1812
available for accounting on port:1813
RADIUS shared secret:*****xx*

146 Implementing an IBM/Cisco SAN



timeout:30
retries:3

A Cisco MDS switch uses the Terminal Access Controller Access Control System
Plus (TACACS+) protocol to communicate with remote AAA servers. You can
configure multiple TACACS+ servers and set timeout values.

TACACSH+ is a client/server protocol that uses TCP (TCP port 49) for transport
requirements. All switches in the Cisco MDS 9000 family provide centralized
authentication using the TACACS+ protocol. TACACS+ has the following
advantages over RADIUS authentication:

>

Provides independent, modular AAA facilities. Authorization can be done
without authentication.

Uses the TCP transport protocol to send data between the AAA client and
server, making reliable transfers with a connection-oriented protocol.

Encrypts the entire protocol payload between the switch and the AAA server
to ensure higher data confidentiality. The RADIUS protocol only encrypts
passwords.

Fabric Manager allows you to set up a default configuration that can be used for
any TACACS+ server that you configure the switch to communicate with. The
default configuration includes:

vyvyVvyyvyy

Encryption type

Preshared key

Timeout value

Number of retransmission attempts

Allowing the user to specify a TACACS+ server at login
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Figure 5-11 Switch authorization and authentication flow

For high-availability purposes you can specify multiple remote AAA servers to
authenticate users using server groups. If you had multiple servers you would
enter the index ID of each server sequentially, separated by commas. All
members of a group must use the same protocol, either RADIUS or TACACS+.

You need to configure the TACACS+ preshared key to authenticate the switch to
the TACACS+ server. The length of the key is restricted to 64 characters and can
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include any printable ASCII characters (white spaces are not allowed). You can
configure a global key to be used for all TACACS+ server configurations on the
switch.

Note: You can override this global key assignment by explicitly using the key
option when configuring an individual TACACS+ server.

5.1.6 Federal Information Processing Standards

The Federal Information Processing Standards (FIPS) Publication 140-2,
Security Requirements for Cryptographic Modules, details the U.S.
Government’s requirements for cryptographic modules. FIPS 140-2 specifies that
a cryptographic module shall be a set of hardware, software, firmware, or some
combination thereof that implements cryptographic functions or processes,
including cryptographic algorithms and, optionally, key generation, and is
contained within a defined cryptographic boundary.

FIPS specifies certain crypto algorithms as secure, and it also identifies which
algorithms should be used if a cryptographic module is to be called FIPS
compliant.

In order to configure FIPS go to Physical Attributes and select Switches —
Security — FIPS, as shown in Figure 5-12.
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Figure 5-12 Enable FIPS for selected servers
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Note: Cisco MDS SAN-OS Release 3.1(1) implements FIPS features and is
currently in the certification process with the U.S. Government, but it is not
FIPS compliant at this time.

5.2 Securing access to the fabric

The following features are available to facilitate securing the FC fabric from
accidental or intentional wrong-doing:

VSANs

Zoning

Fibre Channel Security Protocol (FC-SP) support
Port Security

Control of principal switch selection

Static Domain ID assignment

Static, persistent FCID assignment

vyVyVYVYVYYVYYyY

5.2.1 VSANs
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You can achieve higher security and greater stability in Fibre Channel fabrics by
using virtual SANs (VSANs). VSANSs provide isolation among devices that are
physically connected to the same fabric. With VSANSs you can create multiple
logical SANs over a common physical infrastructure. Each VSAN can contain up
to 239 switches and has an independent address space that allows identical
Fibre Channel IDs (FC IDs) to be used simultaneously in different VSANs.

A VSAN is a virtual storage area network (SAN). A SAN is a dedicated network
that interconnects hosts and storage devices primarily to exchange SCSI traffic.
In SANs you use the physical links to make these interconnections. A set of
protocols run over the SAN to handle routing, naming, and zoning. You can
design multiple SANs with different topologies.

VSANSs are a very effective tool for securing access to the fabric and preventing
intentional or accidental wrongdoing. Fibre Channel services are replicated
across VSANSs, and no communication occurs between VSANSs unless
configured to do so using Inter-VSAN Routing (IVR).

There are two VSANSs created on the switch by default. They are VSANs 1 and
4094. VSAN 4094 is referred to as the isolated VSAN. When a VSAN is deleted
that has active ports, the ports are subsequently moved to the isolated VSAN.
Ports in the isolated VSAN are unable to communicate with any other ports,
including other ports that are in the isolated VSAN. Because of this behavior,
moving all ports into the isolated VSAN at initial configuration would be a very
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effective way to secure ports in the fabric. Ports would then require a manual
configuration change to be placed in an active VSAN. Table 5-1 shows the
default VSAN 1 attributes.

Table 5-1 Default VSAN 1 attributes

Parameters Default

Default VSAN VSAN 1

State Active state

Name Concatenation of VSAN and a four-digit string
representing the VSAN ID (For example, VSAN 3 is
VSANO0003.)

Load-balancing attribute OX ID (src-dst-ox-id)

By default all ports are in VSAN 1. We do not recommend using VSAN 1 as your
production VSAN. By creating a separate VSAN for your production traffic you
effectively isolate your production devices from any device that is later connected
to the switch. Again, a manual configuration change would be required to move a
port from VSAN 1 to an active production VSAN. Creating separate VSANs also
allows zoning granularity such that a misconfiguration of the zone in one VSAN
does not cause a problem for any of the other VSANSs. Extra precautions need to
be considered in IVR environments.

Note: In complex environments we strongly recommend defining in a SAN
network security areas and create a separate VSAN for every area.

VSANSs can effectively separate traffic in the following scenarios:

Different customers in storage provider data centers
Production and test environments

Low and high security requirements

Backup traffic from user traffic

Replication traffic from user traffic

vyvyVvyyvyy

The use of VSANSs does not preclude the use of zoning. The two features are
complimentary.

5.2.2 Zoning

Zoning is the mechanism in FC fabrics that controls what ports are allowed to
inter-communicate. Zoning is done on a per-fabric basis, or in the case of MDS
switches on a per-VSAN/fabric basis. There can only be one active zoneset per
fabric. There can be multiple zonesets, but only one can be active at a time.
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Several zones make up a zoneset. Each member in the MDS 9000 Multilayer
Fabric Switch family can support hardware-enforced zoning for up to 2,000 zones
and 20,000 zone members. Changes to the active zoneset can be made
nondisruptively.

Zoning enables you to set up access control between storage devices or user
groups. If you have administrator privileges in your fabric, you can create zones
to increase network security and to prevent data loss or corruption. Zoning is
enforced by examining the source-destination ID field.

Advanced zoning capabilities specified in the FC-GS-4 and FC-SW-3 standards
are provided. You can use either the existing basic zoning capabilities or the
advanced, standards-compliant zoning capabilities.

On the MDS 9000 Multilayer Fabric Switch family zone members can be
identified using the following methods:

» Port world wide name (pWWN): Specifies the pWWN of an N port attached to
the switch as a member of the zone.

» Fabric pWWN: Specifies the WWN of the fabric port (switch port's WWN).
This membership is also referred to as port-based zoning.

» FC ID: Specifies the FC ID of an N port attached to the switch as a member of
the zone.

» FC alias: The alias name is in alphabetic characters and identifies a port ID or
WWN. The alias can include multiple members.

» Interface and switch WWN (sWWN): Specifies the interface of a switch
identified by the sSWWN. This membership is also referred to as
interface-based zoning.

» Domain ID and port number: Specifies the domain ID of an MDS domain and
additionally specifies a port belonging to a non-Cisco switch.

» Interface and domain ID: Specifies the interface of a switch identified by the
domain ID.

» |Pv4 address: Specifies the IPv4 address (and optionally the subnet mask) of
an attached device.

» iSCSI Qualified Name: Unique identifier used in iSCSI to identify devices.
» |Pv6 address: The IPv6 address of an attached device in 128 bits in
colon-separated hexadecimal format.

By default all devices are initially placed into a default zone. When devices are
moved to a user-defined zone they are removed from this default zone. On an
MDS switch the default zone is set to deny by default.
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Zoning has the following features:
» A zone consists of multiple zone members.

— Members in a zone can access each other. Members in different zones

cannot access each other.
— If zoning is not activated, all devices are members of the default zone.

— If zoning is activated, any device that is not in an active zone (a zone that

is part of an active zone set) is a member of the default zone.
— Zones can vary in size.

— Devices can belong to more than one zone.

— A physical fabric can have a maximum of 16,000 members. This includes

all VSANSs in the fabric.
A zone set consists of one or more zones.

— A zone set can be activated or deactivated as a single entity across all

switches in the fabric.
— Only one zone set can be activated at any time.
— A zone can be a member of more than one zone set.
— A zone switch can have a maximum of 500 zone sets.
Zoning can be administered from any switch in the fabric.
— When you activate a zone (from any switch), all switches in the fabric

receive the active zone set. Additionally, full zone sets are distributed to all

switches in the fabric if this feature is enabled in the source switch.

— If anew switch is added to an existing fabric, zone sets are acquired by the

new switch.

Zone changes can be configured nondisruptively. New zones and zone sets
can be activated without interrupting traffic on unaffected ports or devices.

Default zone membership includes all ports or WWNSs that do not have a

specific membership association. Access between default zone members is

controlled by the default zone policy.

You can configure up to 8,000 zones per VSAN and a maximum of 8,000
zones for all VSANs on the switch.

Important: Default zoning is denied by default for Open Systems VSANSs.
When you configure FICON using either FM/DM or the CLI FICON setup
script, it is changed to permit automatically. If you use the CLI to configure
FICON, you must change it manually.
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This means that devices in this default zone cannot communicate with each
other. Remember that FICON requires the default zone to be permitted, because
in FICON environments the devices that are allowed to communicate are
explicitly defined in HCD. The default setting of deny was selected because it is
more secure, as this prevents accidental communication between devices.

5.2.3 Fibre Channel Security Protocol support
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Fibre Channel Security Protocol (FC-SP) capabilities in SAN-OS and NX-OS
provide switch-to-switch and host-to-switch authentication. The Diffie-Hellman
Challenge Handshake Authentication Protocol (DHCHAP) is a protocol used to
provide authentication between any switch in the MDS 9000 Multilayer Fabric
Switch family and other devices. It consists of the CHAP protocol combined with
the Diffie-Hellman exchange. Fibre Channel authentication allows only trusted
devices to be added to a fabric, thus preventing unauthorized devices from
accessing the switch.

All switches in the MDS 9000 Multilayer Fabric Switch family support
switch-to-switch and host-to-switch authentication, and the authentication can be
performed either locally or remotely. Configuring this feature requires the
Enterprise package license. Use of the DHCHAP authentication protocol helps to
prevent either accidental or intentional fabric disruption by preventing
unauthorized switches or devices from connecting to the fabric.

DHCHAP is a mandatory password-based, key-exchange authentication
protocol. DHCHAP negotiates hash algorithms and DH groups before performing
authentication. It supports MD-5 and SHA-1 algorithm-based authentication.

The impact of configuring the DHCHAP feature along with existing MDS features
is identified below:

» PortChannel interfaces: If DHCHAP is enabled for ports belonging to a
PortChannel, DHCHAP authentication is performed at the physical interface
level, not at the PortChannel level.

» FCIP interfaces: The DHCHAP protocol works with the FCIP interface just as
it would with a physical interface.

» Port security or fabric binding: Fabric binding policies are enforced based on
identities authenticated by DHCHAP.

» VSANs: DHCHAP authentication is not done on a per-VSAN basis.

» High availability: DHCHAP authentication works transparently with existing
HA features.
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We have only scratched the surface of the FC-SP’s capabilities. For a detailed
discussion of this advanced security feature see the CISCO MDS 9000 family
Fabric Manager Configuration Guide, Release 4.X, OL-17256-01.

5.2.4 Port security

In most cases, a Fibre Channel device can attach to any SAN switch port and
access SAN services based on VSAN and zone membership. Port security is a
feature that was introduced in SAN-OS 1.3 to prevent unauthorized access to a
switch port. The port security feature requires the Enterprise Package license.

When port security is enabled, all FLOGI and initialization requests from
unauthorized devices, including (Nx ports) and switches (xE ports), are rejected
and the intrusion attempts are logged.

To enforce port security, you need to configure the devices and switch port
interfaces through which each device or switch is connected. You can use either
the port world wide name (pWWN) or the node world wide name (nWWN) to
specify the Nx port connection for each device. For switches, you use the switch
world wide name (SWWN) to specify the XE port connection. Each Nx and xE
port can be configured to restrict a single port or a range of ports.

Enforcement of port security policies is done on every activation and when the
port tries to initialize.

» Use the port world wide name or the node world wide name to specify the Nx
port connection for each device.

» Use the switch world wide name to specify the XE port connection for each
switch.

The port security feature uses two databases and implements configuration
changes:

» Configuration database: All configuration changes are stored in the
configuration database.

» Active database: The database currently enforced by the fabric. The port
security feature requires all devices connecting to a switch to be part of the
port security active database. The software uses this active database to
enforce authorization.

You can instruct the switch to automatically learn (auto-learn) the port security
configurations. The auto-learn option allows any switch in the MDS 9000
Multilayer Fabric Switch family to automatically learn about devices and switches
that connect to it. Using this feature to implement port security saves tedious
manual configuration for each port. Auto-learn is configured on a per-VSAN
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basis. If enabled, devices and switches that are allowed to connect to the switch
are automatically learned, even if you have not configured any port access.

Learned entries on a port are cleaned up after that port is shut down if
auto-learning is still enabled. Learning does not override the existing configured
port security policies. So, for example, if an interface is configured to allow a
specific pWWN, then auto-learning does not add a new entry to allow any other
pWWN to that interface. All other pWWWNs will be blocked even in auto-learning
mode. No entries are learned for a port in the shutdown state.

Note: If you enable auto-learning before activating port security, you cannot
activate until auto-learning is disabled.

By default, the port security feature is not activated. When you activate the port
security feature, the auto-learn option is also automatically enabled. You can
choose to activate the port security feature and disable auto-learn. In this case,
you need to manually configure the port security database by individually adding
each port.

5.2.5 Control of principal switch selection
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The distribution of domain IDs in Fibre Channel is one of the responsibilities of
the principal switch. When connectivity is lost (ISL failure) to this principal switch
a new principal switch must be elected. Although it is possible that the same
switch could end up being the principal switch, this is not guaranteed. This
election process may or may not be disruptive, depending largely on the
presence or absence of domain ID conflicts.

A principal switch is elected based upon switch priority (MDS switches default to
128) and switch WWN (sWWN). The lower the switch priority value, the higher
the switch priority. When two switches have the same priority the switch with the
lower sWWN becomes the principal switch.

To avoid a potential problem with principal switch selection and the subsequent
domain ID distribution, each switch in the MDS 9000 Multilayer Fabric Switch
family has the ability to set the switch priority.
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Example 5-3 shows priority configuration for VSANs defined on the mds9222i-1

switch.

Example 5-3 Domain priority configuration

mds9222i-1# configure terminal
mds9222i-1(config)# fcdomain priority 64 vsan 10
mds9222i-1(config)# fcdomain priority 96 vsan 20
mds9222i-1(config)# fcdomain priority 128 vsan 30
mds9222i-1(config)# fcdomain priority 140 vsan 40
mds9222i-1(config)# fcdomain priority 164 vsan 50
mds9222i-1(config)# fcdomain restart vsan 10
mds9222i-1(config)# fcdomain restart vsan 20
mds9222i-1(config)# fcdomain restart vsan 30
mds9222i-1(config)# fcdomain restart vsan 40
mds9222i-1(config)# fcdomain restart vsan 50
mds9222i-1# show fcdomain vsan 20

The Tocal switch is a Subordinated Switch.

Local switch run time information:
State: Stable
Local switch WWN: 20:14:00:0d:ec:82:3d:01
Running fabric name: 20:14:00:0d:ec:2d:ca:41
Running priority: 96
Current domain ID: 0x14(20)

Local switch configuration information:
State: Enabled
FCID persistence: Enabled
Auto-reconfiguration: Disabled
Contiguous-allocation: Disabled
Configured fabric name: 20:01:00:05:30:00:28:df
Optimize Mode: Disabled
Configured priority: 96
Configured domain ID: 0x00(0) (preferred)

Principal switch run time information:
Running priority: 2

Interface Role RCF-reject
fc2/37 Upstream Disabled
port-channel 20 Downstream Disabled
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5.2.6 Static domain ID assignment
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The configured domain ID on any switch in the MDS 9000 Multilayer Fabric
Switch family can be set to an IDType of preferred or static. The configured
domain is set to 0 by default and the configured type is preferred. If you do not
configure a domain ID, the local switch sends a random domain ID in its Request
Domain ID (RDI) switch fabric internal link service command.

If the domain ID of a switch changes, this is a disruptive event for devices that are
logged into the local switch. Remember that the first byte of the FCID contains
the domain ID of the switch that the device is connected to, so if this changes,
locally attached devices need to log out and back into the fabric in order to be
assigned a new FCID.

When a subordinate switch requests a configured domain ID, the following
process takes place:

1. The local switch asks for the configured domain ID in the RDI command sent
to the principal switch.

2. The principal switch assigns the requested domain ID if available. Otherwise,
it assigns another available domain ID.

When the assigned and requested domain IDs are different, the following cases
apply:
» If the configured type is static, the assigned domain ID is discarded, all local

interfaces are isolated, and the local switch assigns itself the configured
domain ID, which becomes the running domain ID.

» If the configured type is preferred, the local switch accepts the domain ID
assigned by the principal switch and the assigned domain ID becomes the
running domain ID.

Note: Configuring domain IDs on each switch in the fabric and setting the type
to static can help to prevent accidental or intentional disruption caused by
domain ID distribution. This is also beneficial when troubleshooting
switch-to-switch type of problems.

Example 5-4 shows how to configure and verify static domain IDs.

Example 5-4 Configure static domain IDs

mds9222i-1# configure terminal

mds9222i-1(config)# fcdomain domain 10 static vsan 10
mds9222i-1(config)# fcdomain domain 20 static vsan 20
mds9222i-1(config)# fcdomain domain 30 static vsan 30
mds9222i-1(config)# fcdomain domain 40 static vsan 40
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mds9222i-1(config)# fcdomain domain 50 static vsan 50
mds9222i-1(config)# fcdomain restart vsan 10
mds9222i-1(config)# fcdomain restart vsan 20
mds9222i-1(config)# fcdomain restart vsan 30
mds9222i-1(config)# fcdomain restart vsan 40
mds9222i-1(config)# fcdomain restart vsan 50
mds9222i-1(config)# end

mds9222i-1# show fcdomain vsan 50

The local switch is a Subordinated Switch.

Local switch run time information:
State: Principal Switch Selection ongoing
Local switch WWN: 20:32:00:0d:ec:82:3d:01
Running fabric name: 20:32:00:0d:ec:4a:c5:81
Running priority: 164
Current domain ID: 0x32(50)

Local switch configuration information:
State: Enabled
FCID persistence: Enabled
Auto-reconfiguration: Disabled
Contiguous-allocation: Disabled
Configured fabric name: 20:01:00:05:30:00:28:df
Optimize Mode: Disabled
Configured priority: 164
Configured domain ID: 0x32(50) (static)

Principal switch run time information:
Running priority: 2

Interface Role RCF-reject
fc2/37 Non-principal Disabled
port-channel 20 Non-principal Disabled

5.2.7 Static, persistent FCID assignment

MDS switches cache-assigned FCIDs by device PWWN in switch volatile
memory by default. If a switch loses power or is powered off manually, these
assignments are gone. Enabling persistent FCIDs changes this behavior such
that when a device is attached to the switch for the first time it is assigned a
FCID, and the FCID-PWWN relationship is stored in non-volatile memory.

Enabling this feature is less of a security precaution and more of an availability
feature. Certain operating systems such as HP-UX and AlX map the FCID of the
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storage device as the SCSI target number. So it is critical that these devices get
the same FCID every time that they FLOGI into the switch.

Remember that the first byte of the FCID is the domain ID of the switch, so static
switch domain IDs should be configured when using persistent FCIDs.

MDS switches also provide the ability to statically assign FCIDs. For the most
part this is not necessary except in high security situations or migration scenarios
where AIX or HP-UX servers are being migrated.

As shown in Figure 5-13, you can change FCIDs from dynamic to static from the
Domain Manager by selecting the Persistent FclDs tab.

@® mds9222i-1 - Domain Manager B4

Eunningl Q:unfigurationl Qomainsl §tatistics| Lnterfaces] Persistent FEIdS]

H2dESG

YSAN Id, W |Fe1d | Mask Used | Assignment

1, Emulex 10:00:00;00;c9:32;858:65 [n:adnond single fFalse dynamic -
1, Emulex 10:00:00:00:c9:40:8c:1c (ad000c single false  |dynamic

1, SymBios 20:04:00:a0:b8:17:44:32 _'acadDFDD area False dynamic

1, SymBios 20:04;00:a0:b5:17:44:33 Dxad1 000 area false dynamic —
1, SymBios 20,05:00:a0:b5:17:44:32 Ozad07on area false dynamic

1, SymBios ZD:EIS:EID:aDE: 1?:4&3 Dxad0ain area false static

1, SymBios 20:24:DD:aD:b8_:29:EI4:de Dxad0s00 area false static

1, SymBios 20:25:00:a0:b5: 29:04:de D:xad0900 area false static

1, Qlogic 21:00:00:e0:50:05: 41 be O:xadds00 area false static

[t, Qlogic 21:00:00: 20 50:05:48:be adolon rea alse

1, Qlogic 21:00:00:e0:8b:05:4c:aa Dxadedn area false

1, Qlogic 21:00:00:e0:8b: 18:fF:8a Dxadodon area false dynarnic

1, Qlogic 21:00:00:e0:8b:8%:2hied =ad0con area False dynamic

1, Qlo_gic 21:00:00:e0:58b:39:b3:c0 _Exadtlciljlj area false dynaric ;I

Create. .. Delete Apply Refresh | Help | Close |

54 rowis)

Figure 5-13 Change FCIDs from dynamic to static
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Implementation

In this chapter we describe the steps necessary to implement and set up the
Cisco MDS 9000 family switches.
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6.1 Initial setup of the Cisco MDS 9000 family

Before you can manage the Cisco MDS 9000 series switch through the network,
you must set up the TCP/IP parameters for the switch.

The first time that the switch is powered on it automatically runs the setup
program and prompts you for the IP address and other configuration information
necessary to communicate over the management Ethernet interface. You can
also start the setup program with the setup command later if necessary.

6.1.1 Preparing the MDS switch for configuration

Before you configure the switch for the first time, gather the following information:

New administrator password

Switch name

IP address for the management Ethernet
Subnet mask for the management Ethernet
Default gateway IP address (optional)

DNS server IP address (optional)

NTP server IP address (optional)

SNMP v3 secret key (optional)

YyVyVYyYVYVYVYYY

6.1.2 Connecting to the switch via the serial port

The steps for this procedure are:

1. Connect the serial cable provided with the switch to the RJ-45 socket in the
switch using the console port in these modules:

— Interface module in MDS 9100 or 9200 switches
— Supervisor module in slot 5/6 in the MDS 9500 directors

2. Connect the other end of the serial cable to an RS-232 serial port on the
workstation.

3. Disable any serial communication programs running on the workstation.

4. Open a terminal emulation application (such as HyperTerminal on a PC) and
configure it as follows:

— Bits per second: 9600
— Data bits: 8

— Parity: none

— Stop bits: 1

— Flow control: None
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An example of the HyperTerminal serial port properties window is shown in

Figure 6-1.
COM5 Properties
Part Settings |
Bitz per second: ISEDD j
Data bits: IB j
Parity: INDI"IB j
Stop bits: |1 j
Flow contral

Bestore Defaults
0K | Caricel | Apply J

Figure 6-1 HyperTerminal serial port properties window

6.1.3 Setting up the initial parameters with the setup program

We assume that you are already connected to the console serial port of the
switch, but that the switch is still powered off. In Example 6-1 we connect to an
MDS 9222i and power on the switch. The basic system configuration dialog
starts.

Note: The steps shown in our example might differ, depending on which
features you want to activate and configure. However, the prompts in the basic
system configuration dialog are somewhat self-explanatory.

Example 6-1 Initial setup: Powering up the switch

login as: admin

User Access Verification

Using keyboard-interactive authentication.
Password:
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Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2008, Cisco Systems, Inc. A1l rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
Ticense. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gp1-2.0.php and
http://www.opensource.org/licenses/1gpl-2.1.php

mds9222i-2# setup

---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.
*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system

defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you Tike to enter the basic configuration dialog (yes/no): yes
Do you want to enforce secure password standard (yes/no)[y]:

Create another login account (yes/no) [n]:

Configure read-only SNMP community string (yes/no) [n]:

Configure read-write SNMP community string (yes/no) [n]:

Enter the switch name : mds9222i-2

Continue with Qut-of-band (mgmt0) management configuration? (yes/no)

[yl:
MgmtO IPv4 address : 9.43.86.148

MgmtO IPv4 netmask : 255.255.252.0
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Configure the default gateway? (yes/no) [y]:
IPv4 address of the default gateway : 9.43.85.1
Configure advanced IP options? (yes/no) [n]: y
Continue with In-band (vsanl) management configuration? (yes/no) [n]:
Enable IP routing? (yes/no) [n]:
Configure static route? (yes/no) [n]:
Configure the default network? (yes/no) [n]:
Configure the DNS IPv4 address? (yes/no) [n]:
Configure the default domain name? (yes/no) [n]:
Enable the telnet service? (yes/no) [n]:
Enable the ssh service? (yes/no) [y]:
Type of ssh key you would 1ike to generate (dsa/rsa) : dsa
Configure clock? (yes/no) [n]:
Configure timezone? (yes/no) [n]: y
Enter timezone config :PST
Configure summertime? (yes/no) [n]:
Configure the ntp server? (yes/no) [n]:
Configure default switchport interface state (shut/noshut) [shut]:
Configure default switchport trunk mode (on/off/auto) [on]:
Configure default switchport port mode F (yes/no) [n]:
Configure default zone policy (permit/deny) [deny]:

Enable full zoneset distribution? (yes/no) [n]:
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Configure default zone mode (basic/enhanced) [basic]:

The following configuration will be applied:
password strength-check
switchname mds9222i-2
interface mgmt0
ip address 9.43.86.148 255.255.252.0
no shutdown
ip default-gateway 9.43.85.1
no telnet server enable
ssh key dsa force
ssh server enable
clock timezone PST
system default switchport shutdown
system default switchport trunk mode on
no system default zone default-zone permit
no system default zone distribute full
no system default zone mode enhanced

Would you like to edit the configuration? (yes/no) [n]:

Use this configuration and save it? (yes/no) [y]: vy

Note: If you confirm to save the configuration in the last step, none of your
changes are updated until the next time that the switch is rebooted. Ensure
that you type yes here to save the new configuration.

The basic configuration is now finished, and we can proceed to upgrade the
SAN-OS or NX-OS to the latest available level.

6.1.4 Upgrading SAN-OS or NX-OS

In this section we upgrade the NX-OS Version 4.1(0.182) to the latest released
level of NX-0S Version 4.1(1). This can be done using the Device Manager (DM)
command-line interface (CLI) or the Fabric Manager (FM) graphical user
interface (GUI). For completeness, we show how to perform the upgrade with
both the CLI and the GUI.
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The CLI can be invoked by two methods on the Device Manager, as shown in
Figure 6-2 and Figure 6-3.

@ Device Manager 4.1[1] - mds9222i-2 [admin]
Device Phyzical Interfface FC FICOM |P Security  Admin Logs  Help

Open... Chri+00 Sfé YSAaN Al - | 2 v Advanced

Open Last ]

Freferences...
Refresh

Command Line Inte

Print. .
Expart Device Image...

E xit

U lup YMoown llFal IMinor | Unreachabls lloukofService -

Figure 6-2 Starting a command-line interface from Device Manager

@ Device Manager 4.1[1] - mds9222i-2 [admin]
Device Physical Intefface FC FICOM  IP Security  Admin Logs  Help

= @%@% EN- _r_ﬁj 3 gf wsan Al vﬁ" ¥ advanced

Device | Suf Command Line Interface|

Brarpus - 4."‘“[“

\ S L 2 &8

5

4 15 16 17 18

| sTaTU

_|Up Woown lFal - IMinar  |Unreachable llloutOfService w

Figure 6-3 Second method to start a command-line interface from a Device Manager

Upgrading the SAN-OS or NX-OS using the CLI
Prior to upgrading the switch:

1. List the current SAN-OS or NX-OS version running on the switch.

2. Verify that there is sufficient free space in the bootflash to copy the necessary
files over.
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3. Copy the SAN-OS code from a FTP server to the bootflash on the switch, as
shown in Example 6-2.

Example 6-2 Show the current SAN OS version

mds9222i-1# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2008, Cisco Systems, Inc. A1l rights reserved.
The copyrights to certain works contained herein are owned by
other third parties and are used and distributed under Ticense.
Some parts of this software are covered under the GNU Public
License. A copy of the license is available at
http://www.gnu.org/licenses/gpl.html.

Software
BIOS: version 1.0.15
loader: version N/A

kickstart: version 4.1(1) [build 4.1(0.182)] [gdb]

system: version 4.1(1) [build 4.1(0.182)] [gdb]

BIOS compile time: 07/16/08

kickstart image file is:
bootflash:/m9200-s2ek9-kickstart-mzg.4.1.0.182.bin

kickstart compile time: 10/12/2020 25:00:00 [08/15/2008 18:42:09]

system image file is: bootflash:/m9200-s2ek9-mzg.4.1.0.182.bin

system compile time: 12/25/2010 12:00:00 [08/15/2008 20:03:21]

Hardware
cisco MDS 9222i ("4x1GE IPS, 18x1/2/4Gbps FC/Sup2")
Motorola, e500v2 with 1036512 kB of memory.
Processor Board ID JAE12088ZMT

Device name: mds9222i-1
bootflash: 1000440 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 38 second(s)

Last reset at 970000 usecs after Wed Sep 17 00:31:49 2008
Reason: Reset Requested by CLI command reload

System version: 4.1(1)
Service:
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You may list the active supervisor bootflash space, as shown in Example 6-3.

Example 6-3 Listing the active supervisors bootflash

mds9222i-1# dir bootflash:
25 Sep 11 02:16:32 2008 cpu_logfile
1024 Sep 11 06:40:00 2008 epld_dir/
46080 Sep 17 00:24:31 2008 Tost+found/
3757210 Sep 11 02:06:49 2008 m9000-epld-4.1.1.1img
19542528 Sep 11 02:08:00 2008 m9200-s2ek9-kickstart-mz.4.1.1.bin
19560960 Sep 17 00:23:42 2008 m9200-s2ek9-kickstart-mzg.4.1.0.182.bin
101905006 Sep 11 02:15:15 2008 m9200-s2ek9-mz.4.1.1.bin
106106231 Sep 17 00:22:14 2008 m9200-s2ek9-mzg.4.1.0.182.bin
1024 Sep 11 02:16:33 2008 partner/

Usage for bootflash://sup-local
295262208 bytes used
51566592 bytes free
346828800 bytes total

If needed, you may list the remote supervisor bootflash space as in a MDS 9513,
which has dual supervisors. List the bootflash space as shown in Example 6-4.

Example 6-4 Listing the remote supervisors bootflash

mds9513-1# dir bootflash://sup-remote
13017088 Jan 01 00:06:14 1970 bboot-3.2.1.23
31590136 Jan 01 00:08:09 1970 bdiag-3.2.1.23
4096 Jan 01 00:04:02 1970 boot/
6 Jan 01 00:04:02 1970 cfglabel.sysmgr
25 Aug 18 05:58:30 2007 cpu_logfile
4096 Aug 18 06:12:44 2007 epld_dir/
49152 Aug 24 05:46:26 2007 1lost+found/
3757210 Aug 18 06:12:01 2007 m9000-epld-4.1.1.img
19542528 Aug 18 05:50:02 2007 m9500-s2ek9-kickstart-mz.4.1.1.bin
19560960 Aug 24 05:45:49 2007 m9500-s2ek9-kickstart-mzg.4.1.0.182.bin
101905006 Aug 18 05:57:19 2007 m9500-s2ek9-mz.4.1.1.bin
106106231 Aug 24 05:45:11 2007 m9500-s2ek9-mzg.4.1.0.182.bin
4096 Aug 18 05:58:31 2007 partner/

Usage for bootflash://sup-local
367042560 bytes used
364429312 bytes free
731471872 bytes total
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Copy the SAN-OS or NX-OS files from the FTP server to the bootflash in the
switch, as shown in Example 6-5.

Ensure that the FTP server is reachable in order to copy the required files.
Firewalls may prevent you from reaching the FTP server.

Example 6-5 Copy files to a remote server

mds9222i-1# copy ftp://9.43.86.49/jaco/4.1.1/m9200-s2ek9-kickstart-mz.4.1.1.bin
bootflash:

Enter username: jaco

File transfer in progress, please wait ...

Password:

mds9222i-1# copy ftp://9.43.86.49/jaco/4.1.1/m9200-s2ek9-mz.4.1.1.bin
bootflash:

Enter username: jaco

File transfer in progress, please wait ...

Password:

mds9222i-1#

Prior to starting the actual upgrade process, back up the running configuration to
a FTP server, as shown in Example 6-6.

Note: A best practice when performing configuration changes is to always
save the running configuration to the startup configuration. As a way of
operation, you could also preserve the previous startup configurations for two
generations.

Example 6-6 Back up the running configuration

mds9222i-1# copy running-config ftp://9.43.86.49/jaco/backup
Enter username: jaco

Password:

mds9222i-1#

After backing up the configuration, start the upgrade using the install all
command, as shown in Example 6-7.

Example 6-7 Upgrading the director using the install all command

mds9222i-1# install all system bootflash:m9200-s2ek9-mz.4.1.1.bin kickstart
bootflash:m9200-s2ek9-kickstart-mz.4.1.1.bin

Verifying image bootflash:/m9200-s2ek9-kickstart-mz.4.1.1.bin for boot variable
"kickstart".
[####### #4441 #####44#4#] 100% -- SUCCESS
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Verifying image bootflash:/m9200-s2ek9-mz.4.1.1.bin for boot variable "system".

[####### 4444444 ###444] 100% -- SUCCESS

Verifying image type.
[###### #4444 #####444#] 100% -- SUCCESS

Extracting "system" version from image bootflash:/m9200-s2ek9-mz.4.1.1.bin.

[########## #4144 #44] 100% -- SUCCESS

Extracting "kickstart" version from image
bootflash:/m9200-s2ek9-kickstart-mz.4.1.1.bin.
[###### 4444444444 4444] 100% -- SUCCESS

Extracting "bios" version from image bootflash:/m9200-s2ek9-mz.4.1.1.bin.

[####### #4444 ###444] 100% -- SUCCESS

Extracting "s1c2" version from image bootflash:/m9200-s2ek9-mz.4.1.1.bin.

[###################4] 100% -- SUCCESS

Performing Compact Flash and TCAM sanity test.
[####### #4441 #####44#4#] 100% -- SUCCESS

Notifying services about system upgrade.
[## 4444444444444 44#4#4] 100% -- SUCCESS

Compatibility check is done:

Module bootable Impact Install-type Reason
1 yes non-disruptive none
yes non-disruptive none

Do you want to continue with the installation (y/n)? [n] y
Install is in progress, please wait.

Setting boot variables.
[####### #4444 #4444] 100% -- SUCCESS

Performing configuration copy.
[##### #4444 #####44##] 100% -- SUCCESS

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.
Warning: please do not remove or power off the module at this time.
[####### #4444 ##4444] 100% -- SUCCESS

Module 2: Refreshing compact flash and upgrading bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[###### 444444444 4444] 100% -- SUCCESS
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Install has been successful.
mds9222i-1#

After the upgrade has completed, we verify the version using the show version
command, as shown in Example 6-8.

Example 6-8 Issuing show version after upgrade command

mds9222i-1# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2008, Cisco Systems, Inc. A1l rights reserved.
The copyrights to certain works contained herein are owned by
other third parties and are used and distributed under license.
Some parts of this software are covered under the GNU Public
License. A copy of the license is available at
http://www.gnu.org/licenses/gpl.html.

Software
BIOS: version 1.0.15
loader: version N/A
kickstart: version 4.1(1)
system: version 4.1(1)
BIOS compile time: 07/16/08

kickstart image file is:
bootflash:/m9200-s2ek9-kickstart-mz.4.1.1.bin

kickstart compile time: 10/12/2020 25:00:00 [09/09/2008 06:55:47]

system image file is: bootflash:/m9200-s2ek9-mz.4.1.1.bin

system compile time: 8/22/2008 0:00:00 [09/09/2008 08:15:09]

Hardware
cisco MDS 92221 ("4x1GE IPS, 18x1/2/4Gbps FC/Sup2")
Motorola, e500v2 with 1036316 kB of memory.
Processor Board ID JAE12088ZMT

Device name: mds9222i-1
bootflash: 1000440 kB
Kernel uptime is 0 day(s), 0 hour(s), 1 minute(s), 59 second(s)

Last reset at 353970 usecs after Wed Sep 17 00:53:38 2008
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Reason: Reset Requested by CLI command reload
System version: 4.1(0.182)

Service:

The CLI can be used to delete old NX-OS files to free up bootflash space on the
active supervisor if needed, as shown in Example 6-9.

Example 6-9 Freeing up bootflash space

mds9222i-1#
25

1024

46080
3757210
19542528

m9200-s2ek9-

19560960

dir bootflash:
Sep 11 02:16:
Sep 11 06:40:
Sep 17 00:47:
Sep 11 02:06:
Sep 17 00:41:

kickstart-mz.4.1.
Sep 17 00:23:

32 2008
00 2008
28 2008
49 2008
54 2008
1.bin

42 2008

cpu_Tlogfile
epld_dir/
Tost+found/
m9000-epld-4.1.1.img

m9200-s2ek9-kickstart-mzg.4.1.0.182.bin
Sep 17 00:42:45 2008 m9200-s2ek9-mz.4.1.1.bin

101905006
106106231
1024

Sep 17 00:22:14 2008 m9200-s2ek9-mzg.4.1.0.182.bin

Sep 11 02:16:33 2008 partner/

Usage for bootflash://sup-Tocal

295262208
51566592
346828800
mds9222i-1#
mds9222i-1#
mds92221i-1#
25

1024

46080
3757210
19542528

m9200-s2ek9-

101905006
1024

bytes used

bytes free

bytes total

delete bootflash:

delete bootflash:

dir bootflash:
Sep 11 02:16:
Sep 11 06:40:
Sep 17 00:47:
Sep 11 02:06:
Sep 17 00:41:

kickstart-mz.4.1.
Sep 17 00:42:
Sep 11 02:16:

m9200-s2ek9-kickstart-mzg.4.1.0.182.bin
m9200-s2ek9-mzg.4.1.0.182.bin

32 2008
00 2008
28 2008
49 2008
54 2008
1.bin

45 2008
33 2008

Usage for bootflash://sup-local

169098240
177730560
346828800

bytes used
bytes free
bytes total

cpu_logfile
epld_dir/
Tost+found/
m9000-epld-4.1.1.img

m9200-s2ek9-mz.4.1.1.bin
partner/
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The CLI can also be used to delete old SAN-OS or NX-OS files to free up
bootflash space on the remote supervisor if needed, as shown in Example 6-10.

Example 6-10 Delete bootflash files on remote supervisor

mds9513# delete bootflash://sup-remote/m9200-s2ek9-mzg.4.1.0.182.bin
mds9513# delete bootflash://sup-remote/m9200-s2ek9-kickstart-mzg.4.1.0.182.bin
mds9513# dir bootflash://sup-remote

25 Sep 11 02:16:32 2008 cpu_logfile
1024 Sep 11 06:40:00 2008 epld_dir/
46080 Sep 17 00:47:28 2008 1lost+found/
3757210 Sep 11 02:06:49 2008 m9000-epld-4.1.1.1img
19542528 Sep 17 00:41:54 2008 m9500-s2ek9-kickstart-mz.4.1.1.bin
101905006 Sep 17 00:42:45 2008 m9500-s2ek9-mz.4.1.1.bin
1024 Sep 11 02:16:33 2008 partner/

Note: When deleting files from the bootflash make sure that they will no longer
be needed.

Upgrading the SAN-OS and the NX-OS using the GUI

In the following example, we upgrade a director using the GUI, invoking the
process using the Fabric Manager interface.
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To start the process, we invoke the Fabric Manager Software install wizard by
clicking the icon shown in Figure 6-4.

abric Manager 4.1(1) [admin@localhost (se:
File View Zone Tooks Pefomance Sewer Help

CCRe B ik »REEVURT | GE) YEZE | v

= Jaerronsw
[ Invertory | Card Module Status | Card Madule Config | Temperaturs Sensors | Power Supplies |

05 AllvsANs Serial ho Serial o

[0 WSanDon1 Switcth | Name Madsiuame | Primary Secondary | HiW Rev [Siw Rev |Alias AssetlD Operstatus

- ITS0_VSAN_10 mds2222i-2 MDS 9222 (2 Slot) Chassis DS-CO2221-K [FOX11150450 1.0 731101900 |nfa

Groups mdsz22i-1 |WDS 9222 (2 Siok) Chassis DS-CO2Z21-K9_|FOXIZI6GPOC |JABIZ17N34T 1.0 731101900 |nja

|mds9Z22i-2 [4x1GE 1P5, 18x1{2]4Gbps FCiSup2 [D5-#92221K9|JAE1123KEAE 0610 |[44(1)  4xIGE IPS, 18x1/2f4Ghps F/Sup2 75-11018-06 ok
|mds9Z22i-2 172[4/8 Gbps 4]44-Port FC Madule |D5-#3245-48K3 [J4E1214D140 03 [ [F3-11285-03 ok
|mds9z22i-1 [4x1GE 1P5, 18x1/2]4Ghps FCfSup2 D5-292221°K9 |JAE120882MT 1.1 4101)  4x1GE IPS, 18c1{2f4Ghps FC[5up2 73-11018-06 ok,
|mds9222i-1 1/2/4/8 Gbps 4]44-Port FC Madule|D5-#9248-48K9 [JAE1 21 6EXLE: 03 [ 73-11289-03 ok
mds9222i-2 PowerSupply-1 DS-CACB45W |QC511171000 1.2 541-0052-03 ok
|mds8zzzi-2 PoverSupply-2 DS-CACB4W |QC511171025 1.2
|mds9zzzi-1 PonerSupply-1 DS-CAC-B4W |C512151006 1.2
|mds8zzzi-1 PoverSupply-2 DS-CAC-B45W |C51215109 1.2
|mds9zz22i-2 |Fan Module-1 DS-25LOT-FAN M1 11406EE 20 F3E3a90e [k
|mdsoz22i-1 |Fan Module-1 D5-25LOT-FAN [DCH12131591 4.0 ls00-24478-02 ok

av
- Physical Attributes
[+ Switches

Licenses =
Qlogic 18:ff8a-H
[

L+ Clock
+~Supervisor Statistics
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1) Interfaces
[ FC Services
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[ Security
HPTV
{5 N_Port Virtualizer (NPY)
O+ 15Ls
1+ End Devices
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Storage @logic B9:bE:e0-H

+-Device Alas /
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LiSCST ).

ighS Emulex 32:a7:1b-H

1) Inteligent Features

Data Mobility Manager L}
SME Chisters Qlogic 89:b8:c0-H il
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regie e e

Qlogie 88:eTdH

PHELLLEBE N

Qlogic 88:ca:e2-H

&
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f01:00:37:de-5
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Figure 6-4 Upgrade the SAN-OS or the NX-OS using Fabric Manager
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In step 1, the Software Install wizard prompts us to select which switches we
want to upgrade, and we click Next, as shown in Figure 6-5.

& Software Install Wizard - /SAN/Fabric_mds92221-2

Step 1 of 4 - Select Switches

b

Figure 6-5 Selecting the switches to upgrade
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In step 2, the wizard prompts for the location of the software that we want to
install. Specify the FTP server where the kickstart and system images reside, the
size of the images, and login credentials for the FTP server, and click Next
(Figure 6-6).

Note: The complete path to the file location must be specified for this step to
complete successfully. Ensure that the firewall does not prevent access to the
FTP server.

The wizard does not verify whether the images match the specified size, but
the value is used to verify whether the amount of corresponding free space is
available on the bootflash, prior to initiating the download.

@ Software Install Wizard - /SAN/Fabric_mds9222i-2 B3

Step 2 of 4 - Specify Software Image(s) by Model

Far each switch model, specify the new images ko use. ¥ou must specify at least one image For each model by double-clicking on
the table cell. The total space required on the bootflash to copy the image is shown in the 'Required Flash Space’ column, To use

Qj

images that are slready downloaded, check 'Skip Image Download', Press “eriy' to validate remote server settings and filenames
(55Hv2 only); be patient, this can take awhile. Please manully copy ssi image ko switch,

Transfer files from: (% Local FM TFTP {© Remote

~Remote Options
oy Files i (& B £ISETE € 5P O FTR

SEIVER: I

LIseriame? I

Bassiinr: I

Flast Space: ISS ﬂl..512|»

i Remate Seryer and Fath

—Image{s) —
Model System Kickstart Asm-sfn S5
D5-C9200-52 m9200-s52ek9-mz.4.1.1.bin m9200-s2ek9-kickstart-mz.4.1.1.bin

- Back | ek [~ | Cancel

Figure 6-6 Specifying images and location
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In step 3, the software install wizard verifies whether the required free space is
available on the bootflash, and we click Next, as shown in Figure 6-7.

& Software Install Wizard - /SAN/Fabric_mds9222i-2 B3
Step 3 of 4 - Check Flash Free Space “
The ta% below shows the active (and standby, if applicable) bootflash space on each switch, and shows the status (whether D
there is enough space for the new images), IF any switch has insufficient space, you cannot proceed, Free space by clicking the
edit button {...), or deselect the switch by going back to the first screen and unchecking the checkbos:, ‘
Edit | Switch Supervisor Size (ME) Free (MEB) Required {ME} Skatus |

. _|mds9222i-2 ackive 731 364 9 1220k

- Back | Cancel |

Figure 6-7 Verifying required free space on bootflash

Should you encounter an insufficient amount of bootflash space you may take
recovery action by clicking the Edit button, as suggested in Figure 6-8, or you
may use the Device Manager option to delete bootflash files, as shown in
Figure 6-9 on page 179 and Figure 6-10 on page 179.

& Software Install Wizard - /5SAN/Fabric_mds9222;-2 x|

Siep 3 of 4 - Cheok Flesh Fres Space 2

The table below shows the active (and standby, if applicable) bootflash space on each switch, and shows the status (whether
there is enough space for the new images). IF any switch has insufficient space, you cannot proceed, Free space by clicking the
edit button ...}, or deselect the switch by going back to the first screen and unchecking the checkbos,

Edit 1Switch Superyisor ]Size (MEB) Free (ME) Required {ME} Skatus |
e |mds9222i-2 ackive 731 364 122|0k |

Click to editfview flah files

Cancel

- Back

Figure 6-8 Space recovery during the installation process
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Device Physical Interface FC FICOM  IP Secuity | Admin Logs  Help

S @SS B HE e usnmnuvl? Ewents b

evice Manager 4.1[1] - md=9222-2 [admin] |

Copy Configuration. ..

Device I SUmMarY |

Save Configuration

STATUS Vi L

% gy M i|# ,

HNTP [Metwark Time Pratocal)...
Running Proceszes...

Licenzes...
Feature Cantral...
CFS [Cizco Fabric Services)...

Show Tech Suppart...
Clup Boown MlFsl  [Minor U Show Image Yersion,..

Shiow Epld Yersion. .
Show Cores...

Show Starbup/Bunning Config...

Eraze Startbup Configuration
Reset Switch

Figure 6-9 Selecting FlashFiles in Device Manager to recover space in the bootflash

@ mds9722i-2 - Flash Files

Device: |boch Flash:j Partition:lsup-lncalj

Marme I Size Modified |
biookflash wrz 16 16:01:04 2003
-bhoot-3.2,1,23 13,017M sky 01 00:06:14 1970

31,590M sky 01 00:058:09 1970

4,096k sky 01 00:04:02 1970

4,096k sky 01 00:04:02 1970

5] sky 01 00:04:02 1970

25 sie 18 05:558:30 2007

N 4,096k sie 18 06: 12144 2007

' Aost+found 49,152k sie 18 06:07:42 2007
~-m9000-epld-4.1.1.img sie 18 06:12:01 2007

mY200- rk-mz.4.1.1.bin sie 18 09:50:02 2007

-mY200-s2ek3-mz.4.1.1.bin 101,905M sie 18 05:57:19 2007
parkner 4,096k sie 18 05:558:31 2007
Capy... Delete Refresh Close

11 Entries (Used: 241,238M, Free: 490,234M)

Figure 6-10 Select the files to delete

Chapter 6. Implementation

179



180

In step 4 we start the installation, as shown in Figure 6-11.

& Software Install Wizard - /SAN/Fabric_mds9222i-2

Step 4 of 4 - Start Install

Figure 6-11 Starting the installation

If you want to perform the upgrade unattended, then in order to avoid being
prompted to start the upgrade, you can check Ignore Versions Check Results,
as shown in Figure 6-12.

& Software Install Wizard - /SAN/Fabiic_mds3222i-2

Step 4 of 4 - Start Install

Figure 6-12 Ignore versions check results
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In step 5 the image download starts and, upon completion, bootflash
synchronization and compatibility checks are performed. When the wizard is
ready to start the upgrade, we are prompted to click Yes (within a time-out period
of 15 minutes) to start the upgrade, as shown in Figure 6-13.

' mds9222i-1 - ¥ersion Check Results - Upgrade? x|

Download and ‘nstall Status Lo

T

Madue [Bostable |UparadeRequred [Inpact __|InstalType |

Figure 6-13 Download and install status
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In step 6, as the installation progresses, a step-by-step status is continuously
displayed, as shown in Figure 6-14.

& Software Install Wizard - /SAN/Fabric_mds3222i-2

Download and Install Status

Select[swech fadlen |
ey

InProgress Polling

Figure 6-14 Monitoring installation progress

182  Implementing an IBM/Cisco SAN



In step 7, when the installation completes, the status of the upgrade is displayed,
as shown in Figure 6-15.

& Software Install Wizard - /SAN/Fabric_mds9222i-2

Download and Install Status

Figure 6-15 Upgrade completed

6.1.5 Managing licenses

To obtain new or updated license key files:

1. Collect the host ID of the switch, also referred to as the switch serial number,
using the command show Ticense host-id from the CLI, as shown in
Example 6-11. The host ID is FOX111504SL.

Example 6-11 Listing the switch serial number

mds9222i-2+#
mds9222i-2# show Ticense host-id
License hostid: VDH=F0X111504SL
mds9222i-2#
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This can also be done using the GUI, as shown in Figure 6-16. The Serial No
Primary switch is equivalent to the license host_id.

@ Fabric Manager 4.1(1) [admin@localhost (session 2)] /SAN/Fabric_mds9222i2
Fie View Zone Tooks Peromance Sewver Help

Qe Me | EdE *REHEPURT

N9 weEs |2

[ Logical Domains— 44— 4 Tl
{es fer2inag
-0 5an
5 Invertory | Card Module Status | Card Module Config | Temperature Sensors | Power Supplies |
- Allvsans Serial No Serial Nor
[+ ¥SAhD01 swkch |Name Modeliame Primary Secondary _[Hfw Rew | Spw Rev [alias AssetiD OperStatus
C-DDITSO_VSAN_10 mds9222i-1 MDS 9227i (2 Slot) Chassis DS-Co2221K9  FOR: JABLZ1TMEAT 1.0 73-11012-01  |nfa
Groups ds9Z22i-2|}MD5 92221 (2 Slot) Chassis bs-coz2zik9  |ek 5 Lo 51101601 |a
mdsOE22i-1 [ 4x1GE IPS, 18x12/4Ghps FC[5up2 DS-#92221KI_ JAEL208BZMT 1.1 4.1(1)  |[4x1GEIPS, 18x1/2[4Gbps FC[Sup? 731101806 ok
mds0222i-L |1/2/4f8 Ghps 4/44-Part FC Module DS-9248-48K3  JAEL216EXLE 035 4.41) _iemes [k
|mds0222i-2 4x1GE IPS, 16x1/2/4Ghps FC/Sup2 DS-#92221K9  JAEL1Z3KB46 0610 4.101) MxIGEIPS, 18x1/2MGhps FC/5up2 731101606 ok
mds92221-2 |1/2/4/8 Gbps 4/44-Part FC Module |DS-#9248-48K9  |JAEL214DI4U 0.35 4.101) _ |[7Eliess03 ok
|mdsgzz2i-1 [Powersupply-1 DS-CAC-845W  QCS12151006 1.2 p41-0052-03 ok
|mds9zzzi-1 Powersupply-2 DS-CAC-S45W  QCS121510%K 1.2 B41-0052-03 ok
|mdsgzzzi- rSupply-1 DS-CAC-845W  QC511171000 1.2 p41-0052-03 ok
mds9722i-2 PowerSupply-2 DS-CAC-B45W_ QCS11171025 1.2 [341-0052-03 [oke ]
mds9z22i-1 |Fan Madule-1 DS-25LOT-FAN  DCHI2131591 40 lBo0-24478-02_[ok
mds9z22i-2 |Fan Madule-1 DS-25LOT-FAN  MWG111406BE 20 73833908 |ok
av
B
av =
\ Physical Attributes =5} =
[ Switches Bz Qlogic 05:41:bc.H =
i) Qlagic 80:e1:cd-H
o Licenses
e @, -
13 Clock Q /omw/csg-hg 0-H
- Supervisor Statistics @
- Copy Corfiguration @
CHCD) Interfaces = -
CHE) FE Services i3 Glogic 18 ER i E—
) Events @ —
[IC5) Security T
SNPIY \\
[0 N_Port Virtualizer (MPY) - =
3 Isls logis s mmen T Qlagic 18:448¢H
[43) End Devices
= Emulex 32:a7:1b-H
Qlogic 88:ce:c2-H |
1BM 8:01:00:14:22-5
=
Qlogic 05:4c:aa-H
=
Qlegic 89:2b:cd-H
| -
‘ | b
Fabric_mdsgzzzi-z | | ] Lag [ [ Events

12 rows, queried 2 switches

Figure 6-16 Listing the serial number

2. Obtain your claim certificate or the proof of purchase document.

3. Locate the product authorization key (PAK) from the claim certificate or proof
of purchase document.

4. Locate the Web site URL from the claim certificate or proof of purchase
document.

5. Access the specified URL that applies to your switch and enter the switch
serial number and the PAK.

The license key file is sent to you by e-mail. The license key file is digitally signed
to only authorize use on the switch for which it was requested. The requested
features are also enabled once the NX-OS or SAN-OS software on the specified
switch accesses the license key file.
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When you have received your digitally signed license keys, they can be installed
on the switch. The license files can be copied to the switch bootflash beforehand,

or they can be copied during the install process.

Viewing installed licenses

To list the installed licenses on a switch, you can issue the command show
1icense from the CLI or use GUI license selection or from the Device Manager by
selecting Admin — Licenses, as shown in Figure 6-17.

@ Device Manager 4.1[1] - mds9222i-1 [admin]

Device Phyzical Interface FC FICOM P Securty | Admin Logz  Help

@ EBO [ MR s veanalv|2

Device I Summarsy |

19.,45.86,147 trap register | Up B Down [ Fail[Minor (L

Feature Contral... !

Ewents b
Copy Configuratior. .

Save Configuration

Flash Files...

MTP [Metwork: Time Protocol]...

Funning Processes. ..

CFS [Cizco Fabric Servicesz]...

Show Tech Suppart...
Show Image YWersian...
Show Epld *ersion...
Show Cores...

Show Startup/Running Config...

Eraze Startup Configuration
Rezet Switch

Figure 6-17 Selecting the licensing interface

Chapter 6. Implementation 185



File “iew Zone Tools

License features can be listed via the GUI, as shown in Figure 6-18.

Perfoimance  Server

Fabric Manager 4.1(1) [admin@localhost (session 2]] /SAN/Fabr

Help

SCME EL4% | =REEDLURT | 0D GRES | 2 [even. =]
([ teomdvomains T ek | @ b @ N/Fabric_mds9222i
| =T
50 Feature Usage | Keys | Usage | Part Licensing |
2 All vsians Instslled Irstalled
{3 vSANDDO1 Switch |Feature Type Count _|status |ExpiryDate |GracePeriod [Missing |Errors Defaultlicenses
| {3 ITS0_YSAN_10 mds0222i-2 FM_SERWER_PKG permanent InUse |never g =]
1 {3 IT50_¥sAN_20 mids3222i-1 [FM_SERWER_PKG permanent In Use |never 0
1 {2 1T30_¥sAN_30 permanent Unused lnewer i
1 n Use |pever g
permanent Unused [newer 0
1 MAINFRAME_PKG permanent |Unused never . i
EMTERPRISE_PKG permanent InUse |never o
SME_FOR_52221_PKG permanent Unused never 0 _
SAN_EXTN_OVER_IP permanent counted 1 Unused never 0|
SAN_EXTN_OVER_IP_18_4 permanent counted 1 Unused never 0
STORAGE_SERVICES_ENABLER_PKG |permanent counted 1 Unused never i
SAN_EXTN_OVER TP permanent counted 1 Unused |never 0
SAN_EXTN_OVER_IP_18_4 permanent counted 1 Unused never i
STORAGE_SERVWICES_ENABLER_PKG permanent counted 1 Unused never 1]
Lo FORT_ACTIVATION_FKG unlicensed Unused i
“ehiyeical Attribtes 10G_PORT_ACTIVATION_PKG unlicensed Unused [
Imdsgzzzi-1 PORT ACTIVATION PKG unlicensed Unused | [
|| B swikches e~
- Hardware E -
o = -
CFs 3 = s =
& dock Eq SIAM_FCsD SVB3_NODE2 FOSO -
Supervisor Statistics i SVC3_NODEZ ] 0014213
Copy Configuration 5-1_1_\
3 tefaces @ Wi res — T~
() FC Services Q - { = IBM 8:01:00:14:22-5
[ Events Q Qlogie 05:4c: ai/jsgzzz\
. =) 2 /’,ﬁmgmz? <2
NPT SVC1_NODE2_FGSO 1BM 2:01:00:1d:1¢-S
[ N_Port Virtualizer (NPY) jinid
B3 ILs
SVC3_NODE1_FCS2 "
[5) End Devices @& = = Qlogic 18:d4:84H
) i
1BM 8:01:00:37 :de-S L)
1B B:01:00:37 e6-5 = L FILCT LIS
Qlogic 89:b8:c0-H
‘ |
Fabric_mdsozezi2 | ) Log | [ Events |

36 rows, querled 2 switches

Figure 6-18 License features
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The list of available license features is shown, as well as the properties for each
feature, via the Device Manager option of displaying licenses, as shown in
Figure 6-19.

& mds9222i-1 - Licenses x|

e I

| =3

lh—lilil—l—lil—!—

Figure 6-19 Displaying installed licenses
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Copying files to the bootflash using the Device Manager

Prior to applying a license file, we upload it to the bootflash. In the window shown
in Figure 6-20 select Admin — Flash Files in the Device Manager to invoke the
Flash Files interface.

@ Device Manager 4.1[1] - mds9222i-1 [admin]

Device Phpsical Interface FC FICOM [P Securty | Admin Logs  Help

5@:@9& D E E‘@'a@ \"S.C\N.ﬁ.llvl? Ewvents »

; Copy Configuration...
Device I ngmaryl . .
Save Configuration

R ]
MTP [Metwork Time Protocol)...
Running Processes. ..

Licenses...
Feature Cantral...
CFS [Cizon Fabric Services)...

Show Tech Support...

19.45.86.147 trap register | |Up L Down [lFal - [Minar  [Lh Sy I i,

Show Epld Yersion. ..
Show Cores...

Showy Startup/Running Config. .

Eraze Startup Configuration
Fieset Switch

Figure 6-20 Starting the Flash Files interface
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The Flash Files interface is initialized as shown in Figure 6-21. Select the Copy
option.

& mds9222i-1 - Flash Files Ed
Device:lbootf‘lash: vl Partition:lsup-local vl EF

Marne I Size I Modified I

bootflash wrz 17 14:46:50 2008
;----cpu_lugl’ile 75 wrz 11 02:16:52 2003
--epld_dir 1,024k wrz 11 06:40:00 2003
--405t+Found 46,030 wrz 17 02:02:16 2005

ma000-epld-4.1.1.img

7

g----mQZDD—SZEkQ—ldckstart—mz.4 19,543

g----m‘BZEIEI-sZEk‘B-mz.“r.1.1.bin 101,205M wrz 17 02:01:51 2008

[+-partner 1,024k wrz 11 02:16:33 20058
Copy... I Delete ‘ Refrash Close

7 Entries (Used: 169,096M, Free: 177, 7310
Figure 6-21 Selecting the copy option

When selecting the Copy option, when prompted, define the transfer protocol,
server address, login credentials, and the source and target file names, and once
done, click Apply to start the copy, as in Figure 6-22.

mdsEIZPFZH < Copy Filez

Protocol: © kfkp & Fip  scp  sftp § FlashToFlash

Serverfddress: |9.43.86.49

RermokelserMarme: Ijan:n:n

RemokePassword: ]***************

Server Source File: I,l'jau:u:u,l'9222i-1J'IEIG_PORT_P.CTI'-.-'F |
Switch Destination File: II:u:u:utFIash:,l'IDG_PORT_ACTWATII [device: 1[{ ipartition][path]

apply | Help | Close

Figure 6-22 Specifying file to copy
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Note: During the execution of tasks using Device Manager occasionally
prompts to provide CLI login credentials. This is because the Java applet
issues the commands towards the SAN-OS/NX-OS using the CLI.

Copy status notification is displayed in the bottom left of the Copy Files window,
and upon completion we are notified that the file transfer was successful, as
shown in Figure 6-23.

mds9222i-1 - Copy Files

% Prokocol: & tfkp &% ftp © scp & sfkp & FlashToFlash

Serverdddress: |9.43.8Eu.4'§

RemotellserMame: Ijan:u:u

RematePassward: I********

Server Source File: I,l'jau:u:u,l'9222i-1,l'1EIG_F‘ORT_P.CTI‘-.-'F |

Switch Destination File: IbDDtFIash:,l'lDG_F‘ORT_P.CTI'-.-'P.TIE [device: ][/ /partition][path]

Apply | Help | Close

File transfer successful [27 secs]

Figure 6-23 File transfer completed successfully

We have now transferred the license file to the bootflash, and we can proceed
with installation of the license feature.
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Installing a license using the Device Manager

To install:
1. To install a license on the switch, select the Install tab, as shown in
Figure 6-24.

@ itsosan0s - Licenses x|
Eeatures | Files | lnstall%gsage |
Feature Instaled Type Installed Count | Status |ExpiryDate |GracePeriod Missing |Errors |Defaultlicenses
FM_SERYER_PKG urlicensed inGracePeriod Unused 119 days 5 hours 0 0
MAINFRAME_PKG permanent Unused |newver [u] [u]
EMTERPRISE_PKG permanent InUse |mever o 0
DMM_FOR_SSM_PKG urlicensed Unused o 1]
SAN_EXTN_COYER_IP permanent counted 7 InUse |mever i} 0
PORT_ACTIVATION_PKG urlicensed Unused o] o]
SME_FOR_IPS_184_PKG urlicensed Unused o 1]
SAN_EXTN_OYER_IP_18_4 urlicensed Unused - 1] 1]
SAKN_EXTN_OVER_IP_IPSZ2 urlicensed Unused 1] . 1]
SAN_EXTH_OYER_IP_IPS4 urlicensed Unused u] u]
10G_PORT_ACTIVATION_PKG unlicensed Unused | 1] 1]
STORAGE_SERVICES_EMABLER_PKG |unlicensed Unused | o] o]

12 rowis)

Figure 6-24 Selecting the Install panel

Refresh |

Clase |

2. On the Install tab, click the pull-down icon to display available license files (in
the bootflash), as shown in Figure 6-25.

@ mds9222i-1 - Licenses

Eeaturesl Fil_es1 lﬂ5t5"1 Qsagei

HuostId: WDH=FOi1216GP0C

URI: |

Target Filename:

Skatus: none

Install | Update J UninstaIIJ Copy...

Refresh | Help |

Close |

Figure 6-25 Selecting a license file to install
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3. Click Install to start the license file installation, as shown in Figure 6-26.

@ mds9222i-1 - Licenszes

Eeaturesl FiI_esI lnstalll gsagel

HostId: WDH=FO¥X121&GP0C
URL: [boctflash: Fox1216GPOC. i

Target Filenarme: IFOX12IEGPDC.Iic
Skatus: none

Install 4 Update

Figure 6-26 Installing the license file

Uninstall Close I

COpy... I Refresh I HeIpJ

4. Upon completion of the license file installation, click Refresh on the Feature
tab, and verify that the desired feature has been activated, as shown in
Figure 6-27.

@ mds9222i-1 - Licenses (]

Features I Files I Install I Usage I

B HS
Feature |Installed Type Inskaled Count | Status |ExpiryDate |GracePeriod |Missing |Errors |Defaultlicenses
DMM_184_PKG urlicensed inGrarePetiod Unused 120 days 1] 0
DMM_9222i_PKG urlicensed inGracePeriod Unused 120 days 1] 1}
FM_SERYER_PKG permanent Unused newver [u} a
MAINFRAME_PKG permanent Unused newver 1] 1)
EMTERPRISE_PKiG |permanent InlUse newver 1] 1]
DMM_FOR _SSM_PKG urlicensed inGracePeriod Unused 120 days 1] 0
SAM_EXTM_OVER_IP - permanent counted 1 Unused newver 1] 1}
SME_FOR_922ZI_FKG permanent Unused never [u} a
PORT_ACTIVATION_PES urlicensed Unused 1] a
SME_FOR_IPS_184_PKiG urlicensed inGracePetiod Unused 120 days 1] 1]
STORAGE_SERVICES_164 urlicensed inGracePerind Unused 120 days 1] 0
SAM_EXTH_OVER _IP_13 ¢ permanent counted 1 Unused never 1] 1}
SAN_ERTH_OVER_IP_IPSZ urlicensed inGracePeriod Unused 120 days 1] 1}
SAM_EXTH_OVER_IP_IPS4 urlicensed inGracePeriod Unused 120 days 1] a
STORAGE_SERVICES_ 9227 urlicensed inGracePetiod Unused 120 days 1] 1]
STORAGE_SERVICES_SSM1A urlicensed inGracePetiod Unused 120 days 1] 0
10G_PORT_ACTIYATION_PKG |un|icensed Unused 1] 1}
STORAGE_SERVICES _EMABLER._PKG |permanent counted 1 Unused never [u} a

Close

_ksefresh |

18 rowis)

Figure 6-27 \Verifying the desired feature is activated

Installing a license using the CLI
First we copy the license to the bootflash, as shown in Example 6-12.

Example 6-12 Copy license file to the bootflash and list files on the bootflash

mds9222i-2# show license host-id
License hostid: VDH=FOX111504SL
mds92221-2# copy ftp://9.43.86.49/root/Lic/FOX111504SL.1ic bootflash:
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Enter username: root
File transfer in progress, please wait ...
Password:
mds9222i-2# dir bootflash:
1567 Aug 26 04:26:13 2007 FOX111504SL.1ic
4096 Jan 01 00:04:02 1970 boot/
6 Jan 01 00:04:02 1970 cfglabel.sysmgr
25 Aug 18 05:58:30 2007 cpu_logfile
4096 Aug 18 06:12:44 2007 epld_dir/
49152 Aug 25 00:27:53 2007 Tost+found/
19542528 Aug 24 07:17:41 2007 m9200-s2ek9-kickstart-mz.4.1.1.bin
101905006 Aug 24 07:17:33 2007 m9200-s2ek9-mz.4.1.1.bin
4096 Aug 18 05:58:31 2007 partner/

Usage for bootflash://sup-local
192811008 bytes used
538660864 bytes free
731471872 bytes total

Subsequently, install the received license on the switch and then display the
installed licenses, as shown in Example 6-13.

Example 6-13 Installing the Fabric Manager Server license

mds9222i-2# show license host-id

License hostid: VDH=FOX111504SL

mds9222i-2# show license

mds9222i-2# install license bootflash:F0X111504SL.1ic

Installing license ..... done

mds9222i-2# show license

FOX111504SL.Tic:

SERVER this_host ANY

VENDOR cisco

INCREMENT FM_SERVER _PKG cisco 1.0 permanent uncounted \
VENDOR_STRING=MDS HOSTID=VDH=FO0X111504SL \

NOTICE="<LicFileID>FOX111504SL.Tic</LicFileID><LicLineID>0</LicLineID> \
<PAK>dummyPak</PAK>" SIGN=F08238B68DIE

INCREMENT MAINFRAME_PKG cisco 1.0 permanent uncounted \
VENDOR_STRING=MDS HOSTID=VDH=F0X111504SL \

NOTICE="<LicFileID>F0X111504SL.1ic</LicFileID><LicLineID>1</LicLinelID> \
<PAK>dummyPak</PAK>" SIGN=9EADA1E472C6

INCREMENT ENTERPRISE_PKG cisco 1.0 permanent uncounted \
VENDOR_STRING=MDS HOSTID=VDH=F0X111504SL \

NOTICE="<LicFileID>FOX111504SL.Tic</LicFileID><LicLineID>2</LicLineID> \
<PAK>dummyPak</PAK>" SIGN=BEE71C380B56

INCREMENT SAN_EXTN_OVER_IP cisco 1.0 permanent 1 VENDOR_STRING=MDS \
HOSTID=VDH=F0X111504SL \

NOTICE="<LicFileID>F0X111504SL.Tic</LicFileID><LicLineID>3</LicLineID> \
<PAK>dummyPak</PAK>" SIGN=12060E603650
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INCREMENT SAN_EXTN_OVER_IP_18 4 cisco 1.0 permanent 1 \
VENDOR_STRING=MDS HOSTID=VDH=FOX111504SL \

NOTICE="<LicFileID>FOX111504SL.Tic</LicFilelD><LicLineID>4</LicLineID> \
<PAK>dummyPak</PAK>" SIGN=C811C45CAC88

INCREMENT STORAGE_SERVICES_ENABLER_PKG cisco 1.0 permanent 1 \
VENDOR_STRING=MDS HOSTID=VDH=FOX111504SL \

NOTICE="<LicFileID>F0X111504SL.1ic</LicFileID><LicLineID>5</LicLineID> \
<PAK>dummyPak</PAK>" SIGN=0B949EC6009A

INCREMENT SME_FOR_9222I PKG cisco 1.0 permanent uncounted \
VENDOR_STRING=MDS HOSTID=VDH=FOX111504SL \

NOTICE="<LicFileID>F0X111504SL.Tic</LicFileID><LicLineID>6</LicLineID> \
<PAK>dummyPak</PAK>" SIGN=0B47CB66112E

mds9222i-2# show license brief
FOX111504SL.11ic
mds9222i-2# show license usage

Feature Ins Lic Status Expiry Date Comments
Count

DMM_184_PKG No 0  Unused Grace 120D OH
DMM_92221_PKG No 0  Unused Grace 120D OH
FM_SERVER_PKG Yes - Unused never -
MAINFRAME_PKG Yes - Unused never -
ENTERPRISE_PKG Yes - In use never -
DMM_FOR_SSM_PKG No 0  Unused Grace 120D OH
SAN_EXTN_OVER_IP Yes 1 Unused never -
SME_FOR_92221_PKG Yes - Unused never -
PORT_ACTIVATION_PKG No 0  Unused -

SME_FOR_IPS 184 PKG No 0  Unused Grace 120D OH
STORAGE_SERVICES_184 No 0  Unused Grace 120D OH
SAN_EXTN_OVER IP_18 4 Yes 1 Unused never -
SAN_EXTN_OVER_IP_IPS2 No 0  Unused Grace 120D OH
SAN_EXTN_OVER_IP_IPS4 No 0  Unused Grace 120D OH
STORAGE_SERVICES_9222i No 0  Unused Grace 120D OH
STORAGE_SERVICES_SSN16 No 0  Unused Grace 120D OH
10G_PORT_ACTIVATION_PKG No 0  Unused -
STORAGE_SERVICES _ENABLER_PKG Yes 1  Unused never -

6.1.6 Managing users

When accessing Cisco MDS 9000 family switches, you are required to
authenticate with a user name and a password, after which access is granted
and role-based authorization is applied.
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Note: It is possible to disable login authentication, although we do not
recommend it.

Authentication

User authentication can be configured to be performed locally on the switch (in
the lookup database) or remotely using one or more RADIUS, TACACS+ servers,
or MDS.

In the following section we authenticate using local authentication. For detailed
information about how to set up remote authentication (RADIUS, TACACS+,
MDS) consult the MDS config-guide:

http://www.cisco.com/en/US/products/ps5989/products installation and_
configuration guides Tist.html

Authorization

By default the two roles, network-operator and network-admin, exist in all Cisco
MDS 9000 family switches and cannot be changed or deleted, although you can
create other roles:

» Network-operator

Has permission to view the configuration only and cannot make any
configuration changes.

» Network-admin

Has permission to execute all commands and configuration changes. The
administrator has the permission to create up to 64 additional roles.

Creating roles

To create a role, we define the name of the role and the profile, which specifies
the permissions for the role. In Example 6-14 we create the ITSO_role role and
give this administrator access only to VSANs 10 and 20.

Finally, we issue the command show role to list defined roles.

Example 6-14 Creating a VSAN role

mds9222i-2# configure terminal

mds9222i-2(config)# role name ITSO role
mds9222i-2(config-role)# description Admin for VSAN10_VSAN20
mds9222i-2(config-role)# role name ITSO role
mds9222i-2(config-role)# vsan policy deny

after grace period of approximately 120 day(s).
mds9222i-2(config-role-vsan)# permit vsan 10
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mds9222i-2(config-role-vsan)# permit vsan 20
mds9222i-2# show role

Role: network-admin

Description: Predefined Network Admin group. This role cannot be
modified

Access to all the switch commands

Role: network-operator

Description: Predefined Network Operator group. This role cannot be
modified

Access to Show commands and selected Exec commands

Role: server-admin

Description: Predefined system role for server administrators.
This role cannot be modified.

Vsan policy: permit (default)

1 permit show *
2 permit exec install

Role: default-role
Description: This is a system defined role and applies to all users.
Vsan policy: permit (default)

1 permit show system

2 permit show snmp

3 permit show module

4 permit show hardware

5 permit show environment

Role: ITSO_role
Description: Admin for VSAN10_VSAN20
Vsan policy: deny
Permitted vsans: 10,20
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To perform the same configuration using Fabric Manager:
1. Click the users and roles icon, as shown in Figure 6-28.

@ Fabric Manager 4.1(1) [admin@localhost (session 2]] /SAN/Fabric_mds9222i-2

File View Zone Toolz Performance Server Help

COCRE ELE =REEONR

V8 RRED | 2

 Logical Domains @
ENE . —
-0 [ Smtchesl ISLs| Hnstsl Stnragel Summaryl
- All vSaNs Logical Mame |IP Address | Wi Status [vendor [Model Release |Location
[ VSANODDT mds9222i-1  |9045.86,147 [20:00:00:0d:ec:82:3d: 00 |No Traps |Cisco D5-0922214.1(1)  |ITSC San Jose
[ ITSO_VSAM_10 mds92zziFz |9 45,56,145 [20:00:00; 0d:ec;4a:c5: 80 ok Cisco  [DS-C922Zi 14,1010 [ITSC San Jose
[ ITSO_V3AN_20
- GrOUps

Figure 6-28 Selecting users and roles

2. Select the Roles tab and click the create row icon, as shown in Figure 6-29.

@ Fabiic Manager 4.1[1) [admin@localhost [session 2]] /SAN/Fabric_mds3222;-2

File “iew Zone Tools Perfomance Server Help

SoMO EdE =BLEOURE

Logical Domains

f8 WEES @
eEEr P HORS A

-3 5AM T
oD Roles CFS | Croate Fow.. Dmmumt\esl Globaw
D 0 Al VsANs Scope |Scope
D {0 ¥SANODOL Switch Marne Descripkion Enable |¥SAN Id List
L ITS0_¥SAN_10 Imdsa222i-1 default-role This is a system defined role and applies ta all users. |
LD ITSO_¥SAN_20 mds9222i-2 [TSO_role | Admin for VSANID-VSAN-20 W 10,20
“-Groups mds9222i-2 default-rale This is a system defined role and applies to all users,

Figure 6-29 Selecting create row in the Fabric Manager
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3. In the role creation window, define the name of the role and the VSAN

properties, as shown in Figure 6-30, and click Create.

@ Uszers and Rolez/Roles - Create x|

V¥ mds3z2zi-1

W mdsezzzi-z
Switches:

Marne: IITSO_ruIe

Descripkion: I.ﬁu:lmin for wSANs 10 and 20

[v Has Canfig, Exec and Show Permission
—¥SAN Scope
¥ Enable

List: [10,20

Create I Close

Figure 6-30 Defining a new role

After closing the role creation window, see that the created role is now listed,
as shown in Figure 6-31.

@ Fabric Manager 4.1[1) [admin@localhost [session 2]] /SAN/Fabric_mds9222i-2
File

Yiew Zone Tools Peformance Server Help

SSHe EdH | =VEEOURT 112 WEES | ¢
ey EEEEEEELEEE:

Roles CFSI Ru\esl Users] Communltlesl Globall

) Al YSANs Scope |Scope
) YSANDODL Switch  |Mame Deseription Enable |vSAMN Id List
[+ ITS0_¥san_10 mds9222i-1 default-role This is 4 system defined role and applies ko all users., ]
L33 IT50_YSAN_20 nds52z2i-2[1T50_role_PERIe e~ 0.0
-Groups I mds0222i-2 default-rale |This is a system defined rale and applies ta all users. & [ ]
Figure 6-31 Listing the defined roles

198 Implementing an IBM/Cisco SAN



Creating users

To create a user define the name of the user and the profiles, which specifies the
permissions for the user. In Example 6-14 on page 195 the role ITSO_role has
been created. Now apply the ITSO_role to the ITSO_user, which only has
permissions for VSANs 10 and 20, as shown in Example 6-15.

Example 6-15 Creating a user

mds9222i-2# configure terminal
mds9222i-2(config)# username ITSO user password confidential role ITSO_role

mds9222i-2# show user-account

user:admin
this user account has no expiry date
roles:network-admin

user:ITSO user
this user account has no expiry date
roles:ITSO_role

user:jaco
this user account has no expiry date
roles:network-admin

To create the same user using Fabric Manager:
1. Click the users and roles icon, as shown earlier in Figure 6-28 on page 197.
2. Select the Users tab and click the create row icon, as shown in Figure 6-32.

@ Fabiic Manager 4.1(1) [admin{@localhost [session 2] /SANZFabric_mds9222i-2

E File “iew Zonz Toolz Performance Server Help

OSHe BN | =WEFANRE NY[VRE@| 9

Logical Domain: : 5 @ TE e i @ H @ @
O 5AM | ; :
R abric Foles CFS |m;ﬁm Communltlesl Globall
D~_. All YSANS Password ExpiryDake
[0 ¥SAMNDOD1 (2 segments) Switch User Raole {not echoed) |Digest |Encryption [{eg. yyyyfmm,
B0 ITS0_WSAMN_10 (2 segments) || |Imdssz2zi-1 jadmin network-admin MDS  |DES
10 ITS0_YSAN_20 (2 segments) | |imds0223i-2 jaco network-admin MDS  DES
Groups mds9222i-2 |admin network-admin MDS  |DES
mds9z22i-2 [TS0_user [TS0_role MDS  |DES

Figure 6-32 Selecting create row icon
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3. In the user creation window define the name of the user and the roles to
apply, as shown in Figure 6-33, and click Create.

@ Uszers and Roles/Users - Create

¥ mdsazzzi-1
W mdsazzzi-z
% Switches:

Mew Lser: Ijaco

Passwnrd: I***************

[ default-role
Roles: [ 1TSS role

(visit Roles |[W network-admin
Tab First) |1~ metwork-operator
[T server-admin

Digesk: (« MDS ( SHA  Mone
Encryption:  DES  &4ES ( Mone

~Optional - ~
ExpiryDate: I
{eq. wyyyfmm/idd)
SshkeyFilename: |
([bootflash: |volatile: 1)

Create I Close

Figure 6-33 Creating a new user using Fabric Manager

As you can see, we have the option to define an expiry date for the user that we
create. To delete a user, we simply delete the row of the user to be deleted.

For further details on user and host creation, consult the MDS Cisco
Configuration Guide:

http://www.cisco.com/en/US/products/ps5989/products_installation_and_
configuration guides Tist.html

6.1.7 VSAN

200

A Virtual Storage Area Network (VSAN) is a unique feature of the Cisco MDS
9000 family that enables dividing the physical Fibre Channel fabric into virtual
SAN fabrics. Each VSAN is a completely separate SAN fabric, with its own set of
domain IDs, fabric services, zones, namespace, and interoperability mode.
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Each port in the switch fabric belongs to exactly one of the VSANSs at any given
time, with the exception of trunking E_Ports (TE_Ports) that can multiplex the
traffic of several VSANSs over a single physical link.

Up to 256 VSANSs can be configured in a single switch. The VSAN numbers can
range from 1 to 4094. VSAN number 1 is called the default VSAN and is the
VSAN that initially contains all of the ports in the switch. If you do not have to
divide the fabric into VSANSs, you can leave all ports in the default VSAN.

The VSAN number 4094 is called the isolated VSAN, and any port configured
into that VSAN is isolated from all other ports. If you delete a VSAN, all ports in it
are moved to the isolated VSAN to avoid implicit transfer of the ports to the
default VSAN.

Note: A best practice for a large SAN environment is not to use VSAN1 while
disallowing communication between ports that are not defined in a zone (at
setup this is defined as default zone policy deny) and additionally not define
any zones in VSAN1. Doing this prevents any accidental communication of
new devices or hosts attached to the fabric since they by default belong to
VSANT1.

Creating a VSAN using the CLI

When creating a VSAN, assign a VSAN ID and (optional) name, which must be
unique. In Example 6-16 VSAN 20 and VSAN 30 have been created with names
ITSO_VSAN_20 and ITSO_VSAN_30, using the default setting for
interoperability and load balancing, then suspend it. After creating VSANS, list
the defined VSANSs.

Example 6-16 Creating a VSAN

mds9222i-1(config)# vsan database
mds9222i-1(config-vsan-db)# vsan 20 name ITSO_VSAN_20
mds9222i-1(config-vsan-db)# vsan 30 name ITSO_VSAN_30

mds9222i-1# show vsan

vsan 1 information
name:VSANOOO1 state:active
interoperability mode:default
Toadbalancing:src-id/dst-id/oxid
operational state:up

vsan 10 information
name:ITSO_VSAN_10 state:active
interoperability mode:default
Toadbalancing:src-id/dst-id/oxid
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operational state:up

vsan 20 information
name:ITSO_VSAN_20 state:active
interoperability mode:default
loadbalancing:src-id/dst-id/oxid
operational state:up

vsan 30 information
name:ITSO_VSAN_30 state:active
interoperability mode:default
loadbalancing:src-id/dst-id/oxid
operational state:up

vsan 4094:isolated_vsan

Assigning ports to a VSAN

Now that new VSANs have been created assign membership to the VSANs of
ports fc1/5-8,16 to the VSAN 20 and fc1/9-12,17 to the VSAN 30. Afterwards list
the VSANs memberships, as shown in Example 6-17.

Example 6-17 Assigning membership to a VSAN

mds9222i-1# config terminal

mds9222i-1(config)# vsan database
mds9222i-1(config-vsan-db)# vsan 20 interface fc 1/5-8
mds9222i-1(config-vsan-db)# vsan 20 interface fc 1/16
mds9222i-1(config-vsan-db)# vsan 30 interface fc 1/9-12
mds9222i-1(config-vsan-db)# vsan 30 interface fc 1/17

mds9222i-1# show vsan membership
vsan 1 interfaces:

fcl/13 fcl/15 fcl/18 fc2/1
fc2/2 fc2/3 fc2/4 fc2/5
fc2/6 fc2/7 fc2/8 fc2/9
fc2/10 fc2/11 fc2/12 fc2/13
fc2/14 fc2/15 fc2/16 fc2/17
fc2/18 fc2/19 fc2/20 fc2/21
fc2/22 fc2/23 fc2/24 fc2/25
fc2/26 fc2/27 fc2/28 fc2/29
fc2/30 fc2/31 fc2/32 fc2/33
fc2/34 fc2/35 fc2/36 fc2/37
fc2/38 fc2/39 fc2/40 fc2/41
fc2/42 fc2/43 fc2/44 fc2/45
fc2/46 fc2/47 fc2/48 port-channel 1

vsan 10 interfaces:
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fcl/1 fcl/2 fcl/3 fcl/4
fcl/14

vsan 20 interfaces:
fcl/5 fcl/6 fcl/7 fcl/8
fcl/16

vsan 30 interfaces:
fcl/9 fcl/10 fcl/11 fcl/12
fcl/17

vsan 4094 (isolated_vsan) interfaces:

Note: When assigning port membership to a VSAN, the port is removed from
its previous membership, since a port can only be part of one VSAN at a time.

Creating a VSAN using the GUI
Perform the same task using the Fabric Manager interface:

1. Click the create VSAN icon, as shown in Figure 6-34.

@ Fabric Manager 4:1[1) [admin@Ilocalhost [session 2)] /SAN/Fabric_mds9222i-2

File “iew Zone Tools Performance Server Help

SO MG |Bldk | +REEOURE | U SREZ@ |

Logical Domains : @ _@ [ 1;}] av‘ B @ E]
= _E|,--S_A)NFabri:,m Attributes | Isolated Interfaces | Timer CFS | Tiners | Default Zone Policies |
] Al S AR InOrder |Metwork
{20 ¥sanN0no1 Swikch Id |Wame Mty |LoadBzlancing InterOp | Admin Oper |FICOM [Delivery |Latency
12 1750 _V5AN_LO Imds2z2zi-2|1 |vsan0001 Z112)srcld/Destld/Osdd |default  [active up  fake ] 2000
#{) ITSC_YSAN_20 mds9227i-1 1 [VSANOD01 2112/srcld/Destld/Ondd [default [active up  fake 2000
B3 ITSO_Y5AR_30 mds9222i-2 10 [ITS0_YSAN_L0  |2112 srcld/Destid/OxId  |defauk  [active up  false 2000
Groups mds9227-1 |10 |[TS0_YSAN_L0 2112 sreld/Destid/Oxd  |defaulk  [active up  false | 2000
mdsBZzZi—L’QHSO_VSAN_ZD 2112 srcld/DestId/OxId default active up false 'l 2000!
mds5222i-2 |20 |ITSC_YSAN_20  |2112)srcld/DestId/Cxdd default active up false [ 2000
mds9222i-1 30 |ITSO_VSAK_ 30 |2112 srcld/Destd]OxId default active up False 2000
mds9222i-2 30 [ITSO_YSAM_30  |2112 srcld/DestId/CxId default active up False r 2000;

Figure 6-34 Creating a VSAN from a GUI
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2. In the Create VSAN window specify the VSAN ID name, load balancing and
interop properties, and whether the VSAN should be active or suspended. To
enforce static domain IDs, check the Static Domain Ids box, as shown in
Figure 6-35.

mds92z2i-1
mds9222)-2

v =

o
o

o

n I |
i |

[T Enatile et Binding ot S

I Al Port Fratitaftes

—

Figure 6-35 Assigning VSAN ID and name
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3.

If necessary, use static domain IDs, so check this box and click Apply to get a

static domain ID assigned on the switch, as shown in Figure 6-36. Then click
Create to create the VSAN.

Switches

VSAN Id

Mame

InterOpervalue

Adminstate:

LoadEalancing:

@ Create YSAN - JSAN/Fabric_mds93222i-2

¥ mds9z22i-1
W mdsozzzi-2

%

¢ [a +1..a003

: JIT50_vsan_40
~ srcld{Destld % srcld{DestIdfoxId

({blank=default}

: ¥ defaulk  Inkerop-1 & Interop-2  Interop-3  Inkerop-4

% active " suspended

[V Static Dormain Ids: I

Switch I Dornainld
mids3z25i-2 |44

[~ FICOM

= Enatile ife Binding fiar Se Erbed St

r rEErEhitiEed

Create Close

Figure 6-36 Applying static domains

The VSAN has now been created and appears in Fabric Manager. As shown in
Figure 6-37, the VSAN is down, since we have not yet assigned any ports to the
VSAN. Thus, there are no active ports in the VSAN.

@ Fabiic Manager 4.1[1) [admin@localhost [session 2)] /SAM/Fabric_mds9222i-2/1TSD_VSAN_40 [down)
File

C&RE® EL¥|

Wiew Zone Tools Pefomance  Server Help

=REE0HRA

EEIR TR

Logical Domains————————————— : [ = = /SAN/Fabric_mds9222i-2/ITS0_VY
-9 5AN
-5 Fabric_mds0225i-2 General | Bb Contral | B Credit | Other | FLOGE | ELP | Trunk Config | Trunk Failures | FSPF | Physical | Capabiity | FC-5P | GoS Rate
) AllYSANS Mode |Mode |Port | Dynamic Speed Speed |Rate Status  |Status [Status
[F-5) VSANDDOL Switch Interface |Admin |Oper |VSAM |VSAN Description | Admin Cper |Mode Service |Admin | Oper
[F- ) [TS0_YSAN_1D |mdsgzzzi-z Fel/13 Fx auto 30/nfa auto nfa  shared in down  |down
[H-{3) [TS0_Y¥SAN_Z0 mds9222i-2 fc1f15  Fr auto 30/nfa auta nfa shared in down  |down
() ITSO_VSAN_30
- VSAN pltributes A
[} Domain Manager
Figure 6-37 VSAN created: VSAN is down while empty
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Assigning ports to a VSAN
Since a host and device are already connected to the switch:

1. Highlight FC Interfaces in VSANOO1 to list the ports that are required to
assign to the created VSAN, as shown in Figure 6-38.

@ Fabric Manager 4.1(1) [admin@localhost (session 2]] /SAN/Fabric_mds9222i-2

File ‘“iew Zone Took Performance Server Help
e ELE TEEANURE |12 | WEED | 2
rLlogical Damains | 4 4
i NEEEEEEEE:
59 Fabric_mds9222i-2 = | 5eneral | B Cantrel | Bb Credit | Gther | FLOGE | ELP | Trunk Canfig | Trunk Faiures | FSPF | Physical | Capability | FC-GP | Qa3 Ratel
=29 s Mode  |Mode |Port | Dynamic Spesd Speed |Rate Status  |Status | Status
EH TvR Interface |Admin |Cper ysaft| vsan Description | Admin Oper  [Mode Service  |Admin | Gper
- DPYM (Dynarnic Mermbershi -1 | TSTEE F F 1]pja Uk n o Lo
=) Domain Managsr SEN 3 F ijnfa Ut Lp Lp
- Port Security -1 | [STEE =3 F 1]pja uto Lp Lp
~~Fabric Binding c1/15 Fr F 1|pja uto i Lp up
~-30¥ c1f16 FX uto 1jnja uto n down Jdown
“~RSCH cif18  |Fx Futo 1na ko n down _|down
=10 ¥SANDOOL Fezi1 E TE 1lnja N auta lin up uj

Figure 6-38 Listing devices in VSAN1

2. Double-click the Port VSAN cell and change the VSAN ID to the VSAN ID of
the VSAN that is required to assign the port to, and subsequently click the
apply changes icon to save the changes, as shown in Figure 6-39.

@ Fabric Manager 4.1[1) [admin@localhost (session 2]] /SAN/Fabric_mds9222i-2
File Wiew Zone Took Peformance Server Help

SRBe | ELdE =R FOURT 12 | WRED | 9

Lagical Domains — : @ @] n'g ﬁ) E @ L“;‘
-
General | Bb Contral | Bb Credit | Other | FLOGE | ELP | Trunk Confia | Trunk Failures | FSPF | Physical | Capabilty | FC-SP | Qo5 Rats
‘ } Mode |Made |Port | Dyniamic Speed Speed [Rate Status  [Status | Skatus
B TYR Switch Interface |Admin  |Oper |WSARD|wSan Description | Admin Oper  [Mode Setvice | Admin | Oper
+~DPYM (Dynaic Membershi mdsszzzi-1 felf13 [Fa E 40)nfa auto 2Gb  |shared  |n up up
Fr-( ) Domain Manager mdsgzzziz fclf13 |Fx F 40 nfa auto 2Gb |shared in up up
-Park Security mds922zi-1 frif15 Fi F 40nfa auto 2Gb  |shared i up up
Fabric Binding mdsozzziz[fctf15  |Fx F 40nfa auto 2Gb |shared in up up
SOV mdsgzzzi-1 felf18  Fx autn 40|nfa auta nfa |shared in down  |down
R3CN mds9z2zi-z fcl/18 P auto 40 nfa auto nfa  |shared in down  |down
=0 YSANDD01 |Ed59222|-1\fc2f1 IE E H;’a uto b [dedicat=d in D D

Figure 6-39 Changing the VSAN ID for a port to assign it to the VSAN
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3. We are presented with a warning that changing the Port VSAN might be
disruptive to I/0 on the port, and we confirm that we want to perform the

change, as shown in Figure 6-40.
|

Selec; an Option

\gl) Changing the Port WSaM may affect [/0. Continue?

Figure 6-40 Confirm to change the Port VSAN

4. When this is completed, list the ports in our VSAN, as shown in Figure 6-41,
and the VSAN is now up, since active ports are present in the VSAN.

@ Fabiic Manager 4.1(1) [admin@localhost [session 2)] /SAN/Fabric_mds9222i-2/1TSO_VSAN_40

File View Zone Tools

Performance  Sever  Help

=REAAUZE ([O9 WEED | ?

Logical Damains
E=E
) Fabric_mds92221-2
2 Al vsans
() sANOOOL
(£ ITSO_YSAN_10
B0 1T50_VSAN_20

P
~Physical Attributes
) Switches
L Hardware
L Licenses
L.cFs

12 Clock
- Supervisor Statistics
- Copy Configuration
=C3) InkerFaces

Part Tracking
SPAN
[0 Frhernet

SCBRB B LHE
0

|

[agven.. =]

e
. -
Qlogic 89ceie2-H mds9222i-2

AHELOOPH DL m Y

[ ]

: Alias->Enclosure. .. J @EHmIsEHSGE /SAN/Fabric_mds9222i-2/ITSO_VSAN_40
Switches | Isis | Hosts | Storage |
Enclosurs Name [FC Alias | Port il [Ferd Switch Inkerface | Link Status | Model | Firmwars ver [Driver ver [infarmation
Glogic 05:41:be-H Glagic 21:00:00:60:8b:05:41:be D2e0100 mds9222i-2 Felf15 ok QLAZA00[Z310 3.03.25 5.0.7.16 |QLAZA00j2310 FW:v3.03.25 DVR:vE.1.7.16
Glogic 05:48:be-H Glogic 21:00:00:20:60:05:48:be dsa2220-1 Felf15 ok QLAZA00[23103.03.25 9.0.7.16 |QLAZ30Nj2310 FW:v3.03.25 DVR:vE.1.7.16
Qlogic 89:b%:c0-H |Qogic 21:00:00:e0:3b:59:b31c0 (2c0000 mds9222i-2 Fe1j13 ok Olazadn  (5.03.21 9.1.4.15 |QLAZE0 FW:v3.03.21 D¥Riv3.1.4.15
Qlogic 89:ccic2-H Qlogic 21:00:00:e0:8b:89:ccic2 (0x360000 mds9222i-1 Fe1f13 ok Qlazzn (303,21 9.1.4.15 |QLAZ340 FW:v3.03.21 D¥R:v3.1.4.15
= ]
Qlogic 0548 be-H _ 5
= ]
8 -] ]

=
‘_‘_'—-—-_.ﬁﬂae:be:co-u
mds@222i-1 \

5
Qlogic 05:41:be-H

4
Fabric_mds3222i-2 i | | Log | T Events|

]

4 roms

Figure 6-41

Listing ports in the our new VSAN

Dynamic VSANs

Port VSAN membership on the switch is assigned on a port-by-port basis. By

default each port belongs to the default VSAN.
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You can dynamically assign VSAN membership to ports by assigning VSANs
based on the device WWN. This method is referred to as the Dynamic Port
VSAN Membership (DPVM) feature. DPVM offers flexibility and eliminates the
necessity to reconfigure the VSAN to maintain fabric topology when a host or
storage device connection is moved between two Cisco MDS switches. It retains
the configured VSAN regardless of where a device is connected or moved.

About DPVYM

DPVM configurations are based on port world wide name (pWWN) and node
world wide name (hWWN) assignments. A DPVM database contains mapping
information for each device pWWN/nWWN assignment and the corresponding
VSAN. The Cisco SAN-OS and NX-OS software checks the database during a
device FLOGI and obtains the required VSAN details.

The pWWN identifies the host or device and the nWWN identifies a node
consisting of multiple devices. You can assign any one of these identifiers or any
combination of these identifiers to configure DPVM mapping. If you assign a
combination, then preference is given to the pWWN. DPVM uses the Cisco
Fabric Services (CFS) infrastructure to allow efficient database management and
distribution. DPVM uses the application-driven, coordinated distribution mode
and the fabric-wide distribution scope.

DPVM requirements

To use the DPVM feature as designed, be sure to verify the following
requirements:

» The interface through which the dynamic device connects to the Cisco MDS
9000 family switch must be configured as an F port.

» The static port VSAN of the F port should be valid (not isolated, not
suspended, and in existence).

» The dynamic VSAN configured for the device in the DPVM database should
be valid (not isolated, not suspended, and in existence).

Note: The DPVM feature overrides any existing static port VSAN membership
configuration. If the VSAN corresponding to the dynamic port is deleted or
suspended, the port is shut down.

Enabling DPVM

To begin configuring the DPVM feature, you must explicitly enable DPVM on the
required switches in the fabric. By default, this feature is disabled in all switches
in the Cisco MDS 9000 family. The configuration and verification commands for
the DPVM feature are only available when DPVM is enabled on a switch. When
you disable this feature, all related configurations are automatically discarded.
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To use DPVM using the GUI:
Click the DPVM icon, as shown in Figure 6-42.

@ Fabiic Manager 4.1[1) [admin@localhost [session 2]] /SAN/Fabric_mds9222i-2

File ‘iew Zone Tools Performance Server Help

CPME Edd% | >EFPNURE | 118 SRED

Logical Domains—————————————————— : . M 15 E @ @
e SWitChBSI ISLsI Hostsl Storagel Summary'
. @ ,qII VSANs Lagical Mame |IP Address |WwWH Status ]Vendnr |Mode\ Release |Location
! {5 WSANDOOL mds9222i-1 940,60, 147 [20:00:00:0d:ec:82:3d:00 Mo Traps |Ciscn Ips-cazezil4. 1f1)  |ITSO San Jose
@ ITSO_WSAN_10 mds9zzzi-2 9,438,586, 145 20:00:00:0d:ec:4a:c5:30 ok Cisco  DS-C9222i4.1(1)  [ITSO San Jose

-7 ITS0_YSAN_20
() IT50_¥SAN_30
#-77) IT30_YSAN_40
CGroups

Figure 6-42 Launching the DPVM wizard

2. Select the switch that is required to be the master DPVM switch and click
Next, as shown in Figure 6-43.

@ DPvM Setup Wizard - /SAN/Fabric_mds9222i-2

1,0f 3: Select Master Switeh |

Please select a Master Switch, Al DPYM configurations will be applied to
this switch and propagated to rest of the switches using CFS. In
addition, DPYM and CFS will be enabled on all capable Fabric switches,

mds9222i-2 (DPYM not enabled)

Mext [~ | Cancel

Figure 6-43 Selecting the master switch for DPVM
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3. Select to create the configuration from already logged-in devices, as shown in
Figure 6-44.

= DPVYM Setup Wizard - /SAN/Fabric_mds9222i-2

2 of 3: Autolearn Current End Devices

;@K

Figure 6-44 Creating configuration from end devices currently logged in
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4. As shown in Figure 6-45, click Finish to activate the configuration.

@ DPVM Setup Wizard - /SAN/Fabric_mds9222-2

%
S of 2: Edit and Activate Configuration

Add, remove or modify configuration. Press Finish to make changes and
activate configuration on Masker Switch,

Type | Wi Login ¥5aM Id |Switch Interface  |MName

piW | IBM S0:05:07168:01: 10037125 10[mds9222i-1 Fclfl ﬂ
pihd i IBM S0:05:07:658:01:30: 537125 10(mds92255-1 fclfz

Pt TR S0:05:07:68:01:10:37:dc 10(mds922Zi-1 Fcl i3

W | TEM S0:05:07:68:01:30: 37:dc 10|mds9222i-1 Fcl /4

Pt [TBM 5000507 68:01:10:1d:22 20/mds9222i-1 fclfs

Pt |TBM S0:05:07:68:01:30:1d:22 20|/mds9222i-1 fclfe

Pt TR 50:05:07:68:01:10:1d:21 20|/mds9222i-1 fcl )7

Pt |TBR 50:05:07:68:01:30:1d:21 20|mds9222i-1 fcl)3

YW |TEM S0:05:07:68:01:10:1d: Lc 30|mds9222i-1 felf9 o
PN (IBM 50:05:07:68:01:30: 1d: 1c 30|mds9222i-1 folf10 |

Pt |TBM S0:05:07:658:01:10:27:82 30 |mds9222i-1 Felfil|

Pt |TBM 50:05:07:68:01:30:27:e2 30|mds9222i-1 frlf12

P | Qlogic 21:00:00:e0:8h:59:ccic2 40|mds9222i-1 Fol 13

it | Qlogic 21:00:00;e0:8b:89:2bcd 10(mds9222i-1 folfls

pWWWH |Qlogic 21:00:00:e0:8b:05:48:bc | 40 /mds9227-1 Frlfls

piteif | Qlogic 21:00:00:e0:8b:05:4c:aa 20/mds92225-1 Frlfle
oo o BT TR

i1
|

Insert... J Delete

Finish

Figure 6-45 Edit and activate configuration

6.1.8 Zoning

The Cisco MDS 9000 family zoning can be administrated from any switch in the
fabric, and all changes are automatically distributed to all of the switches.
The Cisco MDS 9000 family supports zoning by the following criteria:

» World Wide Port Name (WWPN): The WWN of the Nx_Port (device) attached
to the switch.

» Fabric Port WWN (fWWN): The WWN of the fabric port (port-based zoning).
» FCID: The FCID of the N_Port attached to the switch.

» FC alias: The alias used.

» Domain ID: Where the domain ID is the domain ID of a switch.
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» [P address: Where the IP address of the devices is entered as a 32-byte
dotted decimal optionally specifying a subnet mask that includes all
addresses in the specified subnet.

» Interface: Switch interface zoning is similar to port zoning and can be defined
as a zone member on both a local and a remote switch. This type of zoning is
for iSCSI initiators.

To make zone management easier, the Cisco MDS 9000 family supports alias
names for practically all of the elements above.

The Cisco MDS 9000 family supports a default zone. All ports and WWNSs not
assigned to any zone belong to the default zone. If zoning is not activated, all
devices belong to the default zone. You can control access between default zone
members by default zone policy. This is both a per-switch (defined at setup) and
a per-VSAN setting. The default is deny, but can be changed using the config
command zone default-zone permit. In Example 6-18 we set the default zone
policy to permit for VSANZ20.

Example 6-18 Setting the default zone policy for a VSAN

mds9222i-1# configure terminal
mds9222i-1(config)# zone default-zone permit vsan 20

The Cisco MDS 9000 family supports both soft and hard zoning. The difference
between soft and hard zone enforcement is described below.

Soft zoning

In soft zoning, zoning restrictions are applied during the interaction between the
name server and the end device.

Hard zoning

In hard zoning, the zoning is enforced for each frame sent by an Nx_Port as the
frame enters the switch. This prevents any unauthorized access at all times. The
enforcement is done by the switch hardware at wire speed.

6.1.9 Zoning using the CLI

212

When creating zoning, we recommend that you use aliases, since this eases
administration and troubleshooting, especially when your SAN environment
increases in size.

Alias

Alias members can be assigned to an alias based on FC ID, fabric port WWN, or
WWPN.
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Next we list the entries in the name server and create the aliases
SVC2_NODE1_FCS0 and PALAU_FCSO, assigning the FC IDs of the ports the
hosts are attached to, as shown in Example 6-19.

Example 6-19 Creating an alias and assigning a member based on FC ID

mds9222i-1# show fcns database vsan 20

VSAN 20:

FCID TYPE PWWN (VENDOR) FCA-TYPE:FEATURE
0x9c0001 N 50:05:07:68:01:30:1d:21 (IBM) scsi-fcp:target
0x9c0003 N 50:05:07:68:01:30:1d:22 (IBM) scsi-fcp:target
0x9c0004 N 50:05:07:68:01:10:1d:22 (IBM) scsi-fcp:target
0x9c000e N 50:05:07:68:01:10:1d:21 (IBM) scsi-fcp:target
0x9c0100 N 21:00:00:e0:8b:05:4c:aa (Qlogic) scsi-fep:init

Total number of entries = 5
mds9222i-1# configure terminal
mds9222i-1(config)# fcalias name SVN2_NODE1 FCSO vsan 20
mds9222i-1(config-fcalias)# member fcid 0x9c0004
mds9222i-1(config-fcalias)# exit
mds9222i-1(config)# fcalias name PALAU_FCSO vsan 20
mds9222i-1(config-fcalias)# member fcid 0x9c0100
mds9222i-1(config-fcalias)# end
mds9222i-1# show fcalias vsan 20
fcalias name PALAU_FCSO vsan 20

fcid 0x9c0100

fcalias name SVN2_NODE1 FCSO vsan 20
fcid 0x9c0004

Zones

When creating a zone, we recommend zones based on aliases, and in the
following coding, we create a zone called SVC2_NODE1_FCSO0_PALAU_FCS0
for PALAU to access SVC2_NODE1_FCSO0. As shown in Example 6-20, we
create the zone and subsequently list defined zones.

Example 6-20 Creating a zone

mds9222i-1# configure terminal

mds9222i-1(config)# zone name SVC2_NODE1 FCSO_PALAU FCSO vsan 20
mds92221-1(config-zone)# member fcalias PALAU_FCSO
mds92221-1(config-zone)# member fcalias SVN2_NODE1_FCSO
mds92221i-1(config-zone)# end

mds9222i-1# show zone vsan 20

zone name SVCZ_NODE1_FCSO_PALAU_FCSO vsan 20
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fcalias name SVNZ2_NODE1_FCSO vsan 20
fcid 0x9c0004

fcalias name PALAU_FCSO vsan 20
fcid 0x9c0100

For the zone to become active, we must then assign the zone to a zoneset and
activate the zoneset.

Zoneset

Whereas a zone is used to specify access control, confining the specified
members in a zone, zonesets are used to group zones and to enforce the access
control defined by each zone when the zoneset is activated.

To create a zoneset specify the name, VSAN, and members of the zoneset. In
Example 6-21 we create the zoneset ZonesetActive2 and add the zone
SVC2_NODE1_FCSO0_PALAU_FCSO0, and subsequently list the zoneset.

Example 6-21 Creating a zoneset

sc9222i-1# sho zoneset
Zoneset not present

mds9222i-1# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
mds92221-1(config-zoneset)# member SVC2_NODE1 FCSO_PALAU_FCSO
mds9222i-1(config-zoneset)# end
zoneset name ZonesetActive2 vsan 20
zone name SVC2_NODE1_FCSO_PALAU_FCSO vsan 20
fcalias name SVN2_NODE1 FCSO vsan 20
fcid 0x9c0004

fcalias name PALAU_FCSO vsan 20
fcid 0x9c0100

Before a zoneset is enforced, it must be activated. To activate a zoneset specify a
zoneset and a VSAN. In Example 6-22 we first list active zonesets, then we
activate the zoneset ZonesetActive2 in VSAN20, and subsequently list active
zonesets.

Example 6-22 Activating a zoneset

sc9222i-1# sho zoneset active
Zoneset not present

mds9222i-1# configure terminal
mds9222i-1(config)# zoneset activate name ZonesetActive2 vsan 20
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Zoneset activation initiated. check zone status
mds9222i-1(config)# end
mds9222i-1# show zoneset active vsan 20

zoneset name ZonesetActive2 vsan 20
zone name SVC2_NODE1_FCSO_PALAU_FCSO vsan 20
* fcid 0x9c0004
* fcid 0x9c0100

When working with zonesets, it is crucial to understand that while you can create
multiple zonesets (and zones can be members of multiple zonesets), only one
zoneset can be active at any given time (for each VSAN).

When creating a zoneset, the zoneset becomes part of the full zoneset, and
when activating a zoneset, a copy of the zoneset from the full zoneset is
activated and the member zones become active.

Although the active zoneset cannot be modified, we can modify the full zoneset,
and even a zoneset with the same name. However, modifications only take effect
when reactivated.

While the zoneset is active, it is automatically stored in the persistent
configuration. It is not necessary to copy the running-config to the startup-config,
though changes to inactive zonesets are not automatically saved to the
startup-config unless you perform this by issuing the copy running-config
startup config command.

6.1.10 Zoning using the GUI

When creating zoning, we recommend that you use aliases, since this eases
administration and troubleshooting, especially when your SAN environment
increases in size.

Note: In the following sections we go through the examples mainly by
right-clicking the objects that we want to alter. When you become more familiar
with the GUI, you will see that there are multiple ways to perform the same
task, and that drag-and-drop is also available for many tasks.

Alias
Alias members can be assigned to an alias based on FC ID, fabric port WWN, or
WWPN.
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In the following example we create two aliases, SVC3_NODE1_FCSO0 and
SIAM_FCSO0, and assign the WWPNs of the SVC and a host adapter.

1. As shown in Figure 6-46, right-click the VSAN to select to edit the full zoneset.

@ Fabiic Manager 4.1(1) [admin{@localhost (session 2)] /SAN/Fabric_mds9222i-2/IT50_YSAM_30

File V¥iew Zone Toole Perfformance Server Help

SRR | BLd% | =BESFONURTE |98 | IRED | 2

Logical Domains: : @ o E e g:
=00 san
-5 Fabric_mdsszeei-2 Swatches | 15t | Hosts | Storage |
[0 Al YSANS Mame: Domain Id | WSAN Wik Principal Status  |Model Release
i VSANODD1 (2 segments) mds9222i-2 |0x26(38)  Cisco 20:1e: ecidaics:8l |self Mo Traps DS-C9222i 4. 1(1)
0 ITSO_WSAN_10 (2 segments) mds9222i-1 |0xc9(201) |(Cisco 20:1e:00:0d:ec:82:3d:01 (Cisco 20: 1e:00:0diec:#a:c5:&1 Mo Traps |D5-CO22% |4.1(1)
03 IT30_YSAM_20 (2 segments)

-Groups ; Edit Local Full Zone Database... ]
DEastyate Zoneset. 3
Copy Full Zone Databasze. ..
Delete WVEAN. ..

[ |

|$hv\fslcal Attrlbutes—|
Figure 6-46 Edit full zone database for VSAN 30

O ® 5 5 &
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2. In the edit full zoneset database right-click Aliases to insert a new alias, as

shown in Figure 6-47.

@ Edit Local Full Zone Database - /SAN/Fabiic_mds9222i-2 X
File Edit Tools
= B @ | 4sAN: [1750_vsAn 30 =] swteh: fmdsozzzi-z = | FC-Aliases
- Zonesets : Alias | Mamels) I
Delete. !
: | All J - EGE

0 members

EetreshiZone Database, .

Bename:.

Atiyate.
Deactivate..

Switch Intetface | Mame

W Fad |

mds9Z27i1 Felf3 [1BM 50:05:07:6&:01:10:1d:1c  |50:05:076&:01:10: 1d: 1c |0xco0002 |

mds9222i-1 felf1l

50:05:07:658:01:10:27:e2 |0xcO0004

mds9222i-1 felf10

B

mds9222i-1 frlf12

mds9222i-2 fe1f17 |

10507 e |50:05:07:68:01:30:1d:1c 0%c90007

b 0507 7ie2 090005

jic 21: i d4: 00 4:3f 0260200

mds9222i-1 o117 Qlogic 21:00:00:e0:50b: 18:ff:8a (21:00:00:e0:8b:18:ff:8a 0xc20100

Gtivate, Distribute. ..

Close

Figure 6-47 Inserting a new alias

3. In the Create Alias window, name the alias and assign the WWPN (selected
from the drop-down menu) and click OK, as shown in Figure 6-48.

Create Alias - f/SAN/Fabric_mds92221-271__

Mame: [SIAM_FC30
Park Wi 121:DD:DD:EEI:8b:18:FF:8a

|Br B0:05:07:68:01:10:1d:1c

|EM BO:05:07:68:01:10:27.e2

|Eb BO:05:07:68:01:30:1d:1c
|B B0:05:07:68:07:30:27:22
Alogic 210000 e0: 8b: 18:d4.8F

Qlogic 21:00:00; &0 8b

Figure 6-48 Creating alias based on WWPN

Then we create the alias SVC3_NODE1_FCSO0, assigning the FC ID of the
port that the host is attached to as a member.
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4. Click Insert to create a new FC Alias, as shown in Figure 6-49.

& Edit Local Full Zone Database - /SAM/Fabric_mds9222i-2

fmovens o] sz

-~ Zonesets

*SIAM_FCS0

Figure 6-49 Clicking insert

5. Name the new alias SVC3_NODE1_FCSO and click OK to create the empty alias,
as shown in Figure 6-50.

CreatéAlias - /5AN/Fabric_mds92221-2/1.. E3

b
SYC3_MODEL_FCSO

—— Im
o JIE=E

Figure 6-50 Defining an empty alias
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6. Right-click the created alias SVC3_NODE1_FCSO0 and select Insert, as
shown in Figure 6-51, to modify the alias.

& Edit Local Full Zone Database - /SAM/Fabric_mds9222i-2

ITSO_WSAN_30 rds9222i-2 |—

-~ Zonesets

&£ FC-Blieses B o

SIAM_FC30
NODEL_FCS0

Ingert... e

Figure 6-51 Selecting the alias to be modified
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7. To define the alias member, we mark the FCID and click the select end device
icon, as shown in Figure 6-53.

@ Add Member to SYC3_NODE1_FCS0 - /SAN/Fabric_mds9222i-2

i @ Eoid ‘
" Switch & Park 7 Switch Park Wik
Zone By: | ¢ Domain & Port i3SI Name |

" iSCSIIP AddressfSubnet 0 iSCSI Proy

(" iSMS Hast " NPY Yirkual Port ‘
Switehn Address: | ﬂ
ippo!
Part Marne: I _'
el 23abe, Ovabel 23, ..

I Lunis) | [

{1-13,1F, 65, ,21:21:..,22:22.,.)

Add ‘ Clase

Figure 6-52 Select membership type and end device

8. Highlight the desired end device and click OK, as shown in Figure 6-53.

@ sSelect End Device in ITSO_¥SAM_ 30 - /SAN/Fabric_mds9222-2

Type | Switch Interface W Fcld

s
A50:05:07:65:01 110027 22 | Oxc20004
b mds9222i-1 Fol/10/|IBM 50:05:07:68:01:30: 1 d 1c. (S0:05:07:68:01:30:1d: 1 ¢ |0xc30007
E_:j mds9222i-1 Fclf12 |IBM 50:05:07:68:01:30:27:e2  |50:05:07:68:01:30:27 62 |0xc20005
B dsozeri-z Fc1f17 (Qlogic 21:00:00:e0:8b: 18:d4:6F |21:00:00:e0:3b; 18:d4.:56F [0xZ&0Z00
:J |mds9222i-1 Fol /17 (Qlogic 21:00:00:e0:8b:18:ff:8a |21:00:00:20:8b:158:fF:8a |0xc20100

(] 4 I Close

mds9222i-1 felf11 1BM 50:05:07:68:01:10;:27:e2

Figure 6-53 Selecting the end device

Implementing an IBM/Cisco SAN



9. We have now defined the properties for the alias member Host_A. Click Add,
as shown in Figure 6-54.

@ Add Member to S¥C3_HODE1_FCSO - /SAN/Fabiic_mds9222i-2 [E4

T
I

Figure 6-54 Add the alias member

10.Finally, we list the defined aliases and verify that they are created as we
intended, as shown in Figure 6-55 and Figure 6-56 on page 222.

& Edit Local Full Zone Database - /SAN/Fabric. mds9222i-2

A |

P

£ Z0ONES
- FC-Aliases
H_FCS0
-8YC3_NODEL_FCSO b

Figure 6-55 Listing defined aliases
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@ Edit Local Full Zone Database - /SAN /Fabiic_mds9222i-2

File Edit Tools
= B & | s [IT50_YSAN 30 =] swith: fdsszzzi-z + | FC-Aliases/SVC3_NODE1_FCSO
- Zonesets _4 Type |Switch Interface |Name |WWN |Fc1d |LUN5 |
FCID |mds922zi-1 Fe1/9 [I6M 50:05,07:68:01:10:1di 1c 50:05:07:68:01110:1d: 1¢|0xc20002 | |
h

-Zones
B FC-sliases
S

Figure 6-56 Listing defined aliases

You can create FC aliases using the command-line interface as shown in
Example 6-23.

Example 6-23 Create FC aliases in the command-line interface

mds9222i-1# show flogi database

INTERFACE VSAN FCID PORT NAME NODE NAME

fcl/1 10 0x0b000a 50:05:07:68:01:10:37:e5 50:05:07:68:01:00:37:e5
fcl/7 20 0x9c000e 50:05:07:68:01:10:1d:21 50:05:07:68:01:00:1d:21
fcl/8 20 0x9c0001 50:05:07:68:01:30:1d:21 50:05:07:68:01:00:1d:21
fcl/9 30 0xc90002 50:05:07:68:01:10:1d:1c 50:05:07:68:01:00:1d:1c
fcl/10 30 0xc90007 50:05:07:68:01:30:1d:1c 50:05:07:68:01:00:1d:1c
fcl/11 30 0xc90004 50:05:07:68:01:10:27:€2 50:05:07:68:01:00:27:€2
fcl/12 30 0xc90005 50:05:07:68:01:30:27:e2 50:05:07:68:01:00:27:e2
fcl/14 10 0x0b0100 21:00:00:e0:8b:89:2b:cd 20:00:00:e0:8b:89:2b:cd
fcl/16 20 0x9c0100 21:00:00:e0:8b:05:4c:aa 20:00:00:e0:8b:05:4c:aa
fcl/17 30 0xc90100 21:00:00:e0:8b:18:ff:8a 20:00:00:e0:8b:18:ff:8a
fc2/2 1 0xad0f00 20:04:00:a0:b8:17:44:32 20:04:00:a0:b8:17:44:31

Total number of flogi = 11.

mds9222i-1# configure terminal

mds9222i-1(config)# fcalias name SIAM FCSO vsan 30
mds9222i-1(config-fcalias)# member pwwn 21:00:00:e0:8b:18:ff:8a
mds9222i-1(config-fcalias)# exit

mds9222i-1(config)# fcalias name SVC3_NODE1_FCSO vsan 30
mds9222i-1(config-fcalias)# member fcid 0xc90002
mds9222i-1(config-fcalias)# end

mds9222i-1# show fcalias vsan 30
fcalias name SIAM_FCSO vsan 30
pwwn 21:00:00:e0:8b:18:ff:8a

fcalias name SVC3_NODE1_FCSO vsan 30
fcid 0xc90002
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Zones

In order to create a zone:

1. Right-click Zones to insert a new zone, as shown in Figure 6-57.

| ® Edit Local Full Zone Database - /SAM/Fabric_mds9222i-2

File Edit Tools

- B & | ¥5AN: [IT50_ySan_30

[z | switch: [mdsazzzi-1 = |

Zones

...... Fonesets _{ Mame |Read Only |QDS |QDS Priority |Broadcast |Members |
4!

o

~SIAM_FCS0 et
“S¥C3_NODEL_FCS0 Hetresh Zone Matabase..

0 members

Aekivates.. Distribute. ..

J . A b Zane
Hermar
Mame s Feld
Schivater. 16M 50:05:07:68:01:10:1d:1c | 50:05:07:68:01:10: 1d: 1c [0xc30002
Deactivate. . |LEM 50:05:07:68:01:10:27:e2  |50005:07:68:01:10: 27182 0xc90004
=) 7 e IBM 5000507 68:01:30: 1d:1c. [S0:05:07:68:01:30: 1d: 1c (090007
L |md59222i-1 fc1/12 [IBM 50:05:07:658:01:30:27:22  |50:05:07:65:01:30: 27162 0xc90005
L] Imds9222i-2 fel /17 Qlogic 21:00:00:e0:35: 18:d4:5f |21:00:00:60:8b: 18:d4:8F |0x260200
:_J mds3222i-1 felf17 |SIAM_FCS0 21:00:00:e0:3b: 18:fF:8a |0xc90100
Kl 2

Close

Figure 6-57 Creating a new zone using the GUI

2. Name the new zone and apply specific properties for the zone such as Read
Only, QoS, and broadcast frame restrictions, as shown in Figure 6-58. We
name the zone SVC3 NODE1 FCSO_SIAM FCSO with default zone properties and

click OK.

@ Create Zone - /5AN/Fabric_mds922_ __ 3

Zane Mame: IS'\-'CS_NODE1_FC5I:I_SIF'.M_FCSEI

[ Read Only

[~ Permit QoS Traffic with Priariky: Inu:nne e |

[™ Restrict Broadcast Frames to Zone Members

[ o |

Close |

Figure 6-58 Naming a new zone
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3. Right-click the created zone and select Insert to define members of the zone,
as shown in Figure 6-59.

& Edit Local Full Zone Database - /SAM/Fabric_mds9222i-2

A & ¢ oo ] swehfsezent o]
------ Zonesets ’_

|
@_ Fi-Aliases Inzert...
~-STAM_FCS0

Figure 6-59 Select a zone to be modified
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4. Select FC-Alias to add as members and then click the select devices icon to
list available aliases, as shown in Figure 6-60.

@ Add Member to S¥C3 NODE1_FCS0 _SIAM_FCSO0 - /SAN/Fabr... B3

[ W - Feld
" Switch & Port " Switch Park Ws
" Damain & Port {7 iSCSI Mame {
Zone By
iS5 IP AddressjSubnet © iSCSI Proxy
| " iSMNS Hast & FC-plias
I [ MPY Yirtual Paort [§
Siibchn Address: | B
100,02
FC-Alias: |
= oot | [

{1-13,1F 65, ,21:20:..,28:22:,.}

Add ‘ Close

Figure 6-60 Selecting FC-Aliases to list

5. Select the two newly created FC-Aliases to be members of the zone and click
OK, as shown in Figure 6-61.

& Select Aliases in ITSO_YSAN_30 - /SAN

301100 1d: e

(04 I Close

Figure 6-61 Selecting FC-Aliases as zone members
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6. Click Add to insert the chosen aliases as members of the zone, as shown in
Figure 6-62.

@ Add Member to S¥C3 NODE1_FCS0 _SIAM_FCSO0 - /SAN/Fabr... 4

L

=

| cese |

"'.

Figure 6-62 Adding FC-Aliases devices to the zone
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7. Click the zone SVC3_NODE1_FCS0_SIAM_FCSO to verify its members, as

shown in Figure 6-63.

@ Edit Local Full Zone Database - /SAN/Fabric_mds9222i-2 x| I
File Edit Tools
= F @ | YSAN: IITSO_\I’SAN_&D x| swicch: Imd59222i-1 _~|svC3_NODE1_FCSO_SIAM_FCSO
------ Zonesets _4 Type | Switch Interface | Mame | Wit | Fold | LLINs | All Zone Membershipis |
PlFc-nlias| |s18M_FCs0 | | |
FC-alias | |svcs_nopE1_Fcso| | [= |

FC-Aliases Y e

~.51AM_FCS0
- Show: | al .
L.S¥C3_NODE1_FCS0 = DLane

Type |Switch Interface | [ame AR Fcld

mds3227i-1 fc1f9 |IBM 50:05:07:658:01:10:1d:1c  |50:05:07:68:01:10:1d:1c |0xc90002

mds9222i-1 felf11 [IBM 50:05:07:658:01:10:27:e2  |50:05:07:68:01:10:27:22 0xco0004

mds9222i-1 fclf10|IBM 50:05:07:668:01:30:1d: 1c  |50:05:07:68:01:30: 1d:1c (0xc90007

mds9222i-2 fr1 /17 |Qlogic 21:00:00:e0:8b: 18:d4:3f 21:00:00:20:3b: 18:d4:8F |0x260200

E mds2227i-1 felf12 [IBM 50:05:07:68:01:30:27:62  |50:05:07:65:01:30:27:e2 |0xc90005
[ ]

mds9222i-1 fclf17 STAM_FCS0 21:00:00:20;8b: 18:fF:8a |0xc20100

JE1 3

Setivate., Distribute. ..

Close

2 members

Figure 6-63 Listing members of the created zone
You can create zones using the CLI, as shown in Example 6-24.

Example 6-24 Managing zones using the CLI

mds9222i-1# show fcalias vsan 30
fcalias name SIAM_FCSO vsan 30
pwwn 21:00:00:e0:8b:18:ff:8a

fcalias name SVC3_NODE1_FCSO vsan 30

fcid 0xc90002
mds9222i-1# configure terminal
mds9222i-1(config)# zone name SVC3_NODE1_FCSO_SIAM_FCSO vsan 30
mds9222i-1(config-zone)# member fcalias SIAM_FCSO
mds9222i-1(config-zone)# member fcalias SVC3_NODE1 FCSO
mds9222i-1(config-zone)# end
mds9222i-1# show zone vsan 30
zone name SVC3_NODE1_FCSO_SIAM_FCSO vsan 30

fcalias name SIAM_FCSO vsan 30

pwwn 21:00:00:e0:8b:18:ff:8a
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fcalias name SVC3_NODE1_FCSO vsan 30
fcid 0xc90002

Zoneset

Whereas a zone is used to specify access control, confining the specified
members in a zone, zonesets are used to group zones and to enforce the access
control defined by each zone when the zoneset is activated.

To create a zoneset, specify the name, VSAN, and members of the zoneset. In
the following example we go through the steps to create the zoneset
ZonesetActive3 in VSAN 30 and add the zone
SVC3_NODE1_FCSO0_SIAM_FCSO0.

1. Right-click Zonesets and select Insert to create a new zoneset, as shown in

Figure 6-64.
@ Edit Local Full Zone Database - /SAN/Fabric_mds9222i-2 E3
File Edit Tools
- [ ®| | WSAN: [1T50_YsAN_30 7| switeh: [mdsozzzi-2 = | Zonesets
_W Al .. .
[elete). !
Hefestz ez L
Fenan
£ tE
[Es:
L] La
-
B0 Zones
: L-SYC3_MODEL_FCS0_SIAM_FCS0
) FC-Aliases AW
L SIAM_FCS0
~ Showe: | All
L. SYC3_NODEL_FCS0 oW | J . b Zane
Type 1Switch Interface |Name |WWN Fcld
EL mds9222i-2 Fcl,l’l?|QIOgic 21:DD:DD:eD:Bb:18:d4:8f|21:DD:DD:eD:8b:18:d4:8F 0x260200
J1 b
Sehiyates.. Distribute. .. Close
0 members

Figure 6-64 Define a new zoneset
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2. Define the name for the new zoneset and click OK, as shown in Figure 6-65.

Fabric Manager 4.1(1) [admin@localhos... [E4 |

Zaneset Mame

2
"“‘(j IZDI‘IESEtF’.Eti\-‘ES

QK :! Cancel |

Figure 6-65 Name the zoneset

At the next step, right-click the newly created zoneset ZonesetActive3 and
select Insert to define members for the zoneset, as shown in Figure 6-66.

@ Edit Local Full Zone Database - /5AN/Fabric_mds9222i-2 E3 I
File Edit Tools
= B ®| | van:|1Tso_van_sn =l 5witch:]md59222i-2 =l Zonesets;/ZonesetActive3
=10 Zonesets 1Name |Read Orily ]QDS IQDS Priority ]Broadcast |Membei|
B onesetfctived Ll
Delete... !!
Clone...
Copy...
Fiefresh Zone Database...
Rename...
Zonos Activate...
.SVC3_NODEL_FCS0_S1 Lear
Bl FC-Aliases =
L-SIAM_FCS0 T
- Showe: | Al
L.SYC3_NODEL_FS0 | Al b e |
Typﬂ Switch Inkerface |Name |WWN |FcId |
B |;mds9222i-2 Fel{17 |Qlogic 21:00:00:e0:8b: 18:d4:8F [21:00:00:e0:8b: 18:d4:5F |0x260200
I ]
Activate, ., Distribute. .. Close
0 members

Figure 6-66 Insert zone members for a zoneset
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3. Select the zones to be members of the zoneset and click Add, as shown in

Figure 6-67.
@ Select Zone | x|
Filter |

Add Close

Figure 6-67 Selecting the zoneset members

4. Verify that the zoneset contains the member

SVC3_NODE1_FCSO0_SIAM_FCSO0 that we inserted, as shown in

]|

Figure 6-68.
@ Edit Local Full Zone Database - /SAN/Fabric_mds9222i-2
File Edit Toaols
B ® || vSAN: 150 _vsAn_a0 || switch: [mdssz22-2 |+ | /SVC3_NDDE1_FCSO_SIAM_FCSO
=L Zonesets 4 Type | Switch Interface | Mame i | Feld | LUNs | Al Zone Memberships) |
EHCD) ZonesetActive3 FC-lias s1aM_FCS0 [ oo \
/3 NODE L | FC-alias | SVC3_NODEL_FCS0| [ oo |
L] =
— A .
B Zones
| SYC3_NODE1_FCS0_SIAM_FCS0
EHI) FC-Aliases —
L SIAM_FCS0
: | Show: | &l
L.SYC3_NODE1_FCS0 3 = - el )
Type ISwitch Interface IName IWWN Fcld
g |mds9222i-2 Fei /17 [Qlogic 21:00:00:e0:5h:18:d4:8f [21:00:00:50:5b: 18:d4:5f [0x260200
KIS |
Gekiates. . Distribute. .. Close
2 members

Figure 6-68 Listing members of a newly created zoneset
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5. In order to activate a zoneset right-click the zoneset ZonesetActive3, as
shown in Figure 6-69.

@ Edit Local Full Zone Database - /S5AN/Fabric_mds9222i-2 x| I
File Edit Tools
- E ®| | WSAN; [1T50_vsaN_30 =] switehs [mdsozzzi-2 = | Zonesets;/ZonesetActive3
=) Zonesets ‘ Marne | Read Only | QoS | Q0S5 Priority | Broadcast | Members |
[ERE] -0 3 Moo mme e e fesg | [ | L low
L-SWC3_MODEL_FCS0_slam_Fy  Insett..
Delete...
Clore...
Copy...
Refresh Zone Database...
‘I I Rename...
AW
EH0 Zones .
| L-SWC3_NODE1_FCSO_SIAM_FCso|  Deaciivatz
) FC-Aliases P
- SIAM_FCS0
- Showe: | Al 0]
L. SWCE_NODEL_FCSO0 [ | o Zons
Type |Switch Interface 1Name [ting |Fc1d
g- mds9222i-2 Felf17 Qlogic 21:00:00:e0:8b:15:d4:8F |21:DD:DD:eD:8b:18:d4:SF 0260200
o i
Activate... Distribute. .. Close
1 members

Figure 6-69 Activate the zoneset

6. When prompted to save the running configuration to the startup configuration,

and alternatively to a config file, click Continue Activation to activate the
configuration, as shown in Figure 6-70.

@ save Configuration - SAM/Fabric_mds9...

After Activation

[+ Save Running ko Skartup Configurakion

r Save Proposed Zone Configuration bo:
(Local TETP Server:9,167,233.238)

Mames: |md59222i-1_2:::ne_cf-;|.txt

N

| Continue Ackivation I Cancel |

Figure 6-70 Zoneset activation
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7. Monitor the status of the activation (and save to the startup configuration) in
the Zone Log window, as shown in Figure 6-71.

@ Zone Log - /SANSFabrnic_mds9224-2

Juccess

mds3iifi-1:activating 2onesetidctive?
mds3EiEi-1:
mdsdiiEi-1:
mdsdiifi-1:
mds3EiEi-1:
mdsdiiEi-1:
mdsAEEEi-1:
mds3EiEi-1:
mdsdiiEi-1:
mds3Eifi-1:Finished

theching status, elapsed time:0 sec activating Sonesetdctiwe?

Sone setdActive? Artiwvation success

Jawe manning confiquration to Itartup

theching statas, elapsed time:0 sec §awing moming config to startuap
ctheching status, elapred time:? sec Jawing ranning config to startup
Maiting for file o be complete. ..

Maiting for file to be complete. ..

Jawed nmning configuration to Startup

Close

b

Figure 6-71

Monitoring status for the zoneset activation

You can create and configure zonesets using the CLI, as shown in Example 6-25.

Example 6-25 Managing zonesets using the CLI

mds9222i-1# show zone vsan 30
zone name SVC3 NODE1 FCSO_SIAM_FCSO vsan 30
fcalias name SIAM_FCSO vsan 30
pwwn 21:00:00:€0:8b:18:ff:8a

fcalias name SVC3_NODE1 FCSO vsan 30
fcid 0xc90002

mds9222i-1# configure terminal
mds9222i-1(config)# zoneset name ZonesetActive3 vsan 30
mds9222i-1(config-zoneset)# member SVC3 NODE1 FCSO SIAM FCSO
mds9222i-1(config-zoneset)# exit
mds9222i-1(config)# zoneset activate name ZonesetActive3 vsan 30
Zoneset activation initiated. check zone status
mds9222i-1(config)# exit
mds9222i-1# show zoneset active vsan 30
zoneset name ZonesetActive3 vsan 30

zone name SVC3_NODE1 _FCSO_SIAM_FCSO vsan 30

* fcid 0xc90100 [pwwn 21:00:00:e0:8b:18:ff:8a]

* fcid 0xc90002
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Working with zonesets

When performing changes to the active zoneset, you work on a copy of the active
zoneset in the full zoneset database. This means that any change does not take
effect until you reactivate the zoneset, since the active zoneset cannot be altered

while active.

To illustrate this, add a zone SVC1_NODE2_FCSO0_NILE_FCSO to the zoneset
ZonesetActive1, show that it does not apply to the activated zoneset, and after

that reactivate the zoneset ZonesetActive1l.

As shown in Example 6-26, perform the following actions:

List zonesets for VSAN 10.

List the active zoneset for VSAN 10.

Add zone name SVC1_NODE2_FCSO0_NILE_FCSO0.

Add the zone SVC1_NODE2_FCSO0_NILE_FCSO0 to ActiveZoneset1.
List zonesets for VSAN 10.

List the active zoneset.

Reactivate the active zoneset.

PN A WD

Example 6-26 Performing changes to the active zoneset

Verify that SVC1_NODE2_FCSO0_NILE_FCSO is part of the active zoneset.

1.

mds9222i-1# show zoneset vsan 10
zoneset name ActiveZonesetl vsan 10
zone name SVC1 NODE1 FCSO_NILE _FCSO vsan 10
fcalias name SVC1_NODE1_FCSO vsan 10
pwwn 50:05:07:68:01:10:37:€5

fcalias name NILE_FCSO vsan 10
pwwn 21:00:00:€0:8b:89:2b:cd

2.

mds9222i-1# show zoneset active vsan 10

zoneset name ActiveZonesetl vsan 10
zone name SVC1_NODE1_FCSO_NILE_FCSO vsan 10
* fcid 0x0b000a [pwwn 50:05:07:68:01:10:37:e5]
* fcid 0x0b0100 [pwwn 21:00:00:e0:8b:89:2b:cd]

3.

mds9222i-1# configure terminal

mds9222i-1(config)# zone name SVC1_NODE2_FCSO_NILE_FCSO vsan 10
mds9222i-1(config-zone)# member fcalias NILE_FCSO
mds9222i-1(config-zone)# member fcalias SVC1_NODE2_FCSO

Alias not present

mds9222i-1(config-zone)# exit
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mds9222i-1(config)# fcalias name SVC1_NODE2_FCSO vsan 10
mds9222i-1(config-fcalias)# member pwwn 50:05:07:68:01:10:37:dc
mds9222i-1(config-fcalias)# exit

mds9222i-1(config)# zone name SVC1 NODE2_FCSO NILE FCSO vsan 10
mds92221-1(config-zone)# member fcalias SVC1_NODE2_FCSO
mds9222i-1(config-zone)# end

4.

mds9222i-1# configure terminal

mds9222i-1(config)# zoneset name ZonesetActivel vsan 10
mds92221-1(config-zoneset)# member SVC1 NODE2_FCSO_NILE FCSO
mds9222i-1(config-zoneset)# end

5.

mds9222i-1# show zoneset vsan 10
zoneset name ZonesetActivel vsan 10
zone name SVC1_NODE1_FCSO_NILE_FCSO vsan 10
fcalias name SVC1_NODE1_FCSO vsan 10
pwwn 50:05:07:68:01:10:37:e5

fcalias name NILE_FCSO vsan 10
pwwn 21:00:00:e0:8b:89:2b:cd

zone name SVC1_NODE2_FCSO_NILE_FCSO vsan 10
fcalias name NILE_FCSO vsan 10
pwwn 21:00:00:€0:8b:89:2b:cd

fcalias name SVC1 NODE2_FCSO vsan 10
pwwn 50:05:07:68:01:10:37:dc

6.

mds9222i-1# show zoneset active vsan 10

zoneset name ActiveZonesetl vsan 10
zone name SVC1 _NODE1 FCSO NILE _FCSO vsan 10
* fcid 0x0b000a [pwwn 50:05:07:68:01:10:37:e5]
* fcid 0x0b0100 [pwwn 21:00:00:e0:8b:89:2b:cd]

7.

mds9222i-1# configure terminal

mds9222i-1(config)# zoneset activate name ZonesetActivel vsan 10
Zoneset activation initiated. check zone status
mds9222i-1(config)# end

8.

mds9222i-1# show zoneset active vsan 10

zoneset name ZonesetActivel vsan 10
zone name SVC1 _NODE1 FCSO_NILE _FCSO vsan 10
* fcid 0x0b000a [pwwn 50:05:07:68:01:10:37:e5]
* fcid 0x0b0100 [pwwn 21:00:00:e0:8b:89:2b:cd]
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zone name SVC1_NODEZ2_FCSO_NILE_FCSO vsan 10
* fcid 0x0b0100 [pwwn 21:00:00:e0:8b:89:2b:cd]
* fcid 0x0b0008 [pwwn 50:05:07:68:01:10:37:dc]

When comparing step 5 with step 7, notice that the newly created zone has
become a part of the active zoneset due to the reactivation of ZonesetActive1 in
step 7.

Working with zonesets using the GUI

When working with zonesets using the GUI, the same conditions apply, in that
changes only take effect after you activate or reactivate the zoneset.

In Figure 6-72 a new zone has been dragged and dropped into the zoneset.

@ Edit Local Full Zone Database - JSAM/Fabric_mds9222i-2 Ed

File Edit Tools
B @ | wsan: [1m50_vsan_sn = | switch [mdsszzzi-1 = | Zones/SVC3_NODEZ_FCSO_SIAM_FCSO
E1-0) Zonesets 4[Type | Switch Interface [Hame | wwh [Feld [LUNs [0 Zane Membership(s)

E1-C3 ZonesetActived FC-Alias SIAM_FCS0 [
FC-Alias S¥C3_NODEZ_FCSO

k ~-SWC3_NODEL_FCS0_SIAM_FCS0

AV

Shaw: | Al J el e =
Type |Switch Interface 1Name WA Feld
T f {j mds9222i-1 Fel/9 [IBM50:05:07:68:01:10:1d:1c  50:05:07:68:01:10:1d:1c 0xc20002
£-SWC3_NODE2_FCS0 4 |mds9222i-1 Fel/11 [IBM S0:05:07:68:01:10:27182  S0:05:07:68:01:10:27:62 0xco0004
L-SYCE_NODEZ_FC52 ij_ mds9222i-1 Fel /10 IBM 50:05:07:68:01:30:1d:1c  50:05:07:68:01:30: 1d: 1 0xc90007
k mids922zi-1 felf12 IBM S0:05:07:65:01:30:27:62 | S0:05:07:68:01:30:27:82 Oxc20005
L mds3222i-2 Fel /17 Qlogic 21:00:00:20:6b:18:d4:6F 21:00:00:e0:8b:18:d4:6f 0x260200
L] mds922Zi-1 Fcl /17 SIAM_FCS0 21:00:00:e0:8b:18:fF:8a 0xc20100
| I
Gobiyate, | Distribute. ., Close
2 members

Figure 6-72 Dragging and dropping a new zone into the zoneset
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In Figure 6-73 a modified zoneset will be reactivated.

@ Edit Local Full Zone Database - /SAN/Fabric_mds9222i-2

File Edit Tool
B B @ ‘ ¥SAH: [1T50_Ysah_30 = | Swikchs [msoz22i-1 [ | Zonesets/ ZonesetActive3
=) Zonesets A Mame Read orly [Qos | QoS Priority [Broadoast |Members
[E8@]zonesetactives Plonco sonce cocq clam FCSO T T low r .
4 S¥C3_NODEI_FCS0_SIAM_FCS0 Insett... | s1aM_Fcs0 T low r
- S¥C3_NODEZ_FCS0_SIAM_FCS0 Delete
Clane..
Cope...
Refresh Zone Database...
a I Rename:
av
5 (3 zomes m
~-SIC3_NODEL_FCS0_SIAM_FCS0 Deactivate.
SWC3_NODEZ_FCS0_S1AM_FCS0 AW
E-) FC-Aliases
Showe: | Al
SIAM_FC30 [ ] ~ Ao |
~SWC3I_NODEL_FCS0 Type |Switch Interface |Mame AR Feld 1
~SWC3_NODEL_FC52 1 mdsa222i-1 Fel (9 |IBM 50:05:07:68:01:10: 1d:1c |50:05:07:68:01:10:1d:ic |0xc90002
~S¥C3_NODEz2_FCS0 E mds9222i-1 Fcl 11 [IBM S0:05:07:68:01:10:27:22 150 UXCQDDD‘W
L-SYC3_NODEZ_FC52 E mds3222i-1 Fel (10 |I6M 50:05:07:68:01:30:1d:1c 50 |Oxc 90007
E mds9222(-1 felj12 |IBM 50:05:07:68:01:30:27:e2 |50 30: 0xc20005
- mds9222i-2 fc1f17 [Qlogic 21:00:00:e0:8b:18:d4:5F |21 :e0:8b:168:d4:5F 0x260200
— mds9222i-1 felj17 SIAM_FCSO 21:00:00:20:8b:15:fFi8a |Dxc20100
[l —] |
Ackivate... Distribute. .. Close
2 members

Figure 6-73 Reactivating the zoneset

Fabric Manager will prompt you to review the changes that have been
implemented, as shown in Figure 6-74 and Figure 6-75.

Pre-activation check - /SAMfFabric_mds3222-2

_‘:.;:’) Do you want bo review differences between Zonesettctived and active zoneset?

Ma

Figure 6-74 Review changes before reactivating zoneset

vg Active Differences /SAN/Fabric_mde92221-2/ITS0_V5AN_30 -

k.
Differences between the selected database and the currently active zoneset,
Zone Type |Action |Members Switch Interface
SYC3_MNODEZ_FCS0_SIAM_FCS0 wWwWi |Add SIANM_FCS0 mds3222i-1 Fc1/17
WA [Add IBM 50:05:07:68:01:10:27:22 |mds9222i-1 Fc1)11

Close

Figure 6-75 Review changes made in zoneset before reactivation
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In Figure 6-76 we save changes to a startup configuration to keep changes after
a switch reboot.

® save Conhiguration - /SAM/Fabnc_mds3.

— After Activation

[v Save Running ko Starkup Confiqurakiors

r Save Proposed Zone Configuration bo:
i {Local TFTP Server:3.167.233.233)

Fle Harmes Imd59222i-1_20ne_cfg.txt |

| Conkinue .ﬁ.ctivationQ Cancel |

Figure 6-76 Saving changes to the startup configuration

Verify the zoneset after reactivation and saving the configuration, as shown in
Figure 6-77.

@ Edit Local Full Zone Database - JSAN/Fabric_mds92225-2

File Edit Tools
& B ® | wsan: [150_vsan_sn = | Switch: [mdsozzzi-1 = | Zonesets/ZonesetActive3
B0 Zonesets 4 Name Read Crly | 05 |QoS Priority |Broadcast |Members |
= 'S¥iC3_NODEL_FCS0_SIAM_FCS0 L flow om
~-SWC3_MODEL_FCS0_SIAM_FC30 svC3_noDEz_Foso_stam_Fcso | L | [ low Com |
- SYC3_MODEZ_FCS0_SIAM_FCS0
i
L SWC3_MODE1_FCS0_SLAM_FCS0
SYC3_WODEZ_FCS0_SIAM_FCS0 —
B0 FC-Aliases
T Shove: | Al
L.SIAM_FCS0 E J - fidd ba Fane
SWCE_MODEL_FCS0 Type | Switch Interface  |Mame ST Fcld
+SYCI_WODEL_FCS2 i mds9222i-1 fclf9 [IBM S0:05:07:68:01:10:1d:1c  S0:05:07:68:01:10: 1d:1c |Dxc90002
- SWC3_NODEz_FCSD mds52zzi-L Fol[11 SWC3_NODEZ_FCso S0:05:07:68:01: 10:27:62 | Dxc 90004
= SYCI_NODEZ_FCS2 E mds9222i-1 Fe1/10|SYC3_NODEL_FCS2 50:05:07:63:01:30; 1d: 1c [0xc90007
L mds9222i-1 Fel /12 |SYC3_NODE2_FCS2 50:05:07:63:01: 3027122 |0xc 90005
L] mds9z2zi-2 fcl /17 |Glogic 21:00:00:e0:8b: 18:d4:8F [21:00:00:60:8b: 1&:d4:8F |0xZ60200
- mds9222i-1 Fel /17 |STAM_FCS0 21:00:00;e0:8b: 18:FF:8a |0xc90100
K1 i
Activate. .. Distribute. .. Close

Success

Figure 6-77 Verifying a zoneset configuration after changes

Zone distribution

While all Cisco MDS 9000 family switches distribute the active zonesets when
new E_Port links (ISL) appear, or when a new zone is activated in a VSAN, the
full zoneset is not distributed automatically.
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Distributing the full zoneset can be done either in Config or in EXEC mode.

Config mode

The zoneset distribute VSAN command in config mode is used on a per-VSAN
basis to distribute the specified VSANS to all switches along with the active
zoneset.

To configure distribution of the full zoneset database of a VSAN along with the
active zoneset, use the config command zoneset distribute full, as shown in
Example 6-27.

Example 6-27 Config command zoneset distribute full

mds9222i-1# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
mds9222i-1(config)# zoneset distribute full vsan 10

EXEC mode

The zoneset distribute VSAN command in config mode is used to perform a
one-time distribution of all inactive, unmodified zonesets to all switches in the
fabric.

To distribute the full zoneset database of a VSAN, use the command zoneset
distribute. As shown in Example 6-28, the full zoneset for VSAN 10 has been
distributed, and this is verified using the command show zone status, as shown
in Example 6-28.

Example 6-28 Distributing the full zoneset database for a VSAN

mds9222i-1# zoneset distribute vsan 10
Zoneset distribution initiated. check zone status
mds9222i-1# show zone status vsan 10
VSAN: 10 default-zone: permit distribute: full Interop: default
mode: basic merge-control: allow
session: none
hard-zoning: enabled broadcast: disabled
Default zone:
gos: none broadcast: disabled ronly: disabled
Full Zoning Database :
DB size: 484 bytes
Zonesets:1 Zones:2 Aliases: 3
Active Zoning Database :
DB size: 152 bytes
Name: ZonesetActivel Zonesets:l Zones:3
Status: Zoneset distribution completed at 00:53:46 UTC Sep 19 2008
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To distribute the full zoneset database using the GUI, click Distribute, as shown
in Figure 6-78.

@ Edit Local Full Zone Database - J5AN/Fabric_mds9222i-2

File Edit Tools

B @ | wsahi [1150_vsan_30 = | switch: [mdsszzz-1 [+ |

Zonesets/ 2onesetictive3

=10 Zonesets

A niame

M

SvC3_NODEL_FCS0_SIaM_Fcso | [

| Read Oy | QoS | QoS Priority | Broadeast | Members |
[ llow u

JET

Sucress

~-SWC3_MODE]_FCS2
(- SYC3_NODEZ _FCS0
= SWCI_MODEZ_FCS2

X _FCS0_SIAM_FCS0 svc3_MODE2_Foso_staM_Fcso | [ | [ | flaw e |
SVC3_NODE2_FCS0_SIAM_FCS0
KT i
aw
-3 Zones
- SYC3_NODE1_FCS0_SIAM_FCSO
| SYC3_NODEZ_FCS0_SIAM_FCSD v
-1 F-Aliases
Shawe: | Al
~-alAM_FCS0 J - i d bo o
[~ SWC3_NODE1_FCS0 Type | Switch Interface | Mame AT Feld |

mds9z22i-1 felfa

mds#222i-1 fclf11 SYC3_NODEZ_FCS0

mds9z22i-1 folfi0 SWC3_NODE]_FCS2

Oxc20002
0xc90004

mds9222i-1 Fclf17 |SIAM_FCSD

L mds9222i-1 fcl 12 SYC3_NODEZ_FCS2
L mdsaz22i-2 felf17 Qlogic 21:00:00:e0:8b:18:d44:8F 21
]

Activate.

%0 I 5, Distribute. . I Clase

| Distribute Local Ful Zone Configuration across Fabiic|
T

Figure 6-78 Distributing the full zoneset database

Fabric Manager will prompt us to confirm zoneset distribution since this will
overwrite the current full zone configuration on all switches in VSAN 30, as

shown in

Figure 6-79.

A\

Digtributing full zone configuration acrozs fabc will ovenwrite
current full zone configuration on all switches inWSAN 30
with zone canfiguration of mds32221-1.

Mo |

Do pou want to continue?

Diztribute Local Full Zone Databaze m

Figure 6-79 Confirm distribution of full zoneset database
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Verification that the zoneset distribution has completed is shown in Figure 6-80 in
the lower left corner.

@ Edit Local Full Zone Database - /SAN/Fabric_mds9222i-2

Fie Edit Tools
IEP® ‘ W5AN: [1T50_vsan_30 7 | Swikchs [masoz22i-1 = | Zonesets/ ZonesetActive3
_4 Name |Read only | QoS |QUS Priority ‘Bruadcast \Members |
= SWCa_NODEL_Fosn_stam Fosn | [ T Jiow Coom
| SWC3_NODE1_FCS0_SIAM_FCS0 SWC3 NGDEZ FOS0 SIAM Fosd | | [ i 1. |
- SWC3_NODE2_FCS0_SIAM_FCS0
K1 i
re 4
=] Fones
SWC3_MODEL_FCS0_SIAM_FCS0
| S¥C3_MODEZ_FCS0_SIAM_FCSO v
B FC-fliases
Show | Al i g
- SIAM_FCS0 o = Ao’ EJ
~-SYC3_MODEL_FCS0 Type | Switch Interface |Name W Feld
F-SWCS_MODEL_FCS2 £ mds922zi-1 felf9 [T6M S0:05:07:68:01: 10: 1d:1c  |S0:05:07:65:01: 10:1d: 10 |Ixc90002
-~ SWC3_MODEZ_FCS0 ! mds9222i-1 fclf11|SYC3_NODEZ_FCSD 50:05:07:66:01: 10:27:52 [0xcB0004
- SYC3_NODEZ_FCS2 L rmds9222i-1 Folf10|SYC3_WODEL_FCs2 50:05:07:68:01:30:1d: 1¢ |0xc90007
t mds9222i-1 Folf12 |sYC3_WODEZ_Frs2 50:05:07:68:01:30:27:62 |0xc90005
:_J _ mds3227i-2 Fel (17 (Qlogic 21:00:00:e0:8b: 18:d+:8F |21 :00:00:80:8h: 15:d4:8f |0x260200
5 mds9ZEEi-1 fclf17 STAM_FCS0 Z1:00:00:e0:8b; 18:fF:8a |Dxc90100
‘ 2
Activate.., Distribute. .. Close
Success k

Figure 6-80 Verifying the status of the zoneset distribution

Note: When removing only a few zones from a zoneset, the full zoneset
database for the VSAN is only distributed across the fabric and is not saved to
the startup configuration on the other switches (regardless of whether you use
the CLI or GUI). Therefore, you subsequently must perform this task on the
other switches in the fabric.

6.1.11 LUN zoning

The LUN zoning feature, at the time of writing, is specific for the Cisco MDS
family, and is not available in interop mode. Since most storage devices used in
today’s production environments provide LUN masking, this feature is not
extensively used, although it is available and can even be combined with LUN
masking at the storage subsystem.

For details on how to configure LUN masking, consult the MDS Cisco
Configuration Guide:

http://www.cisco.com/en/US/products/ps5989/products_installation_and_
configuration_guides_list.html
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6.2 Multiple switch environment

In the topics that follow, we show how to configure an Inter-Switch Link.

6.2.1 Inter-switch link

An Inter-Switch Link (ISL) is created when connecting an E_Port (expansion
port) of one switch to an E_Port on another switch. When multiple ISLs are used,
these can be congregated to become a single logical ISL, which, in Cisco
terminology, is called a PortChannel.

Prior to establishing an ISL between two switches, we launch the merge analysis
tool to verify that our existing VSANs can merge successfully across the fabric to
avoid segmentation. In Figure 6-81 click Zone and select Merge Analysis to
launch the tool.

@ Fabiic Manager 4 1(1] [admin@Ilocalhost [session 2]] /54N
File “iew | Zone Tools Perfformance  Server Help

=] € @  EdiLocal Full Zone Database. . ﬁ PlERA | 02 | IRED | 2 [sven... |||
Deactivate Zoneset.. .
[-Lagical Dor oy
D-_} Copy Full Zone Datahase & e @ E @ @ et
= : f ikches | 1505 | Hosts | Storage
mi= Merge Fail Recovery... . | I I l -
PO i logical Mame ‘IP Address | Wil Status ]Vendur IModel Release |LDE&UUI‘I Conkack |System UpTime | MumFCPorts
e isis
[mE b ds9222i-1 |0 5147 |20:00:00:0d:ec:52: 5d:00 No Traps |Cisco |D5-C92221 4.1(1)  [[T50 San Jose Z days, 00:21:40 66
[ Migrate NonhiDS Databaseh.  Hoooponip 040 o 45 20:00:00i0deciancisd [No Traps Cisco [DS5-C922214.1(1)  |[150 San Jose 1 day, 06:107:14 &6
o m 3
Groups
1123 Fabric_mds9222i-1
L3 Al vsans
[T wSAMD001 {down)
15 ITSO_YSAN_10
[+ ITSO_YSAN_20 —
[ ITS0_ysAN_30 E
~-{Groups o
| B
—
~ Q
~Physical attribukes Q
[+ Switches &
-3 I5Ls &
[1-25) End Devices N £
[ Fabric_mds8222i-2 Fabric_mdsB222i-1
-
Ll | ,
| SR @Fabri:fmdsQZZZ\-Zl Fabric_mds9222i-1 | D ngl m Evegtsl

Purge requested

Figure 6-81 Launching the merge analysis tool
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We then enter the IP address (or FQDN if all devices are defined in the DNS
server) and click Analyze, as shown in Figure 6-82, to analyze the merge of
VSAN1, VSAN10, VSAN20, and VSANS30.

@ Zone Merge Analysis - /SAN/Fabric_mds9222i-2 Ed
Check Swikch 1; Imd59222i-1 vl And Switch 2; Imd59222i-2 vi

For Active Zoneset Merge Problems in Y3aM Id: |3IZI :I 1..4093

~Results

WM 1 Active Zoneset Merge Beport for mds98ifi-1 and mds38E8i-i
mdz3ifii-1 har mo active soneset on WSAN 1

WEAH 10 Active Zonmret Merge Beport for mde9iifi-1 and mdsdiiii-g
Zoneret. Zonesetdctivel merge will succeed

WEAN 0 Active Zoneset Merge Beport for mds3iifi-1 and mds38iii-g

Zemeret Zonerethotive! merge will rucceed

WM 20 Active Zomeret Merge Beport for md:98fii-1 and mds98iii-i
Someset Zonesetdctive? merge will succeed

Clear | Close |

Figure 6-82 Merge analysis for VSAN’s 1, VSAN10, VSAN20 and VSAN30

After successful merge analysis we are now ready to establish ISLs between the
two switches. In this case we will establish EISL links using TE ports.
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We will connect two switches using two ISLs, as shown in Figure 6-83 and
Figure 6-84. Depending on the trunk setting for the port, it becomes either an
E_Port or a TE_Port. In our example, both ports are TE_Ports.

@ Device Manager 4. 1{1] - mds9222i-1 [admin]

Device Physical  Interfface FC FICOW [P Securty  Admin Logz: Help

SR EBE® [ E R as veanalw]2 W Advanced

>

Device | SUMmEEy |

4 Conscie Momt

"

B 7 & 0 10 11 12 13 14 15 16 1745 |
FlE EEEHE] BIE FlER] ¢

3 11 13 15 17 19 2102 30 41 95d8 47

D214 16 18 20 22 24026 2 34 36 350ED 42 44 46 48

d Status: TE, up, Muli-SaM |51

Ulup Bioown [llFal - Minor |Unreachable IlOutofService -
Figure 6-83 ISL connections, TE_Ports on MDS9222i-1 switch

@ Device Manager 4.1[1] - mdz92225-2 [admin]
Device Phyzical Interface FC FICOM [P Secunty  Admin Log:  Help

E'@*_.ﬁ' @; D E |3 @ a,ﬁ YSam Al w | 2 ¥ Advanced

T:'Eii—tﬂ 1 Surnmarsy ]

| EMERMETITENS
STATUS

3 4 5 6 7 8 910 11 12 13 14 15 16 17 12
| EICEI ] CEl CE CEN CEN EN E F1[E

EERC I N O A R T I

10 12 14 16 13 20 22 24 i

Statuz: TE, up, Muli-wSAN |SLF=
[ up Bloown [lFal - [Minor - |Unreachable JloutofService w

Figure 6-84 ISL connections, TE_Ports on MDS9222i-2 switch
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After connecting the two switches, Fabric Manager shows the added switch and
ISLs in the graphical presentation of the fabric, as shown in Figure 6-85.

@ Fabric Manager 4.1(1) [admin@localhost [session 2)] /54N =] B3
File View Zone Took Pefformance Server Help
Seme | BJd% | 2REFONRT | 52 | RBE@ | 2 [acan... [
Logical Domains : @ i E @ Ijn /saN
BR=]-
S5 Fabric._misa228i-2 Switches | 150z ] Hasts | Storage |
13 il vsans | Fro From To To
{3 ¥sanDoO1 YSahs  |Switch  |Inkerface |Swich | Inkerface |Status
1L 1750 _YSAN_10 1,10,20,30 \mds9222i-1 fe2/1 mdssz22i-2 fe2f1 ok
1L 1750 _YSAN_20 1,10,20,30|mds9222i-1 fc2f25  mds9222i-2 fzfes  |ok
{2 1m50_vsan_30
Graups
2 5
& -
&2 =] L |
[éa & SWC1_MWODE2_FCSOD Qlogic 05:4e:aa-H -
= SVC3_NODEZ ) ICESEED
L_ @ a /E
~Physical Attributes Q B NODM - SVC1_MODE1_FCS0
| | _—
=) Switches Al e ~
----- Hardwsars - =
Licenses ’@ 'a SIAM_FCS0
e B, SVC3_NODE1_FCS2 mdsg222i.1
EH(5) Clock @ |
----- Supervisor Statistics -
Copy Configuration = =]
13 Interfaces = 1BM 8:0100:1 305G, _
D FC Services IBM B:01:00:1d:271- 2
{5 Ewents BM 8:01:00:37:5.5
1533 Security
----- NPLY - "-‘__‘
[{C3) N_Port Yirtualizer (NP [dsa222i.2 -
= =
~Part Channels
----- FCIP £} n
----- Statistics 1BM 8:01:00:27:62-5 Qlagic 89:c1:cd-H
(=) End Devices . -
~Hosts = =
_____ Storage | Qlagic B9:b8:c0-H Qlagic 12:448FH
~Device Alias e
~-DPYM vl | LlJ
----- 15051
..... . = Fabric_mdsczzzi-2 | [] Loo | [4 Events |

2 roms

Figure 6-85 Fabric expanded by adding a switch

6.2.2 Trunking and PortChannel

In Cisco terminology, the term trunking is used to describe a single trunking

E_Port (TE_Port) that can multiplex the traffic of more than one VSAN on a

single physical interface. This is in contrast to other Fibre Channel switch
manufacturers that use the term trunking to describe the aggregation of several
physical interfaces into a single logical interface. Cisco calls this latter feature

PortChannel.

Trunking and PortChannel features are available for both Fibre Channel and
gigabit Ethernet interfaces on the Cisco MDS 9000 family. Since the
configuration rules for these features are different, we describe both of them

separately.
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6.2.3 FC trunking

Trunking (also known as VSAN trunking) enables interconnect ports to transmit
and receive frames in more than one VSAN over the same physical link. In this
case the link is configured as an extended ISL (EISL) link using the EISL frame
format.

Trunking is only applicable to E_Ports and used for inter-switch connections.
Trunking is normally enabled for all ports in the switch but can be disabled on a
port-by-port basis. If the port becomes operational as a trunking E_Port, it is
referred to as a TE_Port. If a port with trunking enabled is connected to a
third-party switch, it works as a normal E_Port.

6.2.4 FC PortChannel

The PortChannel feature can be used to aggregate up to 16 ISL or EISL links into
a single logical link. The Fibre Channel ports can be any Fibre Channel ports in
any 16-port Fibre Channel line card.

The PortChannel feature increases the available aggregate bandwidth of the
logical link since the traffic is distributed among all functional links in the channel.
It also provides high availability, since the channel remains active as long as at
least one of the links forming it remains active, and the traffic is transparently
distributed over the remaining links.

Since PortChannel can be built on EISL links, both trunking and PortChannel are
supported simultaneously.

Defining a PortChannel using the CLI
In our setup we have the EISLs listed in Table 6-1.

Table 6-1 EISLs in our LAB setup

MDS9222i-1 MDS9222i-2 Link speed Trunk
fc2/1 fc2/1 8 Gbps On
fc2/25 fc2/25 8 Gbps On
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In Example 6-29 we define PortChannel 10 to include all (two) EISLs between
the switches mds92222i-1 and mds9222i-2, which takes the EISL ports down.
When performing the no shutdown command, the ports come back up and the
PortChannel will be established. Finally, we will list the PortChannel database on
each switch, using the command show port-channel database.

Example 6-29 Setting up PortChannel

mds9222i-1# show topology
FC Topology for VSAN 1 :

Interface Peer Domain Peer Interface Peer IP Address
fc2/1 0xal(161) fc2/1 9.43.86.148
fc2/25 0xal(161) fc2/25 9.43.86.148

FC Topology for VSAN 10 :

Interface Peer Domain Peer Interface Peer IP Address
fc2/1 0x0c(12) fc2/1 9.43.86.148
fc2/25 0x0c(12) fc2/25 9.43.86.148

FC Topology for VSAN 20 :

Interface Peer Domain Peer Interface Peer IP Address
fc2/1 0x19(25) fc2/1 9.43.86.148
fc2/25 0x19(25) fc2/25 9.43.86.148

FC Topology for VSAN 30 :

Interface Peer Domain Peer Interface Peer IP Address
fc2/1 0x26(38) fc2/1 9.43.86.148
fc2/25 0x26(38) fc2/25 9.43.86.148

mds9222i-1# configure terminal

mds9222i-1(config)# interface fc 2/1, fc 2/25
mds9222i-1(config-if)# channel-group 10

fc2/1 fc2/25 added to port-channel 10 and disabled

please do the same operation on the switch at the other end of the
port-channel, then do "no shutdown" at both end to bring them up

mds9222i-2# configure terminal

mds9222i-2(config)# interface fc 2/1, fc 2/25
mds9222i-2(config-if)# channel-group 10

fc2/1 fc2/25 added to port-channel 10 and disabled
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please do the same operation on the switch at the other end of the
port-channel,then do "no shutdown" at both end to bring them up

mds9222i-2(config-if)# no shutdown
mds9222i-1(config-if)# no shutdown

mds9222i-1# show port-channel database
port-channel 10
Administrative channel mode is on
Operational channel mode is on
Last membership update succeeded
First operational port is fc2/25
2 ports in total, 2 ports up
Ports:  fc2/1 [up]
fc2/25  [up] *

mds9222i-2# show port-channel database
port-channel 10
Administrative channel mode is on
Operational channel mode is on
Last membership update succeeded
First operational port is fc2/25
2 ports in total, 2 ports up
Ports:  fc2/1 [up]
fc2/25  [up] *
mds9222i-2# show topology

FC Topology for VSAN 10 :

port-channel 10 0x0b(11) port-channel 10 9.43.86.147

FC Topology for VSAN 20 :

port-channel 10 0x9c(156) port-channel 10 9.43.86.147

FC Topology for VSAN 30 :

port-channel 10 0xc9(201) port-channel 10 9.43.86.147
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Note: When creating a PortChannel, a compatibility check is performed to
ensure that all configuration parameters for each physical port in the channel
are the same. Therefore, a port cannot become operational if incompatibility
issues exist. For example, to enable trunk mode, all ports must be configured
with trunk mode enabled prior to creating the PortChannel.

Tip: Using the force option when adding a port to a PortChannel forces the
configuration of the ports in the PortChannel onto the added port to achieve
compatibility.

Defining a PortChannel using the GUI

Now we configure a PortChannel group using the GUI. As the first step we need
to verify that we have EISLs between our switches mds92222i-1 and
mds9222i-2.

1. To start the PortChannel configuration from the GUI, select the icon, as
shown in Figure 6-86.

@ Fabric Manager 4.1(1) [admin@lacalhast [session 2]] /SAN/Fabric_mds9222i-2
Fie View Zone Tools Pefformance Server Help

QCRO BEJ% | HSEEOGRE | 0B WREO | ¢ et 7]
Logical Domains Foi Charmel. ) ) (8 =

General | Bb Contral | Bb Credit | Gther | ELP | Trunk Canfig | Trunk Faires | - | FSPF | Physical | Capabillty | FC-SF | oS Rats Limit | Domain Mor | License | Diagnostics |
12 Al wsams Mode |Mode |Port |Dynamic Speed Speed |Rate Status  |Status | Status Was
i) YSANDOD1 swich  |Interface |Admin [Oper |wsaN [vSAN  |Description | Admin Oper|Mode service |admin | Oper |FailureCause [Enabled |LastChange
LD ITS0_VsAN_10 imds9222i-1 [fe2f1 E TE nia ki BGh dedicated | up up none brue 2005/09)16-16:50:45
11750 _VsAN_20 imds9222i-2 fc2f1 E TE nia |auta BGb |dedicated |in Jup up none brue 200509 16-16:50:41
i) 1750_Y5AN_30
Groups
av
=5 2 =
EE Qlogic 18:d48+H Qloy BO:b8:c0-H
e al Eﬁl ﬁ‘u‘\_ .
LLILIL SHoHR — B 2:01:00:27:22-§
) s
@ IBM B:01:00:37 mds9222i-2
av
~Physical Attributes B L
=) Swikches - B="
..... Hardware @ 1BM 8:01:00:1d:16-5
""" Licenses =] 1B 8:0100:1d:21-5
iCFS IBM £:01:00:37 :25-5
1) Clock - = =]
----- Supervisor Statistics ‘ siant_Foal e SVC3_NODE2_FCS
~Copy Configuration
1) Interfaces a— - =
[EH5) FC Services SVC3_NODE1_FoS2 NILE_FCS0
[C5) Events
3 Security a A
SWC1_MODE1_FCSO

WP SVC1_NODEZ_FCSO

(5 N_Port Virtualizer (PY)

El=1c
~Part Channels _Ij
[ | »
----- Statistics ;I‘ Fabric_mdsszzzi-2 [ ] Loo | [ Events |

Purge requested

Figure 6-86 Two MDS9222i connected by two EISL 8 Gbps links

SVC3_NODEZ_FCS2 Qlogic 05:4c:aa-H
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2. Select switch pair to establish a PortChannel and select Create New, as
shown in Figure 6-87.

@ FC Port Channel Wizard - JSAN/Fabric_mds9222-2

1 of 3: Select Switch Pair N
I
Select switch pair to be linked by an FC Part Channel. '

+ Create Mew & Edit Exsing

Mexk [~ I Cancel |

Figure 6-87 Select switch pair to establish a PortChannel
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3. Choose the ports to form a PortChannel, as shown in Figure 6-88.

@ FC Port Channel Wizard - J5AN/Fabric_mds9222i-2

2 of 3: Select I1S5Ls

]
Select one or mare I5Ls ko create a new Channel between mds3227i-1 and —
mds3222i-2, '
Available Selected

[~ Dynamically Form Part Charnnel Group from selecked ISLs,

= Back, I Nexﬁ[“- | Cancel

Figure 6-88 Select ports to form a PortChannel
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@ FC Port Channel Wizard - JSAMN/F abric_mds92221-2

In the final step for both switches we must define all the required parameters
to set up a PortChannel, as shown in Figure 6-89:

— Channel ID number for both switches: We recommend using the same ID
for both switches to simplify administration.

— VSAN List gives a list of VSANs to which the ISLs belong.

— Port VSAN for a PortChannel: Logical assignment of the PortChannel to a
particular VSAN. There are no functional implications.

— The aggregated speed of the PortChannel.

— Trunk Mode to enable trunking on the links in the PortChannel. Select
trunking if your link is between TE_ports. Select non-trunking if your link is
between E_ports. Select auto if you are not sure.

— Force Admin, Trunk, Speed, and VSAN attributes to be identical: This
check box ensures that the same parameter settings are used in all
physical ports in the channel. If these settings are not identical, the ports
cannot become part of the PortChannel.

3 of 3: Create Port Channel =~ |
Please review the Channel attributes befare pressing Finish to create, Converting all m—
I5L(=) simultanecusly inko a port channel may be disruptive. (—

NOTE: the Channel may take time to appear in map. For NPY Port Channel the '
Trunking will be enabled

—Between Switch mds9222i-1 {fc2/1, Fc2/25)
Channel 1d: [z0 =1..258

Description: |T|:| mds922zi-2

And Switch mds9222i-2 (fc2 /1, Fc2/25)
Chaninel 1d: [z0 =1..258

Description: |T|:| mds9z222i-1
—Channel Attributes

POt YSAN: |1|:| :I 1..4093
wSAN List: [10,20,30 {1-4093) e.q. 1-22,29-45

Trurk Mode: ¢ nonTrunk @ trunk 7 auto

v Force &dmin, Trunk, Speed, and %S&MN attributes bo be Identical
Speed: { auto ( 1Gb  2Gbh ¢ 4c5h C autoMax2G % 3Gh ¢ autoMaxdc

- Back | Finish Q Cancel

Figure 6-89 Final step to configure a PortChannel using the GUI
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In our example we use 8 Gbps TE ports to set up a PortChannel between two
MDS9222i switches.

5.

Fabric Manager will warn us that the process of converting ports into a
PortChannel may be disruptive, as shown in Figure 6-90.

mds9222i-2 3|

FC Port Channel Wizard - /SAM/Fabric_|

Corwerting |SL[z] into a port channel may be disruptive.

A

Do you want to continue?

Figure 6-90 Converting ports into a Por

tChannel may be disruptive message

Verify the PortChannel configuration and the status of the connection, as shown

in Figure 6-91.

@ Fabric Manager 4.1(1) [admin@localhost [session 2)] /SAN/Fabric_mds9222i2

File “iew Zone Tools

Parfomance  Server Help

CRE Edk | =SEEPURE |0 WeE@

[advan... =]

Logical Domains : @ Il‘é] ﬁvﬁ @ If Selected ISLs|
General | Bb Contral | 51 |/ ther | L7 | Trunk Confia | Trunk Failures | 17 | FsPF | Plivsical | Eapatil | | 25 Pt Lt | Domain Mar | Licenss | Diagnostics |
Mode  |Modz |Port | Dynamic Speed Speed [Rate Status  |Status  [Status Was
1 VSANDDO1 (2 seaments) Switch Interface [Admin  [Opsr [¥SAM |¥SAM | Description Admin Oper | Mode Service |Admin | Oper |FaiureCause |Enabled |LastChange
) ITS0_¥sAn_10 mds9222i-1 channelz0 | TE nia Tomds9222i-2  |aGh |16 @b [shared | up up none false  |2008/09/16-17:43:54
B-3) ITS0_WSAN_20 channelz0 £ TE nja Tomds9z22-1 |86 li6Gh [shared | up Jup none false  |2005/09/18-17:43:50

B TTS0_YSAN_30
Groups

’Lnd59222\2

IBIA 8:01:00:1d:76%

IBM 8:01:00

[}
svcaiNnnsz\jv}an\

# ~

N.LJN

av |
-Physical Attributes - 1B 8:1:00:1d:2p-5

{23 Switches
o 1sts
{2 End Devices

DEGLO O L T |

SVC1_NODET_FCSO0

SVC1_HODE2_FCSO S
SIAM_FCS0

s
e
a- mds82220-1
\VC3_NODEZ_fCS2 \;
a 1BM 8:01:00:37 de-5
g El
L SVC3_NODET_FCS2

1BM 8:01:00:27:22-5 -

Qlogic 18:44:8¢H

/ Qlogic 80:c1:cd-H
magzzzN
‘ \ :

a7:e5-5

mds3222i-1 channel20 <-> mds3222i-2.channel20, 16 Gh
fe2/1,162/25 <> fe2f1, te2/25
WSANs10,20,30

Qlogic 05:4c:aa-H

Qlagic 80:ba:c0-H

4

Fabric_mdsazzzi-z [[7] Log | [ Events]

2 raws, queried 2 switches

Figure 6-91 PortChannel status in GUI
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6.3 Inter VSAN Routing (IVR)

VSANSs provide the benefit of sharing the physical switch infrastructure while
isolating traffic between VSANSs. This inherently prevents resource sharing
between VSANs. Using IVR provides resource sharing across VSANs without
compromising the benefits of VSANSs. IVR is done by specifying initiators and
devices in different VSANs without merging the respective VSANSs together.

Note: The Enterprise License Package (ENTERPRISE_PKG) must be
installed on all IVR edge or transit switches.

To understand how IVR works, we first clarify the following IVR definitions:

»

Inter VSAN Zone (IVZ): A set of end devices that are allowed to communicate
across VSANSs within their interconnected SAN fabric. This definition is based
on their port World Wide Names (pWWNSs) and their native VSAN
associations. You can configure up to 200 1VZs and 2,000 IVZ members on
any switch in the Cisco MDS 9000 family.

Inter VSAN zonesets (IVZS): One or more 1VZs make up an IVZS. You can
configure up to 32 IVZSs on any switch in the Cisco MDS 9000 family. Only
one IVZS can be active at any time.

Inter VSAN Path (IVR Path): An IVR path is a set of switches and Inter-Switch
Links through which a frame from one end device in one VSAN can reach
another end device in some other VSAN. Multiple paths can exist between
two such end devices.

Edge and Transit VSANs: A VSAN that initiates (source edge-VSAN) or
terminates (destination edge-VSAN) an IVR path. Edge VSANs might be
adjacent to each other or they might be connected by one or more transit
VSANS.

Some guidelines to follow before IVR creation are:

» Verify that unique domain IDs are configured in all switches and VSANs

participating in IVR.

Note: Unique domain IDs are not a requirement when using IVR-NAT. A
common domain ID (10, for example) could be in VSAN 5 and VSAN 6 and
you could still route between devices in these VSANs attached to the
switches with domain ID 10.

» Enable IVR in the border switches.
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» Configure the required IVR topology in all the IVR-enabled border switches, or
use the recommended auto-topology feature, which eliminates the necessity
for the user to define one.

» Create and activate IVZSs in all the IVR-enabled border switches.
» Verify the IVR configuration.

6.3.1 Configuring IVR using the GUI

We now demonstrate a simple IVR to allow selected members of different VSANs
to communicate.

The first step is to locate the IVR Wizard. This is the same wizard that we use for

normal zoning operations, and is found by starting with the Fabric Manager IVR
Wizard icon, as seen in Figure 6-92.

@ Fabric Manager 4.1(1) [admin@localhost [session 2]] /SAN /Fabric_mds9222j-2
File ‘“iew Zaone Tools Pefarmance Server Help

come B M| >SEEOTRA|[ 1Y GRED | v

Lagical Domain:

A

IWE Zone Wizard... B Bl (B8 H S @
SW"IhES] ISle Hostsl Storage1 Summary]

- Al vsans Logical Hame | 1P Address | Whanl |Status |vendar [Madel Release |Location
[H-2) VSANODO L mds3z22i-1 |8, 147 |20:00:00:0d: ec: §2:3d:00 |Nn Traps Cisco  |DS-C9222i14.1(1)  |ITSO San Jose
D) ITSO_YSAN_10 mds92220-2  |9.43, = |20:00:00:0d:ec:42:c5:20 Mo Traps [Cisco  |DS-C92220 4.1{1)  |ITSO San Jose

[0 ITSO_VSAN_30
- GrOUps

-3 [TS0_YSAN_20 ‘

Figure 6-92 Starting the IVR wizard

As we want to use IVR NAT, we select the IVR NAT option, as shown in

Figure 6-93.
Migrate to YA NAT - /SAN/Fabnc_mds9224-2 |

9 Some Cizco switches in fabric are YR MAT capable.
- Do pou wish ta uze VR MAT mode?
[Mate: MAT & auta topalagy zhould be dizabled far FICOM partz]

Mo Cancel

Figure 6-93 Selecting IVR NAT
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In Figure 6-94 we select the fabric.

W IVR Zone Wizard - /SAN/Fabric_mds9222-2

1 of 6: Select Fabric

Figure 6-94 Select fabric to set up IVR

We continue setting up our IVR by proceeding to the next panel, where we have
to move the VSANSs that we are working with to the appropriate window, as seen
in Figure 6-95.

w IVR Zone Wizard - /SAN/Fabric_mds3222i-2

2 of 6: Select VSANS

B/SAMOO0L

Figure 6-95 Selecting VSANs
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We proceed to the next panel, as shown in Figure 6-96.

= ¥R Zone Wizard - /SAM/Fabric_mds9222;-2

3 of 6: Select End Devices

|
|
l

£
£
£
-
:
E
£

Figure 6-96 Selecting end devices
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After selecting the IVR NAT participants, we add them to the Selected window, as
seen in Figure 6-97.

Note: Cisco MDS SAN-OS Release 2.1(1a) introduced IVR NAT, which allows
you to set up IVR in a fabric without requiring unique domain IDs on every
switch in the IVR path. When IVR NAT is enabled, the virtualized end device
that appears in the native VSAN uses a virtual domain ID that is unique to the
native VSAN.

= VB Zone Wizard - /SAN/Fabric_mds9222i-2

4 of 6: Select IVR NAT Swilches N

2\

Select switches to enable IVR MAT, Fabric Distribution, Automatic Topaology Discovery will be enabled / i,
for selected switches. =
MOTE: Unchecking IVR MAT will disable IVR. —
Swiikch IVR MAT Disabled Features

mds9222i-1 v \IVR, NAT, Topology, CFS
mds9Z22i-2 I 'I‘v'R, MAT, Topology, CFS

- Back. Cancel

Figure 6-97 Selecting IVR switches
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Now we must specify a zone name, as shown in Figure 6-98.

w ¥R Zone Wizard - /SAN/Fabric_mds9222i-2

S of 6: Select Zone

[vrZone 1|
[¥R_Zaneset1 R

Figure 6-98 Selecting a zone name
Now we can review our actions and the progress, as seen in Figure 6-99.
w I¥YR Zone Wizard - /SAM/Fabric_mds92221-2

6 of B: Review Actions

Figure 6-99 Review our actions
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When we have done this, we are asked whether we want to continue with the
activation to the startup configuration or save it as a proposed configuration, as
shown in Figure 6-100.

@ Save Configuration - /5AM/Fabric_mds922.__ B3

The I¥R. configuration on maskter switch (mds9z222i-17 will
be copied to other IR enabled switches,

—After Activation

[+ Sawve Running to Startup Configuration

r Save Proposed Zone Configuration ko;
{Local TETP Server:9,167.233.2358)

File THames Imds?EEEi-l_zu:une_ch.txt _I

| Conkinue .ﬁ.ctivatinnml Zancel |
"%

Figure 6-100 Confirm activation

IVR has been configured successfully, as shown in Figure 6-101.

@ VR Zone Wizard - #SAN/Fabric_mds9222i-2

© ol 6 Roviewhsions

Press 'Finish' ta create and activate IYR configuration. The Pragress column will manitor each step. 'Show L
More Details' will show more information on the tasks performed,
MOTE: Attempting to stop the operation may leave zone configuration in unknown state,

T
—
—

Step | Action Progress (%)
Enable VR on [mds9222i-1, mds9222i-2].
~ [Enable CFS on [mds9222i-1, mdsa222i-2],

Enable VR MAT & Auto Topology Discovery on mds9222i-1,
4 |5et AFID on mds922zi-1,
Commit IYR NAT Properties on mds9z2i-1,
Force creats WSak zones & activate IVR zones on all switches
Save running configuration to startup on all switches {(Optional)

w|m —

~ | e

Show More Details. .. |

<] Back FEimisfy | Close |

SuCCcess k

Figure 6-101 IVR configuration completed for each listed action
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You can check the status of IVR using the CLI, as shown in Example 6-30.

Example 6-30 IVR status using

the CLI

mds9222i-1# show ivr zoneset
zoneset name IVR_Zonesetl
zone name IvrZonel
pwwn 50:05:07:68:01:10:
pwwn 50:05:07:68:01:10:
pwwn 21:00:00:€0:8b:18:

mds9222i-1# show ivr session
Last Action Time Stamp

37:e5 vsan 10 autonomous-fabric-id
37:dc vsan 10 autonomous-fabric-id
ff:8a vsan 30 autonomous-fabric-id

status

: Fri Sep 19 03:26:41 2008

Last Action : Commit
Last Action Result : Success
Last Action Failure Reason : none

mds9222i-1# show ivr virtual-

VSAN # Domains IVR Virtual

mds9222i-1# show ivr virtual-

VSAN # Domains IVR Virtual

domains vsan 10
Domains

domains vsan 30
Domains

mds9222i-1# show ivr vsan-topology

AFID SWITCH WWN Active  Cfg. VSANS Switch-Name
1 20:00:00:0d:ec:4a:c5:80 yes no 1,10,20,30
1 20:00:00:0d:ec:82:3d:00 * yes no 1,10,20,30

Total: 2 entries in active

and configured IVR VSAN-Topology
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6.3.2 Configuring IVR using the CLI

All IVR configuration steps can also be performed using the CLI. Example 6-31
shows how to manage the IVR zone and zone set configuration.

Example 6-31 IVR zone and zoneset configuration from the CLI

mds9222i-2# show flogi database

——————————————————————————————————————————————————————————————————————— INTERFACE
VSAN FCID PORT NAME NODE NAME
——————————————————————————————————————————————————————————————————————— fcl/5
20 0x15000e 50:05:07:68:01:20:1d:22 50:05:07:68:01:00:1d:22
fcl/6 20 0x150003 50:05:07:68:01:40:1d:22 50:05:07:68:01:00:1d:22
fcl/7 20 0x150000 50:05:07:68:01:20:1d:21 50:05:07:68:01:00:1d:21
fcl/8 20 0x150001 50:05:07:68:01:40:1d:21 50:05:07:68:01:00:1d:21
fcl/9 30 0x1f0006 50:05:07:68:01:20:1d:1c 50:05:07:68:01:00:1d:1c
fcl/10 30 0x1f000a 50:05:07:68:01:40:1d:1c 50:05:07:68:01:00:1d:1c
fcl/11 30 0x1f0001 50:05:07:68:01:20:27:e2 50:05:07:68:01:00:27:e2
fcl/14 20 0x150100 21:00:00:€0:8b:89:b8:c0 20:00:00:e0:8b:89:b8:c0
fcl/15 50 0x6e0000 21:00:00:e0:8b:05:41:bc 20:00:00:e0:8b:05:41:bc
[Diomede_1]
fcl/16 20 0x150200 21:00:00:€0:8b:89:cl:cd 20:00:00:e0:8b:89:cl:cd
fcl/17 10 0x0b0100 21:00:00:€0:8b:18:d4:8f 20:00:00:e0:8b:18:d4:8f
fc2/2 20 0x150300 20:05:00:a0:h8:17:44:33 20:04:00:a0:b8:17:44:31
Total number of flogi = 12.
mds9222i-1# show flogi database
——————————————————————————————————————————————————————————————————————— INTERFACE
VSAN FCID PORT NAME NODE NAME
——————————————————————————————————————————————————————————————————————— fcl/1
20 0x14000a 50:05:07:68:01:10:37:e5 50:05:07:68:01:00:37:e5
fcl/2 20 0x14000b 50:05:07:68:01:30:37:e5 50:05:07:68:01:00:37:e5
fcl/3 20 0x140008 50:05:07:68:01:10:37:dc 50:05:07:68:01:00:37:dc
fcl/4 20 0x140009 50:05:07:68:01:30:37:dc 50:05:07:68:01:00:37:dc
fcl/14 30 0x1e0100 21:00:00:€0:8b:89:2b:cd 20:00:00:e0:8b:89:2b:cd
[Nile 1]
fcl/15 20 0x140400 21:00:00:e0:8b:05:48:bc 20:00:00:e0:8b:05:48:bc
fcl/16 20 0x140200 21:00:00:€0:8b:05:4c:aa 20:00:00:e0:8b:05:4c:aa
[Palau_1]
fcl/17 50 0x640000 21:00:00:€0:8b:18:ff:8a 20:00:00:e0:8b:18:ff:8a
fc2/2 20 0x140300 20:04:00:a0:b8:17:44:32 20:04:00:a0:b8:17:44:31
fc2/17 20 0x140000 50:03:08:c1:40:46:70:06 50:03:08:c1:40:06:70:06

Total number of flogi = 10.

mds9222i-2# configure terminal

mds9222i-2(config)# ivr zone name IVR_SVC_Diomede
mds9222i-2(config-ivr-zone)# member pwwn 21:00:00:€0:8b:05:41:bc vsan 50
mds9222i-2(config-ivr-zone)# member pwwn 50:05:07:68:01:10:37:e5 vsan 20
mds9222i-2(config-ivr-zone)# member pwwn 50:05:07:68:01:30:37:e5 vsan 20
mds9222i-2(config-ivr-zone)# member pwwn 50:05:07:68:01:10:37:dc vsan 20
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mds92221i-2(config-ivr-zone)# member pwwn 50:05:07:68:01:30:37:dc vsan 20
mds9222i-2(config-ivr-zone)# exit

mds92221-2(config)# ivr zoneset name IVR Zoneset SVC

mds92221-2(config-ivr-zoneset)# member IVR _SVC_Diomede

mds9222i-2(config-ivr-zoneset)# exit

mds9222i-2(config)# ivr distribute
mds9222i-2(config)# ivr commit

commit initiated.

mds9222i-2(config)# end
mds9222i-2# show ivr zoneset

zoneset name IVR_Zoneset_SVC
zone name IvrZone_SIAM_SVC_1

pwwn
pwwn
pwwn
pwwn
pwwn

21:00:00:e0:8b:18
50:05:07:68:01:10
50:05:07:68:01:30
50:05:07:68:01:30
50:05:07:68:01:10

zone name IVR_SVC_Diamonde

mds9222i-2# show ivr zoneset active

pwwn

pwwn
pwwn
pwwn
pwwn

21:00:00:e0:8b:05:

[Diomede 1]

50:05:07:68:01:10
50:05:07:68:01:30
50:05:07:68:01:10
50:05:07:68:01:30

zoneset name IVR_Zoneset SVC
zone name IvrZone_SIAM_SVC_1

*

*
*
*
*

pwwn
pwwn
pwwn
pwwn
pwwn

21:00:00:e0:8b:18
50:05:07:68:01:10
50:05:07:68:01:30
50:05:07:68:01:30
50:05:07:68:01:10

zone name IVR_SVC Diomede

* pwwn 21:00:00:e0:8b:05:

*
*
*
*

pwwn
pwwn
pwwn
pwwn

[Diomede 1]

50:05:07:68:01:30:
50:05:07:68:01:30:
50:05:07:68:01:10:
50:05:07:68:01:10:

ff:

:37
:37
137
137

41

:37
137
:37
RS/

ff:
:eb
:eb
:dc
:dc

:37
:37
:37
137

41

37
37
37
37

check ivr status

8a

:eb
:eb
:dc
:dc

:bc

:eb
:eb
:dc
:dc

8a

:bc

:eb
:dc
:dc
:eb

vsan
vsan
vsan
vsan
vsan

vsan

vsan
vsan
vsan
vsan

vsan
vsan
vsan
vsan
vsan

vsan

vsan
vsan
vsan
vsan

50
20
20
20
20

50

20
20
20
20

50
20
20
20
20

50

20
20
20
20

autonomous-fabric-id
autonomous-fabric-id
autonomous-fabric-id
autonomous-fabric-id
autonomous-fabric-id

autonomous-fabric-id

autonomous-fabric-id
autonomous-fabric-id
autonomous-fabric-id
autonomous-fabric-id

autonomous-fabric-id
autonomous-fabric-id
autonomous-fabric-id
autonomous-fabric-id
autonomous-fabric-id

autonomous-fabric-id

autonomous-fabric-id
autonomous-fabric-id
autonomous-fabric-id
autonomous-fabric-id

= = s —_ e = [T S Y

—_ e =
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6.4 N-Port Identifier Virtualization

N-Port identifier virtualization (NPV) reduces the number of Fibre Channel
domain IDs in SANs. Switches operating in NPV mode do not join a fabric.
Rather, they pass traffic between NPV core switch links and end devices, which
eliminates the domain IDs for these edge switches.

Typically, Fibre Channel networks are deployed using a core-edge model with a
large number of fabric switches connected to edge devices. Such a model is
cost-effective because the per-port cost for director class switches is much
higher than that of fabric switches. However, as the number of ports in the fabric
increases, the number of switches deployed also increases, and you can end up
with a dramatic increase in the number of domain IDs (the maximum number
supported is 239). This challenge becomes even more difficult when additional
blade chassis are deployed in Fibre Channel networks.

NPV addresses the increase in the number of domain IDs needed to deploy a
large number of the ports by making a fabric or blade switch appear as a host to
the core Fibre Channel switch, and as a Fibre Channel switch to the servers in
the fabric or blade switch. NPV aggregates multiple locally connected N-ports
into one or more external NP links, thereby sharing the domain ID of the NPV
core switch among multiple NPV switches. NPV also allows multiple devices to
attach to the same port on the NPV core switch, thereby reducing the need for
more ports on the core.

Attention: NPV is supported on the MDS 9124, 9134, and IBM
BladeCenter®. When you enable NPV or disable NPV mode a warning
message appears that the current configuration will be erased and the system
will be rebooted. After reboot of the NPV-enabled switch, ports enter into
default port modes of F and NP automatically in the 3.2(1) SAN-OS release
and in the NX-OS 4.x releases. In the case of an MDS 9124, six NP ports will
be created by default when NPV is enabled. In the case of an MDS 9134 6 NP
ports will be created by default. With a 10G_PORT_ACTIVATION_PKG
license eight NP ports will be created. The IBM BladeCenter module creates
six NP ports by default. The NPV-enabled edge switch port type NP must
connect to an NPV-enabled core switch port type F.

The NP ports can be considered as passthru ports. If you add more NP ports
after a configuration has been running you must disable/enable all F ports or NP
ports on the edge switch in order to load balance over all the NP ports.
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6.4.1 Configuring NPV on an edge switch and NPV on a core switch

Using Device Manager:

1.

Launch Device Manager from the core NPV switch to enable NPV. From the
Admin drop-down menu, select Feature Control. Select enable for the NPV
feature.

Click Apply.

3. From the Interface drop-down menu, select FC All to configure the NPV core

switch port as an F-Port.

4. In the Mode Admin column, select the F port mode and click Apply.

5. Launch Device Manager from the NPV edge switch to enable NPV. From the

Admin drop-down menu, select Feature Control. Select enable for the NPV
feature and click Apply.

From the Interface drop-down menu, select FC All to configure the external
interfaces on the NPV device.

In the Mode Admin column, select the NP port mode and click Apply.

8. To configure the server interfaces on the NPV edge switch, from the Interface

9.

drop-down menu, select FC All.

In the Mode Admin column, select F port mode and click Apply.

10.The default admin status is down. After configuring port modes, you must

select up admin status to bring up the links.

6.4.2 Enable or disable NPV via the CLI on supported edge switches

Using the CLI, at the prompt enter these commands:

1.

2.
3.
4.

Enter config t to get into config mode.

Enter npv enable when in config mode.

Enter no npv enable when in config mode.

End config mode by entering the command end.

6.4.3 Enable or disable NPV via the CLI on supported core switches

264

Using the CLI, at the prompt enter these commands:

1

2.
3.
4.

Enter config t to get into config mode.

Enter npv enable when in config mode.

Enter no npv enable when in config mode.

End config mode by entering the command end.

Implementing an IBM/Cisco SAN



Note: NPV configuration is allowed only on NPV-capable MDS switches like
MDS 9124, MDS 9134, and Blade Server switches with SAN-OS Version
3.2(2) or later. NPV is supported in NX-OS as well.
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IP services

FCIP provides the capability to extend a SAN over existing IP networks. For short
distances, SANs can be extended using traditional FC ISLs and multimode fiber.
For longer distances, extend SANs using single-mode fiber with Coarse Wave
Division Multiplexing (CWDM) or Dense Wave Division Multiplexing (DWDM)
equipment. FCIP provides a third alternative for extending SANs over IP
networks where IP is the most viable transport option, either due to cost or
distance.

When implementing any MDS 9000 family IP services module (as well as the
MDS 9216i and MDS 9222i), the traffic can be routed between any IP storage
port and any other port on the MDS 9000 family switches in the fabric. It is
configurable on a per-port basis, providing either Fibre Channel over IP (FCIP) or
iISCSI on the defined port.
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In this chapter we configure FCIP links from the MDS 9222i (9222i-1) to the MDS
9222i (9222i-2), as shown in Figure 7-1.

Server Server Server Server

Figure 7-1 Implementation scenario
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7.1 FCIP licensing

Most Cisco MDS 9000 family software features are included in the base switch
configuration. However, some features are logically grouped into add-on
packages that must be licensed separately, such as the Cisco MDS 9000
Enterprise package, SAN Extension over IP package, Mainframe package,
Fabric Manager Server package, and Storage Services Enabler package.

To enable FCIP in a MDS switch equipped with the IP module you need a SAN
Extension over IP package license. This package is licensed on a per-module
basis. The number of licenses is equal to the number of IP Storage Services and
Multiprotocol Services modules in a switch.

The SAN Extension over IP (SAN_EXTN_OVER_IP) license for IPS modules
includes:

» FCIP protocol
» FCIP compression
» FCIP write acceleration

Note: For SAN-OS 2.0 and later, the SAN Extension licence also includes:

» IVR
» Tape acceleration

The 9216i and 9222i are shipped with the required licences for FCIP. The
included licence is SAN Extension over IP package for integrated IP ports and
includes all of the protocols that are in the SAN_EXTN_OVER_IP licence.

The licenses are, however, needed on a per-module basis. For example, if you
have two 18/4-port MSM modules running FCIP in a switch, you need two
SAN_EXTN_OVER_IP licenses. If you added an 18/4-port MSM module to your
MDS9216i or 9222i, you still need the SAN_EXTN_OVER_IP license for that
module.
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You can verify license and feature information in Fabric Manager by opening the
Switches folder in the Physical Attributes pane and selecting Licenses, as
shown in Figure 7-2.

"/ Fabric Manager 3.2(1) [admin@localhost] /SAN [|[=15<

File view Zone Tools Performance Server  Help

A%® | EL¥E | 2REAERT | HE | WAE@ | 2 ] Advanced

LE‘DE‘Z'ZDA”;E‘"S : checkinFM | @ il B & &
| Fabric_itsosan07 Feature Usage | keys | Usage|
-1 Fabric_ltsosan08 Installed Installed
Switch | Feature Type Count Status | ExpiryDate | GracePeriod | Missing | Erro
itsosan08 [FM_SERVER,_PKG [permanent InUse |never -
ibsosan07 [FM_SERVER_PKG ermanent InUse  never 1 Licen:
itsosan08 [MATNFRAME_PEG [permanent Unused never
lEsosan07 MAINFRAME_PKG ermanent Unused |never
itsosan08 [ENTERFRISE_PKG [permanent InUse |never
itsosan07 [ENTERFRISE_PKG ermanent InUse  |never 3
itsosan08 [DMIM_FOR_SSM_PEG lunlicensed Unused
itsosan07 [DMIM_FOR_SSM_PKG lunlicensed Unused
itsosan08 [SAH_EXTN_OVER_IF lpermanent counted |7 Unused never
tsosan07 [SAH_EXTN_OVER_IP ermanent counted |2 Unused never B Licenz—
Itsosan08 [PORT_ACTIVATION FKG lunlicensed Unused
itsosan07 [PORT_ACTIVATION FKG lunlicensed Unused
Itsosan08 [SAN_EXTN_OVER_IF_1& 4 lunlicensed Unused
itsosand7 [SAN_EXTN_OVER _IP_I8_4 lunlicensed Unused r
ikemeanna [SAM FXTMN OWFR TP TPSZ ninlicamesd Himnesd \l]
avw < i >
Physical Attributes av
=] Switches @ [:I
"~ Hardware =
- licenses S
~CF5 B2
) Clack =
- Supervisor Statistics &
~-Copy Configuration
() Incerfaces S8 = oy |
I FC Services @ Fabric_itsosanca Fabric_itsosan07 1
) Events =]
-] Security
- HPI¥ E
£ ] 1515 @
#- | End Devices
< [ m
San Fabric_itsosan0? | (2] Fabric_tsosanos | [ ] Log Events|

22 rows, queried 2 switches

Figure 7-2 \Verifying features in FM
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Select the Keys tab to display the licence keys, as shown in Figure 7-3. Your
display might look different, but still displays the switch licensed information.

Fabric M 4.1(1) [adminzl lh ion 2)] /SAN/Fabric_mds9216i-1
File View Zons Tools Peformance Server  Help
SSEME BEJLE | SREFANET |58 | YRED@ | 2
Logical Domains : @RS &
'—_) S_A)NFabnc,mdsgzm-l Feature Usage | Keys | Usage | Port Licensing
=2 Al vSANS Switch Hame LastModified Feature “ersion | Type Courit
1) YSANDOO1 OX102900WM. .. [2008/09/24-13:37: 13 [ENTERPRISE_PKG 1.0 lpermanent juncounted
=) YSANDOLD ds9216 02900%M. .| 2008/09/24-13:37: 13 [FM_SERVER_PKS 1.0 lpermanent juncounted
1) YSANDDZD rds9216i-1 02900%M. .| 2008/03/24-13:37: 13 |SAM_EXTM_OVER_IP 1.0 lpermanent |1
-0 VSANDO3D I 02900 M. .| 20068/09/24-13:37: 13 |SAN_EXTN_OVER_IP_IPSZ 1.0 permanent |1
0 ITSC_WSAN_40 m 02900 M. .| 20068/09/24-13:37: 13 |SAN_EXTMN_OVER_IP_IPS4 1.0 permanent |1
1) YSANDOSD e 045L.lic |2007/09/06-01:33:17 |FM_SERVER_PKG . 1.0 lpermanent juncounted
-0 YSANDZ00 I 045L.lic |2007/09/06-01:33: 17 MAINFRAME_PKG 1.0 permanent juncounted
Groups I 045L.lic |2007/09/06-01:33:17 [ENTERFRISE_PKG 1.0 permanent juncounted
I 045L.lic |2007/09/06-01:331 17 [SAN_EXTN_OVER_IP 1.0 permanent |1
mds9z22i-2 | FO! 045L.lic |2007/09/06-01:33: 17 [SAN_EXTN_OVER_IP_18_4 1.0 lpermanent |1
mdsgzzzi-2 | FOXL115045L.lic |Z007/09/06-01:33: 17 [STORAGE_SERVICES_ENABLER_PKG 1.0 permanent |1
mdsez2zi-2z | FOX1115045L lic |2007/09/05-01:33:17 FME_FOR_BZZZI_PKG 1.0 permanent juncounted
mds92zzi-1 | FOX1216GPOC.lic |2008/09/29-19:57:30 |FM_SERVER_PKG 1.0 ermanent juncounted
mds922zi-1 | FOX1216GPOC. lic |2008/09/25-19:57: 30 [MATNFRAME_PKG 1.0 ermanent juncounted
mids9z2zi-1 | F 0C.lic |2008/09/29-19:57:30 ENTERFRISE_PKG 1.0 ermanent juncounted
mds9222i-1 0C.lic |2008/09/29-19:57:30 [SAN_EXTN_OVER_IP 1.0 ermanent |1
‘p:ys‘ca‘ Ee mds9222i-1 0C.lic |2008/09/29-19:57:30 |SAM_EXTN_CVER_IP_15_4 1.0 ermanent |1 —
mids9222i-1 | F 0C.lic |2008/09/29-19:57:30 |STORAGE_SERWICES_EMABLER_PKG (1.0 lpermanent |1
=3 Switches mds9222i-1 | F 0C.lic | 2008/09/25-19:57 130 SME_FOR_02221_PKG 1.0 ermanent uncounted
srdvare MDS9216-2 license.lic 2008/05/26-22 26 ENTERPRISE_PKG 1.0 permanent juncounted
MDS9zi6-2 [ license e |2005/09/26-22:45: 26 [MAINFRAME_PKG 1.0 permanent juncounted
Fs i N -
15 Clock
upervisor Statistics

Figure 7-3 Llcense keys in FM

7.2 FCIP concepts

To configure the IPS module for FCIP, you should have a basic understanding of
the following concepts:

FCIP and VE_Ports
FCIP links

FCIP profiles

FCIP interfaces

vyvyyy

FCIP and VE_Ports describe the internal model of FCIP with respect to Fibre
Channel Inter-Switch Links (ISLs) and Cisco's enhanced ISLs (EISLs).
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FCIP defines virtual E (VE) ports, which behave exactly like standard Fibre
Channel E_Ports, except that the transport in this case is FCIP instead of Fibre
Channel. The only requirement is for the other end of the VE_Port to be another
VE_Port. A virtual ISL is established over an FCIP link and transports Fibre
Channel traffic. Each associated virtual ISL looks like a Fibre Channel ISL with
either an E_Port or a TE_Port at each end, as shown in Figure 7-4.

‘ VE L
Yy <

FC E ’ Virtual ISL

Figure 7-4 FCIP Links and Virtual ISLs

FCIP links consist of one or more TCP connections between two FCIP link end
points. Each link carries encapsulated Fibre Channel frames. When the FCIP link
comes up, the VE_Ports at both ends of the FCIP link create a virtual Fibre
Channel (E)ISL and initiate the E_Port protocol to bring up the (E)ISL. By default,
the FCIP feature on any Cisco MDS 9000 family switch creates two TCP
connections for each FCIP link.

» One connection is used for data frames.

» The second connection is used only for Fibre Channel control frames, that is,
switch-to-switch protocol frames (all Class F) frames. This arrangement is
used to provide low latency for all control frames.

To enable FCIP on the IPS module, an FCIP profile and FCIP interface (interface
FCIP) must be configured. The FCIP link is established between two peers. The
VE_Port initialization behavior is identical to a normal E_Port. This behavior is
independent of the link being FCIP or pure Fibre Channel, and is based on the
E_Port discovery process (ELP, ESC). When the FCIP link is established, the
VE_Port behavior is identical to E_Port behavior for all inter-switch
communication (including domain management, zones, and VSANS). At the
Fibre Channel layer, all VE and E_Port operations are identical.
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The FCIP profile contains information about local IP address and TCP
parameters. The profile defines the following information:

» The local connection points (IP address and TCP port number)

» The behavior of the underlying TCP connections for all FCIP links that use
this profile

The FCIP profile’s local IP address determines the Gigabit Ethernet port where
the FCIP links terminate.

The FCIP interface is the local endpoint of the FCIP link and a VE_Port interface.
All the FCIP and E_Port parameters are configured in context with the FCIP
interface.

The FCIP profile determines which Gigabit Ethernet port initiates the FCIP links
and defines the TCP connection behavior.

The FCIP parameters consist of the following data:

» Peer information
» Number of TCP connections for the FCIP link
» E_Port parameters: Trunking mode and trunk-allowed VSAN list

7.2.1 Configuring FCIP using the CLI

Setting up FCIP is a step-by-step process, and in the following sections we
perform each of the following steps to set up FCIP using the CLI:

Enable FCIP.

Configure the GigE interface.

Create an FCIP profile and assign the GigE interface IP address.
Create an FCIP interface and assign the FCIP profile.

Configure the peer IP address for the FCIP interface.

Enable the FCIP interface.

ook wN
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Enable FCIP

To enable FCIP we use the command fcip enable, as shown in Example 7-1. If
you do not have a license installed you will be informed that you are using a
temporary license that is valid for 120 days from the first activation (this must be
done on both switches).

Note: Prior to setting up FCIP we must enable the FCIP feature on the
switches, as it is disabled by default on all switches.

When enabling FCIP there is a check to see whether you have a current
SAN_EXTN_OVER_IP license installed. The 9221i and 9216i will have this
licence pre-installed for their integrated IP services module.

Example 7-1 Enabling FCIP

mds9222i-1(config)# exit
mds9222i-1# configure terminal
mds9222i-1(config)# fcip enable
mds9222i-1(config)#

Configure GigE interface

In Example 7-2 we assign an IP address (10.1.1.1/24) on switch 9222i-1 to the
GigE interface GigabitEthernet1/1, and on switch 9222i-2 we assign an IP
address (10.1.1.2/24) to the interface GigabitEthernet4/1.

Example 7-2 Configure the GigE interface

mds9222i-1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
mds9222i-1(config)# interface gigabitethernet 1/1
mds9222i-1(config-if)# ip address 10.1.1.1 255.255.255.0
mds9222i-1(config-if)#

mds9222i-2# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
mds9222i-2(config)# interface gigabitethernet 1/1
mds9222i-2(config-if)# ip address 10.1.1.2 255.255.255.0
mds9222i-2(config-if)#
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Create FCIP profile
Next we create the FCIP profile, as shown in Example 7-3.

Example 7-3 Create FCIP profile

mds9222i-1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
mds9222i-1(config)# fcip profile 1
mds9222i-1(config-profile)#ip address 10.1.1.1
mds92221-1(config-profile)# tcp max-bandwidth-mbps 1000
min-available-bandwidth-mbps 500 rouround-trip-time-ms 600
mds9222i-1(config-profile)#

mds9222i-2# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
mds92221-2(config)# fcip profile 1
mds9222i-2(config-profile)#ip address 10.1.1.2
mds92221-2(config-profile)# tcp max-bandwidth-mbps 1000
min-available-bandwidth-mbps 500 rouround-trip-time-ms 600
mds9222i-2(config-profile)#

Important: It is important to configure your link details in the profile, such as
the maximum available bandwidth, minimum available bandwidth, and RTT.
We discuss how to measure the round-trip time (RTT) or latency to ensure that
you have the correct entry for this field when we show you how to set up FCIP
using the GUI in Figure 7-9 on page 281.

Create FCIP interface
In Example 7-4 we create the FCIP interface.

Example 7-4 Create FCIP interface

mds9222i-1# config t

Enter configuration commands, one per line. End with CNTL/Z.
mds9222i-1(config)# interface fcip 2

mds9222i-1(config-if)# use-profile 1

mds9222i-1(config-if)# peer info address 10.1.1.2
mds9222i-1(config-if)# no shutdown

mds9222i-2# config t

Enter configuration commands, one per line. End with CNTL/Z.
mds9222i-2(config)# interface fcip 2

mds9222i-2(config-if)# use-profile 1

mds9222i-2(config-if)# peer info address 10.1.1.2
mds9222i-2(config-if)# no shutdown

Chapter 7. IP services 275



In Example 7-5 we show the FCIP interfaces and profiles.

Example 7-5 Using the show fcip summary command

mds9222i-2# show fcip summary

Tun prof Eth-if peer-ip Status T W T Enc Comp Bandwidth rtt
EAA max/min (us)
2 1 GE1/1 10.1.1.1 TRNK Y NN N N 1000M/500M 600

mds92221i-2#

mds9222i-1# show fcip summary

Tun prof Eth-if peer-ip Status T W T Enc Comp Bandwidth rtt
EAA max/min (us)
2 1 GE1/1 10.1.1.2 TRNK Y NN N N 1000M/500M 600

mds9222i-1#

We have now set up FCIP.
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7.2.2 Configuring FCIP using the GUI

Now we show how to use the GUI to create the FCIP tunnel. In Figure 7-5 we
show how to locate the FCIP wizard. This automates the configuration process.
We can run the FCIP tunnel wizard again if we want to make modifications to the
original configuration.

Tip: Before starting the FCIP tunnel wizard, ensure that you select SAN in the
Logical Domains pane on the left side of FM, as shown in Figure 7-5 on

page 277. This enables you to select your switches from the drop-down
menus in the wizard. Also, ensure that you have the physical gigE interfaces
cabled to your LAN.

Fabric Manager 4.1(1) [admin@localhost {session 2)] /SAN

File Wiew Zone Tools Performance Server  Help

ARG E L% | -k-ﬁ' EPURE | B8 WBEOD
Logical Domains I '5? 5 @ @

= 5AM Switches | 15Ls | Hosts | Storage

%1-|5) Fabric_mds9222i-2
Logical ... & | IP Address | WM

mds9222i-1 |5 147 |20:00:00:0d:2c:32:3d:00
mdsEZZZ-2 19,4366, 148 |20:00:00:0d:eci4a:c5:80

Figure 7-5 FM FCIP wizard
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When the wizard starts:

1. We select the switch pair between which we establish the link, as shown in
Figure 7-6. Click Next after making your choice.

7 FCIP Wizard - /SAN/Fabric_mds9222i-2

1 of 5: Select Switch Pair

Please select bwo MDS switches to be connected via FCIP, Each switch
must have an ethernet port connected to IP network ko Function

-
N

Between Switch: | mds3z22i-1 |+

and Swikch: | mds3z222i-2 |

Figure 7-6 FM FCIP Wizard panel 1 of 5

278 Implementing an IBM/Cisco SAN



2.

In the next panel, shown in Figure 7-7, we configure which Gigabit Ethernet
interfaces will make up the link. Highlight the correct interface from each
switch and click Next. In this example, we connect interface gigE1/1 on
9222i-1 to the interface gigE1/1 on 9222i-2 by clicking the ports.

FCIP Wizard - /SAN/Fabric_mds9222i-2 x|

-
) ) ——
Flease select ethernet ports to be used in FCIP ISL between mds9222i-1 . r...‘

and mds9222i-2, Down ports should be enabled to Function correctly,
Security can be enforced For unconfigured 1442 & 18+4 ethernet ports, \.

mds3222i-1: mdsI222i-2:
gigEl{1, 10.1.1.1/8 gigEl{1, 10.1.1.2/8
qigE1/z qigE1/z

qigE1/3, {down) qigE1/3, {down)
qigE1/4, {down}) qigE1/4, {down})

[] Enfarce IPSEC Security

[ - Back H ek [~ H Cancel

Figure 7-7 FM FCIP Wizard panel 2 of 5

3.

If IPsec is to be used then check the Enforce IPSEC Security check box and
set the IKE Auth Key. For further information about this refer to the
Configuring IPsec Network Security IPSEC chapter in the Cisco MDS 9000
Family Fabric Manager Configuration Guide, Release MDS NX-OS 4.1(x).

In this panel you can check the Use Large MTU Size (Jumbo Frames) option
to use jumbo size frames of 2300. Since Fibre Channel frames are 2112, we
recommended that you use this option. If you leave the box unchecked the

FCIP Wizard does not set the MTU size, and the default value of 1500 is set.

Click Next. In this example, we connect interface gigE1/1 on mds9222i-1 to
the interface gigE2/1 on mds9222i-2 by clicking the ports.

Note: In Cisco MDS 9000 NX-OS, Release 4.1(1), by default the Use
Large MTU Size (Jumbo Frames) option is not selected.
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6. In Figure 7-8 we show how to create the FCIP ISL with the properties that we
want. We configure the IP addresses of the GigE interfaces. We use a single
subnet in our example, but your interfaces may be connected across a routed
network. You have the option on this panel to add IP routes. To do this select
the Add IP Routes button and fill in the IP gateway details. Click Next to
continue.

FCIP Wizard - /SAN/Fabric_mds9222i-2

Please supply Ethernet Pork IP Address, Specify Route if the Park | r -
addresses are in different subnet, I
Mote: The changes to IP Address and IP Route Addition will be applied R

on pressing the Mext button.

—Switch mds9222i-1 {gigE1/1) ——— NN
IP Address{Mask: |10.1.1.1/8 e.g 10.1.1.1/24

[] Add IP Raute:

—Switch mds9222i-2 {gigEl/1)
IP Address{Mask: 10.1.1.2/3 e 10.1.1.1/24

=

[ =" Back H Mt [~ ][ Cancel

Figure 7-8 FM FCIP Wizard panel 3 of 5
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7. We then specify the tunnel properties, as shown in Figure 7-9.

FCIP Wizard - SS4N/Fabric_mds9222i-2

TR

Please supply the following parameters to tune the TCP connections, IF

r
: o . -
‘Wite Acceleration is enabled, ensure that flows will not load balanced

across mulkiple 15Ls, \.

Max Bandwidth: | 1000 E] 1..1000 Mb
Shared Dedicated

Min Bandwidth: J 500 Mb

o
[ Wite Accelsration

[[] Enable optimum Compression

’ - Back ]| Mext [~ |[ Cancel ]

Figure 7-9 FM FCIP Wizard panel 4 of 5

8. On this frame we can also check the Write Acceleration check box to enable
FCIP write acceleration, as well as check the Enable Optimum Compression
check box to enable IP compression on this FCIP link. Take note of the
Measure button, as we refer to it later.

Important: Although we leave the default settings, do not leave the min,
max, and RTT at their defaults. You must configure real values, and ensure
that the min is greater than 1/20 of the max.
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Tip: To determine the round-trip time or latency, there are three methods:

» The correct method is to use the ping command in the MDS 9000. Set the
target ping IP address to the IP address of the Gigabit Ethernet port of the
peer IPS Module, set the repeat count to 5, set the datagram size to 1500,
and set the timeout (in seconds) to 1s.

We recommend that you use the average latency expressed in seconds for
this calculation.

» The second method is to use the NX-OS CLlI, as it provides a command to
obtain an estimated RTT value, as shown in Example 7-7. Values obtained
from examples are different because we used a datagram size of 1500
instead of the default values. A ping value with a datagram size of 1500
represents a more real-world value.

» The third method to measure the round-trip time between the Gigabit
Ethernet endpoints is by clicking the Measure button, as in Figure 7-9 on
page 281

Example 7-6 shows an example of the ping procedure and the results.

Example 7-6 ping command output

mds9222i-1# ping
Target IP address: 10.1.1.2
Repeat count [5]:
Datagram size [100]: 1500
Timeout in seconds [1]:
Extended commands [n]:
PING 10.1.1.2 (10.1.1.2
1508 bytes from 10.1.1.
1508 bytes from 10.1.1.
1508 bytes from 10.1.1.
1.
1.

1500(1528) bytes of data.

: icmp_seq=1 tt1=255 time=0.478 ms
: icmp_seq=2 tt1=255 time=0.430 ms
: icmp_seq=3 tt1=255 time=0.449 ms

1508 bytes from 10.1. :

1508 bytes from 10.1. :

icmp_seq=4 tt1=255 time=0.512 ms
icmp_seq=5 tt1=255 time=0.419 ms

NN NN N~

--- 10.1.1.2 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 3998ms
rtt min/avg/max/mdev = 0.419/0.457/0.512/0.041 ms

mds9222i-1#
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The NX-OS CLI provides a command to obtain an estimated RTT value, as in
Example 7-7.

Example 7-7 ips command output

mds9222i-1# ips measure-rtt 10.1.1.2 interface gigabitethernet 1/1
Round trip time is 66 micro seconds (0.07 milli seconds)
mds9222i-1#

Figure 7-10 shows an example using the Measure button (see Figure 7-9 on
page 281 for the Measure button).

Measure RTT

Round trip time is 66 nicro seconds (0.07 nilli seconds)

Close

Buthentication successful

Figure 7-10 RTT delay using the measure button
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We also select the default VSAN for this interface and configure the trunking
behavior. In this case we select auto for the trunk behavior. This creates a FC E
port. Selecting Trunk creates an FC TE port. See Figure 7-11.

" FCIP Wizard - /SAN/Fabric_mds9222i-2

S of 5: Create FCIP ISL

Flease supply Following parameters to create a FCIP tunnel. Specify Port I r—. r

¥SAN for nontrunkfauto and allowed ¥SAN list For Trunk tunnel.
MOTE: the FCIP link may take time to appear in map.

—Between Switch mds9222i-1 {fcip2 over gigEl/ 1)
—#And Switch mds9222i-2 (fcip2 over gigEl,/1}
—Attributes

Port WSAN: |30 ﬂl..‘lDQS

Trunk Mode: () nonTrunk () trunk (5) auta

[ -~ Back ][ Finish H Cancel

Figure 7-11  FM FCIP Wizard panel 5 of 5
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Important: If you are going to configure two or more FCIP links and wish to
create PortChannels with multiple VSANs, make sure that you select the trunk
button in the frame, as shown in Figure 7-12 on page 285, and then select the

VSANSs that you want to connect across this trunk.

Figure 7-12 shows the selected VSANSs.

FCIP Wizard - /SAN/Fabric_mds9222i-2

Please supply following parameters ko create a FCIP tunnel, Specify Port | r
WSAM For nontrunkiauto and allowed WSaM lisk For Trunk tunnel,
NOTE: the FCIP link may take time to appear in map.

~Between Switch mds9222i-1 (fcip4 over gigEl/ 1)

—And Switch mds9222i-2 (fcip4 over gigEl 1}

—Attributes — B —
WSAM Lisk: 20,30,4U| (1-4093)e.g, 1-22,29-45

Trumk Made: () monTrunk (30 brunk () auta

[_/Back ][ Finish H Cancel

Figure 7-12 FCIP Wizard with trunking set on

Table 7-1 explains the trunk behavior based on individual switch trunk

configurations.

Table 7-1 Trunk behavior

Trunk config Trunk config Trunk
switch 1 switch 2 behavior
On On On

Off On Off

Off Off Off
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Trunk config Trunk config Trunk
switch 1 switch 2 behavior
Auto Auto Off

Auto On On

Auto Off Off

When we create the PortChannel (discussed later in this chapter), it will be
configured to trunk. After clicking Finish (Figure 7-13), the FCIP link is created.

Note: |P addresses must not be in the same network as the mgmt0
(management) interface.

If FCIP has not previously been enabled then the FM wizard asks for
confirmation to enable FCIP on the switches that are not enabled, as shown in
Figure 7-13.

FCIP Wizard - /SAN/Fabric_mds9222i-2 1

' The Following Features should be enabled
A mds9222i-1:FCIP

mds9222i-2:FCIP

Do you wank FCIP Wizard to enable these features?

e [ me ] J

Figure 7-13 FCIP feature activation confirmation
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We can quickly check our setup by selecting SAN in the Logical Domains panel.
The dotted line shown in Figure 7-14 represents the FCIP link between 9222i-1

and 9222i-2.
(Cae = g
Switches | 1505 | Hosts | Storage | Summary
From From To To
WSANS | Switch Interface  Swikch Interface | Status
30 |mds9zz2i-1 fripz |mdsg2zzi-2 fFeipz ok |
av —
& -~
=5
Bz
5|
& = =
= = Qlagic 89:¢T:cd-H Qlogic 18:04:8FH
@, MILE_FCS0 Qlogic 05:4c:aa-H
B - \
\
iy Qlogic 18: era
@
=

sWC1 NODE1 _FCs0

\ \
20:04 Symsmswu 315 \

a=
IBM 8:01:00:27:2-5
1BM 8:01 UUMHC =]

IBM 8:01 DD‘M 21-8

Qlogic 89:b8:c0-H
mds9232i-2

INN
AR

1BM 8:01:00:37 £ 4841 8:01:00.37.de-5

Figure 7-14 The created FCIP tunnel is displayed in FM

7.3 Fibre Channel PortChannels

To perform this configuration you need two IP addresses on each SAN island.

This solution addresses link failures.

The following characteristics set Fibre Channel PortChannel solutions apart from

other solutions:

» The entire bundle is one logical (E)ISL link.

» All FCIP links in the PortChannel should be across the same two switches.
» The Fibre Channel traffic is load balanced across the FCIP links in the

PortChannel.
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7.4 Creating FC PortChannels

In the topics that follow we show how to create PortChannels in our environment.

7.4.1 Creating another FCIP tunnel using FM

We again select the FCIP tunnel wizard, as shown in Figure 7-7 on page 279.
We have to go through the five steps required to configure a second FCIP tunnel
The first step, shown in Figure 7-15, asks for the switch pairs.

FCIP Wizard - /SAN/Fabric_mds%222i-2

)

—

Please select bwo MDS switches ko be connected wia FCIP, Each switch | r
st have an ethermet port connected to IP netwiork bo function

A

/

correckly,

Between Switch: | mds9222i-1 |
and Switch:  mdsaz22i-2 [

[ Mext [~ H Cancel

Figure 7-15 FM FCIP Wizard panel 1 of 5
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In the panel, shown in Figure 7-16, we configure which Gigabit Ethernet
interfaces will make up the link. Highlight the correct interface from each switch
and click Next. In this example, we connect interface gigE1/2 on both switches.

" FCIP Wizard - /SAN/Fabric_mds9222i-2

2 of 5: Select Ethernet Ports
Flease select ethernet ports to be used in FCIP ISL between mds9222i-1 I Ii r..q

and mds92Z22i-2, Down ports should be enabled to function correctly,

Security can be enforced for unconfigured 1442 & 18+4 ethernet ports, \.

mds3z222i-1: mds9222i-2:

gigE1f1, 10,1,1,1j24 QigE1f1, 10.1.1.2/24
qigE1 )2 qigE1/2

QigE 143, {down) gigE13, {down)

qigE 144, {dovn) gigE14, {down) ‘

[C] Enforce IPSEC Security
Lze Large MTL Size |

imbo Frames §

[ - Back H Mext [~ H Cancel

Figure 7-16 FM FCIP Wizard panel 2 of 4

You can set up IPsec for your link in this panel and set your Ethernet frame size.

Chapter 7. IP services 289



In Figure 7-17 we show how to create the FCIP ISL with the properties that we
want. We code the IP addresses of the GigE interfaces.

FCIP Wizard - /SAN/Fabric_mds9222i-2

h-‘
Flease supply Ethernet Port IP Address. Specify Rouke if the Port

addresses are in different subnet,
Mote: The changes to IP Address and IP Route Addition will be applied
on pressing the Mext button.

TR
NI

—Switch mds9222i-1 (gigE1,2)
IF Address/Mask: |10.2.2.1 e.q. 10.1.1.1/24

[] Add IF Route:

—Switch mds9222i-2 {gigf1,2) ————————————————
IP Address/Mask: [10,2.2.2 e.q, 10.1.1.1/24
[1Add IF Route:

[ =" Back ][ Mext [~ ][ Cancel_

Figure 7-17 FM FCIP Wizard panel 3 of 5

We use a different subnet, which is recommended but is not a requirement. Your
interfaces may be across a routed network, and you have the ability on this panel
to add IP routes. To do this select the Add IP Routes button and fill in the route
details. Press Next and addresses from different subnets can be used, combined
with static routes defined on each switch indicating the correct path.
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Click Next to continue. In the next panel (Figure 7-18), we configure the FCIP

tunnel properties as described in more detail in Figure 7-9 on page 281.

" FCIP Wizard - /SAN/Fabric_mds9222i-2
4 of 5: Specify Tunnel Properties N

. . o
Please supply the following parameters to tune the TCP connections. IF
‘Write Acceleration is enabled, ensure that Flows will not load balanced

across multiple ISLs,

—a

|~

IMax Bandwidth: | 1000 E] 1..1000 Mb

Shared Dedicated
Iin Bandwidth:

J . S0 | Mb
Estimated RTT

{RoundTrip Time): =i :I B U

[] irite Acceleration

[ Enable Optimum Campression

[ - Back ][ Mext [~ ][ Cancel

Figure 7-18 FM FCIP Wizard panel 4 of 5
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Figure 7-19 is the final panel and we select our VSAN list and trunk mode.

" FCIP Wizard - /SAN/Fabric_mds9222i-2

5 of 5: Create FCIP ISL

Please supply Following parameters to create a FCIP tunnel, Specify Port I r.. r

WSAMN For nontrunkfauto and allowed WSAR lisk For Trunk tunnel.
MOTE: the FCIP link may take time to appeat in map.

—Between Switch mds9222i-1 {fcip4 over gigEl /1)
—And Switch mds9222i-2 {fcip4 over gigEl,/1)
—Attributes

WSAM Lisk: 20,30,4D| (1-4093) e.g. 1-22,29-45
Trunk Mode: () nanTrunk (3 trunk () auto

[ < Back ][ Finish ][ Cancel

Figure 7-19 FM FCIP Wizard panel 5 of 5

We select the default VSAN for this interface and configure the trunking behavior
for trunk and click Finish.
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In Figure 7-20, we can see the two individual FCIP links in the FM map. Notice
that the FCIP links show up as dotted lines to distinguish them from FC ISLs.

AHEEGF {SAN/ Fabric_mds9222i-2
Switches| Iils ‘ Hosts ” Storage ” Summaryl
From From To To
YSANs | Swikch Interface | Switch Interface | Status
a0 mdszzzi-1 Feip2 Imds5222i-2 feip2 3 |
£ |mdsn222i-1 [Feip3 Imosz25i2 feipd [ok |
AV
[a]
o
pre]
Ez
&
2 = ] = L]
5] NILE_FCS0 i Qlogic 89:¢1:cd-H )
m g‘ Qlogic 05:4c.aa-H Gl Qlogft 18:d4:8FH
Qlogic 18:f8a
@ g
-
e T = _-———-_-_-Mg-]‘bgch
SVC1_MNODE1_FCSO mdsa222i-1 md39222\
\a
IBM 8:01:00:1d:22-5
€]
20:04 SymBios 17:44:31-5
) )
=] =] g 1BM 8:01:00:37:85-5 B 8:01.00:37:dc-5
BM 8:01:00:27:e2-S 1BV &:01:00 T IBM 8:01:00:1d:21-S
[wel

Figure 7-20 FM map display of FCIP interfaces
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7.4.2 Creating a PortChannel on FCIP tunnels using FM

Now we show how to create a PortChannel on the FCIP tunnel using the GUI.
1. We start the PortChannel wizard, as shown in Figure 7-21.

Fabric Manager 4.1(1) [admin@localhost (session 2]] fSAN/Fabric_mds%222i-2
File Wiew Zone Tools Petformance Server  Help
i - [N 2
aSRe 4% | DREEAGRT | 68 | VRES | 2
leel] Barile Port Channel... E @ ﬁ
=3 3AN i I5Ls
__] Fabric_mds9222i-2 Switches Hosts | Storage | Summary
+-{.7) All WSANs From From Ta To
*i‘"'-...«' YSANDOOL (2 segments) WSAMs | Switch Interface | Swikch Interface | Status
#-05 1T50_YSAN_L0 (2 seqments) | |30 mdsa2zzi-1 [feip2 |rnds9z2zi-2 Foip2 ok |
J;r---_._; ITSO_YSAN_20(2 segments) |30 mds9222i-1 Foip3 mds9222i-2 feip3 _Dk ]
+1-{3) ITSO_YSAN_30
Leiaroups

Figure 7-21 Starting the Port Channel wizard

Note: The maximum number of Fibre Channel ports that can be put into a
Fibre Channel PortChannel is 16.
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. Inthe first panel of the wizard (Figure 7-22) we identify the switch pair that will
be linked by the PortChannel. In our case, Create New is automatically
selected (because there are no existing links to edit).

FC Port Channel Wizard - SSAN/Fabric_mds9222i-2
_‘
Select switch pair ta be linked by an FC Part Channel, _'

mds9222i-1 - mds9222i-2 (2 I5Ls)

(%) Create Mew

[ et [~ H Cancel

Figure 7-22 FM Port Channel Wizard panel 1 of 3

Note: Allow sufficient time after creating FCIP tunnel links before creating
a channel so that Fabric Manager can discover all the new links. You could
press Ctlr+R on FM to manually force a rediscover of the fabric.
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3. Highlight the links that will make up the PortChannel and, if necessary, using
the arrow keys, move them from the Available to the Selected column
(Figure 7-23). Click Next to proceed.

FC Port Channel Wizard - /SAN/Fabric_mds9222i-2
—

Select one or more ISLs to create a new Channel between mds9222i-1 and [

mds9222i-2. '

available Selected

Feip3 - Feip3 | Feip2 - Frip2 [

[] Dynamically Form Part Channel Group from selected ISLs.

’ -~ Back ][ Next [~ H Cancel

Figure 7-23 FM Port Channel Wizard panel 2 of 3

Tip: Select the Dynamically form Port Channel Group from selected
ISLs check box if you want to dynamically create the PortChannel and
make the ISL properties identical for the admin, trunk, speed, and VSAN
attributes.
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On the panel shown in Figure 7-24 we create the PortChannel.

FC Port Channel Wizard - /SAN/Fabric_mds9222i-2

Flease review the Channel attributes before pressing Finish to create. Converting all ee—
I5L{s) simultaneously into a port channel may be disrupkive, e —
MOTE: the Channel may take time to appear in map. For NPY Port Channel the Trunking '
will be enabled

—Between Switch mds9222i-1 (fcipz, fcip3)
Channel Id: |1 1256

Description: |To mds9222i-2

- And Switch mds9222i-2 {fcip2, fip3) ————————— _
Channel Id: |1 1258

Description: |To mds9222i-1

—Channel Attributes _— A
Pork YSAM: |1 1..40935

WSAM Lisk: | 1-4093 (1-4093) e.q. 1-22,29-45
Trunk Mode: () nonTrunk (%) trunk () auto

Speed: (+)auto () 1Gh () 2Gb () 46b () autoMaxzG () 8Gh () autoMax4G

Force Admin, Trunk, Speed, and ¥SAM attributes to be Identical

[ - Back ]| Finish |[ Cancel

Figure 7-24 FM Port Channel Wizard panel 3 of 3

This panel contains the following options:

VSAN List: This lists the VSANSs that the PortChannel will allow to traverse
the link. We allowed all of them to use our link.

Trunk Mode: You can enable trunking on the links in the PortChannel.
Select trunking if your link is between TE_Ports. Select nontrunking if
your link is between E_Ports (for example, if your link is between an MDS
switch and another vendor's switch). Select auto if you are not sure.

Force Admin, Trunk, Speed, and VSAN attributes to be Identical: This
option ensures that the same parameter settings are used in all physical
ports in the channel. If these settings are not identical, the ports cannot
become part of the PortChannel.

Speed: The port speed values are auto, 1 Gb, 2 Gb, 4 Gb, autoMax2G. 8
Gb, and autoMax4G.

Chapter 7. IP services 297



Note: In our example we allowed all/ VSANSs to traverse this PortChannel.
In a production environment ensure that only the necessary VSANs are
configured for its use. The reason for this is the limited bandwidth
associated with the WAN connections.

5. In the pop-up shown in Figure 7-25 we confirm that we want to create the

PortChannel.

\ FC Port Channel Wizard - /SAN/Fabric_mds92...

'j Converting ISL{s) into a part channel may be disruptive,
L} Do you wank to conkinue?

[ oves [ Mo ]

Figure 7-25 Confirm creation of the PortChannel

Important: The FM PortChannel wizard resets FCIP tunnels involved in
the process of PortChannel creation, and therefore it is disruptive for any
extended zones or IVR zones making use of those FCIP tunnels. Each

tunnel making part of the PortChannel will be taken down and then brought
up as part of the configuration process.

7.4.3 Implementing iSCSI

To demonstrate the steps involved in an iSCSI implementation we use the small
test environment shown in Figure 7-26.

.}
=

Windows PC

= 1 IP Network
svc Windows ==~
10.43.86.1 Server ;-
Senagal
10.43.86.10

Figure 7-26 Test environment
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One IBM SAN Volume Controller cluster is connected to an MDS 9222i equipped
with an integrated 18/4 MSM module. One interface of the MSM module is
connected to an Ethernet switch. Our Windows XP workstation and the Windows
2003 server are connected to the same IP network.

7.4.4 Target configuration

As is true with any implementation, make sure to take the appropriate time to
check all the relevant compatibility and support matrixes. For example, if you plan
on having Windows 2003 iSCSI initiators and the SVC as back-end storage,
check the Windows 2003 compatibility matrix where you should find supported
network cards (NIC), service packs, and additional recommendations.
Cross-reference this information with what you find from the storage matrix
compatibility:

http://www.microsoft.com/windowsserver2003/technologies/storage/iscsi/
default.mspx

The IBM storage and SVC interoperability sites are a useful references for
ensuring that you have a supported matrix:

http://www-03.1ibm.com/systems/support/storage/config/ssic/displayesssea
rchwithoutjs.wss?start_over=yes

http://www-03.1ibm.com/systems/storage/software/virtualization/svc/interop
.html

Also check the Cisco Interoperability site for compatibility:
http://www.cisco.com/en/US/docs/storage/san_switches/mds9000/interoper
ability/matrix/Matrix.pdf

Note: The Cisco MDS management interface, mgt0, must be in an IP network
address range that is different from the GigabitEthernet port.

Licences

Depending on which module is installed, we need to activate this on a
module-by-module basis:

» SAN extension over IP package for IPS-8 modules (SAN_EXTN_OVER_IP)

» SAN extension over IP package for IPS-4 modules
(SAN_EXTN_OVER_IP_IPS4)

» SAN extension over IP package for MPS-14/2 modules
(SAN_EXTN_OVER_IP_IPS2)
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» SAN extension over IP package for one MPS-18/4 or one MPS-18/4 FIPS in
the Cisco MDS 9500 series (SAN_EXTN_OVER_IP_18_4)

We select Admin — Licenses on Device Manager to see which licenses are
loaded and the status of each one. In particular, we want to check whether we
have SAN_EXT_OVER_IP_18_4, as we are using a 9222i. Make sure that it is
highlighted on the Licenses panel, as shown in Figure 7-27.

Important: If the licence is not installed, you will have a grace period of 120
days to purchase and install the licence.

* mds9222i-1 - Licenses

Features | Files | Instal | Usage

FEHS

Feature Installed Type Installed Count = Status  ExpiryDate | GracePeriod | Missing = Errors  Defaultlicenses
DMM_184_PKG |urdicensed inGracePeriod Unused |  [120days | 0 0
DIMIM_9222i_PKG :unlicansed inGracePeriod Unused___ 1120 days 0 1]
FM_SERVER_PKG permanent Unused |never | 0 0
MAINFRAME_PKG 'permdrlent Unused never 0 1]
ENTERPRISE_PKG permanent _ Unused never | o 0 a
DMM_FOR_SSM_PKG lunlicensed inGracePeriod Unused 120 days 0 1]
SAN_EXTN_OVER_IP [permanent counted 1 Unused never 0 0
SME_FOR_92221_PKG 'permanent Unused NEver 0 0
PORT_ACTIVATION_PKG :urllcensed Unused A 0 1]
SME_FOR_IPS_164_PKG tjrlicensed inGracePeriod Unused | 120 days 0 0
STORAGE_SERVICES_164 nlicensed inGracePeriod Unused 120 days 0 1]
EAN EXTH_OVER_IP 158 4 permanent counted 1 Unused never 0 [i]
SAM_EXTN_OVER_IP_IPS2 junlicensed inGracePeriod Unused 120 days 0 1]
SAN_EXTN_OVER_IP_IPS+4 ]unlicensed inGracePeriod Unused 120 days 0 1}
STORAGE_SERWICES_9222i !urlicsnsed inGracePeriod Unused 120 days 0 1]
STORAGE_SERVICES SSN16  lunlicensed inGracePeriod Unused 120 days 0 1]
10G_PORT_ACTIVATION_PKG wnlicensed Unused 1] 0
STORAGE_SERVICES_ENABLER_PKG permanent counted 1 Urused  never 0 1]

[ Refresh | [Hep | [ Cose |

18 row(s)

Figure 7-27 Device Manager Licenses panel
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Enabling iSCSI

We select Admin — Feature Control on Device Manager, as shown in
Figure 7-28.

[™ Device Manager 4.1(1) - mds922211 [admin] =]

Device Physical InterfFace FC  FICOM  IP Security  Admin Logs Help

S @B @ [ E (HEF 6 el -] 2 Everts ¢

Copy Configuration. ..

Dewice | Summary

Savwe Configuration
Flash Files. ..

MTP {Metwork Time Protocol).. .
Running Processes, ..

Licenses. ..
Feature Contral. ..
ZFS {Cisco Fabric Services)...

Show Tech Support. ..
2,943,586, 147 trap register I Up Bl Cown IllFail - Minor U1 Showe Image Version. ..
Shows Epld Wersion, ..
Show Cores...

Shows StartupfRunning Config...

Erase Startup Configuration
Reselk Switch

Figure 7-28 Device Manager Admin drop-down menu

We go to the iSCSI feature and click Enable in the drop-down menu, as shown in
Figure 7-29. Then we click Apply at the lower end of the Feature Control panel.

2 ES

Mame Status Action LastCommand Result
ivr enabled |noselection  |noSelection Inone _I
Feip enabled  |moSelection [noSelection none
Fcsp disabled |noSelection noSelection none
Ficon abled  |noSelection  |noSelection none
iscsi _ |disabled |neSele... [sInoSelection none
kacacs abled  [moSelection  |neSelection none
gos-manager |disabled |enable noselection rone
pork-security disabled |disable [% noSelection none
Fabric-binding  |disabled  |moSelection noSelection none
ike abled  noSelection noSelection none
isns-server disabled |noSelection  noSelection none
ipsec disabled |noSelection  [noSelsction none
pork_track abled  |noSelection noSelection none
scheduler disabled |noSelection  [noSelection none
npiv abled  |noSelection noSelection none
san_exk_tuner abled  InoSelection noSelection none
dpvm enabled noSelection noSelection none
extended_credit |disabled noSelection noSelection none
cloud-discovery abled |n05electi0n noSelection none
sdv disabled  |noSelection [noSelection none
cluster disabled |noselection  |noSelsction none
sme abled  |moSelection noSelection none
npy disabled |noSelection noSelection nons
isapi disabled |noSelection noSelection none
cimserver roSelection  |noSelection none
santap disabled |noSelection noSelection none
tpc disabled |noSelection noSelection none
drrn roSelection  |noSelection none
cluskter_test_app |disabled |noSelection noSelection none

[ Apply ] [ Refresh ] [ Help ] [ Close ]

29 rowis)

Figure 7-29 Device Manager Feature Control

iSCSI feature is now enabled for the 9222i-1 switch.
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7.4.5 Enabling iSCSI on the module

302

We now need to enable iSCSI on the module that we will use for our
configuration. In our case we use module 1. We use the command-line interface
to perform this function.

First we check to see whether iSCSI is already enabled by displaying the iSCSI
port that we are going to use. In Example 7-8 we use iSCSI interface iISCSI 1/4.
We can see that this interface does not exist. If the port does exist then iISCSI is
already enabled on this module.

Example 7-8 Show iSCSI interface

mds9222i-1# show interface iscsi 1/4

N

Invalid range at '~' marker.

If it is not already enabled, we need to enable our module for iISCSI and then
perform the same command as before to make sure that it is ready
(Example 7-9).

Example 7-9 Enable iSCSI on module 1

mds9222i-1# configure terminal
mds9222i-1(config)# iscsi enable module 1
mds9222i-1(config)# show interface iscsi 1/4
iscsil/4 is down (Administratively down)
Hardware is GigabitEthernet
Port WWN is 20:13:00:0d:ec:82:3d:00
Admin port mode is ISCSI
snmp link state traps are enabled
Port vsan is 1
iSCSI initiator is identified by name
Number of iSCSI session: 0 (discovery session: 0)
Number of TCP connection: 0
Configured TCP parameters
Local Port is 3260
PMTU discover is enabled, reset timeout is 3600 sec
Keepalive-timeout is 60 sec
Minimum-retransmit-time is 300 ms
Max-retransmissions 4
Sack is enabled
Q0S code point is 0
Maximum allowed bandwidth is 1000000 kbps
Minimum available bandwidth is 70000 kbps
Configured round trip time is 1000 usec
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Send buffer size is 4096 KB
Congestion window monitoring is enabled, burst size is 50 KB

We can now continue with our configuration using Device Manager.

7.4.6 Configuring GigabitEthernet for iSCSI

We use interface gigE 1/4 for our configuration:

1. Open Device Manager and right-click the port, then select Configure in the
drop-down menu, as shown in Figure 7-30.

) Device Manager 4.1{1) - mds9222i-1 [admin] MEx
Device  Physical Interface FC FICOM 1P Security Admin Logs Help
ﬂ@EEQE ﬂm‘laé? [v] Advanced
Deyice |ngmary

£ coeiont i

&

14 15 16 1718 L.
: gigE1/4

Configure.k
Monitar,..

- Enable
”/9.43‘86.14? trap register | 11p Sl Down MFal _ Minor | {Unreachable INOUtORServi Diszble
Figure 7-30 Device Manager Interface drop-down menu
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2. Select Edit IP Address, as shown in Figure 7-31.

mds922%i-1 - gigF1/4

iSCSI || i5CS1 TCP || FCIP Interfaces | Trunk Config | ¥LAM | Sub Interfaces | COP Meighbors

Descripkion:

Meu: | 1500 iIS?S.SDDD
Oper: nfa
PhysAddress: 00:17:94:ee:58:7d
Admin: &) up () dawn
Oper: down

LastChange: nfa
ConnectorPresent: true

CDP

IscsifuthMethod: [¥] none [ chap
[] PromiscuousMade
Autolegotiate
[] BeaconiMade

[ Refresh ][ Help ][ Clase ]

Data retrieved at 00:13:30

Figure 7-31 Device Manager Interface panel

3. Select Create, as shown in Figure 7-32.

mds9222i-1 - IPAddress gigF1/4
o EH &
Interface IPAddress|Mask

’ Refresh l[ Help l[ Close: ]
Drow(s)

Figure 7-32 Device Manager IP Address panel

4. Enter the IP address in the fields provided (Figure 7-33). The format is IP
Address/Netmask.

mds9222i-1 - Create IPAddress gig. ..

IPAddress/Mask: |10.43.86.1]

l Create I[ Close ]

Figure 7-33 Device Manager Create IP Address panel
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5. Select the Close button to return to the IP Address page, confirm that the
correct IP address is set, and select the Close button (Figure 7-34).

mds93222i-1 - IPAddress gigk1/4

FHS
Interface IPAddress/Mask
gigE1 (4 |10.43.56.1/24 |

Refresh Help Clgse

Figure 7-34 IP address set

created,

6. Select the check box Admin up and apply our changes (Figure 7-35).

mds9222i-1 - gigk1 /4

=

General | 551|551 TCP | ECIP Interfaces || Trunk Config | YLAM || Sub Interfaces | COP Meighbors

Description: ’
Mew: | 1500 iIS?ﬁ..QDDD
Oper: nfa
Physaddress: 00:17:94:ee:558:7d
Adrin: () g O dawn
Oper: down

LastChange: nja
ConnectorPresent: true

oP
[“]none []chap

[ PramiscuousMade

IscsifuthMethod:

[#] AutaMegatiate

[] Beacantade

IP Addressies)... | Aptl\% [ Refresh ][ Help ][ Close ]

Figure 7-35 Device Manager Interface panel

It is a good idea to check whether the interface has come up. If you want to be
sure that it is working, you can ping the server where you installed the
initiator, as shown in Example 7-10.

Example 7-10 ping to our iSCSI initiator

mds9222i-1# ping 10.43.86.10
PING 10.43.86.10 (10.43.86.10) 56(84) bytes of data.

64 bytes from 10.43.86.10:
64 bytes from 10.43.86.10:
64 bytes from 10.43.86.10:

icmp_seq=2 tt1=128 time=0.397 ms
icmp_seq=3 tt1=128 time=0.386 ms
icmp_seq=4 tt1=128 time=0.410 ms
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64 bytes from 10.43.86.10: icmp_seq=5 tt1=128 time=0.410 ms

--- 10.43.86.10 ping statistics ---
5 packets transmitted, 4 received, 20% packet Toss, time 4010ms
rtt min/avg/max/mdev = 0.386/0.400/0.410/0.026 ms

7. Select the iSCSI tab. On this tab we select the Admin up check box, VSAN
200, passThrough, and ipaddress options, as shown in Figure 7-36.

mds9222i-1 - gigE1/4 53

General | i5C5I | SCSITCP || FCIP Interfaces | Trunk Config | WLAM | Sub Interfaces | COP Meighbors

Description: |GE_iSCSI
Oper: 1Gb
PhysAddress: 20:1F:00:0d:ec:82:3d:00
Admin: ) up () down
Oper: up
LastChange: Z008/09)30-20:14:05
PortySan: 200 | [¥]

ForwardingMode: (3) passThrough () storedndForward () cutThrough
Initiator ID Mode: () name (%) ipaddress

—-Proxy
[[] Enable

Appl |[ Refresh ][ Help ][ Clase ]

Figure 7-36 Device Manager Interface panel

8. The Device Manager panel (Figure 7-37) shows that interface 4 in the MSM
module is up (shows as green) and that iSCSI is enabled in this interface
(small mark inside the interface).

Device Manager 4.1(1) - mds9222i-2 [admin] M[=1<
Device Physical Interface FC FICOM  IP Security  Admin Logs  Help
a®#Q [ (A b[Emas)?

[ [

Skakus: up, iISCSI
- Fip: unused
- feips unused
e o frip: unused

Hlup Moown [lFal - Minor | |Uneeachable Illoutofservice S

Figure 7-37 Device Manager Interface gige2/2
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At this point, iISCSI is enabled and we have a gateway working. Next we must
create an initiator and targets and zone them.

7.4.7 Creating initiators

With Device Manager started:
1. Select IP — iSCSI to get the panel shown in Figure 7-38. Click Create.

mds9222-1 - 15CSI
Initiators | Targets | Session Initiatars

1 =]
FROES

Discavery | Node Address | Mode Address Node Address | Port Address  Port Address Target Target
Mame or IP Address | %SAN Membership | Dynamic Persistent SystemAssigned | Wi Fersistent it Authlser | Userhlame | Password
[ Refresh ][ Help H Close ]

0 row(s)

Figure 7-38 Device Manager iSCSI panel

Our Windows 2003 server used for this example, Senegal, has 10.43.86.10
configured as its interface that is connected to the storage LAN network.
VSAN200 is the VSAN where we have our SVC ports.
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2. Select the following check boxes:
— Persistent and System Assigned for the node WWN mapping
— Persistent and System Assigned for the port WWN mapping (as shown
in Figure 7-39)

= ~

mds9222i-1 - Create iSCS1 Initiators

Mame or IP Address: |10.43.86.10

WSAN Membership: | 200

—MNode WWN Mapping
Persistent

Systembssigned

~Port WWWN Mapping
Persistent

=164

Or Static W)
{One Per Line)

AuthUser:

—Target Authentication
Userhlame:

Password:

[y

Figure 7-39 Device Manager Create iSCSI initiator panel

3. After we select Create, we have the IP address of Senegal registered as an
iISCSl initiator, and we have dynamically generated a WWN for it, as shown in
Figure 7-40.

Also, pWWN and nWWN were dynamically generated, and they are
persistent because we checked the Persistent check box.

mds9222i-1 - iSCSI
Initiskors | Targets | Session Initiators
FR2OES
Discovery | Mode Address | Mode Address Mode Address Paort Address | Port Address Target Target
Mame or [P Address | WSAMN Membership  Dynamic Persistent SystemAssigned | WWH Persistent W AuthUser | Userfame | Password
10.43.86.10 |200 | | [3:02:00:00 2082130102 |brue: |Cisco 23:01:00:0d:ec:82:3d:02 | | | |

[ Create... | [ Refresh H Help H Close ]

created,

Figure 7-40 Device Manager iSCSI Initiators panel
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7.4.8 Creating targets

We use an IBM SAN Volume Controller for our example.

To create iSCSI targets using Device Manager:

1. Select IP —» SCSI — Targets — Create, as shown in Figure 7-41.

mds$222i-1 - iSCS|
Initiakors |; Targets! Session Initiatars

[] Dynamically Impart FC Targets ‘ [ Eh @ @

Pork WWH(s) | Port WWM{s)  LUMMap (Hex) | LUM Map (Hex) | LUM Map (Hex) | Initiator(s) Access | Initiator(s) Access | Advertised  Trespass | RevertTo
iSCSIMame | Dynamic | Primary Secondary iSCSI FiC Primary FiC Secondary Al Lisk Interfaces | Mode PrimaryPort

Creatalz. [ Refresh H Help H Close ]
0 rowis)

Figure 7-41 Device Manager iSCSI Targets panel

2. We create the name ign.com.cisco.itsocl1.n1p4 and pick node1 port 4 WWN
from the Port WWN drop-down menu. We set Initiator Access to ALL
because we have zoning and LUN masking to control the access.

There are multiple options for access control. One is access by IP address or
ign.xxx name. This can be done at the LUN level as well. The other method is
by utilizing Fibre Channel zoning. Since each iSCSI initiator gets its own
pWWN per IP address, zoning by pWWN is feasible and preferred. Cisco’s
MDS does allow for zoning by IP address or ign.xxx name as well.
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3. We choose gigE 1/4 as the only interface where that target will be mapped
(Figure 7-42).

mds$222i-1 - Create iSCSI Targets

iSZ5I Mame: |ign.com.cisco.nlp4

Port WhAM: | 0:05:07:68:01:40:37:25 | [¥]

— Initiator Access

@ all O List

Mame or [pAddress
{One Per Line)

—Advertised Interfaces

() all (%) Select From List:
[T aigeLs1
[ gigELyz
[ gigELi=

CrEate | Close

Figure 7-42 Device Manager Create iSCSi Targets panel

After we select Create, we have itsosvccl1 node 1 port 4 registered as an iSCSI
target (Figure 7-43).

mds9222i-1 - iSCS|
Initiators | Targets | Session Initiators
[ Dynamically Import FC Targets ] @ E @
Port Wik(s) Port WWH(s)  LUN Map {Hex)  LUMMap(Hex)  LUN Map (Hex)  Initiator(s) Access  Initiator(s) Access = Advertised = Trespass | RewertTo
iSCSI Mame Dynamic | Primary Secondary iSCSL FC Primary FC Secondary | 4l List Interfaces | Mode PrimaryPort
ign.com.cisco.nipd [False |S0:05:07:65:01:40:37:65 | | | | |gigE1 4 | O | 7] |

[ Create... . [ Refresh ][ Help ][ Close: ]

created,

Figure 7-43 Device Manager iSCSI Targets panel

At this point our initiators and targets are created. We are ready to zone targets
and initiators as we do for FC. After zoning, we must load the client portion of the
code into the server and configure it before we are able to map disks from the
SVC to the server.
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7.4.9 Zoning iSCSI initiators

As stated previously, there are multiple options for access control. One is access
by IP address or ign.xxx name. This can be done at the LUN level as well. The
other method is by utilizing Fibre Channel zoning. Since each iSCSI initiator gets
its own pWWN per IP address, zoning by pWWN is feasible and preferred.
Cisco’s MDS allows for zoning by IP address or ign.xxx name.

Guidelines for zoning iSCSI hosts and the SVC

In a conventional Fibre Channel SAN, there will normally be a number of SAN
paths between a particular SVC I/O group and the server HBA ports that use the
VDisks supplied by that I/0 group. A multipathing device driver is run on the
server to resolve these multiple paths into a single logical device to which the
server can perform 1/O.

The multipathing device driver also provides failover and path recovery functions
that deal with scenarios where the SAN fabric paths change or fail. The present
iISCSI solution only supports a single path between the iSCSI host NIC and the
SVC VDisk, and there is no multipathing driver in the iSCSI host. This means that
there is no recovery from errors and it is not possible to concurrently upgrade the
SVC firmware while maintaining connectivity from an iSCSI host system.

As such, it is inappropriate for the SVC to present the VDisk at multiple ports in
the Fibre Channel SAN, and to prevent this the user must select a single SVC
port in each SVC I/O group that is to be associated with each iSCSI host. Zoning
is then applied in the MDS switch so that each iISCSI host can see only one SVC
port in each SVC 1/O group. If multiple iISCSI hosts are in use, the hosts should
be evenly spread across the ports in each SVC I/O group. The SVC svctask
mkvdiskhostmap command should then be used to ensure that each SVC VDisk
is mapped to a single NIC in the server.

In our example we configured the SVC and the DS4500 into a zone called
SVC_BACKEND. We now configure the host to SVC using the wizard.

Creating zones using the Fabric Manager iSCSi Setup Wizard

Since the iSCSI initiator has not logged into the switch at this point, manually
adding the pWWN (iSCSl initiator was created previously) into a zone is required.
Then we also need to add the pWWN of the storage.
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The easiest way to accomplish this task is to use the Fabric Manager iSCSI
Setup Wizard (Figure 7-44).

" Fabric 4 ger 4.1(1) [admin@localhost {session 2)] /SAN E]@
File ‘iew Zone Tools Performance Server Help
aSme ok | >SEIAURE 1Y WEED | ? g

Lagical Domains : @viscsl Setup... E ﬁ ﬁ

= 5 Switches |E|| Hosts || Storage |

(=) Fabric_mds9216i-1
- Logical Mame IP Address | WWH Status | Yendor | Modsl Release | Location Contack
MODS9216-2 9.43.86,124 |20:00:00:0b:5f:a3:ca:00 [Na Traps |Cisco D3-C9216 |3.3(1a)
|IBM_2005_BSK_1  |2.43.86,129 |10:00:00:05:12:90:16:5h ok Brocads |[Brocade w6.1.0c  |End User Premise.  [Field Suppart.
mds3216i-1 9.43.60,146 |20:00:00:0d:ec:2d:ca:40 [Na Traps |Cisco DS-CI216i|4.1(1)
{5 WSANOD30 mds9222i-1 0.43.86,147 20000:00:0d:ec:82:3d:00 [Na Traps |Cisco DS-C92221 |14.1(1) Jaco
{5 ITSO_YSAN_40 mds9222i-2 043,586,148 [ 20000:00:0d:ec:4a:c5:80 Mo Traps |Cisco D5-C92221 4.1(1) IT50 San Jose
{5 ¥SANODSD
{5 vSANO200
S < ] 11l >
AV — —

AY
Physical Attributes
[#-{5) Switches

() IsLs
[#-{3) End Devices

-------------------

mdsd222i-2

PHEAILL P T &

_____________________ IEIM_20EJS_B§K_1

MD589216-2 mds8216i-1

1€ [ I B
Fabric_mdssztéi-1 | [2] Loa|| [ Events|

5 roms

Figure 7-44 Fabric Manager iSCSI Setup Wizard
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To do this:

1. A portion of our work was done when we created the initiator. A list of known
initiators is displayed in the first panel of the Fabric Manager iSCSI Setup
Wizard, as shown in Figure 7-45. In our example, there is just one initiator,
Senegal, with IP address 10.43.86.10. We highlight it and click Next.

' iSCSI Wizard - /SAN/Fabric_itsosan08
1 of 3: Configure Initiator >
B
Select an existing iSCSI initiakor or configure a new initiator on a switch, ‘
(g
S
Mame IP Address | WSAMList | WwWh
172.16.10.83 172.16.10.83 12000 26:04:00:05:30:00:5e:40
Mame or IP Address: | 172.16.10,83
On Switch: |tsosan08—]

Figure 7-45 Fabric Manager iSCSI Wizard panel 1 of 3
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2. Inthe next step, all known targets are displayed (Figure 7-46). We select both
and click Add, located in the middle of the upper and lower panels. We click
Next.

" iSCSI Wizard - /SAN/Fabric_mds9216i-1 &

2 of 3: Select Targets

Select targets to be associated with iSCST initiator

wsAN: [iSCsIizo0y v

Available
Mamne Switch Interface | Feld i3SI Mame

[ wadd J[ A Remove ]
Selected
Mamne Switch Interface | Feld i3SI Mame
IEM 50:05:07:63:01:40:37:25 |md59222i-2 fclfz |Dx360001 |iqn.c0m.cisc0.n1p4|
SvCz |mdsazzzi-2 fe1js 0360101 |ign.com.cisca.n2pd |

[ - Back H Next[‘y[ Cancel

Figure 7-46 Fabric Manager iSCSI Wizard panel 2 of 3
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3. Once the targets are selected, we are able to name our zone. Cisco’s MDS
prompts us to name it starting with the prefix iSCSI (Figure 7-47). We click

Finish - Commit to activate our changes.

Note: For easier management we recommend prefixing the zone names

so that they start with ISCSI (for example, ISCSI_senegal_itsocl1).

iSCSI Wizard - /SAN/Fabric_mds9216i-1

Press 'Finish' to add the iSCST initiator 10,43,86, 10 ko YSAN YSANOZ00 and make its WWH persistent.
The selected storage ports and initiator WWH will be added ko a new zone on switch mds9222i-1 and
activated.

Zone: ISCSI_senegaI_itsocI1| [1Read Cnly

Zoneset: |SCHT

-
a

- Back nish Cancel

Refrieved 1 Zonesets ...

Figure 7-47 Fabric Manager iISCSI Wizard panel 3 of 3

4. Click Continue Activation to continue and save the configuration, as shown

-

=

in Figure 7-48.

Save Configuration - /SANfFabric_m...

After Activation
Save Running to Starkup Configuratiorg

0] Save Proposed Zone Configuration to:
({Local TFTP Server:9, 167,244, 32)

Conkinue Actipation Cancel
[
&

Figure 7-48 Activation of new zoneset
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5. Wait for the zone addition and activation to complete then select the Close
buttons, as shown in Figure 7-49.

® iSCSI Wizard - ISAN/Fabric_mds9216i-1 %
5

3 of 3: Select Zone

Press 'Finish' to add the iSCSI initiator 10.43.86.10 to ¥SAN YSANOZ00 and make its WiWN persistent.
The selected storage ports and initiator 'WWH will be added to a new zone on switch mds9222i-1 and

activatﬁ.

~
L

N
i

Zone: 1SCSI_senegal_tsodl []Read Only
Zoneset: SCSI

<] Bax Finish

i

Figure 7-49 Successful completion of iISCSI zone
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In Figure 7-50 in the upper right panel, last column, we can see the status of our
initiators and targets. In our case, the initiator is Not in Fabric. This is to be
expected since we have not configured the client at this stage.

Fabric Manager 4.1(1) [admin@localhost {session 2)] SAN/Fabric_mds%216i-1/YSANO200 M=%
File View Zone Tools Performance Server Help
SCHe EL% =DEEAURT | 892 | $E8ED | 2 advanced | v
Logical Demains =® SRS
=05 Henbrs
& [ Fabric_mds3z16i-1
153 Al VA zone Type | Switch Interface | Hame il Feld | LUNs | Status
1) VSANDDO1 15C51_senegal_tsocll Wi | |Cisco 23:01:00:0d:ec:62:3d:02 [23:01:00:0d ec:52:3d:02 | | [Mat in Fabric |
4100 VSANDD1O 15CSI_senegal_tsocll i |mds92221-2 Felf8  [SVC_BACKEND [50:05:07:68:01:40; 1d:21 |0=360101 | | |
-3 VSANDD20 ISCSI_senegal itsocll (Wi |mds9z22i-2 fe1j2 [IBM 50:05:07:68:01:40:57 65 _|50:05:07:68:01:40:37:65 0x360001
{3 VSANDD30
& () ITS0_YSAN_40
& 1) VSANOOSO
=) ¥sANOZ00
=3 i5CsI
15C51_senegal_tsocli
SN Backend = =
- WSAM Attributes &
[ Domain Manager o
+Port Security ettt et -
- Fabric Binding Ez mds9222i-2 mdsa222i-1
L FIcon =
L FSPF @
S50y
L Advanced Q
Groups @,
av
Physical Attributes @®
{3 Switches
© ) I8Ls
% {7) End Devices
=}
51 801:0037:5.5 1BM B:01:00:14:21-5
-
< >
Fabric_mdssz16i-1 | 2] Log | [ Events

Purge requested

Figure 7-50 Fabric Manager zone sets and zone display

At this point we are ready to load the client code and initiator into the server.
Once we have the code loaded and we have the initiator driver configured, we
can assign volumes from the SVC to the server.

7.4.10 Client configuration

Before implementing iSCSI check the compatibility matrix for the different
components that comprise your solution.

The Microsoft iSCSI Software Initiator supported hardware list is found at:
http://www.microsoft.com/windowsserver2003/technologies/storage/iscsi/
default.mspx

Note: At the time of this writing, Microsoft iSCSI Software Initiator Version
2.07 was released, but we used Microsoft iSCSI Software Initiator Version
1.06 for our implementation due to its compatibility with IBM SVC 4.3.0.
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Use the link below to access the Cisco interoperability site and determine the
correct iSCSI software required:

http://www.cisco.com/en/US/docs/storage/san_switches/mds9000/interoper
ability/matrix/Matrix5.htm]#wp266259

In our case this was 1.06, as shown in Figure 7-51.

Table 5-9 IEM SAN Yolume Controller {(SVC)

Windows Windows Linux RH 7.3,
IBM Storage 2000 2003 2.1,3.0 Heterogeneous SAN Multipath
Types 1.06 1.06 36.2 Switch Support Support
ESS 2105-800 |Yes es es Brocade and McDATA Mo

Inter-¥SAMN Routing (VR) is " - |

ESS 2105-F20 |Yes es es supported Mo
DS 8x00, 4x00 |Yes Yes Yes Mo

Figure 7-51 SVC software interoperability

Downloading the Microsoft iISCSI Software Initiator
The Microsoft iISCSI Software Initiator is obtained from the following link:

http://www.microsoft.com/downloads/details.aspx?FamilyID=a6515fh0-2b6f-
431f-alOb-0b8fe88d256d&DisplaylLang=en
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We click the Download files below link, as shown in Figure 7-52.

Notice: Microsoft product images are reprinted with permission from Microsoft
Corporation.

@ Download details: Microsoft iSCSI Software Initiator Version 1.06 - Microsoft Internet Explorer E]@
. I »
e Back - J B @ l\J s ! search ﬁ;t( Favorites Q‘f =5 File Edit  Wiev "f

Address |@ http:”www.mn:rosoft‘com,l’dawn\oads)’detal\s.aspx?Fam\IyID=a6515FbU—2b6f—4a1F—aIDb—Ube688d256dE[VI Go _Links > i & snaglt E Bt

BB -t

. e
Download Center Home Search | Al Downloads . Advanced Search

Product Families

‘C’)“m:e” Microsoft iSCSI Software Initiator

carors Version 1.06 Microsoft

Busingss Solutions

Bevalpar Toels Brief Description

: {build 302}
windows Live warsion 1.06
MSHM
Games & xbox On This Page
windows Mobile & Ouick Details & Owerview
All Downloads 4 Svystern Requiremnents o Instructions
pDownload Categories & Related Resources & What Others are Downloadin
GemiEs 4 PRelated Downloads
Direct®

Internet {b

windows Security & Updates
windows Media

Quick Details
Drivers \
Horne & Office MRt L
Mabile Devices Date Published: 6/12/2005
Mac & Other Platforms Language: English M
@ http: . microsoft, comfdownloads{det ails aspx PP amily ID=a851 5fb0-2baf-4a1f-a1 0b-0b&fedad 256 daDisplayLang % B Internet

Figure 7-52 Microsoft iSCSI Software Initiator Version 1.06 Web page
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We pick the 32-bit version, as shown in Figure 7-53, because we are running our
test in a 32-bit Windows 2003 server.

] Download details: Microsoft iSCSI Software Initiator Yersion 1.06 - Microsoft Internet Explorer g@

egack - J \ﬂ \g { :\] /._-" Search i;(Favorites ‘3 - “.‘i E‘a _] A B = i ""l'"

Address |E:|http:waw‘m\crnsnft.cnmjdnwnlnads;‘deta\ls.aspx'#Fam\IyID:aSS15FhD-2h6F-4a1F-alﬂh-Dh8FeESd256dEV GD ;Links » & snaglt E B

Files in This Download &

The links in this section correspond to separate files available in this download, Download the files
maost appropriate for you,

File Name: File Size

1.06-initistor-iaédfre msi 1.2 MB Download

1.06-initistor-x86fre. msi 982 KB

relnotes txt 16 KB

uguide.doc 174 KB
4 Top of page

Related Resources

1. MWindows Storage Homne Page
. Internet Small Computer Systern Interface (ISCST)

2z
3. Microsoft Support for (SCST
4, Career Support for Microsoft Certified Professionals

4+ Too of page M

& = 4 Internst
Figure 7-53 Microsoft iISCSI Software Initiator Version 1.06 download Web page

Installing Microsoft iSCSI Software Initiator

In this section we install the Microsoft iISCSI Software Initiator in a server
equipped with two Ethernet cards. One of these is dedicated to the storage LAN
network. If you are going to implement iSCSI with high availability in mind, the
installation process is the same.

To install the iSCSI Initiator package, we run the appropriate MSI installer
package by double-clicking the file icon (Figure 7-54) from an Explorer window.
You must be logged in as an administrator to install the Microsoft iISCSI Software
Initiator package.

Figure 7-54 iSCSlI initiator installation package icon
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The first panel we see is the Wizard welcome panel, as shown in Figure 7-55.

i'é" Microsoft iSCSI Initiator

Welcome to the Microsoft iSCSI Initiator Setup
Wizard

The installer will guide you through the steps required to install Microsoft ISCSI
Initiator on your computer,

WARNING: This corputer program is protected by copyright law and international
treaties, Unauthorized duplication or distribution of this program, or any portion of it,
may result in severe civil or criminal penalties, and will be prosecuted to the masximum
extent possible under the law.

Cancel | = Back |

Figure 7-55 Microsoft iSCSI Initiator Setup Wizard welcome panel

From there:

1. Choose the install location. We use the default value, as shown in

Figure 7-56. This operation is conducted by the superuser (in this case,

administrator). We do not want anyone else to have access to this software,

so we leave Just me checked and select Next.

i'é" MicrosoftiSCSI Initiator ‘

Select Installation Folder

The installer will install Microsoft iISCSI Initiator to the following folder.

To install in this folder, click "Mext". To install to a different folder, enter it below or
click "Browse",

Folder:

Install Microsoft ISCSI Initiator for yourself, or for anyone who uses this cormputer:

" Everyone

& Just me

|C:\F‘r0gram FilesiMicrosoft iSCSI Initiator, Erowse. .. |
Disk Cost... |

Cancel | = Back

Figure 7-56 Microsoft iSCSI Initiator Select Installation Folder panel
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Before any further action takes place, the Microsoft iISCSI Initiator Wizard
says that is ready to start the installation process (Figure 7-57).

i'é" Microsoft iSCSI Initiator

Confirm Installation

The installer is ready to install Microsoft ISCSI Initiator on your cormputer,

Click "Mext" to start the installation.

Cancel ] = Back

Figure 7-57 Microsoft iSCSI Initiator Confirm Installation panel

2. After reading the software license agreement, check the | agree box and then
click Next, as shown in Figure 7-58.

i'é" Microsoft iSCSI Initiator

License Agreement

Please take a moment to read the license agreement now. If you accept the terms
below, click T Agree”, then "Mext". Otherwise click "Cancel”,

END-USER LICENSE AGREEMENT FOR MICROSOFT ﬁl
SOFTWARE

MMicrosoft iISCSI Initiator 1.0

IMPORTANT - PLEASE READ THIS END-USER LICENSE
AGREEMENT (“EULA") CAREFULLY. BY INSTALLING,
COPYING OR OTHERWISE USING THE SOFTWARE THAT  ~|

" 1 Do Mot Agree

Cancel | = Back | MNext = I

Figure 7-58 Microsoft iISCSI Initiator License Agreement panel
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3. Select Install Complete iSCSi Initiator (Figure 7-59).

Microsoft iSCSI Installation Program

55l Installation Options

& Install Complete iSCSI Initiator
" Install iSCSI Service Cnly
" Uninstall iSCST Iritiakor and Service

" Perfarm No Ackion

mi5HE Installation Cptions
€ InstalliSHS Service
€ Uininstall {55 Service

€& Perfarm Mo Sckion

Cancel

Figure 7-59 Microsoft iSCSI Initiator iSCSI installation options

4. The End User License Agreement (EULA) appears. After reading it, click
Agree (Figure 7-60).

End User License Agreement (ELILA) ‘

Flease read the following end user license agreement, Use the scrollbar to read the entire
agreesment,

END-USER LICENSE AGREEMENT FOR MICROSOFT il
SOFTWARE

Microsoft iISCSI Initiator 1.0

IMPORTANT - PLEASE READ THIS END-USER LICENSE
AGREEMENT (“EULA™) CAREFULLY. BY INSTALLING,
COPYING OR OTHERWISE USING THE SOFTWARE THAT
ACCOMPANIES THIS EULA, YOU AGREE TO THE TERMS

OF THIS EULA, IFYOU DO NOT AGREE, DO NOT

INSTALL, COPY OR OTHERWISE USE THIS SOFTWARE

AND, IF APPLICABLE, RETURN IT TO THE PLACE OF LI
Do you accept: all kerms of the preceding license agreement? I ywou do not agree to all kerms

of the license agreement, click Cancel to abort Setup, Otherwise, if you do agree to all terms
of the license agreement, click Agree to continue Setup,

Cancel |

Figure 7-60 Microsoft iISCSI Initiator End User License Agreement
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The software is installed and if everything has been successful you will see a
pop-up similar to that shown in Figure 7-61.

Microsoft iSCSI Initiator Installation Program |

1 The Microsoft iSCSI Initistor was installed successfully!
The Microsoft iSCSI Initiator service has been started automatically.

s

Figure 7-61 Microsoft iSCSI Initiator Installation Program

Figure 7-62 shows a panel that contains information about how to solve a
possible installation problem.

i'é" Microsoft iSCSI Initiator

Microsoft iSCSI Initiator Information

If setup completed successfully, the iISCS1 initiator has been installed on your
computer.

If setup reported an error, the iISCS] initiator was not successfully installed. You
can try to resolve the problem by doing the following:

1. Review the iSCS| readme.tet file located in the directory that the ISCS|
files were installed for information on how to correct the problem. ISCSI
files are typically installed in C\Program Files\Microsoft iScsi
Initiator.

2. Restart this installer and choose the Repadr option to repair the iISCSI
initiator installation.

Cancel_l = Back |

Figure 7-62 Microsoft iSCSI Initiator Installation Information
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5. Our installation was successful, so we select Next. The following panel,
shown in Figure 7-63, states that our installation was successful.

i'-.%‘ Microsoft iSCSI Initiator

Installation Complete

Microsoft iSCSI Initiator has been successfully installed,

Click "Clase" to exit.

Cancel | = Back |

Figure 7-63 Microsoft iSCSI Initiator Installation complete

Configuring Microsoft iISCSI Software Initiator
A Microsoft iSCSI Initiator icon is placed on our server desktop after the
successful installation, as shown in Figure 7-64

]
HS

Microsok

Irmiki

Figure 7-64 iSCSI icon
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To configure Microsoft iSCSI Software Initiator:

1. Double-click the icon to get started and click Add on the Target Portal tab, as
shown in Figure 7-65.

Note: Before proceeding, make sure that you have the iSCSI target
gateway IP address and your host zoned to the targets.

iSCSI Initiator Properties 2=l
ISMS Servers | Perzsistent T argets Initiatar Settings I MPIO Devices I
Target Portals | Available Targets I Agtive Sessions
r— Description

Click Add to connect to a target portal identified by itz |P address or
DMS name. The initiator will connect to the portal, establish a discovery
session, and gather target information.

After adding a target portal, click the Available Targets tab to view the
targets and start the logon process.

Awailable portals:

Address | Socket | Adapter | Fart J

Add... Eemove | Figfrezh J

QK I Cancel J Lpply |

Figure 7-65 Microsoft iISCSI Initiator Properties panel
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2. Fill'in the fields by entering the IP address of the gateway (Figure 7-66). The

IP address 10.43.86.1 was previously configured in the MDS to act as an

iISCSI target gateway.

Add Target Portal

Tupe the IP address or DNS name and socket number of the portal you
wiant to add. Click Advanced to select specific settings for the discovery
sezzion to the portal

|P address or DMNS name: Socket:

10.43.36.1 |3250 Advanced... |

x|

oK I Cancel

Figure 7-66 Microsoft iSCSI Initiator Add Target Portal form

3. Once the Target Portal is established under the Available Targets tab, click
Refresh, After a short period of time, all the available iISCSI targets are listed.
Highlight the target and click Log on, as shown in Figure 7-67.

21 x|

i5CSI Initiator Properties )
15MS Servers i Persistent Targets ] Initiator Settings l MPIO Devices i
Target Portals Aailable Targets | Active Sessions
— Dlescription

Select a target and click Log O to access the storage devices |
target. Each logon starts an iSCS| sezsian,

After you log on, pou can click the Active Sessions tab to see de
about the newly established ezsion.

or that

bails

Select a target:

ign.com, cisco.nZpd Inactive

LogOn... | Refresh |

(]9 I Carncel |

Apply

Figure 7-67 Microsoft iISCSI Initiator Available Targets panel

Chapter 7. IP services

327



4. After clicking Log on we are prompted for additional options (Figure 7-68).
Select the check box Automatically restore this connection when the
system boots.

Log On to Target |

T arget name:

qun.com. cisco.nlpd

v
[ Enable multi-path

L\. Only select this option if iISCSI mulki-path software is already installed
=3 on your computer.

Advanced... Ok Cancel
dvanced. | | |

Figure 7-68 Microsoft iSCSI Initiator Log On to Target panel

5. Repeat the same process for each target. The final result is shown in
Figure 7-69.

ISMNS Servers ] Persistent T argets I Initiator Settings I MPIO Devices
Target Partals Avvailable Targets ] Active Sessions

— Dezcription

Select a target and click Log On to access the storage devices for that
target. Each logon starts an ISCS| zession.

After pou log on, pou can click the Active Sessions tab to zee details
about the newly establizhed zession.

Select a target:

MHame | Status |
ign.com.cizco.n] pd Connected
ign.com.cizco.n2pd Connected

Fiefrezh |

0K Cancel | Lpply |

Figure 7-69 Microsoft iISCSI Initiator Available Targets panel
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At this point, we are now able to assign volumes from the SVC.

7.4.11 Additional information

An in-depth discussion and implementation of iISCSI with high-availability and
security considerations is available in IBM/Cisco Multiprotocol Routing: An
Introduction and Implementation, SG24-7543.
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Analysis tools
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8.1 Fabric Manager analysis tools

Fabric Manager has several tools that can be useful in monitoring the health of
the fabric, the status of individual switches, test end-to-end connectivity of
devices, and monitor ISL performance. The following tools will be discussed in
the topics that follow:

Switch Health

Zone Merge Analysis

Fabric Configuration Analysis
End to End Connectivity Analysis
FC Ping

FC Traceroute

Show Tech Support

YyVVyVYyVYVYYVYY

8.1.1 Switch Health

The Switch Health tool performs a check on the status of the components on
each switch in the fabric. Start this tool by selecting Tools — Switch Health from
the Fabric Manager menu bar, as shown in Figure 8-1.

File “iew Zore Took Perfomance Server Help

a@ammﬁml&m IR [sdn.. 7]

- —  Fabric Configuration
Logical Domains m e RS S Sele(lad Edge Interfaces..,

B0 5 End to End Connectiviy...
GE”EVEWEh(nr\tmllthredltlOtherlFLOG]'Tvur\k(nr\ﬁg‘Tvur\kFal\uvesIPhys\ca\'(apah\l\tyIIPIFCrSPIiSCSIliSCSITCPlQnsnake“mtlF[[ONP RS

SOZE Fis
Ay Trace Route. Mode |Mode |Port |Cynamic Speed Speed |Rate Status  |Status | Status
DVsE - Tiace Path Swikch Interface |Admin | Oper |VSAN |VSaM | Description | Aliss Admin Oper[Mode Service | Admin | Oper | Failu
E'g xii Data Mobity Manager b ||mds9222i2fc1f9— Fx F | s0jja | [IEM 50:05:07:68:01:20:1d: 1c |auks |4Gb  |shared |10 up lup nore
Syuee  Sever LUN Disoovery
@  Fleshtach »

D v

" Goups  Device Manzger Jal; | o
Command Line Interface o=
Show Tech Support =]
Flun CLI Commands =1
Compact Flash Repor... B Emulex 32:47 10 H a
Dtter = sa«ge}-\\ /Dnzf w2

B A—
Phiysical Attributes @ e .- -

Ly e A= PALAU_1 aaar MDS8218-2
Hardware 181, 2nn5 BSI_1 a
Licenses 54 '““32‘5 1 181 gtf1:00:14:1

+-CFS @

B Clock 3
Supervisor Statistics e
Copy Configuration

() Interfaces 2004 SymB 5 172318 -

) FC Services Ologic 89:b8:c0-H ;

) Events m?&

EHD Securicy EMQO'OOQ/ IS b b bbbt
WY mdﬂlll :

mdﬁiii 1

) N_Part Virtualizer (NPY) _ L

B s o
al 80:b8:e0-H|
Port Channels ADIC 1 40 EIE 70:08-5 L]I S BD eliedHBlegie “
eFCIP
-

- Statistics SIMAGHDE nie_ "

=) End Devices o
gmsaasm |eMeo|oo|az|s

“-Hosts | ‘EM”‘D“’ o5 E biouEDE 1aMsmnnmzzs

--Storage

- Device Alias -

LDRYM ‘ | Y

+-I5CST

o x| Fabric_mdso222i-2 [ 2] Loa | [ Events

1 row, queried 1 switch

Figure 8-1 Start Switch Health Analysis from the Fabric Manager Tools menu
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You will be given the Fabric Manager Switch Health Analysis window, shown in
Figure 8-2. Select Start to begin the analysis. When it has performed its
analysis, the results are shown under the Problems heading.

& Switch Health Analysziz - /SANSFabric_mds9222-2

™ Ignore Inkerface Link Failures

™ Ignore wsanMatchIsolation Tronk Failures

~Problems
Switch Problem Description !

Skark EI Details Clzar l Close J

Figure 8-2 Start Switch Health Analysis

When performing health analysis you can change the default configuration of
health analysis by selecting the following options, and as shown in Figure 8-3:

» Ignore Interface Link Failures.
» Ignore vsanMatchlsolation Trunk Failures.

An in-depth switch health analysis using Fabric Manager will verify the status of
all critical Cisco MDS switches, modules, ports, and Fibre Channel services.
Over 40 conditions are checked. This tool provides a very fast, simple, and
thorough way to assess Cisco MDS switch health.

@ Switch Health Analysis - /SAN/Fabric_mds9222i-2

I Ignore Inkerface Link Failures

[~ Ignore wsanMatchIsolation Trunk Failores

~Problems

Switch Problem Description

mds9216i-1 |Other Interface Failures fc1f10

mids9222i-1 Interface Link Failures Fe1f12-Fe1f13,Fclf18
mds9222i-2 Interface Link Failures fe1f12,Fe2f37

mds9222i-2 Other Inkerface Failures fc1f13

mds9222i-1 |Physica| wsanMatchlsolation Trunk Failure Fe2/37 wSaM40,Fe2/37 YSANSD

Cgkart Detkails Clear | Close Q

Last Updated on 20058-09-30 11:11:06: error

Figure 8-3 Switch Health Analysis output
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We can highlight specific problems and select the Details button to get further
details.

8.1.2 Zone Merge Analysis

The Zone Merge Analysis tool (available from the Zone menu) enables you to
determine whether zones will merge successfully when two Cisco MDS switches
are interconnected. If the interconnected switch ports allow VSANs with identical
names or contain zones with identical names, then Fabric Manager verifies that
the zones contain identical members. The merge analysis tool can be run before
attempting a merge, or after fabrics are interconnected to determine zone merge
failure causes. Figure 8-4 shows how to start the analysis.

| @ Fabric Manager 4.1(1) [admin@localhost (session 2]] /SAN

File ‘“iew | Zone Toolz Performance Server Help

=] & @  EdtLocal Full Zone Database... E & n o = | 19 | L e | 2

“Logical Doy D'eactivate Zoneset.. _—
Eg B Copy Full Zone Database. .. El @ EF] &r;' (‘?’ @ i
o itches | IsLs | Hosts | Storace |
= —) Merge Fail Recovery... WI_LL” J
- ogical Mame IIP Address ]WWN IStatus Wendor |Madel Release
o t£)59216-2 |9.43.86.14 Z0:00:00:00:5F:53:ca:00 Mo Traps [Cisca |DS-C9216 3.3(1a)
m} IM_Z005_BSkK_1 43,86.129 10:00;00:05: 1e:90:16:5h ok Brocade Brocade  |w6.1.0c ||
0 VR » 445521611 9. 5 lﬁ‘@:UU:UU:Ud:ec:Zd:ca:qu Mo Traps |(Cisco |DS-C92161 14,1013
I;| . ds9222i-1 943, B ZD:_DD:DD:Dd:ec:SZ:Sd:DD |ND Traps|Cisco  |DS-C92221|4.1(1)
i DJ ITSC_WSAN_40 mds9222i-2 _|9.43.86.1 20:00:_00:0d:ec:4a:c5:80 |ND Traps|Cisco  |DS-C92221|4.1(1)
i C1-07) ¥SANOOS0
103 YSANOZ00 ‘
5----Groups

Figure 8-4 Start Zone Merge Analysis
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You will be given the option to perform zone merge analysis for every VSAN in
your SAN network, as shown in Figure 8-5.

Note: We strongly recommend that you conduct zone merge analysis before
merging or connecting two or more switches and initiating the zone merge
process. This tool allows us to avoiding problems caused by, for example,
duplicate zone names, duplicate aliases, zone membership conflicts, and so
on.

@ Zone Merge Analysis - /SAN/Fabric_mds9222i-2

Check Switch 1: Imd59222i—1 VI and Switch 2: Imd59222i—2 v|

For Active Zoneset Merge Problems in WSAR Id: |2EIIZI ﬁ 1..4093

~Results

|»

WEAN 1 Actiwe Boneset Merge Beport for mds3888i-1 and md=98E8i-¢
mds3iiii-1 has mo active monmeset on WEAN 1

T3EN 10 Active Zoneset Merge Beport for mds3iiii-1 and mdsdiiii-3
mds3iiii-1 has no active moneset on WIAN 10

TIEN i0 Active Zoneset Merge Beport for mdsJ3ifii-1 and mds93iii-i
Zoneset IPC_M FLIF merge will succeed

PIEN 20 Artive Zoneset Merge Beport for mds3iiii-1 and mdsdiiii-i
mds3EiEi-1 has no active mon=set on VIAN 20

VIAN 40 Active Zoneset Merge Eeport for mds3iiii-1 and mds3iiii-i
mds3EiEi-1 has no active mon=set on VIAN 40

VIAN 50 Active Zoneset Merge Beport for mds338ii-1 and mds838ii-3

Zoreset momcmeset merge will succeed

VIAN E00 Actiwe Zoneset Merge Beport for mds383fi-1 and mds388Ei-3
Zomezet i303T1 merge will succeed

Figure 8-5 Zone Merge Analysis output

8.1.3 Fabric Configuration Analysis

Fabric Manager includes a Fabric Configuration Analysis tool. It compares the
configurations of all Cisco MDS switches in a fabric to a reference switch or a
policy file. You can define what functions to check and what type of checks to
perform. The analysis can look for mismatched values and missing or extra
values. If all configuration checking is performed for all functions, over 200
checks are performed for each Cisco MDS switch.
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To run this tool select Tools — Fabric Configuration from the Fabric Manager

menu bar, as shown in Figure 8-6.

bric Manager 4.1(1) [admin@localhost (session 2)] /SAN/Fabric_mds922.

File “iew Zone Took Perfomance Sever Help

Supervisor Statistics
Copy Configuration
() Interfaces
- 5) FE Services
[ Everts
- () Seeurity
HPIY
-5 N_Port Virtualizer (NPY)
SRt &

+-Part Channels ADIC 1:40:08:70:08-5

=]
20,04 SymBios 17

/

B e 010037 Ty
mddlll\‘\

LFCIP |2

NLE T
Qlogic 18:448EH

- Statistics =2 |
(=3 End Devices DIMAONDE
Hosts
Starage

1BM 8:01:00:37 255 =

= @ M @  SwichHealh F
- Logieal Domains ]
-0 58N End to £nd Cernmcivin, s | [ ) @ @
SO Pro General | Bb Contrel | Bb Credit | other | ELP | Trurk Corfig | Trunk Failures | 1 | FSpF | Physical | Capabiity | F-SP | Qos Rate Limit | Domain mar | License | ... | «[ »
B0 AlY Trace Floute Swikch | Interface, ¥5AN Id [FaiureCause [
-2 Y55 Trace Path. mdsg2221-1 Fe2f37, 40 [vsanMismatchlsolstion |
B VS pa Mobiliy Manager  » || 5322201 [Fezia7, 50 |vsanMismatchlsolation |
LY o e LUN D
i vee e iscovery
Sy Flendtiach 3
00 v= [—
- Groups
CommandLine Inteiface [
Show Tech Support =]
Fun CLI Commands; =
Compact Flash Repor s = Emulex 32:a7 4 3
Dther dEE SENEGAL™ B
Q =
skl trbutss @ PAE'U . e el e
i L o . MDSE218-2
Hardivare S e /BM_2005, B8k _1 \/@
e B '““;215'1 1BM g:1:00:1d: ¢
CFs @
3 Clock

svez

\

Glogla 89:b6:00H

Disk2

mdsQZZZ\ 2

- 5
Olagic 89:e1:ed-H Qlogic 59:b:e0-H
]

1B 8:01:00:1d:21-5
DIGMEDE_fo 5.01 nn 1d22.5

~Device Alias
DR

‘
v = | P pabric_masszazre [ 1] tea] [ Everts]

2rows, queried L switch

Figure 8-6 Selecting Fabric Configuration analysis
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Figure 8-7 shows the Fabric Configuration Analysis window. Select Compare to
perform the check. In this example we have four Cisco MDS switches in our
fabric:

» mds9222i-1
» mds9222i-2
» mds9216i-1
» mds9216i-2

We will perform analysis of all switches, and as our policy switch we choose the
mds9222i-2 switch.

@ Fabric Configuration Analyziz - /SAN/Fabric_mds92224-2

& Palicy Swikch Imd59222i—2 "I

Cornpare Againsk:
i~ Palicy File I l

Ak Folicy. .

—Inconsistencies

Switch Resolve Feature Description

Compare Q Hesolie [ssues Clear Close

Figure 8-7 Comparing configuration

Before starting Fabric Configuration Analysis you can configure parameters to
check during configuration analysis. You can select the Rules button, as shown
in Figure 8-7, and decide what conditions will be validated during configuration
analysis.
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When you click the Rules button you will be presented with the conditions to
define for analysis, as shown in Figure 8-8.

Fabnc Bules - /SAN/Fabnic_mds3222-2

Fests |Mismatched Uahues| Missing Entries | Extra Entries |

n
I v

&1

Figure 8-8 Select condition to validate during configuration analysis

KRR
<< < <R

<<
<)<t
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To start analysis select Compare and the configuration of the other three
switches will be checked against the configuration of the mds9222i-2. As shown
in Figure 8-9, inconsistencies have been found.

Figure 8-9 shows that you might be able to resolve some of the errors (indicated
by the check mark). Click the Resolve Issues button to attempt to solve the
selected problems.

@ Fabric Configuration Analpsiz - f/SAM/Fabric_mds9222-2

Compare Against:

—Inconsistencies

+ Paolicy Switch Imd59222i-1 vI

™ Paolicy File |

Swikch Resolve »  |Feature Drescription

MDS9216-2 v WSAN Missing ¥SAH(s):20, 30, 40, 50 |

mds9216i-1 I WSAN Missing WS&k(s):40, 50

mds9z2zi-2 v WM Mlissing WSk 40

mds9216i-1 ' Zone_Policies rismatch zonesetPropagationMode, 10=FullZone3et

mds9z216i-1 [ Zone_Policies |Misrnat|:h zonesetPropagationtode, 20=fullZone3et

rds9216i-1 ' Zane_Policies IMismatch zoneSetPropagationMaode. 30=fullZoneSet

mdsI222i-2 [ Zone_Policies Mismatch ZDHES%pagatiDHMDdE. 10=FullZone3et

rmds9z22-2 [ Zone_Policies Misrmatch zoneSetPropagationtode . 20=FfullZoneSet

mds9222i-2 ' _Znne_Pnlicies Mismatch zonesetPropagationMode, 30=FullZoneset

mds3z22i-2 ' _:Znne_PnIicies Mismatch zoneSetPropagationMode. S0=fullZoneSet

MD39Z16-2 ' ZallHomeProfile  Mismatch callHomeDestProfileMaxiMsgsize, 3,120, 109, 103=5000(

MDS9Z16-2 | CalHomeOther  |Mismakch sysContack, 0=

MD39Z16-2 [ CallHomeother  [Mismatch sysContackEmailaddress, 0=

MO39z 16-2 I-_ CalHomeother  |Mismatch sysConkackPhoneMumber, 0=

MD39z216-2 ' CallHomeother  Mismatch sysStrestiddress, 0=

MDgaz16-2] r CallHomeother  Mismatch callHomeCaontrackId, 0=

MDs9z16-2] [ CallHomeother  Mismatch callHomeCustomerId. 0=

MDS9z16-2 [ ZallHomeother  Mismatch callHomeEnable . 0=Ffalse

MDS9216-2 ' ZallHomeother  Mismatch callHomesiteld. 0=

mds9z216i-1 [ ZallHomeother  Mismatch sysContact. 0=

mids9216i-1 | ' CallHomeother  Mismatch sysCaontactEmailaddress, 0=

md|59216i—1 [ [ CallHomeOther  [Mismatch sysContackPhoneMumber. 0= | _ILI
4 »

93 discrepancies found, Tue Sep 30 11:13:35 PDT 2003

Compare I Resolve Issues[ﬂ Clear | Close |

Figure 8-9 Inconsistencies found during configuration analysis
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You will be asked whether you would like to see the proposed resolutions, as
shown in Figure 8-10.

= Fabric Configuration Analysis - /5ANfFa x|
% Palicy Swikch Im
Compare againsk:
" Palicy File I _l

Rules, .. J Ereate Policy.. |
~ Inconsistencies
Switch Re... w |Feature Descripkion
MDS2z16-2| v |[Zone_Policies Mismatch zoneSetPropagationMode, 1 0=activeZoneset ..|
MDS3216-2| v |Zone_Policies Mismatch zoneSetPropagationMade ., Z0=activeZoneSet
MDs2z16-2| W |[Zone_Policies Mismatch zoneSetPropagationMode, 30=activeZoneSet
MOS9Z216-2 v  |Zone_Policies Mismatch 2DneSetF‘rDpagatiunMaﬁ=activeZDneSet
MDS2z16-2| v |Zone_Policies Mismatch zuneSetPeragatiDnMade.SEctiveZDneSet
mds9222i-1| |V |Zone_Policies Mismnatch znneﬁropagatinnlﬂode. \0=activeZoneset
mds9Z2zi-1 v  |Zone_Policies Mismatch znneSetﬁpagatinnMode.20=acti\fe20neSet
mds3z2Zzi-1 v  |Zone_Policies Mismatch zuneSetFﬁagatiDnMade.3I3=active20neSet
mds9222i-1| W |Zone_Policies Mismatch zoneSetPropagationtode, S0=activeZoneSet
MDs2z16-2| W ICallHomeProfile  Mismatch callHomeDestProfileMaxMsaSize, 3,120,109, 103="
mds9Z2zi-1 B F abric Configuration Analpsis. - /SANZFabric_mds9222;-2
MDS9216-2| v
MDS9216-2| | \_?r/' “Would wou like to see the proposed resolutions before proceeding?
MDS2z16-2| |
MDS3216-2 v
MDSS2162 v No Cancel |
MDS9216-2| |
MDS9Z216-2 [w ISan\-'ents |Mismatch nimConfigalobalEntryLimit, =250
MD39Z16-2 W  |Snmp_Ewents  [Mismatch nimConfigGlobaldgecut.0=120
v Icnmp_Events israkch wrrpMotificationCntl, D=true
mds9216i-1 [W  |Smmp_Events Mismatch wrrphaotificationiCntl, 0=False
MD59216-2 [version | Mismakch 3.3 1) _|LI
K | ,

Campare I

Resolve [ssues | Clear |

Close |

&9 discrepancies found, Tue Sep 30 11:16:13 PDT 2008

Figure 8-10 Check proposed solution
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The proposed solution will be presented as Fabric Checker Resolution Details in

a separate window, as shown in Figure 8-11.

Fabric Checker Resolution Detaile/5AMfFabnic_mds93222-2 -

MDEIE1E-%:

ret monedetPropagatiortode 10 to fullZonmedet
MDEIE1E-%:

ret monedetPropagatiorfode 30 to fullZonmedet
MDEIE1E-%:

ret monedetPropagatiorfode 20 to fullZonmedet
MDEIE1E-%:

ret monedetPropagatiorfode 40 to fullZonmedet
MDEIE1E-%:

ret monedetPropagatiortode 50 to fullZonmedet
mds3EiEi-1:

ret monedetPropagatiorfode 10 to fullZonmedet
mds3EiEi-1:

ret monedetPropagatiortode 30 to fullZomedet
mds3EiEi-1:

ret monedetPropagatiorfode 20 to fullZonmedet
mds3EiEi-1:

ret monedetPropagatiorfode 50 to fullZonedet
MDEIE1E-%:

ret callHomeDe stProfileMastsgiize wml €0 1000000
MDEIE1E-%:

ret credyslogdessagedewerity to error(d]
MDEIE1E-%:

ret predyrlogessagedeverity 484 to  error(d]
MDEIE1E-%:

ret predyslogdessagedeverity 464 to  error(d]
MDEIE1E-%:

set crmdysloglessagelewerity 598 to  errorid)
MDEIE1E-%:

set crmdyslogesrageleverity 1id40 o error(d]
MDEIE1E-%:

set crmdyslogessageleverity 1356 o error(d)]
MDE3E1E-%:

set nlmlonfighl obalErtoyLimit ta &5
MDEIE1E-E:

set nlmlonfiglhl cbal&ge tht ta &
MDOEAE1E-%:

set wrrplotificationlntl o Undmoom: 101
mds3E16i-1:

set wrrplotificationCntl o Undmoom: 101

Ok Cancel
Figure 8-11 Fabric Checker Resolution Details
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When you click OK details regarding the applied solution will be presented, as
shown in Figure 8-12.

@ Fabric Configuration Analyziz - /SAN/Fabric_mds9222-2

& Policy Switch Imd59222i-2 vI
= Palicy File I |

Rules. .. 1 reate POl |

Zampare Against:

~ Inconsistencies

Suitch Re... & |Feature Description

MOS9216-2 \ersion Mismaktch 3,31} 4|

MDS9Z16-2 SyslogSeverity  |Extra SyslogSeverityis) 272, 320, 704, 1936

mds9216i-1 Syslogseverity  |Extra SyslugSeverity(s}:SEDEﬂ, 2616 N

mds9227i-1 Syslogeverity  |Extra Syslog3everity(s) 1160 g A

MOS9216-2 Syslog3ervers  |Mismatch: Ma Syslog Server - N

mds9216i-1 SyslogServers  |Mismatch: Mo Syslag Server |

mds9222i-1 Syslogservers  |Mismatch: Mo SysTg SErver

mds9z22i-2 SMMP_Targets  [Mare than 9 trap receivers configured

MOS9216-2 SHMP_Targets |M|:ure than 2 trap receivers configured

mds9216i-1 SMMP_Targets  More than 9 trap receivers configured

mds9222i-1 SHMMP_Targets  |More than 9 trapﬁ:eivers configured

mds9227i-1 MTF_Server Extra NTP_Server{s):TD. 1.1.1

MOS9Z16-2 NTP_Server Extra NTF_Server(s):9,43.66,111

MDS9Z16-2 Feature Mismatch ivr disabled

mds9216i-1 Feature Misrnakch ivr disabled

mds92 16i-1 ~ Feature Misrmakch Fosp enabled -

ST T ] [ o I L N T s PRt H P |

Kl | oL
Hesnlie [S5UEs | Clear | Close |

71 discrepancies found, Tue Sep 30 11:19:26 POT 2003 %

Figure 8-12 Displaying the successful resolutions

8.1.4 End-to-end connectivity analysis

Fabric Manager’s end-to-end connectivity analysis tool uses FC Ping to verify
interconnections between Cisco MDS switches and end devices (HBAs and
storage devices) in a particular VSAN. In addition to basic connectivity, Fabric
Manager can optionally verify the following:

» Paths that are redundant.
» Zones contain at least two members.
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Start this tool by selecting Tools — End to End Connectivity from the Fabric
Manager menu bar, as shown in Figure 8-13.

@ Fabric Manager 4.1(1] [admin@localhost [session 2]] /SAN/Fabric_mds9222i-2

File “iew Zone | Todls Performance Server Help

= @ @ @  SwichHealth.. Eﬁl}%ﬁﬂ|ﬁ$‘@[§§|?
: - Fabric Configuration... =
Laogical Domains— el
EE=E End to End Ce f @& R ?' @ E @ Iﬁ'
£ T Fing.. Y| Switches | 15Ls | Hosts | Storage | Summary |
Trace Route... Logical Mame IF Address | WWh lStatus vendor |Maodel Release
Trace Path... MDS9Z216-2 245,56, 124 20000:00:0b:5F a3 ca:00 Mo Traps |Cisco  |DS-C9216 |3.3(18)
Data Mobilty Manager — » I6M_2005_BSk_1  |2.45.86 129 [10:00:00:05:1e:90: 16:50 ok Brocade Brocade  |ve.1.0c ||
Server LN Discaver mds3216i-1 9.43.56, 145 |20:00:00:0d:ec: 2d:ca:40 ok Cisco  |DS-C92161|4.1(1)
M mds9222i-1 943,80, 147 [20:00:00:0d:ec:52:3d:00 ‘NO Traps |Cisco |D5-C9222i [4.1(1)
et * limdsozzziz .45.86, 195 [20:00:00:0diec:45:¢5:80 |No Traps [Cisco |D5-C9222i/4.1(1)

‘. Groups Device Man.ager 7 I
Command Line Interface

AV

Show Tech Suppart.. 5@

Run CLI Commands... =t m

Compact Flash Repart... 5 a Emulex 32:a7:fb-H

Other » % SEr-JE_GI.ﬂ.b\ \ %{‘3:2?
e \

Figure 8-13 Select End-to-End Connectivity analysis from Fabric Manager menu
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When you select to start end-to-end connectivity analysis you will be presented
with the window shown in Figure 8-14. You can select a VSAN and the conditions
to conduct the analysis.

@ Endto End Connectivity Analysiz - /SAMN/Fabric_mds9222i-2

R (S ANODZ0 - | For Active Fones IAII - l

[v Ensure that members can communicate

Send |5 packets of ID ﬂ 0..1334 bytes each,

Timeout after |2 i’ 1..10 seconds.

[~ Ensure that redundant paths exist between members.

- Fail if devices are on the same switch

- Succeed if there are non-overlapping paths

- A path might be a single I5L

- & port channel is treated as a single ISL
[~ Reports errors For:

- Empty Zones

- Zones with single members

- End dewvices not attached to a managable switch
—Issues
Active Zone | Source Switch ISource Port Target Switch | Target Port |Description

4 | ]

Analyze ! Clear | Close |

Figure 8-14 End to End Connectivity Analysis configuration window
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In Figure 8-15 we have selected VSAN0020 to conduct analysis. Additionally, we
decided to choose All zone options to ensure that all members within a particular
zone can communicate. The Issues are shown at the bottom of the window. It
states that all 132 requests have been completed successfully.

@ Endto End Connectivity Analpziz - /SAMfFabric_mds9222-2

In YSAN I'u'S.C\.NEIEI2EI - I for Ackive Zones I.C'.II - I

W Ensure that mermbers can communicake

Send IS —\packets of II:I ﬁ 0.,1834 bytes each,

Timeout after |2 ﬂ 1..10 seconds.
[ Enmsure that redundant paths exist bebween members.

- Fail if devices are on the same switch

- Succeed if there are non-overlapping paths
- & path might be a single ISL

- A port channel is treated as a single 1SL

™ Reports errors Far:

- Emply Zones
- Zones with single members
- End devices not attached to a managable switch

—Issues
Active Zaone ]Saurce Switch 1S|:|urce Park ]Target Switch 1Target Part IDescriptiDn I

Clear | Close %l

All {132} requests succesded, 2005-09-30 17:10:58

Figure 8-15 End to End Connectivity Analysis

8.1.5 FC Ping

Fabric Manager also provides an FC Ping tool that allows you to check
connectivity to end devices. the ping consists of a Port Login (PLOGI), followed
by an ECHO extended link service command sourced with the switch FCID
FF.FC.XX, where XX is the domain ID of the switch for that VSAN.
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To use the tool, select Tools — Ping from the Fabric Manager menu, as shown

in Figure 8-16.

@ Fabiic Manager 4.1(1) [admin@localhost (session 2]] /SAN/Fabric_mds9222i-2
Fle ‘“iew Zone | Toolz Performance  Server Help

& M@  SwichHean. TINVEEIREIE T AE
o P Fabric: Configuration...
~-Logical Domains — 5 ey
Bl 5aM End to End Connectivity. . @rmoES i
EJ_ Switches | 15Ls | Hosts | Storage | Summary |
Trace Route... Logical Mame IF Address | Wi !Status Wendor |Model Release
Trace Path.. MOS9z16-2 0,473,586, 124 |20:00:00:00:5F:a3:c2:00 No Traps |[Cisco  |DS-C9216 3.3(1a)
D ata Mability Manager » IEM_2005_BSK_1[2.43.56, 129 |10:00:00:05:1e:90:16:5h ok Brocade Brocade  |vé.1.0c
Gerver LM Discaven mds9216i-1 2,435,586, 146 [20:00:00:0d:ec:2d:ca:40 ok Cisco  DS-C92160|14,1(1)
e mds9222i-1 043,56, 147 [ 20:00:00:0d:ec:52:3d:00 No Traps Cisco |DS-C9222 (4, 101)
Flex Attach || 54050, 145 |20:00:00:0d:eci4a:c5:80 N0 Traps Cisco  |DS-C92221[4.1(1)
Device Manager
Command Line Interface .
Show Tech Support...
Fun CLI Commands... =] -
Compact Flash Report... & - Emulex 32:a7 fb-H =
=
Other M om SENEG_A_L_\\ \ W:ou
e ~

Figure 8-16 Select FC Ping tool for connectivity analysis

As shown in Figure 8-17, you are prompted to select a source mds switch, a

VSAN to use, and a target device to ping it.

[ ] Ping - /SAN/Fabnic_mds9222-2

Source Switch: {mds9222i-1 =

VSAR: [

Select: [~ Target Port from all YSaks

Target EndPort: ] . I
(FCID or Port W)

~Results

Skark | Clear | Close |

Figure 8-17 FC ping selection window
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You do not need to remember or copy the end devices’ WWN addresses or
FCIDs. You can select an end device from the list, as shown in Figure 8-18.

Eﬁelect End Device in ¥SAMOD20 - /SAN/Fabnc_mds92221-2

Type | Switch Interface  |Mame | Frld

b Imds2222i-1 Fe2f17 |ADIC S50:03:08;c1:40:46:70:06  |50:03:08:c1:40:46: 70:06 (Dx1400 -
W ds2zz2i-1 Folf15 Dimaonde Z21:00:00:e0;8b:05: 45 be (0x1404
E & SIBM 50:05 63:01:10:37:dc |5 i01:10:37:dc

Ej mds9222i-Z fcl 7 [1BM 50:05:07:63:01:20: 1d: 21 S0:05:07:65:01:20: 1d: 21 |0x 1500
E_:j mds9Z222i-2 fclfs |[1BM S0:05:07:68:01:20: 1d:22 S0:05:07:65:01:20: 1d: 22 |0x 1500
{4 |mds922zi-1 Fcif4 |IBM S0:05:07:68:01:30:37:dc S0:05:07:68:01:30:37:dc (01400
E_:j mds9222i-1 Felf2 |IBM 50:05:07:68:01:30:37:e5 S0:05:07:68:01:30:371e5 01400

i mds9222i-2 Folfé  |IBM S0:05:07:68:01:40: 1d: 22 SD:DSEE-S:EII:‘}D:IEI:ZZ D:x1500
W ds2222i-1 Fiol f16 |Palau_L 21:00:00:e0:50:05:4c: a8 |Dx 1402
B nds9222i-2 Folf14 Qlogic 21:00;00:e0:3b:89:053:c0 |[21:00:00:20:30:39:b8:c0 | 01501
B ds0772i-2 Frl /16 |Dlogic 21:00;00:e0:8b:5%clicd  |20:00:00:20:80:8%:c1:0d 01502
E_:g mds9222i-1 Fel /1 |SWCL 50507 AE: 0110037 es |0kl 400__
E_:g mdsI222i-2 Fclfad |Sviiz S0:05:07:68:01:40:1d:21 |0x1500

mds9222i-1 fczf2

SvmBios 20:04:00:a0:b3: 17:44:32 [20:04:00;a0:b8: 17144, 32

1403 %
3

T

Close |

]W

Figure 8-18 Select the end device to ping

When all the required information is provided you can start FC ping, as shown in
Figure 8-19. In this case the FC ping was successful.

? Ping - /SAN/Fabric_mds32225-2

Source Swikch: imd59222i-1 -

YSAN: I'-.-'SANEIEIEEI

Seleck: [~ Target Park From all WSAMs

=

Targek EndFPaort: ISEI:EIS:EI?:EuB:EII:lEI:S?:d::
(FCID or Pork Wwn)

—Results

5 Frames sent, 5 frames received, O timeouts
Round-trip min/avgfmax = 122712431260 usec

Done

Clear | Close ﬂ

Figure 8-19 FC ing output
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You can conduct an FC ping test from the CLI, as shown in Example 8-1.

Example 8-1 FC Ping tests from the CLI

mds9222i-1# show flogi database

INTERFACE VSAN FCID PORT NAME NODE NAME

fcl/1 20 0x14000a 50:05:07:68:01:10:37:e5 50:05:07:68:01:00:37:e5

fcl/2 20 0x14000b 50:05:07:68:01:30:37:e5 50:05:07:68:01:00:37:e5

fcl/3 20 0x140008 50:05:07:68:01:10:37:dc 50:05:07:68:01:00:37:dc

fcl/4 20 0x140009 50:05:07:68:01:30:37:dc 50:05:07:68:01:00:37:dc

fcl/14 30 0x1e0100 21:00:00:€0:8b:89:2b:cd 20:00:00:e0:8b:89:2b:cd
[Nile_1]

fcl/15 20 0x140400 21:00:00:€0:8b:05:48:bc 20:00:00:e0:8b:05:48:bc

fcl/16 20 0x140200 21:00:00:e0:8b:05:4c:aa 20:00:00:e0:8b:05:4c:aa
[Palau_1]

fcl/17 50 0x7e0000 21:00:00:e0:8b:18:ff:8a 20:00:00:e0:8b:18:ff:8a

fc2/2 20 0x140300 20:04:00:a0:b8:17:44:32 20:04:00:a0:bh8:17:44:31

fc2/17 20 0x140000 50:03:08:c1:40:46:70:06 50:03:08:c1:40:06:70:06

Total number of flogi = 10.

mds9222i-1# fcping device-alias Nile_1 vsan 20

No switch with the given wwn is present in the vsan
mds9222i-1# fcping

device-alias fcid pwwn

mds9222i-1# fcping fcid 0x1e0100 vsan 30

28 bytes from 0x1e0100 time = 1266 usec

28 bytes from 0x1e0100 time = 1222 usec

28 bytes from 0x1e0100 time = 1203 usec

28 bytes from 0x1e0100 time = 1243 usec

28 bytes from 0x1e0100 time = 1210 usec

5 frames sent, 5 frames received, 0 timeouts

Round-trip min/avg/max = 1203/1228/1266 usec

mds9222i-1# fcping pwwn 21:00:00:e0:8b:18:ff:8a vsan 50
28 bytes from 21:00:00:e0:8b:18:ff:8a time = 1260 usec
28 bytes from 21:00:00:e0:8b:18:ff:8a time = 1243 usec
28 bytes from 21:00:00:€0:8b:18:ff:8a time = 1210 usec
28 bytes from 21:00:00:e0:8b:18:ff:8a time = 1241 usec
28 bytes from 21:00:00:e0:8b:18:ff:8a time = 1237 usec

5 frames sent, 5 frames received, 0 timeouts
Round-trip min/avg/max = 1210/1238/1260 usec
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8.1.6 FC Traceroute

The MDS NX-OS also provides a modified FC Traceroute tool as an aid in
determining end-to-end connectivity. To access this tool from FM select Tools —
Trace Route from the FM menu bar, as shown in Figure 8-20.

@ Fabric Manager 4.1[1] [admin@localhost [session 2]] /SAN/Fabric_mds9222i-2
File “iew Zone | Tools Performance Server Help

S M@  SvichHeah. EEDmE R '{‘.‘]%|%[BE|?
L gical Domains— Fabric: Canfiguration. .. @ E?] &r;' @ E @ @

EES End to End Connectivity...

E}_} Ping... Switchesl ISle Hostsl Storagel Summaryl

J all \m Logical Mame IP Address | Wi Status |\n'end0r |M0del Release
.,3 WSE Trace Path... MODSS216-2 ©.45.56,124 |20000:00:0b:5F a3 ca:00 (Mo Traps |Cisco |DS-C9216 3.3(1a)

Data Mobility Manager » 1BM_2005_BSK_1[2.43.86, 129 |10:00:00:05: 1e:90: 16:5b ok Erocade EBrocade  w6.1.0c
- ¥S58 Gerver LN Dissoven 9.43.86. 146 [20:00:00:0d:ec:2d:ca:40 [ok Cisco  D5-C9216i 4.1(1)
J WSE B 9.43.86.1 20:00:00:0d:ec:82:3d:00 Mo Traps |Cisco |DS-C9222i 4.1(1)
Gy Irs| FlesAttach b 9,435,586, 20:00:00:0d:ec:4a:c5:80 o Traps [Cisco |DS-C9222i4.1(1)
[+ WSE .
H o Device Manager
----- Groups

Command Line Interface —

Show Tech Support....

Fun CLI Commatds. . =E -

Compact Flash Report... & ™ Emulex 32:a7:fb-H

=
Other 4 15 SENEeb\__ \ )ﬂ?{

Figure 8-20 Selecting trace route

You should follow this procedure:
1. Select the source switch from the Source Switch drop-down list.

2. Select the VSAN for which to verify connectivity from the VSAN drop-down
list.

3. Select the target end port for which to verify connectivity from the Target
Endport drop-down list.
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4. Click Start to perform the traceroute between your switch and the selected
port, as shown in Figure 8-21.

@ Tiace Route - JSAN/Fabnc_mds92221-2 | x|

Source Switch: Imd59216i—1 vl
WSAN: IVSF\NDDID Vl

Target EndPart: [50:05:07:68:01:10:27:e2
{FCID or Port k)
~Round Trip between Source and Target. {Click for Map Highlight)

| Switch |

Hop

Skark kj Clear J Close

Figure 8-21 Trace Route configuration window

As you see in Figure 8-22, our traceroute test has completed successfully and
we have obtained the possible routes to the specified target.

@ Trace Route - /SAN/Fabiic_mds9222-2 E3

Source Switch: lmd59216i-1 -
WaLAM, I'l.-'SF'.NDDlI:I "l

Taraet EndPark: |SD:DE:D?:6B:DI:ID:2?:32 _I

{FCID or Pork Witk
—Round Trip between Source and Target. {Click For Map Highlight) —

Hop Switch
nfa mds92 16i-1
1_ MDE9216-2
2 - MDS9216-2
5] mds3216i-1
Clear | Close Q
slUCCess

Figure 8-22 Trace route possible routes
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Trace route analysis can be conducted from the CLI, as shown in Example 8-2.

Example 8-2 Trace route analysis from the CLI

mds9222i-1# fctrace pwwn 21:00:00:e0:8b:18:ff:8a vsan 50
Route present for : 21:00:00:e0:8b:18:ff:8a
20:00:00:0d:ec:2d:ca:40(0xfffcbh7)
20:00:00:0d:ec:82:3d:00(0xfffc7e)
20:00:00:0d:ec:82:3d:00(0xfffc7e)

mds9222i-1#

8.1.7 Show tech support

The show tech support command is useful when collecting a large amount of
information about your switch for troubleshooting purposes. The output can be
provided to technical support representatives when reporting a problem.

You can issue a show tech support command from Fabric Manager for one or
more switches in a fabric. The results of each command are written to a text file,
one file per switch, in a directory that you specify. You can then view these files
using Fabric Manager.

You can also save the Fabric Manager map as a JPG file. The file is saved with
the name of the seed switch or fabric.

You can zip up all the files (the show tech support output and the map file image)
and send the resulting zipped file to technical support.

show tech support displays the output of several show commands at once. The
output varies depending on the configuration that you have.

Note: Use the show tech-support command in EXEC mode to display general
information about the switch when reporting a problem.

The output is equivalent to the output of the following commands:

> show version (Example 8-3)

Example 8-3 Show version output from the CLI

mds9222i-1# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2008, Cisco Systems, Inc. A1l rights reserved.
The copyrights to certain works contained herein are owned by
other third parties and are used and distributed under license.
Some parts of this software are covered under the GNU Public
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License. A copy of the license is available at
http://www.gnu.org/licenses/gpl.html.

Software
BIOS: version 1.0.15
loader: version N/A
kickstart: version 4.1(1)
system: version 4.1(1)
BIOS compile time: 07/16/08

kickstart image file is: bootflash:///m9200-s2ek9-kickstart-mz.4.1.1.bin
kickstart compile time: 10/12/2020 25:00:00 [09/09/2008 06:55:47]
system image file is: bootflash:/m9200-s2ek9-mz.4.1.1.bin

system compile time: 8/22/2008 0:00:00 [09/09/2008 08:15:09]

Hardware
cisco MDS 9222i ("4x1GE IPS, 18x1/2/4Gbps FC/Sup2")
Motorola, e500v2 with 1036316 kB of memory.
Processor Board ID JAE12088ZMT

Device name: mds9222i-1
bootflash: 1000440 kB
Kernel uptime is 1 day(s), 0 hour(s), 23 minute(s), 8 second(s)

Last reset at 299946 usecs after Mon Sep 29 19:53:17 2008
Reason: Reset Requested by CLI command reload

System version: 4.1(1)
Service:

» show environment (Example 8-4)

Example 8-4 Show environment output from the CLI

mds9222i-1# show environment

Clock:

CTock Model Hw Status

A 0.0 Ok/Active
Fan

Fan Model Hw Status
ChassisFanl DS-2SLOT-FAN 4.0 0k
Fan_in_PS1 -- -- Absent
Fan_in_PS2 -- -- Ok

Fan Air Filter : NotSupported

Temperature:

Module  Sensor MajorThresh  MinorThres  CurTemp Status
(Celsius) (Celsius) (Celsius)
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1 Outletl 75 60 44 0k
1 Qutlet2 75 65 51 0k
1 Intakel 65 50 34 0k
2 Outletl 75 60 45 0k
2 Qutlet2 75 65 53 0k
2 Intakel 65 50 40 0k

Power Supply:
Voltage: 42 Volts

PS Model Power Power Status
(Watts) (Amp)
1 mmmmmmeeee- 0.00 0.00 Absent
2 DS-CAC-845W 800.10 19.05 0k
Mod Model Power Power Power Power Status
Requested Requested Allocated Allocated
(Watts)  (Amp) (Watts)  (Amp)
1 DS-X92221-K9 209.16 4.98 209.16 4.98 Powered-Up
2 DS-X9248-48K9 214.20 5.10 214.20 5.10 Powered-Up
fanl DS-2SLOT-FAN 47.88 1.14 47.88 1.14 Powered-Up

Power Usage Summary:

Power Supply redundancy mode: Redundant

Power Supply redundancy operational mode: Redundant

Total Power Capacity 800.10 W
Power reserved for Supervisor(s) 418.32 W
Power reserved for Fan Module(s) 47.88 W
Power currently used by Modules 214.20 W
Total Power Available 119.70 W

show module (Example 8-5)

Example 8-5 Show module output from the CLI

mds9222i-1# show module

Mod Ports Module-Type Model Status
22 4x1GE IPS, 18x1/2/4Gbps FC/Sup2 DS-X92221-K9 active *
2 48 1/2/4/8 Gbps 4/44-Port FC Module DS-X9248-48K9 ok
Mod Sw Hw World-Wide-Name(s) (WWN)
1 4.1(1) 1.1 20:01:00:0d:ec:82:3d:00 to 20:12:00:0d:ec:82:3d:00
2 4.1(1) 0.35 20:41:00:0d:ec:82:3d:00 to 20:70:00:0d:ec:82:3d:00
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Mod MAC-Address(es) Serial-Num

1 00-17-94-ee-58-74 to 00-17-94-ee-58-7c JAE12088ZMT
2 00-0d-ec-75-24-68 to 00-0d-ec-75-24-6c JAE1216EXLB

* this terminal session

» show hardware (Example 8-6)

Example 8-6 Show module output from the CLI

mds9222i-1# show hardware

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2008, Cisco Systems, Inc. A1l rights reserved.
The copyrights to certain works contained herein are owned by
other third parties and are used and distributed under Ticense.
Some parts of this software are covered under the GNU Public
License. A copy of the license is available at
http://www.gnu.org/licenses/gpl.html.

Software
BIOS: version 1.0.15
loader: version N/A
kickstart: version 4.1(1)
system: version 4.1(1)
BIOS compile time: 07/16/08

kickstart image file is: bootflash:///m9200-s2ek9-kickstart-mz.4.1.1.bin
kickstart compile time: 10/12/2020 25:00:00 [09/09/2008 06:55:47]
system image file is: bootflash:/m9200-s2ek9-mz.4.1.1.bin

system compile time: 8/22/2008 0:00:00 [09/09/2008 08:15:09]

Hardware
cisco MDS 9222i ("4x1GE IPS, 18x1/2/4Gbps FC/Sup2")
Motorola, e500v2 with 1036316 kB of memory.
Processor Board ID JAE12088ZMT

Device name: mds9222i-1
bootflash: 1000440 kB
Kernel uptime is 1 day(s), O hour(s), 26 minute(s), 12 second(s)
Last reset at 299946 usecs after Mon Sep 29 19:53:17 2008
Reason: Reset Requested by CLI command reload
System version: 4.1(1)
Service:

Switch is booted up

354 Implementing an IBM/Cisco SAN



Switch type is : MDS 9222i

Model number is DS-C9222I-K9

H/W version is 1.0

Part Number is 73-11019-01

Part Revision is Al

Manufacture Date is Year 12 Week 16
Serial number is FOX1216GPOC

CLEI code is COM9310ARA

Modulel ok
Module type is : 4x1GE IPS, 18x1/2/4Gbps FC/Sup2
0 submodules are present
Model number is DS-X9222I-K9
H/W version is 1.1
Part Number is 73-11018-06
Part Revision is B0
Manufacture Date is Year 12 Week 8
Serial number is JAE12088ZMT
CLEI code is COUIAMCCAA

Module2 ok
Module type is : 1/2/4/8 Gbps 4/44-Port FC Module
0 submodules are present
Model number is DS-X9248-48K9
H/W version is 0.35
Part Number is 73-11289-03
Part Revision is 03
Manufacture Date is Year 12 Week 16
Serial number is JAE1216EXLB
CLEI code is 0000000000

PS1 absent

PS2 ok
Power supply type is: 800.10W 110v AC
Model number is DS-CAC-845W
H/W version is 1.2
Part Number is 341-0052-03
Part Revision is B0
Manufacture Date is Year 12 Week 15
Serial number is QCS1215109K
CLEI code is CNUPAA8SAAA
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Fanl ok
Model number is DS-2SLOT-FAN
H/W version is 4.0
Part Number is 800-24478-02
Part Revision is B0
Manufacture Date is Year 12 Week 13
Serial number is DCH12131591
CLEI code is CNUQABBAAC

Interface module ok

Model number is DS-X9222-MGT

H/W version is 1.0

Part Number is 73-11488-02

Part Revision is A0

Manufacture Date is Year 12 Week 6
Serial number is JAE120671IM

CLEI code is 0

» show running-config (Example 8-7)

Example 8-7 Show running-config from the CLI

mds9222i-1# show running-config
version 4.1(1)
feature fcip
feature dpvm
role name default-role
description This is a system defined role and applies to all users.
rule 5 permit show feature environment
--- truncateed ---
rule 1 permit show feature system
vsan policy deny
permit vsan 10-10
username admin password 5 $1$w.fBQFNO$FLQAKNnS2V65A39FbZjQwdl role network-admin
feature telnet
ntp server 10.1.1.1
ip domain-Tlookup
ip host mds9222i-1 9.43.86.147
kernel core target 0.0.0.0
kernel core Timit 1
aaa group server radius radius
snmp-server contact Jaco
snmp-server user admin network-admin auth md5 0x5f504840456bd68853696954ecfadf0b priv
--- truncateed ---
snmp-server host 9.43.86.81 traps version 2c public udp-port 2162
callhome
contract-id ABC12345
--- truncateed ---
fcip profile 1
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ip address 10.1.1.1
tcp max-bandwidth-mbps 1000 min-available-bandwidth-mbps 500
600
ip access-Tist Test permit ip any any
vsan database
vsan 10
vsan 20
fcsp enable
device-alias database
device-alias name Nile_1 pwwn 21:00:00:e0:8b:89:2b:cd
vsan database
vsan 200 interface iscsil/4
--- truncateed ---
vsan 50 interface fc2/37
isTb distribute
interface iscsil/l
--- truncateed ---
interface iscsil/4
switchport initiator id ip-address
mode pass-thru
switchport description GB_iSCSI
no shutdown
interface mgmt0
ip address 9.43.86.147 255.255.252.0
--- truncateed ---

round-trip-time-us

fcflow stats module 2 index 24 0x150000 0x140400 Oxffffff vsan 20

ip default-gateway 9.43.85.1
switchname mds9222i-1
cli alias name gigint interface gigabitethernet
feature iscsi
iscsi initiator ip-address 10.43.86.10
static nWWN 23:03:00:0d:ec:82:3d:02
vsan 200
boot kickstart bootflash:/m9200-s2ek9-kickstart-mz.4.1.1.bin
boot system bootflash:/m9200-s2ek9-mz.4.1.1.bin
feature ivr
ivr distribute
ivr nat
dpvm database
pwwn 21:00:00:e0:8b:05:4c:aa vsan 20
dpvm activate force
dpvm commit
--- truncateed ---
interface fc2/48
interface GigabitEthernetl/1
ip address 10.1.1.1 255.255.255.0
switchport mtu 2300
no shutdown
--- truncateed ---
interface port-channel 20
switchport mode E
channel mode active
switchport description To mds9222i-2
no shutdown
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--- truncateed ---
interface fcl/13
switchport rate-mode dedicated
interface fc2/13
switchport speed auto
switchport rate-mode dedicated
--- truncateed ---
fcalias name SVC1 vsan 20
member pwwn 50:05:07:68:01:30:37:dc
--- truncateed ---
zone name SVC_GM_FCIP vsan 20
member fcalias SVC1
--- truncateed ---
zoneset activate name iSCSI vsan 200
ivr zone name IvrZone SIAM SVC_1
member pwwn 21:00:00:e0:8b:18:ff:8a vsan 50
--- truncateed ---
ivr zoneset activate name IVR_Zoneset_SVC force
ivr commit

» show interface (Example 8-8)

Example 8-8 Show interface output from the CLI

mds9222i-1# show interface brief

Interface Vsan Admin Admin  Status SFP Oper Oper Port
Mode  Trunk Mode Speed Channel
Mode (Gbps)

fcl/1 10 FX -- up swl F 4 --
fcl/2 200 FX -- up swl F 4 --
fcl/3 10 FX -- up swl F 4 --
fcl/4 10 FX -- up swl F 4 --
fcl/5 20 FX -- up swl F 4 --
fcl/6 20 FX -- up swl F 4 --
fcl/7 20 FX -- up swl F 4 --
fcl/8 20 FX -- up swi F 4 --
fcl/9 4094  FX -- down swl -- --
fc1/10 4094  FX -- down swl -- --
fcl/11 20 FX -- down swi -- --
fcl/12 30 FX -- notConnected swl -- --
fc1/13 1 E on notConnected swl -- --
fcl/14 30 FX -- up swl F 2 --
fcl/15 20 FX -- up swl F 2 --
fcl/16 20 FX -- up swl F 2 --
fcl/17 50 FX -- up swl F 2 --
fcl/18 20 FX -- notConnected swl -- --
fc2/1 1 E on down swi -- --
fc2/2 20 FX -- up swi F 2 --
fc2/3 40 FX -- sfpAbsent -- -- --
--- trunkated ---

fc2/12 1 FX -- sfpAbsent -- -- --
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fc2/13 40 E on up swl E 2 --

fc2/14 1 FX -- sfpAbsent -- -- --
fc2/15 1 FX -- sfpAbsent -- -- --
fc2/16 1 FX -- sfpAbsent -- -- --
fc2/17 20 FX -- up swl F 2 --
fc2/18 1 FX -- sfpAbsent -- -- --
--- trunkated ---
fc2/24 1 FX -- sfpAbsent -- -- --
fc2/25 1 E on down swl -- --
fc2/26 1 FX -- sfpAbsent -- -- --
--- trunkated ---
fc2/36 1 FX -- sfpAbsent -- -- --
fc2/37 50 E on trunking swl TE 2 --
fc2/38 1 FX -- sfpAbsent -- -- --
--- trunkated ---
fc2/48 1 FX -- sfpAbsent -- -- --
Interface Status Oper Mode Oper Speed
(Gbps)
iscsil/l down --
iscsil/2 down --
iscsil/3 down --
iscsil/a up ISCSI 1
Interface Status Speed
(Gbps)
sup-fc0 up 1
Interface Status IP Address Speed MTU  Port
Channel
GigabitEthernetl/1 up 10.1.1.1/24 1 Gbps 2300 --
GigabitEthernetl/2 up 10.2.2.1/24 1 Gbps 2300 --
GigabitEthernetl/3 up 10.3.3.1/24 1 Gbps 2300 --
GigabitEthernetl/4 up 10.43.86.1/24 1 Gbps 1500 --
Interface Vsan Admin Admin Status Oper Profile Eth Int  Port-channel
Mode Trunk Mode
Mode
fcipl 1 auto on srcUnbound  -- -- --

fcip2 1 E on trunking TE 1 GigabitEthernetl/1  port-channel 20
fcip3 1 E on trunking TE 2 GigabitEthernetl/2  port-channel 20

mgmt0 up 9.43.86.147/22 100 Mbps 1500
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Interface Vsan Admin Status Oper Oper IP

Trunk Mode Speed Address
Mode (Gbps)
port-channel 20 1 on trunking TE 2 --

» show accounting log (Example 8-9)

Example 8-9 Show accounting log output from the CLI

mds9222i-1# show accounting log

Tue Sep 23 23:30:40 2008:update:snmp_4522 9.167.197.161:admin:Interface fcl/4 state
updated to up

Tue Sep 23 23:36:17 2008:start:9.167.197.161@pts/2:admin:

Tue Sep 23 23:36:20 2008:update:9.167.197.161@pts/2:admin:terminal length 0 (SUCCESS)
Tue Sep 23 23:36:20 2008:update:9.167.197.161@pts/2:admin:terminal session-timeout 30
(SUCCESS)

Wed Sep 24 17:45:34 2008:update:consoleO:root:enabled (null)

Wed Sep 24 17:45:34 2008:update:console0:root:configure terminal ; password
strength-check (SUCCESS)

Wed Sep 24 17:45:35 2008:update:consoleO:root:updated v3 user : admin

Wed Sep 24 17:45:35 2008:update:console0:root:configure terminal ; username admin
password ******** pole network-admin (SUCCESS)

Wed Sep 24 17:46:49 2008:update:consoleO:root:enabled (null)

Wed Sep 24 17:46:49 2008:update:consoleO:root:configure terminal ; password
strength-check (SUCCESS)

Wed Sep 24 17:46:49 2008:update:console0:root:configure terminal ; interface mgmtO
(SUCCESS)

---- truncated ----

» show process (Example 8-10)

Example 8-10 Show process output from the CLI

mds9222i-1# show processes

PID State PC Start_cnt TTY  Type Process
1 S  ff67dbc 1 - 0 init
2 S 0 1 - 0 ksoftirqd/0
3 S 0 1 - 0 desched/0
4 S 0 1 - 0 events/0
5 S 0 1 - 0 khelper
10 S 0 1 - 0 kthread
29 S 0 1 - 0 kblockd/0
64 S 0 1 - 0 pdflush
65 S 0 1 - 0 pdflush
67 S 0 1 - 0 aio/0
66 S 0 1 - 0 kswapdO
931 S 0 1 - 0 kjournald
936 S 0 1 - 0 kjournald
1237 S 0 1 - 0 kjournald
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1244 S 0
1251 S 0
1533 S ff052e0

--- truncated ---

2308 S ffl2dbc
2311 S eb91a80
2312 S fb59248
2320 S fd9d248

--- truncated ---

2372 S eb2c730
2373 S ffé7dbc
2375 S e9a5730
2376 S fef8248
2377 S fbace08
2380 S fch5dbe
2381 S fc9ddbc
2382 S fb75dbc

--- truncated ---

2466 S fd95248
2467 S fd85248
2468 S fb62dbc
2469 S fc9ddbc
2472 S fb65dbc
2473 S f84cdbc

--- truncated ---

20762 S f588dbc

22208 S fcaedbc

22210 S f588dbc

23884 YA 0

23885 z 0

25087 S fefd0ac

25088 S 1588248

25089 R fflelac

--- truncated ---

- NR -

- NR -
- NR -
b NR -
- NR -

T Y R TP T

o O O O

(S NS I |

VL

State: R(runnable), S(sleeping), Z(defunct)

Type: U(unknown), O(non sysmgr)

0
0
0

0

VL
VL
VU

VL

VL
VL
VU
VU
VU
VU

VU
VU
VU
VU

[=NeNeleNeNeNeNe)

kjournald
kjournald
portmap

cisco
clis
vshd
xbar_client

cdp
dhcpd
radius
ipv6_dummy
fspf
device-alias

epp
fcdomain

proc_mgr
fvpd
fc-tunnel
ipacl
fc-redirect
ivr

vsh
dcos_sshd
vsh

df

df

more

vsh

ps

scheduler

VU
VU
vu
VU

sdv
sfm
sme
vbuilder

VL(vdc-Tocal), VG(vdc-global), VU(vdc-unaware)
NR(not running), ER(terminated etc)
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» show process log (Example 8-11)

Example 8-11 Show process log output from the CLI

mds9222i-1# show processes log

Process PID Normal-exit Stack Core Log-create-time
installer 23639 N N N Wed Sep 17 00:19:24
2008

» show processes log (Example 8-12)

Example 8-12 Show process log details output from the CLI

mds9222i-1# show processes log details

Service: installer
Description: Installer

Started at Wed Sep 17 00:19:22 2008 (403287 us)
Stopped at Wed Sep 17 00:19:24 2008 (247072 us)
Uptime: 2 seconds

Start type: SRV_OPTION_RESTART STATELESS (23)

Death reason: SYSMGR_DEATH_REASON_FAILURE_NOCALLHOME (12)
Last heartbeat 0.00 secs ago

RLIMIT_AS: 46777216

System image name: m9200-s2ek9-mz.4.1.1.bin

System image version: 4.1(1) S16

Exit code: SYSMGR_EXITCODE_FAILURE_NOCALLHOME (20)

PID: 23639
SAP: 0
Uuib: 0

» show tech-support (brief) (Example 8-13)

Example 8-13 Show tech-support output from the CLI (brief version)

mds9222i-1# show tech-support brief
Switch Name : mds9222i-1
Switch Type :

Kickstart Image 4.1(1) bootflash:///m9200-s2ek9-kickstart-mz.4.1.1.bin
System Image : 4.1(1) bootflash:/m9200-s2ek9-mz.4.1.1.bin

IP Address/Mask 1 9.43.86.147/22

Switch WWN : 20:00:00:0d:ec:82:3d:00

No of VSANs 7

Configured VSANs 1,10,20,30,40,50,200

VSAN 1: name:VSANOOO1, state:active, interop mode:default
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VSAN

VSAN

VSAN

VSAN

VSAN

VSAN 200:

fcl/10
fcl/11
fcl/12
fcl/13
fcl/14
fcl/15
fcl/16
fcl/17
fcl/18
fc2/1

fc2/2

fc2/3

Vsan Admin Admin  Status SFP Oper Oper
Mode  Trunk
Mode (Gbps)
20 FX -- up swl F 4
20 FX -- up swl F 4
20 FX -- up swl F 4
10 FX -- up swl F 4
20 FX -- up swl F 4
20 FX -- up swl F 4
20 FX -- up swi F 4
20 FX -- up swil F 4
4094  FX -- down swl --
4094  FX -- down swl --
20 FX -- down swl --
30 FX -- notConnected swl --
1 E on notConnected swl --
30 FX -- up swil F 2
20 FX -- up swl F 2
20 FX -- up swi F 2
50 FX -- up swil F 2
20 FX -- notConnected swl --
1 E on down swl --
20 FX -- up swl F 2
40 FX -- sfpAbsent -- --

10:

20:

30:

40:

50:

domain id:0xad(173), WWN:20:01:00:0d:ec:82:3d:01
active-zone:<NONE>, default-zone:deny

name:VSANOO10, state:active, interop mode:default
domain id:0x0a(10), WWN:20:0a:00:0d:ec:82:3d:01
active-zone:<NONE>, default-zone:deny

name:VSAN0020, state:active, interop mode:default
domain id:0x14(20), WWN:20:14:00:0d:ec:82:3d:01
active-zone:size:, default-zone:deny

name:VSAN0O030, state:active, interop mode:default
domain id:0x1e(30), WWN:20:1e:00:0d:ec:82:3d:01
active-zone:<NONE>, default-zone:deny

name:ITSO_VSAN_40, state:active, interop mode:2
domain id:0x6f(111), WWN:20:28:00:0d:ec:82:3d:01
active-zone:<NONE>, default-zone:deny

name:VSANO050, state:active, interop mode:default
domain id:0x7e(126), WWN:20:32:00:0d:ec:82:3d:01
active-zone:size:, default-zone:deny

name:VSAN0200, state:active, interop mode:default
domain id:0x54(84), WWN:20:c8:00:0d:ec:82:3d:01
active-zone:<NONE>, default-zone:deny
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fc2/4 20 FX -- sfpAbsent -- -- --

fc2/5 40 FX -- sfpAbsent -- -- --
fc2/6 40 FX -- sfpAbsent -- -- --
fc2/7 40 FX -- sfpAbsent -- -- --
fc2/8 40 FX -- sfpAbsent -- -- --
fc2/9 40 FX -- sfpAbsent -- -- --
fc2/10 1 FX -- sfpAbsent -- -- --
fc2/11 1 FX -- sfpAbsent -- -- --
fc2/12 1 FX -- sfpAbsent -- -- --
fc2/13 40 E on up swl E 2 --
fc2/14 1 FX -- sfpAbsent -- -- --
fc2/15 1 FX -- sfpAbsent -- -- --
fc2/16 1 FX -- sfpAbsent -- -- --
fc2/17 20 FX -- up swl F 2 --
fc2/18 1 FX -- sfpAbsent -- -- --
fc2/19 1 FX -- sfpAbsent -- -- --
fc2/20 1 FX -- sfpAbsent -- -- --
fc2/21 1 FX -- sfpAbsent -- -- --
fc2/22 1 FX -- sfpAbsent -- -- --
fc2/23 1 FX -- sfpAbsent -- -- --
fc2/24 1 FX -- sfpAbsent -- -- --
fc2/25 1 E on down swi -- --
fc2/26 1 FX -- sfpAbsent -- -- --
fc2/27 1 FX -- sfpAbsent -- -- --
fc2/28 1 FX -- sfpAbsent -- -- --
fc2/29 1 FX -- sfpAbsent -- -- --
fc2/30 1 FX -- sfpAbsent -- -- --
fc2/31 1 FX -- sfpAbsent -- -- --
fc2/32 1 FX -- sfpAbsent -- -- --
fc2/33 1 FX -- sfpAbsent -- -- --
fc2/34 1 FX -- sfpAbsent -- -- --
fc2/35 1 FX -- sfpAbsent -- -- --
fc2/36 1 FX -- sfpAbsent -- -- --
fc2/37 50 E on trunking swl TE 2 --
fc2/38 1 FX -- sfpAbsent -- -- --
fc2/39 1 FX -- sfpAbsent -- -- --
fc2/40 1 FX -- sfpAbsent -- -- --
fc2/41 1 FX -- sfpAbsent -- -- --
fc2/42 1 FX -- sfpAbsent -- -- --
fc2/43 1 FX -- sfpAbsent -- -- --
fc2/44 1 FX -- sfpAbsent -- -- --
fc2/45 1 FX -- sfpAbsent -- -- --
fc2/46 1 FX -- sfpAbsent -- -- --
fc2/47 1 FX -- sfpAbsent -- -- --
fc2/48 1 FX -- sfpAbsent -- -- --
Interface Status Oper Mode Oper Speed
(Gbps)
iscsil/l down --
iscsil/2 down --
iscsil/3 down --
iscsil/4 up ISCSI 1

364 Implementing an IBM/Cisco SAN



(Gbps)
sup-fc0 up 1
Interface Status IP Address Speed MTU  Port
Channel
GigabitEthernetl/1 up 10.1.1.1/24 1 Gbps 2300 --
GigabitEthernetl/2 up 10.2.2.1/24 1 Gbps 2300 --
GigabitEthernetl/3 up 10.3.3.1/24 1 Gbps 2300 --
GigabitEthernetl/4 up 10.43.86.1/24 1 Gbps 1500 --
Interface Vsan Admin Admin Status Oper Profile Eth Int  Port-channel
Mode Trunk Mode
Mode
fcipl 1 auto on srcUnbound  -- -- --
fcip2 1 E on trunking TE 1 GigabitEthernetl/1  port-channel 20

fcip3 1 E on trunking TE 2 GigabitEthernetl/2  port-channel 20

Interface Status IP Address Speed MTU
mgmt0 up 9.43.86.147/22 100 Mbps 1500
Interface Vsan Admin Status Oper Oper IP
Trunk Mode Speed Address
Mode (Gbps)
port-channel 20 1 on trunking TE 2 --

Note: The examples above were truncated for brevity, or the brief versions of
commands have been used. For technical support full versions of commands
are used to collect all relevant data from your fabric for support and analysis.
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To launch tech support from the Fabric Manager menu:

1. Choose Tools — Show Tech Support, as shown in Figure 8-23. You will see
the Show Tech Support dialog box.

@ Fabric Manager 4.1(1] [admin®Ilocalhost [gession 2]] /SAN/Fabric_mds9222i-2
File ‘iew Zone | Toolz Perfformance  Server Help

= & @ @  SwichHealh.. ﬁﬁqg@|ﬁg|%@§|?

et Dee e —| Fabric: Configuration... . =
2 End ta End Connectivit ® £ E'ﬁr'ﬁ' @ E @ @
23 5aM ... :
E}_} Ping... Swikches I I5Ls I Hostsl Storage I Surmmary I
Trace Foute... Logical Mame IF Address  [Wwn Status  |Wendor [Model Release
Trace Path. MDS9z16-2 047,56, 124 |20:00:00:0b:5F:a3:ca:00 No Traps Cisco DS-C9216 [3.3(1a)
Data Mobiity Manager » TBM_2005_FSK_1[2.453.66,129 |10:00:00:05:12:90: 16:5h0 [ok Brocade Brocade  |v6.1.0c
Server LN Discaver mds9216i-1 043,86, 146 [20:00:00:0d:ec:2d:ca40 ok Cisco DS-C92160 |14, 1(1)
oo mds9222i-1 043,56, 147 |20:00:00:0d: ec:82:3d:00 [No Traps [Cisco [S-C9222i |4,1(1)
Flex sttach ¥ masazzziz 47,50, 147 20:00:00:0ceri4a:c5:80 |No Traps Cisca DS-C9222i4.1¢1)
Device kanager
Caommand Line |nterface |~ 2
Run CLI Commands... =t -
=
Compact Flagh Report... & - Emulex 32:a7:fb-H
Other » ;@ SENEGb\_ \ 1B1.ET
I

Figure 8-23 Launching Show Tech Support from Fabric Manager menu
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2. Select the switches from which to view tech support information by checking
the check boxes for each switch, as shown in Figure 8-24.

3. Set the time-out value. The default is 30 seconds (Figure 8-24).

4. Select the folder where you want the text files (containing the tech support
information) to be written (Figure 8-24).

5. Check the Save Map check box if you want to save an image of your map as
a JPG file (Figure 8-24).

6. Check the Compress all files as check box to compress the files into a zip
file, as shown in Figure 8-24.

7. Click Run to start issuing the show tech support command to the switches
that you specified, or click Close to close the Show Tech Support dialog box
without issuing the show tech support command.

In Figure 8-24 there are switches for we want to capture tech support data along
with all the parameters that we need to set.

@ Show Tech Support - /SAN/Fabric_mdz9222i-2

The 'shaw kech-support’ command is run on the selected switches and the output up ta the CLT command
prompt is saved to the specified Folder as <SWITCH MAME = txt, The map is saved as the <FABRIC
MAME =.jpa/ . wdx, This may kake some time, Wait kill the status for all switches shows 'Success' or 'Error',

Select | Switch Model Skatus
mds9z16i-1 | DS-C9Z 16
MDS9216-2 | D5-C92 16
mds92220-2 D9-C92220
mdsaz22-1 [ps-cozzai

<=1 <] ]

TCP Timeout: 60 j 1..120 seconds

Folder: IC:'l,DDcuments and SettingsiAadministrator |

Save Map In File: [ Yisio [+ JPEG

[+ Compress all files as I:uments and SettingsiadministratorlShowTechSupport.zip o |

Run Q Close |

Carmrmand: lshu:nw tech-support details

Figure 8-24 Select MDS switches to collect tech support data

When you start the process of tech support data collection, in the Status column
next to each switch you will see a highlighted status. A yellow highlight, as shown
in Figure 8-25 on page 368, indicates that the show tech support command is
currently running on that switch. A red highlight indicates an error. A green
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highlight, like the one shown in Figure 8-26 on page 369, indicates that the show
tech support command has completed successfully.

Figure 8-25 shows the progress of the tech support data collection process.

@ Show Tech Support - /SAN/Fabric_mds9222i-2

The 'show tech-support’ command is run on the selecked switches and the output up ko the CLT command
prompt is saved to the specified Folder as <SWITCH NAME > Ext, The map is saved as the <FABRIC
MNAME =, jpg/ wdx. This may take some kime. Wait il the skatus For all switches shows "Success' or ‘Error',

Select | Switch Model Skatus

mds9216i-1 DS-C9216i Received 250596 bytes
MDS9216-2 DS-C9216 [Received 124302 bytes
mds9222i-2 |DS-C9222i Received 107034 bytes
mds92e2i-1 [DS-Cozzsi Received 240345 bytes

RIS

TCP Timeout: [60 :I 1..120 seronds

Folder: IC:'I,DDcuments and Settings\adminiskrakor |

Save Map InFile: [ Yisio v JPEG

[ Compress all files as I:uments and Settingsiadministrator ShowTechSupport.zip |

ﬂ&J

Command: |shnw tech-support details

12 seconds

Figure 8-25 Data collection is in progress
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Figure 8-26 shows that the tech support data collection process has finished
successfully for all selected switches.

@ Show Tech Support - /S5AN/Fabric_mds3222;-2 x|

The 'show kech-support’ command is run on the selecked switches and the oukpuk up ko the CLI command
prompt is saved to the specified Folder as <SWITCH MAME = .txt, The map is saved as the <FABRIC
MAME =.jpg).wdx. This may take some kime. Wait Ll the status For all switches shows "Success' or 'Error'

Select | Switch rodel Status
mds3216i-1 |DS-CO216i Success
MDS9216-2 |DS-CO216 |SUuccess
mds3222i-2 |DS-CRZEZ| Success
mds3222i-1 |D5-CO222| Success

RIS

TCP Timeout: [50 :I 1..120 seconds

Folder: IC:'l,Documents and SettingsAdministrator |

Save Map In File: [V visio [V IPEG

v Compress all files as [urnents and Settings\AdrinistratoryShowTechSuppart.zip | o |

Carmmand: |show tech-support details

Done 534 seconds

Figure 8-26 Data collection completed successfully

As shown in Figure 8-27, all tech support data from all mds switches in the fabric
have been saved to a zip file along with images of the fabric map in the JPG and
VXD format.

B8 C:\Documents and S ettings\Administrater\ShowT echSupport.zip

J File  Edit “iew Favorites  Tools  Help | i
J Q Back - J ™ ir ) Search Falders ;} j x n | Elv

JAddress I@ C:ADocuments and SettingztAdministratorsShowT echSuppart. zip j a Go

Mame = | Type | Packed Size | Has a password | Sizel Hatiol Date |

\E| Fabric_mds9222i-2.jpg JPEG Image 53KE Mo 57 KB 7% 2008-09-3012:28

E‘"_] Fabric_mdz9222i-2. vwdx Microzoft Visio Drawing 132KB Mo 997 KB 7% 2008-03-3012:28

[E) MD59216-2.tt Text Document 934 KB Mo 12192 . 94%  2008-03-3012:35

A_" mds9216-1.bat Text Document 113 KE Mo 14168 . 93%  2008-09-3012:37

= mds3222i- Text Document 1808KE Mo 24223 . 93 2008-03-3012:42

Text Document 1460KE Mo 19010.. 93 2008-03-3012:40

|1—0biects zelected i

Figure 8-27 Tech support files saved into a ZIP file
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A fabric map, as shown in Figure 8-28, could be useful to support experts in
analysis and problem determination.

{SAN/Fabric_mds9222i-2

Emulex 32%a7:fo-H
- fo1/9—
EENEGAL 1 1IBMEB:01 D(\ 27628 - =
folp2, fcp2 MDD,

SIAM_WINZ| SLDT"
PALAL
IBM 20&5 B5K_1

fe1/17

18M 8@ -0087dc-5

Qlogic 89:b9.c0-H

IBI#01.00:1d:1¢-5

1c2/38, fc1/1

fei37, fe1i1

fele
NDASYmBms 17:4331-5

DIsKz

Glogic 89cloaH  Clogic BbB:c0-H

g Aﬁma 3

IBM 8:01:00:37:e5-8

]

]
Qlagic 18:d4:6f-H —]

= 1M &:01:00:1¢:21-5
sve1 DIOMEDE_1 jgpt g:01-00:16-22-5

Figure 8-28 A fabric map as show tech support output

8.1.8 Cisco Fabric Analyzer

Fibre Channel protocol analyzers capture, decode, and analyze frames and
ordered sets on a link. Existing Fibre Channel analyzers can capture traffic at
wire rate speed. They are also expensive and support limited frame decoding.
Also, to snoop traffic, the existing analyzers disrupt the traffic on the link while the
analyzer is inserted into the link. With the Cisco Fabric Analyzer you can capture
Fibre Channel control traffic from a switch and decode it without having to disrupt
any connectivity, and without having to be local to the point of analysis. The
Cisco Fibre Channel protocol analyzer is based on two popular public-domain
software applications:

» libpcap
http://www.tcpdump.org
» Wireshark (formerly Etherreal)

http://www.wireshark.org

370 Implementing an IBM/Cisco SAN



http://www.tcpdump.org

Note: The Cisco Fabric Analyzer is useful for capturing and decoding control
traffic, not data traffic. It is suitable for control path captures, and is not
intended for high-speed data path captures.

The Cisco Fabric Analyzer consists of two separate components:

» Software that runs on the Cisco MDS 9000 family switch and supports two
modes of capture:

— A text-based analyzer that supports local capture and decodes captured
frames

— A daemon that supports remote capture

» GUI-based client that runs on a host that supports libpcap, such as Windows
or Linux, and communicates with the remote capture daemon in a Cisco MDS
9000 family switch.

Local text-based capture

This component is a command-line-driven text-based interface that captures
traffic to and from the supervisor module in a Cisco MDS 9000 family switch. It is
a fully functional decoder that is useful for quick debug purposes or for use when
the remote capture daemon is not enabled. Additionally, because this tool is
accessed from within the Cisco MDS 9000 family switch, it is protected by the
roles-based policy that limits access in each switch.

Remote capture daemon

This daemon is the server end of the remote capture component. The Ethereal
analyzer running on a host is the client end. They communicate with each other
using the Remote Capture Protocol (RPCAP). RPCAP uses two endpoints:

» A TCP-based control connection
» A TCP or UDP-based data connection based on TCP (default) or UDP.

The control connection is used to remotely control the captures (start or stop the
capture, or specify capture filters). Remote capture can only be performed to
explicitly configured hosts. This technique prevents an unauthorized machine in
the network from snooping on the control traffic in the network.

RPCAP supports two setup connection modes based on firewall restrictions:

» Passive mode (default): The configured host initiates connection to the switch.
Multiple hosts can be configured to be in passive mode and multiple hosts
can be connected and receive remote captures at the same time.

» Active mode: The switch initiates the connection to a configured host, one
host at a time.
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Using capture filters, you can limit the amount of traffic that is sent to the client.
Capture filters are specified at the client end (on Ethereal, not on the switch).

GUI-based client

The Wireshark software (formerly Etherreal) runs on a host, such as a PC or
workstation, and communicates with the remote capture daemon. This software
is available in the public domain from:

http://www.wireshark.org

The Ethereal GUI front-end supports a rich interface such as a colorized display,
graphical assists in defining filters, and specific frame searches. These features
are documented on Ethereal’s Web site. While remote capture through Ethereal
supports capturing and decoding Fibre Channel frames from a Cisco MDS 9000
family switch, the host running Ethereal does not require a Fibre Channel
connection to the switch. The remote capture daemon running on the switch
sends the captured frames over the out-of-band Ethernet management port. This
capability allows you to capture and decode Fibre Channel frames from your
desktop or mobile computer.

8.1.9 Monitoring network traffic using SPAN

372

The Cisco MDS 9000 family provides a feature called the switch port analyzer
(SPAN). The SPAN or SD_Ports allow us to monitor network traffic through the
Fibre Channel interface.

Traffic through any Fibre Channel interface can be replicated to a special port
called the SPAN destination port. Any Fibre Channel port in a switch can be
configured as an SD_Port. When an interface is in SD_Port mode, it cannot be
used for normal data traffic. You can attach a Fibre Channel analyzer to the
SD_Port to monitor SPAN traffic.
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Note: RSPAN has all the features of SPAN in addition to support for source
ports and destination ports distributed across multiple switches, allowing
remote monitoring of multiple switches across your network.

The traffic for each RSPAN session is carried over a user-specified RSPAN
VLAN that is dedicated for that RSPAN session in all participating switches.
The SPAN traffic from the sources, which cannot be in the RSPAN VLAN, is
switched to the RSPAN VLAN and then forwarded to destination ports
configured in the RSPAN VLAN.

The traffic type for sources (ingress, egress, or both) in an RSPAN session can
be different in different source switches, but is the same for all sources in each
source switch for each RSPAN session. Do not configure any ports in an
RSPAN VLAN except those selected to carry RSPAN traffic. Learning is
disabled on the RSPAN VLAN.

SD_Ports do not receive frames. They only transmit a copy of the SPAN source
traffic. The SPAN feature is non-intrusive and does not affect switching of
network traffic for any SPAN source port.
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An overview of the SPAN port is illustrated in Figure 8-29.

MDS 9000 Family
SPAN Source Director Switch
Port A

Fibre
Channel

(Span Destination

Port)
=y

Fibre Channel
Analyzer

Figure 8-29 SPAN destination ports

Implementing an IBM/Cisco SAN




SPAN sources

A SPAN source is the interface from which traffic can be monitored. You can also
specify a VSAN as a SPAN source, in which case all supported interfaces in the
specified VSAN are included as SPAN sources. You can choose the SPAN traffic
in the ingress direction, the egress direction, or both directions for any source
interface.

» Ingress source (rx): Traffic entering the switch fabric through this source is
spanned or copied to the SD_Port, as shown in Figure 8-30.

Ingress Port

(source) Egress Port

FC Flow

SD_Port
(Span Destination)

=y

Analyzer

Figure 8-30 SD_Port for incoming traffic (ingress direction)
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» Egress source (tx): Traffic exiting the switch fabric through this source
interface is spanned or copied to the SD_Port, as shown in Figure 8-31.

Egress Port
Ingress Port MDS (source)

FL_Port / SD_Port
y (Span Destination)

e

Analyzer

Figure 8-31 SD_Port for outgoing traffic (egress direction)

Allowed source interface types
The SPAN feature is available for the following interface types:

» Physical ports:
— F_Ports
FL_Ports
TE_Ports
E_Ports
TL_Ports
» Interface sup-fcO (traffic to and from the supervisor):

— The Fibre Channel traffic from the supervisor module to the switch fabric,
through the sup-fcO interface, is called ingress traffic. It is spanned when
sup-fcO is chosen as an ingress source port.
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— The Fibre Channel traffic from the switch fabric to the supervisor module,
through the sup-fcO interface, is called egress traffic. It is spanned when
sup-fc0 is chosen as an egress source port.

» PortChannels:
— All ports in the PortChannel are included and spanned as sources.

— You cannot specify individual ports in a PortChannel as SPAN sources.
Previously configured SPAN-specific interface information is discarded.

VSAN as a SPAN source

When a VSAN is specified as a source, all physical ports and PortChannels in
that VSAN are included as SPAN sources. A TE_Port is included only when the
port VSAN of the TE_Port matches the SPAN source VSAN. A TE_Port is
excluded even if the configured allowed VSAN list has the SPAN source VSAN,
but the port VSAN configured for the PortChannel is different.

Guidelines for configuring VSANs as a source
The following guidelines apply when configuring VSANSs as a source:

» Traffic on all interfaces included in a source VSAN is spanned only in the
ingress direction.

» When a VSAN is specified as a source, you will not be able to perform
interface-level configuration on the interfaces that are included in the VSAN.
Previously configured SPAN-specific interface information is discarded.

» If aninterface in a VSAN is configured as a SPAN source, you will not be able
to configure that VSAN as a source. You must first remove the existing SPAN
configurations on such interfaces before configuring VSAN as a source.

» Interfaces are only included as sources when the port VSAN matches the
source VSAN.

SPAN sessions

Each SPAN session represents an association of one destination with a set of
sources along with various other parameters that you specify to monitor the
network traffic. One destination can be used by one or more SPAN sessions. You
can configure up to 16 SPAN sessions in a switch. Each session can have
several source ports and one destination port.

To activate a SPAN session, at least one source and the SD_Port must be up and
functioning. Otherwise, traffic is not directed to the SD_Port.

To temporarily deactivate (suspend) a SPAN session use the suspend command
in the SPAN submode. The traffic monitoring is stopped during this time. You can
reactivate the SPAN session using the no suspend command.
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Specifying filters

You can perform VSAN-based filtering to selectively monitor network traffic on
specified VSANs. You can apply this VSAN filter to the selected source or to all
sources in a session. Only traffic in the selected VSANs is spanned when you
configure VSAN filters. You can specify two types of VSAN filters:

>

Interface-level filters: You can apply VSAN filters for a specified TE_Port or
trunking PortChannel to filter traffic using one of three options:

— The ingress direction
— The egress direction
— Both directions

Session filters: This option filters all sources in the specified session. These
filters are bi-directional and apply to all sources configured in the session.

Guidelines for specifying filters
The following guidelines apply to SPAN filters:

»

Specify filters in the ingress direction or in the egress direction, or in both
directions.

PortChannel filters are applied to all ports in the PortChannel.

If no filters are specified, the traffic from all active VSANSs for that interface is
spanned.

The effective filter on a port is the intersection (filters common to both) of
interface filters and session filters.

While you can specify any arbitrary VSAN filters in an interface, traffic can
only be monitored on the port VSAN or on allowed-active VSANs in that
interface.

When you configure VSAN as a source, that VSAN is implicitly applied as an
interface filter to all sources included in the specified VSAN.

SD_Port characteristics
An SD_Port has the following characteristics:

2

2

>

It ignores buffer-to-buffer credits.
It allows data traffic only in the egress (tx) direction.
It does not require a device or an analyzer to be physically connected.

It supports only 1 Gbps or 2 Gbps speeds. The auto speed option is not
allowed.

Multiple sessions can share the same destination ports.
If the SD_Port is shut down, all shared sessions stop generating SPAN traffic.
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» The port mode cannot be changed if it is being used for a SPAN session.
» The outgoing frames can be encapsulated in EISL format.
» The SD_Port does not have a port VSAN.

The following guidelines apply for a SPAN configuration:
» You can configure up to 16 SPAN sessions with multiple ingress (rx) sources.

» You can configure a maximum of three SPAN sessions with one egress (tx)
port.

» In a 32-port switching module you must configure the same session in all four
ports in one port group. If you want, you can also configure only two or three
ports in this unit.

» SPAN frames are dropped if the sum of the bandwidth of the sources exceeds
the speed of the destination port.

» Frames dropped by a source port are not spanned.

In Figure 8-32 we show how to set FC1/14 as an SD port.

@ md=9222i-2 - fc1/14 E3

General | g BE Credit | Other | FLOGE | ELP | Trunk Confia | Trunk Failures | Bhysical | Capability | Diagnastics |

Description: ITrafﬁc_AnaIysis

Portysan;: [zo ~|

Dymamnich'SaN:

~Mode — B
Admin: ¢ auko COF FL (CE £ F2 & 8D (O TL O FY ST O MNP
Oper: F

—Speed A e
Admin: { auto 0 1Gb  2Gh © 4Gh ) autoMax2G 0 BGH © autoMants

X

Oper:
Ratetode:

—Sktatus —
Sericen (8 =) ot

&drin: % up  down

Oper: up
FailureCause: none
W astnat| ditrie
LastChange: 2003/09/29-11:52:26

Apply Refresh | Help | Close

Figure 8-32 Set FC 1/14 port as SD
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In Device Manager you can see that it is now an SD port, as shown in
Figure 8-33.

@ Device Manager 4.1(1] - mds9222i-2 [admin] =] B

Device Physical Interfface FC FICOM [P Secunty  Admin Logz  Help

5@@5@ D EE B@&é WSAN All w |2 v Advanced

Device | Summarsy |

&
S

3 1415 16 17

Description: Traffic_Analysis e

Statuz: 50, up

U up bl oown BlFal - [Minor  [Unreachable [loutofService -

Figure 8-33 FC1/14 is an SD port
You can configure an SD port from the CLI, as shown in Example 8-14.

Example 8-14 Configure an SD port from the CLI

mds9222i-2# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
mds9222i-2(config)# interface fc 1/14
mds9222i-2(config-if)# switchport mode
E [ FL Fx NP SD ST TL auto
mds9222i-2(config-if)# switchport mode SD
mds9222i-2(config-if)# switchport speed
1000 2000 4000 8000 auto
mds9222i-2(config-if)# switchport speed 1000
mds92221-2(config-if)# switchport description Traffic_Analysis
mds9222i-2(config-if)# shutdown
mds9222i-2(config-if)# no shutdown
mds92221-2(config-if)# end
mds9222i-2# show interface fc 1/14
fcl/14 is up
Port description is Traffic_Analysis
Hardware is Fibre Channel, SFP is short wave laser w/o OFC (SN)
Port WWN is 20:0e:00:0d:ec:4a:c5:80
Admin port mode is SD
snmp link state traps are enabled
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Port mode is SD
Port vsan is 20
Speed is 1 Gbps
Rate mode is shared
Beacon is turned off
5 minutes input rate 88 bits/sec, 11 bytes/sec, 0 frames/sec
5 minutes output rate 64 bits/sec, 8 bytes/sec, 0 frames/sec
164 frames input, 8296 bytes
0 discards, 0 errors
0 CRC, 0 unknown class
0 too long, 0 too short
93 frames output, 6376 bytes
0 discards, 0 errors
2 input OLS, 2 LRR, 0 NOS, 2 Toop inits
4 output OLS, 0 LRR, 0 NOS, 1 loop inits
1 receive B2B credit remaining
0 transmit B2B credit remaining
0 Tow priority transmit B2B credit remaining
Interface Tast changed at Fri Sep 7 02:19:59 2007

8.1.10 Cisco Traffic Analyzer and Performance Manager

Performance Manager works in conjunction with Cisco Traffic Analyzer to monitor
and manage the traffic on your fabric. Using Cisco Traffic Analyzer with
Performance Manager requires the following components:

» A configured Fibre Channel Switched Port Analyzer (SPAN) destination (SD)
port to forward Fibre Channel traffic.

» A Port Analyzer Adapter 2 (PAA-2) to convert the Fibre Channel traffic to
Ethernet traffic.

» Cisco Traffic Analyzer software to analyze the traffic from the PAA-2.

Note: We recommend that you install Traffic Analyzer and Performance
Manager on separate servers. We recommend a Linux server for installing
Traffic Analyzer because of efficiency of resources allocation when analyzing
extensive traffic.

Chapter 8. Analysis tools 381



382

Figure 8-34 shows how Performance Manager works with Cisco Traffic Analyzer
to monitor traffic on your fabric.
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Figure 8-34 Performance manager working with Cisco Traffic Analyzer

Port Analyzer Adapter 2 (PAA-2)

The PAA-2 enables effective, low-cost analysis of Fibre Channel traffic. The
device is a standalone Fibre Channel-to-Ethernet adapter, designed primarily to
analyze SPAN traffic from a Fibre Channel port on a Cisco MDS 9000 family
switch. The main function of the Port Analyzer Adapter 2 is to encapsulate Fibre
Channel frames into Ethernet frames. This allows low-cost analysis of Fibre
Channel traffic while leveraging the existing Ethernet infrastructure.

The PAA-2 allows you to examine Fibre Channel frames of various sizes. Fibre
Channel frames from layers 2, 3, and 4 may be examined without network
disruption.

Cisco Traffic Analyzer

Performance Manager collects Fibre Channel level performance statistics using
SNMP to access counters on Cisco MDS 9000 family switches. To view detailed
SCSI I/O statistics, look at the data on an SD port with the help of the Cisco
Traffic Analyzer, which uses the Cisco Port Analyzer Adapter 2 (PAA-2).

Cisco Traffic Analyzer provides real-time analysis of SPAN traffic or analysis of
captured traffic through a Web browser user interface. Traffic encapsulated by
one or more Port Analyzer Adapter 2 products can be analyzed concurrently with
a single workstation running Cisco Traffic Analyzer, which is based on ntop (a
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network traffic probe), a public domain software enhanced by Cisco for Fibre
Channel traffic analysis.

Round-trip response times, SCSI I/Os per second, SCSI read or traffic
throughput and frame counts, SCSI session status, and management task
information are monitored. Additional statistics are also available on Fibre
Channel frame sizes and network management protocols.

For seamless performance analysis and troubleshooting, Cisco Traffic Analyzer
can be launched in-context from Fabric Manager. Port world wide name, Fibre
Channel ID (FC ID), FC alias, and VSAN names are passed to Cisco Traffic
Analyzer.

Cisco Traffic Analyzer must be downloaded and installed separately from the
following Web site:

http://www.cisco.com/kobayashi/sw-center/sw-stornet.shtml

Cisco Traffic Analyzer software is available under the Port Analyzer Adapter link.

8.1.11 Traffic Analyzer in Fabric Manager Web Server

Fabric Manager supports discovering instances of Traffic Analyzer and SPAN
ports configured within your fabric.

Fabric Manager Web Server supports the following Traffic Analyzer integration
features:

» SCSI /O Traffic Analyzer pages can be viewed within the Web client.

» Traffic Analyzer can reside on a different server from Performance Manager.

» Performance Manager integrates with multiple servers running Traffic
Analyzer.

» Instances of Traffic Analyzer servers can be discovered by Fabric Manager
Server.

» The Web client report lists SPAN destination ports and associations with
Traffic Analyzers.
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Figure 8-35 shows Traffic Analyzer in the Fabric Manager Web Server.
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Figure 8-35 Traffic Analyzer in Fabric Manager Web Server

8.1.12 System message logging
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The system message logging software saves messages in a log file or directs the
messages to other devices. This feature provides you with the following
capabilities:

» It provides logging information for monitoring and troubleshooting.
» It allows you to select the types of captured logging information.

» It allows you to select the destination server to forward the captured logging
information.

By default, the switch logs normal but significant system messages to a log file
and sends these messages to the system console. You can specify which system
messages should be saved based on the type of facility and the severity level.
Messages are time-stamped to enhance real-time debugging and management.

You can access logged system messages using the CLI or by saving them to a
properly configured system message logging server. The switch software saves
system messages in a file that can be configured to save up to 4 MB. You can
monitor system messages remotely by accessing the switch through Telnet,
SSH, or the console port, or by viewing the logs on a system message logging
server.
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Use the show Togging command to display the current system message logging
configuration. In Table 8-1 there are some examples of logging commands and,
in the interests of brevity, outputs are omitted.

Table 8-1 Show logging commands

Show command Description

show logging nvram Displays NVRM log contents

show logging logfile Displays the log file

show logging console Displays the console logging status

show Togging level Displays the logging facility

show logging info Displays logging information

show logging last 2 Displays the last two lines of a log file
show logging monitor Displays monitor logging status

show logging server Displays server information

show logging module Displays switching module logging status

8.1.13 Call Home

Call Home provides an e-mail-based notification of critical system events. A
versatile range of message formats is available for optimal compatibility with
pager services, standard e-mail, or XML-based automated parsing applications.

Common uses of this feature can include direct paging of a network support
engineer, e-mail notification to a network operations center, and utilization of
Cisco AutoNotify services for direct case generation with the technical assistance
center.

The Call Home feature provides message throttling capabilities. Periodic
inventory messages, port syslog messages, and RMON alert messages are
added to the list of deliverable Call Home messages. If required, you can also
use the Cisco Fabric Services application to distribute the Call Home
configuration to all other switches in the fabric.
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You can configure the call home functionality using a calThome command in
EXEC mode from the CLI. After the configuration is done you can check it, as
shown in Example 8-15.

Example 8-15 CallHome example configuration

mds9222i-1# configure terminal

mds9222i-1(config)# snmp-server contact Jaco
mds9222i-1(config)# callhome
mds9222i-1(config-callhome)# email-contact jaco@helpmeplease.org
mds9222i-1(config-callhome)# phone-contact +123-321-123-321
mds9222i-1(config-callhome)# streetaddress TrackMe 911
mds9222i-1(config-callhome)# site-id BlueBusinessPark
mds9222i-1(config-callhome)# customer-id BraveOne
mds9222i-1(config-callhome)# contract-id ABC12345
mds9222i-1(config-callhome)# distribute
mds9222i-1(config-callhome)# enable
mds9222i-1(config-callhome)# end

mds9222i-1# show callhome

callhome enabled

Callhome Information:

contact person name(sysContact):Jaco

contact person's email:jaco@helpmeplease.org

contact person's phone number:+123-321-123-321

street addr:TrackMe 911

site id:BlueBusinessPark

customer id:BraveOne

contract id:ABC12345

switch priority:7

duplicate message throttling : enabled

periodic inventory : enabled

periodic inventory time-period : 7 days

periodic inventory timeofday : 08:00 (HH:MM)
Distribution : Enabled

8.2 Performance Manager
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Performance Manager gathers network device statistics historically and provides
this information graphically using a Web browser. It presents recent statistics in
detail and older statistics in summary. Performance Manager also integrates with
external tools such as Cisco Traffic Analyzer.
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The Performance Manager has three operational stages:
» Definition: The Flow Wizard sets up flows in the switches.

» Collection: The Web Server Performance Collection panel collects
information about desired fabrics.

» Presentation: Generates Web pages to present the collected data through
Fabric Manager Web Server.

Performance Manager can collect statistics for ISLs, hosts, storage elements,
and configured flows. Flows are defined based on a host-to-storage (or
storage-to-host) link. Performance Manager gathers statistics from across the
fabric based on collection configuration files. These files determine which SAN
elements and SAN links Performance Manager gathers statistics for. Based on
this configuration, Performance Manager communicates with the appropriate
devices (switches, hosts, or storage elements) and collects the appropriate
information at fixed five-minute intervals.

Performance Manager uses a round-robin database to hold the statistical data
collected from the fabric. This data is stored based on the configured parameters
in the collection configuration file. At each polling interval, Performance Manager
gathers the relevant statistics and stores them in the round-robin database. This
database is a fixed size and will not grow beyond its preset limits.

Performance Manager creates a series of archived data to hold summarized
information present in the real-time round-robin database. This archived data is
used to generate daily, weekly, monthly, and yearly consolidated reports. In this
way, Performance Manager maintains significant historical data without the cost
of an ever-increasing database size.

Data interpolation

One of the unique features of Performance Manager is its ability to interpolate
data when statistical polling results are missing or delayed. Other performance
tools may store the missing data point as zero, but this can distort historical
trending. Performance Manager interpolates the missing data point by comparing
the data point that preceded the missing data and the data point stored in the
polling interval after the missing data. This maintains the continuity of the
performance information.
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Data collection

One year’s worth of data for two variables (Rx and Tx bytes) requires a
round-robin database (rrd) file size of 76 K. If errors and discards are also
collected, the rrd file size becomes 110 K. The default internal values are:

600 samples of 5 minutes (2 days and 2 hours)
700 samples of 30 minutes (12.5 days)

775 samples of 2 hours (50 days)

300 samples of 1 day

vyvyyy

A 1000-port SAN requires 110 MB for a year’s worth of historical data that
includes errors and discards. If there were 20 switches in this SAN with equal
distribution of fabric ports, about two to three SNMP packets per switch would be
sent every 5 minutes for a total of about 100 request or response SNMP packets
required to monitor the data.

Flows, because of their variable counter requests, are more difficult to predict
storage space requirements for. But as a rule of thumb, each extra flow adds
another 76 kB.

Note: Performance Manager does not collect statistics on non-manageable
and non-MDS switches. Loop devices (FL/NL) are not collected.

Performance thresholds

The Performance Manager Configuration Wizard allows you to set up two
thresholds that will trigger events when the monitored traffic exceeds the percent
utilization configured. These event triggers can be set as either critical or warning
events that are reported on the Fabric Manager Web client Events browser page.

Absolute value thresholds apply directly to the statistics gathered. These
statistics, as a percent of the total link capacity, are compared to the percent
utilization configured for the threshold type. If the statistics exceed either
configured threshold, an event is shown on the Fabric Manager Web client
Events tab.

Baseline thresholds create a threshold that adapts to the typical traffic pattern for
each link for the same time window each day, week, or every two weeks.
Baseline thresholds are set as a percent of the average (110% to 500%), where
100% equals the calculated weighted average.

Flow definition

The Performance Manager Flow and Performance Manager Setup wizards
greatly simplify configuration. All you need to do is select the categories of
statistics to capture and the wizards provide a list of flows and links to monitor.
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You can remove entries if desired, or just accept the provided list and start data
collection. Statistics for host and storage links are not associated with a specific
port on a switch, so you do not lose long-term statistics if a connection is moved
to a different port.

To create a flow using Fabric Manager:
1. Choose Performance — Create Flow, as shown in Figure 8-36.
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Figure 8-36 Define a Flow using the Fabric Manager

2. Specify a VSAN to define a flow and specify the type of traffic to capture data,
as shown in Figure 8-37.
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Figure 8-37 Define flow conditions
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3. The Review Traffic Flows window displays all VSAN flow pairs in the existing
flows for VSANs area. Select traffic pairs to create flows and select Add, as
shown in Figure 8-38.

& Flow Configuration Wizard - /SAN/Fabric_mds93222i-2

2 of 2: Review Traffic Flows

Figure 8-38 Add traffic pairs to flows for a specified VSAN
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4. When you have finished selecting traffic pairs and creating flows click Finish,
as shown in Figure 8-39, to complete the flow definition.

& Flow Configuration Wizard - /SAN/Fabric_mds93222i-2

2 of 2: Review Traffic Flows

Figure 8-39 Traffic flow definition completed

Chapter 8. Analysis tools 391



5. To verify the newly created flows, choose Physical Attributes — End
Devices — Flow Statistics, as shown in Figure 8-40. The newly created
flows are displayed in the upper right panel.
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Figure 8-40 Newly created flows in Fabric Manager
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Glossary

8b/10b A data encoding scheme developed by
IBM, translating byte-wide data to an encoded 10-bit
format. The Fibre Channel (FC) FC-1 level defines
this as the method to use to encode and decode
data transmissions over the Fibre Channel.

active configuration In an ESCON®
environment, the ESCON Director configuration
determined by the status of the current set of
connectivity attributes. Contrast with saved
configuration.

adapter A hardware unit that aggregates other
input/output (I/0) units, devices, or communications
links to a system bus.

ADSM ADSTAR Distributed Storage Manager.

Advanced Intelligent Tape (AIT) A magnetic tape
format by Sony that uses 8 mm cassettes, but is only
used in specific drives.

agent In the client-server model, the part of the
system that performs information preparation and
exchange on behalf of a client or server application.
In the Simple Network Management Protocol
(SNMP), the managed system. See also
management agent.

aggregation In the Storage Networking Industry
Association Storage Model (SNIA), virtualization is
known as aggregation. This aggregation can take
place at the file level or at the level of individual
blocks that are transferred to disk.

AIT See Advanced Intelligent Tape.
AL See arbitrated loop.
allowed In an ESCON Director, the attribute that,

when set, establishes dynamic connectivity
capability. Contrast with prohibited.

© Copyright IBM Corp. 2009. All rights reserved.

AL_PA Arbitrated Loop Physical Address.

American National Standards Institute

(ANSI) The primary organization for fostering the
development of technology standards in the United
States. The ANSI family of Fibre Channel
documents provides the standards basis for the
Fibre Channel architecture and technology. See also
FC-PH.

ANSI See American National Standards Institute.
APAR See authorized program analysis report.

arbitrated loop (AL) A Fibre Channel
interconnection technology that allows up to 126
participating node ports and one participating fabric
port to communicate.

arbitration The process of selecting one
respondent from a collection of several candidates
that request service concurrently.

Asynchronous Transfer Mode (ATM) A type of
packet switching that transmits fixed-length units of
data.

ATL See Automated Tape Library.

ATM See Asynchronous Transfer Mode.
authorized program analysis report (APAR) A
report of a problem caused by a suspected defect in
a current, unaltered release of a program.
Automated Tape Library (ATL) Large-scale tape
storage system that uses multiple tape drives and
mechanisms to address 50 or more cassettes.
backup A copy of computer data, or the act of
copying such data, that is used to recreate data that

has been lost, mislaid, corrupted, or erased.

bandwidth A measure of the information capacity
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of a transmission channel.

basic mode An S/390® or IBM eServer™
zSeries® central processing mode that does not use
logical partitioning. Contrast with logically
partitioned mode.

blocked In an ESCON and FICON Director, the
attribute that, when set, removes the communication
capability of a specific port. Contrast with unblocked.

bridge A component used to attach more than one
I/0 unit to a port. Also a data communications device
that connects two or more networks and forwards
packets between them. The bridge may use similar
or dissimilar media and signaling systems. It
operates at the data link level of the OSI model.
Bridges read and filter data packets and frames.

bridge/router A device that can provide the
functions of a bridge, router, or both, concurrently. A
bridge/router can route one or more protocols, such
as TCP/IP, and bridge all other traffic. See also
bridge and router.

broadcast To send a transmission to all N_Ports
on a fabric.

byte 1) In Fibre Channel, an 8-bit entity prior to
encoding or after decoding, with its least significant
bit denoted as bit 0 and most significant bit as bit 7.
The most significant bit is shown on the left side in
FC-FS unless otherwise shown. 2) In S/390
architecture or z/Architecture® for zSeries (and
FICON), an 8-bit entity prior to encoding or after
decoding, with its least significant bit denoted as bit
7 and most significant bit as bit 0. The most
significant bit is shown on the left side in S/390
architecture and z/Architecture for zSeries.

cascaded switches The connecting of one Fibre
Channel switch to another Fibre Channel switch,
creating a cascaded switch route between two
N_Nodes connected to a Fibre Channel fabric.

chained In an ESCON environment, pertaining to

the physical attachment of two ESCON Directors
(ESCDs) to each other.
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channel 1) A processor system element that
controls one channel path, whose mode of operation
depends on the type of hardware to which it is
attached. In a channel subsystem, each channel
controls an /O interface between the channel
control element and the logically attached control
units. 2) In ESA/390 or z/Architecture, the part of a
channel subsystem that manages a single 1/0
interface between a channel subsystem and a set of
controllers (control units).

channel to channel See CTC.
channel to converter See CVC.

channel-attached Devices attached directly by
data channels (I/0O channels) to a computer. Also
refers to devices attached to a controlling unit by
cables rather than by telecommunication lines.

channel I/O A form of /0O where request and
response correlation is maintained through a form of
source, destination, and request identification.

channel path (CHP) A single interface between a
central processor and one or more control units
along which signals and data can be sent to perform
I/O requests.

channel path identifier (CHPID) In a channel
subsystem, a value assigned to each installed
channel path of the system that uniquely identifies
that path to the system.

channel subsystem (CSS) Relieves the
processor of direct /O communication tasks and
performs path management functions. Uses a
collection of subchannels to direct a channel to
control the flow of information between 1/O devices
and main storage.

CHP See channel path.
CHPID See channel path identifier.

CIFS Common Internet File System.



cladding In an optical cable, the region of low
refractive index surrounding the core. See also core
and optical fiber.

Class of Service A Fibre Channel frame delivery
scheme that exhibits a specified set of delivery
characteristics and attributes.

Class-1 A class of service that provides dedicated
connection between two ports with confirmed
delivery or notification of nondeliverability.

Class-2 A class of service that provides a
frame-switching service between two ports with
confirmed delivery or notification of nondeliverability.

Class-3 A class of service that provides

frame-switching datagram service between two
ports or a multicast service between a multicast
originator and one or more multicast recipients.

Class-4 A class of service that provides a
fractional bandwidth virtual circuit between two ports
with confirmed delivery or notification of
nondeliverability.

Class-6 A class of service that provides a multicast
connection between a multicast originator and one
or more multicast recipients with confirmed delivery
or notification of nondeliverability.

client A software program used to contact and
obtain data from a server software program on
another computer, often across a great distance.
Each client program is designed to work specifically
with one or more kinds of server programs, and each
server requires a specific kind of client program.

client/server The relationship between machines
in a communications network. The client is the
requesting machine and the server is the supplying
machine. Also used to describe the information
management relationship between software
components in a processing system.

cluster A type of parallel or distributed system that
consists of a collection of interconnected whole
computers and is used as a single, unified
computing resource.

CNC A mnemonic for an ESCON channel used to
communicate to an ESCON-capable device.

coaxial cable A transmission media (cable) used
for high-speed transmission. It is called coaxial
because it includes one physical channel that
carries the signal surrounded (after a layer of
insulation) by another concentric physical channel,
both of which run along the same axis. The inner
channel carries the signal and the outer channel
serves as a ground.

configuration matrix In an ESCON environment
or FICON, an array of connectivity attributes that
appear as rows and columns on a display device
and can be used to determine or change active and
saved ESCON or FICON director configurations.

connected In an ESCON Director, the attribute
that, when set, establishes a dedicated connection
between two ESCON ports. Contrast with
disconnected.

connection Inan ESCON Director, an association
established between two ports that provides a
physical communication path between them.

connectivity attribute In an ESCON and FICON
Director, the characteristic that determines a
particular element of a port's status. See allowed,
prohibited, blocked, unblocked, as well as
connected and disconnected.

control unit A hardware unit that controls the
reading, writing, or displaying of data at one or more
1/O units.

controller A component that attaches to the
system topology through a channel semantic
protocol that includes some form of
request/response identification.

core In an optical cable, the central region of an
optical fiber through which light is transmitted and
that has an index of refraction greater than the
surrounding cladding material. See also cladding
and optical fiber.
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coupler Inan ESCON environment, link hardware
used to join optical fiber connectors of the same
type. Contrast with adapter.

CRC See Cyclic Redundancy Check.
CSS See channel subsystem.

CTC Channel-to-channel. A mnemonic for an
ESCON channel attached to another ESCON
channel, where one of the two ESCON channels is
defined as an ESCON CTC channel and the other
ESCON channel is defined as a ESCON CNC
channel. Also a mnemonic for a FICON channel
supporting a CTC Control Unit function logically or
physically connected to another FICON channel that
also supports a CTC Control Unit function. FICON
channels supporting the FICON CTC control unit
function are defined as normal FICON native (FC)
mode channels.

CVC A mnemonic foran ESCON channel attached
to an IBM 9034 convertor. The 9034 converts
ESCON CVC signals to parallel channel interface
(OEMI) communication operating in block multiplex
mode (Bus and Tag).

Cyclic Redundancy Check (CRC) An
error-correcting code used in Fibre Channel.

DASD See direct access storage device.
DAT See Digital Audio Tape.

data sharing A SAN solution in which files on a
storage device are shared between multiple hosts.

datagram Refers to the Class 3 Fibre Channel
Service that allows data to be sent rapidly to multiple
devices attached to the fabric, with no confirmation
of delivery.

DDM See disk drive module.

dedicated connection In an ESCON Director, a
connection between two ports that is not affected by
information contained in the transmission frames.
This connection, which restricts those ports from
communicating with any other port, can be
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established or removed only as a result of actions
performed by a host control program or at the ESCD
console. Contrast with dynamic connection.

Note: The two links having a dedicated
connection appear as one continuous link.

default Pertaining to an attribute, value, or option
that is assumed when none is explicitly specified.

Dense Wavelength Division Multiplexing
(DWDM) The concept of packing multiple signals
tightly together in separate groups, and transmitting
them simultaneously over a common carrier wave.

destination Any point or location, such as a node,
station, or a particular terminal, to which information
is to be sent. An example is a Fibre Channel fabric
F_Port; when attached to a Fibre Channel N_port,

communication to the N_port via the F_port is said
to be to the F_Port destination identifier (D_ID).

device A mechanical, electrical, or electronic
contrivance with a specific purpose.

device address 1) In ESA/390 architecture and
z/Architecture for zSeries, the field of an ESCON
device-level frame that selects a specific device on a
control unit image. 2) In the FICON channel
FC-SB-2 architecture, the device address field in an
SB-2 header that is used to select a specific device
on a control unit image.

device number 1) In ESA/390 and z/Architecture
for zSeries, a four-hexadecimal character identifier
(for example, 19A0) that you associate with a device
to facilitate communication between the program
and the host operator. 2) The device number that
you associate with a subchannel that uniquely
identifies an 1/O device.

dB Decibel. A ratio measurement distinguishing
the percentage of signal attenuation (loss) between
the 1/0 power. Attenuation is expressed as dB/km.

Digital Audio Tape (DAT) A tape media
technology designed for very high quality audio
recording and data backup. DAT cartridges look like



audio cassettes and are often used in mechanical
auto-loaders. Typically, a DAT cartridge provides
2 GB of storage, but new DAT systems have much
larger capacities.

Digital Linear Tape (DLT) A magnetic tape
technology originally developed by Digital
Equipment Corporation (DEC) and now sold by
Quantum. DLT cartridges provide storage capacities
from 10 GB to 35 GB.

direct access storage device (DASD) A mass
storage medium on which a computer stores data.

any online storage device: a disc, drive or CD-ROM.

disconnected Inan ESCON Director, the attribute
that, when set, removes a dedicated connection.
Contrast with connected.

disk A mass storage medium on which a computer
stores data.

disk drive module (DDM) A disk storage medium
that you use for any host data that is stored within a
disk subsystem.

disk mirroring A fault-tolerant technique that
writes data simultaneously to two hard disks using
the same hard disk controller.

disk pooling A SAN solution in which disk storage
resources are pooled across multiple hosts rather
than dedicated to a specific host.

distribution panel In an ESCON and FICON
environment, a panel that provides a central location
for the attachment of trunk and jumper cables and

can be mounted in a rack, wiring closet, or on a wall.

DLT See Digital Linear Tape.

duplex Pertaining to communication in which data
or control information can be sent and received at
the same time, from the same node. Contrast with
half duplex.

duplex connector In an ESCON environment, an
optical fiber component that terminates both jumper
cable fibers in one housing and provides physical
keying for attachment to a duplex receptacle.

duplex receptacle In an ESCON environment, a
fixed or stationary optical fiber component that
provides a keyed attachment method for a duplex
connector.

DWDM See Dense Wavelength Division
Multiplexing.

dynamic connection In an ESCON Director, a
connection between two ports, established or
removed by the ESCD and that, when active,
appears as one continuous link. The duration of the
connection depends on the protocol defined for the
frames transmitted through the ports and on the
state of the ports. Contrast with dedicated
connection.

dynamic connectivity Inan ESCON Director, the
capability that allows connections to be established
and removed at any time.

Dynamic I/O Reconfiguration An S/390 and
z/Architecture function that allows 1/O configuration
changes to be made nondisruptively to the current
operating I/O configuration.

ECL See Emitter Coupled Logic.

ELS See Extended Link Services.

EMIF See ESCON Muiltiple Image Facility.
Emitter Coupled Logic (ECL) The type of
transmitter used to drive copper media such as

Twinax, Shielded Twisted Pair, or Coax.

enterprise network A geographically dispersed
network under the auspices of one organization.

Enterprise Systems Architecture/390
(ESA/390) An IBM architecture for mainframe
computers and peripherals. Processors that follow
this architecture include the S/390 Server family of
processors.
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Enterprise System Connection (ESCON) 1) An
ESA/390 computer peripheral interface. The 1/0
interface uses ESA/390 logical protocols over a
serial interface that configures attached units to a
communication fabric. 2) A set of IBM products and
services that provide a dynamically connected
environment within an enterprise.

entity In general, a real or existing object from the
Latin ens, or being, which makes the distinction
between an object’s existence and its qualities. In
programming, engineering and probably many other
contexts, the word is used to identify units, whether
concrete items or abstract ideas, that have no ready
name or label.

E_Port Expansion Port. A port on a switch used to
link multiple switches together into a Fibre Channel
switch fabric.

ESA/390 See Enterprise Systems
Architecture/390.

ESCD Enterprise Systems Connection (ESCON)
Director.

ESCD console The ESCON Director display and
keyboard device used to perform operator and
service tasks at the ESCD.

ESCON See Enterprise System Connection.

ESCON channel A channel having an Enterprise
Systems Connection channel-to-control-unit 1/0
interface that uses optical cables as a transmission
medium. May operate in CBY, CNC, CTC or CVC
mode. Contrast with parallel channel.

ESCON Director An I/O interface switch that
provides the interconnection capability of multiple
ESCON interfaces (or FICON Bridge (FCV) mode -
9032-5) in a distributed-star topology.

ESCON Multiple Image Facility (EMIF) In the
ESA/390 architecture and z/Architecture for zSeries,
a function that allows logical partitions (LPARS) to
share an ESCON and FICON channel path (and
other channel types) by providing each LPAR with its
own channel-subsystem image.
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exchange A group of sequences which share a
unique identifier. All sequences within a given
exchange use the same protocol. Frames from
multiple sequences can be multiplexed to prevent a
single exchange from consuming all the bandwidth.
See also sequence.

Extended Link Services (ELS) Via a command
request, solicits a destination port (N_Port or
F_Port) to perform a function or service. Each ELS
request consists of an Link Service (LS) command;
the N_Port ELS commands are defined in the FC-FS
architecture.

fabric Fibre Channel employs a fabric to connect
devices. A fabric can be as simple as a single cable
connecting two devices. The term is most often used
to describe a more complex network using hubs,
switches, and gateways.

Fabric Login (FLOGI) Used by an N_Port to
determine if a fabric is present and, if so, to initiate a
session with the fabric by exchanging service
parameters with the fabric. Fabric Login is
performed by an N_Port following link initialization
and before communication with other N_Ports is
attempted.

Fabric Shortest Path First (FSPF) An intelligent
path selection and routing standard and is part of the
Fibre Channel Protocol.

FC 1) A short form when referring to something
that is part of the Fibre Channel standard. Used by
the IBM I/O definition process when defining a
FICON channel (using IOCP of HCD) that will be
used in FICON native mode (using the FC-SB-2
communication protocol. See also Fibre Channel.

FC-0 Lowest level of the Fibre Channel Physical
standard, covering the physical characteristics of the
interface and media.

FC-1 Middle level of the Fibre Channel Physical
standard, defining the 8b/10b encoding and
decoding and transmission protocol.



FC-2 Highest level of the Fibre Channel Physical
standard, defining the rules for signaling protocol
and describing transfer of frame, sequence, and
exchanges.

FC-3 The hierarchical level in the Fibre Channel
standard that provides common services such as
striping definition.

FC-4 The hierarchical level in the Fibre Channel
standard that specifies the mapping of upper-layer
protocols to levels below.

FCA See Fibre Channel Association.

FC-AL See Fibre Channel Arbitrated Loop.
FC-CT Fibre Channel Common Transport Protocol
FC-FG See Fibre Channel Fabric Generic.

FC-FP See Fibre Channel HIPPI Framing Protocol.
FC-FS See Fibre Channel-Framing and Signaling.
FC-GS See Fibre Channel Generic Services.
FCLC See Fibre Channel Loop Association.
FC-LE See Fibre Channel Link Encapsulation.
FCP See Fibre Channel Protocol.

FC-PH See Fibre Channel Physical and Signaling.

FC-PLDA Fibre Channel Private Loop Direct
Attach. See Private Loop Direct Attach.

FCS See Fibre Channel standard.

FC-SB See Fibre Channel Single Byte Command
Code Set.

FC Storage Director SAN Storage Director.
FC-SW See Fibre Channel Switch Fabric.

fiber See optical fiber.

Fibre Channel A technology for transmitting data
between computer devices at a data rate of up to

4 Gbps. It is especially suited for connecting
computer servers to shared storage devices and for
interconnecting storage controllers and drives.

Fibre Channel Arbitrated Loop (FC-AL) A
reference to the FC-AL standard, a shared gigabit
media for up to 127 nodes, one of which may be
attached to a switch fabric. See also arbitrated loop.

Fibre Channel Association (FCA) A Fibre
Channel industry association that works to promote
awareness and understanding of the Fibre Channel
technology and its application, and provides a
means for implementers to support the standards
committee activities.

Fibre Channel Fabric Generic (FC-FG) A
reference to the document (ANSI X3.289-1996)
which defines the concepts, behavior, and
characteristics of the Fibre Channel fabric along with
suggested partitioning of the 24-bit address space to
facilitate the routing of frames.

Fibre Channel-Framing and Signaling
(FC-FS) The term used to describe the FC-FS
architecture.

Fibre Channel Generic Services (FC-GS) A
reference to the document (ANSI X3.289-1996) that
describes a common transport protocol used to
communicate with the server functions, a full
X500-based directory service, mapping of the
SNMP directly to the Fibre Channel, a time server,
and an alias server.

Fibre Channel HIPPI Framing Protocol

(FCFP) A reference to the document (ANSI
X3.254-1994) that defines how the HIPPI framing
protocol is transported via the Fibre Channel.

Fibre Channel Link Encapsulation (FC-LE) A
reference to the document (ANSI X3.287-1996)
which defines how IEEE 802.2 Logical Link Control
(LLC) information is transported via the Fibre
Channel.

Glossary 399



Fibre Channel Loop Association (FCLC) An
independent working group of the FCA focused on
the marketing aspects of the Fibre Channel loop
technology.

Fibre Channel Physical and Signaling

(FC-PH) A reference to the ANSI X3.230 standard,
that contains the definition of the three lower levels
(FC-0, FC-1, and FC-2) of the Fibre Channel.

Fibre Channel Protocol (FCP) The mapping of
SCSI-3 operations to Fibre Channel.

Fibre Channel Service Protocol (FSP) The
common FC-4 level protocol for all services,
transparent to the fabric type or topology.

Fibre Channel Single Byte Command Code Set
(FC-SB) A reference to the document (ANSI
X.271-1996) which defines how the ESCON
command set protocol is transported using the Fibre
Channel.

Fibre Channel standard (FCS) An ANSI standard
for a computer peripheral interface. The I/O interface
defines a protocol for communication over a serial
interface that configures attached units to a
communication fabric. The protocol has four layers.
The lower of the four layers defines the physical
media and interface, the upper of the four layers
defines one or more Upper Layer Protocols (ULP),
for example, FCP for SCSI command protocols and
FC-SB-2 for FICON protocol supported by ESA/390
and z/Architecture. Refer to ANSI X3.230.1999x.

Fibre Channel Switch Fabric (FC-SW) A
reference to the ANSI standard under development
that further defines the fabric behavior described in
FC-FG and defines the communications between
different fabric elements required for those elements
to coordinate their operations and management
address assignment.

fiber optic cable See optical cable.
fiber optics The branch of optical technology
concerned with the transmission of radiant power

through fibers made of transparent materials such
as glass, fused silica, and plastic.
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Note: Telecommunication applications of fiber
optics use optical fibers. Either a single discrete
fiber or a non-spatially aligned fiber bundle can be
used for each information channel. Such fibers
are often called “optical fibers” to differentiate
them from fibers used in non-communication
applications.

FICON 1) An ESA/390 and zSeries computer
peripheral interface. The I/O interface uses ESA/390
and zSeries FICON protocols (FC-FS and FC-SB-2)
over a Fibre Channel serial interface that configures
attached units to a FICON supported Fibre Channel
communication fabric. 2) An FC4 proposed standard
that defines an effective mechanism for the export of
the SBCCS-2 (FC-SB-2) command protocol via
Fibre Channels.

FICON channel A channel having a Fibre Channel
connection (FICON) channel-to-control-unit 1/0
interface that uses optical cables as a transmission
medium. May operate in either FC or FCV mode.

FICON Director A Fibre Channel switch that
supports the ESCON-like “control unit port” (CUP
function) that is assigned a 24-bit Fibre Channel port
address to allow FC-SB-2 addressing of the CUP
function to perform command and data transfer. (In
the Fibre Channel world, it is a means of in-band
management using a FC-4 ULP.)

field replaceable unit (FRU) An assembly that is
replaced in its entirety when any one of its required
components fails.

F_Node Fabric Node. A fabric attached node.
FLOGI See Fabric Login.

F_Port Fabric Port. A port used to attach a Node
Port (N_Port) to a switch fabric.

frame Alinear set of transmitted bits that define the
basic transport unit. The frame is the most basic
element of a message in Fibre Channel
communications, consisting of a 24-byte header and
zero to 2112 bytes of data. See also sequence.



FRU See field replaceable unit.
FSP See Fibre Channel Service Protocol.
FSPF See Fabric Shortest Path First.

full duplex A mode of communications allowing

simultaneous transmission and reception of frames.

gateway A node on a network that interconnects
two otherwise incompatible networks.

Gbps Gigabits per second. Also sometimes
referred to as Gbps. In computing terms, it is
approximately 1000000000 bits per second. Most
precisely itis 1073741824 (1024 x 1024 x 1024) bits
per second.

Gbps Gigabytes per second. Also sometimes
referred to as Gbps. In computing terms, it is
approximately 1000000000 bytes per second. Most
precisely it is 1073741824 (1024 x 1024 x 1024)
bytes per second.

GBIC See Gigabit Interface Converter.

Gigabit One billion bits or one thousand megabits.

Gigabit Interface Converter (GBIC) Industry
standard transceivers for connection of Fibre
Channel nodes to arbitrated loop hubs and fabric
switches.

Gigabit Link Module (GLM) A generic Fibre
Channel transceiver unit that integrates the key
functions necessary for the installation of a Fibre
channel media interface on most systems.

GLM See Gigabit Link Module.

G_Port Generic Port. A generic switch port that is
either an F_Port or E_Port. The function is
automatically determined during login.

half duplex In data communication, pertaining to
transmission in only one direction at a time. Contrast
with duplex.

hard disk drive Storage media within a storage
server used to maintain information that the storage
server requires. Also a mass storage medium for
computers that is typically available as a fixed disk or
a removable cartridge.

hardware The mechanical, magnetic, and
electronic components of a system, such as
computers, telephone switches, and terminals.

HBA Host bus adapter.

HCD Hardware configuration dialog.

HDA See head and disk assembly.

HDD See hard disk drive.

head and disk assembly (HDA) The portion of an
HDD associated with the medium and the read/write
head.

hierarchical storage management (HSM) A
software and hardware system that moves files from
disk to slower, less expensive storage media based
on rules and observation of file activity. Modern HSM
systems move files from magnetic disk to optical
disk to magnetic tape.

High Performance Parallel Interface (HPPI) An
ANSI standard that defines a channel that transfers
data between CPUs and from a CPU to disk arrays
and other peripherals.

HIPPI See High Performance Parallel Interface.
HMMP HyperMedia Management Protocol.
HMMS See HyperMedia Management Schema.
hop An Fibre Channel frame may travel from a
switch to a director, a switch to a switch, or a director
to a director, which in this case is one hop.

HSM See Hierarchical Storage Management.
hub A Fibre Channel device that connects nodes

into a logical loop by using a physical star topology.
Hubs will automatically recognize an active node
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and insert the node into the loop. A node that fails or
is powered off is automatically removed from the
loop.

hub topology See loop topology.

Hunt Group A set of associated N_Ports attached
to a single node, assigned a special identifier that
allows any frames containing this identifier to be
routed to any available N_Port in the set.

HyperMedia Management Schema (HMMS) The
definition of an implementation-independent,
extensible, common data description/schema, that
allows data from a variety of sources to be described
and accessed in real time regardless of the source
of the data. See also WEBM and HMMP,

ID See identifier.

identifier A unique name or address that identifies
such items as programs, devices, or systems.

in-band signaling Signaling that is carried in the
same channel as the information. Also referred to as
in-band.

in-band virtualization An implementation in
which the virtualization process takes place in the
data path between servers and disk systems. The
virtualization can be implemented as software
running on servers or in dedicated engines.

information unit A unit of information defined by
an FC-4 mapping. Information units are transferred
as a Fibre Channel sequence.

initial program load (IPL) 1) The initialization
procedure that causes an operating system to
commence operation. 2) The process by which a
configuration image is loaded into storage at the
beginning of a work day or after a system
malfunction. (3) The process of loading system
programs and preparing a system to run jobs.

input/output (1/0) 1) Pertaining to a device whose
parts can perform an input process and an output
process at the same time. 2) Pertaining to a
functional unit or channel involved in an input
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process, output process, or both, concurrently or
not, and to the data involved in such a process. (3)
Pertaining to input, output, or both.

input/output configuration data set

(IOCDS) The data set in the S/390 and zSeries
processor (in the support element) that contains an
I/0 configuration definition built by the 1/0
configuration program (IOCP).

input/output configuration program (IOCP) An
S/390 program that defines to a system the
channels, I/O devices, paths to the I/O devices, and
the addresses of the 1/O devices. The output is
normally written to a S/390 or zSeries IOCDS.

interface 1) A shared boundary between two
functional units, defined by functional
characteristics, signal characteristics, or other
characteristics as appropriate. The conceptincludes
the specification of the connection of two devices
having different functions. 2) Hardware, software, or
both, that link systems, programs, or devices.

intermix A mode of service defined by Fibre
Channel that reserves the full Fibre Channel
bandwidth for a dedicated Class 1 connection, but
allows connection-less Class 2 traffic to share the
link if the bandwidth is available.

Inter-Switch Link (ISL) An Fibre Channel
connection between switches and directors.

I1/0 See input/output.

I/0 configuration The collection of channel paths,
control units, and 1/O devices that attaches to the
processor. This may also include channel switches
(for example, an ESCON Director).

IOCDS See input/output configuration data set.

IOCP See input/output configuration control
program.



IODF The data set that contains the S/390 or
zSeries I/O configuration definition file produced
during the definition of the S/390 or zSeries 1/0
configuration by HCD. Used as a source for IPL,
IOCP, and Dynamic I/O Reconfiguration.

IP Internet Protocol

IPI Intelligent Peripheral Interface
IPL See initial program load.

ISL See Inter-Switch Link.

isochronous transmission Data transmission
which supports network-wide timing requirements.
A typical application for isochronous transmission is
a broadcast environment which needs information to
be delivered at a predictable time.

JBOD Just a bunch of disks.

jukebox A device that holds multiple optical disks
and one or more disk drives, and can swap disks in
and out of the drive as needed.

jumper cable In an ESCON and FICON
environment, an optical cable having two conductors
that provide physical attachment between a channel
and a distribution panel or an ESCON/FICON
Director port or a control unit/device, between an
ESCON/FICON Director port and a distribution
panel or a control unit/device, or between a control
unit/device and a distribution panel. Contrast with
trunk cable.

LAN See local area network.

laser A device that produces optical radiation
using a population inversion to provide light
amplification by stimulated emission of radiation and
(generally) an optical resonant cavity to provide
positive feedback. Laser radiation can be highly
coherent temporally, spatially, or both.

latency A measurement of the time it takes to send
a frame between two locations.

LC Lucent Connector. A registered trademark of
Lucent Technologies.

LCU See logical control unit.
LED See light emitting diode.

licensed internal code (LIC) Microcode that IBM
does not sell as part of a machine, but instead,
licenses it to the client. LIC is implemented in a part
of storage that is not addressable by user programs.
Some IBM products use it to implement functions as
an alternate to hard-wire circuitry.

light emitting diode (LED) A semiconductor chip
that gives off visible or infrared light when activated.
Contrast with /aser.

link 1) In an ESCON environment or FICON
environment (Fibre Channel environment), the
physical connection and transmission medium used
between an optical transmitter and an optical
receiver. A link consists of two conductors, one used
for sending and the other for receiving, thereby
providing a duplex communication path. 2) In an
ESCON 1/O interface, the physical connection and
transmission medium used between a channel and
a control unit, a channel and an ESCD, a control unit
and an ESCD, or at times between two ESCDs. 3) In
a FICON I/O interface, the physical connection and
transmission medium used between a channel and
a control unit, a channel and a FICON Director, a
control unit and a Fibre Channel FICON Director, or
at times between two Fibre Channels switches.

link address 1) On an ESCON interface, the
portion of a source or destination address in a frame
that ESCON uses to route a frame through an
ESCON director. ESCON associates the link
address with a specific switch port that is on the
ESCON director. 2) On a FICON interface, the port
address (1-byte link address), or domain and port
address (2-byte link address) portion of a source
(S_ID) or destination address (D_ID) in a Fibre
Channel frame that the Fibre Channel switch uses to
route a frame through a Fibre Channel switch or
Fibre Channel switch fabric. See also port address.
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Link_Control_Facility A termination card that
handles the logical and physical control of the Fibre
Channel link for each mode of use.

LIP See loop initialization primitive sequence.

local area network (LAN) A computer network
located in a user’s premises within a limited
geographic area, usually not larger than a floor or
small building. Transmissions within a LAN are
mostly digital, carrying data among stations at rates
usually above one Mbps.

logical control unit (LCU) A separately
addressable control unit function within a physical
control unit. Usually a physical control unit that
supports several LCUs. For ESCON, the maximum
number of LCUs that can be in a control unit (and
addressed from the same ESCON fiber link) is 16.
They are addressed from x’0’ to X'F’. For FICON
architecture, the maximum number of LCUs that can
be in a control unit (and addressed from the same
FICON fibre link) is 256. They are addressed from
x'00’ to X’FF’. For both ESCON and FICON, the
actual number supported, and the LCU address
value, is both processor- and control unit
implementation-dependent.

logical partition (LPAR) A set of functions that
create a programming environment that is defined
by the ESA/390 architecture or z/Architecture for
zSeries. The ESA/390 architecture or z/Architecture
for zSeries uses the term LPAR when more than one
LPAR is established on a processor. An LPAR is
conceptually similar to a virtual machine
environment except that the LPAR is a function of
the processor. Also, LPAR does not depend on an
operating system to create the virtual machine
environment.

logical switch number (LSN) A two-digit number
used by the IOCP to identify a specific ESCON or
FICON Director. This number is separate from the
director’s “switch device number” and, for FICON, it
is separate from the director’s “Fibre Channel switch
address”.

logically partitioned mode A central processor
mode, available on the configuration frame when
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using the PR/SM™ facility, that allows an operator to
allocate processor hardware resources among
LPARs. Contrast with basic mode.

login server An entity within the Fibre Channel
fabric that receives and responds to login requests.

loop circuit A temporary point-to-point like path
that allows bidirectional communications between
loop-capable ports.

loop initialization primitive (LIP) sequence A
special Fibre Channel sequence that is used to start
loop initialization. Allows ports to establish their port
addresses.

loop topology An interconnection structure in
which each point has physical links to two neighbors
resulting in a closed circuit. In a loop topology, the
available bandwidth is shared.

LPAR See logical partition.

L_Port Loop Port. A node or fabric port capable of
performing arbitrated loop functions and protocols.
NL_Ports and FL_Ports are loop-capable ports.

LSN See logical switch number.

Lucent Connector (LC) A registered trademark of
Lucent Technologies

LVD Low Voltage Differential.

management agent A process that exchanges a
managed node's information with a management
station.

managed node A computer, a storage system, a
gateway, a media device such as a switch or hub, a
control instrument, a software product such as an
operating system or an accounting package, or a
machine on a factory floor, such as a robot.

managed object A variable of a managed node.
This variable contains one piece of information
about the node. Each node can have several
objects.



Management Information Block (MIB) A formal
description of a set of network objects that can be
managed using the SNMP. The format is defined as
part of SNMP and is a hierarchical structure of
information relevant to a specific device, defined in
object-oriented terminology as a collection of
objects, relations, and operations among objects.

management station A host system that runs the
management software.

MAR See Media Access Rules.

Mbps Megabits per second. Also sometimes
referred to as MBps. In computing terms, it is

approximately 1000000 bits per second. Most
precisely it is 1048576 (1024 x 1024) bits per
second.

MBps Megabytes per second. Also sometimes
referred to as MBps. In computing terms, it is
approximately 1000000 bytes per second. Most
precisely it is 1048576 (1024 x 1024) bytes per
second.

media Plural of medium. The physical environment
through which transmission signals pass. Common
media include copper and fiber optic cable.

Media Access Rules (MAR) Enable systems to
self-configure themselves is a SAN environment.

Media Interface Adapter (MIA) Enables
optic-based adapters to interface with copper-based
devices, including adapters, hubs, and switches.

metadata server In Storage Tank™, servers that
maintain information (metadata) about the data files
and grant permission for application servers to
communicate directly with disk systems.

meter Equal to 39.37 inches, or just slightly larger
than a yard (36 inches)

MIA See Media Interface Adapter.

MIB See Management Information Block.

mirroring The process of writing data to two
separate physical devices simultaneously.

MM Multi-Mode. See Multi-Mode Fiber.
MMF See Multi-Mode Fiber.

multicast Sending a copy of the same
transmission from a single source device to multiple
destination devices on a fabric. This includes
sending to all N_Ports on a fabric (broadcast) or to
only a subset of the N_Ports on a fabric (multicast).

Multi-Mode Fiber (MMF) In optical fiber
technology, an optical fiber that is designed to carry
multiple light rays or modes concurrently, each at a
slightly different reflection angle within the optical
core. Multi-Mode fiber transmission is used for
relatively short distances because the modes tend
to disperse over longer distances. See also
Single-Mode Fiber.

multiplex The ability to intersperse data from
multiple sources and destinations onto a single
transmission medium. Refers to delivering a single
transmission to multiple destination N_Ports.

name server Provides translation from a given
node name to one or more associated N_Port
identifiers.

NAS See Network Attached Storage.

ND See node descriptor.

NDMP Network Data Management Protocol

NED See node-element descriptor.

network An aggregation of interconnected nodes,
workstations, file servers, and peripherals, with its
own protocol that supports interaction.

Network Attached Storage (NAS) A term used to
describe a technology where an integrated storage
system is attached to a messaging network that

uses common communications protocols, such as
TCP/IP.
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Network File System (NFS) A distributed file
system in UNIX developed by Sun Microsystems. It
allows a set of computers to cooperatively access
each other’s files in a transparent manner.

Network Management System (NMS) A system
responsible for managing at least part of a network.
NMSs communicate with agents to help keep track
of network statistics and resources.

network topology Physical arrangement of nodes
and interconnecting communications links in
networks based on application requirements and
geographical distribution of users.

NFS See Network File System.

NL_Port Node Loop Port. A node port that
supports arbitrated loop devices.

NMS See Network Management System. A
system responsible for managing at least part of a
network. NMSs communicate with agents to help
keep track of network statistics and resources.

node An entity with one or more N_Ports or
NL_Ports.

node descriptor (ND) In an ESCON and FICON

environment, a 32-byte field that describes a node,
channel, ESCON Director or FICON Director port, or
a control unit.

node-element descriptor (NED) In an ESCON
and FICON environment, a 32-byte field that
describes a node element, such as a disk (DASD)
device.

non-blocking Indicates that the capabilities of a
switch are such that the total number of available
transmission paths is equal to the number of ports.
Therefore, all ports can have simultaneous access
through the switch.

Non-L_Port A Node or Fabric port that is not
capable of performing the arbitrated loop functions
and protocols. N_Ports and F_Ports are not
loop-capable ports.
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N_Port Node Port. A Fibre Channel-defined
hardware entity at the end of a link which provides
the mechanisms necessary to transport information
units to or from another node.

N_Port Login (PLOGI) Allows two N_Ports to
establish a session and exchange identities and
service parameters. It is performed following
completion of the FLOGI process and prior to the
FC-4 level operations with the destination port. May
be either explicit or implicit.

OEMI See original equipment manufacturer
information.

open system A system whose characteristics
comply with standards made available throughout
the industry and that can be connected to other
systems that comply with the same standards.

operation A term defined in FC-2 that refers to one
of the Fibre Channel building blocks composed of
one or more, possibly concurrent, exchanges.

optical cable A fiber, multiple fibers, or a fiber
bundle in a structure built to meet optical,
mechanical, and environmental specifications. See
also jumper cable, optical cable assembly, and trunk
cable.

optical cable assembly An optical cable that is
connector-terminated. Generally, an optical cable
that has been connector-terminated by a
manufacturer and is ready for installation. See also
jumper cable and optical cable.

optical fiber Any filament made of dialectic
materials that guides light, regardless of its ability to
send signals. See also fiber optics and optical
waveguide.

optical fiber connector A hardware component
that transfers optical power between two optical
fibers or bundles and is designed to be repeatedly
connected and disconnected.



optical waveguide A structure capable of guiding
optical power. In optical communications, generally
a fiber designed to transmit optical signals. See
optical fiber.

ordered set A Fibre Channel term referring to four
10 -bit characters (a combination of data and special
characters) providing low-level link functions, such
as frame demarcation and signaling between two
ends of a link.

original equipment manufacturer information
(OEMI) A reference to an IBM guideline for a
computer peripheral interface. More specifically, it
refers to IBM S/360™ and S/370™ Channel to
Control Unit OEMI. The interface uses ESA/390
logical protocols over an I/O interface that configures
attached units in a multi-drop bus environment. This
OEMl interface is also supported by the zSeries 900
processors.

originator A Fibre Channel term referring to the
initiating device.

out-of-band signaling Signaling that is separated
from the channel carrying the information. Also
referred to as out-of-band.

out-of-band virtualization An alternative type of
virtualization in which servers communicate directly
with disk systems under control of a virtualization
function that is not involved in the data transfer.

parallel channel A channel having a
System/360™ and System/370™
channel-to-control-unit I/O interface that uses bus
and tag cables as a transmission medium. Contrast
with ESCON channel.

path In a channel or communication network, any
route between any two nodes. For ESCON and
FICON, this is the route between the channel and
the control unit/device, or sometimes from the
operating system control block for the device and the
device itself.

path group The ESA/390 and zSeries architecture
(z/Architecture) term for a set of channel paths that
are defined to a controller as being associated with

a single S/390 image. The channel paths are in a
group state and are online to the host.

path-group identifier ESA/390 and z/Architecture
term for the identifier that uniquely identifies a given
LPAR. The path-group identifier is used in
communication between the system image program
and a device. The identifier associates the path
group with one or more channel paths, defining
these paths to the control unit as being associated
with the same system image.

PCICC (IBM) PCI Cryptographic Coprocessor.

peripheral Any computer device that is not part of
the essential computer (the processor, memory and
data paths) but is situated relatively close by. A near
synonym is |/O device.

petard A device that is small and sometimes
explosive.

PLDA See Private Loop Direct Attach.
PLOGI See N_Port Login.

point-to-point topology An interconnection
structure in which each point has physical links to
only one neighbor resulting in a closed circuit. In
point-to-point topology, the available bandwidth is
dedicated.

policy-based management Management of data
on the basis of business policies (for example, “all
production database data must be backed up every
day”), rather than technological considerations (for
example, “all data stored on this disk system is
protected by remote copy”).

port An access point for data entry or exit. A
receptacle on a device to which a cable for another
device is attached. See also duplex receptacle.

port address In an ESCON Director, an address
used to specify port connectivity parameters and to
assign link addresses for attached channels and
control units. In a FICON director or Fibre Channel
switch, it is the middle 8 bits of the full 24-bit Fibre
Channel port address. This field is also referred to
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as the area field in the 24-bit Fibre Channel port
address. See also link address.

port bypass circuit A circuit used in hubs and disk
enclosures to automatically open or close the loop to
add or remove nodes on the loop.

port card In an ESCON and FICON environment,
a field-replaceable hardware component that
provides the optomechanical attachment method for
jumper cables and performs specific
device-dependent logic functions.

port name In an ESCON or FICON Director, a
user-defined symbolic name of 24 characters or less
that identifies a particular port.

Private Loop Direct Attach (PLDA) A technical
report which defines a subset of the relevant
standards suitable for the operation of peripheral
devices such as disks and tapes on a private loop.

Private NL_Port An NL_Port which does not
attempt login with the fabric and only communicates
with other NL Ports on the same loop.

processor complex A system configuration that
consists of all the machines required for operation;
for example, a processor unit, a processor controller,
a system display, a service support display, and a
power and coolant distribution unit.

program temporary fix (PTF) A temporary
solution or bypass of a problem diagnosed by IBM in
a current unaltered release of a program.

prohibited In an ESCON or FICON Director, the
attribute that, when set, removes dynamic
connectivity capability. Contrast with allowed.

protocol 1) A set of semantic and syntactic rules
that determine the behavior of functional units in
achieving communication. 2) In Fibre Channel, the
meaning of, and sequencing rules for, requests and
responses used for managing the switch or switch
fabric, transferring data, and synchronizing states of
Fibre Channel fabric components. 3) A specification
for the format and relative timing of information
exchanged between communicating parties.
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PTF See program temporary fix.

Public NL_Port An NL_Port that attempts login
with the fabric and can observe the rules of either
public or private loop behavior. A public NL_Port
may communicate with both private and public
NL_Ports.

QoS See Quality of Service.

Quality of Service (QoS) A set of communications
characteristics required by an application. Each
QoS defines a specific transmission priority, level of
route reliability, and security level.

Quick Loop A unique Fibre Channel topology that
combines arbitrated loop and fabric topologies. It is
an optional licensed product that allows arbitrated

loops with private devices to be attached to a fabric.

RAID See Redundant Array of Inexpensive or
Independent Disks.

RAID 0 Level 0 RAID support. Striping, no
redundancy.

RAID 1 Level 1 RAID support. Mirroring, complete
redundancy.

RAID 5 Level 5 RAID support. Striping with parity.

Redundant Array of Inexpensive or Independent
Disks (RAID) A method of configuring multiple
disk drives in a storage subsystem for high
availability and high performance.

repeater A device that receives a signal on an
electromagnetic or optical transmission medium,
amplifies the signal, and then retransmits it along the
next leg of the medium.

responder A Fibre Channel term referring to the
answering device.

route The path that an ESCON frame takes from a
channel through an ESCD to a control unit/device.



router 1) A device that can decide which of several
paths network traffic will follow based on some
optimal metric. Routers forward packets from one
network to another based on network-layer
information. 2) A dedicated computer hardware or
software package which manages the connection
between two or more networks. See also bridge and
bridge/router.

SAF-TE SCSI Accessed Fault-Tolerant
Enclosures.

SAN See storage area network.
SAN See System Area Network.

SANSymphony In-band block-level virtualization
software made by DataCore Software Corporation
and resold by IBM.

saved configuration In an ESCON or FICON
Director environment, a stored set of connectivity
attributes whose values determine a configuration
that can be used to replace all or part of the ESCD’s
or FICON’s active configuration. Contrast with active
configuration.

SC connector A fiber optic connector
standardized by ANSI TIA/EIA-568A for use in
structured wiring installations.

scalability The ability of a computer application or
product (hardware or software) to continue to
function because of a change in size or volume. For
example, the ability to retain performance levels
when adding additional processors, memory, and
storage.
SCSI See Small Computer System Interface.
SCSI-3 SCSI-3 consists of a set of primary
commands and additional specialized command
sets to meet the needs of specific device types. The
SCSI-3 command sets are used not only for the
SCSI-3 parallel interface but for additional parallel
and serial protocols, including Fibre Channel, Serial
Bus Protocol (used with IEEE 1394 Firewire physical
protocol), and the Serial Storage Protocol (SSP).

SCSI Enclosure Services (SES) ANSI SCSI-3
proposal that defines a command set for soliciting
basic device status (temperature, fan speed, power
supply status, etc.) from a storage enclosures.

SCSI-FCP The term used to refer to the ANSI
Fibre Channel Protocol for SCSI document
(X3.269-199x) that describes the FC-4 protocol
mappings and the definition of how the SCSI
protocol and command set are transported using a
Fibre Channel interface.

SE See service element.

sequence A series of frames strung together in
numbered order which can be transmitted over a
Fibre Channel connection as a single operation. See
also exchange.

SERDES Serializer Deserializer.

Serial Storage Architecture (SSA) A high speed
serial loop-based interface developed as a high
speed point-to-point connection for peripherals,
particularly high speed storage arrays, RAID, and
CD-ROM storage by IBM.

server A computer which is dedicated to one task.

service element (SE) A dedicated service
processing unit used to service a S/390 machine
(processor).

SES See SCSI Enclosure Services.

Simple Network Management Protocol
(SNMP) The Internet network management
protocol that provides a means to monitor and set
network configuration and run-time parameters.

Single-Mode Fiber (SMF) In optical fiber
technology, an optical fiber that is designed for the
transmission of a single ray or mode of light as a
carrier. Itis a single light path used for long-distance
signal transmission. See also Multi-Mode Fiber.

Small Computer System Interface (SCSI) 1) A

set of evolving ANSI standard electronic interfaces
that allow personal computers to communicate with
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peripheral hardware such as disk drives, tape
drives, CD_ROM drives, printers, and scanners
faster and more flexibly than previous interfaces.
The interface uses a SCSI logical protocol over an
I/O interface that configures attached targets and
initiators in a multidrop bus topology. The following
table identifies the major characteristics of the
different SCSI versions.

2 | : 3
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scsi © £ £ £ £ E
: = h] S ] 3 @ 3 <
version s 5| = E 3 E § E g
o I 2 s 2 o 3 © C
» 2| a sE| =3 =2
SCSI-1 5 8 5 7 6
SCsSl-2 5 8 5 7 6
Wide SCSI-2 5 16 10 15 6
Fast SCSI-2 10 8 10 7 6
Fast Wide SCSI-2 10 16 20 15 6
Ultra™ SCSI 20 8 20 7 1.5
Ultra SCSI-2 20 16 40 7 12
Ultra2 LVD SCSI 40 16 80 15 12

SM Single Mode. See Single-Mode Fiber.

SMART Self Monitoring and Reporting
Technology.

SMF See Single-Mode Fiber.

SNIA See Storage Networking Industry
Association.

SN storage network. See also SAN.

SNMP See Simple Network Management
Protocol.

SNMWG See Storage Network Management
Working Group.

SSA See Serial Storage Architecture.
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star The physical configuration used with hubs in
which each user is connected by communications
links radiating out of a central hub that handles all
communications.

storage area network (SAN) A dedicated,
centrally managed, secure information
infrastructure, which enables any-to-any
interconnection of servers and storage systems.

storage media The physical device onto which
data is recorded. Magnetic tape, optical disks, and
floppy disks are all storage media.

Storage Network Management Working Group
(SNMWG) Chartered to identify, define, and
support open standards needed to address the
increased management requirements imposed by
storage area network environments.

Storage Networking Industry Association
(SNIA) A non-profit organization comprised of
more than 77 companies and individuals in the
storage industry.

Storage Tank An IBM file aggregation project that
enables a pool of storage, and even individual files,
to be shared by servers of different types. In this way,
Storage Tank can greatly improve storage utilization
and enables data sharing.

StorWatch Expert StorWatch applications that
employ a three-tiered architecture that includes a
management interface, a StorWatch manager and
agents that run on the storage resource or
resources being managed. Products employ a
StorWatch database that can be used for saving key
management data, such as capacity or performance
metrics. Products also use the agents and analysis
of storage data saved in the database to perform
higher value functions including the reporting of
capacity and performance over time (trends),
configuration of multiple devices based on policies,
monitoring of capacity and performance, automated
responses to events or conditions, and storage
related data mining.



StorWatch Specialist A StorWatch interface for
managing an individual Fibre Channel device or a
limited number of like devices (that can be viewed as
a single group). Typically provide simple,
point-in-time management functions such as
configuration, reporting on asset and status
information, simple device and event monitoring,
and some service utilities.

STP Shielded Twisted Pair.

striping A method for achieving higher bandwidth
using multiple N_Ports in parallel to transmit a single
information unit across multiple levels.

subchannel A logical function of a channel
subsystem associated with the management of a
single device.

subsystem A secondary or subordinate system,
or programming support, usually capable of
operating independently of or asynchronously with a
controlling system.

SWCH In ESCON Manager, the mnemonic used to
represent an ESCON Director.

switch A component with multiple entry and exit
points (ports) that provides dynamic connection
between any two of these points.

switch topology An interconnection structure in
which any entry point can be dynamically connected
to any exit point. The available bandwidth is
scalable.

system area network (SAN) Term originally used
to describe a particular symmetric multiprocessing
(SMP) architecture in which a switched interconnect
is used in place of a shared bus. Server area
network refers to a switched interconnect between
multiple SMPs.

T11 A technical committee of the National
Committee for Information Technology Standards,
titled T11 I/O Interfaces. Develops standards for
moving data into and out of computers.

tape backup Making magnetic tape copies of hard
disk and optical disc files for disaster recovery.

tape pooling A SAN solution in which tape
resources are pooled and shared across multiple
hosts rather than being dedicated to a specific host.

TCP See Transmission Control Protocol.

TCP/IP See Transmission Control Protocol/ Internet
Protocol.

time server A Fibre Channel-defined service
function that allows for the management of all timers
used within a Fibre Channel system.

topology An interconnection scheme that allows
multiple Fibre Channel ports to communicate. For
example, point-to-point, arbitrated loop, and
switched fabric are all Fibre Channel topologies.

TL_Port A private to public bridging of switches or
directors, referred to as Translative Loop.

T_Port An ISL port more commonly known as an
E_Port, referred to as a Trunk port and used by
INRANGE.

Transmission Control Protocol (TCP) A reliable,
full duplex, connection-oriented end-to-end
transport protocol running on top of IP.

Transmission Control Protocol/ Internet
Protocol (TCP/IP) A set of communications
protocols that support peer-to-peer connectivity
functions for both LAN and WANSs.

trunk cable In an ESCON and FICON
environment, a cable consisting of multiple fiber
pairs that do not directly attach to an active device.
This cable usually exists between distribution panels
(or sometimes between a set processor channels
and a distribution panel) and can be located within,
or external to, a building. Contrast with jumper cable.

twinax A transmission media (cable) consisting of

two insulated central conducting leads of coaxial
cable.
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twisted pair The most common type of
transmission media (cable), that consists of two
insulated copper wires twisted around each other to
reduce the induction (interference) from one wire to
another. The twists, or lays, are varied in length to
reduce the potential for signal interference between
pairs. Several sets of twisted pair wires may be
enclosed in a single cable.

ULP Upper Level Protocols,

unblocked Inan ESCON and FICON Director, the
attribute that, when set, establishes communication
capability for a specific port. Contrast with blocked.

Under-The-Covers (UTC) A term used to
characterize a subsystem in which a small number
of hard drives are mounted inside a higher function
unit. The power and cooling are obtained from the
system unit. Connection is by parallel copper ribbon
cable or pluggable backplane, using IDE or SCSI
protocols.

unit address The ESA/390 and zSeries term for
the address associated with a device on a given
controller. On ESCON and FICON interfaces, the
unit address is the same as the device address. On
OEMI interfaces, the unit address specifies a
controller and device pair on the interface.

UTC See Under-The-Covers.

UTP Unshielded Twisted Pair

virtual circuit A unidirectional path between two
communicating N_Ports that permits fractional
bandwidth.

virtualization An abstraction of storage where the
representation of a storage unit to the operating
system and applications on a server is divorced from
the actual physical storage where the information is

contained.

virtualization engine Dedicated hardware and
software that are used to implement virtualization.

WAN See wide area network.
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Wave Division Multiplexing (WDM) A technology
that puts data from different sources together on an
optical fiber, with each signal carried on its own
separate light wavelength. Using WDM, up to 80
(and theoretically more) separate wavelengths or
channels of data can be multiplexed into a stream of
light transmitted on a single optical fiber.

WDM See Wave Division Multiplexing.

Web-Based Enterprise Management (WEBM) A
consortium working on the development of a series
of standards to enable active management and
monitoring of network-based elements.

WEBM See Web-Based Enterprise Management.

wide area network (WAN) A network which
encompasses inter-connectivity between devices
over a wide geographic area. A WAN may be
privately owned or rented, but the term usually
indicates the inclusion of public (shared) networks.

z/Architecture An IBM architecture for mainframe
computers and peripherals. Processors that follow
this architecture include the zSeries family of
processors.

zoning In Fibre Channel environments, the
grouping together of multiple ports to form a virtual
private storage network. Ports that are members of
a group or zone can communicate with each other
but are isolated from ports in other zones.

zSeries A family of IBM mainframe servers that
support high performance, availability, connectivity,
security, and integrity.
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