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Preface

This IBM® Redbooks® publication gives mail database administrators a introduction to the
IBM System Storage™ N series. It also gives both storage administrators and mail database
administrators the information to prepare, install, and administer the IBM System Storage N
series when used in conjunction with Microsoft® Exchange and IBM Lotus® Domino®. Often
the lines of responsibility with regards to these tasks are blurred or crossed over, so some
sections of this book may be redundant for experienced N series administrators but of
importance to mail database administrators. Conversely, some sections that may be
redundant for mail database administrators may help storage administrators.
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Alex Osuna is a Project Leader with the San Jose International Technical Support
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holds 10 certifications from IBM, Microsoft, and Red Hat.

Patrick Marcius Médice Bisi is an IT Specialist at IBM Global Services in IBM Brazil. He has
over 10 years of experience in the IT industry. He holds a degree in Business Administration
from SEDES/UVV and holds several certifications from Microsoft, including MCSE:
Messaging and MCSA: Messaging. His areas of expertise include Microsoft Windows®
operating systems, Microsoft Exchange servers, and Active Directory® directory services.

Prashanta Kumar Goswami is working as a Technical Lead of the Functional Verification
and Testing team for the Virtual Input/Output System. He has been with IBM India for two
years and has over five years of experience in the IT industry. He holds a Bachelor of
Computer Science and Technology degree from Vidayasagar University India.

Sven Schaffranneck is an IT project leader at Netzlink Informationstechnik GmbH, an IBM
Business Partner from Germany. He has over 10 years of experience in several areas of the
IT industry. He is responsible for a high availability hosting environment that includes
customer IT outsourcing, Microsoft Exchange, and RIM BES infrastructure. In addition, his
current focus is presales and postsales work on Microsoft Windows, Active Directory,
Microsoft Exchange, and IBM system storage installations. Sven holds a Dipl.-Ing. degree in
Computer Sciences from the University of Applied Science in Braunschweig/Wolfenbdttel,
Germany.
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Part 1

Introduction

In this part, we introduce IBM System Storage N series, Lotus Domino Server, and Microsoft
Exchange.
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Introduction to IBM System
Storage N series

In this chapter, we introduce the IBM System Storage N series and describe the hardware
and software. The reader will also be introduced to storage architectures and file systems.

The IBM Storage System N series provides a range of reliable, scalable storage solutions for
a variety of storage requirements. These capabilities are achieved by using network access
protocols such as NFS, CIFS, HTTP, and iSCSI, as well as Storage Area technologies, such
as Fibre Channel. Utilizing built-in RAID technologies, all data is well protected with options to
add additional protection through mirroring, replication, snapshots, and backup. These
storage systems are also characterized by simple management interfaces that make
installation, administration, and troubleshooting uncomplicated and straightforward.

The IBM System Storage N series is designed from the ground up as a stand-alone storage
system. The advantages of using this type of flexible storage solution include:

» The ability to tune the storage environment to a specific application while maintaining the
flexibility to increase, decrease, or change access methods with a minimum of disruption.

» The capability to react easily and quickly to changing storage requirements. If additional
storage is required, being able to expand it quickly and non-disruptively is needed. When
existing storage exists but is deployed incorrectly, the capability to reallocate available
storage from one application to another quickly and simply cannot be done.

» The ability to maintain availability and productivity during upgrades. If outages are
required, keeping them to the shortest time possible.

» The ability to create effortless backup/recovery solutions that operate commonly across all
data access methods.

» File and block level services in a single system, helping to simply your infrastructure.

» The ability to tune the storage environment to a specific application while maintaining its
availability and flexibility.

» The deployment of storage resources can be changed non-disruptively, easily and quickly.
Online storage resource redeployment is possible.

» An easy and quick upgrade process. Non-disruptive upgrade is possible.

© Copyright IBM Corp. 2007. All rights reserved. 3



» Strong data protection solutions and support online backup/recovery.

1.1 IBM N series hardware

4

In the following sections, we will discuss the N series models available today (see Figure 1-1

and Figure 1-2 on page 5).

» N3000

» N5000 series
» N7000 series

4

Uses Model+” Capacity+
Entry level~ N3T00 A10&A20+ 16TB+
==
Entry levels N3300 A10&A20+ 24TB+
i
Entry level~ N3600A10&A20+ 69TB+
Midrange+ N5200A10&A20+ 84TB+
Midrange+ N5S300A108&A20 126TB+
Midrange+ N5S500 A108&A20+ 168TB+
Midrange+ N5S600A10&A20+ 210TB Al0+
Enterprise Class N7600A10&A20+ 336TB A0+
- 420TB A20+
il
Enterprize Class NT800A10&A20+ 336TB Al0+
S504TB A20+

Figure 1-1 IBM System Storage N series systems
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User Model- Capacitye
Midrange~ N5200 G10& G20+ S0TB~

Midrange~ N5300 G10& G20+ 126TB~

Midrange~ N5500 G10& G20+ 84TB~

Midrange~ N5600 G10& G20+ 252TB-

Enterprise Class+ N7600 G10& G20~ 420TB~

Enterprise Class+ N7800 G10& G20~ 504TB~

Figure 1-2 IBM N series Gateway models

1.2 Comparison of IBM N series Gateway to the IBM System
Storage N series

» Identical core NAS feature/functionality.

» Identical iISCSI feature/functionality.

» Identical FCP feature/functionality.

» Filer SAN host support matrix applies.

» Identical behavior for WAFL® file system.

» ldentical data availability characteristics.

» Identical data integrity characteristics.

» Identical data management characteristics.

» |dentical serviceability characteristics.

» Supports the same version of Data ONTAP®.
» Differences exist in system initialization and storage expansion.

» The A N5000 and N 7000 series Gateway physical attributes are the same as the N5000
and N7000 models A10 and A20 storage systems.

» The IBM N series Gateway does not use the following features of Data ONTAP:
— Disk sanitization and disk scrubbing.
— SnapLock® Compliance.
— LockVault™ Compliance.
— Nearstore option.
— RAID-DP™.,
— RAID 4.

» N5000 storage systems use disk storage provided by IBM only; the Gateway models
support heterogeneous storage.

» Data ONTAP is enhanced to enable the Gateway Series solution.
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» A RAID array provides LUNs to the Gateway:

— Each LUN is equivalent to an IBM disk.

— LUNSs are assembled into aggregates/volumes, then formatted with the WAFL file

system, just like the IBM System Storage N series systems.

1.2.1 IBM N series A models hardware quick reference

Table 1-1 IBM N series A models hardware quick reference

Table 1-1 shows the IBM N series A models hardware quick reference.

Function N3700 | N3300 | N3600 | N5200 | N5500 | N5300 | N5600 N7600 N7800
Maximum Raw | 16 24 69 84 168 126 210 336 336
Capacity in TB
A10 models
Maximum Raw | 16 24 69 84 168 126 252 420 504
Capacity in TB
A20 models
Fibre Channel 144 GB 10K RPM, 144 GB 15K RPM, 300 GB 10K RPM - EXN2000
Disk drives 144GB 15K, 300GN 10K - EXN4000
SATA Disk 250 GB 7.2K RPM., 320 GB 7.2K RPM., 500 GB 7.2K RPM, 750GB 7.2KRPM
Drives
Maximum 56 40 104 168 336 252 420(A10) 672(A10) 672 (A10)
number of 504(A20) 840(A20) 1008
disks (A20)
Maximum Raw | 16 241 69° 42@ 168 63@2 | 106@250 | 168@250 | 168@250
Capacity in TB 250GB 50GB GB(A10) GB(A10) GB(A10)
based on SATA 54@ 126 @ 126@250 | 210@250 | 252@250
Drive type 320GB 500GB | GB(A20) GB(A20) GB(A20)
84@ 134@320 | 215@320 | 215@320
500GB GB(A10) GB(A10) GB(A10)
161@320 | 268@320 | 322@320
GB(A20) GB(A20) GB(A20)
210@500 | 336@500 | 336@500
GB(A10) GB(A10) GB(A10)
252@500 | 420@500 | 504@500
GB(A20) GB(A20) GB(A20)
Expansion EXN1000 (SATA), EXN2000 (FC), EXN4000 4Gbps (FC)
units supported
1. N3300 and N3600 also support SAS disks.
2. N3300 and N3600 also support SAS disks.
Table 1-2 shows the IBM N series G models hardware quick reference.
Table 1-2 N series G models hardware quick reference
Function N5200 N5300 N5500 N5600 N7600 N7800
Maximum Raw | 50 126 84 252 336 336

Capacity in TB
G10 models
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1.2.2 IBM N series A and G models hardware quick reference

Function N5200 N5300 N5500 N5600 N7600 N7800
Maximum Raw 50 126 84 252 420 504
Capacity in TB

G20 models

Max. numberof | 168 252 336 420 for 840 1008
- A10 and

Logical Units 504 for

(LUNSs) on A20

back-end disk

storage

array

Max LUN size 500 500 500 500 500 500
in GB

Maximum 16 16 16 16 16 16
Volume size in

B

Note: A stand-alone gateway must own at least one LUN. A cluster configuration must
own at least two LUNs.

Table 1-3 shows the IBM N series A and G models hardware quick reference.

Table 1-3 IBM N series A and G models hardware quick reference

Function N3700 N3300 N3600 N5200 N5300 N5500 N5600 N7600 N7800
Network NFS V2/V3/V4 over UDP or TCP,PCNFSD V1/V2 for (PC) NFS client authentication, Microsoft CIFS,
Protocol iSCSI, FCP, VLD, HTTP 1.0, HTTP1.1 Virtual Host
support
Other Protocol | SNMP, NDMP, LDAP, NIS, DNS
Support
Onboard 1/0 2X 4 x 4 x 4 X 4 X 4 X 4 X GbE 6 X GbE 6 X GbE
ports per node | GbE GbE GbE GbE GbE GbE 4 X FC 8 XFC 8 XFC

2X 4 x 4 x 4XFC | 4XFC | 4XFC (4Gbps)

Optical | Optical | Optical | 1 X 1 X 1X

EC FC FC LvD LvD LVvD

SCSI SCSI SCSI
PCl expansion | N/A N/A 1X 3X 3x 3X 3X 5X 5X
slots per node PCI-E PCI-X PCI-E PCI-X PCI-E PCI-E, 3 PCI-E, 3
X PCI-X X PCI-X

NVRAMinMB | 128 128 256 512 512 512 512 512 2048
per node
Memory inGB | 1 1 2 2 4 4 8 16 32
per node
Redundancy/ CompactFlash, dual-redundant hot-plug integrated cooling fans, hot-swappable autoranging power
High supplies, clustered storage controllers, hot-swappable disk bays**
Availability
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Function N3700 N3300 N3600 N5200 N5300 N5500 N5600 N7600 N7800
Required rack | 3U 2U 4U 3Uper | 3Uper | 3Uper | 3Uper 6U per 6U per
space node node node node node node
Processors Two 2.2 222 One Two1.8 | Two2.8 | TwoAMD | Two 2.6 Four 2.6
(A10) Broadc | GHz GHz 2.8 GHz GHz 1.8GHz GHz GHz
om 64-bit 64-bit GHz AMD™ | Xeon dual-core | AMD AMD
MIPS-b | proces | proces | Xeon Opteron Opteron
ased sors sors ™
Processors Four Two2.2 | Four Two2.8 | Four Four Four Four 2.6 Eight 2.6
(A20) Broadc | GHz 2.2 GHz 1.8 2.8 AMD GHz GHz
om 64-bit GHz Xeon GHz GHz 1.8GHz AMD AMD
MIPS-b | proces | 64-bit AMD Xeon dual-core | Opteron Opteron
ased sors proces
sors

1.3 The IBM N series Standard Software Features
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These are licensed, no charge features that are available with the IBM N series.

Table 1-4 Standard Software Features

Feature Description

Data ONTAP Operating system software that optimizes data serving and allows multiple
protocol data access.

FTP File Transfer Protocol (FTP), which is a standard internet protocol that is a simple
way to exchange files between computers on the internet.

Telnet The TELNET Protocol provides a general, bi-directional, eight-bit byte oriented
communications facility. It provides user oriented command-line login sessions
between hosts.

Snapshot™ Enables online backups, providing near instantaneous access to previous
versions of data without requiring complete, separate copies.

FlexVol® FlexVol creates multiple flexible volume on a large pool of disks. This provides

dynamic, nondisruptive (thin) storage provisioning, which is very space and time
efficient. These flexible volumes can span multiple physical volumes without
regard to size.

FlexShare™

FlexShare gives administrators the ability to leverage the existing infrastructure
and increase processing utilization without sacrificing the performance of critical
business needs. With the use of FlexShare, administrators can confidently
consolidate different applications and data sets on a single storage system.
FlexShare gives administrators the ability to prioritize applications based on how
critical they are to the business.

FlexCache

FlexCache has the ability to distribute files to remote locations without the need
for continuous hands-on management. Storage systems deployed in remote
offices automatically replicate, store, and serve the files or file portions that are
requested by remote users without the need for any replication software or
scripts.
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Feature

Description

Disk sanitization

Disk sanitization is the process of physically obliterating data by overwriting disks
with specified byte patterns or random data in a manner that prevents recovery
of current data by any known recovery methods. This feature enables you to
carry out disk sanitization by using three successive byte overwrite patterns per
cycle. By default, six cycles are performed.

FilerView® A Web-based administration tool that allows IT administrators to fully manage N
series storage systems from remote locations. This is simple and intuitive
Web-based single-appliance administration.

SnapMover® Migrates data among N series clusters with no impact on data availability and no
disruption to users.

AutoSupport AutoSupport is a sophisticated, event-driven logging agent featured in the Data

ONTAP operating software and inside each N series system that continuously
monitors the health of your system and issues alerts if a problem is detected.
These alerts can also be in the form of e-mails.

SecureAdmin™

SecureAdmin is a Data ONTAP module that enables authenticated,
command-based administrative sessions between an administrative user and
Data ONTAP over an intranet or the internet.

DNS The N series supports using a host naming file or a specified DNS server and
domain.
Cluster » Ensures high data availability for business-critical requirements by
eliminating a single point of failure.
» Must be ordered for A20 clustered configurations or upgrades from A10 to
A20
» Active-active pairing delivers even more “nines to right of the decimal point”.
NIS The N series does provide NIS client support and can participate in NIS domain
authentication.
Integrated The IBM N series and Data ONTAP provide integrated RAID management with
automatic RAID RAID-Double Parity (default) and RAID 4.
manager

iSCSI Host Attach
Kit for AIX®,
Windows, and
Linux®

A Host Support Kit includes support software and documentation for connecting
a supported host to an iISCSI network. The support software includes programs
that display information about storage, and programs to collect information
needed by customer support to diagnose problems.

1.4 Optional software
Table 1-5 shows some of the optional software for IBM N series.

Table 1-5 Optional software

Feature Description

CIFS Provides file system access for Microsoft Windows environments.

NFS Provides file system access for UNIX® and Linux environments.

HTTP Hypertext Transfer Protocol allows a user to transfer displayable Web pages and
related files.

Chapter 1. Introduction to IBM System Storage N series 9



10

Feature

Description

FlexClone®

Designed to provide instant replication of data volumes/sets without requiring
additional storage space at the time of creation

Multistore

» Permits an enterprise to consolidate a large number of Windows, Linux, or
UNIX file servers onto a single storage system.

» Many “virtual filers” on one physical appliance ease migration and
multi-domain failover scenarios.

SnapLock

Provides non-erasable and non-rewriteable data protection that helps enable
compliance with government and industry records retention regulations.

LockVault

Designed to provide non-erasable and non-rewriteable copies of Snapshot data
to help meet regulatory compliance needs for maintaining backup copies of
unstructured data.

SnapMirror®

» Remote mirroring software that provides automatic block-level incremental
file system replication between sites.

» Available in synchronous, asynchronous, and semi synchronous modes of
operation.

SnapRestore®

Allows rapid restoration of the file system to an earlier point in time, typically in
only a few seconds.

SnapVault®

Provides disk based backup for N series systems by periodically backing up a
Snapshot copy to another system.

SnapDrive®

SnapDrive enables Windows and UNIX applications to access storage resources
on N series storage systems, which are presented to the Windows 2000 or later
operating system as locally attached disks. For UNIX, it allows you to create
storage on a storage system in the form of LUNSs, file systems, logical volumes,
or disk groups.

SnapManager®

Host software for managing Exchange and SQL Server™ and SAP® backup and
restore. SnapManager software simplifies Exchange data protection by
automating processes to provide hands-off, worry-free data management.

SnapValidator®

For Oracle® deployments, SnapValidator can be used to provide an additional
layer of integrity checking between the application and N series storage.
SnapValidator allows Oracle to create checksums on data transmitted to N
series storage for writes to disk and include the checksum as part of the
transmission.

SyncMirror® SyncMirror is a synchronous mirror of a volume. It maintains a strict physical
separation between the two copies of your mirrored data. In case there is an error
in one copy, the data is still accessible without any manual intervention.

Single Mailbox SMBR is a software option from SnapManager that is designed to make

Recovery for near-instantaneous online backups of Exchange databases, verify that the

Exchange backups are consistent, and rapidly recover Exchange within levels: storage
group, database, folder, single mailbox, or single message. The potential results
are improved service to internal clients, reduced infrastructure expenses, and
significant time savings for Exchange administrators.

Operations Operations Manager provides remote, centralized management of IBM N series

Manager data storage infrastructure, including global enterprise, storage network, and so

on.

MetroCluster

MetroCluster software provides an enterprise solution for high availability over
wide area networks.
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Feature

Description

NearStore®
option

A disk-based, secondary storage device for enterprise applications.

Advanced Single
Instance Storage

Designed to significantly improve physical storage efficiency and network

efficiency by enabling the sharing of duplicate data blocks.

1.5 Software quick reference

Table 1-6 Software quick reference

Product/Feature | Included/ N3000 N5X00 A10 & | N5x00 G10 & N7x00 A10 & | N7x00 G10

/Function optional A10 & A20 | A20 G20 A20 & G20

Data ONTAP Included X X X X X

iSCSI protocol Included X X X X X

FTP protocol Included X X X X X

NDMP protocol Included X X X X X

FlexVol Included X X X X X

Snapshot Included X X X X X

SecureAdmin Included X X X X X

iSCSI Host Included X X X X X

Attach Kit for AlX,

Windows, Linux

FlexShare Included X X

SnapMover Included X X X X X

CIFS protocol Optional X X X X X

NFS protocol Optional X X X X X

HTTP protocol Optional X X X X X

FCP protocol Optional X X X X X

FlexClone Optional X X X X X

Clustered Optional X(A20) X X X X

Failover

Multistore Optional X X X X X

SnapMirror Optional X X (Requires X (Requires
special HBA special HBA
card.) card.)

SnapRestore Optional X X X X X

Open Systems Optional X X X X X

SnapVault

(OSSV)

SnapVault Optional X X X X X

Chapter 1. Introduction to IBM System Storage N series 11




Product/Feature | Included/ N3000 N5X00 A10 & | N5x00 G10 & N7x00 A10 & | N7x00 G10
[Function optional A10 & A20 | A20 G20 A20 & G20
SnapDrive for Optional X X X X X
Windows and

UNIX: AIX,

Solaris™,

HP-UX, and

Linux

SnapValidator Optional X X X X X
SyncMirror Optional X X X X
SnapManager for | Optional X X X X X
SQL Server

SnapManager for | Optional

SAP

SnapManager for | Optional X X X X X
Exchange

Single Mailbox Optional X X X X X
Recovery for

Exchange

(SMBR)

Operations Optional X X X X X
Manager Core,

BC & SRM

License

SnapLock Optional X X X X X
Enterprise

LockVault Optional X X X X X
Enterprise

MetroCluster A20 | Optional X X X X
Models only

Disk Sanitization Included X X X

SnapLock Optional X X X

Compliance

LockVault Optional X X X

Compliance

NearStore Option | Optional X X X

Bundle

RAID 4, RAID-DP | Included X X X

Advanced Single | Optional X X X X

Instance Storage
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1.6 IBM System Storage N series A models

The A models of the IBM System Storage N series systems offer multiprotocol connectivity
using internal storage or storage provided by expansion units (see Figure 1-3). The IBM
System Storage N series systems are designed to provide integrated block- and file-level data
access, allowing concurrent operation in IP SAN (iSCSI), FC SAN, NFS, and CIFS
environments. Other storage vendors may require the operation of multiple systems to
provide this functionality. IBM N series systems are designed to avoid costly downtime, both
planned and unplanned, and improve your access to mission-critical data, thereby helping
you gain a competitive advantage.

The IBM N series A models are a specialized, “thin server” storage system with a customized
operating system, similar to a stripped down UNIX kernel, hereafter referred to as Data
ONTAP. With a reduced operating systems, many of the server operating system functions
that you are familiar with are not supported. The objective is to improve performance and
reduce costs by eliminating unnecessary functions normally found in the standard operating
systems.

The IBM N series come with pre-configured software and hardware, and with no monitor or
keyboard for user access. This is commonly termed a “headless” system. A storage
administrator accesses the systems and manages the disk resources from a remote console
using a Web browser or command line.

One of the typical characteristics of a IBM System Storage N series product is its ability to be
installed rapidly using minimal time and effort to configure the system. It is integrated
seamlessly into the network. This approach makes IBM N series products especially
attractive when lack of time and skills are elements in the decision process.

l‘ ‘
L\ J__“ iscst |
‘| Fibre +* | Dedicated Corporate
+ —+| Channel +* | Ethemet LAN

SAN NAS
(Block) {File)

Figure 1-3 IBM N series A models
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Drive flexibility

The IBM System Storage N series products are designed to provide network attached
storage for environments where customers have a need to utilize their storage investment in a
multifaceted environment. The IBM System Storage N series storage systems provide
customers a tremendous amount of versatility by allowing this solution to be populated with
both Fibre Channel disk drives and SATA disk drives. An IBM System Storage N series
system populated with Fibre Channel disk drives may be suitable for mission-critical
high-performance data transaction environments, while an IBM System Storage N series
system populated with SATA disk drives may be attractive to customers who wish the use the
platform for disk to disk backup scenarios, disaster recovery scenarios, archive data, or data
like home directories that do not require high-performance transactional environments.

Table 1-7 gives examples of drive positioning.

Table 1-7 Drive positioning

Requirement Fibre Channel Drives | SATA drives

On-line, high-performance, and mission critical X
production data repository

Near-line storage used for tiered storage or X X
infrequently accessed data

Data retention to help meet the needs of X
customers required to store data in non-erasable
and non-rewriteable (WORM) formats

Near-line storage

The IBM System Storage N series with SATA drives offers near-line storage. In Figure 1-4 on
page 15, you see a example of “Traditional disk based backup and recovery”. On the left, you
see primary storage, which is characterized by a higher cost and very fast performance. On
the far right, you have archive targets that have traditionally been tape or optical jukeboxes
with reduced access times to read and write data. Two years ago, the concept of near-line
storage in the middle for disk staging was introduced. This enables organizations to do daily
backups to disk and back up to tape weekly or bi-weekly, which reduces the amount of data
that needs to be written to tape. Also, data is online for faster recovery. The other advantage
this provides is that you can leverage your existing investment in primary storage, your
backup application, and tape libraries.
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Figure 1-4 Near-line storage

N zeries with Near Store feature

1.6.1 IBM System Storage N3000 Introduction

The IBM N3000 systems are designed to provide primary and secondary storage for midsize
enterprises. IT administrators can consolidate their fragmented application-based storage
and unstructured data into one unified, easily managed, and expandable platform. N3000
systems offer integrated block- and file-level data access, and intelligent management
software and data protection capabilities, such as higher-end N series systems, in a
cost-effective package. IBM N series innovations include Serial-Attached SCSI (SAS) drive
support, expandable I/O connectivity, and onboard remote management.

The N3000 systems are designed as the entry point to the entire N series family. The systems
can provide the following key advantages:

» High availability leverages proven features, including a high performing and scalable
operating system, data management software, and redundancy features.

» The Backup and Recovery Features are designed to support disk-based backup, with file
or application-level recovery with Snapshot and SnapRestore software features.

» Simple Replication and Disaster Recovery is designed to provide an easy-to-deploy
mirroring solution that is highly tolerant of WAN interruptions.

» Management Simplicity allows self-diagnosing systems designed to enable on-the-fly
provisioning.

» A versatile, single, and integrated architecture designed to support concurrent block 1/0
and file serving over Ethernet and Fibre Channel SAN infrastructures.

The IBM N3000 is compatible with the entire family of N series unified storage systems, which
feature a comprehensive line-up from top-to-bottom of hardware and software designed to
address a variety of possible deployment environments.

» N3700
— 2863-A10 Single Filer
— 2863-A20 Clustered
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» N3300
— 2859-A10 Single Filer
— 2859-A20 Clustered
» N3600
— 2862-A10 Single Filer
— 2862-A20 Clustered

The N3000 supports Ethernet and Fibre Channel environments, enabling economical NAS,
FC, and iSCSI deployments. The N3000 system functions as a “unification engine,” which is
designed to allow you to simultaneously serve both file and block-level data across a single or
multiple networks, demanding procedures that for some solutions require multiple separately
managed systems.

N3000 storage systems can offer significant advantages for distributed enterprises with
remote and branch office sites. These organizations and others can leverage the SnapVault
and SnapMirror software functions to implement a cost-effective data protection strategy by
mirroring data back to a corporate data center.

N3700

The N3700 storage system (see Figure 1-5) is a 3U solution designed to provide NAS and
iISCSI functionality for entry to mid-range environments. The basic N3700 offering is a
single-node model A10, which is upgradeable to the dual-node model A20 and requires no
additional rack space. The dual-node clustered A20 is designed to support failover and
failback functions to maximize reliability. The N3700 filer can support 14 internal hot-plug disk
drives with scalability being provided through attachment to up to three expansion units, each
with a maximum of 14 drives. The N3700 also has the capability to connect to a Fibre
Channel tape for backup.

A list of supported Tape drives can be found at:

http://www.ibm.com/totalstorage/nas

Refer to the IBM System Storage and TotalStorage® N series interoperability matrix found at:

http://www-03.1ibm.com/systems/storage/nas/interophome.html

Figure 1-5 N3700
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The type of controller defines the model. Figure 1-6 shows a single control unit. The single
node A10 uses a single control unit with a dual node clustered A20 using two control units
(see Figure 1-7).

Figure 1-6 N3700 A10

Note: The only upgrade for an N3700 model A10 is to a model A20. This upgrade requires
no additional rack space.

Figure 1-7 N3700 A20

The N3700 comes with redundant power supplies for higher reliability (see Figure 1-8).

Redundant Power Supplies

Figure 1-8 Redundant Power supplies
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From the rear of the N3700 on the power supply you can see the Diagnostic and Operational
LEDs (Figure 1-9). Table 1-8 explains what the LEDs and possible configurations mean.

Diagnostic and Operational LEDs

Figure 1-9 Diagnostic and Operational LEDs

Table 1-8 LED status table

LEDs visible from the rear of the system unit

PSU Status Normal On Normal
AC missing for this PSU Off
Fan Fault Off
Output voltage, current, or Off

temperature fault

PSU Status Normal Off Power Supply failure
AC missing for this PSU Off

Fan Fault Off

Output voltage, current, or On

temperature fault

PSU Status Normal Off Fan Failure

AC missing for this PSU Off

Fan Fault On

Output voltage, current, or Off

temperature fault

PSU Status Normal Off No power to this PSU
AC missing for this PSU On
Fan Fault Off
Output voltage, current, or On

temperature fault
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The CPU module shown in Figure 1-10 controls connectivity to the storage and connectivity
to the clients. If a power supply fails or is turned off while the other power supply is still
providing DC power, then both cooling fans will continue to operate.

Figure 1-10 CPU Tray module front view

The N3700 is based around a MIPS dual core processor. It has 1GB of system memory, of
which 128 MB is defined as non-volatile due to having a battery backup. The battery is a three
cell Li-lon Figure 1-11.

Note: The NVRAM is a battery backed up portion of the main system memory

Figure 1-11 CPU tray module showing battery backup for memory
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There is a 256 MB compact flash card located on the bottom of the CPU tray module
(Figure 1-12). It contains a copy of the Data ONTAP operating system along with firmware.
The operating system is also stored on each disk drive.

Figure 1-12 Bottom of CPU tray module showing Compact Flash card

Rear ports on the N3700 can be seen in Figure 1-13. Each CPU tray module has two
integrated 2 Gbps Fibre Channel ports. Both of these ports are initially configured in “initiator
mode” and do not use Small Form factor Pluggable SFPs.

The first port, channel C, is optical and intended for direct or SAN attachment to a tape library.
A standard LC-LC short wave optic cable should be used for this connection.

The second port, channel B, is copper and is exclusively used for connection of expansion
unit. A special copper cable (option X6531-C) is used for this connection.

bl <500 I IIRIEEATE == IR mac 1D: 00:A0:98:01:57:3¢

FIBRE

CHANNEL B

Figure 1-13 External ports on CPU tray module

The CPU tray module also contains two on board 10/100/1000 Mb copper Ethernet ports.
Each port has two LED lights, for activity and speed.

The final connection allows connection of an ASCII terminal through an RJ45 to DB-9 cable.

N3700 hardware features

» 3U integrated storage system

» 3U optional storage expansion shelf - up to three
Redundant hot plug power supplies

Redundant Cooling

Integrated 10/100/1000 full duplex Ethernet

Two Integrated Fibre Channel adapters
Compact flash

vyvyyvyyvyy
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» Diagnostic LEDs/OPS

Though ESH2 modules in the EXN2000 would support up to 84 drives per loop or one N3700
and five expansion shelves, only 56 drives and three expansion shelves and one N3700 are

supported. This is a firmware limitation for backward compatibility by the manufacturer for the
previous shelf module the Loop Redundant Circuit (LRC). This module is not available in the
IBM N series.

Optional hardware
A second CPU tray supports Cluster Failover.

Table 1-9 Additional N3700 specifications

Storage System Specifications N3700 A10 N3700 A20
Clustered Failover-Capable No (Requires upgrade to Yes

A20)
Max Number of Expansion Units 3 3
EXN1000/SATA disk drives or
EXN2000/FC disk drives

N3300 and N3600

The N3300/3600 (see Figure 1-14 and Figure 1-15) systems provide multiple I/O connectivity
options, a small footprint to hold high density SAS drives, and external expansion using
low-cost SATA drives and Fibre Channel disks for production applications, and utilize Data
ONTAP Snapshot technology. Serial-Attached SCSI (SAS) is the Next Generation of SCSI
and it combines the advantages of parallel SCSI and serial FC. For further systems
administration time and cost advantages, the systems come standard with Remote Onboard
Management capabilities to help simplify remote system monitoring, cycle power, execute
firmware upgrades, enter console commands, and run diagnostics to help maintain the
reliability of the system and your business-critical data.

Figure 1-14 N3300

Figure 1-15 N3600
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Figure 1-16 and Figure 1-17 shows the rear panel of N3300/N3600. The single node A10
uses a single control unit with a dual node clustered A20 using two control units (see
Figure 1-7 on page 17).

Figure 1-17 N3600 rear view

N3300 is a 2U high device. It has 12 Internal SAS Drive Bays. It can support up to Two
External Disk Expansion Units. Each Controller has dual Gigabit Ethernet ports and dual
4Gbps Fibre Channel ports (see Figure 1-18). It also has one console port and one Remote
Management port.

Redundant Power Supplies

FC ports Console ports GigaEth ports

Remote Management Port

Figure 1-18 External ports on N3300
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Tips: The N3300 series supports SAS, FC and SATA disk technologies. 12 SAS disk
drives are supported in the controller chassis. The N3300 can be configured with 0 disk
drives in the controller and use the storage from disk expansion units like the EXN1000 for
SATA or EXN4000 for Fibre Channel disks.

The N3600 also has redundant power supplies (see Figure 1-19).

Expansion slot

Redundant Power Supplies
Figure 1-19 N3600 power supplies and expansion slot

FC ports Console ports GigaEth ports

Remote Management Port

Figure 1-20 external ports on N3600

N3600 is a 4U high device. It has 20 Internal SAS Drive Bays. N3600 can support up to six
External Disk Expansion Units. Each Controller has dual Gigabit Ethernet ports and dual 4
Gbps Fibre Channel ports (see Figure 1-20). It also has one console port and one Remote
Management port. N3600 has a PCle Slot on each Controller.

Tips: The N3600 series supports SAS, FC, and SATA disk technologies. 20 SAS disk
drives are supported in the controller chassis. The N3600 requires a minimum of six SAS
drives in the controller chassis.
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N3300/N3600 key specifications:
» 2U High (N3300) / 4U high (N3600)

» Up to two External Disk Expansion Units for N3300 and Up to six External Disk Expansion
Units for N3600

» High Performance SAS infrastructure

» Single Controller or Dual Controller (for HA)

» Unified Storage: iSCSI, NAS, and Fibre Channel

» Each Controller: Dual Gigabit Ethernet Ports and Dual 4 Gbps Fibre Channel Ports
» Onboard Remote Platform Management

» Internal SAS Drive Bays

N3000 is a small form-factor appliance that conserves scarce and valuable space in data
centers or remote office locations. It is engineered for Small to Medium Enterprises.

1.6.2 IBM System Storage N5000 introduction

24

The N5200, N5300, N5500, and N5600 are suitable for environments that demand data in
high availability, high capacity, and highly secure data storage solutions. The IBM System
Storage N5000 series offers an additional choice to organizations for enterprise data
management. The IBM System Storage N5000 series is designed to deliver high-end
enterprise storage and data management value with midrange affordability. Built-in enterprise
serviceability and manageability features help support your efforts to increase reliability,
simplify and unify storage infrastructure and maintenance, and deliver exceptional economy.

» The IBM N5000 A series comes in four models:
— N5200

e 2864-A10 Single Filer

e 2864-A20 Clustered

N5300

e 2869-A10 Single Filer

° 2869-A20 Clustered

N5500

e 2865-A10 Single Filer

* 2865-A20 Clustered

N5600

e 2868 -A10 Single Filer

e 2868 -A20 Clustered

» FC or SATA (both may be used behind a single controller but not in the same drawer)

The N5000 A10 models come in a compact 3U rack mountable unit that can coexist in the
same rack as a EXN1000, EXN2000, and EXN4000 storage expansion unit (see Figure 1-23
on page 26 and Figure 1-22 on page 25). The A20 models require 6U of space.

There are no visible external differences between the N5200 and N5500. The differences are
in maximum storage capacity and CPU processing power, as illustrated in Table 1-2 on

page 6. From the front, the N5600 and N5300 also looks very similar to the N5200 and
N5500; some of the differences are seen from the rear (Figure 1-25 on page 27), especially
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the absence of a LVD SCSI connector. The N5600 and N5300 also uses a BIOS prompt upon
boot rather than a Common Firmware Environment (CFE) prompt.

Figure 1-21 N5200
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Figure 1-22 N5500 with EXN2000 shelves
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Depending on the model you have, you will see one (N5200) or two (N5500) modules
internally (see Figure 1-23).

Figure 1-23 N5200 One CPU module

The easily accessible rear of the N5000 series provides 1/O connectivity and power supply
access and status indications (see Figure 1-24 and Figure 1-24).

FVREAM and Infiniband
SFO Interconnect

Cansale Port “
FC Loop 1

FZ Partner
Loop 1

Figure 1-24 Rear View of N5500
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3 x PCI Express slots
NVRAME i

2y 4Ghps FC ports Mo SCSI ports Power supplies

Differences between N5200/N5500 and N5300/MN5600

Eﬁ | |

Figure 1-25 Rear view of N5600 and N5300

This top view of the N5200 or N5500 (Figure 1-26) shows the modular design and Field

Replaceable Unit capabilities.

Figure 1-26  Top view of N5000
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The motherboard of the N5200 is a self-contained unit holding components such as memory;,

the CPU, and interfaces (see Figure 1-27).

Motherboard - modular Storage Configuration

scsi
(LVD)
2x FC (2Gb)
2x ( Cu)
RLM
2x GbE (
MEMORY 2x FCUEED)
C 2 Port
Figure 1-27 N5200 and N5500 motherboard
RAID group sizes
Table 1-10 RAID group size in drive type
Model FC-AL drives FC-AL drives ATA drives ATA drives
default maximum default maximum
RAID 4 8 14 7 7
RAID DP 16 28 14 16

The N5200, N5300, and N5500 multi-disk drive options offer Mission Critical, Near-line, and

Compliance Storage Solutions, as shown in Figure 1-28 on page 29.
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Figure 1-28 Multi storage options

1.6.3 IBM System Storage N7000 introduction

The IBM System Storage N7000 series offers an additional choice to organizations facing the
challenges of enterprise data management. The IBM System Storage N7000 series is
designed to deliver high-end enterprise storage and data management value with midrange
affordability. Built-in enterprise serviceability and manageability features help support your
efforts to increase reliability, simplify and unify storage infrastructure and maintenance, and
deliver exceptional economy.

» The IBM N7000 A series comes in two Models:
— N7600
e 2866-A10 Single Node
* 2866-A20 Clustered
— N7800
e 2867-A10 Single Node
e 2867-A20 Clustered
» FC or SATA (both may be used behind a single controller but not in the same drawer)
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Like its N5000 predecessor, the N7000 series’ unit front has the LCD display and the
standard three LEDs indicating system activity, status, and power (see Figure 1-29).
Externally, the N7600 and N7800 appear in the SAN; the differences lie internally with the
increased CPU, memory, and NVRAM capability of the N7800, as compared to the N7600.

Figure 1-29 Front view of N7000
From the rear of the N7000 you can see the redundant power supplies, the NVRAM card, and

the Gigabit Ethernet interfaces, as well as the Fibre Channel interfaces. The console port and
RLM port are also located on the rear (see Figure 1-30 on page 31).
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Figure 1-30 N 7000 rear view

Each N7000 node requires 6U of rack space, and each expansion unit requires 3U of rack
space. Each N7000 node requires at least one expansion unit (see Figure 1-30).

Figure 1-31 N7000 racked
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A dual-node N7600 supports a maximum of 60 storage expansion units (EXN1000 or
EXN2000). A dual-node N7800 supports a maximum of 72 storage expansion units
(EXN1000 or EXN2000) (see Figure 1-33). Each rack holds a maximum of 12 expansion
units. The N7000 products are installed by IBM service, not Customer Setup.

Figure 1-32 Clustered N7000 with multiple expansion units

When you remove the bezel, you see the CompactFlash card reader, and directly below it, the
Remote LAN Module (RLM). The RLM is required in all N 7000 series systems. The systems
will not boot unless the card is present. Also, you will see five fan units. The fans are hot
swappable and are numbered here for your reference (Figure 1-33).

-LCD/LED Module

«CompactFiash
card reader

‘RLM

Figure 1-33 Front of N7000 with bezel removed

On the side of the system you will notice that there are two handles on each side to help you
lift the system (Figure 1-34 on page 33). The system is very heavy. Fully loaded, it weighs
120 pounds. IBM recommends that before lifting the system, you remove the fan units and the
two power supplies. This reduces the weight to slightly over 90 pounds. It is recommended
that you use three people to lift the system.
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= Remove fan units and power
supplies before lifting

= Three people required to [ift
sysiem

Figure 1-34 Lifting N7000

The two hot swappable power supplies can be seen and removed from the rear of the N7000
(see Figure 1-35).

Figure 1-35 N7000 power supplies
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In the middle there are nine-PCl slots. They are numbered 1-9, from left to right, and all the
slots are slot-specific (see Figure 1-36). When installing any adapter cards, always use the
System Configuration Guide on the IBM site for reference.

Figure 1-36 PCI slots

Below the PCI slots, there is a console port and RLM port (see Figure 1-37 on page 35).
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Figure 1-37 RLM and Console ports

Below the Ethernet ports is the Fibre Channel Tray, referred to as the “FC Tray”, with eight
on-board Fibre Channel ports (Figure 1-38). This tray is actually a Field Replaceable Unit.

8 FC Ports

Figure 1-38 Fibre Channel ports

Chapter 1. Introduction to IBM System Storage N series 35



Inside the N7000, looking from the top (see Figure 1-39), you can see the PCI slots and
system memory, but you cannot see the processors. They are on the other side of the
motherboard tray. Recall that the N7800 has four CPUs and the N7600 has two processors.

From this perspective, you can see the nine PCI slots. You will notice that the slots are
color-coded. Slots 3, 4, and 9 are black and represent PCI-X.

Slots 1, 2, 5, 6, 7, and 8 are white and represent PCI-Express.

Notice the NVRAMG6 adapter resides in slot 2 on this stand-alone system. If this were an
active/ active configuration, the NVRAMG6 adapter would reside in slot 1 and would also be
used as the cluster interconnect card.

Figure 1-39 Top of N7000

Keep in mind that the N7800 uses an NVRAM6 adapter with 2 GB of memory, and the N7600
uses an NVRAMG6 adapter with 512 MB of memory (see Figure 1-40 on page 37).
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= NVIRAMG6 adapber
for N7800 contains
2 GB memory

= NVRAMG adapter
for N7600 contains
512 MB memory

Figure 1-40 NVRAM

There are some new LEDs of which you should be aware: the fan units, PCI slots, and
memory DIMMs. The LEDs indicate a failed component (see Figure 1-41).

= LEDs for Fan units, PCl adapters, and DIMMs

Figure 1-41 New LEDs
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RAID group size
Table 1-11 RAID group size in drive type

Model FC-AL drives FC-AL drives ATA drives ATA drives
default maximum default maximum

N7600 RAID 4 8 14 7 7

N7600 RAIDDP | 16 28 14 16

N7800 RAID 4 8 14 7 7

N7800 RAIDDP | 16 28 14 16

1.7 IBM System Storage N series Gateways (G models)

38

The IBM System Storage N series Gateways, an evolution of the N 5000 series product line,
are a network-based virtualization solution that virtualizes tiered, heterogeneous storage
arrays, allowing customers to leverage the dynamic virtualization capabilities available in Data
ONTAP across multiple tiers of IBM and vendor acquired storage (see Figure 1-42 on

page 39). Like all IBM System Storage N series storage systems, the IBM System Storage N
series Gateway family is based on the industry-hardened Data ONTAP microkernel operating
system, which unifies block and file storage networking paradigms under a common
architecture and brings a complete suite of IBM System Storage N series advanced data
management capabilities for consolidating, protecting, and recovering mission-critical data for
enterprise applications and users.

The industry's most comprehensive virtualization solution, the N series Gateways provides
proven and innovative data management capabilities for sharing, consolidating, protecting,
and recovering mission-critical data for enterprise applications and users and seamlessly
integrates into mission-critical enterprise-class SAN infrastructures. These innovative data
management capabilities, when deployed with disparate storage systems, simplify
heterogeneous storage management.

The IBM System Storage N series Gateway will present shares, exports, or LUNs that are
built on flexible volumes that reside on aggregates. The N series Gateway is also a host on
the storage array SAN. Disks are not shipped with the N series Gateway. N series Gateways
take storage array LUNs (which are treated as disks) and virtualize them through Data
ONTAP, presenting a unified management interface.

The IBM System Storage N series Gateway offers customers new levels of performance,
scalability, and a robust portfolio of proven data management software for sharing,
consolidating, protecting, and recovering mission critical data. IBM System Storage N series
storage systems seamlessly integrate into mission-critical SAN environments and provide a
simple, elegant data management solution decreasing management complexity, improving
asset utilization, and streamlining operations to increase business agility and reduce total
cost of ownership. Organizations that are looking for ways to leverage SAN-attached storage
create a consolidated storage environment for the various classes of applications and storage
needs throughout their enterprise. These prospects are looking for ways to increase
utilization, simplify management, improve consolidation, enhance data protection, enable
rapid recovery, increase business agility, deploy heterogeneous storage services, and
broaden centralized storage usage by provisioning SAN capacity for business solutions
requiring NAS, SAN, or IP SAN data access (see Figure 1-43 on page 39).
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These prospects have:
» Significant investments or a desire to invest in a SAN architecture
» Excess capacity or an attractive storage cost for SAN capacity expansion

» Increasing requirements for both block (FCP and iSCSI) and file (NFS, CIFS, and so on)
access

» Increasing local or remote shared file services and file access workloads
They are seeking solutions to cost effectively increase utilization, consolidate distributed

storage, Direct Access Storage, and file services to SAN storage, simplify storage
management, and improve storage management business practices.
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Figure 1-42 Heterogeneous storage
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Figure 1-43 Gateway Topology

Two halves to set up

A IBM System Storage N series Gateway implementation can be thought of as a front-end
implementation and a back-end implementation. The front-end setup includes configuring the
N series Gateway for all protocols (NAS or FCP), implementing any snap features (Snapshot,
SnapMirror, SnapVault, and so on), and setting up backup, including NDMP dumps to tapes.
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The back-end implementation includes all tasks required to set up thelBM System Storage N
series Gateway system up to the point where it is ready for Data ONTAP installation. These
tasks include array LUN formatting, port assignment, cabling, switch zoning, assigning LUNs
to the V-Series system, creating aggregates, and loading Data ONTAP.

1.7.1 IBM System Storage N series Gateway highlights

IBM System Storage N series Gateway systems provide a number of key features that
enhance the value and reduce the management costs of utilizing a Storage Area Network
(SAN). A IBM System Storage N series Gateway system will do the following:

» Simplifies storage provisioning and management.

» Lowers storage management and operating costs.

» Increases storage utilization.

» Provides comprehensive simple-to-use data protection solutions.
» Improves business practices and operational efficiency.

» Transforms conventional storage systems into a better managed storage pool (see
Figure 1-44.

Host Environment (Unix, Windows, Linux)

NAS, SAN, Local /
IP SAN Remote

Data Access

Block Virtualization | | File Virtualization

Enterprise Data & Storage Management

I - '
N series
Gateway

Enterprise FC SAN

IBM HP

Hitachi
Tiered Heterogeneous Storage

Figure 1-44 Tiered Heterogeneous Storage

1.7.2 Gateway RAID

Gateways use RAID 0 on top of RAID 1, RAID 5, or RAID 10 on RAID storage subsystems
(see Figure 1-45 on page 41). Physical disk operations, such as scrubbing, are disabled.

40 Using the IBM System Storage N series with Mail Servers



Gateway

N CE

RalD1 through I
RalDs and
RalD10
Storage
Subsystem

Figure 1-45 RAID configuration

RAID 0 is used to write data (see Example 1-1 for a example of a volume’s status with the
Gateway; it looks very similar to what you would see on a IBM System Storage N series
model A except for the RAID status).

Example 1-1 Vol status with gateway volumes

itsotuc2*> vol status -v vol3

Volume State Status Options
vol3 online raid0, flex nosnap=on, nosnapdir=off,
minra=off,

no_atime_update=off,
nvfail=off,
snapmirrored=off,
create_ucode=on,
convert_ucode=on,
maxdirsize=31457,
fs_size_ fixed=off,
guarantee=volume,
svo_enable=off,
svo_checksum=off,
svo_allow_rman=off,
svo_reject_errors=off,
fractional reserve=100,
Containing aggregate: 'aggrQ'

Plex /aggr0/plex0: online, normal, active
RAID group /aggr0/plex0/rg0: normal

1.7.3 IBM N5200, N5300, N5500, and N5600 Gateway models

The N5000 Gateway models are a good value for those wishing to extend the reach of their
SANs. The N5000 Gateway incorporates a variety of reliability and availability features
designed to support high demand operations. It houses hot swappable, redundant power
supplies and fans, and supports multipath failover protection and host dual pathing between
the unit and its SAN-attached storage device. In addition, the clustering feature between two
storage systems is designed to help reduce system downtime. From a hardware perspective,
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the G10 and G20 models are identical to the A10 and A20 models of the N5200, N5300,
N5500, and N5600. The differences lie in the spectrum of Data ONTAP features supported
and enabled. The models are:

» N5200

— 2864-G10

— 2864-G20 Clustered model
» N5300

— 2869-G10

— 2869-G20 Clustered model
» N5500

— 2865-G10

— 2865-G20 Clustered model
» N5600

— 2868-G10

— 2868-G20 Clustered model

Table 1-12 shows the capacities for the various Gateway models.

Table 1-12 Gateway capacity

Model Maximum capacity
2864-G10 50 TB

2864-G20 50 TB per node
2869-G10 126 TB

2869-G20 126 TB

2865-G10 80 TB

2865-G20 80 TB per node
2868 252 TB

2868 252TB

Important: If you are going to enable the cf.takeover.on_panic option, ensure that a spare
LUN is available for core dumps. If the cf.takeover.on_panic option is enabled and no
spare LUN is available, no core dump file is produced upon failure. (The
cf.takeover.on_panic option controls whether a cluster partner immediately takes over for a
panicked partner.)

Table 1-13 on page 43 shows LUN information for the various Gateway models.
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Table 1-13 LUN information for Gateway models

Model Maximum number of LUNs Minimum
number of
LUNs
N5200 2864- 168. A stand-alone
G10 (non cluster model) gateway must
own at least
N5200 2864-G20 (cluster model) | For each node, single node N5200 2864-G10 | 516 LUN. A
values apply. cluster
N5300 2869 - G10 252, configuration
must
N5300 2869 - G20 For each node, single node N5300 2869-G10 | own at least
values apply. two LUNS.

N5500 2865-G10 (non cluster 336.
model)

N5500 2865-G20 (clustermodel) | For each node, single node N5500 2865-G10
values apply.

N5600 2868-G10 (non cluster 504. A stand-alone
model) gateway must
own at least
one LUN.

N5600 2868-G20 (clustermodel) | Foreach node, single node N5600 2868-G10 | A cluster
values apply. configuration
must own at
least two
LUNs.

1.7.4 IBM Gateway models N7600 and N7800

The IBM System Storage N7000 series Gateway models offers additional choice to
organizations facing the challenges of enterprise data management. The IBM System
Storage N7000 series is designed to deliver high-end enterprise storage and data
management value with midrange affordability. Built-in enterprise serviceability and
manageability features help support your efforts to increase reliability, simplify and unify
storage infrastructure and maintenance, and deliver exceptional economy. The IBM System
Storage N series Gateway models N7600 and N7800 deliver all the feature function that the
N5000 series does, but with increased processing, memory, NVRAM, and total storage
capacity. The N7600 and N78000 are designed with the high end of the enterprise
environments in mind. The N7000 series Gateway hardware is identical to the A10 and A20
models, with the difference being in the enabled features and disk attachment by Data
ONTAP.

» The IBM N7000 A series comes in two models:

— N7600
* 2866-G10 Single Node
e 2866-G20 Clustered

— N7800
e 2867-G10 Single Node
e 2867-A20 Clustered

— 2865-G20 Clustered model
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1.7.5 LUN sizing

Gateway support for LUN sizes is as follows:

» Maximum LUN size: 500 GB
» Minimum LUN size: 1 GB

Note: The Data ONTAP definition of a GB is as follows: one GB is equal to 1000 x 1024 x
1024 bytes. Therefore, the maximum LUN size that Data ONTAP supports means 500 *
1000 * 1024 * 1024 = 524,288,000,000 bytes.

1.7.6 LUN mapping

Storage Subsystem LUNs are converted to disks for the IBM System Storage N series
Gateway systems (see Figure 1-46). The Gateway disk count is equal to the LUN count.

Figure 1-46 is a example of a Array LUN mapped to Gateway disk.

2865-A10
RAID 4, RAID-DP™

12865:G101 )

ESS

To Next Shelf

LUN 1 = Disk 1

LUN 2 = Disk 2

’ﬁlﬁlﬁ]ﬁﬂ; DA | DA | DA | DA T: LUN 3 = D!Sk 3
‘ Cluster 1 F/ﬁ‘ Cluster 2 Y LUN 4:*D|sk4

LUN 12 = Disk 12
LUN 13 = Disk 13
LUN 14 = Disk 14

LUN 336 = Disk 336

Figure 1-46 LUN to N series Gateway disk relationship

LUNs are added to the Gateway through the same volume wizard we use on the IBM System
Storage N series A models (Figure 1-47 on page 45).
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Unified Storage: SAN and NAS

9 raid-u34: Volume Wizard - Mozilla Firefox

Volume Wizard - Volume Parameters
Volume Name:
Enter a name for the new volume.

lunval @

Language:

POSIX v
Select the language to use on this volume.

< Back Cancel | Mext >

Figure 1-47 Volume wizard

1.8 Interoperability between G and A models

» Replication between SnapMirror on a G model and SnapMirror on an A model includes
async, semisync, and synchronous (Figure 1-48).

Single Path

"l IS
FCP

valx

voll

SnapMirror from N Series A model
to N Series G model

App Server

Figure 1-48 SnapMirror Interoperability
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» There is disk-to-disk backup from the SnapVault primary on a G model to the SnapVault
secondary on an A model (Figure 1-49).

Primary G10 to Secondary A10

Primary A10 to Secondary G10

Figure 1-49 SnapVault interoperability

» There is disk-to-disk backup from the SnapVault primary on an A model to the SnapVault
secondary on a G model.

1.9 EXN2000

The EXN2000 is a fibre expansion unit for the A models of the IBM System Storage N series.
The EXN2000 looks very similar to the N3700, but unlike the N3700, which has the CPU
modules, the EXN2000 supports only the disk modules and the connectivity to them (see
Figure 1-50).

Figure 1-50 EXN2000

The EXN2000 is identical to the N3700 chassis except that the slot holding the CPU tray is
replaced with an Electronically Switched Hub (ESH2). ESH2 provides a point to point
connection to the drives rather than the traditional arbitrated loop. This is illustrated in
Figure 1-51 on page 47. The maximum number of drives per shelf is unaffected by the
capacity of the individual drive modules. Mixing of drives of different capacity in the same
shelf is not recommended because of the effects it has on sparing, RAID groups, and flex
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volumes. The maximum number of drives on a loop are 84 or six shelves using the ESH2
module.

Figure 1-51 Rear of the EXN2000 schematic: Arbitrated loop versus Switch hub

1.9.1 Switched Hub architecture

Switched Hub architecture has the benefit of additional availability, boosted performance in
high 1/0 environments, and more powerful diagnostic abilities (see Figure 1-52). Figure 1-53
on page 48 shows the ESH2 module. From a purely technical viewpoint, Fibre Channel loops
support 126 devices. From a practical position, traditional FC-AL daisy-chain topologies (for
example, loop resiliency circuits) require limits on the number of devices for performance
reasons. The performance impact is directly attributable to loop overhead traffic. In the past,
recommendations for LRC topologies is 56 devices per loop. Advanced FC-AL topologies
allow the “cost” of loop overheads to be minimized, thereby increasing the number of
supported disk drives. This is true for system configurations that include switched Hub
architecture. Switched Hub architecture is a hub and spoke arrangement with local
neighborhoods surrounding each device. Loop overhead is minimized by the fact that traffic
no longer flows through each disk drive. The hubs are capable of local communication to the
disk drives and therefore more efficiently convey this information to the storage system. There
are two Fibre Channel ports on each module. The PS/2 port is for IBM service only and
provides no functionality. The units have LED status lights that indicate speed and fault status
are hot swappable, thereby allowing maximum availability.

Classic Arbitrated Loop Loop with Switched Hub

T bt Shol

Drisks driv e diractly conacted 1o bop

Loog of swiichas hubs;
Dieks pi-ptoonmeciad to hub

Figure 1-52 Switched Hub architecture
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Figure 1-63 External ports on ESH2 module

EXN2000 was withdrawn from marketing May 22, 2007

1.9.2 EXN1000

The EXN1000 uses the same shelf and hardware as the EXN2000 and EXN4000, so it has
the same dimensions. It also supports the same number of disks per shelf (14) (see
Figure 1-54). The main differences are:

» It uses drive type SATA instead of Fibre Channel.
» |t uses the AT-FCX interface module instead of the ESH2.

Figure 1-54 EXN1000 expansion unit

AT-FCX refers to the controller module (Figure 1-55) of the serial advanced technology
attachment (SATA) storage expansion unit.
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Figure 1-565 AT-FCX module
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Data ONTAP supports up to 400 RAID groups per storage system or cluster. When
configuring your aggregates, keep in mind that each aggregate requires at least one RAID
group and that the total of all RAID groups in a storage system cannot exceed 400.

1.9.3 EXN4000

The EXN4000 uses the same shelf and hardware as the EXN2000, so it has the same
dimensions. EXN4000 also supports the same number of disks per shelf (14). EXN4000 uses
ESH4 as its controller module. ESH4 refers to the third-generation, multiloop speed ESH
module. ESH4 can function at 1 Gb, 2 Gb, or 4 Gb loop speed when it works with EXN4000.
The ESH4 has LEDs that indicate whether the module is functioning normally (refer to
Figure 1-58 on page 50), whether there are any problems with the hardware, and the loop
speed operation of the EXN4000. The main differences are:

» A 4 Gbps capable Fibre Channel (FC) disk enclosure, that is, twice the maximum loop
bandwidth of EXN2000

» Higher bandwidth for heavy sequential workload
» Fewer HBAs or slots used to achieve higher bandwidth needs

The EXN4000 FC Storage Expansion Unit will run at 2 Gbps FC when attached to systems
that do not have 4 Gbps capability. It can be added to EXN2000 FC loops.

Figure 1-56 shows the front of the EXN4000 expansion unit, while Figure 1-56 shows the rear
of the unit.

Figure 1-57 2xESH4, 2xPSU/Fans
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Indicators Protection Indicator:

Figure 1-568 Location of the LEDs for an ESH4

EXN4000 is the replacement for EXN2000 FC Storage Expansion Unit.
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Introduction to IBM Lotus
Domino 7

This chapter is meant for the storage administrator or anyone unfamiliar with IBM Lotus
Domino. It gives a brief introduction to IBM Lotus Domino 7 and its architecture, mailbox, and

database design.
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2.1 IBM Lotus Domino 7 overview

IBM Lotus Domino is a collaboration solution that goes far beyond messaging. It contains
directory services, integrated e-mail, calendaring, scheduling, discussion databases, and
multiple address book capabilities (see Figure 2-1). Additionally, you can build and run
collaboration solutions, such as Customer Relationship Management (CRM), project
management, or document management, that help you to be more efficient.

IBM Lotus Domino server
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discussion databases user databases application databases syslem databases |
H '
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' LDAR directary Email services calendering and scheduling Comprehensive i
H servicas sacurlty fealures :

..........................................................................................................

Figure 2-1 Inside Lotus Domino server

For enterprise needs, Lotus Domino includes comprehensive real-time replication, clustering,
and load balancing features. Figure 2-2 gives you an example of a common Lotus Domino
Infrastructure.

Domino Cluster
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Figure 2-2 IBM Lotus Domino infrastructure with two sites

IBM Lotus Domino software is known for backward compatibility and smooth upgrades, even
in complex environments. The enhanced support for open standards and Web services in
Version 7 let you extend the use of your IBM Lotus Domino application (and investment) for a
longer period of time. New technologies for publishing information, such as Really Simple
Syndication (RSS), online journals (blogs), or Web services that are based on Simple Object
Access Protocol (SOAP), are available.
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The design of IBM Lotus Domino contains various security features to prevent unauthorized
access. For details, see 2.2.4, “Security” on page 57.

Note: For more information about IBM Lotus Domino, see:

http://www.Tlotus.com/products/product4.nsf/wdocs/dominohomepage

2.1.1 Terms and definitions

This chapter contains important definitions to help you better understand IBM Lotus Domino:
» Notes database

A Notes database is a single, physical file that contains a set of documents and a copy of
the application design elements.

» Application design elements

The application design elements control the creation and modification of documents in a
Notes database.

2.1.2 Server options

IBM provides several Lotus Domino Server license options, depending on your company
needs:

» Lotus Domino Messaging Server

This license option allows you to deploy a company-wide e-mail and scheduling
infrastructure, including basic collaboration tools, such as a discussion database and
more.

» Lotus Domino Enterprise Server

The Enterprise Server contains all of the features of the Messaging Server, plus
clustering, partitioning, load balancing, and integrated administration and system
management tools.

» Lotus Domino Utility Server

If you do not need e-mail and calendaring features, but you need non-mail applications for
a large number or unknown number of users, this is a cost-effective license model. It is
typically used for Web application deployment inside and outside of your organization.
Web browser access to non-mail applications does not need client access licenses.

» Lotus Domino Express

The Express option is designed for companies with 1,000 employees or fewer and
provides a feature-rich enterprise class collaboration tool at a small and medium business
price.

Note: For more information about IBM Lotus Domino Server options, see:

http://www.lotus.com/products/product4.nsf/wdocs/dominooverview
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2.1.3 Client options

For individual needs, there are various ways to get connected to a IBM Lotus Domino server.
The primary client options are:

>

IBM Lotus Notes®

This is the recommended and full-featured rich client for IBM Lotus Domino. It allows users
to access their e-mails, calendar, tasks, and collaboration tools. Through replication, it
provides off-line access to desired databases.

IBM Lotus Domino Web Access

It allows you to access the IBM Lotus Domino databases with various support for
Windows, Linux, and Mac OS Web browsers.

IBM Lotus Domino Access for Microsoft Outlook®

Users, who cannot or will not use IBM Lotus Notes for accessing IBM Lotus Domino, can
use the familiar Microsoft Outlook client. This is even a good choice for migration from
Microsoft Exchange to IBM Lotus Domino.

IBM Lotus Domino WebMail

You can get basic e-mail features through standard internet mail protocols, such as Post
Office Protocol (POP3) or Internet Message Access Protocol (IMAP).

2.2 Key features

This section discusses the important features of IBM Lotus Domino.

2.2.1 Enterprise messaging system

IBM Lotus Domino provides several features for messaging:

»

This product provides a strong client/server messaging backbone, which is scalable and
reliable.

There is support for different internet mail standards and protocols, such as IMAP, POP3,
and SMTP.

Lightweight Directory Access Protocol (LDAP) support is available for addressing external
users in third-party Web-based directories, such as Four11 and Bigfoot. Also, other LDAP
clients can query the Domino directory.

You have access to mail from a browser or over the internet.
Lotus Domino can coexist with other mail systems.

This product includes the ability to mail-enable applications that are developed in Lotus
Domino.

2.2.2 Platform independent
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One of the key IBM Lotus Domino competitive strengths has always been its support for
multiple operating system platforms. Domino 7 maintains and extends this tradition.

Table 2-1 on page 55 and Table 2-2 on page 56 summarize the various operating system
platforms that support IBM Lotus Notes and IBM Lotus Domino 7.
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Table 2-1 Lotus Notes clients

Platform

Microsoft Windows
2000

Microsoft Windows
XP

Macintosh

Supported operating
system versions

Microsoft Windows
2000 Professional

Microsoft Windows XP
Professional;
Microsoft Windows XP
Tablet PC Edition 2005
(Digital Ink Input will
not be supported in the
Notes client.)

Macintosh OS
Power PC® 10.4.2
Intel® 10.4.4

RAM 128 MB minimum 128 MB minimum 128 MB minimum
256 MB or more 256 MB or more 256 MB or more
recommended recommended recommended

Disk space 512 MB or more 512 MB or more 512 MB or more

(The minimum amount | recommended recommended recommended

is the disk space thatis

required for installing

default files. More disk

space is required if

databases are

replicated locally or

copied locally.)

NetBIOS over IP Yes Yes; No (64-bit) No

TCP/IP Yes Yes Yes

Important: The Domino Administrator Client and Domino Designer are not yet supported

on Macintosh OS.
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Table 2-2 IBM Lotus Domino server

Platform

Microsoft Windows

Linux

Unix

Supported operating
system versions

Microsoft Windows
2000 Server;

Microsoft Windows
2000 Advanced Server

Microsoft Windows
2003 Server Standard
Edition;

Microsoft Windows
2003 Server
Enterprise Edition;
Microsoft Windows

Novell SUSE Linux
Enterprise Server
(SLES) 8

Novell SUSE Linux
Enterprise Server
(SLES) 9;

Novell SUSE Linux
Enterprise Server
(SLES) 10 (32- and
64-bit);

Red Hat Enterprise

IBM AIX 5L™ V5.2
(64-bit kernel)

IBM AIX 5L V5.3
(64-bit kernel)

Sun™ Solaris 9 (64-bit
kernel)
Sun Solaris 10 (64-bit
kernel)

2003 Server x64 Linux (RHEL) 4 (32-
Edition and 64-bit)

RAM 256 MB minimum 512 MB minimum,; 512 MB minimum;
512 MB or more 512 MB or more 512 MB or more
recommended per recommended per recommended per
CPU CPU CPU

Disk space 1.5 GB minimum per 1.5 GB minimum 1.5 GB minimum

(The minimum partition 1.5 GB or more 1.5 GB or more

amounts are the disk recommended recommended

space required for

installing default files.

More disk space is

required if databases

are replicated locally or

copied locally.)

NetBIOS over IP Yes No No

TCP/IP Yes Yes Yes

Note: For a complete and up-to-date list of platform and system requirements for IBM
Lotus Domino 7.0.2 and IBM Lotus Notes 7.0.2, see:

http://www-12.7otus.com/1dd/doc/domino_notes/7.0.2/rn702.nsf

2.2.3 High availability and load balancing
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With its clustering technology, IBM Lotus Domino provides fail-over protection to IBM Lotus
Notes clients in the event that any server goes down. Real-time replication keeps the data on
all servers synchronized.

Beside the cluster configuration, IBM Lotus Domino dynamically balances the user load
between several servers. For that task, the cluster member server constantly monitors its own
workload. It also polls all the other servers in the cluster to determine their workload. When

the workload on a server exceeds a certain level designated by the administrator, the server
becomes "busy", and the Domino server rejects subsequent database open requests until the
workload falls back below the specified level. If the cluster-aware IBM Lotus Notes client gets
this “busy” answer, it asks the Cluster Manager for next least heavily used server that also
holds the requested database.
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In addition, IBM Lotus Domino supports various other load balancing features such as server
availability threshold, quantity of user per server, or user's home server.

Note: For more information about Workload balancing with Domino clusters, see:
http://www-128.1ibm.com/developerworks/Totus/library/1s-Workload balancing

2.2.4 Security

IBM Lotus Domino has a comprehensive security design from the beginning of its
development in 1984. Some of the key security features are:

>

User ID files that contain encryption keys and certificates that IBM Lotus Domino servers
use to verify the authorization of the person who use it. Additionally, these ID files can be
secured with an individual password.

Communication between IBM Lotus Domino and IBM Lotus Notes is secured by
encryption.

The server security is based on the information stored in Domino Directory. It specifies
which user, server, or group has rights to create new databases, can use pass through
connections, or create new replicas.

The Lotus Domino server implements role concepts for administration and access.

Every database has its own Access Control List (ACL) that specifies which role, user, and
server has the right to access the database and perform a task on it.

All design elements could be signed and protected with an ID file, down to a single
viewing-field.

2.3 Notes Storage Files (NSF) and transaction logging

As we discuss IBM System Storage N series with IBM Lotus Domino 7, it is important to
understand how Domino works with its data.
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The data of every user or application is stored in an independent Notes Storage File (NSF)
(see Figure 2-3). This makes IBM Lotus Domino very robust against database corruptions on
unexpected hardware or software failure; not every database file is affected.
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Figure 2-3 Inside the NSF

Note: Since IBM Lotus Domino 7, you have the option to use DB2® instead of NSF on a
per-server and per-database basis. For more information about DB2 support in IBM Lotus
Domino 7, visit:

http://www.lotus.com/products/product4.nsf/wdocs/nsfdb2

The major features of the NSF are:
» Shared

Several users are able to access one database at the same time.
» Distributed

The databases may exist on several servers at the same time. Their content can be
replicated on schedule or in real time.

» Mail enabled
Every document in a database can be sent to another database.
» Object oriented

In contrast to relational database systems, IBM Lotus Domino does not use tables for
saving information. Information is saved as objects with masks and views on it. Thus, the
databases are very flexible and are able to save different kinds of information, such as
text, pictures, time, or video.

Every database change is recorded to a transactional log file. This enables Domino to
maintain the integrity of its databases in the event of a power loss or other uncontrolled
shutdown and to restart quickly after such a failure. The transactional logs can also
participate in your backup strategy. While this feature is optional, we recommend it as a best
practice.

Using the IBM System Storage N series with Mail Servers


http://www.lotus.com/products/product4.nsf/wdocs/nsfdb2

A Lotus Domino server requires disk space for several purposes. It could be divided in three
parts:

» Disk space for the operating system, IBM Lotus Domino application files, and swap area
» Disk space for the IBM Lotus Domino data directories and users mail databases

» Disk space for the IBM Lotus Domino transactional log files

The directories for user data and transaction log files are independent of your operating

system choice, while the space for operating system and swap area may vary. Figure 2-4
gives you an high-level overview of an common storage segmentation.

~
Domino server |
with local storage | | 7
=
4
FCF, iSCSI,
CIFS, NFS
"-..“\
—
N series storage b 3

Figure 2-4 Common storage segmentation

The three storage volumes a, b, and ¢ represent the required disk space mentioned above
and are described as follows:

1. Volume a holds the operating system and IBM Lotus Domino program files. It is
recommended that these disks are protected with a local RAID 1.

2. Volume b holds the IBM Lotus Domino user database files. Accessing these files will
create heavy random 1/O operations. The size of the database volume depends on the
mailbox size of your user.

3. Volume c holds the optional but recommended transactional log files. Every change to the
Domino database files (NSF) are written to a transactional log file before writing them to
the actual NSF. Because these log files are written in a serial sequence, the 1/O profile of
the transactional log volume differs from the database volume. Separated and fast disks
dedicated for transactional logging are the keys for increasing overall performance of your
IBM Lotus Domino server.

Note: If you decided to use transactional logging, it is absolutely essential to place the
transactional log directory on a separate physical device.
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Introduction to Microsoft
Exchange

Today more than ever, people and businesses are dependent on the constant availability of
e-mail systems such as Microsoft Exchange. The explosion of e-mail content, its
business-critical nature, and the enforcement of new compliance regulations have created a
renewed interest in examining storage infrastructures that service messaging systems. The
increasingly stringent requirements of Exchange are a substantial challenge to IT
organizations, as they struggle with maintaining and improving Exchange’s quality of service
while operating within tight IT budgets, an already lean IT staff, and limited time available to
perform extensive data management functions, such as backup and restore operations.

Direct-attached storage (DAS) systems are a common storage scenario for Microsoft
Exchange. However, DAS has fundamental limitations that make it very difficult to meet client
requirements for demanding Exchange environments. Five key steps can be taken to
transform a DAS-based infrastructure to a new network storage-based architecture that
meets the availability, scalability, and manageability requirements of highly demanding
Exchange environments, with the cost structure and ease of use appropriate for Windows.
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3.1 Challenges of DAS-based Exchange infrastructures
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Earlier DAS-based storage infrastructures for Microsoft Exchange typically consist of multiple
servers, each with direct-attached storage. Typical DAS-based Exchange environments utilize
tape for backup and recovery, with tape drives connected either directly or through a network
(see Figure 3-1).

Exchangs Environmant

Figure 3-1 Earlier DAS-based Exchange servers

Direct-attached storage infrastructures present inherent issues for meeting cost and service
level requirements for Microsoft Exchange:

» Poor scalability and capacity utilization: Administrators face a frequent need to increase
the capacity of their Microsoft Exchange-related storage to accommodate both rapid
growth in e-mail stores and the demanding I/O requirements of Microsoft Exchange.
Storage utilization with DAS is often as low as 30%, implying substantial investment in
unused capacity.

» Disruptive backups and long recovery times: Administrators struggle with compressed or
nonexistent Microsoft Exchange backup windows. Perhaps more importantly, it can take
several hours to several days to recover either the contents of individual user mailboxes or
entire mailbox stores from tape, a factor that makes tape-based recovery times
inconsistent with user requirements. Corrupted backup tapes is also a common situation
when recovering Exchange systems.

» Disaster Recovery infrastructure is problematic: For many clients utilizing DAS, advanced
disaster recovery (DR) capabilities, such as remote mirroring are impractical to implement
due to the inherent complexity of replicating and managing the DAS and tape
infrastructure.

» Complexity surrounding e-mail retention and regulatory compliance: With the continued
growth of e-mail stores, the importance of retaining e-mails as business records for
reference and legal protection, and new regulatory requirements that put added focus on
preserving critical e-mail trails, administrators are compelled to deploy more costly
storage. At the same time, administrators must manage retention policies that require
more planning and manual intervention to assess when e-mail messages should be
deleted, moved, or archived to other platforms.

For many clients, including those that are migrating from previous releases to Microsoft
Exchange 2003, it is appropriate to consider whether to upgrade their Exchange storage
infrastructure to better support business goals.
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3.2 Five steps to leverage your Microsoft Exchange
infrastructure

Companies that are willing to overcome the limitations of DAS and tape can quickly move
their Exchange operations to a new quality of service level by implementing the five steps
outlined in this chapter. This five-step process can transform a DAS-based Exchange
infrastructure into an environment that effectively addresses key business requirements.

The five steps are:

1. Deploy either an IP Storage Area Network (SAN) or a Fibre Channel (FC) SAN.
2. Implement N series Snapshot for backup and recovery.

3. Virtualize storage for faster provisioning and better capacity utilization.

4. Implement low-overhead remote mirroring for DR.

5. Implement tiered storage for archival and compliance.

Depending on the needs of their environment, some companies will take only the first few
steps, while those companies that have demanding business requirements, including
compliance and DR, will complete all of the steps.

3.2.1 Deploy either an IP SAN or an FC SAN

Many organizations that need to simplify and improve their Microsoft Exchange environment
will realize substantial benefits by consolidating their existent DAS infrastructures to a SAN,
based on either the iSCSI (IP SAN) or FC (FC SAN) data transfer protocol. These storage
networks allow storage to be moved from each Exchange server for more centralized and
efficient management and control of disk resources, as shown in Figure 3-2.

Exchange Environmsnt

IBM M senaes Storage

Figure 3-2 Exchange servers accessing IBM N series SAN

For Microsoft Windows in general, and Exchange environments in particular, many
companies consider IP SANs to be a particularly good fit. IP SANs offer a more affordable
option for upgrading to a networked storage architecture by using low-cost, standards-based
commodity components and enabling IT organizations to make use of both existing
investments in IP infrastructure and their current IP expertise.
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A SAN that is based on FC also provides the benefits of storage networking and will be more
suitable for those who prefer FC technology or have already deployed FC.

3.2.2 Implement N series Snapshot for backup and recovery

Tape media is often used to back up Microsoft Exchange environments. Although tape media
is a low-cost means of data protection, tape backup has fundamental limitations that make it
suboptimal for environments that require nondisruptive backup and rapid restore. A minor
recovery from tape can take hours, while recovery from a more catastrophic failure can easily
take days. The use of Snapshot technology addresses these issues by allowing
administrators to take point-in-time copies of data and save them to disk.

Snapshot technology is uniquely efficient in its use of disk space compared to other snapshot
implementations in the industry, which tend to consume large quantities of storage. This
unique efficiency is because Snapshot copies consist of only data updates and additions, not
full copies of the data. More importantly, Snapshot incurs no I/O or performance penalties on
Exchange.

SnapManager for Exchange (SME), in conjunction with SnapRestore, further automates and
streamlines the coordination of backups and restores from earlier snapshots. Fully integrated
with Microsoft Volume Shadow Copy Service (VSS), SnapManager for Exchange ensures
that snapshots taken of the Exchange database will be consistent and able to be fully
restored.

Single Mailbox Recovery for Microsoft Exchange (SMBR) fully automates the process to
restore a single mailbox or even a single e-mail message or contact from a mailbox without
the need to use Exchange Recovery Storage Groups (RSG).

3.2.3 Virtualize storage for faster provisioning and better capacity utilization
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To deal with exponential growth of Microsoft Exchange message store needs and
Exchange’s high I/0O requirements, administrators in a DAS-based environment often find
themselves bringing Exchange systems offline in order to add a new server with additional
disk storage. The actual issue with adding more storage for Exchange is not only the amount
of additional disk space required, but the number of physical disk spindles that Exchange
requires to support its high 1/0 demands. To meet I/O needs, DAS-based Exchange clients
often acquire sufficient disk spindles but then underutilize much of the acquired disk capacity.
This sizing for performance and cumbersome provisioning result in DAS environments that
often have capacity utilization as low as 30%.

While promising better utilization than DAS, many traditional SAN solutions often suffer from
the same inability to maximize the use of all available disk spindles and all available storage.
Usage of disks on a traditional SAN solution is shown on Figure 3-3 on page 65.
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Figure 3-3 Disk utilization on traditional volumes

N series virtualization technology can address this issue by allowing the administrator to
manage a set of physical storage devices as one large logical pool of storage. This type of
technology can accelerate provisioning and increase capacity utilization.

N series offers both FlexVol and SnapDrive software functionality that lets administrators add
new storage rapidly and nondisruptively to their Exchange environments. FlexVol technology
allows the creation of one simplified, logical pool of storage, known as an Aggregate. After the
logical aggregate is in place, you can perform provisioning storage to an Exchange server in
minutes. The administrator just creates a “flexible volume” from the aggregate that is sized as
required. You can also use a single command to increase the size of an existing flexible
volume in real time, without incurring any Exchange application downtime or IT staff overtime.
Because FlexVol allows storage to be provisioned dynamically, when and where it is needed,
disk capacity utilization can increase to 70% or greater. On the server, a simple application
called SnapDrive that is integrated with Windows MMC nondisruptively maps the new flexible
volume to a drive letter on the Exchange server. No rebooting is required.
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Figure 3-4 shows how disks and volumes are managed by N series.
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Figure 3-4 Disk utilization on N series with flexible volumes

3.2.4 Implement low-overhead remote mirroring for DR

Ensuring business continuity is one of the more challenging tasks faced by today’s Exchange
administrators. DAS architectures with a reliance on tape backup usually require additional
functionality to ensure application availability in the event of some type of catastrophic failure
at the main data center. Remote mirroring to an off-site DR location is the main method
Exchange environments adopt to ensure application availability after a site disaster or some
type of catastrophic failure. While these types of solutions are available, many are impractical
to deploy for the average Exchange environment, due to their complexity and extensive
bandwidth requirements. Many even require expensive and proprietary software, not to
mention ongoing professional services to aid in the design, installation, and ongoing
management of these types of systems.

Using SnapMirror technology, N series storage systems provide a flexible, affordable way to
perform remote mirroring of Exchange data to another N series system over an existing
IP-based LAN, MAN, or WAN architecture. Compared to other alternatives, this solution is
quick to deploy and very cost effective, making it an excellent fit for Windows environments.
SnapMirror is designed to utilize as little bandwidth as possible, since only changed blocks
are transmitted over the network. With SnapMirror, Exchange data can be mirrored in one of
three modes: synchronously, semi synchronously, or asynchronously, based on an automated
schedule set by the administrator. Management and integration of SnapMirror simply requires
selecting a single check box within SnapManager for Exchange.
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3.2.5 Implement tiered storage for archival and compliance

Many administrators have begun to consider e-mail archival to lower-cost tiers of storage as a
practical way to extend the use of e-mail and gain better utilization from their underlying
storage. With the continued decrease in cost per megabyte of disk drives, disk-based e-mail
archiving gives IT organizations and users rapid access to archived e-mail content.
Companies seeking to archive e-mails in compliance with new regulations can also benefit
from disk-based archival solutions that preserve e-mail records from further edits or revisions,
through write-once, read-many (WORM) technology. This approach combines the retention
capabilities of WORM, with the ease of use and rapid access of disk storage.

For compliance-driven environments that need the retention capabilities of WORM, SnapLock
can be added to existing N series systems through a simple software license key. With
SnapLock, administrators just need to configure one additional attribute setting during the
provisioning process that turns a flexible volume into a WORM volume. A SnapLock volume
can hold snapshots, files sent to it, or, in the case of Exchange, can provide a natural
repository for archival applications from third-party providers like VERITAS, Open Text-IXOS,
and others. Based on open protocols, no extra APl integration is required. This means
upgrades to Data ONTAP software or third-party archival software will have no negative effect
on standing archival procedures.
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Figure 3-5 illustrates a simple, yet powerful, Microsoft Exchange architecture integration with
a IBM System Storage N series storage system.
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Figure 3-5 Exchange and N series solution integration
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Part 2

Preparing the IBM
System Storage N
series for Lotus Domino
and Microsoft
Exchange

In this part, we discuss those hardware and software functions of the IBM System Storage N
series that need to be installed, set up, or modified for integration of Lotus Domino Server and
Microsoft Exchange server.
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Preparing the IBM System
Storage N series for IBM Lotus
Domino 7

This chapter discuss the steps to prepare the IBM System Storage N series for IBM Lotus
Domino 7. It also contains sizing and performance information. As Lotus Domino is
multi-platform capable, we consider different operation systems and protocols, followed by
our recommendations for performance and reliability when integrating the N series storage
system.

In this chapter, we give preparation information for the Red Hat Enterprise Linux and IBM AIX

operating systems with Lotus Domino and IBM System Storage N series.

© Copyright IBM Corp. 2007. All rights reserved.
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4.1 Using Lotus Domino with an IBM System Storage N series
storage system

There are several advantages to storing Lotus Domino databases and transaction logs on an
IBM System Storage N series storage system. This section examines some of those
advantages and explores steps that must be taken to prepare the installation and ensure
overall Domino performance.

4.1.1 Advantages of IBM System Storage N series storage systems for Lotus
Domino

Running Domino with databases and transaction log files stored on an IBM System Storage N
series storage system has several advantages:

» Extremely Fast Backup

Snapshot copies (see Figure 4-1) can be created in a matter of seconds, regardless of the
size of the Domino database or the level of activity on the IBM System Storage N series
storage system used. This reduces the Domino backup window from hours to seconds
and allows Domino administrators to take frequent full backups without having to take
Domino server offline. Keep in mind that the effects of compaction and its high change
rate will require a higher Snapshot reserve for preservation of snapshots.

Blocks in Blocks
LUN or File on the Disk » Take snap.shot
— — Copy pointers only
—> A — No data movement
B B
c c
//
Snap 1 -

Figure 4-1 Snapshot

» Quick recovery

Using the Data ONTAP SnapRestore feature, an entire Domino environment can be
restored in a matter of seconds. Since there is no data copying involved, an incredible
amount of time is saved as the file system is put back to the original state it was in at the
time the Snapshot was created. Data ONTAP supports 255 Snapshot copies per WAFL
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volume. The ability to store a large number of low-impact, frequently created Snapshot
copies brings the time needed to perform a roll-forward recovery operation down to
minutes or seconds. In many circumstances, it allows the Domino administrator to restore
the Domino server immediately without the necessity to restore from tape.

High availability

The need for 24x7 availability is fast becoming a reality for organizations of all sizes.
Organizations cannot tolerate scheduled downtime or afford extended periods of slow
system response caused by traditional Domino server backup methods. Snapshot
technology that can create Domino server backup in a matter of seconds without bringing
the server down can be used as complementary technology to ensure higher system
uptime.

High reliability

The RAID architecture used for N series storage systems is unique and provides greater
reliability than many traditional RAID implementations. If a disk in a N series RAID group
fails, it is reconstructed automatically without any user intervention. Additionally, N series
supports RAID-DP architecture. RAID-DP is considered approximately 4,000 times more
reliable than traditional RAID.

No impact on system response time during backup

A Snapshot copy is simply a picture of the file system at a specific point-in-time. Therefore,
creating a Domino server backup using Snapshot does not involve actual data movement
(data I/0), so the backup process has virtually no performance impact on system
response time.

Minimum storage requirement

Two Snapshot copies created in sequence differ from each other by the blocks added or
changed in the time interval between their creation. This block-incremental behavior limits
associated storage capacity consumption.

Load balance

Many of the tasks associated with load balancing between multiple Domino directories can
be eliminated. Because of the high performance of the N series storage system, only one
volume needs to be defined for each directory used.

4.1.2 Lotus Domino storage requirements overview

To prepare IBM System Storage N series storage system, it is necessary to calculate and size
the capacity and 1/O requirements of Lotus Domino.

A Domino server requires storage space for several purposes. It could be divided in three
parts:

>

Storage space for the operating system, IBM Lotus Domino application files, and swap
area

Storage space for the IBM Lotus Domino data directories and users mail databases
Storage space for the IBM Lotus Domino transactional log files
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The directories for user data and transaction log files are independent of your operating
system choice, while the space for operating system and swap area may vary. Figure 4-2
gives you an overview of our recommendations of the directory separation.

Volume separation

The Lotus Doming program files are

b
non cntical in W0 usage and could be :‘
irstalled on the local disks B
‘\_\&
It iz highly recommended 1o separate - Lotus Domino .
the database and transactional log ,__J'- 1 1

directories on different LLINs,

MNSF Logs

-

Volume available 1o host Data [ Logs ]

WVaolumes and Data (
Management 0
(Snapszhot, mirrcring, { % oo

replication, eic. )

Oisks are exclusive 1o e
aggregates inwhich they | {
are assigned

L — N

Figure 4-2 Recommended volume separation with Lotus Domino

The three storage volumes represent the required disk space mentioned in Figure 4-2 and
are described as follows:

1. The program file volume holds the operating system and IBM Lotus Domino program files.
It is recommended that these disks be protected with RAID1.

2. The database (NSF) volume holds the IBM Lotus Domino user database files. Accessing
these files will create heavy random /O operations. The size of the database volume
depends on the mailbox size of your user and application database usage.

Note: IBM Lotus Domino forces the flushing of the file system buffer that maintains the
operating system for strategic points. This flushing ensures that all write operations to the
database are committed to the physical disk or non-volatile memory.

3. The transactional log volume holds the optional but recommended transactional log files.
Every change to the Domino database files (NSF) is written to a transactional log file
before writing them to the actual NSF. Separate and fast disks dedicated for transactional
logging are the keys for increasing overall performance of your IBM Lotus Domino server.
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Figure 4-3 shows our lab Linux and AlX file systems with separated program files, user
databases, and transactional logging volumes. Remember that it is essential to place the
transactional logs on a different volume and disks than the user database files.

!
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File System
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Home Directory I'—"ro-gtan;n D ”'_.qu LUM from M series LLUIM from M series
- Database Directory Transactional logs

Figure 4-3 Linux file system structure used for this book

The capacity and I/O calculation in 4.1.3, “Capacity calculation of operating system, swap
area, and program files” on page 75 and 4.1.7, “Hard disk performance and I/O tuning” on
page 80 gives you an example of sizing a IBM System Storage N series storage system for
IBM Lotus Domino.

4.1.3 Capacity calculation of operating system, swap area, and program files

The required disk space for various OSes is mentioned in Table 4-1.

Table 4-1 Disk space required for operating system and Lotus Domino program files
Operating system Windows 2000 /2003 | Linux UNIX

Required disk space Windows 2000: 2 GB SLES 8,9, 10: 4 GB AIX 5.2,5.3: 2.2 GB
for OS Windows 2003: 2 GB RHEL 4: 5 GB Solaris 9: 3 GB
Solaris 10: 6.8 GB

Required disk space 1.5GB 1.5 GB 1.5GB
for Lotus Domino
program files

Required disk space One-third the size of One-third the size of One-third the size of

for swap area physical RAM physical RAM physical RAM
installed, but at least installed, but at least installed, but at least
2GB 2GB 2GB
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There are several reasons why you might want to configure more than the minimum disk
space. Considering the decreasing costs for disk capacity and the need for room for updates,
patches, or release changes, it should be no challenge to allocate at least 15 or more
gigabytes for this volume.

Tip: As a best practice, allocate at least 15 GB or more for your volume for the operating
system, Lotus Domino program files, and swap area.

At the time this book was written, the Domino 7.0.2" release notes specified that the swap
areas should be two or three times the physical memory. Based on our experience in different
customer situations, we did not require that large of a swap area.

4.1.4 Capacity calculation for Lotus Domino databases
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A Lotus Domino partition requires about one gigabyte of disk space for its database directory.
It contains essential server databases such as names.nsf and mail.box. For organizations
larger than a few thousand registered users, it is necessary to scale up the required disk
space, for example, an additional 25 MB per thousand users.

Usually, most of the consumed space belongs to the user databases. Add up the total size of
the users’ mail databases to estimate the total space required. If you do not have access to
this information, estimate the level of user activity.

» For each light user, estimate 100 MB.
» For each medium user, estimate 300 MB.
» For each heavy user, estimate 500 MB.

Note: This is just an approximate value and may differ in your environment.

Additionally, space for metadata should be regarded. Depending on the type of file system, no
more than 10% should be required. For good performance, it is a best practice to prevent
overloading the file system, so never let the database volume become more than 80% full. If
you have more specific information for your file system, you might be able to refine this
estimate, but unless you are sizing a very large system, the difference should not be to much.

Lotus Domino database LUN calculation
These steps summarize the steps to size your Domino database LUN:

1. Take one gigabyte per Domino partition plus the adjustments for a user count larger than a
few thousand.

Add the estimated space for users databases.
Add the estimated space for application databases, if necessary.
Multiply by 1.1 to add the file system metadata.

o > 0D

Divide by 0.8 to leave 20% additional space for performance reasons

Example LUN calculation
» Number of light users: 20

» Number of medium users: 100

! For the Lotus Domino 7.0.2 release notes, see:
http://www-12.1otus.com/1dd/doc/domino_notes/7.0.2/rn702.nsf
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» Number of heavy users: 30

» Assumed size of additionally applications such as CRM or DMS: 25 GB
DB LUN = ((1 GB + (200 * 100 MB + 150 * 300 MB + 30 * 500 MB) + 25 GB) * 1.1) / 0.8
DB LUN = 146 GB (We assumed 1 GB = 1000 MB for simplify this calculation.)

Note: This calculation does not include database growth. Depending on your daily
business, the database can double within a year. This should be considered when you size
the database LUN and volume.

Lotus Domino database volume calculation

The volume calculation for Lotus Domino databases on N series depends on some additional
factors:

» Quotas

» Mail sizes / rates

» Full-text indexing

» Clustering and replication

» Message tracking

» Third-party product databases

In our case, we did not consider these factors. For additional information about sizing, refer to
Sizing your IBM Lotus Domino mail servers at:

http://www.ibm.com/developerworks/Totus/1ibrary/domino-mail-sizing/

We only added a extra 15% of space for growth.

Formula

Minimum database volume size = ((2 * (LUN size + 15% for growth)) + (number of Snapshots
* data change percentage * LUN size)

Example calculation
» Using the database LUN size from above (+ 15% for growth): 146 GB + 15% = 168 GB
» 10% data change between backups
» Seven backups kept online
Minimum database volume size = (2 * 168 GB) + (7 * 10% * 146 GB) = 438 GB

Note: We doubled the LUN size to have an additional 100% space reservation on the
volume.

4.1.5 Lotus Domino transactional log calculation

Domino supports transaction logging and recovery. With this feature enabled, the system
captures database changes and writes them to the transaction log. Then, if a system or
media failure occurs, using the transaction log and a third-party backup utility (such as IBM
Tivoli® Storage Manager) are one method of recovering your database. A very fast backup
and recovery solution provided by the N series Snapshot feature can protect transactional
logging as well.
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Tip: Enabling the transactional logging feature can improve server performance.

The transactional logging feature saves processing time because it allows Domino to defer
database updates to disk during periods of high server activity. Because the transactions are
already recorded, Domino can safely defer database updates until a period of low server
activity. Additionally, the N series storage system is very efficient at writing sequential data to
its volumes.

Note: For more information about transactional logging on Domino servers, see the Lotus
Domino Administrator 7 Help, found at:

http://www-1.ibm.com/support/docview.wss?uid=swg27003543

Three logging styles are available: circular, linear, and archived. The logging style you
choose is also dependent on your disk size and backup strategy:

» Circular logging is the default when you activate the transactional logging feature. It
continuously re-uses the log files (up to 4 GB) and overwrites old transactions. You are
limited to restoring only the transactions stored in the transaction log.

» Linear logging is like circular, but it allows more than 4 GB of transactional logging. You
need this style of logging if the space for the transactional logs between your backup
intervals is greater than 4 GB and you do not want to archive the transactional logs with a
third-party backup tool.

» The archive logging style is recommended. Domino does not re-use the log files until they
are archived. You have to use a third-party backup tool for this style (IBM Tivoli Storage
Manager, for example).

Figure 4-4 on page 79 shows the default circular logging configuration in the Lotus Domino
Administrator. You will find it at Configuration Server Current Server Document Transactional

Logging.
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Figure 4-4 Transactional logging configuration in the Lotus Domino Server Document

Because the amount of log file space used with linear and archive logging is determined by
the volume of database activity and your backup concept, the amount of storage needed for
this type of logging cannot be predetermined.

Lotus Domino transactional log LUN calculation
The Lotus Domino transactional log LUN calculation relies on this formula:

Transaction log LUN size = (number of transaction logs generated * logsize) / 0.8 for file
system performance

Example calculation
» Logging style: Circular
» Maximal log size: 4 GB
Transaction log LUN size = (1 *4 GB) /0.8 =5 GB

Lotus Domino transactional log volume calculation

The Domino transaction log volume contains additional space for the Snapshots as shown in
Example 4-4 on page 92. The formula and a example of using the formula are covered in the
following paragraphs.
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Formula
Transaction log volume size = (transaction log LUN size * 2) + (number of transaction logs
generated * logsize * number of backups keep online)

Example calculation
» Using the transaction log LUN size from above: 5 GB (Because of circular style only one
transaction log is generated.)

» Logsize: 4 GB
» Number of backups kept online: Seven
Transaction log volume size = (5GB *2) + (1 *4 GB *7) = 38 GB

4.1.6 Fractional space reservation

Fractional space reservation enables you to reserve less than 100% on volumes hosting
LUNSs, allowing for growing space utilization for those volumes. However, you can choose
less than 100%, but you run a higher risk of unexpectedly running out of disk space on a
volume, which in turn will halt any writes to a LUN.

If you want to use fractional space reservation, it affects two volume sizing formulas:

» Database volume sizing

Minimum database volume size = (((1 + fractional space reservation percentage) * (LUN
size + 15% for growth)) + (number of Snapshots * data change percentage * LUN size)

» Transactional log volume sizing

Transaction log volume size = ((1 + fractional space reservation percentage) * transaction
log LUN size) + (number of transaction logs generated * logsize * number of backups keep
online)

We decided on a fractional space reservation of 65% for the database volume sizing.

Example volume size calculation with modified fractional space reservation
» Fractional space reservation: 65%
» Using the database LUN size from above (+ 15% for growth): 146 GB + 15% = 168 GB
» 10% data change between backups
» Seven backups kept online

Min. database volume size = ((1 + 0.65)* 168 GB) + (7 * 10% * 146 GB) = 379 GB

Note: Keeping the volumes at 100% space reservation is a best practice. It minimizes the
risk of running out of space on the volume and shutting down your Lotus Domino Server. It
is not recommended to use fractional reserve. Using fractional reserve is the same thing as
reducing the size of a safety net.

4.1.7 Hard disk performance and I/O tuning

80

The performance of CPU, memory, and other core components is important. But in many
ways the performance of a system is only equal to that of its poorest-performing component.
Compared to the solid state components in a server, hard disks have, by far, the worst
performance. Hard disks are improving more in size than speed, but so are CPUs, memory,
and motherboards, and these other components tend to get faster more often, therefore
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widening the gap. Therefore, hard disks are still the overall main constraint of the
performance of servers.

The speed of the hard disks becomes very important for applications where hard disk
operations are intensive. The Lotus Domino server is disk intensive in terms of reading and
writing to the hard disk. For the database and transactional logging volumes, you should take
the fastest disks available. Another benefit available with N series flexible volumes is that a
small FlexVol will still share the I/O operations (IOPs) available through the large number of
disks in an aggregate. The result of IOPs sharing with a large disk pool is that small flexible
volumes can be created without incurring the performance penalty that occurs with smaller
but busy traditional volumes. And since the parity disks are a part of the aggregate underlying
RAID group and not the flexible volume itself, there is no capacity penalty lost to additional
parity disks when creating a smaller Flexible volume.

The caching capabilities of N series is an outstanding performance attribute. Lotus Domino
database transactions are written to the non-violated random access memory (NVRAM) and
cache of the N series. A write is not acknowledged until data is written in both places. Data is
written from cache unless there is a controller failure that prevents it from doing so, at which
point it is written from NVRAM. NVRAM and memory have a significant impact on Lotus
Domino performance. You should contact your IBM representative to do proper sizing for
your installation.

To separate transactional log files from database files, choose different aggregates on the N
series, as shown in Figure 4-5.
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Figure 4-5 Separating database volume and log volume for best I/O performance
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In many companies, it is common to have more than one Lotus Domino server at each site.
For that scenario, increase the size of your aggregate with additional disks. As a positive side
effect, this will also increase the overall performance of the existing LUNs located on the
aggregate. Figure 4-6 shows an example with two Lotus Domino servers, which provides load
balancing and high availability in a cluster configuration.

Instead of traditional volumes with dedicated disks, Domino server 1 and 2 gain the overall
performance of the higher spindles count. This will improve the access time for Domino
databases, particularly in peak times. Because the I/O profile of both database volumes are
the same, they can be accumulated on the same aggregate. This applies for the transactional
log volumes as well.

Damine Servir 2

LU avsllabla to host

Yolumes and Dala Managemeanl
{Snapshot, mmorng, replicacan, b}

Data ONTAP 7G Aggregate

Pool of phiysical disks, lexila volumas,
increased agpregate disk 10
banctaicin

Figure 4-6 Best practice of database and transactional log volume segmentation with several Domino
server

As shown in Figure 4-7 on page 83, we chose and recommend a Fibre Channel (FC)
connection between the Lotus Domino Server and N series storage for performance reasons.
At the time of publication, SnapDrive 2.2.1 does not support Host Multipathing on SUSE or
Red Hat Linux, so we used a single path configuration in our lab to connect the Linux Domino
server to N series. For performance reasons, we recommend a second HBA to separate the
connection of database and transactional logging LUN.
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A L R [

Figure 4-7 Lotus Domino server and N series lab infrastructure used in this book

Note: In a production environment, we recommend a redundant SAN path from the server
to the clustered N series.

4.2 Storage configuration for Lotus Domino server

The IBM System Storage N series storage system must be configured prior to have the Lotus
Domino server running on it. For this, the aggregates, volumes and LUNs must be created
and configured to support the Lotus Domino server environment.

4.2.1 Aggregates

An aggregate is a collection of physical disks from which the space is allocated to the
volumes. When creating the aggregates on the IBM System Storage N series storage system,
there are some considerations:

» On each aggregate, one or more Flexible volumes can be created.
» Each aggregate has its own RAID configuration and set of assigned physical disks.

» The available space on the aggregate can be increased by simply adding disks to the
existing RAID group or by adding new RAID groups.

» Performance is proportional to the number of disk spindles on the aggregate.

The aggregate consists of one or more plexes. A plex is a collection of one or more RAID
groups that together provide the storage for one or more Write Anywhere File Layout (WAFL)
file system volumes. By default, the aggregates are created on plex0.
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For detailed information about aggregates, the WAFL file system, and Data ONTAP V7.2,
refer to IBM System Storage N series Data ONTAP 7.2 Storage Management Guide, found at:

http://www-1.1ibm.com/support/docview.wss?uid=ssg1570015958aid=1

There are two types of aggregates: unmirrored aggregates and mirrored aggregates:

1. Unmirrored aggregates consist of a single plex. In Figure 4-8, an unmirrored aggregate
named aggr A is being shown. This aggregate is made up of three RAID-DP groups
named rg0, rg1, and rg2 on Plex plexO.

Figure 4-8 Unmirrored aggregate

2. Mirrored aggregates consist of two plexes that are mirrored to each other. A mirrored
aggregate named aggr A is shown in Figure 4-9. This aggregate is made up of three
RAID-DP groups named rg0, rg1, and rg2 on both plexes plex0 and plex1.

~" Plex(plex0) Plex(plex1)

gD
rg 1
L g2

Figure 4-9 Mirrored aggregate
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In the purposed scenario, two aggregates are required for the Lotus Domino server
infrastructure: one aggregate for the databases and one aggregate for the transactional log
files. This configuration can vary depending on many factors. For large deployments on IBM
System Storage N series storage systems, the databases and the transactional log files
should always be placed on different aggregates for performance purposes. For smaller
deployments, performance may be better if Flexible volumes for databases and transactional
logs are on a large single aggregate.

4.2.2 Creating the Domino database aggregate with Data ONTAP FilerView
When creating the aggregate, a name should be defined. There are some naming
conventions for the aggregate’s name. It should:

» Begin with either a letter or an underscore

» Contain only letters, digits, and underscores

» Contain no more than 255 characters

Disks to include in the aggregate must follow these rules:

» Disks must be of the same type, such as FC, SATA, or SCSI

» Disks must have the same RPM

To create a new aggregate through the Data ONTAP FilerView, follow these steps:

1. Type the IP address plus administration-path into your browser (an example is shown in
Example 4-1):

http://ip address/na_admin
Example 4-1 Data ONTAP Web front-end URL
http://9.11.218.237/na_admin

2. Click the FilerView Icon: A new browser window with the FilerView appears.

3. Click Aggregates Add to open the Aggregate Wizard (see Figure 4-10). A new browser
window with the Aggregate Wizard appears.

B itsotuc3 (%) Manage Aggregates @
» Filer B (%)

* Volumes (%)

+ Aggregates (1 7

Aggregates —+ Manage

“Add )
”f'.-'lanage
Manage Plexes Hame Status
Configure RAID - aggrl onling,raid_dp,mirrored
* Storage (%) Select All - Unselect Al
* DFM (%)
» SnapMirror (7) Aggregates: 1-1 of 1

Figure 4-10 Adding a new aggregate
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4. As seen in Figure 4-11, first the Aggregate Wizard asks for a name for the new aggregate.
We suggest a prefix that identifies it as an aggregate for further usage, such as aggr._. In
our case, we named the IBM Lotus Domino database aggregate aggr_Data.

Synchronous Mirroring enables the disk mirroring SyncMirror feature, which provides
additional reliability. We do not use this in our case, but we selected Double Parity to gain
the benefits of the N series RAID DP redundancy technology.

Click Next.

Aggregate Wizard - Aggregate Parameters

Aggregate Name:

Enter a name for the new aggregate.

|aggr_Data @

Synchronous Mirroring:

Select to enable local synchronous mirroring on this aggregate. Enabling this option requires
twice as many disks.

Double Parity:

 Double Parity
Select to enable double parity on this aggregate. Enabling this option requires an extra disk
per RAID group.

I~ Mirror (2

Figure 4-11 Aggregate Wizard - Aggregate Parameters

5. On the RAID Parameters window (Figure 4-12), select the number of disks that will be
used on each RAID Group created for the aggregate. The recommended number of disks
per RAID group with RAID-DP is 16 disks. If you are using less then 16 disks per RAID
Group, protection against disk failure is increased, but performance will decrease because
there will be less disk spindles for accessing the data. If you are using more than 16 disks
per RAID Group, performance will be increased (more disk spindles to access the data),
but protection against disk failure will decrease.

Click Next.

Aggregate Wizard - RAID Parameters
RAID Group Size:

[10=]@
Enter the number of disks per RAID group on this aggregate. Disks will be organized into RAID groups of this
size

Figure 4-12 Aggregate Wizard - RAID Parameters

6. The next step (Figure 4-13) gives us the option for either the automatic or manual disk

selection method. Because we want to specify which disks are used, our choice is
Manual.

Click Next.

Aggregate Wizard - Disk Selection Method

Disk Selection:

)
© Automatic
Select whether you want manual or automatic disk selection. If you select automatic, disks will be
chosen for you. « Manual

Figure 4-13 Aggregate Wizard - Disk Selection Method

7. Because we choose the manual selection method, we now select the disks added to the
aggregate (see Figure 4-14 on page 87). Depending on your RAID group size selection

(Figure 4-12), Data ONTAP will create one or more RAID groups based on your selection.
Click Next.
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Aggregate Wizard - Manual Disk Selection

Disks to Add: 0b.23 (66 GB) Pool0 B
Select disks to add to the aggregate. You can use the ‘shift” and ‘control’ keys to select 0b.24 (66 GB) Pool0
multiple disks. 0b.25 (66 GB) Pool0
0b.26 (66 GB) Pool0
0b.27 (66 GB) Pool0 |
0b.28 (66 GB) Pooll
0b.29 (66 GB) Pool0
0d.16 (266 GB) Pool1 x|

@

e e

Figure 4-14 Aggregate Wizard - Manual Disk Selection

8. The configuration is done. Check the summary (see Figure 4-15) and click Commit.

Aggregate Wizard - Commit

Below is a summary of your changes.
Create New hggregate ﬂ

Volume Name: aggr Data
RATD Group S5ize: 10

Disks to Add:
0b.20
0b.19
0b.28
O0b.

[R5 S T S T N ]

e nof -l

Cancel | Commit |

Figure 4-15 Aggregate Wizard - Commit

9. Figure 4-16 shows the successfully end of aggregate creation. Click Close.

i Aggregate updated successfully.

Close |

Figure 4-16 Aggregate Wizard - Success
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Back in the Data ONTAP FilerView window, click Aggregates — Manage. The status of our
aggregate (see Figure 4-17) is now:

creating raid dp, initializing

Manage Aggregates @

Aggregates — Manage

Filter by: |AII Aggregates ~| View |

Name Status Root Avail Used Total Disks Files Max Files Checksums
[~ aggrd online,raid_dp, mirrored v 142GB 75% 568GB & 110 Mk block
[~ agqr Data creating, raid_dp,inttializing - - - 0 - - block
Select All - Unselect Al Online Restrict Offine | Destroy |

Figure 4-17 Initializing the aggregate

The initializing means that the disks are now initialized by zeroing. To track the status of
the creation process, select Storage — Disks — Manage. Figure 4-18 shows an example of
the zeroing process on disks 0b.19, 0b.20, 0b.21, and 0b.22.

Manage Disks @
Storage — Disks — Manage
View Type: [All Disks ~] View|
Disk Type Checksum Shelf Bay Chan Size
. ata zoned/block :
- 0b.16 dat d/block 1 0 FC:A 66 GB
I 0b.AT parity zoned/block 1 1 FC:A 66 GB
- 0b.18 dparity zoned/block 1 2 FC:A 66 GB
pending . .
- 0b.19 Zeroing (4% done) zoned/block 1 3 FC:A 66 GB
B pending :
- 0b.20 zeroing (4% done) zoned/block 1 4 FC:A 66 GB
— pending c .
I 0b.21 zerping (4% done) zoned/block 1 5 FC:A 66 GB
pending :
[ 0b.22 zeroing (4% done) zoned/block 1 3 FC:A 66 GB

Figure 4-18 Zeroing disks

Depending on the disk size, it will take about an hour or more to initialize the aggregate. After
zeroing the disks, they belong to the newly created aggregate, in our case aggr_Data (see
Figure 4-19 on page 89). Click Refresh to refresh the status.
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Manage Disks @

Storage —+ Disks — Manage

View Type: | All Disks =] Viewl

Disk Type Checksum Shelf Bay Chan Size Physical Pool Aggregaie
0b156 data zonediblock 1 0 FCA B6GB 68GB  Poold aggr0
0b.17 parity =zonediblock 1 1 FC:A 66 GB 68GB  Poold aggr0
0b.18 dparity zonediblock 1 2 FC:A 6B5GB 68GB  Poold aggrl
0b.19 parity =zonediblock 1 3 FCA 66GB 68GB Poold aggr_Data
0b.20 dparity zonediblock 1 4 FC:A B6GB 68GB  Poold aggr_Data
0b.21 data zonediblock 1 5 FCA 66GB 68GB Poold aggr_Data
0b.2? data zonediblock 1 6 FC:A 6B56GB 63GB Poold aggr_Data

0b.23 data zonediblock 1 7 FCA 66GB 68GB Poold aggr_Data

[ e i R e R i

Ob24 data zoned/block 1 8 FC:A 6B5GB 58 GB _ Poold  aggr Data
Figure 4-19 Zeroing disks finished

Select Aggregates —» Manage. The aggregate aggr _Data is now ready to use and has 454

GB of free space available (see Figure 4-20).

Manage Aggregates @

Aggregates —+ Manage

Filter by: | All Aggregates = Viewl

Name Status Root Avail Used Total Disks Files Max Files Checksums
[T ExchangeDB crsating,raid_dp,initializing - - - ] - - block
[T ExchangelGs creating,raid_dp,initializing - - - ] - - block
™ agqrd online, raid_dp,mirrored v 142GB 75% 568GB & 110 M1k block
[T aggr Data online,raid_dp 454 GB 0% 454GB 10 93 311k block
Select All - Unselect All OnlineJ Restrict Offline Destroy

Aggregates: 14 of 4

Figure 4-20 Aggregate created

Even the use of Data ONTAP FilerView is an easy way to create a new aggregate; the

command line interface provides similar features.

4.2.3 Creating the Domino log aggregate with Data ONTAP CLI

The following steps describe the creation of a new aggregate with the Data ONTAP

command-line interface (CLI):
1. Log in to your Filer with SSH (you have to start it first) or Telnet.
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2. View a list of the spare disks that are left on the storage system. These could be used to
create a new aggregate. The column Device provides the required device information for
the creation process. Use the following command to view the status:

aggr status -s

3. Aggregate creation example: The command described in Example 4-2 creates an
aggregate with no more than two disks in a RAID 4 group consisting of the disks with
device IDs 0d.24 and 0d25.

Example 4-2 Aggregate creation with command line interface

itsotuc3> aggr create aggr_Log -r 2 -t raid4 -d 0d.24 0d.25

Creation of an aggregate with 2 disks has been initiated. The disks need

to be zeroed before addition to the aggregate. The process has been initiated
and you will be notified via the system log as disks are added.

itsotuc3>

— Option -r: raidsize is the number of disks that you want in the RAID group created for
this aggregate.

— Option -t: RAID type, raid4 or raid_dp is allowed.

— Option -d: device ID of one or more available disks. Use a space to separate multiple
disks.

4. Verify the aggregate exists as you specified:
aggr status aggr_Log -r
Example 4-3 shows the status of our created aggregate.

Example 4-3 Aggregate status

itsotuc3*> aggr status aggr _Log -r
Aggregate aggr _Logl (online, raid4) (block checksums)
Plex /aggr Log/plex0 (online, normal, active, pool0)
RAID group /aggr Log/plex0/rg0 (normal)

RAID Disk Device HA SHELF BAY CHAN Pool Type RPM

parity 0d.24 0d 2 4 FC: FCAL 10000
data 0d.25 0d 2 5 FC: FCAL 10000

itsotuc3*>

90 Using the IBM System Storage N series with Mail Servers



Note: For more information about the aggregate creation command, run the following
command:

itsotuc3> aggr help create

You should get the following output:

aggr create <aggr-name>
[-f] [-1 <language-code>] [-L [compliance | enterprise]]
[-m] [-n] [-r <raid-group-size>]
[-R <rpm>] [-T {ATA | EATA | FCAL | LUN | SCSI}]
[-t {raid4 | raid dp}] [-v] <disk-1ist>
- create a new aggregate using the disks in <disk-list>;
<disk-Tist> is either
<ndisks>[@<disk-size>]
or
-d <disk-namel> <disk-name2> ... <disk-nameN>
[-d <disk-namel> <disk-name2> ... <disk-nameN>].
If a mirrored aggregate is desired, make sure to specify
even number for <ndisks>, or to use two '-d' Tists.

4.2.4 Volumes

Volumes on the IBM System Storage N series storage system can be designated as
Traditional volumes or flexible volumes.

Traditional volumes are tied to the physical disks on the aggregate on which they are created.
This means that the disks used on a Traditional volume cannot be used on a different volume,
whether it is a Traditional volume or a flexible volume.

Traditional volumes do not allow much flexibility and the only way to increase the size of a
Traditional volume is to add disk spindles to the volume array. This type of volume does not
allow downsizing.

On the other hand, flexible volumes created on aggregates can use disks from and share
disks with different flexible volumes. This is due to the fact that flexible volumes are not tied to
the physical disks on which they are created but to the aggregates collection of disks.

Flexible volumes provide more management flexibility and allow for dynamic volume size
expansion and shrinkage without impact on the host client.
There are some advantages to using flexible volumes with the Lotus Domino server:

» All volumes can be managed independently, while taking advantage of the maximum 1/O
performance benefit of a much larger pool of physical disks.

» Volume size can be dynamically increased and decreased without adding extra physical
disks.

» A larger number of volumes can be created with independent SnapShot management,
schedules, mirroring policies, and so on.

» There is less waste of disk space because the flexible volumes relies on the aggregates
physical disks, instead of having a separate array of disks.

The recommendation for a Lotus Domino server environment is to always use the Flexible
volumes instead of the Traditional volumes because the flexible volumes provide a better
performance and manageability at the same time that they provide a better physical disk
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resources utilization. This recommendation is independent of the operating system or used
protocol of the Lotus Domino server implementation.

4.2.5 Creating the Domino database volume with Data ONTAP FilerView

92

Every volume on the IBM System Storage N series storage system must be created on an
aggregate. Because of the recommendation for Lotus Domino servers, the two volumes
should be created on different aggregates.

The volume name must follow these naming conventions:

» Begin with either a letter or an underscore

» Contain only letters, digits, and underscores

» Contain no more than 255 characters

To create a new flexible volume through the Data ONTAP FilerView, follow these steps:

1. Type the IP address plus administration-path into your browser (an example is given in
Example 4-4):

http://ip address/na_admin

Example 4-4 Data ONTAP Web front-end URL

http://9.11.218.237/na_admin

2. Click the FilerView Icon. A new browser window with the FilerView appears.
3. On the left menu bar (see Figure 4-21), click Add to start the volume Wizard.

B itsotuc3 (7

s Filer (%

s Volumes (=
Add <«— | Click Add for creating a new volume
Manage
Restore

FlexClones (7
s Qtrees [ (%)
s Quotas /(7

» Snapshots (7)

Figure 4-21 Adding a new volume

4. A new browser window with the volume Wizard appears (see Figure 4-22). Click Next to
continue.

Volume Wizard

Welcome to the volume Storage wizard. This wizard can be used to create,
adjust, and mirrar volumes.

You have chosen to

« Add a new volume

Figure 4-22 Volume Wizard welcome page
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5. The next step lets you chose the volume type. To take advantage of the benefits of the
FlexVol feature, we selected Flexible (see Figure 4-23). For Lotus Domino database and
transactional logging files, this is recommended. Select your volume type and click Next.

Volume Wizard - Volume Type Selection

Volume Type Selection & Flexible @
Select whether you want to create a traditional or flexible volume. A
¢ Traditional

Figure 4-23 Volume Wizard - Volume Type Selection

6. The volume name matches our lab naming convention and starts with vol_. We suggest
using a prefix that identifies it as an volume for further usage. In our case (see
Figure 4-24), we named the IBM Lotus Domino database volume vol_DominoDB.

The language option should be the same as set for the root volume. This is selected as the
default.

Note: We strongly recommend that all volumes have the same language as the root
volume, and that you set the volume language at volume creation time. Changing the
language of an existing volume can cause some files to become inaccessible.

Set the volume name and chose your language option. Then click Next to continue.

Volume Wizard - Volume Parameters

Volume Name: [vol_DominoDB @
Enter a name for the new volume

Language: [POSIX e
Select the language to use on this volume.

Figure 4-24 \Volume Wizard - Volume Parameters

7. The volume parameters are set in the next step (see Figure 4-25 on page 94). With
FlexVols, the total volume size can be increased and decreased after creation. We chose
the calculated Lotus domino database volume size of 438 GB.

Each flexible volume has a space guarantee attribute that controls how its storage is

managed in relation to its containing aggregate. There are three possible settings for this
attribute:

— volume

Data ONTAP pre-allocates space in the aggregate for the volume. The pre-allocated
space cannot be allocated to any other volume in that aggregate.

Space management for a flexible volume with a space guarantee of volume is
equivalent to a traditional volume.

— file

Data ONTAP pre-allocates space in the volume so that any file in the volume with

space reservation enabled can be completely rewritten, even if its blocks are pinned for
a snapshot.
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— hone

Data ONTAP reserves no extra space for the volume. Writes to LUNs or files contained
by that volume could fail if the containing aggregate does not have enough available
space to accommodate the write.

Note: Use the space guarantee option none only in testing environments.

Chose your aggregate, volume size, and space guarantee, and then click Next.

Volume Wizard - Flexible Volume Parameters

Containing Aggregate [agor_Data (454 GB, raid_dp) =] @
Select the aggregate to contain this volume. Only
non-snaplock aggregates are displayed.

Total Volume Size: I— [GB =] 7
Enter the total amount of space for this volume. The 438 GB

total volume size includes space for the snapshot
reserve and the file system overhead in addition to
the usable space.

Space Guarantee [volume ~] @
Sets the space guarantee. Volume guarantees

space for the entire the volume in the containing

aggregate; File guarantees space for a file at file

allocation time.

Cancel | Mext = |

Figure 4-25 Volume Wizard - Flexible Volume Parameters

8. The configuration is done. Check the summary (see Figure 4-26) and click Commit.

Volume Wizard - Commit

Below is a summary of your changes.

Create New Volume ﬂ

Volume MName: wol DominoDB

Lggregate Container: aggr Data (454 GB, raid dp)
Volume Size: 438G

Language: POSIX (C)

Space Guarantee: wvolume

" o

< Back Cancel Commit

Figure 4-26 Volume Wizard - Commit

Figure 4-27 on page 95 shows the successful creation of the volume. Click Close.
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ff"itsntuc:i: Yolume Wizard - Windows Internet Explorer - |EI|
& httpeff9.11,218, 237 servlets/netapp. fy volumes. raid, YolRaid'Wizard

y ||

Volume Wizard - Success

i Volume updated successfully.

Close |
|Fertig ’_ ’_ ’_ ’_ ’_ m |® Internet

KN

[# 1009~

B

Figure 4-27 Volume Wizard - Success

Back in the Data ONTAP FilerView window, select Volumes — Manage. Figure 4-28 shows

the list of all available volumes on the N series. It gives a short overview of the important

information, such as online-status, RAID configuration, size, and containing aggregate. Using
the buttons Online, Restricted, Offline, and Destroy, you are able to modify the volume status
in special cases, such as creating a SnapMirror target or deleting (destroying) a volume. The

last row represent our instantly created vol_DominoDB volume with its status:
online, raid_dp

Manage Volumes @

Yolumes — Manage

Filter by: iAIIVqumes

=l |

Volumes: 1-6 of B

Name Status Root Containing Clone Avail Used Total Files Max Files
Aggregais

[T Wol Exch DB online,raid_dp Aggr Exch DB 155 GB 48% 282GB 109 12.5m
[~ Vol Exch Log online,raid_dp Aggr Exch Log Z71GB 94% 448GB 109 221m
Il redhat enline, raid_dp,mirrered aggrd 880 MB 95% 178GB 388k 781k
I~ woll onling raid_dp,mirrored aggrl 12GB 25% 16GB 561k 692k
Il woll online raid_dp,mirrered aggrld 254 MB 27% 400MB 104 Mk
f vol DomincDB online,raid_dp aggr Data 350GB 0% 350GB 101 15.1 m)
Select All - Unselect All Online Restrict Offline Destroy |

Figure 4-28 Volume creation finished

Even the use of Data ONTAP FilerView is an easy way to create a new flexible volume; the
command-line interface provides similar features.
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4.2.6 Creating the Domino transaction log volume with Data ONTAP CLI

The vol create command will be used to create a new volume on the aggregate. See
Example 4-5.

Example 4-5 Help output of the vol create command

itsotuc3*> vol create
vol create: No volume name supplied.
usage:
vol create <vol-name>
{ [-1 <language-code>] [-s {none | file | volume}]
<hosting-aggr-name> <size>[k|m|g|t]
[-S remotehost:remotevolume] }

{ [-f] [-1 <language-code>] [-m] [-n]
[-L [compliance | enterprise]]
[-r <raid-group-size>] [-t {raid4 | raid_dp}]
<disk-Tist> }

- create a new volume, either a flexible volume from an existing
aggregate, or a traditional volume from a disk 1ist. A disk
list is either

<ndisks>[@<disk-size>]
or
-d <disk-namel> <disk-name2> ... <disk-nameN>
[-d <disk-namel> <disk-name2> ... <disk-nameN>].
itsotuc3*>

The following example describes the creation of a new volume with the Data ONTAP
command-line interface (CLI):

1. Log in to your Filer with SSH (you have to start it first) or Telnet.
2. Verify the new volume does not already exist on the N series (see Example 4-6).

Example 4-6 List all volumes

itsotuc3*> vol status

Volume State Status Options
vol0 online raid dp, flex root, maxdirsize=20971
mirrored
voll online raid dp, flex
mirrored
redhat online raid dp, flex
mirrored
Vol _Exch DB online raid_dp, flex create_ucode=on,
convert_ucode=on
Vol Exch_Log online raid dp, flex create_ucode=on,

convert_ucode=on
vol DominoDB online raid_dp, flex
itsotuc3*>

3. Verify that the aggregate, which should hold the new volume, is online and if it has enough
free space (see Example 4-7 on page 97). In our case, we create the volume on

aggr_Log.
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Example 4-7 Status of all aggregates

itsotuc3*> aggr status

Aggr State Status Options
aggr_Log online raid4, aggr raidsize=2
aggr Data online raid dp, aggr raidsize=10

Aggr_Exch DB online raid dp, aggr raidsize=8
Aggr_Exch _Log online raid dp, aggr raidsize=8
aggr0 online raid dp, aggr root
mirrored

itsotuc3*> aggr status aggr _Log -r
Aggregate aggr_Log (online, raid4) (block checksums)
Plex /aggr Log/plex0 (online, normal, active, pooll)
RAID group /aggr Log/plex0/rg0 (normal)

RAID Disk Device HA SHELF BAY CHAN Pool Type RPM Used (MB/blks)

parity 0d.24 0d 1 8 FC:A 1 FCAL 10000 272000/557056000
data 0d.25 0d 1 9 FC:A 1 FCAL 10000 272000/557056000
tsotuc3*>

4. Create the volume vol_DominoLog on aggregate aggr_Log (see Example 4-8). The
language of the volume will be the language set on the root volume, in our case POSIX
declared as C on the command-line output.

Example 4-8 Creating the volume

itsotuc3*> vol create vol_DominolLog -s volume aggr_Log 38g
Tue Jun 5 14:54:39 PDT: Language on volume vol_DominolLog changed to C

The new language mappings will be available after reboot

Tue Jun 5 14:54:39 PDT: XL-Language of volume vol_DominolLog has been changed to C.
Creation of volume 'vol DominolLog' with size 38g on containing aggregate
'aggr_Log' has completed.

itsotuc3*>

5. After the volume was created successfully, it will appear in the list generated by the
vol status command.

4.2.7 Creating the LUNs

To use the FCP or iSCSI connection between the Lotus Domino server and IBM N series, it is
necessary to create a logical unit number (LUN) on the N series. Usually this is done by the
N series SnapDrive for Windows, Linux, or UNIX feature. In this case, the SnapDrive LUN
creation process creates the LUN, Initiator Group (iGroup), and file system, and associates
the LUN with a mounting point (Linux and UNIX) or disk (Windows).

Note: We recommend the use of the N series SnapDrive feature for LUN creation.
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For manual LUN creation through the FilerView, select LUNs — Add (Figure 4-29). The LUN
creation page appears in the left frame. The Path to your LUN depends on the volume name
and LUN name. As we chose lun_DominoDB for the LUN name, the complete path in our
case is:

/vol/vol_DominoDB/Tun_DominoDB

Set the LUN Protocol Type (also known as Host Type), size of the volume, and if the space
should be reserved. After that, click Add.

{f' Filer¥iew for itsotuc3 - Windows Internet Explorer

o : .ﬁ__&:-w_-
QE=2ud

iﬂBM System Storage™ N series

£ itsotuc3 By (7 Add LUN @
# Filer (7 LUNs — Add
Volumes [ (7) L U

Aggregates 0 (7)

= Storage (7) [Manage | UNs
= DFM (%)
* SnapMirror (7 Path: olivol_DominoDB/lun_Da @

The full path of the LUN, for

7
* CIFS_'_'_-'" example fvol/luns/lunOne. The LUN must
« NF5(7) be created in the root directory of a volume
« HTTP (7 or a gtree.
* LUNs O (%) LUN Protocol Type: ||_inux v| @
Wizard Select the multiprotocol type for the LUN.
Enable/Disable Description: [Domino database volume @
Manage f&-” optional description of the LUN.
Size: [126 @
Show Statistics The size of the LUN. (Readonly field).
« Initiator Groups (7) Units: [GB (GigaBytes) | @
. A multiplier for the LUN size. (Readonly
L FCP'?' field)
* iSCSI(?) — ) :
« MultiStore () — Space Reserved: F Space Reserved @
R Indicates whether this LUN is space
* Network (7 reserved.

« Security (7) Add |

Secure Admin (7

- [T 5 meme: ==

Figure 4-29 Creating the LUN

Note: The (Readonly field) advice at the Size and Units option applies only if you are
changing the LUN. Although you can resize a LUN through the command-line interface, we
highly recommend managing the LUN with SnapDrive

After the LUN is created, it appears in the LUN list. Select LUNs — Manage. The LUN
overview, shown in Figure 4-30 on page 99, gives you important information about your LUN
status, size, and mapping. The mapping follows the rule Groups: LUN ID. Before the target
server can mount the N series LUN, it is necessary to create a Initiator Group and map the
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LUN. As we use the N series SnapDrive for Linux and UNIX feature, we highly recommend
letting SnapDrive automatically create and map the LUNs.

Manage LUNs @

LUMNs — Manage

Add New L UN Hide Maps
L Maps
LL T Group : LUN 1D
T T eCd MGMTS -
/volVol Exch DB/un exch db 133015 GB online wiaRPC.21:00:00:e0:8b:12:0e:54 NAMGMT3

wiaRPC.21:00:00:€0:8b:12:058:56 NAMGHMTS :

wiaRPC.21:00:00:20:8b:12:0e:54 NAMGMTS :
wiaRPC.21:00:00:e0:8b:12:b9:56 NAMGMT3 :

Doming
Mvoltvol DominoDB/un DominoDB  database 146.01%GB online Mo Msaps

volume

Mvolol Exch Leg/un exch logs 42.002 GB online

(=1 (=1 = =Y

Refresh |

Figure 4-30 LUN creation finished

4.3 Zoning

A Fibre Channel zone consists of a group of Fibre Channel ports or nodes that can
communicate with each other. It can be thought of as a logical fabric subset. Two Fibre
Channel nodes can communicate with one another only when they are contained in the same
zone. A node can be contained in multiple zones. For example, it is typical for a storage node
(that is, N series target FC port) to be contained in multiple zones. There are generally
considered to be two methods of zoning: hard and soft zoning.

4.3.1 Hard zoning

Port based, often referred to as port zoning, is where the zone is defined by specifying the
fabric unique N_port IDs of the ports to be included. In other words, the switch and switch port
(that is, switch3/Port 4) are used to define the zone members.

Security

Hard zoning typically is considered to offer improved security, since it is not possible to breach
the zoning using WWN spoofing. However, if someone has physical access to the switch,
simply replacing a cable can allow access when hard zoning is used.

Manageability

In many environments, hard zoning is easier to create and manage since only the switch or
switch domain and port number need to be worked with instead of the 16-digit WWNs.
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4.3.2 Soft zoning

In World Wide Name (WWN) based zoning, the zone is defined by specifying the WWN of the
members to be included within the zone. Depending on the switch vendor, either World Wide
Node Names or World Wide Port Names can be used, although we recommend World Wide
Port Name zoning.

Flexibility

Since access is not determined by where the device is physically plugged into the fabric, it is
possible with soft zoning to simply move a cable from one port to another without needing to
reconfigure the zoning. This can be useful in troubleshooting situations.

4.3.3 Zoning architecture

100

Because of the nature of zoning, it is often easiest to understand by illustration. Here we show
several diagrams that show several of the benefits of zoning.

Figure 4-31 shows an example where each host is shown in a separate zone. This should be
the standard zoning configuration for a simple environment. The zones are overlapping since
the storage ports are included in each zone to allow each server to access the storage. Each
host can see all of the Fibre Channel target ports, but cannot see or interact with the other
host ports.

Hpsil

Figure 4-31 Hosts in individual zones

Using hard or port zoning, this zoning configuration can be done in advance even if all the
servers are not present. Assuming that the storage is connected to ports 1 through 4, each
zone can be defined to contain a single port for the server and ports 1 through 4. For
example, one zone would consist of port 1, 2, 3, 4, and 5 while the next zone would consist of
ports 1, 2, 3, 4, and 6 and so forth.

This diagram shows only a single fabric, but a supported configuration would have two
fabrics. The second fabric would have the exact same zone structure.
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In Figure 4-32, Host1 and Host2 do not have multipathing software and therefore have to be
zoned so that only one path to each LUN is available to them. Therefore, the zone containing
these hosts contains only one of the two storage ports. Even though the host has only one
HBA, both storage ports were included in the zone, so the LUNs would be visible through two
different paths, one going from the host FC port to storage port 0 and the other going from
host FC port to storage port 1.

Figure 4-32 Single fabric, no multipathing zoning

Since this figure contains only a single fabric (may consist of one or more switches), it is not
considered fully redundant, because a switch or fabric failure would lead to an outage. IBM
only considers dual, physically independent fabrics to be fully redundant. However, as shown,
Host3 and Host4 have multipathing software and, to protect against a possible storage
controller failure, are zoned so that a path to the LUN(s) is available through each of the
storage controllers.
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Figure 4-33 shows a configuration where Host1 will be accessing LUNs from appliance #1
and Host2 will be accessing LUNs from appliance #2. Both storage appliances are highly
available with two storage controllers. This is a fully redundant configuration and both fabrics
are shown in this example. Multiple IBM System Storage N series storage server are shown
in this diagram, but this is not necessary for high availability. Even a single N3300 A20 system
offers high availability.

Appliance #1 Appliance #2

Figure 4-33 Muiltiple storage system zoning

This zoning separates the hosts to eliminate initiator (host HBA) cross talk and prevents
Host1 from accessing appliance #2, which increases security while improving reliability,
manageability, and problem solving.

4.3.4 Zoning recommendations
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For Fibre Channel SAN zoning, we recommend the following setups.

Zoning
Anytime four or more hosts are connected to a SAN, zoning should be implemented.

Hard or soft zoning

World Wide Node Name zoning is possible with some switch vendors, but for N series FC
Target connections, WWPN zoning is recommended. Because of the various trade-offs, there
is no specific recommendation between hard versus soft zoning.

Zone size

For N series, it is generally recommended to keeping the zone size as small as possible while
still maintaining manageability. It is not a problem to have many multiple overlapping zones to
help keep the individual zones smaller. Ideally, a zone will be defined for each host or host
cluster.
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4.3.5 Paths

There is one or more paths between the Lotus Domino server and the N series storage. We
recommend at least two paths between the server and storage, that is, Multi Path 10 (MPIO)
setup.

Note: Before implementing the paths, check the compatibility matrix for a supported
environment at the following Web site:

http://www-03.1ibm.com/systems/storage/nas/interophome.html

The basic premise behind MPIO is to provide a redundant path to a given LUN. If it is
implemented correctly, it can mitigate the issues that are associated with a Single Point of
Failure. Typically, these types of failures will be switch or HBA failures. A cable failure is also
possible, but those are pretty rare.

In Figure 4-34, the network and associated hardware is properly configured for MPIO, but that
alone is not enough. The Initiators and SnapDrive must be configured as well. If we just tell
SnapDirive to create a session and a LUN on the filer, there will be only one logical path to the
LUNSs despite the network configuration.

-[m|

1061 66121 1061 66122

B ] Catalyst 4943

Figure 4-34 MPIO setup
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4.4 Snapshots
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A Snapshot copy is a space-efficient, point-in-time image of the data in a volume or an
aggregate. Snapshot copies are used for such purposes as backup and error recovery.

Data ONTAP automatically creates and deletes Snapshot copies of data in volumes to
support commands related to Snapshot technology. These Snapshots are based on the IBM
System Storage N series storage server unique Write Anywhere File Layout ((WAFL); see
Figure 4-35).

Berkeley Fast File System/Veritas File System/NTFSletc. —
Writes to pre-allocated locations (data vs. metadata)

WAFL — No pre-allocated locations (data and metadata blocks
are treated equally). Writes go to nearest available free block.

e e e e _h“] N Gt
PR e | o | N | e TR | T g e
Cylinders : il

oD Ve @

Writing to nearest available free block reduces disk seeking
(the #1 performance challenge when using disks).

Figure 4-35 WAFL file system

Data ONTAP also automatically creates Snapshot copies of aggregates to support
commands related to the SyncMirror software, which provides RAID-level mirroring. For
example, Data ONTAP uses aggregate Snapshot copies when data in two plexes of a
mirrored aggregate need to be re synchronized. In this book, we are usually talking about
volume related Snapshots.

A SnapShot copy is a frozen, read-only image of a traditional volume, a flexible volume, or an
aggregate that reflects the state of the file system at the time the SnapShot copy was created.
SnapShot copies are your first line of defense for backing up and restoring data.

Some facts about Snapshot copies:

» Data ONTAP maintains a configurable Snapshot schedule that creates and deletes
Snapshot copies automatically for each volume.

» For taking Snapshot copies of LUNs, use SnapDrive. It takes care of flushing all host
operating system buffers.

» You can store up to 255 Snapshot copies at one time on each volume.

» You can specify the percentage of disk space that Snapshot copies can occupy. The
default setting is 20% of the total (both used and unused) space on the disk.
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Note: For more information Snapshots, see the IBM System Storage N series Data
ONTAP Data Protection Online Backup and Recovery Guide at:

http://www.ibm.com/servers/storage/support/nas/dataontap/

4.5 Protocols

The user data on IBM System Storage N series storage server is accessible through one or
more of the access protocols supported by Data ONTAP, including:

» Network File System (NFS)

» Common Internet File System (CIFS)
» HyperText Transfer Protocol (HTTP)
» File Transfer Protocol (FTP)

» Fibre Channel Protocol (FCP)

» Internet SCSI (iISCSI)

The SCSI and NAS protocols differ in their type of I/O operation, that is, File I/0 and Block
1/0. As the IBM Lotus Domino server uses File I/O for data access, you can configure a
storage system as a target device in an NAS network using Network File System (NFS) or
CIFS. You can also configure a storage system as a storage device in an iSCSI network using
the SCSI protocol over TCP/IP (using the iISCSI service) and in a SAN network using the
SCSI protocol over FC (using the FCP service) to communicate with one or more hosts.

Note: Block storage is normally abstracted by a file system or database management
system for use by applications and users. The physical or logical volumes accessed
through Block 1/0 may be devices internal to a server, direct attached, or through iSCSI
and FCP. Some database management systems often use their own Block I/O for improved
performance and recoverability as compared to layering the DBMS on top of a file system.

IBM Lotus Domino uses File I/O operations. The database files rely on the file system
managed by the operating system. This is why we can use the NAS (File I/O; the Data
ONTAP operating system will handle the File I/O requests) and SCSI (Block I/O; the Lotus
Domino server operating system will handle the File I/0 requests and translate them to
SCSI Block I/0O requests) features of the N series for connecting the Lotus Domino with the
IBM System Storage N seriesstorage server.

4.5.1 Lotus Domino protocol recommendations
The IBM Lotus Domino server is able to use the iSCSI, FCP, NFS and CIFS protocols

together with the IBM System Storage N series storage server. The recommended protocol
depends on your business needs.
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Figure 4-36 gives an overview of the NFS, iSCSI, and FCP stacks on the client side. CIFS is
similar to NFS, so we only talk about NFS. As seen in the figure, iISCSI needs an additional
protocol layer for transporting the SCSI commands, compared to FCP. This makes a slightly
performance difference between these protocols.

NFS Client SCEl App;i;:;tg:; éf;l;a sylems,
SCS| commands, data, status \
FCP iISCSI
(SCS| over FC) (SCSI over IP)
- A
TCP / UDP rcp

Ethernet Fibre Channel Ethernet

Figure 4-36 NFS, iSCSI, and FCP protocol comparison, client side

The Block I/0 based protocols iISCSI and FCP differ in their protocol-overhead. While FCP is
designed and optimized for storage operations, iSCSI uses TCP/IP as transport layer. Only if
you use iSCSI-HBA, which off loads the TCP/IP and iSCSI protocol handling, can you reduce
the additional CPU time needed for protocol overhead.

In our experience, NAS-based approaches, such as CIFS and NFS, might have serious
performance bottlenecks due to the layering of file system and application-level structures on
top of the storage transport layer, depending on the application.

To have a productive Lotus Domino mail server infrastructure, FCP is the recommended
protocol. If you are not able or do not want to spend money on a SAN infrastructure, you
might use the iSCSI protocol. In this case, use iISCSI-HBAs or at least network interfaces with
the TCP/IP offload engine (TOE). Also, you should use a physical dedicated network for your
iSCSI environment.

If you need to share your Lotus Domino database files, the N series provides NFS (or CIFS)
capability.
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Note: For best performance and reliability, we recommend the Fibre Channel protocol.

4.6 Requirements for Lotus Domino with N series

IBM Lotus Domino on Red Hat Linux or IBM AIX requires the following N series features,
licences, and software packages; make sure you have them available:

» FCP connection

In this book, we use FCP to map the database and transactional log LUN to the IBM Lotus
Domino server. Linux and AIX requires the Host Attach Kits to use FCP. Refer to the
following links for more information:

— IBM System Storage N series FCP Linux Host Attach Kit

http://www-304.1ibm.com/jct01004c/systems/support/supportsite.wss/allproducts
?brandind=5000029

— IBM System Storage N series FCP AIX Host Attach Kit

http://www-304.ibm.com/jct01004c/systems/support/supportsite.wss/allproducts
?brandind=5000029

Note: The Host Attach Kits are available from the IBM support for licensed customers only.

» License
For the following features, you need a license:
— FCP protocol and Host Attach Kit
— SnapDrive for your operating System (Windows, Linux, or UNIX)
Optionally, you might want to use and license the SnapMirror or FlexClone features.

» Check the compatibility matrix for your environment to make sure you use a supported
configuration. For more information, see:

http://www-03.ibm.com/systems/storage/nas/interophome.html

4.7 SnapDrive

The IBM System Storage N series SnapDrive feature provides a number of storage features
that enable you to manage the entire storage hierarchy, from the host-side application-visible
file, down through the volume manager, to the storage-system-side logical unit numbers
(LUNSs) providing the actual repository. In addition, it simplifies the backup of data and helps
you decrease the recovery time.
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SnapDrive provides a layer of abstraction between an application running on the host
operating system and the underlying IBM System Storage N series storage systems (see
Figure 4-37). Applications that are running on a server with SnapDrive use virtual disks (or
LUNs) on IBM System Storage N series storage systems as though they were locally
connected drives or mount points. This allows applications that require locally attached
storage, such as IBM Lotus Domino and Microsoft Exchange, to benefit from the N series
technologies, including Snapshot, flexible volumes, cloning, and space management
technologies.

E Virtual
Disks

Host system
with SnapDrive
installed LUNs

FlexVal™

Volumes

TS

N series

storage

Physlcal Storage

Figure 4-37 Example of a typical SnapDrive deployment

SnapDrive includes all the necessary drivers and software to manage interfaces, protocols,
storage, and Snapshot copies. Snapshot copies are nondisruptive to applications and
functions on execution. Snapshot backups can also be mirrored across LAN or WAN links for
centralized archiving and disaster recovery.

4.7.1 Benefits of SnapDrive
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Most of today’s enterprises use business-critical applications such as IBM Lotus Domino, and
their storage management team face a number of challenges. They must:

» Support new business initiatives with minimal increases in their operating budget
» Protect data from corruption, disaster, and attacks

» Back up data without any performance degradation, quickly and consistently without any
errors

SnapDrive addresses these problems by providing simplified and intuitive storage
management and data protection from a host/server perspective. The following list highlights
some of the important benefits of SnapDrive:

» Allows host’s and application’s administrators to quickly create virtual disks with a dynamic
pool of storage that can be reallocated, scaled, and enlarged in real time, even while
system are accessing data.
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Dynamic on-the-fly file system expansion new disks are usable within seconds.

Snapshot copies provide rapid backup and recovery capability with minimal resource and
capacity requirements.

Supports multipath technology for high performance. (Check the compatibility matrix first.
At the time the book was written, SnapDrive for Linux did not support multipath
technology.)

Enables connecting to existing Snapshot copies from the original host or different host.

Independent of underlying storage access media and protocol; SnapDrive supports FCP,
iISCSI, and NFS as the transport protocols (NFS supports only Snapshot management).

Robust and easy-to-use data and storage management feature and software.

4.7.2 SnapDrive requirements

IBM System Storage N series SnapDrive is a licensed feature and is available by contacting
IBM Support.

These are some general requirements for SnapDrive:

>

»

»

Host operating system and appropriate patches

Host file systems

IP access between the host and storage system

Storage system licenses

FCP Host Utilities or iSCSI Host Utilities required software

For security reasons, we recommend a separate user account on the IBM System Storage
N series storage server.

Depending on the operating system, the system requirements can be found on the
following links:

— IBM System Storage N series SnapDrive for Windows 4.2.1 Release Notes, found at:
http://www-1.1ibm.com/support/docview.wss?uid=ssg1S70016508&aid=1

— IBM System Storage N series SnapDrive for UNIX Installation and Administration
Guide, found at:

http://www.ibm.com/servers/storage/support/nas/snapdrive/
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4.8 SnapMirror

The Data ONTAP SnapMirror feature allows IBM System Storage N series Snapshot images
to mirror SnapShot images either asynchronously or synchronously over the network for
backup or disaster recovery purposes.

Figure 4-38 shows two steps for creating and running the SnapMirror feature. At first, a
baseline SnapShot image replication is done. Several transport media could be used, such as
LAN, FCP, or Tape.

Step two shows the asynchronous, synchronous, or semi-synchronous mirroring process
from source to target.

Step 1: Baseline
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Figure 4-38 SnapMirror

The three SnapMirror replication modes are described in the following sections.

4.8.1 Asynchronous mode

In asynchronous mode, SnapMirror performs incremental, block-based replication as
frequently as once per minute. The performance impact on the source IBM System Storage N
series storage system is minimal as long as the system is configured with sufficient CPU and
disk I/O resources. The administrator can decide on the replication interval depending on the
business needs.

4.8.2 Synchronous mode
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The Synchronous SnapMirror mode is a SnapMirror feature that replicates data from a source
volume to a partner destination volume at or near the same time that it is written to the source
volume, rather than according to a predetermined schedule. The chance of data loss is
minimized in this mode.
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Note: Use the same type and amount of physical hard disks and aggregate configuration
on the SnapMirror source and destination for reducing the performance impact.

4.8.3 Semi-synchronous mode

To improve the performance of the synchronous SnapMirror feature, it can be configured to
lag behind the source volume by a user-defined number of write operations or milliseconds,
which is known as semi-synchronous SnapMirror mode.

This mode is like asynchronous mode in that the application does not need to wait for the
secondary storage to acknowledge the write before continuing with the transaction. This
mode is like synchronous mode in that updates from the primary storage to the secondary
storage occur right away, rather than waiting for scheduled transfers.

4.8.4 Benefits of SnapMirror

The IBM Data ONTAP SnapMirror feature replicates data not only for backup and disaster
recovery purposes. The following list shows some use cases:

» Using the SnapMirror target for local read access at remote sites
Fast access to corporate data on the remote site and offloading the source side
» Off load tape backup CPU cycles to a mirror
» Isolate testing from the production volume
ERP testing and Offline Reporting
» Cascading Mirrors
Replicated mirrors on a larger scale
» Disaster recovery
Replication to “hot site” for mirror failover and eventual recovery

» You can use the Data ONTAP SnapMirror feature in combination with a FlexClone volume
to perform migration faster and more efficiently:

— For corporations with a warm backup site or that need to off load backups from
production servers

— For generating queries and reports on near-production data
4.8.5 Effects on sizing
This Data ONTAP feature mirrors your selected data, so you need the same size used on the

source site for the target location of your mirror. As a best practice, use the same aggregate
and volume configuration on both sites when synchronous mirroring is used.

4.8.6 SnapMirror requirements

The following prerequisites must be met before you can run SnapMirror:
» You must purchase and enable the SnapMirror license.

If the SnapMirror source and destination are on different systems, you must purchase a
license and enter the SnapMirror license code on each system.
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» For SnapMirror volume replication, you must create a restricted volume to be used as the

destination volume.

» For SnapMirror volume replication, the destination volume must run under a version of

Data ONTAP that is equal to or later than that of the SnapMirror source volume.

If you configure volume SnapMirror to support replication for the purpose of disaster
recovery, both the source and destination systems should run the same version of ONTAP
software.

Note: If you upgrade your systems to a later version of Data ONTAP, upgrade the systems
of SnapMirror destination volumes before you upgrade the systems of the SnapMirror
source volumes.

» The name and IP address of the source system must be in the /etc/hosts file of the
destination system or must be resolvable by way of DNS or yp.

4.9 SnapVault
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SnapVault is a low impact, disk-based online backup of heterogeneous storage systems for
fast and simple restores. SnapVault is a separately licensed feature in Data ONTAP that
provides disk-based data protection for storage systems.

The SnapVault server runs on the IBM System Storage N series platform. The SnapVault
feature replicates selected Snapshots from multiple storage systems or backups data from an
open system platform to a common Snapshot on the SnapVault server. Figure 4-39 shows a
common SnapVault implementation with an open system platform and N series storage
server on the primary site. The changed data is transferred to the N series secondary storage
system, where regularly made Snapshots are saved on tape.

‘Opan Systam
Primary

Weakly/
Wanthly
Snapshots

Changed data Tape

_._.-

N sarias
Primary

Figure 4-39 Common SnapVault implementation

Note: Because Data ONTAP SnapDrive uses gtrees as backup storage, it is not supported
for volumes containing Data ONTAP LUNs, as we use it in this book for Lotus Domino and
Microsoft Exchange. For more information about SnapVault, see the IBM System Storage
N series Data ONTAP Data Protection Online Backup and Recovery Guide, found at:

http://www.ibm.com/servers/storage/support/nas/dataontap/
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4.9.1 Benefits of SnapVault

SnapVault is the IBM System Storage N series storage server solution for a fast disk-based
backup and recovery solution.

IBM Lotus Domino benefits from these advantages when used with NFS or CIFS. Databases
reside on an external disk based backup system for fast recovery. The space consumption is
less because of the SnapShot technology. Also, this makes SnapVault available as a WAN
backup solution for Lotus Domino.

The Data ONTAP feature contains the following benefits:

>

>

It avoids the bandwidth limitations of tape drives so the restore can be faster.

It does not require full dumps from the primary storage, so there is no need for a backup
window.

It is a data protection solution for heterogeneous storage environments.
It performs disk-to-disk backup and recovery.

It is designed to address pain points associated with tape.

Intelligent data movement reduces:

— Network traffic.

— Impact on production systems.

It has frequent backups to ensure superior data protection.

It is based on Data ONTAP Snapshot technology:

Significantly reduces the amount of backup media.

Reduced backup overhead: Incrementals and changed blocks only.

Instant single file restore: Snapshot directory displays SnapVault Snapshots.

Can protect remote sites over a WAN.

4.9.2 SnapVault requirements

The Data ONTAP SnapVault feature needs to be licensed. Additionally, you need to complete
the following tasks to activate SnapVault:

»

Enter the license code on both the secondary storage system and the primary storage
system.

Turn on the snapvault.enable option for both the secondary storage system and the
primary storage system. Setting this option enables SnapVault data transfers and
Snapshot copy creation.

Turn on the NDMP service on both the secondary storage system and the primary storage
system.

Set the snapvault.access option on both the secondary storage system and the primary
storage system to allow primary storage system and secondary storage system access.

— Setting this option on the SnapVault secondary storage system determines which
SnapVault primary storage systems can access the secondary storage system.

— Setting this option on the SnapVault primary storage system determines which
secondary storage system can access data from that primary storage system.
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4.9.3 Effects on sizing

The storage space required to implement the SnapVault feature will depend upon the number
of backup copies created. On the SnapVault back-end server, you need at least the size of
your source storage. Every further SnapShot based backup increases the storage space
requirement on the SnapVault target server for the count of changed blocks.

4.10 FlexClone

This feature allows you to instantly create clones of a FlexVol flexible volume in few seconds
without interrupting the parent flexible volume. A FlexClone volume is a writable point-in-time
image of a flexible volume of another FlexClone volume (see Figure 4-40). They use space
very efficiently, leveraging the Data ONTAP architecture to store only data that changes
between parent and clone. In addition to these benefits, clone volumes have the same high
performance as other kinds of volumes.

FlexVol FexClone

Figure 4-40 FlexClone

A FlexClone LUN clone shares space with the LUN in the backup SnapShot copy. The clone
does not require additional disk space until changes are made to it. You cannot delete the
backing SnapShot copy until you split the clone from it. When you split the clone from the
backing SnapShot copy, you copy the data from the SnapShot copy to the clone. After the
splitting operation, both the backup SnapShot copy and the clone occupy their own space.

Note: For more information about using volume cloning with LUNSs, see the IBM System

Storage N series Block Access Management Guide for FCP and iSCSI at:

http://www.ibm.com/servers/storage/support/nas/dataontap/
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4.10.1 FlexClone use cases and benefits

The main difference between a Snapshot and cloning is that a cloned volume or LUN is
writable. This is an important and powerful feature for Lotus Domino administrators. In the
case of a database or software upgrade, release, or configuration change, a clone of the

production system can be made. This clone can be used for testing with your real data,
without worrying about damaging the production system.

Volume cloning with the FlexClone feature provides similar results to volume copying, but
cloning offers some important advantages over volume copying:

»

| 2

Volume cloning is instantaneous, whereas volume copying can be time consuming.

If the original and cloned volumes share a large amount of identical data, considerable
space is saved because the shared data is not duplicated between the volume and the
clone.

Cloning is not recommended as a primary backup method, because all data still resides on
the same volume and aggregate. You might use LUN cloning for following reasons:

>

Application Testing: Make the necessary changes to the infrastructure without worrying
about crashing the production system. Avoid making untested changes on the system
under tight maintenance window deadlines.

You need to make a copy of your data available to additional users without giving them
access to the production data.

You want to create a clone of the Lotus Domino databases for manipulation and projection
operations, while preserving the original data in unaltered form.

You want to access a specific subset of a LUN’s data (a specific logical volume or file
system in a volume group, or a specific file or set of files in a file system) and copy it to the
original LUN, without restoring the rest of the data in the original LUN. This works on
operating systems that support mounting a LUN and a clone of the LUN at the same time.
SnapDrive for Linux and UNIX allows this with the snap connect command (this could be
done with a Snapshots, t00).

Data Mining: Data mining operations and software can be implemented more flexibly
because both reads and writes are allowed.

Parallel Processing: Multiple FlexClone volumes of a single milestone/production data set
can be used by parallel processing applications across multiple servers to get results more
quickly.

System Deployment: Maintain a template environment and use FlexClone volumes to
build and deploy either identical or variation environments.

IT Operations: Maintain multiple copies of production systems: live, development, test,
reporting, and so on. Refresh working FlexClone volumes regularly to work on data as
close to live production systems as is practical.

Note: A FlexClone volume can be created from a Snapshot copy in a SnapMirror
destination, but a FlexClone volume cannot be the destination of a SnapMirror relationship.
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Figure 4-41 shows a common situation for Data ONTAP FlexClone deployment. The IT staff
needs to make substantive changes to a production environment. The cost and risk of a
mistake are too high to do it on the production volume. Ideally, there would be an instant
writable copy of the production system available at minimal cost in terms of storage and
service interruptions.

By using FlexClone volumes, the IT staff gets just that: an instant point-in-time copy of the
production data that is created transparently by SnapShot and uses only enough space to
hold the desired changes. They can then try out their upgrades using the FlexClone volumes.

FlexClone’
Helps Improve Flexibility and Efficiency
User reads . User desiring . / User . 1 ical
EgRhed e - ot Snapshot .?'uased logical copy B
Snapshot to base data B new data | = Only new data consumes additional storage,
dafa in base in the FlexClone or the base flexible volume,
/ as appropnate
' B
FlexClone = Usage examples
= Test and production copies
Database simulations
= Software testing
= Data mining where RW required
Snapshot ,
‘L_ = Large system deployments where small
' variations required, for example, grid
New | computing
o ::It::" « Key Benefit
’ J = Can help produce dramatic cost savings
Flexible ‘-..’ olume versus competitive alternatives
(base production data)

Figure 4-41 FlexClone basics

At every point where they make solid progress, they clone their working FlexClone volume to
lock in the successes. At any point where they get stuck, they just destroy the working clone
and go back to the point of their last success. When everything is finally working just the way
they want it to work, they can either split off the clone to replace their current production
volumes or modify their successful upgrade process to use on the production system during
the next maintenance window.

The FlexClone feature allows them to make the necessary changes to their infrastructure
without worrying about crashing their production systems or making untested changes on the
system under tight maintenance window deadlines. The results are less risk, less stress, and
higher levels of service for the IT customers.

4.10.2 FlexClone requirements
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The Data ONTAP FlexClone feature needs to be licensed. Additionally, you need to follow
these points to use FlexClone:

» You must install the license for the FlexClone feature before you can create FlexClone
volumes.
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» FlexClone volumes and their parent volumes share the same disk space (aggregate) for
any data common to the clone and parent. This means that creating a FlexClone volume
is instantaneous and requires no additional disk space (until changes are made to the
clone or parent).

» While a FlexClone volume exists, some operations on its parent are not allowed. For more
information, refer to IBM System Storage N series Data ONTAP 7.2 Storage Management
Guide at:

http://www-1.ibm.com/support/docview.wss?uid=ssg157001595&aid=1

» Only flexible volumes can be cloned. To create a copy of a traditional volume, you must
use the vol copy command, which creates a distinct copy with its own storage.

4.10.3 Effects on sizing

When a FlexClone volume is created, it shares all of its data with its parent volume. So even
though its logical size is the same as its parent’s size, depending on how much data it
contains, it can use very little free space. As data is written to either the parent or the
FlexClone volume, that data is no longer shared between the parent and FlexClone volumes,
and the FlexClone volume starts to require more space from its containing aggregate,
depending on the size of your changed data.

If you want to split the clone from its parent, it removes any space optimizations that are
currently employed by the FlexClone volume. After the split, both the FlexClone volume and
the parent volume require the full space allocation determined by their space guarantees.

Note: Because the clone-splitting operation is a copy operation that might take
considerable time to carry out, Data ONTAP also provides commands to stop or check the
status of a clone-splitting operation.
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Preparing the IBM System
Storage N series for Microsoft

Exchange

This chapter will help you configure the IBM System Storage N series to host a Microsoft
Exchange environment. Some features will be presented in this chapter and their use will be

explained.
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5.1 Storage requirements for a Microsoft Exchange server

Microsoft Exchange servers require responsiveness from the underlying storage
infrastructure to support user activities, backup and restore operations, database
maintenance, and so on. The requirements for all of these actions can be divided into two
basic categories:

» Capacity
» 1/O performance

There are a number of situations that impact the capacity of the storage infrastructure, and
most of them are defined by the Microsoft Exchange administrators. Here are a few
examples:

Number of users on the server

Mailbox quota limits

Deleted items in cache

Mailbox retention policy

Estimated growth in number of users

Public folders

Third-party Microsoft Exchange add-on applications that would require additional storage

vVVvyYVYyVvYVvYYvVYYyY

Also, there are some situations that impact the I/O performance of the server. Some
examples are:

» User activity, such as sending/receiving e-mails, calendar sharing, attachments, and
accessing public folders

» Smart mobile devices accessing user data

» Server specific events, such as online database maintenance, indexing, and backup and
restore

5.1.1 Capacity
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Proper storage sizing is the key to a successful Microsoft Exchange deployment. If you size
too small, you will obviously run out of space and the Microsoft Exchange Storage Groups will
be dismounted and unavailable for users. If you size too large, you are not efficiently using
your storage capacity. Despite the fact that the IBM System Storage N series storage system
allows for dynamic resizing of aggregates, volumes and LUNSs, an optimized size plan helps
reduce wasted storage, increases backup and restore operations, and improves performance.

Microsoft Exchange servers access the LUN created on the volumes on an IBM System
Storage N series storage system. For efficient capacity sizing, you must first determine the
LUN size for the Microsoft Exchange server. After the LUN size is determined, we can
determine the volume size needed to support that LUN for Microsoft Exchange servers and
all the other needed features.

A best practice is to store the Microsoft Exchange databases on different physical disks (or
aggregates) than the log files for that database (for both performance and reliability
purposes). Figure 5-1 on page 121 shows the Microsoft Exchange components’ distribution
on an IBM System Storage N series storage system.
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Figure 5-1 Microsoft Exchange databases and transaction logs on an IBM System Storage N series
storage system

There are some rules enforced by SnapManager for Microsoft Exchange when running the
Configuration Wizard:

» Microsoft Exchange databases cannot share a LUN with databases from different storage
groups.

» Microsoft Exchange databases cannot share the same LUN containing transaction log
files.

» Microsoft Exchange transaction logs from different storage groups can share the same
LUN.
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As a best practice, place your SMTP and MTA queues on any LUN or disk that is not hosting
any Microsoft Exchange database files. Depending on the business need, you may have to
create a LUN on the N series storage or you may use your local disks for this. Figure 5-2
shows the MTA and SMTP queues on the server but optionally on the same LUN as the

transaction logs.

IMallbax  Mailbox  Maibox  Mallbax Transaction
i Store1 Slore?  Stewe 3 Skred © 0 Logs

™
™
\ oy

[ LMo ][ LM

: Mﬂllt.-::-x Mailbak M ailbax I ail o ;'l'ﬁl"l?n.l...ll'lr'l
1: Slame 1 Elewe 2 Slera 3 Store 4 - Legs
A .
- —r—. —
L~
s -
e ¥ v - -
[ LUMD1 ] [ LUNGE

e e

[ I
| Flexval1 | Flaxvol2
Il

e
I |
| Flaxvald | Flam Wiorkd

—_——

e - —

-

Aggregata |

=]

Aggregate

Figure 5-2 SMTP and MTA queues on IBM System Storage N series storage system

Note: In the above scenario, a LUN is being created for each Storage Group database on
the Microsoft Exchange Server and another LUN is being created for each Storage Group
transaction logs. A deeper level of granularity for restore (such as single Mailbox Store
restore) may be needed. In this case, you can set up one LUN for each Mailbox Store on
the same FlexVol. The architecture may vary, depending on the business needs.

Database LUN sizing

To calculate the LUN size needed to host your Microsoft Exchange database, you need the

following information:

Number of users on the Storage Group
Mailbox size limit policy
Deleted items in cache percentage

vVvyyy

Single instance ratio (average number is 20%)

The formula to calculate the Database LUN size is:

Database LUN size = ((number of mailboxes * mailbox quota) / single instance ratio) +

deleted items cache

Using the IBM System Storage N series with Mail Servers




For example:

» 1200 users on the Storage Group.
» The mailbox size limit is 100 Mb.
» The deleted items cache is 15%.

Database LUN size = ((1200 * 100) / 1.20) + 15% = 115000 Mb or 115 Gb

Transaction logs LUN sizing
To calculate the LUN size needed for the transaction logs, you need to determine an average

number of log files that will be generated between backups. Microsoft Exchange Server 2003
log files are 5 MB in size, and Microsoft Exchange Server 2007 log files are 1 MB in size.
The formula to calculate the Transaction Logs LUN size is:

Transaction Logs LUN size = number of transaction log files generated between backups *
log size

For example:

» 1200 transaction logs generated between backups
» Microsoft Exchange Server 2003 (which means 5 MB transaction logs size)

Transaction Logs LUN size = 1200 * 5 = 6000 MB or 6 GB

Snaplinfo Directory LUN sizing

Snaplnfo Directory is a special storage directory where the transaction log files are copied to
when a backup is started from SnapManager for Microsoft Exchange (SME).

Note: The recommended configuration is to store both the Transaction Logs and the
Snaplnfo Directory on the same LUN.

Remember that Microsoft Exchange Server 2003 log files are 5 MB in size, and Microsoft
Exchange Server 2007 log files are 1 MB in size.

The formula to calculate the Snaplnfo Directory size differs if the directory will be placed on its
own LUN or in the Transaction Logs LUN.

Snaplnfo Directory LUN size = (number of transaction log files generated between backups *
log size) * number of backups to keep online

For example:

» 1200 transaction logs generated between backups
» Microsoft Exchange Server 2003 (which means 5 MB transaction logs size)
» Seven backups kept online

Snaplnfo Directory LUN size = (1200 * 5) * 7 = 42000 MB or 42 GB

The formula to calculate the Snaplinfo Directory size, when stored on the same LUN as the
Transaction Logs, is just like adding the two results:

Snaplnfo Directory and Transaction Logs LUN size = ((number of transaction log files
generated between backups * log size) * (number of backups to keep online + 1)

For example:

» 1200 transaction logs generated between backups
» Microsoft Exchange Server 2003 (which means 5 MB transaction logs size)
» Seven backups kept online

Chapter 5. Preparing the IBM System Storage N series for Microsoft Exchange 123



124

Snaplnfo Directory and Transaction Logs LUN size = (1200 * 5) * (7 + 1) = 48000 MB or 48
GB

All of the LUN sizing above shows the exact LUN size for a specific situation. It is always a
best practice to add enough free space to support growth on the database or log files. Make
sure you have at least 10% to 15% more space on the LUN.

Database volume sizing

After calculating the LUN size for the database, you need to determine the volume sizing for
the LUN or LUNSs that will be stored on it. In our scenario, one LUN is being stored per
volume. If you have different LUNs per volume, the number should be added to calculate the
volume size.

The formula to calculate the Database volume size is:

Database volume size = (2 * database LUN size) + (number of online backups * data change
percentage * max database size)

For example:

» Database LUN size is 115 GB + 15% = 133 GB
» 10% data change between backups
» Seven backups kept online

Database volume size = (2 * 133) + (7 * 10% * 133) = 360 GB

The database LUN size is being muitiplied by 2 to guarantee 100% space reservation on the
volumes hosting the LUN. In this manner, if you need to increase the LUN size, you can do
this by expanding the LUN from SnapDrive. You will not even need to restart the Microsoft
Exchange server.

If for any reason you do not want or do not have available storage space to guarantee 100%
growth, you can use fractional space reservation on your sizing. Simply replace 2 (which
means 100%) by 1 + fractional space reservation needed:

Database volume size = ((1 + fractional space needed) * LUN size) + (number of online
backups * data change percentage * max database size)

Transaction Logs and Snaplinfo Directory volume sizing

Remember that Microsoft Exchange Server 2003 log files are 5 MB in size, and Microsoft
Exchange Server 2007 log files are 1 MB in size.

To calculate the Transaction Logs and Snaplinfo Directory volume size, we need to consider
the LUN size for both the transaction logs and the Snaplinfo Directory.

The formula to calculate the Transaction Logs and Snaplinfo Directory volume size is:

Transaction Logs and Snaplinfo Directory volume size = (2 * transaction logs LUN size) + (2 *
number of transactional logs generated between backups * log size * number of backups to
keep online)

For example:

The Transaction Logs LUN size is 48 GB + 15% = 55.2 Gb or 55200 MB.
1200 transaction logs generated between backups.

Microsoft Exchange Server 2003 (which means a 5 MB transaction logs size).
Seven backups kept online.

v

vyy

Using the IBM System Storage N series with Mail Servers



Transaction Logs and Snaplnfo Directory volume size = (55200 * 2) + (2 * 1200 * 5 * 7) =
194400 MB or 195 GB

The Transaction Log LUN size is being multiplied by 2 to guarantee 100% space reservation
on the volumes hosting the LUN. In this manner, if you need to increase the LUN size, you
can do this by provisioning more storage and the LUN from SnapDrive. You will not even
need to restart the Microsoft Exchange server.

If for any reason you do not want or do not have available storage space to guarantee 100%
growth, you can use fractional space reservation on your sizing. Simply replace 2 (which
means 100%) by 1 + fractional space reservation needed.

Transaction Logs and Snaplnfo Directory volume size = (transaction logs LUN size * (1 +
fractional space reservation)) + (2 * number of transactional logs generated between backups
* log size * number of backups to keep online)

When you have the Transaction Logs and Snaplinfo Directory on the same NTFS volume and
LUN, which is the recommended configuration, SME automatically configures log archiving to
use NTFS Hard Links. During a normal backup, SME creates copies of the transaction log
files on the appropriate Snapinfo Directory for archiving. With NTFS Hard Links, and in
supported configurations, when a backup is started, links are created to the transaction log
files instead of copying the files.

The formula to calculate the Transaction Logs and Snaplnfo Directory volume size is slightly
different when using NTFS Hard Links:

Transaction Logs and Snaplnfo Directory with NTFS Hard Links volume size = (transaction
logs LUN size * 2) + (number of transactional logs generated between backups * log size *
number of backups to keep online)

For example:

» The Transaction Logs LUN size is 48 GB + 15% = 55.2 GB or 55200 MB.

» 1200 transaction logs generated between backups.

» Microsoft Exchange Server 2003 (which means 5 MB transaction logs size).
» Seven backups kept online.

Transaction Logs and Snaplnfo Directory with NTFS Hard Links volume size = (55200 * 2) +
(1200 * 5 * 7) = 152400 MB or 153 GB

Using the sizing information stated, this is the scenario for LUN and volume creation on the N
series storage system:

» Aggregate 1
— Database volume = 360 GB
e Database LUN = 133 GB
> Aggregate 2
— Transaction Logs and Snaplnfo Directory volume = 153 GB
¢ Transaction Logs and Snaplinfo Directory LUN = 42 GB

SMTP and MTA queues will reside on the local disk of the server, without being moved to any
LUN on the IBM System Storage N series storage system.
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5.1.2 1/O performance

Most of the overall performance of a Microsoft Exchange environment is determined by the
server disk subsystem. When moving your existing Direct Access Storage based Microsoft
Exchange system to an IBM System Storage N series SAN, you will notice an improvement in
Microsoft Exchange performance, because the disk subsystem will perform better and so will
the Microsoft Exchange system. This better performance is due to the use of the aggregates.

An aggregate is a collection of disks that will be available for the volumes. This means that the
disk subsystem’s performance will become better with every disk you add to the aggregate,
as 1/Os are spread across more disks. In general, FlexVol on large aggregate performance is
higher then the volumes on the separate aggregate.

After sizing the LUNs and volumes that should be available for the Microsoft Exchange
systems, the aggregate should be created to accommodate the volumes. This aggregate
sizing is a very important step because it will impact the performance of the systems and
servers that will be using these disks. I/O is spread across the disks in an aggregate, and
more disks help improve performance by creating a greater spread.

The aggregate should accommodate all the volumes that are planned to be on it, and have
free space in case a volume expansion is needed. This free space will vary depending on the
business need and disk availability, but 30% to 40% would be an average space reservation
for the aggregate. Keep this in mind when planning the sizing for your Microsoft Exchange
infrastructure.

Exchange storage has specific latency requirements for database and transaction log LUNSs.
The transaction log LUN should be placed on the fastest storage with a goal of less than 10
millisecond (<10ms) writes. The database LUN requires read and write response times of
less than 20 milliseconds (<20ms).

Effect of host side memory on storage

As a result of the larger amounts of memory available in the 64-bit platform, the Exchange
Server 2007 database cache can be larger. This can reduce the number of reads and writes
to disk. In Exchange Server 2003, the maximum was 900 MB of database cache. With
additional memory available in Exchange Server 2007, this amount can increase from 900
MB to multiple GBs, depending on the amount of server system memory installed. As
additional memory is added to the host server, the Exchange server database cache can
increase, further decreasing the number of disk reads. It is important to understand how the
increased size of the database cache affects the host side memory when planning storage
and IOPS.

Increasing the amount of the database cache also affects IOPS. When testing 4,000 users
with 8 GB of server memory, the database cache is limited to 1.48 MB/user [ ( 8 GB — 2048 )
/ 4000 ]. Increasing the amount of server memory to 16 GB increases the amount of the
database cache to 3.48 MB/user [ ( 16GB — 2048 ) / 4000 ].

5.2 Storage configuration for Microsoft Exchange server

The IBM System Storage N series storage system must be configured prior to running the
Microsoft Exchange server on it. The aggregates, volumes, LUNs and Snapshots must be
created and configured to support the Microsoft Exchange server environment.

126 Using the IBM System Storage N series with Mail Servers



5.2.1 Aggregates

An aggregate is a collection of physical disks from which the space is allocated to the
volumes. When creating the aggregates on the IBM System Storage N series storage system,
there are some considerations:

» On each aggregate, one or more flexible volumes can be created.
» Each aggregate has its own RAID configuration and set of assigned physical disks.

» The available space on the aggregate can be increased by simply adding disks to the
existing RAID group or by adding new RAID groups.

» Performance is proportional to the number of disk spindles on the aggregate.
The aggregate consists of one or more plexes. A plex is a collection of one or more RAID

groups that together provide the storage for one or more Write Anywhere File Layout (WAFL)
file system volumes. By default, the aggregates are created on plex0.

For detailed information about aggregates, WAFL file system, and Data ONTAP V7.2, refer to
the document IBM System Storage N series Data ONTAP 7.2 Storage Management Guide,
found at:

http://www-1.1ibm.com/support/docview.wss?uid=ssg1S70015958&aid=1
There are two types of aggregates: unmirrored aggregates and mirrored aggregates.

Unmirrored aggregates consist of a single plex. In Figure 5-3, an unmirrored aggregate
named aggr A is being shown. This aggregate is made up of three RAID-DP groups named
rg0, rg1, and rg2 on plex plexO.

Figure 5-3 Unmirrored aggregate
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Mirrored aggregates consist of two plexes that are mirrored to each other. A mirrored
aggregate named aggr A is shown in Figure 5-4. This aggregate is made up of three
RAID-DP groups named rg0, rg1, and rg2 on plexes plex0 and plex1.

Plex(plexd) Plex(plex1)

L]
2

Figure 5-4 Mirrored aggregate

In this scenario, two aggregates are required for the Microsoft Exchange server infrastructure:
one aggregate for the databases and one aggregate for the transaction log files. This
configuration can vary depending on many factors. Independent of the IBM System Storage N
series storage system’s configuration, the databases and the transaction log files should
always be placed on different aggregates for performance and predict purposes.

Creating aggregates
When creating the aggregate, a name should be defined. There are some naming
conventions for the aggregate’s name. It should:

» Begin with either a letter or an underscore
» Contain only letters, digits, and underscores
» Contain no more than 255 characters

After you have the name, size, and disk configurations planned, these are the steps to create
an aggregate:

1. Open the FilerView for the IBM System Storage N series storage system where you want
to create the aggregate.
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2. On the FilerView, select Aggregates — Add. This will bring up the Add New Aggregate
window, as shown in Figure 5-5. Click Next.

= hitp:/19.11.218. 237 onsuccess=doyerthingitnousagerecord=true - itsotuc3: A... E@E|

Aggregate Wizard

Welcome to the aggregate Storage wizard. This wizard can be used fo create,
adjust, and mirror aggregates.

You have chosen to

« Add a new aggregate

Cancel J ’ Mext =

Figure 5-5 Add New Aggregate window
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3. The Aggregate Name window will be shown (Figure 5-6). Type in the name for the
aggregate you are creating. Select whether this aggregate will be a mirrored aggregate
(check box Mirror checked) or an unmirrored aggregate (check box Mirror unchecked).
The parity should also be defined in this window. If you are creating a RAID-DP based
aggregate, select the Double Parity check box. If the Double Parity check box is
unchecked, the aggregate will be created using RAID 4. Click Next.

= hitp:/19.11.218.237f - itsotuc3: Aggregate Wizard - Windows Internet Explorer E@E|

Aggregate Wizard - Aggregate Parameters

Aggregate Name: |Aggr Exch_DB |@
Enter a name for the new aggregate. S ~
Synchronous Mirroring: ] Mirror @

Select to enable local synchronous mirraring on this aggregate.
Enabling this option requires twice as many disks.

Double Parity: Double Parity @
Select to enable double parity on this aggregate. Enabling this
option requires an extra disk per RAID group.

< Back ] l Cancel | I """ Mext =

Figure 5-6 Aggregate Name window
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4. In the RAID Parameters window (Figure 5-7) select the number of disks that will be used
on each RAID Group created for the aggregate. The recommended number of disks per
RAID group is 16 disks. If you are using less then 16 disks per RAID Group, protection
against disk failure is increased, but performance will decrease because there will be less
disk spindles for accessing the data. If you are using more than 16 disks per RAID Group,
performance will be increased (more disk spindles to access the data), but protection
against disk failure will decrease. Click Next.

= hitp:/19.11.218.237f - itsotuc3: Aggregate Wizard - Windows Internet Explorer E@E|

Aggregate Wizard - RAID Parameters

RAID Group Size: |16 L)
Enter the number of disks per RAID group on this aggregate. Disks will be organized —
into RAID groups of this size.

= Back ] l Cancel J [ Next >

Figure 5-7 RAID Parameters window
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5. Inthe Disk Selection window (Figure 5-8) select the method that should be used to identify
the disks used on the aggregate. The default method is Automatic so that the IBM System
Storage N series storage system will automatically select the disks based on your choices
for the size and number of disks from the next windows. If for any reason you need to
select specific disks to compose the RAID Groups, click Manual and select the number
and size of disks to be included on the aggregate. Click Next.

= hitp:/19.11.218.237f - itsotuc3: Aggregate Wizard - Windows Internet Explorer E@E|

Aggregate Wizard - Disk Selection Method

Disk Selection: ® Automatic ]
Select whether you want manual or automatic disk selection. If you select

automatic, disks will be chosen far you. O Manual

< Back ] l Cancel | I """ Mext =

Figure 5-8 Disk Selection window
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6. If you select the Automatic method selection for the disks, the Disk Size window will be
shown, as shown in Figure 5-9. Select the disk size from the available options or select
Any Size and click Next.

= hitp:/19.11.218.237f - itsotuc3: Apgregate Wizard - Windows Internet Explorer |:JEJ[E|

Aggregate Wizard - Disk Size

Disk Size: | Any Size »|@
Select the size of disk to use. Select ‘Any Size' to have the disk sizes .
chosen automatically.

< Back ] l Cancel ]

Figure 5-9 Disk Size window
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7. Select the number of disks of the selected size to be used on the aggregate in the Number
of Disks window (Figure 5-10). Click Next.

= hitp:/19.11.218.237f - itsotuc3: Apgregate Wizard - Windows Internet Explorer

Aggregate Wizard - Number of Disks

Number of Disks: [8 | @
Select the number of disks of size ‘Any Size' to add to the aggregate. There are a :
total of 11 spares available.

< Back ] [ Cancel

Figure 5-10 Number of Disks window
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8. Review your selection in the Commit changes window (Figure 5-11) and click Commit.

= http://9.11.218.237/ - itsotuc3: Aggregate Wizard - Windows Internet Explorer |ZJ@P5__<|

Aggregate Wizard - Commit

Below is a summary of your changes.

Create New hggregate |

Wolume Name: Aggr Exch DB
EAID Group Size: 16

Number of Disks: 8
Disk S5ize: Any S5ize

Synchronous Mirroring: no

Double Parity: ves

< Back ] [ Cancel

Figure 5-11 Commit changes window
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9. The aggregate will be created. In the FilerView, select Aggregates — Manage and a list
of the existent aggregates will be shown, along with their status, RAID level, size, available
size, and other information (see Figure 5-12).

{= hitp:/79.11.218.237/ - itsotuc3: FilerView - Windows Internet Explorer

A 3 < = B Py
Ko : =< A $ 5041
IBM System Storage™ N series
FilerView® About
B itsotuc3 (7 Manage Aggregates @
= Filer /(7

Aggregates —+ Manage
+ Volumes (= (%)

» Aggregates [/ (7)

Add Filter by:-AIIAggregates v @

Manage -

Manage Plexes Name Status  Root Avail Used Total Disks Files Max Files Checksums

Configure RAID [0 Agar Exch DB online,raid_dp 321GB 53% 6831GB 5 104 Ik block
- Stl:lrage ':?' |:| Aggr Exch Log onling raid_dp 74GB 67% 227GB 3 104 31k block
= DFM (%) O a0ard onlineraidd v 187GB 18% 227GB 2 108 311k block
« SnapMirror (7! [l  aggr Data online, raid4 TT.OMB 100% 22768 2 1068 31k block
= C'FS':_-?' [l  agarlog  cnine raids 303GB 11% 341GB 4 104 311k block
s NF5 (%)
2 HTI'P-I':'?,'- Select All - Unselect All ’ Online ] [ Restrict | [ Offline ] [ Destroy
* LUNs [y (2) Aggregates: 1-5 of 5

MultiStore (7)

Network (7 @|
Security (7)

Secure Admin (7)

NDMP (7)

SNMP (7) L]

[ o Trusted sites H100% -

Figure 5-12 Manage Aggregates window

5.2.2 Volumes

Volumes on the IBM System Storage N series storage system can be designated as
Traditional volumes or flexible volumes.

Traditional volumes are tied to the physical disks on the aggregate on which they are created.
This means that the disks used on a Traditional volume cannot be used on a different volume,
whether it is a Traditional volume or a flexible volume.

Traditional volumes do not allow much flexibility and the only way to increase the size of a
Traditional volume is to add disk spindles to the volume array. This type of volumes does not
allow downsizing.

On the other hand, flexible volumes created on aggregates can use disks from and share
disks with different flexible volumes. This is due to the fact that flexible volumes are not tied to
the physical disks on which they are created but to the aggregate’s collection of disks.

Flexible volumes provide more management flexibility and allow for dynamic volume size
expansion and shrink without impact on the host client.
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There are some advantages of using flexible volumes on the Microsoft Exchange server:

» There is no waste of disk space because the flexible volumes rely on the aggregate’s
physical disks, instead of having a separate array of disks.

» Volume size can be dynamically increased and decreased without adding extra physical
disks.

» A larger number of volumes can be created with independent Snapshot management,
schedules, mirroring policies, and so on.

» All volumes can be managed independently, while taking advantage of the maximum I/O
performance benefit of a much larger pool of physical disks.

The recommendation for the Microsoft Exchange server environment is to always use the
flexible volumes instead of the Traditional volumes because the flexible volumes provide a
better performance and manageability at the same time that they provide a better physical
disk resources utilization.

In this scenario, two volumes (one on each aggregate) are necessary so that the Microsoft
Exchange server’s databases and transaction log files can be moved to different paths on the
IBM System Storage N series storage system.

Creating volumes
Every volume on the IBM System Storage N series storage system must be created on an

aggregate. Because of the recommendation for Microsoft Exchange servers, the two volumes
should be created on different aggregates.
The volume name must follow these naming conventions:

» Begin with either a letter or an underscore

» Contain only letters, digits, and underscores

» Contain no more than 255 characters

These are the steps to create the volume on the aggregate:

1. Open the FilerView for the IBM System Storage N series storage system where you want
to create the aggregate.
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1. In the FilerView, select Volumes — Add. This will bring up the Add New Volume window,
as shown in Figure 5-13. Click Next.

= hitp:/19.11.218. 237 onsuccess=doyerthingitnousagerecord=true - itsotuc3: V... E@E|

Volume Wizard

Welcome to the volume Storage wizard. This wizard can be used to create,
adjust, and mirror volumes.

You have chosen to

« Add a new volume

Cancel

Figure 5-13 Add New Volume window
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2. The Volume Type Selection window will be shown (Figure 5-14). Select Flexible for
flexible volumes or Traditional for Traditional volumes. The recommended type for
Microsoft Exchange Server is FlexVol. Click Next.

= hitp:f19.11.218.237f - itsotuc3: Yolume Wizard - Windows Internet Explorer |:JEJ[E|

Volume Wizard - Volume Type Selection

Volume Type Selection @ FElexible @

Select whether you want to create a traditional or flexible volume. B B _
O Traditional

< Back ] l Cancel ] [Nex_t>J

Figure 5-14 Volume Type Selection window

Chapter 5. Preparing the IBM System Storage N series for Microsoft Exchange 139



3. In the Volume Parameters window (Figure 5-15), type in the volume name and select the

language used on the volume. By default, the root volume language will be selected. Click
Next.

= http:#/9.11.218.237{ - itsotuc3: Yolume Wizard - Windows Internet Explorer |:J@|E|

Volume Wizard - Volume Parameters

Volume Name:
Enter a name for the new volume.

\Vol_Exch_DB 1@

Language: i'-lé?g'l_i;ﬁ-fﬁ_si_ 2@
Select the language to use on this volurme. - '_

< Back ] l Cancel ]

Figure 5-15 Volume Parameters window
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4. In the FlexVol Parameters window (Figure 5-16), select the aggregate on which you want
to create the volume. Type in the size for the volume in KB, MB, GB, or TB. Select the type
of Space Guarantee to be used. The default, recommended one is Volume. This option will
pre-allocate the entire volume size on the aggregate. Other options are file space
guarantee and none. Click Next.

= hitp:f19.11.218.237f - itsotuc3: Yolume Wizard - Windows Internet Explorer E@E|

Volume Wizard - Flexible Volume Parameters

Containing Aggregate | Aggr_Exch DB (381 GB, raid_dp) v| @
Select the aggregate to contain this volume. Only Z :
non-snaplock aggregates are displayed.

Total Volume Size: 1360 TGB & P
Enter the total amount of space for this volume. The A
total volume size includes space for the snapshot

reserve and the file system overhead in addition to

the usable space.

Space Guarantee volume R @
Sets the space guarantee. Volume guarantees

space for the entire the volume in the containing

aggregate; File guarantees space for a file at file

allocation time.

< Back ] [ Cancel ] I Mext =

Figure 5-16 Flex\ol Parameters window

Chapter 5. Preparing the IBM System Storage N series for Microsoft Exchange 141



5. Review the selections in the Commit Changes window (Figure 5-17) and click Commit.

= http:#/9.11.218.237{ - itsotuc3: Yolume Wizard - Windows Internet Explorer |:J@|E|

Volume Wizard - Commit

Below is a summary of your changes.

Create New Volume |

Wolume Name: Vol Exch DB

hggregate Container: Aggr Exch DE (381 GE, raid dp)
Volume Size: 360G

Language: English (US) (en US)

Space Guarantee: volume

< Back ] [ Cancel

Figure 5-17 Commit Changes window
6. The volume will be created. In the FilerView, select Volumes — Manage and a list of the

existing volumes will be shown, along with their status, RAID level, size, available size, and
other information (see Figure 5-18 on page 143).
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IBM System Storage™ N series
FilerView® About
B itsotuc3 (7 Manage Volumes @
® Filer1(2) Velumes —+ Manage
+ Volumes [ (7)
Add
Manage Filter by: | All Volumes b @
Restore
= FlexClones (7! Name Status  Root Containing Clone Avail Used Total Files MaxFiles
s Qtrees [fy(7) Aggregate
a Quutas%'.':?:' |:| Vol Exch DB online, raid_dp Agar Exch DB - 116 GB 59% 288GB 109 125m
« Snapshots (7) [] Vol Exch Log online,raid_dp Agar Exch log - 332GH 69% 122G 108 528m
= Aggregates (a7, Ll itso onling, raid4 agard - 326GB 84% 20GB 396k 865k
= Storage (7 O volo onling raidé agard - 116GB 4% 12GB 538k 519k
s DFM (7) [] wol DomingDE  cnling, raid4 aggr Data - 7330B 68% 227TGE 116 154m
= SnapMirror (7) [] vol Dominolog online,raidd agar Lo . 327GB 14% 38GB 108 131m
= CIFS (7 ’ - !
o NFS (3 Select All - Unselect All [ Online ] [ Restrict ] [ Offline | [ Destroy
s HTTP (%) Volumes: 1-6 of 6
* LUNs (%)
= MultiStore (7
s Network (7)
s Secoritv (7) v
e A [igh o Trusted sites 00w v

Figure 5-18 Manage Volumes window

After the volumes are created for the Microsoft Exchange server, they must be shared. This is
done by using the CIFS option on the FilerView.

1. Inthe FilerView, select CIFS — Shares — Add. The Add a CIFS Share window will be
shown (Figure 5-19 on page 144). Type in the following information:

a. Share Name: This is the name that will be used to access the volume for the LUN
creation on the Microsoft Exchange server.

b. Mount Point: The path to connect to this volume on the N series storage system, such
as /vol/Vol_Exch_DB or /vol/Vol_Exch_Log.

c. Share Description: General description for the Share.
d. Max. Users: Maximum number of concurrent users at a time on the Share.
e. Force Group: Not used for volumes accessed by Windows hosts.

2. Click Add.
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Figure 5-19 Add a CIFS Share window

5.2.3 LUNs

Logical Unit Numbers (LUNSs) are the logical units of storage. They are created on the
volumes and appear to host systems (in this case, the Microsoft Exchange Server) as SAN
disks. The LUNs are actually the disks that will be accessed by the hosts.

The recommended way to create LUNs is using the SnapDrive utility on the Microsoft
Exchange server. The steps to accomplish the LUN creation will be listed later in this book.

5.2.4 Protocols

The user data on an IBM System Storage N series storage system is accessible through one
or more of the access protocols supported by Data ONTAP, including:

» Network File System (NFS)

» Common Internet File System (CIFS)

» Hyper Text Transfer Protocol (HTTP)

» Web-based Distributed Authoring and Versioning (WebDAV)
» File Transfer Protocol (FTP)

» Fibre Channel Protocol (FCP)

» Internet SCSI Protocol (iISCSI)
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For a Microsoft Exchange environment, you can configure a storage system as a storage
device in an iSCSI network using the SCSI protocol over TCP/IP (using the iSCSI service)
and in a SAN network using the SCSI protocol over FC (using the FCP service).

Microsoft Exchange protocol recommendations

Microsoft Exchange server can use iSCSI or FCP protocols to communicate with the IBM
System Storage N series storage system. The recommended protocol depends on your
business needs, actual environment, and planned upgrades.

Figure 5-20 gives an overview of the iISCSI and FCP protocol stack on the client side. As seen
in the figure, iISCSI needs an additional protocol layer for transporting the SCSI commands,
compared to FCP. This makes for a slight performance difference between these protocols.

SCSI Application (file sytems,
databases)

SCSIl commands, data, status

FCP iSCs!
(SCEl aver FC) (SCEI over IP)
TCP
P
Fibre Channel Ethermet

Figure 5-20 FCP and iSCSI protocol comparison, client side

The Block I/O based protocols iSCSI and FCP differs in their protocol-overhead. While FCP is
designed and optimized for storage operations, iISCSI uses TCP/IP as the transport layer. If
you only use iISCSI-HBA, which off loads the TCP/IP and iSCSI protocol handling, you reduce
the additional CPU time needed for protocol processing.

For a production Microsoft Exchange server infrastructure, we recommend FCP for the
protocol. If the environment is not able to support FCP and you do not plan to upgrade it, you
might use the iISCSI protocol. In this case, use iISCSI-HBAs or at least network interfaces with
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the TCP/IP offload engine. Also, you should use a physical dedicated network for your iSCSI
environment.

Note: For best performance and reliability, we recommend the Fibre Channel Protocol
(FCP).

5.2.5 Role-based access control
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Role-based access control (RBAC) is a method for managing the set of actions that a user or
administrator may perform in a computing environment.

While reserving certain functions for administrator-only access is a good start, additional
problems need to be solved. Most organizations have multiple system administrators, some of
which require more privileges than others. By selectively granting or revoking privileges for
each user, you can customize the degree of access that an administrator has to the system.

We use the role-based access control feature for creating a separate user account that
belongs to the SnapDrive feature on the Microsoft Exchange server. This account has
specific rights to create, modify, and delete LUNs and Snapshots.

Users are members of groups and groups have one or more roles. Each role grants a set of
capabilities. In this way Data ONTAP allows you to create flexible security policies that match
your organizational needs. All configuration for role-based access controls occurs through the
useradmin command provided by Data ONTAP (see Example 5-1).

Example 5-1 Data ONTAP useradmin command

itsotuc3> useradmin
Usage:
useradmin user add <login_name> [options]
modify <login_name> [options]
delete <login_name>
Tist [options]
group add <group_name> [options]
modify <group_name> [options]
delete <group name> [options]
Tist [options]
role add <role_name> [options]
modify <role_name> [options]
delete <role name> [options]
Tist [options]
domainuser add <user name> [options]
delete [options]
Tist [options]
load <filename>
For more detailed information about each subcommand, use:

useradmin help { user | group | role | domainuser }
itsotuc3>

We use the useradmin user add or useradmin user modify commands for adding or
modifying user accounts.
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Note: For more information about accessing the storage system and role-based access
control of Data ONTAP, refer to the IBM System Storage N series Data ONTAP System
Administration Guide, found at:

http://www-1.ibm.com/support/docview.wss?uid=ssg1S7001690&aid=1

5.2.6 Creating a new role

A role is defined as a defined set of capabilities. Data ONTAP comes with several roles
predefined, and users may create additional roles or modify the provided roles.

When creating new groups, Data ONTAP requires specification of the roles the new groups
should have.

Therefore, it is better to create appropriate roles before defining groups. Follow these steps

for creating a new role:

1. Log in to the N series with SSH or Telnet. SSH must be enabled prior to using it.

2. Create a new role with the useradmin command, as shown in Example 5-2. We use the
role name rl_snapdriveadmin in our case.

Example 5-2 Creating a new role

itsotuc3*> useradmin role add r1_snapdriveadmin -c "SnapDrive Admin Role" -a
api-*,login-http-admin
Role <rl_snapdriveadmin> added.

itsotuc3*>

— The option -c specifies a comment.

— The option -a follows granted privileges. For SnapDrive, the api-* and login-http-admin
privileges are needed.

Note: If you use HTTPS, grant the privilege login-https-admin instead of login-http-admin.

3. Verify the created role (see Example 5-3).

Example 5-3 Verify the created role

itsotuc3*> useradmin role list r1_snapdriveadmin
Name: r1_snapdriveadmin

Info:

Allowed Capabilities: api-*,login-http-admin

itsotuc3*>

Now it is time to create a group and map the role to it.
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5.2.7 Creating a new group

A group is defined as a collection of users or domain users. Groups may be assigned one or
more roles. It is important to remember that the groups defined within Data ONTAP are
separate from the groups defined in other contexts, such as a Microsoft Active Directory
server. This is true even if the groups within Data ONTAP have the same names as groups
elsewhere within the environment.

When creating new users or domain users, Data ONTAP requires specification of group
membership. Therefore, it is best to create appropriate groups before defining users or
domain users. Follow these steps for creating a new group:

1. Log in to your N series with SSH or Telnet.

2. Create a new role with the useradmin command, as shown in Example 5-4. We use the
group name grp_snapadmins in our case.

Example 5-4 Creating a new group

itsotuc3*> useradmin group add grp_snapadmins -c "This group is for SnapDrive
usage only" -r rl1_snapdriveadmin
Group <grp_snapadmins> added.

itsotuc3*>

— The option -c specifies a comment.
— The option -r maps the role snapdriveadmin after the creation process.
3. Verify the created group (see Example 5-5).

Example 5-5 Verify the created group

itsotuc3*> useradmin group 1ist grp_snapadmins
Name: grp_snapadmins

Info: This group is for SnapDrive usage only
Rid: 131072

Roles: rl1_snapdriveadmin

Allowed Capabilities: api-*,login-http-admin

itsotuc3*>

Tip: If you need to modify the group and role mapping later, use the
useradmin group modify -r command.

5.2.8 Creating a new user
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A user is defined as an account that is authenticated on the IBM System Storage N series
storage system.

Follow these steps to create a new user:

1. Log in to your N series with SSH or Telnet.

2. Create a new user with the useradmin command, as shown in Example 5-6 on page 149.
We use the user name windows in our case.

Note: The password must have at least eight characters.
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Example 5-6 Creating the user account

itsotuc3*> useradmin user add windows -c "MS Windows SnapDrive user" -n "Microsoft
Windows" -g grp_snapadmins

New password:

Retype new password:

User <windows> added.

itsotuc3*>

— The option -c specifies a comment.

— The option -n specifies the full name of the user.

— The option -g specifies the group name to which the user belongs.
3. Verify the created user (see Example 5-7).

Example 5-7 Verify the created user

itsotuc3*> useradmin user list notes

Name: windows

Info: MS Windows SnapDrive user

Rid: 131077

Groups: grp_snapadmins

Full Name: Microsoft Windows

Allowed Capabilities: api-*,login-http-admin
Password min/max age in days: 0/4294967295
Status: enabled

itsotuc3*>

Note: The command useradmin user will give you a list of possible options for user
management on the N series Data ONTAP.

5.3 Zoning

A Fibre Channel zone consists of a group of Fibre Channel ports or nodes that can
communicate with each other. It can be thought of as a logical fabric subset. Two Fibre
Channel nodes can communicate one another only when they are configured on the same
zone. A node can be configured on multiple zones. For example, it is a typical scenario for a
storage node (such as the IBM System Storage N series target FC port) to be configured on
multiple zones. There are generally considered to be two methods of zoning: hard and soft
zoning.

5.3.1 Hard zoning
In port based zoning, often referred to as “port zoning”, the zone is defined by specifying the

fabric unique N_port IDs of the ports to be included. In other words, the switch and switch port
(such as switch3/Port 4) are used to define the zone members.
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Security

Hard zoning typically is considered to offer improved security since it is not possible to breach
the zoning using WorldWide Port Name (WWPN) spoofing. However, if someone has physical
access to the switch, simply replacing a cable can allow access when hard zoning is used.

Manageability

In many environments, hard zoning is easier to create and manage because only the switch
or switch domain and port number need to be used on the configuration instead of the 16-digit
WWPNSs.

5.3.2 Soft zoning

In WorldWide Port Name (WWPN) based zoning, the zone is defined by configuring the
WWPN of the members to be included within the zone. Depending on the switch vendor,
either the World Wide Node Name or World Wide Port Names can be used, although we
recommend World Wide Port Name zoning.

Flexibility

Since access is not determined by which port on the switch the device is physically plugged
into, it is possible with soft zoning to simply move a cable from one port to another without
needing to reconfigure the zoning. This can be useful in troubleshooting situations.

5.3.3 Zoning architecture
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Because of the nature of zoning, it is often easiest to understand by illustration. Below are
several diagrams showing several of the benefits of zoning.

Figure 5-21 on page 151 shows an example where each host is shown in a separate zone.
This should be the standard zoning configuration for a simple environment. The zones are
overlapping because the storage ports are included on each zone configuration to allow each
server to access both storages. Each host can access all of the Fibre Channel target ports
but cannot interact with the other host ports.
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Figure 5-21 Hosts in individual zones

By using hard or port zoning, the zoning configuration can be done in advance, even if all the
servers are not present. Assuming that the storage is connected to ports 1 through 4, each
zone can be defined to contain a single port for the server and ports 1 through 4. For
example, one zone would consist of ports 1, 2, 3, 4, and 5 while the next zone would consist
of ports 1, 2, 3, 4, and 6 and so forth.

Figure 5-22 shows only a single fabric, but a supported configuration would have two fabrics.
The second fabric would have the exact same zone structure.

Sl - Fabric

Figure 5-22  Single fabric, no multipathing zoning
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In Figure 5-22 on page 151, Host1 and Host2 do not have multipathing software and therefore
have to be zoned in a way that only one path to each LUN is available to them. Therefore, the
zone containing these hosts contains only one of the two storage ports. Even though the host
has only one HBA, both storage ports were included in the zone, and the LUNs would be
visible through two different paths: one going from the host FC port to storage port 0, and the
other going from the host FC port to storage port 1.

Because there is only one single fabric (which may consist of one or more switches), this
configuration is not considered fully redundant because a switch or fabric failure would lead to
an outage. IBM only considers dual, physically independent fabrics to be fully redundant.
However, as shown, Host3 and Host4 have multipathing software and, to protect against a
possible storage controller failure, are zoned so that a path to the LUN(s) is available through
each of the storage controllers.

Figure 5-23 shows a configuration where Host1 will be accessing LUNs from N series 1 and
Host2 will be accessing LUNs from appliance 2. Both storage appliances are configured for
high availability with two storage controllers. This is a fully redundant configuration and both
fabrics are shown in this example.

Appliance #1 Apphance #2

Figure 5-23 Multiple storage system zoning

This zoning separates the hosts to eliminate initiator (host HBA) cross talk and prevents
Host1 from accessing appliance 2, which increases security while improving reliability,
manageability, and problem solving.

5.3.4 Zoning recommendations
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For Fibre Channel SAN zoning, we recommend the following:

Zoning
Anytime four or more hosts are connected to a SAN, zoning should be implemented.
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Hard or WWPN zoning

World Wide Node Name zoning is possible with some switch vendors, but for IBM System
Storage N series FC Target connections, WWPN zoning is recommended.

Because of the various trade-offs, there is no specific recommendation between hard versus
soft zoning.

Zone size

For IBM System Storage N series storage systems, we generally recommend keeping the
zone size as small as possible while still maintaining manageability. It is not a problem to have
many multiple overlapping zones to help keep the individual zones smaller. Ideally, a zone will
be defined for each host or host cluster.

5.3.5 Paths

There is one or more paths between the Microsoft Exchange server and the IBM System
Storage N series storage system. We recommend at least two paths between the server and
storage so that a Multi Path 10 (MPIO) setup configuration can be done.

The basic premise behind MPIO is to provide a redundant path to a given LUN. If it is
implemented correctly, it can mitigate the issues that are associated with a single point of
failure. Typically, these types of failures will be switch or HBA failures. A cable failure is also
possible, but those are very rare.
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In Figure 5-24, the network and associated hardware is properly configured for MPIO, but that
alone is not enough. The Initiators and SnapDrive must be configured as well. If we just tell
SnapDrive to create a session and a LUN on the filer, there will be only one logical path to the
LUNs despite the network configuration. The MPIO driver should also be installed on the
Microsoft Exchange server.

Microsoft Exchangs Server

FCF Switchas

=

IBM M serias Storage

Figure 5-24 MPIO setup

5.4 Snapshots

A Snapshot copy is a space-efficient, point-in-time image of the data in a volume or an
aggregate. Snapshot copies are used for such purposes as backup and error recovery.

Data ONTAP automatically creates and deletes Snapshot copies of data in volumes to
support commands related to Snapshot technology. These Snapshots are based on the IBM
System Storage N series storage system unique Write Anywhere File Layout (WAFL)
(Figure 5-25 on page 155).
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Figure 5-25 WAFL file system

Data ONTAP also automatically creates Snapshot copies of aggregates to support

commands related to the SyncMirror software, which provides RAID-level mirroring. For
example, Data ONTAP uses aggregate Snapshot copies when the data in two plexes of a
mirrored aggregate need to be resynchronized. In this book, we are usually talking about

volume related Snapshots.

A SnapShot copy is a frozen, read-only image of a traditional volume, a flexible volume, or an
aggregate that reflects the state of the file system at the time the SnapShot copy was created.
SnapShot copies are your first line of defense for backing up and restoring data.

Some facts about Snapshot copies:

» Data ONTAP maintains a configurable Snapshot schedule that creates and deletes

Snapshot copies automatically for each volume.

» For taking Snapshot copies of LUNs, use SnapDrive. It will handle the flushing of the host
operating system buffers.

» You can store up to 255 Snapshot copies at one time on each volume.

» You can specify the percentage of disk space that Snapshot copies can occupy. The

default setting is 20% of the total (both used and unused) space on the disk.

Note: For more information about Snapshots, see the IBM System Storage N series Data
ONTAP Data Protection Online Backup and Recovery Guide, found at:

http://www.ibm.com/servers/storage/support/nas/dataontap/
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5.5 Requirements for Microsoft Exchange with N series

A Microsoft Exchange server running on Microsoft Windows 2003 Server requires the
following N series features, licences, and software packages. Make sure you have them
available:

» FCP connection

In this IBM Redbooks publication, we used FCP to map the database and transactional log
files LUNSs to the Microsoft Exchange server. SnapDrive for Microsoft Windows was used
to manage the connection to the LUNs on the IBM System Storage N series storage
system. SnapDrive is a licensed feature and can be obtained by contacting IBM support.

» License
For the following features, you need a license:
— FCP protocol
— iSCSI protocol
— SnapDrive for Microsoft Windows

— Data ONTAP DSM for Windows MPIO (for Multipathing support) SnapManager for
Microsoft Exchange servers

— Optionally, you might want to use and license the SnapMirror or FlexClone features
(not covered in this book)

» Check the compatibility matrix for your environment to make sure you are using a
supported configuration. For more information, see:

http://www-03.1ibm.com/systems/storage/nas/interophome.html

5.6 SnapDrive
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The N series SnapDrive feature provides a number of storage features that enable you to
manage the entire storage hierarchy, from the host-side application-visible file, down through
the volume manager, to the storage-system-side logical unit numbers (LUNs) providing the
actual repository. In addition, it simplifies the backup of data and helps you decrease the
recovery time.

SnapDrive provides a layer of abstraction between an application running on the host
operating system and the underlying IBM System Storage N series storage systems (see
Figure 5-26 on page 157). Applications that are running on a server with SnapDrive use
virtual disks (or LUNs) on N series storage systems, as though they were locally connected
drives or mount points. This allows applications that require locally attached storage, such as
IBM Lotus Domino and Microsoft Exchange to benefit from the N series technologies,
including Snapshot, flexible volumes, FlexClone, and space management technologies.
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Figure 5-26 Example of a typical SnapDrive deployment

SnapDrive includes all the necessary drivers and software to manage interfaces, protocols,
storage, and Snapshot copies. Snapshot copies are nondisruptive to applications and
functions on execution. Snapshot backups can also be mirrored across LAN or WAN links for
centralized archiving and disaster recovery.
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SnapDrive MMC is totally integrated on the Computer Management MMC, as shown in

Figure 5-27.
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Figure 5-27 SnapDrive MMC integration with Computer Management MMC

5.6.1 Benefits of SnapDrive
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Most of today’s enterprises use business-critical applications, such as IBM Lotus Domino and
Microsoft Exchange, and their storage management team faces a number of challenges.
They must:

» Support new business initiatives with a minimal increase in the operating budget.

» Protect data from corruption, disaster, and attacks.

» Back up data without any performance degradation, quickly and consistently without any
errors.

SnapDrive addresses these problems by providing simplified and intuitive storage
management and data protection from a host/server perspective. The following list highlights
some of the important benefits of SnapDrive for Windows:

» Allows hosts and applications administrators to quickly create virtual disks with a dynamic
pool of storage that can be reallocated, scaled, and enlarged in real time, even while the
systems are accessing data.

» Dynamic on-the-fly file system expansion, making new disks usable within seconds.

» Snapshot copies provide rapid backup and recovery capabilities with minimal resource
and capacity requirements.

» Supports multipath technology for high performance.
» Provides connectivity to existing Snapshot copies from original host or different host.

» SnapDrive is independent of underlying storage access media and protocol. It supports
FCP and iSCSI as the transport protocols.
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» Robust and easy-to-use data and storage management feature and software.

5.6.2 SnapDrive requirements

IBM System Storage N series SnapDrive is a licensed feature and is available by contacting
the IBM support.

These are some general requirements for SnapDrive:

» Host operating system and appropriate patches

» Name resolution infrastructure

» |IP connectivity between the host and the storage system

» Storage system licenses

» FCP connectivity between the host and the storage system

» For security reasons, we recommend a separate user account on the IBM System Storage
N series storage system. See 5.2.5, “Role-based access control” on page 146 for more
details)

For more information about SnapDrive for Windows V4.2.1, refer to:
http://www-1.ibm.com/support/docview.wss?uid=ssg157001650&aid=1

5.7 SnapMirror

The Data ONTAP SnapMirror feature allows IBM System Storage N series Snapshot images
to mirror SnapShot images either asynchronously or synchronously over the network for
backup or disaster recovery purposes.
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Figure 5-28 shows two steps for creating a SnapMirror and using the SnapMirror feature. At
first, a baseline SnapShot image replication is done. Several transport media could be used,
such as LAN, FCP, or Tape.

Step two shows the asynchronous, synchronous, or semi-synchronous mirroring process
from source to target.
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Figure 5-28 SnapMirror

» Asynchronous mode

In asynchronous mode, SnapMirror performs incremental, block-based replication as
frequently as once per minute. The performance impact on the source IBM System
Storage N series storage system is minimal as long as the system is configured with
sufficient CPU and disk 1/O resources. The administrator can decide on the replication
interval depending on the business needs.

» Synchronous mode

The Synchronous SnapMirror mode is a SnapMirror feature that replicates data from a
source volume to a partner destination volume at or near the same time that it is written to
the source volume, rather than according to a predetermined schedule. The chance of
data loss is minimized in this mode.

Note: Use the same type and amount of physical hard disks and aggregate configuration
on the SnapMirror source and destination to reduce the performance impact.

» Semi-Synchronous mode

To improve the performance of the synchronous SnapMirror feature, it can be configured
to lag behind the source volume by a user-defined number of write operations or
milliseconds, which is mentioned as semi-synchronous SnapMirror mode.

This mode is like asynchronous mode in that the application does not need to wait for the
secondary storage to acknowledge the write before continuing with the transaction. This

mode is like synchronous mode in that updates from the primary storage to the secondary
storage occur right away, rather than waiting for scheduled transfers.
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5.7.1 Benefits of SnapMirror

The N series SnapMirror feature replicates data for more than backup and disaster recovery
purposes. The following list shows some use cases:

>

Using the SnapMirror target for local read access at remote sites.

Fast access to corporate data on remote sites and off loading the source side.
Off load tape backup CPU cycles to mirror.

Isolate testing from production volume.

ERP testing, Offline Reporting, and Disaster Recovery exercises.

Cascading Mirrors.

Replicated mirrors on a larger scale.

Disaster recovery.

Replication to “hot site” for mirror failover and eventual recovery.

They can use the N series SnapMirror feature in combination with FlexClone volume to
perform migration faster and more efficiently.

— For corporations with a warm backup site, or a need to off load backups from
production servers.

— For generating queries and reports on near-production data.

5.7.2 Effects on sizing

This N series SnapMirror feature mirrors your selected data, so you need the same size on

b
a

oth the source site and the target location of your mirror. A best practice is to use the same
ggregate and volume configuration on both sites when synchronous mirroring is used.

5.7.3 SnapMirror requirements

The following prerequisites must be met before you can run SnapMirror:

>

»

You must purchase and enable the SnapMirror license.

If the SnapMirror source and destination are on different systems, you must purchase a
license and enter the SnapMirror license code on each system.

For SnapMirror volume replication, you must create a restricted volume to be used as the
destination volume.

For SnapMirror volume replication, the destination volume must run under a version of
Data ONTAP that is the same or later version than that of the SnapMirror source volume.

If you configure volume SnapMirror to support replication for the purpose of disaster
recovery, both the source and destination systems should run the same version of ONTAP
software.

Note: If you upgrade your systems to a later version of Data ONTAP, upgrade the systems
of SnapMirror destination volumes before you upgrade the systems of the SnapMirror
source volumes.

The name and IP address of the source system must be in the /etc/hosts file of the
destination system or must be resolvable by way of Domain Naming System (DNS) or
Network Information Service (NIS) (also called Yellow Pages (YP)).
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5.8 SnapVault

SnapVault is a low overhead, disk-based online backup of a heterogeneous storage system
for fast and simple restores. SnapVault is a separately licensed feature in Data ONTAP that
provides disk-based data protection for storage systems.

The SnapVault feature runs on the IBM System Storage N series platform. The SnapVault
feature replicates selected Snapshots from multiple storage systems or back ups data from
an open system platform to a common Snapshot on the SnapVault server. Figure 5-29 shows
a common SnapVault implementation with an open system platform and IBM System Storage
N series storage server on the primary site. The changed data is transferred to the IBM
System Storage N series secondary storage system, from where regular Snapshots are
saved on tape.

Open Systam
Frimary

Weekiy!
Maonthly

Snapshots
Changed data

M serles
Secandary

N serias
Primary

Figure 5-29 Common SnapVault implementation

Note: Because Data ONTAP SnapDrive uses qtrees as backup storage, it is not supported
for volumes containing Data ONTAP LUNS, as we use it in this book for Lotus Domino and
Microsoft Exchange. For more information about SnapVault, see the IBM System Storage
N series Data ONTAP Data Protection Online Backup and Recovery Guide, found at:

http://www.ibm.com/servers/storage/support/nas/dataontap/

5.9 FlexClone

This feature allows you to instantly create clones of a FlexVol flexible volume in a few seconds
without interrupting the parent flexible volume. A FlexClone volume is a writable point-in-time
image of a flexible volume of another FlexClone volume (see Figure 5-30 on page 163). They
use space very efficiently, leveraging the Data ONTAP architecture to store only data that
changes between parent and clone. In addition to these benefits, clone volumes have the
same high performance as other kinds of volumes.
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Figure 5-30 FlexClone

A FlexClone LUN clone shares space with the LUN in the backing SnapShot copy. The clone
does not require additional disk space until changes are made to it. You cannot delete the
backing SnapShot copy until you split the clone from it. When you split the clone from the
backing SnapShot copy, you copy the data from the SnapShot copy to the clone. After the
splitting operation, both the backing SnapShot copy and the clone occupy their own space.

Note: For more information about using volume cloning with LUNs, see the IBM System
Storage N series Block Access Management Guide for FCP and iSCSI, found at:

http://www.ibm.com/servers/storage/support/nas/dataontap/

5.9.1 FlexClone use cases and benefits

The main difference between a Snapshot and cloning is that a cloned volume or LUN is
writable. This is an important and powerful feature for Microsoft Exchange administrators. In
the case of a database or software upgrade, release, or configuration change, a clone of the
production system could be made. This clone could be used for testing with your real data,
without worrying about damaging the production system.

Volume cloning with the FlexClone feature provides similar results to volume copying, but
cloning offers some important advantages over volume copying:
» Volume cloning is instantaneous, whereas volume copying can be time consuming.

» If the original and cloned volumes share a large amount of identical data, considerable
space is saved because the shared data is not duplicated between the volume and the
clone.

Cloning is not recommended as a primary backup method, because all data still resides on
the same volume and aggregate. You might use LUN cloning for the following reasons:

» Application Testing: Make the necessary changes to the infrastructure without worrying
about crashing the production system. Avoid making untested changes on the system
under tight maintenance window deadlines.
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» You need to make a copy of your data available to additional users without giving them
access to the production data.

» You want to create a clone of the Microsoft Exchange databases for manipulation and
projection operations, while preserving the original data in unaltered form.

» Data Mining: Data mining operations and software can be implemented more flexibly
because both reads and writes are allowed.

» Parallel Processing: Multiple FlexClone volumes of a single milestone/production data set
can be used by parallel processing applications across multiple servers to get results more
quickly.

» System Deployment: Maintain a template environment and use FlexClone volumes to
build and deploy either identical or variant environments.

» Microsoft Exchange Operations: Maintain multiple copies of production systems: live,
development, test, reporting, and so on. Refresh working FlexClone volumes regularly to
work on data as close to live production systems as practical.

Note: A FlexClone volume can be created from a Snapshot copy in a SnapMirror
destination, but a FlexClone volume cannot be the destination of a SnapMirror relationship.

Figure 5-31 on page 165 shows a common situation for FlexClone deployment. The IT staff
needs to make substantive changes to a production environment. The cost and risk of a
mistake are too high to do it on the production volume. Ideally, there would be an instant
writable copy of the production system available at minimal cost in terms of storage and
service interruptions.

By using FlexClone volumes, the Microsoft Exchange administrator gets just that: an instant
point-in-time copy of the production data that is created transparently by SnapShot and uses
only enough space to hold the desired changes. The administrator can then try out their
upgrades using the FlexClone volumes.
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Figure 5-31 FlexClone basics

At every point that makes solid progress, the administrator clones the working FlexClone
volume to lock in the successes. At any point where the administrator get stuck, they just
destroy the working clone and go back to the point of their last success. When everything is
finally working just the way it should be, the administrator can either split off the clone to
replace the current production volumes or modify the successful upgrade process to use on
the production system during the next maintenance window.

The FlexClone feature allows the administrator to make the necessary changes to the
infrastructure without worrying about crashing the production systems or making untested
changes on the system under tight maintenance window deadlines. The results are less risk,
less stress, and higher levels of service for the IT customers.

5.9.2 FlexClone requirements

The FlexClone feature needs to be licensed. Additionally, you need to follow these points to
use FlexClone:

» You must install the license for the FlexClone feature before you can create FlexClone
volumes.

» FlexClone volumes and their parent volumes share the same disk space (aggregate) for
any data common to the clone and parent. This means that creating a FlexClone volume is
instantaneous and requires no additional disk space (until changes are made to the clone
or parent).

» While a FlexClone volume exists, some operations on its parent are not allowed. For more
information, refer to IBM System Storage N series Data ONTAP 7.2 Storage Management
Guide, found at:

http://www-1.ibm.com/support/docview.wss?uid=ssg157001595&aid=1
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» Only flexible volumes can be cloned. To create a copy of a traditional volume, you must
use the vol copy command, which creates a distinct copy with its own storage.

5.9.3 Effects on sizing

When a FlexClone volume is created, it shares all of its data with its parent volume. So even
though its logical size is the same as its parent’s size, depending on how much data it
contains, it can use very little free space. As data is written to either the parent or the
FlexClone volume, that data is no longer shared between the parent and FlexClone volumes,
and the FlexClone volume starts to require more space from its containing aggregate,
depending on the size of the changed data.

If you want to split the clone from its parent, it removes any space optimizations that are
currently employed by the FlexClone volume. After the split, both the FlexClone volume and
the parent volume require the full space allocation determined by their space guarantees.

Note: Because the clone-splitting operation is a copy operation that might take
considerable time to carry out, Data ONTAP also provides commands to stop or check the
status of a clone-splitting operation.

5.10 SnapManager for Microsoft Exchange

166

N series SnapManager for Microsoft Exchange is a software integrated with SnapDrive that
offers a comprehensive data management solution for Microsoft Exchange.

SnapManager for Microsoft Exchange dramatically reduces the time it takes to back up and
restore Exchange data by using SnapShot technology. Nearly instantaneous Snapshot
backups are verified for data integrity using Microsoft tools after each backup.

Restoring entire Microsoft Exchange databases with SnapManager can be done in minutes.
Restorations that used to take days can be accomplished in a matter of minutes and with
complete confidence.

Using SnapManager for Exchange, server scalability is no longer limited by the time it takes
to back up and restore data. SnapManager includes an intuitive graphical user interface with
task wizards that help simplify administration.

SnapManager for Microsoft Exchange is a licensed feature and can be obtained by contacting
IBM support.

If you are installing the SnapManager Version 4.0, Microsoft Powershell is required to support
it in Microsoft Exchange 2003 and Microsoft Exchange 2007.

Note: SnapManager is the recommended software for online backups in a Microsoft
Exchange environment installed on an IBM System Storage N series storage system. For
external backups, use IBM Tivoli Storage Manager (ITSM) in the environment.
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Part 3

Installing Lotus Domino
Server and Microsoft
Exchange on the IBM
System Storage N
series storage system

In this part, we discuss topics related to installing Lotus Domino Server and Microsoft
Exchange on the IBM System Storage N series. It is not meant as a comprehensive guide to
installing Lotus Domino Server and Microsoft Exchange but rather as a tool to pointing out
differences or considerations when the IBM System Storage N series is involved.
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Installing Microsoft Exchange on
IBM System Storage N series

This chapter provides the steps to access the IBM System Storage N series storage system
from the Microsoft Exchange server as well as how to install and configure the necessary
features and softwares on the server.

© Copyright IBM Corp. 2007. All rights reserved. 169



6.1 Accessing the IBM System Storage N series storage

system

After planning and implementing the necessary features on the IBM System Storage N series
storage system as well as creating the aggregates and volumes, it is time to access the IBM
System Storage N series storage system and creating the LUNs from the host client, which is
the Microsoft Exchange Server.

The first step is to install and configure the protocol that will be used for this access. At this
point you have already planned for the protocol you are going to use and have all the
infrastructure in place for the use of either iISCSI or FCP. There is some configuration that
need to be done on the IBM System Storage N series storage system and on the Microsoft
Exchange Server as well.

Note: Because of its improved performance and reliability, the recommended protocol is
FCP.

6.1.1 Fibre Channel Protocol (FCP)

Many companies already have a Fibre Channel infrastructure already in place. This eases the
installation and configuration of FCP on the Microsoft Exchange Server. Also, the companies
already have the knowledge for troubleshooting issues related to FCP.

The recommended configuration when using FCP is to have multiple paths configured. In this
manner, should any of the Host Bus Adapters (HBAs) or any of the Fibre Channel cords or
any of the FC Switches fail, you still have connectivity between the host and the IBM System
Storage N series storage system, as shown on Figure 6-1 on page 171.
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Figure 6-1 Multipathing configuration for Microsoft Exchange Server using FCP

Note: To enable the FCP protocol and the FCP adapter on the IBM System Storage N
series storage system, you will need an FCP license to be installed on the IBM System
Storage N series storage system. In the FilerView, select Filer — Manage Licenses and
scroll down the right pane until you see the FCP license. Add the FCP License and click

Apply.

Assuming that all the infrastructure is already in place and working, the first feature to install
and enable on the server is the Data ONTAP DSM for Windows MPIO software. This software
is part of the IBM System Storage N series solution and requires a license during the
installation. DSM for Windows MPIO will provide the driver for SnapDrive multipathing
capabilities either for high availability or load balancing on FCP infrastructures.

After installing Data ONTAP DSM for Windows MPIO, SnapDrive should be installed so that
the LUNs can be created.

Note: Despite the fact that the LUNs can be created from the IBM System Storage N
series storage system, the recommended procedure is to create the LUNs from the
Microsoft Exchange client using SnapDrive.

Installing SnapDrive for Windows

Important: Before installing SnapDrive, ensure that you have the latest patches installed
on your Microsoft Windows Server®.
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These are the steps to install SnapDrive on the Microsoft Exchange Server:
1. In the SnapDrive installation welcome window (Figure 6-2), click Next.

{i& SnapDrive - InstallShield Wizard E3

Welcome to the InstallShield Wizard for
SnapDrive

The: InstallShisld® Wizard installs SnapDrive on wour computer,
Click Mext bo continue.

WARMING: This program is protected by copyright law and
international treaties.

Cancel |

Figure 6-2 SnapDrive installation welcome window
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2. In the License Agreement window (Figure 6-3), accept the terms on the License
Agreement and click Next.

{i& SnapDrive - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

NetApp® Storage Management Application Integration
(SMAI) Product

END USER SOFTWARE LICENSE

IMFORTANT: READ THIS LICENSE CAREFULLY |

{% I accept the terms in the license agresment

™ 1 do not accept the kerms in the icsnse sgresment

InsktallShield - —

Figure 6-3 License Agreement
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3. In the License key window (Figure 6-4), type in the License key for SnapDrive and click

Next.

I?E' SnapDrive - InstallShield Wizard

Select SnapDrive to Install

Flease provide walid Snaplrive license bo install

Prowide Walid Snapliive Licenses Key
License Key:

T

Installzhield - —

= Back || Hext = I Zancel

Figure 6-4 License Key
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4. In the Customer information window (Figure 6-5), type in the User Name and Organization
information and click Next.

{i& SnapDrive - InstallShield Wizard

Customer Information

Enker wour information.

Ilser Mame:
e

Crganization:
=

InsktallShield -

Figure 6-5 Customer information
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5.

In the Destination Folder window (Figure 6-6), confirm or change the destination folder for
the installation files and click Next.

{i& SnapDrive - InstallShield Wizard

Destination Folder

Click Mext to install bo this Folder, or dick Change bo install to a different folder. =

@ Install Snaplrive ko
Z:\Pragram Files|IEM|SnapDrive] Charge... |

InsktallShield - —

Cancel |

Figure 6-6 Destination Folder

6.

In the SnapDrive Service Credentials window (Figure 6-7 on page 177), type in the
Account and Password for the user account to be used to start SnapDrive service and
click Next.

Note: The SnapDrive service user account should be a member of the Active Directory’s
Domain Admins group and be a member of the filer’'s local administrators group.
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|_!§'l SnapDrive - InstallShield Wizard

SnapDrive Service Credentials

Specify account information For the installed services.

administrators group as well as the local administrators group of this systen.
See the snapDrive Installation and Administration Guide for more details
about service account requirements.

f Ensure that the specified account is a member of the filer's local

Mote: IBM Y55 hardware provider registration aleo reguires user account information,

Accounk:

1750 Administrakar Add. .

Passward:

I*******

Confirm Password;

I*******

Installghield —

Cancel |

Figure 6-7 SnapDrive Service Credentials

7. Click Finish.

After the installation is done, no restart is needed in order to get SnapDrive for Windows
working.

Creating disks from SnapDrive
Now that the Data ONTAP DSM for Windows MPIO and SnapDrive are installed, the disk

drives can be added using the SnapDrive software.

In order to create the disks from SnapDrive, we assume that:

» An aggregate has been created on the filer.

» A volume has been created on the aggregate.

» A CIFS share has been created mapping the path to the volume.
» The Fibre Channel infrastructure is in place and working.

These are the steps to create the LUN from the SnapDrive:
1. Access the Computer Management MMC.

2. Expand Storage and then expand SnapDrive.
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3. Right-click Disks and click Create Disk, as shown in Figure 6-8.

Wiew  Window  Help

E Computer Management !El
Dk s ven wew wb sl

=] File action
e | @ B 2w %
g Computer Management {Local) mame | Descripkion

Disks SnapDrive disks managermeant

[_]..

l

Elﬁ& System Tools
@ Event Viewer

% Shared Folders

M7 Local Users and Groups

Storage
g Data ONTAP(R) DSM Manag

¥ Performance Logs and Alert:
7 Device Manager

Connect Disk. ..

Mews Window From Here

Help

| Hin

|Creates a wirtual disk

Figure 6-8 Disk creation using SnapDrive
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4. In the Create Disk welcome window (Figure 6-9), click Next.

Create Disk

Welcome to the Create Disk
m Wizard

Thiz wizard guides you through creating a wirtual dizk
on a lBM® filer,

To continue, click Mext.

Bac

Cancel |

Figure 6-9 Create disk welcome window
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5. On the Provide a Path and Name window (Figure 6-10), enter the information needed. For
the UNC path, use \\Filer IP\CIFS Share on the filer. Remember that this CIFS share
points to the volume you created. For the name for the new virtual disk, type in the name
you want to assign to the LUN that will be created. Click Next.

Create Disk

Provide a Path and Mame -
Enter a UMNC path to the filer network. share and a name for the new virtual dizk. W

Frovide a UMC path to the filer network. gshare for the virtual disk vou want to create. The
ghare must be at the root of the filer volume or gtree.

Enter a wirtual dizk LUMC path to filer volume or gtree:

WW192.168.3.237exch_logz

Browse... |

Enter a name for the new swirtual disk:

lun_exch_logs

Cancel |

Figure 6-10 Provide path and name window
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6. In the Select a virtual disk window (Figure 6-11), select Dedicated if this disk will be
accessed by only one server. Select Shared if this disk will be accessed by a Cluster
Service. Click Next.

Create Disk

Select a ¥irtual Disk Type
Select whether to create a dedicated dizk ar a shared disk. W

The wirtual disk can be created as a dedicated dizk or a shared disk. & dedicated dizk iz
accessible from only one spstem. & shared disk iz wsed only with Microsoft® Cluster
Services.

Select "Shared" if you are using this disk as a Microsoft Cluster Services phyzical disk
rezource. Othemwize, select "Dedicated".

Specify Virtual Dizk Type — —|
* Dedicated
™ Shared [Microsoft Cluster Services only) J

Cancel |

Figure 6-11 Select a virtual disk type window
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7. In the Select Virtual Disk Properties window (Figure 6-12), select if you want to assign a
drive letter (and which drive letter) for the disk being created or if you want to assign a
Volume Mount Point. The next option will impact the size that will be available for the LUN
creation. You need to select if you will reserve space for at least one snapshot of this LUN
on the volume. Then, enter the size you want for this LUN. Click Next.

Create Disk

Select Yirtual Disk Properties
Provide the drive letter and the zize of the virtual dizk to create. W

— Provide a Dnve Letter or Yolume Mount Point

% Aszsign a Drive Letter: ||_ vI

" UseYolume Mount Paint; I

— Do you want to limit the maximum disk zize to accommodate at least one znapshot on the volume?—

" Yes i+ Mo

Enter a wirtual dizk zize that is equal to or lezz than the maximum size, but greater than or
equal to the minimum zize.

b awimum Yirtual Dizk Size: 44 GA
Minimum Virtual Dizk Size: 32 MEB
Enter or Select Virtual Disk Size; 42 ﬁ JEEI j

Figure 6-12 Select Virtual Disk Properties window
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8. In the Select Initiators window (Figure 6-13), select the initiators from the Available
Initiators column on the left and click the arrow to move them to the Selected Initiators on
the right. Because we are using FCP, the initiators will be listed as the World Wide Port
Number (WWPN) of the HBAs on the system. Click Next.

Select Imtiators —
Select intiators to connect to thiz virtual disk. W

Specify the initiator(z] far the new virtwal dizk by zelecting the initiator name from the list
of available initiators for this host and then clicking the right arrow:

Awailable [nitiator(z): Selected Initiator(s):

21:00:00:20:86:12:0=:54
21:00:00:20:86:12:b5:56

»
L

< Back

Figure 6-13 Select Initiators window
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9. In the Summary window (Figure 6-14), verify if all the information is correct and click
Finish. This will start the LUN creation process on the filer.

Create Disk

Completing the Create Disk

m Wizard
You zuccessfully completed the Create Digk ‘Wizard

with the following zettings:
Digk UMC Path:  3.2374exch_logzhlun_exch_logs
Disk Size [MB]: 43008
Digk. Protocol Type: LUM
Digk Type:  Dedicated
Yolume Mount: L

Ability to Create
Snapzhot(z): MNO

To cloze this wizard and begin creating the disk, click
Finigh.

Cancel |

Figure 6-14 Summary window
10.SnapDrive will format the drive and a Disks window will appear (Figure 6-15). Click OK.
Disks

i | ou have successfully configured 2 dedicated disk on this swsterm,
|) The disk has been Formatted wath NTFS and is ready Far use,

Figure 6-15 Disks window

11.Now the disk is available for the Microsoft Exchange Server using the drive letter you
selected or using the Volume Mount Point you created.

After the LUN creation, when logging in to the Filer, you will notice that an Initiator Group has
been created for each HBA interface on the server. In the FilerView, select LUNs — Initiator
Groups — Manage for a list of the Initiator Groups on the Filer. A group named
viaRPC.ServerWWPN.ServerName will be created for each of the HBAs interfaces. You can
keep the configuration as is or you can create a new Initiator Group, add the server's WWPNs
as members, and map it to the LUN. These are the steps to create the Initiator Group:

1. In the FilerView, select LUNs — Initiator Groups — Add.
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2. As shown in Figure 6-16, enter the name for the group on the Group Name field. Select
the type of the initiator as FCP. Select the operating system as Windows. In the list of
initiators, add the WWPNSs of the HBAs on the Exchange Sever. Click Add.

iB-M System Storaghe.”" N series |

FilerView®

& itsotuc3 B 7) Add Initiator Group @
* Filer (7 LUNs — Initiator Groups — Add
* Volumes [ (%)
= Aggregates [ (7 Manage Initiator
= Storage (7) Groups]
= DFM (%)
= SnapMirror (7) Group Name: Exchange Server
Enter a group name for the
» CIES (D) s
i initiator group.
* NF5 (7 Cp— - >
: FCP v|@
e HTTP (7 : Select a type for the initiator
= LUNs (7 group.
T Operating System: Windows B
Enable/Disable Select the operating system type
Manage of the initiators in this group.
Add Initiators: 21:00:00:e0:8b:12:0e:54 | @
Show Statistics Enter a list of initiator names, 21:00:00:e0:8b:12:b59:56

separated by commas, spaces,

iti 7 Z e
* Initiator Groups (7 or newlines. For an FCP initiatar

Manage group, enter WWPNs (world wide
Add part names) For an i_SCSI
. initiator group. enter iSCS3l node
s FCP (7 names.
» iS5CSI (2

» MultiStore (7
= W

Figure 6-16 Add Initiator Group window
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3. After the Initiator Group has been created, select LUNs — Manage and click the LUN you
have created. This will show the LUN management window (Figure 6-17). Click Map LUN.

IBM System Storage™ N series
FilerView® About
L Ead
B tsotuc3 B 2) Modify LUN @
* Filerf (2 LUNs — Manage — Modify
s Volumes (= (7)
= Aggregates [ (%)
» Storage (7) Manage LUNs Map LUN
« DFM (2 [Online] Offline’ Delete
= SnapMirror (7)
« CIFS Path: fvolVol_Exch_Log/lun_exch_logs (@
« NFS (%) The full path of the LUN, for
- example f'volflunsflunCne. The LUM must be
s HTTP (2 created in the root directory of a volume or a
*+ LUNs (%) giree. y
Wizard Status: online
Enable/Disable Status of the LUN.
Manage LUN Protocol Type: Windows @
Add Select the multiprotocol type for the LUN
Show Statistics Description: @
» Initiator Groups (7! An optional description of the LUN
B Size: 45099210240 @
Add The size of the LUN. (Readonly field). The
« ECP @ Ejnrzatnt-exact size is 45099210240 bytes.
* iSCSI@ s , Bytes @
- A multiplier for the LUN size. (Readonly field).
s MultiStore (7) =
- ¥ Space Reserved: [#1 Snara Pacanmad (71 ¥

Figure 6-17 LUN Management window

4. Click the LUN Map window (Figure 6-18 on page 187) and click Add Groups to Map.

186 Using the IBM System Storage N series with Mail Servers




FilerView® About

& itsotuc3 [y 7 LUN Map @

* Filert (2 LUNS — Map LUNs

» Volumes =7

+ Aggregates [ (%) Manage LUNs [Add Groups to Map]
» Storage (7

« DFM (%) LUN: ivolVol_Exch_Log/lun_exch_logs

+ SnapMirror (7)
e CIFS (7

NFS (7)

HTTP .'p viaRPC.21:00:00:e0:8b:12:0e:54 NAMGNMT3 0 "]
LUNs 0 (7)

Wizard

Enable/Disable |@

Manage

Add

Show Statistics

Initiator Groups (7

Initiator Group LUN 1D Unmap
viaRPC.21:00:00:e0:8b:12:b%: 56 NANGWT3 ] |:|

Manage
Add
e FCP (%
s {SCSI(D
» MultiStore (7

By

Figure 6-18 LUN Map window

5. Select the Initiator Group you have just created and click Add.

6. Inthe LUN Map window, remove the old mapping by selecting the Unmap check box and
assign the same LUN ID to the new group. Click Apply.

7. Verify if the LUNs are accessible by the Microsoft Exchange Server.

6.1.2 Internet SCSI Protocol (iSCSI)

For companies that do not have an FCP infrastructure in place or for those that want to
access the storage using their Ethernet infrastructure and knowledge, iISCSI can be used as
the access protocol for communication between the Microsoft Exchange server and IBM
System Storage N series storage system.

iISCSI Initiator adapters off load the largest amount of processing from the server's CPU.
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In case there are no iSCSI adapters on your planned environment, the iSCSI Initiator
software can be used to provide the same connectivity to the IBM System Storage N series
storage system. The use of multipaths is also recommended when using a hardware or
software based iSCSI solution, as shown in Figure 6-19.

Microsoft Exchange Server

LAk Switches I".

\

IBM M serias Storage

Figure 6-19 Multipathing configuration for Microsoft Exchange Server using iSCSI

In the example, there are two interfaces on the server (either iISCSI hardware based or
Gigabit Ethernet cards) that connect to two different LAN switches. It is important, for
performance and reliability reasons, that these LAN segments and switches are other than
the public ones. The IBM System Storage N series storage system will have two of their
adapters also connected to both switches.

Note: To enable the iISCSI protocol and the iISCSI adapter on the IBM System Storage N
series storage system, you will need an iSCSI license to be installed on the IBM System
Storage N series storage system. In the FilerView, select Filer - Manage Licenses and
scroll down the right pane until you see the iSCSI license. Add the iSCSI License and click

Apply.

Assuming that the infrastructure is already in place and working, Microsoft iISCSI Software
Initiator has to be installed on the server. And after installing and configuring it, SnapDrive
should be installed and configured as well, so that the LUNs can be created.

Note: Despite the fact that the LUNs can be created from the IBM System Storage N
series storage system, the recommended procedure is to create the LUNs from the
Microsoft Exchange client using SnapDrive.
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Installing Microsoft iSCSI Software Initiator

Microsoft iISCSI Software Initiator is the software installed on the server that allows SCSI
communication over TCP/IP. This software is required if you are using the SCSI protocol to
communicate with the IBM System Storage N series storage system, but do not have the
hardware based iSCSI adapters.

Microsoft iSCSI Software Initiator will create additional layers in the network so that a layer for
the iSCSI protocol and for SCSI drivers are present. In this manner, the regular Network
Interface Card (NIC) could be used to communicate with the IBM System Storage N series
storage system.

As a best practice, always use the latest versions of the software and drives on your
environment, unless there are compatibility issues. For information about Microsoft iSCSI
Software Initiator and the latest versions, visit the following Web site:

http://www.microsoft.com/windowsserver2003/technologies/storage/iscsi/msfiSCSI.msp
X

The following steps outline the Microsoft iISCSI Software Initiator software installation:

1. In the Welcome window (Figure 6-20), click Next.

Software Update InstallationWizard, E x|

~

Use thiz wizard bo nstall the following software update:

Microsoft iISCSI Initiator

Before vou install this update, we recommend that you:

- Back up pour spstem
- Cloze &l open programs

“'ou might need bo restat your computer after you complete
thiz update. To continue. click Mext.

Cancel |

Figure 6-20 Welcome window
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2. In the Installation Options window (Figure 6-21), select the following options and click

Next:
a. Initiator Service
b. Software Initiator

c. Microsoft MPIO Multipathing Support for iSCSI

Software Update Installation Wizard

Microsoft 1ISC51 Imbiator Installabion

Microzoft ISCS] [ nitiator will be uporaded from 2 0k

— Inztallation O ptions

¥ “irtual Port Diive

IV Software Initiator

¥ Microsoft MPID Multipathing Suppost for iSCSI

< Back

Hest »

Cancel

Figure 6-21 Installation options window
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3. In the License Agreement window (Figure 6-22), agree to the terms and click Next.

Software Update Installation Wizard x|

License Agreement N
Al

Pleaze read the following beense agreement. To continue with setup,
yoL must accept the agreement.

END-LUISER LICENSE AGREEMENT FOR MICROSOFT i’
SOFT'WwARE

bdicrozoft iISCSI Initiator 2.0

IMPORTAMT - PLEASE READ THIS END-USER LICEMSE
AGREEMENT [EULAT) CAREFLILLY. BY INSTALLING,
COFYING OR OTHERWISE USING THE SOFTWARE THAT _I

™ | Do Mot Agiee & | Agiee it |
Carizel |

< Back

Figure 6-22 License Agreement window
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4. The installation starts. At the end of the installation, in the Finish window (Figure 6-23),
click Finish. If you do not want your server to reboot now, select the check box Do not
restart now. Otherwise, your server will reboot immediately.

Software Update Installation Wizard =

Completing the Microsoft iISCSI
@ Initiator Installation Wizard

r'ou have successfully completed the iecsi200 Setup
Wiizand.

To apply the changesz, the wizard has to restart
Windows. To restart Windows automatically, click
Finizhe If you want to restart later, select the Do not
restart now check box, and then click Finish,

Cancel |

Figure 6-23 Finish window

Configuring iSCSI connectivity

1. Start Microsoft iISCSI Initiator by using the desktop icon or by selecting Start — All
Programs — Microsoft iSCSI Initiator — Microsoft iSCSI Initiator. This will bring up
the iSCSI Initiator Properties window (Figure 6-24 on page 193).
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2. Copy the Initiator Node Name from the iSCSI Initiator Properties window (Figure 6-24).

iSCSI Initiator Properties |

General | Digcoven ] Targets [ Persiztent Targets | Bound Yolumes/Devices I

The i5C5| protocol wses the follovang information to uniguely
- identify thiz initiator and authenbcate targets.

[ritiator M ade Mame: iqn. 1991 05 com microzoft namgmt]. iteo. bucson

T o rename the initiator node, ciick Chanos.

To authenticate targets using CHAR, chok Secret to

zpecify a CHAR zecret Secret

Tao configure IPS ec Tunnel Mode addieszes, click T I

Turirel, Tunne
Ok Cancel Apply

Figure 6-24 iSCSI Initiator Properties window
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3. In the FilerView, select LUNs — Initiator Groups — Add. In the Add Initiator Group
window (Figure 6-25), type in a name for the group you are creating, select iSCSI as the
protocol for the group, select Windows as the operating system, and paste in the iISCSI
initiator node name you copied on the previous step.

: B
IBM System Storage™ N series
FilerView® About
n A
& 't"’m”':?’?' : Manage Initiator
L Filer%-’_?" Grougs
* Volumes [ (7)
7 3 =
S I\ggregat?s% Group Name: ExchangeServer @
* Storage (7 Enter a group name for the
« DFM (7 initiator group.
o SnapMirror (7) Type: o iscsl ¥| @
« CIFS (@ Select a type for the initiator
b group.
* NF5 (7 - -
e Operating System: Windows ~ |7
2 Select the operating system type
* LUNs (%) of the initiators in this group.
Wizard F— .
i Initiators: ign.1991-05.com.microsoft :namgmel . i @
Enable/Disable Enter a list of initiator names
Manage separated by commas, spaces
or newlines. For an FCP initiator
Add group, enter WWWPNs (world wide
Show Statistics port names). For an iISCSI
« Initiator Groups 7 initiator group, enter iISCSI node
names. ¢ >
Manage
Add
« FCP @) v
o iSCSI(7) 3l ?

Figure 6-25 Add Initiator Group window

4. In the Microsoft Exchange Server, click the Discovery tab and the iSCSI Initiator
Discovery window will be shown (Figure 6-26 on page 195). Click Add in the Target

Portals session.
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iSCSI Initiator Properties E |

General Discovery | Targets I Perziztent T argets I Bound Yolumes/Devices I

— Target Portals

Address | Port | Adapter | IF Addrezz 1

1
Hemowe Refrezh J

—i5MS Servers _l
MName 1
Add Remove | Refiesh |

Ok J Cancel J Ay

Figure 6-26 iSCSI Initiator Discovery window

5. In the Add Target Portal window (Figure 6-27), type in the IP address or DNS name of the
filer and click Advanced.

Add Targek Portal

Type the IP address or DMS name and socket number of the portal you
want to add, Click Advanced to seleck specific settings for the discovery
session ko the portal.

IP address or DNS name: Port:

192.168.3.237 3260

(0] 4 Cancel

Figure 6-27 Add Target Portal window
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6. In the Advanced Settings window (Figure 6-28), select Microsoft iSCSI Initiator as the
Local Adapter and then select one of the IP addresses as the Source IP. At this time, the
CHAP Authentication protocol may be configured, if it is defined on the IBM System
Storage N series storage system configuration. For this scenario, we are not going to use
CHAP. Click OK.

Advanced Settings KH

General | = |

— Connect by using

Local adapter: | Microsoft iSCS! Iritiator =l

Source [P; I 192.168.3.181 j

T arget Portal: I J ’
—CRC / Checksum _ =

[™ Data digest [~ Header digest

—I~ CHAP logon information —

CHAR helps ensure data secunity b providing authentication between
a target and a initiator ¢ to establizh & connection. |5E

specify the same targ il rel that was configured o rget
fior; this imitiator.

U zer mame; qur. 1-05.com. microzoft: namgmt . itzo.tuczon

T arget el ]

™ Eerfarm mutual authentication

wee mutual CHER specify an initiatan secret o the [nitiator Settings
1e and configure that sesret an the target.

Cancel Amply

Figure 6-28 Advanced Settings window
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7. Repeat steps 4 on page 194, 5 on page 195, and 6 on page 196 to obtain the additional

IP address, as shown in Figure 6-29. Click OK.

Advanced Settings

General | IPSec |

i E3

— Connect by uzing

Local adapter: | Microsoft iSCS| Iritiator

SowcelP:  [192168.3165 |
1

Target Portal: I ;J

— CRC / Checksum —]|
[T Data digest [ Header digest

— [~ CHAP logon information —
CHAR helps ensure data securnity b providing authentication befween
a target and ar initiator tiing to establish nnestion. T o use it
specity the same target CHAE secret that wa figured an the target
fior b imitiator,
zer name: |iqr'|." m. microzaft namarmt] . itso

T arget zecret; ]

™| Eerfo tual authentication

T uze val EHAE spesify
page and configure that secret

ritiator secret
the target.

the |nitiator Settings

Cancel

Al

Figure 6-29 Advanced Settings window
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8. In the iSCSI Initiator Discovery window (Figure 6-30), you will notice that two paths were
created for the same Target Portal, one for each interface. Depending on your
infrastructure configuration, this may change due to more Target Portals configured on the
IBM System Storage N series storage system.

iSCSI Initiakor Properties |
General DISCDVET}'I Targets | Ferzistent T argets | Bound VYolumes/Devices I
— Target Portals |
Addrezs | Part | Adapter | IP Address
192.168.3.237 3260 Microzoft ISCSI Initiator 192.168.3.1
192.168.3.237 3260 Microzoft ISCSI Initiator 192.168.3.1
4| | ] |
Add Hemove Refrezh |
=———— _
—I5MS Servers ~ —]
MName 1
Add Hemove J Refrezh |
k. Cancel | Apmly

Figure 6-30 iSCSI Initiator Discovery window

9. Click the Targets tab and a list of the targets iSCSI storage devices will be shown, as
shown in Figure 6-31 on page 199. Click Log On to configure the paths to the IBM System
Storage N series storage system.
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Generall Dizcovery Targets I Perzistent Targetsl Bound '\-’-:ulumes;’Devin::esI

Select a target and click Log On to access the storage devices for that
target. Click detailz to zee information about the zessions, connectionz and
devices for that target.

iSCSI Initiator Properties

Targets:
Mame | Status
iqn. 1986-03. com.ibm:zn. 101165597 Inactive

Detais [ [

H Refrezh |

] l Cancel J Sy

Figure 6-31 [SCSI Initiator Targets window

10.In the Log On to Target window, select both check boxes, as shown in Figure 6-32. This
will configure the path be persistent and will enable the multipathing. Click Advanced.

Log On ko Target

Targek name;

I iqri. 1986-03. com. ibm:sn. 101 165597

Iw| Automatically restore this connection when the system books
¥ Enable mulki-path

i". Cnly seleck this option iF I5CS1 muwt-path software is already installed
on Your Computer,

Ok Cancel

Figure 6-32 Log On to Target window
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11.In the Advanced Settings window (Figure 6-33), select Microsoft iSCSI Initiator as the
Local Adapter, select the first IP address as the Source IP, and select the proper Target
Portal’s combination of IP address and port number. Click OK.

Advanced Settings

General | IPSec I

— Connect by using

Local adapter: IMichSth ISCSI | mitiatar _"_I |

Source |P: [192.168.3.181 =] |
Taiget Partal: | 192.168.3.237 / 3260 ~|
S|
—CRC / Checkzum
[T Data digest [~ Header digest
_ U A
— I~ CHAP logon information
EHAR helps ensure data securnity B pros authentication betwes
a target and an intiator tiing te eztablizh & connestion, To uze it
specifythe same target CHAR secret that was configured o the target
for thiz initiator,
Uzer name: ]”‘ln. 11-05. com. microzoft namgmt? . itzo. tucs

T arget secret: I

[T Ee mutwal authenticaticn

T'm use mutual EHAR specify an initiator secret an the lnitiatarn, Settings
ge and configure that secret an farget.

Cancel Amply

Figure 6-33 Advanced settings window

12.Repeat steps 9 on page 198, 10 on page 199, and 11 for the additional IP address on the
Microsoft Exchange Server. Select this additional IP address as the Source IP, as shown
in Figure 6-34 on page 201. Click OK.

200 Using the IBM System Storage N series with Mail Servers



General | IPSec |

— Connect by uzing

Advanced Settings EE3

Local adapter: | Microsoft iSCS| Iritiator |
Sowce|P:  |192168.3.185 =] |
Taiget Portal: | 192.168.3.237 / 3260 =|

— CRC / Checksum
[T Data digest [T Header digest J

~[™ CHAP logon information

EHAR Helps ensure data securnity b providing authentication Getw

a target and am intiator tioing to establizh & connection. To i
specify the same target CHAR secret that was configured on the target
fior thiis imitiator,

Usern name: qun.1 931 -05. com. microzoft namamt] . iteo. tucson
Trarget zec I

™| Eerfamn mutuzl authentication

Ta uze mutual CHAF sifiy an imitiaton, zecret an the nitiatan Settings
page and configure that secret an the targ

Cancel Spply

Figure 6-34 Advanced Settings window

13.Click OK to clos

At this point, the co

System Storage N series storage system is established. SnapDrive installation can take

place.

e the iSCSI Initiator Properties window.

mmunication between the Microsoft Exchange Server and the IBM
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Installing SnapDrive for Windows
These are the steps to install SnapDrive on the Microsoft Exchange Server:

1. In the SnapDrive installation welcome window (Figure 6-35), click Next.

|!'§ SnapDrive - Installshield Wizard Ed

Welcome to the InstallShield Wizard for
SnapDrive

The Instalishield® Wizard installs SnapDrive on wour compuker,
Click Mext to continue.

WARMIMNG: This program is protected by copyright law and
international treaties.

Cancel |

Figure 6-35 SnapDrive installation welcome window
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2. In the License Agreement window (Figure 6-36), accept the terms in the License
Agreement and click Next.

{5 SnapDrive - InstallShield Wizard

License Agreenent

Please read the following license agreement carefully.

NetApp® Storage Management Application Integration
{SMAI) Product

END USER SOFTWARE LICENSE

IMFORTANT: READ THIS LICENSE CAREFULLY |

{* T accept the terms in the license agresment

™ I do not accept the terms in the ficsnse sgresment

InstallShield - —

Figure 6-36 License Agreement
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3. In the License key window (Figure 6-37), type in the License key for SnapDrive and click
Next.

{i SnapDrive - InstallShield Wizard

Sselect SnapDrive to Install

Flease provide walid Snaplrive license bo install

Prowide ¥alid SnapDrive License kKey
License Key:

ImstallShisld - —

= Back || Hext = I Zancel

Figure 6-37 License Key
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4. SnapDrive will check for the minimum requirements for the iISCSI driver version, as shown
in Figure 6-38. Click Next.

I?E' SnapDrive - InstallShield Wizard
Microsoft iSCSI Service and iSCSI initiator{s) Information

Check current Microsoft iSCSI Service and installed 9091 HBA(s) plus
drivers WHOQL signature status information.

Microsoft iSCST  [rztslled Yersion Mirsmum Required
Service Info Yersion
5.2,3790.3273 5.2.3790.1895 Get MS i5CST Info

Installed iSCSI HBA(s) and ¥WHOL signature information

Click Mext to conkinue,

Installshield —

Figure 6-38 iSCSI Service and iSCSI Initiator Information window
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5. In the Customer information window (Figure 6-39), type in the User Name and
Organization information and click Next.

{i& SnapDrive - InstallShield Wizard

Customer Information

Enker wour information.

Ilser Mame:
e

Crganization:
=

InsktallShield -

Figure 6-39 Customer information
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6. In the Destination Folder window (Figure 6-40), confirm or change the destination folder
for the installation files and click Next.

|_!§'l SnapDrive - InstallShield Wizard

Destination Folder

Click Mext to install bo this Folder, or dick Change bo install to a different folder.

Q Install Snaplrive ko
C:\Program Files\IBM|SnapDrive) Change. .. |

Installahield - —

Cancel |

Figure 6-40 Destination Folder

Chapter 6. Installing Microsoft Exchange on IBM System Storage N series 207



7. In the SnapDrive Service Credentials window (Figure 6-41), type in the account and
password for the user account to be used to start the SnapDrive service and click Next.

Note: The SnapDrive service user account should be a member of the Active Directory’s
Domain Admins group and be a member of the filer’s local administrators group.

jii SnapDrive - InstallShield Wizard

SnapDrive Service Credentials ‘ a

Specify account information For the installed services. -
peary N ey

administrators group as well as the local administrators group of this system.
See the SnapDrive Installation and Administration Guide for more details
about service account requirements.

j Ensure that the specified account is a member of the filer's local

Mote: I6M Y35 hardware provider registration aleo reguires user account information,

Acoounk;

[1T50h Administratar Add. .

Password:

I*******

Confirm Fassword:

I*******

Inskallshisld

E

i Cancel |

Figure 6-41 SnapDrive Service Credentials

8. Click Finish.

After the installation is done, no restart is needed in order to get the SnapDrive for Windows
working. When accessing the Computer Management MMC, you will notice the SnapDrive
snap-in and the iISCSI Management snap-in showing the already configured connections for
the IBM System Storage N series storage system (see Figure 6-42 on page 209).
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@, File  Action  Wiew  Window  Help ‘ _|E'|5|
€= | BERER 2B K
@, Computer Management (Local) Iniistor HBA Imitiakor IR | Target Portal [P |
=+l System Tools B tsorosoft 5051 Initistor ~ 197.168.3.181  192,168.3.237
Eel-{fg] Event viewer Brvcrosoft 5CS1 Initistor  192.168.3.165  192,168,3.237

Local Users and Groups
] Perfarmance Logs and alerts
L m Device Manager

EI@ Skorage
E@ SnapDrive

[#]- Disks

E Shared Folders

=452 iSCSI Management
i @ ign, 1986-03. com.ibm:sn. 101 165597
-- Removable Storage
& Disk Defragmenter
.—."—, Disk. Managemenk
[]--@ﬁ Services and Applications

a B 2l
| | |

Figure 6-42 Computer Management MMC with SnapDrive

Creating disks from SnapDrive

Now that the Data ONTAP DSM for Windows MPIO, Microsoft iSCSI Initiator Software, and
SnapDrive are installed, the disk drives can be added using the SnapDrive software.

In order to create the disks from SnapDrive, we are assume that:

» An aggregate has been created on the N series.

» A volume has been created on the aggregate.

» A CIFS share has been created mapping the path to the volume.

» iSCSI and networking infrastructures are in place and working.

These are the steps to create the LUN from the SnapDrive:
1. Access the Computer Management MMC.
2. Expand Storage and then expand SnapDrive.
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3. Right-click Disks and click Create Disk, as shown in Figure 6-43.

E Computer Management !E[

Q File  Action Wiew Window  Help | ===
N EREEE
Q Computer Management {Local) Marne ] Descripkion
Eﬁ@ System Tools %Disks SnapDrive disks management
@ Event Yiewer @iSCSI Management SnapCrive 551 management

+ Shared Falders
Local Users and Groups

Connect Disk. ..

Mew window From Here

Help

[Creates a virtual disk |

Figure 6-43 Disk creation using SnapDrive
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4. In the Create Disk welcome window (Figure 6-44), click Next.

Create Disk

Welcome to the Create Disk
m Wizard

Thiz wizard guides vou through creating a virtual disk,
on a |BM® filer,

To continue, click Mest,

Bac

Cancel |

Figure 6-44 Create Disk welcome window
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5. In the Provide a Path and Name window (Figure 6-45), enter the information needed. For
the UNC path, use \\Filer IP\CIFS Share on the filer. Remember that this CIFS share
points to the volume you created. For the name for the new virtual disk, type in the name
you want to assign to the LUN that will be created. Click Next.

Create Disk

Provide a Path and Mame
Enter a UMNC path to the filer network. share and a name for the new virtual dizk. W

Frovide a UMC path to the filer network. gshare for the virtual disk vou want to create. The
ghare must be at the root of the filer volume or gtree.

Enter a wirtual dizk LUMC path to filer volume or gtree:

WW192.168.3.237exch_logz

Browse... |

Enter a name for the new swirtual disk:

lun_exch_logs

Cancel |

Figure 6-45 Provide path and name window
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6. In the Select a virtual disk type window (Figure 6-46), select Dedicated if this disk will be
accessed by only one server. Select Shared if this disk will be accessed by a Cluster
Service. Click Next.

Create Disk

Select a ¥irtual Disk Type
Select whether to create a dedicated dizk ar a shared disk. W

The wirtual disk can be created as a dedicated dizk or a shared disk. & dedicated dizk iz
accessible from only one spstem. & shared disk iz wsed only with Microsoft® Cluster
Services.

Select "Shared" if you are using this disk as a Microsoft Cluster Services phyzical disk
rezource. Othemwize, select "Dedicated".

Specify Virtual Dizk Type — —|
* Dedicated
™ Shared [Microsoft Cluster Services only) J

Cancel |

Figure 6-46 Select a Virtual Disk Type window
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7. In the Select Virtual Disk Properties window (Figure 6-47), select if you want to assign a
drive letter (and which drive letter) for the disk being created or if you want to assign a
Volume Mount Point. The next option will impact the size that will be available for the LUN
creation. You need to select if you will reserve space for at least one snapshot of this LUN
on the volume. Then, enter the size you want for this LUN. Click Next.

Create Disk

Select Yirtual Disk Properties
Provide the drive letter and the zize of the virtual dizk to create. W

— Provide a Dirive Letter or Yolume Mount Point

{* Aszsign a Drive Letter: ||_ vI

™ UseYolume Mount Paint; I

— Do you want to limit the maximum disk size to accommodate at least one snapshat on the volume?
= Yes i* No

Enter a wirtual dizk size that is equal to or less than the masimum size, but greater than or
equal to the minimum zize.

b awimum Yirtual Disk Size: 44 GB
Minimum Yirtual Disk Size: 32 MB
Enter or Select Virtual Disk Size: 42 i" ]GE j

< Back

Cancel |

Figure 6-47 Select Virtual Disk Properties window
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8. In the Select Initiators window (Figure 6-48), select the initiators from the Available
Initiators column on the left and click the arrow to move them to the Selected Initiators on
the right. Because we are using iSCSI, the initiators will be listed as the Initiator node
name on the Microsoft iISCSI Initiator software configuration. Click Next.

Create Disk

Select Initiators -
Select initiators to connect to this virtual dizk. W

Specify the initiator[z] for the new virtual digk by =electing the initiator name from the list
of available initiators for this host and then clicking the night arrow:

Awailable Imitiator(z); Selected Initiator(s):
igr. 1991 -05. com. microsoft: namamt1. itso. tuc

)
-

4 | ]
Cancel |

Figure 6-48 Select Initiators window
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9. In the Summary window (Figure 6-49), verify if all the information is correct and click
Finish. This will start the LUN creation process on the filer.

Create Disk

Completing the Create Disk

m Wizard
Y'ou successfully completed the Create Digk ‘wizard

with the following settings:
Digk UMC Path:  3.237hexch_logzhlun_exch_logs
Disk Size [MB): 43008
Digk. Protocol Type: LUM
Digk Type:  Dedicated
Yolume Mount: L

Ability to Create
Snapshot(z]: MO

To cloze thiz wizard and begin creating the disk, chck
Firizh.

Cancel |

Figure 6-49 Summary window

10.SnapDrive will format the drive and a Disks window will appear (Figure 6-50). Click OK.

Disks

i | You have successfully configured 2 dedicated disk on this swskenn,
-x._/l The disk has been Formatted wath NTES and is ready for use,

Figure 6-50 Disks window

11.Now the disk is available for the Microsoft Exchange Server using the drive letter you
selected or using the Volume Mount Point you created.
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Important: When using iSCSI to map the LUNs from the IBM System Storage N series
storage system to the Microsoft Exchange Server, you should guarantee that the Server
service does not start before the Microsoft iSCSI Initiator service. If that happens, the
shares on the LUNs will be unavailable until you restart the Server service.

To resolve this problem, create a dependency between the Server service and the
Microsoft iSCSI Initiator service by following these steps:

1. Select Start —» Run and type regedt32.exe to start the Registry Editor.

2. Navigate to the key HKLM\SYSTEM\CurrentControlSet\Services\LanManServer.
3. Select LanManServer and select Edit — New — Multi-String Value.
4

. Type DependOnService as the value name. Notice the lack of space between the
words and capitalization of letters.

5. Double-click the DependOnService value and type in MSiSCSI.
6. Click OK.

7. In the iSCSI Initiator Properties window, shown in Figure 6-24 on page 193, click the
tab Bound Volumes/Devices.

8. Click Add and type in the drive letters for all the LUN drives available to the Microsoft
Exchange Server. This configuration will guarantee that the Microsoft iISCSI Initiator
service will only be started after all resources listed on this tab are online as well. Click
OK.

9. Restart the server.

6.2 SnapManager for Microsoft Exchange

SnapManager for Exchange is an licensed product that helps Exchange Administrators
manage day by day activities. Backups, restores, management, archival, and many other
options are facilitated by using the SME integrated with the SnapDrive on the Microsoft
Exchange environment.

To take advantage of the SME features, you need to install it on the Microsoft Exchange
Server. Optionally, you can install it on a second server only for management purposes.

Microsoft Exchange Server software installation will not be covered by this IBM Redbooks
publication. Because the database files, transaction log files, SMTP queues, and MTA queues
will be moved during SME configuration, the actual path for these files makes no difference to
the configuration. It will make no difference if they are in the original installation path or if they
had been moved for administrative purposes.
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Installing SnapManager for Microsoft Exchange

These are the steps to install SnapManager for Exchange on the Microsoft Exchange server

Important: SnapManager for Microsoft Exchange Version 4.0 requires Windows

Powershell to be installed first because of its support for Microsoft Exchange 2007. Many
automated functions on SME are executed by Powershell scripts.

1. Start the installation, and in the SME Welcome window (Figure 6-51), click Next.

|f.¥ SnapManager® for Microsoft Exchange - Installshield Wizard
Welcome to the InstallShield Wizard for
SnapManager® for Microsoft® Exchange
—

The InstaliShield Wizard will install SnapManager For Microsoft
Exchange on your computer. Click Mext to continue.

inkernationa reabes.

WARMNIMNG: This program is protected by copyright law and

Figure 6-51 SME Welcome window

Cancel |

218 Using the IBM System Storage N series with Mail Servers



2. In the License Agreement window (Figure 6-52), accept the terms and click Next.

]iEIJ SnapManager® for Microsoft Exchange - Installshield Wizard

License Agreemenkt

Flease read the following license agreement carefully.

CUSTOMER SOF TWARE LICENSE

IMPORTANT: READ THIS LICENSE CAREFULLY
BEFORE INSTALLING OR USING SOFTWARE

% I accept the kerms in the license agresment
{~ 1 do not accepk the kerms in the license agreement

Installshield

Figure 6-52 License Agreement window
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3. In the Customer Information window (Figure 6-53), type in the information for the User
Name and Organization. Select the type of License you have for the SnapManager for
Microsoft Exchange. If it is a Per Server License, you need to type in the license before
you proceed. If it is a Filer License, then the license is installed on the IBM System
Storage N series storage system. Click Next.

Note: If you have a Filer License, this license has to be installed prior to the installation of
SME. In the FilerView, select Filer - Manage Licenses and scroll down the right pane
until you see the SnapManager Exchange license. Add the SnapManager Exchange
license and click Apply.

|§§ SnapManager® for Microsoft Exchange - InstallShield Wizard

Customer Information ‘

Please enter your information. i A |
_— ||lL L,

Lzer Mame:

f1Bt1

Organization:

e

License Tvpe:

* Per Filer
= Per Server

License key:

InstallShield —

= Back

Cancel |

Figure 6-53 Customer Information window
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4. In the Destination Folder window (Figure 6-54), verify the path where the source files for
SME will be installed. If you need to change this path, just click Change and select a new
path. Click Next.

|§'§l SnapManager® for Microsoft Exchange - InstallShield Wizard
Destination Folder
Click Mext to install to this Folder, or dick Change bo install to a different folder.
@ Install Snapianager For Microsoft Exchanoge bo:
C\Program Files\IBMSnapianager For Exchange!, Change... |
Inskallshield ——————— -
< Back Zancel |

Figure 6-54 Destination Folder window
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5. In the SnapManager Server Identity window (Figure 6-55), type in the User Account and

Password that will be used to start the SME service. The recommended configuration is to
use the same SnapDrive service account on the SME configuration, because this user
account already has the permissions set on the IBM System Storage N series storage
system and on the Microsoft Exchange Server. Click Next.

|i¥l SnapManager® for Microsoft Exchange - Installshield ¥Wizard

SnapManager Server Identity ‘_ i |

Enter the user account wou wank bo use to nun SnapManaoger.

The specified account must haye f&dministrator rights on the Exchange
server and be an Exchange Administrator in the Exchange administrative
group. For more information about user accounts, see the Installation and
Administration Guide.

Sooounk:
1750 Administrakor Browse. .. l
Bassword:

I*******

Confirm Password:

I*******

Insktallshield

< Back

Figure 6-55 SnapManager Server Identity window

6.

In the Ready to Install window (Figure 6-56 on page 223), click Install to start the
installation process. After the installation, click Finish. No reboot is needed.
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|i¥ SnapManager® for Microsoft Exchange - Installshield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installakion.

If wou want ko review or change any of your installation settings, dick Back, Click Cancel ko
exit the wizard,

Installshield — )

Zancel |

Figure 6-56 Ready to Install window

Configuring SnapManager for Microsoft Exchange
After installing the SnapManager for Microsoft Exchange, start the application by selecting
Start —» All Programs — IBM — SnapManager for Exchange Management Console.

Because this is the first time the MMC is being opened, it has to be customized and the
SnapManager for Microsoft Exchange has to be configured on the Microsoft Exchange
server. The following steps should be used to configure the SME upon first use:

1. The information window shown in Figure 6-57 appears. Click OK.

SnapManager for Exchange Ed

L.}
1 Please specify an Exchange server you want ko manage.

Figure 6-57 Information window
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2. A Microsoft Exchange Server should be added to the Management Console. At this time,
SME will search for the Microsoft Exchange Servers on the Active Directory Infrastructure
and will bring you a list of them, as shown in Figure 6-58. Double-click the server's name
in the list and click Add. Alternatively, you can click Browse and search for your server on
the Network Places tree. After selecting the server, click Add.

Add Exchange Seryers to be managed
Chooze the Exchangs Server pou want ko manags. =m

Select an Exchange server from the st / Browse" to select a server and click on 'Add' o s
add the server.

Exchange Serser ¢ | Wersion Domain
Yersion 6.5 [Buld 76

Kl [

Selected Exchange Server:

[NAMGHMT 3 Browse... |

Cancel | Help |

Figure 6-58 Add Exchange Servers window

3. If this is the first time the server is being added to the SME, a warning window, shown in
Figure 6-59, appears indicating that the Configuration Wizard should be run prior to
accessing the server. Click OK.

SnapManager for Exchange

L] "_n., SnapManager For Exchange is nok configured on NAMGMTS vet, please run Configuration Wizard First,
)

Figure 6-59 Warning window
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4. The Configuration Wizard automatically starts and the Welcome window (Figure 6-60) is
shown. Click Next.

SnapManager for Exchange - Configuration Wizard

1 SnapManager for Exchange - Configuration Wizard

= Start

=P erification settings

=P hove storage to LUNs
=P SCS| Dependency
=P MNotification S etings

=¥ Completion

=P E xchange Server to Configure

Wizard

To continue, click Mext

Welcome to the SnapManager for Exchange Configuration

Thiz wizard helps vou select the database venfication server, move the Exchange databases
and transaction logs to Data ONTAP LUNs and configure automatic event nobification.

Help |

LCancel |

Figure 6-60 Configuration Wizard welcome window
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5. In the Verification Server Settings window (Figure 6-61), type in the name of the server
that will be used as the verification server for the backed-up databases. The Microsoft
Exchange server name will be filled in automatically. If you want to change the verification
server type in the server’'s name or click Browse to select it from the Network Places tree.
Note that if the server being designated as the verification server is not a Microsoft
Exchange server, you need to copy the Eseutil.exe file to the server and then specify the
full path to the file in the Verification Setting window. Because the server selected in
Figure 6-61 is the Microsoft Exchange server, the option is grayed out. Click Next.

SnapManager for Exchange - Configuration Wizard

{LJ— | SnapManager for Exchange - Configuration Wizard
Ol

A

Database Verification Server

= Chart
Specify a computer bo use to venfy the Exchanoe databases in pour Snaphanager backups.
*fou can select your Exchange server to be your verification server, or you can use remote

Wenficah L P X
Bl werfication by selecting another computer.

=P E xchange Server to Configure

Werficalion Server:

]namgmtS Browse |

=P Natification 5 sttings Eseutil exe path on computer

|

If Exchange is not installed on the computer you select. you will need to specify the eseutil exe
file path and copy the neceszay fles to that computer before proceeding

™ Select a verification server later using the Dptions menu Advanced |

=P hove storage to LUNs

=P SCS| Dependency

=¥ Completion

Help | < Back

Figure 6-61 Verification Server Settings window

6. The full path to the Eseutil.exe file will be automatically discovered by SME, as shown in
Figure 6-62, because the server is a Microsoft Exchange server. Click OK.

SnapManager for Exchange

\_“]:‘) Setup of eseutil, exe path C:\Program FilesiExchervribinieseutil. exe on MAMGMTS successFully completed.

Figure 6-62 Eseutil path window
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7. In the Microsoft Exchange Server to configure window (Figure 6-63), confirm the name of
the Microsoft Exchange server that you are configuring and click Next.

SnapManager for Exchange - Configuration Wizard

FLL;J,]—%;] 1 SnapManager for Exchange - Configuration Wizard
&)
£

Exchange Server to Configure

= Chart

=P Verification settings Confirm that you want to configure the specified Exchange server. Click Mext to continue.

=P Erchange Server to Configure

=P hove storage to LUNs Exchange Server:

=P 5051 Dependency [HAMEMTS
=P MNotification S etings

=¥ Completion

Help |

§

LCancel |

Figure 6-63 Exchange Server to configure window
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8. The next step in the SME configuration is to move the Storage Groups to the IBM System
Storage N series storage system’s LUNs. The first window will show the databases on the
Storage Groups: Mailbox Store and Public Folder Store (see Figure 6-64). If the Microsoft
Exchange Server has more then one Storage Group, all of them will be shown. Expand
the Storage Group container and select the database you want to move to the LUN. The
whole Storage Group can also be selected. In the Available Disks window, select the LUN
where you want the databases to be moved to and click the arrow button.

Féj—' 1 SnapManager for Exchange - Configuration Wizard
:'JM ﬁ j Select a Storage group or database to move to a LUN

Select a storage group or a database in the left pane. and a LUN in the Disk List, then click the <=3 button

= Start to aszociate them.
= Verification settings Storage Group Disk Status Awallable Disks
age Group | Local C | ReConfigure
=P E xchange Server to Configure Mailbox Store [ |C FeConfiguie
3 e st i LN 6] Public Folder St... |C ReConfigure
=P SCS| Dependency
=P MNotification S etings ﬂ | » ll 4
Database Location Results
=¥ Completion
StorageGroup From | To
Reconfigune |
Details...
o B M|

Help | < Back Hest > | Cancel |

Figure 6-64 Database move window
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9. The database will be marked to be moved and the result will be shown in the Database
Location Results window (see Figure 6-65). Click Next.

SnapManager for Exchange - Configuration Wizard
| | SnapManager for Exchange - Configuration Wizard
Select a Storage group or database to move to a LUN

Select a storage group or a database in the left pane. and a LUN in the Disk List, then click the <=> button
= Start to aszociate them.
= Verification settings Storage Group Disk | Status Awallable Disks
=P E xchange Server to Configure

i=r

=P Move storage to LUNs
=P SCS| Dependency
=P MNotification S etings ﬂ I r

Database Location Results
=¥ Completion

StorageGroup
; Mailbox Store NAMGMT3)
8] Public Folder Store NAMGMT3) | Unknown
Reconfigune |
Details... I
Kl
Help | Eack Mest > | LCancel |
Figure 6-65 Database move window
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10.The next step is to move the transaction log files to the IBM System Storage N series
storage system’s LUNs. Considering that you have only one Storage Group, only one set
of transaction log files will be shown, as shown in Figure 6-66. Select the set of transaction
log files to be moved to the left pane. In the Available Disks window, select the LUN where
you want the transaction log files to be moved to and click the arrow button.

SnapManager for Exchange - Configuration Wizard

= Chart

1 SnapManager for Exchange - Configuration Wizard

Select a set of logs from one or more storage groups to move to a LUN.

Select a storage group in the left pane. and a LUN in the Disk List. then click the <=> button to associate the
tranzaction logs for that storage group wath that LUK,

= '/ erification zettings Storage Group Disk Status Avyailable Disks

Locallog

=P E xchange Server to Configure

=P Move storage to LUNs

=P SCS| Dependency

=P Motification Setings 4| | »
Database Location Results
= Completion 5
StorageGroup From To
Beconfigure |
Dietails.... |
4 | b

Help | < Back Hest > | Cancel |

Figure 6-66 Transaction log files move window
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11.The set of transaction log files will be marked to be moved and the results will be shown in

the Database Location Results (see Figure 6-67). Click Next.

SnapManager for Exchange - Configuration Wizard

SnapManager for Exchange - Configuration Wizard

Select a set of logs from one or more storage groups to move to a LUN.

= Chart

=P erification settings

=P E xchange Server to Configure
=P Move storage to LUNs

=P SCS| Dependency

=P MNotification S etings

=¥ Completion

Select a storage group in the left pane. and a LUN in the Disk List. then click the <=> button to associate the
tranzaction logs for that storage group wath that LUK,

Storage Group

| Disk

Status

<

Svailable Disks

Database Location Results

StorageGroup

Beconfigure |
Dietails.... |

Help |

§

Mest >

LCancel |

Figure 6-67 Transaction log files move results window
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12.The next step is to move the SMTP and MTA queues. Depending on your planned

environment these queues will or will not be moved to a LUN on the IBM N series storage
system. If you planned to move them to the external LUN, notice that these queues should

not be placed on the same LUN as the database files. By default, the SMTP and MTA
queues will be preserved on the local disks, as shown in Figure 6-68. If you want to
change the location of the external LUN on the IBM System Storage N series storage

system, click Reconfigure and set the location accordingly. Notice that on our scenario,
only the Transaction Log files’ LUN is available to select. Click Next when you are done

with the SMTP and MTA queues location configuration.

[_|'|

L?j_ 1 SnapManager for Exchange - Configuration Wizard
= ﬁ j Select a Storage group or database to move to a LUN

SnapManager for Exchange - Configuration Wizard

specified service files.
=P erification settings

Place the SMTP and MTA fles on a local disk or LUN that does not contain Exchange databases.

=P Start Select a service in the left pane. and a LUM in the Disk List. then click the <= button to set the new location of the

MTA System Files

LocalC.C

Local C

LocalC. C

Storage Group | Disk Status Available Dizks
=P E xchange Server to Configure
=P Move storage to LUNs 1=
=P SCS| Dependency
=P MNotification S etings
&
7 Conplalion Service file location results:
StorageGroup From | To

FReconfigure

!

Details...

LCancel |

Figure 6-68 SMTP and MTA queues move results window
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13.The next step is to configure the Snaplnfo Directory location. By default and as
recommended, SME configures the Snaplinfo Directory to be on the same LUN as the
Transaction Log files (see Figure 6-69). If for any reason you want to change the Snaplinfo
Directory location, click Reconfigure and select the new destination LUN. Click Next.

SnapManager for Exchange - Configuration Wizard

| SnapManager for Exchange - Configuration Wizard

Select directories to store the backup infermation.

Select a storage group in the left pane and a LUM from the Disk List, then click the <=» button to configure the

P Start location of the Snaplnfo drectory.

= Verification settings Storage Group | E"'ﬂil’iﬂ Disk Status Awvailable Dizks

=P E xchange Server to Configure
=P Move storage to LUNs
=P SCS| Dependency

=P Motification Setings 4 | »
Resulting Snaplnfo drectony:

=¥ Completion

Recanfigurs |

Detailz...

Help | < Back

Figure 6-69 Snaplnfo Directory window
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14.The window seen in Figure 6-70 will appear only if SME detects that the Microsoft iISCSI
Software Initiator is installed on the Microsoft Exchange server. This will not be shown for

an FCP connected server. Accept the default to make the Microsoft Exchange System

Attendant service dependent on the Microsoft iISCSI Initiator service. This configuration
prevents the Microsoft Exchange services from trying to start up before the LUNs (through
the connection made by the Microsoft iISCSI Software Initiator) are available. Click Next.

SnapManager for Exchange - Configuration Wizard

L o

b =11 | SnapManager for Exchange - Configuration Wizard
Lgy ﬁ j Add Microsoft iSCSI Service Dependency

= Chart

=P E xchange Server to Configure

=P hove storage to LUNs

=P MNotification S etings

o Yes. add the Mic
=¥ Completion o it [

I5CSI service.

=P i5C5I Dependency System Attendant senvice from starn

¢ No. don't make the Exchang

=P Verification settings Select Whether to add the MSISCSI service as a dependency for the MSE xchangeSa service

Your system has the Microsolt (I5C5I Intiator nstalled. You can configure the Microsoft iISCSI service
as a dependency for the Microsolt anoe System dAttendant. Thiz will prevent the Exchange
=fore the Microsoft iISCS] service starts [recommended).

=oft I5C51 service a3 a dependency for Exchange Systern
ommended].

= System Attendant dependent on Microsoft

Help |

LCancel |

Figure 6-70 iSCSI Dependency window
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15.The next window will show you the notification configuration for SME, as shown in
Figure 6-71. SME can be configured to send mail notifications to administrators. After you

have configured it as needed, click Next.

SnapManager for Exchange - Configuration Wizard
FLJ =11 | SnapManager for Exchange - Configuration Wizard
Y ‘ Configure Automatic Event Notification {Recommended)
=P Start Configure SMTP e-mail, storage system spslog and AutoSupport for event notification.
=P erification settings I Send e-mail notification
=P E xchange Server to Configure
SMTP Server ! Advanced. .. |
=P tdove storage to LUMs From: [SHEAUoS ender Send a Test E-mail |
To
=P SCS| Dependency o I
Subject: E'E:"::"e-":_:e' or Exchange
=¥ Notification Settings Note: Text vill be added to default subject string
=P Caiclelion 2 Log Snapklanager events to storage spstem spslog
W Send AutoSupport Notification
I~ On failure oniy
If dwboSupport iz enabled on the shorage system, Snaphanager can alert of SnaphManager erors
and events.
Help | < Back LCancel |
Figure 6-71 Event notification window
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16.The Summary window will appear (Figure 6-72). Review the configuration and click

Finish.

| =

SnapManager for Exchange - Configuration Wizard

j*] SnapManager for Exchange - Configuration Wizard
- Completing the Configuration Wizard

=P Start

= erification setings

=P Echange Server to Configure
=P Move storage to LUNs

=P iSCS Dependency

=P Notification S etings

=P Completion

Werify the following settings. then cick Finish to move the Exchange data to the specified locations
and update your Snaphlanager configuration.

STM File Path: C:'\Program Files Exchsrvrimudbdata'publ.stm ;I
MNew STM File Path: E:Program Files Exchsrvrimdbdata'pub l.sim

SBITP Viriual Server £1 - frsil]

SMIP Queue Direciory Path: C:'Program Files ExchsmvrMailrootwsi 1'Queue
SBITP Badmail Diveciory Path: C:{Pre Files'ExchsmrMailrootwsi 1 Badhail
SMIP badmail direciory path ne change

SBIIP Pickup Directory Path: C:lProgram Files ExchsmvrMailrootwsi 1'PickUp
SBIIP drop direciory path no changes

MTA Daiahase Path: C:Program Files Exchervrimiadata

(MTA daiabase paith no change
MTA Run Directory Path: C:Program Files Exchsrvrimiadata

HTA run direciory path no change

After you click Fnish, Snaphdanager will move the Exchange databazes to the disks you specified,

Help |

¢ Back I Finish Cancel |

Figure 6-72 Summary window
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17.The Configuration Status window will be shown (Figure 6-73) and the tasks will be listed
on the Configuration Task List tab. Click Start Now.

Configuration Status M=l E3

Configuration T ask List I Configuration Report I

Status | Tazhks |
Tazk 1: Setup snapinfo directory
Task 2: SGH1 - Migrate Exchange database files to LUN
Tazk 3: SGHT - Migrate Exchange transaction log and system files
Tazk 4 : Completing SnaphManager configuration

Figure 6-73 Configuration Status window

18.Because we configured the databases to be moved to the LUN on the IBM System
Storage N series storage system, a Warning window (Figure 6-74) will be shown that
advises you that the Exchange databases will be taken offline to be moved. Click Yes to
get these databases taken offline and moved to the LUNSs.

SsnapManager for Exchange

9P Warning: You are changing the location of datsbass fles. The databases in the storage group will be taken offline
\_:/ during the mowve,

Do wou wank ko continue?

= ] w |

Figure 6-74 Warning window
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19.After the tasks are completed, an Information window will appear stating the tasks
completed successfully (Figure 6-75). Click OK.

SnapManager for Exchange

p Configuration of Microsoft Exchange For use with Snapianager successfully completed.

Flease make a backup immediateky, The previoushy created backups might not be walid after the configuration change,
The backup and restore views will be refreshed.

Figure 6-75 Information window

20.The Configuration Report window (Figure 6-76) will be shown. You can review the log
entries and click Close.

Configuration Status =] l
Time Elapsed: 0C:06:28

Configuration T ask. List Configuration Repart ]

Terifying database path after migration.. . d
Terifying log file path after migration.. .
Terifying system file path after migratiomn. ..

MIGBATING MTh SERVICE S5YSTEM PATH
No change for MTA database path and run directory.
MIGBATING SMTP SERVICE SYSTEM PATH

No change for SMTP system file paths.
Configuring Automatic Events Notificatiom. ..

Configuring SMTP email motification completed successfully.
Configuring SysLog and fAsup completed successfully.

***CONFIGUEATION JOB ENDED AT: [06-04-2007 16_57_17]

Storage system RAutoSupport is not sent because all operations completed
successfully.

Configuration of Exchange for use with SnapManager successfully completed.
Email MNotification is dizabled.

-

Print Repart.... | Stark W aw |

Figure 6-76 Configuration Report window
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Installing Lotus Domino on IBM
System Storage N series

This chapter provides the steps to access the IBM System Storage N series storage system
from the IBM Lotus Domino server as well as how to install and configure the necessary
features and software on the server.
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7.1 IBM System Storage N series protocol setup

After planning and implementing the necessary features on the IBM System Storage N series
storage system as well as creating the aggregates and volumes, it is time to access the IBM
System Storage N series storage system and create the LUNs from the host client, which is
the IBM Lotus Domino server.

The first step is to install and configure the protocol that will be used for this access. At this
point, you have already planned for the protocol you are going to use and have the
infrastructure in place for using either iISCSI, FCP, or CIFS. There are some configurations
that need to be done on the IBM System Storage N series storage system and on the IBM
Lotus Domino server as well.

In this book, we discuss the FCP connection between the Linux and UNIX IBM Lotus Domino
servers and IBM System Storage N series.

Note: Because of its improved performance and reliability, the recommended protocol is
FCP.

7.1.1 Fibre Channel Protocol (FCP)

240

Most companies now have a Fibre Channel infrastructure already in place. This eases the
installation and configuration of FCP on the IBM Lotus Domino server. Also, these companies
already have the knowledge for troubleshooting issues related to FCP.

The recommended configuration when using FCP is to have multiple paths configured. In this
manner, should any of the Host Bus Adapters (HBAs) or any of the Fibre Channel cords or
any of the FC switches fail, you still have connectivity between the host and the IBM System
Storage N series storage system, as shown in Figure 7-1.

Domino Server

Operating Systen, Swap, Dominag program files
lecal hardware based RAID 4

Connected through Fibre Channel (FG)
Host Bus Adapter (HBA)

N series 5500
Domino database directory (RAID DP)
Domino transactional log directory (RAID 4)

configured with two EXM1000

Figure 7-1 Multi-path configuration for IBM Lotus Domino server using FCP with IBM System Storage
N series
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The steps for connecting the IBM Lotus Domino server with the IBM System Storage N series
are:

1. License and start the FCP service on IBM System Storage N series (see Example 7-1).

Note: To enable the FCP protocol and the FCP adapter on the IBM System Storage N
series storage system, you will need an FCP license to be installed on the IBM System
Storage N series storage system.

Example 7-1 Add FCP license and start the service

itsotuc3*> Ticense add XXXXXXX

A fcp site Ticense has been installed.

Run 'fcp start' to start the FCP service.

Also run 'lun setup' if necessary to configure LUNs.
FCP enabled.

itsotuc3*> fcp start

itsotuc3*> fcp status

FCP service is running.

itsotuc3*>

2. Configure Fibre Channel switches, zoning, and cabling.
For details, refer to 4.3, “Zoning” on page 99.
3. Check the SAN inter operability matrix for:
— Operating system version
— Host bus adapter (HBA) model
— HBA firmware and version
— Fibre Channel switch model and firmware version
— IBM System Storage N series Storage system and Data ONTAP version
You can find the interoperability matrix at:
http://www-03.ibm.com/systems/storage/nas/interophome.htm]
4. Install and configure the HBAs and software on the host.
For details, refer to 7.3, “Host connection” on page 245.
5. Configure the IBM System Storage N series storage system.
6. Discovering and accessing LUNs from the host.

We recommend using SnapDrive for creating, discovering, and accessing LUNs. See 7.4,
“SnapDrive installation and usage” on page 257 for further information.

Note: Despite the fact that the LUNs can be created from the IBM System Storage N
series storage system, the recommended procedure is to create the LUNs from the Lotus
Domino server using SnapDrive.
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7.2 Role-based access control of the IBM System Storage N
series

Role-based access controls, or RBAC, are a method for managing the set of actions that a
user or administrator may perform in a computing environment.

While reserving certain functions for administrator-only access is a good start, additional
problems need to be solved. Most organizations have multiple system administrators, some of
whom require more privileges than others. By selectively granting or revoking privileges for
each user, you can customize the degree of access that an administrator has to the system.

We use the role-based access control feature for creating a separate user account that
belongs to the SnapDrive feature on the Linux and Unix Lotus Domino server. This account
has specific rights to create, modify, and delete LUNs and Snapshots.

Users are members of groups that have one or more roles, and each role grants a set of
capabilities. In this way, Data ONTAP allows you to create flexible security policies that match
your organizational needs. All configuration for role-based access controls occurs through the
useradmin command provided by Data ONTAP (see Example 7-2).

Example 7-2 Data ONTAP useradmin command

itsotuc3> useradmin
Usage:
useradmin user add <login name> [options]
modify <login name> [options]
delete <login_name>
Tist [options]
group add <group name> [options]
modify <group name> [options]
delete <group_name> [options]
Tist [options]
role add <role_name> [options]
modify <role_name> [options]
delete <role name> [options]
Tist [options]
domainuser add <user_name> [options]
delete [options]
Tist [options]
load <filename>
For more detailed information about each subcommand, use:

useradmin help { user | group | role | domainuser }
itsotuc3>

We use the useradmin user add or useradmin user modify commands for modifying or
adding users.

Note: For more information about accessing the IBM System Storage N series storage
system and role-based access control of Data ONTAP, refer to the IBM System Storage N
series Data ONTAP System Administration Guide, found at:

http://www-1.ibm.com/support/docview.wss?uid=ssg157001690&aid=1
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7.2.1 Creating a new role

A role is defined as a named set of capabilities. Data ONTAP comes with several roles
predefined, and users may create additional roles or modify the provided roles.

When creating new groups, Data ONTAP requires specification of the roles the new groups
should have.

Therefore, it is best to create the appropriate roles before defining the groups. Follow these
steps for creating a new role:
1. Log in to your IBM System Storage N series with SSH (you have to start it first) or Telnet.

2. Create a new role with the useradmin command, as shown in Example 7-3. We use the
role name rl_snapdriveadmin in our case.

Example 7-3 Creating a new role

itsotuc3*> useradmin role add r1_snapdriveadmin -c "SnapDrive Admin Role" -a
api-*,login-http-admin
RoTe <rl_snapdriveadmin> added.

itsotuc3*>

— The option -c follows a comment.

— The option -a follows granted privileges. For SnapDrive, the api-* and login-http-admin
privileges are needed.

Note: If you use HTTPS, grant the privilege login-https-admin instead of login-http-admin.

3. Verify the created role, as shown in Example 7-4.

Example 7-4 Verify the created role.

itsotuc3*> useradmin role list r1 _snapdriveadmin
Name: r1_snapdriveadmin

Info:

Allowed Capabilities: api-*,login-http-admin

itsotuc3*>

Now it is time to create a group and map the role to it.

7.2.2 Creating a new group

A group is defined as a collection of users or domain users. Groups may be assigned one or
more roles. It is important to remember that the groups defined within Data ONTAP are
separate from the groups defined in other contexts, such as a Microsoft Active Directory
server. This is true even if the groups within Data ONTAP have the same names as groups
elsewhere within your environment.

When creating new users or domain users, Data ONTAP requires specification of group
membership. Therefore, it is best to create appropriate groups before defining users or
domain users. Follow these steps to create a new group:

1. Log in to your IBM System Storage N series with SSH (you have to start it first) or Telnet.
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2. Create a new role with the useradmin command, as shown in Example 7-5. We use the
group name grp_snhapadmins in our case.

Example 7-5 Creating a new group

itsotuc3*> useradmin group add grp_snapadmins -c "This group is for SnapDrive
usage only" -r rl1_snapdriveadmin
Group <grp_snapadmins> added.

itsotuc3*>

— The option -c follows a comment.
— The option -r maps the role snapdriveadmin after the creation process.
3. Verify the created group (Example 7-6).

Example 7-6 Verify the created group

itsotuc3*> useradmin group 1ist grp_snapadmins
Name: grp_snapadmins

Info: This group is for SnapDrive usage only
Rid: 131072

Roles: rl1_snapdriveadmin

Allowed Capabilities: api-*,login-http-admin

itsotuc3*>

Tip: If you need to modify the group and role mapping later, use the
useradmin group modify -r command.

7.2.3 Creating a new user

A user is defined as an account that is authenticated on the IBM System Storage N series
storage system. We use a separate user account for SnapDrive usage on Linux and UNIX.

Follow these steps to create a new user:
1. Log in to your IBM System Storage N series with SSH (you have to start it first) or Telnet.

2. Create a new user with the useradmin command, as shown in Example 7-7. We use the
user name notes in our case for the Lotus Domino user on Linux and UNIX.

Note: The password must have at least eight characters.

Example 7-7 Creating the user account

itsotuc3*> useradmin user add notes -c "Lotus Domino SnapDrive user" -n "Lotus
Domino" -g grp_snapadmins

New password:

Retype new password:

User <notes> added.

itsotuc3*>

— The option -c follows a comment.

— The option -n is the full name of the user.
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— The option -g follows the group name to which the user belongs.
3. Verify the created user (Example 7-8).

Example 7-8 Verify the created user

itsotuc3*> useradmin user 1ist notes

Name: notes

Info: Lotus Domino SnapDrive user

Rid: 131074

Groups: grp_snapadmins

Full Name: Lotus Domino

Allowed Capabilities: api-*,login-http-admin
Password min/max age in days: 0/4294967295
Status: enabled

itsotuc3*>

Note: The command useradmin user will give you a list of possible options for user
management on the IBM System Storage N series Data ONTAP.

7.3 Host connection

This section discusses the LUN mapping through FCP for Red Hat Linux and AIX. Check the
following requirements first:

» License and start the FCP service on IBM System Storage N series.
» Configure the zoning.
» Check the SAN interoperability matrix for:
— Operating system version
— Host bus adapter (HBA) model
— HBA firmware and version
— Fibre Channel switch model and firmware version
— IBM System Storage N series storage system and Data ONTAP version
You can find the interoperability matrix at:
http://www-03.1ibm.com/systems/storage/nas/interophome.htm]
The procedure for configuring Fibre Channel protocol on a host and mapping the LUN follows
the same basic sequence for all hosts with Linux and AlX:
1. Install and configure HBAs and software on host.
2. Configure the IBM System Storage N series storage system.
3. Configure Fibre Channel switches and cabling.
4

. Discovering and accessing LUNs from the host.

Note: For companies who would like to use Microsoft Windows with FCP or iSCSI for
Lotus Domino, the operating system configuration is analogous to the Exchange
installation section. Refer to 6.1, “Accessing the IBM System Storage N series storage
system” on page 170 for detailed instructions.
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7.3.1 Configuring a Linux Host for FCP

We recommend that you download and install the SAN (FCP) host attach kit for Linux
provided by IBM. This product simplifies the configuration of a Linux machine as the host
component of an IBM System Storage N series SAN environment. At this time, it supports the
following Linux OS versions:

» Red Hat Enterprise Linux (RHEL) Version 4 update 2 and RHEL 4 update 3
» SUSE Linux Enterprise Server (SLES) Version 9 SP2 and SLES 9 SP 3

Note: New configuration components are also qualified between support kit releases. For
the latest support information, see the appropriate interoperability matrix for yourlBM
System Storage N series product, available on the IBM support web site at:

http://www.ibm.com/storage/support/nas

If you are using the dm-multipath support for RHEL, you need the following userspace RPM
versions:

1. device-mapper RPM: 1.02.02-3.0.RHEL4
2. device-mapper-multipath RPM: 0.4.5-12.0.RHEL4

These are the steps to install and configure the FCP Linux Host Attach Kit:

Note: For more information about the FCP Linux Host Attach Kit, see:

http://www-304.1ibm.com/jct01004c/systems/support/supportsite.wss/supportresourc
es?taskind=3&brandind=5000029&familyind=5329809

1. Install the IBM host Attach kit. In order to install this product, you need to complete the
following basic steps:

a. IBM System Storage N series FCP Linux Host Attach Kit 3.0 binaries are provided to
licensed customers only and can be obtained by contacting IBM support.

b. After obtaining and copying the downloaded attach kit, tar the file to a directory
(/tmp/nseries) on the Lotus Domino server and extract the software by executing the
following command:

tar -xvzf /tmp/nseries/ibm Tinux_host utils 3 0.tar.gz

The extracted software is placed in the /tmp/nseries/ibm_linux_host_utils_3_0
directory.

c. Change the directory to ibm_linux_host_utils_3_0, where you have extracted the
attach kit software, and execute the ./install command, as shown in Example 7-9.

Example 7-9 Installing the FCP host attach kit for Linux

[root@dominol ibm Tinux_host utils 3 0]# ./install
opt/ontap/

opt/ontap/man/

opt/ontap/man/manl/
opt/ontap/man/manl/brocade_info.1
opt/ontap/man/manl/cisco_info.1l
opt/ontap/man/manl/filer_info.1l
opt/ontap/man/manl/1inux_info.1
opt/ontap/man/manl/mcdata_info.l
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opt/ontap/man/manl/qla2xxx_lun_rescan.l
opt/ontap/man/manl/sanlun.1
opt/ontap/santools/
opt/ontap/santools/sanlun
opt/ontap/santools/brocade_info
opt/ontap/santools/cisco_info
opt/ontap/santools/filer_info
opt/ontap/santools/1inux_info
opt/ontap/santools/mcdata_info
opt/ontap/santools/uninstall
opt/ontap/santools/SHsupport.pm
opt/ontap/santools/san_version
opt/ontap/santools/Telnet.pm
opt/ontap/santools/qla2xxx_lun_rescan
opt/ontap/santools/mpath_prio_ontap
opt/ontap/santools/1ibHBAAPI.so
[root@dominol ibm_linux_host_utils_3_0]#

2.

d. Add the following lines to your /.bash_profile file:
export PATH=$PATH:/opt/ontap/santools

For detailed installation steps, please refer to Installation and Setup Guide for Fibre
Channel Protocol on Linux on the IBM support Web site at:

http://www-03.ibm.com/servers/storage/support/nas/index.html
Install the HBA and driver.

Note: For Linux, you might need development tools such as gcc to compile the newest
driver for your system.

Before you install the HBA on the Lotus Domino server, you need to check for product
compatibility on the IBM Web site. The compatibility matrix is available on the IBM support
site. After confirming compatibility, install the HBA and its driver on the database server.
For the HBA and its driver installation steps, please refer to product's installation and
configuration guide on IBM support site, found at:

http://www-03.1bm.com/servers/storage/support/nas/index.html
Obtain the WWPN for the initiator.

Each initiator installed on the database server is uniquely identified by WWPN or WWNN.
The WWPN is required to create an igroup for FC on the IBM System Storage N series
storage system. The WWPN for the HBA installed on the database server can be obtained
by completing the following steps:

a. After installing the IBM System Storage N series attach kit, the HBA, and the required
driver, you would execute the following command on the database server to obtain the
WWPN:

sanlun fcp show adapter -c

Upon execution with -c option, the sanTun command generates the igroup create
command. The output of the above command looks somewhat similar to the one
below:

igroup create -f -t Tlinux "dominol" 210000e08b07f0be
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b. The WWPN for adapter in the above example is 210000e08b07f0be. Execute the
above generated command on the IBM System Storage N series Data ONTAP CLI to
create the igroup on the IBM System Storage N series storage system (see
Example 7-10).

Example 7-10 Creating the igroup on N series

itsotuc3> igroup create -f -t Tinux "dominol" 210000e08b07f0be
itsotuc3*> igroup show
dominol (FCP) (ostype: Tinux):
21:00:00:e0:8b:07:f0:be (logged in on: 0Oa)
itsotuc3*>

c. Map the LUN to the created igroup, as shown in Example 7-11.

Example 7-11 Map the LUN to the igroup

itsotuc3*> Tun map /vol/vol_DominoDB/Tun_DominoDB dominol
Tun map: auto-assigned dominol=0
itsotuc3*>

d. Refresh the FC adapter by executing the following commands on your database
server:

modprobe -r q1a2300
modprobe -v q1a2300

4. Accessing LUNs as a regular file system table space container.

Once the FCP driver is refreshed, the database server should be able to discover target
LUNSs on the IBM System Storage N series storage system as new devices. In order to use
these devices as file system table space containers, complete the following steps:

a. Get the assigned names for the newly added devices by executing the following
command on the database server:

sanlun lun show

Example 7-12 shows our lab configuration.

Example 7-12 Mapped LUNs

[root@dominol ~]# sanlun Tun show

filer: lun-pathname device filename adapter protocol Tun size Tun state
itsotuc3: /vol/vol _DominoDB/Tun_DominoDB /dev/sdc host5 FCP 146.0g (156786229248)
GOOD

[root@dominol ~]#

If your output contains no LUNs (see Example 7-13), there is no LUN mapped with the
igroup.

Example 7-13 No LUN available

[root@dominol ~]# sanlun Tun show
no filer LUNs available
[root@dominol ~]#

b. Before you use the newly added devices as the database or transaction log containers,
you need to create partition tables and format them by executing the following
command on the Lotus Domino server:

fdisk devicename
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For example, to create partition tables and format a device named /dev/sdc, you would

execute the following command on the Lotus Domino server:
fdisk /dev/sdc

The fdisk command invokes the format wizard. You need to answer a series of
questions in order to complete the formatting.

c. After formatting, you need to create file system on each device by executing the
following command on the Lotus Domino server:

mkfs devicename

For example, to create a file system on the device named /dev/sdc1, you would
execute the mkfs.ext3 command on the Lotus Domino server, as shown in
Example 7-14.

Example 7-14 File system creation

[root@dominol ~]# mkfs.ext3 /dev/sdcl

mke2fs 1.35 (28-Feb-2004)

Filesystem Tabel=

0S type: Linux

Block size=4096 (Tog=2)

Fragment size=4096 (log=2)

19152896 inodes, 38276862 blocks

1913843 blocks (5.00%) reserved for the super user
First data block=0

Maximum filesystem blocks=41943040

1169 block groups

32768 blocks per group, 32768 fragments per group
16384 inodes per group

Superblock backups stored on blocks:

32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208,

4096000, 7962624, 11239424, 20480000, 23887872

Writing inode tables: done
Creating journal (8192 blocks): done
Writing superblocks and filesystem accounting information: done

This filesystem will be automatically checked every 34 mounts or
180 days, whichever comes first. Use tune2fs -c or -i to override.
[root@dominol ~]#

d. After adding the file system, the LUN can be mounted as a shared file system by
executing the following commands on the database server:
mkdir -p dir_name
mount devicename mount point

In order to mount a device named /dev/sdc1 on a mount point named /notesdata/db,

you would execute the mount command, as shown in Example 7-15.

Example 7-15 Mounting the file system

[root@dominol ~]# mount /dev/sdcl /notesdata/db
[root@dominol ~]#
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e. In order to put the Lotus Domino databases on the IBM System Storage N series
storage system volumes, the database instance owner must have the appropriate
permissions on all the mounted volumes to be used for the database. You do so by
changing the ownership of each mounted IBM System Storage N series storage
system volume to the database instance owner by executing the following command on
the Lotus Domino server:

chown -R notes:notes mount point

For example, to change the ownership of the N series storage system volume mounted
on the mount point named /mnt/db2data, you would execute the following command on
the Lotus Domino server:

chown -R notes:notes /notesdata/db

Note: The user name and group may differ on your installation.

f. In order to make the file system mount persistent after a system reboot, you need to
add an entry for each file system to the /etc/fstab file, which is found on the Lotus
Domino server. The entry in /etc/fstab file should appear similar to the one indicated
below:

<device name> <mountpoint> <FS type> <mount option> <bkup freq> <fsck pass>

We use the echo command to add a new line (Example 7-16).

Example 7-16 Adding additional line to /etc/fstab

[root@dominol ~]# echo "/dev/sdcl /notesdata/db ext3 defaults 0 0" >> /etc/fstab

The IBM System Storage N series LUN is mapped to the Lotus Domino server and ready for
further use. With the IBM System Storage N series SnapDrive feature, most of the steps are
done through the SnapDrive service.

Note: Although you can create and map LUNs manually, we highly recommend the usage
of the IBM System Storage N series SnapDrive feature.

7.3.2 Configuring an AlIX Host for FCP
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Here we describe the configuration of FCP to connect an AIX host to an IBM System Storage
N series storage server. We recommend that you download and install the N series provided
SAN (FCP) Host Attach Kit for AIX on the Lotus Domino server. This product simplifies the
configuration and management of the AIX host in an IBM System Storage N series SAN
environment.

The FCP AIX Host Utility includes:

» The FCP AIX host settings software package. It contains FCP device definitions that are
required for FCP AlX configurations.

» The Data ONTAP SAN Toolkit software package. It contains the sanlun utility and
diagnostic scripts. The sanlun utility displays configuration information about LUNs and
HBAs. The diagnostic scripts collect information about your system if a problem occurs.
Customer support may ask you to run the sanlun utility or a diagnostic script if a problem
occurs.

You must download both the host settings software package and the SAN Toolkit software
package.
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Configurations that include multipathing require AlX native operating system using MPIO with
the IBM default Path Control Module (PCM).

1. Install the FCP AIX Host Utilities.
In order to install this product, you need to complete the following basic steps:

Note: IBM System Storage N series FCP AlX Host Attach Kit binaries are provided to
licensed customers only and can be obtained by contacting IBM support.

a. Obtain, copy, and extract the downloaded software tar file to a work directory
(/tmp/nseries) on the database server and uncompress the file using the command
shown in Example 7-17.

Example 7-17 Extracting the AlIX host setting software package

# zcat ibm aix _SAN kit 4.0.tar.Z | tar -xvf -

x ./ibm_aix SAN kit 4.0/Ontap.fcp_attach kit, 24576 bytes, 48 media blocks.

x ./ibm_aix_SAN_kit_4.0/0Ontap.iscsi_support_kit, 24576 bytes, 48 media blocks.
# # zcat santoolkit_aix_ibm v3.0.0.tar.Z | tar -xvf -
X
#

./Ontap.SAN toolkit, 1146880 bytes, 2240 media blocks

b. Install the host setting and SAN Toolkit software using either the AIX System
Management Interface Tool (SMIT) or the installp command. This section uses the
installp command as its installation example (see Example 7-18).

Note: This installation example installs the host settings software first. You then repeat the
steps to install the SAN Toolkit software package.

Example 7-18 Host setting software installation

# installp -aXd Ontap.fcp_attach_kit Ontap.fcp_attach_kit

Verifying selections...done
Verifying requisites...done
Results...

SUCCESSES

Filesets Tisted in this section passed pre-installation verification
and will be installed.

Selected Filesets

Ontap.fcp_attach_kit.LUN.msg.en_US

4.0.0.0 # Data ONTAP FCP Attach Kit US...
Ontap.fcp_attach_kit.0DM_stanzas 4.0.0.0

# Data ONTAP FCP Attach Kit OD...
<< End of Success Section >>
FILESET STATISTICS

2 Selected to be installed, of which:
2 Passed pre-installation verification
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2 Total to be installed

0503-409 installp: bosboot verification starting...
installp: bosboot verification completed.

installp: APPLYING software for:
Ontap.fcp_attach_kit.0DM_stanzas 4.0.0.0
Ontap.fcp_attach_kit.LUN.msg.en_US 4.0.0.0

..... << Copyright notice for Ontap.fcp_attach kit >> . . . . . ..

(C) Copyright Network Appliance, Inc. 2003.
A1l rights reserved.

..... << End of copyright notice for Ontap.fcp_attach kit >>. . . .
Finished processing all filesets. (Total time: 7 secs).

0503-409 installp: bosboot verification starting...
installp: bosboot verification completed.
0503-408 installp: bosboot process starting...

bosboot: Boot image is 30476 512 byte blocks.
0503-292 This update will not fully take effect until after a
system reboot.

*** ATTENTION ***

System boot image has been updated. You should reboot the
system as soon as possible to properly integrate the changes
and to avoid disruption of current functionality.

installp: bosboot process completed.

Name Level Part Event Result
Ontap.fcp_attach_kit.0DM_st 4.0.0.0 USR APPLY SUCCESS
Ontap.fcp_attach_kit.LUN.ms 4.0.0.0 USR APPLY SUCCESS

#

After installing the FCP host setting kit, the SAN Toolkit software must be installed. This is
shown in Example 7-19 on page 253. At the end, we verify the sanlun software version
with the command sanlun version.
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Example 7-19 SAN Toolkit software installation

# installp -aXd Ontap.SAN_ toolkit Ontap.SAN toolkit

Verifying selections...done
Verifying requisites...done
Results...

SUCCESSES

Filesets Tisted in this section passed pre-installation verification
and will be installed.

Selected Filesets

Ontap.SAN_toolkit.sanlun 3.0.0.0 # Data Ontap SAN Toolkit sanlun
Ontap.SAN_toolkit.scripts 3.0.0.0 # Data Ontap SAN Toolkit Scripts

<< End of Success Section >>

FILESET STATISTICS

2 Selected to be installed, of which:
2 Passed pre-installation verification

2 Total to be installed

installp: APPLYING software for:
Ontap.SAN_tooTlkit.scripts 3.0.0.0
Ontap.SAN toolkit.sanlun 3.0.0.0

..... << Copyright notice for Ontap.SAN_toolkit >> . . . . . . .
(C) Copyright Network Appliance, Inc. 2003.
A1l rights reserved.

..... << End of copyright notice for Ontap.SAN_toolkit >>. . . .

Finished processing all filesets. (Total time: 2 secs).

e
Summaries:

o e e e o

Installation Summary

Name Level Part Event Result

Ontap.SAN_toolkit.scripts 3.0.0.0 USR APPLY SUCCESS

Ontap.SAN_toolkit.sanlun 3.0.0.0 USR APPLY SUCCESS
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# sanlun version
sanlun version 3.0 (574942)
#

2. Verify the HBA initiator queue depth.

It is a good practice to verify the value of the HBA initiator queue depth. Check the HBA
queue depth by using the 1sattr -E1 command. We recommend using a value of 48 for
the HBA queue depth.

Example 7-20 Checking the queue depth

# 1sattr -ET fcsO

bus_intr_1vl 105 Bus interrupt Tevel False
bus_io_addr  0x2ec00 Bus I/0 address False
bus_mem_addr 0xec040000 Bus memory address False
init_link al INIT Link fTags True
intr_priority 3 Interrupt priority False
1g_term_dma  0x800000 Long term DMA True
max_xfer_size 0x100000 Maximum Transfer Size True
num_cmd_elems 48 Maximum number of COMMANDS to queue to the adapter True
pref_alpa 0x1 Preferred AL_PA True
sw_fc_class 2 FC Class for Fabric True
#

3. Obtain the WWPN for the HBA.

Each FC HBA attached to the database server is uniquely identified by a WWPN. In order
to create an igroup on the IBM System Storage N series storage system, the WWPN for
the HBA is required. In order to obtain the WWPN, complete the following steps:

a. After installing the Host Attach Kit for AIX, HBA, and the drivers on the database
server, you can find the WWPN by executing the following command:

sanlun fcp show adapter -c

Upon execution with the -c option, the sanlun command generates the igroup create
command, which can be used to create an igroup on the IBM System Storage N series
storage system. The output from the above command looks similar to the one shown in
Example 7-21.

Example 7-21 Show the FCP Adapter WWPN

# sanlun fcp show adapter -c

Enter this filer command to create an initiator group for this system:
igroup create -f -t aix "aix1d2" 10000000c93316f8
#

b. The WWPN for adapter in the above example is 10000000c93316f8. Use the
generated command to create the igroup.

c. Load the FC driver by executing the following command on the database server:

cfgmgr -1 fcsO

Once the driver is loaded, the database server should able to see the target LUNs on the IBM
System Storage N series storage system as new devices.
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When the FCP driver is refreshed, the database server should be able to discover target
LUNs on the IBM System Storage N series storage system as new devices. In order to use
these devices as file system table space containers, complete the following steps:

1. Check the newly added devices by executing the following command on database server:
1sdev -Cc disk
The output would look similar to Example 7-22.

Example 7-22 Isdev command

# 1sdev -Cc disk

hdisk0 Available 1S-08-00-8,0 16 Bit LVD SCSI Disk Drive
hdiskl Available 1S-08-00-9,0 16 Bit LVD SCSI Disk Drive
hdisk2 Available 1D-08-01 NetApp LUN

#

2. Get the device names by executing the following command:
sanlun lun show

Upon execution, the sanlun Tun show command shows the devices along with the
assigned names (see Example 7-23).

Example 7-23 Getting the device names with the sanlun command

# sanlun lun show

filer: Tun-pathname device filename adapter protocol
Tun size lun state

itsotuc3: /vol/vol_DominoDB/Tun_DominoDB2 hdisk2 fcsl FCP
100g (107374182400)  GOOD
#

3. Verify the attributes of the new disks by entering the following command:
Isattr -E1 device

For example, to verify the attribute of newly added device named hdisk2, you would
execute that command on the Lotus Domino server (see Example 7-24).

Example 7-24 Verify the disk attributes
# 1sattr -E1 hdisk2

clr_q no Device CLEARS its Queue on error False
Tocation Location Label True
Tun_id 0x0 Logical Unit Number ID False
max_transfer 0x40000 Maximum TRANSFER Size True
node_name 0x500a09808647e7ba FC World Wide Node Name False
pvid none Physical volume identifier False
g_err yes Use QERR hit False
q_type simple Queuing TYPE False
queue_depth 12 Queue DEPTH True
reassign_to 120 REASSIGN time out value True
reserve_Tock no Use SCSI RESERVE when opening the device True
rw_timeout 30 READ/WRITE time out value True
scsi_id 0x11700 SCSI ID False
start_timeout 60 START unit time out value True
ww_name 0x500a09818647e7ba FC World Wide Port Name False
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Tip: Changing the queue depth for each disk results in better performance for FCP and
ISCSI I/O.

4. Now create a volume group for each LUN device by issuing the following command on the
database server:

mkvg -f -y 'VgName' device

For example, to create a volume group named domdbvg1 for the device named hdisk2,
you would execute the command shown in Example 7-25 on the Lotus Domino server.

Example 7-25 Create the volume group

# mkvg -f -y 'dbvgl' hdisk2
dbvgl
#

Repeat this process until all the necessary volume groups are created.

5. You can verify the volume groups by executing the command shown in Example 7-26 on
the database server.

Example 7-26 Verify the volume group

# lspv

hdisk0 00000000f1b495eb rootvg active
hdiskl 000000006d598dee None

hdisk?2 0007041a63e4db51c dbvgl active
#

If you assigned the wrong name to a volume group, it can be changed by executing the
following commands:

varyoffvg VolumeGroupName
exportvg VolumeGroupName
mkvg -q -f -y 'NewlVG_Name' Device

For example, to change a volume group's name from dbvg1 to domdbvg1, you would
execute the following commands on the database server:

varyoffvg dbvgl
exportvg dbvgl
mkvg -q -f -y 'domdbvgl' hdisk2

6. Create mount points on the Lotus Domino server and assign the appropriate permissions
to the database instance by executing the following commands:

mkdir -p mountpoint
chown -R user:group mountpoint

For example, to create a mount point named /notesdata/db and change the ownership to
notes user, you would execute the following command on the database server:

mkdir -p /notesdata/db
chown -R notes:notes /notesdata/db

7. Create a new file system on the volume group by executing the following command on the
database server:

crfs -v jfs -a bf=true -g 'VgName' -a size=size < M|G > -m 'mountPoint -p 'rw'
-a nbpi=4096 -a ag=64
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For example, to create a file system on the volume group named dbvg1 that is mounted on
a mount point named /notesdata/db, you would execute the following command shown in
Example 7-27 on the Lotus Domino server.

Example 7-27 File system creation

# crfs -v jfs -a bf=true -g dbvgl -a size=100M -m '/notesdata/db' -p 'rw' -a
nbpi=4096 -a ag=64

Based on the parameters chosen, the new /notesdata/db JFS file system

is Timited to a maximum size of 134217728 (512 byte blocks)

New File System size is 262144
#

Note: The value for nbpi must be set to 8192, 16384, 32768, 65546, or 131072 if you need
to create a file system that is greater than 64 GB in size.

8. To make the file system mount persistent on system reboots, you need to update the file
/etc/filesystems. Open the file /etc/filesystems and locate the entries that correspond to
the file systems you want to make persistent and set the option mount = true. For
example, to make a file system named /dev/Iv04 persistent on database server reboot,
you would modify the corresponding entry in the /etc/filesystems file; after the update, the
entry should look somewhat similar to the entry shown in Example 7-28.

Example 7-28 /etc/filesystems file (abstract)

# cat /etc/filesystems

/notesdata/db:
dev = /dev/1v04
vfs = jfs
Tog = /dev/Tog1v04
mount = true
options = rw
account = false

#

Repeat this step for each mounted file system to be used for the Lotus Domino Server,
such as the transactional log file system.

7.4 SnapDrive installation and usage

SnapDrive for Linux and UNIX provides a number of storage features that enable you to
manage the entire storage hierarchy, from the host-side application-visible file, down through
the volume manager, to the storage-system-side logical unit numbers (LUNs) providing the
actual repository. Additionally, it simplifies the backup of data and helps you decrease the
recovery time.
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The IBM System Storage N series SnapDrive feature provides a layer of abstraction between
an application running on the host operating system and the underlying IBM System Storage
N series storage systems (see Figure 7-2). Applications that are running on a server with
SnapDrive use virtual disks (or LUNs) on IBM System Storage N series storage systems, as
though they were locally connected drives or mount points. This allows applications that
require locally attached storage, such as IBM Lotus Domino and Microsoft Exchange, to
benefit from the IBM System Storage N series technologies, including Snapshot, flexible
volumes, cloning, and space management technologies.

E Virtual
Disks

Host system
with SnapDrive
installed LUNs

FlexVal™
Volumes

TS
TN TS

Physlcal Storage

N series
storage

Figure 7-2 Example of a typical SnapDrive deployment

SnapDrive includes all the necessary drivers and software to manage interfaces, protocols,
storage, and Snapshot copies. Snapshot copies are nondisruptive to applications and
functions on execution. Snapshot backups can also be mirrored across LAN or WAN links for
centralized archiving and disaster recovery.

This section describes the installation process of the Data ONTAP SnapDrive feature. Also,
the LUN creation of Lotus Domino database and transactional logging disks are described.

Note: For more information about SnapDrive for Linux and UNIX requirements, see the
IBM NAS support web page at:

http://www.ibm.com/storage/support/nas/

SnapDrive for Linux and UNIX has the following requirements:
» Host operating system and appropriate patches
» Host file systems

— AIX: JFS2

— Linux: Ext3

» |IP access between the host and IBM System Storage N series storage system
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» |IBM System Storage N series storage system licenses

— FCP license

— SnapRestore license on the IBM System Storage N series storage system
» FCP Host Utilities or iSCSI Host Utilities required software

» For security reason, we recommend a separate user account on the N series storage
server.

Note: If your network is insecure, we recommend the usage of HTTPS instead of HTTP.
For more information about enabling SSL encryption, see:

http://www-1.ibm.com/support/docview.wss?uid=ssg1S7001600&aid=1

7.4.1 Install SnapDrive on Linux

The IBM System Storage N series SnapDrive for Linux and UNIX binaries are provided to
licensed customers only and can be obtained by contacting IBM support. When you get the
binaries, save them on your Lotus Domino Server.

Note: Review the compatibility matrix. For example, at this time, SnapDrive for Linux and
UNIX actually supports Red Hat Enterprise Linux Version 4 Update 3, but not Update 4 or
higher. If you install SnapDrive in a unsupported environment like Red Hat Enterprise
Linux Version 4 Update 4, several features will not work.

Follow these steps to install SnapDrive on Red Hat Linux Enterprise Server 4:

1. Copy the downloaded file to your Linux host. You can place it in any directory on the host.
In our case, it is /tmp/snapdrive.

2. Use the rpm command to install the software (Example 7-29).

Example 7-29 Installing the SnapDrive on Linux

[root@dominol snapdrive]# rpm -U -v ontap.snapdrive.linux_2 2 1.rpm
Preparing packages for installation...

ontap.snapdrive-2.2.1-1

[root@dominol snapdrive] #

3. Verify your installation, as shown in Example 7-30.

Example 7-30 Verify the SnapDrive installation on Linux

[root@dominol snapdrive]# rpm -qa ontap.snapdrive
ontap.snapdrive-2.2.1-1

[root@dominol snapdrivel# 1s -R /opt/Ontap/
/opt/Ontap/:

snapdrive

/opt/Ontap/snapdrive:
bin diag docs snapdrive.conf

/opt/Ontap/snapdrive/bin:
snapdrive

/opt/Ontap/snapdrive/diag:
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filer_info Tinux_info SHsupport.pm snapdrive.dc Telnet.pm

/opt/Ontap/snapdrive/docs:
manl snapdrive.l.htm]

/opt/Ontap/snapdrive/docs/manl:

filer_info.l 1linux_info.l snapdrive.l snapdrive.dc.l

[root@dominol snapdrive]# 1s -1 /usr/sbin/snapdrive

Trwxrwxrwx 1 root root 39 Jun 6 12:38 ../../opt/Ontap/snapdrive/bin/snapdrive
[root@dominol snapdrive]#

4. Configure the SnapDrive user login information (Example 7-31). For security reasons, we
use the manually created user notes instead of root. Our IBM System Storage N series
server name is itsotuc3.

The command snapdrive config set expects the following options:

snapdrive config set username servername

Example 7-31 Configuration of the SnapDrive user login information

[root@dominol snapdrive]# snapdrive config set notes itsotuc3
Password for notes:

Retype password:

[root@dominol snapdrive]#

Note: If you get an error, check if you can ping the IBM System Storage N series storage
server name, and check the password and the user permission settings on the Data
ONTAP operating system.

Here is an example failure output:

0001-136 Admin error: Unable to log on to filer: itsotuc3
Please change user name and/or password for itsotuc3, i.e.
snapdrive config set root itsotuc3

Possible reasons: The user does not exist, you are using the wrong password, or you are
are using the wrong permissions. The Data ONTAP syslog messages might help you figure
out the problem.

Here is an example syslog message on the Data ONTAP storage server:

Wed Jun 6 14:19:37 PDT [itsotuc3: useradmin.unauthorized.user:warning]: User
'notes' denied access - missing required capability: 'login-http-admin'

In this case, the permission login-http-admin was not granted.
The N series SnapDrive feature installation on the Lotus Domino server is completed.
Note: For more information about the installation process of SnapDrive on Linux, see:

http://www-1.1ibm.com/support/search.wss?tc=STCGUJQ&rs=11518atrn=SWP1atformgatrv
=unix&atrwcs=on&dc=DA400+DB300+DA100+DA110+DA120+DB100+DA700+DA450+DA300&dtm
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7.4.2 Install SnapDrive on AIX

The IBM System Storage N series SnapDrive UNIX binaries are provided to licensed
customers only and can be obtained by contacting IBM support. When you get the binaries,
save them on your Lotus Domino Server.
Follow these steps to install SnapDrive on AlX server:
1. Log in as root.
2. Start SMIT by entering the following command:

# smit

» Select the option titled Software Installation and Maintenance. When you start SMIT, it
displays the screen shown in Example 7-32. In this screen, the Software Installation and
Maintenance option is the first menu option.

Example 7-32 SMIT command output

System Management
Move cursor to desired item and press Enter.

Software Installation and Maintenance
Software License Management

Devices

System Storage Management (Physical & Logical Storage)
Security & Users

Communications Applications and Services
Print Spooling

Advanced Accounting

Problem Determination

Performance & Resource Scheduling

System Environments

Processes & Subsystems

Applications

Installation Assistant

Cluster Systems Management

Using SMIT (information only)
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» At the screen that appears, select the Install and Update Software menu option (see

Example 7-33).

Example 7-33 Software Installation and Maintenance

Software Installation and Maintenance

Move cursor to desired item and press Enter.

Install and Update Software

List Software and Related Information
Software Maintenance and Utilities
Software Service Management

Network Installation Management

EZ NIM (Easy NIM Tool)

System Backup Manager

EFIX Management

Thin Server Maintenance

» At the next screen, select the Install Software menu option (see Example 7-34)

Example 7-34 Install and Update Software screen

Install and Update Software

Move cursor to desired item and press Enter.

Install Software

Update Installed Software to Latest Level (Update A11)
Install Software Bundle

Update Software by Fix (APAR)

Install and Update from ALL Available Software

At the Install Software screen, specify the location of the software in one of the following
ways:

— Manually enter the location by providing the path to the software package (for example,
/tmp/Ontap.snapdrive_aix_2_2).

The installation process checks the version of AIX and displays a warning message before

it completes if you are not running a version of AlX that SnapDrive for UNIX supports.

Example 7-35 is an example of entering the path to the software package when you are at
the Install Software screen.

Example 7-35 Screen to enter the path of software package

Install Software

Type or select a value for the entry field.
Press Enter AFTER making all desired changes.

[Entry Fields]

* INPUT device / directory for software </tmp/Ontap.snapdrive_aix_2_2] +

After you enter the path to the software package, SMIT displays the screen shown in
Example 7-36 on page 263. This is the screen on which you are able to modify the
software package installation (see Example 7-35). In our case, the default is fine.
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Example 7-36 Screen to enter the name of software package

Install Software

Type or select values in entry fields.
Press Enter AFTER making all desired changes.

[Entry Fields]

* INPUT device / directory for software /tmp/Ontap.snapdrive >

* SOFTWARE to install [ a1l Tlatest] +
PREVIEW only? (install operation will NOT occur) no +
COMMIT software updates? yes +
SAVE replaced files? no +
AUTOMATICALLY install requisite software? yes +
EXTEND file systems if space needed? yes +
OVERWRITE same or newer versions? no +
VERIFY install and check file sizes? no +
Include corresponding LANGUAGE filesets? yes +
DETAILED output? no +
Process multiple volumes? yes +
ACCEPT new license agreements? no +
Preview new LICENSE agreements? no +

Example 7-37 shows a successful installation. It is an example of the output you might see
when an installation successfully completes.

Example 7-37 Output when installation is successful

File:

I:Ontap.snapdrive 2.2

Foe_ R W W L +
Pre-installation Verification...

oo RN, W W el +

Verifying selections...done

Verifying requisites...done

Results...

SUCCESSES

Filesets Tisted in this section passed pre-installation verification
and will be installed.

Selected Filesets

Ontap.snapdrive 2.2 # Ontap Snapdrive
<< End of Success Section >>

FILESET STATISTICS

1 Selected to be installed, of which:
1 Passed pre-installation verification

1 Total to be installed

L ettt +
Installing Software...
L ettt +

installp: APPLYING software for:
Ontap.snapdrive 2.2
..... << Copyright notice for NetApp.snapdrive >> . . . . . . .
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Copyright (c) 2006 Network Appliance, Inc.

A1l Rights Reserved.

..... << End of copyright notice for NetApp.snapdrive >>. . . .
Finished processing all filesets. (Total time: 2 secs).

e e e ———————————————————— +
Summaries:
e e e —————————————— +

Ontap.snapdrive 2.2 USR APPLY SUCCESS

» Verify your installation of the package by entering the 1s1pp -1 Ontap.snapdrive
command. It should produce the output shown in Example 7-38.

Example 7-38 Installation success

# 1sTpp -1 Ontap.snapdrive

Fileset Level State Description
Path: /usr/1ib/objrepos

Ontap.snapdrive 2.2.0.0 COMMITTED SnapDrive
#

You can also check the SMIT log file (smit.log and smit.script) if your installation fails.
These files are in the SMIT log directory ($HOME) and contains installation errors.

» Complete your setup by configuring SnapDrive for UNIX for your system. Most of this
information is set by default; however, you need to specify the following information:

— The login information for the IBM System Storage N series storage system.
— The AutoSupport settings.

— The correct configuration value for the following options based on whether you are
using the FCP protocol or the iSCSI protocol:

e default-transport: Set this equal to your protocol. The acceptable values are “fcp”
and “iscsi”.

e multipathing-type: For FCP, set this to “SANPath”. For iISCSI, set this to “none”.
Multipathing is not available with iISCSI for this release.

7.4.3 Create and map LUNs with SnapDrive

264

One of the greatest improvements SnapDrive provides is the storage provisioning feature. It
allows you to create, modify, or delete a complete mount point with just one command.

If your operating system requires that you prepare it before you create new LUNs, you can
use the snapdrive config command. This command lets you check information about how
many LUNs can be created on a IBM System Storage N series storage system that is
mapped to your host.

Note: The host preparation is currently only required on Linux and Solaris hosts.
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Follow these steps to create new LUNs with SnapDrive:
1. Determine how many LUNs could be created.

SnapDrive for Linux and UNIX lets you determine how many LUNs could be created on
the host without exceeding a host-local limit (Example 7-39).

Example 7-39 Determine available LUNs on the host

[root@dominol ~]# snapdrive config check luns

LUN ID summary:
available (prepared, unreserved and not in use): 7
reserved via available-Tun-reserve: 8

[root@dominol ~]#

Note: If there are no LUN IDs available, SnapDrive cannot create new LUNs This is an
example output of the snapdrive config check Tuns command, where are no LUN IDs are
prepared:

[root@dominol ~]# snapdrive config check Tuns

LUN ID summary:
available (prepared, unreserved and not in use): 0
reserved via available-Tun-reserve: 0 (out of 8 requested)

snapdrive cannot create or connect more LUNs until more LUN IDs
are available and unreserved.
Use 'snapdrive config prepare Tuns' or update host manually.

[root@dominol ~]#

2. Prepare the host for the creation of a specific number of new LUNs. Use the following
command:

snapdrive config prepare luns -count count

Where count is the number of new LUNSs for which you want the host to be prepared. See
Example 7-40.

Example 7-40 Prepare the host for creating new LUNs

[root@dominol ~]# snapdrive config prepare luns -count 8

LUN ID update:
LUN IDs prepared adjusted to be: 16
now available (prepared, unreserved and not in use): 8
now reserved via available-lun-reserve: 8

[root@dominol ~]#

Note: Even if you give a count less than 8, SnapDrive will prepare at least eight LUNs for
usage as the default. This value can be modified in the SnapDrive configuration file
/opt/Ontap/snapdrive/snapdrive.conf:

[root@dominol snapdrive]# grep lun-reserve /opt/Ontap/snapdrive/snapdrive.conf
#available-Tun-reserve=8 # Number of LUNs for which to reserve host resources
[root@dominol snapdrive]#
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3. Create the LUN and file system with SnapDrive.

Note: SnapDrive is able to use the operating system Logical Volume Manager (LVM) for
creating additional volume groups and logical volumes. If you prefer to create new file
systems without LVM, you can use the snapdrive storage create command with the
-nolvm option. Because only LVM volumes could be resized, we recommend the usage of
LVM for the creation of new LUNs and file systems.

Execute the snapdrive storage create command, as in Example 7-41.

Example 7-41 LUN and file system creation

[root@dominol ~]# snapdrive storage create -fs /notesdata/log -filervol
itsotuc3:/vol/vol_DominoLog -vgsize 5g

LUN Tog-1_SdLun ... created

mapping new lun(s) ... done
discovering new lun(s) ... done

LUN to device file mappings:
- itsotuc3:/vol/vol_DominolLog/log-1_SdLun => /dev/sdc

disk group Tog_SdDg created
host volume log_SdHv created

file system /notesdata/log created

[root@dominol ~]#

Keep the following in mind when you execute this command:

— The -fs argument specifies the mount point of the file system you want to create. We
use /notesdata/log in our case.

— Use the -filervol option to specify the IBM System Storage N series storage system and
volume where you want the LUNs created.

Do not specify the LUN. SnapDrive for Linux and UNIX creates the LUN automatically
when you use this form of the snapdrive storage create command. It uses system
defaults to determine the LUN IDs, and the size of each LUN. It bases the names of the
associated disk/volume groups on the name of the host volume or file system.

— To control the size of the host volume group, use the -vgsize size option to specify the
size in bytes of the underlying LUN.

Note: For more details of the snapdrive storage create command, see the IBM System
Storage N series SnapDrive for UNIX Installation and Administration Guide at:

http://www-1.ibm.com/support/docview.wss?uid=ssglS7001600&aid=1

4. Verify the created LUN and file system (Example 7-42).

Example 7-42 Verify the created mount point

[root@dominol etc]# mount | grep notesdata
/dev/mapper/1og_SdDg-1og SdHv on /notesdata/log type ext3 (rw)
[root@dominol etc]#
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The Lotus Domino database mount point is created in the same way (Example 7-43).

Example 7-43 Creating the Lotus Domino database LUN and file system

[root@dominol ~]# snapdrive storage create -fs /notesdata/db -filervol
itsotuc3:/vol/vol DominoDB -vgsize 146g

LUN db_SdLun ... created

mapping new lun(s) ... done
discovering new lun(s) ... done

LUN to device file mappings:
- itsotuc3:/vol/vol_DominoDB/db_SdLun => /dev/sdd

disk group db_SdDg created
host volume db_SdHv created
file system /notesdata/db created

[root@dominol ~]# mount|grep notesdata
/dev/mapper/log_SdDg-log SdHv on /notesdata/log type ext3 (rw)
/dev/mapper/db_SdDg-db_SdHv on /notesdata/db type ext3 (rw)
[root@dominol ~]#

7.4.4 Create Snapshots with SnapDrive

You use the snapdrive snap create command to create Snapshot copies, which are
point-in-time, read-only images of data on IBM System Storage N seriess storage system
volumes. The snap create operation ensures that you have backed up your LUNSs files and
directory trees. You can use the Snapshot copy you create to restore your data if you
encounter corruption or other problems.

To ensure that a Snapshot copy is “application-consistent,” you usually need to stop or do
whatever steps are required to quiesce the application before taking the Snapshot copy. IBM
Lotus Domino has powerful database consistence routines. In this case, taking a Snapshot
requires no application shutdown when transactional logging is used.

Note: To ensure database consistency, use Lotus Domino transactional logging in
conjunction with the IBM System Storage N series Snapshot feature.

Follow these guidelines when you enter commands that create Snapshot copies:

» You can keep a maximum of 255 Snapshot copies per IBM System Storage N series
storage system volume. This limit is set by the IBM System Storage N series storage
system. The total number can vary depending on whether other tools use these Snapshot
copies.

When the number of Snapshot copies has reached the maximum limit, the snapshot
create operation fails. You must delete some of the old Snapshot copies before you can
use SnapDrive for Linux and UNIX to take any more.

» SnapDrive for UNIX does not support Snapshot copies that it does not create. For
example, it does not support Snapshot copies that are created from the IBM System
Storage N series storage system console, because such a practice can lead to
inconsistencies within the file system.
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» You cannot use SnapDrive for UNIX to create Snapshot copies of the following:

— Root disk groups. The snap create operation fails when you try to take a Snapshot
copy of a root disk group for a logical volume manager.

— Boot device or swap device. SnapDrive for UNIX does not take a Snapshot copy of a
system boot device or a system swap device.

Note: For more information about requirements, hints, and commands, we highly
recommend the IBM System Storage N series SnapDrive for UNIX Installation and
Administration Guide, found at:

http://www-1.ibm.com/support/docview.wss?uid=ssg1S7001600&aid=1

To create a Snapshot copy from the Lotus Domino database and transactional log LUN, using
SnapDrive for Linux and UNIX, complete the following steps:

1. Create the Snapshot with the snapdrive snap create command (Example 7-44).

Example 7-44 Creating the Snapshot of Lotus Domino database and transactional log

[root@dominol /]# snapdrive snap create -vg db_SdDg Tog SdDg -snapname snapl
Successfully created snapshot snapl on 2 filer volumes:
itsotuc3:/vol/vol_DominoDB
itsotuc3:/vol/vol_Dominolog

snapshot snapl contains:
disk group db_SdDg containing host volumes
db_SdHv (filesystem: /notesdata/db)
disk group log SdDg containing host volumes
Tog_SdHv (filesystem: /notesdata/log)
[root@dominol /]#

— -vg: This switch follows the volume group from which a Snapshot should be created. It
is allowed to stack more than one volume group for crash-consistency.

— -snapname: The short name of your Snapshot. In our case, it is snap1.

Note: Unless you specify otherwise, SnapDrive assumes that all entities that you specify
on a given snap create command line are related, in other words, that the validity of
updates to one entity may depend on updates to the other entities specified. When storage
entities have dependent writes in this way, SnapDrive takes steps to create a Snapshot
copy that is crash-consistent for all storage entities as a group.

2. Validate the created Snapshot. Use the snapdrive snap 1ist command for a list of all
Snapshots on the specified file system or volume (see Example 7-45).

Example 7-45 List all Snapshots

[root@dominol /]# snapdrive snap list -vg db_SdDg Tog SdDg

snap name host date snapped

jtsotuc3:/vol/vol_DominoDB:snapl dominol Jun 8 16:24 db_SdDg Tog_SdDg
itsotuc3:/vol/vol DominoLog:snapl dominol Jun 8 16:24 db_SdDg log_ SdDg
[root@dominol /]#
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— -vg: List all Snapshots of specified volume groups.

Note: In the end of every row, the Snapshot group is quoted. In the time that the Snapshot
was created, SnapDrive stopped all I/O operations on db_SdDg and log_SdDg.

7.4.5 Resize the volume

SnapDrive for UNIX lets you increase the size of the IBM System Storage N series storage
system volume group or disk group. You use the snapdrive storage resize command to do
this task.

Note: This command does not let you resize host volumes or file systems. For example,
you cannot use the resize command to change the size of a file system on a LUN. This
makes SnapDrive for Linux and UNIX different than SnapDrive for Windows.

SnapDrive for UNIX adds a system-generated LUN. If you specify an amount by which you
want to increase the storage, such as 20 GB, it makes the LUN 20 GB. If you specify a target
size for the storage, it calculates the difference between the current size and the target size.
The difference becomes the size of the LUN it then creates. These are the two options to
increase the size of your storage.

Follow these hints when you use SnapDrive for Linux and UNIX for storage resizing:

» The storage resize operation can only increase the size of storage. You cannot use it to
decrease the size of an entity.

» All LUNs must reside in the same IBM System Storage N series storage system volume.

» The resize operation is not supported directly on logical host volumes, or on file systems
that reside on logical hosts volumes or on LUNs. In those cases, you must use the LVM
commands to resize the storage.

Note: Additional guidelines are available for cluster environment configurations. For
details, go to the following URL:

http://www.ibm.com/storage/support/nas/

The snapdrive storage resize command applies only to IBM System Storage N series
storage system disk groups and volume groups. If you want to increase the size of your host
volume or file system, you must use LVM commands. Table 7-1 summarizes the LVM
commands you can use on the different platforms. For more information about these
commands, see their man pages.

Table 7-1 Host volume and file system resize commands

Host Host volume File systems
AIX extendlv chfs
Linux lvextend resize2fs
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1. As shown in Example 7-46, we increase the size of our IBM Lotus Domino database
volume, mounted in /notesdata/db, to about 20 GB for further growth. The name of the
volume group in our case is db_SdDg. On Linux, you can review your available volume
groups with the 1Tvm vgdisplay command. In AlX, the 1svg command displays the volume
groups.

Example 7-46 Resize the volume group by adding an additional LUN

[root@dominol ~]# snapdrive storage resize -vg db_SdDg -growby 20g -addlun
discovering filer LUNs in disk group db_SdDg...done
LUN itsotuc3:/vol/vol _DominoDB/db-1 SdLun ... created

mapping new lun(s) ... done
discovering new lun(s) ... done.
initializing LUN(s) and adding to disk group db_SdDg...done
Disk group db_SdDg has been resized
Desired resize of host volumes or file systems
contained in disk group must be done manually
[root@dominol ~]#

— -vg db_SdDg: The volume group db_SdDg, which should be affected by our resize
command.

— -growby 20g: Grow the volume group by 20 GB.

— -addlun: This option is necessary, because SnapDrive for Linux and UNIX does not
support resizing a LUN at the this book was written. A new LUN will be added to the
volume group.

2. Extend the logical volume with the Tvextend command. Use the extend1v command for
AIX (Example 7-47).

Example 7-47 Extending the logical volume

[root@dominol ~]# Tvextend -L +20G /dev/db_SdDg/db_SdHv
Extending Togical volume db_SdHv to 166.02 GB
Logical volume db_SdHv successfully resized
[root@dominol ~]#

— -L +20G: Extend the logical volume about 20 GB.

— /dev/db_SdDg/db_SdHv: The device path of your logical volume. If you are not sure
about it, use the Tvm Tvdisplay command for details about your volumes. Use 1s1v for
AIX. Use smit 1s1v for the user interface.

Note: The man page of the 1vextend command on RHEL4 Update 3 refers to the --resizefs
option, which should resize the logical volume file system within one step. Unfortunately,
this option was available in LVM1 and does not work with LVM2, which is used in newer
Linux versions. You have to use the resize2fs command after resizing the logical volume.
For more information, refer to the following Web site:

https://bugzilla.redhat.com/bugzilla/show bug.cgi?id=117316

3. Resize the file system. For this task, you have to halt the Lotus Domino server and umount
the file system (see Example 7-48 on page 271). As we use the ext3 journaling file
system, an additional check with e2fsck is not needed. Use the smit chfs command to
increase the size of the file system in AIX.
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Note: To umount the file system, it is necessary to halt the Lotus Domino server first.

Example 7-48 Resize the file system

[root@dominol ~]# umount /notesdata/db

[root@dominol ~]#

[root@dominol ~]# resize2fs -f /dev/db_SdDg/db_SdHv

resize2fs 1.35 (28-Feb-2004)

Resizing the filesystem on /dev/db_SdDg/db_SdHv to 43520000 (4k) blocks.
The filesystem on /dev/db_SdDg/db SdHv is now 43520000 blocks long.
[root@dominol ~]#

[root@dominol ~]# mount /notesdata/db

[root@dominol ~]#

— -f: It forces resize2fs to resize the file system on the logical volume. This option is
necessary.

— /dev/db_SdDg/db_SdHv: Device path of the logical volume.

As we do not use any further option, resize2fs will expand the file system to the logical
volume size.

4. Verify if the resizing operation affected your file system. For this, we use the mount
command, (Example 7-49).

Example 7-49 Verify the resized file system

[root@dominol ~]# df -h /notesdata/db
Filesystem Size Used Avail Use% Mounted on
/dev/mapper/db_SdDg-db_SdHv

164G 92M 159G 1% /notesdata/db
[root@dominol ~]#

The file system is increased by 20 GB and the Lotus Domino server can be started again.

7.4.6 Best practice: Create storage with LVM enabled

Because the snapdrive storage resize command applies only to IBM System Storage N
series storage system disk groups and volume groups, you should not use the -nolvm option
within storage creation, such as a file system or LUN. SnapDrive is able to use the operating
system Logical Volume Manager (LVM) for creating additional volume groups and logical
volumes.

7.5 Lotus Domino storage partitioning

The right storage partitioning for Lotus Domino is important for data reliability and
performance. While it is common to place the program files on the same drive as the
operating system, we highly recommend creating additional volumes on different disks for the
database and transactional logs. This has some benefits:

» In the unlikely case of an aggregate failure and loss of the database, you will be able to
restore all transactions, from the last database backup up to the time of failure because
the transactional log files reside on another aggregate.
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» On a server failure, all configuration and user data resides on the external volumes. You
can easy switch the LUNSs to another server, install the Lotus Domino binaries, and your
business will be online again.

» Improved I/O performance because of the Lotus Domino database and the transactional
logs’ different 1/0 profile.

Figure 7-3 shows the example file system and mount structure on the Red Hat Linux
Enterprise Server in our lab.

f
P Feeot
RAID
File System
| _
fhome loptiibm inotesdata
root root root, root root, root
{on the root F3) {on the root FS) {on the root F3)
Directory Directory Directory
" Inotesdataldb Inotesdatallog
home/notes jupﬂh'ilbmﬂrutrs motes, notes motes, notes
notes,notes iﬂ: the:'rgu ﬁs- RAID DP RAID DP
Home Directory iract . LLIM from N series LUM from M series
Frogram DI ¥ Jatabase Directory Transactional logs

Figure 7-3 An example Linux file system structure we used for this book

Where:

» Database placement: /notesdata/db

» Transactional log placement: /notesdata/log
» Program file placement: /opt/ibm/lotus

Note: On AlX, the default installation path for Lotus Domino program files is /opt/lotus.

7.5.1 Database placement

The IBM Lotus Domino database is the fastest growing and most important storage item.

We create an additional path to the Linux root file system named /notesdata. Below this path,
the /notesdata/db mount point is reserved for database placement (see the IBM Lotus
Domino database directory installation step in Example 7-50 on page 273). It contains an
external LUN from the IBM System Storage N series storage, connected through FCP. This
LUN is created through the SnapDrive for Linux and UNIX application (see 7.4.3, “Create and
map LUNs with SnapDrive” on page 264).
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The Lotus Domino database is stored on different physical disks than the program and
transactional logging files. We recommend the IBM System Storage N series RAID Double
Parity (DP) protection for the aggregate.

Example 7-50 IBM Lotus Domino database directory setting

The data directory is the path where the Install program
installs the Domino data files.

Type h for help.
Type e to exit the Install program.
Press ESC to return to the previous screen.
Press ENTER to edit a setting.
Press TAB to accept a setting and continue to the next screen.

Current data directory setting : /notesdata/db

7.5.2 Transactional log placement

As with the Lotus Domino database, the transactional logging files should be separated by
physical disks. If you lose or crash the database, the transactional logs will recover all
transactions since your last database backup.

Since every transaction will first be saved in the transactional log files, performance is very
important for the transactional log partition. This is why we recommend an exclusive Flexible
volume for the transactional log files.

In our case, the /notesdata/db mount point is reserved for Lotus Domino transactional log
placement. It contains an external LUN from the IBM System Storage N series storage,
connected through FCP. This LUN is created through the SnapDrive for Linux and UNIX
application (see 7.4.3, “Create and map LUNs with SnapDrive” on page 264).
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To change the Lotus Domino transactional logging path, select Configuration — Server —
Current Server Document — Transactional Logging (see Figure 7-4).

Set the Log path option to your transactional logging directory, in our case, /notesdata/log.
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Figure 7-4 Transactional logging configuration in the Lotus Domino Server Document

The Lotus Domino transactional logs are stored on different physical disks than the program
and database files. Because it is not a disaster if you lose your transactional log volume, we
recommend the IBM System Storage N seriess RAID 4 protection for your Lotus Domino

transactional logging aggregate, which saves you one more disk and gives slightly better
performance.

7.5.3 Program file placement
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The Lotus Domino program files are not changed much at run time. They should be protected
by RAID, such as RAID 1. We recommend you put the program files on the local system
volume.

In our case, we used the default installation path /opt/ibm/lotus for Lotus Domino program
files. It is located on the operating system root volume.

Example 7-51 on page 275 shows the IBM Lotus Domino installation steps for setting the
program directory.

Using the IBM System Storage N series with Mail Servers



Example 7-51 IBM Lotus Domino program file directory setting

The program directory is the path where the Install program
installs the Domino program files. The Install program
automatically adds "lotus" to the path.

Type h for help.

Type e to exit the Install program.

Press ESC to return to the previous screen.

Press ENTER to edit a setting.

Press TAB to accept a setting and continue to the next screen.

Current program directory setting : /opt/ibm/lotus
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Part 4

IBM System Storage N
series system
operations with Lotus
Domino Server and
Microsoft Exchange

This part will discuss those common administration tasks on the IBM System Storage N
series when working with Lotus Domino Server and Microsoft Exchange.
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IBM System Storage N series
administration with Lotus
Domino Server and Microsoft
Exchange

This chapter discuss administering IBM System Storage N series storage systems day to day
operations with Lotus Domino Server and Microsoft Exchange. Storage administrators need
to monitor the system performance, do provisioning for expanding the storage space, and
review reports.
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8.1 FilerView

FilerView is the GUI system administrator user interface that runs on the IBM System Storage
N series. Administrators can manage aggregates, volumes, LUNSs, protocols, security, and
many other storage features. Refer to Figure 8-1.
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Figure 8-1 FilerView
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8.1.1 Resize aggregate

Storage requirements are increasing every year with applications such as Lotus Domino and
Microsoft Exchange serving more users and storing more data. As the volumes in the
aggregate are completely used up, the network administrator needs to increase the
aggregate storage space. The procedure to increase the aggregate space is defined as
follows:

In the Manage Aggregate window of FilerView, select Aggregate — Manage (Figure 8-2).
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Figure 8-2 Manage Aggregate
Chapter 8. IBM System Storage N series administration with Lotus Domino Server and Microsoft Exchange 281



282

Click the aggregate you want to resize (Figure 8-3).
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Figure 8-3 Aggregate Properties
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Click Next (Figure 8-4).

& itsotuc3: Aggregate Wizard - Microsoft Internet Explorer [L]E]

Aggregate Wizard

Welcome to the aggregate Storage wizard. This wizard can be used to create,
adjust, and mirror aggregates.

You have chosen to

« Add disks to existing aggregate 'Aggr_Exch_DB'

Cancel Mext = ]

Figure 8-4 Aggregate Storage Wizard
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Select Disk Selection Method (Figure 8-5).

& ] itsotuc3: Aggregate Wizard - Microsoft Internet Explorer [;]@
Aggregate Wizard - Disk Selection Method
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Figure 8-5 Disk Selection Method
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Select Disk Size (Figure 8-6).

& itsotuc3: Aggregate Wizard - Microsoft Internet Explorer [L]E]
Aggregate Wizard - Disk Size
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Figure 8-6 Select Disk Size
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Select Number of disks (Figure 8-7).

& |itsotuc3: Aggregate Wizard - Microsoft Internet Explorer [;]@
Aggregate Wizard - Number of Disks
Number of Disks: 1[+] (ga)

Select the number of disks of size "Any Size' to add to the aggregate. There are a
total of 11 spares available

<Back | [ Cancel Next > |

Figure 8-7 Select Number of Disks
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Click Commit to resize the aggregate (Figure 8-8).

& ] itsotuc3: Aggregate Wizard - Microsoft Internet Explorer [l][g‘
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Figure 8-8 Commit to resize the aggregate
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8.1.2 Resize volume
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As the capacity requirements increase for Lotus Domino and Microsoft Exchange, the

administrator will need to increase the size of LUNs if there is no space left in the volume. The

procedure to increase the volume size is defined in the following steps:

In the Manage Volumes window of FilerView, select Volume — Manage (Figure 8-9).
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Click the volume that you want to resize (Figure 8-10).
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Click Resize Storage (Figure 8-11).

-"31 itsotuc3: Volume Wizard - Microsoft Internet Explorer HE}

Volume Wizard

Welcome to the volume Storage wizard. This wizard can be used fo create,
adjust, and mirror volumes.

You have chosento

« Adjust storage to existing volume 'Vol_Exch_Log'

| Cancel | i- MNext =

Figure 8-11 Resize volume

Click Next (Figure 8-12 on page 291).
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& itsotuc3: Volume Wizard - Microsoft Internet Explorer

Volume Wizard - Flexible Volume Parameters

Containing Aggregate: Aggr Exch Log@

The containing aggregate of volume Vol _Exch_Log

Total Volume Size:

Enter the total amount of space for this volume. The total volume size
includes space for the snapshot reserve and the file system overhead 227 GB (Max)
in addition to the usable space. The volume is using a total of 84.2 GB

out of its current 153 GB total velume size. The new total velume size

cannot exceed 227 GB with the Space Guarantee set to volume.

— 1 A
170| GB |

Space Guarantee [volume [»] @
Sets the space guarantee. Volume guarantees space for the entire the
volume in the containing aggregate; File guarantees space for a file at

file allocation time
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Figure 8-12 Volume Parameters

Select the Parameter you need to change. Click Next (Figure 8-13).
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Figure 8-13 Summary of volume properties
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Click Commit to resize the volume.

8.1.3 Resizing the LUN Using SnapDrive
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Lotus Domino and Microsoft Exchange may require more storage space to meet the
database growth due to an increasing number of users. If the volume or volumes do not have
enough storage space, then the volume size needs to increased and then the LUN size. The
procedure to increase the LUN size is defined below.

SnapDrive for UNIX (including AlX) lets you increase the size of the storage system volume
group or disk group. You use the snapdrive storage resize command to do this.

Note: This command does not let you resize host volumes or file systems. For example,
you cannot use the resize command to change the size of a file system on a LUN. This is
the difference with SnapDrive for Linux and UNIX in contrast to SnapDrive for Windows.

SnapDrive for UNIX adds a system-generated LUN. If you specify an amount by which you
want to increase the storage, such as 20 GB, it makes the LUN 20 GB. If you specify a target
size for the storage, it calculates the difference between the current size and the target size.
The difference becomes the size of the LUN it then creates. These are the two options to
increase the size of your storage.

Follow these hints when you use SnapDrive for Linux and UNIX for storage resizing:

» The storage resize operation can only increase the size of storage. You cannot use it to
decrease the size of an entity.

» All LUNs must reside in the same storage system volume.

» The resize operation is not supported directly on logical host volumes, or on file systems
that reside on logical hosts volumes or on LUNSs. In those cases, you must use the LVM
commands to resize the storage.

» You must use the -addlun option to add a new LUN. Refer to Example 8-1 on page 293.

Note: Additional guidelines are available for cluster environment configurations. For
details, see:

http://www.ibm.com/storage/support/nas/

The snapdrive storage resize command applies only to storage system disk groups and
volume groups. If you want to increase the size of your host volume or file system, you must
use LVM commands. Table 8-1 summarizes the LVM commands you can use on the different
platforms. For more information about these commands, see their man pages.

Table 8-1 Host volume and file system resize commands

Host Host volume File systems
AIX extendlv chfs
Linux lvextend resize2fs

1. As shown in Example 8-1 on page 293, we increase the size of our IBM Lotus Domino
database volume, mountend in /notesdata/db, to 20 GB for future growth. The name of the
volume group in our case is db_SdDg. On Linux, you can review your available volume
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groups with the 1Tvm vgdisplay command. In AlX, the 1svg command displays the volume
groups.

Example 8-1 Resize the volume group by adding an additional LUN

[root@dominol ~]# snapdrive storage resize -vg db_SdDg -growby 20g -addlun
discovering filer LUNs in disk group db_SdDg...done
LUN itsotuc3:/vol/vol _DominoDB/db-1 SdLun ... created

mapping new Tun(s) ... done
discovering new lun(s) ... done.
initializing LUN(s) and adding to disk group db_SdDg...done
Disk group db_SdDg has been resized
Desired resize of host volumes or file systems
contained in disk group must be done manually
[root@dominol ~]#

— -vg db_SdDg: The volume group db_SdDg, which should be affected by our resize
command.

— -growby 20g: Grow the volume group by 20 GB.

— -addlun: This option is necessary, because SnapDrive for Linux and UNIX does not
support resizing a LUN at the time this book was written. A new LUN will be added to
the volume group.

2. Extend the logical volume with the 1vextend command. Use the extendlv command for
AIX (Example 8-2).

Example 8-2 Extending the logical volume

[root@dominol ~]# Tvextend -L +20G /dev/db_SdDg/db_SdHv
Extending Togical volume db_SdHv to 166.02 GB
Logical volume db_SdHv successfully resized
[root@dominol ~]#

— -L +20G: Extend the logical volume to about 20 GB.

— /dev/db_SdDg/db_SdHv: The device path of your logical volume. If you are not sure
about it, use the Tvm 1vdisplay command for details about your volumes. Use 1s1v for
AIX. Use smit 1s1v for the user interface.

Note: The man page of the 1vextend command on RHEL4 Update 3 refers to the --resizefs
option, which should resize the logical volume file system within one step. Unfortunately,
this option was available in LVM1 and does not work with LVM2, which is used in the newer
Linux version. You have to use the resize2fs command after resizing the logical volume.
For more information, refer to:

https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=117316
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3. Resize the file system (Example 8-3). For this task, you have to halt the Lotus Domino
server and umount the file system. As we use the ext3 journaling file system, an additional
check with e2fsck is not needed. Use the smit chfs command to increase the size of the
file system in AIX.

Note: To umount the file system, it is necessary to halt the Lotus Domino server first.

Example 8-3 Resize the file system

[root@dominol ~]# umount /notesdata/db

[root@dominol ~]#

[root@dominol ~]# resize2fs -f /dev/db_SdDg/db_SdHv

resize2fs 1.35 (28-Feb-2004)

Resizing the filesystem on /dev/db _SdDg/db_SdHv to 43520000 (4k) blocks.
The filesystem on /dev/db_SdDg/db_SdHv is now 43520000 blocks long.
[root@dominol ~]#

[root@dominol ~]# mount /notesdata/db

[root@dominol ~]#

— -f: It forces resize2fs to resize the file system on the logical volume. This option is
necessary.

— /dev/db_SdDg/db_SdHv: The device path of the logical volume.

If we do not use any additional options, resize2fs will expand the file system to the logical
volume size.

4. Verify if the resizing operation affected your file system. For this task, we use the mount
command (see Example 8-4).

Example 8-4 Verify the resized file system

[root@dominol ~]# df -h /notesdata/db
Filesystem Size Used Avail Use% Mounted on
/dev/mapper/db_SdDg-db_SdHv

164G 92M 159G 1% /notesdata/db
[root@dominol ~]#

The file system is increased by 20 GB and the Lotus Domino server can be started again.

8.2 Working with Snapshots
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Often with Lotus Domino and Microsoft Exchange, you will have to manipulate IBM System
Storage N series Snapshots in some fashion. This section describes how to work with
Snapshots created by SnapDrive for Linux and UNIX and AIX. The following topics are
discussed:

» Connecting the Snapshot

» Disconnecting the Snapshot
» Renaming the Snapshot

» Deleting the Snapshot
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For more information about working with Snapshots, see the IBM System Storage N series
SnapDrive for UNIX Installation and Administration Guide, found at:

http://www-1.ibm.com/support/docview.wss?uid=ssg157001600&aid=1

Connecting the Snapshot

SnapDrive for UNIX lets you connect to a Snapshot copy from a different location on a host.
This new location can be on the host where you took the Snapshot copy (the originating host)
or on a different host (the non-originating host).

Lotus Domino and Microsoft Exchange need to connect to Snapshot to work with the backup
files.

Being able to access the Snapshot copies from an new location allows you to back up a
Snapshot copy to another medium, or simply access the Snapshot copy data without
disrupting the original copy of the data.

Example 8-5 Connect to the Snapshot with SnapDrive

[root@dominol /]# snapdrive snap connect -vg db_SdDg -autorename -snapname
itsotuc3:/vol/vol_DominoDB:snap2

connecting db_SdDg:
LUN copy db_SdLun 0 ... created
(original: itsotuc3:/vol/vol_DominoDB/db_SdLun)
LUN copy db-1 SdLun 0 ... created
(original: itsotuc3:/vol/vol_DominoDB/db-1 SdLun)

mapping new lun(s) ... done
discovering new lun(s) ... done
Importing db-1_SdDg_0
Successfully connected to snapshot itsotuc3:/vol/vol_DominoDB:snap2
disk group db-1_SdDg 0 containing host volumes
db_SdHv_0 (filesystem: /notesdata/db 0)
[root@dominol /]#

— -vg: The volume group name to which you wish to connect.

— -autorename: This option tells SnapDrive for Linux and UNIX to generate a new,
unused name for the destination entity if the default name is in use.

— -snapname: Long name of the Snapshot.
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Note: There are several command-line options for the snapdrive snap command:

[root@dominol ~]# snapdrive snap help
snapdrive: For detailed syntax of individual commands, type

snapdrive: 'snapdrive command operation help'
snapdrive: Supported commands and operations are:

snapdrive snap show

snapdrive snap list

snapdrive snap create

snapdrive snap delete

snapdrive snap rename

snapdrive snap connect

snapdrive snap disconnect

snapdrive snap restore

snapdrive storage show
snapdrive storage Tist
snapdrive storage create
snapdrive storage delete
snapdrive storage resize
snapdrive storage connect
snapdrive storage disconnect
snapdrive host connect
snapdrive host disconnect
snapdrive version
snapdrive config access
snapdrive config prepare
snapdrive config check
snapdrive config show
snapdrive config set
snapdrive config delete
snapdrive config 1list
[root@dominol ~]#

See the IBM System Storage N series SnapDrive for UNIX Installation and Administration
Guide for detailed information:
http://www-1.ibm.com/support/docview.wss?uid=ssg1S70016008&aid=1

Disconnecting the Snhapshot
You use the snap disconnect command to remove the mappings for storage entities in the
Snapshot copy.

You can use this command to disconnect Snapshot copies that span multiple storage system
volumes or multiple storage systems. The storage entities and volumes can reside on the
same storage system or different storage systems.

When you disconnect a file system, SnapDrive for Linux and UNIX always removes the
mount point. In Figure 8-6 on page 297, we disconnect the volume group db-1_SdDg_0.
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Example 8-6 Disconnect the Snapshot with SnapDrive

[root@dominol ~]# snapdrive snap disconnect -vg db-1 SdDg 0 -full

deleting disk group db-1 SdDg 0
- fs /notesdata/db 0 ... deleted
hostvol db-1_SdDg 0/db_SdHv_0 ... deleted
dg db-1 SdDg 0 ... deleted
LUN itsotuc3:/vol/vol DominoDB/db SdLun 0 ... deleted
LUN itsotuc3:/vol/vol_DominoDB/db-1 SdLun 0 ... deleted

[root@dominol ~]#

— -vg: The volume group name of the Snapshot you wish to disconnect.

— -full: Use the -full option to tell SnapDrive for UNIX to disconnect the Snapshot copy
even if a host-side entity is named that includes other entities; for example, a volume
group is named that has one or more host volumes. As an best practice, always
disconnect volume groups in junction with the -full option.

Renaming the Snapshot

You can use the snapshot snap rename command to change the name of an existing
Snapshot copy. The administrator may need to change the Snapshot name if he is required to
do so.

If you rename one of these Snapshot copies, you must also rename all the related Snapshot
copies using the same name. This is because SnapDrive for Linux and UNIX uses a short
name when it creates the Snapshot copy, even though it spans multiple storage systems or
volumes. The rename command changes the name of the current Snapshot copy, but it does
not change the name of the related Snapshot copies in the other locations.

In Example 8-7, we rename the Snapshot snap1 at itsotuc3:/vol/vol_DominoLog to snappii.

Example 8-7 Renaming the Snapshot with SnapDrive

[root@dominol ~]# snapdrive snap rename itsotuc3:/vol/vol DominoLog:snapl snappil
snap rename renamed Snapshot itsotuc3:/vol/vol DominoLog:snapl to new name snappil
[root@dominol ~]#

Note: If you rename a Snapshot in a Snapshot group, remember to rename all Snapshots
in the group. This makes restoring the Snapshot group an easier task.

Deleting the Snapshot

The snapdrive snap delete command removes the Snapshot copies you specify from a
storage system. This command does not perform any operations on the host. It only removes
the Snapshot copy from a storage system, if you have permission to do so. Example 8-8
shows the deletion of our two created Snapshots with the name snap1.

Example 8-8 Deleting Snapshots with SnapDrive

[root@dominol ~]# snapdrive snap delete -snapname
itsotuc3:/vol/vol_DominolLog:snapl itsotuc3:/vol/vol DominoDB:snapl
snap delete: deleted snapshot itsotuc3:/vol/vol DominolLog:snapl
snap delete: deleted snapshot itsotuc3:/vol/vol_DominoDB:snapl
[root@dominol ~]#

Chapter 8. IBM System Storage N series administration with Lotus Domino Server and Microsoft Exchange 297



— -snapname: Long name of the Snapshot. This option is stackable, as shown in the
example.

Note: For more options for the snapdrive snap command, see the IBM System Storage N
series SnapDrive for UNIX Installation and Administration Guide, found at:

http://www-1.ibm.com/support/docview.wss?uid=ssg1S7001600&aid=1

8.2.1 Restoring Snapshot copy with SnapDrive
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The snapdrive snap restore file_spec command restores data from the Snapshot copy you
specify on the command line to the storage system. This operation replaces the contents of
the file_spec that you specified on the snap restore command line with the contents of the
file_spec arguments found in the specified Snapshot copy.

You can also restore Snapshot copies for non-existent file_spec arguments. This happens
when the value you specify no longer exists on the host, but existed when you took the
Snapshot copy. For example, it might be a file system that you have now unmounted or a disk
group that you have removed.

Normally, you restore Snapshot copies from the host where you took the Snapshot copies (in
other words, the originating host). You can also restore Snapshot copies using a different, or
non-originating, host. For more details, see the IBM System Storage N series SnapDrive for
UNIX 2.2 Installation and Administration Guide, found at:
http://www-1.ibm.com/support/docview.wss?uid=ssg1S7001600&aid=1.

Note: When you restore Snapshot copies for volume groups, or for host volumes and file
systems that are created on them, SnapDrive for Linux and UNIX restores the whole
volume group. If you specify part of a volume group, SnapDrive still restores the entire
volume group. An error occurs if you enter only a subset of the host volumes or file
systems in each volume group on the command line. You can include the -force option to
override this error; however, SnapDrive then restores the entire disk group.

In Example 8-9, we restore Snapshot snap1 of the Lotus Domino database and transactional
log storage.

Example 8-9 Restoring the Lotus Domino database and transactional log storage from Snapshot

[root@dominol /]J# snapdrive snap restore -vg db_SdDg Tog_SdDg -snapname snapl
Starting to restore /dev/mapper/db_SdDg, /dev/mapper/log_SdDg
WARNING: This can take several minutes.
DO NOT CONTROL-C!
If snap restore is interrupted, the filespecs
being restored may have inconsistent or corrupted
data.
For detailed progress information, see the log file /var/log/sd-recovery.log
Importing db_SdDg, log_SdDg
Successfully restored snapshot snapl on 2 filer volumes:
itsotuc3:/vol/vol_Dominolog
itsotuc3:/vol/vol_DominoDB

disk group db_SdDg containing host volumes
db_SdHv (filesystem: /notesdata/db)

disk group Tog_SdDg containing host volumes
Tog_SdHv (filesystem: /notesdata/log)

Using the IBM System Storage N series with Mail Servers


http://www-1.ibm.com/support/docview.wss?uid=ssg1S7001600&aid=1
http://www-1.ibm.com/support/docview.wss?uid=ssg1S7001600&aid=1
http://www-1.ibm.com/support/docview.wss?uid=ssg1S7001600&aid=1

[root@dominol /]#

— -vg: The volume group name of the Snapshot you wish to restore. This option is
stackable.

— -snapname: Name of the Snapshot. You can use the short (for example: snap1) or long
(for example: itsotuc3:/vol/vol_DominoLog:snap1) name. If the volume entity on your
host no longer exists, you must specify the long name.

Reset the snap reserve

Every volume created contains a snap reserve for further usage. This snap reserve is
exclusive to Snapshots and cannot be used as active data storage.

By default, the snap reserve option for Data ONTAP is 20%. When you use Data ONTAP in an
FCP or iSCSI environment, we recommend that you reset the snap reserve option to 0% on
all storage system volumes holding SnapDrive for UNIX LUNs. The volume can be increased
or decreased based on the situation and business needs.

To reset the snap reserve option on the storage system, complete the following steps:

1. Login to your IBM System Storage N series storage system with SSH (you have to start it
first) or Telnet.

2. Enter the following command to list all the volumes and their Snapshot reserves:
snap reserve

Example 8-10 shows the output from our lab configuration.

Example 8-10 Command-line output of snap reserve

itsotuc3*> snap reserve

Volume vol0: current snapshot reserve is 20% or 4194304 k-bytes.

Volume vol DominoDB: current snapshot reserve is 20% or 91855256 k-bytes.
Volume vol DominolLog: current snapshot reserve is 20% or 7969176 k-bytes.
itsotuc3*>

3. Reset the snapshot reserve space to 0% by entering the following command:
snap reserve vol name 0
vol_name is the name of the volume on which you want to set the snap reserve option
(see Example 8-11).

Example 8-11 Reset the snapshot reserve to 0%

itsotuc3*> snap reserve vol_DominoDB 0

itsotuc3*> snap reserve vol_DominolLog 0

itsotuc3*> snap reserve

Volume vol0: current snapshot reserve is 20% or 4194304 k-bytes.
Volume vol_DominoDB: current snapshot reserve is 0% or 0 k-bytes.
Volume vol_DominoLog: current snapshot reserve is 0% or 0 k-bytes.
itsotuc3*>
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8.2.2 Scheduling Snapshot Using SnapDrive

To schedule SnapDrive Snapshot copies, complete the following steps:

Note: All steps except Step 1 in the following procedure are performed using the
Scheduled Task Wizard, a Windows task scheduling tool available on your Windows
server.

Steps for scheduling Snapshot copies for Windows

>

Create a batch file (a file with a .bat extension) containing the following command on the
Windows host on which you are scheduling Snapshot copies:

sdcli snap create [-m MachineName] -s SnapshotName -D
DriveLetterList [. . .] [-x]

MachineName is the name of the Windows host on which the command will be executed.
If no machine name is specified, the command is executed on the local machine.

SnapshotName is the name of the Snapshot copy to be created.
DrivelLetterList is a list of space-separated drive letters.

When the -x flag is specified, Snapshot copies are created only for the drives specified by
the -D flag. Otherwise, Snapshot copies are created for all the disks on the storage system
volumes used by the listed drives.

Example 8-12 shows how to create a Snapshot copy named Jun_13_03 for each volume
containing one or more of the LUNs mapped to the specified drives (that is, J:, K:, and L:).
The Snapshot copies created are consistent for all LUNs contained by those volumes.

Example 8-12 Snap Create example

sdcli snap create -s Jun 13 03 -D j k1

»

| 2

>

Select Start — Settings — Control Panel — Scheduled Tasks.
Double-click Add Scheduled Task. The Scheduled Task Wizard is launched. Click Next.

After the next window appears, click Browse and navigate to the folder where the batch
(.bat) file you created in Step 1 is located.

Select the batch file.
After the next window appears, select from the list of frequencies, and then click Next.

After the next window appears, enter a start time and complete the detailed frequency
parameters. The option details displayed in this window vary depending on the Snapshot
copy frequency you picked in the previous window.

In the next window, type the user name (the administrator account name and password,
repeated for confirmation) and then click Next.

Steps to schedule Snapshot copies for UNIX
Snapshots can be scheduled using cron directories. Refer to Example 8-13

Example 8-13 Scheduling Snapshot for UNIX

#1/bin/sh

DATE="date"
DATEHOUR="date +%I°
LOGFILE="/tmp/cronsnap.log"
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echo $DATE >> $LOGFILE

snapdrive snap create -vg log_SdDg db_SdDg -snapname snap_h_$DATEHOUR -force
-noprompt >> $LOGFILE

€ChO ===m - >> $LOGFILE

8.2.3 Scheduling Snapshot Using SnapManager for Microsoft Exchange

When you specify a full database backup operation or a database verification operation for
databases that reside on a volume that is a SnapMirror source volume, SnapManager
automatically provides you with the option to automatically perform a SnapMirror update after
the operation finishes successfully.

To schedule a one-time SnapManager backup with SnapMirror replication, complete the
following steps:

» Ensure that SnapDrive is properly licensed for use with SnapMirror.

» Configure SnapMirror on both the source volume to be replicated and its destination
volumes.

» Disable the SnapMirror replication schedule on the storage system so that SnapDrive will
monitor when a Snapshot is taken, and then initiate a replication in response. To do this,
modify the schedule parameter (in the /etc/snapmirror.conf file or in storage system view
mode) to indicate to SnapMirror on the storage system that no schedule is set. Use “- - - -’
as the unscheduled time.

» Begin specifying the full database backup operation or the database verification operation.

Note: It is possible to set the SnapMirror update schedule elsewhere, that is, in the
SnapMirror /etc/snapmirror.conf file on the storage system. However, when SnapMirror is
used by SnapManager, you must rely on the SnapManager backup schedule to drive the
SnapMirror replication updates.

— You can use either the Backup and Verification tab or the Backup Wizard to specify the
details of the operation.

— Be sure to enable the SnapMirror option.
— Be sure to schedule the operation rather than start it immediately.

* If you are using the Backup and Verification tab, click Schedule instead of Backup
Now or Verify Now.

* If you are using the Backup Wizard, deselect the Now option in the When to Run
this Operation window.

» Use the Schedule dialog box to specify when you want this mirrored backup operation to
be run.
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8.3 Scheduling Snapshot using FilerView

Log on to the IBM System Storage N series storage system. Select Volume — Snapshot —
Configure. Refer to Figure 8-14.
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Figure 8-14 Configuring Snapshot

Select the schedule when Snapshots need to be taken. Refer to Figure 8-15 on page 303.
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Figure 8-15 SnapShot Schedule

8.4 Performance commands and tools

The performance of the IBM System Storage N series can be measured with several tools

and commands. There are N series console commands, such as the client using the perfstat
script, using Operations Manager and SNMP. The performance of Lotus Domino and
Microsoft Exchange will be affected if the N series storage that is used does not perform to
the optimum level. Constant monitoring of storage is required to help the storage
administrator fine-tune the storage so that the performance for applications like Lotus Domino
and Microsoft Exchange does not deteriorate. The following N series commands will help you
monitor the performance of the storage.
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8.4.1 Data ONTAP commands

» Sysstat
The sysstat command reports aggregated N series performance statistics. Refer to
Figure 8-16.
CPU HFS CIFS HTTP Total Het kBfs Disk kB/s Tape kB/s Cache
in out read write read write age
43% 2470 0 0 2470 5218 7110 11123 48 0 0 4
0% 2873 0 0 2873 6887 11924 17474 16647 0 0 4
64% 3038 0 0 3038 7685 13129 14456 22148 0 0 4
48% 2954 0 0 2954 7757 13895 11972 168 0 0 4
54% 3511 0 0 3511 6606 12668 12352 0 0 0 4
54% 3910 0 0 3910 7327 14056 10004 24 0 0 4
68% 3094 0 0 3094 7151 13989 16020 14955 0 0 4
65% 3334 0 0 3334 6622 11765 13260 23165 0 0 4
76% 4207 0 0 4207 7330 16334 11738 628 0 0 4

Figure 8-16 sysstat N series performance statistics

> (tree stats

The qtree stats command shows how many NFS or CIFS operations are caused by user
accesses into gtrees. Refer to Figure 8-17.
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No gtrees are in use in volume vol3

Volume Tree NFS ops CIFS ops
volO unixhome 96414769 0
volO sims 610671 0
voll winhome 0 346978004
voll winapps 0 7036597
vol2 software 181653611 1757843416
vol2 tools 53109414 61724267

Figure 8-17 qtree stats

» statit

Gathers a set of performance statistics over an interval between the time statit is begun and

ended for:
» CPU

v

Disks

v

v

Network interfaces

System software
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The statit -b command begins collecting data and the statit -e command ends the
measurement interval and generates a report. Refer to Figure 8-18.

Hultiprocezssor Itatistics [(per second)
cpuld cpul total
2k switches SEE95.21 93934.69 1522:29.91
hard switches 105349.39 12997,.44 23546.54
domwain switches 1093 .05 11=20.04 2213 .09
CP rupts S9730.45 975.54 10706, 30
nonCP rupts 1502 .50 35.94 1535.74
CP rupt usec Z0213.94 10146,06 J05360.01
noncP rupt usec 2594.,549 J07 .63 2902 ,17
idle 11631.581 14706,57 ZB335.35
kahuna 402646,60 3535589.44 756536.10
network 249175.95 255404.39 537550.45
Storage S7091.47 G0331.06 117922.53
exempt 149351.586 155550.15 304932.03
raid 106530,52 115707.053 222537.4:2
target 247 .80 Z232.26 450,06
netcache 0.o0 o.oa o.oa
netcaches 215.49 195.35 410,54
114.943430 secohds with one or more CPUz active [ 99%)
1.542:204 geconds with one CPU active [ 2%)
115.1012:26 seconds with both CPUzs active [ 98%)

Figure 8-18 statit for multiprocessors
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» stats

The stats command collects or views statistical data on Storage Systems. Refer to

Figure 8-19.
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Figure 8-19 stat show command

8.5 Operations Manager
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The integrated management approach enables you to monitor and manage your IBM System
Storage N series storage systems from a single location using the following management

tools:

» Operations Manager, a Web-based user interface from which you can monitor and
manage multiple storage systems and N series clusters.

» Operations Manager, which provides infrastructure services for various clients, for

example, Performance Advisor.

» FilerView software, which manages individual storage systems and clusters of storage

systems.

» Performance Advisor, which runs on the Operations Manager Client (Java™ thick client)
and provides a single location to view comprehensive storage system and vFiler unit

performance information.

» Operations Manager Host Agent, an independent software application that resides on a

host with which Operations Manager interacts.
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In a environment where multiple mail servers are running on multiple IBM System Storage N
series storage systems, Operations Manager provides a single point of view for monitoring N
series.

8.5.1 Operations Manager

Operations Manager provides infrastructure services such as discovery, monitoring,
role-based access control, auditing, and logging for products in the Storage and Data Suites.
Operations Manager software runs on a separate workstation or server. It does not run on the
storage systems.

Operations Manager has a command-line interface for scripting commands that might
otherwise be performed through a Web-based user interface, known as Operations Manager.

Figure 8-20 shows the terminology and the architecture of the product, with respect to
Operations Manager (the Web-based user interface), the server, and the clients. You can
install Operations Manager on a separate workstation or on the same workstation as the
server.

Operations
Manager

I

DataFabric
Manager server

DataFabric Manager
Host Agent

E I anagemert
console
1

D

ESSEd
) (o) ]
Clustered S Storage near-ling
gtorage systems gystem

Figure 8-20 Operation Manager

Operations Manager is the Web interface used for day-to-day monitoring, alerting, and
reporting on storage system infrastructure.

Feature of Operations Manager
» Discovery

You can configure Operations Manager for the discovery of storage systems, volumes,
gtrees, LUNSs, disks, quotas, and then view the results filtered by role-based access
control and user-defined grouping.
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» Monitoring and reporting

You can monitor device or object health, capacity utilization, and performance. You can
also view or export reports with the relevant information and create custom reports.

» Alerting

You can configure alerts and thresholds for event management. Operations Manager
issues alerts and Operations Manager generates event reports for monitored systems,
volumes, gtrees. Operations Manager alerts are sent through e-mail, pager, or by
generating SNMP traps to be sent to other monitoring applications.

» Management

Use Operations Manager to:

» Group devices, vFiler units, host agents, volumes, gtrees, and LUNs into meaningful
groups for ease of management. The groups are stored within Operations Manager and
are shared with other client applications.

» Configure role-based access control settings.

» Define group configuration management templates and apply those templates to one or
more systems.

» Edit volume, gtree, or user quotas.

» Run Data ONTAP CLI commands simultaneously on multiple systems.

Operation manager also add volumes. Refer to Figure 8-21.
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Figure 8-21 Addition of Volumes Operations Manager
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Operations Manager back ups schedule operations. Refer to Figure 8-22.

Schedules - chrisanthy - Microsaft Internet Explorer |= L
e Edt  Pew Fgeoilss  [Eeb el
Baxck i E : r ! Sggich 7 ? Faradites -l‘f‘h g ] [ 18 ﬂ
EE * 7 agvess | hitoo9, 11,253, 3505800 o jedtschediesAgroupall £ -+
=47 (Wb Sean 0 il Soskbrarda = SEEEH * ‘lm:ﬂm' .:__'H'.d = 5 vume = N dikpeda
Sebwshles - chesanty o+ bod T

e

I-BM Systé m Elnrage“‘ N series

Hackup Events: Emerd

Nismrg. 0

onirod Center ] Bachoup ] Dizaster Recovery |
e Admdnisrsion = ManagEmenl  Toda~ LogOul  Help~-
QUpS: Edi Gizuzs 3 Jup 118
R Schedules fichiaith
[Glabal : ; s ; i
i I TS0 Lok | Summary rSackup rﬁeﬂnre1 Storage Svsluqls] Schedules | Jobs rE\-ualls |
i 1T 50 wFiber Lak
Ackd s Hew Scheckda
Sichacuie Hame
Schesuie Tenpile K w
|
& Globa
rés
jaag 8 Lolagges af Bermy 1-3mf 3
- Scheduls fame & et Rebension Counts Dackup Timas Used Dy Delste
gend: el (F Houry: W -
prgency B Ml 1 v ] !E.gh".".-.l.. - O
peal =] Lnkzgwn @ n ? : L bl
pr & nnaaged @ rica n Gy ,,m.ll';. i Highty: len-Sal @2 —. 1
mrg 0 nformaton D LN '\-':n"r; vankly Sengs O
Hrurke K
e Wl Local nbranes

Figure 8-22 Scheduling backup operations

SnapMirroring is used for data recovery and data backup using the disaster recovery
manager in Operations Manager. A volume that needs to backed up also needs to mirrored.
The backup is done in a predetermined schedule. Refer to Figure 8-22.
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Refer to Figure 8-23 for information about the Operation Manager Mirroring operation.
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Figure 8-23 Operation Manager Mirroring Operation

8.6 FlexClone

A FlexClone volume is a writable point-in-time image of a flexible volume or another
FlexClone volume. FlexClone volumes add a new level of agility and efficiency to storage
operations. They take only a few seconds to create and are created without interrupting
access to the parent flexible volume. FlexClone volumes use space very efficiently, leveraging
the Data ONTAP architecture to store only data that changes between the parent and clone.

Lotus Domino and MS Exchange use FlexClone for application testing with live data, data

mining, parallel processing, online backup, system deployment, and IT Operations.

8.6.1 Creating FlexClone

Example 8-14 shows how to create a new read-write clone named Widget, based on an
existing flexible volume named Gadget. The command reuses an existing Snapshot copy in
Gadget as the backing for the clone.

Example 8-14 Create Flex™ Clone

vol clone create Widget -s file —b Gadget GadgetSnap
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8.6.2 Status of FlexClone

The command in Example 8-15 prints verbose status information for the volume named
Widget. The volume can be a flexible volume, FlexClone volume, or traditional volume. It
prints less information without the -v flag.

Example 8-15 FlexClone Status

vol status -v Widget

8.6.3 Splitting the FlexClone

The command in Example 8-16 starts the process of splitting the FlexClone volume named
Widget from its parent flexible volume. The split will make a copy of all blocks associated with
the FlexClone volume that currently reside in the parent flexible volume.

The process can take a while to complete and proceeds in the background. Afterwards, the
volume will be an independent flexible volume with space guarantees reenabled.

Example 8-16 FlexClone initiation

vol clone split start Widget

The command checks the progress of the ongoing clone split for the Widget volume.

The command vol clone split status Widget stops the clone split process. Any blocks that
have already been copied will continue to be associated with the clone volume. Another split
start command will resume the split with any blocks that are still shared.

Example 8-17 Vol clone split status command

vol clone split stop Widget

8.6.4 Space utilization with FlexClone

The command in Example 8-18 displays disk usage associated with aggregates. The
example limits it to the aggregate named aggri.

Example 8-18 Disk Usage
df -A aggrl

The command in Example 8-19 shows the command to display the name of the aggregate
containing the volume named Widget.

Example 8-19 Displays aggregate name

vol container Widget
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8.7 Reallocation

Data ONTAP 7G introduces a new reallocate command to manage reallocation activities.
Reallocation scans ensure that blocks in a LUN or a volume are laid out sequentially. This
improves the performance of read and write commands, thereby improving the read/write
performance of LUN-based applications that access data on the N series.

Lotus Domino and Microsoft Exchange uses reallocation to improve performance, as this
feature leads to faster access to the disk. Some of the important uses of a reallocation scan
for Lotus Domino and Microsoft Exchange are:

» Runs in the background so applications can continue to run.
» Evaluates the layout of blocks in a LUN to determine the current level of optimization.

» Rewrites blocks as necessary in order to achieve and maintain the desired level of
optimization.

» Dynamically adjusts to avoid taking too many system resources while reallocating the
volume or file.

» Running a LUN reallocation scan run before the creation of a Snapshot copy optimizes
both the LUN and the Snapshot copy.

Example 8-20 shows how to reallocate and schedule a reallocation of a LUN.

Example 8-20 LUN reallocation

Check the LUN /vol/dbl/lunl allocation periodically.
reallocate start /vol/dbl/Tunl

Schedule a reallocation job at 11 pm every Saturday.
reallocate schedule -s "0 23 * 6" /vol/db/Tunl

8.8 User management
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The N series supports role-based access control (RBAC). RBAC is a method for managing
the set of actions that a user or administrator may perform in a computing environment. The
feature is important for applications like Lotus Domino and Microsoft Exchange where data
security is paramount. Only users who have authority should have access to modify the
storage configurations.

Only certain users should be allowed certain tasks. RBAC solves this management problem
by allowing you to define sets of capabilities (roles) that are not assigned to any particular
user. Users are assigned to groups based on their job functions, and each group is granted
the set of roles required to perform those functions. Using this method, the only configuration
required for an individual administrator is to ensure that the administrator is a member of the
appropriate groups; that administrator will inherit all the correct capabilities because of the
group membership and the roles assigned to those groups.

First, we need to define the roles. There are some functions that all of the administrators
should have access to, such as the login capabilities and certain reporting commands (for
example, df). Rather than create a role for each of these groups and duplicate the common
capabilities across all three groups, we will put the common capabilities in a role that will be
assigned to all three groups. Then we can give each group a second, unique role that will
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have the capabilities specific to that group. Refer to Example 8-21 on page 313 and
Example 8-22 on page 313.

Example 8-21 Assigning roles

itsotuc> useradmin role add fileradmin —c “Capabilities common to all
administrators” —a Togin-telnet, login-ssh, cli-df*, cli-help*, cli-man*,
cli-sysstat*, cli-uptime*,cli-options*,cli-passwd*

Example 8-22 Storage Administrator role assignment

itsotuc> useradmin role add storageadmin —c “Storage administrators” -a
cli-*,security-*, api-*, login-console, login-http-admin

For individual administrators, in order to provide centralized password management, we will
use domain users instead of local users. Refer to Example 8-23 and Example 8-24.

Example 8-23 Adding individual users

itsotuc> useradmin domainuser add sven —g fileradmins

Example 8-24 Adding a storage administration user

itsotuc# useradmin domainuser add prashant —g storageadmin

Note: The user names above (prashant and sven) must be valid accounts within the
Windows domain of which the N series system is a member.

8.9 Autosupport

Autosupport is a sophisticated, event-driven logging agent featured in the Data ONTAP
operating system inside IBM System Storage N series storage systems that continuously
monitors the health of your system. It keeps a watchful eye on a multitude of preset
conditions. This feature is important for applications such as Lotus Domino and Microsoft
Exchange, as the N series health is constantly monitored and e-mails are sent to the storage
administrator about the N series’ status. This will help the administrator solve the storage
problems immediately and thus performance of Lotus Domino and Microsoft Exchange will
not deteriorate

The Autosupport feature triggers the automatic sending of notification messages to IBM
Service and Support. Autosupport also has the ability to send notification messages to one or
more customer-specified e-mail addresses, which can alert recipients to potential problems
with the IBM System Storage N series storage system. As necessary, IBM Service and
Support will contact customers based on the contact information in the customer’s record for
resolution of potential system problems.
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8.9.1 Configuring Autosupport from FilerView

Open FilerView and select Filer — Configure Autosupport. Configure the mailhosts and
mail address where notification needs to be sent. Refer to Figure 8-24.
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Backup and restore of Microsoft
Exchange servers using IBM
System Storage N series

This chapter will help you configure and run backup and restore for Microsoft Exchange
servers on IBM System Storage N series storage system using SnapDrive and SnapManager
for Microsoft Exchange (SME) and how to recover single mailboxes using Single Mailbox
Recovery (SMBR).
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9.1 Backup and restore

Backup and restore operations are critical administrative tasks for Microsoft Exchange server
systems. The backup should not only guarantee the recover of the data should a disaster
occur, but also must guarantee the normal operation of the Microsoft Exchange environment
by committing the transactional log files on the databases and deleting these log files after the
operation.

Another point is the rapid growth of the Microsoft Exchange databases. In an enterprise, most
customers utilize 20 databases (the maximum) to keep individual database sizes smaller for
backup, recovery, and DR (repair/offline defrag). This large number of databases and
mailboxes (and therefore the database and transaction log files) demands a considerable
time for backup and for restore. Sometimes, the backup job can last more than 24 hours,
which is useless.

The restore operation is also a concern in cases where you need to restore either the whole
server or a single user mailbox. Depending on the size of the database, it can take some
hours or days to get the data back on the Microsoft Exchange server.

SnapManager for Microsoft Exchange eases the backup and restore operations by using the
N series Snapshot technology and providing quick and verified backup sets for the
environment.

Single Mailbox Recovery for Microsoft Exchange provides the means to recover a single
mailbox or even a single message on a specific mailbox, without recovering the whole
Microsoft Exchange server or impacting the production performance.

Note: As a best practice, and in order to support up to the minute restore capabilities, the
circular logging feature should not be enabled on the Microsoft Exchange Server.

9.1.1 Backup
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Microsoft Exchange servers that have databases and transaction log files on the IBM System
Storage N series storage system can be backed up on different ways depending on the
environment and the planned resources.

Backup using SnapManager

SnapManager is the recommended application for backup, restore, and management of
Microsoft Exchange servers installed and configured to use the IBM System Storage N series
storage system.

SnapManager uses the N series Snapshot technology to enhance backup time and reliability.

Before installing SnapManager for Microsoft Exchange, verify that SnapDrive is already
installed (with MPIO support if necessary). SnapManager must be installed on the Microsoft
Exchange server itself so that the server can be configured, but can also be installed on a
management server for the daily activities and verification process.
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To configure backups using SnapManager, follow these steps:

1. On the Microsoft Exchange server, select Start — All Programs — IBM —
SnapManager for Exchange Management Console. The SnapManager for Exchange

window will be shown (as seen on Figure 9-1).
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Figure 9-1 SnapManager for Exchange window
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2. A backup operation can be manually configured or you can use the Backup Wizard to help
you configure it. Select the target server on the left pane and on the Actions pane (right),
click Backup Wizard. This will bring the Backup Wizard window (Figure 9-2). Click Next in
this window.
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Figure 9-2 Backup Wizard window
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3. In the Storage Groups window (Figure 9-3), verify the list of Storage Groups on the target
server along with the databases and transaction log files sets. Notice that all Mailboxes
Stores that share the same LUN for storing the databases will be back up together. In the
example scenario, the entire Storage Group is being backed up. Select the Storage Group,
Mailbox Store, or Public Folder store you want to back up and click Next.
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Figure 9-3 Storage Groups window
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4. In the Backup or Verify Databases and Transaction Logs window (Figure 9-4), select the
operation to perform. If you select the option to Verify the Databases and transaction
logs, you need to specify the number of backups to verify. At this point, the Backup Wizard
will only verify the integrity and functionality of the existent backup sets. No backup job will
be executed with this option. For backup, select the option Back up databases and
transaction logs and click Next.
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Figure 9-4 Backup or Verify window
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5. The Backup Management Group window will be shown (Figure 9-5). Select the
management group on which to include this backup. Click Next.

Note: The Backup Management Groups do not depend on or enforce how often the

backup job is performed. It is rather a labelling convention for the Snapshots copies made

by the SnapManager for Microsoft Exchange.

SnapManager for Erchange-Backup Wizard

b L—_;{ =" SnapManager for Exchange-Backup Wizard
E’i‘zi_ﬁj Backup Management Group

3 ctar Select the Backup Management Group

=P StorageGroups

=P Management Group Backup management groups emable you ta graup your backups for easier backup management.
You can verify or delete backups according to their backup management gioup.
=P (ptions
Select the backup management group far this backup operation:
= Fun Command
| Management Groups
= Complate

™ Standard Backup
@ 1
" Weekly Backup

Help | < Back MNext » | LCancel |

Figure 9-5 Backup Management Group window
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6. On the Naming Convention window (Figure 9-6), select the convention to be used for
naming the Snapshots copies created on the IBM System Storage N series storage
system. If you select the generic naming convention, the newest Snapshot set will always
have the _recent on the end of its name. If you select the unique time stamp, each
Snapshot set will be named using the time stamp. Note that this configuration is to help
you manage your backup set’s names only. After select the desired name convention, click
Next.

SnapManager for Exchange-Backup Wizard

%\@jﬁ

= Chart

| SnapManager for Exchange-Backup Wizard

j Select the naming convention for the newest backup

Select the naming convention for the newest backup

= StorageGroups

= tanagement Group Select whether newest created backups get a generic name [*_recant'] of 3 unigue name [time stamp).
This setting applies ta all backups creatad after this wizard is completed You can also use the Options

b Options menu to change this setting at any tima,

=} Fun Command

™ Use generic ["_recent’') naming convention
=P Complete
@ Use unique (time stamp) naming convention

Help I < Back LCancel |

Figure 9-6 Naming Convention window
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7. In the Delete Older Backups window (Figure 9-7), select the policy to be used to delete
older backups. You can select to delete older backups (and then specify how many backup
sets or backup days should be kept) or select to not delete older backups at all. This
configuration should be done to meet your company’s requirements for backup and
restore. In the example scenario, we are keeping eight backup sets and deleting the oldest
every time a backup job runs. After the configuration is done, click Next.

SnapManager for Exchange-Backup Wizard

1 ' SnapManager for Exchange-Backup Wizard
Delete Older Backups

 Stat Automatically delete older backups after the backup completes
arl

=P Storageliroups 3 wE
) 3 Select whether to delete the oldest backups in the specified backup management group

after this backup is completed successfully,

=P 1 anagement Group

=P Options @ Yes, delete backups
Delete Options

" Delete backups older than ]—_;l days
& Delete oldest backups jn excess of: |3 - |

=} Fun Command

=P Complete

" Nag, do not delete any backups

It iz recommended to uge thiz option to avoid running out of shorage system disk space reguired to
create enapshote or reaching the limit of 254 snapshots per shorage system volume,

Help | < Back i Mext> i Cancel |

Figure 9-7 Delete Older Backups window

Chapter 9. Backup and restore of Microsoft Exchange servers using IBM System Storage N series 323



8. The next window will allow for the configuration of the restore capabilities (as seen in
Figure 9-8). You can configure SnapManager for Microsoft Exchange to preserve all the
transaction log files on the Snaplinfo Directory to allow for up to the minute restore of the
older backup sets. This directly impacts storage space usage. A different configuration is
to remove the transaction log files on the Snaplinfo Directory associated with the backup
set when deleting that backup set. This can prevent backup sets older than the one that is
being deleted to be restored up to the minute (because some transaction log files would
be missing). This configuration can vary, depending on the business need, planned
infrastructure, backup and restore policy, storage limits, and other variables. After
selecting your configuration, click Next.

SnapManager for Exchange-Backup Wizard

1 SnapManager for Exchange-Backup Wizard
Retain Upto-The-Minute Restore ability for Older backups

Yiou can choose not to delete logs when deleteing oldest backup.

= Chart

=P StorageGroups IF you hawe backups in other baskup management groups that are older than the backups to be deleted

in the curent backup managemant group, those older backups might become pointintime-anly backups

=P b anagement Group after this backup is complate.

=P Options To avoid this, you can specify not ta delete the transaction logs that are saved in the Snaplnfo directary
that belomg to the backups to be dalstad, thus retaining up-to-the-minute restore capability for your

b Fun Commend older backups.

=} Complete ¢ Yes, retain up-to-the-minute restors capability for older Backups

[transaction logs that are saved in the Snaplinfo directory will be preserved.)

Mo, allow older backups to become paint-in-time only :
@ [tranzaction logs that are gaved in the Snaplnfo directory belonging to the backups that
will be deleted will be also be delsted.)

Help | < Back i Mext> i Cancel |

Figure 9-8 Retain Transaction Log files window

9. Because in our example scenario we configured the Snaplinfo archived transaction log
files to be deleted when removing the oldest backup sets, the SnapManager Warning
Message window will be shown (as shown in Figure 9-9 on page 325) stating that older
backups than the one being deleted will become point in time backups. Click Yes to
confirm the configuration to remove the older transaction log files and click Next in the
Retain Transaction Log files window (Figure 9-8).
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SnapManager for Exchange

‘\Warning: you are selecting to remove all logs for the backups wou are deleting, This wall cause all backups older than
! the backups vou are deleting to become available for point-in-time restores onlky.

Do you wank bo continue?

Figure 9-9 SnapManager Warning Message window

10.In the Truncated Log Backup window (Figure 9-10), select whether the truncated log files
(log files already committed to the database) should be backed up or not. Again, this
configuration depends on the planned backup and restore policy and management. In the
example scenario, we selected the truncated log files to be backed up so that any older
backup set can be restored up to the minute. Click Next.

snapManager for Exchange-Backup Wizard

.
Oh

=P Start

| SnapManager for Exchange-Backup Wizard

Truncated log backup

“You can zelect not to backup Truncated Logs

=P StorageGroups : ; ; ;
2 3 Truncted logs are curentlly baing basked up. This may not be needed and may be using more disk space

than nesded for backup,
=P tanagement Group

=P Options

To prevent truncated logs from being backed up, selact tha "No' option below.
=P Fun Command
=P Complete # Yes, backup tuncated fransaction logs

" Mg, do not backup tuncated transaction logs

Help I < Back Cancel |

Figure 9-10 Truncated Log Backup window
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11.In the Backup Verification window (Figure 9-11), select whether the backup will be verified
after it is finished (and which server will be used for the verification process) or not. If you
choose to not verify the backup now, you can still verify the backup later, using the
verification option shown in the Backup or Verify window (Figure 9-4 on page 320). The
recommendation is that every backup is verified to guarantee that you have a valid backup
set should a disaster occurs. By default, the local server will be used to verify the backup
set after it finishes. To select a remote verification server, make sure that the remote

server has:

a. SnapDrive installed

b. The appropriate LUN driver installed (iSCSI or FCP)

c. Connectivity to the IBM System Storage N series storage system (either using iSCSI or
FCP)

d. SnapManager installed and configured to use the same account used on the Microsoft
Exchange production server

e. The Exchange Management Tools installed

Note: The recommended configuration is to verify the backup sets as soon as they finish
so that the Microsoft Exchange administrators have the guarantee of a valid backup set.
Using remote validation server provides the best performance and does not impact the
production Microsoft Exchange server.

SnapManager for' Erchange-Backup Wizard

" SnapManager for Exchange-Backup Wizard

Verify the Databases and Transaction Logs in this Backup

=P Start
=P StorageGroups

=P taragement Group

= Options YYou can verify the phyzical integrity of the databases and transaction logs image in your backup
directly after the backup, ot vou can rin verfication later using defered venfication.
=} Run Command
& Yes, | want to verify the databases and transaction logs after this backup is complete.
=) Complate

ll The integrity of databages and logs in the backup needs to be verified

Itie strongly recommended that vou restore only from verified backups.

" Ng, | want to verify the databases and bransaction logs in this backup later,

ou can run database file verification on any computer that is configured to run Snaphanager Exchange
database verification. our current verification server is listed below. To chanoe your verification server,
click Verification Server,

Verification Server: InamgmtS Werification Settings...

Help | < Back i Mext> i Cancel |

Figure 9-11 Backup Verification window
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12.In the Run Command After Operation window (Figure 9-12), select whether you need to
run a command after the backup operation is finished or not. In the example scenario, no
command will be run after the backup job. Click Next.

o)

SnapManager for Exchange-Backup Wizard

| SnapManager for Exchange-Backup Wizard

Run Command After Operation

= Chart

= StorageGroups

=P 1 anagement Group
=) Options

=¥ Run Command

=P Complete

Yol can run a command or sonpt after the completion af the operation

Select whether you want to use the Run Command After Opetation feature to automatically run &
command after this backup or verfication operation is completed.

" Yes, run a command after this operation

@ Ng, do not run & command after this operation

Help |

< Back P Memt» Cancel |

Figure 9-12 Run Command After Operation window
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13.1f you configured the Backup Wizard to run a command after the backup job is finished
when you click Next, the Run Command After Operation detail window (Figure 9-13) will

be shown. Type in the full path for the application to be run and any other argument to it.
Click OK and then click Next.

Run Command After Operation
)

Browze, .

Specifp a computer where vou wank ko un the command:
[NAMEMT

Specity the full path to the program or scnpt powu want bo i

| Erowsze. ..

A

Select the Snaphkd anager wanables below and click Select. or fype into the Command Argurnents

field, to farm the command you wank bo un after the operation iz complete. Encloze a varniable
i double quotes [ if prefermed.

Shaphd anager Y ariables:

$E mchSnapshot - [exchanap  <server> <dale Select I
$lnfoSnapshat - [eloginfo_ <server:_<date tme:] —
$Snaplnfokame - [<date_hmes]

$SnaplnfoPath - [hovmyinfoEXCH__ <server»hSG__ <oor-vodate bime:)

Command drguments:

Cancel |

Help |

Figure 9-13 Run Command After Operation details window
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14.The Completing Backup Wizard window will be shown (Figure 9-14). If this backup is a

one time only job, click Finish. If you are configuring a recurring backup job (such as a
Daily backup job), click Schedule.

B
Y

b

SnapManager for Exchange-Backup Wizard

| SnapManager for Exchange-Backup Wizard
Completing the Backup Wizard

= Chart

= StorageGroups

=P 1 anagement Group
=) Options

=¥ Run Command

=¥ Complete

Wesify the following settings, then click. Finish' to proceed with the restore or Schedule’ to schedule

kup Server: NAMGHTII

oldest hackup set in excess of 8 will he delated.

smapshot will be verified after hackup.

verification will be run on computer namgnutd,

hacked up transaction logs will be verified afier backup.
Verification throtiling iz not enabled ox supported.

Most recent backup will have unigue name with tine stanp.
Backup transaction logs which will be truncaied by Exchange: Ves
Backup/Verification Management Croup: Standaxd

No SmapMirror updaie afiex operation.

C d Aftexr Operation: No

up-to-minute regiore ability for older backup in other backup management groups:

Help |

< Back Finizh | LCancel |

Figure 9-14 Completing Backup Wizard window
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15.When you click Finish, the Backup Status window will appear, as shown in Figure 9-15, so
that you can start the process. Click Start Now and the backup wizard will start the
backup. The report is generated online and can be viewed by clicking the Backup Report

tab.
Backup Status M=l 3
Backup Task List I Backup Repoit |
Status | Tazhks |

Taszk 1 : Checking Snaptanager license

Task 2 : RAenaming most recent snapinfo directory before new backup

Tazk 3. Renaming previous most recent snapshot before new backup

Taszk 4 : Creating new most recent snapinfo directary

Task 5: Starting VS5 online backup process

Tazk 6 Gathering Exchange writer metadata and starting snapshot zet

Tazk 7. Adding volumes to snapshot zet

Task 8 Creating volume shadow copy

Task 9 Verifving physical integrity of the Exchange databaze files

Tazk 10: Creating a snapzhot of the LUN containing snapinfo directony and/or the tranzaction logs
Tazk 11 : Deleting the oldest snapshat of the LUM containing snapinfo directane and/or the fransaction |
Task 12 : Deleting the oldest backup data sets

Tazk 13 : Completing SnapManager backup

: Close |

Figure 9-15 Backup Status window
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16.1f you click the Schedule button in the Completing Backup Wizard window (Figure 9-14 on
page 329), the Backup Status window will not be shown. Instead, the Backup Wizard
Schedule window will be shown (Figure 9-16). Type in a name for the Backup Job and the
credentials to run the job. Click OK.

Schedule...

Schedule Job Mame: IDain Exchange Backup

I Replace job if it exists

new-backup -Server 'MAMGMT 3 -GenercMaming -ManagementGroup 'Standard' -MoTruncatelogs
$Falze -MoUTMRestore -AetainBackups 8 -StorageGroup 'Firgt Storage Group' Aenfy MerficationSerer
‘namgmt3’ -UsetountPoint -MountPaintDir 'C:\Program Files\Escharei\MDBDATANR ecovernyhMapping
Foint' -BackupCopyRemoteCCRMode $Falze

Bun Ag: IITSD'&administratur Browse... |

Pazzword: I,., e aas

Confirm password: I,.. R ——

Cancel Help

Figure 9-16 Backup Wizard Schedule window
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17.The backup job will be scheduled using the Windows Task Scheduler. The Task Scheduler
window will open (as seen on Figure 9-17) already completed with some information. Click
the Schedule tab.

Daily Exchange Backup [ 7]

Task IScheduIe1 Settings |

N DDASAT aske\Diady Exchanoe Backup.job

Bur: bl apping Point’ -B ackupCopyBemoteCCRNode $FElze

Browze. .

"C-%Program Filez\IBM\Snapkanager for Exchangeh”

Skart ity

LComments:

Fiun az: ITS DM admirestratos Set pazsword..

[ Rur anly if logged on
[+ Enabled [zcheduled task mns 2t specified hme]

K Cancel Applhy

Figure 9-17 Task Scheduler window

18.In the Task Scheduler window (Figure 9-18 on page 333), select the schedule type
(weekly, monthly, daily, and so on) and select the Start date for the task. After reviewing all
the configurations, click OK.
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Daily Exchange Backup [ 2]

Task  Schedule l Settings]

A 800 P eweny day, startng 6/18/2007

Schedule Tazk: Skart time:
’Dail_l,I ;] | 8:00 P + Advanced... |
Schedule Tazk Daily

Ewemn |1 _J; dayiz]

[T Show mullipls schedulss.

Figure 9-18 Schedule Task window

19.The task will be created in the Windows Task Scheduler and scheduled for the configured
start time and repeat interval.

Note: SnapManager backups reside on the IBM System Storage N series storage system.
For external backups on media tapes or site disaster protection, use additional backup
software.

Backup using SnapDrive

Those environments that cannot take advantage of the manageability provided by the
SnapManager for Microsoft Exchange still need to back up their Microsoft Exchange servers.
In order to execute this backup, the SnapDrive software can be used as an additional layer of
protection, generating Snapshots on the IBM System Storage N series storage system and
restoring them later, if needed.

Note: Dismounting the databases should be done before backup

SnapDrive does not have the Advanced Programming Interface (API) to integrate with the

Microsoft Exchange server and, for this reason, does not commit the Transaction Log files on
the database. SnapDrive Snapshots are not a complete solution for backing up the Microsoft
Exchange server environment. It is rather an additional protection in case a restore is needed.

Chapter 9. Backup and restore of Microsoft Exchange servers using IBM System Storage N series 333



334

When using the SnapDrive software to generate Snapshots, use additional backup software,
such as IBM Tivoli Storage Manager (ITSM) that integrates with the Microsoft Exchange
server and backs up the environment.

When creating Snapshots, always create a snapshot for the database LUNs and for the
transactional log files LUNs so that the Mailbox Store can be restored using the log files.

Note: Snapshots generated by SnapDrive are not integrated to or managed by
SnapManager. To delete them from the IBM System Storage N series storage system, use
the FilerView, Data ONTAP command-line interface (CLI), or the SnapDrive MMC.

To create a Snapshot using SnapDrive:
Open the Computer Management MMC.
Expand Storage.

Expand SnapDrive.

Expand Disks.

Expand the disk to have a Snapshot created.

I

Right-click the Snapshots folder beneath the disk and click Create Snapshot..., as shown
in Figure 9-19).

E Computer Management !EI
g File  Action Yew ‘Window Help ~ |;|i|5|
¢ @ B 2E HXxBUL & &

Q Compuker Management (Local) Mare

E‘ﬁﬁ System Taols §5nap5hgt5

[ {8 Event Wiewer

-] Shared Folders

% Local Users and Groups

-8 Performance Logs and Alert:
L g Device Manager

I'_—'I‘@ Storage

. H-fg Data ONTAR(R) DSM Manag
53 SnapDrive

= % Disks

- [ ¥rtuaDel (201, 1]

Creake Snapshat. ..

- [ virtua

----- @ 5 Mew wWindaw From Here
A E;,P Remaovable Sk

S Dick Defragme  HElP
- Disk Management

¥ ﬁﬁ Services and Applications

J| | B

|Ereates a snapshot of a virtual disk

Figure 9-19 Create Snapshot window

7. Type in a name for the Snapshot in the Snapshot name window (Figure 9-20 on
page 335). Notice that the name is the reference to the Snapshot. Remember to include
any needed information about the Snapshot name (such as dates or type of Snapshot).
Click OK.
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Create Snapshot | x|

; Enter a shapshat name:
ﬁ Ie:-:change_snap_DE-'l9-2["]?1

ak Cancel | Help

Figure 9-20 Snapshot name window

8. Snapshot will be created and shown in the Snapshots view on the SnapDrive MMC
(Figure 9-21).

E Computer Management !E > .
g File  Action  Wiew window Help | = il

e | BE B 20 H&%
g Computer Management {Local) Disk. Snapshat Marne | etused | o Toral | cre
F—'ﬂ& System Tools ﬁexchange_snap_ﬂﬁ-19-200? — - TR
@ Event Yiewer iad exchsnap__namagmt3__recert — - Jun
% shared Falders @rexchsnap_namgmt3_06-18-2007_11,37.56_ daily - —  lun
Local Users and Groups i3 ewchsnap__namamts_06-15-2007_11,46,51 Jun

Perfarmance Logs and Alert:
k 4 Device Manager

[—:I--@ Skorage

- Data OMTAP(R) DSM Manag

Elg SnapDrive
E{% Disks

- [ virtualbisk[2,0,1,1]

ig Snapshots

- [ Wirbualbisk[3,0,1,0]

@ Snapshots

[+ Eﬁ Removable Storage

B Disk Defragmenter

: g Disk Management

f__f&ﬁ Services and Applications

| | HiS | L

|Snapshats: 4

Figure 9-21 Snapshots view window

9.1.2 Restore

Depending on the way the Microsoft Exchange server was backed up, the restore operation
can be more or less complex.

Restore from SnapManager based backups

If the backup solution for your Microsoft Exchange infrastructure is based on the
SnapManager for Microsoft Exchange, the restore of services can be accomplished in a
matter of minutes.

Because the backups from SnapManager are based on the Snapshot technology, the
restores are much more fast and reliable.
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Prior to starting the restore operation, there are some configurations that can be changed on
the SnapManager for Microsoft Exchange for restore operations:

1. On the SnapManager for Exchange MMC, right-click the server name and select Backup
Verification Settings.

2. The Database Verification Settings window will be shown (Figure 9-22). Click the Access
LUN in Snapshot tab. This configuration controls how the Snapshot will be mounted on
the Microsoft Exchange server in order to accomplish the restore operation. The default
configuration is to mount the Snapshot in an empty NTFS directory. If necessary, change
the configuration so that a drive letter will be used instead of a Volume Mount Point.

Database ¥erification Settings |
Override Yerfication | Werification Thraottling i
erification Server Access LUN in Snapshot |

Azzign a drive letter of path to access a mounted LUN in shapshiat

*  Automatically assign available diive letter

" Mount in an empty HTFS directary

Default mount point directany:

C:A\Program Filez\E schereihMDBDAT 25R ecovernMapping Point

Browsze... |

ae. LCancel Apply Help

Figure 9-22 Database Verification Settings window

336 Using the IBM System Storage N series with Mail Servers



3. Click the Override Verification window (Figure 9-23). The check box Override database
verification requirement for restore controls if the restore operation can be executed on
a non-verified backup set or if the restore operation will only be allowed to run using a
verified backup set. The recommended configuration is to leave the default configuration
to only run restore on verified backup sets (check box unmarked).

Database ¥erification Settings | x| |

Werification Server | Acceszs LUM in Snapshot I
Uvernde Yerfication | Yerification Throttling I

r Owemde databasze vernfication reguirement far restore

Selecting thiz option will enable you to restare from unverified backups.

WARMIMG: An unverified backup may contain an image of an Exchange
databasze that iz physically corrupt. |f the backup containg phyzical
databaze coruption this cormuption will perzizt in the restored databaze.

It iz gtrongly recommended that only verified backupz be uzed for restore.

ok LCancel Apply Help

Figure 9-23 Override Verification window
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4. Click the Verification Throttling window (Figure 9-24). The database verification process
can impact the performance of either the Microsoft Exchange server or the IBM System
Storage N series storage system because of its intense 1/O use. If tuning is needed for the
Verification Throttling, mark the check box and define how many 1/O operations should be
done between 1 second pauses.

Database Yerification Settings |
Werification Server I Arccezz LUM in Snapzhot |
Dverride Verification Yerification Throttling I

I Thrattle databaze checksum verification

Pause for 1 second after |57 = /0 operations.

] Cancel Apply Help

Figure 9-24 Verification Throttling window

5. Click the Verification Server window (Figure 9-25 on page 339). This configuration tab
allows you to change the verification server to be used as the default verification server for
Backup and Verify operations.
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Database Yerification Settings

Yenfication Throttling I
Access LUM in Snapshot I

Dwerride Y enficaton
Y ernfication Server :

Specify a computer bo use bo weniy the Exchange databazes in your Snapkd anager

backupz. Wou can select vour Exchanos server to be pour venfication zerverar

wou can uge remote vernfication by selecting another computer. l ;
(T LE

i
Verfization Server: = ("‘:L

Inamgmt3 Browse |

E zeutil. exe path on computer

|I::"~F'r|:|gram Filez\E scharbintessutl exe

If Exchange i not inztalled on the computer pou select, vou wall need to zpecify
the ezeutil exe file path and copy the neceszan fle: to that computer before

proceeding
Chiooze Snapkdirror Destination Yolumess to be used for Yernfication : =1
Wernification on Clestinaton Yolumes | ':'-*;E,
K Cocel | apoy | Heb

Figure 9-25 Verification Server window

After making configuration changes in the Database Verification Settings window, click OK.
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These are the steps to restore the Exchange services on a Microsoft Exchange server that
was backed up using the SnapManager for Microsoft Exchange application:

1. On the Microsoft Exchange server, select Start — All Programs — IBM —
SnapManager for Exchange Management Console. Expand the server name and click

Restore. Expand the server name and the available Storage Groups. The list of backup
sets available will be shown (Figure 9-26).

Note: The way the backup sets are shown on SnapManager for Microsoft Exchange
depends on the Microsoft Exchange infrastructure on the N series storage. If you have a

LUN for each Mailbox Store, then the backup can be done on that specific Mailbox Store
and so can the restore.

lmSnapManager for Exchange - [Console Root',SnapManager for Exchange'\NAMGMT3[NAMGMT 3]’ Restore]

:&::3{?- File Action Wiew Fawortes Window Help

JETET
e Bm @
CEC - ) [ .
EFE? §n§pManager for Exchange: R R e | Restore i
-] MAMGHTI[NAMGHT3] ~T Restore - NAMGMT3 [Host: NAMGHT3] _
% Backup 5 : §T Restore Wizard
L ) Select the storage group pou want bo restare to open it then double-chek t
shore backup pou want to restare from View )
H-Lig Scheduled Jobs e
El;j Reports =] &3 MAMGMT 3 [Host: NAMGMT 3] Mew Window Fram Here
=50 First Storage Group —
I exchsnap_ NAMGMT3_06-15:2007_11.46.51 21 D
17 exchenap_ MAMGMT3_06-18-2007_11.37.56__Daily 2 Hebp

17 exchsnap__NAMGMT3__recent
F P — exchsnap_ NAMGMT3_06-.. &
[ Restore
% Delete

" Change Management Group

Refresh

Item Y alue Help
Name enchznap__NaMGMT3_06-18-2007_11.37.56_C
Backup Date and Time 0B-18-2007_11,37.56
Backup Management Group | Daily
Snaplnfo Path L:ASME_SnaplnfohEXCH__MAMGMT 335G__Fist
Diatabase Yerification Unwerified
Log Venfication Unverified
< | i

Selected backup ta restare from: I

|
Figure 9-26 Backup sets available

2. Notice that some backup sets have the green check mark while others have the orange
quest mark. This shows whether the backup sets are verified or not. By default, you can
only restore from verified backup sets. If for any reason the backup had not been verified
at the time of creation, the verification process can be started in order to verify it.
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a. To start the verification process, right-click the server name and start the Backup
Wizard. Follow the steps described earlier in this chapter for the backup operation, but
in the Backup or Verification window (Figure 9-27), select the verification option and
choose the number of recent backups to verify. Click Next.

SnapManager for Exchange-Backup Wizard

| SnapManager for Exchange-Backup Wizard

Backup or Verify Databases and Transaction Logs

= Chart

=P StarageGroups

=P 1 anagement Group
=} Options

= Fun Command

=P Complete

Select whether to perform a database backup ar verfication operation

‘Y'ou can back up the databases and transaction logs in the selected storage groups of perform database
and transaction log verfication for those storage groups in existing urverfied backups.

Select an operation

" Back up databases and transaction logs

& ety databazes and tranzaction logs in the 1|5 *| most recent unverified backups

Help |

< Back Mest » Cancel |

Figure 9-27 Backup or Verification window
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b. Select the Management Groups that should have the backup sets verified. You can
select each Management Group independently or you can select All to have the
number of backup sets defined on all the Management Groups verified (Figure 9-28).
Click Next.

SnapManager for Exchange-Backup Wizard

ND =1 | SnapManager for Exchange-Backup Wizard
L jj Backup Management Group

Select the Backup Management Graup

= Chart

= StorageGroups

=P hanagement Group Backup management groups enable vou to group vour backups for easier backup management.
You can verify or delete backups according to their backup management group.
=} Options
Select the backup management group far this backup operation:
=} Run Command
Managemeant Gralps
=P Complete

" Standard Backup
¢ Daily Backup
7 ‘weekly Backup

Help | < Back Mest » Cancel |

Figure 9-28 Management Group window
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c. Inthe Verification Server window (Figure 9-29), check the server that will be used for
verification and click Next.

SnapManager for Exchange-Backup Wizard

SnapManager for Exchange-Backup Wizard

Database Verification Server

= Stat Specify the Databaze Verification Server
arl

= StorageGroups

YYour cunent verfication server is shown below. To change your verficabion server click Verification Setting,
=P 1 anagement Group
= Options
=¥ Run Command Verfication Server:  |namgrtd
=P Complete

“You can select your Exchange server to be pour verification server, or you can use remote verification
by selecting another computer, |f Exchange is not installed on the compuber you select, vou will need
to specify the eseutilexe file path and copy the necessary files to that computer before proceeding,

Werfication Settings...

Help | < Back i Hest> Canicel |

Figure 9-29 Verification Server window
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d. Select whether to run a command after the operation or not (Figure 9-30) and click
Next.

SnapManager for Exchange-Backup Wizard

NQ 7 ' SnapManager for Exchange-Backup Wizard
L jj Run Command After Operation

Yol ©an tun & commatd or sonpt after the completion of the operation

= Chart

= StorageGroups

Select whether you want to uge the Run Command After O perabion featue to automatically wn a

=P 14anagement Group command after thiz backup aor verifization operation iz complated.
=} Options

‘s . .
> Aun Command Yes, run & command after this operation

@ Ng, do not run & command after thiz operation
=P Complete

Help | < Back i Mext> i Canicel |

Figure 9-30 Run Command After Operation window

e. In the Completing Backup Wizard window (Figure 9-31 on page 345), verify the
summary. If any change is necessary, click Back. If the summary is correct, click
Finish to run it now or Schedule to create a schedule for this verification process.
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Note: The verification cannot be done on the volume that has a Snapshot operation in

progress. If you are scheduling the verification to occur at a specific time and date, check if
no Snapshot operations will be in use on that time and date.

SnapManager for Erchange-Backup Wizard

| SnapManager for Exchange-Backup Wizard

Completing the Backup Wizard

=P Start

=P StorageGroups

=P taragement Group
=) Options

=P Run Canard

=P Complete

Verify the following settings, then click ‘Finish' to procesd with the restore o ‘Schedule’ to schedule

ackup Server: NAMGHMII

tabase verification only!
last 5§ smapshots will he verified.
verification will be run on computer namgnutd,
hacked up transaction logs will he verified.
Verification throtiling is not enobled ox supported.
Backup/Verification Management Croup: All
No SmapMirror updaie afiex operation.
Run C d Aftex Opexation: No

Schedule... |

Help |

< Back i Fimsh G Canicel |

Figure 9-31 Completing Backup Wizard window
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f. If you click Finish, the Backup Status window will be shown (Figure 9-32). The steps
needed will be listed. Click Start Now.

Backup Status M=l 3
Backup Task List I Backup Repoit |
Status | Tazks |

Werify Storage Group #1 [repeat 5 imes)

Task 1 Quensing storage group shapshot backup information
Tazk 2 Connecting LM in snapzhot for database verification
Tazk 3 : Verfying physical integrity of Exchange database files
Task 4 : Disconnecting LUM in snapshat after database venfication
Tazk 5: Completing D atabaze verification

Cloze |

Figure 9-32 Backup Status window
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3. After the verification process is done, the backup sets list can be refreshed to show that all
the backup sets now are verified (Figure 9-33).

&SnapManager for Exchange - [Console Root',SnapManager for Exchange'\NAMGMT3[NAMGMT3] Restore]

L7 File  Action iew Favorites  Window  Help |;|i|5|
& = | | 2
E‘FE? SngpManager for Exchanae —’ S .
] MAMEMTI[MAMEMTS] Restore - NAMGMT3 [Host: NAMGMT3]
> 3 - . ) i
H Select the storage group pou wart ko restore to open it then double-click © r Restore Wizard
backup you want ta restare frarm wiew »

First Storage Group
A7 exchsnap_ MAMGMT3_05-15-2007_11 4651

~ exchsnap_MAMGMT3_06-18-2007_11.37 56__Daily
~ exchsnap_ MAMGMT3_ recent

| Walue
MAMGMT 3 [Hast: NAMGMT 3]

Itern
MName

4] |

Selected backup to restore from; I

e Window From Here
Refresh
EP Help

NAMGMT3 [Host: NAMGMT3] =
Refresh
Help

Figure 9-33 Backup sets available after verification
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4. To start the restore process, right-click the server name and select Restore Wizard. In the
Restore Wizard welcome window (Figure 9-34), click Next.

SnapManager for Exchange - Restore Wizard

| SnapManager for Exchange - Restore Wizard

= Start 2
Welcome to the SnapManager for Microsoft Exchange
= Choose Backup Restore Wizard
=) Restare Target
This wizard guides you through the steps required to restore your Exchange databases
= Choose ltems from & Sniapkdanager backup. You can also use it to test the validity of & particular SnapManager

backup.
=P Type of Restore

=P erify Options
. T . H !
=P ount Options o continug, click Next
=) Test Restore

= Completion

Help |

Cancel |

Figure 9-34 Restore Wizard Welcome window
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5. Inthe Exchange Server selection window (Figure 9-35), select whether this restore is from
a SnapManager backup set created by the same Exchange server or if it is from a
SnapManager backup set created on a different Exchange server and Archived. The most
common scenario is to restore a backup executed on the Microsoft Exchange server. Click
Next.

SnapManager for Exchange - Restore Wizard

?\Ei_ 7 snapManager for Exchange - Restore Wizard
= jj Which Exchange Server Created the Backups

P Start Canfirm the Exchange Server where the databazes were backed up
= Choose Backup

Exchange Server where the databases were backed up: |NAMG--‘ T3
=) Restare Target

=» Chooss |tems
& Bestore SnapManager backups that were created on the same Exchange Server

¥ Type of Restore " Restore from Archive
=P \Verify Options
= tdount Options
=} Test Restore

= Completion

Help | < Back i Mext> i Canicel |

Figure 9-35 Exchange server selection window
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a. If you are restoring from an archive, the Restore from Archive window (Figure 9-36) will
be shown. Select the server that executed the backup and the path where the Snaplinfo
Directory Snapshot is mounted. Prior to starting the restore operation, you need to
connect the Snaplnfo Directory Snapshot to the path. When you click Next, a list of
backups executed by the specified server will be shown and you will have to select
which backup set is going to be restored.

SnapManager for Exchange - Restore Wizard
{ —~=1  SnapManager for Exchange - Restore Wizard
o=
:’e{. j 5 Restore from Archive
<P Start Far a restore from archive, pleaze restore the archived Snaplnfo subdirectory ta & termporany lacation.
Thiz Snaplnfo directory must be part of the same backup et az the restored LM that contains the
=P Chooze Backup Exchange databases.
The restared Snaplnfo directam must have the snapinfa filz (Snaplnfo_date_time.sme) directly in
= Restore Target itz root, and the EDBheader and Logs directones for Exchange 2000, Exchange 2003 on Windows

2000, or #ml files for Exchange 2003/E schange 2007 on'wWindows 2003,

=¥ Chaose ltems Flease enter a Erchange server name where the archived backup was originally created.

= Type of Restore Backup Exchange Server,  |MAMGMTS j

Werify Opti : : ; ;
pd AT e Flease enter the path to the Snaplnfo directory in the temporary location for archived backup set

that will be restored.
=P tdount Dptions
Erample: G:\SME_SnaplnfotExCH__SVR14SG__SGPRODY0-10-2006_14.55.40

=P Test Restore Snaplnfa Directary Path:

=P Completion ]L: YWSME_SnaplnfotEXCH_ MAMGMT 245G First Storage Group\MAMGMT 3 recent j

Browse... |

Cancel |

Help | < Back |

Figure 9-36 Restore from Archive window
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6. In the Choose backup window (Figure 9-37), expand the server name and expand the
Storage Group that you plan to restore. Select the SnapManager backup set that you plan
to restore. Notice that depending on the convention name selected at the time of the
backup, the backup set names can be different. If you used the generic convention
naming, the backup set with the _recent on the end of its name is the most up to date set.
Select the backup set by double clicking it and click Next.

SnapManager for Exchange - Restore Wizard

SnapManager for Exchange - Restore Wizard

Choose the backup that you want to restore

= Chart

& Choose Backup
=) Restare Target
= Choose Items
=P Type of Restore
=P \Verify Options
= tdount Options
=P Test Restore

= Completion

Double-click to gelect a backup under the storage group vou wank to restore.

|

B o NAMGMTE [Host NAMGMT 3]
B

First Storage Graup

% exchsnap_ MAMGMT3_06-15-2(
fI7, exchenap_MAMGMT3_06-18-2(
I exchenap__NAMGMT3__recent

2

[t | walue |
M arne exchshap_ NAMGM...
Backup Date and Time 0&-18-2007_20.00.13
Backup Management Group Standard

Snaplnfo Path LASME_ShaplnfahE...

Database Verification
Log Verification

D atabase Mame -1
D atabase Marma - 2
EDB Path -1

STM Path -1

EDB Path - 2

5T Path - 2

S Log Path

Log Name - 1

Log Name - 2
Backup Server

Succeeded
Succeeded

Mailbox Stare [MAM...
Public Folder Store |..
E:\Program Files\Ex...
E:\Program Files\Ex...
E:\Program FileshEx...
E:\Program FileshEx...
L:WProgram Files\Ex...
EO002045.log
EO0D2048.loa
MNAMGMT2

I Selected Backup to restore from: |First Storage Group, exchsnap NAMGMT3_ recent

Help |

< Back |

LCancel |

Figure 9-37 Choose backup window
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7. In the Choose target window (Figure 9-38), select whether this backup set will be restored
to the same Storage Group (which means it will overwrite your actual production
environment) or if it will be restored to a Recovery Storage Group. The restore operation to
a Recovery Storage Group is shown in “Restore to Recovery Storage Groups” on
page 358. Click Next.

SnapManager for Exchange - Restore Wizard

%\Ei_ 7 ' SnapManager for Exchange - Restore Wizard
< j j Cheose the target for back up restoration
=P Start
=P Choose Backup Server Name:
[FaMGMTS
=P Restare Target

Selected Backup to restare fram:

=» Chooss |tems
|exchsnap_ NAMGMT3_ recent
=P Type of Restore
You can chooss whers you wank the backup to be rastored
=P \Verify Options

=P ount Options Where to Restore

Chooze a Restore option
=} Test Restore
¥ Restore back to the zame Storage Group

= Completion
" Restore to the Recovery Storage Group

Help | < Back Mest » Cancel |

Figure 9-38 Choose target window
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8. In the Choose items to be restored window (Figure 9-39), select which Mailbox Stores
should be restored. Remember that all the Mailbox Stores stored on the same LUN have
to be restored together. All Mailbox Store databases that resides on the same LUNs can
not be selected separately. After the selection is done, click Next.

SnapManager for Exchange - Restore Wizard

ND =% SnapManager for Exchange - Restore Wizard
@) |
= j : Choose the items to be restored
= Chart
Specify the production databases and LCR replica databases you want to be restored
= Choose Backup
b Festore Target Select the checkboxes corresponding to the production databases and LCR replica databases

vou want ta restare

= Choosa Items

| Mame | EDE Path
=P Type of Restore ¥ |Maibox Store [NAMGMT3) | E:\Program Files\Eschaerv\mdbdata'p...

~ Public Folder Stares [NAMG... | E:\Program Files\Exchsvi\mdbdata\p... |

=P \Verify Options
= tdount Options

=} Test Restore

= Completion

Mote: Al databazes that reside in the zame LUM must be restored together.

Help | < Back i MNest> i Canicel |

Figure 9-39 Choose items to be restored window
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9. In the Type of Restore window (Figure 9-40), there are two available options: Point in time
restore and Up to the minute restore. Point in time restore will restore only the Microsoft
Exchange database on the SnapManager backup set, without applying any transaction log
file to the database after the restore operation is done. That means that your Microsoft
Exchange will be restored to the same point it was when that specific backup set was
created. Up to the minute restore will restore the Microsoft Exchange database on the
backup set and will apply all the transaction log files from the backup set creation date to
the last transaction log file available. In order to do that, the Snaplinfo Directory will be
used to provide the older log files that are not on the Transaction Log files folder anymore.

Select the desired type of restore and click Next.

SnapManager for Exchange - R

tore Wizard

| SnapManager for Exchange - Restore Wizard
Type of Restore

= Chart

= Choose Backup
=) Restare Target
= Choose Items
=P Type of Restore
=P \Verify Options
= tdount Options
=P Test Restore

= Completion

Specify whether upto-the-minute or paint-in-time restore

An up-tothe-minute restare will replay all ransaction logs and restore your Exchanos databases
to the cument state.

A point-iretime restare will restore vour Exchange databases to ther exact state at the moment
that backup was taken,

Caution: After you perform a point-in-time restore, all currently existing backups will be availsble
for point-intime restare only. They wil not be usable to perform an up-to-the-minute restore,

& Up-ta the minute restore

7 Point in time restore

Backup to be restored:  First Storage Group, exchsnap NAMGMT3 recent

Help |

T N> Cancel |

Figure 9-40 Type of Restore window
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10.In the Test Restore window (Figure 9-41), specify whether this is an actual restore of the
Microsoft Exchange server or if this is just a test restore to validate the process, files,
Snapshots, databases, Snaplinfo Directory, and so on. Click Next.

SnapManager for Exchange - Restore Wizard

| SnapManager for Exchange - Restore Wizard
Test Restore

= Chart
Specify if thiz iz an actual restare or best restare

= Choose Backup
For a test restore, SnapManager verifies that the required transaction loge are present and valid,
If & test restare fails, then at actual restore from the selected backup would also fail

=) Restare Target

=P Choose tems A test restore does not copy any files . or restore any data from the backup,

Is this a test restare 7
=P Type of Restore

=P \Verify Options

. & No, this is an actual restore
= tdount Options

™ Yes, thiz iz & test restore
&P Tzt Restore

= Completion

If pou weant to check the current tranzaction logs | select the followang check box
Mate: Thiz dizmounts all databases, making them inaccessible dwing the test of restore

] Check current logs [all stores are dismounted)

Help | < Back i Mext> i Canicel |

Figure 9-41 Test Restore window
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11.In the Verify Options window (Figure 9-42), specify which validation tests should be done
on the database and transaction log files before the actual restore operation starts. To
verify only the database and log files sequence in order to make sure no log file is missing,
uncheck the Exhaustive Verification check box. If you check the Exhaustive
Verification check box, a complete test on each transaction log file will be done to
guarantee that no problem will occur because of any single log file problem. This
verification also makes the process more time and resource consuming. After selecting
the desired verification, click Next.

SnapManager for Exchange - Restore Wizard

" | SnapManager for Exchange - Restore Wizard

Verify Options
P Chart
= Choose Backup Specify if youwant to verify the transaction log sequence and database metadata before restore
Restore Target i ; 5
=P Restore Targe ‘fou can check all tranzaction loge signatures, database signatures, log sequences and database metadata
in snapshaot to ensute & suscessiul restare bafare the actual restore stats. To perform this check, select the
=P Chooss ltems Ehaustive verification checkbox,

=¥ Type of Restars

=P Verify Oplions To accelerzle the restore process by verifying only transaction log sequence, clear the Exhaustive verification
checkbo,

=P tdaunt Options

7l Verify tranzaction log sequence and database metadata before restore
=P Test Restore

=} Completion ¥ Exhaustive verfication

Help | < Back

Figure 9-42 Verify Options window
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12.In the Mount Options window (Figure 9-43), check the check box Recover and Mount
databases after restore if you want SME to automatically perform a soft recovery on the
Microsoft Exchange database just restored and mount the database after the process. If
you plan to mount the database at a later time manually, just uncheck the check box and,
at the end of the process, SME will not perform the soft recovery on the database. Click

Next.

SnapManager for Exchange - Restore Wizard

= Choose Items
=P Type of Restore
=P \Verify Options
=¥ Mount Options
=P Test Restore

= Completion

5’“\@ 7" SnapManager for Exchange - Restore Wizard

< j j Mount Options

= Chart

=P Choose Backup Specify if you want the restored databases mounted after the restore process
=) Restare Target

If you have databases in multiple storage groups that need to be restored, vou might want to mount the
databases manually at a later time.

Select the check box below if you wart ta mount all databases automatically after the restore completes.
Clear the check box if you want to mount the databazes manually.

¥ Recover and mount databases after restore

Help |

< Back P Mewty Canicel |

Figure 9-43 Mount Options window
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13.In the Summary window (Figure 9-44), review the options selected and click Finish. The
Status window will be shown. Click Start Now to process the restore and execute all the
selected steps.

SnapManager for Exchange - Restore Wizard

4 Eﬂj

| SnapManager for Exchange - Restore Wizard

Confirm the set of operations

=P Start Wierify the following settings. then click Finish to chose this wizard and proceed with the restone.
=P Chooss Backup Restore Snapshoti: exchsnap_ NAMGMT3_ recent
Restore Server: NAMGMIZ
=P Festore Target Restore Storage Group: First Storage Group
Restore total 2 databases
Restore Databasge - 1: Mailhox Stoxe (NADICHII)
= Choose ltems Restore Database - 21 Public Folder Store (INAMGHMTI)
This is not a point-in-tme restoral
=P Type of Restore This is not a test restore.
The temporary location fox logs and patch files:
=P \Verify Options Not Specified.
. The file in tenp directoxy willhe deleted after restore.
=P ount Options AL datah ”‘?ﬁ,-_u-be v afiex restone,
) Test Festore Transaction log sequences and database metadaia will be verified hefore resiore,

Exhaustive verification will be run hefore restore.
) The snapshot has been verified.
=P Completion

Help | < Back i Finsh Canicel |

Figure 9-44 Summary window

When the restore operation is done, the Mailbox Stores will be mounted if you selected to
mount them after the restore.

Restore to Recovery Storage Groups

There are some special situations when you need to restore the data to a different place than
the production environment. For example, when the Microsoft Exchange server infrastructure
on the IBM System Storage N series storage system is configured to have a single LUN for
the entire Storage Group (and therefore for each and all of the Mailbox Stores on that Storage
Group), you need to restore only one of the Mailbox Stores. If a restore operation is executed
using the option to restore to the original Storage Group, all mailbox stores would be
overwritten by the restore operation.

Another situation is when you need to restore a single mailbox without using the N series
Single Mailbox Recovery software. In this case, the restore operation should be executed on
a Recovery Storage Group and then have the specific mailbox exported from the Mailbox
Store on the Recovery Storage Group and merged on the production environment.

In order to restore a SnapManager backup set to a Recovery Storage Group, some manual
interventions are necessary on the Microsoft Exchange server.
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Note: SnapManager for Microsoft Exchange does not support restoring SnapManager
backup sets to the existing Recovery Storage Group. Before executing the restore
operation, any Recovery Storage Group should be removed from the Exchange System
Manager.

These are the steps to restore a SnapManager backup set to a Recovery Storage Group:

1. In the Microsoft Exchange server, select Start — All Programs — IBM — SnapManager
for Exchange Management Console. To start the restore process, right-click the server
name and select Restore Wizard. In the Restore Wizard Welcome window (Figure 9-45),
click Next.

snapManager for Exchange - Restore Wizard

ey

NEZ | SnapManager for Exchange - Restore Wizard
L) jj

P Start
Welcome to the SnapManager for Microsoft Exchange
= Chioose Backup Restore Wizard
=P Festore Target
This wizard guides you through the steps required to restore your Exchange databases
=P Choase ltems from a Snaphanager backup. You can also use it to test the validity of a particular SnapManager
backup.

=» Type of Restors
=P erify Options
= hount Options To continue, click Mest,
= Test Restore

=P Comnpletion

Cancel |

Help |

Figure 9-45 Restore Wizard Welcome window
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2. Inthe Exchange Server selection window (Figure 9-46), select whether this restore is from
a SnapManager backup set created by the same Exchange server or if it is from a
SnapManager backup set created on a different Exchange server and archived. The most
common scenario is to restore a backup executed on the Microsoft Exchange server. Click
Next.

SnapManager for Exchange - Restore Wizard

?\Ei_ 7 snapManager for Exchange - Restore Wizard
= jj Which Exchange Server Created the Backups

<> Start Canfirm the Exchange Server where the databases were backed up
= Choose Backup

Exchange Server where the databases were backed up: |NAMG--‘ T3
=) Restare Target
= Choose Items

& Bestore SnapManager backups that were created on the same Exchange Server
=P Type of Restore

" Restore from Archive
=P \Verify Options
= tdount Options
=} Test Restore

= Completion

Help | < Back i Mext> i Canicel |

Figure 9-46 Exchange Server selection window
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3. In the Choose backup window (Figure 9-47), expand the server name and expand the
Storage Group that you plan to restore. Select the SnapManager backup set that you plan
to restore. Notice that depending on the convention name selected at the time of the
backup, the backup set names can be different. If you used the generic convention
naming, the backup set with the _recent on the end of its name is the most up to date set.
Select the backup set by double clicking it and click Next.

SnapManager for Exchange - Restore Wizard

SnapManager for Exchange - Restore Wizard

Choose the backup that you want to restore

= Chart

& Choose Backup
=) Restare Target
= Choose Items
=P Type of Restore
=P \Verify Options
= tdount Options
=P Test Restore

= Completion

Double-click to gelect a backup under the storage group vou wank to restore.

|

B o NAMGMTE [Host NAMGMT 3]
B

First Storage Graup

% exchsnap_ MAMGMT3_06-15-2(
fI7, exchenap_MAMGMT3_06-18-2(
I exchenap__NAMGMT3__recent

2

[t | walue |
M arne exchshap_ NAMGM...
Backup Date and Time 0&-18-2007_20.00.13
Backup Management Group Standard

Snaplnfo Path LASME_ShaplnfahE...

Database Verification
Log Verification

D atabase Mame -1
D atabase Marma - 2
EDB Path -1

STM Path -1

EDB Path - 2

5T Path - 2

S Log Path

Log Name - 1

Log Name - 2
Backup Server

Succeeded
Succeeded

Mailbox Stare [MAM...
Public Folder Store |..
E:\Program Files\Ex...
E:\Program Files\Ex...
E:\Program FileshEx...
E:\Program FileshEx...
L:WProgram Files\Ex...
EO002045.log
EO0D2048.loa
MNAMGMT2

I Selected Backup to restore from: |First Storage Group, exchsnap NAMGMT3_ recent

Help |

< Back |

LCancel |

Figure 9-47 Choose backup window

Chapter 9. Backup and restore of Microsoft Exchange servers using IBM System Storage N series

361




4. In the Choose target window (Figure 9-48), select Restore to the Recovery Storage
Group. Click Next.

SnapManager for Exchange - Restore Wizard

1 | SnapManager for Exchange - Restore Wizard

Ol

Choose the target for back up restoration

= Chart

= Chooze Backup aenzehiame:
|NAMBEMT3

= Restore Target

Selected Backup to restore from:
=P Choose ltems

Iexchsnap_NAM GMT3_ recent

=P Type of Restare

“r'ou can chooze where you want the backup to be restored
=P erify Options

=P taunt Dptions ‘where to Restore
Chooge a Restore option
=} Test Restore

" Restore back to the same Storage Group

=P Completion
* Restore to the Recovery Storage Group

Help | < Back | Cancel |

Figure 9-48 Choose target window
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5. In the Choose Mailbox Store window (Figure 9-49), select the Mailbox Store that should
be restored. Notice that if more than one Mailbox Store are on the same LUN, you cannot

select them separately. Click Next.

SnapManager for Exchange - Restore Wizard
' { —~=1  SnapManager for Exchange - Restore Wizard
L)
:“e{. j s Choose the items to be restored
= Chart
Specify the production databazes and LCR replica databases you want to be restored
= Chooze Backup
Select the checkboxes comesponding to the production databases and LCR replica databazes
=P Fiestore Target you want to restore
=P Choose ltems
Mame EDE Path
=P Tupe of Restore ¥ ailbox Store [MAMGHMT 3] E:“Program Files Exchzrermdbdatatp...
=P erify Options
=P tdount Dptions
=} Test Restore
=P Completion
Mate: Al databazes that reside in the same LUM must be restored together.
Help | < Back | Cancel |
Figure 9-49 Choose Mailbox Store window
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6. A verification at the Microsoft Exchange server will be done to check if any Recovery
Storage Group exists. If SME finds any Recovery Storage Group configured for the server,
you must first remove the Recovery Storage Group using the Exchange System Manager
and rerun the Restore Wizard. If SME does not find any Recovery Storage Group at the
server, then the Choose Recovery Storage Group window (Figure 9-50) will be shown.
Check the Microsoft Exchange server name and click Next.

SnapManager for Exchange - Restore Wizard
{' —~=1  SnapManager for Exchange - Restore Wizard
:’e{. %“1 Choose Recovery Storage Group
=P Start Destination Server :

MaMGEMT 2 Browsze... |

=P Choose Backu : T
B “Y'ou can chooge to gelect a different Exchange server by clicking on "Browse"

= Restore Target
=P Choose ltems
=P Type of Restare
=P erify Options
=P tdount Dptions
= Test Restare

=P Completion

Help | < Back | :

Cancel |

Figure 9-50 Choose Recovery Storage Group window
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7. In the Verify Options window (Figure 9-51), specify which validation tests should be done
on the database and transaction log files before the actual restore operation starts. To
verify only the database and log files sequence in order to make sure no log file is missing,
uncheck the Exhaustive Verification check box. If you check the Exhaustive
Verification check box, a complete test on each transaction log file will be done to
guarantee that no problem will occur because of any single log file problem. This
verification also makes the process more time and resource consuming. After selecting
the desired verification, click Next.

SnapManager for Exchange - Restore Wizard

SnapManager for Exchange - Restore Wizard

@Q‘ éﬂ Verify Options

= Chart

= Chooze Backup Specify if you want to werify the transaction log sequence and databaze metadata before restore

Restore Target . . .
= Restore Taige “Y'ou can check all tranzaction logz zignatures, database signatures, log sequences and databaze metadata

i shapshot to ensure a successful restore before the actual restore starts. To perform this check, select the
=P Choose ltems E shaustive verfication checkbos.

=P Type of Restare

=P Verify Options To accelerate the restore process by verifving only transaction log sequence, clear the Exhaustive verification
checkbox.

=P tdount Dptions

I Yerify transaction log sequence and database metadata before restore
=} Test Restore

=P Completion ¥ Exhaustive verification

Cancel |

Help | < Back |

Figure 9-51 Verify Options window
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8. In the Mount Options window (Figure 9-52), check the Recover and Mount databases
after restore check box if you want SME to automatically perform a soft recovery on the
Microsoft Exchange database just restored and mount the database after the process. If
you plan to mount the database at a later time manually, just uncheck the check box and at
the end of the process, SME will not perform the soft recovery on the database. Click

Next.
SnapManager for Exchange - Restore Wizard
{' —~=1  SnapManager for Exchange - Restore Wizard
:Je{%ﬂ Mount Options
= Chart
=P Choose Backup Specify if you want the restored databases mounted after the restore process
= Restore Target

If pou have databases in multiple storage groups that need o be restored, you might want to mount the

databases manually at a later time.
=P Choose ltems

=» Type of Restore Select the check bow below if pou want to mount all databaszes automatically after the restore completes.

Clear the check box if pou want to mount the databases manually.
=P erify Options

D Mot Dptions ¥ Recover and mount databases after restore
=} Test Restore

=P Completion

Cancel |

Help | < Back |

Figure 9-52 Mount Options window
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9. In the Summary window (Figure 9-53), review the options selected and click Finish. The
Status window will be shown. Click Start Now to process the restore and execute all the

selected steps.

SnapManager for Exchange - Restore Wizard
{' ~ ;1 SnapManager for Exchange - Restore Wizard
:’e{. j 5 Confirm the set of operations
=P Start Werify the following zettings, then click Finish to close this wizard and proceed with the restore.
> ChanseBackop e =
Restore Database - 1: Mailbox Siore (NAMGCMTI)
= Restore Target Thiz iz a point-in-time restore!
This is a Restore to Recovery Storage Group operation.
Recovery Storage Group :
=¥ Choose Items Destination Exchange Server : NAMGMT3
Please note that if the Recovery Storage Group pre-existz it will he deleted and
=P Type of Restare recreaied !
=P erify Options This is not a test restore.
= Mount Dptions g:: ;Z?i:il:;:y location for logs and paich files:
=P Test Festore The file in temp directory will he deleted after restore.
All databases will be mounted afier resiore.
=P Completion Transacton log sequences and database metadata will be verified hefore restore.
Exhaustive verification will he run hefore restore.
The snapzhot has heen verified. |-
=
Help | < Back | Cancel |
Figure 9-53 Summary window
At the end of the restore process, the Recovery Storage Group will not be created on the
Exchange System Manager. A manual process to create and mount it is needed.
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Notice that two new disks will be connected on the SnapDrive MMC (Figure 9-54). Depending
on how the SME is configured to access LUNs on Snapshots, the drives can be mounted as
drive letters (such as the example scenario case) or as a volume mounting point (creating a

new folder on the configured path).
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[-fap Removable Storage
-Jgh Disk Defragmenter
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Figure 9-54 SnapDrive MMC

One of the drives will contain the database files while the other will contain the transaction log
files. If you configured the SME restore operation to mount the database at the end of the
process, a soft recovery will already be executed on the database, which means that any
necessary transaction log files will already be replayed on the database. The database will be
in a consistent state, ready to be mounted on Exchange System Manager.
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To mount and enable the contents of the Mailbox Store recovered, follow these steps:

1. In Exchange System Manager, expand all the trees to get to the server being restored.
Right-click the server name and select New — Recovery Storage Group, as shown in
Figure 9-55.
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@ Fie acton vew wedow mep e
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- @ nameMT

B-O ﬁg Start Mailbox Management Process |

o L I

B2 Al Tasks 3
[+ Rouki
F{3 Folde  Yew *
{3 Tools Mew Window From Hers

Cut
Copy
Refresh

Export List...

Properiies

Help

|Create a new storage group ko recover a database |

Figure 9-55 New Recovery Storage Group
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2. In the Recovery Storage Group Properties window (Figure 9-56), type in a name for the
Recovery Storage Group. The Transaction Log Location and System path location fields
should point to the new location where the transaction log files were restored. In the
example scenario, the path is Y:\Program Files\exchsrvAMDBDATA. Click OK.

Recovery Storage Group Properties ﬂ E

General ] Dietails |

._Ijl Mame: ‘Hecuvew Storage Group

Tranzaction log lozation:

I“r’:'*.F'r-:ugram FileshE xchereMDEDAT A Browsze...
System path location:

I“r’:'*.F'r-:ugram FileshE xchereMDEDAT A Browsze...
Log file prefis:

™| Enable circular logging

Apply Help

Figure 9-56 Recovery Storage Group Properties window
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3. The Recovery Storage Group will be created using the information provided for the
transaction log files. After that, the Mailbox Store to be restored should be configured in

this Recovery Storage Group. In the Exchange System Manager, right-click the Recovery
Storage Group and select Add Database to Recover, as shown in Figure 9-57.

‘E Exchange System Manager
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&> |A@EXEFRR|2E
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[ Protocols
1y T T ——
i Add Database ko Recover,.,
- Routing Groups _ -
-3 Folders View
{3 Tools MNew Window From Here
Delete
Refresh
Expork List. ..
Properties
Help

|.°.|:Id a database ko this Recovery Storage Group

Figure 9-57 Add Database to Recover
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4. The Exchange System Manager will automatically search for all available databases on
that particular server and show a list of the Mailbox Stores on the server (see Figure 9-58).
Select the Mailbox Store that you restored from the SnapManager backup set and click

OK.

4% Select database to recover

General

tour Exchange Server i version f638,

[ atabazes from laker versions of Exchange. az well az databaszes from
verzions of Exchangs 2000 previous to SP3 will not be zhawn.

Search resulks:

Fird Mo
Stop

Clear Al

OE.

it

Mlame I ¥500 Distinguished Mame

L'r_diMaiII:qu Store (MAMGEITL) CN=Mailbox Store (MAMGMT1),CR=...
= Mailbox Store (MAMGHTI)  CH=Mailbox Store (NAMGRTS), CH=...

|2 ikern(s) Found

Figure 9-58 Select database to recover
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5. The Mailbox Store Properties will be shown. Click the Database tab (Figure 9-59) and
point the Exchange database and Exchange streaming database fields to the path for the
databases you have just restored. Make sure that the This database can be overwritten
by a restore check box is selected. Click OK.

Note: You cannot point to the database file itself at this time because the Recovery
Storage Group will try to create a new file. Point the path to the same folder where the
database resides and use a different name for the file.

Mailbox Store (NAMGMT3) Properties 2 x]
General Database | Details I

Euchange databaze:

IZ:'\F’ngram Files\ExcharvimdbdatahMailbox Store [MAM Browsze... l

Exchange streaming databasze:

IZ:'\F’ngram FilezhE nchzrvrsmdbdata‘.Mailbox Store [MAM Browse... |

Maintenance interval:

IHun daily from 17:00 P to 3:00 b ;I [Eustamize

Time of lazt full backup:

Time of |ast incremental backup:

¥ | Do mot mount this stare &t star-up

v This datahase can be ovenwritten by a restore

Cancel Ll Help

Figure 9-59 Mailbox Store Properties
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6. Go to the database folder and rename the original database files (in the example scenario,
privi.edb and priv1.stm) to the names typed in the Mailbox Store Properties window
(Figure 9-60).
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LI; My Compuker
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Details ¥
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Figure 9-60 Rename database files

7. In the Exchange System Manager, right-click the Mailbox Store in the Recovery Storage
Group and select Mount Store.
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Figure 9-61 Mount Store

8. A warning message will be shown (Figure 9-62) stating that the Mailbox Store should be
mounted only after the restore process is complete. Click Yes to have the Mailbox Store
mounted.

Mailbox Store (NAMGMT3)

and transaction kog fles (LOG) that are not compatible with restored dakabases, Remove these checkpoint and

": Warning: If you mount this datzbase before you restore it From backup, Exchange will create new checkpaoint (L CHE)
: transaction log files before you restore the database from backup,

To idenkify the paths where new data files will be created, refer to the object properties For this storage group and
for this database.

Are You sUre Yol want bo continue?

Figure 9-62 Mount Store warning window

9. A warning window will be shown to inform you that the Mailbox was successfully mounted.
Click OK.
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10.The restore process is now complete. In Exchange System Manager, expand the
Recovery Storage Group, expand the Mailbox Store on the Recovery Storage Group,
and expand the Mailboxes folder. You will notice that all mailboxes were restored
(Figure 9-63).
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Figure 9-

63 Mailbox Store restored

Restore from SnapDrive Snapshots

If a restore from a SnapDrive Snapshot backup is needed, there are some procedures to
follow in order to accomplish it.

Most of the time, SnapDrive Snapshot restores will be point in time restores because when
restoring the database LUN, the transaction log files LUN has to be restored together to bring
the database to a consistent state. Afterwards, not all the transaction log files from that point
in time to the last minute prior to the disaster will be available.

For these reasons and a lack of integration with the Microsoft Exchange server API,
SnapDrive Snapshot restores are not the recommended way to recover your Microsoft
Exchange environment.

To restore a Snapshot created on your Microsoft Exchange server, follow these steps:

1. In the Microsoft Exchange System Manager, expand the server name, expand the Storage
Group that host the Mailbox Store to be restored, right-click the Mailbox Store to be
restored, and select Dismount Store.

2. Dismount any other Mailbox Store on the Storage Group, because the transactional log
files are related to the Storage Groups rather than to the Mailbox Stores.
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Note: If more than one Microsoft Exchange server’s database is configured on the
specified LUN, all Mailbox Stores that have databases on that particular LUN will have to
be restored together. Also, all Mailbox Stores on the same Storage Group have to be
restored together because of the transactional log files.

3. In the Computer Management MMC, expand Storage and expand the SnapDrive MMC.
Verify the disks that must have the Snapshots restored.

4. Inthe specified disks, expand the Snapshots folder. Right-click the desired Snapshot and
select Restore disk from Snapshot.

5. Repeat the same operation for each of the disks for databases that reside on the Storage
Group.

6. Repeat the same operation for the transaction log files LUN to restore it.

7. After all restores complete, right click each of the Mailbox Stores in the Exchange System
Manager and select Mount Store.

9.1.3 Single Mailbox Recovery

Single Mailbox Recovery software (SMBR) helps administrators recover single mailboxes or
even single messages from a Microsoft Exchange database, without the need to recover the
whole Storage Group or Mailbox Store.

SMBR works with your existing backup and restore solution to ease the restore of single
items when this is the case. In our example scenario, SMBR is being used with the
SnapManager for Microsoft Exchange.

Without the use of SMBR, if you need to restore a single mailbox from a backup set, you have
two options: Restore the whole backup set and export the mailbox to a Personal Folders file
(.PST), or use a brick-level backup tool (which backs up each mailbox separately). Both
solutions are time and resource consuming.

With the use of SMBR, the mailbox (single message, contact, or attachment) can be copied
from the backup set directly to a production Microsoft Exchange server or to a Personal
Folders file (.PST).

SMBR eliminates the need for a Microsoft Exchange recovery server in order to access the
database file (.EDB). It directly access the file and makes the contents available to the
administrator.

These are some of the benefits from using SMBR with your backup and restore solution:

» Minimize the time to restore an individual mailbox. Single Mailbox Recovery can slash
restore time, making it possible to restore mail items from a previous full backup directly
into your production Microsoft Exchange server, or directly into a new or existing PST file.
This eliminates the need for a recovery server and the extra steps required to separately
import mail back into Exchange or Outlook.

» Eliminate backups of an individual mailbox. Single Mailbox Recovery eliminates the need
to back up individual mailboxes (brick-level backups) because they can be restored
directly from an EDB file.

» Minimize the time to locate all mail matching specific criteria. Single Mailbox Recovery
includes an Advanced Find feature that can search across all mailboxes in an archive
EDB file, rather than searching one mailbox at a time or bringing an old backup back
online for analysis.
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» Minimize the time to back up all mailboxes. Single Mailbox Recovery eliminates the need
to back up mailboxes individually.

For detailed information about Single Mailbox Recovery software, refer to the Web site:

http://www-304.1ibm.com/jct01004c/systems/support/supportsite.wss/supportresources?
taskind=1&brandind=5000029&familyind=5329811

In order to connect to the production Microsoft Exchange server and export messages,
SMBR needs a MAPI connection to it. Prior to installing SMBR, Microsoft Outlook must be
installed on the server to provide this MAPI connection. After installation, configure an mail
account on the Microsoft Outlook and execute it to establish the MAPI connection.

Note: Do not install the Microsoft Outlook on the Microsoft Exchange server. Microsoft's
KB266418 (http://support.microsoft.com/kb/266418) explains that this is not a
supported environment because Outlook’s MAPI overwrites Exchange’s MAPI.

After Microsoft Outlook is installed and configured, install the Single Mailbox Recovery
software on the same server.

Using Single Mailbox Recovery software

1. SMBR operations are based on the Microsoft Exchange database file (.EDB). To access
the database file, first you need to identify the SnapManager backup set from which you
need to restore the mailbox or message.

2. If you have SnapDrive installed on the SMBR server, directly connect to the Snapshot
identified in the step above. If you are not using SnapDrive on the SMBR server, connect
to the Snapshot using the SnapManager for Exchange server and share or copy the file to
the SMBR. You need to access both the database Snapshot and the transaction log files
Snapshot.

3. Open the Single Mailbox Recovery software. Figure 9-64 shows the software interface.
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Figure 9-64 Single Mailbox Recovery software

4. To start a recovery process, select File —» Open Source (Figure 9-65 on page 379).
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Figure 9-65 Open Source

5. The Select Source Files window will be shown (Figure 9-66). In the Source File field,
specify the path to the Microsoft Exchange database on the connected SnapDrive. The
path varies depending whether you mapped it as a drive letter or a volume mounting point.
In the Log File Path field, specify the path to the transactional log files on the connected
SnapDrive. Click OK.

Note: When connecting the drives on the SnapDrive, connect the database Snapshot and
transactional log files Snapshot from the same SnapManager backup set.

Select Source Files |

Please click the Erowse button to find the correct source files to apern.

"Suurce File ¢* edb, * pst, *.cas)—
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Figure 9-66 Select Source Files window
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6. If the temporary folder still does not exist, a warning message will be shown asking for
confirmation to create it. Click Yes (Figure 9-67).

pathDocsNotbust ]

Tj The path you specified does nat exist,
[

W'ould vou like the path to be created?

Figure 9-67 Create temporary folder

7. SMBR processes the database file and shows the content (see Figure 9-68) in the Source
pane.
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Figure 9-68 Source window

8. Now that the Microsoft Exchange database is open, a target source must be configured.
Select File — Target PST to have the data exported to a PST. At this time, you can open
an existing PST or create a new PST file. To target a Microsoft Exchange server, select
File - Open Target Exchange Server (Figure 9-69 on page 381).
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Figure 9-69 Open Target window

9. When connecting to an existing Microsoft Exchange Server, you need to specify which
mailbox you are going to access and on which server this mailbox is located (Figure 9-70).
To access this mailbox, the account being used has to have access permissions on the
specified mailbox. Click OK.

l:"*'}r Connect To Exchange Server... I

Mailbox Marre: ] administrator
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Cancel |

[T Connect To Public Falders

Figure 9-70 Connect to Exchange Server window
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10.The target Microsoft Exchange mailbox is shown in the Target Pane (Figure 9-71).
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Figure 9-71 Target mailbox open

11.Find the data you need to export from the Source pane, and drag and drop it to the target
pane on the folder to which you need the data copied.

12.After the copy process is done, the Copy Summary window (Figure 9-72) will be shown.

Click Close.
Copy Progress
Total humber of falders to be processed: ;I
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Copy Finished
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Print | Save |

A

Figure 9-72 Copy summary window

13.If instead of copying data from a specific mailbox you want to copy a mailbox itself, use a
Personal Folders file (.PST) as the target instead of a Microsoft Exchange server.

14.After the process is complete, disconnect each of the Snapshot LUNs from SnapDrive.
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Backup and restore of Lotus
Domino server

Backup and restore operations are critical administrative tasks for mail systems such as a
Lotus Domino server. The backup should not only guarantee the recovery of data in case of a
disaster but also must guarantee quick single database recovery.

Another important fact is the rapid growth of user and application databases. It is not unusual
to see Lotus Domino servers with several thousand user databases. The large number and
size of the single database files (and therefore the transaction log files) demand considerable
time for backup and for restore. Sometimes the backup job can last more than 24 hours,
becoming useless.

A restore operation is also a concern in cases where you need to restore either the whole
server or a single database. Depending on the size of the database and location of your
backup (disk, tape, or other media or location), it can take some hours get the data back on
the Lotus Domino server.

SnapDrive for Linux and UNIX eases the backup and restore operations by using the
Snapshot technology and providing quick and verified backup sets for the environment. In
junction with SnapMirror, you benefit from the powerful replication mechanism and a disaster
recovery solution.
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The IBM System Storage N series storage operating System Data ONTAP provides a variety
of methods for protecting data in an iSCSI or Fibre Channel SAN. These methods, described
in Table 10-1, are based on Snapshot technology in Data ONTAP, which enables you to
maintain multiple read-only versions of LUNs online per volume.

Snapshot copies are a standard feature of Data ONTAP. A Snapshot copy is a frozen,
read-only image of the entire Data ONTAP file system, or Write Anywhere File Layout (WAFL)
volume, which reflects the state of the LUN or the file system at the time the Snapshot copy is
created. The other data protection methods listed in Table 10-1 rely on Snapshot copies or
create, use, and destroy Snapshot copies, as required.

Table 10-1 N series data protecting methods

Method

Used to...

Snapshot

Make point-in-time copies of a volume.

SnapRestore

>

Restore a LUN or file system to an earlier preserved state in
less than a minute without rebooting the storage system,
regardless of the size of the LUN or volume being restored.
Recover from a corrupted database or a damaged application,
a file system, a LUN, or a volume by using an existing
Snapshot copy.

SnapMirror

Replicate data or asynchronously mirror data from one storage
system to another over local or wide area networks (LANs or
WANS).

Transfer Snapshot copies taken at specific points in time to
other storage systems. These replication targets can be in the
same data center through a LAN or distributed across the globe
connected through metropolitan area networks (MANS) or
WANSs. Because SnapMirror operates at the changed block
level instead of transferring entire files or file systems, it
generally reduces bandwidth and transfer time requirements for
replication.

SnapVault

Back up data by using Snapshot copies on the storage system
and transferring them on a scheduled basis to a destination
storage system.

Store these Snapshot copies on the destination storage system
for weeks or months, allowing recovery operations to occur
nearly instantaneously from the destination storage system to
the original storage system.

SnapDrive for Windows, Linux
or UNIX

>
>

Manage storage system Snapshot copies directly from a
Windows or UNIX host.

Manage storage (LUNs) directly from a host.

Configure access to storage directly from a host.

SnapDrive for Windows supports Windows 2000 Server and
Windows Server 2003.

SnapDrive for UNIX supports a number of UNIX environments.
For a list of supported host environments and additional information
about the SnapDrive feature, see
http://www.ibm.com/storage/support/nas/
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Method Used to...

Native tape backup and Store and retrieve data on tape.
recovery
Data ONTAP supports native tape backup and recovery from local,
gigabit Ethernet, and Fibre Channel SAN-attached tape devices.
Support for most existing tape drives is included, as well as a
method for tape vendors to dynamically add support for new
devices. In addition, Data ONTAP supports the Remote Magnetic
Tape (RMT) protocol, allowing backup and recovery to any capable
system. Backup images are written using a derivative of the BSD
dump stream format, allowing full file-system backups as well as
nine levels of differential backups.

NDMP Control native backup and recovery facilities in storage systems and
other file servers. Backup application vendors provide a common
interface between backup applications and file servers.

NDMP is an open standard for centralized control of enterprise-wide
data management. For more information about how NDMP-based
topologies can be used by storage systems to protect data, see the
IBM System Storage N series Data ONTAP Storage Management
Guide at:
http://www.ibm.com/servers/storage/support/nas/dataontap/

In this chapter, we discuss the Snapshot through SnapMirror backup procedure in conjunction
with SnapDrive on Linux and Solaris, HP UNIX, and AlX, hereafter referred to simply as Linux
and UNIX. We describe several features for backing up and restoring the Lotus Domino
database and transactional log files. At the end of 10.1.1, “Backup” on page 385, we describe
our recommended backup strategy for Lotus Domino on Linux and UNIX.

Note: For more information about the backup and recovery methods, refer to IBM System
Storage N series Data ONTAP Data Protection Online Backup and Recovery Guide and
IBM System Storage N series Block Access Management Guide for FCP and iSCSI at:

http://www.ibm.com/servers/storage/support/nas/dataontap/

10.1.1 Backup

In this chapter, we discuss several backup solutions with the N series and IBM Lotus Domino.
If you use CIFS or NFS with N series and Lotus Domino, you might want to use the Backup to
Disk SnapVault feature of N series and an external backup server to connect the N series
share for backup. This provides a very easy backup and recovery scenario. When using
LUNSs, as we do in our case, there are some restrictions. This chapter will help you to design
the backup strategies depending on your business needs.

Using Snapshot

A Snapshot copy is a frozen, read-only image of a traditional volume, a flexible volume, or an
aggregate that reflects the state of the file system at the time the Snapshot copy was created.
Snapshot copies are your first line of defense for backing up and restoring data.

Some facts about Snapshot copies:

» Data ONTAP can be configured to maintain a configurable Snapshot schedule that
creates and deletes Snapshot copies automatically for each volume.
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» Use SnapDrive to make Snapshot copies of LUNSs. It takes care of flushing all host
operating system buffers.

» You can store up to 255 Snapshot copies at one time on each volume.

» You can specify the percentage of disk space that Snapshot copies can occupy. The
default setting is 20% of the total (both used and unused) space on the disk.

Note: For more information about requirements, hints, and commands for SnapDrive, we
highly recommend the IBM System Storage N series SnapDrive for UNIX Installation and
Administration Guide, found at:

http://www-1.ibm.com/support/docview.wss?uid=ssg1S7001600&aid=1

When you create a Snapshot copy of a storage entity, such as a file system or volume group,
SnapDrive creates a Snapshot copy that contains the image of all the storage system
volumes that comprise the entity you specified using a file_spec argument. Use the
snapdrive snap create command to create a new Snapshot:

snapdrive snap create file spec -snapname snap_name

The file_spec argument specifies the storage entity, such as the file system or LUN that
SnapDrive uses to create the Snapshot copy, while snap_name is the Snapshot name.

The snapdrive snap create command in Example 10-1 on page 387 creates a Snapshot
named snap1 of the volume volO.

SnapDrive makes consistent storage components that comprise the entity you requested in
the Snapshot copy. This means that LUNs or directories being used outside those specified
by the snapdrive snap create command’s file_spec argument may not have consistent images
in the Snapshot copy. SnapDrive for Linux and UNIX enables you to restore only the entities
specified by the file_spec argument that are made consistent in the Snapshot copy.

Snapshot copies of entities contained on a single storage system volume are always crash
consistent. SnapDrive for Linux and UNIX takes special steps to ensure that Snapshot copies
that span multiple storage systems or storage system volumes are also crash consistent (for
example, Lotus Domino database and transactional logging files).

For a complete list of supported host environments with the SnapDrive feature, refer to the
following URL:

http://www.ibm.com/storage/support/nas/

Data ONTAP Version 7.2 and greater provides support for consistency groups and storage
system fencing. SnapDrive for UNIX uses these features to ensure that all Snapshot copies
that span multiple volumes are crash consistent.
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Note: When you create a Snapshot copy that spans multiple storage system volumes on
storage systems prior to Version 7.2, SnapDrive for UNIX ensures consistency by freezing
I/0 to the requested LUNSs. If a freeze is not provided by the host, for example, on a Linux
host, SnapDrive for UNIX makes a “best effort” to create a consistent Snapshot copy by
taking the Snapshot copy without freezing the target storage, and then checking for
read-write 1/0Os that occurred to the storage entities when the Snapshot copy was taken. If
SnapDrive can create a crash consistent Snapshot copy, the snap create command
succeeds. If it cannot, SnapDrive discards the Snapshot copy and informs the user of the
failure. SnapDrive will never create a Snapshot copy unless the data is crash consistent.

For creating Snapshots of Lotus Domino database and transactional log volumes with
SnapDrive, we recommend the usage of Data ONTAP Version 7.2 because of its improved
support for consistency groups.

To create a crash consistent Snapshot copy across multiple volumes, SnapDrive for UNIX:
» Freezes I/O to every volume that contains a storage entity.
» Makes a Snapshot copy of each volume.

The time it takes to fence the volume and create the Snapshot copy is limited, and is
controlled by Data ONTAP.

To ensure that a Snapshot copy is “application-consistent,” you may need to stop or do
whatever steps are required to quiesce the application before making the Snapshot copy.
Note that database hot backup facilities depend on the methods used by the DBMS, and do
not always quiesce I/O to database files.

If the application has not completed its transactions and written data to the storage system,
the resulting Snapshot copy might not be application consistent.

Note: IBM Lotus Domino can recover its databases from a crash consistent Snapshot
copy, so you do not need to stop it first. For this action, use transactional logging to be sure
that no data inconsistency can occur.

Create Snapshots with SnapDrive

To create a Snapshot copy from the Lotus Domino database and transactional log LUN using
SnapDrive for Linux and UNIX, complete the following steps:

1. Create the Snapshot with the snapdrive snap create command (Example 10-1).

Example 10-1 Creating the Snapshot of Lotus Domino database and transactional log

[root@dominol /]# snapdrive snap create -vg db_SdDg log SdDg -snapname snapl
Successfully created Snapshot snapl on 2 filer volumes:
itsotuc3:/vol/vol_DominoDB
itsotuc3:/vol/vol_DominolLog

Snapshot snapl contains:
disk group db_SdDg containing host volumes
db_SdHv (filesystem: /notesdata/db)
disk group Tog_SdDg containing host volumes
Tog_SdHv (filesystem: /notesdata/log)
[root@dominol /]#
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Where:

— -vg: This switch follows the volume group from which a Snapshot should be created. It
is allowed to stack more than one volume group for crash consistency.

— -snapname: The short name of your Snapshot. In our case, it is snap1.

Note: Unless you specify otherwise, SnapDrive assumes that all entities that you specify
on a given snap create command line are related, that is, that the validity of updates to one
entity may depend on updates to the other entities specified. When storage entities have
"dependent writes" in this way, SnapDrive takes steps to create a Snapshot copy that is
crash consistent for all storage entities as a group.

List all created Snapshots

Use the snapdrive snap 1ist command for a list of all Snapshot on the specified file system
or volume (Example 10-2).

Example 10-2 List all Snapshots

[root@dominol /]# snapdrive snap Tist -vg db_SdDg Tog_SdDg

snap name host date snapped

jtsotuc3:/vol/vol_DominoDB:snapl dominol Jun 8 16:24 db_SdDg log_ SdDg
jtsotuc3:/vol/vol_DominoLog:snapl dominol Jun 8 16:24 db_SdDg log_SdDg
[root@dominol /]#

Where -vg is a list all Snapshots of specified volume groups.

Note: At the end of every row, the Snapshot group is quoted. During the time the Snapshot
was created, SnapDrive took stopped all I/O operation on db_SdDg and log_SdDg.

Snapshots can now be made for further backup operations. For example, you can connect
(with the snapdrive snap connect command) the Snapshot and make a regular file based
backup from your host, or do a fast restore directly from the Snapshot with SnapRestore for
recovering your whole LUN.

LUN cloning
A LUN clone is a point-in-time, writable copy of a LUN in a Snapshot copy. Changes made to
the parent LUN after the clone is created are not reflected in the Snapshot copy.

A LUN clone shares space with the LUN in the Snapshot copy being made. The clone does
not require additional disk space until changes are made to it. You cannot delete the
Snapshot copy until you split the clone from it. When you split the clone from the Snapshot
copy, you copy the data from the Snapshot copy to the clone. After the splitting operation,
both the Snapshot copy and the clone occupy their own space.

The main difference between a LUN Snapshot and LUN cloning is that a cloned LUN is
writable. As data is written to either the parent or the FlexClone volume, that data is no longer
shared between the parent and FlexClone volumes, and the FlexClone volume starts to
require more space from its containing aggregate, depending on the size of your changed
data.

LUN cloning is not recommended as a main backup method, because all data still resides on
the same volume and aggregate.

Using the IBM System Storage N series with Mail Servers



You might use LUN cloning for following reasons:
» You need to create a temporary copy of your Lotus Domino data for testing purposes.

» You need to make a copy of your data available to additional users without giving them
access to the production data.

» You want to create a clone of the Lotus Domino databases for manipulation and projection
operations, while preserving the original data in unaltered form.

» You want to access a specific subset of a LUN’s data (a specific logical volume or file
system in a volume group, or a specific file or set of files in a file system) and copy it to the
original LUN, without restoring the rest of the data in the original LUN. This works on
operating systems that support mounting a LUN and a clone of the LUN at the same time.
SnapDrive for Linux and UNIX allows this with the snap connect command (this could be
done with a Snapshot as well).

Note: Because the data still resist on the same physical storage, operations on the LUN,
such as backup, will impact the performance of the productive Lotus Domino server.

Follow these steps to create a LUN clone:
1. Create a Snapshot of your LUN with SnapDrive on the Lotus Domino server.

Example 10-3 shows the creation of an new Snapshot from the Lotus Domino database
and transactional log volume group with the name snap1.

Example 10-3 Creating a new Snapshot

[root@dominol /]J# snapdrive snap create -vg db_SdDg Tog SdDg -snapname snapl
Successfully created Snapshot snapl on 2 filer volumes:
itsotuc3:/vol/vol_DominoDB
itsotuc3:/vol/vol_Dominolog

Snapshot snapl contains:
disk group db_SdDg containing host volumes
db_SdHv (filesystem: /notesdata/db)
disk group Tog_SdDg containing host volumes
Tog_SdHv (filesystem: /notesdata/log)
[root@dominol /]#

2. Create the LUN clone with the Data ONTAP command-line interface. Use the following
command:

Tun clone create clone_lun_path -b parent_lun_path parent_snap
Where:

— clone_lun_path is the path to the clone you are creating.

— parent_lun_path is the path to the original LUN.

— parent_snap is the name of the Snapshot copy of the original LUN.

On Example 10-4, we create a new clone called db_SdLun_clone1 that is derived from our
Snapshot snap1.

Example 10-4 Creating the clone

jtsotuc3> Tun clone create /vol/vol_DominoDB/db_SdLun_clonel -0 noreserve -b
/vol/vol DominoDB/db_SdLun snapl
itsotuc3>
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Note: We use the -0 noreserve option because we do not change any data on our clone. If
you create a clone without the -0 noreserve option, you need at least enough free space on
your volume as the size of your parent LUN.

3. Verify the created clone. Use the Tun show command on the Data ONTAP command-line
interface, as shown in Example 10-5.

Example 10-5 Verify the created clone

itsotuc3> Tun show

/vol/vol DominoDB/db_SdLun 146.0g (156786229248) (r/w, online, mapped)
/vol/vol DominoDB/db_SdLun clonel 146.0g (156786229248) (r/w, online)
/vol/vol DominoLog/1og_SdLun 5.0g (5377097728) (r/w, online, mapped)
itsotuc3>

The next steps are optional. We split the clone from the Snapshot, so we have a complete
copy of the data. This process will take some time, depending on the amount of data that
needs to be copied. After that, we delete the backing Snapshot copy on which the clone
relied.

4. Split the clone from the backing Snapshot copy. After that, we have a full copy of our LUN.
Take care that you have enough free space on your volume. Run the following command:

Tun clone split start lun path
where lun_path is the path to the cloned LUN.
Example 10-6 shows the command. We split the created db_SdLun_clone1 clone.

Example 10-6 Splitting the clone

itsotuc3> Tun clone split start /vol/vol_DominoDB/db_SdLun_clonel
itsotuc3>

You can check the status of the split with the Tun clone split status command, as
shown in Example 10-7.

Example 10-7 Check the status of splitting the clone

itsotuc3> Tun clone split status /vol/vol_DominoDB/db_SdLun_clonel
Tun clone split status: Done 11370706 of 38277888 blocks (29% complete).
itsotuc3>

Note: The split is completed when the status switches to LUN is not a clone:

itsotuc3> Tun clone split status /vol/vol DominoDB/db_SdLun_clonel
Tun clone split status: /vol/vol DominoDB/db_SdLun clonel: LUN is not a clone
itsotuc3>

5. The Snapshot can be deleted when there are no clones relying on it. Example 10-8 on
page 391 shows the usage of snapdrive snap delete command.
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Example 10-8 Deleting the Snapshots

[root@dominol ~]# snapdrive snap delete -snapname
itsotuc3:/vol/vol _DominoLog:snapl itsotuc3:/vol/vol DominoDB:snapl
snap delete: deleted Snapshot itsotuc3:/vol/vol DominolLog:snapl
snap delete: deleted Snapshot itsotuc3:/vol/vol_DominoDB:snapl
[root@dominol ~]#

Since you have a new LUN with the name /vol/vol_DominoDB/db_SdLun_clone1, this could
be mapped to any other or to the same server. Use the snapdrive storage connect
command on your Lotus Domino server on which you want to map the database and
transactional log storage (see Example 10-9).

» Storage that includes LVM entities has special requirements. To use the snapdrive
storage connect command to connect LVM entities, you must create the storage so that
each entity in the storage hierarchy has exactly one instance of the next entity. For
example, you can use the snapdrive storage connect command to connect a storage
hierarchy that has one volume group (vg1) with one host volume (hostvol1) and one file
system (fs1). However, you cannot use the snapdrive storage connect command to
connect a hierarchy that has one volume group (vg1) with two host volumes (hostvol1 and
hostvol2) and two file systems (fs1 and fs2).

» The snapdrive storage connect command connects a file system created directly on a
LUN only when the underlying LUN is partitioned.

Note: For the complete guidelines for connecting Snapshot copies with SnapDrive, refer to
IBM System Storage N series SnapDrive for UNIX Installation and Administration Guide,
found at:

http://www-1.ibm.com/support/docview.wss?uid=ssg1S70016008aid=1

Example 10-9 Connect to the split clone

[root@dominol ~]# snapdrive storage connect -fs /notesdata/db_0 -hostvol
db_SdDg/db_SdHv -Tun itsotuc3:/vol/vol_DominoDB/db_SdLun_clonel -nopersist

mapping lun(s) ... done
discovering Tun(s) ... done

LUN itsotuc3:/vol/vol DominoDB/db_SdLun clonel connected
- device filename(s): /dev/sdd
Importing db_SdDg
Connected fs /notesdata/db 0
[root@dominol ~]#

Note: You will not be able to map an additional host volume within an existing name when
using LVM. An error like this might occur:

0001-377 Command error: Disk group name db _SdDg is already in use or conflicts
with another entity.

In this case, first disconnect the volume group with the following command:

[root@dominol notesdata]# snapdrive storage disconnect -vg db SdDg -full
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Using disk

Working with Snapshots allows you to make very fast restores and save space because only
the changed blocks are saved. However, Snapshot will not help you when a physical failure of
your disks or aggregate occurs. In this situation, you have to back up your data to other
physical disks. There are two ways to accomplish this task:

» SnapMirror
» Volume copy

Note: The Data ONTAP SnapVault feature is a disk based backup system, and because it
uses qtrees as backup storage, it is not supported for volumes containing Data ONTAP
LUNSs, so we do not discuss it in this book. For more information about SnapVault, see IBM
System Storage N series Data ONTAP Data Protection Online Backup and Recovery
Guide, found at:

http://www.ibm.com/servers/storage/support/nas/dataontap/

SnapMirror

The Data ONTAP SnapMirror feature enables an administrator to mirror Snapshot images
either asynchronously or synchronously:

» When mirroring asynchronously, SnapMirror replicates Snapshot images from a source
volume to a partner destination volume or gtree, thus replicating source object data on
destination objects at regular intervals.

» When mirroring synchronously, SnapMirror replicates Snapshot images from a source
volume to a partner destination volume at the same time it is written to the source volume.

Additionally, you can configure a synchronous SnapMirror replication to lag behind the
source volume by a user-defined number of write operations or milliseconds. This option is
useful if you are balancing the need for synchronous mirroring with the performance
benefit of asynchronous mirroring.

You can access the information about the destination volume to:

» Provide users quick access to mirrored data in the event of a disaster that makes the
source volume or gtree unavailable

» Update the source to recover from disaster or user error

» Archive the data to tape

» Back up or distribute the data to remote sites

SnapMirror is usually used to replicate Snapshot images from one IBM System Storage N

series storage server to another IBM System Storage N series storage server. These are two
common configurations:

1. Source to destination method

The SnapMirror destination volumes are read-only objects, usually on a separate system,
to which the source volumes are replicated (see Figure 10-1 on page 393). The
destination volumes are normally accessed by users only when a disaster takes down the
source volumes and the administrator uses SnapMirror commands to make the replicated
data at the destination accessible and writable.
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Figure 10-1 SnapMirror source to destination method

2. Source to destination to tape method

A common variation to the basic SnapMirror backup deployment adds a tape backup of
the destination volume (see Figure 10-2). By running a tape backup off the SnapMirror
destination volume, you do not subject the heavily user-accessed source volume to the
performance degradation, system unavailability, and complexity of a direct tape backup.

_: - M | 1___-;‘ "
- — ——— ]
1 vol 1 data E D, T

‘ =

mirrored TN Tape drive
— on Filer B —— :
~ ol 2 2vol1onFilerB
- g =il 2 then dumped or
J SnapMirrored to
I— tape drive
Filer A Filer B

Figure 10-2 SnapMirror source to destination to tape method

To set up a asynchronous SnapMirror configuration on the Lotus Domino database and
transactional log volume, follow these steps:

1. Make sure you have purchased a SnapMirror license for both the source and destination
systems. Install the license on both the source and destination IBM System Storage N
series storage system (see Example 10-10).

Example 10-10 Install the SnapMirror license

itsotuc4> Ticense add agy2csd

A snapmirror site license has been installed.
snapmirror enabled.

itsotuc4d>

2. On the source system console, use the options snapmirror.access command to specify
the host names of systems that are allowed to copy data directly from the source system
(see Example 10-11).

Example 10-11 Set up security for SnapMirror operations

itsotuc3> options snapmirror.access host=itsotucé
itsotuc3>
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3. Through the Data ONTAP FilerView, create or edit the /etc/snapmirror.conf file on the
destination system to specify the volumes to be copied and the schedule (minute hour
day_of_month day_of_week or async) on which the destination is updated. In
Example 10-12, we create a asynchronous mirror of the Lotus Domino database and
transactional log volume (both from the source N series storage server itsotuc3) to the
IBM System Storage N series storage server itsotuc4 and it volumes vol1 and vol2 (see
Example 10-14).

Note: For SnapMirror volume replication, you must create a restricted volume to be used
as the destination volume.

Example 10-12 /etc/snapmirror.conf

itsotuc3:vol_DominoDB itsotuc4:voll - async
itsotuc3:vol_DominoLog itsotuc4:vol2 - async

4. Start the SnapMirror service on the source and destination IBM System Storage N series
storage servers, as shown in Example 10-13.

Example 10-13 Starting the SnapMirror service

itsotuc3> snapmirror start
itsotuc3>

Note: For optimum SnapMirror volume replication performance, make sure that the
SnapMirror source volume and destination volume contain disks of the same size,
organized in the same RAID configuration.

5. In the destination system console, use the snapmirror initialize command to create an
initial complete (baseline) copy of the source on the destination and start the mirroring
process.

In Example 10-14, we initialize the mirror from Lotus Domino transactional log volume
vol_DominoLog on itsotuc3 to volume vol2 on the IBM System Storage N series storage
server itsotuc4.

Example 10-14 Initialize the SnapMirror

itsotucd> snapmirror initialize -S itsotuc3:vol_DominolLog itsotuc4:vol2
Transfer started.

Monitor progress with 'snapmirror status' or the snapmirror Tog.
itsotucd>

6. Verify the mirroring status with the snapmirror status command. The status In-sync
means a successful replication status. Until now, the Transferring status was about the
mirror initializing (see Example 10-15).

Example 10-15 Checking the mirror status

itsotuc3> snapmirror status
Snapmirror is on.

Source Destination State Lag Status
itsotuc3:vol DominoDB itsotuc4:voll Source - Transferring
itsotuc3:vol DominolLog itsotuc4:vol2 Source - In-sync
itsotuc3>
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The restricted volumes vol1 and vol2 on our destination IBM System Storage N series
storage server itsotuc4 contains our Lotus Domino database and transactional log LUNs (see
Example 10-16).

Example 10-16 lun show command at the mirror destination

itsotuc4> lun show

/vol/voll/db_SdLun 146.0g (156786229248) (r/o, online)
/vol/vo12/10g_SdLun 5.0g (5377097728) (r/o, online)
itsotucéd>

This volumes could be mounted on a different host for read-only backups, or, if a disaster
takes the source volume down, you are able to mount the mirrored volume in a writable mode.

You can use the snapmirror quiesce and snapmirror break commands to convert a
SnapMirror destination, with read-only status, to a writable volume. You might want to convert
a destination to a writable volume to perform one of the following tasks:

» Data migration: You want to move your users working data from one volume (your current
source volume) to another volume (your current destination volume) and make that data
accessible and writable in its new location.

» Disaster recovery: In case your source volume or storage Server is suddenly unavailable,
you want your current destination volume to serve as the substitute for your users retrieval
and input source.

» Application testing: You want to make your current destination volume writable to test a
new application on a mirrored replication of your current data rather than risk corruption of
original data on the source volume.

Converting the destination to a writable volume lets you use data on the destination for these
situations or in any other situation in which the original source is unavailable.

Example 10-17 SnapMirror break

itsotucd> snapmirror quiesce vol2
snapmirror quiesce: in progress
This can be a long-running operation. Use Control - C (*C) to interrupt.
snapmirror quiesce: vol2 : Successfully quiesced
itsotuc4> snapmirror break vol2
snapmirror break: Destination vol2 is now writable.
Volume size is being retained for potential snapmirror resync. If you would Tik
e to grow the volume and do not expect to resync, set vol option fs_size fixed t
o off.
itsotuc4d>

Note: For more information about SnapMirror and SnapMirror commands, see /IBM
System Storage N series Data ONTAP 7.2 Data Protection Online Backup and Recovery
Guide, found at:

http://www.ibm.com/servers/storage/support/nas/dataontap/

Another method to access data at the SnapMirror location is to use the Data ONTAP
SnapMirror feature in combination with the FlexClone volume.
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Volume copy

You can use the vol copy command to copy LUNSs; however, this requires that applications
accessing the LUNs are quiesced and offline prior to the copy operation.

The vol copy command enables you to copy data from one WAFL volume to another, either
within the same storage system or to a different storage system. The result of the vol copy
command is a restricted volume containing the same data that was on the source storage
system at the time you initiate the copy operation.

The following are requirements for copying a volume:

» The source and destination volumes must be of the same type: either both traditional or
both flexible volumes.

» The capacity of the destination volume must be greater than or equal to the capacity of the
source volume.

» The source and destination on the N series must have a trust relationship with each other.
» The destination volume must exist, and must not be the root volume.

» Remote Shell access must be enabled.

» The destination volume must not contain data that you want to preserve.

Command usage:

vol copy start [ -S | -s Snapshot ] source destination

If the -S flag is used, the command copies all Snapshots in the source volume to the
destination volume. To specify a particular Snapshot to copy, use the -s flag followed by the
name of the Snapshot. If neither the -S nor -s flag is used in the command, the storage
system automatically creates a distinctively-named Snapshot at the time the vol copy start
command is executed and copies only that Snapshot to the destination volume.

Note: The source and destination volume must be the short volume name. If the source or
destination is on a different N series, use filer: in front of the volume name.

Correct command example:
vol copy start itsotuc3:vol_DominolLog itsotuc4:voll
Incorrect command example:

vol copy start itsotuc3:/vol/vol DominolLog itsotucd:/vol/voll

Example 10-18 shows a copy process of the volume vol_DominoLog to another N series.

Example 10-18 Volume copy

itsotuc3> vol copy start -S vol Dominolog itsotuc4:voll

This can be a long-running operation. Use Control - C (“C) to interrupt.
Copy Volume: vol DominoLog on machine 9.11.218.237 to volume: voll
VOLCOPY: Starting on volume 1.

10:27:18 MST : vol copy restore 0 : begun, 249 MB to be copied.

[...]
10:27:28 MST : vol copy restore 0 : 100% done, 249 MB copied.
itsotuc3>

396 Using the IBM System Storage N series with Mail Servers



Using tape

You use tape backup and recovery to create tape archives or retrieve data from tape
archives. Tape archives complement online backup methods, and you should plan to do tape
backups regardless of the online backup and recovery methods you use.

With Data ONTAP, you can use the dump command for backup to tape. Additionally, you can
use a third-party backup tool, such as IBM Tivoli Storage Manager (ITSM) and the Data
ONTAP Network Data Management Protocol (NDMP) implementation.

Data ONTAP NDMP backup and recovery operations use the dump and restore services for
data backup to tape and data restoration from tape. However, accessing this data protection
services through backup applications that support NDMP offers a number of advantages:

» NDMP backup applications provide sophisticated scheduling of data protection operations
across multiple storage systems. They also provide media management and tape
inventory management services to eliminate or minimize manual tape handling during
data protection operations.

» NDMP supports multiple topology configurations, allowing efficient sharing of secondary
storage (tape library) resources through the use of three-way network data connections.
NDMP backup applications typically provide user-friendly interfaces that simplify the
management of data protection services.

Note: For more information about how to use NDMP with N series and ITSM, see the IBM
Redbooks publication Using the IBM System Storage N series with IBM Tivoli Storage
Manager, found at:

http://www.redbooks.ibm.com/redbooks/pdfs/sg247243.pdf

We recommend the usage of the SnapMirror source to destination to tape method for tape
backup; however, the described method will work without SnapMirror as well.

Figure 10-3 shows a common SnapMirror source to destination to tape configuration.

Cvol 12 (vl 1 e
. . 1 vol 1 data r P, ["-——:]
B mirrored T o Tape drive
S on Filer B A i
- - - — 2vol1onFilerB
C_vol2 w2 3 then dumped or
J SnapMirrored to
2 — tape drive
Filer A Filer B

Figure 10-3 SnapMirror source to destination to tape method

The dump command uses a Snapshot copy of your data for the backup, so you do not need to
take the storage system or volume offline before initiating the backup.

The dump command names each Snapshot copy it creates Snapshot_for_backup.n, where:

» nis an integer starting at 0.

» Each time the dump command creates a Snapshot copy, it increments the integer by 1.

» The storage system resets the integer to 0 when it is rebooted.
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When Data ONTAP executes multiple dump commands simultaneously, the dump commands
create multiple Snapshot copies. For example, if Data ONTAP is running two dump commands
simultaneously, you find these Snapshot copies in the volumes from which data is being
backed up: Snapshot_for_backup.0 and Snapshot_for_backup.1.

Note: When you are backing up from a Snapshot copy, dump does not create an additional
Snapshot copy. Because we are using Snapshots with the Data ONTAP scheduler and
SnapDrive for Linux and Unix, we will take existing Snapshots for creating the dump.

Example 10-19 shows a simple usage of the dump command. The snap1 Snapshot was
created on the SnapMirror source site itsotuc3 through SnapDrive on the Lotus Domino
server. Now this Snapshot is dumped to tape on the SnapMirror destination site itsotuc4.

Example 10-19 Dump a mirrored Snapshot to a local tape

itsotuc4> dump Of rstlm /vol/vol2/.Snapshot/snapl
DUMP: Using Full Volume Dump

DUMP: Dumping tape file 1 on rstlm

DUMP: Date of this level O dump: Thu Jun 14 21:32:02 2007.
DUMP: Date of Tast level O dump: the epoch.

DUMP: Dumping /vol/vol12/.Snapshot/snapl to rsrim
DUMP: mapping (Pass I)[regular files]

DUMP: mapping (Pass II)[directories]

DUMP: estimated 127287 KB.

DUMP: dumping (Pass III) [directories]

DUMP: dumping (Pass IV) [regular files]

DUMP: dumping (Pass V) [ACLs]

DUMP: 127373 KB

DUMP: DUMP IS DONE

itsotucéd>

Where:

» Of are the options of the dump command. The 0 means a full backup, while f specifies the
tape file.

» rstim is the argument of the f option. It is the tape device /dev/rstim.
» /vol/vol2/.Snapshot/snap1 is the dump path.
This command backs up to tape all files and directories in the /vol/vol12/.Snapshot/snapl

volume. This includes our Lotus Domino LUNS, in this case the transactional log file LUN
/vol/vol12/10g_SdLun

Note: For more information about the dump and restore commands, see IBM System
Storage N series Data ONTAP 7.2 Data Protection Tape Backup and Recovery Guide,
found at:

http://www.ibm.com/servers/storage/support/nas/dataontap/
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Recommended backup configuration
The N series Snapshot capability is the first protection step in our recommended backup

configuration for the Lotus Domino server database and transactional logs.
A backup solution for Lotus Domino should meet the following requirements:
» Provide a fast backup with less impact on performance.

» Provide several point-in-time backups with minimal loss of data in case of a database
failure or user fault.

» Provide fast recovery of single user databases.

» Have no downtime for backup and reduced downtime for recovery.

» Have a short downtime following a disaster on the storage server.

» Provide backup to tape for archiving.

We use a combination of the features of SnapDrive for Linux and UNIX and SnapMirror for
our configuation. The process is described in these steps and in Figure 10-4 on page 400:

» Using Linux as a example, you would create Snapshots from the Lotus Domino database
and transaction log volume through the Linux cron daemon and SnapDrive every hour.

— A minimum amount of additional space is required (only for changed data blocks).
— You can recover your databases at an exact point-in-time.
— Recovery is very fast (the data relies on a disk).

» Using the N series servers itsotuc3 and itsotuc4, mirror the volumes from the IBM System
Storage N series storage server itsotuc3 to a different IBM System Storage N series
storage server itsotuc4.

— In a disaster, you can use the mirrored data on the external storage as active data.

— Tests, changes, or backups can be done on the mirrored side and off loads the
production system.

» Mount the Lotus Domino database and transactional log Snapshots once a day at the
backup server and take a full backup of all the files with a third-party backup tool, such as
IBM Tivoli Storage Manager (ITSM).

— Back up your Lotus Domino database and transactional log files as usual, but without a
performance impact on your production system.
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Figure 10-4 Recommended backup configuration
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If you need to restore a single user database, you can connect to a Snapshot copy and
quickly restore the file you want by using the cp command. If you need to restore the whole

LUN because of a failure in a change process, such as a template update, use the snapdrive
snap restore command.




Connecting to the Snapshot

SnapDrive for UNIX lets you connect to a Snapshot copy from a different location on a host.
This new location can be on the host where you took the Snapshot copy (the originating host)
or on a different host (the non-originating host).

Being able to set up the Snapshot copies in a new location means you can back up a
Snapshot copy to another medium, perform maintenance on a disk group, or simply access
the Snapshot copy data without disrupting the original copy of the data.

Example 10-20 Connect to the Snapshot with SnapDrive

[root@dominol /]# snapdrive snap connect -vg db_SdDg -autorename -snapname
itsotuc3:/vol/vol_DominoDB:snap2

connecting db_SdDg:
LUN copy db_SdLun 0 ... created
(original: itsotuc3:/vol/vol_DominoDB/db_SdLun)
LUN copy db-1 SdLun 0 ... created
(original: itsotuc3:/vol/vol_DominoDB/db-1_SdLun)

mapping new lun(s) ... done
discovering new lun(s) ... done
Importing db-1 SdDg 0
Successfully connected to Snapshot itsotuc3:/vol/vol DominoDB:snap2
disk group db-1 SdDg 0 containing host volumes
db_SdHv_0 (filesystem: /notesdata/db 0)
[root@dominol /]#

Where:
» -vg: The volume group name to which you wish to connect.

» -autorename: This option tells SnapDrive for Linux and UNIX to generate a new, unused
name for the destination entity if the default name is in use.

» -snapname: Long name of the Snapshot.

Restoring from the Snapshot

After you connected to the Snapshot, use your favorite copy command for copying the files
from your Snapshot copy mount point to the active file system.

Example 10-21 Restoring from the Snapshot using cp

[root@dominol /]J# cp /notedata/db_0/sschaf.nsf /notesdata/db/sschaf.nsf
[root@dominol /]#

If you need to restore the whole file system, use the snapdrive snap restore command. You
do not need to make a connection with snapdrive snap connect first.

The snapdrive snap restore file_spec command restores data from the Snapshot copy you
specify on the command line to the storage system. This operation replaces the contents of
the file_spec that you specified on the snap restore command line with the contents of the
file_spec arguments found in the specified Snapshot copy.

You can also restore Snapshot copies for non-existent file_spec arguments. This happens
when the value you specify no longer exists on the host, but existed when you took the
Snapshot copy. For example, it might be a file system that you have now unmounted or a disk
group that you have removed.
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Normally, you restore Snapshot copies from the host where you took the Snapshot copies (in
other words, the originating host). You can also restore Snapshot copies using a different, or
non-originating, host. For more details, see:

http://www-1.ibm.com/support/docview.wss?uid=ssg157001600&aid=1.

Note: When you restore Snapshot copies for volume groups, or for host volumes and file
systems that are created on them, SnapDrive for Linux and UNIX restores the whole
volume group. If you specify part of a volume group, SnapDrive still restores the entire
volume group. An error occurs if you enter only a subset of the host volumes or file
systems in each volume group on the command line. You can include the -force option to
override this error; however, SnapDrive then restores the entire disk group.

In Example 10-22, we restore Snapshot snap1 of the Lotus Domino database and
transactional log storage.

Example 10-22 Restoring the Lotus Domino database and transactional log storage from Snapshot

[root@dominol /]# snapdrive snap restore -vg db_SdDg log SdDg -snapname snapl
Starting to restore /dev/mapper/db_SdDg, /dev/mapper/log_SdDg
WARNING: This can take several minutes.
DO NOT CONTROL-C!
If snap restore is interrupted, the filespecs
being restored may have inconsistent or corrupted
data.
For detailed progress information, see the log file /var/log/sd-recovery.log
Importing db_SdDg, Tog SdDg
Successfully restored Snapshot snapl on 2 filer volumes:
itsotuc3:/vol/vol_DominolLog
itsotuc3:/vol/vol_DominoDB

disk group db SdDg containing host volumes
db_SdHv (filesystem: /notesdata/db)
disk group Tog_SdDg containing host volumes
Tog SdHv (filesystem: /notesdata/log)
[root@dominol /]#

Where:
» -vg: The volume group name of the Snapshot you wish to restore. This option is stackable.

» -snapname: Name of the Snapshot. You can use the short (for example: snap1) or long
(for example: itsotuc3:/vol/vol_DominoLog:snap1) name. If the volume entity on your host
no longer exists, you must specify the long name.

SnapRestore

SnapRestore enables you to quickly revert a local volume or file on a storage system to the

state it was in when a particular Snapshot copy was taken. In most cases, reverting a file or

volume is much faster than restoring files from tape or copying files from a Snapshot copy to
the active file system.

Note: SnapRestore must be licensed on your N series.
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You use SnapRestore to recover from data corruption. If a primary storage system application
corrupts data files in a volume, you can revert the volume or specified files in the volume to a
Snapshot copy taken before the data corruption.

SnapRestore carries out Snapshot restoration more quickly, using less disk space, than an
administrator can achieve by manually copying volumes, directories, or large files to be
restored from the Snapshot system to the active file system. A large volume directory restore
can be carried out in a few seconds using the SnapRestore feature.

SnapRestore can restore large volumes or files even if space limitations would prevent
restoration by copying from a Snapshot copy.

For our Lotus Domino server, which is using LUNs to store its database and transactional log
files, we can use SnapRestore for instant recovery of our created Snapshots.

Note: As a best practice, use this feature with data stored directly on the volume, not in
LUNs. SnapRestore will quickly restore data on a volume. Working with LUNSs, you can use
the SnapDrive snapdrive snap restore command for recovery of the whole LUN.
SnapRestore does not enable you to restore several files in the LUN.

If you use Lotus Domino or Microsoft Exchange with a CIFS connection, this option is
highly recommended.

Example 10-23 shows the restore of our Lotus Domino database volume from the Snapshot
shapi:

snap restore -t vol -s Snapshot_name volume_name

Where:
» -t vol specifies the volume name to revert.

» -s Snapshot_name specifies the name of the Snapshot copy from which to revert the data.
You can enter only one Snapshot copy name. In our case, it is snap1.

» volume_name is the name of the volume to be reverted. Enter the name only, not the
complete path. You can enter only one volume name. In our case, it is /vol/vol_DominoDB.

Example 10-23 Restore a volume with SnapRestore

itsotuc3> snap restore -t vol -s snapl /vol/vol DominoDB

system> WARNING! This will restore a volume from a Snapshot into
the active filesystem. If the volume already exists in the active
filesystem, it will be overwritten with the contents from the
Snapshot.

Are you sure you want to do this? y

You have selected file /vol/vol_DominoDB, Snapshot snapl

Proceed with restore? y

itsotuc3>

Note: The volume to be reverted must not be a mirror used for data replication. If you
revert to a Snapshot copy taken before a SnapMirror Snapshot copy, Data ONTAP can no
longer perform an incremental update of the mirror; it must re-create the baseline version
of the mirror.
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You can even use snap restore to revert a single file to a selected Snapshot copy. This is
practical when the file is so large that you cannot copy the previous file version from the
Snapshot copy to the active file system. Remember, this is not essential for files they reside in
LUNs. For more information about the SnapRestore feature, see the IBM System Storage N
series Data ONTAP Data Protection Online Backup and Recovery Guide, found at:

http://www.ibm.com/servers/storage/support/nas/dataontap/

Using tape
You restore data from tape under the following circumstances:

» Files were deleted from disk but backed up to tape.

For example, if you inadvertently delete a file and want to restore the file, you can recover
the file from tape.

» Files are corrupted.
If some files are corrupted, you can restore the subtree containing the files.

» No disk slots are available for expansion. If the storage system runs out of storage space,
you can do the following tasks:

Back up the entire storage system.

Replace the current disks with disks of greater capacity.

Set up volumes on new disks.

Restore the storage system from tapes.
» The entire storage system is damaged and unusable. Contact technical support to
determine whether you can repair the storage system and restore data from tape.

You do not need to restore a deleted file from tape if you can recover the deleted file from a
Snapshot copy on the storage system. If the file is in a Snapshot copy, copying the file to the
active file system is faster than recovering the file from tape.

The restore command enables you to recover all the information that you backed up with the
dump command so that it is the same as when you did the backup (see Example 10-19 on
page 398). The restore command syntax is as follows:

restore options [arguments] [files ...]

The options flag can be one restore type with modifiers. We use the options r and f:
» Option r specifies restoring all the files in the dump tape.
» Option f specifies that there is a named device. Its argument is rstim.
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Example 10-24 Restore from tape

itsotuc4> restore rf rstlm
tape file #1 on device rstlm

RESTORE:
RESTORE:
RESTORE:
RESTORE:
RESTORE:
RESTORE:
itsotucéd>

Thu Jun
Thu Jun
Thu Jun
Thu Jun
RESTORE

14 19:04:57 2007: Begin level 0 restore

14 19:04:57 2007: Reading directories from the backup
14 19:04:57 2007: Creating files and directories

14 19:04:57 2007: Writing data to files

IS DONE

Note: For more information about the dump and restore commands, see the IBM System

Storage N series Data ONTAP 7.2 Data Protection Tape Backup and Recovery Guide,
found at:

http://www.ibm.com/servers/storage/support/nas/dataontap/

Note: As a best practice, and in order to support up to the minute restore capabilities, the
archive logging feature and usage of a third-party backup tool such as IBM Tivoli Storage
Manager should be used with the Lotus Domino server.
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Integrating Lotus Domino for
Windows into the IBM System
Storage N series

This appendix describes the installation of IBM Lotus Domino server on the Microsoft
Windows operating system with the IBM N series storage system.
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Introduction

The tight integration of SnapDrive with Windows and IBM System Storage N series storage
systems offers the ease of storage management and high data availability required for Lotus
Domino environments. An IBM System Storage N series storage system in conjunction with
SnapDrive offers an enterprise-class solution for Lotus Domino. This chapter describes the
steps necessary to integrate an IBM System Storage N series storage system with an IBM
Lotus Domino server for Windows 2003 using SnapDrive over an iSCSI connection to the
storage system.

The main topics covered in this appendix are:
» Preparing the IBM System Storage N series storage system for Lotus Domino

» Configuring Windows server and installing Lotus Domino software

» Migrating Lotus Domino server from local disks to LUNs on an IBM System Storage N
series storage system

Configuration

In this scenario, we use Lotus Domino V7.0.2 enterprise server for Windows 2003. The N
series supports Lotus Domino V6.5 and above on Microsoft Windows, UNIX, and Linux. The
N series also supports Domino partitioning and Domino clustering for high availability and
disaster recovery.

Ensure that the server meets the minimum requirements for running Lotus Domino and that
the server hardware is on the Windows Hardware Compatibility List (HCL). For customers
who plan to install Lotus Domino on an IBM System Storage N series storage system cluster,
Lotus Domino clustering must be implemented for failover. In a cluster implementation,
separate volumes are required for each Domino data directory. A list of supported
configurations can be found at the following IBM Web site:

http://www-1.1ibm.com/support/docview.wss?rs=0&uid=swg27005236

Microsoft iISCSI software initiator

408

For companies that do not have an FCP infrastructure in place or for those that want to
access the storage using their Ethernet infrastructure and knowledge, iISCSI can be used as
the access protocol for communication between the IBM Lotus Domino Server and IBM
System Storage N series storage system.

The recommended configuration when using iISCSI protocol is to use iSCSI Initiator adapters.
This adapters off load the largest amount of processing from the server's CPU, improving
performance.

In case there are no iSCSI adapters on your planned environment, the iSCSI Initiator
software can be used to provide the same connectivity to the IBM System Storage N series
storage system. The use of multipaths is also recommended when using hardware or
software based iSCSI solution, as shown on Figure A-1 on page 409.
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Figure A-1 Multipathing configuration for Lotus Domino Server using iSCSI

In Figure A-1, there are two interfaces on the server (either iSCSI hardware based or Gigabit
Ethernet cards) that connect to two different LAN switches. It is important, for performance
and reliability reasons, that these LAN segments and switches are other than the public ones.
The IBM System Storage N series storage system will have two of its adapters also
connected to both switches.

Assuming that all the infrastructure is already in place and working and that you are not using
HBA iSCSI-enabled adapters, Microsoft iISCSI Software Initiator has to be installed on the
server. After installing and configuring it, SnapDrive should be installed and configured as
well so that the LUNs can be created.

Note: Despite the fact that the LUNs can be created from the IBM System Storage N
series storage system, the recommended procedure is to create the LUNs from the Lotus
Domino Server using SnapDrive.

SnapDrive software

The IBM System Storage N series SnapDrive feature provides a number of storage features
that enable you to manage the entire storage hierarchy, from the host-side application-visible
file, down through the volume manager, to the storage-system-side logical unit numbers
(LUNSs) providing the actual repository. In addition, it simplifies the backup of data and helps
you decrease the recovery time.
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SnapDrive provides a layer of abstraction between an application running on the host
operating system and the underlying IBM System Storage N series storage systems (see
Figure A-2). Applications that are running on a server with SnapDrive use virtual disks (or
LUNs) on IBM System Storage N series storage systems, as through they were locally
connected drives or mount points. This allows applications that require locally attached
storage, such as IBM Lotus Domino and Microsoft Exchange, to benefit from the N series
technologies, including Snapshot, flexible volumes, cloning, and space management
technologies.

Virtual
Disks
with SnapDrive
1ns§iﬂigd
I
)
Flexval™
Volumes
= —
v @9
N series
storaie
Physlcal Storage

Figure A-2 Example of a typical SnapDrive deployment

SnapDrive includes all the necessary drivers and software to manage interfaces, protocols,
storage, and Snapshot copies. Snapshot copies are nondisruptive to applications and

functions on execution. Snapshot backups can also be mirrored across LAN or WAN links for
centralized archiving and disaster recovery.

Benefits of SnapDrive
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Most of today’s enterprises use business-critical applications such as IBM Lotus Domino and
their storage management team faces number of challenges. They must:

» Support new business initiatives with a minimal increase in operating budget.

» Protect data from corruption, disaster, and attacks.

» Back up data without any performance degradation, quickly and consistently, without any
errors.

SnapDrive addresses these problems by providing simplified and intuitive storage
management and data protection from a host/server perspective. The following list highlights
some of the important benefits of SnapDrive:

» Allows hosts and applications administrators to quickly create virtual disks with a dynamic
pool of storage that can be reallocated, scaled, and enlarged in real time, even while
system are accessing data.
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» Dynamic on-the-fly file system expansion; new disks are usable within seconds.

» Snapshot copies provide rapid backup and recovery capability with minimal resource and
capacity requirements.

» Supports multipath technology for high performance. (Check the compatibility matrix first.
At the time the book was written, SnapDrive for Linux did not support multipath
technology.)

» Enables connections to existing Snapshot copies from the original host or different host.

» Independent of underlying storage access media and protocol; SnapDrive supports FCP,
iISCSI, and NFS as the transport protocols (NFS supports only Snapshot management)

v

Robust and easy-to-use data and storage management feature and software.

SnapDrive requirements

Network

IBM System Storage N series SnapDrive is a licensed feature and is available by contacting
IBM Support.

There are some general requirements for SnapDrive:

» Host operating system and appropriate patches

» Host file systems

» |IP access between the host and storage system

» Storage system licenses

» FCP Host Utilities or iSCSI Host Utilities required software

» For security reasons, we recommend a separate user account on the IBM System Storage
N series storage server. See 7.2, “Role-based access control of the IBM System Storage
N series” on page 242 for more details.

The operating system requirements can be found in the IBM System Storage N series
SnapDrive for Windows 4.2.1 Release Notes, found at:

http://www-1.ibm.com/support/docview.wss?uid=ssg157001650&aid=1

For more information about SnapDrive, please refer to the IBM System Storage N series
SnapDrive 4.2 for Windows Installation and Administration Guide, GC26-7880.

For I/O traffic from the Windows server hosting the Domino binaries and the storage system
housing the Lotus Domino databases and transaction logs, a private LAN or VLAN is
mandatory. IBM will not support Domino 1/O traffic over a public network. This can be
accomplished using a crossover cable in a simple networking topology or network switch, with
VLANs dedicated to Lotus Domino and auxiliary traffic for antivirus, and so on, and IBM
System Storage N series storage system workloads. This can also be thought of as an IP
SAN, since the Domino server will be connected to the storage system over a private
network, and no other machines will have access to LUNs on the storage system. A gigabit IP
SAN between the Lotus Domino server machine and the IBM System Storage N series
storage system is required for the following reasons:

» Eliminates issues of contention or latency.
» Minimizes security issues and hacking threats.
» Provides storage capacity scalability.
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We strongly recommend that Gigabit Ethernet be used to support your Lotus Domino
database environment on the IBM System Storage N series storage system.

IBM System Storage N series storage system

412

An IBM System Storage N series storage system provides a virtual storage layer called
flexible volumes, hereafter known as flexible volume or volumes. A flexible volume is created
within an aggregate and is loosely coupled with its containing aggregate. The flexible volume
provides greater performance than traditional volumes and can grow and shrink as needed by
executing one simple command. Data ONTAP makes it easy to control the placement of
related Domino file systems on a flexible volume (Figure A-3).

Virtualization Doubles Disk Utilization
App 1 App 2

A A A
( A\Y4 N
Legacy ‘ ow utilizati
Storage I Wagts I Waste k ~20-30%

App 1 App 2 / 3

A A

I
.y

—— =

Virtualized High utilization
Available for A
Storage n . vailable Tor Anyone ~60-80%

Figure A-3 FlexVol

A key to ease use and manageability of a Lotus Domino server housed on an IBM System
Storage N series storage system is the notion that the entire Domino environment can be
stored on one or more flexible volumes. This configuration requires minimal attention by
Domino administrators and system administrators, allowing the storage system to manage
the physical data storage, which ensures high performance and availability. However, there
are a few storage system physical design considerations that need to be taken into
consideration to ensure that these benefits are not compromised:

» The root volume should be its own volume. The root volume can be a traditional volume or
a flexible volume. For extra reliability and flexibility, we recommend that you mirror the root
volume. The root volume usually contains data that does not change much over time; a
low change rate on the root volume would imply that it does not need to be backed up as
often. And, should a data volume fail, having a separate, still functioning root volume will
save valuable time in the recovery process.

» We strongly recommend that all the Lotus Domino files be stored on a volume on the IBM
System Storage N series storage system that is not the root volume.

» We strongly recommend that a large aggregate be used whenever possible for
performance reasons. Multiple flexible volumes required for a Domino environment can be
created within a single large aggregate.
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» Domino transaction log files should be kept on a different LUN from the LUN housing the
Domino data directory. Also, Domino data and transaction logs should reside on separate
flexible volumes. If database and transaction logs are housed in the LUNs on the same
flexible volume, the recovery of the LUNSs will return the logs to the same state they were in
at the time the Snapshot copy was created. As a result, log data generated after the
creation of the Snapshot copy will be lost, thus making roll-forward recovery for Domino
impossible, since log file data needed would no longer be available.

» If NDMP is used to back up Domino residing on the IBM System Storage N series storage
system, multiple backup tasks can be spawned. It is simpler and more efficient to create a
volume, define your LUNs in the root of the volume, and let the storage system manage
the storage.

FCP oriSCSI licenses must be activated on the storage system. The iSCSI and FCP licenses
supplied with SnapDrive enable all the CIFS functionality necessary for using SnapDrive,
including CIFS share creation. If you also want full-featured, direct CIFS access to a particular
storage system, you must install a separate CIFS license on that storage system.

Using Lotus Domino with an IBM System Storage N series
storage system

There are several advantages to storing Lotus Domino data and transaction logs on an IBM
System Storage N series storage system. This section examines some of those advantages
and explores some steps that must be taken to ensure the overall Domino performance.

Advantages of IBM System Storage N series storage systems

Running Lotus Domino with databases and transaction log files stored on an IBM System
Storage N series storage system has several advantages:

» Extremely Fast Backup: Snapshot copies (see Figure A-4 on page 414) can be created in
a matter of seconds, regardless of the size of the Domino database or the level of activity
on the IBM System Storage N series storage system used. This reduces the Domino
backup window from hours to seconds and allows Domino administrators to take frequent
full backups without having to take the Domino server offline.
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Figure A-4 Snapshot

»

Quick Recovery: Using the Data ONTAP SnapRestore command, an entire Domino
environment can be restored in a matter of seconds. Since there is no data copying
involved, an incredible amount of time is saved as the file system is put back to the original
state it was in at the time the Snapshot was created. Data ONTAP supports 255 Snapshot
copies per WAFL volume. The ability to store a large number of low-impact, frequently
created Snapshot copies brings the time needed to perform a roll-forward recovery
operation down to minutes or seconds. In many circumstances, it allows the Domino
administrator to restore the Domino server immediately without the need to restore from
tape.

High Availability: The need for 24x7availability is fast becoming a reality for organizations
of all sizes. Organizations cannot tolerate scheduled downtime or afford extended periods
of slow system response caused by traditional Domino server backup methods. Snapshot
technology that can create Domino server backups in a matter of seconds without bringing
the server down can be used as complementary technology to ensure higher system
uptime.

High Reliability: The RAID architecture used for IBM System Storage N series storage
systems is unique and provides greater reliability than many traditional RAID
implementations. If a disk in an N series RAID group fails, it is reconstructed automatically
without any user intervention. Additionally, N series supports the RAID-DP architecture.
RAID-DP is considered approximately 4,000 times more reliable than traditional RAID.

No Impact on System Response Time during backup: A Snapshot copy is simply a picture
of the file system at a specific point-in-time. Therefore, creating a Domino server backup
using Snapshot does not involve actual data movement (data 1/0O), so the backup process
has virtually no performance impact on system response time.

Minimum Storage requirement: Two Snapshot copies created in sequence differ from each
other by the blocks added or changed in the time interval between their creation. This
block-incremental behavior limits associated storage capacity consumption.

Load Balance: Many of the tasks associated with load balancing between multiple Domino
directories can be eliminated. Because of the high performance of the IBM System
Storage N series storage system, only one volume needs to be defined for each directory
used.
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Lotus Domino transaction logging

Lotus Domino supports transaction logging. With this feature enabled, the system captures
database changes and writes them to the transaction log. Then if a system or media failure
occurs, you can use the transaction log and a previously created backup to recover your
domino databases.

Transaction logging provides three main benefits:

»

No fix-up required: In most cases, you no longer need to run the fix-up task to recover
databases following a system failure, which results in faster server restarts. Fix-up must
check every document in each database, while transaction log recovery applies or undoes
only those transactions not written to disk at the time of the system failure.

Superior performance: Transaction logging saves processing time because it allows
Domino to defer database updates to disk during periods of high server activity.
Transactions are recorded sequentially in the log files, which is much quicker than
database updates to random, non-sequential parts of a disk. Because the transactions are
already recorded, Domino can safely defer database updates until a period of low server
activity.

Simplify the backup process: Using transaction logging simplifies your daily backup
procedure. You can use Snapshot to perform daily incremental backups of the transaction
logs, rather than perform full database backups.

Lotus Domino’s serialized log writes play to one of the strengths of the IBM System Storage N
series storage system. WAFL is very efficient at writing data to a storage system volume. The
storage system's cache effectively groups incoming data and writes it out to disk in an
efficient manner.
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Lotus Domino supports three types of transaction logging

Figure A-5 shows the default circular logging configuration in the Lotus Domino Administrator.
You will find it at Configuration Server Current Server Document Transactional Logging.

@ ITSOTUCSON Domain - IBM Dominoe Administrator

File Edit Yiew Create Actions Administration Configuration  Help

IFEEET [Teoocohao@ == A B |

|2 - QR ~|
| 1TS0TUCSON Domain | A Welcame x|
ﬁ People & Gloupsl FiIesI Server... I Messaging... I Replication | Configuration |
e Server: domino1/TS0Tucson Use Direch
ﬁ Felease 7.0.2 on Linux 2.5.9-42 ELsmp #1 SMP ‘wed 900 BAIEEE
g ‘Ij' ?SWSL:HEHISBWEIDDCUWIEM EditServer @Create wieh @Examine Maotes Cerificate(s) @Ca
@ =] All Server Documents
) Configurations Server: domino1/ITSOTucson dominol local
Connections
Programs Baszicz | Securityl Forsz... | Server Tazhs... ] Imternet Protocols. . I hAThsE... | hlizo

Esternal Domain Metwark Inf
» B4 Messaging
¥ G Replication

b m.] Directory Transzactional logaing: Enabled
» 4] Palicies Lag path: inotezdatallog
¥ R web Logging style: Circular
» & Monitoring Configuration Use all available space an @& woo 0 g
» & Health Moritoring log device:
i Elu.ster . Automatlcﬂxup of carrupt Enabled
& Diffine Services databazes:
» = Egrllflcates F{unhmeIF{esltart Standard
[ Miscellaneous petfarrmance:
Cluota enforcement: Check file size when extending the file

Figure A-5 Transactional logging configuration in the Lotus Domino Server Document

» Circular: Circular logging is the default transaction logging type. It uses one transaction log
file of a predefined size (192 MB to 4 GB). The transaction log size is defined in the server
document. The circular logging overwrites the old data once the defined size is reached
with the new transaction. Domino writes the old transaction log data to the disk before it is
overwritten. This method helps in server crash recovery, but limits the Domino
administrator’s ability to perform roll forward recovery because the old logs are
overwritten. Circular logging does not support incremental backups.

» Linear: Similar to circular logging, but allows a log space larger than 4 GB.

» Archival: The method of transaction logging does not overwrite the transaction log file.
After a file has reached its defined size, Domino creates a new transaction log file. After all
the data is committed to the database, the old transaction log file becomes available for
archiving. For archiving the transaction log file, you can use a third-party tool such as
Tivoli or your custom scripts. Archive logging will enable rollback, media recovery, and
point-in-time recovery.

Data and transaction logs must be stored on separate LUNSs.
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Configure the Domino environment

The following sections will explain how to prepare the IBM System Storage N series storage
system to house the Lotus Domino database and log files.

Configuring the storage system

Before you create a Lotus Domino database on an IBM System Storage N series storage
system, you need to configure the storage system by completing the following simple
configuration steps:

1. Set up and install Data ONTAP V7.2 or above. Install Data ONTAP V7.2 on your storage
system if it is not already installed.

2. Activate the license and start the appropriate services.

On the IBM System Storage N series storage system, file access protocols FCP and
iISCSI are licensed services. You need to enable the following services by activating
license keys for the protocol you intend to use:.

— iSCSI, if you plan to use iSCSl-accessed virtual disks.
— FCP, if you plan to use FCP-accessed virtual disks.
— SnapRestore, which is required for restoring virtual disks from Snapshot copies.

— SnapMirror, if you plan to use the SnapMirror option for replicating the Domino
database to another IBM System Storage N series storage system.

Note: To enable the iSCSI protocol and the iISCSI adapter on the IBM System Storage N
series storage system, you will need an iSCSI license to be installed on the IBM System
Storage N series storage system. In the FilerView, select Filer - Manage Licenses and
scroll down the right pane until you see the iISCSI license. Add the iSCSI License and click

Apply.

After activating the license key, you need to start the service by executing the following
command on the Data ONTAP command-line interface (CLI) (see Example A-1):

[fcp | iscsi ] start

Example: A-1 Starting the iISCSI protocol

itsotuc3> iscsi start
iSCSI service started
itsotuc3>

3. Update the /etc/host file on the storage system.

The storage system must be able to communicate with the Windows server and vice
versa. The storage system can communicate with the Windows server if there is an entry
in its /etc/hosts file for it or, alternatively, if it uses some other host name resolution
techniques like NIS or DNS. By default, the /etc/hosts file is checked first for host name
resolution. The easiest way to update the /etc/hosts file on the storage system is by using
FilerView. Entries made in the /etc/hosts file should have the following format:

[LDServerIP] [LDServerName]
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Where:
— LDServerlP identifies the IP address assigned to the Windows server.
— LDServerName identifies the name assigned to the Windows server.

For example, to add an entry for a Windows server named Idsrv01 that has the IP
address 172.17.32.112, you would add the following line to the /etc/hosts file on the
IBM System Storage N series storage system:

172.17.32.112 1dsrv0l
4. Enable rsh access

In order to use rsh (remote shell) from a Windows server, you must enable rsh by turning
the rsh option on and editing the /etc/hosts.equiv files. You can turn the rsh option on by
executing the command in Example A-2 on the storage system:.

Example: A-2 rsh enabling

itsotuc3> options rsh.enable on
itsotuc3>

Edit the /etc/hosts.equiv file and add an entry for each user on the Windows server that
can issue the rsh command. Each entry should have the following format:

[LDServerName] [UserName]

Where

— LDServerName identifies the name assigned to the Windows server.

— UserName identifies the name assigned to the user on the Windows server.

For example, to enable rsh for a user named Idadmin on the Windows server named
Idsrv01, you would add the following entry to the /etc/hosts.equiv file on the storage
system:

1dsrv0l Tdadmin

If a user is a domain user, then the entry should follow a format that looks similar to the
following:

[LDServerName] [DomainName]\[UserName]

Where

* LDServerName identifies the name assigned to the Windows server.

¢ DomainName identifies the domain name the user belongs to.

e UserName identifies the name assigned to the user on the Windows server.

For example, to enable rsh from a Windows server named Idsrv01 for a user named
Idadmin, who belongs to a domain named corp, you would add the following entry
to the /etc/hosts.equiv file:

Tdsrvl corp\ldadmin
Create an aggregate
In order to create a Lotus Domino database on the storage system, you need to create

aggregates and flexible volumes. An aggregate is a physical pool of storage, comprised of
one or more RAID groups.

418 Using the IBM System Storage N series with Mail Servers



When creating the aggregate, a name should be defined. There are some naming
conventions for the aggregate’s name. It should:

» Begin with either a letter or an underscore.
» Contain only letters, digits, and underscores.
» Contain no more than 255 characters.

After you have the name, size, and disk configurations planned, these are the steps to create
an aggregate:

1. Open the FilerView for the IBM System Storage N series storage system where you want
to create the aggregate.

2. Inthe FilerView, select Aggregates — Add. This will bring up the Add New Aggregate
window, as shown in Figure A-6. Click Next.

= http:/19.11.218. 2377 onsuccess=doyerthingitnousagerecord=true - itsotuc3i: A... |:]@g|

Aggregate Wizard

Welcome to the aggregate Storage wizard. This wizard can be used to create,
adjust, and mirror aggregates.

You have chosen to

« Add a new aggregate

Cancel ] ’ Mext =

Figure A-6 Add New Aggregate window
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3. The Aggregate Name window will be shown (Figure A-7). Type in the name for the
aggregate you are creating. Select whether this aggregate will be a mirrored aggregate
(by checking Mirror) or an unmirrored aggregate (by leaving Mirror unchecked). The
parity should also be defined in this window. If you are creating a RAID-DP based
aggregate, select the Double Parity check box. If the Double Parity check box is
unchecked, the aggregate will be created using RAID 4. Click Next.

= hitp:/19.11.218.237f - itsotuc3: Aggregate Wizard - Windows Internet Explorer E@E|

Aggregate Wizard - Aggregate Parameters

Aggregate Name: |Aggr_Damino_DB |@
Enter a name for the new aggregate. S =

Synchronous Mirroring: [ Mirror @
Select to enable local synchronous mirraring on this aggregate.
Enabling this option requires twice as many disks.

Double Parity: Double Parity @
Select to enable double parity on this aggregate. Enabling this
option requires an extra disk per RAID group.

[ = Back ] l Cancel | ’ Mext =

Figure A-7 Aggregate Name window
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4. In the RAID Parameters window (Figure A-8), select the number of disks that will be used
on each RAID Group created for the aggregate. The recommended number of disks per
RAID group is 16 disks. If you are using less then 16 disks per RAID Group, protection
against disk failure is increased, but performance will decrease because there will be less
disk spindles for accessing the data. If you are using more than 16 disks per RAID Group,
performance will be increased (more disk spindles to access the data), but protection
against disk failure will decrease. Click Next.

= hitp:/19.11.218.237f - itsotuc3: Aggregate Wizard - Windows Internet Explorer E@E|

Aggregate Wizard - RAID Parameters

RAID Group Size: |16 L)
Enter the number of disks per RAID group on this aggregate. Disks will be organized —
into RAID groups of this size.

= Back ] l Cancel J [ """ Mext =

Figure A-8 RAID Parameters window
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5. In the Disk Selection window (Figure A-9), select the method that should be used to
identify the disks used on the aggregate. The default method is Automatic so that the IBM
System Storage N series storage system will automatically select the disks based on your
choices for size and number of disks from the next windows. If for any reason you need to
select specific disks to compose the RAID Groups, click Manual and select the number
and size of disks to be included on the aggregate. Click Next.

= hitp:/19.11.218.237f - itsotuc3: Aggregate Wizard - Windows Internet Explorer E@E|

Aggregate Wizard - Disk Selection Method

Disk Selection: ® Automatic ]
Select whether you want manual or automatic disk selection. If you select

automatic, disks will be chosen far you. O Manual

< Back ] l Cancel | I """ Mext =

Figure A-9 Disk Selection window
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6. If you select the Automatic method selection for the disks, the Disk Size window will be
shown, as shown in Figure A-10. Select the disk size from the available options or select
Any Size and click Next.

= hitp:/19.11.218.237f - itsotuc3: Apgregate Wizard - Windows Internet Explorer |:JEJ[E|

Aggregate Wizard - Disk Size

Disk Size: | Any Size »|@
Select the size of disk to use. Select ‘Any Size' to have the disk sizes .
chosen automatically.

< Back ] l Cancel ]

Figure A-10 Disk Size window
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7. Select the number of disks of the selected size to be used on the aggregate in the Number
of Disks window (Figure A-11). Click Next.

& hitp:/19.11.218.237f - itsotuc3: Apgregate Wizard - Windows Internet Explorer

Aggregate Wizard - Number of Disks

Number of Disks: g v @
Select the number of disks of size ‘Any Size' to add to the aggregate. There are a :
total of 11 spares available.

< Back ] [ Cancel

Figure A-11 Number of Disks window

8. Review your selection in the Summary window and click Commit.

9. The aggregate will be created. In the FilerView, select Aggregates — Manage and a list
of the existing aggregates will be shown, along with their status, RAID level, size, available
size, and other informations.

Creating a volume

424

Every volume on the IBM System Storage N series storage system must be created on an
aggregate. For IBM Lotus Domino servers, the volumes should be created on different

aggregates.

The volume name must follow these naming conventions:

» Begin with either a letter or an underscore.
» Contain only letters, digits, and underscores.
» Contain no more than 255 characters.

These are the steps to create the volume on the aggregate:

1. Open the FilerView for the IBM System Storage N series storage system where you want
to create the aggregate.
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2. In the FilerView, select Volumes — Add. This will bring up the Add New Volume window,
as shown in Figure A-12. Click Next.

= hitp:/19.11.218. 237 onsuccess=doyerthingitnousagerecord=true - itsotuc3: V... E@E|

Volume Wizard

Welcome to the volume Storage wizard. This wizard can be used to create,
adjust, and mirror volumes.

You have chosen to

« Add a new volume

Cancel

Figure A-12 Add New Volume window
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3. The Volume Type Selection window will be shown (Figure A-13). Select Flexible for
flexible volumes or Traditional for Traditional volumes. The recommended type for IBM
Lotus Domino Server is FlexVol. Click Next.

= hitp:f19.11.218.237f - itsotuc3: Yolume Wizard - Windows Internet Explorer |:JEJ[E|

Volume Wizard - Volume Type Selection

Volume Type Selection @ FElexible @

Select whether you want to create a traditional or flexible volume. B B _
O Traditional

< Back ] l Cancel ] [Nex_t>J

Figure A-13 Volume Type Selection window
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4. In the Volume Parameters window (Figure A-14), type in the volume name and select the

language used on the volume. By default, the root volume language will be selected. Click
Next.

= hitp:f19.11.218.237f - itsotuc3: Yolume Wizard - Windows Internet Explorer |:JEJ[E|

Volume Wizard - Volume Parameters

Volume Name:
Enter a name for the new volume.

[Vol omino 08 |@

Language:

| English (US) v @
Select the language to use on this volurme. e

< Back ] l Cancel ]

Figure A-14 \Volume Parameters window
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5. In the FlexVol Parameters window (Figure A-15), select the aggregate you want to create
the volume on. Type in the size for the volume in KB, MB, GB, or TB. Select the type of
Space Guarantee to be used. The default and recommended is volume. This option will
pre-allocate the entire volume size on the aggregate. Other options are file space
guarantee and none. Click Next.

& http:#//9.11.218.237/ - itsotuc3: Yolume Wizard - Windows Internet Explorer EJ@E|

Volume Wizard - Flexible Volume Parameters

Containing Aggregate | Aggr_Domino_DB (321 GB, raid_« v| @
Select the aggregate to contain this volume. Only — ~ :
non-snaplock aggregates are displayed.

Total Volume Size: 5 lcs B 7
Enter the total amount of space for this volume. The A
total volume size includes space for the snapshot

reserve and the file system overhead in addition to

the usable space.

Space Guarantee volume BB @
Sets the space guarantee. Volume guarantees

space for the entire the volume in the containing

aggregate; File guarantees space for a file at file

allocation time.

< Back ] [ Cancel ] I Mext =

Figure A-15 Flex\/ol Parameters window

6. Review the selection in the Summary window and click Commit.

7. The volume will be created. In the FilerView, select Volumes — Manage and a list of the
existing volumes will be shown, along with their status, RAID level, size, available size, and
other information.

After the volumes are created for the Lotus Domino system, they must be shared. This is
done by using the CIFS option on the FilerView.

1. In the FilerView, select CIFS — Shares — Add. The Add a CIFS Share window will be
shown, as shown in Figure A-16 on page 429. Type in the following information:

a. Share Name: This is the name that will be used to access the volume for the LUN
creation on the Lotus Domino server.

b. Mount Point: The path to connect to this volume on the IBM System Storage N series
storage system, such as /vol/Vol_Domino_DB or /vol/Vol_Domino_Log.

c. Share Description: General description for the Share.
d. Max. Users: Maximum number of concurrent users at a time on the Share.
e. Force Group: Not used for volumes accessed by Windows hosts.

2. Click Add.
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Figure A-16 Add a CIFS Share window

Specify the volume security settings to use

You must ensure that the volume(s) on the storage system that are to be used to house a
Domino database support either the NTFS or the Mixed security style. The security setting of
a volume can be set using the following command:

qtree security [VolName] [Unix | NTFS | mixed ]
where VolName identifies the name assigned to the new volume.

For example, to change the security style of a volume named dominodata to NTFS, you would
execute the command in Example A-3 on the storage system:.

Example: A-3 Setting the volume security options

itsotuc3> qtree security /vol/vol Domino DB NTFS
itsotuc3>

Repeat this step and change the security style for all the volumes to be used for the database
or transactional logs.
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Disable the automatic Snapshot feature

Normally, a Lotus Domino database is backed up based on a user-defined schedule.
Therefore, we recommend that you turn off the automatic Snapshot feature for all volumes
that are used for the database and its transaction log files. The automatic Snapshot feature
can be turned off by executing the following command on the storage system:

vol options [VolName] nosnap on
where VolName identifies the name assigned to the new volume.

For example, to turn the automatic Snapshot feature off for a volume named dominodata, you
would execute the command in Example A-4 on the storage system:

Example: A-4 Disable the automatic Snapshot feature

itsotuc3> vol options vol_Domino_DB nosnap on
itsotuc3>

Repeat this step and turn the auto Snapshot off for all the volumes that are used by the
Database.

Setting the snap reserve option for the volume

By default, Data ONTAP sets the snap reserve option for new volumes to 20%. You should
reset the snap reserve option to 0% on all volumes holding SnapDrive virtual disks. To reset
the snap reserve options, you would execute the following command on the storage system:

snap reserve -V [VolName] [Percent]

Where:
» VolName identifies the name assigned to the new volume.

» Percent identifies the volume space reserved for the Snapshot copies. A valid value is
between 0 and 100.

For example, to set snap reserve to 0% for a flexible volume named dominodata, you would
execute the command in Example A-5 on the storage system.

Example: A-5 Setting the snap reserve option

itsotuc3> snap reserve -V vol _Domino DB 0
itsotuc3>

Obtain a node name for the storage system

430

Target IBM System Storage N series storage systems are identified by a unique node name
that is used for creating persistent binding for the storage devices on the host. You can find
out the node name by executing the following command:

[ fcp | iscsi ] nodename

For example, to find the node name assigned to an iSCSI target, you would execute the
command in Example A-6 on page 431 on the IBM System Storage N series storage system:.
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Example: A-6 Obtain the node name for the storage system

itsotuc3> iscsi nodename
iSCSI target nodename: iqgn.1986-03.com.ibm:sn.101165597
itsotuc3>

Make a note of the node name returned by this command; you will need it later when
configuring the HBA on the Windows server.

Create a user with administrator privileges
Create a user that belongs to the local administrator group by entering the following
command on the storage system:

useradmin useradd [UserName] -g [AdminGroup]

Where:
» UserName identifies the name assigned to the user.

» AdminGroup identifies the name assigned to the local administrator group.

For example, to create a user named Idadmin that belongs to the local administrator group
named administrator, you would execute the command in Example A-7 on the storage
system.

Example: A-7 Create a user with administrator privileges

itsotuc3> useradmin user add ldadmin -g administrators
New password:

Retype new password:

User <ldadmin> added.

itsotuc3>

Configuring the Windows server

The following sections will explain how to configure the Windows server to access the disks
on the IBM System Storage N series storage system.

Installing the Microsoft iSCSI software

Microsoft iSCSI Software Initiator is the software installed on the server that allows the SCSI
communication over TCP/IP. This software is required if you are using SCSI protocol to
communicate with the IBM System Storage N series storage system but do not have the
hardware based iISCSI adapters.

Microsoft iSCSI Software Initiator will create additional layers in the network communication
so that a layer for the iSCSI protocol and for SCSI drivers be present. In this manner, the
regular Network Interface Card (NIC) could be used to communicate with the IBM System
Storage N series storage system.
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As a best practice, always use the latest version of software and drivers on your environment,
unless there are compatibility issues. For information about Microsoft iISCSI Software Initiator

and the latest versions, go to:

http://www.microsoft.com/windowsserver2003/technologies/storage/iscsi/msfiSCSI.msp

X

The following steps outline the Microsoft iISCSI Software Initiator software installation:

1. In the Welcome window (Figure A-17), click Next.

Software Update Installation Wizard = -

Usze thiz wizard to instal the following zoftware update:
S Microsoft ISCSI Initiator

Before vou n:tall this update, we recommend that you:

- Back up pour system

- Close all open programs

“t'ou might need bo restart pour computer after you complete
thiz update. To continue, chck Mext.

Cancel |

Figure A-17 Welcome window
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http://www.microsoft.com/windowsserver2003/technologies/storage/iscsi/msfiSCSI.mspx

2. In the Installation Options window (Figure A-18), select the following options and click
Next:

a. Initiator Service
b. Software Initiator
c. Microsoft MPIO Multipathing Support for iSCSI

Software Update Installation Wizard

Microsoft 1ISC51 Imbiator Installabion ﬁ'U

Microzoft ISCS] [ nitiator will be uporaded from 2 0k

— Inztallation O ptions — ——

¥ “irtual Port Diive

IV Software Initiator

v Hdicrosoft MPI0 Mulipsthing Suppost for iSCSI

< Back Hest » Cancel

Figure A-18 Installation options window
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3. In the License Agreement window (Figure A-19), agree to the terms and click Next.

Software Update Installation Wizard - x|

License Agreement N
Al

Please read the following kcenzs aoreement. To continue with setup,

@ you muzst accepk the agreement.
EMD-LISER LICENSE AGREEMEMT FOR MICROSOFT i’
SOFTWARE

bdicrogoft iISCSI Inikkator 2.0

IMPORTAMT - PLEASE READ THIS EMD-USER LICEMSE
AGREEMENT [EULAT) CAREFULLY. BY INSTALLING,
COFYING OR OTHERWISE USING THE SOFTWARE THAT J

" | Do Mot Agree * | Agee Erriit |
Carel |

< Back

Figure A-19 License Agreement window

4. The installation starts. At the end of the installation, in the Finish window (Figure A-20 on
page 435), click Finish. If you do not want your server to reboot now, select the check box
Do not restart now. Otherwise, your server will reboot immediately.
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Software Update Installation Wizard =

Completing the Microsoft iISCSI
@ Initiator Installation Wizard

You have successhully completed the isczi200 Setup
Wizand

To apply the chanoes. the wizard has to restart
Wiindows. To restart Windows automatically, click
Finish. If you weant bo restart later, select the Do not
restart nows check box, and then click Finish,

[ Do ot restart now

Cancel |

Figure A-20 Finish window

Configuring the Microsoft iISCSI software

1. Start Microsoft iSCSI Initiator by clicking the desktop icon or by selecting Start — All
Programs — Microsoft iSCSI Initiator — Microsoft iSCSI Initiator. This will bring up
the iSCSI Initiator Properties window.
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2. Copy the Initiator Node Name from the iSCSI Initiator Properties window (Figure A-21). In
this example, it would be ign.1991-05.com.microsoft:namgmt1.itso.tucson.

i5CSI Initiator Properties |

General | Disu:-:wer_l,l] Targets[ Persiztent Targets | Bound "a-’u:ulumesx'Devin:esl

The ISC5| protocol wses the hollovang information to uniguely
= identity thiz initiator and authenbcate targets.

Iritiator Mode Mame: igr. 195971 -05. com microsoft namgmt] . itzo tucson

T o rename the initiator node, chck Chanos.

To authenticate targets using CHAR . chok Secret to S i
speciiy & CHAP zecrat el
To configure IPSec Tunne! Mode addreszes, click
Tunnel
Tunnel.
] 4 Cancel Apply

Figure A-21 iSCSI Initiator Properties window
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3.

In the FilerView, select LUNs — Initiator Groups — Add. In the Add Initiator Group

window (Figure A-22), type in a name for the group you are creating, select iSCSI as the
protocol for the group, select Windows as the operating system, and paste in the iISCSI
initiator node name you copied in the previous step.

i
—_—

IBM System Sturag'é”"

N series

FilerView® About

n A
& 't"’m”':?’?' : Manage Initiator
L Filer%-’_?" Grougs
* Volumes [ (7)
7 3 =
S I\ggregat?s% Group Name: ExchangeServer @
» Storage (7) Enter a group name for the
« DFM (7 initiator group.
« SnapMirror (7) Type: iscsl v @
e CIES () Select a type for the initiator
o group.
* NF5 (7 - -
« HTTP 3 Operating System: Windows v | (@
2 Select the operating system type
* LUNs (%) of the initiators in this group.
Wizard F— .
i Initiators: ign.1991-05.com.microsoft :namgmel . i @
Enable/Disable Enter a list of initiatar names
Manage separated by commas, spaces
or newlines. For an FCP initiator
Add group, enter WWWPNs (world wide
Show Statistics port names). For an iISCSI
« Initiator Groups 7 initiator group, enter iISCSI node
names. ¢ >
Manage
Add
« FCP @) v
o i8CSI(7) 3l ?
Figure A-22 Add Initiator Group window
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4. In the Lotus Domino Server, click the Discovery tab and the iSCSI Initiator Discovery
window will be shown (Figure A-23). Click Add in the Target Portals session.

iSCSI Initiator Properties E

General Discovery | Targetsl Perziztent Targetsl Bound anumestevicesI

— Target Portalz

Address | Port | Adapter | IP .ﬁ.ddressl |

Hemowe Refrezh ‘

—iSMS Servers ————————

Mame _I

Add Hemove | Refrezh J

] J Cancel | Apply

Figure A-23 iSCSI Initiator Discovery window

5. Inthe Add Target Portal window (Figure A-24), type in the IP address or DNS name of the
filer and click Advanced.

Add Target Portal

Type the IP address or DMS name and socket number of the portal you
want to add. Click Advanced to seleck specific settings for the discovery
session ko the porkal.

IP address or DNS name: Port:

192.168.3.237 3260

(0] 4 Cancel

Figure A-24 Add Target Portal window
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6. In the Advanced Settings window (Figure A-25), select Microsoft iSCSI Initiator as the
Local Adapter and then select one of the IP addresses as the Source IP. At this time, the
CHAP Authentication protocol may be configured, if defined on the 1IBM System Storage
N series storage system configuration. For this scenario, we are not going to use CHAP.

Click OK.

Advanced Settings

General | IPSec |

i E3

— Connect by uzing

Local adapter: | Microsoft iSCS| Iritiator

]

= |

SowcelP:  |192.168.3.181 =]
Target Portal: I

— CRC / Checksum _
[T Data digest [ Header digest

—I~ CHAP logon information ——

[ Eerf mutual authentication

L

CHAR helps ensure data security by previding auth aticm bEfWEER
a target and aminitiator fuing fe establish & connechion, To wse
speity the same targe ref that was configured or rget
fior b imitiator,

Izer name: IiIZ|I. 1-058.cam. microzoft: namgmt] iten. tucson
Trarget =l ]

uge mutial EHAR specify an initiaton 2ecret an the nitiatan Settings
page and configure that zecret an the target.

Cancel

Al

Figure A-25 Advanced Settings window
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7. Repeat steps 4 on page 438, 5 on page 438, and 6 on page 439 for the additional IP

address, as shown in Figure A-26. Click OK.

Advanced Settings

General | IPSec |

i E3

— Connect by wzing

Local adapter: | Microsaft ISCS! Iritiator

Source |P:

Target Partal:

[192.168.3.185

—CRC / Checksum
[T Data digest

[ Header digest

— I~ CHAP logon information

CHAR helpz ensure data securnty by g
a target and an initiator ying bo establish

idifig authemt
nhECkan.

tior BEfWEER

speciiythe zame target CHAR sec

that wa

Tfigured

far thiz imitiatar.

uge if
the target

m. micrazaft namagmt] . itzo

zer name; ll'ilr'l-

-

Target secrek: J

[™ | Eerfor 18l authentication

Touze
pane &

imitiaton secret
the target.

ual CHAE speity
sohfigure that secret

the [nitiator Settings

Cancel

Al

Figure A-26 Advanced Settings window
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8. In the iSCSI Initiator Discovery window (Figure A-27), you will notice that two paths were
created for the same Target Portal, one for each interface. Depending on your
infrastructure configuration, this may change due to more Target Portals configured on the
IBM System Storage N series storage system.

iSCSI Initiakor Properties

...........................

— Target Portalz |

Address | Part | Adapter | IP Address
192.168.3.237 3260 Microzoft ISCSI Initiator  192.168.3.1
192.168.3.237 3260 Microzoft ISCSI Initiator  192.168.3.1

« |_..J’

Add Hemove Refrezh |
S— — |
—ISMS Servers ~ —]
MName 1
Add Hemowve ] Refrezh |
k. Cancel | Ay

Figure A-27 iSCSI Initiator Discovery window
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9. Click the Targets tab and a list of the targets iISCSI storage devices will be shown

(Figure A-28). Click Log On to configure the paths to the IBM System Storage N series
storage system.

iSCSI Initiator Properties

Generall Dizcovery Targets | Perzistent Targetsl Bound '\-’-:ulumeﬂDevice&I

Select a target and click Log On to access the storage devices for that

target. Click details to zee information about the sessions, connectionz and
devices for that target.

Targets:
Mame | Statuz
igrn. 1986-03. com. ibm:zn. 101165537 Inactive

Detailz |

Refrezh |

] J Cancel | Sy

Figure A-28 iSCSI Initiator Targets window

10.In the Log On to Target window, select both check boxes, as shown in Figure A-29. This
will configure the path be persistent and will enable the multipathing. Click Advanced.

Log On ko Target

Taraek name;

l iqri. 1986-03.com. ibm:sn. 101 165597
I+ Automatically restore this connedtion when the system boots
v Enable mulki-path

i". Cnly seleck this option iF I5CS1 mut-path software is already installed
4 on your compuker,

Ok Cancel

Figure A-29 Log On to Target window
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11.In the Advanced Settings window (Figure A-30), select Microsoft iSCSI Initiator as the
Local Adapter, select the first IP address as the Source IP, and select the proper Target
Portal’s combination of IP Address and port number. Click OK.

Advanced Settings E
General | IPSec |
— Connect by wzing
Local adapter: | Microsalt iSCSI Iritiator | |
Source |P: |1E|2.1EEI.EI.'I Bl _ﬂ
Target Portal: |'|E|2.1 B3.3.237 / 3260 j
S |
— CAC / Checksum
[~ Data digest [~ Header digest
_ WA |
— I~ CHAP logon information
CHAR helps enzure data secunty by prow authentication betwe
a target and an initiator ying to establizh & connection, To uzeit
speciiy the zame target CHAR secret that was eonfigured o the target
for, thi initiatar,
Izer name:; ]:qn. |-05.com. microzoft: namgmt] . itzo. tucs
Target secret: I
I | Eerfarm mit thertization
Touze mutual CHAR specify an initfiator secret on the [ritiator Settings
ge and canfigure that zecret an barget.
Cancel Apply

Figure A-30 Advanced Settings window
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12.Repeat steps 9 on page 442, 10 on page 442, and 11 on page 443 for the additional IP
address on the Lotus Domino Server. Select this additional IP address as the Source IP,
as shown in Figure A-31. Click OK.

Advanced Settings EE3

General | IPSec |

— Connect by uzing

Local adapter: | Microsaft iSCS| Iritiator

SowcelP:  |192.168.3.165

Led Lol Lo

Target Portal:  |192.168.3.237 / 3260

_
— CRC / Checksum
[ Data digest [~ Header digest |
~[™ CHAP logon information
EHAR helps ensure data securty b praviding authentication betwee
a target and an initiator tiing bo establish a cor bior, To wee i
speciiy the zame target CHAR secret that was eonfigured on the target

fior, thie iritiatar,

s name:; l"'n. | -05.com. microzoft namgmt].itzo. tucs:

Target zecrek: I

™| Bertorm mutual authentication

T o uze mutual CHAR specify an initiator sesret on the [mitistor Settings
e and canfigure that secret an the target

Cancel Apply

Figure A-31 Advanced Settings window
13.Click OK to close the iSCSI Initiator Properties window.
At this point, the communication between the IBM Lotus Domino Server and the IBM System

Storage N series storage system is established. The SnapDrive installation can take place.

Installing SnapDrive for Windows
In order to simplify storage management, you need to install a SnapDrive on Windows server

that will house the Domino software. SnapDrive for Windows is a licensed product and can be
obtained by contacting IBM Support.

444 Using the IBM System Storage N series with Mail Servers



These are the steps to install SnapDrive on the Lotus Domino Server:
1. In the SnapDrive installation welcome window (Figure A-32), click Next.

{i& SnapDtive - InstallShield Wizard

Welcome to the InstallShield Wizard for
SnapDrive

The Installshield® Wizard installs SnapDrive on wour compuker,
Click Mext to continue.

WARMING: This program is protected by copseright law and
international treaties.

Figure A-32 SnapDrive installation welcome window
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2. In the License Agreement window (Figure A-33), accept the terms of the License
Agreement and click Next.

|i§'a SnapDrive - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

NetApp® Storage Management Application Integration
{SMALI) Product

END USER SOFTWARE LICENSE

IMFORTANT: READ THIS LICENSE CAREFULLY |

{* T accept the terms in the license agresment

™ I do not accept the terms in the ficsnse sgresment

InstallShield - —

Reject |

Figure A-33 License Agreement
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3. In the License key window (Figure A-34), type in the License key for SnapDrive and click
Next.

|_!§'l SnapDrive - InstallShield Wizard

Select SnapDrive to Install

Flease provide walid Snaplrive license bo instal

Provide Walkd Snaplvive License Key
License Key:

Installzhield — —

= Barck “ lexh = I Zancel

Figure A-34 License Key
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4. SnapDrive will check for the minimum requirements for the iSCSI driver version, as shown
in Figure A-35. Click Next.

I?E' SnapDrive - InstallShield Wizard
Microsoft iSCSI Service and iSCSI initiator{s) Information

Check current Microsoft iSCSI Service and installed 9091 HBA(s) plus
drivers WHOQL signature status information.

Microsoft iSCST  [rztslled Yersion Mirsmum Required
Service Info Yersion
5.2,3790.3273 5.2.3790.1895 et MS i5CST Info

Installed iSCSI HBA(s) and ¥WHOL signature information

Click Mext to conkinue,

Installshield —

i Cancel |

Figure A-35 iSCSI Service and iSCSI Initiator Information window
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5. In the Customer information window (Figure A-36), type in the User Name and
Organization information and click Next.

{ii SnapDtive - InstallShield Wizard

Customer Information \ 1 |

Enkter wour information.

LIser Mame:
e

Crganization:
[t

InstallShield -

Figure A-36 Customer information
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6. In the Destination Folder window (Figure A-37), confirm or change the destination folder
for installation files and click Next.

{5 SnapDrive - InstallShield Wizard

Destination Folder

Click Mext to install to this Folder, or dick Change bo install to a different folder.

@ Install Snaplrive o
C\Program Filesi\ IBMySnapDrivel Change. .. |

InstallShield - —

i Cancel |

Figure A-37 Destination Folder
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7. In the SnapDrive Service Credentials window (Figure A-38), type in the account and
password for the user account to be used to start the SnapDrive service and click Next.

Note: The SnapDrive service user account should be a member of the Active Directory’s
Domain Admins group and be a member of the filer’s local administrators group.

Ii% SnapDrive - InstallShield Wizard

SnapDrive Service Credentials

Specify account information For the installed services.

administrators group as well as the local administrators group of this systen.
See the snapDrive Installation and Administration Guide for more details
about service account requirements.

j Ensure that the specified account is a member of the filer's local

Mote: IEM Y33 hardware provider registration aleo reguires user account information,

Hocounk:

[1TS 0t Administratar Add. .

Passwiord:

I*******

Confirm Fassword;

I*******

Installahield

Figure A-38 SnapDrive Service Credentials

8. Click Finish.
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After the installation is done, no restart is needed in order to get the SnapDrive for Windows
working. When accessing the Computer Management MMC, you will notice the SnapDrive
snap-in and the iISCSI Management snap-in showing the already configured connections to
the IBM System Storage N series storage system (see Figure A-39).

_E__',], Computer Managemenk !EI

@ Eile Action Wew Window Help ‘ = |5’|5|
¢ | BHEDER 2E|IK
@ Computer Management (Local) Indistor HEA Inikiator IP | Target Porkal IP |
Eﬁg System Toals D Microsoft 5051 Inftistor ~ 192.168.3.161  192,168,3.237
rel-[f] Event viewer B Microsoft 551 Initiator  192.168.3.185  192,168,3.237

[#-g2] Shared Folders
% Local Users and Groups
B Performance Logs and &lerts
-t Device Manager
[—]@ Skorage
E@ SnapDrive

- Disks
=482 iSCSI Management

: @ iqn.1986-03.com.ibm:sn. 101165597
£1-{E3 Removable Storage
g Disk Defragmenter
Lfimed Disk Management
[]--a{a Services and Applications

Kl I i
| i . |

Figure A-39 Computer Management MMC with SnapDrive

Creating Virtual disks

452

Now that the Data ONTAP DSM for Windows MPIO, Microsoft iSCSI Initiator Software, and
SnapDrive are installed, the disk drives can be added using the SnapDrive software.

A virtual disk created on the Windows server is in fact a LUN on the IBM System Storage N
series storage system. You should not create LUNs using FilerView or the command line.
Instead, you should use SnapDrive to create LUNs and virtual disks on the Windows server.
In order to create the disks from SnapDrive, we are assuming that:

» An aggregate has been created on the filer.

» A volume has been created on the aggregate.

» A CIFS share has been created mapping the path to the volume.

» iSCSI and networking infrastructures are in place and working.

These are the steps to create the LUN from the SnapDrive:

1. Access Computer Management MMC.

2. Expand Storage and then expand SnapDrive.

3. Right-click Disks and click Create Disk, as shown in Figure A-40 on page 453.
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Q File  Action Wiew Window  Help

E Computer Management !E[

e | Dm B 2| &%

Q Caomputer Management (Local)
Elﬁ% Systemn Tools

[#-{f] Everit Viewer

% Shared Folders

Local Users and Groups

Connect Disk, ..

Mew window From Here

e Disk
[:I--Bﬁ Services ¢ Help

[Creates a virtual disk

| =18 x|
| Descripkion
SnapDrive disks management
@iSCSI Managemenk SnapDrive iSC5I management
| 10

Figure A-40 Disk creation using SnapDrive

4. In the Create Disk welcome window (Figure A-41), click Next.

Welcome to the Create Disk
Wizard

Thiz wizard guides vou through creating a wirtual disk,
on a |B® filer.

To continue, click Mest.

Cancel |

Figure A-41 Create Disk welcome window
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5. In the Provide a Path and Name window (Figure A-42), enter the information needed. For
the UNC path, use \\Filer IP\CIFS Share on the filer. Remember that this CIFS share
points to the volume you created. For the name for the new virtual disk, type in the name
you want to assign to the LUN that will be created. Click Next.

Create Disk

Provide a Path and Hame
Enter a UM path to the filer nebwork, share and a name for the new wirtual dizsk. W

Frovide a UMC path to the filer network. ghare for the wirtual dizk pou want to create. The
ghare muszt be at the root of the filer wolume or ghree.

Enter a swirtual disk UMC path to filer volume or ghree:

Y4192.168.3. 237 domino_db

Browse. . |

Enter a name for the new wirtual dizk:

lun_domino_db

Cancel |

Figure A-42 Provide path and name window
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6. In the Select a virtual disk type window (Figure A-43), select Dedicated if this disk will be
accessed by only one server. Select Shared if this disk will be accessed by a Microsoft
Cluster Service. Click Next.

Create Disk

Select a ¥irtual Disk Type
Select whether to create a dedicated dizk ar a shared disk. W

The wirtual disk can be created as a dedicated dizk or a shared disk. & dedicated dizk iz
accessible from only one spstem. & shared disk iz wsed only with Microsoft® Cluster
Services.

Select "Shared" if you are using this disk as a Microsoft Cluster Services phyzical disk
rezource. Othemwize, select "Dedicated".

Specify Virtual Dizk Type — —|
* Dedicated
™ Shared [Microsoft Cluster Services only) J

Cancel |

Figure A-43 Select a virtual disk type window
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7. In the Select Virtual Disk Properties window (Figure A-44), select if you want to assign a
drive letter (and which drive letter) for the disk being created or if you want to assign a
Volume Mount Point. The next option will impact the size that will be available for the LUN
creation. You need to select if you will reserve space for at least one snapshot of this LUN
on the volume. Then, enter the size you want for this LUN. Click Next.

Create Disk

Select Yirtual Disk Properties
Provide the drive letter and the zize of the virtual dizk to create. W

{* Aszsign a Drive Letter: ||_ vI

™ UseYolume Mount Paint; I

— Provide a Dirive Letter or Yolume Mount Point ‘

— Do you want to limit the maximum disk size to accommodate at least one snapshat on the volume?
= Yes i* No

Enter a wirtual dizk size that is equal to or less than the masimum size, but greater than or
equal to the minimum zize.

b awimum Yirtual Disk Size: 44 GB
Minimum Yirtual Disk Size: 32 MB
Enter or Select Virtual Disk Size: 42 i" ]GE j

< Back

Cancel |

Figure A-44 Select Virtual Disk Properties window

8. In the Select Initiators window (Figure A-45 on page 457), select the initiators from the
Available Initiators column on the left and click the arrow to move them to the Selected
Initiators on the right. Because we are using iSCSI, the initiators will be listed as the
Initiator node name on the Microsoft iISCSI Initiator software configuration. Click Next.
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Create Disk

Select Initiators —

Select inhiators to connect to thiz virtual disk. W

Specify the initiator(z] for the new virtual digk by =electing the initiator name from the list
of available initiators for this host and then clicking the night arrow:

Awailable Imitiator(z); Selected Initiatu:ur[s]:‘

igr. 1931 -05. com. microsoft: namamt 1. itso. tuc

)
«

4 1 2

Cancel |

< Back

Figure A-45 Select Initiators window

9. In the Summary window, verify if all the information is right and click Finish. This will start
the LUN creation process on the filer.

10.SnapDrive will format the drive and a Disks window will appear (Figure A-46). Click OK.

Disks

i You have suctessfullky configured 2 dedicated disk on this swsterm,
b .) The disk hias been Formatted wath NTFS and is ready Far Use,

Figure A-46 Disks window

11.Now the disk is available for the Lotus Domino Server by using the drive letter you
selected or by using the Volume Mount Point you created.
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Important: When using iSCSI to map the LUNs from the IBM System Storage N series
storage system to the Lotus Domino Server, you should guarantee that the Server service
do not start before the Microsoft iSCSI Initiator service. If that happens, the shares on the
LUNSs will be unavailable until you restart the Server service.

To resolve this problem, create a dependency between the Server service and the
Microsoft iSCSI Initiator service by following these steps:

1.

Select Start - Run and type regedt32.exe to start the Registry Editor.

2. Navigate to the key HKLM\SYSTEM\CurrentControlSet\Services\LanManServer.
3.
4. Type DependOnService as the value name. Notice the lack of space between the

Select LanManServer and select Edit — New — Multi-String Value.

words and capitalization of letters.

5. Double-click the DependOnService value and type in MSiSCSI.
6. Click OK.
7. In the iSCSI Initiator Properties window, shown in Figure A-21 on page 436, click the

Bound Volumes/Devices tab.

Click Add and type in the drive letters for all the LUN drives available to the IBM Lotus
Domino Server. This configuration will guarantee that the Microsoft iSCSI Initiator
service will only be started after all resources listed on this tab are online as well.
Click OK.

Restart the server.

Note: When you create a virtual disk using SnapDrive, SnapDrive creates an igroup for the
initiator and LUNs created for the initiator are mapped to this igroup automatically.

Installing and configuring a Lotus Domino server
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The following steps are necessary to install and configure a Lotus Domino server that uses N
series storage for its data and transaction logs:

1.
2.

Launch the Setup program for Lotus Domino server.

After accepting the license agreement, the next window will prompt you to enter the
program file location, as shown in Figure A-47 on page 459. You can store the program file
on the virtual disk or the local disk on the Windows server. For this write-up, we installed
the Domino program files on a local disk (C:\Program files\lotus\domino).
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Click Mext ta install "Lotus Domino” to this directary, ar click Browse to install to
a different directory.

Fragram Files Directory Mame

|C:1Prngram FilesiLotusi\Diamina

Browse |

[ Install Domino Partitioned servers

3. The next window will prompt you to enter the location for the Lotus Domino database data
files, as shown in Figure A-48. You need to specify the network drive that corresponds to
the virtual disk on the storage system for the Domino data folder (H:\lotus\domino\data).

& Lotus Domino Installer

FER

Click Mext to install "Lotus Doming” to this directory, or click Browse to install to
a different directory.

Diata Files Directory Mame

IH:\Intusﬁ.dnminmdata

Figure A-48 Figure 16: Domino data files location

4. The next window prompts you to select the install type. Select the Domino Enterprise

Server, as shown in

¥ Lotus Domino Installer

Figure A-49, and click the Next button.

Choose the setup type that best suits your needs.

O Daming LMility Server

'::' Installs a Dominog server that provides application senices anky.
Mote that it does not include support for messadging services. See
full licensing tex for details.

& Doming Messaging Server

"-j'"' Installs a Doming server that provides messaging senvices. Mote
; that it does notinclude support far application senices or Doming
clusters.

& Diomino Enterprise Server

"'f" Installs a Domino server that provides both messaging and
; application semices.

Figure A-49 Figure 17: Domino install type
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5. The next window will present you with the installation summary, as shown in Figure A-50.
After reviewing the installation summary, click Next.

otus Domino Installer

Lotus Damino will be installed in the following location: [ |
FPraogram Files: CHProgram FilesiLotusiDoming
Data Files: H:\lotusidomino\data
Domino Kit Type: EnterpriseServer

with the following features:

Program Files
Billing Suppart
Clustering Support
Cptianal Metwark Drivers
Symbol Files

Data Files
Reguired Templates
Administration Templates
Cptional Templates
Modem Files
Diarning WAS Plugins |

< Back Mext = Cancel I

Figure A-50 Domino installation

6. When the Installation process is complete, click Finish

Next, start the Lotus Domino server setup process by selecting Start —» Program —
Lotus Applications — > Lotus Domino Server.

8. In the next window, select Start Domino as a Regular Application, check the Don’t ask
me again check box, and click Next.

9. Click the Next button in the Welcome window.

10.In the next window, select the Set up the first server or a stand alone server radio
button and click OK.

11.In the next window, specify the host details name and host description, as shown in
Figure A-51 on page 461, and click the Next button.

Using the IBM System Storage N series with Mail Servers



Server setup 3

a Provide a server narme and title (TN software

You must provide a unigue name for your news Domino server. Carefully choose the server name; you
cannot easily change it later. By default, Setup recommends that you use the computer's host name as
the serer name.

Server name: fujits

Far example: Salest

Cptional: Provide & shaort title which describes the purpose or function ofthis semer. ol can always
change this information later in the Domino Directony)

[— Server title: Metdpp Lotus Comino Serverd
For example: Corporate Sales Server 1

8] [ lwantto use an existing serer D file;

Help |

Figure A-51 Domino first server configuration

12.The next window prompts you to specify the organization’s name and the certificate’s
password. Enter the values for the organization’s name and the certificate’s password, as
shown in Figure A-52, and click the Next button. If you desire to set up at the organization
unit level, click the Customize button and proceed with the configuration.

a Choose your organization name (TN software

The organization name is usually your company hame. It becomes part of each server and user name.
Do notchoose a long organization name. For example, instead of Acme Corporation, use Acme.

= Crganization narme netapp

Minimum of 2 characters

This server's final name will be: fuji1sinetapp
Atypical user name will be: db2instl/netapp
=@ Organization Cedifier password: Confirm password:

]wa—wa—w-ﬂ-x TEEEEES

Minimum of 5 characters

E—@ ™ | wantto use an existing certifier I file: Browse.. |

EilloctusibDaminaidataicernt. d

To specify additiohal organization settings click Custamize. Customize... I

Help | = Back I Mt = | Cancel |

Figure A-52 Domino first server configuration
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13.In the next window, enter the Domino domain name and click the Next button.
14.1n the next window, specify the administration account details and click the Next button.

15.In the next step, you need to configure the internet services you desire for the Domino
server (Figure A-53).

a What Internet services should this Domino Server provide? saitware

Selectthe Internet services this Domino serverwill provide. Basic Motes and Domino services are set up
by default. &¥ou can always change these options later in the Domino Directoryd.

% Setup Internet services for;

v Weh Browsers (HT TP semvicesk

[ Internet Mail Clients (SMTF, POFP3 and IMAP semvices)

[ Directory services (LDAP services)

To customize all other Domino services, click Customize. Customize... |

Figure A-53 Internet service configuration

16.By default, the installation will configure two network settings. You can click the
Customize button and clear the port that will not be used. Figure A-54 illustrates keeping
TCP/IP as the network setting and clearing the others.

4 pdvanced Network Settings

i Tao enahle a network part driver an this Daming serer, click the checkhox and provide a host name. To editthe
lm] name or change options, click inside the row.

| 'Nla.tes Port Drriver Nmesmr;jétwork [Editakle) Ho=t Mame (Editakble) Encrypt Compress
ETCRIR TCEIR Metwark N )
:l_' MetBIOS over TCRAP MetBIOS over TCRIAP Metw... O

vl Part driver will be enabled.

Figure A-564 Configure Network setting

17.After setting and reviewing the security settings, review the configuration summary in the
next window and click the Setup button. When setup is complete, click the Finish button.

Enabling Lotus Domino Transaction Logging

Transaction logging is an optional feature in Lotus Domino, but based on integration work with
Lotus Professional Services and close collaboration with Lotus Engineering, we recommend
that you use the transaction logging feature in Domino. Transaction logging has many
benefits, including increased performance for high Domino workloads. However, the
enhanced data availability associated with much shorter recovery (consistency check) times
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is the primary reason transaction logging should be seriously considered by all Domino
server administrators. In order to enable transaction logging, you need to complete the
following steps:

1. In the Domino Administrator, select the Domino domain tab.

2. Select Server — Current Server Document from the tree and click the Configuration
tab.

3. Click the Transactional Logging tab.
4. Complete the fields shown in Table A-1, and then save the document.

Table A-1 Transaction logging fields

Field Value
Transactional Logging Choose Enabled. The default is Disabled.
Log path The path name location of the transaction log.

The default path name is \LOGDIR in the Domino
data directory, although it is strongly
recommended to store the log on a separate
virtual disk residing on the IBM System Storage
N series storage system. The separate device
should have at least 1GB of disk space for the
transaction log.

Maximum log space The default is 192 MB. The maximum is 4096 MB
(4 GB). Domino formats at least three and up to
64 log files, depending on the maximum log
space allocated.

Use all available space on log device Choose one:

» Yes to use all available space on the device
for the transaction log. This is recommended
if you use a separate device dedicated to
storing the log. If you choose Yes, you do not
need to enter a value in the "Maximum log
space" field.

» No to use the default or specified value in the
"Maximum log space" field.

Automatic fixup of corrupt databases Choose one:

» Enabled (default). If a database is corrupt
and Domino cannot use the transaction log
to recover it, Domino runs the Fixup task,
assigns a new DBIID, and notifies the
administrator that a new database backup is
required.

» Disabled. Domino does not run the Fixup
task automatically and notifies the
administrator to run the Fixup task with the -J
parameter on corrupt logged databases.
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Field

Value

Runtime/ Restart performance

This field controls how often Domino records a
recovery checkpoint in the transaction log, which
affects server performance. To record a recovery
checkpoint, Domino evaluates each active
logged database to determine how many
transactions would be necessary to recover each
database after a system failure. When Domino
completes this evaluation, it:

» Creates a recovery checkpoint record in the
transaction log, listing each open database
and the starting point transaction needed for
recovery.

» Forces database changes to be saved to disk
if they have not been saved already.

Choose one:

» Standard (default and recommended).
Checkpoints occur regularly.

» Favor runtime. Domino records fewer
checkpoints, which requires fewer system
resources and improves server runtime
performance.

» Favor restart recovery time. Domino
records more checkpoints, which improves
restart recovery time because fewer
transactions are required for recovery.

Logging style

Choose one:

» Circular (default) to continuously re-use the
log files and overwrite old transactions. You
are limited to restoring only the transactions
stored in the transaction log.

» Archive (recommended) to not re-use the
log files until they are archived. A log file can
be archived when it is inactive, which means
that it does not contain any transactions
necessary for a restart recovery.

Migrating an existing Lotus Domino server from local disk to a
IBM System Storage N series storage system

464

A Domino administrator can migrate an existing Domino server from local disk to a IBM
System Storage N series storage system copying the Domino data directory and transaction
log files to the virtual disks created on the storage system. This section describes the manual

process to migrate the Domino server.

In order to migrate the Lotus Domino server to virtual disks residing on the IBM System
Storage N series storage system, you need to complete the following steps:

1. Stop the Domino server that is being migrated.

2. Make a complete backup of the original Lotus Domino server.

3. Identify the location of the program directory by looking at the line NotesProgram = in the

NOTES.INI file.
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. Create the \Lotus\domino\data and \Lotus\domino\logs directories on the virtual disks you
create for the Domino server.

. Move the old \Lotus\domino\data old directories (the location of the data directory can be
identified from the line Directory= in the notes.ini) to the new directory \Lotus\domino\data
on the virtual disk.

. Move the old \Lotus\domino\logs old directories (the location of the data directory can be
identified from the line Directory= in the notes.ini) to the new directory \Lotus\domino\logs
on the virtual disk.

. The notes.ini file should have references to the new data and transaction log file locations.
Go to the Domino directory and update the parameters shown in Table A-2 in the notes.ini

file.

Table A-2 Changes for Domino migration

Old value

New value

Directory=C:\Lotus\Domino\data

Directory=C:\Lotus\Domino\data

KeyFilename=C\Lotus\Domino\data\server.id

KeyFilename=F:\Lotus\Domino\data\server.id

CertifierIDFile=C\Lotus\Domino\data\cert.id

CertifierIDFile=F:\Lotus\Domino\data\cert.id

TRANSLOG_Path=C\lotus\domino\logs

TRANSLOG_Path=G:\lotus\domino\logs

Previous_TRANSLOG_Path=C\lotus\domino\log
s\

Previous_ TRANSLOG_Path=G:\lotus\domino\lo
gs\

In Table A-2 as a example, the Lotus Domino data and transaction log files are moved from
directories on a local disk to the directories on virtual Disks H and G. Only storage is
changed, not the Domino server, therefore the program files are not moved and kept in the

same directory.

8. Start the Lotus Domino server to ensure that it was migrated correctly and test the
migration by sending some e-mails from a Notes e-mail client. Also, open a couple of the
databases and make sure that there are no issues.
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Note: Before you start migrating your Lotus Domino server from local disks to virtual disks
residing on an IBM System Storage N series storage system, you should pay attention to
the following additional migration information:

>

Make sure the Server document is updated if the Network Configuration section
changes. Some customers may have a server IP address in the Net Address field. This
must be updated if the new box being installed has a different IP address.

Check for Directory Links when performing an upgrade/move.

If the server name is to be changed, ensure that all encrypted databases are decrypted
before copying the files to the new server.

When moving servers between different operating system platforms, use FTP to
relocate the databases or mail files. This will ensure the code pages are not corrupted.
In some instances, using the OS copy has caused some database corruption.

If moving from one machine to another and the drive mapping is different (for example,
from C drive to D drive), change the following parameters in the NOTES.INI:

Directory=d:\=Lotus\Domino\Data
NotesProgram=d:\Lotus\Domino

Perform a search in the server's NOTES.INI file to ensure that these parameters are
changed appropriately. Additionally, perform a "find" (Ctrl + F) on the old drive
references and change appropriately.

If the server's name is changed when it is moved to the new hardware, the administrator
can send users a mail message with a button having LotusScript® behind it to change their
Location documents to reflect the new name of the server.
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this book.

IBM Redbooks publications

For information about ordering these publications, see “How to get IBM Redbooks
publications” on page 468. Note that some of the documents referenced here may be
available in softcopy only.

» IBM N Series Storage Systems in a Microsoft Windows Environment, REDP-4083

» IBM System Storage N series Fibre Channel and iSCSI Configuration Guide, SG24-7496
» N Series SnapManager with Microsoft Exchange, REDP-4160

» Using the IBM System Storage N Series with IBM Tivoli Storage Manager,SG24-7243

Other publications

These publications are also relevant as further information sources:

» IBM System Storage N series Data ONTAP 7.2 File Access and Protocols Management
Guide, GC26-7965

» IBM System Storage N series Data ONTAP 7.2 Software Setup Guide, GC26-7975

» IBM System Storage N series Data ONTAP DSM 3.0 for Windows MPIO Installation and
Administration Guide, GC27-2053

Online resources

These Web sites are also relevant as further information sources:
» Support for Network attached storage (NAS) and iSCSI

http://www-304.1bm.com/jct01004c/systems/support/supportsite.wss/storageselectp
roduct?brandind=5000029&familyind=0&o1dfamily=0&continue.x=14&continue.y=12

» Support for Data ONTAP

https://www-304.1ibm.com/jct01004c/systems/support/myview/supportsite.wss/suppor
tresources?brandind=5000029&familyind=5329797&taskind=1

» Support for DSM for Windows MPIO

https://www-304.ibm.com/jct01004c/systems/support/myview/supportsite.wss/suppor
tresources?brandind=5000029&familyind=5355915&taskind=1
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How to get IBM Redbooks publications

You can search for, view, or download IBM Redbooks publications, Redpapers, Technotes,
draft publications and Additional materials, as well as order hardcopy IBM Redbooks
publications, at this Web site:

ibm.com/redbooks

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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